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BBefeHue

FOCT P UCO/M3K 7498 onpegensieT 6a30By0 3TaflOHHYO MOAeNb B3aMMOCBSA3M OTKPbITbIX CUC-
Tem (BOC). HacToawunii ctaHagapT ycTaHaB/IMBaeT 0CHOBbI 418 o6ecneyeHNa CKOOPAMHUPOBAHHbIX paspa-
60TOK gelicTByWMX it 6yaywmx ctaHgaptTos no BOC.

HasHayeHne BOC cocTouT B 06ecnevyeHWM TakOW B3aMMOCBA3N HEOAHOPOAHbIX BbIYUCANTENbHbIX
cucTem, KoTopas no3sonuna 6bl JOCTUYL 3PHEKTUBHOTO 06MeHa JaHHbIMU MeXAy NPUKAagHbIMU NpoLec-
camun. B paxTuuHbIX CUTYyaLmnax Heo6xo4MMo obecneyeHmne ynpaBasoWmx PyHKLUI 3allMTbl MHQOPMALLMK,
KOTOpOli 06MeHMBaOTCA NPpUKNagHble npoueccbl. OTW ynpasnsaoowme QYHKLUN MOryT JOBECTU CTOMMOCTb
noflyYeHNss WM MOAUMDMUKALUM AaHHbIX Bbllle BO3MOXHOW LEHHOCTW CaMWUX AaHHbIX, N1M60 NpMBECTU K
TakomMy 60MbWIOMY BPEMEHW MNONYYEHUS [AaHHbIX, NO WUCTEYEHUW KOTOPOro LEHHOCTb 3TUX AAHHbIX
TepseTcs.

HacToswuii ctaHgapT onpejenseT o6W e apXUTeKTypHble 3/IeMeHTbl, OTHOCALMecA K 3aljuTe,
KOTOpPble MOTYT COOTBETCTBYHOLWMUM 06pa3omM WMCMNOMb30BATLCA B TeX Crayyasax, Korfja Heob6xoauma 3awmnTa
AaHHbIX, NnepefaBaeMblX MeXAy OTKPbITbIMW cucCTeMamu. HacToswmnii cTaHfapT ycTaHaBAuBaeT B pamkax
3TafOHHOM MOfJEeNnn OCHOBHble HanpaB/eHWA W OrpaHUYeHWs MO COBEPLUEHCTBOBAHWIO [eACTBYHOLWMNX
CTaHfapToB MM No pa3paboTKe HOBbLIX cTaHAapToB B ob6nactn BOC ana obecrneyeHns 3alinTbl 06MeHUBA-
eMbIX AaHHbIX W, TeM caMbiM, o6ecne4ymMBaeT cOrfacoBaHHbIl NOAXO0A K 3alinTe MHDOpPMauun B paMmKax
BOC.

[na noHMMaHUA HacTosLero cTaHfapTa He06X0A4MMO 3HaTb OCHOBHbIE CBeleHNA MO 3awWwuTte NHGop-
mauuu. MoaToMy yMTaTento, HeJoCTaTOYHO MOAFOTOB/IEHHOMY B 3TOl 06/1acTW, PeKOMEHAyeTCa cHavyana
03HaKOMUTbLCA C NPUNOXeHUeM A.

HacTtoswmnii cTtaHgapT ABNSeTCA paclwiupeHnem 6a30BOM 3TaNOHHOM MOLENU B 4YacTW acnekToB
3aWnNTbl MHGpOpMaunn, KOTopble ABNAKTCA OO6WMUMMKU apXUTEKTYPHbIMU 3/1eMeHTaMu Ans NpoTOKOJ0B
o6MeHa JaHHbIMW, HO He PacCMOTpPeHbl B 6a30BOI 3TaNOHHOW MOAeNU.

1 O6nacTb NPUMeHeHNs

Hactoswwnii ctaHaapT:

a) coAep>XMT o6l ee onncaHne Tex YCAYr M COOTBETCTBYHOLWNX MEXaHU3MOB 3alUTbl, KOTOPble MOTYT
6bITb 06ecrneyeHbl 3Ta/IOHHON MOAENbHO:

b) onpeaensieT Te NO3ULMKW B paMKax 3TasOHHOM MOAenun, B KOTOPbIX MOryT obecneuymBaTbCs 3TU
YyCAyru n mexaHusmbl.

HacTosawmini ctaHgapT pacwupsaeT o6nacte npumeHeHna TOCT P MCO/M 3K 7498-1, oxBaTbiBas
BOMPOCHI 3alinUTbl 06MeHa AaHHbIMU MeXAy OTKPbITbIMU CUCTEMaMMU.

OCHOBHbIE YC/IYTN N MeXaHU3Mbl 3alMTbl U UX COOTBETCTBYHOLLLEE Pa3MELLeHME ONPefeNeH0 Ana BCex
ypoBHel 6a30B0M 3TaNOHHON Mogenn. Kpome Toro, onpefenieHbl TakXe apXUTeKTYpPHble B3aUMOOTHOLL EHUSA
yCAyr U MexaHU3MOB 3aluTbl ¢ 6a30BOl 3Ta/lOHHOW MoOfenblo. B OKOHEYHbIX cUCTeMax, ycTaHOBKax U
opraHusaumax moryt notpe6oBaTbca AONONHMUTENbHbIE CPEACTBA 3alWMNTbl. STU CPeLCTBA UCMONbL3YOTCA B
pasnnyYHbIX NPUKNaAHbIX KOHTeKcTax. OnpefeneHune ycnyr 3awmnTtbl, HeE06X0AUMbIX ANA 06ecneyeHns 3aTUX
JONONHUTENbHbIX CPEACTB, HE BXOAUT B NPeAMeT pacCMOTPEHMSA HaCTOSALWero cTaHgapTa.

M3naHne opuymansHoe
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DYHKUMM 3aWnTbl B pamkKax BOC pacCcMOTpeHbl C y4eTOM TO/IbKO Tex HabnofaeMblX acnekToB
MapLwpyToB o6MeHa faHHbIMW, KOTOPbIe NMO3BONAT OKOHEYHbIM CUCTeMaM obecneynBaTh 3alLULLEHHYIO
nepegady nHhopmaunm mexgy Humu. 3awmta B pamkax BOC He KacaeTcsi cpeAcTB 3aWUTbl, HEOOXOAUMbIX
B OKOHEYHbIX CUCTeMax, yCTaHOBKax W opraHmnsaymnsax, 3a UCKAYeHNeM Tex cy4vyaes, Korja 3Tu CUCTEMbI
0Ka3blBalOT BAWAHME Ha BbI6GOP M MO3MLMIO YCNYT 3alnTbl, Habnwgaemblx B BOC. 3Tn acnekTbl 3alwnTbl
MOTYT 6bITb CTaHAAPTU3NPOBAHbI, HO BHe 06/1aCTVW pacnpocTpaHeHus ctaHgapTos no BOC.

HacTtoawwni cTaHgapTt fononHsaeTr KOHUenunu " npuHUuuUNb, yCTaHOBJ/IEHHbIE B
FOCTP NCO/M3K 7498-1, HO He usMeHsieT UX. HacToawnii ctaHAapT He AanseTca HU cneynpuKalmnen,
HW OCHOBOI ANS OLEHKW COOTBETCTBUA AelCTBYHOLWMNX peannsaLymni.

2 HopmaTuBHbIE CCbINKK

B HacToALWeM cTaHAapTe UCNONb30BaHbl CCbIIKW Ha CrefyloLlmne cTaHAapThl.

FOCT P NCO/M3K 7498-1—99 WMHpopmMaLMOHHAA TexHONOrnsa. B3anmocBsA3b OTKPbITbIX CUCTEM.
Ba3oBas aTanoHHas mofenb. YacTtb.l. basoBasa mogenb

FOCT P NCO/M3K 7498-4—99 WMHGopMaLMOHHasA TeXxHONO0rnsa. B3anmocBsA3b OTKPbITbIX CUCTEM.
BasoBas aTanoHHas mofenb. YacTb 4. OCHOBbl aAMUHNCTPATUBHOIO ynpaBieHns

FOCT P NCO 8648—98 WHGpopmaynoHHaa TexHONOrunsa. B3anmMocBA3b OTKPbITbIX CUCTEM. BHyT-
pPEeHHAS opraHusauns ceTeBoro ypoBHs

3 OnpepgeneHns 1 cokpalleHus

31 B HacToAwem cTaHAapTe  WCMOMb3ylOT C/AeAylolwiMe TePMUHbI, OMNpefefieHHble B
FOCT P MCO/M3K 7498-1:

a) (M)-coeguHeunHe;

b) (1\)-nepefava faHHbIX;

¢) (FY)-nornuccknini 06bLEKT;

d) (!Y4)-cpeacTso;

e) (N)-ypoBeHb;

O oTKpbITas cucTema;

g) paBHOMpPaBHble OTNYeCKNEe 06BbEKTDI;

h) (N)-nporoKo.i;

j) ("-NpoTOKONbHbIN 6N0K AaHHbIX;

k) ([~-peTpaHcnsaTop;

) mapwpyTtunsauyms;

nT) ynopsjo4eHwue;

n) (N)-ycsiyra;

p) (M)-cepBHeHbIi 610K AaHHbIX;

g) (N)-gaHHble nonb3oBaTens;

r) noaceTb;

s) pecypc BOC;

1) cuHTakcuc nepegauu.

3.2 HacTosiwmii cTaHAapT MCMONb3YeT crefylolWme TEPMUHbI COOTBETCTBYHOLWUX CTAaHAAPTOB:

nepefava 6e3 ycTaHOB/IEHUSA COeANHEHMNS (FOCT P NCO/M 3K 7498-1)
OKOHe4yHasa cucrtema (FOCT P NCO/M3K 7498-1)
610K AaHHbIX (FTOCT P NCO/M3IK 7498-1)
(PYHKUUM TpaHCAAUMW H MapLuipyTusaymmn (FOCT P NCO 8648)
MH(OpMaLMoHHaa 6a3a agMUHUCTPATUBHOIO

ynpasneHns (MBAY) (FTOCT WNCO 7498-4)

Kpome Toro, B HacToflLLeM CTaHAapTe MCMNOAb3YIT CNefyloline COKpalleHNs:

BOC — B3aMMOCBA3b OTKPbITbIX CUCTEM

CBJ, — cepBUCHbI 6N10K AaHHbIX

NBAY — nHpopmaunoHHasa 6as3a afMUHUCTPATUBHONO ynpaBaeHns

MBNY3 — nHdpopmaumoHHasa 6asa agMUHUCTPATUBHOIO yNpaBieHNa 3aliuTol

3.3 B HacTofAlWEM cTaHAapTe UCMOMb3YIOT Cheayloline onpeaeneHuns:

331 YnpaBneHue fOCTYyNOM — NpeaoTBpaLLeHne HeCAaHKLMOHMPOBAHHOIO MCMNOMb30BaHUA KaKoro-
nn6o pecypca, BKNOYaA NpefoTBpalleHNe UCNONb30BaHNA pecypca HENOMTHOMOYHbBIM CNOCO6OM.
<
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3.3.2 Cnucok ynpasfieHUs [JOCTYNOM —CMUCOK JIOFMYECKMX 06BEKTOB, MMELW X paspelleHne Ha
[OCTYN K pecypcy, BMecTe C MepevyHemM KX nNpaB Ha AOCTyn.

3.3.3 YyeTHOCTb —CBOICTBO, 06ecneynBaloLlee 0fHO3HAUYHOE OTC/NeXMBaHUE COBCTBEHHbIX AelCT-
BUIA N060Oro NOrMYecKoro o6bekTa.

3.3.4 AKTUBHas yrposa —yrposa npejHamepeHHOro HeCaHKLMOHMPOBAHHOI0 U3MEHEHUA COCTOAHUSA
CUCTEMBI.

MpumeyaHune—TpumepamMy aKTUBHbIX Yrpo3, OTHOCALMXCA K 3aWjuTe MHGOPMaLMU, MOTYT CAYXWUTb
MoaugmKauma coobueHnn, gybnnpoBaHme coo6LLLEHN, BCTaBKa NIOXHbIX COO6LLEHW, MAacKMpOBaHMe Kakoro-nn6o
NOTNYECKOI 06beKTa MOA CaHKLNOHNPOBAHHbIV NOrMYECKUA 06BbEKT U OTK/IOHEHWE YCYT.

3.3.5 AHanus npouefyp — CM. aHanu3 nNpouefyp 3aWwntbl.

3.3.6 [JaHHble TpPacCMPOBKU — CM. faHHble TPACCUPOBKW 3alUTHI.

3.3.7 AyTeHTU(MKaLUA — CM. ayTeHTUDUKaLMSA OTNPaBUTENSA AaHHbIX U PaBHOMPAaBHOI0 IOTUYeCKO-
ro o6bekTa.

MpumeyaHne — B HacTosAWEM CTaHAAPTe TEPMUH «ayTEHTU(HMKALNA» HC UCMOMb3YeTCA HO OTHOLLIEHUIO K
LieNN0CTHOCTU AaHHbIX; BMECTO HEro MCMosib3yeTCsl TEPMUH «LieSIOCTHOCTb AaHHbIX®.

3.3.8 WNHbopmauma ayTeHTUDUKaLUU — MHPopmMaLmns, ncnonb3yemas Aas YCTAHOBMEHUA NOLJINH-
HOCTM 3amnpalinBaeMoil NMMYHOCTHU.

3.3.9 O6MeH ayTeHTUUKaLMEA — .MeXaHWN3M, NpeAHa3HaYeHHbI 415 NOATBEPXAEHUA NMOANHHOCTH
KaKoro-nm6o nornyeckoro o6bekTa nytem o6MeHa MHpopmaLmei.

3.3.10 lMonHoMoume — npefocTaB/eHNe Npas, rapaHTUPYOLWMX AOCTYN K pecypcam B COOTBETCTBUMU
C MpaBaMu Ha foCTyn.

3.3.11 4OoCTYNHOCTb — CBOWCTBO 6bITb JOCTYNHbLIM M UCMNOMb3yeMbIM MO 3anpocy CO CTOPOHbI YNo-
HOMOYEHHOT 0 JIOTNYECKOTr0o 06beKTa.

3.3.12 ®yHKUMOHaNbHaA BO3MOXHOCTb — MapKep, UCMNOMb3yeMblli B KayecTBe MieHTUdUKaTopa Ka-
KOro-nm6o pecypca, oBnafileH1me KOTOpbIM AaeT Npaso Ha AOCTYN K JaHHOMY pecypcy.

3.3.13 KaHan — mapupyT nepejayv nHhopmauunm.

3.3.14 WundpoTeKCT — AaHHble, NonyvyaeMble B pe3ynbTaTe MCNONb30BaHMA WnNgppoBaHusa. CemaH-
TNYeCKOoe COAepXXUMOe MOMyUYeHHbIX B pesysbTaTe WN(OPOBAHUA AaHHbIX HEJOCTYMHO.

MpumeyvaHwue- LLUNPPOTEKCT MOXET caM Mo cebe CAYXWTb BXOAOM B MpoLiecc LWNGPOBaHUS, B pesy/bTaTe
Yero BblpabaTbIBaeTCcA Cyncp3anpoBaHHbIi BbIXOA.

3.3.15 OTKpbITbI/A TEKCT — CMbIC/10Bble JaHHble, CEMaHTUYeCKOe COAEePXMMOE KOTOPbIX JOCTYMHO.

3.3.16 KoHhugeHynanbHOCTb —CBONCTBO, MO3BONAIOLLEE He AaBaTb NpaBa Ha AO0CTYN K MHopmauuu
WNWN He pacKpbiBaTb ee HEMO/HOMOYHbIM NULaM, TOrMYecKUM 06beKTaM UM npoueccam.

3.3.17 YpocToBepeHWe IMYHOCTN — AaHHble, NepeAaBaeMble 415 YCTaHOB/IEHWS 3aABAE€HHON MOAIUH-
HOCTW NOrM4YecKoro o6bekTa.

3.3.18 KpwunToaHanus3 — aHanun3 KpunTorpaumyeckoih cUcCTemMbl /MK ee BXOAOB N BbIXOAOB C Lie/bio
NoNy4YeHNs KOH(MUAEHUMANbHbIX NePeMEHHbIX U/UNN HyBCTBUTENbHbIX AaHHbIX, BKIOYasA OTKPbITbIA TEKCT.

3.3.19 KpunTtorpaunyeckoe KOHTPO/bHOE 3HauyeHMe — MH{OpMaLMA, nonyyaemana B pesynbTaTe Bbl-
nofHeHNsa KpunTtorpaduyeckoro npeobpasoBaHusa (cM. Kpuntorpadusa) 6,10Ka JaHHbIX.

MpumevyaHne — KOHTPONbHOE 3HAYEHME MOXET ObITb MO/TYHEHO MyTeM BbIMOHEHNN OfHOI0 NN HECKOSTb-
KWX LLIAroB 1 SIBNSETCSA PesynbTaToM maTeMaTuyeckol pyHKLMK Koya 1 610Ka gaHHbIX. OHO 06bIYHO UCNONb3yeTcs
AN NPOBEPKM LLeNI0CTHOCTU 6/10Ka AaHHbIX.

3.3.20 KpunTorpagus — gucuMnamnHa, oxBaTbiBalowWwas NPMHLUNbI, CPeACTBA U MeToAbl nNpeobpaso-
BaHWA JaHHbIX AN COKPbITUA UX MHPOPMALMNOHHOTO COAEPXUMOro, NPefjoTBPALLEHNA UX HEOOBHaAPYXMW-
BaemMoil mogmdpukaunm n/Mnm nx HecCaHKLMOHUPOBAHHOTO UCMONb30BaAHUSA.

MpumcyaBHe — Kpuntorpadus ycraHaBnMBaeT MeTOAbI, UCMONb3YeMble NPY WNHPOBaAHUN 1 AellndpoBa-
HuW. JTlo60e BTOPXEHWe B KpNTorpaguyeckne NpuHLUMMbI, CPeACTBA UM MeToAbl, NpeAcTaBnseT co60i KpunToaHa-
nns.

3.3.21 LLenocTHOCTb AaHHbIX - CMOCOGHOCTb AaHHbIX He MOABePraTbCa U3MEHEHU WAWN aHHYNMpPOo-
BaHWIO B pesysibTaTe HECAHKLMOHMPOBAHHOMO gocTyna.

3.3.22 AyTeHTU(UKaALMUA OTNPaBUTENA JaHHbIX - NOATBEPXAEHWe TOro, 4To OTNPaBUTENb MONYYeH-
HbIX JaHHbIX COOTBETCTBYET 3aAB/IEHHOMY.

3.3.23 [JewwndpoBaHue - npouecc, o6paTHbIli COOTBETCTBYOLUEMY 06paTUMOMy npoueccy wudpo-
BaHuA.

3.3.24 [ewwndpayna —cm. gewndposaHue.

3.3.25 OTKNOHeHWe ycnyra — npegoTepalieHne CaHKLUWOHWPOBAHHOrO AoCTyna K pecypcam uaum
3afepXKa onepaumnii, KpUTUYHbIX KO BPEMEHW.
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3.3.26 Lndposas nofnucb — AONONHUTENIbHbIE AAaHHbIE UK KpunTorpaguyeckoe npeobpasosaHue
(cm. KpunTorpaumsa) Kakoro-nm6o 6/10Ka AaHHbIX, NO3BONSAKOLWME NonyyaTento 6/10Ka faHHbIX ybeanTbea
B MOA/IMHHOCTWN OTMNPaBUTENA U LLEeIOCTHOCTM 6/10Ka AaHHbIX U 3aWLUTUTL €10 0T UCKaXKEHUS C MOMOLbIO,
Hanpumep, CpefcTB noay4vartens.

3.3.27 LWwudpoBaHme — Kpuntorpaumyeckoe npeobpasoBaHme JaHHbIX (CM. Kpuntorpadusa) gnsa no-
Nly4yeHUs WngpoTekcTa.

MpumeuvyaHune — LLndpoBaHre MOXeT 6bITb HEOBPATMMbIM MPOLLECCOM, B CBS3M C YeM COOTBETCTBYHOLLMIA
npouecc gelnpoBaHUA HEBO3MOXHO peann3oBaTb.

3.3.28 LWwngpayna — cM. wndposaHue.

3.3.29 MexKoHUeBOe WKUdPpoBaHNe — WNHPOBAHNE AaHHbIX BHYTPU WUNW Ha CTOPOHe OTNpaBuTens
OKOHEYHOW CUCTEMbl C COOTBETCTBYKOLW MM fAelindpoBaHMeM, BbIMOMHAEMOe TO/bKO BHYTPW WAM Ha
CTOPOHEe nosy4vatens OKOHEYHOW cuctembl. (CM. TakXe MO3BEHHOe WKNdpoBaHue.)

3.3.30 CrpaTterns 3alWuTbl, OCHOBaHHas Ha WAeHTUMUKaALUW — CTpaTerusa 3awunTbl UHPoOpMaLUn,
OCHOBaHHasa Ha ujeHTUhUKaTopax M/mnm atpubytax nosb3oBaTeneid, rpynnbl Nosb3oBaTeneil WA Norun-
YeCKNUX 00beKTOB, AeNCTBYIOLWMNUX OT WMMEHW Mofnb3oBaTenell M AOCTYMHbIX UM PeCcypcoB/NOrMYecKMX
06BbEKTOB.

3.3.31 LLenocTHOCTb — CM. LLeJIOCTHOCTb AaHHbIX.

3.3.32 Knwo4y — nocnefoBaTelbHOCTb CMMBOJIOB, ynpaBasiowas onepauvaMu wWndpoBaHna u fae-
wnppoBaHus.

3.3.33 AfMUHUCTpPaTUBHOE ynpaBsJieHWe K/IOYOM — reHepalus, coxpaHeHWe, pacnpejeneHue, ygane-
Hue. KaTanornsnuposaHue U NpUMeHeHMe K/toYeil B COOTBETCTBUM CO CTpaTerneli 3awuThbl.

3.3.34 Tlo3BeHHOe WUdpoBaHNEe — UHAMBUAYANbHOE NPUKNAAHOE NPYUMEHEHNEe WNDPOBAHNA K AaH-
HbIM Ha KaX[jOM 3BeHe CMCTeMbl 06MeHa AaHHbIX. (CM. TakXXe MeXKOHLeBoe WnhpoBaHue.)

MpumedaHune— lMo3BeHHOe WKDpPOBaHME NOAPa3yMeBaeT, YTO AaHHble, nepefjaBaemMble Yepes SI0rnyeckuii
006BEKT peTpaHcnATopa, A0/HKHbI UMETb (DOPMAT OTKPbLITOrO TeKcTa.

3.3.35 OO6HapyXeHue MaHUNyNALUN — MeXaHW3M, WUCMNOoNb3yeMblli ANsi 06Hapy>XeHUA BO3MOXHON
MoautnKauum 610Ka faHHbIX (CnyYaliHOW MW NpefjHaMepeHHOR).

3.3.36. MackupoBaHue - CTpem/ieHWe KaKoro-nmbo N0rnyeckoro o6bekTa BbIrnageTb B BUAe APYroro
NIOrMYecKoro obbvekTa.

3.3.37 HoTapusauusa — perucrpaumsa faHHbiX JOBEPEHHbIM TPeTbUM NMLOM, KOTOpoe obecneynBaeT
nocneayroouee NoATBEPXKAEHWE NPaBUIbHOCTU UX XapaKTepuUCTUK, TaKUX Kak COAepXWMOe, OTNpaBuUTeNb,
BPEMA 1 moayvartesb.

3.3.38 TlaccuBHas yrposa — yrposa HeCcaHKLMOHMPOBAHHOI0 PackpbiTUS UHMoOpMaunm 6e3 n3MeHe-
HUS COCTOSIHUA CUCTEMBI.

3.3.39 Maponb - KoHdUAeHUMaNbHaa UHHOPMaLMa ayTeHTUDUKaLKn, 06bIYHO cocTosALLaa M3 cTpo-
KN 3HAKOB.

3.3.40 AyTeHTU(MKaLUA PaBHOMPABHOIO /IOTMYECKOro 06beKTa — MNOATBEPX/AEHWE TOro, YTO pas-
HONpaBHbIN Nornyecknii 06beKT B KaKoW-nmbo accoumaumm ABNAETCA 3aABMEHHbIM NOMMYECKUM
06bEKTOM.

3.3.41 ®dwusnyeckan 3awmuTa — cpeAcTBa, UCMONb3yeMble ANA o6ecrnedyeHUss PU3NYECKOWR 3alInTbl
pecypcoB OT NMpefjHaMepPeHHOW NN cny4aHol yrposbl.

3.3.42 CrTpaterna —cm. cTpartervs 3awuThbl.

3.3.43 CO6CTBEHHOCTb - NpaBO OTAeNbHbIX IUN KOHTPOAMPOBATb UAW BAUATbL Ha cb6op U XpaHeHue
OTHOCALWeNCS K HUM MHGMOPMaLUM 1 Ha onpefesieHWe TeX. KeM W ANA KOFo MOXeT 6bliTb packpbiTa 3Ta
nHpopmayus.

MpumeyaHune — MocKonbKY laHHbIVi TEPMUH OTHOCUTCA K HPaBy OTAE/bHBIX .UMH, OH He MOXET ObITb TOUHO
onpefeneH 1 CTO NCMOMb30BaHUS CnedyeT u3beratb, 3a UCK/IOYEHNEM 060CHOBaHHbIX C/lyyaeB An1s1 3anpalunBaemMo
3aWnThI.

3.3.44 CamMo0O0rkpgs - camooTpuuaHue OAHOF0 M3 NOTMYECKMX 0OBLEKTOB, y4yacTBYWOLWWUX B 06MeHe
JaHHbIMW, NaTHOTO WAN YaCTUYHOIO CBOEro y4acTusa B 3TOM o6MeHe.

3.3.45 YnpaBssneHue mMapLlupyTusauyuelii - NpumMeHeHue nNpaesua B NpoLecce mapLipyTusauum no Bbibo-
py WAN UCKNIOYEHUIO KOHKPETHbIX CeTeil, 3BeHbEB JaHHbIX UAN PeTPaHCNATOPOB.

3.3.46 CrtpaTterus 3aWuTbl, OCHOBaAHHAasA Ha MpaBunax — cTpaTerms 3awuTbl, OCHOBaHHasA Ha 06LWunx
npasunax, NpeAbABASAEMbIX KO BCEM M0OMb30BaTeNaM. 3TN npasBuaa 06bIYHO OCHOBbLIBAIOTCA HA CPABHEHUN
YYBCTBUTENILHOCTU JOCTYMHbIX PeCypcoB n o0b6safaHnmn OTAe/IbHLIMU MOMb30BATENAMU, TPynnamMmu Mnonb3o-
BaTefnell MANM NOrMYECKUMMN 06beKTaMu, AeACTBYOLWMNMN OT UMEHWU MONb30BaTeNeidl, COOTBETCTBYOLWUMMN
aTpubyTamu.
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3.3.47 AHanu3 npoueayp 3awWnTbl — He3aBUCUMBbI/A MPOCMOTP W aHanu3 CUCTEMHbIX 3anuceid un
aKTUBHOCTEW C Lenbl NPOBEPKM UX afileKBATHOCTU CUCTEMHbLIM YNpaBasalWmUM yHKLUAM ns obecnede-
HWS COOTBETCTBUA C MPUHATON cTpaTerveid 3alWnTbl M ONepayuoHHbIMW Npoueaypamun, o6Hapy>XeHuns
npo6enoB B 3awWwuTe M BblAayn pekKoOMeHAauuin no N6bIM yKasaHHbIM W3MEHEeHWAM B ynpaB/ieHWW,
cTpaTerum u npoueaypax.

3.3.48 [lanHble TPaCCUPOBKM 3alUTbl - HAaKOM/EHHble W FOTOBble K UCMONb30BaHWIO faHHble, Npej-
HasHayeHHble ANA AeTanusaynm NPUYNHBLL aHanmnsa npoueayp 3awmnThbl.

3.3.49 MeTKa 3alWunTbl — rpaHnYHaa MeTKa, npucBavMBaeMass Kakomy-nn6o pecypcy (B KayecTse
KOTOPOro MOXeT CAYXWTb 670K AaHHbIX), KOTOpas MMeHyeT unu o6o3HayaeT aTpubyTbl 3aliMTbl 3TOrO
pecypca.

MpumevyaHune —MeTKa U/Mnu NPUCBOEHHOE 3HAYeHUe MOrYT 6bITb ABHBIMU WIN HESIBHBIMMW.

3.3.50 CrtpaTerus 3awunTbl — Habop KpuTepues ATSA ob6ecrnevyeHUsA yCNyr 3awnTbl (CM. TakKXe «CcTpa-
Ternsa 3aWwnTbl, OCHOBaHHasA Ha UAeHTUMMKALUU» U «CTpaTernsa 3allnTbl, OCHOBaAHHAaA Ha npasLlax»).

MpumeyaHune — MNonHasA cTpaTerna 3awyTbl HeM36eXHO byAeT cBs3aHa C peLLueHNneM MHOTFMX BONPOCOB, He
BXoAALmx B chepy BOC.

3.3.51 Ycnyra3awuTbl - ycnyra, npegoctaBnseMas KakMM-1160 yposHeM B3aMMOCBSA3aHHbIX OTKPbI-
TbIX CUCTEM, KoTopas obecneymBaeT afeKBaTHYI 3aliMTy CUCTEM WM NpoLesyp nepefayvt faHHbIX.

3.3.52 W3bupaTenbHas 3awuTa NoAs — 3aWlnTa KOHKPETHbIX Moseli BHyTPU cO06L eHNs, nognexa-
ero nepepaye.

3.3.53 YyBCTBUTENbHOCTb —XapaKTepucTUKa pecypca, KoTopas onpejenseTr ero LEHHOCTb WK Bax-
HOCTb W MOXET YYUTbIBaTb €ro yA3BMMOCTb.

3.3.54 TMognucb —cM. uudposas NOANUCH.

3.3.55 ¥Yrposa — noTeHuMnanbHas BO3MOXHOCTb HapyLleHNs 3allUThbl.

3.3.56 AHanu3 Tpauka - 3aK/Il0YEeHMWEe O COCTOAHMM UHGOpPMauUM Ha OCHOBe HabnwaeHus 3a
notokamun Tpaduka (Hanuuue, oTcyTcTBUE, 06bEM. HanpaB/ieHWe 1N YacToTa).

3.3.57 KoHhungeHUnanbLHOCTbL MOTOKa Tpahuka — ycnyra KOHPUAeHUManbHOCTN, npejHasHayeHHas
4TS 3aWuMTbl OT aHanusa Tpapuka.

3.3.58 3anonHeHune Tpaduka - reHepauma (GUKTUBHbIX CeaHCOB O6MeHa faHHbIMWU, (PUKTUBHbIX
610KOB AaHHbIX N/MNN HUKTUBHbBIX JaHHbIX B COCTaBe G/1I0KOB JaHHbIX.

3.3.59 [loBepuTenbHas (GPYHKLUMOHANbHOCTb — DYHKLUMOHMPOBaHMeE, KOTOpPOe BOCMPUHMMAeTCA npa-
BU/IbHBIM C TOYKW 3PEHUA HEKOTOPOro KpUTepus, Hanpumep, KpUTepusa, NpefbaBisAeMoro nocpeicTBom
cTpaTermm 3awmnTbl.

4 O603HayeHus

B HacTosAlWeM CcTaHfapTe WCMOMb3YIT tv Xe CUCTeMy 0603HA4YeHW MO YPOBHAM, 4TO M B
FOCT b MCO/M3IK 7498-1.
TepMUH «ycnyra», eciu He OrOBOPEHO MHOE, UCMOMb3YIT B CMbIC/E «yCyra 3alunTbl».

5 OG6Luee onucaHune ycnyr 1 MexaHW3moB 3aLUThl

5.1 O6uwee onucaHue

B gaHHOM pa3fene pacCMOTPeHbl YCNYru 3allnTbl, BK/KOYEHHble B apXxuTeKTypy 3awuTbl BOC, un
MexXaHU3Mbl, peanunsytolme aTu ycnyru. ONncaHHble HUXe YCAYTrn 3alnamn SBnsoTca 6a3oBbIMU ycayramu
3alnNTbl. Ha NpakTWKe OHU [O0MXHbl Bbi3blBATbCA Ha COOTBETCTBYHOLWMNX YPOBHAX M B COOTBETCTBYHLLUX
KOM6UHaUMAxX, 06bIYHO COBMECTHO C yCAyramm M MexaHuamamu, He BXOAAWMMK B 06nacTb pacnpoctpa-
HeHna BOC, ans obecneyeHWsa cTpaTerum 3aluTbl U/MNW yAOBMEeTBOPeHWs TpeGoBaHWUli Mmonb3oBaTens.
KOHKpeTHble MexaHW3Mbl 3alWUTbl MOTYT WCMOMb30BaTbCA /1S peanv3aunnm KoMGuHauuii 6a3oBbIX ycnyr
3aWnThl. MpakTnyeckne peannsaynum cMCTeM MOFyT MCNOMb30BaTb ANA NPAMOro NPUBAEYEHNS KOHKPETHbIe
KOM6MHaL MM 6a30BbIX YCAYT 3aWMNThI.

5.2 Ycnyru sawmtol

Huxe npusefeHO onucaHue ycnyr 3awuTbl, KOTOpble MOryT (haKy/nbTaTUBHO o6ecneynBaTbCs B
pamkax 6a30BOi 3TanoHHOW mogenu BOC. Ycnyru ayTeHTudMKauuu TpebyloT NpoBepku MHGopmaLum
ayTeHTUUKaLUN, BKIOYas NOKaNbHO XpaHUMY0 MH(OPMaLM0 U NepejaBaemMble faHHble AnA obecreve-
HUS ayTeHTUdUKauum (yGOCTOBEPEHUSA AUYHOCTHN).
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521 AyTeHTundukayms

Kak onucaHo HMXe, 3TK ycnyru obecnevynBsatoT NpoBepKy NOANAMHHOCTU PaBHOMNPaBHOr0 10rM4ecKoro
06beKTa M 0OTNpaBuUTeNA AaHHbIX.

5.2.1.1 AyTeHTudnKaLma paBHoNpasHOro I0rMYecKoro o6bekTa

Korga ata ycnyra npepoctaansetca (N)-ypoBiieM, oHa o6ecneuuBaeT gns ~+1)-normyeckoro
06beKTa MOATBEPXAEHMNEe TOro, YTO PaBHONPABHbIA NOrMYeCcKUiA 06beKT ABAseTCA 3asiBAeHHbIM (N + 0 -no-
rMYecKMM 06bEKTOM.

3Ta ycnyra npejoctaBnserca ANA UCMNONb30BaHWA BO BPEMS YCTAHOB/IEHUA COEfUHEHUA UNN B (aTe
nepejayun faHHbIX MO COEAUHEHUIO C LeNblo MOATBEPXKAEHUA ULEHTUPUKATOPOB OAHOT0 WUIN HECKONIbKUX
NOFNYecKNX 06BbEKTOB, COEAUHEHHbLIX C O4HUM WAW HECKONbKUMUW APYTUMUW NOTMYECKMMU 06beKTaMu. 3Ta
ycnyra no3BonsieT T0/IbKO B MOMEHT ee MCMO/b30BaHUA YA0CTOBEPUTHLCSA B TOM. YTO KaKoli-To Nornyecknii
06bEKT He nNbiTancs 3amMackupoBaTbCs MNOA LPYFOM NOrMYecKMii 06beKT WMAN HeCaHKLWOHWPOBAHHO
BOCNPOM3BECTU Npeablayliee coeguHeHMe. BO3MOXHO MCNONb30BaHWe BapuaHTOB OAHOCTOPOHHEN wan
B3aUMHOW ayTeHTU(hMNKaLNN paBHOMPABHOIO IOFMYECKOT0 06beKTa C HAIMYMEM UM OTCYTCTBMEM MpPOBep-
KW MONHOM0 0TKasa M BO3MOXXHOCTb 06ecneyeHNs pasnuyUHbIX CTEMEHEN 3aWmnThl.

5.2.1.2 AyTeHTudunKayms oTnpaBnTens 6aHHbIX

Korpa ata ycnyra npegoctaBnsercs (bl)-ypoBHeM, oHa obecnevmBaeT ana (M-H)-nornyeckoro o6bekTa
NoATBEPXAEHMNE TOro, YTO OTNPaBUTENb AaHHbIX ABNAAETCA 3aAB/EHHbIM (?X+ 1)-N0rMYecKMM 06bEKTOM.

YcnyraayTeHTU(MKaLUM OTNPaBUTeNsa flaHHbIX obecneynBaeT MOATBEPXKAeHUe MOANIMHHOCTU OTNPaBUTENS
6/10Ka faHHbIX. 3Ta ycnyra He obecneuymBaeT 3awWuTy OT Ay6NMPOBAHMA UAM MOANGDUKALUN 6NOKOB flaHHbIX.

522 YnpaBneHune p[fOCTYynow

JTa ycnyra obecneymBaeT 3aWUTy OT HECAHKLMOHMPOBAHHOIO UCMO/Ib30BAHUSA PECYPCOB, OCTYMHbIX
yepes3 BOC. 3Tumwm pecypcamu, [OCTYNHbIMW 4epe3 npoTokonbl BOC, MoryT 6biTb Kak pecypchbl,
ncnonb3yemblie B pamkax BOC. Tak u pecypcbl, He BXoAslmne B 06n1acTb pacnpoctpaHeHns BOC. faHHas
ycnyra MOXeT MPUMEHATbCA K pasnM4YHbIM BUjam f[OCTyna K pecypcam (Hanpumep, MCnonb3oBaHWe
pecypcoB CpefCcTB 06MeHa AaHHbIMMW, PecypcoB YTeHUSA, 3anucu WM yjaneHusa MHbopMauuu, pecypcos
BbIMO/IHEHUS 06paboTKM) UM KO BCeM BMAaM AocCTyna K pecypcam.

YnpaBneHve [JOCTYNOM JO/KHO paccmaTpuBaTbcd B COOTBETCTBMM C PasIUUYHbIMWU CTpaTernsamu
3awmnTbl (cm. 6.2.1.1).

523 KoHOMAeHUMNAaNbHOCTb JAaHHbIX

Kak onucaHo Bbille, 3TV YCAyrn obecneynBaroT 3aWUTY faHHbIX OT UX HEMOTHOMOYHOTO PacKpbITUSA.

5.2.3.1 KOH(MAEHUNANLHOCTb B PEXXKNME C YCTaHOB/IEHNEM COEAUHEHUSA

3Ta ycnyra obecnedymBaeT KOH(PUAEHLNANBHOCTbL BCeX AaHHbIX (N)-nonb3oBaTens, nepejaBaeMbix No
(FN-coegnHeHMt0.

MpumeyaHne — B 3aBUCUMOCTU OF UCMO/Ib30BAHNS M YPOBHSA, 3alUMTa BCEX JAHHbLIX MOXET ObITb Helene-
coobpasHoil, HanpuMep, 3aluTa CPOUHbIX aHHbIX AN AaHHbIX B 3aMpoce Ha yCTaHOB/ieHWe COeANHEHMS.

5.2.3.2 KOH(MAEHUNANLHOCTb B peXXMe 6e3 ycTaHOBEHUS COeANHEHMNSA

3Ta ycnyraobecneymBaeT KOHGUAEHUNANBHOCTb BCEX flaHHbIX (N-nonb3oBaTensa BogHom (!M)-CBJ,
nepefasaemMoM B pexxume 6e3 yCTAHOBIEHUA COEJUHEHUSA.

5.2.3.3 KoHMunaeHUNanLHOCTb BblGpaHHOTO Mons

3Ta ycnyra obecnevymBaeT KOHMUAEHLMANBHOCTb BblOpaHHbIX Nosel B cocTaBe faHHbIX (N ~Anonb30-
BaTens. nepegasaeMblx no (bl)-coeguHennto unn B ogHom (M)-CBJ. nepepgaBaeMom B pexume 6e3s
YCTaHOB/IEHNS COeLUHEHUS.

5.2.3.4 Kow/TaenunanbinkTb NOTOKa Tpaduka

JTa ycnyra obecneymBaeT 3alWuTy MHPoOpMauuun, KoTopas MOXET ObiTb MosyyvyeHa B pe3ynbTaTe
HabnloAeHNs NOTOKOB rpaduka.

524 LenoCTHOCTb [JaHHbIX

3Tu ycnyru npefoTepaliadT aKTUBHbIe Yrpo3bl U MOTYT MPUHUMATb O4HY U3 ONUCAHHbIX HUXE hopM.

MpumMmeuyaHune —B pexume ¢ ycTaHOB/IEHVEM COeJMHEHWNS UCMONb30BaHNe YCAyrn ayTeHTupnKauum pas-
HOMPaBHOr0 /IOFMYEeCKOro 06bCKra B MOMEHT YCTAHOB/IEHUS COEAVHEHUS U yCnyra LefIoCTHOCTU AaHHbIX BO BpeMs
(PYHKLMOHMPOBAHUA COEAMHEHNS MOXET COBMECTHO obecneymBaTb MOATBEPXAeHWE MOA/IMHHOCTM UCTOYHMKA BCEX

6/10KOB JaHHbIX, NepeaaBaeMblxX M0 3TOMY COEAUHEHMIO, Le/IOCTHOCTbL 3TUX B/I0KOB AaHHbIX U MOXET AOMO/HUTENIbHO
o6ecneunTb o6HapyXKeHe Ay6IMpoBaHust 6/10KOB AaHHbIX, HANpUMep MyTeM WUCMob30BaHUSA MOPSAKOBLIX HOMEPOB.

5.2.4.1 LLenoCTHOCTb B pe>XMMe C yCTaHOB/IEHNEM COeJMHEHUS C BOCCT aHOB/IEHNEM

3Ta ycnyra obecneymBaeT LeMIOCTHOCTb BCEX JaHHbIX (N-nonb3oBaTens, nepefgaBaemMbix no (N-co-
efMHEHMNIO. N o06HapyXuBaeT N6y MoguduUKauunto, BCTaBKy, CTUpaHue WAM BOCNpPOM3BEfeHME NMOObIX
JaHHbIX BHYTPX MONHOW nocnepoBaTenbHocTu CB/J (C MONbITKOW BOCCTAHOB/IEHUSA).
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5.2.4.2 LlenocTHOCTb B pe>XMMe C yCTaHOB/IEHUEM COeAuHeHUs 6e3 BOCCTaHOBNEHUS

3Ta ycnyra aHanornyHa ycnyre, onmcaHHon 0 5.4.2.1. Ho 6e3 NONbITKWN BOCCTAHOBMEHUS.

5.2.4.3 LlenocTHOCTb BbIGpPaHHOroO NONS B pe>XXMUMe C yCTaHOB/IEHNEM COeLUHEHUSA

dTa ycnyra obecneynMBaeT LENOCTHOCTb BblGpaHHbIX Moseit BHYTpu AaHHbIX (!M)-monb3oBaTens B
cocTaBe Kakoro-nn6o (N)-CBA, nepefgaBaeMoro no coeguHeHunto, B BUAe onpegeneHnsa Gopmbl UCKaXeHNs
Bbl6paHHbIX Monei: MogndUKaLMmn, BCTaBKWU, YAaneHUs WU BOCMPOU3BELEHUSA.

5.2.4.4 LLenocTHOCTb faHHbIX, NepefaBaeMblX B pe>xume 6e3 yCTaHOBNEHUA COeAUHEHUSA

Korga ata ycnyra npegoctaBnsetca (K)-ypoBHeMm, oHa o6ecneymBaeT LENOCTHOCTb AaHHbIX NS
3anpawwmBatowero (N +1)-nornyeckoro obbvekTa.

3Ta ycnyra obecrneymBaeT Len0oCTHOCTb ogHoro CB/Jl. nepegaBaemoro B pexume 6e3 ycTaHOBJIEHUSA
COEfMHEHUNSA, U MOXET NpUHUMaTbL hopmy, onpefenatowyto, 6611 M cMoanduLuMpoBaH NpuHATbIA CBA.
[ononHNTeNbHO MOXeT 6bITb NPefjycCMOTPeHa orpaHuyeHHaa opma o6Hapy>KeHUs BOCNPOU3BefeHUS.

5.2.4.5 LlenocTHOCTb BbIGPAHHOTO Nasa B pe>KuMe 6€3 yCTaHOBNEHUSA COefUHEHNA

dTa ycnyra obecneymBaeT LeNOCTHOCTb Bbi6paHHbIX nofeii BHyTpu ofgHoro CB/l. mepefjaBaemMoro B
pexume 6e3 ycTaHOBMEHUA COefMHEHUA, U onpedenseT, 6blan M CMOAUGDULUPOBaHbI BblOpaHHbIe MONS.

525 Bbe30oTKas3HOCTb

OTa ycnyra MoXeT NpuUHUMaTbL 04HY uan obe cnegyrouime Gopmbl.

5.2.5.1 Be30TKasHOCTb C MOATBEP>K/AEHNEM OTNpaBuTens

MonyuaTenb gaHHbIX obecneumBaeTcAa MPOBEPKON OTNpaBuUTeNa AaHHbIX. 3Ta ycnyra sawumuiaet oT
N1060l NONBITKM OTNPaBUTENA NI0XKHO OTpULATb Nepefady faHHbIX WA UX COLEPXUMOeE.

5.2.5.2 Be30TKa3HOCTb C NOLTBePXKAeHNEM LOCT aBku

MepefaTumnK faHHbIX 06ecneynBaeTca NOATBEPXAEHUEM [OCTAaBKMW JaHHbIX. OTa ycnyra 3auuuwaeT oT
N 601 nocnefylolwen NONbLITKN NOAyYaTena N0XHO OTpULAaTb NOAyYeHWe AaHHbIX UNWU UX COLEPXUMOE.

5.3 CneumnanbHble MeXaHU3Mbl 3aWUTbI

Cnegytolive MexaHU3Mbl MOFyT BXOAUTb B coCcTaB cooTBeTcTBYoLWero (N)-ypoBHsa ans obecneyeHuns
HEKOTOpbIX YCNYr, ONNCaHHbIX B 5.2.

531 WundpposaHMe

5.3.1.1 LWwudpoBaHne mMoxeT obecneunBaTb KOHPUAEHLMANBHOCTL NN6BO AaHHbIX, NM60 MHDoOpMa-
LMn notoka Tpaduka, U MOXET NPUHUMATb yyacTue B JOMOSTHEHUWN pAfja APYrMX MeXaHW3MOB 3allWThbl,
ONuCcaHHbIX B MOCMAEAYIOLWNX pasgenax.

5.3.1.2 ANroputMbl WKGPOBAHUS MOTYT 6bITb 06paTUMbIMKU U HeobpaTuMbIMKU. CyllecTBYHOT fABa
BMAa obLieli knaccmpumkaumm o6paTUMbIX MeXaHW3MOB LINKDPOBAHNSA:

a) CMMMeTpUUHOe WwudpoBaHue (T.e. CEKPETHbIN KOY), NPU KOTOPOM 3HaHWe Kal4va WwudpoBaHmnsa
npegnonaraeT 3HaHue K/wya gewnppoBaHna, n HaobopoT;

b) aCMMMeTpUYHOe WungpoBaHue (T.e. KOY 06LLEro NOMb30BaHMNA), MPU KOTOPOM 3HaHMeE K/wua
WwnhpoBaHWA He npegnonaraeT 3HaHWe KN4va fjelwndposaHnsa, n HaobopoT. [lBa KaYa TaKoin cucTembl
Ha3blBaTCA MHOTAA «K/OY 06U ero NofNb30oBaHUA# U «INYHbIA KIOY*.

ANropuTMbl HeobpaTUMOro WKUPPoBaHMSA MOFYT MCMNONb30BaTb WAM He WCMOAb30BaTb KoY. [Mpu
MCNONb30BAHUMN K/OYa OH MOXET 6blTb 06LLEr0 NOMNb30BaHUA NGO CEKPETHBIM.

5.3.1.3 Hanuune mexaHusma wWunppoBaHMa npegnonaraeT UCMob30BaHNe MexaHU3Ma agMUHUCTpa-
TUBHOTO yNnpaB/eHUA KNUYOM, 38 UCK/IOYEHUEM CNydaeB NPUMEHEHUA HEKOTOPbIX anropuTMoB Heobpa-
TUMOro wWudpoBaHnsa. HeKoTOpble OCHOBHbIe MOJSIOXEHUSA MeTO[0B afAMWUHUCTPATUBHOIO ynpasieHUs
KNO4YOM npusefeHbl B 8.4.

532 MexaHU3IMb LWUGPOBOWK NoAaNUC U

3TN MexaHM3Mbl ONpeAensoT ABe Npouefypbl:

a) noanucb 6N10Ka JaHHbIX;

b) BepudmKauma NogNMcaHHOro 6/10Ka JaHHbIX.

MepBbIi nNpouecc McNonb3yeT MH(poOpMauuio, KoTopas SABNAETCA NIMYHOW (T.e. eAUHCTBEHHOW K
KOH(MAeHUMaNbHON) NO OTHOLWEHMWIO K NogNMcaBLIeMy 1Mny. BTopoi npouecc ncnonb3yeT npouesypbl u
MHGMOPMaLNo, KOTOPble ABASAIOTCA 06 ECTBEHHO JOCTYMHbLIMWU, HO U3 KOTOPbIX He MOXeT ObITb BbljeneHa
Nn4Has nHdopmaunsa NognucaBLIEro AnLa.

5.3.2.1 TMMpouyecc nognucaHua BKAWYaeT NM60 wWuUdpoBaHne 6710Ka faHHbIX, NN60 BbIPaboTKy
KpunTorpamnyeckoro KOHTPOAbHOr0 3HaYeHnA 6/10Ka AaHHbIX NyTe.M MCNO/b30BAHUA B KayecTBe SIMYHOIO
KMt0Ya NMNYHOM MHpopMaunm nognmcasLlero nNuua.

5.3.2.2 TMpouyecc BepuduKauum BKIOYAET UCNONb30BaHME Mpoueayp U nHpopmaynu obLLero nob-
30BaHUA C Lenblo onpejeneHns obpasoBaHna NOANUCK C NMOMOLL b NYHOW MHBOPMaLUM NogNMCaBLLErO
nnua.
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5.3.2.3 CyliecTBEHHON XapaKTepUCTUKOW MexaHu3mMa Mognucy ABASETCS TO, YTO MOAMUCH MOXET
6bITb Mpou3BefeHa TONbKO C MCNOMb30BaHMEM JNIMYHON WHGpOpMaLMM NoANMUCcaBLEro nuua. Takum
o6pasom, Npun BepuduKaunuy NogNUCKU MOXHO BNOCNEACTBUMN BNOBGON MOMEHT BpeMeHMN AoKa3aTb TPeTbeMy
nuuy (Hanpumep, cyabe uan apbuTpy), YTO TONBLKO €4UHCTBEHHbIV 06najaTeNb NNYHONW MHpOPMaLUM MOT
NPON3BECTN 3TY MOANUCH.

533 MexaHW3Mbl ynpaB/ieHUSA [JOCTYMNowm

5.3.3.1 3Tu mMexaHuU3Mbl MOTYyT UCMO/b30BaTb NMOATBEPXAEHHY MOA/MHHOCTb IOFMYECKOr0 06beKTa
UAn MHpoOpMauunm 0 Normyeckom ob6bekTe (Hampumep, MNPUHALNEXHOCTb K W3BECTHOMY MHOXECTBY
NIOTNYECKUX 06BEKTOB) MM BO3MOXHOCTEN NTIOTMYECKOro 06beKTa C LeNbio OMNpejesieHnss U NpUCBOEHUSA
npaea 3TOro NOrMYecKOro o6bekTa Ha goctyn. Ecnm nornyecknii 06beKT NbiTaeTCa MCNONb30BaTb HEMON-
HOMOUYHbIW pecypc UAM MOSTHOMOYHbI pecypc € 3anpel,eHHbIM ATA HEro TUMNOM AOCTyna, To QYHKLUUS
ynpaBfeHNs AOCTYNOM [O/DKHA OTKAOHWUTb 3Ty MOMbITKY U MOXET JOMO/HUTENbHO YBELOMUTbL 06 3TOM
WHUW[EHTe C Lenbl reHepaumnm CUrHana TpeBOrn W/HAW ee perucrtpaumm B KayecTBe YacTWU [aHHbIX
oTCcnexunBaHna 3awuTbl. JTio6oe yBefoMaeHMe nepegaTymka 06 OTKAOHEHMU NpW nepejaye faHHbIX 6e3
YyCTaHOBMIEHNA COefJUHEHNA MOXeT obecneymBaTbCA TONbKO B pesynbTaTe ynpaBaeHUa 4OCTYNnom, Bosnara-
eMOro Ha oTnpaBUTeNs AaHHbIX.

5.3.3.2 MexaHU3Mbl ynpaBfieHWs AOCTYNOM MOryT, Hanpumep, 6asuMpoBaTbCcA Ha WCMNONb30BaHWUMW
OAHOT0 WM HECKONbKWUX CNeayrumnx pakTopos:

a) MHhopMaunoHHbIX 6a3 ynpas/ieHUsa AOCTYNOM, rfe NoAAep>XX1BaloTca npasa focTyna paBHoNpas-
HbIX NOTUYECKNX 06BEKTOB. 3Ta MHGPOPMALUA MOXET 06CNYXMNBATbCA CAHKLWOHUPOBAHHbLIMU LEeHTpaMu
UNW NOTUYECKUMU 06BbeKTaMM, K KOTOPbIM OCyLlecTBASAETCA AOCTYM, W MOXeT WMeTb (hOopMYy ChnmMcKa
ynpaBieHnNs LOCTYNOM WAM MaTpuubl C MepapXMUecKoin nnn pacnpefeneHHol CTPYKTYpPoOir. IToT hakTop
npegnonaraeT, YTO ayTeHTU(DUKALMNA PaBHONPABHOIO NOrMYeckoro o6bekTa obecneveHa;

b) WHpoOpMauuun ayTeHTUUKaLUKM, HanpumMmep, naponei, o6nagaHvue n nocneaytoliee npejcraBneHue
KOTOPbIX 04EeBUAHO M3 MOSTHOMOYMWIA NOrMYecKoro 06beKTa, OCYLLeCTBAAOLWLEro 4OCTYN;

C) BO3MOXHOCTeN, obnafaHnme M nocnegyrouiee npeacTtaB/ieHne KOTOPbIX OYEBUAHO BbITeKaeT U3
HanMumnsa y 1Ormyeckoro o6bekTa uam pecypca npasa Ha [OCTYM, ONPeAe/iseMoro faHHON BO3MOXHOCTbIO.

Mpumcyammc—Bo3MOXKHOCTb HC AO/KHA ObITb JIOXKHOM M A0/HKHA ObITb NMPUCBOEHA [OBEPUTENIbHBIM
06pasom;

d) MeTOK 3aWwuThbl, KOTOPbIe NPU NPUCBOEHUN KAKOMY-T1M60 NOFMYECKOMY 06BEKTY AO/KHbI UCNOMb-
30BaTbCA ANA paspeweHUs WUAW OTKNOHEHMS npaBa Ha A0CTYNn 06bIYHO B COOTBETCTBMM CO CTpaTeruein
3aWuThbl;

€) BpeMeHW MOMNbITKW MOAY4YeHUs AocTyna;

O MapupyTa NonbITKW NONYYeHUA [OCTYNa;

g) 4NMTenbHOCTM gocTyna.

5.3.3.3 MexaHU3Mbl ynpaBfieHWs JOCTYNOM MOFYT MCNONb30BaTbCA Ha N060M KOHLe accoumaumu
o6MeHa faHHbIMN /UK B NO6GOM €e MPOMEXYTOUHOM MyHKTE.

DYHKUMKN ynpaBaeHNs AOCTYNOM, 3ajelicCTBOBaHHble Y OTNPaBUTENss UM B NIO6GOM NMPOMEXYTOYHOM
NYHKTe, UCNONb3YIOTCA A1 ONpefeneHNsa npasa nepejaTynka Ha 06MeH faHHbIMK C nony4yatenem u/vnwu
ANA UCNONb30BaHUA 3anpalluBaeMblX PeCypcoB CBA3N.

Tpe6oBaHWA, NpeAbABASeMble K MeXaHW3MaM YynpaBneHua LOCTYNOM B paBHOMPaBHbIX YPOBHAX Ha
CTOPOHEe nosyyaTena Ana nepejavun faHHbIX B pexume 6e3 ycTaHOB/EHUSA COEfUHEHUSA, [O/KHbI ObITb
M3BECTHbI 3apaHee OTNPaBUTENO U JO/KHBLI ObITb 3aperMcTpupoBaHbl B MHOPMAaLMOHHON 6a3e agMUHMU-
CTPaTMBHOIO ynpaB/ieHUs 3awnton (cm. 6.2 n 8.1).

534 MexaHMW3Mbl LEeNOCTHOCTW AaHHDBbIX

5.3.4.1 CyuiecTByeT ABa acnekTa LEeNOCTHOCTM AaHHbIX: LEN0CTHOCTb eAUHUYHOro 6/10Ka AaHHbIX
MAW NONA N LEeNOCTHOCTb MOTOKa 6/10KOB JaHHbIX UAW nonein. B obuwem cnydae gna obecnevyeHnsa 3Tux
ABYX TUMOB YCAYTN LeNOCTHOCTU UCNONb3YHTCA pasMuyHble MexXaHU3Mbl, X0TS o6ecneyeHne BTOPOro Tmna
3TON ycnyru 6e3 NepBoro HenmpakTUYHO.

5.3.4.2 OnpefeneHne LeNOoCTHOCTU eAUHUYHOTO 6/10Ka flaHHbIX BK/OYaeT ABa npouecca, OAUH U3
KOTOPbIX BbINOMHAETCA Ha NepejatoLlem NOrMyeckom o6bekTe, a APYro — Ha npuHmMMatkowem. Mepegato-
WKA nornyecknii o6beKT pAobaBnsaeT K 6M10KY AaHHbIX KOHTPONbHYH BeNUYMHY, KOTOpas SABNsSeTcA
DYyHKUME caMuX AaHHbIX. 3Ta KOHTPO/IbHAs BeMYMHA MOXET ObiTb AOMONHUTENbHOW WHGOpPMaLmnel,
Hanpumep, KOAOM NPOBEPKW 6/10Ka MW KPUNTOrpapuyecKUM KOHTPOSbHbIM 3HAYEHUEM, U MOXET ObiTb
cama 3awudpoBaHa. NMpUHUMAKOLWNA NOTNYECKNI 06bEKT reHepupyeT COOTBETCTBYIOLWYI0O KOHTPObHYIO
BE/IMYUHY W CpaBHMBAET ee C NPUHATON KOHTPONbHOW BEIMYUHON AN ONpefeneHns BO3IMOXHOW MOAU-
huKauum fJaHHbIX B npouecce wMX nepefjayn. OTOT MexaHW3M caM No cebe He MOXET 3aWMUTUTb OT

X
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BOCMPOU3BEJEHUA OTANBbHOIO0 6/10Ka flaHHbIX. Ha COOTBETCTBYOLWUX YPOBHAX apXUTEKTYpbl 06HapyxXeHune
MaHUNYyASALUN MOXeT NPUBECTU K AeliCTBUIO MpoLeaypbl BOCCTAHOBAEHUA (Hanpumep, NyTeM MOBTOPHOM
nepefayn Unn ucnpasfieHUA OWMNO60K) Ha JaHHOM WK BbllepacnosioXXeHHOM ypPOBHe.

5.3.4.3 [na nepefjaynm faHHbIX B pexume C yCTaHOBJ/IEHWEM COEJMHEHMA 3aliuTa LesoCTHOCTHN
nocnefoBaTelbHOCTU 6/10KOB JaHHbIX (T.e. 3alUMTa OT HapyLleHUsa nocnefoBaTeNbHOCTU, NOTepu, BOCNPO-
M3BefleHNsa, BCTaBOK UAW MOAUdDUKALUM [aHHbIX) AOMOSHUTE/IbHO TpebyeT HEKOTOPbIX (hOpM SABHOrO
ynopsfoYeHns, TaKMX Kak MopsaAKoBass Hymepaumns, OTMeTKU BPeMeHU Wau opraHusauunsa Kpunrtorpadu-
YeCcKMX Lenoyek.

5.3.4.4 Tpu nepegave flaHHbIX B peXxume 6e3 yCTaHOBJ/IEHUA COEJUHEHUA MOTYT ObITb UCMO/Ib30BaHbI
OTMeTKW BPeMeHW C Henblo 06ecrneyeHUss OrpaHMYeHHO! (OPMbl 3alWUTbl MPOTUB BOCMPOU3BEAEHUS
OTAeNIbHbIX 6/10KOB JaHHbIX.

535 MexaHu3m ob6MeHa MUHGMDoOpMauwueihn ayTeHTMPukayuummn

5.3.5.1 ina obecnevyeHns o6MeHa MHMOPMaLMeid ayTeHTUPMKALUM MOTYT UCMOMb30BaTbCSA HEKOTO-
pble N3 MepPeYnCNeHHbIX HUXEe MEeTOA0B:

a) ucnonb3oBaHWe MHGpoOpMauunM ayTeHTUdUKaALMM, TaKON Kak Maposin, KoTopble obecrneymBaroTCs
nepejalwLLMM 1N NPOBEPSAIOTCA NPUHUMAIOLW UM NOTUYECKUMU 06bEKTAMMU;

b) MeToAbl Kpuntorpapum;

C) MCMoNb30BaHWe XapaKTePUCTUK U/MAWN MPUHAANEXHOCTeN NOrMYyecKoro obbekTa.

5.3.5.2 YKaszaHHble MexaHu 3Mbl MOryT cogepxaTtbcsa B (N )-ypoBHe AN ayTeHTUPUKaLUM paBHONpaB-
HOr0 N0orM4Yyeckoro ob6bekTa. Ecnn mexaHWsMy He y[asnocb MNPOBECTU ayTeHTU(MUKaLWUI N0 YeCcKOoro
0bbeKTa, 3TO MNpuBefeT K OTK/OHEHUID WM pasbefMHEHNI0O COeAMHEHUSA U MOXeT TaKXe Bbl3BaTb
NnosiB/IeHWe 3anuncK B JaHHbIX OTCAEXUBaHUA 3aWNUTbl U/MNN K yBEJOMIEHUIO LeHTPa afMUHUCTPaTUBHOIO
ynpasfieHUs 3alnTOA.

5.3.5.3 Tpu ucnonb3oBaHUN KpUNTorpanuyecKnx MeTO[0B OHW MOFYT COYeTaTbCA C MPOTOKOAAMMU
«KBUTUPOBaHUA» C LefIbl0 3alUUTbl OT BOCMPOU3BefeHNA (T.e. A/1A 06eCnevyeHns >XMU3HecnocobHoCTH).

5.3.5.4 Bbl6op MeTOf0B 06MeHa MHpOopMaLMeli ayTeHTUDMKaLUM LOMKEH 3aBUCETbL OT 06CTOATENLCTB
MX WUCNoNb30BaHUA. B 60ONbLWIKWHCTBE c/lydvaeB 3TW MeTOAbl CrefyeT WCMNO/b30BaTb B cCOYeTaHWM CO
cnefyloWw UMK NpoLeay pamu:

a) yCcTaHOBKa OTMETOK BPEMEHU U CUHXPOHU3NPOBAHHbIE Yachl;

b) ABYX- W TpexHanpaB/ieHHOe KBUTUpOBaHWe (411 OJHOCTOPOHHER M B3aMMHON ayTeHTUhMUKaALUK,
COOTBETCTBEHHO);

c) ycnyrm 6e3 camooTBoAa, obecnevymBaemble LUGHPOBONA NOANUCHIO, /MK MeXaHU3MaMUN HOTapu-
3auuu.

536 MexaHW3M 3anonHeHMA Tpadpuka

MexaHu3M 3anofiHeHMs TpaukKa MOXeT WCMNOoMb30BaHUA AN o6ecrneyeHUs pas/IMUYHbIX YPOBHeN
3alMTLl OT aHanusa Tpauka. ITOT MeXaHU3M MOXeT 6biTb 3W(PEKTUBHLIM TO/SIbLKO B TOM C/lyyae, eciu
3anofiHeHMe Tpaduka 3awmiaeTca ycnyrol KoHpugeHLnanbHoOCTH.

537 MexaHMW3M ynpaB/QeHUA MapwpyTusauwuneim

5.3.7.1 MapwpyTbl MOryT Bbl6bupaTbcsa NM60 AUHaAMUYECKU, NN60 NyTem TakKoro npegsapuTesibHOro
pacnpejeneHns, KOTopoe MCMOMAb3yeT TOMbKO (hM3NYeCKW 3aliulieHHble NOACeTU, pPeTpPaHCcAATOpPbl UAn
3BEHbA [laHHbIX.

5.3.7.2 Tpun obHapy>XeHUN MOCTOAHHbIX NOMNbITOK MaHWNYAAUUU AaHHbIMU OKOHEYHble CUCTEMbI
MOryT nepefaTb MOCTaBLMKY CeTeBON YCNYrm KOMaHAy Ha yCTaHOBJ/IeHWe COeAWHEHUSA uYepes [Apyrol
MapLipyT.

5.3.7.3 TpoxoX/eHWe faHHbIX C ONpefesieHHbIMN MeTKaMu 3aliuTbl Yepe3 COOTBETCTBYIOLIME MOA-
CeTU. PETPAHCNATOPbLI UK 3BeHbSA MOXeT 6blTb 3anpeL,eHo cTpaTernei 3awmnTtbl. KpoMme T0ro, nHuumaTop
coefiMHeHNA (MNV nepefaTymMK 6/10Ka AaHHbIX 6e3 YyCTAHOBJIEHUA COEAMHEHWNA) MOXET YyCTaHOBUTL 3anpeT
Ha MCNOo/Mb30BaHWe MapLipyToB, 4YTO TpebyeT WCKAOYEHUS U3 MaplipyTa 3afjaHHblX MOACeTell, 3BeHbEB
AaHHbIX UIN PEeTPaHCNATOPOB.

538 MexaHU3IM HoTapusauuu

XapaKTepUCTUKMN [aHHbIX, MepefaBaeMblX MeXAy [BYMS WM HECKONbKUMW 06beKTamu, TakKue Kak
LLleN0CTHOCTbL, OTNpaBuUTeNb, BPeMA W Mnony4vyaTenb, MOryT 6biTb rapaHTUpOBaHbl MyTeM WUCMNO/b30BaHUA
MexaHu3Ma HoTapusauuun. FapaHTua obecneymBaeTcs TPeTbUM YHaCTHUKOM-HOrapuycom, KOTOPbIA nony-
YaeT MOTHOMOYMS OT B3aMMOAENCTBYHOLWMX IOTMYECKNX 06bEKTOB U 06n1agaeT UHpopmaLmeir, Heobxoan-
MOV AnA npefocTaBfieHUs 3anpallnBaemMoil rapaHTUU NOCPeAcTBOM MeTOAa, AOMYCKaloLiero MpoBepKy.
Kaxablli ceaHC o6MeHa JaHHbIMW MOXeT UCMO0Mb30BaTb MexaHW3Mbl LU POBO/ nognucu, WnNgGpPoBaHa un
ayTeHTU(UKaLMU B COOTBETCTBUM C BUAOM YCNyru, npepocrasnsemori Hotapuycom. Mpu ncnonb3osaHumn
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TaKoOro mMexaHusmMa moTapusaunu jaHHble NepefarnTca Mexay AByMs B3auMOAeNCTBYOWNMU 06beKTaMm ¢
NMOMOLWbIO 3aW ML EHHbIX CEAHCOB CBS3U U Yepe3 HoTapuyca.

5.4 O6uweapxHTEKTYpPHble MeXaHM3Mbl 3allnTbl

BaaHHOM nogpasgenie onucaH psj MexaHM3MOB, KOTOPble He ABAAKTCA CNeyn@uUUHbIMN ANa nto 6ok
KOHKpeTHOW ycnyru. Tak. B pasgefne 7 3TV MexaHU3Mbl ONucaHbl HEABHO, KaK MpuUHaanexatine no6omy
O0TAEe/IbHOMY YPOBHI0. HeKOTOpble M3 3TUX 06LLeapXNUTEKTYPHbIX MeXaHU3MOB 3aliUTbl MOTYT paccMaTpu-
BaTbCA KakK acnekTbl afMWHUCTPATUBHOIO yNpaBneHUa 3aWnTon (cm. Takxe pasgen 8). HasHaueHue aTux
MeXxaHW3MOB B OCHOBHOM MPSIMO 3aBUCWT OT 3anpalinMBaemMoi CTeMeHn 3aluThl.

541 foBepuTenbHasa QYHKLMOHANbHOCTHb

5.4.1.1 [osepuTenbHana (GYHKLMOHaANbHOCTb [O/I)KHA MWCNOMb30BAaTbCA ANA pacwupeHns obnactu
NPUMEHEHMNSA UNN NOBbIWEHNA 3 HEKTUBHOCTU PYTUX MeXaHU3MOB 3aWnTbl. JTlo6as PYHKLNOHA/IbHOCTD,
HenocpeacTBEHHO obecneyunBatoLLLan MexaHW3Mbl 3aWUTbl UK LOCTYN K HUM, fO/XKHA 6bITb 3aCNyXNBat-
weli gosepus.

5.4.1.2 Tlpoueaypbl, UCNONb3yeMble 418 FapaHTUN BKIOYEHUSA TaKUX JOBEPUTENbHbIX PYHKLMOHANb-
HOCTEe B COOTBETCTBYKOLLME annapaTHble U MPOrpaMMHble cpeAcTBa, He BXOAAT B NpefMeT pacCMOTpeHus
HacToslero cTaHgapTa v B N060M crnyyae 3aBUCAT OT YyPOBHA BOCMPUHMMAEMON Yrposbl U LLEHHOCTW
3awmuLaeMon nHhopmaLmn.

5.4.1.3 Kak npaBwuio, Takue npouesypbl 4OPOrocTOSALWMN M CNOXHbI B peanusaynun. 3T npobnembl
MOryT 6bITb MUHUMU3NPOBaHbI NMyTeM Bbl6opa apXMTeKTYpbl, MO3BONAIOLWEN peann3oBaTb HYHKLUN 3alWUThbl
B MOAYNAX, KOTOPble MOFYyT 6bITb BbINOAHEHbI OTAEeNbHO OT (YHKUWIA, He CBA3AHHbLIX C 3alWUTOR, ”
3alULEHbl OT HUX.

5.4.1.4 Nwbaa 3awmrta accoymaLlmnin, yctaHaBIMBaemMbiX Bbille TOr0 YPOBHS, HA KOTOPOM npegycmar-
puBaeTCcs 3Ta 3aWuMTa, JO/KHA obecneymBaTbCA APYrMMWU cpeAcTBaMu, Hanpumep, COOTBETCTBYHOLL el
AOBEPUTENbHON DYHKLMOHaNBbHOCThIO.

542 MeTKN 3aWlunThl

Pecypcbl, BKAOYalllWe 31eMeHTbl fAaHHbIX, MOTYT WMeTb CBfi3aHHble C HUMW MEeTKWU 3awuThbl,
Hanpumep, MeTKW, npefHasHayeHHble 18 YKas3aHWA YPOBHA YYyBCTBUTENIbHOCTU. YacTo C TPaH3UTHbIMMU
JaHHbIMW HeobXo4MMO nepefaBaTb COOTBETCTBYOLLME MeTKM 3awuTbl. MeTKa 3aWuTbl MOXeT NpeacTas-
NATb C0601 AOMONMHUTENbHbIE JaHHble, CBA3aHHbIE C NepefaBaeMblMU AaHHbIMUW, UAN MOXeT 6bITb HEABHOW,
Hanpumep, OHa MOXeT npejnonaraTtbCsa NPM MUCNONb30BaHUW CMeuManbHOro Kawya Ana wudpoBaHus
JaHHbIX WX KOHTEKCTa AaHHbIX, BKIOYAlOLWero onmcade oTnpasuTens uanm mapwpyrta. HesBHble MeTKM
3alWNTbl AO/DKHBI 6bITb TOYHO WAEHTUPULMPOBaHbI ANl 06ecnevyeHUA UX COOTBETCTBYIOLLE/i MPOBEPKMU.
Kpome Toro, oHU AO0/MKHbI 6bITb HafeXXHO CBA3aHbl C COOTBETCTBYHLWUMN AAHHBIMU.

543 O6bHapyxXeHNe cobbiTUA

5.4.3.1 OG6Hapy>eHue cobbITNA, OTHOCALLEroca K 3aluTe, COCTOUT B BbIABAEHUN BUAUMbIX HapyLle-
HUIA 3aWUTbl U MOXeT TakXe MpeAcTaBNATb cC060/ 06HapyXeHWe «HOPMasbHbIX» COObLITUI, TaKUX Kak
ycrewHoe NonyyeHne npasa Ha 4oCTyn (MNu NogKAtOYeHne K cucTeme). CobbiTUSA, OTHOCALLMECA K 3alimnTe,
MOTYyT pacno3HaBaTbCA /IOrMYecKUMM obbeKTaMn B pamkax BOC, BKAOYALWNUMU MeXaHU3Mbl 3alUThbl.
Cneunrkaymsa napameTpoB, COCTABAALWMNX KaKoe-nnbo cobbiTue, obecnevymnBaeTcss afMUHUCTPATUBHbBIM
ynpaBfieHWeM o06paboTkoli cobblTUA (cm. 8.3.1). O6HapyXeHWe pasnUYHbIX CO6bITUIA, OTHOCALWMNXCA K
3aliMTe, MOXeT Bbl3BaTb, HaMpPUMep, 0A4HO UM HECKOMbKO CNeAYOLWNX AeCcTBUIA:

a) Bbljaya NI0KanbHOro coobLWeHNs 0 Co6bITUN;

b) Bblfaya yfaNeHHOro coobueHns o cobbiTUNK;

C) permcTpaumsa cobbITUS B CUCTEMHOM >XypHane (cm. 5.4.3);

d) peiicTBme npouesypbl BOCCTaHOBAEHMS (cMm. 5.4.4).

Mpumepamun cobbITUA, OTHOCALWMXCA K 3alLUTe, MOTYT CAYXUTb CAefyloline cutyaunun:

a) HapylleHue CreunanbHOW 3awWwuThl;

b) Bbl6paHHOe cneunduyeckoe cobbiTue;

C) nepenosiHeHMe cYeTYMKa KOMMYeCTBa CUTyaLnid.

5.4.3.2 CTaHfjapTusaumsa nons obHapyXeHnsa cobblTUA JO/DKHA YY4UTbIBaTb nepejgavy uHdopmaymm,
CBSI3aHHON C Bblfayeli cO06LWEHNA O COOLITUN U ero perncTpaLmneid, a TakXKe CUHTaKCMUYeCKOe N CeEMaHTU-
YecKoe onpefenieHns, NCNoNb3yemMble ANA nepefaymn coobWeHNA 0 COBbITUN U ero perncrpauunu.

544 NlaHHbIEe OTCNeXwMBaHNUA 3aWNTbI

5441 [laHHble OTCNeXmnBaHWA 3alWnTbl 06ecnevynBaldT HafeXHbli MeXaHW3M 3alWnTbl, MNOCKObKY
OHW MNPefoCcTaBAAT MOTEHLUMANbHYIO BO3MOXHOCTb 06HaApY>XeHUs U uccnefoBaHua npobenos 3awuTbl
nyTem Bblja4yn nocseAyloLWwero aHanmsa npoueayp 3awutbl. AHann3 Npoueayp 3awuntbl npegycmatpusaet
He3aBUCUMbIA NPOCMOTP W aHaTWM3 CUCTEMHbIX 3anuceil U aKTUBHOCTEW AN NMPOBEPKW ajeKBaTHOCIU
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CUCTEMHbIM (YHKLMAM ynpaBneHWsi, obecnevyeHUs COOTBETCTBUA C MPUHATON cTpaTervein 3awnTbl u
onepayuoHHbIMY NpouefypamMun, OLEeHKN HapyLlleHUs 3aWuTbl 1 Bblgauyn pekomeHgaLunii o nobbix 3agasa-
eMbIX U3MEHEHUAX B PYHKLUAX ynpaBaeHnsa, ctpaTerum n npoueaypax sawmnTbl. AHaN13 npoLeayp 3awmTbl
TpebyeT pervcrpayum nHdopMaLumn, oOTHOCALWENCSA K 3aliunTe, B BUAe AaHHbIX OTCAEXMBaAHUA 3aWNThI, a
TakXe aHanmsa MHpopmMauun, M3BNEeKAeMON W3 AaHHbIX OTCMEXWBAHWA 3alWnTbl, U YBELOMNEHUS O ero
pesynbTaTtax. JJOKyMeHTUPOBaHWE WU perucTpaunsa B CUCTEMHOM XYypHalie paccMaTpuUBalTCA B KavecTBe
MexaHu3Ma 3almnTbl U ONMcaHbl B HACTOALLEM pasgene. AHanM3 1 reHepayuuio coobuieHnii paccmaTpmBatT
B KauyecTBe YHKLUUN agMUHUCTPATUBHOIO ynpaBaeHus sawuntoin (cm. 8.3.2).

5.4.4.2 C60p MHpoOpMaLMUMN O AAHHbIX OTCAEXWBaAHWA 3alUTbl MOXET YAO0BJIETBOPATb Pa3/IMYHbIM
TpeboBaHMAM MyTeM onpefesieHUss TUMNOB CO6bITUM, OTHOCALLMXCA K 3aluTe U nognexalimx perncrpauum
(Hanpumep, BUAUMbIe HapylleHWs 3alnTbl UNK 3aBeplleHne YCNewWHbIX onepayunii).

CBefleHNA 0 HanM4umn faHHbIX OTCAEXMBAHUA 3alNTbl MOTYT CAYXWUTb B KayecTBe CAEpPXMBalLLero
(hakTopa ANa HEKOTOPbIX NOTEHLMaNbHbIX NCTOYHMKOB HapyLIeHNsA 3aliuUThl.

5.4.4.3 OpraHun3auunsa gaHHbIX 0TCeXmnBaHnsa 3awntel BOC fo/mkHa paccmaTpuBaTbCsa C YYeTOM TOrO,
Kakas uHgpopmMauua AosXHa AOMONHUTENbHO 3anMuCbiBaTbCA B CUCTEMHbI XypHan, Npu Kakux o6cTos-
TenbCcTBax ata MHpopMaLnsa A0/HKHA AOKYMEHTUPOBATBLCA, @ TaKXe Kakue CMHTaKCUM4YecKune n ceMaHTuyec-
Kune onpefesieHNs A0/MKHbI MCNOMb30BaTbCA 418 06MeHa UHGpopMaL el 0 faHHbIX OTCAEXMBAHUA 3aLWIMNTHI.

545 Mpouyeaypa BOCCTaAaHOBNEHWNA 3alWUTBhbI

5.4.5.1 TMpouefypa BOCCTAHOB/IEHUA 3allUTbl CBA3aHa C 3anpocaMu OT TaKUX MexXaHW3mMoB, Kak
DYHKUUM 06paboTKM CO6bITUI U aAMUHMUCTPaATUBHOIO yrnpas/ieHUs, U BbIMOMHAET felicTBMA MO BOCCTa-
HOB/IEHWIO B COOTBETCTBMUMW C UCMONb3yeMbIM HabopoM npaBua. OTU AeliCTBUSA NO BOCCTAHOBIEHWUIO MOTYT
OTHOCUTBLCA K OfHOMY W3 CMeAylLWmnx rpex TUMnos:

a) HemMeAneHHble;

b) BPEMEHHbIE;

C) [ONrocCpoYHble.

Hanpumep

HemeaneHHble fe/AiCTBMS MOryT MPUBECTWM K HEMELJIEHHOMY MpepbiBaHWi0 onepauuin, nNofo6HOMY
pasbeAUHEHNIO COeAUHEHUS.

BpemeHHble eiCTBUA MOTYT MPUBECTU K BPEMeHHOl HepaboToCNOCO6HOCTU KakKoro-nn6o normyec-
KOro o6bekTa.

[onrocpoyHble AeliCTBUS MOFYT NPUBECTU K 3aHECEHWUIO JI0rMYecKoro 06beKTa B «YepHbI CAMCOK*
UNW K NU3MEHEHUNIO KAoYa.

5.4.5.2 O6bekTamu cTaHfapTu3auum ABAAKTCA MPOTOKONbLI AeACTBUI Npouefypbl BOCCTAHOBJIEHUA
N afMWHUCTPATUBHOMO yNnpaB/ieHWs BOCCTAHOBMAEHMEM 3aWwnTbl (cM. 8.3.3).

5.5 WnnocTpauusa B3avMOOTHOLIEHWUA YyCAYr N MeXaHW3MOB 3allnTbl

B Ta6nuue | nepeyncneHbl MexaHW3Mbl, KOTOpble MO OTAENbHOCTU WAWM B COYETAHUU C LPYTMMU
MexaHU3Mamu paccMaTpuBalTCA B KayecTBe BO3ZMOXHbIX B HEKOTOPbIX cayyasax Ana obecneyeHNs Kaxgon
ycnyrun. 9Tta Tabnuua npegctaBnseT cob6oli 0630p TakMX B3aMMOOTHOLWEHUIA M He SBNSETCA MCYEpPMbIBalo-
wen. Ycnyrm n MexaHusmbl, NpuBefeHHble B 3Toil Tabnuue, onucaHbl B 5.2 n 5.3. Bonee nogpobHoe
onucaHne B3aMMOOTHOLWIEHW NpuBeAeHO B pasgene 6.

Tabnunuya 1— MexaHn3Mbl obecneyeHns ycnyr

M miM Yupsene *
examm Uudpo- Ynpasne- Lenoct- O6meH 3anonHe- P
W undpo- nne map Hondusa
Baf Noj- Hue pocTy HOCTb ayrenru- Hue Tpa-
maHuc ~ wpyrn nHA
o NKaneun N
Ycnyrun nuce fnon ,El,aHHbIX q) anne q) ka 13111MCK

AyTeHTUUKALMYN paBHO-
NPaBHOro JIOFMYecKoro 06b-

*
eKTa Ja Da " * Ja * A
AyTeHTU(MKauma oTpa-
BUTENSA faHHbIX Oa Ja 4 A X * . .
Ycnyra ynpasneHus [o- . .
CTynom 'u'a a X X 9 il

KoHpuaeHUNaNbHOCTL B
pexunme C YyCTaHOB/IEHMEM
coeiIMHeHNs Oa 9 4 A x X Ja 5
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OKoHyaHve Tabamupl /

Mexamu mibl Ynpasne-
nhpe* Ynpasne- enocT- O6meH -
Wudpo- 4 mmpo P 4 Sanonue wne map- Hornpmsa
BA ' Hue pocTy- HOCTh ayTeHTu-  HUe Tpa-
BaHve nmcb’cL nl(l)M ! aHHbIX m;lka nei dmkpa weyTe ns
Yenyrn A 4 3anucu

KOoH(MAeHUMANBLHOCTL B
pexxume 6e3 yCTaHOBMEHUS!

COeAMHeHMNSA Da . * * * x da .
KoHdwnaeHynanbHoCcTb
.
BbIOpaHHOro nons Na * . . . x® ”
KoHtunaeHunanbHoOCTb
noToka rpaunka Na . . X . la Jla X

LieNnocTHOCTb B pexume ¢
YCTaHOB/1EHNEM COEQNHEHUA
C BOCCTaHOB/IEHUEM Na x : Ja : ’ . x

LlenocTHOCTL B pexume ¢
yCTaHOBJ/IEHNEM COeJUHEHUS
6e3 BOCCTAHOB/EHMS Na * : Oa : " x

LlenocTHOCTb  BbIBOPOY-
HOTO HOMS B PeXXMMe C ycTa-
HOB/MIEHVNEM COEAMHEHUS JOa Oa : ” : *

LLeNIoCTHOCTb B pexume

6e3 ycTaHOBNEHNS coefuHe- N

HUS Oa Oa Oa * x ha *
LlenlocTHOCTb  BbIGOPOY-

HOTro Monsi B pexume 6e3 yc-

TaHOB/IEHUSI COEAMHEHUS na Da : Oa . " : *
Be30TKa3HOCTb 0TNpaBu-
* * . * .
Tens Oa Aa Oa
Be30TKasHOCTb  Mmonyya-
Tensa * Oa . Ja . . * Ja

O603Ha4YeH nsaA

[la — MexaHV3M CUMTaeTCcs BO3MOXHbLIM /11 MCMOMb30BaHWUA KaK B 0T/e/lbHOe M. TakK 1 B cOYeTaHumn ¢ ApYrMu
MexaH13Mamu;

* — MEXaHWU3M CYUTaeTCA HEBO3MOXHbIM A/14 UCMNO/b30BaHUA.

6 BsanmogeicTeune ycnyr, MeXaHU3MOB W YPOBHEW

6.1 TMpuHUUNbI YPOBHCBOW CTPYKTYpPbl 3aLUTHI

6.1.1 [nsa onpefeneHna pacnpefeneHns ycayr 3awuTbl M0 YPOBHAM W MOCNEAYIOLWEro pasMeLieHns
Nno YPOBHAM MeXaHW3MOB 3aLMTbl MCNONb3YIOTCA cneayrolime NpUHLUNLI:

a) KO/MMYecTBO anbTepHATUBHbLIX CNOCO60B NMpefocTaBAeHUSA YCAYTM AO/DKHO 6bITb MUHUMANbHbBIM:

b) AomyckaeTcs MNOCTpPOeHWe CMCTeM 3alWunTbl NyTeM obecnevyeHMs YCAYr 3aliMTbl Ha HECKOMbKUX
YPOBHSAX:

C) AONONHUTESNIbHble PYHKLMNOHAMbHbIE BO3MOXHOCTU, HEO6XOA4NMbIE AN 3alLUTbI, He 0643aTe/IbHO
JOMKHBI fy6nupoBaThb cyuiecTBytowmne pyHkumn BOC;

d) AO/MKHO 6bITb UCKAOYEHO HapyLUeHWe He3aBUCUMOCTU YPOBHSA;

e) o06bem [O0BePUTENbHOW (YHKLNOHANBLHOCTU AO/DKEH 6bITb MUHUMANbHBLIM;

o} B TeX cnydyasax, Korja norMyecknMin 06beKT 3aBMCUT OT MexaHW3Ma 3alWwnTbl, 06ecneynBaeMoro
KaKUM-TM60 NOrMYecKMM O0O6BEKTOM HUXEPacMosIOXEHHOro YPOBHSA, /1l06ble MPOMEXYTOUYHbIE YPOBHU
JOMKHBI 6bITb NOCTPOEHbI TakUM 06pa3om, 4T0Obl HapylweHWe 3aWwnThbl 6bI10 NPAKTUYECKM HEBO3MOX-
HbIM;

g) Tam, rge 3TO BO3MOXHO, AOMOMHUTeNbHble DYHKLUM 3alWNTbl YPOBHA [O/DKHbI 6bITb ONpefe-
NeHbl TakKMM o6pas3oM, 4To6bl peanusauuns oTAeNbHOro!bix) caMocToATeNbHOro! bix) Mmogyns(ein) 6oina
NCKNIOYeHa;

M) HacToAawmnin cTaHAaapT npegnonaraeTca NPUMEHATb K OTKPbITbIM CUCTEMaM, KOTOPble COCTOAT M3
OKOHEeYHbIX CACTEM, COAEPXKAaLLUX NCe CeEMb YPOBHEN, U K PETPAHCASALMOHHBIM CUCTEMAM.
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6.1.2 Ha KaxfoM ypoBHe MOTyT NoTpe6oBaTbCA MOAU(PMKALUM ONpefeneHuii ycnyr ¢ uenbto o6ec-
neyeHUss 3anpocoB ANs YCAYT 3aWWUThl, HE3aBUCKUMO OT TOr0, 06ecrneYynBaloTCs /1M 3anpalluBaemble YCayru
Ha JaHHOM WM HHXXEPacrnon0XeHHOM YPOBHSX

6.2 Mogenb nNpuBeYeHNs, afMUHUCTPATUBHOIO YNpaB/eHNs U UCMONb30BaHNSA 3alyunileHHbIX (M)-yenyT

[aHHbIl noapasfen AO/MKEH paccMaTpMBaTbCs COBMECTHO C pasfile/ioM 8, KOTOpbIli COAepXUT obuiee
onucaHwe MPUHUMMNOB afMUHUCTPATUBHOMO yrnpaBneHWUs 3awuToi. Mpegnonaraetcs, 4YTO MexaHWU3Mbl U
yCAyrn 3awmnTbl MOFYT 6bITb aKTUBU3MPOBAHbI SIOFTMYECKUM 06BEKTOM afMUHUCTPATUBHOIO ynpasJfieHUs
yepes UHTepdelic agMUHUCTPATUBHOIO ynpaBaeHUa U/HAW NyTeM MPUBJIEYEHUSA YCAYTW.

6.2.1 OnpepfeneHne cpeacTB 3aWuUTbl ANA ceaHca CBA3M

6.2.1.1 O6wwue no.lo>kenuns

B gaHHOM nofpasfene NpuBeAeHO OMMUCaHWEe MPUB/IEYEHUA CPeACTB 3aliuTbl ANA ceaHCoOB o6MeHa
AaHHBIMW B peXxummax Cc ycTaHOBAeHUeM W 6e3 yCTaHOB/IEHWS cOoefMHeHUs. B cnyvae ceaHcoB ob6meHa
JaHHBIMW B PeXXMUMe C YCTaHOB/MIEHUEM COEMHEHUNS, YCNYTX 3allnTbl 06bIYHO 3anpallMBaloTCA/MOATBEPXK-
JalTcA BO BPeMS YCTAHOB/IEHWA COefMHeHUA. B cnyvae npuBAeYeHUs YCNyrn 3awnTbl B pexume 6e3s
yCTaHOB/IEHNS COeAMHEHUA 3alimTa 3anpallHBaeTcA/NoATBepXAaeTCca ANA Kaxjoro npumuTtusa BJ/IOK-
AAHHBbI X 3anpoc.

[na ynpoweHns nocneaytoLwero onucaHnus TepMUH «3anpoc ycnyru» byaeT B fasbHeilweM o3HavaTb
nn6o ycTaHOBNEeHUSA coefuHeHNa, nn60 nepegavy npumutuea B/TIOK-AAHHbBIX 3anpoc. MpusBneyeHue
3aWnNTbl ANS BbIGPaHHbIX JaHHbIX MOXeT OCYLLeCTBAATHCA MyTem 3ampoca 3aWuTbl BblGpaHHbIX Mofei.
Hanpumep, 3aTta npouefypa MOXeT OblTb BbIMO/IHEHA MNyTeM YCTAHOB/EHWUSA HECKONbKWX COefWHEHWUN,
KaXXI0MY M3 KOTOPbIX MOXeT 6blTb MPUCBOEH PasINYHbIl TUN WAW YPOBEHb 3aLLUTbI.

Takasa apxuTeKTypa 3aWuTbl B3aMOYBA3bIBAET pasIMyHble CTpaTernn 3awnTbl, BKAOYasa Te, KOTOpble
OCHOBaHbl Ha NpaBunax, Ha NAeHTUHUKALUM N CMeLaHHOro Tuna. ApxuTeKTypa 3awmnTbl TakKxe npucno-
cabnuBaeT 3aW Ty, Ha KOTOPYIO HanarawTca afMUHUCTPaTUBHbIe TpeboBaHNSA, fJUHAMUYECKMN BblGUpaemMyto
3aWmnTy, a Takxe 3aWUTy CMeWwaHHoro tuna.

6.2.1.2 3anpocsbl ycnyru

Mpn kaxgom 3anpoce (IM)-ycnyrun (N + 1)-nornyeckunii 06beKT MOXET 3aNpPOCUTb HEOBXOAUMbIN TUN
Xenaemoi sawmTtel. 3anpoc (N)-yciym foskeH onpefennTb YCAyry 3alWuTbl BMecTe C napameTpamu u
N 601 LONONHUTENbHON MHpOPMaLUenn, oTHOCALLeCA K 3aWnTe (Hanpumep, MHQopmaL el 0 YyBCTBU-
TeNbHOCTU M/MNN O MeTKax 3alluThbl), 415 o6ecneyeHWs 3afaHHOro TUMa XXenaemol 3alnThbl.

Meped KaxAbiM ceaHCOM o6MeHa flaHHbIMMK (1Y +1)-ypoBeHb A0/XKEH 06paTUTLCSA K UHOPMaLLMOHHOM’
6asze agMMHUCTPATUBHOIO ynpaBneHus sawmnton (M BZ1Y3) (cm. 8.1). MBJTY 3 gomKHa cogepxaTb MHGPOpP-
Mauui o TpeboBaHUAX, NPeAbABNASAEMbIX K 3aWiuTe afMWUHUCTPATUBHLIM ynpaBieHUeM, OTHOCUTESIbHO
(N+1)-nornyeckoro o6bekTa. [loBepnutenbHas GyHKLUOHaNbHOCTL HEOOX0AUMA ANA YCUNEHUA 3TUX Tpe-
60BaHU. NpegbABASAEMbIX K 3aliMTe CO CTOPOHbl aAMUHUCTPATUBHOIO ynpaBieHUs.

ObecneyeHune cpeAcTB 3allNTbl BO BPeMsA ceaHca o6MeHa AaHHbIMW B PeXXWUMe C YyCTaHOBJ/IEHUEM
coeiMHEHMs MOXeT noTpeboBaTb CcOrfacoBaHMsa 3anpawlmBaemMblX YCAYyr 3awutbl. [poueaypbl,
Heob6Xxo4MMble AA COrnacoBaHMA MexXaHW3MOB W MapamMeTpoB 3aliMTbl, MOTYT BbINONHATLCA B BUfE
OTAENbHOW npouesypbl UNW ABAATHCA HEOTbEMJ/IEMON 4acTblo 0O6bIYHON MpoueAypbl YyCTaHOBEHUSA
COeiMHEHUS.

Ecnn cornacoBaHue BbINOMHSAETCA B BUAe OTAE/IbHON Mpouefypbl, pesynbTaTbl cornacoBaHus (T.e.
COrnacoBaHHbIN TUN MexaHM3Ma 3aliuTbl U NapameTpbl 3aWUTbl, HEO6XOAUMbBIE AnA 06ecrnevyeHUs COOT-
BETCTBYKOLWMUX YCAYr 3aWnTbl) BBOAATCA B UBY 3 (cm. 8.1).

Ecnn cornacoBaHue BbIMOMHSETCSA KakK HeoTbeM/JemMasi YacTb 06bIYHON Mpouedypbl YyCTaHOBEHUA
coefMHeHUA, pe3ynbTaTbl cOrnacoBaHnsa Mexay (Mn)-10rnyecKUMm o6bekTamm 6yayT BPEMEHHO COXPaHEeHbI
B B/1Y3. Mepea cornacoBaHmem Kaxgblii (N)-normyecknini 06bLeKT LO/MDKEH MMeTb gocTtyn K MB1Y3 aza
noslyyeHnss NHGoOpPMaL MM, He0O6XOAMMOW S35 COrnacoBaHms.

(N)-ypoBenb gofxeH OTKAOHUTb 3anpoc yCAyru, eCAn OH He MoAYMHSAeTCA TpeboBaHUAX! agMUHU-
CTPaTUBHOrO ynpasneHusa, KoTopble 3anucbiBaloTcs B MBNY3 a3a (N + 1)-aorndecKoro o6bekTa.

(N)-ypOBeHb gonxeH Tak>e AONOMTHUTENIBHO K 3anpallvBaeMblM ycayram 3awnTtbl NpuBneKaThb Nobble
yCnyru 3awmntbl, KoTopble onpeaeneHbl B WBJTY3 Kak o6a3aTenbHble 39 AOCTUXXEHWUS 3afjaHHOro Ttuna
Xenaemow 3aWwuThl.

Ecnn (N+Il)-aorndecKnrt 06beKT He onpeAensieT 3a4aHHOro Tuna xenaemoi 3awutbl. (1M)-ypoBeHb
6yAeT MOAYMHATLCA CTpaTerMy 3aWunThbl B COOTBETCTBUM C MHGbOpMauuelt, 3anucaHHoii B MBJ1Y3. 3To
MOXeT NPUBECTU K 06MeHY AaHHbIMU C WCNONb30BaHUEM CPEACTB 3alWMTbl MO YMONYaHWUIO, NPeAycMOT-
PeHHbIX B pamkax, onpegeneHHbix 39 (N +1J-nornyeckoro o6bvekta B BJ/1Y3.
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6.22 TpepgocTaBNneHne ycnyr 3awunTtsobl

Mocne onpegeneHns Komb6uHauum TpeboBaHU K 3aliMTe CO CTOPOHbI afMUHUCTPATUBHOIO ynpas-
NEeHNs 1N AMHaMuyecku BblbpaHHbIX TpeboBaHUN, Kak onucaHo B 6.2.1, (N+1)-ypoBCHb 6yaeT nbiTatbcs
obecneynTb, KaK MUHUMYM, 3afaHHbIA TUN XenaemMoi 3aWunTbl. ATO MOXET 6bITb JOCTUTHYTO O4HUM WK
ABYMSA ClefyloWw MMy MeToAaMun:

a) NpuBneYeHWe MeXaHW3MOB 3alWINTbl HEMNOCPeACTBEHHO BHYTpPY (M)-ypoBHSA:

b) 3anpoc ycnyr sawutbl n3 (14-1)~ypoBusa. B 3aTom cnyyae 0601acTb MPUMEHEHUS 3alUTbl LO/DKHA
6bITb pacwmpeHa Ha (N)-ycnyry nyTem coyeTaHuUsa JOBepPUTENbHOW DYHKLMOHANbLHOCTU U/MAH cneynanb-
HbIX MexaHn3MoB 3awunTbl B (N)-ypoaiie.

MpumcyaHUCc—TocneaHee Heo6s3aTeNIbHO 03HAYAET, YTO BCe (PYHKLMOHAMbHbIE BO3MOXHOCTM Ha (N)-
YPOBHE [0MKHbI 6bITb JOBEPUTENILHBIMM.

Takum o6pasom, (N)-ypoeenb onpegenset cBoto CNOCO6HOCTb 06ecneynTb 3anpallnBaemMyio >xesae-
Myt0 3awmnTy. EcAn OH He MMeeT TaKUX BO3MOXHOCTen, 06MeH JaHHbIMUW He MPOUCXOAUT.

6.2.2.1 YcTaHoBneHue 3awuLeHHoro (N )-coejuHeHuns

Mocnegytolwee paccmoTpeHne KacaeTcs npegoctaBnieHusn yeayT BHYTpu (N)-ypoBHB (B oTnnuue ot
ncnonb3zoBaHua GyHkunii (N-1)-ycnyr).

B HekoTOpbiX MPOTOKONax ANsi obecneyeHUs rapaHTUPOBAHHOWM >KenaemMoW 3alMTbl pellatoLLel
ABNAETCA NOCNefoBaTeNbHOCTb onepaunii.

MpegocTaBnaTCa cnegyroL e yenyru:

a) KOHTPOJiIb MCXOAALLEero AocTyna;

(M)-ypoBeHb MOXeT npefycMaTpuBaTb CpeAcTBa KOHTPONA MUCXOAALWEro goctyna, T.e. OH MOXeT
NoKanbHO onpeaenATb (co cTopoHbl MBAY3), pa3peweHo M emMy ycTaHOBMeHMe 3awueHHoro (N -co -
eANHEHNA.

b) ayTeHTU(UKaALNA PaBHOMNPaBHOINO SIOFMYECKOro 06bEKTA;

Ecnun xenaemas 3alwnTa BKAOYAET ayTeHTUMPMKALNIO PaBHONPAaBHOMO IOFMYECKOro 06beKTa Uam ecnmn
N3BeCcTHO (co cTopoHbl MBAY3), uto (1M)-06beKT nony4atens 6yaeT 3anpawunBaTb ayTeHTUPUKaLUO
paBHOMPABHOIO IOFMYECKOro 06beKTa, TO AO/IXKEH UMEeTb MeCTO 06MeH MHMBOpMaL el ayTeHTUGUKALUN.
BbinonHeHWe nocnegHeli npoueaypbl MOXeT noTpe6oBaTb MCNONb30BAHUSA [BYX- UNWU TpeXHanpaBAeHHOro
KBUTUPOBaHUA ANna obecnevyeHNs 3anpawivBaeMoil 0fHOCTOPOHHER UM B3aMMHOW ayTeHTUdUKaLUK.

MHorga o6MeH nHpopmMaumeli ayTeHTUDUKaALUY MOXET NMPOUCXOAUTh B pamKax 06blYHbIX npouesyp
ycTaHoBneHus (M)-coegnHenus. MNpu gpyrux o6cToATenscTBax o6MeH MHpoOpMaumein ayTeHTUGUKaLNUN
MOXEeT ObITb BbIMOJIHEH OTAENbHO OT Mpoueaypbl yctaHoBneHns (M)-coeguHeHUs.

C) ycnyra ynpasfieHuUs LOCTYMNOM;

(M)-norHyecknii 06eKT nonyyaTens UanM NPOMeXyTOoUHble N0rmMyeckme 06beKTbl MOTYT NOAUUHATBLCA
Tpe6oBaHMAM ynpaB/ieHUA JOCTynoMm. Ecnn yfaneHHblli MexaHW3M ynpaB/ieHWs AOCTYnom 3amnpaliuBaeT
cneynanbHy MHOOpMaLKIO, TO MHULUUPYOWNA (N-Nornmyecknii o6beKT npegocraBnsieT aTy nHpopma-
Luo BHYTpu npotokona (bl)-ypoBHSA UM 4vepes KaHaibl afMUHUCTPATUBHOIO ynpasieHus.

d) KoHuUAeHUMaNbHOCTb;

Ecnn 6bina Bbl6paHa ycnyra MOAHOW wnn m3bupaTenbHON KOHUAEHUMANBbHOCTU, LO/KHO ObITb
yCTaHOB/EHO 3awnuieHHoe (N)-coegnHeHne. 3Ta npouesypa MOXeT BK/IOYaTb yCTaHOB/EHWE COOTBETCT-
BYIOLWMX paboumx KAYeRn n cornacoBaHve Kpuntorpaduyeckux napamMeTpoB JaHHOr0 COefUHeHUS. 3TO
MOXeT 6bITb AOCTUTHYTO NYTEM BbINOMHEHWS NpefBapuTeNbHbIX AecTBUI B npoLecce o6MeHa MHpopma-
Luneid ayTeHTMPUKALUN NAN C NOMOLLbIO OTAENbHOr0 NPOTOKONA.

€) LeNoCTHOCTb faHHbIX;

Ecnn 6bina Bbl6paHa LenocTHOCTb BCeX (M)-Mnosib30BaTe/IbCKUX JaHHbIX C BOCCTAHOB/IEHWEM Unu 6e3
Hero NM60 LeNoCTHOCTb BblOpPaHHbLIX MOMeN, LO/HKHO 6bIThb YCTAaHOBMEHO 3alulLeHHoe (N-coefMHeHMeE.
3TO0 CoefjMHEHNE MOXET 6blITb TeEM XXe. KOTOpOe YCTaHOBNEHO ANA o6ecneyeHUsa ycnyrm KoHhujeHunanb-
HOCTU 1 MOXeT obecneumBaTb ayTeHTUdUKaumno. K gaHHOW ycnyre npyuMeHUMbl Te Xe caMble Tpe6oBaHus,
4YTO M K ycnyre KOH(pUAEHLNANbHOCTU A4NA 3al UL eHHOro (N)-CoOeHHEHNS;

O ycnyra «-6e30TKa3sHOCTb*.

Ecnun 6bina Bbl6paHa ycnyra «6e30TKasHOCTb* € MOATBeEPXAeHWEM OTMpaBuUTeNnsl, TO AO/KHbI 6blTb
YyCTaHOB/EHbl COOTBETCTBYIOLWMe KpuNnTorpauruyeckne napameTpbl UM 3alinLLeHHOe COefUHEHNE C N10TU-
YeCKMM 06BbEKTOM HoTapusayunu.

Ecnn 6bina BblbpaHa ycnyra «6e30TKasHOCTb» € MNOATBEPXAEHMEM [0CTaBKW, TO AO/KHbI 6GbiTh
yCTaHOB/IEHbl COOTBETCTBYHOLMe MapameTpbl (KOTOPble OT/IMYAKOTCA OT 3anpalliMBaeMblX napaMmeTpos npu
ycnyre 6e30TKasHOCTM C MOATBEPXAeHWEM OTMpPaBUTeNsl) AN 3alWLieHHOe COeAVHEHUEe C NIOTUYECKUM
00bEKTOM HOTapusauuu.
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MpumeyaHune —YCcTaHOBEHME 3aLULLEHHOTO (M)-COB/IMHCHHU MOXET OKasaTbCsl 6e3yCneLlHbIM B CBSI3N C
noTepeii cornacoBaHHOCTU KpUNTorpaduueckmx napameTpos (BO3MOXHO C OTCYTCTBMEM 06M1ajaHNSA COOTBETCTBYIOLL M-
MW KOYaMun) UK 1U3-3a OTKIOHEHUS TaKoro COeAUHEHMNSA CO CTOPOHbI MeXaHu3ma ynpaBfieHUs 40CTYMNoM.

6.23 ®PyHKLUMOHMpPOBaHMWE 3awumweHHoOoro (N)-coefumHeHMUA

6.2.3.1 B (hase nepegaynm faHHbIX No 3awuuwieHHoMy (.\')-COEAMHCHHIO AO/XHbI obecneymBaTbCs
cOoryflacoBaHHbIe YCNYrN 3alimnThl.

Cnegylouwme ycnyra fOo/DKHbl Habnwogatbcs Ha rpaHuue (bl)-ycnyrH:

a) ayTeHTU(MKaumMa paBHONPAaBHOIO OFMYECKOro obbekTa (N0 MHTepBanam);

b) 3awmnTa Bbl6GpaHHbIX NOJeil;

C) yBeAoM/ieHMe 06 aKTUBHOM BTOPXeHWN (Hanpumep, Korga npoucxoguT MaHUNynauna gaHHbIX 1
npegocTaBfsieMas ycnyra npeacTaBnsieT co60li «LLeNoCTHOCTb B peXuMe ¢ yCTaHOBNEHWEM COeJUHEHNA 6Ge3
BOCCTAHOBNeHUsA» cM. 3.2.4.2).

Kpome Toro, moryt notpe6oBatbcsa CneaytoLine ycnyru:

a) perncrtpaumna gaHHblIX OTCAEXUBAHUA 3alIUThbI;

b) o6HapyXeHue 1 o6paboTKa Co6bITUSA.

6.2.3.2 Cnegytowune ycnyru mcnonb3yoTcsa 4189 BbIGOPOYHOIo NPUMEHEHUS:

a) KOH(pUAEHUMaNbHOCTb:

b) LENOCTHOCTb AaHHbIX (BO3MOXHO C ayTeHTUUKaunei);

c) 6e30TKa3HOCTb (Nosy4vyaTens Uau oTnpaBuUTens).

MpumeyvaHunsa

1 MpeanaraeTca MCMonb30BaTh fBa MeTO4a MapKUPOBKU TeX 3/1eMEHTOB [aHHbIX, Bbl6paHHbIX MPUMEHSEMOiA
ycnyroii. MepBbIii MeTOZ BKNOYAET UCNONb30BaHMe CTPOrol Tunusauun. MNpeagnonaraeTcs, YT0 ypoBeHb NPeACTaBNeHNS
6yneT pacrno3HaBaTb HEKOTOPble U3 TaKUX TWUMOB, KOTOPble TPebyHT NPUMEHEHWUS OMpefeNeHHbIX YCAyr 3aluThbl.
BTopoli MeToA npegnonaraeT HEKOTOpyto hOpPMY NPUCBOEHUSA NPU3HAKOB OTAE/IbHbIM 3/1eMeHTaM flaHHbIX, TPebyoLLNX
NPUMEHEHUSA cneunanbHbIX YCyr 3almnThbl.

2 MMpegnonaraeTcs, YTO oAHa U3 NPUYMH 06ecnevyeHnss BbIGOPOYHOrO NPUMEHEHUS YCAyr 3al U T «6e30TKas-
HOCTb* MOXET BbITeKaTb U3 CliedytoLLero cueHapus. Mepes TeM. kak 06a (M)-normyeckux 06 beKT NpUAYT K cornacutio,
4YTO OKOHYaTe/lbHasi BEpPCUS 3/IEMEHTAa [aHHbIX ABAAETCH 060HAHO MPUEMNEMON, MeXAy HUMKU HO accouuauunu
NPOUCXOANT HeKoTopas (hopma guanora cornacoBaHus. B aTOT MOMEHT HaMeUeHHbIV Nony4varte/lb MOXET 3anpocuTb
0TNpaBUTeNss NPUMEHUTbL YCNYrn «6e30TKasHOCTb* (C MOATBEPXAEHMEM KaK OTMpaBWTeNs, Tak U LOCTaBKMW) AN
Mosly4YeHNs OKOHYaTe/IbHOl COrlacoBaHHOM BepcMU 3neMeHTa faHHbIX. OTNpaBuUTeNb 3anpaluvBaeT U Moay4vaeT 3aTv
yCAyru, nepefaeT 3NeMeHT JaHHbIX W BMOCNEACT BUM NPUHUMAET yBefOM/IeHWe 0 NprvemMe 1 NoATBEPXKAEHUN nonyya-
TeNleM YKa3aHHOro 3fieMeHTa [aHHbIX. YCnyrn 3awmTbl «6e30TKasHOCTb» OMOBeLLaloT OTNpaBuUTeNs W nony4varens
3/1eMeHTa flaHHbIX 0 TOM, YTO 3TOT 3/IEMEHT 6bl/1 YCMELHO MPUHAT.

3 O6e ycnyru 3awmTbl «6e30TKa3HOCTb» (T.C. C MOATBEPXAEHWEM OTNpPaBUTeNs WU AOCTaBKW) NPUB/EKatoTcs
NHULMNATOPOM.

6.24 O6ecneyeH He 3allMUWeEHHOW nNepejgaynm JaHHbIX B pexume 6e3 yc-
TaHOBNEHNSA COeAUWHEHMNSA

He Bce ycnyru 3awuTbl, UCNO/MIb3yeMble B MPOTOKONaxX pexuma C yCTaHOB/IEHWEM COeAWHEHUSA,
[OCTYNHbI A8 MPOTOKOM0B pexxuma 6e3 yCcTaHOB/IEHNA COefMHEHUSA. B 4yacTHOCTU, Ha BEPXHUX YPOBHSX,
paboTalLnx B peXxnumMe ¢ ycTaHOBNEHNEM COeAMHEHUNA, [O/MKHA ObITb NpegycMOTpeHa, Npu HeobXxoAmMMocC-
TWU. 3alWMTa OT yjaneHuli, BCTaBOK M BocnpoussedeHnii. C NOMOLLb0 MexaHW3Ma yCTaHOBMEHUS 0TMEeTOK
BpeMeHN MoOXeT obecrneuymBaTbCs OrpaHW4YeHHas 3awmnTa OT yrposbl BOCMNpou3BefeHuii. Kpome Toro,
MHOTVe gpyrue ycnyra 3awuTbl He CNOCO6HbI 06ecneynTb TaKyl Xe CTeneHb YCUAEeHUA 3allnTbl, KoTopas
MOXeT 6bITb JOCTUIHYTa NPOTOKO/NAMMN pexuma ¢ yCTaHOBIEHWEM COefUHEHUS.

K ycnyram 3awuTbl, KOTOpble NPUMeEHWMbl 1S Nepefjayn fJaHHbIX B pexume 6e3 ycTaHOBAeHUSA
COEJMHEHNA, OTHOCATCA clefyloLmne:

a) ayTeHTuUdMKaLuMa paBHonpaBHOro o6bekTa (cm. 5.2.1.1);

b) ayTeHTUMKaLNMA OoTNpaBUTeNna gaHHbix (cm. 5.2.1.2);

Cc) ycnyra ynpaBneHus goctynom (cm. 5.2.2);

d) KOH(pMAeHUMANbHOCTb B peXxxume 6e3 ycTaHOBNeHUA coefuHeHunsa (cMm. 5.2.3.2);

e) KOH(UuaeHUManbHOCTb Bbl6paHHbIX nonei (cm. 5.2.3.3);

O UesIOCTHOCTb fJaHHbIX B pexume 6e3 ycTaHOB/IEHUS coefuHeHUsA (cMm. 5.2.4.4);

g) LenocTHOCTb BblGpaHHbIX NoMeil B pexxmme 6e3 ycTaHOBNEHUA coefuHeHnsa (cMm. 5.2.4.S);

h) ycnyra 3awnTbl «6e30TKa3HOCTb» C MOATBEPXAeHMeM oTnpasuTens (cm. 5.2.5.1).

3Tn ycnyra obecne4ymBaloTCA € MOMOLLbI MeXaHW3MOB WNGHPOBaHNA, LMPPOBOA NognucKu, ynpas-
NeHns AoCTYNnoM, MaplpyTusaummn, LeNoCTHOCTU AaHHbIX U/unun HoTapmsauumn (cm. 5.3).

MHuumaTop nepejayn faHHbIX B peXxnumMe 6e3 yCTaHOBJIEHUS COEJMHEHMUSA [O/KeEH 06eCNeyYnTb, YTOObI
ero otaenbHbln CB/Jl cogepxan BCl MHGpoOpMaumnio, HeobxoaMMyl Ana pacno3HaBaHua 3toro CBJ Ha
CTOPOHEe nonyvaTens.
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7 Pa3mMellleHMe ycnyr U MexaH13MoB 3aLiUThbl

B gaHHOM pasfgenie onpefesieHbl Te YCAYryY 3aWlWUThbl, KOTOPble [O/DKHbI 06ecrneynmBaTbCA B paMKax
6a30Boli aTanoHHOW Mogenn BOC, n onucaHbl MeToAbl NOAYyYeHUA aTUX ycnyr. ObecneveHune no 6o ycnyrun
3aWunTbl ABNAETCA (aKyNbTaTUBHbIM U 3aBUCUT OT MPeAbABIAEMbIX TpeboBaHWMIA.

Ecnn BfaHHOM pasgene KOHKpeTHas ycayra 3awnTbl onpejeneHa Kak hakynbTaTUBHO obecrneynBae-
Mast onpefjeneHHbIM YPOBHEM, TO 3Ta ycayra obecneynBaeTca MexaHM3Mamm 3alnuTbl, QYHKLUOHUPYIO LW M-
MW BHYTPW 3TOF0 YPOBHA, €CAWN He OroBOpeHO MHoe. Kak onucaHo B pasgesie 6. MHOTMe ypOBHU MOryT
npegnaratb o6ecneyeHne KOHKPeTHbIX YCAYr 3allUTbl. Takue ypoBHU He BCerja npefycMatpuBaloT ycnyru
3alNTbl BHYTPU camMux cebsd, OfHAKO OHW MOrYyT MCNO/b30BaTb COOTBETCTBYHOLULME YCAYrM 3alluUThl,
obecrneymBaeMble HMXKXEPACMOMOXEHHbIMU YPOBHAMMK. [laxke ec/iM B pamKax KaKoro-To ypoBHSI He npegyc-
MOTPEHO HWKaKWUX YCNyr 3awuTbl, onpejenieHUs YCAyT 3TOr0 ypoBHA MOryT noTpe6oBaTb HEKOTOPOM
MoandurKaLumn, 4Tobbl NO3BONTHL Bblifady Ha HUXKEPACMOJIOXKEHHbIi YPOBEHb 3aNpPOCOB Ha YCAYrM 3alWnThI.

MpumeyvaHnna

1 O6LIeapXNTeKTYPHble MexaHU3Mbl 3aWmThbl (CM. S.4) HC paccMaTPUBAIOTCA B HACTOSLLEM pasjese.

2 Bbl60Op MO3NLNM MEXAHU3MOB LLUM(POBAHUSA A5 NPUKNAHBIX NPUMEHEHNI paccMOTPeH B nNpunoxeHun C.

7.1 dun3nyeckunii ypoBeHb

711 Ycnyrwm

Ha ¢usnyeckom ypoBHe mpejycmMaTpuBaloTCAa TONbKO CleAyloline ycayru 3awuTbl, UCMONb3yeMble
Kak Nno OT/efIbHOCTU, TaK U B COYETaHUU:

a) KOH(pUAEHLMaNbHOCTb B PeXXUMe C YCTAHOBJIEHUEM COeAUHEHUA:

b) KOH(pMAeHLMaNbHOCTbL MNOTOKa Tpaduka.

Ycnyra KOHPUAEHLNaNIbHOCTU NOTOKa TpauKa MOXEeT NMPUHUMaTbL ABe (hOPMbl:

a) nosHas KoH(uMAeHLManbHOCTb MOTOKa Tpaduka, KoTopas MoXeT obecneuynBaTbCs TONBLKO B onpefe-
NEHHbIX CUTyaLMax, Hanpumep, NP AyNaeKCHON 0fHOBPEMeHHO CUHXPOHHOW [BYXNYHKTOBOM MNepefauve;

b) orpaHuyeHHas KOHMWAeHLMANbLHOCTb NOTOKa TpaduKa, KOTopas MOXeT obecrneymBaTbCcsA Npu
APYrMX Tunax nepegavun, HanpuMmep, aCMHXPOHHOWA.

3TN yCcnyru 3aluTbl OrPaHUYNBaOTCA TOIbKO CUTYaLMSAMU NacCUBHBLIX Yrpo3 U MOTYT UCNONb30BaTb-
CA Ha ABYX- U MHOTOMYHKTOBbIX 3BEHbAX JaHHbIX.

712 MexaHMN3MBbI

Ha (hM3nMyecKoM ypoBHe OCHOBHbIM MeXaHW3MOM 3allNTbl ABNAETCA MeXaHW3M MOJIHOr0 WHudpoBaHUs
noToKa AaHHbIX.

CneyndmnyHoOn ¢opmoin WKnppoBaHUsA, NpUemMaemMoil ToNbKO Ha (U3NYECKOM YpOBHe, SIBNsAeTCA
3almTa nepegaym (T.e. 3aWiMTa N0 WMPUHE YACTOTHOrO CMeKTpa).

3awmnTta hM3M4ecKoro ypoBHs obecneynBaeTcs YCTPONCTBOM LIKU(pPOBaHWUA, KOTOpoe paboTaeT B
npospayHom pexume. HasHayeHue 3allUTbl Ha (YPU3NYECKOM YPOBHE COCTOMT B TOM. 4TOObl 3aWUTUTb
NMOMTHOCTbIO BUTOBbLIV MOTOK CEPBUCHBIX JaHHbIX (DM3MYECKOr0 YPOBHA M 06ecneynTb KOHMUAeHUMaNb-
HOCTb NoToKa Tpaduka.

7.2 YpoBeHb 3BeHa [jlaHHbIX

721 Ycnyru

Ha ypoBHe 3BeHa AaHHbIX 06ecneynBalOTCA TONbKO CAefylOLMe YCAYTN 3aLLNThI:

a) KOH(PUAEHLMaNbHOCTb B PeXXUMe C YCTAHOBJ/IEHWEM COeJUHEHUS;

b) KOHPUAEHUNANbHOCTL B peXume 6€3 yCTaHOBJIEHUA COEAUHEHUSA.

7.22 MexaHU3M bl

Ha ypoBHe 3BeHa flaHHbIX 4118 06ecneyeHns yCayr 3aWUTbl UCMNO/b3YeTCA MeXaHW3M LWudpoBaHus
(cm., ofHako, npunoxeHune C).

DYHKLUMN 3alUTbl Ha YPOBHE 3BeHA faHHbIX BbIMOAHATCA [0 BbIMOMHEHUS 00bIYHbIX PYHKLMWIA
YPOBHA N0 Mepegaye 1 Nocne BbINOHEHNA 06bIUYHbIX PYHKLUI YPOBHS MO NpUeMy, T.e. MeXaHU3Mbl 3aLINThI
CTPOATCA Ha OCHOBE 00blYHbIX (DYHKL WU YPOBHSA M UCMONb3YIOT UX.

MexaHn3Mbl WNPPOBAHUA HA YPOBHE 3BeHa [aHHbIX YYBCTBUTENIbHbI K MPOTOKO/Y YPOBHA 3BeHa.

7.3 CeTeBoOli ypoBeHb

BHYTpeHHAA CTPYKTypa CeTeBOro ypoBHS NpefHasHayeHa Ans obecnevyeHus npotokona(oB). BbIMON-
HAK W ero”N) cnegytouwme onepaynmn:

a) pocTyn K nofgceTu;

b) CXOAMMOCTb, 3aBuCALLAA OT MOACETW;

C) CXOAMMOCTb, He 3aBucsllas OT MOACeTU:

d) peTpaHcnAumsa n mapwpyTusauma (cm. 2.4).
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731 Ycnyrwu

Yenyrn sawnTbl, KOTOpble o6ecnevymBaloTCA MNPOTOKOAOM, BbIMOMHAWMUM GYHKUUM fOCTyna K
noAceTn, oTHOCALW MeCA K 06ecneyeHUto ycnyr ceTeBoro yposHa BOC, nepeuncneHbl HUXe:

a) ayTeHTU(UKaLMA PaBHOMPaBHOIO IOFMYeCKOro obbekTa:

b) ayTeHTUdUKaALUA OTNPaBUTENS AaHHbIX;

C) ycnyra ynpasfieHUs LOCTYNOM;

d) KOH(pMAEHUNANbHOCTb B PeXXUMe C YCTaHOBMEHNEM COEANHEHUS;

e) KOH(pMAEHUMaNnbHOCTb B pexume 6e3 yCTaHOBNEHUS COEUHEHUSA;

O KOH(MAeHUMaNbHOCTb NOTOKa Tpahuka;

g) LenoCTHOCTb laHHbIX B peXWMe C YCTaHOB/IeHWEM COeAWHEHMNS 6e3 BOCCTAHOBNEHUS;

h) LenocTHOCTb AaHHbIX B pexume 6e3 yCTAHOBNEHUA COEAUHEHUSA.

3TN ycnyru 3almnTbl MOTyT 06ecneynBaTbCs Kak Mo OTAe/IbHOCTU, TaK U B COYETaHUU. Y CNYTn 3almnThl,
KOTOpble NpegycmMaTpuBarTCA MPOTOKO/IOM, BbIMO/HAOWMUM onepayny peTpaHcaaumMn n MapLpyTtmnsaymm
MeXJy OKOHEYHbIMMN CUCTEMaMU B COOTBETCTBUM C MpefocTaB/ifAeMbIiMUK ycayramu ceTteBoro yposHa BOC,
aHasorMyHbl yciyraMm, Kotopble o6ecne4ynBaeT MPOTOKOJ, BbIMOMHAOLWMWIA onepaynuyu AocTyna K MOACeTW.

732 MeXaH”3M bl

7.3.2.1 TIpoTOKO/NbI, BbIMOSIHAWLWNE Onepayun AocTyna K NMoAceTn, peTpaHCAALMM U MapLupyTu3a-
LMUN MeX[y OKOHEYHbIMWU CUCTeMaMW B COOTBETCTBUW C NPefoCTaBAAEMbIMU YC/yramm CeTeBOro YpoBHA
BOC. ucnonb3yoT UAeHTUYHbIE MeXaHW3Mbl 3aWnTbl. Ha 3TOM ypoBHe BbIMO/IHAETCA MapLlwpyTusauunsa, n
no3ToMy B HeM MpeAycMOTPeHO ynpas/ieHWe MapwpyTusaumeii. ObecneunBaloTcs cnegylolime nepeyvmnc-
JNIEHHbIE HUXXe YCNYrn 3alunThbl:

a) ycnyra ayTeHTUhUKaLUM paBHONPaBHOMO IOFMYecKoro o6bekTa, obecneymnsaemas COOTBETCTBYIO-
WKUM covyeTaHWem o06MeHOB Kpuntorpadmnyeckn MONYUYEeHHOW WAN 3alULLeHHOW MHGpOPMaLMed ayTeHTu-
huKaunm. naponaMun 3almTbl UAN MeXaHU3Mamu NOANUCH;

b) ycnyra ayTeHTU(hUKaLUW OTNpaBUTeNa AaHHblX, KOTopas MOXeT ObiTb MpegocTaB/ieHa MeXaHW3-
Mamu WnpoBaHUa UAU NOAMNUCK;

C) ycnyra ynpaBfieHVUs LOCTYynom, obecneymBaemass NyTeM COOTBETCTBYHOLLEr0 UCMOMb30BAHUSA KOH-
KPETHbIX MeXaHW3MOB yrnpaB/ieHUa JOCTYMNOM;

d) ycnyra KOHUAeHLMaNbHOCTU B peXunMe ¢ ycTaHOB/NIEHUEM coefnHeHMs, obecneynBaemMas Mexa-
HU3MamMun WuhposaHUsa U/MNu ynpaBneHna maplipytusauunei;

e) ycnyra KOHUAeHUMaNbHOCTN B pexxume 6e3 ycTaHOB/IEHUA coejuHeHMnA, obecneynBaemas mexa-
HU3MaMu WUHpPoBaHUSA UNK yNpaBieHUs MapLipyTusaumei;

O ycnyra KOH(UAeHUManbHOCTU NoToKa Tpaduka, obecneynBaemas MexaHM3MOM 3ano/IHEHUA Tpa-
(h1MKa COBMECTHO C yCAyroit KOHPUAEHLNaNbHOCTU Ha CETEBOM W/IN HUXKePacnoN0XenHOM YPOBHAX U/nmnu
MexXaHW3MOM YyMnpaBneHua MaplupyTusaumueil;

g) ycnyra LefioCTHOCTU B peXxuMe C YyCTaHOB/IEHUEM COefjJUHeHUA 6e3 BOCCTaHOB/eHUA, obecrneyu-
Baemasi NMyTemM WCMO/Ib30BaHUA MexaHW3Ma LeNoCTHOCTU fAaHHbIX, MHOr4a B COYEeTaHUM C MEXaHW3MOM
wugppoBaHus, n

h) ycnyra LenocTHOCTU B pexxume 6e3 yCTaHOBJIEHUSA COeUHEHUNSA, obecnevynBaemasn nyTem UCNo/b-
30BaHNA MexaHU3Ma LefIoCTHOCTU AaHHbIX, MHOrAa B COYETAHWU C MeXaHU3MOM LWNHPOBAHUS.

7.3.2.2 MexaHu3Mbl NpPOTOKOMa, KOTOPbI BbIMOAHSET OMNepauuMmn gocTyna K nMofceTu, CBA3aHHble C
ycnyramu ceteBoro ypoBHa B()C. MeXxAy OKOHeYHbIMW cucTemamu, obecrnevymBalwT ycnyru B pamkKax
OTAeNbHOI MOACETU.

3awmuTta noaceTw, ycTaHaB/MBaemMas ajMWUHUCTpPauueid 3TON MOACETW, AOMHKHA NPUMEHATbLCA B
COOTBETCTBUM C TPe6OBAHUAMM NMPOTOKO/OB AOCTYMNa K NOACETU, HO 06bIYHO OHA A0/IXXHA MCMONb30BaTbCA
nepef BbIMOMHEHWEM 0ObIYHbIX PYHKLWIA NOACETU NO Mepefayvye M NOCNe BbIMOMHEHNSA 00bIYHbIX PYHKUUT
noAceTn Mo npuemy.

7.3.2.3 MexaHu3mbl, obecneynBaemble MPOTOKONOM, KOTOPbI/ BbINOMHSAET OMepaLumn peTpaHcasaumum
N MaplwpyTusaumum Mexay Bymsa OKOHEYHbIMU CUCTEMAMMWN B COMETAHUN C ycayramu cetesoro yposHa BOC,
obecneymBaloT ycyru B pamkax 04HON MAM HECKOMbKWUX B3aMMOCBS3aHHbIX CeTell.

3TN MexaHW3Mbl JOMXKHbI MPUBAEKATHCA A0 BbINOMHEHNA PYHKLMI peTpaHCNALUM U MapLupyTusaumm
npu nepejaye n nocfie BbIMOMHEHNA 3TUX PYHKLUNI HAa MPUHUMAlOLLE CTOPOHe. B cnyyae ncnonb3oBaHus
MexaHu3Ma ynpasieHus MaplipyTtusaumeli n3 BAY W3 Bbi6npaloTca COOTBETCTBYIOLME OFpaHUYeHNsA Ha
MapLpyTusaunto nepef Bblgadein QyHKLMAM peTpaHCAALUM U MapLUpyTU3aLmMn JaHHbIX BMecTe C He06X0-
OAVUMbBIMU OTPAHUYEHUAMWN MapLupyTa.

7.3.2.4 YnpaBneHue JOCTYNOM Ha CETEBOM YPOBHE MOXET CAYXWUTb MHOrUM LUensam. Hanpumep, oHO
no3Bo/iIAeT OKOHEUYHOW CUCTeMe YNpaBnATb YCTaHOB/IEHWEM COeAMHEHWI CeTeBOro YPOBHA W OTK/OHATb
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HeXxenaTesibHble BbI30Bbl. OHO M03BOJISAET TaKXe OAHOW WMAW HECKOJIbKUM MOACEeTAM ynpaBAsiTb UCMO/b30-
BaHNEM pecypcoB CeTeBOr0 ypoOBHSA. B HeKoTOpbIX cnyyasx aTa NocnefHAs GyHKLUWUA cBsisaHa C 0MaaToi
3a M0/b30BaHWe CeTbio.

Mpumcyamuyc— YCTaHOBNEHNE COEUHEHNA CETEBOr0 YPOBHA MOXET 4acTo NPUBOAWUTb K HAYUC/EHUIO
onfarbl CO CTOPOHbI a4MUHUCTPAaLUN NOACETN. MUHMMMN3ALMUSA CTOMMOCTN MOXET 6bITb JOCTUIHYTa MyTeM ynpasieHuns
AocTyrnom, Bbiltopa PeBEPCUBHON TapuduKaLmuym U apyrux KOHKpeTHbIX CeTeBbIX MapaMeTpoB.

7.3.2.5 TpeboBaHWA KOHKPeTHOW NojceTn MoryT obycnaBnumBaTb HEO6XO4MMOCTb MeXaHU3MOB yr-
paBfeHWss [OCTYNOM CO CTOPOHbI NPOTOKOMa, KOTOPbIA BbIMONHAET onepauuMu gocTyna K MOAceTw,
CBsi3aHHble ¢ 06ecrnevyeHuneM ceTeBbIX ycnyr BOC mMex/y OKOHeUYHbIMU cucteMamn. Ecnm Takne MexaHusmbl
ynpasfieHUa JOCTynoM o6ecrneymBaloTCA NPOTOKONOM, KOTOPbIA BbINOMHAET omepauuy peTpaHcasauum u
MapLlipyTumsaummn, cesizaHHble ¢ 06ecnedyeHnem ceTeBbiX ycnyr BOC Mexfy OKOHEeYHbIMWU cucTemamu, TO
OHW MOryT UCNONb30BaTbCA KakK [/18 ynpaBJ/ieHWs [OCTYNOM K MOACETU CO CTOPOHbI /IOTUYECKUX 06bEKTOB
peTpaHcnaTopa, Tak W ANA ynpaBneHUaA AOCTYNOM K OKOHeYHbIM cucTtemam. O4eBUAHO, YTO CTEMeHb
M30N1A4NUN CPefCTB YNpaBieHUa JOCTYNOM MOXEeT NNWb BeCbMa NPU6AN3NTEeNbHO ONpefenaTb pasnuuunsa
MeXAy IOrMYeCKUMUN 06beKTamMmn CeTeBOro ypoBHS.

7.3.2.6 Ecnu 3anonHeHue TpajguKa WCMONb3yeTCss COBMECTHO C MexXxaHM3MOM WugpoBaHMSa Ha
CeTeBOM YpOBHe (MAM C YCAyroi KOHhUAeHUMANbHOCTW, MpeaocTaBnsAeMoii hU3NYECKMM YPOBHEM), TO
MOXEeT OblTb AOCTUFHYT MPUEM/IEMbI YPOBEHb KOH(UAEHLNANbHOCTU NOTOKa Tpaduka.

7.4 TpaHCMOPTHbIN ypoBeHb

741 Ycnyrwu

Ha TpaHCnopTHOM ypoBHe MOryT obecrneymBaTbCsA cnegytolmMe ycnyru 3awnTbl, UCMOb3yeMble MO
OTAENbHOCTM UAN B COYETaHUN:

a) ayTeHTU(MKaLMA paBHOMPaBHOIO IOFMYeCKOro 06beKTa;

b) ayTeHTUUKauma oTnpaBuTeNna JaHHbIX;

c) ycnyra ynpaB/ieHUs AOCTYNoOM;

d) KOH(UAeHUMaNbHOCTb B PEeXNME C yCTaHOB/IEHWEM COeANHEHUSN;

e) KOH(UAeHUMaNbHOCTb B peXxnme 6e3 ycTaHOB/EHUS COEAUNHEHUS;

O UenoCTHOCTb B PeXUMe C YCTAHOBJ/IEHWEM COE[UHEHUA C BOCCTAHOB/IEHUEM;

g) LEeNOCTHOCTb B PeXUMe C YyCTaHOB/IEHWEM COefMHeHNA 6e3 BOCCTAHOB/IEHUSA;

h) LenocTHOCTb B pexxume 6e€3 yCTaHOB/IEHUSA COEANHEHMUSA.

7.42. MexaHUN3Mbl

O6ecneynBalTca crnefyowme naeHTUOULUPOBAHHbIE YCAYTW 3alIUTbI:

a) ycnyra ayTeHTUd@UKaLMyM paBHOMNPaBHOro 0rMYyeckoro o6bekTa, KoTopasi obecneymsBaeTcs CoOT-
BETCTBYIOLEA KOMBUHaUmelh Kpuntorpadhuyeckoin nam 3awuw,eHHon o6MeHBaeMol MHpopmaLmei ay-
TEHTUDUKALMN. 3alUTHBIX Naponeii N MexaHW3MoB MOAMUCH;

b) ycnyra ayTeHTuduKaumm oTnpaBuTensa JaHHbIX, KOTopas MOXeT o6ecneymBaTbCA MexaHW3MaMu
WngppoBaHUA NN NOANUCH;

C) ycnyra ynpasneHusa goctyrnom, obecneymsaemas nyTem COOTBETCTBYIOLLEr0 UCMO/b30BAHUSA Cre-
LManbHbIX MeXaHW3MOB ynpaB/ieHUs AOCTYMNOM;

d) ycnyra KOH(UAEHLNANbHOCTU B PeXXUMe C yCTAHOBNEHNEM COefMHEeHNSA, obecneynBaemas Mexa-
HU3MaMU WNHPONAHNS:

e) ycnyra KoHuaeHUManbHOCTU B peXxnme 6e3 ycTaHOBNEHUS COeJUHEHNA, obecneuynBaemas mMexa-
HU3MaMun WUppoBaHus;

O ycnyra LenocTHOCTU B peXXWMe C yCTaHOBJ/IEHMEM COeAMHEHMNSA C BOCCTaHOBMEHMEM, obecrneynBae-
Mas MnyTeM WCMN0Mb30BaHWA MexaHW3Ma LenoCTHOCTU AaHHbIX, MHOr4a B COYeTaHUW C MeXaHU3MOM
wnppoBaHus;

g) ycnyra LenocTHOCTU W peXxuMme C ycTaHOB/IeHUEM coefMHeHNs 6e3 BOCCTAHOBMeHUA, obecneyun-
Baemasi nMyTeM WCMOMIb30BaHUA MexaHU3Ma LeNO0CTHOCTU flaHHbIX, MHOr4a B COYeTAHUU C MeXaHU3MOM
wunppoBaHus;

h) ycnyra uenocTHocTu B pexume 6e3 yCTaHOB/IEHUSI COeAMHEHUA, obecnevynBaemas NyTeM UCMO/b-
30BaHUA MexaHW3Ma Le/IoCTHOCTU JaHHbIX, MHOTAa B cCOYeTaHWM C MeXaHW3MOM LINKDPOBaHUS.

MexaHn3Mbl 3alWmnTbl AO/MKHbI PYHKLMOHMPOBaTb TakMMm 06pa3om, 4YTo6Gbl yCAyru 3awmnTbl MOran
npuBaeKaTbCs ANA OTAENbHbIX COEfUHEHMNI TPaHCMOPTHONO YPOBHA. 3awnTa fo/HKHa 6bITb TaKoli, YTo6bl
0TAeNbHble COEJUHEHNA TPAHCNOPTHOIO YPOBHA MOXHO 6bl/I0 M30NMPOBATb OT BCEX OCTa/lbHbIX COeAUNHe-
HWI TPAHCMOPTHOMO YPOBHSA.

7.5 CeaHCOBbIli YpOBEHb
751 Ycnyrmn
Ha ceaHCOBOM YypOBHe He nMpefycMaTpUBAaETCH HUKaKWUX YCAYr 3auThbl.
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7.6 YpoBeHb NpeacTaBneHuUsA

7.6.1. Ycnyrwu

YpoBeHb npeAcTaBfieHUs [o/MkKeH obecneymBaTb (YHKLMOHaNbHble BO3MOXHOCTWM B MOAAEPXKKY
CNeayloLWmnX ycayr 3awnTbl, KOTOpble NpejocTaBAseT NPUKIaAHOW ypOBeHb MPUKIafHbIM MpoLeccam:

a) KOH(UAEHLNaNbHOCTb B peXuWMe C YCTAHOBNEHUEM COEAUNHEHUSA;

b) KOH(MUAEHLNANbHOCTb B pexxume 6e3 yCTaHOBNEHUS COEAUHEHUSA:

C) KOH(pUAEHLUNANbHOCTb BblGPaHHbIX MOJENA.

DYHKLMOHANbHbIe BO3MOXHOCTW YPOBHS MNpeACcTaBfeHWA [aHHbIX MOFyT TakXe MNOALepXUBaTb
npefocTtaBfieHne NPUKIafgHbIM YPOBHEM MPUKNALHbIM MpoLeccam CrefyoLWwmnx yenyr 3awmnTbl:

d) KoH(pMAeHLUMaNbHOCTb NOTOKa Tpaduka:

e) ayTeHTUdMKaLMa paBHOMPaBHOI0O IOrMYecKoro obbvekra:

O ayTeHTuU(UKaLUa oTNpaBuTeNsa faHHbIX;

g) LenoCTHOCTb B peXuUMe C YyCTaHOB/IEHWEM COeMHEHNSA C BOCCTAHOB/IEHUEM;

h) LenocTHOCTb B peXxuMe C YyCTaHOB/IEHNEM COefJUHEHUNA 6e3 BOCCTAHOBNEHUSA;

j) UenocTHoCTb BbIGpaHHbIX MONel B peXXume C yCTAHOB/IEHNEM COEJUHEHUSA:

k) uenocniocTb B pexxume 6e3 yCTaHOB/NIEHUA COEAUHEHUSA;

T) LENI0OCTHOCTb BbliGpaHHbIX Naneii B peXxnme 6e3 yCTaHOBEHUSA COEANHEHUSA;

n) 6e30TKa3HOCTb C MOATBEPXAEHNEM OTNPaBUTeNs;

p) 6e30TKa3HOCTb C MOATBEPXAEHWEM AOCTaBKMW.

MpumMedyaHue — DYHKLMOHAIbHBIE BO3MOXHOCTU YPOBHS NPeACTaBNEHUS LO/KHbI UCMOMb30BaTL MeXaHn3-
Mbl. KOTOpble MOTYyT (PYHKLMOHMPOBATb TOMbKO B COOTBETCTBMM C MpaBUIaMu KOAMPOBAHUA AaHHbIX Ha OCHOBE
CMHTaKcKca Mnepefaun, BKKOYAs, HaNpUMep, TaKMe MexaHW3Mbl, KOTopble 6asvpyloTcs Ha KpUNTorpagmueckmx
MeTogax.

7.6.2. MexaHMN3M bl

Ons cnepywuwmx ycnyr 3awmtbl NogAepXMBaloLW e MexaHn3mbl MOTYT O6bITb pasMelleHbl Ha YPOBHE
npejcTaBfeHna, M B 3TOM c/lly4ae OHM MOFyT WCMNOMb30BaTbCA COBMECTHO C MeXaHusMamu 3auTbl
NPUKNAAHOTO YPOBHSA ANA NOAAEPXKU €ro ycnyr 3awuThbl:

a) ycnyra ayTeHTU(UKaALMN PaBHONPABHOINO N1I0FrMYeCKOro o6beKTa MOXeT 6bITh obecneveHa mexa-
HM3Mamun npeobpasoBaHUa CMHTakcuca (Hanpumep, WKU(pPoBaHUEM);

b) ycnyra ayTeHTUduUKaLMM oTNpaBuTensa faHHbIX MOXeT 6biTb o6ecneyeHa MexaHu3mamu Wugpo-
BaHWUS WU NOAMNWUCK;

c) ycnyra KoOHOUAeHUNanbHOCTU B PeXNMe C yCTaHOB/EHNEM COeAUHEHUS MOXEeT 6biTb 06ecrneyeHa
MeXaHW3MOoM LWunhpoBaHus;

d) ycnyra KOHOUAEHUMANbHOCTU B peXXmMme 6e3 yCTaHOB/IEHUSA COEAUHEHMNSA MOXEeT 6bITb 06ecneveHa
MeXaHW3MOM WNGHPOBAHUSA;

e) ycnyra KOHOUAEHUMANbHOCTU BbIGOPOUHOr0 MoAs MOXeT 6biTb 06ecnedyeHa MexaHU3MOM WUP-
poBaHus:

O ycnyra KOHpUAeHLMaNnbHOCTN NOTOKa Tpadunka MoXeT 6bITb 0obecnevyeHa MexaHU3MOM WndpoBa-
HUA;

g) ycnyra LenoCTHOCTU B peXuMe C yCTAHOBJIEHWEM COeAMHEHWNS C BOCCTAHOBJIEHMEM MOXET 6biTb
obecnevyeHa MexaHW3MOM LLeIOCTHOCTWU AaHHbIX, NHOT4a COBMECTHO C MeXaHW3MOM LW N(pPoBaHUSA;

h) ycnyra LenocTHOCTM B PeXXuMe C yCTaHOB/IEHWEM COeJUHEHNS 6e3 BOCCTAHOB/IEHUSA MOXET 6bITb
obecnevyeHa MexaHW3MOM LLeIOCTHOCTW JaHHbIX, MHOTAA COBMECTHO C MEXaHW3MOM LWN(HPOBAHUS:

J) ycnyra LenocTHOCTU Bbl6paHHbIX NoNeli B pexuMme C yCTaHOB/IEHWEM COeAUHEHWS MOXeT 6biTb
obecneyeHa MexXaHW3MOM LLe/IOCTHOCTU AaHHbIX, NHOr4a COBMECTHO C MeXaHU3MOM LWN(PPOBAHNS;

k) ycnyra uenocTHoOCTU B pexunme 6e3 ycTaHOBMEHUSA COeAMHEHUSA MOXeT 6biTb obecrneveHa Mexa-
HW3MOM LeNIOCTHOCTU AaHHbIX, MHOTJa COBMECTHO C MeXaHW3MOM LWN(pPOBaHUSA;

T) ycnyra uenocTHOCTM BbIGpaHHbIX NOMed B pexxmme 6€3 yCTaHOBMEHUA COELUHEHUA MOXET 6bITb
obecnevyeHa MexaHW3MOM LLe/TIOCTHOCTWU AaHHbIX, NHOTAA COBMECTHO C MeXaHW3MOM LW N(pPOBaHUSA;

n) ycnyra «6e30TKasHOCTb* C NOATBEPXAeHWEeM OTNpaBUTeNs MOXeT 6biTb 0o6ecrneyeHa COOTBETCT-
BytloLLeli KOMOBUHaLMel MexaHW3MOB LLeNOCTHOCTM faHHbIX, NOANMNCU W HOrapusauuu;

p) ycnyra «6e30TKa3HOCTb» C MOATBEPXAEHNEM A0CTaBKM MOXET 6bITb 06ecrneyeHa COOTBETCTBYOLLEN
KOMO6MHaL e MexaHU3MOB Le/IOCTHOCTM AaHHbIX, MOANUCU U HOrapusauuu.

Mpun pasmel,eHNN Ha BEPXHUX YPOBHAX MEXAHW3MOB WU POBAHNA, NCNONb3yEMbIX AN 06ecneyeHns
nepejavun faHHblX, OHW JO/DKHbI pacnonaraTbCA Ha YPOBHE MpeAcTaB/ieHUs.

HekoTopble M3 MepevyncneHHbIX Bbllle YCAYr 3awuTbl MOryT OblTb anbTepHATMBHO ob6ecneyeHbl
MeXaHM3MaMu 3almnTbl, Le/IMKOM PacnofiOKeHHbIMU Ha NPUKNaLHOM YpOBHe.
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YCnyru 3awmnThl, KOTOPble OTHOCATCA TO/NbKO K KOH(PUAEHUMANbHOCTU, MOTYT 6bITb MOMHOCTbLIO
obecnevyeHbl MexaHM3MamMm 3alNTbl, COAEPXALWMMUCSA Ha YPOBHE MPEeACTAB/IEHUS.

MexaHu3Mbl 3alUWTbl Ha YPOBHE MpeAcTaBneHUs QYHKUMOHUPYIOT B KauyecTBe MociefHel cTaguu
npeo6pasoBaHus B CUHTAKCUC Mepedadyn B pexume nepefjauyn AaHHbIX M B KauyecTBe Hauas/lbHOW cTaguu
npouecca nNpeo6pasoBaHnUs B peXuMe npueMa JaHHbIX.

7.7 TlpuknajHoi ypoBeHb

7.7.1 Ycnyrwm

MprKNagHoi ypoBeHb MOXeT 06eCnevYnTb OfHY NN HECKOIbKO C/TeYHOLWNX OCHOBHbIX YC/YT 3aLUThI,
MCNONb3yeMblX KaK Mo O0TAeNbHOCTU, TaK U B COYETAHUN:

a) ayTeHTU(MKaLMA paBHOMPaBHOM0 IOrMYecKoro 06beKTa;

b) ayTeHTU(UKaLNSA OTNPaBUTENSA faHHbIX:

C) ycnyra ynpaB/fieHWs JOCTYMNOM;

d) KOH(pMAEHUNANbHOCTb B PeXXUME C YCTAHOBJ/IEHNEM COefJUHEHUSA;

e) KOH(pUAEHLUNAaNbHOCTb B peXXume 6e3 yCTaHOBNEHUS COEAUHEHUNA:

O KOH(WMAEHUNANbHOCTb BblOpPaHHbIX MONei;

g) KOH(MAeHUMaNbHOCTb NOTOKa Tpaduka:

h) LenocTHOCTb B pexume C ycTaHOB/IEHWEM COeAUHEHMNSA C BOCCTAHOBNEHUEM;

J) LeNnocTHOCTb B peXWMe C yCTaHOB/IeHNEM COefuHeHNA 6e3 BOCCTAHOB/IEHUSA;

k) LenocTHOCTb BbIGpaHHbIX Mo/eli B peXnme C yCTaHOBNEHNEM COeAUHEHUS;

T) LENOCTHOCTb B peXXnMe 6e3 yCTAHOBNEHWUSA COefUHEHUNS;

n) LenocTHOCTb Bbl6PaHHbIX Nofeli B pexume 6e3 ycTaHOATEHHS COefUHEHUSA;

p) 6e30TKa3sHOCTb C NMOATBEPXAEHWEM OTNpaBUTeNns:

() 6e30TKa3HOCTb C MOATBEPXAEHUEM AOCTaBKMU.

AyTeHTUMKauMa napTHePOB, XenawwWwmnx o6MeHnBaTbCA AaHHbIMU, NpegycmaTpuBaeT MOAAEPXKY
CpefCcTB ynpas/ieHUA JOCTYNOM K pecypcaM Kak B pamkax BOC. Tak u BHe BOC (Hanpumep, ¢alins,
nporpammHoe obecneyeHune, TepMUHaNbl, NPUHTEPbI) B peanbHbIX OTKPbITbIX CUCTEMAX.

OnpefeneHne crneunanbHbiX TpeboBaHW K 3alWjnTe B ceaHCe 06MeHa AaHHbIMW, BKAOYas KOH(pU-
LEHLNaNbHOCTb AaHHbIX, LEN0CTHOCTb U ayTeHTUMKaLN, MOXeT OCYyLecTBAATLCA afMUHUCTPATUBHbIM
ynpasneHvem 3awutel BOC wam afMUHUCTPATUBHBLIM YyMpasieHNeM MNPUKNAAHOr0 YPOBHSA Ha OCHOBe
nHhopmauuu, cogepxalleiica B MBAY3 B fononHeHMe K 3anpocaM, BblgaBaeMbiM MPUKNagHbIM npoLec-
cCoM.

7.7.2 Mexa nuns3mbl

Ycnyrun 3awnTbl Ha NPUKAagHOM ypoBHe 06ecneynBatOTCSA C NOMOLWLbIO CMefYOLWNX MeXaHU3MOB:

a) ycnyraayTeHTUduKaumum paBHONPaBHOIro 06beKTa MOXeT 6bITb 06ecrneveHa NyTeM UCNONb30BaHUA
MHopMauunm ayTeHTUMKaLUK, nepefaBaemMoli Mexay NpuKaagHbIMU 06beKTaMK, 3alUlLeHHbIMW Mexa-
HU3MaMn WNpoBaHnSA, YPOBHA NpeAcTaBNeHUA WUAN HUXEPACNONO0XEHHOT0 YPOBHS;

b) ycnyra ayTeHTU(UKaunMmM oTNpaBuTeNsa AaHHbIX MOXeT 6bITb o6ecneyeHa MyTem WCMNONb30BAHUSA
MeXaHU3MOB NOAMNUCU WU MEXaHW3MOB LWNGHPOBAHNSA CMEXHOIO HUXXHETF0 YPOBHS;

C) ycnyra ynpaBneHus 4OCTYNOM K TeM acnekTam peasbHOl OTKPbITOW CUCTEMbI, KOTOPble ABNAIOTCA
NoCTOAHHbIMMK Ana BOC. Hanpumep, CNOCO6HOCTW peanbHON OTKPbLITOM CUCTEMbI CBA3bIBATLCA C KOHKPET-
HbIMW CUCTEMAMW WAN YAaneHHbIMU MNPUKAAAHbIMU 06beKTaMu, MOXeT O6biTb obecnevyeHa coyeTaHUeEM
MeXaHW3MOB ynpaBJ/ieHUs JOCTYNOM Ha MPUKAIafHOM U HUXKXepPacrnoNoXeHHbIX YPOBHAX:

d) ycnyra KOHOMAeHUMaNbHOCTU B PeXUMe C YCTaHOB/IEHUEM COeAMHEHUS MOXeT 6biTb o6ecneyeHa
nyTeM UCMNOMb30BaHWUSA MexaHM3Ma WNHPOBaHNA HUXKEePACNONOXKEHHOIO YPOBHS;

e) ycnyra KOHGUAEHUManbHOCTN B peXXnMe 6e3 yCTaHOBNEHUSA COeAMHEHUS MOXeT 6bITb 06ecrneyeHa
nyTeM UCNOMb30BaHWUSA MexaHM3Ma WNPPOBaHNA HUXKEPACNONOXEHHOT0 YPOBHSA:

1) ycnyra KOHpUAEHUMaNbHOCTN BblGPaHHbIX NOJE MOXeT 6bITb 06ecneyeHa NyTEM UCNONb30BaHUS
MexaHu3Ma WnppoBaHMa Ha YPOBHe NpejcTaaTeHUs:

g) ycnyra KOH(pUAEHLNaNbHOCTM OFPaHMUYEHHOro NOTOKa Tpajuka MOXeT ObiTb obecneyeHa nyTem
COBMECTHOI0 UCMO/Ib30BAHNUA MeXaHW3ma -3arosiIHeHNs TpauKa Ha NPUKAAJHOM YPOBHE U YCAYTN KOH(W-
AEHLMaNnbHOCTU Ha HHXePacnosI0O)XeHHOM YpPOBHE;

h) ycnyra L,enoCTHOCTU flaHHbIX B peXXUMe C yCTaHOBNEHNEM COeJUHEHNA C BOCCTAHOB/IEHUEM MOXeET
6bITb obecneyveHa NyTeM WCMOAb30BAHWA MeXaHM3Ma LEMOCTHOCTM faHHbIX Ha HHXXepacnos0XeHHOM
YPOBHE, MHOTAA COBMECTHO C MEXaHW3MOM LWN(HPOBAHUS;

J) ycnyra uenocTHOCTU flaHHbIX B PeXWUMe C YCTaHOB/IEHNEM COeJUHEHUNA 6e3 BOCCTAHOB/IEHUA MOXET
6bITb obecneyeHa NyTem MCMNONb30BAHMA MeXaHU3Ma LENOCTHOCTM AaHHbIX Ha HHXEPAacno/IOXKEHHOM
YPOBHE, MHOTAA COBMECTHO C MEXaHW3MOM LWN(POBAHUS;
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K) ycnyra LesoCTHOCTW BblGpaHHbIX Mofeli B peXume ¢ yCTaHOBJIEHWEM COEAVMHEHUS MOXEeT ObiTb
obecneyeHa NyTeM WCMNOb30BaHWA MeXaHW3Ma LEe/0CTHOCTM AaHHbIX, MHOTAAa COBMECTHO C MeXaHU3MOM
WnppoBaHMA Ha YPOBHe MnpeAcTaB/eHUS;

nT) ycnyra uenocTHOCTU AaHHbIX B peXXumMe 6e3 yCTaHOB/IEHNA COeAMHEHUS MOXeT 6bl Tb 06ecneyeHa
nyTeM WCNO/Mb30BaHUA MexaHu3Ma LenoCTHOCTU faHHbIX Ha HWXXepacnonoXeHHOM YpOBHE, WHOrja
COBMECTHO C MEXaHU3MOM WNHPOBAHUSA;

n) ycnyra LenocTHOCTM BbIGpaHHbIX Moseli B pexxume 6€3 YyCTaHOB/IEHUSA COEAMHEHUS MOXET 6biThb
obecneyeHa NyTeM WMCMNONb30BaHWA MeXaHW3Ma Le/0CTHOCTM AaHHbIX, NHOTAA COBMECTHO C MEXaHW3MOM
WnppoBaHMA Ha YPOBHe MpefCcTaB/IeHUs;

p) ycnyra «6e30TKasHOCTb» C MOATBEPXAEHWEM OTMPaBUTENs MOXeT 6biTb obecnevyeHa COOTBETCT-
BytoLLeli KOMO6UHaLUMeli MexaHW3MOB LeNIOCTHOCTU JaHHbIX N MOANUCK Ha HUXXEPACNO/IOXKEHHOM YPOBHE,
BO3MOXHO B COYeTaHUM C HOTapu3aluneil TpeTbeid CTOPOHOIA;

q) ycnyra «6e30TKa3HOCTb* ¢ NOATBEPXKAEHNEM LOCTABKM MOXeT 6bITb0becnevyeHa COOTBETCTBYOLLEN
KOM6MHaL e MexaHU3MOB L,e/IOCTHOCTMN AaHHbIX W MOANUCK HA HUXEPacnos0XXeHHOM YPOBHE, BO3MOXHO
B COYETaHUW C HOTapu3aumnein TpeTbeli CTOPOHOIA.

Ecnun gna obecneyeHnsa ycnyru 3awmtbl «6e30TKA3HOCTb» MCMNOMb3YeTCA MeXaHW3M HOTapu3aHHM, OH
JOMKeH (YHKLMOHMPOBATL KakK [lOBepeHHas TpeTbA CTOPOHA. OTOT MeXaHW3M MOXeT cofepXaTb 3anucb
6/10KOB flaHHbIX, peTpaHCcAnpyemMy B nx hopmaTe nepegaudmn (T.e. B CMUHTaKCuUce nepefayv) n npegHasHa-
YeHHYI0 ANA paspelleHWa conepHuyecTBa. MexaHW3M HOTapum3aLMu MOXET TakXe UCMO0Nb30BaTb YCNYru
W3aLUNTbI, NpegocTaansieMble HUXEPACMNONOXKEHHBIX» U YPOBHAMMU.

7.73 Ycnyrum s3awuTbl, He Bxoagsawwue B chepy BOC

MpuknagHble npoueccbl MOryT camu NpakTu4yeckn obecnevymBaTb BCe YCNYrM UM UCMOMAb30BaThb Te Xe
TUNbI MEXAHW3MOB, KOTOPbIe BbI/IM OMMUCaHbl B HACTOALLEM CTaHAapTe Kak MexaHU3Mbl, COOTBETCTBYIOL UM
06pa3om pasmeleHHble B pPa3/IMyHbIX YPOBHAX apXUTEKTYpbl. Takoe UCNONb30BaHWe He axoguT B 061acTb
pacnpocTpaHeHns BOC. ofHaK0O OHO He fanseTcs HECOBMECTUMbIM C ONpeAeneHUAMM yCayr U NpoTOKO0B
M c apxuTekTypoii BOC.

7.8 WnnocTpayna B3avMOOTHOLIEHUS MeXAY YCyramu 3auuTbl U YpOBHAMM

B Ta6Tuue 2 npuBefeHbl YPOBHU 3TaNOHHOW MOAENMW, KOTOpble MOTyT 06ecneynBaTh KOHKPETHbIE
YCAYru 3awmnTbl. ONucaHna yeayT 3aWnTbl NpuBefeHbl B 5.2. O60CHOBaHME pa3MeLieHUs YCayr 3awmnThbl
Ha KOHKPETHbIX YPOBHAX NPWUBEAEHO B MPUIOXKEHUN B.

Tabnuya 2
YpoBeHb
Ycnyra

1 2 3 4 5 6 ™

AyTeHTUpUKaLMSA pPaBHONPaBHOIO JIOrMYeCcKoro 06b-
eKTa . Y [a [a Y C] Oa
AyTeHTU(DMKALNA NCTOYHUKA aHHbIX . 4 Oa Oa Y Ll Oa
Ycnyra ynpasfieHusa 40CTynom . Y Aa Oa C] L] Oa

KoHduaeHUMansHoCTb B peXxxume ¢ ycTaHOBJIeHMEM
coefiInHeHNA [a Ja fa Oa . Y Oa

KoHduaeHLManbHoCTb B pexxume 6e3 ycTaHOBMEHUSI
coeanHeHus . Aa Na Oa 4 4 Ja
KoHraeHLanbHOCTb BbIGOPOYHOro Nons . Y Y Y Cl Cl Ja
KoHpugeHUnanbLHoOCTb NOTOKa Tpaduka Ja . Aa Y Cl Cl Oa

LlenocTHOCTbL B peXxxume C YCTaHOB/IEHMEM COeAMHe-
HVSA C BOCCTAHOBJIEHNEM . Cl Y Oa C] C] Oa

LIeIoCTHOCTL B peXuMe C YCTaHOB/IEHUEM COefjuHe-
HMA 6e3 BOCCTaHOB/IEHNA . Y Oa Oa El Cl Oa

LIeNnocTHOCTL BbLIGOPOYHOrO HOMA B PeXuMe C ycTa-
HOBJ/IEHNEM CO[JMHEHMNA . Y Y Y Bl 4 Oa

LlenocTHOCTb B pexxunMe 6e3 yCTaHOB/IEHUS COeAuHeE-
HUA . 4 Aa Oa Cl Y Oa

LlenocTHOCTb BbIGOPOUHOTO Nans B pexxume 6e3 ycTa-
HOB/IEHUSI cOeMHEHUN . Y Y Y 4 4 Ja
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OkKoHuaHve Ta&Tubl 2

YpoBeHb
Yenyra
1 2 3 4 5 6 ™
Be30TKa3HOCTb C NOATBEPXAEHVEM OTNpaBuUTeNs . . 4 Y Y Cl la
Be30TKa3HOCTb C NMOATBEPXAEHMEM [OCTaBKU . Y Y Yy 4 Cl la

O603HayYeHNs
[la —ycnyrago/mkHa npefycmaTprBaTbCcs B cTaHAapTax Nno COOTBETCTBYIOLLEMY YPOBHIO B KayecTBe haKy/IbTaTUBHOM
BO3MOXHOCTMW NOCTaBLUMKa;
* — HC obecneymBaeTcs:
— O0THOCWTE/IbHO YPOBHS 7 ClIeAyeT 3aMeTUThb, YTO MPUKIAAHOM NPoLecc camMm MOXeT o6ecrneynBaTh YCyr 3alunThbl.
MpumevaHunsa
1 Mpwu cocTaBneHnMn Tabnuubl 2 He cTaBMNach 3afjada NokasaTb, YTO CC 31EMEHTbI UMEKT OANHaKOBbIN BeC U
3HaYMMOCTb: Hao60pOT, CYLLECTBYET 3HaUNTeIbHAsA rpajauns maclitaba OTHOCUMTE/IbHO 3/1EMEHTOB TabnunLbl.
2 PasMelleHune ycnyr 3awmTbl BHYTPU CeTeBOK YPOBHA onucaHo B 7.3.2. Mo3uuusa ycnyr sawutbl BHYTpU
CeTEBOr0 YPOBHS CYLLECTBEHHbIM 06pa3oM BMSET Ha XapaKTep M 061acTb MPUMeHeHUs obecneynBaeMbIX UM YCyT.
3 YpoBeHb MpefcTaB/eHUs COAEPXUT PAf CPefcTB -3allMTbl, KOTOpble obecneymBaloT MpefocTaBfieHne ycnyr
3aWNUTbI NPUKNaAHBIM YPOBHEM.

8 AAMVHUCTPATMBHOE YNpaBieHUe 3aLiMTOM

8.1 O6wwne NonoxeHus

8.1.1 AgMuHucTpaTMBHOE ynpaBneHue 3awnToih BOC KacaeTca Tex acnekKToB agMWHUCTPaATUBHOIO
ynpaB/fieHVUst 3aluUTOoW, KOoTopble O0THOCATCA K BOC u K 3aWiuTe agjMUHUCTPATUBHOro ynpasnaeHus BOC.
AcnekTbl agMWHUCTPaTUBHOrO ynpaBneHUs 3awuToit BOC cBfA3aHbl C TeMu onepayusamMu, KOTOpble He
OTHOCATCA K 06bIYHbIM ceaHCaM O6MeHa AaHHbIMWU, HO KOTOpble HeobXoAWMBbI Ans obecrieyeHus u
KOHTPO/IA acnekToB 3aWnTbl 3TUX 0OMEHOB JaHHbIMMU.

MpumeyaHune —A0CTYNHOCTb yCnyrn ob6MeHa aHHbIMMN ONpPeAensieTcs NocTPoeHeM CeTU U/MNN NPOTOKO-
NlaMun aiMUHUCTPATUBHOIO ynpaBs/ieHNs ceTblo. [N nNpefoTBpaLleHns OTKIOHeHUSA YCIyrn Heo6Xo4uM COOTBETCTBY!IO-
LWnii BbI6GOP NocnegHUX.

8.1.2 MoxeT cyuwecTBoBaTb HECKONbKO cTpaTernit 3aWuTbl, YycCTaHaB/AMBaeMblX agMWHUCTpa-
uueit (AmMun) pacnpegeneHHbIX OTKPbITbIX CUCTEM, U CTaHAAPThbl afMUHUCTPATUBHOIO yNpaBAeHNs 3allNTONA
BOC pomkHbl obecneuymBaTb Takue cTpaterun. O6beKTbl, KOTOPble MOAYMHAITCA OTAENbHOW cTpaTerum
3alnTbl, ycTaHaBNMBaeMol OTAe/IbHbIM MOTHOMOYHbLIM aAMUHUCTPATUBHLIM OPraHom, uHorja o6befnHsA-
I0TCA B TaK HasbiBaeMmyk -06nacTb 3awunThi». O6nacTy 3aWnNTbl U WX B3aUMOCBA3N SaNATCA BadKHON
chepoi gna 6yayLLero paclwmpeHns.

8.1.3 AAMWHUCTPATUBHOE ynpaBsieHWe 3aWnuToi BOC OTHOCUTCS K afMUHUCTPATUBHOMY ynpasrie-
HUIO yciyramMn n mexaHusmamm sawutel BOC. Takoe ynpasfieHue TpebyeT pacnpegeneHns nHdpopmayunm
af[MUHNCTPATUBHOIO ynpasaeHna Mexay sTUMU ycayramm u mexaHusmamu, a Takxe céopa nHGopmMaLumu,
oTHocALWelca K pab6oTe 3TUX yCAyr U MexaHu3mMoB. [pumepamMu MOTyT CAYXWTb pacnpejeneHne KpunTo-
rpauuecknx Kw4Yein, ycTaHOBKa afMUHUCTPATUBHO HasHayaemblX NapaMeTpoB Bbl6opa 3alMThbl, Bbljaya
co06LIeHN A KaK O HOPManbHbIX, TaKk W 06 aBapuiiHbIX CUTyaLMAX 3aWnTbl (AaHHble OTCAEXWBaHUA
3alnThl), a TakXXe aKTUBM3aLMAa U AeaKTMBU3aLMA ycnyr. . AMUHUCTPATUBHOE ynpaB/ieHWe 3allnTon He
KacaeTca MPOXOXAeHUs MHoOpMaunun, OTHOCALLeACA K 3alWuTe, B NPOTOKO/aX, KOTOpble NpuBAeKawT
crneymnanbHble yCAYru 3aWmnTel (Hanpumep, B napaMmeTpax 3anpocoB Ha COefUHEHUE).

8.1.4 WNHdopmaunoHHaa 6asza agMMHUCTPATUBHONO ynpaaneHna 3awunton (MBAY3) ABNAETCA KOH-
LenTyanbHbIM XpaHWIWLWEM BCeli WMHGMoOpMauuu, OTHOCALWeAcAa K 3awuTe, HEOOXOAWMON OTKPbITbIM
cuctemam. TakKoil MOAXO[ He ycTaHaB/iWBaeT Kakoi-nn6o dopmbl ANA XpaHeHWs UHGpoOpMauMn nan ee
peanusaumn. OfHaAKO Kaxjas OKOHeuHas cucTema [O/KHA CofepXaTb HEOOXOAUMYIO NTOKaNbHY UHGMOP-
MaLumnilo, NO3BONAKILLYI0O el NPUBOAUTbL B AeCTBME COOTBETCTBYWOLLYK CcTpaTernto 3sawutbl. VBAY3
ABNAETCA pacnpefeneHHON MHPOPMaLNOHHONM 6a30/ ¢ TakKoi CTeneHbl pacnpefeneHMs, KoTopas Heob-
X0ANMa AnA obecrnevyeHWs COrnacoBaHHOW cTpaTernu sawuTbl B (JOFMYecKOW MAn huU3nYecKoid) rpynnu-
pOBKe OKOHEeYHbIX cucTeM. Ha npakTuke o6nactu MBAY 3 MoryT BXOAUTb UMW He BXOAUTbL B cocTaB MBAY.

MpumeyaHune — MOoXeT CylLeCTBOBaTb MHOXECTBO peanimsaunii MIBAY 3. Hanpumep:

a) Tabnmua faHHbIX;

b) thaiin:

C) AaHHble WK NpaBWa, cofepXkallmecs B paMKax NPOrpamMMHOro MAM annapaTHOro o6ecrneyeHns peasbHO
OTKPbITO CMUCTEMbI.
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8.1.5 MpoToKONbI aAMWHWUCTPATUBHOIO YMpaB/eHUsA, 0CO6EHHO MNPOTOKOMbI afMUHUCTPaTUBHOIO
ynpasfieHUs 3aWlunTOW, M KaHasbl Nepefayu AaHHbIX, Nepejawoline MHOOPMaLMIO agMUHUCTPaATUBHOIO
ynpasfieHUs, ABAAOTCA NOTeHLMaNbHO yA3BMMbIMU. [103TOMy o0co60e BHUMaHWe cnefyeT yfensaTb obec-
neyvyeHMI0 TaKMX MPOTOKOIOB 1 MHPOPMALUM agMUHUCTPATUBHOIO yNpaBieHNs 3allnTol, 4To6bl cpejcTBa
3alWnTbl, NpejocTaBisieMble A5 06bIYHbIX CeaHCOB 06MeHa JaHHbIMWU, He OblIN ocnabneHbl.

8.1.6 AgMMHUCTpaTMBHOE ynpaBieHue 3allMTON MOXeT noTpe6oBaTb 06MeHa UH(oOpMaLueil, OTHO-
csAlLeiica K 3alWuTe, MeXAy pPas/MUHbIMU CUCTEMHbLIMU agMUHUCTPATOPaMK C Le/bl0 YCTaHOBEHUS UAn
pacwupeHns N BIY3. B HeKOTOpPbIX cnyyasax MHhopmauus, oTHocsawasca K 3awuTte, byaeT NpoxoauTb
yepes MapLpyTbl 06MeHa JaHHbIMU, CyllecTBYOWMe BHe BCHO, 1 noKanbHble CUCTEMHbIE afMUHUCTPATOPbI
6ynyT moancuumposaTb cogepxumoe WNBJ/TY3 meTogamu, He cTaHjapTu3oBaHHbIMKM B pamkax BOC. B
APYTrMX crnyyasax MOXeT oKas3aTbCsl LefiecoobpasHbIiM opraHuszoBaTb 06MeH MOJ06HON uHdopMaLueid mo
maplpyTam o6meHa gaHHbiMu BCHD', Korga nndopmanunsa 6yaeT nepegaBarbca MexXay AByMsS NpuUKAagHbIMU
cucTeMaMu afMUHUCTPATUBHOIO ynpaBieHUs 3alWnMToi, peasn3oBaHHbIMU B pamMKax peasibHOW OTKPbITOM
cuctembl. MpuknagHble cMCTeMbl aAMUHUCTPATUBHOIO YNpaB/ieHUs 3alwmnTol 6yfeT ncnonb3oBaTb nepeja-
BaeMylo no maplpytam o6MeHa gaHHbIMU MHopMaLnto ana mogudmkaunm NBJ1Y 3. Takaa mogndumkaums
N B/1Y3 moxeT noTpe6oBaTb NMpeABapuTeIbHOIO NPefoCTaBAeHNA MOHOMOYMNIA COOTBETCTBYOLWEMY aAMU-
HUCTpPaTopy 3alMnThbI.

8.1.7 MpuknagHble NPOTOKOMbI A0/KHbI 6bITb ONpeaeneHbl AN 06MeHa NH(OPMaLMeid, OTHOCALL eli-
€A K 3aWuTe, No KaHanam obmeHa fgaHHbIX BCHO.

8.2 KaTteropuu agMMHUCTPaTUBHOIO ynpasfieHus 3awutoin BCHO

CyuiecTBYyeT TpM KaTeropum akTUBHOCTel afMWHUCTPATMBHOIO ynpasfieHUs 3awmnToli BOC:

a) agMWHUCTpaTMBHOE ynpaBfeHWe 3alWnNTON CUCTEMbI:

b) aAMWHUCTPaATUBHOE yNpaBieHNe ycnyramu 3aliunTbl;

C) aAMWHUCTpPaTUMBHOE ynpaBieHne MexaHnu3mamMun 3awuThbl.

Kpome Toro, go/mkHa 6bITb paccMOTpeHa 3awmuTa camoro afMWHWUCTPATUBHOro ynpaeneHus BOC
(cm. 8.2.4). KnwoueBble PYHKLUWUUW, BbINOHAEMbIE 3TUMWN KaTeropuamMu agMUHUCTPATUBHOIO yrnpasieHus
3alNTONM, 0606, EHbI HUXE.

821 AgMMHNUCTpaTUBHOEe ynpaB/lleHMe 3aWNTON CUCTEeMBbl

AQMUHNCTPATUBHOE ynpaBJfieHNe 3alnTOl CUCTeMbl paccMaTpuBaeTCs C TOYKM 3pPeHWs acnekToB
aAMWHUCTPATUBHOIO ynpas/ieHWsa 3awWwunToii Bceli PyHKUMOHANbHOW cpeabl BOC. MpuBOAUMbBIA HUXKe
nepeyeHb SIBAAETCH TUMMUYHbLIM AN aKTWBHOCTelM, MomajalolWmnx B 3Ty KaTeropui ajMUHUCTPATUBHOIO
ynpas/iieHNs 3aLiMTON:

a) afMUHWUCTPaTWBHOE ynpasieHne o6 e cTpaTerneli 3awuTbl, BKAOYaaA Mogudukaumm n nogaep-
>XaHue COBMeCTUMOCTH;

b) B3auMmofelicTBMe C APYTUMU GYHKLUAMUN afMUHUCTPATUBHOIO ynpaBneHus BOC;

C) B3auMMOfeiicTBME C afMUHUCTPATUBHbLIM YNpaB/ieHNEM yCcayramm u mMexaHu3MaMu 3alunThl;

d) agMuMHUCTpPaTUBHOE ynpaBieHne 06paboTKo cobbiTuii (cm. 8.3.1);

e) agMMHUCTpPaTWBHOE ynpaBneHne aHann3oMm npoueayp 3awuntbl (cM. 8.3.2);

O agMunHMCTpaTUBHOE ynpaBieHWe BOCCTAHOBMEHWEM 3aWwnTbl (cm. 8.3.3).

822 AAMMUMNUCT paT MBMOe ynpaBaeHue ycanyramum 3allunTehl

ALMWUHUCTPATUBHOE ynpaB/eHne ycnyramm 3awmTbl OTHOCUTCA K afMUHUCTPATUBHOMY ynpaB/ieHNto
KOHKPEeTHbIMWU yC/yramMu 3almnTbl. MPUBOAUMbBIA HUXKE NepeyeHb ABAAETCA TUMUYHBIM ANS aKTUBHOCTEN,
BbIMOMHAEMbIX NPU aAMUHNCTPATUBHOM YyNpaBfeHUN KOHKPETHOW YyCNyroi 3awmnTbl:

a) onpefeneHne U NPUCBOEHMUE CPeACcTBa Xenaemol 3alWnTbl NPU 3a4aHHON ycnyre;

b) MpucBoeHWe N nojgepxaHue npasun Bblbopa (NPWM HaNMYMKM anbTepHaTWB) KOHKPETHOro mexa-
HM3Ma 3aWunTbl, UCMONb3YEMOro 418 0becneyeHNa 3anpallnBaeMoi yCnyru 3awuTbl:

C) cornacoesaHue (0KanbHOe WU yfaNleHHOE) AOCTYNHbIX MeXaHW3MOB 3allUTbl, TpebyoLWwmnx npeg-
BapUTeNbHON HACTPOMKMN afMUHUCTPATUBHOIO yNpasB/eHuUs;

d) npuBneyeHWe KOHKPETHbIX MeXaHW3MOB 3alWUTbl 4Yepe3 COOTBETCTBYHOLWYIO (YHKLWIO agMUHU-
CTPaTUBHOIO yNpaB/ieHUss MexaHn3MaMu 3alnTbl, Hanpumep, 418 obecnevyeHUs agMUHUCTPaTUBHO-Ha3Ha-
YaemblX YCNYT 3alinThbl;

e) B3auMofelicTBMeE C APYrMMUN GYHKLUAMU afMUHUCTPATUBHOIO ynpaBaeHns ycayramm n MexaHus-
MaMu 3awmnThbl.

823 AAMUHNCTpPAaTMUBHOE ynNnpaBNeHUEe MexXxaHMU3IMaMU 3aWNTBbI

ALMWHNCTPATUBHOE yNpaBJ/ieHNne MexaHu3Mamu 3awmnTbl OTHOCUTCA K afMUHUCTPaATUBHOMY yrnpas-
NEHUI0 KOHKPETHbIMW MexaHu3Mamu 3awutbl. Cneaylowunin nepeyeHb YHKLUWUA agMUHUCTPATUBHOIO
ynpaBfeHUa mMexaHu3Mamy 3alWmnTbl ABASETCA TUMUYHBIM, HO He UCYePNbIBAOLWNM:
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a) afjMUHWUCTPaTWBHOE yrnpaB/eHNe KI4amu;

b) aAMUHUCTpPaTUBHOE ynpaB/ieHne WUhpPoBaHNEM;

C) agMWHWUCTPaTUBHOE ynpaBneHne LUMPOBOA NOANUCHIO;

d) agMUHWUCTpPaTWBHOE ynpasBieHne JOCTYNOM;

e) aAMWHUCTPaTUBHOE ynpaBneHne LeNoCTHOCTbIO flaHHbIX;

1) agMuHUCTpaTMBHOE ynpaBneHne ayTeHTUMKaLWeil;

g) agMUHUCTpPaATWBHOe ynpaBsJieHUe 3ano/iHeHMeM Tpaduka;

h) agMuHWUCTpaTMBHOE ynpaB/iieHWe mMaplupyTusaLlmei;

j) agMMHMCTpaTMBHOE ynpasieHne HoTapusayue;

Kaxpaaa n3 BbllenepeyncneHHbiX GYyHKLUNIA aMUHUCTPATUBHOMO ynpasaeHna MexaHu3Mamu 3almnTbl
6onee nogpo6Ho paccmoTpeHa B 8.4.

8.2.4 3awunTta agMMUHUCTPaAaTUBHOrNro ynpasneHua BOC

3awmnta Bcex PYHKUMI agMUHUCTPATUMBHOro ynpaBneHns BOC u o6bmeHa nHpopmaunein agMUHN-
cTpaTMBHOro ynpasneHnsa BOC sBNsieTCS BaXHOW COCTaBHOW 4acTbio 3awutel BOC. 3Ta Kateropus
aAMWUHUCTPATUBHOIO ynpaBneHUsa 3aWnToNn noTpebyeT COOTBETCTBYHOLLEr0 Bbibopa BbllenepevyncneHHblX
ycnyr u mexaHun3moB 3alwuTtbl BOC ¢ uenbio o6ecneyeHmns agjeKBaTHOM 3aWlMThl NPOTOKOM0B U MHopMaLuu
afMUHUCTPaTMBHOro ynpasnaeHnsa (cm. 8.1.5). Hanpumep, o6MeH AaHHbIMWU MeXAY IOTMYECKUMUN 06beK-
TamMn agMUHUCTPATUBHOIO yNpaB/ieHNA C UCMNONb30BaHNEM UHMOPMAaLUOHHON 6a3bl afMUHUCTPATUBHOTO
ynpasfieHus, B o6uiem criyyae, noTpebyeT HEKOTOPOW POpPMbI 3aLUThI.

8.3 KOHKpeTHble aKTUBHOCTN aAMWHUCTPaATUBHOIO yNpasBfeHUsa 3aliuTOl CUCTEMBI

83.1AgMMHMCTPAaTUBHOE ynpaBneHne o06paboTKON Cco6GLITUNI

ACMeKTbl afMUHUCTPATUBHOIO ynpaBneHns o6paboTKoi cobbITUA, pacno3HaBaeMblx B BOC. npeg-
CTaB/IAOT C060M YAATEHHYIO BblAady CO06LWeHNI 06 04EeBUAHBIX MOMbITKAaX HapyLeHUs 3aWnTbl CUCTEMbI
N N3MEHEHWMN AONYCTUMbIX 3HAYeHWUW, UCNOMb3YeMbIX 1A peanusauumn pe3ynbTaToB 3TUX COO6LLEHUIA 06
owmnbKax.

832 AfJMMUHMCTpPaTNBHOE ynpaB/eHWe aHanNnuM3oM nNpouefyp 3aWUThbI

AQMUHUCTPATUBHOE YNpaB/ieHWe anaTUTOM NpoLeyp 3awuTbl MOXeT BK/OYaTb cnefytowne GyHKLnu;

a) BbIGOp cO6bLITUI, Noanexalw,mx perucTpaumm n/mnu yaaneHHomy cbopy;

b) paspelieHue 1 3anpeLieHne perucTpanmy B CUCTEMHOM XYpHane faHHbIX OTC/eXNBaHUA 3allunThbl
Bbl6paHHbIX COObLITUI;

C) yAaneHHbI c60p BbIGpPaHHbLIX 3anuceli aHanm3a nNpoueayp;

d) nofgrotoBka 0T4eTOB 06 aHanu3e npoueayp 3awuThbl.

833 AgMUMUHMNCTPATNUBHOE ynNnpaB/ieHMe BOCCTAaHOB/IeHMWEM 3aWUNTB.bI

AQMUHUCTPaTMBHOE yNpaB/ieHWe BOCCTAHOB/IEHWEM 3alUUTbl MOXeT 0XBaTbliBaTb C/leAyloLline PyHK-
Lum:

a) obcnyxxmBaHWe NpaBu pearnpoBaHUA Ha peanbHble AW MpejnonaraemMmble HapyLleHUA 3awWwuThi:

b) yAaneHHas Bbljaya CO06LLeHUA 06 04EBUAHbIX HAPYLIEHUAX 3alWNTbl CUCTEMbI;

C) B3aMMOfeincTBUA afMUHUCTpPATOpPa 3alIUThI.

8.4 ®YHKUMUWN aMUHUCTPATUBHONO yrnpasBieHNs MeXxaHM3mMamu 3awnTbl

841 AAMUMHNCTPATMUBHOE ynpaB/leHWe KAwYaMmn

ALMUHNCTPATNBHOE YNpaBieHUe Kn4yamum MOXeT 0XBaTbiBaTb ciegytolwine QyHKLUN:

a) reHepauus COOTBETCTBYIOLWMNX KNOYel B COM3IMeEPUMbIe C TPebyeMbIM YPOBHEM 3alUTbl MHTEPBanbI
BpPEMEHU;

b) onpejeneHne B COOTBETCTBUM C TpebOBAHUAMMW K yrnpaBieHUO AOCTYMNOM TeX N10rMyecknx o6bek-
TOB. KOTOPbIE AO/IKHbI MOMYUYUTb KOMUIO KaXXA0ro Kiwua;

c) obecrneyeHMe 3allMLLeHHOM AOCTYNHOCTU UK pacnpejeneHNs K/to4eldh No 3anpocam 06beKTOB B
peanbHOI OTKPbLITOM cUcTeMe.

Mpegnonaraetcs, YTO HeKOTOpble (YHKUUW agMUHUCTPATUBHOINO yNpaBneHWs Kal4vaMu [OSDKHbI
OoCyL,ecTBNATLCA BHe (YHKUMOHanbHON cpeabl BOC. Cioga OTHOCMTCA (M3nMyecKoe pacnpefeneHue
KnoYeli foBepuTebHbIMWU MeTOAaMU.

O6MeH pabounmMu KAKOYaMU, UCNONb3yeMbIMY BO BpeMS AeiCTBMA accoumaunmu, ABnseTca Hopmanb-
HOW (hYHKLMENn YypOBHEBOIr0o MPOTOKOMa. Bbibop pabounx KAwueit MOXeT TakXe OCYLLecTBAATLCSA MNOCPea-
CTBOM fAocTyna K LEeHTpy pacnpefefieHMs KAlOYeid uau nyTeM MpefBapuTeNnbHOro pacnpejeneHns uyepes
NPOTOKONbI aAMUHUCTPATUBHOIO YNpaHneHus.

842 AQMMNHNCTPaAaTMBHOe ynpaB/lleHMe WUHPOBaAaHUEM

ALMUHUCTPATUBHOE ynpas/eHne WN(HPoBaHMEM MOXET BKAOYaTb cnegyouime pyHKUUN:

a) B3auMOCBA3b C aAMWHUCTPATUBHBLIM yNpaBieHUEM KlUYamu;
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b) ycTaHOB/NEHUe KpUNTOrpapuyecknx napameTpos;

C) KpunTorpadguyeckas CUHXPOHU3ALUS.

Hanuuve mexaHusma wugpoBaHua npennonaraet NCNoAb30BaHWE afMUHUCTPATUBHOIO ynpaBieHns
Knwo4dyamum un OﬁLIJ'I/IX MeTo40B 06paLL|,eHI/IH K KpI/II'ITOFpa(bI/I'-IeCKVIX anropunTmam.

CTeneHb M36upaTenbHOCTM 3alWINTbI, 06ecneymBaemasn WuhpoBaHmem, onpegenserca TeMun nornyec-
KUMW 06beKTamMun BHYTPU DYHKLMOHaNbHON cpefbl BOC. KOTOPbIM NMpUCBaNBAalOTCSA He3aBUCUMble KOUU.
3T0, B CBOK o4vepefb, onpefensercs, B 06U,eM cnydyae, apXMTeKTypoli 3allnTbl U 0CO6GEHHO MEXaHW3MOM
aAMWUHUCTPATUBHOIO yNpaBneHNa Kalyamu.

O6Lwei ccblnkoi AnA KpI/II'ITOFpaQ)I/I'-IeCKI/IX aJiTOPUTMOB MOXET CNIYXWUTb UCNO/1Ib30BaHMe COOTBETCT-
BYIOLLEro perncTpa Kpuntorpapuyeckux anropuTmMoB UNM MNpeaBapuUTesIbHOE COrfacoBaHWe MeXay noru-
YeCKMMMN 06BbeKTaMU.

843 AgMMUHUNCTpPaTMBHOE ynpaBneHWe LUPPOBOKW NOANUCHIO

AQMUHUCTPaATUBHOE yNpaB/ieHWe LMPPOBOA NOANMCHIO BKAOYAET caeaylowme QYHKLNUN:

a) B3aMMOCBA3b C afMUHUCTPATUBHbLIM yrpasB/eHUEeM Koyamu;

b) ycTaHOBNeHWe KpunTorpauyecknx napameTpoB 1 anropuTMOB:

C) MCnonb30BaHMe NPOTOKOAA MeXAY CBA3aHHBIMW NOTUYECKUMWN 06BbEKTaMU, a BO3MOXHO, U TPeTbel
CTOPOHOIA.

Mpumcyamnune—BobLem cnyyae cywecTByeT 60/bLUAA aHANIOTUSA MEX/TY aAMUHUCTPATUBHbLIM YNPaB/eHNEM
LMpoBoO NOAMNUCHLIO U LWNGHPOBAHNEM.

844 AgMMNHMCTPATNBHOE ynpaBleHWe [JOCTYNOM

AQMWHUCTPaTWBHOE YynpaB/ieHWe [JOCTYNOM MOXeT MpejycmaTpuBaTb pacnpejenieHne atpubytos
3aWuTbl (BKAOYasA naponu) uam MogudukKaumm CNUCKOB ynpas/ieHUsA JOCTYNOM WAW CMUCKOB BO3MOX-
HocTeli. OHO MOXeT TakKXe npefycMaTpuBaTb MCNONb30BaHWE MPOTOKOAA MEXAY B3auMOAeliCTBYOLWUMHN
NIOTMYECKUMU 06BbeKTaMU U APYTrUMU IOTMYECKUMUN o6beKTaMu, obecneymnBaloWMMmM YCNyru yrnpasieHns
[OCTYNOM.

845 AOMUHMNCTPAaTMBHOE ynpaB/fieHUEe LEeNOCTHOCTbI [JaHHBLIX

ALMUHNCTPATUBHOE ynpaB/ieHNe LeNOoCTHOCTbIO JaHHbIX MOXET BK/OUaTb Clefylolmne QyHKLUN:

a) B3aMMOCBA3b C aAMWUHUCTPATUBHbLIM YNpaBneHNeM K/l4vamu;

b) ycTaHoBMeHUe KpunTorpahuyecKkMx napameTpos 1 asiropuTmos;

C) MCNOoMb30BaHWe NPOTOKONA MeX/Jy B3aMMOAeNCTBYIOLWMMN NOTUYECKUMUN 06bEKTaMN.

MpumevyaHune —Mpy MCMOML30BAHUN KPUNTOrpaPuyecKMx MeToAo0B A1 06ecneveHns LenoCTHOCTU faH-
HbIX CYLLeCTBYeT 60/IbLIas aHaNornusa Mexay afMUHUCTPaTVBHbLIM YrNpas/ieHNeM LIeNIOCTHOCTbIO AlaHHbIX 1 LIngpoBa-
HMeM.

846 AgMUHMCTPaTMBHOE ynpaBfneHWe ayTeHTudhpukauune

AQMUHUCTPaTUBHOE yrpaB/ieHWe ayTeHTUMMKaLMeld MOXeT npejycmarpuBaTb pacrnpejeneHune onu-
caTeNbHON WHMOpMaunK, naponeil unm kKnw4yel (C MCNOMb30BAHMEM afMWUHUCTPATUBHOMO yrnpaBneHUs
KN4amMun) mMexpay nornyecKMmMu obbekTaMmu, 3anpalimBaemMblMu 418 BbINONHEHUA ayTeHTUdUKayuun. OHoO
MOXeT Takxe BKJ/OYaTb WCMNONb30BaHWe MPOTOKONA MeX[Jy CBA3AHHbIMW NOrMYecKUMM 06beKTamu U
APYTMMW NOTNYECKMMU 06beKTaMun, NpefocTaBNALWMUMMN YCNYTrn ayTeHTUhNKaLnu.

847 AgMMHMCTPAaTMBHOE ynpaBfeHWe 3anonHeHumem Tpaduka

ALMUHUCTPATUBHOE YyMnpas/ieHWe 3amnojiHeHWeM rpaduka MOXeT npejycMaTpuBaTb MofjfepxxaHue
npasua, UCNoNb3yeMblX ANA 3anofiIHeHUA Tpauka. Hanpumep, OHO MOXeT BK/YaTb crejyowue PyHK-
uun:

a) npegBapuTeNbHOe yCTaHOBJ/IEHWe CKOPOCTel nepefayn faHHbIX;

b) ycTaHOB/IeHMWe MPON3BO/IbHbIX CKOPOCTE/ Mepefayun AaHHbIX;

C) yCTaHOB/eHUWe XapaKTepUCTUK CO06LLeHN I, TaKNX KakK ANHA, U

d) usmeHeHue cneyndmKaynm, BOSMOXHO, B 3aBUCMMOCTU OT BPEMEHU CYTOK U/UNWN AHA Hefenn.

848 AfMMUHUCTpPaTMBHOE YynpaBneHWe MapwpyTusauuen

AQMUHUCTPATUBHOE yNpaB/eHne MapLLpyTusaLmeli MoXeT 0XBaTbiBaTb ONpejesieHne 3BeHbeB JaHHbIX
UNN nojceTeil, KOTOPble CUYMTAOTCA 3alULWEHHBIMW WAN [OCTOBEPHLIMU OTHOCUTENIbHO KOHKPETHbIX
KpuUTepues.

849 ALMUMHMUCTPAaTMBHOE YynpaBneHWe HoTapusauueim

AQMUHNCTPATUBHOE yrpaB/ieHne HoTapusaumneil MoXeT BK/OUYaTb crejyouime QYyHKLUK;

a) pacnpegeneHve MHpopmaLum 0 HoTapuycax:

b) Mcnonb3oBaHWe NPOTOKOMA MeX/Jy HOTapuycom M B3auMOAeACTBYWOLWNMKU 06beKTamu:

C) B3aMMOfeiNCcTBUE C HOTApMUyCcoM.
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MPNNOXEHWE A
(cnpaBoyHoEe)

O6wue NPUHLUMNbI NOCTPOEHMSA 3aWnTbl B paMmkax BOC

A.1 OCHOBHbIe NONOXeHNsA

[laHHOe NpUNoXeHNe COAEPXKUT:

a) uHdopmauuio o 3awmte BOC. npefHasHauyeHHY NS ONpejefieHns HeKOTOPbIX MepcrnekTUB pasBUTUA
HacTOALLEel0 CTaHAapTa;

b) 06LIMe HANOXEHWUSI NO apXUTEKTYPHbIM MPUMEHEHNAM PasfIMYHbIX CPEACTB 3alUTbl 1 TPe6oBaHWU K HUM.

3awmnTa B (hyHKUMOHaNbHOW cpese BOC npeacTaBnseT co6oli kak pa3 OAMH M3 acnekToB 3awmTbl 06paboT-
Ku/vepefaun gaHHbIX. 18 obecneveHns ahheKTUBHOCTY CPEACTB 3alMThbl, UCMNOMb3YeMbIX B PYHKLIMOHATBLHOW cpefe
BOC. He06X0ANMMO Ha/Mumne NoALePXKMBAKOLLNX CPeACcTB, Haxoasawmxes BHe BOC. Hanpumep, nHgopmauus, nepega-
BaeMas Mexfy cuctemamu, MOXeT 6bITb 3aluM(pOBaHa, HO. eC/IM Ha JOCTYMN K camMVMM cucTeMam HC 6yfeT HanoXeHo
HMKaKMX (hM3NYEeCKUX OTPaHWYEHWUA 3alunThl, LINPOBaHME MOXeT OKasaTbcsA 6GesycnewHbiM. Kpome Toro, k BOC
OTHOCUTCS TOMbKO B3aMMOCBA3b cucTeM. [ns obecneveHns 3apPeKTUBHOCTU CPeACTB 3awmnTbl BOC. OHM [OMXKHbI
MCMoMb30BaTbCA COBMECTHO CO CPeACcTBaMM, HC BXOAALWMMM B 0651aCTb pacnpocTpaHeHns BOC.

A.2 TpeboBaHuA K 3aLiuTe

A2.1YTo NoHMMaeTCcs Noj 3awWMTOn?

TepMUH «3awyUTa* 1CNob3yeTcss B CMbIC/IE MUHUMMU3ALUN YA3BUMOCTN CPeACTB U pecypcoB. J1060e cpefcTBO
06nafaeT Kako-nnmbo LeHHOCTbIO. YA3BMMOCTb — 3T0 HeKasi €N1aboCTb, KOTOPYHO MOXXHO MCMOMb30BaTb /1 Hapylue-
HUS CUCTEMbI UK COoAepiKalLlelica B Hell MHopMaL M. Yrpo3a — 3T0 NOTEHLManbHO BO3MOXHOE HapyLLUeHWe 3aLlnTbl.

A22 O60CHOBaHHE 3aWMWUTbl B OTKPbITbIX cCUCTemMax

MexayHapoaHas opraHusaumsa no craHgaptusauun (MCO) npusHana Heobxoammoli paspaboTKy cemelicTBa
CTaHAapTOB, 06ecneynBaloLLMX 3aLLUTY B paMKax apXUTeKTYpPbl B3aMMOCBS3M OTKPbIT bIX CMCTeM. Takas He06X0ANMOCTb
06ycnosneHa cnegyoWwmMy NpudMHamm:

a) yBe/IM4YeHVeM 3aBUCMMOCTW 06LLeCcTBa OT BbIYMCAMTE/bHbIX MalUWH, KOTOpble AOCTYMHbI Yepe3 KaHa/lbl
nepefayn gaHHbIX UM B3aMMOCBA3aHbl 3TUMMW KaHanammn 1 KOTopble TPEBYIOT HaMUUS 3almTbl OT pasfiMyHbIX Yrpos;

b) MOSIBNEHVWEM BO MHOFMX CTpaHax 3aKOHOB HO «3alluTe AaHHbIX», KOTOpOe 06s3biBaeT MpousBofuTeneli
AEMOHCTPUPOBATh Lie/IOCTHOCTb U YaCTHYIO MPUHAAIEXHOCTb CUCTEMbI;

C) >XKenaHweMm pasfiMyHbIX OpraHM3aunini ncnonb3oBaTb cTaHfapTbl BOC, pacluvpsemble Npyu Heo6XoAMMOCTH,
npu CO34aHNN CYLLLECTBYIOLLMUX M MAaHMpyeMbliX Ha 6yayliee 3aKpbiTble CUCTEMbI.

A23 YTo nopgnex ut 3awmre?

B obuiem cnyyae 3awmTe Nognexar cnegytoliie KOMMOHEHTbI:

a) uHhopmaumMa 1 faHHble (BK/IOYas MporpaMMHoe obecneveHue U OTHOCALLMECH K CPeAcTBaM 3aluThbl
naccuBHble AaHHble, TaKMe Kak rnaponu);

b) ycnyru nepegayn n 06paboTKu faHHbIX;

c) obopypoBaHue U CpefcTBa.

A24 Yrposbl

Yrpo3bl cucTeMe Mmepefjayn AaHHbIX 03HAYAlOT criedytoLLee:

a) paspyLueHune nHgopmalmm n/munn apyrux pecypcos;

b) MCKaXeHVe Uanm MoAMMUKaLMIo MHopMaLmmn:

C) XulieHWe, yaaneHue Uamn noTepro H«|[lopMaHum n/mnu gpyrux pecypcos:

d) pacKpbiTue MHGpopMaLuu;

C) npepbliBaHWe 06CNYXNBaHNUSA.

Yrpo3bl MOTYT KnaccuuUmMpoBaTbCs Ha ClyyaiiHble ¥ nNpejHamMepeHHble U MOTYT 6bITb aKTUBHBIMW U NacCuB-
HbIMU.

A.2.4.1 CnyuvaiiHble yrpo3sbl

CnyuvaliHble yrposbl —3T0 TC Yrpo3bl, KOTOpble BO3HWKAKT HenpefHamepeHHO. [pumMepamu peanbHbIX
cy4aliHblX Yrpo3 MOryT CAY>XWUTb 0TKasbl CUCTEMbI, OMepaLMOHHbIe Fpybble OLWNOKN 1 OWMGKN B NPOrpaMMHbIX
KOMM/IEKTax.

A.2.4.2 TlpegHamepeHHble yrposbl

MNpeaHaMepeHHble yrposbl MOryT 6bITb Pa3/IMYHbLIX BUAOB: OT HEOPEXHOK aHann3a, UCMO/b3YILWE Nerko
[OCTYMNHble CpefcTBa YNpaB/eHUs, 10 U30LLPEHHbBIX BTOPXEHUIA C MCMNOMb30BaHWEM creLnanbHbIX CBEeH NI 0 cUCTeMe.
Peanusyemas npegHamepeHHas yrposa MoXeT pacCMaTpuBaTbCS KaK «BTOPXKEHME».

A.2.4.3 TaccuBHble yrpo3sbl

K naccvBHbIM yrpo3am 0THOCATCA Te, KOTOpble MPY UX peanunsaummn He NPUBOAAT K KaKoi-116o mogndukauum
N 6o nHopmaumn, cogepxkallenca B cuctcmc(ax), n rge pabora U COCTOSAHME CUCTEMbI HC M3MeHATCA. Vcnonb-
30BaHMe MacCMBHOrO MepexeaTta Ansa aHaau3a MHMopmMauumn, nepejaBaeMoli HO KaHanam CBS3W, NpeAcTaBsiseT coboii
peanusauuio NacCUBHON yrposbl.

A.2.4.4 AKTWUBHbIE yrpo3bl

AKTVBHbIE Yrpo3bl CUCTEME 03HAYaT M3MeHeHMe MHopMaLUK, cofepiKalleiica B cucTeMe, MM60 U3MEHeHUA
COCTOAHNA UNKN paboTbl cucTeMbl. MPUMEPOM aKTMBHOW Yrpo3bl CAY>XUT YMbILLIEHHOE U3MeHeHne Tabnuy, MmapLupy-
TU3aLMn CUCTEMbl HCNATHOMOYHbIM M0/Ib30BaTe/NeM.
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A.25 HekoTopble KOHKPEeTHble BUAbl BTOPXeHWUI

HwxKe KpaTKo pacCMOTPeHbl HEKOTOPble U3 BTOPXEHWiA, CreumnanbHO Kacalolnxes PYHKLWOHaNbHOW cpefpl
nepegayn/o6paboTKu AaHHbIX. B nocnegytolwmx pasgenax BCTPeYAKOTCA TEPMUHBI «MOSHOMOYHBIA* U «HEMOMTHOMOY-
Hblli». «[MonHOMOYMe» 03HaYaeT «npefocTaB/eHNe Npas». Takoe onpegeneHve nogpasyMeBaeT ABa acneKkra: paccMar-
pvBaemMble Npasa SBASIOTCA NpaBamMy Ha BbIMO/IHEHWE HEKOTOPOI aKTMBHOCTU (TaKoW Kak [OCTYN K AaHHbIM); W 3Tu
npasa NpejocTaB/ieHbl HEKOTOPOMY /I0rMYecKOMYy 00beKTY, areHTy uau npoueccy. Takum 06pa3om, MOHOMOYHOe
noBefieHne ABNseTCA paboyeil XapaKTepPUCTUKON Tex aKTUBHOCTEN, A5 BbIMONHEHNA KOTOPbIX NpegocTaBnsloTea (K
HC aHHyNupytoTcs) npasa. boTcc nogpobHoe onucaHue KOHLeENUUU NoHOMoOYNA npueedeHo B A.3.3.1.

A.2.5.1 MackupoBaHue

MackvpoBaHue VMMeeT MecTo, Korga Kakoun-in6o Normyeckuii o6beKT NpeTeHAyeT Ha TO, YTOObl BbIMNALETb
NoAo06HO APYromMy I0rMyecKomy 06beKTy. MackupoBaHue 06bIYHO UCMO/b3YeTCst COBMECTHO C HEKOTOPbLIMU ApYrMU
thopMamu aKTVBHbIX BTOPXEeHW, 0CO6eHHO, C BOCNPOM3BEeHNEM 1 MoantUKaLlmeli coobLieHnii. Hanprmep, nocne
TOro0, Kak nmMena MecTo AeiiCTBUTeIbHAasA NOC/ef0BaTe/IbHOCTb ayTeHTU(MKALUW, MOTYT b6bITb NepexsaydeHbl N BOCMPO-
n3BefieHbl Apyrve nocnefoBaTe/lbHOCTW ayTeHTUUKaLUW. MOAHOMOYHbIA TOrMYecKmnii 06beKT, obnajarownii He6ob-
LLIMM YMCNOM MPUBUIIErNIA, MOXET MCMO/b30BaTb MacK/POBaHUe A4/18 NONyYeHUs AOMONHUTEIbHbIX NPUBUNErNT NyTeM
MCMOSTHEHNA POIN JIOTUYECKOro 06beKTa, UMEIOLLLEero Takue npuBuieruu.

A.2.5.2 BocnpowussegeHue

Bocnpon3ssegeHne NponcxXoauT, Korja coo6LieHre WAN 4acTb COOGLLEHNA MOBTOPSAETCA C LeSIbio MoyYeHns
Herno/IHOMOYHOr 0 pesynbTarta. Hanpumep, AeicTBUTeNbHOE CO06LLEHME, CoAepiKaLliee MHhopMaL Mo ayTeHTUUKaLuu,
MOXeT 6bITb BOCMIPOW3BEAEHO APYrMM SIOTUYECKMM 06BEKTOM Ans TOro, YTobbl 3adBUTb O CBOE MOAJMHHOCTU (Kak
Yero-To TaKoro, Yero HC CyLLeCTBYeT),

A.2.5.3 Moaudukaums coobLLeHWiA

Moauntukaums coobLLeHNn NPoOMCXoAUT, KOrga NPOUCXOAWUT HeobHapyXmBacMoe W3MeHeHWe COLepPXUMOro
nepefayn, v NPUBOAUT K HEKOTOPOMY HeEr/IHOMOYHOMY pesy/ibTaTy, KaK. Hanpumep, B Ciy4ae, Korfa coobLyeHue
«Pa3pewnTb "KoHy CMUTY' cuMTaTb CEKPETHbIN (halin 'cyeTHble AaHHbIE'» 3aMeHseTca Ha cooblleHne «PaspelnTb
"®peay BpayHy' cuMTaTb CEKPETHbIA (haiin “'cUeTHbIe JaHHbIe™.

A.2.5.4 OTKOHEHWe ycnyru

OTK/I0HEHWE YCyry MPOUCXOAWT, KOT/a SIOFMYECKNA 06beKT HECMOCO6EH BbINOMHATL CBONCTBEHHbIE eMy (PYHKLWM
WM OH [elicTBYeT TakMMm 06pasom, YTO MPensaTCTBYeT APYrMM SIOMMUYECKUM 06beKTaMm BbIMOMHATL CBOWCTBEHHbIE UM
(hyHKLMWU. Oro BTOPXKEHME MOXET ObITb BCEOOLLVM, €C/IM IOTNYECKMNiA 06BbEKT MoAaBAeT nepeady BCeX COO6LLEHWNIA, nn
OHO MOXET UMeTb KOHKPETHYIO Lie/lb, eC/Iv SIOTMYECKNA 06beKT MoAaBnsieT nepegady Beex COO6LLEHWI, nanpaaTsieMbix B
CTOPOHY KOHKPETHOrO NonyyaTtens, B Ka4yecTBe KOTOPbIX MOXET 6bITb yC/lyra NpoBepKN 3allnTbl. OTO BTOPXKEHUE MOXET
BK/IOYATb Nogas/ieHMe TpadnKa, Kak onnucaHo B JaHHOM MprIMepe, WM MOXET FreHepupoBaTh JOMOHUTENbHbIN TpaduK.
Bo3moxHa Takxke reHepaumsi CoobLueHuiA, NpefHasHayYeHHbIX AN HapyLleHUs paboTbl CeTU, 0CO6EHHO CeTW CeTb UMeeT
pelpavcnauvoltlblc nornyeckne 06beKTbI, KOTOPble MPUHUMAOT peLleHus 0 MapLupyTu3auuM Ha OCHOBE OTYETOB O
COCTOSIHWM, NOMYYEHHbIX OT APYTUX PETPAHCAALMOHHbIX TOMMYECKMX 00bEKTOB.

A.2.5.5 BHyTpeHHMe BTOP>KEHNSA

BHYTpeHHMe BTOPXEHUS MPOMCXOAAT, KOT/Ia YNOSIHOMOYEHHbIE M0/b30BaTe/Ii CUCTEMbI BefyT cebsl HenpejHa-
MEpPEHHbIM U/ HCMOTHOMOYHbIX! 06pasoM. Hanbonee WMPOKO pacnpocTpaHeHHOe HapyLleHre paboTbl BbIYNCAUTENb-
HOW MaluMHbI nogpasyMeBaeT BHYTPEHHME BTOPXXEHUS, KOTOPble KOMMPOMETUPYIOT 3awuTy cuctembl. K ncnonbaye-
MbIM MeTOfaM 3alinTbl OT BHYTPEHHUX BTOPXKEHWUW OTHOCATCS CNefyloLme:

a) TlaTeNbHas NPoBepKa MepcoHana;

b) TLlaTe/IbHOe UCC/ef0BaHNe annapaTHoro 1 NPorpamMMHoro obecneveHus, cTparteruy salnTbl U KOHpUrypa-
LM cucTeMbl C TakKol CTeMeHbld rapaHTuu, KoTopas obecrneymna 6bl MX MpaBUIbHYHO Pa6oTy (Tak HasbiBaemas
[loBepuTeNbHas MYyHKLMOHAIbHOCTD);

C) [JaHHble OTCNeXNBaHUA, NpejHasHa4eHHble 415 NOMbILIETLLA BEPOATHOCTU 06HapPY>KeHNSA NOJ06HbIX BTOPXeE-
HUA.

A.2.5.6 BHelUHVe BTOP>KEHNS

BHeLLHMe BTOPXXEHWUA MOTYT UCMOMNbL30BaTh CNedytoLne MeToAbI:

a) MoAcOoefMHeHNe K IMHUN (aKTUBHOE M NacCUBHOE);

b) nmepexsaT U3NyYeHWiA;

C) MacKvpoBaHuWe MoJ MOSTHOMOYHbIX MO/b30BATENeA CUCTEMbI AW MOJ €6 KOMMOHEHThI;

d) 06xo04 MexaHW3MOB ayTeHTU(UKALUN UNN YNPHATCHUA [OCTYMOM.

A.2.5.7 «J1azelika»

Korga normyeckmnii 06beKT CUCTEMbI M3MeHsIeTCA TakuM 06pa3oM, YTO OH paspeLuaeT HapyLUUTe0 NPou3BecTH
HCMO/THOMOYHOC BO3/eiCTBMe NM60 Ha KOMaHAy, NM60 Ha 3apaHee onpejesieHHoe cobbliThe, N1M60 na nocnegosaTeslb-
HOCTb Takux cobbITWIA, pe3ynbTaT 3TOr0 AENCTBMA paccMaTpuBaeTCa Kak BTOPXeHWe Tuna «naselika*. Hampumep,
ayTeHTU(UKaLMA Napons MOXeT 6bITb M3MeHeHa TakuM 06pa3oM, 4To6bl [OMOTHUTENbHO K 06bIYHbIM AeliCTBMAM
nposepsiacb NPaBWILHOCTb Napoas HapyLnTens.

A.2.5.8 «TpPOSHCKNIA KOHb»

MNpn BBEAEHWN B CUCTEMY BTOPXEHME TUNa «TPOSHCKUI KOHb® B OMOSIHEHWE K ero MOTHOMOYHBLIM (YHKLUSAM
nosly4aeT HEKOTOPbIe MeMONHOMOYHbIe YHKL MK, [leficTBNEe peTpaHCNsATOpa, KOTOPbI KONMPYeT COO6LLEHNS Takoke 1
B HEMoJIHOMOYHble KaHaslbl, NPeAcTaB/iseT co60i BTOPXKEHME TUMNA «TPOAHCKUIA KOHb».
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A.26 OueHKa yrpos, cTeneHW pucka W Mep NpoTUBOJeNCTBUSA

CpefcTBa 3alMTbl 06bIYHO MOBbILIAT CTOMMOCTb CUCTEMbI W MOTFYT YC/IOXHUTb Ce UCMoNb3oBaHue. oaTomy
nepes paspaboTKol CUCTEMbI 3alLWTbl HEO6XOAMMO OMpPeAeUTb KOHKPETHbIE YIpo3bl, 0T KOTOPbIX TPebyeTca 3alunTa.
Takas crneun@uKauns M3BeCTHA Kak OLeHKa yrposbl. CucTema ys3BuMa no MHormx! napameTrpam, 0fHaKo TO/bKO
HEKOTOpbIe M3 HUX UCMOMb3YITCA, MOCKO/IbKY HapyLLUTeb 06/1afaeT OrpaHUYeHHbIMU BO3MOXHOCTAMW UK NOTOMY
YTO OCTUraeMble pesynbTaTbl He OMpPaBAbIBalOT ero YyCUInin n pucka 6bITb 06HaPYXeHHbIM. X0TS feTanusaums Lenei
OLIEHKW Yrpo3bl HC BXOAMUT B NpeAmMeT PacCMOTPEHWUS JaHHOTO MPUIOKEHNS, B 06LLMX YepTax Takue OLEHKN BK/IHOYAOT
B cebn:

a) NOeHTUPUKaLMIO YA3BUMbIX MECT CUCTEMbI:

b) aHann3 BepOATHOCTW Yrpo3, HanpasB/eHHbIX Ha UCMOMb30BaHNEe TaKuUX YA3BUMbIX MECT;

C) OLEHKY MOCNeACTBUSA YCMELIHOr0 BbINO/HEHNS Yrpo3bl;

(1) oLEeHKY CTOMMOCTM KaXK[0ro BTOPXKEHUS;

C) aHann3 CTOMMOCTU BO3MOXHbIX Mep MPOTUBOAEACTBUS;

O BbIOOP Y0BNETBOPUTESIbHBLIX MEXaHW3MOB 3aLlnTbl (BO3MOXHO MyTeM UCMO/1b30BaHWA CTOMMOCTHOIO anasunsa
nosly4YaemMbIX BbIrOf).

HeTexHUYCCKNC CPeAcTBa, Takue Kak CTpaxoBaHWe, MOFYT C/IYXUTb 3KOHOMUYHLIMU a/ibTepHaTUBaAMN TeXHU-
YeCKMX CpefcTB 3alnTbl. CoBeplleHHas TeXHU4YecKas 3alliuTa, Tak Xe Kak U CoBeplueHHas (u3nyeckas 3aliuta
HeBO3MOXHbI. [103TOMY 3aa4a COCTOUT BAOCTVXXEHUN TOFO, YTO6bI CTOMMOCTb BTOPXEHWS 6bl1a 4J0CTaTOUHO BbICOKO
AN YMeHbLUEHNS CTeNeHn pucka [0 NPUemMseMblX YPOBHEN.

A.3 CrtpaTterns samTbl

B gaHHOM pasfiene paccMaTpuBaeMcs CTpaTerns 3awmTbl, B TOM Yuc/ie He06X0AUMOCTb B MOAXOAALLEM Oonpefe-
NIEHUN CTpaTermm 3allimnTbl, ee posib. \ 1eToAbl UCMOIb30BaHNA CTPATErm 1 Ce YTOUHEHME NPUMEHNTEIbHO K KOHKPETHbIM
cuTyaumam. 3TM NPULLNTLI 3aTeM MOTyT ObITb NPUMEHEHbI K cUCTeMaM Nepefayn faHHbIX.

A3l Heo6xoaumoCcTb W Ha3HauyeHWe CcTpaTernuu 3awWnUThbl

Bcs 0651acTh 3alLMTbl CNOXHA UM TPYAHO peanusyema. JS1t060li B pasyMHbIX npegenax MoHblii aHanv3 npueegeT
K 06eCKypaxKuBaroLLeMy MHOXeCTBY nogpobHocTeil. [Npuemnemas cTpaTermsi 3aluTbl JO/DKHA CKOHLEHTPMPOBaTb
BHMMaHME Ha Tex acrnekrax CUTyauuun, KOTOpble AO/HKHbI YUMTbLIBATLCA NMPU PacCMOTPEHUN Ha BbICOKOM YPOBHE
nosHOMOuUMiA. Mo cyLecTBy, CTpaTerms 3allnTbl yCTaHaB/MBaeT B 06X NOHATUAX, YHTOAOMYCTUMO M YTO HEOMYCTUMO
B 0611aCTW 3alWMTbl B NPOLLECCe OCHOBHbIX OMepauuii paccMaTprBaeMoil cucTembl. CTpaTermsi 06bIYHO HC SIBNSieTCA
KOHKPETHOW, OHa MCXOAUT N3 TOr0, YTO ABASETCS Ae/I0M MePBOCTENEeHHON BaXKHOCTU, He ONpefenss BTOYHOCTM, KakKuM
06pa3oM MOXHO JOCTUYb XeaeMbIX pe3ynbTaToB. CTpaTerns 3allnTbl yCTaHaBMBaET HaUBbICLLUWIA YPOBEHb cneLudu-
Kauuu 3almThbl.

A32 lNpumMeHeHNa onpepeneHua ctpaTteruun. Tlpouyecc YyTOUYHeHUA

MocKonbKy cTpaTerns MMeeT [OCTATOYHO 06LLINIA XapaKTep, TO BHaYase He COBCEM SAICHO, KaK MOXXHO COBMECTUTb
Ce C KOHKPEeTHbIX! NpyMeHeHVeM. YacTo Havny4Lunii crnocob JOCTVXKEHMS 3TOF0 COCTOUT BTOM. YT06bI COPUEHTUPOBATL
CTpaTernio Ha ycrewlHoe NPoBeAeHME MNpouecca YTOUHeHWs nyTeM Ao06aBfeHMA Ha KaX[oh ctagumn Bce 60nbLUMX
nogpPo6HOCTE KOHKPETHOro MpUMeHeHNs. [15 BbISICHEHUS HeoOXOAMMbIX AeTaneil TpebyeTcss NOAPO6GHOE U3yyeHVe
061acTn NPUMeHeHNA B CBeTe 06LLEel cTpaTernn. Takoe paccCMOTPeHMe JOMXHO onpefenuTb Npobaembl, BO3HUKaOLL e
13 MOMbITOK HAaN0XeHUS1 YCM0BUI/ Ha CTpaTervio B JAHHOM MpuUMeHeHUW. lpouecc yTOUHeHWs MpuBedeT K HOBOM
yCTaHOBKe 06Lleli cTpaTernm B 04YeHb TOUYHbIX MOHATUSAX, HEMOCPEACTBEHHO BbITEKAIOLLNX U3 AAHHOTO MPUMEHEHUS.
3Ta 3aHOBO YCTaHOB/IEHHaA cTpaTerus obnervyaeT onpeaesieHve eTaneli peanunsauymm.

AJ.3 KoXXnoHC nTbl cTpaTe ruun 3awWwntobl

VimeloTcs fjBa acrnekTa, 0THOCALLMXCA K CYLLeCTBYIOLWMM CTpaTernam 3awmTbl. Oba OHM 3aBUCAT OT NpUHLUMNa
MOSIHOMOYHOIO MOBefEeHUSA.

A.3.3.1 T[lonHomouwne

Bce paccMoTpeHHble Bbllle BUfbl Yrpo3 0XBaTbIBAKOT MOHATUA MOSIHOMOYHOIO 1 HeKassHOMOYHOI O nosefeHuns.
OnpegeneHne CyLLLHOCTM MOTHOMOYMSA OTPaXeHO B CTpaTernn sawntbl. O6Lasa cTpaTerms 3awutbl MOXeT yCTaHaBIN-
BaTb: «MHMOPMAaLMA HC MOXET ObITb NpefocTas/eHa, 6biTb AOCTYNHOW NM60 fonycKaTb BMELLATENIbCTBO U HC MOXeT
6bITb PeCypcoM, MCMO/b3yeMbIM TeMU, KTO HC MMeeT COOTBETCTBYIOLLMX MOMHOMOUMNIA». XapaKTep MOMHOMOYNI Kak
pa3s v onpeAenseT OTANYMA Pa3INYHbIX cTpaTernii. OCHOBbIBAsACb Ha COOTBETCTBYIOLLLEM XapaKTepe NMOTHOMOYUNA, BCe
cTpaTermm MoryT 6bITb MogpasfenieHbl Ha ABa OTAeNbHbIX BuAa: cTpaTernu, OCHOBaHHbIe Ha MpaBunax, U cTpareruu,
0CHOBaHHbIe Ha naeHTUGUKaLmmn. MepBble NUCNOMbL3YIOT NpPaBuia, 0CHOBaHHbIe HA HE60/1bLLOM YKce 06LLI X aTprbyToB
WM KNaccoB YyBCTBUTENIbHOCTUM, KOTOPble WMMEKT YHMBepcanibHOe NpUMeHeHWe. BTopble 0XBaTbIBAOT KpUTepwii
NOTHOMOYMN, OCHOBAHHbI Ha KOHKPETHbIX WHAMBUAYa/bHbIX aTpubyTax. HekoTopble aTpmbyTbl npeanonararoTcs
NOCTOSAHHO CBA3AHHbLIMM C JIOTMYECKUM 06bCKTOM WX MPUMEHEHUS, APYT1e MOryT BPEMEHHO NpucBavBaTbCs 10rnyec-
KOMY 00beKTY (Takne Kak PyHKLMOHANbHblE BO3MOXHOCTWN) W MepefaBaTbCsa APYrum N0ornvecknum obbvektam. MoxHO
TaKxe pasnnyatb afMUHUCTPATUBHO HasHadvacx!ble M fUHaMWYecKn BbliGupaeMble cpeAcTBa MosiHOMoumnii. CTpaTerus
3aWNThl fJO/DKHA ONpefenaTb Te 3/1eMeHTbl CUCTEMHOW 3aluMTbl, KOTOpble BCerga npux|eltHMbl U ocTalTca B cune
(HanpvMep, KOMMOHEHTbI CTPaTeruu, 0OCHOBaHHbIe Ha npasuiax U UAeHTUPUKaALUU NPU UX HAIUHUN) U TC U3 HUX.
KOTOpble NM0Nb30BaTe/b MOXeT BblopaTb 4719 UCMO/b30BAHUSA MO CBOEMY YCMOTPEHWIO.

A.3.3.2 CTpaTerusa 3awmTbl, OCHOBaHHaA Ha WaeHTUpMKaLn

AcneKTbl CTpaTernm 3awuTbl, 0CHOBAHHbIX Ha UAEHTU(PUKAL MM, YaCTUYHO COOTBETCTBYIOT NpUHLUMNax! 3awmnThbl.
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M3BECTHBLIM KaK «Heob6X0AMMOCTb Oro3HaBaHuu». Lienb ee cocTOMT B (huibTpaumm JocTyna K aHHbIM UK pecypcam.
VimMeloTca fiBa OCHOBHbIX PyHAaMeHTa/lbHbIX criocoba peasMsauun cTpaTernii, 0OCHOBaHHbIX Ha WAeHTU(hMKaLUK, B
3aBVMCMMOCTU OT TOr0, COXPaHAETCA /M MHPOPMaLUA 0 npasax Ha JOCTYN MNosydvatesieM WU OHa SBSETCA YacTbio
JaHHbIX, KOTOpble JO/MKHbI ObITb AOCTYMHbLIMW. [MepBasi CAYXUT NPUMeEPOM NPUHLMNOB NPUBUNIETUIA WU PYHKLMO-
Ha/lbHbIX BO3MOXHOCTEN, MpeAoCcTaB/sieMbIX MOMNb30BATENAM W MCMO/b3yeMbIX MpoLeccamyu Mo KX MOPYYEHUIo.
Mpumepamu nocnefHei cayxar cnucky yrnpasieHus goctynom (CY /). B o6oumx cnyvasx pasmep 061acTu JaHHbIX (0T
nofHOro haiiia [0 3NeMeHTa AaHHbIX), KOTOPbIA MOXeT 6biTb MOVMEHOBaH B (YHKLMOHANIbHON BO3MOXHOCTU UK
KOTOPbI MepPeHOCUT CBOI COBCTBEHHbIV CY[], MOXET M3MEHATLCA B LUMPOKUX Mpejenax.

A.3.3.3 CTpaTerua 3almTbl, OCHOBaHHast Ha npasLLax

MonHomouuns B cTpaTeruy 3alnTbl, OCHOBAHHOW Ha npasunax, 06bIYHO Oe3t0BaHbl Ha YyBCTBUTe/IbHOCTU. B
3aKpbITOM CUCTEME laHHbIe UK PecypCbl NaTXHbl 6bITb MOMeYeHbl MeTKaMu 3alwmnTbl. Mpoueccam, ACACTBYIOLL33M MO
MHULMaTVBE MepcoHasia, MOXeT 6bITb MP33CBOCHA MeTKa TauMTTbl. COOTBETCTBYIOWAA 3iX MH3LLNATOPY.

A34 CTpaTernsa, B3aMmMoCBA3N S MeTKW 3alWnNThbI

KoHUenumsa npuceBoeHNa MeTOK BbINOSHAET BaXKHYK po/ib B cpefe obMeHa AaHHbIM33. MeTKu, nepeHocsLme
aTpubyThl, BLIMOMHAT pasfinyHble (YHKLU3LL. VIME0TCA a/1eMeHTbl JaHHbIX, KOTOPble NepeMeLLaoTcs BO BpeMsi 06MeHa
[aHHbIMU: CYLLECTBYIOT MPOLLECChI U IOTMYECKMNE 00bEKTbI, KOTOPbIE MHULMUPYIOT 0OMEH AaHHbIMK, a Takxke Takue,
KOTOPbIe BbIJAIOT OTBETbI; CYLLECTBYIOT KaHaTbl U Apyrue pecypcbl camoil CUCTEMbI, UCMOJb3yeMble BO BpeMsi 06MeHa
faHHbIMU. BceM MM MOXeT 6bITb TeEM WAM MHbIM CNOCO60M NPUCBOEHA MeTKa C COOTBETCTBYHOLMMSE arp3sdyramu.
CTpasesssn L MThl NamkKHbl yKasblBaTb, KakK aTpubyTbl KaXKAoi 333 hsix MOryT 33C3LUIb30BATbCS Ans 0becriedeHus
TpebyeMoi 3alsrTbl. [ yCTaHOBMEHUS Haj/fexalleil 3Ha4MMOCTH 3alyTbl KOHKPETHbIX MOMEYeHHbIX aTp33byToB
MOXeT MnoTpeboBaTbCA corsfacoBaH3sc. Kosna MeTKM 3aluTbl MPUCBaMBAOTCA Kak [JOCTYMHbIM Mpoueccam, Tak 3
[OCTYMHBIM aHHbIM, 40/IXXHa 6bITb COOTBETCTBYIOLMX! 06pa3oM nomeveHa [OMONHUTEIbHAA 3LIopMan3ss, Heobxo-
Aumas ans o6ccneycHsss ynpas/ieHUs JOCTYNOM Ha OCHOBe MeHTUduKaumun. Ecnm cTpaterns 3alwmTbl OCHOBaHa Ha
NAEeHTN(HUKaLMN NaTb30BaTeNA. UMEIOLLLEro AOCTYN KAAHHbIM HenocpeiCcTBEHHO UK C MOMOLLbIO NpoLecca, TO metksi
3alnTbl O/DKHbI cofepXaTb MH(OpMaLmMio 06 334CHT33(E3Ka3133m nosb3oBatens. [lpaHuna NPUCBOEHUS KOHKPETHbIX
METOK fjaDKHbI 6bITb MPeAcTaBMeHbl B CTPATErMK 3alLMNThI B 6a3e anm3LLme3parnBnoii 333gopmannn sawmnTbl (BAY U3)
W/33/133 cornacoBaHbl, Mps3 HEO6XOAMMOCTU, C OKOHEYHbIMUN CHeremaxil. MeTka MOXeT 6bITb fo6aBfieHa C MOMOLLbIO
aTpnbyToB, KOTOpble KBaMU(MULMPYIOT COOTBETCTBYIOLLYIO YyBCTBUTENBHOCTb /19 ONpefe/ieHNst CpeAcTB 06paboTKu si
pacnpegeneHuns, orpaHNYeHns raiiMmMpoBannsa 1 MCCTOMATOXCHUA U YeTKOro onpedeneHns TpebosaHuii, cneynduny-
HbIX /191 JaHHOW OKOHEYHOW CUCTeMbI.

A.3.4.1 MeTku npouecca

11pn ayTeHTUMKALMKN MONHAA UAEHTUDUKALMSA TexX MPoLeccoB UAN OrMYECKUX 00bEKTOB, KOTOpPble NHULUK-
pYyIOT ceaHC 06MeHa JaHHbIMW UM OTBEYaloT Ha Hero, B COBOKYMHOCTU CO BCeMW COOTBETCTBYHOLMX!M aTpubyTamu
MMeeT 06bI4YHO (hyHAaMe3rTaslbHyt0 BaXXHOCTb. [M0aToMy BAY W3 namxHbl cofepyKaTb [OCTATOHHYIO MH(OPMaLUio 0
Tex aTpubyTax, KoTopble BaXHbI 415 N1t0601 agMUHUCTPATUBHO Ha3HauYaeMoi cTpaTeruu.

A.3.4.2 MeTKu 06/1aCTH JaHHbIX

Mo mepc nepemeleHns 06nacTeit faHHbIX B MPOLECCe CeaHCOB 06MeHa laHHbIMU KadKaasi U3 HUX A0/MKHa ObITb
TeCcHO cBsi3aHa co CBOel MeTKOA. (3Ta CBA3b AanseTcy CyLLLeCTBEHHO, 1 B HEKOTOPbIX C/lyYasX NPYMeHeHNs cTpaTerui,
OCHOBaHHbIX Ha npasBuax, CyLecTBYeT TpeboBaHue, 4TOOblI MeTKa COCTaB/AMa CMeLnabHyI0 YacTb 06/1acTU JaHHbIX
nepej Tex3. KaK OHa by/eT NpefbsiB/ieHa NPUKNagHOMY NpuMeHeHnt0.) CpeAcTBa A1 COXPaHeHNA LieIoCTHOCTM 06nactu
[laHHbIX [O/HKHbI TaKXe MoAgepXXuBaTb TOYHOCTb U CLensieHne MeTOK. 3TU aTpubyTbl MOTYT 6bITb MCMO/b30BaHbI
(YHKLUMUXLL ynpaBfieHnst MapLupyTusaumeli Ha ypoBHe 3BeHa [jJaHHbIX 6a30B0i aTasioHHo mogenu BOC.

A.4 MexaHu3Mbl 3aLNTbI

CTpatervns 3alumTbl MOXeT 6blTb peann3oBaHa NyTeM WCMO/b30BaHUS OTAE/IbHOMO WK COYETaHUS PasnyHbIX
MeXaHW3MOB B 3aBMCUMOCTW OT Lefeld 3aWw3rrbl 1 NMPUMeEHSAEMbIX MexaHu 3MOB. B o6Liem cnydae Takoli MexaHUsm
[O/DKEH NpUHaAnexaTb K 04HOX3y M3 Tpex (MepeKpbIBaloLLNXCA) KIAcCoB:

a) npefoTBpaLLeHue;

b) 06HapyXeHue;

C) BOCCTaHOBJ/IEHMeE.

MexaHu 3Mbl 3aLLMThbl, COOTBETCTBYOLWMNE cpefie 06MeHa AaHHbIX!!!, paccMaTpuBalOTCA HUXE.

A4l MeToabl KpunmtorpaumpoBaHua M wuhpoBaHue

Kpuntorpapusa ocHoBaHa Ha MHOXECTBE CPefCTB M MeXaHU3MOB 3aluTbl. PYHKLMUM KpUNTorpahmposaHuns
MOrYT B35iTb UCMO/b30BaHbl KaK 4acTb LWMGHPOBaHUSA, ieliN(POBAHMSA, LeNOCTHOCTU AaHHbIX, 06MEHOB ayTeHTU(MKa-
Lueii, XpaHeHUs1 1 NMPOBEPKN Napons v Ap. Ans obecneyeHUss KOHOUAEHUNANTBHOCTY, LeSIOCTHOCTU U/MAH ayTeHTNY-
HocTu. LLndposaHue, ncnonb3yemoe 519 obecriedeHna KOHDUAeHUUaNbHOCTU, NpeobpasyeT YyBCTBUTE/IbHbIE JaHHble
(T.e. faHHble, nognexative 3awnTe) 4AM NONYYEHUS MeHee YyBCTBUTENbHbLIX (hopM. Mpy MCNonb30BaHWUM B LENsX
obecrneyeHmns LefIoCTHOCTU UM ayTEHTUYHOCTU KPUNTOrpaduyeckme MeTofbl MPUMEHAIOTCA AN MallWUHHOK BbINaT-
HCHWA BTOPOCTENEHHbIX YHKLMNIA.

LLnthpoBaHme nepBoHayasibHO BbIMOMHAETCA Haf OTKPbITLIM TEKCTOM ANA NOMyYeHUs WwindpoTekera. PesynbTa-
TOM felindpoBaHns ABASETCA NMG0O OTKPbITbIA TEKCT, NGO WNGHPOTEKCT C HEKOTOPLIM 3aKpbITue»!. Mpy XaWNHHOM
BbIMO/IHEHUN NIErKO UCMONb30BaTb OTKPbIrbIA TEKCT ANA ero oblieil 06paboTKW; ero ceMaHTUYecKoe COfepXKMMoe
[OCTYMHO. 3a UCK/TIYEHVEM crelnasibHbIX METOA0B (HanpuMep, NepBuYHO!0 AelindpoBaHns 1AM TOYHONO COrnaco-
BaHWA) NP MaLUMHHOM BbIMOMHEHUN HeNerko obpaboTarh LUIMGPOTCKCT. TaK Kak CTO CEMaHTMUECKOe COAepXumoe
3aKpbITo. LLUngpoBaHMe WHOrga YMbILIEHHO fAenalT HeobpaTMMbIM (Hanpumep, NyTeM YCeYeHUs WM notepu
[aHHbIX), KOrja flaxke HeXxxenarteslbHO NaTy4yuTb UCXOAHbIV OTKPbITbIA TEKCT, HANpuMep, Naponu.
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Kpuntorpaguueckme QyHKLNN MCNONMb3YIOT KPUHTOMEPCMCHHbIE W ONEPUPYIOT C MOAAMMU, 610KaMN AaHHbIX
n/vnu notokamn 65710KOB AaHHbIX. K [BYM TakuM KPUMNTOMEPeMEeHHbIM OTHOCATCA K/OY, KOTOPbI/ Yynpasnsert
KOHKPEeTHbIMW Mpeo6pa3oBaHNAMMN, U MepeMeHHas UHULManun3aLmmn, Kotopas HeobxogMma B HEKOTOPbIX KpUMNTOrpa-
(h1yecknx NpOTOKONax fAN8 COXPaHEHWs SBHON MPOU3BOMLHOCTM WIMAPOTCKCTA. Koy AomkeH 06bIYHO OCTaBaThCA
KOH(MAeHUNaNbHBIM, N KakK KpunTorpatuyeckas QyHKUMUA, TaK W NepeMeHHas MHULKMaNU3aLum MoryT YyBeInuuTb
3afepXKy W CHU3NTb MPOMNYCKHYK CMOCOGHOCTb. ITO YCMOXHAET BHECEHME «MpO3payHbiX» W «06GecneynBaroLLnx
CBO6OAHLIV JOCTYN» KpUNTOrpathmyecknx JOMOMHEHNA K CYLIECTBYIOLWMUM CUcCTEMaM.

KpunTorpaguueckne nepemeHHble MOryT 6biTb CUMMETPUYHBIMU WM aCUMMETPUYHbIMMW, OXBaTbiBas Kak
wunpposaHue, Tak 1 gewndposarHne. Knoum, ncnonb3yemble B aCUMMETPUYHBIX alropuTmax, ABAAOTCA MaTtemartu-
YeCKN OTHOCUTENbHbIMU; OAUH K/OY HC MOXET 6biTb BbIYMCAEH U3 OCTa/bHbIX. STU anropuTMbl WHOrAA HasbiBaloT
anropuTMaMmn «Kya 061 ero nofb3oBaHWsA», MOCKOMbKY OANH K/IOY MOXET ObITb CAefaH K4om 06Lero nosib3o-
BaHWA. a pYroil — 3aKpbITbIM.

LLnhpoTeKCT MOXeT 6bITb NOABEPrHYT KpMNTOaHanusy, Korga npu mMawMHHOM BbIMONHEHUN NerKo BOCCTaHO-
BUTb WNGPOTEKCT 6€3 CBeeHNI 0 Koye. DTO MOXEr MMeTb MecTO MpU UCMOb30BaHUN Cnaboil unu HepeicTBnNTeNb-
HOV KpunTorpaduyeckoi PyHKLUK. MepexsaTbl 1 aHaNN3 TpaduKa MOryT MPUHECTU K BTOPXKEHUAM B KPUNTOCUCTEMY,
BK/lOYasA BCTaBKY, yfaneHne n u3MeHeHne Nons/Coo6LWCHUA, NCKaXKeHUe NPaBUIbHOK LIMPPOTCKCTa N MaCKNpoBa-
Hue. Mo3ToMy Kpuntorpaguyeckne MpPoOTOKO/bI MPOEKTUPYIOTCA C Leblo CONPOTUBNEHUS BTOPXEHUAM, a Takxe
nHorga —aHanusy Tpaduka. CneuunanbHble X3epbl MPOTUBOAEWCTBMA aHanusy rpapuka, «KOH(WUAEHLManbHOCTb
noToka Tpafuka» NOMOTalT 3aKpbiTh HanMume WKW OTCYTCTBUE [AHHbIX M UX XapakTepuctuk. Ecnu wwudpoTtekcT
peTpaHCiMpyeTCs B peTpaHcNATopax W LW3ax, ro ajgpec AO/KEH HaxoAMTbCA B OTKPbITOM BuAe. Ecnu paHHble
WNAPYOTCA TONbKO B KaX/AOM 3BeHe faHHbIX, a AelmndpyoTca ( M Takum 06pa3oM ys3BUMBI) B peTpaHcnaTope u
WNt03e, apxMTeKTypa onpeaenseT NCMONb30BaHNe «MO3BEHHOTO WN(POBaHNA». Ecin B peTpaHCAATOpe uAn wWwiio3e B
OTKPLITOM BUfe Haxo4uTCs TOMbKO afpec (M aHanornyHble ynpasnatoLLmne faHHble), apXMTEKTypa onpegenset MCNob-
30BaHNe «MEXOKOHEYHOro LWundpoBaHna». MexXOKOHeYHoe Wun(hpoBaHue ABnAeTCA 60nee KenaTeflbHbIM C TOYKM
3peHNs 3allnTbl, HO aPXUTEKTYPHO 3HAUYNTENbHO 6Oee CMOXHbLIM, 0CO6EHHO, ecin 06ecneynBaeTcs BHyTPUNONOCHOE
pacnpefeneHne aN1eKTPOHHbIX KAtouei (hyHKLMA afMUHNCTPATUBHOTO YNpaBaeHUs Knlo4oMm). M03neHHOe 1 MeXOKO-
HCYHOC LWIN(POBAHUA MOTYT UCMONb30BATLCA B COBOKYMHOCTU AN AOCTUXKEHUA HECKONbKUX Leneit 3awunTol. LienocT-
HOCTb [JaHHbIX 4acTo o6ecneynBaeTca NyTemM nogcuyeTa KpMNTorpauyeckoro KOHTPOIbHOro 3HadeHns. KOHTpoibHoe
3HayeHMe MOoXer 6bITb MOMYYEHO 3a OAMH WM HECKO/bKO LUAaroB 1 ABASETCA MaTeMaTW4ecKoid yHKLned KpHnTomMe-
PEMEHHbIX 1 JaHHbIX. TN KOHTPO/bHbIE 3HAUYEHUSA CBA3aHbI C JaHHbIMM, MoAnexawmnmmn sawute. Kpuntorpahumueckne
KOHTPO/IbHblE 3HAYEHNA MHOTAa Ha3blBAlOTCA KOAAMMW 06HApPYXXeHUM MaHUMynauuun.

KpunTorpaguueckue cpefcrTsa MOryT o6ecneynTb UM NOMOYb 06ecnednThb 3aluTy oT:

a) HabnwgeHns NoToka coobLeHns u/unm cTo MogupuKauuu;

b) aHanusa rpaguka:

C) camoO0TKasa:

d) mackupoBaHus;

C) HCMONHOMOYHOIO COEANHEHUN:

O moanduKaLum coobLeHNA.

A42 AcneKTbl aAMWUHWUCTPATUBHOINO ynpaBneHWa Knw4vyammu

AAMUHUCTPAaTUBHOE yNpaBieHne Kaouamy ob6ecneymBaeTcs NyTemM MCMOb30BaHUA KpUMNTOrpadmyeckux anro-
puTmMoB. OHO 0XBaTblBaeT reHepaLuio, pacnpejieneHdune u yrnpasieHne Kpuntorpapmyeckumm knovamu. Boibop metoga
aAMWHUCTPATUBHOrO yNpaBneHNs KAlYaMn OCHOBAH Ha IMYHOCTHON OLleHKe Cpefbl, B KOTOPO/ OH AO/KEH UCMO/b-
3oBaTbcA. K Bonpocam, KacarlolWwMMmcA 3TOW Cpefbl, OTHOCATCA Yrposbl, OT KOTOPbIX Heob6xoAuma 3awuTbl (Kak
BHYTPEHHAA MO OTHOLIEHUIO K OpraHn3anumn, Tak U BHELWHANA), UCNOb3yeMble METOAbI, apXMTEKTYpHas CTPYKTypa u
pasmellieHne obecrneynBaeMblX KpUNTorpauuecknx yciyr, a Takxe (u3nyeckas CTPYKTypa U pa3melleHne nocras-
LWMKOB KpWn Torpatnmyeckmx ycayr.

K Bonpocam afMUHUCTPATUBHOTO YNpaBieHNs Klo4aMn OTHOCATCA Clefytolne:

a) MCnonb3oBaHWe MOHATUA «BPeMs CyLLecTBOBaHWA», OCHOBAHHOK Ha BPEMEHU, UCMOMb30BAHUN UNU APYTOM
KpUTepuu, KOTOPbI ABHO WM HEABHO OMpefjeneH AN KaXAOro Kua;

b) Hagnexawas naeHTUhnUKaumna Knyeil B COOTBETCTBUN C UX yHKLMel Takum 06pa3om, 4Tobbl, Hanpumep,
YX UCNOMb30BaHNE MOXHO 6bIN0 3ape3epBUPOBAaTL TONLKO AN 3TUX (YHKUMIA. Knouun, npefHasHaueHHbIe A1 YCyru
KOH(MAEHLMANbHOCTYN, HC AOMXKHbI NMPUMEHATLCA 418 YCAYTN LeNoCTHOCTU U Hao6opoT:

C) BOMpOCHI, OTHOCAWMeCS K (PyHKuMAM HC-BOC, Takum Kak (u3nuyeckoe pacrpefefieHne u apxusayus
KNHOYei.

K Bonpocam agMUHUCTPAaTMBHOIO ynpaBaeHNs KAlo4YaMn Ans CUMMETPUYHbIX anropuTMOB K1tO4a OTHOCATCA:

a) Ucnonb3oBaHue yCnyru KoHQUAeHUNansHOCTU B MPOTOKO/E aAMUHUCTPATUBHOIO YNpaBAeHNs Knlovamu Ans
nepefaqn Knwuei:

b) ncrnonb3oBaHMe Mepapxun Kntoyeid. [JJoMKHbI 4ONYCKAaTbCA pasnnyHble CUTYaLUn, Hanpumep:

1) «MJI0CKOCTHbIC» MepapXun KNouei, Ncnonb3ytoLne ToAbKO KNOUM WUPPOBAHNSA [aHHBIX, SBHO UNU HEABHO
Bbl6paHHble U3 Habopa C NOMOLbIO UAEHTU(HNKATOPA UM UHAEKCA K/oYa,

2) MHOroypoBHeBble Mepapxuun Knoueit;

3) KNuM WNHPOoBaHNA-KNO YA HUKOT/Ja HC CNeayeT UCMO/b30BaTh A/1A 3aWNThl AaHHbIX U KI0UN WN(poBaHns
[aHHbIX HUKOrJa He cnefyeT UCMOMb30BAThb 418 3aLUNUTLl KOYel WN(HPOBAHUA-K0Ya,;

C) TakOe pasje/sieHne OTBETCTBEHHOCTEN, MpyM KOTOPOM HWKTO M3 06CAYXMBaAIOLWEro nepcoHana Hc obnagaet
KOMueii BaXHOro Ktoua.
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K Bompocam afMUHUCTPATMBHOTO YMpPaBAeHUs KloYamMmy ANS aCUMMEeTPUYHbIX anropuTMOB KNtoYa OTHOCATCA:

a> MCNoNb3oBaHWe YCNyrn KOHQUAeHLNanbHOCTH B NPOTOKONE afMUHUCTPATUBHOTO YNPaBAeHUs KnloyamMmn Ans
nepeAayn 3akpbiTblX KOYeNn;

b) MCNONb30BaHNe YCNYr LeNIOCTHOCTU UAN «Be30TKa3HOCTb» C MOATBEPXAEHWEM OTNpaBuUTeNs B MPOTOKONE
aAMWHUCTPATUBHOIO yNpaBfeHWUs Klo4YaMu A5 nepefadn Knoueid 06LLero nonb3oBaHus. ITU ycayrn MoryT 6biTb
obecneyeHbl MyTeM MCMOMb30BaHNA CUMMETPUYHBIX H/MAW aCUMMETPUYHBIX KPUATOrpauyecknx anropuTMoB.

A43 MexaHU3Mbl LUGBpPOBOKW nNognucw

MoHATMe uMdpOBOI NogNUCKH MCNONb3yeTCa ANA YKa3aHWA KOHKPETHOK MeToda, KOTOPbI MOXeT 6biTb
NMPUMeHEH ANns o6ecneyveHns Takux YCAyr 3alnThl. Kak «6e30TKa3HOCTb* N ayTeHTUdMKaumnm. MexaHu3mbl MMGPOBOIA
nognucu TpeGylT UCMNONb30BAHWUA ACMMMETPUUHBIX KPUNTOrpadMyecknx anroputmoB. BaxHoW XapakTepuCTUKOIA
MexaHuW3Ma UMppoBO nognucu NABASETCA TO. YTO MOAMWCAHHbIA 6NOK [aHHBIX He MOXeT 6biTb co3fjaH 6e3
MCMNONb30BAHMS TNYHOTO KMOYa. DTO 03HAYAET, UTO:

a) NoAnucaHHbIi 610K AaHHBIX He MOXET OblTb CO3f4aH KakuM 6bl TO HU 6bINO TNLOM, 33 UCKIOYEHWNEM NuLia,
06/1a4a0LWEero TMYHbIM KHOYOM;

b) nonyyatenb HC MOXeT CO34aTb NOAMUCAHHbIA 6NOK AaHHbIX.

M3 TOMO cnefyeT, 4TO UCNONb30BaHWe JOCTYMHON MH(opMaLuy 06Lero noab30BaHUS BO3MOXHO TONbKO Ans
NaeHTU(MKaLMKM nognucymnKa 610Ka JaHHbIX EAUHCTBEHHO B KaYecTBe THMA, 061aaloLero IMYHbLIM KNo4oM. Bcenydae
BO3HWUKHOBEHMWS MOCNEAYIOLEro KOHPANKTa MeXAy yyacTHMKamy mocnefHee 03Ha4aeT BO3MOXHOCTb NPeAoCTaBUTb
NpoBepKy UAeHTU(HMKALMM MOoANMCYMKA 6/10Ka AaHHbIX HAfle)XHOW TpeTbell CTOPOHE, KoTopas MpuBfeKaeTcs npu
aHannse ayTeHTUYHOCTM NOANUCAHHOro 6/710Ka AaHHbIX. TOT TUN LMU(POBOW MOANMCK Ha3biBaeTCA CXeMO mMpsmoit
nognucy (CM. pucyHok 1). B gpyrux cnyvasx MoxeT noTpe6oBaTbCs JOMONHUTENbHOE CBONCTBO (C):

C) OTNpaBUTENb HC MOXET OTK/OHUTL Nepefayvy MoAMNUCaHHOTro 610Ka AaHHbIX.

HagexHas TpeTbs CTOpoHa (ap6bwuTp) obecneumBaeT MofyyaTento B 3TOM C/y4ae MCTOYHUK U LENOCTHOCTb
UHopmayun. ITOT TUN UMKBPOBOK NOANUCK MHOTAA Ha3biBalOT CXEMONM apOoUTpaXKHOW nognucn (CM. PUCYHOK 2).

MpumeyaHue —OTNpaBUTENb MOXeT MoTpe6oBaTb, 4TOGLI MoOAyyaTenb HC CMOr MO34HEE OTKMOHUTb
npueMm MOANMCAHHOTO 610Ka JaHHbIX. 3r0 MOXeT 6biTb BbIMOAHEHO C MOMOLbLIO YCNYrn «6e30TKa3HOCTb» C

noATBEPXKAEHWEM [OCTAaBKWM COOTBETCTBYIOW e KOMGUHAuWel WU(POBOK NOANUCU, LENOCTHOCTU AaHHLIX K
MeXaHW3MOB HOTapU3aHUM.

A44 MexaHU3IMbl ynpaBneHus [OCTYynom

K mexaHu3mMam ynpaaseHus JOCTYMOM OTHOCATCA Te. KOTOpPble UCMOMb3YIOTCA A7 3afeiiCTBOBaHNA cTpaTerum
OrpaHMYeHHOro AocTyna K pecypcam TO/IbKO CO CTOPOHbI MONHOMOYHbIX NoMb3oBaTeneii. K Takum MeTofam OT HocATCA
MCMo/b30BaHNe CMUCKOB UK MaTpUL, ynpasieHns OCTYNOM (KOTOPble 06bIYHO COAepXaT NAEHTU(DNKATOPbI KOHKPET-
HbIX YNpaBAsieMblX O6BLEKTOB M MONHOMOYHbIX NOMb30BaTeneid, Hanpumep, nepcoHana UaM MPoLECCOB), Naponen u
(YHKLMOHaNbHBIX BO3MOXHOCTEW, MeTOK UnM MapkepoB, 06/1ajaHne KOTOPbIMU MOXeT 6biTb WCMOMb30BAHO AR
yKa3aHua npasa Ha A0CTyn. Mpu MCNoib30BaHUN (YHKLUOHAIbHbIX BO3MOXHOCTEHA OHU [OXKHbI 6bITb COXpaHeHbl B
HEeN3MeHHOM BWUfAe U nepedaHbl JOCTOBEPHO.

OTnpasuTecs (S) | Monyuutecsh (R)

CTaBuT Npaunyto NoATaro.

Megouch MocrepytoLas
rPOMPKM [0NPOCOB

(apbunTp)

MpoBepsieT NoAnUCb NPY BO3HUKHOBEHWE
N3H(NCTB MEXAY MM
(BMAM R wmart 6bITb HapyLunTenei)

PucyHok 1—Cxema npsmoii nognucu
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OnpaButb {9) MonyyaTene)

| 7>nvacrapoii N
|_ _(apsutp)_ _|

TpeTby CTOPOHA NPOBEPSET ayTEHTUYHOCTbL OTTPa-
bUTBNA (M f,€Br TePeHTU, T.B. NOSIOLWNTBIbMBIN pe-
BYHbTAT, Monyvarento). Heoacogmnas nHcopmauys
LN151 NpO3epLU OTNPaBNUTeNs 1 LLeNIOCTHOCTY A LW *bI X
perncTpupyeTcst TpeTbei CTopoHol. b aTol cnyyas
8 He MCAKLW BMOCnBACTBMM YCMELLHO! OTPULIETH Nepe-
fauy nafxCeHHOoro 6/10kv fJeHHbIX

PUCYHOK 2 — Cxema ap6uTpaxHoi nognucu

A45 MexaHU3Mbl LENOCTHOCTU fJaHHbIX

CylyecTByeT fABa TUNa MeXaHW3MOB LENOCTHOCTU [aHHbIX: OAHW WCMNONb3YHTCA ANA 3alMUTbl LLeNOCTHOCTH
0TAeNnbHOro 6n0Ka AaHHbIX, @ Apyrme —Ana 3alWmnThl LLeNOCTHOCTM Kak OTAeNbHOro 6/10Ka faHHbIX, Tak U nocnefoBa-
TeIbHOCTW NOJIHOTO MOTOKa 6/N10KOB JaHHbIX N0 COEAUHEHWIO.

A.45.1 OG6Hapy>keHue MogudukaLuu NnoToka coobLeHui

MeToabl 06HapyXeHus paspyweHus nHhopmayuun, 06bIYHO CBA3aHHble C 06HapyXeHuem OWM60K 6UTOB,
6/10KOB M NocCnefoBaTeNbHOCTEW, BHOCMMbIX KaHanamu CBA3W U CETAMU, MOTyT ObiTb WCMNONb30BaHbl Takxe ANA
o6Hapy)XeHus Mofutukauum noTtoka coobuieHuin. OfHaKo, eCcin NPOTOKONbHble 3ar0N0BKW W OKOHYaHWA He
3alMLLeHbl MexaHu3MamMmn LenoCcTHOCTU, HapyLWwuTenb MHGoOpMaL MM MoXeT ycnewHa 0601MTU TakoW KOHTPONb. Takum
o6pa3om, ycnewHoe 06Hapy>XeHne MOAWM(MKALMKM NOTOKA COO6LLeHW/ MOXEeT 6biTb AOCTUFHYTO TOAbKO NyTeM
MCNONb30BaHUA CPeACTB 06HApPY>KEHMS paspyLleHWi B COYeTaHWW C nocnepytoweil nHhopmaumnein. Tio MOXeT HC
npegoTBpaTUTL MOAU(UKALMIO NOTOKA COO6LLEHNIA, HO 06ecneynT yBefOMIEHNE O BTOPXKEHUSAX.

A46 MexaHU3Mbl ob6MeHa MUpOpMaMHERD ayTCHTMGUKaLUM

A.4.6.1 BbiGop MexaHnama

CylyecTByeT MHOXECTBO BapuMaHTOB M KOMOGMHaUWA MexaHW3MOB O06MeHa WH(oOpMaumel ayTeHTUdMKaynu,
COOTBETCTBYIOLLMX Pa3M4HbIM CUTyauusam. Hanpumep:

a) ecnu paBHOMNPaBHble NOrMYyeckne 06BLEKTbI M CpeAcTBa 06MeHa faHHbIMWU AOCTOBEPHbI, WAEHTU(MKaLNA
paBHOMPaBHOrO NOFMYECKOTO 06BEKTa MOXET 6bITh NOATBEPXAeHA naposem. MMaponb 3aluiiaeT oT OWNGKKU, HO He
rapaHTUpyeT OT 3/10HaMepPEeHHbIX HapyLleHnii (0COBEHHO OT BOCNPOM3BeAeHNSA NH(opmaL ). B3anmHas ayTeHTUduU-
Kaums MOXeT 6bITb OCYLLECTB/IEHA NYTEM MCMNO/Ib30BAHWSA B KaXAOM HamnpaBfieHWW pa3finyHbIX Naponeii;

b) ecnn Kaxgblii NOrMyecknii 06bEKT YBEPEH B COOTBETCTBYHOLLEM PaBHOMNPaBHOM NOFMYeCKOM 06beKTe, HO He
yBEepeH B cpeAcTBax 06MeHa flaHHbIMU, 3aluTa OT aKTUBHbIX BTOPXXEHUI A MOXET 6bITb 06ecneyeHa nyTeMm KOMBUHaLNIA
naponeii v WU(HpPoOBAHUN UKW NyTEM KpunTOrpapuyecknux MeTofoB. 3allMTa OT BTOPXKEHWS BOCMPOU3BEAEHMUS
UHGpopmayun TpebyeT ABYHANpaBNeHHOr0 KBUTMPOBaHMSA (C napameTpaMu 3allnTbl) WKW YCTAHOBKWM BPEMEHHbIX
0TMEeTOK (C JOCTOBEPHBIMU CYeTYMKaMMN). B3auMHas ayTeHTUMKaLMA C 3alIMTOl OT BOCNPOU3BEAEHNA NH(opMaLun
MOXET ObITb JOCTUTHYTa NYTEM WUCNONb30BAHMA TPEXHANPABNEHHOTO KBUTUPOBAHUS;

C) eCnu nornyeckme 06BLEKTbI HC YBEpeHbl (MMM YyBCTBYIOT, YTO YBEPEHHOCTb B fAanbHeilleM MCYe3HET) B
COOTBETCTBYIOLMX PAaBHOMPABHbIX IOTMYECKUX 06BbEKTAX WM B CPeACTBaX 06MeHa faHHbIMW, MOXHO MCMOMb30BaTb
ycnyrn «6e30TKasHOCTb*. Ycnyra «6e30TKa3HOCTb» MOXET ObiTb peann3oBaHa NyTeM WCMNONb30BaHWA LU(POBOWA
noanucy n/nn mexaHM3MoB HOTapu3auunm. ITU MexaHW3Mbl MOTYT WUCMO/Mb30BAaTbCH B COYETAHWM C MeXaHU3Mamu,
OMUCaHHbIMY Bbille B b).

32



FOCT P UCO 7498-2-99

A47 MexaHU3Mbl 3aMN0onHeHWa Tpadhuka

MMyTem reHepauuu NOXHOro rpauka W NPOTOKONbHbIX 6/10KOB AaHHbIX 3aN0fIHUTeNel NOCTOAHHON ANUHBI
MOXHO 06ecneunTb OrpaHMYeHHYI0 3alWnUTy OT aHanusa Tpaduka. [1ns yCnewHoro BbINOMHEHUA YPOBEHb JI0XHOMO
rpamka AO/MKEH OblTb MPUOAVKEH K NanBbICWEMY OXWAAeMOMY YPOBHIO peanbHOro rpaguka. Kpome roto.
COLEPXMMOe NPOTOKONbHbIX 6/10KOB AaHHbIX AOMXKHO ObITh 3alNPOBAHO UM 3aMackMpPOBaHO TaKUM 06pa3om, 4To6bI
NOXHbIA rpaguK Henb3s 6bI0 OMO3HATL M OTIMYNTL OF PeanbHOro rpaguka.

A48 MexaHW3M ynpaBneHWs MapwpyTtmsauumci

Cneundunkauma 3anpetos Ha UCMOMb30BaHWE MaplIpyToB ANA Nepefayn faHHbIX (BKO4Yas cneuundukauuio
MOMIHOT0 MapLipyTa) MOXKET MPUMEHATLCA A4 06eCneveHmns Toro, YTobbl JaHHbIE NEPennBannCch TONbKO Mo MaplipyTax!,
MMeLWUM (hN3NYecKyIo 3alnTy, Unm 4aa obecnevyeHns nepefaym YyBCTBUTEIbHON MH(OPMALUN TONbKO HO MapLUpy-
Tax! ¢ COOTBETCTBYIOLLEl CTEMEHbIO 3aLINTHI.

A49 McxanmunsM notapusanuu

MexaHn3M HOTapu3aL M OCHOBaH Ha KOHLeML WM AOBEPEHHOI TPeTbell CTOPOHbI (HOTapuyca), yAocToBepsitoLL e
onpejeneHHble CBOKCTBA UH(OPMALLMKN, KOTOPOK 06MeHNBAKOTCA fiBa NOrMYECKUX 06bEKTa, HaNnpumep Takune, Kak ee
0TnpaBuUTeNb, Ce LLeNOCTHOCTb UK BPeMSA Ce nepejayn uau npuema.

A410 ®n3mycckaa Mam nepcoHaNbHag 3awuTa

[ns obecneyeHns NONHOW 3awWwmTbl Bcerga OyayT Heo6Xo4uMbl CpeAcTBa (M3MUeCKOW 3alWmnTbl. Dusnyeckas
3alimTa 06X04MTCH AOPOro, U HEOOXOAMMOCTb B HEll 4acTO MbITAlOTCA MUHMMMW3MPOBATL MYTEM MCMNObL30BaHNMN APYTNX
(6onee fgeweBbix) cpeAcTB. Bonpochkl u3nyeckolt U nepcoHanbHOM 3alnTbl HC BXOAAT B 06/1acTb pacnpocTpaHeHus
BOC. x0T BCe CUCTEMbl JO/MKHbI B KOHEYHOM CYeTe monaraTbCs Ha HEKOTOpble <}>0pMbl HM3NYECKOW 3alnTbl U Ha
HafeXHOCTb 06CNyXMBaOLWEro nepcoHana cuctembl. JOMKHbI ObiTb ONpefeneHbl onepaLMoHHbIE Mpoueaypbl ANs
obecneyeHuns Hagnexaleint paboTbl 1 onpefeneHns oTBETCTBEHHOCTH NepcoHana.

A4.1l HagpexHoe aHmapaTHoc/nporpamMmMHOC obecneyeHue

K meTogam, MCNONb3yeMblM ANS NONYYEHWUS YBEPEHHOCTW B NpPaBUNIbHOM (DYHKLMOHWPOBAHWUW NOTNYECKOr0
06beKTa, OTHOCATCA MeTOAbl (hOpMaNbHbIX MPOBEPOK, BEPUAMKALMM U MPOBEPKN KOPPEKTHOCTW, OGHapYXeHus K
perucTpauuy o6HapyXeHHbIX NONbITOK BTOPXEHWUIA, a TakXKe MOCTPOEHWUA TOrNYecKOro o6bekTa HafeXHbIM NepcoHa-
NOM B 3alMLLEHHON (DYHKUMOHaNbLHOW cpepe. Heo6xoanMo Takxe cobnofaTb NPeAoCTOPOXHOCTA OT Hecny4aiiHoi
WAW CO3HATeNbHOW MOAU(UKALUKM NOTNYECKOro 06beKTa, KOTOpas KOMMpOMeTMpyeT 3alluTy B TeyeHue CBOero
paboyero cpoka cnyx6bl, Hanpumep, B NpoLecce 3KcnayaTayMm Uan pacnpeHuns. HekoTopble N0rnYeckne 06bEKTbI
B CUCTEME [JOJKHbI TaKXe OblTb HafieXHbIMU AN NPaBULHOIO MYHKLWOHMPOBAHUW MPU HEOBXOAWMOCTMN 3alunThI.
MeTogbl yCTaHOBNEHWSA JOBEPUTENBHOCTU He BXOAAT B 06nacTb pacnpoctpaHeHus BOC.

NPUNOXEHWE B
(cnpaBo4HOe)

OGOCHOBaHMe pasMeLeHns YCIyr U MexaHU3MoB 3aluTbl MH(popMauun B pasgene 7

B. | O6wHe nonoxeHns

[laHHOE MPUNOXEHNe COLEPXMNT HEKOTOPbIe 060CHOBaHUSA AN o6ecnedyeHns NAeHTUHNLUPYEMbIX YCNYT 3aLUTbl
UHGpOpMaLUM B paMKax pasinyHbiX YpPOBHEW, pacCMOTPeHHbIX B pasgene 7. MpuHUMNLI YPOBHEBOW OpraHmsayum
3aWNThI, YKasaHHble B 6.1.1 HacToAwero cTaHaapTa, ynpaBnstoTcs 3TUM NpoLeccom BbiGopa.

KoHKpeTHasa ycnyra 3almnTbl 06ecneynBaeTcs HeCKONbKMMMN YPOBHAMMU, CeTH Ce BO3LeCTBME Ha 06LLYI0 3aWwnTy
06MeHa AaHHBIMW MOXET CYMTATbCS Pa3IMUHbIM (Hanpumep, KOHQUAEHLNANbHOCTL COEUHEHNSA HA YPOBHAX OT 140
4). TeM HC MeHee, YUMTbiBas CyllecTBytoLMe PYHKLNOHANbHbIE BO3MOXHOCTA 06MeHa faHHbiMu BOC (Hanpumep,
MHOT03BEHHbIE NMPOLEAYPbI, DYHKLUM MYNbTUMNIEKCMPOBAHUA, pa3MyHble METOAbI PacluMpPeHUs ycnyr B pexunmMe 6e3
YCTaHOBNEHUS COEAUHEHUNA A0 YCNYT B PeXUME C YCTaHOBNEHWEM COeANHEHUS) 1 Ans o6ecneyeHns paboTocnoco6HOCTH
3TUX MeXaHWM3MOB Nnepefaqn MOXET OKa3aTbCH HEOOXOANMBIM LONYCTUTL 06ecneyeHne KOHKPETHOW ycnyra Ha Apyrom
YPOBHE, XOTS €€ BO3AENCTBME HA 3aLLUTY HC MOXET CUMTATLCSH Pa3NNUYHbIM.

B.2 AyTeHTU(MKALWS PaBHOMPABHOIO NOrMYECKOr0 06bEKTA

YpoBHM 11 2. OTCYTCTBYET, CUMTAETCS, YTO ayTEHTU(MKALNA PABHONPABHOIO NOTMYECKOr0 06beKTa Helene-
coo6pasHa Ha 3THUX YPOBHSX.

YpoBeHb 3. Vcnonb3yeTcs Mo oTAe/bHbIM NOACETAM U ANS MaplipyTusauum U/uam no BHyTPeHHEHR ceTu.

YpoBeHb 4. WcnonbayeTtcs, ayTeHTU(UKALUA OT OAHOW OKOHEYHOW CUCTeMbl [0 [PYroil Ha YpoBHe 4 MOXeT
CNYXUTb AN B3aMMHO ayrcTudukayuu AByx unv 6onee 10rmyecknx 06-eKTOB CEAHCOBOT0 YPOBHSA [0 YCTaHOB/IEHUA
COEAMHEHUS W BO BPEMSs CYLLECTBOBaHUS 3TOr0 COEANHEHUS.

YpoBeHb S. OTCYTCTBYeT, HeT MPEUMYLLECTB OTHOCWUTENIbHO 06GECMEeYEHUs 3TOW YCNyru Ha ypoBHe 4 n/unm
BbILLCPACMONOXKCHHbIX YPOBHSAX.

YpoBeHb 6. OTCyTCTBYET, OAHAKO MEXaHU3Mbl WU(HPOBAHUS MOTYT NMOAAEPXUBATL 3Ty YCAYTy Ha NPUKNagHOM
YPOBHE.

YpoBeHb 7. Vcnonb3yetcs, ayTeHTU(UKALMM PABHOMPABHbIX NOFNYECKMX 0GHEKTOB AO/MKHA 06ecneynBaThes
NPUKNagHbIM YPOBHEM.
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B.3 AyTeHTu(MKaunUa 0TNPaBuTeNs NaHHbIX

YpoBHu 11 2. OTCYTCTBYeT, CUNTAETCA, YTO ayTEHTUDMNKALMA OTNPABUTENS NNaHHbIX HelenecoobpasHa Ha 3aTUX
YPOBHSAX.

YpoBHu 3 1 4. AyTeHTU(UKaLNUA OTNPaBUTENA JaHHbIX MOXET 06ecneunmBaTbCa Kak MeXOKOHEYHas C Lefblo
peTpaHCcAALUM U MapLpyTu3aLmMmn Ha ypoBHAX 3 H/WNuW 4 cnefytowmm obpasom:

a) obecnevyeHune ayTeHTU(MKaLUN PABHONPABHOIO 10TNYECKOI0 06bEKTA BO BPEMA YCTAHOB/IEHUA COEANHEHUNS
B COYeTaHWW C HenpepbiBHON ayTeHTUdMKaLMeid Ha OCHOBe WM(HPOBAHUA BO BPEMA CYLLECTBOBAHUA COeUHEHUS
thakTnyeckn obecneymnsaeT ycnyry ayTeHTUMKaLUm OTNPaBUTeNs JaHHbIX;

b) naxe ecnu a) Hc obecrneynBaeTcsa, ayTeHTUDUKaLMA OTNPaBUTENS AaHHbIX HA OCHOBE LWIN(HPOBAHNA MOXET
obecneumBaTbCs C O4EeHb HEGONBLWNMUN AONONHUTENbHBIMW 3aTPaTaMmn CO CTOPOHbI MEXaHU3MOB Lie/I0OCTHOCTU NlaHHbIX.
YXe pasMelleHHbIX Ha 3TUX YPOBHAX.

YpoBeHb 5. OTCYTCTBYET, HeT NPEUMYLLECTB OTHOCUTENbHO 06ecreyeHnem 3TO yCayrn Ha ypoBHAX OT 4 fo 7.

YpoBeHb 6. OTCYTCTBYET, 04HAKO MeXaHW3Mbl WN(HPOBaHUM MOTYT MOALEPXKMUBATL 3TY YCAYry Ha NPUKIagHOM
ypoBHe.

YpoBeHb 7. MCnonb3yeTca, BO3MOXHa B COYETaHUM C MeXaHU3MaMun Ha ypOBHE NpefCcTaB/eHNs AaHHbIX.

B.4 3 npaBneHvie goctynom

YpoBHM | 1 2. MexaHn3mbl ynpaaseHUs [OCTYNOM He MOryT 06ecneumBaTbCs Ha 3TUX YPOBHAX B CUCTEME,
COOTBeTCLUYIOLLel BCeM NpoTokonam BOC. MOCKOMbKY HC CYLLeCTBYeT OKOHEUYHbIX CPeACTB, LOCTYMHbIX TAKOMY MeXaHU3My.

YpoBeHb 3. MexaHu3mbl ynpas/ieHUsa AoCTYNoM MOryT NPUMEHSATLCA K NPOTOKOMaM, BbILWXLWAKLWWUM poJib AOCTyNa
K NofAceTy No Tpe6oBaHNAM KOHKPeTHO noaceTu. Mpwn BbIMONHEHUN NPOTOKONAMU PaTU PETPaHCAALUN U MapLLpyTU3aLMm
MeXaHU3Mbl JOCTyna Ha CETEBOM YPOBHE MOMYT UCHaTb30BaTbCA Kak f/15 YNpasBieHUs AOCTYNOM K MOACETAM C MOMOLLbIO
NIOTNYECKNX 06BLEKTOB PeTPaHCAALMUMN, TaK U AR yNpaBieHUs [OCTYNOM K OKOHEeYHbIM cuctemam. OYeBUAHO, YTO 3TU
rpajauum JoCTynoB AaTAOTCA JOCTATOUHO rPy6bIMU, pasnuyasnch TONbKO B IOTMYECKNX 06beKTax CeTeBOr0 YPOBHS.

YCTaHOB/IEHNE CETEBOr0 COEJMHEHNSA MOXET 4acTo NMPUBOAUTL K 3aTpaTtam agMUHUCTPaLMm nogcetn. MuHumMu-
3aumMa CTOMMOCTI MOXET 6bITb 06ecrneyeHa nyTeM KOHTPONA JOCTyna U Bbibopa peBepCUBHOM TapuduKaLum 0THOCHK-
TeNlbHO KOHKPETHbIX MapameTpoB ApYroi cetm uau nogceTw.

YpoBeHb 4. Vicnonb3yeTcsd, MexaHU3Mbl yrnpaBneHusa AOCTYNOM MOryT 6bl Tb peann3oBaHbl Ha OCHOBE MEXOKO-
HEYHbIX COejUHEHWNI TPAHCMOPTHOIO YPOBHS.

YposeHb 5. OTCyTCTBYeT, HET MPenuMyLiecTB OTHOCUTENIbHO 0becneyeHns 3TON YCAyru Ha YpoBHAX 0T 4 Ao 7.

YpoBeHb 6. OTCYTCTBYET, 3Ta yc/yra He CBOMCTBEHHA YPOBHIO 6.

YpoBeHb 7. Mcnonb3yeTca, NpuUKNagHble NPOTOKO/bI H/MAWM NpUKNafgHble npoLeccbl MOryT obecrne4ymsarb
cpe/fCcTBa ynpasieHnus OCTYNOM, OPUEHTUPOBaHHbIE Ha MPUKNAJHOE NMPUMEHEHUeE.

B.5 KoHpugeHunansHocTb Beex (\)-naHHbIX nonb3osatens B (N)-cocahiiciihh

YposeHb |. Mcnonb3yetca, Ao/mKeH obecneynBaTbCsa, MOCKO/bKY 3/MEKTPUYECKOE BBEJEeHWE Npo3padyHbixX nap
YCTPO/CTB Npeobpa3oBaHUM MOXeT 06ecnevynTb MOMHYK KOH(OUAEHLUWANbHOCTb MO OTHOWEHUI0 K (QU3MyecKomy
COEfiIMHEHNIO.

YpoBeHb 2. Vcnonb3yeTcs, HO HC obecneynBaeT AOMONHUTE/IbHBLIX MPEVMYLLECTB 3alWuTbl MO CPaBHEHWUIO C
KOH(MAEHLMAaNbHOCTLIO Ha YPOBHAX C 140 3.

YpoBeHb 3. Mcnonb3yetca B MPOTOKONAX, BbINMOMHALWMUX PONb AOCTYNa K MOACETU MO OTAENbHLIM MOACETAM U
po/ib PeTPaHCAALMM N MapLIpyTU3aLMmn Mo BHYTPEHHEN ceTu.

YpoBeHb 4. Vicnonb3yetcs, NOCKONbKY OTAe/IbHOe COefJUHEHWE TPAHCMOPTHOMO YPOBHSA NPEA0CTaBAAET MEXOKO-
HEYHbI MexaHW3M TPaHCMOPTHOrO YPOBHA U MOXET obecrneynsaTb N30NALMNIO COEANHEHWNI CeaHCOBOro YPOBHS.

YpoBeHb 5. OTCyTCTBYeT, MockaTbKy He ob6ecneunBaeT [OMNOMHWUTENbHbIX MPEUMYLLECTB MO CPaBHEHUIO C
KOH(PUAEHLNANbHOCTbIO Ha YpoBHAX 3.4 u 7. MNpefcTaBnseTcs HeuenecoobpasHbiM obecneveHnem 3TOW yCnyrn Ha
[JaHHOM YpOBHe.

YpoBeHb 6. Vcnonb3yeTcsa, MOCKOMbKY MeXaHU3Mbl WU(HpPoBaHNa 06ecneqnBaloT YNCTO CUHTAKCUYeCKne npe-
06pa3oBaHus.

YpoBeHb 7. Mcnonb3yetcs B COMETaHWM C MEXaHUM3MaMW HHXepacnofoXCHHbIX YPOBHEN.

B.6 KoHpugeHunansHocTts Beex (14)-gaHHbix nonb3osatens B otaensHom (N)-CfiA, nepefasaeMom B pexume 6e3
YCTaHOB/IEHUS COeMHEeHMA

O60CHOBaHMNE aHANOMMYHO KOHMAeHLManbHOCTN BeeX (!M)-AaHHbIX NONb30BaTeNA 3a UCK/OUYEHMEM YPOBHSA 1.
T/le HC CYL|eCcTBYeT YCNyru pexuma 6e3 yCTaHOBNEHNA COEAMHEHNS.

B.7 KoH(uaeHLManbHOCTb BbIGOPOUHbIX Noneit BHYTpU ([Y)-4aHHbIX Nonb3oBaTens Hekotoporo CbJA
3Ta ycnyra KoHuaeHUnanbHocTU obecneynBaeTcs NyTeM WUHPOBAHUM HA YPOBHE NpefCcTaBNeHUA U npuarc-
KacTca MexaHu3Mamy NpUKNafHOro YPOBHSA B COOTBETCTBUM C CEMaHTUKaMU AaHHbIX.

B.8 KoH(puaeHUMansHOCTL NOTOKa Tpaduka

KoH®uMAeHLManbHOCTb 1aTHOI0 NOTOKa Tpauka MOXET 6biTb JOCTUTHYTa TONLKO Ha ypoBHe |. OHa MoOXeT
6bITb 06ecneyveHa NyTem GU3NYECKOrO BBEAEHUS B (DU3MYECKWNI MapLUPYT Mepedayn Hapbl YCTPOACTB WN(pPOBAHUA.
MpefgnonaraeTca, 4TO MaplwpyT nepefayn JO/DKeH ObiTb AYNNEKCHbIM W CUHXPOHHbLIM, TaK 4YTO BBeAeHWEe ITUX
yCTpOICTB ByAeT BOCMPOM3BOAMTL BCe Mepefayun (M faxe WX Hanu4yue) Npu HepacnosHaBaemol GuU3nYecKoi cpeae.

Ha ypoBHsX Bbllle GKU3NYECKOr0 MOMHasA 3aljuTa NOTOKa Tpathmka HeBO3MOXHa. HekoTopble U3 ee AeiicTBUI
MOTYT 6bITb YaCTUYHO BbIMOJHEHbI NYTEM WUCMONb30BAHUA YCNYrU KOH(UAeHUUanbHocTM nonHoro CEJZl Ha OfHOM
YPOBHE 1 BBefieHNs (PUKTUBHOTO TpauKa Ha CMEXHOM BepxXHeM YpoBHe. Takoii MexaHu3m ABAfeTCA AOPOrocToALL UM
1 MoTeHUManbHO npejnonaraeT 60/bline 06beMbl CPEACTB CBA3N U KOMMYTaLUN.
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Ecnn KoH(puaeHUMansHOCTb NOTOKa TpaduKa 0becrneynsaeTcsa Ha YpoBHe 3. O/DKHbI UCMONLIOWATLCA 3ano/IHEHNE
rpauka n/vnu ynpasneHne maplupyTusanmu. YnpasneHme MapLupyTusaLneil MoXeT 06CCMeYKrb 0rpaHUYeHHy0 KOH(K-
AeHLManbHOCTb NOTOKa rpaduka nyTem nepefayn coo6LEeHNA MapLLIPyTM3aLn HO He3alNLeHHbIM 3BEHbAM faHHbIX UK
nogcetam. OfIHaKO BBefleHWe B COCTaB YPOBHA 3 PYHKL MK 3an0HEHUs rpathnka No3BonseT JOCTUYL Bonee a(heKTUBHOIO
1CMONb30BaHMA CETW, Hanpumep, NyTem NpefoTBpalleHns Heobs3aTelbHbIX BCTABOK U HCPCIPY30K CeTU.

OrpaHnyeHHas KOH(PMAEHLMANbHOCTb NOTOKA rpapuka MOXeT 6bITb 06ecneyeHa Ha NPUKIaAHOM YPOBHe MnyTeM
reHepauuy GUKTUBHOTO TpauKa B COUETAHUMN C KOH(MMUAEHHNANLHOCTLIO. NpejHa3sHa4YeHHON ANa npefoTBpalleHns
NAEHTU(NKaALUUN (DUKTUBHOTO Tpaduka.

B.) UenocTtHocTb Bcex (1Y)-maHHbix nosib3osatens B (N)-coefuHeHun (C BOCCTaHOB/IEHUEM MpK OLLIMOKaX)

YpoBHU | n 2. HecnocobHbl obecneynBaTb 3Ty YCNyry. YpoBeHb | HC MMeeT MexaHW3MOB OBHapyXeHus wu
BOCCTAHOBJ/IEHUSA, @ MEXaHU3Mbl YPOBHSA 2 PYHKLMOHNPYIOT TONbKO Ha BYXMYHKTOBO/, a HE MeXOKOHe4YHO 0CHOBe,
B CBA3M C YeM fJaHHaa ycnyra 3fiecb Henpuemaema.

YposeHb 3. OTCyTCTBYeT, NOCKONbKY BOCCTaHOBAEHWEM NpK OWNGKaX He ANS BCeX AOCTYMHO.

YpoBeHb 4. Mcnonb3yeTcs, MOCKOMbKY 3T0 obecrneynBaeT AeNCTBUTENIbHOE MEXOKOHEYHOe COeiUHEHME TpaHC-
NMOPTHOMO YPOBHS.

YpoBeHb 5. OTCYyTCTBYeT, NOCKO/IbKY BOCCTaHOB/IEHWE NpU OWKN6Kax He ABASETCA yHKLMel ypoBHS 5.

YpoBeHb 6. OTCYTCTBYET, HO MCXaHU3Mbl NG POBAHUA MOTyT 06ecneynsaTb 3Ty YCIyry Ha NpUKIafHoOM ypoBHe.

YpoBeHb 7. Mcnonb3yeTcs B cO4ETAHUM C MeXaHU3MaMU YPOBHA NpeAcTaBieHuns.

B.K) LlenoctHocTb Bcex (Y)-aaHHbIX nonb3oBaTens B (M-coeguHeHUn (6e3 BOCCTAHOBNEHMA MPU OLINGKaX)

YposHu | n 2. HecnocobHbl obecneymBatb 3Ty yCnyry. YpoBeHb 1 He MMeeT MexaHW3MOoB O6HapyXeHus u
BOCCTAHOBJ/IEHUA, @ MeXaHU3Mbl YPOBHA 2 PYHKLMNOHNPYIOT TO/IbKO Ha [iBYXMYHKTOBO/, a HE MEXOKOHe4YHON OCHOBe,
B CBA3W C Yem fJaHHaa ycnyra 3fiecb Henpuemaema.

YposeHb 3. Mcrnonb3yeTcs Ansa obecnedeHns goctyna K nojceTvt N0 OTAeNbHbIM MOACETAM, & TaKKe AN PYHKUNi
peTpaHCcAALUM U MapLUpyTU3aLun No BHYTPEHHel CeTu.

YposeHb 4. Mcnonb3yetcs Ana Tex CnyyaeB WCNOJSIb30BAaHWA, Korga [OnyCcTUMO Mpekpawats 06MeH JaHHbIMU
nocne o6Hapy>XeHnUs aKTUBHOT0 BTOPXKEHUS.

YpoBeHb 5. OTCYTCTBYeT, MOCKONbKY He ob6ecneumBaeT AOMOMHWUTENbHbIX MPEUMYLLECTB MO CPaBHEHUIO C
LLle/IOCTHOCTbIO laHHbIX Ha YPOBHAX 3.4 n 7.

YpoBeHb 6. OTCYTCTBYET, 0[HAKO MexaHW3Mbl LK(pPoBaHUA MOryT obecneynsatb 3Ty YCAyry Ha NpuKNagHoM
YPOBHe.

YpoBeHb 7. Mcnonb3yetca B COMETAHUM C MEXaHU3MaMW YPOBHA MpeAcTaBIeHUs.

B.11 LlenocTHOCTb BbiGpaHHbIX nonei BHyTpu (M4')-aaHHbIX nonb3osatens (MY)-CbJ, nepegasaemoro no (N)-co-
e/IKHeHnto (6e3 BOCCTaHOBNEHUSA)

LLenocTHOCTb HbIGPaHHbIX HONME MOXET 6biTb 06ecrneueHa MexaHu3MaMu WUGPOBaHNS YPOBHS NpeacTaBneHus
B COYETAHMW C MeXaHM3MaMi Bbi30Ba M MPOBEPKM MPUKNALHOTO YPOBHS.

B.12 LlenocTtHocTb Bcex (M)-AaHHbIX nonb3oBaTens B oTgensHom (M)-CBJ, nepegaBaeMom B pexume 6e3
YCTaHOB/EHNS COefUHEHMA

Ona MuHUMKU3auMm y6nmpoBaHns GYHKUWIA LLeNoCTHOCTL nepesad B pexxume 6e3 yCTaHOBNEHWUS COEAMHEHUS
[JONMXKHa ob6ecneynmBaTbCsl TOAbKO HA TeX YPOBHAX, 4YTO W LENOCTHOCTb 6e3 BOCCTAHOBMEHMUS, T.C. Ha CETEBOM,
rpaHCcnopwom ¥ NPUKNaAHOM YPOBHAX. Takne MexaHu3Mbl LefIOCTHOCTY M O T UMETb TO/JbKO O4YEHb OFPaHUYEHHYIO
3(h(heKTUBHOCTb U OHU AO/MKHbLI MCNOMb30BATHLCA.

B.13 LlenocTHocTb BbiGpaHHbIX Honel B oTgaensHom (M)-CBJ}, nepepaBaemom B pexuMe 6e3 yCTaHOBEHMWS
coefMHeHNA

LlenocTHOCTb BbIGpaHHbIX No/elt MOXeT 6biTb 06ecneyeHa MexaH3MaMu LWN(PPOBaHNA Ha YPOBHe NpcAcTaarc-
HWUA B COYETaHUWU C MeXaHW3Mamy Bbl30Ba U NPOBEPKN Ha MPUKNAAHOM YpPOBHE.

B. 14 Ycnyra «6e30TKa3HOCTb»

Yenyrn «6e30TKasHOCTb* OTMpaBuTeNs WM nonydvarens Moryt 6biTb o6ecneyeHbl MexaHM3MOM HOTapu3anuu.
KOTOPbIA MOXET UCMO0/b30BaTh PETPAHCAALMIO Ha YPOBHE 7.

Mcnonb3oBaHne MexaHu3Ma LWUGPOBOW MOANUCK 4NN YCNYrn «6e30TKa3HOCTb» TpebyeT TeCHO B3aMMOCBA3MN
MeXAy ypoBHAMU 6 1 7.

MPUNOXEHWE C
(cnpaBoyHoe)

Bbi6op no3vumnii WndpoBaHns 415 KOHKPETHbIX NMPUMeHeHW

C.1 BONbWMHCTBO MPUMEHEHMI HC TPebYOT NCNONb30BaHNA LWNGHPOBAHUN HA HECKONbKUX YPOBHAX. Bbibop
YPOBHS 3aBUCUT OT HEKOTOPbIX OCHOBHbIX acnekToB CnedytoL M 06pasom:

a) nNpu Hco6xoaKMOCTINONMHOWM KOH(MAEHLMANbHOCT NOTOKa Tpaduka AOMKHO 6bITb BbIGPAHO WG POBaHWE
Ha (M31YeCKOM YpOBHe MK 3alumTa nepefadn (Hanpumep, NOAXOAsALMEe METOALI PacLUMPeHns cnekTpa). AgekBaTHas
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(hu3nyeckas 3awmMTa U AOBEPUTENbHAS MapLUpyTMU3aLns, a TakKe aHanormyHas yHKLMOHaNbHOCTb PETPAHCNATOPOB
MOTYT YA0BNETBOPUTL BCe TPe6OBaHMS KOH(MUAEHLUANbHOCTH;

b) Npu Heo6XOAUMOCTU CWUNLHON rpagauun 3awuTbl (TO ecTb, BO3MOXHO, OTAENbHbIA KNOY ANS Kaxaon
NpMKNagHoON accoumaunmn) u ycnyrn «6e30TkasHOCTb» WMAM M36UpaTeNnbHON 3alWnTbl Noaei LOMKHO 6biTh BbIGpPaHO
WnhpoBaHNe Ha YpoBHe npeAcTaBneHus. W3bupaTenbHas 3alwmTa MOMEA MOXET OKa3aTbCs BaXKHOW, MOCKONbKY
anropuTMbl LWNGPOBaHUA NOTPE6AAT 60NbLIME MOLWHOCTM 06paboTkM. LUngppoBaHMe Ha ypoBHe NpeAcTaBneHUs
MOXeT 06ecneymnTb LeN0CTHOCTb 6e3 BOCCTAHOBNEHNSA, YCAYTy «6e30TKa3HOCTb» U MONHYI0 KOH(QUAEHLNANbHOCTD;

C) Npu HeoGXOAMMOCTM MAcCOBOW 3aWMTbl BCeX 0GMEHOB JaHHbIMW MeXJY OKOHEeUYHbIMU cucTeMamu u/unu
BHELWHWUX YCTPOWCTB WundpoBaHUs (Hanpumep, ana obecnevyeHns U3MYECKOR 3alWuUTbl anropuTmMa U KI4veln uam
3alnTbl OT C60eB NPOrpaMMHOro oGecneyeHns) AOMKHO GbITb BbIGPAHO LWN(POBAHME HAa CETEBOM YPOBHE. IT0 MOXET
o6ecneynTb KOHPMAEHLNANBHOCTb U LIeIOCTHOCTL 683 BOCCTAHOATEHHS.

Mpum cuaHuc - XoTsa npoLesypbl BOCCTAHOBNEHUS HC 06€CMeYnBaloTCs Ha CETEBOM YPOBHE, Ha TPAHCNopT-

HOM YypOBHE MOryT 6bITb MCNONb30BaHbI 0ObIYHbIE MEXaHW3Mbl 4151 BOCCTAHOBNEHUSA OT BTOp)KeHI/Il‘;I, 06Hapy)|(eHHbIX
CeTeBbIM YPOBHEM;

d) npu Heob6XofMMOCTU 06GecrneyeHus LeSIOCTHOCTM C BOCCTAHOATCHKEM COBMECTHO C BbICOKOW rpagauueit
3aWMTbl JO/MKHO 6bITb BbIGPAHO WKU(POBAHWE HA TPAHCMOPTHOM YPOBHE. 3TO MOXET 06eCnednTs KOHPUAEHUMATb-
HOCTb 1 LYeNOCTHOCTb C BOCCTAHOBNEHWEM WNN 6e3 Hero:

C) WMKdpoBaHME HA YPOBHE 3BEHA AaHHbIX HC PEKOMeHAyeTcs Ans 6yAyuiux paspaboTok.

C.2 Tlpu paccMOTpeHUN ABYX WAK Gonee M3 3TUX KKOYEBbIX aCMEKTOB MOXET MoTpe6oBaThCs WU(pPOBaHNe Ha
HECKO/IbKUX YPOBHSX.
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