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MNpepgncnoBne

1 PABPABOTAH depepancHoii cnyx6oi no  TEeXHWYECKOMY U  3IKCMNOPTHOMY  KOHTPOJIHO
(®CT3K Poccun), WMHCTUTYTOM CUCTEMHOrO nporpamMmmupoBaHus um. B.M. WMeBaHHMKOBa Poccuiickoi
akagemum Hayk (MCM PAH), O6uwecTBOM C OrpaHMYeHHON OTBETCTBEHHOCTbI «PycBbWTex-AcTpa»
(OO0 «PycbBUTex-AcTpa»), ®eaepanbHbiM aBTOHOMHbIM yuypexaeHneM «l0oCyfapCTBEHHbI Hay4YHO-uccne-
[0BaTeNbCKNUIA UCNbITATENbHbIA MHCTUTYT NPO6/AEM TEXHUYECKOW 3awmnTbl MHPopMmauun degepanbHOl CAYX-
Obl MO TEXHNYECKOMY M 3KCMOPTHOMY KOHTPOO» (PAY «THUNW NT3N ©CTIK Poccum»)

2 BHECEH TexHuW4YeckuMm KOMUTETOM No cTaHfapTu3auunm TK 362 «3awmTta nHpopmaymnm»

3 YTBEPXJ/JEH W BBEJEH B AEVWCTBWE [pukasom denepasbHOro areHTCTBa MO TEXHUYECKOMY
perynuposaHuio u metponorum ot 10 mapta 2025 r. Ne 111-cTt

4 BBEAEH BIEPBbIE

MpaBuna NpUMeEHeHNs HACTOSALLEro cTaHgapTa yCTaHoB/IeHbl B cTaTbe 26 defepasibHOro 3akoHa
0T 29 uioHA 2015 r. Ne 162-®3 «O cTaHgapTu3aumm B Poccuiickon depgepauun». MIHpopmauyns 06 ns-
MEHEeHMAX K HacToAaLWeMy cCTaHgapTy Ny6aAnkyeTCs B eXerogHomM (Mo COCTOSHUI0 Ha 1 sHBapsa TeKyLlero
roga) MHQOpMaLUMOHHOM yKasaTene «HauuoHasibHble cTaH4apThl», a ohuumanbHbli TEeKCT M3MEHEeHWUN
M MOnpaBoK — B eXeMeCAYHOM MH(OPMALMOHHOM yKasaTene «HauuoHanbHble cTaHgapThi». B cnyyae
nepecMoTpa (3aMeHbl) UM OTMEHbl HACTOSLLEro cTaHjapTa cCooTBeTCTBYLee yBeJoMIeHne byaeT
ony6/MKoBaHO B Gnvkanlem BbINyCKe eXemMecA4YHOro MHGOpMauUoHHOro ykasaTens «HauuoHasbHble
cTaHgapThi». CooTBeTCTBYWLWAas UHpopMmauns, yBefoMeHne U TEeKCTbl pasMeLlalnTCca Takke B UH-
hopmaLmnoHHON cucTeme 06Lero nonb3oBaHus — Ha odmumanbHoOM caliTe defepasibHOro areHTCcTBa no
TEexHUYeCcKoMy perynnpoBaHuio U MeTposiornm B ceTu MHTepHeT (Www.rst.gov.ru)

© OchopmneHue. Y «MHCTUTYT cTaHgapTusayum», 2025

HacTosiwuii ctaHgapT He MOXeT 6biTb MNOMIHOCTHLIO WM YacTUYHO BOCMPOM3BEEH, TUPAXUPOBaH M pac-
npocTpaHeH B KayecTBe ohuLManbHOIO U3gaHus 6e3 paspeweHua defepanbHOro areHTCTBa No TEXHUYECKO-
My peryfimpoBaHui 1 MeTPOsIorumn
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BBepgeHne

Peanusaunmsa nonutuk ynpaBieHns AOCTYNnOM, Kak MpaBuao, ABASETCA OAHOW U3 OCHOBHbIX (YHKLUWUINA,
BbIMO/SIHAEMbIX CpeAcTBaMu 3awutbl MHPopmauun. PaspaboTka M onucaHue AN 3T0ro popmasbHbIX MO-
Aenen ynpasneHus [OCTynoM NO3BONSeT o6ecnevynTb AOBepue K TakMm cpepcTtBaMm 3aluTbl MHOpmauuu,
YMEHbLWUTL YNC/I0 HELO0CTATKOB NPU MX NMpoeKTMpoBaHuu (mogenuposaHuun, paspabortke). MNpu aToM onuca-
HMUA (hopmanbHbIX MoAenei ynpaBneHUs AOCTYNOM AO/DKHbl COOTBETCTBOBATb KPUTEPUSAM, YCTAHOBIEHHbIM
FOCT P 59453.1—2021, n 6bITb BepugnuynpoBaHbl cornacHo pekomeHgauynsam FOCT P 59453.2—2021.

BmecTe ¢ Tem paspaboTka hopmanbHbiX Mogenei ynpaBaeHus 4OCTYNOM B 6GONbLWMHCTBE C/yvyaeB sB-
naeTcA KOMNAEKCHbIM MHOro3TanHbIM MPOLECCOM, OT KayecTBa BbINO/IHEHUSA KOTOPOro 3aBUCUT BO3MOXHOCTb
AEeMOHCTpauMmn cooTBEeTCTBUA MX ONUCaHWli MogenvpyemblM cpepcTBaMm 3awWuTbl MHopmauum n obecneve-
HWA YBEPEHHOCTU B KOPPEKTHOCTW peanusaumm aTMMU cpefcTBaMun NOJINTUK ynpaB/ieHUsa AOCTYNOM.

B cBA3M € 9TUM HacToAWwMi cTaHfapT ycTaHaB/AMBaeT pekoMeHaumn no paspaboTke n onucaHuwo dop-
MafbHbIX MoAenel ynpaBneHnsa AOCTYNOM.
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HAUWOHANBbBHBLW CTAHAOAPT POCCUMCKOMN SGEAQLEPALUNMN

3awunta nHdhopmaumn
POPMAJNIbHAA MOAE/Ib YNPABNEHUA AOCTYINOM
Yactb 3
PekomeHaauumn no paspaboTke

Information protection. Formal access control model.
Part 3. Recommendations on development

Jata BBegeHns — 2025—03—31

1 O6nactb NMpUMeHeHus

HacTosiwuii cTaHpapT ycTaHaBiMBaeT pekoMeHAauuu no paspaboTke v onucaHui hopManbHbIX Moge-
neii ynpaBneHua AOCTYNnoM, Ha OCHOBE KOTOpPbIX paspabaTtbiBaloTcs cpeAcTBa 3aluTbl UHOpMaLuu, peanu-
3ylouMe NoMTUKA yrnpaBneHns AoCTynoMm.

HacToswwuii ctaHgapT npegHasHauyeH A/ pa3paboTUMKOB CPefCcTB 3aliMTbl MHGOpMaLMK, peannsyto-
WWX NOMUTUKN YyNpaB/ieHUss 4OCTYNOM, a Takxe ANs OpraHoB Mo cepTuduKaLumn 1 ncnbliTateNbHbiX naéoparto-
puii Npyu npoBeaeHWn cepTUdUKauuU CPeACTB 3alWnUTbl UHDOPMaLUU, peannusyoWwnx NoAUTUKA ynpaBaeHus
LOCTYMOM.

2 HopMaTuBHbIE CCbI/IKU

B HacToAWweM cTaHgapTe UCNONb30BaHbl HOPMATUBHbLIE CChIJIKUM Ha crefylolme ctaHfapThl:

FOCT P 59453.1 3awunta nHdpopmaynm. dopmanbHas Mofenb ynpasaeHusa gocrtynom. Yacte 1. Obuwune
nosoXeHuns

FOCT P 59453.2 3awuta nHdopmauynn. dopmanbHas MoAeNb ynpaBneHna goctynom. Yactb 2. Peko-
MeHAauun no sepudurkaynmn hopmanbHo Mogenn ynpasaeHus fOCTYNoOM

MpumeuaHue — Mpu NOMNb30BAHWU HACTOSALMM CTaHLAPTOM LENecoo6pasHo NpoBEPUTL AeliCTBUE CCbINIOY-
HbIX CTAHAAPTOB B MHYOPMALMOHHOW CMCTEME 06LLEero nofib30BaHWUs — Ha oduLUManbHOM caiite deaepanbHOro areHT-
CTBa MO TEXHUYECKOMY PEryMpoBaHuio M METPOIOrN B CETU VIHTEpHET WM No eXerofgHoMy UH(OPMaLMOHHOMY yKa3a-
Tento «HauumoHanbHble CTaHAAapThI», KOTOPbI ONy6/MKoBaH MO COCTOSIHWIO Ha 1 AHBaps TEKyLUero rofga, v no BbiMyckam
€XeMeCsYHOTo UH(POPMALMOHHOIO yKazaTens «HauvWoHasbHble CTaHA4APTLI» 3a TeKyluii rog. Ecnv 3aMeHEH CCbINIOYHBI
CTaHAapT, Ha KOTOPbIA AaHa HefaTMpOBaHHAA CCbl/IKa, TO PEeKOMeHAyeTcs MCMo/b30BaTh AENCTBYIOLLYI0 BEPCU0 3TOro
cTaHAapTa C y4eTOM BCEX BHECEHHbIX B JaHHYI0 BEPCUI0 M3MEHEeHW. EC/M 3aMeHEH CCbINIOYHbIM CTaHAapT, Ha KOTOpbIi
[laHa [aTUMpOBaHHAs CCblKa, TO PEKOMEHAYETCA UCMO/Mb30BaTh BEPCUIO 3TOFO CTaHAapTa C yKas3aHHbIM Bbille F0A0M YT-
BepxaeHus (NpuHaTWs). Ecnn nocne yTBEPXAEHUS HACTOALEro cTaHAapTa B CCbIIOYHbIA CTaHAapT, Ha KOTOpbLIA AaHa
[laTMpoBaHHas ccblfika, BHECEHO U3MeHeHMe, 3aTparuBaioliee nosoxeHue, Ha KOTOpoe AaHa CCblfika, TO 3TO NOJoXeHue
pekoMeHAyeTcs MPUMEHSTL 6e3 yueTa JaHHOTO U3MeHeHUsi. ECnn CCbifIoYHbIii cTaHAapT OTMeHeH 6e3 3aMeHbl, TO MoJio-
XEHWE, B KOTOPOM [aHa CCbIfIKa Ha Hero, PeKOMeHAYeTCA NPUMEHSTb B YacTW, He 3aTparuBaloLLeil 3Ty CCbisky.

M3pgaHne odumumnanbHoe
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3 TepMuHbI 1 onpefeneHusa

B HacTosiuem cTaHfapTe NPUMEHEHbl caefyllmne TEPMUHbI C COOTBETCTBYHLWMUMN ONpeseeHNs MK

3.1

abCTpakTHbIN aBTOMAaT: M3no0xeHHas popmManbHO MOAENb AUCKPETHOTO ycTpolicTBa, ONWCbIBAEMOTO
BXOAHbIM W BbIXOAHbIM angaBnTamMu, MHOXECTBOM COCTOSIHWNA, PyHKUMEW nepexofoB U3 COCTOSAHWUIA B CO-
CTOAHUSA U PYHKLUMEN BbIXOAOB.

NMpuMmeuyaHune — NpuonvcaHun oopMasibHbIX MOAENE yNpaBieHust 4OCTYNOM, Kak NpaBuio, NpUMeHsTCs
abCcTpakTHble aBToMaTbl 6e3 BbixoAa. B MaTeMaTuke B Ka4ecTBe TakMX aBTOMaTOB ONpeaensaioTcs abCTpakTHble aBToMa-
Thl, ONCaHNE KOTOPbIX HE BK/OYAET BbIXOAHON andaBut 1 iyHKLMIO BbIXOA0B.

[TOCT P 59453.1—2021, nyHkT 3.1]

3.2

Bepudmkaynsa dgopmanbHoOi Moaenn ynpaB/ieHUss AOCTyrnom: [loaTBepXAeHue nocpencTBOM
npeacTaBneHnss 06 beKTUBHbIX CBUAETENbCTB HEMPOTMBOPEUYNBOCTM (POPMasbHOW MOZEenNn ynpaB/eHus [o-
CTYNOM ¥ BbINOJSIHEHNA 3a4aHHbIX B €e pamkax YC/l0BUil 6e30MacHOCTML.

[FTOCT P 59453.2— 2021, nyHkT 3.1]

3.3 Mepapxuyeckoe npencraBneHne opmasibHOW Mogenn ynpasneHns AocTynom: MNpeacTaene-
Hue copmanbHO Mogenu ynpaBneHWss AOCTYNnoM, MpM KOTOPOM e€e onucaHue pa3BbuBaeTCs Ha HEeCKOJbKO
cnoeB (YpoOBHeW), rae Kaxnablii nocnefywwmini cnon Hacnegyet, a NpM HEOO6XOLMMOCTU KOPPEKTUPYEeT uauM [o-
NoNMHAET 3/1eMeHThI NpeAblayLLero cros.

3.4

MHOPMaLNOHHbIV NOTOK: Mpeo6Gpa3oBaHne MHGopMaununm B 06bekTe UM cybbekTe gocTyna, 3aBu-
cAwee oT nMHpopmaunm B 06beEKTE NN cybbekTe AocTyna, peannsyemoe cybbekTom(amun) goctyna.

MpumeyaHne — OGBLEKT UM CyOGBEKT fOCTYNA, B KOTOPOM MpK cO34aHUU MHDOPMALMOHHOTO NoToka npeo6-
pa3yeTcs MHpopmaLlms, kak NpaBuao, Ha3biBaOT NMPUEMHUKOM MHAIOPMALVOHHOIO NOTOKA, 06BEKT UAN Cy6BLEKT [0CTY-
na, oT UHopmaunm B KOTOPOM 3aBUCUT 3TO NpeobpasoBaHne, — UCTOYHUKOM MHGOPMALMOHHOIO NOTOKa, Cy6BbeKT(bl)
[0CTyna, peannsyrwmnin MIHPOPMaLNOHHbLIA NOTOK, — MHUUMaTopoM(aMn) MHOPMALMOHHOTO NOTOKA.

[TOCT P 59453.1—2021, nyHKT 3.2]

3.5

MHOPMaLVOHHbLIA NOTOK MO NamMsaATU: NHMOPMaLWOHHbLI NOTOK, OCHOBAHHbIA HA WCNONb30BAHUMU
namaTu, B KOTOPYl peanusylwmnit ero cy6bekT(bl) AocTyna 3anucbiBaeT WM OTKyAa CUUTbIBAeT WHGOp-
mMayuto.

MpumevyaHne — MamATb, UCNOMb3yeMas 418 CO34aHUS MHOPMALMOHHOIO NOTOKAa MO NMaMATh, MOXET AB-
NATbCSA 06bEKTOM AocTyna (Hanpumep, Korga Takol namaTbio sBnseTcsa haiin) nam He ABNATLCA 06bLEKTOM gocTyna
(Hanpumep, korga Takoli NnamMsATbio ABMAETCA CEerMeHT CTeka npouecca onepaunoHHol cuctemsl). MNpu 3TOM NCTOYHUKOM
VN MPUEMHUKOM Takoro MHGOPMaLMOHHOIo NOTOKa MOTYT ABAATLCA 06BEKTbI MW CyObeKThbl AoCTyna.

[FOCT P 59453.1 — 2021, nyHKT 3.3]

3.6 MHOPMAaLVOHHbLIN MOTOK NO BPEMEHU: MH(pOpMaLWOHHbI NOTOK, NpyW peanusayuum KoToporo
nepegawwmini cybbekT goctyna mogynupyeT nepefaBaemoli MHopmaumeid HEKOTOPbIA U3MEHSALWNIACS BO
BPEMEHU npouecc, a cy6bekT gocTyna, npuHUMawwWwuii nHopmayuio, ee gemoayupyeT, npu 3ToM dakTop
BPEMEHU SABNSETCS CYL,ECTBEHHbIM.

3.7

CKpPbITbI KaHan: WH(popMaLNOHHbIA NOTOK, KOTOPbI/A MOXET 6biTb MPUMEHEH A1 HAPYLWEHUA NOSIUTUK

ynpaB/ieHnsi 4OCTYNOM.
[FOCT P 59453.1—2021, nyHkT 3.12]

3.8 cokpauieHHass popMasibHasi MoAeNlb ynpaB/ieHUst fOCTynoMm: dopmanbHas Mogesnb ynpasne-
HUS AOCTYNOM, MOflydeHHas u3 gpyroii popmManbHOn Mogenu nyTem AM60 UCNOMb30BaHUA TO/IbKO YacTu ee
onucaHus, Nn6o 3afaHnUa B 3TOM OMUCAHUMN AOMNOMHUTENbHbLIX OFpaHUYEHNIA.
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3.9

opmanbHasa mogenb (ynpaB/ieHUsa AOCTYnoM): MaTemaTtnyeckoe wau hopmann3oBaHHoe (Mawu-
HoOUYMTaeMoe, NPUroHOe ANS aBTOMAaTM3MPOBaHHOM 06paboTkM) onucaHue cpeacTsa 3aWunThl MHOpPMaL UK
M KOMMOHEHTOB cpefbl ero pyHKLMOHUPOBaHUA, NpeaocTaB/ieHne LOCTYNOB MeXAy KOTOPbIMU pernaMeHTu-
pyeTcs monuTuKamu ynpaB/iieHus JOCTYynoMm, peanv3yembiMW 3TUM CPefCcTBOM 3aluTbl MHOpMaLuu.
[AgantupoBaHo n3 NOCT P 59453.1— 2021, nyHkKT 3.21]

4 OO6Lwpme NosIoXKeHUs

4.1 PekomMeHAauuMn HacTosAWero ctaHgapTa no paspabotke hopManbHOW Mogenu ynpas/eHus AOCTY-
nMoMm, Ha OCHOBe KOTOpol pa3pabaTbiBaeTcs CpeAcTBO 3aWuTbl MHDOPMaLMK, peanusyloliee NOUMTUKA ynpaB-
NleHns AOoCTynoMm, HanpaB/ieHbl Ha ob6ecneyeHne COOTBETCTBMA ONucaHus QopmanbHOW MOAENU KPUTEPUAM,
ycTtaHoBneHHbim TOCT P 59453.1.

4.2 PexkomeHAylTCA cnegywlme atanbl pa3paboTkm n onucaHus cdopmanbHOW MOAenu ynpaBreHus
AOCTynom:

- onpefesieHne rpaHul, MogennpoBaHusa cpefcTBa 3aWuTbl MHpopMauuu;

- onpejesnieHne BUAOB MOJIUTUK yNpaB/ieHUsa AOCTYNOM, paccMmaTpvBaeMblX NpU MoLesniMpoBaHnmn n pea-
nnM3yembiX CpeAcTBOM 3aluTbl MHopMayuu;

- BbIOGOP TEXHOMNOTUIA, MHCTPYMEHTANbHbLIX CPEACTB (MPU HEOOGXOAMMOCTMN) U NPAKTUYECKUX NPUEMOB pas-
paboTkn popmManbHOn Moaenu;

- onncaHne copmanbHON MOAENMN;

- onucaHne u gokasaTenbCTBO BbIMOIHEHWSA yCn0BUI 6€30MacHOCTU, B TOM 4ucie npu Bepudumkayuu
opmanbHoOli mogenu.

4.3 Ha atane onpegeneHna rpaHuy MoAenMpPoOBaHMA cpeacTBa 3awWuTbl MHPOpMaunu, peannsylouero
NOMIMTUKN ynpaB/iieHUa [OCTYNOM, pekoMeHAyeTca 3aduKcuposaTb UCNOSIb3yeMble NPU 3TOM OrpaHuyeHus,
OONYLWEHNA UAN UCKNIOYEHUA, NPU 3TOM NoKasaTb UX BIUSAHWE HA CHUXKEHWE CMOXHOCTU onucaHuna popmarnb-
HO mMogenu npu ob6ecnevyeHMU ero COOTBETCTBUA MOAENNPYEMOMY CpefcTBY 3alWuTbl MHGopmauuu. B Tom
yncne cnepyet 3auKCMpoBaTh:

- Ha3HavyeHne hopManbHON MoAenu ANS CYWecTBYKLWEro uinm NpoekTUpyeMoro cpeacTsa 3awWnTbl WUH-
opmaunmn, Hanuune MAn OTCYTCTBME BO3MOXHOCTU BHECEHUA U3MEHEHWA B CPpefcTBO 3aWunTbl MHhopmaumm
cornacHo paspabartbiBaeMoin (hopmanbHONn mMomenu.

MpumeuaHune — PaspaboTka hopmMasibHOV MoAenu ANs NPOEKTMPYEMOro CpeacTBa 3aluTbl UHOpMaLMn
WM Takoro CPeAcTBa, B PEXMMbl (UYHKLMOHUPOBAHUA KOTOPOrO MOTYT BHOCUTLCS U3MEHEHUsi, npeAocTaBnsieT 60/blie
BO3MOXHOCTE 471 MOAE/IMPOBAHUS, TaK Kak noapasyMeBaeT Npyu 3TOM MeHbLUE OrpaHWYyeHunii, HaknaabiBaemblx He Noj-
NexalyMn U3MEHEHUIO peXMMaMmn yHKLMOHMPOBaHMS 3TOr0 cpeacTBa. BMecTe ¢ TeM MofennpoBaHune CyLLecTBYHLLErND
CpeAcTBa 3alluThbl MHPOPMALIMM NO3BOMISET NOAYUYUTL GOsblie AaHHbIX 06 0COGEHHOCTSIX ero PYHKLUMOHMPOBAHUSA W, Kak
cneacteue, 6ofiee TOUHO OTPA3UTL UX B (DOPMasibHOW Moaenu;

- NONUTUKM yNpaBaeHua AOCTYNOM, peann3yemMbie CPeACTBOM 3alUTbl UHOPMAaLUN N pernaMmeHTUpyto-
Wwure npejocTaBaeHne 4OCTYNOB MeXAY BCEMU KOMMNOHEHTAMU cpefbl (PYHKLMOHMPOBAHWUS CpPeAcTBa 3aluThl
MHoOpMaLUn NN TONbKO UX NMOAMHOXECTBOM.

MpumeuaHune — MogenvpoBaHue CPEACTBA 3alUThl MHPOPMALMK, Peanu3yioLLero NoMTUKA YNPaBAEHUs [,0-
CTYNoMm, perfiameHTupyloLive NpefocTaB/ieHne AOCTYNOB MEXAY BCEMU KOMMOHEHTaMW Cpefbl ero (oYHKLMOHUPOBAHWS,
SBMSIETCS, Kak NpaBunio, 60/1ee CNOXHbIM. BMecTe ¢ TEM OHO MO3BOJISIET 6OSIEE TOYHO OTPa3nTb B ONUCAHNUM (hOPMasTbHO
MOZENV PEeXUMbl (PYHKLIMOHMPOBAHWS Takoro CPeAcTBa, HaNpXMep B YacTu YC0BU BO3HWKHOBEHUS MH(DOPMAaLMOHHbIX
MOTOKOB;

- CylWw,ecTBeHHble 0CO6EeHHOCTU cpeAbl PYHKLMOHMPOBAHUA cpefcTBa 3alnuTbl MHQoOpMauun (Hanuuue
ceTeBOli MHAPACTPYKTYpbl, MPUMEHEHNEe TEXHONOrNn BUpTyanusaunun nuam gpyrme oco6eHHOCTU), yuyuTbiBae-
Mble NMpu pas3paboTke popmasibHON Moaenu.

MpuMmeuyaHne — YyeT Bcex 0COBEHHOCTEN cpenbl (PYHKLMOHMPOBAHUSA CPEACTBA 3alnTbl MHpOPMAaLMM MOXET
3HAYMTENIbHO 3aTPYAHUTL MOAEMPOBaHME, MPU 3TOM HE OKa3aB CYLLECTBEHHOrO B/IMSHMA Ha 0bGecnevyeHne CoOTBETCTBUSA
onucaHma hopmasibHOlW MoAenn 3TOMy CpeAcTBy. Hanpumep, mogenupoBaHue ynpassieHUs AOCTYNOM B onepawyoHHOM
cucteMe 6e3 ABHOrO yyeTa ee BO3MOXHOIO MCNOMb30BaHUA B CETEBOW UH(PaACTPYKTYpe MOXET He oka3aTb HeratMBHOro
B/IMSIHWA Ha CBOMCTBa pa3paboTaHHOli hopMasnibHON MoAeNn, NPy 3TOM CYL,ECTBEHHO YNPOCTUTL €€ OnucaHue.
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4.4 Mpun onpegeneHnn paccmaTpuBaemMbiX Npy MoLeNNPOBaAHUN BUA0B peasinyemMblXx CPeACTBOM 3alu-
Tbl MHOpPMAaLUWU MOMUTUK ynpaBieHUa LOCTYNOM pPeKoMeHAyeTCA WUCMNoJsib30BaTb MOJINTUKKU, ONpefesieHHble
B NOCT P 59453.1 (MOAWTUKM OUCKPELWOHHOro ynpaB/eHWa [OCTYNnoM, MaHAaTHOro0 KOHTPONSA LEeNOCTHO-
CTW, MaHJAaTHOIo ynpaBaeHna 4OCTYNOM M PONEBOro ynpassaeHus goctynom). Heob6ocHoBaHHOe paclwiupeHne
cocTaBa paccMaTpuMBaeMblX BUAOB NOJIMTUK yNpaB/ieHUA AOCTYNOM MOXET cKa3aTbCA Ha C/I0XHOCTW Moje-
nMpoBaHua, OpMynMpoOBaHWSA M JoKa3aTeNbCTBa BbIMOJIHEHUS yC/oBuWiA 6e30MacHOCTU, B TOM 4ucie npu
Bepucukaunm dpopmanbHoin mogenu. CokpaleHne coctaBa paccmaTtpuBaeMblX NpM MOA4EeNMpPOBaHUM BUAOB
NONUTUK ynpaBieHna LOCTYNOM LesiecoobpasHo OCYWEeCTB/ATL 3a CYET BO3MOXHOCTU BblpaxeHus NonuTuk
OAHWUX BMAOB NOINTUKAMWU LPYTUX BULOB.

MpumeyaHune — TpaguuMOHHAs A/1A ONepPauMOHHbIX CUCTEM MOMNUTUKA AUCKPELMOHHOTO ynpaBieHust 4OCTY-
noM Mpu paspaboTke (hopMasibHOV MOAENN YacTO MOXET GbiTb BbipaXeHa MOJIUTUKON POSIEBOrO YNpaBieHUs AOCTYMNOM.
Mpy 3TOM C UCMONb3YEMbIMI B ONEPALMOHHON CUCTEME YUETHLIMU 3aNUCAMM NoMb3oBaTesneld, rpynnamy yYeTHbIX 3anvcei
nosnb3oBaTesieit v ¢ NPUBUAETUSMU MOTYT 6biTb CONOCTAB/IEHbl OAHOMMEHHbLIE PON.

4.5 PekoMeHAaLny NO BbIGOPY TEXHONOIMA, UHCTPYMEHTANIbHbIX CPEACTB U NPaKTUYeCcKUX NpUemMoB pas-
pab6oTkn chopmanbHOli MoAenu ynpasieHUs fOCTYNOM npuBeAeHbl B pasgene 5.

4.6 PexomeHgaumMn no onucaHui dopmanbHOW Mogenun, B TOM 4YWCNe COCTOAHWIA W npasBun nepexoga
MexXAay COCTOAHMAMMU UCNOMb3YyeMOro gns moaenupoBaHusa cornacHo NOCT P 59453.1 abcTpaKkTHOro aBTomMa-
Ta, npuBefeHbl B pasgene 6.

4.7 PekoMeHfauuy no onucaHui W AoKasaTefNlbCTBY BbIMNO/IHEHWSA YCNOBUIA 6e30nacHOCTU, B TOM Yuc-
ne npu Bepudukaunm popmanbHoOn Mogenu ynpasneHUs AOCTYNOM, NMPpW AeMOHCTpauunm B3auMOCBSA3M 3TUX
ycnoBuii 6€30MacHOCTM € pexuMmamun PYHKLUOHMPOBaHUA cpeAcTBa 3awWwuTbl MHQOPMaLMN NpuBedeHbl B pas-
nene 7.

5 PeKkoMeHAyeMble TEXHOMIOTUN N NPaKTUYecKne NpremMbl paspaboTKu
chopmasibHOl MoZenn ynpasfieHUs 4OCTYrNoM

5.1 Ana onucaHusa dopmanbHON MOAenu ynpaB/iieHus [OCTYNOM peKoMeHAyeTCA WCMonb30BaTbh Ma-
TeMaTuyeckuit M Kak MMHUMYM OAWH U3 hOpMasiM30BaHHbIX (MaWMHOUYMTAEMbIX) A3bIKOB. OTO 06YC/IOB/IEHO
TeM, YTO NPUMEHEHWE MaTeMaTU4ecCcKoro onucaHusa opmanbHON MoAenu Bcerga fonyckaeT MOJSIHYH, He-
3aBMCUMYI0 OT pa3paboTumka, MPOBEPKY KOPPEKTHOCTW 3ITOr0 onucaHua 3afjaHHbiXx B hopmanbHOl mope-
nn ycnosBuii 6e30nacHOCTM, a TakXe BCexX BbIMOSIHEHHbIX B MOAeNn gokasatenbCcTB (MpW 3TOM COrnacHo
FOCT P 59453.2 npu Bepudgukaunm opmanbHOi mMogenn A8 3Toro notpebyetcs nepeBos ee maTemartu-
yeckoro onucaHmsa B oopmMasin3oBaHHOe OMMcaHWe ¢ nMpeAacTaB/ieHNeM CBUAETENbCTB MX COMTacoOBaHHOCTH).
Ncnonb3oBaHue ¢opmMann3oBaHHOIO ONMWCaHUA MO3BONASAET C MPUMEHEHWEM WHCTPYMEHTas/bHbIX CPeAcTB,
peanunsywwmnx gopmanbHble MeTOAbl, NOAAEPXUBAKOWME BblOGPAHHbLIA A3blK 3TOFO0 ONMCaHWUsA, OCYLW,eCTBUTb
aBToMaTunyeckyl Bepuukaunio opmanbHO# Mogenu, Aoka3aTebCTBO €e HEMPOTUBOPEYUBOCTH.

MpunmeyaHune — lNpuonucadnn hopmanbHON MOAENN HA MATEMATUYECKOM A3bIKe 0Ka3aTeNbCTBO (MCMOMb3y-
emble /151 3TOro JI0rMYeckne paccyxieHuns) ee HenpoTUBOPEUMBOCTUN (B TOM YMC/le BbINOSIHEHUS YC/I0BUI 6e30MacHOCTM)
NPUBOAUTCA HenocpeACTBEHHO B 3TOM OMUCAHWUKU, YTO MpefoCcTaB/AeT BO3MOXHOCTbL 06BLEKTUBHOIO aHasim3a KOppekTHo-
CTW foKa3aTeNbCTBa J106bIM CneLmanmcToM, 3HakOMbIM C A3bIKOM MaTemaTtuku. Mpu ncnonb3osaHny hopmann3osaHHoOro
Aa3blka (Hanpumep, Alloy, B, Event-B, TLA+) aBTOMarnyecku ¢ NpUMEHEHNEM WHCTPYMEHTasIbHbIX CPEACTB, KaK npasuno,
npoLie BbIABAATCA HETOYHOCTU onucaHus popmanbHoli Mogenu. BmecTe ¢ TeM 3HauMTeNbHAs YacTb /IOTVKM aBToOMaTy-
4ecKoro AokasaTenibCTBa HENPOTMBOPEUMBOCTH (DOPMasIbHON MOAeNn peasim3yeTcs HENOCPEACTBEHHO B MHCTPYMEHTasb-
HbIX CpeAcTBax, 06bLEeKTMBHAA NPOBEPKA KOPPEKTHOCTU pe3y/ibTaToB paboTbl KOTOPLIX MOXET OblTb 3aTpyAgHeHa.

5.2 Mpu BbIGOpPE WHCTPYMEHTaNbHbIX CPEACTB pa3paboTku (hopmManbHOi Moaenu ynpasfeHus AOCTy-
noM Lenecoo6pasHoO UCXOAUTb M3 BO3MOXHOCTU MX WCMOMb30BAHWS A1 aBTOMaTU4YecKol BepudukaLuu
mMoaenu. B cBA3M C 3TUM WHCTPyMeHTaflbHble CPeacTBa, WCNoNb3yeMble A/1S aBTOMATUMYEcKoil Bepuduka-
uun chopmanbHOi mModenu ynpaefieHUs AOCTYNOM, AO/KHbI YAOBNETBOPSATb KPUTEPUAM, YCTAHOBMEHHbIM B
FOCT P 59453.2.

5.3 Mpu pa3paboTke hopmasnbHOW Mofenn ynpasaeHusa AOCTYNOM PEeKOMeHAYyeTcs npoaHasn3mpoBaTb
cywecTBylowne popmanbHbie Mogenu, B NepBylo ouyepeib COOTBETCTBYlOULME pacCMaTpMBaeMblM Npu mMoae-
NMPOBAHUU BUAAM peasim3yemMblX CPeACTBOM 3alUTbl MH(HOPMALUM MOMUTUK YNPaBAeHUs LOCTYNOM, a Takxe
cpene (yHKLMOHMpPOBaAHWS cpeacTBa (onepauuoHHas cucTema, CUCTEMa ynpaBfieHUs 6asamu LaHHbIX WK
Apyrue). Mo pesynbTaTam Takoro aHanusa uLenecoob6pa3Ho Bbi6paTb 6a30Byl0 hopManbHyl0 Mofefnb, Ha oc-
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HOBE KOTOPO/ MOXHO OCYLLeCcTBAATb AafbHelwyo pa3paboTky. Takxe B pe3ynbTaTe NpoBeAeHHOro aHanuia
Kpome 6a30BOi (hopManbHON MOAENN MOryT GbITb OTOGPaHbl Apyrne MoAEenun, 3/1IeEMEHTbl KOTOPbIX OTCYTCTBY-
0T B 6a30BOIi Mogenu, ecnu ux LenecoobpasHo BKAWUYNTL B pa3pabaTbiBaeMylo hopManbHy0 MoLesb Kak Cy-
LecTBeHHble ANA MOAEeNUPOBaHWS cpeAcTBa 3aWuTbl MHopMauuu. MNpu 3ToM cnefyeT OTMETUTb HEJO0CTaTKM
6a30BOil hopmanbHOl MOAenu, He NO3BOMAKOLWME ee UCNO0/b30BaTb HENOCPEACTBEHHO ANA MOAE/UPOBAHNSA
cpefctBa 3awuTbl MHopmaumm (B TOM 4ucie OTCYTCTBME B MOAENN OTPaXeHWs CyL eCTBEHHbIX CBOWNCTB
cpefcTBa 3aWwuUTbl MHoOpMauuum uUnum cpelbl ero MYHKLMOHUPOBAHUA) N KOTOPble HEOGXOAMMO YCTPaHUTb B
paspabaTtbiBaeMOil hopmanbHOn moaenu.

MpumeuyaHne — CywecTBEHHbIM A1 MHOTMX CPeACTB 3alnTbl MHOPMaLUK, peannsyoLmx noaMTUKL yrnpas-
NleHns JoCTynoMm, SiBNSeTCA UCNOMb30BaHUe nepapxmy 06bEKTOB AOCTyna (CyWwHoCTel, Hanpumep dhannos 1 Katanoros),
NPVBUNETMPOBAHHbIX U HEMPUBUIETMPOBAHHbIX YYETHbIX 3annceil nosib3oBartesiei, NPUBMUIEIMPOBAHHBLIX U HENPUBUAETN-
poOBaHHbIX Cy6BbEKTOB AocTyna. MHorvue copmasibHble MOAeNu, U3BECTHble Kak knaccuyeckue (Hanpumep, mogenun Bell-
LaPadula, Take-Grant, RBAC), He mogenupyT nepeyncneHHble CBOWCTBA CPeACTB 3aluTbl MHhopMaLun unm cpeabl ux
(PYHKUMOHMpOBaHUA. Takke 3T MOAeNn He MO3BOMAIT MOAENIMPOBaTb MH(OPMALNOHHbIE MOTOKM (CKPbITble KaHasbl) No
BpeMeHNn. BmecTe ¢ TeM cyuwiecTBylOT dhopManbHble Mogenu (Hanpumep, cemeiictea [iMN-mogenei), B KOTOPbIX 3T CBOWA-
CcTBa MOAEeNVpyoTCA.

5.4 Ona pas3paboTkn popManbHO Mogenu ynpaBneHWs LOCTYNOM Lefecoo6pasHo NPUMeHATb cnepy-
lowMe TeXHONOTMN U NpakTuyeckne npuemsbl:

- No3TanHoe yc/oXHeHne hopManbHOW MOAENU, KOrAa Ha KaxAoM 3aTane, HauMHasi ¢ BblGpaHHOW B co-
oTBeTcTBMM € 5.3 6a30BOii hopmManbHON Mofenu, CBOWCTBA cpefcTBa 3aWUTbl MHDOPMAaLUU WKW CPeabl ero
(P YHKLMOHMPOBAHUA MOAENUPYIOTCSA MO 4acTAM, NMPM 3TOM OCyuiecTBAsSeTCA onucaHue Tekyuiero npegcraene-
HWA hopMasnbHOW Mofenu, 4oKkasaTeNibCTBO BbIMOJIHEHUS COOTBETCTBYOLWMUX 3TOMY NPeACTaB/EHUIO YCNOBUIA
6e3onacHoCTH, a Takke Bepudukaums opmanbHO Mogenu.

MpumeuaHue — dopmanbHas MOAE/Nb YNPaBAEHNUs JOCTYNOM MOXET OblTb JOCTATOYHO C/IOXKHOI, B CBSA3N C
UeM JOMyLLIEHHbIE NPW ee ONUCaHUN BO3MOXHbIE HETOYHOCTW WM MPOTUBOPEYNSt MOTYT GbiTb BbISIBJIEHBI TO/IbKO Ha 3aBeEp-
watouiem atane ee paspaboTku. Mpy 3TOM ycTpaHeHue aTUX HETOUHOCTEN UM NPOTUBOPEUMI A MOXET NoTpeGoBaTh NOJHON
nepepaboTkn hopMasibHOli Mogenu. Mcnonb3oBaHne NO3TANHOIO YC/OXHEHWUS MOZENW Npu ee paspaboTke Mo3BonseT
CBOEBPEMEHHO BbISIBMIATL GO/bLIMHCTBO HETOYHOCTEW WU MPOTMBOPEUMiA. DTO OCYLLECTBASETCS B MEPBYI0 ouepefb 3a
cueT AoKasaTeNbCTBA BbIMOMHEHWUS YC/IOBUI 6€30MacHOCTU, COOTBETCTBYIOLMX KaKAOMYy aTany paspaboTkm TeKyllero
npeAcTaBneHns opmasibHOi Mogenu, a Takke BepudukaLum 3TOro Tekyllero npeacrasfieHnsi popManbHOn Moaeni.
Kpome Toro, Kaxgablii atan pa3paboTku popMasibHO MOAENM MOXET COOTBETCTBOBATb OMNMUCAHUIO B €€ paMKax TOJIbKO OT-
[e/IbHOTO CBOMCTBA (UM HECKOJIbKMX CBOICTB) CPEACTBa 3aluTbl MHCOPMALMU WU Cpefpbl ero (yHKLMOHUPOBAHWS, YTo
Takxe ynpouaeT MoaeMpoBaHue;

- 06befuHEeHNne HEeCKONbKUX popMasnbHbiX MOAesei ynpaBieHWs LOCTYNOM Ha OCHOBe BblGpaHHON B
cooTBeTcTBUM c 5.3 6a30Boli hopmanbHOl MOAENU € yYeTOM BIUAHWUS CBOWCTB KaxAoi M3 mopeneli Ha Bbl-
NoNIHEHNE B pe3yNbTUpylLW e opMasbHON MOAEeNn ycnoBuii 6e30NacHOCTU.

MpuMmeuaHue — 3aMMCTBOBAHWE 3/IEMEHTOB HECKOMLKMX (DOPMasbHbIX MoAeneit ynpaBieHus focTyrnom Mo-
XET oKasaTbCsi HEO6XOAMMbIM AN MOAENMPOBaHUA CPeACcTBa 3aluUTbl MHGOPMAaL UK, pPeann3ytolLero HeCKOIbKO MoJIMTUK
ynpaBfieHnsi 4OCTYNOM WU COCTOSILLEFO M3 HECKOMIbKUX CUCTEM (Hampumep, ornepauuoHHas cucTemMa M cucteMa ynpas-
neHus 6asamu iaHHbIX), CAMOCTOSITENIbHO peaniuayloWmnx Takme NoauTUKK. MNpu 9TOM HEeo6XOAMMO YuuTbiBaTb CBOWCTBA
Kaxzoih 13 mMoaeneit (COOTBETCTBYIOWIMX UM MOSIMTUK yNpaBfieHUst [OCTYNOM), B NPOTUBHOM C/lydae MOXET OKa3aTbCsl
HEBO3MOXHbLIM [0KA3aTe/IbCTBO BbIMOSIHEHUSI B PE3Y/IbTUPYIOLLE MOAENU yCnoBuii 6e30MacHOCTU U, Kak clieAcTBue, co-
OTBETCTBYlOLIME HELOCTaTKM (YSI3BUMOCTU) MOTYT 6biTb NPUCYLLM MOAENMPYEMOMY CPEeACTBY 3alnTbl MHpOpMaLMK.

Mpumep — Tpy MOAENVUPOBaHUU MaHAATHOrO ynpaBfeHWs JOCTYMNOM C MPUMEHEeHWeM 3/1eMeHTOB MO-
Aeneli poneBoro ynpasneHUs AOCTYNOM HasdHadaeMble POssiM MpaBa focTyrna K o6bekTam gocTyna MoryT
6bITb UCMNOML30BaHbI /151 CO3[aHNA HapyLllaLWwmnx Tpe6oBaHNsA NONMTUKN MaH4ATHOrNO ynpaB/ieHns AoCTY-
NOM UHOPMaLMOHHbIX NOTOKOB (CKPbITbIX KaHa/I0B) MO BPEMEHN OT 06BLEKTOB AOCTYyna ¢ 60/bLIMM YyPOB-
HeM KOH(MAEHLMANBHOCTMU K 06beKTaM J0oCcTyna C MEHbLIUM YPOBHEM KOHdMAEHUManbHOCT Y. NS npefoT-
BpaLLeHNs BO3MOXHOCT W BO3HUKHOBEHUSI TaKNX CKPbIThIX KAHA/IOB MOXEeT 6blTb UCMO/b30BaHO Ha3HaYeHune
ponsm ypoBHeli KoHMAEHUNANbHOCTM 1 NpefocTaBNeHne ux cy6bekTam A0oCcTyna B KayecTBe TeKyLux (B
TOM 4mc/iie BO3MOXHOCTMU M3MEHEHVSI MU MNpaB AOCTYMNa posieil) ToNbKO B Cnyyae, Korga ypoBeHb focTyna
COOTBETCTBYHLLErNo cy6bekTa AOoCTYNna He HKe YPOBHSA KOH(MAEHLNANbHOCTM COOTBETCTBYHOLLENR ponu;

- paspaboTka Mepapxmyeckoro npefcTaBsieHUs opmManbHOli MoAenu ynpaBsieHUss AOCTYNnoM, COCTO-
AWEro m3 cnoes (ypoBHEN), Npu 3TOM KaXAblii HWKHWIA CNOK 3TOro npepctaBieHus opmanbHONn mMopenu
BK/IlOYAET ONMUCAHNE ee 3/IEMEHTOB, HE 3aBUCALLMNX OT 3/IEMEHTOB, NMPUHAaAJEXalWmnx 60/1ee BbICOKOMY C/0t0,

5
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KOTOpbIil, B CBOIO o4yepefb, HacneayeT, a Npu HEO6XOAMMOCTU KOPPEKTUPYET WU AONONHAET 3NeMEHTbl HUX-
Hero cros.

MpumeuyaHne — Mcnonb3oBaHMe MepapxUyYeckoro npejcrTasneHust hopMasnibHOW Mogenu ynpaBneHust fo-
CTYNOM CYLLECTBEHHO ynpoLliaeT ee pa3paboTky, 0COGEHHO B c/y4yae, Korga MoAesmpyeMoe CpefAcTBO 3aliuTbl MHop-
Mauuy peasn3yeT HeCKOJIbKO MOJSIMTUK ynpaB/ieHUs AOCTYNOM WM OHO COCTOWUT M3 HECKO/IbKMX CUCTEM (Hanpumep, one-
pauvoHHasa cucTeMa M cucTema ynpasfeHus 6asamu faHHbix). Torga ¢ Kaxgoin noAvMTUKONM ynpaBieHus AOCTYNOM Wn
KaXao0i cncteMoil MoXeT 6biTb CONOCTAB/EH OTAE/bHbI CNOi (MU OTAENbHBIE C/IOM) MepapXMYecKoro npeacTaBieHus
hopmanbHoi Mogenu. lMpu 3TOM goKalaTesibCTBO BbINOMHEHUS YCM0BUIA 6e30MacHOCTM K Bepudimkauma opMasnibHOM
MoZenu MoryT 6biTb OCyLLeCTB/ieHbl MOcnefoBaTefibHO, No cnosam. Bbibop nocnepoBaTenbHOCTU C/OEB MpPU ONMCaHWUK
dopmancHO MOAenn B ee Mepapxmyeckom MpeacTaBfieHnn MOXeT 6biTb OCYLLEeCTB/IEH UCXOASA W3 HenocpenCcTBEHHOM
TeXHUYecKol peanunsauuy MoAeNMpyeMoro cpefcTea 3awmnTel MHopMauun (Hanpumep, coii, COOTBETCTBYHLLMIA onepa-
LMOHHON cucTeme, ByaeT HMXKE C/os, COOTBETCTBYIOLLETO CMCTEME yNpaBneHns 6asamu AaHHbIX);

- pa3paboTka Ha OCHOBe BblGpaHHOI B COOTBETCTBUU C 5.3 6a30BO hopmManbHOW MoAenn ynpaBneHus
LOCTYNOM COKpalleHHOW (peAyunupoBaHHOW) popManbHO MoAenun, Bk YaLWen NOgMHOXKECTBO 3/IEMEHTOB
6a30Boi (hopmanbHOl mMogenn NMbo cogepxaulield orpaHuyeHns, obecneymBatoLime BO3SMOXHOCTb NPUMEHE-
HUA MHCTPYMEHTa/IbHbIX CPeACTB aBTOMaTU4Yeckol Bepudukaumm mMomgenu.

MpumevyaHne — PaspaboTka cokpalleHHOW (pegyunpoBaHHOI) hopmasibHOM MOAenn ynpaB/ieHnst [OCTYNOM
MOXeT noTpeboBaTtbcs, Korga 6asoBas popManbHass MoAeNb BKAOYAET HEeKOTOpble 3/1eMEHTbI, M36bITOYHbIE A/ Onu-
caHva MOoAenMpyeMoro cpefcrtsa 3awutbl MHgopmaumu. Kpome Toro, aTo MOXeT noTpeboBaTtbesi, Korga us-3a 60/bluei
CNOXHOCTW 3aTpyAHeHa Bepugmkauyma 6a3oBoii hopmanbHolii mogenu (Hanpumep, M3-3a NpobsiemMmbl «KOMOGUHATOPHOro
B3pblBa» MOXET cTaTb HEBO3MOXHOI Bepuchnkaumnss 6a3oBoil hopmanbHON mMogenu no meTody MPOBEPKM Mopenein —
model checking). B Tom uncne Ans npUMEHEHNA UHCTPYMEHTa/IbHbIX CPeACTB aBTOMaTUYEeCKO BepudmnkaLmmn no metogy
NpoOBepKU MoAenein MoXeT OblTb OrpaHMyYeH COCTaB 3/IEMEHTOB Hava/lbHOrO COCTOSIHUS, ONUCbIBAEMOro B pamkax hop-
MasibHOl Mofenu abCcTpakTHOro aBToMara;

- paspaboTKka OTAEsNbHbIX (hOpMasbHbIX MoAgeneil Ansa KOMMNOHEHTOB CpeAcTBa 3aluTbl MHOPMAaLUM C
060CHOBAHMEM OTCYTCTBUS B/AUSIHUA KaXA0r0 KOMMNOHEHTa Ha peanusauuio NonuTUK 6e30nacHOCTU APYrUMU
KOMMNOHEeHTaMu.

MpumeuyaHune — B cnydyae MoAeNMpPOBaHUs CpeacTBa 3alinTbl MHGOPMaLUK, (YHKLMOHNPYIOLWETO B CETeBOi
MHPACTPYKTYpe M peasinsylollero NoanTUKM ynpasBnieHnus fOCTYNoM, AN KOTOPbIX, Kak NpaBuio, He CyLeCTBEHHbI UH-
thopMaLMoHHbIe MOTOKU (HanpumMep, NOIMTUKY AUCKPELMOHHOTO yNpaB/ieHWst fOCTYNoMm), A KOMTOHEHTOB Takoro cpej-
CTBa (Hanpumep, PYHKUMOHMPYIOLWNX HA CEPBEPE WK HA pabouyeii CTaHUMK) NPU HAJIMUUM Y HUX CYLLECTBEHHbIX OT/INYWIA
MOTYT 6bITb pa3paboTaHbl 0TAe/bHble (DOPMasbHble MOAENN YNpaB/eHUs AOCTYMNOM.

6 PekomeHAauun No onvMcaHuio oopMasibHOM MoAEn ynpaB/ieHust 40CTyNnoM

6.1 HenocpeacTBeHHOe onucaHue dpopmManbHOW MoAeNnn ynpasBieHuWs JOCTYNOM peKkoMeHAyeTCcs Ha-
YMHaTb C COCTOSAAHMIA abCTpakTHOro aBToMaTa, KOTOpble AOJDKHbI BKAKOYATb 3/1EMEHTbI, MEPeyYUCNeHHble B
FOCT P 59453.1. lNpu 3aTOM criegyeT yyuTbliBaTb cnejytoliee:

- BO MHOXECTBO Y4YeTHbIX 3anuceil nonb3oBaTtesieli uenecoobpa3HO BKIOUYUTb HE TONIbKO 3/IEMEHTHI,
KOTOPbIM COOTBETCTBYHOT SIBHO peasin3oBaHHble B MOAE/IUPYEMOM CpeAcTBe 3aluTbl MHPOPMALUU yYeTHble
3anucu nonb3oBaTesieli, HO Takke COOTBETCTBYKLUIME YYETHbIM 3anWCSAM CUCTEMHbIX Mosb3oBaTenei (nces-
gononb3oBarteneii). Ecnn B mogenvpyemMom cpefcTBe OTCYTCTBYHT SABHO peasiu3oBaHHble yYeTHble 3anucu
nonb3oBarteneii, peKOMeHAYeTCHa BK/IIOUYNTb B 3TO MHOXECTBO /IM60 He MeHee OA4HOro 3fieMeHTa A8 YyYeTHON
3anncu cMcTeMHOro nonb3oBatens (NceBAononb3oBaTens), NM60 3feMeHTbl N8 yYeTHbIX 3anucell, COOTBET-
CTBYHLWNX Hanbonee 6/U3KAM MO HA3HAYEHWUIO KOMMOHEHTaM cpejcTBa 3awuTbl MHopMauun (Hanpumep,
npu peanusaunn B HEM MOSIMTUKM POJSIEBOrO ynpaBieHna AOCTYNOM AN HEKOTOPbIX ponel moryT 6biTh 3aga-
Hbl COOTBETCTBYIOLME UM 3N1EMEHTbI MHOXECTBA yUYeTHbIX 3anuceil nonb3oBaTtenei).

MpumeyaHne — Vcnonb3oBaHWe YYETHbIX 3anMceil, COOTBETCTBYIOLMX CUCTEMHbIM NOsb30oBaTeNsAM (NceBAo-
nonb3oBaTesniaM, OT UMEHUN KOTOPbIX, Hanpumep, YHKUUOHUPYIOT HEKOTOPbIE NPOLEecchl AApa OnepaunoHHOl CUCTEMbI),
MOXeT Mo3BOINTb 60see TOYHO CMOLENUPOBaTh PEXMMbl (PYHKLMOHMPOBAHUA CcpeacTBa 3aWnTbl MHopMaumun. Kpome
TOro, MpWM peanu3auun B cMCTEMax ynpaBieHuns 6asamy AaHHbIX (Hanpumep, B cUCTeMe ynpasfieHus GaszaMu faHHbIX
PostgreSQL) nonnTukn poaeBoro ynpasfeHns 4OCTYNOM y4eTHble 3anucu nosib3oBartenieil MoryT He 3ajaBaTbCsl Booo6LLe.
BMecTo HMX UCMOMb3YOTCA POMN (HasblBaeMble MHOT4a PONSMU BXOAA), C NOIyHYEHUS KOTOPbIX HAYMHAETCA ceaHc paboTbl
B Takoli cucteme. C 3aTMMU ponsiM Npu onucaHuu chopManbHOW Mogenu MoryT 6biTb COMOCTaBMNEHbl OAHOMMEHHbIE 3Me-
MEHTbI MHOXEeCTBa Y4YeTHbIX 3anuceii nosb3oBarenei;

6
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- 3/1eMeHTbl MHOXeCTBa Cy6beKTOB A0CTyna, Kak npaBuio, CTaBsATCA B COOTBETCTBME KaXAOMY Cy6bek-
Ty focTyna cpefbl (PYHKLMOHUPOBAHUA CPEACTBA 3alWUTbl MHOPMAaL UK.

MpumeuyaHue — BHEKOTOPbIX CAy4yasx A YNpoLLeHUst onucaHus popmasibHo Mofeny HeCcKo/IbKUM CyObek-
Tam A0CTyna MOXET CTaBUTbCA B COOTBETCTBUE OAUH 3/IEMEHT MHOXECTBA CyOBbEKTOB A0CTyna, Hanpumep Korga B O4HOM
ceaHce OT VMEHW OfHOW YY4eTHOI 3anucu nosb3oBaTens MYHKLMOHUPYT 06najarnle o4MHaKOBbIMK NpaBaMu AocTyna
cybbekTbl gocTyna (npouecchl);

- 3/1IeMeHTbl MHOXeCTBa 06bEeKTOB 0CTyna, Kak npaBuao, CTaBATCA B COOTBETCTBUE KaXAOMY 06beEKTy
focTtyna cpeabl PYHKLMOHMPOBAHMA CpeAcTBa 3aWuTbl UHPoOpMauuu. Ha aToM MHOXecTBe 3ajaeTcsi COOT-
BETCTBYIOLEE UCMOIb3YEMOMY B MOLE/INPYEMOM CPEACTBE 3alWUTbl MH(OPMALUM OTHOWEHNE Nepapxuu.

MpumeuyaHue — Tpu MOAENMPOBAHUN CPEACTB 3aliuTbl MHAOPMAUMK, TakuX Kak onepaluoHHble CUCTEMbI
WM CUCTEMbI ynpaBfeHns 6a3aMu AaHHbIX, KOTOPble MOryT BK/KYaTb MWI/IMOHbI O6GBLEKTOB A0OCTYna, MOXeT notpebo-
BaTbCA COKpallleHne Yuca 3/1eMEHTOB MHOXeCTBa 06bEKTOB AOCTyna. B crnyyae cucTembl yrnpasiieHus 6a3amu JaHHbIX
Takoe MoAenupoBaHMe MOXET ObiTb OCYLLEeCTB/IEHO, Hanpumep, 40 Tabnuy 6asbl AaHHbIX. [pu 3TOM npasa gocTtyna u
[OCTynbl CyOBEKTOB AOCTyna K 3anucam Tabnvy MoryT ObiTb CMOZLENMPOBaHbl Kak npasa [0CTyna W AOCTyMbl K camuMm
Tabnuuam (Hanpumep, AOCTYN cy6bekTa AOCTyna Ha 3anucb K 3anncy Tabnvubl MOXeT Npyu MoAe/IMPOBaHUM ONuckiBaTbCA
KakK fOCTyn Ha 3anvcb K 370N Tabnuue uenvkom). OTHOLEHNE Uepapxun Ha MHOXeCTBe 06bEKTOB J0CTyna OnvcbiBaeTcs
B COOTBETCTBMM C Te€M, Kak 3TO OTHOLUEHME peasiM30BaHO B MOAE/MPYEMOM CpeAcTBe 3aluTbl MHopMauuu. Hanpu-
Mep, Npyv MOAENMPOBaHUN ONepaLMoHHbIX CUCTEM ceMelicTBa Linux OTHOLUEHME uepapxuu AO/MKHO NO3BOMATbL OMNUCHI-
BaTb «kecTkne» ccbinkm (hard link), korga HeKoTopblii COOTBETCTBYHOLWMNIA (paiiny 06bEKT gocTyna (06BHEKT) MOXET O4HO-
BPEMEHHO HEMoCpPeACTBEHHO MOAYMHATLCA B Mepapxuu HEeCKosbkMM O6bekTaM J0CTyna, COOTBETCTBYHOLMM KaTasoram
(koHTeliHepam);

- NpY ONMUCAHUU MHOXECTBa peasiudyembiX JOCTYNOB CyGbEeKTOB K 06bekTam AocTyna uenecoob6pasHo
YyUuTbiBaTb, UTO A8 GOMLWNHCTBA MOAE/IUPYEMbIX CPEACTB 3alWUThl MHOPMALUKN U peann3yemMmbix UMU Mno-
NINTUK ynpaB/iieHna AO0CTYNOM AO0CTATOYHO MCMOMb30BaTh TONLKO ABa BMAA AOCTyNa: Ha YTEHMWE U Ha 3amnuch;

- MpX OMMWCaHUM MHOXEeCTBa peasin3yembix npaB AocTyna cy6bekTOB K 06bekTaM uam cyb6bekTam Ao-
cTyna cnefyet yunTbiBaTb BO3MOXHOE€ MHOroo6pasue cnoco60B 3afaHusi Takux npaB B CpefcTBax 3aliUThbl
nHpopmayum. Peanusyemble npasa [0CTyna MOryT 6biTb KakK YHUBEPCAa/bHbIMW A7 BCeX CY6bEKTOB uUAu
06bEKTOB A0CTyNna, Tak W 3aBUCALLMMM OT KOHKPETHOTo 3k3emnnspa cyb6bekta wau o6bekTa gocTtyna. IOTu
npaBa focTyna MOTyT 3ajaBaThCs HENOCPEACTBEHHO WAU AJ1S 3TOr0 MOTYT MCNOMb30BaThbCA TPYMMNbl, Poau,
TUNbI, aTpubyTbl AW ApYyrue cnoco6bl. Mpyu MOAENMPOBaHUM CPEACTBA 3aWNUTbl MH(OPMAL UK, COCTOALETO U3
HECKO/IbKUX CUCTEM (Hanpumep, onepalyuoHHas CUCTEMA U cucTeMa ynpaBfieHus 6aszamu gaHHbIX), caMoCTo-
ATENIbHO peann3yllnx NOAUTUKN yNpaB/ieHUs AOCTYNOM, pPEKOMeHAYyeTCs 3afaTh OTHOLWEHWEe COOTBETCTBUS
Mexnay npaBaMy AOCTyna, UCNONb3YEeMbIMU B KQXAON M3 cUCTEM.

MpumeuyaHue — Peanusyemble B OnepaunoOHHbIX CUCTEMax npasa AocTyna CybbekToB AoCTyna K o6bekram
unu cybbektam gocTtyna B 60MbLUVHCTBE CNyyYaeB Npu MOLENUPOBaHUM MOXHO paccMaTpuBaTb Kak yHUBepcasibHble (Ha-
npumep, npasa fO0CTyna Ha YTeHwe, 3anucb, BbINOJIHEHUE, BNafeHne). BmecTe ¢ TeM B cuctemMax ynpassieHus 6asamu
[OaHHbIX Ha3blBaeMble NpUBUIETNAMK Npasa f0CTyna YacTo CYLeCTBEHHO 3aBUCAT OT Ha3HAYEHUA KOHKPETHbIX 0ObEKTOB
gocTtyna (Hanpumep, B cucTeMax ynpasseHus 6asamu gaHHbix PostgreSQL k Tabnvuam MOxeT HasHayaTbCsA LUPOKUi
cnektp npusunernin: SELECT, INSERT, UPDATE, DELETE, TRUNCATE u gpyrue, a K 9yHKUMAM — TO/IbKO NpPUBUAETNS
EXECUTE), 4TO HE06X04MMO YUYuTbIBaTh NMpU MOAENNPOBaHMN. Kpome TOro, B Takux cuctemax MOXeT noTpebosarbca 3a-
AaHve 3apheKTMBHbIX NpaB focTyna (MpuBuaernii), korga, Hanpuvep, npasa A0CTyna Ha3HavalTcsA He HEMOCPEeACTBEHHO
ponu, a apyroli ponu, y KOTOPOI nepBast ponb UMeeT NPaBO MX HacneaoBaTtb (4151 3TOr0 MOXET MCMNO/b30BaTbCA NPUBK-
nernsa INHERIT), 4yTo Takke MOXET CYWEeCTBEHHO 3aTpyAHUTb mMogenvpoBaHue. K cybbektam focTyna, kak npasBuio, BO
MHOXECTBO peasindyemblx npas AOCTyna AOCTATOYHO BK/OYaTb TOJIbKO NPaBo AOCTyna BrafeHus, KoTopoe, Hanpumep,
MOXeT COOTBETCTBOBaTb CUTyauun B onepaLyoHHbIX cucTemax, korga Kk cybbekTy (mpoueccy) apyroli cy6bekT (npouecc)
nmeeT NPUBUNETNIO OTNAAKN. 3adaHne OTHOLWEHUSA COOTBETCTBUS MeXAy npasamun A0CTyna, peasnm3yeMbiMu B CUCTEMAX,
N3 KOTOPbIX MOXET COCTOATb CPEeACTBO 3alinTbl MHOPMaL MK, YA06HO AN MOAENNPOBAHUA UH(POPMALIMOHHBIX NOTOKOB,
BO3HVKAIOLUX MeXay CybbekTamy 1 06bekTaMmn focTyna 3Tux cMcTem (0OCOBEHHO MpW OMMCaHWUM efuHbIX A8 Mogenupy-
€eMOro cpejcTsa 3almTbl HopmMaLumn npasus nepexoga U3 COCTOSAHUIA B COCTOSIHUSA abCTpakTHOro asToMara).

Mpumep — Tpu MogenupoBaHMN cpeacTBa 3awWnThbl MHPopMaL MM, COCTOALEro U3 cucTeMbl ynpasne-
HUA 6a3aMn JaHHbIX U OMepauMoOHHON CUCTEMbI, OTHOLIEHNEe COOTBETCTBUA MeXAy HEKOTOpPbIMU NpaBamMmu
JocTyna (MnpusBuaermsammn), NCNosab3yemMmbIMn B NepBOM cucTemMe, U NpaBaMn A0CTYyNa, UCMNOMb3yeMbiM/ BO BT O-
poli cucTeme, MOXeT 6bITb 3a4aHO crefyoLwmmMm o6pasom:

SELECT (npuBunerus nonyyaTb CTPOKU 13 Tabnuubl) - readr (NpaBo foCcTyna Ha YTeHue);

INSERT (npuBunerunsa go6aBnaThb CTPOKM B Tabnnuy) — writer (NpaBo AocTyna Ha 3anuchb);

EXECUTE (npuBunerus BbINOSHNTb (OYHKLUIO) — executer (MpaBo AOCTYNa Ha BbINOJ/IHEHNE);
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UPDATE (npuBunerna nsmeHsThb CTPOKM B Tabnuue) — readr (NfpaBo gocTyna Ha YTeHue), writer (NnpaBo
[ocTyna Ha 3anunch);

- NPV OMWCAHUM MHOXecTBa MH(OPMALMOHHLIX NOTOKOB Lie/necoo6pasHO BKAUYUTbL B HEro MHOpMa-
LMOHHbIE MOTOKM MO NaMaATW. BKAYeHWe B HEro MHGOPMaLWOHHbIX MOTOKOB MO BPEMEHW peKoMeHAayeTcs
npu MoAenupoBaHuM cpefcTBa 3aliMTbl UHOPMaUUU, peanu3ylolLero NoAUTUKY MaHAATHOTO ynpas/ieHus
LOCTYMoM.

MpumeuyaHune — BcpeacTBax 3awuTbl MHDOPMALMKM, Peann3yloLLIMX MaHgATHOE yNpaB/ieHue 4OCTYNoOM, Hapy-
LLIEHVEM yCoBMii 6€30MacHOCTM ABNSIETCA co3faHne MHGOPMALMOHHOMO NOToKa (CKPLITOrO KaHasa) oT 06bekTa AocTyna K
[lpyromy o6bekTy foCcTyna, NepBblii M3 KOTOPbIX 06/1a4aeT HECPaBHUMbIM UK 60/1ee BbICOKMM YPOBHEM KOH(UAEHLUAb-
HOCTW, YeM Yy BTOPOro 06bEKTA JOCTyna. TakuM MH(DOPMALMOHHBIM MOTOKOM MOXET 6biTb MOTOK MO BpemeHu. Mpu aTom
ONSi CPeACTB 3aluUThbl MHGOPMALUK, PeasM3ylownx NoNUTUKA AUCKPELVOHHOro, POMIeBOro ynpaB/ieHus AOCTYNOM Wau
MaH/1aTHOTO KOHTPO/ISA LIeNIOCTHOCTM, MHPOPMALMOHHbIE NMOTOKM Mo BPEMEHU, Kak NpaBusio, He MOryT 6biTb UCMO/Ib30BaHbI
NS HapyLeHWsl ycnoBuii 6e30nacHOCTU, NO3TOMY KX Helenecoo6pasHo OnucbIBaTh NPy MOAENIMPOBAHNM Takux CPEACTB;

- Npu pa3paboTke hopmManbHO MoAenu ynpaBneHUsa AOCTYNOM YCNOBUSA BHYTPEHHel n B3auMHOI Kop-
pPEeKTHOCTM (COrnacoBaHHOCTM) MCNOMIb3YEeMbIX A1 ONMCAHUA COCTOAHWI abCTpPakTHOro aBToMaTa MHOXECTB,
PYHKUMA (OTHOWEHWA) Lenecoobpa3Ho ABHO (hopMyMpoBaTb, OCHOBbIBAsACb Ha NOrMKe MPUMEHEHUS 3TUX
QYHKLUMUA 1 OTHOWEHWA, NCXOASA U3 HEOBXOAMMOCTH 06ecneyYeHnss UX COOTBETCTBUA KOMMNOHEHTaM, CBOCTBaM
MOAenmpyemoro cpeacTtBa 3alWuTbl MHOpPMaLUMM M peanusyemblXx UM NOAUTUK ynpaBrieHusa goctynom. Ans
coKpal,eHus 4ymcna HeTOYHOCTEN MM MPOTMBOPEeYMid, fonylweHHbIX Npu pa3paboTke popmanbHol Mogenwu,
NpoBepPKY BbIMOMHEHWUSI 3TUX YCNOBUIA peKOMeHAyeTCs OCYLW,eCcTBNATb cpa3y Mpu NOSBAEHWU TakKoh BO3MOX-
HOCTU, B TOM 4ucC/ne Mocfie KaxAaoro atana paspaboTku copmanbHoli mogenu (ecnu B cooTBeTcTBuM € 5.4
BbINOJIHAETCA No3TanHoe YCNoXHeHne popManbHOl MoAenu) UAN nocse oONUcaHus Kaxaoro cfos npencras-
nexHnsa cpopmancHoli mogenu (ecnu B cOOTBETCTBUM € 5.4 pa3pabaTbiBaeTcs Mepapxuyeckoe npepcraBsieHue
dopmanbHoii mogenun). Kpome TOro, aTM yc/roBMSI peKOMEHAYyeTCAa MCnosib3oBaTb Npu (GopmMann3oBaHHOM
onMcaHMn N aBToOMaTMyecKkoin Bepudukaumm opmMmanbHOn Mogenu.

Mpumep - YcnoBus BHY TPEHHEN 1 B3aMMHOI KOPPEKTHOCTMU (COrnacoBaHHOCTUN) MHOXECTB, (PyHKUWI
(0OTHOLWEHNIA), NCNONb3yeMbIX ANs1 ONUCaHUA COCTOSIHMI abCcTpakTHOro aBTomMaTa:

- B Mepapxum o6bekToB gocTyna (CywHOCTEN) TO/bKO ABAAKLIMECS 06beKTaMn OCTYyna KOHTeliHepbl
MOryT cofepXaTb Apyrne o6bekTbl OCTYNA;

- cy6beKTbI fOoCcTyna MOryT MMeThb ApYr K APYyry TOJ/IbKO NpaBo AOCTYNa BNajeHUs;

- eC/IM YYeTHOW 3anvMcy nonb3oBaTe s paspelleHa HeKOTopas posib, TO 3TOW y4eTHOW 3anmcu nosb-
30BaTeNs pa3peLleHbl BCe poau, NOAUYMHEHHbIE NMepBOi posn (M3HaYas/IbHO pa3peLLEHHO) B nepapxumn poneii;

- B Mepapxum 06beKTOB AocTyna (CylwHocTell) 06beKThl AOCTYMNa, Haxo4slMecs Bbille B Mepapxuu,
MMeKT YPOBEHb LLENIOCTHOCTMW He HMXE YPOBHEW LleNNOCTHOCTU 06bEeKTOB A0CTYMNa, HAXOASLLMXCA HUXe B
nepapxuu;

- YpOBeHb AoCTyna cybbekTa AOoCTYyna He NPeBOCXOANT YPOBHS AOCTYNa yyeTHOl 3anucu nosib3oBa-
Tensi, 0T UMEHU KOTOPOW OH (DYHKLMOHUPYET.

6.2 B pamkax chopmanbHOli mMogenu ynpaBneHWs AOCTYNOM pekoMeHAyeTcsa onucaTb npasunia
Xo4a M3 COCTOAHUI B COCTOSHMS abCcTpakTHOro aBTomarta (napameTpbl KaXAoro npasuaa, ycioBua n pesyb-
TaTbl €ro NPMMeHeHNs), No3BonawlMe MmoanduunposaTtb (co3gaBaTb, YAanaTb, U3MEHATL 3HAYEHUe WU Na-
pamMeTpbl) 31eMeHTbl 3TUX COCTOSIHWIA, 3a WCK/AYEeHWEeM clyyaeB, KOrga COOTBETCTBYKOLUIME M3MEHEHUA He
npefycMoTpeHbl pexmmamn yHKLMOHNPOBAHNA MOAENUPYEMOro cpeacTea 3alWuTbl nHhopmauuun. MNpu aTom
XenaTtenbHo, 4ToGbl C KaXAoil HenocpeACTBEHHO CBfA3aHHOW C peanu3auueil NONUTUK ynpaBfieHUs AOCTY-
nom yHkumen (CMCTEMHLIM BbI3OBOM, XpPaHMMOW npoueaypoi, cobbiITUEM WAN APYroe) cpeAcTBa 3aluThl
nHopmaummn 661710 conocTaBneHo npasuao(a) nepexofa U3 COCTOAHWA B COCTOSAHUA abCcTpakTHOro aBTomara
(npn aTom pgonyckaeTcs, 4To6Gbl O4HOMY MpaBWU/y COOTBETCTBOBANIO HECKONbKO (MYHKUMIA). DTU npaBunia pe-
KOMEeHAyeTCA BK/KOUYUTbL B MepBY rpynny npasun (ge-tope npasun). Bo BTopyto rpynny npasun (ge-takrto
npaBua) pekoMeHAyeTCs BKAKWUYUTb NMpaBuia, He COOTBETCTBYyKOLWME KaKUM-NN60 (PYyHKUMAM cpefcTBa 3aln-
Tbl MH(OpPMaLUKU, a UCMONb3yeMble A1 ONWCAHUS W JoKa3aTeNbCTBa BbIMOMHEHWUS YC/OBUIA 6€30MacHOCTHU.
B ToM umcne BO BTOPYH rpynny NpaBua MOTyT 6biTb BK/AKOUYEHbl NpaBuna, npefHa3HauvyeHHble A1 CO3[aHuA
I/IHqI)OpMaLU/IOHHbIX MNOTOKOB MU/IN NONy4YeHNa 3a CHeT ncnosib3oBaHua aTux I/IHq)OpMaLlVIOHHbIX NOTOKOB cy61>eK-
Tamu focTyna ynpaBneHus gpyrumu cybbektamu gocTtyna. Takke ANA KaXAoro npasusia B ero napaMmeTpax,
YCNOBUAX U pe3ynbTaTtax NPpUMMeHeHuUs cregyeT ykasbiBaTb cy6bekTa(oB) AOCTyna, KOTOPbI MOXeT ABNATLCA
NMHULNATOPOM BbINOJTHEHUA 3TOr0 Npasunna.

nepe-
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MpumeuvaHne — CywecTBYOT cpefcTBa 3aWnTbl MHOPMaUnM (Hanpumep, BCTpavBaemble OnepaunoHHble
CMUCTEMbI), B KOTOPbIX SBHO MOFyT He peann3oBbiBaTbCA Y4YeTHble 3anucu nosb3osaTeneil. MNpy MoAenMpoBaHUU Takux
CpeACcTB He MMeeT CMbIC/la OMUCbIBaTb NpaBuia nepexoja M3 COCTOAHWI B COCTOSHMA abCTpakTHOro asTomara, Mo3BO-
nswme agMUHUCTPUPOBATb YUYeTHbIe 3anucK nonb3oBaTeneli (co3gaBaTtb, U3IMEHATb UX NapaMeTpbl, yaanaTb). [opagok
conocTasfeHnsa (hyHKUWA cpeacTBa 3aWnTbl MHpopMaLmMm 1 npasua nepexoga 13 COCTOSHUIA B COCTOSHUSA abCTpakTHOro
aBTOMaTa 3aBMCUT OT CBOWCTB 3TOr0 CpeacTsa, yAo6bCcTBa Npu MOAENNPOBaHMM U MPUMEHSEMbIX A/ 3TOr0 TEXHOIOTUNA
(Hanpumep, ¢ CUCTEMHOMHbLIM BbI30BOM B OMEPAaLMOHHbIX CUCTEMAX, OCYLLECTBASIOLWMUM CO34aHne uan oTkpeliTue haina,
MOXeT 6bITb COMOCTaB/IEHO ABa Npasuna: Asa co3faHusa obbekTa focTyna v Anaa noayvyeHns octyna K 06bekTy AocTyna,;
Hao60poT, 0AHO NMPaBwuo Co3[aHusa 06bekTa A0CTYyna MOXET ONMUCbIBaTb HECKO/IbKO CUCTEMHbIX BbI30BOB A/ CO34aHusS
chalinos, karanoros, COKETOB WM APYrMX cywHocTel). Ecnm coctaB v onncaHue fe-tope nNpasBu, Kak NpaBwuio, CU/LHO
3aBUCAT OT MOAENNPYEMOro CpejcTBa 3aluTbl MHpopMaLmmn, To cocTaB 1 onucaHue ge-ghakrto npasun 4OCTATOYHO YHU-
BepcasibHbl (B KayecTBe Mx npumepa npu paspaboTke hopMasibHOW Mogenu yao6HO MCnonb3oBaTth Ae-hakTo npasuna us
paclwumpeHHoi mogenu Take-Grant unun cemeiictea [M-mogeneii). 4BHoe 3afaHne B KaXA0M Ae-tope 1 ge-hakTo npasune
nepexoga u3 COCTOSAHWUIA B COCTOSIHMA abCTPakTHOro aBTomarta CyobekTa(oB) AOCTyNa, Kak MHMLmMaTopa ero BbINOJIHEHNS,
COOTBETCTBYET TOMY, YTO TOSIbKO CyO6BEKTbI A0CTyna (Hanpumep, NPoLecChl), Kak akTUBHbIE KOMMOHEHTbI cpefbl OYHKLM-
OHMPOBaHWA cpeAacTBa 3aluTbl MHOPMaLUK, MOTYT MHULMWPOBATL BbINO/IHEHUE KaKMX-InM60 OYHKLUMIA 3TOro cpeacTtsa.

6.3 Mpu onucaHum B cOoOTBETCTBUM C 6.1 ¥ 6.2 COCTOAHUI M NpaBua nepexoga U3 COCTOAHWIA B COCTO-
AHWS abCcTpakTHOro aBTomarta cnegyeT yyuTbiBaTb NepcrnekTuBbl fanbHelwero JopMynnpoBaHUsa yCcnoBui
6e30MacHOCTM, MaTemaTnyeckoro unm opmanbHoro (npu Bepudunkauum gopmanbHOl Mogenn ynpaBaeHus
[OCTYNnOM C NMPUMEHEHWEM MHCTPYMEHTasIbHbIX CPEeACTB) AOKa3aTeNbCTBa WX BbIMOSIHEHWUSA COr1aCHO PEKo-
MeHAauuAaM, U3T0XKEHHbIM B pasfene 7. [na 3TOro npu HaaM4ynmm BO3MOXHOCTW npasBusa nepexoga U3 cocTo-
AHUI B COCTOSAHMA abCTpakTHOro aBTomaTta, B KOTOpble TONbKO [06aBAAKTCA HOBble 3/1eMEHTbl COCTOSAHWUIA,
cnepyeT onucbiBaTb OTAE/IbHO OT NpaBuW/, B KOTOPbIX 3TU 3/1EMEHTbI yaansawnTcsa. B ycnosusax u pesynbratax
NPMMEHEHNs nNpasua NepBoOi rpynnbl (ge-tope npasua), ONMcaHHbIX cornacHo 6.2, uenecoobpasHo usberaTtb
MCNONb30BaHNA MHPOPMALNOHHBIX MOTOKOB WAW yNnpaBieHUs ogHUMK cy6bekTamu gocTyna gpyrumn cybbek-
Tamu gocTtyna. Hao6opoT, B pe3ynbTatax NpuMEHeHUs npasua BTOPON rpynnbl (ge-pakTo npaBua) He cnegyer
BHOCUTb U3MEHEHNSA B 3/IeMEHTbl ONWCAHNA COCTOAHUI abCcTpaKTHOro aBToMaTa, KOTOpble HENOCPeACTBEHHO
peanus3ylTca B cpeAcTBe 3awuTbl MHopmauun. Ecnm B cooTtBeTcTBUM Cc 5.4 paspabaTbiBaeTcsa Mepapxuue-
ckoe npepcTaB/iieHMe hopmanbHON Mogenu, ToO UCNOb3yeMble NPU ONUCAHWUKU YCNOBWIA 1 pe3ynbTaToB NpumMe-
HEHWS NpaBu 3N1eMeHTbl COCTOAHNI peKoMeHAYyeTCAa TakKe pacnpefenaTb Mo C0AM, KOTOPbIM 3T 3/1EMEHTbI
COOTBETCTBYIOT. Takke pekomMeHAyeTCcsa onpeAenMTb OrpaHu4YeHMs U 0cobeHHOCTM hopMa/ibHbIX METOA0B U
peannsywmnx nx MHCTPYMeHTalbHbIX CPEACTB, KOTOpPble HEOBXOAMMO yyecTb Npu pa3paboTke hopmanbHON
Mogenu ynpasieHna fOCTYNOM U KOTOPble MOTYT MOBJ/IMATL HA YCMNELWHOCTb NCNONb30BaHUA 3TUX CPeacTB AN
Bepuunkauun dpopmanbHoin mogenun. ina yyeta aTux orpaHnvyeHnin LenecoobpasHo ncnonb3osaTtb paspaborT-
Ky cornacHo 5.4 cokpalleHHOW (pegyuvmpoBaHHOIl) popMasbHOW mMogenu (B TOM 4ucie NyTeM YMEHbLIEHUs
yncna 3/1eMeHTOB ONMcaHua COCTOAHWUI abCTpakTHOro aBToMara, 0CO6EHHO ero HayaJlbHOro0 COCTOSHUSA) UK
oTAeNbHbIX (hopManbHbiX MoAdenei ANA KaXAOro KOMNOHEHTa cpefcTBa 3alWunTbl MHoOpMayuu.

MpumeuyaHne — BO3MOXHOCTbL onucaTb NpasBuna nepexoga W3 COCTOSSHWMIA B COCTOSAHWMSA abCTpakTHOro aB-
TomaTa (MOHOTOHHbIE NpaBwua), B KOTOPble TOMbKO [406aBMAIOTCA HOBblE 3/IEMEHTbI COCTOSIHUIA, OTAE/bHO OT NpaBu/l
(HEMOHOTOHHbIX NPaBw/), B KOTOPbIX 3TN 3/IEMEHTHLI YAANATCA, UHOTA4A yNpoLlaeT MateMaTuyeckoe [oKasaTenbCTBO Bbl-
NosTHEeHNA ycnoBuii 6e3onacHocTy (0CO6EHHO B criyyae, Korga Mogennpyemoe cpefcTBO 3alluTbl MHOpMauny peanusy-
eT OUCKPEeLMNOHHOEe ynpaBieHne A0CTYynoM). BONbWNHCTBO MHCTPYMEHTA/IbHLIX CPEACTB aBTOMaTuyeckoli Bepudukaunm
no meTtoay nposepku mogenen (model checking) YyBCTBUTEALHbLI K YNCTY 91E€MEHTOB COCTOSIHUIA ONUCLIBAEMOTO B pamKax
hopmanbHOl Mogenn abCTpakTHOro aBToMara. Y4ecTb Takoe orpaHMyeHne 4acTo MOXHO 3a cueT pas3paboTku cokpalleH-
HOW (peAyuMpoBaHHO) hopmMasibHO Mogenn nau (NpY HanMunM Takoil BO3SMOXHOCTMW) OTAENbHbIX (DOpMasibHbIX Moaeneli
015 KaXXA0ro KOMMNOHEHTa cpefcTBa 3alnTbl MHopMaLmu.

6.4 Ecnu mogenupyemoe CcCpefcTBO 3aliMTbl WHMOpMaLWM peanusyetr NONUTUKY AUCKPELMUOHHOTO
ynpasfeHusa JOCTynom, To Npu pa3paboTke popmManbHOil MOAenu ynpaBfieHUs LOCTYNOM AOMOSHUTENbHO
pekomeHayeTcs BblGpaTb CNOCO6 onucaHus MaTpulbl 4OCTYNoB, Hanbonee COOTBETCTBYHOLUMIA TOMY, KaK OoHa
Henocpe/fCTBEHHO 3ajaeTcsl B 3TOM CpefcTBe.

MpumeuaHne — B GOMbLWMHCTBE CPEACTB 3aLlMTbI MHAOPMALMK, peannsyrowmnx NoanTuUKy 4UCKPELVOHHOTo
ynpasneHus [OCTynoM, mMaTtpuua AOCTYMNOB 3a4aeTcs HasHayeHueM KaxkAoMy O6bekTy focTyna npasa focTyna K Hemy
cy6bekToB focTyna 160 C MOMOLbIO Macku 6uUT (Hampumep, kak B onepauuoHHbIX cuctemax cemerictea Linux), nn6o c
MOMOLLIbIO CMIMCKOB KOHTPOAA AOCTyna (Hanpumep, kak B onepauuoHHbIX cucTemax cemelictBa Windows). MNpumeHeHue
cnoco6oB onucaHus MaTpulbl AOCTYNOB, HE CBSA3aHHbIX C TEM, KaKk OHa 3afJaeTcs B CPefCTBE 3awuTbl MHopmauuw,
MOXET, C OfHOI CTOPOHbI, 06ecneynTb 60MbLUY HAarNAAHOCTb 1M YA06CTBO NpWM MOAEeMpOBaHun (Hanpumep, Npu UCNosb-
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30BaHUK ANs 3TOro rpadha npae A0CTyna, kak B moaenn Take-Grant), ¢ Apyroii CTOPOHbI, 3TO MOXET 3aTPyAHUTb [EeMOH-
CTpauuio B3aMMOCBSI3M OMUCAHHbLIX B (DOPMasibHOW MOAEeNn YC/noBuit 6e30MacHOCT C pexmmMamn (PYHKLMOHMPOBaHUS
3TOro CpeAcTBa.

6.5 Ecnv mMmogenupyemoe cpefcTBO 3alWUTbl MHpOpMaLuyM peannsyeT NONUTUKY POSEBOro ynpaB/ieHus
focTynom, To npu paspaboTke hopmManbHO MoAenu ynpaBieHns 4OCTYNOM AOMNOJIHUTENIbHO PEKOMEeHAyeTCs:
- BO MHOXeCTBe poJieil 3aaatb NOAMHOXECTBO afMUHUCTPATUBHbBIX posieid, N03BONAKLINX o6nagatwmnm
MMU B KauyecTBe TeKyllMx cy6bekToB AOcCTyna agMWHUCTPUPOBATbL POJiIEBOE ynpaBfieHue goctynom (cosga-
BaTb UAW yaansTb ponu, M3MeHATb WX Mepapxuio, 3ajasBaTb NpaBa [ocCTyna pofeil, N3MEeHATb MHOXecTBa
poneii, paspeleHHbIX 418 YYETHbIX 3anMceil nonb3oBatenei, 1 OCyWecTBAATL APYrMe AeACTBUA C ponsiMu).

MpumeyaHne — Ecnv B MOAeIMpyemMoM CpefcTBe 3aluTbl HpOpMaL MM NMETCA agMUHUCTPATUBHBIE POSIN,
KOTOpble NMM60 He MOryT HEMOCPEACTBEHHO CO3jaBaTthb, yAanaTb, U3MEHATb B npouecce (hyHKLUMOHMPOBAHUS 3TOr0 Cpes-
CTBa CBOWM MapameTpbl (Hanpumep, posib postgres B cucTeme ynpasrieHus 6a3amu faHHbix PostgreSQL), nu6o Takoe
npeAnosiokeHne AoNycTUMO NpyY MOAENMPOBaHWKM, TO 478 YNPOLEHNs onucaHns hopMasnbHON Mofenu ynpasneHus fo-
cTynom (0COGEHHO NMpaBw/ Nepexoia U3 COCTOSAHWI B COCTOSIHMSA abCTPaKTHOIO aBTomara) BO MHOXECTBE posieli peKkoOMeH-
JyeTcsi 3aiaTb MOAMHOXECTBO COOTBETCTBYHOLWMX (4ACTO Ha3blBAEMbIX CUCTEMHbLIMWN) aAMUHUCTPATUBHbIX POJeil;

- AN ynpoLlieHns onucaHus copManbHOil Mofenu Lefnecoob6pas3Ho M3beraTb BKAOUYEHUA B HEro He-
CYL,eCTBEHHbIX AN peanu3auun NoMUTUKM POSIEBOTO ynpaBneHus 4OCTYynoM napamMeTpoB ponei (Hanpumep,
MMeHa poseii), 3a UCK/IlOUYeHWeM C/yyaeB, KOrAa aTM napameTpbl HEOGXOA4WMblI AN MOAENUPOBaHUA APYIUX
peann3yeMblX CPeACTBOM 3aliMTbl MHOPMALUN MOMAUTUK YNpaBieHUs LOCTYNOM.

MpumeyaHnne — VimeHa poneli B 60/bLINHCTBE C/lyvyaeB HeCyLeCTBEHHbI Npyu pa3paboTke hopMasbHON MO-
Aenn cpefcTBa 3awWwnTbl MHOPMaUK, peannsylowero NnoaUTUKY PoIeBOro ynpasnieHns AocTynom. B To xe Bpemsa ecnu
Takoe CpeACTBO Takxe peanusyeTt NOAUTUKY MaHAaTHOro yrnpasieHus 4OCTYynoM, TO UMeHa posieli MOryT UCNoJ1b30BaTbCsA
ANS co3gaHna MHPOPMaLMOHHbIX MOTOKOB (CKPbIThIX KaHas10B) N0 BpeMeEHW. B Takom cfyyae nMmeHa poneli Lenecoobpas-
HO BK/OYaTb B onucaHune paspabaTbiBaemoii hopManbHOR mMogenu;

- eC/In CPeAcTBO 3aluTbl MHPOPMALMUN COCTOUT U3 HECKOJIbKMX CUCTEM, CAMOCTOATE/NIbHO peannsyto-
WMX NONUTUKY POSIEBOrO yrnpaBaeHna OCTynoM, To o6beAuHeHNEe NpY MOLENMPOBAHUN NUCNONb3YEMbIX B 3TUX
cucTemMax poneil B efUHOe MHOXECTBO, 3ajaHue 06U unx AN BCex poneii napameTpoB crefyeT OCyWwecTBAATh
ncxon4s M3 ygobctesa MoLeniMpoBaHusa, YNpoweHus onucaHusa opmanbHON mMogenun, a Takke obecneyeHus
BO3MOXHOCTU AeMOHCTpaLuuy B3anMOCBSA3M ONNCAHHbIX B HEW yCcnoBuii 6e30NacHOCT C pexmumamMmun pyHKLmno-
HUpPOBaHUA MOAENNPYEMOro cpefcTBa.

6.6 Ecnn mopgenvpyemoe cpefcTBO 3aWuTbl MHOpMaLUK peannsyeT NONNTUKY MaHAATHOIO KOHTPOSA
LesioCTHOCTK, TO Npu pa3paboTke hopmanbHON Mogenun ynpaBneHUs 4OCTYNOM AONO/IHUTENbHO PEKOMEeHAY-
eTcs:

- yyecTb NpuU 3afaHnnM MHOXECTB Y4YEeTHbIX 3anuceil NPUBUAETNPOBAHHbLIX U HENPUBWUIETUPOBAHHbIX
nonb3oBartesnieli BaXHOCTb KOPPEKTHOrO BK/OYEHUS B COOTBETCTBYHLULEE MHOXECTBO KaXAO0N KOHKPETHOW
Y4YeTHOW 3annmcu nosb3oBaTens UCXOA4SA U3 HANW4YWSA WAN OTCYTCTBUA Yy HEro MOJIHOMOYMIA NO ynpaBAeHU WUau
agMUHUCTPUPOBAHUIO MOAENMPYEeMOro cpefcTBa 3awWmnuTbl MHOpPMauuu.

MpuMmeyaHne — MN3BLITOYHOE BK/IOYEHNE YYETHbLIX 3anuceli nonb3oBaTesieli BO MHOXECTBO HENPUBUIETNPO-
BaHHbIX YYeTHbIX 3anuceli nosb3oBaTesneli MOXeT NPUBECTU K HEBO3MOXHOCTU MaTemaTtuyeckoro (hopmasibHOro) fokasa-
TENbCTBA TOr0, YTO B a6CTPAKTHOM aBTOMATe BbIMOJIHATCA YC/10BUSI 6€30NacHOCTU ((PDYHKLMOHUPYHOLWMUE OT MMEHU TaKUX
HenprBUIErMPOBaHHbIX YYETHbIX 3anunceil nonb3oBaTesnieil HENPYBUIETMPOBaHHbIE CYyObEKTLI A0CTyna 6yayT UMeTb, Ha-
npumMep, npasa JoCTyna WM NpUBUIErMU, COOTBETCTBYHOLIME NPVBUIETMPOBAHHbLIM YYETHLIM 3anucsiM Nosib3oBaTeneil).
Hao60poT, HEO6OCHOBAHHOE BK/IHOUEHME YUYETHbIX 3annceil nosb3oBaTesieli BO MHOXECTBO NPUBUIETMPOBAHHBIX YYETHbIX
3anuceil nonb3oBaTesieli MOXET NO3BONTL 0Ka3aTb BbINOJIHEHUE 3TUX YCMOBUIA 6€30MACcCHOCTM, XOTA 3TO He GyAeT cooT-
BETCTBOBaTb pexvuMamM (hyHKLMOHMPOBaHWSA MOAENMPYEMOTO CpeACcTBa 3awuThl MHOpMaLum;

- 3a4aTb NPUBUIETMPOBAHHbLIM YUYETHbIM 3anucsaM Mnosib3oBaTtesieii U NPUBUIETMPOBAHHBIM CyGbEKTaM
JoCTyna MaKkCMMasbHbli B pelweTke YpPOBHEW LLe/IOCTHOCTW YPOBEHb LENOCTHOCTU, & HEMPUBUIETUPOBAHHbLIM
yuyeTHbIM 3anucamM nosb3oBaTeNeil U HenpuBUMIErMpoBaHHbLIM Cy6bekTaM gocTyna — YPOBHU LENOCTHOCTU
MeHblle MakCUManbHOIo B pelleTke YpoBHEW LEeN0CTHOCTU YPOBHSA Le/IOCTHOCTM (B TOM YMC/le MUHUMabHbI
B pelleTke YPOBHEN LLEMOCTHOCTU YPOBEHb LLe/IOCTHOCTK);

- BK/IIOUNTbL B ONucaHue paspabaTbiBaemMoil hopManbHO MoAenu ynpas/ieHus AOCTYNOM MHOXECTBO
MHOPMAaLMOHHbIX MOTOKOB MO MamMsATH, a Takxe NpejgHasHauyeHHble AN UCMOMb30BAHWUA Takux MHoOpMaum-
OHHbIX MOTOKOB U OMMWCaHHble B 6.2 MpaBuia Nepexoga U3 COCTOSHUIA B COCTOSIHUS abCTpakTHOro aBToMarta
BTOpPOi rpynnbl (Ae-hakTo npaBuia), NOCKOJIbKY MH(OPMAaLWOHHbIE MOTOKA MO NaMATU CYWECTBEHHbl ANs
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onucaHus ycnoBuit 6e3onacHoCTU Npu MOAEeNVMPOBaHUM CPeAcTB 3aluTbl MHOpMaLUK, peannsyrwux no-
NNTUKY MaHAaTHOrO KOHTPO/SA LeN0CTHOCTH;

- 334aTb 4NA KaxAoro cyb6bekTa gocTyna MHOXeCTBO (DYHKLMOHA/IbHO acCOLMUPOBaHHbIX C HUM 06b-
€KTOB A0CTyMna, YTo SIBNIAeTCA CYLW eCTBEHHbIM A1 ONUcaHus ycnosuii 6e30nacHOCTU, CBSI3aHHbIX C HANUYNEM
BO3MOXHOCTM Yy OfHUX Cy6bEKTOB focTyna (0CO6EHHO HENPUBWUIETMPOBAHHbIX) NOMyYaTh ynpaBaeHue APYru-
MU cybbekTamu goctyna (0CO6eHHO NMpUBUNETMPOBaHHbLIMMW).

MpumeyaHne — B 60nbWKMHCTBE CPeAcTB 3aluTbl MHOpMauumn (Hanpumep, B ONepauuoHHbIX cucTemax) y
Kaxgoro cybbekTa AocTyna ecTb XOTs 6bl 0AVH (PYHKLMOHANBHO acCOLMUPOBAaHHBIN C HUM 06BbEKT gocTyna. Hanpumep,
AN Kaxaoro npouyecca onepaumoHHoi cuctemMbl (CybbekTa AocTyna) cyuecTByeT UCNONHSAEMbI dainn (06BbEKT gocTyna),
13 KOTOPOro 3TOT npouecc 6bi1 MHULMANN3MPOBaH. Npy 3TOM TakumMyn 06bekTamy AocTyna MoryT ObiTh Takke daiibl gn-
HaMmnyeckux 6ubamoTek, KoHurypaunoHHble alinibl, CerMeHTbl ONepaTuBHOW NamaTh, 3anvcu, cogepxaime gyHKUMUmn
WAn TpUrrepbl CUCTEM ynpaBneHus 6asamu AaHHbIX, U Apyrue;

- 3agaTb (NpM Heo6Xxo4MMOCTU) NOAMHOXECTBO MPUBU/IETMPOBAHHBIX CYyObEKTOB AOCTyna, AOCTYNbl KO-
TOPbIX K 06bekTam focTyna He MOryT 6blTb UCMNO/Mb30BaHbl ANA CO3AaHUA UHPOPMALMOHHBLIX NOTOKOB MO
namMaTn OT HEMNpPUBUIETMPOBAHHbLIX Cy6bEKTOB AocCTyna K o6bekTam pgoctyna, PyHKLMOHaNbHO accouumpo-
BaHHbIM C NPUBUIETMPOBAHHLIMUN CyObekTaMmn gocryna.

MpumeuyaHune — B 6GONbLWMHCTBE CPEACTB 3alnTbl MHhOpMaL MU CyLLeCcTBYIOT 06beKTbl focTyna (Hanpumep,
COKETbl B ONEpaLMOHHbIX CUCTEMAX), Yepe3 KOTOpble MOTYT OCYLLECTBASAITb OGMEH AaHHbIMU NPUBUMIETMPOBAHHbIE U He-
NpUBWIErMPOBaHHble CYy6bEKTbl AocTyna. MNpu 3TOM Takme 06LEeKTbl AOCTyna 4acTo MMEeKT MUHWMasibHbIA B pelleTke
YPOBHE LeM0CTHOCTN YPOBEHb LeNI0CTHOCTU. B pesynbrate K HAM MOryT mony4yaTb AOCTYMbl Ha 3anncb HEMpPUBUIETUPO-
BaHHble Cy6BbeKTbl AOCTYNa, a Ha YTeHne — MNpuBUIErMpoBaHHble CyObeKTbl AOCTyna, KOTopblie, B CBOK oyepedb, MOryT
nonyyatb AOCTYN Ha 3anuncb K 06bekTam A0CTyna, (MYHKLMOHaIbHO acCoLMUMPOBaHHbLIM C APYTMMU NPUBUNETMPOBaHHbI-
MM cybbekTamu goctyna. Ecnv HenocpefcTBEHHO onucaTtb 3TO B pa3pabatbiBaemoli (hopMasibHON MoAenu ynpas/ieHus
[OCTYyNnoM, TO BO3MOXHa CUTyauus, Korga C yyacTueM MpuBUIErMPOBaHHbIX CyObeKTOB [0CTyna BO3MOXHO CO3faHue
MH(OPMAaLMOHHbIX MOTOKOB MO NamsATW OT HEMPUBU/IETMPOBAHHbLIX CyOBEKTOB A0CTyna K o6bektam gocTtyna, qyHKLMO-
Ha/lbHO acCOLUNPOBAHHLIM C NMPUBUIErMPOBaHHbIMK Cy6beKTaMK A0CTyna, YTo 6yAeT NpMBOAUTL K HAPYLUEHUIO YC/I0BUIA
6e3onacHocTM (Hampumep, K NOyYEHUI0 yNpaB/ieHUss HEMPUBWIETMPOBAHHLIMU Cy6beKkTamun A0oCTyna NpUBUIErMpoBaH-
HbIMM CcybbekTamu gocTyna). [lns npefoTBpalleHns 3Toro B CpefcTBax 3awuTbl MHhopMaumm AOCTYMbl HA YTEHWe npu-
BU/IETMPOBaHHbIX CYOBEKTOB A0CTyna K o6bekTaM A0CcTyna, Yepe3 KOTopble MMWU OCyLlecTBAsieTcs 06MeH AaHHbIMU C
HenpuBUNErMPOBaHHbIMU Cy6bekTaMu A0CTyna, peanu3yetcs Takum obpas3om, 4TOObl 3TU AOCTYNbl (Hanpumep, yepes
NHTepdelicbl COKeTOB OMepaLyOoHHbIX CUCTEM) HE MOM/IM UCNOMb30BaTbCA ANS CO34aHUsA UHOPMALMOHHBIX NOTOKOB MO
namaTy, NPUBOAALLMX K HAPYLLIEHUIO YCoBUiA 6e30nacHoCTM. ITO LesecoobpasHo yyecTb npu paspaboTke hopmasibHOMA
MOAenn ynpaBfieHus OCTYNOM NyTem 3aflaHusi COOTBETCTBYIOLLErO NOAMHOXECTBA NPUBUIETMPOBAHHbIX CyGbEKTOB A0-
cTyna (4acTo Ha3blBaeMOro KOPPEKTHbIM);

- Npu paspaboTke popMasbHO MoAENU, ecnu cpefcTBO 3aWUTbl UHPOPMALUN COCTOUT U3 HECKOSb-
KX CUCTEM, CAMOCTOSITE/IbHO peasiudywmnx nouTuKy MaH4aTHOrO KOHTPOAA LEeoCTHOCTU, 3a4aTb eAuHble
AN BCEX 3TUX CUCTEM pelleTKy YPOBHEN LenoCTHOCTH, PYHKLUMN (OTHOWEHMUA), UCNoNb3yeMble AN 3afaHus
YPOBHEl LEeNnoCTHOCTM yuyeTHbIX 3anuceil nonb3oBaTtesieil, Cy6bEKTOB M 06BEKTOB A0CTyNa, a Takke MHOXe-
CTBO MH(hOPMaLMOHHbIX NOTOKOB MO MaMsTL.

MpumeuvyaHne — B cpefcTse 3awmuTbl MHAOPMALMK, COCTOSALLEM U3 HECKOJIbKMX CUCTEM (Hanpumep, onepa-
LUMOHHOW CMCTEMbl U CUCTEMbI yNpaBieHus 6asamMu [aHHbIX), AOCTYMNbl Cy6BbEKTOB AOCTyna K o6bektaM AocTyna OfHOM
CUCTEMbl MOTYT OblTb MCMNOJIb30BaHbl A1 HapyLeHWs YCNoBMiA 6e30MacHOCTM Npu peanus3auum MNoSIMTUKUM MaHOATHOro
KOHTPOAS LEe/IOCTHOCTN B ApYroi cucteme. Hanpumep, AoCTynbl npoueccoB (Cy6bekToB focTyna) k dpalinam onepauu-
OHHOIi cucTeMbl (0O6bekTam AocTyna), B KOTOPbIX COAepXaTtcs 3anucy (06bekTbl AoCTyna) CUCTEMbl ynpaBrieHus 6asa-
MW AaHHbIX. AHANIOTMYHO AN 3TOr0 MOryT MCNO/b30BaTbCA MH(POPMAaLMOHHbIE NOTOKM MO NaMATU MeXay cy6bekTamu u
ob6bekTamu focTtyna 3TMx cuctem. Mo3aToMy nNpyM MOAENNPOBaHUM Takux CPefcTB pekomeHAyeTcs 3afaHue efuHblX 414
BCEX CUCTEM peLUeTKN YPOBHel LenoCTHOCTH, hyHKUMIA (OTHOLIEHNIA), nCNob3yeMbliX ANS 3a[4aHNs YPOBHEN LieNI0CTHOCTH
YyYeTHbIX 3anuceil nonb3oBateneil, CybbekToB U 06EKTOB AOCTYNa, MHOXeCcTBa UH(OPMALMOHHBIX NOTOKOB MO NaMATW.
Mpyn HaNnuuM Takoin BO3MOXHOCTK LiefiecoobpasHo Takke 3ajaHue efMHbIX NpaBua nepexofa u3 COCTOSHUIA B COCTOSHUA
abCTpaKTHOro aBToMaTa;

- UCNO0Nb30BaTb peleTKy YPOBHEN LLEe/N0CTHOCTU, COAEpXallyld MeHbllee YUCN0 3/1eEMEHTOB, YEM pea-
NIM30BaHO B MOAENUPYEMOM CpefCcTBe 3aluTbl MHOpMaLumn, 4Na ynpoweHna onncaHnsa popmanbHoli moge-
nn ynpasneHns 4OCTynom, B TOM 4uMcie Korga cornacHo 5.4 paspabaTbiBaeTcs cokpauweHHas (pegyuupoBaH-
Had) popmManbHas MoAaenb.
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MpumeuvyaHune — [na onucaHusi 6OMbLUMHCTBA YC/10BKI 6€30MacHOCTM NPU MOAENNPOBaHUW CPEeACTB 3alinThl
MH(OpMaLUK, peasm3ywmnx NoMTUKY MaHAaTHOTO KOHTPOS Le/IOCTHOCTU, MOTYT OoKa3aTbCs [OCTaTOYHbIMU BCErO JBa
YPOBHS Le/IOCTHOCTU, HanpyMep «BbICOKas LLe/IOCTHOCTb» (415 NPUBWUIETMPOBAHHbIX YYETHbIX 3anuceil nonb3oBartene,
PYHKLMOHMPYOLLNX OT UX UMEHWN CyOBEKTOB A0CTyNa, (PYHKLMOHA/IbHO acCOLMUPOBAHHLIX C HAMU OGBLEKTOB AOCTyna)
N «HU3Kasi LeNoCTHOCTb» (O4N15 OCTaslbHbIX YUYETHbIX 3anuceil nonb3oBaTtesnieil, cy6GbeKToB U 06bEKTOB AocTyna). Kpome
TOro, MCNO/Ib30BaHNe peLleTkn YPOBHEW LLe/TOCTHOCTH, COCTOSLWEN M3 MEHbLUErO YMCa 3/1IEMEHTOB, YeM B MOAE/IMPYEMOM
CpeAcTBe 3alnTbl MHhOpMaL MK, MOXET 6biTb MOSIE3HbIM NPV Bepudmkauny hopMasibHO MoAenn No METOAY NPOBEPKU
mogeneii (model checking), Tak kak MHCTpyMeHTanbHble CpPeAcTBa, peanvayolmne 3TOT METOA, YYBCTBUTE/bHbI K YNCY
3/1EMEHTOB COCTOSIHUI ONMCbIBAEMOro abCTpakTHOrO aBToMaTa.

6.7 Ecnn mopgennpyemoe cpefcTBO 3alUTbl MHGOPMAaLUK peannsyeTt NONUTUKY MaHAATHOro ynpasie-
HUA gocTynom, To nNpu paspaboTke chopmanbHOli MOoAenn ynpaBieHUs JOCTYNOM AOMNOSHUTENbHO PEeKOMEeH-
ayeTtcsa:

- BK/IIOUYMTb B onncaHne paspabaTtbiBaeMoii popmanbHOW MoAenu ynpaBneHns 4OCTYNOM MHOXecTBo(a)
MHM OPMAaLNOHHbBIX MOTOKOB NO NamMATW U MO BPEMEHWN, a Takxe npefHasHayYeHHble 4719 UCNONIb30BaHUA Takux
MHOPMAaLMOHHbIX NOTOKOB M ONUCaHHble B 6.2 nNpaBuia nepexoja M3 COCTOAHUIA B COCTOAHUA abCTPakTHOrO
aBToMarta BTOPOW rpynnbl (ge-gpakto npaBunia), NOCKONbKY MH(pOpMaLMOHHbIE NOTOKM NO NamATW M NO Bpe-
MEHMN CYLLEeCTBEHHbI A1 ONMcCaHusa yc/ioBUin 6e30MacHOCTM NpU MOAENNPOBaHUM CPEACTB 3aWuThl nHhopma-
uun, peanmsyrouwmnx noANTUKY MaHAATHOTO ynpaBieHus AOCTYNoM;

- mcnosnb3oBaTb Npu paspaboTke hopManbHOW MOLENU ynpaBieHUs AOCTynoM B cooTBeTCTBMMU C 5.4
ee mepapxuyeckoe npejcrassieHue, cocToslee Kak MUHUMYM U3 [ABYX C/0€B, Ha NepBOM M3 KOTOPbIX MNpu
onucaHun chopManbHON MOLENN UCNOMb30BaTbh TOMIbKO MHOXECTBO MH(OPMAaLMOHHBLIX NOTOKOB MO NamaTtw,
Ha BTOPOM CJ/l0€ — MHOXEeCTBO MH(POPMALMOHHbLIX NOTOKOB MO NaMAaTW U MO BPEMEHMU.

MpumeyaHune — B oTaMuMe OT UHPOPMALMOHHBIX NOTOKOB MO NamATK Npu paspa6oTke hopmanbHoii Moaenm
ynpasfieHnsi 4OCTYNOM OnucaHue MHMOPMALMOHHbLIX NOTOKOB MO BPEMEHM, a Takxe npeAHasHauyeHHbIX ANs UX UCMOSib-
30BaHUA MpaBu Nepexofa U3 COCTOSHUI B COCTOAHUS aBCTPAKTHOTO aBToMaTa, Kak nmpaBusio, sBMseTcs 60/ee CrOoXHOM
3agaveii. MoaTomy Ana ynpouleHns paspaboTku PopMasnibHON MOAENM, CoKpalleHnsl AOMNYLLEHHbIX NPU ee OnUcaHun He-
TOYHOCTEe Uy NpoTuBopeunii LenecoobpasHo NCNob3oBaHNe ee nepapxmuyeckoro NPeacTaBAeHNs], rae Ha NepBoM crioe
OMMUCLIBAETCS TONIbKO MHOXECTBO MH(DOPMAaLMOHHbLIX NOTOKOB MO NaMsATU, a HA BTOPOM C/I0€ — MHOXECTBO MH)opmaLm-
OHHbIX MOTOKOB MO MaMSATU U N0 BPEMEHMU;

- npu paspaboTke popManbHO MoAenu cpefacTBa 3alWuUTbl UHPOPMAaLUK, COCTOALWErT0 U3 HECKOTbKUX
CNCTEM, CAMOCTOATENIbHO peann3yrlWwnx NoANTUKY MaHAATHOTO ynpaB/ieHus AOCTynom, 3agaTb eAuHble ANA
BCEX 3TUX CUCTEM peLIEeTKY YPOBHEN KOH(PUAEHUNANBHOCTN, PYHKUUMN (OTHOLWEHUS), NCNO/b3yeMble AN 3a-
JaHnsA ypoBHeli focTyna y4YyeTHbIX 3anuceil nons3oBaTteneli 1 cy6beKkTOB AOCTyna, ypoBHel KOHUgeHunanb-
HOCTM 06BbEKTOB A0CTyna, a TakKe MHOXEeCTBO UH(OPMAaLNOHHbLIX MOTOKOB MO NaMATW U MO BPEMEHMU.

MpumevyaHne — B cpeAcTBe 3aluTbl MHOPMALMK, COCTOALLEM U3 HECKOMbKMX CUCTEM (Hanpumep, onepa-
LIMOHHOW CMCTEMbI U CUCTEMbI ynpaBneHns 6a3amn AaHHbIX), AOCTYMbl CYy6bLEKTOB AOCTyna K 06bekTam AocTyna OfHoi
CUCTEMbl MOTYT 6blTb WCMO/b30BaHbI A1 HapYLUEHUs YCNOBUI 6e30nacHOCTM Mpy peanusauuy NoSIMTUKM MaHAaTHOro
ynpas/fieHnsl AOCTYNoM B [pYroil cucteme (aHa/orMyHO CpeAcTBaM 3alliuUThl MHGOPMAaLUK, B KOTOPbLIX peanunsyeTcsi no-
NITMKA MaHAATHOTO KOHTPOMS LENocTHoCTH). OCOGEeHHO Takue AOCTYMbl MOryT 6biTb WCMOMb30BaHbl A5 CO3/aHus 3a-
NPELLEHHbIX 3TUMU YCNOBUAMU 6E30MacHOCT MH(OPMALMOHHbLIX MOTOKOB MO BPEMeHU Mexay o6bekTamu gocTyna (Ha-
npvmep, OT 06BEKTOB JOCTyNa € GOMbLINM YPOBHEM KOH(PUAEHLMANBHOCTM K 06bEeKTaM AOCTyna € MeHbLUMM YPOBHEM
KOH(MAEHUMANbHOCTN) CUCTEM, M3 KOTOPbIX COCTOMT CPEACTBO 3aluThbl MH(OopMauuu. Mo3ToMy npu MOAEIMPOBaHWN
Takux CPeAcTB pekoMeHAyeTcs 3ajaHue efuHbIX ANS BCeX CUCTEM pPelleTK YPOBHEN KOHMUAEHUMaNbHOCTU, DYHKLMIA
(OTHOLLEHWIA), MCMONb3yEMbIX A4N1A 3afaHus YPOBHEel [OCTyna ydeTHbIX 3anvcell nonb3oBaTeneil n cy6bLEKTOB AOCTYyNa,
YPOBHE KOHIMAEHLMANTbHOCTM 06BEKTOB A0CTYNa, MHOXECTBA MHOPMAaLMOHHBLIX NMOTOKOB MO NaMsiT U M0 BPEMEHN.
Mpy HANMUMK TaKO BO3MOXHOCTM Lie/Ieco06pa3Ho Takke 3aaHne eauHbIX NpaBusi nepexoga U3 COCTOSIHWIA B COCTOSIHUSA
abCTpakTHOro aBToMaTa;

- NCNONb30BaTb pPeELEeTKy YPOBHEN KOH(MUAEHUMNANbHOCTM, COAEpPXallyld MEHbLIee YUC/0 3/1IeEMEHTOB,
YyeM peasiM3oBaHO B MOAENVMPYEMOM CpeAcTBe 3aluTbl MHoOpMaLnn, AA8 YNPOLEHUS ONMcaHmsa popmasb-
HO MoAenu ynpaBfeHus AOCTYNoM, B TOM Yucie korga cornacHo 5.4 paspabartbiBaeTcsa cokpauieHHas (pepy-
uupoBaHHasn) popmanbHas MoLeNb.

MpumevyaHne — [na onucaHns 60/MbLIMHCTBA YCNOBKA 6€30NacHOCTM NpY MOAENNPOBaHUM CPEACTB 3alliuTbl
MHPOPMaLIMK, pPeanmnayoLLMxX NoMTUKY MaHAaTHOro ynpasieHust 4OCTYNOM (aHanorMYHo NOSIMTUKE MaHAATHOTO KOHTPONS
Lie/IOCTHOCTM), MOXET OKa3aTbCsl OCTAaTOYHO BCEr0 ABYX YPOBHEN KOH(pUAEHLMANLHOCTW (HanpumMep, «BbiCOKas KOHMU-
[eHUNaNbHOCTb» U «HU3Kasi KOH(PUAEHUMANBHOCTb»). DTO TaKKe MOXET GbiTb MOMIE3HLIM NPY BepuduKaLmum popManbHoi
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MOo4eNnn ynpaBneHms foctynoMm no metogy nposepku mogeneit (model checking), Tak kak MHCTpPyMEHTasNlbHble CPeACTBa,
peanusyioLiue 3TOT MeTof, YYBCTBUTE/bHbI K YAC/TY 3/IEMEHTOB COCTOSIHWIA ONMCbIBAEMOro abCcTpakTHOro aBTomarta.

7 PekomeHgauMn no onNnucaHMK 1 AoKasaTeNbCTBY BbIMO/IHEHUS YC/TIOBUI
6e3onacHocTu

7.1 CornacHo T'OCT P 59453.1 npu pa3paboTke hopMasbHOW MOAEeNN ynpaBaeHUs AOCTYNOM [OJIXKHbI
6bITb ONMCaHbl YC/0BMUSA 6€30NacCHOCTU COCTOSIHUI abCTpakTHOro aBTomMaTa v ycnoBus 6e30nacHOCTM nepexo-
OB 13 COCTOSIHWIA B COCTOSAAHMSA abCcTpakTHOro aBTomarta. [ 3TOro pekoMeHAyeTCcsA MCNOoNb30BaTb onpegene-
HUS NOMUTUK yNpaB/ieHns fOCTYNOM, KOTOpble caefyeT C MPUMEHEHNEM OMUCAaHHbIX B 5.4 TEXHONOTMA 1 nNpak-
TUYECKUX NpMemMoB (No3TanHoe YyC/NoXHeHUe popManbHOl Moaenu, o6befUHEHNE HECKONbKUX (DOPManbHbIX
Mogenein, paspaboTka mepapxmyeckoro npegcraBneHns opMasbHOW MOLENUN, COKpaLW,EeHHON hopManbHO
MOAEenu Unn OTAenNbHbiX (hOpManbHbiIX MOoAeneil) KOHKpeTM3npoBaTb C yyeToM AeTanein peanusaymm 3aTux
NoAUTUK B MOJEMpyeMoM cpefcTBe 3aluTel MHopmauuu. Mpu 3aToM cnepnyet hopMynMpoBaTb yC/oBUSA
6e3onacHOCTM Tak, 4To6bl NpoBepKa WX BbIMO/IHEHUSA ABAANACL aiTOPUTMUYECKM pa3pewnmMoli 3agayei (ons
yero MoxeT noTpeb6oBaTbCsa SABHO 3ajaBaTb HEOOXOAVMMblIE AOMNYLEHUA WUAW UCKIKYEHUA U3 3TUX YCNOBUNA).

MpumeuaHue — CywecTBylT hopmanbHbie MOAENW ynpasneHus AOCTYNOM, B KOTOPbIX 3afaHbl YC/0BUSA
6e30MacHOCTM, MPOBEPKA BbIMOSIHEHNS KOTOPbIX ABMSETCA aropuTMUYECcK/ HepaspeLwlunmoi 3agayeli (HanpyMep, npegHa-
3HayYeHHas ANns MOAeNMpoBaHWsA CPeACTB 3awuTbl MHOPMaLUK, peanun3ylowmnx noMTUKy AUCKPELMOHHOTO yrnpaBaeHus
gocTtynom, mogens Harrison-Ruzzo-Ullman) nam anroputmuyeckn paspelummoli 3agadveli (Hanpumep, npegHasHavyeHHas
ANA MOoAenupoBaHna CpeAcTB 3awuTbl MHhOpMaL MK, peanunsylowwmnx NoaMTUKy MaHAaTHOro ynpasieHus AOCTYnoM, Mo-
nenb Bell-LaPadula).

Mpumep - CornacHo onpegesieHUto NOJINTUKU MaHAa THOro ynpasfeHnsa AOCTYNOM MNpu NosiyyeHnn ao-
cTyna Ha YTeHne K 06bekTYy AOCTyNna ypoBeHb AOCcTyna cybbekTa AocTyna AO/DKEH 6blThb HE HMKe YypPOoB-
HS KOH(UAeHUnanbHOCTM 06beKTa AOCTYMNa, a Ha 3an1ucb — YPOBEHb A0CTYMNa cybbekTa AocTyna [os/KeH
ObITb He Bbllle YPOBHSA KOH(huaeHUManbHOCTM 06bekTa gocTyna. BmecTe ¢ Tem B onepaymoHHbIX CUCTe-
Max cemecTBa Linux cywecTBYOT 06beKkThbl gocTyna (Hanpumep, dalinsi /dev/null n/dev/zero), gocTyn Ha
YT eHne 1 3annucb K KOTOPbIM HEOBXOAMMO pa3pelnTb cybbekTam gocTyna c 1tobbiM ypoBHEM gocTyna. Ans
yyeTa 3TOro npu onucaHnn ycnoBuii 6e3onacHoCT U uenecoobpasHo ANA TakMx 06bekTOB AocTyna caenaThb
COOTBETCTBYHLLEE UCK/TIOYEHNE.

7.2 KpoMe ycnoBuii 6€30MacHOCTH COCTOAHMIA a6CTPaKTHOrO aBTomMaTa Lenecoo6pasHo onpeaennTb Ao-
MONHUTENbHbIE YCMOBMUS 6€30MacHOCTH ero HadyasbHOro COCTOSIHUS (MM HAuYyallbHbIX COCTOAHWIA).

MpumeuaHne — [Mpyu oNUCaHUM AONOJIHUTENbHBIX YC/I0BUIA 6€30MacHOCTU HAYasIbHOrO COCTOSIHWS abCTpakT-
HOro aBTOMaTta PEeKOMEHAYyeTCsi CTPEMUTLCS K YNPOLLEHUIO MaTemaTuyeckoro (hopmasnbHoOro) gokasaTesibCTBa BbINos-
HEeHUsi BCeX YC/0BUI 6e30MacHOCTM (COCTOSHWI abCcTpakTHOro aBToMaTa M 6e30nacHOCTVM NepexofoB U3 COCTOSHWI B
COCTOSIHMA abcTpakTHOro aBromara). Mpy 3TOM BaXHO YUWTbIBaTb PeXMMbl PYHKLMOHMPOBAHWUA MOAEMPYEMOro cpef-
CTBa 3alMTbl UHGOpPMaLUK (HanpUMep, TakKUMK AONOSHUTENIbHBIMY YCIOBUSIMU MOTYT 6bITb TPEGOBaHMS K OTCYTCTBUIO B
HayasIbHOM COCTOSIHUM MH(OPMALMOHHBIX NOTOKOB WM JOCTYNOB CyObEKTOB A0OCTyNa K 06bekTaM AocTyna).

7.3 Mpu onucaHum ycnoBuii 6€30NacHOCTM NEepexofoB W3 COCTOSIHUIA B COCTOSAHMS abCTpakTHOro aBTo-
maTa, UCXOAS U3 PEeXVWMOB (PYHKLMOHMPOBAHWUS MOAENIMPYEMOro CpeacTBa 3aliuThel MHoOpMaLuM n peannsy-
€MbIX UM MOJINTUK yNpaBfeHUss AOCTYNOM, PeKOMeHAyeTCs HaknaAblBaTb OrpaHWYeHUsl Ha cocTaB M napame-
TPbl UCMOMIb3YEMBIX NPU 3TOM NpPaBuU/ Nepexofa Mexay CoCTOAHWSMU abCTpakTHOro aBTomarTa.

MpumMep - [Mpy MOAENMPOBAHUM CPeACTBA 3aWMnTbl MHOPMAL MK, peann3yoLero NnoNTUKY MaHaaT-
HOro KOHTPO/S LLe/IOCTHOCTUW, MOXeT 6blThb 334aHO OrpaHuWyeHve, YTO MHULMATOPaMK BbINOSIHEHUSA Mpa-
BU Nepexofa Mexay COCTOSAHUAMU abCcTpakTHOro aBToMaTa (COOTBeTCTBYOWMMA NnapameTpaMmy 3TUux
npaBu/l) MOTYT O6blTb TOJIbKO HEMPUBUIErMPOBaHHbIE CYOBEKTbI AOCTYNa. Takoe orpaHMyeHne MOXeT COo-
OTBETCTBOBATbL PEXUMY (DYHKLMOHUPOBAHUSA CPeACcTBa 3alnTbl MHpOpMaLMW, KOFrAa NpUBUIErMpoBaHHble
Cy6BEKTbI AOCTYNa BbINOJHUAN CBOU (PYHKLWW MO €ro afMUHUCT PUPOBAHUIO U B HEM (PYHKLMOHMPYIOT TO/b-
KO HEMPUBUNETMPOBaAHHbIE CYOBEKTbI AOCTYNa.

7.4 Ecnv mofenupyeMoe CpeAcTBO 3aliMThl MHDOpMaLUU peannsyeTt NOUTUKY AUCKPELMOHHOTO ynpas-
NeHnss 4ocTynom, TO Npu ONucaHWM ycnoBuii 6e3onacHOCT AONONHUTENLHO PeKoMeHayeTcsa onucaTtb ycno-
BUSI, B KOTOPbIX HakMagblBalTCA OrpaHUYeHUss Ha npepocTaBfieHue cybbekTaM gocTyna (yYeTHbIM 3amnucam
nosfb3oBaTefei, OT UMEHU KOTOPbIX OHWM (DYHKLMOHUPYIOT), KOTOPblE HE AOJ/IKHbI OCYL eCTBASATL ynpaBieHne
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WA aAMUHUCTPUPOBaAHME MOAeNMpyeMblM CpeACTBOM 3aluTbl MHOpMaLUK, Npas goctyna K cyébbekram unu
obbekTam focTyna, No3BONAOWMUX BbINMOMHATL Takne MyHKUUN.

7.5 Ecnu mogenupyemoe cpefCcTBO 3aluUTbl UHpopMaunum peanunsyeT NoJIMTUKY PONEBOro ynpasieHus
AOCTynom, TO NpuW ONMcCaHWu yCcnoBuWil 6e30nacHOCTU AONOSIHUTENbHO PEKOMEeHAYeTcsa onucaTb YC/N0BUSA, B
KOTOPbIX HakKnafblBalwTCA cnegywwme orpaHu4yeHuns:

- Ha npepocTaB/lIeHWE POAM, KOTOPBLIMWU KakK Tekywumu Moryt obnagartb Cyb6bekTbl AOCTyna, He ocy-
wecTBnAWMe ynpasieHne uamM agMUHUCTPUPOBAHWE MOAeNVpyembiM CpPpefcTBOM 3aluTbl MHGOpMauuu,
npas goctyna (NpuBunernii) Kk cybbektam uam obbektaMm gocTyna, N0O3BONSAKWMX BbINOMHATL Takne yHKLuu;

- Ha ob6nagaHve cybbekTamn [OCTyna, He OCYLWECTBAALWMUMN ynpaBieHne uanm agMuUHUCTpupoBaHue
MoLeNnMpyeMblM CpeACTBOM 3aluTbl MHPOPMaUUM, agMUHUCTPATUBHBIMU PONAMMU, €C/IN NOAMHOXECTBO Ta-
KUX ponei 3afaHo B COOTBETCTBMU C 6.5.

7.6 Ecnn mogenupyemoe CpefCTBO 3aWuTbl MHOpMaLUKU peann3yeT NONNTUKY MaHLATHOITO KOHTPO/IA
LEesioCTHOCTM, TO NPU ONMcCaHun ycnosuii 6e3onacHoCT AONO/HUTENbHO pekomMeHAyeTcs 3ajaTb cnefywouune
orpaHuyeHuns:

- Ha ypOBeHb LEe/IOCTHOCTM KaxAoro cyb6bekTa AocTyna, KOTOpbI/ AO0/XEH 6biTb He Bbllle YPOBHSA Le-
NIOCTHOCTW y4YeTHOW 3anncu nonb3oBaTtesid, OT UMEHU KOTOPON OH (DYHKLUOHUPYET;

- Ha YPOBEHb L,e/I0OCTHOCTM KaXA0ro o6bekta fgocTtyna, KOTOpbI A0MXeH 6biTb He Bbllle YPOBHS LEenocT-
HOCTU 06bekTa gocTyna (KOHTelHepa), B cOCTaBe KOTOPOro Haxo4UTCA NepBblii 06bEKT 4oCcTyna;

- Ha YpPOBEHb LEe/IOCTHOCTU KaXAoro o6bekTa goctyna, YHKLWOHa/IbHO acCcoLuMMPOBAHHOTO C Cy6bek-
TOM AocTyna, KOTOpbll 4O/MKEH 6biTb HE HUXE YPOBHSA LLENOCTHOCTM 3TOro cybbekTa AOCTyna;

- Ha BO3MOXHOCTb ynpaB/ieHna cy6bekToOM focTyna ApYyruM cy6bekTomM gocTyna, TO/IbKO B c/iyvyae, Korga
YPOBEHb LLe/IOCTHOCTM NEpPBOro cybbekTa A0CTyNna He HWXe YPOBHSA LEe/0CTHOCTU BTOPOro cybbekTa AocTyna;

- Ha MHMOPMaLUWOHHbIe MOTOKW NO NamATU, U3 KOTOPbIX AOJ/DKHbI ObITb 3anpeleHbl Takme nHgopma-
LUWOHHbIE NOTOKM OT /1l060ro cybbekTa gocrtyna kK o6bekTy goctyna, (yHKLMOHANbHO accouMMpoBaHHOMY C
Kakum-nn60 cyb6bekToM A0CTyna, Korga ypoBEHb LEe/IOCTHOCTW MepBOro cybbekTa AOCTyna MeHblle Wau He
CpaBHMM C YPOBHEM LE/IOCTHOCTM 3TOro o6bekTa goctyna.

7.7 Ecnn mofenupyemoe cpefcTBO 3aluUTbl MHPOpMauun peannsyeTr NONNTUKY MaHOATHOroO ynpasne-
HUA AO0CTYNOM, TO MpPW ONMcCaHWM ycnosuii 6e30nacHOCTU AOMNOMHUTENIbHO PEeKOMeHAyeTcsa 3ajaTb cnefyto-
Lne orpaHnyeHunsn:

- Ha ypoOBeHb AOCTyna KaxAoro cybbekTa AocTyna, KOTOpPbIi AO/HKEeH 6biTb He Bblle YPOBHA focTyna
yyeTHON 3anncu nonb3oBaTtens, OT UMEHU KOTOPON OH (DYHKLMOHUPYET;

- Ha YpPOBEHb KOHUAEHLNANbHOCTM KaXA0ro ob6bekTa AocTyna, KOTOpPbIi 40/MKEH BbiTb HE Bbllle YPOB-
HA KOH(bMaeHumanbHOCTM 06bekTa gocTyna (KOHTeliHepa), B cOCTaBe KOTOPOro Haxo4uTCs NepBblli 00beKT
pocTtyna;

- Ha ypoBeHb KOHMMUAEHUMANIbHOCTU KaxAoro obbekra goctyna, PyHKLMOHA/NbHO acCOLMMPOBAHHOTO
C cybbekTOM AocTyna, KoTopblli NTM60 foMXeH 6biTb paBeH YpPOBHK AOCTyna 3Toro cybbekrta gocTtyna, nnbo
ecnn B MOAEeNnupyeMoM cpefcTBe 3aluTbl MHOpMaLMU peannsyeTcs NONUTMKA MaHAATHOTO KOHTpoOnsA ue-
NIOCTHOCTU, TO YPOBEHb LLE/IOCTHOCTM 3TOro o6bekTa JOCTyna paBeH MakCMMaibHOMY B peleTke ypOoBHel
LLe/IOCTHOCTM YPOBHIO LLE/IOCTHOCTH;

- Ha BO3MOXHOCTb ynpaBneHna cybbekTom gocTyna gpyrum cyb6bekTomM gocTyna, TO/IbKO B c/ay4yae, Kor-
[a ypoBeHb fOCTyna nepsBoro cybbekra AOCTyna paBeH YPOBHIO 40CTyna BTOPOro cy6bekrta AocTyna;

- Ha MHOpPMAaLMOHHbIE NMOTOKM NO NaMATU U NO BPEMEHU, U3 KOTOPbIX AO/DKHbI ObITh 3anpelieHbl Takne
MHOpPMaLNOHHbIE NOTOKM OT N06Oro o6bekTa gocTyna K Apyromy o6bekTy goctyna, Korga ypoBeHb KOH(U-
AeHUunanbHOCTN MepBOro ob6bekra AOCTyna He CpPpaBHWUM WAW Bblle YPOBHA KOHPWUAEHLUWANIbHOCTW BTOPOro
ob6bekTa goctyna.

7.8 Ona peMoHcTpauun B3aMMOCBA3W YC/0BWIA 6€30MaCHOCTU C pexumamMun (PYyHKLMOHWPOBAHUSA MO-
AenupyemMmoro cpeactsa 3aWnTbl MHoOpMaLMU pekoMeHayeTca NyTeM 3afaHusa COOTBETCTBYHLWNX €My KOH-
KPEeTHbIX 3HAYeHNi 31IEMEeHTOB ONMCaHNA COCTOSAHUIA abCcTpakTHOro aBTomaTa (MHOXEeCTBaM Y4YeTHbIX 3anucei
nonb3oBatesieil, cy6beKkToB AocTyna, 06beKTOB A0OCTyna, npas AocCTyna, 4OCTYNOB U APYrMM, UCNOMb3YyeMbIM
ANs 3TOro yHKUMAM, OTHOLWEHNAM) OCYLLeCTBNSATbL NPOBEPKY COOTBETCTBUSA BbIMO/IHEHUSA 3TUX YCNOBUIA 6e3-
OMacHOCTM MNPV NPUMEHEHUN NpaBua nepexofa Mexpgy COCTOAHUAMKU abCcTpakTHOro asTomara (HaynHas c ero
HayasibHOro COCTOAHMUA) M3MEHEHUAM B 4YacTW napaMeTpoB, HACTPOEK cpefcTBa 3aluTbl MHPOpMaLum, uc-
nofib3yeMbiX ANA peannsaunum MM NONUTUK ynpasBneHua goctynom. Ecam ucnonbsyemble ana sBepudukayum
dopmanbHON mMogenu ynpaBaeHUs AOCTYNMOM MHCTPYMeHTaNbHble cpefcTBa NMO3BONAIT 3ajaBaTb 3HayeHus
3/1eEMEHTOB ONMUCAHUA COCTOAHUI abCTpaKTHOro aBToMara U UI3SMEeHEHUA 3TUX 3HAYEHU Npu NPUMEHEHUN npa-
BUN nepexofa MexAay ero coctToAHuAMU (OnucbiBaTb TPAeKToOpUW ero PyHKLMOHMPOBAHUSA), TO PEKOMEHAY-
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eTcs NpoBepsiTb COOTBETCTBME 3TUX MEPEXOA0B MEXAY COCTOSSHUAMM abCTPaKTHOrO aBToMata U3MEHEHUSIM
napameTpoB, HacTPOeK CpeAcTBa 3awWUTbl MHGOpMaLUU, NPOUCXOAALMM B pe3y/nbTaTe COOTBETCTBYHOLLINX
TakuMm npasusiam AelcTBUIA Hag HUM (Hanpumep, Bbi30BaM CUCTEMHbLIX MHTepdelicoB B onepaLnoHHbIX CUCTe-
Max Mnu 3anpocam, Bbi30BaM (PYHKUMWIA WAW TPUTTEPOB B CUCTEMAaxX ynpaBieHus 6a3amMu AaHHbIX).

MpumeuyaHue — Mpu Bepudukauuy opmanbHOl Mogeny ynpaBneHus AOCTYNOM Mo MeToAy NpPOBEpPKM Moae-
neii (model checking), kak npaBuno, peannsyroline ero NHCTPYMEHTasIbHbIE CPeACcTBa MO3BOMIAKT 3a4aBaTb TPaekTopumn
COCTOSIHMIA abCTpPaKTHOro aBTomara. B Takom cnyuyae A1 feMOHCTpaL M B3aMMOoCBA3M YC/10BUiA 6€30NacHOCTU C pexuma-
MU QYHKLMOHMPOBaHMWS CpefCcTBa 3alinTbl UHhOpMaLUM yA06HO NPoBepsiTb COOTBETCTBME 3TUX TPAEKTOPUIA pesynbTatam
BbINO/IHEHUSI NOC/IeA0BaTeIbHOCTEN MOAENUPYEMbIX NPaBUIaMu NePexofoB Mexay COCTOAHUAMU a6CTPaKTHOrO aBToMa-
Ta geincTeuii B CpeacTBe 3awuTbl MHGOPMaLnN.

7.9 MNpun gokasatenbLCTBE BbINO/IHEHWSA YC/I0BUI 6€30NacHOCTM B C/iyyae, Korga 4ns onncaHua opmMans-
HO Mopenu ynpaBneHUs AOCTYNOM WUCNONb3yeTCcA MaTeMaTU4YecKuii A3blK, PEKOMEeHAYeTCs OCYL,eCTBAATb
ero (kak npaBu/i0, BPYYHYH) C MCMOb30OBaHMEM MeToAa MaTeMaTU4yecKol MHAYKLMW No AJIMHEe nocnejoBa-
TeNbHOCTU COCTOSHUI abCcTpakTHOro asTomarta, cAenaB NpeAnosioXeHne oT NPOTUBHOINO — O HEBbLINOSIHEHUN
ycnosuii 6e30MacHOCTM B KOHEYHOM COCTOSAHUW TaKOW MOCNefoBaTe/IbHOCTM — U NPUXOASA B CBA3W C 3TUM K
NPOTUBOPEYUUIO.

7.10 Mpu pokasaTenbCTBe BbINOSIHEHWA ycnoBuUii 6es3onacHoOCTU B cnydvae, Korga ANns onucaHus dop-
MasibHOW MOAEenu ynpaB/eHUs LOCTYNOM MCNONb3yeTca popMann3oBaHHbIN (MaWwWNHOUYMTAEMbIN) A3bIK, cCre-
ayet pykosoactBoBaTtbca pekomeHgaumamn FTOCT P 59453.2, ocywecTBiAasa foKa3aTesibCTBO aBTOMaTUYeCKu,
a npyv HEBO3MOXHOCTW Takoro gokasaTeNbCTBa — BbINO/IHAS UHTEpPaKTMBHOE A0Ka3aTeNbCTBO.

MpumeuyaHue — lpu gokasaTenbCTBE BbINOMHEHUS YCNOBUA 6€30MACHOCTH C NPUMEHEHUEM WHCTPYMEHTa lb-
HbIX CPEeACTB LenecoobpasHo MCNo/ib30BaTb pas/iNyHbie TEXHOM0run BepudunkaLmm opmanbHOn Mogenn ynpaBfeHus
[OCTyrnom (Hanpumep, AeAYKTUBHYIO Bepudmkaumio n Bepudmkaymio no Metogy nposepku mogeneii — model checking).
3T0 N03BO/ISIET CBOEBPEMEHHO BbISB/ATL 60/bLIEE YAC/I0 OWNGOK UK fedekToB, AOMYLLEHHbIX NPU onucaHun opmMarb-
HOn mogenu.

7.11 Ecnu npu paspaboTke ¢hopmanbHOli mMoAenu B COOTBETCTBUM C 5.4 NMPUMEHSAKTCA TEXHONOTUN U
npakTMyeckne npuvembl MO3TAMNHOTO YCAOXHEHWS onucaHnsa opmanbHOlW mMoAenu, paspaboTkum mepapxuye-
CKOro npefctaBneHns popmManbHOW MOLENN NN OTAENbHbIX (DOPManbHbIX MoAenel, ToO pekoMeHayeTCcs OCy-
W ecTBMATb A0Ka3aTeNbCTBO BbINO/IHEHUA YC/10BUI 6€30MaCHOCTU, COOTBETCTBEHHO, MOC/IE OKOHYAHUSA KaX-
[0ro atana onucaHusa copmanbHoOli Mogenun, pa3paboTkM KaxAoro Cfos ee Mepapxmyeckoro npeactaBrieHns
UNN Kaxpolh oTaenbHol chopmanbHOW modenn (A4NA KaxAoro nu3 KOMMNOHEHTOB, M3 KOTOPbIX B 3TOM clyyae
COCTOMT MOAeNnpyemoe CpefcTBO 3aWnTbl MHDoOpMaLMn).

7.12 B cnydyae, Korga B COOTBETCTBUM C 5.4 oNA Kax[Oro U3 KOMNOHEHTOB MOJENUPYEMOro cpefcrtsa
3aWunTbl MHopmauun paspabaTtbiBaloTCa OTAeNbHble pOpManbHble MOAENu ynpaBneHWs AO0CTYNnOM, pPeKo-
MeHayeTcsa (MPU HaNU4YUKM Takoli BO3MOXHOCTU) OCYLIECTBUTb [0Ka3aTe/ibCTBO OTCYTCTBUSI BAUSHUSA KaXAoro
U3 KOMMNOHEHTOB Ha BbINO/IHEHNE YyCA0BUIA 6€30NacHOCTU B APYIMX KOMMNOHEHTaXx.
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