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MNpepgncnoBne

Llenn, ocHOBHble NpUHLMNbI 1 06LWMe npaBuna npoBefeHus paboT Mo MeXrocyfapCTBEHHOW cTaHaap-
Tn3aunm yctaHosneHol TOCT 1.0 «MexrocygapcreeHHaa cucrema craHgaptnsaunm. OCHOBHbIE MOJTOXEHNA»
n rOCT 1.2 «MexrocygapcTBeHHaa cucrema craHgaptusaunn. CtaHgapTbl MeXrocygapCcTBeHHble, npasuna
N pekomeHgauumnm no MexrocyfapcTBeHHOW cTaHgapTusaunun. Mpasuna pas3paboTku, NPUHATUSA, 0OHOBIEHUA
N OTMEHbI»

CBefeHusa o ctaHpapTe

1 PA3BPABOTAH AkuuoHepHbIM 06WecTBOM «[nanekrpuyeckme kabenbHble cuctembl» (AO «OKC»)
2 BHECEH ®degepanbHbIM areHTCTBOM MO TEXHUYECKOMY perysimpoBaHuio u MeTposiornu

3 MPUHAT MexrocygapcTBeHHbIM COBETOM MO CcTaHgapTusauuu, MeTponorum un ceptudukauunm
(npoTtokon oT 31 utonsa 2024 r. Ne 175-M)

3a NpuHATUE nporosiocoBanu:

KpaTkoe HaviMeHoBaHWe CTpaHb! Kog, cTpaHb! CokpallieHHoe HaMMeHOoBaHMe HaLMoHas/IbHOro opraHa
no MK (MCO 3166) 004—97 no MK (MCO 3166) 004—97 o CTaHgapTV3auum
ApmeHusa AM 3A0 «HauvoHanbHbI opraH no ctaHgapTu3auum u me-
Tponoruu» Pecnybnvkn ApmeHus
Benapycb BY loccraHgapT Pecnybnukn Benapycb
Kuprunsumsa KG KbipreisctaHgapT
Poccus RU PoccraHgapt
Y36ekucTaH uz Y36eKcKoe areHTCTBO M0 TEXHUYECKOMY PerynnpoBaHuio

4 Tpukaszom ®epepanbHOro areHTCTBa MO TEXHUYECKOMY PEeryMpoBaHuio n meTposiornm ot 12 aekabps
2024 1. Ne 1879-cT mexrocyaapcTBeHHblli cTaHgapT FOCT 35090—2024 BBeAeH B AeWCTBME B KAYEeCTBE Ha-
uMoHanbHOro ctaHgapTta Poccuiickoih degepauymn ¢ 1 mapta 2025 1.

5 HacTtoswuii ctaHaapT pa3paboTaH C y4eTOM OCHOBHbIX HOPMATMBHbIX NMOJIOXEHWUA MeXAYyHapoLHOro
ctaHgapTa IEC TS 63208:2020 «AnnapaTypa pacnpegesieHuss U ynpaBneHus HU3KOBOJSIbTHas. ACNeKkTbl 6e3-
onacHocTu» («Low-voltage switchgear and controlgear — Security aspects», NEQ)

6 BBEJAEH BIEPBbIE

MHpopmauua o BBejeHUn B geiicTBMe (NpekpaweHnun aeicTBUA) HACTOSWeEro cTaHjapTa u nmsme-
HEeHUll K HEMY Ha TeppuTOpUU YKa3aHHbIX Bbllle rocyaapcTB Ny6AnkyeTCsA B yKaszaTensiX HaunoHalbHbIX
CTaHfapToOB, u3gaBaeMbix B 3 TUX rocyjgapcTBax, a Takkxe B ceTu NHTepHeT Ha callTax cCOOTBeTCTBY-
IOLWMX HAaLMOHANbHbIX OPraHoB N0 cTaHAgapTu3auum.

B cnyyae nepecmMoTpa, MU3MEHEHMUS UM OTMEHbI HACTOALWEro craHgapTa cCooTBeTCTBYyKLWAs UH-
hopmaunsa 6ygeT onybnnkoBaHa Ha opuuManbHOM UHTEPHeET-callTe MexrocygapcTBEHHOr0o coBeTa no
cTaHgapTu3auuu, MeTpoaorum n cepTudukauum B kKaTanore «MexrocygapcTBeHHble CTaHAapTbi»

© OchopmneHune. drey «NHCTUTYT cTaHgapTusauum», 2024

B Poccuiickoii ®eaepanuu HacToswWwmii cTaHAapT HE MOXET GbiTb NOSIHOCTbLIO WAN
4aCTMYHO BOCMPOU3BELEH, TUPAXMNPOBAH W pPacnpocTpaHeH B KayecTBe ouLMaibHOro
n3gaHua 6e3 paspelleHus depepasbHOrO areHTCTBA N0 TEXHUYECKOMY PeryimpoBaHuio
1 MeTposioruu
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BBepgeHne

MpumeHeHne nepefayn AaHHbIX B LMGpoBOM chopmaTte, B HU3KOBO/IbTHOW annapaType, CMOHTMPOBAaH-
HON B HU3KOBOJIbTHbIX KOMMMEKTHbIX YCTPONCTBAaX, NpefHa3HavyeHHbIX 415 3alunTbl, ynpaB/ieHus n pacnpege-
neHus, Bnevyet 3a cO6OW yBenMyeHUe PUCKOB BO3HWKHOBEHWS Yrpo3 B ob6nactu nHdopmaunoHHoi 6esonac-
HocTU. VHOPMAaLNOHHbIE TEXHOMOTMKN, CBA3AHHbIE UAN WHTErPUPOBAHHbLIE C MPOMbILUJIEHHBIMU CUCTEMAMMY,
yBENNUYNBAIOT PUCKN YTPO3 UHPOPMALMOHHOK 6e30nacHoCTH.

HacToAwwnin ctaHgapT coAepXunT obLiMe NPUMHLKMbLI MO opraHu3aumm Mep obecneyeHns nHgopmaymoH-
HOl 6e30MacHOCTV MPU MPOEKTUPOBAHUN N OBCNYXMBAHUMN KOMMYTALMOHHbLIX annapaToB, TakMx kak aBToMa-
TMYEeCKWe BbIKIYaTeNN WK APYrMe HU3KOBO/IbTHble annapaTbl, B TOM YuC/e pefie neperpyskm u 6eCKoHTakT-
Hble pefe, OCHalleHHble MHTepdelicom nepegayn faHHbIX 4715 I0KaNbHOTO WY yAaNeHHOro NoAKNYeHus K
NOTMYECKOMY KOHTPONIEPY UK AuUcnsetn, ANa npejocTaBaeHns A0CTyna K TakMM AaHHbIM, Kak hakTnyeckne
napameTpbl 3M1EKTPONUTAHUSA, AaHHble MOHUTOPUWHIA, perncTpauns gaHHbiX U yganeHHoe o6HOBNEHMe.

Ona npuMmeHeHua B cucTeMax pacnpegesieHnss 3/1eKTPOIHeprnm Heob6xoAuMO MNpPUMeHATb 6a3oBble
mMepbl o6ecneyeHns UHOPMaLMOHHON 6e30nacHOCTU AN nogAaepXxaHnsa (PyHKUMA 3alMTHOTO OTKAYeHus/
nepeknoyeHnsa (B pesysnbTare neperpysku, KOPOTKOro 3amMblKaHWs, NMPOTEKaHWs TOKa YTeYKM Ha 3emto, 13-
MEHEHUS YPOBHSA HaMnpshKeHWs Huxe/Bbile A0MYCTUMOrO WM ero nponajaHusl) Ha Heo6xo4UMMOM YpPOBHE,
C uenblo obecneveHnss 6esonacHocTu. Takne TpebOBaHUA [AO/MKHbI OFPaAHUUYUTL YSI3BUMOCTb MHTepdelicoB
obmeHa pgaHHbIMKU. YTOObI COXpaHUTb MakcumalbHyl cBo6oAy ANns 0GHOBMEHWW, COOTBETCTBYKLUWME Tpebo-
BaHMA AN onpefesieHHOro NpUMeEHeHNs xenaTenbHO onpeAesniaTh C MOMOLLbI0 CMCTEMATMYECKOro noaxoaa K
OLEeHKEe PUCKOB.

B HacToAweM cTaHfapTe paccmaTpyBaloTCs criefylowme acnektbl MHPOPMAaLMOHHON 6e30nacHoOCTHU:

a) MNoBbllEHNE OCBeOMJ/IEHHOCTM O pUCKax yrpo3 MHoOpMaunMoHHO 6e30MacHOCTM, CBA3aHHbIX C He-
npegHaMepeHHbIM cpabaTbiBaHMEM W NOTepen 3alnTHbIX QYHKLUNA;

6) onpegeneHve 6a3o0BbiXx Mep obecneyeHMss MHPOPMALMOHHOK 6e30NacHOCTU HM3KOBO/LTHOW anna-
patypbl U HU3KOBO/IbTHbIX KOMMMEKTHbIX YCTPONCTB, CHMXEHUSA BEPOSATHOCTU HenpeAHaMepeHHOro cpabatbl-
BaHusi/HecpabaTbiBaHUS 1 NOTEPU 3ALLUTHBLIX PYHKLMNIA B HU3KOBOJIbTHLIX KOMMEKTHbIX YCTPOCTBAX U cucTe-
Max ynpaB/ieHUsl TEXHO/IOTMYECKUMI npoueccamu;

B) npejocTaB/ieHWe peKkoMeHAaunii, No3BOoNAKWNX n3bexatb yxyaweHnsa (YHKUNOHATbHOCTU HU3KO-
BO/IbTHOI annapaTtypbl BO BCEX pexumax paboTbl B pe3ynbTarte peanu3auun mep obecneveHns nHhopmauu-
OHHOI 6e30MacHOCTY.

B HacTofilwem cTaHgapTe NpUBEAEHO PYKOBOACTBO NO NpPUMeEHEHU0 Mep obecnevyeHuss uHdopmauu-
OHHOWM 6€30NacHOCTU HU3KOBOJILTHOI annapaTypbl M HU3KOBOJIbTHbIX KOMMAEKTHbIX YCTPOWCTB (annapaTtHble
cpefcTBa, NPOLWMBKNA, CETEBON MHTepheiic, KOHTPOMbL AOCTyNa, CUCTEMA), & TakkKe No AOMNOSHUTE IbHbIM Me-
pam, KOTopble Heob6XO0AMMO yuuTbiBaTb MPU BHEAPEHWW HW3KOBOMLTHOW annapaTypbl M UCMOAb30BaTb B WH-
CTPYKLMAX MO ee 3KcnayaTaunm.
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M E X T O C Y O AP CTBEWHH b ” C T A HAOAPT

AMNMAPATYPA PACMNPEAENEHVA W YNPABNEHWA HN3KOBOJ/IbTHAA

AcnekTbl 6e30nacHoCcTu

Low-voltage switchgear and controlgear.
Security aspects

Jata BBegeHns — 2025—03—01

1 O6nactb NPUMEHEHUS

HacTtoAwwnii ctaHgapT NPUMEHUM K OCHOBHbIM (MYHKUMAM HU3KOBOJILTHOW annapaTypbl U HU3KOBO/bT-
HbIX KOMMIEKTHbIX YCTpoicTB (HKY), cBA3aHHbIM C MHhopmaunoHHoli 6e3onacHocTbio (UB), B TeueHue Bce-
r0 XXU3HEHHOr0 LuKna HU3KOBOMbLbTHON annapaTtypbl n HKY. 9T0 NnpMMeHMMO K NPpOBOAHbIM U 6ecnpoBOAHbLIM
cpefcTeam nepegfayun AaHHbIX, PU3NYECKON [OCTYNHOCTN HU3KOBOJLTHON annapaTypbl 1 HKY B 3aBucumocTu
OT YC/0BUIA UX pasmelleHus.

HacToAwwmin ctaHfapT npefHasHayeH A8 MOBbIWEHUS OCBEAOMJ/IEHHOCTM 06 acnektax 6e30macHoCTM
N COEPXUT pekoMeHgauuy n TpeboBaHMA No COOTBETCTBYOLWMM MepaM 3aluTbl OT YIrpo3, CBA3aHHbIX C yA3-
BUMOCTAMMU.

B 4yacTHOCTU, OH KOHLEHTPUPYET BHMMAHUE Ha BO3MOXHbIX Yyrpo3ax, CBA3aHHbIX C YA3BUMOCTSAMU B pe-
3ynbrare:

- cny4vaiHoro cpabaTbiBaHWS HM3KOBOJIbTHOW annapaTtypbl, KOTOPOE MOXEeT MPMBECTU K ONacCHbIM CUTY-
auuam;

- HEeAOCTYNMHOCTY 3alUTHbIX (PYHKLNIA (CBEPXTOK, TOK YTEUKM Ha 3eMI0 U T. 4.).

HacToAwwmin ctaHaapT oxBaTbiBaeT COOTBETCTBYHOLWME Mepbl 06ecnevyeHns nHopMaLMoHHol 6e3onac-
HOCTW c yyeTom [1]1)aNna NnpuMeEHEHUS HU3KOBOJIbTHOI annapatypbl 1 HKY.

HacTtosawwmin ctaHfapT BkNYaeT B cebs pacnpocTpaHeHHble NpuMepbl U3 aKcnayatauuum, npuBefeHHble
B NPUIOXEHUN A.

HacTosAwunii cTaHfapT He oxBaTbiBaeT B NO/IHOM 06beMe Tpeb6oBaHMA 6e30MacHOCTM A/ ClefyrLLnX
NHOPMALNOHHbBIX CUCTEM:

- CMCTeMbl NPOMbILWJIEHHOW aBTOMaTu3auum u ynpasneHus (IACS);

- reorpacgunyeckas nHgopmaunoHHasa cuctema (FMC);

- MHopMaLMOoHHAA cnuctema nepcoHanbHbIX AaHHbiX (MCMA);

- CUCTeMbl 06BHEKTOB KPUTMUYECKOW MHAIOPMAaLMOHHOW nHdpacTpykTypbl (KUWN);

- CMCTeMbl aBTOMATMUYECKOro KOHTPOS U yyeTa anekTpuyeckoi aHeprum (ACKYD).

2 HopmaTnBHbIE CCbI/IKM

B HacTofwWweM cTaHfapTe UCMOMb30BaHbl HOPMAaTUBHbIE CCbIIKUM Ha clefylowmne MexrocyapcTBeHHble
cTaHAapThl:

FOCT 2.701 EpuHas cucTeMa KOHCTPYKTOPCKON AokymeHTauuu. Cxembl. Bugbl v Tunel. O6wume tpebo-
BaHWSA K BbINOJIHEHUIO

1) B Poccuiickoin ®egepaunmn pericteyet FOCT P MICO/M3K 27001—2021 «W/HdopmaumoHHas TexHonorusa. Meto-
[bl 1 cpeacTBa obecneyeHns 6e3onacHoOCT. CUCTEMbl MEHeMKMeEHTa HpopMaLoHHON 6e3onacHocTu. TpeboBaHNs.

M3pgaHne odmymnanbHoe
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FOCT 2.702 EguHasa cucteMa KOHCTPYKTOPCKOM [OKYMeHTauuun. MNMpaBusa BbINOMHEHWS 31E€KTPUYECKUX
cXeMm

FOCT 34.101) NHdhopMmauUnOHHasa TexHonorusa. Kpuntorpadguyeckasa sawmuta nHdopmayum. Mpouyeccol
hopmMnpoBaHNsA 1 NPOBEPKN 3/IEKTPOHHON UM POBOK noanucu

FOCT 31282 YcTpolicTBa naombupoBoyHblie. Knaccundgumkayms

FOCT IEC 60947-1 AnnapaTtypa pacnpegesieHus n ynpaBaeHus HuU3KoBosbTHas. YacTtb 1. O6wume npa-
BUNa

MpumMmevyaHue — T[py NOb30BaHUM HACTOSALLMM CTAHAAPTOM LiesiecoobpasHo NpoBepUTh AECTBUE CCbinou-
HbIX CTAHAAPTOB M KACCM(IMKATOPOB Ha OhULMasIbHOM MHTEpHET-caiiTe MeXrocyaapCTBeHHOro coBeTa Mo cTaHAapTu-
3aumM, MeTposiorum 1 ceptTucdmkaumum (Www.easc.by) nam no ykasatensiM HauMOHas/IbHbIX CTaHAAPTOB, W34aBaembiM B
rocyaapcTBax, ykasaHHbIX B MPEAUCIOBUM, WM Ha OhuLIMabHBIX caliTax COOTBETCTBYIOLMX HALMOHA/IbHLIX OpPraHoB Mo
CTaHaapTuzaumn. Ec/M Ha OKYMEHT AaHa HelaTMpoBaHHAasA CCbI/Ka, TO CefyeT UCMOMb30BaThb AOKYMEHT, AeCTBYOLLNI
Ha TEKYLLMIA MOMEHT, C YYETOM BCEX BHECEHHbLIX B HETO M3MEHeHUIA. EC/M 3aMEHEH CCbITOYHBbIV [AOKYMEHT, Ha KOTOPbIiA
[laHa JaTupoBaHHasi CCbl/IKa, TO CliefyeT MCMOMb30BaTb YKasaHHY0 BEPCUI0 3TOro AOKyMeHTa. Ecnm nocne MpuHSTUS
HaCTOSILLErO CTaHJapTa B CCbINIOYHbIA JOKYMEHT, HA KOTOPbIN AaHa AaTMpOBaHHasl CChlika, BHECEHO M3MEHEeHWe, 3aTpa-
rMBatoLLiee NosIoKEHVe, Ha KOTOPOoe AaHa CCblKa, TO 3TO MOJIOKEHVE NPUMEHSIETCS 6e3 yueTa AaHHOro U3MeHeHust. Ecim
CCbI/TOYHbIN JOKYMEHT OTMEeHEH 6e3 3aMeHbI, TO MOJIOKEeHUEe, B KOTOPOM [jaHa CCbifika Ha Hero, pekoMeHayeTcs NPUMeHsITb
B YacTy, He 3aTparvBatoLLeii 3Ty CCbUTKY.

3 TepMuHbI, onpeaeneHns 1 cokpalleHus

3.1 TepmMmuHblI U onpeaesieHnsa

B HacTosAlWeM cTaHfapTe NPUMEHEHbI cnefyloline TeEPMUHbI C COOTBETCTBYOWMMU onpefenieHnAMu:
3.1.1 xypHan ayguta (audit log): XpoHosiornyeckas cukcauusa 3annceil Nnponsoweanx cobbiTuin n mx
XpaHeHue onpefenieHHbll Nepuos BpeMeEHU C Lefblo nocnefyouero ncnob3oBaHus.

MpumeyaHunda

1 XypHasibl ayamTa XpaHSTCs B TEYEHUE COMNIaCOBaHHOrO Nepuoga BPEMEHMN A/1s1 MOMOLLUM B MPOBEAEHNM NOCNeay-
IOLLMX paccnefoBaHuii.

2 XXypHanbl ayauta fonyckaeTcs UCnob30BaTh 418 aHanmsa prcka v BbISIBIEHUS UHLUMAEHTOB Yrpo3 nHdopMaLy-
OHHOI1 6e30MacHOCTV UM KOHTPO/IS (OYHKLUMOHMPOBaHNSI OObEKTA.

3.1.2 aTaka (attack): MNonbiTkKa YHUUYTOXEHMNSA, PACKPbITUA, NU3MEHEHUS, B/IOKMPOBAHUSA, KpaXxu, nosy4ye-
HVS HEeCaHKLMOHWPOBAHHOIO A0CTyNa K akTUBY W/IM €70 HeCaHKLMOHUPOBAHHOIO MCMNOMb30BaHNUS.

3.1.3 noBepxHOCTb aTaku (attack surface): CoBOKYNHOCTb pecypcoB CUCTEMbI, KOTOPble HANPAMYI WK
KOCBEHHO NOJABEPXEHbI NOTEHLUMANbHOMY PUCKY aTaku.

3.1.4 BekTOp atakm (attack vector): MyTb nnn cpencTBo, NPy NOMOLLU KOTOPOro MHUUMMPYIOLWEee aTtaky
NNLO MOXeT MoNAyYnTb AOCTYN K YCTPOWCTBY, YTOGbI MHULUMPOBATbL aTtaky.

3.1.5 ayTteHTudpumkauma (authentication): [elicTBuA no npoBepke MNOA/IMHHOCTM cybbekTa gocTyna
n/mnn obbekTa AocTyna, a Takke no NPoBepke NMPUHAANEXHOCTN cybbekTy gocTtyna u/mnu o6bekTy goctyna
npeabsABAEHHOIo naeHTudurkaTopa Aoctyna v ayTeHTUUKaLMoOHHOW nHhopMauuu.

3.1.6 noannHHocTb (authenticity): CBolicTBO, rapaHTupylllee, YTO CyObEKT UM pecypc UAEeHTUYeH
3aABNIEHHOMY.

3.1.7 aBTopusauyua (authorization): MNMpepocrtaBneHne cyo6bekTy focTyna npas AOCTyna, a Takke npego-
cTaBneHne AocTyna B COOTBETCTBUM C YCTAHOB/IEHHbIMU NMpaBuiamu ynpasaeHns LOCTYMNOM.

MpumMmeyaHune — T[lONOXKUTENbHLIA Pe3ynbTaT MAEHTUUKALMN 1 ayTEHTUMKALMN SBSIETCS OAHUM 13 OCHO-
BaHUii AN aBTOpU3aLMM Cy6bekTa AocTyna.

3.1.8 goctynHocTb (availability): CoiicTBO, onpegensitouwee BO3MOXHOCTb WMCMNO/b30BaHUA 06bekTa
aBTOPU30BaHHbIM CY6bEKTOM MO 3anpocy.

3.1.9 koHpugeHuymnanbHocTb (confidentiality): CBolicTBO, onpegenstouiee, 4To MHopmaLmnsa He npego-
CTaBMISAETCS UM He pacKpbiBaeTCs HeaBTOPM3OBAHHbIM NMLaM, OpraHu3auusMm uam npoleccam.

3.1.10 koHTpMepa (countermeasure): [elicTBue, yCTPOKCTBO UM METOA, KOTOPbIE CHMXAKT YPOBEHb
yrpo3bl, YSA3BUMOCTU WM NPOTUBOLENCTBYIOT aTake NyTeEM ee OTPaXeHUs WaW HelnTpanmsaunun, uam MUHUMU-

1) B Poccuiickoin ®epepaunn gelicteyet Takke FOCT P 34.10—2012.
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3aummn ywepba, KoTopblli OHa Cnoco6Ha HaHeCcTW, UK NyTemM ee 06HapyXeHus 1 coobLeHnss 0 Hell, Ans npu-
HATWA KOPPEKTMPYHOLLEro aelicTBuS.

3.1.11 nHopMaymnoHHaa 6e3onacHocTb (information security): Bce acnekTbl, CBA3aHHble C onpeje-
NleHneM, AOCTUXEHMEM U nogaepXaHnem KoHpUAeHUNanbHOCTU, LENOCTHOCTU, AOCTYNHOCTU, HEQOKA3YEMO-
CTW, NOAOTYETHOCTMN, ayTEHTUYHOCTM U LOCTOBEPHOCTUN MHCPOPMALUMN UM CPeAcTB ee 06paboTKu.

MpumevyaHne — Llenb COCTOUT B CHWKEHMN YPOBHS pUCKa NEPCOHasTbHOW WM 0BLLECTBEHHON yrpo3bl, noTe-
pv foBepusa 0bLlecTBa WM NOTPeGUTENe, PpackpbITUsi KOH(PUAEHUMATBHBIX aKTUBOB, He3alULLEHHOCTN GU3HEC-aKTMBOB
WM HeCOBNI0AEHNA HOPMATUBHBIX TPEGOBaHUA. 3TN NOHATUSA NPUMEHSIOTCS K 10601 cucTeMe B NPOV3BOACTBEHHOM NPO-
uecce, 1 OHM BKKOYaKT Kak aBTOHOMHbIE, TakK N ceTeBble KOMMNOHEHTHI. CBs3b Mexay cucteMamMmm MOXET OCYLLECTBIATb-
¢ b0 NocpeacTBOM BHYTPEHHEro 06MeHa COObLEeHUSIMU, MO0 NOCPEACTBOM /I0ObLIX YEOBEYECKMX WM MaLLUHHbIX
NHTepdeiicoB, KOTOpblE NPOBOAAT ayTeHTUdIMKAL MO, PaboTy, KOHTPO/Ib WM OGMEH AaHHbIMK C /1060 U3 3TUX CUCTEM
ynpasneHus. VIHpopmaumoHHas 6e30nacHOCTb BKIKOYAET B Ce651 NOHATUSA MAEHTUhMKALMKN, ayTeHTUdmKaumMm, aBTopm3a-
uyK, 06CNTY>XMBAEMOCTU U KOHOMAEHUNA/TbHOCTH.

3.1.12 yenocTHOCTb AaHHbIX (data integrity): CBoliCTBO, rapaHTupytuiee, 4YTo AaHHble He OblN n3me-
HEeHbl, YHUUYTOXEHbI UM NOTEPSHbI M3-3a HECAHKLMOHMPOBAHHbLIX AeiCTBUIA Unn cnydaliHo.

MprumevyaHne — TepMuH 3aTparMBaeT HEM3MEHHOCTb 3HAUYEHWIl AaHHbIX, HO He MHDOPMALMIO, KOTOPYID OT-
paXXatoT 3TV 3HAYEHWS!, N HEHALEXHOCTb UCTOYHMKA 3HAYEHWIA.

3.1.13 swenoHupoBaHHaa [MHoOroypoBHeBas] 3awuta (defence in depth): Hanuume HecKoNbKux
YPOBHEN 3aluThbl C Le/blo NpefoTBpaLLeHns Uan XoTa Obl CAEpXMBaHUA ataku.

MpumevyaHne — 3IwesoHMpoBaHHas (MHOrOYpPOBHEBAs) 3alimTa npeanonaraeT HalMuie ypoBHein 6e3onac-
HOCTM U 3alUWTbl, B TOM 4KC/le B OTAE/bHbIX CUCTEMAX, U 06/1aaeT ceayoLmMMn NpusHakamm:
- co3faHve nperpag asst 3/10yMbILIEHHUKOB (MHULMATOPbI aTak) Mo He3aMeTHOMY MPOXOXAEHMIO U 0GXOXAEHUIO

Ka)KA0ro YPOBHS;
- Ha/Mume 6peLUn Ha OHOM W3 YPOBHE MOXHO KOMMEHCMPOBATb BO3MOXHOCTSAMU APYTUX YPOBHEN;
- 06Llas 6e30MacHOCTb CMCTEMbI 06ECNEUMBAETCA YPOBHSMY 3aLLUTBI KXA0 OTAENbHON CUCTEMBI.

3.1.14 uenocTHOCTb cuctTembl (system integrity): CBOWCTBO CUCTEMbI BbINOHATE NPEAYCMOTPEHHYIO
ANna Hee OYHKLMI0O B HOPManbHOM pexume, 3alulUeHHOM OT NnpegHaMepeHHOro Wiv Criy4ainHoro HecaHkumo-
HUPOBAHHOTO BO3AENCTBUA.

3.1.15 oTka3 B ob6cnyxmnBaHum (denial of service): MNMpeaoTBpalweHne aBTOPU3OBAHHOIO AoCTyna K pe-
cypcam unu 3afepxka onepaumnii, KPUTUUYHbIX MO BPEMEHMU.

3.1.16 onacHasa cutyauusa (hazardous situation): O6cTOATENBLCTBA, B KOTOPbLIX /04N, UMYLLECTBO UAU
oKpyXatllias cpefa noABepralvTcsa O4HOW UM HECKOSIbKMM ONacCHOCTAM.

3.1.17 aygntopckasi npoBepka nHpopmaynoHHoM 6e3onacHocTu (security audit): HesaBncnmoe uc-
cnepfoBaHve ¥ NMpoBepka 3annuceil n 4eicTBUn cucTeMbl AN ONpefeneHns afekBaTHOCTU Mep obecneveHus
3aWnTbl CUCTEMbI, 06ecrnevyeHns X COOTBETCTBUA 3aJaHHOW NoanTuke 6e30NacHOCTU M 3a[,aHHOMY NepPeYHto
MEeTO[0B, BbIIBIEHNSA YA3BUMbIX MECT B cepBucax 6e30nacHOCTM 1 NOATOTOBKM peKoMeHAaLnin no nobbiM He-
06X04NMBIM M3MEHEHUAM Mep ob6ecneyeHnss MHPOPMaLMOHHOW 6e30MacHOCTU.

3.1.18 ocHOBHaa hyHKUMS, cBsA3aHHasA ¢ MHOpPMaLNoOHHOW 6e30nacHOCTbIO (security related main
function): ®yHKUMS HU3KOBO/ILTHOI annapaTtypbl M HU3KOBO/IbTHbIX KOMMMEKTHbIX YCTPONCTB, HEMCNPABHOCTb
KOTOPOI MOXeT NPMBECTU K JIOXKHOMY cpabaTbiBaHWIO, KOTOPOE NMPUBOAUT K BOZHMKHOBEHMWIO OMACHbLIX CUTya-
LUWiA, yTpaTe uayM HapyLleHunio 3alMTHOW DYHKLMK, yTpaTe Uan HapyLlleHuo PyHKLMOHaNbHbIX BO3MOXHOCTEW,
onpeAeneHHbIX N3roToBUTENEM.

MpumeyaHne — Korga aononHuTenbHas OYHKUUS, Takas Kak KOHTPOJIb 3NEKTPUYECKON LIENN HU3KOBO/bTHO
annaparypbl, MOXeT ObITb NOABEPrHyTa aTake, BeayLLel K HapyLeHio OCHOBHOW (DYHKLWW, CBSI3aHHOM ¢ 6e30MacHOCTbIO,
TaKOI Kak 3almTa OT KOPOTKOrO 3aMblkaHusl, 3Ta A0MNoSHUTENIbHAA (DYHKUMS CUMTAETCA OCHOBHON (PyHKUMEN, CBA3aHHOM
¢ 6e30MacHoOCTbH.

3.1.19 yrpos3sa (threat): MoTeHunanbHas BO3MOXHOCTb HapylweHns 6e30nacHOCT Npu Haan4mMm o6cCToNA-
TenbCTBa, CpefcTBa, npouecca uaM cobbiTUs, CNOCOOHbLIX HApPYLWKUTb 6€30MNacHOCTb U HaHecTn yuiepb.

3.1.20 nonntuka nHPopmaynoHHoW 6e3onacHocTu (security policy): MNMepeyeHb NpaBua U METOAVK,
KOTOpble pernamMeHTUpYT WK peryaupyloT cnocob npefocTaB/ieHns cepBUcOB 6e30NacHOCTU CUCTEMON Unn
opraHusauyueii ans 3awuTbl ee 06bHLEKTOB.

3.1.21 ya3BMMOCTb MH(popMaLMOHHOM cucTembl (security vulnerability): Cnaboe mecto B MHopma-
LMOHHOWN cucTemMe CUCTEMHbIX Mep ob6ecnevyeHnss MHPOPMALMOHHOW 6€e30NacHOCTU, BHYTPEHHEr0 KOHTPOS
npu ero peanusayum, KOTOpPOe MOXeT ObliTb UCMOJIb30BAHO WM CMPOBOLMPOBAHO YrPO30Ii.
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3.1.22 oueHKa pucka yrpos MHopmMaumoHHOW 6e3onacHoOCTu (security risk assessment): Mpouecc
CUCTEMATUYECKOTO BbIABNEHNS MOTEHUNANbHbIX YA3BMMOCTEN 3HAYNMbIX PECYPCOB CUCTEMbI 1 YIpo3 ANS 3TUX
pecypcoB, KO/IMYECTBEHHOWN OLEHKM MOTEeHUuMasnbHOro yuiepba m nocnefcTBuii Ha OCHOBE BEPOSITHOCTEN uX
BO3HWKHOBEHUA U (B C/lydae HE06X0AMMOCTU) pa3paboTkm pekoMeHgauuilt no BbliAeNEeHNO PECYPCOB A/ Op-
raHMsayum obecnevyeHnss MHOOPMaLMOHHON 6€30NacHOCTU C Lesibio MUHUMM3aLnun oben ysa3BnumMoCTH.

3.1.23 ymMHOe nponsBoAcCTBO (smart manufacturing): DneKTpoHHas KOMMYHUKaLWOHHas cpepa WH-
TEerpMpoBaHHbIX MPOAYKTOB, MPOLLECCOB M pecypcoB (MHPOPMAaLMOHHbIX, (QU3NYECKUX, YEe/I0BEeYEeCKNX) ANns
co3faHnsa v npefocTaBfeHns NPOAYKTOB WM YCNyr, KoTopas Takke B3aumoAelicTByeT C APYTMMU MHAOpMaym-
OHHbIMU cpegamMu (UMK POBLIMU U I/TEKTPOHHBIMWU) BO BHYTPEHHUX M BHELIHUX LLeno4ykax KOMMyHMKauuu npes-
NPUATUA C MOCTOSAHHbIM YJ/Ty4YLWEHWEM MPOM3BOANTENIbLHOCTH.

MpumeyvaHusa

1 AcnekTbl MPOU3BOANTENIBHOCTU BK/IHOYAIOT IMOKOCTb, 300PEKTUBHOCTL, 6E30MacHOCTb, 3alMLWEHHOCTb, YCTONYM-
BOCTb W M06ble Apyrve nokasateny Npou3BOAUTENBLHOCTU, ONpeneieHHble NPeanpuATUEM.

2 MNomMumo NpOU3BOACTBA, ApYyrue 06nacT AeATeNbHOCTU NPEANPUSATAS MOTyT BK/YaTb B Ce6S NPOEKTMPOBaHKE,
NOTUCTUKY, MapKETUHT, 3aKyMNKW, NPOAAXM U Niobble apyrre 06/1acTu, ykasaHHble NpeanpusTUeEM.

3.1.24 6a30Bble 3aWnTHbie Mepbl (baseline controls): MUHUManbHbI HAbOp 3alWUTHLIX MEpP, YCTaHOB-
NEHHbIA NS CMCTEMbI WX OpraHu3ayum.

3.1.25 mepa obecrneyeHns nHpopmaynoHHoi 6e3onacHocTu (control): Mepa, HanpaB/ieHHas Ha uU3-
MeHeHMne pucka.

MpumeyaHusda

1 K mepam obecneyeHns uHopmauoHHOM 6e30MacHOCTN OTHOCATCA NPOLECChI, NOMUTMKE, YCTPOICTBA, NpaKTu-
yeckve npuemMbl Uan apyrue AencTBus, NCNnosb3yemble 4718 U3MEHEHUS pucka.

2 Mepbl obecreyeHnss MHDOPMAaLMOHHON 6e30MacHOCTV He Bcerga MOryT MPUMBOAUTL K 3am/laHMpPOBaHHbIM MM
npeanosaraembiM U3MEHEHUAM pUCKa.

3.1.26 Bo3pgeiicTBme (impact): Pe3ynbtat HeXxenatesibHOro MHUMAEHTa MHPOpPMaLMOHHOW 6€e30MacHOCTK.

3.1.27 pekomeHpgauunmn (guidelines): OnucaHue, nosicHsKLWEee AEWCTBMSA U CNOCO6ObI UX BbINOSIHEHUS,
Heob6xoAuMble ANA AOCTUXEHWNS YCTaHOBJIEHHbIX Lenei.

3.1.28 akTuBbI (asset): Bce, 4To UMeeT LEHHOCTb A1 opraHu3auunu.

3.1.29 nHungeHT nHdopmaynoHHom 6esonacHocTm (information security incident): /llo6oe Henpea-
BUAEHHOE WU HexenaTtesibHoe COObITMe, KOTOPOEe MOXEeT HapyWuTb AeATeNbHOCTb WU UHOPMAaLUOHHYIO
6e30nacHoOCTb.

MpumeyaHune — WHUMAEHTaMM MHJIOPMALMOHHONM 6e30NacHOCTY SBNAKTCS:
- yTpaTta UyHKUMIA HU3KOBO/ILTHOM annaparypbl;

- CUCTEMHble CO0M UM Neperpysku;

- OWMWbKKN nofb3oBarenel;

- Hecob/oAeHNe NOMNTUK UM PEKOMEHAALIA;

- HapyLlleHue hnM3nYecKnx Mep 3aLmThbl;

- HEKOHTPO/InpyeMble N3SMEHEHUA CUCTEM;

- c60M NporpamMmMHOro obecneyeHns 1 oTkasbl TEXHUYECKUX CPEACTB;
- HapyLlLeHuWe npaBun AOCTYNa,;

- yTpaTa aKTMBOB;

- HEeCaHKLUMOHMPOBaHHbIV AOCTYN K MHAhopMaumn.

3.1.30 ueHTpPOBUK (JIOKa/lbHOW BbluncnutenbHon ceTtun) (hub): YcTpolicTBo, ucnonb3yemoe Ans B3a-
MMOCBSA3M HECKONIbKUX YCTPOWCTB OKOHEYHOro 060pyAo0BaHNsA AaHHbIX U BbiNOAHAKLWEE DYHKLMM BOCCTAHOB-
NeHns aMnanTyAbl CUTHaI0B, CUHXPOHMU3ALUN CUTHANI0B, 06HAPYXXEHUSA KOH(/IUKTOB B JS1I0KA/IbHOI BblYNCN-
Te/IbHON CeTn 1 ONOBELLEHNSA O HUX, @ TakkKe pacnpoCcTpaHeHUs CUTHaN0B MO LEHTPOBUKAM HUXHUX YPOBHENR
N OKOHEeYHOMY 060pyA0BaHNI0 faHHbIX.

3.1.31 cuctembl MNPOMBbILWAEHHON aBTOMaTUKM W KOHTponsda (industrial automation and control
systems): 'pynna nepcoHana, a Takke COBOKYMHOCTb annapaTHOro u nporpamMHoOro obecneveHunii, kKoTopble
MOTYT perynmpoBatb WM BO3L4eNCTBOBATb MHbIM 06pa3omM Ha 6e3onacHoe, 3alulieHHOe U HajexHoe (YHK-
LMOHUpOBaHMe NPoM3BOACTBEHHOIO npouecca.

MpumeyaHne — Takue CMCTEMbI MOTYT BK/IOYATh B CEGS, HO HE OrpPaHUYMBAKOTCS ITUM:
- MPOMBbILL/IEHHbIE CUCTEMbI YNpaB/EHWs, BKIOYaloLMe B cebs pacnpefesieHHble cucTembl ynpaesneHusi, MK,
MyNbThl AUCTAHLMOHHOTO YNPaB/EHNS, UHTENEKTyasIbHblE 31IEKTPOHHbIE YCTPOICTBA, CUCTEMbI ANCMETYEPCKOTO KOHTPO-
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na 1 c6opa AaHHbIX (SCADA), a Takke cUCTEMbl MOHUTOPUHIa U AMArHOCTUKK (B AAHHOM KOHTEKCTE CUCTEMb! ynpasse-
HUA NpoueccaMn HageneHbl 6a30BbIMM (PYHKLUMAMM CUCTEMbI YNPaBMEHNS NPoLECCaMM Y aBTOMATU3NPOBAHHON CUCTEMbI
6e3onacHoCcTK SIS, KoTopble MOryT ObiTb UM (hU3NYECKN pasfeneHbl Apyr OT Apyra, Wan 06beauHEHbI ApYr C APYToM);

- accouumpoBaHHble MH(OPMALMOHHbIE CUCTEMbI, HanpYMeEp CUCTEMbI YNPeXatoLero WM MHOrOCBSI3HOMO pery-
JIMPOBaHUA, a Takke CeTeBble ONTUMM3ATOpPbI, CreLnasibHble MOHUTOPLI K 060pyA0BaHuMto, rpadmyeckne MHTepdENCHI,
apxmBaTopbl, aBTOMAaTWU3POBaHHbIE CUCTEMbI YNPaB/IeHWs NPOU3BOACTBEHHLIMU NpoLueccamn 1 MHOPMAaLMOHHO-yNpaB-
NAWLLNE cUCTeMbI NPeanpuaTUsS;

- accouMUpoBaHHbIe BHYTPEHHME, NOMNb30BaTe/IbCKME CETEBbIE WM MalUMHHbIE MHTEPENCHI, NCNOo/b3yeMble A1s
obecneveHnst ynpaBneHusi, 3almTbl U OYHKLMOHAIbHOCTU NPOM3BOACTBEHHbIX ONepawluii B Xofe HeNpepbIBHbIX, Nepuo-
ANYECKMX, AUCKPETHbLIX U MPOYNX MPOLLECCOB.

3.1.32 KoMMYyTaLMOHHbIV annapaTt (switching device): AnnapaT, npefHa3Ha4YeHHbIA ANA BKAKYEHUSA
NN OTK/IIOYEHNSA TOKA B OAHOM UNN HECKOSIbKUX 3/IEKTPUYECKMX Lensx.

3.1.33 HU3KOBO/IbTHOE YCTPOWCTBO pacnpegeneHns u ynpassieHusa (low-voltage switchgear and
controlgear assembly); Hn3koBONbTHbIE KOMMYTaLMOHHbIE annapaTbl U YCTPONCTBA ynpaBneHus, nsmepeHus,
curHanusauuu, 3awmnTbl, perympoBaHns, cCo6paHHble COBMECTHO, CO BCEMU BHYTPEHHUMMW 3/TIEKTPUYHECKUMU U
MeXaHU4yeCkKMMn CoOefUHEHUAMU N KOHCTPYKTUBHBIMU 3/IEMEHTaMU.

3.1.34 npeHTudukaumsa (identification): [eincTBua no npucBoeHnw cybbektam u o6bekTam gocTtyna
NAEHTUNKATOPOB U/UKN CpaBHEHUIO NPefbsaABAAEMOro ngeHTudmkaTopa ¢ nepeyHeM NPUCBOEHHbIX NAEHTU-
onKaTopoB.

3.1.35 npouecc (process): lMepeyeHb B3anMOCBA3AHHbLIX WM B3aMMOAEWCTBYIOWNUX MEponpuaTuii, B
pe3ynbTaTe KOTOPbIX UCXOAHbIE pecypcbl NpeobpasyloTca B KOHEYHbI NPOaYyKT.

3.1.36 oueHOYHbIN ypoBeHb goBepusa (evaluation assurance level): MNMepeyeHb TpeboBaHWil gosepus,
npeacTaBfsAlWNA HEKOTOPOE MOJIOXEHME Ha NpefonpefenieHHOl LWKane AOBEPUS M COCTaBNAOLWMIA nakeT
fosepus.

3.1.37 cuctema 3awnTtbl MHOPMaLUN OT HECAHKLMOHMPOBAHHOro goctyna (system of protection
from unauthorized access to information): Komnnekc opraHuM3auWOHHbIX Mep U MPOrpamMMHO-TEXHUYECKUX
(B TOM uucne kpuntorpadumyeckmx) CpeacTB 3alnTbl OT HECAHKULMOHMPOBAHHOIO AocTyna K uHdopmauun B
aBTOMaTU3NPOBAHHbIX CUCTEMAX.

3.1.38 cTporasa ayteHTudumnkayua (strong authentication): AyTeHTUukauma ¢ NnpUMMeHeHMeM TOJIbKO
MeTofa MHOroakTOpHON B3aMMHOW ayTeHTudukKaLum n ncnosfib3oBaHMem Kpuntorpaduyecknx npoToKOs0B
ayTeHTumkaymn.

3.1.39 ngeHTunkauma naoMbMpoBOYHOTro ycTpoicTBa (sealing device identification): Onpegene-
HWe NOA/IMHHOCTM U LLe/IOCTHOCTM NNOMOMPOBOYHOIO YCTPOWCTBa MO €ro XapakTepHbiM WHAMBUAYANbHbIM
npu3Hakam, a Takxe Nno OTCYTCTBUI M3MEHEHW B pacnosioXXeHUn NAOMOGUPOBOYHOIO YCTPONCTBA HAa 06bEKTE
nAoMbupoBaHua NyTem BU3yasibHOrO OCMOTpPa WM C NMOMOLLbI0 TEXHUYECKUX CPeACcTB 06LWero npuMeHeHus,
cneunann3npoBaHHbIX TEXHUYECKUX CPEeACTB C UCNOMb30BaHMEM unu 6e3 UCnonb3oBaHUA cneunasnbHbiX Me-
TOANK.

3.1.40 nHankaTopHOe NJIOMOUPOBOYHOE yCcTpoiicTBO (indicator sealing device): YcTpoiicTBo, obecne-
ynBawlwee MHANKaLMO PakToB HECAHKLMOHUPOBAHHOIO A0CTYNa K 06BEKTY 3alinMTbl NYTEM UAEHTUDMKALNM
€ro LeniocTHoCTK, obecneymBarllee MexaHn4yecky 3awunuTy ¢ ycunmem pactsxeHus B gnanasoHe ot 0,05 po
1,0 xH.

3.2 CokpauweHunsa

B HacTosiLleM cTaHfapTe NPUMEHEHbI C/efyloline coKpaleHus:

nT — MHOPMaLMNOHHbIE TEXHOOMNK;

nBC — JNloKa/ibHasa BblYUCNUTENbHAA CeTb;

OBuK  — oTonneHue, BEHTUIALUMUA U KOHAULNOHUPOBAHUE BO34yXa;
oT — ofnepauuoHHas TEXHO/MOTIUS;

MK — MepcoHasbHbIli KOMNbOTEP;

MaK — NporpamMmMunpyemblil NOrMYECKUn KOHTPONEp;
rno — nporpaMmmHoe obecneyeHue;

na — NpuMep akcnayartaymu;

COoT — cucTteMa oxpaHHas TesieBU3NOHHas;

umMun — YeN0BEeKO-MallVHHbIA MHTepdeiic;

SMC — 3/1eKTpoMarHuTHas CoOBMeCcTUMOCTb;
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APN — nma Toukn goctyna (Access Point Name);

BMS — cucTtema ynpasneHusa 3gaHuem (Building Management Systems);

BT — Bluetooth®1);

DDoS — pacnpegneneHHas ataka tTmna «otkas B o6cnyxusaHuu» (Distributed Denial of Service);

DMz — pemMmunutapmnsosaHHas 3oHa (Demilitarized Zone);

DNP — pacnpegesieHHblit ceTeBoit npotokon (Distributed Network Protocol);

DoS — oTka3 B o6cnyxusaHun (Denial of Service);

CRL — CNUCOK aHHyNMpoBaHHbIX cepTudukaTtoB (Certificate Revocation List);

CVSSs — obwasa cuctema oueHkn yassumoctn (Common Vulnerability Scoring System);

ERP — nnaHupoBaHue pecypcoB npegnpuatusa (Enterprise Resource Planning);

IACS — cucTeMa MpoMbILWIEHHON aBTOMaTmM3auum u KoHTpons (Industrial Automation and Control
Systems);

ICS — npombllweHHasa cuctema ynpasnenus (Industrial Control System);

IDS — cuctema ob6HapyxeHus BTopxeHuin (Intrusion Detection System);

loT — TexHonorua «NHTepHeT Beweli» (Internet of Things);

IPS — cucTtema npegynpexgeHuss sBTopxeHuii (Intrusion Prevention System);

IPsec — MPOTOKOA MO 3awunTte nHpopmMmaynum B cetu;

JTAG — nHTepgeic otnagkn «Joint Test Action Group» [IEEE 1149];

MAC — YHUKa/bHbIA ngeHTudukaTop ynpaesneHuns goctynom kK yctponctey (Media Access Control);

MLP — MHOronpoToKo/sbHas KoMmmMmyTauus no metkam (Multiprotocol Label Switching);

NFC — cBA3b Manoro paguyca gevicteus (Near Field Communication);

P2pP — nupuHrosoe coepuHeHue (Peerto Peer Connection);

RBAC — ynpaBfieHne aocTynom Ha ocHoBe poneit (Role Based Access Control);

RS485 — pekomeHAoOBaHHbI cTaHAapT 485 (cornacHo TIA 485-A);

SCADA — gucneTtyepckuini KOHTponb 1 cbop aaHHbIX (Supervisory Control and Data Acquisition);

SD-kapTa — kapTa namaTtu tuna «secure digital»;

SL — ypoBeHb 6e3onacHocTu (Safety Level);

SSL — NpPOTOKOA 3alnTbl MHIOPMAaLUM YPpOBEHDb 3allMLLEHHbIX COKETOB (Secure Socket Layer);

ULP — YyHMBepCcasnbHbIA nornyecknini pasvem (Universal Logic Plug);

UsB — YHUBepcanbHasa nocnegosatensHasa wuHa (Universal Serial Bus);

VPN — BuUpTyanbHasa yacTHada ceTb (Virtual Private Network);

WCI — 6ecnpoBogHoii nHTepgeiic ceasm (Wireless Communication Interface);

WLAN — becnpoBogHas nokanbHas BbluncnutenbHasa ceTb (Wide Local Area Network).

4 OO0upe NosiIoXXeHus

LIleNnoCTHOCTb WM Ha/nyme OCHOBHbIX (PYHKLMI HW3KOBO/IbTHOM annapaTypbl MOXeT 3aBUCETb OT acnek-
ToB hu3nyeckoin 6eszonacHocTn n Mb. CyuwecTByowme metoasl obecneveHns VIb B oTHoWweHUN U3NYECKOro
JocTyna K HM3KOBOMbTHOW annapaTtype v HKY #oOnXHbl paccmaTpuBaTbCA Kak yacTb mep dusuyeckoin 6es-
0nacHOCTM COBMeCTHO ¢ mepamu obecneyeHus Ub.

5 3apgaym HdopmMayMoHHOW 6e30MacHOCTU

B yacTu pacnpegeneHns aNeKTPO3IHEPrnn ¢ NOMOLLbI HU3KOBOMIbLTHOW annapatypbl n HKY (cm. npuno-
XeHue B) obwue uenu Wb 3aknwyaroTca B o6ecneyeHmn rapaHTum nx paboTbl B COOTBETCTBUM C MPOEKTOM U
KOHburypauvei, a Takke LesneHanpaB/eHHOM MpefoTBpalleHnn HenpegHaMepeHHoro cpabartbiBaHuA K 3a-
LWNTbl MX OCHOBHbIX (PYHKUWIA, CBA3aHHbIX C UB.

Heo6xoaMmMo yuuTbiBaTh crnefylowine OCHOBHble acnekTbl WB: UuenocTHoCTb, NOAJIMHHOCTL WM JOCTYN-
HOCTb faHHbIX. B nonntuke uHopmMaumoHHOW 6e3onacHoCTW cnegyet Nogpo6HO onucaTb, YTO HEOH6XOANMO

1 ToBapHbIii 3HaK Bluetooth® siBnsieTcs NprMepoM MOAXOASLLEro NpPOTOKO/a CBA3W, peasn3yemMoro niatHo. [aH-
Hasi VHchopMauyst faeTcs 4715 yA06CTBa MO/b30BaHUs HACTOSILLMM AOKYMEHTOM U He NMpeAcTaB/sieT co6oli pekomeHaa-
LMIO K NPYMEHEHWIO 3TOTO MPOTOKO/IA CBSA3M.
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3awuuate U Kakum 06pa3omM 3TOro MOXHO AocTuUYb. O630p COOTBETCTBYKLWMX acnekToB Vb, KoTopble HEOO-
X04MMO yuunTbiBaTb, NpUBELEH B NpuioxeHun B, a yposHu MNB onpegeneHbl B 6.3 npunoxexHus b.

6 YnpaBneHue XU3HEHHbIM LUVKIOM UH(OPMAaLMOHHOK 6e30MnacHOCTU

6.1 OO6wme NosoXeHUsd

3awmTa oT atak Ha VB gomkHa 6bITb onpefeneHa Ha OCHOBE pe3y/bTaToB OLEHKU puckosB yrpo3 UB,
4YTOObl NAEHTU(PUUMPOBATL NOTEHUMAIbHbIE YIPO3bl U YA3BUMOCTU, a TakXe onpefenuTb nepevyeHb mep obe-
cneyeHns UNB. MepeyeHb AO/MKEH OXBaTbiBaTb KaXAYK CTaAUI0 XW3HEHHOro UuKNa HW3KOBOMbLTHOW annapa-
Typbl 1 HKY, a Takke yuynTbiBaTb (PU3NYECKUIA AOCTYN K HAM C Y4EeTOM MecTa YCTaHOBKM (CM. pUCYHOK 1 B
KauyecTBe npumepa).

Yrpo3bl VB 1 cBA3aHHble ¢ HAMK Mepbl obecneveHnsa VB npuBegeHbl B npumepax akcnayatauum (M3),
OMUCAaHHbIX B MPUMOXEHNN A, KOTOPble NepeyncneHbl HUXe B Tabnnye 1.

Tabnuuya 1— Mpumvepsbl yrpo3 VB npu akcnslyaTaumy HU3KOBO/IbTHOW annapatypbl U HKY
Yrposa Homep Mo

M3 1, cM. NyHKT A.2

O6HoBNEHNE BpeAOHOCHOWM NPOLLUMBKON M3 5, cM. NyHKT A.6

ATaka TMna pacnpegesieHHOro otkasa B 06CAyXnBaHUn M3 3, cM. NyHKT A.4
HecaHKLMOHMPOBaHHbIN AOCTYN K NPOM3BOACTBEHHOW ceTh (OT) M3 2, cm. NyHKT A.3
HecaHKuMoHMpoBaHHbIi foctyn K HKY M3 4, cm. nyHKT A.5

M3 6, cMm. NyHKT A.7

HecaHKLMOHMPOBaHHbI JOCTYN K HU3KOBO/IbTHOWM annaparype M3 7, cm. nyHKT A.8
M3 8, cm. nyHKT A.9

[ns HeKoTOpbIX OTpacnei ycunus, HanpaB/ieHHbIe HA CHUXEHWE PUCKOB yrpo3 WMB, MOryT 3HAYUTesIbHO
nepeBecuTb BbIrody OT MCNO/Ib30BaHUS MPOTrPaMMUPYEMbIX LU POBbIX NPOAYKTOB U BbICOKOUHTEIPUPOBAH-
HbIX cucTeM. B Takux cnyyasix peKkoMeHAyeTcs NPOBOAUTbL aHann3 puckos yrpo3 Wb, noapoGHo onpepensio-
Wuii NnpenMyLecTBa U HeJOCTaTKM UCMOMb30BAHUS HU3KOBOMLTHOW annapatypbl u HKY.
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BCTpOEHHBI
4e/I0BEKO-MaLLNHHbIV
nHTepdeiic

dunsnyeckre nopTbl
USB-nopT, SD-kapTta

NFC

PucyHok 1 — Mpumep MHTEpPdEiCOB BCTPOEHHOTO LidhpoBOro nepeaatoLLero ycrpolictea
B HM3KOBO/bTHYHO annapatypy 1 HKY, KoTopble MOryT nofgepratbcs atake

6.2 YnpasnsieHne puckamun yrpos b

Kak npaBusio, oueHka pUCKOB yrpo3 MIb ocHoBaHa Ha M3BECTHbIX, BbIBMIEHHbIX YA3BMMOCTAX M yrposax
C y4eTOM MecTa ycTaHOBKWU. [locne npoBefeHus OLEeHKU onpefensoT COOTBETCTBYLUIME Mepbl ob6ecnevyeHuns
VB, Heo6xoauMble ANs BbINONIHEHMS 06WMX 3agad VB.

Bce cooTBETCTBYHLUME YIPO3bl M M3BECTHbIE YA3BMMOCTM HM3KOBOMbLTHON annapaTtypbl u HKY, koTopble
MOTYT NOB/INSATb HA OCHOBHble (PYHKLMW HW3KOBONbLTHOM annapaTtypbl, AO/DKHbl ObiTb paccMOTPeHbl U 3a40-
KYMEHTUPOBaHbl B paMKax OLEeHKU puckoB yrpos Ub.

Cnepyouime acnekTbl AO/DKHbI 6bITb YUYTEHbI B OLLEHKE PUCKOB COBMECTHO C Lie/ieBbIM YpoBHEM UB:

- cucTema 3awuTbl MHopMaumMy OT HECAHKLMOHMPOBAHHOIO AOCTYNa;

- OUEHOYHbIi YypOBEHb A0BEPUS;

- npoueccsl;

- XpaHunuuia faHHbIX;

- BHEWHMe 06bEeKTbl B3aMoOAeincTBUS;

- BHYTPEHHWE 1 BHELUHME MPOTOKOJ/Ibl CBSA3U, peasin3oBaHHble B HA3KOBOJ/IbTHON annapatype u HKY;

- BHYTPEHHME hu3nyeckme nopTbl AOCTyNa, BKAOYAA NOPTbl OTAALKM;

- COeAMHEHUs Ha neyaTHol nnaTe, Takue Kak coeguHeHus JTAG mam oTnafouyHble 3aro/sloBKM, KOTopble
MOTYT MCMNO/Mb30BaThLCA OJ/151 aTaky Ha HU3KOBOJIbTHYIO annapaTtypy;

- NoTeHUManbHble BEKTOPbl artak, B TOM Yuc/e aTak Ha annapaTHble cpeacTBa, ecnv NpYMeEHNMO;

- MOTEHUManbHble Yrpo3bl, UX BEPOATHOCTb, CTEMEHb TSHKECTU M NOCNEACTBUSA COT/TaCHO CUCTEME OLEH-
Kn ysisBumocTei (Hanpumep, CVSS);

- CHWXeHue u/vnn HelTpanusaunsa Kaxgon yrposbl;

- BbliBNEHHble Npo6aeMbl, CBSI3aHHble C 6€30NaCHOCTbIO;

- BHELHMe 3aBUCMMOCTY B BUAE ApaiiBepOB WM CTOPOHHUX NPUIOXeEHUI (koh, He pa3paboTaHHbI no-
CTaBLMKOM), KOTOpPblE CBA3aHbl C NPUIOXEHNEM.

B xo4e oueHKu yA3BMMOCTU HU3KOBOJIbTHOW annapaTypbl Mpu ee LesieBOM NMPUMEHEHUN OMpeaensT
YA3BMMOCTU, KOTOpPbIE NMPEACTaBAAT ONpeAeneHHble YIrpo3bl, a TakkKe UX NOTEeHUManbHOoe B/INSHUE Ha OCHOB-
Hble PYHKLMKN, CBSA3aHHble C 6€30NacHOCThIO.
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B pe3ynbTaTe OUEHKM PUCKOB yrpo3 VB cocTaBnAlT onucaHue:

- annapaTypbl/CUCTEMbI, B OTHOLWEHUN KOTOPbLIX MPOBOAUMACHL OLEHKAa pUcKkoB yrpo3 Wb (Hanpumep,
MOGUMbHAA NaHesnb ynpaBaeHus);

- KaXpgoit ctaaum, Takux Kak NpoOeKkTUpoBaHWe, BHeApPeHWe, BBOL B 3KCM/yaTaluto, aKcnayatauus n Tex-
HMyeckoe obcnyxmnsaHue;

- BbISIBJIEHHbIE YSI3BMMOCTM, KOTOPbIE MOTYT OblITb UCMNO/Ib30BaHbI Yrpo3aMu 1M NPUBECTU K pUcKaM yrpos
B (BkNtouyas npefHamepeHHble aTakM Ha HU3KOBOJIbTHYO annapatypy u HKY, npuknagHble nporpaMmbl 1 co-
oTtBeTcTByloWee MO, a Takke HenpeaBUAEHHbIE COObITUA B pe3ysibTaTe YenoBevYeckol owmnbku);

- MoTeHuManbHble NOCEeACTBUA pUCKoB yrpo3 VB nocpefcTBOM aHann3a yC/ioBuWiA, B KOTOPbIX OHU MO-
ryT BO3HMKATb;

- ONS KaxAaoin u3 ctaguini TpeboBaHMA K AOMOSTHUTENbHBIM Mepam obecneyeHusn UB;

- WHopMauusa o mepax obecneyeHns MB, NPUHATBLIX 48 CHUXEHUA WAW HelTpanusauuun yrpos.

6.3 PearvpoBaHue Ha pucku yrpos Vb

Mepbl o6ecnedeHnss MIb ¢ y4eToOM pPUCKOB Yrpoas:
a) CHUXeHne puckos yrpo3 Vb Ao npvemMnemMoro ypoBHA nNocpencTBOM:

1) ucknyeHnsa puckos yrpos b Ha cTagmym NpoeKkTupoBaHus;

2) orpaHuyeHus puckos yrpos Vb;

3) nepeHoca unu pasaesieHns puckoB yrpo3 VB (Ha ApYyroil 06bLEKT UNKU C HUM);
6) NpuHATME puUCKoB yrpo3 Wb, ecnnm oHM [ONYyCTUMBI.

6.4 MNepeueHb TpeboBaHMii k b

Ha ocHoBe pe3y/ibTaToB OLLEHKM PUCKOB yrpo3 Wb, B TOM 4YuC/e YSI3BUMOCTEN HU3KOBOMIbTHOW annaparty-
pbl, COCTaBASAKT NepevyeHb TpeboBaHMl K 6e3onacHOCTU, cogepxawnuii cneaywuiee:

- onucaHume OCHOBHOW (PYHKLMWN HW3KOBOMbLTHOW annapatypbl, CBsi3aHHOl ¢ UB;

- YSI3BUMOCTW, KOTOPbIE MOTYT MOB/IUATL HA 3Ty (OYHKLMIO, U NpeAnonaraemble yrposbl, ec/iiv NpUMeHUMo;

- MocneacTBus NOTEPU OCHOBHOW (PYHKUMM, cBSAA3aHHON ¢ UB;

- onucaHue npeasioXeHHbIX Mep obecneveHns UB.

6.5 Kpntnyeckmne gaHHble

Oco60e BHUMaHVe cnepyeT yAenuTb 3auuTe KpUTUYECKUX AaHHbIX. KpuTuueckne faHHble Anas LenocT-
HOCTV ¥ AOCTYMHOCTU OCHOBHbIX (PYHKLMIA HN3KOBO/MIbTHOW annapaTypbl BK/OYAKT cieayiouee:

a) AaHHblEe O COCTOSIHUM WU cpabaTbiBaHUM HU3KOBO/LTHOW annapaTtypbl, CBs3aHHble C 6€30MNacHOCTbI0
akcnnyaTauum (anekTpuyeckas G/10KMPOBKA, MYCK ABUTaTesisl, NOBTOPHOE BK/IUYEHUE U T. A.);

6) faHHble 0 KOHhUrypaLuun HU3KOBOJIbTHO annapaTtypbl, B TOM YUC/IE:

1) napameTpbl aBTOMaTWYECKUX BbIK/lOUaTeneil, pacuenuTeneil 3awuTbl OT MeperpyskM M cBepxToKa
(HOMUWHaNbHbIE XapaKTepPUCTUKN HU3KOBO/LTHOW annapaTtypbl, YAC/IO MOJSIIOCOB U T. 4.);

2) napameTpbl GECKOHTaKTHbIX pesne (Anana3oH U3MepeHuid, HOpMasibHO Pa30MKHYTOE UM HOPMasibHO
3aMKHYTO€ BbIXOAHOE MOJIOXeHne U T. 4.).

Takxke MoryT 6bITb OnpefesieHsbl Apyrie AaHHble, OTHOCSLIMECS K OCHOBHbIM (DYHKLMAM HU3KOBOJIbTHOM
annapatypbl, CBA3aHHbIM C 6€30NacHOCThLIO.

DYHKUMA M3MEPEHNS NapaMeTPOB 3/1IEKTPO3HEPrUM Ha HEKOTOPLIX NpeanpusaTusix MmoxeT Tpe6oBaThb 3a-
WuTbl. B Takom cnyuyae crefyeT NPUHUMATbL 4OMNOMHUTE IbHbIE Mepbl N0 06eCcnevYeHnt0 KOHPUAEeHLUANbHOCTY.

6.6 CuctemHasa apxuTektypa

6.6.1 Cncrtema ynpaBneHus
Kak mpaBuio, HW3KOBOJIbTHYI annapatypy, NpefHas3HauyeHHyw AN18 KOMMyTauuu u ynpasneHus, ycrta-
HaBNMBalT B BUAE y310B. Mpn HEOO6XOAMMOCTU BHEAPSAT UHTepdelicbl CBA3N (Hanpumep, W3) gas npego-

CTaBNeHns yfaneHHoro foctyna € uenblo HabnwaeHua v ynpasneHnsa. TakMe CUCTEMbl paccmaTpuBaloT Kak
CUCTEMbI yrnpaBJ/ieHUS.

[MToBEpPXHOCTb aTtaku Ha cuctemy ynpabBjieHUs BO MHOTOM 3aBWUCUT OT ee apXWUTeKTypbl. Jna oueHKun pu-
CKOB, CBAA3@HHbIX C apXuTeKTypoil, cnefyeT OLEHUTb YPOBEHb €e PYHKLMOHaIbHbIX BO3MOXHOCTEW 1 CBA3b C
BHELLHEeN cpefo.

6.6.2 YPOBHU KOMMYHUKaLWOHHON CUCTEMbI

Huxe paccMoTpeH npumep knaccudgukaumm yposHein 6€30nacHOCTM KOMMYHUKALNWOHHON CUCTEMbl HU3-
KOBOJIbTHOW annapartypbl 418 TEXHOOTMYECKOW UM NPOU3BOACTBEHHOW CUCTEMBI.
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6.6.2.1 YpoBeHb 0. MNMpouecc

YpoBeHb 0 cooTBeTCTBYET (pakTuyeckomy humsnyeckomy npoueccy. Takne npoueccbl OTHOCATCA K pas-
HOro poga Npoun3BOLCTBEHHOMY 060pyA0BaHUI0 BO BCEX CEKTOPAX, KOTOpble BKAOYalOT B cebs, HO He orpaHu-
YMBaKTCHA 3TUM, NPOU3BOACTBO, HEPTEXUMNYECKYH MPOMBbIWEHHOCTb, hapMaueBTUKy, LEeN//103H0-6yMax-
HYI0 MPOMbILIIEHHOCTb U 3N1EKTPO3HEPreTUKy.

YpoBeHb 0 pacnpocTpaHsAeTCsa Ha CUCTEMbl HU3LWEro YpPoBHS 6€3 BO3MOXHOCTel LUdpoBOIi CBA3N:

- 3alMTHO-KOMMYTaLMOHHY annapaTtypy 6e3 undgpoBbiX MoAynel cBaA3n (aBTOMaTMyeckue BblK/Ya-
Tenu, anekTpoMexaHnyeckue pesne, KOHTaKTopbl);

- [aTynKkn Ha OCHOBE KOMMYTALUMOHHbIX 3/1IEMEHTOB (KOHLEBbIE BblK/OUATENN).

6.6.2.2 YpoBeHb 1. J/loKkasibHOe ynpas/ieHMe N KOHTPOJb

YpoBeHb 1 BkM4YaeT B cebs PYyHKUUM, 3a4eliCTBOBaHHbie B KOHTPO/SiE W ynpaBaeHun usanyeckmmmn
npoveccamu.

Hu3koBoNbTHaA annapaTypa /I0Ka/ibHOTO ynpaB/ieHUss U KOHTPONS:

- 3alMTHO-KOMMYTaLMOHHbIE annapaTtbl C nepejayeli faHHbIX O CBOEM COCTOSHMMW, KOHTPO/IE KayecTBa
3/1eKTPO3HEprnmn, npoTekawlLLeli Yyepes HU3KOBO/IbTHYO annapaTypy;

- NJK;

- naHenun YMW, yctaHOB/iEHHble HenocpeacTBeHHO Ha HKY.

KaHanbl cBS3M MeXAy HU3KOBOJ/IbTHOIM annapaTypoil Ha 1-m ypoBHe MOryT paccMaTpuBaTbCs Kak KaHasbl
C OrpaHU4YeHHON (PYHKLUMOHA/IBHOCTLIO M OFPaHWYEHHON 30HOWA.

YpoBeHb 1 pacnpocTpaHaeTcs Takke Ha cucTemMbl 6e30nacHOCTM W 3aluTbl, KOTOpPble OTC/AEXMBaKT
npouecc u aBToMaTuMyecky BO3BpalLaloT ero B 6e3onacHoe COCTOAHME, eCnM OH Bbilwen 3a pamku 6esonac-
HocTu. Takoil ypoBeHb BK/lOHYAET B Ceb6S TakKe CMCTEMbI, KOTOPblIE OTC/IEXMBAKT NPOLECC 1 ONOBELalT one-
patopa 06 yrpo3e BO3HWKHOBEHMUSI He6e30nacHbIX YCNOBWIA.

6.6.2.3 YpoBeHb 2. ilucnetyepckoe ynpasseHue

YpOBEHb 2 CUCTEMbI CNOXHOrO ypoBHSA ¢ SCADA unun BMS cuctemamu, BkAwvawwmymy B cebs 6asbl
LaHHbIX, 38 UCK/TIOYEHMEM KOHCOMEN NporpaMmMmumpoBaHus M paboymx CTaHUNA NHXEHEPOB.

YpoBeHb 2 BK/OYAET B cebs cneaywowme QyHKUNK:

a) UMW pna onepaTtopos;

6) cpefAcTBa aBapuiiHo-nNpeaynpeanTeNbHON CUrHaansaumm 4as onepaTtopos;

B) DYHKLMN AMCNETUYEPCKOro KOHTPO/IS;

r) cbop faHHbIX O AUHaMUKKe npolecca.

6.6.2.4 YpoBeHb 3. YnpaB/ieHNe LeATeNIbHOCTbI0

YpoBeHb 3 — cucTtema € NOCTOAHHO NOAKTHYEHHBIMW KOHCOISAMU NPOrPaMMUPOBaHNSA AN MHXEHEPHbIMU
paboynmmn cTaHLUMAMU U APYTMMU KOPNOPATUBHLIMW CACTEMAMMK C CUCTEMAMW AUCTAHLMOHHOIO ynpaBfieHus.

YpoBeHb 3 BK/OYAET B cebs cneaywume QyHKUUK:

a) npefocTaB/ieHMne OTYETOB O XO4e NPOM3BOACTBA HA yyacTkax, B T. Y. O TEKYLWMX MPOM3BOACTBEHHbIX
n3gepxkax;

6) c60p M XpaHeHne faHHbIX 0 Xo4e NPOM3BOACTBA, MMeKLWEeEMCSA 060pyaoBaHn, paboyeli cune, cbipbe,
3anyacTax U 3HepronoTpebsieHnn ANa pasHbiX y4acTKOB;

B) c60p AaHHbIX U UX aBTOHOMHbI/A aHanM3 B COOTBETCTBUU C TPEOOBAHUAMU UHXEHEPHbIX (PYHKLUWNA.
OTO0 MOXeT BK/YaTb B Ce6A CTaTUCTUYECKUIA aHaNM3 KkavyecTBa M COOTBETCTBYHOLWME DYHKLUUN yNpaBieHus;

r) ocyuiecTtBfieHMe HeobXxoanMbIX (PYHKUMIA, OTHOCSLWMXCA K NepcoHany, Takmx Kak: ctatuctumka pabo-
4yero BpeMeHu (Hanpumep, Bpems, 3agaHune), rpadmk oTnyckoB, 6asaHc paboyein cunbl, cBOAHAS Anarpamma
NPOABMXEHUI Mo cnyxbe, a Takke BHYTPEHHMWE WMHCTPYKTaXMW W NOBbIWEHWE KBanudukaLum nepcoHana;

[) ycTaHOBMeHne 0onepaTvBHOIO AeTaslbHOro rpaduka npousBoAcTBa AN18 OTAENbHO B3ATbIX Y4YacTKOB,
KOTOpbI/i OXBaTbiBaeT TEXHUYECKOE 06CNyXUBaHUe, TpaHCNOPTMPOBaHUE U Apyrue NpOn3BOACTBEHHbIE HYX[bI;

€) ONTMMM3aLn0 U3LEePXeK Ha OTAENbHO B3ATbIX NPOM3BOACTBEHHbLIX yyacTkax npu OLHOBPEMEHHOM
cobnogeHumn rpadmka NnponM3BoACTBa, YCTAHOBEHHOIO PYHKLUAMU YPOBHS 4;

X) KOPPEKTUPOBKY rpad)MkoB NpoOM3BOACTBA A1 KOMMNeHcaunun c60eB 3aBOACKOr0O Npou3BOACTBaA, KOTO-
pble MOTYyT NPOM30ANTU Ha COOTBETCTBYIOLLMX yHaCTKax OTBETCTBEHHOCTH.

MpumedvaHue — Ocoboe BHAMaHWE YAENSIETCS KOHCOMSIM MPOrpaMMUPOBAHUSE U UHXEHEPHBIM paGoumM
CTaHUMsIM, KOTOpbIE COAEPXAaT 3HAUUTESbHbIA NepeyeHb AOMOSHUTENBHBIX WHCTPYMEHTOB [/l MHULMATOPOB aTak. WX
MOCTOSIHHOE MPUCYTCTBME B CUCTEMe YNpaB/ieHUsl ABMSETCS A0CTATOUHbIM apryMEHTOM, YTOObl OTHECTU UX K MaKcUMaslb-
HOMY YPOBHIO puCKa.
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Ha pucyHke 2 npeacTas/ieHbl AaHHble YPOBHU (DYHKUMOHAIbHLIX BO3MOXHOCTEN B apXUTEKType CUCTEM
ynpaBneHus.

* JToka/bHbI MOPT AOCTyNa K KOHCO/IN CBSA3U. M 6+ ne 1«
** JlokasibHbIA gocTyn K UMW.

M3 — Homep npumepa aKcnayatauuy CornacHo npuIoXeHuo A,

———&— KaHa/bl CBA3M (MPOBOAHbIE UM 6ecnpoBOAHbIE);.......... — MpoBOAA Uenu ynpas/ieHns;
m — cucTtema ypoBHs O (annapaTtypa 6e3 BO3MOXHOCTe CBA3W); 0 — cucTeMa ypoBHA 1

O — cuctema ypoBHsa 2; 0 — cucTemMa ypoBHA 3

PUcyHOK 2 — ApXxuTekTypa CUCTEMbI yrnpaBneHns



FOCT 35090—2024

6.6.3 Bnabl CTPYKTYp NOAKMOUYEHNA

Buabl nogkntoyeHusa cuctem ynpasrieHns (Cx) MOXHO pasfiennTb Ha criefylowme CTPYKTYpbl:

- C1 — vn3onupoBaHHas, Korga ceTb CUCTEMbl yNpaBaeHUsA NOMIHOCTbLIO 3aKpbITa,

- C2 — npegnpuatvMa NOAKAIOYEHbl K UHAOPMAaLMOHHOW cucTemMe, HO 6e3 BO3MOXHOCTU BbINOJ/IHEHMUSA
onepauunii n3aBHe 3Toi MHhopMaLMOHHON cucTembl. [laHHaa MHOPMaLMOHHAA cucTteMa MOXET 6biTb NOAK/I0-
YyeHa K 06LW,ecTBEHHON ceTu, Hanpumep cetn VIHTepHeT, Wau gaxe pacnpegesieHa no HeCKONbKMM 06bekTam;

- C3 — nopgknoyeHue ypoBHs C2 ¢ noMolbio 6ecnpoBOAHO CBA3M, Kak Moka3aHo Ha pucyHke 3. bec-

NMPOBOAHONM AOCTYN OYEHb YS3BUM A/18 aTak;

PucyHok 3 — CTpykTypa NogknoveHusa cuctem ynpasseHus C3

- C4 — pacnpegerneHHasa cucTema ynpaBfeHUsi C BO3MOXHOCTbIO BbINOSIHEHUS OMepaunini usBHe co-
rMacHo pUCYHKy 4. Pa3Hble 060beKTbl B3aUMOAENCTBYIOT Mexay cob60li B npegenax 3akpbiTOn MHAPACTPYKTY-
pbl. 3Ta MHppACTPYKTypa MOXET ObiTb MOJIHOCTbLI YaCTHOW WNM apeHAOBaHHOW Yy onmepaTopa YCnyr CBS3wu.
[aHHasa cTpykTypa Takke OTHOCMTCS K CUCTeMaMm ynpaB/ieHWsl, B KOTOPbIX BO3MOXHbl onepayuy U3BHe Uau 13
ceTn ynpaBneHusa (Hanpumep, yganeHHoe obcnyxunsaHue, yganeHHoe ynpaBaeHue);

PucyHok 4 — CTpykTypa noAKnoveHns cuctem ynpassieHus C4

- C5 — pacnpegeneHHas cuctema ynpaB/eHUs € OTKPbITON MH)pacTpyKkTypon (ceTb MHTepHeT) cornac-
HO PUCYHKY 5. MHMUMaTOp atakym MOXET C /IerKOCTbI NonyyaTb AOCTYN K pa3HbiM TOYkaM A0CTyna B CUCTEME
ynpasieHus. 1o obycnaBnnBaeT HEOOXOAUMOCTb AOMNOMHUTENbHLIX Mep obecneveHns WNB. JononHuTesnb-
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Hble pecypcbl He BbIAENSTCSA CUCTEME YNpaB/ieHUsl, KOTOpasi MOXET CTaTb «COMYTCTBYHOLell XepTBOi» aHo-
MasibHO BbICOKOW 3arpysku ceTw.

PucyHok 5 — CTpyKkTypa nogknitodeHmsa cuctem ynpasnexHms C5

K aToli CTpyKType OTHOCATCS Takne BuAbl MHPPACTPYKTypbl, kak APN nnn VPN tuna MLP

B 3TOl CTPYyKTYpe [OMONIHUTESIbHbIE MOTeHUMasibHble YA3BUMOCTM CBsi3aHbl C obecneyeHnem Wb Ha
YPOBHAX KOHTPONA (HM3NYECKOro focTyna u yfaneHHoro o6cnyxunsaHus.

6.6.4 YpPOBHW NOTEHLNANIbHOTO BO34ENCTBUS HAa CUCTEMY ynpaB/leHUs

YpoBeHb NOTEHUNANBLHOTO BO34ENCTBUSA Ha CUCTEMY YNpaB/ieHUs — 3TO coyeTaHue ypoBHel (PyHKLMO-
Ha/NbHbIX BO3MOXHOCTEW CPEACTB CBA3W U NOAKNI0YeHUs. B Tabnuue 2 npueefeHbl YPOBHU MOTEHUMANBHOIO
BO3JeicTBuA Ha cuctemy ot El (MMHuMManbHbIi) o E5 (MakcumanbHbiil). OH onpegenseT 06bEM PUCKOB
yrpo3 B, ¢ KOTOPbIMM MOXET CTankmBaTbCs cucteMa ynpaneHus. MNpu 6onee BbICOKUX puckax yrpo3 Wb no-
TpebyeTca 60nee 06WMPHasA OUEHKA PUCKOB.

Ta6nuuya 2— YpoBeHb NOTEHUMA/ILHOTO BO3AENCTBUA HA CUCTEMY YNpaB/ieHNs!

YpoBH/ . YpOBH/ MOAK/IHOUEHNA
KOMMYHVKaLWIOHHOW cuctem ynpasneHus (Cx)
CUCTEMBI
HU3KOBO/ILTHOM
annaparypsi C1 Cc2 C3 C4 C5
Cuctema ypoBHsa 3 E3 E3 E4 E4 E5
Cucrema ypoBHA 2 E2 E2 E3 E4 E5
Cucrtema ypoBHa 1 El E2 E3 E4 E5

MpumevyaHune -E1 - MUHUMA/bHBIA YPOBEHb MOTEHLMATEHOMO
BO3JeicTBuS; E5 - MakcyMasibHbIli YPOBEHb NOTEHLMAIBHOMO BO3AEWCTBUS.

YPOBHN KOMMYHUKALNOHHON cucTtembl HKY 1 nogknwyeHnss cucTeMm ynpaB/ieHWS He UMET NpsiMOoi
3aBMCMMOCTU Apyr oT gpyra. Mo 3Toil npuuynHe HeKOoTOopble SAYEekM MOryT He COOTBETCTBOBATb Kakoi-nmb60
peanbHON cucTeMe ynpaB/ieHUs. Ha ypoBHW MOTyT BAWUSATb U ApyrMe DakTopbl, BKAKYas KOMYECTBO 3ajei-

CTBOBAHHbIX annapartos, 1 Npu oLeHKe pUckoB yrpo3 Vb cneayeT yuntbiBaTb HEOLHOPOAHOCTL MCMNOMb3YEMON
HW3KOBOJ/IbTHOI annapaTypbl.
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MprMepbl OUEHKM PUCKOB Yrpo3 B, cBA3aHHbIX C UX YPOBHEM MOTEHLMAaNbHOro BO34elCTBUA, HaxoaaT-
CA B CTafMn paccMoTpeHus.

He noggepxusatwouian CBsA3b HM3KOBO/IbTHAA annaparypa, nokasaHHas 3e/leHbIM LBETOM Ha PUCYHKe 2,
He paccmaTpuBaeTcs B ypOBHE NOTEHLUMaNbHOrO BO3AENCTBUA, HO A0/KHA OblTb BK/IOYEHA B OLLEHKY PUCKOB,
eCc/iI1 OHU cofepxart BCTpoeHHoe [1O.

YpoBeHb MOTEHUMaNbHOIO BO3AENCTBUA NPUMEHSAIOT A1 OLEHKM CTEMNeHW TAXECTU NOTeHUUasbHOro
BO34EeNCTBUA aTak Ha HW3KOBO/IbTHYIO annapartypy, 4To6bl Bbi6paTb COOTBETCTBYKOLWME Mepbl obecneyeHus
VB (cM. npunoxeHue A).

7 TpeboBaHMA K MHOOPMAaLMOHHOW 6e30MacHOCTH

7.1 O6wme NONOXeHUs

Cnepywouime Tpe60BaHUA OCHOBaHbI Ha NpuMepax aKcnayatauuu, NpUBeLEHHbIX B MPUMOXEHUN A,

CornacHo TpeboBaHMsM pasfgena 6 n3roToBuTeNb AO/DKEH peanvM3oBaTb COOTBETCTBYHLLME Mepbl NO
obecneveHunto Vb, npuBeadeHHble B 7.2—7.4.

MpepnonaraeTcs, YTO KOMMOHEHTbI CBA3M, CBSAA3aHHbIE C HU3KOBOJIbTHOI annapaTypoii, AO/MKHbI noaaep-
XuBaTb CBOIi ypoBeHb (PYHKLUMOHANbHOW LLEe/I0OCTHOCTM B Npegenax npejgnosiaraemoli NpomMbliWIEHHON cpeabl
(dhn3nyeckon n sanekTpoMarHnuTHOM’).

MpumeyaHne — T[OTOBble NOTPEOUTESLCKUE YCTPOWCTBA CBSA3M C PaCLUMPEHHbIMW BO3MOXHOCTSIMM, Kak npa-
BW/10, HE COOTBETCTBYHOT TPEGOBAHMAM A1 MPUMEHEHNS B MPOMbILLIEHHOW Cpefe Y MMEKT BbICOKWIA YPOBEHb YA3BMMO-
ctn Vib.

7.2 AcnekTbl No obecneyeHunto Vb

KoHhnaeHLunanbHOCTb AaHHbIX, OrpaHMyYeHe NOTOKa AaHHbIX U CBOEBPEMEHHOe pearMpoBaHue Ha Co-
6bITNSI He paccMaTpuBalTCA B HACTOALWEM cTaHfapTe.

MuHManbHbIn Tpebyemblli Nnpodnab 6e3onacHOCTM nNpeacTasfieH B Tabnuue 3.

B npunoxeHun B npuBegeHa nHopMaumnsa o kaxgom acnekre 6e3onacHocTn nHcopMayum.

Ta6nnya 3— MuHUMaNbHLIA Npodnib 6€30MacHOCTY H3KOBO/ILTHON annapatypbl 1 HKY

AcnekTbl 6e30nacHOCTU YposHu 6e3onacHoctn SL1—SL4
KoHTponb ngeHtudmnkaummn n ayteHtTudmkaymm SL1
KOHTpOoNb NoNb30BaHNA SL1
LlenoctHoCcTb cucTemsl SL1

KoHmAeHUMAIbHOCTb AaHHbIX —
OrpaHnyeHne NoToka AaHHbIX —
CBOEBpeEMEHHbI OTKMK HA COObITUS —

Pab60oToCnOCO6GHOCTL U AOCTYNHOCTL PecypcoB SL1

COOTBETCTBYIOLME BEKTOPbI YPOBHE 6e30MacHOCTU pPeKoMeHayeTCcsl Bbi6UpaTh COrNacHo pesynbTaram
OLIeHKM PUCKOB yrpo3 VB B COOTBETCTBUM C pasfesiom 6.

7.3 ®usmyecknini 4OCTyn C y4eTOM MecTa YCTaHOBKMU

dun3nyecknini AocTyn K HU3KOBOJ/IbTHOI annapaType [AO/DKEH WCK/A4YaTb MOCTOPOHHMX Aud. Mpu 3ToMm
ABepu, NpeaycMOTPeHHble ANsi 30H OrpaHUYEeHHOro focTyna, AO/MKHbI 06ecneynBaTtb BO3MOXHOCTb 6ecnpe-
NATCTBEHHOW 3BakyaLuuu Ha ynuuy nyTem OTKpbiBaHWA 63 UCMO/b30BaHWA Kva, MHCTPYMeHTa unan nboro
APYroro ycTpoiicTBa, He SIB/IAIOLLEr0OCS YacTbi) MexaHM3Ma OTKpPbIBAHUS.

Mpu Heo6xXoAMMOCTN Ha OCHOBE pe3yNbTaToB OLEHKW PUCKOB Yrpo3 VB gonxHa 6bITb padpaboTaHa, 3a-
OOKYMEHTUpOBaHa M BHeApeHa cTpaTterns obecnevyeHms ouanyeckoii 6e3onacHoOCTu.

DnekTpuyeckue uenu n annapatypa A1 KPUTUYECKUX 3HEProCUCTEM AOJIKHbI ObiTb AOCTYMHbI TO/IbKO
AN KBaNM@UUUPOBAHHOIO NepcoHana.
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OCHOBHbIMM MepaMu ynpaBfieHus PU3N4YeCcKMM AOCTYNOM K HU3KOBOJIbTHOW annapaTtype SBAAKTCA 3a-
neptole Asepu otaenbHbix HKY, onnom6upoBaHue naHenein HKY, npuMeHeHMe cuCTeEM cuUrHanusauum n Bu-
AeoHabngeHne.

K nomeuwieHnssM, B KOTOpbIX ycTaHaBnuBatTca HKY, npepbsaBnsetca nepeuveHb TpeboaHuii (cm. [1],
nyHKT A. 11):

a) ANA oXpaHseMmblX 30H C Lenblo npeaynpexaeHns HecaHKUMOHMPOBAHHOIO on3nyeckoro goctyna, no-
BPEXAEHUA 1 BMellaTesibCTBa B OCHOBHblIE (DYHKUMKU annapaTypbl, CBA3aHHble C 6€30MacCHOCTbIO:

1) ponXHbl 6bITb ONpegeneHsl nepumeTpbl usnyeckolh 6e30NacHOCTU, NCMO/b3yeMble A/ 3aLNThI
30H, cofepXalimx YyBCTBUTEbHYIO UM KPUTMYECKYI MHopMaunio n cpeacrtea ee o6paboTku;

2) hM3nvecKkunii KOHTPONb AOCTYyNa: KOHTPO/Ib AOCTYyNa AO/HKEH ObiTb ONpefeneH u peanvnsoBaH AN
aBTOPU30BAHHbIX ML, ANA BXO4a B NOMeLLeHus, rae yctaHoBneHbl HKY, Takue kak 3/1eKTPOTEXHUYECKME 30HbI
C OrpaHNYeHHbIM AOCTYNOM;

3) MOHMTOPUHT PU3NYECKON 6e30MacHOCTU C PYHKUMAMU HAGMIAEHNSA U YyNpeXAeHUsa: cregyeT uc-
nosib30BaTb cpeacTBa 6e30MacHOCTM ANA MOHUTOpuHra 6e3onacHocTn nomeleHuii. Hanpumep, COT cnegy-
eT ncnonb3oBaTb AN HabGNAEHUA M 3anMcu fOoCcTyna K 30HaM MOBbILEHHON 6e30NacHOCTU B MOMELLEeHUAX
opraHusauum; crnefyet pasBepHYTb NMYHKTbl OXpaHbl ANS 06HapyXeHus AocTyna 3/10yMbIlL/IEHHUKOB K MoMe-
WEeHUAM opraHusaumn unu UCNonb30BaTb OXPAHHY CUTHanNM3auuo u gpyrue yctpoincTsa AN obHapyxeHus
NPUCYTCTBUSA 3/10YMbILL/IEHHUKOB B MOMELLEHUAX OpraHm3auunu;

4) 3awWwuTa OT BHELWHUX aTak M arpeccUBHOrO BO3AENCTBUSA OKpyXalLlieli cpefbl: ciefyet paccMo-
TpeTb BOMNPOC O PU3NYECKON 3alinMTe OT CTUXUITHBbIX 6eACTBUA, (DU3NYECKMX aTaK UM HEeCYACTHbIX C/y4YyaeB u,
ecnu Heobxoammo, paspaboTaTb U peanMsoBaTb UX;

6) C uenbl NpefoTBpalleHUs NOTepU, NMOBPEXAEHUSA WM Kpaxy annapaTtypbl M HapylWeHUs AesTeflb-
HOCTUW opraHmsaLlmnm:

1) pasgeneHve annapaTtypbl N0 06bekTam M 3awuTa: XpaHunuuwa Heob6xoAMmo 3auimwaTb BO W3-
6exaHne HecaHKLMOHMPOBAHHOIO AOoCTyna. Mepbl KOHTPOMS AO/XHbI ObITb peanvu3oBaHbl 419 MUHMMU3ALUN
PUCKOB NOTEHUMaNbHbIX (PU3NYECKMX N BHELUHWUX YIPO3 CO CTOPOHbI MecTa YCTaHOBKW, Hanpumep kKpaxa, no-
XXap, B3pbIBbl, 3aAbiMsieHne, Boga (Man nepebon BOAOCHAGXKEHUS), Mblb, BUOGpaLUKN, XMMUYECKNE BO3AEN-
CTBUS, YPOBHU 3/1EKTPOMArHUTHbLIX NOMEX, NpeBbiWakLLLmMx o6wme yposHn IMC, onpefesieHHble ANa KOHKpeT-
HOW cpefbl, 1 BaHO4aNN3M;

2) 6e3onacHOCTb kabenei: cMNoOBble U TeNEKOMMYHUKALWOHHbIE Kabenu, No KOTOPbIM nepepatrTcs
JaHHble UM BCMOMOraTesibHble MHPOPMAaLMOHHbIE YC/YTX, AO/DKHbI ObITh 3allMlLEHbI OT NepexsaTa, BMela-
TeNnbCTBa WM NOBPEXAeHUs;

3) obcnyxuBaHme HM3KOBO/IbLTHOM annapaTypbl HEO6X0AUMO 06CNYXMBaTb B COOTBETCTBUMN C Tpebo-
BaHUAMUN, yKa3aHHbIMN U3rOTOBMTENIEM, YTOObI rapaHTMpPOBaTb €ro NOCTOSIHHYK AOCTYMHOCTb W LLE/TOCTHOCTb.
Hanpumep, npowmnBKy HEO6X0ANMMO OOHOBNATL B COOTBETCTBUM C PEKOMEHAAUNAMMN U3rOTOBUTENS;

B) MOCTOPOHHEE BMellaTeNbCTBO B HU3KOBOJIbTHYIO annapaTtypy: €c/v BbllleynoMsHyTble Mepbl ob6e-
cneyeHuss VIb He peann3oBaHbl, annapaTtypy Heob6xoAMMO 3aWuTUTb BO M3bexaHne BHYTPEHHEro AocTyna,
Hanpumep: oTknwyeHnelyganeHne noptos JTAG, onnoM6MpoBaHWE CbEMHbIX KpbIWeK, OTKAYEHUE Hewuc-
nosib3yeMbiX nepudepuiiHbiX NOPTOB Mpoueccopa, KOHCTPYKTMBHblE OCOBEHHOCTM KOpMycOB annapaTtypbl,
obecneynBaww e nx 3awuTy OT HECAHKLMOHMPOBAHHOIO AO0CTyna, MCMNO/ib30BaHMe annapaTtypbl, 3auumua-
IOLLLero OT HeCaHKLMOHUPOBAHHOIO AoCTyna, A8 COeAUHEHUS CeKUWin Kkopnyca KOMMOHEHTOB, eC/nn nocTtas-
NATCA 31eMEHTbI MECTHOIO ynpaB/eHUs HacTpolikamu (Npy NomoLlM gucnnes uaum nepeknatwyartenei), obe-
crneyeHue cpefcTB G/I0KMPOBKM UM MIOMOUPOBKNA MX OT HECAHKLMOHMPOBAHHOMO A0CTyna.

7.4 TpeboBaHUA K NMporpaMMHOMY o6ecnevyeHnto, BCTPOEHHOMY B HU3KOBOJ/IbTHYH annapaTtypy

7.4.1 O6wune NONOXeHUsA

M3roToBUTENb HU3KOBOMBLTHONM annapaTypbl AO/DKEH Y4YnTbiBaTb TpeboBaHWUA, NpuBefeHHble B 7.4.2—
7.4.8.

7.4.2 3aunTta y4eTHbIX AaHHbIX

B HM3KOBO/MbTHOI annapaType A0/KHO 6biTb YCTAHOBMNEHO To/bKO MO, KOTOpoe Heo6xoAuMO ANs nog-
OEPXKN ero OCHOBHbIX PYyHKUNii. Hanpumep, cnyxbbl oTnagku, UCNosb3yeMble BO BPEMS pa3paboTku, A0SK-
Hbl 6bITb yAaneHbl nepes BbiMyCKOM B o6palyeHue.

UTo6bl OrpaHnMynTb yyeTHble 3anucy OT BPEeAOHOCHbLIX MporpaMm Tuna «63kaop» u n3bexartb XecTKo
3a4aHHbIX YYEeTHbIX AaHHbIX, B MO, yCTaHOBNEHHOM B HW3KOBO/IbTHOW annapatype, He AO/DKHO ObliTb YYETHbIX
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3anuceid, napofaiein UM 3akpbiTbiX KOYEl, KOTOPbIE HE MOTYT ObiTb M3MEHEHbI, OTK/IKUYEHbI AN yAaNeHbl aB-
TOPM30BaHHbIM KOHEYHbIM MoTpebutenem (nNosib3oBaTeniem).

7.4.3 Kpuntorpadgunyeckasa sawmrta nHgpopmaymnm

Ona xpuntorpaduyeckoin 3awutbl MHOpPMaLUN MPUMEHAKT OTpac/ieBble pPeKOMeHAauunm u pyKoBO-
AAumMe npuHuunbl, paspaboTaHHble Ha OCHOBE anropuTMOB, NMPUBEAEHHbIX B HALMOHAa/bHbIX HOPMAaTUBHO-
NpaBoOBbIX AOKYMeHTax B ob6nactu WB. M3rotoButenn HU3KOBOJIbLTHOW annapaTypbl He A0/KHbl n3obpeTtartb
COGCTBEHHbIE a/ITOPUTMbl WM UCMOMb30BaTb a/IfOPUTMbl M3 HEW3BECTHbIX UCTOYHMKOB. [penocTaBnsownii
NUCTOYHWK [O/IKEH rapaHTMpoBaTb OOHOBIEHWUS M UCMpaBNEHNS B Cliyyae ysa3BuMMmocTeli u cb6oes.

M3roToBUTENb AO/MKEH ONpefennTb MeTOANKY MOHUTOPUHIa YA3BUMOCTEW ANA UCNOMb3yeMbIX (DYHKL MW
6e30nacHOCTU.

Mpumep - WNHTerpauus oTKpblTOro SSL (NpoToKON 3alUTbl MHhopMauum).

7.4.4 HapgexxHOCTb U LennoCcTHOCTb O, BCTPOEHHOTO B HU3KOBOJIbTHYIO annapartypy

7.4.4.1 TpoBepka Vb

Mpoeepka VB AonXHa BbINO/HATLCSA, HANPMMeEpP, C NOMOLLbI TECTUPOBAHWS YCTOWYMBOCTM, CKAHMPOBA-
HUS YA3BUMOCTENW, CTaTMYeckoro aHanmsa koja Wi aHanusa ABOMYHOro koga. Kak npasBuio, npoBepky npo-
BOAAT C UCNONIb30BAHNEM AOCTYMHbIX UHCTPYMEHTOB.

MpuMmeyaHne — PyKOBOACTBO MO pa3paboTke BCTPOeHHOro MO A/ HU3KOBOMLTHOW annapaTtypbl, BKIK4Yas
6e3onacHoe KoguposaHue, cM. B [2]1).

CnepyeT orpaHuyuTb NepeyeHb AOCTynHOro Ans 3anycka MO. K 3anycky cnepyeT gonyckaTb TOJIbKO
npuknagHoe MO wn cepBuChbl, Heobxogumble AN paboTbl 06opypoBaHus. Bce octanbHoe MO A0MKHO ObiTb
3anpeL,eHo K 3anycky M KOHTPO/IMPOBATLCS Ha YPOBHE ONepauuMoHHOW CUCTEMbl MW CpefcTBa 3aliuTbl WH-
dopmauunm.

7.4.4.2 LlenoCTHOCTb M NOANMNHHOCTL MO

MporpammMHble NPOAYKTbl AO/DKHbI UMEThb LMAPOBYO NOANNUCH, ANA o6ecneyeHns NpoBeaeHNs NPOBEPKN
MO nonb3oBaTesieEM Ha LLE/IOCTHOCTb U NOA/IMHHOCTbL Mepen ero UCnosib30BaHNEM.

MoTpebutento (Monb3oBaTeN0) peKkoMeHAyeTCcs NpoBepATb UM POBY NOoANMUCbL Nepes ycTaHoBKoi MO
B HM3KOBOJIbTHYIO annapatypy.

LingppoBas nognucb AO/MKHA ObITb OKOHYaTe/IbHO NMPOBEpPEHa annapaTtypoil nepes nNpuHATAEM ycTa-
HOBKM. Heobxognmo obGecneunTb 6e30nacHyro 3arpy3ky u 6esonacHoe o6HOBeHMe. MpoBepPKy HEOGXOAUMO
BbINO/IHATL B C/lyyae 06HOBMAeHWs MO npu nomoLlmn yaaneHHoi nam 6ecnpoBofHO CBA3MN.

ACYMMETPUYHbIE a/ITOPUTMbI, UCNOMb3YyeEMble B LMK POBOA NOANUCK, AOMKHbI ObiTb BbIMOSIHEHbI Ha OC-
HoBe MOCT 34.10 u gpyrux HayuMoHa AbHbIX HOPMATUBHO-NPABOBbLIX AOKYMEHTOB B o6nactu Ub.

LinchpoBas nognuce fo/mMKHa UMeTb (popMaT B COOTBETCTBUM C UCNOJSIb30BAHUEM CTaHAAPTHbLIX TEXHO-
NoTniA.

M3roToBuTenn fosmxHbl paspabotaTb Npouecc 3awmTbl 3aKpbITOr0 K/104a, UCNOoIb3yeMoro Ass noanucu,
OT HecaHKLMOHMPOBAHHOro gocTyna (MpuMepbl ynpaBneHus knwovamu WB Ans HU3KOBO/SILTHOW annapaTypbl
3HeprocucTem cMm. B [3]). B cnyyae komnpomeTauum 3akpbiTOro K/w4va, HanpumMep packpbiTUS UAU Henpaso-
MEPHOro UCMONb30BaHUSA, U3rOTOBUTENN AO/KHbI NPUHATH ajeKkBaTHble Mepbl 4719 BOCCTAHOB/EHUS LLeNnocT-
HOCTM BCTpoeHHoro MO u oTo3BaTh BCe cepTuukaTbl, cBA3aHHble ¢ kno4YoM. CRL gomkeH 6biTb AOCTYNEH U
LOJ/DKEH Nepuoanyeckn 06HOBMSATLECA U3TOTOBUTENEM.

7.4.5 OTKas B 06CnyXmnBaHumn

ATakn Tuna DoS n DDoS, kak npasu/o, Bbi3BaHbl CnefylLWwnm:

- NTaBMHHON paccblnkoli (NnepenosiHeHME) NakeToB B CETU CBA3M. B 3TOM cnyyae HM3KOBO/IbTHasA annapa-
Typa CTaHOBUTCHA HEAOCTYNHON M HECNOCOOHON OTNPaBNATb AaHHble U aBapuiiHble CUTHaNbl WX BbINOJHATb
KomaHabl cuctembl SCADA vnun KoHTponiepa;

- neperpyskoli pecypcoB HM3KOBOJIbTHOW annapaTypbl, KOTOpas BeAeT K noTepe WM HEeKOPPEKTHON pa-
60Te OCHOBHOU QYHKLUN;

- nepesarpyskoli BCTDOEHHOro B HU3KOBO/bTHYI annapaTypy MO, koTopas BeAeT K BpeMEHHOW noTepe
OCHOBHbIX (DYHKLNIA.

MO, BCTpOEHHOE B HU3KOBOJIbTHYIO annapatypy, LO/IKHO 6biTb CNPOEKTUPOBAHO TakuM 06pa3oM, 4ToObl
npegoTBpaTuTb BANSHME aTak Tuna DoS n DDOS Ha ero oCHOBHble (DYHKUMW. NS CHMXKEHUSA YPOBHSA BO3AEN-

1) B Poccuiickoii ®epepauunn geiicteyet TOCT P 56939—2016 «3awmta uHdopmauun. PaspaboTtka 6e30nacHoro
nporpamMmmMHoro obecneyeHus. O6Lwme TpeboBaHNs».
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CTBMS aTak HeobxoAnMO 3a4elicTBOBaTh TOJ/IbKO Tpebyemble A1 3TOro C/yX6bl U NOPTbl. PYHKLMIO OrpaHmye-
HUS CKOPOCTU nepejayn faHHbIX AOMNYyCKaeTCcsa peannu3oBaTtb Npu nomMowm cbpacbiBaHWS NakeToB AaHHbIX Npu
LOCTMXXEHMUWN MOPOroBOro 3HAYEHUS CKOPOCTM.

CucteMHas apxuMTekTypa A0/DKHa ObiTb CMPOEKTMPOBaHa Takum 06pa3om, YTOObl CHU3UTb BEPOSATHOCTb
n BausHne DoS man DDoS. Hanpumep, cetb OT gosmkHa ObiTb OTAeneHa oT cetn UT, a HU3KOBO/IbTHAA anna-
paTypa He fo/hXHa MMeTb NPAMOro foctyna kK cetn VHTepHeT 6e3 cooTBeTCTBYOLWMUX Mep obecneuvennsa UB.

Ons 3awutbl oT DoS-aTak B pamkax paspelleHHbIX CETEBbIX COeAMHEHUII CeTeBble cpeAcTBa 3aliuThl
UHopMauumn fOMKHbI NpeoTBpaliaTte 3KCnayataymio ya3BMMoCTen, KOTOpble MOTyT ObiTb 3KCNyaTnpoBaHbl
no cetu. [N 3TOro MexceTeBble 3KpaHbl HEOOXOAUMO HACTPOUTH B pexum 6GEenoro cnucka, Ha HUX AOJDKEH
6blTb aKTMBMPOBAH MOAY/lb CUCTEMbI MPefoTBPALLEHNS BTOPXEHWUIA U aKTMBMPOBAaHbI NpaBusa ANSA BbisB/e-
HWUS aKcnayaTauum U3BECTHbIX YA3BUMOCTEN M 3alnTbl OT TABUHHOM PAaCCbI/IKK.

7.4.6 MpoBepka NOA/IMHHOCTW MoNb30BaTesnie

Ecnn nHTepgelicbl HA3KOBO/IbTHON annapaTypbl NpefHa3HayeHbl 47159 ocTyna nosb3oBartens yepes ne-
pucepunitHoe ob6opyaoBaHne Wan ygasnieHHo, OHM AO0/DKHbI 06ecneunBaTb CpeacTBa A8 BbINOIHEHUSA UAEHTU-
gukKaunum n ayteHTugunKaLmm 3aKoHHbIX NONb30oBaTeeil — COTPYAHUKOB, B3aMMOAENCTBYOLWUX C HAMMN.

Onsa peanusaumn QyHKUMM ayTeHTUUKaLUM 1M aBTOpu3auun criegyet Ucnonb3oBaTb TexHUkM RBAC.
MpoBepka NOAMNHHOCTM NONb3oBaTesnieil MOXeT 6bITb peann3oBaHa, HanpuMmep, Ha OCHOBE Maposfei, cMmapT-
KapT, 6MoMeTpuYecknx AaHHbIX U T. 4. NMpumep ynpasBneHus AOCTYyNnoM Ans ynpasfieHus paboToli aHeprocu-
CTEMbI B 3@aBUCMMOCTHM OT BbIMOSIHAEMOW QyHKUUU CM. B [4].

ABTOpu3auma nonb3oBateneii fomkHa O6biTb OCHOBAHA Ha PO/SX U pa3peLlleHnsax Ans coOoTBETCTBYIOLLUX
nonb3oBaTesnei. MNpu onpepeneHwn ponein n paspeweHuii cregyeT PyKOBOACTBOBAaTHCA MPUHUUNOM MWUHM-
MasibHOro MepeyHs MPUBUIETNA.

Mpn nepsom mcnonb3oBaHum MO, BCTPOEHHOrO B HWM3KOBOJ/IbTHYIO annapartypy, Heob6xogmmo npepocra-
BUTb K&K MUHUMYM OAWH CTaHAAPTHbIA 3NEMEHT YUYeTHbIX faHHbIX, KOTOPbI/i peKOMeHAYyeTCA U3MEHUTb.

Mpouecc nNpoBepkn MOAJIMHHOCTU HEO6X0AUMO MepecmaTpuBaTb M KOPPEKTUPOBaTb C Y4eTOM COBEp-
LWEeHCTBOBaHNA TpeboBaHnin NoNMTUkM 6esonacHocTu. MO, BCTPOEHHOE B HU3KOBOJIbTHYH annapatypy, A40/1XK-
HO MogAepXxuBaTb peann3auunto Takoih NONTUKN.

MpoBepka NOA/IMHHOCTA MOXET 6bITb NpoBeAeHa Ha camoM MO, BCTPOEHHOM B HM3KOBO/IbTHYI annapa-
TYpY, Unn 6biTb KOMNOHEHTOM cucTeMbl B ceTn OT/UT.

Co6bITusA, cBA3aHHble ¢ Vb, TakMe Kak NMonbiTKA BXOAa B CUCTEMY, AO/IKHbI PErMcTpMpoOBaTbLCHA Ha ypOB-
He MO, BCTPOEHHOrO0 B HU3KOBOJIbTHYID annapatypy, WM Ha YPOBHE CUCTEMbl AN MOHUTOPUHIa 1 nocnegy-
ouLero aHanmsa. Kpome 10ro, ato xpaHunuu,e cobbiTUA (KOHTPOJIbHBIM XYpHanN) AO/HKHO ObiTb 3alULLLEHO OT
HEeCaHKLUMOHUPOBAHHOIO gocTyna (3awmura LenoCTHOCTH).

CnepyeTt paccMoTpeTb He06X0A4MMOCTb NPOBEPKM MOAJIMHHOCTU W aBTopu3auuio nonb3osaTtenei MO,
4yTO6bl rapaHTMpoBaThb, YTO KOMaHAbl ¥ AaHHble NOCTynalwT OT A4OBEPEHHOro 060pya0BaHNS.

7.4.7 CuctemMbl CBA3MN

Hes3awuueHHble cUCTEMbI CBAA3W CrieAyeT M30/MpoBaTh OT BHELIHEro nepuMmeTrpa C NOMOLLbI Mepbl
hr3nyeckoro goctyna nu6o ¢ NpUMEHEHWEM MEXCETEeBOro 3KkpaHa Ha CUCTEMHOM YypOBHE WAW APYTUX 3KBU-
Ba/IEHTHbIX Mep obecneveHun Wb, Taknx kak VPN unan IPsec.

Mpn Heo6X04MMOCTM aBTOPM3aLUM C BO3MOXHOCTbK MPUMEHEHUSA CTPOroi ayTeHTudukauum cnegyert
yuuTbiBaTh 3aliulEeHHbIe NPOTOKOMbl CBA3W, Hanpumep: 3alulieHHbIi npoTokon Modbus, «3aluuieHHbI»
ProfiNetl) (cm. [5]), B KauecTBe 3alMWEHHOTO paclinpeHns npotokona cea3v DNP3, a Takke npoTOKONO0B
cBsA3n (¢ yuyeTtom [6]).

7.4.8 becnpoBogHble CUCTEMbI CBSA3U

[Onsa 3awunTel 6ecnpoBOAHON CBA3W crefyeT PYKOBOACTBOBATbLCA akTyas/ibHbIMW peKOMeHAaumsamu
(c™m., Hanpumep, [7]) B oTHOWweHUK Bluetooth nnu gpyroro npusHaHHOro craHgapTa.

7.5 TpeboBaHUA K 3aWMTe annapaTHOW YacTU HU3KOBOJIbTHOW annapaTypbl

7.5.1 O6uMe NoNoXeHns
KOHTpO]‘Ib (*)aKTMLIECKOVI SﬂeKTpMLIECKOﬁ CXeMbl 1 nepevyHAa KOMNOHEHTOB Ha COOTBETCTBME YKa3aHHbIM B
AOKYyMeHTauun — Hambonee NpoCcTOi, NPOM3BOAUTENbHbI U MUHUMAIbHO HEOOGXOAUMbI CNOCO6 3aWnTbl OT

1) ToBapHbIiA 3HaK ProfiNet® sBnsieTcs npyMepoM MOAXOASALLETO MPOTOKO/A CBA3W, Peasin3yemMoro Ha niaTHoi oc-
HoBe. [laHHasi MHhopMaLms NPUBOAUTCS A1 YA06GCTBA NO/Ib30BAHUS HACTOSILLMM CTaHAAPTOM U He NPeCcTaB/sieT coboit
pEKOMEeHAAaLMI0 K MPUMEHEHUI0 3TOT0 NMPOTOKO/A CBSI3K CO CTOPOHbI M3K.
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HeAOoNyCTUMON HeyMbIL/IEHHOM 3aMeHbl (6paka) UM yMmbll/IEHHOM NoAMeEHbl (3aknagku, annapaTtHoro 63k-
aopa).

7.5.2 KOMN/NEKTHOCTbL COMNPOBOAUTENIbHBIX JOKYMEHTOB

KomnnekT gokymeHTaLumn c noctaBaseMblM 060pyAOBaHUEM [O/IKEH BK/IOYaTh:

- MPUHUMNManbHy anekTpuyeckyto cxemy (33 no NOCT 2.702);

- 3MeKTpUYecKyro cxemy coeauHeHuin (34 no NOCT 2.702);

- nepevyeHb 3N1€MEHTOB asiekTpuueckoii cxembl (FTOCT 2.701).

MprMmeuyaHne — YkasaHHbIi NepeyeHb JOKYMEHTOB SIBSIETCA MUHUMA/IbHO HEOBXOAMMBIMU AJ1s KOHTPOSIS
3/1EKTPOHHOIA YacTn 060pyL0BaHNS.

7.5.3 KOHTpPO/Ib HECAHKLUVMOHNPOBAHHOIO BCKPbITUS HU3KOBOJIbTHOI annapaTypbl

Mpu ncnbiTaHMAX, BXOAHOM KOHTPO/Ee M 3KcnyaTauum Heob6Xxo4MmMo OCYLLeCTBATL KOHTPO/Ib HeCaHKL /-
OHVPOBAHHOIO BCKPbITUA HW3KOBOJIbTHON annapaTypsbl:

a) NpoBeCTM MAEHTU(MKaLNK NJIOMOUPOBOYHOIO YCTPOKWCTBA, NPU €ro Hanyunm;

6) B c/lyyae HapylleHus nJoMGMPOBOYHOIO yCTPOiCTBa WM €ro OTCYTCTBUS — MPOBEPUTL COCTAB KOM-
MOHEHTOB W 3/1EKTPUYECKOlN CXeMbl 060py[0OBaHUA Ha COOTBETCTBME AOKYMeHTauuu. Mo pesynbTaram npo-
BEPKM KOpPMyC B MecTax KpenneHuin nnomoéupyeTtcsa ANs npefoTBpaleHus UM nHAnKauuym ero BCKpbITUS B
npouecce akcnayaTtauuu.

Tunbl NTIOMGUPOBOYHBLIX YCTPOUCTB NpuBegeHbl B FTOCT 31282. PekomeHAyeTcst NPUMEHSATbL NIOMOUpPO-
BOYHbIE YCTPONCTBA MHAMKATOPHOrO TUMa.

7.5.4 KOHTPO/1b 3/IEKTPOHHbIX KOMMOHEHTOB

Ha atane npou3Bo/ACTBa HM3KOBOJIbTHON annapatypbl HE06X0ANMO NPOBEPATbL COOTBETCTBME I/TIEKTPOH-
HbIX KOMMNOHEHTOB CONPOBOANTE/NIbHON AOKyMeHTauun (B T. Y. UX NOAJSIMHHOCTb — OTCYTCTBME NPU3HAKOB KOH-
TpathakTHOro NPOUCXOXAEHUA) nepes MOHTaXoM (B caiyyae COGCTBEHHOro WM KOHTPOAMPYEMOrO NPoOU3BOA-
cTBa) WM HENOCPEeACTBEHHO Ha cobpaHHOW meyaTHol nnate (B C/iydae HEKOHTPOJIMPYEMOro Npon3BOACTBA).

KoHTpagyakTHble 3/1EKTPOHHbIE KOMMOHEHThI, Kak MpaBuio, He COOTBETCTBYKT 3asBJ/IEHHbIM TeXHuU4e-
CKMM XapakTepuctukam Anb0 MMerT CYLLeCTBEHHO CHWXEHHbI CPOK 3KcnayaTauuum uav AONOAHUTENbHble
YA3BUMOCTM (HE YYTEHHble Ha 3Tane pa3paboTKM M UCMbITaHWA), KOTOpPbIE MOBbLIWAKT YPOBEHb Yrpo3bl 6es-
0NacHOCTU U HafeXHoCTH paboTbl CUCTEMBI B LLE/IOM.

8 WHCTPYKUMN NO yCTaHOBKE, 3KCr/lyaTauun 1 TEXHUUYECKOMY O6CNYXMBaHMIO

B pononHeHue k Tpe6oBaHusam FOCT IEC 60947-1—2017, nogpasgen 6.3, M3roToBuUTe b AOJ/HKEH Npe-
[OCTaBnTb BCHO MHGIOpMaLMIO 475 YCTaHOBKM HW3KOBO/IbTHOW annapaTypbl W HAacTpPoOiku, mep obecrneyeHus
VB, Heo6XoAMMbIX AN NOoAAEPXKaHUA 3afaHHOro ypoBHsa UB.

M3roToBuTENb [0/MKEH yKaszaTb Mepbl obecrnevyeHua VB K noTeHUuMasibHbIM yrpo3am B OTHOLEHUU OC-
HOBHbIX (DYHKLUMA HM3KOBONBLTHONM annapaTypsbl.

B foKyMeHTaLMio Ha HU3KOBOJIbTHYIO annapartypy Ao/hkHa 6biTb BKIOYeHa cnegyolas nHopMmauuns:

- TpeboBaHusa K husmyeckoli 6e3o0nacHOCTW, NPU HEOH6XOAMMOCTH.

MprvmMep - HW3KOBO/IbTHYO annapaTypy HEOGXOAUMO pasMellaTb B 3anupaeMoM HKY ¢ yHUKa/IbHbIM
K/IIOYOM B LIE/ISIX OFpaHYeHnst 4OCTYNa K ero BHELLHMM HE3aLLMLLEHHBIM NOPTaM CBSA3Y;

- OonncaHua nopToB CBA3N U CEPBUCOB;
- nepevyeHb 3aBMUCUMOCTE OT APYTNX KOMNOHEHTOB CUCTEMbI ONA obecnevyeHuss 6e3onacHoro pas3sep-
TbiBaHUA.

Mpumep - [AaTuuk KO-Link 3aBMCUT OT rnaBHoro ycrpoiicTsa HO-Link, yT06bI rapaHTMpoBaTb Orpa-
HUYEHVS B NOBEAEHUUN B 3aLULLEHHOM peXnme, a Takke ay TeHTurkaymo KoHurypaumn,

- onucaHue BCEX YYeTHbIX 3anucei nonb3oBaTesnieii U CUCTEMbl C peKoMeHaaumneid K UsSMeHeHUo 3aaH-
HbIX MO YMO/SIYaHWIO naposei;

- pekomeHpauuun Nno ycTaHOBKE;

- pasBepHyTas MHCTPYKUMSA MO HacTpolike cpeAcTB 6e30nacHOCTU, NPeAYyCMOTPEHHbIX B HU3KOBOIbTHOM
annapaTtype WM nocTtaBfsieMblX B IONO/THEHWE K HE (Hanpumep, MeXCeTeBOli aKpaH, aHTUBUPYC); PYKOBO-
CTBO MO HACTPOWKe XypHana perucrpaymmn cobbiTuini u npeaynpexageHnin (cMm. npunoxenue IN.
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AN CoOTBETCTBYWLWNX MOTeHUMaNbHbIX Tpe6oBaHUii U pekomeHgauuii no UG M3rotoBUTeNb AOMKEH
npefocTaBuUTb 3HaKM 6e30nacHocTu, rpadduyeckue CUMBOSbI UM NpPUMeYaHus no 6e30nacHoCTU, ys3BUMO-
ctn. CUMBOJI, NpPUBEAEHHbIi HA PUCYHKe 6, peKOMeHAYyeTCs NMPUMEHSITb B AOKYMEHTAX U MHCTPYKLMaX no UB.

PucyHok 6 — Mpumep cumBona anst MHCTpykumii no Nb

O dhekTMBHOCTL Mep obecneyeHns Vb HU3KOBOMLTHONM annapaTtypbl n HKY 3aBUCUT OT aHa/in3a puUCKoB
yrpo3 Nb un BbibpaHHOW cTpaterun WB Bceli cuctembl; cuctema Wb TpebyeT BHeapeHMs € Nocrieaylumm
ynpasneHneMm. B 3aBucumocTtu oT cutyauum (cm. [8]1) mnm [1]) BO3MOXHO NpuBefeHue B AOKYMeHTauuum Ha
HMW3KOBOJ/IbTHYIO annapaTypy B KayecTBe 06wWux TpeboBaHuii ¢ y4eToM nepegoBoii NpakTUKu.

Mpn obHapyxeHUn ya3BMMOCTel cucTtembl MIB npu akcnayaTtauum cBegeHnss 06 06Hapy>XeHHOW ysaA3BU-
MOCTU B YCTAHOB/IEHHOM MOpsiAKe cnefyeT HanpaBuUTb B HaUMOHa/IbHbIA opraH, perynupyrwwmin Ub.

PekomeHgauun no ctparterun VIb npuBegeHbl B npunoxexHun .

9 PaszpaboTka 1 ncnblTaHus

9.1 O6wwun meton paspaboTku

[na yyeta TpeboBaHuin MIb Ha HU3KOBO/LTHYIO annapaTtypy npu npoBefeHuy paspaboTku v UCMbITaHWUN
Heo6xo4MMO NOAroTOBUTbL MaH pa3paboTku, BKAKYAKLWMA cnegylowmne pekoMeHgaumu:

a) nepeyeHb peanusaynn yHkunii Vb B oTHoWeHUN TpeboBaHuii 6e3onacHocTn (cM. pasgen 6 [9]) npu-
MEHSAI0T K HU3KOBO/IbTHON annapaTtype npv Heo6Xo4MMOCTY;

6) NpoBepKy (hyHKLUMOHA/IbHbIX BO3MOXHOCTel 6e3onacHocTu (cm. [10], pasgen 7, v [1], pa3gen 10)
cnegyeT yuymTbiBaTb 418 ob6ecneyeHUss BO3MOXHOCTU NoAAepXaHuUs NpoBepKku npegnosnaraeMoin paboThbl
yHKUMA UB;

B) Mepbl No pa3paboTke 6e3onacHoro MO (cm. pasgen 2 [2]2)) NPpUMEHAT C y4eTOM/COBMECTHO C Me-
pamn obecneyeHua Wb, paccmaTpuBaeMbiMU B KayeCTBE OCHOBHbIX (PyHKUWA. Mpu onpegeneHun mep no
pa3paboTke 6e3onacHoro MO JOMKHBI yYnTbiBaTbCSA TpebOBaHUA, yCTAHOB/IEHHbIE AElCTBYIOWMMMN HOpMa-
TUBHbIMW NPaBOBbIMW JOKYMEHTaMu, AOKyMEeHTaMu No cTaH4apTu3auum U MHbIMU AOKYMEHTaMun, NpUHATLIMK
YNOJIHOMOYEHHbIMW OpraHamu Bnactn (perynatopamu). [lonosiHUTe /IbHble peKkoMeHgauun K ynpasneHuio Vb
cMm. B pasgene 5 [9]:

- 6e3onacHoOCTb cpedbl pa3paboTku, 6e3onacHble penosutopun n NB B cucteme KOHTPOSA Bepcuii;

- KOHTPOJIbHblE TOYKM 6€30NacHOCTN B paMKax OCHOBHbIX CTafuii NpoeKTa;

- cnocobHocTb paspaboTunkoB nsberatb, 06HapPyXMBaTb U MCNPaBAATb YA3BMMOCTMU.

JononHntenbHble UCNbITAHUA HU3KOBOMLTHOW annapaTtypebl, NnpegHa3Ha4YeHHon nsa paboTbl B aHEpProcu-
cteme, cm. B [11] n [12].

9.2 icnbiTaHnA

MpoBepka 6e30MacHOCTM N BaNAaLNOHHOE UCMbITaHWE AO0/DKHbI NPOBOANTLCHA B TEUYEHME XKU3HEHHOTO
uMkna npoekrta. PekomeHgauum cMm. B pasgene 9 [9].

1) B Poccuiickoii Pepepaunmn geiicteyer FTOCT P M3K 62443-2-1—2015 «CeTn KOMMYHUKALMOHHbIE NMPOMbILLIEH-
Hble. 3awyleHHOCTb (knbep6e3onacHOCTb) cetn 1 cuctembl. YacTb 2-1. CocTasiieHne nporpaMMbl o6ecneyeHns sau-
LeHHocTH (knbepbe3onacHOCTN) CUCTEMBI YNPaBIEHNS W MPOMBILLIEHHON aBTOMaTHKN».

2) B Poccuiickoit ®epepaumnn gelicteyet FOCT P 56939—2016 «3awyTa nHgopmauun. PazpaboTka 6e3onacHoro
nporpaMMHoro obecneveHuns. O6Lwme TpeboBaHNA».
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MpunoxeHve A
(cnpaBo4HOe)

Mpumepbl akcnayaTayuu

A.1 O6Lme NonoxeHns

B HacTosiLeM npuioxeHun onvcaHsl M3 A1 060CHOBaHKS COOTBETCTBYHOLLUX TPe6OBaHWIA, NpUMEHUMbIX K HKY 1
HU3KOBOJILTHOIA annaparype.

A.2 3awuTa OT BPeAOHOCHbIX 0BHOBIEHMI NMPOWNBKN HN3KOBOJ/IbTHOIO KOMMYTaUMOHHOTIO annapara

Ta6nuuya Al — lMNpumep 3aWmnTbl OT BPEAOHOCHBIX OGHOB/IEHNI MPOLUMBKA HU3KOBO/IbTHOTO KOMMYTAaLMOHHOIO anmna-

pata (M3 1)
HassaHuve npumepa
O6cnyxunBaHne
B TeueHve
3KCnIyaTaumm

Cragys

3apava v nmua,
rnosyyatoLme nonb3y

YyacTHUKM NpoLecca

O6Luee onvcaHue:
Jencteus
COOTBETCTBYHLLWX
y4acTHUKOB MpoLecca

KoHTpmepb!

20

3alTa oT 0GHOBMEHNS HU3KOBOIbTHOTO KOMMYTALIMOHHOIO annaparta BpeAoHOCHOW NPOLUMBKOI

TexHUYeckoe 06CNYXMBAHWE HA MPOMbILLIIEHHOM/KOMMEPUYECKOM O6BLEKTE C MWUHUMASIbHBLIM
YPOBHEM MOTEHLMA/IBHOTO BO3AeicTBUS E3 (YypoBEHb KOMMYHUKALMOHHOW CUCTEMBI 3, CTPYKTY-
pa NnoAKIUYeHNUsI CUCTEMbI yripaBnieHust C2) corfacHo Tabnuue 2

BBog, B aKcnlyaTauuio 1 TeXHUYeckoe o06CyXmBaHue

O6ecneuyeHne 6ecnepe6oiiHOr0 3HeprocHaGXeHUs KOHEUHbIX NOTPe6UTENEN.

3alimTa CooTBETCTBYIOLLMX KPUTUUECKMX AaHHbIX (CM. 6.5)
3M0yMbILLIEHHUK  VIHMLMATOp ataku ynpasnsieT HeCaHKLMOHMPOBAHHbLIM BO3AECTBUEM

Pykosogutesns
yyacTtka

KOHTponMpyeT foCcTyn K CeTU M rapaHTUpyeT NPUHSATAE Hagnexalmx mMep
obecnevyeHns Vb

3M10yMbILWNEHHMK B CBOE NabopaTopum co3[aeT NOBPEXAEHHYHO NPOLUMBKY (COAEPXKaLLYO «/10-
rMyeckyto 6omMey» (HexenaTesnbHbI Kof, BCTAB/EHHbIM B NpOrpaMMHoe oGecneyeHne, KoTopoe
cpabatbiBaeT TO/IbKO MOC/Ee TOr0, Kak NPOMCXOAUT KOHKPETHOE CobbIThe).

3/10yMbILLIEHHVK OTNpaBnseT (hasiblUVBOE 3NEKTPOHHOE MUCbMO (Crmam) OT U3roToBUTENs py-
KOBOAMTENAM Y4aCTKOB C MPUKPENSIEHHON BPELOHOCHOW MNPOLUMBKOW C NPOCLOOI BbINOIHUTb
06HOBMNEHME 13-3a CEPbE3HON OLUNOKN B HU3KOBO/IbTHOM KOMMYTALMOHHOM annapare.
PykoBoauTenb yyactka BEPUT 3N1EKTPOHHOMY COOGLLEHMIO 1 NpUcTynaeT K 06HOoBAeHW0. [o-
BpeXJeHHan NpoLimBKa paboTaeT, kak U OpUrMHanbHas.

B npenBaputenbHO YCTAHOBEHHYKO AaTy HWU3KOBOJ/IbTHbIA KOMMYTALMOHHBIA annapar OTK/Ito-
yaetcs («ormyeckas 6omba» akTuBMpyeTcs). Bce 3apaxeHHble KOMMYTaLMOHHbIE annapartbl
OTK/IHOYAOTCHA OHOBPEMEHHO.

PykoBoanTens o6bekTa He BUAWT NEpPBOMPUYMHBLI TaKOro COBbITUSA. ocne Kaxaoro BKIYeHWs
KOMMYTaLMOHHOIO annapata pykoBoaMTesIeM OH CHOBA OTK/OYAETCH, HENOCPEACTBEHHO BMSA
Ha paboTy oTaensHoro HKY nnm anekTpocHabxeHne BCero 06bekTa.

PykoBoanTenb 06bekTa obpallaeTcs K M3roTOBUTE/IO 3a AMArHOCTUKON M MCMPaB/IEHNEM MpPO-
6nembl.

Bce npeactaBneHHble B NOAAEPXKY AaHHble COOTBETCTBYHOT OXUAAEMOMY MOBEeAEHU0 (opuru-
Ha/lbHas NPOLLUMBKA).

BapmaHT: 3/10YMbILLNTEHHUK MOXET I'IOTpGﬁOBaTb BbIKyn

M3roTtoBuTenb [Ns rapaHTUM LEeOCTHOCTU W MOAMHHOCTU MPOLUMBKMA HU3KOBOJIbTHOTO
KOMMYTaLMOHHOTO annapara Bce BEPCUMM MPOLLMBKM AOMKHbI UMETb Lnd-
POBYIO MOAMCHL U3TOTOBUTENS.
3JTa undppoBas NoAnMch Ao/mMkHa 6bITb NPOBEPEHA Nepes, Hayasiom BbINoJi-
HEHVSI NPOLLIVBKM

PykoBoauTENb PykoBoAMTENM OGBHEKTOB AO/MKHbI ONPefe/Tb CTPOryt MosIMTUKY OGHOB-

o6bekTa JIeHUs NpoLuvBKK. Hanpumep:

- onpepgeneHve crnucka COTPYAHWKOB, OTBETCTBEHHbIX 3a KpuTuyeckoe 06-
CNyXu1BaHne, Takoe Kak 06HOBMIEHVE MPOLLUBKMY;

- onpejeneHne HeobXxoaUMbIX TPEHMHIOB No o6ecneyeHunto VIB;

- onpegeneHvie a8 3aTUX COTPYAHWKOB COOTBETCTBYHOLLMX Mpas AoCTyna C
YTBEPXAEHHbIMY UHCTPYMEHTaMn 06HOBNeHUs (KomnbtoTep, MO uT. 4.);

- npoBepKa Beb-calita N3rotoBuUTeNs 15 NOMYyYEHUS NOCNELHUX aKTyasb-
HbIX Mep obecneveHuns Vb
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A.3 3almTa OT HeCaHKLMOHNPOBAHHOIO AOCTyNa K MH(POPMaLMOHHO ceTu NpeanpusaTms

Tab6nuuya A.2— lNprmep 3alWTbl OT HECAHKLUMOHMPOBAHHOMO A40CTyna K MHIOPMaLMoHHoA cetn npeanpuatusa (M3 2)

HassaHve npumvepa

O6cnyxuBaHue
B TEUEHVE
akcnyaraumm

Cragua

3apava v nmua,
nosyyatoLLme nosnb3y

Y4acCTHUKM NpoLecca

ObLuee onucaHue:
nelicteus
COOTBETCTBYHLLMX
Y4aCTHUKOB MpoLiecca

3awmTa 0T HecaHKLMOHMPOBaHHOTO A0CTyNa K MHhopMaLMOHHON ceT NpeanpusThs.

B cnyyae HecaHKLMOHMPOBAHHOIO JOCTyNa K MHCDOPMAaLMOHHOW CeTU NpeanpusTVs 3/10yMbiL-
NEHHUKW MOTYT BbIKOUATE UM OTNPaBUTDL SI0XKHbIE KOMaHAbl Ha HU3KOBOJIbTHYIO annapatypy
(Hanpumep, BbikIOYaTENN)

B TeueHue 3kcrslyaTaumy Wy BBOZA B 3KCM/lyaTauMio Ha MPOU3BOACTBEHHOM OGBLEKTE C MU-
HUMa/TbHbIM YPOBHEM MOTEHLMa/IbHOTO BO3AeiCTBUst E2 (YpoBEHb KOMMYHUKALMOHHOI cucTe-
Mbl 1, CTPYKTYpa NOAKIOUEHNSI CUCTEMBI YnpaBneHusi C2) B COOTBETCTBUM C Tabnuueii 2

Mpon3BOACTBEHHLIV MPOLECC Ha NPEANpPUITN

O6ecneunTb HENPUKOCHOBEHHOCTbL K MH(DOPMALMOHHOM CETV NPeanpusiTUst BO M36eXaHue JToX-
HbIX KOMaH/ 1 N3MEHEHUs1 COCTOSIHWSI YCTAHOB/IEHHOTO HU3KOBO/IbTHOTO 060pYA0BaHUS.
M36exaTb KPUTUYECKUX aBapuii U HEHAA/IEXALLEero UCMNosb30BaHKs HU3KOBO/ILTHON annaparty-
pbl C NOCNEAYIOLLMM HapyLLeHeM (OYHKLWIA, CBS3aHHbIX C 6€30MacHOCTbI0

3/10yMbILNEHHNK  VIHALMMPYET aTaky, BXOASLLYI0 B NPOU3BOACTBEHHYIO CETh

PykoBogutens KoHTponmpyeT fOCTYn K CeTU W rapaHTupyeT NPUHATUE Hagsexalumx mep
yyacTtka obecneyernsa Vb

WHxeHep no VB OTBeyYaeT 3a OCBEAOM/IEHHOCTb O BO3MOXHbIX (DULLMHIOBLIX COOGLLEHMSIX
otaena UT 3/IEKTPOHHON MOYThI, a Takke 3a 3(P(PEKTUBHOCTL MEXCETEBOrO 3KpaHa
6e30MacHoOCTb CeTu

COTpyAHUKN COTPYAHVKA He Pacno3HaT (IULLIMHIOBYHO aTaky W NepexofsT Mo CCblke
HA BPE/OHOCHbIV CailT, NPeaoCTaBNAs 3/10YMbILIEHHUKY AOCTYN K CETU
KOMMaHum

3/10yMbILLIEHHUKY HEOBXOAMM A0CTYN K NPOU3BOACTBEHHOW CETU.

Vcnonb3ya coefuHeHne Mexay koprnopatusHoii cetbto (UT) 1 nponsBoacTBeHHoili cetbto (OT),
OH HAUMHAET paccbiNaTb (PULLMHIOBLIE 3/IEKTPOHHbLIE MMCbMA (C YKa3aHWeM KOHKPETHbIX Leneit
1 OCTOBEPHBLIM COAEepPXaHeM) COTPYAHMKAM, YTOObl MOMYYUTb JIOTVH 1 Naposb ANs AocTyna K
Cetu.

BbICOKOTEXHO/OTNYHbBIE VHCTPYMEHTbI 3/10yMbILLIEHHWKA HE TOMIbKO B UT, HO ¥ B NPOMBbIL/IEH-
HOWi cucTeme ynpaenenus (ICS). HekoTopble COTPYAHUKM BEPSIT (OULLIMHIOBLIM COOG6LLEHUSIM
3M1EKTPOHHOI MOYTBI, W 3/T0YMbILIEHHWK MOXET MOJTYYNTb AOCTYN K KOPNIOPATUBHOW CETU 1, Cre-
[loBaTesIbHO, K MPOW3BO/CTBEHHO CETU C NPSMbIM AOCTYNOM K HU3KOBO/IbTHOW annapatype.
UeM Bblle YPOBEHb aBTOMAaTH3aLy 3aBOAa, TEM BbILLIE PUCKN KPUTUUECKMX MOBPEXAEHWIA.
PykoBoauTesnb 06bekTa 06HapyXMBaeT HEKOPPEKTHOE MOBeAeHNe H3KOBO/ILTHONM annapartypsl,
OTK/Il0YaeT aBTOMATMYECKOe YNpaB/ieHNe HU3KOBOJILTHOW annapaTypoii 1 pellaeT HauyaTb pyd-
Hble onepauyuu.

Otgen VB HauMHaeT pacc/iefjoBaHve, YTobbl MOHATb, KakK 3/10yMbILL/IEHHVKY YAAN0Ch NPOHMK-
HyTb B NPOM3BOACTBEHHYIO CETb M YNPaB/sTh HU3KOBO/ILTHONM annapaTypoit

A.4 3awuTa OT pacnpeferieHHbIX atak Tuna DDoS (0Tkas B 06CTy)X1BaHMN) Yepe3 He3allMLLEHHYHO
annaparypy c 1ol

Tabnuua A.3— lNpumep 3awpyThl OT pacnpeesieHHbix atak Tna DDoS (0Tka3 B 06CnyXMBaHNM) Yepes He3allyLLeH-
Hyto annapartypy ¢ 1oT (M3 3)

HassaHve npuvepa

O6cnyxuBaHue
B TEUeHVe
akcnyaTaumm

Craaus

3awurta ot arakm Tvna DDOS nocpefCTBOM He3allMLLEeHHbIX annaparos 10T.
DDoS-ataka NpuBOAWT K NEPErpy3ke Npou3BOACTBEHHOW CETU MHTEPHET-TPAMKOM U3 pasHbIX
MECT, UYTO NPUBOAUT K COOK0 CUCTEMbI YNpaB/ieHNs

DNEeKTPOMOHTaX C MWHUMa/IbHbIM YPOBHEM MOTEHLMa/IbHOTO BO34eincTBusi E4 (ypoBeHb KOM-
MYHUWKALMOHHOW CUCTEMbI 2, CTPYKTypa NOAKIIOYEHUSI cucTeMbl ynpasnieHus C4) corniacHo Ta-
6nuye 2

ONEKTPOMOHTaXHble paboTbl B 34aHMK, HA NPOMbILLIEHHOM/KOMMEPYECKOM 06beKTe
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OKoHuyaHue Tabnuupl A.3

3apava v mug,
nosyyatoLme nonb3y

Y4yacTHVKKM npoLiecca

O6Luee onvcaHue:
Jelictans
COOTBETCTBYHLLMX
y4acTHUKOB MpoLecca

KoHTpmepb!
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Ob6ecneunTb HEMPEPbIBHYH paboTy CUCTEMbI YNpaB/IeHN Npy HECAHKLUMOHMPOBAHHOM BO3AEit-
ctBun DDoS.

V36exaTb OTKIYEHNS CUCTEMbI YMNpPaBAEHUss U 3/10YMbILIEHHOTO WCNO/Ib30BaHUsi KaHas10B
CBSA3M B NPOV3BOACTBEHHOW CETU

3noymbiwneHHnk  MHnuyumnpyet DDoS-ataky B OTHOLLEHMM YA3BMMbIX annaparos

YnpasnsoLasn OTBevaeT 3a ynpasfieHne akcnayatauuein n obcnyxmeaHvie 3aaHuin
KOMNaHUA

TexHuK no MpoBoanT paboTbl ¢ 06bEeKTamy, BKIOYas 06CYXUBaHWE, PEMOHT W MOA-
06CNYXNBaHWIO LEPXKY KIMEHTOB

06BEKTOB

3/10yMbILIEHHNK YCTaHaB/IMBaET BpeAoHocHoe MO Ha oAyH HesalwyeHHbIli 1loT-annapar, noga-
K/THYEHHBIN K ceTU VIHTEPHET. MprMepbl He3alMLLEHHbIX annapaTtoB — 3T0 annapaTtbl 6bITOBOro
1N aHa/1I0rMYHOrO Ha3HaYeHus ¢ HenpoBEPEHHLIM YPOBHEM 6e3onacHOCTU. MHorve annaparbl uc-
NoO/b3YKT Naposib M0 YMOAYaHUIO U HEe UMET PyHKUMM obHoBneHus MO. BpepoHocHas npo-
rpaMmMa CKaHupyeT ceTb VIHTEpHET Ha npeaMeT 3apakeHus ApYruX HesallMLEeHHbIX annapaToB
10T 1 NbITaeTcA BOWTW Ha O6GHapPYXeHHbIE annaparthbl, UCNOoJIb3ys HaMbosiee pacnpocTpaHeHHbIe
MMeHa nosib3oBaTesiell U Naponv no ymonyaHui. BpegoHocHas nporpamMma ycTaHaB/MBaeTCs
Ha annaparTbl, rae asTopu3auusa npowunia ycnewHo. Korga 3anyckaetcs BpefoHocHoe MO, coTHu
WM faxe ThICAYM He3alMLEeHHbIX annapatoB 10T npeBpallaloTcs B YAaNIEHHO ynpaBasieMbIX
«B0TOB», rOTOBbIX y4acTBOBaTb B DD0S-atakax.

3/10yMbILIEHHNK CKaHMPYET ceTb VIHTepHEeT Ha npegMmeT YCTPOICTB A/1S aTakum W 3arnyckaet
DDoS-ataky Ha BblbpaHHble YCTpoIACTBa, mMcnonb3yst 60ToB. OAHO M3 YCTPOIACTB, KOTOPOE SiB-
NseTca Uenblo atakM, — 3TO cucTema ynpas/ieHust OTOMMEHMEM, KOTopasi KOHTPO/IMPYET OTo-
NAeHNe N BEHTUAAUMIO B 34aHnM. Cuctema ynpasfieHusi OTONMEHMEM MeperpyxeHa Tpadivikom
N NbITaeTCA OTBETUTb Ha aTaky nepesarpy3koii OCHOBHON LENu yrnpaefieHns. 310 NOBTOPSETCS,
1, HAKoOHeL, CUCTeMa ynpaB/eHWUs OTKIKYaeTCs, YTO Bbi3blIBAeT He3anjaHMpoBaHHbIE MPOCTOU
OTONJIEHUS N BEHTUALMM B 30aHUN.

YnpaBnstowasi KOMNaHusi, Kotopast OTC/IEXXMBAET N HAaCcTpPamBaeT CUCTEMY YNpaBieHUs yaaneH-
HO, OBGHapyXMBaeT, YTo yAasIeHHOe CoeguHEeHne noTepsiHo. HEBO3MOXHO BOCCTaHOBUTL COeau-
HeHvie, MO3TOMY YNPaBAOLAA KOMNaHVsA Hanpas/seT B 34aHve crneuvanmcTa no obenyxmsa-
HUO ANS M3yYeHnss NPo6ieMbl Ha MecTe.

Mpobnema peluaeTcs B ABa aTana:

1) nepBblii War NpeanpUHUMAET TEXHWK, KOTOPbIA OTK/IOYaET NOBpPeXAeHHOe 060pyAoBaHNe OT
CETUN VIHTEPHET 1 NepekoyaeT CUCTEMY OTOMNSIEHNS B PYUHOI PEXUM;

2) ynpasrsiollas KoOMMaHusi NPOBEPSIET MPUUUHLI U MbITaeTcsA HalTu pelweHne. Ataka DDoS
yCTpaHsieTcs NyTEM YCTAHOBKM MEXCETEBOIO 3KpaHa MeX[y CMCTEMON YnpaBNieHuUst U CETbHO
VIHTEpHET nepe, NOBTOPHLIM NOAK/YEHMEM CUCTEMbI. MeXCceTeBoli akpaH NpeaoTBpaLLaeT no-
nagaHue DDoS-ataku B CUCTEMY YNpaB/ieHWsl, NOCKO/IbKY BPEAOHOCHbIV Tpadink qonbTpyeTcs

IMPVMMEHSIOT HEeCKOJIbKO YPOBHEN 3awyTbl B COOTBETCTBUM C apXUTEKTYPOW 3LUEe/OHNPOBaHHOMN
(MHOroypOBHEBOIA) 3aLLUUTbI:
- CUCTEMHbI ypoBeHb: 06ecneuntb VB Ha NpPOTSXEHWU BCEro XM3HEHHOTO LMKIa CUCTEMbI
ynpas/ieHusi, OT MPOEKTMPOBaHMS A0 MOHTaXa V1 OT BBOJA B 3KCM/iyataumio 40 06CNyXMBaHNS;
- CeTeBOW YPOBEHb:
nornyeckoe pasgeneHvie mexay JIBC cuctemMbl ynpasrieHust (IOKasibHOW CeTbO) U APYTOi CETbIo
C MOMOLLbI0 MEXCETEBOI0O 3KpaHa, yrnpasnsieMblX KOMMYTaToOpoB, O4HOHANPABIEHHbIX LL/IHO30B
nT. 4. BJIBC cuctembl ynpasneHns AO/KEH ObiTb paspeLleH TOMbKO 3aKOHHbIV Tpadivk;
He NoAKIYaTbL NOTPEBUTENBCKYHO UM He3alMLLEHHYIO HM3KOBO/IbTHYHO annapaTypy (annapa-
Tbl CO C/1ab0o 3aMTON) K JIOKAIbHON CETU CUCTEMbI YPaB/IeHNs;
- YpOBeHb annapaTypbl: NOBbICUTb YPOBEHb 6€30MacHOCTM annapartypbl CUCTEMbI ynpasneHus
nyTeM MPUHATUS CReayoLWmux mep:
OTK/TOUYNTb HENCMO/Ib3YEMbIE MOPTbI N CNYXObI;
06HOBUTL NPOLUMBKY annapaTypbl, YTO6bl rapaHTUPOBaTbL YCTAHOBKY NOC/EAHUX Ucnpase-
HUA UB;
NPOBEPUTb HAAEXHOCTb annapaTypbl, BK/IHOYasA NaBUHHbIE COOOLLEHUS «DAYANUHM» 1 TECTUPO-
BaHvie 3awmThbl (HanpMmep, MeTOAO0M «hassunHIr»);
3aMeHNTb Naposib N0 YMOSYaHUIO HaeXHbIM NaposieM, YHUKasIbHbIM [/ KOHKPETHOro an-
napara
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A.5 3almTa OT HECAHKLMOHNPOBAHHOIO AOCTYNa K MH(POPMAaLMOHHOM CeTU C MOMOLLLIO JIETUTUMHOIO

annapara

Tabnunuya A4 — lNpyMep 3alWmTbl OT HECAHKLMOHMPOBAHHOIO A0CTyNa K MH(DOPMAUMOHHOW CEeTU C NOMOLLLIO Nern-
TMMHoro annapara (M3 4)

HassaHve npuvepa

O6cnyxuBaHue
B TEUEHVe
akcnyaTaumm

Craaus

3apava v nvua,
nosyvaroLme nosnb3y

Y4yaCTHUKM NpoLiecca

ObLuee onucaHue:
nelictus
COOTBETCTBYHOLLMX
y4acCTHUKOB MpoLiecca

Moapo6Hoe
OnucaHve: TpUrrep,
aTanbl, OTHOCALLMeCA
K TOMY, Kak
y4YacTHUKN npoLiecca
B3aVIMOAECTBYOT
UT. 4.

3awyta oT HeaBTOPU30BaHHOI annapaTypbl, NOAKIHYEHHON K CETU CBA3W.
C60p vHhopmaumm, gMCTaHLMOHHOE ynpaB/ieHne HU3KOBO/bLTHOM annapartypoi

DNIEKTPOMOHTaX C Haua/lbHbIM YPOBHEM MOTEHLMABLHOTO BO3AeWCTBUSI E2 (YpOBEHb KOMMYHU-
KaLMOHHOI cucTeMbl 1, CTPYKTypa NOAKMOYEHNsI CUCTEMbI ynpaBneHust C2) cornacHo Tabnue 2.
JTOT ypoBEHb MEHSIETCS Ha E4 (YpoBeHb KOMMYHMUKALMOHHOW crUCTeMbl 1, CTPYKTypa noak/oue-
HVSt cMCTeMbI yripaBneHust C4) nocne B3/oMa C NOMOLLbIO AOMOTHUTENBLHOTO YCTPOCTBA CBSI3N

TexHnyeckoe 06CnyXmBaHMe Ha NMPOMbILLIEHHOM/KOMMEPYECKOM 00bekTe

ObecrneyeHne 3almTbl 1 6e30nacHoOCTV CeTn oT noTeHynasibHOro BO3,D,€I7ICTBI/IF| npn nomoLwn He-
aBTOPM30BaHHbIX annaparoB, NHTETPUPOBaHHbIX B 3Ty CETb.
V136exaHne BbIK/THOYEHMS U MI0X0i CBA3M BHYTPpW CETU

3M10yMbIWAEHHMK  VHMLMMpYeT aTaky MbiTaeTcs 3ano/lyunTb yAaneHHblA KOHTPO/b Hag, CeTbio

AoMmuHucTpaTop  O6CyXuUBaeT 1 o6ecneunsaeT 6e30MacHOCTb CETU, OTCIEXMBAET NOAK/IO-
cetnt ueHMe HU3KOBO/ILTHOI annapatypbl 10T

WHxeHep no OTBeuyaeT 3a PaboTOCMNOCOGHOCTb MEXCETEBOr0 3KpaHa U 6e30MacHOCTb
6e30MnacHoCcTm cetu

otaena UT

Oneparop Ha
nepudepun

MpoBepsieT 1 06CNYXMBAET YCTAHOB/IEHHYH HU3KOBO/ILTHYHO annapartypy

3N10yMbILLNEHHMK [MpOHNKaeT B 3/1eKTPOTEXHNYECKOE MOMELLEHVE U NOAK/IHYaET K CETU He-

aBTOPM30BaHHbIN annapat 3G/4G

WHXeHep no OtBeuaeT 3a 6e30NacHOCTb NOMELLEHWIA
6e30nacHoCTH

o6bekTa

M3-3a HefoCTaTOuHOM hm3nyeckoli 6e30nacHOCTN B 3/IEKTPOTEXHUYECKMX NOMELLEeHMsX 1 HKY
3/10YMbILLSIEHHUK MOXET MPOHVKHYTb B 3/1EKTPOTEXHUYECKOE MOMELLEHME, OTKPbITL cekumio HKY
1 NOAKMOYNTb YCTPOICTBO cBsA3N 3G/4G K ceTw.

[JNCTaHLMOHHO 3/10yMbILLIEHHUK MOXET NOAKIOUUTLCSA K BHYTPEHHEW CETU C MOMOLLBIO CPeACcTB
cBAsn 3G/4G v o6oiiT Bce mepbl obecnedenunst Vb, npegycMOTPeEHHbIE 415 CeTU VIHTEpHET U
BHYTPEHHUX ceTeil (MexceTeBble aKpaHbl U T. 4.).

OH CMOXeT:

- OTNPaBNsATb KOMaHbl OTK/IIOYEHUSI HU3KOBO/IbTHOWM annapaTypsl;

- U3MEHSITb AaHHble W NapameTpbl HU3KOBO/ILTHOI annaparypbl;

- OTNPaBNSATb SIOXKHbIE AaHHbIE CMEXEHWS 3a CUCTEMON (NP HanMuum);

- co3fasatb NOMexu A1 paboTbl CeTu.

3T0 MOXEeT HEMe[J/IEHHO NOBMWATb Ha KOPPEKTHYIO paboTy CUCTEMbI M3-3a OTKHOUYEHWS YacTu
HW3KOBO/LTHOWM annapaTypbl

dursnyeckuin A0CTyn 1N ncnosib3oBaHne HenerasibHbIX yCTpOVICTB CBA3N

Doctyn M3-3a OTCYTCTBMSI NMONUTUKM (n3nYecKoii 6e3onacHocT! 1 Mep obecneye-
HUA VIB MOCTOPOHHUIA MOXET NOMY4YUTb AOCTYN K COAEPXVMOMY 3/1EKTPO-
TEXHUYECKMX MomelleHnii n HKY. 3To HapylleHne 6e3onacHocTy

CoeavHeHve 3/10yMBILLNEHHVK MOXET MOAKTHYUTE HE3aKOHHOE YCTPOWCTBO C BO3MOX-
HOCTbO aBTOHOMHOIA CBA3M Ha 6onblune pacctosHus (3G/4G nm gaxe Wi-Fi)

ATaka Mcnonb3oBaHWe yaaneHHoro NoAkIYeHns o1s BHeAPEHUS BPELOHOCHbIX
[JaHHbIX U/vnyu nNoBegeHust

O6HapyxeHne MecCTHbIi onepaTop Ha nepudepun U ceTeBoli agMMHUCTPaTop O06Hapy-

XVBaeT aHOMasIbHOe MOBEIEHVE U MbITAETCA HATW NepBONpUYKHY.
JanbHeiwuii hmsnyecknii ocMOTp onepaTopoM Ha nepudepuy No3BossieT
06HapYXWTb 1 AEMOHTMPOBATL HE3aKOHHOE YCTPOWCTBO
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OKoHYyaHue Tabnuupbl A.4

KoHTp™mepsb!

Onpegenexve

1 peanusaums
NONUTUKN CHn3K-
yeckoi 6esonac-
HOCTU U peanu-
3auusi NpoLeccoB
o6HapyxeHusi
HE3aKOHHbIX
YCTpOIiCTB

MprvMeHeHre NpUHUMNA 3LLEeNOHNPOBaHHOM (MHOrOYpPOBHEBON) 3alUMThbl C

pobasneHnem gmnsmyeckon 6e3onacHoCTu:

- [omkHa 6bITb peannsoBaHa hu3nyeckas 6e30nacHOCTb ANS Npesynpex-
AeHna foctyna NOCTOPOHHUX NNL, B 3NEKTPOTEXHUYECKME NOMELLEHUS;

- BOMXHa ObITb peannsoBaHa amsmyeckass 6e3onacHOCTb ANs NpegoTepa-
LLleHns focTyna NOCTOPOHHMX NuL, K HKY;

- AN 06HapYXeHUs NoA03PUTENbHBIX KOMMOHEHTOB WM YCTPOWCTB crneay-
€T NpoBecTn hM3nNYeCcKnin oCMoTp.

[nsi 06HapyxeHnsi HOBbIX/MOA03PUTESIbHBIX YCTPOWCTB CBS3M HE06GX0AMMO

peann3oBaTb MOHUTOPUHT CETU:

- noaxofsiiei 6yaet peructpauus B cucTemMe: TOMbKO annapartypa, umve-
owas cepTudmkaT, MOANUCAHHbIA YNOMHOMOYEHHBIM OPraHoM, MOXET
CBA3bIBATLCA C CUCTEMO

A.6 3awmTa OT BPeAOHOCHOro O6HOB/IEHMSA NPOLWMBKM annaparta (HanpumMmep, 6eCKOHTaKTHOe pene),
ycTaHoBrieHHoro B HKY, nogknto4eHHOro NnpoBogHbIM Crnocobom K nHtepdeiicy 10-Link

Tabnunuya A5 — lNpumep 3awwuTbl OT BPeAOHOCHOrO OGHOBMEHMA MPOLUMBKM annaparta (Hanpumep, 6eckoHTakTHoe
pene), yctaHoBsieHHoro B HKY, nogkito4eHHOro NnpoBoAHbIM cnocobom kK nHTepdoeiicy HO-Link (M3 5)

HaseaHue npumepa

O6cnyxu1BaHne
B TeYeHve
3KCMyaTaumm

Cragys

3apjava v nmua,
nosyyatoLme nonb3y

YyacTHUKK npovecca

24

3almTa oT BPeOHOCHOroO OGHOB/IEHMS MPOLUMBKM annaparta (Hanpumep, 6eckoHTaKkTHoe pene),
ycTaHoB/ieHHoro B HKY, noaxitoueHHOro NpoBoAHbIM cnocoboM K nHTepdeiicy 10-Link

MoHTaX, akcnayataumsi, 06cnyxuBaHve npy MUHYUMa/IbHOM YPOBHE MOTEHLUManbHOro BO3Aei-
cTBMsA E2 (ypoBeHb KOMMYHMWKALMOHHOW cUCTEMbI 1, CTPYKTYpa MOAKIHOHYEHWS] CUCTEMbI yrpaB-
neHuns C2) cornacHo taénuue 2

Cragua akcnnyaTtaumm TEXHUKN, pPerynspHoe TexHuyeckoe O6Cf|y)KI/IBaHI/Ie

ObecneunTb akTyaslbHYH0 KOHQIMIypauuio, LenocTHOCTb thaiinos (koHdmrypauus, dyHkumu, na-
pameTpbl UT. A.), NONYYEHHbIX OT U3rOTOBUTENS.

Bbiroga Ana KoMmnaHuv-oneparopa, orneparopa v U3roToBUTENs annapaTypbl: HagexHas paboTa
HKY, oTcyTCcTBME Xaio6 KIMEHTOB

3/10yMbILLIEHHNK

ViHxeHep no
aBTomMarusaumm
npov3BoACcTBa

Oneparop no
o6cnyxmBaHnio

Onepartop Ha
nepvdgepmn

VHnumuupyeT ataky C Lenblo U3MEHEHUA WM OpraHmM3auuMm atakm Ha ycta-
HOBJIEHHYIO NPOLUNBKY

OnpepensieT NOSIHOMOYUS U PO/, a TakkKe KOHTPOMMPYET U 06CyXMBaeT
CUCTeMy aBToMaTu3aLmm

WHmnupmaTop 06HOBNEHUS (OelicTBUE)

Hukaknx geincTeuii B 3ToM npouecce
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OkoHuaHue Tabnuubl A.5

3M10yMbILWLNEHHKK B CBOEli labopaTtopun co3gaeT NOBPeXAEeHHYI MPOLUMBKY (BKIOYas «/10ru-
yeckyro 6om6y»).

3M10yMbILLNEHHVK NPeACTaBAAeT NOBPEXAEHHYIO MPOLUMBKY AJ1S 3arpy3kv Mo 3/1EKTPOHHON Mno-
uTe WM B ceTn VIHTepHeT/Ha noaaenbHoOM OMaLLHeR cTpaHuue.

VHXeHep no aBToMartusauum Mpou3BOACTBA A0BEPSIET NOAAENBbHON 3/1EKTPOHHON MouyTe, ceTun
WHTepHeT/noaaenbHON AomaluHein cTpaHuue (MoBpexXaeHHas NpOLLKBKA).

VHxeHep no aBToMaTm3aumy Npon3BOACTBa 3arpyxaeT 1 COXpaHseT NOBPeXAeHHY0 MUKPOMpPO-
rpaMMy B MHCTPYMEHTE O6CNYXMBaHWS.

Onepartop Mo 06CNYXMBaHNIO OTCOEAMHSET COeAVHUTENbHbIN kabenb wm BWUAKY annapara u
NOAKYaET annapart K MHCTPYMEHTY 11 06CNYXMBaHWS.

Onepatop no 06CNyXMBaHNI0 NHALMMPYET 3arpy3ky NOBPEXAEHHOM MPOLUMBKA M3 MHCTPYMEHTa
o6CcnymBaH1s B annapat B COOTBETCTBUM C OMpPeAesieHHbIM NMPOLECCOM.

Onepatop Mo 06CNYXMBaHUIO OTCOEAVHAET UHCTPYMEHT AJ15 06CNYXMBAHNA 1 CHOBA NOAK/0Ya-
€T coeAVHUTEe bHbIN Kabenb Un BUIIKY K annapary.

HKY pab6otaeT, noBpexzeHHas MpOLUMBKa OCTAeTCA He3aMeueHHOM, Noka WMCropyeHHas npo-
LUVBKa He BbI30BET HeWNCnpaBHOCTb (NogaesibHble AaHHble/MHopMaums) nT. 4.

VHxeHep no aBTomMarv3aumm npov3BOACTBa WK OnepaTop 3ameyaeT HEMCNPaBHOCTbL M OTNpas-
NAEeT U3roToBUTEN0 Xanoby knneHTa (06HapYyXXeHne CKUMMUHIa MasioBEPOSITHO).

VIHxeHep no 06CNyXMBaHNIO UM M3roTOBUTE b 3aMeHsieT annapat B HKY.

Otgen KayecTBa M3rOTOBWUTENS MPOBOAWT pacc/iefoBaHue, YTOObl BbICHUTb MPUYUHY HEWC-
npasHocTK. MNoaxoasias npoBepka AOCTOBEPHOCTU WM OPUTMHASIBHOCTU YCTaHOB/IEHHON Mpo-
LUVMBKM NO3BOJISIET ONpPeAennTb NOBPEXAEHHYIO MPOLLNBKY

ObLuee onvcaHue:;
nelictaus
COOTBETCTBYHLLMX
y4acTHUKOB MpoLiecca

VHxeHep no VHxeHep no aBTomMaTtuM3aumu Npou3BOACTBa A0OBepsieT NoaAebHON anek-
aBTomarumsauum TPOHHOW nouTe, ceTn NHTepHeT/noaaenbHon gomallHel ctpaHuue. OH ay-
npon3BoAcTBa MaET, YTO 3TO SIETUTUMHBIVE UCTOYHMK JaHHbIX
OnepaTtop no OnepaTop Mo 06CAYXUBaHWIO [0BEPSET MOBPEXAEHHOV npowmeke. VK-
MoapoGHoe 06CTY)XMBAHUIO CTPYMEHT 06CNyXMBaHWNS M annapaT He MMEelT BCTPOEHHOW MPOBEpPKN 40-
onmcanme: TpUrrep, CTOBEPHOCTU WM OPUMMHABHOCTU 1S MAEHTUMKALMU NOBPEXAEHHOV
aTarbl, OTHOCALUMEeCA
KTOMY, KaK NPOLUMBKY
y4YacTHUKKN npoLiecca
B3aMMoaeIiCTBYHOT VHxeHep no VHxeHep no aBTomMartusaumn npounsBoACTBa WM OTAEN KayecTBa UHULMK-
uT. A, aBTomartmaymm pyeT paboThl ¢ xanoboii notpebutens
npov3BoAcTBa
W3rotosutenb M3rotoBuTENb NPOBOAUT @Ha/IN3, YTOObI BbIACHUTL NPUYMHY pekiamaLyu.
CpaBHMBas NCXOAHbIA KOA, ¥ KOHTPOJIbHYHO CYMMY, MOXHO HaiTy NCNopyeH-
HYIO MPOLLNBKY
TexHonornyeckne 19 obecrneyeHns rapaHTUM LLEeNOCTHOCTU Y NOAJIMHHOCTM MPOLUUBKY anna-
paTypbl BCE UX BEPCUM AO/KHbI UMETb LMIPOBYIO NOAMUCH N3rOTOBUTENS.
3Ty UMpoBYO NOANNCL HEOOBXOAUMO NPOBEPUTL MEPES BbINOTHEHUEM.
LincbpoBasi nognuck AomkHa ObITb OnpeaenieHa ¢ y4eToM ypoBHsa 6e3onac-
HOCTU (SL1—SL4 HacTosLero ctaHgapTa) U NnoTeHUMaIbHbIX PUCKOB HEUC-
npasHocTW. Heobxoamm aHanuns puckos yrpo3 b
OpraHusaumoH- Otpen aBTOoMaTM3auuy NPOM3BOACTBA AO/MKEH ONPEAENUTb CTPOryH Nosu-
Hble TWKY OGHOBMIEHNSA NPOLUMBKK. Hanpumep:
KoHTpMepb! - onpeAenvTb CNWCOK COTPYAHMKOB, OTBETCTBEHHbLIX 3a KpuTuyeckoe 06-

CNYXWBaHWe, Takoe KaKk 06HOBMIEHVE MPOLLNBKY;

- onpegenuTb Heo6XoAuMble TPEHWHMM no VIG;

- onpegenvTb A48 3TUX COTPYAHWUKOB COOTBETCTBYIOLLME Npasa goctyna ¢
YTBEPXAEHHBIMW MHCTPYMEHTaMn 06HOB/ieHMs, Hanpumep MK, MO, uH-
CTPYMEHT 06CnyXumBaHus (0T U3rOoTOBUTENSA);

- MpoBepuTb Ha Beb-caiiTe M3roTOBUTENS Ha/IMYMe akTyaslbHbIX KOHTPMEP
no 6e3onacHoOCTU MHGoOpMauuy;

- onpefenvTb paspeLleHHbli NCTOYHWK (JOMALLUHAS CTPaHULA/CCbIIKA 13-
roTOBUTENS) /1A 3arpy3oK
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A.7 UMW. 3awmTa OT HECAHKLMOHNUPOBAHHOIO AOCTYyNa K annapaty (yctaHoB/ieHHOMY B HKY) —
HEKOppeKTHaA napameTpusaums

Ta6nunya A.6 — lMpumep 3awyTbl OT HECAHKLMOHUPOBAHHOIO AOCTyNa K annapaTty (ycTaHoBneHHoMy B HKY) — He-
KoppekTHasa napametpusaums (M3 6)

HaseaHuie npumepa

O6cnyxuvBaHue
B TeueHve
3KCM/yaTaumm

Cragys

3apava 1 vug,
noslyyatoLLme nonb3y

Y4yacTHVKM npoLiecca

O6Lee onucaHme:
OencTens
COOTBETCTBYHOLLMX

Y4YaCTHVKOB NpoLecca

Mopapo6Hoe
onucaHve: Tpurrep,
3Tanbl, OTHOCALLMECS
K TOMy, Kak
y4acTHVKM npoLecca
B3aVIMOZENCTBYIOT
UT. A

26

UMW. 3awmTta OT HecaHKLMOHUPOBAHHOrO AoCTyna K annapary (yctaHoBneHHoMy B HKY) — He-
KOppeKTHas napameTpusauus

Pa6oTa ¢ MUHUMasIbHBIM YPOBHEM MOTEHLMA/ILHOTO BO3AelcTBUA EL cornacHo Tabnuue 2 ume-
€T HM3LWNIA YPOBEHb, 6€3 HaIMuMsa PYHKLMOHASIbHBIX BO3MOXHOCTEN CBSA3N

CTagnst akTMBaLyn TEXHUKN

Ob6ecneyvBaeT HeNpPepPbIBHOCTb, AOCTOBEPHOCTb MHhopMmaunn/gaHHbIX 1 YHKLWIA.

Bbiroga ons komnaHvun-oneparopa, oneparopa W M3roToBuUTENsA annapara: HagexHas paboTta
HKY, oTcyTcTBUME Xanob KIMEHTOB. STOT BapuaHT MCMO/Mb30BaHMS OMUCbIBAET annapar, CHab-
YXEHHbIA TO/IbKO KHOMKaMW 1 CBETOAMOAOM AJ18 MPOrpaMMUpoBaHnsa napameTpusaunm

MHuumnartop araku VHnuuupyeTt ataku, U3MeHsIeT 3aflaHHble 1M HACTPOEHHbLIE MapameTpbl ar-

napara B TEKyLWEM COCTOAHUN

VHxeHep no Hukakux gencrenii
aBTOMaTm3aumu

npounssoactea

Oneparop no
obcnyxvBaHuio

Hukakux gelicteuii

ALMUHUCTpaTOp
cetm UT

Huikakux gelictauii

Onepartop Ha
nepucepmn

Huikakunx gelictsuii

Annapat yctaHoBneH B HKY.

Annapat yHKLUMOHMPYET MO YCTaHOB/IEHHbIM MapameTpam. Annapat u HKY pa6oTtatoT gosk-
HbIM 06pa3oMm.

VHuumaTop atakm MMeeT manydecknii 4OCTyn K annapaty (KHOMkam), ycTaHoBneHHoMy B HKY.
Annapart He 3alylieH OT U3MEHEHUS HACTPOEK NapaMeTpoB.

3/10yMbILLNIEHHNK MOXET U3MEHUTb 3HAYEHUS MapamMeTpoB annaparta Ha SI0KHble C NMOMOLLbO
KHOMMOK.

HecaHKUMOHMPOBaHHOE W3MEHEHWe KOHMrypauum napameTpoB MOXET OCTaBaTbCs He3ame-
YeHHbIM B TEYEHME A/IMTENbHOTO0 BPEMEHW B 3aBUCMMOCTU OT MPUIOXKEHUS.
HecaHKUMOoHMpOoBaHHOE M3MEHEHME KOHGMrypaumn annaparta 6yget obHapyxeHo, korga Oyget
[JOCTUTHYTO KpUTUYECKOE COCTOSIHWE B Mpouecce; Hanpuvep OyaeT AOCTUTHYT MaKCUMasibHbIN
YypOBEHb B pe3epsyape, 1 annapaT He CreHepupyeT CurHan o6HapyxeHus

WHuumaTop ataky  3/10yMbILWIEHHVK UMEET AOCTYN K PyYHOMY YNpaB/IeHN0 HaCTPOKaMM 3KC-
nayaraumu, HanpuMep AoMallHAA cTpaHuua u3rotosutens (He obsasaresib-
HO).

3710yMbILWIEHHNK NOSlyYaeT JOCTYN K annapary, ycTaHoB/ieHHoMy B HKY.
3/10yMBbILIEHHNK aKTUBMPYET PEeXVM NporpaMmmypoBaHus (Co3HaTesIbHO
WM MeToLoM Npob6 v oWwm6oK).

3710yMbILWNEHHVK MaHUMYNMPYET napameTpamu.

3710yMbILWNEHHWK WM annapar aBTOMaTUYeCKN akTUBUPYET U3MEHEHHbIE
napameTpbl.

3710yMbILNEHHVK YXOAMT OT annapara He3ameYeHHbIM
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OkoHuaHue Tabnuubl A. 6

KoHTpmepb!

M3rotosutenb Mopxopswme mepbl obecnedeHnss Vb oTcyTCTBYIOT.
O653aHHOCTb MPefoCTaB/IATL MHPOPMAaUMIO: U3roTOBUTESNIb [O/DKEH YKa-
3aTb B JOKYMEHTAUMW Ha annapar (Hanpumep, B PYKOBOACTBE MO 3KCMy-
araumu):
- B annapar He BCTPOEHbI CpeficTBa 3alluThl;
- NOAXOAAWWIA MEeTOA MHTerpauvu, HanpuMep ¢ AONOSHUTENbHbIM akcec-
cyapom A5 OrpaHnyeHns [ocTyna K KHomnke annapara
WHTerpartop/ WHTerpartop v onepartop 06s3aHbl NPUHYMATL COOTBETCTBYIOLME MePbI Mo
nosib3oBaresib obecneyeHnio Vb B COOTBETCTBUM C TPE6GOBaHMSAMW 3aKOHOLATE/IbCTBA

A.8 UMW, 3awmTa OT HECAHKLMOHUPOBAHHOMO AOCTYNa K annaparty (ycTtaHoBneHHoOMy B HKY) —
HeKoppekTHas napamMmeTpusaumns

Tabnunya A7 — lMNpumep 3awWmTbl OT HECAHKLUMOHMPOBAHHOIO A0CTYyNa K annapaTy (yctaHoBreHHoMy B HKY) — He-
KoppekTHas napameTpusaums (M3 7)

HazeaHve npumepa

O6cnyxuBaHne
B TeYeHve
akcnyartaumm

Cragua

3apava v nmua,
nosyyaroLLme nosnb3y

Y4aCTHUKM npoLecca

ObLuee onvcaHue:
JeincTeua
COOTBETCTBYHOLLMX
y4acTHUKOB MpoLiecca

UMW. 3awmTta oT HecaHKUMOHUPOBaHHOro AOCTyNa K annapary (ycraHossieHHoMy B HKY) — He-
KOppekTHas napameTtpusauuns

Jkcnayataums nNpyv MUHMMa/IbHOM YPOBHE NOTEHLUMaIbHOTO BO3AENCTBUA E2 (YypoBEHb KOMMY-
HVKaLMOHHOW cucTembl 1, CTPYKTypa NOAKIHYEHUSI CUCTEMbI ynpassieHuss C2) cornacHo Tabniu-
ue 2

CTaausa akTMBaLmy TEXHUKM

O6ecneunTb HENPepPbIBHOCTb U JOCTOBEPHOCTL MHhopMaLn/AaHHbIX U DYHKLWIA.

Bblroga Ansi KOMMaHuM-ornepaTopa, oneparopa U M3roTOBWTESISI annapara: HafexHas paboTta
HKY, oTcyTcTBME %asi06 KIMEHTOB. MpUMEp MCMO/Ib30BaHUS OMUCHLIBAET annapart, OCHALLEHHBbINA
KHOMKamu 1 OWCNIEEM, LOCTYMHbI Yepe3 nHTepdelic AaHHbIX /1S NPOorpaMMMpoBaHns napa-
METPOB 1 G/TOKMPOBKY KHOMOK

3ﬂ0yMbILIJ]'IeHHVIK VHumnpyeT aTtaku, M3MeHseT 3afaHHble U HaCTPOEHHbIe napamMeTpsbl an-

naparta B TEKYLLEEM COCTOSIHUN

MHxeHep no
aBTomarusaumm
npoun3BoACTBa

Hukaknx genctauii

Onepatop no Hukakux nencrenii

06CTYXMBAHUIO

AOMUHMCTpaTOp Hukakux fencreuii

cetn UT

OnepaTop Ha Hukakux gencreuii

nepuvdpepun

Annapart yctaHosfieH B HKY.

Annapat paboTaeT no ycTaHOB/IEHHbIM NapameTpam. AnnapaT n HKY pab6oTaloT Ao/mKHbIM 06-
pasoM. 3/10yMbILIEHHVK UMeeT hM3NYeCKuin AOCTYN K annapary.

Annapar He 3awyLeH oT nepenporpaMMmMpoBaHns.

3/10yMbILLIEHHNK MOXET MOAMMLMPOBATL annapaT C NoMOLLbI0 NoAAe bHbIX NapamMeTpoB.
HecaHKUMOHMPOBaHHOE NnepenporpaMMupoBaHe MOXET OCTaBaTbCs He3aMeUeHHbIM B TeueHue
OMTE/IbHOTO BPEMEHW, B 3aBUCUMOCTU OT MPUIOXEHWS.

HecaHKUMOHMPOBaHHOE MepenporpaMMupoBaHne annapara Oyaer obHapyxeHo, korga oyaet
OOCTUTHYTO KpUTUYECKOe COCTOsIHWME B NpoLecce; HanpumMep, AOCTUraeTcsl MakCUMasibHbI ypo-
BEHb B pe3epByape, ¥ annapart He reHepupyeT curHaa obHapyxeHus
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OKoHuyaHue Tabnuubl A. 1

3noymblwaeHHNK  TMonyyaeT JOCTYN K MHCTPYKUMM MO 3KCM/lyaTaumn, Hanpumep AOMaLLHAs
CTpaHuua nsrotosutens (He oba3aTesibHO).

MospoGHoe MonyyaeT AOCTYN K annapary, Hapyllas Mepbl 6e30MacHOCT MHAPaCTPYK-
OMCaHMe: TPUITep, Typbl.
iTT%“N',’)'/’ %‘EOC"”"”EC” Y3HaeT 0 BapuaHTax JoCTyna K annaparty. BxoauT B MporpamMMHbIii MHTEp-
YMACTHAKM NPOLIECCA theiic, MCMONL3ya Naposib MO YMOMUAHNI0 UM PaCcKPbITHIA Naponb 1 UaeH-
B3aUMOZelCTBYIOT Tudhmkarop.
nT. o AKTUBUPYET PEXIM HACTPOIKM NapaMeTpoB U MaHUMYNPYeT UMM,
3/10yMbILEHHNK WM annapaT aBTOMATUUYECKN aKTUBMPYET U3MEHEHHble
napameTpbi
W3roToBuTeNb YcTaHaB/MBaeT CpeficTBO KOHTPOMA A0cTyna Nosnb3osatenieil, Hanpumep

VMeHa Mosib3oBatesieil 1 naponu.
Mprmepbl peann3aummn KOHTPOAsa Aoctyna:
- 3ajlepxka B C/ly4yae BBOAA HEBEPHOrO Maposns;
- 3a/lepxka B C/lyyae nepesarnycka;
- WnchpoBaHWe yaasieHHOro AoCTyna;
- OTK/IIOYEHME NIOKa/IbHbIX KHOMOK annapara;
- perucTpauus ymcna HeyaauHbIX NOMbITOK BXOAA;
- 3anpeT gocTyna nocne perucTpauuy X HeyaauHblX MoMbITOK BXofa B CU-
cTemy;
- ynpasfieHMe yYeTHbIMW 3anncamin nosib3oBaTtenein (npasa/posnn);
- BO3MOXHOCTb CMeHbl Napons;
- MUHMMa/IbHas! CIOXHOCTb Mapons;
- 0bsi3aTeNbHas CMeHa NCXOAHbIX Naponei;
KoHTpmepe! - annapart He Jo/mkKeH paboTaTb 6e3 npeABapuTeibHOM CMEHbI Mapons;
- MOATBEPXAeHWe BBOAA;
- CNOMb30BaHNe NPOTOKO/I0B, OPUEHTUPOBAHHbIX HA MOAK/THOUEHME;
- npenBapvTenbHO ONpPeesieHHble COCTOSIHUSI BbIBOZOB;
- peanuzaums 6a30BOl (QYHKLMM 6e30MacHOCTU COrflacHO HacToseMy

cTaHaapTy
WHTerpatop/ WNHTerpaTop/nonb3oBatesib AO/MKEH CO3A4aTh M 3a[0KyMEHTMPOBaTb onpe-
no/ib30BaTe b [eNeHneM aBTopusauyu.

WHTerpaTop/nonb3oBaTesib AO/HKEH PeasiM30BaTh YKa3aHHbIE BbIlLE acnek-
Thl, HACKO/IbKO €My W3BECTHO, B COOTBETCTBMM C OMNpeAesieHneM aBTopu-
3aumn.

WHTerpaTtop/nonb3oBatenis 065i3aH MpUHUMAaTL COOTBETCTBYHOLLME MEpbI
6e30MacHOCTM B COOTBETCTBUM C TpeboBaHMWsIMK onepatopa v TpeboBaHu-
AMKN 3aKoHoZaTeNbCTBa

A.9 3awuTa OT HeCaHKUMOHMPOBAHHOIO AOCTYMNa K annapaty (Hanpumep, 6eCKOHTakTHoe pene),
ycTaHoBieHHOMY B HKY, nogkntoveHHOMY vepe3 6ecnpoBogHon nHTepdielic ceasmn (WCI)

Tabnunya A.8— lMNpumep 3awWmMTbl OT HECAHKLUMOHMPOBAHHOMO AOCTyna K annapaTy (Hanpumep, 6eCKOHTaKTHOe pene),
ycTaHoBneHHomy B HKY, nogknioueHHOMYy yepes 6ecnpoBogHoii uHtepdpeiic cessm (WCI) (M3 8)

3alyTa OT HecaHKLVMOHMPOBAHHOIO JOCTyna K annapary (Hanpumep, GECKOHTakTHOe pene),

HassaHve npvmepa o o
pumMep ycTaHoBneHHomy B HKY, nogkntoueHHoMy yepes 6ecnpoBogHoli uHtepdeiic cesasn (WCI)

OGCAyxV1BaHWE Jkcnyataums, 06CyXMBaHUE NMPU MWHUMa/TbHOM YPOBHE MOTEHLMasIbHOTO BO3geicteusa E3
B TeueHue (YPOBEHb KOMMYHMWKALMOHHOWN CUCTEMbI 1, CTPYKTypa MOAKIOYEHNS CUCTEMbI yripasneHnus C3)
SKCr/yaraumm cornacHo Tabnuue 2

Cragvs CTragns akTMBaumm TEXHUKN

O6ecneunTb HENPEPbIBHOCTb Y AOCTOBEPHOCTb MHDOPMaUMW/AaHHbIX U OYHKLWIA.
3apaya v imua, Bbiroga ons komnaHvun-oneparopa, oneparopa W M3roToBuUTENA annapara: HagexHas paboTta
nostly4atoLme nonbsy HKY, oTcyTcTBME Xanob KANeHToB.

OTOT BapmaHT MCNO/b30BaHNA Takke NMPUMEHUM B CUCTEME MHTE/NEKTYa/IbHOro Npov3BOACTBA
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OKOHYaHue Tabnunybl A.8

YyacTHVKM npoLiecca

ObLuee onucaHue:
nelictaus
COOTBETCTBYHOLLMX
Y4acCTHUKOB MpoLiecca

Mopgpo6Hoe
onvicaHue: Tpurrep,
aTanbl, oTHocsLLMecs
K TOMy, Kak
y4acTHUKU mpoLiecca
B3aMMOZENCTBYOT
uT. 4,

KoHTpmepb!

3N10yMbILLNEHHMK

VHeHep no
aBTomarusaumm
npoun3BoACcTBa

Oneparop no
06CTYXMBAHUIO

ALMUHUCTpAaTOp
cetm UT

Onepartop Ha
nepudgepun

FOCT 35090—2024

3710yMbILLAEHHWUK MbITAETCA NOYUMTb AOCTYN K NepefaHHbIM AaHHbIM/WH-
opmauun annapata yepes WCI (4TeHue 1 n3MeHeHue AaHHbIX/MHgopmMa-

Ljm)

Hvikakunx geiictauii
Huvikakunx geiicteuii
OH oTBevaeT 3a To, YTO6bI TO/IbKO aBTOPM30BaHHas annapartypa nmena Lo-

ctyn K WCI

Huvikakunx geiictauii

Y 3/10yMbILLNIEHHNKA €CTb HeO6X0,DMMO€ TEXHNYECKOe OCHalleHune. Y Hero ectb HeO6X0,DMMI:Ie

Hoy-Xay.

3710yMbILLAEHHVK HAXOAWTCA B AnanasoHe AeiiCTBUA CeTw.

MonyyaeT goctyn K 6ecnpoBOAHON CeTu:

- yuTaeT AaHHble/MHopMaLmio;

- U3MeHseT faHHble/mHdopmaumio 1 nepefaeTt Ux nosydaTento;

- Ha annapaT BO34eNCTBYET TakuM 06pa3oM, UYTO OH BbIXOAWT U3 CTPOS

3N10yMbILLNEHHMK

N3rotoButes b

WHTerpatop/
nosb3oBaresib

3/10yMbILLIEHHUK MPEOAONEBAET CYLLECTBYIOLME METOoAbl ayTeHTuduka-

L.

Peanuzauysi Ha paguouunne UMeeT HeloCTaTok 6e30MacHOCTU, 6eCnpoBoj-

HOVi NPOTOKO/ A0NYCKaeT BTOPXKEHMS.

Wnn nonyyaet focTyn K naposto:

- CUMTbIBaET flaHHble/VH(OPMALMI: 3TO HE OGHAPYXMBAETCS;

- MEHsIeT aHHble/VH(hopMaLMio 1 NepeaaeT vx nosyyatesnio, 310 He 06-
HapyX1BaeTcs;

- MpW BO3AENCTBUM 3/10YMbILLSIEHHMKA annapaT BbIXOAUT 13 cTposi. B pe-
3y/bTaTe KaHan CBSI3W NepexoAuT Ha annapaT 60/iee BbICOKO NPOM3BO-
[UTENbHOCTY

BHegpeHue ayTeHTUdMKaLMM 1 NOATBEPXAEHNS; AONONHUTENIbLHO obecne-
YyeHve WngpoBaHUA fAaHHbIX/MHbopMaumy; nogannucaHne AaHHbIX/MHpop-
Maumn (LenoCTHOCTb AaHHbIX); M3MEHEHME YacTOTbl kaHana nepegayu.
M3roToBuTeNb JO/MKEH NPefoCcTaBuThb 3allyLleHHble 0OHOBIEHUS MPOLUMB-
kv, Npy HEOBXOAMMOCTMW.

HacTpoiika ABYX pasHbIX pagvoKaHasioB ANs KPUTUYECKUX MNPUIOKEHWIA
(pasHeceHue)

MpoBegeHne aHanm3a pPUCKOB Yrpo3 Vb O KOHKPETHOTo MPUIOKEHUS U

onpegeneHne cooTBeTCTBYOWMX Mep obecneyermns Vb.

MOHUTOPUHI pagno4acTorT.

DNeKTPOMarHMTHoe 3KpaHMpPOBaHWE MPOW3BOACTBEHHbIX MOMeLLeHMA. Me-

ponpusaTUS YMHOTO NPOM3BOACTBA:

- NPUMEHEHWE NEPEOBbIX TEXHONOTUIA A1 ayTEHTUUKaLMK;

- perynsipHoe 06GHOB/IEHNE MPOLUMBKMY;

- KOHTPO/lb NOAK/IHYEHHbIX/HEMOAKOUYEHHbIX annapaTtoB B CeTU (Hanpu-
mep, MAC-agpeca);

- NPUMEHEHMNE pPasHbIX PaAMOKaHaIOB /18 KPUTUYECKUX NPUIOXKEHWI (pas-
HeceHue);

- MHMUMMPOBaHME npouecca aBTOMATUYECKOro YBeAOMSIEHUsT 060 Bcex
aHoMaJsibHbIX npoLieccax;

- CKaHMpOBaHWE Ha HanyMe HeCaHKLMOHMPOBAaHHLIX TOYeK AocTyna Ans
06HapyXeHNs1 HeaBTOPU30BaHHbIX TOYEK AocTyna
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MpunoxeHve b
(cnpaBo4HOE)

NHopmauoHHast 6e30NacHOCTb U apXUTEKTypa 3/1IEKTPUUYECKUX CUCTEM

B.1 O6Lwwue NofoXeHust

DhheKTUBHbI CNOCO6 CHMXEHNS pucka yrpo3 VB — pacnpefenntb Mepbl obecrneveHns VB Ha pasHbIX YPOBHSIX
apXMTEKTYPbI paccMaTpuBaeMoli cucTembl. HKY pacnpefeneHus v ynpaBfieHUs Takke UCMOMb3YHTCS Ha NePBUYHOM M
BTOPUYHOM YPOBHSIX pacnpefeneHnst 1 ynpas/eHnsl 3/1IEKTPO3HEPIUeil.

CnepyeT NpUMeEHsSITb HUCXOAALWMIA NoAxopm, A1a onpeAeneHnsl COoTBETCTBYHOLWMX Mep obecnedeHns VB Ha Kakaom
YPOBHE apXUTEKTYPbI 3/IEKTPUUYECKON CUCTEMBI.

B.2 Mpumep apxXUTEKTYpbl C NPUMEHEHUEM HU3KOBOJ/ILTHOI annapartypbl

b.2.1 3paHne

YpoBHU VB 34aHNS1 MOXHO OnpeaenvTb CneayoLwyMm 06pas3om:

1) ceTb o6bekTa (Kamnyca): MeXCceTeBoi aKpaH, aHTuBMpyc, VPN;

2) UT-cnyx6bl (ERP, cepBep 3MeKTPOHHOI NouTkl, oduc UT U T. 4.);

3) ceTun 3aaHKsA: 0BHapyXXeHMe BTOPXEHNUS, ceTeBble nHTepdgoelickl (OBuK, UT, BMS nT. 4.);

4) TexHU4YeckKoe MoMeLLeHne: orpakaeHnsl, 3aMK1, KOHTPOb AOCTYNa,;

5) ceTb wm cuctema cBasu HKY: MexceTeBoil akpaH naHenu, nposepka NogJ/IMHHOCTM, NpoBepka 6e3onacHoCcTy;
6) nporpaMmupyeMblii KOHTPOIIEP NaHeNW: 3alumTa NPUIOKEHWUIA, ynpasieHe ncnpasneHnsamMu;

7) CBAA3b KOMMYTALMOHHOTO annapara: KOHTPO/Ib, KOH(MIypaums.

Ha pucyHke B.1 npeactaBneH npymep 3/1eKTPUYECcKOol apXUTEKTYpbl 34aHNS.
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MPLL, — rnaBHbii pacnpegenutensHbii uym; PLLL 1 — PLLL n — pacnpeaenuTentHbiid LWUT (n — MOPSAKOBbLIA HOMEP LLyMTa)

PucyHok B.1 — Snektprnyeckas apxuTektypa 3gaHus

B.2.2 MNpon3soacTteo

YpoBHu VB Npon3BOACTBEHHOIO 06bEKTA MOXHO ONpeaennTb CreaytowmmM 06pas3om:

1) UT-ceTb: MexceTeBoii akpaH, VPN, DMZ;

2) Npov3BOACTBEHHAs CETb: MEXCeTeBoli akpaH, VPN;

3) ceTb uexa: onpeaenieHne BTOPXKEHUS;

4) U3NYECKUNIA: 3aMKW1, KOHTPOb AOCTYNa;

5) ceTb WM cucTeMa MaLUMHHOW CBS3M: MEXCETEBON 3KpaH 060pyAo0BaHUsi, ayTeHTudhukaums, aHTMBMpYC, Mpo-
Bepka 6e30nacHoOCTY;

6) nporpamMmupyemblii KOHTPOIEP, YCTaHOBNEHHbIN B HKY: 3awuta npunoxeHuii, ynpasaeHne ncnpasieHnsmu;

7) cuctema ynpasrieHus 6e30MacHOCTbIO: LEN0CTHOCTL 6e30MacHOCTY;

8) cBsi3b HKY ynpaBneHusi: KOHTPOsb, KOHMIypaums, LenocTHOCTL 6e30MacHOCTM.

Ha pucyHke B.2 npeacTtaBneHo YeTbipe npumepa Npou3BOACTBEHHLIX M/IOWAA0K (aBTOMOBUNIECTPOEHNE 1 CTaHKO-
CTpOEHNE, KOHBEiEpHOE NMPOM3BOACTBO M YNakoBKa, XMMUYeckas v nuLieBast NPOMbILLIIEHHOCTD).
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1 — CeTb VIHTEPHET; 2 — MEXCETEBOW 3KpaH

PucyHok B.2 — TpoMblIlneHHble 06bEKTbI

6.3 YpoBHM cucTemMHoli 6830MacHOCTM HYU3KOBOJ/IbTHOW annapartypbl

Mpn pa3paboTke TpeboBaHMN K HWU3KOBOJILTHOW annapaType HeobxoAMMO paccMaTpvBaTb pUcku yrpo3 Vb B WH-
Tepdpeiticax, Hanpumep fieldbus, USB, JIBC. Ons gUCTaHUMOHHOIO ynpaBneHus 1 obecneyeHnsi CBA3M pPEKOMEHAyeTCst
KnaccudguumpoBaTb ero no 0gHOMY K3 Cieayrowwmx ypoBHeli 6e3onacHoctu (cm. [10]):

a) SL1: npegoTBpalleHne HeaBTOPM30BAHHOIO PacKpbITUA MHGOpMaLUM NOCPEACTBOM €€ HECAHKLMOHMPOBAHHOIO
N3BIEYEHNST UM CyYailHOro 06HapoAoBaHMA (3almTa OT C/ly4ainHOro HapyLleHUs);

6) SL2: npepoTBpalleHMe HeaBTOPM3O0BAHHOIO PacKpbITMA MHGOPMauuM CyObekTy, akTUBHO ee WULLyLeMY C WUC-
NOMIb30BaHMEM MPOCTLIX CPEACTB, MPU HE3HAYUTE/IbHbIX Pecypcax, NOCPEACTBEHHBIX HaBbIKax Y HN3KOW MOTUBALWN;

B) SL3: npepoTBpalleHne HeaBTOPM30BAHHOIO PAaCKpPbITUS MHGIOpMaLUM CyObekTy, akTUBHO €e WLLyLIeMY, C WC-
N0/Ib30BAHWEM W30LLPEHHbIX CPEACTB MPU YMEPEHHbIX PECYPCaX, HA/MUYMN CieUMasibHbIX NO3HaHWA B IACS 1 yMepeHHOo
MOTVBaLuK;

r) SL4: npefoTBpalleHe HeaBTOPM30BAHHOTO PaCKpPbITUS MHhopMauMn CyOBbEeKTY, akTUBHO ee WLLyLLeMyY, C UC-
NONb30BaHMEM W30LLPEHHbIX CPEACTB MPU OOLIMPHBIX pecypcax, Ha/mumm cneumasibHbliX no3HaHuii B IACS 1 BbICOKOI
MOTVBaLuK.

TpeboBaHMA K HU3KOBO/ILTHOW annapaTtype AO/DKHbI onpefensts TpebosaHua VB, koTopble Heo6xoauMbl Ans Oo-
CTWXKEHMS YpoBHel 6e30NacHOCTH, YNOMSAHYTbIX B NEPEUYNCIEHNSAX @) — T), C YHETOM C/IeAYHOLMNX aCMNeKTOoB:

1) mepbl ANA 3awWpnThl OT AaHHOMO TNa yrpo3 nyTem HaCTPOMKM Ha CTaAuu NPOEKTUPOBaHMSA 1 YCTaHOBKU;

2) oueHka puckoB yrpo3 Wb, Heob6xoAMMOCTb 3alyTbl KOHKPETHON 30HbI OT COOTBETCTBYIOLLETO YPOBHS Yrpo3bl
[cm. nepeuncneHusa a) — )]

3) COTPYAHVK, BbINOHSAOLWMI IMG0 COYeTaOWMIA HECKONBKO (OYHKUMIA: Bagesblia akTuBa, CUCTEMHOIO UHTerpaTo-
pa, nocTasLUyKa HU3KOBObTHONW annapartypbl, — AO/MKEH HACTPOUTL 30HY, CUCTEMY WX KOMMOHEHT A/15 YA0BNETBOPEHMUS
KOHKPETHbIX TpeboBaHUin 6€30MacHOCTU, OMMCaHHbIX B NEPEUYNCIEHUSX @) — T).
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MpunnoxeHve B
(cnpaBo4HOE)

Ba3oBble acnekTbl MHPOPMaLMNOHHO 6e30NacHOCTU

B.1 O6uue nonoxeHus

B HacTosLeM NpUIoKeHUN NpvBedeH nepeyeHb acnekToB Vb, KOTopble NPUMEHUMbI K HU3KOBO/IbTHOM annapartype
(cm. [10]).

MpumevaHne — Tpodmnm VB B cootBeTcTBUM C [13]1) M cooTBETCTBME TPEOGOBAHUIA 3TOr0 AOKYMeHTa [1] n
[10] HaxogATcs Ha pacCMOTPEHMMN.

B.2 NgeHTudmkauus n ayteHTudmnkayms

Ecnn nHTepdoeiicbl HN3KOBO/ILTHOM annapaTypbl ob6ecneumBatoT AOCTYN MOSIb30BaTE/N0 K OCHOBHOW (OYHKLMMW, CBSI-
3aHHOIi ¢ 6e30NacHOCTbIO, CreayeT YUUTbIBaTb BO3MOXHOCTb MAEHTUAUKALMM U ayTEHTUMUKALMM BCEX NOMb30BaTENEN.

Mpumepbl NpefoTBPAaLLEHUS HECAHKLMOHNPOBAHHOIO AOCTYNA U BHECEHUSI U3MEHEHUIA BKTHOUALOT:

- naeHTndunKaumnio 1 ayTeHTUMKaLmMi0 nonb3oBaTenei;

- ayTeHTuhukauuo ceTeil;

- ynpaBfieHNe YYeTHbIMU 3anucsMn Nporpamm;

- ynpasneHne 6ecnpoBOAHbIM AOCTYNOM;

- 3alMTy C NOMOLLbLI ayTeHTU(MKALMN Ha OCHOBE Naposis;

- OrpaHMyYeHns Mo reHepupPoOBaHNI0 U CPOKY AENCTBUSA Naposeli Ansi NoNb3oBaTesneil.

B.3 KoHTponb ncnons3sosaHuns

Mocne naeHTUMKALMN U ayTeHTUdIMKaLMM Nosib3oBaTesNsl PEKOMEHAYETCA OCTaB/IATL OrpaHWYeHne 1UCnosib30Ba-
HMS OCHOBHOW OyHKUMK, CBSi3aHHOW € VB (NPUCBOEHHbIE MPUBMAErMN NPOLLEALLEro ayTeHTU(IUKaLMI0 NoIb30BaTens).

B.4 LlenoCTHOCTb CuUCTEMbI

Monb3oBaresnb o6opyaoBaHuA (BNageneL, aktTusa) HeCeT OTBETCTBEHHOCTL 3a MoAJepxaHue LesoCTHOCTU CUCTEMBI
B OTHOLLEHUW OCHOBHOWM (OyHKLMW, CBSi3aHHOI ¢ VB, peannsyemMoil n3rotoButenemM o6opyaoBaHus.

[nsa obecneyeHns LEfI0CTHOCTU CUCTEMbI KPUTUYECKUMMN MOTYT ObIThb CrieflytoLye acrnekTbl:

- LeNI0CcTHOCTh/NoBpexaeHne kaHasoB cBasm (JIBC, WLAN 1 T. 4.), HanpyMep MCNosib30BaHUE KpUMNTOrpagonyeckol
3alWmTbl yenoctHoctu (Hanpumep, VPN);

- 3awmTa OT BPeAOoHOCHOro Koaa (0T MaHunynauvia, Hanpumep BUPYCbl, YePBY, TPOSHbI U WNNOHCKoe [10), Hanpu-
Mep yuyeT 3aTparmBaembix MHTepdelicoB (Hanpumep, USB, nHtepdielicel nporpammupoBannsa MK, JTAG);

- 06HOBNEeHne BcTpoeHHoro MO;

- LenocTtHocTb MO 1 nHdopmaummn (HecaHKLMOHUPOBAHHLIE U3MEHEHNS);

- noaTeepxaeHvie Beofa (npaswsia NPOBEPKN BBOAUMbBIX iaHHbIX, BbIXOASALLME 3a npejesibl [OMYyCKOB JaHHbIEe);

- onpegeneHHoe 6e3onacHoe COCTOsIHME B pe3y/ibTaTe AeNCTBUIA Yrposbl.

B.5 KoOHhmaeHUMaIbHOCTb AaHHbIX

Kak npaBuno, 4actb MHGOPMaUMK, reHepupyemasi CUCTEMOW YNpPaB/eHNs!, B COCTOAHUM NOKOSI Unu B paboTe HOCUT
KOH(pMAEHUMa/TbHBIA UM CEKPETHLIN XapakTep. KaHanbl nepefaun v XpaHuiumia KOHhMAEeHUMaTbHbIX AaHHbIX TPeoyroT
3aLMTbl OT NOAC/YLUMBAHMS U HECAHKLMOHNPOBAHHOIO AOCTYyna.

B 06nacT HU3KOBOMLTHOWM annapatypbl M HKY 3TOT acnekT MOXEeT MMEeTb 3Ha4YeHne, HO He paccMaTpuBaeTcsl B
[aHHOM cTaHfapTe.

B.6 OrpaHnyeHve NoToka AaHHbIX

Monb3oBaTtens 060pyfoBaHus (BNagesnew, aktnea) AO/HKEH ONpeaennTe HeO6X0AVMble OrpaHUYeHnst nHdopmaLy-
OHHOTO MOTOKa W KOHhUrypaLuio KaHanoB, NCNo/b3yeMblX 418 nepegaqn aToi HhopmMaLyu.

JTOT acnekT cnefyeT yuuTbiBaTb Npy 06LLEN oueHke puckoB yrpo3 VB, 1 OH MMEeeT 3Ha4YeHne B HYacTu HWU3KOBO/bT-
HOl annaparypsl.

PekomeHAyeTCcsl MPYMEHEHNE CETEBOW CermMeHTaummn A1 obecneyeHns BpeMeHW pearvpoBaHus cUcTeMbl ynpasse-
HUSA, CBSA3aHHOW ¢ 6e30MacHOCTbI, UK hyHKLMK, 06ecneymBatoLLeli KOMMyTaLMI, 3aLUUTy U ynpaB/ieHNe.

1) B Poccuiickoii depepaumnn gelicteyet FOCT P ICO/M3K 15408-1—2012 «HdopmauoHHas TexHonorus. Me-
TOAp! 1 cpefcTBa obecneyeHns 6e30nacHOCTW. Kputepum oueHkn 6e30nacHOCTY MHAPOPMaLIMOHHBIX TEXHOOMMIA. YacTb 1
BeegeHne v o6Lan Moaenb».
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B.7 CBOeBpeMeHHOEe pearMpoBaHue Ha cobbITUs

Monb3oBaTenb 060pyA0BaHUsA (BNadesel, akTuea) Ao/MKEH YCTaHOBUTL NOMUTUKY U Mepbl o6ecnedenuns VB, a Takke
HaA/exaluye SIMHAM CBSI3N W KOHTPO/S, HEOGXOAUMbIE 415 pearnpoBaHnsi Ha HapylueHust VB,
JTOT acnekT crefyeT yunTbiBaTh NpW O6LLEi oueHKe puUckoB yrpo3 MB, a He TOMbKO AJ1 HW3KOBOJIbTHO anna-

paTypbl.
B.8 JoCTynHOCTb UH(POpPMaLMOHHBIX pecypcoB

Llenbto sBnsieTcs obecneyeHne fOCTYNHOCTU HU3KOBO/ILTHON annapaTtypbl. Heo6xo4yMo NpUMEHSATb Mepbl, Kacato-
Lmecs NOAJIMHHOCTM, LENOCTHOCTU M 3almTbl OT YIpo3 OTkasa B 06CNYXMBaHUN.

OTOT acnekT crefyeT yunTbiBaTb Npu 06Lell oueHKe puckoB yrpo3 VB, B TOM unc/ie B HU3KOBO/bTHOW annapaType
n HKY.

[na obecneyeHns [OCTYNHOCTN PECYPCOB HEOOXOAMMO TakKe YYUTbIBaTb Clefytoline acnekTbl:

- ynpaBsfieHue pecypcamiu (HanpumMep, ceTeBas CEerMeHTauns Wi CXembl MPYOPUTETOBY);

- napamMeTpbl HacTPOIiKM CeTn 1 6e30nacHOCTY.

JocTynHOCTb — CBOWCTBO, Onpegensioliee BO3MOXHOCTb 3a 3aaHHOe BpeMs MosyynTb Tpebyemyo nHdopmam-
OHHYH0 yCNyry aBTOp130BaHHOMY Mofib3oBaTento. C AOCTYMHOCTbI0 YaCTO CBA3bIBAIOT TakKyl0 XapaKTepUCTUKY CUCTEMbI,
KaK roTOBHOCTb — CMOCOBGHOCTb K BbINO/IHEHWHO 3aAB/IEHHbIX (DYHKLMIA B YCTAHOB/IEHHbIX TEXHUYECKMX YC/TOBUSIX.

ATaky, umelowye Lefb HapylMTb CTEeMNeHb AOCTYMHOCTW, MOMYYWIN Ha3BaHWEe aTak Ha OTka3 B 06CMyXMBaHWM
(DOS-atakn).

MoBbileHVe 1 obecneyeHre 3a4aHHbIX YPOBHEW KOH(MAEHUMAIBHOCTM, LENOCTHOCTU WM AOCTYNHOCTN PecypcoB
OCYLLECTBAAIOTCA MyTEM NPUMEHEHUSI METOA0B VB — pas/ninyHbIX OpraHM3aLoOHHO-TEXHUYECKNX Mep obecneveHus VIb.
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MpunoxeHune I
(cnpaBo4HOE)

PekomeHpgauun gna notpebutenen (nosb3oBaTesieit)

1 O6wue nonoxeHus

B HacTosLEeM NpuUIoXeHNn NnpuseseHsbl NpuMepbl Mep ob6ecneveHnsa Vb B Buage peKOMEHAauMﬁ, KOTOpbI€ N3rotosu-
T€Nb O0/DKEH NpenocTaBUTb NOMb30BaTE/O B LESIAX Co34aHUA N nogaepXxaHna 3afaHHbIX ypOBHeI7I VIB.

2 OueHka puckos yrpo3s Vb

2.1 OueHka pnckos

OueHka puckos yrpo3 VIb — 3710 npouecc aHannsa v JOKYMeHTUpoBaHua puckos VB B cuctemax pacnpeneneHus
SM1EKTPOSHEPIMN M CUCTEMAXxX YNpaB/EHUS HU3KOBO/IbTHOW annapaTtypoli 415 BbISIB/IEHWS, ONpPeAesieHnst NpMOpUTETOB U
CHWXEHWS YPOBHSA MOTEHUMa/bHbIX Yrpo3.

Ha cTtaguu oLeHKM pPUCKOB BLIMOJHAIOT CreaytoLLee:

- AOKYMEHTUPOBaHWNE BCEX MOTEHUMasIbHbIX Yrpos;

- paccTaHOBKY NPVYOPUTETOB TakUX YIPo3 MO CTEMEHN TAXECTU, B/INAHNIO HA AeATEeNbHOCTL U Kputepuam Vb,

- NOpsJOK pacnpefeneHns pecypcos v NpoBeAeHns paboT € yrpo3amu.

B xofie OLEeHKN PUCKOB N3y4yatoTCA BO3MOXHbIE Yrpo3bl U3 BHYTPEHHUX UCTOYHMKOB, TakMX Kak HeAo0BOSIbCTBO CO-
TPYAHVKOB 1 MOAPAAUMNKOB, N U3 BHELLHMX MCTOYHUKOB, TaKMX Kak Xakepbl 1 BaHAaubl. [py OLEeHKe PUCKOB UCCNenyroTCs
noTeHupasibHble Yrpo3bl A1 HEMPEPbLIBHOCTU PaboTbl U OLEHMBAETCA LIEHHOCTb U YA3BMMOCTb akTMBOB, TakMx Kak 3a-
naTeHToBaHHbIe TEXHOMOMMYeckme paspadoTkm v gpyras UHTeNeKTyaslbHas CO6CTBEHHOCTb, NPOLECChl Y (DUHAHCOBbIE
JaHHble.

PesynbTaTbl 310l OLEHKM cnefyeT UCMnob30BaTh A4S ONpefesieHns NpUopuTeTOB MHBECTULMIA B pecypchbl obecne-
yeHusa Vb. CrnelyeT pacCMOTPETb NMPOLIECCHI, HU3KOBOJIbTHYIO annapaTypy 1 CeTu ¢ HanbosbLWM puckom yrpo3 Vb n Haw-
60nbLUMMY NOCNeAcTBUAMN AN 6usHeca n Vb, a Takke onpefennTb Hawnyyllyo peasin3anmio BCECTOPOHHEN 3aLLuThl.

2.2 MNporpamma Vb

Mporpamma VB onpeenseT NoMUTVKW, Ha KOTOPbIX OCHOBLIBAETCA peasim3auys SLeOHMPOBaHHOW (MHOroypoB-
HeBOW) 3aliMTbl, @ Takke Mepbl A1 BbIMOSIHEHWS 3TUX MOJIUTUK B 3aBUCUMOCTU OT AO/DKHOCTM M POM MOJSb30BaTess.
Monutnkn n mepbl obecneyenns Vb onpegenstor:

- PONV 1 [OMKHOCTHbIE 0653aHHOCTW A1 UL, KOTOPbIX KAcakTcs MOAMTUKM 1 Mepbl obecnedeHns UB;

- paspelueHue U1 3anpeLleHne Ha onpeaesieHHble BUabl AeATe/IbHOCTU Y NPOLECChl;

- NoCcneacTBusa HecobnaeHNs Tpebyembix Mep;

- MONUTUKN N METOAbI pearnpoBaHva Ha MHUMAEHTbI MB. B 3TUX fOKYMeHTax onpefensercsa nocnefosaresibHoCTb
AencTBuiA, NpeanpuUHMMAaEMbIX B C/ly4ae BO3HWKHOBEHUSI aTakuy Wiy npoucliectsmsl. PekomeHayeTcs B cocTaB JOKYMEH-
TOB BK/tOYATb:

- NfaH pearnpoBaHna Ha UHUMAEHT VB ¢ ykazaHMeM Mopsiaka BbINOSIHEHUS] HEOOXOAUMBIX AEeNCTBUIA 1 MHAOP-
MMUPOBaHUSI AO/HKHOCTHbIX /ML, OTBETCTBEHHbIX 3a VB, ANna HelTpanmsauum nocneacteuii uHupaeHta Wb,

- NfiaH BOCCTaHOB/EHUS nocrie nHumaeHTa Vb ¢ ykasaHnem nopsiika BbINOSIHEHNUS HEOOXOAUMbIX AEVCTBUIA B
3aBUCMOCTM OT PO/IN U AO/DKHOCTHbIX 06513aHHOCTEN COTPYAHMKOB A/19 BOCCTAHOB/IEHMS H3KOBO/IbTHOW anna-
paTypbl 1 npoueccoB A0 paboyero CoCTOSHMSA.

3 PekomeHAaLmMn NO NPOEKTUPOBaHMIO U YCTaHOBKE CUCTEM C HU3KOBOJIbTHOW annapaTypon,
ycTaHaBnmBaemow B HKY

3.1 O6LWMIA KOHTPONb AOCTyna

OcHoBHas yacTb obecneveHus Vb coctonT B pa3paboTke 3cpeKTUBHON NOMAUTUKN KOHTPOAS AocTyna. KOHTposb
JocTyna 3akiyaeTcs B MaeHTMdmkaumm rpynn nosb3oBatesnieil Win oTAesbHbIX COTPYAHWMKOB B pamkax opraHusauum u
onpegeneHun Tuna JocTyna, KOTopblii Heo06xoauM UM Ana 3hdEKTUBHOIO BbINO/IHEHUS CBOE PaboThbl.

YnpasneHve naponsMm — 310 OAWH 13 hyHAaMeHTa/IbHbIX MHCTPYMEHTOB [/151 3alMThbl HA3KOBOJILTHOW annapary-
pbl. Maponsamm yacto npeHebperatoT B NMPOMbILL/IEHHBIX CUCTEMAX YNpasieHus. MonMTuUK1 1 MeTofbl yrnpasieHns napo-
NAMM 3a4acTylo He NpopaboTaHbl WK NOSIHOCTBLIO OTCYTCTBYIOT.

Maponn HeobxoAMMO Nepuoauyeckn MeHsTb, B TOM YuMc/ie Nnoc/ie NepBOi YCTaHOBKW HW3KOBOJIbTHONM annapatypbl.
HagexHblii naposnb BKIYAET NPOMNUCHbIE U CTPOUHbIE BYKBbI, LMAIPbI U CReLmasibHble CUMBOSIbI, €C/IM OHU AOCTYMHbI. ANns
naposns AOMKHO ObITb ONPeaeneH0 MUHYMa/IbHOE KOIMYECTBO CUMBOJIOB.

PekomeHAyeTCs NMPUMEHATb KOHTPOJIbHbIE BOMPOCHI.

Mpumep - Maposib «MockBa» MOXeT CAYXUTb A/ KOHTPOJ/IbHOIFO BOMpOca «ropog, B KOTopblii Bbl nep-
Bblii pa3 cCoOBepLUM/IM NOe34Ky Ha noesae».
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Bce nonb3oBaTtenn A0/MKHbI 3HaTb O PEKOMEHAALMSX M0 CO3AaHNI0 1 UCMO/b30BaHNI0 Naposneii. B pekomeHaauum
cneayeT BK/IYaTh:

- WCMO/b30BaHVE VHAMBUAYA/bHLIX Naponeid ans Kakaoro nosib3oBarens;

- CKpbITME CMMBOJ/IOB BO BPEMsl BBOAA Napons;

- 3anpeT Ha nepegadvy naposieil No 3M1eKTPOHHOI NouTe UM APYTM KaHaslam CBS3W.

3.2 PekomeHaaunun no f0KasibHOMY AO0CTYny

JlokanbHbI AOCTYN K HM3KOBOMLTHOM annapatype u HKY npegocTtaBnsieT pas/MyHble BO3MOXHOCTU A1 AOCTyna K
MHhopmaLymn o cucteMe v ynpasneHus eto. Heo6XxoaMMO OrpaHnynTb TOKasIbHbIV AOCTYN K HU3KOBOJILTHOW annapaType v
HKY, ycTaHOBMB €ro B 3aKpbITOM MOMELLIEHUN, Hanpumep, YToobl N36exaTb HeCaHKLNOHNPOBAHHOTO U3MEHEHWS HACTPOEK.

Heobxoanmo co3fate npasuna ynpassieHns 4OCTYNOM K 3aKpbITOM 30He. B 4yacTHOCTW, HEOBXOAMMO rapaHTMpoBaThb
cnegyioulee:

- 30Ha NOCTOSIHHO 3anepTa;

- 30Ha 060pyfoBaHa CMCTEMO ayTeHTUMUKaLMM 1 asTopusauum;

- KU WM KOA, AOCTYNa [O/MKEH BbITh TOMBKO Y aBTOPM30BaHHOrO NepcoHana;

- Kabenn KOMMYHWKaALWOHHOM CeTU, BXOASLLME B MOMELLEHWE, 1 NOPTbI MOAK/THOYEHUST HA KOMMYHUKALMOHHOM anna-
paType 3a npefenaMun nomeLLeHns 3allyuLLeHbl;

- BCe YCTPOICTBa, Takune Kak MK, cMapToHbl 1 NNaHWeTbl, KOTOPble UMET AOCTYN K 610Ky ynpasneHys, 3awmie-
Hbl B COOTBETCTBUM C MOCNEAHUMMN PEKOMEHAALMAMN U3TOTOBUTENSA.

[na 3awmtel goctyna k obopygosaHmio MK, NOAKNHOYEHHOMY I0Ka/IbHO K €ro fiokasibHoMy nHTepdericy (USB mnm
nogo6HOMY), pekoMeHayeTcs:

- obecneuntb HaZexHyt 610kupoBky MK, Korga oHW He MCNoMb3yTCS;

- ybeautbea, uto MK, Ha KOTopbIX 3anyweHo MO ana HacTPolikv, TPebyrT /I0TMHA U Naposis Nosb30BaTenNs;

- o6ecneynTb NCNOMNb30BaHNE HaJEXHbIX Naponel;

- ybeautbes, 4TO Naposv nosib3oBaTesieil MEHAIOTCA PerynspHo;

- 3anpeTuTb UCNO/Mb30BaHNE CTapbIX Naporse;

- YCTaHOBWTb TaiiMep A1s 610kMpoBKM 3kpaHa MK no npoLuecTBrn onpeaeneHHoro BpeMeHy HeakTUBHOCTY;

- noBbIcUTb 3awwmTy MK B COOTBETCTBUM C NOCEAHVMI PEKOMEHAAUMAMN U3rOTOBUTENEN ONepaLoHHON CUCTEMBI,
nog, ynpas/fieHMeM KOTOPOI OHW paboTatorT;

- OrpaHuuuTb YMC/O NOJIb30BATENEN, KOTOPbIM paspeLleHO NPOoV3BOAUTbL HACTPONKY;

- noAfepXvBaTb CMUCOK TakMx Nonb3oBaTenieil B akTyaslbHOM COCTOSIHUM.

3.3 PekomeHAauum no yaasieHHoMy AOCTyny

Mpy NPOEKTUPOBaHNM 1 NOCTPOEHUW NPOMBILL/IEHHONM CETW ynpaBneHns Heo6XoAMMO NPUMEHATbL METOAbI pasaene-
HWS 015 OTAENEHNS MPOMbILLIIEHHOW ceTw OT ceTn UT. MNepeuncnerHble AeincTBus obecneumsBatoT 3almTy OT HECaHKLMO-
HMPOBaAHHOTO A0CTYyNa K 060pyA0BaHMI0. JOMOMHUTEILHO PEKOMEHAYETCA MPUMEHEHWE CreayoLnX AeACTBIIA:

- MCNOJIb30BaHNe MeXCceTeBbIX 3KPaHOB;

- CO3[aHune 0eMUIMTapru30BaHHbIX 30H, ecnv NPUMEHUMO;

- UCMOSIb30BaHME CUCTEM O6HapyxeHus BTopKeHus (IDS) w/wnm ycTpPONCTB cucTeM npeaynpexneHns BTOPXEHW
(1Ps);

- BHefpeHue nonutuku VB n nporpamm oby4yeHus;

- onpepfeneHve MeTOLOB pearnpoBaHns Ha MHUMAeHTbI VB.

3.4 PekomeHgauun no 06HOBEHUSIM NPOLUNBKMA

UTo6bl CHU3UTL YA3BMMOCTb K arakam, CUCTeMbl JO/KHbI ObiTb OGHOB/IEHbI 40 MOC/IEAHNX BEPCUI MPOrpamMMHOro
obecrneyeHnss 1 NPOLUMBKMX, PEKOMEHAOBAHHbIX N3rOTOBUTENEM.

Mpy ycTaHOBKE OBGHOB/IEHMIA NPOLLUMBKM H3KOBOJILTHOW anmapaTypbl WM KX KOMMNOHEHTOB PEKOMEHAYETCS:

- yCTaHaB/nMBaTb OGHOB/EHUS B COOTBETCTBUM C NPUHATBLIMK MeTogamm akcnayataumm (OT), TakuMmn Kak UcnbiTaHne
B HEMPOM3BOACTBEHHON CMCTEME A9 NPOBEPKM Nepes, UX YCTaHOBKOWN M pa3BepTbiBaHNEM B NPOU3BOACTBEHHON Cpeae;

- [ANA 3arpy3ky M yCTaHOBKM OBGHOBEHMIA MPOLUMBKM MCMO/b30BaThb TOMbKO HagexHoe MO nocTaBLLMKa;

- nepep, 3arpy3koli 1 yCTaHOBKO OGHOBMAEHWIA NPOLLUMBKM yoeauTsest, 4To MO nocTaBLiMKa UCNosb3yeT AeCTBYIo-
Wi cepTudomkaT umMdgpoBoi noanucy;

- noBbIcUTb 3awwmTy MK, Ha KOTOpPOM ycTaHoB/IeHO MO nocTaBLUyKa, B COOTBETCTBUM C NOCNEAHUMU PEKOMEHaLIMN-
AMW NOCTaBLUMKA 4715 ONepPaLYOHHON CUCTEMBI.

C perynsipHbIM1M MHTEpBa/laMi BPEMEHW, HO HEe pexe OAHOro pasa B TpU Mecsiua, criefyeT NpPOoBOAWTb MPOBEPKY
nepeyHs aHHynMpoBaHHbIX cepTudukaTos (CRL), ny6nukyembix noctaslimkamu. [NpoBedeHne nposepkn obecneyvsaeT
OTCYTCTBME CKOMMPOMETMPOBAHHBIX CEPTUNKATOB B UCNOMb3YEMOM 060pYA0BaHUM.
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