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MNpepgncnoBne

1 NOATOTOBJ/IEH O6wecTBOM C OrpaHM4YeHHOl OTBETCTBEHHOCTbI «DOC Tex» (OO0 «20C Tex»)
n depepanbHbiM rOCyAapCTBEHHbIM GHOAXETHbIM yypexeHneM «POCCUACKMA WMHCTUTYT cTaHfapTusauuun»
(®FBY «WHCTMTYT cTaHgapTuM3auum») Ha OCHOBE COGCTBEHHOro nNepeBoja Ha PYCCKUIA SI3blK aHT0A3bIYHOM
BEpCUMN AOKYMEHTA, YKa3aHHOro B NyHKTe 4

2 BHECEH TexHUW4YecKMM KOMUTETOM Mo cTaHgapTm3aumn TK 58 «PyHKLMOHaNbHAA 6€30MacHOCTb»

3 YTBEPX/AEH W BBEAEH B AJEWCTBWE Mpukasom ®enepanbHOro areHTCTBa MO TEXHUYECKOMY
perynupoBaHui n metponoruu ot 13 uwoHa 2024 1. Ne 777-cT

4 HacToawwni ctaHgapT MAEHTUYEH MeXAayHapogHoMy fokymeHTy IEC/PAS 63325:2020 «TpeboBaHusa
K YHKUMOHaNbHON 6e30NacHOCTU U 3alinTe CMCTEMbI KOHTPOAS NpOMblW/AeHHOn aBTomaTtusaumm (IACS) Ha
NPOTSXeHUN XnsHeHHoro yukna» (IEC/PAS 63325:2020 «Lifecycle requirements for functional safety and se-
curity for IACS», IDT)

5 BBEAEH BIEPBbIE

MpaBuna NpUMeEHeHMa HaCTOSALWLEro cTaHgapTa yCTaHoB/eHbl B cTaTbe 26 defepasibHOro 3akoHa
0T 29 uioHA 2015 r. Ne 162-9®3 «O cTaHgapTulaumm B Poccuitckon depgepauuun». VMIHpopmaums o6 ns-
MEHEeHMAX K HacToAWeMy cTaHaapTy NybankyeTca B exXerogHom (Mo cOCTOSHUI Ha 1saHBapsa Tekywero
roga) MHAOpMaLUMOHHOM yKasaTene «HauuoHasibHble CTaH4apThl», a ouuManbHbli TEeKCT U3MEeHEeHWUN
N NonpaBoK — B eXeMeCsAYHOM MH(OPMaUMOHHOM ykasaTene «HauuoHanbHble cTaHgapThli». B cnyvae
nepecMoTpa (3aMeHbl) UM OTMeHbl HACTOALWEro cTaHjgapTa CoOTBeTCTBYWLee yBefomneHne byaeT
ony6/iMKoBaHO B Gnvkanliem BbINyCKe eXemMecA4YHOro MHGOPMaUNOHHOro ykaszaTens «HauuoHasbHble
cTaHgapThl». CooTBeTCTBYWLWAas UHpopMmauns, ysegoMeHne U TeKCTbl pasMeLLalnTCca Takke B WH-
hopmaLnoHHON cucTeme 06LLero Noib3oBaHNs — Ha odmumanbHOM caliTe defepasbHOro areHTcTBa no
T EexXHUYEeCKOMY perynnpoBaHuio U MeTposornuy B ceTu NMHTepHeT (Www.rst.gov.ru)

© IEC, 2020
© OdopmneHne. ®rbY «MNHCTUTYT cTaHpgapTusaummn», 2024

HacTosiwuii cTaHfapT He MOXET 6biTb MOMHOCTbLI WAWM YACTUYHO BOCMPOU3BEAEH, TUPAXKMPOBAH U pac-
NnpocTpaHeH B KayecTBe ohULMaNbHOIO U3gaHus 6e3 paspelweHus defepasbHOro areHTCTBa No TEXHUYECKO-
My perysiupoBaHui0 1 MeTpPosioruu
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BBepgeHne

Be3onacHOCTb M 3al MW EHHOCTb CTAHOBATCHA BCe 60/siee B3aMMO3aBUCUMbIMU. TpagUUMOHHbIE CUCTe-
Mbl, CBfA3aHHble Cc 6e30nacHOCTb0, 60/blie He M30NUPYITCHA, Kak 3To Tpe6oBasioCb NpU MX NOAKAYEHUN U
obecneyeHnn HyHKLMOHANbHO COBMECTUMOCTU, a Yrpo3bl 1 YSA3BUMOCTU MOTYT YBENIMUYNTb BEPOATHOCTb atak
Ha CUCTEeMbI, CBsi3aHHble C 6e30nacHOCTbo. HacToAawmniA cTaHfapT COAEPXUT HEKOTOPbIE OCHOBHbIE PEKOMEH-
Aaunn no pyHKUMOHaNbHON 6€30NacHOCTM U 3aunTe UHPopMayuu.

B HacTosiulem cTaHgapTe onucaHbl acnekTbl (PYHKLMOHaANbHO 6e30nacHOCTU W 3aluTbl UHQOPMaL MK
Ha pas/IMYHbIX 3Tanax XW3HEHHOro uuKAa, ONTUMMU3auns OLEHKM PUCKOB, MOBbIWEHWE 3P EeKTUBHOCTUN Aeli-
CTBWIA MO 3awunte MHopmaymmn n obecnevyeHnto PyHKLMOHANbHON 6€30NacHOCTM, B TOM 4Yuc/ie Npu NPOeKTU-
poBaHuUKN, nNpeaynpexaeHne KOHMPNUKTOB MexAy PYHKLMAMU obGecnevyeHUss PyHKLMOHANbHON 6e30MacHOCTM
N KOHTpMEepamu 3awunTbl MHPopMauum. HactoAwmnii cTaHgapT TakXe COLEepPXUT psj pekoMmeHaauwin no co-
BMECTHOMY MpPOEKTUPOBAHUID 3P (PEKTUBHLIX MU IKOHOMUYHBIX CUCTEM obecneyvyeHus (PyHKLMOHaANbHOW 6es-
0MacHOCTM U 3alWMnTbl UHOPMaL UK.
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HALULWOHAIMNDBHGEBINR CTAHOAPT POCCUWNCKOW PEOLEPALMNMN

TPEBOBAHWA K ®YHKLUMWOHANBHOW BE3OMACHOCTW
N 3AWUNTE CUCTEMbI KOHTPONA MPOMbIWAEHHOW ABTOMATU3ALKN (IACS)
HA MPOTAXEHUN XU3HEHHOIO LUWKIA

Lifecycle requirements for functional safety and security for IACS

[ata BBegeHna — 2025—07—01

1 O6nactb NpUMeHeHuUs

B HacToflwem cTaHfapTe cogepxaTca TpeboBaHUSA WM pekoMeHAauuy no obecneyvyeHWto U NOATBEPX-
OEHNI (PYHKUMOHANBLHOW 6€30MacHOCTU U 3aWnTbl MHOPMAaUMM Ha pasInYHbIX 3Tanax XWU3HEHHOro Luukna.
HacTtoawuii ctaHgapT noMoraeT KOOPAMHMPOBATbL NPOLECCHl OLEHKUW PUCKOB, MPOEKTUPOBaHWUA, ynpaBneHus
M aKcnnyaTauumn, a Takke npejoTBpaliaetT KOHPAUKTb Mexay dyHKLUOHaNbHON 6€e30NacHOCTbIO U 3alnTol
nHopmaumn.

HacTtoawuii ctaHgapT HaleneH He Ha co3gaHue abCcoMTHO HOBOTO XXU3HEHHOTO LuKia, a Ha BblpaboTky
Tpe6oBaHWi 1 NPeanoXeHUA N0 KoOoOpAMHALMN (PYHKLMOHA/IbHON 6€30MacHOCTM U 3aWnTbl MHOPMALMKN Ha
OCHOBE XW3HEHHbIX LUKNOB (PYHKLMOHaNbHOW 6€e30nacHOCTU, 3aWnTbl MHhopMauumnm 1 4PYrnx COBPEMEHHbIX
npoLeccoB NPOeKTUPOBaHUS.

HacTtoawwnii ctaHgapT NPUMEHUM K cucTemam ynpaBieHus npoMbiwneHHon aBTomaTtusauum (IACS), B
TOM yucne kynpasnsemomy obopygosaHuto (YO) n cuctemam, cBA3aHHbIM C 6€30MNaCHOCTLIO.

2 HopmaTuBHbIE CCbIIKN

B HacToslWeM cTaHfapTe HOPMaTUBHbIE CCbIJIKM OTCYTCTBYHOT.

3 TepMUHbI, onpeaenieHnss N CoOKpalleHns

3.1 TepMuHbl N onpepesieHnsa

B HacTosAlWweM cTaHOapTe NPMMEHeHbl cneayllwmne TepMUHbE U onpefeneHns.

MCO n M3K gna npumeHeHWA B cTaHfapTusauuy nogaepxuBaloT TEPMUHOMOTMYECcKMe 6a3sbl AaHHbIX:

- Mnatcopma oHnaliH-npocmoTpa NCO; gocTtynHa no agpecy: https://www.iso.org/obp.

- dnektponegusa M3K; gocTtynHa no agpecy: http://www.electropedia.org/.

JononHuTenbHble onpegeneHns MOryT BKAlO4YaTb B Ceb6a CCbiIKM Ha cepun cTaHgapToB M3K 62443 n
M3K 61508.

3.1.1 koHnukT (conflict): Cutyauusa, B KOTOPO OAHA WM HECKONbKO Mep o6ecnevyeHus 6e3omnacHo-
CTU npoTMBOpeYaT OAHON WAW HEeCKONbKUM KOHTpMepam 3aluTbl U He cnocobHbl obecneynBaTb Heob6xoau-
Mble LiefieBble nokasatesnin aPeKTMBHOCTH.

MpumeuaHue — HacTosilee onpefeneHne KOH(IMKTA OTHOCUTCS K KOHTEKCTY HACTOsLLero cTaHaapTa.

3.1.2 6e3onacHocTb (safety): OTcyTcTBME HENMpMeMaeMOro pucka.

[M3K 61508-4:2010, 3.1.11 n M3K 62443-1-1:2009, 3.2.94]

3.1.3 dyHKynoHanbHas 6e3onacHocTb (functional safety): YacTb obuwein 6e3onacHocTu, 06ycnoB-
neHHaa npumeHeHnem YO u cuctembl ynpasneHusa YO n 3aBucawas oT NnpaBuUbHOCTU (PYHKLMOHMPOBAHUSA
3/3/M3 cucrtem, cBA3aHHbIX C 6€30NaCHOCTbLIO, U APYINX CPEACTB NO CHUXEHUID puUcka.

[M3K 61508-4:2010, 3.1.12]

M3pgaHne odpuymnanbHoe
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3.1.4 3awmTa MHPopmMmaunun (security):

a) mepbl, npegnpuHMMaemMble A5 3aWUTbl CUCTEMBI;

b) cocTosiHME CUCTEMbI, KOTOpOe siBNAeTcA pe3ynbTaToM pa3paboTkum M NpoBefeHuWs Mep 3awuTbl CU-
CTEMBI;

C) cOoCTOflHME pecypcOB CUCTeMbl, KOTOpPble 3alMlieHbl OT HEeCAHKLMOHMPOBAHHOIO AOCTyNa K HUM K
HEeCaHKLMOHNUPOBAHHOTO WAN CNYy4YaHOTrO MX U3MEHEHUS, YHUUTOXEHUSA, a Takke oT yTepu;

d) BO3MOXHOCTb KOMMbIOTEPHOW CUCTEMBbI rapaHTMpoBaTb B AOCTATOYHOW CTeMeHu, 4YTO HeaBTOpPU3O-
BaHHble Auua W CUCTEMbI HE CMOTYT HM BUAOM3MEHSATb NporpaMmMHoe obecneyeHue U fgaHHble O HEM, HU
nosyyaTtb AOCTYN K QYHKLUUAM CUCTEMbI, HO B TO XX€ BPeMS rapaHTMpoBaTb, YTO 3TO BO3MOXHO A9 aBTOpPU30-
BaHHbIX NNL, N CUCTEM;

e) npepoTBpalleHWe HEeCaHKLMOHMPOBAHHOIO WM HexenaTe/nbHOro NMPOHUMKHOBEHUSA, a Takke BMell a-
TenbCTBa B MCMNPABHY0 W 3anjlaHMpOBaHHY paboTy CUCTEMbl MPOMBbILWIEHHON aBTOMAaTUKN U KOHTPONS.

MpumeyaHne — YkaszaHHble Mepbl MOTyT MpeAcTaBAsATb CO6GOW Mepbl 3awWmTbl, OTHOCALMECS K (hN3nNYecKoi
6e3onacHocTn (ynpaBneHne hrnsmyecknm fOCTYNOM K BbIYMC/IUTENbHLIM 06bEeKTaM) Uau Nornyeckoin 6esonacHocTy (BO3-
MOXHOCTb BXOZla B KOHKPETHYH CUCTEMY W MPUIOXKEHHUE).

[M3K 62443-1-1:2009, 3.2.99]

3.1.5 yrposa (threat): NMoTeHuManbHas BO3MOXHOCTb HapyleHus 6e30NacHOCT Mpu HanuMuumy o6cToN-
TenbcTBa, cCpeacTBa, npouecca WanM cobbiTUsA, CNOCOBHbIX HApPYLWMWTb 6€30NacHOCTb M HaHecTH yuepb.

[M3K 62443-1-1:2009, 3.2.125]

3.1.6 yasBumocTb (vulnerability): Led ekT nnm HecoBepweHCTBO CTPYKTYypbl MamM cnocoba peanunsaumu
CUCTEMDBI, a Takke ee (PYHKLMOHUPOBAHUA U yNnpaBieHUs, Kak 6/1aronpuaTHas BO3MOXHOCTb A1 HapyLeHus
LLeNIOCTHOCTU CUCTEeMbl UMW NOMUTUKM ee 6e30MacHOCTU.

[M3K 62443-1-1:2009, 3.2.135]

3.1.7 akTuB (asset): ®un3anyeckniti UM NOTNYECKUN 0O6BEKT, KOTOPbIA MMEeT BOCNPUHUMAEMY UK
peanbHyl LEHHOCTb AN COBOKYMHOCTM (PYHKUMI o6ecneyeHns 6e30MacHOCTU M aKcnayaTauWOHHbIX QYHK-
umin IACS.

MpumeuyaHue — [laHHOE onpegesieHne akTVBa NPUMEHSIETCS B KOHTEKCTE HACTOSILLEro cTaHAapTa.

3.1.8 kooppauHauunsa (coordination): AestenbHocTb IACS, 6narogapsa KOTOpPO:

- BCe (paKTOpPbl PUCKOB YYUTLIBAKTCH U KOHTPONUPYHTCS;

- npouecc ynpaB/ieHUs pUCKaMun BbINOMHAETCA Hajnexawum obpasom;

- OTCYTCTBYKT KOH(/IUKTbI Mexay Mepamu obecrnevyeHuss 6€30MacCHOCTU U KOHTPMepaMu 3aliuTbl WH-
hopmaynu.

3.2 CokpaweHuns

IACS — cuctema KOHTPOAA NPOMbILWIIEHHOW aBToMaTusauuu;
SOl — ueneBas cucrtema,

SIL  — ypoBeHb NOMHOTHI 6e30NacHoOCTY;

YO — ynpaBnsdemoe obopygoBaHue.

4 Ctagumn XXU3HEeHHOro uukna

Ha npoTsXeHWn BCEero XU3HEHHOro LuKia Heo6XxoAUMO NOALEPXKUBATb CBA3b U B3auMoaeiicTBue mexay
PYHKLMOHAaNbHOM 6€30NacHOCTbIO M 3aWnNToi nHdopmMayum, YTobsbl:

- BCe 060CHOBAHHO MPOTHO3UPYEMbIE aTakum W HapyweHWUs yC/0BWUI akcnayaTauumn 6bian onpegesieHsl
N HaXO4UIUCb NOA KOHTPONEM;

- BCe TpeboBaHUA NO CHUXEHU PUCKOB ObIIN AOCTUTHYTHI;

- BblpaboTaTb KOMMNPOMMUCCHbIE NPOEKTHbIE pelleHus, KoTopble o6ecnevyat COBMeCTUMOCTb U Npuemsne-
Mbl€ YPOBHW PUCKOB, MOCKO/bKY KOH(AUKT Mexay mepamn obecnedyeHns PyHKLMOHaNbHON 6e30nacHOCTU ©
KOHTpMepamu 3aWnTtsel HhopMmaLunm MoXeT NPUBOANTbL K YBEJIMYEHUD PUCKOB.

Kak npaBuno, BbIAENAT ceaylouime atanbl XU3HEHHOIO Lukna:

- KOHUenuuio n o6nactb NPUMEHEHUS;

- OLEHKY pUCKOB;

- pa3paboTKy n BHeApeHue;

- akcnnayaTtauuio n o6cnyxuBaHue;

- BbIBOJ, M3 aKcnayatauum n yTuaunsayuio.
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MpumeuyaHne — TpeboBaHUA K XKWUIHEHHOMY LUKy pasiMuHbl U 3aBUCAT OT KOHKPETHOro cTaHgapTa
(M3K 61508, M3K 61511, M3K 62443 n ap.); B HacTosiLeM CTaHAapTe paccMaTpyMBalOTCs TOMIbKO TMMNOBbIE 3Tambl, KOTO-
pble Hanbonee BaxHbl 4719 06ecneyeHnss COBMECTUMOCTM MeXay 6€e30NacHOCTb U 3awWwmToln nHGopMauuu.

5 TpeboBaHWe K KOoOpAMHaLMN MeHeoKMeHTa

5.1 O6wure nonoxeHnsa

Mpoueccbl TEXHUYECKOT0O MeHeAXMeHTa c/fefyeT paccMaTpuBaTb B Hauyane XWU3HEHHOro uukna; Ans
KOHKpEeTHO/ opraHusauuMm pekoMeHAyeTCs NjaaHMpoBaTb 06LiMe MpPoOLEecCbl TEXHUYECKOTO MEHEeIXMEeHTa,
BK/lOYAs cneyunannMcTtos, OTBeYawwWwmnx 3a pyHKLMOHaNbHY0 6€30MacHOCTb ¥ 3aWnTy nHopMaLum.

MpoLeccbl TEXHUYECKOTO MEHEAXXMEHTA A0/IKHbl GblTb peann3oBaHbl Ha NPOTSXEHUU BCETO XXU3HEHHO-
ro umkna. Ecnun onpepeneHbl nepecekakowmnecs TpeboBaHus K 4elAiCTBUAM Mo o6ecnevyeHnto yHKLMOHAIbHOM
6e30MacHOCTM U AeNCTBUAM MO 3auuTe uHpopmaymmn, To 4Aa UX YyCNewWwHoro cobaaeHnsa Heobxogumo pac-
npefensiTb OTBETCTBEHHOCTb (MCK/OYEHWE COCTaBASAKT cneuunanbHble Ans npeameTHoli o6nactu TpeboBa-
HUA K MEeHeAXMEHTY PYHKLMOHANbHON 6€30NacHOCTU U 3alnTbl MHGOpMaLnNn).

OCHOBHbIMKU Lensmy obecneyeHns PYHKLMOHANBbHOW 6€30NacHOCTU K 3aWNUTbl MHPOPMaLUN LOXKHbI
ABNATLCSA MWUHMMU3ALUA PUCKOB NMPUUMHEHWUS Bpeja NHOASM U OKpyXawlell cpefe, a Takke HaHeceHus
CEpPbEe3HOro MaTtepuanbHOro U penyTaunoHHOro yulepba.

Mogxoabl K ynpaBfeHW0o puckamMun OXBaTblBAlOT KakK PyHKLUMOHaNbHY 6€30MacHOCTb, TakK U 3aluUTy WH-
dopmayun. Mepbl ob6ecnedyeHns PYHKLMOHANbHOW 6€30NaCHOCTU M KOHTPMEPbI 3aWnTbl MHpOpMaLUnM Haue-
NleHbl Ha AOCTUXEHWEe MPUEMNIEMOro YpoBHS pucka. MNpu BO3HUKHOBEHUM KOHMDNKTA Mexay mepamu obecne-
YeHns (PYHKUMOHaNBbHOW 6€30NacCHOCTU M KOHTPMEpaMMn 3aWunTbl MHPOPMaLMN HEO6X04MMO BbipabaTbiBaTb
KOMNPOMUCCHOE NMPOEKTHOEe pelleHue, KOTopoe obecneynBaeT NpUeEMIEMbIA YPOBEHb pUCKa.

5.2 Tpeb6oBaHUA K opraHusayum

OTBETCTBEHHOCTb!:

- BCe cneumanucTtbl, KOTOpPble NPUHUMAKT 06WMe Mepbl NOo ob6ecnevyeHno PYHKUMOHaANbHOI 6Ge3onac-
HOCTWN U 3alWUNThI I/IHCbOpMaLI,I/II/I, AO/KHbBI MOHNMAaTb CBOU 06s13aHHOCTU U 3agadu;

- LOJIXHbI 6bITb MPEfYCMOTPEHbI MEXaHW3Mbl B3aUMOAENCTBUA, B OCOOGEHHOCTN MexXAay cneumanncramm
no hyHKLMNOHaANbHON 6€30MacHOCTM U 3awWnTe nHpopmMaLmuu;

- OLO/IXHbI 6bITb BbipaboTaHbl cneynanbHble NpoLeaypbl U MEXaHW3Mbl KOOPAWHALWN ANS BbIMOMHEHNSA
nepecekawwmxcs 3agay no obecnevyeHnto PyHKLMOHANBHOW 6€30MaCHOCTM M 3alWnTbl MHhOpMaLun.

5.3 YnpaBneHne nameHeHNAMU

Heob6xoammo BbipaboTaTb CKOOPAUHMPOBAHHbLIA NOAXOA K YyNpaBieHW0 U3MEHEHUSIMU.

LonxHbl 6bITb pa3paboTaHbl nNpouefypbl OLEHKM BO3MOXHbIX OTpULATEeNbHbIX BO3AEWCTBUIA Ha DYHK-
LMOHaNbHyl 6e30MacHOCTb M 3alWUTy MHpOpMauMn npu BHeceHUU usmeHeHuii B IACS (ee koHgurypauuto,
paboyee cocTossHME U Ap.)

N3meHeHUs, cBsi3aHHble C PYHKLUMOHANbHOW 6e30MNacHOCTbIO, AO/IKHbI NOABEpraTtbCsi BCTPEUYHOMY ay-
AUTY CO CTOPOHbLI CNeuManncToB Mo 3awWwuTe MHoOpMauUu ANs NPOBEPKU AONYCTUMOCTU U 3P EKTUBHOCTM
KOHTpMEp 3aWmnTbl MHOpMaL UK.

BHeceHne u3MeHeHUi B CUCTEMbl, CBA3aHHble C (PYHKLMOHANbHOW 6€30MacHOCTblO, YacTo NPUBOAUT K
BO3HUKHOBEHMWIO HOBbIX YA3BMMOCTel. B Takmx cnyyasx o6bIYHO MPUHUMAKOT AOMOMHUTEbHbIE Mepbl 3aLliUThbl
nHdopmaumnm, a Npyu Heo6XoAMMOCTN NOATBEPXAEHUA UX 3PP EKTUBHOCTH BbIMOHAKT cneynanbHblii aHanms
pUCKOB.

Mpy BHECEHUN M3MEHEHWUI B Mepbl 3alWnTbl MHpoOpMaunmn (Hanpumep, yCTaHOBKY UcCnpaBieHunii) BbiNos-
HAIOT COOTBETCTBYIOLWNA aHanu3 (a Npyu Heo6X0AMMOCTHY Takxe NPOBOASAT COOTBETCTBYOUWME UCAbITAHNA) ANA
nNpoBepKU OTCYTCTBMS OTpULATENbHOIO BO3AENCTBUA 3TUX M3MEHEHUI HAa (PYHKUMIO 6e30MacHOCTH.

|_|OCKO}1be YKa3aHHbleé U3MEeHEeHNA MOryT NoBJ/INATb Ha NONHOTY 6630I‘IaCHOCTVI, a ana BHeceHUAa 3Tux
M3MEHEeHNUN ¢ cobnwgeHnem TpeboBaHMI MO 3awnTe MHpopMaumm TpebyeTcs BpeMs, Heob6xoaumo oTcne-
XNBaTb U KOHTPONMPOBATb YA3BUMOCTb. MNpyM HEOGXOAUMOCTM BLINOJHAKT CNelunanbHylo OLEeHKY PUCKOB ANs
onpefiesieHNss KOMMEHCUPYOLWMNX Mep, KOTOPble COXPaHAT NOMHOTY 6e3onacHocTu. Peanusauunio 3TUX KOM-
NEHCUPYIOLWUX MEP OCYLECTBNAIOT C pa3pelleHns cneymanncTa no ynpaBneHuo 3awnToil nHopmaymu.
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6 TpeboBaHUA K XN3HEHHOMY LINK/TY

6.1 KoHuenuusa n obnactb NpuMeHeHUs

Heob6xoaMmo onpefennTb CUCTEMbI, CBA3aHHble C 6€30MacHOCTblO, U CUCTEMbI, CBAA3aHHble C 3aliUTOoW
nHopmaumm, 061acTb UX NPUMEHEHNS, X nepumeTp 6e30MacHOCTM, 3ajaBas CNUCOK LeneBbiX CUCTEM.

UToObl AOCTUTHYTb Lenein dyHKLMOHaNbHON 6€30MacHOCTM U 3alnUTbl MHpOpMaLMKn, AOXKHbI 6bITb pac-
CMOTpeHbl BCE CpeAcTBa, CUCTEMbl yNnpaB/ieHUss 1 ceTeBas cpeja, B TOM 4ucne:

- TUNbl U MPUMEHEHNEe 3aBOACKOT0O/LEeX0BOro 060pyA0BaHNSA 1 €ro CUCTEM YNpaB/ieHUs;

- (hm3uyeckas cpefa nepegaym v NPOTOKON CBA3W AN 0OMeHa AaHHbIMKW MexXAy BCEMU ycTpolicTBamu,
cucTtemMamu ynpaBfiieHUus 1 o6WenoCcTYyNHON ceTbio;

- ceTu CcBA3M, KOTOpPble HEO6X0AUMO N30/IMPOBATb;

- 0603Ha4YeHMe rpaHuUL pasNNUHbIX BUPTYyanbHbIX ceTel N Pusnyeckmx obnacten (B ToM uyncne gyHk-
LMOHANbHbIX TPAHUL, TUMOBbLIX CUCTEM).

[OMXHbl 6bITb CTPOro onpegeneHbl peakuus uUamM cnocob pearMpoBaHWsA CUCTEMbl Ha KPUTUYECKY aTa-
Ky. Bo3mMOXHble cnoco6bl pearnpoBaHus:

- npogonkatb paboTy B MPEXHEM pexume B KPATKOCPOUYHOM nepuone 6e3 U3MeHeHUss CUCTEMBI;

- M301MpoBaTb CUCTEMY [0 YCTPAHEHUS AedeKkTa UM yrpossbl;

- OCTAHOBWUTb NPOM3BOACTBEHHLIN NpoLecc 1 nepeBecTn cucTtemy B 6e3onacHoe COCTosHMe.

MPUMEP - MMpwn cb6oe gncneT4YepcKolr CcTaHUuUM UK ee 3apaXeHnu BUPYCOM TaKyk CTaHuu gocTa-
TOYHO BPEMEHHO M30/IMPOBaTb, a MNPU OTKa3e KOHTPos/iepa CUCTEMbI 6€30MNacHOCT U MOXeT NoTpeboBaTb-
CA HeEMeJ/IEHHOE OTK/IHOYEeHMe.

Heob6xogumo knaccuduumnpoBaTb BCe CUCTEMbI U yCcTpoicTBa (NpuMmep ANns 060pyA0BaHUA TEXHOOIN-
4eckoro Kkomnsekca cm. B Tabnuue 1; B aToil Tabnmue He nokasaHa ob6was knaccudukayma, NOCKOIbKY Knac-
cudmkKaumsa 3aBUCUT OT KOHKPETHbLIX MPUMEHEHNIA).

Ta6nuua 1— MpuMep KNaccuguKaLmm BCex CUCTEM U YCTPOIACTB

CucTembl 1 yCTpolicTBa d)yH(I:(aﬂl/l?(’)iHat}llbcHOﬁ CBsi3aribi C 3aLLMTON
6e30MacHOCTbI0 MHcpopMaLY
Heanektpnyeckne/undposble cpegctsa Ansa 6a3oBoro ynpasieHUs Het Het
OnekTpuyeckne/unposbie cpeacTsa 415 6a30BOro ynpasneHus Het Ha
HeanekTpuyeckne/ungpoBble NHCTPYMEHTbI A5 yNpaBieHns 3awmTol Oa Het
AnekTpnyeckne/untpoBbie UHCTPYMEHTbI A5 yNpaBAeHNa 3almToi Oa [Ja
Bnok 6a3oBoro ynpasneHus Hert Ja
Bnok ynpasneHus 6e30nacHOCTbIO Ja Ja
UenioBEKO-MaLUUHHbBIA MHTepdeic ana 6a3oBoro ynpaB/eHus Het Ja
UenioBEKO-MaLUUHHLIA UHTepMec Ansa ynpaBneHns 3aluTon Oa Ja
MexXceTeBoi 3KpaH, L3 Het Oa

OnuncaHne apxuTekTypbl (B TOM 4ucCNe CUCTEM W CETU) AO/DKHO OblTb AOKYMEHTa/lbHO O OpPMIIEHO.
OHO AO0XKHO yYnTbIBaTb:

- NMONTHYH M30/IMPOBAHHOCTb CUCTEMBI;

- CKBO3HOIi KaHan CBA3MW,

- N30MNPOBAaHHbI KaHan CBA3WN C CETbK YPOBHS MOHUTOPUHrA;

- COBMECTHO MCNO/Ib3YEMbI KaHas CBA3UM C CETbi0 YPOBHS MOHUTOPUHTA;

- NOAKAYEHUE K MPOMbILWIEHHOWN ceTu;

- ceTeBOe NOAKAYEHNE TMOPUAHON CUCTEMbI yNpaB/eHns, CBA3aHHOW/He CBSA3aHHOM ¢ 6€30MacHOCTbLH.

6.2 OueHka puckos

6.2.1 O6uwune Tpeb6oBaHnA
Mepepn TpagUUMOHHON CBSA3aHHON C 6€30NaCHOCTbI OUEHKOW PUCKOB M OL,EHKON Yyrpo3 u ysa3BMMOCTEN
HEeo6Xo04MMO BbIMOSHATbL O6LLYH OLEHKY PUCKOB.
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Mocne TpaaWUMOHHOW CBA3aHHOW € 6€30MacCHOCTbI0 OLEHKM PUCKOB U OLEHKW Yrpo3 U ys3BUMOCTEI
[AO/KeH 6blTb 3anylWeH Npouecc paspeweHns KoOHgaMKTa.

Heo6xoanMma ofHa rpynna cneuuanuctos AN BbiNOMIHEHUS KOMMNIEKCHON OLEHKU PUCKOB WKW ABe Tpyn-
Mbl CNeunanncToB AN BbIMOSIHEHUSA OLEHKN PUCKOB, CBSI3aHHbLIX C 6€30MaCHOCTbIO W C 3aWUTOl UHopMaluu,
npu Hagfexalwein B3auMHOW noagepx ke Uan B3anmMomeincTeuu.

O6uunit NpoLecc OLEeHKN PUCKOB MoKasaH Ha pUcyHke 1.

PucyHok 1— O6LWwmii npoLecc OLEeHKN PUCKOB

6.2.2 AHann3 onacHoOCTel M pUCKOB/OLEHKaA Yrpo3 1 yA3BUMOCTe

B uenax nopfepxaHua pucka HuXe AOMNYyCTUMOrO YPOBHSA HeOob6XOoAMMO OnpefennTb BCe BO3MOXHble
onacHble co6bITUA B onpefesieHHbIX NpeAMeTHbIX 061acTax, cBA3aHHbIX ¢ IACS, a Takxke ucyepnbiBal UM
06pa3om NPMMEHATb W KOOPAMHWPOBATbL Mepbl, CBA3aHHble C (PYHKLUMOHANbHON 6€30MacHOCTbIO, 3aLWUTON
UHopMauun, N apyrme TexHmyeckme Mepbl 6€30MacHOCTHU.
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Heo6xoanmMo yuyutbiBaTb BCe AeliCTBYOLWME onacHble hakTopbl 1 BO3MOXHbIE Yrpo3bl, B TOM 4ucnae ni-
Jeli, ycTpoiicTBa, pacnopagutenbHbie 4OKYMEHTbI, MaTepuasnbl, U ONpeAenunTb crnegylliee:

- pexum akcnayatauun CUCTEM;

- C/I0OXHOCTb CUCTEM;

- KOMNEeTeHTHOCTb cneynasancToB.

6.2.3 KpuTepuin pucka

Mepbl ob6ecneyeHns (PyHKUMOHaANbHOW 6€30NaCHOCTW YMEHbL AT PUCK NPUUYUHEHUSA Bpeda AAM,
oKpyxawluieih cpege n umyuiecTBy. Ons AOCTUXeHUSA ueneli PyHKLMOHANbHOW 6€30MacHOCTM U 3aWnTbl UH-
hopmayum Heob6XO4MMO OMpefensATb Hagnexawume Kputepunm PyHKLMOHANbHON 6€30MacHOCTU KOHKPETHOA
npuknagHom CUCTEMBbI.

Bbi6bop mMep 3aBMCKT OT MPUKIAAHON cUCTEMbI, a ee Bnageney o6a3aH NnogaepxmnBaTtb ypoBHU PUCKOB Ha
npuemMsieMblX YPOBHAX B COOTBETCTBUU C KPUTEPUAMMU.

VICTOYHMKaMMN KpUTEepueB pucka MOryT ABNATbCA:

- pernameHThl;

- CTaHgapThl;

- COCTOSHME o6l ecTBa;

- WHble dakTopbl.

6.2.4 Pa3peweHne KOHMPINKTOB

KOH NMKTblI paspellalnTcsa Ha Kaxaoin utepauuym OueHKM onacHOCTEW U PUCKOB C BblPabOTKOW KOMMNEH-
CalMOHHBIX Mep Npu Heo6Xo4NUMOCTH.

Mpn BO3HWKHOBEHWU KOHMJ/IMKTOB crefyeT BHOCUTb U3MEHEHUA B:

- MPOEKT cUucTemMbl PYHKLMOHANBHON 6€30NacHOCTU AN CHUXKEHWS 06Lero pucka, BOSMOXHO BHeapAas
MHble 3alUTHbIE Mepbl; MPU NPOEKTUPOBAHUN CUCTEMbl PYHKLUMOHAaNbHON 6e30MacHOCTM HEOBX0AMMO C camMo-
ro Havyana yyuTbiBaTb, YTO 3TO MOXET NMPUBOAUTL K HOBbIM YA3BMMOCTAM, U UCKATb allbTEPHATUBHbIE pPeLIEeHNA
BO U3bexaHne KOHMINKTOB;

- NPOEKT CUCTEMbI 3aWunTbl UHPOPMALMN, BO3MOXHO, C UCMOJIb30BaAHNEM a/ibTepPHaTUBHbLIX Mep 3alin-
Tbl MHOpMauuu (NpM ycnosuu, 4To cneymnmanncTbl Mo 3awWmnTe MHGpoOpMauUn 3HaT UIN yBeAOMJ/IEHbl O Ha-
NMYNM KOHNUKTA; Hanpumep, OHW MOTYT BHEAPUTb anbTePHaTUBHYIO CUCTEMY UAEHTUdMKaLMM No otneyvaTky
nanbua, 4Tobbl Oonepartop, KOTOPbIA 3abbla1 Maposib, MOr OTAPAaBAATL KPUTUUECKN BaXHble KOMaHAbl cucTtemam
6e30nacHoOCTKn); nau

- B KOMMNEHCUPYKLULME Mepbl, KOTOpble AalT BO3MOXHOCTb 0CNabnATb HEKOTOPble Mepbl 3aluTbl WH-
opmayunn 6narogapsa Tomy, 4YTO OHU 6onee 3P PEKTUBHO CHMXAKT PUCKN.

6.3 PaspaboTka u BHegpeHue

6.3.1 O6wure NONOXEHUA

Ecnn HekoTOpble KOHTPMeEpPbI 3aWnTbl MHPOPMAL N UHTETPUPOBAHbLI B CUCTEMbI, CBA3aHHbIe ¢ 6e3onac-
HOCTbIO, HO HE M30/IMPOBaHbl AO/IXHbIM 06pa3oM, TO BCE 3/1eMEHTbl 3TUX KOHTPMEpP 3awWuTbl MHGopmaumm
OO/IXHbI cooTBeTcTBOBaTb TpeboBaHnam MOK 61508, yactn 1— 3.

Mo okoHYaHUK pa3paboTKy U BHEAPEHNA HEOOXOAMMO NPOBOAUTL UCMbITAHUA A1 NPOBEPKUA OTCYTCTBUA
He6NaronpuUATHbIX BO34ENCTBUNA CUCTEM (PYHKLMOHANbHON 6e30MacHOCTU U 3aWuTbl MHGOPMaUMN APYT Ha
apyra.

Ecnun ucnbiTaHusa BbIMOMHAOT A1 NPON3BOACTBEHHbIX CUCTEM, TO HEOB6XOAMMO NCKAOYaTb BO3aencTeme
ncnblTaTeNbHbIX Npouefyp Ha TpebyeMble akcnayaTauMOHHbIE XapakTePUCTUKN CUCTEM.

McnbiTaHns, KOTOpble NPOBOASAT Ha YPOBHE U3AENNA UAN CUCTEMBI, AO0/IXHbI 4EMOHCTPUPOBATL, YTO:

a) PyHKUMKM 6e3onacHocTu paboTalwT, NPU 3TOM CUTHaNbl 6€30MacHOCTM OTNpPaBNATCA M NepejarnTcs
6ecnpenATCTBEHHO;

b) Npy HOpMaNbHbIX YC/IOBUAX BO3MOXHbI HageXHas akcnayatauus n 06CcnyxumBaHue CUCTEMbI;

C) pearupoBaHue Ha cboum ocywecTBnsgeTca WTaTHbIM 06pa3om, cucTema ycnewHo nepexoaut B be-
30MnacHoe COCTOSHUE;

d) Bpems pearnpoBaHus NpMemMaemMo A8 NPUKNagHON CUCTEMDbI.

6.3.2 Peakyus Ha OoTKa3sbl CUCTEMbI UM Ha COObLITUA 3aWUTbl MHPOPMaLUn

Mpn o6HapyxeHWM oTKasa B cuUcTeMe, CBA3aHHOW Cc 6e30MacHOCTbI0, HEOGXOAMMO BbIMOMHUTL MNpPO-
Legypbl B COOTBETCTBUM C MNAHOM 06CAYXWBaHWA, B TOM 4YMC/le yYUTbiBass MarHocTUyYecky MHdopmayuto,
BbIMOJ/IHATL PEMOHT M NOBTOPHYI Baaugauunto nocse peMoHTa.
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Ecnu HapyuweHue 3aluTbl MHPOPMALUUM M NPUHATME COOTBETCTBYHOLULEH 3aWUTHON KOHTPMEpbl Mpo-
NCXOASAT B MpoLecce akcnayaTauuu, ToO HapyweHue U KOHTpMepa NoAJiexart perncTpauum 1u oTCexnBaHuio.

Ecnu B npouecce akcnjyaTtauuyu NpoMcxXonnT Kakoe-nnbo HapyleHue 3alunTbl MHPOPMaLUM U Ha HEro
pearupyert cneumanbHas KOHTpMeEpa HapylweHusa 3aWnuTsel MHPopMaL U, To 3To cobbITUE W peakums KOHTpMe-
pbl A0MXHbI PErUCTPUPOBATHLCSH U KOHTPOMPOBATHLCS.

Kpome TOro, mockosbKy HekoTopas peakuusi CUCTEMbl 3alWUTbl MHDOPMaLUM MOXET NMPUBOLUTL K aBa-
pPUIAHOMY OTK/IOUYEHUIO CUCTEMbI (PYHKLMOHANbHON 6e30MacHOCTM, TO AO/KEH 6GbiTb NPeaycMOTpeH aBapuit-
Hblli MexaHW3M, KOTOpbIii NpefoTBpallaeT HexenaTe/bHble OTKIOUEHUS.

6.4 Jkcnnyataumsa n ob6cnyxmBaHue

Kak oTMeuyeHO B pasgesie 5, Ans akcnayatauuum n 06CNyXuBaHus Takke AO/IKHA 6biTb NpeAycMoOTpeHa
cucTeMa MeHeaXMeHTa.

B xofe KOHTPO/NbHbIX MPOBEPOK CUMCTEM, CBSI3aHHbIX C 6€30MacHOCTbIO, NPOBEPST OTCYTCTBUE OTpU-
LaTenbHbIX BO3AElCTBUIA cUCTEM (PYHKUMOHaNbHOI 6e30MacHOCTM U 3awWunTbl MHOpMaLMKU ApYyr Ha gpyra.
TN NPOBEpPKU B 3HAYUTESIbHOW CTeneHn 3aBUCAT OT KOHKPETHOW MpWKAaAHOW CUCTEMbl, Hanpumep, MOXHO
UMUTUPOBATbL aTaky B aBTOHOMHOM peXuMme ANs NpoBepku paboTocnoco6HOCTU Mep oGecneyvyeHus 3aluTbl
MH(OpPMaLmMK, a 3aTEM MOXHO MPOBEPUTb, MOXET /i Mocsie 3TOro PyHKUMs 6e3onacHoCTU ocTaBaThca pabo-
TOCNOCOGHOIA.

MpumeyaHne — BM3K 62443-4-2:2019, nyHKT 7.5.3, ykasaHo, 4TO Bepudukaunsa @yHKLNOHA/IbHOCTU CUCTe-
Mbl 3alMTbl MHOPMaLMK B NpoLecce HOPMasbHOM 3KCnyaTauumn fO/MKHA BbIMONHATLCA C CO6M04eHemM mep npepo-
CTOPOXHOCTW BO U36exaHne oTpuuaTesisHOro BO3AENCTBUSA, HO OHA MOXeT OblTb Henpuemnema Ansi cucteMm yHKLUMO-
HanbHoOW 6e3onacHOCTM. B faHHOM cnyyae cuTyauus uMHas: @) KOHTpo/nbHas nposepka hyHKUMOHaIbHOV 6e30mnacHOCTU
06bIYHO MPOBOANTCA B aBTOHOMHOM pexXvMe HecMOTpPsl Ha TO, YTO B NyHkTe 7.5.3 ykasaH pabouniti pexvm. 3To KyeBas
NpUYKnHa, No KOTOPOI TpeboBaHUA MyHkTa 7.5.3 He noAxofaT Ans cucteMbl hyHKLMOHaNIBLHON 6e30MacHOCTU, Tak Kak aTo
MOXeT BbI3BaTb JIOXHOe cpabaTtbiBaHue; 1 b) NyHKT 7.5.3 — 3T0 npocTo Bepudukauus PyHKUUOHAIbHOCTH, Torga Kak B
[aHHOM criyqae peyb WAET O BO3MOXHOM KOHMJIUKTE.

Mpoueccbl BHeApeHUS cpeacTs obecnevyeHnsa PyHKLMOHaNbHON 6e30MacHOCTM M 3aWnTbl nHopMaLnu
Ha aTane akcnayatauunm n 06CNyxXmBaHua MOryT 6bITb TECHO CBfA3aHbl APYr € Apyrom. Mo aToi npuyunHe aen-
TeNbHOCTb NO o6ecneyeHUto 3alnTbl MHPOPMaLMN AO0/DKHA ObiTb YCOBEPLIEHCTBOBAHUEM 3pesibiX npouenyp
akcnayatauum n TeXHUYecKkoro ob6cnyxmBaHua ana obecneyvyeHusa yHKUMOHaNbHOW 6€30NacHOCTU Ha npeg-
NPUATUN, @ PUCKK 3alunTbl MHDOpMaLUnN criefyeT paccmaTpuBaTb Kak YacTb NPOLECCOB yNpaB/ieHUsa puckamm
opraHusaumn. OBbLIYHO K 3TUM Mepam OTHOCATCA WTaTHaa aKkcnayaTtauua n obcnyxunsaHue, pearmposaHne Ha
HapyweHns yHKUMOHanbHOW 6e3onacHocTu/3awmnTbl MHOOPMALNN N BHECEHNE HEOOBXOAUMbBIX U3MEHEHUI B
CUcTeMbl, CBA3aHHble C 6e3onacHocTbio. CrneayeT yaensATb BHAMaHMe MepaM MOHWTOPUHra, perncrtpauumn Ha-
pyweHnii yHKLMOHaNbHO 6€30MacHOCTM 1 3alWnTbl MHDOPMAaL MK, a Takke pearmpoBaHusa Ha Hux (cM. npu-
noxexune A).

6.5 BbiBOA M3 akcnnyartayumn

Mpu BbIBOAE M3 3KCMAyaTauuu Nt060ro KOMNOHEHTA CUCTEMbI, CBA3aHHOW ¢ 6e30MacHOCTb, aHa/In3un-
pylOT BO3MOXHble NOCNeCTBMSA 3TOro BbiBOAA ANA hYHKLMOHaNbHOI 6e3onacHOCTU. O6GbIYHO aHann3 BbINO-
HSieTCs B paMkax OT/laXeHHOol npoueaypbl MeHeaXMeHTa hyHKuMoHanbHOli 6e3onacHocTu. Korga paccma-
TpUBAKT 3aWUTy MHOPMALUN, TO AO/XHbI GblTb BK/OUYEHbI AOMNOMHUTENbHbBIE TPEGOBAHUSA K YNpaB/IEHUIO
KOHTpMEpamMu 3aWmnTbl MHopmaLuu. OHW BKIOYAKT MOHUTOPUHT, TECTUPOBaHWE U BbiNyCck 0GHOBAEHUA/C-
npaBneHniA NporpaMMHOro o6ecnevyeHuns ANa KOHTpMEpP 3awWwuTbl UHOpPMaL UK, a Takke NOBTOPHYK Banuga-
LU0 Noc/le BHECEHUS U3MEHEHWIA.
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MpunoxeHue A
(cnpaBo4yHOE)

BoO3MOXHble Mepbl MO KOOpAWHALMUKN (PYHKUMOHANbHOI 6e30nacHOCTuU
M 3aWnTbl MHPOPMALMKN HA Pa3/IMUHbIX 3Tanax XW3HEHHOTOo LukIa

A.1l OueHKa puUcKoB

[na BbISIBNEHNS BO3MOXHbIX OMACHOCTEN BO BHYTPEHHMX CUCTEMax MpeanpusaTUs Heo6XoAVMMO BbIMOMHATbL B3au-
MOCBSAI3aHHY0 OLIEHKY ONacHOCTel 1 PUCKOB, B KOTOPOW YUUTLIBAIOTCA acnekTbl kak (YHKLMOHaNbHOI 6e30nacHOCTH, Tak 1
3alunTbl nHopmaunn. Kak npaBuno, yyeT yrpo3 3alnTbl MHOPMaLUn NpUBOAUT K YBE/IMYEHUIO pUcka (DYHKLMOHAIbHO
6e3onacHOCTM. K BO3MOXHbLIM yrpo3am 3alutbl MHOPMaLUKU, KOTOpble MOTYT BAUSATL Ha (hyHKUMOHaNbHYK 6e3onac-
HOCTb, OTHOCATCS YesioBeyveckme hakTopbl, YCTPOKCTBA/CMCTEMbI, MOAK/OYEHHbIE K CUCTEME YNPaB/IEHUSA WU CUCTEME,
CBSA3aHHOW ¢ 6€30NacHOCTbI0, UM OTBETHas peakuna/oTkas camoli KOHTPMepb! 3alnTbl MHhopMauun.

BHelHWe nanM BHYTPEHHUE 3/M10YMbILUIEHHUKA MOTYT aTakoBaTb OYEHb BaXHYK WMHQPACTPYKTYpy WM Henocpej-
CTBEHHO CUCTEMBI, CBA3aHHbIE C 6€30MacHOCTbI0. JJ06pPOCOBECTHbIE COTPYAHMKN, KOTOPbIE UMEOT NPaBo AOCTyrna K cucre-
Me IACS, moryT co3gaTtb yrpo3sbl ee 3awute nHopmaunm, cosepluas HenpegHaMepeHHble OWnOKN.

Takune yrposbl 3awute nHpopmaLmm MoryT NpUBOAUTL K BOSHUKHOBEHUIO YA3BMMOCTEN, B TOM YMC/ie 0TKa3oB anna-
paTHbIX CPeACTB U CUCTEMATUUYECKMX OTKa30B (Hanpumep, OWN6G0K B NporpaMMHOM 06ecneyeHnn cucTemMbl ynpasieHus v
CUCTEMbI, CBA3aHHON ¢ 6€30MacHOCTbIO).

A.2 PaspaboTka n BHegpeHue

A.2.1 Mepbl (hu3nyeckon 3awnTbl, HEO6X0AMMbIE /19 KOHTPONA AocTyna

KnioueBble nomelleHusn (LeHTpasibHble onepaTtopckue, WMToBble, TEXHUYECKME NOMELLEHUSA) 3aluneHbl dhusnye-
CKUMW cpeAcTBaMu KOHTPONA foctyna (orpaxieHusi, KOHTPO/b AOMNycKa, 3amku), cucTemMamu BUAEOHAONIOAEHUS U ap.
MoceleHne Taknx NOMeLLEHN paspeLleHo TOIbKO OrpaHNYeHHOMY KpYry U3BECTHbIX /UL, B COMPOBOXAEHWUMN YNOSHOMO-
YEHHbIX COTPYAHUKOB C 06A3aTeNbHON perncrpayme.

CnepyeT ucnonb3oBaTb 3anvparlmnecs wkadbl ¢ 060pya0BaHNEM.

PekomeHayeTcsa yaanaTb uan 6/10KMPOBaTb HEHYXHblE MHTEpPgIeNChbl BeAYLUUX BbIYUCAUTE/bHBLIX Y3/10B Npeanpu-
aTna, Takme kak USB, onTuyeckne guckoBogbl M 6ecnpoBogHble ycTpolicTBa. Monb3oBaTeNb AO/MKEH TWAaTeNlbHO KOH-
TPONIMPOBaTb NPYMEHEHNE OCHOBHbIX YCTPOWCTB ob6ecneyeHus 3awuTbl MHOPMALNUK, TaKUX KaK 3/1EKTPOHHbIE K4K
MHXEeHepHbIX/onepaTopcknx cTaHuuii, B cUCTeMe MeHeKMeHTa.

A.2.2 PaspgeneHve Ha 30Hbl 1 3aWnTa nepmmeTpa

CeTun hyHKLMOHaNLHON 6€30MacHOCTM He 130/1MPOoBaHbl, a NOAK/II0YATCS K CUCTEME yrpaB/eHns, KopnopaTuBHbIM
ceTaM /191 Heo6XxoAMMOro B3avMoAelcTBUA Apyr C APYrOM. OTU CeTU NoABepXeHbl 60siee LWMPOKOMY Kpyry aTak, yem
TpaguuMoHHbIE (DM3NYECKN pasfesfieHHble CeTW; HanpumMmep, NonbiTka HeCaHKLMOHUPOBAHHOIO AOCTyNa B KOPNopaTUBHYIO
CeTb MOXEeT pacnpoCTPaHATbLCSA Ha CUCTEMbI, CBA3aHHble C 6€30MacHOCTbO, M HAHOCUTb UM yuiep6. [ns 3awmnTbl ceTeBbIX
MHTepheicoB CUCTEM, CBSI3aHHbIX C 6GE30MacHOCTb0, MOryT TpeboBaTbCs AOMNOMHUTENbHbIE CPeACcTBa NOrpaHWYHON 3a-
LWMTbI, TaKNe Kak BblAeNeHHbI/i MEXCEeTEeBOI 3KpaH A/151 CUCTEM, CBA3aHHbIX C 6630NacHOCTbI0, CUCTEMbI ayTeHTUMKaLMK
1 aBTOpM3auuM ceTeBOro A0CTyna, LOCTYN TOMbKO A1 YTEHUA K CcUCTemMaMm, CBA3aHHbIM C 6e30MacHOCTbiO, MpoBepka
[OCTOBEPHOCTN BBOAMMbIX faHHbIX/MPOBEPKa LENOCTHOCTM AaHHbIX/KOMaHA, nepefasaeMblX MO CETAM B CUCTEMY, CBSA-
3aHHYl0 C 6€30NacHOCTbIO.

A.2.3 KOMMYHMKaUWOHHbIN nNpoTokon Ans obecneyeHus ¢yHKUMOHaNbHOU 6e30MacHOCTM U 3aluThl
MHdopMaLum

B TpaAuLMNOHHBLIX CUCTEMAX, CBSA3aHHbIX C 6€30MacHOCTbIO, A1 SKCTPEHHOWN CBSA3U OObIYHO MPUMMEHSAIT 3aKpPbIThie
NPOTOKO/IbI; B TO XK€ BPEMS Ha NPeAnpUATUSX LUMPOKO pacnpocTpaHeHbl 06LMe NPOTOKO/bI CBSA3M (HanpyMep, Ha OCHOBE
Ethernet), 4To co3faeT AONOMHUTE/IbHbIE PUCKM (TakMe, Kak MMUTALMs SKCTPEHHbIX COOOLLEHMIA U aTakM Tuna «0Tkas B
06CNYXNBaHNN») A5 MPOTOKOMIOB 3KCTPEHHON €BA3M. Heobxoanmo yaenstb 0cob60e BHUMAHWE YCUMEHUIO KOHTPMEP Nno
3alunTe uHpopmMaLmmn Ang nepefaBaeMbiX faHHbIX.

A.2.4 KOHTpOJIb YAaneHHOro gocryna

YpaneHHbli AOCTYNn pefko NpUMeHsieTcs B TpaAWUMOHHbLIX cpefcTBax obecnedveHns (pyHKUMOHanNbHONM 6Ge3onac-
HOCTMW, OHAKO LUMPOKO pacrnpocTpaHeH B MHpaCTpyKTypax Nnpeanpusatuii. 3T0 3HAYUTENbHO yBEIUYMBAET PUCK MNOACY-
LUMBAHMA 1 YIrpo3bl OT NOJIyYEeHNs AOCTyna nyTemM o6MaHa, Hanpumep npu atakax c ydactnem nocpegHuka. Heobxoanmo
BHEAPATb KOHTPMeEpPbI NO 3awmTe nHopMauny Ana KOHTPONS yAa/leHHOro AOCTyna; Takke pekomeHayeTcs AeTannm3npo-
BaTb MOAWUTUKM W NPOLEAypbl 3alnTbl UHPOPMaL N Kaxaol BHEAPEHHOW CUCTEMbI.

A.2.5 becnpoBoAHOe ynpas/ieHne AOCTYNOM

BecnpoBogHas CBfA3b LUMPOKO MPUMEHSETCA B MHTE/IEKTYa/IbHOM NPOM3BOACTBE (Hanpumep, B MPOMbILL/IEHHOM
WHTepHeTe Belleil 1 BbIYMCNEHNAX HA NepudepuitHbix ycTpoicTBax). CyLlecTBYOT NepcnekTuBbl NpuMeHeHus 6ecnpo-
BOAHbIX TEXHO/IOTUI B cUcTeMax obecneyeHns MYHKLMOHaIbHON 6e3onacHoCcT. Mpyn ncnonb3oBaHMM 6ecnpoBOAHON CBS-
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31 crenyeT yaensitb ocoboe BHMMaHWE KOHTPOJIO AOCTyna. B HacTosilieM cTaHfapTe He paccMaTpuBaeTcsi MpUMeHeHne
6€ecnpoBOAHbIX TEXHOOTNIA.

A.2.6 YpoBeHb YyCTPOACTB

Mpon3BoAnTeNn YCTPOCTB AO/MKHLI MPUHMMATbL Mepbl No 3awmuTe MHQOoOpMaL M CBOUX n3genunii n npegoTepallaTtb
pacnpocTpaHeHue ¥ BbiMO/IHEHWE BPEeLOHOCHOMO Koga. [na noBblweHns 6e30nacHOCTU Y 3alML,eHHOCTH YCTPONCTB Npo-
N3BOAMUTENN MOTYT UCMNONb30BaTb A4pa OnepaumoHHbIX CUCTEM, HaBopbl NPOTOKOOB U Ap.

YSA3BMMOCTV ONEepaLMoHHON CMCTEMbI MU MPUIOXKEHUA NPeAcTaBAsOT HENOCPeLCTBEHHYIO Yrpo3y ANA YCTPOWCTBa.
MocTaBLMKN [OMKHbI UCKaTb YA3BMMOCTW, aHanm3npoBaTb obLee o60pygoBaHme 1 yCcTpoicTBa, 06HapyXmBaTb 1 CBOEB-
PEMEHHO YCTPaHATb YA3BMMOCTM 3alUnTbl MHhOpMaLMM B ONepaunoHHbIX CUCTEMAx Y NPUIOXKEHUAX.

Bnagenbuam npeanpusaTtuii cnegyet yaensTb NpuUcTasbHOe BHUMaHVe ysS3BMMOCTSAM 3awuTbl MHOpMauun, Bbimy-
CKy MCrpaBneHnit AN OCHOBHbIX MOJIEBbIX YCTPOWCTB, NPUHATUIO Mep A5 CBOEBPEMEHHOrO 06HOBMEHUS MCNPaBAEHU,
CTPOroli oueHke 3alunTbl MHopMaLMM 1 UCTbITAHUIO UCNPaB/eHnil nepej, yCTaHOBKOA.

[nsa gocTtyna K noneBbiM YCTPONCTBAM MPUMEHSOTCA YHUKaNbHbIE UAEHTUAUKATOPbI, KOTOPble 3aBUCAT OT OYHK-
unii 06opyLoBaHNA M NO3BONSAIT MPUIOXKEHUAM BEPXHUX YPOBHEW, B TOM ync/ie MPOMbIWAEHHbIM VIHTEepHeT-nnatdop-
Mam, BbINOMHATbL NOATBEPXAEHME NIMYHOCTM Ha OCHOBE MAEHTU(MKaTOpOoB 060pyaoBaHuA. Takke cregyeT obecneunsaTb
BO3MOXHOCTb MCMO/Ib30BaHNS KOMMOHEHTOB annapaTtHbIX CPpefcTB (MUKPOCXEM WU BCTPOEHHbLIX MPOrpamMm) B kayecTse
KOpHA AoBepusa Aas 6e3onacHoli 3arpy3ku NoseBbiX YCTPOMCTB, KOHMAEHUNATBbHOM Nepeayun 1 3awuTbl LEeNoCTHOCTM
JaHHbIX.

A.2.7 YpoBeHb ynpaB/eHUs

Cpepa ynpaBfieHusa Ha NpeanpusaTUM MHTerpupyeT MHOPMaLMOHHbIE Y 3KCNyaTaunoHHbIE TEXHOMOMMN.

TpaguUMOHHBIA npouecc ynpasfieHns Npou3BOACTBOM SBASETCA 3aKpbiTbiM, HO 3acnyxusawowum gosepus. Mo-
CTeneHHoe MOBbILLIEeHNe CBA3HOCTU 3HAUYNTENbHO paclunpseT CnekTp NocAeACcTBUIA HapyLEeHW cucTeMbl 3allnTbl MHop-
mMaumun. MHdopmaumoHHas 6e30nacHOCTb MOXET yxyAwaTb (PyHKLMOHAaNbHY0 6e30nacHOCTb M Bbi3blBaTb PSAL APYrux
nocneacTBuii.

CnepyeT o6HapyXnBaTb BO3MOXHblE UCTOYHMKM OMACHOCTEl, ONacHble YC/I0BUS U UHUMAEHTLI U cobupaTb MHAOp-
Mauno 06 06HapPYXXEHHbIX ONAaCHOCTAX (MPOAO/MKUTENBHOCTL, UHTEHCUBHOCTL, BPEAHOCTb, 06/1aCTb AENCTBUS, MEXaHnye-
CKMe cunbl, B3pbIBOONACHbIE YC/I0BUSA, CKOPOCTb peakuun, BOCN/1aMeEHAEMOCTb, YA3BMMOCTb, NoTeps uHdopmauumn v ap.).

Heob6xoAnmo onpefenATtb OnacHble YCNO0BUSA WM WHUWUAEHTHI, BO3HUKAWOLWME Mexay ynpasfsiolWwmnm nporpaMm-
HbIM 0becneyeHVemM 1 yCTPOKCTBaMM, BK/IOYAsS NPUYMHY NPOUCLLIECTBUSA U TUMbl COObITUIA (OTKa3bl KOMMNOHEHTOB, OTKa3bl
nporpaMm, OWNOKN YyenoBeka W Apyrne cBA3aHHble C OTKasamMu MeXaHW3Mbl, KOTOpble MOTYT MPUMBOAWUTL K ONACHLIM CO-
ObITUAM).

Heobxoanmo aHann3npoBaTb KOMMEKCHOE BAWSAHUE Ha (PYHKLMOHaNbHYI0 6€30NacHOCTb XapakTepUCTUK TUMOBbLIX
NPON3BOACTBEHHbIX MPOLLECCOB, TEXHOIOTMYECKUX NPOLECCOB Y yrpaB/ieHUss KayeCTBOM.

CnepyeT paccmaTpvBaTb COCTOSIHWE OTCYTCTBMSA ynpaB/ieHus (DYHKUMOHaNbHOM 6e30MacHOCTbO, KOTOpoEe MOXeT
BO3HMKaTb B pe3ysibTaTe aBTOMartu3auuu, MHTerpaunm u mHpopmMmatusaunm, a Takke onpefenaTb MexaHU3mMbl MOHWUTO-
puHra, paHHero onoBELLEeHUS WAN aBapuUHOW CUrHanusaumu, AUMarHoCTUKM HeucnpaBHOCTEN, BOCCTaHOBNEHUS, cbopa n
perncTpaumm gaHHbIX, KOTOpble HEOOX0AMMO BHEAPATb.

Heobxoanmo onpefenaTe pasyMHO Npejckasyemoe HenpasubHOE UCNOofb30BaHUe, KOTOpOoe MOXeT BO3HUKaTb B
X0fe aKcnayatauny MHTennekTyanbHON CMCTeMbl OnepaTopoM, a Takke CMOCOO6HOCTb 3TOW MHTENEeKTyaslbHON CUCTEMbI
NpoTMBOAENCTBOBaTb aTakam 3/10yMbILLIEHHUKOB.

WNHTennekTyasnbHble YyCTPOWCTBA W WHTENNEKTyasbHble CUCTEMbl AO/MKHbl 6biTb CNOCOGHLI MPOTMBOCTOATL WM
YCTPaHATb BAMAHWE (DU3NYECKUX, INEKTPUYECKUX, MArHUTHbIX, PagMaunoHHbIX, NOXapHbIX U CeACMUYecKuxX yCcrioBui, a
TaKke [O/MKHbI 6bITb B COCTOAHUM 06HapyXmBaTb 1 06pabaTbiBaTb aBapuiiHblie HapyLleHWUs UAn NpepbiBaHNS.

A.2.8 VHTerpayma mep No 3awute nHopmaymnm

Heob6xoanMoO WHTerpMpoBatb Mepbl MO 3awuTe vHopmauum B cucTeMy obecnedeHns DYHKUMOHaNbHOW 6e3o-
nacHoCTH:

- ayTeHTMMUMpoBaTh Nosb30BaTesnieil ¢ pa3IMYHbLIMKM NPaBaMun Ha BbINOIHEHME onepaunii passiMyHbIX TUMOB;

- npu pa3paboTke NPOTOKOMOB AN PYHKLMOHANbHON 6e30MacHoi CBA3U A0/HKHbI UCMNO/b30BATLCS COOTBETCTBY-
owye Mepbl WNPOBaHUSA KOHpMAEeHUWaNbLHON MHopMauum, YTobbl rapaHTUpoBaTh, YTO MHhopmauusa ABYX CTOPOH He
Oy4eT nosiydeHa TpeTbeit CTOPOHOIA;

- BbINOMHATb TECTUPOBaHUE KoJda CUCTEeMbl yNpaBieHus (PyHKUMOHaIbHOW 6e30nacHOCTbI0 nepejq akcnayartauuel
4N obHapyxeHns gedeKkToB B NPOrpaMMHOM o6ecrneyeHnn, UCnonb3oBaTb Mepbl NPOBEPKU LLeSIOCTHOCTU AN Bepudun-
Kaumm nporpammMHoOro obecneyeHms ynpasneHus pyHKLMOHaNbLHON 6€30NacHOCTbI0 U CBOEBPEMEHHOIO 06HAPYXEeHUS He-
CaHKLMOHNPOBAHHOIO AOCTyNa K nporpammHoMy o6ecneyeHnto. Co3gaBatb pe3epBHYH0 KOMWIO nMporpammHoro obecneuve-
HUA 0N ynpasneHma yHKUMOHaNbHOM 6€30MacHOCTbI0 1 MporpaMmbl KOHdurypauuu;

- ONs cucTeM ynpaBneHust YHKUMOHaNbHOW 6e30MacHOCTbi0 MPUHATE Mepbl KOHTPONSA AN 06HApYXeHus, NpesoT-
BpaLLeHNs 1 BOCCTAHOBIEHNS MPU NOSB/IEHUN BPE4OHOCHOrO KOAa;

- TWaTtesibHO TeCcTMpoBaTb M3MEHEHWS U OBHOBMIEHMS CUCTEMbI yrnpaBneHus, paspabartbiBaTb NOAPOOGHLIA naaH
BOCCT@HOB/MIEHMA NpeablayLlero COCTOAHWUA, TeCcTMpoBaTb UM BHEAPATb BaXHble MCNpPaBieHWs B MakCMMasibHO KOPOTKWM
CPOK, a nNpu 06LWMX UcnpasneHnax — TeCcTMpoBaTb U pa3BepTbiBaTb TONIbKO HEO6X0ANMbIE;
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- MOCTaBLUUKN CUCTEM ynpaBfieHus (yHKUMOHaNbHOU 6e30nacHOCTbi0 0653aHbl CBOEBPEMEHHO pearmpoBaTtbh U
npefocTaBfsiTb UHCTPYKLUMU WU PELLEHUSI NO YCTPaHEHWO YysiI3BMUMOCTEW B CUCTEMe ynpaBneHusi pyHKUMoHanbHol Ge-
30MaCHOCTbI0 /IM60 BO3MOXHbIE a/lbTepHaTVBHbIE PELLEHUs], TakMe Kak 3aKpbiTue NOpPTOB, KOTOPble MOXHO MCMO/b30BaTh;

- MOHUTOPWHI W ayauT 3aliuTbl MHOPMAaLMU ANS CUCTEMbI ynpaBneHus (PyHKUMOHabHOW 6e30MacHOCTbI0 MNo-
3B0/1SIeT CBOEBPEMEHHO 06HapyXMBaTbh HapyLleHns 3alunTbl UHGOPMaLUKN B CETU U n3beratb WX, a Takke NpegocTasnisTb
noapo6Hy MHopMaLMio ANS aHanu3a HapyLeHuin 3awuTbl MHopMaLmu.

A.2.9 VHTerpauuss MOHUTOPUHra PyHKUNOHaNbHOM 6€30NacHOCTU 1 3aWwmTbl MHopMaymn

M3-3a 60/1bLIOT0 KO/IMYecTBa HOBbIX TEXHOMOMMIA 1 YCTPOUCTB Ha NpeanpuaTUaX pakTUYecku OTCYTCTBYIOT pPeTpo-
CNEeKTUBHbIE AaHHble 06 UCTOUYHMKAX ONACHOCTE, ONacHbIX COBLITUAX U X NePUoAMYHOCTU. Mo 3Tol NpUYNHE pe3ynbTathbl
OLIeHKN PWCKOB MpY MPOEKTUPOBAHUN MpPeanpuaTis MoryT 6biTb HEAOCTOBEPHbIMU, a hyHKUMM 6e30MmacHOCTU, KOTOopble
pa3paboTaHbl Ha X OCHOBE, — He COOTBETCTBOBAaTb PakTMYeCckuM TpeboBaHUAM NpeanpusaTus. B cBA3M ¢ 3TUM Ha npega-
NpusATUN HEO06XOAMMO HACTPOWUTb peasin3oBaHHy NnaTopMy MOHWUTOPUHIA PUCKOB, MUCMOMb3ys KOTOPYH OnNpeaensitb
MCTOYHUKN OMacHoCTel, onacHble cobbITUA U UX MEePUOSUYHOCTb, Yrpo3bl MH(OPMALMOHHOK 6e30MacHOCTM U UX Nepuo-
OVYHOCTb, a Takxe paboyee COCTOSHME COOTBETCTBYIOLLEro yCTpoiicTBa 6e30nacHoOCTV. DTy MHOpPMAaLU0 UCNOMb3YIOT
ANA OueHKN hyHKLMOHaNbHON 6e30MacHOCTM U 3awuTbl UHCOPMaLUN MHTeNNeKTyanbHbIX NpeanpuaTuii.

A.2.10 MOHUTOPUHI HOPMasIbHOrO pexmnma paboThbl

B uenom akcnnyartaumsa CUCTEM, CBA3aHHbIX C 6€30MacHOCTbIO, U CBA3AHHbIX C 3alUMTON MHGOPMAaLUN KOHTpMEP,
[OJ/DKHA COOTBETCTBOBATbL crneumdukauny TpeboBaHnini 6e3onacHOCTU/3alnTbl MHGOPMaL MK, YTO6bl rapaHTUpoBaTth, YTO
Tpebyemble hyHKUMN 6e30nacHOCTM nojaepxusatoTcsa ¢ TpebyembiM 3HaveHnem YTIb.

B HopmanbHOM pexume paboTbl CUCTEM, CBSA3@HHbIX C 6€30NacHOCTbI0, OCYLLECTBNAETCHA UX HEeNpepbiBHbIA OH-
NaiH-KOHTPO/Ib C NPUMEHEHMEM YEeNI0BEKO-MaLUUMHHOIO MHTepdieica, a cMCTEMON KOHGUrypaunyu AOCTyn nonb3osBaTenei
K CUCTeme, CBSI3aHHOI ¢ 6e30nacHOCTbI0, A1 NporpaMmMMpoBaHMsa 06bIYHO 3anpelleH. Bo BHYTpPeHHMX cuctemax npeg-
NPUATUSA MOXHO OPraHM30BbIBATb yAaNeHHbI AO0CTYN K AaHHbIM MOHWUTOPWHIA, UCMO/b3YS YeN0BEKO-MalUMHHbIA UHTEep-
heiic ¢ MOBUIbHbBIX YCTPOMCTB, OAHAKO 3TV AaHHblE AO/KHbI 6bITb OCTYMHbI TOMILKO ANS YTeHus. B aTom cnyyae camoi
cepbe3Hol Mpo6sIeMOli € TOYKM 3pEHMA 3aluTbl MHOopPMauMn ABNSEeTCA KOHMUAEHLMANbHOCTb AaHHbIX MOHUTOPUHIA.
Heobxoaumo obGecneumBaTb KOH(PUAEHUMANBHOCTb AaHHbIX BCEX MOTOKOB, KOTOpblIE MnepegatTcsi No o6u,efoCTynHON
ceTu (Hanpumep, NOCPeACTBOM LIMGPOBAHNS), PErMCTPMPOBATL MOMbITKA YAa/eHHOro AOCTyna W BbINOMHATL Had exa-
LWyt ayTeHTUurkaLmio n asTopusaLmio Npu yganeHHomM JocTyne.

A.2.11 TnaHoBOEe TEXHUYECKOe 06CAYXMBaHNE U TEKYLLMA OCMOTP

YunTbiBas acnekTtbl 6€30MacHOCTW, N1aHOBOE TeXHUYeckoe o6CnyXunBaHne cUcTem, CBA3aHHbIX C 6830MacHOCTbIO,
BK/Il0OYaET B ce6S KOHTPO/IbHbIE MPOBEPKM, TEKYLLUA OCMOTP, 06X0f U Ntobble AeicTBUS N0 NPOHUNAKTUYECKOMY TEXHU-
YyeckoMy 06CNyXMBaHU. Kak npaBnno, atu AeiicTBUSI BbINOJIHAT KBa/IM(ULMPOBaHHbIE CNEeLManUCTbl, UX TaKke naaHu-
pYIOT 1 JOKYMeHTaslbHO 0hOPMIISIOT.

KOHTpO/bHblE NPOBEPKM BbINOIHAIOT NO MaHy B COOTBETCTBMU C MMCbMEHHO 0hOPMIEHHOW MpoLeaypoli Ans npo-
BEpPKU TOro, 4To PyHKUUKM Ge3onacHocT paboTalT corfacHo cneundukaLmym CUCTEMbI, a TeKyLnli OCMOTP BbINOHSAT
nepuoamyeckn gna obHapyXeHUs HecaHKLUWOHWPOBAHHbLIX M3MeHeHWA. CrnefyeT perncTpupoBatb (DakTUYECKYH WHTEeH-
CMBHOCTb W NPUYMHY 3aNpoCcoB 419 06HapyXeHUs HECOOTBETCTBUIA MexXAy (hakTuyeckum 1 3anniaHupoBaHHbLIM MpUMeHe-
HUEM.

Balinac gonyckaeTcsl TO/bKO MpY HaJMuMM KOMMEHCUMPYHOLWNX Mep Ans obecneyeHuss JOMNYCTUMOrO CHWXEHUSA
pucka. BbinonHeHune 6aiinaca fO/MKHO GbiTb CAHKLMOHMPOBAHO, 3aperMcTpUpoBaHO U OrpaHMYeHo No BPEMEH!.

Ansa 3awmTsl MHOPMaLun cnefyeT Nepuognyeckn NpoBepsiTb CUCTEMHOE NporpaMMHoe obecneyveHne 1 KOHTpme-
pbl 3awWmnTbl MHQOPMaLMKU (Hanpumep, Hasuyne WU3MEHEHWIH B KOHMUrypauuu cucteMbl 3awuTbl MHpopmauuu). Kpome
TOro, crefyeT Nepuoanyeckyn BbIMOSHATL BepudukaLmio MexaHu3mMoB obecneveHuns 3awmnTtbl Hopmauum, 4Tobbl yao-
CTOBEPUTLCA, YTO BCE KOHTPMEpbI 3aLnTbl MHhOpMaLMK CKOHUIYPUPOBaHbl 1 paboTalT B COOTBETCTBUM C MPOEKTOM.

Ana obecneyeHusi 3aluTbl MHQOPMALMKN crieayeT CTPOro KOHTPOAMPOBAaTh yAaneHHbI AOCTYN K cucTeMam, CBS-
3aHHbIM C 6€30MacHOCTbI0, C MPaBOM 3anucu, HanpuMmep npu Gaiinace wunu gaxe Ana nNporpamMmupoBaHusi. PaspelueHve
Ha yaneHHbli AOCTYN AO/MKHO NpefoCcTaBnATLCA Nocae ayTeHTMdukaLmm n asTopusanmm. HeobxoaMmMo KOHTPOMPOBaTb
LLeNI0OCTHOCTb onepauuii 4ocTyna 1 Bce NoA03puUTeNbHble AeicTBuA. JocTyn AO/MKEH ObiTb OrpaHNyYeH BO BPEMEHMW C 06s-
3aTeslbHbIM NOCNeAyoLWMM 3aBEPLUEHNEM CeaHca.

A.2.12 N3meHeHUue

HeobxoamMmo npoaHanM3npoBaTb BO3MOXHOE BO34ENCTBME U3MEHEHWI N6oi 4acTu CcMCTEMbI, CBA3aHHON C be-
30MacHOCTLI, Ha (PyHKLMOHaNbHY 6Ge30nacHOCTb. Kak npaBuio, Takoin aHan3 NnpefyCMOTPEH B OT/IaXEHHON npoueaype
ynpaBneHns N3MeHeHUsMN Ans yHKLMOHaNbHOW 6e3onacHocTu. Mpy NpOeKTUPOBaHUM 3aliMUTbl MHpOpMaLMn Heobxo-
AUMO NPUMEHSATb AOMOJSIHUTENbHOE YrpaB/ieHNe U3MEHEHUAMWN ANA KOHTPMep 3aluTbl MHOopMaummn, B TOM yucre npe-
AycMmartpuBaTb MOHWUTOPUHE, TECTMPOBaHME 1 BbiNyCK 0GHOBAEHMWI/MCNpaBaeHniAi NnporpaMMHOro obecneyeHuns, BbIMOSHA-
IOLLLEr0 KOHTPMEPDI 3alnTbl MHIOPMaLMK, a Takke MOBTOPHYHO Banuauuio nocne moaudukauuu.
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