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BBegeHune

O6nayHble BblYMCMIEHUA Ha YPOBHE KoHLUenuuii onucaHbl B FOCT ISO/IEC 17788, a Takxe B [1].

C poctoM 06beMOB WCNOMb30BaHUA 06MaYHbIX BbIYMCAEHUI YBennumaca v Habop o6WenpuHATbIX
TEXHONOrni, NpefHasHayYeHHbIX AN NOALEPXaHWSA, YNPOLWEHUA U pacliMpeHnsa NpuMeHeHus ob6nayHbIX Bbl-
YMCNeHuin, a Takke Habop O6LENPUHATLIX METOAO0B, NO3BONAKLWNX 3D(PEKTUBHO MCMNONb30BaTb (DYHKLMO-
Ha/NbHble BO3MOXHOCTW 06/1a4HbIX CEepBMCOB. MHOrMe 13 aTUX TeXHONOrMii U MeTOA4O0B npefHasHayeHbl A1
pa3paboTyMKoB 1 ONepaTopoB, KOTOPble BCe Yale paboTalT BMeCTe B paMkax YHU(ULMPOBAHHOIO NoAxXoAa,
nonyumswero HasgaHue DevOps (cm. 10.2). Llenb Takoro nogxopa 3akiiyaetcs B TOM, UYTOObl yCKOPUTb K
yNpoCTUTb CO34aHue U NCNOoJib30BaHMe pelleHuin Ha 6ase 06/1a4HbIX CEPBUCOB.

B HacTofWem cTaHgapTe OnMCbIBAOTCA 06O MEe TEXHOMOTMU U METOAbl, OTHOCALWMEC K 06/1a4yHbIM Bbl-
YNCNEHUAM, UX CBA3b APYT C APYTOM U MPUHLUMbLI UX UCNOMb30BAHUA ANA pelleHns HEKOTOPbIX 3ajay, CBA3aH-
HbIX C 06/1a4HBIMU BbIYUC/IEHNAMM.

HacToswuii cTaHgapT KacaeTcs pas3BMBAlOLLMXCA TEXHOJOIMIA, KOTopble B GyaylieM noTpebyoT paspa-
60TKM HOBbIX CTaHAAPTOB.

HacToswuii cTaHpapT npefHasHayeH B MepByl odyepefb A5s pa3paboTuMKoB CEPBUCOB B KaTeropuu
«MocTaBLWMKM 06M1aUYHbIX CEPBUCOB» U pa3paboTuMKOB OTpac/eBbIX CTaHAApPTOB, paboTallwux C opraHu-
3aunMamMun no ctaHgaptusaymu.

HacToswuii ctaHAapT HEO6XOAMMO NPUMEHATHL C yYeTOM Tpe60oBaHMl HOPMATUBHBIX NMPABOBbLIX aKTOB U
cTaHaapToB Poccuiickoii ®epepauun B 061aCTu 3alUTbl MHOPMALUN.
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HALUWOHANbHbBIN CTAHAOAPT POCCUWMCKOW SEALEPALUMN

NHdopMaLOHHbIe TEXHOIOTUN
OBNAYHbIE BbIUYNCJ/TIEHNA

O6uune TEXHOMOTNUM N MeToAbl

Information technology. Cloud computing. Common technologies and techniques

Jata BBegeHua — 2024—01—30

1 O6nactb NpPUMeEHeHUsA

HacToswmnii ctaHgapT COAEPXUT onucaHue Habopa OOLMX TEXHONOMM N MEeToA0B, UCMO/b3yEMbIX B
cthepe 06nayHbIX BblUMCIEHUA. K HUM OTHOCATCS:

- BUpTyasibHble MawwuHbl (BM) 1 runepsunsopsi;

- KOHTEeWHepbl U CUCTEMbI YyNpaB/ieHna KoHTeliHepamu (CMS);

- beccepBepHble BbIYMCEHNS;

- apxuTekTypa MWKPOCEPBUCOB;

- MHCTPYMEHTbl aBTOMaTu3aumnm;

- CUCTEMbl U apxuUTekTypa «nnatdopma Kak ycnyra;

- CEepBUCbl XpaHEHUS OAHHBbIX;

- cpeacTtBa obecneyeHns 6e30MacHOCTU, MacwTabupyeMocTn M CETEBOro NOAKIIOYEHUS B KOHTEKCTE
BbllWeYyKa3aHHbIX TEXHO/IOTU 06/1a4HbIX BbIYNCIEHWIA.

2 HopMaTUBHbIE CCbISIKA

B HacToswem cTaHfapTe MCNosib30BaHbl HOPMATUBHbIE CCbINIKM Ha cnegylouime ctaHfapTbl:

FOCT ISO/IEC 17788—2016 WHMopmaunoHHble TexHonoruu. O6nayHble BbluncneHuns. Obuwme noso-
XEHNA 1 TepMUHONOrnA

FOCT P MCO/M3K 17203 VHdopMaumoHHaa TexHonorua. Cneundumkaymsa oTkpbiToro oopmarta Bu3ya-
nusauum (OVF)

FOCT P MCO/M3K 18384-1 VIH(hOopMaLMOHHbIE TEXHOMOMMN. DTa/lOHHAA apXUTeKkTypa A1 CepBUC-0pU-
eHTMpoBaHHOl apxuTekTypbl (SOA RA). YacTb 1. TepmuHonorns u koHuenumm SOA

MpumevyaHune — MMpy NOMb30BaAHNN HACTOSILLMM CTaHAAPTOM LEenecoobpa3Ho NPoBEpUTL AeCcTBME CCbIIOY-
HbIX CTaHAAPTOB B MH(POPMALMOHHON cucTeEMe OOLLEro nNonb3oBaHWs — Ha oduumasnibHOM caiite defepasibHOro areHT-
CTBa MO TEXHUYECKOMY PEry/IMPOBaHMI0 U METPOSIOMNM B CETU VIHTEPHET MM MO eXerogHoMy UHOPMaLMOHHOMY yKa3a-
Tento «HauuoHanbHble CTaHAAPTbl», KOTOPbI ony6/IMKOBaH MO COCTOSIHWUIO Ha 1 siHBaps TEKyLWEero roga, v no Bbimyckam
eXemMeCcsHHOro MHopMaLMOHHOIO ykasaTensi «HauvoHasibHble CTaH4aPTbI» 3a TeKyLUMiA rogd. Ecim 3amMeHeH CCbITOYHbIN
CTaHAapT, Ha KOTOpbIA faHa HeaaTMpoOBaHHAsA CCblka, TO PEKOMEHAYETCS MCMO/b30BaTh AENCTBYIOLLYI0 BEPCUID 3TOrO
CcTaHfapTa C YYETOM BCEX BHECEHHbIX B @HHYI0 BEPCUID M3MEHEHWIA. ECNM 3aMEHEH CCbINTOYHbLIA CTaHAapT, Ha KOTOPbIit
[iaHa gaTupoBaHHas CCbl/lka, TO PEKOMEH/IYeTCsl MCMOJ1b30BaTbh BEPCUIO 3TOrO CTaHAapTa C yKa3aHHbIM Bbllle FOA0M YT-
BepXAeHUst (NpuHATKS). Ecnmn nocne yTBEPXAEHUSI HACTOSALLErO CTaHAapTa B CCbIIOYHbIA CTaHAAPT, HA KOTOPbLI AaHa
[aTVpoBaHHas CCbIfka, BHECEHO U3MEHEHMWE, 3aTparnBatollee NonoXeHue, Ha KOTOpoe AaHa CCbl/Ka, TO 3TO MOJIOXEHME
pekoMeHayeTcs NpUMeHsITb 6e3 ydeTa AaHHOTO U3MEHeHUs. ECnM CCbINoYHbIA cTaHAAPT OTMEHEH 6e3 3aMeHbl, TO Moso-
XXEHME, B KOTOPOM JaHa CCbl/IKa Ha Hero, PeKOMeHAYeTCsl MPUMEHSITb B YaCTW, He 3aTparvBatoLLeli 3Ty CCbIKy.

M3gaHne opuuynanbHoe
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3 TepMuUHbI U onpeaenieHns

B HacTosiwem cTtaHgapTe npuMeHeHbl TepMuHbl no FTOCT ISO/IEC 17788, a Takke cregylouime TepMu-
Hbl C COOTBETCTBYIOLWMMU onpefeneHUAMN:
31

rocteBas onepaumoHHasa cuctema (guest operating system): OnepayuMoHHas cuctema, ycTaHOBEH-
Has Ha BUPTYyasibHOW MalluHe.
[FOCT P 59163—2020, nyHKT 3.2]

3.2

X0ocToBasa onepaunoHHasa cuctema (host operating system): OnepaunoHHas cuctema, B cpeje KoTo-
POl PYHKLMOHMPYET rMnepBun3op.
[FTOCT P 56938—2016, nyHKT 3.12]

MpuMmevyaHue — lporpaMMHOe obecrneyeHne ana BUPTyanm3aumn MOXeT BKIUaThb B cebs runepsusop u BM,
a TaKkKe KOHTEMHEPHYH CNyX0y 1 KOHTENHepbI.

3.3 6eccepBepHble BblUMCeHUs (serverless computing): KaTteropms o6/1a4HbiX CEPBMCOB, B pamkax
KOTOpPO noTpebuTenb cepBuca 06/1aYHbIX BbIYMCAEHUIA MOXET MCMNOMb30BaTb pas3fiMyHbie TUnbl (PYHKUMO-
Ha/bHbIX BO3MOXHOCTEel 06nayHbix cpef 6e3 Heob6xoAMMOCTU NpefocTaBNeHUs, pa3BepTbiBaHUA W ynpas-
NeHns annapaTtHbIMW WAW NPOrpaMMHbIMUK pecypcamMu, 3a UCKIIYEHNEM NpefoCcTaB/eHns Koga NpunoXeHus
NN NONb30BaTENbCKUX AaHHbIX, 06pabaTbiBaeMbIX NPUIOXEHNEM.

MpumevyaHusa

1 beccepBepHble BblYMCIEHUA 0becrneyrBatoT aBToMaTMyeckoe MacluTabpoBaHve ¢ AMHaMUYECKUM afanTUBHbIM
Bbl4E/IEH/EM PECYPCOB MOCTaBLUMKOM 06/1a4HOM CNyx6bl, aBTOMaTUYeckoe pacrnpefefieHne pecypcoB MO HECKOSIbKUM
obbekTam, a TakkKe aBToMaTtnyeckoe 06CNyXMBaHNE 1 Pe3epBHOE KOMMpoBaHue.

2 ®yHKUMM 6eccepBepHbIX BbIYUCIEHUI UHULMUPYIOTCA OOHWM WM HECKONIbKUMU COBbITUSAMU, OMpefesieHHbIMN
notpebutenem cepsuca 06M1auHbIX BbIYWUC/IEHWIA, N MOTYT BbINOMHATLCSA B TEUEHWE OrPaHUYEeHHOro Mnepuofa BpPeMeHw,
Heo6xo4MMOoro s 06paboTKM KaKA0ro KOHKPETHOrO COBbITHS.

3 ®yHKUMM 6GeccepBepHbIX BbIYUCAEHWA MOTYT OblTb WHALMMPOBAHbI MPSMbIM  BbI3OBOM U3 MOOBMWIBHBIX U
BE6-NPUNIOXKEHNIA.

3.4 KOHTeWHepHas cnyxb6a (container daemon): MporpamMmHbIli cepBuc, BbINOMHAKLWMIACA Ha onepaum-
OHHOW cucTeme xocTta u OTBeHaFOU.LVIVI 3a co3gaHue, 3anyCcK n oCTaHOBKY pa6OTbI KOHTeVIHepOB B 3TOW cUCTEME.

3.5 cucTemMa ynpaB/ieHUs KOHTeliHepamu (container management system): MporpamMmmHoe o6ecneve-
HMe, OCYLLEeCTB/IALW,EE YPaB/IEHNE 1 OPKECTPaLMI0 3K3EMMNNIAPOB KOHTEWHEPOB.

MpuMmeuyaHne — OYHKUMOHA/IbHbIE BO3MOXHOCTU BK/OYAOT B CEOS NEpBOHAYasIbHOE CO3faHue W pasme-
LWeHne, NIaHUPOBaHWE, MOHWUTOPUMHI, MacluiTabupoBaHue, OGHOB/IEHWE U MapasifeslbHoe pas3BepTbiBaHWe TakMX (PYHK-
LIMOHa/IbHBIX BO3MOXHOCTENM, Kak GaslaHCUPOBLLMKMA Harpy3Kki, MeXCEeTeBble 3KpaHbl, BUPTyaslbHble CeTW U cpeacTsa
MPOTOKO/IMPOBAHUSI.

3.6 ob6s1auHoe npunoxeHuve (cloud native application): MpunoxeHne, cneynanbHo pa3paboTaHHOe A/A
paboTbl B 06M1a4YHbIX cpegax v UCNOoMNb30BaHUA BCEX UX PYHKLMOHAMbHbIX BO3MOXHOCTEIA.

3.7 doyHKumoHanbHaa gekomno3muma (functional decomposition): Tun MoAynbHO AEKOMNO3ULMWK,
B paMKax KOTOpOVI cucrtema pasgensdetca Ha oTAesibHble KOMMNOHEeHThbl, COOTBETCTBYKOLUNEe onpegesieHHbIM
PYHKUMAM 1 NOADYHKLUAM CUCTEMBI.

Mpumep - Vepapxmueckas AeKOMMO3ULIMS, NMOLLAaroBoe yyuylleHVe.

3.8 HenpepbiBHOE pa3BepTbiBaHMe (continuous deployment): Moaxoa B nporpammuMpoBaHun, B pam-
Kax KOTOpOoro cneuuanucTbl Co34aloT NporpaMmMmHoe obecneyeHme B KOPOTKME LMK/bl TaKUM 06pa3om, YTO OHO
MOXeT 6bITb B /Il060€ BpeMS onyb6/IMKOBaHO A1 MPOMbILLIEHHOTO UCNOMb30BaHUsA, a caM NpoLecc pa3BepThl-
BaHWS B NPOM3BOACTBO aBTOMaTU3NPOBaH.

3.9 HenpepblBHaaA gocTtaBka (continuous delivery): HenpepbiBHOe pa3BepTbiBaHWe, Npy KOTOPOM 3Tan
pasBepTbiBaHUA UHULUNPYETCA BPYUHYHO.

3.10 opkecTpaumsa (orchestration): MeTog opraHusauun ynpaB/ieHWS CepBUCaMu, B KOTOPOM chneyu-
ann3nNpoBaHHbIA CEPBUC KOOPAMHUPYET U ynpaBnseT APYrMMU 3/1eMeHTamMun, BXOASAWMMM B COCTaB cepBuUca.

2
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MprmeuyaHne — DNEMEHT, KOTOpbLIA YNpaBasieT opkecTpauueli, He SIBNSIETCH YacTbi camoli opkecTpauumu
(3K3emMnIAPOM CTPYKTYpbI).

311

o6pa3 BUpTyanbHOI MawwuHbl (virtual machine image): ®aiin (daiinsl), coaepxawni(ne) nHdop-
Maumni 0 KOHUrypauum, HacTpolikax M COCTOSIHUM BUPTYyasiIbHOW MallWHbI, a Takke XpaHsauimecs B Hel
nporpamMmMbl 1 faHHbIE.

[FOCT P 56938—2016, nyHKT 3.6]

3.12 meTagaHHble BUPTyasibHO MawuHbI (virtual machine metadata): VHgopmaunsi o KoHUrypauuu
N 3anycke BMPTyasibHOI MallnHbI.

3.13 mMuKpocepBucC (microservice): HesaBnucMmo pas3BepTbiBaeMblii KOMMOHEHT, NpPefoCcTaBAAlLW N
cepBUC ANa peannsaunmm KOHKPETHON (PYHKLMOHANbHOW YacTyu NPUTOXEHUS.

3.14 MuKpocepBUCHaA apxuTekTypa (microservices architecture): Moaxon Kk NPOEKTUPOBAHUIO, KOTO-
pbilii pa3genseT NPUIOXEHUE Ha Habop MUKPOCEPBUCOB.

3.15 doyHKUMM Kak ycnyra (functions as a service): Kateropusa o61a4Horo cepeuca, B KOTOPOi yHKLM-
OHa/NbHasi BO3MOXHOCTb, Npegnaraemasi notTpebutento ob6avyHoin cnyxo6bl, npeactaBnsieT co6oli BbINOHEHNE
KoAa NpuioXxeHnsa notpebutens o6navyHoil cnyx6bbl B BUAE OAHOW UM HECKONMbKUX DYHKUMIA, Kaxaasa U3 KoTo-
pbiX 3anyckaeTcs cobbiTMEM, 3a4aHHbIM NoTpebutenem o061a4Hol cnyxobl.

3.16 6eccepBepHasa 6a3a gaHHbIX (serverless database): Kateropus o61a4HbiX CEPBUCOB, B KOTOPOIA
PyHKLMOHaIbHAaA BO3MOXHOCTb, Npefnaraemas notpebutento o6aavHoin cnyx6bl, npeacrtaBnsaeT coboi 6asy
AaHHbIX, MOMTHOCTbLIO yNpaBAseMYy NOCTaBLMKOM 061a4HON cnyX6bl M AOCTYMNHYIO Yepe3 NPOorpaMMHbIA UH-
Tepdeiic npunoxenus (API).

3.17 mexceTeBoii akpaH (firewall): MporpammHoe M NporpaMMHO-TEXHUYECKOE CPEeACTBO, peanunsyio-
wee PYHKLUM KOHTPONA ¥ duabTpauum B COOTBETCTBUU C 3a[aHHbIMW MpaBuiamy NpoxXofsAliMx vyepes Hero
MHOPMALMOHHbBIX NOTOKOB M MUCNOJSIb3yeMOe B Liesiax obecnevyeHunsn 3awutbl (He kpunTorpauyeckummn meTto-
Aamun) nHopmMaumm, cogepxalein cBefeHus, COCTaBAsALWMe FTOCYAapCTBEHHYO TaiHy, MHOW UHGOpMaLumn
OrpaHMyYeHHOoro goctyna.

3.18 peecTp KOHTeHePOB (container registry): KOMNoHeHT, o6ecneynBaoLuii BO3MOXHOCTb XpaHeHUs
M gocTyna kK obpaszam KOHTEHEepOoB.

3.19 61m30CcTb pecypcoB (resource affinity): PasmelweHne gByx Wi 60see pecypcoB B Hemnocpep-
CTBEHHOI 61M30CTN APYr OT Apyra.

MpumedyaHne — CroBocodeTaHne «B HEMNOCPEACTBEHHON 6/M30CTV ApYr OT Apyra» noapasymeBaeT Takue
chakTopsbl, KaK CKOPOCTb A0CTYNa WK BbICOKasi NPOMyCkHasi CMOCOGHOCTb COEAMHEHUST MeXy pecypcamm.

4 CokpauleHus n o603HayYeHns

B HacToswem cTaHAapTe NMPUMEHEHbI CriefyoliMe coKpalleHns n 0603HavYeHns:
BM — BupTtyanbHaa malluHa;
OC — onepauuoHHas cucrtema;
MO — nporpammHoe obecnevyeHune;
APl — nporpammHbIii uHTepdelic npunoxeHus (application programming interface);
CMS — cuctema ynpaBneHus KoHTeillHepamu (container management system);
CSC — noTpebutenb obnayvHoli cnyxbbl (cloud service customer);
CSP — nocTaBlmk ob6nayHoii cnyx6bl (cloud service provider);
DDoS — oTtka3 B o6cnyxusaHuu (distributed Denial of Service);

DevOps — MeTof0/10rMA aBToMatusauuu, obbeAuHsiowas pas3paboTKy NporpaMmMHOro o6ecneuyeHus
¥ NPOMbIWIEHHOE MCMOJ/Ib30BaHUE C LE/blo COKpalleHns ANUTeNbHOCTU onepauuii B xoae
XM3HEHHOTO UMKNa pa3paboTKM U CONMPOBOXAEHUS;

DevSecOps — pacwupeHHas metogonorna DevOps, BkAvawwasa B cebs pyHKuMn obecnevyeHns 6esonac-
HOCTU B KayecTBe BaXHOW M HEOTbeMJIEMOI YacTu npoueccoB pa3paboTku n UT-onepauuii;

DNS — cnyx6a goMmeHHbIX uMeH (domain name service);
DSaaS — XxpaHeHue gaHHbIX Kak ycnyra (data storage as a service);
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Faas dpyHKumMa kak ycnyra (functions as a service);
GUI rpadmnyeckunii HTepgeiic nonb3osartensa (graphical user interface);
HTTP npotokos nepepaun runeptekcta (hypertext transfer protocol);
laaS MH(pacTpykTypa kak ycnyra (infrastructure as a service);
IP nHTepHeT-npoTokon (internet protocol);
MAC KOHTPO/b AOCTyna K HocuTenam mHgopmauum (media access control);

OoCl npoekT Linux Foundation gns pa3paboTkm OTKPbITbIX CTaH4APTOB ANA BUpTyanusauum Ha
YPOBHE oOMNepaLuoHHOl CUCTEMbI, Npexae BCero KoHTeilHepoB Linux (open containers
initiative);

OVF OTKPbITbI/ cTaHAapT ANS XpaHEeHUs U pacnpocTpaHeHnUs BUPTyasbHbIX MawuH (open virtual-
ization format);

PaasS nnatgopma kak ycnyra (platform as a service);

SaaS nporpaMmmHoe obecnedyeHne kak ycnyra (software as a service);

SOA cepBuUC-opueHTMpoBaHHasa apxutekTypa (service-oriented architecture);
VPN BUpTyasibHasa YacTHasa ceTb (virtual private network).

5 O630p 06WMX TEXHOMNOIMA N METOA0B, NCNOJIb3YyEMbIX B cthpepe 06/1auHbIX
BbIYMNCIEHNIA

5.1 O6wme NoNoXeHUs

HacToswmii cTaHgapT COAEPXUT onucaHne Habopa O6LWMX TEXHONOrniA U MeToAoB, UCMO/b3yeMbIX B
cthepe 06n1aUYHbIX BbIYNCIEHWNIA.

O6uas TeXHONOrMS — 3TO TEXHO0rMsA, KoTopass UCNoab3yeTcsa A9 peannsauny OAHOT0 WIN HECKOJb-
KX YHKLMOHAAbHbIX KOMNOHEHTOB 06/1a4HbIX BblYUCAEHWNA, ONNCaHHbIX B [1]. O6WMe TexHonorMm, Kak npa-
BUO, AB/ISAOTCA YacTbio 06/1a4HOr0 cepBmUca UM NPUMEHSAKTCA NPU MCNOb30BaHUM 061a4yHOro cepeuca.

O6uwmii MeTog — 37O METOA WU NOAXOZ K BbINMOJIHEHWIO OTAE/bHbIX AENCTBUIA, CBSA3AHHbIX C 06/1a4HbI-
MU BblunucieHuamu (cMm. [1]). O6wme meToAbl, Kak npaBuio, npegHasHavyeHbl MM60 A8 TOro, YTo6bl YNPOCTUTL
ncrnosb3oBaHWe 061a4vHbIX CEPBUCOB, NMB0O AN TOro, 4To6bl 06ecneunTb NCNONb30BaHME BCEX PYHKLMOHAMb-
HbIX BO3MOXHOCTEW, NpefocTaBaseMbix 061a4HbIMU CepBUCaAMU.

MHorne n3 o6Wwmx TEXHONOINA N METOAOB UCMONbL3YTCA COBMECTHO B npoLuecce pas3paboTku u paboTbl
061a4HbIX MPUNOXKEHWNIA.

5.2 TexHonornmn

5.2.1 O6Lue NoMoXeHUs

O6LWwmne TeXHONOMMN B OCHOBHOM OTHOCAITCA K BUpTyanu3auuy 1 KOHTPOJIIO, a TakkKe ynpaB/ieHNo BUPTY-
ann3npoBaHHbIMK pecypcammn B npouecce pas3paboTkn u paboTbl 06/1a4YHbIX NPUNOXeHNA. O6nayHoe Npuso-
XEeHne — 3TO NpPuUoXKeHne, cneunanbHo paspabotaHHoe 415 paboTbl B 06nake, a Takke ANS UCNOb30BaHUA
PYHKUMOHANBbHbIX BO3MOXHOCTEW U cpefbl 06/1a4HbIX CEPBUCOB. DTN TEXHONOTMM KacalTCA TPeX OCHOBHbIX
annapaTHbIX PecypcoB — pecypcoB Ana 06paboTkM, XpaHEeHUA AaHHbIX U CeTEeBOro MOAK/IYEHUS, a Takke
nNaTdhopMeHHbIX YHKLUMOHANbHbBIX BO3MOXHOCTEW 061a4HOro cepeuca, onpefeneHne KOTOpbiX NpuBeAeHo
B [1], 9.2.4.2. Cpefaun 3TUX TEXHONOTMI UMETCA cneayoune:

- 4NS BUPTyasn3npoBaHHON 06paboTkn mcnonb3yTcsa BM u runepeusopbl (cMm. pasgen 6), KoHTenHepbl
(cm. pasgen 7), 6eccepBepHble BbluucrieHusa (cMm. pasgen 8);

- 4NS BUPTYasM3UPOBAHHOIO XpaHeHWs AaHHbIX WCNOMb3YITCA pas/iMyHble BapuaHTbl XpPaHeHUs daH-
HbIX Kak ycnyrn (Data Storage as a Service) (cm. pasgen 12);

- BMpPTyanun3npoBaHHble CceTu SABAAIOTCA OAHOW M3 OCHOBHbIX TPYNN TEXHONOrWi ANA npegocTtasrie-
HUS M UCMNONb30BaHMA (YHKLMOHANbHbIX BO3MOXHOCTElW ceTeil NpUMeHWTEeNbHO K 06/1a4HbIM cepBucam
(cm. pasgen 13);

- kateropua obnayHbix cepBucoB «lnatopma Kak ycnyra» npegHasHadyeHa gna 6onee 6bicTpoi pas-
paboTkM, TeCTMpPOBaHMA 1 BbiNycKa 06/1a4HbIX NPUIOXKEHNA (cm. pasgen 11).

TexHonormm obecnevyeHns 6e30NacHOCTN M MacWTabypyemMocTn NPUMEHSAIOTCS B LLE/IOM KO BCEM Tunam
06/1a4HbIX CEPBUCOB, XOTA ABHOE WCNO/Ib30BaHWE 3TUX TEXHOMOrMii noTpebutenem cepsuca 06/1a4HbIX Bbl-
yncneHnii 6onee xapakTepHo ANA OTAesbHbIX TMNOB 061aYHbIX CepBUCOB (CM. pasgens! 14 n 15).

4
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5.2.2 Tun MHpacTPYKTYPHbIX DYHKLUMOHa/IbHbIX BO3MOXHOCTEN 06/1a4HbIX CEPBUCOB

B paMkax uHpacTpykTypHbIX DYHKLNOHAAbHbLIX BO3MOXHOCTE 06/1a4HbIX CEPBUCOB, Kak NnpaBuao, uc-
Nofb3ylTCsA cnepylune TeEXHONOTNN:

- BM;

- KOHTEeWHepbl;

- BUPTYya/IM3UPOBaHHOE XPaHWUIULLE;

- BUPTya/sIN3MpOBaHHbIE CETH;

- cuctembl 6e30nNacHoOCTH.

5.2.3 MnaTopmeHHble PYHKLNOHa/IbHblE BO3MOXHOCTM 06/1a4HbIX CEPBUCOB

B pamkax niatopMeHHbIX (YHKLMOHANbHbIX BO3MOXHOCTEN 06/1a4HbIX CEPBUCOB OGbLIYHO MCNO/b3Y-
l0TCA cnefyrlmne TeEXHOMOMNN:

- KOHTEeWHepbl;

- 6eccepBepHble BblUMCNEHUS;

- obnayHble cepBuchbl PaaS;

- BUPTya/IM3MPOBaHHOE XPaHWUIULLE;

- BUPTyanM3nMpoBaHHbIE CETH;

- cucTeMbl 6€30NacHOCTH.

5.2.4 MpuknagHble PYHKLNOHa/IbHblE BO3MOXHOCTU 06/1a4HbIX CEPBUCOB

B pamkax npuknagHbix YyHKLMOHANbHbIX BO3MOXHOCTEl 06/1a4HblX CEPBUCOB OObIYHO UCMOMNb3YHTCA
cnepywolne TEXHONOTNN:

- BUPTya/IM3MPOBaHHOE XPaHWUINLLE;

- BUPTyanM3MpoBaHHbIE CETH;

- cuctema 6e3onacHocTu.

5.3 MeTogbl

O6wure MeToAbl, Kak MPaBu/Io, MPUMEHSAIOTCS KO BCEM KaTeropusim o6/7auvHbiX CEPBUCOB, XOTS OTAE/b-
Hble MeToAbl MOryT 6onee achdhekTMBHO paboTaTb C OAHUMU KaTEropusamMm 06/a4HbIX CEPBUCOB, YEM C APY-
TMMN.

OpkecTpauus n ynpasneHne BUPTyalU3MpOBaHHbBIMU pecypcamun OCYLLEeCTBASIOTCA C NOMOLbI COOT-
BETCTBYIOLLEr0 MHCTPYMeHTapus, Bkatydas CMS (cm. pasgen 10 n 7.4).

Kak npaBuno, B 06/1a4HblX BbIYMCNEHUAX UCNOL3YIOT cnegyrolime MetToabl:

- pasnMyHble BUAbI aBTOMAaTM3auum, npumMmeHsieMble Bo Bcex npoueccax DevOps (cm. pasgen 10);

- nogxoabl KobecneyeHNo MaclwTabnpyemMocTun, Takue Kak napasnenbHble 3ak3eMnasapsl (CcM. pasgen 14);

- NoAxoA K NPOeKTUPOBaHMIO NPUSTOXKEHWUA 1 CUCTEM Ha OCHOBE MUKPOCEPBUCOB (CM. pasgen 9);

- MeXCeTeBble 3KpaHbl, WNgpoBaHMe U MmeToabl ynpaBreHus nageHtudukaynein n goctynom (IAM) ans
obecneyeHns MHopMaLnoHHOW 6e3onacHocTM (cMm. pasgen 15).

6 BupTya/ibHble MalUWHbI 1 TMNEPBU30pPbI

6.1 OO6LIMe NOJIOXeHUS

BM v runepBn3opbl NpeAcTaBasaloT cob60il TeXHONOrMK, KoTopble obecneunBaloT BUPTYyau3npoOBaHHYO0
06paboTKy (TakkKe U3BECTHYI KakK BUPTyasM3MpoBaHHbIE BblYUCEHMNA) A9 06/1a4HbIX CEPBUCOB. 3TN TEXHO-
Norvy B NepByto ovepenb OTHOCATCA K 06M1a4HbIM cepBMcaM Tuna MHQPacTPyKTYPHbIX PYHKLMOHANbHbBIX BO3-
MOXHOCTeN n laaS (MHpacTpykTypa Kak ycnyra) cornacHo onucanunio B FOCT ISO/IEC 17788 (cm. Takke [1]).

OfHOli 13 KIYeBbiX 0COBEHHOCTEl 06/1ayYHbIX BblYNCNEHUI ABNAETCA BO3MOXHOCTb COBMECTHOMO WC-
NoNb30BaHNA PECYPCOB. DTO MMeEeT BaXHOE 3HAYEHWE He TOJSIbKO ANA COKpalleHUs pacxofoB, HO U ANS NOA-
[epXaHVsi Ha BbICOKOM YPOBHe TakuMx paboumx xapakTepucTuk, kak macwTabupyemocTb W YyCTOWYMBOCTb.
CoBMEeCTHOE MCMNOIb30BaHNe BbIYMCUTENBHbLIX PECcypcoB TpebyeT onpefeseHHOro ypoBHA BupTyanusaunu.
BupTyanusauma B Le/IOM 03HayaeT, YTO OnpefefieHHbll pecypc CTaHOBUTCA AOCTYMHbIM A5 UCNOMb30BaHNS
B hopme, koTOpas hM3nYeCcKM He cyllecTByeT Kak TakoBasi, HO KOTOpas MOXEeT MCMO/b30BaTbCA C MOMOLLbIO
nporpamMMHoOro obecneyeHus. [lpyrumum cnosamu, BUpTyanusaumnsa obecrneymsaeT abCTpakTHOe npejcrase-
HMe 6a30BOr0 pecypca, KoTopblii NpeobpasyeTca B NporpaMMHo-onpeaensemy popMy A5 MCNoSb30BaHUsA
ApYyrvMMKn nporpaMmHbiMyu o6bekTamu. MO, BbINOMHAKLWEE BMPTyanuM3aunio, No3BoseT HECKO/IbKUM MOMb30-
BaTeNsM COBMECTHO W OLHOBPEMEHHO MCMO/b30BaTb OAWH (DU3NYECKMIA pecypc, He BAMAS Ha paboTy apyr
Apyra u, Kak npasuno, He 3Has Apyr o apyre (cm. [2], 5.5).
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OfHUM 13 NOAXOA0B K BUPTyanm3auum BblYUC/INTESbHBIX PECYPCOB ABMSIETCA UCMONb3oBaHne BM, uTo
npegnonaraeTt Haauume runepeusopa, obecneymsatoliero abcTpakTHoe npefcTaB/eHne annapaTHbiX pecyp-
COB BbIYMC/INTE/IbHON CUCTEMbI 1 MO3BONSAKOWEro Heckosibkum BM paboTaTb B 04HON hn3MYECKOin cucteme.
Mpn atom kaxpas BM umeeT cob6CcTBeHHyK rocteByto OC, Kak noka3aHO Ha pucyHke 1. 3To nNo3BoNseT uUc-
Nno/sib30BaTb Pecypcbl OAHOW CUCTEMbI HECKOJIbKUMU NPUIOXKeHnaMK, paboTaowmnmm B pasHeix BM.

mnepBulop npepctaBnset coboi, kak npasunio, MO, KOTOpoe ycTaHaBAMBaeTca u ynpasnsertca CSP.
O6nauHblil cepBuc, Ha 6ase koToporo pabotaetT BM, npepocTtaBnset Bo3MoxHocTb CSU 3arpyxats MO u3
obpasa BUpPTyaNbHOW MallunHbI U 3anyckaTb ero Ha BM B cucteme CSP. BM ynpaBnsieTcs runepBM3opoM, HO
CSU 3Toro He Bugur.

6.2 BupTya/ibHble MalWHbI U BUPTyanM3auust CUCTeM

BM npepcTtaBnset coboil M301MPOBaHHY0 cpeay BbiNnonHeHusa MO, koTopas Mcnosb3yeT BUPTyannsnpo-
BaHHble (PU3NYECKNE BbIYUCAUTENbHbIE pecypchl. ApyrumMmu croBamu, pedyb MAeT 0 BUpTyanusauum cUcTeMsl.
MO B kaxgoi BM nonyyaeT TwartenbHO KOHTPOAMPYEMbIA [OCTYN K hn3nyeckum pecypcam, 4To6bl obecne-
YNTb COBMECTHOE MUCNOJIb30BaHue 3TUx pecypcos. BM, KoTopble nHorga HasblBaloTCA cuctemMHbiMu BM, npepg-
narawT WUPOKY (PYHKUMOHANBbHOCTb, HEOO6XOAMMYI O/151 BbINO/IHEHUA MOJHbLIX cTekoB MO, BkAw4vasa uenbie
OC u kog npunoxeHunii, ncnonbsywmx OC. Kak nokasaHO Ha pucyHKe 1, 3TO oTpaxaeTcs B BUAE 3/IEMEHTOB
«lFocteBass OC» u «MpunoxeHne N» B kaxgoin BM.

Llenb BM — o6ecneuntb 04HOBPEMEHHYI pabOTy HECKONbKMX MPUJIOXEHUA B OAHOW annapaTHON cu-
cteme. lMpu 3TOM 3TV NPUMIOXKEHUSA OCTalTCA U30NMPOBaHHbIMU Apyr oT gpyra. MO, paboTawouee B Kaxaol
BM, nmeeT cBoe co6CTBEHHOE CUCTEMHOE annapaTHoe obecneuyeHuwe, Takoe Kak npoueccop, onepaTtvMBHas
namsaTb, O4HO WM HECKOJIbKO YCTPOWCTB ANA XpaHEeHUS faHHbIX 1 ceTeBoe obopypoBaHue. 1301MpoBaHHOCTb
0o3HauvaeT, 4yTo MO, paboTatowee B ogHoli BM, otgeneHo ot MO, paboTatowero B A4pyrux BM B Toli e cucteme,
n ato MO HuKak He nepecekaeTca APYr € 4pyroM. Takxe oHO oTaeneHo ot OC xocta. Buptyanusaums o6bI4HO
O3Ha4yaeT, YTO YacTb AOCTYMNHbIX (PU3NYECKMUX BbIYNCIUTE/IbHbLIX PECYPCOB MOXET 6biTb MpefocTaB/ieHa Kax-
Aol BM, Hanpumep: orpaHM4YeHHOEe KO/IMY4eCTBO MPOLECCOPOB, OrpaHMYEeHHbIn 06bEM OMepaTUBHON MamsTw,
OorpaHMyYeHHoe NPOCTPAHCTBO A1 XPAHEHUS AaHHbIX U KOHTPONMPYEMbI AOCTYN K CeTU.

Kaxpasa BM cofgepxuT nonHbii ctek MO, HaumHas ¢ onepaumoHHON CUCTEMbl U 3akaH4YMBas N06bIM
apyrum MO, HeobxoaMMbIM ANA paboTbl O4HOT0 UM 6os1iee NPUAOXKEHNI, BbiNONHAEMbIX B BM. MNporpammHbiii
CTEK MOXET ObITb OYEHb MPOCTbIM (Hanpumep, cCO6CTBEHHOE MPUIOXEHNE, HANUCAHHOE Ha A3blke Nporpam-
MupoBaHua C, ncnonb3ywuwee TONbKO (GyHKLMN, npegocTaBnsemMble camoii OC) uam cnoxHbiM [Hanpumep,
NpUIOXeHNe, HanNnucaHHoOe Ha A3blke nporpamMmupoBaHna Java™, Ans KoToporo TpebyeTcs cpefa BbiNoJSHe-
HUS 1 KOTOPOE aKTUBHO WUCMOMb3yeT 6MbanoTekn n (Mamn) cepBuchl, KOTOPbIX HET B ONEpPaLMOHHON cucteme u
KOTOpble AO/DKHbI NPefoCTaBAATbLCSA OTAE/bHO].

Kaxpgas BM moxeT B npuHuune cogepxatb nobdyto OC. PasznnyHble BM Ha ogHOW annapaTtHOl cucteme
MOryT paboTaTb noj ynpaBieHWEM COBepPLEHHO pa3Hbix OC, Takux kak Linux un Windows. EguHCTBEHHOE
TpeboBaHue 3aknwyaeTca B ToMm, 4yTo Bce [0, BbinonHAemMoe B BM, fo/mkHO 6bITh paspaboTaHo gss anna-
paTHON apXxuTekTypbl UMEHHO 3TOW CUCTEMbI, NOCKO/IbKY annapaTHoe obecneyeHve BUpTyanusmpyeTcs, a He
amynupyetcs. Tak, HanpumMmep, NPOrpamMMHbIA Kog, CO34aHHbIN AN apxutektypbl ARM, He byaeT pabotaTb B
BM, 3anyuw,eHHoli B cucteme Ha 6ase apxutektypsbl Intel x86.

6.3 N'mMnepBu3opbI

6.3.1 O6wme NoNoXeHUsI

fmnepBu3opbl, KOTOPbIE TaKXe UHOrga HasbiBatloTCa MOHMTOpamu BM, npepctasnsaT coboi MO, koTopoe
BUPTyanusnpyeT pusnyeckme pecypcbl 1 No3BonseT 3anyckaTtb BM. BupTyanusauusa o3HavyaeT ynpasneHue
abCcTpakTHbIM npeacTaBieHnemM (U3NYECKUX PecypcoB cUCTeMbl. [MnepBu3opbl Takxe ynpaBnsioT paboToi
BM. M'mnepBun3op pacnpegensiet pecypcbl AN KaxoW 3anyweHHoi BM, Bkatoyas npoueccop, onepaTuBHYHO
namaTb, CUCTEMY XPAHEHUSA [aHHbIX U CETEeBble KOMMNOHEHTbI, & TakKe MPONyCKHY CMOCOBHOCTD.

Mnepsu3opbl 6bIBAKOT ABYX TUMOB:

- aBTOHOMHbIe (Tun I);

- Ha ocHoBe 6a3oBoit OC (tun II).

mnepsusopbl TMna | moryT paboTaTb ObiCTpee N apdeKTBHEE, NMOCKONLKY ANA HUX He TpebyeTca OC
xocTta. N'mnepsusopbl Tuna Il moryt pabotatb Mef/ieHHEEe, HO OHW UMEIDT pAg NPeMMYLLECTB: OT/IMYAlOTCA Npo-
CTOTOW HaCTpPOWKM N COBMECTUMbI C 6OMbLINM KOMYECTBOM annapaTHOro obecneyeHus, 4em runepsu3opsbl
Thna l. 970 cBA3aHO C TEM, YTO ANA TMNEPBU3OPOB TUNa | HE06X0AMMO YYUTbIBATL OCOGEHHOCTN annapaTrHoro
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obGecneyeHnsi, B TO BPeMsl KakK rmnepeu3opbl Tvna Il Mcnosb3yloT npeuMyliecTBa annapaTHOil Noanepxku,
BCTPOeHHOM B OC xocTa.

6.3.2 T'vnepBusopsbl TnNa |

fmnepsnsopsl Tnna | pa60Tar0T HenocpeaAcCTBeHHO Ha OCHOBE€ anmnapartHoro obecneyeHnss cCUCTEMbI "

HanpAMyl ynpasaslT UM, Tak Xe kak u BM. MpuHunn opraHnsaumn cCuUcTembl, UCMOMb3YyIOLWeEel rMnepBrn3op
Tuna |, nokasaH Ha pucyHke 1.

PucyHok 1— BupTyanmsaumst annapaTtHoro obecnevennsi rmnepsusopom tvna |

6.3.3 N'vmnepsBunsopbl Tuna i
Mnepsusopbl Tuna Il pa6oTtatoT noBepx OC xocTa, a TouHee, agpa OC xocta. MmeHHo OC xocTa ynpas-

NsieT annapaTtHbiM o6ecreyeHMemM CUCTEMbI, a TMNEepBU30OP MUCNOMb3yeT ee (PYHKLMOHA/IbHbIE BO3MOXHOCTM

Ana paboTtbl v ynpaBneHus BM. MNpuHumn opraHvMsaumn cucTembl, MCMOMb3ylowen runepsusop tuna ll, no-
Ka3aH Ha pucyHke 2.

PucyHok 2 — BupTyanmsaums annapatHoro obecneyeHuns runepsusopom tuna i
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6.4 be3onacHocTb BM 1 runepsnsopos

[na annapaTHbIX CUCTEM onepauuMoHHas cucTtemMa MMeeT caMblii BbICOKMI YPOBEHb MpuBUAerni, no-
CKOJIbKY OHa [0/DKHa KOHTpoNMpoBaTb AOCTYN KO BCEM annapaTHbiM pecypcam. OfHako B c/ilydyae C XOCTOM
rmnepeusopa nocrefHuii AO/DKEH KOHTPO/AMpOBaTb BeCb AOCTyn rocteBblX BM Kk pecypcam npoueccopa u
onepaTuBHOW NamATu (obecneuynBas BUpTyanusauuio npoueccopa v namsaTn), NO3TOMY OH AO/IXEH paboTaTb
Ha 60/51ee BbICOKOM YpOBHe npuBunaerunii, yem sce BM. [1ns aToro runepsmn3opbl ycTaHaBAUBAKTCA Ha annapart-
HbIX CUCTEeMax, KOTopble MoMOorawT BbIMO/HATbL BUpPTyanusauuwo. B yacTHocTu, annaparHas cuctema umeet
[Ba COCTOSHUA npoueccopa: pexum root (rmnepensop) U pexum non-root (roctb). Bce rocteBble OC pab6oTawT
B peXume non-root, B TO BpEMS Kak rmnepeu3op paboTaeT B pexume root.

HecmoTpsa Ha annapaTHyl MOAAEPXKY BUpTyanusauuu, U3onauusa npoLeccos cpefbl BbIMNONHEHUS A4
BM, obecneunBaemMas runepBn3opom, MOXeT 6bITb HapyLlleHa HeaBTOPM30BaHHbIMU UM CKOMMIPOMETNPOBaH-
HbiMn BM, nonyumBwmmMmM A0CTyn K 061acTaM onepaTuBHOW namMaTu, NpuHagaexaliuMm runepsusopy uam apy-
rum BM. HeaBTopm3oBaHHble WU CKOMMPOMETUpPOBaHHble BM ncnonb3yloT onpefeneHHble YA3BUMOCTU K-
NepBM30OPOB B OTHOLIEHWUN ONpPeAeneHHbIX NPOrpamMmMHbIX CTPYKTYp, Takmx Kak 6710k ynpaBneHns BM (VMCB)
1 Tabnnubl CTpaHUL BUPTyasibHO NamMsATU, KOTOpPblE UCMO/b3YKTCA TMNEPBU3OPOM A8 OTCNEXMBAHUA COCTO-
AHUA BbINOSIHEHNA BM 1 oTobpaxeHua namaTu ¢ agpecos BM Ha agpeca namaTu xocTa COOTBETCTBEHHO. O6
3TUX YA3BUMOCTAX TMNEPBU30POB OblSI0 M3BECTHO YXe AAaBHO, MO3TOMY MHOTME U3 HUX yXe YCTpaHeHbl unun
6ynyT ycTpaHeHbl B CKOpom 6yayuiem. Bonee nosgHue Bepcum runepBu3opoB 6biv 06HOBNEHbI AN 6onee
HagexHol paboTbl. CSC n CSP posmkHbl y6eanTtbca B TOM, YTO BCE MCNOJb3yeMble TMNepBU3opbl 0OHOBJ/IEHbI
M 3aliMLEeHbl OT M3BECTHbIX YA3BMMOCTEIA.

Ewe ogHa npob6nema 6e3onacHocTu B nnatdopme xocTa rmnepsusopa MOXeT ObiTb cBsizaHa ¢ IO,
UCMONb3yeMbIM A1 BUpTyanusauuym ycTpoincTs. B oTnmume oT BupTyanusauum Habopa KOMaHg v namsaTu
BUPTyanunsaunsa ycTPOWCTB OCYLLEeCTBASETCA He HenocpecTBEHHO TrMNepBU3OpPOM, a C NOMOLLbI BCNOMO-
raTesibHbIX MPOrpamMMHbIX MoAynein. OCHOBHblE MCTOYHUKN BO3HUKHOBEHWS YA3BMMOCTEl BKIO4YalOT B Cebs:
a) NporpaMMHbIA KO, KOTOPbIA amynupyeT dnsnyeckme annapatHbie yCTPONCTBA, 3anyw,eHHbIe B TMNePBUN30-
pe B KayecTBe 3arpyxaemoro Mogyns sapa, n 6) gpaliBepbl YCTPONCTB C NPSIMbIM A0OCTynom K namatu (DMA),
KoTopble MOryT obpawiartbca K o6nactaMm namaTy, npuHagnexawmm gpyrum BM unm gaxe runepsusopy.

OOHMMU 13 BO3MOXHbIX HEFATUBHbIX NOCMEACTBUIA NOJIyYEHUS HEAaBTOPU30BaHHO BM koHTponsa Hapg ru-
NepBU30POM ABJIAIOTCA: YCTAHOBKA PYTKUTOB UKW aTaku Ha gpyrve BM Ha TOM Xe xocTe runepsusopa. Nepepg
YCTaHOBKOI M MCNO/Ib30BaHMEM B CUCTEME, B KOTOPO MPUCYTCTBYIKOT runepsusop u BM, Bce MO gns suptya-
nmsaymn ycTPonCcTB AO/MKHO ObiTb MPOBEPEHO HA Ha/MUMeE YSI3BUMOCTEN.

6.5 O6pas3bl BM, meTagaHHble 1 oopmaThbl

O6pa3 BM npeactaBnseT coboli nakeT AaHHbIX, cogepxawnii nHchopmaymio 1 NCNOMHAEMbIA KOf, He-
obxoaumble A5 3anycka aksemnnspa BM. O6pa3 BM ucnosb3yeTcs A8 CO3[4aHNA HOBOrO akemnnspa BM
B clyvyae Heobxogmmoctn. O6pa3 BM moxeT BkawouyaTb B cebs nosiHblili ctek MO, Heobxoaumblii Ana paboThbl
NPUIOXEHUS, HAYMHas C onepauuoHHO cucTeMbl, 6UBGNNOTEK, Cpes BbINOJIHEHUS, MPOrPamMMHOro Koga camo-
ro NPUIOXKEHNS, KOH(PUTypaunoHHbIX anoB 1 Apyrux MeTafaHHbIX, UCMOoNb3yeMblX nNpunoxeHunem. Obpa3s
BM MOXeT Takxe Bk/4YaTb B Ce6A MeTafaHHble, CBA3aHHble C co34aHMeM camoil BM.

MeTafaHHble BM cogepxaT uHdopmaumio o KoHpurypauum n 3anycke BM. Cioga MoOryT BXoguTb Takune
ceolictBa BM, kak 06bem onepaTuBHON namaTn, TpeboBaHUA K npoueccopy v Tak ganee. MeTagaHHble BM
Takke 0ObIYHO CCbINlaldTCs Ha 06pa3bl AMCKOB, cogepxalwnecsa B o6pase BM, B 4acTHOCTU, yKa3biBas, Kak OHU
pa3BepHyThbl B ak3emnnsape BM.

MpuHuMn opraHu3auum obpasa BM 3akniwyaeTcss B TOM, UTO OH AOJ/DKEH cOofepXaTb BCE 0ObEKThI, He-
obxogumblie Ansa paboTel ak3emnasapa BM, rae o6pas BM ucnonb3yercs B Ka4eCTBE BXOAHbIX AaHHbIX ANS TU-
nepeusopa Ana co3gaHusa n 3anycka BM. B uenom o6pa3 BM cocTouT n3 gByX HaGOpPOB [aHHbIX: BO-MEPBbIX,
MeTagaHHbiX BM ©, BO-BTOpbIX, 06pa3oB ANCKOB. BaxHO NOHMMAaTb, YTO CyLW,eCTBYET MHOXECTBO Pa3/INYHbIX
hopmaTtoB kak MeTagaHHbIXx BM, Tak n 06pa3oB auckoB. KOHKpeTHbI rmneper3op, MCNo/ib3yeMblid Ans co3ga-
HUA BM, MOXeT NOHUMaTb TO/IbKO onpefesieHHble hopmaTtbl MeTagaHHblX BM 1 06pa3oB AMCKOB.

O6pa3bl BM ocHOBaHbl Ha flaHHbIX, XpaHawWwmuxca B panax. dainbl HaxoaAaTcs B halifioBbiX cucTtemax,
KOoTopble XpaHATcs B o6pa3e BM B BuAe O4HOrO UM HECKONbKUX 06pPa30B AUCKOB. ITU haiaibl MOryT ObiTb
hainamMmu onepauyMoHHO CUCTEMBI, MPUNOXEHNSA ¥ NO6OI APYroil yacTu nporpaMMHOro creka. CyuiectsyeT
Kak MMHMUMYM OAMH 06pas Aucka, HO MOXeT 6blTb HECKO/IbKO 06pas3oB Aucka, ecnn Takas opraHusauma daii-
NI0OB MCNOJIb3YEeTCS NPUIOXEHUEM U €ro NporpaMMHbIM cTekoM. Kak mpaBunio, 06beM AaHHbIX, XPaHAWUXCS B
obpasax AUCKOB, 04YeHb 6ONbLIOK, 1 NO3TOMY hopMaThl, UCNONb3YyEMble ANS XPaHEeHUA faHHbIX, npegnonara-
H0T NCNOJIb30BaHME TEXHOOTMK CXKaTusa faHHbIX B TON WM UHON dhopme.

8
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CyuwecTByeT MHOXECTBO UCMOMb3yeMbIX hopmaToB 06pa3oB BM u ANCKOB, U3 KOTOPbIX 3HAYUTENbHAsA
yacTb SIBISIETCA Ybeil-TO COBCTBEHHOCTbLIO, a Apyrasi 4acTb MMeeT OTKPbIThbIN MCXOA4HbIA Kog. Mpumepbl op-
maToB 06pa3oB BM u AnCKOB, CO3aaHHbIX Ha 6a3e oTpacneBbiX CTaHA4AapPTOB:

- OVF (cm. TOCT P NCO/M3K 17203 wn [3]). MakeT OVF cocTouT 13 Heckosibkux ¢painoB, pasMmeLleH-
HbIX B OAHOM KaTanore. CyuiectByeT taiin geckpuntopa OVF (c pacwupeHunem .ovf) ¢ gaHHbIMK B chopmate
XML, onucbiBalowumm BM B nakeTe, BK/oUas MeTagaHHble, Takme Kak nms, TpeboBaHMs K annapaTHoMy obe-
CMEYEHUI0 U CCbINIKM Ha apyrve dalinel B nakete. MakeT OVF Takke COAEPXUT O4MH UMM HECKO/IbKO 06pa3oB
OVNCKOB, a Takke HeKoTopble A0NOoSHUTEeNbHbIe dainbl, Hanpumep daiinbl cepTudukatos. dopmart o6pas3os
OVF OTHOCUTENBHO LWMPOKO NOALEPXKUBAETCHA Kak C MOMOLLbI0O MHCTPYMEHTOB mMMnopTa/akcnopTa, Tak u 6e3
UX UCNOJ/b30BaHNS;

- dopmart gucka NCO — dhopmat apxusa, UCNOMAb3yeMbI O/15 AaHHbIX, 3aNMCbiBAEMbIX HA ONTUYECKME
anckn (cm. [3] n [4]). CTaHgapToMm haiilIoBON CMCTEMbI A/11 ONTUYECKMUX AUCKOBbLIX HOcuTenelh asnsertcsa [3], B
OCHOBHOM KOMNakT-guckoB. B chopmartax agnsa DVD-guckos u guckos Blu-ray (BD), kak npaBuio, NpUMeEHSIOT
[4] (Takke m3BecTHbI kak Universal Disk Format nanm UDF), ngeanbHo nogxoaawmin gnsa (nepesanucbiBae-
MbIX ONTUYECKNX HOCUTENEN.

O6pa3sbl AMCKOB 06bIYHO CXMMAKTCA M3-3a MX OGOMbLLWIOTO pa3Mepa, XOTA 6biBalOT caydvyau, Korga uc-
Nnosb3ylTcsl HeobpaboTaHHbIe HecXxaTble 06pa3bl AMCKOB A/ ob6ecnevyeHnss 60n1ee BbICOKOW CKOPOCTU npwu
3anycke BM 3a cueT ucnonb3oBaHus 60/blUero NnpocTpaHcTBa.

dopmatbl o6paszoB BM 1 06pa3oB fMCKOB, KOTOpPblE NOALEPKUBAIOTCA KOHKPETHLIM TMNEPBU3OPOM, YKa-
3aHbl B JOKYMEHTaLUN K runepsnsopy.

7 KoHTeiHepbl 1 cnctemMsbl ynpasneHusi KoHTenHepamu (CMS)

7.1 O6wme NONOXEHUS

KoHTeliHepbl NpeAcTaBnAsAdT coboii TexHoNornw, obecneyBallLy BUPTyann3MpoBaHHy o6paboTky
OaHHbIX ANA 06/1a4HbIX CEPBUCOB. OTa TEXHOIOTUA OTHOCUTCH KakK K TUNY MHAPPACTPYKTYPHbIX PYHKLNOHANb-
HbIX BO3MOXHOCTEN, Tak MU K TNy nnatopMeHHbIX (PYHKLMOHANbHbIX BO3MOXHOCTEN 06/1a4HbIX CEPBUCOB
cornacHo onucaHuto B FOCT ISO/IEC 17788 (cm. Takxe [1]).

KoHTeliHepbl o6ecneunBalT cpeay BbiNnosHeHUs O 3a cuyeT BUpTyanusauum sgpa onepauuoHHOW cu-
CTeMbl, YCTAHOB/IEHHOW B cucteme. KOHTeNHepbl nNpeacTaBnsaoT cobol ewe oaMH NoAXOo[ K NnpefocTaB/ieHuto
cpeabl BbiNONHeHMs MO ¢ nomMoLblo BUPTYanu3aunm BblYMCANTENbHbIX pecypcoB. KOHTenHepbl nogpasymeBa-
10T BUpTyanusauuto agpa OC, B oT/inuue oT BMpTyanusauum annapatHoro obecneveHus, Kak B cnydyae ¢ BM.
Llenb koHTeliHeEpOB — 06€ecneynTb HEeCKONIbKMM pa3finyHbiM Habopam MO BO3MOXHOCTb paboTaTb ogHOBpe-
MEHHO B OJHOW cucTemMe, He melwas Apyr Apyry, 6narogaps 6e3onacHomy pasfjesieHnl0 pecypcoB CUCTEMBI.

O6nauHblil cepBUc, NogaepXkuBarLnii KOHTeltHepbl, No3BonseT CSU 3arpyxaTtb MO 13 o6pa3a KOHTel-
Hepa W 3anyckaTb €ro B KOHTellHepe B cucteme CSP. YnpaBneHue KOHTeWHepoM ocyuiectensieT nub6o CSP,
nm6o CSU, B 3aBUCUMOCTM OT Tuna (pyHKUMOHaIbHbIX BO3MOXHOCTEN 06n1avyHoro cepsuca. B niwobom cnyuvae,
Kak npaBuno, ynpassieHne ocyliecTBAseTcsa ¢ nomouwbio CMS (cm. 7.4).

7.2 KoHTeliHepbl 1 BMpTyanu3auusi onepauyMoHHbIX CUCTEM

7.2.1 OnuncaHue KOHTeHepoB

KoHTeliHep npepcTaBnsieT co60li M30/IMPOBAHHYI0 Cpefy BbINO/IHEHUA ANA paboTbl MO, NCNOb3YIOLW Y10
ALPO BMpTyanusnposaHHoit OC. KoHTeliHepbl paboTatoT B OC, koTopas HasbiBaetca OC xocTa.

Kak yka3zaHo B 6.2, BM npegcTtaBnsieT co6oii BUpTyann3nMpoBaHHY BEPCUO annapaTtHoro obecneyeHuns
ana MO, Haxogswerocs BHyTpyM BM. locTyn K BUPTYya/IM3MpOBaHHbIM annapaTHbIM pecypcam KOHTponupyeT-
cd, n NO BHYTpM BM nonyyaeT BO3MOXHOCTb BUAETb W UCMO/Ib30BATb TO/ILKO KOHTPOJIMPYEMYIO U OrpaHuyeH-
HYl0 BEpPCU0 3TUX PecypcoB (Hanpumep, OorpaHUYeHHOEe KO/IMYEeCTBO MPOLLECCOPOB, OrpaHMYEeHHOE Kosmye-
CTBO BbIYMCNNTESbHbLIX NMOTOKOB, OTPAHNYEHHbIN 06bEM ONepaTUBHOW NamsaTH).

AHanornyHbiM 06pa3oM KOHTeHep npeacTaBnsieT co60li BUPTyannsnmpoBaHHyt Bepcuto agpa OC xo-
cta. [loctyn Kk BUpTyanusmpoBaHHbIM pecypcaM sigpa OC koHTponupyeTcs, n MO BHYTPU KOHTeWHepa nony-
YyaeT BO3MOXHOCTb BMAETb Y UCMNO/b30BaTh TO/IbKO KOHTPO/IMpYyeMble 1 orpaHuyeHHble pecypcbl OC.

N3onsauns cpefbl BbiNOSIHEHUA O3HadvaeT, yYTto MO, pab6oTalouiee B OLHOM KOHTeiHepe, OTAENEHO OT
MO, BbLINO/IHAEMOrO B APYrUX KOHTEWHEepax, He NepecekaeTcs C HUM, a Takxke otaeneHo ot OC xocta. EgnH-
cTBeHHoe [0, paboTawllee BHE KOHTeliHepa, KOTOPoe MOXET Nosy4ynTb A0CTYN WAWM NOBAUATL Ha paboTy MO,
paboTalliero BHyTpM KOHTeliHepa, 3TO KOHTelHepHas cnyxoba.
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Ha pucyHke 3 nokasaHbl Tpu KOHTeliHepa, paboTawwue Ha 6a3e annapaTHOro o6ecrnevyeHnss CUCTEMBI.
dusnyeckas cnctema mmeeTt CBOK cob6CcTBEHHYD OC xocTa. Kaxablii KOHTeinHep coaepXuT cO6CTBEHHOE Npu-
knagHoe MO (npunoxeHne x) u 3anyckaeT 310 MO B 04HOM WM HECKONbKMX npoueccax OC, ncnonb3ys Takue
pecypchl, Kak onepaTtuBHas namaTb, Npoueccop, CUcTemMa XpaHeHus AaHHbIX U ceTeBble KOMMOHEHTbI, U30-
NIMPOBAHHO OT APYrnX KOHTeNHepoB, paboTalLliMx Ha TOW Xe cMCTeMe, HO BCE OHW COBMECTHO MCNO/Mb3YyHT
appo OC xocTa.

Aapo OC xocTa Mcnonb3yeTcss BCEMW KOHTellHepaMu COBMeCTHO, noatomy OC, ucnosib3dyemas MO B
KOHTeliHepax, fo/kHa 6bITb coBMecTuMa ¢ aapom OC xocTta. Bnarogapsa aTomy pasninyHbie KOHTeHepbl CMO-
ryT MCnonb3oBaTb pasnnyHble BapuaHTbl OC Linux, ecnu OC xocTa siBAsieTcs, Hanpumep, O4HONM U3 Bepcuii
OC Linux, Ho OC Windows HeBO3MOXHO 6yAeT ncnonb3oBaTb B KOHTelHepe, ecnn OC xocTa ABMSAETCA O4HON
n3 Bepcuin OC Linux (u Hao6opoT).

KoHTeliHepbl co3galTcs M ynpaBasTCcsA C MOMOLLb KOHTEAHEPHOW CNyxX6bl, KOTOpas 3amnyckaeTcs Kak
oTAenbHbIW npouecc B OC xocTa.

OC xocTta

KoHTeliHepHas
cnyx6a

MpunoxeHune
3

Aapo OC xocTta

AnnapaTHoe ob6ecrneyeHne

PucyHok 3 — BupTyanusaumsi KoHTeiHepoB

MporpamMHblii CTek, paboTatoWwmii B KaXXA0M OTAE/TbHOM KOHTeliHepe, MOXeT 6biTb pasHbiM, HO 06bIYHO
OH COAEPXUT caMo NpuaoxeHue (NpUaoXeHne X) N N6ble NporpamMmMHble 3aBUCMMOCTH, KOTOpPbIe ecTb Y Npu-
NOXeHunsa. B npuHuune, NnporpaMmMHbIii CTEK MOXET 6biTb A0CTATOYHO CKPOMHbIM, OCOBEHHO ecnn nporpamm-
HbIi KOA, NPUIOXEHUA 3aBUCUT TONIbKO OT pyHKUMi sapa OC xocta. OfgHako 6bIBaeT, YTO KoA KOHTeilHepa
MOXeT BKM4yaTb B cebs anemeHTbl OC 3a npegenamu sigpa, Takne kak 6ubnoTekn m yTuanTbl, 0COGEHHO
€C/In NPOorpamMMHbIii KOZ4 MPUAOXEHNS 3aBUCUT OT KOHKPETHbIX BEPCUI 3TUX BUBANOTEK U YTUMNUT.

OC xocTa, ucnonb3yemasn KoHTeliHepamu, MOXeT pa6oTaTb BHYTpM BM, a He Ha 6a3e chuamyeckoro an-
napatHoro obecneveHus. MO, paboTalliee B KOHTeliHEpaX, He 3HaeT, 3anyuieHa M OC xocta Ha BM unu Her.

7.2.2 KoHTeliHepHasa cnyxba

KoHTeliHepHas cnyx6a npepactaBnsieT coboil nporpamMMHblli cepBuUc, KOTOpbIA BbiNosHAeTCs Ha OC xo-
cTa M oTBeYaeT 3a co3faHne KOHTeliHepOoB B 3TON cucTeMe 1 ynpassieHne UMU. KOHKPETHbI KOHTeiHep — 3T0
NCMNONHAEMbIA 3K3eMNAsap MPOrpaMMHOro CTeka, KOTOpbI COAepXutcsa B ob6pas3e koHTelHepa (cMm. 7.3 gns
nosly4yeHus 4OoNoNHUTENbHON MHhopMaLuumn 06 o6pasax KoOHTeliHepoB). B 06pas KOHTellHepa BXOAAT MeTajaH-
Hble 1 NapameTpbl, UCMO/Ib3yeMble KOHTEHEpPHbIe CNyX6bl. KOHTeilHepHasa cnyxb6a ncnosb3yetT MeTafaHHble
KOHTellHepa ANnsa ykasaHusa onpegeneHHbiX PYHKLNOHAbHbIX BO3MOXHOCTE KOHTeliHepa, a Takke UCnosb3y-
€T napaMeTpbl cepBuUca koHTeliHepa, 4To6Gbl onpeaennTb, Kak co3gaeTcs U paboTaeT KOHTeliHep.
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KoHTeliHepHasa cnyxba npegnaraeT CEPBUCHbLIN MHTepdelic, Yepe3 KOTOpbI K ero QyHKLMOHAIbHbIM
BO3MOXHOCTAM MOTyT o6palwarbCa KNMEeHTCKUE NPUIOXKeHNs. KNnMeHTckue NpuioXeHus mMoryt pabotatb B TOi
Xe cucTeme, UYTo U KOHTelHepHas cnyxba, nnbo B ygasieHHbIX cuctemMax n obpawatbcsa K QPYHKLMOHAbHbIM
BO3MOXHOCTAM KOHTEMNHEPHON Cryx6bl Yyepes ceTb.

KoHTeliHepHas cnyxba noggepxuBaeT cnepywwmnii Habop onepaynii ¢ KOHTeliHepamu:

- Create: aTa onepauus co3gaeT HOBbIi KOHTEHep. DTa onepayms ccbiylaeTcsa Ha NCNOo/b3yeMblili 06pas
KOHTeliHepa, co3faHHbIl B gocTynHoM OC xocTa katanore gpaiinoBoii cuctembl (HasbiBaemom bundle). Mpu
co3faHnn KOoHTeliHepa BbigenseTtca Habop pecypcoB A1 HEro 1 BbINOJIHAITCA COOTBETCTBYHOLLME HACTPOIKM
COrNlacHO MeTajaHHbIM KOHTelHepa, XpaHsawmmcsa B nakete. KOHTelHepy npuceBanBaeTCs YHUKabHbIA UAEH-
TuchukaTop, MO KOTOPOMY Ha HEro BMOCAEACTBUM MOXHO CChl/laTbCH;

- Start: ata onepaunsa 3anyckaeT KOHTENHep NyTeM BbINOSIHEHWUSA MNPUKNAAHON Nporpammbl, 3afaHHOW
ONA KOHTeilHepa, Cc N6biIMU NapameTpaMu COracHo ero MetajaHHbIM;

- Kill: aTa onepauua octaHaBnuBaeT nporpammy(bl), 3anyuieHHy(ble) B KOHTelHepe. Kak npaBuio, ny-
TeM OoTnpaBku ONpefeneHHOro curHana npoueccy, 3anyweHHOMY B KOHTeliHepe;

- Delete: ata onepauusa yaanseT pecypcbl, BblAeNlEeHHbIEe KOHTEWHepy, M YHNUYTOXAaeT KOHTelHep. YHu-
KanbHblli naeHTUdrKaTop 60/blue He UAEHTUPUUMPYET KOHTENHEpP, XOTA 3TOT Xe UAEHTMUKaTop MOXeT
6bITb UCNONb30BAH MO3Xe AJ19 CO34aHWUs HOBOTO KOHTeliHepa.

KoHTeliHepHas cnyxb6a 06bl4HO Takke obecneuynBaeT MHTepgeilnc coObITUIA, KOTOpPbIA NO3BONAET eMy
coobuwatb O BaXHbIX COOLITUAX, CBA3AHHbLIX C yNpaBAsgeMbIMU MM KOHTelHepamu. WHTepdeic cobbiTuii no-
3BONIAET O4HOMY WM HECKONIbKAM KOMMOHEHTaM KauMeHTckoro MO oTcnexuBaTb onpefesieHHble cobbITuA u
pearnposaTb Ha HUX.

7.2.3 PecypcCbl KOHTENHEPOB, N30ALUA U KOHTPO/Ib

KoHTellHep o6ecneunBaeT M30IMPOBAHHYIO cpeay BbiNnonHeHusa MO, koTopas KOHTPONPYET pecypchl.

M3onaums o3HavaeT, 4To, € TOYkM 3peHnsa MO, paboTawLwero BHyTpM KOHTeliHepa, BCe pecypchbl cucrte-
Mbl MOSTHOCTbID NpUHAZNEexXaT eMy U eAUHCTBEHHbIV BbINOSHAEMbIV Mpouecc (UNM Npouecchl) 3anylieH BHY-
TP KOHTeliHepa. B 4eincTBUTENbHOCTU B TOW Xe CUCTEME MOXeT paboTaTb MHOXECTBO APYrMX NPOLLEeCCOB, HO
MO BHYTpM KOHTEliHepa HWKaK C HUMW He nepeceKkaeTCs M He MOXET C HUMU B3aMMOLeNCcTBOBATD.

KOHTpONb pecypcoB 03Ha4yaeT, YTO Habop pecypcoB, AOCTYNHbIX MO B KOHTEWHepe, BblAENAETCA KOH-
TeilHepy (KOHTeHepHON cnyx6e) nNpu ero colgaHun, NpUYEM 3T PecypcCbl ABASKTCA OrpaHUYEHHbIMU U OT-
cnexwunsatTcsa. Ciofa BXOAUT BblAeNeHne pecypcoB npoleccopa, paboyein namaTn, ceTeBbIX PecypcoB, OA4HOM
UMM HECKONbKMX haiinoBbix cuctem. C Toukm 3peHus MO, cywecTBYOT TONIbLKO 3TN pecypcbl. Pecypchl pacnpe-
[ensnTca TakuMm o6pa3oMm, YTO pecypchbl, BblAe/ieHHble O4HOMY KOHTeiHepy, He MOryT B3aMMoeincTBoBaTb C
pecypcamu, BblAe/IEHHbIMU APYIMM KOHTeHepaMm, paboTarwmnmMm Ha Tol Xe cucteme.

M30nAuMs M KOHTPOJIb PecypcoB 06ecnevynBarTCcs C NOMOLLbI0 (DYHKUMOHa/IbHbIX BO3MOXHOcTelr OC
X0CTa, KOTOpble MCNO/Mb3YTCA U YNPaBASKTCSA C NOMOLWbIO KOHTEeHepHON cnyX6bl. KOHKpeTHble hyHKLNO-
HasibHble BO3MOXHOCTU, AOCTYMHbIE 419 KOHTEAHEPOB M NUCNOJSIb3yeMble UMK, 3aBucAT ot OC. DyHKLMOHaNb-
Hble BO3MOXHOCTU, AoCTynHble B OC Linux, onucaHbl B HACcTOsIWEM CTaHAapTe B KadyecTBe npumepa. Jonon-
HUTenbHas uHopmauua 06 aHaNOrMuHbIX (PYHKLWOHANbHBIX BO3MOXHOCTAX APYTMX CUCTEM NpuBeAeHa B
COOTBETCTBYHOLEN AOKYMEHTALMUN MO 3TUM cuCTEMaM.

[ns poctyna k 6n104HOMY BBOZAY/BbIBOAY KOHTEMHEP MO yMOJ/lYaHMIO MMeEeT A0CTyn K oainsioBoin cucre-
Me, cocTosLeli 3 obpasa KOHTeMHepa, UCNOIb30BAHHOTO A1 CO34aHNSA KOHTEHepa B peXxnme «TONbKO A/
YTEHUA», N/OC YPOBEHb KOHTENHepa ANs yTeHusa/3anucn. daiinosas cumctema no ymosiyaHuio ABAseTcsa Bpe-
MEHHOW, N YpOBEHb KOHTEWHepa yaanseTcsa npu yaaseHun KoHTeliHepa. [onosHuTenbHble, 06bIYHO NOCTO-
SIHHblE, pecypcbl ANA XpPaHEeHUs AaHHbIX MOryT cTaTb AOCTYNHbl MO BHYTPW KOHTeliHepa 3a cyeT HacTpoliku
KOH(hurypaummnm KoHTeliHepa KOHTEMHEepPHOW cnyx60i — nnbo B BUAE [ONOAHEHWA hain/ioBO CUCTEMbI BHY-
TPY KOHTEWNHepa, BHECEHHbIX U3 ApYroro Mecta BHe KOHTelHepa, nmbo nocpeAcTBOM NpenocTaB/ieHUs O4HOro
WNN HECKONIbKMX CEepPBUCOB XpaHeHus (kak npasuio, ob6nayvHblixX). Takne [ONOMHUTENbHbIE CPefCcTBa XpaHe-
HUA HeobxoauMmbl, ecnu MO B KOHTelHepe AO0/KHO MMETb BO3MOXHOCTb oGpalwaTbCsa K 06bekTaM XpaHeHus,
UMEKLWUM AUTENbHbIA XU3HEHHbIA UMKN. Bo Bcex criyyasx BUAMMOE pacnosioxeHue ¢aiioB M 06bEKTOB
XpaHeHns BHYTPU KOHTelHepa CONoCTaBNSAETCA C peasibHbIM pacnofioXeHMeM 3a npegenamm KoHTeliHepa.

AHanornyHbiMm 06pa3om ANa [OCTyna K ceTeBblM (PYHKLMOHaNbHbIM BO3MOXHOCTAM pecypchbl, A4OCTyn-
Hble O/19 NPOrpaMMHOro koga, paboTalwlero B KOHTeHepe, KOHTPO/IMPYKTCS C MOMOLbIO KOHTEWHEepHOW
CNyX6bl U KOHGUrypaumm, npuMeHssieMoli K KOHTelHepy, T. €. ceTeBble (PYHKLMOHaIbHble BO3MOXHOCTU MO-
ryT BKIHOYATbCA/BbIKNOYATLCA WM HacTpamBaTbCA. MOXHO He NpefocTaBfisATb KOHTEMHEPY HUKAKUX CeTeBbIX
PYHKLMOHANbHBIX BO3MOXHOCTEN (T. €. HUKaKMX OTKPbITbIX MOPTOB, HUKAKUX AOCTYMHbLIX CETEBbLIX YCTPOWCTB,
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B CBSA3U C YEM MYTU K KOHEYHbIM CETEBbIM YCTPOICTBAM TOXE OTCYTCTBYIOT). Takke MOXHO AeTa/lbHO KOHTPO-
nmpoBaTb AOCTYN K KOHTENHepy U AOCTyN U3 KOHTeWHepa.

MopTbl, OTKPbITbiE KOHTEWHEPOM, MOXHO KOHTPO/IMPOBATb M COMNOCTaB/ATbL C CETEBbIMU ajpecamu u
nopTamu, BUAMMbIMU M3BHE. Hanpumep, KOHTeliHepP MOXeT OTKpbITb nopT 80 ans HTTP-Tpaduka, HO OH MO-
XeT ObiTb conoctassieH ¢ noptom 8080 Ans BHeWwHero goctyna (Hanpumep, MHTepHeTa). B uenom MOXHO
KOHTpO/MpoBaTb 1 conoctaBnATb IP-agpeca, nopTbl, MMeHa xocToB, MAC-agpeca, cnyX6bl MapwpyTusauunm
n cnyx6bl DNS.

OpgHa M3 BaXHbIX (DOPM CETeBOro B3aMMOLENCTBMSA, KOTOpas WUCMNO/b3yeTCA C KOHTeWHepamu, — 370
Korga ceTb 06beAunHAET UCKNUYNTENbHO Habop CBs3aHHbIX KOHTEMNHEPOB, HanpMMep KOHTeMHepbl, KOTOpble
npefcTaBnsAlT co60li efuMHOEe MPUNOXKEHME, peasin30BaHHOE C WCMNOJIb30BaHMEM apxXMTekTypbl MUKpOCep-
BWCOB, MPUYEM pasNIMyHble KOMMOHEHTbl MPUMIOXEHUS BbLIMOMHAKTCA B pa3HblX KOHTelHepax. ITo dopma
BMPTYanbHOWM ceTu, Korga TO/IbKO Ha3Ha4YeHHble KOHTeliHepbl MOryT obuwatbcs gpyr ¢ Apyrom (Kpome nrbbix
KOHKPETHbIX BHELIHWX KOHEYHbIX YCTPOWCTB), Kak ecsii 6bl OHN 6blIN €AUHCTBEHHbIMU 06bekTamu B ceTu. B
ceTb MOTYT BXOAMUTb pasfiMyHble CUCTEMbI, a TakKe pas3finyHblie gpyrue cetu, obecneumsas 60/bLIy0 TMOKOCTb
B MeCTe pacrnofioKeHns Kax[oro KoHTeliHepa, T. e. obecneymBaeTcs NPO3pavyHOCTb PaACMNONOKEHUSA KOHTENHe-
pa. Mpu 3TOM coxpaHAeTCs BO3MOXHOCTb KOHTPOJIS M OTpaHuyYeHnss obMeHa AaHHbIMU B Lenisix 6e30nacHoCTy.

B OC Linux KOHTPO/Nb Haf pecypcamy OCYLLeCTBMASETCA C NOMOLWbI (PYHKUNOHANBbHOW BO3MOXHOCTM,
Ha3blBAEMOI KOHTPONbHbIMU rpynnamu uam cgroups. OHa obecneymBaeT KOHTPO/b HafA pecypcamu, J0CTyn-
HbIMM Habopam npoLeccoB, BK/OYas Npoueccop, namsaTb, BBOA/BbIBOJ Ha 6/104HbIe ycTpolicTBa (T. e. painno-
Bble CMCTEMbI), OCTYN K yCTpolcTBam, ceTeBOe MOAK/IIYEeHN e,

B OC Linux n3onsauuns peanusyetcsi C NOMOLLbI NPOCTPAHCTB MMeH. TakuMm o6pasom, nbblie pecypchl,
K KOTOpbIM 06palwjaeTcss OAUH KOHTENHEep, SABAAKTCA 4YacTbi OAHOr0 NPOCTPAHCTBA MMEH, B TO BPEMS Kak pe-
CypChbl, K KOTOPbIM ob6palialTca gpyrMe KOHTEeNHepbl, OTHOCATCA K APYrMM NpocTpaHcTBam uMeH. MNpocTpaH-
cTBa MMeH paboTalT Takum ob6pasom, uto MO, paboTatouee B npouecce, KOTOpPbI Obl1 3anyleH B O4HOM
NPOCTPaHCTBE MMEH, MOXET «BUAETb» TOMbKO PECYPCbI B 3TOM NPOCTPAHCTBE MMEH.

B OC Linux cyw,ecTBylOT cneayouwme Bngbl NPOCTPAHCTB UMeEH (HaunHas c agpa Linux 4.10):

- Interprocess Communication (ipC): OTHOCUTCSA K MEXMNPOLECCHOMY B3anMoOAeiicTBMI0. TONbKO npoLlec-
Cbl B OLHOM W TOM X€ MPOCTPaHCTBE VMMEH MOryT 0OMeHMBaTbLCS AaHHbIMKU (Hanpumep, BblAenATb 06y
namsTb);

- Mount (mnt): OTHOCUTCA K TOYKAM MOHTWPOBAHMUA, T. €. MecTaM, KyAa MOHTMPYHTCA (L4ONOAHUTENb-
Hble) paitsioBble CUCTEMbI. HauyanbHbIl HA6OpP A/19 MOHTMPOBAHMA AOCTYMNEH NPU CO3[4aHUN KOHTENHepa KOH-
TeiliHepHO cnyX60i, HO nocne 3Toro Nbble HOBble MOHTUPOBAHUSA BYAYT BUAHbI TO/IbKO BHYTPW KOHTEHepa;

- Network (net): cogepXuT pecypchl, CBA3aHHble C CeTblo, Takme Kak uHtepdelicol, IP-agpeca, Tabnuya
MapLipyTusaumnm, CnMcoK COKeTOB, Tabnnua oTC/IeXnBaHNA COegUHEHUA U T. 4.;

- Process ID (pid): coaepxunt Habop naeHTMnKaTopoB NpoLECCOB; NepPBbIi NpoLecc B NPOCTpaHCTBe
UMEH umeeT naeHTudurkaTop 1, 1 3TOT NpPoOLECC MMEET crneynanbHblii peXum, aHasorMyHbI nNpoueccy init B
6as3oBoit OC;

- User ID (user): npegoctaBnsieT nageHTUMKaTopbl nosb3oBaTesnieli, NO3BOAAKOWME KaK MaeHTUnym-
poBaTb NOsb30BaTesndA, Tak U KOHTPOIMPOBATbL NPUBUNETNN: NPOCTPAHCTBO MMEH Nosb30oBarteneli conocrtasns-
eT ngeHTudmkaTopbl Nonb3oBarTeneli B NPOCTPaHCTBE MMEH C uaeHTudukaTtopaMmu nonb3oBarteneli B 6a3oBoii
cucTeme, 4YTO NO3BOMIAET TUAaTENIbHO KOHTPOIMPOBATL NPUBMAETMM N 0becneynTb 60/1ee BbICOKME NPUBUNETUM
B MPOCTPAHCTBE WMMEH, KOTOpble HE NPefoCTaBNATCA ANA Kakux-Tmbo pecypcoB BHeE 3TOr0 MpocCTpaHCTBa
UMEH;

- UTS: paet BO3MOXHOCTb pas/inyHbiM npoueccam UMeTb pasHble MMeHa XOCTOB M JOMEHOB.

CoBMECTHOE MCNoMb30BaHWe Cgroups M NpocTpaHCTB UMeH obecrneynBaeT KOHTPO/b PECypCcoB U M30-
nAun, He06X0ANMYI O/1 KOHTEWHEepPOB.

7.3 O6pasbl KoOHTelHepa 1 ypoBHU haliyloBOi cucTeMbl

7.3.1 HasHauyeHune n cogepxaHue obpasa

O6pa3 KoHTeliHepa npeacTaBnseT Co60l UCMOMHAEMbI NakeT, KOTOPbIA COAEpPXUT BCe Heobxoanmoe
ana pa6otel MO, Hanpumep NPUIOXKEHWE WM MUKPOCEPBUC. ITO MOXET ObiTb NpOrpaMMmHbIA Ko camoro
NPUIOXEHNS, cpefia BbINOJIHEHUSA, 6MBNNOTEKN, NEePEMEHHbIE cpeabl, haiibl KoHUrypauum mn gpyrne meta-
[JaHHble, UCNosb3yeMble NpunoxeHnem. Lienb cocToOMT B TOM, YTOObl 06pa3 KOHTelHepa OnucbiBasCs camo-
CTOATE/IbHO U Obl/T MHKANCY/IMPOBAaHHbLIM, B pe3y/ibTaTe Yero y KOHTEMHEpPHON cnyX6bl nosiBuiach 6bl BO3MOX-
HOCTb 3auMCTBOBaTb 06pa3 KOHTeliHepa U co3jaTb U3 HEro KoHTeliHep 6e3 AONOMHUTE bHbIX 3aBUCUMOCTEN
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OT 6a30BOW cUCTEMbI (HE3AaBUCMMO OT UHAPPACTPYKTYpPbl) Y HE3ABMCUMMO OT COAEPXMMOro obpasa KoHTeliHepa
(He3aBMCMMO OT COAEPXKMMOrO).

O6pa3 KoHTelHepa coAepXuT Habopbl paioB, KOTOpPble cogepXaT NPOrpaMMHbIA KoL MPUIOXEHUS,
€ero 3aBMCUMOCTU ¥ Apyrue gaiinbl n MeTagaHHble, NCNO/b3yeMble npusoxeHnem. O6pas KoHTeliHepa Takxe
COAEPXUT CTPYKTYpUpOBaHHble MeTafaHHble O COAEPXMMOM obpasa KOHTeliHepa M O TOM, Kak npeo6paso-
BaTb 3TO COAEPXMMOE B KOHTeliHep. MeTajaHHble KOHTelHepa MOryT BapbupoBaTbCHA B 3aBUCUMOCTU OT KOH-
KpeTHoro popmaTa obpasa KoHTellHepa. Hanpumep, oHM MOTyT BK/O4YaTb B Ce6SA cnepywoliee:

- yKasaTtesib o6pasa. MeTagaHHble «BEPXHEr0 YPOBHS», KOTOPble NpeAHa3HayYeHbl 47151 06pa30B KOHTE-
HEepoB, NogAepXnBalLWMX HECKONbKO pa3/IndHbIX naatgopM (MHorga mx HasbiBatloT fat-maHudectom). Ecnnm
noAAepXnBaeTCsd HECKONbKO nnatdopm, ANA KaXAon naaTgopMbl CyLecTByeT CBO COOGCTBEHHbLIN 06pas,
cogepxawuii nporpaMmMHble KOMMNOHEHTbI, KOTOPble HEOOX0AMMO MCMNOMb30BaTh MNP paboTe KOHTeliHepa Ha
aToin nnatdgopme. Mo cyTn, ykazatesnb obpasa cCbllaeTca Ha O4MH WAN HECKONIbKO MaHMdecToB 06pa3os.;

- MaHugecT obpasa. CoaepxuT nHhopmaLuo 0gHOro obpasa KOHTeHepa ANS KOHKPETHON apXUTEKTY-
pbl npoueccopa n OC, cocTosawero u3 koHurypaymm n Habopa ypoBHEii;

- pacnonoxeHune obpasa. KoHKpeTHOe pacnosioxeHue katanoros u alinoB BHYTpu obpasa ¢ meTagaH-
HbIMU 06 YPOBHAX (hali/loBO CUCTEMBI;

- YpOBHM (painioBoli cnucteMbl. OgHa UM HECKONBbKO YNOpPsA0YEHHbIX (alioBbIX CUCTEM (T. €. CTPYKTY-
pa KkaTtanoros v aiifioB) U n3MeHeHns B painioBoin cucteme (yaaneHHble nanm 06HOBMEHHbIE daitibl). YpoB-
HM HaknagblBawTCA APYr Ha Apyra A5 co3faHus MoJsiHON dhalinoBoii cuctembl B paboTalowem KOHTeliHepe
(cm. 7.3.2 ons nonyyveHusa AONOJHUTENbHON nHopmaLuu 06 ypoBHSX hailnoBoii cucTeMmsl).

dyHKUMOHaNbHbIE BO3MOXHOCTM yKaszaTensa o6pasa v fat-maHudgecTtoB No3BOASAKT 04HOMY 06pa3y KOH-
TeilHepa ob6ecneunTb NoAAEpPXKY 06pa3oB, XxapaKTEpPHbIX ANA KOHKPETHOW nnaTtdopmbl. Mnatgopma mMoxet
cogepxartb TN npoueccopa (apxutektypa lK), Tun OC n ee ypoBeHb. Takum o6pa3om, OAUH 06pa3 KoHTeli-
Hepa MOXeT ObiTb CTPYKTypMpOBaH Tak, 4Tobbl obecneunTb AOCTaBKYy W pa3BepTbiBaHWE OLHOIO W TOr0 Xe
NPU/IOXEHNSA HA HECKOJIbKMX PasfIMyHbIX LefieBblX CUCTEMAX.

OpfHO U3 XxapakTepHbIX CBOWCTB MeTafaHHbIX KOHTeliHepa, coaepXalimxca B o6pasax KOHTENHepoB, 3a-
KftoyaeTcs B TOM, YTO OHU NPeAOCTaB/AT paclwupeHHble yHKUMM obecnevyeHus 6e30nacHOCTW, NpU3BaH-
Hble MpeaoTBpaTuTbL NOAAESNKY COLEPXMMOro obpasa KOHTeliHepa C MOMEHTa ero co3faHus. 3anucbiBaeTcs
ONNHA AaHHbIX, a TakkKe WX gangxecTbl (MO CyTW, 3TO YCTONUYMBLIN K KOHAMKTAM KpunTorpadguyeckuii xew
6anToB AaHHbiX). COOTBETCTBYHLWMNMMN AaHHBIMW MOTYT GbITb COAEPXMMOE YPOBHEN hai/ioBOli CUCTEMbI UMK
3/1EMEHTbl MeTafaHHbIX. JaigXecT MOXET TakkKe CAYXUTb YHUKaNIbHbIM MAEHTU(UKATOPOM COAEPXKMMOTO,
KOTOpbIA TakkKe MOXEeT MCNoMb30BaTbCA ANA AOCTyNa K AaHHbIM C BO3MOXHOCTbIO ajpecauuu COLEPXUMOro.
OTpenbHasa 6e3onacHasa nepegada gangxecrta nosb3oBaTesilo obpas3a KOHTeHepa No3BOSAET MPOBEPUTL CO-
AepXumoe obpasa KOHTeliHepa, AaXe ec/y OHO NOJIYYEHO U3 HEHAZEXHOro MCTOYHMKA.

7.3.2 MHoroypoBHeBas haiioBasa cuctema

O6pa3sbl KOHTEWHEPOB U KOHTENHEepbl, CO34aHHble Ha MX OCHOBE, MCMO/b3YIOT TEXHO/IOTUID MHOFOYpOB-
HeBOW dhalinoBoli cuctemMbl Npu paboTte c aitsiamm, KOTOpble OHW COAEpXaT.

MHoroypoBHeBasi hbalinoBas cuctema npeactaBnseT cob60i Noaxoqd K CO3faHuMi0 COAepPXUmMoro dai-
NIOBOI CUCTEMBI, MCNOIb3YEMON KOHTeWHepoM. lpuHUMN 3akyaeTcs B TOM, YTO cogepxumoe chaiinioBon
CUCTEMbI CTPOMTCHA Kak Habop YpPOBHEl, KaxAblil N3 KOTOPbIX COAEPXUT ONpeAesieHHbli Habop KaTtanoroB u
hainnos, n Bce M3 HUX MMeOT 06 KA KOPHEBOW kaTanor. Katanorn u chaiinbl nepefanTcsa € KaXA0ro ypoBHSA
no oyepeau, HaunmHas ¢ 6a30BOr0 HWKHEro YPOBHA U NPOABUTasACb K BEPXHUM. Kaxablii nocnegylowmin ypo-
BEHb MOXET He TO/IbKO A06aBNATb HOBbIE (daiifibl, HO TAKXXEe MOXET 3aMeHATb (hain HMKHEro ypoBHs dpaiiziom
[pyroit Bepcun unu gaxe yaansath («YHUUTOXaTb») paiisl HUKHETOo YPOBHS.

Hanunune HecKonbKUX YpPOBHEN B haii/ioBoli cucteme no3sonseT 3achdekTMBHO paboTtatb € alinamm
B o6pa3ax KOHTeliHepoB. Takoli NMpuUHUWMN opraHu3auumn ainiosB Takke SBAAETCA XOPOWMM pelleHnem Aans
co3faHnsa 06pa3oB KOHTENHEPOB, yYMTbiBasA, YTO NPUNOXEHUSA, Kak NpaBuio, B KayecTBe 3aBUCUMOCTEN uC-
Nosib3YylOT NpOrpaMmHble CTEeKU, KOTOpPble NO3BOASAIOT MX 3anyckaThb.

B kauyecTBe npumepa paccMoTpum npuaoxeHue node.js. NMporpaMMHbIA KOg NpUoXeHus node.js Mo-
XeT HaxoguTbCs B dpaisie cueHapusa app.js, a Takke B Apyrux haiinax cueHapus, ainax gaHHolx u thalinax
KoHthurypauun. MpunoxeHne node.js umeeT 3aBUCMMOCTb OT cpedbl BbINOSIHEHUA node.js 1 paga (BHELWHMKX)
nakeTtoB. B cBow ovepeb, cpefa BbINOSIHEHUSA node.js 3aBUCUT OT pasimyHbix 6mbnmotek OC.

B o6pa3e KOHTelHepa AN NpUAoXKeHus node.js 3T0 MOXeT 6biTb OTOOPaXXEHO C NMOMOLLbI0 TPEX YPOB-
Heil (HauyMHasi C caMmoro BepXxHero):

- CUueHapuii app.js MU CBs3a@aHHble C HMM MpPOrpaMMHbi€ KOMMOHEHTbI COCTaBASAKT CaMblii BepXHUii
YPOBEHb;
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- cpefa BbINOJIHEHMA node.js 1 CBA3aHHbIE C Hell MakeTbl 06pa3ylT cneayrLWnil YpOBEHb;

- 6ubnnotekn OC 06pa3yrT HMXKHUIA YPOBEHb.

Cnepyet oTMeTUTb, 4TO 54p0 OC He 065A3aTenibHO AO/MKHO NPUCYTCTBOBATb B 06pa3e KoHTelHepa. A4po
OC npepocTtaBnsetca OC xocTa, Ha KOTOPOI paboTalT KOHTEeHep®I.

PasgeneHne Ha ypoBHM MO3BOMSET OpraHn3oBaTb 3 (PEeKTUBHLIN Mpouecc nocTtpoeHnsa (co3gaHusa) ob-
pa3oB KOHTeiHepoB. MOXHO co3aaTb 06pa3 KoHTeliHepa C OAHMM YPOBHEM, COAEpXallMm Bce Heobxoanmble
chalinel, HO ropasno aphekTMBHEE OyAeT pa3fenuTb NPOrpamMMHbIli CTEK, UCMOMb3YEMbI NPUIOXKEHNEM, Ha
OTAe/IbHble YPOBHU. 3TO CBA3AHO C TEM, YTO MPWU/IOXEHME N BCE €ro 3aBUCMMOCTM O6bIYHO MpeacTaBAsAloT
co60oil oTAenbHble He3aBUcCUMble Habopbl ¢aiisioB, YTO OMNMCbIBAETCS B NMPMMEpPE Ha OCHOBE MPUIOXKEHUS
node.js.

O6pa3 KoHTeliHepa MOXeT ObiTb CO34aH C MCNO/b30BaHMEM Apyroro obpasa KoHTelHepa B KayecTBe OC-
HOBbl (MM POAUTENBLCKOTO 06BbeKTa). Mo3aToMy, ecim CHoBa 06paTUThLCA K NpuMepy € NpuaoxeHnem node.js,
nepBbIM CO34aHHbIM 06pa3oM KOHTelHepa MOXeT 6biTb 06pa3 ans OC. 3aTemM MOXHO co3faTb BTOpoli obpas
KOHTeWHepa Ana cpefbl BbINOSIHEHMA node.js U CBA3aHHbIX C Heil MakeToB, MCMNOMb3ys obpa3 OC B KayecTBe
poANTENbLCKOro 06bekTa. HakoHel, TpeTuii o6pas KoHTeilHepa MOXeT ObiTb CO3A4aH A8 MPUIOXEHUs app.js
C NCNo/b30BaHMEM B KayecTBe poAUTENbCKOro 06bekTa cpefbl BbiNoNHeHUA node.js. PoauTtenbckne obpasbl
CO34al0T HUXHME YPOBHU AN HOBOrO obpasa, MOCTPOEHHOro NoBepx Hux. [03ToMy B 3TOM npumepe 6u6aK-
oTekn OC CTaHOBATCHA CaMbiM HWXHUM YPOBHEM, cpefa BbiNosHEeHUA node.js — cpefHUM ypOBHEM, a npu-
NIOXEHUE app.js — caMblM BEPXHWM YPOBHEM.

Takaa mojenb opraHu3auunu no3BosiseT KaxAoMy o6pasy pellatb TO/IbKO CBOW COOCTBEHHbIE 3ajaun.
Hanpumep, ecnn cpege BbiNOAHEHUS node.js He HyXHbl Bce dhaiinbl ns 6nénmotek OC, oHa MOXeT yganuTtb
HEeHYXHble (paiinbl. Takum o6pa3oM, Npyu co3gaHuM obpasa KOHTellHepa OCHOBHOW BOMPOC 3ak/4vaeTcs B
TOM, Kakoi (kakune) 6a3oBblii(ble) 06pa3(bl) MCNOb30BaTh.

MHoOroypoBHeBasi opraHusauyus alinoBoit CUCTEMbl TaKkXe MPUMEHSeTCA U K KOHTeHepaMm, HO C 0A-
HUM oTnnumeM. Korga kKoHTeliHep co3paeTtcs M3 ob6pasa KOHTelHepa, (DOpMUPYIOTCS Te Xe YPOBHU dhaiino-
BOW CMUCTEMbI, UTO 1 B 0bpa3e KOoHTeliHepa, HO OHM paccMaTpuBalOTCA KakK AOCTYMHbIE TOIbKO AJ1 YTEHUS.
DTy ypOBHM Ha3blBalTCA YPOBHAMU obpasa. MpunoxeHne, paboTalliee B KOHTENHEpPE, HE MOXET NU3MEHATb
chalinbl Ha ypoBHAX obpasa. OgHako NOBEpPX YPOBHEN, NPUCYTCTBYIOWNX B 06pa3e KoHTelHepa, fAobaBnseTcs
OONONHUTENbHbIA 3anncbiBaeMblii YPOBEHb — OH Ha3blBaeTCs YPOBHEM KOHTeliHepa (B OTAE/IbHbIX KOHTEeM-
HEepHbIX cpefax OH Ha3blBaeTCs YPOBHEM «MNecOouYHUlbl»). Bce nameHeHuss B (pailinax, BHECEHHble paboTato-
WM B KOHTEliHEpPe NpUIOXKEHMEM, 3aNCbiBAOTCS Ha YPOBHE KOHTelHepa, 6yab To co3gaHue HoBbIX dalinos,
N3MEHEHNEe CYLEeCTBYKLWMNX UNN yaaneHne HeHyXHbIX dalinos. 310 nojpasymMeBaeT NPUHLUN KONUPOBaHUA
npu 3anucu gnsa daiinoB B KOHTElHepe.

B pe3synbTaTe MCcnosib30BaHUsA ypoBHEN o6pasa, npefHa3HayYeHHbIX TOMbKO ANA YTEeHUs, U NpUHLMNa Ko-
NUMPOBaHWA NpU 3anucu ypoBHU obpasa MOryT COBMECTHO UCMOJ/1b30BaTbCA pPas/IMYHbIMU KOHTeliHepaMmu. 310
No3BO/ISET 3KOHOMUTbL Ha XpPaHEHUM [aHHbIX N NamMATU BO BPEMS BbINOJ/IHEHWUS U COKpaTUTb BpeMs 3anycka
KOHTelHepoB.

7.3.3 Penosntopun n peectpbl 06pasoB KOHTENHEPOB

BO3MOXHOCTb XpaHEeHMs1 1 NOosy4yeHus AocTyna K obpasaM KOHTEMNHEepOoB SABASETCHA K/H4YeBOW 0COOEH-
HOCTbI 3KOCUCTEMbI KOHTeliHepoB. OTAeNbHble 06pa3sbl KOHTEHEPOB 06bIYHO UCMO/b3YTCSA B HECKOJIbKUX
pasfinyHbIX cUcTemax, Hanpumep, ANA NoAAepXaHusa AocTaTO4YHON mMacwTabupyemocTun n obecneveHnsa pe-
3epBUpOBaHNA A1 MOBbIWEHUA AOCTYNHOCTM pecypcoB. B pekomeHgyemom npouecce co3faHus o6pasos
0co60e BHUMaHue yaenseTcs BO3MOXHOCTM AOCTyna K CywecTBywWMM obpa3amM, KOTopble SABAAKTCA poau-
TenbCKkMMM obbekTamu A5 colgaBaeMoro obpasa.

B akocucTeme KOHTENHEpPOB pekoMeHAyeTCs NOBTOpPHOE WCMofib30BaHWe pecypcoB. O6pasbl KOHTeMn-
HEPOB AN O6LMX 3N1EeMEeHTOB NporpamMMHoro(bix) cteka(oB), NCNonb3yeMoro(bix) NPUIOXKEHUAMUN, NPUMEHS-
I0TCA B KauyecTBe POAUTENbCKMX 06pasoB A1 MHOTUX NPUAOXEHUA. TUNUYHBIMU NpuMepamu Takux o6pa3os
ABNAKTCA 06pa3sbl Ansg 6udnmotek OC n o6pasbl Ansa npomexyToyHoro MO n cped BbiNONHEHMs. Becbma Be-
POATHO, YTO 06pa3bl KOHTENHEPOB A8 3TUX NPOrpaMMHbIX NakeToB 6yAyT (MOBTOPHO) UCMOb30BAaTLCA CHOBa
N CHoBa B o6pa3ax KOHTEeWHepOoB ANA NMPUIOXKEHWUR, KOTOpPble NMPUMEHSAIT 3TU NPOrpamMMHble NakeTbl B CBOUX
NPOrpaMmMHbIX CTeKax.

Kak nmpasuno, nydywe u gewesse NOBTOPHO MCMNONb30BaTb 06pa3 KOHTeliHepa, CO34aHHbIli 3KCMepToM
B 06/1aCTU faHHOro NpPorpaMmMHOro naketa, 4em co3jaBaTb HOBbIi 06pa3 [/ 3TOro NPorpaMMHOro naketa.
Kpome Toro, Takne obpasbl 06bI4HO OOGHOBASAKTCS NO Mepe BHeceHuUsa ncnpasneHuin B MO.

3a obecneyeHne BO3MOXHOCTM XPaHEHUs U MOMyYeHUs focTyna K o6pasam KOHTEWHepOoB OoTBevaeT pe-
€CTp KOHTeliHepoB. PeecTpbl KOHTEHEPOB MOTYT NPEeAOCTaBMAATLCA KakK 06L,eA0CTynHble 06/1a4Hble CEPBUCHI
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UM Kak YacTHble 06/1ayHble cepBucbl. NMpuMepoM 06LWeA0CTYNHOrO 06/1a4HOr0 cepBuca Ans npepocrasne-
HUA peecTpa KoHTeliHepoB sBnsieTca Docker Hub, gocTtynHblli no agpecy: https://hub.docker.com. PeecTpbl
KOHTENHEPOB MMEKT CEPBUCHbIE UHTEpPJIeChl, KOTOpble 06ecneymBaldT NO KpaHelh Mmepe BO3MOXHOCTb Bbl-
nonHeHnsa onepayuini push m pull. Onepaunsa push 3akaumBaeT OAWH WIN HECKONIbLKO 06pa3oB B peecTp, a
onepaumsa pull ckaunBaeT 0AUH UMM HECKO/IbKO 06pa3oB U3 peecTpa.

Peno3utopuii npeacTtaBnsiet coboli HAGoOp CBsA3aHHbIX 06pa3oB KOHTelHepoB. MNpumepom Habopa cBS-
3aHHbIX 06pa30B KOHTEWHEepOB ABMseTcA Habop 06pa3oB KOHTENHepoB A8 6ubanoTek KoHkpeTHol OC, rae
KaxAablii o6pas npegHasHayeH gns onpegeneHHol sepcun aton OC.

Hanpumep, peno3nTtopuii KOHTEAHEPOB MOXEeT cofdepXaTb Habop M3 YeTbipex 06pa3oB KOHTEMHEPOB C
uMmeHamu some_os_libs:16.01, some_os_libs:16.02, some_os_libs:16.03, some_os_libs:latest. B atom cny-
yae B peno3vTopum MMEKTCHA YeTbipe 3anucu ANa pasHbix Bepcunini OC, kaxgas U3 KOTOPbIX MMeeT MeTKy HO-
Mepa Bepcun. Bepcusa c meTkoin «latest» (nocnegHssa) ykasbiBaeT Ha TOT e o6pas KoHTellHepa, 4YTo 1 Bepcus
C MeTKOW «16.03».

OT0 006bSICHSAETCHA TeM, 4YTO, ecnu ApYyruM obpasam KOHTeliHepOB HEO06XoAMMO Bcerga WCcnosab3oBaTb
nocnegHw Bepcuto obpasa KoHTelHepa OC B ka4eCTBe POANTE/bCKOrO 3/IEMEHTA, OHU MOTYT MCMNO/b30BaTb
MeTKy «latest» mpu monyyeHuu ob6pasa, YTO MPMBEAET K aBTOMATU4YECKOMY OOHOBJIEHUIO, KOrga HOBble 06-
pasbl KOHTelHepoB 60siee No3gHUX Bepcuii OC ByayT 3arpyXeHbl B peecTp KOHTeHepoB. Apyroii o6nacTbio
NPUMEHEHNA MEeTOK, NCMOJIb3yeMbIX B PeNno3MTopusax ob6pasos, ABNAeTCA co3gaHne ob6pas3oB A/ KOHKPETHbIX
ueneBbixX cped. B kauecTBe anbTepHaTMBHOIO MeToda MOXHO MCNONb30BaTb 06pasbl fat-maHudecTos.

7.4 CucTteMbl ynpaB/leHUA KOHTelHepamu

7.4.1 O6wme NOAoXKeHUs

CornacHo 7.2.2, KoHTeilHepHasa cnyx6a n CBA3aHHble C HAM WHCTPYMEHTbI NMO3BOJIAT YNPaBnAaTh XU3-
HEHHbIM LIMK/IOM TOJIbKO OAHOrO KOHTelHepa. OfHako pa3BepTbiBaHME TUMWYHbLIX MNPUIOXKEHUA Ana obnay-
HbIX BbIYUC/IEHWIA, KaK NpaBuso, BKOYaeT B ceba pa3BepTbiBaHME U paboTy MHOXECTBa KOHTEWHEPOB, 4acTo
Ha HeCKO/IbKMX XocT-cuctemax. [punoxeHne MOXeT cofepXaTb HECKO/IbKO 3K3eMMNAApOoB onpefefieHHOoro
KOHTellHepa, paboTarwmux napannenbHo, Kak Ans obecnevyeHnss pe3epBMpOBaHUS Ha cay4vain oTkasa O[HOro
aK3eMnaapa, Tak u Ana obecneyeHus OOCTATOYHON MacwTabupyemocTu, 4TOobbl CNPaBUTLCS C Harpyskoi,
co3fiaBaeMoi BXogAawmMMKM 3anpocamu. MNpunoxeHne Takke MOXET cofepXaTb MHOXECTBO pas/IMyHbIX KOM-
MOHEHTOB, KaXAbll U3 KOTOpPbIX paboTaeT B COGCTBEHHOM 3K3eMNsipe KOHTelHepa(oB) 6narogaps UCMNOMb-
30BaHNKD apXUTEKTYPbl MWKPOCEPBUCOB WU pa3feneHnto PyHKUMOHaNbHbIX BO3MOXHOCTEW Ha HECKONbKUX
YPOBHAX; nNpumMep — Be6-NpuNoxXeHne, ucnonbsyouee 6asy fgaHHbiXx. CMS ocyuwecTBnaeT opkecTpauuo u
ynpaBneHne 3agaHHbiMnU Habopamu KOHTEHEepoB.

CMS wmoxeT abcTparnpoBaTtb 6a30By0 MHPACTPYKTYypy, paccmatpusas Habop KOHTEWHEepOB Kak efu-
HYI0 Lefb pa3BepTbiBaHWA U B TO Xe Bpemsa obecneymBas cobiogeHne NoanTUK pasBepTbiBaHUA, Taknx Kak
pasfeneHve napannesibHbiX 3K3eMNNSAPOB KOHTEMHEPOB A5 Leneil pe3epBMpoBaHUA U nepexoja Ha Apyroin
pecypc npu cboe.

7.4.2 O6wme PyHKLNOHa/IbHble BO3MOXHOCTU CMS

O6bwune yHKUMOHaNbHbIe BO3MOXHOCTU CMS BKAOYatoT:

a) opkecTpauuto

CMS obecneunBaloT opKecTpaLuio 3K3eMNaspoB KOHTENHEPOB, BKIOYAsA NepBoHavyasnbHOe co3jaHune u
pasmellieHne, NaaHUpoBaHne, MOHUTOPUHT, MacliTabupoBaHue, 06HOBMEHE N NapannenbHoe pa3BepTbiBa-
HMEe Taknx PYHKLUOHANIbHbIX BO3MOXHOCTEN, Kak 6anaHCMpPOBLLUKM HArpys3ku, MeXceTeBble 3KpaHbl, BUPTY-
asibHble CeTU U cpefcTBa NPOTOKO/IMPOBAHUS.

WNHCcTpyMeHTbl opkecTpaumn CMS MoryT abcTparnposaTth 6a30By0 UHAPACTPYKTYpPY, paccMmaTpmBas Ha-
60p KOHTEMHEpPOB Kak eAWHYK Lenb pa3BepTbiBaHWSA W B TO Xe BpeMs obecneyuBas cobawgeHune NnoanTuk
pa3BepTbiBaHUA, TaknX Kak pasfenieHne napajsiefibHblXx 3K3eMNASPOB KOHTEWHEpPOB ANS Leneli pe3epBupo-
BaHMA N nepexofa Ha gpyron pecypc npu cboe.

OpkecTpaunsa — 3T0 K/1KYEBON KOMNOHEHT CMS, He0o6XoA4MMbIA ANA nogaepXxaHus macwTabupoBaHus,
NOCKONbKY MacwTabupoBaHue TpebyeT Hamuma 3 PekTUBHbIX NHCTPYMEHTOB aBToMarusaynum;

6) nnaHumpoBaHue

MnaHnpoBW MK Oob6ecneynBaeT MOCTOSHHOE Ha/lIMuMe [O0CTaTOYHOro o6bemMa pecypcoB, HEo6XOoAMMbIX
nHgpacTpyktype. MnaHupoBLUK BbiIGMpaeT y3en Ha OCHOBE CBOEN OLEHKM [OCTYNHOCTM PecypcoB, a 3aTtem
oTCMexuBaeT ypOBEHb MCNOMb30BAHUA PeCcypcoB ANA rapaHTum TOro, YTO KOMMNOHEHT He npeBbiwaeT 06bem
Bbl4e/NeHHbIX eMy pecypcoB. OH noAaepXuBaeT M OTCnexuBaeT TpeboBaHUA K pecypcam, AOCTYMHOCTb pe-
CYpPCOB M MHOXECTBO APYrMX OrpaHnyeHnii, onpeaeneHHbIXx nonb3oBaTesieM, a Takke TpeboBaHUA NOMNUTHUK;

15


https://www.mosexp.ru#

FOCT P 70860—2023

B) MOHWTOPWHI U NPOBEPKY COCTOAHMUSA

ABTOMaTM3aLUnA — 3TO BaXXHbI 3/IEMEHT CMCTEM O6/1aYHbIX BbIYMCMIEHWIA, OCOBEHHO KOorga peyb maeT
06 o6ecneyeHnn 0TKa3o0yCTONYMBOCTM U ObICTPOII MacwTabupyemocTn. ABTomaTmsayns MoxeT 6bITb obecne-
YeHa AN NPOU3BOACTBEHHBIX CUCTEM TOJIBKO € noMouibio CMS, KoTopas NOCTOSAHHO OTCMeXuBaeT pacnpege-
NeHHbIn Habop KOHTEMHEPOB MPUMOXEHNS N OLLEHUBAET UX COCTOSIHUE.

ABToMaTun3aums no3sossetT o6HapyxmBaTb CO60M U OTKa3bl U NpeanpuHMMaTth eWCTBUA ANS nogaepxa-
HUS HEO6X0AMMO KOHbUrypauum NnpuaoXeHus, 3agaHHolk B geknapaTuBHON koHdurypauun. Ons atux uenei
MOXeT BbINOMHATLCA yAaseHne oTKa3aBLMX 3K3eMMNAAPOB M 3anyCK HOBbIX;

r) aBTOMaTM4yeckoe maclwTabupoBaHue

C NOMOLLbID MOHUTOPMHIA MOXET BbINOJ/IHATLCA AMHAMWYECKOe MaclTabupoBaHue pecypcoB, AOCTYI-
HbIX MPUIOXEHNIO, ANSi COOTBETCTBMA pabouyeil Harpyske. I3To genaeTcsa ANs TOro, YTobbl 06HLEM pecypcos,
HE06XoANUMbIX ANa 06paboTKM Harpy3ku, 6blJT MMHMManbHbIM, NOCKONbKY 06/1a4Hble BbIYNCAEHUA YacTo onna-
YMBAKTCHA Ha OCHOBE UCMNOJIb30BaHHbIX PECYPCOB;

A) ynpaBrieHne pecypcamu

Pecypc B CMS — 370 nornyeckas KOHCTPYKLUMWS, KOTOPYK MOXET co3fjaBaTb UHCTPYMEHT OpKecTpauum u
ynpaBnaTb ew. B kauecTBe npuMepa MOXHO NPUBECTU pa3BepTbiBaHME CEpBUCA UM MPUNOXKEHUS;

€) BUPTyasibHYK CeTb

TUNMYHOE NPUIOXEHUE COCTOUT M3 MHOXECTBa OTAENbHbIX KOMMNOHEHTOB, KOTOpble paboTaloT BMecTe
ANA nopfaepxaHus (QyHKULMOHANIbHOCTU MpunoxeHnsa. OTaeNbHble KOMMOHEHTbl 06bIYHO AO0/DKHbI 06MeEeHu-
BaTbCA AaHHbIMW APYT C APYFOM C MOMOLLbIO CETW, NOCKOJIbKY OHM 4acTO pa3mellalTcs B pasHbiX MecTax.
CMS oTBeyaeT 3a HACTPOWKY CETeBbIX COeAWHEHWUI, HEOO6XO0AUMbIX AN OO6MeHa AaHHbIMU KOMMOHEHTaMMU.
CeTb 4acTo AABNSAETCHA BUPTyasibHOW, YTO yCTpaHSAeT HeobX0AUMOCTb NMOHMMAaHWUSA KOMNOHeHTaMn 6a30Boli ce-
TEBOW MHGPACTPYKTYpPbI, & TakKe noBbillaeT 6e30MacHOCTb, OrpaHnyYnBast 06MeH gJaHHbIMMW TO/IbKO TEMUW KOM-
NOHEHTaMMn, KOTOPble OTHOCATCH K MPUJTOXEHWIO;

X) o6HapyxeHune cepBuUcoB

O6HapyXeHne ABMAETCA K/IHYEBbIM 3/IEMEHTOM, CBfA3aHHbIM C pas3BepTbiBAHWEM KOHTEWHepoB, Mo-
CKONbKY MPUTOXEHNSA COCTOAT U3 MHOXECTBA KOHTENHEPOB M CBA3aHHbIX C HAMW KOMMOHEHTOB, paboTawLmx
B LUMPOKO pacnpepenieHHol uHdpacTpykType. B pesynbTate OTAe/ibHble KOMMNOHEHTbI AO/DKHbI O6HapPYyXUTb
Apyrue cBsi3aHHble KOMMOHEHTHI.

Hanpumep, 6anaHCMpOBLLMKY Harpy3ku Heo6xoAuMmMO OonpeneninTb BCE 3K3EMMNISAPbl KOMMNOHEHTOB, KO-
TOpble OH MCMNOMb3YyeT, ANA pacnpefeneHns Bxoasauwmx 3anpocoB. CMS npepocTaBnisieT QyHKUMOHAbHbIE
BO3MOXHOCTU, KOTOPblE MOMOratT Npy pelleHnn Nofo6HbIX 3a4au;

1) 06HOBNEHUE M MOAEPHM3ALNIO

CMS ynpaBnsiloT npoLeccoM 0GHOBNEHUSA U MOAEPHU3ALMN KOMMNOHEHTOB MPUMOXEHUA. DTU U3MEHe-
HUS MOTyT ObiTb pe3y/bTaTOM MNOSABNEHWUSA HOBbIX (DYHKUWA WM MCNpaBfieHUint camoro nporpamMmMHOro koga
NPUAOXKEHNA AN MOTYT 6bITb CBA3aHbl C OOHOB/IEHMEM MPOrPamMMHOro cTeka, UCnosib3yemMoro nporpaMmHbIM
KOAOM MPUMOXEHMWS, BKAO4YasA cpefbl BbiNoHeHUs. CMS ynpaBnsitoT 0O6HOB/IEHUEM ANA NpefoTBpalleHus
npocToeB B paboTe nyTem MO3TanHOro BHEAPEHUS 3K3EMMNAAPOB C OOHOBAEHHLIM KOAOM W yAasieHUs 3K3eM-
NAApPOB CO CTapbiM KOAOM;

K) AeknapaTuBHYK KOHQUrypauuto

O6blYHO CMS npepgocTaBnaslT KomaHae cneumannctoB DevOps cpeactBa Ans AeknapaTtuBHON Ha-
CTPOVKN KOHMUrypauumu opKecTpaunu MPUIOXKEHNA C UCNOJSIb30BaHUEM 3ajaHHOW CXeMbl, HanMCaHHOW Ha
Takmx A3blkax nporpammupoBaHua kak YAML (https://yaml.org/) n JSON (https://www.ecma-international.org/
publications-and-standards/standards/ecma-404/). leknapaTnBHasa KOHUrypaumns 06bI4HO TakKXe COAEePXUT
nHthopmaymo 0 peno3nTopmsax KOHTENHepPOoB, CETEBON KOHQIUIypaumnm, cpeacTBax XpaHeHns n oyHKUnax obe-
crneyeHns 6e30NacHOCTU, KOTOpbIE NOAAEPXKMBAET NPUIOXeHUe. leknapaTMBHasa KoHUrypauusa Heobxoanuma
Ansa Toro, 4To661 CMS MOrnM aBTOMaTM3MpOBaTb MPOUECC ynpaB/ieHUsa MPUI0XKEHNEM W €r0 KOMMNOHEHTaMu.
Mo cytn, geknapaTMBHas KoHurypauus ykasbiBaeT CMS HyXHyl koHcurypauyuw. CMS, B CBOWO ovepepgb,
CTPEMUTCSH cO3[aBaTbh U NoagepXuBaTtb 3Ty KOHurypaunw. [ 3TOro oHa NPUHMMAET peLleHns B OTHOoLWe-
HUW OeincTBuii, HeO6X0AMMbIX ANA OOCTWKEHUA MOCTaBNEHHOW 3a/ayun, UCNOMNb3Yys 3HAaHUA O LeneBbiX cucTe-
Max U BHYTPEHHUX CTpaTermax pasBepTbiBaHUS.
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8 beccepBepHble BbIYUCIEHNSA

8.1 O6LKre NoIoXeHUs

BeccepBepHble BbIYNCIEHUS NPeACTaBAAT cO60l KaTeropmio 06/1a4HbIX CEPBUCOB, B paMKax KOTOpOi
CSC MOXeT Mcnosab3oBaTb pasnMyHble TUNbl 06/1a4YHbIX PYHKLMOHA/bHbIX BO3MOXHOCTel. Mpn atom CSC
He HYXHO NpefocTaBNATb, pasBepTbiBaTb M YNpaB/sATb annapaTHbIMU WM NpPOrpaMMHbIMK pecypcamu, 3a
UCKNIOYEHMEM NpefocTaBeHNs Koga npunoxeHus unu gaHHoix CSC. BeccepBepHble BblYMCeHUs obecne-
ynBalT aBTOMaTU4YeCKoe MaclTabupoBaHue C gUHAMUYECKUM afanTWBHLIM Bbl4eNeHNEM PEeCcypcoB MocTaBs-
WMKOM 0b6nayvHoli cnyxbbl, aBTOMaTu4yeckoe pacnpegesieHMe pecypcoB MO HECKOJIbKMM 06BbekTaM, a Takxe
aBTOMaTU4yeckoe 06CNyXnBaHUe U pe3epBHOE KonupoBaHne. OYHKLMOHa/IbHbIE BO3MOXHOCTM 6eccepBepHbIX
BblYMCNEHWNIA 3anyckarnTca oagHUM UKW HECKOJTIbKUMU COGbITVIFlMVI, onpeaenieHHbIMu r|0Tpe6v|Tene|v| obnayHom
cnyx6bl, 1 paboTalT B TeYEHNE OrpaHMYEHHOro Nepnoga BpeMeHU, HE06X0ANMOro AN KaXA0ro KOHKPETHOro
Co6bITMA. PYHKLMOHANbHbIE BO3MOXHOCTU GeccepBepHbIX BbIYMCAEHUI Takke MOryT ObiTb 3anylieHbl C Mo-
MOLLbI MPAMOrO Bbi30Ba U3 MOOU/IbHbLIX U BEG-NPUIOXEHNIA.

BasoBas koHuenuusi 6eccepBepHbIX BbIYMCNEHWI A OCHOBbLIBAETCS Ha NpefocTaBieHUM (YHKUUIA Kak
ycnyru. Mgea 3aknwyaetcsa B TOM, 4TOGbl MOCTaBL MK 06M1avyHOR Cryx6bl AMHAMWYECKA U NO TpeboBaHuUI0
BblAENAN pecypcbl cpedbl BbIMO/IHEHUS, HEOOX0AMMbIE AN KOAA NPUMIOXEHWIA NOoTpebutena o06/1avyHoin Cnyx-
Obl, 1 MPXM 3TOM MOTPEOGMUTENIO HE HYXHO 6blI0 6bl NpeABapUTE/IbHO BblAENATb KOMMNbIOTEPLI UK YNPaBAAaTb
KOHKpPEeTHbIMX KOMNbOTEPaMMK, BM wnnn KOHTeﬁHepaMM 1N N0ObIM CBSAA3AHHbLIM C HUMW nporpaMMHbIM CTEKOM.
CyuwiecTBYOT 1 gpyrne Buabl 06/1a4HbIX CEPBUCOB, KOTOPble NOAAEPXMBAOT MOLEeNb 6eccepBepPHbIX BblUUC-
NeHuin, B YacTHOCTU GeccepBepHble 6a3bl AaHHbIX.

BeccepBepHble BbIYMC/IEHUA MOXHO Takxe NpeAcTaBUTb Kak O4HY U3 KaTeropuii naatq)OpMeEHHbIX 06-
NayHbIX cepBucoB (unum PaaS), NnockonbKy noTpebuTtens 06n1avyHoil cnyx6bl NpefocTaBisieT TO/IbKO caM KOf
npuAoXeHns n (MNM) gaHHblE, a BCe OCTa/ibHble pecypcbl U PyHKUMOHA/IbHbIE BO3MOXHOCTU, HEOOGXOAMMbIE
ANna paboTbl NMPUIOXKEHNS, NPEeAOCTaBAATCA U YNPaBNATCA MNOCTaBWMUKOM 061a4YHON CNyXObl.

Kak npaBnno, o6nayHble cepBUCbl KaTeropum 6eccepBepHbIX BbIYNCNEHWI MacwTabupyoTca aBToMaTum-
yeckn ana ob6paboTku BXoAsAwmMx 3anpocoB. O6/1avyHble CepBUCHI KaTeropum 6eccepBepHbIX BbIYMCIEHUIA Ya-
CTO pacnonaratT PYHKUMSAMKU o06ecnevyeHnss YyCTOMUYMBOCTM K CO0SIM, HanpMMep BO3MOXHOCTbIO pasMelleHus
Koga npunoXeHus notpebutens ob6nadHoin cnyxbbl B HECKObKMX MECTax C aBTOMaTUYEeCKUM MepeKTYeHmn-
eM Mpu BO3HUKHOBEHUW cHOS.

[ns paboTbl 6eccepBepPHbIX BbIYNCAEHWI BCE paBHO TPebyTCA cepBepbl, MO3TOMY B 3TOM CMbIC/E UX
Ha3BaHMe He COOTBETCTBYyeT AEIZCTBVITGJ‘II:HOCTI/I. Yrto ,D,eVICTBMTeﬂbHO He TpBGyGTCﬂ, TakK 3TO BblaesieHne un
ynpaB/ieHWe pecypcaMu cepBepa CO CTOPOHbl NOTpebuTensa o061a4yHon cnyxobl.

B 6eccepBepHbIX BbIYMC/IEHUAX YACTO UCMOJb3YOT MOAEenn onnaTbl 32 06beM PaboTbl, BbIMNOMHEHHbI
0611a4HbIM CEPBUCOM, a He 3a BblAesIeEHHble pecypchl (Hanpumep, BM nnu koHTelHep). MNoaToMy onsata mo-
XeT npou3BoAnTLCA U3 pacyeTa 3a oAuH Bbi3oB APl wnnin, Hanpumep, 3a ognH HTTP-3anpoc. Takyio mofenb
onnaTbl MOXHO paccMaTpuBaTh Kak camblii 3KCTpeMasibHblli BapyMaHT onsaTbl Mo pakTy noTpebneHus.

Cpean npenmyl,ecTB 6eccepBepHbIX BblYUCAEHUIA ANA noTpebutensa o6/a4vyHON Cnyx6bl MOryT OblTb
cnepywuue:

- CHWXeHune akcnnayatauynMoHHbIX pacxXoanoB, B YHaCTHOCTWU CHUMXEeHUe pacxogoB, CBA3aHHbIX C MacwTa-
6MpoBaHMEM PecypcoB A1 COOTBETCTBMSA MeHsWweinca paboyelh Harpyske, NOCKOMbKY onfata HanpsiMyto
cBsi3aHa ¢ 06bemMOM paboTbl, BbINOSHAEMOl 06/1a4HbIM CEPBUCOM, a He C BblgesieHHbIMU pecypcamu. Kpome
TOro, HeO06Xxo4nuMbIE NPOrpaMMHbIe CTEKM He HyXAarwTca B 06paboTke, Kak aTO 0O6bIYHO GbiBAET NP UCMO/Ib-
30BaHUN BM 1 KOHTelHEPOB;

- CHWXeHWe 3aTpaT Ha pa3paboTKy ¥ COoKpalleHue BpeMeHN pa3paboTku, NOCKO/bKy pa3paboTynkam He
HY)>XHO y4YUTbiBaTb pa3/IN4yHbIE BOMNPOCHI YMpaB/ieHUs pecypcamMmu, BKOYasi pa3BepTbiBaHWe U maclwTabupoBa-
HVe, Tak Kak Ko NpuoXeHUs, HanpMmep, MOXHO NPOCTO 3arpy3nTb U BbINOMHUTD;

- MEHbLUAs C/MOXHOCTb YNakoBKU U pa3BepTbiBaHNSA. B 4aCTHOCTU, HE HYXHO y4YnTbiBaTb pas3/inyHble BO-
NpPoCkI, 3a UCKKYEHNEM KOAA NPUOXEHUSA UMW faHHbIX NOTPebuTensa o6aadyHol cnyxosbl. Jllobble CBA3aHHbIe
nporpamMMHble CTEKM MOCTABAAKTCA MOCTaBLWMKOM 06/M1a4yHOli cnyx6bl Kak 4YacTb 06/1a4yHOro cepsuca, a He
yNnakoBbIBAKTCS U HE pa3BepTbiBAlOTCA NOTpebuTenem ob6avyHoli cnyxosbl.

8.2 dYHKUMN KaK ycnyra

8.2.1 0O630p
PacnpocTpaHeHHoli chopMoli 6eccepBepPHbIX BbIUMCIEHWNIA siBNaeTca dopma «PyHKLUUU Kak ycnyra»
(FaaS). FaaS npepgctaBnseTt cob6oii hopmy 6eccepBepPHbIX BbIYNCNEHWIA, B KOTOPOWA (DYHKLUMOHAaNbHbIE BO3-
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MOXHOCTU, UCNOJIb3yeMble MOTpebuTenemMm o06/1a4HOl CAyX6bl, 3aK/104YaTCA B BbIMOSIHEHWM KOoAa Npuioxe-
HUA NOTPebuTens B BUAE OAHOM WMNAN HECKOMbKUX DYHKUWIA, KaxAasi M3 KOTOPbIX 3amnyckaeTcs Mo BblbpaH-
HOMYy noTpebuTenem cobbiTUO. FaaS Takxe SABAAETCA Pa3sHOBUAHOCTbI (POPMbl «BbIUMCAEHUS Kak ycnyra»
(CompaaS) cornacHo onpegeneHuto no FOCT ISO/IEC 17788.

FaaS mMoXeT BbINOMHATb KOA4 KIMEHTCKOTO NPUIOXEHUS, HANMUCAHHbIA Ha O4HOM W/ HECKOJTbKUX A3blKax
nporpammupoBaHus. Bce obnayHble cepBucbl FaaS noaaepxvBalrT NPUIOXEHUS, HanNUCaHHble Ha OfHOM
UM HECKOJIbKUX A3blKax nporpammuMpoBaHus, Bkaw4vas, noMumo npoyero, C#, Go, Java™, JavaScript, PHP,
Python, Ruby, Swift. FaaS nogaepxuBaeT )yHKUMOHAIbHbIE BO3MOXHOCTM NIaTOPMbl KakK YCAyrn B OTHO-
WeHUNn npepocTaBNeHUss NMPOrpamMHOro cTeka cpefbl BbINOJIHEHUSA, HEOO6XOA4MMOrOo ANA BbINOMHEHMA Koda
npunoxexHns. Takum obpa3om, nNoTpebuTento o06nayHol cnyx6bl HE HYXHO pa3BepTbiBaTb W NoagepXuBaTb
nporpamMMHblii CTEK cpefbl BbiNOMHEHUs. Kak npaBuno, FaaS He TpebyeT HanucaHuUs Koga MPUIOXEHUS No-
Tpebutensa o61a4yHoON Cnyxo6bl ANst UCNOb30BAHUS KaKOM-TMG0 KOHKPETHOW cpedbl pa3paboTku NPUI0XKEHWIA.
Kpome Toro, FaaS opraHusyeT paboTy NpuUIOXeHNS 1 NPOrpaMMHOro cTeka cpefbl BbINOJIHEHUA MO TpeboBa-
HUIO A4Na 06CnyXmBaHusA NMobbiX COObITUI, KOTOPbIE 3anycKalT NPUIOXeEHME.

Llenb FaaS — cpenatb MHPACTPYKTypy HEBUAMMOWN ANA pa3paboTuyMKOB MPUIOXKEHUIA U CEpPBUCOB.
Mpu ncnonb3oBaHum FaaS 6a3oBble cepBepbl, BM 1 (Un) KOHTERHEPbLI HEBUAMMbI /19 NONb30BaTesNsi CEepBU-
ca. Pa3paboTunK He TO/IbKO HE MMEEeT K HUM [0CTyna, HO U He MOXET MOJly4YuTb €ero, nocKo/sbKy OHW aBTOMa-
TUYECKN YNpaBfisAlOTCA NOCTaBLIMKOM 061a4HON CryX06bl Kak YacTb 061a4HOro cepBuca.

BaxHbIM acnektom FaaS sBnfeTcss To, 4YTO pecypcbl MOTPeO6AAKTCA TONbKO BO BPEMS BbINOJIHEHUS
onpeaeneHHon pyHkuum. O6bIYHO, KOrga npuaoxeHne mcnonblyet BM vuam KoHTelHep B BblYMC/UTENbHOM
ob6nayHoOM cepBuUCE, KaXAbl 3anyleHHbIA 3k3emnnsap BM wnam kKoHTeliHepa noTpebnsieT pecypcbl Hemnpe-
PbIBHO M HE3aBUCKMMO OT TOrO, BbIMOJIHAET NN OH BXOASALWME 3anpockl Uau HeT. B cnyyae ¢ FaaS pecypchbl He
noTpebasaTCA, korga obpabaTbiBaeMble COObITUA OTCYTCTBYHT. DTO MOXET CHU3UTbL 3aTpaTtbl NoTpebutens
ob6nayHoit cnyx6bl, 0CO6EHHO B TOM, YTO KacaeTcs pefko MCnosb3yemblX PYHKUui. FaaS Bbigensiet He-
obxoaumble pecypcbl (Hanpumep, 6a30Bblli KOHTEliHEP), Korga B OTHOLWEHWU OaHHOW (DYHKLMW BO3HMKAEeT
cobbiTue.

ABTOMaTM3NpPOBaHHOE ynpasneHne, obecneynBaemoe FaaS, ABNSeTCA OCHOBHOW OT/INYUTENLHOI 0OCO-
6EHHOCTBLIO, T. K. BbICOKas MacliTabupyemocTb obecneymBaeTcs B aBTOMaTU4YeckoMm pexume. Ecnm yactoTa
BO3HMKHOBEHUSA cO6bLITUI ANs AaHHON FaaS pacTeT, TO 06BbEM pPeECcypcoB, BblfENSEMbIX COOTBETCTBYHLEN
obnayHoi cnyx6e ana o06paboTKM 3TUX COOLITMIA, aBTOMATMYECKN yBENMYMBAETCS, a Korga vyactota BO3HUMK-
HOBEHMSA COOGbLITUI CHUXaEeTCs, OHW yAansTCcs.

8.2.2 ®dyHKuun FaaS

Vicnonb3oBaHue FaaS nogpasymeBaeT HanvcaHue O4HON UM HEeCKONbKUX PYHKUWIA, rae kaxaas yHK-
UusA — 3TO YacTb MPOrpaMMHOrO Koda, NnpeAHa3HavyeHHas AN BbINOJIHEHUSA OAHOM KOHKPETHON 3agayn. MimeH-
HO M3-3a 3TO 0COBGEHHOCTU MpOorpaMmmMnpoBaHNsA 6eccepBepPHO cpefbl BbIMOSIHEHUSA 3TN 06/1a4YHbIE CEPBUCHI
nosyyYmnm Takoe HasBaHue — «yHKUMA Kak ycnyra» (FaaS). Mo cyTu, 3TO cepbe3Hoe U3MeHeHune cnocoba
pa3paboTKy NPUIOXKEHUT 1 CEPBUCOB, BKIOYas fob6aB/ieHne OTAENbHbIX MPUHLMMNOB apXUTEKTYPbl MUKpPOCEp-
BucoB (cm. pasgen 9). CyuiecTBylT onpegenieHHble NPUHLMMbI, KOTOPblE AENCTBYIOT B OTHOWEHUN OYHKLNIA
n cnocoba Mx BbINOSIHEHUSA.

®YHKUMM HE MMEKT COCTOSAHUA, YTO O3Ha4aeT, YTO BCE (PYHKUMU HE COXPaHsAT COCTOSHWUSA, BO3HMKA-
owme Mexay ux nocnegoBaTtefibHbIMY Bbl30BaMU. PakTUUECKM 3TO O3HAYaeT, YTO (PYHKLUM camMu He XpaHAT
HUKaKUX AaHHbIX. Ecnu dyHKUMM HEeo6X0A4MMO XpaHWUTb AaHHble W NosyvyaTtb K HAUM AOCTYN U BPEMS XU3HU
3TUX OaHHbIX NpeBbllaeT BpeMs OA4HOr0 Bbl30Ba (PyHKLMW, TO TOrga (PyHKUUA WHTErpupyeTcs C OAHUM Uu
HEeCKO/IbKMMMK 06/1a4HbIMK CEPBMCAMU XpaHEeHUa gaHHbIX (CcMm. pasgen 12).

Kaxgasa (yHKLMUS BbINOMHAETCA MpU HACTYN/IEHUW HEKOTOPOro cobbiTus, rae ysefomeHne 0 cobbiTun
ABMISETCA pe3y/ibTaTOM HEKOTOPOro M3MEHEHUS COCTOSAHUA, T. €. Mofenb FaaS nmeeT COOTBETCTBYIOLLY ap-
XUTEKTYpY, ynpasnsaemyl cobbITUSMU, a 3TO npepnosiaraeT aCUHXPOHHOE MOBeAeHue, CBA3aHHOe C OTnpaB-
KO 1 nony4vyeHmem cobbiTuii. Takoit nogxon obecneumBaeT ropasgo 60/s1e€e BbICOKYH MaclwTabupyemocTb U
YCTOMNYMBOCTb MPUMOXEHWNIA, OCOGEHHO €CNN MPUTOXKEHNS peanM3oBaHbl Ha pacnpefesieHHbIX cucTeMax.

PYHKUMN OrpaHNyYeHbl N0 BPEMEHU, T. €. OHN He MOTYT BbIMOMHATLCA 40/blUEe 3a4aHHOI0 BPEMEHHU, onpe-
AenseMoro nocraBlWKOM 06/1a4HO CNyX6bl. IMMUT BpEMEHU 3aBUCUT OT KOHKPETHOro npepsoxexHnsa Faas,
HO YacTO OH He NpeBbIlaeT HECKOIbKMX MUHYT. Takum o6pa3om, kakme-nbo ANvTesnbHble 3ajayn He Noaxo-
OAT ANns 06paboTKM B KavyecTBe PYHKLUM.

C orpaHumyeHneM QyHKUMIA NO BpEMEHM CBsI3aH U BOMPOC 3a4epXKu 3anycka yHKUMin. Pedb nget o Ko-
nnyecTBe BPEMEHMU, KOTOpoe Heobxoammo FaaS, 4uTo6bl Npu BO3HWKHOBEHMW COOLITUSA CcO34aTb paboTarwuii
3k3eMnasAp PYHKUMN. ITO MOXET 6GbiTb NGO XONOAHbIA 3anyCckK, KOrga HOBbI 3K3eMNAsAp AO/DKEH ObITb 3any-
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LWeH c HynsA, TM60 ropsAYnii 3anyck, korga FaaS MoxeT NOBTOPHO MCNO/Mb30BaTh 3K3EMMN/ISAP M3 NpeablayLero
co6bITuA. MepBblli BapuaHT nMeeT ropasfo 60Nblyo 3afepXKy, YeM BTOPOI. X0NoAHbIA 3anyck ropas3go 60-
nee BepoAaTeH ANA (PYHKLUWIA, KOTOpPbIEe NCNO/Mb3YHTCA HEYacTo, NOCKObKy FaaS 06bl4yHO yaanseTt ak3emnasp,
KOTOpbIA HE MCMNO/Ib30BAJICA Ha NPOTSAXEHUM onpegeneHHoro (06bIYHO KOPOTKOr0) nepuoga BPEMEHN.

Bce dyHKumm gocTtynHbl yepes APl n MOryT 6biTb Bbi3BaHbl MG0 KIMEHTOM, HAXOAALLMMCHA NOMIHOCTHIO
BHe 06/1a4HO cucTeMbl (Hanpumep, MPUOXKEHWEM KOHEYHOro Mosib30BaTens, 3anyuweHHbIM Ha KAWEHTCKOM
yCTpoiicTBE), MMGO KINEHTOM, KOTOPbIN ABASETCS YacTblo 06Wero npuaoxeHns. Kaxgas yHKUUA MOXeET pac-
cmatpmBaTbCs Kak MUKPOCEPBUC, W, B CBOK o4vepenb, Kaxpas (PYHKUMA MOXeT 3aBUCeTb OT MCNO/b30BaHUA
APYTMX MUKPOCEPBMCOB ANS peann3aunum cBOUX PYHKLMOHAbHbIX BO3MOXHOCTE.

To, Kak coOObITUA ONUCbIBAKTCA B CTPYKTYpax AaHHbIX, MMEeT BaXHOE 3HayeHne Ana PyHKUMiAi B pamkax
6eccepBepHbIX cpef BbINO/IHEHUA. MO3TOMY 6bINM CO34aHbl cneundukayum, noMmorarLme 4eTko 1 cornaco-
BaHHO onucbiBaTb COObITUSA.

MockoNbKy 3a OO4UH pa3 MOXHO pa3BEpPHYTb TOMIbKO OAHY (DyHKUMIO, 6eccepBepHbId nogxon obecneyn-
BaeT 3HAUYMTENbHYI TMOKOCTb B 3TOM nnaHe. MNpunoXxeHWs MOryT co3gaBaTbCa MO O4HOM (hyHKuMKM 3a pas,
Kaxzas M3 KOTOpbIX pa3BepTbiBaeTcsa M MacwrabupyeTca OTAeNbHO. 3TO Takke N0o3BOMAAeT YCKOPpUTb pas-
paboTKy u pasBepTbiBaHue (HET HEOO6XOAMMOCTM XAaTb COOPKM NPUIOXEHUS WM cCepBuca, COoAepXallero
HECKONIbKO (DYHKLMOHaIbHbIX BO3MOXHOCTEN). Kaxaasa hyHKLMOHaIbHAasA BO3MOXHOCTb MOXET 6bITb CO34aHa,
npoTecTMpoBaHa M pasBepHyTa OTAEe/bHO.

8.2.3 beccepBepHble hperiMBOPKU

BeccepBepHbIl hpelimBOpK NpeacTaBnisieT co60i MHCTPYMEHT, NPU3BaHHbIA OKa3aTb MOMOLLb NPU CO3-
JaHun v pa3BepTbiBaHUM PYHKUMI 4158 061adHbIX cepBucoB FaaS. B yacTHOCTW, OH noAAepXuBaeT pa3Bep-
TbiBaHUe (OYHKUMIA B pamkax pasHbix npeanoxeHunin FaaS pasnnyHbiX NOCTaBLUKOB 06/1a4HbIX CNYXO.

Kak npaBuno, cepBucel FaaS sAABnsit0OTCA COOGCTBEHHOCTbLIO NOcTaBWMKa 06/1a4HOM CAyX6bl. OfgHako cy-
WeCTBYIOT 1 OTAeNbHble peanu3aunn FaaS Ha 6a3e OTKPbITOrO MCXOAHOTO KoAa.

[Ons peweHns npobnembl pa3paboTku yHKUWIA O/ pa3BepTbiBaHUS Ha /l060M M3 MHOXecTBa npej-
noxeHuii FaaS noctaBWKUKOB 06nayHbIX CAYXO6 6blIM pa3paboTaHbl 6eccepBepHble PENMBOPKMU, KOTOPbIE
No3BOMAT paspabartbiBaTb (PYHKUUM, OPUEHTUPOBAHHbIE Ha pa3nnyHble FaaS no TpeboBaHuio, yunTbiBas
pasnuunsa mexay HumMu (0CO6eHHO B OTHOLIEHWWU MPOLECCOB 3arpy3ku U pasBepTbiBaHUSA).

8.2.4 CBsA3b FaaS ¢ mukpocepBMcaMn n KOHTeliHepamu

FaaS nogpasymeBaeT ncnosib3oBaHne 061a4YHON apXUTEKTYpPbl MUKPOCEPBUCOB A1 NpUioxeHnin. FaasS
npeaycmatpvBaeT UCMNO/b30BaHMe «06/1a4yHOro» noaxona K NPUIoXKeHUsM, KOTOPbIA CyW,ecTBEHHO OTIMYaeT-
CA OT «MOHOJ/IUTHbIX» MPUNOXEHWIA, TAe BCe (PYyHKLMM codepXxaTcsl B OAHOM nakeTe.

Takum o6pa3om, ucnonb3oBaHne FaaS u yHKUMIE — 3TO OAMH M3 CNOCOBGOB peanmsaunn apxmTekTy-
pbl MPUIOXEHNA HAa OCHOBE MUKPOCEPBMCOB, KOTOPLI/ TPeOGYET MCNOIb30BaHUA KOHTEHEPOB U CBA3aHHbLIX C
Humu CMS.

OpfgHako cylwecTByeT BO3MOXHOCTb COBMECTHOrO UCNonb3oBaHnA FaaS ¢ mukpocepBucamu, peanmso-
BaHHbIMM C NOMOLLbI KOHTENHEpPOB (MM C ucnosb3oBaHnem BM). Mpu aTom yHKUUM GyAyT Bbi3biBaTb MU-
KpOCepBUCbl Ha OCHOBE KOHTENHEPOB, a MUKPOCEPBMUCbI HA OCHOBE KOHTElHepoB OyAyT Bbi3biBaTb (PYyHKLMMK
FaaS no mepe Heo6xo4MMOCTH.

8.3 beccepBepHble 6a3bl gaHHbIX

BeccepBepHaa 6asa paHHbIX npefacTaBaseT cob6oii popMy GeccepBepHbIX BblYMCAEHUA, B KOTOPOW
PyHKLMOHaNbHAaA BO3MOXHOCTb, MCMONb3yemas noTpebutenem ob6nadvyHoi cnyx6bl, npeacTaBnseT coboi
6a3y gaHHbIX. Npy aTOM 6a3a AaHHbIX NpefocTaBAseTcs, YyNpaBaAseTcsa U 3KCnayaTupyeTcs NocTaBLUKOM 06-
nayHoin cnyx6bl, a ee yHKUMM npegnararTca yepes API.

UTo KacaeTcs 6eccepBepHbIX BblYMCNEHWI, TO pacnpefesieHMeM PecypcoB XpaHeHus ynpasnseT no-
CTaBLWMK 06/1a4HOM CcNyx6bl. O6beM XpaHunuwa aBTOMaTUYECKN WM AMHaMuMyeckm MmacwTtabupyetcsa B CO-
OTBETCTBUM C 06BHEMOM f[aHHbIX NOTPebuTens obaadHol cnyxbbl, KOTOpble nomewialTcs B 6asy AaHHbIX.
YnpaBneHue pennvkauuein n pes3epBHbIM KOMMPOBAHWEM OCYLeCTB/SeT NocTaBLMK 06/1a4HON CNyX6bl. 3TN
onepauuy BKIKOYAOT B cebs pasmelleHne AaHHbiX B MecTax, NoAXOAAWMX ANS UX UCNOMb30BaHWA, a Takke
nognepxaHnue HeCKO/IbKMX PEn/IvK B COOTBETCTBUMN ApYyre ApYroM. BeluncnurenbHble pecypcbl, Heo6Xxo4uMble
ANA 06CcnyxXnBaHnsa 3anpocoB M 06HOBNEHUI 6a3bl faHHbIX, TakKe YNpaB/salTca U MacwTabupyoTca nocras-
LWKUKOM 06nayHol crnyxosbl.
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9 ApXnTekTypa MMUKPOCEPBUCOB

9.1 O6ume NoNoXeHUs

ApXUTEKTYypa MUKPOCEPBUCOB NpeacTaBsisieT coboii noaxod K NOCTPOEHUD 06/1a4HOr0 NpPUIOXKEHUS.
Ob6nayHoe npunoXeHue cneymasnbHO co3gaeTcs ANs paboTbl B 06/1ake, a Takke A7 UCNOb30BaHUSA (PYHK-
LMOHa/IbHbIX BO3MOXHOCTEW M cpefbl 06/1a4HbIX CEPBUCOB. ApXUTEKTYpa MUKPOCEPBUCOB SIBASIETCS CTU/IEM
apxXuTeKTypbl, Npegnosaravlwmnm pasbueHne NpuNoXeHNs Ha MUKPOCEPBUCHI, KOTOPbIE MOTYT BbICTPO U He3a-
BUCUMO ApYr OT gpyra ObiTb pa3BepHyTbl Ha /II060OM MHAPACTPYKTYPHOM pecypce no mepe HeobxogumocTtu. B
apXnTeKType MUKPOCEPBMCOB MPUIOXEHNE pa3fensieTcs Ha psag OTAesIbHbIX MPOLEeCcCOoB, Ha3blBAEMbIX MUKPO-
cepBucamMu, KOTOpble pa3BepTbiBATCS HE3aBUCUMO U CBSI3bIBAKOTCS APYr C APYFOM C NOMOLLbIO CEPBUCHBIX
UHTepdheiicoB. Mpaesa 3aknwyvaeTcsas B TOM, YTO MUKPOCEPBUCHI B pamMkax MPUIOXKEHUA npegHasHayeHbl Ans
BbINOJIHEHUST ONpeAeneHHo o06niacTM PYHKLUNA, HanpuMmep KOHKPEeTHOro 6umsHec-npouecca Wan onpepenetH-
HOIi TEXHUYECKO (DYHKLMOHANbHON BO3MOXHOCTU. DTa apXxMTeKkTypa Mo3BO/IsieT UCMNoNb30BaTh U 0GHOB/ATH
KaXbli MUKpPOCEPBUC OTAENMBHO APYT OT Agpyra. Takum o6pasom, apxnuTekTypa MUKPOCEPBUCOB AB/MSIETCSA 30H-
TWYHbIM METOAOM, B KOTOPOI MUKPOCEPBUCHI BLICTYNAOT B KAYECTBE OCHOBHbIX KOMMNOHEHTOB.

MpumeyaHne — TepMuHbl «CepPBUC» (YCNyra) U «CEPBUCHBIN MHTEPAIENC» MCNONb3yTCS B COOTBETCTBUM
c onpegenexHuamu, npusegeHHbiMn B FTOCT P MCO/M3K 18384-1. CtaHOapT Takke COAEPXMUT MOHATHOe O6bsCHeHue
CEepBUC-0PVEHTVPOBAHHON apXMTEKTYpbl, KOHKPETHLIM NMPYMEPOM KOTOPO ABNSIETCA apXuTekTypa Mukpocepsucos. Cep-
BMC WM MUKPOCEPBUC He crieflyeT nytarb € 06/1a4HbIM CepPBUCOM. MOXET BO3HWMKHYTb CUTyauus, Korga MUKpocepBuc
peanu3yeTca Kak 0611a4Hblil CepBUC, HO 3TO 3aBUCUT UCKIOUUTE/IBHO OT BblGopa paspaboTuvka NPUIoKeHUs, Y HUKaKUX
onpegeneHHbIX TpeboBaHuii 30echb HeT.

MpocToli Nnpumep NPUNOXEHUA, OCHOBAHHOIO Ha MUKpOcepBucax, NpuBefeH Ha pucyHke 4. B gaHHOM
npuMmepe nNpPUIOXeHNe COCTOUT U3 Afpa U ABYX MWKPOCEPBUCOB, OAWH W3 KOTOPbLIX paboTaeT C yyYeTHbIMU
3anucsaMu nonb3oBaTesiel, a BTOPOW 3aHMMaeTca oTo6GpaxeHWem v ynpaBrieHnem Buaeopsigom. B npumepe
TakKXe MnoKasblBaeTCsHA, YTO MPUMNOXEHUSA MUKPOCEPBMCOB MOTYT TakKXe WCMOoNb30BaTb Apyrne CepBUCHl, Kak
npasusio ob6nayHble, npegocTasnaowmne PyHKLMOHaIbHbIE BO3MOXHOCTU, HEOGXOAMMbIE NpUNoXeHuto. Mo-
3TOMY B 3TOM NpuMepe MUKPOCEPBUC YYETHOW 3anvMcu nonb3oBaTenid UCNob3yeT cepBuc 6a3bl AaHHbIX AN
XpaHeHna 1 nonyyvyeHus uMHgopmauum o6 yyeTHOW 3anncu; MUKPOCEPBUC OTOOpaXKeHus BUAEO UCMOb3yeT
CepBuC XpaHeHWs BUAEO, KOTOPbI/ XpaHWUT BUAEOPSA; OCHOBHOE MPUMNOXEHNE UCMOb3yeT CEPBUC 3NEKTPOH-
HOI NouTbl, cepBuc Twitter-NeHTbl N CEPBUC aHATUTUKMN.

PucyHok 4 — MpyMep NpUIoXeHUs!, CTPYKTYPUPOBAHHOTO C UCMO/Mb30BaHWEM apXUTEKTYpPbl MUKPOCEPBUCOB
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BaXKHO MOHMMATb, YTO apXUTEKTypa MUKPOCEPBMUCOB — 3TO METOf, a Takke, YTO MUKPOCEPBUCHI AB/SOT-
Csl OCHOBHOW YacCTbl apXMTEKTYpbl MUKPOCEPBUCOB. B 3TOM U 3ak/t0vaeTcs OTnumMe oT TEXHOOTMIA, KOTopble
MOTyT OblTb MCMOMb30BaHbl ANA peanu3auuy MUKPOCEPBUCOB. MUKpOCEPBUCHI MOTYT ObiTb peasin3oBaHbl C
NOMOLLLbI0 KOHTelHepoB, BM nnn 6eccepBepHbIX BbIYUCAEHUA M NOAKMOUYEHBI C NOMOL IO BUPTYannM3npoBaH-
HbIX ceTell, HO 3TOT MOAX04 OT/IMYaeTcs OT MeToda, UCMOJIb3YyeMOro ANA Co3A4aHusa NPUNOXKEHWNIA.

YacTo B KOHTEKCTe NMpegMeTHO-OPUEHTUPOBAHHOIO MPOEKTUPOBAHUSA UCMNOb30BaHNe (DYHKLMOHANbHOM
AEKOMMO3NLUN ABNSETCA 3a/10f0OM NOCTPOEHUS YCNELWHON apXUTeKTypbl MUKPOCEPBUCOB. ECTb MHEHWE, 4YTO
3Ta apxuTekTypa npepctaBnsieT co60li yCOBEPLIEHCTBOBAHHYO U YNPOLWEHHY BEPCUIO CEPBUC-OPUEHTUPO-
BaHHOW apxuTekTypbl (SOA). ApxuTekTypa MUKPOCEPBNCOB MMEET cnegytolime oCob6eHHOCTK:

- KaXAbll apXUTEKTYPHbIA KOMMNOHEHT («CEPBUC») UMEET YETKO ONpefeneHHblit U iBHO 0603HAYEHHbI
NHTepaeiic;

- KaXablil cepBuc paboTaeT NOMHOCTbIO aBTOHOMHO,;

- U3MEHeHue peanusayuy cepBuca He BNMAET Ha ApPYrMe CEepBUCHI, MOCKONbKY OOMEH AaHHbIMU MeXAay
cepBMcamMn NPOUCXOAUT TONbKO Yepes uHtepdeiicbl (06bi4HO REST-nHTEpdeiic);

- cnabas CBA3aHHOCTb M BbICOKAas CBSA3aHOCTb MexXAy CepBMcaMy NO3BOJMISIET cO3gaBaTb HECKO/bKO
CepBUCOB AN onpeaesieHnss CEPBUCOB UM NPUNOXEHU 6onee BbICOKOTO YPOBHS.

MpUA0XeHNsT Ha OCHOBE MMWKPOCEPBUCOB OT/INHAKTCA OT MOHOJIMTHBIX MPUOXKEHWIA, B KOTOPbIX BCe
KOMMOHEHTbI NPUJIOXKEHUS CO3[al0TCA U cOBMpalTCcsa B paMkax O4HOro npouecca, 4To xapakTepHo ansa 6onee
cTapblX, HE06/1a4HbIX KOPNOPATUBHbLIX NMPUMNOXEHWIA.

9.2 lMpeumyliectBa U HEAOCTATKN MUKPOCEPBUNCOB

MpenmyuiecTtBaMn MUKPOCEPBUCHOW apXMTEKTYpbl SABMAKOTCA:

- 6onee npocTele KOA4OBble 6asbl A/ OTAENIbHbIX CEPBUCOB;

- BO3MOXHOCTb OOHOB/IEHNA U MaclTabupoBaHUA KaxAoro cepeuca B OTAE/IbHOCTH;

- BO3MOXHOCTb HanMcaHWs CEpPBUCOB Ha pasHbIX A3blKax A5 yAOBMEeTBOPEHUS NOTPpe6HOCTEN B BbICO-
KOl ckopocTu paboTbl 1 yaobcTBa pa3paboTku (3TO HasbiBaeTCA «MHOM0A3blYHOE NPOrpaMMUpoOBaHUE);

- UCNOoJIb30BaHWe pas/IMyHbIX CTEKOB MPOMeXyToyHoro MO un faxe pas/iMyHbIX YPOBHEW AaHHbIX 415
pasnnyHbIX cepBUCOB (BbiCcOKasi TMOKOCTb paboThl).

OfHUM 13 NPenMyLLEecTB UCMOJb30BaHNA apXNTEKTYPbl MUKPOCEPBUCOB ABMSAETCHA TO, YTO KaX[blli KOM-
MOHEHT MPUAOXEHNS, NOCTPOEHHbIV Kak MUKPOCEPBUC, MOXET 6biTb MaclwTabupoBaH OTAENbHO, YTOObI COOT-
BETCTBOBATb Harpy3ke MMEHHO Ha 3TOT KOMMOHEHT. B mogxode, Mcnosib3yeMoMm ANA CO34aHUA MOHOJIUTHbIX
NPUNOXEHWI, Takasa BO3MOXHOCTb OTCYTCTBYeT. B apxXxuTekType MOHO/IMTHOIO NMPUIOXEHUSA BCE KOMMOHEHTbI
pasBepTbiBalOTCA U paboTaloT Kak efuHOe Lesioe, a MmacwtabuposaHme BO3MOXHO TOJIbKO MYTEM yBeNNYEHUS
NN yMeHbLIeHnss macwTaba BCero NpuaoXeHus. 3T0 MOXeT NPUBECTU K CHKEHMNIO 3 DEKTUBHOCTM UCMNOJb-
30BaHNsA PecypcoB /19 TeX KOMMNOHEHTOB MPUIOXEHUSA, A1 KOTOPbIX BbICOKAst Harpyska OTCYTCTBYeT.

Cuctembl PaaS no3BONAOT /IETKO pasBepHYTb Kax[blli MWKPOCEPBUC MO OTAE/IbHOCTU W CBA3aTb WX
BMeCTe A/18 CO3[4aHNsA MOJSIHOLEHHOTo NPuUIoXKeHnsa. Kaxabli MMKPOCEPBUC MOXET YNpaB/siTbCA HE3aBUCUMO:
MacwTabuposaTtbCs, pacnpefenatbca, 06HOBNATLCA.

Ewe ogHMM NpenmyLecTBOM MCMOJSIb30BaHUA apXMTEKTYpPbl MUKPOCEPBUCOB ABAAETCA TO, UYTO KaKzbli
KOMMNOHEHT NPUNOXEHNSA, MOCTPOEHHbIV KaK MUKPOCEPBUC, MOXET MMETb HEe3aBMCUMbI XU3HEHHbIN LMK pas-
paboTkn. TO NO3BONAET cO34aBaTb 60/1ee KOMNakTHbie KOMMNOHEHTbl NPUIOXEHUI, KOTOPble MOXHO GbicTpee
moanduumnposaTb, pacwmpaTb, TECTUPOBATbL U Pa3BepTbiBaATh.

Kpome npeumyliecTB ecTb elle M HefocTaTku, KOTopble A8 peannsauun BCero noteHunana npevmy-
LecTB Heo6xoaMMo ycTpaHuTb. KpaTkoe onncaHue aTux HegoCTaTKOB:

a) ontumusaums obmMeHa faHHbIMU. PaboTa NMpuUIoXKeHWs B pasHbIX npoueccax NPUBOAUT K yBesinye-
HUIO o6bema nepegaBaeMblX faHHbIX B CBA3M C 60/MbWUM KOMYECTBOM Bbi30BOB APl mMexay cepBucamu no
CpaBHEHMIO C Bbi30BaMW (OYHKUWI, nepefaBaeMbiMW BHYTPW npouecca. YTtobbl mcnpaBuTb cutTyauuio, He-
o6xoAuMo onpefennTb ONTUMasIbHbIA MPOTOKOJ, OXUAaeMOoe BPeMs OTK/IMKA, 3HAYeHUA TalM-ayTOB U KOH-
cTpykuuio API. na 3Toro MoryT UCNONb30BaTbCA Takue nporpamMmmMHbie KOMMNOHEHThI, kak API-wnto3 (cm. 9.7),
aBTOMaTnyeckme pasmblikatenun (cMm. 9.6), 6anaHCUPOBLLMKMA HArpysku (cMm. 14.2) n npokcu-cepsepsbl (cMm. 14.2);

6) obHapyxeHune cepsucoB. O6HapyXeHne cepBMcoOB 03Ha4YaeT BO3MOXHOCTb CEPBMUCOB COr/1acoBaHHO
o6HapyxuBaTtb Apyr gpyra. 4na Toro 4tobbl CepBUCbl MOMN PerncTpupoBaTtb U 06bABNATL cebsA, Heobxoan-
MO BHeApWTb CTaHA4APTU3MPOBAHHbLIA U CcOrnacoBaHHbIn pabouunii npouecc. CepBUCHI A0MKHbI ObiTb CNOCO6-
Hbl 06HapYXXMBaTb KOHEYHble YCTPOlCTBA U MECTOMNOJIOXKEHNE APYIUX cepBUCOB. Heob6Xxo4Mmo MCnonbL30BaTh
cneundukaumio, Kotopas 6ygeTt onpefenAaTb NOPALOK HAcTpolikum wno308 APl gns nHdopmmpoBaHus o [o-
CTYMHOCTU CEPBUCOB M COXPAHEHUA BO3MOXHOCTU OOHapyXeHus;
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B) CKOpPOCTb pPa6oTbl. BbINOSIHEHNE OAHOrO (PyHKUMOHANbHOTO GU3HEC-TpeboBaHUA MOXET nogpasyme-
BaTb OpKecTpauui cpasy HeckosbKUX BbI30BOB CEPBUCOB. DTO MOXET YBE/INMYNTb 3a4ePXKY OTknka. Kpome
TOro, AaHHble, KOTOPble YacTO MCMOMb3YTCA O4HUM MWKPOCEPBUCOM, MOFyT NpUHaAexaTb 4PYroMy MUKPO-
cepBucy. [ns Toro 4tobbl N36exaTb BO3HUKHOBEHMA 6GO/bLIOIO 06beMa nepefaBaemMbiX AaHHbIX, CBA3AHHbIX C
KOMMpOBaHWEM [aHHbIX NPU BbI30OBE CEPBUCOB, HEOOXOAMMO Hanuune PYHKLUA COBMECTHOIO UCMNO/Ib30BaHUSA
N CUHXPOHM3AUUN [aHHbIX;

r) oTKa3oycTonuymBoCcTb. OTKA30YCTOWUYMBOCTbL — 3TO CNOCOGHOCTb CUCTEMbI BOCCTaHABAMBATLCS MocC/e
YyacTMYHOro oTkasa. Pa3paboTunkam MUKPOCEPBUCOB HEOOGXOAUMO MPEASIOKUTL MEeXaHW3Mbl A5 BOCCTAHOB-
NEHUSA WM OCTAHOBKM pacnpocTpaHeHuss cb6osi Ha gpyrve yactu cuctembl. KpoMe TOro, HEKOTOpbIE CEpPBUCHI
BbINOJTHAOTCS B HECKONbKUX KOMUSX Ansi o6ecnevyeHnss BbICOKOW MacwTabupyeMocTu U A0CTYynHOCTU. Kito-
yeBbIMM hakTopamu Agns o6ecnevyeHns 0TKa3oyCTONYMBOCTM SABMSAOTCSA KOMMYECTBO KOMUIA, COr1acCOBaAHHOCTb
BEpCUii Mexay Konusimu, mexaHu3M GaslaHCUPOBKU Harpysku v pacrnosioXeHue cetu;

) 6e3onacHocTb. KpUTnyeckn BaxHbIM pelleHnem siBnseTcs popMmupoBaHne fOBEPUTENbHBIX OTHOLIE-
HWIA MeXAy MMWKPOCEPBMCAMU HA OCHOBE Pas3/IMyHbIX CMNOCOO0B, AOCTYMHbLIX CepBMucam 4151 06MeHa AaHHbIMU
Apyr ¢ apyrom. CepBUC MOXET UCMOb30BaTb CUHXPOHHbIA UM aCMHXPOHHbLIA NPOTOKOA MPU BbI30OBE APYroro
cepBuca. Bce aTn (pakTopbl HEO6XOAMMO YUMTbIBATL NPU HA3HAYEHUW LLENOYEK aBTOpU3aLmMm B TOKEHAX AOCTY-
na. Cxembl 06MeHa faHHbIMWU MexXay cepBucamu AO/DKHbl MMeTb cneunasbHble 1 3P EKTUBHbIE MEXaHU3MbI
ayTeHTudmKauum n aBTopmsaynmn, co3gaHHbie Ha 6a3e NoNNTUK 6e30nacHOCT Ha 6asle ynpaB/iieHUs puckamu.
YBenuueHne o6bema faHHbIX, NepefaBaeMbliXx Mexay KOMMOHeHTamu [CM. nepeuucneHue a)], TpebyeT wuc-
No/Ib30BaHMA 3alyuLEeHHbIX KOMMYHUKALWMOHHbBIX MPOTOKOJ/I0B, OTBEYalLWmnX TpeboBaHNSAM NPUNOXEHNS;

€) TpaccupoBka W NpoTOKONMpoBaHue. Mpn pas3breHnn MOHOIMTHLIX NPUIOXKEHUA HA OTAENbHble MU-
KpocepBUCbl BO3HWKAET HEOGXOAUMOCTb B AOMOMHUTESbHBIX METo4ax U peleHnsx gns oTnagkn u npoguau-
poBaHua cucteM. OAMH U3 TakUX METO0B Ha3blBaeTCs «pacnpefefnieHHas TpaccupoBka». OHa oTcnexuBaeT
LLenoYyKy BbI30BOB CEPBUCOB A/151 NOMCKA OTAE/IbHON 6U3HeCc-TpaH3akLMm WM oTAebHOrO N0Jib30BaTENbCKOrO
3anpoca. [Nns nonyyveHus LesioCTHOro npeacTaBneHnsa o paboTe cUCTEMbl 06bIYHO TpPebyeTcsl LeHTpasbHas
cucTema NpoTOKOMIMPOBAaHUSA, KoTopas nogaepxusaeTt yHKUMIO arperaunmn ans obbeguHeHUs nHopmauumn
N3 XXYpPHanNoB OTAENbHbIX MUKPOCEPBUCOB;

X) pasBepTbiBaHMe. PacnpocTpaHeHUe CEPBUCHBIX MPOLLECCOB TPpebyeT HaNMuMs aBTOMaTU3UPOBAHHbIX
MexaHW3MOB pa3BepTbiBaHUSA. MaclTabupyemocTb U LEesIOCTHOCTb CUCTEMbI SIBMSIOTCS OCHOBHbLIMUW BOMpOcCa-
MW, KOTOpble HEOBGXOAUMO Y4YMTbiBaTb MPU pPa3BePTbIBAHUN MUKPOCEPBMUCOB. KOHTeliHepbl ABASOTCS Ktoye-
BbIM MEXaHW3MOM, WCMOMb3YEMbIM ANS pa3BepTbiBaHUS MWKPOCEPBMCOB, a uUcrnonb3oBaHne CMS (cm. 7.4)
(KoTopasi Ha3HavyaeT pecypchbl U peannsyeT TONOJIOTNID COeAMHEHN) pellaeT npobnembl pasBepTbiBaHus. Mpu
3TOM OTAE/IbHblIE NMPEANOIOXKEHUA U TpeboBaHUA MoAenein pasBepTbiBaHWS MOFYT MI0X0 COYeTaTbCsi C (PyHK-
LMOHaIbHbIMW TPEe6OBaHUAMMK OTAENbHbLIX MPUIOXKEHUA HA 6Ga3e MUKPOCEPBUCOB. B KauyecTBe nNpumepa MOXHO
npeAnosioXnTb, YTO KOHTeliHep, B KOTOPOM pa3MellaeTcsi MUKPOCEPBUC, HE UMeeT cocTosiHuA. Mpu 3ToM 06-
Wwue TpeboBaHNSA K CUCTEME WM NPUIOXKEHUIO TPEBYIOT HaNMYNS MUKPOCEPBUCA, KOTOPbIA MMEeT COCTOSHUE;

1) PyHKUMOHasbHaa AekoMno3uumsa. Mpu 4eKoMno3nymunm MOHOMMTHOTO NPUNOXEHUS HEOBXO4UMO pe-
WWTb cregyloLwe BONpPOChI:

1) npaBWAbHOE pasrpaHnyeHne pas/IMyHbIX CEPBUCOB;

2) paspgeneHue cepBuca Ha OTAe/NbHbIE YacTU, €C/IN OH C/IULIKOM O06GbEMHbIA.

9.3 Cneyndumkauna MMKPOCEPBUCOB

MpoekTnpoBaHue apxMTekTypbl MUKPOCEPBMCOB TpebyeT MCNO/b30BaHMA Auarpamm onucaHus u nnaat-
(hOpMEHHO HeNTpasibHbIX A3bIKOB ONUCAHWUS W3-3a HEOAHOPOAHOCTW MPU MPOEKTMPOBAHUM MUKPOCEPBUCOB
KOMMOHEHTOB. XOTA A3blK MmogenuposaHna UML npenmyl,ecTtBeHHO UCNONb3yeTcsa ANA Auarpamm onucaHus,
06bIYHO NPUMEHAITCA cregylLne A3bIKN:

- CTaHfapTHble A3blKKM MOAEeNMpoBaHus, Takne kak RAML n YAML;

- CTaHgapTHble A3blkn cneundukaunii, Takne kak JavaScript (Node.js), JSON un Ruby;

- nceBAoKoA ANA anropuTMos;

- A3bIK cneyndukaunm nHtepdeiica, HeMTpanbHbIN K peanusayun, Hanpumep cneundukaumsa Open API
(https://www.openapis.org/).

9.4 MHOroypoBHeBas apxXutekTypa

B nporpaMmunpoBaHuUu 4acTo UCNOJb3YTCA NPeAMETHO-OPUEHTUPOBAHHOE NPOEKTUPOBAHMNE U COOTBET-
cTBylOLWaa MHOroyposHesas apxutektypa (cMm. https://www.nareshbhatia.dev/articles/domain-driven-design-6-
layered-architecture).
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Bnarogaps (QyHKLMOHANbHOMY pasfeneHunto NpUNoXeHWn Ha oTAeNbHble YPOBHW MHOroypoBHeBas ap-
XUTeKTypa obecneunBaeT cnefyllimne npenmyliecTsa:

- adhheKTUBHYO COBMECTHYH paboTy: KaxAblli ypOBeHb pa3pabaTbiBaeTcs cneynasmcTtom, cneumanun-
3MPYIOLMMCA MMEHHO Ha AaHHOM YPOBHe, Hanpumep: rpaduyecknii MHTepdgelic noib3oBaTesisi Ha OCHOBE
Beb-6pay3epa paspabaTbiBaeTcs Beb-gu3aliHepamu, a a0ruka npegmeTHoli obnactm — nporpaMmmucTamm
Java™. CneumnanncTbl MOTyT COCPeAOTOUYNTLCSA HAa CBOMX COBCTBEHHbLIX pa3paboTkax Mpu MUHMMYMeE MOCTO-
POHHUX nNpobnewm;

- MpocToe 06CAyXMWBaHWe: NPOrpaMMHbIA KO KaXKA0ro ypoBHS JIOTMYECKM HEe3aBUCUMM OT NPOrpaMMHOro
Kofa OopYyrux ypoBHei. Ecnv nporpaMmucTbl He HapylalT MHTepgelicbl Ha APYTMX YPOBHSX, MOXHO N1erko
MEHATb NPOorpamMMHbIi Kog;

- BO3MOXHOCTb MOBTOPHOIO0 UCMO/Ib30BaHUSA; B MHOTOYPOBHEBOW apXMTEKType OAHO MPUNOXEHWE pas-
6uBaeTcs Ha HebO/blIMEe KOMMOHEHTbl. Mefikne nMporpaMMHble KOMMOHEHTbI ropasfo Jsydlwe noaxoasat Ans
NMOBTOPHOIO MCMNO/Ib30BaHUS, YEM KPYMHbIE.

Micnonb3oBaHUe MHOTOYPOBHEBOW apXUTEKTYypbl OKasbiBaeTcsl 3 EeKTUBHbIM B MPUIOXKEHUSX Ha Gase
MUKPOCEPBUCOB. MHOrOypOBHEBAS apXMTEKTypa MCMNO/b3yeTCsl B MPUIOXEHUAX, padpaboTaHHbIX C NCNO/b30-
BaHWeM MWKPOCEPBUCOB, U OTAE/bHbIE METOAbI, CBSI3aHHbIE C UCMOJ/Ib30BAHWEM MHOTOYPOBHEBOI apXUTEKTY-
pbl, 4OCTATOYHO MOAPOGHO ONUCHLIBAOTCA B NuTepaType. XoTsA AN1S MUKPOCEPBMUCOB He CylLecTBYeT cTaHAap-
TW3MPOBAHHON MHOTOYPOBHEBOW apXMTEKTYpbl, MOXEeT OblTb MCMNOMb30BaHa MHOFOYpOBHEBas apxuMTeKTypa,
npeasioXeHHas B NpeAMeTHO-OPUEHTUPOBAHHOM MPOEKTUPOBAHUMN, CYyTb KOTOPO MOXHO BblpasuTb C MOMO-
Wbl YeTblpex YpPoBHEeli KOMMNOHEHTOB (CM. PUCYHOK 5):

- nonb3oBaTesIbCKNin MHTepdeic. MNporpaMMHbI/i KOMNOHEHT NPUHUMAET 3anpocbl OT Mofib3oBaTeneli u
npenocTaBsieT OTBETbI;

- npunoxexwue. MporpaMMHbIi KOMNOHEHT onpeAensieT rpaHuuy npuaoxenus. OH nNpeacTasaseT cobol
KOHEYHYI0 TOUYKY B3aMMOAENCTBUS C KIMEHTaMK M ocyliecTBNseT 06paboTKy 3anpoCcoB U OTBETOB, BbI30B J10-
rMKW npegMeTHOW o61acTu n ynpaBneHne KOHTEKCTamMu TpaH3akuuii;

- npegmeTHasi 06nacTb. MporpaMMHbIi KOMNOHEHT peannsyeT 6U3HeC-10rUKY;

- UHdpacTpykTypa. MporpaMMmHbIii KOMNOHEHT WHKaNcynmpyeT (u3nyeckne pecypchbl, Bkawuas AaH-
Hble, N NMPeAOCTaBMsAET YPOBHIO NpeaMeTHOW 06nacTn abCTpakTHbI UHTepdelic ana gocTyna K gaHHbIM.

KnueHt

Monb3osatensckuii | POLUECC Mpouecc Mpouecc

nHTEpdeiic CrCepsuc®) Cepsuc® CATCspsuch)
Mpouecc

MpunoxeHve ACepBucra

MpegmeTHas Mpouecc

o6nactb C~Cepsuclrn

WHppacTpykTypa

Pecypc

PucyHok 5 — MHoroypoBHeBasi apxuTekTypa, Ucnosib3yemas ¢ MuKpocepsucamm
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Kaxablii KOMNOHEHT, Noka3aHHbIN Ha PUCYHKe 5, npefcTaBnseT co60it OTAeNbHbIN MUKpocepsuc, pabo-
Talowunii B cBOeEM COOGCTBEHHOM MPOLLECCE U Bbi3biBAKOLWMNI ApyrMe MUKPOCEPBUCHI MO Mepe HeobXoaMMOoCTu.

MOHONUTHbIE BEG-NPUNOXEHUA paHee pa3pabaTbiBa/iMCb Ha OCHOBE MHOFOYPOBHEBOI apXUTEKTyphl,
M3BECTHOI B BMAe wWab/ioHa «Modenb — npeacTaB/ieHne — KOHTponaep» (CM. pUcyHok 6). OgHako cylye-
CTBYIOT HEKOTOpPbIE pa3nnuma B peanu3aluy MHOTOYPOBHEBOW apXMTEKTYpPbl MeEXAy npuioxeHuem, paspabo-
TaHHbIM C UCMOJ/Ib30BAHNEM MUKPOCEPBUCOB, WU NMPUIOXEHNEM C MOHOJIMTHOW KOHCTpPyKumel. OHM CBA3aHbl C
ynakoBKOW NporpamMMHbIX KOMMNOHEHTOB U cpefaMy BbINOSTHEHUSA NPUTOXEHUS.

Knvent
MpeacrasneHve
Mporpamma
X
®
0
KoHTponnep % — nMporpamma —
CL
—
¢ &
® 0.
Mogenb a Mporp amma Mporp>amma &P
Pecypc

PrcyHok 6 — Mogenlb MOHOIMTHOrO BE6-NPUIoXeHUs

Mpy NPOEKTUPOBAHUN MOHOIMTHBLIX MPUNOXEHWI, XOTA NpUNoXeHne paspabatbiBaeTca U peannsyeTtcs
Ha OCHOBE MHOTOYpPOBHEBOW apXUTEKTypbl, BCE MPOrpamMMHble KOMMOHEHTbI CO6GMpAKTCA B OA4MH MporpamMmm-
Hbli MakeT U pa3BepTbiBAOTCA B OAHON cpefe BbIMOMHEHMS NpunoxeHus. MNpu ycnosuun, ecnn Beb-gnsaiHep
nob6aBnseT Heb6ONbWOE 0O6HOBMEHME B rpaduyeckunii nHTepgelic, Heob6xogMmo cobpaTb M NPOTECTMPOBATb
BECb NPOrpaMMHbIA MakeT, NpMYeM CepBepHas cpefa BbINOJIHEHMA A0/DKHa ObiTb OCTaHOB/EHA A1 pa3Bep-
TbIBAHUSA HOBOTO NPOrpaMMHOr0 nakeTa. OTO MOXET 3aHATb AOCTAaTOYHO MHOrO BPEMEHU, AaXe B c/yvyae He-
60/bLIOr0 M3MEHEHNSA MPUNOXEHUS.

C [Opyroi CTOpPOHbI, NPU NPOEKTUPOBAHUU MPUIOXKEHUS MUKPOCEPBUCOB KaXXAbli NMPOrpaMMHbIA KOM-
MOHEHT Ha KaX[OM YpOBHE yMnakKoBblBAETCS KakK OTAE/NIbHbli MUKPOCEPBUC M HE3aBUCUMO pa3BepTbiBaeTCA B
OoTAenbHOM npouecce. Kaxablii npouecc MoxXeT 6biTb peasn3oBaH ¢ Nomolbio BM, koHTeliHepa wan B Buae
6eccepBepHbIX PYHKUMUIA, Kaxaas U3 KOTOPbIX MOXET ObiTb 3anylieHa W OCTaHOBJ/ieHa OTAeNbHO. Ecnun kax-
Oblli MMKPOCEPBUC CNPOEKTUPOBAH NpaBU/IbHO W MMeeT caboCcBA3aHHY apxXUTEKTypy, pa3paboTymk MoxeT
O0OHOBUTb OAUH KOMMNOHEHT 6e3 HeobxoAUMOCTH cobupaTb, TECTUPOBATbL UM NOBTOPHO pa3BepTbiBaTb Apyrue
MWKpPOCEPBUCHI. APXMTEKTYpa MUKPOCEPBUCOB NO3BOJIAET IETKO BHOCUTH M3MEHEHUS B NPUIOXEHNE.

9.5 CepBucHasa ceTtka

B apxuTekType MUKpPOCEPBMCOB KOSIMYECTBO CBA3aHHbIX C MPUTOXEHNEM MUKPOCEPBUCOB MOXET ObITb
[0CTaTo4yHO 6onbwMM. OGLIYHO B TaKMX CAy4Yasx KaxAablii cepBuUC paboTaeT ¢ HECKO/IbKMMU 3K3eMnisipamu C
KnacTepHOW KoHduUrypauuen — Kaxgablii 3K3eMnsip ¢ OTAeNIbHbIM MPOLECCOM, peasin3oBaHHbIM B Buae BM
UNn KoHTeliHepa. KosiMyecTBO NPOLECCOB MOXET BO MHOr0 pa3 MpeBbllWaTb KOMIMYECTBO CEPBUCOB. Takum
obpasom, obwaa TONONOrMS MOXET NpeacTaBNATb COOOM CMOXHYK CETb, Ha3blBAEMYK CEPBUCHOWN CETKOWA
(cMm. pucyHok 7).
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PucyHok 7 — CepBucHas ceTka Ans NpuioXeHus, 0OCHOBAHHOMO Ha MUKpOCepBucax

[na Toro 4tobbl NPUIOKEHNE HA OCHOBE MUKPOCEPBMCOB paboTasio, 1 MOXHO Obl/I0 MO/b30BaTLCA BCe-
MW ero npeummMyliecTBamMu, Heob6xoANMO peLnTb BONPOCHI, CBA3aHHbIE C CEPBUCHON CETKOIA:

a) ynpasJrieHue TpaguKom:

1) ToyHasa 6anaHcMpOBKa Harpy3kn ANsi KOHKPETHOW Bepcun MUKpPOCEpPBUCA;
2) UCnonb30BaHMe «CUHEro»/«3e/IeHOro» MeTof0B pasBepTbiBaHUA AN1A 06GHOBMEHUS MUKpocepBuca
6e3 ocTaHOBKM paboTbl NPUAOXKEHUS;
3) orpaHuMYeHHbIl penus;
4) aBTOMaTM4YecKuii pasmbikaTtenb (cMm. 9.7);
6) 06HapyXeHue CepBUCOB:
1) pernctpauuns cepBucoB;
2) nouck cepBuUCOB;
B) TecTupoBaHue:
1) BHeceHne HeucnpaBHOCTEM;
r) 6e3onacHoOCTb:
1) ayTeHTUUKaLUA;
2) aBTopu3auus;
3) wndgposaHue;
4) Tenemetpus:
1) nHTerpaumna QyHKUMN NPOTOKOANPOBAHUA U TPACCUPOBKY;
2) vHTerpauus MeTpuk;
3) nHdopmauMoHHaa naHesnsb.

B oTHOWeEHWUN ynpaB/ieHNsi CEPBUCHOW CETKOW CYL,EeCTBYIOT U gpyrue nogxopab:

a) API;

6) cpefa CEPBUCHON CETKMW.

Mpu noaxope ¢ ucnonb3oBaHvem APl pa3paboTumku NPUNOXKEHWA UCNONb3YIT B CBOUX Nporpammax
onpegeneHHbln APl gns ynpaBneHus cepBUCHOW ceTkoil. OgHako Ansa 3Toro paspaboTumMkam npuxoaumTcs Tpa-
TUTb CUJ/Ibl HA peanu3aunto HeYHKLMOHaIbHbIX TPe6OBaHNA B TOW Xe CTeneHW, Kak n PYHKLNOHANbHbIX, U B
pe3ynbTaTe B KOA NPUAOXEHUA BKIOYATCA HEYHKLUNOHANbHbIE 3/IEMEHTbI peanusaumnm, 4to NpoTUBOpeYunT
npuHUMNy pasgeneHna o6s3aHHOCTel B NnporpamMMunpoBaHumn u genaet kog 6osee CAOXHbIM U TPYAHO MOAM-
duumnpyembim. Mpumepom API cepBucHoli ceTku sensietca Eclipse Foundation. API MicroProfile.

Cpefia cepBUCHOIW CeTKM — 3TO pelleHue A8 WUHAPACTPYKTYPbl MPUIOXKEHUIA, pacnonoXeHHoe nojg
YPOBHEM MNPUNOXEHWA W Ha[ YPOBHEM OpkecTpauuu, koTopoe obpabaTbiBaeT BeCb Tpadnk Mexay MUKpPO-
cepsBucamu. JTa cpeja ynpas/isieT CEPBMCHON CETKOIN, KOHTPONMpysa npoxoasawuii Tpadumk. bnarogaps atomy
npuknagHas nporpamMa ocBob6OXxgaeTca OT peanu3auuy (PYHKLMOHANbHbIX BO3MOXHOCTEW, HE06X0AUMbIX
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ANs ynpaBneHns cepBUCHOl ceTkoli. Mpumepbl peannsaunii cpegbl CEPBUCHOI CeTKM AOCTYMHbI NO agpecam:
https://istio.io/ n https://linkerd.io/.

9.6 ABTOMaTUYECKNIA pa3MblkaTe/lb

ABTOMAaTMYeCKUli pasmblkaTeNlb — 3TO WabnoH NPOEKTUPOBAHUA, a TakkKe MPOrpaMMHbIA KOMMOHEHT,
OCHOBAaHHbI Ha 3TOM LWabrioHe.

ABTOMAaTMYECKUI pa3mbikaTes/ib NPUMEHSAETCS, KOrga OAWH NPOrpaMMHbIAi KOMMNOHEHT Bbi3blBAET APYroi
NpOrpamMMHbIi KOMMOHEHT (Hanpumep, MuKpocepsuc) yepes APL. 3T nporpaMMHble KOMMNOHEHTbI paboTatkT
B pas3HbIX npoueccax, a Bbl3oB APl 06bIYHO MpoucxoauT no cetu. Takne ygaseHHble Bbl30Bbl APl mMoryT He
cpaboTtatb uam octatbcs 6e3 oTBeTa. Ecnu ueneBbiM NpPOrpaMmMHbIM KOMMOHEHTOM SBAISETCSA 4acTO MCNO/b-
3yeMblii CEPBUC, 3TO MOXET NPUBECTU K LIE/IO CEPUN OTKA30B BO BCEM MPUJIOXEHUN UNN CUCTEME.

MpuHuMn paboTbl aBTOMATMYECKOTO pasmbikaTesns 3akayaeTcs B TOM, 4TO /11060 Takol yganeHHbli
BbI30B AP| ckpbiBaeTCA KOMMNOHEHTOM aBTOMaTM4YECKOro pa3mblkaTesns, KOTOpbIl hakTu4Yeckn sBfseTcs ya-
CTbl0 K/IMEHTCKOro MporpaMMHOro KomnoHeHTa. Korga KAMeHT BbinosiHAeT Bbi3oB API, oH ob6pabaTbiBaeTcs
KOMMOHEHTOM aBTOMaTUYEeCKOro pa3MbikaTtens, KOTOpbIi crieguT 3a BO3MOXHbIMU c60samu. Mpu oGHapyxeHun
c60 aBTOMaTUYECKNA pas3mbikaTesb OTNpaBaseT coobueHune o6 ownbke Ha API. B Taknx cuTyauusx aBTtoma-
TUYeckuii pasmblikaTesib MOXET Takxe co3faBaTb NpeaynpexneHns B uensix MOHUTOPUHra. ABToOMaTuyeckuil
pasmMbikaTesib MOXeT NpoAo/kaTb KOHTponupoBaTb APl u LeneBoil KOMMNOHEHT Ha npegMeT AOCTYNHOCTU 1
aBTOMAaTMUYECKN BbIK/KYATLCA NOCAe YCTpaHeHus npo6iemsl.

OnpegenexHne oWMBKN MOXET BbIMNOMHATLCA NO-Pa3HOMY A1 pa3HbIX aBTOMaTU4YeCKUX pasmblikaTtenei.
Kpome TOro, oHn MOryT MMeTb HacTpaMBaeMble napameTpbl, KOTOpPble PerynupyrT ux paboTty (Hanpumep, no-
por ownbkn, nopor Tanm-ayTa).

ABTOMaTUYECKNF pa3MmblkaTesib He n3baBNseT KANEHTCKMA KOMMOHEHT OT HEeOOGXO0AMMOCTM pelleHus
npo6nembl co c6oem BbizoBa API, HO o6neryaeTt pa3paboTky COOTBETCTBYHOLWMNX MEXAHN3MOB A1 YCTPAHEHMNS
Henosagok.

9.7 AP1-wnto3

APIl-wno3 npeacTaBnisieT co6oli NporpaMMHbI KOMMOHEHT, KOTOPbIA MOXET MCMNo/ib30BaTbCs AN CO3-
[aHnsa eAnHOro uMHTerpuposaHHoro APl ana Habopa MUKPOCEPBUCOB, KOTOpPble COBMECTHO MWCMNOJb3YOTCA
onpefesieHHbIM KJIMEHTCKUM KOMMOHEHTOM.

Kaxablii MMKpOCEpPBUC UMEET CBOI COOGCTBEHHbLIN API, OCHOBaHHbI Ha ero hyHKLMOHaIbHbIX BO3MOX-
HOCTAX. [1Ns pelweHns cBoux paboumnx 3afayqy KOHKPETHbI KNMEHT MOXeT MCNOMb30BaTh LEeNy Cepuo MUKPO-
CEpPBUCOB. Y KNneHTcKoro MO MOryT BO3HMKATb C/IOXHOCTU C 06paboTKoii pas3ninyHbiX Bbi30BOB API, koTOpble
HeobxoAMMO OTMPaBNATb Ha pas/inyHble MUKpocepBUCHI. [Nna pelweHus 3toil npobnemsbl 6bi1 paspaboTaH
APIl-wno3. OH npegnaraet knueHTckomy MO 6onee npoctoli u cornacoBaHHbll APl v BbidbiBaeT APl Mukpo-
cepBucoB no Mepe HeobxogmmocTn. Takum ob6pas3om, API-wn3 npepcrtaBnset coboil KOMNOHEHT, OPUEH-
TUPOBAaHHbLIN Ha KNueHTa. [Nna yAoBNeTBOPeHUs TpeboBaHMii pas3/IMYHbIX KIMEHTOB MOXET noTpeboBaTbcCs
HECKO/IbKO pa3nnyHbix AP1-11110308.

10 AsBTomatumsauus

10.1 OO6uwwe NOJIOXKEHUS

ABTOMaTM3auns sIBAsSIeTCA KAueBoli 0COGEHHOCTbIO Kak B OTHOWEHWUW NpefocTaB/ieHus, Tak U UCMob-
30BaHNs 06/1auHbIX CEPBUCOB. ABTOMATM3aUNs MPUMEHSETCS Ha NPOTSHXKEHUU BCETO XW3HEHHOTO LuMKIa: npu
npoekTMpoBaHUK, paspaboTke, TeCTUPOBaHUW, pa3BepTbiBaHWM, paboTe U BbIBOAE M3 3KcnayaTauuu. ABTO-
matmsauma Heobxoguma ansi o6ecrnedveHns BbICOKOW MPOAYKTMBHOCTM paboThbl cleuuasncToB, a Takke Ans
CHWXeHUs TpeboBaHuii K ypOBHIO NMPOdIecCMOHasnbHOK KBanngukaLum cneyranmcToB U yMeHblleHUss o6bema
paboT, Heo6Xo4MMbIX AN NPeAOCTaBNEHNSI U NCNOMb30BaHNS 06/1a4HbIX CEPBUCOB.

OpHoli 13 ueneit aBToMaTm3auum sBASIETCS CHUXKEHe o6beMa paboT Npu pa3BepTbiBAHUN NPUSIOXKEHUA
M AaHHbIX B 06/1aYHbIX cepBucax. JTO CBS3aHO C TEM, YTO Takoro poja onepauuy BbIMOHSAKTCSA A0BOJIbHO
4yacTo v npefHasHayeHbl NM6O 48 yCTPaHeHUsi Henonagok, MM6o Ans pacwupeHus yHKUMOHaNbHOCTU. AB-
TomMaTu3auus nogpasymeBaeT BHeApeHue LEeNoro psga MeToaoB NpPorpaMMuUpoOBaHMs, KOTOPble, XOTS W He
SIBNIAOTCA Y3KOCMNEeLManu3anpoBaHHbIMU PELIEHUAMU, NpeAHa3HauYeHHbIMU UCKTYUTENLHO A5 06/1aUHbIX Bbl-
YNCNIEHWIA, CTaNN BaXHbIMU 3/IEMEHTAMMN YCMELHOro pa3BepTbiBaHUs 06/1a4HbIX BbIYUCIEHWIA.
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10.2 ABTOMAaTU3aLNSA XXNIZHEHHOIO LnKIa pa3paboTku

OfHUM K13 BaXHbIX 3/1EMEHTOB aBToOMaTu3aunm sABnseTca BHefpeHWe nU6o HenpepbIBHOTO pa3BepThbl-
BaHUsA, 60 HenpepbiBHOW foCTaBku. HenpepbiBHOE pasBepTbiBaHMe — 3TO NOAXO0A B NPOrpaMmMuMpoBaHuu,
B paMKax KOTOporo crneumnanuctbl co3gatoT MO B KOPOTKME UMK/IbI TakuM 06pa3om, 4YTO OHO MOXET ObiTb Bbl-
nyLjeHo B NPOU3BOACTBO B N1l060e Bpems, a cam NnpoLecc passepTbiBaHWS B NPOU3BOLACTBO aBTOMaTU3NPOBAH.
HenpepbiBHaa gocTaBka BbIMOHAETCSA TakXke, Kak U HermpepbiBHOe pa3BepTbiBaHue. O4HaKo Npu HenpepbiB-
HOli gocTaBKe 3Tan pas3BepTbiBaHUA WHULUUPYETCS BPYUHYHO (T. €. pelleHve O pas3BepTbiBaHUM MpUHUMaeT
yesloBEK, a He aBToOMaTuU3MpoBaHHas cucTema, a caM MnpoLecc pasBepTbiBaHUA 0ObIYHO aBTOMAaTU3NPOBAaH).
Kak npaBnio, ncnonb3oBaHve MeTOAO0B HEMpPepbiBHOrO pas3BepTbiBaHUSA WAN HEMNPEepPbIBHOW AOCTaBKU Takxe
CBA3aHO C MCnonb3oBaHWem B opraHuMsaunmn koHuenuuu DevOps. DevOps Bkawo4vaeT B cebs meToauky, Ko-
Topas o6beguHAeT pa3paboTKy nporpaMmHoro obecneyeHna n NT-onepauuu 415 COKpaleHUs XU3HEHHOTO
uukna paspaboTkn. Takoil noaxon NO3BOMSET cneymannucTam 4acTto 06aBsATb UCNPaB/eHNs B NPOrpaMMHble
NPOAYKTbl U PaACWINPATL UX DYHKLMNOHANBHOCTb B COOTBETCTBUM C BU3HEC-LEeNSAMMU.

HenpepbiBHOE pasBepTbiBaHWE U HENpepbiBHAaA AOCTaBka nogpasymeBaloT UHKPeMeHTallbHYyo (noaTan-
Hyt0) pa3paboTky. MNpy 3TOM BO BpeMS ¥ NOc/e 3TanoB C60PKM M pas3BepTbiBaHUSA TeCTUPOBAaHMWE BbINOJIHAETCSH
B aBTOMaTM4yeCcKoM pexume. lMoaTanHbli NpuHUMN paboTbl 06BbACHAETCA MCNO/b30BAHMEM MUKPOCEPBMCOB
npy paspaboTke NPUAOXKEHNN (KaxXablil MUKPOCEPBUC peannilyeT HebO/blY OTAEbHY YacTb 06uwel yHK-
LMOHa/IbHOCTM BCEF0 peELLeHUs) U oTaenbHbIX (061a4HbIX) CEPBUCOB B pamMkax 6onee obuwein yHKLMOHaNb-
HoCTW (Hanpumep, PYHKUMOHAbHbIE BO3MOXHOCTW 6a3bl AaHHbIX UAN 0obMeHa CoOob6LeHnAMN).

HenpepbiBHas nHTerpaums ABASETCA HEOTbEeM/IEMOI YacTbio NpoLecca HeNpepbIBHOrO pa3BepTbiBaHUA
N HenpepbiBHOW A0CTaBkW, Korga ob6HOBAEHMA 6a3bl MCXOA4HOTO koga Npou3BOAATCHA 4vacTo, a cama 6asa wc-
XOAHOTo Koga cobupaeTcs M TeCTUPYeTCs perynspHo (3a4acTyl No MHOTO pas B AeHb). HenpepbiBHas uHTe-
rpauusi OCHOBbIBaeTCA Ha pa3paboTke NMocpefCcTBOM TECTUPOBAHWSA C LiefIbl0 aBTOMAaTUYECKOro BbIMOJIHEHUS
MOZY/bHbIX TECTOB W UHTErpaLuoOHHbIX TECTOB C Le/blo ybeanTbecs, 4To 06HOBeHNss 6a3bl MCXOA4HOTO Koga
He HapyLwuau nporpaMmMHblii kod. Kpome Toro, Takas cxema opraHusauum paboTbl npu3BaHa ob6ecneynTb Obl-
CTpYyt0 06paTHYI0 CBA3b C pa3paboTynkamMu B C/iyyae BO3HWKHOBEHUS HENosafok.

ABTOMaTM3MPOBaHHOE yNpaB/ieHne SABASETCHA K/I0YEeBON O0COO6EHHOCTbI0 paboTbl 06/1a4HbLIX CEPBUCOB.
OHO ucnonb3yeTcs A8 peleHusa Takux 3ajad, Kak BOCCTaHOB/IEHME OTkKasasluX akzemnnspos MO, ysenu-
yeHne n ymeHblleHne obbema AOCTYMHbLIX PecypcoB, OCOOEHHO napasiiefibHbiX 3K3eMMN/IsAPOB KOMMOHEHTOB
NPUNOXEHWIA, penaukaumna gaHHbIX U pe3epBHOe KOMMpoBaHwe AaHHbIX. [pn ncnonb3oBaHUM 06/1a4HbIX cep-
BMCOB BCe 3TV 3ajaynm Heo6xoAuMO aBTOMaTu3nMpoBaTb, YTOObl He co3faBaTb M3ObITOYHYIO Harpysky Ha one-
paLVOoHHbI nepcoHan.

OfHUM 13 BaXKHbIX 3/1eMeHTOB KoHuenuun DevOps sasnfetca DevSecOps. B pamkax DevSecOps oco-
60e BHMMaHue yaenseTtca PyHKUMAM obecneyeHus 6e30nNacHOCTU, KOTOPble pacCMaTpMBalOTCA Kak BaxHas
N HeoTbemseMas 4YacTb npoueccoB pas3paboTku u akcnnyaTtauuun. Npes 3aknwovaeTcs B TOM, Y4TOObl aBTO-
mMaTu3mpoBaTb 3ajayn 6e30nacHOCTU napanfienbHO C aBTomMaTu3auuei 3agay pas3paboTkum u akcnayaTauuu,
KOTOpble ABNAITCA UEHTPasibHbIM 3/IeMEHTOM KoHuenuun DevOps. MNMpu yBeNMYEHUN CKOPOCTW BbIMOIHEHNS
3agay no paspabotke u akcnayataumm (DevOps) nNoBbIWAETCA M CKOPOCTb BbIMO/IHEHUSA 3afay, CBA3aHHbLIX C
6€30NacHOCTbIO, Ha NPOTSHKEHUN BCErO XU3HEHHOTO unkna npunoxeHns (DevSecOps).

10.3 NHCTPYMEHTbI aBTOMaTU3aLNN

WNHCTpPYMEHTbI UCNO/Mb3YITCA Ha BCEX aTanax npouecca pa3pabdboTku.

Kak npaBuiio, ncnonb3oBaHne UHCTPYMEHTOB HauMHaeTCs C CUCTeMbl ynpaBsieHus Bepcusamu dpaiinos
ncxogHoro koga (SCM), B KOTOpOli pa3MelleH UCXOAHbIA KOA W KOTOopas MpefocTaBfisieT KOHTPO/MpyeMble
npouecchl 4N BbINOJHEHNS 06GHOBMEHNA NPOrPaMMHOro Koga, BKYas oTc/nexnBaHne Bcex nameHeHuin. Cu-
ctema SCM co3gaeT OCHOBY, Ha 6a3e KOTOpoil paboTalT UHCTPYMEHTbI A1 C60pKKN, TECTUPOBaHUSA, AOCTaBKM
N passepTbiBaHMA. CylecTByOT pasfinyHble cuctembl SCM, ofHako Hambonee LIMPOKOe pacnpocTpaHeHue
noslyunna cuctema c OTKPbITbIM MCXOAHbIM KoAoM: https://git-scm.com/, koTopas npegnaraeT 60nblOe KOMK-
4ecTBO BCMOMOraTe/ibHbIX MHCTPYMEHTOB, BK/OYasa hyHKLMM XOCT-cepBepa.

CepBep aBTOMatuMsauun npegcrasnset coboii MHCTPYMEHT, UCNO/b3YEMbIN ANA aBToOMaTu3auum aTanos
HenpepbIBHOW MHTErpaunn, HenpepbIBHOW AOCTaBKM U HEMPEPbLIBHOTO pa3BepTbiBaHWUA. DTOT MHCTPYMEHT OKa-
3biBaeTcs 0cO6eHHO nonesHbIM Ana c60pku koga us cucteMmbl SCM 1 npoBefeHUs TecTupoBaHua (MOAYNbHble
TEeCTbl, UHTErpayMoHHble TecTbl) Ha OCHOBe cobpaHHOro kofa. CyliecTBYeT MHOXECTBO WHCTPYMEHTOB Ha
OCHOBEe cepBepa aBTomaTtu3auuu, ogHaKko Hanbonee NONYASAPHbIM SABAETCA MHCTPYMEHT C OTKPbITbIM UCXOA4-
HbIM kKogoMm Jenkins, gocTynHblli no agpecy: https://www.jenkins.io/.
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ABTOMaTu3auusa 3agady obecrnevyeHus 6esonacHocTy B paMkax DevSecOps MOXeT BK/IYaTb WHCTPY-
MEHTbI, KOTOpble NPOBEPSAT NPOrpamMMHbIi KO Ha Hanuume ya3BMMOCTEl Ha atane perucrtpauuu koja B
cucteme SCM, a Takke NpoBepsAT YA3BMMOCTM C MOMOLLbI0O TECTUPOBaHWA BO BpeMs COOpPKM M Ha aTane
HenpepbiBHOI MHTerpayun. NMogo6HOro poaa onepauuu BbINOJHAKTCA Takke M Ana 6e30MacHoro NCcnosb3o-
BaHMA 6a3 MCXOLHOr0 KoAa, COOTBETCTBYHOLMX TPeOOBaHNSAM 3aBUCUMOCTEN MPUIOXKEHUA, Hanpumep 6mbnu-
oTek npomMexyToyHoro MO, 06pa3oB KOHTEHEPOB M pe3epBHbIX CEPBUCOB. Takme 3aBUCUMOCTU AO/DKHbI ObITb
CBsA3aHbl C MOAUTUKaAMM 6e30nacHOCTW, ONpeAensoumMMmn, Kakme 3aBMCUMOCTU MOAXOASAT A1 MCNOJ/b30Ba-
HWUA, 1 NOAAepPXMBaTbCA COOTBETCTBYHLWMM TECTUPOBAHMEM W CMCTEMON ynpasBneHus, KoTopas pearvpyert
Ha yBegoM/ieHUs 06 ysa3BMMOCTAX M HeobxoauMocTu nepexoga Ha 6onee NO34HIOK MCNpaB/IEHHYIO BEPCUID
nporpaMMHOro nNpoaykra.

MO anAa ynpaBfieHus KOHdurypauuei mcnonb3yerca Ans aBTomaTtusauum npegoctasnenunsa MO, ynpas-
NeHna KoHgurypaumein n pasBepTblBaHUSA MPUIOXEHUA. APXUTEKTypa, MUCchnonb3yemas Ansi 06/7ayHbiX npu-
NOXeHuit, ysennunBaeT noTpebHocTb B MO gnsa ynpaBnieHus KoHdurypaumnein. 3To 06bACHAETCA Tem, 4TO
pa3nnyHble 06nayHble CEPBUCHI UMEKT MHOXECTBO KOMMOHEHTOB, W BCE OHU [O/KHbI OblTb OpPKECTPOBaHbI
A5 obecnevyeHns NpaBUbHON paboTbl NpUNOXKeHUs. CyuecTByeT LeNblit psag nporpaMMHbIX CPeACTB ynpas-
neHns kKoHcurypauyuein, Hanpumep: Ansible: https://www.ansible.com/, Chef: https://github.com/chef/chef-
workstation.

MporpammHble cpeAcTBa ynpasneHns KOHgurypauueln pasnnyalTca no CBOel apxuTekType. B ocHose
Ansible — apxuTekTypa 6€3 areHToB, B TO BpPeEMS KaK APYrMe MHCTPYMEHTbl UMEKT apXMTEKTYpy C areHtamu
(T. e. OHM TpebylT HanMuua NPorpamMMHOro CMCTEMHOrO npouecca, paboTalwLlero B LeNeBbIX y3nax Uim Ha
CBSI3aHHOM C HUMW cepBepe).

Kno4yeBbIM 3/1EMEHTOM pa3BepTbiBaHUS MPUIOXEHU B 06N1a4HON cpefe ABNseTcs opkecTpauus. 3T1o
CBAA3@HO C TeM, YTO OObIYHO MPUIOXKEHUS COCTOAT M3 H6ONbLIOr0 KOSIMYEeCTBa OTAESNbHbIX KOMMNOHEHTOB, KO-
TOpble Heo6Xo0AMMO OLHOBPEMEHHO pas3BepHYTb, HAcTpouTb U ob6ecneunTb Mx paboTty. na asTomaTusauuu
3a4a4 opkecTpauuu UCNONb3YHTCS Takme MHCTPYMEHTbI, kak CMS (cm. 7.4).

KnioueBbiM 3aneMeHTOM 3ajady aBTomMaTtumsauuy ABnseTcs npefoctasBieHne (PyHKLMOHaNbHbIX BO3MOX-
HocTeli o6nayHbIX cepBucoB 4vepe3 API (nHTepdheiicbl nNporpaMmmupoBaHusa npunoxexHuii). APl nossonstoT
pas3nIMYHbIM MHCTPYMEHTaM HacTpauBaTb, pa3BepTbiBaTb, KOHTPO/MPOBATL U OTCMEXUBATb KaXAblii ob6nay-
Hblli cepBMC. ITO pacnpocTpaHseTcs M Ha WUCNoSib30BaHWe APYrnX MHCTPYMeHTOB yepe3 API, B yacTHoCTH
Kubernetes gns passepTbiBaHUS KOHTENHEPOB.

MpunoxeHnsa, pasBepHyTble M paboTawwme B 061ayYHbIX cCepBucax, AO/MKHbI KOHTPOJMPOBATLCA W
ynpaBnsATbCA A5 obecnevyeHnss BbICOKOM CKOPOCTU paboTbl M HENPEPBLIBHOM A0CTYNHOCTU. KOHTPONb U ynpas-
neHne 06bIYHO ocywecTBATCA Yepe3 API, npegnaraemblie NOCTaBLUMKOM 06/1a4HOM CAYX6bl. VIHCTPYMEHTHI
ONA ynpaBneHus nepesanyckoM OTka3aBLUMX 3K3EMMAAPOB, Kak U MHCTPYMEHTbI AN YBE/IMYEHNS N YMEHbLUe-
HUS KONU4YecTBa 3K3eMMNNISAPOB onpefeneHHOro NporpaMMHOrO KOMMOHEHTa B COOTBETCTBUN C U3MEHEHUAMMN
paboueii Harpysku, 3aBUCAT OT PYHKLUWUIA KOHTPONsS M ynpaBneHusi. Hekotopble u3 3TUX PYHKLMOHAbHbIX
BO3MOXHOCTEl NpefocTaBnsoTCsa B BuAge 06/1a4yHbIX CEPBUCOB (Hanpumep, hyHKUMA aBTOMaTu4YecKkoro mac-
WTabupoBaHuns), HO B APYTMX CNy4Yyasx OHWM NOCTABNAKTCA B BUAE OTAENbHbIX MHCTPYMEHTOB, KOTOpPblE HEOG-
XOAMMO YCTaHOBUTb U HACTPOUTb.

11 ApxutekTtypa cuctem PaaS

11.1 O6ume NonoxeHus

PaaS npepgctaBnsieT coboii kateropuito o06nayHbIX CEPBUCOB A5 NpefocTaB/eHns nnatopMeHHbIX
hyHKUMOHaNbHbIX BO3MOXHOCTel, koTopble TOCT ISO/IEC 17788 paccMmaTtpuBaeT B KA4eCTBE MHCTPYMEHTOB,
C NOMOLLbIO KOTOPbIX NOTpebuTenb 06s1a4HOl CAyx6bl MOXeT pa3BepTbiBaTb, KOHTPONIMPOBATbL UM UCNOJ/b30-
BaTb MPU/IOXEHUSA, CO3[aHHble UM NpuobpeTeHHble NoTpebuTesnem, NCNOAb3YS OAWH UAW HECKO/IbKO S3blKOB
NPoOrpaMMmpoBaHWs U OOHY WIN HECKOJ/IbKO cpef BbIMOSIHEHWUS, NOAAEPXMBAEMbIX NOCTABLLMKOM 06/1a4HOW
cnyx6bl. Cnuctema PaaS 06bI4HO BKAKOYaET B Ce6A cOrsiacoBaHHbIi Habop o6nayHbiX cepeucoB PaaS, npeg-
Ha3HaYeHHbIX 418 COBMECTHON paboThbl.

Cuctembl PaaS, B nepByt oyepegb, NpeAHa3HayeHbl A5 pa3paboTkn, pasBepTbiBaHUA M aKCnayaTaymum
KNMEHTCKUX NPUNOXeHUN. YacTo B Takux cuctemax npefycMOTpPeHbl M ApyrMe BCcnomoraTtesibHble (DYHKLKM-
OHas/bHble BO3MOXHOCTW, Takne Kak MCNoNb30BaHWe MPUNOXEHWUA, pecypcoB ANA 06paboTKu, XpaHeHus u
ceTeBOl nepegaynm faHHbiX. Cuctembl PaaS 06bI4HO BKAOYAKOT B CeEOSA passiMyHble PYHKUMOHA/IbHble BO3-
MOXHOCTU WHpacTpykTypbl npuknagHoro MO (npomexyToyHoe [10), BkAtoYas nnatopmbl NPUOXKEHUN,
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NHTerpayuoHHble naaTgopmbl, Naat@opmMbl GU3HEC-AaHANNTUKN, CEPBUCHI NMOTOKOBON 06pPabOTKM COBLITUA U
MobunbHble backend-cepBuchbl, a Takke Habopbl MHCTPYMEHTOB, MOALEPXUBAKLWMUX Npouecc pas3paboTku.
Kpome TOro, cuctembl PaaS yacTo nogaepxusarT Habop onepaunoHHbIX PYHKLMOHAIbHbIX BO3MOXHOCTEN,
TakKMX KaKk MOHUTOPWHI, yNpaBfeHne, pasBepTbiBaHe U Apyrue conyTCTBYOWME PYHKLNN.

OHu noppepxusatT koHuenuuio DevOps M OpUMEHTMPOBaHbI Ha Pa3paboTuMKOB MPUMOXEHUN, a Takke
Ha onepaynoHHbIA NepcoHarn.

Cuctemy PaaS MOXHO onucatb Kak 06/1a4Hblii CEpPBUC MO CO34aHUI0 MHPaCTPYKTypbl NMPUNOXEHUN,
KoTopas Bk/to4aeT B cebsA Takme KOMMOHEHTbI, Kak CepBePbl MPUOXEHWUIA, CACTEMbI ynpaBrieHuss 6aszamu
OaHHbIX, 6pOKepbl MHTErpayumn, cCMCTeMbl ynpaenieHns 6usHec-npoueccamm, 06paboTUnMKM NpaBua U CUCTEMBI
KOMMNJIEKCHON 06paboTKn CobbITUIA. Takana MHpaCTpyKTypa NPUNOXEHUA nomoraeT pas3paboTumky npuioxe-
HWA B HanuMcaHuyM GU3HEC-MPUIOXEHUNI, COoKpallass 06beM co3haBaeMoro koga U of4HOBPEMEHHO paclinpss
(hYHKLMOHAbHbIE BO3MOXHOCTW NpuioxeHuin. CyTe cuctembl PaaS 3aknivaeTcs B TOM, YTO NocTaBLUK 06-
nayHol cnyx6bl 3aHMMaeTCsl yCTAHOBKOI, HACTPOWKOW M akcnnyaTauuein cpefbl BbIMOSHEHUS NPUIOXKEHUN
(Bkntouas Bce BM, OC, KOHTelHepbl, cpedbl BbIMOMHEHMWS, 6M6INOTEKN), NpefocTaBnsas noTpedbutTensam cep-
BUCa 06/1a4HbIX BblYMCAEHUI 1 pa3paboTumnkam TOMIbKO caM KoA npuioxeHus. Takmm o6pa3om, OCHOBHOe pas-
nnune mexgay cumctemamu laaS um PaaS 3aknovaeTcs B TOM, YTO B c/lydae € laaS 3aka3uuk fO/IKEH co3faTb
o6pa3 BM unu KoHTeliHepa 47151 BbINO/IHEHMA KoAa NPUIOXeHUs, Torga kak PaaS npegocTtaBnisieT Bce HEOOXO-
AnMoe ANns 3arpy3kn M HEMOCPeLCTBEHHOTO BbINMOJ/IHEHUA KOA4A NPUOXEHUS.

CucteMmbl PaaS Takxke 4yacTo pacwupstoT naatopMeHHble (YHKUMOHAIbHbIE BO3MOXHOCTU NPOMEXY-
TouHoro MO, npegnaras paspaboTynmkam MNPUNOXKEHU Pa3HOOOGpPa3HbIi M NOCTOSAHHO MOMOJIHAEMbIA Habop
cepBucoB 1 APl c onpefeneHHbIMU (OYHKLUSIMU, KOTOPbIE OT/INYAKTCS BO3MOXHOCTbIO ynpasB/ieHus n nocTo-
SIHHOl JOCTYNHOCTbI0. TakuM o6pasom, paspaboTumkn nsbasneHbl 0T HEO6XOAMMOCTM 3aHMMATbCA NPOMEXY-
TOYHbIM MO, 4TO cpa3y NoBbiWaeT NPOAYKTUBHOCTb MX paboTbl. HekoTopble cucteMbl PaaS Takxe coveTtaroT
B cebe hyHkumm obnayHbix cepBucosB laaS n SaaS, obecneumBasi, ¢ O4HON CTOPOHbI, (PYHKLMU KOHTPOMS
pacnpefeneHunss 0OCHOBHbIX PECypcoB, a C APYroli — MOJIHOCTbi0 FOTOBbIE K UCMO/Ib30BAaHWIO NPOrpaMMHble
hYHKLMOHATbHbIE BO3MOXHOCTM.

Cuctembl PaaS, kak npaBuio, NpefocTaBasioT CBOU (PYHKLMOHa/IbHbIE BO3MOXHOCTM TakMuM 06pas3om,
yTobbl NPUNOXeHUs, padpaboTaHHble Ha NX OCHOBE, MOIM/IN COBMECTUTb B cebe NpeumyliecTBa BCEX OT/INYN-
TeNbHbIX 0CO6EHHOCTEN 06nayYHbIX cepBMCOB. py 3TOM pa3paboTumky NPUIOXKEHUS AaXe He HYXHO Aob6aB-
NATb cneumnasnbHbIli NPOrpaMMHbIA Ko4 B caMo Mpu/oxeHne. DTO AaeT BO3MOXHOCTb co3jaBaTb 06nauvHble
npunoxeHuss 6e3 Heo6xo4MMOCTM B CNeymanbHbiX NPOGECCUOHANbHbIX HaBbIKax.

11.2 OTAnydmnTenbHble 0cob6eHHOCTU cucTteMm PaaS

Cuctembl PaaS umeloT cnegyrowje OCHOBHbIE OT/IMYNTENIbHbIE 0COGEHHOCTU:

- noAagepxXka nonb3oBaTeNbCKUX MPUNOXKEHUA: nopfepxka pas3paboTku, pasBepTbiBaHUA W 3KCNNy-
atauuMy nonb3oBaTeNbCKUX NpuioxeHunin. Cuctembl PaaS o6bl4HO nogaepxusalT obnadvHbie MPUNOXEHUS,
KOTOopble MOryT B NOJIHOW Mepe WCnosib30BaTb MpeuMyliecTBa MacliTabuMpyembiX, afanTuUBHbIX W pacnpe-
AeNeHHbIX PYHKUMOHaNbHbIX BO3MOXHOCTEW 06/1a4HOl MHpacTpykTypbl. Mpyn 3TOM ANa MX UCNOMb30BaHUSA
paspaboTuMkaMm NPUAOXKEHWNT fAaxXe He HYXHO co3faBaTb CneluasibHblii NporpaMMHbIiA Kog,

- npepocTaBfieHne cpef BbINOSIHEHUA: cucTeMbl PaaS 06blYHO mpepnaralT cpefbl BbINOMHEHWS ANS
NPUNOXEHUN, rae Kaxaas cpega BbIMOSHEHUSA nogaepXxusaet AMb6o oamH, NM60 HebONbLON HAbGop A3LIKOB
nporpammmnpoBaHnsa n hpeinmBopkoB, HanpumMmep cpegbl BbinoniHeHns Node.js, Ruby n PHP. OtanuntenbHol
0CO6BEHHOCTBLID MHOTUX cucTemM PaaS sBnseTca nogfepXxka LMPOKOro psga cpepq BbINOJIHEHUSA. 3TO MO3BO-
naet paspaboTtuMkam BblibupaTb Hanbonee NOAXOASALLYH0 TEXHOMNOIUK ANS pPelleHnss NoCTaBAEeHHO 3ajayn.
Takue cpefbl MHOTAA Ha3biBAOT MHOTOA3bIYHbLIMN.

Cpeabl BbINOSIHEHUA MOTYT UCMOMIb30BaTb KOHTEWHepbl (CM. pasgen 7) u 6eccepBepHble BbIYNCIEHUSA
(cm. pasgen 8);

- MexaHu3mbl ObICTPOro pa3BepTbiBaHWUA: MHOrMe cuctembl PaaS npepoctaBnsawT paspaboTuvkam K
onepaunoHHOMY MepcoHany aBTOMaTu3MpoBaHHbIi MexaHM3Mm push and run gns passepTbiBaHUA M paboTbl
npunoxeHunin. OH obecneunBaeT AMHAMUYECKOE BblE/IEHNE PECYPCOB, KOrAa Kog NMpuioXeHus nepepaetcs
obnayHomy cepsucy PaaS uepes API. Mo ymonyaHuto TpeboBaHUA K KOHdUrypauum siBASAKTCS MUHUMasb-
HbiMK. [lpy 3TOM nNpefycMOTpeHa BO3MOXHOCTb ANS KOHTPOASA KOHuMrypauuu, ecnm 3To Heo6Xo[uMO; Ha-
npuMep, BO3MOXHOCTb KOHTPO/SA KOAMYEecTBa NapasnsenbHo paboTalwmnx aK3eMnasapoB NPUIOXeEHNUS, YToObI
cnpaBuTbCAa ¢ paboyeil Harpyskoin uam obecnedynTb OTKA30yCTONUYMBOCTD;
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- nogaepxka psga pyHKUMOHaNbHbIX BO3MOXHOCTEW NpomexyTouyHoro MO: npunoxeHus npeabsaBns-
10T pa3HoobpasHble TpeboBaHWA, A5 YA0BNETBOPEHUS KOTOPbIX NPeAoCTaBAsETCA WMPOKUIA CNeKkTp uHdpa-
CTPYKTYpPbl NpuaoxeHunin (npomexyTtouyHoe MO) ¢ nogaepxkoi psaga MyHKLMOHAIbHbIX BO3MOXHOCTENn. OgHUM
U3 NPUMEpPOB fABASAETCS ynpaBsieHue 6asaMy faHHbiX. [0nA aTux ueneli NpefocTtaBNAaTCA TexHosnorum 6a3
AaHHbIX Kak SQL, Tak 1 NoSQL. [pyrme dpyHKUMOHa/IbHbIe BO3MOXHOCTW BK/IOYAKT B CEOS CEPBUCHI MHTE-
rpauuun, ynpassieHme 6usHec-npoyeccamn, CepBUCbl BUsHec-aHaNNTUKN, 06paboTunkm npaBusa, cepBuCbl 06-
pa6oTkn cobbiTnin 1 MmobunbHble backend-cepBuchl;

- npepocTaBfieHNe CEPBUCOB: CUCTeMbl PaaS 3avyacTyto NnpefocTaBisioT HEKOTOpble (PYHKLMOHAbHbIE
BO3MOXHOCTU B Buae psga oTAeflbHbIX CEPBUCOB, KOTOpPble 06bIYHO Bbi3biBalOTCA Yepe3 APl Toro mam mHoro
Tuna. CepBuCbl ycTaHaBIUBAKTCA U 3anyCcKarTCA NMOCTaBLLMKOM YCNyr, MO3TOMY NOTpebuTenn cepBucoB 06-
NayHbIX BbIYNCAEHUA 3TUM He 3aHMMaloTcsA. Hanpumep, ecnm MCNOb3yHTCA CepBUChl 6asbl AaHHbIX, NOCTaB-
WKk ycnyr obecneuynBaeTt AOCTYNHOCTb U HAAEXHOCTb, Hanmyne penunk n pes3epBHbIX KOMUA AaHHbIX 6asbl
OaHHbIX, 3aWWUTy AaHHbIX U T. N. YCcNyru, npegoctaBiseMble MOCTaBLIMKOM, NMO3BOMISAKT YMEHbWNUTbL 06bEM
paboTbl 1 C/I0XKHOCTb MPU CO3L4aHUWN NPOrPaMMHbIX CUCTEM. BMeCcTo TOro 4tobbl ycTaHaBAuBaTb NOTeHUMab-
HO CNOXHbI Ha6op MO 1 ynpaBnATb UM, KINEHTbI MOTYT NOJIyYUTb FOTOBble (DYHKLMOHAIbHbIE BO3MOXHOCTH
OT NOCTaBLLUKa;

- npeABapuTenbHO CKOH(IUIypupoBaHHble (PYHKUMOHAa/IbHblE BO3MOXHOCTW: MHOrue cuctembl PaaS
noaaepXusarnT PYHKLMOHANbHbIE BO3MOXHOCTU, KOTOpPble NpeABapuTesibHO HacTpauMBalTCsa MOCTaBLLUKOM,
npu aTom paspaboTynkam M OonepaLnmoHHOMY NepcoHany 3akasuuka AOCTYyNneH MUHUMYM HacTpoek. B pesynb-
TaTe npouecc ynpouiaeTcs, NoBblWAeTCA NPOAYKTUBHOCTb paboTbl M yMEHbLIAETCA BEPOATHOCTb BO3HUKHO-
BEHWS HenpeaBuAeHHbIX npobnem. Mpu 3TOM Takue PYHKUMOHaNbHble BO3MOXHOCTU MpOLLE B ynpaBieHun
M B oTnagke. HekoTopble CUCTEMbI MOTYT aBTOMATMYECKM HacTpauBaTb KOHUIypauu Ha OCHOBEe Moaenei
MCNosb30BaHNA U pabounx Harpy3ok. 3To 4ONOMHUTEIbHO COKpallaeT KO/IMYeCcTBO CNeLmMannucToB U BpEMEHH,
HEeo6XxoAnMbIX Anst obecneyeHns MakCuManbHO 3(hPEKTUBHON pPabOThbl MPUMOXEHWN;

- (byHkumn ynpasneHnsa APl: 6U3Hec-NpuIoXeHNS 4YacTo peanusyloT OTAe bHbIe (PYHKLMOHAIbHbIE BO3-
MOXHOCTK yepe3 APIl. 3To MOXeT ObITb CBA3aHO C XapakTepoMm Mo/1b30BaTeIbCKOro nHTepdelica NpMaoXKeHns.
MOGUAbHLIM NPUIOXEHUSAM 06bIYHO TpebyeTcsa API, 4uTo6bl, paboTas He3aBUCMMO OT GM3HEC-NPUITOXEHUS,
OHW MOIM nosiyyatb AOCTYN K AaHHbIM UM TpaH3akuusaM no Mepe HeobxoaumocTu. B gpyrux cnyyasax npegnpu-
ATME MOXEeT MCNbITbiIBaTb HEOOGXOAMMOCTb NpefoCTaBMeHMs APYrMM cTopoHam (mapTHepam, KAueHTam, no-
CTaBLiMKaM) BO3MOXHOCTEN ANA UHTerpaumm CBOMX COOGCTBEHHbIX MPUOXEHNA C NPUNOXEHNAMUN KOMMOAHUN.
Takaa wHTerpaums ocywectensetca yepes API. MpepoctasneHne APl TpebyeT onpefeneHHOro ypoBHSA KOH-
TPOAA, YTOObl TONIbKO aBTOPU30BaHHbIE MO/b30BaTENN MOIAN NOAYUYUTbL AOCTyn KAPI 1 Kaxablii nonb3oBaTesib
MOF NOMYyYUTb AOCTYN TOMbKO K MHANBUAYaNbHO paspelleHHbIM YHKLNOHaNbHbIM BO3MOXHOCTAM. [N aToro
Heobxo4MMO Hanmume onpegeneHHblX PYHKUNA ynpaenenusa API, koTopble npeanaraloTcsd MHOTMMUW cUcTeMa-
Mu PaaS;

- oyHKUMM obecneuyeHnss 6e3o0MacHOCTM: 6e30MacHOCTb — OAMH U3 CaMbIX BaXHbIX acnekToB /10060-
ro peweHns. Cuctembl PaaS 06bI4YHO OCHalleHbl MpeABapuUTE/IbHO UHTErpUpOBaHHbIMU cpeAacTBamMu obe-
crneyeHnsa 6e30MacHOCTM, YTO NO3BOJSAET CHU3UTb Harpys3ky Ha pa3paboTuMKOB M OnepaLuoHHbIN nepcoHan.
PyHKUMOHANbHbIE BO3MOXHOCTW BK/IOYAOT B Ceb6A MEXCeTeBOW 3KpaH, ynpaB/ieHWEe KOHEYHbIMU TO4YKamMu,
3aluLLEeHHY0 06paboTKy NPOTOKO/10B, AOCTYN W aBTOpM3auuio, WugpoBaHne AaHHbIX NPU NepemMeLl,eHnn un
XpaHeHun, NpoBePKY LEsIOCTHOCTKU, a TakkKe MexaHu3Mbl obecrnevyeHus OTKa3oyCTOMYMBOCTU, TakMe Kak pe-
3epBHbIE KOMUW AAHHbIX W aBTOMaTu4YecKoe pe3epBHOEe KonupoBaHue. Cuctembl PaaS MoOryt npeasioxuTtb
3T (PYHKUMOHA/IbHblE BO3MOXHOCTMW, OKa3biBas MWHUMAas/IbHOE WM HY/IEBOE B/IMSIHWE HAa KOA MPUOXEHUS,
ynpowas 3agayun paspabotumka. Kpome T0ro, nockonbky 6asoBas cpefia BbINOJIHEHUSA ABNAETCA YacTblo nnart-
chopmbl, MocTaBLLMK 06/1a4HON CNyx6bl OCYyLLEeCTBNAET YCTAHOBKY UCnpasneHnini cuctemol 6e3onacHoctu OC,
ob6HapyXeHue n yganeHne BPeAoOHOCHbIX NpOrpaMm u ApyrMe BaxHble 3ajayv no noggepxaHuto 6esonacHo-
cTn. Takum 06pa3omM, NoNb30BaTENIAM HE HYXHO 3aHMMaTbCA NOUCKOM YyA3BMMOCTEl CUCTEMbl 6€30MacHOCTU
B COGCTBEHHOM KOAE;

- WHCTPYMEHTbl pa3paboTuyMka: MHorue cuctembl PaaS ctpemsaTcs yHuduumMpoBaTb M ynpocTUTb Mpo-
ueccol paspaboTky u akcnayatauuu, T. e. noggepxusarT KoHuenuuio DevOps, obbeauHas 3ajayn paspa-
60Tk 1 akcnnyaTauun. MNpepocTaBnsieMble MHCTPYMEHTbI pa3paboTku BKAYalT B ceba pefakTtopbl koaa,
peno3nTopun Koga, MHCTPYMEHTbI COOPKU, MHCTPYMEHTbI pa3BepTbiBaHUSA, UHCTPYMEHTbI 1 CEPBUCHI TECTUPO-
BaHWA, U MHCTPYMEHTbI o6ecneyeHns 6e3onacHocTu. Yacto npegnaraloTca cCepBMCbl MOHUTOPUHIA U aHanmsa
NPUIOXEHW, KOTOpble NOAAEPXUBAIOT Takme (PyHKUMOHabHbIE BO3MOXHOCTW, Kak NpOTOKOMPOBaHKE, aHa-
N3 XYpHanoB, aHa/n3 MCNo/b30BaHUsA MPUMOXEHNA N MHPOPMaLMOHHbIE NaHEeNu;
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- onepaunoHHble PYHKLMOHaIbHbIE BO3MOXHOCTU: cuctembl PaaS nomoralwT onepaynoHHOMY nepco-
Hany, npegnaras onepauvoHHble PYHKLMOHAIbHbIE BO3MOXHOCTUW KakK A1 pasBepHYTbIX NPUIOXEHUNA, Tak 1
Ans camoi cuctembl PaaS. OHM peanusylTcs yepes3 MHpOpMaLNOHHbIE MaHesnu, a Takke ¢ nomouwbio API
M MO3BOJIAOT K/IMEHTaM NoAkMYaTb COGCTBEHHbIE OMEpPaLUOHHbIE UHCTPYMEHThI. Hanpumep, yacTto npepg-
narakTca (PYyHKUMOHANIbHbIE BO3MOXHOCTM YBE/IMYEHUS WU YMEHbLUEHUA KoNmyecTBa 3anylieHHbIX 3K3eM-
NASPOB NPUNOXEHUS (ANA pPeleHns Npo6/aeMbl MEHSIOLWENCA HArpy3kn Ha NpuaoxeHue). B HeKOTopbIX cay-
yasx TakMe 3afayn pellarTcss C NMOMOLLbI aBTOMaTU3MPOBAHHbLIX CEPBUCOB, KOTOpPbIE MEHSAKT KOMYECTBO
3K3eMNISIPOB Ha OCHOBe Habopa npaBu/, YCTAHOB/IEHHOrO 3KCM/yaTauMOHHbIM MepcoHasoMm noTpebutens
o6nayHoin cnyx6bl;

- noApepxka nepeHoca CyLecTBYHLWNX NPUOXEHNA: Y MHOTMX noTpebuteneli o6nayHbix cnyx6 nme-
I0TCA NPUIOXKEHNS, KOTOopble MOTYT ObiTb NepeHeceHbl B cpeny PaaS. HekoTopble PaaS-cuctembl npegnaraioT
npuknagHble cpefbl, Uesb KOTOPbIX — COOTBETCTBOBAaTb Cpefam, AOCTYMHbIM B CYLLECTBYWOLWMUX Heobnay-
HbIX CTekax MpoMexyToyHoro MO, a Takke COOTBETCTBYHLME MHCTPYMEHTbI, KOTOPblE MOMOrakwT B npouecce
nepeHoca;

- noapepXka npuaoXeHuid, NCNob3yLWUX apXMTeKTYpY MUKPOCEPBUCOB: cucTeMbl PaaS, kak npasu-
no, npegnarawT NOAAEPXKY MPUOXEHUA, NMOCTPOEHHbLIX C UCMNO/Ib30BAHMEM apXUTEKTYpPbl MUKPOCEPBUCOB
(cm. pasgen 9). Cioga BXoAWT Moffepxka cpen BbIMOSHEHWUSA, MCNOMb3yeMblX AN CaMUX MWKPOCEPBUCOB,
nogaepxka 6a30BbiX CEPBMCOB, UCMONb3YEMbIX MUKPOCEPBMUCAMU, U NOALEPXKKA CEPBUCHON CETKM, KoTopas
06beaNHAET BCE KOMMOHEHTbI;

- ceTeBble PYHKUMOHAIbHbIE BO3MOXHOCTU: MOCKO/IbKY MOCTaBLMK 06/1a4HON C/1y)XObl NOMTHOCTbBI0 KOH-
TPONMpyeT UCMONb3yeMble CTEKM CeTeBbIX MPOTOKO/IOB, cuctembl PaaS moryT 6biTb 60/1ee rny6oko UHTerpu-
poBaHbl C CETEBbIMU (PYHKLMOHAIbHBIMU BO3MOXHOCTAMU XOCTa MocTaBluka 061a4Hon cnyx6bl. DTO NO3BO-
NseT OTHOCMTE/NIbHO Nerko (Kak Ass1 nocTasuiMka 06/1aydyHOM cnyx6bl, Tak 1 gna paspaboTtumka noTpebutens
o6n1a4yHoin cnyx6bl) MHTErpupoBatb PaaS ¢ TexHosormsmu BupTyanusaunmu cetu, 6anaHCUPOBKU Harpysku
ceTu, TEXHOIOTUAMU 06ecneyeHnss 0TKa3oyCTOMYMBOCTU, ONTMMM3ALUMKM CETU, KELIMpOBaHUsA, nepegaynm co-
06U eHni A n paboTbl C ouepeasmMm U APYrMMU CETEBLIMU TEXHOIOTUAMMN.

11.3 ApxXuUTeKTypa KOMMNOHEHTOB, paboTalowmx nof ynpaBsieHmemMm cuctembl PaaS

ObbenHeHNEe HeCKOJIbKUX 3/1eEMEHTOB CTaHA4apTHOM cucteMbl PaaS npuBoAuUT K CO3[4aHUI0 CXemaTunye-
CKOI apXMUTEKTYpPbl KOMNOHEHTOB CTAHA4APTHOrO NPUJIOXKEHUSA, CO34aHHOIO 1 pasBepHYTOro C NOMOLLbIO cUcTe-
Mbl PaaS (cM. pucyHok 8).

BHeLHAss KOHeYHasn Touka

O6paTHbI NpoKcU-cepasep

Co3pgaHve cetn
Ha OCHOBE CEepPBUCHbIX
CeToK

MNHCTpyMeH-
Tapuit c<). ABTOMaTUYeckoe
DevOps g MacLuTabupoBaHue
&8 napasinesnibHbIX
0. 3K3eMNAspoB
1 L_I
I Cepsuc Cepsuc Cepsuc Cepsuc
p p o p p Pe3epBHble
6a3bl 3N1eKTPOHHO NEHTHI XpaHeHus
. cepBuChbl
AaHHbIX noyThl Twitter BUAEO

PucyHok 8 — CxemaTnyeckasi apxMTekTypa KOMMOHEHTOB, paboTalowwyxX Nof ynpaBieHnem cructembl PaaS
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BHeWHAA KoHeYHas Touyka: ob6ecrneymBaeT KOHEYHYI TOYKY C BHELWHMM AOCTynom (Hanpumep, yepes
WHTEPHET) M COOTBETCTBYHOLW,EN CMCTEMON obGecnevyeHns 6Ge3onacHocTu (Hanpumep, nogaep)ka npoTokona
https, ynpasneHune ceptugukatamu, 3awmta ot DDoS-aTak, ynpasneHne ngeHtndmkaunen n goctynom).

OO6paTHbI NPOKCU-CcepBepP: ANA KaXA0ro KOMMNOHEHTA MPUIOXKEHNS, KOTOPbIA MaclwTabupyeTcs ¢ NoOMo-
Wbl NapannenbHbiX 3K3eMnasipoB (OCHOBHOE MPUOXEHNE N MUKPOCEPBUCHI), HEO6X0AMM 06pPaTHbLI MPOKCK-
cepsep 1 (hyHKLMSA 6anaHCUPOBKM HArpys3ku AN PaBHOMEPHOro pacnpefeneHns BXOAAWMX 3anpocoB Mexay
BCEMM 3aNyLEHHbIMMW 3K3eMNIApamMu.

CepBucHas ceTka: BHYTPEHHUM COEAUHEHUAM MeXAy KOMMNOHEHTaMu NPUIOXKEHUS U COeAWHEHUSAM C
cepBucaMmun Heobxoanmbl PYHKLMOHAIbHbIE BO3MOXHOCTY AN ob6ecnevyeHnss apPeKTUBHOTO MOAKIOYEHUS.

ABTOMaTMYeckoe MaclwTabupoBaHne napasiiefibHbiX 3K3eMMAAPOB: 06bIYHbIA NoAxond K MacwTabupo-
BaHMIO KOMMNOHEHTOB NMPUJIOXKEHWNSA 3aKIlo4aeTCs B napasfie/ibHOM 3amnycke HECKOIbKUX 3K3EeMMN/ISAPOB KaXA0-
ro KOMMOHEHTa W pacnpejesieHnn BXOAALLMX 3aNpocoB MO 3TUM 3k3emnnsapam (cm. pasgen 14). KonndvecTtBo
3K3EMMNISPOB, paboTarLWmx B KaXablli MOMEHT BPEMEHW, MOXHO yBe/IMYMBaTb M YMEHbLUIATb B COOTBETCTBUNU
c o6bemMom 3anpocoB. Kak npasuio, ana atoro cuctreme PaaS HeobxoAMMO OCYLECTBNAATb MOHUTOPUHT 3K-
3eMNAApOoB ANA OonpefesieHns CTeneHn UX 3arpy>XeHHOCTU. dTa PYHKUMOHAabHAA BO3MOXHOCTb MHOr4a Mo-
XeT 6bITb CBSI3aHa C PYHKUMEH aBTOMaTU4YeCcKoin 6anaHCUpOBKM 3arpy3kn cetn PaaS, utobbl ypoBHM Tpaduka
AN KOHKPETHbIX 3K3eMMNAAPOB AMHAMMWNYECKN COOTHOCUINCL C UX TeKyLLeli eMKOCTbH 1 AOCTYNHOCTbHO.

PesepBHble cepBUCHI: Kak NPaBuio, MHOTMe QYHKLMOHAIbHbIE BO3MOXHOCTU, HE0OX0ANUMbIE KOMMOHEH-
TaM MPUIOXeHUs, NPpeaocTaBNATCA Habopom 06/1a4yHbIX CEPBUCOB, K KOTOPbIM KOMMOHEHTHI NOAKIKYalTCA
no mMepe Heob6xoaMMocTU. Takne cepBuUCbl MOryT GbITb BeCbMa pa3Hoob6pa3HbiMK, HO Hanbonee pacnpocTpa-
HEHHble NpUMepbl NOAAEPXNBAIOT Takne (PyHKLMOHaIbHbIE BO3MOXHOCTM, Kak cepBucbl 6a3 AaHHbIX Uin apy-
rme CepBUCbl XpaHeHNs AaHHbIX (CcM. pasgen 12).

PaaS API: dhyHKUMOHaNbHbIE BO3MOXHOCTM cUCTEMbl PaaS n oTAaenbHbiXx 06/1a4HbIX CEpBUCOB, COCTaB-
NALWUX 3Ty cUcTeMy, NPefocTaBfAlTCA pasINYHbiM UHCTpymeHTam DevOps Ans UCnonb30BaHWMSA € NOMO-
Wbl 04HOrO nnn Heckonbkux PaaS APIl. Hanpumep, Takoin APl moxeT nepefaBaTb KO KOMMNOHEHTa Npuo-
XXEHUA B CEPBUC Cpefbl BbIMOJHEHUA ANsi 06pabOTKK.

MHcTpymeHTapuin DevOps: paspaboTumMky M onepauuoHHbIi MepcoHan, B uaeanbHOM cry4vyae 06b-
e[lNHEeHHblIe B rpynny cneunasncTtoB B pamkax KoHuenuuum DevOps, UCMONb3YIOT pasfiMiHble UHCTPYMEHTHI
DevOps B cBoeil pabote. MHCTPYMeEHTbI pa3paboTku M TECTUPOBAHWUA MCMNO/b3YIOTCA BO BPEMS CO34aHus ©
TEeCcTUpPOBaHNA NPUIOXKEHUA U €r0 MUKPOCEPBUCOB, & MHCTPYMEHTbI MOHUTOPUHIA U ynpaBieHUs NCNONb3YT-
cA 015 HabNwAEeHNA N KOHTPO/IS KOMNOHEHTOB MPUIOXEHNS B NPOU3BOACTBE.

12 XpaHeHue gaHHbIX Kak ycnyra

12.1 O6uwue NoJsIoXeHusd

Cmbicn 061a4HbIX BbIYMCNEHNI 3aKnovaeTca B npefocTaB/ieHun 061adyHbiXx CEPBUCOB, KOTOpbIE B UTOre
OCHOBaHbl Ha MHQPACTPYKTYPHbIX pecypcax Tpex TUNOB: BbIYMC/UTENbHbIX pecypcax, pecypcax XpaHeHus
OaHHbIX M ceTeBbIX pecypcax. 34ecb paccMmaTpuBalTcsa o6/1ayHble cepBUCHI, KOTOpble npeasaralT pecypcbl
XpaHeHus AaHHbIX.

TexHonormn BM 1 KOHTENHEPOB, onNucaHHble B pasgenax 6 n 7, npegnaratoT BblYMCANTENbHbIE PECYPCHI,
T. e. cpeAcTBa BbiNoNHeHMS MO B BMpPTyanu3npoBaHHOW cpefe onpefeneHHoro tuna. Hekotopbie QYyHKLMO-
Ha/lbHble BO3MOXHOCTU XpPaHEHUs fAaHHbIX CBfA3aHbl kak ¢ BM, Tak u ¢ KoHTeliHepamu. CyLl,ecTBYOT CBS3aH-
Hble C HMUMK (baliNoBble CUCTEMbI, KOTOpPble cogepxaTt dainbl, npegctaBnawowme MO M HenocpeaCTBEHHO
CBSI3aHHbIE C HUM KOHburypauunio n metagaHHble, 1 3Tn annoBblie CUCTEMbI TakkKe, Kak npaBusio, TpebylTcs
ANa noafaepxku BbinosiHeHusa MO.

OfHako Heob6Xx04MMO NOHMMAaTb, YTO (palifioBble CUCTEMBI, CBA3aHHbIe Kak ¢ BM, Tak 1 ¢ KOHTeliHepamu,
Nno CyTW, MMEHT BbICTPOTEYHbIN XapaKTep, MOCKO/IbKY OHM MOSIBASOTCSA B MOMEHT co3gaHus BM mnnu koHTeit-
Hepa u ucyesalT, Korga ta xe BM unm koHTeliHep ocTaHaBAMBAaKWTCA WM yAanaoTca. 3TO 03HavaeT, YTo Takune
haiinoBble CUCTEMbI HE MOTYT 6biTb UCNONb30BaHbl A1 LONTOCPOYHOIO XpaHeHns nHgopmaunn. OHM Takxe
He MOryT 6biTb MCMOJIb30BaHbl ANA MHOpMaLUK, KoTopas A0/1KHA ObiTb AOCTYMHA HECKONbKUM pasHbiM BM
UNN KOHTeliHepaMm, NOCKO/bKy ddainioBble cuMcTeMbl BHYTPpM BM unn KoHTeliHepa ABMASTCA M30/IMPOBAHHbIMU.

JonrocpoyHoe xpaHeHue nHgopmaunn obecneymBaeTcsa ¢ nomolwbio mogenn DSaaS. Cepsucel DSaaS
npegnaratoT BO3MOXHOCTU XpaHEHUS AaHHbIX Pas/INyHbIX TUNOB U 3TU (PYHKLMOHA/IbHbIE BO3MOXHOCTU MOTYT
6bITb MPEANOXEHbl Kak cuctemMam notTpebutens 061avyHoin cnyxbbl, Tak n Apyrum o6s1ayHbiM cepBucam. Cep-
BUCbl DSaaS ocHOBaHbl Ha pecypcax XpaHeHuWs AaHHbIX NocTaBluKa 06/1a4HON CNYX6bl, 4OCTYN K KOTOPbIM
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06bIYHO ocyulecTBNsAeTcA No cetn yepes API. B HekoTopbiX cnydasx cepsuc DSaaS pekomeHayeTcs pasme-
CTUTb BMECTEe C BblYNC/IMTE/IbHbIM CEPBUCOM, YTOObI YCTPaAHUTL 3aepPXKkn B paboTe ceTu.

12.2 O6wWwme xapakTepucTnukm cepsmcos DSaaS

DSaaS no3BosseT nNonb3oBaTesIiM XpaHuTb 1 U3BfekaTb Hopmaunto B ntobom mecTe un B tob60oe Bpe-
MS NpWM HanuMumm NoAkntyeHus Kk cepeucy DSaaS. Cepsucbl DSaaS noggepxuBaloT macwtabupyemocTb €
TOUYKUN 3peHns ob6bema XpaHUMOi nHopmauum n o6nagarT HALEXHOCTbH C TOUKM 3peHns gocTyna K nHdop-
Mauum 13 N6oro TMna NPUNOXeHUii He3aBUCMMO OT CUCTEM W/IM YCTPOWCTB, Ha KOTOPbIX 3TW MNPUIOXEHUSA
paboTaloT.

MpunoxeHna n cuctembl Ucnonb3ywT DSaaS ana gocrtyna kK 061a4yHOMy XpaHUAuMLLY vyepe3 cOoOTBeT-
CTBYIOLME NPOTOKO/bI. DTN NPOTOKObI MOTYT NOAAEPXKMBATL reorpadmyeckn yaasneHHble pecypcbl XpaHeHus
N nogfepxueBatb BUPTYyanunsaunio MCNONb3yeMblX MECT XpaHeHWs, Tak 4YTo npu HeobXxoAUMOCTM pe3epBHOE
UNN pennuuupoBaHHOE XpaHUIULLe CTaHOBUTCA AOCTYMHbIM ANs ob6ecrneyvyeHnss yCTOMYMBOCTM K TOUYEYHbIM
c6oam.

CepBucCbl XpaHeHNs AaHHbIX UMeKT cnegylowme obwme oTANYNTENbHbIE 0COOEHHOCTH:

a) [O0/ITOBEYHOCTb. [laHHble XpaHATCA B OQHOM WU HECKO/IbKMX MecTax, KOHTPO/IMPyeMbIX NOCTaBLU-
KoM o6nayHoin cnyx6bl. CepBucbl DSaaS gomkHbl obecneymBaTb XpaHeHWe AaHHbIX 6e3 noTepu MHGopma-
UMM B CBA3N CO CTUXWIAHbIMW 6efCcTBUAMU, YesioBeYeCKUM (akTOpOM WU TEXHUYECKMMM owunbkamu. Ans
3TOr0 MOXHO caenaTb HECKOJIbKO PEensiK UM pe3epBHbIX KONUIA AaHHbIX, KOTOpble MOTYT npegnaraTbCs Kak
yacTb CepBuca Man MoryT 6biTb peann3oBaHbl NOTPe6bMTENIEM 06/1a4YHO CAYXObl C MCNOMb30BaHMEM DYHKLM-
OHaslbHbIX BO3MOXHOCTeW cepsuca Dsaas;

6) pgocTtynHocTb. CepBucbl DSaaS obecneunBalT XpaHeEHWE W U3BMEYEHME AaHHbIX MO 3anpocy AN
yAOBNETBOPEHNSA NOTPEBHOCTEN NPUMOXEHUIA 1 cucTeM noTpebutensa o6savyHon cnyxosl;

B) 6e3onacHocTb. CepBucbl DSaaS [0MXKHbI HAAEXHO XpaHUTb MHopMaumio. B yacTHOCTM, HECaHKLM-
OHMPOBAHHbLIN [OCTYN K AaHHbIM NOTpebuTesiein cepeuca 06/1a4HbIX BbIYUCEHNA AOMKEH ObiTb HEBO3MOXEH.
XXenatenbHo o6ecneunTb WU POBaAHNE AaHHbIX, XOTS 3Ty 3a4a4y MOXET BbINONHUTbL NOTpebutens o061a4yHoM
CNyX6bl, MOCKO/IbKY WIN(IPOBaHNE CBSA3AHO C 3aTparaMi U CHMKEHUEM CKOPOCTU paboThi;

r) oMkcmpoBaHHblie 3aTpaTtbl. [pn ncnonb3oBaHMy DSaaS 3aka3umk 06bIYHO MAATUT TOMbLKO 3a hak-
TUYECKM UCNOJIb3YeMble PeCcypcbl ANA XpaHeHWsa AaHHbIX. NS HekoTopbix cepBucoB DSaaS nHdopmauus,
KoTopas MCNonb3yeTcs pexe, MOXeT XpaHuTbcsa B 6onee AelweBbiX CUCTEMAX XPaHEHUA AaHHbIX, KOTopble, B
CBSA3M C HEBbICOKOW CTOMMOCTbIO, MOTYT 06€CneyYnTb He Takyl BbICOKYH) CKOPOCTb A40CTyna K AaHHbIM;

0) WKUpOKne BO3MOXHOCTU Ans ynpasneHus. DSaaS nocTtasBuwiMka o06/1a4HOi cnyx6bl pacnonaraeTt no-
nMTUKaMn 1 npoueccamMmy ynpabfieHUs XU3HEHHbIM LMKIOM XpaHeHUs AaHHbIX, KOTOpble MO3BONAKT NO/Mb30-
BaTtensaMm M pas3paboTyvkam COCpefOoTOYMTLCS Ha pelleHnn NpuknagHbix 3agady 1 He 6ecnokouTbcs 06 ynpaB-
NeHnn nHgopmaymne.

DSaas$, kak nokaszaHo B Tabnuuax 1u 2, MOXHO pa3fennTb No TUNY XpaHeHWUs 1 Mo KaTteropun cepBrCcOB.
Kaxablii cepBUC XpaHeHNs UMeET OAUH UMM HEeCKONbKO CEPBUCHbLIX UHTEpPdENCOoB, Taknx Kak gpalisep 6104-
HOro ycTpolictBa, uHtepcdelic cainnosoin cuctembl nam APl xpaHunuuwa o6bLEKTOB, KOTOPblE UCMO/Mb3YHTCS
knueHtckum MO. 3T APl paboTaloT yepe3 ceTb, NOCKONbKY B G0MbLWINHCTBE c/Ay4vyaeB npeanonaraeTcs, 4To
(PYHKLMOHAIbHbIE BO3MOXHOCTU A1 XPAHEHUS AaHHbIX CYyLWEeCTBYWT B CMCTEME, OT/IMYHOW OT CUCTEMbI, Ha
KOTOpOW 3anyuieHo knmeHTtckoe MO.

Tabnunya 1— DSaaS no tuny XxpaHeHus gaHHbIX

Cepsuc Onucaxuve

Cepsuc xpaHeHuss  CepBu1Cbl XpaHeHWs haiiioB npegsiaraloT XpaHeHne C UCMo/Ib30BaHMeM 06bIYHOW Mogenu daii-

daiinos NTOBOI CUCTEMbI, MPU KOTOPOWA dhavinbl cogepxarcs B kaTanorax BHyTpM TOMOB. CepBuUC XpaHeHNs
06bIYHO MpegocTaBnseTca Ana knneHtckoro MO ¢ ncnonb3oBaHuem npotokona NFS (NFS 4.2 —
IETF 7862), a COOTBETCTBYIOLLME TOMA MOHTVPYIOTCS B K/TMEHTCKYH Cpeay C MOMOLLbH ApaliBepa
knveHTa NFS. B yacTHOCTW, cepBuUChl XpaHeHUs haiisioB MOXHO MOHTMPOBaThL B BM 1 KOHTElHE-
pbl, YTO6bI 06EeCcneunTb 4OTOBPEMEHHbIE BO3MOXHOCTM XPaHEHWS AaHHbIX B 3TuX cpegax. Cep-
BUWCbl XpaHeHusi haii/ioB 06bIYHO paboTatoT Mo CETU [Kak ycTpoiicTBa ceTeBoro xpaHeHus (NAS)]
1 MOTYT UCNO/Ib30BAaTLCA HECKOSILKUMUW K/TMEHTaMW OAHOBPEMEHHO. OCKO/bKY XpaHWuIuLLEe BUP-
Tya/M3npyeTcs CepBUCOM XpaHeHusi haiifioB, OHO NOAAEPXMBAET LUMPOKME BO3MOXHOCTW AN1s
MacLUTabrpoBaHMs 1 OTINYAETCA UCKIUUTEIbHON [0NTrOBEUYHOCTBIO.
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OkoHuaHve Tabnuupl 1
Cepsuc Onucaxune

CepBuc xpaHeHus  [lyb6nvpoBaHHble KOnuu (haiisioB XPaHATCS B pasHbiX, OU3MYECKU pasfenieHHbIX, mectax. Xpa-

thaiinos HALWWECS faHHble MOryT 6biTb 3awmdpoBaHbl (cM. [5]). LUudppoBaHMe AaHHbIX [O/MKHO OCy-
LLECTBNATLCA C MPUMEHEHVEM 3aLLMLLEHHBLIX NPOTOKO/IOB, B KOTOPbIX WMCMOJIb3YHOTCA KPUMTO-
rpadpuueckne MexaHu3mbl, onpeaesisiemMble HauMoHa/IbHbIMU JOKYMEHTaMM N0 CTaHAapTu3aLmm
Poccuiickoin depepaunn, Taknx kak/19 1.2/TLS 1.3 (cm. [6], [7]) wwm IPSec (cm. [8], [9]).
MHOrMM NPUAOXEHMAM HEOOX0AMM AOCTYN K obwmm dhaitnam u chainnosoii cucteme. Takoin Tmn
CEpPBMCOB XPaHEHWUs! AaHHbIX NOAAEPKMBAETCA B OCHOBHOM ceTeBbiMv xpaHunuwamun (NAS).
JTOT TN CEPBUCOB UAEa/IbHO NOAXOAUT AN TaKMX BapuaHTOB MCMO/b30BaHMUst, Kak KpyrnHomac-
WTabHble Peno3MTopuK KOHTEHTA, cpeabl pa3paboTku, MeAuaxpaHuaua Wi foMallH/e KaTta-
norv nonb3osartenei

CepBuc XpaHeHus CepBuCbl XpaHEHNS1 0O LEKTOB XPaHSAT AaHHblE B BUAE 06BHEKTOB AaHHbIX B NJIOCKOM, Hemepap-

06bEKTOB XMYECKOM NPOCTPAHCTBE MMEH (My/1 XPaHEHWsl, KOp3vHa WM KOHTEWHep), rAe Kaxablli 0ObeKT
UMEEeT YHUKa/TbHbIA ngeHtTudmkatop wan k. Mo cytn, cepBuC XpaHeHnsi 06bLEKTOB paboTaeT
Ha OCHOBE MOZE/NN «K/IY — 3HAYEHME», Te B KauecTBe 00beKTa BbICTynaeT 3HadveHne. Kpome
TOrO, KaXXAbl 06BHEKT AAaHHbLIX MOXET UMETb MPOM3BOJIbHLIA 06BHEM NO/Ib30BaTE/IbCKMX MeTagaH-
HbIX, CBSI3aHHbIX C HUM. OTeHLMasIbHO 3TO ropas3ao 6osblUnA 06BLEM, YEM TOT, KOTOpPbIA AOCTY-
neH B CTaHAApPTHbIX halifioBbIX CUCTEMAX.
CepBuCbl XpaHeHUs1 06BHEKTOB 061a4ar0T BbICOKON MacluTabupyemMoCTbio, MOCKOSIbKY OHU He
NpuBA3aHbl K KOHKPETHOMY annapaTHOMY O6ecCrneyveHuto A1 XpaHeHWs 1 MOryT BK/KYaTb He-
CKOJIbKO YCTPOMCTB XpaHeHusl. OTAebHble 00BbEKTbI TaKKe MOryT MMETb OYeHb 60MbLLION 06bLEM.
CepBuCbl XpaHEHUs1 OOGBLEKTOB MOrYT OAHOBPEMEHHO WCMOMb30BaTbCA A1 XPaHEHUST U MOTyT
BK/IHOUYATb HECKOJIbKO YCTPOWCTB XpaHeHUs.

CepBuc xpaHeHusi  OTAe/bHbIe 06BLEKTHI TaKKe MOryT MMETb OYeHb 60/bLUOK 06BbeM. CepBUCHI XPaHEHMS OOBLEKTOB

06BHEKTOB MOTYT OZHOBPEMEHHO WCMOJIb30BATLCSH HECKOSIbKAMW K/TMEHTCKUMMW MPUIOKEHNSMA.
CepBuCbl XpaHeHNs1 06bEKTOB 06bIYHO NpegnaratoTcs Yepe3 REST API, KOTOpbIA AOCTYMNEH Ku-
eHTam yaasieHHo Yepes ceTeBoe nogknodeHne. REST APl (Hanpumep, Amazon S3 API) He noxox
Ha MHTepeinc 06bIYHON (haitoBO CUCTEMBI, MO3TOMY K/IMEHTCKME MPUIOXKEHUS AO/MKHBI ObITh
cneunanbHO paspaboTaHbl U HanMcaHbl 4719 UCNONb30BaHNsA CepPBUCOB XPaHEHNS 0OHEKTOB.
CepBuCbl XpaHeHns1 06EKTOB 0CO6EHHO YA00HbI A1 UCNONb30BaHNSA C HECTPYKTYPUPOBAHHBIMM
AaHHbIMK (HanpuMep, N306paxeHnsIMK), KOTOpble 06HOBASKOTCA OTHOCUTENBHO peako (obHoBe-
H/ME MPOUCXOAWT MyTEM 3aMeHbl BCEro 06bekTa HOBOWN Bepcueit). CepBUCbl XpaHEeHNs 06 bEKTOB
TaKke 06bI4HO paboTalT Med/ieHHee, YeM CepBUCHI XpaHeHUs haiinios

Cepsuc 6/104HOrO CepBucbl 6/104HOTO XpPaHEHUs1 AaHHbIX 06ecrneynBaloT LUMPOKOMOMOCHbIA AOCTYN C HU3KOW 3a-

XPaHEeHVs AaHHbIX  OEepPXKOW K YCTPOWCTBaM XpaHEHWsl AaHHbIX Ha YpoBHe 6/10K0B. 3TV CepBUChbl NPeLOCTaBAsAT
K/IMEHTCKOM cucTeme aHasnor cuctem Direct Attached Storage (DAS) n Storage Area Network
(SAN). 3Ta HM3KOypoBHEBas hopma AocTyna K pecypcaM XpaHeHusi npegsiaraeT 3akasumkam
6o/iee pasBuUTble CPeAcTBa KOHTPOS M NOTEHUMaIbHO 60siee BbICOKYH CKOPOCTb paboThbl, YeM
Apyrve suapl cepsucos DSaasS.
Takum 06pa3om, 1CMosb3oBaHWe cepauca 6104HOT0 XPaHeHNs AaHHbIX MOXHO CPaBHWUTL C NOJ-
K/TFOYEHNEM K K/TMEHTCKON CMCTEME AOMONMHUTENbHbIX annapaTHbIX YCTPONCTB XPaHEHNs AaHHbIX.
Cepsucbl 6/104HOTO XpaHeHNst 06bIYHO NpefHa3HayeHbl 418 paboThl B Npeaenax O4HOro LeHTpa
06paboTkn AaHHbIX, MOCKOMbKY MPU AOCTYMe K cepBucam Yepes yAasleHHble CETU CYLLEeCTBEHHO
BO3pacTaeT 3a4epXxka.

Cepsuc 61104Horo  OB6LIYHO 4719 [OCTaBKM CEpPBUCOB O/I0YHOMO0 XpaHW/MLLA MO CETU UCMOSb3YHTCA chneumanusu-

XPaHeHVs AaHHbIX  poBaHHble NpoTokosibl SAN, Takue kak iSCSI (IETF 7143). YganeHHble ycTpoiicTBa XpaHeHus
[JaHHbIX NPeACcTaBNsAlTCA KAMeHTCkoMy MO kak CMOHTMPOBAaHHLIA TOM, TOYHO Tak Xe, Kak ecim
6bl 3TO Bbl1 AMCK, SIOKA/ILHO NOAK/YEHHDBIA K CUCTEME, HA KOTOPOi 3anyLieHo knveHTckoe [MO.
CepBuCbl 6104HOTO XpaHeHWs MOryT UMETb (PaiioBble CUCTEMbI, NMOCTPOEHHbIE MOBEPX HUX K/N-
eHTckum TO, nm xe kneHTckoe MO MOXeT MCMo/b30BaTb G/I0YHLIA MHTEPAIeC HanpsAMYHo.
BTopoli BapmaHT ucnonb3yeTcs, korga knavmeHtckoe MO aBnsetcs, Hanpumep, MO 6a3bl JaHHbIX
(Hanpumep, 6a3a gaHHbIXx SQL) wm MO noTokoBoi o6paboTku (Hanpumep, Apache Kafka)

Cyl,ecTByOT Kateropuu o61auHbIX cepBncoB, KOTOPbie n3Ha4YaslbHO OCHOBaHbl Ha (*)yHKLI,I/IﬂX XpaHeHuns
AaHHbIX, HO UX (*)yHKLI.I/IOHa}'IbeIe BO3MOXHOCTW B 3TO 06nacTtn He orpaHn4YmMBardTCA NMPOCTO XPaHEeHneM faH-
HbIX, a UXx MHTepC*)eIZCbI cepBucoB, AOCTYNHblIEe KNNeHTawMm, 06bI4HO COOTBETCTBYKOT KOHKPETHbIM Tpe6OBaHI/I$|M
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KnneHTckoro MO. 3Tu kaTteropum o6/1avyHbIX CEPBUCOB, ONUCaHHbIE B Tabnuue 2, UCNONb3YKT OAWH WIN He-
CKOJIbKO TUMOB XPaHWULL, ONMUCaHHbIX B Tabnuue 1, HO YHKLMA XpaHEeHUS He SIBAISIeTCS OCHOBHOW (PyHKLMO-
Ha/IbHO BO3MOXHOCTbIO, NPeAocTaBASAEMON KANeHTaM.

Tabnuua 2— lMNpeunmyllecTBa 418 NoTpeduTeneil 061auHbIX Cnyx6

CepBuCbl XpaHeHus
[aHHbIX

Cepsucbl 6a3 gaHHbIX
NoSQL

CepBuchl 6a3 faHHbIX
SQL

CepBuchl 6a3 faHHbIX
SQL

CepBuc xpaHeHus
ouyepenei coobLueHwni

CepByCbl Ha OCHOBE
TEXHO/orMK 6/10KYeliH
1 pacnpeaeneHHbIX
peecTpoB

CepBucbl Ha OCHOBE
TEXHOMOTNN 610KYENH
N pacnpefeneHHbIxX
peecTpoB

OTnnunTENbBHBIE 0COBEHHOCTMN

CepBucbl 6a3 gaHHbIXx NOSQL npegnaratoT BOSMOXHOCTU XPaHEHMS 1 U3B/IEYEHMS pas3ny-
HbIX (DOPM HECTPYKTYPUPOBAHHBIX JAHHbIX, TAKMX KaK JJOKYMEHTbI, N306paxeHuns, onibMbl 1
60/blUME ABOMYHbIE AaHHble. B 3TOI KaTeropum MMeeTcs LUMPOKMIA CNeKTP 6a30BbIX TEXHO-
NIOTUiA, KOTOPbIE MOXHO KrlaccudmumpoBaTh pa3NnyHbIMIN Cnocobamm, Kak, Hanpumep:

- Kelll TYna <KoY — 3HauYeHune,

- XPaHWNLLE TUNA «K/TOY — 3HAaYeHne,

- XpaHULLE TUMA <KUY — 3HaueHne» (COorMacoBaHHOE B KOHEYHOM CUeTe);

- XpaHUMLLE TUMa K4 — 3HauYeHue» (YnopsiaoueHHoe);

- cepBep TMNa «/aHHble — CTPYKTYpPbI»;

- XpaHWA1LLE KOpTexels;

- 6asza gaHHbIX 0OBLEKTOB;

- XpaHunuiie fOKYMEHTOB;

- 6asa gaHHbIX C LUMPOKMM 3HaveHneMm ctonbua (Wide Column Store);

- HaTvBHas MHOromogfenbHas 6a3a JaHHbIX;

- rpachoBast 6a3a AaHHbIX

SQL (Mnu pensiuvoHHbIe) cepBuCbl 6a3 AaHHbIX XPaHSAT CTPYKTYPUPOBaHHbIE AaHHbIE B Ta-
6/1MyHOM hopmaTe, YTO MO3BOJISIET CO34aBaTh MOTEHLMASIBHO CIOXKHbIE 3anpochl /s U3-
B/IEYEHUST A@HHBIX B COOTBETCTBUU C TPEGOBAHUAMU K/IMEHTA U BbINOMHATL AVHAMUYECKOE
06HOB/IEHME COAEPKMMOrO 6asbl JaHHbIX.

SQL — 3TO MHTEpPaKTVBHbIN A3bIK NPOrPaMMMUPOBAaHUS, KOTOPbIA CO3AaH Ha 6ase oTpacrie-
BbIX CTAHAAPTOB U NpeAHasHaueH A5 OTNpaBKy 3anpocoB, OGHOBEHUS 1 yNpaBieHus aaH-
HbIMU 11 HAGopamKn [aHHbIX B CUCTEME ynpaB/ieHus 6a3amMy AaHHbIX

CraHgapT SQL (cm. [10]). CoBpemeHHble 6a3bl AaHHbIX SQL noanepxusatoT 0bHapyxeHve
CTON6LOB B LUMPOKOM Auana3oHe HabopoB AaHHbIX: He TOMbKO B PENALMOHHbIX Tabnmuax/
npeacrasneHnsx, Ho n B XML, JSON, npocTpaHCTBEHHbIX 06bEKTax, 06bEKTax B BUAE U30-
OGpakeHnii (OBOUYHBLIX O6bEKTax 60JbLIOr0 pa3mepa M CUMBOJIbHBIX 06beKTax 60/bLLIOro
pasmMepa) U B CEMaHTUYECKNX OOBbeKTax.

CyLecTBYyeT MHOXECTBO pas/IMyHbIX TEXHOMOMMiA 6a3 AaHHbIX SQL, KOTopble npeanaraiTcs
B BMAe 06/1a4HbIX CEPBHCOB

®YHKUMOHa/bHbIE BO3MOXHOCTY o4epefeli coobLUeHui AOCTYMHbI B BuAe 061auHbIX cepBU-
COB 1 0ObIYHO CBSi3aHbl C pacrnpefesieHHONn acMHXPOHHON hopMoii 06paboTky U CUCTEMHOA
apXUTEeKTYpOii, koTopas nosyyaeT Bce GOJbLIEE PACTPOCTPAHEHNE.

MHorMe cucTembl ouvepefein COOGLLEHUI UMEKT BO3MOXHOCTb COXPaHsiTb COOGLLEHWS B
XpaHunuue. CoobLLEHUS MOTYT COXPAHATLCA HE TOMIbKO 4711 TOro, YTo6bl He MoTepATb MX
M M3BMeYb NpU HEeOBXOAMMOCTH, HO Takke ANs COAelCTBMA 06paboTKe MOTOKOB, kOTopas
TpebyeT KpynHoMaclITabHOro aHa/IM3a MHOXECTBa COObITUIA AN U3BEYEHUS MOJSIe3HOM
npakTuyeckoi uHdopmaumu. CoxpaHeHe COOBLLEHMIA MOXET co3aBaTb GOMbLUYKD Harpys-
Ky Ha CUCTeMbl XpPaHEHWS1 AaHHbIX M3-3a 60/IbLIOT0 06bEMA U BbICOKOW CKOPOCTU AOCTaBKU
€o06LLEeHNI

O6nayHble CepBUCbl Ha OCHOBE TEXHOMOrMM pacnpegeneHHbix peectpoB (DLT), TakMe Kak
o6n1ayHble cepBuChl 610KYeliH, NOAAEPXUBAIOT NPefoCcTaB/IeHNEe U UCMO/Ib30BaHNe pacnpe-
[eNeHHbIX PeecTpoB, KOTopble NpeAcTaB/IAT coboli oAHy M3 dopM 6a3bl AaHHbIX TpaH3akK-
LA,

O6nayHble cepucbl DLT 06bI4HO NpefocTaBNsoT

(hyHKUMOHa/IbHbIE BO3MOXHOCTY AN 3anycka y3na DLT, Bkiovas ak3emnnsap MO nnatdop-
Mbl DLT 1 BO3MOXHOCTU XpaHeHUs pensivk caMmoro pacrnpeneneHHoro peecrpa
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OkoHuyaHve Tabnuupl 2

CepBuCbl XpaHeHus
[aHHbIX

OTAnuYnTENBHBIE OCOBEHHOCTYU

AHanuTuyeckme ®YHKUMM aHanuTUueckoli 06paboTKy OCHOBaHbI Ha 06PaboTKe GOJLLLIOTO KOMMYecTBa faH-

CepBUChl HbIX. Takve 6o/blie 06bEMbI AaHHbIX U UX BbICOKAasi CKOPOCTb 06paboTkM TPeGyoT onpe-
[leNeHHoli MOAMEPXKN CO CTOPOHbI CEPBUCOB XPaHEHUS!, B KOTOPbIX pPa3MeLLeHbl JaHHbIe.
MHOrMe NoCTaBLUMKM 06/1auHbIX CNYX6 NPefoCTaBsoT Crneumam3upoBaHHble CepBUCHI 06-
JTAYHOrO XpaHeHUs faHHbIX, KOTOPbIE NOAAEPXUBAIOT aHa/IU3 AAHHbIX

CepBYCbl ynpaB/eHys CepBuc ynpasneHusi paiinamu npeacrasisieT coboii TMn 06/1auHoro cepBuca ¢ NpUKIag-

thaiinamm HbIMU  (DYHKLMOHA/IbHBIMU BO3MOXHOCTSIMU, KOTOpbI/i 06ECTIEUMBAET aBTOMATUUECKYID pe-
nAvKaumio haiifioB Mexay nosib30BaTe/IbCkUMK YCTpoiicTBaMK 1 0611a4HbIM XPaHWIULLEM
U NO3BOJISIET HECKOJ/IbKMM MO/b30BATENSIM COBMECTHO MCMO/b30BaTh U OGHOBAATL (haiifbl

®denepaTuBHble cepBu- B cnyuae dpefiepaTUBHBIX CEPBUCOB XPaHEHWS AaHHbIX PECYPChbl XPAHEHUS MOTYT 6bITb NpPo-

Cbl XpaHEeHUs faHHbIX 3payHO 06 bEVHEHbI MEX/Y Pa3/INMYHBIMU 061a4HBIMI XPaHWINLLAMK, BK/IHOUAS SIOKA/IbHBIE,
yacTHble WK Ny6aMYHbIe 06M1adHble Cpeabl, HE3ABUCKUMO OT TOTO, NMpeanaralTcs M qyHkK-
UMM XpaHeHus aiino., 6710k0B UM 06bEKTOB. CreflyeT UMETb B Bufy, YTO MPOCTble BO3-
MOXHOCTU peniMkauym UM BOCCTAaHOB/IEHUS MOc/e C6051 06LIYHO HE 03HAYALOT, YTO CEPBUC
XpaHeHus siBnseTcs yefepaTuBHbIM

MpnmMmeyaHune — [lJaHHbIE CEPBUCHI XPaHEHUA AAaHHbIX MOTYT NPEAOCTaBNATLCA Kak NOCTOAHHOE XpaHuvLe
NN Kak XpaHunnuue B OHepaTMBHOVI namMaTn.

12.3 Twunbl dyHKUMOHaNbHbIX BO3MOXHOCTen DSaaS

B FOCT ISO/IEC 17788—2016, nogpasgen 6.4 onpefeneHbl cnepylowme Tpu pasnnyHbix Tuna MyHKLN-
OHaJ/IbHbIX BO3MOXHOCTElA:

- WHQPACTPYKTYpHbIA (kak B laaS);

- nnatdopmeHHbIn (kak B PaaS);

- npuknagHoii (kak B SaaS).

DSaaS moxeT npegnaratb OAUH WUAN HECKONbKO M3 3TUX TUMNOB (PYHKLMOHA/IbHBIX BO3MOXHOCTEN, Kak
npueefeHo B Tabnuue 3.

Tab6nunya 3— Tunbl PYHKLMOHAIbHBIX BO3MOXHOCTEN DSaaS

Tun dyHKUMOHANbHOW

BO3MOXHOCTHU cepBMCbl

NHhpacTpyKTypHBIiA CepBuC XpaHeHUs haiino..
CepBuC XpaHeHUs1 06EKTOB.
CepBuUc 6/104HOTO XpaHEHNS AAHHbIX.
denepaTvBHbIN CEPBUC XPAHEHNS AAHHbIX

MnaTthopMEHHbIi MporpamMMmpyemMoe 3aka3uMkoM XpaHWIuLLe fAaHHbIX, B KOTOPOE MOXHO 3arpy3vTb Ha-
MUCaHHbIA 3aKa3uMKOM KOZ M UCMOMb30BaTh €ro A5 ynpaBAeHWst XpaHWInLWEM AaHHbIX.
AHaNNTUYECKUNIA CEpPBUIC.
Cepsuc 6a3bl faHHbIX NoSQL.
Cepsuc 6a3bl faHHbIX SQL.
CepBuc oyepepeli coobLeHwIA.
CepBUC Ha OCHOBE TexHonoruy 6nokyeitH n DLT

MpviknagHoi Monb3oBaTenbCkuii MHTEpPAIEiCc, OPUEHTUPOBAHHbIV Ha YesloBeKa, AN1A YNpaB/ieHus xpa-

HUMULLEM, Hanpumep Beb-XpaHUNNLWEM [OKYMEHTOB:
- CepBwC ynpaBneHus dhannamm

Tunbl 061a4HbIX PYHKLMOHANbHbLIX BO3MOXHOCTEN, NpUMeHsieMble K 06/1a4HbiM CepBUCaM, ONUCAHHbIM
B Tabnuuax 1u 2, Bapbupytotcs (cM. Tabnuyy 3). BonbWMHCTBO 06/1a4HbIX CEPBUCOB, OMMCAHHbLIX B Tabnuue 1,
Kak npaBuw/0, NpefoCcTaB/sAlTCS B BUAe 06/1a4HbIX CEPBUCOB MHAIPACTPYKTYpHOTO Tuna. O61auHble CepBuUChHI,
nepeuyncsieHHble B Tabnuue 2, Kak NpaBuio, OTHOCATCSA K NA1aTOPMEHHOMY WAW MPUKNagHOMY TuMy, 3a Wc-
K/loUeHneM efepaTUBHbIX CEPBUCOB XPAHEHUsSI AaHHbIX, KOTOpble, Kak NpaBuio, OTHOCATCS K MHGPACTPYK-
TYpHOMY Tumy.
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12.4 BaxHble f0ONOMHNTENbHblE PYHKLUMOHaIbHblIE BO3MOXHOCTU DSaaS

MoMumMo oxnpgaemol YHKLMOHaNbHO BO3MOXHOCTU ANS XpPaHEHUs faHHbIX, MHOTMe cepBuUCbl 0bnau-
HOro XpaHeHus npepnarawT Apyrne AONONHUTENbHble (DYHKLMOHANbHbIE BO3MOXHOCTMW, KOTOPble MOryT oka-
3aTbCs NOME3HbIMM NOTPEOUTENAM 06M1aUYHbIX CNYX6.

MepBblli HA60OpP Taknx PYHKULMOHaNbHbLIX BO3MOXHOCTEW CBA3aH C YCTOMYMBOCTbLIO M CONPOTUBASEMO-
CTbIO K TOYEYHbIM C6OSIM B MH(ppacCTPyKType MNocCTaBLWMKOB 061auHbiX CnyX6. MHoOrme o6nayHble CEepBUCHI
XpaHeHMA AaHHbIX XpPaHAT AaHHble B HECKOMbKUX Pe3epBHbIX pensinkax, Ytobbl 0Tkas 04HOro ycTpolicTBa xpa-
HEHWA WM HEBO3MOXHOCTb JOCTyna K O4HOMY YCTPOMCTBY HE MPMBENN K HEJOCTYMHOCTW cCepBuUca WaW, 4TO
elle xyxe, K notepe AaHHbIX. XapakTep penaukaumm MoxXeT 6biTb pasfiInyHbIM. B HEKOTOPLIX C/yYasx pensinku
cneumnanbHO pasMelwalTcs B OTAE/NEHHOM Ha PM3MUYECKOM YPOBHE MecTe (Hanpumep, B APYrom LeHTpe 06-
paboTKn AaHHbIX WX B APYroil 30He AOCTYNHOCTM B Npefenax OAHOro LeHTpa o6paboTku faHHbIX) C Lefbto
yCTpaHeHUss KpynHbIX c60€B B paMKax BCEro LeHTpa 06pa6oTku AaHHbIX. B Apyrux ciy4yasix, B 4acTHOCTU npu
MCNosb30BaHUN 061aUYHbIX CEPBUCOB C BbICOKOCKOPOCTHLIM LOCTYNOM, MecTa penaukauum MoryT, Hao6opoT,
pacnosaratbCs B HENOCPeACTBEHHOW 6/M30CTM ApYyr OT Apyra. HekoTopble o6nayHble CEPBUCHI XpaHeHUs
[aHHbIX NpPefoCcTaBNAT BO3MOXHOCTb NOTPe6UTENIO cepBUCA 06M1aUYHbIX BbIUMCIEHUIA CaMOCTOATE/IbHO Bbl-
6MpaTb NOMUTUKY pPasMeLLEHUS pPenuk.

BTopoih Habop hyHKLUMOHANbHbBIX BO3MOXHOCTEW OTHOCUTCS K CO34aHUI0 U XPaHEHUIO pe3epPBHbIX KONuii
[aHHbIX. Takoe pes3epBHOE KOMMPOBaHME MOXET BbINO/HATLCA aBTOMAaTUYeCKW WMAW Mo 3anpocy noTpeéute-
NS 06/1a4HON cnNyx6bl. Pe3epBHOE KOMMPOBaHWE MOXET OCYLW,ECTBATLCS B 06BEKT C MNOAK/IHOYEHNEM K CETU
WHTepHeT (T. e. XpaHunuuie, KoTopoe AOCTYNHO B PEXMME OHMaiH, HO pa3MeLLeHO B APYrOM MecTe) nnu 6es
NoAKNIOUYEHUS K CETU UHTEepHeT. BTopoi BapmaHT MOXET MCMNONAb30BaTbCA ANA A/IMTENbHOTO WU HeAopororo
XpaHeHUsa faHHbIX.

Ewe opgHOW (hyHKUMOHANbHOW BO3MOXHOCTbIO, npegnaraemoili OTAeNbHbIMWM 06/1a4HLIMU CepBuCaMm
XpaHeHMa AaHHbIX, ABNsieTCcs 61130CTb pecypcoB. Peub uaeT 06 OTHOCUTENIbHOM (PU3MUYECKOM pasMeLLeHUN
3K3eMNSiPOB 06/1aYHbIX CEPBUCOB XPaHEHUSI AaHHbIX NO OTHOWEHUID K ApYrMM o06nadvyHbiM cepBucam, B OC-
HOBHOM K 3K3eMN/isipaM BblYMC/IUTENbHbIX CEPBUCOB, TakuM Kak BM 1 KOHTelHepbl. O4HOI M3 OCHOBHbIX NpK-
UNH pa3MelLeHNs] 3K3EeMNIAPOB BbIYUC/NTENbHbLIX CEPBUCOB PAAOM C 3K3EMMNISipaMW CEPBUCOB XpPaHeHUA
SABNAeTCA nopnepxaHune BbICOKOW CKOPOCTM paboTbl KaK C TOUKU 3PEHUSI CHMKEHUS 3afepXek, Tak 1 C TOUKK
3peHunsa yBenn4yeHns MPOMYCKHON CNOCOBHOCTM A1 [AaHHbIX, NepefaBaeMblX MexAy 3k3emnaspamu BblYuc-
NINTENIbHbIX CUCTEM U CUCTEM XpaHeHUsl. HekoTopble KaTeropuu CEpPBUCOB, HAaNpPUMep CepBuchbl 60YHOrO Xpa-
HEHMA faHHbIX, YacTo npejgnarawTcsa TO/bKO B TakOM Buge. Hanpumep, cepBucbl 6/104HOTO XpPaHEHUS MOTYT
npegnaratbCs TOMbKO A WCNOMb30BAaHUSA 3K3eMMAspamMy BblYMCAUTE/bHBIX CEPBMCOB, paboTalWwuMn Ha
y3nax B TOM Xe LeHTpe 06paboTKM AaHHbIX, TAe MeXAy Y3/10M XPaHEHUA U BblYUC/IUTESNbHLIM Y3/I0M MMeeTcA
BbICOKOCKOPOCTHOW KaHasn, HanpuMep ONTOBOJIOKOHHbIV unn Ethernet.

13 Cos3pgaHue ceTeBbIX NOAKIUYEHNIA B 06/1a4HbIX BbIYMCIEHUAX

13.1 KnwoueBble acnekTbl CO3AaHUsl CETEBbIX MOAK/OYEeHW

CeTeBoe MOAK/IHOYEHNE ABNAETCA KAOYEBbLIM 3/IEMEHTOM 06/1a4HbIX BbluMCAeHUn. Camo onpegeneHune
06/1a4HbIX BbIYUC/IEHUIA OCHOBAHO Ha TOM, YTO AOCTYN K UX (PYHKLMOHANIbHbIM BO3MOXHOCTSIM OCYLLECTBNS-
eTca yepes ceTb: obGecrneyeHne ceTeBOro A0CTyna K Macwtabupyemomy v aganTUBHOMY MNysy COBMECTHO
NCNonb3yembiX PU3NYECKUX AN BUPTYyasbHbIX PECYPCOB C NOAAEPXKKOA Camo0b6CIyXUBaHUS U aAMUHUCTPU-
poBaHusa no Tpeb6osaHuto (cM. FTOCT ISO/IEC 17788).

CeTn u ceTeBble (PyHKUMOHANbHbIE BO3MOXHOCTM Takxe SBNSKTCS OAHWMU M3 PECYPCOB, KOTOpblE Ya-
CTO MpefocTaBAATCA C NOMOLLbIO 06/1a4HbIX CEPBUCOB.

Takum 06pa3om, CywlecTBYHT ABa 06OL KX BONPOCA, CBA3AHHbLIX C CETAMU B 06/1a4YHbIX BbIYUC/IEHUSAX.
MepBbIi — 3TO ceTeBOE NOAK/HOYEHME, C MOMOLLbIO KOTOPOrO OCYLLEeCTBASETCSA AOCTYyN K AaHHOMY o6/1a4yHo-
My CEepBMUCY M [OCTYN K 06bIM (DYHKUMOHAbHBIM BO3MOXHOCTAM BHYTPM 06/1a4HOr0 cepBuca, Hanpumep K
NPWAOXKEHWIO, 3aNyLIEHHOMY B paMKax BblUMCANTENbHOTO cepBuca. OHO Ha3blBaeTCA «CeTeBOe NOAKIIYEeHne
ANs pocTyna kK o6naky» WM «CeTeBoe NOoAK/MKYeHMe Ana focTyna K ny6nnyHoMy ob6naky», ecnivm pedb nger
0 nNy6/anYHbIX 06/1a4yHbIX cepBucax. BTopoii — 3To ceTeBoe MOAKIOYEHWE, UCMONb3yemMoe A/s CoefUHEHUS
9K3eMNAsipoB 06/1a4YHbIX CEPBUCOB APYr C APYroM. 3TO ceTeBOe MNOAK/IIOYEHUE HEe [O0/HKHO ObiTb AOCTYMHO
3a npefeniaMn KOHKPETHbIX 3K3eMNaspoB 06/1ayHbIX cepBncoB. OHO Ha3biBaeTCcs «BHYTpuobnavyHoe ceTeBoe
noAKIYeHne».,
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13.2 CeTeBOe nogkaoveHne gns foctyna K o6saky

O6nayHble cepBUCbl MMEKT AOCTYNHble W3BHE WHTepdeicbl, KOTOpble NO3BOMASAIT UCNOMb30BaTh WX
hyHKLMOHabHbIE BO3MOXHOCTM NoO/Sb30BatensaM obnaka U cuctemam, AelCTBYHOLWMM OT MMEHU MNOJb30Ba-
Tenen obnaka. HekoTopblie 06/1a4Hble CEPBUCHI TakKXe UMEKT LOCTYMHbIE U3BHE MHTEPENCHI C NOAAEPXKKON
PYHKUMOHaNbHbIX BO3MOXHOCTE NOTpebuTens o6aadyHoi cnyxbbl, paboTarowmnx BHYTpU 06/1a4HOr0 CepBu-
ca. Cpean NpUMepPOB MOXHO YNOMSHYTb Takne uHTepeicol, kak Beb6-nHTepdeiicol nnn APl gna npuaoxeHui
noTpebutensa o6navyHoi cnyx6bl, paboTawLmx BHYTPU 3K3eEMNAspa BbIYNCAIUTENILHOTO cepBuca (Hanpumep,
BHYTpU BM nnm KoHTeiHepa), a Takke MHTepdelicbl N8 XpaHeHUs AaHHbIX 3K3eMnaspa cepBuca XpaHeHus
(Hanpumep, alinoBOro xpaHunuiia).

Kak npaBuno, goCTynHble U3BHE MHTepdeiicbl BUAHbI B UHTEPHETE, NO KpaiHel mepe Ans Ny6/NYHbIX
06nayHbIX cepBnucoB. OAHAKO B HEKOTOPbIX CNy4YyasaX [OCTYNHble U3BHE UHTepdeincbl MOryT 6bITb HAMEPEHHO
CKpbITbl OT NOCTOPOHHMX [Na3 B UHTEPHETEe, JaXxe ec/y AOCTYN Nosib30BaTesiel OCYLECTBISIETCSA Yepes3 UH-
TepHeT. YacTHble 06n1ayHble cepBUCbl MOTYT ObiTb pa3BepHYTbl Takum 06pa3om, 4YTO 6yAyT AOCTYMHbI TO/IBKO
B Npegenax yacTHbIX ceTeil opraHnsauumn (1. e. Takne obnayHble CEPBUCHI HEAOCTYMHbI Yepe3 UHTepHeT). Mpu
3TOM MOXET BO3HWKHYTb CUTyauusi, Korga oTAeflbHble MHTepdelicbl AOMKHbI 6biITb AOCTYNHbI M3BHE. Hanpwu-
Mep, Korga Be6-npusioxeHne, pa3BepHyToe Ha 4YacTHOM 06/1a4HOM cepBuUce, AO/HKHO NpeAcTaBaATb MOMb30-
BaTensiM 06W,ef0CTYNHbIA NHTepdeiic.

MpunoxeHunsam, paboTtawwmum B 06/1a4HOM CepBuce, MOTyT NoTpeboBaTbCs BUANMbIE U3BHE MHTEPQIENA-
Cbl, 4OCTYMHbIE MO 06LEefOCTYMHOMY CETEBOMY agpecy u Homepy nopta. O6bIYHO Takol 06LW,en0CTYNHbIA WH-
Tepcelic npegocTaBnsieTcs B BUAE «BUPTYyaslbHOro MHTepdelica», rae BHEWHUA MHTepdeinc npeacTtaB/ieH Ha
CeTeBOM ajpece 1 nopte, N3BECTHbIM caMOMy 06/1a4HOMY CEPBWUCY, a KOoA, BbINOJSIHAEMbI/i BHYTPYU 06/1a4HOr0
cepBuca, pabotaet Ha HEKOTOPOM BHYTPEHHEM CETEBOM ajpece M nopTe, Ha KOTOpble CONOCTaB/IEHbI BHELU-
HWli agpec v nopT. Takas BUpTyanu3aunsa KOHE4YHbIX TOUeKk Heobxoauma ANa npefocTaBNeHns BO3MOXHOCTU
AN COBMECTHOT0 UCMO/Ib30BaHNSA PECYPCOB, YTO SABNSETCSH OCHOBHOW OT/IMYMTE/IbHON 0CO6EHHOCTLIO 061au-
HbIX CEpPBUCOB. BupTyanusauus KOHEYHbIX TOUYEK TaKXe noafdepXmBaeT Takne PyHKLMOHas/IbHble BO3MOXHO-
CTW, Kak 6anaHCMpoBKa Harpy3kum B pamkax HEeCKOSIbKMX 3K3EeMNISAPOB NPUIOXKEHUA N PYHKUUM obecnedyeHuns
6e30nacHOCTH, BKIOYAA MeXCeTeBble aKpaHbl 1 6/10kupoBky DDoS-arak.

[na obuwenocTynHbIX MHTEpPeicoB Takke MOXeT NnoTpeboBaTbCA cneynasbHas HacTpolika KoHurypa-
uMn. B yacTHOCTM, opraHusaynmn, NpuaoXeHne KOTopoin paboTaeT B 06/1a4HOM CepBMUCE, MOXET NOHAZO0OUTL-
cs, UT0ObI agpec, ucnosb3yeMblil AN MHTepdeiica, NpuHaanexan e, a He NOCTaBLUKY 06/1a4HO CNYXObI.
OTa KoHuenuma HasbiBaeTca «Bring Your Own IP addresses» (BYOIP). OHa gaet BO3MOXHOCTb noTpebute-
N0 06n1avyHoN cnyX6bl HACTPOUTL 06LWEe[O0CTYNHbIA MHTepdeic gna npuaoxeHns, paboTtawwero B 06/1a4HOM
cepBuUce, C agpecom, NpuMHagaexawum notpebutento 06s1a4yHoli cnyxbbl. Mofo6HOro poga HacTpoika MoXeT
MCMONb30BaTbCA KakK AN Ny6/AnYHbIX 06/1a4HbIX CEPBUCOB, TaK U A8 YaCTHbIX 06/1a4HbIX CEPBUCOB.

13.3 BHyTpro61ayHOe ceTeBOE NOAK/IIOUEHMNE

[na cpep 061ayvHbiX CEPBUCOB XapaKTepHO UCMNO/b30BaHWE CETEBOr0 MOAKMYEHUA ANA COeAUHEHUN
pasnIMyHbIX KOMMOHEHTOB, COCTaBAAKLWMUX cucteMy. B 06/1a4HbIX cepBMcCax BbIYMCIUTENBHOIO Tuna (Hanpu-
mMep, npu pa6oTe MO B BM WM KOHTEHepax) 4acTo CylwecTByeT HECKO/IbKO 3K3EMMSPOB, KOTOPbIE AO0JIXK-
Hbl OGMEeHMBATLCS AaHHbIMKW NUGO APYr C APYroMm (Hanpumep, Korga NpuioXeHue pasfeneHo Ha OTAesfbHO
pa6oTatuwme KOMMNOHEHTbI, KaK B C/ly4ae C apXMTEKTYpOii MUKPOCEPBMCOB), IMBO C APYTMMU KOMMNOHEHTaMMU
peweHns (Hanpumep, c 6aNaHCMPOBLLMKOM Harpysku, rae UCnosib3yeTcs ropM3oHTanbHOe MacwTabupoBaHue
C HECKONMbKMMMW napannenbHbIMU 3K3EMNASPaMMW AAHHOTO KOMMOHEHTA). [/ CEPBUCOB XPaHEHWs AaHHbIX
Takke XapaKTepHO MOAK/OYEHNE K BbIYNCAUTENbHBLIM 3K3eMNAspaMm, W, Kak NpaBu/ao, 3TO AenaeTcs ¢ NOMo-
b0 CeTeil.

Takxe MOXeT cylW,ecTBOBaTb HECKO/IbKO OTAENbHbLIX YPOBHEW BHYTPMOBGNAUHbIX CETEBbIX NOAKIUYEHWIA.
YpoBeHb NPUIOXEHWI, ONUCaHHbI/ Bblille, @ TAKXe YPOBEHb YNpaBfieHUs UAN KOHTPOS, UCNOMb3yeMbI Ans
MOHWUTOPMHIA W ynpaBfieHnsi BCeEMWU 06/1avyHbIMK cepBucaMn. ST YPOBHU HaAMEPEHHO M30/MPOBaHbI APYr OT
Apyra, 4tobbl He nepecekaTbcs.

OO6bIYHO BHYTpPMOGIayHble CeTEBbIE MOAKIIOYEHUA BUPTyanuampytoTca. PasninyHble 06/1a4yHble CEPBUCHI
HEe WCMNONb3YIT CEeTEBbIE (PYHKLMOHA/IbHbIE BO3MOXHOCTW HanpsiMyto. BMeCcTo 3TOro OHWM UCNO/b3YIT BUPTY-
ann3npoBaHHble ceTeBble (PYHKLMOHAMNbHbIE BO3MOXHOCTW, KOTOPble MO3BONAKT COBMECTHO MCMNOJ/Ib30BaTb
CeTeBble pPecypchl, a Takke ob6ecneynBalT M30AALMI0 MeXAy pasNIMyHbIMU TpynnamMmu 3K3eMnasipoB 06/1a4HbIX
CEpPBUCOB Kak B Liensix 6e30nacHoCTH, Tak 1 Bo n3bexaHne HapyleHuii B paborTe.
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CTpyKkTypa 1 opraHu3auus BUPTyasiM3MpOBaHHbIX CETEl TakkKe MOXEeT HaMEepeHHO He oTpaxaTb opra-
HM3aun 6a30BbIX U3NYECKMX ceTel. HacTo 6biBaeT Tak, YTO KOMMNOHEHTbl O4HOM0 PeLeHNs pacnpesesneHbl
N0 HECKOJIbKAM 30HaM [OCTYNHOCTM B O4HOM LLeHTpe 06paboTkM AaHHbIX WM NO HECKOJIbKMM LeHTpaM obpa-
60TKM AaHHbIX. B HEKOTOpbIXx 06CTOATENBCTBAX KpaiiHe HexenaTesibHO, YTo6bl 3Ta hn3myeckas opraHmsaums
6blfla BUAHA KOMNOHEHTaM pelueHnsi, N03TOMY 3TUM KOMMOHEHTaM npeAcTaBnseTcs efnHas YHUPULNPOBaH-
Has BMpTyanbHas ceTb, HA/IOXEHHas Ha hu3nyeckme ceTu.

BupTyanusnpoBaHHble BbIYUCNNTENbHbIE Cpeabl — Kak BM, Tak 1 KOHTeliHepbl, — npegnoaaranT XecT-
KWl KOHTPO/b WM BUPTYyanun3aLuuio CeTeBblX PECYpCOB, BK/KOYAA KOHEYHble TOYKW, OTKPbITble Kaxao BM wnu
KOHTeliHepPOM, ¥ LeneBble ceTeBble TOYKM, ucnosb3yemble MO, paboTawwmm B 3TUX cpegax. Bo3mMoxHOCTb
3anycka Hecko/bknx BM B ogHOW cucTemMe Unn HECKOJIbKUX KOHTeliHepoB B ogHoli OC, 6e3ycnoBHO, TpebyeT
COMNOCTaB/IEHUA KaX[O0W N3 CeTeBbIX KOHEYHbIX TOYeK, OTKPbITbiX MO, C peanbHbIMW KOHEYHbIMU TOYKAMU B
cogepxauwelii cucteme, 4tobbl o06ecneynTb COBMECTHOE WUCMNO/Ib30BaHMEe CUCTEMbl 6€3 BO3HMKHOBEHWUS KOH-
nnkToB. PasBepTbiBaHWe kak BM, Tak n KOHTeliHEPOB TpebyeT HaACTPOIikM KOHUrypauum A5 pelleHns Ta-
Knx npobnem.

Kpome TOro, B pacnpefeneHHbix cpegax 4acTo UCMNONb3ylTcs Kak BM, Tak n KOHTeliHepbl. Heckosbko
39K3eMMN/IIPOB 0A4HOro 1 T0ro xe MO moryT paboTaTb Ha pasHbiX CUCTEMAX, W 3TU CUCTEMbI MOFYT HAXo4UTb-
CA B pasHbiXx on3nmyeckux mectax. [MpunoxeHmsa Takxe 0ObIYHO pas3fensAlTcs Ha HECKOSIbKO He3aBUCKUMbIX
KOMMNOHEHTOB (CepBMCOB, MUKPOCEPBMCOB), U 3TU KOMMOHEHTbI MOryT paboTaTb B OTAe/ibHbIX MecTax. -
(PEKTUBHBIM pELIEHNEM SBASETCA CKPbITUE (PaKTUYECKOro pacnosioXeHUss KOMMNOHEHTOB OT MO, NocKosbKy
KOMMOHEHTbI MPUNOXEHNSA [O/MKHbI 6ecnpensaTcTBEHHO 06MeHMBATbCA AaHHbIMW APYT C APYIOM, rae 6bl OHK
H1 pa6oTanu. Ewe nyyuwe, ecnm KOMMOHEHTbl NPUIOXEHUA MOryT OOMEHMBATbLCA AaHHbIMU TOMbLKO APYr C
Apyrom. BHeWHNn o6MeH AaHHbIMY AO/MKEH TUWaTe/NbHO KOHTPO/IMPOBATLCA C MOMOLWbI cneynasibHO 3a4aH-
HbIX BHELIHNX KOHEYHbIX TOYeK.

OnTuMasnbHbIM peleHneM B OTHOLEHUN CETEeBOro NOAKMNYEHNS 3TUX NPOrpaMMHbIX apxXuTekTyp 6yaeT
onpepesieHne CeTeBOro NOAKMYEHNA HA YPOBHE MPUIOXKEHWIA. DTO BUPTyanbHas ceTb, KOTOpast UCMOb3yeT-
CA TO/IbKO KOMMOHEHTaMu NPUIOXKEHNSA U NPO3payvyHO OXBaTbiBaeT BCe MecTa, B KOTOPbIX paboTatoT KOMMOHEH-
Tbl Npunoxexuns. NogpasymeBaeTcs, UTO KaXA0e NPUIOXKeEHNE UMeeT COOTBETCTBYIOLLYIO BUPTYabHY CeTb 1
Kaxzas BUpTyasibHasi CeTb M30/IMPOBaHa OT APYIUX CeTell, Kak B cyvyae C BUPTyasibHbIMU BbIYNCAUTEIbHBIMU
cpegamu, TakMMu Kak KOHTelHepbl.

BupTyanbHble ceTu MOryT ObiTb MOCTPOEHblI C WCNO/b30BAHMEM pPa3/INYHbIX METOA0B W TEXHOMOTWIA,
BK/Il0UasA nporpamMmMmHo-onpegensiemole cetn (SDN) n Buptyanusaunio ceTeBbiXx QPyHkumnii (NFV).

13.4 VPN n o6nayHble BblYMCNeHUA

VPN npeacTtaBnstoT cob60il 0AHY M3 TEXHOMOMNI, KOTOPble MOTYT MCNOMb30BaTLCA NPU CO3A4aHuN pelle-
HWA HAa OCHOBE 06/1a4HbIX BbluncneHunii. Cetn VPN obecneunBaloT 3alimU,eHHOE CETEBOE COeQNHEHNE CUCTEM
B Tex c/iyyasix, Korga onpefesieHHas 4acTb CETEBON MHPACTPYKTypbl MCMOAb3YeT HeHaaexHble cpedbl. Cy-
wecTByeT ABe TUNoBble KOHdurypaumm ceteid VPN (CM. pucyHok 9), KoTopble npegHasHauyeHbl ANs pasHbiX
CLeHapueB MCNO/Ib30BaHMUSA:

- KOHuurypaumsa «ysen — wnw3» (Host-to-Gateway). Mpu 310l KOHGUrypauMm aBTOHOMHas cuctema,
Kak npaBuno, KJAUEHTCKUIA KOMMNbIOTEP WMAM YCTPOCTBO MoJslydaeT yAaneHHblA AOCTYyN K 3alWuUW,eHHOW CeTu.
B KOHTeKkcTe 06/1aUYHbIX BbIYUCAEHUA TUNUUYHBLIM cueHapmem mncnonb3oBaHUA ABNAETCA AOCTYN K/AUEHTCKOro
yCcTpoiicTBa K 06/1a4HbIM CepBucam, NPUMNOXEHUSM U APYTUM pecypcaM, paboTalLlmM B HUX;

- KOHthurypaumsa «wno3 — wn3» (Gateway-to-Gateway). Mpu 370l KOHUIypauum 3alULLEHHbIR ce-
TeBOli O6MeH AaHHbIMU OCYLLEeCTBNAETCA MeXAy ABYMS OTAENbHbIMU 3alULleHHbIMU ceTamu. [py TUNMYHOM
cueHapun MCnonb3oBaHUs 06NayHble CepBUCbI B 06/1a4HOn cpefe NM60 AOMKHbI ObiTb MOAKMNOYEHbI K BHY-
TPEHHUM TMNPUIOXEHUAM W cucTeMam noTpebuTens o6navyHoin cryxbbl, NM60 AO/MKHbI ObITb MOAK/OYEHbI K
Apyrum o6nayHbiM cepBucam, paboTtalowmm B A4pyroin ob6nadvHoli cpege.
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KoHpurypauusa Host-to-Gateway KoHpurypaunsa Gateway-to-Gateway
(VPN) (VPN)

PucyHok 9 — Tunbl KoHcurypauum cetein VPN

Ona co3paHns ceteil VPN ncnonb3yrTCcA pas/inyHble TeXHoorum, Takme kak L2TP/IPsec n OpenVPN.
My6nnyYHbIMKU NocTaBLMKaMn 061auHbIX CNYX6, Kak npasuno, NogaepXUBaOTCA OAWH WU HECKOJIbKO TUMOB
ceteli VPN.

14 MacwTtabupyemMocTb 06/1a4HbIX BbIYUC/IEHNIA

14.1 Mopaxoabl K 06ecneyvyeHno MacwTabnupyemocTm

B OCT ISO/IEC 17788 oAHUMM U3 K/HOUYEBbLIX XapakTepPUCTUK 06/1a4HbIX BbIYMCIEHUA ABNAKOTCS AUHA-
MUYHaa afanTUBHOCTL U MacwTabupyeMocTb. [JuHaMnyHas afanTUBHOCTb U MacwTabupyemocTb OnucbiBa-
I0TCA KaK OT/INYMTEesIbHble 0COOEHHOCTU 06/1aUHbIX BblYUCEHWNHA, KOTOpble NMO3BOMAIT 6bICTPO N afanTUBHO
perynupoBaTb u3nyeckue Unv BUPTyasibHble PECYPCbl, B HEKOTOPbIX C/yyYasax aBTOMaTU4yecku, Ana onepa-
TUBHOTO YBENUYEHUS UM YMEHbLUEHNSA 06bemMa pecypcos.

AfanTUBHOCTb — 3TO CNOCOBHOCTb 06/1a4HbIX CEPBMCOB MOACTPanBaTbCs No4 N3MEHeEHUs pabouyeli Ha-
rpy3kM NOCPeACTBOM BblAeNeHWs W yaaneHus pecypcoB (06blYHO B aBTOMAaTWYECKOM pexume) Tak, 4Tobbl
nmerwmecsa pecypcbl MakCumMasbHO TOYHO COOTBETCTBOBAN Tekyl e noTpebHoCTM B pecypcax. MacwTtabu-
pyeMoCTb — 3TO CNOCOBHOCTb 06/1a4HbIX CEPBMUCOB yBENNUYMBATDL WM yMeHbLaTb 06beM pecypcoB, BblAens-
eMbIX o1 06paboTkn onpefeneHHONn paboyein Harpysku.

MacwTabnpyemocTb pasgenserca Ha ABe 60/bluMe KaTeropuu: ropusoHTanbHoe macwTtabupoBaHue u
BepTUKasbHOE MacwTabupoBaHue.
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FopusoHTanbHoe MacwTabupoBaHue. B 3TOl KaTeropum HECKONIbKO PEecypcOB WUCMO/b3yTCA napan-
NenbHO, NpuyemM KOMMYeCTBO MnapassieNlbHO UCNOJ/b3yeMblX PECYypCOB MeHSeTca ANa noanepxaHns Heobxo-
Anmoro o6bema pecypcoB. B kayecTBe BblUMCAUTENbHbIX PECYPCOB MCMNOMb3yeTCA HECKO/IbKO KOMMOHEHTOB
(husnueckne komnbioTepbl, BM, KOHTeliHepbl). B kauyecTBe pecypcoB XpaHEHUs AaHHbIX UCMO/b3yeTcs He-
CKO/TIbKO YCTPOWCTB XpaHeHus (HECKONbKO HakonuTesiein). B kayecTBe ceTeBbiX PECYypCOB UCMOMb3yeTcsl He-
CKONbKO ceTell.

BepTukanbHoe macwTabupoBaHue. B aToli kaTeropum 06beM OTAE/BLHOIO pecypca MeHsieTcs AN nog-
AepxaHus Heobxoammoro obbema pecypcoB. [1ns BblYUCAUTENbHbIX PECYPCOB 3TO O3HA4YaeT W3MEHeHue
KonmMyecTBa NpoLeccopoB WM obbema onepaTuBHOW NaMATW AaHHOro pecypca. [nsa pecypcoB XpaHeHus
JaHHbIX 3TO O3Ha4yaeT M3MeHeHne obbema ycTpolicTBa (HakonuTesb 60MblIER AN MeEHbLIE eMKOCTW) Unu
N3MeHeHne CKOpOCTM onepauunii YTeHnsa/3anncu, 4OCTYNHONM Ha pecypce. [lna ceTeBblX PpeCypcoB 3TO O3Hava-
€T nepexoq Ha ceTb C 60/blER AN MEeHbLUENn NPOMNYCKHOW CNOCOBHOCTLIO.

BepTukanbHOe MacwTabupoBaHue, Kak NpaBu/o, NpoLe CTOYKM 3peHus paboyeil Harpy3km u KOHCTPYK-
uun peweHus. OgHaKo BepTukarbHOe MaclwTabupoBaHWe MMeeT CBOM OrpaHUYeHus, NOCKOJIbKY OTAeNbHble
hr3nYECKNEe BbIYNCNNTENbHbIE PECYPCbl UMEIT OnpeseneHHbll TIMMUT B OTHOLIEHUN KOMUYecTBa AOCTYMNHbIX
NPOLLECCOPOB U MakCUMasibHOro o6bema AOCTYNHOW onepaTnuBHO NaMsaTu. BupTyanusauus ogHON BbIYNCAK-
TENbHOWN Harpy3kM Ha HECKOIbKUX (PU3NYECKMX BbIYMCAUTENbHBLIX pecypcax He sIBNseTcs LesiecoobpasHoil,
NO3TOMY NMMUTbI (PU3NUYECKUX BbIUYNCAUTENbHBIX PECYPCOB HaMpPsAMYH OrpaHn4ynBalT BO3MOXHOCTb BEPTU-
KanbHO MacwTabupyeMocT KOMMNbHOTEPHbIX BbIYUCAEHUA, AOCTYNHONM ANA 06/1a4vHbIX cepBMcoB. YTo kaca-
€TCA pecypcoB XpaHeHWUs [aHHbIX, TO OTAEeNbHble YCTPONCTBA XPaHEHWs UMEKT OrpaHu4yeHus no emMKocCTH,
O0[lHAaKO BMpPTyanu3npoBaHHble 06/1a4YHble CEPBUCHI XPAaHEHUSA AaHHbIX MOTYT MCMNO/1b30BaTb HECKObKO (husn-
YECKNX PEeCYypCOB XpPaHEHUS AaHHbIX, HO BOCMPUHMMATbL UX KakK eAUHbIA pecypc, 4To obecneymBaeT LIMPOKME
BO3MOXHOCTU AN YBeNMYEeHUA BepTuUKanbHON macwTtabupyemoctn. [Na ceTeBbiX PecypcoB ogHa dusunye-
ckasi ceTb MMeeT OorpaHMYeHnss No NPOMYCKHOW CMOCOGHOCTU. BUpTyannsmpoBaHHbIA CETEBOI CEPBUC MOXET
MCMOJ/Ib30BaTb HECKOJIbKO MapassiefibHbiX CETEBbIX PECYPCOB, YTO 06ecneynBaeT WMPOKNE BO3MOXHOCTU ANS
yBe/IMYEHMNST BEPTMKaNbHON MaclwTabupyemocTu.

FopusoHTanbHoe MacwTabupoBaHne, KOrga HeckosibKO 3K3eMM/IAPOB pecypca MCNonb3yTcsa napan-
nenbHO, 06bIYHO TpebyeT, 4TOObI paboyas Harpyska U pelleHne MMeNn KOHCTPYKLUMI0, KoTopas crneyvanbHOo
ajantvpoBaHa AN 3TOro Tuna macwrtabuposBaHusa. Ana peweHns nNpob6sem, CBA3aHHbIX C TOPU3OHTasIbHbIM
MacwTtabupoBaHmem, MCNOMb3YKTCA crneyvanbHble MeTodbl. B cnyvae ¢ pecypcamu xpaHeHus BupTyanusa-
unsa 6a30BbIX PECYPCOB XPaAHEHUSA AaHHbIX MOXET CKPbITb Ha/IMuMe HECKONbKUX (hU3MYeckmx yCTPOMCTB xpa-
HeHus. TeM He MeHee Takoi BMPTyanM3npoOBaHHbIN Pecypc XpaHeHUs faHHbIX BCE PaBHO MOXET packpbiBaTb
XapakTepucTukn 6a30BbiX PU3NYECKUX PECYpCOB, TakMe KaK OrpaHU4YeHMe Ha pasmep OTAeNbHbiX halinos
UNN 06BLEKTOB, NMOCKOJIbKY MOXET CNYyYUTbCA TaK, YTO Takue 06BbEKTbl XpaHEHWS AaHHbIX HE MOTyT OXBaThbl-
BaTb HECKOIbKO (DU3NYECKMNX YCTPONCTB. Mpy NPOEKTUPOBaHUN KOHCTPYKLUN peLlleHnid, npegycMaTpuBaro L nx
MCMNONb30BaHNE TOPU3OHTA/IbHOTO MaclTabupoBaHusa, Takme OrpaHMYeHUs yuuTbiBalTCcA. [Opu3oHTanbHoe
MacwTabupoBaHMe ceTeBblX PECYpCcOB NogpasymeBaeT, UYTO KOHCTPYKUUSA pelleHUss UCMOJSIb3yeT HEeCKO/bKO
OTAE/IbHbIX COeAMHEHU Yepe3 pa3NiMyHble [OCTYNHble ceTeBble pecypcbl. OAHAKO BUPTYyanM3npoBaHHbIN ce-
TEBOIi CepBUC MOXET Npo3pavyHO MCNONb30BaTb HECKO/IbKO 6a30BbiX CETEBbIX PECYPCOB, YTO YCTpaHAeT He-
06X0AMMOCTb B HEMOCPEACTBEHHOM Yy4yeTe 3TOro pakTopa B KOHCTPYKLMM peLleHus.

FopusoHTanbHoe macwTabupoBaHue BbIYNCAUTENbHbIX PECYPCOB LUMPOKO UCMOMb3yeTcsa B chepe 06-
NayHbIX BbIYNCNEHMWI MO TON NPUYUHE, YTO BUPTyanu3MpoBaTb FpaHulbl BblYUCAUTENbHbIX PECYPCOB HEBO3-
MOXHO C TEXHUYECKOW TOYKM 3peHus. Fopn3oHTarbHOE MaclTabupoBaHWe BbIYUCNTE/IbHbIX PECYPCOB NOA-
pasymeBaeT, YTO HECKOJ/IbKO 3K3EeMM/IIPOB AaHHOT0 NMPOrpamMMHOro KOMMOHEHTA BbINOJTHATCA napassiesnibHo,
a noctynawlias Harpyska pacnpefensertcsa Mexay aTumu ak3emnnsgpamu. Takasa KOHCTPYKUMS OTKPbITO Ae-
MOHCTPUPYET OrPaHMYEHUSA MO BbIYUCAUTENbHLIM pecypcaM (KO/IM4ecTBO MPOLLECCOPOB M 06bEM onepaTuB-
HOW namsATK), No3TOMy BbiGOp AenaeTcs B NOMb3y Noaxofa K NPOEKTMPOBaHMIO, B pamMkax koToporo MO pas-
JenseTca Ha OTAe/IbHble KOMMOHEHTbI, BbIMO/IHAEMbIE B OTAE/IbHbIX Npoueccax. JTO NO3BOAAET YMEHbLWUTb
KONM4eCcTBO MPOLLECCOPOB M 06BbEM ONepaTuBHON MamATu, HEO6XOANMMOW ANSA KaXAO0ro KOMMNOHeHTa. B Takmx
noaxogax K NPOEKTUPOBaHUI, Kak CO3faHue apxXUTeKTypbl MUKPOCEPBMCOB, CNeynasibHO y4uTbiBaeTcs 3TOT
acnekT ropn3oHTanbHOro macwrtabuposaHus.

14.2 MapannenbHble 3K3EMMN/ISPbl U GaslaHCUPOBKA HarpysKku

Ecnv npu ncnosb3oBaHWM rOPM3OHTASILHOTO MacWTabUpPOBaHUSA BbIYUC/IUTE IbHbIX PECYPCOB HECKObKO
napanfienbHblX 3K3eMMN/ISSPOB MPOrpaMMHOr0 KOMMNOHeHTa o6pa6aTbiBaloT BXoAslMe 3anpocbl, BO3HUKAKOT
onpeneneHHble NPo6aeMbl, C KOTOPbIMU AO/HKEH CNPABUTLCA NPOEKT pPeLleHus.
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OcHoBHasa npobnema 3ak/nw4yaeTca B TOM, YTO BXOAfAWME 3anpochkl, NocTynawwmue B ONpefeneHHbIi
NPOrpamMmMHbIi KOMAOHEHT, AO/DKHbI pacnpefensaTbCa Mexay BCEMU 3K3eMnasgpamm 3TOro nporpammMHOro Kom-
NOHEeHTa. J/Iornyeckn faHHyl cuTyauuto MOXHO paccmaTpuBaTth kak 06paboTKy noToka 3anpocoB, HanpaB/eH-
HbIX Ha ONpeAesieHHYH KOHEYHYH TOYKy cepBuca (hopmasibHO 3Ta KOHEYHas TOYka MMEeeT CeTeBOil ajpec, Ha
KOTOpPbI 1 onpaBAslTCA 3anpockl). Heckonbko napasnienbHblX 3K3eMMNISPOoB NPOrpaMMHOrO KOMMOHEHTA,
peanu3ylwnx cepBuc, MMEKT CBOK COOGCTBEHHYH (YacCTHYH) KOHEYHYK TOuKy, Kaxgas M3 KOTOpbIX umeet
CBOli ceTeBOW ajpec 1 KOMO6UHaUU NOpTOB. KOMMOHEHT, KOTOPbLIA Ha3biBaeTCcA 6anaHCUPOBLLUMKOM Harpysku,
ncnonb3yeTca AN ynpaBneHUs KOHEeYHOW TOUKOW cepBuca WM HanpaB/ieHUS KaxAoro BXosliero 3anpoca B
OAVH U3 napannesibHblX 3K3eMMNAspoB.

BanaHCMpOBLLMK Harpy3ky noAka4yaeTcss K KOHEYHOWN TOUke cepBuca u obpabaTbiBaeT Bce BXoAsLue
3anpocbl. BanaHCUpOBLLUK Harpy3ku BeAeT CMUCOK BCEX 3K3EMM/ISAPOB COOTBETCTBYIOLLErO0 NPOrpaMmHOro
KOMMOHeHTa. MNpu 3aToM 6anaHCUPOBLLUKY HArpys3kM AO/MKEH ObiTb M3BECTEH afpec KOHEYHOlM TOYKM U MopT
Kaxnoro aksemnasapa. Kaxgabli BXoAsWwuMiA 3anpoc HanpaBAseTcs Ha OAUH U3 3K3EMMAAPOB MPOrpaMMHOro
KoMnoHeHTa. Bblbop 3sk3emnnapa Aas Bxogswero sanpoca onpegensercsa anropuTMom gucnetyepusauuu
(anroputmbl gucneTtyepmsaynm MOryT 6biTb passiMyHbIMK).

MpumMepoM MpPOCTOro asropuTMa AucrneTdyepusauun SBASETCA Uukanyeckuin anroputm (round-robin),
Korga Kaxgablii M3 3K3eMNAApOB MCNONb3yeTca No ovyepenu, a aaroputM CTPEMUTCHA OTNpaBuTb OAMHAKOBOE
KONIMY4eCcTBO 3anpoCcoB Ha Bce 3k3emnaspbl. O4HOM U3 pa3HOBMAHOCTEW 3TOro anroputma SABASETCA UWKAn-
yeckuii B3BeleHHbIN anroputm (weighted round-robin), korga kaxaomy u3 3K3eMnspoB NpucBanBaeTcs Be-
COBOl KO3 (hULMEHT, OT KOTOPOro 3aBUCUT KOIMYECTBO MepefaBaemMbiX eMy 3K3eMnaspoB. bosee CroxHbIi
anropuTMm gucnetyepusauuun cBsizaH ¢ pabouyeli Harpyskoi. OH paboTaeT No NPUHLUNY HEBbLINOSIHEHHbIX 3a-
npocoB. Mpu 3TOM 6aNaHCUPOBLLMKY Harpy3kum AO/MKHO ObiTb M3BECTHO KOJIMYECTBO 3aMpOCOB, KOTOpbIE elle
obpabaTtbiBalOTCA KaXAbIM 3K3EMMN/ISAPOM, U HOBble BXOAALLME 3anpoChl AO/DKHbI OTNPABNATLCA HA HaMMeHee
3arpyXXeHHblli ak3emnasp.

BanaHCMpOBLLUK Harpy3kn fo/mkeH obpabartbiBaTb AMHAMUWYECKOE KOMTIMYECTBO 3K3eMMasapoB. MoryT 3a-
nycKaTbCA HOBble 3K3EMN/APbI, a CylWecTBylULME MOryT OCTaHaBAUBaTbCA. 3anyck M OCTaHOBKa MOTYT Bbl-
NOMHATLCA B LEeNsax noggepxaHnsa macwrtabuposaHusa n aganTMBHOCTU NGO BCAeACTBME OoTKasa akdemnnspa.

BanaHCMpOBLLMK Harpy3km MOXeT ObiTb peann3oBaH C MCNOJIb30BaHMEM 06paTHOro NpoKcu-cepsepa,
KOTOPbIA MOXEeT NpefocTaBnATb AONONHUTEIbHbIE DYHKLNOHANbHbIE BO3MOXHOCTM, Takne Kak KelwnpoBaHue
CTaTUYECKOro KOHTeHTa, o6paboTka SSL (wndgposaHne/gewndpoBaHne) 1 3awmuTta oT aTak.

14.3 AganTMBHOCTb M aBTOMaTU3aumns

AfanTUBHOCTb NpeAcTaBsisieT co6oi nogcTpavBaHMe 06beMa PEcypcoB, UCMOMNb3YEMbIX KOHKPETHbIM
KOMMOHEHTOM, K U3MeHeHUsiM paboueii Harpy3kM Ha 3TOT KOMMOHEHT. AAanTUBHOCTbL MaKcumasbHO addek-
TUBHO MPUMEHSIeTCS C MOMOLbI0 WMHCTPYMEHTOB aBTOMAaTu3aluu, XOTS €€ MOXHO BbINOMHATb U B Py4YHOM
pexvmve. BHeApeHWe UHCTPYMEHTOB afanTUBHOCTM B PYYHOM peXuMe He camoe Jiyyulee pelleHune, Nnockosb-
Ky TpebyeTcsl MOCTOSIHHOE Ha/nuume nepcoHana Ass BbIMOJIHEHUS pabouyux onepauuit, u, ckopee BCEro, 3Tu
onepauyun 6yayT BbINOMHATLCA MefJsieHHee.

ABTOMaTMyeckass afanTUBHOCTb NogpasymMeBaeT MOCTOSIHHbIA MOHUTOPUHI COOTBETCTBYIOLLMX KOMMO-
HEHTOB Ha MpPeAMEeT WCMO/Ib30BaHUA WX PECYpPCOB MHCTPyMeHTamMu afanTUBHOCTU. WHCTPYMEHTbl afanTuBs-
HOCTV co6/1l04al0T NpaBuia, CBsA3aHHbIe C UCNO/Ib30BAaHMEM PECYpCcoB, TakMuM 06pa3oMm, 4To, eciv UCMOJb-
30BaHNe pecypcoB MpeBbillaeT HEKOTOPbIe 3afaHHble YPOBHU, NPeANpPUHUMAlOTCS AeWCTBUSA N0 YBENNYEHUIO
BblJle/IEHHbIX PECYpPCOB, a €C/IM WCMO/ib30BaHWe PEecypcoB NafaeT HMXEe HEeKOTOPbIX 3afaHHbiX YpPOBHEd,
npeanpuHUMaloTCs AeNCTBUSA N0 YMEHbLUEHUIO Bble/IeHHbIX PECYpPCOB.

MpaBuia perynvpoBKM aganTUBHOCTM AO/DKHbI YUMTbIBATh TOT (PakT, UTO AN BbIAENIEHUS W yaaneHus
pecypcoB TpebyeTcsl Bpemsi. T0 0COGEHHO BaXHO MpPY BblAe/1€HUN A0MO/THUTENbHBIX PECYPCOB, MOCKO/bKY CY-
LlecTByeT BEPOATHOCTb TOr0, YTO TeKyliMe pecypchbl 6yayT NOMHOCTLI0 M3PACcX0A0BaHbl 40 NOMyYeHUss HOBbIX.

14.4 MacwTabupoBaHue 6a3bl faHHbIX

MacwTabrupoBaHue 6a3bl JaHHbIX SIBASAETCA BaXHbIM acnekTtom o06/1a4yHbiX BbluncaeHuii. MacwTrabunpo-
BaHWe 6a3bl faHHbIX BbIMOMIHAETCA Kak B OTHOWEHUN (hr3nveckoro pasmepa 6a3sbl faHHbIX, Tak U B OTHOLLEHUN
CKOpPOCTW BbINOSIHEHMA onepayuii (3anpocoB 1 0GHOBEHWA).

PacnpocTpaHeHHbIM NOAXOA0M, UCNONb3YEMbIM A1 MacwTabupoBaHua 6a3 AaHHbIX, ABASETCA TOT Un
WHOW BWJ, TOPU3OHTA/IbHOrO MaclTabupoBaHMUSA C UCNO/Ib30BAHUEM HECKONbKUX BM M HECKONbKUX YCTPOICTB
XpaHeHua Ana ofHoW 6asbl gaHHbiXx. OcHOBHasA npobnema npyv MCNoNb30BaHWWM TOPU3OHTa/IbHON MacliTa-
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6MPYEMOCTM 3ak/oyaeTcss B HE06X0AMMOCTM 06ecrneyeHna TOYHOW CUHXPOHM3AUUN HECKO/IbKUX PECYpcoB B
OTHOLWEHUN ApYT Apyra.

OfHMM M3 NOAXOAOB K CMHXPOHM3ALMW PecypcoB sIBNSETCA pasfgenieHne, uam cermeHTupoBaHue, 6asbl
AaHHbIX, TaK YTOObl pasfinyHble TPynnbl 3anuceit 6asbl faHHbIX XpaHUIUCL U o6pabaTbiBasUCh pasHbIMU pe-
cypcamu. Bxogsuwme 3anpockl pas3gensanTca M nepefanTcs KaxAoMy COOTBETCTBYOLLEMY pecypcy, a pesysb-
TaTbl, NOMIYYEHHbIE OT KaXAOro pecypca, 06befuHSOTCA Nepes OTNPaBKOlM OTBeTa Ha 3anpoc.

Lpyroli noaxopd K CUHXPOHM3aLUW PecypcoB 3ak/oyaeTcsi B UCMOb30BaHMM TEXHONMOINU KiacTepusa-
Luun, KoTopas pacnosiaraeT pecypcbl no6aM30CTu Apyr OT Apyra (C TOYKM 3peHUs CKOpocTu o6meHa faHHbIMU
MexXay pecypcamu) v No3BO/sieT OCYLLeCTB/AATL ynpaB/ieHWe C NOMOLLbID MOHMTOpPa r106asbHbiX TpaH3ak-
LWiA, KOTOpbIA CTpeMUTCS NogAepXuBaTb COM1acOBAHHOCTb MexXAy pas/fiMyHbiMKU pecypcamun. ITU ABa nog-
xofa ob6ecneymBarT Tak Ha3biBAEMYI CTPOTyH COM1aCoOBAHHOCTb MeXAY Pas/IMyHbIMU pecypcamMu: K/NEHT,
Ncnonb3yLWwnii Takyto 6asy AaHHbIX, BCerga nosiydyaeT OAWH W TOT Xe pe3ynbTaT He3aBWCMMO OT TOro, Kakue
pecypcbl Ucnonb3ytoTcs Anst 06paboTkmn 3anpoca. CTporasi coriacoBaHHOCTb HeobxoamMma ANnsi TpaH3aKLMoH-
HbIX NPUIOXEHNIA — A1 HUX YNOPALOYEHMNE TPaH3aKUNIA SSBNSIETCA BaXHbIM YC/IOBUEM.

Ons o6nayHbIX BblYMCAEHWUIA CywecTByeT NpUHUUNMANbHO APYro nogxod K MacwTtabupoBaHui 6as
AaHHbIX. OTOT MOAXO0A WCMONb3yeT KOHUEMNUMUIO OKOHYaTesIbHOW COrnacoBaHHOCTU, KOoTopas MOXeT npume-
HATbCA O/1 He TPaH3aKUMOHHbIX TUMOB MPUAOXEHUIA. B Takux cnydasx pennuku 6asbl faHHbIX XpaHATCsA B
HECKOJIbKMX MecTax M OGHOBMEHMWA BbINOSIHATCSA HE3aBUCUMO NS KAXAO0W M3 pensiuk, YTo MOXeT NpuBecTu
K BO3HWKHOBEHUIO pasnuuunii Mexay COoAepXWMbIM Pensivk B TedeHue onpefenieHHoro nepuoga BpeMeHU, a
Takke K KOH(AMKTY OOGHOBMeHWi. MpUHUMN OKOHYaTeslbHOW COrnacoBaHHOCTWM MCNOMb3YeTCcs B OTAESNbHbIX
6asax gaHHbiXx NOSQL, Takux kak oTKkpbiTasa 6a3a gaHHbix CouchDB.

15 Be3onacHoCTb 1 06LMe TEXHOMOrMM 06/1auHbIX BblYUCIEHUN

15.1 O6uMe NoNoXeHUs

Be3onacHoCTb SIBNAETCA K/HOYEBbIM acCMeKkTOM BCeX cucTeM 06/1ayHbiX BblUMCAeHWA. BesonacHocTb
BK/OUYaeT B cebs Habop cpeAcTB KOHTPOASA, KOTOpble 06nagalT YHKUMOHA/IbHLIMW BO3MOXHOCTAMU AN
YCTPaHEHUsA pas/inyHbIX pUCKOB. OMMCaHHble 34ecb CpeAcTBa KOHTPO/ISA SABAAKTCA O6WMMU B TOM CMbIC/e,
4YTO OHW MOTYT NPUMEHSTLCHA M K Heo6nauHbIM cuctemam. OCOBEHHOCTU MX NPUMEHEHUS B 06/1aYHbIX BblUMC-
NneHnax npueepeHsl B 15.2.

15.2 MexceTeBble 3KpaHbl

MexXceTeBOW 3KpaH — 3TO KOMMOHEHT CUCTEMbI CETEBON 6e30MacHOCTU, KOTOPbIA OTCNEXMBAET U KOH-
TPONMpPYeT BXOAALWMIA U NCXOAALWNIA ceTeBol Tpadhuk, paspewas unn 610Kpys onpefeneHHblii Tpaduk Ha
ocHoBe Habopa npasun 6e3onacHocTu. Llenb MexceTeBOro akpaHa — cosfaTb 6apbep Mexay 4O0BEepPeHHbIMU
3aWUILEHHBIMY N KOHTPONIMPYEMbIMU BHYTPEHHUMU CETAMU W HEHAAEXHbIMW BHELWHUMWU CeTAMU, MO CYTH,
npefoTBpaLlias HeCaHKLMOHUPOBAHHbLIA U HEKOHTPOIMPYEMBIA [OCTYN K BHYTPEHHUM CETSM.

B kOHTekcTe 06/1a4yHbIX BblYMCNEHUIA YacTo OGbiBaeT Tak, YTO HEHaAEeXHbIMU BHELWHUMW CeTAMU ABNA-
I0TCA CeTb MHTEPHEeT WUu Apyrue cetu gocTyna Kk o6nadvHbiM cpegam (cMm. 13.2). [JoBepeHHble 3aliULLeHHbIe
ceTn — 3TO CeTU, UCNOoJIb3yeMble AN BHYTPUOGIAUHbIX ceTeBbIX nogkntyeHuii (cm. 13.3).

MoTpebutens 061a4HON CAyX6bl MOXET pa3BepHyTb B 06/1a4HON cpefe cobcTBeHHOe MO MexceTeBOro
3KpaHa, MCNoNb3ys COOTBETCTBYHOLWMI 06MauHbIli cepBuc laaS. ITOT BapuaHT adhhekTnseH, ecnam noTpedu-
Tenb 061a4yHo cnyx6bl XXenaeT ucnonb3oBaTtb onpegesieHHoe MO mexceTeBOro akpaHa nNMb6o ecnn noTpebu-
TeN HeobxoaMm AeTanbHbIl KOHTPO/Ib KOH(UIypaunum MexceTeBoro akpaHa.

OpHako 60nee pacnpocTpaHeHHas cuTyauus 3akayaeTtcs B TOM, UYTO MEXCETEBble 3KpaHbl npefo-
CTaBASAKTCA NOCTaBUWMKOM 06/1a4HOn cnyx6bbl B KayecTBe 06M1a4yHOro cepBuca B pamkax ob6nayHoin cpeppl.
MexceTeBble 3KpaHbl, NpefocTaBAseMble NOCTABLMKOM 06/1a4HON C/yX6bl, MOTyT 6bITb Kak annapaTHbIMU,
Tak 1 NporpaMMHbIMU, N OKOHYaTe/IbHOE pelleHne OCTaeTcs 3a NOCTaBLMKOM.

MexceTeBble 3KpaHbl 0ObIYHO YCTaHaB/IMBAKTCA Ha BCEX KOHEYHbIX TOYKax, Yepe3 KOTopble NpoxoaaT
noAKNKYEHNA N3 BHELWWHNX ceTen K BHYTPEHHUM CeTAM.

UTo kacaeTcs npuknafgHbiXx 06/1a4HbIX CEPBUCOB, NOCTaBLMK 06/1a4HOM Cnyx6bl, Kak npaBuno, npego-
cTaBnaeT PyHKUMOHaIbHble BO3MOXHOCTU MEXCEeTEBOro 3KkpaHa Kak YacTb 06/1a4HOro cepBuca.

15.3 3awmTa KOHEeYHbIX TOYEK

Vicnonb3oBaHue 06/1a4HbiX CEPBUCOB 0ObLIYHO MpegnonaraeT, 4To noTpebuTens 06/1a4HOl CnyXo6bl ae-
naeT OfHY WM HECKONbKO KOHEYHbIX TOYEK KaXAOro pelleHua B KayecTBe BUAMMbIX M3BHE. Kaxgas Takas

43



FOCT P 70860—2023

ny6ivyHas KOHeYHasi Touka HyXJaeTcs B 3aliuTe, KoTopash 06blYHO NMpefoCcTaBAseTCs Kak 4acTb 06/1a4HOr0
cepBuca. 3alwmTa, Kak npaBunio, BKIOYaeT B cebs:

- MeXceTeBble 3KpaHbl;

- 3alMTy OT pacnpefenieHHbix aTak Tuna «otkas B 06cnyxusaHum» (DDoS);

- CKaHupoBaHue ysi3BUMOCTEIA.

15.4 YnpaBrieHne ngeHtTudumkaymein n goctynom nosib3oBaTenei

KoHTponb gocTyna k pecypcam 06/1a4HblX BbIYUCIEHUA — 3TO BaxHas (QYHKLMOHa/IbHAasi BO3MOXHOCTb
A5 No6bIX 06N1aYHbIX BblMCAEHNA. 3afelicCTBOBaHHbIE PeCcypcCbl BKAKOYAOT B CEOS He TONbKO camy ob6aud-
Hble CEepBUCbI, HO 1 KOMMNOHEHTbI NOTPe6uTenst o6navHol cnyx6bl, Takue Kak NpUoXKeHUs, AaHHble N CEPBU-
Cbl, pa3BepHyTble B 06/1a4HbIX CepBuCax.

Camu obnayHble cepBUCbI 06bIYHO MPeAOCTaBAATCSA MOCTABLWMUKOM 06M1a4HON CAyX6bl C BO3MOXHO-
CTbI0 yNpaBneHna naeHTudukaymen n goctynom. Aaa Apyrux pecypcoB pyHKLMOHaIbHbIE BO3MOXHOCTU A5
ynpaBneHnsa nageHtudukaumein n goctynom o6bIYHO NpeaocTaBnsaAlTCA B Buge obnavyHoro cepsuca, npegna-
raemoro nocTaBLMKOM 061a4YHOl Ccnyx6bl. OANUH U TOT Xe 06/1auHbli CepBUC ynpaBaeHns naeHTudukaymen
M 0OCTYNOM 3a4acTyr) MOXET MCMO/Ib30BaTbCA Kak As1a caMux 06/1a4yHblXx CEPBUCOB, Tak U ANS pPecypcoB no-
Tpebutensa obnavHol cnyxosbl.

Kuncny hyHKUMOHaIbHbIX BO3MOXHOCTEN, KOTOpPblE cneayeT yunTbiBaTb Npu Bbi6Ope 061a4HOr0 cepBu-
ca ynpasneHusi ugeHtudmnkaumeli n 4octynom, oTHocsATCA:

- MOAAEpPXKa NnepefoBbiXx METOA4O0B ayTeHTUdukauum, BkAYass GUOMETPUYECKYIO U MHOTOaKTOpPHYHo
ayTeHTUrKaymio;

- nogaepxka MHTerpauum nokasbHbIX BO3MOXHOCTEN ynpaBneHus naeHTudukaynein n goctynom c 06-
NayHbIM CEpPBUCOM;

- nopAaepxka cucteMol eguHoro Bxoga (SSO);

- NnoApepxka AetasnbHOW aBTopM3auuu.

15.5 WndpoBaHmne gaHHbIX

LWncpoBaHne gaHHbIX ABNAETCA BaxHOW hyHKumel ana obecnevyeHns KOHOUAEHLNANBHOCTN U 3aLu-
Tbl. B 061a4HbIX BbIYNCNEHNUAX AaHHbIe MOTYT WNAPOBATLCA NPU UX XPAHEHUU U NepeMeLLEHUN.

LWndpoBaHne gaHHbIX JO/HKHO OCYLLECTB/IATLCA C MPUMEHEHNEM 3alLMLLEHHbIX MPOTOKO/I0B, B KOTOPbIX
NCNoNb3ylTCcsa KpunTtorpadumyeckne MexaHusMmbl, onpefeniieMble HauWOHaNbHbIMW AOKYMEHTamMu Mo CTaH-
paptmnsauun Poccuitickoli ®epepaunn, Takne kak TLS 1.2/TLS 1.3 (cm. [6], [7]) nan IPSec (cm. [8], [9]). PyHK-
LLMOHa/IbHble BO3MOXHOCTUK WnNhpoBaHns MoryT 6biTb npegocTassieHbl 061a4YHbIMU CEpBUCAMMN.

LWncpoBaHne gaHHbIX NPU XpaHEHUN MOXET BbIMOMHATLCA NoTpebuTenem o61ay4HoOR cnyx6bl (MM npo-
rPaMMHBIM KOAOM, YCTAHOBMIEHHbIM W ynpaBAseMbiM noTtpebutenem), 0AHAKO MHOrme ob6nauvHble CepBUCHI
XpaHeHUa faHHbIX Takke npegnaralnT BO3MOXHOCTb WNJPOBaHNA XpaHaLelica nHdopMawun.

15.6 YnpaBseHue kKiroyamu

Mcnonb3oBaHve wndpoBaHnsa 06a3aTenbHO npejnonaraeT WUCNONb3oBaHWe Knwyel WugpoBaHus.
YnpaBneHue kawyaMmy WNgpoBaHua Heob6xoaMmo A/ obecnevyeHus Hagnexauwein 6esonacHoctn. He cnepy-
eT XpaHUTb KUY BMECTe C NpuoxeHnem. B atom cnyvae, Hanpumep, 3/10yMbllWIEHHUK CMOXET 3aBnajeTb
Konuven KNw4Yen n NnonyunTb A0CTYN K 3aMPOBAHHLIM AaHHbIM.

®yHKUMOHANbHbIE BO3MOXHOCTU yNpaBaeHUS KKUYaMn 4acTo NpefocTaBAAaTCcA B BUAe 06/1avyHbIX cep-
BUCOB A/19 WHTerpauum c pecypcamu, KOTopble MOryT 6biTb camum 06/1a4HbIMU CEpBMCaMMK WM pecypcamu,
pasBepHyTbIMU NoTpebutenem ob6navHol cnyxbbl B 061ayHbiXx cepBucax. O6avHble cepBuUChl MO ynpasne-
HUIO K/Il0YaMW 4acTO OCHOBaHbl HAa MCMNOJ/Ib30BaHWN NOCTaBLYMKOM 06/1a4HON CNyx6bl annapaTHbIX Mogynei
6e3o0nacHoCcTN Ansa obecneyvyeHuss HadeXHol 3aWnTbl KYel WrudpoBaHMS, KOTOPbIMU OHW ynpaBAasioT. He-
KoTopble 06n1ayHble CEPBUCHI YNPaBAEHUSA KKYaMy Camu TeHEepUpPYIOT U XPaHAT K4YnM, B TO BPEMSA Kak Apy-
rme noafepXvBalT KOHUENUUH co3faHus co6CTBeHHbIX kntuen (BYOK), B pamkax KOTOpoi noTpebutenb
06/1a4HON CcNyX6bl MOXET reHepupoBaTb HEOOXOAWMMbIE KIYM W NepefaBaTb WX 06/a4YHOMY cepBuUCY ANS
XpaHeHNs 1 UCNONb30BaHUA. ITY KOHUENUUID MOXHO 3(PEKTUBHO UCNOMNb30BaTh NpU pasBepTbiBaHUM He-
CKOMbKMX 06/1aKOB, KOrga TpeboBaHMA K WM POBAHMNIO PacnpoOCTPaHATCA Ha HECKOJIbKO pa3/inyHbiX 061au-
HbIX CepBUCOB. NMPUMEPOM MOXET CAYXWUTb CUTyaLus, Korga pensinka HeKoTopbiX 3alndpoBaHHbIX AaHHbIX
XpaHuTcs B 06/1a4HOM CepBuce, KOTOPbIA OTAMYaeTCs OT UCXOAHOro o6n1avyHoro cepsuca (BO3MOXHO, Yy ApYyro-
ro nocTaBLMKa 06/1a4HOW CAYyX6bl).
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O6paboTka mHopmauun. O6beM 1 haiiioBas CTpyKTypa komnakT-gucka (CD-ROM)
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30BaHUe POCCUMCKMX KpunTorpaduyeckux anropyutMoB B MpoTokosie 6e3onacHoOCTU
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