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MNpepgnucnoBne

1 PABPABEOTAH AkunoHepHbIM o06lWecTBOM «Hay4yHO-uccnenoBaTesibCKMil U NPOEKTHO-KOHCTPYK-
TOPCKUA WMHCTUTYT WHoOpmaTusaumn, asToMaTuM3auMum U CBA3M Ha XKEee3HOAOPOXHOM TpaHcrnopTe»
(AO «<HUUAC»)

2 BHECEH TexHuyeckum komuteTom no ctaHgaptmsaumm TK 058 «DyHKUMOHanbHaa 6e30nacHOCTb»

3 YTBEPX/JEH W BBEJEH B OEWCTBUE Mprvkasom ®epepasibHOr0O areHTcTBa MO TEXHUYECKOMY
perynuposaHuio 1 meTtposiorun ot 21 anpena 2023 r. Ne 258-cT

4 BBEJAEH BMEPBbIE

MpaBuna NpUMeEHeHMa HaCTOSALWLEero cTaHgapTa YyCTaHOoB/eHbl B cCTaTbe 26 defepasibHOro 3akoHa
oT 29 umioHA 2015 r. Ne 162-®3 «O cTaHgapTulaumm B Poccuiickon depgepauuun». VMIHpopmaums o6 ns-
MEHEeHMAX K HacToALWeMy cTaHaapTy NybankyeTca B eXerogHom (Mo cOCTOSHUI Ha 1saHBapsa Tekywero
roga) UHopmaLMoHHOM yKasaTene «HauuoHasibHble CTaH4apThl», a ouLManbHbli TEKCT U3MEHEeHUN
N NonpaBoK — B eXeMeCSAYHOM WMH(OPMAaLUMOHHOM ykKasaTene «HauuoHanbHble cTaHgapThli». B cnyvae
nepecMoTpa (3aMeHbl) UM OTMEHbl HACTOSLLEero cTaHjapTa CooTBeTCTBYLee yBeJoMIeHne byaeT
ony6/iMKoBaHO B Gnvkanlem BbINyCKe eXemMecA4YHOro MHOPMaUUOHHOro ykasaTensa «HauuoHasbHble
cTaHgapThl». CooTBeTCTBYWLWAas UHpopmauns, yseoMNeHne N TEeKCTbl pasMeLLalnTCca Takke B UH-
hopmaLmnoHHON cucTeme o6Lero nob3oBaHNs — Ha odmumanbHoOM caliTe defepasbHOro areHTcTBa no
TEexHUYeCKOMY perynnpoBaHuio 1 MeTposiornm B ceTu NIHTepHeT (Www.rst.gov.ru)

© OdgopmneHne. drey «MHCTUTYT cTaHfapTmM3ayum», 2023

HacTosiwuii ctaHAapT He MOXeT 6biTb MOJIHOCTbLIO MM YaCTMYHO BOCMPOU3BEAEH, TUPAXMPOBAH U pac-
npocTpaHeH B KauecTBe OPMLMANBHOIO M3faHusa 6e3 paspelleHuns defepasbHOro areHTcTBa No TEXHUYECKO-
My PerysimpoBaHuilo 1 MeTposiornu
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BBepneHne

HacToswmii ctaHpgapT paspaboTaH C LeNbl MNOBbiWEHUA 6e3onacHOCTU M 6ecnepeboitHOCTU OYHK-
LMOHNPOBaHNSA aBTOMATU3UPOBAHHbIX CUCTEM yMNpaBfeHUS TEXHONOTMYECKAMU MNpOLEeccaMy U TEXHUYECKU-
MU CpeAcTBamMu Xesie3HOAOPOXKHOro TpaHcnopTa 3a CcYeT KOMMJIEKCHOTO noAxoAa K 06ecneyeHnio 1 OUeHkKe
(hYHKUMOHANbHON M MHOPMaALMOHHOW 6e30MacHOCTU UX NporpamMMHoOro obecnevyeHus. Takoli noaxof cno-
CO6CTBYET MCK/TIOUYEHUID UMN CHUXEHUID BEPOATHOCTM BO3HMKHOBEHUS pas3/inyHbIX BUAOB yuiep6a OT BO3MOX-
HbIX TPAHCMOPTHbLIX NPOUCLUECTBUIA, BO3HMKAKLWMX BCAEACTBME peannsaumm yrpo3 6e30nacHoCTu, CBA3aHHbIX
C PYHKUMOHMPOBAHMEM MPOrPamMMHOro ob6ecnevyeHus.
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HALUWOHANbHbBIN CTAHAOAPT POCCUWMCKOW SEALEPALUMN

ABTOMATN3NPOBAHHbBLIE CUNCTEMbI YINMPABNEHUA
TEXHOJTOTMYECKUMIW MPOLECCAMU U TEXHUYECKNMW CPEACTBAMMW
XEJTESHOAOPOXHOIO TPAHCIMOPTA

TpeboBaHUsa K PYHKUNOHANbHOW 1M MHOPMaLMOHHOK 6e30MacHOCTU
nporpaMmHoro o6ecrnevyeHnss N MeToAbl KOHTPOSIS

Automated control systems of technological processes and technical facilities for railway transport.
Software functional and information safety requirements and control methods

JNata BBegeHna — 2023—11—01

1 O6nactb NpPMMeHeHUs

HacToAwwmiA ctaHfapT pacnpocTpaHsaeTcsa Ha BHOBb pa3pabaTtbiBaeMoe (MOAEepHU3Upyemoe) unu npu-
obpeTaemoe y noctaBwuka nporpammHoe obecneyveHue (MO) cnegywmx aBTOMaTU3MPOBAHHbLIX CUCTEM
ynpaB/ieHUs TEXHO/IOTMYECKUMUN MpoLueccamMmm U TEXHUYECKMMU CPeAcTBamMu Xene3Ho40pP0oXHOro TpaHcnopTa
(ACY XXT) n nx coctaBHbIX YacTeli (yCTPOICTB), KOTOPble BbIMO/HAT PYHKLUN KOHTPONAS U YNpaB/ieHns Tex-
Ho/MlI0OrMYyeckum ob6opyfoBaHMEM, TEXHUYECKUMU cpefcTBamMu (MCNOJSTHUTENIbHBIMU YCTPONCTBAMU) U TEXHOSO-
rMyeckMmmn npoueccamu ynpasneHnsa n obecneyeHms 6e30MacHOCTU ABMXEHNA NOE340B:

- CMCTEM M YCTPONCTB Xe/e3HOA0POXHOW aBTOMAaTUKM U TeNeMeXaHNKN Ha XeNe3HOLOPOXHbIX CTaHLu-
AX, COPTUPOBOYHBIX FOpPKax W Xene3HoAOPOXHbIX rnepeesfax, neperoHax Xenes3HoA0POXHbIX JINHWUA, cuctem
OUCMeTYepCcKOon ueHTpanusaymm n gUcneTyepckoro KOHTPONA ABUXEHUSA MOe3f0B, B TOM 4uc/ie aBToMaTusu-
pOBaHHbLIX CUCTEM ONEPaTUBHOIO ynpasBfeHNs TEXHONOTMYECKUMU npoueccamu;

- CUCTEM W YCTPOICTB Xe/1e3HOAOPOXHOI0 3/1eKTPOCHABXEHMS;

- CUCTEM M YyCTPOMCTB XeNe3HOA0POXHON 3N1eKTPOCBA3MN.

HacTtoAwwnii cTaHgapT He pacnpocTpaHseTca Ha MO cucTem, KOMNAEKCOB W YyCTPOWCTB ynpasfieHus,
KOHTPO/ISA 1 6e30NacHOCTU, KOTOPbIMW OCHALLAaeTCA Xesie3HOAOPOXHbIV NOoABMXHON cocTaB. COOTBETCTBY-
louwue TpeboBaHMa U MeToAbl KOHTponsa Ana MO cucteM, KOMMNEKCOB W YCTPOWCTB ynpaBieHWs, KOHTPO-
na 1 6e30NacHOCTU XeMe3HOA40POXHOro NOABMXHOIO cocTtaBa ycTaHoBseHbl B TOCT 33435, TOCT 34009 u
FOCT 34673.3.

HacToAwwii ctaHgapT ycTaHaBivBaeT Tpeb6oBaHMA K (DYHKUMOHANbHOW U MHOopMaLMoHHOW 6e3onac-
HocTn MO ACY XKT, a Takxe NopsafoK U MeToAbl KOHTPOJIA COOTBETCTBUA 3TUM TpeboBaHUAM.

HacToAwwnii ctaHgapT NPUMEHSOT:

- nNpy popMMnpoBaHNN TPeBOBaHN K YHKLMOHAIbHO 1 nHopMayoHHol 6e3onacHocTy MO ACY XT,
COr/lacoBaHUM TEXHUYECKNX 3afaHunii, TEXHUYECKMX YC/IOBUI 1 3afaHnin no 6es3onacHocty Ha MO ACY XT nnn
Ha ACY XXT B uenom, npoBoAMMbIX Ha cTagun paspaboTku ACY XXT u Bxogsauwero B ux coctas [0;

- opraHuM3aynn OueHKu (PYHKLMOHaNbHOW M MHOpMaunoHHon 6e3onacHocTy MO ACY XT, BbinosiHsAe-
MOl Ha BCex CTaAusax XM3HeHHoro uukna ACY XXT u Bxogauwero B ux coctaB MMO;

- 3aK/I04EeHUM OOroBOPOB Ha 3akynky (nmocTtaBky) u npu npuemke MO ACY XT n ACY XT B uenom
(c Bxogawmum B nx coctas MO).

2 HopmMaTuBHbIE CCbIIKN

B HacToAWeEM cTaHAapTe UCNOo/b30BaHbl HOPMAaTUBHbLIE CCbINIKUM Ha cneaylowmne ctaHgapThl:
FOCT 33358 besonacHOCTb (PyHKUMOHasbHas. CucTeMbl ynpaBfieHUs u obecnedyeHuss 6e30MacHOCTM
ABUXEeHUsA noe3foB. TepMUHbLI 1 onpefesieHna

M3gaHne opuuynanbHoe
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FOCT 33433—2015 Be3onacHoCTb (PyHKUMOHaNbHAaA. YnpaBfeHMe pUcKkaMy Ha Xesie3HOLOPOXHOM
TpaHcnopTe

FOCT 33435 YcTpoiicTBa ynpaBneHusi, KOHTPOAS 1 6€30MacHOCTU Xene3HO40POXHOro NoABUXHOIO CO-
ctaBa. TpeboBaHus 6e30MacHOCTU U MEeTOAbl KOHTpPONA

FOCT 33892—2016 Cuctembl XenesHoA0pPOXHON aBTOMATUKM U TefleMexXxaHUKM Ha COPTUPOBOYHbIX
cTaHuusax. TpeboBaHnsA 6e30MacHOCTM M MeTOoAbl KOHTpONs

FOCT 33893—2016 Cuctembl Xene3HOA40POXHON aBTOMaTUKN U TeIEMEXAHUKN Ha XEeNe3HO40POXHbIX
nepeesgax. Tpe6oBaHus 6e30NacHOCTN M METOAblI KOHTPO/ISA

FOCT 33894—2016 CuncTeMbl XeNe3H040POXHON aBTOMATUKN U TeleMexXaHNKN Ha XXene3HOo[0POXHbIX
cTaHUuuax. Tpeb6oBaHUsA 6e30MacHOCTM U MEeTO4bl KOHTPONSA

FOCT 33895—2016 CucTtembl Xefe3Ho40P0XHON aBTOMATUK/ M TeleMexaHuKn Ha neperoHax xenes-
HOAOPOXHbIX NMHNIA. TpeboBaHUA 6€30NacHOCTM N MeToAbl KOHTPO/SA

FOCT 33896—2016 CucTembl gMCNeTYEPCKON LeHTpanmsaumm u gUucneT4epckoro KOHTPONsS ABUXKEHUS
noe3goB. TpeboBaHMss 6€30MacHOCTU M MEeTOAbl KOHTPONs

FOCT 34009 CpepcTtBa M cucTeMbl ynpaBiieHUA Xene3HOLOPOXHbIM TATOBbIM MOABMXHBIM COCTaBOM.
TpeboBaHMA K NporpaMMHOMY 06ecneyeHunio

FOCT 34530 TpaHCnopT Xene3HoAopPOXHblii. OCHOBHbIE MOHATUA. TEPMUHbI 1 ONpeaesieHuns

FOCT 34673.3 TArosblii NOABMKXHON COCTaB Xene3HO40POXHbIN. UacTe 3. MeTogbl KOHTPONS BbINO/HE-
HUA PyHKUMWI ycTpolicTBamu, obecneynBarMMn 6e30MacHOCTb ABUXEHUSA

FOCT IEC 61508-3—2018 ®yHKuMOHanbHas 6e30MacHOCTb CUCTEM 3/1EKTPUYECKMX, I/TEKTPOHHbIX,
nporpaMmmumpyembiX 3/IEKTPOHHbIX, CBA3aHHbIX C 6e30nacHocTbio. YacTb 3. TpeboBaHusa K nporpaMmmHoOMy obe-
cneyeHuo

FOCT P 50739 CpepactBa BblUMCANTEIbHON TEXHMKW. 3awuta OT HECaHKUMOHUPOBAHHOrO AocTyna K
nHopmaumn. O6wmMe TexHnyeckme TpeboBaHus

FOCT P 56939 3awwuta nHdopmaynun. PaspaboTka 6e3onacHoOro nporpammMHoro obecnevenus. Obwune
TpeboBaHus

FOCT P 57628 WHcopmaymoHHasa TexHonorus. Metogbl n cpegctea obecnevyeHus 6esonacHocTu. Py-
KOBOACTBO No pa3paboTke npodusiein 3awutbl 1 3agaHnii No 6e30nacHoOCTU

FOCT P 58285—2018 CucTeMbl Xe/ie3HOAOPOXHOM aBTOMAaTUKN U TesieMexaHWKn Ha BbICOKOCKOPOCT-
HbIX XEe/e3HOAOPOXHbIX NMHUAX. CUCTEMbI UHTEPBANIbHOTO PeryinpoBaHns ABUXeHUs noe3fos. TpeboBaHus
6e30nacHOCT/ M MeToAbl KOHTPONSA

FOCT P 58412 3awuta nHgopmauun. PaspaboTka 6e30nacHOro NnporpaMMHOro obecnevyeHusi. Yrposbl
6e30MacHOCTM MHgopMauun nNpu pa3paboTke NPorpamMmMHOro obecneyeHus

FOCT P 58489 ®dyHKyMoHanbHasi 6€30MaCHOCTb CUCTEM 3NEKTPUYECKUX, 3NEKTPOHHbIX, NPOrpamMmmMumpy-
€MbIX 3/IEKTPOHHbIX, CBA3aHHbIX ¢ 6e3onacHocTbi0. YacTb 3-1. TpeboBaHua K nporpaMmMmHOMYy obecrneyeHuio.
MoBTOpHOE MCMNOMIb30BaHWE YXe CYLLeCTBYIOLWMX 3/IEMEHTOB NPOrpaMMHOro obecneyeHus Ana peanusauuu
BCEWN MM YacTu PyHKUMM 6e30nacHoCTU

FOCT P 58972 OueHka cooTBeTcTBMA. Obwme npaBuna otébopa o6pasLoB A1 UCMbITAHUA NPOAYKLMN
npu NoATBEPXAEHUN COOTBETCTBUSA

FOCT P NCO/M3K 15408-2 NHdopmaunoHHas TexHonorusa. MeTtoabl M cpepctBa obecneyeHus 6es-
onacHocTu. Kputepunm oOueHKM 6e30MacHOCTM MH(OPMAaLUNOHHbIX TexHonorun. Yactb 2. PyHKUMOHANbHbIE
KOMMNOHeHTbl 6e30nacHOCTM

FOCT P M3K 61508-5—2012 ®yHKuMoHasibHass 6e30NacHOCTb CUCTEM 3NEKTPUYECKUX, INTEKTPOHHbIX,
nporpaMMmnpyembiX 3/1€KTPOHHbIX, CBA3aHHbIX C 6e3onacHocTblo. YacTb 5. PekomeHgaunn no npuMeHeHuto
MEeTOZ0B onpefeneHns YpOBHEN MOMHOTHI 6e30nacHoCTur

FOCT P M3K 62279—2016 >enesHble goporu. CuctemMmbl CBA3M, CUTHANU3aUUM 1 06paboTKu faHHbIX.
MporpammHoe obecneyeHne cUCTeM ynpaBiieHUs M 3aliUTbl Ha Xese3HblX goporax

MpumeyaHne — lMpu NONb30BaHUN HACTOSLLMM CTaHAAPTOM Lies1iecoo6pasHO NpoBEpPUTL AENCTBME CCbIIOYHbIX
CTaH4apTOB B MH(hpOPMAaLMOHHOM crucTeme obLero nosib3oBaHns — Ha omumanbHOM caiite defgepasibHOro areHTcTBa no
TEXHUYECKOMY PEryiMpoBaHunio 1 METPOJIOTMN B CETU VIHTEPHET WM MO eXerogHomMy nHdopMaLMoHHOMY ykasaTento «Ha-
UMOHa/bHbIE CTaHA4apPTbI», KOTOPbI 0Ny6/IMKOBaH MO COCTOSIHMIO Ha 1 SHBapsi TeKyLero roga, 1 no BbiMyckam eXemecsu-
HOro MHJIOPMaLMOHHOIO yKasaTensi «HaumoHaslbHble CTaHAapTbI» 3a TEKYLUMIA rog, EC/n 3aMeHEH CCbINMOYHbIV CTaHdapT,
Ha KOTOpbIl faHa HeAaTMpOBaHHAs CCbIfka, TO PEKOMEHAYETCS UCNOMb30BaTh AEMCTBYIOLLYI0 BEPCUIO 3TOTO CTaHAapTa
C YYETOM BCEX BHECEHHbIX B JaHHYH) BEPCUIO U3MEHEHWIA. ECnM 3aMEHEH CCbISTOYHBIV CTaHAapT, Ha KOTOpbIA gaHa AaTu-
pOBaHHas CCbIfKa, TO PEKOMEHAYETCS MCMO/b30BaTh BEPCUIO 3TOTO CTaHZapTa C yka3aHHbIM BbilLE FO0M YTBEPXAEHUS

2
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(NpuHsTUA). ECnm nocne yTBEPXAEHUS HACTOSLLEro CTaHAapTa B CCbIIOYHLIA CTaHAAPT, Ha KOTOpbIi AaHa AaTupoBaHHas
CCbUIKa, BHECEHO U3MEHEHVE, 3aTparvBaoLLee NoJsIoKeHNe, Ha KOTOPOE [laHa CCbIfKa, TO 3TO MOJIOKEHNE PEKOMEHIYETCS
NPUMEHATL GE3 yyeTa [aHHOrO N3MeHeHUs. ECM CCbIIOYHBIA CTaHAapT OTMEHeH 6e3 3aMeHbl, TO MOSIOXKEHNE, B KOTOPOM
[laHa CcCblKa Ha HEero, peKOMeHAyeTcs NPUMEHSITb B YacTy, He 3aTparvBaroLLeli 3Ty CCbUTKy.

3 TepmMuHbI U onpegeneHns

B HacToswem ctaHfapTe npumeHeHbl TepMuHbl no TOCT 33358 n NOCT 34530, a Takxe cnegytwoume
TEPMUVHbI C COOTBETCTBYHLWNMW ONpeAESIEHUAMU:

3.1 aBTOMaTM3nMpoOBaHHaA cCuUcTema ynpaBsieHUA TEXHO/IOTMYECKMMU NpoueccaMm U TEXHNYECKN-
MW CcpeAcTBaMU Xene3sHOA4OPOXHOro TpaHcrnopta; ACY XT: Cwuctema, coctosilas M3 KOMMjekca npo-
rpaMMHbIX U TEXHUYECKMX CPeACTB U nepcoHana, peanusylwas MHOOPMaLnOHHYIO TEXHOTOTUIO BbINOJSTHEHUS
YCTaHOBMAEHHbIX (DYHKLWIA KOHTPOMSA U ynpaBieHUs TEXHONOIMYeCKUM 060pyAOBaHMEM, TEXHUYECKUMU Cpes-
cTBamMun (MCNOMHUTENbHBIMYU YCTPOWNCTBAMU) N TEXHONOTMYECKMMIU NpoLeccaMu ynpasrieHus n obecnevyeHus
6e30MacHOCTM ABUXEHNS NOe3[0B.

3.2 6e30MacHOCTb MHOpMaumn: CocTosHMe 3alULLLEHHOCTU UHopMaLun, Npu KoTopoM obecneun-
BalTCA Takme ee XxapakTepUCTUKU, KaK LLeSIOCTHOCTb, AOCTYNHOCTb, KOHPUAEHLNANBHOCTD.

3.3 3aka3umk: OpraHusauus, No 3asiBKe 1 40roBOpPYy C KOTOPOW ocyuiecTBaseTca paspaboTka u/unm no-
ctaBka MO kak caMOCTOATE/IbLHOrO M3genusa uam paspaboTka u/mam noctaBka aBTOMaTU3UPOBAHHON CUCTEMBbI
ynpaB/ieHus, B cocTaB KoTopoit BxoguT MO.

3.4 3alWMnTHbIW OTKa3: Cob6blTMe, NpM KOTOPOM YCTPOWCTBO, cMcTeMa MepexoauT B 3allUTHOE Co-
cTosiHKE.

3.5 nHopmaymoHHaa 6e3onacHocTb MO: CocTosiHe MO, NpyM KOTOPOM OHO He sIBNAeTCA MCTOM-
HUKOM yrpo3 6e3onacHocTu mHopmayumn ana Blaumogencreywmux c MO cpeacts (cuctem) n obpabaTbiBa-
€MbIX UMW [aHHbIX, U NpU KOTOpoM obecneynBaeTcs LENOCTHOCTb mcnonHsemoro koga MO v uenocTtHOCTb,
[OCTYMHOCTb, KOHhMAeHUManbHOCTbL obpabaTbiBaeMblxX (3awmuaemMbiX) UM AaHHbIX.

3.6 KOMNblOTepHaAa ataka: LleneHanpaB/fieHHOE HECAHKLVWOHUPOBAaHHOE CeTeBOe KOMMbIOTEpPHOEe BO3-
pelictBne (MM ux NocnefoBaTeslbHOCTb) Ha MHOPMALMOHHBLIA pecypc, OCyLLecTBASEMOe HapylwuTenem c
NPMMEHEHNeM NPOrpamMMHbIX W/UAnM NporpammHo-annapaTtHbiX CPeacTB M UHAPOPMALMOHHBIX TEXHONOTUl B
Luensax peanusauuu nonbITOK HapyweHus u/unm npekpaweHns (pyHKUMOHMPOBaHUA WHGOPMaLNOHHOIO pe-
cypca wunu peanusaunm yrposbl 6€30nacHOCTU MHGpoOpMauum, obpabaTbiBaeMoli TakuM pecypcom.

3.7 MOHUTOPWHTI aKTUBHOCTN Nnporpammbl: onyyeHvne cBefeHuidi 0 B3aMMoaelicTBUM nNporpamMmbl co
cpepnoli ee YHKUMOHMPOBAHUSA U APYTMMMX MporpaMmMamu, O B3auMOAEeNCTBUN MeXAy KOMMOHEHTaAMMW Camoii
nporpamMMbl B MpoLEcce yCTaHOBKM MporpamMMbl B cpefy (hyHKLMOHUPOBaHUSA, B NpoLecce 3anycka, HacTpoii-
KN 1 PYHKLMOHMPOBAHNSA MPOrpaMmbl.

MpumeyvyaHne — [aHHblii BUA paboT ABNSETCS METOAOM uchbiTaHuii TMO.
3.8
HefeKapupoBaHHble BO3MOXHOCTM (MPOrpaMMHOro obecnedeHuns): dyHKUUMOHANbHbIE BO3MOX-

HOCTM NMPOrpaMMHOro o6ecneyeHunsi, He onucaHHble B AOKYMEHTaL UM,
[FOCT P 51275—2006, nyHKT 3.8]

3.9

HeCaHKLWOHMPOBaHHbI AOCTYyN: [JocTyn K MHhopMauun uam K pecypcam aBToOMaTu3vpOBaHHOW WH-
pOpMaLMOHHON CUCTEMbI, OCYLLECTBSAEMbI C HApPYLWEHUEM YCTaHOB/IEHHbIX NpaB uU/Man npasun goctyna.

MpunmeyaHna

1 HecaHKUMOHUPOBaHHbI JOCTYN MOXET 6bITb OCYLLECTBMIEH NPeAHAMEPEHHO UK HENpeaHaMEPEHHO.

2 MMpaBa v npasuna Aoctyna K MHdopmauunm 1 pecypcam WHMOPMALMOHHON CUCTEMbI yCTaHaB/MBAOTCH A1
npoLeccoB 06paboTkn MHopMaLmMKn, 06CAyXBaHUA aBTOMaTU3MPOBAHHOW MHAOPMAaLVOHHON CUCTEMBI, U3MEHEHMUSI
NPOrPamMMHbIX, TEXHUYECKMX Y MHDOPMALMOHHBIX PECYPCOB, a TaKKe MOMyYeHUs HopMaummn O HUX.

[FOCT P 53114—2008, cTtatbsa 3.3.6]
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3.10

nosiHoTa 6e3onacHocTu (safety integrity): BepoAaTHOCTb TOro, 4Yto cuctema, cBsidaHHas ¢ 6esonac-
HOCTbIO, ByAeT yAOBMETBOPUTENBHO BbINOMHATL TpebyeMble (OYHKUMM 6e30MacHOCTU MpU BCEX OrFOBOPEH-
HbIX YC/TIOBUAX B TeYEHVe 3aJaHHOro MHTepBasia BPEMEHMN.

[FOCT P M3K 61508-4—2012, cTtatbs 3.5.4]

311

nporpammHoe obecneyeHne: COBOKYMHOCTb Mporpamm cUCTeMbl 06paboTKM MHOpMaLMK 1 Mpo-
rPaMMHbIX AOKYMEHTOB, HEOOXOANMBIX ANA 3KCNayaTauum 3TUX NPorpamm.
[FOCT 19781—90, cTtaTba 2]

MpumeyaHne — B obwem cnyyae MO BwIOYaeT B cebA MUKPONPOrpamMmHoe, O0OLEeCUCTEMHOE U
npuknagHoe IMO.

3.12 paspaboTumk: OpraHusauusi, ocyuwecTBasolLas pa3paboTKy NporpamMHOro obecrneyeHus ans
peanusauunn 3akasumky (notpebutento).
3.13

CTaTUYECKMIA aHa/IM3 UCXOAHOro Koda nporpaMmbl: Bug pa6oT no MHCTPYMEHTaNbHOMY Ucc/epo-
BaHWIO MPOrpamMmMbl, OCHOBAHHbIA Ha aHann3e UCXO4HOro Koda NporpaMMbl C UCMO/b30BaHUEM creuunani-
3MPOBaHHbIX UHCTPYMEHTA/IbHbIX CPEeACTB (CTATUUYECKMX aHa/M3aTopoB) B pexume, He npegycMmaTpusato-
WeM peanbHOro BbIMOMHEHUA KoAa.

[FOCT P 56939—2016, nyHKT 3.15]

MpumevyaHne — [aHHblii BAL paboT ABNSETCA METOAOM ucnbiTaHuii MO.
3.14

TecTupoBaHve Ha MNPOHUKHOBEHMe: Bug paboT no BbiABAEHUO (MNOATBEPXAEHUID) YA3BUMOCTEN
nNporpamMmMbl, OCHOBaHHbI Ha MOAENMPOBaHUN (MMUTALUKN) AeACTBUI NOTEHUMANbHOI0 HapyLlwmTens.
[FOCT P 56939—2016, nyHKT 3.16]

MpumeyaHune — [aHHbli BUA paboT SBASETCA METOA0M mcnbiTaHuid MO.
3.15

yrposa (6esonacHoctu nHgopmauumn): COBOKYNHOCTb YC/I0BWIA M (DaKTOPOB, CO3AatloLnX NOTEHLM-
asflbHY0 UK peanbHO CYLLECTBYIOLLY ONacHOCTb HapylleHus 6e30macHOCTU MHopMaL MK,
[TOCT P 50922—2006, cTtaTba 2.6.1]

3.16

YPOBEHb MOMAHOTLI 6e3onacHocTu; YIMB [safety integrity level (SIL)]: AMCKpeTHbIi ypoBeHb (Npu-
HUMaKLWNA O4HO M3 YeTblpex BO3MOXHbIX 3HAYeHWIi), COOTBETCTBYIOLWMNIA Anana3oHy 3HAYEHWA MOSHOTbI
6e30nacHOCTX, NpY KOTOPOM YPOBEHb MOJSIHOTbI 6€30NacHOCTU, paBHbl 4, ABASETCA HaMBbLICLIMM YPOB-
HeM NOsIHOTbl 6e30MacHOCTM, a ypoBeHb NOJSIHOTbI 6€30MacHOCTU, paBHbIi 1, COOTBETCTBYET HaMMEHbLU e
nosiHote 6e30MacHoOCTH.

[FOCT P M3K 61508-4—2012, ctatbsa 3.5.8]

MpumeyaHne — YpoBeHb NOMHOTLI 6e3onacHocT ACY XXT BKIOYaeT:
- 3HayeHune (Ananas3oH 3HaYeHWiA) KOIMYECTBEHHOrO Lies1eBOro nokasatens (pyHKUMOHasIbHOM 6e30MacHOCTY;
- KOMM/IEKC MEPONpUSTUN, OCYLLECTBNSEMbIX 418 AOCTVXEHWSA MOSHOTLI 6E30MacHOCTU B OTHOLLEHUM CUCTEMATU-

YeCKnx OTKa30B.

3.17

ypOBEHb NOAHOTbLI 6e30MacHOCTM NporpaMMHOro obecneyeHust (software safety integrity le-
vel): CToilkocTb K cucTeMaTUyeckum oTkaszaM 3/1IEMEHTa NMpPorpamMmHOro o6ecrneyeHus, sSIBNSOLETOCS
4yacTbilo noacucTtemMbl NN CUCTEMBI, CBsI3aHHOl ¢ 6e30MacHOCTLI0.

[FTOCT P M3K 61508-4—2012, ctatbs 3.5.10]
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3.18

YA3BMMOCTb: HepgocTtaTok (cnabocTb) NporpaMmMHoro (NMporpaMmMHO-TEXHUMUYECKOr0) cpefcTBa UanM WH-
pOpMaLMOHHON CUCTEMbI B LIe/IOM, KOTOpbI(as) MOXeT 6biTb MCNONb30BaH(a) AN peanusauunm yrpos oe-
30MacHOCTM UHopMaLuu.

[FOCT P 56545—2015, nyHkT 3.3]

3.19

ha33nHr-TecTMpoBaHme nporpamMmmbl: Bug paboT no mccrefoBaHUO NpPorpaMmbl, HanpaBneHHbIN
Ha OLEHKY ee CBOWCTB M OCHOBaHHbIM Ha nepegaye nporpamme cay4yaiHblX uUnm cneumanbHo chopMmupo-
BaHHbIX BXOAHbIX AAHHbIX, OT/IMUYHbIX OT AaHHbIX, NPEeAYCMOTPEHHbIX afNropuTMOM PaboTbl NPOrpamMmMbl.
[FOCT P 56939—2016, nyHkT 3.21]

MpumeyaHune — [laHHblii BUG paboT ABASETCA METOAOM McnbiTaHuid MO.

3.20

hyHKUMOHaIbHas 6e30nacHOCTb: CBOICTBO 06beKTa Xee3HO40P0XHOro TpaHcnopTa, CBSI3aHHOIO
¢ 6e30MacHOCTbI0, BbINOMHATL Tpebyembie PYHKLMM 6€30NacHOCTU Npu BCEX NPefyCMOTPEHHbIX YCA0BUAX
B TeYeHue 3afaHHOro nepuoga BpeMeHM.

[FTOCT 33432—2015, cTtatbsa 3.1.29]

3.21

PyHKUMOHa/IbHOE TECTUPOBaHMe NporpamMmmbl: Bug pa6oT no nccrefoBaHUio nporpammsl, Hanpas-
NeHHbI Ha BbISIB/IEHME OT/INUNI MEXAY €e peasibHO CyL,eCTBYHLWMMM U TpebyeMbiIMU CBONCTBaAMMU.
[FOCT P 56939—2016, nyHKT 3.20]

MpumevyaHne — [aHHblii BUA paboT ABNSETCA METOAOM uchbiTaHuii TMO.

3.22

3KCNepTM3a NCXOQ4HOro Koga nporpamMmbl: Bua paboT no BbisIBIEHWIO HEAOCTATKOB NporpamMmbl (no-
TEeHLUMaNbHO YS3BMMbIX KOHCTPYKLWIA) B MCXOAHOM KOAe NpOorpaMmbl, OCHOBAHHbI/ Ha aHann3e WCXOAHOro
Koja nporpaMMbl B pexuMe, He npejycMaTpuBall,eM peasibHOro BbIMOSTHEHUS KOAA.

[FOCT P 56939—2016, nyHKT 3.22]

MpumeyaHne — [aHHblii BUAG paboT ABASETCAS METOAOM uccnenosanus MO.

4 OO6Lue nonoxeHms

4.1 BbicOKas CTeneHb 3HAYMMOCTM 6e30MmacHoro u 6e30TkasHoOro PYyHKUMOHUPOBAHUA Xesle3HO40POX-
Horo TpaHcnopta Poccuiickoin ®epgepauynn n ero 3aBucumoctb oT ACY XKT TpebyeT oTHeceHuss ACY XT k
obbekTam, nognexalum saumte oT Yyrpo3 uUx YHKLUOHMPOBaHWUIO (Yrpo3 BbIMNOMHEHWUIO DYHKUMI 6e3onac-
HOCTW NO OCHOBHOMY NpefHa3Ha4yeHunto), B TOM 4Yucse OT yrpo3 6e30nacHOCTM UHAOPMALUN KaK OTAEs/IbHOro
Buaa yrpos gna ACY XT, n KOMN/eKCHOro nogxofa k obecrneyeHntio YHKUMOHANBbHOW U MHAOPMaLNOHHOM
6e3onacHoCcTM BXxoaswero B Hux MO.

B cooTBeTCTBMMN C TPpe6OBaHUSAMU TEXHUYECKNX perameHToB TamMoXeHHoro cot3sa [1], [2], MO ACY XT
[O/MKHO obecneunBaTtb 6e30nNacHOCTb PyHKUMOHMpOBaHnsa ACY XT.

dyHKyMoHanbHasa 6e3onacHocTb MO ACY XT pgonxkHa obecneymBaTbCsl B COOTBETCTBMU € TpeboBaHMUA-
MW, YCTaHOBNEHHbIMU pa3genom 5 u FTOCT P M3K 62279.

MHdopmaumoHHaa 6e3onacHocTb MO ACY XT gomkHa obecneynBaTbCA B COOTBETCTBUM C TpeboBaHu-
MW HOPMAaTUBHbLIX MPaBOBbIX akToB [3]—[8], pa3genom 6, yTouHALWMUM TpeboBaHMS yKasaHHbIX HOpMaTuUB-
HbIX NPaBOBbIX aKTOB NMpuUMeHuTenbHo K MO ACY XT kak yactn ACY XXT, a Takke TpeboBaHMAMMN 3aKa3zuuka
ACY XT B obnactn obecneyeHns MHPOPMaLUOHHON 6e30nacHOCTH.

4.2 Pesynbtatbl oueHkn MO ACY XT, nonyyeHHble C MUCMNO/b30BaHMEM YCTAaHOB/IEHHLIX B pasgene 7
MeTO[0B MCNbITAHUA, NpefHa3HauvYeHbl 4159 UX NpeabsaBNeHUsN:

- pa3paboTyMKOM 3aKa3yuMKy B KayecTBe NOATBEPXAEHUS (PYHKLMOHANBHON U MHOPMAaLUOHHON 6e3-
onacHocTn MO ACY XT u ACY XT B uenom gss nNpuHATUA 3aKa3yMKkoM pelueHus 06 nx 3akynke (nocTaBke)
N NpuemMKe B aKcnyaTtauuio,
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- 3aKa34YukoM KOHTPOJIMPYHLEMY YNO/THOMOYEHHOMY (hefepanbHOMY OpraHy UCNOSTHUTENbHOW BacTu
(panee — ynosiIHOMOYeHHbIN ®OVIB1)) ana noaTBEPXKAEHUS BbINOSIHEHUA TPEO6OBAHMN HOPMATUBHbLIX NpaBo-
BbIX aKTOB B 06/1aCcTh ob6ecnevyeHnss 6e30MacHOCTN KPUTUYECKON MHGOPMAaLMOHHON MHQPaCTPYKTYypbl Poccuii-
ckoli ®epepauun npu akcnayatayum ACY XT.

4.3 HeobGx04MMOCTb MPOBEAEHNS OLEHKN COOTBETCTBUS TpeboBaHUAM MO (PYHKLMOHABLHON 1 nHGop-
MaLunoHHOI 6e3onacHocTn O koHKpeTHO ACY XXT onpegensercs ee 3aka3yMkoM C yyeTom TpeboBaHuii
HOpPMaTMBHbIX MPaBoBbIX akToB [3]—[8], TpeboBaHWii HacToAWeEro ctaHaapTa.

4.4 TpeboBaHUA K PYHKUMOHANbLHOM 1N MHhbopmaynoHHoli 6e3onacHocTn MO koHkpeTHo ACY XT npu-
BOASATCA pa3paboTunMkoM B TEXHMYECKOM 3adaHummn (TEXHUUYECKMX YCMOBUAX, 3afaHuM no 6e30MacHOCTM) Ha
MO ACY XXT wnnu ACY XKT B LeNOM 1 COr1acoBbIBAOTCA € 3aKa3ynMkom (Npu ero Haanyum).

5 TpeboBaHMA K OYHKUNOHaNIbHOW 6e30MacHOCTU
nporpaMMHOro obecneyeHus

5.1 O6wwme TpeboBaHUsA

5.1.1 MO ACY XXT go/mkHO 6bITb pa3paboTaHo, CNPOEKTUPOBAHO M N3rOTOBIEHO TakKMM 06pa3omM, YToObI
BO BCEX NMPEeAYCMOTPEHHbIX NPOEKTHON AOKyMmeHTaymeln Ha ACY XXT ycnoBusix n pexunmax paboTtbl npu cobto-
OeHUN Bcex TpeboBaHWi, yCTaHOB/IEHHbIX B 3KCM/yaTaluMOHHON [OKyMeHTauun, obecnedymBanacb peanusa-
uma Bcex yHKUMI 6e30MacHOCTM B TeYeHue Xu3HeHHoro uuknia MO no NOCT P M3K 62279, TOCT P 58489.

5.1.2 MO ACY )T, kak BCcTpamBaemoe B annapartHble cpefcTsBa, Tak U MocTaB/isemMoe Ha HOCUTeNAX
UHopmMauumn, AOMKHO:

- KOPPEKTHO BbIMOMHATL BCe PYHKUMM ob6ecneyeHns 6e30NacHOCTU ABUXEHUA NOE3[0B;

- ObITb TECTUPYEMbBIM;

- coxpaHfATb paboTocnocobHOCTbL MOC/ie nepes3arpy3ok, Bbi3BaHHbIX COOSIMM U OTKasamu annapaTHbIX
CpeacTB M UCTOYHWKOB 3/1EKTPONUTAHUS;

- KOHTpO/AMpoOBaTb LENOCTHOCTb NPOrpamMmM U faHHbIX;

- obecneyuBaTb ONepaTUBHbI/ KOHTPO/Ib BO3HMKHOBEHUSA OTKa30B M owmnbok MO 1 annapaTHbIX CPeACTB.

5.1.3 lMNporpamMMHOe ob6ecneyeHne nNpu oBGHapyXeHUWM B HEM OTKasza [O0/HKHO obecneumBaTb NepeBof
ACY XT B 3alMTHOE COCTOSHME, UCK/IYaKLlee BEPOATHOCTb BO3HUKHOBEHUSA BO3MOXHbIX TPaHCMOPTHbIX
NpPoOVCLIECTBUI, B TOM YMCNEe NMPWM UCMNOJ/Ib30BaHWUM 3alUTHOTro oTkasza ACY XT.

5.1.4 MO ACY XT gonxHo obecneunBaTtb BOCCTaHOBMEHNE PaboTOCNOCOBHOro coctosaHua ACY XT u3
COCTOSIHUA 3aLMUTHOrO OTKa3a TOJIbKO C yyacTMem 3KCnayaTalMoHHOro nepcoHana.

5.1.5 Tpe6oBaHns No (yHKUMOHaNbHOW 6e3onacHocTn MO ACY XXT #o/mkHbl 6biITb OnNpeAesieHbl B
cooTBeTCTBUM C (hyHKumamMn ACY XXT, gnsa KOTOpOlK OHO npefHasHavyeHo, U TpeboBaHMSAMKU 6e30MacHOCTU
K BbINO/IHEHWIO AaHHbIX (OYHKUWUI. Mpu 3ToM TpeboBaHUA 6€30MacHOCTUM AO/DKHblI yYUTbiBaTb BO3MOXHOCTb
OWMNBOYHBbIX NN HEKBANUMULMPOBAHHbLIX AENCTBUI ONepaTUBHO-TEXHMYECKOrO MepcoHasna B Mpouecce 3Kc-
nayaTtaumm n TeXHUYECKOro conposoxaeHuna ACY XKT.

5.2 ypOBHI/I MosIHOTbI 6e30MacHoOCTM nporpaMmmMmHoOro obecnevyeHuns

5.2.1 HeobxoauMmblii ypoBeHb MOMHOTLI 6e3onacHocTM MO AoMKeH 6bITb ONpeaesieH ANA KaXAoNn dyHK-
uun 6esonacHocTu, peannsyemoi B NO ACY XT, Ha OCHOBe YPOBHS puUcka, CBA3AaHHOIO C MUCMOJSIb30BaHMEM
MO B ACY XT (cm. TOCT P M3K 62279—2016, nyHKT 4.3), 1 ypoBHEM MonHoTbl 6e3onacHoctn ACY XT B
Lesiom, Mcxoas U3 KpUTUYHOCTU NOCNEeACTBUIA, KOTOpPble MOTyT BO3HWKHYTb BC/eACTBME OTKasa OfHON Wn He-
CKONbKMX (DYHKUMIA 6€30NacHOCTU 1 BEPOSATHOCTU HACTYN/IEHNSA AAHHOTO COObITUS.

OnpepeneHne ypoBHS pucka ocylecTBaatT B cooTeBetctBunm ¢ NOCT P M3K 61508-5—2012 (nyH-
KTbl A.5—A.7 npunoxeHua A, npunoxenna B—E), TOCT 33433—2015 (pasgenbl 5—8).

5.2.2 Tpeb6oBaHuA K PyHKUMOHaNbHOU 6e3onacHocTu MO ACY XXT ¢ oyHKUuMsaAMM 6e30nacHOCTU 3a4akT
B €r0 TEXHMYECKOl AoKymMeHTauun gnddepeHLnpoBaHHO ANA KaXAoi BbIMOMHAEMON MM yHKuMn 6e3onac-
HOCTM Ha OCHOBE aHanu3a pe3y/bTaTOB COOTBETCTBYHLUX TEOPETUYECKUX WU/MAN IKCNEepUMEHTaNbHbIX WC-
cnefoBaHuin 1 UCNOMb30BaHHbIX METOA40B pa3paboTku n npoektuposaHus MMO.

1) YnonHomoueHHbIli POVIB — dhepepanbHblii opraH UCNOMHUTENBHON BAACTW, YNOSHOMOUYEHHbI B 06nact obe-
crneyeHnss 6e30MacHOCTM KpUTUYECKOW NHGIOPMaLMOHHON MHbPacTpyKTypbl Poccuiickoin depepaumm 1 TeXHUYECKOl 3a-
LWUTbI UHhOpMaLMK.

6
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5.2.3 3HaueHMa nokasateneil (PYHKUMOHANbHOW 6€30MacHOCTM HEKOTOPbIX (YHKUMIA U KavyecTBeH-
Hble XapakTepuUCTUKW HacTyNn/eHUs OMNacHbIX COCTOSHWI AN oTAeNbHbiXx BuAoB ACY XXT npusefeHbl B
FOCT 33892—2016 (nogpasgen 4.4), TOCT 33893—2016 (nogpasgensl 4.3 n 4.4), TOCT 33894—2016
(nogpasgen 4.7), TOCT 33895—2016 (nogpasgensl 4.4 n 4.5), TOCT 33896—2016 (nogpasgenst 4.6 u 4.7),
FOCT P 58285—2018 (nogpaspen 4.2).

6 TpeGoBaHUsS K MH(POPMALMOHHOM 6e30MacHOCTY NPOrpamMmMHOro o6ecrneyeHns

6.1 TpeboBaHusA K MHOpMaLUUOHHON 6e3onacHocTu MO ACY XT 3agatoT A ob6ecnevyeHus Takoro ero
cocToaHusa, npu kotopom MO ACY XXT He coaepXuT BPeLOHOCHOro Koga BUPYCOB, HeAeK1apupoBaHHbIX BO3-
MOXHOCTEWN 1 yA3BUMOCTEN, CO34al0LWmnX yrpo3y 6e3onacHoMy n 6e30TkasHoOMYy (hyHKLMOHUPOBaHU0 ACY XKT,
n ana obecnevyeHusa sawuuweHHocTn ACY XT (Bknwuvasa MO ACY XT, o6bpabaTbiBaeMble U XpaHUMble faH-
Hble) OT HECaHKLMOHNPOBAHHOIO AOCTyNa C/Ay4yanHoro v npejHamepeHHoOro xapakrepa (B TOM 4Yucsie OT KOM-
NbIOTEPHbIX arak), OT mocneAcTBMA OWMBOK MpU XpaHeHWW, BBOAe, BbiBOAe M 06paboTke MHoOpmauuu, ot
HapyweHuii uenoctHoctn MO ACY XXT npu co6CTBEHHbIX CH0AX M Nocne nepesarpy3ok, Bbi3BaHHbIX CO0AMMU
M OTKasamu annapaTtHbiXx cpeacts ACY XKT.

6.2 MNpw 3agaHum TpeboBaHWn No MHMOPMaLMOHHON 6e30NacHOCTU B TEXHUYECKOM 3afaHun (TEeXHU-
Yecknx ycnosusx, 3afgaHum no 6esonacHoctu no FOCT P 57628) Ha MO ACY XT wam ACY XT B uenom
paspaboTunk NPMBOAUT COrlaCoOBaHHble C 3aKka3unmkom (MpM €ero Hasimuyum) ypoBeHb AOBEpPUS K MHApopmaym-
OHHOW 6e3onacHocTn MO ACY XT u dyHKUMOHanbHble TpeboBaHUA MO MHpopMaLMoHHOW 6e3onacHoCTu
MO ACY XT.

6.3 dyHKUMOHaNbHbIE TpeboBaHMA N0 MHGOPMaLMoHHO 6e3onacHocTn MO ACY XT (cocTtaB n xapak-
TEepPUCTUKN OYHKUWNIA 6Ge3onacHocTM UHopmauumn, nognexawmnx peanusauun B NO ACY XT) 3agatoT Ha oc-
HOBe Mofenn yrpo3 6esonacHocT nHgopmauum Ha ACY XXT ¢ ucnonszosaHnem NOCT P MICO/M3K 15408-2,
FOCT P 50739, HopMmaTuBHbIX AokymeHTOB [5], [7], [9], [10] n HOpMATMBHbLIX AOKYMEHTOB 3akasumka (npum ux
Hanuumun).

MpumedyaHne — lMog dyHKUMAMM 6GE€30NACHOCTN MHhbopMaLun NoHUMatoT doyHKUMK MO ACY XXT, peanunsyio-
LUMe Mepbl No obecneyeHnto 6e3onacHoCcTh (Mepbl 3awmnTbl MHGOoPMaummn) ACY KT, ykazaHHble B MPUIOKEHUSIX K HOpMa-
TUBHbIM AOKYMeHTaMm [5], [7].

6.4 YpoBeHb foBepus k uHhopmaynoHHo 6e3onacHocTu MO ACY XT 3agatT B 3aBUCMMOCTM OT ycTa-
HOB/IEHHOW WM npegnonaraemMon kateropum 3HaummocTu ACY XKT kak o6bekTa (COCTaBHOWM 4YacTu 06bekTa)
KpUTUYECKOW MHhOpPMaLNOHHOW NHpacTpyKTypbl (4anee — kaTeropus 3Ha4MMocTun), onpeaensiemMoi B COOT-
BeTCTBUUN C PefepasibHbIM 3akoHOM [3] 1 npasunamu [4], n/unu B 3aBUCMMOCTM OT YCTAHOBJ/IEHHOTO WU Npea-
nosaraeMoro knacca sawuuieHHoctn ACY XXT kak aBTOMaTU3MPOBAHHON CUCTEMbl ynpaBsieHns (COCTaBHOW
yacTm aBTOMaTW3MPOBAHHON CUCTEMbI YNpaB/ieHUs) TEXHOMNOTMYECKMMMN MpOLEeccammn KPUTUYECKN BaXHbIX,
NOTEHUMANbHO ONacHbIX, NPeACTaBAALWMNX NOBbILEHHYID ONACHOCTb A8 XW3HU W 340POBbSA N0Ael U Ans
oKpyxatwuieli NpupofHOW cpedbl 06bLEKTOB (fanee — kaacc 3aluuULeHHOCTH), onpefensemMoro B COOTBeT-
cTBUM c TpeboBaHusamMn [5].

6.5 Ona MO ACY XT 3apalT O4uMH K3 Tpex YpOBHEN aoBepus K UHOpMauMoHHOW 6GesonacHocTu
(no mepe BO3pacTaHus TpebOBaHWN): HU3KWIA YypOBEHb — 6, CpeAHUA ypoBeHb — 5, BbICOKUIT ypOBEHb — 4.
Mpu aTom:

- MO ACY )T, cooTBeTcTBylLlee 6-My YPOBHK AOBepUs, MOXeT mcnonb3oBaTbcs B ACY XT TpeTbeit
KaTeropum 3Ha4YMMoCTV WU/MAn TPeTbero knacca 3aluleHHOCTH;

- MO ACY XT, cooTBeTcTBytOLEE 5-My YPOBHIO AOBEPUS, MOXET uUcnosb3oBaTbcs B ACY XT BTOpoil u
TpeTbei KaTeropu 3Ha4YMMOCTU U/MAN BTOPOrO U TPETbero Knacca 3awueHHOCTH;

- MO ACY XXT, cooTBeTcTBylOLlee 4-My YPOBHIO AOBEPUSA, MOXET ncnosb3oBateca B ACY XXT nepsoW,
BTOPON M TpeTbel Kateropum 3Ha4MMmoCcT U/unum nepBoro, BTOPOro U TpeTbero kracca 3alueHHOCTH.

B cnyuyae ecnu gns ACY XXT He 6biin yCTaHOB/IEHblI KaTeropus 3Ha4MMOCTU W K/acc 3aliveHHOoCTH,
pekoMeHayeTcsa 3ajaBaTb YPOBEHb A0BEPUS K MHOPMaUUOHHON 6e3onacHocTn MO ACY XXT He Huxe 5.

6.6 lMepeueHb TpeboBaHwWil, npeabaBasembix k MO ACY XXT B 3aBUCMMOCTM OT 3a[aHHOr0 ypOBHS [0-
Bepusa K MHopmaLMoHHON 6e3onacHOCTH, npuBefeH B Tabnvue 1.

MpumevaHne — CofepxaHue Tpe6oBaHwii npreeaeHo B [8]. ComepxaHue TpeboBaHwWii, OTHOCSILLEECs K anna-
paTHbIM CpeAcTBaM, He MPUMEHSIeTCS.
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Ta6nunya 1— lNepeyeHb TpeboBaHUiA B 3aBUCMMOCTM OT 3a[,aHHOTO YPOBHS AOBEPUs K MHCADOpPMAaLMOHHONM 6e3onac-
HocTu MO ACY XT

YpoBeHb foBepus
HavmveHoBaHve TpeboBaHus
4 5 6
1 TpeboBaHus K pa3paboTke 1 NPOU3BOACTBY
11 TpeboBaHuA K pa3paboTke Mogenu 6e3onacHocTU* + - -
1.2 TpeboBaHUsi K NPOEKTMPOBAHUIO apXUTEKTYPbI 6e30MacHOCTM + + +
1.3 TpeboBaHus K pa3paboTke (PYHKUMOHa/BHOM crieuudmkalmm + + +
1.4 TpeboBaHUs K NPOEKTUPOBAHNIO + + +
1.5 Tpe6oBaHMA K pa3paboTke NPOEKTHON (NPOrpamMmHOI) AOKYMEHTaLMm + + +
1.6 TpeboBaHus K cpeAcTBaMm pa3paboTku + + +
1.7 TpeboBaHWs K yNpaB/IeHWI0 KOHhurypaumeit + + +
1.8 TpeboBaHUsi K pa3paboTke AOKYMEHTaLMK No 6e30nacHoil pa3paboTke** + + +
1.9 Tpeb6oBaHMA K pa3paboTKe IKCnAyaTauMOHHON fOKyMEHTauum + + +
2 TpeboBaHuWsl K NPOBEAEHMIO UCTbITAHWIA
2.1 TpeboBaHVA K TECTUPOBAHUIO + + +
2.2 TpeboBaHUSI K UCMbITAHWAM MO BbISAB/IEHWIO YSI3BUMOCTEN W HeAeKnapupoBaHHbIX BO3- + + +
MOXHOCTe
2.3 TpeboBaHMs K NPOBEAEHNIO aHa/IN3a CKPbITbIX KaHa/10B*** + - -
3 TpeboBaHus K NoaaePKKe 6e30MacHOCTH

3.1 TpeboBaHWsA K yCTPaAHEHWUIO HELOCTATKOB + + +
3.2 TpeboBaHVs K 0BHOB/IEHNIO + + +
3.3 TpeboBaHuA K JOKYMEHTUPOBAHUIO NpoLeayp YCTpaHeHUs HeOCTaTKOB Y OGHOBNEHUS + + +
3.4 TpeboBaHVA K MHGOPMMPOBAHUIO 06 OKOHYaHWUM MPOM3BOACTBA W/WMAM MOAAEPXKM Oe- + + +
30MacHoOCTH

* TpeboBaHUs NpPeabsABAT, eCcnn OYHKUUA pasrpaHMyeHns Aoctyna nvnu qyHkuma dnnbTpaummn nHpopmaumoH-
HbIX NOTOKOB ABNSETCA (PYHKLUMEN N0 OCHOBHOMY npefHasHaveHuto MO.

** Pa3zpaboTky AOKyMeHTauuy no 6esonacHoii paspaboTke MO ocywecTtBnsAT no FOCT P 56939.

*** TpeboBaHMs1 NpeabsABNAT Npu 06paboTke B MO nHdopmaummn, TpebyroLein 3almuTbl ee KOHOUAEHUNaNbHOCTA
(Hanpumep, naponeit nonb3oBarenei).

MprMeuaHne — 3HaK «+» yKasblBAET HAa NMpefbsiBeHe TpeGoBaHUi NpU 33[4aHHOM YPOBHE [JOBEpWSi, 3HaK
«-» 03HayaeT, YTo TpeboBaHWs NpW 3a/jlaHHOM YPOBHE [0BEPUSI HE NPELbABAIOT.

6.7 Ons AOCTUXEHWA JOBepusi 3akasumka K MHGopMauuoHHon 6e3onacHocTn MO ACY XT un yyeta
cneynukn XenesHoA0POXHOIo TpaHcnopTa 3aKka3ymnk Bnpase 3ajaTb B TEXHUYECKOM 3afaHun (TEXHUYECKUX
yCNoBUsAX, 3ajaHun no 6es3onacHocTn) TpeboBaHnA, gonosHsAwwWwmne (yTouHawowme) TpebosaHus [8].

6.8 [lo npoBeAeHMsa OLEeHKN nHpopMaunoHHoi 6e3onacHocT MO ACY XKT B COOTBETCTBMM C YCTAHOB-
NeHHbIM B 7.2 NMOPSAKOM W MeTogaMu MCMbiTaHWi pa3paboTumk AO/MKEH NPUMEHSATb Mepbl Mo paspaboTke
6e3onacHoro MO B cooTBeTcTBUN ¢ TOCT P 56939 1 TOCT P 58412.
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7 Topagok NpoBeaeHuns N MeToabl KOHTPOSA

7.1 Nopsagok nNpoBeAeHNs N MeTofbl KOHTPOJIS COOTBETCTBMA TpeboBaHUSAM (PYHKLUMOHaNbHO
6e3o0nacHoCTU

7.1.1 KoHTpO/b COOTBETCTBUA TpeboBaHMAM (DYHKLMOHANBbHOW 6€30MacHOCTM OCYLLEeCTBAAIT Ha BCEX
cTagnax XusHeHHoro uymkna MO ACY XXT B cootsetcteun ¢ FTOCT P M3K 62279 n FOCT IEC 61508-3—2018
(pasgen 8, npunoxeHuna A un B).

7.1.2 OCHOBHbIMW MeTOoAamMu KOHTPOA ABMSAITCA:

- 3KcnepTmM3la NPOEKTHON, TEXHONTOTMYECKON, NporpaMMHON, SKCNyaTauMoOHHON AOKYMeEHTaLuu;

- ucnbiTaHusa MO ACY XT ana npoBepku peanusaunn yHKUUii 6e30nacHoCcTuU, BbiNnoAHAeMbIx MMO;

- pacyeTHble MeToAbl 060CHOBaHUS KONMYECTBEHHbIX NokasaTtenein 6esonacHocTn MO ACY XKT.

7.1.3 Peanusauunio dyHKUMii 6e30nMacHOCTM NMPOBEPSAIOT NyTEM MOAE/IMPOBaAHUA OTKA30B WKW LPYTUMU
meTofamu B cooTBeTcTBUM € TOCT IEC 61508-3, TOCT P M3K 62279—2016 (npunoxeHusa A n D).

MpoBepsAT yCNOBUA BO3HUKHOBEHMS ONaCHbIX COCTOSIHMIA M paboTocnoco6HOCTL (hyHKuMn 6esonac-
HOCTK, CBA3aHHbLIX C:
06HapYXEeHHbIMW NPOrpaMMHbIMUK OWKNBKamMu 1 c60aMU NPU NEPUOANYECKOM TECTUPOBAHUN;
owmnbkaMu B NoayyaeMblX JaHHbIX BCAeAcTBMe c60eB U 0TKa3oB MHTepdelicos;
npefHaMepeHHbIM U3MEHEHWEM WU yAaneHWeMm faHHbIX B Npouecce Ux XpaHeHus uau nepejauu,
nepenosiHeHMEeM W NoTepei AaHHbIX B NaMATH;

He[0CTaTOYHON NPOM3BOLAUTENBHOCTLIO Y BPEMEHEM OTK/INKA;

- owwnbkamu gucneTyepos.

7.1.4 AHanun3 peanusauuv yHKUWA 6e30nMacHOCTM MPOBOAAT MPWM BCEX BO3MOXHbIX YCMOBUAX W pe-
XUMax paboTbl ynpaBiseMblX TEXHUYECKUX CPEACTB M BbIMOSTHEHUN TEXHOMNOTMYECKMX NPOLLECCOB, BKIOYas:

- NOAroTOBKY K ncnonb3oBaHuio ACY XXT, a Takke yCTaHOBKY U HacTpoiiky MO ACY XT,;

- paboTy B pexume 3anycka MO, B aBTOMaATUYECKOM, PYyYHOM, MOSyaBTOMaTUYECKOM pexume (npu Ha-
NINYNN COOTBETCTBYHOLNX PEXUMOB);

- NOBTOPHbIV 3anyck, BblK/lOYEHNE;

- npegnonaraemMble HEHOPMasibHble YC/TOBUA (DYHKLMOHUPOBAHUA.

7.1.5 Ha ctaguu xunsHeHHoro uukna «MopareepxneHune cootsetcTBua MO» (cm. TOCT P M3K 62279)
aKcnepTn3y npeabsaBAsSeMoin gokymeHTauuu Ha MO u ucnbiTaHma MO Ana noaTBEPXAEHMA NOMHOTbI U KOp-
pekTHoCcTu peanusaunn yHKUnii 6es3onacHocTn ACY XKT, a Takke coBmecTMMOCTM paspabarbiBaemMol
ACY XT c gpyrumu B3aMMOAeliCTBYIOLWMMU CUCTEMaMMK BbINOSHAET ucnbliTaTesibHaa nabopatopus (UeHTp),
akkpeguToBaHHas(blii) Ha NnpoBedeHne paboT No oueHke cooTBeTcTBUA MO Xene3HOL0POXHOro NPUMEHEHMNA
Tpeb6oBaHuAM 6e30nacHOCTU, NMpuU yyactum paspaboTumka.

7.2 Mopsaaok NpoBeAeHUss N MeTOAbl KOHTPO/IA COOTBETCTBUS TpeboBaHUSAM MHOPMAaLMOHHOMN
6e30nacHoOCTU

7.2.1 KoHTponb cooTtBeTcTBMA MO ACY XT TpeboBaHMAM MHGOpMaLMOHHON 6e3omacHOCTM (OueHka
nHopmaynoHHOK 6e30nacHOCTN) BKIOYAET:

- npoBepky cooTBeTcTBMA O ACY XXT 3agaHHOMY ypOBHK AoBepus K MHdopmaunoHHON 6e3onac-
HOCTH;

- npoBepky cooTBeTcTBMA MO ACY XT (PyHKUMOHANIbHbIM TPpeboBaHMSAM MO MHAOPMALUOHHOW 6e3-
0nacHOCTU, KOTOPY NPoBOAAT Npu Hannuum B MO ACY XKXT dyHKumMii 6e3onacHoCcTN MHopMauum.

MpumeyaHne — B cnyvae peanmzaumm B MO ACY XT dhyHKUMn 6€30MacHOCTM MHGOpMauun, KOTopble OT-
CYTCTBYIOT B (PYHKUMOHa/TbHbIX TPE60BaHMSAX MO UHAOPMALMOHHOW 6e30MacHOCTU, YCTAHOB/IEHHbIX B TEXHUYECKOM 3a-
AaHnn (TEXHUYECKMX YC/IOBUAX, 3afaHun No 6e30nacHOCTM), 3T hyHKUMM JO/MDKHBI GbITh ONMcaHbl pa3paboTyrkoM B [,0-
KymeHTauun Ha MO ACY XXT (nporpaMMHOM, aKcnayaTaumoHHoR). MpoBepky Taknx qoyHKUMA NPOBOAAT HA COOTBETCTBME
AokymeHTaumm MO ACY KT, cOBMECTHO C MPoBepkoi (hyHKumin 6e3onacHocT nHdopmaumm MO ACY XKT, 3afaHHbIX B
(PYHKUMOHa/TbHBIX TPEB0oBaHMAX N0 MHGOPMaUMOHHOK 6e30nacHoCTY;

- npoBepky npoussogcTea (ana MO ACY XXT, npon3BoAUMMOro CEPUINHO Kak NporpaMmMHOe usgenve —
MO Ha HocuTenAx nHdopmauuun, npefHasHayeHHoe /1 MOCTaBKU 3aKa3uuky), C LieNbilo OLEHKM focTaTou-
HOCTK yCnoBuWi NPoOU3BOACTBA ANA obecrnevyeHus y nsrotasnmpaembix o6pasyoB MO ACY XXT HensMeHHoOCTH
napameTpoB U XapaKTepPUCTUK, NOATBEPXAEHHbIX MPU OUEHKe MHpopMaLuoHHON 6e3onacHocTu MO ACY XKT,
M KayecTBa 3TMX 06pasLoB.
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OueHka MHOpMaLMOHHON 6e30nacHOCTM MOXeT ObiTb NpoBefeHa:

- Ana egnHudHoro o6pasuya MO ACY XT. OueHka oxBaTbiBaeT MPOBEAEHUE MCMbITaHWA U NPOBEPKY
opraHmsauuy TeXHUYecKol nopnepxku obpasua MO ACY XKT;

- naptum MO ACY XXT. OueHka OxBaTblBaeT MPOBeAEHWE MUCMNbITaHWIi BbIGOPKM 06pa3L0B M NPOBEPKY
opraHmsauuy TexHM4Yeckolh nognepxku naptum MO ACY XT;

- cepuitHoro npoussogcTBa MO ACY XT. OueHka oxBaTbiBaeT MPOBeAEHUE UCNbITaHWU BbIGOPKN 06-
pa3uoB 1 NPOBEPKY OpraHnsauuMm Npou3BOACTBA U TexHU4Yeckol nogaepxkun MO ACY XT;

- MO ACY )XXT, nocTtaBnsieMoro To/1bko B NpegycTaHOB/IEHHOM BuAe (B annapartHbix cpeacTBax ACY XT).
OueHka oxBaTblBaeT NPOBeeHNe UCNbITAHWA 3TaNOHHOro obpasua U NPOBEPKY OpraHu3aLum TMpaxuposaHus
N TexHnyeckon nogaepxkn MO ACY XT.

MpumeyaHune — [lpoBepka opraHM3aLMn TUPaXXMPOBaAHUS 3akNYaeTCA B MPOBEPKE Ha/MuMs U OLEeHke [0-
CTaTO4YHOCTN [OKYMEHTMPOBaHHOW npoLeaypbl, o6ecneynsatolLeli HeM3MEHHOCTb NOATBEPXAEHHbIX MO pe3ynbTatam uc-
nbiTaHWii napameTpoB (xapaktepucTuk) MO ACY XKT npu ero yctaHoBke B annapaTtHble cpeactsa ACY XXT. [ns naeHTtu-
dmkauum MO ACY XXT nocne ero yctaHoBku, B chopmynsipe Ha MO ACY XXT fo/mKeH ykasblBaTbCst 3aBOACKON (CEPUIHBIN)
Homep o6pasua ACY XT, B annapaTHble cpeAcTBa KOTOporo 6bi10 yctaHoBsieHo MO ACY XXT (0603HayeHne 1 3aBOACKOM
(cepwiiHblin) HOMEp annapaTHOro cpeacTsa U3 coctaBa obpasua ACY XKT).

7.2.2 OueHky nHdopmaunoHHoW 6e3onacHocTu MO ACY XT opraHusyloT Ha cTagun XU3HEHHOrO LMK-
na «MopgreepxaeHne cooTteetcTeusa MO» (cm. TOCT P M3K 62279), a Takke N0 UCTEYEHUN CPoKa AEeNCTBUS
AN NpyY 4OCPOYHOM NpekpalleHnn AeicTBUa NoATBepXAeHUA o cooTBeTcTBMM MO ACY XXT TpeboBaHuaM no
MHGopMaLMOoHHOI 6e3onacHocTu (cM. 7.2.3, 7.2.7 HacTosILLero ctaHgapTa) Ha cTaaumn «conpoeoxaeHune MO»
(cm. TOCT P M3K 62279).

OueHKy nHgopMaynoHHoi 6e3onacHocTu MO ACY XXT npoBogsaT B hopme UCMbITaAHWUA, KOTOpble OCYy-
LWeCTBAAKT KOMMNETEHTHblel) ncnoiTatenbHblie naboparopuy nNo nporpamMamMm WM MeToAuKam, YyTBEepPXAEeHHbIM
(cornacoBaHHbIM) KOMNETEHTHbBIM OPraHoM Mo cepTudurkauum cpescTs 3alnTbl UHPOPMAaLUN Ha Xene3Hon0-
poOXHOM TpaHcnopTe (OC C3WU)2).

MpumedaHune — Mo TpeboBaHMIO 3aKasymKa WM B MHMLMATMBHOM MOpsiAke MHGIOPMaLMOHHas 6e30nacHoCTb

MO ACY XXT MOXeT NOATBEPXAATLCS B CUCTEME cepTudirkaLmm ynonHoMmoueHHoro ®OVIB, aeincTByoLEeli B COOTBETCTBUM
C nonoxexviem [11].

7.2.3 Pe3ynbTaTbl OUEHKM UHGOpMauMoHHO 6e3onacHocTn MO ACY XT AeMOHCTpPUpPYHT AelicTBylo-
LWUM cepTumkaTtom COOTBETCTBMUSA, 0chopmaeHHbiMm OC C3U, nnu 3assBieHNEeM O COOTBETCTBUU, 3aperncTpu-
poBaHHbIM OC C3M B Begyuiemcss um peectpe. MakCumManbHbIl CPOK feincTBUA cepTuhukata coOoTBETCTBUSA
(3asBneHna o cootBeTcTBMK) MO ACY XT TpeboBaHusaMm Mo uMHopmaLMoHHOW 6e3o0nacHOCTU cocTaBnseT
nATb NeT.

MpumedyaHune — B cnyyae NoaTBEPXAEHNA MHOPMALMOHHON 6e3onacHocTy MO ACY XXT B cucteme ceptu-
omkaumy ynonHomoueHHoro ®OVIB pesynbTaTbl NPOBEAEHHON OLEHKU LEMOHCTPUPYIOT AENCTBYIOWMUM CepTMdinKaTom
COOTBETCTBUA, ohopmaeHHbIM POVB.

7.2.4 TpeboBaHWS K NPOBEAEHUIO OLEHKM MHGPOPMaLMOHHON 6e3onacHocTu MO ACY XT B dhopme uc-
MblTaHUA yCTaHOB/EHbI B 7.2.4.1—7.2.4.17.

7.2.4.1 OueHky nHopmMaLnoHHon 6e3onacHocT MO ACY XXT npoBoAAT B COOTBETCTBMM C nporpam-
MOW 1 MEeTOAMKOW McnbiTaHUi, paspabaTbiBaeMOi KOMNETEHTHON McNblTaTe/bHON NnabopaTtopuein n yTBepx-
paemoii (cornacyemoit) OC C3U. Vi3MeHeHus B YTBEPXAEHHYK (COrnacoBaHHYK) nporpaMmmy M MeTO4UKY
MCNbITAHNN BHOCAT No cornacosaHuntio ¢ OC C3W.

MpumedyaHue — MNporpammy 1 METOAMKY NPOBEPKM NPOM3BOACTBA (MpY cepuiiHoM npoussoacTtee MO ACY XKT)
0hOPMASIOT NPUIOXKEHNEM K MPOrpaMMe 1N MeTOAUKE WCTbITaHWA.

7.2.4.2 Tporpamma n metoamka mcnboiTaHuidi MO ACY XXT pos/mkHa oTpaxaTb WCMNOJSIb3yeMble MeTofbl
ucnbiTaHUn (KOHTPONS).

1) KomneTeHTHOCTb McnbiTaTesbHbIX nabopaTopuii u OC C3U noaTBepXAaeTcs ynosHoOMoYeHHbIM OB,

2) OC C3W obecneumnBaeT yyeT OTpac/ieBO cneyndmky npyu NPoBeAEHUN OLEHKM NHADOPMAaLMOHHON 6€30MacHOCTH
MO ACY XT.

10
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OcHOBHbIMM MeToAamMul) npu oueHke nMHopMauoHHo 6e3onacHocTu MO ACY XT aBnsatwTcs:

- 9KCNEepTHbIi aHann3 (AOKyMeHTauun, MHOopMauumnm 13 OTKPbITbIX MCTOYHMKOB, MCXOAHOTO KoAa, pe-
3yNbTaTtoB UccnefoBaHuii ¢ NPpUMEHEHNeM APYrux MeTof0B);

- cTaTMyeckuii aHann3 UCXOAHOro Koda MporpamMmbl;

- OLEHKa COOTBETCTBUSA UCXOAHOIO M UCMOJSIHAEMOro KoAa;

- (hbas3uHr-tectupoBaHne nporpaMmel;

- MOHWUTOPUWHI aKTUBHOCTU MPOrpamMmbl;

- CKaHMpoBaHue yA3BNMOCTEW;

- TecTUpoBaHMe Ha MPOHUKHOBEHWE;

- @HTUBUPYCHBbIA KOHTPOSb;

- (byHKUMOHaNbHOE TEeCcTUPOBAHUE NPOrpaMmmbl.

7.2.4.3 JOKCnepTHbI aHanus [foKymeHTauun, MHopMaumnumn U3 OTKPbITbIX UCTOYHUKOB, UCXOLHOr0O KoAa,
pes3ynbTaToB MCC/AEA0BaHUA C NPUMEHeHMeM ApYyrnx (MCNoNb30BaHHbIX) MeTOAOB] npeacTaBnseT coboil Ha-
60p HEUMHCTPYMEHTAas/IbHbIX METOA0B, UCMO/Ib3yeMbIX B TOM WM MHOM COYeTaHuu nNpu npoBefeHun BCeX UC-
cnepoBaHuini MO ACY XXT 1 06begUHEHHbIX NO NPUHLUNY NX 6a3npoBaHnsa (BO3MOXHOCTM MCNOMb30BaHNA) Ha
NoATBEPXAEHHOW KOMNETEHTHOCTW B 06/1aCTU MHOPMaLMOHHOW 6e30MacHOCTN UChbITaTesbHbIX nabopaTo-
puin, npoBoAAWMX ucnbiTaHma MO ACY XT.

7.2.4.4 Crvatnyeckuii aHann3 UCXOAHOIO Kofda nporpaMmmbl npegnonaraeT ucciefoBaHne WUCXOLHOIO
koga MO ACY XXT c ucnonb3oBaHUeM cneynann3npoBaHHbIX MHCTPYMEHTasIbHbIX CPeACTB — CTaTU4YecKux
aHanM3aTtopoB, a Takke nocnefywuiMii aHanui pesynbTatoB paboTbl 3TUX CPEACTB C MCMNOSIb30BAHUEM 3JKC-
nepTu3bl UCXOLHOroO Koga nporpaMmmel ANA onpefesnieHns UCTUHHOCTU cpabaTbiBaHWn cTaTuvyeckoro aHanamnsa-
TOpa M OLEHKN CTEMEHN ONACHOCTWU BbISABMNEHHbIX CTATUYECKUM aHanM3aTopom OWwMOOK U ONacCHbIX KOHCTPYK-
uuin Kkoga.

MeTon 6a3vpyeTcsa Ha MCMNONb30BaHWW CTAaTUYECKMX aHann3aTopoOB C COBPEMEHHOW 6a30i BbisiBNse-
MbIX OLIMNGOK M ONACHbIX KOHCTPYKLWIA KoAa, MakCMMasbHO OXBaTbiBAKLWMX A3bIKM NpOrpamMMupoBaHus, Ha
KOTOpbIX HanucaHbl ucxogHble kogbl MO ACY XT, a Takke Ha NOATBEPXAEHHON KOMNETEHTHOCTM B 06/1aCTn
nHopmMaynoHHOK 6e30MacHOCTU NCNbITaTeNbHbIX NabopaTopuii, NUCNOMb3YOLWNX 3TOT MeToA B Xo4e UcnbiTa-
Huii MO ACY XT.

7.2.4.5 OueHKa COOTBETCTBUA MCXOAHOIO M UCMOJSIHAEMOro Kofa npejnofnaraet NpoBepKy COOTBETCTBUA
0TOGpaHHbIX Ha UCNbITAHUA UCXOAHbIX KOAOB U ancTpubytnea MO ACY XXT u BkIo4vaeT:

- hmKcaunio KOHTPOJIbHbIX CYMM UCXOAHbIX KOAOB U AUCTPUOYTMBA (B TOM 4YuC/ie 0O6BEKTHbIX (3arpy3ou-
HbIX) MoAy/ewn);

- NMpoBefeHNe KOHTPOJ/IbHbIX COOPOK 0O6BEKTHLIX (3arpy304HbiX) MoAynel u3 3aUKCMpPOBaHHbIX NCXOA-
HbIX KOJOB;

- KOHTPO/Ib COOTBETCTBUA COOGPaHHbIX NPU KOHTPOJIbHOW cOopke O06bEKTHbIX (3arpy304HbiX) mMoaynei
3a(PUKCUPOBAHHOMY AUCTPUOYTUBY NO KOHTPOJIbHBIM CyMMaMm W/uWnuM MeTOAOM 3KCMepTM3bl MCXOAHOro KoAa
nporpaMmmbil;

- [LONONMHUTENbHbI KOHTPOJIb MOMIHOTbI U OTCYTCTBUA U3BLITOYHOCTM MCXOAHbIX Kogos MO ACY XT
C UCMO/Ib30BaHWEM METOJOB 3KCMEPTHOro aHanu3a AOKyMeHTauuu, UCXOAHOro Koja W MHCTPYMEeHTaNbHbIX
CpeAcTB aBTOMAaTM3auMm aHanumsa, UCnosnb3yemblx A4 BbiasneHua B MO ACY XT HefeknapupoBaHHbIX BO3-
MOXHOCTEN 1 yA3BUMOCTEI.

MeTog 6a3vpyeTcsl Ha MCNO/Ib30BaHUU [OBEPEHHbIX CPefCTB pacyeTa KOHTPOJIbHbIX CYMM, UMeEL X
KOMMNeTeHTHOe NOoATBEPXAEHME KOPPEKTHOCTU peasim3oBaHHbIX B HUX a/ifOPUTMOB pacyeTta, a Takxe Ha nof-
TBEPXAEHHO KOMNETEHTHOCTM B 06nacTu uHopmayMoHHO 6e30MacHOCTU UCMbITaTebHbIX 1abopaTopuil,
MCNOMb3YILWMNX 3TOT MeToA B xo4e ucnbiTaHuii MO ACY XKT.

7.2.4.6 da33nHr-tectupoBaHue nporpammbl npegnosiaraet uccriefoBaHWe UCNONIHAEMOro kKoja
MO ACY XT (moayneii, ocywecTBasowmx ob6paboTky nHgopmaumnm, noctynarmuwelii 4yepes BHEWHNE MHTEp-
oeticbl MO ACY XXT, oOCTynHble He TONIbKO agMuUHMUCTpaTopy 6e3onacHocTn ACY XT) c npMMeHeHueM crneuyu-
a/IN3MPOBAaHHBIX WHCTPYMEHTasIbHbIX CpefcTB — (ha33epoBs, Nojarlmx Ha COOTBETCTBYLWME UHTepdench
MO ACY XXT 60/bl10€ KONMYECTBO BXOAHbIX AaHHbIX, POPMMPYEMbIX NYTEM MyTauuin cneunanbHO NOATOTOB-
NeHHbIX HA6OpPOB 06pa3L0B AaHHbIX, U OTCEXWBAHNE BO3HUKHOBEHWSA MPW 3TOM WCK/IOYEHUI N OTKITOHEHWNA
B pa6oTe MO ACY XXT (aBapuiiHbiX 3aBEPLUEHNI, 3aBUCAHUA, HAPYLUIEHNA NOBELEHNS, HE COOTBETCTBYOLLUX
JOKyMeHTaumun), a Takke nocneayowmii aHann3 pesynbTartoB, BKIOYas:

- onpepjernieHne oxsata pa33MHrom Kofa nporpammel;

1) Mpy HEOGXOAMMOCTM B JOMOSHEHME K YKa3aHHbIM OCHOBHbIM MeTOoZam MOryT GbITb MCMOJ/Ib30BaHb! ApYre MeTo-
[pl, NpeflycMOTpeHHble B MeToavke [12].
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- (hukcaumio NPUBOAMBLLUNX K UCKIOYEHUAM (OTK/IOHEHUSAM) B paboTe nporpaMmbl HA60OPOB BXOAHbIX
OaHHbIX;

- onpefeneHve ya3BUMMOro Koga nporpamMmbl C UCMOJ/Ib30BaHWEM METOLO0B 3KCMEpPTHOro aHanusa [uc-
XO[HOro Koga v pesysibTaToB UCCNEeA0BaHNN C NPUMEHEHNEM ApPYruxX (MCMOMb30BaHHbIX) METOA0B].

MeTogn 6as3npyeTcsi Ha NPMOPUTETHOM MCMONb30BaHUN (ha33epoB, obecneymBalLMX 06paTHYH CBSA3b C
nccneayeMblM KOAOM, a TakKe Ha NOATBEPXAEHHON KOMNETEHTHOCTM B 06n1acTu mHdopMmaunoHHoW 6esonac-
HOCTM MUchbITaTeNNbHbIX NabopaTopuil, NCNOMb3YKLWUNX 3TOT METoA B Xo4e ucnbiTaHuii MO ACY XT.

7.2.4.7 MOHUTOPUHI aKTUBHOCTU NporpamMmmbl npeganonaraeTt OTCAeXuBaHue u dmkcauymio B npouecce
yCTaHOBKM B cpeAy PYHKLMOHUPOBAHUSA, B NpoLecce 3anycka, HaCTPOMKM U (PYHKLMOHUPOBAHUA B3anmMopaei-
cTBuii MO ACY XXT co cpepoli ero oyHKUMoHMpoBaHusa v ¢ gpyrum MO ACY XKXT (npu Hannumn gpyroro MO B
coctaBe ACY XT), c agpyrumu cpeacrtsamm n cuctemamm (Npu Haanmuum B ACY XXKT BO3MOXHOCTU Takoro B3a-
UMOAENCTBUA) C MPUMEHEHNEM CNeunasm3npoBaHHbiX MHCTPYMEHTa lbHbIX CPeAcTB (CPeAcTB KOHTpPoss 06-
pawieHunii k paiinoBoli cucteme, CpefCcTB KOHTPO/S CETEBOTO Tpaguka U Apyrnx CpeacTB), a Takke nocsenyr-
WniA aHannM3 3adMKCMPOBAHHbIX TaKMMU CpeAcTBamMu B3auMOLEeNCTBUA ANA BbIAB/IEHUA HeAeK1apupoBaHHbIX
BO3MOXHOCTel n yaspumoctein MO ACY XT ¢ ncnonb3oBaHMEM MeTOAOB 3KCMNEPTHOrO aHanui3a [fOKyMeHTa-
LUK, NCXOOHOT0 Kofa, pe3ynbTaToB MCCNefoBaHuii ¢ NpUMEHEHNEM ApYyrux (MCNO/ib30BaHHbIX) METOAO0B].

MeTopg 6a3vpyeTcs Ha MCNOSb30BaHUM WMHCTPYMEHTaNbHbIX CpeacTB, obecneynBalOWwnx MakCMMasabHO
BO3MOXHO€e OTCrexunusaHue n dpmkcaynio Bzanmogenctemin MO ACY XT, a Takke Ha NOATBEPXAEHHOI KOMMe-
TEHTHOCTU B 06/1aCTU MHPOPMALMOHHOKW 6€e30MacHOCTU MCNbITaTelbHbIX NabopaTopuii, NCNOMb3YKOLWMNX 3TOT
MeToq B xo4e ucnbitaHuii MO ACY XKT.

7.2.4.8 CkaHupoBaHue ysi3BMMOCTe npeanonaraeT uccnegosaHue MO ACY XT u cpeabl ero oyHKLNO-
HUPOBaHMNA Ha HaNM4Yne U3BECTHbIX YA3BUMOCTEN C MPUMEHEHNEM CNELManM3npoBaHHbIX NHCTPYMEHTA/IbHbIX
CpeacTB — CKaHepoB YA3BUMOCTEN, a Takke nocneaylouwmnii aHanni pesynbTaTtoB paboTbl 3TUX CPeACcTB A8
BbIIB/IEHUA HeJeKnapupoBaHHbIX BO3MOXHOCTel u ysassumocTtein MO ACY XT ¢ ucnosb3oBaHUeM MeTO[0B
3KCNEepPTHOro aHanusa [4oKyMeHTauuu, nHpopmaymmn 13 oTKPbITbIX MCTOYHUKOB, MCXOAHOrO Ko4a, pe3y/bTaToB
nccrefoBaHnin ¢ NPpUMEHeHNeM Apyrux (MCnofb30BaHHbIX) METOA0B].

MeTopg 6a3vpyeTcs Ha NPUMEHEHUN CKaHepPOB YSA3BUMOCTEN, MCMONb3YWLWNX AOCTYNHble 3apybexHble
W HauuoHasbHble 6asbl yA3BMMOCTEN, a Takke Ha MOATBEPXAEHHOW KOMNETEHTHOCTU B o6nactu uHdop-
MaLMOHHOI 6e30MacHOCTU UCMbITaTeNbHbIX NabopaTopuii, UCNOAb3YHLMX 3TOT MeTod B XoA4e MWCNbiTaHui
MO ACY XT.

7.2.4.9 TecTupoBaHMWe Ha NMPOHMKHOBEHME npegnonaraeT uccrnegosarvne MO ACY XXT B uenesoi cpege
hYHKUMOHUPOBAHUSA, C YY4€TOM 3a[aHHbIX B JOKYMEHTaLUN HACTPOEK U YyCNOBUIA aKkcnayaTauum ¢ NCnonb3oBa-
HMEM CueHapueB TECTOB, MOAENNPYOLWNX (MMUTUPYIOLWKX) AEeNCTBUA MOTEHLMAaNbHOrO HapywuTtens, paspa-
60TaHHbIX cneunanucTaMun ucneiTatenibHOW nabopatopun M NpefHasHa4YeHHbIX 418 NPOBEPKU aKTyaslbHOCTU
(BO3MOXHOCTM 3KcnayaTaymumn) noTeHymanbHbix yazsumoctein MO ACY XKT (ya3BumocTei cpeAcTB, NOA0GHbIX
MO ACY XT no apxutektype, B TOM 4yucne ysa3BumocTen gpyrux sepcuin MO ACY XKT), nageHTupumympoBaH-
HbIX N0 pe3y/sbTaTaM NPOBEAEHHOro aHanansa ys3BumocTeil. Mpu pa3paboTke cueHapueB TECTOB MCNO/b3YHOT
MeTO/bl 9KCMEePTHOro aHanu3a [QoKyMeHTauun, nHopmMaLumnum M3 OTKPbITbIX UCTOYHUKOB, UCXOAHOTO Koja, pe-
3yNbTaTOB MCCAeAO0BaHUI C NpUMEHEHMEM APYrnx (MCNob30BaHHbIX) METoA0B]. B TecTax Ha NPOHUKHOBEHUE
MOTyT 3a/€eliCTBOBaTbCA MHCTPYMEHTa/lbHblE CPeACcTBa, B TOM 4YucC/ie crneuvanvM3npoBaHHble TECTOBbIE nnaT-
hopMbl, NPUMEHUMbIE AN peanu3aunm NonbITOK 3KCnayatauum nccnefyembix ya3aBuMoCcTe.

MeTon 6a3mpyeTcs B OCHOBHOM Ha MOATBEPXAEHHON KOMMNETEHTHOCTU B 06s1actu uHdopmaynmoHHON’
6e30nacHOCTM McnbiTaTeNbHbIX NabopaTopuii, NCNOMb3YKOLWMX 3TOT METOA B Xo4e ucnbiTaHnini MO ACY XT.

7.2.4.10 AHTUBMPYCHbIA KOHTPO/b npegnonaraet uccregoBaHne ucnonHsgemoro koga MO ACY XT
n cpefbl ero MYyHKUMOHMPOBAHWNSA ANA BbIAB/AEHUA B HUX BPEAOHOCHOrO0 Koja BMPYCOB C MCNO/b30BaHUEM
cneynann3vpoBaHHbIX UHCTPYMEHTaIbHbIX CPEACTB — CPEeACTB aHTUBUPYCHOW 3aluThl, a Takke aHanus pe-
3ynbTaToB paboTbl 3TUX CPEeACTB (MPM HEBO3MOXHOCTU WX OAHO3HAYHOW MHTepnpeTauun) ¢ NCNOJSIb30BaHUEM
MeTOAO0B 3KCMEePTHOro aHanu3a [MCXOA4HOro Koda, pe3ynbTaToB MCCAefOoBaHulii C¢ NpUMMeHeHueMm Apyrux (uc-
No/Ib30BaHHbIX) MeTo40B].

MeTopg 6a3npyeTtcsa Ha UCNONb30BaHUN CPELCTB aHTUBUPYCHOM 3aliuThbl C akTyanbHbIMK (NpesBapuTenb-
HO OGHOB/IEHHbIMUK) 6a3amu BUPYCHbIX CUTHATYpP, a TakkKe Ha NOoATBEPXAEHHO! KOMMNETEeHTHOCTM B obnactu
MH(OpPMaLMOHHOI 6e30MacHOCTM UCMbITaTe bHbIX NabopaTopuii, NCNOMb3YKLMX 3TOT METOA B XO04€e UcnbiTa-
HWii MO ACY XKT.

7.2.4.11 dyHKUMOHaNbHOE TeCcTUpoBaHMe NporpaMmbl NpegnonaraeT npoBefeHne TeCTUPOBaAHUA DYHK-
uuin 6esonacHocTu uHgopmaumm MO ACY XXT B ueneBoii cpege (hyHKUMOHUPOBAHUA, C Y4ETOM 3afaHHbIX B
LOKYMeHTaLnn HacTpoekK U yCNoBUiA akcnayaTaLum ¢ npuMeHeHneM paspaboTaHHbIX cneymanmctaMmmn ucnbita-
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TeNbHON nabopaTopuu cueHapueB TECTOB, NpeAycMaTpuBalLWUX BbINO/THEHUE AeNcTBUA (B TOM 4yucrie € no-
MOLLbIO UMUTATOPOB), KOTOPbIE AO/MKHbI MPUBOAMTL K cpabaTbiBaHW0O MexaHu3ma (asroputma) npoBepsieMon
QYHKLMKM, a Takke nocneaylwwmnin aHanans n conocTaB/ieHne NosyYeHHbIX pe3ynbTaToB TECTUPOBAHUA C OXW-
JaeMbIMUu pesynbTatamu, KOTOpble A0/KHbl CBMAETENbCTBOBAaTL O peann3aunn pyHKLUN U ee COOTBETCTBUM
3ajaHHbIM TpebOBaHUAM M ONMUCAHUIO B AOKYMEHTaLuu.

MeTopn 6a3mpyeTtcsa Ha nHdopmaymm o MO ACY XT, cpeae ero coyHkumoHnposaHusa n ACY XT B yenom,
NoJSly4YeHHOl cneunanucTaMmyu ucneiTaTesibHOW nabopatopuun npu oueHke cootBeTcTBuA MO ACY XT 3afaH-
HOMY YPOBHIO A0BEPUA K UH(pOpPMALMOHHOK 6e30nacHOCTU, a Takke Ha NOATBEPXAEHHON KOMNEeTEeHTHOCTU B
ob6nactm nHhopmayMoHHO 6e30NacHOCTU UCMbITATE bHbIX 1ab0paToOpPuUil, NCNOb3YIOLWMNX 3TOT METOZ B Xo4e
ucnbliTaHnin MO ACY XT.

7.2.4.12 CooTBeTcTBME TPebOBaHMN N0 UHpopmaynoHHoW 6e3onacHocTu MO ACY XT 1 OCHOBHbIX Me-
TO40B, MPUMEHSEMbIX A8 KOHTPoAA cooTBeTcTBMA MO ACY XT atum TpeboBaHusaM, NpuBeaeHo B Tabanye 2.

Tab6nunya 2 — CooTBeETCTBME TpeboBaHWii MO MHhopMaunoHHOW 6e3onacHocTu MO ACY XT 1 OCHOBHbIX METOZOB,
NpUMeHsieMbIX 4151 KOHTPoNsA cooTBeTcTBuA MO ACY XKT aTnum TpeboBaHuAM

TpeboBaHve

1 dyHKUMOHaNbHbIE TpeboBaHNs N0 MHGOPMALMOH-
Hoit 6e3onacHocTh MO ACY XXT

MeToabl KOHTPO/A (OCHOBHbIE)

SKCnepTHbI aHaIM3 JOKyMeHTaLum;
3KCMEPTHBIV aHaIN3 NCXOAHOTO KOA;

(hYHKLMOHaNbHOE TECTUPOBaHNE NPOrpammbl.
2 TpeboBaHWs foBepUs K MHAOPMaLMOHHON 6e3onacHocTn MO ACY XT
2.1 TpebosaHus K pa3paboTke 1 NPOU3BOACTBY

2.1.1 TpeboBaHusi Kk pa3paboTke Mogenn 6Ge3onac- JKCNEPTHbI aHaIN3 AOKYMEHTaLMM

HOCTU

2.1.2 TpeboBaH/A K MPOEKTUPOBAHUIO apXUTEKTYpbl
6e3onacHocTu

JKCnepTHbI aHaM3 JoKyMeHTaLmMK

2.1.3 Tpe6oBaHua K pa3paboTke CYHKLMOHA/IbHOM
crneyundukaumum

3KCI'IepTHbIVI aHauIM3 AOKyMeHTaunn

2.1.4 TpeboBaHVA K NPOEKTUPOBAHUIO OKCMEepTHbIA aHann3 foKyMeHTauun

2.1.5 TpeboBaHva K pa3paboTke NpoekTHoW (Mmpo-
rPaMMHOI) AOKYMEHTaUmMm

DKCMEPTHbIA aHaIN3 JOKYMEHTaLMM

2.1.6 TpeboBaHusa K cpeacTBam pas3paboTku DKCNepTHLIA aHaIM3 JOKYMeHTaumumn

2.1.7 TpeboBaHus K ynpaBneHuto KoHdurypaumei DKCNePTHbIA aHa/IM3 fOKYMeHTaummn

2.1.8 TpeboBaHMA K pa3paboTke AOKyMEeHTauuu o
6e30nacHoli paspaboTke

DKCMEPTHbIA aHaNN3 JOKYMEHTaLMM

2.1.9 TpeboBaHus K paspaboTKe 3KCryaTalMOHHOM
[OKyMeHTaumn

JKCNepTHbIA aHaIn3 [OKyMeHTaLmMK

2.2 TpeboBaHVS K NPOBEAEHNIO UCTIbITAHWI
2.2.1 TpeboBaHuA K TECTUPOBAHUIO OKCMEepTHbI aHaM3 AOKyMeHTauum

2.2.2 TpeboBaH/A K WCNbITAHUSM MO BbISIBAIEHUIO
YSA3BUMOCTEN M HeAEeKTapnpPOBaHHbLIX BO3MOXHOCTEWN

DKCNepPTHbIA aHaNM3 AOKYMEHTaUuK;

3KCMEPTHBIN aHa/IM3 MHGOPMAaLUMN U3 OTKPbITbIX UCTOYHUKOB;
3KCMEPTHbIN aHa/IM3 UCXOAHOTO KOAa;

3KCNEePTHbI aHaNM3 pe3yNbTaToB UCCNef0BaHW C NpUMeHe-
HVYeM gpyrnx (MCNosib30BaHHbLIX) METOAOB;

CTaTUYeCKUin aHaIn3 UCXOAHOTO Koga Nporpammbl;

OLleHKa COOTBETCTBUSI UCXOLHOTO M UCMOSHAEMOrO Koaa;
(ha33unHr-TecTMpoBaHme NporpaMmel;

MOHUTOPWHT aKTVBHOCTU NPOrpammbl;

CKaHMpoBaHWe ysi3BUMOCTE;

TECTUPOBaHNE Ha NPOHWKHOBEHWE;

AHTVBUPYCHBI/ KOHTPO/b
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OKOHYaHWe Tabnmupl 2
TpeboBaHve MeToabl KOHTPO/IA (OCHOBHbIE)

2.2.3 TpeboBaHMS K NPOBEAEHMIO aHa/IM3a CKPbITbIX  DKCMEPTHbIN aHaNn3 4OKyMEeHTauuu;
KaHas10B 9KCMEPTHBbIA aHann3 NCXOLHOro Koaa;
SKCNEPTHbI aHa/In3 pes3ynbTaTtoB MCCAefoBaHWli C NpUMeHe-
HVYEeM Aapyrux (MCNonb30BaHHbLIX) METOAOB;
CTaTUyeckunii aHasIm3 UCXOAHOTO KOAa;
CKaHUpOBaHve yA3BMMOCTEW;
MOHUTOPVHI aKTUBHOCTU MPOrpammbl;
aHTUBUPYCHbIN KOHTPOSb

2.3 TpeboBaHusa K nogaepxke 6e30nacHOCTU
2.3.1 TpeboBaHMS K yCTPAHEHMIO HeA0CTaTKOB OKCNEPTHbIN aHaM3 AOKYMeHTaumum
2.3.2 TpeboBaHMsA K OGHOB/EHMIO OKCNEPTHbIN aHanNM3 AOKYMeHTaumMm

2.3.3 TpeboBaHuNA K AOKYMEHTUPOBAHWIO MNpoueayp  IKCNEPTHbIA aHa/IM3 JOKYMEHTaumm
yCTpaHeHUs1 He[0CTaTKOB U OGHOB/IEHUS

2.3.4 Tpeb6oBaHVA K UHOPMUPOBaHMIO 06 OKOHYa-  IKCMEPTHbIN aHa/IM3 JOKYMEHTaumm
HUW NPOU3BOACTBA W/WN NoALePXKN 6e30MacHOCTH

7.2.4.13 OueHKy unHgpopmaumoHHoli 6e3onacHocTn MO ACY XXT npoBoAAT Ha OCHOBaHWU [0rOBOPOB,
3ak/1lo4aeMblX C KOMNETEHTHON UcnbiTatenbHoli nabopartopueli u OC C3W.

MpumeyvaHusa

1 Bcnyuae, ecnv goroBopbl 3aKkIovaroTcst He paspaboTtumkom MO ACY XKT, 3akovarowas ux opraHmsaums gomkHa
MUMETb JOroOBOPHbIE OTHOLLEHWSI C pa3paboTUMkom, obGecrnedmBatoLLe BO3MOXHOCTb NpoBeAeHns ncnbitaHnin MO ACYXT
Ha MaTepuasibHO-TEXHMYECKON 6a3e pa3spaboTumka u obecneumBatoye MO ACY XKT noanepxkoin 6e30nacHOCTM CO CTOo-
POHbI paspaboTymKa B COOTBETCTBUM C NPeAbSABISAEMbIMU K 3TON Nogaepxke TpeboBaHWAMUN B TEUEHNE BCEro Cpoka Aeit-
ctBus ochopmnsiemoro OC C3U ceptuchmkata coorsetctBus (permctpmpyemoro OC C3W 3asBneHnss 0 COOTBETCTBUM)
MO ACY XXT Tpe6oBaHMsIM M0 MHOPMAaLVOHHON 6e30MacHOCTY.

2 B cnyuae, ecnu npu cepuiiHOM NPOW3BOACTBE [OrOBOPbLI 3aKIHyalTca He npoussoguTeniem MO ACY XKT, 3a-
K/rovaroLas [oroBopbl opraHm3auma 4o/HkHa MMETb A0roBOPHbIE OTHOLLEHWA € Npou3BoauTenem, obecrneymsarole Bo3-
MOXHOCTb MpoBeAeHNst NpoBepku nponssoacTea MO ACY XXT B TeueHne Bcero cpoka aencrtaus ocopmasiemoro OC C3U
cepTudmkata cootTBeTcTBuA (pernctpupyemoro OC C3U 3asBneHus o cootsetcteun) MO ACY XKT Tpeb6oBaHUSAM MO UH-
chopmaLmoHHol 6e3onacHOCTU.

7.2.4.14 [Ons npoBeAeHUs OUEHKN MHJopMaunoHHOW 6e3onacHocTn MO ACY XXT gonxHbl 6bITb npea-
CTaB/IEeHbI:

- o6pasubl MO ACY XT, oto6paHHble O/19 NPOBEAEHUA UCMbITAHWIA;

- pokymeHTaumsa Ha MO ACY XT (nporpamMMmHasi, akcnsiyatauuoHHasi, TexHosormyeckas), npegycmo-
TpeHHas TpeboBaHUAMM HOPMATUBHbLIX LOKYMEHTOB, NPOrpaMmoi U METOAMKONM MCMNbITaHW U NPOBEPKN NPO-
n3BoacTBa (Apyrme AOKYMEHTbl, HeobXxoA4uMble ANA NPOBEAEHUSA OLEHKN, NpeacTaBAslTCA No 3anpocy);

- 3TaNloOHHble ucxogHble koabl MO ACY XXT (Ha 3NeKTPOHHOM HocuTene uHdopmaymn);

- nNporpaMMHble U TexXHWYeckme cpeacTBa, Heobxogumble AAA COOPKM OOGBEKTHbIX (3arpy304HbIX)
moaynein MO ACY XXT u3 ncxofHbiX KOAOB W hopmupoBaHus guctpubyTtmea MO ACY XT, ana yctaHoBKU
MO ACY XT B annapatHble cpeactea ACY XKT, a TakkKe OOKYMEHTUPOBaHHbIE CBEAEHNA O MOopsAKe BbIMOJI-
HEHMS 3TUX onepauyuii.

MpumeyaHne — [JOKYMEHTMPOBaHHbIE cBeAeHMs O nopsagke (mpouepype) yctaHoBku MO ACY XKT B npea-
Ha3Ha4yeHHble 418 3Toro annapartHele cpeactBa ACY XXT go/mkHbl ob6ecneyrBatb HEM3MEHHOCTb NMapamMeTpPoB U Xapak-
Tepuctuk MO ACY XKT, NoATBEPXAEHHbLIX MO pe3ysibTaTaM OLEHKM €r0 MHhOPMaumMoHHON 6e30nacHOCTW, Noc/ie Takoi
ycTtaHoBku. [na naeHtudmkauymmn MO ACY XXT nocne ero yctaHoBku, B dopMynsipe Ha MO ACY XXT gosmkeH 6biTb yKasaH
3aBOACKON (CepuiiHbliil) Homep obpasua ACY XXT, B annapaTtHble CpefcTBa KOTOpPOro 6b110 yctaHoBseHo MO ACY XT
(0603HaveHVe 1 3aBOACKON (CepuitHbIA) HOMEP annapaTHOro CpeAcTBa M3 coctaBa obpasua ACY XKT);

- obpasey, ACY XT unu ucnbiTaTeNbHbI CTEHA, NO3BONAKOWMNIA NpoBoANTL npoBepku MO ACY XT B
uenesoli cpege PyHKLMOHNPOBAHUA B COOTBETCTBUM C MPOrpamMMoOin U MEeTOAUKOW UCMbITaHWUA.

B cnyyae noctasku MO ACY XT B npegycTaHOB/IEHHOM Buge A0/HkHaA 6biTb o6ecneyeHa BO3MOXHOCTb
poctyna k dpainnam MO ACY XT 13 annapaTtHbiX CPeACcTB, B KOTOPbIE OHW OblN YCTAHOBJ/IEHbI.
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7.2.4.15 OT6op ob6pasuos MO ACY XXT npoBoauTca NpeacTaBUTENSIMU MUCNbiITaTeNbHON nabopaTtopun
B cooTBeTcTBUM ¢ TOCT P 58972. KonuyectBo o6pasyos MO ACY XT, He06XoAUMbIX A5 NPOBEAEHUST UC-
NbiTaHW, ycTaHaBINMBaETCS NPOrpaMmMoin n MeTOANKON UCMAbITaAHWIA.

Mpu oueHke epuHU4YHOro 3k3emnasapa MO ACY XT oTbupaeTcs WAEHTUULMPOBAHHLIA 06pasel,
MO ACY XT.

Mpn oueHke napTtum MO ACY XT gna otb6opa obpasyoB Ao/MKHa ObiITb NpeAcTaB/ieHa BCS naptusa
MO ACY XT.

Mpwn oueHke cepuitHoro npoussoacTea MO ACY XT ana ot6opa o6pa3uoB A0MXHA 6bITb NpeAcTaB/ieHa
naptna MO ACY XT, uMcneHHocTb KOTOpOl/ He MeHee YeM B ABa pa3a MpeBbllaeT KOJNYeCcTBO 06pa3LoB,
HEeo6X0AUMbIX A1 NPOBEeAEHUS UCMbITAHWUNA.

Mpn oueHke MO ACY XXT, nocTtaBnsieMoro TOJ/IbKO B nNpeAycTaHOBMEHHOM BuAe (B annapaTHbIX cpef-
ctBax ACY XT), oTbupaeTcsa TMpaxupyemblii aTasioHHbIA o6pasel, MO ACY XXT, xpaHAWuWiica B apxnBe pas-
pab6oTumka (aTasioHHoe O Ha HocuTene uHcopmaumn, ycTaHaB/iMBaeMoe B annapaTHble cpeactea ACY XKT
B COOTBETCTBUW C [OKYMEHTUPOBAHHOW Npoueaypoii, U noctaensemMas 3Ta/sioHHas LOKyMeHTauus).

7.2.4.16 WNcnbiTaHua MO ACY XT npoBogAT Ha maTepuasibHO-TEXHUYECKO 6Gase ucnblTaTenbHON na-
6opaTopun M mMaTepuanbHO-TeXHUYeCcKkon 6ase paspaboTumka. MNpu 3TOM ob6ecrneynBaeTcs BO3MOXHOCTb MPU-
CYTCTBMA Npu nUcnbiTaHuax npepctasutens OC C3W ana KOHTPONA 3a NpOBEAEeHUEM UCMbITaHWA.

MpumeyaHne — lpy NpPoBEAEHNM OLEHKN UHGIOPMaLMoHHON 6e3onacHocT MO ACY XXT Ha ocHOBaHUM [0-
rOBOPOB, 3aK/IKOUYEHHBIX OpraHn3aumeii, He aBstoweica paspaboTtunkom MO ACY XXT, oTaenbHble NPOBEpKM NpU UCTbITa-
Husx MO ACY XXT MoryT npoBOAUTLCA Ha MaTepuasibHO-TEXHNYECKOW 6a3e 3Toi opraHu3auun.

7.2.4.17 Matepuanbl ucnoiTaHuii MO ACY XXT (oTYeTHble JOKYMEHTbl MUCNbiTaTenbHON nabopaTtopuu,
pokymeHTauusa Ha MO ACY XT) npeactasnsaT B OC C3U gns akcnepTusbl. CocTaB maTtepuasoB UCNbITAHWUA
yCcTaHaBAMBaKT B nporpammax n metogukax ucnoitadmnin MO ACY XT, B gorosope ¢ OC C3W. Mo pesynbtatam
3KCNepTu3bl MatepuanoB ucnoiTaHuini OC C3U ochopmaseT aKkcnepTHOE 3ak/toyeHne 0 COOTBETCTBUU WUAN He-
cootBeTcTBUM MO ACY XT TpeboBaHuAM No MHPOPMALMNOHHON 6€30NacHOCTN U, B Criydae NMOMOXUTETbHOTO
3ak/1l0YeHnsa No pesynbTaTam 3KCnepTu3bl, ohopMnsaeT cepTudukaT COOTBETCTBUA (pPErncTpupyeT B peectpe
3asBneHne o cootBeTcTBuu) MO ACY XT Tpe6oBaHuAM No MHOPMAaLMOHHON 6e30MacHOCTM.

7.2.5 Mpwn akcnnyatauum ACY XT nepuogmnyeckm NpoBOoAAT KOHTPONb LenoctHocTu MO ACY XT (npo-
BEPKY COOTBETCTBMUA Bepcun, npollegllen oueHky nHpopmaymoHHoli 6e30nacHOCTU, NO COCTaBY U KOHTPO/b-
HbIM CymMaM Moay/ei), KOHTponb paboTtocnocobHOCTN peann3oBaHHbIX B MO ACY XXT dyHKLMiA 6e30nacHo-
CTU MHOPMALMN U KOHTPO/b BbINOSIHEHMA YC0BuiA akcnayatauun MO ACY XXT. MNMepnognmyHocTb 1 Nopsagok
npoBefieHNA KOHTPO/IA yCTaHaB/IMBAKOTCA 3aKa3YMKoM, OTBETCTBEHHbIM 3a akcnnyatauuto ACY XT, ¢ yuyeTom
ocobeHHoOCTel peanusauuu u ycnosuii akcnayatauum MO ACY XKXT n ACY XXT, ykasaHHbIX B 3KCMlyaTaluoH-
HOIi AOKYMeHTaLun, N C yHeTOM HOPMAaTUBHbIX AOKYMEHTOB 3aka3uunka.

7.2.6 B cnyvyae BHeceHuss B MO ACY XT n3aMeHeHuli 4o ncteyeHnss AencTems ceptudumkara cCooTBeT-
cTBus, ochopmneHHoro OC C3U (3asAB/IeHUs O COOTBETCTBUU, 3aperucTpupoBaHHoro B peectpe OC C3W), op-
raHM3ylT OUEHKY MHPOPMaLUOHHON 6e3onacHOCTU naMmeHeHHoro MO ACY XXT. Mo cornacosaHuio ¢ OC C3U
Takas oueHKa MOXeT NPoBOAUTLCSA MO paHee YTBEPXAEHHON (cornacoBaHHOR) nporpamMme U MeToAnKe UCMbI-
TaHuWii, B TOM 4Yucfe No COKpalleHHOW nporpamme.

7.2.7 [OeiictBne ocopmneHHoro OC C3U cepTudukata COOTBETCTBUA (3aperMcTpupoBaHHOroO B pee-
cTpe OC C3U 3aaBneHunsa o cooTtseTcTBumn) MO ACY XKT TpeboBaHUAM N0 MHPOPMALMOHHON 6€30MacHOCTU
npuocTaHaB/ANBaETCA UMM NpekpalaeTcs LOCPOYHO B CAefyLWnx cnyyasx:

- Npu n3meHeHumn TpeboBaHW K MHOpPMaLOHHON 6e3onacHocTy MO ACY XT nnn ACY XT B uenom,
ecnn HecooTBeTcTBUE MO ACY XT 3Tum TpeboBaHUAM co3gaeT yrpo3y 6e3onacHo u/mnm 6e30TKasHOM 3Kc-
nnyatauun ACY XT;

- npu BbisBNieHMn B MO ACY XXT HepgocTaTKoB, co3gatowux yrposy 6esonacHoli u/mnm 6e30TKasHOW
skcnnyatayuum ACY XKT, He ycTpaHMMbIX B pamkax noggepxku 6esonacHoctu MO ACY XKT paspabotunkom (0
BbISIB/IEHWUM TaKMX HEAO0CTATKOB pa3paboTunk nucbMeHHO u3BewaeT OC C3U 1 3aka3umka, OTBETCTBEHHOIO 3a
akcnnyataumnio ACY XT);

- MpV HEBLIMOMHEHUMN pa3paboTunkom TpeboBaHWil No nogaepxke 6eszonacHocTn MO ACY XT (no nuck-
MEHHOMY OobpalleHuto akcnayaTupylowein opraHnsayum B OC C3W);

- Npuv AOCPOYHOM npekpaleHun paspaboTumkom nogaepxkn 6esonacHoctn MO ACY XT (no nucbMeH-
HoMy un3BeweHuto OC C3U paspaboTunkom);
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- MpV BbISAB/IEHUU HapyLIEHUS NPOW3BOAUTENEM YCNOBUI cepuitHoro npomnssogcTea MO ACY XT, obe-
cneynBalLWMX HEU3MEHHOCTb NapameTpoB (xapaktepucTtuk) MO ACY XKT, noATBEPXAEHHbLIX NPU UCNbITAHUAX
(no pesynbTaTam KOHTPOJ/IbHO MPOBEPKW, NMPOBEAEHHON KOMMETEHTHONI ucnbiTatenbHOW nabopaTtopuei nam
OC Cc3W).

7.2.8 MHdopmaumio 06 opopmieHHbix OC C3U cepTudurkatax cooTBeTcTBUSA (0 3aperMcTpupoBaHHbIX

B peecTpe OC C3W 3aaBneHusx o cootsetcteum) NO ACY XT TpeboBaHusAM No MHpopmaunoHHoi 6e3onac-
HOCTU pa3MeLarT Ha MHopMaunoHHoM pecypce OC C3U B ceTu VIHTepHeT. Mpu MCTeYeHnn cpoka AencTemns
WM JOCPOYHOM MpeKkpalieHun AencTBus cepTudmkaTta COOTBETCTBUSA (3asiBEHUS O COOTBETCTBUU) MHOp-
Mauulo 0 HEM yAansT ¢ MHOPMaUnoHHOoro pecypca OC C3U.
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Bubnnorpadus

TexHuyeckunii pernameHT TamoxeHHoro co3a O 6e30nacHOCTN BbICOKOCKOPOCTHOMO XXeNe3HOL0POXHOro TpaHc-
TP TC 002/2011 noprta

TexHuyecknii pernameHT TamoxeHHoro coo3a O 6e30nacHOCTU MHAPACTPYKTYPbl XeNe3HO4O0POXHOro TpaHc-
TP TC 003/2011 nopra

depepanbHblil 3aKoH OT 26 mons 2017 r. Ne 187-d3 «O 6€30MacHOCTM KpUTUYECKOW MHGOpPMaUMOHHOW MHbpa-
CTPyKTypbl Poccuiickoii ®epepauymn»

MocTtaHoBneHve MpaBuTenscTea Poccuiickoin ®epepaumn oT 8 cheBpans 2018 r. Ne 127 «O6 yTBepxaeHumn MNpasun
KaTeropmpoBaHnsi 06 bEKTOB KPUTMYECKOW MHGOPMAaLMOHHON NHAPacTPyKTypbl Poccuiickoin degepaunn, a Takke
nepeyHs nokasarteneii KpUTEPMEB 3HAUMMOCTU OOBHEKTOB KPUTMUECKOW MHDOPMAUMOHHON MHApacTPyKTypbl Poc-
cuiickoii defepaumnn 1 KX 3HaUYEHNN»

TpeboBaHusi K 06ECNEYEHNIO 3alUTbl MHGIOPMALUUM B aBTOMATU3MPOBaHHBLIX CUCTEMax yMnpaBfieHUs NpPoOu3BO4-
CTBEHHbIMU 1 TEXHO/IOTMYECKMMU MPOLIECCaMM Ha KPUTUYECKM BaKHbIX OObEKTaX, NOTEHLMA/IbHO ONacHbIX 06beK-
Tax, a TaKke o6bekTax, NpeacTaBNSAIWMX NOBbILEHHYO OMAcHOCTb A5 XM3HW Y 340POBbA NOAEN U 4718 OKpYyXato-
el npupogHoli cpedbl (yTBepxaeHb! npukaszom ®CTIK Poccun ot 14 mapTa 2014 r. Ne 31)

TpeboBaHMs K CO34AaHUI0 CUCTEM 6€30MacHOCTN 3HAYUMBbIX 06BEKTOB KPUTUUECKO MHCPOPMALMOHHOM NHGPaCTPYK-
Typbl Poccuiickoii ®efgepaunm n obecnedeHno nx OyHKUMOHMPOBaHUS (YTBepXAeHbl npukaszom ®CTIK Poccun
ot 21 pekabpsa 2017 r. Ne 235)

TpeboBaHusi No obecneyeHnto 6e30MacHOCTN 3HAUYMMbIX OOBEKTOB KPUTUYECKON WHOPMAaLVOHHON NHApaCcTpykK-
Typbl Poccuiickoii degepaummn (yTeepxaeHbl npukasom PCTIK Poccum ot 25 aekabps 2017 r. Ne 239)
TpeboBaHMs No 6e30nacHOCT MHpopMaLmK, yCTaHaB/IMBAKOLME YPOBHN AOBEPUS K CPeAcTBaM TEXHMYECKON 3a-
LWMTbl MHChopMaUMK 1 cpeacTBam obecrneveHnst 6e30nacHOCT MHAOPMALMOHHbBIX TEXHOMOMMIA (YTBEPXAEHbI Npu-
kasom ®CT3IK Poccum o1 2 noHa 2020 1. Ne 76)

PykoBogsawmii AOKYMEHT «ABTOMAaTU3MPOBAHHbIE CUCTEMbI. 3aluta OT HEeCaHKLUUOHWPOBAHHOrO A0CTyna K WH-
hopmaumn. Knaccudpukaums aBToMaTu3vpoBaHHbIX CUCTEM U TpeboBaHusA No 3awmTte nHgopmaummn» (YyTBepXaeH
pelweHnem npeacepatens ocydapCTBEHHOM TEXHWYECKON komwuccun npu Mpe3angeHte Poccuiickoii degepauunmn
ot 30 mapta 1992 r.)

PykoBogawmii fOKyMeHT «CpepacTBa BbIMUC/IMTENBHON TEXHWKW. 3alpTa OT HeCaHKLMOHMPOBAHHOIO AOCTyna K
nHdopmaumm. TMokazarenn 3aluULEeHHOCTU OT HECAHKLMOHMPOBAHHOIO A0CTyna K UHdopMauum» (YTBEPXAEH
peweHnem npegcenarens ocyaapCTBEHHON TeXHWYECKon komwuccum npu MNpe3sngeHte Poccuiickoin depepaunmn
ot 30 mapTa 1992 r.)

MonoxeHne o0 cucteme cepTudUKauumM CpeacTs 3awmTbl UHopMauun (yTBepxaeHo npukasom ®CTIK Poccum
ot 3 anpens 2018 r. Ne 55)

MeToguka BbISIBIEHNS YA3BMMOCTE U HEeAEKTapuMpOBaHHbIX BO3MOXHOCTEW B MporpammHoOM o6ecrnevyeHum
(yTBepxaeHa npukasom PCTIK Poccum ot 25 gekabpsa 2020 r.)
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