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MNpepgncnoBne

1 PABPABOTAH depepanbHbiM rocygapCTBEHHbIM Ka3eHHbIM yupexaeHnem «BolickoBas yacTb 43753»
(B/u 43753), O6WwecTBOM C OFTpaHNYEHHON OTBETCTBEHHOCTbIO «LleHTp 6e3omacHocTM uHGopmayun» (000

«LBUN»)
2 BHECEH TexHuW4Yeckum KOMWUTETOM No cTaHfapTu3auunmnm TK 362 «3awmta nHpopmaymnm»

3 YTBEPX/OEH VI BBEAEH B JEWCTBWE Mpukasom ®enepansHOro areHTCTBa N0 TEXHUYECKOMY pe-
rynnpoBaHuto n metponorum ot 29 Hoabpsa 2022 r. Ne 1376-cT

4 BBEJEH BIMEPBbIE

MpaBuna NpUMEHEeHMa HaCTOSALLEro cTaHgapTa YyCTaHOoB/eHbl B cTaTbhbe 26 defepasibHOro 3akoHa
0T 29 uioHA 2015 1. Ne 162-®3 «O cTaHgapTulaumm B Poccuitckon depgepauuun». VMIHpopmaums o6 ns-
MEHEeHMAX K HacToALWeMy cTaHaapTy Ny6ankyeTca B eXerogHom (No cOCTOSHUI Ha 1saHBapsa Tekywero
roga) UHopmaLMoHHOM yKasaTene «HauuoHasibHble CTaH4apThl», a ouuManbHbli TEeKCT U3MEeHEeHUN
N NonpaBoK — B eXeMeCsAYHOM MH(OPMALUMOHHOM ykasaTene «HauuoHanbHble cTaHgapThli». B cnyvae
nepecMoTpa (3aMeHbl) WM OTMEHbl HACTOSALLEro cTaHjapTa cooTBeTCTBYLee yBeJoMIeHne byaeT
ony6/iMKoBaHO B GnvXanliem BbINyCKe eXemMecA4YHOro MHGOPMaUUOHHOro ykaszaTensa «HauuoHasbHble
cTaHgapThi». CooTBeTCTBYyWLWAas UHpopmauns, yseoMNeHe N TEeKCTbl pasMeLLalnTCca Takke B UH-
hopmaLmnoHHON cucTeme 06LLero nob3oBaHNs — Ha odmumanbHoOM caliTe defepasbHOro areHTCcTBa no
TEexXHUYEeCKOMY perynnpoBaHuio 1 MeTposiornm B ceTu NMHTepHeT (Www.rst.gov.ru)

© OchopmnerHune. Y «MHCTUTYT cTaHgapTmMsayum», 2022

HacTosiwuii ctaHgapT He MOXeT GbiTb MOMIHOCTHLIO WM YAaCTUYHO BOCMPOM3BEAEH, TUPAXUPOBaH M pac-
npocTpaHeH B KayecTBe opULMaNbHOIO U3gaHus 6e3 paspeweHua defepasbHOro areHTCTBa No TEXHUYECKO-
My perysimpoBaHui 1 MeTpPosiorum
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BBepgeHne

C uenblo obecneyeHns 3aw M eHHOCTN MHOPMaLUOHHbIX pecypcoB Poccuiickoli ®egepaumn oT KOM-
NbIOTEPHbIX aTak ¥ WTATHOT0 (PYHKUMOHMPOBAHUSA AaHHbIX PEeCYypCcOB B YC/IOBUAX BO3HUKHOBEHUSA KOMMbIOTEP-
HbIX MHUWAEHTOB, BbI3BAHHbIX KOMMNbIOTEPHbLIMY atakamu, co3gaHa FocygapcTBeHHas cuctema obHapyxeHus,
npegynpexaeHus v nukemgauum nocnefcTBuMii KOMNbIOTEPHbIX aTak Ha MHPoOpMaLoHHbIe pecypcbl Poccuii-
ckoii depgepauun (TocCOMKA).

B pamkax pyHkunoHmposaHusa NocCOTMKA ycTaHaBnuBaeTCcs eAUHbIA CTPYKTYPUPOBaHHbIM NOAX04 K Op-
raHu3auum 1 BeAeHWN0 AeSATeNbHOCTU MO ynpaBieHU KOMNbITEPHbIMW WHUMWAEHTaMu, B3anMOCBA3aHHON ¢
obwen feATeNbHOCTbIO MO o6ecnevyeHNto NHPopMaLMoHHOW 6e30NacHOCTU B LLe/IOM, HanpaB/€HHbIN Ha o6e-
cneveHve 3PP EKTUBHOIO pearMpoBaHUs Ha KOMMNbITEpPHble MHUMAEHTbl. Takol nogxof npegycmartpusaeTt
peanusaumnio crnefywumnx cTaguii ynpaBneHus KOMNbOTEPHbIMW MHUMWAEHTaAMK:

- opraHusauus AesaTeNbHOCTN NO yNpaBfeHUI0 KOMNbITEPHbIMU UHUNAEHTAMU;

- obHapyXxeHue n perncTpayunusa KOMNbIOTEPHbIX UHUWAEHTOB;

- pearvpoBaHue Ha KOMMbIOTEPHbIE UHLUAEHTHI;

- aHanus3 pe3ynbTaToB AE€ATENbHOCTU MO yNpaB/eHUI0 KOMNbIOTEPHbIMU UHUWAEHTAMMN.

MpuvHUUNbI €4UHOr0 CTPYKTYPMPOBAHHOTO NoAxo4a K opraHvm3aunmm 1n BefeHUo AeATesIbHOCTM Mo ynpas-
NIEHNI0 KOMNbBIOTEPHBLIMU MHUNAEHTaMWN B pamkax pyHkynoHmposaHusa FTocCOTMKA onpegeneHsl B cnefyoLwmx
cTaHpaprtax:

a) N'OCT P 59710 (HacToAwWiA cTaHAapT) — onpefenseT cogepXxaHue cneaywmx ctaguin ynpaBneHus
KOMMbIOTEPHLIMN MHUNAEHTAMMU:

1) opraHmsauna AeATeNbHOCTM MO YyNpaBAeHU KOMNbITEPHbBIMW UHUUAEHTAMMU;

2) ob6HapyxeHue n perucTpaumsa KOMNbOTEPHbIX UHLNAEHTOB;

3) pearnpoBaHue Ha KOMMbIOTEPHbIE UHLWNAEHTHI;

4) aHanu3 pe3ynbTaToB AE€ATE/IbHOCTU MO yNpaB/eHN0 KOMNbIOTEPHBIMW UHUUAEHTAMMU;

6) TOCT P 59711 — onpegensieT cogepXaHue 3TanoB opraHusaunm AeATeNbHOCTM MO ynpaB/eHUto
KOMNbIOTEPHbIMW WHUWAEHTaAMMN, & UMEHHO:

1) pa3paboTka NOAUTUKM YNpaBAeHUS KOMNbIOTEPHLIMU UHUWAEHTAMMU;

2) paspaboTka nnaHa pearMpoBaHWsa Ha KOMNbIOTEPHbIE NHUWAEHTHI;

3) onpegeneHve nogpasfeneHns, OTBETCTBEHHOIO 3a ynpaB/ieHVe KOMMNbIOTEPHbIMU UHUNLEHTAMN;

4) opraHu3auusa B3aumMogeincTtBua ¢ nogpasfeneHuamMn BHYTPU opraHusauuy v ¢ BHEWHUMU OpraHu-
3aunamu;

5) maTepuanbHO-TEXHWYECKOE OCHalieHMe noapasfefieHns, OTBETCTBEHHOro 3a ynpaB/ieHue KOM-
NbIOTEPHLIMU MHUMAEHTAMMU;

6) opraHu3sauma O06yYeHUSA U MHPOPMUPOBAHUA B YaCTW yNpaB/feHUSA KOMNbIOTEPHbIMU UHLMAEHTA-
MU;

7) npoBeAeHMe TPEHUPOBOK NO OTpaboTKe MepPONPUATUMIA NaHa pearMpoBaHWA Ha KOMMbHOTEPHbIE
WHUNOEHTI;

B) NOCT P 59712 — onpegenaeT cofepxaHue 3Tanos, BbIMNOJIHAEMbIX Ha CTaAuAX:

1) o6HapyxeHue n peructpaumsa KOMNbOTEPHbIX UHLNAEHTOB;

2) pearnpoBaHue Ha KOMMNbHTEPHbIE UHLUUAEHTHI;

3) aHanus pe3ynbTaTtoB AeATENbHOCTW NO yNpaB/ieHNI0 KOMNbIOTEPHbIMU UHUWAEHTAMMU.
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HAUMOHA/NBbHBIN CTAHOAPT POCCUMCKOW SGEALEPALUWN

3awmTta nHpopmauum
YNPABNEHVWE KOMMNbIOTEPHbIMW NMHUWAOEHTAMW
O6Lwme NosIoXeHnsa

Information protection. Computer incident management. General provisions

Jata BBegeHna — 2023—02—01

1 O6nactb NMpPUMeHeHus

HacTtoawwnin cTtaHgapT SABASeTCA OCHOBOMonarawwum AN Cepuum cTaHAapToB NO ynpaB/ieHU KOM-
NbIOTEPHBIMW MHUMAEHTAMMN B paMmkaX PyHKLWOHWPOBaAHWUA FrOCYAapCTBEHHOW cucTeMbl Ob6HapyxeHus, npea-
ynpexaeHua u NuKBMpauum nocneacTBUiA KOMMbIOTEPHbIX aTak Ha MHMOPMaLWOHHbIE pecypcbl Poccuiickoit
depgepauunn (FTocCOMKA). B HacTosAwem cTaHgapTe ONpPefeseHo cofepXxaHue cTaguini ynpaBneHWs KOMMNbHO-
TEPHBIMWU MHUMOEHTaMMU.

HacTtoawuii ctaHgapT npegHasHadyeH kak ans cy6bektoB NocCOMKA, caMoCTOATEIbHO OCYL,ECTB/SA-
WMX ynpas/ieHNe KOMMNbIOTEPHbLIMWU UHUWAEHTAMWU B OTHOLWEHUN COOGCTBEHHbLIX MH(POPMALMOHHBIX PECYPCOB,
Tak u gna cy6bvektoB NocCOTKA, B 30Hy OTBETCTBEHHOCTU KOTOPbIX BXOAAT MHDOPMaLNOHHbIE pecypchl, Npu-
Hagnexawmne apyrum cybvektam FocCOMKA (panee — opraHusauum).

2 HopmMaTuBHbIE CCbIIKN

B HacToAwem cTaHgapTe UCNONb30BaHbl HOPMATUBHbIE CCbIJIKU Ha crejylouime ctaHaapThl:

FOCT P 59547 3awuta mHdopmayum. MOHUTOPUHI MHGOPMALMWOHHOW Ge3onacHocTu. O6WMe noso-
XeHus

FOCT P 59709 3awwuTta MHopmaumun. YnpaBneHme KOMNbIOTEPHbIMU MHUNAEHTaMU. TepMUHbl U onpe-
aenexHus

FOCT P 59711—2022 3awuTa nHpopmMaunn. YnpaBaeHne KOMNbOTEPHbIMU UHUMAeHTammn. OpraHunsa-
UMa 0eATeNbHOCTU NO yNpaB/IEeHUI0 KOMMNbIOTEPHLIMU UHUMUAEHTAMM

FOCT P 59712 3awwuta mHopmauun. YnpaBieHne KOMNbIOTEPHbIMU UHLMAEeHTaMu. PyKOBOACTBO MO
pearnpoBaHWi0 Ha KOMNbIOTEPHbIE UHUWAEHTbI

MpumeuyaHune — MNpyU NONL30BAHUN HACTOSILLMM CTAHAAPTOM Lienecoo6pasHo NpoBEPUTL AEVCTBUE CCbIIOYHbIX
CTaHZ4apTOB B MH(OPMALMOHHOI cucTeme 06LLErD MOJIb30BaHUS — Ha 0YMLMaIbHOM cailTe defepasibHOro areHTcTea Mo
TEXHUYECKOMY Pery/impoBaHuio U METPOIOrn B CETU VIHTEPHET WU MO eXErofHOMY MH(OPMaLMOHHOMY ykasaTento «Ha-
LMOHa/bHbIE CTaHAAPTbI», KOTOPbI OMy6/IMKOBAH MO COCTOAHMIO HA 1 AHBAps TEKYLLEro rofa, v rno BbiMyckaM exemecsiy-
HOro0 MHPOPMALMOHHOTIO yKasaTens «HaunoHasibHble cTaH4apTbl» 3a TeKyLWMii roa. ECv 3aMeHEH CCbINIOYHbIA CTaHaapT,
Ha KOTOpbLI faHa HeAaTWpoBaHHasi CCblka, TO PEKOMEHAYETCA MCMOMb30BaTh AECTBYIOLLYI0 BEPCUIO 3TOr0 cTaHaapTa
C Yy4eTOM BCEX BHECEHHbIX B JlaHHYI0 BEPCUI0 M3MEHEHWA. ECNM 3aMEHEH CCbINIOYHbIA CTaHAAPT, Ha KOTOpbIi AaHa aaTu-
poBaHHasi ccblfika, TO PEKOMEHAYETCS UCMO/Ib30BaTh BEPCUIO 3TOM0 CTaHAAapTa C ykas3aHHbIM Bbille rOLOM YTBEPXAEHUS
(NpuHsATWS). Ecnn nocne yTBEPXAEHNS HACTOSLLEro CTaHAapTa B CChI/IOYHbIN CTaHAAPT, Ha KOTOPLI faHa faTMpoBaHHas
CCbl/IKa, BHECEHO U3MEHEHWE, 3aTpariBaioLiee MosIOKEHNe, Ha KOTOPOE AaHa CCbl/ika, TO 3TO NOJOXEHNE pekoMeHayeTcs
NPUMEHNTb 6e3 yueTa AaHHOr0 M3MEHeHWsl. ECNN CCbI/IOYHbIA CTaH4apT OTMeHeH 6e3 3aMeHbl, TO NOJIOXEHWE, B KOTOPOM
[laHa CCbI/IKa Ha Hero, PeKOMeHAYeTCs NPUMEHATb B YacTh, He 3aTparnBaloLLein aTy CChifky.

M3gaHne opuuynanbHoe
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3 TepMuHbI 1 onpeaeneHns

B HacTodwem cTtaHgapte npumMeHeHbl TepMuHbl no FOCT P 59709 n TOCT P 59547.

4 O6Lwwue NoNoXeHus

4.1 O6wme NPUHUUNBLI YyNpaBneHns KOMMbIOTEPHLIMU MHLUMAEHTaMM

Ona o6HapyXeHWs KOMMbOTEPHbIX UHLUWUAEHTOB MUCMNOJb3YIOT pe3y/bTaTbl NPOBOAMMOIO B OpraHusayuu
MOHUTOPUHIA MH(pOPMAaLUOHHOW 6e30nacHOCTU, B pamkax KOTOPOro ocyuwecTBaseTcs cb6op uHdopmayum o
Cco6bITUAX 6€30MaCHOCTU W UHbIX LAHHbIX MOHWTOPMWHIA, HEOOGXOAUMBIX ANA NOUCKA MPU3HAKOB BO3MOXHOFO
BO3HUKHOBEHWS KOMMbIOTEPHbIX MHLUUAEHTOB. Takue Npu3Haku NpepcTaBnsAoT co6Goli COBOKYNHOCTb 3aperu-
CTPUPOBAHHbIX COGbLITUI A 6€30NaCHOCTU U WHbIX AaHHbIX MOHUTOPUHTA, @ TakXke YyCNO0BWiA, NMPU KOTOPbIX Takas
COBOKYMHOCTb 3aperncTpupoBaHHbiX CO6bLITMII 6€30MaCHOCTM W WHbIX LaHHbIX MOHUTOPUHTA MOXEeT CBUAEe-
Te/IbCTBOBATb O BO3MOXHOM BO3HWKHOBEHUM KOMMbIOTEPHOTO MHUMAEHTA. s c6opa cobbiTUil 6e3onacHocTr
M UHbIX AAHHbIX MOHUTOPUHIA M NOC/EAYIOLLEero nomcka Npu3HaKoB BO3MOXHOT0 BO3HUKHOBEHUS KOMMblOTEP-
HbIX MHLUMAEHTOB, Kak NpaBu/io, MPUMEHSIIOT CpeAcTBa ynpaBieHUs COBbITUSMU MHGOpMaLVOHHOW 6e3onac-
HocTu. Takue cpefAcTBa NO3BONAKT OCYyL,eCcTBNATbL c60p, HOpManusayuo, arperaynio cobbiTMiA 6e3onacHocTu
U UHbIX AAaHHbIX MOHWTOPUHIA U HAa OCHOBAHWU HACTPOEHHbIX NMpaBuA (Aanee — npaBuaa peructTpayuu npu-
3HAKOB BO3MOXHOFO BO3HUKHOBEHUS KOMMbIOTEPHLIX WHLUUAEHTOB) NPOBOAUTL aBTOMATU3NPOBAHHbLIN aHanus
M Koppensynio cobbiTuii 6€30MacHOCTM U WHbIX AaHHbIX MOHUTOPUWHrA.

MpunmeyaHunsa

1 MNMoHATME «NpU3HaK BO3MOXHON0 BO3HWKHOBEHUSA KOMMbIOTEPHbLIX WHUWAEHTOB» MPUMEHAT B CBA3W C TEM, 4TO
cpeacTBa ynpassieHUs cobbITUAMN UHhopMaLMOHHOW 6e30NacHOCTM (PUKCUMPYIOT BO3HUKHOBEHME CUTyaunu, kotopas Mo-
XeT CBUAETeNIbCTBOBATL O BO3HWKHOBEHUWN KOMMbLIOTEPHOrO MHUMAEHTA, a He caM (DaKT ero BO3HWKHOBEHUS.

2 C6op uHopmaumm 0 cobbiTUsaX 6e30MacHOCTU U UHbIX AaHHbIX MOHUTOPUHTA, HEOOBXOAUMbBIX O1S 06HapYXeHUs
KOMMbIOTEPHbIX MHUMAEHTOB, ocyllecTBnseTca B cooTBeTcTBUU ¢ TOCT P 59547.

3 HekoTopble gaHHble MOHWTOPWUHIA WCMOJIb3YIOT TOMIbKO KakK aHa/MTU4eckMe AaHHble npy hopmMupoBaHuu npa-
BWU1 peructpauny npm3HakoB BO3MOXHOIMO BO3HUKHOBEHUSA KOMMbIOTEPHbIX WHUMAEHTOB. K Takum JaHHbIM MOHUTOPUWHrA,
Hanpumep, MOryT OTHOCUTbCA [aHHble 06 uHAMKaTOpax komnpomeTtauuu. Ha OCHOBe faHHbiX 06 MHAMKATOpPax KOMMpo-
MeTaluMnm MOXHO chopMMpOoBaTb HOBOE NPaBuW/Io, KOTOpPOe NnpedycMaTpuBaeT aHanu3 cobbiTuii 6e30NacHOCTU, paHee He
MCMO/Ib30BaBLUMXCA B NMpasBuiax perncrpauum npu3HakoB BO3MOXHOIO BO3HWKHOBEHWUSA KOMMbIOTEPHbLIX MHUMAEHTOB. [py-
rme faHHble MOHWTOPWHIA, B NepBylO o4vyepefb AaHHble O 3aperucTpuMpoBaHHbIX COObITUAX 6€30MacHOCTW, WUCNOMb3YHT
HENocpeACTBEHHO AN 06HApPYXeHUS U perncTpalmm KOMNblTEePHbIX UHUMAEHTOB Kak YCN0BMA A8 NpaBua perncrpaumm
NPU3HaKoB BO3MOXHOIO0 BO3HMKHOBEHUA KOMMbIOTEPHLIX NHLUNAEHTOB.

[nsa Bcex 3aperucTpupoBaHHbIX NPU3HAKOB BO3MOXHOrO BO3HWKHOBEHUS KOMMbIOTEPHbIX WHLUWUAEHTOB
Heo6xo4MMO NPOBOAUTL NPOBEPKY hakTa MX BO3HMKHOBeHMA. Ecnu B xo4e npoBepkn noateBepxpaeTcsa dpakT
BO3HWUKHOBEHWSA KOMMbLIOTEPHOIO UHUMAEHTA, TO AOJIXXHA OCYL,EeCTBAATLCA ero perucrpaums.

Ecnn B xoie NpoBepkn He MOXeT OblTb OfJHO3HAYHO MOATBEPXAEHO OTCYTCTBME (DakTa BO3HUKHOBEHUSA
KOMMbIOTEPHOTO MHUWUAEHTa, TO B 3TOM C/ly4yae Takxe OCyl ecTBNsAeTcsa ero perucrpauyua. NMpu aTom B xone
pearvpoBaHVNs Ha KOMMNbIOTEPHbIA WHUWAEHT hakT ero BO3HWKHOBEHUA MOXeT ObiTb He MOATBEPXAEH, uTO
MOXeT AB/IATLCA OCHOBaHWEM /1A ero 3akpblTus.

Ecnn B xofe npoBepku nofTBepXAaeTcsa OTCYTCTBME pakTa BO3HUKHOBEHUA KOMMNbIOTEPHOrO MHLUWAEH-
Ta, TO B 3TOM C/iy4ae OH He perucTpupyetca. MNpu 3ToM AO/KHA OblITb YyCTaHOBJ/IEHa MpUYMHa perncrpayunu
npu3Haka BO3MOXHOIO0 BO3HUKHOBEHUS KOMMbIOTEPHOro uHuuaeHta. Ecnu npuymHoii permcrpauum npusHa-
Ka BO3HWKHOBEHWA KOMMNbIOTEPHOro MHUMAEHTA ABMANACL KOMMNbIOTEPHASA aTaka, opraHusauuns, sABnswllascs
cybbektom MocCOTMKA, gomkHa NOAroTOBUTb MHMOPMAaLMI0O O KOMMbIOTEPHOW aTtake u ya3BMMOCTU, KOTOPYIO
3/10yMbILJTIEHHUK NbITANCA UCMNONBb30BaThL MPU NPOBEAEHUN 3TOW KOMMNbIOTEPHOI ataku u nepepaTtb ee B opra-
HM3aumno, OCYLeCTBAALWYIO KOOPAMHALWNIO AeATeNbHOCTU B YacTW yNpaB/ieHUss KOMMNbIOTEPHbLIMU UHUNOEH-
Tamu B BUAE KapTOYKW KOMMNbIOTEPHOI aTakm W KapTOUYKW YSI3BUMOCTMU.

MpumeyaHne — B pamkax hyHkumoHmpoBaHmsa MocCOIMKA opraHusauuei, ocyLlecTBAAOWER koopanHauuo
[eATeNbHOCTN B YaCTU yNpaBieHns KOMMNbIOTEPHBLIMU UHLUMAEHTaMU, iBNsSeTCA HaunoHanbHbl KOOPAMHALMOHHBIA LEHTP
Nno KOMMbIOTEPHLIM UHUMAEHTaM.

Ha pucyHke 1 npeactaBfieH o6WuMii NoAXod K 0O6HAPYXEHUID U perncTpaunum KOMNbIOTEPHbIX UHLUWUAEH-
TOB, pearMpoBaHWi0 Ha HUX M MHPOPMUPOBAHMIO OpraHM3auumn, OCyULeCTBASOWEA KoopauHauuo gedTenb-
HOCTM B YacTu ynpaB/ieHUs KOMMbIOTEPHBIMWU UHLUAEHTAMU.

2
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C Hauano

* MpoBepka hakTa BO3HVKHOBEHWSI KOMMbIOTEPHOTO UHLMAEHTA.
** OTCyTCTBME (DAKTA BO3HUKHOBEHWSI KOMMbLIOTEPHOIO MHUMAEHTA He MOXET 6bITb OHO3HAYHO MOATBEPKAEHO.

PucyHok 1 — OG6LuiA Nnoaxos K 06GHapyXeHUo 1 perucTpaLum KOMNbTEPHbIX UHUMAEHTOB, PearupoBaHuio Ha HUX 1
MHCPOPMMPOBAHUIO OpraHn3aLuun, OCYLLECTB/SALEA KOOPAVHALMIO AeSATENBHOCTM B YACTU YNPaBIeHUst KOMMNbIOTEPHbIMU
WHUMAEHTaMn
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K KOMNbOTEPHbLIM MHUMAEHTAM OTHOCATCA MHUWAEHTbI, XapakTepusywlineca Hanuumem dakta Hapy-
WweHnsa n (Mnn) npekpaweHns pyHKUMOHMPOBaHNA MH(OpPMaLUOHHbIX pecypcoB cybbekToB FTocCOMKA, cetn
3/1€KTPOCBA3M, UCNOMb3YyEMON AN1A OpraHu3aunm B3amMoAeicTBUa MHAOPMAaLMOHHbBIX PecypcoB, u (unu) Ha-
pyweHuss 6es3onacHocTu, obpabaTbiBaemMoin B MHpoOpMaynoHHOM pecypce cy6bekToB NocCOTMKA nHcpopma-
Lun, Heob6XoaNMOW ANs obecneyvyeHnss KPUTUYECKUX NMPoUEeccoB (ee KOHPUAEHUNANBHOCTU, LENOCTHOCTM UK
JOCTYNHOCTM), B TOM 4ucne nNpousoWwefwmnx B pesynbTaTte KOMNbOTepHOW ataku. MNpu 3ToM nop npekpauie-
HUEeM WAM HapyweHuem (YHKLMOHUPOBAHUSA MH(OPMAaLMUOHHbIX PECYPCOB MOHMMAKT NpuBefeHne MHop-
MaLWOHHOTO pecypca B COCTOSIHME, NPU KOTOPOM OH MOJIHOCTbIO WAN YaCTUYHO He MOXeT obpabaTbiBaTb WH-
opmaumnio, Heobxogumyto onsa ob6ecnevyeHUa KpUTUYECKMX npoueccos, n (MNN) oCcyw,ecTBNATb ynpaB/eHue,
KOHTPONb WX MOHUTOPUHI KPUTUUYECKUX NPOLLECCOB.

Cyb6bekTbl FocCOMKA, apnsawwmecs cybbekTaMn KPUTUYECKON WMHGOPMALUOHHOW MHGPACTPYKTYpHhI,
onpefensT KPUTUHECKME MPOLECChl B COOTBETCTBUM C 3aKoHogaTenbcTBOM Poccuiickoin depgepauunn. VHble
cyb6bekTbl TocCOMKA onpefenstioT KpUTUYECKNE NPOLLECChbl YCTAHOB/IEHHLIM B OpraHmM3aumm nopsagkom.

Ons adbhekTMBHOrO BeAeHUS AeATeNbHOCTM MO YNpaB/eHWUI0 KOMMbITEPHbIMW WHUMAEHTaMu B opra-
HM3auuu [OMKHbI 6bITb UCNO/b30BaHbl HE TOMbLKO CpeacTBa ynpaB/eHnsa cobbiTuAMM nMHpopmaynoHHoh 6es-
0MacHOCTM, HO U cpeAcTBa ynpaBfeHUsa UHUMAEHTaMU, a Takke cneynanmampoBaHHble cpeacTBa, NpefHasHa-
YeHHble an4da obmMeHa MHd)OpMaLI,I/Ieﬁ O KOMNbKTEPHbLIX aTakKaX, KOMNbHOTEPHbIX NHUMAEHTaX N YyA3BUMOCTAX
(cpeacTBa 06MeHa MHgopmaynei).

CpepcTBa ynpaBneHUsa MHUMAeHTaMu A0XHbI o6ecneymBaTb aBToMaTu3alLmMio npouecca pearMpoBaHus
Ha KOMMNbOTEPHble MHUNAEHTHI.

CpepcTtBa obmeHa nHdopmauunen cnegyeT ucnonb3oBaTbh A8 B3auMofelicTBUA C opraHusauueii, ocy-
wecTBnsoWeld KoopanHaLNO AEeATENbHOCTU B 4acTU ynpaB/ieHUS KOMNbTEPHbIMU UHUUAEHTAMMWU, U C UHbI-
MW BHEWHWMU OpraHnsaymnsamn.

O6MeH nHthopmaynen n B3anmogeiicteme ¢ opraHnsayneil, ocywecTBAAOLWEN KOOPAMHALNID AeATeNb-
HOCTW B 4YacCTu ynpaB/ieHUA KOMMNbHTEPHbIMW MHUMAEHTaMWN, U C UHBIMN BHEWHWUMW OpraHnsaynamMm 3Hayu-
TeNbHO NoBbiwaeT 3 PEeKTUBHOCTb yNpaB/ieHNs KOMNbIOTEPHbIMU NHUULEHTAMW, TaK Kak B HEKOTOPbIX cayya-
AX KOMMbIOTEPHbIE WHUMAEHTbl He MOTYT 6biTb paspelweHbl opraHn3aumein camocToATeNbHO (CO6CTBEHHbIMM
cunamu) uam MoryT BbIXOAWTb 3a Npefiesibl 30Hbl OTBETCTBEHHOCTW OAHON opraHmsaynu.

4.2 Uenun BHeApeHUs CTPYKTYPUPOBAHHOIO Noaxoja K yrnpaBfieHU0 KOMMbIOTEPHbLIMM
MHUMOEHTaMM

Mcnonb3oBaHue CTPYKTYPUPOBAHHOIO NOAX04A K YNPaB/EHUD KOMMNbIOTEPHBIMU WHUUAEHTAMU Hanpas-
JIEHO Ha AOCTWXEHWe CreaylwWwnux Lenei:

a) noBbliWeHne 3P PEKTUBHOCTN pearMpoBaHna Ha KOMMNbIOTEPHbIE WHUUAEHTbI

MoBbIWEHNID 3P EKTUBHOCTM pearnpoBaHns Ha KOMMNbIOTEPHbIE WMHLWAEHTbHI CNOCOGCTBYIOT MAAaHUpPO-
BaHWe U pacnpejesieHne pecypcoB noapasfenieHnii opraHusanum, yyacTByLWNUX B 4esATEIbHOCTM NO ynpas-
NIEHNI0 KOMMbIOTEPHBLIMU UHUMAEHTAMM, a TakkKe BO3MOXHOCTb COBMECTHOrO WCMNO/b30BaHUA UHGopMayuu
0 3aperncTpupoBaHHbIX KOMMbITEPHLIX MHUMAEHTAX crneuuanucTtamu noppasfesieHunsi, oTBETCTBEHHOro 3a
ynpaBfieHne KOMMbIOTEPHbIMU WHLUAEHTAMU, CNeuMasucTtamMum CMexXHbiX nofpasfeneHuil, yyacTBylLWnNXx B
[eATeNbHOCTM Mo YyNpaB/ieHU0 KOMMbIOTEPHbBIMU WHUMAEHTAMU, a Takke opraHusauueii, ocyu,ecTBAsAOLWEN
KoopAuHaUU0 AessTeNbHOCTA B 4acTy YyNpaBAeHUs KOMNbIOTEPHbIMU UHUNLEHTAMMU.

Kpome Toro, ynpaBieHWe KOMMNbIOTEPHbIMWU WHUMAEHTAMU NpejycMaTpuBaeT onpefefieHue ovyepenHo-
CTU pearnpoBaHUs Ha KOMMNbOTEPHbIE UHUUAEHTbI C Y4eTOM UX NPUOPUTETOB U YPOBHEl BNUSIHUA. Pearnpo-
BaHWe Ha KOMNbOTEPHble UHLUWAEHTbI C yY4eTOM WX NPUOPUTETOB W YPOBHEN BAUSHUA NO3BONAET UCKAHOUUTL
CMUTyauumn, B KOTOPbLIX AENCTBUS NO pearupoBaHU0 MPOBOAAT B PeXUMe «6bicTpas peakuusi», Korga KoOMMblo-
TepHble UHUMAEHTbl oTpabaTbiBalOTCA B MOPSAKE UX perncrpauuu, 4to MoXeT NPUBECTU K HECBOEBPEMEHHO-
My pearmpoBaHU0 Ha MHUWAEHTbI, OKasbiBallme HanboNbluee HeraTUBHOE BAUSIHWE HA WH(OPMAaLUOHHbIE

pecypchl.

MpumeuyaHune — Moaxop kK onpegeneHnio YpoBHER BANSHUS U NPUOPUTETOB KOMMNbKTEPHbIX UHLMAEHTOB Npu-
BeeH B npunoxeHuax A n b rOCT P 59711—2022;

6) CHMXeHWe HeraTUBHOIO BO3AENCTBUA Ha NpoLecchbl opraHusayuu

[esTenbHOCTb NO yNpaB/eHU0 KOMNbIOTEPHbIMU UHLUAEHTAMU B NEPBY ovyepeb HanpaB/ieHa Ha CHU-
XEHWe YPOBHS MOTeHUManbHbIX HEraTWBHbIX MNOCAEACTBUIA OT KOMMNbIOTEPHbIX WHLWAEHTOB ANA NPOLECCOB,
HapyweHue u (UNn) NpekpaweHne KOTOPbIX MOXET MPUBECTU K HEraTUBHbLIM COLMaNbHbIM, NMOMIUTUYECKUM,
3KOHOMMWYECKNM, 3KOMIOTMYECKMM MNOoC/AeACTBUAM, MOCNeACTBUSAM B cpepe obecneyeHUs 06OPOHbI CTpaHhbl,

4
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6esonacHocTK rocyjapcTea u npasonopsijka, MUHAHCOBLIM NOTEPSAM WM LOSITOCPOYHBLIM YO6bITKAM, BO3HUKA-
IOWNM 13-3a UCMOPYEHHOI penyTauuyu 1 NoTepn AOBEPUSA K OpraHusaunm;

B) npepoTBpaleHne KOMMbIOTEPHbLIX MHLNAEHTOB

AHann3 faHHbIX, CBA3aHHbIX C KOMMbIOTEPHBIMW UHUUAEHTaAMU, NPOBOAUMBIA B pamkax AeATeNbHOCTU
Mo ynpaB/eHU0 KOMMNbIOTEPHbIMW WHLUMAEHTaMu, HanpaB/ieH Ha BblsiBJIEHWE 3aKOHOMEPHOCTEW M TEHAEHL NI
npousowelWnx paHee KOMNbIOTEPHbLIX UHLUAEHTOB, MH(DOPMALMA O KOTOPbLIX MOXET 6bITb UCNOIb30BaHA ANA
npuobpeTeHNs U HAKOMMIeHUA onbiTa, a Takxke npu paspaboTke pekomeHauuii No ycTpaHeHUo B MHpopmaLm-
OHHbIX pecypcax NMPUYNH W YCIOBUA BO3HUKHOBEHWNS KOMMNbIOTEPHbLIX MHUUAEHTOB C LEeblo NpegoTBpal,eHmns
MX NOBTOPHOIO BO3HWKHOBEHUSA;

r) obecneyeHne MNOBbILWEHNS OCBELOM/IEHHOCTU (MHpOPMUpPOBaHMA) B 06/1aCTU ynpaBaeHUs KOMMbIO-
TEPHbIMU UHUUAEHTAMU

[leaTeNbHOCTb NO yMNpaB/eHU0 KOMMNbIOTEPHLIMU WHUMAEHTaMu npejycMarpuBaeT UHMOPMUPOBaHUE
cneynannctos, y4acTBYIOLWNUX B yNpaB/eHUN KOMNbIOTEPHbIMU UHUUAEHTAMU, C YYETOM MOJIYyYEHHOro onbiTa.

5 Ctaauun ynpaBfieHUs1 KOMMNbIOTEPHbIMU MHUMAEHTaMMU

5.1 KpaTtkoe onucaHue

ONns [OCTUXEeHWs Lenei, U3N0oXeHHbIX B 4.2, CTPYKTYPUPOBAHHbLIA MOAXOA K OpraHu3auum u BeAeHUuio
[eATeNbHOCTY N0 ynpaB/eHnio KOMNbIOTEPHBIMKU MHLUWAEHTaMK Bk/OYaeT B ceba yeTbipe cTaguu:

- opraHuMsauunsa AeATeNbHOCTU NO YNPaBiEHUID KOMMNbIOTEPHBIMU UHLUAEHTAMY;

- oGHapyxXeHue u perucTpauus KOMNbOTEPHbIX UHLUAEHTOB;

- pearupoBaHue Ha KOMMbIOTEPHblE WHUWAEHTbI (BKIOYas (hUKCALUID MaTepuanos, CBA3aHHbIX C BO3-
HMKHOBEHMWEM KOMMNbIOTEPHbIX UWHLWAEHTOB U YCTAHOBM€HWE NMPUYNH W YCNIOBUA BO3HWKHOBEHUS KOMMblOTEP-
HbIX WHLWAEHTOB);

- aHanu3 pe3ynbTaToB LEeSITENbHOCTY N0 YNPaBAEHUI0 KOMMNbIOTEPHbIMU UHLUAEHTAMN.

BbiCOKOYpOBHEBOE NpeACTaB/iEHNE 3TUX CTAAUIA NOKA3aHO Ha PUCYHKe 2.

PucyHok 2 — Craguu ynpasieHUss KOMMNbIOTEPHLIMW UHUNAEHTaMMU
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OPIAHU3AUNA AEATENBHOCTW MO YMNPABJTIEHMIO KOMIMBIOTEPHBIMW MHUWAEHTAMU
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PucyHok 3 — O6Lwwuii nopafoK BeAeHUs AesTENbHOCTY MO YNPaBEHNI0 KOMMLIOTEPHLIMU WHLMAEHTaMU
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Cepusa cTtaHfapToOB NO ynpaB/eHUI0 KOMNbITEPHbIMYU UHUMAEHTAMU BKAKOYaeT:
a) HacToAWMiA cTaHQapT — OxBaTblBaeT BCe YeTblpe cTaguu;
6) T'OCT P 59711 — oxBaTblBaeT CTaAMK «OpraHn3aumnsa AesTesIbHOCTM NO ynpaB/eHUo KOMNbHTEPHbI-
MU MHUUAEHTaMU»;
B) NOCT P 59712 — oxBaTblBaeT cTaguu:
1) o6HapyXeHue u peructpaums KOMNbTEPHbIX MHUNAEHTOB;
2) pearmposaHue Ha KOMNbIOTEPHbIE UHLUAEHTHI;
3) aHanun3 pes3ynbLTaATOB AEATE/ILHOCTM MO yNpaB/eHU0 KOMNbIOTEPHLIMU UHUMUAEHTAMMU.
Ha pucyHke 3 noka3aH 06Kl NOpPAAOK BeAEeHNA LeATENbHOCTM MO yNpaB/JeHU KOMMNbIOTEPHBLIMU UHL K-
AeHTaMun ¢ geTtanusauuneli ctaguini ux ynpaBaeHus.

5.2 OpraHusaumsa oeatesibHOCTU MO ynpaB/ieHUI0 KOMMbIOTEPHLIMU NHUUAEHTAMN

A hekTUBHOE ynpaBfeHue KOMNbIOTEPHbIMU WHUUAEHTaMU Tpe6GyeT COOTBETCTBYOLWEro NaaHupoBa-
HWA M NOATOTOBKW. [nA opraHu3aynu LessTeNbHOCTH NO YyNpaB/eHW0 KOMMNbIOTEPHLIMU UHLMWAEHTAMMW OpPraHu-
3auua AO/KHA BbIMOMHUTL clefylolime MeponpuaTus:

- paspaboTaTb MOSUTUKY YNPaBAEHNS KOMNbIOTEPHLIMU UHLMAEHTAMY;

- paspaboTaTb MJaH pearpoBaHUs HA KOMMNbIOTEPHbIE UHLUAEHTHI;

- onpeAenuTb nogpasgeneHne, OTBETCTBEHHOE 3a yNpaB/ieHUe KOMMbIOTEPHbBIMU MHUUAEHTAMU;

- opraHusoBaTb B3aumopeicTBue c nogpasfeneHnsamMn BHYTPU OpraHu3alum M ¢ BHEWHWMMU opraHu3a-
unsmMu;

- peanusoBaTb MaTepuasbHO-TEXHUYECKOE OCHalleHuWe nofpasfeneHuns, oTBeTCTBEHHOro 3a ynpasfe-
HWe KOMMbIOTEPHbIMU UHUUAEHTAMN;

- opraHusoBaTb 06yYeHWe U MH(OPMUPOBAHME B YaCTW YNpaB/ieHUs KOMMNbIOTEPHBIMU MHUUAEHTAMN;

- NPOBECTV TPEHUPOBKU MO OTPaA6GOTKE MEpPONpuUATMIl NnaHa pearnpoBaHWs HA KOMMNbIOTEPHbIE WHLM-
LEHTbI.

5.3 OGHapyXeHVe 1 perucTpaumnst KOMMbOTEPHbIX UHLUNAEHTOB

[eATeNnbHOCTb N0 0GHAPYXEHUIO U PerncTpaunumn KOMNbIOTEPHbIX MHLUAEHTOB OCHOBbLIBAETCA Ha pe3y/ib-
TaTax NPoBOAMMOIO B OpraHM3auuy¥ MOHUTOPUHTA, B paMKax KOTOPOro ocywecTBaseTcs c60p MHopMauum o
COo6bITUAX 6€30MNaCHOCTN U UHbIX faHHbIX MOHUTOPUHIA W3 PA3/IMUYHbIX UCTOYHMKOB.

MpumeyaHune — B coctaB cobupaemMbix aHHbIX NOMUMO MHGOPMALMN O 3aperncTPUPOBaHHbIX COObITUAX 6e3-
OMacHOCTW, Kak MpaBuio, BXOAAT MHBEHTapM3auWOHHble AaHHble, AaHHble O CeTeBOW aKTMBHOCTU, HOBOCTHbIE JIEHTI,
Kacawwmecs TeKylwein NoNMTUYECKOW, counasibHON WM 3KOHOMWYECKOWN AesATenbHOCTU (06CTaHOBKM), KOTopasi MOXEeT
NOBAUSATb HAa aKTUBHOCTb, CBA3A@HHYK C KOMMbIOTEPHLIMU UHUMAEHTaMMW, NHGOPMALNSA O TEHAEHUUNAX, CBA3AHHbLIX C KOM-
NbIOTEPHBLIMW UHLUMAEHTaMW, O HOBbIX BEKTOpAx aTtak U TeKYLUX NHAMKaTopax atak (MHAMKaTopax KoMmrnpomeTaumn).

CTagus ynpaBfieHUs KOMMbITEPHBIMU WHUUAEHTAMU «O6HApPYXEHWE U perncTpauus KOMMbTEPHbIX
MHUUAEHTOB» COCTOUT M3 ABYX NOC/Mef0BaTe /ibHbIX 3TANOB:
- peructpaums nNpu3HakoB BO3MOXHOFO BO3HWKHOBEHUSA KOMMbIOTEPHbLIX MHLUUAEHTOB.

MpumevaHnsa

1 Peructpauusa npu3HakoB BO3MOXHOTO BO3HWKHOBEHWS KOMMbIOTEPHbLIX WHLUWAEHTOB OCYLIECTB/IAETCA KakK He-
aBTOMaTM3NpOBaHHbIM CMOCO60M (crneunanucTamu nogpasfeneHns, OTBETCTBEHHOrO 3a ynpaBfieHWe KOMMbTEPHbIMU
WHUMAEHTaMK, Npu CaMOCTOATE/IbHOM aHann3e cobbiTuii 6e30NacHOCTU B XO4e MOHUTOPUHIa WKW MpU NOSlyYEHUU COOT-
BETCTBYIOLE MHopMauuy oT PabOTHWKOB OpraHusauuun), Tak 1 aBTOMaTU3MpOBaHHbIM CMOCO6OM (C MCMOJIb30BAHUEM
cpefcTBa ynpaBfieHUss co6bITUSMU MHOpPMaLMOHHON 6e30nMacHOCTX) Ha OCHOBe MpasBua perucrpauuy NpusHakoB BO3-
MOXHOT0 BO3HWKHOBEHUSA KOMMbIOTEPHbIX UHLWAEHTOB.

2 lMpu aBTOMATM3NPOBAHHOM Crnocobe perncrpaumm fnpusHaka BO3MOXHOIO BO3HWKHOBEHWUSI KOMMbIOTEPHBIX WH-
LUMAEHTOB MHOPMaLuA O faHHOM 3aperncTpMpoBaHHOM NpU3HaKe nepegaeTca U3 CpefcTBa ynpas/ieHUs COObITUAMM
MH(OPMaLMOHHOW 6e30MacHOCTM B CPeLCTBO YNpaBieHnsa NHUULeHTaMu, rae Ha OCHOBaHWM NOCTyNuBLLER nHdopmaumn,
aBTOMaTnyeckn opmmupyeTcs KapToyka npusHaka BO3MOXHOr0 BO3HUKHOBEHUS KOMMbIOTEPHOrO MHUMAEHTA.

Mpu HeaBTOMATU3UPOBAHHOM crnoco6e perMcTpauuMm npusHaka BO3MOXHOTO BO3HWKHOBEHWS KOMMbHO-
TEPHbIX UHUWAEHTOB CheuuManucT noapasfeneHnsi, OTBETCTBEHHOIO 3a yNpaB/ieHWEe KOMMbOTEPHBIMU UHLUU-
[LEHTAMMN, CaMOCTOATE/NIbHO PETUCTPUPYET faHHbIl/i NPU3HaK B CPeACTBE yNpaB/ieHUs MHUUAEHTAMU (3an0fHS-
€T KapTOuKy npu3Haka BO3MOXHOTO0 BO3HUKHOBEHUS KOMMNbIOTEPHOIO MHUUAEHTA);

- NOATBEPXAEHNE KOMMbIOTEPHbIX UHLUAEHTOB.
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MpumeyaHune — Ha atane «noATBEPXAEHNE KOMMNbIOTEPHbLIX UHLUMAEHTOB» MPOBOAMTCS OLEHKA MHopMaLum,
CBSI3aHHOW C COBLITUAMM 6Ee30MacHOCTM, HA OCHOBAaHWM KOTOPbIX Obl/1 3aperucTpupoBaH MPU3HAK BO3MOXHOMO BO3HMK-
HOBEHWSI KOMMbIOTEPHBIX WHUMAEHTOB, 415 ONpeAeneHns xapaktepa BANUSHAS HA MHOPMAaLMOHHbIE PEcypchbl C Lesblo
NPUHATUSE PELIEHUS O PEerMcTpaLy KOMMbIOTEPHOTO MHUMAEHTA. MpK Heo6X04MMOCTU OcylecTBAsSeTC c60p U BHECEHMe
[ONONHUTE NbHOW MHJIOpMauun. B cnydae NoaTBEPXAEHUS KOMMbIOTEPHOTO MHUMAEHTA OCYLLECTB/ISeTCS ero perucrpa-
UMsi 1 cO3/laHne KapTOUKM KOMMbIOTEPHOMO MHUMAEHTA.

B pamkax yHKunoHupoBaHus FocCOIMKA dopmaT 1 cogepxaHue KapTouyek KOMMbOTEPHbIX UHUUAEH-

TOB, KOMNbIOTEPHbIX aTak U yi3BUMOCTel onpeaensieTcs opraHusauunein, ocyuecTeasoWwein KoopamHayno ae-
ATENBLHOCTW B YACTW YNpPaB/iEHUA KOMMNbOTEPHbBIMU WHUUAEHTAMU.

5.4 PearnpoBaHue Ha KOMMbHOTEPHbIE NHUUAEHTDI

PearnpoBaHue Ha KOMMNbIOTEPHbIE UHLMAEHTbI OCYLLeCTBASIOT CNeunanuctbl nogpasfeneHus, oTBeT-
CTBEHHOTO 3a ynpaB/fieHWe KOMMbITEPHbBIMU UHLUMAEHTAMU, W CNeLuuannucTbl CMeXHbIX nofgpasfeneHuil, yya-
CTBYWOLWNUX B AE€ATENLHOCTU MO YNPAaB/JEHUID KOMMNbIOTEPHLIMW UHLUMAEHTAMW, BXOAALLME B cOCTaB paboumx
rpynn pearupoBaHus Ha KOMMNbOTEPHbIE UHLUAEHTSI.

B xo4e pearnpoBaHWs Ha KOMMNbIOTEPHbI UHLWUAEHT AO/KHbI 6biTh BbINO/HEHbLI CAeAyloW e 3Tanbl:

- onpefefneHne BOBMEUYEHHbIX B KOMMNbIOTEPHbI UHLWUAEHT 31€MEHTOB UH(POPMALUOHHOI UH paCTPYK-

Typbl.

MpumeuyaHune — B KapTouke KOMMbIOTEPHOMO MHUMAEHTA MOXET OTCYTCTBOBATbH MH(POPMAaUWs O MOSIHOM MHO-
XECTBE 3/IeMEHTOB WHM(OPMALMOHHON WMH(PACTPYKTYPbl, BOB/IEYUEHHLIX B KOMMbIOTEPHbIA WMHUMAEHT. Mo3ToMy KpaiiHe
BaXHO [0 Hauyana atana «/IoKa/in3aumsi KOMMbIOTEPHOTO WHUMAEHTa» ONpeAennTb MoIHOe MHOXECTBO 3/1IEMEHTOB WH-
thopMaLMOHHOW WMHPACTPYKTYPbI, BOB/IEUEHHBIX B KOMMBLIOTEPHbIA WHUUAEHT W BHECTU 3Ty MH(OPMALMIO B KApTOUKY
KOMMNbIOTEPHOTO MHUUAEHTA;

- IoKanusauma KOMNbOTEPHOINo MHUMAeHTa.

MpumeyaHune — Ha atane «1oKanmsayusi KOMNbIOTEPHOTO UHLMAEHTA» CMELMannCTbl NoAPa3e/ieHNsl, OTBET-
CTBEHHOrO 3a YNpaB/ieHWe KOMMbIOTEPHLIMU WHUMAEHTAMU, LOMKHbLI ONPEAe/NTb, HAXOAWUTCA NI KOMMbIOTEPHbIA MHLN-
[eHT Nof, KOHTPosieM. EC/IM KOMNbIOTEPHbIA UHUMAEHT HAXOAUTCS NOJA KOHTPO/IEM, TO BbINO/HSAOTCA Nocneayoue atanbl
pearvpoBaHusl. ECAiM KOMMNbIOTEPHBIA MHUMAEHT HE HAXOAUTCS MO KOHTPOJSIEM WM OXUAAETCS, YTO OH OKAXET CEPbEe3HOe
BO34eiCTBME Ha KpUTMUeckue npouecchl (MPMBEAET K Cepbe3HbIM NOCNeACTBUSIM) opraHusauun, LenecoobpasHo Hanpa-
BUTb 06palLEHNs B OpraHn3aLuio, OCYLLECTBSAIOLLYI0 KOOPAMHALMIO AeATeNIbHOCTM B HacTW YNpaBieHnsl KOMNbIOTePHbIMY
MHUMAEeHTaMK, 06 okas3aHUW COAeNCTBUS B pearpoBaHUM Ha KOMMbIOTEPHbLIA WHLWAEHT.

KOMNbIOTEPHbLIA MHUWAEHT cuMTaeTcs HaxoAAUMMCA NOA KOHTPO/eM, ec/M yAanocb NPUHATbL Mepbl,
KoTopble NMO3BOMUAN NPEeAoTBpaTUTL BOB/lEUYEHWEe B UHUMAEHT HOBbIX 3/1IEMEHTOB MHOPMaLMOHHOW UHGp pa-
CTPYKTYpPbl 1 yBennueHme maclwtaba HeraTuBHbIX MOCAEACTBUIA;

- BbliBleHWEe MOCNefCTBUA KOMNbIOTEPHOTO UHUMAEHTA.

MpuMmeyaHne — Ha3Tane «BbIABNEHNE NOCNEACTBUIA KOMMNBIOTEPHOTO UHLMAEHTAa» BbIMOHATCA NpoLeaypsl
M0 BbISIB/IEHWIO NPU3HAKOB HEraTWBHOIO BO3AENCTBMSA KOMMbIOTEPHOTO MHLMAEHTA HA MH(DOPMAaLVOHHbIE pecypchl;

- nnkeungauna I'IOCJ'Ie,EI,CTBVIVI KOMMNbKOTEPHOIo MHUMAEHTA.

MpumeyaHune — HaaTane «IMKBMAAUMS NOCEACTBUI KOMMBIOTEPHLIX MHLUAEHTOB» BbINOMHAOTCS NpoLeaypsbl
No BOCCTAHOB/IEHUIO LWITATHOTO (DYHKLMOHMPOBAHMS MHPOPMALMOHHBIX PECYpPCcOB U o6pabaTbiBaemMoit UM MHGopMaL K,

- 3aKpblTMe KOMMbIOTEPHOTO UHUMAEHTA.

MpumeyvaHusd

1 Ha kaxgom u3 3TanoB CTaAuu «pearmpoBaHue Ha KOMMNbITEPHble UHUWAEHTbI» ChNeLnanncTbl, OTBETCTBEHHbIE
3a pearmpoBaHue Ha KOMMbIOTEPHble MHUMAEHTHbI (PyKOBOAMTENN pabounx rpynn pearnpoBaHus Ha KOMMbITEPHbIE WH-
LMAEHTBI), AO/HKHbI OCYLLECTBAATL NMPOBEPKY KayecTBa M AOCTATOYHOCTU BbINOSIHEHHbIX AEWCTBUIA N0 pearnpoBaHunio Ha
KOMMNbIOTEPHBIA UHLUMAEHT ¥ NpM HEeo6X0AMMOCTM co3faBaTb 3afaHus Ha A0paboTKy BbIMOMHEHHbLIX AENCTBUIA, a Takke
npYHMMaTb pelleHne 0 BO3BpaTe Ha NpeAblaylunii aTan pearnpoBaHus.

2 Cneumnanuctbl, OTBETCTBEHHbIE 3a pearmpoBaHue Ha KOMMbIOTEPHbIE UHLMAEHTHI (pyKoBOAMUTENN padoyunx rpynn
pearmpoBaHnsa Ha KOMMbIOTEPHbIE MHUMAEHTbI) OCYLLECTB/AIT CAeAyoLWy0 AeATeNbHOCTb:

- npoBefeHne NPoBepkn hakToB BO3HWKHOBEHUSA KOMMbIOTEPHbIX UHUUAEHTOB C Le/Ibi0 X NOATBEPXAEHMNS;

- pervcTpauusa KOMMbTEePHbIX UHUMAEHTOB B C/lyvyae X NoATBEpPXAeHUs;

- KOHTPO/1b BbINOJIHEHUS 3TANOB pearnpoBaHnA Ha KOMMbIOTEPHbIE UHUUAEHTDI.

Mpy ocywecTBAEHUN KOHTPOSA BbINO/IHEHWS 3TanoOB pearnpoBaHnsa Ha KOMNbIOTEPHbIe UHLNAEHTbI cne-
LManucT, OTBETCTBEHHbIV 3a pearupoBaHne Ha KOMMbOTEPHbI WMHUMAEHT (pykoBoauTenb pabouyel rpynnsbl
pearMpoBaHWa Ha KOMMbIOTEPHblE MHUWAEHTbI), AO/DKEH MPUHMMAaTb peleHne O Heo6X0AMMOCTH NMpuBneye-
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HWA opraHusauum, ocyuiecTBAsOW e KOOpAUHALMUIO AeATEe/IbHOCTUM B 4acTu ynpasB/ieHUs KOMMNbHOTEPHbIMY
UHUUAEHTAMW.

OTAeNbHbIMK 3Tanamu B pamkax CTafiun «pearnpoBaHne Ha KOMMNbIOTEPHbIE UHUWUAEHTbI» SIBMSIOTCS:

- ouKcauus mMatepuanos, CBA3aHHbIX C BO3SHWUKHOBEHMEM KOMMNbIOTEPHOTO MHUWUAEHTA,

- yCTaHOB/IEHME MPUYUH W YCNOBUIi BOSHUKHOBEHUSA KOMMbIOTEPHOTO MHUWUAEHTA.

JaHHble 3Tanbl MOTYT NPOBOAMTLCA NapasifiesibHO C OCTasibHbIMK 3Tanamu pearupoBaHus U gaxe no-
cfe aTana «3aKkpblTe KOMMbIOTEPHOTO0 WMHUWAEHTa». BbiNOSIHEHME AaHHbLIX 3TaNOB He B/AWSIET HA 3aKpbiTue
KOMMNbIOTEPHOTO MHLMAEHTA.

MoMUMO MepeyncieHHbIX 3TaNn0B pearMpoBaHua opraHu3aumnsa AO/HKHA pewaTb ciaefyluine Kavesble
3agauu:

- onpefeneHne MpuUHUUNA OYEpPEeSHOCTVN pearupoBaHus Ha KOMMNbIOTEPHbLIE WHLUAEHTHI.

MpumeuaHune — OuepeaHOCTb pearnpoBaHnsl Ha KOMMbIOTEPHbIE VHLMAEHTbI AO/HKHA ONPeaensiTbCs C y4eToM
YPOBHSI UX B/IUSHUA W NPUOPUTETOB;

- obecneyeHne JOKYMEHTUPOBaHUS BCEX AEiCTBMIi BOB/IEYEHHbIX CTOPOH W, B YAaCTHOCTW, CNeuuannucToB noapas-
[leNeHnsl, OTBETCTBEHHOIO 3a yNpaB/fieHne KOMMbTEPHbIMU UHUUAEHTAMM, AN NOCMeAYIolUero aHanmsa y OLEeHKK;

- 6e3onacHoe xpaHeHue 3atUKCUPOBAHHBLIX MaTepuasioB, CBA3aHHLIX C BO3HWKHOBEHWEM KOMMbIOTEPHbLIX WHLW-
LEeHTOB (L4MPOBLIX CBMAETENLCTB), KOTOPblE TPEOYTCSA AN YCTAHOBMEHUS NMPUYUH U YCI0BUIA BO3HWKHOBEHUSI KOMMbIO-
TEPHbIX UHLUMAEHTOB;

- WH(OPMUPOBAHME O BO3HWKHOBEHWUU KOMMbIOTEPHOMO MHUMAEHTA M 06MeH MHopMalmeil ¢ opraHusauueit, ocy-
LecTBAALWEN KOOPANHALMIO LEATENIBHOCTU B YacTU YNPaBAEHUS KOMMbIOTEPHLIMU VHLUMAEHTAMU.

Bcsi co6paHHas MHGopMaLusa, OTHOCALWAACS K KOMNbIOTEPHOMY WMHLUAEHTY, AO/KHA 6biTb OTpaXeHa B
KapTouke KOMMNbIOTEPHOrO UHUUAEHTA M 6biTh MAKCMMaibHO MOJMIHOW. DTO NO3BONAET KAYeCTBEHHO NPOBOAUTL
aHanun3 pesynbTaToB AEATE/IbHOCTU MO YyNpaB/i€HNI0 KOMNbIOTEPHLIMU UHUMAEHTAMM.

5.5 AHanun3 pesy/bTaToB AeATeNIbHOCTU MO yNpaBfieHU0 KOMMNbIOTEPHBIMU UHUWAEHTAMMN

3aknwunTenbHas ctagua ynpasieHUs KOMMNbIOTEPHbIMU UHUMAEHTAMU «AHaNU3 pe3ynbLTaToB AesATeNb-
HOCTV MO YNPaB/IEHU KOMMbLIOTEPHLIMW WHUUAEHTAMU» OCYLLeCTBAAETCA MNOC/E TOro, Kak KOMMbOTEPHbI
UHUUAEHT 6bl 3aKpbiT. laHHaA cTagus BkAlO4YaeT B cebs cregylwue aTtanbl:

- nNpuo6GpeTeHne U HaKoM/eHne onbiTa No pesynbTatam ynpasBfeHUs KOMMNbOTEPHbIMU UHUUAEHTAMM.

MpumeuaHune — lMpuobpeTeHne M HakonieHWe onbiTa No pesy/nbTaTam AesiTeNbHOCTW MO YNpPaBfeHWUo KOM-
MbIOTEPHLIMU MHUMAEHTAMU NpeaycMaTpuBaeT UAEHTU(MKALMI0 MeTO[0B U CNoco6G0B OGHAPYXeHUs U pearnpoBaHus
Ha KOMMbIOTEPHbIE WHUMAEHTbI, KOTOPbIE MOKa3as CBOK 3EKTVBHOCTL B OTHOLUEHUN YXE 3aKPbITbIX KOMMbIOTEPHbIX
VHLMIEHTOB.

MaeHTnduunpoBaHHas nHdopmayns MoxeT O6biTb MCNONb30BaHa nNpu gopaboTke (akTyanusauum) Ao-
KyMeHTauum B YacTu ynpaB/eHUs KOMMbIOTEPHbIMU VHLUUAEHTaMU;

- paspaboTka pekoMeHAauuin no ycTpaHeHnt B MHPOPMAaLMOHHbIX pecypcax NpUYUH WU YCNIOBUIA BO3-
HWKHOBEHWNSA KOMMNbIOTEPHbLIX UHLUNAEHTOB.

MpumeuaHune — PaspaboTka peKOMEHAALMIA MO YCTPAHEHUIO B MHAYOPMALMOHHBIX pecypcax MpuYnH 1 yCnoBuii
BO3HUKHOBEHUSI KOMMbLIOTEPHBIX MHLUAEHTOB OCYLLECTBAAETCA C LEe/bio NPefoTBPaLLEeHUs UX NOBTOPHOTO BO3HUKHOBEHMUS;

- OUEeHKa pe3ynbTaToB U 3PP EKTUBHOCTU pearnpoBaHUs Ha KOMMNbOTEPHbIE UHLUAEHTHI.
MpumeuaHune — OueHKa pe3ynbTaToB U 3IPEEKTUBHOCTU pearMpoBaHns Ha KOMMNbIOTEPHbIE MHUWMAEHTLI Npej-
ycMaTtpvBaeT NpoBEefEeHNe aHann3a npoLeccoB, npoueayp, (hopMaToB OTYETOB M cOCTaBa pabouux rpynn npu pearnpo-

BaHUM Ha KOMMbIOTEPHbIE WHLUUAEHTbI U OLEHKU UX 3hEKTMBHOCTM. OpraHusauus AO/HKHA MEPUOAMYECKU MPOBOAUTL
KOMMJ/IEKCHYIO OLeHKY pe3y/ibTaToB M 3D(PEKTUBHOCTU pearnpoBaHnsi Ha KOMMNbIOTEPHbIE NHLUAEHTHI.

Ha ocHoBe oueHKN pe3ynbTaTtoB M 3P PEKTUBHOCTU pearnpoBaHs Ha KOMMNbOTEPHble WUHLWAEHTbl OCY-
wecTsngetca (npu HeobxoammocTu) gopaboTka (akTyanusauusa) AOKYMeHTauum B 4yacTu ynpaBieHUsA KOM-
NbIOTEPHLIMU MHUWAEHTAMMU;

Ha ctagnun «aHanus pesynbTaTtoB AeATEeNbHOCTU MO ynpaB/ieHUI0 KOMMbIOTEPHLIMU UHUUAEHTaMU» op-
raHuzaunsa Takxe A0/IXHa pewaTb chefylllne Ka4veBble 3ajadun:

- MHbopMMpOBaHMe U 06MeH pedynbTaTamMmu AeATeNbHOCTU N0 yNpaBAeHU KOMNbIOTEPHbIMU UHUNAEH-
TamMu C 3aMHTepecoBaHHbIMW OpraHuzaumsamu (Npu Heo6xoanuMoCTK);

- onpepeneHue coctaBa UHOPMAaLMN O KOMMbIOTEPHbIX WHUMAEHTAX, CBA3AHHbIX C HUMWU BeEKTOpax
aTtak u ya3BMMOCTAX, KOTOpass MOXeT 6biTb NepejaHa opraHu3auusam, C KOTOPbIMU OCyLlecTBAAETCSA B3aMMO-
gelicTBue, B Lensx npefoTBpalleHNss BO3SHUKHOBEHUSI TaKMX e KOMMbIOTEPHbIX UHUNAEHTOB B UX MH(OpMa-
LMOHHO MHG pacTpyKType.
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