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MNpegncnosne

1 NOArOTOBJ/IEH ®epepanbHbiM roCyfapCTBEHHLIM yupexaeHneM «dPeaepasibHblii ccnepoBaresb-
ckuit ueHTp «MHdhopmaTika 1 ynpasneHwe» Poccuiickoii akagemmnn Hayk» coBMecTHO ¢ O6LLecTBOM € orpa-
HWYEHHOW OTBETCTBEHHOCTbIO «/H(hOpMaLMOHHO-aHA/IMTUYECKNIA BbIYUCANTENBHBIA LeHTp» (OO0 MABL,) 1
OG6LLECTBOM C OFpaHNYEHHOl OTBETCTBEHHOCTLIO «KoprnopaTuBHbIE 3/1EKTPOHHbLIE CUCTEMbI» Ha OCHOBE CO6-
CTBEHHOrO NepeBoja Ha PYCCKWIA A3blK aHr10513bIYHON BEPCUM [JOKYMEHTA, YKa3aHHOro B NyHkTe 4

2 BHECEH TexHnyecknum KomMuTeTom no ctaHgaptnsaummn TK 022 «HhopmauoHHble TEXHONOMUN»

3 YTBEPXAEH W BBEAEH B ,D,EI7ICTBI/IE MNpukasom defepasibHOro areHTCTBa Mo TEXHUYECKOMY
perynuposaHunio 1 metponorum ot 19 maa 2021 r. No 397-ct

4 HacToswwii cTaHgapT uageHTUYeH MexayHapogHomy gokymeHTy IEC TR 63074:2019 «BesonacHocTb
MalunH. Bonpocbl 3awutbl MHhopMaLun B cuctemax ynpas/ieHusl, CBA3aHHbIX ¢ obecneveHneM qIyHKLMO-
HanbHoI 6e3onacHocTu» (IEC TR 63074:2019 «Safely of machinery — Security aspects related to functional
safety of safety-related control systems». IDT).

Mpu NnpyMeHeHnn HacToALEero cTaHaapTa pekoMeHAyeTCs UCN0/1b30BaTb BMECTO CChI/TOYHbIX MEXAYHa-
POAHbIX CTaHAAPTOB COOTBETCTBYIOLLME UM HALMOHA/NbHbIE U MEXIOCYAapCTBEHHbIE CTaHAAPTbl, CBEAEHNS O
KOTOPbIX NPUBEAEHbI B fOMONIHUTENBEHOM NpUIoXeHnn JA.

[lononHnTenbHble CHOCKN B TEKCTe CTaHfapTa, BblAefIeHHble KypCUMBOM, NpvBEAEHbl 415 MNOSACHEHUSA
TekcTa opurmHana

5 BBEJEH BMNEPBbIE

MpaBuna NpUMEHEHNs1 HacTOSILLLEro CTaHAapTa yCTaHoBMeHbl B cCTaThbe 26 defepanbHOro 3akoHa
oT 29 mioHa 2015 r. W 162-93 «O cTaHgapTusauum B Poccuiickoii ®egepauun». VMiHdopmaunus 06 13-
MEHEHUAX K HaCTosILEeMy CTaHAapTy Ny6UKye TCS B eXXerofHoM (Mo coCcTOsSHMI0 Ha 1sHBaps TeKyLWero
roga) UHopmMaLoHHOM ykasaTersne ((HauvmoHanbHble cTaHAapThi», a ouLMabHblii TEKCT U3MEHEHWI
M NonpaBoK — B €XeMeCsYHOM MH(OPMaLMOHHOM yKasaTene «HauuoHasibHble cTaHaapTbi». B cnyvae
nepecmMoTpa (3aMeHbl) AN OTMEHbI HACTOSILLEr0 CTaHjapTa cCooTBeTCTBYyLee yBefoM/eHe byaeT
ony6/IMKOBaHO B GMXaiLLEM BbIMNYCKE €XeMeCcsa4yHOro MH(OPMAaLMOHHOrO ykasaTensa «HauuoHanbHble
cTaHgapTbi». CooTBeTCTBYWWAs MHopMaLusi, yBeOMIEHNE 1 TEKCTbl pasMellalnTCca Takke B UH-
(hopmMaLMoHHOl cMcTeMe 06LLEero NoMb30BaHUS — Ha ohuLManbHOM caliTe defepanbHOro areHTcTBa no
TEeXHNYEeCKOMY perysmpoBaHuio 1 MeTposioruy B ceTn UHTepHeT (www.gost.ru)

© IEC. 2019 — Bce npasa coxpaHatoTca
© CtaHpapTuHdopmM. ocopmneHmne. 2021

HacToswuii cTaHfapT He MOXeT GbITb NO/IHOCTHIO UK YACTUYHO BOCMPOU3BEAEH, TUPAXMUPOBAH U pac-
MPOCTPaHEH B Ka4yecTBe ohuLMasIbHOTO N3aHns 6e3 paspelueHnst defepasibHOro areHTCTBa No TeXHUYEeCcKo-
My peryMpoBaHuio 1 MeTposiorum
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BBepeHve

YMbIWNEHHOE HapyLlleHne MHOPMAaLMOHHON 6€e30MacHOCTM CUCTEM MPOMbILLIEHHOM aBTOMaTUKU MO-
XeT NPouCcXoAnThL BCleacTBue Toro, uTo:

- K CUCTEMe yMnpaBfieHUs BO3MOXEH [OCTYN, HanpuMep nepenporpaMMupoBaHve (yHKUUA MallunHbl
(BKNtOYasa CcBA3aHHbIE C 6€30NacHOCTLI0);

- MPOUCXOANT «COHAMKEHME» MexAay CTaHAapPTHbIMKU LT cuctemamu 1 npoMbIWIEHHLIMU CUCTEMAMMU:

- BO BCTPOEHHbIX CUCTEMAX CTasi NOABASATLCA ONepaunoHHbIe CUCTEMbI, COGCTBEHHbIE CETEBLIE NPO-
TOKO/Ibl 3aMeHsiioTCs |IP npoTokonamu 1 gaHHble nepejatoTcs B OPUCHY CETb HENOCPEeACTBEHHO U3 CETU
SCADA,;

- nporpamMmMHoe obGecneyeHne paspabaTbiBaeTcsi NyTeM MOBTOPHOMO MCMOJ/Ib30BaHWSA CYLLECTBYHOLUX
KOMMOHEHTOB NMPOrpaMMHOro o6ecneyeHns CTOPOHHNX NpousBoauTeneit:

- yAaneHHbI AOCTYN OT MOCTaBL4MKOB CTasl CTaHAAPTHLIM CNOCO60M 3KCMyaTauumn'TeXHUYeckoro 06-
CNY)XMBAHUS C NOBbILEHHbIM PUCKOM HapyLleHWs kKn6ep6e3onacHoCTH, yunuTbiBasi, HanpuMep, HECaHKLMOHK-
pOBaHHbIV AOCTYN, HApyLUEHNE JOCTYMHOCTU U LLe/IOCTHOCTUN 3allMiLiaeMbIX PECYPCOB.

CBsi3aHHble C 6€30MaCHOCTbLI0 CUCTEMbBI YNPaB/IEHUSA MalLUH ABAAIOTCA YACTbi0 CUCTEM NPOMbILLSIEHHOM
aBTOMaTVK/M U MOTYT NoABEPraTbCsl aTakaM, KOTopble MOryT NPMBECTW K NOTePO CNOCOGHOCTU NoAAEPXUBATL
6e3onacHoe PYHKLNOHNPOBaHNE MaLLVHbI.

MpumevyaHune 1— Bo3HMKaOLWMIA PUCK, CBSA3AHHBIV C BO3MOXHOCTSIMU aTak, ABMASETCS 3HAYNTENbHbIM C yue-
TOM TEHAEHUUI 1 N3MEHEHWIH YIPo3, a TakKe KOIMYECTBA M3BECTHbIX YSI3BUMOCTEl. Lienun 3awutsl MHopMawm onuch-
BatOTCA [N1aBHbIM 06pa30oM C TOUKM 3PEHUS KOH(DUAEHLNANBHOCTYH, LLeNIOCTHOCTW U [OCTYNHOCTH, KOTOpble HEo6X0AUMO
onpeAenaTb B LLE/IOM U C y4eTOM NPUOPUTETOB, NCNO/b3YSi PUCK-OPUEHTUPOBAHHBIN NOAXOA.

Llenn dyHKuMOHaNbHOM 6€30MacHOCTV yunTbiBalOT PUCK, OLLEeHVBasA TSHKeCTb MPUYMHEHHOrO Bpeja u
BEPOATHOCTb BO3HWKHOBEHMS 3TOro Bpega. lNocnefcTBusa N060ro pucka (onacHoe cobbiTue) onpegensiot
TpeboBaHUA K NosiHOTe 6e3onacHOCTM (YypoBeHb MOJSIHOTHI 6e3onacHocTu (SIL) cornacHo M3K 62061 wm
M3K 61508 unu yposeHb achchekTuBHocTH 3awwunTbl (PL) cornacHo MCO 13849-1).

UT0 kacaeTtca yHKLMM 6€30NacHOCTU, TO Yrpo3bl HapYyLLUEeHUs 3almTbl UHDOpMaL M (BHYTPEHHNE MAn
BHELUHWE) MOTYT BAUATb Ha NOMHOTY 6€30MacHOCTY 1 06LLYH0 FOTOBHOCTb CUCTEMBI.

MpumeuyaHune 2— YTo6bl 06€CNEUNTH AOCTUKEHNE LENEN 3alnTbI MHpOPMALMKM, HEOBXOAMMO UCMONb30BATh
cogepxauunecs B MIK 62443-3-3 onpegeneHns u pekomeHayembie TpeboBaHuA K 3awute nHgopmauum («pyHaameH-
TasibHble TPE6OBaHNS»), KOTOPbIE AOKHbI 6bITh BbINO/IHEHbI COOTBETCTBYHOLLEN CUCTEMOA.

MpumMmeyaHne 3 — B HacTosWweMm cTaHAapTe He paccMaTpuBaeTcsl obwasa cTparerns 3awmTbl MHopMauuu,
Tak Kak oHa npejcTtaBneHa, Hanpumep, B M3K 62443 (Bce yacTtu) nnn MCO/M3IK 27001.

B HekoTOpbIX CTaHAapTax no PyHKLMOHaNbHOW 6e3onacHoCTM MawuH (Hanpumep. M3K 61496 (Bce va-
cTn) n MCO 14119] paccmaTpmBaeTCcsi HeLeneBoo hrnsnyeckoe UCnosib3oBaHue.

MpumevaHune 4— «Heuenesoe hnanyeckoe NCNObL3OBAHNE» HE CBA3AHO C JU3NYECKOIi 3aLnToli nHhopma-
uuun. koTopas onpegeneHa B M3K 62443 (Bce yacTtu), Hanpumep B 4.3.3.3 M3K 62443-2-1:2010. C manyeckoii 3almToi
MHopMaLlmun cBsizaHo, HanpumMep, ynpasneHne (orpaHuyeHne) 4oCTynomM nocpeAcTBoM hn3nM4eckoro NpenaTcTBus.
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HAUMOHANbLHBIKW CTAHALAPT POCCWUMNCKOWN OSEJLEPALUNMN

BE3OMNACHOCTb MALLNH

Bonpochkl 3aWuTsl UHpopmaLum B cuctemax ynpasnieHus,
CBSAA3aHHbIX C obecneyeHneM PyHKLMOHANbHON 6e30nacHoOCTH

Safety of machinery.
Security aspects related to functional safety of safety-related control systems

[ata BBegeHnsa — 2021—11—30

1 O6nacTtb NpUMEHEHNS

B HacTosiliem cTaHgapTe npeAcTaBfieHO PyKOBOACTBO MO NMPUMEHEHWIO cTaHaapTa M3K 62443 (Bce
yacTu), CBI3aHHOE C TEMU BOMPOCAMM Yrpo3 v y3BUMOCTEN MHPOPMAaLMOHHOW 6830MacHOCTH, KOTOpPblEe MO-
ryT NOBMUATL HAa (PYHKLMOHANbHYI0 6E30MacHOCTb, BLINOHAEMYIO U peann3yemMyto cMcTeEMaMy ynpaBeHus,
CBsI3aHHbIMK ¢ 6e3onacHocTblo (SCS), a Takke MOryT NPUBECTM K NOTepe CnocoGHOCTU NOoALEPXUBaTL 6€3-
OnacHyto aKcnyarauuio MallyHbl.

MpumevyaHune 1— Hanpumep, nonbiTka HeCaHKLMOHNPOBAHHOTO JOCTyna k MawwuHe (ee yHkUun 6e3onac-
HOCTW). KOTOPas BAWSET Ha FOTOBHOCTb MalUUHbI ¥ MOXET NPUBECTU K 610KMPOBKe (hyHKL MM 6e30nacHOCTH.

B HacTosilem cTaHfjapTe paccMaTpuBaloTCs Cefylolme BONpoChl, CBA3aHHbIe C 3aluTol nHdopma-
L1 B MallMHe, C BO3MOXHbIM X NpUMeHeHnem K SCS:

- ya3BumocTn SCS, KoTopble MOTYT 6biTb UCMOMb30BaHbl MPSMO WM KOCBEHHO (Y4epes Apyrue yactu
MaLUVHbI), YTO MOXET NPUBECTU K HapYLUEHWNIO HOPMaLOHHOW 6e30nacHoOCTH,;

- B/IMSIHWE Ha XapaKTepUCTMKM OyHKLMOHAaIbHOM 6e30nacHoCT U cnocobHocTb SCS Ao/MKHbIM 06pa-
30M BbIMOSIHATL CBOK YHKUMIO (PyHKLMN);

- onpefienieHne TUNOBOro BapuaHTa UCNob30BaHNA U NPYMEHeHe COOTBETCTBYIOLLEN MOAENN YIPO3bl.

NMpumeyanune 2 — [na Apyrnx BONPOCOB, CBA3AHHLIX C Yrpo3amu 1 ysa3BUMOCTAMU UHGOPMaLMOHHON 6es-
OMacHOCTU. MOTYT MPUMEHATLCA nonoxeHns MOK 62443 (Bce yacTtn).

2 HopmartuvBHbIe CCbUIKU

B HacTosilem cTaHAapTe MCNo/b30BaHbl HOPMAaTMBHbIE CCbINIKM Ha crefytolive cTaHgapTbl. Ana aatu-
POBaHHbIX CCbI/TOK MPUMEHSAIOT TO/IbKO YKa3aHHOe n3faHve CCbIJIOYHOro CTaHAapTa, 419 HeJaTMpOoBaHHbIX —
nocnegHee usgaHve (Bkayas Bce N3IMEHEHUS).

IEC 62061, Safety of machinery — Functional safety of safety-related electrical, electronic and
programmable electronic control systems (Be3onacHocTb MawwnH. ®PyHKLMOHabHAaA 6e30MacHOCTb 3N1EeKTpU-
YeCKUX. 9NEKTPOHHBIX U MPOrpaMMmpyemMbIX 3NEKTPOHHBIX CUCTEM YNpaB/ieHns, CBA3aHHbIX C 6€30MacHOCTbIO)

ISO 12100:2010, Safety of machinery — General principles for design — Risk assessment and risk
reduction (BesonacHoCTb MalmnH. O6LMe NPUHLMNBI KOHCTPYUPOBaHUA. OLEHKa pUCKa U CHKEHNE pUCKa)

ISO 13849-1:2015. Safety of machinery — Safety-related parts of control systems — Part 1: General
principles for design (be3onacHOCTb MallWH. 3NeMeHTbl CUCTEM YnpaB/ieHUsl, CBsA3aHHble ¢ 6e30NacHOCTLIO.
YacTb 1. O6wue npMHLMUMbl KOHCTPYMPOBAHNS)

M3paHne oduynansHoe
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3 TepMUHbI 1 onpeaeneHus

3.1 B HacToslem cTaHAapTe NpUMeHeHb! cneayloLwue TepMUHbl U onpegesieHns.

MCO n M3K ana npuMeHeHus B CTaHAapTM3aLmmn NogaepXMBatoT TepMUHoNornyeckue 6asbl JaHHbIX:

- M3K OnekTponeaus: goctynHa no agpecy http://www.electropedia.org/

- oHnaliH-nnatcopma MCO: gocTynHa no agpecy https://www.iso.org/obp.

3.1.1 akTuB (asset): PU3nUeCKNin NN Normyecknii 06bLEKT, KOTOPbLIN NpeAcTaBAseT A1 CUCTeMbl ynpas-
NEeHVA oLy aemMyto NN peasibHyo LEeHHOCTb.

[M3K 62443-3-3:2013. nyHKT 3.1.1; nsmeHeHo — «lACS», 3aMeHeHa «cuctema ynpasneHus», yaaneHo
npuMeyvaHue]

3.1.2 aTtaka (attack): NMocaratenbCTBO Ha CUCTeMy, SABNAIOLLEECS CIeACTBNEM PaLVOHaIbHON Yrposbl.

[M3K 62443-3-3:2013. nyHKT 3.1.3; U3MEHEHO — yAasieHbl NpumeyaHmns)

3.1.3 pocTtynHocTb (paboTtocnocobHocTb) (availability): Cnoco6HOCTbL KOMMOHEHTa BbINOAHUTL Tpe-
6yemoe felicTBre Npu 3afaHHbIX YC/I0BUAX B 3aaHHbIi MOMEHT BPEMEHW MW B NPOAO/HKEHNE 33[aHHOr0
UHTepBana BpeEMEHM, eCNun NpefocTaB/ieHbl He06X0AMMble BHELLHWE pecypchbl.

MpumeuyaHune 1— 3Ta cnoco6HOCTL 3aBUCUT OT CEAYIOLLMX acMNeKToB, PACCMATPUBAEMbIX B COBOKYMNHOCTM:
HafeXHOCTH, YA06CTBA CONPOBOXAEHMS U KAUECTBA TEXHUYECKOI NOALEPKKU.

MpumeuyaHne 2— HeobXoanMble BHELIHWE PECYPChl, OT/IMYHbIE OT PECYPCOB TEXHNYECKOTO 06CMYXUBAHUS,
He BAWSIOT HA nokasaTesb AOCTYNHOCTW KOMMOHEHTA.

MpumeuaHune 3 — Bo (ppaHLy3CKOM s3blKe UCMONb3YeTCsi Takke TepMUH «dispombait» B 3HaUeHUM «TekyLias
LOCTYNHOCTb», @ B HEMELKOM A3blKe B 3TOM 3HAYEHWUUN UCMONb3YETCS Takke TepMuH «Verfugbarkeit».

[IEC/TS 62443-1-1:2009, nyHKT 3.2.16. n3MeHeHO — B npuMevaHun 3 gobasneHa uHdopmaums o Tep-
MWHE Ha HEMELKOM fA3bIKe]

3.1.4 koHbugeHunanbHocTb (confidentiality): CoxpaHeHue paspelleHHbIX OorpaHMyYeHunin Ha JocTyn K
nHopmauuy nuuam, npoueccam Uam ycTpoicTsam.

[IEC/TS 62443-1-1:2009, nyHkT 3.2.28]

3.1.5 cuctema ynpasneHus (control system): Cuctema, kotopas pearmpyeT Ha BXOAHble AaHHble, Ha-
npumMep, 0T TEXHO/I0TMYECKOro npouecca, ApYrux 3/IeMeHTOB MallvHbl, onepaTopa, BHELHero 060pyA0BaHnsa
KOHTPONS ¥ reHepupyeT BbIXO4HOW curHan (BbIXOAHblE faHHbIE), Bbi3blBas npeanvucaHHoe hyHKLMOHNpOBa-
HVMe MaLLWHBbI.

3.1.6 onacHblit oTka3 (dangerous failure): OTka3 anemeHTa W/um NoAcUcTeMbl, UW/WIN CUCTEMBI, BNNS-
IOLLMIA Ha BbINOMIHEHWE (hYHKL MU 6e30nacHOCTH:

a) NpensTCTBYeT BbINOSIHEHWIO (hYHKLUM 6e30NacHOCTH, ecim Heo6X0AMMO ee BbINOSIHEHUE (B pexu-
Me 3anpoca), Uv Bbi3blBaET NpekpalleHe BbiNoNHeHNs thyHKLMM 6e30nacHoCT (B HEMPEPBLIBHOM pexume),
nepeBoAs MalluHy B ONAacHOe WM NOTEHUMasIbHO OnacHoe COCTOsiHMeE, Un

b) CHMKAeT BEPOSITHOCTb pernaMeHTMPOBaHHOTO BbINO/IHEHNA (hyHKLUKM 6e30nacHOCTU, ecnm Heobxo-
ANMO ee BbINOSIHEHME.

[M3K 61508-4:2010, NyHKT 3.6.7; n3MEHEHO — «YO» 3aMEHEHO Ha «MaLlnHy»)

3.1.7 dpyHKuMoHanbHasa 6e3onacHocTb (functional safety): HacTb 06Leli 6e3onacHOCTU, 06YC/IOB/EH-
Has npMMeHeHneM 060pYyA0BaHNA U CUCTEMbI yrpaBieHnsa 060pyAoBaHMeM, KOTopas 3aBUCUT OT NpaBu/ib-
HOCTU (PYHKLMOHNPOBaHUS CBA3aHHON C 6€30MacHOCTbI0 CUCTEMbI YPaBieHus, CBA3aHHbIX C 6e30MacHOCTbIO
CUCTEM ynpaB/ieHUsi, OCHOBAHHbIX Ha APYTX TEXHOMOMMAX, N BHELLUHUX CPEACTB MO CHUKEHUIO pucKa.

[M3K 61508-4:2010, nyHkT 3.1.12; n3meHeHo — «YO» 3aMeHeHO Ha «06opygoBaHue». «3/3/M3» yaa-
NeHo]

3.1.8 mawunHbl, mexaHusmbl (machine, machinery): O6opygoBaHHas Wav npejHasHayeHHas Ansa 060-
pyfoBaHNA CUCTEMON NPUBOAA COBOKYMHOCTb CBA3AHHbLIX MexAy CO60i YacTeil n yCTPOWCTB, OAHO W3 KOTO-
PbIX ABMXETCA 1 KOTOPblE COeAMHEHbI BMECTe AN onpeAeneHHOro NpUMeHeHus.

MpumeyaHne — TepMUH «MaLIMHaN/aMeXaHU3M» Takke pacnpocTpaHseTcs Ha COBOKYMHOCTb MallWH, KOTO-
pble KOHCTPYMPYIOTCA 1 yNpaBasoTcs Takum o6pasomM, 4To6bl hyHKLMOHUPOBATbL Kak eAnHoe Lefoe.

[MCO 12100:2010. nyHkT 3.1; NI3MEHEHO — yJasieHo npuMmeyaHmve 1]

3.1.9 3awuTHble Mepbl (protective measure): Mepbl, NpegnpvHUMaemMble ANS afeKBaTHOTO CHUKEHWS
CTeneHun pucka:

- KOHCTPYKTOPOM (pa3paboTka 6e30NacHOi KOHCTPYKLUM MalLuHbl, CPeACTB 3aluUThbl Y AONO/THUTENBHbIX
3aWMTHBIX Mep. MHhopmaumn NS nonb3oBartens);


https://files.stroyinf.ru#  
https://www.mosexp.ru# 
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- nosb3oBaTteneM (OCyLLIeCTBNEHME 6Ge30NacHOl aKcnayaTauum, TEXHUUYECKUA KOHTPOsb, cucTemMa fAo-
nycka kK paboTe; NnpuMeHeHWe AOMNOMHUTENbHbIX 3aWUTHLIX MEpP; UCMO/b30BaHNe CPeACcTB UHAMBUAYANbHOM
3awuThl; 06y4YeHne nepcoHana).

(MCO 12100:2010, nyHKT 3.19; N3MEHEHO — YyAaneHo npuMeyaHue]

3.1.10 puck (risk): CoyeTaHvne BEpPOATHOCTU HaHECEeHUS N CTENEHWN TSXECTW BO3MOXHOrO yuiepba nam
BpeAa 340pO0BbIO.

[MCO 12100:2010, nyHKT 3.12]

3.1.11 6e3onacHocTb (safety): OTcyTCTBUE HENPUEMNIEMOrO PUCKA.

[PykoBoacTtBo WCO/M3K 51:2014, nyHkT 3.14]

3.1.12 dpyHKuus 6e3onacHocTyu (safety function): ®yHKUMA MaLLWHBI, OTKA3 KOTOPOI MOXET NPUBECTU K
HeMeA/IeHHOMY BO3pacTaHuio pucka(oe).

[MCO 12100:2010, nyHkT 3.30]

3.1.13 nonHoTa 6e3onacHocTu (safety integrity): BeposaTHOCTb TOro, 4TO cUCTEMA YNpaB/ieHNs, CBSA3aH-
Has c 6e3onacHoCTblo, 6yAeT yA0BNETBOPUTENbHO BbINOHATL TpebyeMble dyHKL MM 6e30NacHOCTU Npu BCeX
OrOBOPEHHBIX YC/TOBUSIX B TEUEHWE 3a[aHHOro HTepBasa BPeMeH!.

[M3K 61508-4:2010, nyHkT 3.5.4; nsmeHeHo — «3/3/MN3 cuctema, cBsizaHHas ¢ 6€30NacHOCTbIO» 3a-
MEHEHO Ha «cucTema ynpas/ieHusi, CBA3aHHasA ¢ 6e30MacHOCTbI0», YAasneHbl NPUAoXKeHNs]

3.1.14 cucTema ynpaBfieHus, cBA3aHHasa ¢ 6e3onacHocTbio (SCS. Safety-related Control System):
YacTb cucTeMbl ynpasiieHns MallvHOM, BbINOHSOWASA (hyHKLMI0 6e30NacHOCTY.

MpumeuaHune — SCS akBuBaneHTHa SRECS. onpegeneHHoli B MOK 62061:2015, nan oAHOW WAn HECKOSb-
kum SRP/CS. onpegeneHHbim B NICO 13849-1.

[M3K 62061. nyHKT 3.2.4; U3MeHeHO — yAasieHo npuMeyaHune]

3.1.15 3awuTa nHdopmayuu (security):

a) Mepbl, NpegnpuHUMaemble 415 3alnTbl CUCTEMBI;

b) COCTOSAHME CUCTEMbI, KOTOPOe SIBMIAETCA pe3y/ibTatoM pas3paboTku M NPpoBeAeHUs Mep 3alliuTbl Cu-
CTeMbI:

C) COCTOSIHME PecypCcoB CUCTEMbI, KOTOPblE 3aLLLLeHbl OT HECAHKLIYOHMPOBAHHOTO AOCTYNa K HAM 1 He-
CaHKLVOHVPOBAHHOTO WM CAIyYaHOTO UX M3MEHEHUS, YHUUTOXEHUSA, a Takke OT yTepu;

d) BO3MOXHOCTb KOMMbIOTEPHOW CUCTEMbI FapaHTMPOBaTL B JOCTATOUYHOW CTENEHN, YTO HEABTOPM30BaH-
Hble Mua 1 CUCTEMbI HE CMOTYT HU BULOU3MEHATbL NporpaMMHoe obecneyeHne n jaHHble 0 HEM. HU NoNyYaTb
JOCTYN K (YHKLMAM CUCTEMbBI, HO B TO X€ BPEMS rapaHTMpoBaTb, YTO 3TO BO3MOXHO A1 aBTOPU30BAHHbIX
nnLY 1 cucTem;

€) npeAoTBpaLleHne HeCaHKLMOHNPOBAHHOIO AW HeXenaTe/bHOro NPOHWKHOBEHUS, a Takke BMella-
TeNbCTBa B UCMPABHYIO ¥ 3an1aHNPOBaHHY0 paboTy CUCTEMbI MPOMBbILL/IEHHOV aBTOMAaTWKN 1 KOHTPONS.

MpumeyaHne — YkKasaHHble Mepbl MOryT NpeAcTaBnATb CO60I Mepbl 3alnTbl, OTHOCALMECH K (hnu3nyeckoi
6e3onacHocTy (ynpaBneHne u3nyeckmm gOoCTYNOM K BbIYMC/INTE/TbHBIM 06 bEKTaM) UK NOrMYeckoin 6e3onacHocTn (BO3-
MOXHOCTb BXOAa B KOHKPETHYI0 CUCTEMY W NPUIOXEHNE).

[IEC/TS 62443-1-1:2009, nyHkT 3.2.99]

3.1.16 koHTpMepa, Mepa 3awuTbl MHGOpMauun (countermeasure): [lelictBue, yCTpOICTBO, npoLe-
Aypa unu ctpaterusi, Kotopble 0cnabnsaT yrposy, ysa3BMMOCTb WM NPOTUBOAENCTBYIOT atake nytem ee oT-
paXeHus Wan npefoTBpaLLeHuns, Uin MUHUMU3auuy yuepba, KOTopblil OHa CNOCO6GHa HaHeCTw, un NyTem ee
06HapyXeHna 1 coobLLEeHNS O Hell, YTOObl MOrI0 6bITb NPEANPUHATO KOpPeKTUpYyloLLee feiicTBue.

[IEC/TS 62443-1-1:2009, nyHKT 3.2.33; n3MeHeHOo — pAobaBnieH BTOPON NpeanoyTUTesbHbIA TEPMUH
«Mepa 3awmnTbl MHhopMaLmmn», yaaneHo npuMedaHme]

3.1.17 ypoBeHb 3awuTbl MHpopmauun; Y3WN (security level): Mepa goctoBepHocTu TOro, 4to IACS
(cucTema MpPOMbILWIEHHON aBTOMATVKM U KOHTPOS) NLIeHa YA3BUMOCTeR v (DYHKLUMOHMPYET Haa/exalumm
o6pasom.

[M3K 62443-3-3:2013, nyHKT 3.1.38, n3MeHeHO — yfasieHo npuMeyaHue]

3.1.18 puck HapyweHus mHdopMaunMoHHON 6e3onacHocTu (security risk): OxugaHue yuwep6ba, Bbl-
paxeHHoe Kak BEPOSITHOCTb TOro, YTO OnpefeneHHbIli ICTOYHMK YTPO3bl BOCMO/b3YyeTCH OnpeAeeHHON ysa3Bu-
MOCTbIO CUCTEMbI, U 3TO NPUBEAET K OnpeesieHHbIM NocnefCTBUAM.

[IECITS 62443-1-1:2009, nyHKT 3.2.87. MOAU(PULMPOBAHO — «PUCK» 3aMEHEHO Ha «PUCK HapyLleHus
MHhOpMaLNOHHOM 6e30nacHOCTU»]
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3.1.19 oueHKa pucka HapyweHus WHgopMaLMoHHOV 6Ge3onacHocTu (security risk assessment):
Mpouecc cucTteMaTnyeckoro BbISB/IEHUS MOTEHLUMa/IbHbIX YA3BUMOCTEN 3HAYMMbIX PECYPCOB CUCTEMbI M YTPO3
[ANA 3TUX PecypcoB, KONMYECTBEHHON OLLEHKN NOTeHLManbHOro ywep6ba v nocnefcTsuii Ha OCHOBE BEPOATHO-
CTell UX BO3HUKHOBEHUS, 1 (B Cllyvyae He06Xx0AMMOCTIN) paspaboTkm peKOMeHAaLMIA NO BblAETEHUI0 PecypcoB
ANA opraHm3auun KOHTPMep € Leblo MUHUMM3ALUMU YS3BUMOCTMY.

[LECHB 62443-1-1:2009. nyHKT 3.2.88. MU3MEHEHO — «OLIEHKa pUCKa» 3aMeHEHO Ha «OLEeHKa pucka Ha-
pyLLEHNS MHOPMAaLMOHHON 6e30MacHOCTU», «06Lell YyA3BUMOCTM» 3aMEHEHO Ha «yS3BUMOCTW», yAasieHbl
npvMeyvaHusi]

3.1.20 noacuctema (subsystem): O6bEKT BbICOKOYPOBHEBOIO NPOEKTVPOBAHUA apXUTEKTYpPbl CUCTEMBI,
CBSI3aHHOI C 6€30MaCcHOCTbIO, rAe OnacHbI 0TKa3 NOACUCTEMbI NMPUBOAUT K ONACHOMY OTKasy (hyHKUuUM 6e3-
onacHocCTH.

[M3K 61508-4:2010.3.4.4: n3mMeHeHO — B OMnpeAefieHnn yaaneHa ccbiiika Ha 3.6.7. nepeuncnexve a))

3.1.21 yrpo3sa (threat): O6cTOATENLCTBO UK COOLITUE, CMOCO6HOE HEraTUBHO OTPa3UTbLCA Ha npolec-
cax X03a/icTBoOBaHuUA (BKIOYaA 3agaquun, YyHKLUUW, UMUK UK penyTauuio), 06bekTax, cucteMax ynpasneHus
UM Ngax nocpeAcTBOM NOMYYeHWUS HeCaHKUVOHWPOBAHHOTO JOCTyNa, YHUUTOXEHUS, PacKpbITUA, BUAOU3-
MEHEHWS AaHHbIX N/UNKN 0TKasa B 06CTYXUBaAHUN.

[M3K 62443-3-3:2013, nyHKT 3.1.44]

3.1.22 nonb3oBaTtenb MawwuHbl (user of the machine): Cy6bekT, HecyL il NOHY0 OTBETCTBEHHOCTb
3a MalLluHy.

3.1.23 yaszsumocTb (vulnerability): ledekT M HecoBepLUIEHCTBO CTPYKTYPbI UK cnocoba peanusauum
cucTeMsbl, a Takke ee PyHKLMOHMPOBaHNA 1 yNpaBieHus, kak 6naronpuaTHas BO3MOXHOCTb /15 HapyLLUEeHUs
LLeNIOCTHOCTN CUCTEMbI MW NOMUTUKN ee 3aLULLEHHOCTW.

MpumeuyaHune — YA3BUMOCTM MOFYT MOSIBUTHLCSA B pe3y/bTate NpegHaMepeHHoro Bbi6opa KOHCTPYKLWAM Unn
MOTYT 6bITb HEMPEAHAMEPEHHLIMU B pe3y/ibTaTe HEMOHUMAaHUS YCM0BWA akcniyaTaumn. OHU Takke MOTyT BO3HUKATb MO
Mepe n3Hoca 060pyA0BaHUsA 1 B pesy/ibTaTe ero OKOH4YaTeIbHOTO CTapeHusl, YTo NPOUCXOANT 3a 6osiee KOPOTKMIA Nepuog
BPEMEHMW, YEM 3TO 06bIYHO MPOMCXOAMUT A/l OCHOBHOMO MpoLecca WA ynpasssieMoro 060pyLoBaHus. YA3BUMOCTU He
OrpaHNuMBaOTCA 3N1EKTPOHHBIMU MU CETEBBIMU CUCTEMAMM.

MatluvHa, KoTopas n3HavyasbHO UMeeT OrpaHNyYeHHyY0 YA3BMMOCTb, MOXET CcTaTb 60nee yAa3BUMOIA B Ta-
KUX CUTyauusiX, Kak U3MeHeHne BHEeLUHel cpefbl, NU3MEHEHUe TeXHOMOMMKN, 0TKa3 CUCTEMHbIX KOMMOHEHTOB,
HecooTBeTCTBME TPebOoBaHVAM N0 3aMeHe KOMNOHEHTOB, TEKy4eCTb KafpoB 1 NOSB/EHNE pa3BefblBaTe/1bHOM
WHCOPMaL MK O HOBbIX Yrpo3ax.

[IEC/TS 62443-1-1:2009. nyHKT 3.2.135, uUsmeHeHo — f06aB/IeHO NpuMeYaHue]

3.1.24 oueHka ysa3sumocTn (vulnerability assessment): dopmasibHOe onncaHne u aHanns ysa3BnuMocTu
CUCTEMbI.

[M3K 62443-2-1:2010. nyHkKT 3.1.44]

4 ®yHKUMOHasIbHas 6e30MacHOCTb M MHGIOPMaLMOHHas 6e30nacHOCTb

4.1 O6uwmne nonoxeHns

B3aumocBA3b Mexay Bonpocamu obecrneveHnss YHKLMOHaNbHOMW 6e30nacHoCcT U MHADOPMALMOHHOM
6€30MacHOCTV MOXHO OXapakTepn3oBaTh clefylowum o6pa3om:

- MallMHa MMeeT COOTBETCTBYIOLLME MEPbI 3aLUNThI;

- Mepbl 3awWwuTbl HOPMaLUK, NPUMEHSEMbIE AN1A MalluWHbl, AO0/MKHbI 06ecneynTb npegoTBpalleHve
yXyALweHusa aphekTUBHOCTU Mep 3alluTbl, KOTOpble peanunsytoT dyHKUmMio(1) 6e30NacHOCTU.

MpumeuaHnne — Jluya, obnagawwmne kBanudrkaymen ons peanmsaymm mep 3awmTbl Hhpopmaunm, He 06s-
3aTesibHO UMEKT KBanmdukaumo, Heobxoanmyt ana peanunsauun SCS. MoaTomy cneunanmctam LenecoobpasHo B3amM-
HO 06MeHMBaTbCA MHopMaLmeid 1 NOMOLLbIO.
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4.2 Llenn obecneyeHnsa yHKLMOHaNbHO 6e30nacHoCTH

BesonacHOCTb MallVH OCHOBbIBAETCA Ha OLEeHKe pucka (6esonacHocTu) B cooTBeTcTBUM ¢ MICO 12100
WA Ha COOTBETCTBUM CTaHAapTy Tuna C1>AnS9 KOHKPeTHbIX TUNOB MallVH B COYeTaHWM C MPON3BOAHbIMU Me-
pamu No CHXEHWNIO pucka, KoTopble peanunsytoTca yHkumeli(ammu) 6e3onacHocTy.

n punmeyvyaHune — ansa obecneyeHnss BO3MOXHOCTH NPOeKTUpoBaHuA MalluH, 6e30nacHbIX Anda nx npegnona-
raemMmoro ucnosib3oBaHnA, KOHCTPYKTOpPbI Npn paspa60TKe MallWH BbINO/THAKT OLUEHXY pUCKa, BKK4Yasa TakKxke peanusauynto
Mep No CHWXEeHWUI pucka.

®yHKUMK 6e30nacHOCTH, BbinonHAeMble SCS. A0/MKHbI 06ecneynBaTtb ypoBeHb NOMHOTLI 6e30nacHoOCTH,
COOTBETCTBYIOLWMIA 3Ha4YeHno SIL cornacHo M3K 62061 unu 3HaveHuto PL cornacHo MCO 13849-1.

4.3 Llenn obecnevyeHnss MHPOPMaLUOHHOW 6e30MacHOCTM

Boo6le rosops, Lenbio MHOPMaLMOHHO 6e30NacHOCTM rnaBHbIM 06pa3om siBNsieTcs o6ecnevyeHne
KOH(PUAEHLMANBHOCTY, LLeNIOCTHOCTM U JOCTYMHOCTU MHChOpMaLmn.

MpumevyaHune 1— Hanpumep, uenu obecneyeHns 3awmnTbl MHOPMaLMN:

- npeAoTBpalleHne HeCaHKLMOHMPOBAHHOIO N3MEHEHUS UV YHUUTOXEHNS AaHHbIX;

- obecneyeHune KoHMAEHLMANBHOCTU MeToAaMM, O6LMMMN KaK ANS cneymanicToB no MHGopMaLoHHok 6e3onac-
HOCTU. Tak v 4718 CneuuanncToB no NPOMbILIIEHHON aBTOMaThKe:

- obecneyeHve A0OCTYNHOCTU (B OObIYHOM U 60see LIMPOKOM CMbIC/E) MaluuHbl(MaLWnH) (BkAoYasa dyHKLMK
6e30nacHoCTH).

OueHKa pUCKOB MHEOPMaLMOHHO 6€30NacHOCTV OCYLLECTBAAETCA NYyTEM OLEHKU LOCTUMXKEHUS BCEX
NAEHTUULMPOBAHHbIX Leneil MHhopMaLoHHON 6e30NacHOCTY.

OueHka JoCTmKeHUs Leneit MHhopMaLoHHOK 6e30NacHOCTM A0/KHA ObiTb OCHOBaHa Ha paccMmoTpe-
HUK n3genusi/cucTemsl B ero/ee cpefe akcnyataumu, K KOTOpoli NPUMEHUMbI YTPO3bl U U3BECTHbIE YS3BUMO-
cTu. Llenb 310l AeATenbHOCTM COCTOUT B TOM. YTOGb! BblpaboTaTb COOTBETCTBYHOLLME MEPbI 3alnTbl UHAOP-
Mauuu, NpUMeHsieMble K MallHe 415 AOCTVXEHWSA BCeX Lieneil nHpopmauvoHHol 6e30nacHoCTy.

MpumeyvaHne 2— Cwm. Takke 5.5 IEC/TS 62443-1-1:2009.

B KOHTEKCTe (hyHKLMOHaNbHO 6€30NacHOCTY MallnHbl Mepbl MO 3awuTe MHopMal i npegHasHayeHbl
ANA 3aWmnTbl CNOCO6HOCTM 06ecneynBaTb 6€30MacHyo aKCnayaTaumio MalrHbl, a UX NPUMEHEHNE He JO/MKHO
HeraTVBHO BANATb Ha Kakylo-n11m60o yHkumno 6e3onacHocTn (CM. pUCyHOK 1).

MpumeuvaHune 3— XU3HEHHO BaxHble hyHKLUM cornacHo MK 62443-3-3 BkNovaloT hyHKL MM 6€30NacHOCTH.

B cuny xapaktepa yrpo3 v M3BeCTHbIX (0aKTOPOB YSA3BUMOCTEl BbINOJIHEHNE OLEHKN PUCKOB HapyLLEHUs
MHpopMaLMOHHO 6€30NacHOCTU A0/HKHO YNPaBAATLCA COOLITUSAMU UK BbIMOSHATLCSA nepuoanyecku (nepu-
oAMYeckuii aHanus s3awmTbl MHpopmaumm), CM. Takke npuioxexve B.

MpumeyvaHune 4 — Cwm. Takke IEC/TS 62443-1-1, XU3HEHHbIW LUK YPOBHA UH(OPMALMOHHOK 6e30NacHOCTH.

MpumeuaHune 5 — OueHka vynpas/eHne pyckamy HapyLleHNs MH(OPMAaLMOHHON 6e30MacHOCTH MEKT XN3-

HEHHO BaXHOe 3HayeHue A/15 onpejenieHns Toro, YTo UMeHHO Heo6X04MMO 3alUNTUTL U KaKuM 06pa3om 3TO [NIOXKET BbiTb
AOCTUTHYTO.

B pamkax faHHOro KOHTEKCTa Ha pUCYHKe 2 npeacTaBfieHbl BO3MOXHbIE MOCNeACTBUA HapyLUEHUS| UH-
chopmaumoHHoli 6esonacHocTn ansa SCS.

1) CTaHgapThl Tuna C — cTaHgapThl No 6e30nacHOCTM MaluWH, paccMaTpuBaiolime feTann3npoBaHHble
Tpe6oBaHns K 6€30MacHOCTM 0T AE/bHON MALUUHbBI UKW TPYMMbI MALLIMH.
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PucyHok 1— B3aumocBsi3b Mexay yrposamu, ys3BuMOCTAMU U MOCNEACTBUAMUN HapyLleHns
MH(OpPMaLNoHHOW 6e3onacHocTu Ana SCS. BbINOMHALLLER yHKLMIO(M) 6E30NACHOCTN

HHMWWUfIlOmM HMTUCHOOIb «yHafonAlbl«AKBONUHAaNb

PUCyHOK 2 — B0O3MOXHble NOCNeACTBUA HapyLLUeHUsi UH(opMaLMoHHol 6e3onacHocT B SCS



FOCT P 59506—2021

5 Bonpochbl 3aWuTbl MHGOPMaLWK, CBA3aHHble C OYHKLMOHaIbHOM
6e30MnacHOCTbIO

5.1 O6wme NonoxXeHus
5.1.1 OueHka pUCKOB HapyLlleHUs NHopMaLnOHHOW 6e3onacHoCTH
MpumeuvaHue 1— JononHutensHaa nHdopmauymsa npusegeHa B MOK 62443-2-1 n M3K 62443-3-2.

OueHKa pUCKOB HapyLLeHns HopMaLloHHol 6esonacHocTn Ans SCS ABnAeTCa YacTbio 06Lell oueH-
K/ PUCKOB HapylleHns MHOPMaLMOHHON 6e30macHOCTM MalluHbl B €€ BHELUHEN cpefe v BkIovaeT B cebs
BbIMO/IHEHWE 3TOW OLEHKN Ha Pa3/IMuHbIX CTaauaX, Takux Kak NpoeKkTupoBaHue, peanvsalus, BBOA B IKCMy-
araumio. akcnayaraumsa u TexHuyeckoe obcnyxumsaHue.

NMpumevyaHne 2— MNpousBogUTENb MaLUMHbI 06LIYHO HE UMEET AOCTATOUHOI MHOpPMaLMKU O DYHKLMOHKPOBa-
HUW MaLLVHbI B ee BHELIHeN cpese 415 TOro, YTOGbl BbINMOMHUTL O6LL Y0 OLLeHKY pUCcKa HapyLleHus NHgopMaLMoHHO 6e3-
ONacHOCTK. MO3TOMY Takas OLeHKa 06bIYHO BbINOMHAETCS NOMb30BaTeNIeM MallWHbl U ee NPOU3BOANTENEM COBMECTHO.

MpumevyaHune 3 — Peanusauus Un BO3HUKHOBEHWNE CKPbITbIX» Yrpo3 UK ySA3BUMOCTEN BO3MOXHbI Ha BCEX
CTafUsAX XU3HEHHOTO LyKna.

NMpumevyaHue 4 — MIK62443-4-1 cofepXuT pekOMeHAaLMU No UCNOMNb30BaHMIO A5 BCeX U3Aenuii akTyanu-
31pOBaHHOI MoAenu yrpos, B KOTOPOW YUNTbIBAIOTCA CrieAyloLine XapakTepucTuku:

- pernameHTMpPOBaHHbI! NOTOK KNaccuvLMpoBaHHON NHchopMaLmy nNo Bceli cucteme;

- rpaHuLbl fJoBepUs.

- npoueccsl:

- XpaHunuwa gaHHbIX:

- B3auMogelicTByOLLME BHELIHNE 06bEKTbI;

- BHYTPEHHME U BHELLHME NPOTOKO/bI CBSI3W, peasimdyembie B U3LENNU;

- BHELWHMe husmnyeckne nopTbl AOCTyNa, BKIKOYAS NOPTbI OTNAAKM;

- COeAMHUTE IbHbIE 3NIEMEHTbI MOHTaXHbIX M1aT, Takue kak pasbeMbl JTAG. uiv 3aronoBku aiioB oTnagkm, KoTo-
pble MOryT UCNO/b30BAaTHLCS A5 HECAHKLMOHMPOBAHHOIO A0CTYNA HA KOMMOHEHTLI annapaTHbIX CPEACTB:

- BO3MOXHble HanpaB/eHus aTak, BkIloyas aTtakum Ha annapaTtHble CpefcTBa, eCnu NpUMEeHUMO;

- BO3MOXHbIE Yrpo3bl M UX CEPLE3HOCTb, ONpeAensieMble 6an/ibHON CUCTEMON OLEHKM YS3BUMOCTMW, Hanpumep
CVSS (O6wasn cuctema oueHKN yA3BUMOCTK);

- ocnabneHne NOCNeACTBUIA K/MNKU yCTpaHeHNE AN KaXA0NA yrpossl;

- BbISIBNIEHHbIE NPOGNEMbI, CBA3AHHbIE C 3aLYMTOW MH(hOPMaLMK;

- BHELWWHWE 3aBUCMMOCTM OT ApaiiBepoB UMW CTOPOHHWX NPUIOXEHNI (UX KOA He paspabaTbiBaeTcs NOCTaBLLUKOM),
C KOTOPbIMU CKOMMOHOBAHO MPUSTOXEHNE.

OueHKa ysi3BUMOCTU ABNSAETCS YacTblo OLEHKN pUCKa HapyLlleHus MHopMaLMoHHOl 6e30nacHoCTU.

MoaTomy AN BbISABNEHNSA YA3BMMOCTEN MallviHbl (KOTOPbIMU MOXHO BOCNO/b30BaThCA A1 peanmsaumm
Yrpo3) 1 BO3MOXHOr0 MX BAMSIHUA Ha o6ecneyeHne PyHKLMOHaIbHOM 6€30NacHOCT HE0OX0ANMO BbIMOSIHUTL
OLEHKY ee ysA3BMMOCTHU.

[ns atoro gomkHa 6bITb 4OCTYMHA cnegylowas nHhopmaums:

a) onucaHwe YCTPOICTB, A1 KOTOPbIX BbINOSIHAETCA OLUEeHKa ysa3BUMOCTel (Hanpumep, MOGWUSbHbINA
nynbT yNpaBneHus unv no6oe Apyroe yCTPOMNCTBO, NOAKIOYEHHOE K CUCTEME YNPaB/eHns, CBSA3aHHON ¢ 6e3-
0nacHoCTbIO);

b) onncaHune BbISIBNEHHbIX YA3BMMOCTEN, KOTOPbIe MOTYT OblTb MCMO/Ib30BaHbI 4715 peanusauun yrpos un
MOTYT MPUBECTM K NOBbILLIEHWIO pUCKa HapyLLUeHNst MHPOPMaLMOHHO 6e30MacHOCTH.

n punmedyaHue 5 — YassumocTtun MOryT NOABUTbLCA B pe3ynbTate npegHamMmepeHHoro Bbl60pa KOHCTPYKUMU nnn

MOryT 6bITb CJ'Iy‘-IaVIHbIMI/I, HanpuMmep BcneacTBMe HENOHMMaHNA HEKOTOPbIX ycnosmﬁ aKcnnyataynm MalinHbl;

c) onucaHune yacteli SCS (Hanpumep, annapaTHbIX CPEACTB UM NPOrpamMMHOro obecneyeHuns), KoTopble
[OMKHBI BbITb 3aLMLLEHbI MepaMmn 3aLnTbl MHOPMALUN.

MpounsBoguTeNb MallMHbl MOXET caenaTb HeKoTopoe AonylieHne o6 yrposax U peann3oBaTtb Mepbl 3a-
LWWTbI MHChOPMAaLMN HA OCHOBE Pe3y/NbTaTOB OMWUCAHHON Bbillie OLEHKM YSI3BUMOCTW.

MpumeyaHue 6— B HEKOTOPbLIX CNyYasaXx CBA3b MeXAy NPOU3BOAUTENIEM MaLLWHbI U NO/Ib30BaTeNeM MallnHbl
HEeBO3MOXHa.

[Ans Toro, yto6bl Mepbl 3aWNUTbl MHhOPMaLMM COOTBETCTBOBA/IM KOHTEKCTY 06LLEel OLEeHKM pucka Ha-
pyLUeHns MHhopMaLMOHHON 6e30NacHOCTY, A0/MKHA NPOBOANTLCS BepUdMKaLusa Mep 3awutbl HQOpMaL .

7
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MpumeuyaHne 7 — Bepudmkauus coorBeTcTBUA Mep(bl) 3aMTbl MHOPMAaLUKN 06bIYHO BbIMO/HAETCS B NOJb-
30BaTe/bCKOI cpefe MallnHbl, 418 3TOro MOXeT noTpeboBaTbCcs MHhopMaLMa 0 4OMYCTUMbIX Yrpo3ax.

Huxe npuBoaaTCcS NpUMepbI 3aa4y, pellaeMblX B NMPOLECCE OLEHKN pUcKa HapyLLUeHUst MH(OPMaLMOH-
HOW 6e30nacHOCTU:

- BbISIB/IEHME YTPO3 U UX UCTOYHMKOB (BK/TlOYas NpefHamMepeHHbIE aTaku Ha annapaTtHble CpeacTsa, npu-
KNnagHble nporpamMmmbl U CBA3aHHOE C HUMWU NPOrpaMMHOe obecneyeHmne):

- onucaHne BO30/IOXHbIX MOCNeACTBUI (PUCKOB HapyLLeHUs MHDOpMaLUVOHHOI 6e3onacHocTu), 06ycroB-
JIEHHbIX COYETaHNEM BbISIBMIEHHbIX YIPO3 U yA3BUMOCTel (CM. pUCyHoK 1);

- onpegeneHne TpeboBaHU K ONO/THUTE IbHBIM Mepam.

MpumeyaHne 8 — [lONOMHUTENbHBIMU MepaMu A5 CHUKEHUA NocneAcTBUlA yrpo3bl MOMM GbiTb COOTBET-
CTBYlOLLME CBsi3aHHble C 6€30MacHOCTbLI0 PYHKLMU(S) ynpaBieHns, Hanpumep CBsi3aHHbIi C 6e30MacHOCTLI KOHTPO/b
npefAenbHbIX 3HAYEHWIA, [OMNONHNTENbHbIE Mepbl 3alnTbl UHhOpMaLMKU, OpraHn3aLnoHHbIe Mepbl WKW KOMOBUHauun 13
3TUX Mep:

- OMMCaHWe MW CCbISIKN Ha MHGOPMaLMIo 0 Mepax 3aluTbl MHAIOPMALIMK, NPUHSITBIX A1 COKpaLleHus
WK YCTPAHEHUS Yrpo3.

MpumeuyaHne 9 — CpsizaHHaA ¢ 6e30MACHOCTbLIO CMCTEMA YNpaBNeHWs, KOTopas U3Haya/lbHO MMeeT orpa-
HWYEHHYIO YSI3BUMOCTb, MOXET CTaTb 60slee YsI3BUMOI B TakUX CUTyaLUsiX, Kak U3MEHEHWNE BHELLHeN cpeabl, USMeHeHne
TEXHOJIOTUW, 0TKa3 CUCTEMbI, HEBO3MOXHOCTb 3aMeHbl YCTPONCTB, TEKyHeCTb KaApOoB U AONONHUTENbHbIE pa3BeaAaHHble
0 HOBbIX Yrpo3ax.

5.1.2 CTpaTerusi CHWXeHUs1 PUCKOB HapyLLleHnst MHDOpMaLMOHHO 6e30nacHOCTU

MpumeuyaHune 1— [ononHutensHas nHgopmaums npuseseHa B 5.6.4 IEC/TS62443-1-1:2009.
MpumeuaHune 2— COMNOCTaBUMbIM C TEPMUHOM «OC/IA6/IEHNE PUCKA» SB/SETCA TEPMUH «CHIKEHUE pUCKa»,
1cnosb3yemblii 4Nsi peanusaunm yHKLMOHANbHON 6830MacHOCT MEXaHU3MOB.

CTparternsi CHIKeHUss pPUCKOB HapyLLUeHUs MHhOpMaLNOHHONM 6e30nacHOCTU A0/MKHA ObITb onpegeneHa
B NpoLecce OLEeHKN pucka HapyLleHns MHopMaLoHHoi 6e3onacHocTn SCS 1 yuTeHa B 06LLei oLeHke pu-
CKOB HapyLleHVs MHOPMaLMOHHOI 6€30MacHOCTU MallWHbI.

Mepbl N0 CHUXEHWIO PUCKOB HapyLLUEeHNs MHhopMaLMOHHON 6e30nacHoOCT Ans obecneyerHuns pyHKLmo-
HanbHO 6€30NacHOCTU MeXaHU3MOB BK/THOUAIOT:

- YMEHbLUEHNe HeOoNyCTUMbIX PUCKOB HapYLUEHWUS NHGOPMaLMOHHON 6e30NacHOCTH, UCNOMb3YA:

a) UCK/TIYeHNe N3 MpoekTa PUCKOB HapyLleHnsa HopMaLMoHHON 6e3onacHocTn (n3beras mx): mbo

b) orpaHMyeHne PUCKOB HapylleHnsa WHAOPMaLMOHHON 6e3onacHocTu (Hanpumep, HenocpeacTBEHHO
npov3BouTenIeM MallWHbl, AN Mepamy 3alnTbl MHpOpMaLMKU, NPUMEHSAEMbIMW NOoNb30BaTeNIeM MallWHbl,
UM Mepamu, COBMECTHO UCMO/Ib3yeMbIMU NPON3BOAMTENEM U NOb30BaTENIEM MaLUWHbI).

MpumeyaHne 3 — CTpaTerns CHWXKEHUA PUCKOB HapyLleHns NHpopMaLMoHHOl 6e30nacHOCTN MOXeT npef-
CTaBNATb COGOI CTpaTErnio 3LENOHNPOBAHHON 3aWUTbl B COOTBETCTBUUN C PUCYHKOM 3 MK 62443-4-1:2018;

- NPUHATUE PUCKa HapylleHna VIH(*)OpMaLWIOHHOI?] 6e30nacHOCTW, ECNN OH AB/SETCSA A0nyCTUMbIM.

MpumeuyaHue 4— ECNU pUCK HApYLIEHUS MH(POPMALMOHHON 6€30NacHOCTY SBASIETCA A0NYCTUMbIM, TO Aafib-
HelilWwwne geicTBmA He TpebytoTcs.

5.2 Mepsbl 3aWwuTbl nHhopmayum

5.2.1 O6wme nonoxeHns

Nobas mepa 3awuTbl MHGOPMaLUK, NPYUMeHAEMas B MallMHe, He AO/HKHA HeraTyBHO B/MSTL Ha hyHK-
uuo 6esonacHocTy, BbinosHAemyto SCS. HeobxoAMmo NpoBECTU AalnbHellwee nccrnefoBaHune, Hanpumep,
6onee rnybokoe usyyeHue BAVSHWS MOP 3aluTbl MHAOPMaLUM Ha YHKLMOHa/IbHY0 6e30nacHoCTb (Hanpu-
Mep. Ha Bpems peakuun yHKUUM 6esonacHocTu).

MpumeuyaHne 1— Mepbl 3aWnTbl NHhopMaLUK, NMPUMEHSiIEMble K (DYHKLMAM B LUTATHOM pexume paboTbl
(PYHKLMAM MaLluVHbl), MOTYT OKa3biBaTb BAMAHME HA (DYHKLMN 6€30MacHOCTH, BbiNoNHsAeMble SCS.

Oco6eHHO cneayeT paccMOTpeTh criedytoLme BOMpochl:

- ceTeBasi apxuTekTypa.

MpumMmeyaHne 2 — MoryT BO3HUKHYTb NPO6/eMbl apXMTEKTypbl, OTHOcAlWMecs kK SCS. Hanpymep:
a) npoekTupoBaHue ceTu (Hanpumep, CM. 30Ha/IbHY0 1 TpakToBYl Mogenb B 6.5 IEC/TS 62443-1-1:2009):
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b) koHburypaumusa 6paHamayapa;

C) aBTOpU3aLMA 1 ayTeHTunKaLua nonb3osarens;

d) B3aumogeicTBme pasnnuHbix ceTell ynpaBieHns Npou3BOACTBEHHbBIM NPOLECCOM;
e) 6ecnpoBoAHble KOMMYHMKaLUN;

f) gocTyn K BHEWHUM ceTaMm (T. e. K VIHTepHeTy);

- MopTaTBHbIE YCTPOICTBA,;

- 6ecnpoBofHble yCTpONCTBa M AaTUnKu (3TO YacTb NpeablayLueli CeTeBOn apXUTEKTYpbl);

- yAaneHHbIn gocTyn;

- MHTepdpelickbl ¢ APYrMMU cUCTEMaMU MW MHTepdeincbl YenoBek—MallnHa.

B npunoxeHunn A cogepxuntcs Hekotopas nHgopmMauus 06 yrposax, kotopas MOXeT NoMoYb fyulue no-
HATb B3aVMOCBA3b MeXAy Yrpo30i N YA3BUMOCTbIO.

MpumeuaHune 3 — Mepbl 3alWNTbl MHPOPMaLUN MOTYT 6bITb BHE MallVHblI (HanpuMmep, npoueaypbl NOANTHK
1N 0CBEJJOM/IEHHOCTb O HUX, (hu3nyeckas 6e30nacHoOCTb, 3aljuta UHdopmMaLuy B ceTH, KOMMNblOTEPHass 6e30NacHoOCTb 1
6€e30MacHOCTb NPUAOXKEHNI).

MpumeuaHune 4 — SCS Kkak YacTb 06Leli CUCTEMBI YNPaBIEHUS MOXET UCNO/Ib30BATLCA A4/151 AONONIHEHUSI U
noAAepXKkn Mep 3alnTbl UHGopMaLK.

Mepbl 3aLnTbl MHQOPMALMN AO/MKHbI YUNTbIBATL (hyHAaMeHTa/lbHble TpeboBaHusA, onucaHHble B M3K
62443 (Bce yacTu), 1 BO3MOXHOe X BimsaHMe Ha SCS. B Tabnuue 1 npeactaBneH 0630p dhyHAaMeHTabHbIX
TpeboBaHUA.

Kpome Toro, Mepbl 3awutbl nHpopMaLum O/MKHbI pa3pabaTbiBaTbCA C yHeTOM MOTUBALMMU HapyLLMTens
1 NocneAcTBUii HECAHKLIMOHMPOBaHHbIX BO3AEVCTBUIA Ha 3almLaeMyo MHopmaumio.

Tabnunuya 1— dyHaameHTabHble TpebOBaHNA 1 BO3MOXHOE WX BAMSHME Ha SCS

dyHAamMeHTanbHble
Tpe60oBaHUA 3aWunTbl
MHbopmayum

YnpasneHne naeHTu-
dukaumei n ayteH-
Tudhmkaumen

KoHTposb
1CNO0/b30BaHNs

LlenocTHoCTb
CUCTEMBI

KoHdwmgeHumnanb-
HOCTb @aHHbIX

OrpaHuyeHue notoxa
[aHHbIX

CBOEBpPEMEHHbI
OTK/IMK Ha CcO6bITUA

[ocTtynHocTb
pecypcoB

MpumeuaHune

KpaTKOe onucaHune

NpeHTuduyupoBaTh U ayTeHTMULMPOBATL BCEX MONb30BaTENEl
(nopeii, nporpamMMHo-peann3yemble MpoLecchl U ycTpoicTBa) nepes,
npeAoCTaB/EHNEM UM JOCTYNa K CUCTEME YyNpaBneHns

KoHTponupoBaTk cobnogeHne npusuaernii, 3akpenaeHHbIX 3a ayTeH-
TUMLMPOBaHHbLIM Nonb3oBatenieM (husmyeckum NULOM, Nporpamm-
HO-peann3yembiM NPOLECCOM UK YCTPONCTBOM), HA BbINO/IHEHNE 3a-
npawunsBaemoro AeiCTBAA NPUMEHUTENbHO K CUCTEME YNpPaB/eHUs n
oTCNexmBaTb UCMOb30BaHNe 3TUX NpuBUNernii

O6ecneynBaTth LLENIOCTHOCTb CUCTEMbI YNpaBfeHus Ans npepoTspa-
LLEHNS HEeCaHKLIMOHNPOBAHHOTO UCMO/b30BaHNS

Ob6ecneunBaTb KOH(PUAEHUNANBHOCTL MHDOPMALMN B KOMMYHMKaLN-
OHHbIX KaHanax u B XpaHuAuwax AaHHbiX ANA nNpefoTBpalleHns ee
HecaHKLMOHNPOBAHHOTO N3B/IeYeHUs

CermMeHTMpoBaTb CUCTEMY YNpaB/iEHUA Ha 30HbI U TPaKTbl A4N1A orpa-
HUYeHNdA HeonpaBAaHHOIoO NOTOKa AaHHbIX

PearvpoBatb Ha HapylleHNs 3aluLLeHHOCTU NyTeM YBELOM/IEHUS CO-
OTBETCTBYIOLLErO OTBETCTBEHHOIO NMLA UM WHCTaHLUMKW, NpefocTas-
NATb HEOOX0AMMbIe CBUAETENbCTBA HApyLWeHWs W NPUHUMATbL CBOe-
BPEMEHHbIE KOPPEKTUPYHOLLME AENCTBUSA NPU BbISBIEHUN UHLULEHTOB

O6ecneunBaTb JOCTYMHOCTb K pecypcaMm CUCTEMbI yrnpaBrieHus 6e3
yuwepba ee yHKLMOHATBHOCTU U OTKA30B XWU3HEHHO BaXHbIX CEPBU-
coB

BesonacHoCTb
MexaHU3MOoB
Bo3mMoOXHOe BuAHue
Ha SCS

Mogudunkauns nam
HecaHKLMOHNPOBaH-
Hoe 1cnosib3oBaHve

Moandukauus nam
HecaHKLMOHUPOBaH-
HOe MUCnonb3oBaHue

BnuaHue Ha nonHoty
6e3onacHocTn

MoXeT nMeTb 3Ha-
YeHune ansA 6esonac-
HOCTW

BnusiHne Ha nNosiHoTy
6e3onacHocTn

MoxeT nmeTb 3Ha-
yeHue ANs NONHOTbI
6e3onacHocTn

Bnuauve
Ha roTOBHOCTb

1— HaocHoBe (hyHAaMeHTanbHbIX Tpe6oBaHWi, npeAcTaBieHHbiX B 5.3 IEC/TS 62443-1-1:2009
1 npunoxeHun B M3K 62443-3-3:2013.

MpumeyaHue 2— HeTHukakoi npsamoii koppensiuun mexgy SIL/PL, onpeseneHHbiMm B MK 61508, M3K 62061
n NCO 13849-1, n SL (ypoBeHb 3awwuTbl MHpOpMaLmmn), onpegenerHHsiM B M3K 62443-3-3.
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5.2.2 NpgeHTudunkaumnsa n ayteHtudumkaumns
MoxeT noTpe6oBaTbCA BO3MOXHOCTb MAEHTUUKaLUM 1 ayTeHTudmkaumm goctyna K SCS.

MpumevaHne 1— [lononHntenbHas nHopmauma npusegeHa B pasgene 5 MOK 62443-3-3:2013.

Mpvmepbl NpeAoTBPaLLEHNA HECAHKLMOHNPOBAHHOIO fOCTyna U MoandnkaLuu:

- ugeHTudrkauma n ayteHtTudmkauma nonb3osarene;

- ayTeHTUdUKaLua ceTeil;

- ynpaB/ieHne yYeTHbIMU 3anncamn 4as nporpaMMHoro obecneyeHus;

- ynpaBfieHne 6ecrnpoBOAHbIM AOCTYMNOM;

- ayTeHTUMKaLMA C NOMOLLbIO Naponeil;

- co3iaHne naposei n orpaHMyeHne ux AnMTenbHOCTY AeiiCTBMA 418 NoNb3oBaTeneil.
- npoueaypbl MAeHTUdMKaALUM U ayTEHTUMKALUN MEXAY MalunHaMU.

MpumevyaHune 2 — VHdopmayus o6 ynpaBneHun ayTeHTudmkatopamu, BkIoYas UCNonb3oBaHne naponei,
ycTaHaB/IMBaeMbIX N0 yMo/i4aHuto, npmueegeHa B 5.7.2 M3K 62443-3-3:2013.

5.2.3 KOHTPO/b MCNONb30BaHUA

Kak ToNbKO nonb3oBatesib MAEHTUULMPOBAH U ayTeHTUdMumMpoBaH. SCS fo/KHA pasrpaHuynTb 40-
nycTMMble AeCTBUSI N0 aBTOPM30BAHHOMY MCNO/b30BaHNo SCS (HazHaYeHHbIMY MPUBUIETUSIMU 19 ayTeH-
TMULMPOBAHHOTO NoNb30BaTeNS).

MpumeuvaHnne — [ononHutenoHasa nHopmauua npusegeHa B pasgene 6 M3K 62443-3-3:2013.

5.2.4 L1eNI0OCTHOCTb CUCTEMBI
O6bI4HO Moc/e BBOJA MalUMHBI(MH) B SKCnyaTauuio ee CO6CTBEHHUK OTBEYaeT 3a nogdepxaHve Le-
NIOCTHOCTM cUCTeMbl ynpaBneHnus (Bkntoyas SCS) AnsA npefoTBpalleHns HeaBTOPU30BaHHbIX MaHUNyNSALUiA.

MpumeyaHune 1— ObecneyeHne LENOCTHOCTU CUCTEMbI OCHOBAHO Ha OL|EHKE PUCKOB HapylleHust uHdop-
MauMoHHOI 6e3onacHoCcTW. MHhopMaLunio 0 COBbITUAX, UHULUMPYIOLWUX OLLEHKY PUCKOB HapyLleHUsa MHGOoPMaLMOHHO
6e30MacHOCTH, CM. B NpUoXeHun B.

MpumMmeyaHune 2 — [lononHntensHas nHcopmalmsa npusegeHa B pasgene 7 MOK 62443-3-3:2013.

MoaTtomy MOryT 6bITb BaXHbI CnefytoLine acnekTbl;

- LeNoCTHOCTb/yCTpaHeHe HapyLeHnii B KoMMyHukauusax (LAN, WLAN u T. i.) MOXeT gocTuraTbCs, Ha-
npumMep, Npu UCNob30BaHUN KPUNTOrpatuyeckoii 3alnTbl LLe/IOCTHOCTY B HEJOBEPEHHbBIX CEeTAX;

- 3almTa OT BPEAOHOCHOr0 Koja (OT HeaBTOPWM30BAHHbLIX MaHWUMNyNAUWA, Hanpumep BMPYCOB, YepBeil,
TPOSIHCKMX KOHEW W LUMMOHCKOro NMporpaMMHoro obecneyeHns) MoxeT 6biTb 0b6ecneyeHa, HanpuMep, Npu uc-
no/Ib30BaHNN COOTBETCTBYIOLLMX MEXaHW3MOB ANs uHTepdeiicos (Hanpumep, USB. nHTepdeiicos nporpam-
muposaHusa PLC unn SCS);

- LleNI0CTHOCTb MPOrpamMmMHOro obecneyerHns n nHpopmauum (obecneyvsaeTcs 3alMTON OT HeaBTOpU-
30BaHHbIX U3MEHEHNIA):

- BaMAaLmMsa BXOAHbIX faHHbIX (BbIMOMHAETCA C UCNOJ/Ib30BAHUEM NPaBWU NPOBEPKUA BXOAHbLIX JaHHbIX,
a TaKKe 3HauyeHuin BHe AONYyCTVMOro AnanasoHa).

5.2.5 KoHmnaeHUManbHOCTb faHHbIX

HekoTopas nHdopmauus, reHepupyemas cuctemamu ynpasneHus, Moo xpaHswascs, nmbo nepega-
BaeMasi. HOCUT KOH(pMAEHUMaNbHBIA UK BaXHbIl xapakTtep. 3To npegnonaraeT, YTO HEKOTOpble KOMMYHMKa-
LIMOHHbIE KaHasTbl N XpaHUNuLLa AaHHbIX HYXAalTca B 3aluTe OT nepexsara faHHbIX 1 HeaBTOPU30BaHHOIO
JocTtyna K HUM.

MpumeuyaHune — [ononHutensHas nHdopmayus npuseeHa B pasgene 8 MOK 62443-3-3:2013.

[nsa cuctembli(ccTeM) ynpaBieHNss 3TOT acnekT MOXeT ObiTb BaxeH Ans (PYHKUMOHasbHOW 6e3onac-
HOCTU, HanpyMep HeaBTOPN30BaHHbIA A0CTYN K 6a3e AaHHbIX, NpeAocTaBASaoWen naeHTUUKaLOHHbIE faH-
Hble U NPUBW/IETN aBTOPU30BaHHbIX NNLL.

5.2.6 OrpaHuyeHne noToka gaHHbIX

NMo6bble TpeboBaHUA K OrpaHMyYeHnsaAM NoToka MHgopmauuy 6yayT onpeaensaTbCs B pesysbrare obuyeit
OLLEHKM PUCKOB HapyLLeHusi NHhopMaLoHHOW 6e30NacHOCT MalUUHbI.

MpumeyaHne — [ononHutenbHas nHdopmauna npmeegeHa B pasgene9d M3K 62443-3-3:2013.

3afilepxka nepefayn faHHbIX WK YBETMYEHHOE BPeMsi OTK/MKA Ha 3anpoc MOryT B/MSTb HAa MOSIHOTY
6e3onacHocTu SCS (HanpvmMep, KOHUrypauuo ceTu).

10
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5.2.7 CBoeBpeMeHHOe pearnposaHue Ha cobbiTne

Co6CTBEHHUK MaLUUHBI (MaLUWH) AO/DKEH YCTaHaBAMBaTb NOMUTUKM U pernaMmeHTbl 3awuTbl UHgopma-
LMK, a Takke Hagnexawyme nyTm B3aMMOLEeWiCTBUS W ynpasieHus, HeobxoAnMble 4715 pearnpoBaHus Ha Ha-
pyLeHns nHpopMaLMoHHOV 6€30MacHOCTM MaLlWHbI.

MpumeuvaHne — [ononHutTenbHaa uHdopmaLmsa npueeaeHa B pasgene 10 MK 62443-3-3:2013.

70T acnekT 6yAeT paccMaTpuBaTbCs B npoLiecce 06LLell OLEeHKA PUCKOB HapyLUEHWUsS WHDOPMaLMOH-
HOVi 6€30MacHOCTM MaLUMHbI M MOXET BAWATbL HA NOHOTY 6e3onacHocTn SCS.

5.2.8 locTynHOCTb pecypcoB

Lenb coctonT B 06eCneyeHnr YCTOMUNBOCTM CUCTEMbI YNpaB/IEHUs K PasHOro poja cobbITUSIM OTkasa
B 06CNYXXMBaHUN.

MpumeuvyaHue — [ononHutenbHas nHdopmauma npuesegeHa B pasgene 11 M3K 62443-3-3:2013.

OTOT acnekT ByAeT yuuTbiBaTbCsA B npouecce 06Lieil OLEHKA PUCKOB HapyLleHWs MHKOPMAaLMOHHO
6e30MNacHOCTN MalUWHbI.

3ajepxka nepefaun faHHbIX WK YBENNYEHUE BPEMEHM OTK/IMKA HA 3arnpoc MOryT MOBAWATL Ha rOTOB-
HOCTb SCS.

6 Bepudpmkauma n TexHuyeckoe o06GCAyXnMBaHne mMep 3allimTbl MHOPMaLn

Peanusauusa mep no obecneyeHunto 3alnTbl MHGQOPMALMN AO/MKHA BEPUPULMPOBATLCA U TEXHUYECKN
06cnyxmMBaThCA NOMb30BATENEM MaLUMHbI(MALUNH), NPOU3BOAMTENEM MallVHbl U NPON3BOANTENEM NoAcUcTe-
Mbl B 3aBMCMMOCTM OT 06CTOATENbCTB (CM. Takke 5.1.1 06 OuUeHKe pUCKOB HapylleHWs WHOpPMaLMOHHOM
6e3onacHocTH).

MpumevaHne — BepMCbVIKaLMH MOXeT 6bITb BbINOSIHEHA nyTem TeCTupoBaHnAa UM aHanunsa.

7 WNHdopmaumsa ana nonb3osaresis MalivHbl (MaLumH)

B uensax nopnepxky o6LLeil OLeHKN pUCKOB HapyLleHWs MHopMaLuMoHHO 6e30nacHoCTU NPOU3BOAM-
Tefb MalWHbI 0/HKEH NPeA0CTaBUTb NONb30BaTE N0 MallMHbI(MaLLWH) onpeaeneHHylo nHopMaLmio.

Takas uHdopmMauus 06bIYHO MOXET BK/tOUaTh B cebs:

- KpaTkoe onucaHue yHKUKii 6e3onacHocTu (apXxuTekTypa, TOMOMOrUsl CeTU U T. A.).

MpumevyaHune 1— OT0 onucaHve MOXET BKIOYaTb NpeABapuTesibHble TpeboBaHUA K Mepam 3aluTbl MHOp-
Mauuu ana npefoTepalleHns CHUXEeHUs 3 PeKTUBHOCTU PYHKUMM 6e30NacHOCTU, BbiNosHAeMoli SCS (cM. 5.2):

- MHhopMaLUo, OCHOBAHHYI Ha oueHke ysi3BuMocTu (cM. 5.1.1). uan B COOTBETCTBYIOLLMX CAyyasx,
OCHOBAHHYH Ha BbISIBJIEHHbIX WA NOATBEPXKAEHHbLIX YS3BUMOCTSIX;

- H(hOpMaLMI0 0 Mepax 3aLiuTbl MHOPMaL UK, YXe peasin3oBaHHbIX B MallnHe (cM. 5.2). rae ato 6bi1o
Heobxoanmo.

MpumeyvaHne 2— MHdpopmaLmsa o Ha4YabHOM 06MeHe Y 06HOBMEHUN MHADOPMALMU COAEPXMUTCS B NPUIOXKe-
Huax B n C.
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MpunoxeHne A
(cnpaBouHOE)

OCHOBHblE CBefleHUsi 06 yrpo3ax v nogxoge K MOAeNUpOBaHUIO Yrpo3

A.1 OueHka yrpos

Yrposbl XapakTepusyloT BO3MOXHble AelCTBUSA, KOTOPble MOTYT 6blTb MPEeANPUHATLI B OTHOLIEHWN cUCTEMbI. Mo
chopme yrposbl MOryT 6bITb CyyYalHbIMU NM60 B hopmMe HeCaHKLMOHMPOBAHHbIX U3MEHEHWIA.

Yrposbl 415 aKTUBOB MOTYT BO3HWKHYTb Kak OT HenpeAHaMepeHHbIX COObITUI, Tak U OT NpefHaMepeHHbIX 3/10Hame-
PEHHbIX BMeLLaTeNbCTB.

®dakTop yrposbl — 37O TEPMWH, UCMOMb3YeMblli ANA ONMcaHus cybbekTa, NpefcTaBnsioLero co6oii yrposy. ®akrto-
Pbl YrpO3bl N3BECTHbI U KaK HapyLUMTEeNN UIN 3/T0YMbILLIEHHUKN.

B KOHEYHOM CcyeTe HMKakaa 3aluTa OT HeCaHKLMOHWPOBaHHbIX NPOHWKHOBEHWI, 0TKa30B, OWNGOK NN CTUXUIAHbBIX
6eACTBUIA HUKOTAa He MOXET 6bITb CTOMPOLEHTHOW.

dakTopamu yrpos ABnaoTCs:

- 3/10YMbILW/IEHHUK, KOTOPbIN LieSleHanpaB/ieHHO HECAHKLMOHMPOBaHHO NPOHNKAET B CUCTEMbI paju thHAHCOB, BNa-
CTU. U3 MECTU WU UHOWA BbITOAbI, @ UMEHHO:

- UHCaiijep — «/A0BepeHHoe» NN, COTPYAHUK, NOAPSAAUMNK UM NOCTaBLLMK, BNageowuii nHcopmaymeii, kotopas,

KaK npaBuo, He U3BECTHa 06LLEeCTBEHHOCTW. VHcaligep MoXeT npeAcTaBsTb COG0I yrpo3y faxe npu oTcyTCTBUN
He6naroBUAHbIX HaMepeHuii. Hanprmep, yrpo3a MoXeT BO3HWUKHYTb B pe3y/ibTate 06X0XAEeHNA UHcalgepom ane-
MEHTOB ynpaB/fieHnst 6€30NacHOCTbIO A1 «BbINO/HEHNSA CBOEl paGoTbl»;

- ayTcaiifjep — nvUO WAW rpynna, He HajeneHHble NPaBoOM BHYTPEHHero focTyna, U3BeCTHble UAN He W3BECTHble

LeneBoit opraHnsauumun. Aytcalijepbl MOrnM Koraa-T1o 6biTb MHCaRaepamu;

- HeyMbllW/eHHaa owmnbka (ownbxa). BbI3BaHHAA NNLOM, KOTOpPoe 160 No ownbke He 06paTuIo BHUMaHUE, M60
He 0CO3Hasi0 NOCNeACTBUIA CBOWX AeACTBMIA. KOMMNbIOTEPHbIE MPUIOKEHNSA TakkKe MOTryT MMeTb «OLMWOKW» WKW gpyrve
fAedekTbl, KOTOpPble BbI3blBAlOT HEBEPHOE BbINOSIHEHME Onepauuii. K aToil kaTeropum OTHOCATCA Takke He A0CTaTOYHO
rny6oko npopaboTaHHble CUCTEMbI U HECOOTBETCTBYHOLLME NpoLeAypbl 3KCNayaTaunm;

- 0TKa3 060pyaoBaHus (0Tkas), B KOTOPOM HEeT BUHbI Kakoro-nn6o nnua, Ho KOTOpbIi oTpaxaeT TOT hakT, YTO dnek-
TPOHHbIE M MeXxaHu4yeckne ycTpoicTBa MOryT BbliTM U3 cTpos. O6opyAoBaHue, KOTOpPoe pearvpyeT HenpeaBuAeHHbIM
06pa3om B HOpPMasibHbIX YCMIOBUAX, TakKe MOXeT 6biTb OTHECEHO K 3TOi kaTeropuu;

- CTUXWiiHbIEe 6eacTBNA (kaTacTpodbl), Bbi3BaHHbIE COOLITUAMY a6COMOTHO HE3ABUCHMbIMU OT NOAEN.

Yrpo3bl MOryT 6biTb MACCUBHBIMU MW aKTUBHbLIMU.

MaccusHas yrposa. ®aKkTopbl Takux yrpo3 06bIYHO CO6MPaloT NacCMBHYO MHOPMaLMIo NMpY CiyYaliHbliX Bepbasib-
HbIX KOMMYHUKaLWAX C COTPYAHUKAMMW U NOAPSAYMKAMM.

AKTUBHasA yrposa. MNprmepamn akTUBHbIX Yrpo3 ABASIOTCA:

- KOMMYHVKaLMOHHAA aTaka — ee Liefblo ABMSETCA HapyLueHne KOMMYHUKaLMM B cUCTeMax ynpaBieHns:

- BTOpXeHne B 6a3y fAaHHbIX — ataku C BTOpXKeHnem B 6a3y AaHHbIX NPUMEHSIIOT A5 NOXULLEHNUA MHopmalmn 3
6a3bl fJaHHbIX U HapyLEHUs LLe/IOCTHOCTM faHHbIX 6a3bl AaHHbIX;

- BOCNpoOu3BeAeHNe — 13 KOMMYHVKALMOHHbIX NyTel CUCTeM ynpaB/ieHUss MOryT 6biTb CKOMMPOBaHbI CUTHAsbI, KO-
TOpble BNOCNeACTBUM MOTYT GbITb BOCNPOU3BeAEHb! AN o6ecneyeHuns 4ocTyna K 3alueHHbIM cuctemam unm anbeun-
dvkauun AaHHbIX B CUCTEME yNpaBneHus;

- (bMKTMBHaAs aBTopu3auusa M MackmpoBka Noj 3aKOHHOTO NOsb30BaTeNs — B KOHTEKCTE BblYMC/IUTESNbHbIX CeTei
[aHHOe MOHATWe WCMONb3YyKT AN ONUCaHUSA pa3HOO6pPa3HbIX CNOCO60B, KOTOPbIMU MOXHO «0OMaHyTb» annapaTHble
cpeAcTBa Uy nporpaMMHoe obecneyeHue;

- coumanbHasa nHxeHepus — PakTopbl JaHHON yrpo3bl Takke NofyyarT UAU NbITATCA NOAYYUTb MHBIM 06pa3om
KOHhUAEeHUManbHble faHHble, 06MaHOM 3acTaB/ss YenoBeka packpbiTb KOH(UAEHLMANbHYI0 MHOPMAaLUIO;

- (OULLIVHT — OCHOBAH Ha coLuanbHOl MHXEeHepuu, T. K. Ye/I0BEK CKNIOHEH BEPUTL B HAJEXHOCTb GPEeH0B, CBA3bIBas
NX C aBTOPUTETHOCTBIO;

- BPEOHOCHbIN KOJ — BPEAOHOCHbIe KOAbl, UCMOMb3yeMble B X0fe aTak, MOryT NnpuHumaTtb hopmy BMpYCOB, uep-
Beil. aBTOMATUYeCKNX 3KCMIOUTOB WM TPOSHCKMUX KOHEN:

- 0TKa3 B 06¢cnyxuBaHun (DoS) — oTka3s (UNu yxyaweHue) B 06CyKMBAHUN, NPOUCXOASALWMNIA B Xo4e aTak, BAusieT
Ha paboToCcnoCo6HOCTbL CeTU, ONepaLnoHHO| CUCTEMbI AN NMPUKNAAHBIX PECYPCOB;

- pacwupeHne npueunernii — 6narofaps paclnpeHHbIM NPUBUIETUAM 3/10YMbILLIEHHUK MOXET coBepluaTthb fgeii-
CTBUSAA. KOTOPbIE B NPOTUBHOM Criyyae 6yAyT 3anpeLyeHbl;

- thuanyeckoe nospexpeHne — aTaku ¢ U3NYECKUM NOBPEXAEHNEM UMEIOT Lefiblo paspyLlleHne unn BbiBefeHne
13 CTPOsi h3MYECKMX KOMMNOHEHTOB (Hanpumep, annapaTtHbIX CPeAcTB, YCTPONCTB XpPaHEeHUs NporpamMMHOro obecneuve-
HUSA. COeAVHUTENbHBIX 31EMEHTOB, AATYNKOB U KOHTPO/I/IEPOB), KOTOPbIE ABMSIOTCA YaCTbIO CUCTEMbI YPAB/IEHUS.

NMpumeyaHne — [ononHutenbHas nHdopmauna ob yrposax npusegeHa B 5.6.5 IEC/TS 62443-1-1:2009.
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A.2 MpuMepsbl Yyrpo3 AN yCTPOWCTB, CBA3AaHHbIX C 6€30MacHOCTbI0

CneplyeT paccMOTpeTb BO3MOXHbIA CLieHapuii aTaku, KOTOPbIi MOXeT MOBAUATbL Ha yHKLUUIO(MK) Ge3onacHocTu.
KoTopyto{ble) BbiNONHAET SCS, NCNONb3ysi OAHO WU HECKO/IbKO YCTPOICTB, CBSA3AaHHbIX C 6€30MacHOCTbI0.

CnepyeT paccMOTpeTb BOMPOC O BO3MOXHOM JOCTyne K ycTpoiicTBam, BXoAAwWwMM B coctaB SCS, no6oro nuua ¢
HaMepeHneMm HaHecTn Bpef. 3n0HamMepeHHble feiicTBuA (YenoBeka) NpeACcTaBAAI0T Yrpo3y, 3ak/1o4atolyocs BO B3ATUN
KOHTPONA Haf YCTPOWCTBOM, CBSI3aHHbIM C 6€30MacHOCTbl0. Takoe 3/10HaMepeHHoe AeliCTBYe MOXeT MPou3oinTV Hemno-
CpefCTBEHHO C YCTPOWCTBOM, CBSi3aHHbIM C 6€30NacHOCTbI0, HanpumMep:

- C UHTEePaKTUBHbIM 3KPaHOM WV NaHe bl ynpaBieHuns:

- nepeknoYaTeNAMMN UK KHONKaMu ANA KOHGUTYpUpOBaHUA YCTPOWCTBA;

- KOHhurypaunein nnm nporpaMmMont, XpaHaWwmnMmncsa B naMaTv, HanpuMep Ha cbeMHoi SD-kapTe.

NMpnumevyaHue — TllepeyeHb BbileNepeUNCNEHHbIX AeACTBUSA ABNSETCS faneko He NosHbIM. CyliecTBYeT MHO-
ro APYTUX BO3MOXHbIX YS3BUMOCTEN N1 BbINOIHEHUS 3/10HAMEPEHHOIO AEWCTBUS, BKNOYAS UHCTPYMEHTasbHble Cpes-
CTBa. NpejoCTaBNEHHbIE NPOU3BOAUTENEM AN KOH(PUIYPUPOBAHUA CUCTEMbI yNpaBieHns, CBA3aHHOW ¢ 6e30MacHOCTbIO.

HecaHKLUMOHNPOBaHHOE MPOHUKHOBEHWE B YCTPOICTBO, CBSI3aHHOE C 6€30MacHOCTbI0, MOXET MPOM30MTN HesIBHO,
Hanpumep B pesynbTate NpUMeEHeHus:

- KOMNbIOTEPHOV TEXHOMOTNK:

- TEXHO/IOTUN KOMMYHMWKALUOHHBIX CeTeil;

- TEXHONOrMN 6eCNPOBOAHON CBA3N.

B 3TuX Tpex cny4yasix 4OCTYN K CBA3AHHOMY C 6€30MacHOCTbI0 YCTPOWCTBY MOXHO MOSIyYNTb HESABHO C MOMOLLbIO
APYrux TexHonoruii. HecaHKuMOHNPOBaHHbIE NPOHVKHOBEHWS XOPOLLIO U3BECTHbI B KOMMbIOTEPHbLIX TEXHOOTUSIX.

YS13BUMOCTb 3aluThbl MHhOpPMaLMUM yCTPONCTBA, CBSA3aHHOIO ¢ 6€30MacHOCTbI0, CBSI3aHa C TEXHOIOTUSIMU, UCMOb-
3yembIMU 4Ns1 AOCTyna K Hemy. Mepbl 3aluTbl MHYOPMaLUM AOKHbI YAensTb 0c060e BHUMaHWE «cnabblM MecTam»
Kax[0l Takoi TexXHoNnoruu.

Ha pucyHke A.1 nokasaH NnpuMep ysi3BUMOCTH, Koraa pyHKUUS 6e30MacHOCT MOXET 6biTb U3MEHEHA B pe3ysibTaTte
yrpo3bl.
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14

Ypo-
BeHb

1

Ha KaXx4oM ypoBHe, rfe BO3MOXEH AOCTYN K PyHKLMM 6€30MaCHOCTH, HEOBXOAUMbI Pa3/INYHbIE Mepbl, Hanpumep:

MNosicHeHve

CBS3b MeXAy YCTPONCTBOM KOHTPOS M YCTPOWCTBOM, CBSI3aHHbIM C 6€30MaCHOCTbI0, MOXET GbITb UCTOUHUKOM
YyA3BMMOCTU. B pesynbTate HecaHKUMOHUPOBAHHOTO NPOHWKHOBEHUSI B CBA3aHHOE C 6e30MacHOCTbI0 YCTPOA-
CTBO WM OTKa3a YCTPOMCTBA KOHTPO/IA MOXET NPOMU30ATU HEMPABOMEPHbIA A0CTYN K (DYHKLMKN 6E30MacHOCTM.

CBA3b MexXJy CBs3aHHbIM C 6e30MacHOCTbI0 YCTPOWCTBOM U CUCTEMOI KOHTPONS B GOMbLWMWNHCTBE Cly4aes
OCYLLECTBNSAETCA YEpPe3 COEAMHUTENbHbIN pa3beM. BbiGop 0AHOHANPABIEHHOTO OTBETBUTENS (OT CBSI3aHHOTO
¢ 6e30nacHOCTbI0 YCTPOIiCTBA K CUCTEME KOHTPO/IS)) MOXET OrpaHuuuTb AOCTYN 3/10HAMEPEHHOTO AecTBUA K
(hyHKLMM 6e30NacHOCTU. DTa TEXHOMOIMSA aHanorMyHa MCnosb3yemoii 4ns cepBepoB u ceTei. C6oM XOpoLlo
M3BECTHbI, 1 B TAKNX MecTax NPUMEHAIOTCA XOPOLIO 0Npo6oBaHHbIE Mepbl 3aLyUTbl OT XaKePCKUX aTak.

YcTpoiicTBO, CBA3aHHOE ¢ 6e30MacHOCTbI0, BbIMO/HSAOLWEE PyHKLMIO(M) 6€30NacHOCTH.

MynbT ynpaBieHUst MOXeT UMEeTb [OCTYN K yCTPOUCTBAaM, BbIMOJTHALWNM (hYHKLMI0 6€30MacHOCTU. PasfinyHble
YPOBHM 3alnTbl Naponeit Ans pasinyHbix NPUBMIErUit 4OCTYNa MOTYT YMEHbLWMUTh YA3BUMOCTb.

Ha HekoTopbIX YCTPOicTBaX, CBA3AHHbIX C 6€30MaCHOCTbI0, KOH(UTYPUPOBaHWE BbINOTHAETCA C NOMOLLbIO ce-
TEBbLIX KOMMYTaTOPOB U/N 3alUULLEHHO LMEDPOBOIA KapTbl NamaTn (SD-kapTbl). HecaHKUWOHMPOBAHHOE MPo-
HWKHOBEHWE MOXeT NpeAcTaBnATb U3 cebs 3aMeHy ceTeBbIX KOMMYTaTOPOB MM SD-kapTsl, cofepxalleii npo-
rpaMmy KoHgurypvpoBaHus. Mo3aToMy HeobxoguMa peanusauns Mep 3aluTbl MHopMaLnn.

MopTaTMBHOE BHELUHeE YCTPOINCTBO, KOTOPOEe 06bIYHO He MOAK/IOUEHO, MOXET MOYYNTb JOCTYN K yCTPOICTBY,
CBSI3aHHOMY C 6€30MacHOCTbLI0, Yepe3 KOMMYHUKALMOHHbIA UHTEPdIENC UM KOMMYHUKALLMOHHOE YCTPOCTBO.
B AiaHHOM crlyyae 3TO yrpo3a, aHa/nornyHas Toii. koTopasi onucaHa Ans ypoBHs 2.

B cuTyauymmu, onucaHHol B ypoBHE 6. NCTOYHUKOM HECaHKLMOHUPOBAHHOIO MPOHWKHOBEHUS MOXET ObITb MPO-
rpammMa, 3arpyxeHHasi B KOMMYHVKaLMOHHbI MHTepdeiic, KoTopasi MOXeT ynpasBnATb yCTpoiicTBoM 6e3onac-
HOCTM NO 3anpocy. — NpuMepbl Takoro Tuna atakn Ha DNS-cepsepbl N3BECTHbI

PVICyHOKA. 1 — CBsA3aHHOe ¢ 6e30MacHOCTbI0 yCTpOI‘;ICTBO N BO3MOXHOCTU [0CTYyNa K HeEMY
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Mpunoxexne B
(cnpaBo4HOE)

Co6bITUSA, MHULUMPYIOLLME OLLEHKY PUCKOB HapylleHus UH(OpPMaLMOoHHO 6e30nacHoCTH

B.1 O6wune nonoxeHuns

OueHKa pVCKOB HapylleHWsa MHOopMaLMOHHOV 6e30NacHOCTU rnaBHbIM 06pa3oM 3aBUCUT OT YCTAHOB/EHHbIX YC-
NOBUI MCNOMb30BaHNA, B pesy/bTaTe Yero ymeHbllaeTca He06X04MMOCTb B AaibHeliwell nTepaymm oueHkn puckos. Bos-
MOXHO. 3TO He TaK [/19 OLeHKN PUCKOB HapyLleHWs MHOPMaLMOHHOK 6e30nacHOCTM, Korga xapaktep Yrpo3 TOYHO He
onpegenieH, 1 B TaKOM c/lyyae OLEeHKa PUCKOB HapyleHUs MHOPMaLNoHHOW 6€30NacHOCTU UHULMMPYETCS COObITMEM
UNN BbINOMHAETCA NEPUONYECKN.

B.2 Huynupywouwme cobbliTus

[N MHULMUPOBAHMWS OLLEHKN PUCKOB HapyLLUeHWs nHhopMaLoHHO 6e30MacHOCTV KOHEYHbIM NoNb3oBaTesieM Ma-
LUMHBI TAKUMU COBLITUSIMU MOTYT BbIThb, Hanpumep:

- NpoekTMpoBaHue, paspaboTka unm MoancuKaLms MalinHbl (MCXOfHblE AaHHble NpPefoCTaBNATCS NPOM3BogUTe-
neM MalluHbl);

- UHTerpaums 1 ucnosnb3oBaHne MalnHbl (MCXOAHbIEe AaHHble NPeAOoCTaBAATCS N3rOTOBUTENIEM MalUVHbI).

MpumeuyaHne 1— Hanpumep, NogknYeHe paHee aBTOHOMHO (PYHKLMOHUPYIOLLEH MalmnHbl K IHTEpHeTY;
- N3MeHeHUe UCMNOob30BaHNsi MaLlUHbI.

MpumeuyaHue 2 — Hanpumep, ogHa ¥ Ta Xe MalIMHA NPOW3BOAMT PA3/INYHbIE U3AENUsS (aKTUBbLI), KOTOpPbIE
LleHsITCA Bbllle, YeM MPOW3BOAWINCH 4O 3TOTO, WAM KOTAa LLEHHOCTb OfHOW M TOW Xe NpoAyKuuu (akTMBOB) Bbille, MO
o6LieMy MHEHUO. Bofee BbiCOKasi LLEHHOCTb WU3AENUS MOXET Bbl3BaTb CEpPbe3Hblii MOTUB ANSi HECAHKLMOHUPOBAHHOTO
NPOHWUKHOBEHMS;

- 06HOB/IEHNEe NOACUCTEMbI MU 3NIEMEHTOB NOACUCTEMbI (Hanpumep, YCTPOICTB), BKIOYAs KOMMepYecku 4OCTyn-
Hoe (COTS) nporpammHoe obecneyeHne nan nporpaMmmHoe obecneyeHne ¢ OTKPbITbIM NCXOAHbIM KOAOM (MCXOAHble AaH-
Hble NMpPefoCTaBSIOTCA NOCTABLUMKOM NOACUCTEMbI UMW YCTPOICTBA UK NPOU3BOANTENEM MALLWHBI):

- MHbopmMaumsa 0 TOM. YTO MHTepdpeiic'ycnyra cTaHOBATCA YI3BUMbIMU B ApYrOM MecTe, faxe eC/im OHU UCMOoSb-
3yl0TCA B CUCTEME C 3aKPbITbIM UCXOAHBIM KOAOM (MCXOfHbIe faHHble NPefoCTaBAATCA NOCTABLMKOM NOACUCTEMBI UK
ycTpoiicTBa Uan NpounssoAnTeIeM MalllHbl HA OCHOBE WCXOAHbIX AaHHbIX OT MOCTaBLLMKa TEXHOMOTUN);

- OpraHv3aunoHHble 1 KaapoBble N3MEHEHUS B KOMMAaHWMW, KOTOPble MOTYT UMeTb NOCNeACTBUA 415 3alnTbl MHGOpP-
mauuu:

- cnmaHne ¢ 6onee KpynHoii komnaHnel|'n3secTHbIM GpeHaoMm.

MpumevyaHune 3— Bonee KpynHble KOMNAHWN, BO3MOXHO, 60/1ee NONyAAPHbI ANA aTak, faxe ecau ux Npoayk-
LUsi He MeHsNach (3a UCKIUYEHMEM TOProBOli MapkKu).
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MpunoxeHne C
(cnpaBoyHoe)

MprMep UHOPMALMOHHOTO NOTOKA MeXAy NMoCTaBLIMKOM YyCTpoiicTBa,
Nnpou3BoAUTENEM MaWMWHbl (MHTErpaTopoM) ¥ KOHOUYHBIM MO/Ib30BaTENEM MalUUHbI

C.1 O6bwwne nonoxeHns

B HacTosuwem npunoxeHnn npepctaessieH npumep, OI'II/ICbIBaIOLLWIVI NOTOK VIH(*)OpMaLU/II/I Mexay noctaBUWUKOM
yCTpOﬁCTBa, npounssogutTenem mMalluHbl (MHTeraTOpOM) N KOHEeYHbIM NoJib3oBaTesieM MallUHbI.

C.2 Mpumep

Ha pucyvke C.1 npefcTaBfneH npumep, AEMOHCTPUPYIOLMI MH(OPMALMOHHbIE MOTOKA MEXAY MNOCTaBLIMKOM
yCTpoiicTBa, NPOU3BOAMTENEM MALUMHbLI (MHTEIPATOPOM) W NoMb30BaTENeM MallHbl Ha CTaAuK NpoekTupoBaHus. Mpo-
M3BOAUTENb MALLUWHbI UTPAET KMUYEBYIO PO/b HA CTAANMU NMPOEKTUPOBAHUSA ANS AOCTMXKEHNSA TPEGOBAHWA, NONYUYEHHBIX OT

nonb30BaTesns MalluHbl, C Y4eTOM MHDOPMALMU OT NOCTaBLLMKOB YCTPOMUCTBA W AOMNONHUTENbHBIX MEp 3alnTbl UHGOP-
mauum.

Mmxra***ynpAcns 1
3BnTec TpBerLLa,
ynpwal T/l woemnumn

y
r r \
MocTHa*icrpolena2 I'«POﬂalrrl\glﬂn«cl;lb)lMLl«m TMOAMUAITBIK LW LUl
3arpar gaBemnuH, LUTyaELb)?'b* SaurorfpUcrwit
YrchaMMM/T CriITMIM TCpaaNHMMIA TBLITMMM y yBPbIMUKJT COBUTLL MA

MocTHa*icrpoicna3
Sam<x  VicraiiA
YLUMM MK 1T COBMTLLp*

PucyHok C.1 — lMpumMep notoka UHOpMaLMK Ha aTane NpoeKTUPOBaHus
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MpunoxeHue JA
(cnpaBoyHoeE)

CBefleHNa 0 COOTBETCTBUU CCbISTOYHbIX MEXAYHapOoAHbiX CTaHA4apTOB
HaluMOHas/IbHbIM U MEeXrocyaapCTBEHHbIM CTaHAapTamMm

Ta6bnunuya [OA1

O603HAUEHME CCbITOYHOrO CTeneHs COOTBETCTRYS O603HAUEHNE Y HAMMEHOBAHME COOTBETCTBYHOLLETO
MeX[yHapoAHoro cTaHgapTa HaLMOHA/IbHOTO, MEXTOCYAapCTBEHHOTO CTaHAapTa

IEC 62061 HoT FOCT P M3K 62061—2015 «be3onacHocTb 06opy-
[oBaHMA. ®yHKUMOHanbHas 6e30MacHOCTb CUCTEM
YNpaB/eHNs1 3NEeKTPUYECKMX, 3S/IEKTPOHHBLIX U Mpo-
rpaMMupyeMmbiX 3/1eKTPOHHbIX, CBA3AHHbIX C 6e3onac-
HOCTbHO»

1ISO 12100:2010 HoT FOCT ISO 12100— 2013 «Bbe3onacHocTb MawwuH. Oc-
HOBHblE MPUHLUMNbI KOHCTPyupoBaHusa. OueHKn pucka
N CHUXKEHUSA pucKa»

1ISO 13849-1:2015 — .

* COOTBETCTBYIOLMI HALMOHA/bHBIV CTaHAapT OTCYTCTBYeT. [0 ero NpuUHATUS peKoMeHAYeTCsi UCNo/b30BaTh
nepeBof, Ha PYCCKMii A3bIK JaHHOTO MEXAyHapoAHOro cTaHgapTa. MNepeBos A4aHHOTO MEXAYHapoAHOro cTaHaapTa Ha-
XoAuTCA B ®efepasbHOM UHGOPMAaLMOHHOM (hOHAe CTaHAapToB.

MpumeuyaHune — B HacTosweli Tabnuue UCNONbL30BAHO Cefylolee YC/I0BHOE 0603HaYeHe CTeneHu co-

OTBETCTBUS CTAHAAPTOB:
- IOT — WAEHTUYHbIE CTAHA4APThI.
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industrial automation and control system security program

IEC 62443-3-3:2013. Industrial communication networks — Network and system security — Part 3-3: System security
requirements and security levels

IEC 62443-2-4:2015, Security for industrial automation and control systems — Part 2-4: Security program requirements
for IACS service providers

IEC 62443-4-1:2018. Security for industrial automation and control systems — Part 4-1: Secure product development
lifecycle requirements

IEC TR 62351-12. Power systems management and associated information exchange — Data and communications
security — Part 12: Resilience and security recommendations for power systems with distributed energy resources (DER)
cyber-physical systems

ISO/1EC Guide 51:2014. Safety aspects — Guidelines for their inclusion in standards

ISO/LEC 27001, Information technology — Security techniques — Information security management systems —
Requirements

ISO 13849-2:2012. Safety of machinery — Safety-related parts of control systems — Part 2: Validation

ISO 14119, Safety of machinery — Interlocking devices associated with guards — Principles for design and selection
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YK 62-783:614.8:331.454.004.056.5:006.354 OKC 13.110
25.040
29.020

Kntouesble cnosa: 6e3onacHOCTb PYHKUMOHaNbHasA, 6e30nacHOCTb UHOPMaLMOHHAS, XU3HEHHbIN LUK
cucTeM, 3awmTa nHopMaLmn, MalrHbl 1 MeXaHU3Mbl, YA3BUMOCTW, PUCKKN, YTPO3bl, Mepbl 3alnTbl MHOp-
mauum
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