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Mpepgucnosue

1 PASPABOTAH ®efepanbHbiM rocyiapCTBEHHbIM yupexaeHnem «deaepasnbHblii uccnefoBatebCKuii
ueHTp «MHopmaTrka u ynpaBneHue» Poccuiickoil akageMun Hayk» (®ry oUL NY PAH), ®epepanbHbim
aBTOHOMHbIM yupexeHnem «ocyapCTBEHHbIN Hay4HO-UccnefoBaTeIbCkMil UCMbITaTe NbHbIA UHCTUTYT NPO-
6/1eM TeXHNYEecKoW 3alnTbl MHopMauum deaepasnbHOn Cnyx6bl N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTpPO-
no» (GAY THUUN NT3N ®CTIK Poccum) n O6LLECTBOM C OrpaHUYEHHOW OTBETCTBEHHOCTbIO «HayuyHo-uc-
cnepoBaTeNbCKMil UHCTUTYT NPUKNaAHol MaTemMaTuku n ceptudukauumn» (000 HUUMMC)

2 BHECEH TexHunyecknm KoMmuTeToMm no ctaHgaptusaummn TK 022 «HhopmauoHHble TEXHONOMNN»

3 YTBEPXJAEH W BBEAEH B JENCTBUE Mpukasom ®eaepansHOro areHTCTBa MO TEXHUYECKOMY
perynmposaHuio u meTponorum ot 18 maa 2021 r. Ne 371-cT

4 BBEJEH BIEPBbIE

MpaBuna NpUMEHEHNs1 HacTOSILLLEro CTaHAapTa ycTaHoBMeHbl B cTaThbe 26 defepanbHOro 3akoHa
oT 29 uioHA 2015 r. Ne 162-9®3 «O cTaHgapTu3aunm B Poccuiickoin ®egepauun». MiHdopmauns o6 un3-
MEHEHUAX K HaCTOosILEeMy CTaHAapTy Ny6nKye TCS B eXXerofHomM (Mo cocTOsHMI0 Ha 1 sHBapst TeKyLero
roga) MHopMauMoHlOM ykasaTesne «HauuoHanbHble CTaHAapThi», a opuuManbHblii TEKCT U3MEHEeHWi
M NonpaBoK — B €XeMecsYHOM MH(OPMaLMOHHOM ykasaTene «HauuoHasnbHble CTaHaapThi». B cnyyae
nepecMoTpa (3aMeHbl) UM OTMEHbI HACTOSILLEr0 CTaHjapTa CooTBeTCTBYyLee yBefoM/eHe byaeT
ony6/IMKOBaHO B G/mKalilLemM BbINYCKE eXeMeCcsayHOro MH(OPMAaLMOHHOrO ykasaTensa «HauuoHanbHble
cTaHgapTbi». CooTBeTCTBYWWAs MHopMaLusi, yBeOM/IEHNE U TEKCTbl pasMeLlalnTCca Takke B UH-
hopmMaLMoHHOl cMcTeMe 06LLero Nofib30BaHUs — Ha ohuLManbHOM caliTe defepanbHOro areHTcTBa no
TEeXHNYEeCKOMY perysMpoBaHuio 1 MeTponoruy B ceTn MHTepHeT (www.gost.ru)
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HacToswuii cTaHgapT He MOXeT GbiTb NO/IHOCTHIO UK YACTUYHO BOCMPOU3BEAEH, TUPAXMUPOBAH U pac-
MPOCTPaHEH B Ka4yecTBe ohuLMasIbHOTO N3aHns 6e3 paspelueHnst defepasibHOro areHTCTBa No TeXHUYEeCcKo-
My peryMpoBaHuio 1 MeTposiorum
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BesepeHune

HacToswwmii ctaHaapT paclumpsieT KOMMNIEKC HauoHalbHbIX CTaHAapPTOB CUCTEMHOW MHXEHepumn Mo 3a-
WMTe MHopMaL MM Npu NAaHUPOBAHUUN U peasn3aunmn NpoLeccoB B XU3HEHHOM LMK/IE Pa3/IMYHbIX CUCTEM.
Bbl6op v NpyMeHeHWe peanun3yembiX MPOLLECCOB A9 CUCTEMbl B €€ XU3HEHHOM LWK/Ie OCYLLeCTBAAIT No
FOCT P 57193. MeToAbl CUCTEMHOW UHXEHEPUM B MHTEpecax 3aluTbl MHOpMaL UK NPUMEHSIOT NS CUCTEM-
HbIX NPOLECCOB:

- MPOLECCOB cornalleHns — npoLeccoB NPUoOGpeTeHNs N NOCTaBK/ NPOAYKLMN 1 YCAYT ANA CUCTEMbl —
no FOCT P 59329;

- NpOLEeccoB OpraHn3aLMoHHOro obecrneyeHunss nNpoekTa — MPOoLLEeCcCOoB YrpasB/eHNs MOLENbIo XU3HEH-
HOTO UMKNa, ynpasieHns UHPacTPyKTypoii, ynpasBneHns noptdenem, ynpasieHns YenoBeyeckumun pecyp-
camu. yrnpasJ/ieHUA KayecTBOM, yrnpasneHus s3HaHnamm — no FOCT P 59330, FOCT P 59331. TOCT P 59332,
FOCT P 59333. TOCT P 59334. TOCT P 59335;

- MPOL,ECCOB TEXHNYECKOTO YNpaBeHnss — NpOoLeccoB MNaHNpoBaHnA NpPoeKTa, OLLeHKN 1 KOHTPO/IA Mpo-
eKTa. ynpaB/ieHUs pelLueHUsIMU, YNpaB/ieHWs puckamu, ynpasieHus KoHdwurypauuel, ynpaBneHns nHgop-
maumeii. namepenuii — no FOCT P 59336. TOCT P 59337, TOCT P 59338. TOCT P 59339. FOCT P 59340.
FOCT P 59341, TOCT P 59342. B npunoxeHuu K Npoueccy rapaHTum kadyecTtsa AJ/11 CUCTeMbl — MO HaCTOs-
LemMy ctaHgapTy;

- TEXHUYECKUX MPoLLeCcCOB — MPOLLECCOB aHan3a busHeca WM HasHayeHus, onpefenieHns notpeé-
HoCTell 1 TpeboBaHWii 3aMHTEpPeCcOBaHHON CTOPOHbI, OMpefeNieHNss CUCTeMHbIX TpeboBaHuii, onpegeneHus
apxXuTeKTypbl, onpefenieHns nNpoekTa, CUCTEMHOrO aHanusa, peanvsauuu, KOMNIEeKCUpoBaHWS. Bepudmka-
Luun. nepefadn cUCTEMbI, arTectauun, QPyHKLMOHMPOBAHUSA, COMPOBOXAEHUSA, U3BATUSA U CNUCAHUA CUCTe-
Mbl — no FOCT P 59344. TOCT P 59345. TOCT P 59346. TOCT P 59347. TOCT P 59348. TOCT P 59349,
FOCT P 59350. FOCT P 59351, FOCT P 59352. TOCT P 59353, TOCT P 59354. FOCT P 59355. TOCT P 59356.
FOCT P 59357.

CrtaHgapT ycTaHaB/IMBaeT OCHOBHble TpeboBaHUS CUCTEMHONM WMHXEHepun no 3awute uHdopmauun B
npouecce rapaHTUn kavyecTsa A/19 CUCTEMbI U cneLlmanbHble Tpe6oBaHNsA K UCNOIb3YyeMbIM KONIMYECTBEHHbIM
nokasarensm. [na naaHMpyemMoro u peannsyemMoro npoiuecca rapaHTum kavyectsa NnpuMeHeHne HacTosALWwero
cTaHAapTa npu cosfaHun (MoAepHMU3aLun, pasBUTUKM) U aKCnyaTaumn cuctem obecneumsaeT npoBefeHne
CUCTEMHOrO aHann3a, OCHOBAHHOIO Ha NPOrHO3MPOBaHUM PUCKOB.
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HAUMOHANbHBIKW CTAHALAPT POCCUMNCKOWN OSEJLEPALUNMN

CucrtemHas NHXeHepua
SAWLNTA MHPOPMALW B NMPOLIECCE TAPAHTUW KAYECTBA /1A CUCTEMBbI

System engineering. Protection of information in quality assurance process for system

[ata BBefeHna — 2021—11—30

1 06nactb NpMMeHeHMns

HacTosAwwii cTaHAapT ycTaHaBIMBAET OCHOBHbIE MOJIOXEHUSI CUCTEMHOIO aHasiM3a npouecca rapaHTum
KauyecTBa /1l CUCTEMbI NPUMEHUTESIHO K BOMPOCcaM 3aluThbl MH()OPMAaLMU B CUCTEMAX pas/inuHbix o6nacTeii
NPUIOXEHNS.

[N151 NpaKkTUUeCcKoro NpUMeHeHUs B NPUNoXeHnsix A—E npueejeHbl NpUMepbI nepeyHelt akTuBoB, Nog-
nexalymx 3aluTte, 1 yrpo3 6e3onacHoCcT! MHopMaL M, TUNOBLIE METOAbI, MOAENN U METOAMYECKUe yKasa-
HUS! N0 MPOrHO3MPOBAHMIO PUCKOB, PEKOMEHAALMK Mo onpeaesieHnto JoNyCTUMbIX 3HaYeHU Ans nokasatenei
PVICKOB 1 PEKOMEHAALMM MO NEPEYHI0 METOAMK CUCTEMHOIO aHanu3a.

MpumeuvaHne — OueHKa yuwep6b0oB BbIXOAUT 3a paMKu HacToslero craHgaprta. Ans pa3paboTks camo-
CTOSAITENIbHOW METOAMKM NO OUeHKe yuwepboB yumTbiBalOT crneuynduky cuctem — cMm., Hanpumep FTOCT P 22.10.01,
FOCT P 54145. Tpu 3TOM [AOJ/DKHbI YUYMTbIBATbCS COOTBETCTBYIOLLME MOMOXEHUA 3akoHodaTenbcTBa Poccuiickoit
Pegepaunu.

TpeboBaHuA cTaHgapTa npefHasHaveHbl A1 UCNO/b30BaHUA OpraHu3aunsamu, y4acTBYOWMUMU B CO3-
AaHun (MoAepHU3aumn, pasBuTrmM), IKCNyaTalum CUCTEM 1 peann3yoL M1 NpoLecc rapaHTun kauecTsa 4J/is
CMCTEMbI, @ TaKkKe TEMU 3aNHTEPECOBAHHbIMW CTOPOHAMM, KOTOPbIE YNOSIHOMOYEHbI OCYLLLECTBATH KOHTPO/Ib
BbINOJIHEHUSI TPeGOBaHUiA MO 3awuTe UHOPMALUN B XN3HEHHOM LMK/IE CUCTEM — CM. NpUMepbl CUCTEM B
[1]1—T[24].

2 HopmaTtuBHbIe CChbl1KK

B HacTosLem cTaHgapTe UCNO/b30BaHbl HOPMaTUBHbIE CCbISIKM Ha CrefyoLne cTaHaapTbl:

FOCT 2.051 EfuHasn cuctema KOHCTPYKTOPCKOU AOKYMEHTaLMn. DNEeKTPOHHbIE OKYMEHTbI. O6Lme no-
JIOXeHus

FOCT 2.102 EguHas cucteMa KOHCTPYKTOPCKOI AOKyMeHTauuu. Buabl 1 KOMNIEKTHOCTb KOHCTPYKTOP-
CKUX [JOKYMEHTOB

FOCT 2.114 EguHasn cmctemMa KOHCTPYKTOPCKOW AOKyMeHTauumn. TeXHUYeckme ycnoBus

FOCT 2.602 EgnHasn cuctema KOHCTPYKTOPCKOW AOKYyMEHTALMN. PEMOHTHbIE AOKYMEHTbI

FOCT 3.1001 EanHas cucteMa TEXHO/I0rMYeckoi AokyMeHTauun. ObLume nonoxeHms

FOCT 7.32 Cuctema ctaHAapToB Mo MHdopmauuy, 6ubnmoTeyHomy n nsgarensckomy geny. OTyeT o
Hay4HO-uccnefoBaTenbckoii paboTte. CTpyKTypa v npasuna oopmaeHns

OCT 15.016 Cuctema pa3paboTku 1 MOCTAHOBKM NPOAYKLUN HA NPOM3BOACTBO. TeXHUYecKoe 3ajaHue.
TpeboBaHusa K cofepxaHunio 1 0hopMNEHNIO

FOCT 15.101 Cuctema pa3paboTkv 1 NOCTAHOBKM NPOAYKLUM HA NPOU3BOACTBO. MOPAA0K BbINO/HEHUS
Hay4Ho-uccnefoBarTesibCknux pabot

FOCT 27.002 HafieXHOCTb B TEXHUKE. TePMUHbI 1 onpeaesieHns

M3paHne oduynansHoe
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FOCT 34.003 NHhopmaunoHHas TexHoaorusa. Komnaekc ctaH4apToB Ha aBTOMaTU3NPOBaHHbIE cucTe-
Mbl. ABTOMaTU3NPOBaHHbIE CUCTEMBI. TEPMUHBI 1 OnNpeaeneHus

FOCT 34.201 WHdopmaumoHHas TexHoorMs. Komnaekc ctaHAapToB Ha aBTOMaTU3MpOBaHHbIe cucTe-
Mbl. Buabl, KOMNNEKTHOCTb N 0603HAYEHNE [OKYMEHTOB MPY CO3A4aHNN aBTOMAaTU3UPOBAHHbIX CUCTEM

FOCT 34.601 NHpopmaumoHHasa TexHonornsa. Komnaekc ctaH4apToB Ha aBTOMaTU3MpOBaHHbIE CUCTe-
Mbl. ABTOMaTM3NpOBaHHbIe cucTeMbl. CTaanmn co3gaHus

FOCT 34.602 VHdopmaunoHHas TexHonornsa. Komnnekc ctaH4apToB Ha aBTOMaTU3npoOBaHHble CUCTe-
Mbl. TEXHMYECKoe 3afaHne Ha co3faHne aBTOMaTU3MPOBaHHON CUCTEMBI

[OCT IEC 61508-3 dyHKLMOHaNbHasA 6e30MacHOCTb CUCTEM 3/1IEKTPUYECKUX, SNEKTPOHHBIX, MPOrpamMmmm-
pyeMbIX 3N1EKTPOHHBIX, CBA3aHHbIX C 6e30nacHOCTbI0. YacTb 3. TpeboBaHusA K NporpaMmmHOMY ob6ecneyveHunto

FOCT P 2.601 EfuHas cuctemMa KOHCTPYKTOPCKOWM AOKyMEHTaLMmn. JKenayaTaloHHble OKYMEHTbI

FOCT P 15.301 Cuctema pa3paboTky v MOCTAHOBKU MPOAYKUMM HA NMPOU3BOACTBO. MNpoayKumns npous-
BOACTBEHHO-TEXHNYECKOro HasHauveHus. Mopaaok pa3paboTkm 1 NoCTaHOBKM NPOAYKLUM HA NPOU3BOACTBO

[OCT P 22.10.01 Be3onacHOCTb B Upe3BblvaliHbIX cuTyaumsax. OueHka yuiepba. TepMuHbl 1 onpeaeneHums

FOCT P NCO 9000 CuctemMbl MeHe)XxMeHTa kayecTBa. OCHOBHbIE MOJIOXEHUSA U C/loBapb

FOCT P CO 9001 Cuctembl MeHefXMeHTa KayecTBa. TpeboBaHus

FOCT P NCO/M3K 12207 WHdopmauuoHHas TexHonorua. CuctemMHas M nporpammHas MHXeHepus.
[Mpouecchl XXU3HEHHOTO LMKIa NporpaMMHbIX CpeicTs

FOCT P MICO 13379-1 KOHTPOJ1b COCTOAHUA 1 AMarHoctmka MawvH. MeToAbl MHTeprnpeTauny fgaHHbix 1
anarHocTupoBaHus. Yactb 1. O6wee pykoBOACTBO

FOCT P MCO 13381-1 KOHTpPO/Ib COCTOSAHUA U AMarHoctvka MalvH. MporHo3npoBaHne TeXHNYecKoro
cocTosiHuA. Yactb 1. O6Liee pykoBOACTBO

FOCT P NCO 14258 lNpoMblLUNeHHble aBTOMaTU3NpoBaHHble cucTteMbl. KoHuenuuu n npasuna ans Mo-
feneii npeanpuaTnA

FOCT P MCO/M3K 15026 WHdopmaLMoHHas TeXHOO0MMSA. YPOBHU LLe/IOCTHOCTU CUCTEM W nporpam-
MHbIX CPEACTB

FOCT P NCO/M3K 15026-4 CucteMHas 1 nporpaMMHas uHxeHepusl. [apaHTMpoBaHue CMCTeM W Mpo-
rpaMMHOro obecrneyeHus. Yactb 4. FapaHTUM XXU3HEHHOTO LuKNa

FOCT P NCO 15704 Tpomblll/ieHHble aBTOMaTU3NPOBaHHbIe CUCTEMbI. TpeboBaHUA K CTaHAapTHbIM
apxuTekTypam n MeToAosIorMam NpeanpuaTns

FOCT P NICO/M3K 16085 MeHeaXMeHT pucka. lNMpumeHeHne B npoueccax XU3HEHHOTO LuKIa CUCTEM
1 NporpaMMHOro obecneveHus

FOCT P NCO 17359 KOHTpOJIb COCTOSHMSA U ANArHOCTUKa MalvH. O6Liee pykoBOACTBO

FOCT P NCO/M3K 27001 NHdopmaumnoHHaa TexHonorus. Metoapl 1 cpeactea obecneyeHuns 6esonac-
HOCTW. CHCTEMbI MeHe)KMeHTa HopMaLMoHHol 6e3onacHocTn. TpeboBaHus

FOCT P NCO/M3K 27002 MHdopmaLmoHHasa TexHonorus. MeToapl 1 cpeacTBa obecnevyeHns 6esonac-
HocTW. CBOJ, HOPM U NpaBui MeHegXMeHTa MHPOPMaLMOHHON 6e30nacHoCTH

FOCT P NCO/M3K 27005—2010 VHopmaLmoHHas TexHonorua. Metoabl n cpefcTtBa obecnevyeHuns
6e3onacHocT. MeHeKMEHT pucka MHdOpMaLMOHHOR 6e3onacHoCTK

FOCT P MCO/M3K 27036-4 NHopmaunoHHble TexHonornn. Metoabl U cpeacTtBa obecneveHuss 6es-
onacHocTu. MHhopmaunoHHas 6e30nacHOCTb BO B3aMMOOTHOLLEHUAX C nocTaslmkamu. YacTtb 4. PekomeH-
Jauuy no obecneyveHnio 6e3o0nacHOCTV 061auHbIX ycayr

FOCT P NCO 31000 MeHeXMeHT pucka. MNpuHLNNbLI U PYKOBOACTBO

FOCT P 51275 3awwuTa uHdopMauum. O6bekT nHdopmatmsaummn. ®akTopbl, BO3AENCTBYOLINE HA WH-
chopmauumio. ObLme NonoxeHus

FOCT P 51583 3awwnTta nHcdopmaymmn. MNopsaok co3gaHns aBTOMaTU3MPOBaHHbIX CUCTEM B 3alLULLEH-
HOM MCnoNHeHUW. O6LLMe NoMoXeHNs

[OCT P 51897/PykoBoactBo MICO 73:2009 MeHeaXMeHT pucka. TepMUHbI 1 onpeaeneHus

FOCT P 51901.1 MeHefXMeHT pucka. AHa/IN3 puUcka TEXHOIOTMYECKUX CUCTEM

FOCT P 51901.5 (M3K 60300-3-1:2003) MeHepKMeHT pucka. PykoBoACTBO MO NPUMEHEHUIO METOL0B
aHasM3a HafeXHocTu

FOCT P 51901.7/ISO/TR 31004:2013 MeHemKMeEHT pucka. PykoBoAcTBO Mo BHeapeHuto NCO 31000

FOCT P 51901.16 (M3K 61164:2004) MeHempKMeHT pucka. MNoBblleHe HaaexHocTn. CtaTtnuctnyeckne
KpUTEPUN N METO/bI OLEHKN

FOCT P 51904 lNporpammHoe ob6ecrneyeHne BCTPOEHHbIX cucteM. Obuine TpebosBaHusA K paspaboTtke u
[OKYMEHTUPOBAHUIO
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FOCT P 53647.1 MeHeXMeHT HenpepbIBHOCTN 6u3Heca. YacTb 1. MNpakTuyeckoe pykoBoACTBO

FOCT P 54124 Be3onacHOCTb MalUvH 1 060pyaoBaHus. OueHka pucka

FOCT P 54145 MeHe[)XMeHT pUCKoB. PyKOoBOACTBO MO MPUMEHEHUIO OpPraHM3auVoHHbIX Mep 6e3onac-
HOCTU 1 OLleHKM puckoB. ObLas meTogonorns

FOCT P 56939 3auwuta nHopmaumu. PaspaboTka 6e30nacHOro nporpaMMHoOro obecnevenus. O6uyme
TpeboBaHus

FOCT P 57100/1SO/IEC/IEEE 42010:2011 CucTemHas v nporpaMMHas uHxeHepus. OnucaHue apxu-
TEKTYpbI

FOCT P 57102/ISO/IEC TR 24748-2:2011 WHopMauuoHHble TexHonorun. CnucteMHas 1 nporpaMMHas
UHXEHepus. YnpaBneHne XU3HeHHbIM LuknoM. YacTb 2. PykoBoAcTBO No npuMeHeHuto MCO/M3K 15288

FOCT P 57193 CucteMHas u nporpaMmHas UHXeHepus. MNpouecchl XN3HEHHOro LuKna cuctem

FOCT P 57272.1 MeHeXMeHT puycka NpYMeHEHMS HOBbIX TexHonoruii. Yacts 1. Obwue TpeboBaHuA

FOCT P 57839 lMpou3BoAcTBEHHbIE ycnyrn. CucteMbl 6€30nacHOCTN TexHuyeckne. 3ajaHue Ha npo-
ekTupoBaHue. O6Lme TpeboBaHUA

FOCT P 58412 3awmTa nHpopmauum. PazpaboTka 6e3onacHoro nporpaMmMHoro obecneyeHuns. Yrposbl
6e3onacHoOCTV UHhopmaLum npu paspaboTke NPOrpammMHOro obecnevyeHus

FOCT P 58494 O6opypnoBaHue ropHo-axTHoe. MHOropyHKUMOHasIbHbIe CUCTEMbI 6€30MacHOCTH Yrofb-
HbIX LWaxT. Cuctema AUCTaHLMOHHOTO KOHTPO/IA ONaCHbIX NPON3BOACTBEHHbBIX 0OBLEKTOB

FOCT P 58771 MeHemXMeHT pucka. TexHOM0rMm OLEeHKN pucka

FOCT P 59329—2021 CucteMHas uHxeHepus. 3awmra uHgopmauuym B npoueccax npuobpeTeHus u
NnocTaBKN NMPOAYKUUM U YCAYT ANA CUCTEMbI

FOCT P 59330—2021 CucTteMHas uHxeHepus. 3awmTa nHopmaumm B npouecce ynpasfieHus moge-
N0 XXM3HEHHOrO LKA CUCTEMBI

FOCT P 59331—2021 CucteMHas nHxeHepus. 3awmta uHdopmalmmn B npoLecce ynpasneHus uHdpa-
CTPYKTYPOii cUCTEMBI

FOCT P 59332—2021 CucteMHas uHxeHepus. 3awuTa MHgopmauny B npouecce ynpabneHus nopt-
cdhenem nNpoekToB

FOCT P 59333—2021 CucteMHas nHxeHepus. 3alumta nHdopmManum B npoLecce ynpasneHns yenose-
YeCcKMMUN pecypcamm CUCTEMbI

FOCT P 59334—2021 CuctemHas nHxeHepus. 3alimta nHdopmaumm B NpoLecce ynpasfeHus kave-
CTBOM CUCTEMbI

FOCT P 59335— 2021 CucTemHas uHxeHepus. 3awmra nHgopmauum B npouecce ynpaBneHus 3HaHu-
AMU O cucTeme

FOCT P 59336—2021 CucTteMHas uHxeHepus. 3alimrta vHgopMauun B npouecce naaHMpoBaHus
npoekrta

FOCT P 59337—2021 CucTemMHasa uHxeHepus. 3awmTa MHpopmMauuy B NpoLecce OLEeHKN U KOHTPONs
npoekra

FOCT P 59338—2021 CucTteMHasa MHXeHepus. 3awmta uHopmauuy B npouecce ynpasneHus pelle-
HUAMM

FOCT P 59336—2021 CucTtemHas uHxeHepus. 3awnta nHpopmaumum B npouecce ynpasneHus pucka-
MU AN51 CUCTEMbI

FOCT P 59340—2021 CucTtemHas uHxeHepus. 3awura nHgopmauny B npouecce ynpaB/ieHus KoHu-
rypauuei cuctemol

FOCT P 59341—2021 CucTeMHas nHxeHepus. 3awuta nHopmMaLmm B npouecce yrnpasieHus nHgop-
maumei cuctemsl

FOCT P 59342—2021 CucTeMHas uHxeHepus. 3awuta nHopmMaLmmn B npoLecce M3MepeHnii CUCTembl

FOCT P 59344—2021 CucteMHas uHxeHepus. 3awmTta UHgopmauuy B npouecce aHanusa 6usHeca
UM Ha3HavYeHns CUCTEMbI

FOCT P 59345—2021 CucteMHas nHxeHepus. 3awmTta uHdopmalmm B npouecce onpegeneHus no-
TpebHocTel 1 TpeboBaHMii 3aMHTEepecoBaHHOl CTOPOHbI A1 CUCTEMbI

FOCT P 59346—2021 CuctemMHas uHXeHepus. 3awuta MHgopmauuyM B npouecce onpegeneHns cu-
CTeMHbIX TpeboBaHuii

FOCT P 59347—2021 CucteMHasa nHxeHepus. 3awjmTta nHopmauumn B npouecce onpegenieHns apxu-
TEKTYpPbl CUCTEMBI

FOCT P 59348—2021 CucTeMHas uHxeHepus. 3awmura nHgopmanmm B npoLiecce onpegeneHus npoekta

FOCT P 59349—2021 CucTeMHas HxeHepus. 3awmra nHhopmauum B npoLecce CUCTEMHOIO aHannsa
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FOCT P 59350—2021 CucteMHas uHxeHepus. 3awmTa nHdopmMaLum B npoLecce peanmsaun cUCTEMbI

FOCT P 59351—2021 CuctemHass uHxeHepus. 3awumTta nHdopmauumn B npoLecce KoMnaekCnpoBaHus
CUCTEMBI

FOCT P 59352—2021 CwuctemHasa uHxeHepus. 3awmta nHdopmalmm B npouecce sepudukayum
CUCTEMBI

FOCT P 59353—2021 CucteMHas nHxeHepus. 3awmuTa nHopmaLum B npoLecce nepeaayu cucTembl

FOCT P 59354—2021 CuctemHasn nHxeHepus. 3awmTa nHcopManum B npoLecce attectaynum cUcTeMbl

FOCT P 59355—2021 CucTtemHas uHxeHepus. 3awuta nHpopmaumm B npouecce PyHKLNOHNPOBaHNUS
CUCTEMBI

FOCT P 59356—2021 CucteMHas uHxeHepus. 3awmra nHgopmauuy B npoLecce ConpoBOXAEHUS CU-
CTeMbI

[OCT P 59357—2021 CucteMHas nHxeHepus. 3awnta nHpopmaumnm B npouecce M3bATUAS U CIMcaHus
CUCTEMBI

FOCT P M3K 61069-1 V3mepeHue, ynpasreHne n aBTomatusaunsa npomblilieHHoro npouecca. Onpe-
[leneHvie CBOWCTB CUCTEMbI C LiefIblo ee oueHkn. YacTb 1. TepMuHonorns n obuyme KoHuenumum

FOCT P M3K 61069-2 V3mepeHue, yrnpasneHne n aBTomatmsaumnsa npomblilieHHoro npouecca. Onpe-
[JeneHne CBOWCTB CUCTEMbI C Lieflbio ee oueHKn. YacTb 2. MeToA0/10rMs OLEeHKM

FOCT P M3K 61069-3 Vi3mepeHue, ynpas/ieHne y asTomaTusauns npombILLIeHHOro npouecca. Onpe-
JeneHne CBOWCTB CUCTEMbI C Lie/ibio ee oueHkn. YacTb 3. OueHka yHKLMOHAIbHOCTH CUCTEMBI

FOCT P M3K 61069-4 Vi3mepeHue, ynpasneHne n aBTomatusaunsa npombliLieHHoro npouecca. Onpe-
[eneHne CBOWCTB CUCTEMbI C Lie/lblo ee oueHkn. YacTb 4. OueHka Npon3BOANTENTBHOCTU CUCTEMbI

FOCT P M3K 61069-5 M3mepeHue, ynpasneHne n aBTomatmsaunsa npombliLeHHoro npouecca. Onpe-
[JeneHne CBOWCTB CUCTEMbI C Lie/lbio ee oueHkn. YacTb 5. OueHka HagexXHOCTN CUCTEMBI

FOCT P M3K 61069-6 Vi3mepeHue, ynpasrieHne y asTomaTusaums npomblLLIeHHOro npouecca. Onpe-
[eneHne CBOWCTB CUCTEMbI C Lie/ibio ee oueHkn. YacTb 6. OueHka aKkcyaTabenbHOCT CUCTEMbI

FOCT P M3K 61069-7 V3mepeHue, ynpasnieHne n aBTomatusaunsa npomblilieHHoro npouecca. Onpe-
[leneHne CBOWCTB CMCTEMbI C Lie/lbio ee oueHkn. YacTb 7. OueHka 6e30MacHOCTM CUCTEMBI

FOCT P M3K 61069-8 N3mepeHue, ynpasneHne n asTtomarnsauusa npomMbilieHHoro npowecca. Onpe-
[JeneHne CBOWCTB CUCTEMbI C Lie/ibio ee oueHkn. YacTb 8. OueHka fpyrux CBONCTB CUCTEMbI

FOCT P M3K 61508-1 dyHKUMOHanbHas 6e30MacHOCTb CUCTEM 3/1IeKTPUYECKUX, 3/IEKTPOHHbIX, Mpo-
rpamMmmMmMpyeMblX 3/IEKTPOHHbIX, CBA3aHHbIX C 6€30MacHOCTbo. YacTb 1. O6Lwue TpeboBaHus

FOCT P M3K 61508-2 ®dyHKUMOHANbHAA 6€30MacHOCTb CUCTEM 3/1EKTPUYECKUX, 3/IEKTPOHHbIX, MpPo-
rpamMmupyemMbIX 3N1EKTPOHHBIX, CBA3AHHbIX C 6e30MacHOCTbI0. HacTb 2. TpeboBaHusA K cuctemam

FOCT P M3K 61508-4 dyHKLMOHa/IbHAsA 6€30MacHOCTb CUCTEM 3/1EKTPUYECKMX, SNEKTPOHHbIX, MNPo-
rpamMmupyemMbIX 3/1EKTPOHHBIX, CBA3aHHbIX C 6e30nacHoCcTblo. YacTb 4. TepMuHbl 1 onpegeneHns

FOCT P M3K 61508-5 dyHKuMOHanbHas 6e30MacHOCTb CUCTEM 3/1IEKTPUYECKUX, 3/IEKTPOHHbIX, Mpo-
rpaMMumpyembiX 3/1EKTPOHHBIX, CBA3AHHbIX C 6e3onacHoOCTbio. YacTb 5. PekomeHgaummn no NpUMEHeHNo MeTo-
[0B onpejeneHns ypoBHeli NOHOTbI 6e30nacHoOCTH

FOCT P M3K 61508-6 dyHKuMOHanbHas 6e30MacHOCTb CUCTEM 3/1IeKTPUYECKUX, 3/TEKTPOHHBIX, Mpo-
rpaMMupyembIX 3MEKTPOHHBIX, CBA3aHHbIX C 6e3onacHoCcTblo. YacTb 6. PykoBOACTBO MO MPUMEHEHUIO
FOCT P M3K 61508-2 n TOCT P M3K 61508-3

FOCT P M3K 61508-7 dyHKUMOHanbHas 6e30MacHOCTb CUCTEM 3/1IeKTPUYECKUX, 3/IEKTPOHHbIX, Mpo-
rpamMmMmMpyeMbIX 3/IEKTPOHHbIX, CBA3AHHbIX C 6€30MacHOCTb0. YacTb 7. MeToAbl U cpeacTBa

FOCT P M3K 62264-1 VHTerpauus cuctem ynpasneHnsa npegnpuatnem. Yacte 1. Mogenv n TepmuHo-
norus

FOCT P M3K 62508 MeHemKMeHT pucka. AHann3 BAUSHUA Ha HAAEXHOCTb Ye/10BeYecKoro hakropa

MpumeuyaHune — [Ipy NONb30BAHUM HACTOALMM CTAHAAPTOM Lienecoo6pasHo NPpoBepUTL AeiCTBUE CCbloY-
HbIX CTAHAAPTOB B MH(YOPMALMOHHOI CUCTEME 06LLEro nosib30BaHns — Ha OULNANLHOM caiiTe defepasibHOro areHT-
CTBa MO TEXHUYECKOMY PeryivpoBaHuio 1 METPOIOTUK B CETU VIHTEPHET U/IN MO eXerogHoOMYy NHGOpMaLMOHHOMY yKasa-
Teno «HauuoHasbHble CTaHAapTbl», KOTOPbI ONy6/IMKOBAH MO COCTOSIHMIO HA 1 siHBAps TEKyLWero roga, U no Bbinyckam
€XEeMeCcAYHOro MHHOPMALMOHHOTO YkasaTens «HaumoHanbHble CTaHAAPTbI» 3@ TeKyLuii rod. ECM 3aMeHeH CCbIoUHbIi
CTaHAapT, Ha KOTOPbI AaHa HeAaTMPOBaHHAs CCbIIKA, TO PEKOMEHAYETCS UCMO/b30BaTh AECTBYIOLWYI0 BEPCUI0 3TOTO
CTaHjapTa C y4eToM BCEeX BHECEHHbIX B JaHHYl0 BEPCUI0 U3MeHEHWIi. EC/IM 3aMEHeH CCbIMIOUHbIN CTaHAapT, Ha KOTOPbIN
faHa [aTupoBaHHas CCbIIKa, TO PEKOMEHAYETCS UCMO0/b30BaTh BEPCUIO 9TOMO CTaHAapTa C yKasaHHbIM BbILIE FO40M YT-
BEpXAeHus (NpuHATKS). Ecnm nocne yTBEPXAEHUS HACTOSILLEro ctaH4apTa B CCbIIOYHbIA CTaH4apT, Ha KoTopblii faHa
AATUPOBaHHAs CChISIKA, BHECEHO N3MEHEHME, 3aTparvBaloLLee noJiokKeHe, Ha KOTOPoe JaHa CCbI/iKa, TO 3TO MOIOXEHNE
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pekoMeHAyeTCsi NPUMEHATb 6e3 yyeTa JaHHOTO U3MEHEHWS. ECNN CCbINOYHbIV cTaHAapT OTMeHeH 6e3 3aMeHbl, TO Noso-
XEHMe. B KOTOPOM flaHa CCbI/IKa Ha Hero, peKoMeHAyeTcsi NPUMEHATb B HYaCTW, He 3aTparmBatoLLeil 3Ty CCbIsKy.

3 TepMuWHbI, onpefesieHns n cokpal,eHus

3.1 B HacTosLeM cTaHAapTe npumeHeHbl TepMuHbl no FOCT 27.002, TOCT 34.003. TOCT P MCO 9000,
FOCT P NCO/M3K 27001. FOCT P NCO 31000. FOCT P 51897. FTOCT P 59329. TOCT P 59330. FOCT P 59331,
FOCT P 59332. TOCT P 59333. TOCT P 59334. TOCT P 59335, FOCT P 59336. FOCT P 59337, FOCT P 59338,
FOCT P 59339. FOCT P 59340. TOCT P 59341, TOCT P 59342. TOCT P 59344. TOCT P 59345. TOCT P 59346,
FOCT P 59347. TOCT P 59348. TOCT P 59349. TOCT P 59350. NOCT P 59351, FOCT P 59352. TOCT P 59353,
FOCT P 59354. TOCT P 59355. TOCT P 59356, NOCT P 59357, TOCT P M3K 61508-4. TOCT P M3K 62264-1,
a TaKke cnegyrolme TepMUHbI C COOTBETCTBYIOLLMMMN ONpeAeneHnamMu:

311

akTuB: UT0-nn60, 4TO MMEET LeHHOCTb A1 opraHu3auuu.

MpumeyaHnune — NVmelTcs pasnyHblie TUMbl aKTUBOB!
- MHdopmauus:

- nporpammHoe obecrneyeHue;

- MartepuasibHble aKkTUBbI, HANpMMep KOMMNbIOTEP:

- yecnyru:

- AW 1 uxX KBanndukauusa, HaBblku U OMbIT;

- HemaTepuasibHble aKTUBbI, TakMe Kak penytaums n UMuax.

[FTOCT P NCO/M3K 27000-2012, ctatba 2.3]
3.1.2

[ONyCTUMBbI puck: PUCK, KOTOPbIA B AAHHON cUTyauun cuntarT NnpuemMaemMbiM Npy CyLLEeCTBYOLLNX
06LLEeCTBEHHBIX LlEHHOCTSIX.
[FOCT P 51898—2002. nyHKT 3.7]

3.1.3

3avHTepecoBaHHas CTOpoHa, NpaBoo6nagatenb: VHAMBUAYYM WM opraHusauus, UMerLime npa-
BO. [j0/1t0, TpeGOBaHNE WM MHTEPEC B CUCTEME UMK B 06/1alaHNN ee XapakTepUCTMKaMU, ya0BIeTBOPSItO-
WMUMU UX NOTPEBHOCTU U OXMUAAHUS.

Mpumep — KoHeYHble Nob30BaTeNN, OpraHn3alynn KOHeYHOro NoNb3oBaTens, NoAfepxuBatL e cTo-
POHbI, pa3paboTuYnku, NPOU3BOAUT E€NK, 0ByYaloLW e CTOPOHbLI, CONPOBOXAAOLWINE U YTUAN3NPYLOLLUE Op-
ranmsauuu, npuobpeTalLine CTOPOHbI, OPraHn3auuy NocTasluKa, opraHbl perynsTopos.

MpumeyaHne — HekoTopble 3aMHTEpPeCcOBaHHbIE CTOPOHbLI MOTYT UMETb NPOTUBOMOJIOXKHbLIE UHTEPECHI B
cucrtewme.

[FOCT P 57193—2016. nyHKT 4.1.42]
314

3awmuTa uHopmauun: 3M: NeAatenbHOCTb, HanpaBieHHas Ha NpeAoTBpalleHne yTeuku saljmuiae-
MOV uHdopMaLun, HeCaHKLMOHMPOBAHHbIX U HENpegHaMepPeHHbIX BO34ENCTBMI Ha 3alinwaemMyo nHdop-
maLmio.

[FOCT P 50922—2006. cTaTbs 2.1.1]
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3.1.5

3awunTa MHopMaLumn oT yTouky: 3almta MHgopMaLmy, Hanpas/ieHHas Ha NPefoTBpaLLeHNe HEeKOH-
TPO/IMPYEMOTO PacnpoCTPaHeH!s 3almLaeMoii MHhopMaLumn B pesysibTate ee pasrialleHns U HecaHKLmu-
OHVMPOBAHHOTIO JOCTYNA K Hell. a Takke Ha UckoueHe (3aTpyaHeHre) NoyyeHns 3almaeMoii nHgopma-
LKW [MHOCTPaHHbIMKM] pasBeakamu U ApyruMu 3aMHTePecoBaHHbIMN CYyGbEKTaMN.

NMpnmeyaHue — 3auHTepecoBaHHbIMW CYGbEKTAMMW MOTYT GbITh: rOCY[apCTBO, OPUAMYECKOE NNLLO, rpynna
humsnyeckux nuu. otaenbHoe usnyeckoe auLo.

[FOCT P 50922—2006. ctatbs 2.3.2]
3.1.6

3alnTa nHhopmMaLmm OoT HecaHKLMOHMpPOBaHHOro Bo3aeicTeus; 31 o HCB: 3awmTa nidopma-
LMW, HanpaBfeHHas Ha npefoTBpalleHne HeCaHKLMOHMPOBAHHOIO JOCTyna W BO3AeiCTBMA Ha 3aliuiia-
eMylo MHopMaLmMio C HapyLleHVeM YCTaHOB/IEHHbIX NpaB U (MNun) nNpasui Ha M3MEHeHWe nHdopmauu,
NPUBOAALLMX K paspyLLEeHUIO, YHUUTOXEHUIO, UCKaxeHuto, cboto B paboTe, He3akOHHOMY nepexsarty 1 Komnu-
poBaHWi0. 6/10KMPOBaHNI0 [OCTYNa K MHopMaLun, a Takke K yTpaTe, YyHUUTOXEHWI0 UK c60t0 (DYHKLMOHK-
poBaHuNs HocuTens uHdopmMaumm.

[FOCT P 50922—2006. ctatbs 2.3.3]

3.1.7

3aluTa nHpopmMaLmm oT HenpeagHaMepPEHHOro BO3a4elicTBUSA: 3awuta nHpopmanmm, HanpaeeH-
Hasi Ha NpefoTBpalleHne BO3AEeiCTBMSA Ha 3almuaeMyto MHopMaumio oWnGoK ee nosb3oBatesisi, c6on
TEXHWYECKMX U MPOrpaMMHbIX CPeAcTB MHDOPMALMOHHBIX CUCTEM, NPUPOAHBIX ABNEHWUI UMW UHBIX Helene-
HanpaBEeHHbIX HA U3MEHEHVE NH(IOPMALMKN COBbITUIA, NPUBOASILLNX K UCKAXKEHUIO, YHUUTOXEHUIO, KOMNPO-
BaHWI. 6/I0KMPOBAHMI0 AOCTYNA K MH(POpMAaLMK, a Takke K yTpaTe, YHUUTOXEHNI0 UK cO0to (hyHKLUOHN-
poBaHusi HoCUTENSA UHhopMaL .

[FOCT P 50922—2006, ctaTbs 2.3.4]

3.1.8 UHTerpanbHbIii PUCK HapyLWeHUs peanusaunm npouecca rapaHTMu KayecTBa s CUCTEMbI
C yyeToM TpeGoBaHwuii no 3awuTe nHopmaunn: CouetaHme BEPOSITHOCTM TOrO, YTO GyAyT HapyLleHbl Ha-
[EXHOCTb peanusauuy npoLecca rapaHTuy KauecTsa A/s CUCTEMbI M60 TpeGoBaHus No 3awuTe MHopMa-
umn, N60 1 TO. 1 APYrOe C TSHXKECTbI BO3MOXHOTO ylllep6a.

3.1.9 HafexHOCTb peanusaunu npolecca rapaHTUn kayecTsa Asisi CUCTEMbI C y4eToM TpeGoBa-
HWiA No 3awunTe nHgopmauum: CBOICTBO NPOLECCca rapaHTUM KauecTsa AJ/1s1 CUCTEMbl COXPaHSTL BO Bpeme-
HU B YCTAHOB/IEHHbIX MpejAenax 3HaueHusi nokasaresieii, XxapakTepusyioLx CNoco6HOCTb BbIMOMHUTL €0 B
3aJaHHbIX YCMOBUSIX peanm3auum ¢ cobiogeHnemM Tpe6GoBaHunii No 3awmute HopMauum.

3.1.10

HopMa 3h(PeKTUBHOCTU 3alnTbl UH(OPMaLun: 3HayeHue nokasatenst 3hheKTMBHOCTY 3aluUThI
MHDOpMaLMK, YCTAHOB/IEHHOE HOPMATMBHBLIMU 1 NPABOBbLIMU LOKYMEHTaMW.
[FOCT P 50922—2006. ctaTtbs 2.9.4]

3111

nokasatesb 3(pHEKTUBHOCTH 3aLLUTbl MHPOpPMALUK: Mepa UK XxapakTepucTuka AN1a OLeHKn ad-
(pEKTUBHOCTY 3aLLWTbI MHDOPMALWN.
[FOCT P 50922—2006. cTaTbst 2.9.3]

3.1.12

nonb3osBaTesib: JINLo vnun rpynna nuL, n3snekawLwmx nosab3y U3 CUCTEMbI B Npouecce ee npume-
HEeHUA.

MpumeyaHune — PosbnNonb3oBaTensa v posb ornepaTtopa MOXeT BbINONHATLCA OAHOBPEMEHHO UK Nocneso-
BaTe/IbHO OAHUM U TEM XXe Ye/N0BEeKOM NIun opraHmsaumeVl.

[FOCT P 57193—2016. nyHkT 4.1.50]



FOCT P 59343—2021

3.1.13

puck: CoyeTaHne BEPOATHOCTU HaHeceHWs yliep6a u TSXeCT 3Toro yuiepoa.
[FOCT P 51898—2002. nyHKT 3.2]

3.1.14 cuctema-aTanoH: PeanbHas WaM rMnoTeTMyHas cucTeMa, KoTopasi Mo CBOMM NokKasaTesisim WH-
TerpasibHoro pucka HapyLleHWsi peaiusalnm paccMaTpMBaeMoro npoLecca ¢ y4eTom Tpe6oBaHuii no 3aurte
MHDOPMaLMM NPUHUMAETCS B KAYECTBE 3TasIoHa A/151 NMOJSIHOro YA0B/IETBOPEHUs Tpe60BaHUii 3aMHTepeCcoBaH-
HbIX CTOPOH CUCTEMbI 1 PaLMOHaLHOTO peLleHus 3aay CUCTEMHONO aHasi3a, CBA3aHHbIX C 060CHOBaHUEeM
[oNyCcTUMbIX pUCKOB, 06ecneyeHneM HOPMbl 3OEKTUBHOCTM 3aLLUTHI MHGOPMaLUM, 060CHOBaHWEM Mep.
HanpasfieHHbIX HA JOCTUXEHWE Lefeii npouecca, NPOTMBOAENCTBIE Yrpo3am 1 onpepesieHne c6anaHcupo-
BaHHbIX peLleHuii Npu cpegHe- 1 JONTOCPOYHOM NIaHUPOBaHUKM, a Takke ¢ 060CHOBaHUEM MpPeaNoXeHuii no
COBEPLUEHCTBOBAHUIO U Pa3BUTWIO CUCTEMBI 3aLLUTbLI MHDOPMALWU.

3.1.15

cCUCTEMHas MHXeHepus: MexancunnauHapHblii NoAxXo4, ynpaBistowmii NoMHbIM TEXHUYECKUM U Op-
raHu3aTopckuMm ycununem, TpebyembiM 419 npeobpasoBaHusl psga noTpebHOCTen 3anHTepecoBaHHbIX CTO-
POH. OXWUAAHWIA N OrpaHUYEHNIA B peLleHne 1 AN NOLLEPXKKU 3TOr0 PeLUEHUs B TEYEHME €r0 XU3HU.
[FTOCT P 57193—2016. nyHKT 4.1.47]

3.1.16

Tpeb6oBaHue No 3awute MHopMaLMn: YCTaHOB/IEHHOE NMPABU/IO AN HOPMA, KOTopast loJIXHa ObITb
BbINOJ/IHEHA NPV OpraHv3auny 1 oCyLLLeCTBeHUN 3alnTbl MHGOPMaLUU, UK ONYCTUMOE 3Ha4YeHne noka-
3atens aPeKTUBHOCTA 3aLUUTbl MHhopMaL K.

[FOCT P 50922—2006. ctatbs 2.9.2]

3.1.17

3(h(hEeKTUBHOCTb 3alinUTbl MH(OPMaLunu: CTeneHb COOTBETCTBUS Pe3y/bTaToB 3aliuThbl UH(OpMa-
LMW Lenv 3aluThl HdopMaLum.
[FOCT P 50922—2006. cTatbs 2.9.1]

3.2 B HacToslleM cTaHAapTe UCMO/b30BaHO COKpaLlleHue.
T3 — TexHuueckoe 3agaHue.

4 OCHOBHbIE NOJIOXEHUS CUCTEMHOW MHXEHEepPUU No 3awuTte UHopmaLmum
B NpoOLecce rapaHTuy KavyecTBa A/ CUCTEMBI

41 O6wme NonoxXeHns

OpraHu3auum NCnonb3yoT AaHHbIA NpoLecc B pamMkax co3faHus (MoAepHU3aumun, pasBuTus) N akcnay-
aTtauuv cuctembl AN obecnedyeHns ee adhEKTUBHOCTU.

B npouecce rapaHTun kayecTsa A5 CUCTEMbI OCYLLECTBASAIOT 3auTy nHchopMaLuun, HanpasieHHYo Ha
obecneyeHne KOHMUAEHLMATBHOCTM, LENOCTHOCTA W AOCTYMHOCTM 3aliuliaeMoil uHchopmalum, npefoTepa-
LLleHVe HeCaHKLMOHNPOBaHHbIX 1 HenpeAHamMmepeHHbIX BO3AeiCTBMUIA Ha 3almwaemyto nHipopmaumio. flomkHa
ObITb 0O6EcneyYeHa HaJexHasi peasvsaumns npowecca.

[ns NnporHo3vpoBaHWA PUCKOB, CBA3aHHbIX C peanusauueil npouecca, 1 060cHOBaHUSA 3D(EKTUBHBIX
npeaynpexaatoLLyx Mep N0 CHKEHNIO 3TUX PUCKOB NN UX yAEePXaHWIo B A0NYCTUMbIX Npedenax NCnonb3yoT
CMCTEMHbIi aHaIn3 npolecca ¢ yyeTom TpeboBaHuii No 3awute nHpopmaumu.

OnpefeneHve BbIXOAHbIX Pe3ynbTaToB NpoLecca rapaHTUy Ka4yecTBa /1 CUCTEMbI Y TUNOBbIX AeACTBUiA
no sawute nHdopmayumn ocyuectsnawT no NOCT 2.114, TOCT 34.201, N'OCT 34.602. TOCT P NCO 9001,
FOCT P NCO/M3K 12207.FOCT P UCO 15704. TOCT P 51904. TOCT P 57102. FOCT P 57193, TOCT P 57839.
KonmuecTBeHHy0 OLEeHKY PUCKOB, CBOWCTBEHHbIX MPOLeCcCy, OCYLLEeCTBAAT N0 HACTOoALeMYy CTaHAAPTY C 1C-
nonb3oBaHneMm pekomeHgauuii FOCT P NCO 9001. FOCT P NCO/M3K 16085. TOCT P MCO/M3K 27005.
FOCT P NCO 31000. MOCT P 51901.1. TOCT P 51901.5. TOCT P 51901.7. FOCT P 54124. TOCT P 57102.
FOCTP57272.1.TOCT P58494. TOCT P58771. TOCT P 59334. TOCT P 59339. TOCT P 59346. FOCT P 59349.



FOCT P 59343—2021

FOCT P 59355. Mpu 3TOM y4nTbIBalOT CNeLuuKy CUCTEMbI 1 OpraHn3aummn, NpUMeHsoLLel npouecc — cMm.,
Hanpumep [21]—[24].

4.2 Ctagun v aTanbl XXU3HEHHOTO LuK/a CUCTEM

Mpouecc rapaHTUn kayecTBa AN CUCTEMbI UCMOMb3YIOT Ha CTaausx 3ambicia, popmupoBaHusa Tpebo-
BaHWii. pa3paboTku koHuenuun n T3. pa3paboTku, aKcnyaTaunm 1 conpoBoXaeHUs cuctemsl. CTagmm u aTa-
nbl paboT ycTaHaB/MBAKOT B JOrOBOpax, CornaweHnsax u T3 ¢ y4eTom cneunduki u ycroBuini oyHKLNOHMPO-
BaHWA cucTembl. MNMepeyeHb 3TanoB N KOHKPETHbLIX PabOT B XXU3HEHHOM LMKNE CUCTEMbI DOPMUPYIOT C YHETOM
TpeboBaHuii FTOCT 2.114. FTOCT 15.016. TOCT 34.601. TOCT 34.602. TOCT P 15.301. TOCT P 1CO 9001,
FOCT P NCO/M3K 12207, TOCT P NCO 31000. FOCT P 51583. NOCT P 51901.1, FOCT P 51901.7,
FOCT P 57102. TOCT P 57193. TOCT P 57272.1. TOCT P 57839. lNpouecc rapaHTUn ka4yecTsa AJ/19 CUCTEMbI
MOXeT BXOAMTb B COCTaB paboT, BbINOMHAEMbIX B paMkax Apyrux npoLeccoB XU3HEHHOrO UMKIa CUCTEeMbI, U
npu He06X0AMMOCTU BKIOYATL B Ce6S Apyrue npoLecchbl.

4.3 Llonn npouecca 1 HasHayeHne mep 3awuTbl nHopmauum

4.3.1 OnpegeneHne ueneii npouecca rapaHTUM kayecTBa AN CUCTEMbl OCYLLECTBASAKT MO
FOCT P MCO 9001, FOCT P NCO/M3K 12207, TOCT P NCO/M3K 16085. TOCT P MCO/M3K 27002,
FOCT P 57102. TOCT P 57193. TOCT P M3K 61508-1. TOCT P M3K 62264-1. FTOCT P M3K 62508 c yyetom
cneynukn cucTeMbl.

B obuwem cnyyae rnaBHas Lenb npouecca rapaHTun Kayectsa A58 CUCTEMbI COCTOUT B 0ob6ecneyeHnm
YBEPEHHOCTW B TOM. YTO 3ajaBaeMble Tpe6OBaHNA K KA4eCTBY CUCTEMbI ByAyT BbINOSIHEHbI. Peannsaums npo-
Liecca rapaHTim kayecTsa A1 cUCTEMbl cnocobeTByeT athheKTMBHOMY NMPUMEHEHUIO OpraHusaunein npouec-
ca ynpas/ieH/s1 Ka4eCTBOM.

4.3.2 Mepbl 3awWmTbl MHopMauun B npouecce rapaHTUM KayecTBa AN CUCTEMbl NpefHasHaue-
Hbl ANns obecneyeHns KOHOUAEHUMaIbHOCTW, LEeNOCTHOCTU WM AOCTYMHOCTM 3aluuiiaemoii MHcopmauum,
npefoTBpaLLeHnsa yTeuku 3almaeMoin nHpopmayum, HeCaHKLMOHMPOBAHHbIX U HenpegHaMepeHHbIX BO3-
JelcTBMIA Ha 3awuwaemyo uHgopMauuio. OnpefeneHne Mep 3aliuTbl UHGOPMAaLMM  OCYLLECTBASIOT
no NOCT P NCO/M3K 27001. TOCT P NCO/M3K 27002. TOCT P 51583. TOCT P 56939. TOCT P 58412,
FOCT P M3K 61508-7, [21]—[24] c yyeTOM cneuudmkn CUCTEMbI U peasin3yemMoi CTagum XN3HEHHOTO LvKNa.

4.4 OCHOBHble NMPUHLUMNbI

Mpu NpoBeAeHNV CUCTEMHOr0 aHasIM3a npolecca rapaHTuM KadyecTBa AJ/1S CUCTEMbl PYKOBOACTBYHOTCS
OCHOBHbIMM NpuHUMNamu, onpegeneHHbiMn B TOCT P 59349 ¢ yyeTom anddpepeHumaunm TpebosaHmnii no
3awuTe nHgopmaL M B 3aBUCUMOCTM OT KaTeropum 3Ha4MMOCTU CUCTEMbl U BaXXHOCTW 0bpabaTbiBaeMoil B
Heli nHpopmauun (cm. FTOCT P 59346, [19]-—24]). Bce npuMeHsieMble NPUHLMNLI NOAYUHEHBbI MPUHLMNY Le-
NleHanpaB/IEHHOCTY OCYLLEeCTBASEMbIX AECTBUI B MNaHUPYEMbIX U peann3yemMblix npoLeccax Ha NPoTSXEeHUN
BCEr0 XXM3HEHHOTO LiMK/1a CUCTEMBI.

4.5 OCHOBHbIE YCU/IUA CUCTEMHOU UHXEHEPUU

OCHOBHbIE YCUMNA CUCTEMHOM NHXEHEPUN AN 06ecredeHuns 3amTsl MHPOPMAaLMK B NPOLLECCe rapaH-
TUM Ka4yecTBa A/ CUCTEMbI COCPeA0TauMBaloT:

- Ha onpejeneHNy BbIXOAHbLIX Pe3y/bTaToB U AeiCTBIIA, NpeAHa3HaueHHbIX 418 4OCTUXEHNA Lenel npo-
Llecca U 3alyThl aKTUBOB, UHGYOPMALMS KOTOPbIX UM O KOTOPbLIX HEOBX0AUMa A1 AOCTUXEHUA 3TUX Lenel;

- BbISIB/IEHUY NOTEHUMASIbHBLIX YIPO3 U ONpeaeneHn BO3MOXHbIX CLleHapueB BO3HUKHOBEHUA U pa3Bu-
TUS YIPO3 AN1A aKTUBOB, NOA/IEXALLNX 3aliMTe, BbIXOAHbLIX PE3yNLTATOB U BbINOMHAEMbIX AeliCTBUI npoLecca;

- onpefeneHny 1 NPOrHO3UPOBAaHWUM PUCKOB, NOANEXALLMX CUCTEMHOMY aHa/IU3Y;

- NPOBEAEHNN CUCTEMHOTO aHasin3a paccMaTpUBAEMOro npoLecca 1 060CHOBaHNSA Mep. HanpasieHHbIX
Ha NPOTUBOAEICTBUE Yrpo3aM U AOCTUXEHME Lieneli npouecca.

5 O6wue Tpe6GoBaHWsSI CUCTEMHON MHXEHepUM no 3alwute nHpopmMmaymm
B MpPOLECCe rapaHTWy KayecTBa A1l CUCTEMBI

51 O6Lwue Tpe6GoBaHUS CUCTEMHOI UHXEHepUM MO 3alLuTe MHopMaLMK ycTaHaBuBatoT B T3 Ha pas-
pa6oTKy, MOAEPHN3ALMIO UK Pa3BUTAE CUCTEMbI. DT TPEGOBAHUS N METOAbI UX BbINOSIHEHUSA AETAU3NPYIOT
B T3 Ha COCTABHYI0 YacTb CUCTEMbI, B KAUECTBE KaKoBOW MOXEeT BbICTynaTb cucTeMa 3aluTbl MHopMaLmu,
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B KOHCTPYKTOPCKOW, TEXHOMOMMYECKON M 3KCNIyaTaLMOHHOM fOKyMeHTaLun, B cneyudukaumsax Ha noctasns-
emble npoaykuuo n/unn ycnyrn. CogepxaHme Tpeb6oBaHuii hopMUpYIOT NpU BbIMOSIHEHUM NpoLecca onpe-
[eneHnss cucTeMHblX TpeboBaHWii C y4eTOM HOPMaTUBHO-NPaBOBbLIX AOKYMEHTOB Poccwuiickoin ®egepauum
(cm., Hanpumep, [1}—(24]), ya3BuMOCTell cucTeMbl, NpefHaMepeHHbIX U HenpeagHaMepeHHbIX Yrpo3 Hapylue-
HMA PYHKLMOHMPOBAHNA CUCTEMbI U/MAKM ee MPOorpaMMHbIX U NPOrpamMmMHO-annapaTHbIX 3/1EMEHTOB — CM.
FOCT P 59346.

MocKonbKy aneMeHTbl npoLecca rapaHTun kavecTsBa A1s CUCTEMbl MOFYT MCMOMb30BaTbCA Ha aTanax,
npeasapsoLWmx nonyyeHne n yteepxaeHve T3. cooTBeTCTBylOWMe TpeboBaHMs MO 3awute MHopmaLuu,
NPUMEHUMbIE K 3TOMY NpoLeccy, MOryT O6blTb OFOBOPEHbI B PaMKax COOTBETCTBYIOLLMX AOrOBOPOB ¥ cornatle-
HWA.

MpumeyaHne — Ecnu vHopmauna OTHOCUTCA K KaTeropun rocyAapCTBEHHOW TaliHbl, B BONpocax 3alyuTbl
NHOPMaLMN PYKOBOACTBYIOTCS pPeriaMeHTUpyWwmMMy OKYMEHTaMN COOTBETCTBYIOLMX rOCYAapCTBEHHbIX PEeryiaTopos.

5.2 Tpe6oBaHMSA CUCTEMHOW MHXEHepun No 3alwuTe MHopmaumm npr3BaHbl obecneumBaTb ynpasne-
HUE TEXHUYECKMMMN U OpraHn3aLMOHHbIMA YCUANSMI MO NAaHUPOBaHUIO M peanu3auumn npouecca rapaHTum
KayecTBa A1 CUCTEMbI 1 NOAAEPXKE NPY 3TOM 3DPEKTUBHOCTY 3aLLUTbI UHGOPMaLUN.

TpeboBaHUsi CUCTEMHOWN MHXEHepun No 3aluTe MHopMauuy B NpoLecce rapaHTumM KayecTsa ANs cu-
CTEeMbl BK/OYAIOT:

- Tpe6oBaHus K COCTaBaM BbIXOZHbIX pPe3y/1bTaToB MPOLecca, BbINOHAEMbIX AEeACTBUIA U MCNOJb3YEMbIX
npw 3TOM akKTVMBOB, TPEOYIOLMX 3aLNTbl MHOPMaLUK:

- Tpe60oBaHUs K ONpeaesIeHN0 NOTEHLMANbHbIX YIPO3 A1 BbIXOAHbIX PE3Y/IbTATOB U BbINOMHSAEMbIX Aeii-
CTBUIA Npouecca, a Takke BO3MOXHbIX CLleHapueB BO3HUKHOBEHMWS U Pa3BUTUS 3TUX Yrpo3:

- TpeboBaHMA K NPOrHO3MPOBAHMIO PUCKOB NPW NJAHMPOBaHUM 1 peasiM3aunm npouecca, 060CHOBaHWIO
3(h(heKTUBHLIX NpeaynpexaaroLmnx Mep no CHXKEHUIO PUCKOB WA UX YAEPXaHWIO B 4ONYCTUMbIX Npeaenax.

5.3 CocTaB BbIXOAHbLIX pPe3ynbTaTOB U BbINOMHAEMbIX [AEWCTBUIA B MpoLecce rapaHTuu kavecTsBa
ana cuctembl onpegenstoT no NOCT 2.114, FOCT 15.016, TOCT 34.201, NOCT 34.602. TOCT P 15.301,
FOCT P NCO 9001, TOCT P NCO/M3K 12207. TOCT P NCO 15704. TOCT P 51583, TOCT P 51904,
FOCT P 53647.1, TOCT P 56939, NOCT P 57100, FOCT P 57102, FOCT P 57193, TOCT P 57839 c yueTom
crneuundmkn cncTemsi.

5.4 Mepbl 3aWuTbl MHOPMaUUM 1 AeNCTBMA NO 3alumMTe MHopMaLMM AO/KHBI 0XBaTblBaTb aKTUBbI,
MHpopMaLMA KOTOPbIX UM O KOTOPbLIX HEOOXOAMMA ANSA MOMYUYEHUS BbIXOAHbIX Pe3yNbTaToB U BbINOSIHEHUS
[OelicTBUiA B NnpoLiecce rapaHTuy kavyecTsa A1 CUCTEMBI.

MpumeyaHne — B cocTaB akTMBOB MOTYT 6blTb BK/IKOYEHbI aKTUBbI, UCMO/b3yeMble AN UHbIX CUCTEM (NoACU-
CTeM). He Boweawnx B cCoctaB paCCManI/IBaeMOVI CUCTEMbI, HO OXBaTbiBaeMbIX N0 TpeﬁOBaHI/IFIM 3aKasduka — Hanpumep,
npusnekaemble MIHPOPMALMOHHbIE CUCTEMbI U/MNK 6a3bl AaHHbIX NOCTaBLLUKOB.

5.5 OnpepgeneHve akTMBOB, WMHGOPMAaLMA KOTOPbIX WAW O KOTOPbIX MOANEXWUT 3awuTe, n dop-
MUpOBaHMEe MepeyHs MoTeHUMaNbHbIX Yrpo3 U BO3MOXHbIX CLieHapueB BO3HUKHOBEHUS W pasBUTUSA
yrpo3 ANA Kaxaoro u3 aktmeoB ocyuiecTBnsawT no FOCT 34.201, FOCT 34.602. NOCT IEC 61508-3,
FOCT P NICO/M3K 27001, TOCT P 51583. TOCT P 56939. TOCT P 57102. TOCT P 57193, TOCT P 58412 ¢
yyeToMm TpeboBaHuii FOCT 15.016, FOCT P UCO 9001, TOCT P MCO/M3K 12207. TOCT P MCO/M3K 27002,
FOCT P NCO/M3K 27005. TOCT P NCO 31000, NOCT P 51275. TOCT P 51901.1, NOCT P 51901.7,
FOCT P 57839, TOCT P M3K 61508-1. TOCT P M3K 61508-2, FOCT P M3K 61508-6 u cneuncmkn cuctemsl
(cm., Hanpumep, [21]—[24]).

Mprmepbl NepeyHeit yunTbiBaeMbIX akTUBOB 1 Yrpo3 B NpoLiecce rapaHTun kayecTsa 419 CUCTeMbI Npu-
BefleHbl B NMPUIoXeHuax A n b.

5.6 Ah(PeKTUBHOCTL 3alUnTbl MHOPMaL UK NPKU BbIMOSIHEHUN NPOLIEeCcca rapaHTUn KayecTsa A5 cucTte-
Mbl aHaNIM3UPYIOT NO MOKasaTeNsaM PUCKOB B 3aBUCUMOCTM OT cneundukn cuctemsl, Leneli ee NpUMeHeHNsa 1
BO3MOXHbIX Yrpo3 Npu BbINOMHEHWUM npouecca. icnonb3yoT modesnb yrpo3 6e3onacHoCTM uHdopmaumu.

CuCTeMHbI aHann3 npouecca ocyLwecTBAAIT C UCNOMb30BaHNeM METOA0B, MOAeNeiR 1 MeToauYecknx
ykazaHuii (cM. npunoxenus B, I, [1) c yyeTom pekomeHgauuini FOCT P NCO 9000, FOCT P NCO 13379-1,
FOCT P UCO 13381-1. TOCT P NCO 14258, TOCT P NCO/M3K 15026. TOCT P NCO/M3K 15026-4,
FOCT P MCO/M3K 16085, TOCT P MCO 17359. TOCT P UCO/M3K 27002, TOCT P 51901.1,
FOCT P 51901.5, FTOCT P 51901.16, FTOCT P 54124, TOCT P 58771. TOCT P M3K 61069-2,
FOCT P M3K 61069-3, TOCT P M3K 61069-4. TOCT P M3K 61069-5, TOCT P M3K 61069-6,
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FOCT P M3K 61069-7. TOCT P M3OK 61069-8. TOCT P M3K 61508-5, TOCT P M3K 61508-7,
FOCT P M3K 62264-1, TOCT P M3K 62508.

5.7 [na 060cHOBaHNA 3hhEKTUBHBIX MPeAynpexaaloLLmMX Mep No CHKEHWIO PUCKOB UW NX YAEePXaHUIO
B AOMYCTUMbIX Npefenax NpUMEHSIOT CUCTEMHbIV aHasM3 ¢ UCNOb30BaHUEM yCTaHaB/MBAEMbIX creunasb-
HbIX KQYEeCTBEHHbIX U KO/IMUYECTBEHHbIX NoKa3aTesneil puckoB. KauecTBEHHbIE NMoKasaTenu A5 OLEHKN PUCKOB
B 06n1actu uHopmaLmoHHoin 6e3onacHocTy onpegeneHsbl B FOCT P MCO/M3K 27005. Lienecoobpa3HocTb
MCNONb30BaHUS KOMMYECTBEHHbIX NokasaTesieli pUCKOB B JONO/IHEHNE K KAYECTBEHHbIM MoKa3aTesnsiMm MoXeT
noTpe6oBaTh A0OMNOMHUTENILHOIO 060CHOBaHMS. COCTaB crneLnasbHbIX KOSIMYECTBEHHbIX NoKasaTesieil puckos
B MHTepecax CUCTEMHOrO aHanunsa npoLecca rapaHTuy KayecTBa /15 cUCTeMbl onpejeneH B 6.3.

TvnoBble MOZENM U METOAbI NMpoLecca rapaHTUK kadecTBa A1 CUCTEMbI, METOAMNYECKME YKa3aHUs Mo
MPOrHO3MPOBAHMID PUCKOB, PEKOMEHAaLMM No A0NYCTUMbIM 3HAYEHNSIM MokasaTeneil pUCcKoB 1 NO NepeyHto
MeTOAVK CUCTEMHOIO aHanM3a npueefeHbl B Npunoxexusx B. . [. E. XapakTepucTvukm Mep 3awuTbl MHGOP-
mMauuv 1 aeiAicTBMIA Mo 3aLiuTe MHOPMAaLM U UCXOAHbIE AaHHble, o6ecneynBatoLLme NpUMeHeHne MeTo0B,
mMozenei n MeToaunK, onpeaensoT Ha OCHOBE coBMpaeMoii N HakanMBaeMoli CTaTUCTMKU NO paccMaTpuBae-
MbIM NpoLieccam, NCX0AsA U3 BO3MOXHbIX YCNOBUI UX peanu3aLuu.

6 CneuyunanbHble Tpe60BaHMS K KOJTMYECTBEHHbLIM MoKasaTesism

6.1 O6Wwume nonoxeHus

6.1.1 B npunoxeHun K 3awjmiaeMbIM akTBaMm, A4eCTBMSAM M BbIXOAHbIM pe3y/bTataM npolecca rapaH-
TUK KavecTBa 19 CUCTEMbI, K KOTOPbIM MpeAbsABeHbl onpefe/ieHHble Tpe6oBaHNA No 3awuTe nHhopmalum,
BbIMO/THAOT OLeHKY 3hheKTUBHOCTU 3aLUTbl MHOPMALMN Ha OCHOBE NMPOrHO3UPOBaHWNS PUCKOB B YCIOBUAX
BO3MOXHbIX Yrpo3.

6.1.2 B o6Liem criydae OCHOBHbIMW BbIXOAHbIMU pe3ynbTataMu npolecca rapaHTuy kavectsa ANna Cu-
CTeMbl SBNAIOTCSA:

- npoueaypbl 4N obecneyeHns rapaHTuii kKayecTsa.

- KpUTEPUN 1 MeTOfbl OLLeHKWN rapaHTuii KauecTsa,;

- pe3ynbTaTtbl OLEeHKN NPoAYKL MM, YCAYT N NPOLLEeCCOB, COBMECTUMbIe C NOIMTUKON, npouesypamu u Tpe-
60BaHMSAMMN K KAYECTBY CUCTEMbI U NPefoCTaBseMble 3aHTepecoBaHHbIM CTOPOHAM.

6.1.3 [lna nony4yeHnss BbIXOAHbIX pe3ynbTaToB Mpolecca rapaHTun KayecTBa A1 CUCTEMbl B 06LLEM
Cryyae BbINOMHSAOT cneayoLme OCHOBHbIE AeCTBUS;

- MOArOTOBKY K BbIMO/IHEHMIO MpoLecca, BkIoYas:

- onpefeneHune cTpareruy B o6ecneyeHuny rapaHTUM KayecTsa A9 CUCTeMbI, B TOM Yyncne pacnpege-
neHve pornei, OTBETCTBEHHOCTW, MOAOTYETHOCTU U NOSIHOMOUUIA, o6ecrneyeHne AeCTBUI NPUMEHNTENBHO K
KaXXoMy M3 NPOLECCOB XU3HEHHOrO LMKNa, K NpuBaeKkaemMbiM NOCTaBLUMKaM NPOAYKLMM W/WAK yCnyr, K Npo-
Lleccam OLEHKM U KOHTPONS, W3MepeHuii, Bepudmkauum, artectaumy, K NpOBeAeHU0 MHCNeKLMiA 1 nenbita-
HWA, onpefeneHne KOMYECTBEHHbIX KpUTEPUEB OLEHKN U MPUHATUA KayecTBa Camoil CUCTEMbI, a Takke no-
CTaBNseMbIX W/ NPOU3BOAMMbBIX MPOAYKLMU W/ yCAyr ANS CUCTEMbI, B paMKax CUCTEMbI U B MHTepecax
3aMHTepecoBaHHbIX CTOPOH BHE CUCTEMbI.

- o6ecrneyeHrie He3aBNCMMOCTM B OLlEHKaX KayecTsa,

- BbINOJIHEHNE KONIMYECTBEHHbIX OLLEHOK KayecTBa, BK/IoYas:

- OLIeHKy KayecTBa caMoli CCTEMbI, NOCTaBASEMbIX U/UAV NPOU3BOAVMbIX MPOAYKLMMN n/vnn ycnyr (ans
CMCTEMbI, B pamkax CUCTEMbl U B MHTepecax 3auHTepecoBaHHbIX CTOPOH BHE CUCTEMbl) AN onpegenexHus
COOTBETCTBUA YCTAHOB/IEHHLIM KPUTEPUAM, YCMOBUAM KOHTPaKTOB, CTaHAapTOB W MHCTPYKUUIA, B TOM yucne
nyTem peanu3auuy Npoueccos Bepudmkauuy n atrectaumm,

- OLLEHKY MPOLEeccoB cornalleHns, opraHn3aLMoHHOro obecneyeHns npoekTa, NpoLeccoB TEXHNYECKO-
ro ynpas/ieHNs 1 TEXHWYECKUX MPOLEeCCOoB.

- OLLeHKY MHCTPYMEHTapueB ¥ aKcnyaTalnoHHOW cpefbl;

- JOKYMeHTUpoBaHne AN o6ecneyeHns rapaHTum KauecTsa, BKIOYas:

- pa3paboTKky OT4ETOB, CBA3@HHbIX C AEACTBMAMN NO 06ECNEYEHNI0 rapaHTn Ka4yecTsa,

- obecneyeHvie CONPOBOXAEHNSA, COXPAHHOCTY W CaHKLMOHNPOBAHHOTO pacnpocTpaHeHns OTYeTHOCTH,

- onpegeneHne NHUMAEHTOB 1 NpobieM, CBA3aHHbIX C OLieHKaMu KayecTBa CUCTEMbI, MPOAYKLUA, YCAYT
1 3aeiCTBOBaHHbIX NPOLECCOB;

- pearvpoBaHune Ha UHUUAEHTbI 1 NPo6ieMbl, BKOYas;
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- peructpaumio, aHasn3 u knaccuukaumnio MHUMAEHTOB 1 Npo6aem.

- MPUHATUE COOTBETCTBYIOLLMX MEP pearnpoBaHus no MHUUAEHTam 1 npobiemam.

- BbISIB/IEHME W @aHa/IM3 TeHAEHUMIA B MHUMAEHTax 1 npobnemax.

- MHhbOpMUpOBaHME 3aMHTEPECOBAHHbIX CTOPOH O COCTOSIHWUW, MPOrHO3ax W pearnpoBaHUM Ha WMHUW-
[OeHTbl 1 npobnemsl,

- OTCNIeXUBaHNe MHUMAEHTOB 1 NPO6/1emM 40 VX MOMIHOTO pa3peLueHns.

6.1.4 Tekywme gaHHble, HakananBaemas n cobvpaemas ctaTUCTVKa, CBA3aHHblE C HapyLUEHUsMU Tpe-
60BaHMii MO 3awWmTe MHhopMaLMn N HapyLEHNAMN HAAEXHOCTV peanusaunm npouecca, ABAsSTCA OCHOBOM
ONA NPUHATUA pelleHnii No akTy HaCTYNIeHNs CO6bITUI N UCTOYHUKOM MCXOAHBIX AaHHbIX A1 NPOrHO3M-
poBaHWSA PUCKOB Ha 3aaBaeMmblii nMepuog nporHosa. PUCKM OLeHWBaOT BEPOATHOCTHbIMK NokasaTensamu ¢
Yy4eTOM BO3MOXHbIX yLiepboB (CM. npunoxeHus B, I).

6.2 TpeboBaHuA K cocTaBy nokasartenei

Bbi6rpaeMble nokasatenu fO/KHbl NO3BOSATL 06ecneymBaTb NPOBEAEHME OLEHKM 3(hhEeKTUBHOCTY 3a-
LWWTbI MHhOpMaLuun, NPOrHO3MPOBaHME U yrpaBJ/ieHNe puckaMun AN CUCTEMbI C yY4eTOM TpeboBaHMil no 3a-
LwMTe nHdopmauum.

S heKTUBHOCTL 3alUTbl MHPOPMALMM OLLEHUBAIOT C NMOMOLLbI0 KO/IMYECTBEHHBIX MoKasartesneid, KoTo-
pble No3BO/IAKT cHOPMUPOBATL NPeACcTaBMeHNE O TEKYLLUX U NOTEeHUMasbHbIX NpobieMax Uam o BO3MOX-
HbIX MPUYMHAX HeLOMNyCTUMOrO CHMKEHNSA 3EKTUBHOCTM HA paHHUX 3Tanax NPOsiIBNIEHNS ABHbIX U CKPbITbIX
yrpo3 6e3onacHocTn MHhopMaLmmn, Korga MOXHO NPUHATL Npegynpexaanllme KoppekTupyLe aeicTBus.
[ononHuTenbLHO MOryT 6GbITb MCMO/Mb30BaHbl BCMOMOraTesibHble CTaTUCTUUYECKUE NOKasaTesin, XapakTepusy-
lowme cobbiTUSA, KOTOpble YXe MPOU3OLWN, W KX BAWSHME Ha 3(eKTMBHOCTL 3awuTbl MHGOPMAaLMN npu
peanusaumm pasnnyHbIX NPOLECCOB B XU3HEHHOM LMK/e cucTembl. BcnomoraTenbHble nokasareny no3soss-
10T Ucc/ieioBaTh Npovsolleslie cobbITUA U UX NOCeACTBMA U CpaBHMBATb 3(PHEKTUBHOCTL NMPUMEHSEMbIX
H/VNIM BO3MOXHbIX Mep B AeiCTBYIOLLEl cucTeMe 3awuTbl MHhopmaLlmn.

6.3 Tpeb6oBaHMA K KOIMYECTBEHHbIM NoKasaTessM NPOrHo3nupyemMblX PUCKOB

6.3.1 [1ns NpOrHo3npoBaHUA PUCKOB NCMOMb3YIOT CrieAyloLie KOMIMYECTBEHHbIE NoKasaTenu.

- A5 NPOLECCoB CcornalleHns, nNpoLeccoB opraHM3aLnoHHOro obecneyeHnsa nNpoekTa, nNpPoLeccos Tex-
HMYECKOro ynpaBfieHUs U TEXHUYECKMX NPOLECCoB (3a UCKIYEHMEM Mpolecca onpefeneHnss CUCTEMHbIX
TpeboBaHuiA):

- PUCK HapyLleHnUa HafexHOoCTW peanusauum npouecca 6e3 yyeta TpeboBaHuii no 3awuTte UMHGOP-
mMauum.

- pUCK HapyLlieHns TpeboBaHuii No 3awmuTe MHopmMaummn B npouecce,

- UHTerpanbHbIfi PUCK HapyLLeHWs peanusauunn npouecca ¢ yyeTom TpeboBaHuii no sawute nHgop-
mMauum:

- 4719 TEXHUYECKOTO npoLecca onpeAenieHnsi CUCTeMHbIX TpeboBaHuii no FTOCT P 59346:

- YaCTHble NnokKasaTtenn pucka peanusauymu yrpo3 6e30nacHoOCT MHGopMaLuy B YCI0BUSAX OTCYTCTBUSA
Mep 3almnTbl MHopMaLMK, npeanaraeMbiX K NPUMEHEHNIO B X04e (DOPMUPOBAHUS CUCTEMHbIX TPe6GoBaHuiA.

- YacCTHble nokKasaTesin pyucka peanunsauum yrpos B ciiydyae npuMeHeHns npegnaraemMoix B Xxoge hopmu-
poBaHWsA CUCTEMHbIX TpeboBaHWi Mep 3alnTbl MHpopMaLun (nokasaTenn oCcTaToOYHOro prUcka npu Hapylue-
HWKU TpeboBaHWi No 3almTe MHopmaLl ).

- UHTerpanbHbIl PUCK HapyLLEeHNA (hYHKLVOHWPOBAHNA CUCTEMbI 1 YTEUKU 3aLuuLLaeMoi nHopmamm
npu NpUMEHeHUN Npeanaraembix B Xxofe )OpMMPOBaHNA CUCTEMHbIX TPpe6oBaHWIi Mep 3aluTbl MHOpMaL K,

- nokasaTe/ib pUcka HapyLleHUsi HAAEXHOCTU NpoLecca onpefesieHns CUCTEMHbIX TPe6oBaHWi B YacTu
3awWwmnTbl UHpopmaLmn.

6.3.2 PuCKM HapylleHnss HafeXHOCTU peanu3aumn KOHKpPeTHOro npouecca 6e3 yyeta TpeboBaHWii Mo
3anTe MHPOpPMaLLMN XapakTepr3yoT COOTBETCTBYHOLLE BEPOSITHOCTLIO HAPYLLUEHUS HALEXHOCTMN ero peanu-
3auum (6e3 yyeta TpeboBaHUA No 3almMTe UHOPMaLUn) B CONOCTABNEHNN C BO3MOXHbLIM YLLEPOOM.

6.3.3 Puckv HapylieHusa TpeboBaHmnil No 3alunTe nHhopmMaummn B KOHKPETHOM MpoLecce XxapakTrepusytoTt
COOTBETCTBYHOLLE BEPOSITHOCTLIO HApYLLUEeHUss Tpe6oBaHuii No 3awmTe MHopMaL M B COMOCTaB/IEHUN C BO3-
MOXHbIM yLiep6om. Mpu pacyeTax AOMKHbI GbITb YYTEHb! 3aliuLLaeMble akTUBbI, AeCTBUA paccMmaTpusae-
MOrO npoLecca 1 BbIXOAHbIE pe3ynbTaTthl, K KOTOPbIM NPeAbABAAIOTCA OnpeAenieHHble TpeboBaHnA no 3almTe
MHopmMaLuuu.
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6.3.4 NHTerpanbHbIli pUCK HapyLLEeHNsa peann3alun KOHKPETHOro npolecca ¢ yueTom Tpe6oBaHuii no 3a-
WmMTe MHopMaL My XxapakTepu3syoT COOTBETCTBYIOLLE BEPOATHOCTbIO HapYLIEHNS HaAeXHOCTV peanunsaumm
npouecca (6e3 yyeta TpeboBaHMl No 3awnuTe MHOPMaLMKN) 1 BEPOSTHOCTbIO HapylleHus TpebosaHuii No
3awmTe nHopmMaLmMm B CONOCTaB/IEHNN C BO3MOXHbIM YLLLEPOOM.

6.4 Tpe6oBaHUS K UCTOYHMKAM JaHHbIX

MICTOUHMKaMM MCXOAHBIX AaHHbIX A1 pacyeToB KOMMYECTBEHHbIX nokasatenei ABNaTcA (B 4YacTw,
CBOICTBEHHO NpoLeccy rapaHTUM KayecTBa f/19 CUCTEMbI):

- BPEMEHHbIE AaHHble (PYHKLVOHWPOBAHNA CUCTEMbI 3alUWTbl MHDOPMALIMKU, B TOM Yuc/e AaHHble cpa-
6aTbiBaHNA ee NUCNOTHUTENIbHBIX MEXaHN3MOB:

- Tekyljme n ctaTucTUYeckme AaHHble 0 COCTOSIHUM NapaMeTpoB CUCTEMbI 3aluTbl MHopMauum (npu-
BA3aHHble K BpEMEHaM U3MEHEHNS COCTOSHUIA);

- TeKyLiue n cTaTUCTUYECKNe faHHbIe O CamMoll CUCTEMe UM CUCTeMax-aHasorax, XxapakrepusyioLme He
TO/IbKO Aa@HHbIE O HApYLUEHUSIX HAAEXHOCTU peanm3auuy NpoLeccoB, HO U COGLITUSA, CBA3AHHbIE C YTEUKOM
3awmaemMori HopmaLum, HeCaHKLMOHUPOBaHHbLIMW WU HENPeAHaMepPeHHbIMU BO3AeCTBMAMM Ha 3alym-
Lwaemyto nHdopmalmio (MpussA3aHHble K BpEMeHaM HaCTyNIeHNA COObITUI, XapakTepusyroLwmnx HapyLeHns v
NpeanocbIIKA K HapyLweHnsiM TpeboBaHuiA no 3awute uHdopmawum):

- TeKyLine 1 cTaTucTuyeckme faHHble pesy/ibTaToB TeXHUYECKOro AnarHoCTPOBaHNSA CUCTEMbI 3alUTbI
nHdopmMauuu;

- Ha/IMyme 1 roTOBHOCTb MepcoHana CucTeMbl 3awmTbl MHhopmauun, AaHHble 06 owmnbKax nepcoHana
(NpuBsi3aHHblE K BpEMeHaM HacTynaeHns cobbITUiA, NOCNeA0BaBLUNX U3-3a ATUX OLLUMOOK N XapakTepu3yoLLnX
HapyLleHns 1 Npefnocblik1 K HapylleHnam Tpe6oBaHuii No 3awuTte vHopmaLmmn) B caMoii cucteme nnm B
cucTemax-aHasnorax;

- AaHHble Mofenu yrpo3 6e3omacHOCT MHcopMauun 1 MeTafaHHble, No3BonsoLme chopMmpoBaTb
nepeyeHb NOTEHLMA/bHBIX YTPO3 M BO3MOXHbIX CLEeHapneB BO3HUKHOBEHUS U Pa3BUTUA YIpo3 418 KaXA0ro u3
3aLmiLaeMbIX aKTUBOB.

TunoBble UCXOAHblE AaHHble ANA MOAENMPOBAHNA YKa3aHbl B CCbI/IKAX HA PeKOMeHAyeMble MeToAbl U
MOAenun B NpuIoxeHun B.

7 Tpeb6boBaHWS K CUCTEMHOMY aHanunsy

TpeboBaHMA K CUCTEMHOMY aHanM3y B NpoLecce rapaHTUm kayecTsBa A1 CUCTEMbI BKIOYalOT B cebs:

- Tpe6oBaHMA K NPOrHO3MPOBaHNIO PUCKOB N 060CHOBAHUIO AONYCTUMbIX PUCKOB;

- Tpe6oBaHNA K BbISB/IEHUIO ABHbIX U CKPbITbIX YIPO3:

- TpeboBaHNs K NogaepXKe NPUHATUSA pPeLLeHN B XXU3HEHHOM LMK/Ie CUCTEMbI.

O6Lwmre npyMeHUMble pekoMeHAauuMn AN NPOBEefEeHWs CUCTEeMHOro aHanuM3a W3/I0XKeHbl B
FOCT P 59349.

Mpy 060cHOBaHUK 1 HOPMYMPOBAHUN TPEOOBAHWI K CUCTEMHOMY aHann3y L0MNOAHMTENbHO PYKOBOA-
cTBylOTCA nonoxenmsmn FOCT 2.114. TOCT 15.016. FOCT 34.602. TOCT IEC 61508-3. TOCT P 1CO 9001,
FOCT P NCOYM3K 12207, TOCT P NCO 13379-1, TOCT P NUCO 13381-1. TOCT P MOO/M3K 15026,
FOCT P MCO 17359. TOCT P UCOYM3K 27001. TOCT P NCOYM3K 27002, TOCT P NCOYM3K 27005,
FOCT P NCO 31000, FOCT P 51901.1, TOCT P 51901.7, FOCT P 56939. FOCT P 57102. FTOCT P 57193,
FOCT P 57272.1. TOCT P 58412, TOCT P M3K 61508-1, TOCT P M3K 61508-2. TOCT P M3K 61508-6,
FOCT P M3K 61508-7 ¢ yyueToM cneundnkn CMCTEMbI.

MpumeyaHne — Tlpymepsl peleHns 3ajad CUCTEMHOTO aHaIn3a B MPUIOKEHWN K Pas/inyHbLIM NpoLec-
cam —cm. FOCT P 54124. TOCT P 58494. TOCT P 59331. FOCT P 59333. FOCT P 59335. FOCT P 59338. FOCT P 59341,
FOCT P 59345. TOCT P 59346. FOCT P 59347, FOCT P 59356.
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MpunoxexHue A
(cnpaBo4HOE)

MprMep NepeyHs 3aluiaeMbliX akTUBOB

MepeueHb 3alymllaemMblx akTVBOB B NpoLiecce rapaHTun kayecTBa A1 CUCTEMbl MOXET BkIoUYaTb (B YacTu, CBOM-
CTBEHHOI 3TOMy npoLieccy):

- BbIXOfHblE pe3ynbTaTbl npouecca — no 6.12;

- aKTWBbI rOCYAApPCTBEHHbIX MH(POPMALMOHHBIX CUCTEM, MH(DOPMALMOHHBIX CUCTEM MepCOoHasIbHbIX JaHHbIX, aBTO-
MaTU3MPOBaHHbIX CUCTEM YMNpaB/eHNs NPOU3BOACTBEHHLIMU U TEXHOMOTMYECKMMI NPOLeccaMn Ha KPUTUYECKN BaXKHbIX
ob6bekTax, NoTeHLUManbHO onacHbIX 06bekTax, a Takke o6bekTax, NpeAcTaBAAOLWMX NOBbILLEHHYI0 ONACHOCTb /18 XNU3HU
1 3[40pOBbSA N0AeN 1N ANA OKpyxXatlLeii NpUpoAHON cpeabl, 3HAYMMbIX 06EKTOB KPUTUYECKOW MHGOPMaLMOHHOW NHpa-
CTPYKTYpbI Poccuiickoli ®epepaunv — no [21]1—[24];

- AOrOBOPbI U COrNalleHns Ha npoBeAeHne paboT No co3faHunio (MoAepHU3aLmmn, passuTnio) CUCTEMbI;

- MUEeH3MN, NoATBEpPXAaloLLe NpaBo nocTasLuka (Npon3BoAnTeNsA) Ha NpoBefeHne paboT no cosgaHuio (Moaep-
HU3aLun. pasBuUTUIO) CUCTEMDI;

- (hHaHCOBbIe 1 NNaHOBbIE JJOKYMEHTbI, CBA3aHHbIe C 3KCnyaTauuell cuctembl, NpoBeAgeHnem paboT No Co3AaHno
(MofepHu3aunm, pasBmMTuUIO) CUCTEMBI;

- [OKyMeHTauuio npu obcnefoBaHun obbekTa asTomaTusauun (418 aBTOMaTU3UPyeMbIX CUCTEM) — MO
FOCT 34.601;

-AOKYMEHTAaLNI0 NPy BbINOSIHEHUN HAay4YHO-UccNegoBaTenbckux pa6otr — no FOCT 7.32. TOCT 15.101;

- KOHCTPYKTOPCKYI0 1 TEXHONOTNYECKyto floKkyMmeHTauno — no FOCT 2.051. FOCT 2.102. TOCT 3.1001. FOCT 34.201;

- 3KCnnyaTauMOHHY N PEMOHTHYI0 AoKyMeHTauuo — no FOCT 2.602. TOCT 34.201. TOCT P 2.601;

- lOKYMEeHTaLMIo cUCTeEMbl MEHE)KMEHTa kayecTBa opraHunsaunn — no FOCT P NCO 9001;

- TexHunyeckune 3aganmsa — no FOCT 2.114. TOCT 15.016. FOCT 34.602. TOCT P 57839;

- NepcoHasnbHble AaHHble, 6a3y AaHHbIX 1 6a3y 3HaHWIA, CUCTEMY XPAHEHUSI apX1BOB;

- cucTemy nepefayn AaHHbIX 1 061ayHble faHHble opraHu3aymm,

- BbIXOAHble pe3ysibTaTbl MHbIX MPOLLECCOB B XW3HEHHOM LiKNEe CUCTEMbI C Y4eTOM ee crneundukm.
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MpunoxeHne b
(cnpaBoyHoe)

MprvMep nepeyHst yrpos

MepeueHb yrpo3 6e3onacHOCT MHGopMaLuy B NpoLecce rapaHTUn kayecTsa f/19 CUCTEMbl MOXET BkoYaTb (B
yacTu, CBONCTBEHHOI 3TOMY npoueccy):

- Yrpo3bl, CBA3aHHble C 06BEKTUBHLIMU U CY6BLEKTUBHLIMU (hakTopamu, BO3LEACTBYIOWMMI Ha 3alMLLaemMyo UH-
chopmauuto. — no NOCT P MCO/MIK 27002. TOCT P 51275, TOCT P 58412;

- Yrpo3bl rocyfapCTBEHHbIM MH(POPMALMOHHBIM CUCTEMAM, UH(DOPMALMOHHBIM CUCTEMAM MEePCOHAJbHbIX JaHHbIX,
aBTOMaTU3MPOBaHHbLIM CMCTEMAaM ynpas/eHUsi NMPOVN3BOACTBEHHLIMU W TEXHOIOTYECKW MW NpoLeccaMmn Ha KpUTUYecKu
BaXHbIX 0O0bekTax, NOTeHUManbHO ONacHbIXx 06bekTax, a Takke 06bekTax, NpeAcTaBAAOWMX NOBbIWEHHYIO ONACHOCTb
ANA XU3HWU 1 300PpOBbSA MI0AEN 1 ANA OKpYXKatoLw el NpupoHoi cpefbl, 3HA4MMbIM 06beKTam KpUTUYEeCKo NHGOpMaLMOoH-
HOW MHppacTpykTypbl Poccuiickoin ®egepaunn — no (21)—(24);

- yrpo3sbl 6e30nacHoCTU (PYHKLMOHMPOBAHWIO MPOrpaMMHOro o6ecneveHns, 060pyAo0BaHNA N KOMMYHUKaLWA, uc-
nonb3yemsbix B npouecce pabotel. — no FOCT P MCO/M3K 27002. TOCT P 54124;

- yrpo3bl 6e3onacHoOCTV MHdopmaLumn npu Noarotoeke n obpaboTke fokymeHToB — no FOCT P NCO/M3K 27002.
FOCT P 51583. TOCT P 56939. FOCT P 58412;

- yrposbl KomnpomeTauunm MHMOPMaLMOHHON 6Ge3onacHocTu npuobpeTatolieii CTOPOHbI (3akasumka) — Mo
FOCT P MCO/M3K 27002. TOCT P NICO/M3K 27005—2010. npunoxeHne C:

- Yrpo3bl BO3HWKHOBEHUS ylep6a penyTauumn n/vunm notepu 4oBepusa noctasLynka (MPOM3BOAUTENS) K KOHKPETHOMY
3akKasuuky, nHpopmauymsa u MHMopMaLVOHHbIE CUCTEMbI KOTOPOTO Gbl/IN CKOMNPOMETUPOBAHbI;

- Yrpos3bl, CBA3aHHbIE C NpMo6GpeTeHneM UIKn NpefocTaBieHnemM 061auHbIX YCyr, KOTOpble MOTYT okasaTb BAUSHUE
Ha MHOPMaLMOHHY0 6e30MacHOCTb OpraHn3aLmii, Mcnonb3yrwmux atn ycnyrn. — no FOCT P NCO/M3K 27036-4;

- NpoYne CoOTBETCTBYHOLME Yrpo3bl 6e30NacHOCTM MHPOPMALMN U YA3BUMOCTU ANS UHPOPMALMOHHBIX CUCTEM U
aBTOMaTN3MPOBaHHbIX CUCTEM yNpaB/ieHNs NPOU3BOACTBEHHLIMU U TEXHOIOTMYECKUMU NpoLEeccaMmn KpUTUUECKN BaXKHbIX
06beKTOB M3 BaHKa flaHHbIX Yrpo3, CONPOBOXAAEMOr0o rocyJapCTBEHHbIM PeryisTopoMm.
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Mpunoxexne B
(cnpaBo4HOE)
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TunoBble MoAenn n MeTodbl NPOrHO3NPOBaHUA PUCKOB

Mpouecc rapaHTun KavecTsa AN CUCTEMbI MPUMEHUM KO BCEM CUCTEMHbLIM MpoLieccam (K NpoLeccam corfalleHus,
npoueccam opraHu3aunoHHOro oGecrneyeHns NPoekTa, NpoLeccamM TEXHUYECKOro yNpaB/ieHns, TeXHUYeckum npoueccam),
B TOM YMC/Ie HENOCPEACTBEHHO K ce6e camoMy. B HACTOSLLEM NPUNOXEHUN NPUBELEHBI CCbINIKA HA CTAHAAPTbI CUCTEMHO
VHXEHepuun, copepxaline pekomeHgauuy no TUNOBLIM MOAENAM U MeTOAaM NPOrHO3MPOBAaHNSA PUCKOB BO BCEX CUCTEM-
HbIX Npoueccax. — CM. Tabnuuy B.1. 3TM MeToAbl U MOAENN B NOJHOW Mepe NPUMEHKUMbI B NPOLLECCE FrapaHTUK KayecTBa

ANA CACTEeMBbI.

Tabnu ba B.1 — CcblIKM Ha TUNOBbIE Moaenn n MetTogbl NPOrHo3npoBaHNA pUCKoB

CucTeMHbII npoLiecc

Mpouecchbl npuo6peTeHns
1 MOCTaBKM NPOAYKLMN U
ycnyr Ans cuctembl

Mpouecc ynpasneHua Mo-
[enblo XXN3HEHHOr0 LuKna
cucTemsbl

Mpouecc ynpaBneHuns nH-
pacTpyKTypoii cuctemsl

Mpouecc ynpaBnexHus nopt-
denem nNpoekToB

Mpouecc ynpasneHns
YyenoBeyeCcKUMU pecypcamu
cucTemsl

Mpouecc ynpasneHns kade-
CTBOM CUCTEMBI

BepoATHOCTHbIE MoKasaTenn pucka

Puck HapylweHuns HaAexHoOCTU peanusauuu npouecca
6e3 yyeTa TpeboBaHuMil No 3aluTe MHopMaLmu;

puUcK HapyleHns TpeboBaHU No 3awuTe MHGoOpMaLuu
B npouecce;

WHTErpanbHblii pUCK HapyLLeHNs peann3ayuy npoyecca ¢
yyeTom Tpe6oBaHuii No 3awute MHopMaLmum

Puck HapylleHus HafexHocTW peanusauuym npouecca
6e3 yuyeTa TpeboBaHuii No 3aluTe MHOPMaLUK;

pvcK HapyleHus Tpe6GoBaHuUii No 3awmTe MHopmaumm
B npouecce:

WHTerpasnbHbIli pUCK HapyLLeHUs peanusalumn npouecca c
yyeToM Tpeb6oBaHuii No 3awmTe nHchopmauum

Pvck HapylweHus HafexHoCTU peanusauuu npouecca
6e3 yyeTa TpeboBaHMWil No 3aluTe MHOPMaLUK,

puCK HapylieHus Tpe6oBaHWUii No 3awute MHopmaymm
B npouecce;

WHTEerpasnbHblli pUCK HapyLLeHNs peann3auun npoyecca ¢
yyeToMm TpeboBaHuii No 3awuTe nHhopmaunm

Puck HapyleHus HafexHoCTU peanusauuu npouecca
6e3 yyeTa TpeboBaHuii No 3aluTe MHGOpMaLmK;

pUCK HapyweHus Tpe6oBaHWil No 3awuTe MHGopMaLum
B npouecce;

WHTerpasbHbIli PUCK HapyLLEeHUs peanusalumn npouecca c
y4yeToM Tpe6oBaHuii No 3awuTte nHpopmamm

Puck HapyleHns HafexHocTW peanusauuy npouecca
6e3 yyeTa Tpe6oBaHuii No 3awnte nHpopmauymu;

pvCcK HapyleHus Tpe6oBaHWii No 3awute nHhopmalmu
B npouecce;

MHTerpanbHblii pUCK HapyLLeHns peannsayun npouecca c
yyeToM TpeboBaHuWii No 3aluTe nHopmauum

Puck HapyweHus HaAexHoCTU peanusauuu npouecca
6e3 yyeTa Tpe6oBaHuii No 3awuTte nHopmauum;

pucK HapylieHus Tpe6oBaHWii no 3awute MHopmalmu
B mpouecce;

WHTEerpanbHblii pUCK HapyLLeHWs peann3auuy npoyecca ¢
yyeTom Tpe6oBaHWii No 3awnte nHopmaLlum

CCbIMNKM Ha TUMoBble
METOAb! Y MOAENN

FOCT P 59329—2021,
npunoxexue B

FOCT P 59330—2021.
npunoxexue B

FOCT P 59331—2021,
npunoxexve B

FOCT P 59332—2021,
npunoxeHve B

FOCT P 59333—2021,
npunoxexue B

FOCT P 59334—2021,
npunoxexve B
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MpopgomkeHne Tabnuuybl B. 1

CuCTEMHBII npoLiece

Mpouecc ynpasfieHns 3Ha-
HUSIMM O CUCTEME

Mpouecc nnaHuposaHua
npoekTa

Mpouecc OLUEeHKN 1 KOHTPO-
Nns npoekTa

Mpouecc ynpasnexus pe-
LeHUAMU

Mpouecc ynpasnexus pu-
cKaMu A/l CUCTeMbl

Mpouecc ynpaBneHns KoH-
dwurypauneii cuctemsl

Mpouecc ynpaBneHusa uH-
cdhopmavnmeii cuctembl

Mpouecc nsmepennii cu-
cTeMbl

Mpouecc rapaHTum kaue-
cTBa A/1s CUCTEMBI

Mpouecc aHanusa 6usHeca
WM HA3HAYEHUSI CUCTEMbI

16

BepoAaTHOCTHbIE Mokasatenu pucka

Puck HapylueHnWs HafexHoCTM peanusauuu npouecca
6e3 yyeTa Tpe6oBaHUii Mo 3aluTe UHopMaLmn:

puUCK HapylleHus TpeboBaHWil No 3awuTte MHdopmalum
B nmpouecce;

WHTEerpasbHblii puck HapyLIeHns peanusauum npoecca ¢
yyeToM TpeboBaHuWil No 3awmuTe nHopmaunm

Puck HapylleHWs HafeXHOCTW peanusauuu npouecca
6e3 yyeTa Tpe6oBaHuWii Mo 3awute MHpopmaLmuu;

pucK HapylweHus Tpe6oBaHWii no 3awute nHdopmalum
B npouiecce;

VHTEerpabHbIli PUCK HapyLWeHUa peannsayum npoyecca c
yyeToM TpeboBaHMWil No 3awuTe nHopmauum

Mo FOCT P 59337—2021, nyHKT 6.3

Puck HapyweHusa HagexHoOCTU peanusayum npouecca
6e3 yyeTa Tpe6oBaHMii No 3alnTe MHpopMaLuu;

pUCK HapylieHns TpeboBaHWil No 3awuTe MHhopmaluu
a npouecce;

MHTEerpanbHbIi pUCK HapyLeHnus peanusaLum npowlecca c
yyeTom TpeboBaHuil N0 3awuTe nHgopmauum

Mo FOCT P 59339—2021, nyHKT 6.3

Puck HapylweHus HafexHoCTU peanusauun npouecca
6e3 yyeTa TpeboBaHmMil No 3alnte MHQopMaLuu;

pUCK HapylleHua Tpe6GoBaHuiA No 3alwnte MHopmaunm
B npouecce;

MHTerpasabHblil PUCK HapyLleHnsa peannsauun npouecca c
y4yeToM Tpe6oBaHWii No 3awmuTe nHopmalmu

Puck HapylleHUst HafexXHOoCTW peanusauuv npouecca
6e3 yyeTa TpeboBaHMii No 3awute MHDOPMaLUn:

pUCK HapyleHus Tpe6oBaHuWii No 3awute nHdopmalum
B npotiecce;

MHTEerpasbHbIli pUCK HapyLleHUa peannsayuun npoyecca c
yyeToM Tpe6oBaHuii No 3awuTte nHopmamm

Pvck HapyweHus HafexHoCTu peanusauuu npouecca
6e3 yuyeTa Tpe6oBaHMil No 3awute MHOPMaLUK;

pucK HapylieHus TpeboBaHuii no 3awute nHgopmalum
B npoLiecce:

MHTEerpasbHbIi pUCK HapyLleHnsa peannsalun npolecca c
yyeToM TpeboBaHuWii No 3awmTe nHopmauum

Mo 6.3

Puc* HapylieHus HafexHoCTW peanusauuu npouecca
6e3 yyeTa TpeboBaHuii No 3aluTe MHDOPMaLUN;

pUCK HapyLleHns Tpe6oBaHWii No 3awute MHpopmalum
B npotiecce;

MHTerpasbHbIii pUCK HapyLeHns peannsalmmn npowecca ¢
y4yeToM Tpe6oBaHWii No 3aluTe nHopmalmm

CCbIKV Ha TUNoBble
METOAb! 1 MofeM

FOCT P 59335—2021,
npuioxeHue B

FOCT P 59336—2021,
npunoxexve B

FOCT P 59337—2021,
npunoxeHue B

FOCT P 59338—2021,
npunoxexve B

FOCT P 59339—2021.
npunoxeHue B

FOCT P 59340—2021.
npunoxeHue B

FOCT P 59341—2021,
npunoxexue B

FOCT P 59342—2021,
npunoxexve B

HacTosAwwii ctaHgapT,
npunoxexHve B

FOCT P 59344—2021,
npunoxexHve B



Mpogomkexnne Tabnuybl B. 1

CucTeMHbIil npoyecc

Mpouecc onpefeneHus no-
Tpe6HocTell u Tpe6oBaHwuit
3anHTEpecoBaHHOl cTopo-
Hbl 4151 CUCTEMbI

Mpouecc onpegeneHunsa
CUCTEMHbIX TpeboBaHMiA

Mpouecc onpegeneHunsa
apXUTEKTYPbl CUCTEMBI

Mpouecc onpeaeneHns
npoekTa

Mpouecc cuctemMHoro
aHannsa

Mpouecc peanusayuu
cucTemsl

MpoLecc KomMnekcmpoBa-
HUSI CUCTEMBbI

BepoAaTHOCTHbLIE nca.a:aTenn pucka

Pvck HapylweHus HaAexHoCTU peanusauuu npouecca
6e3 yyeTa Tpe6oBaHuii No 3awute nHhopmauum;

puCcK HapylieHus Tpe6oBaHWii no 3awute MHopmalmm
B npouecce;

WHTErpanbHblii pUCK HapyLLeHWs peann3auun npoyecca ¢
yyeTom Tpe6oBaHWii No 3awute nHopmalmum

YacTHble nokasaTenu pucka peanusayuu yrpos 6esonac-
HOCTM MHOPMaLMK B YCIOBUSIX OTCYTCTBUS Mep 3aluThbl
VH(bopMaLuK, npegnaraembiX K UCMNojb30BaHUi B Mpo-
uecce;

yacTHble NnokasaTenu pucka peanusauuy yrpos 6esonac-
HOCTM MHCbOpMaLMK B Cy4YaB NPUMEHEHUS Mep 3alluThbl
VHbopMaLMK, npegnaraembiX K UCMojIb30BaHUI0 B MPO-
Lecce;

VHTErpanbHblili  PUCK HapyLIeHWsi (PYHKLMOHNPOBaHUA
CUCTEMbI 1 yTEUKM 3alinLLaeMoil MHhopMaL U Npu npu-
MEHEHUN Mep 3aluUTbl WHopMaLuu, npegnaraembix K
UCMONb30BaHUIO B NPOLECCE;

nokasateslb pUCcKa HapyLLeHUst HaeXHOCTU peanusaLnm
npouecca onpeaesieHns CUCTEMHbIX TPe60BaHuii B yacTu
3aWmMTbl MHopMaLum

Puck HapylweHus HafexHoCTu peanusauuu npouecca
6e3 yuyeTa Tpe6oBaHuii No 3aluTe MHGOpMaLWK;

pUCK HapyweHus TpeGoBaHWUii Mo 3aluTe UHGopPMaLum
B npouecce:

MHTerpanbHblii pUCK HapyLLeHns peannsauuy npoyecca ¢
yuyeToM Tpeb6oBaHuii No 3awmuTe nHhopmauum

Puck HapyweHus HaAexHoCTU peanusauuu npouecca
6e3 yyeTa TpeGoBaHuii No 3aluTe MHOpPMaLUK;

pUCK HapyleHus Tpe6oBaHWii Mo 3awuTe MHgopMaLum
B npouecce;

WHTerpanbHblii pUCK HapyLLeHNs peann3auun npoyecca ¢
yyeTom TpeboBaHuWii No 3aluTe nHopmaunm

Puck HapylweHus HafexHoOCTU peanusaumu npouecca
6e3 yyeTa TpeboBaHuil No 3awuTe MHpopMaLlmu;

pUcK HapyweHus TpeboBaHWii No 3awuTe UHGopMaLum
B Mpouecce;

WHTerpanbHbIli PUCK HapYyLLEeHUs peannsalumn npowecca c
y4yeToM Tpe6oBaHuii No 3awuTte nHpopmamm

Puck HapylweHnsa HafexXHOCTV BbINOJIHEHWA npouecca
6e3 yyeTa TpeboBaHuii No 3awnTte nHpopmayuu;

pUCK HapyweHus TpeboBaHWii No 3awuTe UHGopMalum
B npouecce;

MHTerpanbHblii pUCK HapyLleHUs BbINOMIHEHUS NpoLecca
C yyeToMm TpeGoBaHwWii No 3awute UHopmMaLum

Puck HapyweHus HaAexHoCTU peanusauumu npouecca
6e3 yyeTa Tpe6oBaHuii No 3awuTe nHopmauum;

pucK HapyweHus TpeboBaHWii No 3awuTe MHGopMaLum
B npouecce;

WHTerpanbHblii pUCK HapyLLeHns peannsauun npoyecca ¢
yyeToM TpeboBaHmWii No 3awmuTe nHopmaunm

FOCT P 59343—2021

CcCbINKW Ha TUNOBbIE
meToAbl U mogenu

FOCT P 59345—2021,
npunoxexve B

FOCT P 59346—2021,
npunoxenus B. 4

FOCT P 59347—2021,
npunoxexue B

FOCT P 59348—2021,
npunoxexve B

FOCT P 59349—2021,
npunoxexue B

FOCT P 59350—2021,
npunoxexue B

FOCT P 59351—2021,
npunoxexHuve B
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OkoHuaHue Tabnuubl B. 1

CuCTEMHBII npoLiece

Mpouecc BepuuKaLmm
cUCTEMBI

Mpouecc nepegauun cucre-
Mbl

Mpouecc aTTecTayuu cu-
CTeMbl

Mpouecc dyHKLMOHNpOoBa-
HUSt CUCTEMBI

Mpouecc conpoBoXaeHus
CUCTEMBI

Mpouecc n3vATUA 1 cnuca-
HUA CUCTEMDI

MpumevaHne —

BepoAaTHOCTHbIE Mokasatenu pucka

Puck HapylueHns HafexHoCTM peanusauuu npouecca
6e3 yyeTa Tpe6oBaHUii Mo 3awuTe UHopMaLmm:

puUCK HapylleHns TpeboBaHWil No 3awuTe MHdopmalum
B nmpouecce;

WHTerpasbHbl/i puck HapyLIeHns peanusaunm npowecca ¢
yyeToM TpeboBaHuWil No 3awmuTe nHopmaumum

Puck HapylleHWs HafeXHOCTW peanusauuu npouecca
6e3 yyeTa Tpe6oBaHuWii Mo 3awute MHpopmaLmuu;

pucK HapylweHus Tpe6oBaHWii no 3awute nHdopmalum
B npouiecce;

VHTEerpabHbIli PUCK HapyLWeHUa peannsayum npoyecca c
yyeToM TpeboBaHMWil No 3awuTe nHopmauum

Puck HapylleHnss HafexHoCTM peanusauuu npouecca
6e3 yyeTa Tpe6oBaHMil No 3awute MHpopMaLuu;

pUCK HapylleHns TpeboBaHWil No 3awuTe MHdopmalum
a npouecce;

WHTEerpanbHbIi pUCK HapyLeHua peanunsaLum npowlecca c
yyeTom TpeboBaHuil No 3awmuTe nHgopmauum

Puck HapylweHus HafexHoCTU peanusauum npotecca
6e3 yyeTa TpeboBaHmMil Mo 3alnTe MHopMaLuu;

pucK HapyweHusi Tpe6oBaHuiA No 3alwnuTe nHcopmauum
B npotecce;

VHTerpanbHbli pUCK HapyLleHnsa peannsaymm npowecca c
y4yeToM Tpe6oBaHuii No 3awmuTe nHopmalmm

Puc* HapyweHns HafexHocTW peanusauuu npouecca
6e3 yyeTa Tpe6oBaHuWii No 3alnTe MHpopMaLuu;

PUCK HapyweHua Tpeb6oBaHWi No 3awnte nHchopmauum
B npotiecce;

VHTerpanbHbIii pUck HapylweHUs peanusanun npoyecca c
yyeToM Tpe6oBaHWii No 3aluTe nHopmamm

Puck HapylleHnss HafexHoCTU peanusauuv npouecca
6e3 yueTa Tpe6oBaHMil No 3awute MHPOPMaLUN:

pucK HapylieHus Tpeb6oBaHuWii no 3awute nHdopmalum
B npoLiecce:

MHTEerpanbHbIi pUCK HapyLlweHUs peannsayun npowecca c
yyeTom TpeboBaHuil No 3awuTe nHopmaum

[pyrvne BO3MOXHble MoOKasaTenn, MoAenu n MeTofbl

CcCblIKN Ha TUMNOBblE

METOAb! 1 MofeM

FOCT P 59352—2021,

npuioxeHue B

FOCT P 59358—2021,

npunoxexve B

FOCT P 59354—2021,

npunoxeHue B

FOCT P 59355—2021,

npunoxexHve B

FOCT P 59356—2021,

npunoxeHue B

FOCT P 59357—2021,

npunoxexve B

OLIEHKM PUCKOB

CM.

B

FOCT IEC 61508-3. TOCT PU/CO 13379-1, TOCT P CO 13381-1.TOCT P UCO 17359.TOCTP 51901.1. TOCTP 51901.7.
FOCT P 51901.16. TOCT P 54124. TOCT P 58494. TOCT P 58771. TOCT P M3K 61069-1 — IFOCT P M3K 61069-8.
FOCT P M3K 61508-1. TOCT P M3K 61508-2. TOCT P M3K 61508-5 — FOCT P M3K 61508-7.
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Mpunoxexve I
(cnpaBo4HOE)

MeToguuyeckne ykasaHus no NPorHO3NpoBaHUIO PUCKOB

1 O6wue nonoxeHns

HacTosuwume metoauyeckne ykasaHua onpefensoT TUNOBbIe [eiiCTBUA N0 NPOrHO3MPOBaHMIO PUCKOB B npoLecce
rapaHTumn KauecTsa A5 cUcTeMbl. MNpn 3TOM PUCKM XapaKkTepusyrT NPOrHO3HbIMU BEPOATHOCTHLIMY 3HAYEHNUSAMMN B COMNO-
CTaBNEHUN C BO3MOXHbIM YyLIep6oM.

PacueTHble 3HAYeHUs PUCKOB Ha 3ajaHHblii Nepuoj NporHo3a UCNob3yT AN PelleHns 3ajady CUCTEMHOTO aHa-
Nnn3a npu BbINOMHEHUN PaboT CUCTEMHOV UHXeHepun. CuHepreTuyeckne atpPeKTbl CUCTEMHON UHXEHepUK AocTUraTcs
3a CYeT KOMIMYeCTBEHHO 060CHOBAHHOIO Lie/leHanpaB/1eHHOrO YMEHbLUEHNSA Pa3/IMyHbIX PUCKOB UMW YAepXaHus pUCKoB B
[ONyCTUMbIX Npejenax nNpu peann3aLnmn Kaxjoro u3 NpoL,eccoB CornalleHns, opraHn3alMoHHoro obecneyeHns nNpoekTa,
TEXHNYECKOTO yNnpaBfieHns 1 TEXHUYECKMX MPOLLECCOB Ha BCeX dTanax XW3HeHHOro uukna cuctem — cm. FOCT P 59329,
FOCT P 59330.NOCT P 59331, NOCT P 59332. TOCT P 59333. TOCT P 59334.OCT P 59335. TOCT P 59336.
FOCT P 59337.NOCT P 59338. NOCT P 59339. FOCT P 59340, FOCT P 59341.TOCT P 59342. TOCT P 59344,
FOCT P 59345.TOCT P 59346. TOCT P 59347. TOCT P 59348. TOCT P 59349. TOCT P 59350. TOCT P 59351,
FOCT P 59352. TOCT P59353. TOCT P 59354. FOCT P 59355. TOCT P 59356. TOCT P 59357.

NMpumeyaHune — [ONONHUTENIBHO MOTYT 6biTb BOCTPe60BaHbI METOAMKN MO OLLeHKe ylep6oB, yunTbiBatoLne
cneynduky cuctemsl (cM., Hanpumep. FTOCT P 22.10.01. FOCT P 54145).

.2 AHanusmpyemblie 06bEKTbI 415 TPOTHO3WPOBAHUS PUCKOB

[lnsi NpOrHo3npoBaHUsi PUCKOB B NMPOLLECCe rapaHTK KayecTBa /151 CUCTEMbI ONPeAeseHNI0 NoANexar:

- COCTaB 3aVHTEPECOBAHHbIX CTOPOH, UMEKLLMUX UHTEPEC K pacCMaTpUBaEMoii CUCTEME;

- COCTaB BbIXOAHbIX Pe3yNbTATOB U BbINOHAEMbIX AeCTBUA U MCMNONb3YeMbIX NPU 3TOM aKTUBOB;

- NepeyeHb NOTEHLUMANbHbIX YTPO3 Y BO3MOXHble CLieHapUN BO3HUKHOBEHUS W Pa3BUTUS YIPO3 ANt BbIXOHbIX pe-
3yNbTaTOB W BbINOHAEMbIX felicTBUIA npouecca;

- MHble 06BEKTbI, UCNOMb3YyEMbIE B MPOTHO3MPOBAHUM PUCKOB NpY HEOBXOAUMOCTU OLLEHKW TOTO, HACKO/IbKO OpraHu-
3auusa npouecca rapaHTUM kadecTBa 18 CUCTEMbI CMOCOGHA 06eCcneynTb BOSMOXHOCTU MO ero BbINMOSIHEHUIO B 33/JaHHON
cpeae NpUMEHEHUs CUCTEMBI.

MporHo3npoBaHne pUCKOB OCYLLECTBASIOT C UCMO/b30BaHNeM (HOPMann30BaHHOIO NpeacTaBeHns peasibHol cu-
CTEMbI B BUAE MOAENUPYEMOi CUCTEMbI. AHANN3NPYEMbIE 06EKTHI BK/IKOYAKTCS B COCTAB MOAENNPYEMbIX CUCTEM WU yC-
NOBWIA MOLENMPOBaHNUS.

.3 Uenv nporHo3npoBaHUs pUCcKos

OCHOBHOIA LeNlblo NPOrHO3MPOBAHUS PUCKOB SIBSIETCS YCTAHOB/IEHNE CTeMNeHW BepPOsATHOro HapylleHust Tpe6o-
BaHWA No 3awuTe MHopMaLun W/MNn HapyleHus HafexHOCTU peanusaunn aHanm3npyemblX CUCTEMHbIX NpOoLeccoB
(npoueccos cornatleHns, NpoLeccoB OpraHnM3aLMoHHOro obecnevyeHns NpoekTa, NPoLEeccoB TEXHUYECKOro ynpaB/eHus,
TeXHWYeCcKnXx NpPoLeccoB) C yueTom TpeboBaHWii MO 3awuTe UHGOPMaLun 3a 3aAaHHblii Nepuoj nporHosa. MporHosmpo-
BaHMe PUCKOB OCYLLECTBAT B MHTEpPEecax pelleHns onpejefieHHbiX 3ajay CUCTEeMHOro aHannsa npy naaHMpoBaHum n
peanusaunm CUCTEMHbIX NPOLEccoB, 060CHOBaHUN 3PdEKTUBHBLIX NPeAynpexaatoLnx Mep No CHMKEHNIO PUCKOB AN X
yAepxaHuio B JoMyCcTUMbIX npefenax. KOHKpeTHble npakTUyeckue Lenu nporHo3vpoBaHns PUCKOB yCTaHaBNWBaKT 3a-
Ka3umk CUCTEMHOrO aHann3a n'uan aHanuTrK MogenvpyeMoii CUCTeMbl NPU BbINOTHEHUN PaboT CUCTEMHOI UHXEHepUN.

4 Vicnonb3syemble MeToAbl U MOZENU

[Nsi BbINOMIHEHNS! HEOBXOANUMbIX PAB6OT CUCTEMHON UHXEHEPUU, CBSI3AHHbIX C MPOTHO3UPOBAHWEM PUCKOB, UCMOJb-
3YI0T METOAbl M MOAEeNM (CM. MPUIOKEeHWe B), ycTaHaBIMBAIOT OrpaHUYEHNst Ha ONYCTUMbIE PUCKU (CM. mpuioxeHue [),
paspabaTbiBatoT HE06X0ANMbIE METOLMKN CUCTEMHOIO aHanusa (CM. npunoxexue E).

[.5MNopsAfoK NPOrHo3npoBaHUsA PUCKOB

[.5.1 1na nporHo3MpoBaHns PUCKOB OCYLLLECTB/IAIT CeayoLmne waru.

War 1. YcTaHaBnuBaloT aHanmsnpyemMble 06beKTbl M ONpeAenaoT MogeMpyemble CUCTEMbI A1 MPOrHO3NPOBaHNA
puckoB. [lelicTBMS OCYLLECTBASAKT cornacHo I.2.

LWar 2. YcTaHaBN“BalOT KOHKPETHbIE Lie/IN NPOrHO3npoBaHna — AeliCTBUSA OCYLLecTBASAIOT cornacHo 3.

LWar 3. PopMUpYIOT NepeyeHb CYLWEeCTBEHHbIX YrPO3, KPUTUYUYHbLIX C TOUKWA 3PEHUA HeZonyCTUMOro NoTeHUUasbHOro
ywepb6a (cm. Takke TOCT P 59346. TOCT P 59349). MNpuHMMalOT pelleHne o NpeAcTaBNeHUN MOLeNUpyeMoi cucTembl
B BUJE «YEpHOro fluKa» Win B BUAe C/I0XHON CTPYKTYpbl, 4E€KOMMO3NPYEMOI A0 COCTaBHbIX 3/1IEMEHTOB. ®opMuUpytoT
NPOCTPAHCTBO 3/IEMEHTAPHbIX COCTOAHUIA AN KaXOro 3/1eMeHTa 1 MofenvnpyemMoii cuctemsl B Lenom. [leiictsmsa ocy-
LLeCTBASOT COrNacHoO pekoMeHgaumsam ana mogenei ns 4.

19



FOCT P 59343—2021

LWar 4. Bbi6bupaloT pacyeTHble nokasatesim 1 noaxofsalime maremarnyeckme mMofenu u Metofbl, peKoMeHJyeMble
B NpunoxeHun B. PaspabatbiBaloT HEO6X04UMblEe METOANKN CUCTEMHOrO aHanmsa — CM. npunoxeHune E. Mo metogmkam
CUCTEMHOrO aHanu3a OCYLecTBAAT pacyeT BblOpaHHbIX NokasaTeneli cornacHo pekoMeHAauusM no MCMosib30BaHuIo
MeTofO0B U Mogeneii — cM. npunoxexue B, 4.

5.2 Monyyaemble B pe3dynbTate MOAE/MPOBAHNSA 3HAYEHUSA PUCKOB UCMO/b3YIOT ANA AOCTUXKEHNS NOCTABNEHHbIX
ueneii (cm. I.3}. obecneyeHns rapaHTuii KauecTBa 1 pelleHns 3agady cucTemHoro aHanusa (cm. FOCT P 59349).

.6 O6paboTka M NCnosb30BaHWe pe3ynbTaToOB NPOrHO3NPOBaHNSA

Pesynbtatbl NPOrHO3MpOBaHNSA PUCKOB A0/KHbI ObITh YA0OHbLI ANA 06paboTkn 3aKa3uMKoM PYHKLMOHUPOBAHUA CU-
CTeMbl U/WNKn aHaNNTUKOM MOAEeNupyemoii cuctembl. PesynbTaTbl NpeAcTaBnAoTCA B BUAE ructorpamm, rpadvkos, Tabnuy,
n/unn B MHOM BUAe, NO3BOJISIIOWEM aHaNN3MPOBaTh 3aBUCUMOCTN PUCKOB OT U3MEHEHUS 3HAYEHWI UCXOAHbIX AAaHHbIX Npy
pelueHnn 3agay CUCTEMHOro aHanusa (CM. pasfen 7 v npunoxexnue E). PesynbTaTbl pacyeToB nognexar UCNo/b30BaHNIo
ANns o6ecrnevyeHns rapaHTUM KayecTBa CUCTEMbl NPY BbINOHEHUWN PaBOT CUCTEMHON MHXeHepun. Bo3mMOXHble cnocobbl
YMeHbLUEHWNS PUCKOB, KOTOPbIE MOTYT 6bITb KOSIMYECTBEHHO 060CHOBAHbI C MPUMEHEHNEM PEKOMEHJYeMblX METO0B 1 MO-
Aeneii, npeAcTaBaaloT cO60i MexaHM3Mbl HEMOCPEACTBEHHO yNpaB/ieHUsa puckaMmu gna obecneyeHns rapaHTuin kayectsa
CUCTeMbl MpU peannsaunmn Kaxaoro u3 CUCTEMHbIX NpoueccoB (NPOLEeccoB cornalleHns, NpoLeccoB opraHn3aLMoHHOro

o6ecneyeHuns NpoekTa, NPoL,eccoB TEXHUYECKOrO yNpaBieHusi, TEXHUYECKUX NpoLeccoB) — cM. Tabnuuy I.1.

Ta6nuuya [1— Bo3MOXHble CNOCOGbLI YMEHbLUEHUSI PUCKOB

CUCTEMHbIIA
npouecc

Mpouecckl npu-
obpeTeHus n
nocTaBKu NPOAYyK-
uun n ycnyr ans
cucTemsl

Mpouecc ynpas-
NEHUSI MOAETBIO
XU3HEHHOTO LUK-
na cUCTeMbl

20

BepesToctubiC
nokasaresin puckos

Puck HapyweHus Ha-
[leXHOCTU peanusauyun
npouecca 6e3 yyeta
TpebosaHwuii No 3awuTe
nHchopmauum

Puck HapylieHus
TpeboBaHuii No 3awuTe
MHopMaLlmm B Npo-
Lecce

MHTerpanbHbIi puck
HapyLlleHus peanusa-
LK npolecca c y4eTom
TpeboBaHuii No 3awuTe
MHopmaLmn

Puck HapyweHus Ha-
[EXHOCTV peanusauyuu
npouecca 6e3 yyeta
TpeboBaHunii No 3awunte
MHopmauum

Puck HapywieHus
TpeboBaHuii No 3awmTe
MHopmaLlum B Npo-
Lecce

BO3MOXHbIE CMOCOGbI YMEHbBLLUEHUSI PUCKOB, UCTO/Tb3yeMble
0 pe3ynbTare NPUMEHeHUs METOAO0B 1 Mogerneli no Tabmmue B.1

BbINO/IHEHNE HEOBXOANMBIX YC/IOBUA C 3aBEPLIEHNEM BCEX MPEANpU-
HUMaeMbIX AeicTBUil NpoLecca NpMoGpeTeHNsl UKW NOCTaBKW NPOAYK-
UMW 1 YCNYT ANIA CUCTEMbI:

co6/0ieHe CPOKOB NMOCTABKU NPOAYKLMN U/NAKN YCAyT.

cobofeHre ypoBHA [0NyCTMMOro 6paka B NocTaBAsieMbIX NPOAYKL MM
n/nnun yenyrax

CHWXKEHNE 4acCTOTbl BO3HUKHOBEHWSI WCTOYHWMKOB Yrpo3 HapyLlleHust
Tpe6oBaHuii No 3awuTe WHGOpPMaLMM B npolecce npuoGpeTeHus u
MOCTaBKN MPOAYKLMUU U YCAYT AN CUCTEMbI (EC/TU 3TO BO3MOXHO Mpw
ynpasneHun puckamm):

yBE/IMYEHNE BPEMEHN Pa3BUTWS Yrpo3 [0 HapyLUEHUs (EC/qM 3TO BO3-
MOXHO NpW ynpaBfeHun puckamm).

onTuMunsauunsa nepmnona BpemMeHn mexay CAICTEMHbIMU ANArHOCTUKaMU:
CHUXeHue ANNTeNIbHOCTU CUCTEMHOWA ANarHoCTUKK:
CHMXEeHNne BpeMeHn BOCCTaHOB/IEHUA CUCTEMbI NOC/1E€ HapPYyLEeHUA;

BbIGOP Mepuoja MporHo3a, Korga BO3MOXHbI 3peKTUBHbIe npeay-
npexgalwLne ynpasneHueckue Bo3gelicTeusi B npoLecce npuobpere-
HUS 1 NOCTaBKW NPOAYKLMU W YCAYT AN CUCTEMbI

C6anaHcupoBaHHble AeNCTBUS N0 06ECNIEYEHNIO HAAEXKHOCTN peanu-
3auuy NpoLeccoB NPUOBGPETEHNsI U NOCTABKW NPOAYKLUN U yCNyr ANs
CUCTEMbI 1 3aWUTe MH(OPMaLMK B 3TUX MPOLECCaXx, Hanpas/ieHHbIe
Ha yaepXxaHue puUCKoB B AONYCTUMbIX Npegenax

BbINoHEHWE HEOBXOANMbIX YC/I0BUA C 3aBepLUEHNEM BCeX Npeanpu-
HUMaeMbIX AelicTBuMii npouecca ynpaB/ieHUs MOAENbIO XU3HEHHOTO
LMKNa cUcTeMmbl:

co6110AeHNe CPOKOB BbIMOSIHEHNSA HEOOXOAMMbIX AeliCTBUIA npolecca

CHWXeHne 4acToTbl BO3HWKHOBEHUS WCTOYHMKOB Yrpo3 HapylleHus
Tpe6oBaHWii No 3awuTe nHcopMaLmuy B NpoLecce ynpasneHus moge-
b0 XMW3HEHHOTO LuMKia cucTembl (ECAN 3TO BO3MOXHO Npu ynpasne-
HUWU puckamu):



Mpogomkenne Tabnuybl I 1

CUCTEMHbI
npouecc

Mpouecc ynpas-
NIEHUSI MOAENbIO
XXU3HEHHOTO LUK-
na cucTemsl

Mpouecc ynpas-
neHusa nHdpa-
CTPYKTYpOii
cucTembl

BepoATHOCTHbIE
nokasaresim puckos

Puvck HapyweHus
TpeboBaHuii No 3almTe
MHopmaLmm B npo-
Lecce

MHTerpanbHblii puck
HapyleHnsa peanusa-
Luu npouecca ¢ yueTom
TpeboBaHuii No 3awute
MHopMaLum

Puck HapyleHus Ha-
[EeXHOCTU peanusalnmn
npouecca 6e3 yyeta
TpeboBaHuii No 3awmTe
nHchopmaymmn

Puck HapyLlieHuns
TpeboBaHuUii No 3awwmTe
nHchopmaLum B Npo-
Lecce

WHTerpanbHblii puck
HapyleHns peanusa-
Luu npoLecca ¢ y4eTom
TpeboBaHuUii No 3awunTe
MHbopmaLmm

FOCT P 59343—2021

B03MOXHble COCOBbl YMEHbLLEHUSI PYCKOB, UCTO/b3yeMble
B pe3y/ibTate NpUMEHEHUSI METOAOB U MoAgneit no Tabnmue B.1

yBENUYEHNe BPEMEHU Pa3BUTUS YIpo3 40 HapylleHus (ecnu aTo BO3-
MOXHO NPy yrpaB/ieHn puckamm);

onTuMusayuna nepuoga BpemMeHun mexay CACTEMHbIMU ANArHOCTUKaMU,
CHWXEHNE ANNTENBHOCTU CUCTEMHOM ANArHOCTUKK;
CHUXeHne BpeMeHn BOCCTaHOB/1EHUA CUCTEMbI NOC/ie HapyLlleHns.

BbI6GOp nepuoga NporHosa, Korga BO3MOXHblI 3hEKTUBHbIE npeay-
npexgaloLine ynpaBaeHueckme Bo3feiicTBMS B MpoLecce ynpasieHns
MOZe/1bt0 XXU3HEHHOTO LKA cucTemsbl

C6anaHcupoBaHHble AelicTBUs No 06ecneyeHnto HafexHoCcT peanu-
3alUuK npouecca ynpaeneHusi MOAE/bI0 XU3HEHHOTO LMK/ CUCTEMbI
1 3awunTe MHOpMaLMU B NpoLecce, HanpaBfieHHble Ha yAepxaHue
PUCKOB B AONYCTUMbIX Npegenax

CHWXeHNe YacToTbl BO3HUKHOBEHUS UCTOYHWNKOB Yrpo3 HapyLeHUs Ha-
[EeXHOCTU peanu3auun npouecca ynpasieHUs WHPPACTPYKTYpoii cu-
cTeMbl (€CIM 3TO BO3MOXHO NMpU ynpaBieHnyn puckammu);

yBe/IMYEHNEe BPEMEHU PasBUTWS Yrpo3 A0 HapyLleHWsi (eCM 3TO BO3-
MOXHO NpU ynpaefieHnn puckammy);

onTuMmusayuna nepuoga speMeHun mexay CUCTeMHbIMU ANarHoCTUKaMU,
CHMXeHne ONNTEeSIbHOCTU CUCTEMHOW ANarHOoCTUKHK,
CHUXeHne BpeMeHn BOCCTaHOBJ/IEHNA CUCTeMbl NMocsie HapyleHusa.

BbIGOP Mepuoga NporHosa, Korga BO3MOXHbI 3 DEeKTUBHbIE npeay-
npexgjatoLlime ynpasieH4Yeckne BO3eiiCTBMS B MpoLecce yrnpasfieHns
MH(PACTPYKTYPOIl CUCTEMBI

CHMXeHNe 4acToTbl BO3HVWKHOBEHWS MCTOYHWUKOB Yrpo3 HapyLlleHus
TpeboBaHMil No 3alWnTe MHpopMauuM B npouecce ynpaBfeHUs WH-
pacTpyKTypoi cmucTeMmbl (€C/iM 3TO BO3MOXHO NpU ynpas/eHuun pu-
ckamu);

yBefinieHne BPEMEHU Pa3BUTUS Yrpo3 A0 HapyLIeHUs (ecnn 3To BO3-
MOXHO NpU ynpaefieHnu puckamm);

onTuMusayuna nepuoga BpemMeHn mexnay CUCTeMHbIMU ANarHoCTUKaMu,
CHMXeHne ONNTEeIbHOCTU CUCTEMHOM ANarHoCTUKK,
CHUXeHne BpeMeHn BOCCTaHOB/IE€HUA CUCTEMbI NOC/ie HapyLlleHUs;

BbIGOP Mepuoga NporHosa, Korga BO3MOXHbI 3 DeKTUBHbIE npeny-
npexgaroLive ynpaBaeHueckme BO3eiiCTBMS B MpoLecce ynpasfieHns
MH(PACTPYKTYPOIl cUCTEMBI

Cb6anaHcupoBaHHble JeiicTBUA No o6ecneyeHnio HafexXHoCT peanu-
3auuu npolecca ynpasneHus MHPACTPYKTYPOil CUCTEMbI W 3aliuTe
MHhopMaLumu B npouecce, HanpaB/ieHHble Ha yaepXaHue PUCKOB B f0-
nycTUMbIX Npegenax
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MpopomkeHne Tabnuupl . 1

CuUcTeMHbI i
npouecc

Mpouecc ynpas-
nexnsa nopTde-
nleM NpoekToB

Mpouecc ynpas-
neHunst yenoseuye-
CKMMK pecypcamu
CUCTEMBI
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BeposATHOCTHbIE
nokasaTtenun puckKkos

Puck HapylieHns Ha-
[EeXHOCTV peanusauuu
npouecca 6e3 yyeta
Tpe6oBaHuii no sawuTe
MHopmaLmm

Puck HapylieHus Tpe-
60BaHMW MO 3aLnTe WH-
copmauuu B npouecce

VIHTerpanbHblii puck
HapyLlleHus peanusa-
Lumn npotecca ¢ y4eTom
TpeboBaHuii No 3awuTe
NHhopmauum

Puck HapyLweHus Ha-
LEXHOCTU peanusauyuu
npouecca 6e3 yyeTa
Tpe6oBaHuii no 3awuTe
MHopmaLmn

Puck HapyweHus
Tpe6oBaHuii No 3awute
MHbopmaLum B Npo-
Lecce

BO3MOXHble CNOCOGblI YMeHbLIEHUA PUCKOB, UCNONb3yeMble
B pe3ynbTaTe NPUMEHEHUs MeTOf0B U MoJeneii no Taénuye B.1

BbiNo/fiHeHWe Heo6X04MMbIX YC/IOBMIA C 3aBeplueHnemM BCex npeanpu-
HUMaeMbIX AeiiCTBNiA npouecca ynpasieHust NopTdesnieM NpoeKToB:

cO6/I0eHNE CPOKOB BbINOIHEHNSI HEO6XOAUMbIX AeicTBUil npoLecca

CHMXeHne 4acToTbl BO3HWKHOBEHUS WCTOYHMKOB YrpO3 HapylleHus
Tpe6oBaHuii No 3awmTe MHhopmaymn B npoLlecce ynpasieHns noprt-
denem NpoekToB (€C/IM 3TO BO3MOXHO NPV yNpaB/ieHUN puckamu);

yBefMyeHne BpeMeHu pasBuTUSA Yrpo3 A0 HapylleHus (ecnn 3To BO3-
MOXHO NpU ynpasiieHun puckamu);

onTuMmnsauna nepuoga BpeMeHn mexay CUCTEMHbIMU AUarHOCTUKaMu;
CHUXeHue ANINTEeNIbHOCTU CUCTEMHOW ANArHOCTUKN:
CHUXeHne BpeMeHN BOCCTaHOB/1EHUA CUCTEMbI NOCNEe HapyLlleHns,

BbIGOP Mepuofa NporHosa, Korga BO3MOXHbI 3P eKTUBHbIE npeay-
npexgarolimne ynpasaeHueckme BO3jeiicTBMS B NpoLiecce ynpasneHuns
noptdenem NpoekToB

C6anaHcMpoBaHHble feliCTBUSA N0 06ecneyeHnio HafeXxXHoCT peanu-
3auuy npouecca ynpasieHust NnopTesieM NPOeKTOB 1 3alnTe Hpop-
Mauun B Npouecce, HanpaBfieHHble Ha yepXaHue pUCKOB B JONYCTH-
MbIX Npegenax

CHUXEHMNE YacTOThbl BO3HUKHOBEHUS UCTOYHUKOB YrpO3 HapyLIEHUS Ha-
LeXHOCTW peanusayum npolecca ynpas/ieHus YefI0BeUECKUMU pecyp-
camMun CUCTEMBbI (EC/TM 3TO BO3MOXHO NPU YNpaBieHnn puckamm);

yBefnuyeHne BpeMeHU pasBuTUSA Yrpo3 A0 HapylleHus (ecnv 3To BO3-
MOXHO MPU YNpasiieHUn puckamm);

onTuMmnsauna nepuoga BpemMeHn mexay CUCTEMHbIMU ANAarHOCTUKaMK;
CHWXEHNE ANUTENBHOCTU CUCTEMHON ANATHOCTUKN;
CHWXeHne BpeMeHn BOCCTaHOB/1EHUA CUCTEMbI NOCEe HapyLlleHns,

BbI6OP Mepvoga MporHos3a, Korga BO3MOXHbl AMEKTUBHbIE Npeay-
npexaaLme ynpasieHuyeckne BO3/elicTBUS B NpoLecce ynpasnieHns
YeNI0BEYECKMMUN PECYPCAMU CUCTEMBI

CHMXeHne 4acTOTbl BO3HWKHOBEHWS WMCTOYHWMKOB Yrpo3 HapyLueHus
Tpe6oBaHuii No 3awmuTe nHopmalymn B NpoLecce ynpasieHUs yesno-
BEYECKMMW pecypcammn cucTembl (ecan 3TO BO3MOXHO Mpu ynpasfe-
HUWU prUcKamu):

yBefiieHue BpeMeHU pasBUTKsSI Yrpo3 A0 HapylleHus (ecnn 3To BO3-
MOXHO NpU ynpasiieHun puckamu);

onTuMmnsauna nepuoga BpeMeHn mexay CUCTEMHbIMU AUarHOCTUKaMu;
CHUXeHue ANINTEeNIbHOCTU CUCTEMHOW ANArHOCTUKK:
CHUXeHne BpeMeHN BOCCTaHOB/1E€HUA CUCTEMbI NOCNEe HapyLlleHns,

BbIGOP Mepuofa nNporHosa, Korga BO3MOXHbI 3P eKTUBHbIE npeay-
npexgaroline ynpasaeHueckme BO3jeiicTBMS B NpoLiecce ynpasieHuns
Yesl0BEYECKNMU pecypcaMm CUCTEMbI



Mpogomkenne Tabnuybl I 1

CUCTEMHbI
npouecc

Mpouecc ynpas-
NeHVsi uenoBeye-
CKMMM pecypcamu
cUcTeMbl

Mpouecc ynpas-
NleHNs Ka4ecTBOM
cucTembl

Mpouecc ynpas-
JIEHUSI 3HAHWSIMM
o cucteme

BepoATHOCTHbIE
nokasaresim puckos

WNHTerpanbHbIii puck
HapylueHus peanusa-
Luu npouecca ¢ y4eTom
TpeboBaHuii No 3awmTe
MHopmauum

Puck HapylieHns Ha-
[IeXHOCTU peanusaLnu
npouecca 6e3 yueta
TpebosaHwuii no 3awute
nHopmauum

Puck HapyLieHus
TpeboBaHwuii No 3awute
MHhopmaLmm B npo-
Lecce

NHTerpanbHblii puck
HapyLlleHus peanvsa-
Luu npouecca ¢ y4eTom
TpeboBaHuii No 3awmTe
NHopmaunn

Puck HapyweHus Ha-
[EeXHOCTU peanusauumn
npouecca 6e3yyeta
TpeboBaHwuii No 3almTe
MHhopmaLun

Puck HapyweHus
Tpe6oBaHuii No 3almTe
MHbopmaLmu B npo-
Lecce

FOCT P 59343—2021

B03MOXHble COCOBbl YMEHbLLEHUSI PYCKOB, UCTO/b3yeMble
B pe3y/ibTate NpUMEHEHUSI METOAOB U MoAgneit no Tabnmue B.1

C6anaHcrpoBaHHble feliCTBUS Mo 06ecneyeHnto HageXHoCT peanu-
3auun npolecca ynpae/ieHnsi YeSI0BEUECKUMU PECYPCaMU CUCTEMbI U
3awmTe MHopMaLum B NpoLiecce, HanpaB/ieHHblE Ha yaepXaHue pu-
CKOB B OMYCTUMbIX Npejenax

BbinonHeHne HeOﬁXO,qI/IMbIX nyIOBVII‘/’I C 3aBeplieHnemM Bcex npegnpu-
HUMaeMbIX AeﬁCTBMﬁ npouecca ynpassieHNsA Ka4eCTBOM CUCTEMbI,

co6toeHre CPOKOB MOCTaBKV NPOAYKLUUN UMK yCnyr;

cob6noAeHne ypoBHA AONYCTUMOro 6paka B NOCTaB/ASEMbIX NPOAYKLMN
nivnn ycnyrax

CHUWXEHNEe 4acToTbl BO3HUKHOBEHUS] UCTOYHWMKOB Yrpo3 HapylueHus
Tpe6oBaHuii Mo 3aluTe MHOPMaLMK B NpoLecce ynpaBfieHns Kaue-
CTBOM CUCTeMbl (EC/I1 3TO BO3MOXHO MPU ynpasieHnn puckamu).

yBe/inieHne BpeMeHN pa3BUTUS Yrpo3 A0 HapyLeHUs (ecnn 3To BO3-
MOXHO NpK ynpasfieHNn puckammy);

onTuMmunsayua nepuoga BpeMeHn mexay CUCTEMHbIMU AnarHoCTUKamu;
CHUXeHne ANUTeNIbHOCTU CUCTEeMHOW ANarHoCTUKK;
CHWXEHne BpemMeHN BOCCTaHOB/IEHUA CUCTEMbI MOC/1E HapyLWeHNA;

BbIGOP Mepuoja MporHosa, Korga BO3MOXHbI 3((IeKTUBHbIe npesy-
npexjaioLyne ynpas/ieHYeckue BO34eicTBMs B NpoLecce ynpasieHns
KayecTBOM cUCTeMbl

C6anaHcupoBaHHble 4eACTBUS M0 06ecneyeHnt0 HafeXHOCTU peanm-
3auun npouecca ynpasfieHusl Ka4ecTBOM CUCTEeMbl U 3alyuTe WHGop-
Mauuu B NpoLecce, Hanpas/ieHHbIE HA YAepXaHe PUCKOB B 4OMYCTU-
MbIX npegenax

BbinonHeHne HeEO6X04UMbIX YCNOBUIA C 3aBepLUeHneM BCcex npeanpu-
HUMaeMbIx feliCTBUIA npoLecca NpnobpeTeHUs 3HaHWIA;

co6nofeHNe CPOKOB NOCTaBKM NpuoGpeTaemMblX 3HaHW;
co604eHNE YPOBHS AONYCTUMOrO Gpaka B Npuo6peTaeMbiX 3HAHUSX;

BbINO/IHEHWE HEOBXOANMbIX YCOBUI C 3aBepLIeHneM Bcex npeanpu-
HUMaeMbIx AelicTBUIA NpoLecca co3aaHnsa Nosie3HbIX 3HAHWIA;

cobnofeHe CPOKOB CO3aHUsA NONE3HbIX 3HAHWIA;
co60eHNE YPOBHS AONYCTUMOrO Gpaka B cO34aBaeMblX 3HAHUSX

CHUWXEHNE 4acTOTbl BO3HWKHOBEHUS MCTOYHUKOB YIpO3 HapylleHus
Tpe6oBaHwii No 3awmTe MHHOPMALUYU B NPOLECCE YNPaB/IEHNsSI 3HAHN-
SMU 0 cucTeMe (ecnym 3TO BO3MOXHO NPy yNpaB/ieHUn pruckamm):

yBe/NMYeHne BPEMEHW PasBUTUA Yrpo3 40 HapyLlleHus (ecnv aTo BO3-
MOXHO NpU ynpasfieHUn puckamm);

onTUMU3ALMS NEPUOA BPEMEHN MEXAY CUCTEMHBIMU ANArHOCTUKAMY;
CHWXEHWEe ANUTENIbHOCTWN CUCTEMHOW ANArHOCTUKU;

CHUXeHe BpeMeHN BOCCTaHOB/IEHNA CUCTEMbI NOC/1Ie HapyLlleHns;
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MpopomkeHne Tabnuupl . 1

CuUcTeMHbI i
npouecc

Mpouecc ynpas-
NIEHUS 3HAHWAMU
0 cucteme

Mpovuecc nnaHu-
poBaHus npoekTa

Mpouecc oueHkn
N KOHTPONSA Npo-
ekta
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BeposATHOCTHbIE
nokasaTtesin pucKos

Puck HapyweHus
TpeboBaHuii No 3awmTe
MHbopmaLum B nNpo-
Lecce

WHTerpanbHblii puck
HapyLlleHus peanusa-
Lumn npouecca ¢ y4eTom
TpeboBaHuii No 3awmuTe
MHopmauum

Puck HapyweHus Ha-
[EeXHOCTU peanunsauyuu
npouecca 6e3 yyeta
Tpeb6oBaHuii No 3awuTe
NHopmaunm

Puck HapyweHus
Tpe6oBaHwuii no 3awuTe
MHbopmaLum B npo-
Lecce

VIHTerpanbHbIil puck
HapyLlleHus peanusa-
LM npouecca ¢ y4eTom
TpeboBaHuii nNo 3awuTe
NHpopmauum

Puck HapylieHns Ha-
LeXHOCTV peanusauum
npouecca 6e3 yyeTa
Tpeb6oBaHuii No 3awute
MHopmaLmm

Puck HapyweHunsa
TpeboBaHuii No 3awuTe
MHopmaLuun B npo-
Lecce

BO3MOXHble CNOCOGblI YMeHbLIEHUA PUCKOB, UCNONb3yeMble
B pe3ynbTaTe NPUMEHEHUs MeTOf0B U MoJeneii no Taénuye B.1

BbIGOP Mepuoja NporHosa, Korga BO3MOXHbI 3P EKTUBHbIe Npeay-
npexgalLe ynpasieHyeckme BO3AeliCTBIUS B NPOLLECCe ynpaB/ieHus
3HaHWSIMK O cucTeme

C6anaHcupoBaHHble AeiicTBIUs N0 06ecneyeHnio HafexHoCTu peanu-
3auuy npouecca ynpas/ieHust 3HaHUSIMU O CUCTEME M 3almTe NHApOop-
Mauun B npolecce, HanpasfeHHble Ha yAepXaHue puckoB B 4ONYCTH-
MbIX Npegenax

BbINo/IHEHNE HEOBXOAMMbIX YC/TOBUI C 3aBEPLUEHWEM BCEX NPEANPU-
HUMaeMbIX ieicTBMIA NpoLecca NiaHMpoBaHNs NpoekTa:

co61t04EHNE CPOKOB BbINO/THEHUS HEO6XOAUMbIX AelCTBUI NpoLecca

CHWXKEHWEe 4acToTbl BO3HUKHOBEHWSI WCTOYHWMKOB YIPO3 HapyLueHuWs
Tpe60oBaHWii No 3awmTe MHOPMaLUK B NPOLLECCEe NIaHUPOBAHUS MPO-
ekTa (ec/im 3To BO3MOXHO NPy YNpaBieHN puckamu);

yBE/IMYEHNE BPEMEHN Pa3BUTUS Yrpo3 [0 HapyLUEHUs (EC/M 3TO BO3-
MOXHO NpW ynpasneHnn puckamu);

onTUMMU3aALMS NEPUOLA BPEMEHN MEXAY CUCTEMHBIMM AUArHOCTUKAMN:
CHUXEHWEe JNTENbHOCTWN CUCTEMHOW ANArHOCTUKM:
CHUXEHNE BPEMEHU BOCCTAHOB/IEHNSA CUCTEMbI NOC/E HapyLIEeHUs:

BbIGOP Mepuoja MporHo3sa, Korga BO3MOXHbI 3p(eKTUBHbIe Npeay-
npexaarwLme ynpae/ieHYeckue BO34eicTBMs B npoLecce niaHnposa-
HUS MpoekTa

C6anaHcMpoBaHHble [AeNCTBUS MO 0GECNEYEHUI0 HALEeXHOCTU pea-
nn3auyun npouecca naaHMpoBaHWsA NpoekTa U 3awuTe uHdopmaumn
B npolecce, Hanpas/ieHHble Ha yAepXaHue PUCKOB B [OMNYCTUMbIX
npegenax

BbINoHEHWE HEOBXOANMBIX YC/I0BUIA C 3aBEPLUEHUEM BCEX NpeAnpu-
HUMaeMbIX AeCTBUIA NPoLEecca OLEHKU U KOHTPO/IS NPOEKTa,;

co6nogerHne CPOKOB BbINO/IHEHUA Heo6XxoAnMbIX AencTBumi npouecca

CHMXeHNe 4acToTbl BO3HWKHOBEHWS WMCTOYHWMKOB Yrpo3 HapylleHus
TpeboBaHWii No 3awuTe MHopmaLlun B NpoLecce OLLEHKU U KOHTPONA
npoekTa (ecnv 3To BO3MOXHO Npu ynpasAeHUn puckamm);

yBefinieHue BpeMeHU pas3BUTUSA Yrpo3 A0 HapylleHus (ecnn 3To BO3-
MOXHO NpU ynpasieHun puckamu);

onTuMmnsauna nepuoga BpeMeHn mexay CUICTEMHbIMU AUarHoCTUKamMu;
CHUXeHue ANINTEeNIbHOCTU CUCTEMHOW ANarHoCTUKN:
CHUXeHune BpeMeHN BOCCTaHOB/NEHUA CUCTEMbI NOCEe HapyLlleHns,;

BbI6Op nMepuoga NporHo3sa, Korga BO3MOXHbI ahhekTuBHbIE npeay-
npexgjarolne ynpasfeH4Yeckne BO3AENCTBUA B NPOLECCe OLEeHKN K
KOHTPO/NA NpoekTa



Mpogomkenne Tabnuybl I 1

CUCTEMHbI
npouecc

MpoLecc oLeHkn
1 KOHTPOSISA Npo-
ekTa

Mpouecc ynpas-
NIEHNA peLleHun-
Amn

Mpouecc ynpas-
NeHns puckamu
ANA cucTembl

Mpouecc ynpas-
NeHns KoHdUry-
pauwueli cuctemsl

BepoATHOCTHbIE
nokasaresim puckos

WHTerpanbHblii puck
HapyleHnsa peanusa-
Luu npoLecca ¢ yueTom
Tpe6oBaHuii No 3alnTe
MHopMaLum

PucK HapyleHus Ha-
[EeXHOCTU peanusaunmn
npouecca 6e3 yyeta
TpeboBaHuii No 3awmTe
MHopmaunu

Puck HapyLweHus
Tpe6oBaHuii No 3almTe
MHbopmaLmu B npo-
Lecce

WHTerpanbHblii pyuck
HapyLlleHus peanvsa-
LMK npolecca c y4etom
TpeboBaHuii No 3awnte
MHopmauuu

Mo FOCT P 59339—
2021. nogpasgen 6.3

Puck HapyleHuna Ha-
[EeXHOCTU peanusauunm
npouecca 6e3 yyeta
TpeboBaHwuii Nno 3awuTe
MHopmauuu

Puck HapyweHus
TpeboBaHuil nNo 3awuTe
nHchopmaLum B Npo-
uecce

FOCT P 59343—2021

B03MOXHble COCOBbl YMEHbLLEHUSI PYCKOB, UCTO/b3yeMble
B pe3y/ibTate NpUMEHEHUSI METOAOB U MoAgneit no Tabnmue B.1

C6anaHcrpoBaHHble JeliCTBUS Mo 06ecneyeHnto HageXHOCT peanu-
3auuMn npoLecca OLEHKM 1 KOHTPOIA MpoeKTa U 3awunTe nHgopmayum
B Mpolecce, Hanpas/ieHHble Ha yAepXaHue PUCKOB B JOMYCTUMBbIX
npegenax

CHUWXEHNE YaCTOTbl BO3HUKHOBEHWSI UCTOYHUKOB YIPO3 HApyLIEHUs Ha-
[leXHOCTN peanu3auuu npolecca ynpasieHus peleHnusMu (ecnv ato
BO3MOXHO MpM yNpas/ieHun puckamm):

yBe/IMYeHNe BPEMEHU PasBUTWS Yrpo3 A0 HapyLIeHWsi (eCM 3TO BO3-
MOXHO NpU ynpaefieHnn puckamm);

onTuMusayuna nepuoga BpeMeHun mexay CACTEMHbIMU ANarHoOCTUKaMIn:
CHMXeHne ONTUTEeSIbHOCTU CUCTEMHOW ANarHOCTUKHK,
CHUXeHne BpeMeHn BOCCTaHOB/1EHUA CUCTEMbI NOC/ie HapyLlleHns.

BbIGOpP Mepuoga NporHosa, korga BO3MOXHbI 3(PeKTUBHbIE npeny-
npexgaloLine ynpaBaeHueckme Bo3feiicTBMS B MpoLecce ynpasieHns
peLueHnsiMu

CHMXeHNe 4acToTbl BO3HUKHOBEHUSI UCTOYHWMKOB Yrpo3 HapylleHus
TpeboBaHUii No 3aWmnTe MHPopPMaLMK B NMPOLLECCE YNpaB/ieHNs pelue-
HWAMMN (ECNK 3TO BO3MOXHO NpU ynpaB/ieHnn puckamu);

yBeNMYeHNe BPEMEHU PA3BUTUSA Yrpo3 40 HapyLleHus (ecnv 3To BO3-
MOXHO NpU ynpasfieHun puckamm);

onTUMU3aLMS NepUoa BPEMEHN MeEXAY CUCTEMHbIMU ANArHOCTUKAMU:
CHWXEHWEe JNUTENTbHOCTWN CUCTEMHOW ANArHOCTUKY;
CHWXEHWNE BPEMEHN BOCCTAHOB/IEHUSI CUCTEMbI NOCNE HAPYLUEHUS;

BbIGOP Mepuoja MporHo3a, Korda BO3MOXHbI 3 (eKTUBHbIE Npeay-
npexjaioLye ynpaseHuYeckme BO34eicTBMs B npoLecce ynpasneHus
peLieHnsiMu

C6anaHcupoBaHHble AelCTBUSA N0 06ECNEUYEHUID HALEXHOCTU peanu-
3auuu npolecca ynpas/ieHUs peleHnsMu U 3awute uHgopmauum B
npouecce, HanpaB/ieHHble Ha yAepXaHUe PUCKOB B JOMYCTUMbIX Npe-
nenax

Mo BCem cUCTEMHbIM MpoLleccam — Cnoco6bl yMEHbLIEHUS PUCKOB CO-
rnacHo NOCT P 59339—2021. npunoxeHue I

BbINnonHeHNe HEOGXOANMbIX YCNOBUIA C 3aBEPLUEHNEM BCEX Npeanpw-
HMMaeMbIx AeicTBUIA mpolecca ynpaBneHuss KoHdurypaunel cucte-
Mbl:

cobnogeHne CpPOKOB BbINO/IHEHUA HEeOo6X0ANMbIX AecTBUiA npouecca

CHMXeHNe 4acToTbl BO3HWUKHOBEHWUS WCTOYHMKOB Yrpo3 HapylleHus
TpeboBaHuii No 3awmTe MHhopMaLym B NpoLecce ynpasneHns KOH(U-
rypaumeii cuctembl (€C/IM 3TO BO3MOXHO NPU ynpaBAeHnn puckamm):

yBe/IMYeHNe BPEMeHU PasBUTWsS Yrpo3 A0 HapylleHWsi (eCnn 3TO BO3-
MOXHO MpW yNpas/ieHUN prckamu):
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MpopomkeHne Tabnuupl . 1

CUCTEMHbIIA
npouecc

Mpouecc ynpas-
NeHnsa KoHdury-
pauueii cuctemsl

Mpouecc ynpas-
neHuns Hcopma-
uuen cuctemsl
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BepoATHOCTHbIE
rnokasaresin puckos

Puck HapyweHus
TpeboBaHuii No 3awmTe
MHbopmaLum B nNpo-
Lecce

WNHTerpanbHblii puck
HapylieHus peanusa-
Lnu npouecca ¢ y4etTom
Tpe6oBaHuii No 3awuTe
MHopmaLmu

PucK HapyLlleHns Ha-
[eXHOCTU peanunsaunm
npouecca 6e3 yyeta
TpeboBaHuii No 3awuTe
NHhopmauum

Puck HapyweHus Tpe-
60BaHMW NO 3alLnTe WH-
chopmaumu B npouecce

BO3MOXHbIE CMOCOOLI YMEHBLLIEHWS PUCKOB, UCMOMb3yeMbIE
B pesy/bTaTe NPUMEHEHUS METOAOB U MoZerel no Tabnmue Bl

onTuMmnsauna nepuoga BpeMeHn mexay CUCTEMHbIMU ANAarHOCTUKaMu;
CHWXEHNE ANUTENbHOCTU CUCTEMHON ANArHOCTUKN;
CHWXeHne BpeMeHN BOCCTaHOB/1EHUA CUCTEMbI NOCNEe HapyLlleHns,

BbIGOP Mepuofa MNporHosa, Korga BO3MOXHbI 3PeKTUBHbIE npeay-
npexgaroline ynpasaeHueckme BO3jeiicTBMS B NpoLiecce ynpasneHuns
KOHpurypauueii cuctemol

C6anaHcupoBaHHble [eicTBUS MO 06ecneyeHnio HafexHocT pea-
iM3aunmn npouecca ynpasneHust KOH(Urypaumein cucteMsl u sawute
VHdopMaLmK B NpoLiecce, HanpaB/ieHHble Ha YAepXaHne pUckoB B 0-
NyCTUMbIX Npegenax

O6ecneyeHne HeOGXOAMMON HafEeXHOCTN NpefCcTaBleHNs UCNONb3y-
eMoil uHdpopmauuu;

o6ecneveHne Heo6XxO0AVMOV CBOEBPEMEHHOCTU nNpeAcTaBleHUs uc-
nosb3yeMoi nHpopmavmu;

o6ecneyeHne HEOGXOAMMON NOHOTLI ONEePaTUBHOIO OTPAXKEHUS B CU-
CTEeME HOBbIX 06BEKTOB U ABMEHNUIA;

o6ecneyeHne Heob6Xx0ANMON akTyanbHOCTU OGHOBNISAEMOW MHopma-
umu;

o6ecneveHne Heo6xoaMMON 6e3ownboYHOCT MHopMauMn nocne
KOHTpONS;

o6ecneveHne Heo6xo0AMMON KOPPEKTHOCTU 06paboTkn MHhopmaLuy;

obecneyeHne Heo6XxoAMMOI 6e30WMNGOYHOCTY AEelCTBUIA [O/MKHOCT-
HbIX NNl

CHMXeHne 4acToTbl BOSHUKHOBEHWSA UCTOYHUKOB Yrpo3 HapyLleHus Tpe-
60BaHMii NO 3aWuTe MH(OPMaLMUK B NpoLecce ynpasnieHns nHopma-
Lveii cuctembl (ecnun aTo BO3MOXHO Npy ynpas/ieHnn puckamu);

yBENNYEHNE BPEMEHN Pa3BUTUS Yrpo3 [0 HapyLUeHUs (ecniu 3To BO3-
MOXHO NpW ynpasneHnn puckamu);

onTUMMU3aLMS NEPUOLA BPEMEHN MEXAY CUCTEMHBIMU UArHoCTUKamu;
CHUXEHWe JINTENbHOCTWN CUCTEMHOI ANArHOCTUKM;
CHUXEHNE BPEMEHU BOCCTAHOB/EHNS CUCTEMbI NOC/E HapyLUeHUs:;

BbIGOP nepuoja MporHosa, Korga BO3MOXHbI 3 (PeKTUBHbIE npepny-
npexgarLive ynpaB/eHyeckne Bo3aeicTBMs B npoLecce ynpasneHus
MHopMauneli cucTemsl;

COXpaHEeHUe LEeNOCTHOCTU MH(OPMALMM CUCTEMBbI B YCNIOBUSIX Oonac-
HbIX NPOrPamMMHO-TEXHUYECKNX BO3AECTBIIA;

o6ecneyeHne 3aliMieHHOCTV aKTMBOB OT HECAHKLMOHUPOBAHHOTO A0-
cTyna;

COXpaHeHne KOH(UAEHUMANBHOCTM UCNONb3YeMoii MHopMaLLMn



Mpogomkenne Tabnuybl I 1

CUCTEMHbI
npouecc

Mpouecc ynpas-
neHuns nHpopma-
uueli cuctemsl

Mpouecc nsmepe-
HWUIA cncTemsbl

Mpouecc rapax-
UM KauecTBa Ans
cucTembl

Mpouecc aHa-
nunsa 6usHeca
WUAN Ha3HaueHust
cuUcTeMbl

BepoATHOCTHbIE
nokasaresim puckos

WHTerpanbHblii puck
HapyleHns peanusa-
Luu npouecca ¢ yueTom
Tpe6oBaHuii No 3aLnTe
MHopMaLum

Puck HapyleHus Ha-
[EeXHOCTU peanusalunmn
npouecca 6e3 yyeta
TpeboBaHuii No 3awmTe
MHopmaunu

Puck HapyleHns
TpeboBaHuii no 3awmTe
MHhopmMaymu B Npo-
Lecce

WHTerpanbHblii pyuck
HapylleHus peanvsa-
LMK npouecca ¢ y4etTom
TpeboBaHuii No 3awmTe
MHopmaunu

Mo HacToAwWemy cTaH-
Aapty

Puck HapylweHuna Ha-
[EeXHOCTU peanusaunmn
npouecca 6e3 yyeta
TpeboBaHwuii No 3awuTe
NHopmauum

Puck HapyweHus
Tpe6oBaHuii No 3awunTe
MHchopmaluu B Npo-
Lecce

FOCT P 59343—2021

B03MOXHble COCOBbl YMEHbLLEHUSI PYCKOB, UCTO/b3yeMble
B pe3y/ibTate NpUMEHEHUSI METOAOB U MoAgneit no Tabnmue B.1

C6anaHcrpoBaHHble [eiiCTBUS Mo 06ecneyeHnto HageXHOCT peanu-
3auun npouecca ynpasneHusi MHopMaLneil CUCTEMbI U 3aLLUTE WH-
chopmaLuu B npouecce, Hanpas/ieHHble Ha yAepXaHue pUCKoB B A0-
NyCTUMbIX Npegenax

BbINO/IHEHNE HEOGXOAMMBIX YC/IOBUI C 3aBEPLUEHUEM BCEX NMPEAnpu-
HUMaeMblX AeicTBUIi NpoLecca N3MepeHunii CUCTEMBI;

co61t0ieHNe CPOKOB BbINO/IHEHUS HEOGXO0ANMBIX feiicTBUIA npouecca

CHMXeHNe 4acToTbl BO3HUKHOBEHUS WCTOYHWKOB Yrpo3 HapyLleHus
TpeboBaHMil No 3aluTe MHOpPMaL MU B NpoLecce U3MepeHuii cucte-
Mbl (ECNM 3TO BO3MOXHO NpY YNpaB/ieHUN puckamu);

yBE/IMYEHNEe BPEMEHW Pa3BUTUSA Yrpo3 40 HapyLlleHus (ecnv aTo BO3-
MOXHO NpU ynpasfieHun puckamm);

onTUMU3ALMS NEPUOA BPEMEHN MEXAY CUCTEMHBIMU ANATHOCTUKAMY;
CHWXEHWEe [NUTENTbHOCTN CUCTEMHOM ANarHoCTuKK;
CHWXEHWNE BPEMEHN BOCCTAHOB/IEHUSI CUCTEMbI NOC/E HAPYLUEHUS;

BbIGOP Mepuoja MporHo3a, Korga BO3MOXHbI 3()(eKTUBHbIe npesy-
npexjaioLyne ynpaeieHYeckue BO3AeliCTBMS B NpoLecce U3MepeHuii
CUCTEMBI

C6anaHcuMpoBaHHble AeliCTBUS MO 06ECNEYEHNI0 HALEeXHOCTH peanu-
3auuu npouecca u3MepeHuii CUCTeMbl 1 3aLiuTe MHopmauum B Npo-
Llecce. HanpaB/EHHbIE HA YAepXaHWe PUCKOB B JO0MYCTUMbIX Npeaenax

Mo BCEM CUCTEMHBIM NpoLeccaM — Cnoco6bl yMeHbLUEHUSI PUCKOB CO-
rNacHo NPMBEAEHHbIM B HACTOsLel Tabnuue

BbINnonHeHNe HEOGXOANMbIX YCNOBUIA C 3aBEPLUEHNEM BCEX Npeanpu-
HUMaeMbIX feiicTBuii npouecca aHanusa 6GusHeca WM HasHaYeHWs
CUCTEMBI;

cobnogeHne CpPOKOB BbINO/IHEHUA HEOo6X0ANMbIX AeicTBUIA npouecca

CHMXeHne 4acToTbl BO3HWUKHOBEHWS WCTOYHMKOB Yrpo3 HapylleHus
TpeboBaHUii no 3awmTe MHpopmaumm B npouecce aHanusa 6usHeca
WM Ha3Ha4yeHus CUCTeMbl (ECIM 3TO BO3MOXHO Npu ynpasBfieHun pu-
ckamu);

yBefinieHne BpeMeHu pasBuUTUs Yrpo3 [0 HapyLleHus (ecnn 3To BO3-
MOXHO NpU yNpasaeHn puckamm);

onTuMusayna nepuoga BpemMeHn mexnay CUCTeMHbIMU ANarHoCTUKaMU;
CHUXeHne ONNTEeSIbHOCTU CUCTEMHOM ANarHoCTUKK,
CHUXeHne BpeMeHN BOCCTaHOB/IEHUA CUCTEMbI NOC/ie HapyLleHUs;

BbIGOP Mepuoga NporHosa, Korga BO3MOXHbI 3 DeKTUBHbIE npeay-
npexgjatolime ynpasfieHuYeckne BO3AelCTBMSA B Mpoluecce aHanunsa
6U3Heca UM HasHa4YeHus cucTemsl

27



FOCT P 59343—2021

MpopomkeHne Tabnuupl . 1

CUCTEMHbIIA
npouecc

Mpouecc aHa-
nnsa 6usHeca
NNy HasHavyeHus
CUCTEMBI

Mpouecc onpe-
fenexns no-
Tpe6HocTell n
TpeboBaHwii
3aMHTEpecoBaH-
HOVi CTOPOHBI AN
cucTemsl

Mpouecc onpege-
NIeHNSA CUCTEMHbIX
TpeboBaHwii

28

BepoATHOCTHbIE
rnokasaresin puckos

WHTerpanbHblil puck
HapylleHus peanusa-
Lnu npouecca ¢ y4etTom
Tpe6oBaHwuii nNo 3awuTe
MHopmaLmm

PucK HapyLlleHns Ha-
[eXHOCTU peanun3sauyuu
ripouecca 6e3 yveta
TpeboBaHuii no 3awuTe
NHopmauum

Puck HapyweHus
Tpe6oBaHuii no sawuTe
MHbopmaLum B npo-
Lecce

MHTerpanbHbIi puck
HapyLlleHus peanusa-
LM npoyecca ¢ yueTom
TpeboBaHuii No 3awmTe
MHopmaLmn

YacTHble nokasatenu
pucka peanusauum
yrpo3 6e3onacHocTn
MHdOpMaLmmn, Hanpas-
NEHHbIX Ha HapyLleHne
YHKLMOHMPOBaHNSA
CUCTEMbI, B YyCNOBUAX
OTCYTCTBMA Mep 3a-
WMTbI, Npeanaraembix
K NPUMEHEHNI0 B Xofe
hopmMunpoBaHus cu-
CTEMHbIX TpeboBaHUiA,
N B YCNIOBUSIX UX MpPU-
MeHeHus (nokasatenu
0CTaToOYHOro pucka
HapyLweHnsa yHKLKNO-
HUPOBAHUSA CUCTEMbI)

BO3MOXHbIE CMOCOOLI YMEHBLLIEHWS PUCKOB, UCMOMb3yeMbIE
B pesy/bTaTe NPUMEHEHUS METOAOB U MoZerel no Tabnmue Bl

C6anaHcMpoBaHHble feliCTBUSA N0 06ecneyeHnio HafexHoCT peanu-
3auuM npouecca aHanm3a 6U3Heca UM Ha3HAYEHNst CUCTEMBI 1 3aLLU-
Te UH(hopMaLMK B NpoLecce, HanpaB/ieHHble Ha YAepXaHue pUCKoB B
LONYyCTUMbIX Npegenax

BbINO/HEHNE HEO6XOAMMbIX YCNOBUWIA C 3aBepLUEHUEM BCEX Npeanpu-
HUMaeMblx AelicTBuil npouecca aHanusa 6usHeca WNKM Ha3HaYeHUs
CUCTEMBI:

MOBbILIEHWE TOTOBHOCTU CUCTEMBI K BbINOJIHEHWIO TPEGOBaHUIA 3anHTe-
pecoBaHHbIX CTOPOH MO KAaYyecTBy, CPOKaM U 3aTpaTam

CHMXeHne 4acToTbl BO3HWKHOBEHWA WMCTOYHWMKOB Yrpo3 HapyLueHus
Tpe6oBaHuii No 3awmTe MHopmauMn B nNpouecce onpeaeneHns no-
Tpeb6HocTel 1 TpeboBaHWii 3aMHTEepPeCcoBaHHON CTOPOHbI AN CUCTEMbI
(ecnu 3TO BO3MOXHO Npy yNpaBaeHUn puckamu);

yBe/iMYeHne BPpeMEHU pPa3BUTUSA Yrpo3 A0 HapylweHus (ecim 3To BO3-
MOXHO NpU ynpasieHun puckamu);

onTuMunsauusa nepunona spemMmeHn mexay CAICTEMHbIMU ANArHOCTUKaMU,
CHUXeHue oNNTeNIbHOCTU CUCTEMHOIA ANarHoCTUKN:

CHWXeHne BpeMeHN BOCCTaHOB/1EHUA CUCTEMbI NOCNEe HapyLlleHns,

BbIGOP Mmepuoga MNporHosa, Korga BO3MOXHbI ah(heKkTMBHbIE npeny-
npexpatolme ynpasfieHyeckue Bo3feiNCcTBUSA B npoLecce onpegene-
HUA noTtpebHocTeli 1 TpeboBaHWI 3aMHTEPEeCOBaHHOW CTOPOHbLI ANs
cucTembl

C6anaHcuMpoBaHHble AelicTBUA NO 06ecneyeHnto HafeXHOCTN peanu-
3auuu npouecca onpegenieHns notpebHocTel n TpeboBaHWil 3anHTe-
pecoBaHHOV CTOPOHbI /1 CUCTEMbI U 3awuTe nHopmaLlmmn B npoLec-
ce. HanpaBs/ieHHble Ha YepXaHue puckos B AONYCTUMBIX Npefenax

3awuta cMcTemMbl OT BPELOHOCHOIO NPOrpaMMHOro obecneyeHus:
MeXceTeBoe 3KpaHupoBaHue:

1CNoNb30BaHMe CUCTEMbl 0GHAPYXEHUSt BTOPXEHWI N NpeceyeHns no-
NbITOK NPOHVKHOBEHUSI B ONEpaLMoHHY0 cpesy:

npMMeHeHWe Mep pasrpaHuyeHus 4oCTyna Ha TeppuTopuio, K 06opy-
[LOBAHMIO 1 K MH(DOPMALMU B CUCTEME, B TOM UYUC/IE MEP UAEHTUDMKA-
LMK 1 ayTeHTMdMKAL MW NoNb30BaTeseii N NpoLeccoB:

NPUMEHEHNE CPEACTB U KOMMN/IEKCOB A0BEPEHHOMN 3arpysku;

npMMeHeHne Mep KOHTPOJIS U aHanM3a 3alMLLeHHOCT NPOrpamMMHbIX
1 NporpaMMHO-annapartHbiX MOAy/ei CUCTeMbl OT Yrpo3 U3MEHEeHusi
HaCTPOEK 1 HapyLeHNs (yHKLMOHNPOBaHNS:

MOHWUTOPWHT, perncTpauus n yyet AelicTBUIA Nnonb3oBateneii u BbINO-
HEeHUs NPoLLeccoB B CUCTEME;

npeceyeHne n 610KMPOBAHNE HEMPABOMEPHbIX AeNCTBWIA NoNb3oBaTe-
neii. B TOM 4ncne HanpasieHHbIX Ha HECAHKLMOHNPOBAHHYIO UHCTa-
NALWI0 NPOrPaMMHOr0 06eCneyeHuns:;

npuMeHeHne mep pesepBMpoBaHNA N BOCCTaHOB/1EHUA NporpamMMHOro
1N annapatHoro obecneyeHus cucTemsbl



Mpogomkenne Tabnuybl I 1

CUCTEMHbI
npouecc

Mpouecc onpepae-
JIEHUSI CUCTEMHbIX
TpeboBaHuii

Mpouecc onpege-
NEHUSI apXNTEKTY-
pbl CUCTEMBI

BepoATHOCTHbIE
nokasaresim puckos

YacTHble nokasaTtenu
pucka peanusauum
yrpo3 yTeukn KoHdu-
OEeHLMaNbLHON nHgop-
Mauun B yCnoBusx
OTCYTCTBUS Mep 3a-
WK1Tbl. NpegnaraembIx
K MPUMEHEHMIO B Xo4e
cdhopmupoBaHnus cu-
CTEMHbIX Tpe6oBaHWiA,
1 B YCNIOBUSX NX NpU-
MeHeHus (nokasarenu
0CTaTOYHOrO pucka Ha-
pylieHus TpeboBaHuii
no 3awute KOHUAEH-
uuanbHoit MHopma-
LM B cUCTEME UK O
cucteme)

WHTerpanbHble noka-
3aTenun pucka peanu-
3auuun yrpos, Hanpas-
NIEeHHbIX Ha HapyllueHne
hyYHKLMOHpOBaHNA
cUCTeMbl B TeYeHue

ee XVN3HEHHOro uukna,
B YC/IOBUAX OTCYTCTBUA
1 NpUMEHEeHUs Mep 3a-
WMTbI, NpeanaraemMbix
B X04e (hopMnpoBaHus
CUCTEMHbIX TpeboBa-
HWiA

Puck HapyleHus Ha-
[eXHOCTU peanusauyunn
npouecca 6e3 yyeta
TpeboBaHwWii No 3awmTe
NHopmauum

FOCT P 59343—2021

B03MOXHble COCOBbl YMEHbLLEHUSI PYCKOB, UCTO/b3yeMble
B pe3y/ibTate NpUMEHEHUSI METOAOB U MoAgneit no Tabnmue B.1

3awura cuctemMbl OT BP€4OHOCHOIO NPOrpaMmMHOro obecneyeHuns;
MeXCeTeBOe 3KpaHnpoBaHue;

1CNOMb30BaHNE CUCTEMbI OGHAPYXEHNS BTOPXKEHUIA 1 NpeceyeHuns no-
NbITOK NPOHUKHOBEHNSI B ONEPALUOHHYIO CPesy;

npYMeHeHWe Mep pasrpaHuyeHnss JoCTyna Ha TeppuTopuio, K 060py-
LOBAHWIO U K MHC(hOPMAaLMK B CUCTEME, B TOM YUC/IE MEP UAEHTUMKA-
LMW 1 ayTeHTMdMKaLMu nonb3oBaTeneil v NpoLeccos;

NPUMEHEHNE CPEACTB U KOMMN/IEKCOB AOBEPEHHOI 3arpy3ku;

NpYMEHeHNe Mep KOHTPONA 1 aHann3a 3aluLLeHHOCTW NPOrPaMMHbIX
1 NporpaMMHoO-annapaTtHbiX MOAY/ell CUCTEMbI OT Yrpo3 BO3MOXHO
yTeukn uHpopmayuu.

MOHUTOPWHT, perncTpauusi u yuyeT AelicTBUIA Nonb3oBaTe e n BbINOS-
HEHWA NPOLLeccoB B cUCTEME;

npeceyeHue 1 6/10KMPOBaHNE HEMPABOMEPHbIX AeCTBUM Nob3oBaTe-
neil, HanpaBfiEHHbIX HA KOMMPOBaHWE WHGOpPMaLUn U1nan HecaHKLu-
OHUMPOBAHHYI0 ee nepejavy BO BHELUHUE CETH;

yueT, peructpauns U npuMeHeHne TeXHUYeCKNX Mep 3aluTbl OTHYXAa-
eMblIX HOCcUTeNel HopmaLuu;

NpUMeHeHne KpunTorpadgmyeckoil 3aluTbl Tpaguka Kak BHYTPU Cu-
CTeMbl. TaK U Npy B3aMMOAENCTBUM e€e C APYTUMU CUCTEMAMMU

Bce cnoco6bl yMeHbLUEHUA PUCKOB peanu3auuu yrpo3 6e3onacHocTv
MHhopMaL MK, OLEHUBAEMbIX MO YACTHLIM NoKasaTensaM ANs fJaHHOTo
npouecca, a Takxe:

MOHWTOPUHT Ny6MKaLuii NO BO3MOXHbLIM Yrpo3am 1 UHUMAEHTaM 6e3-
0MacHOCTU MH(OPMaLWK, HOBbIM YSI3BUMOCTAMW CUCTEMHOTO W Npu-
KNagHoro NPOrpaMMHOro o6ecneyeHmnst 1 CpecTBam Ux aKkcnayaraymum
B MHTepecax yuyeTa npu (OpMUPOBAHWU CUCTEMHbIX TpeGoBaHWil B
4acTu 3aluThl MHHOPMALMU HA BCEX CTAAUAX XU3HEHHOTO LMKIa cu-
cTeMmbl;

corflacoBaHve MoAMexalnx NPUMEHEHNID HA PasHbIX CTaAWSAX XW3-
HEHHOTO LMKIa CUCTEMbI Mep 3aLMTbl OT YIPO3 HapyLIeHUs (YHKLWO-
HWPOBAHWS CUCTEMbI UMW YTEUKN KOH(UAEHLMANBHOW MHopMaLuK;

o6ecneyeHre BO3MOXHOCTW KOPPEKTVPOBKN COCTaBa U XapakTepucTuk
Mep 3aluTbl 0T Yrpo3 HapyLleHust yHKLMOHUPOBAHUS CUCTEMbI UMK
ee 3/1eMEHTOB U Yrpo3 yTeukn MHopMaLunumn Ha Kaxaoi ctagum xus-
HEHHOTO LMKNa CUCTEMbI B 3aBUCUMOCTH OT (DaKTOB HapylleHus 6e3-
0OMacHOCTU MHOPMAaLUK, BbISBNEHHbIX HA NPeAblAyLLUX CTaANaX

CHWXeHNe 4acToTbl BO3HUKHOBEHWS WCTOYHWKOB Yrpo3 HafexXHoCTU
peanusauum npouecca onpegeneHns apxuTekTypbl cucTemsl (ecnu
3TO BO3MOXHO NpW ynpasBieHnn puckamm);

yBefinieHne BPEMEHU Pa3BUTUS Yrpo3 A0 HapyLleHus (ecnn 3To BO3-
MOXHO NpU yNpaBaeHnu puckamm);

onTuMmusayuna nepuoga BpemMeHn mexnay CUCTeMHbIMU ANarHoCTUKaMU,
CHUXeHne ANUTeNIbHOCTU CUCTEeMHOW ANarHoCTUKK,

CHUXeHne BpeMeHN BOCCTaHOB/IE€HUA CUCTEMbI NOC/1e HapyLleHUs;
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MpopomkeHne Tabnuupl . 1

CuUcTeMHbI i
npouecc

Mpouecc onpege-
NIEHUSI apXUTEKTY-
pbl cUCTEMBI

Mpouecc onpege-
NeHns npoekTa
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BeposATHOCTHbIE
nokasaTtenun puckKkos

Puck HapyweHus Ha-
[EeXHOCTU peanusauuu
npouecca 6e3 yyeTa
TpeboBaHuii No 3awmTe
MHopmauum

Puck HapyweHusa
Tpe6oBaHWii No 3awuTe
MHopmauum B Npo-
uecce

MHTerpanbHbIi puck
HapyLlleHus peanusa-
Lnu npouecca c yyeTom
TpeboBaHuii No 3awuTe
MHopmaLmn

Puck HapyLlieHns Ha-
[eXHOCTU peanunsaunm
npouecca 6e3 yyeta
Tpe6oBaHwuii nNo 3awuTe
MHopmauum

Puck HapyweHus
TpeboBaHuii No 3awmuTe
MHbopmaLum B npo-
Lecce

NHTerpanbHbIi puck
HapyLlleHus peanusa-
Lumn npotecca ¢ y4eTom
Tpeb6oBaHwuii No 3awuTe
NHopmauum

BO3MOXHble CNOCOGblI YMeHbLIEHUA PUCKOB, UCNONb3yeMble
B pe3ynbTaTe NPUMEHEHUs MeTOf0B U MoJeneii no Taénuye B.1

BbIGOP Nepuofa NporHo3a, Korga BO3MOXHbI 3PMEKTUBHbIE Npef-
ynpexgpatouime ynpasfneH4yeckne Bo3AeicTBUS B NpoLEecce onpeaene-
HUS| apPXUTEKTYpPbI CUCTEMBbI

CHUXEHME 4acTOoTbl BO3HUKHOBEHWSI UCTOYHUKOB Yrpo3 HapyLlleHWs
Tpe6oBaHuWii No 3awwuTe MHGopmaLunm B nNpouecce onpeaeneHns ap-
XUTEKTYPbl CUCTEMBbI (EC/IM 3TO BO3MOXHO MPUW yNpaBieHun puckamm);

yBenuyeHne BpeMeHU pas3BuTUSA Yrpo3 A0 HapylleHus (ecnv 3To BO3-
MOXHO MPU yNpasiieHun puckamm);

onTuMmnsauna nepuoga BpeMeHn mexay CUCTEMHbIMU AUarHOCTUKaMu;
CHUXeHue ANINTEeNIbHOCTU CUCTEMHOW ANArHOCTUKK;
CHUXeHne BpeMeHN BOCCTaHOB/1E€HUA CUCTEMbI NOCNEe HapyLlleHns,;

BbIGOP Mepuofa NporHosa, Korga BO3MOXHbI 3PeKTUBHbIE npeay-
npexgjaroline ynpasneHueckme Bo3AeiicTBMA B npouecce onpegene-
HWSA apXUTEKTYpbl CUCTEMbI

C6anaHcMpoBaHHble AeiicTBIUsA Mo 06ecneyeHnio HafexHoCT peanu-
3auuy npouecca onpeaesieHns apxXUTeKTypbl CUCTEMbI 1 3aALLUTE UH-
¢hopmauum B npouecce, HanpaB/ieHHbIE HA yAepXaHue puUckoB B AO-
NyCTUMbIX npegenax

BbINO/IHEHWE HEOBXOANMBIX YC/IOBUA C 3aBEPLIEHNEM BCEX MPEANnpU-
HUMaeMbIX felicTBUI NpoLiecca onpegeneHus NpoexTa;

co6t0AeHne CPOKOB BbIMOSIHEHNA HEOOX0AMMbIX AeliCTBUIA npouecca

CHWXEHNe 4acToTbl BO3HUKHOBEHWSI WCTOYHWMKOB Yrpo3 HapylleHus
Tpe6oBaHuil No 3awuTe MHOPMALMK B NPOLLECCe ONpeAeneHus npo-
ekTa (ecqim 3To BO3MOXHO Npu yNpaB/ieHn puckamu);

yBE/IMYEHNE BPEMEHN Pa3BUTUS Yrpo3 [0 HapyLieHUs (ecqn 3To BO3-
MOXHO NpY ynpaBneHun puckamm).

onTuMunsauusa nepunona BpemMeHn mexay CAICTEMHbIMU ANArHOCTUKaMU,
CHUXeHue ANNTeNIbHOCTU CUCTEMHOWA ANarHoCTUKKU;
CHMXEeHNne BpeMeHNn BOCCTaHOB/IEHUA CUCTEMbI NOCNE€ HapyLWeHUA;

BbIGOP Mepuoja MporHosa, Korga BO3MOXHbI 3p(eKTUBHbIe npeay-
npexgalwLne ynpasneHueckue BO3LENCTBUS B Npouecce onpegene-
HUS NpoekTa

C6anaHcupoBaHHble AeNCTBUS N0 0GECNIEYEHNIO HAAEXKHOCTN peanu-
3auuu npouecca onpegesieHns NpoekTa u 3awmTe nHopmalmy B npo-
Llecce. Hanpas/ieHHbIE HA YAEepXaH1e PUCKOB B AOMYCTUMbIX NpeAenax



Mpogomkenne Tabnuybl I 1

CUCTEMHbI
npouecc

Mpouecc cuctem-
HOro aHanmsa

Mpouecc peanu-
3aunmn cucTemsl

BepoATHOCTHbIE
nokasaresim puckos

Puck HapylleHus Ha-
LEeXHOCTU peanusaumu
npouecca 6e3 yyeta
Tpe6oBaHuii No 3awmTe
MHopMaLum

Puck HapyLweHus
TpeboBaHuii No 3awunTe
MHbopmaLmu B npo-
Lecce

WHTerpanbHblii puck
HapyLlleHus peanvsa-
LMK npolecca c y4eTom
TpeboBaHuii No 3awmTe
MHhopmauuu

Puck HapyweHus Ha-
[eXHOCTU peanusauun
npouecca 6e3 yyeTa
Tpe6oBaHuii No 3awuTe
MHopMaunm

Puck HapylieHns
TpeboBaHwuii Nno 3awuTe
MHopmaLuuun B npo-
Lecce

WHTerpanbHblii puck
HapyleHus peanusa-
Lmu npouecca ¢ y4eTom
TpeboBaHuUil No 3awunTe
MHopMauum

FOCT P 59343—2021

B03MOXHble COCOBbl YMEHbLLEHUSI PYCKOB, UCTO/b3yeMble
B pe3y/ibTate NpUMEHEHUSI METOAOB U MoAgneit no Tabnmue B.1

BbINONHEHUe ANs KaXAoro M3 CUCTEMHbIX NPOLLECCOB HEOBXOAUMbIX
yCcnoBuii ¢ 3aBepLlIeHNEM BCeX NpeanpuHMMAaEeMbiX AeicTBuiA, CBS-
3aHHbIX C MPOTHO3MPOBAHWEM PUCKOB, 06OCHOBAHWEM [OMYCTUMBbIX
PUCKOB, BbISIBIEHWEM SIBHbIX W CKPbITbIX YTPO3, NOAAEPXKKON NPUHSATUS
pelleHnii B XXN3HEHHOM LMK/e CUCTEMbI:

COBNafieHne CPOKOB BbIMOMIHEHNS HEOBXOAUMbIX AEWCTBUI NpoLecca

CHWXeHWe 4acToTbl BO3HWUKHOBEHWS WCTOYHWKOB Yrpo3 HapyllueHus
TpeboBaHUii No 3awuTe MHhopmaLmum B NPoLLECCE CUCTEMHOTO aHasu-
3a (ecnv 3TO BO3MOXHO NpW ynpasieHnn prckamu);

yBE/NMYEHNE BPEMEHW Pa3BUTUSA Yrpo3 40 HapyLleHus (ecnv aTo BO3-
MOXHO NpyW yrnpaBneHun puckamu);

oNnTUMU3ALMS NEPUOSA BPEMEHN MEXAY CUCTEMHbBIMU ANArHOCTUKAMU:
CHWXEHWEe [NUTENTbHOCTWN CUCTEMHOW ANArHOCTUKY;
CHWXEHNE BPEMEHN BOCCTAHOB/IEHUSI CUCTEMbI NOC/NE HAPYLUEHUS;

BbIGOP Mepuoja MporHo3a, Korda BO3MOXHbI 3(h(heKTWBHbIe npesy-
npexgatoLine ynpasjieHYeckne BO3AeiCTBMs B NpPOLEecce CUCTEMHOTO
aHanusa

C6anaHcuMpoBaHHble AeliCTBUS MO 06eCNEYEHNI0 HaLeXHOCTH peanu-
3auuu npouecca CUCTEMHOTO aHanusa 1 3awuTte nHopMauum B npo-
Llecce. HanpaB/EHHbIE HA YAepXaHWe PUCKOB B JONYCTUMbIX Npeaenax

BbinonHeHne HEOGXOANMBIX YCNOBUI C 3aBeplUeHneM Bcex npeanpu-
HUMaeMbIx AelicTBUIA NpoLecca peannsalumn CUCTEMbI;

cobnogeHne CpPOKOB BbINO/IHEHUA HEOo6X0ANMbIX AelicTBUiA npouecca

CHMXeHNe 4acToTbl BO3HUKHOBEHMUS WCTOYHMKOB Yrpo3 HapylleHus
TpeboBaHWii No 3alwmTe Hopmalmn B NpoLecce peannsaunm cucte-
Mbl (ECNIN 3TO BO3MOXHO MpU ynpaBieHUn puckamm);

yBe/IMYEHNEe BPEMEHU PasBUTWSI Yrpo3 A0 HApYLIEHWs (ECM 3TO BO3-
MOXHO NpU ynpaefieHnu puckamm);

onTuMusayuna nepuoga BpeMeHn mexnay CUCTeMHbIMU ANarHoCTUKaMu,
CHMXeHne ONUTEeIbHOCTU CUCTEMHOW ANarHoCTUKHK,
CHUXeHne BpeMeHn BOCCTaHOB/IEHUA CUCTEMbI NOC/ie HapyLleHUs;

BbIGOP Mepuoga NporHosa, Korga BO3MOXHbI 3 (DeKTUBHbIE npeay-
npexgarLive ynpaBneH4Yeckne BO3eiiCTBMS B MpoLecce peanusauyuu
cucTembl

Cb6anaHcupoBaHHble felicTBUSA No o6ecneyeHunto HafeXHOCTH BbINos-
HEeHUs npoliecca peanusalum CUCTEMbI U 3alLuTe MHGopMaLum B Npo-
Llecce. HanpaB/feHHble Ha yAepXaHue pUCKOB B A0NYCTUMbIX Npefenax
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CUCTEMHbIIA
npouecc

Mpouecc Kom-
neKcUpoBaHus
cUCTEMBI

Mpouecc Bepudu-
KaLuu cuctemsl
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BepoATHOCTHbIE
rnokasaresin puckos

Puck HapylieHns Ha-
[EeXHOCTV peanusauuu
npouecca 6e3 yyeta
Tpe6oBaHuii no sawuTe
MHopmaLmm

Puck HapyweHunsa
TpeboBaHuii no 3awuTe
MHopMaLun B Npo-
Lecce

WHTerpanbHblil puck
HapylieHus peanusa-
Lnu npouecca ¢ y4etTom
TpeboBaHuii No 3awuTe
MHopmaLmu

PuCK HapyLlleHusa Ha-
[EeXHOCTU peanu3auuu
npouecca 6e3 yyeTa
TpeboBaHuii No 3awuTe
NHhopmauum

Puck HapyweHuns
Tpe6oBaHuii No 3awute
nHchopmaLluu B Npo-
Lecce

VIHTerpanbHbliA puck
HapyLlleHus peanusa-
LM npotecca ¢ y4eTom
TpeboBaHuii no 3awmTe
NHopmauum

BO3MOXHbIE CMOCOOLI YMEHBLLIEHWS PUCKOB, UCMOMb3yeMbIE
B pesy/bTaTe NPUMEHEHUS METOAOB U MoZerel no Tabnmue Bl

BbiNo/fiHeHWe Heo6X04MMbIX YC/IOBMIA C 3aBeplueHnemM BCex npeanpu-
HUMaeMbIX AeliCTBNiA npouecca KOMMNIEKCUPOBAHUS CUCTEMbI;

cO6/I0eHNE CPOKOB BbINOIHEHNSI HEO6XOAUMbIX AeicTBUil npoLecca

CHWXKEHMe 4acTOTbl BO3HUKHOBEHWSI WCTOYHWKOB YIpO3 HapylleHus
Tpe6oBaHuii No 3awuTe MHGOPMaLUM B NPoLLecce KOMMIEKCMPOBaHWS
cucTembl (EC/IM 3TO BO3MOXHO MPU YNpaB/IeHUN pruckamm);

yBefiieHue BpeMeHU pasBuUTUSA Yrpo3 A0 HapylleHus (ecnv 3To BO3-
MOXHO NpU ynpasiieHun puckamu);

onTuMmnsauna nepuoga BpeMeHn mexay CUCTEMHbIMU AUarHOCTUKaMu;
CHUXeHue ANINTEeNIbHOCTU CUCTEMHOW ANArHOCTUKN:
CHUXeHne BpeMeHN BOCCTaHOB/1EHUA CUCTEMbI NOC/1e HapylleHns,;

BbIGOP Mepuofa NporHosa, Korga BO3MOXHbI 3P eKTUBHbIE npeay-
npexgjaroline ynpaBaeHueckme Bo3feiicTBMS B npoLiecce KOMMNIeKcH-
poBaHuA cucTembl

C6anaHcMpoBaHHble feliCTBUS N0 06ecneyeHnio HafexHoCT peanu-
3auuM mpouecca KOMMIEKCUPOBAHWUS CUCTEMbI U 3alyuTe MHopMa-
LMK B NpoLiecce, HanpaBeHHbIe Ha yAepXaHue pUCKoB B AOMYCTUMbIX
npegenax

BbiNo/iHeHME HEeO6X0AMMbIX YC/IOBMIA C 3aBEepLUIEHNEM BCEX Npesnpu-
HUMaeMbIX AeliCTBMIi NpoLecca BepudrKkaLum cucTeMbl;

co6/1t0iEHNE CPOKOB BbINO/IHEHUSI HEO6XOAUMbIX AeliCTBUI NpoLecca

CHWXeHne 4acTOTbl BO3HWKHOBEHWA WMCTOYHWMKOB Yrpo3 HapylleHus
TpeboBaHuWii No 3aluTe MHhopmaumm B npolecce Bepucukauum cu-
CTeMbl (ecnn 3TO BO3MOXHO MpW YNpaBieHUn puckamu):

yBENNYEHNE BPEMEHN Pa3BUTUS Yrpo3 [0 HapyLUeHUs (ecniu 3To BO3-
MOXHO NpW ynpasneHnn puckamu);

onTUMMU3aLMS NEPUOLA BPEMEHN MEXAY CUCTEMHBIMU UarHoCTUKamu;
CHUXEHWe JNTENbHOCTWN CUCTEMHOW ANArHOCTUKM:
CHUXEHNE BPEMEHU BOCCTAHOB/EHNS CUCTEMbI NOC/E HapyLUeHUs:;

BbIGOP Mepuofa MporHo3a, Korga BO3MOXHbI 3(p(eKTUBHbIE Npeay-
npexaawlime ynpasneHyeckne Bo34elicTBMs B npouecce Bepuduka-
LMK CUCTEMBI

C6anaHcMpoBaHHble [AeACTBMSA MO 0GECNEYEHUID HALEeXHOCTU pea-
nn3auun npouecca sepudrkauuM cucTembl 1 3awute uMHbopmauum
B Mnpolecce, Hanpas/ieHHble Ha yAepXaHue PUCKOB B [OMNYCTUMbIX
npegenax



Mpogomkenne Tabnuybl I 1

CUCTEMHbI
npouecc

Mpouecc nepegaa-
um cucTemsl

Mpouecc atTecTa-
Unn cucTembl

BepoATHOCTHbIE
nokasaresim puckos

Puck HapylleHus Ha-
LEeXHOCTU peanusaumu
npouecca 6e3 yyeta
Tpe6oBaHuii No 3awmTe
MHopMaLum

Puck HapylweHns
TpeboBaHuii No 3awmTe
MHopmauuu B npo-
Lecce

WHTerpanbHblii puck
HapyleHns peanusa-
Luu npoLecca ¢ y4eTom
Tpe6oBaHuii No 3alnTe
MHopMauum

Puck HapyleHus Ha-
[EeXHOCTU peanusaunmn
npouecca 6e3 yyeta
TpeboBaHuii No 3awmTe
MHopmaunu

Puck HapyweHus
TpeboBaHuii No 3awwmTe
nHchopmaLum B Npo-
Lecce

WHTerpanbHblii puck
HapyleHnsa peanusa-
Lnu npouecca ¢ yyeTom
Tpe6oBaHwuii No 3awuTe
MHopMaLum

FOCT P 59343—2021

B03MOXHble COCOBbl YMEHbLLEHUSI PYCKOB, UCTO/b3yeMble
B pe3y/ibTate NpUMEHEHUSI METOAOB U MoAgneit no Tabnmue B.1

BbinonHeHne HEOGXOANMbIX YCNOBUI C 3aBepLUEHNeM BCex npeanpu-
HUMaeMbIx AelicTBUIA npolecca nepesfayv CUCTEMbI:

co6/10ieHNe CPOKOB BbINOTHEHUST HEOBXOANMbIX AelicTBUiA npoLecca

CHWXeHNe 4acToTbl BO3HWUKHOBEHWUS WCTOYHMKOB Yrpo3 HapylueHus
TpeboBaHWii No 3aWuTe nHopmalumn B Nnpolecce nepegaym cucTembl
(ecnn 3TO BO3MOXHO NpuW ynpaBAeHuy puckamm);

yBe/IMYeHNe BPEMEHU PasBUTWS Yrpo3 A0 HapyLIeHWsi (eCM 3TO BO3-
MOXHO NpU ynpaefieHnn puckamm);

onTuMusayuna nepuoga BpeMeHun mexay CACTEMHbIMU ANarHoOCTUKaMIn:
CHMXeHne ONTUTEeSIbHOCTU CUCTEMHOW ANarHOCTUKHK,
CHUXeHne BpeMeHn BOCCTaHOB/1EHUA CUCTEMbI NOC/ie HapyLlleHns.

BbIGOpP Mepuoga NporHosa, korga BO3MOXHbI 3(PeKTUBHbIE npeny-
npexgaloLline ynpasfeHuyeckne BO3AeNCTBUA B Mpouecce nepegayu
cucTembl

C6anaHcnpoBaHHble JeliCTBUS N0 06ecneyeHnto HageXHoCT peanu-
3auun npouecca nepeaaun CUCTeMbl M 3aluTe UHOpMaLnK B Npo-
Liecce. HanpaB/ieHHbIE Ha yiepXaHue pUCKoB B AOMYCTUMbIX Npeaenax

BbINonHeHNe HEOGXOANMbIX YCNOBUIA C 3aBEPLUEHNEM BCEX Npeanpu-
HUMaeMbIx feiicTBUiA npoLiecca aTTecTayum cUcTeMb:

obecneyeHne roTOBHOCTU CUCTEMbI K BbINOSTHEHWIO TpeﬁOBaHI/IVI 3aunH-
TepeCcoBaHHbIX CTOPOH NO Ka4yecTBy, CpPOKaM M 3aTpatam

CHMXKeHNe 4acToTbl BO3HWUKHOBEHWS WCTOYHWKOB Yrpo3 HapylleHus
TpeboBaHuWil No 3awuTe MHopMaLMM B npoLecce aTtTectaunm cucte-
Mbl (€CIM 3TO BO3MOXHO MpW yrnpaBieHnn puckamm);

yBe/MYeHNe BPEMEHN Pa3BUTUS Yrpo3 40 HapyLlleHus (eciu 3To BO3-
MOXHO NpW ynpaefieHun puckamu);

onTUMU3aLMS NEPUOSA BPEMEHUN MEXAY CUCTEMHbIMU ANArHOCTUKAMU:
CHWXEHWEe ANUTENTbHOCTN CUCTEMHOW ANArHOCTUKY;
CHWXEHWNE BPEMEHN BOCCTAHOB/IEHUSI CUCTEMbI NOC/NE HAPYLLEHNS;

BbIGOP Mepuoja MporHo3a, Korda BO3MOXHbI 3((eKTUBHbIE Mpeay-
npexjaioLyne ynpasneHyeckue Bo34eiicTBus B npouecce atrecrauum
CUCTEMBI

C6anaHcypoBaHHble AeCTBUSA N0 06ECNEUYEHUID HALEXHOCTU peanu-
3auuu npolecca atTectayuyu CUCTEMbI U 3aluTe WHopMaumy B npo-
Llecce. HanpaB/EHHbIE Ha YAepXaHue PUCKOB B A0NYCTUMbIX Npegenax

33
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CuUcTeMHbI i
npouecc

Mpouecc yHkK-

LiMOHMPOBaHNS
cucTemsl

34

BeposATHOCTHbIE
nokasaTtenun puckKkos

Puck HapylieHns Ha-
[EeXHOCTV peanusauuu
npouecca 6e3 yyeta
Tpe6oBaHuii no sawuTe
MHopmaLmm

Puck HapylieHuns
Tpe6oBaHuii No 3awute
nHdhopmaluu B npo-
Lecce

BO3MOXHble CNOCOGblI YMeHbLIEHUA PUCKOB, UCNONb3yeMble
B pe3ynbTaTe NPUMEHEHUs MeTOf0B U MoJeneii no Taénuye B.1

CHWXKEHWE 4acToTbl BO3HUKHOBEHUSI UICTOUHUKOB YIPoO3 HapyLIeHUs Ha-
LEeXHOCTU peanusauum npouecca QyHKLMOHUPOBAHNUS CUCTEMbI (EC/U
3T0 BO3MOXHO NPU YNpaB/ieHNU puckamu);

yBE/IMYEHNE BPEMEHN Pa3BUTUS Yrpo3 0 HapyLUEHUS (EC/M 3TO BO3-
MOXHO NPW yNpaBieHun puckamu);

onTUMMU3aLMS NEPUOLA BPEMEHN MEXAY CUCTEMHBIMM AUArHOCTUKAMY;
CHUXEHWEe JNTENbHOCTWN CUCTEMHOI ANArHOCTUKM;
CHUXEHNE BPEMEHU BOCCTAHOB/IEHWNSA CUCTEMbI NOC/E HapyLUEeHUs;

BbIGOP nepuofa MporHo3sa, Korga BO3MOXHbI 3p(eKTUBHbIe Npeay-
npexaarwLme ynpasneHyeckue BO3LeiCTBUS B NPOLECCe (PYHKLUOHN-
pOBaHWs cUCTEMbl;

o6ecneveHne HEO6GXOAUMON HafEXHOCTN NpeAcTaBleHUs UCMOob3ye-
MOV MHchopmauum;

o6ecneveHne Heo6XxO0ANMOV CBOEBPEMEHHOCTU MNpeAcTaBleHUs uc-
nosib3yeMoi nHcpopmavmuy;

o6ecrneyeHne Heo6x0AUMOl MOMHOTLI ONEPATUBHOIO OTPaXKEHMS 8 cu-
cTeMe HOBbIX 06BEKTOB U SIBIEHNUIA,

o6ecrneyeHne Heo6XOAMMON akTyanbHOCTU OGHOBASIEMON MHoOpMa-
unn;

o6ecneyeHne Heobxoaumoli 6e30WMB0YHOCTM MHopMauuu nocne
KOHTpONS;

o6ecneyeHne Heo6xoaUMOL KOPPEKTHOCTU 06paboTKM MHhopMaLMK:

obecneyeHne Heo6GXxoAMMOI 6e30WMNBGOYHOCTY AEelCTBUIA [O/MKHOCT-
HbIX NNl

CHWXKeHne 4acTOTbl BO3HWKHOBEHWS WCTOYHWMKOB Yrpo3 HapylleHus
Tpeb6oBaHMii No 3awuTe MHopMauuyu B npouecce (PYHKLUUOHMPOBA-
HWSA CUCTEMbI (eCaM 3TO BO3MOXHO NP ynpaB/ieHnn puckamm):

yBENNYEHNE BPEMEHN Pa3BUTUS Yrpo3 [0 HapyLUEHUs (ec/u 3TO BO3-
MOXHO NpW ynpasneHnn puckamu);

onTUMMU3aLMS NEPUOLA BPEMEHN MEXAY CUCTEMHBIMU UArHoCTUKamu;
CHUXEHWEe JINTENbHOCTWN CUCTEMHOI ANArHOCTUKN:
CHUXEHNE BPEMEHU BOCCTAHOB/EHNSA CUCTEMbI NOC/E HapyLUeHUs;

BbIGOP Mepuoja NporHosa, Korga BO3MOXHbI 3P EKTUBHbIE Npeay-
npexaatoLme ynpasneHyeckue Bo3AeicTus B npouecce (yHKLUOHN-
pOBaHMWs CUCTEMbI;

COXpaHeHue uUennoCTHOCTH I/IH(*JOpMaLI'I/II/I CUCTeMbl B yCnoBusax onac-
HbIX MPOrpaMMKO-TEXHNYECKNX BO3,qu7ICTBI/II7I;

obecneyeHne 3aLiMLieHHOCTN aKTUBOB OT HeCaHKLMOHMPOBAHHOTO A0-
cTyna:

COXpaHeHne KOH(UAEHUMANBHOCTM UCTONb3YeMoii MHopMaLLMn



Mpogomkenne Tabnuybl I 1

CUCTEMHbI
npouecc

Mpouecc dyHkK-
LMOHUPOBaHNS
cucTemsl

Mpouecc co-
NpoBOXAEHMUSA
cUcTeMbl

Mpouecc n3b-
ATWS U cNucaHus
cucTembl

BepoATHOCTHbIE
nokasaresim puckos

WHTerpanbHblii puck
HapyleHnsa peanusa-
Luu npouecca ¢ yyeTom
Tpe6oBaHuii No 3awunTe
MHopMaLum

Puck HapylweHus Ha-
[EeXHOCTU peanusaunmn
npouecca 6e3 yyeta
TpeboBaHuii No 3awmTe
MHopmaunu

Puck HapyLweHus
Tpe6oBaHuii No 3almTe
MHbopmaLmm B npo-
Lecce

WHTerpanbHblii pyuck
HapylleHus peanvsa-
LMK npolecca c yyetom
TpeboBaHuii No 3awnte
MHopmauum

Puck HapyweHns Ha-
[eXHOCTU peanusauuu
npouecca 6e3 yyeta
Tpe6oBaHuii No 3awuTe
MHopMaunm

Puck HapylieHns
TpeboBaHwuii No 3awuTe
NHopmaLuun B nNpo-
Lecce

FOCT P 59343—2021

B03MOXHble COCOBbl YMEHbLLEHUSI PYCKOB, UCTO/b3yeMble
B pe3y/ibTate NpUMEHEHUSI METOAOB U MoAgneit no Tabnmue B.1

C6anaHcrnpoBaHHble JeiiCTBUS Mo 06ecneyeHnto HageXHOCT peanu-
3auum npouecca PyHKLMOHMPOBAHUS CUCTEMbI U 3alyuTe nHgopma-
LMW B MpoLecce, Hanpas/ieHHbIe Ha yAepXaHne PUCKOB B fONYCTUMBbIX
npegenax

CHUWXEHNE YaCTOTbl BO3HUKHOBEHWSI UCTOYHUKOB YIPO3 HApyLIEeHUs Ha-
[leXHOCTMN peanusalmm npoLecca ConpoBOXAEHUs CUCTEMbI (€C/IN 3TO
BO3MOXHO NMpU YNpasieHUn puckamu):

yBe/IMYeHNe BPEMEHU PasBUTWS Yrpo3 A0 HapyLieHWsi (eCM 3TO BO3-
MOXHO NpU ynpaefieHnn puckamm);

onTuMusayuna nepuoga BpeMeHun mexay CACTEMHbIMU ANarHoOCTUKaMIn:
CHMXeHne ONTUTEeSIbHOCTU CUCTEMHOIA ANarHOCTUKHK,
CHUXeHne BpeMeHn BOCCTaHOB/1EHUA CUCTEMbI NOC/ie HapyLlleHns.

BbIGOpP Mepuoga MNporHosa, korga BO3MOXHbI 3PP eKTUBHbIE npeny-
npexgjalwoLline ynpasfeH4Yeckne BO3AeNCTBUA B MpoLiecce CONpPOBO-
XOEHNS cucTeMbl

CHMXeHNe 4acToTbl BO3HMKHOBEHUSI UCTOYHWKOB Yrpo3 HapylleHus
TpeboBaHUii No 3awuTe MHGOpMaLUM B MpoOLECCE CONPOBOXAEHMUS
cucTeMbl (ECaM 3TO BO3MOXHO MPU YNpaBAeHUN puckamu);

yBeNMYeHNe BPEMEHU Pa3BUTUSA Yrpo3 40 HapyLleHus (ecnv aTo BO3-
MOXHO NpU ynpasfieHun puckamm);

onTUMU3aLMs Nepuoa BPEMEHN MeXAy CUCTEMHbIMU ANArHOCTUKAMU:
CHWXEHWEe [NUTENTbHOCTN CUCTEMHOW ANArHOCTUKY;
CHWXEHWNE BPEMEHN BOCCTAHOB/IEHUSI CUCTEMbI NOCNE HAPYLUEHUS;

BbIGOP Mepuoja MporHo3a, Korda BO3MOXHbI 3((eKTUBHbIE Npeay-
npexjaiolyne ynpasneH4Yeckue BO3L4ENCTBUSI B NpoLecce CONpPoOBO-
XAEHWSI CUCTEMBI

C6anaHcrpoBaHHble AelCTBUSA N0 06ECNEUYEHUID HALEXHOCTU peanu-
3aLuu npolecca ConpoBOXAEHUA CUCTEMbI W 3awuTe MHopmauun B
npouecce, HanpaB/ieHHble Ha YAepXaHue PUCKOB B AOMYCTUMbIX Npe-
fenax

BbinonHeHne HEOGXOANMbIX YCNOBUI C 3aBepLUeHneM Bcex npeanpu-
HUMaeMbIX AelicTBUiA npoLecca N3bsATUS U CMUCAHNUSA CUCTEMBI;

cobnogeHne CpPOKOB BbINO/IHEHUA HEO6X0ANMbIX AeicTBUIA npouecca

CHWXEHNEe 4acToTbl BO3HWKHOBEHUSI UCTOYHWMKOB YIrpo3 HapylleHus
Tpe6oBaHWii No 3awuTe MHGopmalyun B Npouecce U3bLATUA U cnuca-
HUSI CUCTEMbI (EC/IN 3TO BO3MOXHO NpY YNpPaB/EHUN pUcKamu);

yBe/IMYEHNEe BPEMEHU PasBUTWSI Yrpo3 A0 HapyLIEHWs (ECM 3TO BO3-
MOXHO NpU ynpasfieHnu puckammy);

onTuMusayna nepuoga BpeMmeHn Mmexay CACTEMHbIMU ANarHoCTUKaMU;

CHUXeHne ANUTeNIbHOCTU CUCTEMHOW ANarHoCTUKK,
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OkoHuaHune Tabnuubl 1

CUCTEMHbIIA BeposiTHOCTHbIE B0o3MOXHble Croco6bl YMEHbLLEHNSI PUCKOB, UCMOMb3yeMble
npowecc nokasare iy pyckoB B pe3y/ibTare NPUMEHEHUs1 METOAOB U Moaeneii no Tabnuue B.1

Mpouecc n3b- Puck HapyweHus CHUXEHNE BPEMEHN BOCCTAHOB/IEHNSA CUCTEMbI NOC/E HAPYLIEHNS;

ATUA U cnucaHua TpeboBaHwuii No 3awuTe

cUCTeMb! UHopMaLMn B npo- BbIGOP Mepuofa nporHosa, Korga BO3I\{I’O)KHbI athbdhekTuBHbIE Npeay-
Lecce npexparoume ynpasneHYeckne BO3AEWCTBUA B npouecce U3bATUA

1 cnncaHus cMcTemsl

Mpouecc n3b- VIHTerpanbHbliA puck CbanaHcmpoBaHHble AeiicTBUSA N0 06ecnevyeHnto HaleXXHoCTu peanu-

ATUSA U CNUcaHus HapyleHunsa peanusa- 3auny npouecca U3bATUA U CAMCAHWUA CUCTEMbI U 3awmTe nHgopma-

CUCTEMBI Luuy npouecca ¢ y4eToM LUK B MpoLiecce, Hanpas/eHHbIe HA yAepXaHne PUCKOB B AOMYCTUMbIX
TpeboBaHuii No 3awuTe  npegenax
MHopmauum

.7 MaTepuanbHO-TexHU4yeckoe obecneyexHune

B cocTtaB mMaTepuanbHO-TEXHUYECKOTO 06ecrnevyeHnss NPorHO3NpPoOBaHUS PUCKOB BXOAAT (B YacTu, CBOWCTBEHHO
npoueccy rapaHTUn KayecTBa A/11 CUICTEMbI):

- pesynbTaTbl 06C/1Ie40BaHNSA, KOHUENUMA CO3[4aHUS, TEXHUYeCKMii 06nmnk n*mnmn T3 Ha pa3paboTky Ana co3gasa-
eMOoli CUCTeMbl, KOHCTPYKTOPCKasa ¥ 3KCnyaTauMoHHas AOKyMEeHTauus AN cyliecTBYyOLWein cucteMbl (MCNonb3yT Ans
hopMMpOBaHNS NCXOAHBIX AaHHbIX NPU MOAEMMPOBAHNN):

- MoAenb yrpo3 6e3onacHocTv MHpopmauny (MCnob3yoT ANs opMUMpPOoBaHNA HEOGXOAUMBIX UCXOAHbIX AaHHbIX
npv MOAEeNNpPoBaHUN 1 060CHOBaHMSA YCOBEPLUEHCTBOBAHWI B pesy/ibTaTe pelleHns 3ajay CUCTEMHOro aHanunsa):

- 3aMMcu M3 CUCTEMHOTO XypHasa yyeta NpeanochbifoK, UHLWMAEHTOB 1 aBapuii Npu pyHKLMOHWPOBAHUN CUCTEMBI,
CBfI3aHHbIX C HapylweHnem TpeboBaHWii MO 3aWnuTe MHopMauun (MCNoNb3ylT ANA POPMUPOBAHUSA UCXOAHBIX faHHbIX
npy MofenMpoBaHun):

- MAaHbl NMKBMAALUN HapPYLIEeHW, UHUMAEHTOB 1 aBapuii, CBA3aHHbIX C HapyLleHnem TpeboBaHuii No 3awuTe UH-
chopmaummn. 1 BOCCTAHOB/IEHUS LLe/IOCTHOCTU CUCTEMbI (MCNOJb3YIOT A151 (DOPMUPOBAHNS UCXOAHBIX AaHHbIX NPU Mogenu-
poBaHMM 1 060CHOBAHWUS YCOBEPLLUEHCTBOBAaHWIA B pe3ynbTaTe pelleHns 3ajad CUCTEMHOrO aHanmsa):

- 06513aHHOCTM AO/HKHOCTHbBIX /ML, U MHCTPYKL UK NO 3aLiuTe MHpopMaLuuy Npy BbINOMHEHUM npouecca (MCNob3yT
ANA hopMMpOBaHMA NCXOLHbIX AaHHbIX NPU MOAENMPOBaHUY U 060CHOBAHNS YCOBEPLUEHCTBOBaHWIA B pe3ynbTaTe pelue-
HUA 3afia4 CUCTEMHOrO aHann3a);

- MporpaMMHble KOMMJ/IEeKChl, NoAAepXnBaloL e NpUMeHeHe MaTeMaTUYeCcKnX MoAe el 1 MeTof0B N0 HACTOALLNM
MeTOAMYECKMM YKa3aHUsM (MCNOMb3YIOT 418 NPOBEAEHNA pacyeToB U NOAAEPXKKM Npoueayp CUCTEMHOrO aHanusa v npu-
HUMaEMbIX peLleHuii).

.8 OTyeTHOCTbL

Mo pe3ynbTaTtam NPOrHo3MpOBaHNUs PUCKOB COCTaB/AETCS NPOTOKON UM oTyeT no FOCT 7.32 unu no gopme, ycTa-
HaB/IMBAEMOIi B OpraHu3auum.

MpumeyaHune — T[IpuMepoM MPaKTUYECKOrO MNPUMEHEHUA MeTOAUYECKUX YyKasaHWii MOXeT CAyXuTb
FOCT P 58494. B KOTOPOM MOJIOXKEHNA CUCTEMHOW WHXEHepuu afanTupoBaHbl K cMCTEMaM AUCTAHLMOHHOIO KOHTPO-
N5t NpoMbILLNEHHON 6e30nMacHOCTM B OnNacHOM Npou3BoAcTBe. [puMepbl NMPOrHO3VPOBAHWA PUCKOB W pelleHus 3agaqy
cuctemHoro aHanusa npueefeHsl B FOCT P 59331. FTOCT P 59333. TOCT P 59335. TOCT P 59338, TOCT P 59341,
FOCT P 59345, TOCT P 59346. TOCT P 59347. TOCT P 59356.
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Mpunoxexne
(cnpaBo4HOE)

PekomeHAauuu no onpegeneHnto 4oNycTUMbIX 3HauYeHuii nokasatenei puckos

C TOYKM 3peHNs OCTATOYHOTO pucka, XapakTepusyoLero npuemMaemMblii ypoBeHb LLe/I0OCTHOCTU CUCTEM, NPeAbsBNsA-
emble TpeboBaHNA CUCTEMHOW MHXeHepun noapasfenaioT Ha TpeboBaHus Npu JOMYCTUMbIX puckax, 060CHOBbIBAEMbIX
no npeueaeHTHOMY NpuHumMny cornacHo FOCT P 59349. n Tpe6oBaHUsi NPU pUckax, CBOWCTBEHHbIX peasibHOi UAKn rMno-
TeTUYHOI cucTeme-aTanoHy. Mpu opmMmpoBaHUN TpebOoBaHUI CUCTEMHOW MHXeHepun HeobxoAnMo o060CHOBaHWe Ao-
CTUXXMMOCTY Lieflell cucTemsl U paccmMaTpvMBaemMoro npoLecca rapaHTuy kayectsa CUCTEMbI, & Takke LiesecoobpasHocTu
MCNOMb30BaHNA KOMYECTBEHHbIX MokasaTesieli pUCKOB B JOMOSIHEHNE K KaYeCTBEHHbIM MokasaTensam, onpegensemMbim
no FOCT P NCO/M3K 27005. Mpn 3TOM YUYNTbIBAIOT BAXHOCTb M KPUTUYHOCTb CUCTEMBI, OFpaHNYeHns Ha CTOMMOCTb ee
co3faHna 1 aKcnyatauum, ykasblBaloT Apyrie yCrioBus B 3aBUCUMOCTU OT Cneunduku.

Tpe6oBaHMsA CUCTEMHON UHXEHEPUN MPU NPUHUMAEMbIX PUCKaX, CBONCTBEHHbIX CUCTEME-3Ta/NIOHY, ABMAAIOTCA Hau-
60/1ee XeCTKMMMN, OHN He YUYNTbIBAOT cneyndukn paccmaTpusaemoli CUCTEMbI, & OPUEHTUPYIOTCA NNLLb HA MUPOBbIE TeX-
HUYeckne 1 TeXHosornyeckne AoOCTXKEHNA ANA YA0BIeTBOPEHNS TpeboBaHWii 3anHTepecoBaHHbIX CTOPOH M paunoHab-
HOro pelleHna 3ajay CUCTEMHOro aHanm3a. MofHoV npoBepke Ha COOTBETCTBME 3TUM TpeboBaHMAM MOANEXUT cucTema
B LiesIOM, COCTaBAsAoLWNe ee NOACUCTEMbI U peann3yemMble NPOLEeCChl XXM3HEHHOTO Lukna. BeinonHeHne aTux Tpe6oBaHni
ABNSeTCs rapaHTueii o6ecneyeHuns BbICOKOro kayecTBa U 6€30MacHOCTN paccMaTpMBaeMoil cucteMbl. Bmecte ¢ Tem npo-
BefileHne paboT CUCTEMHOI WHXEHepun C OpueHTauuneli Ha PUCKW, CBOWCTBEHHblE CUCTEMe-3TasloHy, XapakTepusyrTca
CyLLL,eCTBEHHO 60/1bLLIMMM 3aTpaTamu rno CPaBHEHUIO C TPe6oBaHNAMUN, OPUEHTUPYEMbBIMUN HA AONYCTUMbIEe PUCKKU, 06OCHO-
BblBaeMble M0 npelefeHTHOMY NpuHLMNYy. TO 3aBeAOMO yAopoxaeT pa3paboTky camoil cuCTeMbl, yBenMunBaeT Bpems
[10 ee NPUHATUA B 3KCMyaTaunto n yaopoxaeT sKcnyaTaumnio CUCTEMbI.

TpeboBaHNA CUCTEMHOI WHXEHepun npu AOMNYCTUMbIX PUCKaX, CBOMCTBEHHbLIX KOHKPETHOW cucTemMe waun ee
aHanory u o60CHOBblBaemMble MO MpeLefeHTHOMY MPUHLMIY, ABNAIOTCA MeHee XeCTKUMW, a WX peanusaums — me-
Hee foporocTosiLieii No cpaBHEHUO C TpeboBaHUSAMU AN PUCKOB, CBOWCTBEHHbIX CUCTeMe-3TanoHy. lcnonb3o-
BaHWe AaHHOr0 BapuaHTa Tpe6oBaHWi 06GYCNOBMEHO TEM. UYTO Ha MpakTUKe MOXET oKa3aTbCs HelenecoobpasHoil
(13-3a ucnonb3oBaHMs paHee 3apekoMeHA0BaBLUNX Ce65 TeXHONOrUIA, N0 3KOHOMWUYECKUM WU N0 APYTUM COOBPaxXeHUsM)
MM HEBO3MOXHOI OpUEHTaLMA Ha [ONYCTUMbIE PUCKW, CBONCTBEHHbIE CUCTEME-3TA/IOHY. B 3TUX ycnoBuax npuemnemblii
ypOBeHb peanusauun npouecca rapaHTum kayectsa 415 CUCTEMbl [TIOXET OblTb JOCTUTHYT C UCMONb30BAHNEM AOMYCTM-
MbIX PUCKOB 3akasunka, 060CHOBbIBAEMbIX MO NpeLefeHTHOMY NpUHLMNY.

Ccbl/IoYHblE pekoMeHAauun no onpefesieHnto JOoNyCTUMbIX 3HA4YeHWl nokasateneli ANs npouecca rapaHTuu Ka-
yecTBa [A/19 cCUCTeMbl OTpaxeHbl B Tabnuue [.1. Mpu 3TomM nepuoj NPorHosa Ans pacyeTHbIX NokasaTeneli nogéupatot
TakuM 06pa3om, YToObl BEPOATHOCTHbIE 3HAYEHNA PUCKOB HEe MpeBbIlany 4onycTumble. B aTom cnyvae Ana 3agaBaeMbix
npy MoAenMpoBaHUK yCNoBWiA NOSBNAIOTCA CUCTEMHbIE BO3MOXHOCTW pauMoHanbHOro ynpas/ieHusi puckamu B TeyeHune
3a/ilaBaemMoro nepuoga nporHosa.

Tab6nunya [A.1 — Ccbinkv gna onpefeneHns gonycTuMbiX 3HaYeHU pUCKOB

CCbIKW va CTaHAAPTbI /151 ONpeaeneHns
[IOMYCTUMBIX 3HAYEHUIA PUCKOB MPK OpPUEHTALM
1a 060CHOBaHWe No NpeLeAeHTHOMY NPUHLMY
1 060CHOBAHME /151 CUCTEMbI-3Ta/IOHA

CucTeMHbIi npoLiecc

Mpoueccbl NnpuobpeTeHnss 1 NocTaBku NPOAYKLUN U yCnyr ANns FOCT P 59329—2021. npunoxeHue I
cucTembl

Mpouecc ynpasneHns MoAesbio XXU3HEHHOIO Lukna cuctembl FOCT P 59330—2021. npunoxeHue I
Mpouecc ynpasBneHns MHPpPacTPYKTYpoOii cuctembl FOCT P 59331—2021. npunoxeHue [
Mpouecc ynpasneHus noptdenem npoekTos FOCT P 59332—2021. npunoxexue I
Mpouecc ynpassieHna YeoBeYECKUMN pecypcamMmm CUCTEMbI FOCT P 59333—2021. npunoxeHue [
Mpouecc ynpasneHns ka4ecTBOM CUCTEMbI FOCT P 59334—2021. npunoxexue I
Mpouecc ynpas/ieHna 3HaHUAMMU O cUCTEME FOCT P 59335—2021. npunoxeHue [
Mpouecc nnaHMpoBaHUs NpoekTa FOCT P 59336—2021. npunoxeHue I
lMpouecc oLeHKN 1 KOHTPOA NPoeKTa FOCT P 59337—2021. npunoxeHue I
Mpouecc ynpasneHus peleHnamm FOCT P 59338—2021. npunoxexue [
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CCbUIKM HA CTaHAAPTbI /15 OnpeseneHus
[IONYCTUMBIX 3HAYEHUIA PUCKOB MPY OpYEHTALWN
Ha 060CHOBaHVe N0 NPeLeAeHTHOMY MPUHLMMY
1 060CHOBaHWE [/151 CUCTEMbI-3TasIOHa

Cu1CTeMHbIii npoLiecc

Mpouecc ynpasBieHna puckamm s CUICTEMbI FOCT P 59339—2021, npunoxeHue I
Mpouecc ynpasneHus KoHpurypauueii cuctembl FOCT P 59340—2021. npunoxeHue I
Mpouecc ynpaBneHusi Hopmaumeii cuctemsl FOCT P 59341—2021. npunoxeHue [i
Mpouecc n3mepeHunin cuctemsl FOCT P 59342—2021. npunoxeHue I
Mpouecc rapaHTUM kayecTBa AN51 CUCTEMbI HacTtoswas taénuua

Mpouecc aHann3a 6usHeca UNN HasHaYeHUs CUCTEMbI FOCT P 59344—2021. npunoxeHue I
Mpouecc onpegeneHns notpebHocTeli n TpeboBaHMii 3aMHTEpPECO- FOCT P 59345—2021. npunoxeHue [l

BaHHOI CTOPOHbI ANA CACTEMbI

Mpouecc onpeaeneHns CUCTEMHbIX Tpe6GoBaHwui FOCT P 59346—2021. npunoxeHue E
Mpouecc onpefenerHns apxnTekTypbl CUCTEMBI FOCT P 59347—2021. npunoxeHue [i
Mpouecc onpefeneHnsa npoekra FOCT P 59348—2021, npunoxeHune I
Mpouecc cuctemMHoro aHanusa FOCT P 59349—2021. npunoxeHue [
Mpouecc peanunsaymm cuctemsl FOCT P 59350—2021. npunoxeHune I
Mpouecc KoMniekCUpoBaHUSA CUCTEMbI FOCT P 59351—2021. npunoxeHue I
Mpouecc Bepudmkauumn cuctembl FOCT P 59352—2021, npunoxeHune I
Mpouecc nepegayv cuctTemsl FOCT P 59353—2021. npunoxeHue I
lMpouecc artrecTauumn cuCTemsl FOCT P 59354—2021, npunoxeHune I
Mpouecc MYHKLMOHNPOBAHUS CUCTEMBI FOCT P 59355—2021. npunoxeHue [i
Mpouecc conpoBOXAEeHNSA CUCTEMbI FOCT P 59356— 2021. npunoxeHue [
Mpouecc N3bATUA 1 CNUCaHUA CUCTEMbI FOCT P 59357—2021. npunoxeHvie I
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MpunoxeHune E
(cnpaBoy4HOE)

PekoMeHAaLuy No NepeyHio MeToanK
CMCTEMHOTO aHanM3a npouecca rapaHTum kauyecTsa f/isi CUCTEMbI

Ccbl/IoYHblE peKOMeHAaLun No nepeyHio MeToAMK CUCTEMHOIO aHann3a npouecca rapaHTumn kayecTsa ANsi cucte-
Mbl OTPaxeHbl B Tabnuue E.1.

Ta6nunuya E.1 — CcblsIKM NO NEPEYHI0O METOANK CUCTEMHOTO aHanusa

CcblNkn Ha CTaHAapTbl MO NepeyvyHo MeToaAnK

CucTeMHblii npouecc
CUCTEMHOro aHanmsa

Mpouecchbl NpUo6GpPeTeHUs U NOCTaBKM NPOAYKLWM U YCAYT ANs
cUCTeMbI

Mpouecc ynpaBneHnsa Mofenbto XU3HEHHOTO LWKNa CUCTEMbI
Mpouecc ynpasrieHnsa MHPACTPYKTYPOA CUCTEMbI
Mpouecc ynpasneHus noptdesnem NpoekToB

Mpouecc ynpasBneHns YesioBeYeCKUMN pecypcaMy CUCTEMbI
Mpouecc ynpaBneHusi Ka4ecTBOM CUCTEMbI

Mpouecc ynpasBneHns 3HaHWAMU O cUcTeMe

Mpouecc NnnaHMpoBaHUsa NpoekTa

Mpouecc oLeHKN N KOHTPONS NpoekTa

Mpouecc ynpasneHns pelueHnamm

Mpouecc ynpasBneHns puckamu Ans CUCTEMbI

Mpouecc ynpasneHns KoHurypaumen cnctemsl

Mpouecc ynpasneHns nHopmauvein cuctemsl

Mpouecc n3mepeHnii cucTembl

Mpouecc rapaHTUM KayecTsa 151 CUCTEMbI

Mpouecc aHann3a 6usHeca WM HasHaYeHUst CUCTEMbI

Mpouecc onpegeneHus noTpe6HocTel 1 TpeboBaHuil 3aMHTEPeco-
BaHHO CTOPOHbI A/1Si CUCTEMbI

Mpouecc onpeaeneHns cMCTeMHbIX TpeboBaHui
Mpouecc onpefeneHnsa apxnTekTypbl CUCTEMbI
Mpouecc onpegenexHnsa npoekTa

lMpouecc cMcTeMHOro aHanusa

Mpouecc peannsayum cUCTEMbI

Mpouecc kKOMNIEKCUPOBaHNSA CUCTEMbI
Mpouecc BepucukaLuy cucTemMbl

Mpouecc nepegayn cucTemsbl

Mpouecc atTecTaymm cUCTEMbI

Mpouecc PyHKUMOHNPOBAHUS CUCTEMbI

FOCT P 59329—2021.

FOCT P 59330—2021

FOCT P 59331—2021.
FOCT P 59332—2021.
FOCT P 59333—2021.
FOCT P 59334—2021.

FOCT P 59335—2021.

FOCT P 59336—2021

FOCT P 59337—2021.

FOCT P 59338—2021.

FOCT P 59339—2021.

FOCT P 59340—2021.

FOCT P 59341—2021.

FOCT P 59342—2021.

HacTtosawas Tabnuua

FOCT P 59344—2021

FOCT P 59345—2021.

FOCT P 59346—2021.

FOCT P 59347—2021.

FOCT P 59348—2021.

FOCT P 59349—2021.

FOCT P 59350—2021.

FOCT P 59351—2021.

FOCT P 59352—2021.

FOCT P 59353—2021.

FOCT P 59354—2021.

FOCT P 59355—2021.

npunoxexue [

. npunoxexue [

npunoxeHune E
npunoxexve [i
npunoxexHve E
npunoxexve [

npunoxeHune E

. npunoxexwve [

npunoxexHve [
npunoxeHune E
npunoxexve E
npunoxexve [i
npunoxexve E

npunoxenuve [

. npunoxexue [

npunoxexuve E

npunoxexue X
npunoxexve E
npunoxexve fi
npunoxexve E
npunoxenuve [
npunoxexwve [
npunoxexHve [
npunoxexue [
npunoxexve [

npunoxeHune E
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CucTeMHbIi npoyecc

Ccbinku Ha cTaHapTbl MO nepeyHo MeToauK
CUCTEMHOro aHanusa

Mpouecc conpoBOXAEHUA CUCTEMbI FOCT P 59356—2021. npunoxeHue E

Mpouecc n3bLATUA 1 CNUCaHUSA CUCTEMBI FOCT P 59357—2021. npunoxeHue [i

MpumeyaHne —
MeTof0B, MoAeneii, MeToAuK.

40

C y4yeToM cneunduku cMcTeMbl LONYCKAeTCst UCMO/b30BaHNE APYTUX HAy4YHO 060CHOBAaHHbIX



[

[3]
4
[5]
6l
[71

[0

[10]

[11]
[12]

[13]
[14]

[15]

[16]

[17]

[18]
[19]

[20]

[21]

[22]

[23]

[24]

FOCT P 59343—2021

Bubnuorpadgusa

defepanbHblil 3akoH 0T 21 aekabps 1994 r. Ne 68-03 «O 3aliuTe HaCEeNeHNUs N TeppUTOPUiA 0T Ype3BblYaliHbIX
cuTyauuii NpUpoAHOro U TeXHOTEHHOTO XapakTepa»

depnepanbHblii 3aKoH 0T 21 nions 1997 . N9 116-93 «O npoMblILL/IeHHO! 6e30NacHOCTU ONaCHbIX NPOVU3BOCTBEH-
HbIX 06BEKTOB»

defepanbHblil 3aKoH oT 21 uona 1997 r. N9 117-®3 «O 6e30nNacHOCTU TMAPOTEXHUYECKNX COOPYXEHNI»
depnepasibHblii 3aKoH OT 2 AHBaps 2000 1. N9 29-03 «O kauecTBe M 6e30MaCHOCTH NULLEBbLIX NPOAYKTOB»
depfepanbHblil 3aKoH 0T 10 AHBaps 2002 r. N? 7-®3 «O6 oxpaHe oKpyxatoliei cpefbi»

depfepanbHblil 3aKoH OT 27 aekabpsa 2002 r. Ne 184-03 «O TexHNYeCKoM peryimpoBaHum»

depnepasnibHblii 3aKoH 0T 27 uona 2006 1. Ne 149-03 «O6 uHpopMaLmmn, MHHOPMALMOHHbIX TEXHONIOTUSX M O 3a-
WwmTe MHdopmaLnm»

depfepanbHblilt 3aKoH 0T 9 deBpans 2007 . Ne 16-¢3 «O TpaHCNOPTHON 6e30MacHOCTH»

depepanbHblii 3aKoH 0T 22 nionA 2008 r. Ne 123-d3 «TexHUYeckuin pernameHT o TpeboBaHMSX NOXapHoOW 6e3-
onacHocTu»

depnepanbHblii 3akoH 0T 30 gekabpsa 2009 r. No 384-03 «(TexHUUECKMA pernamMmeHT o 6e30MacHOCTU 34aHuli u co-
OpYXEHUN»

depepanbHblii 3aKoH OT 28 fekabps 2010 r. Ne 390-®3 «O 6e3onacHocTv»

depfepanbHblii 3akoH 0T 21 mona 2011 r. Ne 256-®3 «O 6e30MacHOCT 06bEKTOB TOM/IMBHO-3HEPreTUYeCcKoro
KoMnaekca»

depnepasnbHblii 3aKoH OT 28 fekabpst 2013 1. N 426-903 «O cneymanbHON OLEHKE YCNOBUIA Tpyaa»

depfepasnbHblii 3aKOH 0T 28 nioHa 2014 1. N9 172-9®3 «O cTpaTermyeckom nnaHvposaHun B Poccuiickoin depepa-
Lmm»

depepanbHblii 3aKoH OT 26 utona 2017 r. Ne 187-d3 «O 6e30nacHOCTU KPUTUYECKON MHDOPMAaLMOHHON nH(pa-
CTPYKTYpbl Poccuiickoilt ®epepavumn»

Ykas MNpesngeHTta Poccuiickoii ®epepauun ot 12 anpenst 2021 r. Ne 213 «O6 yTBepxAeHUn OCHOB rocyjapCTBeH-
Holi nonuTukm Poccuiickoli ®epepaummn B 0671aCTU MeXAYHapOAHON MHEOPMaLMOHHON 6e30nacHOCTH»

MocTaHoBneHue MpaButenscTBa Poccuiickoit deaepanmm ot 31 gekabpsa 2020 r. N9 2415 «O npoBefeHUn 3Kc-
nepyMeHTa Mo BHEJPEHWUIO CUCTEMbI JUCTAHLVOHHOTO KOHTPO/IA MPOMBILLIEHHON 6€30nacHOCTU»

P 50.1.056—2005 TexHnyeckas 3awmta nHpopmaumm. OCHOBHblE TEPMUHbI U ONpeaeneHns

PykoBoAALWMI AOKYMEHT. 3awmTa OT HECAHKLMOHMPOBAHHOTO A0CTyna K nHgopmauun. Yactb 1. MNporpammHoe
obecneveHne cpefCcTs 3aWwnTbl MHopmaLun. Knaccudukauma no ypoBHI0 KOHTPONA OTCYTCTBUA Hefeknapupo-
BaHHbIX BO3MOXHOCTe. (YTBepXaeH peleHnem npegceparens [ocyAapCTBEHHON TeXHUYECKOW Kommuccum npu
Mpe3ugeHTe Poccuiickoli ®epepauun ot 4 noHA 1999 r. N9 114)

CneuyunanbHble Tpe6GOBaHUS M peKOMeHAauMu Mo TeXHUYECcKOoW 3awuTe KoHUAeHumnanbHol MHbopmayum
(CTP-K). (YTBEpxaeHbl npuka3om Mpeacepnatens Foctexkommccmmn Poccum ot 30 aBrycTta 2002 1. Ne 282)

Tpe6oBaHMsA 0 3awuTe MHGOPMAaLMK, He COCTaB/sALW e rocyfjapcTBeHHYO TaliHy, cogepxalleiics B rocygap-
CTBEHHbIX MH(POPMALMOHHbIX cucteMax. (YTBepxaeHbl npukaszom ®CTIK Poccum ot 11 cheBpansa 2013 r. N9 17)

CocTaB ¥ cofepxaHue opraHu3aLMOHHbIX N TEXHUYECKNX Mep Mo obecnevyeHnto 6e30NacHOCTU NepcoHasbHbIX
AaHHbIX Npy Ux 06paboTke B MHMOPMALMOHHbIX CUCTEMAaX NepCOoHasbHbIX AaHHbIX. (YTBEpPXAEeHbl MPUKa3oM
OCTIK Poccumn ot 18 dpeBpans 2013 1. N9 21)

Tpe6oBaHMsA Kk o6ecneyeHnto 3alnTbl UHOPMaLUKM B aBTOMATU3NPOBAHHbIX CUCTEMAaX YNpaBieHUs NPou3Boa-
CTBEHHbIMW W TEXHOMOTMYECKNMMN NpoLeccaMmn Ha KpUTUYECKN BaXHbIX 06bekTax, NoTeHLManbHO OnacHbIX 06b-
eKkTax. a Takke obbekTax, NpecTaBAAoLWMX MOBbILEHHY ONacHOCTb 415 XXU3HU U 3[0POBbA NI0AEN 1 4N OKPY-
Xatouiei npupogHoli cpeabl. (YTBepxaeHsl npukazom ®CTIK Poccum oT 14 mapTta 2014 r. Ne 31)

Tpe6oBaHNs No o6ecneyeHnto 6€30NacHOCTM 3HAUYNMbIX 06bEKTOB KPUTUYECKOW MHYOPMAaLUOHHOW MHDpaCcTpyK-
Typbl Poccuiickoii ®epepauun. (YTBepxaeHbl npukazom ®CTIK Poccum oT 25 gekabps 2017 r. N9 239)
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