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Mpepgucnosune

1 PASPABOTAH ®efepanbHbiM rocyiapCTBEHHbIM yupexaeHnem «deaepasnbHblii nccnefoBaTebCKuii
LueHTp «MHdopmaTvka u ynpaBneHne» Poccuiickoil akageMmun Hayk» (®ry oUL, NY PAH), ®epepanbHbim
aBTOHOMHbIM yupexAeHnem «locyAapCTBEHHbI Hay4YHO-UCCNef0BaTelbCKUl  UCbITaTeNbHbIi UHCTUTYT
npo6nem TexHUYeckol 3awnTbl MHopmauun defnepanbHoli cnyx6bl NO TEXHUYECKOMY U 3KCMOPTHOMY KOH-
Tpono» (PAY THUNN NT3N ®CTIK Poccuun). PeaepanbHbiM GIOMKETHLIM yupexaeHneM «HayuyHo-TexHu-
YecKuil LUeHTp «3HeprobesonacHocTb» (PBY «HTL, QHepro6esonacHocTb») M O6LWECTBOM C OrpaHUYeHHOIA
OTBETCTBEHHOCTbIO «Hay4yHO-uccnenoBaTelbCKMini MHCTUTYT NPUKNAAHONW MaTeMaTuku u cepTudmkauum»
(OO0 HNUMMC)

2 BHECEH TexHuyeckum KoMmmTeTom no ctaHgaptusauumn TK 022 «NHdopmauroHHble TEXHONOTNN»

3 YTBEPX/IEH 1 BBEJIEH B IENCTBUE MNpukasom ®epepasibHOro areHTcTBa No TeEXHUYECKOMY pe-
rynvposaHuio u metponorun ot 30 anpens 2021 r. Ne 335-ct

4 BBEJJEH BINEPBbIE

MpaBuna npMMeHeHUs HacToALW ero ctaHjapra yCTaHOB/IEHblI BcTaTbe 26 defepasibHOro 3akoHa
0T 29 uoHA 2015 r. Ne 162-d3 «O cTaHpapTusauum B Poccuiickoih ®epepauun». VIHpopmaunus 06 ns-
MEHEHUAX K HacTosAWeMy cTaHgapTy NybinkyeTcs B eXerogHoM (Mo COCTOSsHUI0 Ha 1sAHBapsa TekyL, ero
roga) UHOoOpMaLNOHHOM yKka3aTesie «HaunoHaslbHble cTaHA4apThi», @ OULMAsIbHBIA TE KCT WU3MEHEHWIA
M MonpaBoOK — B €XeMeCAYHOM MHOpPMaUMOHHOM yKasaTene «HauuoHanbHble cTaHgapTbl». B cnyyae
nepecMoTpa (3aMeHbl) UM OTMEHbI HACTOSLWEero cTaHgapTa COOTBETCTBYHO W ee yBeJoMeHe byaeT
ony6/MKOBaHO B GMKALLEM BbINMYCKE €XeMEeCSYHOro MHOPMaLMOHHOTO ykaslaTensi «HauuoHanbHble
cTaHgapTbl». CooTBeTCTBYOLW aa UHpopmaums, yBefoMIeHe U TeKCThbl pasMelalnTcs Takke B WH-
chopmauroHHOl cucTeme 06LLero Nofb3oBaHNs — Ha ohuumanbHOM caiTe ®efepanbHOro areHTCcTBa no
TEXHNYECKOMY perynmpoBaHuio 1 MeTposiorum B ceTn HTepHeT (Www.gost.ru)

© CtaHpapTuHdhopM. ocopmaeHmne. 2021

HacToswunii cTaHgapT He MOXeT GbiTb NOSIHOCTHIO UM YACTUYHO BOCMPOU3BEAEH, TUPAXMPOBAH U pac-
MpOCTpaHeH B KayecTBe ohMLManbLHOTO n3gaHus 6e3 paspelueHnsi defepasibHOr0 areHTcTBa No TeXHUYEeCKo-
My pPeryiMpoBaHui0 1 MeTposiorum
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BesepeHune

Hacrosiwuii ctaHaapT paclumpsieT KOMMNIEKC HaUMOHa/bHbIX CTaHAapTOB CUCTEMHON MHXEHepumn no 3a-
WmMTe nHopMaLmMn Npyu NAaHNPoOBaHUM 1 peanu3aummn NpoLeccoB B XW3HEHHOM LMKIe pas/iMyHbIX CUCTEM.
Bbl6op v NnpumeHeHne peanv3yeMblX MPOLLECCOB A9 CUCTEMbl B €€ XW3HEHHOM LVK/e OCYLLeCcTBASIT No
FOCT P 57193. MeToApbl CUCTEMHON UHXEHEPUM B MHTEpPEecax 3aliuTbl MHOPMaLU NPUMEHSIOT:

- ANS NpoLeccoB CornalleHns — nNpoLeccoB NpUobpeTeHns 1 NoCcTaBkv NPOAYKLMM U YCAYT ANS cucTe-
Mbl — o FOCT P 59329;

- ANA NPOL,eccoB opraHn3aloHHOro obecneyeHns NnpoekTa — MpPoLEeCCOB ynpasieHus MOAENbI0 XN3-
HEHHOro UWKna, ynpasneHns MHAPacTPYKTYpoii, ynpaBneHus noptdenem, ynpasieHns YenoBeyeckumm pe-
cypcamu. yrnpaB/ieHus KauecTBOM, yrpasneHus 3HaHuamu — no FOCT P 59330. FOCT P 59331. TOCT P 59332,
FOCT P 59333. TOCT P 59334. TOCT P 59335:

- ANS NpoLEeccoB TEXHUYECKOTO YNpaBieHnst — MpoL,eccoB NaHMpoBaHNsA NPOeKTa, OLLEeHKN 1 KOHTPONS
npoekTa, ynpasneHus peLueHnaMmn, ynpasieHns puckamu, ynpasneHns KoHdurypaumei, ynpasneHmsa nHop-
mavumeii. u3mMmepeHuid, rapaHTum kavectsa — no FOCT P 59336. TOCT P 59337. FOCT P 59338. TOCT P 59339,
FOCT P 59340. TOCT P 59341. TOCT P 59342, FOCT P 59343;

- ANS TeXHWYeCKMX MPoLEeccoB — MNPOLECCOB aHanm3a 6u3Heca WM Ha3HavyeHus, onpefdeneHus no-
TpebHOCTel 1 Tpeb6oBaHUI 3aMHTEPECOBAHHOI CTOPOHbI, OMNpPefeneHnss CUCTEMHbIX TpeboBaHwuii, onpege-
NeHNa apXuTeKTypbl, onpefeneHns NpoekTa, CUCTEMHOrO aHannsa, peannsaunmn, KOMMNIeKCUpoBaHus. Bepu-
dvkauun, nepegaun cuctembl, PYHKLUMOHUPOBAHNSA, COMPOBOXAEHUS, U3BATUSA U CNINCAHUS CUCTEMbI — MO
FOCT P 59344, TOCT P 59345, TOCT P 59346, TOCT P 59347, TOCT P 59348. TOCT P 59349. TOCT P 59350,
FOCT P 59351. FOCT P 59352, TOCT P 59353, TOCT P 59355, TOCT P 59356. TOCT P 59357. [ina npouecca
aTTecTaunm cMcTeMbl — MO HACTOSALLLEMY CTaHZapTy.

CraHgapT ycTaHaBiMBaeT OCHOBHblE TPEGOBAHUSI CUCTEMHONM MHXEHepun No 3awute uHdopmauuu B
npouecce aTrecTauum paccMaTpvMBaeMoil CUCTEMbI U cneunanbHble Tpe6oBaHNA K UCNOMNb3yEMbIM Konye-
CTBEHHbIM MOKa3aTesaM.

[ns nnaHnpyemoro n peanu3yemoro npouecca artrectayunm cMcTeMbl NPUMEHEHME HaCTOALLEero cTaH-
JapTa obecneumBaeT NpoBefeHNe CUCTEMHOrO aHasim3a, OCHOBAHHONO Ha NPOrHO3MPOBaHNN PUCKOB.
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HAUMWOHA/NBbHbBIAN CTAHALAPT POCCUMNCKOW OSGEALEPALUNMN

CuncrtemHas NHXeHepua
SAWLNTA NHOOPMALW B MNMPOLECCE ATTECTALUNN CUNCTEMbI

System engineering. Protection of information in system validation process

[ata BBegeHns — 2021—11—30

1 06nactb NpUMeHeHUA

HacToswuii cTaHfapT ycTaHaB/IMBAET OCHOBHbIE MOMOXEHUS CUCTEMHOrO aHanmsa Ans npolecca at-
TecTauum CUCTeMbl NPUMEHUTENIbHO K BOMpocam 3aluTbl MHhopMauum B cucTeMax pasnnyHbix obnacrei
NPUNOXEHNS.

[Nna npakTMYeckoro NpUMEHEHNS B NPUIOXEHUaX A—/[] npuBeAeHbl NPUMEpPLI NEpPeYHelt akTMBOB, Noj-
nexawmx sawuTe, U yrpos, TUNOBble MOAENN M METOfAbl NPOrHO3MPOBAHUS PUCKOB, TUMOBLIE JOMYCTUMbIE
3Ha4YeHUs ANA nokasartenell pyckoB, NMPUMEPHbIA NepeyeHb MeTOAVK CUCTEMHOrO aHanmsa.

NMpumevyaHue — OueHKa ywep6oB BbIXOANUT 3a PaMKU HacTosIEero cTtaHaapTa. Jns paspaboTkn camocTos-
TeNbHOV MeTOAMKM MO OLeHKe yLwep6oB yunTbiBatoT cneundurky cuctem (cMm., Hanpumep. FTOCT P 22.10.01. FTOCT P 54145).
Mpn 3TOM JOMXHbI YUNTbIBATLCS COOTBETCTBYIOLLME NOMIOXEHUS 3aKoHOAATeNbCTBA Poccuiickoil ®epepauuu.

TpeboBaHus cTaHdapTa npefHasHauvyeHbl 418 UCNONb30BaHUS opraHn3auusiMu, y4acTBYHOLWMMMN B CO3-
JaHun (ModepHM3aummn, pasBnTumn) U akcnayaraymm CUCTEM 1 peannsyloLnumMmn NpoLecc nx attectayun, a Tak-
Xe TeMMN 3aMHTepecoBaHHbIMW CTOPOHAMM, KOTOPbIE YNONHOMOYEHbI OCYLLECTBASATL KOHTPO/b BbINO/THEHUSA
TpeboBaHuii No 3alnTe MHOOPMALMKN B XXM3HEHHOM LukIe cuctem (CM. mpumepbl cuctem B [13—[26]).

2 HopmaTtuBHbIe CChl1KK

B HacTosLem cTaHfapTe UCNob30BaHbl HOPMAaTUBHbIE CCbIJIKU Ha Crefytolme cTaHaapThl:

FOCT 2.051 EguHas cuctema KOHCTPYKTOPCKOM AOKYMEHTaunMn. DeKTPOHHbIE AOKYMeHThI. O6Luwume no-
NIOXeHuA

FOCT 2.102 EguHasa cucteMa KOHCTPYKTOPCKOM AOKyMeHTauun. Buabl 1 KOMNAEKTHOCTb KOHCTPYKTOP-
CKUX JOKYMEHTOB

FOCT 2.114 EguHasn cmctemMa KOHCTPYKTOPCKOM AOKyMeHTauuu. TeXHNYeckue ycnoBus

FOCT 2.602 EanHasn cuctema KOHCTPYKTOPCKOW AOKYMEHTaLMN. PEMOHTHbIE AOKYMEHTbI

FOCT 3.1001 EanHas cucteMa TEXHOIOTMYecKoi oKyMeHTauuy. ObLme nonoxeHus

FOCT 7.32 Cuctema ctaHAapToB Mo MHdopmauun, 6ubnmoteyHomy n nsgatensckomy geny. OTyeT o
Hay4yHo-1ccnefoBaTenbCKoii pabote. CTpyKTypa v npaBuia oopMIeHns

OCT 15.016 Cuctema pa3paboTku U MOCTAHOBKM NPOAYKLUUN HA MPOU3BOACTBO. TEXHUYECKOe 3a/aHue.
TpeboBaHusA K cogepXxaHnio n 0hopMIeEHNI0

FOCT 15.101 Cuctema pa3paboTkv 1 NOCTaHOBKM NPOAYKLUM HA NPOU3BOACTBO. MOPAAOK BbINOHEHUS
Hay4Ho-uccnegoBaTesibCkux pabot

FOCT 27.002 HageXHoCTb B TEXHUKEe. TePMUHbI 1 onpeaeneHuns

FOCT 34.003 ViHdopMaunoHHas TexHonorns. Komnaekc ctaHgapToB Ha aBTOMaTU3MpoOBaHHbIE cUCTe-
Mbl. ABTOMaTU3MPOBaHHbIE CUCTEMbI. TEPMUHBI 1 onpeaeneHns

FOCT 34.201 WNHchopmaumoHHasa TexHonorms. Komniaekc cTaHAapToB Ha aBTOMATU3NPOBaHHbIE CUCTe-
Mbl. Bupl, KOMNNEKTHOCTb 1 0603HaYeHne [OKYMEHTOB NpU CO34aHn aBTOMAaTU3NPOBaHHbIX CUCTEM

M3paHne oduumnansHoe
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FOCT 34.601 VHdopMaunoHHas TexHonornsa. Komnaekc ctaH4apToB Ha aBTOMaTU3NpOBaHHblE CUCTe-
Mbl. ABTOMaTMU3NPOBaHHbIe cucTembl. CTaammn co3gaHus

FOCT 34.602 NHdopmaLumoHHas TexHonorMs. Komnnekc ctaHAapToB Ha aBTOMAaTM3NpPOBaHHbIe cucTe-
Mbl. TEXHMYECKOe 3afaHne Ha co3faHne aBTOMaTM3MPOBAHHON CUCTEMBI

[OCT IEC 61508-3 ®yHKLMOHaNbHaA 6€30MacHOCTb CUCTEM 3N1EKTPUYECKUX, 3NTEKTPOHHbIX, NPOrpamMmmm-
pyeMbiX 3/1EKTPOHHbIX, CBSA3aHHbIX C 6e3onacHocTbio. YacTb 3. TpeboBaHusA k NporpaMMHOMY ob6ecneyeHnto

FOCT P 2.601 EanHasn cuctema KOHCTPYKTOPCKOW JOKYMEHTauMn. JKcnayaTaunoHHbIe LOKYMEHTbI

[OCT P 15.301 Cuctema pa3paboTku M NOCTAHOBKM MPOAYKUMM Ha Npou3BoAcTBO. Mpoaykuus npous-
BO/CTBEHHO-TEXHMYECKOrO HasHaveHuns. Mopsgok pa3paboTki 1 MOCTaHOBKM NPOAYKLUN Ha NMPOM3BOACTBO

FOCT P 22.10.01 Be3onacHocTb B Upe3BblyaliHbix cuTyauusx. OueHka yuiepba. TepMuHbl 1 onpegene-
HUA

FOCT P NCO 3534-1 CrtaTtnctuyeckue Metoabl. CnoBapb M yCOBHble 0603HaveHms. Yactb 1. O6uyme
CTaTUCTMYECKME TEPMUHBI U TEPMUHBI, UCMOMb3yEeMble B TEOPUN BEPOATHOCTEN

FOCT P NCO 3534-2 Cratuctnyeckme metoabl. CrnoBapb M ycnoBHble 0603HaveHus. Yactb 2. lMpu-
KnafHas ctaTucTuka

FOCT P NCO 7870-1 Ctatuctnuyeckne metogpl. KOHTponbHble KapTbl. O6Lne NpuHLMAbI

FOCT P NCO 7870-2 Ctatnctmyeckme metofbl. KOHTpPO/ibHbIE KapTbl. YacTb 2. KOHTPO/IbHbIE KapTbl
LWyxapTa

FOCT P NCO 9000 Cuctembl MeHe)KMeHTa KayecTBa. OCHOBHbIE MOJIOXEHUA U C/loBapb

FOCT P NCO 9001 CucteMbl MeHe)XKMeHTa kayecTBa. TpeboBaHus

FOCT P NCO 11231 MeHe[XMeHT pucka. BepoAaTHOCTHasA oueHKa pucka Ha npuMepe KOCMUYeCKUX
cucTem

FOCT P NCO/M3K 12207 WHopmauuoHHaa TexHonorua. CuctemHass v nporpammHas MHXeHepus.
Mpouecchl XXU3HEHHOTO LMK/1a NPorpaMMHbIX CpeacTs

FOCT P NCO 13379-1 KOHTPO/b COCTOSAHMA U ANArHOCTUKA MaLlnH. MeToabl nHTepnpeTauumn gaHHbIX U
anarHoctupoBanus. Yactb 1. O6wee pykoBOACTBO

FOCT P MCO 13381-1 KOHTPO/Ib COCTOSAHUS U AMArHoCTMKa MaluvH. MporHo3vpoBaHne TEXHNYECKOoro
cocTosiHuA. Yactb 1. O6Liee pyKoBOACTBO

FOCT P NCO 14258 lNpomblLuNeHHble aBToOMaTu3npoBaHHblie cuctemMbl. KoHuenuun n npasuna ans Mo-
fenei npeanpuaTuA

FOCT P MCO/M3K 15026 VMHthopMaLnoHHas TEXHOIOMMSA. YPOBHU LeNIOCTHOCTU CUCTEM U NporpamMmm-
HbIX CpeAcTB

FOCT P NCO/M3K 15026-4 CrcTemHas 1 nporpaMMHas MHxeHepusl. [apaHTMpoBaHue CUCTEM W Mpo-
rpaMMHoOro obecneyeHus. Yactb 4. FapaHTUM XU3HEHHOTO LMKNa

FOCT P NCO 15704 TpoMmbll/ieHHble aBTOMATU3MPOBaHHbIe CUCTeMbl. TpeboBaHWUA K CTaHAapTHbIM
apxuTekTypam n MeToAosIorMam npeanpuaTus

FOCT P NCO/M3K 16085 MeHepxMeHT pucka. NpuMeHeHre B npoLeccax XM3HEHHOro Lukna cuctem
1 nporpaMMHoro obecneyeHus

FOCT P NCO 17359 KOHTPO/Ib COCTOSHMA U ANArHoCTUKa MalvH. O6Liee pykoBOACTBO

FOCT P NCO/M3K 27001 VHcopMaLmoHHas TexHonorusa. Metoabl 1 cpeactea obecneveHus 6esonac-
HOCTW. CCTEMbI MeHe)KMeHTa MHOpMaLMOHHON 6e3onacHocTu. TpeboBaHus

FOCT P MCO/M3K 27002 VHdopmaLmoHHasa TexHonoruss. MeToapl 1 cpeacTBa obecneveHns 6esonac-
HocTW. CBOZ, HOPM U NpaBu MeHeXMeHTa MHPOPMaLMOHHO 6e30nacHoCTH

FOCT P NCO/M3K 27003 NHdopmaumnoHHaa TexHonorusa. Metogpl 1 cpefcrtea obecneyeHuns 6esonac-
HOCTW. CucTeMbl MeHe[XMeHTa MHOpPMaLVOHHOK 6e3onacHOCTU. PyKOBOACTBO MO peasnM3auuy CUCTEeMbI
MeHe[XMeHTa MHhopmaLnoHHoW 6e3onacHoCTn

FOCT P NCO/M3K 27005—2010 VHtopmaLmMoHHasa TexHonorua. Metoabl n cpefcTtBa obecnevyeHuns
6e3onacHocT. MeHeMKMeEHT pucka nHopMaLnoHHOK 6e3onacHoCTK

FOCT P NCO/M3K 27036-4 VHopMaLMOHHbIe TexHonorun. MeToabl 1 cpeactea obecneyeHus 6es-
onacHocTu. NHopmauymoHHas 6e30nacHOCTb BO B3aMMOOTHOLLEHUAX C nocTaslmkaMmu. YacTb 4. PekomeH-
Jauuy no obecneyveHnio 6€30nacHOCTV 061auHbIX yCayr

FOCT P NCO 31000 MeHeXMeHT pucka. MNMpuHLnNbLl U pyKOBOACTBO

[OCT P 50779.41 (NWCO 7873—93) CtaTncTnyeckme metobl. KOHTpONbHbIE KapTbl ANA apudmeTnye-
CKOro cpefiHero ¢ npeaynpexgatrowum rpaHutamm

FOCT P 50779.70 (NCO 28590:2017) Ctatctnuueckme mMetodbl. MNpoueaypbl BBIGOPOUYHOrO KOHTPOS N0
anbTepHaTMBHOMY Npu3Haky. BeeaeHune B ctaHgapTtbl cepum TOCT P MCO 2859

2
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FOCT P 51275 3awuTa nHopmaumn. O6bekT nHhopmaTusaummn. ®akTopsl, BO3AEWCTBYIOWMNE HA WH-
hopmaumio. O6LLMe NONOXeHNs

FOCT P 51583 3awuTta nHopmauumn. Mopsgok co3gaHns aBToOMaTU3MPOBaHHbIX CUCTEM B 3alUWLLEH-
HOM ucnonHeHun. O6Lme NoNoXeHNs

OCT P 51897/PykoBoactBo NCO 73:2009 MeHe)KMEHT pucka. TepMUHbI 1 onpegeneHus

FOCT P 51901.1 MeHeaXMeHT pucka. AHaIN3 prcka TEXHOIOrMYECKNX cucTem

FOCT P 51901.5 (M3K 60300-3-1.2003) MeHexMeHT pucka. PykoBoACTBO N0 NPYMEHEHWNI0 METOA0B
aHasmM3a HafexHocTun

FOCT P 51901.7/ISO/TR 31004:2013 MeHefxMeHT pucka. PykoBoacteo no BHegpeHuto MCO 31000

FOCT P 51901.16 (M3K 61164:2004) MeHexMeHT pucka. [MoBblleHne HagexHocTn. CtaTnucTmyeckue
KpUTEPUN U METO/bI OLLEHKN

FOCT P 51904 lNMporpamMmmHoe ob6ecnevyeHne BCTPOEHHbIX cucteM. Obume TpeboBaHns K paspaboTke u
[OKYMEHTUPOBaHUo

[OCT P 53647.1 MeHeqXMeHT HenpepbIBHOCTM 6usHeca. YacTb 1. MNpakTnyeckoe pykoBOACTBO

FOCT P 54124 Be3onacHOCTb MalUvH 1 06opyaoBaHus. OueHka pucka

FOCT P 54145 MeHeKMeEHT pUCKoB. PYKOBOACTBO MO MPUMEHEHUIO OPraHn3auMoHHbIX Mep 6esonac-
HOCTW 1 oueHKn puckos. Obas metogonorus

FOCT P 56939 3awuta nHpopmaymmn. PaspaboTka 6e30nacHOro nporpaMMHoro obecnevexus. Obuyme
TpeboBaHus

FOCT P 57102/ISO/1EC TR 24748-2:2011 ViH(opMaLMOHHble TexHonornu. CuctemHas u nporpammHas
MHXeHepusl. YnpaBieHue XU3HeHHbIM UMkIoM. YacTb 2. PykoBoacTBO no npuMeHeHnto MCO/M3K 15288

FOCT P 57193 CuctemMHas v nporpammMmHasn nHxeHepus. MpoLecchl XXM3HEHHOTO LiNKIa CUCTEM

FOCT P 57272.1 MeHeXMEHT puycka NPYMEHEHMS HOBbIX TexHooruin. Yactb 1. O6wue TpeboBaHus

FOCT P 57839 lNMpon3BoAacTBEHHbIE ycnyrn. CucteMbl 6€30MacHOCT TexHuyeckme. 3agaHue Ha npo-
ekTupoBaHue. Obwme TpeboBaHUA

FOCT P 58412 3awmTa nHpopmaymn. PazpaboTka 6€30nacHOro NporpamMMHoro ob6ecneyeHuns. Yrposbl
6e3onacHoOCTM MHopMaLummn npu paspaboTke NporpaMmMHOro obecneveHns

FOCT P 58494 O6opynoBaHue ropHo-LwaxTHoe. MHOroQyHKUMOHa IbHbIE CUCTEMbI 6€30MacCHOCTH Yrofb-
HbIX LWaxT. Cuctema AUCTaHLMOHHOIO KOHTPO/IA ONaCHbIX NPOM3BOACTBEHHbLIX 06 bEKTOB

OCT P 58771 MeHemXMeHT pucka. TeXHOMOrMn OLEHKN pucka

FOCT P 59329 CuctemHas nHxeHepus. 3almTta nHdopmalmmn B npoLeccax npuobpeteHns 1 noctasku
NPOAYKUUW U YCNYr ANA CUCTEMBI

FOCT P 59330 CuctemHasn uHxeHepus. 3almta nHpopmaumm B npouecce ynpaBieHUss MOAEe b XN3-
HEHHOrOo Lu1Kna cucTembl

FOCT P 59331 CuctemMHas vHxeHepwus. 3almuta nHdopmaumu B npouecce ynpasieHus MHAPaCTPyK-
TYpOli CUCTEMBI

FOCT P 59332 CuctemHasn uHxeHepus. 3awmta mHdopmauun B npouecce ynpasneHus noptdenem
NPOEKTOB

OCT P 59333 CucteMHas uHxeHepus. 3awuta nHpopMaLum B npoLecce yrnpasieHns YenoBeyeckumm
pecypcamMu cuctemsl

FOCT P 59334 CucTteMHas nHxeHepus. 3awuTta nHgopmauny B npoLecce ynpasfieHUsa Ka4ecTBOM CU-
CTeMbl

FOCT P 59335 CucteMHas uHxeHepus. 3awuta mHdopmauun B npouecce ynpasneHns 3HaHWAMU o
cucteme

FOCT P 59336 CuctemHas nHxeHepus. 3alimTta nHopMalumn B NpoLecce niaHMpoOBaHUS npoekTa

FOCT P 59337 CuctemHas uHxeHepus. 3alumTta nHdopmaumm B NpoLecce OLEHKN 1 KOHTPOSA npoekTa

FOCT P 59338 CucteMHas nHxeHepus. 3awmrta nHopmMaLlmm B npouecce yrnpaBneHns pelleHnsMmm

FOCT P 59339 CuctemHas uHxeHepus. 3aliuta nHdopMauun B npoLecce ynpasieHus puckamu ans
CMCTEMBI

FOCT P 59340 CuctemHas nHxeHepus. 3awmta nHopmalmm B npouecce ynpasfieHus KoHurypauu-
el cuctembl

FOCT P 59341—2021 CucteMHas nHxeHepus. 3alimta nHopmaumm B npouecce ynpasneHus nHdop-
maumeii cuctemsl

FOCT P 59342 CuctemHas nHxeHepus. 3alimta nHopmalmmn B npoLecce N3MepeHuin cuctembl

FOCT P 59343 CuctemHas uHxeHepus. 3awmta mHdopmauum B rnpoLecce rapaHTum Kadectsa ANns
CUCTEMBI



FOCT P 59354—2021

FOCT P 59344 CuctemHas uHxeHepus. 3awuta nHopmaummn B npouecce aHanmsa 6usHeca unm Ha-
3HaYeHUs cucTembl

FOCT P 59345 CuctemHas uHxeHepus. 3awmuta nHopmaumm B npoLecce onpeaeneHns notpebHocTei
1 TpeboBaHUn 3aMHTEPECOBAHHOW CTOPOHbI 415 CUCTEMbI

FOCT P 59346 CucteMHasa uHxeHepus. 3awmta nHgopmaLmmn B npolecce onpeaeneHnss CUCTEMHbIX
TpeboBaHwmii

FOCT P 59347 CucTteMHas uHxeHepus. 3awmuta nHcpopmanmmn B npouecce onpefeneHns apxutekTypbl
cucTeMbI

FOCT P 59348 CuctemMHas nHxeHepus. 3alinta nHgopmalmm B npouecce onpegesnieHns npoekra

FOCT P 59349 CuctemHas uHxeHepus. 3awuta nHcopmauny B npouecce CUCTEMHOIO aHannsa

FOCT P 59350 CuctemHas nHxeHepus. 3alnta nigopmauum B npolecce peanmsalmm cucTemsl

FOCT P 59351 CuctemHas vHxeHepwus. 3awumTa uHhopmMauun B npolecce KOMMIEKCUPOBaHUSA CUC-
TeMbI

FOCT P 59352 CuctemMHas nHxeHepus. 3awmra nHcopmalmmn B npouecce sepudmkauum cuctembl

FOCT P 59353 CuctemHas nHxeHepus. 3awiuta nHgopmalmm B npouecce nepegaym CUCTeMbl

FOCT P 59355 CuctemMHas uHxeHepus. 3awmta MHopmaummn B npouecce yHKLMOHMPOBaHWSA CUC-
TeMbI

FOCT P 59356 CuctemMHas UHXeHepus. 3awuta nHopmalmmn B npoLiecce CoNpPoBOXAEHNSA CUCTEMBI

FOCT P 59357 CucrtemHasa uHxeHepus. 3awmra uHgopmauuy B npouecce U3bATUSA U CUCAHUA CUC-
TeMbI

FOCT P M3K 61069-1 VM3mepeHue, ynpasneHne n aBTomatmsaunsa npombllLNeHHoro npouecca. Onpe-
[JeneHne CBOWCTB CUCTEMbI C Lieflbio ee oueHkn. YacTb 1. TepMuHONOrns n obuyme KoHLenumum

FOCT P M3K 61069-2 V3mepeHue, ynpasreHue v asToMaTusaums NPoMbILLIEHHOTO npouecca. Onpe-
[leneHne CBOWCTB CUCTEMbI C Lie/Iblo ee oueHKW. YacTb 2. MeToAo/10rmst OLeHKM

FOCT P M3K 61069-3 Vi3mepeHue, ynpasneHne n aBTomatusaunsa npomblilLNeHHoro npouecca. Onpe-
[eneHne CBOWCTB CUCTEMbI C Liefiblo ee oueHKkn. YacTb 3. OueHka (PYHKLMOHA/IbHOCTY CUCTEMBI

FOCT P M3K 61069-4 N3mepeHue, ynpaBneHme 1 agTromaTusayma npoMbllIeHHOro npouecca. Onpe-
JeneHne CBOWCTB CUCTEMbI C Liefbio ee oueHkn. YacTb 4. OueHka Npou3BOAUTENIBHOCTM CUCTEMBI

FOCT P M3K 61069-5 ViamepeHue, ynpasreHue v aBToMaTusauns NpoMbILLIEHHOIO npouecca. Onpe-
LeNneHne CBOWCTB CUCTEMbI C Liefbio ee oueHkn. YacTb 5. OueHka Ha4eXHOCTU CUCTEMBI

FOCT P M3K 61069-6 N3mepeHue, ynpasneHue 1 asTtoMmaTnsaunsa npomMbliLieHHoro npowecca. Onpe-
[eneHne CBOWCTB CUCTEMbI C Lieflblo ee oueHKkn. YacTb 6. OueHka akcanyatabenbHOCTU CUCTEMbI

FOCT P M3K 61069-7 V3mepeHue, ynpasrieHne v asToMaTusauus NPoMbILLIEHHOTO npouecca. Onpe-
[eneHne CBOCTB CUCTEMbI C Lie/IbI0 ee OLeHKM. YacTb 7. OueHka 6e30MacHOCTY CUCTEMbI

FOCT P M3K 61069-8 V3mepeHue, ynpasneHne n aBTomatmsaunsa npomblilLNeHHoro npouecca. Onpe-
[leneHne CBOWCTB CUCTEMbI C Lieflblo ee oueHkn. YacTb 8. OueHka 4pyrux CBONCTB CUCTEMbI

FOCT P M3K 61508-1 ®yHKLMOHa/bHAasA 6€30MacHOCTb CUCTEM 3/1EKTPUYECKMX, SNEKTPOHHbIX, MPo-
rpaMMupyembIX 3/1EeKTPOHHbIX, CBA3aHHbIX € 6e3onacHocTbio. YacTb 1. Obuwue TpeboBaHns

FOCT P M3K 61508-2 dyHKUMOHanbHas 6e30MacHOCTb CUCTEM 3/1EKTPUYECKUX, 3NEKTPOHHbIX, Mpo-
rpaMMupyembIX 3N1EKTPOHHbIX, CBA3a@HHbIX ¢ 6e3onacHocTbio. YacTb 2. TpeboBaHusa K cuctemam

FOCT P M3K 61508-4 ®yHKUMOHANbHAsA 6€30MacHOCTb CUCTEM 3/1EKTPUYECKUX, SNEKTPOHHbIX, MpPo-
rpammupyembiX 3N1EKTPOHHbIX, CBA3aHHbIX C 6e30nacHoCTblo. YacTb 4. TepMuHbI 1 onpegeneHns

FOCT P M3K 61508-5 dyHKLMOHabHAsA 6€30MacHOCTb CUCTEM 3/1EKTPUYECKMX, 3NEKTPOHHbIX, Mpo-
rpaMMupyembiX 3/IEKTPOHHbBIX, CBA3aHHbIX C 6e3onacHoOCTbI0. YacTb 5. PekomeHgaumn no NpuUMeHeHNI0 MeTo-
[0B onpefenexHns ypoBHeli NONHOTbI 6e30nacHoCTH

FOCT P M3K 61508-6 ®yHKuMOHannbHas 6€30MacHOCTb CUCTEM 3/1EKTPUYECKUX, 3/TEKTPOHHbIX, MPO-
rpaMMupyembIX 3/1EKTPOHHbIX, CBA3aHHbIX ¢ 6e3onacHocTbio. YacTb 6. PykoBoacTBo no npumeHexunio FOCT P
M3K 61508-2 n FOCT P M3K 61508-3

FOCT P M3K 61508-7 d®yHKuMOHanbHas 6e30MacHOCTb CUCTEM 3/1EKTPUYECKUX, 3NIEKTPOHHbIX, Mpo-
rpamMmMmpyeMbIX 3NEKTPOHHbIX, CBA3AHHbLIX C 6€30MacHOCTb0. YacTb 7. MeTobl U cpeacTBa

FOCT P M3K 62264-1 VHTerpaunsa cuctem ynpasneHusa npegnpuatnem. Yacts 1. Mogenu 1 TepmMuHo-
norus

MpumeuyaHue — lMpu NOMb30BAHNUUN HACTOALWMM CTaHAAPTOM Le/IeCO06pa3HO NPOBEPUTL AENCTBUE CCbINOY-
HbIX CTAHAAPTOB B MH(pOPMALMOHHON cucTeme o6LLEro NoMb30BaHNA — Ha oduLMansHOM caiite defepasbHOro areHT-
CTBa NO TEXHUYECKOMY PEry/IMpOBaHWI0 U METPOSIOTUK B CETU VIHTEPHET UK MO eXerogHoMy MHGOPMaLMOHHOMY yKasa-
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Teno «HauuoHanbHble CTaHAAPTbI», KOTOPbIA OMy6IMKOBAH MO COCTOSIHWIO HA 1 iHBaps TEKyLero roga, 1 no Bbinyckam
€XEeMeCsiUHOro MHOPMALMOHHOTO Yka3aTens «HauuoHabHble CTaHAapTb» 3a TeKyLWnii rog. ECY 3aMeHEH CCbINOYHbIN
CTaHAapT, Ha KOTOPbIN AaHa HefaTUPOBaHHAs CCbI/IKA, TO PEKOMEHAYETCS UCMO/b30BaTh AEiCTBYIOLLYI0 BEPCUIO 3TOrO
cTaHAapTa C y4eTOM BCEX BHECEHHbIX B faHHYI0 BEpCUI0 M3MeHeHU. Ecnn 3aMeHEH CCbINIoUHbIA cTaH4apT, Ha KOTopbIit
faHa JaTMpoBaHHas CCblika, TO PEKOMEHAYETCS MCMO/Ib30BATh BEPCUI0 TOTO CTAaHAApTa C yKa3aHHbIM Bbille rOA0M YT-
BEPXAEHUA (MPUHATUS). Ecnn nocne yTBEPXAEHUs HACTOSILLEero CTaH4apTa B CCbIZIOYHbIA CTaHAAPT, Ha KOTOpbIi AaHa
[AAaTUPOBaHHasA CCbIIKa, BHECEHO M3MEHEHME, 3aTparuBaioLLee MosioKeHNe, Ha KOTOPoe faHa CChi/ika, TO 3TO NOMIoXEeHNe
pekomMeHAyeTCsi NPUMEHATL 6e3 yyeTa AaHHOro U3MeHeHus. ECin CCbiNIoYHbI CTaH4apT OTMEHeH 6e3 3aMeHbl, TO Noso-
XEHME. B KOTOPOM JaHa CCbI/ika Ha HEro, PEKOMEHAYETCS MPUMEHSTh B 4aCTW, He 3aTParvBaroLeil 3Ty CChIsIKy.

3 TepMuWHbI, oNpeAeneHns n cokpalleHus

3.1 B HacTosLWeM cTaHaapTe npuMeHeHbl TepMuHbl no FOCT 27.002. TOCT 34.003. TOCT P MCO 9000,
FOCT P MCO/M3K 27001. TOCT P NCO 31000. FOCT P UCO 3534-1. TOCT P NCO 3534-2. TOCT P 51897,
FOCT P 59329, TOCT P 59330. FOCT P 59331. TOCT P 59332. TOCT P 59333. TOCT P 59334. TOCT P 59335.
FOCT P 59336. FTOCT P 59337. TOCT P 59338. FOCT P 59339, NOCT P 59340, FOCT P 59341. FOCT P 59342.
FOCT P 59343. TOCT P 59344. TOCT P 59345. TOCT P 59346. TOCT P 59347. TOCT P 59348. TOCT P 59349.
FOCT P 59350. TOCT P 59351. FOCT P 59352. TOCT P 59353. FOCT P 59355. OCT P 59356. TOCT P 59357.
FOCT P M3K 61508-4, TOCT P M3K 62264-1. a TakXe crnegytoline TepMrUHblI C COOTBETCTBYHOLLIUMY onpeje-
NEHNAMU:

311

aTTecTauus (sanupauyua): MoaTeepxaeHne (Ha OCHOBE NpeacTaB/eHNs 06 bEKTUBHBIX MOATBEPXAe-
HWI1) TOro, uyTo TpeGoBaHUs, NpefHA3HAYEHHbIE A1 KOHKPETHOTO WCMO/b30BaHUA UMW MPUMEHEHUS], Bbl-
MOJIHEHbI.

M pnmMmedyaHne — Banupaums B KOHTEKCTE XWU3HEHHOTO uukna npeactaBnseTt coboi COBOKYNHOCTb AEVICTBMVI,
rapaHTupyrowmx n 06ecneqMBarou.|,|/|x YBEPEeHHOCTb B TOM. YTO cuCTeMa cnocobHa peannsoBaTtb CBOE npeaHasHa4vyeHue,
TeKyuwme n nepcnekTMBHble Lenn.

[FOCT P 57193—2016. nyHKT 4.1.51]

3.1.2

LONYCTUMBbI pucK: PUCK, KOTOPLI B fJaHHOI CUTyaunu cYMTalOT NPUEMIEMbBIM NPU CYLLECTBYOLLNX
06LLeCTBEHHbIX LleHHOCTSIX.
[FOCT P 51898—2002. nyHKT 3.7]

3.1.3

3aMHTepecoBaHHas CTOpoHa, NpaBoo6nagartenb: VIHAMBULYYM WAM OpraHusauums, uMetlle npa-
BO, 10/110, Tpe6oBaHUe N UHTepPec B CUCTEME UK B 061aAaHnN ee XxapakTepucTrkami, yAoBneTBopsio-
WMUMKN UX MOTPEGHOCTU 1 OXUAAHNS.

Mprmep — KoHeuHble N0Nb30BaTENN, OpraHn3aLm KOHeYHoro NobL30BaTeNs, NogAepXuBaioLLue cTo -
pOHbI. pa3paboTunku, NPOU3BOAUTENN, 06yUaOLME CTOPOHbLI, COMPOBOXAAIOWME U YTUAN3NPYIOLLME OP-
raHnsauuu. npuobpeTatoLiMe CTOPOHbI, OpraHn3alum NnocTaBLLMKa, OpraHbl PerynsTopos.

NMpumeyaHne — HekoTopble 3aMHTEPECOBAaHHbIE CTOPOHbLI MOTYT UMETb MPOTWBOMOMOXHbIE WHTEPECHI B
cucteme.

[FOCT P 57193—2016, nyHKT 4.1.42]

3.1.4

3awuTa uHpopmaunn; 3U: AeAatensHOCTb, HanpaBneHHas Ha NpejoTBpalleHre yTeuku 3awuuiae-
Moii MHChOpMaLMK, HEeCaHKLMOHUPOBAHHbIX U HenpeAHaMepeHHbIX BO3AeiCTBUIA Ha 3alyuLLaeMyto UHGop-
mauuio.

[FOCT P 50922—2006, ctaTtbs 2.1.1]
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3.1.5

3awuTa uHpopmaumum oT yTouku: 3awmta MHgopMauun, HanpasfeHHash Ha NpejoTBpalleHne He-
KOHTPO/IMPYEMOr0 PacnpoCcTpaHeHusl 3aluiaemMoil MHpopMauum B pesynbtate ee pasrfialeHnst U He-
CaHKLMOHMPOBAHHOTO AOCTyNa K Heii. a Takke Ha UCK/UYeHue (3aTpyAHeHue) NosyyeHus 3aliuuiaemoi
MHhopMauun (MHOCTPaHHbIMU] pa3BekaMu U ApYrMMU 3aMHTEPECOBaHHbIMU CYyGbeKTaMU.

NMpnmeyaHune — 3anMHTepecoOBaHHbIMU CyBbEKTIMYU MOrYT 6bITb: FOCY[apCcTBO, pUAMYEcKoe NuULo, rpynna
husnyeckux nuu. otaenbHoe usnyeckoe NuLO.

[FOCT P 50922—2006. ctatbs 2.3.2]

3.1.6

3alinTa nHhopMaLum oT HeCaHKLMOHMpPOBaHHOro Bo3aelicteus; 3 ot HCB: 3awmTa nHgopma-
Uvn. Hanpas/fieHHas Ha npefoTBpalleHVe HecaHKUVOHMPOBAHHOIO A0CTyna v BO3AENCTBMA Ha 3awuuia-
eMylo MHhopmMaLnio C HapyleHVeM YCTaHOB/IEHHbIX Mpas U (MK) NpaBuUa Ha U3MEHeHWe MHopmauuu,
NPUBOAALLMX K PaspyLLEHUIo, YHUUTOXEHNIO, UCKaxeHuto, cboto B paboTe, He3akoOHHOMY nepexsary 1 Konu-
poBaHuio. 6/10KMPOBaHMIO JOCTYyNa K MHhopMaumn, a Takke K yTpaTe, yHUUTOXEHUI0 uan c60t0 yHKumo-
HMpOBaHWA HoCUTENs MHopMaL .

[FOCT P 50922—2006. ctatbs 2.3.3]

3.17

3almTa MHopMaLmmn oT HenpegHaMepeHHOro Bo3aeicTeuma: 3awmTa MHopMaLum, HanpasieH-
Has Ha NpefoTBpalleHVE BO3AElCTBUA Ha 3aliMlaemMylo MHChopMaLuMio OWnGoK ee nosb3oBatesns, c6os
TEXHUYECKMX U NPOrPaMMHbIX CPEACTB MH(OPMALMNOHHLIX CUCTEM, NPUPOAHBIX ABIEHWIA UK UHBbIX Heue-
NeHanpaBeHHbIX HA N3MEHeHUe UH(OPMAaLMK COObITWIA, NPUBOASALLMX K UCKAXKEHWIO, YHUUTOXEHUIO, KOMU-
poBaHUI0. 6/10KMPOBaHUI0 JOCTyNa K MHGhOPMaLMK, a Takke K yTpaTe, YHUUTOXEeHU0 unm c6ot dyHKLMO-
HUPOBAHMSI HOCUTENSI UHDOPMALINN.

[FOCT P 50922—2006. ctatbs 2.3.4]

3.1.8 nHTerpasbHbIii pUCK HapylleHWs peanusauumu npouecca aTTecTauunm CUCTEMbI C Y4EeTOM
Tpe6oBaHMl No 3awmTe NHpopmMaumu: CoyeTaHne BEPOATHOCTM TOTO, YTO GyAyT HapyLUeHbl HAAEXHOCTb
peanusauun npolecca 6o Tpe6oBaHWA MO 3aliuTe MHopMauum, NM6o 1 To U ApYyroe, € TXKECTblo BO3-

MOXHOTO yuep6a.

3.1.9 HafexXHOCTb peanu3ayuy npouecca atrecTaymm cuctembl: CBONCTBO npouecca arTectaumm
CUCTEMbI COXpPaHsiTb BO BPEMEHU B YCTAHOBJ/IEHHbIX Mpejesiax 3Ha4YeHUss NnokasaTtesiell, XxapaKTepusyLmx

CMOCO6HOCTb BbINO/IHUTL €70 B 3afaHHbIX YC/TIOBUAX peann3aunn.
3.1.10

HopMa 3thhEKTUBHOCTU 3alnTbl MHpopMaunn: 3HayeHre nokasaTens 3heKTVBHOCTU 3aLUTbI
MHDOpMaLMK, YCTAHOB/IEHHOE HOPMATUBHBLIMU 1 NPABOBLIMU LOKYMEHTaMW.
[FOCT P 50922—2006. ctatbs 2.9.4]

3111

nokasatesnb 3 EeKTUBHOCTY 3alNUTbl MHpopMaLMKU: Mepa Unm xapakTepucTuka ans oueHkn ad-
(pEKTUBHOCTY 3aLLWTbI MHDOPMALWN.
[FOCT P 50922—2006. cTaTbst 2.9.3]

3.1.12

puck: CoyeTaHne BEpOATHOCTM HaHeceHus yuiepba n TSHKeCcTu 3Toro yuepba.
[FOCT P 51898—2002. nyHKT 3.2]

3.1.13 cucTeMa-aTanoH: PeanbHasi UMM TMNOTETUYHAsi CUCTEMA, KOTopasi Mo CBOMM foKasaTtessiv
TerpasibHoro pucka HapyLlieHusi peann3auym paccMaTpyBaeMoro npoLecca ¢ yyeTom Tpe6oBaHuii no 3awmrte
MHOpMaLMU NPUHUMAETCS B KauecTBe 3TasloHa A/1s NMOJIHOMo YA0BNETBOPEeHUs Tpe6GoBaHWi 3auHTepecoBaH-

NH-
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HbIX CTOPOH CUCTEMbI 1 PaLMOHA/ILHOIO PeLIeHNUst 3a4a4 CUCTEMHOIO aHaIu3a, CBSA3aHHbIX C 060CHOBaHUEM
[oNyCTUMbIX pPUCKOB, o6ecneyeHneM HOpMbl 3 EKTUBHOCTM 3aLUTLI MHGOPMaLUM, 060CHOBaHWEM Mep,
HanpaB/ieHHbIX Ha JOCTUXEHWE Leneii npouecca, NPOTMBOAENCTBIE Yrpo3aM U onpejesieHne c6anaHcupo-
BaHHbIX peLleHunii Npu cpeaHe- v 4OATOCPOUHOM NaHMPOBaHUM, a Takke ¢ 060CHOBAHWUEM MPeANoXeHWii No
COBEpLUEHCTBOBAHMWIO U Pa3BUTWIO CUCTEMBI 3aLLUTbI MHCDOPMALWU.

3.1.14

CUCTEMHAA UHXeHepus: MexaucunnanHapHblii noaxod, ynpaBnsiowmuili NoHbLIM TEXHUUYECKUM 1 op-
raHM3aToOPCKUM ycunmem, TpebyembiM 4718 Npeobpa3oBaHus psiga noTpeGHOCTEl 3anHTEPECOBaHHbIX CTO-
POH. OXMAAHWUA 1 OTPAHUYEHUI B PELUEHNI Y AN NOAAEPXKKMA STOMO PelleHus B TeHeHNe ero XUsHu.

[FOCT P 57193—2016, nyHkT 4.1.47]

3.1.15

Tpe6oBaHne No 3awmTe MHMOPMALUU: YCTAHOBMIEHHOE MPaBUO UMW HOPMA, KOTOPble A0JIKHbI
6bITb BbIMOIHEHbI NPY OpPraHM3auuy 1 OCyLLeCTBIEHNN 3alnTbl MHpopMaLMK, UK AONYCTUMOW 3HaYeHne
nokasatens aPeKkTUBHOCTM 3aLUTbl MHhopmaLun.

[FOCT P 50922—2006. cTaTbs 2.9.2]

3.1.16 LenoCTHOCTb MOAEenupyemoii cuctembl: CocTosiHUEe MOZE/IMPYeMOli CUCTEMBI, KOTOPOE B Te-
UeHvie 3a/aBaemMoro nepmoja NporHo3a OTBEYAET LENeBOMY Ha3HAYEHWUIO MOLENN CUCTEMBI.
3.1.17

3PP eKTUBHOCTb 3almnTbl MHopMaummn: CTeneHb COOTBETCTBMA pe3y/nbTaToB 3alluuTbl MHOpMa-
LMK Uenn sawmTsl nHchopmavuu.
[FTOCT P 50922—2006. ctatbs 2.9.1]

3.2 B HacTofllem cTaHgapTe UCMNOIb30BaHO COKpalleHue:
T3 — TexHuyeckoe 3afaHue.

OCHOBHblIE MOJIOXEHNSI CUCTEMHO MHXEeHepunn no 3auwnte I/IH(*)OpMaLI,VIVI
B npouecce arrecraunnm cnctembl

41 O6wme nonoxeHus

OpraHun3aumm Ucnosb3yloT npoLecc atrectauny (Banugaumm) CUCTEMbI B pamkax cosfaHus (MoAepHu-
3auuun. passuTuA) 1 aKCnayaTauum cuctTemsl ana obecnevyeHUs yBepeHHOCTU B TOM. YTO cucTema oTBevaeT
TpeboBaHUsAM N0 CBOEMY Ha3HauYeHW0 1 06nafaeT BO3MOXHOCTAMUN AOCTUXEHNA TEKYLMX N NePCneKTUBHbIX
Lenei.

Mpu peanusaummn npouecca arrectayuy CUCTEMbI OCYLLLECTBAAIT 3alUTy MHOopMaunM, HanpasieH-
Hyt0 Ha obecneyeHne KOHMUAEHUNaNbHOCTH, LeNIOCTHOCTY 1 A0CTYNHOCTM 3alluLiaeMoi nHpopmaumm, npe-
[OTBpaLLeHNe HECAHKLMOHMPOBaHHBIX U HeNnpegHamMepeHHbIX BO3AECTBUIA Ha 3aluaemMyo MHopMaLmio.
[omkHo 6bITb 06ecneyeHo HagexXHoe BbIMOIHEHME MpoLiecca.

[ns NporHo3aMpoBaHNA VMHTerpasibHOro prcka HapylleHus peanu3auuv npouecca n 060CHoBaHUS ag-
hEeKTUBHbBIX NpeaynpexjaroLLmx Mep no CHUKXEHUIO 3TOT0 puUcKa UIn yaepXaHuio ero B oNyCTUMbIX Npegenax
MCMo/b3yT CUCTEMHBIA aHann3 npowecca ¢ y4eToM TpeboBaHuii No 3awute nHdopmaumn.

OnpefieneHne BbIXOAHbIX pe3y/ibTaToB npoLecca aTrectaunn CUCTEMbI U TUMOBLIX AECTBUIA N0 3aLimTe
nHopmauuu ocyutectsnsaoT no FOCT 2.114, TOCT 15.101. FOCT 34.201. TOCT 34.602. TOCT P NCO 9001,
FOCT P MCO/M3K 12207, TOCT P NCO 15704, TOCT P MCO/M3K 27001. TOCT P NCO/M3K 27002,
FOCT P MCO/M3K 27003. TOCT P 51904. TOCT P 57102. TOCT P 57193. TOCT P 57839. OueHKy WH-
TerpasbHOro pucka HapylleHus peanusauum npouecca € yyeTom TpeboBaHwii no 3awmTe wHgopma-
LUK OCYLLECTBASIOT NO HACTosLWEeMy cTaHAapTy C Uchnofnb3oBaHWeM pekomeHgauuini FTOCT P MCO 7870-1,
FOCT P NCO 7870-2, TOCT P NCO 9001. FOCT P MCO/M3K 16085. TOCT P NCO/M3K 27005. TOCT P
MCO 31000. NOCT P 51901.1, TOCT P 51901.5, TOCT P 51901.7, TOCT P 54124. TOCT P 57102. TOCT P
57272.1. TOCT P 58771, TOCT P 59339. TOCT P 59346. FOCT P 59349. TOCT P 59355. lNpn 3TOM yuuTbIBA-
10T crneunduky aTTecTyemol cuctemsl (CM., Hanpumep. [20]—[26]).
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4.2 Ctagun v atanbl XNU3HEHHOTO LKA CUCTEM

B o6Lwem cnyyae npouecc atrectayuy cMcTeMbl UCNOJb3YIOT Ha CTaAnax pa3paboTkn (MogepHM3auum,
pasBuTKA), aKCnayaTauMm n CONPOBOXAEHNS CUCTEMbI MOC/E TOTro, Kak cuctema BygeT cnpoekTupoBaHa, pea-
nn3oBaHa unu sepudurumposaHa. Npouecc atrectayum CUCTEMbI HanpaseH Ha obecrneyeHne 06 beKTUBHbIX
[JokasaTenbCTB TOrO, YTO CUCTeMa Npu CBOEM NPUMEHEeHUN GyAeT BbINOMHATL (Npu ee pa3paboTke, moAep-
HM3auMu. pasBuTUN, CONPOBOXAEHNN) UKW BbIMOMHAET (NpY 3Kcnayatauumn) TpeboBaHUs 3aMHTEpPeCcOoBaHHbIX
CTOPOH, AOCTUrasi HAMeYeHHOro NCNo/b30BaHNA B 3ajaHHOI aKCNIyaTaLMoHHON cpeae.

Crtaguu n atanbl paboT ycTaHaBnMBaloT B AOroBopax, cornawenusax n T3 ¢ yyetoMm cneuyudukm u yc-
NOBUIA DYHKLMOHNPOBaHNS CUCTEMbI. [lepeyeHb 3TanoB M KOHKPETHbIX paboT B XM3HEHHOM LWKNEe cUCTEM
chopmMumpytoT ¢ yuyeTom TpebosaHuii FTOCT 2.114. FOCT 15.016. FOCT 34.601. TOCT 34.602. FOCT P 15.301,
FOCT P MCO 9001, FOCT P MCO/M3K 12207, TOCT P NCO 31000, NOCT P 51583. TOCT P 51901.1,
FOCT P 51901.7, TOCT P 57102. TOCT P 57193, TOCT P 57272.1. TOCT P 57839. lNpouecc arrecTtayuu
CUCTEMbI MOXET BXOAUTb B COCTaB paboT, BbIMOMHAEMbIX B pamkax Apyrux npoLeccoB XWU3HEHHOTO Lukia
cuctem, 1 Npu HeobXoAMMOCTY BKOYATL B ce6s Apyrne npoLeccs.

4.3 Uenu npouecca u HaszHauyeHne Mep 3aluTbl MHOopMaLum

4.3.1 OnpepgeneHve ueneii npouecca aTrectauum cuctembl ocyuiecTsasoT no FOCT P NCO 9001,
FOCT P NCO/M3K 12207. TOCT P NCO/M3K 16085. TOCT P MCO/M3K 27002. FOCT P57102. FOCT P 57193,
FOCT P M3K 61508-1. TOCT P M3K 62264-1 c yueToM cneundmkn aTTecTyemMoli CUCTEMBI.

B obuiem cnyyae rnaBHOW Lenblo npolecca arrectauum cUcTeMbl sBNSeTCS npegoctaBneHne obbek-
TUBHbIX A0Ka3aTeNbCTB TOro, YTO NPV NPUMEHEHUW B 3aAaHHOI 3KcnyaTaunoHHOW cpefe cuctema obecne-
YWT BbINOSIHEHME 3aaHHbIX TPe6OBaHWU 3aMHTEepecoBaHHbIX CTOPOH. OCHOBHas 3afaya aTTectaumn cocTouT
B NPMOGPETEHNN YBEPEHHOCTN 3aUHTEPECOBAHHbIX CTOPOH B BO3MOXHOCTAX CUCTEMbBI COMNAacHO ee YHKLMO-
Ha/IbHOMY Ha3HayeHuto.

4.3.2 Mepbl 3awWuTbl MHOpMaLuM B npouecce aTTecTauuMm cucTembl nNpefgHasHauyeHbl Ans obecne-
YeHus KOHUAEeHLManbHOCTK, LEeNoCTHOCTU M AOCTYMHOCTM 3awumwaeMoil nicpopmaumm, npeaoTBpaLLeHns
yTeuky 3almiiaeMoin MHopMaLnm, HecaHKLMOHNPOBAHHbIX U HenpegHaMepeHHbIX BO3AEelCTBU Ha 3alyu-
waemyto uHdopmauumio. OnpegeneHne Mep 3awntbl Hopmaummn ocywectsnsatoT no FOCT P MCO/M3K
27001, FOCT P MCO/M3K 27002. TOCT P 51583. TOCT P 56939. NOCT P 58412. TOCT P 59346. TOCT
P M3K 61508-7, (20)—[24] c yueToM crneundukm aTTecTyemMoil CUCTEMbI 1 peann3yemoin CTaanmn XXN3HEHHOro
uukna.

4.4 OCHOBHbIO MPUHLKNBI

Mpy NpoBefeHNn CUCTEMHOIO aHasm3a npoLecca arTectaunm CUCTeMbl PYKOBOACTBYHOTCA OCHOBHbIMMU
npvHuMnamm, onpegenexHHsimn B FOCT P 59349 ¢ yueTom agudhdpepeHumaumnm TpebosaHmnii No 3awmte nHgop-
mMauuy B 3aBUCMMOCTU OT KaTeropum 3Ha4MOoCTW CUCTEMbI 1 BaXXHOCTM 06pabaTbiBaeMoil B Held MHchopmaLmm
(cm. FTOCT P 59346. [19}—(24)). Bce npuMeHsieMble NPUHLMMNbI MOAUYMHEHbI NPUHLMMY LeneHanpasieHHOCTH
OCYLLEeCTBSIEMbIX [EeNCTBWIA B MAHMPYEMbIX U peasninlyeMbix npoLeccax Ha NPOTSXXEHUW BCEro XXU3HEHHOTO
LMKNa CUCTEMBI.

4.5 OCHOBHble ycunus 4na o6ecneyveHns 3awutbl MHopMaLum

OCHOBHbI€ YCUNNS CUCTEMHOI MHXEHEePUN ANst 06ecneyeHuns 3aluTbl MHpopMaLuum B NpoLecce aTTe-
CTalnmn CUCTEMbI COCPEOTAUNBALOT:

- Ha 06ecneyeHn roTOBHOCTH CUCTEMbI K BbINOMIHEHWIO TPe6oBaHUii 3aMHTepPecoBaHHbIX CTOPOH:

- onpefeneHnn BbIXOAHbIX Pe3ynbTaToB U AelCTBUIA, NpefHasHauyeHHbIX A8 AOCTUXEHUS Lenein npo-
Llecca 1 3allinTbl aKTBOB, MHYOPMALIMS KOTOPbIX UM O KOTOPbIX HeobXxoauMa ANA AOCTUXEHUA 3TUX Leneil;

- BbISIB/IEHUN MOTEHUMAJIbHBIX YrPO3 1 ONpeaesieHn BO3MOXHbIX CLEHApUeB BO3HUKHOBEHUSA U Pas3Bu-
TUSA Yrpo3 AN aKTUBOB, NOAMEXALUNX 3aLmMTe, BbIXOAHbIX Pe3ybTaToB U BbINOMHAEMbIX AEACTBUI NpoLecca,;

- onpefeneHnn n NPOrHO3MPOBaHNN PUCKOB, NOANEXALUX CUCTEMHOMY aHau3y,

- NpOBeAEeHUN CUCTEMHOTO aHann3a A7 060CHOBaHNA Mep. HampaB/ieHHbIX Ha NPOTMBOAECTBIE YIpo-
3aM U JOCTUXEHME Leneit npouecca.
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5 O6wune TpeboBaHMA CUCTEMHON MHXEHEPUM NO 3awmnte nHpopmaumm
B Mpouecce atrectaynm cCUCTeMbl

5.1 O6wme TpeboBaHUSA CUCTEMHOM MHXEHEPMM MO 3aliMTe MHhopMauuy ycTaHaBaMBaT B T3 Ha pas-
paboTKy. MOAEPHU3ALMI0 NN Pa3BUTE CUCTEMBI. DTN TPeBOBaHNS U METOAbI UX BbINOSIHEHUSI AETaNIU3NPYHOT
B T3 Ha COCTaBHYI0 YacTb CUCTEMbI (B Ka4eCTBe KOTOPOI MOXET BbICTynaTb CUCTEMA 3aluTbl MHOpMaLnm),
B KOHCTPYKTOPCKOW, TEXHO/IOTMYECKON U 3KCNyaTaluMoHHOW AOKYMeHTaumun, B cneuudukaumax Ha nocras-
nsieMble npoaykuuio nunm ycnyru. CogepxaHue TpeboBaHunii no 3awute nHchopMauuy popmMupyoT npy Bbl-
NOSTHEHWM Mpolecca onpeaeneHnss CUCTEMHbIX TpeboBaHWUii C y4eTOM HOPMAaTWBHO-NPaBOBbLIX 4OKYMEHTOB
Poccuiickoit ®epepaumn (cm., Hanpumep. [20]—(24)). ys3BUMOCTe cucTemsl, NpefHaMepeHHbIX 1 HenpeaHa-
MEPEHHbIX YIPO3 HapyLUEeHUs1 (PYHKLMOHUPOBAHUSI CUCTEMbI UW/UNK ee NMPOrpaMMHbIX 1 NporpamMmmHo-annapar-
HbIX 3/1eMeHToB — cM. TOCT P 59346.

MpumeuyaHune — Ecnu nHdopmaums OTHOCUTCS K KATErOPUU rOCYAapCTBEHHON TaiiHbl, B BOMpOCAaXx 3aliuThl
MHOpMaLnK PyKOBOACTBYIOTCS PErNaMeHTUPYOWNMN OKYMEHTAaMIU COOTBETCTBYIOLWMX FOCYAapCTBEHHbIX PErynsTOpOB.

5.2 Tpe6oBaHNA CUCTEMHOW MHXeHepun no 3almTe MHpopMaumMn nNpusBaHbl obecneyrBaTb ynpasne-
HMEe TEXHUYECKMMU N OpPraHn3auyoHHbIMU YCUAVAMY NO NaHWPOBAHUIO N peasim3aluy npolecca arrectayum
CUCTEMbI 1 NOAAEPXKKE NPU 3TOM 3(PHEKTUBHOCTY 3aLMUTbI UHGOPMAaLUN.

TpeboBaHNA CUCTEMHON MHXeHepun No 3aluTe uHcopMaLuy B NpoLecce arTecTaluun CUCTEMbI BK/O-
yaroT:

- TpeboBaHMA K COCTaBaM BbIXOAHbIX PE3Y/IbTaTOB, BbIMOMHAEMbIX eACTBUIA N UCMO/b3YEMbIX NPY 3TOM
aKTMBOB, TpebyoLWmMX 3aLLnTbl MHOpMaLuu;

- TpeboBaHMA K onpefeneHnto nepeyHs noTeHunanbHbIX Yrpo3 n (hOpMUPOBaHMIO BO3MOXHbIX CLieHa-
pvieB BO3HWMKHOBEHUS U Pa3BUTUS YTPO3 A8 BbIXOAHbIX Pe3y/bTaToB U BbINOHAEMbIX AEACTBUIA npouecca;

- TpeboBaHMA K MPOrHO31POBaHMWIO PUCKOB NPY NIAaHMPOBAHUW U peanmn3aLym NpoLeccoB, 060CHOBaHMIO
3(p(heKTMBHBIX NpeaynpexaatoWwnx Mep No CHKEHNIO PUCKOB MW UX YAEPXaHWUIo B AOMYCTUMbIX Npegenax.

5.3 CocTaB BbIXO[HbIX Pe3y/ibTAaTOB 1 BbINOMHAEMbIX AeACTBUIA B NpoLiecce aTTecTayuy cucTemsl onpe-
fensoT no TOCT 2.114. FOCT 15.016. TOCT 15.101. TOCT 34.201. TOCT 34.602. TOCT P 15.301, FOCT P
MNCO 9001, NOCT P CO/M3K 12207. TOCT P NCO 15704. TOCT P 51583. TOCT P 51904. IOCT P 57102,
FOCT P 57193, TOCT P 53647.1, TOCT P 56939. TOCT P 57839 ¢ y4ueToM cneuucukmy aTTecTyemMoin CucTemsl.

MpumevyaHune — Bnpouecce atTecTaunm cucTeMbl HEO6X0ANMO YUNTbIBATb PeLleHne Taknux BONpocoB, Kak:

- rapaHTMpoBaHHOE MOATBEPXAEHWEe A0CTATOYHOCTU aBTOMATU3MPOBaHHOW feknaccudgukauun KoHuaeHuanb-
HOW MHpopMauuy (B HaCTHOCTU, aHOHUMM3ALUN 1 AenepcoHndmnKaLum);

- yyeT BO3MOXHOCTU NOBbILLIEHUSI YPOBHA KOH(PMAEHLMANBHOCTU JaHHbIX B NpoLecce Ux 06pa6boTkn B cuctemax mc-
KyCCTBEHHOrO WHTe/ekTa (Mo Mepe arpernpoBaHus, BbISIBIEHNS CKPbITbIX 3aBUCUMOCTE, BOCCTAHOBEHNS U3HAYalbHO
OoTCyTCTBYIOLLEl MHhOopMaLun);

- pernameHTauus BOMPOCOB o6ecneyeHns KOH(MUAEHUManbHOCTN TECTOBbIX BbIGOPOK UCXOAHBIX AaHHbIX, NCMOSb-
3yeMbIX UCMbITaTeNbHbIMU Na6opaToOpPUsiMU NPK OLLEHKE COOTBETCTBUSA NPUKIAAHbIX CUCTEM UCKYCCTBEHHOTO UHTEN/EKTA,
C coOXpaHeHMeM Npo3payHOCTM 1 NOAOTHETHOCTUN 3TOrO NpoLecca.

5.4 Mepbl 1 geicTBMA NO 3awwmTe MHhopMaLMK AO/MKHbI OXBaTbiBaTb akTUBbLI, MHPOPMALMSA KOTOPbIX
UMM 0 KOTOPbIX HEOGX0AMMA AN1A NOMYUYEHNs1 BbIXOAHbIX Pe3y/ibTaToB U BbINOSHEHWS AelicTBKIA npolecca at-
TecTauum cucTemsl.

MpumeuaHne — B cocTaB 3alyuuiaemMbiX aKTUBOB MOTYT 6bITb BKNOUEHbI AKTUBbI MHbIX CUCTEM (MOLCUCTEM),
He BOLUeLINX B COCTAB pacCMaTpMBaEMOil CUCTEMbI, HO OXBATbIBAEMbIX N0 TpeGOBaHUAM 3akasunka — Hanpumep, npu-
B/leKaeMble CPefCTBa N3MepEHWii.

5.5 OnpepenexHve akTMBOB, MH()OPMAaLUS KOTOPbIX WM O KOTOPbIX MOANEXWT 3awuTe, onpegene-
H/e nepeyHs noTeHuManbHbIX Yrpo3 1 hopMMpoBaHNe BO3MOXHbIX CLieHapveB BO3HWKHOBEHWUS W pasBUTUSA
Yyrpo3 AN Kax[oro 3 aktueoB ocyuiecTBnsaT no MOCT 34.201. TOCT 34.602. TOCT IEC 61508-3. TOCT
P NCO/M3K 27001, TOCT P 51583. TOCT P 56939. TOCT P 57102. TOCT P 57193, FOCT P 58412 c yyeTom
Tpe6oBaHuii FOCT 15.016. TOCT P MCO 9001. TOCT P MCO/M3K 12207. FOCT P NCO/M3K 27002. FOCT
P NCO/M3K 27005, TOCT P MCO 31000. FOCT P 51275. TOCT P 51901.1. TOCT P 51901.7, TOCT P 59346,
FOCT P M3K 61508-1, TOCT P M3K 61508-2, TOCT P M3K 61508-6, (20)— [24].

Mprmepbl NepeyHein yunTbiBaeMblX akTUBOB W Yrpo3 B npoLiecce atrectauyuy CUCTeEMbl NpuBeLeHbl B
npunoxeHuax A n b.
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5.6 hheKTUBHOCTb 3aLLMTbl MHOPMALMU NPU BbINOJIHEHUM NpoLiecca aTTecTauun CUCTEMbI aHaNnU3u-
pyloT MO MokasaTensiM PUCKOB B 3aBUCUMOCTY OT CNeLnukm CUCTeMbI, Lefeil ee NpUMeHeHNs N BO3MOXHbIX
yrpo3 npwv BbINOJIHEHUM MpoLecca. B cucteMHOM aHanuse npouecca UCnosb3yloT Mogenb yrpo3 6e3onacHo-
CTU uHdopmaLum.

Cu1CTeMHBbI aHa/IM3 npoLecca ocyLLecTBASIOT C UCNO/Ib30BaHNEM METOL0B, MOAe e uMeToAVK (CM. npu-
noxenwus B. I, [) cymeTom pekomeHgaunii FOCT P CO 9000, MOCT P MCO 13379-1, TOCT P MCO 13381-1,
FOCT P MCO 14258. TOCT P MCO/M3K 15026, TOCT P MCO/M3K 15026-4, TOCT P NCO/M3K 16085,
FOCT P NCO 17359. TOCT P MCO/M3K 27002. FOCT P 51901.1, FOCT P 51901.5, TOCT P 51901.16,
FOCT P 54124. TOCT P 58771, TOCT P M3K 61069-2. TOCT P M3K 61069-3. TOCT P M3K 61069-4. TOCT
P M3K 61069-5, TOCT P M3K 61069-6. TOCT P MOK 61069-7. FOCT P M3K 61069-8. TOCT P M3K 61508-5,
FOCT P M3K 61508-7. TOCT P M3K 62264-1, (20) — (24).

5.7 ina o60cHOBaHMA aheKTUBHbIX NpeaynpexaarLLnx Mep N0 CHUKEHUIO PUCKOB MW UX YAEPXaHUIo
B AOMYCTUMbIX Npefenax NpUMEHSIIOT CUCTEMHbIV aHasn3 ¢ UCNONb30BaHMEM yCTaHaBMBAEMbIX creunanb-
HbIX Ka4eCTBEHHbIX U KONIMYECTBEHHbIX NoKa3aTeneli puckoB. KauecTBeHHbIe nokasaTtesnn 418 OLEeHKN PUCKOB
B 06n1actu uHopmaumoHHoi 6e3onacHocTy onpegenersbl B FTOCT P MCO/M3K 27005. Lienecoobpa3HocTb
MCNO/b30BaHUS KONMYECTBEHHbIX NoKasaTesieii PUCKOB B JOMOSIHEHNE K KAYECTBEHHbIM MoKa3aTessiM MOXeT
noTpeboBaTb fONONHUTENLHOTO 060CHOBaHUS. CocTaB cneLmnasbHbIX KOIMYECTBEHHbIX NoKasaTeneli puckos
B MHTEpecax CUCTEMHOro aHasmsa npoLecca arrectayun cucTeMbl onpegesneH B 6.3.

TvnoBble MOAENMN U MeTOAb!I NPOrHO3MPOBaHNSA PUCKOB B NpoLiecce atTecTauuy CUCTEMbI, LONYCTUMbIE
3HaYeHnsa ANA pacyeTHbIX Nokasartenei n NpYMepHbIA nepeyeHb MeTOAMK CUCTEMHOIO aHanu3sa npuBeaeHbl
B npunoxexusax B. I. [l. XapakTepucTukn Mep 3awutbl nHopmauum v A4eiicTeril No 3awmute nHdopmauymmn n
UCcXoaHble flaHHble, obecneynBalLLe NpUMEHeHNe MeToA0B, Mofeneit n MeToauK, onpesensoT Ha OCHOBe
cobupaemMoii 1 HakanIMBaemMoi CTaTUCTUKM NO paccMaTpuBaeMbiM NpoLeccam ¥ BO3MOXHbLIM YCNOBUSAM WX
peanusauum.

6 CneunanbHble Tpe60BaHUS K KOTMYECTBEHHbLIM NOKasaTesnsim

6.1 O6Wwume NnonoxeHns

6.1.1 B npuioxeHun K 3alluiLiaemMbIM akTuBam, 4eiCTBUAM U BbIXOAHbIM pe3ynbTaTtam npouecca aTte-
cTauuy cUCTeMbl, K KOTOPbIM NpPeAbsB/eHbl onpejAeneHHble TpeboBaHnsa No 3alwuTe MHgopMaumu, BbINos-
HAIOT OLEHKY aPDEKTMBHOCTU 3alUnTbl MHOPMaLUM Ha OCHOBE MPOrHO3MPOBaHUSA PUCKOB B YC/IOBUSIX BO3-
MOXHbIX Yrpos3.

6.1.2 B 0o6Liem cryyaB OCHOBHbIMW BbIXOAHbIMU pe3ynbTaTamu npouecca aTrectaunn CUCTeMbl SBNA-
oTcA:

- KpuUTepumn aTTecTaunm cMcTemMbl OTHOCUTE/TbHO BbINOMHEHWSA TPe60BaHNI 3anHTEPECOBAHHbIX CTOPOH;

- OorpaHuyeHus 1 AoNyLeHns npu aTTecTauun CUCTEMbI, KOTOPbIE BAVSIOT Ha CUCTEMHbIE TPeboBaHus,
aApPXUTEKTYPY WU/IN MPOEKT CUCTEMBI,

- HemnocpeACcTBEHHO OTYETHble MaTepuasbl NO aTTecTauun CUCTEMbI W/WIN CUCTEMHBIX 3/IEMEHTOB;

- obecneynBaloLe CUCTEMbI UK YCYrn, HeobxoanMble ANA atTecTauuu,

- 3a[l0KyMEeHTUpOBaHHble pe3ynbTaTbl aTTecTalumMm CUCTEMbI U BbISIBAIEHHbIE OTK/IOHEHUS;

- 06bEeKTMBHbIE f0oKa3aTeNbCTBa TOro, YTO NPW NPUMEHEHUN B 3afaHHON 3KcnnyaTaunoHHON cpeje cu-
cTema 06ecneynT BbINOSIHEHNE TpebOoBaHNIi 3aMHTEPeCOBaHHbIX CTOPOH C AOCTUXEHMEM NOCTaB/IEHHBIX Le-
nei;

- KapTa npocnexuBaeMoCT! CUCTEMHbIX 3/IEMEHTOB K Tpe6OBaHMAM 3avHTEPECOBAHHbLIX CTOPOH U CU-
CTEMHbIM TpeboBaHVUAM Npu NPOBELEHUN aTTecTauun CUCTeMBI.

6.1.3 [1nA nony4yeHns BbIXOAHbIX pe3ynbTaTtoB npouecca atTectalun cucTeMbl B 06LLEM Cyyae BbInos-
HAIOT cnegytoLne OCHOBHbIe AeCTBUS:

- NOAroToBUTE/IbHbIE AENCTBUA:

- onpegeneHne o6nacTn aTTecTauyun N COOTBETCTBYIOLMX AelCTBUI Npolecca aTTectauum cucTe-
Mbl. BK/lOYaA TpeboBaHWA 3aMHTEPeCcOBaHHbIX CTOPOH, NoAsnexalyme KoNn4ecTBeHHOW oLeHke, onpeaeneHve
CUCTeMbl W/ CUCTEMHOIO 3/IEMEHTa, NoANexallero arrectaumm, oxmaaembsle pesynbTaTbl UCNOb30BaHUA
CUCTEMbI U/MNN CUCTEMHOrO 3/1eMeHTa (Hanpumep, aTTectaumm MoryT nognexaTb onucaHve 3ambicria uam
[OKYMEHT, cLueHapuii aKkcnnyartaumu, Moaenb, MakeT Wiy NpoToThN CUCTEMbI),

- onpejeneHne orpaHnyeHnii No BbINOMHEHWIO AeliCTBUI NpoLiecca atTecTauuy CUCTeMbI, BKIOYas
orpaHMyYeHns No TEXHUYECKON BbINOMHUMOCTU, CTOMMOCTU, BPEMEHW, NPUTOAHOCTU K aTTecTaumn BuaoB obe-
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cneyeHns AN KBanULMPOBAHHOIO MepcoHana, AOrOBOPHbIE OrpaHMYeHus, yuuTbiBatolie B TOM uucne
cneundmnKy cucTemsl,

- BbIGOP MM pa3paboTKy COOTBETCTBYIOLMX METOAOB Y METOAUK, ONpeAeneHne yCnoBuii n kpute-
pveB ANS Kaxaoro AelcTBMA npouecca aTTectauum ¢ y4eToM crneundvky cucTemsl, Lenei npoekta u gony-
CTUMbIX PUCKOB.

- onpegeneHue cTpaternn artectaumy cUCTeMmbl, BKIOUYAsA onpedeneHne COOTHOLLEHUA MexXAay 06-
NacTblo aTTecTaunmn, orpaHUYeHNsIMU U MeToAamMm1 BbINOTHEHUS AeCTBMIA NpoLiecca aTTecTaluum ¢ npmeneye-
HMeM o6ecrneynBarLLUX cUCTEM (MOAeNeli, cnbiTaTeslbHbIX CTEHA0B, TPEHAXEPOB, KOMMNETEHTHOTO NEePCoHa-
na. BCnomoraTesibHbIX YCyr).

- onpegeneHne orpaHNyYeHuni i CUCTEMbI, BbITEKAIOLWNX U3 cTpaTernn atrectauuy CMcTeMbl, ANs UX
BK/IIOYEHNSA B TPE6OBAHUS 3aMHTEPECOBAHHbIX CTOPOH, B TOM YMC/IE OFPaHNYEHUs!, CBA3aHHbIE C TOYHOCTbH,
HeonpefeNeHHOCTbI0, BOCMPOM3BOANMOCTbIO, MeTodaMy U3MepPEeHNiA, NPUrogHOCTbIO, [OCTYNHOCTLIO 1 B3au-
MOAENCTBUAMMN.

- onpefeneHne n nNaaHMpoBaHue AeicTBUi OTHOCUTENIbHO 06eCcneYnBarLLIMX CUCTEM WU BCMOMO-
raTeslbHbIX YCyr, KOTOpble HEOOXO0ANMbI ANA MOAAEPXKKM aTTecTaumy CUCTeMbI.

- noslydyeHue unu npuobpeteHne focTyna K ob6ecneyvBaioLliM cMCTEMAM WM BCMOMOTaTe bHbIM
ycnyram Ana NoAAEPXKN aTtTecTaluum CUCTEMbI, BK/IKOYasA Npyu HEOGX0AMMOCTY 3ak/lUeHNe AOTOBOPOB cy6no-
apapaa. 3akynky, paspaboTky, NOBTOPHOE MCMO/b30BaHUE;

- NpoBeAeHNe HEMOCPeACTBEHHO aTTecTalMn CUCTEMbI, BKIKOYas:

- BbINOJIHEHME NpOLEAYpbl aTTecTauuM CUCTEMbI COT/TAacHO NPUHSTON cTpaTernn B cpeae, 6mnsKkoi
K 9KCM/lyaTauMoHHOI cpefe v ee BUPTYasIbHOMY NMpPeAcTaB/ieHUo C onpejesieHHbIMY 06ecrneynBaoLwmm
cucTemMamu v pecypcamu.

- paccMOTpeHVe pe3ynbTaToB aTTecTauuy CUCTEMbI C LeNbl NOATBEPXAEHNS (PYHKLUOHANBbHOW ro-
TOBHOCTU CUCTEMbI OTHOCMTE/IBHO BbINOJIHEHNSA TPe6oBaHUIA 3aMHTEPECOBAHHBIX CTOPOH.

- [LOKYMEHTVMpOBaHWe pe3y/bTaToB aTTecTauuMu CUCTEMbl U BbISIB/IEHHbIX OTK/OHEHWIA, BkI4Yas
OTK/TIOHEHUSI U3-3a HEeKOPPEKTHOCTE! B NPUHSTON cTpaTerMy atrectauuu, o6ecneymBarLlmnx cuctemax, npo-
LeAypax arrectayum,

- perucTpauuio aKkcnayaTaumoHHbIX UHUMAEHTOB, BbISIBJIEHHbLIX NPO6GAEM U rapaHTWil TOro, YTO OHU
NpakTUYecKn paspeLlaemsi,

- obecneyeHune NPOCNEXNBAEMOCTH CUCTEMHbIX 3/IEMEHTOB, NPOLIeAWNX aTTecTaumio, 1 cTparernm
aTTecTaummn, apxuTekTypbl CUCTEMbI, MPOEKTA U CUCTEMHbIX TPE6GOBAHWIA.

6.1.4 Tekywme AaHHble, HakanauBaemas n cobupaemasi CTaTUCTMKA, CBA3aHHbIE C HAPYLLEHUAMMN Tpe-
60BaHMWii No 3almTe MHGOPMaLUN N HAPYLLEHUAMW HAAEXHOCTW peanu3aluu npouecca, SABASKOTCS OCHOBOW
ANA NPUHATUA peLleHnii No pakTy HACTYNNeHUs coBbITUIA U UCTOYHNKOM UCXOAHbIX faHHbIX 418 MPOrHO3uUpo-
BaHWA PUCKOB Ha 3aJaBaeMblii Nepnos NPorHo3a. PUCKM OLEHUBAIOT BEPOSITHOCTHLIMW NOKasaTensmm ¢ yye-
TOM BO3MOXHbIX yLep60B (CM. npunoxeHune B).

6.2 TpeboBaHuA K cocTaBy nokasartesei

Bbibupaemble nokasatenu JO/MKHbI obecneyvBaTb NPoBefeHUe OLEeHKN 3HEKTUBHOCTN 3alUnTbl UH-
dhopmalmn 1 NPOrHO3MpoBaHNA NHTErpasibHOro prcka HapyLleHns peanusalumn npolecca atrectaumm cucre-
Mbl C y4eToM TpeboBaHuii No 3aLmTe MHchopmalun.

3hheKTNBHOCTb 3aluUTbl MHPOPMAaLMKN OLLEHNBAIOT C NMOMOLLbIO KOJIMYECTBEHHbIX NokasaTeneli, KOTo-
pble No3BONAIT chopMUpoBaThL NpeAcTaB/leHne 0 TeKyWuX U NoTeHymasbHbIX npobnemMax wav 0 BO3MOX-
HbIX MPUYMHAX HEJONYCTUMOrO CHMKEHNA 3P EKTUBHOCTM HA PaHHUX aTanax NPOSBAEHUSA ABHbIX U CKPbITbIX
yrpo3 6e3onacHoCT! MHOpPMaLMK, KOraa MOXHO NPUHATL Npejynpejallyne KoppekTupylowme geincTems.
JlononHWTENbHO MOTYT ObITb UCMO/Ib30BaHbI BCMOMOraTesibHble CTaTUCTUYECKME MoKasaTen, xapakrepusyto-
LMe cobbITUSA, KOTOPbIE YXXe MPOU3OLLAN, U UX BIUSHUE Ha 3(hDEKTUBHOCTL 3alliuTbl MHhopmauum npu pea-
nusauum npouecca. BecnomorartenbHble nokasaTenun no3BonsaioT nccnefoBaTb npousoLleslume cobbiTua n ux
nocnefCcTBMSA 1 CpaBHUBATb PP EKTUBHOCTb NPYMEHAEMBIX U-"/IM BO3MOXHBIX Mep B AelCTBYIOLL el cucteme
3aWmnThl MHOpMaLUK.

6.3 TpeﬁOBaHI/Iﬂ K KOIMYeCTBEHHbLIM NokasaTenamMm NpPporHo3npyemMbiX pUCKOB

6.3.1 Ansa NPOrHo3npoBaHnAa PUCKOB B npouecce atrectaynm CUCTeMbl MCNONB3YHOT cnefyrowmne Koam-
4YeCTBEHHbIE NnokasaTte/sin,
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- PUCK HapYLUEHWS HafEeXHOCTW peannsaumu npouecca artrectauum cuctemsl 6e3 yueta TpeboBaHmnii No
3almTe nHopmaLum,

- puUCK HapyleHua TpeboBaHwuii No 3aluTe nHhopmaLmmn B NnpoLecce arTrectayum CUCTeMbI;

- WHTerpasbHblii PUCK HApyLIeHNa peann3aunm npouecca arTectalyum cUCTeMbl C y4eTOM TpeboBaHuii
no 3awute nHopmaymu.

6.3.2 Puck HapyleHus HafileXXHoCT! peanu3auuy npouecca aTrectauum cuctemsl 6e3 yyeta Tpebo-
BaHW1 No 3awWuTe MHhopMaLmn XapakTepusyoT COOTBETCTBYIOLEN BEPOATHOCTbIO HAPYLUEHUS HaAEeXHOCTM
peanusaumun 3Toro npouecca 6e3 yyeta TpeboBaHwil No 3almTe nHpopmaLum (B 3aBUCUMOCTM OT BEPOSATHO-
CTV HEBbINOMHEHNA HEOOXO0ANMbIX feiCTBUIA NpoLecca U BePOATHOCTY HapyLUeHWUS He06X0AUMON rOTOBHOCTU
CUCTEMbI K BbINOJTHEHUIO TPEGOBAHMWI 3aNHTEPECOBAHHbIX CTOPOH) B CONOCTAB/IEHUUN C BO3MOXHbIM YLLLEePOOM.

6.3.3 Puck HapyweHus TpeboBaHWii No 3awute MHopMauun B npolecce arrectaumm CUCTEMbl Xa-
pakTepu3yloT COOTBETCTBYHOLLEN BEPOATHOCTLIO HapylleHus TpeboBaHwi No 3awute MHGOpMauuy B COMNO-
CTaB/IEHNN C BO3MOXHbIM Yyliep6oMm. Mpu pacyeTax f0/HKHbI ObiTh YYTEHbl 3aliullaeMble akTWBbI, AeldcTBUS
peanunsyemoro npouecca 1 BbIxoAHble pe3yfbTaTbl, K KOTOPbIM NPeAbABNAITCA onpefeneHHble TpeboBaHNs
no 3awmte nHdopmalum.

6.3.4 VIHTerpasnbHblii pUCK HapyLlleHns peanusauny npouecca aTTectaumm cUCcTeMbl ¢ y4eTom Tpebo-
BaHW NO 3awuTe UHGOPMaLMN XapaKTepUsyoT COOTBETCTBYIOLEN BEPOATHOCTbIO HAPYLUEHUSA HaAeXHOCTM
peanusauymu npouecca 6e3 yyeTa 3almTbl MHPOPMaLnn N BEPOATHOCTbIO HapyLLeHUs TpeboBaHui No 3almTe
nHopmaummn (cm. B.2. B.3, B.4 npunoxeHnsa B) B conocTaB/eHNM C BO3MOXHbIM yLLepboMm.

6.4 Tpe6oBaHUA K UCTOYHUKAM JaHHbIX

MICTOYHMKaMW MCXOAHBIX AaHHbIX A1 pacyeToB KO/IMYECTBEHHbIX MokasaTenei ABNsATCA (B 4YacTw,
CBOICTBEHHO NpoLieccy atTecTaluy CUCTEMbI):

- BPeMeHHble faHHble IYHKLMOHNPOBAHUA CUMCTEeMbl 3aluuTbl MHOpMauun, B T. Y. cpabaTtbiBaHna ee
NCMNOSTHUTENbHBIX MEXaHU3MOB:

- TeKylime v CTaTUCTUYECKME AaHHble 0 COCTOAHMM NapamMmeTpoB CUCTEMbI 3aLnTbl MHGOpMaLUMKn (Npu-
BA3aHHble K BpEMeHaM U3MEHEeHNsI COCTOSHUIA);

- Tekylue n cTaTUCTUYECKUe AaHHble 0 Camoil CMCTEMEe WV CUCTeMax-aHasiorax, Xxapakrepusylolme
He TO/IbKO flaHHble O HapyLIeHUsX HALEeXHOCTW peanusalummn npouecca, Ho U CO6bITUSA, CBSI3aHHbIE C YTEUKOI
3awmaemori Hopmauum, HeCaHKLMOHUPOBaHHLIMW NN HeNpegHaMepeHHbIMWU BO3AeACTBMAMM Ha 3alym-
waemyto nHdopmaumio (MpussA3aHHblie K BpEMeHaM HaCTYNeHNs COObITUIA, XapakTepusyoLwmnx HapyLeHnus v
npeanocbUIKU K HapyLeHnsiM TpeboBaHuiA No 3awute uHdopmauum);

- TeKylyme v cTaTucTMyeckme AaHHble pe3ynbTaToB TEXHWYECKOro ANarHOCTVPOBAHUS CUCTEMbI 3alUThbI
nHdopMaunm:

- Hanuume 1 roTOBHOCTb NepcoHana cUcTeMbl 3almMTbl MHOPMaLun, faHHble 06 owmnbKax nepcoHana
(NpuBsi3aHHblE K BpEMeHaM HacTynneHns cobbITUiA, NocneA0BaBLUNX U3-3a ATUX OLLUMGOK N XapakTepu3yoLLmX
HapyLleHUs 1 NpeAnochbUIKN K HapyLleHnam Tpe6oBaHuii No 3awuTte nHopmaummn) B caMoii cucteme nnun B
cucTemax-aHanorax;

- JaHHble N3 Mojenn yrpo3 6e3onacHocTV MHopMauu 1 MeTagaHHble, No3BonsoLme chopMmposaTb
nepeyeHb NOTEHUMANbHBIX YTPO3 1 BO3MOXHbIE CLEeHapun BO3HUKHOBEHWUA W Pa3BUTUS Yrpo3 A5 KaXA40ro u3
3aluLLaeMbiX akTMBOB.

TunoBble NCXOAHblE faHHble ANA MOAENMPOoBaHNSA NpuBeAeHbI B MPUIoXeHun B.

7 Tpe6oBaHWsi K CACTEMHOMY aHanusy

TpeboBaHMA K CUCTEMHOMY aHanu3y npouecca aTrectauynm CMCTeMbl BKIOYAIOT:

- TpeboBaHMA K NPOrHO3MPOBaHMNIO PUCKOB M 060CHOBAHWNIO A0MYCTUMbIX PUCKOB:

- Tpeb0oBaHMA K BbISB/IEHUIO SIBHbLIX U CKPbITbIX Yrpo3.

- TpeboBaHMA K NOAAEPXKKEe NPUHATUA PeLLUeHWii B NpoLiecce atTecTauum cucTemsl.

o6l e npuMeHWMble pekoMeHAauuu ANS MPOBeAEeHUs CUCTEMHOro aHanu3a usnoxeHwbl B FOCT
P 59349.

Mpn 060cHOBaHUM 1 HOPMYNNPOBAHUN KOHKPETHbIX Tpe60oBaHUA K CUCTEMHOMY aHann3sy JoMnoHNTe b-
HO pyKOBOZACTBYIOTCA nosoxeHnusamu MOCT 2.114, TOCT 15.016. TOCT 34.602, ITOCT IEC 61508-3, TOCT
P NCO 3534-1, TOCT P NCO 3534-2, TOCT P NCO 7870-1. TOCT P NUCO 7870-2, TOCT P MCO 9001,
FOCT P UICO/M3K 12207, TOCT P MCO 13379-1. TOCT P NCO 13381-1, TOCT P NCO/M3K 15026, TOCT
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P MCO/M3K 27001, TOCT P MCO/M3K 27002, TOCT P MCO 31000. MOCT P 50779.41. TOCT P 50779.70,
FOCT P 51901.1, FOCT P 51901.7, TOCT P 56939. TOCT P 57102. FOCT P 57193. TOCT P 57272.1. TOCT
P 57839. TOCT P 58412, TOCT P M3K 61508-1, TOCT P M3K 61508-2. TOCT P M3K 61508-6. FOCT P M3K
61508-7 ¢ yyeToM cneummkm aTTectyemoit cuctemsl (CM., Hanpumep. (21]—[24)].

NMpumeuyaHne — TpuMepbl peleHus pasiMyHbIX 3ajay CUCTEMHOrO aHanusa npusedeHsl B FTOCT P
NCO 11231, TOCT P 58494. TOCT P 59331, TOCT P 59333, TOCT P 59335. TOCT P 59338. NOCT P 59341. TOCT P
59345, TOCT P 59346, TOCT P 59347, TOCT P 59356.
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MpunoxeHne A
(cnpaBoyHoe)

MprvMep nepeuHs 3aluilaeMblX akTUBOB

MepeueHb 3alMiiaemMbiX akTVBOB B NpoLecce aTTecTalyuy CUCTEMbl MOXET BK/OYaTb (B YacTu, CBOWCTBEHHOI 3TO-
My npoueccy):

- BbIXOAHble pe3ynbTathl npoyecca (cm. 6.1.2);

- aKTVBbl roCyAapCTBEHHbIX MH(DOPMALMOHHBIX CUCTEM, MH(POPMALMOHHbBIX CUCTEM NEePCOHaNbHbIX faHHbIX, aBTO-
MaTU3NPOBaHHbIX CUCTEM YNpaBAeHUs MPOU3BOACTBEHHBIMU N TEXHOMOIMYECKUMM NPOLEeCCaMU Ha KPUTUYECKU BaXHbIX
obbekTax, NoOTeHUMasIbHO ONacHbIX 06beKTax, a Takke o6bekTax, NpeAcTaBsAIoW X NOBbILLEHHYI0 0NaCHOCTb A5 XU3HU
1 3[0p0OBbA N0Ael N 48 OKpyXatoLiei NpupoaHol cpefbl, 3HAYNMbIX 06BEKTOB KPUTUYECKOW MHCOPMaLMOHHOW nHdpa-
CTPYKTYpbl Poccuiickoii depepaunu (cm. (21]—[24]);

- [OroBOpbLI 1 COrNalieHns Ha nposejeHne paboT No co3faHuio (MogepHusaunmn, pasBuTuio) n attectayum cucte-
Mbl:

- IMUEH3UN, NoATBEPXAatoLLne NpaBo nocTasLinka (NPoM3BOAMTENSA) HA NPOBeAeHNe paboT no co3gaHuio (Moaep-
HM3auun, pasBuTUIO) N aTTecTalun CUCTEMbI;

- hMHaHCOBbIE W NNAHOBbIE JOKYMEHTbI, CBA3aHHbIE C MpOBefeHVeM paboT No co3fjaHuilo (MogepHu3auuun, pas-
BUTUIO) N aTTecTauun CUCTEMbI;

- AOKyMeHTauuio npu ob6cnefoBaHnM ob6bekTa aBToMaTusauuu (ANS aBTOMaTU3MPYyEMbIX CUCTEM — CM.
FOCT 34.601);

- AOKYMeHTaLMio Mpu BbINOSIHEHWN Hay4HO-uccnegoBaTenbckux paboT (cm. FOCT 7.32. TOCT 15.101) ¢ yyetom
cneundukn aTTecTyemMoii CucTemsl;

- KOHCTPYKTOPCKYIO 1 TEXHOMOTMYECKYI0 AOKYMEHTaLMI0 (419 co3faBaeMoil, MogepHU3NPYEeMOi nan npuMeHsemon
cuctembl — cm. TOCT 2.051. TOCT 2.102. TOCT 3.1001. FOCT 34.201);

- 9KCNAyaTaLMOoHHYI0 Y PEMOHTHYI fokyMeHTauno (cm. FOCT 2.602. TOCT 34.201. FOCT P 2.601) c yyeTom cne-
unuKn atTecTyemoli cucTembl:

TexHnyeckne 3apanus (cm. FOCT 2.114. FOCT 15.016. FTOCT 34.602. FOCT P 57839);
nepcoHasnbHble AaHHble, 6a3y AaHHbIX U 6a3y 3HaHWI, CUCTEMY XPaHEHUS apXWBOB;

cucTeMy nepegayn AaHHblX U 061auHble faHHble OpraHn3auum:

BbIXO/HblE pe3ysibTaTbl MHbIX MPOLLECCOB BXXU3HEHHOM LMK/1e CUCTEMbI C yYETOM ee Cneundukm.

14
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Mpunoxexne b
(cnpaBoyHOE)

MpuMep nepeyHs yrpos

MepeueHb yrpo3 6e3onacHoOCTV MHpopMaLum B NpoLecce atTecTaunm CUCTEMbl MOXET Bk/oYaTb (B YacTu, CBOM-
CTBEHHOI 3TOMy npoueccy):

- Yrposbl, CBA3aHHblE C 06BEKTUBHBIMU U CY6BEKTUBHBLIMU (hakTopamu, BO3AelCTBYIOLWMMU Ha 3alMLaeMy0 UH-
chopmauuto (cm. FOCT P MICO/M3IK 27002 n FOCT P 51275);

- Yrpo3sbl rocyaapCTBEHHbIM MHDOPMALMOHHBIM CUCTEMAM, MHPOPMALMOHHBIM CUCTEMAM NMEePCOHASbHBIX AaHHBbIX,
aBTOMaTU3MPOBaHHLIM CUCTEMAaM YyNpaB/ieHWA NPOWN3BOACTBEHHbIMU W TEXHOMOTMYECKUMU MpoLieccaMn Ha KpUTuyecku
BaXKHbIX 06bEKTax, MOTeHUMasbHO ONacHbIX 06beKTax, a Takke 06GbekTax, NpeAcTaBAAIOLMX NOBLILEHHYI ONacHOCTb
[ANA XKU3HU 1 3[,0pOBbA N0fei N 4N okpyxatoLeli NpupoAHOI cpedbl, 3Ha4YMMbIM 06beKTaM KpUTUUECKOW MHdopMaLMoH-
HOW MHppacTpykTypbl Poccuiickoii ®epepauun (cm. (21)—{24]);

- yTpo3bl 6e30nacHOCTU (PYHKLMOHNPOBAHNSA NPOrpaMMHOro obecneyeHns, o60pyAoBaHNA U KOMMYHUKaunii, mc-
nonb3yembix B npouecce pabotbl (cM. FTOCT P NCO/M3K 27002 n FOCT P 54124);

- yrposbl 6e3onacHocTu nHopmauum npu noarotToske n obpaboTke gokymeHToB (cm. FTOCT P MCO/M3K 27002.
FOCT P 51583. TOCT P 56939. TOCT P 5B412):

- yrposbl koMnpoMmeTauun nHopmaLMoHHol 6e3onacHOCT npuobpeTatoLieli CTOPOHbI (3aka3unka — cat. FOCT P
MCO,'M3K 27002. TOCT P NCO/M3K 27005—2010. npunoxeHue C):

- YTPO3bl BO3HWKHOBEHUSA yllep6a penyTauum n'nan notepu AoBepusi noctasLymka (NPOU3BOANTENSA) K KOHKPETHOMY
3aKasuuky, Hpopmauusa n NHPopMaLMOHHbIE CUCTEMbI KOTOPOTO GbI/TN CKOMMIPOMETUPOBAHbI:

- Yrposbl, CBsiaHHble ¢ Npuo6GpeTeHneM nan npeAocTaBneHneM 061auHbIX YCnyr, KOTOpble MOTYT Oka3aTb BAUSHWE
Ha MHOPMaLMOHHY0 6€30NacHOCTb OpraHn3auuii, ncnonb3ywmnx atn yenyru (cm. FOCT P UCO/M3IK 27036-4):

- Mpoyve COOTBETCTBYIOLME Yrpo3bl 6€30NacHOCT MHhopMaLMK 1 YSI3BUMOCTU ANS MHDOPMALMOHHBIX CUCTEM U
aBTOMaTU3MPOBAaHHbIX CUCTEM YNpaB/ieHNs NPON3BOACTBEHHLIMW U TEXHOOTMYECKUMI NPpoLeccamMmn KpUTUYECKN BaXHbIX
06beKTOB 13 BaHka flaHHbIX Yrpo3, CONMPOBOXAAEMOro rocyjapCTBEHHbIM PEryiaTopoM.
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MpunoxeHne B
(cnpaBoyHoe)

Tunosble MoA4eNn N MeToAbl NPOrHO3NPOBAaHNA PUCKOB

B.1 O6ume nonoxeHus

B.1.1 [lns nporHosuMpoBaHWs PUCKOB B NpoLiecce arTecTauuy CUCTEMbl MOTYT NPUMEHSATLCS N06ble BO3MOXHblE
MeToAbl, 0becneunsaroLme npuemaemoe 4OCTKEHVEe NOCTaBAEeHHbIX Leneii. NpruMeHeHne TUNOBbLIX METOAO0B 1 MOAenei
HacToALWero cTaHAapTa obecneynBaeT OLLEHKY CneayloLnx nokasarenei:

- pucka HapyleHus HafeXHOCTU peanusaunn npouecca aTrectauny cuctembl 6e3 yyeta TpeboBaHmnii Mo 3alurte
nHdopmauun (cm. B.2):

- pucka HapyleHus TpeboBaHuii No 3awute nHoOpMaLmmn B npoyecce arrectaymm cuctemsl (cm. B.3):

- WHTerpanbHOro pucka HapyLeHus peannsauuy npotecca atrectalmm cucTeMbl ¢ yHeToM TpeboBaHuii no 3almTe
nHpopmauum (cm. B.4).

B.1.2 PUck HapylleHUsi HafeXHOCTU peanu3aumm npouecca arrectaumm cuctemsl 6e3 yyeta TpeboBaHuMil No 3a-
WwmnTe nHdopMaLmmn xapakTepusyoT.

- PUCKOM HeBbIMOSIHEHUS HEO6X0ANMbIX AelicTBUI npouecca, onpeAensieMbiM BEPOATHOCTbIO HEBbLIMOMHEHUS He-
06X0A4UMbIX feicTBUIA npouecca;

- PUCKOM HapyLUeHUsi TOTOBHOCTW CUCTEMbI K BbIMOSIHEHWIO Tpe6GoBaHWi 3aMHTEPECOBaHHbIX CTOPOH, onpeaensie-
MbIM BEPOATHOCTbIO HAPYLLUEHUSI TOTOBHOCTH CUCTEMbI K BbINONHEHNIO TpeboBaHWl 3aMHTEpeCcOBaHHbIX CTOPOH CUCTEMBI.

Puck HapylueHus Tpe6oBaHuii No 3almTe MHGOpPMaLuy B npouecce atTectaunm cUCTEMbl ONpesensitoT CooTBeT-
CTBYyHOLLEN BEPOATHOCTbIO HapyLleHns TpeboBaHWil No 3almTe nHopmauuu.

BepoATHOCTHblEe OLEeHKM o6ecrneunBatloT ypoBeHb afleKBaTHOCTMW, AOCTATOUHbIA ANA pelleHns 3ajay CUCTEMHOTo
aHanusa, npy ycnoBMM MHOTOKpPaTHO NOBTOPAEMOCTW aHann3npyembix COObITUI UK B NpeAnosioXeHNN Takoli NoBTops-
emocTu.

B.1.3 NHTerpanbHblii pUCK HapyLLeHWa peanunsaunmn npouecca atrectaunm cMcTeMbl ¢ yyeTom TpeboBaHuii no 3a-
WMTe MHpopmMauny xapakTepusyoT coyeTaHMeM pucka HapyLlleHWs HafeXHOCTU peanusauum npouecca atTectauny cu-
cTeMbl 6e3 yueTa Tpe6oBaHuii No 3awmTe nHhopmaLum 1 pucka HapyLleHust TpeboBaHuii no 3awuTe MHopMaL M B 3ToM
npouecce.

B.1.4 Mpu oLEeHKe PUCKOB pacyeTHbIM BEPOATHOCTHLIM Noka3aTesisiM CONoCTaBMAT BO3MOXHbIN yLep6, oleHnBa-
eMblli TSXXeCTbl0 MOCNeACTBUIA AN CUCTEMbI U 3aVHTEPECOBaHHbIX CTOPOH B C/lyYyae peann3auumn yrpos.

B.1.5 ns mMoAenupyemoii CUCTEMbl HapylLeHne peanusauyuu npouecca artTecTauunm cUCTEMbI C y4eToM Tpe6oBa-
HWIA No 3awmuTe nHopMaun xapakTepusyeTcs nepexoAoM CUCTeMbl B TaKOB 3/1€MEeHTapHOe COCTOsIHWEe, Npu KOTOPOM
MMeeT MeCTO UK OKa3blBaeTCA BO3MOXHbLIM yLlep6 no cieayowmm npuinHam: 1nbo n3-3a HeBbINOHEHNS HEOOXOANMbIX
AelicTBMil npouecca, M60 13-3a HapyLIEeHUS TOTOBHOCTU CUCTEMbI K BbIMOSIHEHWIO TpeboBaHWl 3aMHTEpeCcoBaHHbIX CTO-
POH. NGO 13-3a HapyLlleHna Tpe6GoBaHuii No 3awuTe MHPOPMAaL MK, TMG0 U3-3a KOMOUHALUY NEPEeYUYNCIEHHBIX NPUYMH.

B.1.6 B obuiem cnyyae, ©cxoAsa M3 Leneil CUCTEMHOTO aHanusa, PUCKM OLEeHMBAIOT Ha PasHbIX UCXOAHbIX JaHHbIX.
Mpy “CNonb3oBaHUN OAHUX U TEX Xe Moaenel AN pacyeToB 3TO MOXET NMPUBOAMUTL K Pas/IMUYHbIM OLLEHKaM WU nHTepnpe-
TaumaM puckoB. Pasnnuna cBsidaHbl C HEOAWHAKOBOW TAXECTbIO BO3MOXHOIO yuiepba AN 3anHTepecoBaHHbIX CTOPOH
(13-3a HEBbINOJIHEHUA HEOBXOAUMbIX AeCcTBUIA npoLecca, HapyLIEeHUs TOTOBHOCTU CUCTEMbI K BbINOMHEHMIO TpeboBaHuii
3aMHTepecoBaHHbIX CTOPOH, HapylleHunii TpebosaHWil No 3awnte NHOpPMaLumn), HeAOCTYNHOCTbIO NN HEeMOoIHOTOW cTa-
TUCTUYECKUX AaHHBIX, NCMOMb3YEeMbIX KaXKA0M M3 3TUX CTOPOH B KAYE€CTBE UCXOAHbIX AAaHHbIX NP CUCTEMHOM aHanuse.

B.1.7 BbiNoNIHEHVE UW HEBbINOHEHWE AeliCTBWI 1 TpeboBaHW NpU MOAENNPOBaHNN OTCEeXNBAETCA C NCNOMb30-
BaHMEM WHAUKATOPHOW yHKuMKM Ind (a), KoTopas NO3BOMSET y4yeCTb KPUTUYHOCTb NOCNEACTBUIA, CBA3AHHbIX C HEBbLINO/-
HeHneMm 3afaHHbIX YCNOBUIA cOrnacHo cobrpaemMoii cTaTucTuke:

X €C/M YCTOB T @ BbINO/HEHO, B.1)

**(«)={ *
0, BOAM POI0 T* & He BbINOMHEHO

Ycnosue a. Ucnosib3yeMoe B MHAMKATOPHOW hyHKLMK, (DOPMUPYIOT NyTeM aHann3a BbINMOSHEHNS KOHKPETHbIX YCo-
BWIA. CyLLLEeCTBEHHbIX A5 npoLecca arTectayuy CUCTEMbI.

B.1.8 Mpu dopmMnMpoBaHUN UCXOAHbIX AAHHbLIX A5 MOAENNPOBAHWA U NPOBEAEHWUN Pa3HOCTOPOHHEro CuUcTem-
HOro aHanu3a WUCnosb3ylT cTaTUCTUYeckne mMetoabl KoHTpons no FOCT P NCO 7870-1. TOCT P NCO 7870-2. TOCT
P 50779.41. TOCT P 50779.70. MmeTo/bl OLEHKN PUCKOB M3 HacToawero npunoxeHuna n'mnu no NOCT P MUCO 13379-1.
FOCT P NCO 13381-1. FTOCT P NCO 17359. FOCT P 51901.1. TOCT P 51901.7. TOCT P 51901.16. FOCT P 54124. TOCT
P 58494. TOCT P 58771. TOCT P M3K 61069-1 — N'OCT P M3K 61069-8. TOCT P M3K 61508-1. TOCT P M3K 61508-2.
FOCT P M3K 61508-5 — NOCT P M3K 61508-7. TOCT P M3K 62264-1.
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B.2 MeToAbl OLEHKN PUCKOB HapyLWeEHNS HAAEXHOCTW peanu3auny npolecca aTTectalum CUCTEMbI
6e3 yyeTa TpeboBaHWii No 3awmnTe NHopmaLymm

B.2.1 O6uwme nonoxeHuns

B HacTosilem nogpasgene npueefeHbl MeToAbl OLEeHKN YacCTHbIX 1 0606LEHHOT0 PUCKOB HapyLUEHUS HafexXHOCTH
peanusauyunu npouecca arrectauum cuctemsl 6e3 yueta TpebosaHuii no 3awmte nHopmayuu.

YacTHble pUCKM XxapakTepusyTcs conocTaBaseMbiMU BO3MOXHbIMU 3aTpatamu, ywepbamu n BepoaTHOCTAMYU CO-
OTBETCTBYIOLNX COOLITUIA:

- HeBbINO/IHEHUS HEO6XOAUMBIX AECTBUIA NpoLecca atTecTauun CUCTEMBI:

- HapyLleHUa roTOBHOCTU CUCTEMbI K BbINO/IHEHWIO Tpe6oBaHWii 3anHTEePeCOBaHHbIX CTOPOH.

B.2.2 OueHka pucka HeBbINOTHEHNS HEOOXOANMBIX AeCTBUI Npouecca arTecTaummn

B.2.2.1 B npouecce aTTecTauun CUCTEMbI AO/MKHbI GbiTb BbIMOMHEHbI HEOOXOAWMblE fAeiicTBUA. HeBbiNoNHeHNe
(B TOM yncne He3aBepLUEHHO BbINO/HEHMSA) HEOOXOAUMBIX AECTBMIA Mpouecca — 3TO Yrposa BO3MOXHOrO yuiepba. B
obLem cnyvyae TpeboBaHNA K 3aBepLIEHHOCTN HEOOXOAUMBIX AeiicTBKiA npouecca hopMynMpyloT Ha ypoBHE cTpaTeruu,
npoueayp v MeToAukK atTectauuy CUCTEMbI, MPUHATLIX YCAIOBUIA 1 OrpaHnyeHunii.

B.2.2.2 MNpwu oLEHKe pucKa BbIYUCNAKT BEPOATHOCTb HEBLINO/IHEHUSI HEOGXOAMMbBIX AeCTBUIA npouecca aTTecTa-
Lumn cuctembl. Ha OCHOBE NPUMEHEHUA CTATUCTUYECKUX AaHHbIX BEPOSATHOCTb Raeiicreuii (T ~) HeBbINOMHEHUS Heobxoan-
MblIX AelicTBWIA NpoLecca 3a 3afaBaeMoe BpeMs 334 BbIUMCAAOT No hopmyne

~pencTauii <Wno™ <W 'G<W « (B-2)

W® ®wmcabinon|/1"'3ag) n (I 4,4) — COOTBETCTBEHHO KOMIMYECTBO CNy4yaeB HEBbINOMIHEHUS HEOBXOAMMbIX AEeACTBWIA npo-
uecca 1 obliee KONMYECTBO HEOOXOAMMbIX AeiiCTBUIA, Mognexalinx BblINO/HEHWNI0 B
npouecce arrectauuu CUCTeMbl 3a 3afaHHoe Bpemsi ['afg cornacHo cTaTUCTUYeCKUM
[aHHbIM.

Ycnosue BbINOSTHEHNA (BKﬂIOHaFI 3aBepueHne BbII'IOﬂHeHI/IFI) HeOﬁXO,D.VIMbIX AEVICTBMVI onpepesieHo Kak ycnosue
HenpesblWeHNa MakCumMasibHO OoNYCTUMOIO YpPOBHA, 3ajaBaeMoro 4na BepoATHOCTN HEBbINO/IHEHNA HeOﬁXOAMMbIX ,u,e|7|—

CTBUIA Npouecca aTTecTauun cucTeMsl nevictei () .
JT0 ycnoBue BblpaxaeTcsa B hopme: Aaemctuii (M3an) S Agon ae* crowid (I A). B BbipaxeHnUn 415 0606LLEHHOTO prcka
nokasarte/fib 3aBepLIEHHOCTY BbINO/THEHNA HEOOXO0AUMBIX AeAcTBUIA A4NA npouecca atTecTaunm cucTemMsl (T m)

onpegeneH cnegyoLmum o6pasom:

Y n, IO,«CLIJ (83

**rom«V | no(B-2), oarm ycrneHwto M L LI /110 H @ WUIN He MA0HO.

B.2.3 OueHka pucka HapyLlweHns roTOBHOCTWN CUCTEMbI K BbIMONHEHUIO TPe6oBaHMWIi 3aMHTepPeCcoBaHHbIX
CTOpPOH

B.2.3.1 B ycnoBusax CyLecTBYOLWUX HeonpeaeneHHoCTel oLeHnBaloT BEPOATHOCTHbIE NoKasaTenn HapyLeHus ro-
TOBHOCTW CMUCTEMbI K BbIMOSIHEHNIO MEHSIOWMXCA CO BpeMeHeM TpeboBaHWi 3avHTepeCcOoBaHHbIX CTOPOH MO KayecTsy,
cpokam u 3aTpaTam. 3TO No3BosseT onpefenunTb NokasaTenu yAoBNeTBOPEHHOCTU 3auHTepecoBaHHbIX CTOPOH ANsA MNo-
cnepytouieil oueHKn 0606LEeHHOro pUcka HapyLeHUs HafeXHoOCT peannsauyun npoyecca arrectaymm cuctembl 6e3 yye-
Ta TpeboBaHuWii No 3awmuTe nHopmaumm.

B.2.3.2 1ns oueHKn BEPOSITHOCTW HapyLUEHUS TOTOBHOCTU CUCTEMbI K BbINONHEHUIO TpeboBaHUii 3auHTepecoBaH-
HbIX CTOPOH MO KaYeCTBY U CPOKaM MCNOMb3YOT MOAE/b, YYNTbIBAIOLLYI0 U3MEHEHNEe BO BpeMeHU noTpe6HocTell n Tpe6o-
BaHWIi 3anHTEpPeCcoBaHHbIX CTOPOH. Mpu aTTecTayuy NpoBepseTcs FTOTOBHOCTb CUCTEMbI K BbIMOSIHEHNIO (hOPManbHbIX Tpe-
60BaHuii. Ha peann3auuio KOTopbix GbIN 3aTpayeHbl BPEMS U PECYpPCbl, HO KOTOPble eCTEeCTBEHHbIM 06pa3oM ycTapeBatoT
C TeYeHWeM BPeMeHU W n3MeHaTcs. B ntore dyHKuMOHaNbHbIE BO3MOXHOCTW aTTeCTyeMOoii CUCTEMbI MOTYT OKas3aTbCs
peanbHO HEBOCTPEeGOBAHHLIMW U3-3a PACCOr/1IacOBaHUS U3MEHUBLUMXCA TPe60oBaHWUi 3aMHTepecoBaHHbIX CTOPOH U pea-
NM30BaHHbIX (QYHKLWOHA/IbHBIX BO3MOXHOCTEW cuctembl. BocTpeboBaHHbIMM Ha MOMEHT aTTecTauuyu npusHalT Takue
PYyHKLMOHa/IbHble BO3MOXHOCTU CUCTEMbI, NCMOJIb30BAHNE KOTOPbIX CMOCO6GHO B 3afaHHbIX YC0BMAX 06ecneynTb yA0B-
NeTBOPEHHOCTb 3aMHTEPECOBaHHbIX CTOPOH. bonee akTyasbHble NOTPE6GHOCTY M TpeboBaHNA 3aMHTEPEeCOBaHHbIX CTOPOH
npv3BaHbl 3aMeHNTb ycTapeBLlune Tpeb6oBaHNsA K CUCTEME, HO Ha UX peanu3auuto TpebyTcs BpeMs 1 AONONHNTENbHbIE
pecypcbl. B cBOl o4yepefib cornacoBaHHble U3MeHEeHHble NOTPe6HOCTN 1 TpeboBaHUS 3aMHTEPECOBaHHbIX CTOPOH camu
TakKke MOryT MEHATbCA CO BpeMeHeM. Takmm 06pa3om Ha BPEMEHHOWN OCU Ha MOMEHT aTTecTauun BO3HMKAKT cutyauum
rOTOBHOCTW CUCTEMbI K BbIMOSIHEHNIO TPe6OBaHWii 3anHTepPecoBaHHbIX CTOPOH MO Ka4yecTBY M CPOKaM U HapyLlleHUs He-
06X0MMOIi TOTOBHOCTMW.

Mpy HaNM4YMM HEOGXOAUMBIX PECYPCOB FOTOBHOCTb CUCTEMbI K BbIMOTHEHUIO Tpe6oBaHU 3auHTepecoBaHHbIX CTO-
POH M0 Ka4yecTBY 1 Cpokam ob6ecrneynBaloT Ha OCHOBE CBOEBPEMEHHOTO BbISIB/IEHNS 3HAYVMMbIX U3MEHEHUIA B NOTPeBHOCTAX
1 Tpe60oBaHNAX 3auHTepPecoBaHHbIX CTOPOH 1 UCMO/b30BaHNA 3 (hEKTUBHBIX TEXHONOTUI ANA UX peann3aynmn B cucteme.
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Mpu 3KCNOHEHLMaNbHOM annpoKCUMaL MM UCXOAHbIX XapakTepUCTUK U NX HE3aBUCUMOCTW BEPOSITHOCTb HapYyLIEeHUs
TOTOBHOCTU CUCTEMbI K BbINOMIHEHWIO TPe6oBaHUI 3aMHTEpPecoBaHHbIX CTOPOH NO Ka4yecTBy W cpokam Rfirt BbluncnsioT no
cdhopmynam:

- ANs cnyvas, Korga Havano peanusauuu B cUcTeMe HEOOXOAMMbIX (DYHKLMOHANbHBIX U3MEHeHWH (4na yaosneT-
BOPEHUSA M3MEHUBLUUXCSI NOTPeBGHOCTEl U TpeGoBaHWii 3anHTepecoBaHHbIX CTOPOH) HacTynaeT cpasy nocsie nosiBfeHus
3HAYMMbIX U3MEHEHWI B MOTPEBHOCTSIX U TPeGOBAHUAX 3aUHTEPECOBAHHbIX CTOPOH:

*A ] -
N = 1- (B.4)

- ANs cnyvas NepuoamMyeckoil peanusauuy B CUCTEME HAaKOMUBLUMXCS 3HAUYMMbIX W3MEHEHWI B NOTPEBHOCTAX U
Tpe6oBaHUAX 3aNHTEPECOBAHHbIX CTOPOH:

A A M -2?)} 25>

rae 4 — oxugaemoe cpefiHee BPEMS MexXy 3HaUMMbIMU U3MEHEHUSIMU B PeanbHbIX MOTPEBHOCTSAX N TPEGOBaHUAX

3aNHTEePECcOoBaHHbIX CTOPOH. 3HaUYMMble U3MeHeHust TpebyloT nx peanusauyun B cucteme (T. e. — BUp-
TyasibHas 4acToTa 3HaYMMbIX U3MEHEHWII B NOTPEGHOCTSAX 1 TPEGOBaHUSAX 3aUHTEPECOBAHHbIX CTOPOH):
“pearmzauum — cpejHee BpeMs peann3almn HakonUBLLUMXCA U3MEHEHWUIA B cucTeme;

g — YCTAHOB/EHHbIA UMK BO3MOXHbIA Nepuoj Mexay CoOCeiHUMU MOMeHTaMu Havyana peanmsauyuy Hakanau-
BaeMbIX M3MeHeHMW NoTpebHocTel U TpeGoBaHWii 3aMHTEPECOBAHHbLIX CTOPOH B cucTeMe (T. e. —
BUPTyasibHas yactoTa peanvsalnm U3MeHeHuii ANna cnyyas nepuoamnyeckoil peanmsaumm B cucteme Ha-
KOMUBLUMXCS 3HAUUMbIX U3MEHEHWUI).

[ns 3apaBaemMoro nepuoga nporHosa g nokasatesnb YA0OBMETBOPEHHOCTY 3aMHTEPECOBAHHbLIX CTOPOH MO Kaue-
CTBY M CpOKaM, UCMO/b3yeMblil B pacieTax 06061 eHHOro pucka B B.2.4. onpefensioT clefylolum o6pa3om:

._ 0, Bcantpoboew «aA* T po«®aH” erepe nokayecTs MepemiBbIHO/IK LL; _G
Ta>~ | no coopmynam (B.4). (B.B). ecnm Tpe6oBaHNs HO BbO&STHBHbLI HIM HE MLLAMBI.

Ycnosue no BbINOMHEHWIO TPe60BaHWIA 3aMHTEPECOBaHHbIX CTOPOH MO KAYeCTBY W CpOKaM onpejesieHo ANa nepuo-
A& NPOrHo3a Kak yc/ioBre HemnpesbilWeHUs MakCUMasibHO AO0MYCTUMOro YpoBHA pucka P aon ri, 3afaBaemMoro A/ BeposT-
HOCTU HapyLWeHNs Y40B/1eTBOPEHHOCTN 3auHTepecoBaHHbIX CTOPOH MO KAYeCTBY 1 CpoKam OT0 ycnosue BblipaxaeT-
cA B popme RKAS K gon kau.

B.2.3.3 [1na OUEHKMN BEPOSITHOCTM HapPYLEHUS TOTOBHOCTU CUCTEMbI K BbIMOSIHEHUIO TPE6GOBAHUI 3aMHTEPECOBaH-
HbIX CTOPOH NO 3aTpartam 1 UCNO/b30BaHNA 3roli BEPOATHOCTU B pacyeTax 06061 eHHOro pucka (cM. B.4) npumeHsIoT no-
KasaTesb y/[0B/IeTBOPEHHOCTMN 3aMHTEPECOBAaHHbLIX CTOPOH No 3atpatam A .,rp3t{I,30) Ana B*0 pacuyeTa v yueTta pasnnuuii
no 3aTparam BCe yC/I0BUA 3aHTEPEeCOoBaHHbIX CTOPOH rpynnupytoT no M Tunam {1 = 1....M. M2 1). K m-my Tuny oTHoCAT
aT 2 13auHTepecoBaHHbIX CTOPOH, NpuMYyem B Npegesnax nepuoga NporHosa genarT NpeAnosiokeHne, YTo Kaxgomy 13
TUNOB CBOWCTBEHHbI CBOW NPUGAN3NTENILHO OAMHAKOBbIE 3aTpaThl Ha pa3paboTKy, BBOA B 3KCNyaTalLuio, 3KCnayaTauuio,
COMPOBOX/EHNEe CUCTEMbI U €B BbIBEJEHNE U3 3KCNyaTaunm (3ToT ypoBeHb 3aTpaTt xapakTepusyeT cTeneHb y/0B1eTBo-
PEeHHOCTN 3aNHTEepPEeCcoBaHHbIX CTOPOH). YCNOBUSA BbINOMHEHNS Tpe60BaHWii 3aMHTEPECOBaHHbIX CTOPOH M-r0 TUna no 3a-
Tpatam yuuTbiBalOT B BUAE UHAMKATOPHON dyHKumuK Ind («) = Ind (CmS Caoo m) — cm. hopmyny (B. 1), rae Caon m— pony-
CTUMble 06uiMe 3aTpaThbl 3aMHTEPECOBaHHbLIX CTOPOH M-T0 TUMa CUCTEMbl OTHOCUTE/IbHO 3aJaBaemMoro nepuoja nporHosa
T3bl Npu akcnnyataunm cuctems Mpu 3Tom 06 Me 3aTpaTbl 3aMHTEPecOBaHHbIX CTOPOH M-ro Tuna cuctemsl CT (7330
3a nepvoj COM3MepuMble CO BCEM XWU3HEHHbIM LMK/IOM CUCTEeMbl AN5 AOCTUXEHWS Leneil npouecca atrectauuu,
oLeHnBatoT no opmyne

CT (raaq) = Cp33p T + CBBop, T + Cakenn rr,(73ap,) * Cccop T (73ap,) + CCI‘II/ICaH T. (B'7)
roe Cpssp T — 3aTpaThbl 3aMHTEPECOBAaHHbIX CTOPOH M-T0 TUMNa Ha pa3paboTKy cucTeMbl (OXMAAEMbIE UMW PeasibHbIE):
COIT — 3aTpaTbl 3aMHTEpPEeCcOBaHHbIX CTOPOH M-TO TUNa Ha BBOA, B 3KCNyaTauuio CUCTEMbI (0XuAaemble Uamn
peanbHble);
CxcT1T(7334) — 3aTpartbl 3aMHTEPECOBAHHbIX CTOPOH M-F0 TUMNA Ha 3KCnayaTauul CUCTeMbl 3a 3ajaBaeMmblii nepuos
nporHosa

coTp m(7,an) — 3aTpaTbl 3aMHTEPECOBAHHbLIX CTOPOH T-FO TNa Ha CONPOBOX/eHNe cUCTeMbI 3a 3afaBaemblii nepuog
nporHosa 73/:

18



FOCT P 59354—2021

CcamkanT — 3aTpaThbl 3aWHTepecoBaHHbIX CTOPOH T -f0 TUNa Ha BbiBeAEHWe CUCTeMbl U3 aKcnayatauum (oxugae-
Mbl€ WU peasibHble).

Moka3saTenb yA0BNETBOPEHHOCTU 3aMHTEPECOBAaHHbIX CTOPOH MO 3aTpaTtam ZMTpaT (T3ag) onpegensaoT Ana 3ajgasa-
emoro nepuojga nporHosa 7~,T OT0 Bpemsi MOXeT HaKpblBaTb TO/IbKO NpoOLIeAWwnii nepuog (Torga yunTbiBaloT peasbHble
3aTpaThbl) UM MOXET BK/OYaTb NMepuos NporHosa Ha 6yayliee BNAOTb [0 3aBEPLUEHUS XU3HEHHOTO UKKNa cuctemsl (B
3TOM C/lyyaB yuuTbIBalOT OXugaemble 3aTpathbl). Mokasatens Z3aipal (7 ) onpeAensioT caeayowum o6pasom:

O, MTN YCNOBUN MUHTPBU—LHbIXTEPCH MOU M PUTY YMOSUBHbI;
YAOAM He BbIMOMHAT UM H»<efieHbl,

(B-8)

W (W. *Cn ) o' £«mm o>
{61 ThH

MpumeyaHnsa

1 B yacTHbIX c/lyyasx, onpeensieMbix MOMEHTOM 3aBepLUEHVs Nepuoga NporHosa, B chopmyne (B.7) ocTtaBnsioT
N1Wb Te coCTaBnsioWme, KOTopble MO BPEMEHU BXOAST B Nepuof nporHosa I3ag, Hanpumep, ecnu 3agasaemblii nepuog,
NporHo3a 73af HakpbiBaeT CTaAMM aKCnyaTaumm 1 CONPOBOXAEHNS CUCTEMbI (KaK NPaBWUI0, UMEHHO Takue Nepuogbl Npo-
rHO3a BbI6UPAIOT MPY CUCTEMHOM aHanunse), To OT A/IMTENLHOCTYU Nepuosa 3aBUCAT 3aTpaThl MWL HA 3TUX CTAfUAX.
ONs AOCTUXEHWS LieNieil aTTecTaluy CUCTEMbI 3aTpaThl Ha APYruX CTaAWSX nonaratloT HeN3MeHHbIMN.

2 Mpy He06X0ANMOCTU Ha YPOBHE WHAWKATOPHON (DYHKLUM JONOAHWUTENIbHO MOTYT GbiTh YYTEHbl WHbIE YCIOBUS U
Tpe6oBaHMs 3aMHTEePeCOBaHHbIX CTOPOH K W3B/IeYEHWIO NOJb3bl OT IKCMyaTauun cucTemsl (CoLNanbHO-3KOHOMUYECKNX
6nar, npubbinn, obecneyeHUs 3aHATOCTM HACENEHWS, HAYUYHO-TEXHUYECKMX AOCTUXEHWNA, npepoTBpalieHus yuiep6os,
obecneyeHns pasnyHbIX BUAOB 6€30MacHOCTH, UHOM MOMb3bI, Kak MU3MEPSAEMOIA, Tak 1 He U3MepSeMOit KOSIMYECTBEHHO).

B.2.4 OueHka 06061 EHHOro pycka HapyLWweHNss HaAEeXHOCTU peanusaumnm npoyecca aTrectaumy CUCTEMBI

B.2.4.1 O6uime nonoxeHuns

O606LLEeHHbI PUCK HAPYLWEHNA HAAEeXHOCTU peann3auun npouecca atrectauun cuctembl 6e3 yyeta TpeboBaHuii
no 3alnTe NHopMaL MM OLEHMBAKT C MOMOLLbK pacyeTHOW BEPOSITHOCTU HEBLINOMIHEHUSA HEOBX0AMMbIX AeiCTBUIA Npo-
Luecca atrectayun (cm. B.2.2) n nokasatenei HapylweHUsi FTOTOBHOCTU CUCTEMbI K BbIMO/IHEHNIO Tpe6oBaHWii 3aMHTepeco-
BaHHbIX CTOPOH MO Ka4yecTBy, cpokam u 3atpatam (cm. B.2.3).

Mpun 3aTOM 0606LLEHHbIV NMOKa3aTenb prcka HapyweHnsa HafeXHOCTU peannsauun npouecca 6e3 yyeta tpeboBaHnii
no 3awute nHoOpPMaLMn XxapakTepusyeTca NepexofoM B Takoe 3/ieMeHTapHOe COCTOSIHWe, NpU KOTOPOM UMeeT MeCcTo
WU OKa3biBaeTCs BO3MOXHbIM yliep6b no cnegylowmmMm npuymHaMm: nmbo 13-3a HEBbINOHEHWNSA HEOOXOANMBIX AeACTBUIA
npouecca, MM60 13-3a HapyLUEHNs1 TOTOBHOCTW CUCTEMbI K BbIMOMIHEHUIO Tpe6oBaHWii 3anHTEpPecoBaHHbIX CTOPOH, M60
13-3a KOMOUHALUN KaKUX-TM60 NepeyncieHHbIX Bbille NPUYVH.

B.2.4.2 MeTop, OLEHKN

O606LLEeHHbI PUCK HAPYLIEHNA HAAEXHOCTU peanu3auun npouecca atrectauun cucteMbl 6e3 yyeta TpeboBaHuit
no 3awute MHopmMaLmmn BbIYUCAAKOT No opmyne

Kooooue W =1-T - rgnew* (3 4 [1-27 (77)] -[1- Zapal (7w )j. (B.10)

VcxofHble faHHble 1 NOPAAOK pacyeToB onpeaeneHsl B B.2.2. B.2.3.

Ecnun Bce ycnosus no BbINONHEHWNIO HEOOXOAMMbIX AeliCTBWIA Npouecca aTTecTaunm cucTeMbl M obecneyeHnto ro-
TOBHOCTW CMCTEMbI K BbINOJIHEHNIO TPpebOoBaHWii 3anHTepPecoBaHHbIX CTOPOH CO6I0AEHbI, TO 0606LEHHbI pUCK HapyLue-
HUS HaZleXHOCTU peanusauuy npolecca artectayun cuctemsl 6e3 yyeta TpebosaHuii No 3awuTte nHopmalumn obpatia-
eTcs B HOJb (C MHTepnpeTaymneii: aTUM PUCKOM U3-3a €ro HecyLeCTBEHHOCTN MOXHO NpeHebpeyb).

B.3 MatemaTuueckue Mogenun Ans NPOrHO3MpoOBaHWUA pucka HapylleHna TpeboBaHuWii No 3awuTe

nHdopmayuu

B.3.1 O6wune nonoxeHus

B.3.1.1 lporHo3npoBaHWe PUCKOB HapylleHus TpeboBaHWil Mo 3aluTe MHGOPMaLUKN OCYLLEeCTB/SIOT Ha OCHOBe
NpUMeHeHNs MaTemMaTUYecknux Mogenei Ana NPorHo3nMpoBaHnsA pucka HapyleHus Tpe6oBaHuii no 3awuTe nHopmayuu,
cMm. TOCT P 59341—2021 (B.2 npunoxeHus B). Bce nonoxeHua no mMogennupoBaHunto, nsnoxeHHole B FOCT P 59341
NPYMEHUTENBHO K NpoLieccy ynpasneHnsa nHgopmauvei, B NoaHOKW Mepe NPpUMEHMMbI K Npoueccy atTecTauymn cucTembl
(B yacTun, cBOWCTBEHHOI NPOrHO3MPOBaHUIO pUCKa HapyleHus TpeboBaHWil No 3awmuTe UHdopmauuun). na pacueta -
NoBbIX NokasaTenieil PUCKOB aHa/M3npyemble CyLIHOCTU paccMaTpuBaloT B BUAe MOAeMpyemMoli CUCTeMbl NPOCTOW nMan
CNOXHOW CTPYKTYpbl. B Mogensax n metofax CUCTEMHOrO aHanv3a NPUMEeHUTEeNbHO K TakuM MOAenMpyeMbiM cucteMam
MCMNOMb3YIOT AaHHble, nosyyaeMble No hakTy HaCTynIeHns Co6bITWiA, NO BbISIBMIEHHbIM NPeANoCbIIKaM K HACTYMN/EHUIo
COGbLITUIA, U AaHHble COBMPAEMOil N HakanIMBaeMoi CTaTUCTUKM MO NpoLeccamM 1 BO3MOXHbLIM YC/IOBUSAM WX peannsaunm.
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B.3.1.2 B Moaensix NpocToli CTPYKTypbl N0 MOAENMPYEMOI CUCTEMOI NOHMMAETCA ONpeAeNeHHbIl BbIXOAHOW pe-
3ynbTaTt Unu feiicTene, a Takke COBOKYNMHOCTb 3a4eliCTBOBaHHbIX aKTMBOB, K KOTOPbIM NpeAbsiBNeHbl TpeboBaHNs 1 Npu-
MEHSIOT Mepbl 3awWuTbl MHhopmauyun. Cuctema NpPocToii CTPYKTYpbl NpeacTaBnseT coboii cuctemy n3 efuHCTBEHHOro
3/leMeHTa WAN MHOXEeCTBa 3/1eMEeHTOB, /IOTMYeCKN 0O6befNHEHHbIX ANA aHanusa kak OAWH 3NeMeHT. AHann3 cuctemsl
NpPOCTON CTPYKTYPbl OCYW,ECTBAAIT N0 MPUHLUMNY «YEPHOTO SALMKa», KOrga U3BeCTHbI BXOAbl U BbIXOAbI, HO HEM3BECTHbI
BHYTPeHHWe aeTann PyHKLMOHNPOBAHUS cuCTeMbl. CUCTeMa CNOXHOI CTPYKTYpbl paccMaTpuBaeTCcs Kak COBOKYMHOCTb
B3aVMO/AENCTBYIOLNX 3/IEMEHTOB, KaX/bll N3 KOTOPbIX NPEACTABAAETCA B BUAE «HEPHOrO ALMKa», (YHKLMOHUPYIOLLEro
B YC/10BUAX HeonpeaeneHHOCTH.

B.3.1.3 MNpwu aHanmse «4epHOro sWuKa» AN BEPOATHOCTHOrO NPOrHO3MPOBaHUS PUCKOB OCYLLLECTBNAIT hopMab-
Hoe onpegenieHe NPOCTPaHCTBA 3/IEMEHTAPHbIX COCTOSAHUIA. OTO NPOCTPAHCTBO 3/1eMEHTAPHbIX COCTOSIHWI hopMupytoT
B pe3ynibTaTe CTaTUCTUYECKOro aHasin3a nNpousole/lnx cobbiTUil C X NPUBA3KON K BpeMeHHOoN ocu. MNpeanonaraetcs
NoBTOPAEMOCTb COBbITUIA. UTOGLI NPOBECTH CUCTEMHbI/ aHann3 Ana oTBeTa Ha YCNOBHbI BOoNpoc «YTo ByAeT, ecnu...»,
npu hopMUpPOBaHNMN CLLEEHAPUEB BO3MOXHbIX HapyLUEHW CTaTUCTKa peasibHbiX COObITUI NO XenaHu uccinegosartens
MOXeT OblTb AOMO/IHEHA TUMOTETUYHBLIMU COOLITUAMMN, XapakTepusylLWnMy oXnaaeMble W.'MAK NPOrHo3mpyemMble ycro-
BUS (DYHKLMOHNPOBAHUA CUCTEMbI. MPUMEHUTENBHO K aHANM3NPyeMOMY CLeHapuio OCyLLeCTBAAIOT pacuyeT BEepPOATHOCTU
npe6biBaHWsA 3N1€MEHTOB MOAENNPYEMOli CUCTEMbI B ONpefe/IEHHOM 3/IeMEHTapHOM COCTOSIHUM B TeYeHue 3ajaBaemoro
nepuoja nporHosa. [na HeraTUBHbIX NOCNEACTBUIA NPY OLEeHKe PUCKOB 3TON pacyeTHOl BEPOATHOCTM CONOCTaBAAIT BO3-
MOXHbIN yLLep6.

B.3.1.4 ina matemaTnyeckoi popmanmsanyumn Ncnonb3yoT caeayollne 0CHOBHbIE MONOXEHNA:

- K Hayany nepuoga nporHo3a npegnonaraeTcs, 4To LEeNoCTHOCTb MOAENNPYEMOii cucTeMbl obecneyeHa, Bkaovas
n3HavyanbHoe BbiNONHeHWe TpeboBaHWil No 3awuTe MHopmauun B cucteme (B kavyecTse MoAenmpyemoit cucTemMbl Npo-
CTON WAW CNIOXHON CTPYKTYPbl MOTYT BbiTb PACCMOTPEHbI BbIXOAHbIE pe3ynbTaTbl C 3a[e/iCTBOBAHHbIMU aKTuBamu u aeii-
CTBMSA npouecca, K KOTOpbIM NpeAbsABAeHbl onpeAeneHHble Tpe6oBaHNA No 3awuTe nHpopmalum):

- B YC/IOBUSAX HeonpejeneHHoCcTeli BO3HUKHOBEHME W pa3pacTaHue pasfvyHbIX Yrpo3 ONuUcbiBaeTCcs B TePMUHAX
CNnyyaiHbIX COBbITUIA:

- ONA pasfMuYHbIX BapuaHTOB PasBUTUSA Yrpo3 CpPefCcTBa, TEXHOMOMMWN U Mepbl NPOTUBOAENCTBUA yrpo3am ¢ dop-
MafibHOI TOYKM 3peHUst NPeACTaBNAT CO60M COBOKYMHOCTb Mep W/WAW 3awWuTHbIX Nperpag, npefHasHayeHHbIX Ans BoC-
npenAaTCTBOBaHNA peannsayuu yrpos.

Mof LenoCTHOCTLI0 MOAeNNpyemMoli CUCTEMbI NOHUMAETCS Takoe ee COCTOsiHME, KOTOpoe B TeYeHue 3afaBaeMoro
nepnoja nporHosa oTBeyvaeT Lie/IeBOMY HasHayeHWo MOAenn cucTembl. Mpu moAenMpoBaHun, Hanpasl1eHHOM Ha Mpo-
rHo3upoBaHue pucka HapylleHus TpeboBaHuii No 3awmTe nHhopmayuu, LeseBoe HasHauyeHne MogennpyemMoit cuctemsl
nposiBNSETCA B BbINONHEHUN TpeboBaHWii No 3awuTe nHopmauun. Takas nHTepnpeTayus nogpasymeBaeT BbiNO/HEHNE
Tpe6oBaHWii No 3awuTe MHopMaLnn He TONbKO NPUMEHUTENbHO K 3alyuliaeMbiM akTUBam n AelicTBUSM, C NOMOLLbIO
KOTOpPbIX CO34at0T 1 NONy4YatoT BbIXOAHbIE pe3ynbTaTbl, HO U K CAMWUM BbIXOAHbIM pe3ynbTaTaM, KOTOpble NPUMEHSIT (MK
NNaHUpyoT K CO34aHUI0, NOTYYEHN0 U/MNN NPUMEHEHUIO). B UTOre 4718 KaXA0ro U3 3/1IeMEHTOB U MOAennpyemMoil cucte-
Mbl B LIe/IOM B NMPUIOXEHUN K NPOTHO3MPOBaHWIO pucka HapylueHus Tpe6osaHuWii No 3awuTe nHopmauum NpocTpaHCcTBO
3/IeMeHTapHbIX COCTOSIHWI Ha BPEMEHHOI ocn 06pa3oBaHo CneayoLMmn AByMS OCHOBHbIMU COCTOSIHUSMMU:

- «BblNonHeHve TpeboBaHWii No 3awute MHopmaumm B cucTemMe obecneyeHo», ecnm B TeYeHNe BCEro nepuoga
nporHo3a obecneyeHo BbINOMHEHNe TpeboBaHU No 3alnTe HopMaLnm;

- «BbINnonHeHve TpeboBaHuWii No 3awnTe NHpopMaLnn B CUCTEME HaPYLUEHO» — B MPOTUBHO»» Crly4ae.

O60CHOBaAHHOE MCMOJ/Ib30BaHNE BbIGPAHHbLIX MEP U 3allUTHLIX Nperpaj sBnseTca npeaynpexaanlMm KOHTpMe-
pamu. HaueneHHbIMK Ha obecneyeHne ycnewHon peanmsauuy npoyecca arrectaluum cMcTemsl.

B.3.1.5 B mogenax npocToil CTPYKTYpbl NOA MOAEeNVpyeMoii CUCTeMON NOHMMaeTCcs onpeAeneHHoe AelicTene nam
BbIXOJHOI pe3ynbTaT W COBOKYMHOCTb 3a/feiCTBOBaHHbIX aKTWBOB, K KOTOPbIM NpeAbsB/eHbl Tpe6oBaHUsi U ocylecT-
BNAOTCA Mepbl 3alWnTbl MHOpMauun. Takylo CUCTEMY paccMaTpuBalOT Kak «4YepHbIli ALWMK», eCnn 418 Hero caenaHo
npeAnonoXxeHne 06 NCNONbL30BAHUN OAHOW U TOW Xe MOAEeNn yrpo3 N OfHON W TON e TeXHONOTMN CUCTEMHOTO KOHTPOAS
BbINOSIHEHNA TpeboBaHuii No 3awnTe NHhopMaLum N BOCCTAHOBIEHUA CUCTEMbI NOC/E COCTOSBLUNXCA HapyLIeHWi uau
BbISIBMIEHHbIX NPEANOCHINIOK K HapyLeHUaM. B Mofensix CNoXHON CTPYKTypbl Nog MoAennpyeMoi cuctemoii noHmMmaeTcs
onpegeneHHasn ynopsgoyeHHas COBOKYMHOCTb COCTaBHbIX 31€MEHTOB, Kax/blli U3 KOTOPbIX IOTMYECcKN NpeacTaBnseT co-
601 onpefeneHHoe AeiicTBNE UMW BbIXOAHON pe3ynbTaT U COBOKYMHOCTb 3a/e/iCTBOBaHHbIX aKTUBOB, K KOTOPbIM NpeabsaBs-
NeHbl Tpe6oBaHNA 1 NPYMEHEeHbl Mepbl 3awWuTbl MHchopmauun. Mpu 3TOM BbIXOAHON pe3y/bTaT caM MOXET cTaTb akTUBOM
B UTOre BbINOMHAEMbIX [eACTBUA.

B obwem cnyyas A1A pas3MyHbIX 3/1eMEHTOB CUCTEMbI C/TIOXHOW CTPYKTYpbl MOTYT 6blTb MPUMEHEHbI pasnnyHble
Mogenu yrpo3 6e3onacHoCT UHopMaLuun Uan pasinyHbie TEXHONOTMU CUCTEMHOTO KOHTPOS BbINOTHEHUA TpeboBaHuii
no 3awuTe nHopmaLmmn 1 BOCCTAHOBEHNS LLe/I0OCTHOCTU CUCTEMBI.

B.3.1.6 Mpwn pacyetax C UCMO/Ib30BAHMEM MaTeMaTUYECKUX MOAEsNei Ans MPOrHO3MPOBAHUS pUcKka HapyLlleHus
TpeboBaHuii no 3awute nHopmaummn n pekomeHgaunii FOCT P 59341—2021 (B.2, B.3 npunoxeHus B) ocywecTBnsercs
yyeT npejnpuHUMaemMbix Mep nepuoanyeckoi AnarHoCTUKM U BOCCTAHOBIEHWUS BO3MOXHOCTEN No o6ecneyeHnto Bbino-
HeHua TpeboBaHwWii No 3awuTe MHcopmauun. B pesynbTate matemMaTu4yeckoro MofesipoBaHnNsa paccuuTbiBaloT BepoaT-
HOCTb NPVUEMIEMOr0 BbINOSHEHNUA TpeboBaHuii No 3awmTe nHopmauun (T. e. npebbiBaHNA B COCTOAHUN «BbinonHeHne
Tpe6oBaHWii No 3awuTe nHdopmaLun B cucteme obecneyeHo») B TeyeHne BCero nepuoga nporHosa u ee AonosiHeHne

20



FOCT P 59354—2021

[0 eiMHNLbI, NpejcTaBnsioliee co60oii BEPOATHOCTb HapyLleHus TpeboBaHuWii no 3awuTe nHdopmauum (T. e. npedbiBaHUA
B COCTOSIHUN «BbINonHeHne TpeboBaHuii No 3awWwnTe nHhopmaymmn B ccTeMe HapyLleHo»). B cBoto ouepefb BEpPOATHOCTb
HapyleHus TpeboBaHUii No 3awmTe NHhopmaymm B TeyeHne BCEro neprmoja nporHo3a B CONOCTaB/IEHUN C BO3MOXHbIM
yuiepbom onpegenseTt puck HapyleHus TpebosaHuii No 3awute nHdopmauum B npolecce aTTectalum cucTemsl.

B.3.2 VicxofHble flaHHble U pacyeTHble nokasaTenu

[ns pacueTa BEPOSITHOCTHbIX NokasaTesnell NPUMEHUTENBHO K MOAENNPyeMoii cucteme, rae aHanmsnpyemblie Cyll-
HOCTW (BbIXOAHbIE pe3ynbTaThl, 4eACTBUA) MOTYT BbITb NPeACTaBNEHbl B BUAE CUCTEMbI — «YEPHOTO SiLLMKa», UCMO/b3YHIT
MCXofHble faHHble, (hopMasibHO onpegensemMblie B 06LeM cayyae caegylowmm o6pasom:

a — yYacToTa BO3HVKHOBEHMWS UCTOYHMKOB Yrpo3 B Mpouecce aTTecTauuy cMcTemsl:

p — cpeAHee Bpems pasBUTUA YTPO3 C MOMeHTa BO3HUKHOBEHUS UICTOYHWKOB Yrpo3 40 HapyLUEHUSi HOPMabHbIX yC-
NoBU (Hanpumep, 40 HapyLleHUs YCTaHOB/IEHHbIX Tpe6oBaHWii No 3awmTe nHopMaLun B CUCTEME UK A0 UHUMAEHTA);

7ve* — cpegHee Bpems MexAy OKOHYaHWeM npejblaylieil n Hauyanom oyepeHol ANarHoCTUKM BO3MOXHOCTEN Mo
obecneyeHnto BbINOTHEHNA TpeboBaHuii No 3alnTe nHoOpMaLmmn B cUCTeMe;

7[¥BL — cpefHee BpeMsi CUCTEMHOI [MArHOCTUKM BO3MOXHOCTE No ob6ecneyeHnto BbINOHEHUA TpeboBaHuii no
3awmrte uHdopmauuu (T. e. AUarHOCTUKN Le/IOCTHOCTA MOAENMPYEMOW CucTeMbI};

TBOCCT — CcpefjHee BpeMs BOCCTaHOB/IEHUS HapyLUIEHHbIX BO3MOXHOCTEW No obecneyeHunio BbiNONHEHUst Tpebosa-
HWIA MO 3aWnTe UHoOPMaLMM B MOAENNPYEMOI cUCTEME;

7 — 3ajaBaeMblii nepuog nporHosa.

PacueTHble nokasaTtenu:

Punaa (0. p. Mk Mopar Toocer MMA) — BEPOSATHOCTHL OTCYTCTBUSA HapyLleHuii no 3awuTe nHhopmalmm B npouecce
aTTecTauuy cuctembl B TedeHve nepuoga nporHosa Ir,a;

vapyLu P> AWK © AOCCT » AMAl) — BEPOSITHOCTb HapylleHus Tpe6GoBaHuii No 3aluTe nHopmauymmu B npo-
Liecce atTectayun cuctemsl B Te4eHne nepuoga nporHosa T

PacueT nokasartenei NpUMeEHUTENIbHO K MpoLeccy aTtTecTauuv ans MoaesmpyemMoli CUCTEMbl NPOCTON WU CNOXHOW
CTPYKTYpbI ocyuiecTBAAT no chopmynam FOCT P 59341—2021 (B.2 npunoxeHus B).

MpumevyaHune — lMpu HEO6XOANMOCTU MOTYT GblTb UCNO/b30BaHbI MOAENN, MO3BOMAOLME OLEeHNBATb 3aLln-
LL|eHHOCTb OT ONAacHbIX MPOrPaMMHO-TEXHUYECKNX BO3EeiCTBUIA, OT HECAHKLMOHNPOBAHHOIO A0CTyNa U COXpaHeHne KOH-
hunaeHunanbHocTn nHopmauumm B cucteme (cm. FOCT P 59341—2021. B.3 npunoxeHus B).

B.4 MporHo3npoBaHne UHTerpasbHOro pucka HapyweHus peanusauuu npouecca atrectauuy ¢ yietom
Tpe6oBaHWUii No 3awmnTe nHopmaynm

B conoctaBneHun ¢ BO3MOXHbIM yLu,epﬁoM VIHTeI'paJ'IbeIVI PUCK HapyweHua peannsaynn npouecca artrectauuu

cucTeMbl C yyeToMm TpeGoBaHWii No 3awwuTte nHopmauum /?uHte,p (I N) ANs 3agaBaemMoro nepvoga nporHosa TV, n Bbl-
yucnawT no opmyne

AHT«p(W =1-i1-20606ufeH (W | «[I-'W tW I- 811)

rae No6o6LeH ("M) — BEPOSATHOCTb HapyLUEeHUs HafeXHOCTU peanusauuun npouecca arrecTauum CUCTEMbl B TeYeHue
nepuoga nporHosa T3ag 6e3 yueta Tpe6oBaHWii Mo 3awute MHoOpMaLuK, paccumTbiBaeTca no
MOAeNIAM U pekoMeHgauunam B.2;
AHapyw (I, ) — BepOSATHOCTb HapylleHus TpeboBaHWii No 3aluTe MHGoOpMaLun B npouecce arTrectauum cucre-
Mbl B TeYeHMe nepmoja nporHosa 3ad. paccunTbiBaeTca No MogensMm u pekomeHgaunsam B.3.

BeposATHOCTb HapylleHus HafexXHoCTN peann3auumn npouecca B TeYeHWe nepuoga nporHosa 6es yueta Tpebosa-
HWIA no 3awwuTe nHchopmMmauun Rs06ueM (T paccuutbiBaoT no gopmyne (B.10) B 3aBUCUMOCTM OT Lefell CUCTEMHO-
ro aHanusa. BepoAaTHOCTb HapylieHns TpeboBaHUl No 3awuTe MHGOpPMaLun B cucTeme B TeYeHue nepuoga nporHosa
AHaByww (Tv.n) paccunTbiBalOT N0 pekoMmeHAaumam B.3 ans BbiGpaHHON! CTPYKTYpbl MOAENNPYEMOIA cuCTeMbl.

VIHTerpanbHbIi pUCK HapyLleHUs peanvsauun npouecca artrectayun cucTembl C y4eToM TpeboBaHWUii No 3awuTte
MHhopMaLuy onpesensioT NyTeM conocTaBneHNsA pacyeTHON NHTerpanbHOi BEPOSITHOCTU HapyLUeHNs peanusauumn npo-
Lecca B Te4eHne nepuoga nporHosa, paccuntaHHoi no gopmysne (B.11). ¢ BO3MOXHbIM yLep6bomM 3a 3TOT nepunog,.

MpnuMmeyaHue — [puMMepbl NPOrHO3MPOBAHUS PUCKOB U CNOCOGLI PeLUeHNs pas3INyHbIX 3aja4y CUCTEMHOro
aHanusa npueegerbl B FTOCT P NCO 11231. TOCT P 5S494. TOCT P 59331. NOCT P 59333. TOCT P 59335, TOCT P
59338. TOCT P 59341. TOCT P 59346. TOCT P 59347. TOCT P 59356.
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MpunoxeHune I
(cnpaBoyHoe)

Tunosble AONYCTUMbIE 3HAYEHUSA nokasatenei puckos
Ana npouecca arrectayum CUCTeEMbI

C TOYKM 3pEHMSA OCTATOYHOTO PUCKA, XapakTepu3yoLLero NnpuemMaeMblii ypoBeHb LLe/IOCTHOCTU cUCTeM, NpeabsBAs-
emble TpeboBaHNS CUCTEMHOW VMHXeHepun nogpasfensioT Ha TpeboBaHUs Npu AOMYCTUMbIX pUCKax, 060CHOBbIBAEMbIX
no npeuefeHTHOMY npuHuuny cornacHo FOCT P 59349, n Tpe6oBaH/A Npu puckax, CBOWCTBEHHbIX peanbHOl UAKn rmno-
TETUYHON cucTeme-aTasioHy. MNpu opMmupoBaHMn TpeboBaHU CUCTEMHON UHXEeHepun HeobxoAnmMo 060CHOBaHue [o-
CTUXXMMOCTM Lieneil cMcTeMbl U paccMaTpyBaeMOoro npouecca artTectauuy CUCTEMbI, a Takxe LenecoobpasHoCT NCMNoMb-
30BaHNA KONMYECTBEHHbIX Noka3aTenieli pUCKOB B AOMO/THEHME K Ka4eCTBEHHbIM MokasaTenam, onpegensembim no FOCT
P NCO/M3K 27005. Mpun 3TOM YUYNTbIBAIOT BAXHOCTb U KPUTUYHOCTb CUCTEMbI, OTPAHNYEHUSI HA CTOUMOCTb €€ CO3JaHus
1 aKcnyaTaummn, ykasbliBaloT gpyrue yciioBus B 3aBUCUMOCTN OT CneLnduki.

Tpe6oBaHUSi CUCTEMHON WHXEHEPMU MpU MPUHUMAEMbIX PUCKAX, CBOWCTBEHHbIX CUCTEME-ITANIOHY, ABMATCA
Hanbonee XeCTKUMU, OHN He YUUTbIBAOT Cneunuduku paccMaTprBaemMoli CUCTEMbI, @ OPUEHTMPYIOTCA NNWb Ha MUPO-
Bble TEXHUYECKME U TEXHO/IOTMUYECKME AOCTUXEHNUS ANS YAOBNETBOPEHUSI Tpe6OBaHUl 3aMHTEpPECOBaHHbIX CTOPOH U pa-
LMOHaNbHOTO peLleHna 3ajay CUCTEMHOro aHanmsa. [o/IHOM NnpoBepke Ha COOTBETCTBME 3TUM TpeboBaHMAM MOANEXUT
cMcTeEMa B LLESIOM, COCTaBAsiOLME ee NOACUCTEMbl U peann3yeMble NPOLECChl XU3HEHHOTO LMKNa. BbINONHEHME 3TUX
TpeboBaHuii ABNAeTCA rapaHTueli obecneyeHns BbICOKOTO kayecTBa 1 6e30macHOCTH cucTeMbl. BmecTe ¢ Tem npoeegeHmne
paboT CUCTEMHOW MHXEHEPUN C OpUEeHTaLMell Ha PUCKW, CBOMCTBEHHbIE CUCTEME-3TA/IOHY, XapaKTepU3yTCs CYLLECTBEH-
HO 60/bLIMMK 3aTpaTamy MO CpaBHEHWUIO C TPe60BaHUSIMW, OPUEHTUPYEMbBIMU Ha AOMNYCTUMblE PUCKM, 060CHOBbLIBAEMbIE
no npeuefeHTHOMY NPUHUMNY. DTO 3aBEA0MO YA0pPOXaeT pa3paboTKy paccMaTpuBaemoli CUCTEMbI, yBEIMUMBAET BPeMS
[0 NPUHATMA ee B 3KCNyaTauuto 1 yaopoxaeT caMy aKcnayaTauuo CUCTEMbI.

Tpe6oBaHNS CUCTEMHOW UHXEHEPWM NPU AONYCTUMbIX PUCKaX, CBOWCTBEHHbIX KOHKPETHO CUCTEME UK ee aHanory
1 060CHOBbLIBAEMbIX N0 NpeLefeHTHOMY NPUHLKNY, ABASIOTCA MEHEE XEeCTKUMU, a X peannsaumsa — MeHee AoporocTosi-
el Mo cpaBHEHNO ¢ TpeboBaHMAMM 41 PUCKOB, CBOMCTBEHHbIX CUCTEMe-3TasloHy. Vicnonb3oBaHne faHHOro BapuaHTa
TpeboBaHWii 06YCNOBNEHO TEM. YUTO Ha NPaKTUKe MOXET oKa3aTbCsi HelenecoobpasHoil (M3-3a MCMONb30BaHMA paHee
3apeKkoMeHA0BaBLNX Ce6A TEXHOMOTNIA, N0 IKOHOMUYECKAM WM MO APYTUM COOOpaXeHUsiM) U1n HEeBO3MOXHOW opueHTa-
LSl Ha AONYCTUMblE PUCKW, CBONCTBEHHbIE CUCTEME-ITANIOHY. BCcneacTBMe 3TOro MMHUManbHOM rapaHTmeil o6ecneyeHus
KayecTBa 1 6e30MacHOCTM BbIMOSIHEHNA Npouecca aTTecTauny CUCTEMbI ABIAETCA BbINO/IHEHWE Tpe6oBaHWi CUCTEMHOA
VHXEHepUy Npu fonycTUMOM pUCKe 3aKa3unka, 060CHOBbIBAEMOM MO NpeLefeHTHOMY NPUHLKMY.

TunoBble JONYCTUMbIE 3HAYEHUS KOMMYECTBEHHbIX NoKa3aTenei pMCKoB ANSA mpouecca arTecTayun cucTembl OT-
paxeHbl B Tabnuue 1. Mpu 3TOM Nepuoj NporHo3a ANsi pacyeTHbIX nokasatenei nofbuparwT Takum o6pa3omM, Y4ToGbI
BEPOSATHOCTHbIE 3HAYEHWS PVCKOB He MpeBbiWann AonycTuMbie. B aTom cnyvae Ansa 3agaBaeMbiX MpU MOAeNNpoBaHnmn
YyCNOBWiA UMEET MECTO rapaHTUs KayecTBa 1 6e30MacHOCTY BbINOSIHEHUSI NpoLecca aTTecTauun cUCTEMbl B TeYeHUe 3a-
[aBaemoro nepuoga nporHosa.

Ta6nunya [1— MNpumep 3agaHnsa JONYCTUMbIX 3HAYEHWUI PUCKOB

[lonycTumoe 3HayeHne prcka
(B BEPOSITHOCTHOM BbIpaXeH!M)

Noka3aTesnb npy OpUeHTaLMM npu opueHTauumn

Ha 060CHOBaHWE Mo Ha 060CHOBaHNe
npeLeseHTHOMY NPUHLMNY [LN5 CUCTEMbI-3TasIoHa

Puck HapylweHns Tpe6GoBaHuii no 3awuTe MHcopmayun B npo-
Llecce aTTecTayum cucteMsl

He Bbiwe 0.05 He Bblwe 0,01

MHTerpanbHblii pUcK HapylleHus peanusauun npouecca aTTe-

. He Bbiwe 0.1 He Bbiwe 0,05
cTauuv cMcTemMbl € y4eTom TpeboBaHWiA No 3awmTe nHopmaunm
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Mpunoxexne
(cnpaBoy4HOE)

anIMeprII‘;I nepeyeHb MeTOANK CACTEMHOIO aHanusa Ansa npouecca artrectaunmym CUCTemMbl

0.1 MeTofuka NpOrHo3MpoBaHWsl pucka HapyLleHus Tpe6oBaHuWii No 3almTe MHopMaLMK B NpoLecce aTTectayum
CUCTEMBI.

[1.2 MeToAvKa NPOrHO3MpPOBaHNA MHTErpanbHOro pUcka HapyLleHus peanusanum npouecca aTTectaymn CUCTEMbI C
yyeToM Tpe6oBaHWii No 3awute nHopmaumm.

[.3 MeToaukn 060CHOBaHWS J0MYCTUMbIX PUCKOB U HOPMbl 3(PPEKTUBHOCTU 3alMThl UHhopMaunn ans 3agaBae-
MOl Mogenu yrpo3s (B TepMUHaxX pucka HapylleHus TpeboBaHuii No 3awuTe MHopMaLMn N MHTerpanbHOro pucka Hapy-
LeHNs peanusaunm npouecca atrectauun cUCTeMbl € yueTom TpeboBaHuil No 3awmTe nHopmauun).

[.4 MeToAVKM BbIABNEHUSA ABHbLIX U CKPbLITLIX HEAOCTATKOB NpoLecca aTrectauum CUCTeMbI C UCMONb30BaHNEM NpPo-
rHO3MPOBaHNA PUCKOB.

0.5 MeToanky 060CHOBaHWsSI NMpeAynpexaalnlux Mep. HanpaB/ieHHbIX Ha JOCTUXeHue Leneli npolecca atrecTa-
LMK CUCTEMbI U NPOTMBOAENCTBME Yrpo3am HapyLeHus TpeboBaHuii No 3awute MHopmaLmu.

[,.6 MeToaukm 060CHOBaHWSI NPEA/IOKEHNH N0 COBEPLUEHCTBOBAHUIO Y PA3BUTUI0 CUCTEMBI 3aLNTbl MHOPMALUY
Mo pesy/bTatam aTTecTayum CUCTEMbI.

NMpumeuyaHusn

1 CucTeMHOI OCHOBOW ANA CO34aHNA MEeTOAWK CRyXaT MosoXeHus pa3fenos 5—7, MeToabl U Mogenu npunoxe-
Hua B.

2 C y4eToM cneungmki cucTemsl fonyckaeTcs UCNonb3oBaHne 4pYrnx HayyHO 060CHOBaHHbIX METOAOB, MOAeNei,
MeToauK.
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Buénunorpadusa

depnepanbHblii 3aKkoH OT 21 aeka6ps 1994 r. N9 68-®3 «O 3awute HacesieHUsi U TEPPUTOPUIA OT Ype3BblUaiiHbIX
CUTyauWii NPMPOLHOro U TEXHOTEHHOTO XapakTepa»

depiepanbHblil 3akoH OT 21 utonst 1997 . 116-$3 «O npomblLLNEHHO 6€30NaCcHOCTN ONaCcHbIX NPON3BOACTBEH-
HbIX 06bEKTOB»

®epepanbHblii 3aKoH 0T 21 niona 1997 r. N9 117-®3 «O 6e30MacHOCTU MAPOTEXHUYECKUX COOPYXEHN»
PepepanbHblii 3akoH 0T 2 aHBapsa 2000 r. Ne 29-®3 «O kavecTBe 1 6€30NaCHOCTU NULLEBbLIX NPOAYKTOB»
depepanbHblil 3akoH oT 10 sHBaps 2002 r. Ne 7-®3 «O6 oxpaHe okpyXatolei cpefbi»

defepanbHblii 3akoH OT 27 Aekabpsa 2002 r. Ne 184-d3 «O TexHN4YeCKOM perynvnpoBaHumn»

depnepanbHblii 3aKoH 0T 27 uonsa 2006 1. Ne 149-03 «O6 vHGopMaunu, MHOPMALMOHHBLIX TEXHOMOMMAX U O
3awuTe nHopmauumn»

depiepanbHblil 3akoH oT 9 cheBpana 2007 r. Ne 16-®3 «O TpaHCNopTHOI 6e30nacHOCTW»

PepepanbHblil 3akoH 0T 22 niona 2008 . Ne 123-93 «TexHUYecknii pernaMmeHT o TpeboBaHMAX NOXapHOW 6e3-
onacHoCTu»

PepepanbHblii 3akoH oT 30 gekabpsa 2009 r. Ne 384-93 «TexHUUeckuii pernameHT o 6e30MacHOCTU 34aHWiA 1 co-
OpYXEHUN»

dPepnepanbHblii 3akoH oT 28 gekabps 2010 r. Ne 390-®3 «O 6e30nacHOCTM»

depnepanbHblii 3akoH 0T 21 uons 2011 r. Ne 256-®3 «O 6e30MacHOCT 06HLEKTOB TOM/IMBHO-3HEPreTUYEeCKOro
KoMnnekca»

depiepanbHblil 3akoH 0T 28 Aekabps 2013 1. Ne 426-d3 «O cneunanbHO oLeHKe YCoBuiA Tpyaar»

PepepanbHblii 3akoH 0T 28 uioHA 2014 1. N9 172-93 «O cTpaTernyeckom niaHuposaHuun B Poccuiickoit depepa-
Lun»

PepepanbHblii 3akoH OT 26 uona 2017 r. Ne 187-®3 «O 6e30nMacHOCTN KPUTMYECKOW MHhopMaLnoHHON nHdpa-
CTPYKTYpbl Poccuiickoli ®epepauun»

MocTtaHoBneHve MNpaButensctBa Poccuiickoii ®epepaunn ot 31 aekabps 2020 r. N9 2415 «O npoBeAeHUMN IKC-
nepyMeHTa No BHeAPEHNI0 CUCTEMbI AUCTAHLMOHHOTO KOHTPO/IA NMPOMbILLIEHHOI 6e30nacHoCT»

P 50.1.053—2005 VHdopMaLuoHHble TexHonornu. OCHOBHbIe TEPMUHBI U ONpeAeNieHns B 061acTh TEXHU-
yeckoil 3awuTbl MHopMaLum

P 50.1.056—2005 TexHunyeckas 3awmta nHpopmaumm. OCHOBHble TEPMUHBI U ONpeaeneHuns

PykoBoaawWmMii [OKYMEHT. 3alunta 0T HeCaHKUMOHUPOBAHHOTO AocTyna K MHdopmaymu. Yacts 1. MNporpammHoe
obecneyeHne cpefCcTB 3awWmnTbl nHpopmaummn. Knaccudukaumsa no ypoBHIO KOHTPOAA OTCYTCTBUSA Hefeknapupo-
BaHHbIX BO3MOXHOCTe. (YTBepXAeH pelweHnem npeacegartens ocyAapCTBEHHOW TEXHUYECKOW Komuccuu npu
Mpe3ngeHTe Poccuiickoil Pepepanmmn oT 4 mioHa 1999 r. N9 114)

CneuyunanbHble TpeGOBaHWA W pekoMeHAauuu Mo TexXHWYeckoin 3awute KOH(UAEHUMaNbHON wHopmaymm
(CTP-K). yTBEpXAeHHble npuka3om MNMpeacepatens Froctexkomuceun Poceun ot 30 asrycta 2002 r. N9 282

Tpe6oBaHMs 0 3awuTe MHGOPMaLMK, He COCTaBsALe rocyAapCTBEHHYIO TaliHy, cofepxalleiics B rocyaap-
CTBEHHbIX UH(hOpMaLMOHHbIX cuctemax. (YreepxaeHbl npukazom ®CTIK Poccun ot 11 cheBpans 2013 1. Ne 17)

CocTaB 1 cofepXaHue opraHn3alnoHHbIX U TEXHUYECKMX Mep No obecneyeHnto 6e30nacHOCTM NepCcoHasbHbIX
[aHHbIX Npu nx 06paboTke B WHPOPMALMOHHbIX CUCTEMAX MePCOHasbHbIX AaHHbIX. (YTBEPXAEHbl NPUKasom
®CTIK Poccumn ot 18 cheBpans 2013 r. Ne 21)

TpeboBaHMA k obecneyeHmnio 3alnTbl MHCOPMaLUKN B aBTOMaTU3NPOBAHHbLIX CUCTEMax ynpaBneHus NpousBoa-
CTBEHHBIMU N TEXHOJ/IOTMYECKMMMN NpoLeccamin Ha KpUTUYECKN BaXKHbIX 06bekTax, MoTeHLMa bHO OnacHbIX 00b-
eKTax. a Takke o6bekTax, NpeAcTaBALMNX NOBbILLEHHY ONACHOCTb A5 XU3HU U 3[0POBbA NI0AElN U ANA OKPY-
Xatouiei npupogHoi cpeabl. (YTBepxaeHbl npukazom ®CTIK Poccun oT 14 mapTta 2014 r. N9 31)
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Tpe6oBaHusi No o6ecneyeHnto 6e30MacHOCTH 3HAUYUMbIX 06 bEKTOB KPUTUUYECKO MH(DOPMALMOHHOW MHGpPaCTPyK-
Typbl Poccuiickoli ®epepauun. (YTBepxaeHbl npukasom ®CTIK Poccun ot 25 gekabps 2017 r. Ne 239)

MeToanyeckne pekomMeHgauunm no NpoBeAeHMNI0 NNAaHOBbIX NPOBEPOK CYOBLEKTOB 3/1EKTPO3IHEPTeTUKM, OCYLLEeCT-
BNSAOLWMNX AeATe/IbHOCTb N0 MPON3BOACTBY 3N1E€KTPUYECKOW 3HEPTUN Ha TEN/I0BbIX 3N1EKTPUYECKUX CTaHUMAX, C
MCNONb30BaHWEM PUCK-OPUBHTMPOBAHHOIO noaxoja. (YTeepxaeHbl npukazom PocTexHaasopa oT 5 mapTta 2020 r.
Ne-97)

MeToanyeckne pekoMeHaaL v No NPoBeAEHUI0 NIaHOBLIX NPOBEPOK AEATENbHOCTU TENNOCHAGXKAOLWUX OpraHu-
3auuii. TennoceTeBblX OpraHM3auyuii, akCnayaTMpyoWmx Ha npaBe co6CTBEHHOCTU UM HA UHOM 3aKOHHOM OCHO-
BaHMM 06bEKTbI TENIOCHAGXEHNS, NPK OCYLLECTBNEHUN DefEPabHOTO rocyapCTBEHHOTO AHEPTETUYECKOTO Haa-
30pa C UCNoMb30BaHNEM PUCK-OPUBHTUPOBAHHOIO NOAXoAa. (YTBEPXAEHbI Npuka3om PocTexHagsopa oT 20 uons
2020 r. Ne 278)
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