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Mpepgucnosune

1 PABPABOTAH depaepanbHbiM rocyfapCTBEHHbIM yupexaeHnem «deagepanbHblil nccnefoBatenbCckuii
ueHTp «MHcopmaTmka n ynpaBneHne» Poccuiickoii akagemun Hayk» (®Try oUL, UY PAH), ®egepanbHbiM
aBTOHOMHbLIM yupexgeHunem «locyfapCTBEeHHbI Hay4yHO-uccnepfoBaTeNbCKUii MCAbITATENbHbIA WHCTUTYT
npo6neM TexHU4yeckoW 3awutbl MHpoOpmauun depepanbHON CAYXObl NO TEXHWYECKOMY W IKCMNOPTHOMY
KOHTponw» (PAY THUNWN NT3N ®CTIK Poccuun), PegepanbHblM OHOAXETHbBIM yuypexgeHunem «HayyHo-
TexHn4yeckunii LeHTp dHeprob6eszonacHocTb» (PBY «HTL, SHepro6e3onacHoCTb») MO6LWECTBOM C OTpaHUYEeHHOW
OTBETCTBEHHOCTbIO «Hay4yHO-uccnepoBaTenbCKUii MHCTUTYT NpuUKNafAHON MaTemaTukm u cepTudukayumn»
(OO0 HMUNMMC)

2 BHECEH TexHu4YyecknMm KOMUTeTOM no ctaHgapTusauum TK 022 «MHOpMaLOHHbIe TEXHOTOTUN»

3 YTBEPX/AEH W BBEJEH B AEWCTBWE [MNpukasom ®enepanbHOro areHTCTBa Mo TeXHUYECKOMY
perynuposaHuio u metponorum ot 28 anpensa 2021 r. No 305-ct

4 BBEJEH BIMEPBbIE

MpaBuna NpUMeHeHNs HaCTOALWEro cTaHgapTa ycTaHoB/EeHbl B cTaTbe 26 PefepanbHOro 3akoHa
0T 29 utoHA 2015 r. Ne 162-®3 «O cTaHgapTu3auum B Poccuiickoih ®epepauun». MiHgopmauns 06 u3-
MEHEHUAX K HacTosWweMy cTaHgapTy Ny6/iMkye TCa B eXerogHom (Mo cocTosHMI0 Ha 1AHBaps TeKyLwero
rofa) UHOPMaLMOHHOM ykasaTesne «HaunoHaslbHble CTaHAapThi», a ohULMabHbI TEKCT WU3MEHEHWIA
M MONpaBOK — B €XeMeCAYHOM MHGOPMAaLMOHHOM yKaszaTesne «HauuoHanbHble cTaHAapThi». B cnyyae
nepecmMoTpa (3aMeHbl) WM OTMEeHbl HACTOSALLEr0 cTaHjapTa CooTBeTCTBYylLWee yBejomneHe bygeT
ony6MKoBaHO B GnMKallLIemM BbIMYCKE eXeMeCcsAYHOro MHMOPMaLMOHHOIO ykasaTens «HauvoHanbHble
cTaHgapTbli». CooTBeTCTBYKLWaa UHpopmaLms, ysegoMaeHme 1 TeKCTbl pasMellainTca Takke B UH-
chopmaLMoHHOI cucTemMe obLLero Nofb3oBaHNs — Ha ouumanbHoM caliTe defepasibHOrO areHTCcTBa no
TEeXHUYECKOMY peryiMpoBaHunio 1 MeTposiornm B ceTn NHTepHeT (Www.gost.ru)

© CraHpgapTuHpopM. opopmaeHune. 2021

HacToswWwuii cTaHAapT He MOXET GblTb NOTHOCTbLIO UM HAaCTUYHO BOCNPOU3BELEH, TUPAXNPOBAH W pac-
npocTpaHeH B kKayecTBe oULuManbHOTo n3faHnsa 6es paspewenns ®egepanbHOro areHTcTBa /10 TEXHUYECKO-
MYy PerysmpoBaHuio 1 MeTponoruu
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BesepeHune

HacTtosawunin ctaHgapT pacwmpsaeT KOMNEKC HaLMOHabHbIX CTAHA4APTOB CUCTEMHOW MHXEHepun no 3a-
wWnuTe MHoOpMaLMn Npu NaaHUpPoOBaHUN U peannsaynmn NPoLeccoB B XU3HEHHOM LUK/Ie pa3/IMuHbIX CUCTEM.
Bbi6Op M NpuMeHeHWe peann3yembiXx NPOLECCOB 415 CUCTEMbl B €e XU3HEeHHOM LWKAe OCyL ecTBASAIT No
FOCT P 57193. MeTofbl CUCTEMHOWN UHXEHepPUN B NHTepecax 3alnTbl UHPOpMaLUN NPUMEHAIOT:

- AN npoueccoB corfaweHns — MnpoueccoB NPUMOGpeTeHnUs U NocTaBkKM NPOAYKUMW W yCcnyr AN
CUCTeMbl — MO HacToAWeMy cTaHfapTy;

- AN NpoueccoB OpraHn3auMOHHOTO obecneyeHUMs npoekTa — MNPOLECCOB YynNpaB/eHUA MOAesblo
XW3HEHHOTO Uuukna, ynpaBneHus WHMPacTPyKTypoil cucTembl, ynpasBieHus noptdenem, ynpabneHus
yenoBeyeckuMun pecypcamu, ynpas/ieHUss KayecTBOM, ynpaBieHuA 3HaHusmun — no FOCT P 59330.
FOCT P 59331. TOCT P 59332. TOCT P 59333. TOCT P 59334. TOCT P 59335;

- ANS NPOLEeCcCCOB TEXHNYECKOTO ynpaBieHnss — NpoLeccoB NaaHNpoBaHNsA NpoeKTa, OLEeHKN U KOHTPOSA
npoekta, ynpaB/eHUA pelWeHWAMU, ynpaBfieHWs puckamu, ynpasfieHWs KOHdWrypauuei, ynpaBneHus
MHopMaynein, nsmepeHuin, rapaHTum kayectsa — no N'OCT P 59336. TOCT P 59337, TOCT P 59338.
FOCT P 59339. TOCT P 59340, TOCT P 59341. TOCT P 59342. TOCT P 59343;

- AN TEXHUYECKNX NpoLeccoB — NpoueccoB aHannsa 6usHeca WM HasHayeHna, onpegeneHns noTpeb-
HocTell nTpeb6oBaHUii 3aMHTEPeCOBaHHOI CTOPOHbI, ONpeAesneHnsa CUCTEMHbIX TpebOoBaHuii, onpefeneHns ap-
XUTEKTYypbl. ONpefefnieHnsa npoekra, CACTEMHOro aHanusa, peannsaunn, KOMNIeKCUpoBaHusa. sepudukalumnm,
nepepayn cuctembl, arrectaunn, PyHKLNOHMPOBAHUA, COMPOBOXAEHNA, U3BLATUSA U CNUCAHUA CUCTEMbI —
no NOCT P 59344. TOCT P 59345. TOCT P 59346. TOCT P 59347, TOCT P 59348. TOCT P 59349.
FOCT P 59350. TOCT P 59351, TOCT P 59352. TOCT P 59353. TOCT P 59354. TOCT P 59355, TOCT P 59356.
FOCT P 59357.

CTtaHfapT ycTaHaBinBaeT OCHOBHble TpebOBaHUA CUCTEMHOW MHXeHepuu no 3awute nHdopmaunmn B
npoueccax nNpMobpeTeHns n NOCTaBKWM NPOAYKLUUWU U YCAYT ANA CUCTEMbl U creynanbHble TpeboBaHUA K Uc-
nosib3yeMblM KOJIMHECTBEHHbIM NoKasaTensam.

Ana nnaHMpyeMbiXx U peann3yemblX NMPOLECCOB MPMOGPETEHNA U NOCTaBkN NPOAYKUUW U YCAYT AN CU-
CTeMbl MPUMEHeHWe HacToflero crtaHgapTa npu co3gaHuu (MogepHu3auuu, passBuTun), akcnayartayum cu-
CTeM v BbiBeJEHWUM WX U3 aKcnayaTauum obecneymBaeT NpoBefJeHNe CUCTEMHOMO aHann3a, OCHOBAHHOTO Ha
NPOrHO3MPOBAHNN PUCKOB.
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HALWOHAANDBbHGLBL N CTAHAQAAPT POCCWUWMCKOMN GPEALEPALUNMN

CunctemMHas MHXeHepus

SAWLNTA NHPOPMAL NN B MPOLUECCAX MPUNOBPETEHNA N MOCTABKW NMPOAYKUUWN N YCNYT
ANnA CUCTEMbI

System engineering. Protection of information in production and services acquisition and supply processes for system

[ata sBefeHna — 2021—11—30

1 O6nacTtb NpUMeHeHUs

HacToswuii ctaHgapT ycTaHaBAMBaeT OCHOBHbIe MOJIOXEHUS CUCTEMHOro aHanusa npoueccos Npuo6G-
peTeHUs W MocTaBKW MPOAYKLUM U YCAYT ANS CACTEM PasfiNyHbIX 06nacTel MPUAOXeHUs NPUMEHUTENbHO K
BONpPOCAM 3aWuUTbl MHOPMALUN.

ONa npakTUYyeckoro NpMMeHeHUsi B NpuaoxeHnsax A—J npusefeHbl npumMepsl nepeyHeil akTUBOB, Nog-
nexauwux salwuTte, U yrpos, TUNOBbIE MOAENU, METOAbl U yKa3aHUs MO MPOrHO3MPOBAHUIO PUCKOB, TUMNOBbIE
[OMYCTUMbIE 3HAYEHUS /1St MOKa3aTesieil PUCKOB U MPUMEPHbIN NepeyeHb MEeTOANK CUCTEMHOTO aHanmnsa.

MpumevyaHune — OueHkaylLiep6b0B BbIXOANT 3a pamMKM HaCTOsLWero cTaHaapTa. [jns pa3paboTku camocTosaTe b-
HOli MEeTOAMKM NO OLEeHKe yulep60B yunTbiBalOT cneuuduky cucteM — cMm., Hanpumep. FTOCT P 22.10.01. TOCT P 54145.

Mpu 3TOM JO/MKHBI YYUTbIBATLCSA COOTBETCTBYIOLLME NONOXEHUs 3akoHoAaTenbcTBa Poccuiickoil ®egepauun.

Tpe6oBaHusi cTaHfapTa npefHasHayeHbl AN UCNONBb30BAHNSA OpraHM3aLnsamu, yiacTByowWwmMn B cosga-
HUN (MofepHu3auumn, pasBuTuK), akcnayatauum cMCTEM, BbiBEJEHUN UX U3 IKCnayaTauuu v peanusyownumm
npoueccbl NMPMo6GpeTeHns U NOCTaBkN NPOAYKLUM U YCAYT ANA CUCTEMbI, a Takke TeMU 3auHTepecoBaHHbIMU
CTOpPOHaMWu, KOTOPble YNO/THOMOY€EHbl OCYLW ecTBAATb KOHTPO/b BbINONIHEHNSI Tpe6oBaHUii No 3awunTte NHpop-
Maunn B XMU3HEHHOM LMKIe CUcCTeM, — CM. NnpumMmepbl cuctem B (11— [26).

2 HopmaTunBHbIE CChlNKK

B HacTofAuWweMm cTaHfapTe UCNOMb30BaHbl HOPMATUBHbLIE CCbIJIKM Ha cleAylolwmne cTaHgapThl:

FOCT 2.051 EpguHas cuctema KOHCTPYKTOPCKOUW fOKYMEHTauun. NeKTpoHHble JOKYMeHTbl. O6uune no-
noxeHunsa

FOCT 2.102 EpnHas cuctema KOHCTPYKTOPCKOW AOKYMeHTauuun. Buabl 1 KOMNAEKTHOCTb KOHCTPYKTOP-
CKMX [JOKYMEHTOB

FOCT 2.114 EpunHaa cuctemMa KOHCTPYKTOPCKOW fOKYMeHTaunn. TexHnyeckme ycnoBus

FOCT 2.602 EpguHasi cuctema KOHCTPYKTOPCKOW AOKYMeHTaunn. PEMOHTHbIE JOKYMEHThI

FOCT 3.1001 EpguHas cuctemMa TeXHO/0rM4Yeckoin fokyMmeHTaumum. O6uwmne nonoxeHms

FOCT 7.32 Cuctema cTaHgapToB no uHopmauumn, 6ubnnoTevyHomy n nagartenbckomy geny. Otyet o
HayuyHo-uccneposaTtenbCckoii paboTte. CTpykTypa v npasuaa opopmneHus

FOCT 15.016 Cwuctema pa3paboTkm u NOCTAHOBKM NPOAYKLMM HA NPOU3BOACTBO. TexHuWyeckoe 3afja-
Hue. TpeboBaHNA K cofepxaHuio n o@opmaeHunto

FOCT 15.101 Cwuctema pa3paboTku v NOCTAHOBKU NPOAYKLMWN HA NPOM3BOACTBO. [MOPALOK BbIMOTHEHNSA
Hay4yHO-uccnepgosartenbCckux paboT

FOCT 27.002 HapexHOCTb B TexHUKe. TepMUHbI 1 onpeaeneHns

FOCT 34.003 NHdopmaunoHHaa TexHonormsa. Komnaekc ctaHgapToB Ha aBTOMaTU3NpOBaHHbIe cucTe-
Mbl. ABTOMATN3MPOBaHHble CUCTEMbI. TEPMUHbBI U ONpefeneHns

M3paHne opuymanbHoe
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FOCT 34.201 WHcdopmaunoHHas TexHonormsa. Komnnekc ctaHgapToB Ha aBTOMaTu3MpoBaHHble cucTe-
Mbl. Buabl, KOMNIEKTHOCTb MU 0603HaYeHNe JOKYMEHTOB NPU CO34aHNN aBTOMaTU3NPOBAHHbIX CUCTEM

FOCT 34.601 WVHchopmaunoHHas TexHonorns. Komnaekc ctaHAapToB Ha aBToMaTW3npoBaHHbie cucTe-
Mbl. ABTOMaTW3MpOBaHHble cucTembl. CTagum cosgaHusa

FOCT 34.602 NHdopmaynoHHasa TexHonornsa. Komniaekc ctaH4apToB Ha aBTOMaTU3NpPOBaHHble cCUcTe-
Mbl. TexHnyeckoe 3ajaHve Ha co3jaHne aBTOMaTU3NPOBaHHON CUCTEMBbI

F'OCT IEC 61508-3 ®yHKUMOHaNbHasA 6€30MacHOCTb CUCTEM 3NIEKTPUYECKUX, I/TEKTPOHHbBIX, NMporpam-
MUPYeMbIX 3/1EKTPOHHbIX, CBA3aHHbIX C 6e3onacHocTbio. YacTb 3. Tpe6oBaHua K nporpaMMHoMy obecneve-
HUI0

FOCT P 15.301 Cwuctema pa3paboTky 1 NOCTAHOBKM MPOAYKLWN HA NPOU3BOACTBO. MpoAyKUMa npouns-
BO/CTBEHHO-TEXHNYECKOTO Ha3HavyeHus. Mopaaok paspaboTkM MU NOCTAHOBKM NMPOAYKLUN HA NPOU3BOACTBO

FOCT P 22.10.01 Be3onacHOCTb B Ype3BblyaiHbiXx cuTyaunax. OueHka yuwepba. TepMuHbl U onpege-
nexHusn

FOCT P NCO 9000 CucteMbl MeHeXMeHTa kayecTBa. OCHOBHbIE MOJIOXEHWUSA U CNOBapb

FOCT P NCO 9001 CwucTeMbl MeHeAXMeHTa kayecTBa. TpeboBaHusa

FOCT P NCO 11231 MeHefXMeHT pucka. BeposATHOCTHas oueHKa pucka Ha npuMepe KOCMUYECKUX
cuctem

FTOCT P NCO/M3IK 12207 WNHdopMaunoHHas TexHonorusa. CucTtemMHas M NporpaMMHas MHXeHepus.
Mpouecchbl XM3HEHHOTO LMKAa NPOrpaMMHbIX CPeAcTB

FOCT P CO 13379-1 KOHTpPO/Ib COCTOSAHMUA U AMArHOCTMKA MallunH. MeToAbl UHTepnpeTaunun faHHbIX
n guarHoctuposaHus. YacTtb 1. Obuwee pykoBoACTBO

FOCT P NCO 13381-1 KOHTpPO/Ib COCTOAHUA U AMarHocTuka MawwuH. NMporHo3nposaHne TEXHUYECKOro
cocToaHunA. Yactb 1. O6uiee pyKoBOACTBO

FTOCT P NCO/M3K 15026 WHhopmMaunoOHHAs TEXHONOINA. YPOBHU LLeTOCTHOCTU CUCTEM U NpOrpamMmm-
HbIX CpefcTB

FTOCT P NCO/M3K 16085 MeHegXMeHT pucka. NpumeHeHne B NpoLeccax XU3HEHHOIo Lukia cuctem
N nporpamMHoOro obecneyeHus

FOCT P NCO 17359 KOHTpPO/Ib COCTOSAHMA U AnarHocTuka mawnH. Obujee pykoBoaCcTBO

FTOCT P MCO/M3K 20000-1 VHdopmaLnOHHaA TexHonorua. ynpasnexvue ycnyramu. Hactb 1. TpeboBa-
HUA K cucTeme ynpasieHus ycnyramu

FOCT P UCO/M3K 27001 WHpopmaunoHHaa TexHonorua. Metoabl u cpeactea obecneyeHnsa 6esonac-
HOCTU. CuCTeMbl MeHeXMeHTa MHpopMaLnoHHOW 6e3onacHocTn. Tpe6oBaHna

FOCT P MCO/M3K 27002 WHpopmaLumoHHasa TexHonornsa. Metoabl 1 cpeactBa obecneveHns 6esonac-
HocTu. CBOA HOPM 1 NpaBui MeHegXMeHTa MHPOPMaLNOHHOW 6e3onacHoOCTK

FTOCT P NCO/M3K 27005 MHcopmaunoHHas TexHonorna. Metoabl 1 cpeactsa obecneyeHna 6esonac-
HOCTU. MeHeXMEHT pucka NHopMaLNoOHHON 6e3onacHoCTu

FOCT P NCO/M3K 27036-2 WHpopmMaLnOHHbIe TexHOoNorum. Metoabl 1 cpeactBa obecneveHns 6e3o0-
nacHocTu. MHopmaLumoHHasa 6e30nNacHOCTb BO B3aMMOOTHOLWEHNAX € nocTaswmnkamu. Hacte 2. TpebosaHus

FTOCT P NCO/M3IK 27036-4 WNHopmaLnoHHble TexHonornn. Metoabl u cpeactBa obecneyeHus 6es-
onacHocTu. MHpopmaumoHHasa 6e30nacHOCTb BO B3aUMOOTHOLWEHUAX € nocTaBwmnkamu. Yacte 4. PekomeH-
fauun no obecnevyeHnto 6e30NacHOCTM 061aUYHbIX yCNyr

FOCT P NCO 31000 MeHegXMeHT pucka. MpuHunnbl U pykoBoACTBO

FOCT P 51275 3awuta nHpopmauynn. O6bekT nHpopmatTnsaunm. ®akTopbl, BO3AEWCTBYOLWNE HA UH-
hopmaumnio. O6LWwme NoNoXeHNs

FOCT P 51583 3awuta nHcopmayumn. Nopagok co3faHna aBToMaTU3NPOBaHHbIX CUCTEM B 3alULLeH-
HOM ucnosHeHnn. O6LW e NONOXeHUA

FOCT P 51897/Pykosoacteo MCO 73:2009 MeHeAXMEHT pucka. TEPMUHbI 1 onpefeneHuns

FOCT P 51901.1 MeHepXMeHT pucka. AHann3 pucka TEXHOOTMYECKUX CUCTEM

FOCT P 51901.7/ISO/TR 31004:2013 MeHefXMeHT pucka. PykoBoacTso no BHegpeHuio MCO 31000

FOCT P 54124 be3onacHOCTb MalWH 1 o6opyaoBaHns. OLeHKka pucka

FOCT P 54145 MeHefXMeHT puckoB. PykoBOACTBO NO NPUMEHEHUIO OpraHu3aynoHHbIX Mep 6e3onac-
HOCTV 1 OLeHKN puckoB. O6waa meTo[010rMa

FOCT P 56939 3awuta nHcopmauyunn. PazpaboTka 6e3onacHoro nporpamMmmHoro obecneyeHus. O6wune
Tpeb6oBaHus

FOCT P57102/ISO/IEC TR 24748-2:2011 WHpopmaLynoHHble TexHonoruu. CucrtemMHasa n nporpamMmMmHas
NHXeHepusa. YnpasieHne XM3HeHHbIM Luknom. Yactb 2. PykoBoACTBO No npumeHeHunio MCO/M3IK 15288
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FOCT P 57193 CwucTtemHas v nporpammHas uHxeHepusa. MNMpouyeccobl XU3HEHHOTO LUKNa CUCTEM

FOCT P 57272.1 MeHe[XMEHT pucKka NPUMEHEHUA HOBbIX TexHOoNOoruii. Yactb 1. O6wme Tpe6oBaHus

FOCT P 58412 3awwuta uHthopmayum. PazpaboTka 6e3o0nacHOro nporpamMMHOro o6ecneyeHns. Yrposbl
6e3onacHoCTU UHopmayum npu paspaboTke NporpaMMHOro obecnevyeHuns

FOCT P 58494 O6opypoBaHne ropHo-waxTHoe. MHOroyHKkyuMOHa bHble CUCTeMbl 6e3onacHoCTH
YyronbHbIX WaxT. CuctemMa ANCTAHLMOHHOTO KOHTPOASA ONaCHbIX NPOU3BOACTBEHHbIX 06BEKTOB

FOCT P 58771 MeHepnXMeHT pucka. TEXHONOTMN OLLEHKU pucka

FOCT P 59215 WHdopmaLnoHHble TeXHOMOTMKN. MeToabl U cpeAcTBa ob6ecnevyeHns 6e3onacHoCcTu. UH-
dopmaumoHHas 6e3onacHoOCTb BO B3aWMOOTHOLWEHNAX C nocTasBlwmkamu. YacTe 3. PekomeHgauunmn no obe-
cneyeHnto 6e30NaCHOCTM Lenn NocTaBoK MH(POPMAaLMOHHbIX U KOMMYHUKALWMOHHbBIX TEXHOTOTUA

FOCT P 59330 CuctemHas uHxeHepus. 3awmuta nHopmaLmmn B npoLecce ynpaBaeHns MOAe b XUN3-
HEHHOTO LMKNa CUCTEMDI

FOCT P 59331—2021 CucTemMHas uHxeHepusa. 3awuta nHcopmaymm B npoyecce ynpasaeHns nHgpa-
CTPYKTYpOi# cucTemsl

FOCT P 59332 CwuctemMHasa uHxeHepusa. 3awuta nHopMaLMn B npouecce ynpaBrieHus noptdenem
npoeKToB

FOCT P 59333 CuctemHas uHxeHepus. 3awmnta nHopmaunm B npoLecce ynpaBneHns 4yenoBeyecku-
MU pecypcamMun CUCTEMbI

FOCT P 59334 CuctemHasa uHxXeHepusa. 3awuta nHpopmayuum B npouecce ynpaBieHUs KauyecTBOM
cuUcTeMbl

FOCT P 59335 CuctemHas UHXeHepus. 3awuta MHdoOpMaLMn B npouecce ynpaB/eHUs 3HAHUAMMK O
cucteme

FOCT P 59336 CuctemHas nHxeHepua. 3awmnta nHpopmaynm B npouecce naaHnupoBaHua npoekra

FOCT P 59337 CucrtemHas uHxeHepus. 3awuta nHopmaumnm B npoyecce OLeHKN N KOHTPONS NpoekTa

FOCT P 59338 CuctemHas uHxeHepus. 3awmuta nHopmaLmm B npoLecce ynpaBieHns peleHnamm

FOCT P 59339 CwuctemHas uHxeHepusa. 3awmuta nHopmaumm B npouecce ynpaBneHusa puckamu ans
cucTemsbl

FOCT P 59340 CuctemHas uHxeHepus. 3awnta nuopmaynm B npolecce ynpaBneHus KoHgurypaym-
eli cuctembl

FOCT P 59341—2021 CwuctemHas nHxeHepus. 3awnta uHopmayum B npoLecce ynpasaeHus nHdop-
Mauunen cuctemsbl

FOCT P 59342 CucTtemMHas MHXeHepusa. 3awmra nHpopmaymnm B npoLecce MaMepeHuidn cuctemsl

FOCT P 59343 CuctemHas uWHXeHepus. 3awurta nHdopmauum B npouecce rapaHtum kavecrtsa NS
cucTembl

FOCT P 59344 CuctemHas uHxeHepus. 3awmuta nHdopmaLumn B npouecce aHannsa 6msHeca uam Ha-
3Ha4YeHUsA CUCTEMBI

FOCT P 59345 CwuctemMHasa uHxeHepusa. 3awuta nHdopmaumn B npouecce onpefesnieHns norpebHo-
cTelh n Tpe6oBaHUIi 3aUHTEPECOBAHHOI CTOPOHbI A1 CUCTEMBI

FOCT P 59346 CucrteMHas uUHXeHepua. 3awunTta nHpopmayum B npolecce onpepeseHNsa CUCTEMHbIX
TpeboBaHuii

FOCT P 59347—2021 CucTtemHas nHxeHepusa. 3awmra nHpopmaunm B npouecce onpefeneHnsa apxu-
TEKTYpPbl CAUCTEMBI

FOCT P 59348 CuctemHas nHxeHepusa. 3awmra nHopmaynmn B npoLecce onpegeneHns npoekra

FOCT P 59349 CwucTemHas nHxeHepusa. 3awmnta nipopmaynm B npouecce CUCTEMHOrNoO aHanusa

FOCT P 59350 CucTtemHas nHxeHepua. 3awmuta nHopmauum B npouecce peannsayny cuctemMsl

FOCT P 59351 CuctemHas uHxeHepus. 3awmuta nuHoopmaLmy B npoLecce KOMNIeKCUPOBaHNSA CUCTEMBbI

FOCT P 59352 CuctemHas nHxeHepus. 3awmta nipopmaynm B npouecce BepudmkaLmum cuctemMsl

FOCT P 59353 CucTtemHas nHxeHepua. 3awmnta nHpopmaynm B npouecce nepegadym cCUCTeMbl

FOCT P 59354 CuctemHas nHxeHepusa. 3awmta nHopmaynm B npoLecce atrectaynm cUCTeMbl

FOCT P 59355 CuctemHas uHxeHepus. 3awmnta uHpopmMmauum B npouecce ¢GyHKLUOHUPOBAHUSA CU-
cTeMbl

FOCT P 59356 CucteMHas mHxeHepusa. 3awmuta nHopmaynm B npoLecce CONPOBOXAEHNA CUCTEMbI

FOCT P 59357 CuctemHas nHxeHepus. 3awmuta nHpopmayum B npoLecce N3bATUA U CNUCAHUSA CUCTe-
Mbl

FOCT P M3K 61069-1 W3mepeHue, ynpaBieHWe u aBToMaTu3auuma MNPOMbIWIEHHOTO Mnpouecca.
OnpepeneHve CBONCTB CUCTEMbBI C LeNblo ee oueHkn. YacTb 1. TepMuHonorna n obuyme KoHLeNLuu
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FOCT P M3K 61508-1 ®yHKUMOHanbHasa 6e30NaCHOCTb CUCTEM 3/1€KTPUYECKUX, INEKTPOHHbIX,
nporpaMmMmupyemMblX 31€KTPOHHbIX, CBSAI3aHHbIX C 6e30nacHoCTbio. YacTb 1. O6uwmne Tpe6oBaHus

FTOCT P M3K 61508-2 ®yHKuMoHanbHassi 6e30MaCHOCTb CUCTEM 31eKTPUYECKUX, INTEKTPOHHBIX,
nporpaMMupyeMblX 3/1eKTPOHHbIX, CBSA3aHHbIX C 6e30nacHoCTblo. YacTb 2. TpeboBaHUA K cuctemam

FTOCT P MO3K 61508-4 ®yHkuMoHanbHasi 6e30nNacHOCTb CUCTEM 3/1eKTPUYECKUX, INEeKTPOHHbIX,
nporpaMmMupyemMblX 3/1€KTPOHHbIX, CBA3aHHbIX C 6€30NacHOCTbI0. HacTb 4. TepMUHbI 1 onpefeneHns

MpumevyaHune — lpu NONb30BAHNN HACTOALWMM CTaHAAPTOM LienecoobpasHo NpoBepuTb AeicTBNe CCblNoY-
HbIX CTaH4apTOB B MH(POPMAaLMOHHOW cucteme obLiero nosb3oBaHnsa — Ha oduunanbHOM caite ®efepanbHOro areHT-
CTBa MO TEXHNYECKOMY PerysiMpoBaHuio 1 MeTposiornn B CeTn VIHTepHEeT WK No exerofHoMy MHPopMaLoHHOMY ykasa-
Teno «HauuoHanbHble cTaHfapTbl», KOTOPbIA ONy6MKOBaH MO COCTOAHMIO Ha 1 AHBapSA Tekyllero roga, U no Bbinyckam
eXeMeca4YHoro MH(hopMaLMOHHOTO ykasaTens «HaunoHanbHble cTaHAapThl» 3a Tekywuii rog. ECnM 3aMeHeH CCbI/TIOYHBbIN
CTaHAapT, Ha KOTOpbI/ faHa HejaTupoBaHHasA CCbi/lka, TO PeKOMeHAYeTCs UCNOo/b30BaTh AEeWCTBYIOLYI0 BEPCUIO 3TOMO
cTaHAapTa C y4eTOM BCeX BHECEHHbIX B JaHHYIO BEPCUIO U3MEHEHWUIA. EC/IM 3aMEeHEH CCbIMIOYHbIA CTaHAapT, Ha KOTOPbINA
[JaHa faTtupoBaHHas cCblnka, TO PeKOMeHAyeTCAa UCNob30BaTh BEPCUIO 3TOr0 cTaHAapTa C yKkasaHHbIM Bbille roAom yT-
BepxXaeHus (NpuHATWA). Ecnn nocne yTBepxX/AeHUs HacTOsILero ctaHAapTa B CCbIIOYHbIA CTaHAApT, Ha KOTOpbIi faHa
fJaTupoBaHHas CCblika, BHECEHO W3MEHeHWe, 3aTparnBalollee NosioXeHre, Ha KOTopoe AaHa cCblaika, TO 3TO MOJIoXKEeHNe
pekoMeHAyeTcs NpUMeHATb 6e3 yyeTa [laHHOro N3MeHeHus. ECnu ccblfoYHbIi cTaHAapT oTMeHeH 6e3 3ameHbl, TO Moso-
XeHne. B KOTOPOM flaHa CCbl/ika Ha Hero, peKomMeHAyeTCsl MPUMEHATb B YaCTU, He 3aTparvsaloLleil 3ry cCbisky.

3 TepMuHbI, onpeaeneHns U coKkpalleHus

3.1 B HacToAuweMm cTaHfapTe NnpuMeHeHbl TepMuHbl no FOCT 27.002. TOCT 34.003, TOCT P NCO 9000.
FOCTPNCO/M3K27001. TOCT P NCO 31000. TOCT P 51897. TOCT P 59330.TOCT P59331. TOCT P 59332.
FOCT P 59333. TOCT P 59334. TOCT P 59335. TOCT P 59336. TOCT P 59337, TOCT P 59338. TOCT P 59339.
FOCT P 59340. TOCT P 59341. TOCT P 59342. TOCT P 59343, TOCT P 59344. TOCT P 59345. TOCT P 59346,
FOCT P 59347, TOCT P 59348. TOCT P 59349. TOCT P 59350. TOCT P 59351. TOCT P 59352. TOCT P 59353.
FOCT P 59354. TOCT P 59355. TOCT P 59356. TOCT P 59357. TOCT P M3K 61508-4. a Takxe cnegywluine
TEPMUHbI C COOTBETCTBYOLWUMK ONpeAeeHNAMNU:

311

LONYyCTUMBbIA pUCK: PUCK, KOTOPbI B JAHHON CUTyaLuUu CYUTAKT NPUEMIEMbIM NPU CYLLECTBYOLWNX
06U eCTBEHHbIX LLEHHOCTSX.
[FOCT P 51898—2002. nyHKT 3.7]

3.1.2

3awmta uHgopmauun; 31: esTenbHOCTb, HanpaB/eHHas Ha NpeAoTBpalLeHne yTeuku 3aumu,aemoi
MH(OpPMaLUmn, HECAHKLMOHUPOBAHHBIX U HeNpeAHaMepeHHbIX BO34ENCTBUIA Ha 3awuliaemyr MHpopma-
Luio.

[FOCT P 50922—2006. ctaTtba 2.1.1]

3.1.3

3aWmuTa MHGpopmMayum oT yTeuku: 3awuta UHMOpMaLuu, HanpaBfieHHas Ha npefjoTBpaljeHue
HEKOHTPOMIMPYEMOTO pacnpocTpaHeHWs 3aluuaemoii MHpopmauum B pesynbTaTe ee pasrnaleHus un
HEeCaHKLMOHUPOBAHHOTO A0OCTYNa K Heli. a TakXe Ha WCKYeHue (3aTpygHeHne) nonyyeHns 3aluuiaemMoi
MHOpPMaLUN [MHOCTPaHHbIMK] pa3BefkamMmu n 4PYTMMY 3aUHTEPECOBAHHBIMU CYy6bEKTAMU.

MpumeyaHune — 3auMHTEPECOBAHHbIMU CyObEKTAMW MOTYT GbITh: TOCYAAPCTBO, IOpUANYECKOe Lo, rpynna
(hU3NYECKNX UL, OTAENbHOE (h13nYeckoe NnLO.

[FTOCT P 50922—2006. cTtaTbs 2.3.2]
314

3awmuta uMHgpopmMauum OT HecaHKUMOHUpPoOBaHHOro Bo3geicTBua; 3M oTr HCB: 3awwuta
nHhopmauun, Hanpas/eHHas Ha npefoTBpalleHNe HecaHKLMOHMPOBAHHOrO AocTyna W BO3AelcTBUA
Ha 3awWuuiaemMy MHMOpPMaLWID C HapyleHMeM YCTAHOBJIEHHbIX NpaB ¥ (MNM) NpaBWN Ha W3MEHEHMWe
MHhopmauun, NpUBOAALWNX K paspyleHnNto, YHUUYTOXEHMNIO, UCKaxeHuto, cbolo B paboTe, HE3aKOHHOMY
nepexsaTy U KONMpoBaHUO, 610KMPOBaAHMIO fOCTyna K MHopMaLuuy, a Takke KyTpate, YHUUTOXEHUIO Uan
c6010 PYHKLNOHUPOBAHNA HOCUTENSA UHOPMAaLLUK.

[TOCT P 50922—2006. cTatbs 2.3.3]
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3.1.5

3aWmTa nHpopmaLuumn oT HenpeAHaMepeHHOro Bo3aelicTBunA: 3awmuta tHopmaLuuy, HanpasoHHaA
Ha npepjoTepalleHune BO3[eiCTBUA Ha 3aluuaemyro uHdopmauuio ownbok ee nonb3osBatens, cb6os
TEXHUYECKUX W MNPOrpamMHbIX CPefCcTB WH(POPMALUOHHLIX CUCTEM, MPUPOAHbLIX SABAEHUA WA WHbIX
HeueneHanpaBfeHHbIX Ha U3MeHeHue nHopmaynmn cobbiTUn, NPUBOAALLUX K UCKAXKEHWIO, YHUUTOXEHNIO,
KOMMpoBaHWto, 6/10kMpoBaHN0 AocTyna K WHGopmauuu, a Takke K yTpaTe, YHUUTOXEHUW unu cboto
(YHKLNOHNPOBAHUS HOCUTENA nHopMauuu.

[FOCT P 50922—2006. cTtaTbsa 2.3.4]

3.1.6 MHTerpanbHbIl PUCK HapylweHWA peanu3aunm npouecca NpuobpeTeHUs WAU NOoCTaBKK
nPpoAyKUUU W/Mnun ycnyr Ans cuctembl C yyeTom Tpeb6oBaHWii no 3awute uHdopmayun: CouyetaHue
BEPOATHOCTW TOro, YTO GyAyT HapylweHbl HafexXHOCTb peanusauuun npouecca nnb6o Tpeb6osaHMa No 3awuTte
MHchopmaumn, NMbo N To 1 Apyroe, ¢ TAXECTbIO BO3MOXHOrO yujep6a.

3.1.7 HapexXxHOCTb peanusauuu npouecca NpuobpeTeHWs UAU NocTaBKU NPOAYKUUM WU/MAn yc-
nyr ana cuctemsbl: CBOICTBO mpouecca CoOXpaHATb BO BPEMEHW B YCTAHOB/IEHHbIX Npejenax 3HavyeHus
nokasaTtesieii npouecca, xapakTepusylLWwmnx CNOCOO6HOCTb BbIMOMHWTL NpoOLECcC B 3ajaHHbiX YCNOBUAX €ro
peanusaunmn c obecneyeHnem CpoOKOB NOCTaBKM M KayecTsa npuobpeTaemblx {M1n nocTaBaseMbiX) MPOAYKLUN
n/vnn ycnyr.

3.1.8

HopMa 3 (P eKTUBHOCTM 3aWNTbl MHpOPMaLnmn: 3HavyeHne nokasaTensd aP PeKTUBHOCTMU 3aWMNTbl UH-
cdopmaunn, ycTaHOBIEHHOE HOPMAaTUBHbLIMWU U NPABOBLIMU JOKYMEHTaAMW.
[FTOCT P 50922—2006, ctaTba 2.9.4]

3.1.9

nokasaTtenb 3 PEKTUBHOCTU 3alWMNTbl MHPOPMaLUn: Mepa UNnM xapakTepucTuka gna oueHkn ad-
P EeKTUBHOCTM 3alnTbl MHOPMALUA.
[FOCT P 50922—2006, cTtaTbsa 2.9.3]

3.1.10

puck: CoyeTaHne BepoOATHOCTUN HaHeceHUs yujepba n TsxXecTn aToro yuiepba.
[FOCT P 51898—2002. nyHKT 3.2]

3.1.11

cucrtema: KOM6MHauMH B3aVIMO,D.eI7ICTBy}0LLtVIX 3/IEMEHTOB, OpraHuU3oBaHHbIX ANA [OCTUXEHUA O,D'HOVI
NN HECKOJIbKNUX NOCTaB/IEHHbIX u,eneﬁ.

MpumeuyaHns

1 Cuctema MOXeT paccMaTpuBaTbCsl Kak Kakoii-To NpoAyKT Uau Kak npejocTaBnsieMble ycayru, obecnedvsarnlyme
3TOT NPOAYKT.

2 Ha npakTuke MHTepnpeTauusi JaHHOTO0 TepMMHA 3a4acTyl YTOUHAETCS C WUCMO/b30BAaHMEM acCcOLUATUBHOIO
CyLIeCTBUTE/IBHOTO, HaMpUMep: cucTeMa camosnieTa. B HEKOTOpbIX C/yyasx C/AOBO CUCTeMa MOXET 3aMeHSTbCs
KOHTEKCTHO 3aBWUCUMbIM CUHOHWMOM, HanpuMep CamosieT, XOTS 3TO MOXET BMOC/MeACTBUM 3aTPyAHWUTb BOCMpusiTue
CUCTEMHbIX NPVHLWMOB.

[FOCT P 57193—2016, nyHKT 4.1.44]

3.1.12 cuctemMa-aTanoH: PeanbHas UK rMNoTeTUYHasA cucTeMa, KOTopas Mo CBOUM MokKa3aTensm WH-

TerpasibHOro pucka HapylweHus peanusayum paccMaTpuBaemMoro npouecca ¢ yuetom Tpe6oBaHuil no 3awure
MH(OpMaLnUM NpUHUMAEeTCsl B KAaYecTBe aTasoHa 4/15 NOJIHOTO YA0BNeTBOPeHUs Tpe6oBaHU 3anHTepecoBaH-
HbIX CTOPOH CUCTEMbI U pelleHns 3afay CUCTEMHOIO aHann3a, CBsi3aHHbIX C 060CHOBAHWEM AOMYCTUMbIX PU-
CKOB. 06€ecrneyeHnemM HOpMbl 3P PEKTUBHOCTU 3aLUTLI MH()OPMaLUM, 060CHOBAHMEM MeEpP, HANPaBEHHbIX Ha
JocTuXeHne Leneit npoyecca, NpoTUBOAENCTBME Yrpo3am M onpejeneHune c6anaHCcUpoOBaHHbIX pelleHunii npu
cpefHe- 1 [ONITOCPOYHOM MAHUPOBAHMM, & TakXe C 06GOCHOBAHMEM MpeioXeHU No COBEPLIEHCTBOBAHUIO 1
pasBUTUIO CUCTEMBI 3aLUTbI MHPOPMAL UK.
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3.1.13

cucTeMHas UHXeHepusa: MexaucuunanHapHblii nogxon, ynpasnstowmnii NONHbIM TEXHUYECKUM 1 opra-
HU3AaTOPCKUM ycunmem, TpebyemMbiM AN npeo6pa3oBaHns psga NOTPeGHOCTel 3aMHTEPECOBaHHbIX CTOPOH,
OXWAAHUA 1 orpaHuYeHunit B pewerHne n 4NA NOAAEPXKN 3TOTO PELIEHUS B TEYEHMNE ero XN3HU.

(TOCT P 57193—2016, nyHkKT 4,1.47]

3.1.14

Tpe6oBaHMe NoO 3awuTe MHGpOpMauMW: YCTAaHOB/NEHHOE MPasWu/io UAU HOpMa, KoTopas AOJKHa
6bITb BbIMO/THEHA NPU OpPraHn3auun 1 ocyLWecTBAeHUN 3alWnTbl MHOpPMaL UK, NAN AONYCTUMOE 3HaYeHue
nokasatens aPEeKTUBHOCTN 3aLUTbI UHPOPMALUN.

[FTOCT P 50922—2006. ctatbs 2.9.2]

3.1.15 uenocTHoCTb MOAennpyemoit cuctembl: CocTosiHUE MOLENNPYEMOii CUCTEMbI, KOTOpOEe OTBeyvaeT
LeNeBOMY HasHaYeHU0 MOLENU CUCTEMbI B TeUEHWe 3a/,aBaeMoro nepuoga nporHosa.
3.1.16

3 eKTUBHOCTb 3awWwnTbl MHpopmMayunm: CTeneHb COOTBETCTBUA pe3ynNbTaToB 3alWuTbl nHhopmaymnmn
Luenu sawnTel MHPopMaLmnK.
(TOCT P 50922—2006. cTtatbs 2.9.1]

3.2 B HacToslWeM cTaHgapTe WCMNONb30BaHO COKpalieHue:
T3 — TexHuuyeckoe 3ajaHue.

4 OCHOBHbI€ MOJIOXEHUSI CUCTEMHO MHXeHepuu no 3awnuTte nHpopmayum
B npoueccax Nnpuo6peTeHns u noctaBku

4.1 O6WmMe NoNoxXeHns

OpraHusaumn ucnonb3ywT npouecc npuobpeTteHna Ans Toro, 4tobbl nNpuobpertaTtb, a npouecc noc-
TaBKM — 4TOG6bl NOCTaBNATL Tpebyemble NPOAYKLUIO M/MAK yCnyrn ANs cuctemsbl. Mpu nnaHnpoBaHuun u pe-
anu3aumn npoueccos NpuobpeTeHNs U NMocTaBKK MPOAYKLMUW W yCAYr ANA CUCTEMbl OCYLECTBASAIT 3aWnNTy
MHopmauumn, HanpaBfeHHY Ha o6ecnevyeHne KOH(UAEHUNANBHOCTU, LENOCTHOCTM U JOCTYNHOCTU 3almn-
waemoi nHpopmaumum, npefoTepalieHne HeCaHKLLMOHUPOBAHHbIX U HenMpegHaMepeHHblIX BO3AelicTBUIA Ha 3a-
wuuiaemyo nHcopmaymto.

[ns NnporHo3uMpoBaHUA PUCKOB, CBA3AHHbIX C peanusayuneii npoueccos, n 060CHOBaHUSA 3 D EKTUBHbIX
npegynpexpanwmnx elicTBUA NO CHUXEHUID 3TUX PUCKOB UAWN WX yAepXaHWio B AONYCTUMbIX npefenax uc-
NONb3yT CUCTEMHbIV aHann3 NpoLeccoB C yyeTom TpeboBaHWii Mo 3awuTe MHpOpPMaLuuM B yC/IOBUAX BO3-
MOXHbIX yrpo3. OnpepenieHne BbIXOAHbIX pe3ynbTaToOB NPOLECCOB NPUOGPETEeHUss U MOCTaBKU MPoOAyKLUK W
YyCAyr ANA CUCTEMBI U TUNOBbLIX AeACTBUIA NO 3aWnTe MHOPMaLUN, NPUMEHVMbIX K OTHOLWEHWAM NocTasLluka
M npunobpeTatouieil CTOPOHbI, ocylwecTBnswT no FOCT P MCO/M3K 27036-2. TOCT P 57102. TOCT P 57193.
OUEeHKY MHTerpafibHbiX PUCKOB HapyleHWs peanu3alun NpoLeccoB Npuo6peTeHus u/uam noctaBku NPoOAYK-
Uy n/vnu ycnyr gns cucTemMsl c yueTom TpeboBaHuii no 3awmute nHopmaynm ocywecTBASIOT N0 HAcTosAWeEeMY
cTaHgapTy ¢ ucnonb3oBaHmem pekomeHpgaumin FOCT P MCO/M3IK 27036-4. TOCT P 57102. TOCT P 59215.
Mpu aToM yuyuTbiBalOT cneyudnky cosgaBaeMoli (MogepHN3NPYEMOi) /MK NPpUMEHsSeMoil CUCTEMbl — CM.,
Hanpumep. [20]— [26].

4.2 Lienu npoueccoB ¥ Ha3Ha4YeHWe Mep 3alWmnTbl MHPOPMaLUK

4.2.1 OnpepeneHve uenei npoueccoB NPMOGPETEHUS U NOCTABKW MPOAYKUUU U YCNYr AN CUCTEMbI
ocywectBnawT no NOCT 34.601. TOCT P MCO 9001. TOCT P NCO/M3K 12207. TOCT P NCO/M3K 16085,
FOCT P MNCO/M3K 20000-1. FOCT P NCO/M3K 27002, TOCT P 51583. TOCT P 57102. TOCT P 57193,
FTOCT P M3K 61508-1 c yueToMm cneund kK opraHusaumm, npuMeHstoL e npoyecc. B o6wem cnyyae uensimu
npoueccoB ABAAITCA HajgexHas peannsauns npuobpeTeHUs UM NocTaBkW AN CUCTEMbl NPOAYKUUU n/mnu
yCAyr 3af,aHHOro KkayecTBa B 3afjaHHble CPOKM COr/1aCHO yC/I0BUAIM corfaweHunii npuobpetatolyeil CTOPOHbI U
nocraslymKa.

4.2.2 Mepbl 3aW 1Tl MHOPMaLUK B npoLeccax NpuobpeTeHnsa NPOAYKLUN U YCNYT ANSA CUCTEMbI Npej-
HasHauyeHbl ANA obecnevyeHWs KOHPUAEHLMANbHOCTU, LLENIOCTHOCTM U AOCTYMHOCTU 3auuwaeMmoinl MHdop-
Mauuun. npefoTBpalleHns yTeuku 3awuujaemoir nHopmaynm, HecaHKLLMOHUPOBAHHbBIX U HenpegHaMepeH-

6
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HblX BO3AelCTBUIA Ha 3aw i aemyto uHpopmayuio. Onpeaenernne Mep 3aWnTbl MH(OPMaL MK OCYLLECTBAAIOT
no NOCT P NCO/M3K 27001. TOCT P MCO/M3K 27036-2. TOCT P UCO/M3K 27036-4. TOCT P 56939,
FOCT P 57102. TOCT P 58412. TOCT P 59215 c yyeToM cneungunkm codgaBaemMoil (MogepHN3NpyemMoii) nnm
NPUMEHAEeMOi cucTeMbl — cM., Hanpumep. (21J — [24].

4.3 CTtagumnm v aTanbl XU3HEHHOTO LUKIa CUCTEMBbI

Mpoueccbl Npuo6peTeHnsa M NocTaBkKM NPOAYKUUM W YCAYr ANSA CUCTEMbl MOTYT 6biTb WCMNOJIb30BaHDI
Ha N0 60l cTagnn XU3HEHHOTO uukna cuctembl. Ctaguu n atansl paboT no cosgaHuio (MogepHusauuun, pas-
BUTWIO) 1 3KCnayaTauunm CUCTEMbl yCTaHaB/MBalT B A0roBopax, cornaweHnax n T3 ¢ yuetom cneuynukm un
YCNOBUIA PYHKLMOHNPOBAHUA CUCTEMBI. [TepeyeHb 3TanoB U KOHKPETHbIX PaboT B XXU3HEHHOM LWKNe CUCTeMbI
dopmupyoT c yuetom Tpebosanuii TOCT 2.114. TOCT 15.016. TOCT 34.601, TOCT 34.602, TOCT P 15.301,
FOCT P MCO 9001, TOCT P MCO/M3K 12207. TOCT P MUCO 31000. TOCT P 51583. TOCT P 51901.1,
FOCT P 51901.7. TOCT P 57102, TOCT P 57193. TOCT P 57272.1.

Mpouecchl npuobpeTeHnsa n/mnn nNocTaskn NPoAyKUUW W/MAN YCNYT ANSA CUCTEMbI MOTYT BXOAUTbL B CO-
cTaB paboT, BbINO/IHAEMbIX B paMKax APYrUX NpoLecCcoB XW3HEHHOro Lukaa cucTeM, U Npu Heo6XoAMMOCTH
BK/MlOYaTb B cebs Apyrme npoueccsl.

4.4 OCHOBHble NPUHLUMNBI

Mpu npoBeAeHWN CUCTEMHOro aHann3a NpoueccoB NPUOGPeTEeHUs W NOCTaBKU NPOAYKLUUN W YyCNyr ANs
CUCTEMbl PYKOBOACTBYOTCA OCHOBHbIMU NpuHuMnamu, onpegeneHHbiMm B FOCT P 59349 c yyeTom agundphe-
peHuymnaynmn Tpe6oBaHuii No 3awnuTe MHoOpMaLUy B 3aBUCMMOCTUN OT KATEropumn 3Ha4NMOCTN CUCTEMbBI N BaX-
HOCTM o6pabaTbiBaeMoii B Heilh nHcopmauun (cm. TOCT P 59346. (20]—{26]). Bce npumeHsieMble MPUHLMUMbI
NoAYMHEHbI MPUHLUNY LlefleHanpaBieHHOCTN OCYyL eCTBASEeMbIX 4eACTBUIA.

4.5 OCHOBHbIE YCUINSI CUCTEMHON WHXEHEepun

OCHOBHbIe YCWU/IUS CUCTEMHOW WHXeHepun ANsi o6ecneyvyeHUs 3awWUTbl MHPOPMALUN B KaXAOM U3
npoueccoB nNpuo6peTeHns AN NOCTaBKWM NPOAYKLWW UKW YyCNYT ANS CUCTEMBI COCpefoTaunBaT:

- Ha onpefAeneHWn BbIXOAHbIX pe3ynbTaToB W AelCTBUIA, NpefHA3HAYEHHbIX ANA AOCTUXEHUs uenei
npouecca ¥ 3awWuTbl akTUBOB, MHGOPMAaLMUA KOTOPbIX WIN O KOTOPbIX HEOGXoAMMA ANA AOCTUXKEHUS 3TUX
uenei:

- BbISIBJIEHUWN NOTEHLWNANbHbBIX YTPO3 MONpefeeHNN BO3IMOXHbIX CLieHapneB BO3HUKHOBEHUSA N pasBuTUS
yrpo3 ANs akTUBOB, MOAMEXalNX 3alnTe, BbIXOAHbIX Pe3y/bTaTOB U BbINOIHAEMbIX AeliCTBUI npouecca;

- onpeAeneHny M NPOrHO3MPOBaHUN PUCKOB, MOANEXAWMNX CUCTEMHOMY aHannay;

- NPOBEAEHUN CUCTEMHOro aHanus3a ANs 060CHOBAHWS Mep. HanpaB/ieHHbIX Ha NpoTuBOAElCcTBUE
yrposam u gocTuxeHue uenei npouecca.

5 O6wune TpeboBaHNA CUCTEMHOW MHXEHepUn No 3awute nHdpopmaynm
B npoueccax npnobpeTeHns u NoCTaBKu

5.1 O6wue TpeboBaHMSA CUCTEMHON WHXEHepUn Mo 3awuTe MHPopMauun yctaHaBnuMBawT B T3 Ha
pa3paboTKy, MOoAepHM3aLuno WA pa3BuTue cucTembl, T3 Ha npuobpeTeHne U NocTaBKy MPoAyKUUW W/Mnu
yCcnyr Ans cuctembl. 3Tn TpeboBaHUA M MeTOAbl UX BbIMOJIHEHUA AeTanu3upyloT B T3 Ha cOoCTaBHYl0 4YacTb
cuctembl (B KauyecTBe KOTOPO MOXeT BbiCTynaTb cucTema 3awuTbl MHpoOpmayunun), B KOHCTPYKTOPCKOIA,
TEXHONMOIMYECKON 1 akcnnyaTaLMoOHHO fOKYMeHTauun, B cneyndurkaymsax Ha noctaBnsemMble npoaykuuo un/
nnun ycnyrun. CogepxaHue Tpeb6oBaHuii no sawute mHdopmauun @OPMUPYIOT NpKU BbINOMIHEHMW Npouecca
onpefeNneHNs CUCTEMHbIX TpeboBaHM C y4yeTOM HOPMAaTUBHbIX W MNPaBOBbIX [OKYMeHTOB Poccuiickoi
depepayumn (cMm., Hanpumep. [1]—{26]), ya3BuMOCTel CUCTEMbI, NPpefHAMEPEHHbIX U HeNnpeaHaMepPEHHbIX
yrpo3 HapyweHusa MYyHKLMOHWPOBAHWUS CUCTEMbl W/MAN ee NPOrpaMMHbIX U NporpamMMHO-annapaTHbIX 3fe-
MeHTOB — cM. TOCT P 59346.

MpumevyaHne — Ecnu nHopmaums OTHOCUTCA K KaTeropuu rocyapcTBEHHOI TaliHbl, B BONpocax 3aljuThl
MHhOpMaLnK PyKOBOACTBYIOTCA PErNaMeHTUPYOWMMN OKYMEHTaMI COOTBETCTBYIOLWMX FOCY4apPCTBEHHbIX PEry/ATOPOB.

5.2 Tpe6oBaHUs CUCTEMHOW WHXEHepun npu3BaHbl 06GECNeymBaTb ynpaBlieHUEe TeXHUYEeCKUMU U
OpraHnW3ayMoHHbIMU YCUIUSIMKU MO NAAHUPOBAHWUIO U peanusauuu npoLeccoB NPUOGPeTeHWs W NoCcTaBKu
NPOAYKLUM 1 YCAYT A1 CUCTEMbI U NOAAEPXKKE MPU ITOM 3P PEKTUBHOCTN 3aLLNUThI MHOPMAL UK.
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Tpe6oBaHWA CUCTEMHON UHXEHepPUU No 3awuTte nHopmayum B npouyeccax NpuobpeTeHns N NocTaBkn
npoAyKuUn 1 ycnyr Ans CUCTeMbl BKOYAIOT:

- Tpe6oBaHWUA K COCTaBaM BbIXO/[HbIX PE3y/NbTATOB, BbINOMIHAEMbIX A4eCTBUI N NCNONb3YEMbIX NPU 3TOM
aKTUBOB, TPebyWNX 3aWnTbl MHOpMaLmum;

- TpeboBaHWs K onpejesieHNio NOTeHUWanbHbIX Yrpo3 ANS BbIXOAHbIX Pe3ynbTaTOB W BbINOJHAEMbIX
felcTBUIA NpoLeccoB, a Takke BO3MOXHbIX CLLeHapueB BO3HUKHOBEHUSA U pasBUTUSA 3TUX YIpo3;

- Tpe6oBaHWA KNPOTHO3MPOBAaHUIO PUCKOB NP NJaHUPOBaHUK U peanunsaynm npoLeccos, 060CHOBaHUIO
3 hekTUBHLIX Npegynpexpalwnx AeACTBUA NO CHUXEHWUIO PUCKOB WAN WX Y[AEpXaHuwo B JONYCTUMbIX
npegenax.

5.3 CocTaB BbIXOAHbIX pe3yNbTaTOB 1 BbINO/MIHAEMbIX 4EACTBUI B NpoLeccax NnpuobpeTeHnsa u noctasku
npoaykuun un ycnyr ana cuctembl onpegenswoT no NOCT 2.114, TOCT 15.016. T'OCT 15.101, TOCT 34.201,
FOCT 34.602, TOCT P 15.301, TOCT P MCO 9001, FOCT P MCO/M3K 12207, TOCT P MNCO/M3K 27036-2,
FOCT P NCO/M3K 27036-4, TOCT P 56939. TOCT P 57102. TOCT P 57193, TOCT P 59215 c y4yeTom
cneundukn cosgasaemoii (MogepHU3NPyemMoid) n/mnu NpUMeHAemMoin CUCTeMbI.

5.4 Mepbl 3aWnTbl MHOpMaLUN N AeliCTBUS NO 3aluTe UHoOPMaLUN AO/KHbI OXBaTblBaTb aKTUBLI,
MHOpMaLna KOTOPbIX WM O KOTOPbIX MNOANEXWUT 3awuTte ANA MNOJYYEHUS BbIXOAHbIX pe3ynbTaToB W
BbINO/IHEHWUSA NPOLECCOB NPUOBPETEHNA N NOCTABKM NPOAYKLUN U YyCAYT 4NA CACTEMBI.

MpumeuyaHue — BcocTas akTUBOB MOTYT GbITb BK/IOUEHbI AKTUBbI WHbBIX CUCTEM (MOACUCTEM), HE BOLLEALINX B
cocTaB paccmMaTpuBaeMoii CUCTEMBI, HO OXBaTbiBAEMbIX MO TPEGOBAHMUAM 3aKa3unka HanpuMep npusfekaemsle cpescTea
KOHTPO/IA KauyecTBa NOCTaB/SIEMOI NPOAYKLMN y NOCTaBLLMKa.

5.5 OnpegenexHne akTUBOB, MHpOpPMAaLMA KOTOPbIX UK O KOTOPbIX MOANEXUT 3aluTte, n hopmupoBaHme
nepeyHs NoTeHUManbHbIX Yrpo3 W BO3MOXHbIX CLeHapueB BO3HWKHOBEHWS W pas3BUTUS Yrpo3 ANS Kaxoro
13 akTuBoB ocyuwecTBnsAT no NOCT 34.201, FOCT 34.602. TOCT IEC 61508-3. TOCT P NCO/M3K 27001,
FOCT P 56939, TOCT P 57102, TOCT P 57193, TOCT P 58412 c yyetom Tpe6oBaHuii NOCT 15.016,
FOCT P NCO 9001. TOCT P NCO/M3K 12207, TOCT P MCO/M3K 20000-1. TOCT P MCO/M3K 27002,
FOCT P NCO/M3K 27005. TOCT P NCO/M3K 27036-2, TOCT P NCO/M3K 27036-4. TOCT P NCO 31000,
FOCT P 51901.1, TOCT P 51901.7. TOCT P 59215. TOCT P M3K 61508-1, TOCT P M3K 61508-2 c yyeTtom
cneundukn cuctembl (cM., Hanpumep. (21}—(26)).

Mpumepbl NnepeyHeli yunTbiBaeMblX aKTUBOB 1 Yrpo3 B Npoueccax npuobpeTeHns n nocTaBkn NpoayKLumum
M ycnyr Ansi cUCTEMbl NpUBeAeHbl B NpuaoxeHnsx A un b.

5.6 3 PeKTUBHOCTb 3aluTbl MHOpMaLUM NpU BbINOSTHEHUW NPOLECCOB NPUOBPETEHUSs U NocTaBkK
npoaykuun n ycnyr Ans CUCTeMbl aHaJM3upywT N0 noka3aTensdM PUCKOB B 3aBUCUMOCTM OT crneunduku
CUCTeMbl, Leneil ee NPUMEHEHNS U BO3MOXHbIX Yrpo3. B cncTeMHOM aHanm3e npoLeccoB UCMONb3YIOT MOAeNb
yrpo3s 6e3onacHocTn nHgopmaynm.

CuCTeMHbIi aHaM3 NpoLeccoB OCYLWeCTBAAT C UCNOb30BAHWNEM MeTOA0B, Mogeneii N MeToAuK (CM.
npunoxenusa B.T. 1) c yueToM pekomeHgaumini FTOCT P NCO 9000. TOCT P MCO/M3IK 15026. TOCT P NCO/
M3K 16085. TOCT P NCO 17359, TOCT P NCO/M3K 27002. TOCT P NCO/M3K 27005, TOCT P 51901.1,
FOCT P 54124. FTOCT P 58771, (21]—(26).

5.7 inAa o6ocHOBaHUA 3P eKTUBHbLIX Npeynpexgatowmnx 4elicTBUA N0 CHUXEHWNIO PUCKOB UMW UXyaep-
XaHWo B AONYCTUMbIX Npefenax NpUMeHsAI0T CUCTEMHbIN aHann3 ¢ NCNOoMb30BaHNEM ycTaHaB/IMBaeMblX cne-
UManbHbIX Ka4eCTBEHHbIX U KONUYECTBEHHbIX Nokasateneli puckos. KayecTBeHHble nokasaTenun ANA OULEHKK
puckos B o6nactu nHchopmaLnoHHoli 6es3onacHoctn onpegenedsl B FTOCT P UCO/M3K 27005. Llenecoobpas-
HOCTb MCNO/Ib30BAHUA KOJIMYECTBEHHbIX NokasaTesieil pUCKOB B [ONOJIHEHNE K KAYeCTBEHHbIM NokasaTensm
MoxeT noTpe6oBaTb AOMNONHUTENbHOTO 060CHOBaHMA. CocTaB cneymnanbHbiX KOMNYECTBEHHbIX NokasaTenei
pUCKOB B MHTepecax CUCTEMHOro aHanunsa npoueccoB Npuo6peTeHns U NOCTaBKN NPOAYKLUWN U/Mnun ycnyr ans
cuctembl onpegened B 6.3.

Tunosble mMofenn, MeToAbl M yKasaHWs NO NPOrHO3NPOBAHWIO PUCKOB NMPUMEHWUTENIbHO K npoleccam
npno6peTeHns M noctaBku NPOAYKUWW WU/MAW yCcnyr ANS CACTEMbl, AONYCTUMbIE 3HAYEHUS [NS pacYeTHbIX
nokasarteneli n NnpUMepHbIli NepeyeHb MeTOAMK CUCTEMHOTO aHanv3a NpuBefeHbl B NpuaoxeHusx B. . [.
XapakTepucTuku mep u geiicTBuili no 3awnTte nHopmaynm n UCXxofHole AaHHble, obecneynBatwe npume-
HeHune mojerneii, MeTo[0B U MeTOAMNK, ONpefensaoT Ha OCHOBe cobupaemMoli U HakanaimBaemoi cTaTUCTUKM NO
paccmaTpuBaeMbiM npoleccam M BO3MOXHbIM YC/TOBUAM UX peann3auunu.
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6 CneuunanbHble TPpe6GOBaHUA K KOIMYECTBEHHbIM NoKasaTensim

6.1 O6WMO© NonoxeHuns

6.1.1 B nNpuaOXeHWU K 3aliuMlliaeMbiM aKTUBaM, OCyW eCTBASAEMbIM AEeACTBUAM, BbIXOAHbLIM pe3y/bTa-
TaM. K KOTOpPbIM NpeAbaBfeHbl onpefesieHHble TpeboBaHNsA Mo 3awWwuTe WHpopMayumn, BbINONHAIT OLEHKY
3P eKTMBHOCTUN 3alNTbl UHOPMALMN HA OCHOBE NMPOTHO3MPOBAHNA PUCKOB B YC/TOBMSAX BO3MOXHbIX Yyrpos.
Onsi o60ocHOBaHUA ah D EKTUBHBIX Npeynpexaanlnx Mmep u 4eicTBuiA Mo CHUXEHUID PUCKOB UK UX yaepxa-
HUIO B AONYCTUMbIX NpeAenax UCNob3YIOT CUCTEMHbIA aHanns.

6.1.2 OCHOBHbIMMW BbIXOAHbIMW pe3ynbTaTaMu npouecca NpuobpeTeHWs NPoAyKUUU u/mawn ycnyr aons
CucTeMbl ABNAKTCA:

- 3anpocbl Ha NOCTaBKy NPOAYKLUWUWA U/MNK ycnyr;

- pesynbTaTbl Bbi6Opa 0gHOro nnn 6onee NocTaBLMKOB;

- cornaweHne Mexgay npuobpeTtatl e CTOPOHOW 1 NOCTaBLMKOM;

- NMPMHUMaeMble NPOAYKLUSA U/MAKN YCAYIN, COOTBETCTBYOLWME COTMalleHunto;

- [LOKyMEeHTbI, onpefesieHHble B COrnaweHnun, o NnpueMKe NoCTaB/IeHHbIX NPOAYKLUA U/MAN YCNYr, BKKO-
yaa NpuHATMe npuobpeTatoleii CTOPOHO OTBETCTBEHHOCTW 3a NpUOGPeTeHHble NPOAYKLNIO NN YCAYTU.

OCHOBHbIMYW BbIXO4HbIMUW pe3ynbTataMu npouecca NOCTaBkNU NPOAYKLUUWN W/MAK yCAYT ANA CUCTEMbI AB-
nawTca:

- OTBeT Ha 3anpoc npuobpeTalLlieii CTOPOHbI Ha NOCTaBKy NPOAYKUUWN U/MAn ycnyr,

- cornaweHne mexay npuobpertarlieli CTOPOHOR M NOCTaBLWWUKOM;

- NnocTaB/lIeHHble NPOAYKLUA U/MNKU YyCNYyTn, COOTBETCTBYOLLNE COrNalleHunio:

- AOKYMEHTbI, ONpeAeNnieHHble B corfnaweHnmn, o NnpuemMke nocTaB/ieHHbIX NPOAYKLUN U/MAKN yCayr, BKAKO-
yas nepepgadvy npuobpetatweli CTOpOHE OTBETCTBEHHOCTM 3a NPUOOGPEeTEeHHble MPOAYKLUIO UMW YCIYTN.

6.1.3 [ns nonyyeHus BbIXOAHbIX pe3ynbTaToB npouecca npuobpeTeHns Npoaykuum u/unun ycnyr B o6-
wem crnyyae BbINOMHAKT cAefylolWne 0OCHOBHbIe AelicTBuUA.

- NOATOTOBKY K Npuo6peTeHunto, BKAOYas:

- onpepeneHue cTpaterun npuobpeteHus, npejgycmatpuBatolieil yMeHblWeHne pasinyHbiX PUCKOB,
3a/jaHne KOHTPOJ/IbHbIX TOYEK M CPOKOB B NPMOGpPeTeHnn npoaykuumn n/mnun ycnyr, hopmuposaHmne kKputepmes
Bbl6GOpa nocTasLyuKa:

- NOATOTOBKY 3anMpoca Ha nocTaBKy NPOAYKLUN U/MNn yCayr, KOTOpbI BKAOYaeT KOHKpeTHble TpeboBa-
HUA 3aMHTEpPeCcOBaHHbIX CTOPOH U/UNKN CUCTEMHbIE TPEe6OBaHMA K NOCTaBAsSeMbIM NPOAYKLUN UMK ycnyram;

- goBejeHue [0 NOCTaBLWWKOB HaMepeHunii 0 NnpuobpeTeHUn NpoayKLuMn n/maun ycnyr n Bei6op nocrtas-
L mKa;

- 3ak/lloyeHMne cornaweHns Mexay npuobpeTtatolieil CTOPOHOW M NocTaBLWUKOM, NpeAgycMaTpuBatLwero
yAOBNEeTBOPEHNE KOHKPETHbIX TpeboBaHWi 3anHTepecoBaHHbIX CTOPOH U/MAN CUCTEMHbIX TpeboBaHuii K no-
cTaBnsieMblM NPOAYKUMM U/Mnu ycnyram, KOHTPO/ibHble CPOKM pa3paboTok U NocTaBoOK, yCN10BMUA Bepudmka-
unu, npuemku, atrectayum u npoueaypbl 06paboTKM UCKAOUYUTENbHbIX CUTyauunid, npouesypbl KOHTPONS u
OL,eHKN U3MEeHeHU 1 rpaukn onnatel NonyvyaemblX NPOAYKLUN N/MAN yCAYT;

- KOHTPO/Nb BbIMONMHEHNA COrnaleHuns, BkalYas HeOO6X0ANMblE OLLEeHKN, U3MEeHEeHUA U MHopMupoBa-
HVWe COrnacHo yCNOBUAM corfaweHuns;

- BbINOJ/IHEHWE COrNalWeHnsa ¢ Nosly4eHnem nocTaBasieMblX NPOAYKLUN U/MNK yCNyr, NOATBEPXAEHNE CO-
0TBeTCTBMA cornaweHunto, obecneyeHne onnatbl WKW APYTUX cCOrnacoBaHHbIX AeWCTBUIA B COOTBETCTBUM C
cornaweHnem, 3akpbiTue cornaweHuns.

[ns nonyyeHnsa BbIXOAHbIX pe3ynbTaToB npouecca nNocTaBku Npoaykuun u/unu ycnyr B obwem cnyyae
BbIMOMHAT CNeAyloline 0OCHOBHbIe AeliCTBUA:

- MOATOTOBKY K MoCTaBKe, BK/OYan:

- onpepefnieHne cyulecTBOBAHNA M OCHOBHbIX XapakTepucTuk npuobpeTatL el CTOPOHbI;

- onpepeneHue cTpaterun noctaBku, NnpegycMaTpuBalolyeli yMeHblWeHne pa3nnyHbiX PUCKOB, 3aja-
HMUEe KOHTPOJ/IbHbIX TOYEK U CPOKOB B MOCTaBke NPOAYKLUUMN U/VMAN yCayr:

- OTBET Ha 3anpoc, MOCTYNMUBWWIA Ha NMOCTaBKy MPOAYKLUW WU/MNW YCNyr, BKAOYasA npefBapuTesibHYH
OLLeHKY ero BblMO/IHUMOCTH;

- 3ak/lloyeHMne cornaweHna mexay npuobpeTtatoLieil CTOPOHOW M NocTaBWUKOM, NpeagycMaTpuBatoLwero
yAOBNEeTBOPEHNE KOHKPETHbIX TpeboBaHWii 3anHTepecoBaHHbIX CTOPOH U/MAN CUCTEMHbIX TpeboBaHuii K no-
cTaBNseMblM NPOAYKUUU W/MAn ycnyram, KOHTPO/ibHble CPOKKM pa3paboTok U nocTaBoOK, YCN0BUSA Bepuduka-
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unun. npuemMkun, atrectayum u npoueaypbl 06paboTKM UCKNOUYNTENbHbBIX CUTyalunii, npouyefypbl KOHTPONASA 1
OLEeHKN U3MEHEHWNIA, rpad Mk onnaTtbl NOCTaBAAEMbIX NPOAYKLUN /MK yCNyrT;

- KOHTPO/Nb BbINOJIHEHUA COrNaleHns, Bk YaaA HEOBXO4UMblE OLEHKN, USMEHEHUA N MHopMUpoBa-
HMWE COrnacHo YC/IOBUAM cCOrnalleHuns;

- BbINOJ/IHEHWE COrfalleHns ¢ NocTaBKOl NPOAYKUMKU W/MAun ycnyr, noAgTBepXAeHne COOTBETCTBUSA CO-
rnaweHunto, NnoayyeHne onnatbl AN BbINOSIHEHWE APYTUX COrNacoBaHHbIX AeiCTBUIA B COOTBETCTBUM C corna-
WeHVeM. 3aKpbiTue cornaweHuns.

6.1.4 Tekywune paHHble, Hakanampaemas M cobupaemas cTaTUCTUKA, CBSA3aHHble C HapylWweHUAMU
Tpe6oBaHW No 3awWnTe MHoOPMaLWUKN U HApYLWEeHUAMN HafeXHOCTN peanunsaynm npoLeccoB npuobpeTeHns un
nocTaBKu NPOAYKLUN NYCNYT AN CUCTEMbI, ABAAOTCA OCHOBOW NS NPUHATUA pelleHnii No pakTy HacTynneHuns
COGbITUA U UCTOYHUKOM MCXOAHBIX A@HHbIX A4S NPOTHO3MPOBAaHNSA PUCKOB Ha 3ajaBaeMblii mepuoj nNporHosa.
Prckun oueHnBaloT BEPOATHOCTHLIMMW NoKasaTeIAMMN C yHeTOM BO3MOXHbIX yu,ep60B (CM. npunoxeHue B).

6.2 Tpe6oBaHua kK cocTaBy nokasaTenei

BbiGnpaemble nokasatenn AOMKHbI o6ecneynBaTb NpPoOBefjeHUEe OLeHKU 3 (HEeKTUBHOCTN 3aWUTbl WNH-
¢hopmMaLmm 1 NPOrHO3MPOBAHUA UHTErpasbHOro pUcka HapylweHUs peannsayum paccmMaTpuBaeMoro npouec-
ca npuo6GpeTeHns UM NOCTaBKM NPOAYKLUWN U/MAK YyCAYT Cc y4eToM Tpe6GoBaHWil No 3alwuTe UHPOPMAaLUN.

S heKTUBHOCTb 3alNTbl MHPOPMALUN OLEHMBAIOT C UCNOMb30BAHWEM KOSIMYECTBEHHbIX MokasaTe-
neii, KOTOpble NO3BOMSAT CHOPMUPOBATL NPeACTaB/eHne 0 TeKyLWUX N NoTeHuMa bHbiX Npo6aeMax uam o
BO3MOXHbIX MPUYMHAX HEJONYCTUMOrO CHUXEHUS 3(hPEKTUBHOCTU HA PAHHUX 3Tanax NpPOsiBNEHUS SABHbIX U
CKPbITbIX Yrpo3 6e30MacHOCTU MHGOPMaLuM, KOrAa MOXHO MPUHSATb Mpejynpexpalliue KoppekTupylolmne
feicTeusa. lonoNHUTENIbHO MOTYT 6bITh UCNOMb30BaHbLI BCMOMOraTebHble CTATUCTUUYECKNE AaHHble, XapaKTe-
pusytouine cobbiTUS, KOTOPble YXe NPOouU30LW N, U UX NOTEeHUMaNbHOE BAUAHME Ha 3 EeKTUBHOCTb 3alUThI
UHopMayuy Npu peannsaynm NpoLyeccoB. TN AaHHble MO3BOISOT UCC/Ie[0BaTh NPou3oWele cobbiTus 1
UX MOCNEACTBUA U CPABHUTL 3P PEKTUBHOCTb MPUMEHSEMbIX U/UIN BO3MOXHbIX Mep B AelicTByowei cucteme
3alnUThl MHOPMaL UK.

6.3 Tpe6oBaHWA K KONMYECTBEHHbLIM NOKa3aTeNssM NPOrHO3MPYEMbIX PUCKOB

6.3.1 [1na nporHo3mpoBaHUs PUCKOB B npolecce npuobpeTeHus n/mam noctasky NPOAYKUUU W/Mnwn
YyCNyr ANns CACTEMblI UCNONb3YIOT CeAylolne KOIMYeCTBEHHbIe nokasaTenu:

- pUCK HapylweHWs HajexHoCTW peanusauuy npouecca npuobpeTeHUs NpoAykuuu u/vnu ycnyr Ans
cuctembl 6e3 yyeta TpeboBaHUii No 3awmute nHopmaLmuu;

- pUCK HapyleHus Tpe6GoBaHWii No 3awute UHopmaLum B npoLecce npuobpeTeHNa NpoayKLUN n/nnu
yCnyr 4N CUCTEMBI;

- PUCK HapylWeHNsa HafgexXHOoCTN peannsaumy npolecca NocTaBkyn NPOAYKLUN U/Mamn ycnyr ona cuctemMbl
6e3 yueTa Tpe60oBaHWl No 3awWwnTe UHPOPMaLMK.

- pucKk HapyweHus Tpe6oBaHuWii No 3awWmnTe MHopmMaLn B NpoLyecce NOCcTaBku NPOAYKLUN n/unn ycnyr
ANA cucTeMbl;

- WHTerpanbHbli pUCK HapyWeHUa peanusayun npolecca Npuo6peTeHUs npoaykuuu u/mnm ycnyr ans
cUcTeMbl C y4eToM TpeboBaHMWii no 3awute nHopmaumu,

- WUHTerpanbHbIl PUCK HapyleHWa peanusauuu npouecca nocTaBku NPoOAYKUUU wu/vwnu ycnyr Ans
cUCTeMbl C y4eToM Tpe6oBaHuWii no 3awute nHopmaymu.

6.3.2 Puck HapyweHus HaJexXHOoCTU peannsaynmnm Kaxaoro n3 npoueccos NnpMobpeTeHns nam noctasku
npoaykuuu n/vnu ycnyr 6es yyeta TpeboBaHuii No 3awnute nHopmMmaLun xapakTepnsyeTca COOTBETCTBYOW el
BEPOATHOCTbIO B 3aBUCUMMOCTM OT HapyWeHUs HafexXHOCTUM peanusauuu npouecca npuobpeTeHus wuau
nocTaBKn B CONOCTAB/IEHNN C BO3MOXHbIM Yyl epbom.

6.3.3 Puck HapyweHus Tpe6oBaHuii No 3awnute MHoOpMaLUM B KaXA0M U3 NpoLeccoB npuobpeTeHns
WA nocTaBkM NpoAyKUUM W/Mnn ycnyr ANA CUCTEMbl XapakTepu3ylT COOTBETCTBYKIL e BEepPOSATHOCTbIO
HapylweHus Tpe6oBaHuii No 3awnTe nHopmaLum B CONOCTABEHUN C BOZMOXHbLIM yuwep6omM. Mpu pacyeTax
[O/MKHbI 6bITh YUTEHbI 3alulaemMble akTUBbI, 4eACTBUA peann3yeMoro npouecca v BbIXOfHble pe3ynbTaThl,
K KOTOpPbIM NpeAbABASAITCA onpefesieHHble TpeboBaHNA NO 3awute nHhopmaynm.

6.3.4 WHTerpanbHbIii PUCK HapylweHWsa peanusayunm KaxAoro u3 npoueccoB npuobpeTeHus wunu
nocTaBku NpoAYyKUUN n/mnu ycnyr c yueTom TpeboBaHuii no 3awnute nHopmaynm xapakrepunusyoT coyeTaHmem
BEPOATHOCTU HapylWeHUs HaAexXHOCTU peanusayuu npouecca npuobpeTeHWAa UAKW NocTaBku npoaykuum wn/
unu ycnyr 6e3 yyeta tpe6oBaHuii no 3auwmte nHopmauum ¢ COOTBETCTBYOLWEN BEPOATHOCTbIO HapyLWeHUs
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Tpe6oBaHuWii no 3awmte mHdopmauyum (cm. B.2, B.3, B.4) B conocTaB/eHUn C BO3MOXHbIM yuiepbom gnsa
CUCTEeMBbI.

6.4 Tpe60oBaHMA K UCTOUYHWUKAM AaHHblIX

VICTOYHMKAMUN MCXOAHbIX JaHHbIX ANA pacyeTOB KO/IMYECTBEHHbIX NokasaTtenei AsnsawTca (B 4yactw,
CBOWCTBEHHOI npoleccam NpuoGpeTeHUa U NOCTaBkN NPOAYKLUNU /MK YCAYT 4NA CACTEMBI):

- BpeEMeHHble AaHHble PYHKLNOHNPOBAHUA CUCTEMBI 3aLUTbl MHDOPMALMK, B TOM Yncne cpabaTbiBaHns
ee UCNOMTHUTENbHbIX MEeXaHU3MOB:

- TekyliMe M cTaTUCTUYECKMe [aHHble O COCTOSSHUM napamMeTpoOB CUCTEMbI 3alWuUTbl WHpopmayun
(NnpuBA3aHHblEe K BpEMEHAaM U3MEHEHUA COCTOSAHUN);

- TeKyuine n ctaTucTUYecKne faHHble O caMOii cucTeme MAU cucTeMax-aHasnorax, xapakrepusytwouwme
He TONbKO [aHHble O HapyWeHUAX HafexHOCTW peanusauuu npouecca, HO W COGLITUA, CBA3aHHblEe C
yTeukoil 3awuuaemoin nHpopmauum, HeCaHKLMOHNPOBAHHbLIMY UAN HeNpegHamMepeHHbIMU BO34eACTBUAMMN
Ha 3awuuwaemyt uHpopmaunto (NpMBA3aHHble K BpeMeHaM HacTynJeHWs CcOoObITUiA, xapakTepu3syLnx
HapyleHNs N NPeNnoCbIIKA K HapylWweHUaM TpeboBaHWi No 3awmnTte nHopmayuu);

- TeKywue n cTaTUCTUYECKNE AaHHble pe3yNbTaToB TEXHUYECKOTO ANArHOCTUPOBAHNA CUCTEMBI 3aLUTHI
nHpopmaumu;

- HasnuyMe M roTOBHOCTb MepcoHana cucTeMbl 3awWnTbl MHOpMaLumn, gaHHble 06 owKnbkax nepcoHana
(NnpuBA3aHHble K BpeMeHaM HacTynieHns cobbliTUA, Nocaefo0BaBWNX N3-3a 3TUX OWNBOK N XapaKkTepusynLwnx
HapyweHns 1 NpeAnocbiIKM K HapyweHnaMm TpeboBaHuii No 3awute nHopmaLmmn) B caMoil cucteMme uMaun B
cuctemax-aHanorax;

- faHHble mMogenu yrpos 6esonacHocTU MHopmauun n meTajgaHHble, no3sonswume chopmuposathb
nepevyeHb NOTEHUMANbHbBIX YTPO3 M BO3MOXHble CLeHapuy BO3SHUKHOBEHUA U Pa3BUTUA Yyrpo3 A8 KaXA0ro m3
3aluuyaemMblX akTUBOB.

TWNoBble NCXOAHbIE flaHHble NS MOAENUPOBAHUA NpUBEAEeHbl B NpUI0XeHnn B.

7 Tpeb6oBaHUSA K CUCTEMHOMY aHanuay

Tpe6oBaHNS KCUCTEMHOMY aHann3y Kax/A0ro n3 npoueccos npnobpeTeHns nam nocTaeBku npoaykuum un/
UAN ycnyr ANs CUCTeMbl BKOUaT:

- Tpe6oBaHUA K NPOrHO3MPOBAHUIO PUCKOB N 06GOCHOBAHWUIO AONYCTUMbIX PUCKOB;

- TpeboBaHUA K BbIIB/IEHUIO ABHbIX U CKPbITbIX YTPO3 HAAEXHOCTN peannsaynm npouecca nbesonacHocTu
nHpopmauunu;

- TpeboBaHUA K NoAAepxXKe NPUHATUA peLleHnii B npoyeccax npuobpeTeHns n/mnu noctasku NPoAYKLUN
nivnn ycnyr ons cucTemsl.

O6uwune NpUMeHNMble peKoMeHAaLunn ANa NpoBeAeHNA CUCTEMHOro aHannsa nsnoxeHol B FTOCT P 59349.

Mpu o6ocHOBaHUN M (DOPMYNMPOBAHUN KOHKPETHbIX TpeboBaHWii K CUCTEMHOMY aHanu3y npoueccos
npuobpeTeHns wn/mam nocTaBku NPOAYKUUM W/MAW YyCNyr ANA CACTEMbl LOMNO/HUTENbHO PYKOBOACTBYHTCSH
nonoxennamu FOCT 2.114. TOCT 15.016. TOCT 34.602. TOCT IEC 61508-3. TOCT P UCO 9001. TOCT P NCO/
M3K 12207, TOCT P NCO 13379-1, TOCT P NCO 13381-1, TOCT P MCO/M3K 15026. TOCT P UCO 17359,
FOCTP NCO/M3K 27001. TOCT P NCO/M3K 27002, TOCT P MCO 31000, rOCT P 51901.1. TOCT P 51901.7,
FOCT P 56939, TOCT P 57102. TOCT P 57193. TOCT P 57272.1, TOCT P 58412, TOCT P M3K 61508-1,
FOCT P M3K 61508-2 c yyeTom cneunduky cosgaBaemMoii (MogepHU3npyemoid) n/mnm npumeHseMoli cuc-
TemMbl — CM., Hanpumep. (21)— [26].

MpumedyaHue — lMpumepbl pelleHns 3ajay CUCTEMHOIO aHann3a B NPUIOXKEHUN K Pas/iMyHbIM npoleccam
cMm. B TOCT P 54124. TOCT P 58494. TOCT P 59331. TOCT P 59333. TOCT P 59335. TOCT P 59338. TOCT P 59341.
FOCT P 59345. TOCT P 59346, TOCT P 59347, FOCT P 59356.
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MpunoxeHne A
(cnpaBoyHoe)

Mpumep nepeuyHs 3auin,aeMblX akTUBOB

MepeyeHb 3alyMLIaeMblX aKTUBOB B poLeccax NnpuobpeTeHuns 1 NocTaBku NPOAYKLUN U YCAYT AN1S CUCTEMbI MOXET
BK/lOYATh (B YacTu, CBOMNCTBEHHOI 3TUM npoLeccam):

- BbIXOfHble pe3ynbTaTbl NpoLeccoB — no 6.1.2;

- aKkTVBbl rOCYAapCTBEHHbIX WHM(OPMALMOHHbIX CUCTEM, WH(OPMALMOHHbLIX CUCTEM MEepPCOHAaNbHbIX [AaHHbIX,
aBTOMAaTU3MPOBAHHBLIX CUCTEM YMpaB/ieHNs NPOWU3BOLCTBEHHbIMU W TEXHOMNOTMYECKUMMU npoLeccamn Ha KpuTUyYecku
BaXHbIX 06beKTax, NoTeHLanbHO onacHbIX 06bekTax, a Takke 06bekTax, npeAcTaBAAOLNX NOBbIWEHHY0 ONacHOCTb AN
XWU3HU 1 3[40POBbSA MI0AENR 1 ANA OKpyXatoLied NpUpoAHONA cpedbl, 3HaYMMbIX 0O bEKTOB KPUTUHYECKON MHPOPMALIVIOHHOMN
MHppacTpykTypbl Poccuiickoii ®epepauun — no [21)—(24);

- [oroBopa U corfaleHns Ha nposefeHve paboT No cosfaHuio (MoAepHM3auuu, passuTWIO), aKChayatauuu u
COMPOBOXAEHUIO CUCTEMBI, NPegycMaTpuBatoLLe NpuobpeTeHns n/uan NocTaBkn NPoAYKUMN U/MAKN yCnyr 4Na CUCTEMbI.

- NMUEH3UN, noATeepxjaiwline npaso nocTaBluka (MPouW3BOAWUTENA) Ha nNposBefeHne paboT No COo3[aHuio
(MopepHU3aunn, pasBuTui) cucTemol (NpyM HeobXxoanMocCTK);

- (hMHAHCOBbIE W M/1AaHOBbIE JOKYMEHTbI, CBSA3aHHbIE C MPUOBPETEHNAMU U/Un nocTaBkaMy NPOAYKLUN W/uan ycnyr
[ONSA CUCTEMBI;

- [OKymMeHTauuto npuobenefoBaHnm obbekta asTomaTusanum (418 aBTomatTusnpyemblix cuctem)— nolOCT 34.602;

- NOKYMEHTAaUMI0 NMPU BbINO/IHEHUN Hay4yHO-UCCNefoBaTeNIbCkUX paboT B YacTh NpuobpeTeHuss u/mam nocTaskn
npoaykuuu un/vnun ycnyr ana cuctembl — no MNOCT 7.32, FOCT 15.101 ¢ yyeTom cneuundumkiu co3gaBaemoil (MogepHU3n-
pyemolii) cuctemsl;

- KOHCTPYKTOPCKYIO W TEXHONIOTUYECKY0 AOKYyMeHTauno (418 MOAEpHU3NPYEMON MW NPYMEHAEMO CUCTEMbI) B
yacTu npuobpeTeHus u/mnm nocTaskn NPoAyKuUM nmnu ycnyr ana cuctembl — no FOCT 2.051, FOCT 2.102, FOCT 3.1001,
FOCT 34.201:

- 9KCnyaTauMOHHYI N PEMOHTHYIO IOKYMEHTaLMIO B YaCTV NpMobpeTeHnsa n/mnm nocTasku NPOAYKLUN U/Uan ycnyr
ansa cuctembl — no FOCT 2.602, FTOCT 34.201 c yyeToMm cneumdrku co3gaBaemoii (MoaepHU3Mpyemoii) cucTemsl;

- TEXHWYeckne 3afaHus B 4YacTu npuobpeTeHus u/uan nocTasBkW NPOAYKUUWM WM/MAU ycnyr Ans cUCTeMbl — MO
FOCT 2.114, FTOCT 15.016. TOCT 34.602 c yueToMm cneuundmkn co3gaBaemoin (MoLepHU3MpyemMoii) CucTemsl;

- nepcoHasbHble fJaHHble, 6a3y AaHHbIX U 6asy 3HaHWA, CUCTEMy XpaHeHWs apxWBOB B 4YacTW, CBA3AHHON C
npuobpeTeHnem u/mnu noctaBkamu NPoOAyKUUN U/Mnn ycnyr Ans CUCTEMbI;

- cucTeMy nepefaun faHHbIX 1 061ayHble faHHble OpraHn3aLnumn B 4acTu NprobpeTeHns n/mnm nocTaBku NPOAYKLNN
nivnun ycnyr ans CUCTembl:

- BbIXOAHblE pe3y/nbTaTbl MHbIX NPOLLECCOB B XN3HEHHOM LUK/IE€ CUCTEMbI C YHETOM ee cneunduku.
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Mpunoxexne b
(cnpaBo4HOE)

Mpumep nepeyHsa yrpos

MepeyeHb yrpo3 6e3onacHOCTN MHGOpPMaLMM B npoLeccax NpuobpeTeHns 1 NocTaBku NPOAYKLMN 1 YCNYT ANsi CUu-
CTeMbl MOXET BK/04aThb (B 4acTW, CBONCTBEHHON 3TUM npoueccam):

- Yrposbl, CBA3aHHbIE C 06BEKTUBHBIMU U CY6BEKTUBHBIMU (hakTopamu, BO3AENCTBYIOWMMU Ha 3aluLLaeMy0 UH-
dhopmanmto. — no FOCT P MCO/MIK 27002, TOCT P MCO/M3K 27036-2. TOCT P 51275. TOCT P 59215;

- Yrpo3bl rocyAapCcTBEHHbIM MHDOPMALMOHHBIM CUCTEMaM, UHPOPMALVOHHBIM CUCTEMAM MEPCOHAsbHbIX AaHHBbIX,
aBTOMaTN3MPOBaHHbLIM CUCTEMaM ynpaB/ieHWA NPOVN3BOACTBEHHbIMW W TEXHOMOMMYECKMMU MpoLieccamn Ha KpUTuyecku
BaXKHbIX 0GbeKTax, NOTEHLMaNbHO ONAacHbIX 06bEKTax, a Takke 0GbekTax, NpPeAcTaBMAIOLMNX NOBbILIEHHYID ONacHOCTb
NS KU3HU 1 340POBbA N0Ael N 4N okpyxatoLieli NpUpoAHOI cpedbl, 3Ha4MMbIM 06beKTaM KpUTUUECKOW MHopMaLMoH-
HOW MHppacTpykTypbl Poccuiickoii ®epepaumn — no [21)—[24);

- yrpo3sbl 6e3onacHocT PYHKLMOHMPOBaHWSA NPOrpamMMHOro obecneyeHuns, o6opyAoBaHNA U KOMMYHUKauUWii, nc-
nonb3yembix B npouecce pabotbl. — no FOCT P MCO/M3K 27002 n FOCT P 54124,

- Yrpo3bl BO3HWKHOBEHUS YA3BMMOCTE B pamkax Lienu nocTasok, yrpo3bl, CBA3aHHbIe C OTCYTCTBMEM HAarnsgHOCTH,
NPO3pPayYHOCTN W NMPOCNEXMBAEMOCTH, & Takke ynpasBneHnem husnyecku paccpesoToueHHbIMY MHOTOYPOBHEBbLIMY Liens-
MW nocTaBok (Hanpumep, NOCTaBOK MHPOPMAaLMOHHO-KOMMYHMKALNOHHBIX TeXHoNnoruid). — no FOCT P 59215:

- Yrpos3bl, CBsi3aHHblE C rM06anbHON Lienblo NOCTABOK A1 NPOAYKL UM U YCIyr, KOTOPblE MOTYT OKa3aTb B/IMSIHAE Ha
MH(OPMaLMOHHY0 6e30NacHOCTb OpraHu3aLnii, UCNOb3YIOLWMUX 3TU NPOAYKLMIO U YCAYTU (HanpuMep, Hanuymne KoHTpa-
hakTHOW NPOAYKUUM MHPOPMALMOHHOKOMMYHUKaLMOHHbBIX TexHonoruii). — no FOCT P 59215;

- Yrpo3bl KoMnpomeTaunm UHGOpPMaLUoHHOW 6Ge3onacHOCTM npuobpeTatoleli CTOPOHbI, Yrpo3bl BO3HWKHOBEHUS
yuiepba penyTtauun n/1Tn notepu f4oBepus nocTaBLiMKa K KOHKPETHOMY 3akasuuky, MHopmauus n MHopMauoHHble
CUCTEeMbl KOTOPOro 6bln ckoMnpomMeTupoBaHbl. — no FOCT P 59215;

- Yrposbl, CBsi3aHHble C NpMobpeTeHneM Uan npegocTaBaeHnemM 061auHbIX YCyr, KOTOpble MOTYT OKas3aTb BAVAHUE
Ha MH(OpPMaLMOHHY0 6e30MacHOCTb OpraHu3aLmii, NCNob3yWwmux aTn ycnyrn. — no FOCT P UICO/M3K 27036-4;

- MPOYXB COOTBETCTBYIOLLME Yrpo3bl 6€30NacCHOCTU MHopMaLVK 1 YA3BUMOCTW AN MH(DOPMALMOHHBIX CUCTEM U
aBTOMAaTWU3NPOBAHHbIX CUCTEM yNpaB/eHUsi NPOU3BOACTBEHHbLIMU U TEXHOIOTMYECKUMMW NPOLECCaMmn KPUTUYECKU BaXKHbIX
06beKTOB M3 BaHka faHHbIX Yrpo3, CONPOBOXAAEeMOro rocyapCTBEHHbIM PErynsTopom.
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MpunoxeHne B
(cnpaBoyHoe)

TunoBble MOAENN U METOLbl NPOTHO3MPOBAHNS PUCKOB A1 NPOLECCOB NPUOGPETEeHNA N NOCTaBKK

B.1 O6wwne nonoxeHns

B.1.1 B npoueccax npuobpeTeHuss 1 NocTaBku NPOAYKUMN U YCAYT ANS CUCTEMbl MPUMEHSIOT /1t06ble BO3MOXHbIE
Mofenu n meToAbl NPOrHO3MPOBaHWA pUCKOB, obecrneumsallive NpuemMnemMoe AOCTUXEHME NocTaBleHHbIX uenei. C
y4yeToM Habupaemoil cTaTUCTUXM TUNOBbIE MOAENN U MeTOoAbl MPOTrHO3MPOBAHWA PWUCKOB, M3naraemble B HacTosLEM
cTaHfapTe, obecneuynBaloT OLEHKY C/ieAyloLnx nokasartesneii cornacHo 6.3:

- PUCKOB HapyLlleHWsa HaAexXHOCTU peann3aunm NpoLeccos NpuobpeTeHns n/mnm nocTaskm NPoAyKLMM n/nnn ycnyr
Ans cuctembl 6e3 yyeta TpeboBaHWil o 3awmute nHopmayum — cm. B.2;

- PUCKOB HapylleHns Tpe6oBaHUi No 3awmnTe nHopmauuy B npoLleccax npuobpeTeHns n/mam NnocTaBkn NPOAYKL MK
n/vwnn ycnyr agna cuctembl — cMm. B.3:

- WHTerpasbHbIX PUCKOB HapyLleHWs peanu3auuu npoLeccoB NpuobpeTeHus u/uamn nocTaBku NPOAyKUMM wu/vnn
ycnyr Ans cuctembl ¢ yHeToM Tpe6oBaHuii No 3awmTe nHopmaumn — cM. B.4.

B.1.2 Puck HapylleHUs HafieXXHOCTU peanm3auymn Kaxoro n3 npoLeccoB NpruobpeTeHns nan nocTasku NPoAyKLUn
n/vunun ycnyr gns cuctemsl 6e3 yyeta Tpe6oBaHmWii No 3alute MHoOpMaLun XxapakTepusyoT:

- PUCKOM HEBBIMO/IHEHNSA HEOOXOAMMbIX AEelCTBUI nmpolecca, onpeaenseMbiM COOTBETCTBYHOLEA BEPOSATHOCTbIO
HeBbINOMIHEHNA HEOBXO0AUMBIX AelicTBUIA npouecca,

- PUCKOM HapylleHUsi CPOKOB NOCTaBkW, OnpefensieMblM COOTBETCTBYIOLLE BEPOATHOCTbIO HapyLIEHUs CPOKOB
BbINOJIHEHNSI HEOBXOAUMBIX AENCTBUIA;

- PUCKOM HanMums HeJoNycTUMOro 6paka B NOCTaBAAEMbIX MPOAYKLWN /UMW yCnyrax 415 CUCTEMbI, onpeAensieMbiM
COOTBETCTBYHOLLEN BEPOATHOCTbLIO HA/IMYNS HEJOMYCTUMOro 6paka B nocTaB/AsseMblX NPOAYKLUM U/UAN ycnyrax.

Puck HapyweHus TpeboBaHWii No 3awute UMHGOPMaLUKM B KaXAOM W3 MPOLECCOB NpUOGpPeTeHUs WM nocTaBku
npoAyKuUM U/Mnu ycnyr Ana cuctemsl onpeaensioT COOTBETCTBYIOW e BEPOATHOCTbIO HapyLweHns Tpe6oBaHuii No 3awuTe
MHbopmalmu.

BepoATHOCTHbIEe OLEeHKM o6ecrneynBatoT ypoBeHb afjeKBaTHOCTMW, A0CTATOUHbIA 418 pelleHns 3ajay CUCTEMHOro
aHanusa, Npy YCMOBWM MHOFOKPaTHON MNOBTOPAEMOCTW aHa/M3npyemblX CO6bITUIA WAM B MPeAnooXeHUn Takoii
NOBTOPAEMOCTH.

B.1.3 WHTerpanbHblii pucK HapyLLEHUs peanusaLnm KaxA0ro 13 npoLeccos NpMobpeTeHns an NocTaBkn NPoAyKL K
nivnn ycnyr Ansa cuctemsl ¢ yueTom TpeboBaHUii No 3awute nHhopmauny xapakTepusyloT coyeTaHMeM pucka HapyLleHuns
HafleXHOCTN peannsauun npouecca 6e3 yyeta Tpe6oBaHuii No 3awmute nHopMmaLm 1 pucka HapylleHus Tpe6oBaHuii No
3awuTe MHdopMaLum B COOTBETCTBYIOLWEM MpoLecce.

B.1.4 lpu oLeHKe PpUCKOB pacyeTHble BEPOSATHOCTHbIE MNOKasaTesn COMOCTaBASAT C BO3MOXHbIM Yyuiep6om,
OLEeHMBaEMbIM TSHKECTbI NOCNeACTBUIA 419 CUCTEMbI 1 €€ 3aHTePeCOBaHHbIX CTOPOH B C/llyyae peanv3auumn yrpos.

B.1.5 [lns MoAenupyemoii cucTeMbl HapyLleHne peannsanunm Kaxaoro 13 npoLeccos NpuobpeTeHns unm noctasku
npoAaykuun n/unv ycnyr c yyetom tpeboBaHmnii no 3awmTte nHopMaumn xapakrepnsyeTcs nepexogom CUcTeMbl B Takoe
3/1eMeHTapHoe COCTOsAHNE, NPU KOTOPOM UMEET MECTO U/IN OKa3blBaeTCA BO3MOXHbIM ywWwep6 no cnefyowmm npuiyvHam:
nn60 n3-3a HEeBbINOIHEHNA HEeobXOoAMMbIX AeiiCTBUI npouecca, NMMb60 M3-3a HapyLIeHUs CPOKOB NOCTaBku, M60 n3-3a
HanMuusi HegoOMyCTUMOro Gpaka B NocTaBAseMblX NPOAYKUMW u/unaun ycnyrax, nnéo us-3a HapylleHusi Tpe6oBaHuii no
3awuTe nHdopmauumn, NMM6o n3-3a KOMOGMHALUKN NEePeUnCAeHHbIX NPUYNH.

B.1.6 B o6uwem cnyyae, ucxoas U3 Leneil CUCTEMHOrO aHanuW3a, PUCKU OLEHMBAKOT Ha pPasHblX WMCXOAHbIX
AaHHbIX. [py NCNoNb30BaHNN OAHMX W TeX Xe Mogesieil ANA pacyeToB 3TO MOXET NPUBOAUTL K Pa3/IMYHbIM OLeHKam U
MHTepnpeTaunsM puckoB. Pas3nnumns cBsidaHbl C HEOAMHAKOBOW TSAXECTbI0O BO3MOXHOTO yuiep6a Ans 3aMHTEepecOoBaHHbIX
CTOPOH (M3-3a HEBbINO/HEHNA Heob6XoAMMbIX AeicTBUii mpouecca, HapyleHWss CPOKOB NOCTaBkM, Hanuuus 6Gpaka B
nocTaBfseMoil NpoAyKuMn u/mnu ycnyrax, HapyweHuii Tpe6oBaHuii no 3awmte MHdoOpMaLun), HeJOCTYMHOCTbIO UK
HEeMnosIHOTOl CTAaTUCTUYECKUX AAHHbIX, UCNONb3yeMbIX B KA4ECTBE UCXOAHbIX AaHHbIX NMPU CUCTEMHOM aHanu3se.

B.1.7 AnA BbigenseMbix TUMOB NPOAYKLMN U/UAK YCAYT BbINOSIHEHNE WWN HEBbINOMIHEHNE AeNCTBUI 1 TpeboBaHui
npu MOAeNMpPOBaHUM OTCNEXMBAETCS C UCMOb30BaHNEM MHAMKATOPHOI dyHkumyn Ind(a), koTopasi No3BoNsieT yuecTb Kpu-
TUYHOCTb NOCNEACTBUIA, CBA3AHHbIX C HEBbLINO/IHEHVEM 3a[aHHbIX YC/I0BWIA COrlacHo cobnpaemoli cTaTucTuke:

, _J1, ecnn ycnosue a BbINOJIHEHO. Y
[0. ecnu ycnoBue 1 He BbINOIHEHO.

YcnoBue W. UCMONb3yeMoe B UHANKATOPHON pyHKLMUM, (hOPMUPYIOT NMyTEM aHann3a BbINOSIHEHUS KOHKPETHbIX YyC-
NoBwii.
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B.1.8 lMpu dhopMmMpoBaHNM UCXOAHbIX faHHbIX A8 MOEeMPOBaHNSA U NPOBEAEHUN Pa3HOCTOPOHHEro CUCTEMHOIO
aHannsa MCnosb3yloT MeTO/bl OLEHKA PUCXOB U3 HACTOALLEro NPUIOKEHUA WAN WHble MPUeMIeMble MeTofbl — CM.,
Hanpumep. FTOCT IEC 61508-3. TOCT P NCO 13379-1, TOCT P UCO 17359. TOCT P 51901.1, TOCT P 51901.7.
FOCT P 54124. TOCT P 58494, TOCT P 58771, TOCT P 59349. TOCT P M3K 61069-1, TOCT P M3K 61508-1,
FOCT PM3K 61508-2.

B.2 MporHo3npoBaHne pUCKOB HapylleHna HaJexHoCTu peanunsaynn npoueccos 6e3 yyeta Tpe6oBaHui
no 3awute nHdopmaynm

B.2.1 O6wwue nonoxeHuns

B.2.1.1 HapaexHOCTb peanusauun Kaxgoro u3 npoueccoB NpMobpeTeHUs AU NOCTaBKU NPOAYKUUW n/mnn ycnyr
6e3 yyeTa TpebGoBaHWil Mo 3awuTe UHGOPMaLUN NpeacTaBnseT co6oli CBOWCTBO NpoLecca COXpaHATb BO BPeMEHU B
YCTAaHOB/IEHHbIX Npefenax 3HayYeHUs rnokasaTesieil, xapakTepusylLlmnx CMNoCOOHOCTb BbINMOHEHUSA HEO6XOANMbIX
feiicTBuii npouecca c obecneyeHneM CPOKOB NOCTABKM U KaYecTBa NOCTaBASAEMbIX NPOAYKLUN UMW yCnyr.

B.2.1.2 Mpu npoBefeHUN OLEHOK pacyeTHbIX MokasaTeneil Ha 3afaHHbll nNepuoj nporHosa npegnonaratT
ycpeAHeHHOe NOBTOPEeHWEe KONIMYECTBEHHbIX UCXOAHbIX AAHHbIX, CBOWCTBEHHbIX MpoLieAlleMy aHasorMyHoMy nepuogy
ANS aHanu3Mpyemoii cuctemsl WK AN CUCTEeMbl, BbiIGpPaHHOW B kayecTse aHanora. [na nccnefoBaHWs 3anpoOeKTHbIX
cLueHapvieB pasBuTus yrpo3 Npu MoAenMpoBaHmmn MoryT 6biTb UCMONb30BaHbl TMNOTETUYHbIE UCXOAHBIE AAHHbIE.

B.2.1.3 HapgexHocTb peanusaumm Kaxaoro n3 npoLeccos NpuobpeTeHns uam nocTaBku NpoaykKumun n/vnun ycnyr 6es
yyeTa Tpe6oBaHuii No 3awute MHOPMaLUN XxapakTepusyoT nokasaTensaMu:

- PVCKOM HeBbINOMHEHNA HeO06XoANMbIX AeCTBUIA npouecca:

- PUCKOM HapyLLUeHNsi CPOKOB NOCTaBKu:

- PWUCKOM Hanmuus HeAoNycTUMOro 6paka B MOCTaBASEMbIX NPOAYKLUN W/MAK ycnyrax.

B.2.1.4 Vcnonb3yeTca npepanosioXeHne, 4TO HapyleHue HafexHOCTM peanusauuy Kaxgoro u3 npoLeccos
npuo6peTeHna WM NOCTaBkM NPOAYKUMU W/unu ycnyr ana cucTembl 6e3 yyeta Tpe6oBaHWii mo 3awute mHdbopmauum
ABNSAETCSA CNEeACTBMEM HEBbINO/IHEHUS HEOo6XOAUMbIX AeNCTBWI npouecca, W/UnuM HapylieHUss CPOKOB BbIMOSHEHUS
Heob6Xo4UMbIX [eiicTBMIA npoLiecca, /MAN HanMuns HeJoNyCcTUMOro 6paka B nocTasseMblX NPOAYKLUN U/unu ycnyrax.

MeToanyeckne NONOXEHNSA U3N0XeHbl B B.2.2—B.2.4 B 0606LeHHOM BuAe, NPYMEHUMOM K /060My 13 NpPOL,eccoB
npuoGpeTeHnsa Un NOCTaBkM NPOAYKLUN W.'WAW YCAYT AN1A CUCTEMbI.

B.2.2 OueHka pucka HeBbINO/THEHUSA Heo6XoAUMBIX AeliCTBUIA Nnpouecca

B.2.2.1 O6wue nonoxeHus

PuUck HeBbINOMIHEHNA HeobXxoAMMbIX [eNCTBUI npouecca OLeHMBAlT B KayecTBe BCMNOMOraTe/lbHOro nokasarens
npu NPoOBEJEHNN OL,EHOK WHTErpasibHOro pucka HapylleHus peanusauuyn Kaxaoro us npoueccos nNpuobpeTeHus unm
nocTaBku NPOAYKLMN W/MAN yCnyr AN CUCTEMbI C yyeToM TpeboBaHmii No 3awmTte nHcopmauyun — cm. B.4.

B peanusyemom npouecce JO/MKHbI 6biTb BbIMO/IHEHbI HEOGXOAUMbIE AelCTBMA. HeBbinonHeHne (B TOM yucne
He3aBeplUeHNe BbINOSIHEHNA) HEOBX0AMMbIX AeCTBUIA nMpoLlecca NpMobpeTeHnsa UM NOCTaBku NPOAYKLUN U/nnun ycnyr —
3TO yrpo3a BO3MOXHOrO yuiep6a. C TOUKM 3peHust TsxecTu yuiepba B C/ly4yaB HeBbIMOSHEHUS HeoBXoANMbIX feiicTBui
npouecca noctasfsemMble ANA CUCTEMbl MPOAYKUMA W/MAW yCnyrn mMoryT ObiTb YC/TOBHO CrpynnupoBaHbl no K Tunam,
K r 1. B obwem cnyyae gns Kaxgoro tuna tpebosBaHmns K BbINOJIHEHWUIO NMPOLECCOB NPUOGPETEHNA UK NOCTaBKM NPOAYK-
LUun uvnav ycnyr ans cuctemsl (hOpMynnpyoT Ha YPOBHSAX TEXHWYECKOW NONNTUKM opraHu3auuu, TpeboBaHuin 3anHTepe-
COBaHHbIX CTOPOH ¥ NO/THOMOYUMIA [O/MKHOCTHBIX NNL,. YHACTBYIOLW WX B peann3anuy npoLeccos.

B.2.2.2 MeTopg oueHKun

Mpy OLeHKe PUCXOB BbIYUCSAIOT BEPOSITHOCTb HEBbLINOSIHEHUS HEOGXOAUMbIX AEeCTBUI npouecca npuobpeTeHns
UM NoCcTaBKW MO OTAENbHO rpynne NpoAyKUUn WWam ycnyr uam no BCeMy MHOXEeCTBY TUMOB NPOAYKUUU U/uan ycnyr un
[JenatT conocTaBeHne ¢ BO3MOXHbIM yLLepOOM.

Ha ocHOBe NpUMEHEHNSA CTATUCTUYECKNX AAHHbBIX BEPOSTHOCTb «4eAETM K HEBbINOIHEHNSI HEOGXOAUMBbIX AeACTBUI
paccmaTtpuBaemoro npouecca npuobpeteHns uam nocTaskv NPoOAyKUuuM u/vnu ycnyr KTO Tuna 3a 3ajaBaeMoe Bpems

K BblYMCAAT no chopmyne

«peictBuii K(Mma ») 7 "mapyw *4*ag K aaak)' Ne-2)

AR ®HapyLu U — COOTBETCTBEHHO KO/IMYECTBO C/ly4aeB HEBLINOSIHEHUS HEO6XOAUMbIX AeACcTBUNA
npouecca n obuiee KONMYeCcTBO HeobxoAnMbIX AeWCTBMIA mpouecca, Noaaexaslmnx
BbINOJIHEHNIO 3a 3aflaHHOe BpeMmsi 7v,Nn K AN NpoayKuuum u/vnu ycnyr K-ro tuna co-
rNacHo CTaTUCTUYECKUM [aHHbIM.
BeposATHOCTb HEBLINOJIHEHNA HEO6XOAMMbIX AelicTBUIA npouecca AaeliCIBA(M3aa) N0 BCEMY MHOXECTBY NpoAyKLum
n/vnn ycnyr pasnnyHbiX TUNOB COMTaCHO CTATUCTUYECKUM AaHHbIM BblYMCASAIOT N0 hopMynam:
- 4NA cnyvasi, Koraa yuyuTbiBaloT BCe NOCTaBKM (Kak C 3aBepLUEHHbIM BbINOTHEHMEM BCEX HEOGXOAUMbIX feiAcTBuiA
npouecca, Tak 1 C UX HeBbINOSIHEHNEM)

«penctBun V- =1- 1 WJL1 - «gelicunid * (Tma *>/i WA,
*1 K Jel *

(B8.3)
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- AN cayyas, KOr4a yuuTbiBalOT ML T NOCTaBKW, A4/ KOTOPbIX HEO6X04UMbIE AeiCTBUS npouecca He 6bin Bbi-
NOJIHEHbI MW 3aBeplueHbl TpeGyeMbiM 06pa3oM (MMEHHO OHU SIBAISIIOTCA NPUUYMHON BO3MOXHbIX YLiep6oB)

£ wnyl- «geicteuiik (MvauN"gBliesn* <*Y E T * (B-4)

roe T3ag— 3ajaBaemoe o6liee BPeMs Ha peanusauuio npouecca Ans BCEro MHOXECTBa NPOAyKUWM u/unum ycnyr
pasfiMyHbIX TUNOB, BKOYatoLee B cebs BCe YaCTHblE 3HAYEHUA 7~.,4KC YyHeTOM UX HAaNOXeHUi:

WK — Konu4ecTBO yunTbIBAEMbIX NOCTABOX NPOAYKLWMN U/MNK YCNYT K-ro TUNa NPU MHOTOKPATHbIX NOCTaBKax.

Ana npoaykuun n/unn ycnyr A-ro Tuna yumTbiBaloT Tpe6oBaHMe K BbINOJIHEHUIO AeCTBUIA npouecca ¢ MCMnosb30-
BaHWeM uHAMKaTopHoi pyHkumum Ind(a) = (aA). UngnkatopHas yHkums Ind (a) = /n~geuclemd (“*) no3sonsieT
yyecTb NOCNeACTBUSA, CBSA3aHHble C HEBbINOMIHEHMEM Heob6X0AMMbIX AecTBUiA npouecca, — cM. dopmyny (B.4). Ycno-
BME 03HayaeT COBOKYMHOCTb YC/IOBUIA BbINONHEHNA B Tpe6yeMOM 06beMe 1 3aBepLUeHNs BCeX HEOBX0ANMbIX AelCTBUIA
npouecca 3a 3agaBaeMblii nepnoj Bpemexmn 3agk.

MpumevaHuns

1 Mpwu cobnoaeHUN Bcex yCroBUiA BEPOATHOCTHbIE OLEHKN puckoB no popmynam (B.3), (B.4) coBnagatoT.

2 TMpakTuyeckas LEHHOCTb pacyeToB npumeHeHust cdopmyn (B.2)—(B.4) nposiBnsieTcss npu o6LieM KonuyecTse
Heo6xoauMbIX geiicTBuii npouecca Gk (7.,.)[K), nognexatinx BbINOSIHEHUIO 3a 3aaHHoe Bpems 3aaK, He meHee 10 u Ko-
NnyecTBe C/lyyaeB HEBbINO/IHEHNA HeO6X0aUMbIX AeiicTBuii npouecca G A A AM3;lpA)>0.K=1 K. K 2 1. Tem cambim
cuMTalT NOATBEPXAEHHbIMU MpaKTUYyeckne ycnoBuS MNOBTOPSAEMOCTU aHann3mpyembix cOObITWIA. Mpu HEBbINOMHEHUN
3TUX YCNOBWIA fenalT npeAnosiokeHne O MHOrOKpaTHON NOBTOPSAEMOCTU aHannsupyeMblX COObITUIA U ANA pacyeTos
MCMNOMb3YT afanTUpoBaHHble MaTtemaTnyeckue Mogenu ANA MNPOrHo3MPOBaHWA PUCKOB HapyLWeHUS HaAeXHOCTH
peanusauuy CUCTEMHbIX NpoLeccoB — CM., Hanpumep. B.3. a Takke TOCT P 59331—2021 (B.2 npunoxenusa B), TOCT
P 59341—2021 (B.3 npunoxexusa B). FOCT P 59347—2021 (B.2 npunoxeHus B).

B.2.3 OueHka HapyweHNss CPOKOB MOCTaBKN NMPOAYKLWN W/vnn ycnyr

B.2.3.1 O6uwue nonoxeHuns

BepoAaTHOCTb HapyLleHWs CPOKOB MOCTaBkW NPOAYKUWW W/MAu YyCnyr ANA CUCTEMbl OLleHMBalOT B BUAe BCNOMOra-
TeNIbHOro nokasaTesns npu NpoBefeHUN OLLEHOK UHTErpasibHOro puUcka HapyLleHus peanusaunm paccmaTpmaemMoro npo-
uecca c yyetom Tpe6oBaHuii no sawute nHpopmauum — cm. B.4.

UTto6bl n3bexartb yuiep6oB, kaxaas noctaska Npoaykuuwu w/unu ycnyr ans cuctembl (B TOM 4ucne nocTaska
NPOMEXYTOUHbIX pe3ynbTaToB BHYTPW CUCTEMbI) A0/DKHA ObiTh BbINONHEHA B 3ajaBaemMble CPOKW. HapylleHne CpokoB
NnocTaBkM — 3TO yrpo3a BO3MOXHOrO yuiep6a. C TOUKM 3PEHUs BaXHOCTW, CPOYHOCTW AEWCTBWIA U TAXecTn yuepba
B C/ly4ae HapyLlleHUs CPOKOB MOCTaBKM MocTaBfsieMble NPoAyKUMUA U/Mau ycayrm MoryT 6biTb YC/IOBHO CrpynnupoBaHbl
no | Tunam. 12 1. B o6wwem cnyyaB ans Kaxgoro Tuna Tpe6oBaHns K CBOEBPEMEHHOCTY NOCTaBKM NPOAYKL UM U/ ycnyr
chopmynupyloT B BuAe: CPOK MOCTaBKM NPOAYKLWUM W/MAW yCAyr /-ro Tuna foxeH 6biTb He 6onee 3ajaBaemoro f
/=1....]. HenpnemnemocTb HapyLleH1s 3aaBaeMbiX CDOKOB NOCTaBK/ (OUKCMPYIOT B BUAE LITPAMHBLIX CaHKLMUIA, 0CO6bIX
YCNOBUIA CTpaxoBaHUs OTBETCTBEHHOCTU U UHbIX 06A3aTeNbCTB, HanpaB/eHHbIX Ha CO6/oAeHNe 3aaBaeMbiX CPOKOB B
npouecce npMobpeTeHns Uy NOCTaBkn MPOAYKLUN U/UAW YCAYT A1 CUCTEMBI.

B.2.3.2 MeTog oueHkn

Mpu oLeHKe KOHKPETHOTrO PUCKa BbIYMCAAIOT BEPOATHOCTb HapyLUEHNS CPOKOB OHOKPATHON U MHOXECTBEHHbIX MNO-
CTaBOK [1/11 Pa3HOPOHbIX NMPOAYKLMUN U/UNN YCNyr.

Ha ocHoBe NpUMEHEHNS CTAaTUCTUUYECKUX AaHHbIX BEPOATHOCTL RCE, HapyLueHns CPOKOB BbINO/IHEHUS O4HOKPATHOM
nocTasku ANs NPoAyKuUn n/unu ycnyr /-ro tuna 3a 3agasaemoe spems X<t BBbIYUCAAOT N0 hopmyrie

«c W = 8-5>

rae AvMyLW/ Tva,) v W/T33g;)— COOTBETCTBEHHO KOJIMYECTBO HapyLIeHWi CPOKOB NocTaBky M obliee KoM4YecTBO
NocTaBOK 3a 3afaHHoe Bpems [3a4 4Nns NpoAyKuuu u/unm ycnyr /-ro tuna cornacHo
CTaTUCTNYECKUM [aHHbIM.

BeposiTHocTb RMB(T334) HapyLIeHUs CPOKOB NMOCTaBKM NO BCEMY MHOXECTBY MPOAYKUMM U/MAN YCAYT Pas3finyHbIX
TUNOB, peasiM3yeMblX B aHa/M3vpyemMom npoLecce COrMacHo CTAaTUCTUYECKUM [aHHbIM C YYETOM MHOXEeCTBEHHOCTU
NocTaBoOK, XapakTepudyembliX UCXOAHbIMWU AAHHLIMWU MO KaXAOMY M3 TUNOB MPOAYKUUWM W/MAW YCAyr, BbIYUCAAIOT MO
chopmynam:

- ANA cnyvas.Korga yuuTbiBaloT BCe NOCTaBKU (Kak ¢ coB0AeHNeM, Tak U C HapyLleHneM CPOKOB MoCTaBku)

R»ov =1-zZ Mp - ,<rag,)V2 (B.6)
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- 4NA cnyvasi, Korga y4YuTblBaloT /MWL T€ NOCTaBKW, A8 KOTOPbIX CPOKU NOCTaBKM GblNN HapyLlweHbl (MMEHHO OHU
ABNAOTCSA NPUYMHOM BO3MOXHbIX yLiLep6OB)

k« (W = 1- n-Aco.~agw nd”w ity (B.7)

roe IN,,n— 3apaBaeMoe obliee Bpemsi /sl NMOCTaBKM BCErO MHOXECTBA NPOAYKLUWM W/MAW YCNyr pasfinyHbiX TUMOB,
BK/lOUaKLee B Ce65 BCE YaCTHbIE 3HAUEHUSI T3ag, C YUEeTOM UX HANIOKEHMUA;

M,— Ko/nM4YecTBO yunTbiBAEMbIX MOCTABOK NPOAYKLMN U/UAW YCAYT /-f0 TUNA NPy MHOTOKPATHbLIX NOCTaBKax.

0N NpoAYKLMM U/MAn YCNyr /-ro TUNa yYnTbIBAKOT OTPAHNYEHUS HA CPOKM MOCTABKM C UCMO/b30BaHNEM UHANKATOP-
Hoi pyHkumu Ind () = IndcoOfl, UnankaTopHas dyHkuus Ind(@) = Ind” Of} no3BonsieT yuecTs NOCNeACTBUS, CBA3aHHbIE C
HEeco6/110{eHMEM CPOKOB NOCTABOK. YCNOBUE &, 03Ha4YaeT co6/t0eHne YCTaHOBIEHHbIX CPOKOB NOCTAaBKM 4151 NPOAYKLMN
n/vwnwn yenyr /-ro Tuna.

MpumeyaHuns

1 Mpwn cobnofeHnn BCex yunTbiBaeMblX YC/TOBUW BEPOATHOCTHblE OLEHKU puckoB no dopmynam (B.6). (B.7)
cosnagaior.

2 lpakTnyeckan LEHHOCTb pacyeToB npumeHeHus dopmyn (B.5) — (B.7) nposiBnseTtcs npu obuiem KonnyecTse
noctasok N,{T”n (3a 3agaHHoe Bpema I'mg , He MeHee 10 UM KONMYECTBE C/ly4aeB HapyLWeHWA CPOKOB MOCTAaBKM
MapyLu >)>0./=1...././21. Tem caMblM CYUNTAIOT NOATBEPXKAEHHbIMU NPaKTUYECKME YCNOBUSA NOBTOPSEMOCTH aHa-
NN3NpyeMbliX COObITWIA. Mpy HEBLINOMIHEHUW 3TUX YCNOBWIA AenatloT NpeAnosioXeHne 0 MHOroKpaTHOV NOBTOPAEMOCTHN aHa-
NM3npyembix COBbITUIA 1 ANA pacyeToB MCNOMb3YIOT ajanTupoBaHHble MatemaTuyeckme Modenu AAs NPOrHo3npoBaHus
puckoB — cM., Hanpumep. B.3. a Takke FOCT P 59331—2021 (B.2 npunoxexus B), TOCT P 59341—2021 (B.3 npunoxe-
HMA B) n FTOCT P 59347—2021 (B.2 npunoxeHus B).

B.2.4 OueHka Hanuumus HegonycTuMoro 6paka 8 noctaBnsemMblX NPOAYKLUN U/unan ycnyrax

B.2.4.1 O6wwne nonoxeHmsa

BeposiTHOCTb HaNM4MsA HefoNyCcTUMOro 6paka B NOCTaBASAEMbIX MPOAYKLNN /UMK ycyrax oLeHWBatoT B BUe BCMO-
MoraTeflbHOro nokasartesi Npu NPoBeAEHUN OL,eHOK UHTerpasibHOro pucka HapyleHus peanusauuy paccmaTpyuBaemoro
npowecca npuobpeTeHnsa UM NoCTaBku NPOAYKLUM /MK YyCRyr ¢ yyeTom Tpe6oBaHuii no 3awmTe uHdopmaymm — cMm.
B.4.2.

Mpu peanusauum KaxAoro npoyecca noctaBnsemMas npoaykums /unm ycnyru Ao/mkHbl YA0BNeTBOPSATL Tpe6oBaHUSAM
no KayecTBy. HapyLueHne kayecTBa noctasnsemoli NpoayKLUn U/MAnN ycnyrn B cucTeme — 370 yrpo3a BO3MOXHOIO yliep6a.
B o6Llem cnyyae nof BbINOMIHEHMEM TpeGOBaHWiA MO KayecTBY NOHMMAETCA NocTaBka NpoAykuum u/mnu ycnyr 6e3 6paka
AW C JONYCTUMbIM YpOBHEM Gpaka, OroBOPeHHbIM B [OTOBOPHbIX ycn0BMAX. C TOYKM 3pEHUs HapylleHus kavecTsa
NocTaB/sieMbIX NPOAYKLUM U/MAN YCAYT 1 TSHKECTU BO3MOXHOrO yuiep6a noctasBnsemble NPOAyKUUst U'uam ycnyru moryTt
6bITb YCNOBHO crpynnupoBaHsbl no J Tunam. J 2 1. B o6Lem cnyyas Ans Kaxoro Tuna KoJM4ecTBeHHbIE YC/I0BUS K OT-
CYTCTBUWIO HeA0NycTUMOro 6paka hopmMynpytoT B OAHOM U3 BYX BULOB;

- ycnosue 1. kKONNYeCTBO eAnHUL, Gpaka B>-il nocTaske npoaykuuu n/vnu ycnyr Hépakay (T334;) He AO/KHO NOABbI-
lwaTtb 3ajaBaemMoro ypoBHs Wepaja 2 3aBucswwero B 06WeM c/yyae oT 06beMa U CPOKOB MOCTABKM
(]=1,..., J). Ansa 601bwuUx 06LEMOB NOCTaBKM 3HauYeHne H6..a>awin,(T,./1,) MOXeT 6bITb N0 COrNacuio 3anHTepecoBaHHbIX
CTOPOH VHTEPNpPeTUpPOBaHO KakK KOsIM4ecTBO J0NyCTUMOro 6paka B HEKOTOPbIX BblGopKax;

- ycnosue 2: fonyctumas BeposTHOCTb Gpaka 8/m* [locTaBke NPOAyKUUU U/MNK YCNYT He [OSDKHA
npesbllaTh H6pasia 3agy ( ;) > 0. T. e. 334a0T MakCMMasibHO [ONYCTUMbIV BEPOSITHOCTHbIV ypoBeHb Rgpaka 334) (I, 4y)
Takoii, 4To6bI cobnTofanock orpaHnunTesnsHoe ycnosue R6pMa/ (I',aa/) s Rg ~ 3agy(lag>).

HenprnemnemocTb HapylleHuii 3afaBaemMblX YCNOBUIA DUKCUPYIOT B BuUAe WTpadHbIX CaHKLUiA, 0CobbIX ycnoBuii
CTpaxoBaHWs OTBETCTBEHHOCTU U MHbIX 06A3aTeNbCTB, HANPaB/eHHbIX HA HefonyLieHe 6paka B npoLecce NpuobpeTeHns
UM NOCTaBKN NPOAYKUMN U/MAN yCnyr AN CUCTEMbI.

B.2.4.2 MeTop OueHKn

Mpu oueHKe pucka BbIYUCAAIOT BEPOATHOCTb HaNUuna 6paka Npu 0fHOKPaTHOW M MHOXECTBEHHbIX NocTaBkax A1
pPasHOPOAHbIX MPOAYKLWN U/unn ycnyr.

Ha ocHOBe NpYMeHeHns CTaTUCTUYECKNX fJaHHbIX BEPOATHOCTb Rspa’a/ Hannums 6paka Npu ogHOKpaTHOW nocTaske
npoAyKuumn n/vnu ycnyr/'-ro Tuna 3a 3afilaBaemoe Bpemsi BbIUUCAAOT No hopmyne

*W /(W =W W W /W (B8)
roe Huapyw/*aag/)n ty w n/~ — cOOTBETCTBEHHO KONIMYECTBO NOCTABOK C HEAONYCTUMbIM 6pakoM v obLLee KoM4ecTBo

nocTaBoK MPOAYKUWW wwvnu ycnyr [-fo Tuna 3a 3afjaHHoe Bpems , COrNacHo
CTaTUCTNYECKNM AaHHbIM.
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BepoaTHoCTb /?6pa<a (I *) Hanuuma 6paka N0 BCEMY MHOXECTBY NPOAYKLMU W/MAW YCAYr pas/inyHbIX TUMOB,
peanusyemblx COrNacHO CTaTUCTUYECKMM [aHHbIM B npouecce nNpuobpeTeHns C y4eTOM MHOXEeCTBEHHOCTU MOCTaBoKk,
XapakTepunsyemMbix NCXOAHbIMW AAaHHBIMU N0 KaXAOMY U3 TUMOB, BbIYMCAAIOT N0 hopMynam:

- ANA cnyyasn, Korga yuuTbiBaloT BCe NOCTaBku (kak C CO6/0AeHNeM, Tak 1 C HapyLleHnem ycaoBuii No 0TCyTCTBUIO
HegonycTumoro 6paka)

(B-9)

- ANA cyyast, Korga yuuTbiBalOT JIMWb Te NMOCTaBKM, 4/151 KOTOPbIX YC/IOBUS MO OTCYTCTBUIO HEAOMYCTUMOro 6paka
6bINY HapyLWeHbl (MMEHHO OHW SIBASAKOTCA NPUUYNHON BO3MOXHbIX yLep6oB)

» W W 1"/E|i p- , ) 1 (cAj (8.10)

rae 73ag— 3ajaBaemoe o6liee BpeMs MOCTaBKM BCErO MHOXeCTBa NPOAYKUMM W/MAW YCAyr pPas/iNyHbIX TUMOB,
BK/lOUaKLLee B cebs BCe YaCTHbIE 3HaYeHUs T3afl/c y4eToM WX HaNOXEHNiA:

L: — KonnuecTBO yunThiBAEMbIX MOCTABOK NPOAYKLMM W/MAN YCAYT |-T0 TUNA NPYU MHOTOKPATHbLIX NOCTaBKax.

MuavkatopHas dyHkumsa tnd (a) = Indppaa (ay) no3sonsieT ydecTb NOCMEACTBUSA, CBA3aHHbIE C HanMuueM Gpaka B
noctaBkax — cM. (B.1). YcnoBue Ty UCNOMb3yeMOE B UHAMKATOPHOW PyHKLUN, hOPMUPYIOT M3 OTOBOPHbIX LOKYMEHTOB
nyTeM aHanunsa 3afaBaembiX YCN0BUIA 1 nam 2 K OTCYTCTBUIO HeAOoMycTMMOro 6paka npu noctaBkax — cM. B.2.4.1.

MpumevaHunsn

1 Tpwu cobnogeHnn BCeX YUMTbIBAEMbIX YC/I0BUIi BEPOATHOCTHbIE OLEHKM puckoB no dopmynam (B.9), (B.HO)
cosnajatot.

2 TlpakTuuyeckas LeHHOCTb pacuyeToB npumeHeHus copmyn (B.8)—(B.HO) nposBnsieTcs npu o6uiem konvyectse
noctasok H) (Maay) 3a 3agaHHoe Bpewms He meHee 10 u KonMyecTBe C/lyyaeB NOCTABOK C HEAONYCTUMbIM GpakomM
ap>ru) >00Y=1 J.JZ 1. Tem cambiM CUMTAIOT NOATBEPXKAEHHBLIMU NPAKTUUYECKUE YC/IOBUS NOBTOPSIEMOCTY
aHanu3nmpyemMbix co6bITUiA. MPU HEBLINOHEHUN 3TUX YCNOBUIA fenaloT NpesnooxXeHne 0 MHOrOKpaTHOW NOBTOPSIEMOCTH
aHannsnpyembix CO6bITUIA U ANA pacyeToB UCMOMbL3YIOT afganTWpoBaHHble MaremaTuyeckme Mofenu ANs NPOrHo3upo-
BaHWA PUCKOB HapyLIeHUA HafeXHOCTU peanunsauny CUCTEMHbIX npoueccoB — cM. B.3, a takke NOCT P 59331—2021
(B.2 npunoxexus B). FOCT P 59341—2021 (B.3 npunoxeHus B) n TOCT P 59347—2021 (B.2 npunoxeHus B).

B.3 MporHo3upoBaHue pUCKOB HapylweHus Tpe6oBaHuit No 3awute uHopmayum

B.3.1 O6wmne NnonoxeHus

B.3.1.1 MporHo3upoBaHMe PUCKOB HapylleHust TpeboBaHUI No 3awuTe UHPOPMALMM OCYLLEeCTBSIOT HA OCHOBE
NPMMEHEHNs MaTeMaTuyeckux Mogenei 4ns NPporHo3MpoBaHWA pucka HapylieHus TpeboBaHWil No 3alwuTe nHopmamm
FOCT P 59341—2021 (B.2 npunoxeHusa B). Bce nonoxeHns no MogennpoBaHuio, n3noxeHHble B FOCT P 59341 npume-
HWTENIbHO K Npoueccy ynpasieHns uHgopmaumeli, B NOMHOW Mepe NPUMeHNMbI K 11060My 13 NpoLEeccoB npuobpeTeHns
MAW NOCTaBKU NPOAYKLUM W/MNKN yCnyr NS CUCTEMbI B YACTW, CBOWCTBEHHOW NMPOrHO3MPOBAHUIO PUCKa HapyLleHns Tpe6o-
BaHWi No 3awuTte nHchopmayun. s pacyeTa TUNOBbLIX Nokasatesell PUCKOB aHann3npyemble CYLHOCTU paccMaTpusatoT
B BU/le MOAENMpPyeMoii CUCTEMbI NPOCTOM MK CNIOXHOI CTPYKTYpbI. B Mogensx n metofax CUCTEMHOIO aHann3a npuMeHu-
TeNIbHO K TakvM MOAEeNUpyeMbIiM CUCTEMaM UCMOb3YOT AaHHble, Noslydyaemble No PakTy HaCTynsieHns cobbiTUiA, No Bbl-
SIB/IEHHbIM NPeANnoChl/ikaM K HACTYNIEHNIO COBbITWIA N JaHHbIE COGMPAEMOi 1 HakanIMBaeMoii CTaTUCTUKM MO npoLeccam
1 BO3MOXHbIM YC/TOBUAM MX peasin3aluu.

B.3.1.2 B mogensx NpoCToi CTPYKTYpbl NOJ aHanu3Mpyemoli CUCTEeMOI NOHMMAlOT OnpeAefieHHbll BbIXOAHOM
pesynbTaT Unun AeiicTeBne, a Takxe COBOKYMHOCTb 3a/eliCTBOBAHHbIX akTUBOB, K KOTOPbIM NpefbasieHbl TpeboBaHua n
NPUMEHSI0T Mepbl 3alnTbl MHpopMauun. Cuctema NPOCTO CTPYKTYpbl NpeAcTaBnseT cob6oi cucteMy n3 eJMHCTBEHHOTO
3/1eMeHTa UN MHOXEeCTBa 3/1eMEHTOB, JIONYECKN 00beANHEHHbIX ANA aHann3a Kak OAWH 3NeMeHT. AHanun3 cuctemsl
NPOCTON CTPYKTYPbl OCYLLECTB/AIOT N0 NPUHLMUMNY «YEPHOTO ALMKa», KOrAa N3BECTHbI BXOAbl U BbIXOAbl, HO HEN3BECTHbI
BHYTPeHHWe feTann (QYyHKLMOHUPOBaHUS cucTeMbl. CUCTEMA CIOXHOW CTPYKTypbl NpeAcTaBnseTcs kak COBOKYMHOCTb
B3aMMO/AENCTBYIOLNX 3/TEMEHTOB, KaX/blii N3 KOTOPbIX paccMaTpMBaeTCs B BUAE «4EPHOro Alnka», PYHKLMOHVPYOLero
B YC/10BUAX HeonpeeneHHocTu.

B.3.1.3 MNpwu aHannse «4epHOro Aluka» A58 BEPOATHOCTHOrO MPOrHO3MPOBaHNSA PUCKOB OCYLLECTBAAIOT (hopMasib-
Hoe onpejesieHne NPOCTPAHCTBA 3/IEMEHTAPHbIX COCTOSHUIA. OTO NPOCTPAHCTBO 3/IEMEHTAPHbIX COCTOSIHWI hopMUpyOT
B pe3ynbTaTe CTATUCTUYECKOro aHasm3a npousoLllenx cobbITUl C X NPUBA3KON K BpeMeHHON ocu. MNpeanonaraetcs
NoBTOPAEMOCTb COBbITUIA. UTOGLI NPOBECTN CUCTEMHbI/ aHanM3 Ana oTBeTa Ha YCMOBHbI Bonpoc «YTto 6yaeT, ecnu...»,
npu hopMUpPOBaHNMN CLLeHApUEB BO3MOXHbIX HapyLUeHW cTaTUCTUKa peasibHbIX COObITUI NO XenaHuw uccnegosartens
MOXeT ObITb AOMNO/IHEHA TMNOTETUYHBLIMU COOLITUAMM, XapakTepusylLWrM oxngaemoie U/uau NPorHo3npyemMblie ycno-
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BUSI PYHKLMOHNPOBAHUA CUCTEMbI. MNPUMEHNTENTBHO K aHa/IM3NPpyeMOMY CLEEHAPUWIO OCYLLECTBIAIOT pacyeT BEPOSATHOCTH
npebbiBaHNA 3/1eMEHTOB MOAeNpyeMOoiil cucTeMbl B ONpeAenieHHOM 3/1eMeHTapHOM COCTOSIHUM B TeYeHne 3afaBaemMoro
nepuoja nporHosa. s HeraTUBHbIX MOCNEACTBUIA MPY OLLEHKE PUCKOB 3TOW pacyeTHO BEPOSITHOCTU COMOCTAB/SAOT C
BO3MOXHbIM yLep6om.

B.3.1.4 [ns matemaTtuyeckoi hopmannsaunm UCnonb3yT cneaytoliie OCHOBHbIE NOSTOXEeHUS:

- K Havany nepuoga nporHosa npegnonaraeTcsi LefoCTHOCTb MOAENUPYEMOI CUCTEMbI, BK/IOYas M3HAYanbHoe
BbINOJIHEHME TpeboBaHMii No 3aLuTe nHpopmaLun BcmucTeme (B kauecTse MOAENNPYEMON CUCTEMbI NPOCTON NN CNOXHOM
CTPYKTYPbl MOTYT 6biTb PACCMOTPEHbI BbIXOAHbIE Pe3y/bTaThl C 3afeiCTBOBaHHLIMW akTUBaMu 1 AeiicTBua npouecca, K
KOTOPbIM NMpefbaBeHbl onpefeneHHble Tpe6oBaHMs No 3awute nHhopmayum):

- B YC/IOBMAX HeonpejeneHHoCTell BO3HMKHOBEHVE W pa3pacTaHne pas/imyHbiX yrpo3 6e3onacHoCT nHgopmaumum
onuncbIBaeTCSA B TEPMUHAX CyyaliHblX COObITWIA:

- ANA pas3NnyHbIX BapuaHTOB pas3BMTWA Yrpo3 6e3onacHocTW MHopMauunm cpeacTBa, TEXHOMOTMU U MeToAbl
NpOTMBOAENCTBNS yrpo3amM ¢ (DOpPMasibHOW TOUKM 3pEHUS NPeACTaBASAOT 060l COBOKYMHOCTb AEACTBUIA U/MNN 3aLUTHBIX
nperpag, npegHasHauyeHHbIX 419 BOCNPENATCTBOBAHUS peanun3saLmm yrpos.

MoA LenocTHOCTbIO MOAENNPYEMOI CUCTEMbI NOHMAETCS TakoB ee COCTOsiHME, KOTopoe B TeyeHne 3ajaBaemMoro
nepuvoja nporHosa oTBevaeT LeNeBOMY Ha3HAYEHMI0 MOAENU CUCTEMbl. B faHHOM cnyyae HenocpeACcTBEHHO KaX/blii
13 MpoLeccoB NpUoBpeTeHns nan nocTaskn NPOAYKLUU U/MAKN YCAYT ANS CUCTeMbl MOXeT 6biTb PACCMOTPEH B KayecTBe
Mogfenvpyemoii cuctemsl. Mpu MogenMpoBaHuy, HanpaBieHHOM Ha NPOrHO3MpOBaHNe pucka HapylleHus Tpe6oBaHwii no
3awuTe nHpopmaumm, Lenesoe HasHavyeHne MOAeNMpyemMoi cucTeMbl NPOsIBNSETCS B BbINO/HEHUN Tpe6oBaHWii no 3a-
wmuTe nHhopmaumu. Takas MHTepnpeTaLus nogpasymMmeBaeT BbiNosIHEHWE TpeGoBaHMii No 3awuTe nHhopMaL M He TONbKO
NPUMEHUTENBHO K 3aljuLlaeMbiM akTUBam 1 feiCcTBUAM, C NOMOLLbI0 KOTOPbIX CO3A4a0T U NONyYaloT BbIXOAHbIE pPe3ysib-
TaTbl. HO U K CAMWUM BbIXOAHbIM pe3ysibTaTaM, KOTOpble NPUMEHAIT (MU NNAHUPYIOT K CO34aHuIo, NONyYeHNo n/uavn npu-
MEHEHUI0). B Utore Ans Kaxporo U3 afeMeHTOB Y MOLENVPYEMOI CUCTEMbI B LIESIOM B MPUMOXEHUN K MPOrHO3UPOBAHMIO
pucka HapylweHus TpeboBaHuii No 3awute MHMOpPMaLuM NPOCTPaHCTBO 3/1eMEeHTapHbIX COCTOSHWIA Ha BPEMEeHHOW ocu
06pasytoT ;Ba OCHOBHbIX COCTOSIHUSA:

- «BbIinonHeHne Tpe6oBaHWii No 3awnTe MHMOpPMaLMK B CUCTEME 06ecneyeHo», ecn B TeYeHUe BCero nepuoga
nporHo3sa obecneyeHo BbINO/HEHNE TpeboBaHWii No 3awuTe HchopMmaLum:

- «BbIinonHeHne Tpe6oBaHuii No 3awuTe MHhopMaLmm B CUCTEME HaPYLUEHO» — B NPOTUBHOM C/ly4yas.

O60CHOBaHHOE WCMO/Ib30BaHWe BblGPaHHbIX Mep W 3alWUTHbIX Nperpajg sBAAETCA npeaynpexaalowumm
KOHTPMEpamMu, HauefleHHbIMU Ha o6GecrneyeHue YCnewHoW peanusauun Kaxaoro 13 NpoLeccoB MpuoGpeTeHus wunm
NocTaBKU NPOAYKLUM U/MNW ycnyr s cCUCTemsl.

B.3.1.5 B mopgenax npocToii CTPYyKTypbl CUCTEMY paccMaTpuBaloT KakK «4epHblii ALWWK», ecnn AN Hero chenaHo
npegnosioxeHne 06 MCNONbL30BAHUM OAHON W TOW Xe Mogenn yrpo3 6e3onacHoCT MHGopMauunm u OAHOW W TOW xe
TEXHOMOTUN CUCTEMHOTO KOHTPO/NA BbINONHEHUA Tpe6oBaHWi MO 3awuTe WHGOPMaLUM N BOCCTAHOB/IEHWUS CUCTEMbI
nocne COCTOSIBLUMXCS HapyLWeHWUid an BbiSIBIEHHbIX NPEeANOChI/IOK K HapylweHnaM. B Mogensx CNoXHOW CTPYKTYpbl NoA
MoZenMpyemMoii cUCTEMOI NoHMMaeTcs onpefeneHHas ynopsgoyeHHas COBOKYMHOCTb COCTaBHbIX 3/1eMEHTOB, KaX/blli
13 KOTOPbIX florMyeckn npeactasnsieT coboil onpegeneHHoe AeliCTBME WK BbIXOAHOW pe3ynbTaT U COBOKYMHOCTb
3a/1elicTBOBaHHbIX aKTUBOB, K KOTOPbIM NpeAbsBeHbl TPE60BaHUS N NPUMEHSAIOT Mepbl 3aLlnTbl MHhopmaumu. MNpu aTom
BbIXOAHOI pe3ynbTaT caM MOXeT CTaTb akTVBOM B UTOre BbINO/IHAEMbIX AeACTBUIA.

B o6uiem cnyyae ANa pasnyHbIX 3/1EMEHTOB CUCTEMbI C/IOXHOW CTPYKTYpPbl MOTYT GbiTb NPYMEHEHbI pasfinyHble
Mogenu yrpos 6e3onacHoCT MHopMaL M Uan pasnnyHble TEXHOIOTMU CUCTEMHOrO KOHTPOIS BbINOMHEHNUA TpeboBaHuii
no 3awuTe nHopmayMn 1 BOCCTAHOBIEHNIO HEO6XO4UMON LeTOCTHOCTH 3TUX 3/1EMEHTOB.

B.3.1.6 Mpu pacyeTax C WCNONbL30BAHWEM MaTeMaTWyeckux mopaeneii ANns MPOrHO3MPOBAHUS pUcka HapylueHus
TpeboBaHuii No 3awwuTe nHdopmaunm n pekomeHgaunii FTOCT P 59341—2021 (B.2, B.3 npunoxeHus B) ocywecTBnsoT
yyeT NpUHYMaeMbIX Mep Nepuoanyeckoli AUarHoCTUKM U BOCCTAHOB/IEHNSA BO3MOXHOCTEH No o6ecneyeHunto BbINOMHEHUS
Tpe6oBaHuii No 3awmTe uHpopmauun. B pesynbTaTte MaTeMaTW4yeckoro MoAenMpoBaHWUs PacCcUUTbiBAlOT BEPOATHOCTb
npebbiBaHNA B 3/1eMEHTApPHOM COCTOSIHUM «BbiNofHEHNe Tpe6oBaHuii No 3awunte MHGopMaLum B cucteme obecrneveHo»
B TeYeHue BCero nepuoga nporHosa v ee JOMNOMHEHUE [0 eAUHULbI, NpefcTaBnsiolee coboil BEPOSITHOCTb HapyLUEHUs
TpeboBaHuii No 3awmTe nHopmMaLun (T. e. NpebbiBaHUS B COCTOAHNM «BbinonHeHne Tpe6oBaHuii No 3aLuTe nHpopmaumm
B CUCTEME HapyLieHo»). B cBol ouepefb BEpOSTHOCTb HapylleHust TpeGoBaHWil Mo 3awute WHopMauUn B TeyeHue
BCEro nepuoga nporHo3a B CONOCTaB/IEHNN C BO3MOXHbIM yLLep6oM onpeaensieT puck HapyleHus Tpe6oBaHunii no sawmTe
MHhopMaL MK B npouecce NpMoGpeTeHns Uy NoCTaBkn NPOAYKLMN /MW YCNYT ANS CUCTEMBI.

B.3.2 McxoaHble faHHble U pacyeTHble nokasatenu

Ona pacyeta BepOSITHOCTHLIX NokasaTeneil NpUMEHWTENIbHO K MOAENUpyemoil cucteme, rge aHanusupyembie
CYWHOCTV (BbIXOAHbIE pe3ynbTaTbl, AeicTBMSA) MOTyT GbiTb NpeAcTaBfieHbl B BUAE CUCTEMbl — «UYEPHOTO SLLMKa»,
MCNONb3YHT UCXOAHbIE faHHble, (DOPManbHO onpegensieMble B 06LeM Cyyae cneayoLum o6pasom:

a — yacToTa BO3HWKHOBEHWS WCTOYHWMKOB Yrpo3 HapylleHus Tpe6GoBaHuii no 3awuTte nHopmauuu B npouecce
npro6peTeHNst N NOCTaBKN NPOAYKLUN W/MAN YCNYT AN1S CUCTEMbI:
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P — cpegHee Bpems pasBUTUS YIPO3 C MOMEHTA BO3HUKHOBEHWUS UCTOYHWKOB YrpO3 A0 HApyLUeHUss HOpMasbHbIX
ycnosuii peanusauuy npouecca (Hanpumep, A0 HapyLleHWs YyCTaHOBMEHHbIX TpeboBaHWil No 3awuTe MHdopmauun B
cucteme WA A0 UHUUAEHTA);

TMeX — cpefHee Bpemsi MexXAy OKOHYaHueM npeablaylieil n Hayasom oYepeHo AUarHOCTUKU BO3MOXHOCTER no
ob6ecneyeHunto BbINONHeHNUA Tpe6oBaHuii No 3alnTe nHopmauuu;

“avar — cpegHee BpeMsi CUCTEMHON AMArHOCTUKM BO3MOXHOCTEl/ No o6GecneyeHunio BbINMOSHEHWUS TpeGoBaHWi
no 3awuTe nHpopmaumm (T. e. AUATOCTUKUN LLeSTIOCTHOCTU MOAENVPYEMOW CUCTEMBI);

TABEl— cpepHee BpeMsi BOCCTAHOB/IEHUS HapyLLeHHbIX BO3MOXHOCTE N0 o6ecneyeHuto BbiNnoHeHUs Tpe6oBaHuii
no 3awuTte nHpopmaymm B MOAENNPYEMOIA cucTeme;

330 — 3apaBaemMas 4/IMTENLHOCTL Nepuoga nporHosa.

PacueTHble nokasarenu:

~Boun P- Tpgar “aoccr 'ma) — BepoOATHOCTb OTCYTCTBMA HapylleHWid no 3awute wuHdopMauun B
MOoZennpyemMoi cucteme B TeHeHe nepuoga nporHosa 73z
A,apMu P- W Thyar “soccr [330) ~ BEpPOATHOCTb HapyleHusa Tpe6oBaHWil no 3awuTe MHcopmauun

B MOJeniMpyemMoi cucteme B TedeHne nepuoga nporHosa 3aA

PacueT nokasateneii NnpuMeHWTENIbHO K paccMaTpvBaeMOMy npoLeccy npuobpeTeHns uan nocTasku NPOAYKL UK
n/vnn ycnyr ans Mogenupyemoii cucTeMbl NPOCTOW U CIOXHOW CTPYKTYpbI ocyLlecTBnAT no oopmynam MOCT P 59341—
2021 (B.2 npunoxeHus B).

MpumevyaHune — MNpn He06X0ANMOCTU MOTYT 6bITb MCMOb30BaHbI MOAENN, NO3BOAIOWMNE OLeHMBaTb 3alln-
LLLEHHOCTb OT OMAaCHbIX MPOrPaMMHO-TEXHNYECKUX BO3AENCTBMUIA, OT HECAHKLMOHMPOBAHHOIO AOCTYNa N COXpaHeHne KOH-
dunaeHumanbHoCcTU nHopmauumn B cucteme — cm. FOCT P 59341—2021 (B.3 npunoxeHus B).

B.4 TporHo3npoBaHne MHTErpasibHOro pucka

B.4.1 O6wune nonoxeHuns

MporHo3npoBaHNe WHTerpasbHOro pucxa HapyleHus peanusauun Kaxaoro us paccmaTpuBaeMbiX MPoOLEccoB
npuob6peTeHns M NocTaBkM NPOAYKUUW W/Wan ycnyr ANA CUCTeMbl C yyeToM TpeboBaHwii no 3awmTe uHpopmayuu
NPUMEHSIIOT NPU peLleHnn 3afay CUCTEMHOro aHannsa — CM. pasgen 7. VIHTerpasnbHblii pUck OLeHMNBalT C UCMNO/b30Ba-
HMeM pacyeTHbIX BEPOATHOCTEl HEBbINO/IHEHNSA HEO6XOANMbIX AeiCTBUII KOHKPETHOro npouecca, HapyLeHUs CPOKoB no-
CTaBKW. Ha/IMumsa HeAonycTUMoro 6paka B NocTaBAsieMbIX NPOAYKLUN n/mnu ycnyrax (cm. B.2) n HapyweHna TpeboBaHwuii
no 3awute uHopmauumm (cm. B.3) B conoctaBneHny ¢ BO3MOXHbIM yLLep6oMm.

B.4.2 MeTopg OoueHKM

BepoATHOCTb /?vH,ed (73a4) HapyLleHns HafeXHOCTU peanu3auun paccMaTtpyMBaemoro npouecca npuobperteHus
VAN nocTaskn Npoaykuuu n/uan ycnyr 6es yyeta TpebosaHuii No 3awmTe nHopMauymmn BblYMCAAT No chopMynam;

- ANA cryyas, Korga yuvTbiBaloT BCe AeCTBMA M MOCTaBku (BKIYas AeCTBUS C HapyLUeHUsIMW U OTCYyTCTBUEM
HapyLleHWiA):

‘W w -1 B 11)

- ANs cnyvasi, Korga yuyuTblBaKT NUWb T€ NOCTaBKU, 415 KOTOPbLIX YCNI0BUSI BbINOHEHUSI HEOBXOAUMbIX AENCTBNIA
npouecca u/munu coboAeHNA CPOKOB NOCTaBKN U>'WIM OTCYTCTBUA HELONYCTUMOro 6paka Oblin HapyLleHbl (MMEHHO 3Tu
HapyLIeHUs SBNSIOTCA MPUUMHOK BO3MOXHbIX yLLEPGOB):

"W W o-1-<&**[<-
J K t J (B.12)
bN /1 /ml

rae 7330— 3agaBaemoe o6liee BpeMs NpPorHosa, Bkawyvawllee B cebs BCe YacTHble 3HaueHna Tma K, ~nHlrang,
C YYETOM UX HANOXEHUN — cM. popmynbl (B.2)—(B.10).

MpumeuyaHne — MNpucobaOLEHNN BCEX yUNTbIBAEMbIX YC/10BUIA BEPOATHOCTHbIE OLLEHKN PUCKOB MO hopmynam
(B.11). (B.12) coBnagaor.
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WHTerpanbHylo BEPOSITHOCTb HapyLlEeHUs peanusauun npouecca nNpuoGpeTeHns UaM NocTaBku NPOAYKUUN W.'Mau
ycnyr 4ns cuctembl ¢ ydeToM TpeboBaHuii no 3awmte nHgopmauyun ~ MMerp>N (IF34) B TeueHne nepuoga nporHosa 1334
BbIUMCAAOT NO hopmyse

W < rJ =1-11- 11- (B13)

34eCb BEPOATHOCTb HapylweHWsa HafexHoCTW peasv3auum paccmaTpuBaeMoro npouecca B TeydeHue nepuoga
nporHosa 6e3 yuyeTta Tpe6oBaHUii No 3awute nHpopmaumn AVKled(T3an) paccunTbiBatoT no chopmynam (B.11) unu (B.12) B
3aBUCUMOCTW OT Lienieli CUCTEMHOro aHann3a, a BepoATHOCTb HapyLleHns TpeboBaHuii No 3almTe nHopmaL M B cucteme
B TedeHue nepuoga nporHosa Rheppd (I ~) paccunTbiBatoT no pekomeHgaumsm B.3 ans BbIGPaHHONR Npu nposeseHWn
CUCTEMHOrO0 aHanusa CTPYyKTypbl MOAEMPYEMON CUCTEMBI.

WHTerpanbHblii pUCK HapylieHWs peanusauum paccmaTpyBaemoro npouecca npuobpeTeHus uauM nocTaBkn
nNpoAyKUMN n/unn ycnyr gnsa cucTemMsbl ¢ y4eTom TpeboBaHWil No 3awuTe nHgopmauuy onpeaensoT nyTemMm conocTaBneHuns
pacyeTHOW MHTerpasbHOV BEPOATHOCTM HapyLleHns peannsauum npouecca B TeYeHne neproda NporHo3sa, paccumTaHHoN
no chopmyne (B.13). c BO3MOXHbIM yLiIep6OM 3a 3TOT nNepuogs,.

NMpnumevyaHne — TpuMepbl NPOrHO3MPOBAHWS PUCKOB M CMOCOGbLI PELUEHUS Pa3NnYHbIX 3afay CUCTEMHOrO
aHanusa cm. B TOCT P NCO 11231. TOCT P 54124. TOCT P 58494, TOCT P 59331. TOCT P 59333. TOCT P 59335.
FOCT P 59338. TOCT P 59341, TOCT P 59346. TOCT P 59347. TOCT P 59356.
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Mpunoxenune I
(cnpaBoyHoe)

TunoBble AONYCTUMble 3HAYEHUS Noka3aTesieil puckos
ONS NPOLEecCOB NPUOGPETEHNA W NOCTABKM

C TOYKM 3pEHUs OCTATOYHOTO pUCKa, XapakTepusyloLlero npuemMaemMblii ypoBeHb LLe/IOCTHOCTY paccMaTpuBaemMoii
cucTeMbl, NpebasBnsieMble Tpe60BaHNA CUCTEMHO NHXeHepun noapasaensioT Ha Tpe6oBaHNa Npu 4ONYCTUMbIX pUckax,
060CHOBbIBAEMbIX NO NpeLefeHTHOMY npuHuuny cornacHo FOCT P 59349, u Tpe6oBaHusi nNpyu puckax, CBONCTBEHHbIX
peanbHOli NN TMNOTETUYHON cucTeme-3TanoHy. Mpu hopMupoBaHun TpeboBaHWii CUCTEMHOW MHXEHepun Heobxoaumo
060CHOBaHMe JOCTMXMMOCTMN LieNieil cucTemsl 1 paccMaTpuBaemMoro npouecca npuo6peTeHns Uam nocTaBku NPoAYyKLUM
n/vunun ycnyr gns cucteMmbl, a Takxe LenecoobpasHoCTU NCNOMb30BaHUA KOMMYECTBEHHbIX Noka3aTeneli puckos B 40ONON-
HeHne K KaueCTBEHHbIM nokasatensam, onpegensemsiM no FOCT P MCO/M3K 27005. Mpu 3TOM yunTbiBaOT BaXHOCTb 1
KPUTUYHOCTb CUCTEMbI, OTPAHNYEHNA Ha CTOMMOCTb €€ CO3JaHnsa 1 aKcnayaTauun, ykasblBatoT Apyrne yC/ioBuUs B 3aBUCH-
MOCTM OT cneunguKn.

Tpe6oBaHWA CUCTEMHOI WHXEHepun npu NPUHUMAaEMbIX pUCKaX, CBONCTBEHHbIX CUCTEMe-3TanloHy, ABAATCA
Hanbonee XeCcTKMMMN, OHU He YUNTbIBAIOT cneundukm paccMaTpnBaemoli CUCTEMbI, @ OPUEHTUPYIOTCA NTNLLb HA MUPOBbIE
TEXHUYECKMe W TexXHOMorMyeckne [OCTUXKEHUA [ANA YAOBMeTBOPEHUs TpeboBaHWii 3anHTepecoBaHHbIX CTOPOH WU
paumnoHanbHOro peLleHns 3ajay CMCTEMHOro aHanm3a. MNonHo NpoBepke Ha COOTBETCTBUE 3TUM TpebOoBaHMAM MOANEXUT
cucTemMa B LiesIOM, COCTaB/solWme ee MnoAcCUCTEMbl U peasindyemMble MPOoLEeCChl XU3HEHHOTO UWKNa. BbinonHeHne aTux
TpeboBaHuii siBNAeTCA rapaHTueil obecneyeHUs BbICOKOrO kayecTBa W 6e30MacHOCTM paccMaTpuBaemoil CUCTeMbl.
BMecTe ¢ TeM npoBegeHue paboT CUCTEMHOI MHXEHepUn C opueHTauueidn Ha pucku, CBONCTBEHHbIE CUCTEME-ITasoHY,
XapakTepun3ylTcs CyLecTBeHHO 60/1bLINMM 3aTpaTamy No CpaBHEHNIO CTPE60BaHNAMU, OPUEHTUPYEMbIMU HAONYCTUMbIE
pucku, 060CHOBbIBaeMble MO MNpelefeHTHOMY NpuHUMMy. 3To 3aBefoMO yfopoxaeT pa3paboTky paccmaTpuBaemoid
CUCTEMbI, YBE/IMYMBAET BPEMSA [0 NMPUHATUA €B B 3KCM/IyaTtaumnio 1 yA0poXaeT camy 3KcnyaTauuio CUCTEMbI.

Tpe6oBaHNA CUCTEMHOW WHXEHepUU Npu [ONYCTUMbIX PUCKaX, CBONCTBEHHbIX KOHKPETHON cucteme wunm ee
aHanory n 060CHOBbIBAeMbIX N0 MpeLeAeHTHOMY NPUHLUMUMY, SABAAIOTCA MEHee XeCcTKMMU, a UX peanusauns — MeHee
foporocTosiieii No cpaBHEHNIO ¢ TPe60BaHUAMM 411 PUCKOB, CBOWCTBEHHbIX CUCTEME-3TanoHy. Micnonb3oBaHne faHHOro
BapvaHTa TpeboBaHWii 06ycnoBNEHO Tem, YTO Ha NpakTUKe MOXeT okasaTbCHA HelenecoobpasHoil (M3-3a MCNOMb30Ba-
HUS paHee 3apeKoMeHAOoBaBLUNX Ce6A TEXHOMOrUA, N0 3KOHOMUYECKMM UAN WHBIM COOOPaXeHUAM) W HEBO3MOXHON
opueHTauua Ha AONYCTUMbIE PWUCKN, CBONCTBEHHble CUCTEMe-3TanoHy. Bcnefcteue 3TOro MWHMManbHOW rapaHTuei
obecneyeHns HafexHoCTW peanu3aunm paccmMaTpuBaemoro npouecca npuobpeTeHns Man NocTaBkM NPOAYKUMN W/mnu
ycnyr Ans cucTeMbl SIBASIETCA BbINOSHEHWe Tpe60BaHWA CUCTEMHOW WHXEeHepuun Npu [ONYyCTUMOM PUCKE 3akasuuka,
060CHOBbLIBAEMOM MO NpeLefeHTHOMY NPUHLMMY.

TunoBble fONYCTUMble 3HAYEHWUSA KONTMYECTBEHHbIX NOKasaTesieil pUCKoB ANA KaXA0ro U3 npoLeccos npuobpeTteHus
VAW NOCTaBKW NPOAYKUUW M/MAKN YCAYT AN CUCTEMbI OTpakeHbl B Ta6nuue I.1. Mpu aTomM nepnog NporHosa Ans pacyeTHbIX
nokasatesneii nog6upatT Takum 06pa3om, 4TOObl BEPOATHOCTHbIE 3HAYEHUSI PUCKOB He NMpeBbianyu JonycTuMble. B aTom
cnyyvae A1 3aaBaemMblX Npy MOJeNVPoBaHNN YCNOBUI UMeeT MeCTO rapaHTus HafeXxHoi peanusaunm paccmaTpusaemMoro
npouecca B TeyeHue 3afjaBaemMoro nepuoga nporHosa.

Ta6nuuya [1— MNpumep 3agaHnst SONYCTUMbIX 3HAUYEHWI PUCKOB

fonycTumoe 3HauyeHue pucka
(B BEPOATHOCTHOM BblpaxeHunu)

Mokasatens npu opueHTauun Ha npu opueHTaLun Ha
o6ocHOBaHue No o6ocHoBaHne ans
npeyeseHTHOMY NpUHUUNY cucTeMbI-3TanoHa

Puck HapyweHua Tpe6oBaHuii no 3awute nHopmauum B npo-
uecce npuobpeTeHnsa uayM NocTaBku NPOAYKUUW u/vnam ycnyr
ONS cUCTeMbl He Bbiwe 0.05 He Bbiwe 0.01
WHTerpanbHblii pUCK HapylleHUs peanusauuu npouecca npu-
obpeTeHnsa NPoAYKUMUN W/MAN yCnyr NS CUCTEMBI C y4eToM Tpe-
60BaHuii No 3awuTe UHhopmaum He Bbiwe 0,10 He Bbiwe 0.05
WHTerpanbHblii  pUCK HapylleHuss peanusauyun npouecca
nocTaBkv MNPOAYKUUW W/WAW yCcnyr Ans CUCTEMbI C Y4YeTOM
Tpe6oBaHWii No 3awmTe nHopmaLnm He Bbiwe 0,10 He Bbiwe 0.05
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Mpunoxexne
(cnpaBo4HOE)

anMeprIVI nepeyeHb MEeTOANK CUCTEMHOTO aHannsa onda npouyeccos I'IpVIOGpeTeHVIFI n nocrtaBku

[.1 MeToavka NporHO3MpoOBaHWA pUcka HapyLueHus TpeboBaHuii no 3awute MHopmaymmn B npoLecce npuobpeTe-
HMA NPOAYKLUN N/MNN yCnyr AN CUCTEMBI.

[.2 MeToavKka NpPOrHO3NpoOBaHUS MHTErpasnbHOrO pUCKa HapylleHus peanusauuu npouecca npuobpeTeHus npo-
AyKuuy n/vnu ycnyr ansi cMcTeMbl ¢ y4eTom Tpe6oBaHuii No 3awmnTe nHdopmaLmm.

0.3 MeToankn 060CHOBaHMS A4ONYCTUMbIX PUCKOB 1 HOPMbl 3h(PEKTUBHOCTU 3alnTbl MHDOpMaLun ANs 3aAaBae-
MOV mogenu yrpo3 6esonacHocTv UHopmaummn (B TepMUHAX pUcka HapylleHus TpeboBaHuii No 3awmuTe nHdopmauun n
MHTErpasbHOro pucka HapylleHusa peanusayun npouecca npuobpeTeHns NPoAyKLUN Wuam ycnyr Ans cUCTeMbI C y4eToM
TpeboBaHmWil Mo 3alnTe nHhopmauum).

[.4 MeToanKM BbISIBIEHUA SIBHbIX W CKPbITbIX HEJOCTATKOB npolecca npuobpeTeHns npoaykuun un/wnav ycnyr ans
CMCTEMbI C UCMOJIb30BaHMEM MPOrHO3UPOBAHNSA PUCKOB.

0.5 MeToaukn o60cHOBaHUS nNpefynpexaaoLmnx aeiicTBuii, HanpaB/ieHHbIX Ha AOCTUXEHNE Liefeil npoLecca npu-
obpeTeHnsa NpoAyKuMn U/Wan ycnyr gnsa cucTeMbl 1 NPOTMBOAENCTBUE yrpo3aM HapylleHus TpeboBaHuil no 3aluTe VH-
hopmaumu.

[.6 MeToaukm 060CHOBaHMA NPeAOXKeHN A N0 COBEPLLUEHCTBOBAHMIO 1 Pa3BUTUIO CUCTEMbI 3aLWUTbl MHopMaLmmn
no pesysibTaTaM CUCTEMHOrO aHann3a npolecca NpuobpeTeHns NPOAYKLUN /MW YCAYT ANA CUCTEMbI.

0.7 MeToanka NpOrHO3MPOBaHNA pucka HapylleHus TpeboBaHWil Mo 3alwuTe nHopmayun B NpoLiecce noctasku
nNpoAYyKUMN n/unu ycnyr gns cucTemsl.

[.8 MeToanKka NpOrHo3npoBaHUS MHTErpasibHOro puUcKa HapyLleHus peanusaymmn npoLecca noctasku NpoayKuum u/
AW yCnyr 4ns CUCTeMbl € y4eToM Tpe6oBaHuii No 3awute nHopmaymu.

0.9 MeToankn 060CHOBaHNA [ONYCTUMbIX PUCKOB U HOPMbI 3¢ hEeKTUBHOCTYU 3alynTbl UHCOpPMaLun AN 3ajaBa-
emoii mogenu yrpo3 6esonacHocT Hdopmauun (B TEpMUHAX pUcka HapylieHus TpeboBaHuii no 3awmTe nHdopmauum
1 MHTErpanbHOro pucka HapylleHus peanusauun npouecca B npouecce NocTaBkW NPOAYKUUN W/WAN yCNyr ANA cucTembl
€ y4eToM Tpe6GoBaHuii No 3aluTe MHopmayun).

.10 MeToAMKM BbISIBAEHNA ABHbIX U CKPbITbIX HEAOCTATKOB NpoLiecca NocTaBkn NpoAyKLUWN U/unn ycnyr gns cucte-
Mbl C NCMNO/Ib30BaHNEM NPOrHO3VPOBAaHNS PUCKOB.

[.11 MeToavkn o60CHOBaHNA NpegynpexaaloLmnx AeicTBuiA, HanpasieHHbIX Ha JOCTUXEHWE Leneii npoyecca no-
CTaBKM MPOAYKLMU M/Mnun ycnyr Ana CUCTeMbl U MPOTUBOAENCTBME Yrpo3amM HapylleHus TpeboBaHmii No 3awmTe nHdop-
YEITZI7N

[.12 MeToaukn 060CHOBaHMSA NPeA0KEeHN A MO COBEPLIEHCTBOBAHMIO U PA3BUTUIO CUCTEMBI 3aLLNTbI MHhopMaLlmn
no pesyfbTataM CUCTEMHOrO aHann3a npolecca NocTaBku NPOAYKLUKM U/MAW YCAYr ANA CUCTEMBI.

MpumevaHunsn

1 CucTeMHO OCHOBOW AN1A CO3[aHUsA MeTOAUK CNYXaT MOSIOXEHUs pa3fenos 5—7. MeToAbl U MOAENN Npuioxe-
HUs B.

2 C yyeToMm cneumnukm cucteMbl JonyckaeTcsa NCNob30BaHNe Apyrnx Hay4Ho 060CHOBaHHbIX METOA0B, MoAenei,
MeTOAVK.
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MeTogmnyeckne pekomeHgaLlmnm no NnpoBeeHnIo N1aHoBbIX NPOBEPOK CYy6bEKTOB 3/1EKTPOIHEPTETUKN, OCYLLEeCTBSA-
OLWNX AEATENbHOCTb N0 NPOVN3BOACTBY 3/IEKTPUYECKOW IHEPTUN HA TENI0BbIX 3/TEKTPUYECKUX CTaHLMAX, C UCNO/b-
30BaHWEM PUCK-OPUEHTMPOBAHHOIO noaxoaa (YTBepxaeHbl npukadom PocTtexHagsopa ot 5 mapTta 2020 r. Ne 97)

MeToanyeckne pekomeHfauuy nNo NPoBeAEHNI0 NIAHOBbLIX NMPOBEPOK AeATE/IbHOCTU TeNN0CHaGXaloLW X opraHm-
3auuii. TENNOCETEBbLIX OpraHM3auuii, aKCNyaTUpyLLMX Ha NpaBe COGCTBEHHOCTW WM HA UHOM 3aKOHHOM OCHO-
BaHWN 06beKTbl TENI0CHAGXEHNS, NPY OCYLLEeCTBAEHNN (hefepanbHOro rocy4apcTBEHHOro 3HEPreTUYeckoro Hag-

30pa C 1CNob30BaHNEM PUCK-OPUEHTUPOBAHHOrO noaxoda (YTeepxieHsl npukasom PoctexHagsopa oT 20 uons
2020 1. Ne 278)
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