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Mpepgucnosue

1 NOATOTOBNEH ®epepanbHbIM roCcyfapCTBEHHbIM GHOMKETHLIM 06pa3oBaTesibHbIM YUYpeXaeHnem
BbICLLUEro ob6pa3oBaHns «Poccuiickuini akoHoMuYeckunin yHusepcuteT um. .B. MNMnexaHoa» (PFBOY BO «P3Y
um. I.B. MnexaHoBa») Ha OCHOBE COBGCTBEHHOTO NepeBoa Ha PYCCKuil A3blK aHINM0A3bIYHOM BEepCMn MexXayHa-
pofHoro ctaHfjapTa, ykasaHHOro B nyHkre 4

2 BHECEH TexHnyecknuMm KoMuTeToMm no ctaHgaptusaunmn TK 22 «NHdpopMaunoHHblie TeXHONorm»

3 YTBEPXJEH VI BBEJEH B ,EI,EI7ICTBVIE Mpukaszom defepasibHOrO areHTCTBa N0 TEXHUYECKOMY pe-
ryNMpoBaHunio 1 MeTponornu oT 4 ceHTabps 2018 r. N» 558-cT

4 HacToswwii cTaHAapT UAEHTUYEH MexAayHapogHomy cTaHgapTy WCO/M3K 24767-2:2009 «WHdop-
MaLMOHHble TexHosorMun. besonacHocTb goMaluHel ceTu. YacTb 2. BHyTpeHHue cnyx6bl 6e3onacHocTu. bes-
onacHbIli MPOTOKON CBSA3U ANS CBA3ylOLEero nporpammHoro obecneyexus (SCPM)» (ISO/IEC 24767-2:2009.
«Information technology — Home network security — Part 2: Internal security services — Secure communica-
tion protocol for middleware (SCPM)», IDT).

Mpu NpMMEHeHNN HaCTOALLEro cTaHJapTa PEKOMeHyeTCa NCNO/b30BaTb BMECTO CCbI/IOYHbIX MeXyHa-
POAHBIX CTaH4apPTOB COOTBETCTBYIOLLME UM HaLMOHa/IbHble CTaHAapTbl Poccuiickoli ®epepaunm, ceefeHns o
KOTOpPbIX NpvBeAeHbl B fOMO/THUTENLHOM NpunoxeHun JA

5 BBEJIEH BMNEPBbIE

MpaBuna npuMeHeHUs HaCcTOSALWEro cTaHAapTa YyCTaHOB/eHbl B cTaTbe 26 defepasbHOro 3akoHa
oT 29 mioHA 2015 r. N9162-03 «O cTaHgapTwm3auuu B Poccuiickoii ®egepaumun». NIHhopmauus o6 name-
HEHMAX K HacTofAWeMy cTaHaapTy nybsmkyeTcs B eXerogHom (Mo COCTOSHMI0O Ha 1 AHBapsa TeKyLwero
rofa) UHOPMaLMOHHOM yKazaTene «HaunoHaslbHble CTaHAapThi», a ohuLMabHbIi TEKCT U3MEHEHWIA
M NonpaBOK — B e€XeMeCAYHOM MH(opMaunoHHOM yKa3aTene «HauuoHanbHble cTaHgapThi». B cnyvae
nepecMoTpa (3amMeHbl) UM 0TMEHbl HACTOALWEro cTaHAapTa CooTBeTCTBYLWEee yBeJoMIeHe bygeT
ony6/NKOBaHO B GAMKAMLLEM BbIMYCKE €XEMECSYHOro MHOPMALMOHHOIO yKkasaTensa «HaunoHanbHble
cTaHgapTbi». CooTBeTCTBYyWasa nHpopmauns, yBeJoMIeHEe N TEKCThl pasMeLLalnTCca Takke B UH-
chopmaLMOoHHOI cucTemMe obLLero Nofb3oBaHNs — Ha oduumansiiom caiTe degepanbHOro areHTCcTBa no
T EeXHUYEeCKOMY perynMpoBaHuio 1 MeTponorum B ceTun HTepHeT (wWww.gost.ru)

© CraHpgapTuHdopM. odpopmieHue. 2018

HacTosiwuii cTaHgapT He MOXeT GbiTb MOJIHOCTBIO UM YACTUYHO BOCMPOU3BEAEH, TUPAXVNPOBAH U pac-
MPOCTPaHEH B Ka4YecTBe OhULMANbHOTO N3faHns 6e3 paspelleHns defepasibHOro areHTCTBa No TEXHUYECKO-
My peryMpoBaHuio U MeTposiorum
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BBepeHne

NCO (MexpayHapogHas opraHusaums no ctaHgaptusauun) u MIK (MexayHapoaHas 3/1eKTpoTexHUYe-
cKas Komuccus) 06pasyloT crneLuanm3vpoBaHHy0 CUCTEMY BCEMUPHON cTaHAapTu3auun. FocyaapCcTBeHHble
opraHbl, aaswowmecs ynedamu NCO nnn M3K, yyacTByloT B pa3paboTke MexayHapoAHbIX CTaHAapToB Mo-
CpefiCTBOM TEXHUYECKNX KOMUTETOB. YuyacTue B paspaboTke cTaHAapTa B KOHKPETHON 06/1acTv MOXeT npu-
HATb /110601 3aMHTEpecoBaHHbI opraH, seaawwwmics yuneHom NCO nan M3K. [ipyrue mexayHapogHble opra-
HM3auun, NpaBuTeIbCTBEHHbIE N HENPABUTENIbCTBEHHbIE, KOHTaKTUpyowme ¢ MCO n M3K. Takke npuHuMaoT
yyacTue B paborte.

B o6nactn nHdopmaymoHHbIx TexHonormii MICO n M3K yupegunu O6beavHEHHbI TEXHUYECKUI KO-
muteT. MCO/M3BK CTK 1. MNpoekTbl MeXAyHapoaHbIX CTaHAAPTOB, NOArOTOB/EHHblIE O6beANHEHHbIM TEXHU-
YeCkMM KOMUTETOM, PacCbiNaloTCA HauVOHalbHbIM KOMUTETam Ha rosiocoBaHve. lMy6nvkauus B kadvecTse
MeXAyHapofHOro craHfjapra TpebyeT yTBEPXAEHNS He MeHee yeM 75 % HauMOHasIbHbIX KOMUTETOB, yva-
CTBYHOLLMX B rof10COBaHNM

OdmymnansHble peweHna unm cornaweHns M3K n MCO no TexHuyeckMM BOMpocaMm BblpaxKaloT, Ha-
CKOJIbKO 3TO BO3MOXHO, MeXAyHapoAHOoe CornacoBaHHOe MHEHWE Mo OTHOCALLMMCS K ey Bonpocam, Tak Kak
KaXAabl TEXHUYECKUI KOMUTET UMeEeT NpescTaBuTeNein OT BCeX 3aMHTEPECOBaHHbIX HALNOHA/IbHbIX KOMUTE-
TOB — yneHoB M3K n NCO.

My6nukauum M3K. NCO n MCO/M3IK nmetoT hopmy pekomeHgauuin Ans mexgyHapoaHOro ucnosnb3®
BaHMA M NPUHUMAIOTCA HaLUOHa/IbHbIMU KOMUTETAMU — YneHamm M3OK n NCO MMeHHO B TaKOM NOHUMaHUN.
HecmoTpsi Ha BCe NPUIOXEHHbIe yCUnuna Ana obecneyeHns TOUHOCTV TEXHUYECKOTO CoAepXaHus nybnukawuii
M3K. MCO n NCO/M3K. M3K unn NCO He HecyT OTBETCTBEHHOCTb 3a TO. KakuM 06pa3oM OHW MCNO/b3YHTCA
UK 3a UX HEMPaBU/IbHYIO TPAKTOBKY KOHEYHbIM MOJIb30BaTe/IeEM.

B uenax obecneyeHna mexayHapogHon yHudukauuu (e4UHOR CUCTEMbI), HaUWOHaIbHbIE KOMUTETbI
M3K 1 NCO 0653yt0TCs 06ecneynTb MakcMaibHyo NPO3pavyHOCTb NPUMEHEHUA MexXAyHapoAHbIX CTaHAap-
ToB M3K. MICO 1 NCO/ M3K, HackonbKo 3TO NO3BONSIOT rOCYapCTBEHHbIE N PETMOHANbHbIE YC/I0BUSA AAHHO
cTpaHsbl. Jllob6oe pacxoxaeHne mexgy nybnukauuamy MCO/M3K n cooTBETCTBYIOLMMU HALMOHAIbHBIMU UK
pernoHasibHbIMY CTaH4apTaMun AO/MKHO ObiTb YETKO 0603HAYEHO B NOCNELHNX.

NCO n M3K He npegycmatpusatoT npoueaypbl MapkKupoBKN U HE HECYT OTBETCTBEHHOCTb 3a Ntoboe 060-
pygoBaHue. 3asB/IEHHOE Ha COOTBETCTBME OfHOMY U3 cTaHgapTos NCO/M3K.

Bce nonb3osaTtenut [O/KHbI YLOCTOBEPUTLCA B UCMOMb30BAHUM NOC/EAHEro n3faHusa HacToswel ny-
6nunkaumn

M3K v NCO. nx pyKoBOACTBO, COTPYAHWKM, Cnyxaliue wau npeactaBuTeny, BKIYas OTAESbHbIX
3KCMEepPTOB U YIEHOB UX TEXHUYECKUX KOMUTETOB, a Takke Y/ieHbl HauuoHaslbHbIX KomuTeToB M3K nunn NCO
He HecyT OTBETCTBEHHOCTM 3@ HecuyacTHble C/yyYaun, MaTtepuasbHblid yulepd nanm MHOW HaHeceHHbI yuiepb
NPSAMOWA NN KOCBEHHbIN, UK 3a 3aTpathl (BKNOYasA CyfebHble N3gepXkn), NOHeCeHHble B CBA3W € ny6avkauu-
el unn BcneacTBMe UCNosb30BaHnsa HacToswe nyonvkaumm NCO/M3K nav gpyroin ny6nukaunm M3OK. CO
nnn NCO/M3K.

Oco60ro BHMMaHWA TpebyeT HopMaTVBHasA AOKyMEHTaLus, uutupyemas B HacToswei nybavkauuu. Vc-
N0/1b30BaHNE CCbI/IOYHbIX JOKYMEHTOB HEO6XOAMMO A5 NPaBUIbLHOTO NPYMEHEHNSA HacToALWeRn nybankauum

O6paLiaeTcs BHUMaHWe Ha TO. YTO HEKOTOPbIE 3N1EMEHTbI HACTOALWEro MexayHapoAHOro ctaHjapTa Mo-
ryT 6bITb 06BEKTOM NaTeHTHbIX NpaB. ICO n M3K He HecyT OTBETCTBEHHOCTU 3a OnpefesnieHne Kakoro-mbo
UM BCEX TakNX NaTeHTHbIX Npas

MexgayHapogHblli ctaHgapT NCO/M3AK 24767-2 6bin paspaboTaH nogkommutetom 25: «B3ammocBA3b
o6opyaoBaHusa ons MHPOPMaLMOHHBLIX TexHonornii» O6beanHEHHOTO TeXHUYeckoro komuteta MCO/M3IK 1
«NHhopMaUnOHHbIe TEXHONOTUN»

MepeyeHb BCEX UMEIOLLUXCS B HACTOsILLEe BpeMs yacTell cepun MCO/M3IK 24767 nop, 06LLMM Ha3BaHU-
eM «MHopmaLnoHHble TexHonorun. besonacHocTb AoMallHeli ceTu» npegcTaBneH Ha caiite M3K.
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HALUWMWOHANbBbHBIWKN CTAHALAPT POCCUWNCKOW OEJLEPALUNMU

MHd opmaLnoHHbIe TEXHONOTUN
BE30OMACHOCTb JOMALLUHEWN CETU
YacTb 2

BHyTpeHHMne cnyx6bl 6e30nacHoOCTHU.
Be3onacHblii NPOTOKON CBSA3M A1 CBA3YIOLWEr0 NporpammMHoro obecneveHunsa (SCPM)

Information technology. Home network security. Part 2. Internal security services. Secure communication protocol for
middleware (SCPM)

fNata BBegeHna — 2019—02—01

1 06nacTtb NpUMeHeHMUA

HactosAwwmi ctaHgapT onncbiBaeT 6€30nacHOCTb 060PyA0BaHUSA C OTPaHNYEHHbIMU BO3MOXHOCTAMMN C
TOUKM 3PEHUSI NPYMEHEHNA NHIOPMALMOHHbIX TEXHOIOTWI B AOMALLHNX CeTAX. Be3onacHblii NPOTOKON CBA3M
[ANA cBA3yOLWEro nporpammHoro obecnevenns (SCPM) npexge Bcero paspabotaH ANS NOAAEPXKN CETEBOMN
6e3onacHocTn (cM. 5.2) o6opyAoBaHus, He NOAAEPXMBAIOLLEro NPOTOKO/bI MHTEpPHeT-6e30nacHoCTH, Takue
kak IPSec nnu SSL/TLS. HecMOTpsi Ha TO. YTO AaHHbI NPOTOKO pa3paboTaH ANS He3allWLLEHHON nepesayn,
OH TaKKe MOXeT UCNO/b30BaTbCA 4718 APYrMX TUNOB NepeAayn AaHHbIX. PasymeeTcsi kaueCTBEHHbI YpOBEHb
cnyx6 6e3onacHoctn npotokona SCPM He COOTBETCTBYET YPOBHIO MPOTOKO/IOB MHTEPHET-6e30nacHOCTH, HO
obecneumBaeT 6e3onacHoe NOAKNIOYEHME TaKoro MPOMEXYTOYHOrO MPOrpaMMHOr0 obecneyeHns B pamkax
[oMallHeli ceTu.

MpoTtokon SCPM He 3aMeHsieT CyLlecTBYIOLWMe MexaHn3Mbl o6ecneyeHns 6e30nacHoCT NMPOTOKO/IOB,
KOTOpble YXXe O6blNn 0ny6/MKOBaHbI.

Mpotokon SCPM obecneynsaeT 6€30MacHOCTb Ha CETEBOM YPOBHE W HE OCHOBAH Ha KakoM-11n6o oco-
60m cnocobe nepefaun AaHHbIX. HacToAWMIA cTaHAAPT COAEPXUT NoAPOOHbIE TEXHUYECKe cneymdukalm
nogaepXxuBaeMbix cnyx6 6esonacHocTv, Heo6xoarMble hopMaThl COOGLLEHNI, NHEPOPMALMOHHbIE NOTOKU K
06paboTKy AaHHbIX hparMeHToB uHopMaLum, Heo6xoaumMble 419 peasM3auny AaHHoro NpoTokona.

Takum 06pas3om, B HACTOSALLEM CTaHAApPTe He paccMmaTtpyBaloTcs Npo6aemMbl cpefbl AaHHbIX UK 06Lwei
apXMTEKTYpbl cMcTeMbl 6e30NacHOCTV U He OXBauyeHbl BCE TEXHOMOMMK AOMalLHUX ceTell. OnucaHHbIl B Ha-
CTOALLEeM CTaHAapTe MPOTOKON He 3aBMCUT OT MHCOPMAaLMOHHOW cpeAbl. B cTaHAapTe pernameHTupytoTcs
cnyx6bl 6e30nacHOCTM Ha CEeTEeBOM YPOBHE A1 NPOTOKO/SIOB, KOTOPblE HE MMEKT KOH(/IMKTYIOLEN CXembl
agpecauun Ha ceTeBoM ypoBHe. Cnyx6bl 6e30nacHOCTM CeTEBOro YpOBHSA NpeAcTaBfeHbl COYeTaHMeM uc-
Nosib30BaHNA KpUNTorpauyecknx 1 3awuTHbIX MexaH13mMOoB.

Kaxablii NpOTOKON AO/MKEH COAepXaTb NOAPOGHYI0 MHEhopMaLMio Mo peann3auuy AaHHOR 3awuTel. Ana
cuctembl HES. noagepxuBatoLieii 601ee o4HOro nNpoTokona, TpebyeTcs LW/03 NPOTOKOOB.

Takum 06pa3oM, HacTOAWMIA cTaHAapT He onpefensieT Kakoi-nmbo KOHMETHbIN TUN NPUIOXKEHUSs, 3a
UCKNIOYEHNEM YMpaB/ieHNs K1loYaMmn, KOTOPOe XU3HEHHO HeOOXoAMMO ANA N60oN Cnyxobl 6e30MacHOCTY.
Tem He MeHee, orpaHMyeHuns No TMnam NPUIOXKEHWHA, NCNOoMb3yeMblX ¢ NPOTOkoSIoM SCPM. oTCyTCTBYIOT.

2 HopmaTtuBHbIe CCbl1KK
[na nonb3osBaHWsA HaCTOALWMM CTaHAAPTOM HeobxoAuMMbl cnefyowme ctaHgapTbl. 418 gatupoBaHHbIX

CCbI/IOK MPYMEHSIOT yKa3aHHyl0 BEPCUIO CCbIZIOYHOTO cTaHaapTa. s HeAaTupoBaHHbIX — nocnegHee n3aa-
HVe cTaHgapTa (Bktoyas Nobble nonpasku K HEMY).

MN3paHne o uymnanbHoe
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ISO/IEC 10116, Information technology — Security techniques — Modes of operation for an n-bit block
cipher (ISO/1EC 10116, ViHthopMaLnOHHbIe TexHonorum. Metoabl ob6ecneveHus 6e3onacHocTu. Pexumsbl pa-
60Tbl ANS N-6BUTOBbIX 6/I0YHBIX WNCPOB)

3 TepMuHbI, onpeaeneHns n cokpalieHus

3.1 TopmuMmbl 1 onpepeneHus

B HacToswem cTaHAapTe NPYUMEHEHbI CriefyloLme TEPMUHbI U onpefeneHns.

3.1.1 KoHmnaeHunanbHOCTL: CBOICTBO, 0ob6ecneumsaioLllee HefOCTYNHOCTb W HepasrialeHne WH-
hopmauuy HeynosTHOMOYEHHbIM NiLLaM, opraHmM3aumuam 1uam npoueccam.

3.1.2 ayTeHTudmkauma gaHHbix: Cnyxba, ncnonblyemas g1a obecneyeHns KOppekTHol Bepuduka-
LM UCTOYHVKA A@HHBIX, 3a5iB/IEHHOrO CTOPOHON A1 YCTAHOB/IEHWSA KaHasa CBA3W.

3.1.3 UeNnocTHOCTb AaHHbix: CBOICTBO, NoATBEpXAatllee, YTO faHHble He OblIM W3MEHEHbl WU
YHUUTOXEHbI HEpa3peLLleHHbIM 06pa3oM.

3.1.4 y3en ycTaHOBKM Kntoya: OpraH, OTBETCTBEHHbIV 3a reHepupoBaHve, pacnpocTpaHeHne Kioyei
1 ynpas/fieHne nmu.

3.1.5 MAC-agpec: MNMoacnoii ypoBHSA ynpaBneHus 4OCTYNOM K cpefie nepefayun KaHaslbHOro YpoBHS UC-
MoJib3yeMoro npoTokosia nepefjayn AaHHbIX.

3.1.6 kagp coob6uieHna: MuHMManbHbIA 610K JaHHbIX, NepefaBaemblil Mexay Y3N0M AoMallHuX
YCTPOICTB U CUCTEMOIA ynpaBneHns foMaLlHMK YyCTPOCTBaMMU.

3.1.7 BHenosiocHaAa nepegaya gaHHbIX: Vcnosib3oBaHne CpeficTB nepefadn AaHHbIX, OT/INYaloLmXCca
OT TeX. KoTopble TpebyloTcs ANA nepefayun AaHHbIX N0 KaHasy CBA3WN.

3.1.8 3anpawuBaemas cnyxba: CeTeBoii y3en, oTBeYaloWmii Ha ciyxebHble 3anpoch.

3.1.9 nHuumnaTop cnyx6bl: CeTeBoit y3en, KOTOPbIN UHULMUPYET CryXebHble 3anpochl.

3.1.10 ayTeHTudMKaLma nonb3oBatens: Cnyxba gns obecneyeHns KOPPEKTHOW NPOBEPKA UAEHTK-
dvKaLMOHHOM MHDopMaLMK, NpeAcTaBNEeHHON yYacTHUKOM KOMMYyHMKauuu. Mpu aTom cnyx6a aBTopu3auum
obecneunBaeT AOCTYN UAEHTUMDULMPOBAHHOTO 1 aBTOPU30BAHHOIO NO/Ib30BAaTENA K KOHKPETHOMY YCTPOWCTBY
UM NPUIOXEHNIO fOMALLHENR ceTu.

3.1.11 6bITOBaA TeXHMKA: YCTPOWCTBA, MPUMEHSEMbIe B MOBCEAHEBHON XU3HWN, HaNpUMep KOHAMULMO-
Hep, XONOAWbHUK. U T.4.

3.2 CokpaueHus

B HacToslleM cTaHAapTe NPUMEHeHb! CreAytoume CoKpalleHns:

ADATA — (Application DATA (7.1.5)) gaHHble npunoxexus (7.1.5);

BC — (Byte Counter (data length in bytes of the following data payload (sizeof ADATA)]) cueTuuk
6aiiToB [gIMHA faHHbIX B 6aliTax nocneaywoLLein nonesHoii nHpopmaunn (pazmep ADATA)];

BCC — (Block Check Code (7.2.6)) kof npoBepku 610KoB (7.2.6);

CBC — (Cipher Block Chaining) cuenneHvue 6/10k0B LndpTEKCTA:

CPU — (Central Processing Unit) ueHTpanbHoe npoueccopHoe ycTpoicTteo (LMY);

DA — (Destination Address (of a message frame)) agpec HasHaueHus (kagpa coobLLeHuns);

DCL — (Data-Link Layer) kaHasibHbli1 YpOBEHb;

DES — (Data Encryption Standard) ctaHaapT WndpoBaHUs faHHbIX;

DH — (Diffie-Hellman (was the first published pubtic-key algorithm and it can be used for key dis-

tribution)) anroputm [Anddm-Xennmamna (6bi1 NepBbiM  ONy6IMKOBAHHLIM - a/IfTOPUTMOM
LUNAPOBAHUSA C OTKPBITHIM K/TOHOM U MOXET UCMOJIb30BaTLCA A1 PACNPOCTPAHEHUS KTHOUEN);

DoS — (Denial of Services) oTka3 B 06CcnyxusaHuu;

HD — (HeaDer (of the message frame)) 3aronoBok (kagpa coobLeHns);
HES — (Home Electronic System) gomallHAa 3N1eKTpOHHasA cuctema;

P — (Internet Protocol) nHTepHeT-NpoOTOKO;

IPSec — (IP Security protocol) npoTokon 6e3onacHoCcTU VHTepHEeT-NPOTOKONa;



FOCT P NCO/M3K 24767-2—2018

IPv4 (Internet Protocol version 4) IHTepHeT-NpoTOKO, Bepcus 4;

IPv6 (Internet Protocol version 6) IHTepHeT-NpoTOKON, Bepcus 6;

v — (Initialisation Vector) BekTop nH1umanusaymm (CMHXpONochIka):

KSN — (Key Setting Node) y3en ycTaHOBKM Koua:

MAC (Message Authentication Code) kog NpoBepkn NOA/IMHHOCTU COOOLLEHUS;

MDAS — (Message Data Authentication Signature) nognncb NPOBEPKM NOA/IMHHOCTW AaHHbIX COO6LLEHUS;
PBC — (Plain text data part Byte Counter (data length in bytes of the following data) cueTunk 6aiiToB

He3almngpoBaHHOM TEKCTOBOIW YacTu AaHHbIX (4/IMHA AaHHbIX B Gaiitax nocregytoLlen
nonesHoli uHdopmauun (pasmep ADATA)):

PDG (PaDdinG) xonocTtoe 3anosiHeHne (fONosIHEHWE);

PADATA — (Plain text Application DATA) He3awnpoBaHHbIE TEKCTOBbIE AaHHbIE MPUIOXEHNUS;

PIN — (Personal Identification Number) nepcoHanbHbIil nAEHTUDUKALMOHHBIA KOo4;

SA — (Source Address (of a message frame)) agpec uctouHuka (kagpa coobLieHus);

SCPM — (Secure Communication Protocol for Middleware) 6e3onacHblii MpPOTOKONA CBA3W AN
NPOMEXyTOYHOro NMPorpaMMHoro obecneyeHus:

SHD — (Secure Header) 3alunLLeHHbIN 3aronoBOK.

SNF — (Sequence Number Field) none nopsgkoBoro Homepa;

SSL — (Secure Sockets Layer) ypoBeHb 3aLiuLLEeHHbIX COKETOB:

TLS — (Transport Layer Security) npoTokon 6e30nacHOCTV TPAHCMNOPTHOTO YPOBHS,

XOR — (exclusive OR) uckniovatowee VIA.

4 CooTBeTCTBUE

B cooTBeTCTBUM C HACTOALMM CTaHAAPTOM NMPUMEHUMO HUXecnedyoLee:

a) CTpyKTypa A0/hKHa COOTBETCTBOBaTbL TPeO6OBaHMAM, U3/TOXEHHbIM B pasgene 6;

b) chopmart kagpa Coo6LEeHNs [O/MKEH COOTBETCTBOBATb TEXHUYECKUM TPe6GOBaHUAM, U3/I0KEHHBLIM B
pasgene 7,

C) anropuTMbl 1 npoueaypbl 06paboTkn AO/MKHBI COOTBETCTBOBATb TEXHUYECKUM TpeboBaHUSAM, U3/10-
XeHHbIM B pasgerne 8;

d) ynpaBneHue ki4aMu [O/HKHO COOTBETCTBOBATb TEXHMYECKMM TPebOBaHUAM, W3NOXEHHbIM B pas-
fene 9. 970 gocturaeTtcs nyteM obecneyeHns COOTBETCTBUA MHULMAIM3ALNMN KNoYa TEXHUYECKUM TpeboBa-
Huam 9.2.1.

5 MpoeKkTHblIE peleHnsi BHYTPEHHUX cyx6 6e30nacHOCTM ANt AOMALlIHUX ceTel

5.1 O6uwue nosoxXeHus

Mo mepe Toro, Kak Bce 60sbLLEE KO/IMYECTBO ObITOBbLIX MPUOOPOB NOAKMOYAETCA K 4OMALLHUM CETAM,
XUTenun 4oMoB Bce 6osblue 6ecnokoATcs 0 6e30NacHOCTU CBOEro MMyLLecTBa. Takum 06pa3om, ogHa U3 Hau-
60nee akTyanbHbIX UCCeAoBaTe/IbCKUX NPO6/IeM, KOTOpble HYXHO pPelwnTb AN YA0BAETBOPEHUS NoTpebHo-
CTeill nonb3oBaTeneii — 310 obecneyeHne 6esonacHocTu. V. ecnu npobiema 3awmnTbl OT BHELIHUX Yrpo3 ce-
rofiHS1 OBOJ/IbHO YCMELIHO pPeLlaeTcs C UCMOMb30BaHWEM TaKMX peLleHuid, kak npoTokonsl IPSec nnum SSUTLS
(cm. Bubnuorpadmio cneundpmkaumii SSL/ITLS), To npobnema 3awutbl OT BHYTPEHHUX YIPO3 NO-MPeXHeMy
OCTaeTCsl HepeLueHHON M3-3a HEeCKOSIbKMX W3MEHSIOLMXCA KpuTepueB. HacTosilwmii cTaHgapT onpegenset
TpeboBaHus K cnyx6am BHyTpeHHeli 6e30nacHOCTN AN AOMALLHNX 3/1EKTPOHHbIX CUCTEM M AOMALLHNX CeTel.

BHyTpeHHsA fomallHas ceTb TpebyeT 3awmnTel. OfHako He BCe 060pyAOBaHMWe, HaxoAsleecs B JoMe
noA KOHTPONEM, HyX[aeTcsi B OAMHAKOBOW 3awute. MOXHO NpeaycMOTpeTb Kak MUHUMYM TpU YPOBHS 3a-
WmnTbl. HekoTopoe o6opyaoBaHne NoaaepXnBaeT NosHbli cTek IP-NPOTOKOOB C pas/IMYHbIMK MPOTOKOIaMKN
3alWuTbl, NP TOM YTO APYrne yCTPOKCTBA ABNSIOTCA HE3aBUCUMbIMU, U NO3TOMY A1 HUX 3aluuTa MOXET He
TpeboBartbcA BOOGLLEe. MOMUMO ABYX faHHbIX KaTEropuii cyliecTByeT 060pyaoBaHue, KOTOpoe HyXaaeTcs B
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3alinTe, HO He NoAAEPXMBAET NOJHbLIA KOMNIEKT NPOoTOK0NO0B IP. Lienb HacTosLero ctaHgapTa — obecneunTb
3allMTy Takoro NpoOMeXyToYHOro 060py0BaHus, KOTOpoe He noaaepxueaeT npoTokonsl IP. MpoTokon SCPM
obecneunBaeT pasfivyHble CyxObl 6€30NacHOCTN Ha CeTEeBOM YPOBHE W He 3aBWCUT OT cpefbl AaHHbIX, 3a-
WMLLas Takum obpa3oM KOMMYHMKaLUWUW OT BTOPXEHWUI BO BHYTPEHHIOK AOMALLHIO CETb.

Lna npyMeHeHna Mep 3awuTbl Yepe3 VIHTepHeT ANs GbITOBOW TEXHWMKM MOXHO afanTupoBaTb cylie-
CTBYIOLLME peLLEHMs], Takne Kak npoTokosibl IPSec unu SSL/TLS. Kom6uHauus npotokona SCPM u cyuwiecTBy-
IOLLMX PELLUeHNA, HACTPOEHHbIX Hafnexalium o6pa3oM, B COYETaHUN C TEXHOOTMEN MeXCeTeBON 3alluTbl
YZO0BNETBOPUT KPUTEPUSIM HU3KOA CTOMMOCTM M C/IOXHOCTK, U ByAeT NPUYUHATL MUHUMAsbHbIe Heyno6CcTBa,
obecrneuymsBas Npu 3TOM KaYeCTBEHHYI0 3aLUUTYy fjoMa OT Yrpos.

Ha pvicyHke 1 nokasaH npumep KOMOUHMPOBaHHbLIX TEXHONOMIA 3alnTbl. LIeHTP TeXHNYEeCKoro o6cnyxu-
BaHWA MbiTaeTCca 06HOBUTHL NporpaMMHoe obecneyeHne 6bITOBOW TEXHWKN, HaNnpUMep CTUPasibHOM MallVHbI.
OfHako cTupanbHaa mallvHa 6e3 noafepXku NpoTokonos IPSec unu SSL He cmoxeT obecneyunTb 3awnTy
[JaHHbIX B IMHUN Nepejayn npu CBA3W C CEPBEPOM B LieHTpe Texo6CnyXunsanns. JIMHNI0 pasrpaHniyeHns Mox-
HO NPOBECTN MexAy [BYMs CermMeHTamu, OT cepBepa LeHTpa TexobcnyxmBaHua A0 KOHTponnepa (c noa-
Aepxkoli IP npoTokona) B 4OMe M OT KOHTposIIepa A0 CTMpanbHOi MawwuHbl. MpoTokonbl IPSec unn SSL/TLS
NCMOMb3YITCA 415 3aWUTbl cermeHTa (0T cepBepa LeHTpa TeX06CYXMBaHUA [0 KOHTposiepa), a NpPoToKos
SCPM wucnonb3yeTtcs ANna 3aluTbl BTOPOro cermeHTa (0T KOHTposiepa A0 CTUpanbHOi malmHbl). KoHTpon-
Nlep oTBeYaEeT 3a AelindpoBaHne KogoB, NepefaHHbIX ¢ cepBepa C 3awuToil npoTtokonom IPSec mnn SSL/
TLS. 1 NOBTOpHOE LWUMpOBaHNE COOGLLEHUNIA C UCNOb30BaHNeM npoTokona SCPM. CTupanbHas MaluuvHa,
noggepxvsatowias npotokonn SCPM. MoxeT AelmngpoBaTh AaHHbIE U B KOHEYHOM UTOre MoJlyYnTb KoA. nepe-
AaHHbI ¢ cepsepa. MoCcKoMbKy AOMALUHASA CeTb 3allMLieHa MeXCceTeBbIM 3KPaHOM, B3/TOMLLUUK HE MOXET Npo-
HWKHYTb B CETb 1 NOMYYMTb NepefaHHblii Koh. noka KOHTPO/Iep 3aHAT ero AelwmngpoBaHWeM W NOBTOPHbLIM
LWnhpoBaHNEM.

3awuta MB*ceT«6blY 3*cemom

PucyHok 1 — Micnofib3oBaHne KOMBUHUPOBAHHbIX TEXHOMOTWI ANs 3aWnTbl OT Yrpo3 6€30MNacHoCTH

HacTosawwit ctaHgapT npegnaraeT pelleHve A1 cy6KOMNOHEHTOB, KOTOPblE cofepXaT yCcTpolicTea 6e3
IP B cocTaBe gomallHet anekTpoHHow ceTu. MpoTtokonbl IPsec n TLS obecneunBaloT pelleHne 418 yCTPoiCcTB
C noffepxkoi IP B cocTaBe floMallHen 3/1eKTPOHHOW ceTu.

5.2 Bonpocskl, cBA3aHHbIe C 6€30MacHOCTbI0

5.2.1 O6wme nosoxeHns

B gomallHMx ceTax CylecTByeT MHOXeCTBO yrpo3 6esonacHoctu. Llenb cnyx6 6e3onacHocTn — 3a-
WMTa OT 3/10HaMePEHHbIX/YrpoxaloLmx hakTtopos, KOTOpble CTPEMATCA HapyLWWUTb MHOpMaUnoHHYl0 6e3-
onacHocTb foma. Byayun HanpaBneHHbIMK Ha ceTeByl nepejady AaHHbIX B foMe, cnefyloume aktopbl
onpegensioT TpeboBaHMA K BHYTPeHHel 6e3onacHocTv goMa.

4
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5.2.2 Hebe3onacHasa nepegava

JInHnA anekTponuTaHus

- B 6onblUMHCTBE AOMOB VMMEHTCS NOAKTHYEHHbIE K 3/1EKTPOCETH YCTPOICTBA, a AoMa Mo COCeACTBY
06bIYHO MOAK/IIOYEHBI K TON Xe «NOoACeTW 3/1eKTPOoNUTaHnsa», KoTopas NOoAK/IYEeHa K TOMY Xe pacnpegenu-
TeNbHOMY TpaHchopmaTtopy. TakuM 06pa3oM, KoMaHAbl MO IMHUN 3NEKTPONUTAHUS U3 OJHOTO AoMa NOTEHUU-
aslbHO MOTYT AOCTUYb YCTPOICTBA B APYrOM AOME MO COCeACTBY M MeLlaTh YNpaB/IeHU0 3TUMK yCTPoACTBaMMU.
[JaHHbIli chakTop Takke AenaeT BO3MOXHbIM nepexsaTt nHopmaLluu.

BecnposogHas cBA3b

BecnpoBofHas ceTb — 3T0. NOXasnyi, camblil NpUBEKaTeNbHbIA NOAX0A K CO34aHNI0 JOMALLHENR ceTu,
NOCKOJ/IbKY OHa MO3BOJIAET M36exaTb 3aTpaTr U C/I0XKHOCTEN, CBA3aHHbIX C NPOBOAKON. TeM He MeHee, OHa
obnagaeT u n3bAHOM B H6e3onacHocTU. Banomuwmkam 6onblue He TpebyeTcs M3nYecknin JOCTYN K CeTeBoi
cpefie, BMECTO 3TOT0 OHU MOTYT NPOCTO NepexBaTuTb nepesavy AaHHbIX OT ApYroro nosb3oBaTesisi B paguyce
feicTBuA/BeLaHNA TPAHCIMPYIOLWLEro y3na.

CyTb Hebe3onacHoli cpefbl Nnepefayn faHHbIX AenaeT AoMallHUEe CETU YA3BMMbIMU AN Pa3nyHbIX
aTak, TakvMx Kak NacCuBHbIA nepexeaT MHDOPMaLMM, akTMBHOE BMeLLaTe/IbCTBO, YTeuka «CeKpeTHoW» nHdop-
MaLun. UCKaXEeHWNEe JaHHbIX, UMUTALMA U 0TKa3 OT 06CYXMBaHUS.

5.2.3 HamepeHHO HenpaBuabLHOE NCNosib30BaHue

HecmoTps Ha To. 4TO C/yX6bl 6e30NacHOCTM N0 HacTosAWeMy CTaHAapTy COCpefoTOoYeHbl B AOMe, Npu
1cnosnbL30BaHNy Hebe3onacHoW cpefbl nepefayn paccmaTpmeaemas o6s1acTb 6051ee He orpaHnyYnBaeTcs rpa-
Huuamu goma. Cnyx6bl 6€30MacHOCTU AOMKHBI 3aLLMLLLATL OT NOMYYEeHUS AOCTYNa NOCTOPOHHUMU SMLLAMUN K
MHopMaL MK, nepegaBaemoli B npegesax AoMa, U 0T BO3MOXHOCTM BAUSITL HA Takme doparMeHTbl MHopma-
LU WM MaHUMynMpoBaTb UMK,

[lns BbinonHeHUs TpeboBaHWii k 06ecneyeHnto 6e30MacHOCTM CBSA3U B AOMALUHEl CeTW FNaBHbIA akueHT
Heob6xoAMMO caenaTtb Ha CneayrLWmnx YeTblpex Hanbonee CNoXHbIX TPEGOBaHUAX:

- KOH(UAEHLMANBHOCTL — MHAOpMaLNs [O/MKHA ObiTb AOCTYMHA TOMIbKO aBTOPU30BaHHbLIM MLaM.
[JaHHas yHKUMA 3amwaeT AaHHble OT HeCaHKUVOHUPOBAHHOTO pasr/ialleHus;

- ayTeHTUMKALNA NCTOYHMKA AaHHbIX U NOAJIMHHOCTb flaHHbIX — ayTEHTU(MKALUS NCTOUYHUKA JaHHbIX
obecneymBaeT NPOBEPKY UCTOYHWNKOB NOCTYNIEHNS faHHbIX HA COOTBETCTBYE 3anpocy. TemM He MeHee, AaHHas
hyHKLMSA He MOXeT obecneyuntb 3aluTy OT Ay6IMPOBaHUS UM N3MEHEHUS AaHHbIX. B 3TOM cnyyae noanuH-
HOCTb Aa@HHbIX A0/MKHA NPOBEPATLCSA COBMECTHO C ayTeHTMMKaLNeldi UCTOYHUKA AaHHBbIX:

- aHTUNOBTOpP — obecneunBaeT 6e30NacHOCTb Kagpa CO06LEeHNs, Aenas HeBO3MOXHbIM NepexBaTt Ka-
[ipa coobLLEeHUst XakepoM 1 BHECEHUE U3MEHEHHbIX KafjpOB B MOTOK AaHHbIX MEXAY Y3/10M UCTOYHMKA U Y3/10M
HasHayeHus;

- ynpas/ieHve foCcTynoM — obecneymBaeT 3aluTy pecypcoB CUCTEMbI OT HECAHKLIMOHUMPOBAHHOIO AOCTyna.

5.3 MpvHuunbl pa3paboTku Mep 6e30MacHOCTM

5.3.1 O6wue nosoxeHus

MprHYMas BO BHMMaHWe ToT hakT, 4To MexaHn3m SCPM nnaHvupyeTcs peanv3oBbiBaTb B ObITOBbIX Npu-
6opax C orpaHMyYeHHbIMU pecypcamu, Taknx Kak ObiToBble Npubopkl ¢ 8-6MTHbIM LIMY. a Takke T0. Yto 6e3-
0MNaCHOCTb XW/0r0 3faHUA A0/KHA OblTb TMOKOI, 0c060€e BHUMaHWe 6bl10 yAeneHo cneayowmum Bonpocam,
HanpaBfeHHbIM Ha npejocTaBfieHne BnagesbLy BO3MOXHOCTY BbiGupaTb Mexay yAo6CTBOM, PUCKOM U 3a-
Tpatamu.

5.3.2 MMHuMMn3auma pecypcos A1 3KOHOMUN PacxofoB

Mpepnonaraetcs, YTo MexaHnsm SCPM 6yAeT peann3oBaH HACTO/LKO NIEFKO, HACKO/IbKO 3TO BO3MOXHO
npy VMEILLMXCA OrpaHUYeHHbIX annapaTtHbIX pecypcoB (Npov3BoanTenbHocTb LMY 1 06bem namatun). Yka-
3aHHblE BbILLE OrpaHNYeHNs 3aTPYAHAIOT peasin3aLlmnio B NOJIHOM 06beMe 1 Ha AINTEeNbHBIVE CPOK 06LenpuHs-
TbiIX Mep 6e30MacHOCTU, CyLWecTBYOLWNX B cdhepe NHAOPMaLMOHHbIX TEXHOMOMMIA, KOTOpble 06bIYHO TPebytoT
60/1bLLIOr0 06bEMA BbIUMCNEHNIA.

5.3.3 He3aBMCUMOCTb KOMMYHUKaLWOHHOM cpeabl

CylecTByeT MHOIO TUMNOB cpef nepejayn faHHbIX, UCNOb3yeMblX B loMax A5 NOAKIIOYUEHNS pasnny-
HbIX YCTPOWCTB K CeTU. MexaHu3Mbl, yka3aHHble B pa3gene 6. ABNSIOTCA He3aBNCMMbIMU OT cpejbl nepeaayun
JaHHbIX. [laHHble MexaHW3Mbl 4al0T BO3MOXHOCTb MMOKOro MCnonb30oBaHWs cnyx6 n ogHOBpeMeHHO obecne-
4ymBaloT nx 6e30NacHOCTb.
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5.3.4 He3zaBucumocTb KpunTorpauyecknx airoputMos

MpeanonaraeTcs, 4To MexaHM3m SCPM no3sosnT BbliGUpaTb MeXay pasnyHbIMU KpUnTorpadunyecku-
My anroputmamu 6e3 okasaHus BAUAHUS Ha ApyrMe YyacTu ero peasmsauun, a Takke BHeApPSATb HeJaBHO pas-
paboTaHHble KpunTorpadmyeckne MeToAabl A1 COBEPLUEHCTBOBaHUS 6€30MacHOCTH B AasibHeweM.

5.3.5 PacwupsiemocTb BapMaHTOB UCMO/1b30BAHUA LWMPOKOMNOOCHbLIX MOAKIIOYEHNI

B 1O Bpems Kak LUMPOKOMOJIOCHbIE MOJK/MOYEHNSA B OCHOBHOM UCMOMb3YIOTCA A5 focTyna B NHTepHeT
cerofHs, B 6yayLemM OHU Takke CO3[al0T HOBble BO3MOXHOCTU A1 06CNYXMBaAHUSA, Takme Kak 06CnyxmBaHmne
6bITOBOI TEXHUKW, KOHTPO/Ib 3a AOMaLLHen 6e30NacHOCTbI0 UN YCAYTK, CBA3aHHble C u3MepeHuemM. Ansa o6e-
cneyeHuss GyayLiero UCnosib30BaHUs B COYETaHUN C pas/inyHbIMKU Cnyxb6amu, koTopble 6yayT NPUMEHATLCS
B flOMaLLHWX ceTax, npegnonaraercs, 4To mexaHusm SCPM 6yaeT ocHalleH BO3MOXHOCTbIO yCTaHaBIMBaTb
ABa unu 6onee o6LWMX KIOYa ANa 6bITOBOro npuéopa, cneunduyeckux ans cayxobl, NO3BONAOLWMX CO34a-
HVe ABYX nnun 6onee 6e30MnacHbIX JOMEHOB B JOMALLIHUX CETSAX.

6 BesonacHbIi NPOTOKO/ CBA3U A1 CBS3YHOLWEro NnporpaMMHOro o6ecneyeHuns
(SCPM)

6.1 O6wWume NoNoxXeHns

B AaHHOM NyHKTe MpefcTaB/ieHO BbICOKOYPOBHEBOE OnvcaHne npuHuuna geliictemsa npotokona SCPM,
4yTO6bI NMOKa3aTb 06LLYI0 KAPTUHY NPOLLECCOB JAaHHOIO NPOTOKO/A U Ero NOBeAEHNS C TOUKN 3PEHUsI CUCTEMBI,
a Takke 4yTobbl NOHATb, Kak OH BCTpamMBaeTCs B KOMMYHUKaLMIO MeXAy CeTeBbIMU y3iamu. B aHHOM nyHKTe
Takxe NpuBoAMTCS 6a30BOE ONUcaHue Creaylwux ganee MyHKTOB, KaXAblii N3 KOTOPbLIX COAepXUT 6onee
noapo6HOe onucaHve Kaxaoro Bonpoca.

Peanusauusi npotokona SCPM. aelicTByowWero B JoMalLHMUX Npubopax 1 KOHTposisiepe npuéopos, o6e-
creymBaeT 3aluTy ceTeBoro Tpaduka. MNpeanoxeHHas 3alnTa OCHOBbIBAETCS HA TPe60BaHUSAX, BblGPAHHbIX
UCX0AS Y3 pas/IMyHbIX NPeAnosiokeHnl, pa3bsiCHEHHbIX B 5.3.

6.2 CyTb npoTtokona SCPM

MpoTtokon SCPM pa3spaboTaH a1a ob6ecneyeHmnss coueTaHns cnyxo6 6e30nacHoOCTU, BKIOUYas KOH(PUAEH-
LManbHOCTb. ayTEHTUUKALMIO NCTOYHNKA AaHHbIX, MOAJIMHHOCTL AAHHbIX U CNyX6y aHTunoBTopa (chopma
4acTUYHOW NPOBEPKM LLe/TIOCTHOCTU NocnefoBaTelbHOCTU AaHHbIX). Habop cnyx6 3aBUCUT OT TOro, BK/OYEH
NN MexaHu3M ayTeHTUdukauuu/lumdpoBaHma UIn Her.

Cnyx6y KOH(MAEHLMANbHOCTM MOXHO BbiGpaTb OTAENbHO OT APYrnx cryx6. Tem He MeHee, NCMOb-
30BaHune CJ'Iy)K6bI KOHd)VI,D,EHLl,VIaI'IbHOCTI/I 6e3 NPOBEPKN nopgnuunocTn/aytentnd nkaunun MOXET NOABEPIHYTb
CUCTEMbI Nepefayn AaHHbIX HEKOTOPbIM (POPMaM akTUBHBIX arak, CMOCOOHbLIX OTpULATEsIbHO cKasaTbCsA Ha
pa6oTe cnyx6bl KOHpMAEHLMANBHOCTN.

AyTeHTUMKaLMa UCTOYHMKA [AaHHbIX U LEefI0CTHOCTb AaHHbIX AB/ATCA COBMELLEHHbIMU Cryx6amu
(panee no TekCcTy — ayTeHTUdMKALNUA) U NpeanaralnTcsa Kak BapuaHT LONOSIHEHUS COBMECTHO (OMNUMOHHO)
C KoHdugeHumanbHocTbio. Cnyxby aHTMNOBTOpPa MOXHO BbiGpaTb TOMBKO ec/iv BbibpaHa ayTeHTudukaums
NCTOYHMKA [aHHbIX, U BbIGOP OCYLLECTBSETCA UCK/TYMTENbHO HA YCMOTPEHNE NPUHUMALOLLEro YCTPOCTBa.
(XoTa no ymonuaHuio TpebyeTtcs, 4ToObl OTNpaBuUTENb YBENIMYMBA/ NOPSAKOBbLI HOMEP, MCNOMb3YyEeMbIA ANs
aHTunoBTOpa. ®yHKUUS paboTaeT TONIbKO eC/iM MPUEMHOE YCTPOCTBO NpoBepSeT NOPAAKOBbIA HOMeEP.)

6.3 MpuHuMN paboTbl NnpoTokona SCPM

B uensx MMHMMK3aLum pasmepa coobleHust npotokon SCPM He 6yaeT NpUMeHsiTb MexaHn3Mm hopMu-
poBaHWA NakeToB faHHbIX, NCMOMb3yeMblii B Mogenu cetn MCO. Mogenb cetn MCO nokasaHa Ha pucyHke 4.
BMecTo 3TOro nucnonb3yeTtcs TOT e chopmat coobleHuii ¢ go6aBneHnem nosnel, Takux Kak 3arosioBok 6es-
0nacHOCTW. NOPSALKOBbIA HOMEP U AIVHA AaHHbIX MEXAY afpecom HasHaveHus (DA) n cyeTumkom 6aiiToB He-
3alumMdpoBaHHOl TekcToBol Yactu gaHHbix (PBC) n wndpoBaHmem/ayTeHTUdMKaLmein HEKOTOPbIX U3 NOse.
Ha pucyHke 2 B cpaBHeHWUM nokasaHbl kaap 06bIYHOro coobLeHns n kagp 6e3onacHoro coobLeHns. TouHoe
onpegeneHve nonei 6yaet onucaHo B pasgene 7.

Ha pucyHke 2 Takke nokasaHo, 4TO COOGLLEHWS, NepeHoCUMMble B BUAEe KafpoB, B JIMHWSAX CBA3U [0-
MallHeli ceTM MOXHO YC/IOBHO pa3fenuTb Ha ABa Tuna: He3awndpoBaHHbI TEKCT 1 WM POBaHHbI TEKCT, B
3aBMCYMOCTU OT COOTBETCTBYHOLLErO chniara B 3arosioBke. HesalmgpoBaHHble TEKCTOBbIE COOGLLEHMSI nepe-
HOCATCS HenmocpefCTBEHHO B MH(hOPMALMOHHOE HanosIHeHWe B BUAE OTKPbLITOrO TEKCTa, a 3aljuLieHHble Co-
06LLEeHNA XpaHATCS B MH(DOPMALMOHHOM HaMOIHEHUW B ayTEHTUULMPOBAHHOW UK 3aindpoBaHHoON hopme.

6
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Ecnu cbnar B 3arosioBke nokasbiBaeT, 4TO Kaap aBnseTca 6e3onacHbIiM, 6yeT akTuBuposaH npotokosiom SCPM
ANA MHTepnpeTauuy 3awndpoBaHHbIX / ayTeHTUMULMPOBAHHbIX AaHHbIX WH(OPMALVUOHHOTO HaNO/HEHUS.
B npoTMBHOM c/lyyae BbINOHANTCA CTaHAAPTHbIE NpoLueaAypbl CBA3W B 06bIYHOM NOpsAKe.

PucyHoK 2 — CpaBHEHWE KafpoB 06bIMHOTO W 3aLLUMLLEHHOTO COOBLLEHMIA

MomMVMMO NpMBEAEHHON CTPYKTYpbl CO06LLEHNIA npoTokon SCPM Takke UCNosb3yeT MexaHW3M OfHOro
3aKOHYEHHOrO LMKNa CBA3N A5 CHUXKEeHWA 06bema nepefayun AaHHbIX 415 Cpef C HU3KOW Man orpaHnyeHHo
NPOMYCKHON CNOCOGHOCTbI0. 3aKOHYEHHbIN LMK CBA3WN NpeacTasniseT co60l NPOTOKON «3anpoc-0TBET», B
KOTOPOM MpW CBA3WN MexXAy ABYMS y3naMu vHuumaTop ciyxbbl OTcbiiaeT cooblieHune-3anpoc, a anpawm-
Baemas cnyxba Bo3BpallaeT cooblieHne-oTBeT. MNMocnegoBarTenbHOCTL 06paboTKM COOBLLEHMUI NoKasaHa Ha
pucyHke 3.

6.4 I'pe peanusyetca npotokon SCPM

FnaBHasa Uenb npotokona SCPM — oGecneyeHne MexaHW3MOB [OCTATOUYHON 3aunTbl 47151 LUMPOKOro
nepeyHst NPUIOXKeHU C OrpaHNYEHHbIMY BO3MOXHOCTSIMU B NiaHe MH(OPMALMOHHBLIX TEXHOMOMNI, a Takke
ob6ecneyeHne 6e30nacHOi CBSI3N Ha CETEBOM YPOBHE, Kak NOKa3aHO Ha pucyHke 4. Mpotokon SCPM peanu-
3yeTcs cBAsyowmum MO 3aluLLeHHON CBSI3N Ha CETEBOM, TPAHCMOPTHOM U CEAHCOBOM YPOBHSIX (PUCYHOK 4).

Y kappoB CeTeBOro YPOBHS OTCYTCTBYHOT MexaHu3Mbl obecneveHuns 6esonacHoctu. Mogaenatb agpec,
M3MEHUTb COAEPXMMOE, MOBTOPUTL CTapble Kagpbl U NPOBEPUTL COAEPXUMOE KaApoB Npu nepejaye AOBOJb-
HO nerko. MoaTomMy HeT rapaHTuu, 4To:

a) NonyyeHHble nakeTbl OTNPaB/eHbl 3a8B/IEHHbIM OTNpaBUTENEM;

b) nakeTbl coaepXXaTt UCXodHble AaHHble, OTNPaB/IEHHbIE OTNpaBUTENEM;

C) NCXOHble AaHHble He GblIN MPOCMOTPEHbI TPETLEN CTOPOHON B XoAe nepesavu.

O6ecneyeHne 3awWwmnTbl HA CETEBOM YPOBHE MMEET MHOM0 nNpenmyLlecTB. Yalle BCEro NpuioXeHnus He
HYXAalTCA B U3MEHEHUAX, B0 UX TpebyeTcsa HEeMHOro, MOCKO/IbKy OHM MoryT 6e3 npobnem pab6oTtaTb C
No6bIM NPOTOKOMIOM, MpeAycMaTpuBalLWMM nepefady AaHHbIX Ha 60/1ee BbICOKOM, YeM CETEBOWA, YpPOBHE,
4YTO coKpaliaeT KO/MYeCcTBO BapvaHTOB peasm3auuun Apyrnx NpoToKosnoB 6e3onacHOCTV Ha 60see BbICOKMX
YPOBHSX.

Mockonbky npoTtokosn SCPM pa6oTaeT Ha CeTeBOM YpPOBHE, OH MOXET WCNO/b30BaTbCA ANS 3alUuTbl
N60ro NpoToKoaa, MHKaNCyIMPOBaHHOIO B CETEBO NakeT 6e3 Kakux-nnbo AONOMHUTENbHbIX TPEOGOBaHUNA.

6.5 YpoBHU npumeHeHna npotokosa SCPM

MpunoxeHus, pa6oTatolyye Ha 0CHoBE MpoTokona SCPM. MOXHO pa3fenuTb Ha YeTbipe YpPOBHSA Mpu-
MeHeHWs: aiMUHUCTPATOP, NOSb30BaTe b, NPOBAAEP YCNYT 1 N3roTOBUTENb. KaX40e M3 MPYMEHEHNI MOXHO
NPOUNNIOCTPUPOBATL C/eyHOLIMM 06pa3oM.



FOCT P UICO/M3K 24767-2—2018

CTopoHa. 3ancoumcaroLLan ciyxe6y
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CoobLLeHne-30npoc Wwudpyetcs
n (Mnn) ayteHTaduymupyeTcs
C MOMOTYBY> MHOTOMO/IM O e TeN=CKoCco
CEKPEeTHOro knova

(MKMiar&JoeamaibOk
cekpeTwb-dkou)
C0061I0HMO-0TBBT NpoBepsieTcs
n (nnu) pacwudposbiBaeTcs
C MOMOLLbIO MUOTO/10/1b30ATE/TCKOTO
CEKPeTHOTO K/IKbI3

CTopMe 3anpaluvBaemMoii Cyx6bl

(MHoronanb30BantonbIXuii
CeKpBTHb.4)KNA0)

Coobwemmne-30npcc rpoocpacTcs
v (Mnn) pacwnposbIBaeTCA

C NOMOLL b0 MHOCOT0/1b/I0NTNTENLCIOMO
CEKpPEeTHOro knw4va
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CeKpeT>*1) «nwj

Coo6LYHMe-orbeT WwWudpyercs
n (nwn) ayteHTudnumupyeTcs
C NMOMOLLbI0 MHOTOT0/1b30BATENLCIOMO
CeKpeTHOro Knyva

PucyHok 3 — B3anmopgeiicTBue CTOPOH Ha OCHOBe npoTokona SCPM

Mpuknag Holi ypoBeHb

NpepacTaBnTenbC3nii ypoBeHb

CeaHcoBblii ypoBeHb

TpaHCnopTHbIN YpOBEHbL

CeTeBoli ypoBeHb

KaHanbHbIii ypoBeHb

®u3nyecknii ypoBeHb

Mogens O SUSO

Mpunoxexune

YhotoHb CBA3M AOMalLHel ceTn

MpomexyTouHoe MO 3aLunLLeHHO cBA3K

LWndppoaHne AyTeHTuukayms
Becnposog- °
Hest BwTas A3p3 VK-cesi3b “:“”"'
CcBA3L Ethernet

PucyHok 4 — MecTo npoTtokona SCPM B foMaluHel ceTu B COOTBETCTBUM € Mogenbio OSKISO
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YpoBeHb agMuHucTpartopa

K aToMy ypOBHI OTHOCUTCS Briagenel, Aoma, KOTopblli KOHTPONMPYEeT pas/iInyHble YPOBHWU AocTyna K
ycTpoiictBam. Hanpumep, npoueaypbl Ha4asibHOM HACTPOKM K/ltoYa Nosib3oBaTesia pacnosiaraloTcs Ha YpoB-
He agMuHMCTpaTopa.

Ha naHHOM ypoBHe CnyX6bl KOH(UAEHUNANTBHOCTU 1 (UNN) ayTEHTUMKALUS BbINOJIHAKOTCA MO CEPUii-
HOMY K/Tto4y ycTpoicTBa. CepuidHbIii KoY HacTpamBaeTCs B yCTPONCTBE NpuW M3rOTOB/IEHUM 1 yKa3biBaeTCs Ha
Hapy>HOM kopnyce ycTpoiicTBa. Bnageney, goma, KOTOpbIA KOHTPO/IMPYET NpaBo AOCTyna K yCTPOWCTBY, nC-
nonb3yeT CEPUIiHBINA K4 NPy NEPBOHAYa/IbHOM HACTPOIiKe K/o4a Nosib3oBaTens AN A40CTyna K yCTPOACTBY.

YpoBeHb nonb3oBarens

K flaHHOMY YPOBHIO OTHOCATCA NnLa, XUBYLLME B ;OME 1 UCMONb3YIOLMe aBToMaTU3aLUmMI0 ynpasneHuns
JomallHeli ceTblo. Koy nonb3oBaTesis ycTaHaB/IMBaETCS B YCTPOWCTBE aAMUHNCTPATOPOM; A1 O4HOro A0-
MeHa ycTaHaBMMBaeTCs OAVH KoY Nofb3oBaTens. Ecnu xusyline B JOME NnLa He XenawT pasrnawarb UH-
hopmaumio KoMy-nnmbo, He BXOAALLEMY B KPYr CEMbW, COOBLLEHUS CBA3N [O/MKHbI ObITh 3alUULLEHBI K/THOYOM
nosb3oBarens.

YpoBeHb npoBaligepa ycnyr

Ecnu Bnageney Aoma xenaeT nepefaTb HeKOTOpble MpaBa AOCTyna K yCTPOWCTBY npoBaigepy ycnyr
(Nnpy HeobxoaMMOCTM pa3BepHYTb CAyXObl 6€30MacHOCTM), CBSA3b MEXAY YNpaBisoWwUM y3/10M U Y3/10M
yCTpolicTBa 3alMliaeTcsa KI4YOM MpoBaigepa ycnyr, 4to npefoTBpaljaet ynpasfieHue HasHauyeHHbIMU
YCTPOCTBAMU CO CTOPOHbI CTOPOHHUX HEYMNOTHOMOYEHHbIX MPOBaliepoB YCyr.

YpoBeHb U3roTOBUTENSA

Korga m3rotoButesin BbINOSHAKT OnpedefieHHbie onepaunn, KOTopblie TPebyoT 3alMTbl OT nepexesaTta
CO06LLEHNIT 3M10YMbILLINIEHHUKAMU, COOOLLEHUSI CBA3M MOXHO 3alMTUTb K/THOYOM M3roToButens. Knwuy usroto-
BUTENS KOHTPO/IMPYETCHA U3roTOBUTENIEM YCTPOIACTBA.

6.6 Knoum npumeHeHua npotokona SCPM

HacTosilwwmii cTaHAapT onpeaensieT cnegylme nNsaTb kNyein npotokona SCPM.

CepuiiHbIiA KoY

CepwiiHbIli KoY UCNOMb3YeTCs, KOraa CnyXo6bl KOHPUAEHUMANBHOCTY 1 (MK) ayTeHTUUKALMN BbINOS-
HAOTCA Ha YPOBHE afMUHUCTpaTopa.

Kntou nons3osarens

Kntoy nosnb3osaTensa Ucnonb3yeTcs, Korga cnyxo6bl KOHPUAEHLManbLHOCTN U (Mn) ayTeHTUdMUKaL1sa Bbl-
MOJIHAIOTCA Ha YPOBHE Mo/b30BaTeNs.

Kntou nposavigepa ycnyr

Kntou npoBaiigepa ycnyr ucnonb3yeTtcsl, Koraa cnyx6bl KOHMAEHLMANBHOCTN U (UNK) ayTeHTUdUKaLMK
BbINOJIHAIOTCA Ha YPOBHE npoBsavigepa ycryr.

Kntou nsrotosutens

Kntoy usrotoeutens Ucnosb3yeTcs, Korga cnyxo6bl KOHPUAEHLMaNsLHOCTU 1 (Mnn)ayTeHTudgmkaumm Bbl-
MOJIHAKTCA Ha YPOBHE U3roTOBUTENSA.

MacTep-knoy

B HacTosilem cTaHfapTe MacTep-k/i1o4y — 0606LLeHHOe Ha3BaHWe MHOromnosib30BaTes/IbCKOro CEKPETHO-
ro kitoya. MNocne o6HOBEHNSA 06LLEro k/o4a Takoi OOLLMIA KoY Ha3biBAKT «HOBbI MACTEpP-K/IHY», a 06LWuii
KoY [0 06HOB/IEHNS HA3bIBAlOT «NpefblAyLunii MacTep-Kay».

7 dopmart Kagpa 3auuieHHOro coobleHus

7.1 O6wuin kKagp nepegayn faHHbIX

7.1.1 O6wme NoNoXeHus

MogaBnstowee 60MbLMHCTBO NAKeTOB AaHHbIX, MPOXOAALLNX CEerofHs yepes ceTb, COOTBETCTBYIOT npa-
BWI1aM 1 chopmartam, onpefesieHHbIM cTaHgapTamu. TUNOBOM ceTeBOl kaap, Kak NpaBw/io, BKIYaeT 3aro-
NIOBOK COOOLLEHUS 1 faHHble MHOPMaLUVOHHOro HanonHeHuns. Tak, kagp IP BkiovaeT 3aronoBok IPv4/IPv6
1 nepepaBaeMble faHHble. B yacTHOCTW, 3aroflIoBOK COOGLLEHNS BK/IlOYaeT 3aro/ioBOK kagpa, agpec UcTou-
HWKa 1 afpec HasHaveHus. MepegaBaemMble faHHbIe BKIIOYAKT pasMep AaHHbIX U faHHble NPUIOXEeHUs, Kak
nokasaHo Ha pucyHke 5.
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PucyHok 5 — Kagp 06bI4HOro coobueHuns

7.1.2 3aronosok kagpa (HD)

3aronoBoOK COAEPXUT MHhOpMaLMio 0 NpU3HaKe, KOTOPbIN ykasbiBaeT Ha TO, ABNSETCS 1 Kagp coobuye-
HUS 3alULLEHHBIM UK HET. Kpome TOro, OH MOXeT HeCTu ApYryto BO3MOXHY0 MHOpMaLMIo, Hanpumep crno-
€06 nepegauv faHHbIX. TUNOBOI MoZeNbio Nepefayn AaHHbIX 4718 ceTeil ABNSeTcs MoAesb ToUKa-To4ka, HO
TaKke MOryT UCMob30BaTbCs Apyrue MoAenu, HanpyMep WYPOKONOI0CHAA UM MHOToagpecHas Mogenu.

7.1.3 Agpec uctouyHuka (SA) n agpec HasHauyeHus (DA)

Afpec UCTOYHMKA NpeAcTaBfsieT coboli CeTeBO afpec UCTOUHMKA, KOTOPbIA CreHepupoBas AaHHbI
Kagp coobuieHns. Agpec HasHauyeHus npeacTaBnseT co6oii ceTeBoW aApec LEeneBoil XoCT-CucTeMbl. ATO MO-
XeT 6bITb IP-agpec, MAC-agpec wan nobas copma agpecaumun, npesycMoTpeHHas Ans cneundmnyeckon
nepejauv AaHHbIX.

7.1.4 CuyeTunk 6aiToB (BC)

CueTunk 6ainToB NnokasbiBaeT pasmep AaHHbix nons ADATA B 6aiiTax.

7.1.5 faHHble npunoxeHusa (ADATA)

[laHHble NpunoXxeHns — 37O Nosie NepemMeHHON A/IMHbI, KOTOpOe HeceT MHGoPMaLMio O 3anpalumsae-
MOM cepBucCe.

7.2 CTpyKTypa 3aliuLeHHoro kaapa

7.2.1 O6wwme nosoxeHns

[laHHble NpunoXeHns fanee AensATcs Ha HECKOMbKO Noneii: 3aliuLLeHHbI 3aronosok (SHD). none nopsaa-
koBoro Homepa (SNF). cueTurk 6ainToB He3alMdPOBaHHOW TEKCTOBOW YacTu AaHHbIX (PBC), He3awundposBaH-
Hble TEKCTOBbIE AaHHble npunoxeHusa (PADATA), kog nposepku 610koB (BCC), xonoctoe 3anosnHeHve (PDG)
1 NOANUCHL NPOBEPKM NOAMHHOCTU AaHHbIX coobleHns (MDAS). Cnegytowme noAknacchl onpeaensioT Kax-
[oe none 3almLieHHOoro kagpa. HekoTopble Nonst MOryT 6biTb He0653aTe IbHbIMU (OTMEYEHbI * Ha PUCYHKE 6).
4YTO O3HauaeT, YTO Nosie MOXEeT OTCYTCTBOBaTb, €C/W faHHas onuua He BblbpaHa. BbibpaHa onuus uan Her,
onpegenseTcs B 3awuweHHoM 3aronoske (SHD). CTpykTypa 3alyMLieHHOro Kagpa nokasaHa Ha pucyHke 6.

HD SA DA BC EDATA
| <up o5it*mara <sooBixn>r ~_ T
1 - -
1 \\ ~
| HD SA DA BC SHD SNF PBC PEDATA BCC PDG* MDAS*

Cup bllW*MB<«*X0 COOCU3UNS

PucyHok 6 — Kaap 3awuieHHoro coobueHns
10
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7.2.2 3awmuieHHbln 3aronosok (SHD)
3alyLLeHHbI 3arooBoK NpeAcTaBnseT coboii 2-6aiiToBoe none. Ha pucyHke 7 nokasaH gpopmart faH-
HbIX B 3aLUWLLEHHOM 3aro/oBKe.
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TAnesosLMaLLl

bB 0: 3anpeto! Onat

be-M1 O aaapucomio T byayweto kenondoaataali

O TuT BNyX6 6asensAcHbITT
MB:M4blaM2 - ((0/AY0: ymauato

N&MA4bI3:bl2 M5bl 4bl &M 2-« M : ewnGr  npcrapem SW
M9:b14£1&b12 =00:1 A; OwTKA npCBBpLL OBpTHchenAL*
blB:M4bl&M2*0:1:04 w n6un psoLLchpoaxm AaHHbIX

PucyHok 7 — dopmaTt AaHHbIX 3alyueHHoro 3aronoska (SHD)

BuTbl 0-3 NCcnonb3yTcs ANS yKkazaHUa MHAEKca Kya ANa pasndHbIX NPUMEHEeHW (agMruHucTpaTop,
nonb3oBartesib, NpoBangep ycnyr n n3rotosutesnb). MOCKoNbKy AN ObITOBON TEXHWUKM BO3MOXHbI HECKO/IbKO
yCAyr, UHAEKC KIya nposalifepa ycnyr MoxeT 6biTb B AgnanasoHe oT (b3:b2:b1:b0) = 0:0:1.1 go 1:1:1:1.

UTo6bbl 06ecneunTb 06HOBMEHME MACTEP-KI0Ya C UCMO/Ib30BaHMeM airoputMa Juddm-Xennvana. ans
yKasaHusa aHHoro Tuna ycnyru ucnosnb3syetcsa 6ut 4. Ecnv 3HauyeHue 6uta 4 3agaHo paBHbIM 1. 370 03HavaerT,
YTO [aHHbI Kagp 3alLMULLEHHOI0 CO0OLEHNS 3aLyMLLLEH MHOrONO1b30BaTE/IbCKMM CEKPETHLIM 3HAYEHNEM, Bbl-
YyncneHHbIM anroputmMom Audpchu-Xennmana.

BuTbl 6-7 nokasblBaloT, BK/IOYeHa Nn cnyxba 6esonacHocTn. Ecnn 3HaveHne 6uta 6 3afaHO paBHbIM
0, 9T0 03Ha4aeT, YTO B TaKOW Nepedave AaHHbIX BKIOYEHa cnyxba ayTeHTudmkauun. Ecnmn 3HaveHne 6uta 7
3a/aHo paBHbIM 0. 3TO 03HAYaeT, YTO BK/IOYeHa cnyx6a KoHpuAeHUNanbHOCTN. BUTbl 6 U 7 He [0/MKHbI O HO-
BPEMEHHO pPaBHATLCA 1. Tak Kak ecsin 3arofIoBoK kajpa Coob6LeHns ykasbiBaeT Ha TO. YTo nepegada faHHbIX
3almiieHa, Ho He ykasaHa cnyxba ayTeHTudumkaunm nam KoHPUAEHLMalbHOCTH, 3TO NPUBEAET K KOH(DNKTY
CO 3Ha4YeHMeM, ykazaHHbIM B M0J1e 3arosioBka.

Mockonbky npoTokon SCPM npefcTaBnset co60i NPOTOKO TUNa «3anpoc-0TBeT», 6UT 8 yka3biBaeT Ha
CBOWCTBO c006LeHns. 3HadyeHne 0 ykasbiBaeT Ha coObLeHre Tuna «3anpoc» OT 3anpaluvBatoLLeil CTOPOHBI,
a 3HayeHue 1 ykasblBaeT Ha COOOLLEHME TUNA «OTBET» OT 3anpallnBaemoli CTOPOHbI.

BuTbl 12-15 ncnonb3yoTca 4 ykasaHua pesynbtata 06paboTkm cooblieHuns-3anpoca n fjeincTsnTesb-
Hbl B CO06LLeHNM-0TBEeTEe. BUT 12 ykasbiBaeT Ha koppekuunio nposepkn nons SNF. 6ut 13 yka3biBaeT Ha Kop-
peKu1Io NpoBepkn ayTeHTUudukaummn, a 6uT 14 ykasbiBaeT Ha KOppekuuio npas AocTyna.

7.2.3 TMone nopsagkosoro Homepa (SNF)

2710 4-6aiTOBOO MoJie, KOTOPOE COAEPXXUT MOHOTOHHO BO3pacTalolee 3Ha4YeHne cyeTumnka (MopsLKOBbINA
HoMep).

[laHHoe none saBnsetcA ob6sA3aTenibHbIM W BCErga MpUCYTCTBYET, faXe ecnn 6esonacHasd nepefadva
OaHHbIX HE BK/OYAET CNyx0y aHTUNOBTOpa 411 AaHHOro kagpa coobuweHus. ObpaboTka noss NopsAKoOBOro
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HoMepa — B OTBETCTBEHHOCTY 3anpalunBaemoii cnyx6bl. icxogHoe 3HaveHne nons SNF mMoxeT 6bITh onpe-
[eneHo AByMSA cnocob6amMn — MeTOOM CryvaiiHoro Bblibopa (418 X0N04HOT0 UAW ropsyero nycka ysna) wim
MeTOAO0M YTEHUS U UCNO/Mb30BaHUS MOPAAKOBOr0 HOMepa, XPaHSALerocsa B NOCTOAHHOW namaTy (TONbKO ANns
ropsiyero nycka). 3anpawimpaemas cnyx6a ysenmumaeT NopsaKoBbIi HOMep Ha 1 1 nepefaeT ero B MHMLMa-
Top cnyx6bl Mocne ycnewHon npoBepkn NOAMHHOCTH.

WHununatop cnyx6bl ucnonb3yeT 3HaveHne nond SNF B cnefytoliem coobLeHun-3anpoce K Toi xe 3a-
npawvBaemoii cnyxoée.

7.2.4 CyoTuMK 6aiiToB He3almnpoBaHHON TEKCTOBOW YacTu gaHHbiX (PBC)

CueTtunk PBC npeactaBnseTt coboii 1-6aiiToBoe nose, ykasbiBalwlyee Konm4ecTBo 6ainToB B He3awwmd-
pOBaHHOW TEKCTOBOI YacTh AaHHbIx (PADATA).

7.2.5 He3awwundpoBaHHble TEKCTOBbIE AaHHble npunoxeHus (PADATA)

He3sawundpoBaHHble TEKCTOBbIE AaHHble npuioxeHns PADATANpeacTaBasioT coboli none nepeMeHHoi
ANWHbL. [laHHOe nose sBnseTcs 06513aTesibHbIM 1 NPeACcTaBAseT Lesoe Yncio 6aiT no gavHe. MakcumanbHas
anuHa nonsi PADATA cocTaBnsieT 255 6aiir.

7.2.6 Kopg npoBepkn 6n10okoB (BCC)

VMcnonb3oBaHve MexaHu3ama koga nposepku 61o0kos (BCC) npegHa3HayeHo 415 06HapyXXeHUs oLwn6oK.
Kog BCC npepgctaBnset coboii 1-6aiiToBoe mnose, B KOTOPOM XpaHWTCS MTOTOBOE 3HayeHue, reHepupyemoe
nyTeM BbIMOSIHEHWA onepauyunii ¢ ucknvawowmum VI no nonepeyHoMy KOHTPOIO YETHOCTU KaXKAoro Mons.
[aHHble, npoBepsiemble BCC. BiitoyatoT nonsi: SA. DA. BC. SHD. SNF. PBC n PADATA. [JaHHbIii kog npo-
BEPKN He ABNSEeTCA KpunTorpaduyeckoli KOHTPOIbHON BEINYNHONA.

7.2.7 XonocToe 3anoniHeHne (PDG)

Mpy ncnonb3oBaHUK anropuTMa WK poBaHus, TpebytoLero, YTobbl He3awngPOBaHHbIA TEKCT UMen
[ONVHY, TOYHO KpaTHyto onpeAenieHHOMY KonmyecTBy 6aiiT, Hanpumep pa3mepy 610ka 6104HOro wudpa, none
PDG wncnonb3yeTtcs AN 3anofiHEHNWA He3alwudgpoBaHHOro Tekcta (coctoswero n3 nonein: PBC. PADATA u
BCC) no pasmepa, TpebyeMoro anroputmom. VHuuymatop cnyx6bl MOXeT f06aBNATb ABa 6aliTa X0/10CTOro
3anosiHeHus. [lna paclimpeHHoro ctaHgapra wudgposaHusa AES nHuumnartop cnyxébl moxeT fob6asnaTs ot 0
[0 15 6aiiT xonocToro 3anosiHeHns. BknoyeHne nons PDG He siBnseTcs 06s3aTe/ibHbIM, HO BCE peanunsamm
[OMKHbI NOoAAEepXMBaTbL reHepMpoBaHNe 1 UCMOMb30BaHNE XOM0CTOro 3anosiHeHns. Ecnm TpebytoTca 6aiTobl
nons PDG, HO anroputm WNpoBaHus He yKasblBaeT cofepXaHue X0/10CToro 3anosiHeHns, Torga no ymonya-
HUI0 NMpUMeHseTcs cnepytollas o6paboTka gaHHbix. Mone PDG 3anonHAeTcs 3HaveHnem 0x00.

7.2.8 Moannucb NpoBEPKN NOAJIMHHOCTU AaHHbIX coobueHns (MDAS)

Moanuce MDAS npeacTasnseT co60i none nepeMeHHOW ANUHBbI, A/IMHA KOTOPOro yka3biBaeTcs Bbi6paH-
HOI dpyHKUMel ayTeHTUdukaunn. Hanpumep, ecnu npumensietca ctaHgapt AES CBC-MAC co 128-6UTHbIM
kntoyom (cm. MCO/M3IK 10116). nognuce MDAS npeacTaBnsieT coboit 16-6aiiToBble gaHHble. Mone MDAS —
3TO 3Ha4yeHue, BblUMCASsIEMOE N0 Kaapy coobuieHua npotokona SCPM, ucknouvasn 3aronoBok (HD) v gaHHble
NpOBEpPKM MOA/IMHHOCTU AaHHbIX (MDAS). Mone MDAS He siBnseTca 06s3aTeslbHbIM U BK/IHOYAETCA TOIbKO B
cnydae, ecnu cnyxba ayteHTudprkaymmn 6oina BoibpaHa 1 ykasaHa B nosne SHD.

8 Peanusauyuna npotokona SCPM

8.1 AnropuTMmbl 1 o6paboTka AaHHbIX

8.1.1 O6wme nNonoxeHns

HecMOoTps Ha TO. YTO U KOH(UAEHLNASIBHOCTb, U ayTeHTUMKaLMA ABNAIOTCA Heobsa3aTeNbHbIMU, AOXK-
Ha 6bITb BblIOpaHa Kak MUHUMYM OfHa U3 AaHHbIX CNYX6, a 3HaunT 06a anropuTma WnUdpoBaHNSa 1 NPOBEPKM
NOA/IMHHOCTY He J0/KHbI ObITb OJHOBPEMEHHO OTK/THOYEHbI.

8.1.2 KpunTtorpadguyeckme anropnutMbl 1 KPUNTOBLIYNCIEHNSA

VMicnonb3yemblii anropuTm WNGPOBaHMS ykasbiBaeTCs C pacnpegeneHnem kiwoua. MNpotokon SCPM
npefHasHauyeH AN UCnosb30BaHNA C aITOPUTMaMmn CUMMETPUYHOTO WndpoBaHus. O6a3aTeslbHbIM anropuT-
Mom wudposaHus SCPM sasnsetcs AES. 3awwudposaHHble nonsa sknoyatoT nons: PBC. PADATA. BCC u
PDG. Ha pucyHke 8 noka3aH npvmep ¢ UCNosib30BaHWeM asiroputma lwmdgposaHus AES-CBC ¢ A/IMHO kova
128-6ur.
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3afjaTh XONOCTOE 3aMN0/IHEHE 419 BbPaBHIBIHNA
1eanWNLIXXOKMKXO TEKCTA TKIO/IE.«MIU[Bro 0Kt po-

ymuscitant PCDATA (o
¢ cna c BAMUIO. 4TOGbI OH CM N1 rPATBH 1« 6anT

Mratoinblil BTUANAY300MUHITIA Teuct
HD SA DA BC SHD SNF PBC PEDATA sec POC

L ndppoBanne i

&

HD SA DA BC \lHD SNF 128 6ut ceee 128 6ut

LLb»1>poarmm]. 7 TexcT
PucyHok 8 — W undpoBaHne c npumeHennem anroputma AES-CBC co 128-6UTHbIM K1HOYOM

8.1.3 ANropuTMbl ayTeHTUuKaLum n BblYNCNEeHne AaHHbIX ayTeHTUudukaymm

Tak XO0. KaK v AN5 BblLLEYNOMSAHYTbIX a/ITOPUTMOB LLUNPOBAHNA, afOPUTMbl MPOBEPKN MOL/IMHHOCTY
JaHHbIX, UCNOMb3yeMble AN BbIYNCIEHNSA JaHHbIX ayTeHTUUKaumMmn, Ao/mMKkHbl ObiTb cneunduLmpoBaHsbl Kak
anropuTMbl C pacnpegeneHvemM Knoyei, KoTopble NPUHUMAIOT CoobLLeHre 60ro pasmepa uU reHepupyoT
BbIXOAHOE CO06LeHe (hUKCMPOBaHHON AWHbI. O6sA3aTeNbHbIM anropuTMOM MNPOBEPKM NOA/MHHOCTU AaH-
HbIX npoTokona SCPM sasnsetcsa anroput™M AES. OH paboTaeT aHa/iorMyHO anropuTtMy LMPOBaHNA U KC-
nonb3yet none CBC-MAC ansa co3gaHus nognucu, HeobxoArMow Ans NpoBepKkM NOAJIMHHOCTY COOGLLEHMS MO
6104HOMY LWNCPY. JaHHble ayTeHTuukaumMm nocTynatT U3 nonei B kagpe coobLLeHns, a A5 NonyyeHns He-
06X04MMOro 3HaYeHVs CyLecTBYIOT fjBa BapuaHTa: 1) ToNbko ayTeHTudmKaums n 2) ayTeHTudmkauus nocne
LwndpposBaHnsa. Ha pucyHke 9 nokasaHo, Kak BblYUCASATCA faHHble ayTeHTudurkaymm. B cnyyae BbINOHEHUS
TOMILKO ayTeHTUMKaLMmn faHHble ayTeHTUdukauuy BeluncnsaoTcsa ot nona SA o nona BCC v BHocATcS B
none MDAS. B cnyuyae BK/IOUEHUS CNYxX6 ayTeHTUdunkaummn 1 WwndpoBaHna cHavana BbINo/HAeTCA 06paboT-
Ka wudposarusa (13 nonsa PBC B none PDG). a ayTeHTUdMKaLMA BbluMCAseTCs OT nons SA fo 3alndposaH-
HbIX fJaHHbIX 1 BHOCUTCA B none MDAS. Mone MDAS — 3T1o nocnegHue N 6aiT 3aliuieHHoro kaapa B LesioMm,
rae N 3aBuCUT OT anroputma ayTeHTuukaumum.

LNsi HEKOTOPbIX aNITOPUTMOB ayTEHTUMKALMIN CTPOKA 6aiiTOB, NO KOTOPOW BLIYNCNSETCA 3HAUYEHNEe faH-
HbIX ayTeHTUdMKaLmmn, JomkHa ObiTb KpaTHa pasMepy 6710ka, onpegensemMomy anroputmamu. Ecnm gnvHa
CTPOKM 6aiiToB He COOTBETCTBYET TpeboBaHVAM anroputma no pasmepy 6s10ka, B KOHLE Kagpa ayTeHTuduum-
poBaHHOro coobLieHnsa AobaBNsaeTcs CKpbIToe Xonoctoe 3anonHexve {nocsne nonsa BCC. ecnu BbINOMHAETCA
TONbKO CNyx6a ayTeHTudukaummn, n nocne WndpoBaHnsa JaHHbIX, €CV UCNONb3YITCA CNYXObl ayTeHTUd K-
Kauum n KoHdMAeHUManbHoCTH) nepes BHeceHnem B nose MDAS. [laHHble 6aliTbl XO/IOCTOrO 3amnosiHeHus
[OMXHbI MMEeTb Hy/NleBOe 3HayeHwe, a pasmep 6/10ka onpefenserca TpebosaHusAMU anroputMa. Xosioctoe
3anosiIHeHne He nepefjaeTcs C KafjpoM COOOLLEHUS.

8.1.4 Pexnm cuenneHus 6nokoB wudgptekcta (CBC)

Bce anroputmbl WndposaHus, ucnonbdyemMmbsle B SCPM. fomkHblI paboTaTb B pexume cuensieHns 6o-
KoB wugpTtekcta (CBC) (cm. MCO/M3IK 10116). CBC TpebyeT, UTOObl KO/MYECTBO AaHHbIX, NoAnexalnx
LwndpoBaHunio, 6bIN0 KpaTHbIM pasmepy 6510ka wudpTekcTa. TpeboBaHue BbINOHAETCA MyTeM Ao6aBneHus
XOJI0CTOrO 3arno/IHEHUS B KOHLE faHHbIX NPy HeobxoaumMocTu, nepes wiudposaHmem. XonocToe 3anosiHeHe
CTAHOBUTCH YacTblo LINAPOBAHHOTO TEKCTa kafpa CoobLeHns 1 yaanseTca nHuuumpyemoii cnyx6oi B xoge
06paboTkM BXxoAsLLero coobuieHns. Ecnm gaHHble yxe kpaTHbl pasmepy 6/710ka Wwudpa, XonocrToe 3anosHe-
HWe f06aBnATb He TpebyeTcs.

LWndppbl B pexxume CBC Takke TpebytoT Hannuus sektopa nHuuyuanmsaumm (IV) Bo nsbexaHve reHepu-
poBaHWsA HOBOIO K/oua 1A KaX4oro ceaHca wnposaHus. [laHHblli BEKTOP MHULMAanM3auun reHepupyetcs
13 3HaveHus SNF n onucaHx B 8.1.6.
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SA DA BC SHD snf|pbc]| PEDATA _|BCC PDG i MDAS

MpmepanooTMocTy ¢ MMPOoBaUMI
W und pom**»

I«CrOBOP-* Vk AaTbl 04NN NpoBepkn
i Viiinix.tt-

PucyHok 9 — BbluncneHne gaHHbiX ayTeHTUud nkayum

8.1.5 MHuumnanusaumsa n nposepka 3HayeHus nonsa SNF

MHunupnatop cnyxbbl coxpaHsieT 3HaveHne noss SNF. cBA3aHHOE C MHULMUPYEeMOit ClyX60i B npeabiay-
Lem ycnewHom oteeTe. MHnummpyemas cnyxoéa koHTponupyet/ynpasnseTt nofem SNF gna Kaxgoro nHuumna-
Topa cnyx6. Ho gns nepeoro 3anpoca uav B ciyyae notepu 3HadeHus nons SNF no kakum-mbo npuumHam,
Hanpumep v3-3a OTK/IIOUYEHUS MUTaHWA, MHULMATOP CNYX6bl HE COXpaHseT nocnegoBaTe bHbIA HOMEpP, U UHK-
unanusaumsa nona SNF fomkHa BbINOMHATLCSA BMECTe CcO Cnyx60i ayTeHTUdmKaLuu.

CoobueHne-3anpoc BKAYaeT NPOM3Bo/IbHOE 3HavYeHne nonsa SNF 1 oTnpasniseTcs Ha NPOTUBONOOX-
HYI0 CTOPOHY, Kak nokasaHo Ha pucyHke 10. Ecnun He ypaetca nposeputb none SNF. 3anpawmsaemas ciyx-
6a oTBEYaeT C MCNOoJIb30BaHMEM CreHepupoBaHHOro/cCoxpaHeHHoro 3HadeHusa nons SNF. 4Tobbl ykasaTb Ha
owmn6ky nposepkn nona SNF. MHuumatop cnyx6bl nonyyaeT 3HaveHne nons SNF 1 oTnpasnseT coobuieHne
06 ayTeHTUdMKaLmm c nonyyeHHbIM 3HadyeHreMm nons SNF. 3anpawmBaemas cnyxb6a nposepseT coobLieHne
M 3aTeM OTnpaBnseT OTBET 06 yCMNeLwHoN ayTeHTUMKaLun NHALMATOPY CAYXObl C HOBbIM 3HA4YeHMeM nons
SNF (yBenmyeHHbIM Ha 1).

8.1.6 BbiuncneHvne 3HauyeHnsa sektopa nHuuunanusauum (1V)

MpumeHeHne pexuma CBC TpebyeT Ha/mumsa Y4eTKo 3afaHHOro BekTopa uHuumanusauumn (IV) N 6aiir,
npu atom N 3aBUCKT OT anroputma. Hanpvumep, 16-6aiiToBbIli BEKTOP UHMLMANN3ALMN UCNOMb3YeTCs B LWNd-
poBaHuun anroputmom AES-CBC ¢ anuHol kntova 128 6uT. [aHHbIli BEKTOP MHMLManM3aLmm npesBocxoamT no
3HauYeHuIo 3alluLieHHoe (3awmndpoBaHHoe) NHOPMaLVOHHOE HaMoNHeHNe. BknouyeHne BekTopa uHUuMa-
nv3aunmn B K&XA0M Kagpe CO0bLeHns rapaHTUpyeT, YTO BO3MOXHO paclundpoBaHne Kaxaoro nosy4eHHoro
Kagpa coobLieHns, Aaxe ecny HeKoTopble kagpbl coobleHns Bbinann npu nepegade. 3HavyeHne BekTopa
WHMLManu3auumn siBNsieTcs nNpousBoAHbIM oT nons SNF. Hanpumep. 16-6aiiToBbIi BEKTOP WHMLManM3auum
ncnonb3yetca Ans wndposaHua anroputmom AES-CBC. Ha pucyHke 11 nokasaHa HacTpolika 3HayeHus Bek-
Topa MHUumManusaumm B ciydae 16-6alitoBoro IV.

8.2 O6paboTKka Kagpa 3aluLeHHOoro coobueHuns

8.2.1 O6uwwme nosoxeHns

O6paboTka Kaapa 3alUnLLEeHHOro CoobLLEeHNs 3aBUCUT OT TOTO, Kakmne CiyX6bl OblIN BKIOYEHDI.

Cnegytolne noakiacchl WIKOCTPUPYIOT, Kak kKafpbl CO06LLEHNS 06pabaTbiBaloTCA B TPEX KOMOUHALNAX:

a) BK/II0OYEHA TOMbKO NMPOBEepKa NOAMMHHOCTM AaHHbIX (ayTeHTudmKaums):

b) BK/lOYEHA TOJ/IbKO KOH(OMAEHLNANTBHOCTD;

C) BK/IHOUEHbI 1 MPOBEPKa NOAJ/IMHHOCTUN AaHHbIX, U ayTeHTUMKaLms.

O6MeH 3allMLLEHHbIMW COOBLEHNAMN MeXAy UHMLMATOPOM CAyxXObl 1 3anpaluvMBaeMoi ciyx6oi co-
OTBETCTBYET 06MEHY B O4HOPAHIOBOW ceTu. Ecnin yka3aHHbIi CETEBOW agpec Ha3HauYeHUst IBNSETCSA LUMPOKO-
BellaTe/IbHbIM afpecoM, 3anpalunBaemas ciyxoba Ao/HKHA 0TKa3aTbCsl OT COOOLLEHUS.
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CTopoHe. MNcBuMeokxnas CTOpoHa 3anpallnBaemMoi cnyxG6bl

Cwwnbka npoBepkn 3HavyeHUs nonss SNF
BbluncneHune 3Hamenuns nonsa MAS

no kagpy, 3a ucknoyenvem noneint HD
n MAS, ¢ Npou3BOJ/ibHLIM 3HAYEHNEM Bblunil eHne 3Hauenus nons MAS
nons SNF no Kagpy, 3a UCKNoYeHHoM noneit HO
n MAS. c coxpaHeHHbIM 3HaYeHnem nons
SNF nnu ncxogHoim 3HavyeHnem Mo
Bosspar 3HauyeHua nona SNF SNF. n otBeT ¢6 owwnbke NpoBepKU
nons SNF
BbluncneHune 3HavyeHns neHs MAS
no Kagpy, 3a nckiuyeHnem nonein HO MpoBepka NoAs sn f s KAYECTBO
M MAS, c BO3BpaLLEHHbIM 3HAYEHNEM Npefbl Ayl el0 3HAYEHUS, NEPEfaHHOI0
nons SNF O/IHOPAHTOBOMY Y31y, 1 BblUMCIEHME
3HavyeHuns nons MAS no kagpy,
3a ucknoyeHnem noneit HD
n MAS

3HayeHune nonsa SNF ysenuumnsaetca Ha 1
N OU-MCNAOTCH 3HAYeHWe Nons mas
no kagpy, 3a ucknwovenmem nanein HO

n MAS. n nepepaetcsa oTeeT
c6 ycnewHoli ayTeHTu ukauun

PucyHok 10 — lMocnegoBatenbHOCTb MHULManu3aumu nona SNF

BHP 8NF BHP J

PucyHok 11 — BbluncneHne 3HauyeHus sektopa uHuymanusauum (IV)

8.2.2 O6paboTka Kagpa coobLEeHNs TONILKO NPy NpoBepKe NOANMHHOCTU JaHHbIX

Ha pucyHke 12 nokasaHa nocsiefjoBate/lbHOCTb MPOBEPKN MOA/IMHHOCTU AaHHbIX MeXAY VHULMATOPOM
CNyX6bl 1 3anpalinBaeMoi CayX060ii.

Larn (Homepa ykasbiBaloT Nocnef0BaTe/lbHOCTb) FfeHepupoBaHNA COO6LLIEHUS NPOBEPKM MOL/TMHHOCTH
[JaHHbIX OT HUUMaTopa cnyx6bl ONUCLIBAIOTCA CeAyoLWyM 06pasom:

a) ycTaHoBKka ¢onara B none SHD:

1) 6uTthl bO:bl.b2:b3 ncnonb3yloTea ANA yKaszaHUA MHAEKCA K/lo4va, NPUMEHSeMOoro npu nepejaye AaHHbIX;

2) 6utbl b6:b7 = 0:1 ncnonb3ylTCA AN yKasaHusa Ha cnyxby 6e3onacHoOCTV cnegylowmm obpasom;
ayTeHTMdMKaLus BKIOYEHa, a WngpoBaHue BbIKIIOYEHO;

3) 6uT b8 = 0 Ucnonb3yeTcs AN yKasaHWa Ha TO. YTO coobLleHne ABISAETCS 3anpocom,

b) ycTaHOBKa MOPSAAKOBOro HOMepa.

1) ecnv NOpsIAKOBbLIV HOMep U3 NpeApblayLiei nepefayn AaHHbIX COXPaHWU/ICH, UCMONb3YeTCH UMEHHO OH;

2) B MPOTUBHOM cnlyyae (415 nepBoii nepefayun faHHbIX UAU ecnv NOPSAAKOBbLIA HOMEpP He coxpaHucs),
MCMNOMb3yeTcs CryyaiHbiM 06pa3oM BbliOpaHHbIVi MPOM3BOJIbHbIV NMOPSAKOBLI HOMEp, Kak onncaHo B 7.2.3.

c) BbluncneHne nons BCC;

d) BbluncneHne nons MDAS no BceMy KaZipy coo6LeHus, 3a uckioyeHmem nosneir. HD n MDAS.

MpoBepka coobLieHnsa ayTeHTUdMKaLMmM 3anpalimBaeMoit ciyx60ii BkavaeT cnegyolee warm.
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Lar 1 MNMpoBepka NOpsiiIkOBOro HoMepa.

LWar 2 MNMposepka nona BCC.

Lar 3 MpoBepka faHHbIX ayTeHTUUKaL .

OTBeTHOE co0bLLEeHNe rOTOBATCA cneayloLwmm o6pasom, YTobbl nepedaTb ero nHuumaTopy ycnyr. LWarn
(Homepa ykasbiBalOT NocnefoBaTe/IbHOCTb) reHepaLu OTBETHbLIX COOOLLEHU A OT 3anpaliMBaeMoi CTOPOHbI
OMUCLIBAITCA CeayoLWwmnm o6pasom.

e) yctaHoBka thnara B nosne SHD:

1) 6uTbl b0O:b1:b2:b3 ncnonb3yeTcsa ANA ykasaHUsA MHAEKCA Kova, NPUMEHSeMOoro npu nepejave faH-
HbIX. K&K 1 B COOTBETCTBYIOLLLEM COOBLLEHNUN-3anpoce;

2) 6uTbl b6:b7 = 0:1 ncnonb3yeTca A8 yka3aHWa Ha cnyxby 6e3onacHoCcTV cnegylowum obpasom;
ayTeHTurKauma BKNOYEHa, a LWndpoBaHMe BbIK/TIOYEHO, Kak U B COOTBETCTBYIOLLLEM COOGLLEHUN-3anpoce;

3) 6uT b8 = 1 ucnonb3lyeTca AN ykasaHua Ha TO. YTO COOOLLEHNEe ABNSETCA OTBETOM;

4) 3anncb pesynbTata otBeTa B 6uThl. bl2;b13;bl4:bl5 Ans ykazaHus Ha TO. IBNSETCA NpoBepka ycnew-
HOW unu Het. Ecnun npoBepka ycnelHas, 3a4atTcs cnegytolme 3HavyeHdns 6utos: M2 b13:M4:M5 = 0:0:0:0;

f) yctaHoBKa nopsiAKoBOro Homepa:

1) B cnyyae ycnewHoro oTBeTa CTaBuUTCS CrieAyoLWmnil NOpsaAKOBbIA HOMep (YBeNUYEHHbIA Ha 1):

2) B c/lyyae owmnbku oteeTa:

I) ecnu NOpsAAKOBbLIA HOMEP, COOTBETCTBYILMIA JAaHHOMY MHULMATOPY CAYXObI, He CyliecTByeT, 3a-
npawveaemas cnyxba fo/HKHa NOCTaBUTb NCXOAHbLIN NOPSAAKOBbIA HOMep B nonie SNF B oTBeTe uHuumaTtopy
CNYX06bl;

Il) B NPOTUBHOM C/y4ae UCnonb3yeTcs NpeAablayLnii 0TNpaBeHHbIi NOPALKOBbIA HOMEp;

[1) ycTaHoBKa faHHbIX MH(OPMAaLMOHHOIO Hamo/IHEHUS.

1) npv owmn6Ke NPOBEPKN NOAIMHHOCTM faHHbIX l]aHHbIE 13 3anpoca KOMUPYITCA 1 BCTABNAKOTCA B NOMSA
PBC, PADATA 1 BCC 13 cOOTBETCTBYHLLNX NONel CO06LEeHNs-3amnpoca,;

2) npwv ycneLuHol npoBepke NOA/IMHHOCTM AaHHbIX AaHHble 0TBETa N COOTBETCTBYIOLLMIA pasmep JaHHbIX
BcTas/iAoTCA B nonss PADATA n PBC u Bbluncnsetcs none BCC;

h) BbluncneHne nons MDAS no BceMy kagpy coobLieHuns, 3a ucknovenmem noneid HD n MDAS.

Ha puvcyHke 12 nokasaH npumep KaapoB CO06LLEHUI, NCNOMb3YIOLLMX CNYXOY YA0CTOBEPAIOLLEN NOAMNCH.

8.2.3 O6paboTka kafpa Co06LLEeHNS TONbKO B pexuMe KOHpuaeHLnanbHoCTH

Ha pucyHke 13 noka3aHa nocrefoBaTenlbHOCTb WN(POBAHNSA MEXAY VHULMATOPOM CNyx6bl 1 3anpa-
LUIMBAEMOIA CNyXBOIA.

Llarn no reHepmpoBaHnio WMGPOBAHHOIO COOBLLEHUS OT MHMLMaTOpa Cyx6bl BKIOYAKOT cnegyoliee
(Homepa ykasblBatloT NOCne0BaTe/IbHOCTD):

a) yctaHoBKka pnara B none SHD:

1) 6uTbl bO:bl:b2:b3 Ucnonb3yTCA ANa ykazaHUs UHAEKCA KoYa, MPUMEHSAEMOro Npu nepejave faHHbIX;

2) 6uTbl b6:b7 = 1:0 ucNoNb3yOTCA ANS YKasaHusa Ha Cnyx0y 6e3onacHocTu cnegyowmm obpasom: ay-
TeHTMdUKaLns OTKIUYEH], a WK poBaHue BKIOYEHO;

3) 6uT b8 = 0 ucnonb3lyeTca AN ykasaHua Ha TO, YTO COOOLLEHNEe ABNSETCS 3anpocom,

b) ycTaHOBKa Npon3BOIbLHOro Homepa B nosne SNF;

¢) Bbluncnexme nonsa BCC:

d) wudpposaHue:

1) pobasneHne HeO6XOANMbIX faHHbIX XO/IOCTOr0 3ano/IHEHNS;

2) ecnu ncnosnb3yeTcs anroputm pexvma CBC. gaHHble BekTOpa uHuumauuu, eicTeyolmne Kak BBO-
[AHble AaHHble ANS anropuTMa WNgpPoBaHus, BbIYMCNATCA NO 3HaYeHuno nons SNF;

3) wudposaHue pesynbtaTa (nons: PBC. PADATA. BCC n PDG).

LLlarn npoBepku WnNdPOBAHHOTO COOGLLEHUS 3anpaluBaemMoli cyx60ii BKIYalT cnegyouee (Homep
ykasblBaeT nocnefoBaTeslbHOCTb).

LWar 1. PacwudpoBaH/e faHHbIX.

LWar 2. Mposepka nons BCC.

Coob6LeHne-0TBET NoAroTaBIMBaeTCcs AN nepefayn nHULMaTopy cnyx6bl cnegyowyM obpasom:

a) ycTtaHoBka thnara B none SHD.

1) 6uTbl b0:bl:b2:b3 ncnonb3yoTCa ANA yka3aHUs MHAEKCA Klo4va, NPMMEHSEMOro npy nepejaye gaH-
HbIX. KaK 1 B COOTBETCTBYIOLLEM COOOBLLEHUN-3anpoce;

2) 6uTtbl b6:b7 = 1:0 ucnonb3yTCA ANS yKasaHUsa Ha cnyx6y 6esonacHocT cnepyllum ob6pasom:
ayTeHTMMKaLma BbIKNOYEH, a WnpoBaHNe BKIIOYEHO, Kak U B COOTBETCTBYIOLLLEM COOGLLEHNN-3anNpocCe;
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PucyHok 12 — Kajpbl 3aly1LeHHOro coo6L eHns, UCNONb3ylol e Cnyx6y yaocToBepsioweil nognucu

3) 6uT b8 = 1 ncnonb3yeTca A5 yKasdaHUS Ha TO. YTO COObLLEHNe ABAETCS OTBETOM,

4) 3anucek pesynbTata oteeTa B 6uThbl b12:bl13:bl4:bl5 ns ykaszaHua Ha To, ABASETCA NpoBepka ycneLu-
Holi UK HeT. Ecnu npoBepka ycnewuHas, 3agalTcs cneayrlme s3HadyeHns 6utos — b12:M3:M4:M5 = 0:0:0:0;

b) ycTaHOBKa NPOU3BO/ILHOIO 3HaueHus B nosne SNF;

C) yCTaHOBKa flaHHbIX UH(DOPMALMOHHOIO HanoHEHNS:

1) npu owmnbKe NPoBepPKU WNPOBaHHbIE AaHHbIE KONMUPYIOTCA U3 COOBLLEHUS-3anpoca;

2) npu ycnewHoN npoBepke faHHble OTBETa BHOCATCA B none PADATA. a cOOTBETCTBYHOLWMI pa3mep
[AaHHbIX BHOcUTCA B nosie PBC u Bbluncnsietca none BCC. 3aTeM BbINOSIHAETCA WundhpoBaHune noneii: PBC,
PADATA. BCC 1 gaHHbIX XO/10CTOro 3arnosiHeHUs.

8.2.4 O6paboTka Kaapa coo6LLeHNa Npu NpoBepKe NOAMNHHOCTU AaHHbIX U
KOH(MAEHUNaNbHOCTH

Korpa oiHOBpPEMEHHO BK/OUYEHBI CNyx6a ayTeHTUmKauum u cnyxéa KoHuaeHLMansHoCTH, A8 Wud-
pPOBaHHOIO TeKCTa NpoBepseTcs NOA/MHHOCTb AaHHbIX, & HeLWN(POBaHHBIV TEKCT C NOATBEPXKAEHHbIMU AaH-
HbIMU He LWndpyeTcs. ATO 03HAYAEeT, YTO A4/18 KaApoB UCXOAALLMX COOBLLEHNI NEPBLIM BbINOHAETCA WK po-
BaHWe. a ANS KafpoB BXOAALLMX COOOLLEHWI NepBoli BbIMOMHAETCS ayTeHTUUKaLms.

Ha pucyHke 14 nokasaHbl NpoLecChl B MHMLMATOPE CNYXObl 1 3anpaluvBaemol cnyxoe.

LWarn no reHeprpoBaHunio WNPOBAHHOIO COOBLLEHNA C MOATBEPXAEHHBIMU AaHHbIMU OT MHULMaTopa
cnyx6bl BKOYAKOT cnegytowee. OnucaHHbIi HUXe Nopsaok 06paboTku ynpolaeT 6bicTpoe 06HapyXeHue un
OTK/IOHEHME MOBTOPHBIX NakeTOB noJslyyaTenieM nepes paclunpoBKoii nakeTa, TaknM 06pasom NoTeHLMabHO
cHmxas Bosaelictema DoS atak:

a) yctaHoBka chnara B nosie SHD:

1) 6uThbl bO:bl:b2:b3 ncnonb3yoTca ANS ykazaHus MHAEKCa KlloYa, MPYMEHSEMOro npy nepegaye AaHHbIX;

2) 6uTbl b6:b7 = 0:0 NCNOML3YITCA ANA yKa3aHUsA Ha CNyX6y 6e30MacHOCTM crefyowmMm ob6pasom: ay-
TeHTUdMKaumsa 1 LWnMdpoBaHne BKIOYEHDI;

3) 6uT b8 = 0 ncnonb3yeTcs ANS yKasaHUs Ha TO. YTO COObLLEeHne ABAETCS 3anpocoMm,
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PucyHok 13 — Kapbl 3aUMLLeHHOTo Co06L eHNs, UCNOMb3YIO LW e CyX6y WwndposaHms

b) ycTaHOBKa NOPSAKOBOr0 HOMEPA;

C) BbluncneHue nons BCC;

d) wudposaHwe:

1) pob6aBneHne HeOHXOANMbIX AAaHHbIX XO/IOCTOrO 3anos/IHEeHUS;

2) ecnu ncnonb3yeTca anroputMm pexmma CBC, faHHble BEKTOpa MHUUMALWW, feCcTBYoLMe Kak BBO-
[Hble laHHble A5 anropuTMa WUgpoBaHus, BbIYNCNAIOTCA N0 3HaYeHnto nonsa SNF;

3) wudposaHmne pesynbtata (nons: PBC. PADATA. BCC n PDG):

€) BblUMC/IeHNE faHHbIX ayTeHTUmKaLmn:

1) BbluMCNIEHNE 3HAYeHUA ayTeHTUdMKaLum oT nonis SA A0 LWNgpPOoBaHHbIX AaHHbIX (BKOYaeT nons:
PBC, PADATA. BCC u PDG);

2) coxpaHeHue pesynbTaTa BbluncneHuii B none MDAS.

Larn no npoeepke 3alinMpPOBAHHOIO U ayTeHTUULIMPOBAHHOIO COOBLLIEHNS BKNIOYAIOT creyioLlee.

War 1. MpoBepka 3HayeHus nons SNF.

LWar 2. MNMposepka 3HavyeHna nons MDAS.

LWar 3. PacwudpoBaHne gaHHbIX.

LWar 4. MNposepka 3HavyeHna nona BCC.

CoobLeHne-0TBET NOArOTaB/IMBAETCA 419 Nepejayn nHULmaTopy ciyxosl cnegytowmm obpasom. LWarn
(Homepa ykasblBaloT Noc/ie0BaTes/IbHOCTb) FTEHEPUPOBaHNA COOBLLIEHNA-0TBETA OT MHMLMaTopa Cyxobl onu-
CblBaOTCA Cnegyowmm o6pasom:

f) yctaHoBka cpnara B none SHD:

1) 6uTbl b0:b1:b2:b3 ncnonb3ylTCA ANA YKa3aHUsA UHAEKCA Ko4va, MPUMEHSeMoro npy nepejaye gaH-
HbIX. KaK 1 B COOTBETCTBYIOLLEM COOOLLEHUN-3aMpPocCe;

2) 6uTbl b6:b7 = 0:0 ncnonb3ykTCA A8 YKazaHUsl Ha cnyx6y 6e30nacHoCTy cregylowmM obpasoM: ay-
TeHTUmKaums 1 WwndpoBaHne BKIIOYEHbI, KaK 1 B COOTBETCTBYIOLEM COOOLLeHn-3anpoce;

3) 6uT b8 = 1 ncnonb3yeTcsa 415 yKasaHus Ha TO. YTO CO0bOLLeHNe ABNSETCA OTBETOM:
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4) 3anuch pesynbTarta oTBeTa B 6uThl b12:bl3:bl4:b15 anAa yka3aHus Ha To, ABNSETCA NpoBepKa ycnew-
Holi nnn met. Ecnv npoBepka ycneluHas, 3afaeTcs cnegyouee 3HadeHne 6utos — b12:M3:M4.M5 =0:0:0:0,

[) ycTaHOBKa MOpsAKOBOro Homepa 3anpoca B nosne SNF:

1) 8 cnyuyae ycnewHoro otBeTa, CTaBUTCA CeAyoLWmnii NnopaaKoBbli HoMep (YBeNnYeHHbIl Ha 1);

2) B cniyyae oWwnbKu 0TBeTa,;

1) ecnn nopsAKoBbI HOMEP, COOTBETCTBYIOLLMIA AaHHOMY MHULMATOPY CNYX6bl, He CylecTByeT, 3anpa-
lwmBaemMas cnyxba fo/HKHA NOCTaBUTbL UCXOAHbLIA MOPAAKOBLIA HOMep B nosie SNF B OTBETE MHMLMATOPY
CNyX6bl;

Il) B NpOTMBHOM Cfyyae, NCMOMb3yeTcs nNpeAblayLWwunii oTNpaBAeHHbIl NOPAAKOBbIA HOMeP.

h) yctaHoBKa faHHbIX MH(POPMALMOHHOTO HANOJTHEHUS:

1) npu owmnbke NpoBepKM LWINPOBaHHbIE AaHHble noneii: PBC. PADATA, BCC n PDG konupytoTcst 13
coobLieHna-3anpoca;

2) Npu ycnewHoin npoBepke AaHHble oTBeTa BHOCATCA B none PADATA, a COOTBETCTBYIOLMIA pa3mep
[aHHbIX BHOCcUTCA B none PBC u Bbluncnsetca none BCC, 3aTem BbinosHAeTCs wundpoBaHune noneii: PBC,
PADATA, BCC 1 faHHbIX X0/I0CTOr0O 3anosiIHeHWs;

1) BblucneHne nons MDAS no BceMy kafpy coo6LueHus, 3a ucknodeHnem noneii: HD n MDAS.

HD SA DA BC SHD SNF PADATA |BCCIPEDG MDAS
cot%"fﬁ;‘“fﬁ% OCMBEWS) - nakCWIww Kn<num»pa>uw|n a cobl«uma*birpcea
: npurosoam gama
OT CTOPOHbI Urpa (1 * O- syTankd LUl kxs biicMam* . . )
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PucyHok 14 — Kagpbl 3alyuieHHOro coobuw eHns, ncnonb3yrowmne cnyxoby wudposaHua
M cnyx6y NpoBepKM NOAMMHHOCTYU JaHHbIX

9 YnpaBneHue ki4yamu

9.1 O6wue nonoxeHns

OfHUM 13 npenmyLects npoTtokona SCPM saBnsfeTca T0. UTO MEXaHW3M yMnpas/ieHNs KIlvyamy Takke
o6ecneyrBaeTCs faHHbIM NPOTOKO/IOM, TO €CTb KoUK, UCnofb3yemble B NpoTokone SCPM, nm xe un pacnpe-
aenstoTcs.

19



FOCT P NCO/M3K 24767-2—2018

Lna 6e3onacHoil nepefayun AaHHbIX M3HAYaIbHO YCTAHABMAMBAKTCS Pa3/IMYHblE KIKOUYM, KOTOpble Mo-
pa3HOMy MCMO/b3YTCA B 3aBUCMMOCTU OT Tvna knova. MeHepupoBaHue'pacnpegeneHune Knyved KOHTpou-
pyeTcsa v ynpasnsieTca «y3/ioM ycTaHoBku kntoya» (KSN). 3a xpaHeHue gaHHbIX pacnpegesieHHbIX Kouel
0TBeYatoT foMallHMe YyCTpoicTBa. Knoumn cnyxart kak o6Lme cekpeTHble AaHHble HULMATOPOoB CIyX6 1 3a-
npatmsaemsbix cnyx6. Mpotokon SCPM npegnonaraet, YTO B OJHOM JOMEHE NPUCYTCTBYET TOSIbKO OfMH Yy3en
yctaHoBKu kntoyeli (KSN), n Tonbko oanH y3en KSN pacnpegenseT Kawuu no goMalHum ycTpoicTeam. Mo-
MUMO 3Toro y3en KSN ynpasnsieT kitodom mexay y3nom KSN n gomawHumm yctpoiictBamu. Korga ysen KSN
HanpasnsieT pas/iyHble K1YM Ha foMallHWe YCTPONCTBa, AaHHbIe KUM AOMKHbI 6bITh 3aWndpoBaHsbl.

Y3en KSN urpaet BaxHyl0 posib B JOCTaBke, 0OHOBNEHUUN U XpaHEHMN Bcex knoyeid. Y3en KSN gomkeH
6bITb 04YEHb HaAEXHbIM YCTPOCTBOM. TUNOBLIE Onepauun no asTopusauun y3na KSN onvcaHbl B npuioxe-
HUK A.

9.2 WHnuymanunsauunsa knodemn

9.2.1 WHuuymanusauusa kawya nonb3osarens

Kntou nonb3oBatens — 310 06LWMe CeKpeTHble faHHble BCeX YCTPOWCTB B AoMeHe. BesonacHas nepe-
Jaya faHHbIX obecneymBaeTcsa 6narofaps NpakTUke UCNOMb30BaHMA KloYa Nosb3oBaTtesns, Korga Bce nuua,
XUBYLLME B JOME, UCMOJIb3YIOT aBToMaTH3aL Mo ynpasieHust foMallHell ceTblo. Ecnn ycTpoiNCcTBO Xo4eT npu-
coefnHNTBLCA K ceTn {HOBOE 3aperncTpupoBaHHOe YCTPOICTBO), TpebyeTcs UHMLMaNU3aumsa Knya nonb3o-
BaTesiA Ha JaHHOM YCTPONCTBE, YTO BbINOMHAETCA NyTeM [OCTaBKW 3alUWLLEHHOrO K/oYa Mnosib3oBaTens Ha
HOBOE 3aperncTPUpPOBaHHOE YCTPONCTBO Y3/10M KSN.

Mepepn Tako nHULManm3aumeii y3nbl 06MeHNBalOTCA Mexay co6oi npegBapuTenbHOW Bepcuein o6Lumx
«CEKPEeTHbIX» AaHHbIX NOCPECTBOM OMNpefesieHHbIX BHEMOIOCHbIX MeXaHn3MoB. [pouecchl NokasaHbl Ha pu-
CyHKe 15. a warun onncaHbl HUXe:

a) y3en KSN ayTeHTudmUMpyeT agmMuHucTpaTopa nocpefcTsom crneunanm3dmpoBaHHbIX MeXaHU3MoB,
Hanpumep, ¢ noMmouwbio MmexaHnsma PIN;

b) B KauecTBe npegBapuTebHOM BEPCUM 0OLLNX «CEKPETHbIX» AaHHbIX HE06X0AVMO UCMOMb30BaTh Ce-
pWiiHbI/A KNoY (KOTOPbIA Ha3HavyaeTCcs M3roToBUTENEeM npubopa) 4719 HOBOro 3aperncTpPMpOBaHHOIO YCTPOii-
cTBa 1 nepegatb ero B y3en KSN ¢ NOMOLbI0 onpefesieHHbIX He3aBUCUMbIX CPEACTB, Hanpumep cepuiHbIi
K/Tl04 HOBOTO 3aperncTpMpoBaHHOro yCTpoiicTBa BBoaMTCS B y3en KSN;

C) NOAroTOBKa MHULManM3aLmy knoya nonb3oBaTesns Ha HOBOM 3aperncTpMpPOBaHHOM YCTPOCTBE:

1) nockonbKy 3TO Nepeas nepefava AaHHbIX Mexay y31oM KSN 1 HOBbIM 3aperncTpupoBaHHbIM yCTPOIi-
CTBOM, O6LWMIA CcOrnacoBaHHbIl (HafeXHbI) NOPAAKOBLIA HOMEP MexAy HUMUW ABYMS OTCYTCTBYeT, NO3TOMY
YCTPOICTBO JO/MKHO ClyyaiiHbiM 06pa3oM CreHepvpoBaTb MCXOAHOe 3HayeHue NopsAKOBOro Homepa u no-
cTaBuTb ero B none RNS, kak onucaHo B 7.2.3.

2) ecnu yCTPOICTBO MMEET PEXUM UCXOLHON YCTAHOBKM, Er0 HEO6X0AMMO NEPEKTIOUNTL B AaHHbIN pe-
XUM;

d) ysen KSN BbigaeT 3anpoc B BAAe HeluMpPOBaHHOIO TeKCTa Ha HOBOE 3aperncTpupoBaHHOe yCTPOii-
CTBO. YTOObI ONpesenvTb anropuTM WKdpoBaHua/ayTeEHTUGMKALUN. NOAAEPXKUBAEMbIV CEPUIIHBIM KITHOYOM:

€) HoBOe 3aperucTpupoBaHHOe yCTpoicTBO oTBevaeT y3ny KSN ¢ nomolybio nogaepXxvneBaemoro anro-
puTMa WwudposBaHua/ayTeHTUdVKaLUM B BUAE HeNPOBAHHOIO TEKCTA,;

f) ysen KSN reHepupyeT/Bo3BpaLLaeT ko4 NoNb30BaTeNs, COXPaHAeT ero Co CBSA3aHHbIMU aTpubyTamm
(onuHa kiva u anroputM) B none PADATA. panee wudpyeT/npoBepseT NOA/MHHOCTb Kagpa CcoobLeHuns-
3anpoca VHULManm3auuy Kiya nosb3osartens ¢ NOMOLLbI0 NpeABapuTe/IbHOro 06LLEro CePUItHOro Kaya un
npeABapuTenbHO corlacoBaHHOro anroputma (ykasaHHoro Bbille B pasgenax 4 u 5), a 3aTem nepegaert 3a-
L MLLEHHBINA KaAp COObLLEHNS HA HOBOe 3aperncTpMpoBaHHOe YCTPOICTBO;

[1) HOBOE 3aperncTpupoBaHHOE YCTPOICTBO NOJlyyaeT U NPOBEPSAET KOMaHAy Ha MHULManu3auunio kiova
nosib3oBaTtenis No CEpURHOMY KoYy W NpefBapuTe/lbHO COracOBaHHOMY anropuTMy (ykasaHHOMY Bbille B
pasgenax 4 n 5);

h) ecnn nposepka npolia ycnewHo, HOBOe 3aperucTprvpoBaHHoOe YCTPOWCTBO NoArotTas/vBaeT oTBeT
Ha MHUUManu3auuio kaw4va nonb3oBatens nyTem yBe/MyeHWs NopsAkoBoro Homepa Ha 1. KonuposaHus 3a-
LUNPPOBAHHBIX faHHbIX ¥ MPOBEPKM NOAIMHHOCTY COOBLLEHUS NO ero cepuiiHOMYy K/ody, U 3aTeM nepegaet
ero B y3en KSN. B pesynbtate y3en KSN Bnageet nHopmaumeli 0 TOM. NOSy4YW/I0 i HOBOE 3aperncTpupo-
BaHHOE YCTPOICTBO K04 NO/Ib30BaTe NS AO/HKHBIM 06pa3oM:

i) y3en KSN nonyyaeT 1 npoBepsieT OTBET N0 UHMLMaANN3aLmm kiya nonb3osaTens, Bo3spallaeT HOBbIl
NOPAAKOBLIVi HOMEP ¥ NOATBEPXKAAET, UTO OOMEH MPOLLEeN YCreLlHo.
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Ecnu y3en KSN He nonyyaeT OTBET OT HOBOIO 3aperMcTprpoBaHHOro YyCTPOICTBA, TO OH NMOBTOPHO nepe-
[JaeT 3aliuueHHoe coobLleHre ¢ npeablayluyM nepefaHHbiM NOpsiAKOBbIM HOMEPOM.

O6MeH Kagpamu 3aLULLLeHHOro coobLeHnsa Mexay y3nom KSN 1 HoBbIM 3aperncTpupoBaHHbIM YCTPOIi-
CTBOM MoKa3aH Ha pucyHke 16. CoobLieHne-3anpoc nHULManusauuy knoya BKIYaeT nHdopmMaumnio s3alum-
LeHHoro 3aronoBka (b0:bl:b2:b3 = 0:0.0:0 kak nHAEKC cepuiiHoro kiwva. b6:b7 = 0:0 kak BK/IHOUYEHHbIE ay-
TeHTudukaumsa n wndposaHve. b8=0 kak coobLieHue-3anpoc), NopsAKOBbIA HOMep Y mMatepuanbl Koua,
cofepxalme KoY nonb3oBaTtens, ANIMHY KoYa U CBSI3aHHbIA anropuTM, COXpaHeHHblii B none PADATA.
YcnelHbli OTBET M OWIM6GKa OTBETA Takke MokasaHbl Ha pucyHke 15. Pasnnumna mexay ycrnelHbiM OTBETOM 1
olWKM6GKOW oTBeTa creayowme:

a) pesynbTart oTeBeTa byfeT ykasaH B 6utax bl2:bl3:b14:bl5 nona SHD;

b) ecnu OTBET ycneLHbIi, 3Ha4YeHne nonsa SNF yeennumnsaetcs Ha 1. B criiyyae owmbky 3HaveHue nons
SNF ocTaeTcs TakMM Xe. 4To 1 B nNpejblayliemM OTBeTe;

C) B cnyyae owwmnbku oTBeTa 3almMdpoBaHHble AaHHbIE B COO6OLLEHNUN-OTBETE KONUPYIOTCA U3 COOOLLEHUS-
3anpoca. HO AaHHble ayTeHTUMKaLUN BbIYUCNAIOTCA OT NoNs SA A0 WNGPOBaHHbIX AaHHbLIX (BKNOYas nons:

PBC. PADATA. BCC u PDG). B cnyyae ycnewHoro oTeeTa nHopmanms otseta BHocutcsa B nose PADATA.

Y3en ycrayooc* Kioua
(KSN)

Y3en KSN gomkeH npoBepuTb MXTUMXXTb MOSb-
30BaTeNs NOCPeACTBOM CreLnanmTnpoosnmoro
MexaHu3Ma TpuMep NKoro. uctepuii Tpebyer,
4yTO6bI NO/Nb30oBaTesnb BBen PIN

MpoaeapKTonbHBA Bepcysi Chaunx «eBgBTMbIX
[NMbIX*. 06€ CTOPOHbI 0BbIEHLLNIOTCS CEPAN-bIM
»NrMOM HOBOTO »PB-ncTpuArraum!irO yctpoiictea

C NoMccLble He3aBMCVIMOro CpeAcTBa

AteewftcceiMHoe rgBraTio BOB 03acbugamee

Y»n KSN nopefeeT 3anpoc Ha ycTpoiicTeo ans
onpeaBnet*) anroputma nx pomHns >afian-
TAuMLMA Ana 4aHHOro CEPUIHOTO Knova

iCeouuwjwjovl

Y30m KSN reHepupyeT urbl 0coop3alaoT KIHX
r0/1b30€3r0MNS W CBSA3AHTLLB C HUM aTpubyThl
(pasmepksioa u anroputm) B nofie PADATAM
CKIMICY30T CNYK6bI ayTeHTUMKaLMN 1 KoMcbn
[EeHUMarbHoCT Ana WwuhposaHns 1 ayTeHTndu-
KaLyv AaMUBOT N13CA0aPUToSTbHUY 06UaYIM Cepuid-
HUM K/TI0HOM U IPCABOCUTE/IBMO COMAoCoBMMbIM
anropuTMoM

Y3a-' KSN nposepseT 0TBET /13 MHULMaIm3aLmm
K/toua 1 nonyyaeT >Ceblii NOpsA000MiA NoMop,
VHWLLBOMA KOYa NoaTBCPX/ABCTCA

Hosoe mocoTcTp*toc©o*y.0e
YCTPOWCTBO

MocnepoBaTebHOCTb MHMLMAIM3aLMmM nons
SNP Hanpas/isieT UCXOAHbIV NOPSAKOBbIA
Hovep *3 y3on KSN

AlevkppoeerHee NVIKETOBO* ec0OVIowB

YcTpoiicTBO 0Toe-0eT y3/1y KSN nocpeacTsom
ncocep3o4agemcrc asroputma
ayTeHTMdUKaumm | nn-copceamust

(Copv>*ryvito)

YCTPOIACTBO B.»MNOMHEET NPOBEPKY, BK/IOUAS
nposepky nosie SNF, rrcocepky AaHToX OyTcu
Tbkkanum (No cepuiinomy Hemep/) paclumc-

POBKY aHHbIX (rO CepuiiHOMY CMapy)
1 npoBepHy nons CC. Ecnu nposepku
JICOMAIN YCMeLHO, YCTPOICTBO NnosyyaeT
K04 Morb3emMTens

(CeprA4HIA «iky)

YCTPOWCTBO YBETMUNMAIT NOPEANOsibIi HCMOP
Ha 1 noaroTss/kM3eT cocHLiEHNe-0T*eT
ro UTMLMaNU3ELMH KITKMO. 3annd poBax»**»
N MYTUMTUCDOULINPOBIIMHOT: CEPUIHBIM KTKr4You.
nepegaet ero s yxan KSW

PucyHok 15 — TlMocnegoBaTeibHOCTM MHULMaANU3auumn Knda nonb3osartesns
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HD SA DA BC SHD SNF P3C PADATA |[Bc oe| MDAS
*Yemaxo*» coob-
LieHne-0TBeT OT m W KiiiTO »
£7.8 "V RIO> IKIt s <9 ) ) ) .
pOBaMKCIO YCTPOi- BBY - OW«U**-w«nT ba”<irlM H4,Mn<»aiag/O UNit(>«K<M>
Crbl 01J: «12*HITS * O343-yowwo O

PTMA*K » ai**j« ;< (¢]

n>«>yTa*n/*

-\ﬁvMPOg
PucyHok 16 — Kagpbl 3aluuyeHHoro coobu,eHnsa 06 numymannsanmm knova nonb3osarens

9.2.2 VHuuymanusauus kaw4ya nposaigepa ycnyr

Kntoun nposaiigepa ycnyr npeAcrTaBnsioT co6oli o6ume «CekpeTHble» AaHHble YNpaBAstoWmUX Y3108 1
Y3/10B yCTPOWCTB. [locTaBka k/touelt npoBaifepa ycnyr Ha HOBOe 3aperncTpupoBaHHOe YCTPOMCTBO C MPOTOKO-
nom SCPM Takxe BbinonHseTcs y3nom KSN. MNpegsaputenbHas Bepcus 06X CEKPETHbIX AaHHbIX, KoY Mosib-
30BaTens. UCMosb3yeTcs ANA 3aWnTbl 4ocTaBku. MNpouecchbl NokasaHbl Ha pUCYHKe 17. a waru onucaHbl HUXe:

a) Y3en KSN npoBepseT NoA/MHHOCTb HACTPOIKU KoYa npoBaiigepa ycnyr nocpeAcTBOM crneunanmsn-
pPOBaHHbIX MEXaHM3MOB, Hanpumep ¢ nomowbio PIN;

b) ¥Y3en KSN reHepupyeT/Bo3BpaLlaeT ko4 npoBaligepa ycnyr, COXpaHseT ero co CBA3aHHbIMU aTpu-
6yTamun (gnnHa kova u anroputm) B none PADATA. BkitovaeT ciyxbbl ayTeHTUdukauum n KoHpuaeHUm-
anbHOCTW ANS WNpoBaHNA/NPOBEPKY NOAIMHHOCTM AaHHbIX 3anpoca MHUuManu3auuy Kawoya nposaingepa
yCNyr ¢ NOMOLLbIO K/oYa Nosib30BaTens M CBA3aHHOrO C HUM anroputMa, a 3aTeM nepegaeTt ero Ha HoBoe
3aperncTpypoBaHHoe YCTPOCTBO;

c) HoBoe 3aperncTpvpoBaHHOe YCTPOWCTBO MOJlyYaeT 1 NpoBepseT KOMaHAy Ha MHULMaNu3aumio koya
nposaigepa ycnyr ¢ NOMOLLbIO K/4ua Nosib30BaTesNs U CBA3AHHOIO C HUM asiropuTMa;

d) Ecnu npoBepka npoLunia ycnewHo, HoBoe 3aperncTpupoBaHHOe YCTPOCTBO NOAroTaB/IvMBaeT OTBET
no VHUUManu3auuy Knya nposaigepa ycnyr nyTeM yBenmyeHnsa nopsigkoBoro Homepa Ha 1. wudpposaHus
JaHHbIX oTBeTa (nons: PBC. PADATA. BCC u PDG) n fobaBneHuns gaHHblx ayTeHTudmkauny (none MDAS) ¢
NMOMOLLIbIO K/loYa nosib3oBatens u nepegaet ux Ha ysen KSN;

e) Y3en KSN nosyyaeT n npoBepsieT OTBET N0 MHMUMAM3aLMnmM koya nposaigepa ycniyr, Bo3BpaliaeTt
HOBbI NOPAAKOBbLI HOMEP U NOATBEPXAAET, UTO OOMEH MpoLlen yCrneLHo.

Ecnu y3en KSN He nosiyyaeTt oTBET OT HOBOrO 3aperncTpvpoBaHHOro ycTpoiictea, y3en KSN noBTopHO
nepegaet 3aluLeHHoe coobLeHne ¢ npeablAyWwnM nepefaHHbIM NopsaKoBbIM HOMEPOM.

O6MeH Kagpamu 3alMLLLEHHOT0 coobLeHNs Mexay y3/10M KSN 1 HOBbIM 3aperncTpMpoBaHHbIM YCTPOii-
CTBOM NOKa3aH Ha pucyHke 18 npuykasaHum nHgekca knoya B none SHD. ycTaHOBNEHHON B 6utax — b0:bl :b2:b3=
= 0:0:0:1. Kntou npoBaiigepa ycnyr, fnnHa Kiloya 1 CBSA3aHHbIA C HUM afiroputm LWMAPYOTCA Y COXPaHAIOTCS B
none PADATA. CocTaB coobLieHus-3anpoca 1 CoobLLeHNA-0TBETa NPaKTUYECKM TaKkon Xxe, Kak 1 gns nHuunanm-
3auumn KIYa Nonb3oBaTess, 3a CKIKYEHNEM Pa3Munili B ypOBHE NPUMEHEHNSA W KOYEBbLIX AaHHbIX.
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HeB03 aop-MyCTaHpCIO HOC

Km*WUMyiMr,'

HoBoe TapBriCTPKPOB3HNOB YCTPOCTBO
BbIMOJIHSET POBEPIO* BK/IHOYAs NPOBEPKY
Tors SNF. npoBepky [ e Thbl X CyTCUTUAB»-

Kalw u (To KoYy nonbaoTansa). pacu/o-
POOKyY reHHbIX (no kreevy MOMbIOBITONA'

1 nposepky nons BCC Ecnu rposop«u
npownu yuneuitfj. yctpoiictBo nenyumTt
MXM nposaiigepa ycnyr

,KrXH «yexunrwwyv

NTKUKANXKTITO)
HoBoe 3aperncTpupoBaHHoe yCTPOicTBO
yaolxumBaeT nopsigkoBble HoMep 1B 1.
ro/'oTaBNMBaET COOBLEHNE-OTBET MO
VHKUAOTBI3BLIMM KKOYa NPOBaANeps yCnyr,
samnahpoaaHace 1 ayToUTUHUHPOAAHHOO
*UTOTOM OC/1b300ATC/* M MCPOIICT OTO MO
y3en KSN

¥»n KSN nposepsieT 0TBeT TO MUTOMAAUML,A*

KnnbIn K INTYObITT HrBbIV NOpsAryros».ii Homep

n™e**Bnun»all»a K1OMO TOCBOA00a yCyr TOB-
nHxuaBorcs

PucyHok 17 — MocnefoBaTenibHOCTV MHULMANU3aL MY KloYa nposaigepa ycnyr

9.2.3 lHMymanusaumnsa knwya n3roToButensa

PekomeHayeTcs,, 4TO6bI K104 M3roToBUTENSA OblST MPOU3BOLAHLIM OT pesy/bTarta PYHKLUUN XellnpoBaHns
NINYHOW MHpOpMALMK 1 faHHbIX O CBOWCTBAaX yCTPOMCTBA.

Ocobas cuctema Ana yCTaHOBKW K/toya U3rotoBuTens 405 3aliyeHHON nepejaymn AaHHbIX Ha y3en He
npeaycMoTpeHa.

9.3 OO6GHOBNEHME MacTep-Kawva

9.3.1 O6HOBNEHUe mMacTep-kayYa Mexay y3nom KSN n ycTpoiicTBOM

B npotokone SCPM koHvAeHUManbHOCTb ¥ MpoBepka NOA/MHHOCTU AaHHbIX obecneynsaroTca no-
CpefiCTBOM MCMOJIb30BaHUS COr/1acoBaHHOIO KpMnTorpadunyeckoro anroputma, Takoro kak AES. B HacTosiLiee
Bpemsa anroput™M AES cumTaeTtcs CTOWKMM KpunTorpachmyecknum anropuTMOM, NOCKOSIbKY pacyeTHOe Bpems
B3/10Ma AES 3HaunTenbHO 6onblue, YeM BPeMsi B3/10Ma NPOYMX anropuTmoB, Takmx kak DES. AnuHa knovei
anroputma DES cocTtasnset 56 6ut. Kntoun AES moryT 6b1Tb AnvHoin 128. 192 1 256 6uT. MNpu cTolikoctn AES
B 128 6UT UnCNO AOCTYNHbIX KNoUel coctaBnseT B 10(‘ *21) pa3 6osblie, yem npegnaraeT aaroputm DES. a
3TO O3HAYaeT, YTO. ec/n CyLecTBYeT MeTOoA, CMOCOOHbIN paclundpoBaTthb KoY 3a OAHY CEKYHAY (XOTH, Ha ca-
MOM fene, «B3/1oMLWmkn DES» 06bI4HO TPaTAT HECKO/IbKO YaCoB Ha paclmndpoBsky kntova DES), noTpebyeTtcs
149 TpUNANOHOB NeT Ha B3M10M 128-6uTHOro knova AES. 4TO HENpeoso/IMMO C TOYKN 3PEHUSA COBPEMEHHbIX
TEXHONOINA. TeM He MeHee, HafieXHOCTb 3alUTbl HE MOXET MOJIHOCTbIO 3aBUCETb OT CTOMKOCTU WMCMOJb3Y-
€MOro anroputMa, Ha Hee MOXeT BAWATb W YesioBeyeckuii dpaktop. B aToM cnyyae pekoMeHayeTcsi, Y4ToObI
nepuoamnyecky BbIMOMHANNCE onepaumn no 06HOBMEHWNIO MacTep-kioya BO n3bexaHne BO3MOXHbIX PUCKOB
HapylweHus 6esonacHocTi. OgHako pa3paboTyunku MOryT HaliTh 6anaHc mexay apeKTUBHbIMU NpakTuKamu
obecneyeHuns 6e30nMacHOCTU U OUNYECKUMU OrpaHUUYEHUAMU.
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HD SA DA BC SHd|snf|pbc]| PADATA bcc|pdg| MDAS

«OLLmBOUHOE» COo- . )
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HOBOI 3aperncrpy- O- ayiwWn..»*» aomum ; .

POBaNHCO0 YCTPO-  BT*0- LLNMOLLIOOOKMEHO Brumio iKwwM vri><uua] My« on-aanborveiepre, ot

oTio S LLCTICMM TaHW/
gD'MUMbH - [P nuien WTMAM M eyIMHMpftM IM ¢ To -

MB»»» 0-W » 3*CC
e

Coo6LL1no saipoc

ot y3na KSN

PucyHok 18 — Kagpbl 3alyMLy€HHOro CO06L eHNs UHULManu3aLmum kioda nposaigepa ycnyr

MprBoAATCA ABa Heob6si3aTesibHbIX MexaHu3ma 0GHOB/IeHMs macTep-kntoya. OguH TpebyeT pyyHoro
BMeLlaTeNbCTBa NyTEM NPUMEHEHUS MexaHu3Ma MHULManu3aumum Kida ans pacrnpeseneHns HoBoro kwua,
Kak onucaHo B 8.1, Apyroit npeanaraet aBToMaTuyeckoe 06GHOBMEHNE MacTep-K/ioya NyTeM MCMO/Ib30BaHNs
YyBCTBUTE/ILHOTO K BbluMCEHNAM anroputMa Audcpm-Xennmara (DH) ans cornacoBaHusi HOBOro knova. Ansi
GIOPKETHBIX YCTPOICTB, KOTOpble He 06ecneunBaroT UCNonb3oBaHue anroputMa DH. Ho TpeGytoT onpeaenex-
HOTO YPOBHS 3alUMTbl OT BO3MOXHbIX aTak, Nepnogmyeckoe 06HOB/IEHNE MacTep-K/toua MOXET BbIMNOJIHATLCS
BPYYHYI0 aHaMI0MMYHO MHMLMaANU3aLMmM Kntoya. 18 npounx ycTpoiicTs, o6nagarowmnx 6onblueli BblYUCANTE b
HOW MOLLHOCTbI0, MOXET MCMO/Ib30BaTLCA MEeXaHU3M COor/lacoBaHusi kiouya anroputMom DH. o6ecneumnBato-
LMiA aBTOMaTMyeckoe 06HOB/IEHME MACTEp-K/oYa B TEYEHMEe ykas3aHHOro nepuoga BpemeHu. B uensix 6es-
onacHoCTK o6LiMe «CeKPeTHbIE» AaHHble A0/KHbI 06HOBAATLCSA Yepes 3afaHHble MHTepBasbl, BKAOYas Kak
KNtoY Nosib3oBaTesiss, Tak U Kouy npoBaigepa ycnyr. YTo kacaeTcsi MacTep-k/oya, To ero o6HoBMeHne 3a-
BMCUT OT MOCTaBLLVKOB.

Mpexae yem onucbiBaTb MEXaHW3M OGHOBMEHUS MacTep-knoya Ha ocHoBe anroputMa DH. Heo6xo-
AVMO KpaTKo onucaTb NPOTOKON corjlacoBaHusi kiwoda anroputMom DH. [ns npoTokosia Heo6xoAuMbl ABa
CMCTEMHbIX napameTpa p 1 g. O6a oHW SBAAKTCS OTKPbITBIMU M MOTYT WCNOJIb30BaTbCSl BCEMM MOJ/Ib30Ba
Tensmu cuctemsbl. MapameTp p npeacTaBnseT co6oli NpocToe Yncso, a napameTp g (06bIYHO Ha3blBaeMblit
reHepaTopom) siIBNSeTcs LeNbiIM YAC/IOM, MeHbLUIe P. CMOCO6HLIM reHeprpoBaTb Kaxablii anemeHT oT 140 p-1
NP1 YMHOXEHUWN Ha camoro cebsi HECKOJIbKO pas. Mo MOJy/l0 PaBHblii NPOCTOMY umMc/ly p. Takum o6pasom,
y3en KSN u 3afiaHHoe ycTpOoiCcTBO MOryT MCMO/Ib30BaTb MPOTOKO/T COrflacoBaHus kawuya anroputmom DH,
4yTOG6bI cornacoBaTb 06LWWI CEKPETHbIN KoY. [lanee no TEKCTY HOBbIA MacTep-kio4y 6yaeT ucnosb3oBaTbes
AN 0603HAYEHNs HOBOIO K/toua Mosib3oBaTe s WM K/oua nposaiigepa ycnyr, a npeaBapuTesibHblA mactep-
Knto4 6yaeT 1cnonb3oBaThes A1 0603HAYEHNA Noasiexallero 06HOB/IEHMIO K/toya Nonb3oBaTens Uam kiwva
nposaiigepa ycnyr. ns o6ecneyeHns 6e30nNacHOCT reHeprpoBaHnsa Kada u npoTtokona Auddu-Xennma-
Ha BaXHbIM YC/TIOBMEM SABMISIOTCA AOCTATOYHAS A/IMHA KIoYa U HEMPOTHO3UPYeMoe c/ly4yaiiHoe co6CTBEHHOE
3HaueHune. Larn npoueaypbl akTMBaLUMM pacnpeaeneHnsi HOBOro MacTep-kitoya Ha yCTpoicTBo y3nom KSN ¢
ncnosnb3oBaHMeM npotokona SCPM, a Takke npoueaypbl UCNO/b30BaHUS NPeaBapuUTeNIbHOW BEepCMn 06LLMX
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CeKpeTHbIX JaHHbIX, NpeABapuTeNbHOr0 MacTep-kYa, AN ayTeHTudukaunm Byx 04HOPAHTOBbIX Y3/10B MOo-
KasaHbl Ha pucyHke 19 v BKNYatoT cnegyiollee:

a) y3en KSN reHepupyeT cyyaiHoe 3HayeHne 3akpbITOro kya v AN Hero BblYMCAsSeT 3HayeHne oT-
KPbITOroO K/toYa C UCMoJib30BaHeM napaMeTpoB p U g 1 3aKpbITOro K1toya, Nocse Yero CoXpaHsaeT BblYNCeH-
Hoe anroputMom DH oTKpbITOe 3HauyeHue knoya B none PADATA, 3anyckaeT cnyx6bl ayTeHTudmKauum ans
NPOBEPKN MOA/IMHHOCTUN faHHbIX KOMaHAbl 06MeHa C NOMOLLbI0 NpeABapuTEeIbHOr0 MacTep-k/ya 1 3arem
nepefaeT OTKPbITOE 3HAYEHUE K/toYa Ha YCTPOCTBO;

b) yCTPOWCTBO nony4yaeT v NpoBepsieT komaHAy 06MeHa OTKPbITbIM 3HauyeHnem kioya DH 1 3HaveHnem
npefBapuTenibHOro Mactep-kitya. Ecnv nposepka npoluna ycnewHo, yCTPoCTBO nonyyaeT OTKPbITbIN KoY
DH y3na KSN;

C) YCTPOICTBO yBe/nMuMBaeT NOPAAKOBbLIA HOMEP Ha 1, noAroTaBiMBaeT cO06LLeHVe-0TBET N0 06MeHy
OTKPbITbIM 3HauYeHneM knwya DH. ayTeHTuduLumpoBaHHoe npeABapuTesibHbIM MacTep-kIl4yoM, 1 nepegaet
ero B y3en KSN;

d) ysen KSN npoeepsieT oTBeT N0 06MEHY OTKPbITbIM 3HAYEeHWEM W MoslydaeT HOBbIVi NOPSALKOBBIA HO-
Mep, 06MEeH OTKPbITbIM 3HAYEHWEM K/TKoYa NOATBEPXAAETCS;

0) yCTpOICTBO reHepupyeT cry4yaiiHoe COGCTBEHHOE 3HauyeHWe 3aKpbiTOro Kawya W 478 Hero BbluuMc-
NAeT 3HavyeHne OTKPbLITOro K/Kua C UCMOo/b30BaHWEM NapaMeTpoB P U g U COOCTBEHHOrO 3HaYeHus, 3aTem
CcOXpaHsieT BbluncrieHHoe anroputMoM DH oTkpbiToe 3HaveHue B none PADATA, BKOYaeT CyX6y npoBepku
NOA/IMHHOCTY AaHHbIX 417 ayTeHTUUKauMn JaHHbIX KOMaHbl 06MeHa OTKpbITbIM 3HaveHnem DH oT npega-
BapuTesibHOro MacTep-kniya 1 3aTem nepegaet ee Ha y3en KSN;

0 y3en KSN nonyyaeT u nposepsieT koOMaHA4y 06MeHa OTKPbITbIM 3HavyeHneM kitoda DH oT npeasapu-
TeNbHOro MacTep-knoya. Ecnun nposepka npowwna ycnewHo, y3en KSN nofyyaeTt OTKpbITOE 3HaYeHWe Kova
DH ycTpoiicTBa;

) y3en KSN yBenmuuaeT NopsAKOBbIA HOMep Ha 1. nogrotaBnvMBaeT co06LeHNe-0TBET N0 06MeHy OT-
KpbITbIM 3HaYeHneM knouva DH, ayTeHTudnupoBaHHoe npeaBapuTesibHbIM MacTep-K1l4voM, 1 nepejaeT ero
Ha YCTPOIACTBO;

h) ycTpoiicTBO npoBepsieT oTBET N0 06MEHY OTKPbITbIM 3HAYEHUEM K/to4a ¥ NOSyYaeT HOBbIA NOPSAAKO-
Bbl/i HOMep, 06MeH OTKPbLITbIM 3HAYEeHNEM K/toua NoATBepXaaeTcs;

1 y3en KSN BbluMcnsieT O6LMIA CEKPETHBIA K04 C MOMOLLbI CBOEr0 3aKpbITOro 3HaYeHWs Knva u
3HaYeHMs OTKPBITOrO K/o4a YCTPOWCTBA. YCTPOWCTBO BblYMCNSAET 06LLMI CEKPETHBINA K04 C MOMOLLbIO CBOETO
3aKpbITOrO 3HAYEHUs K4Ya U OTKPbITOro 3HavyeHus kitoya y3na KSN. Oba oHM n3BnekalwT oAnHaKoBoe 3Ha-
YyeHune Kn4va no anroputmy DH. KoTopoe Ha3biBaloT 0OLWMUM CEKPETHBIM K/THOHOM;

j) y3en KSN reHepvpyeT/Bo3BpaLiaeT HOBbI MacTep-K/o4, COXpaHAeT Oro CO CBA3aHHbIMWU UHAEKCOM
KYa, pasmepom kwda v anroputmom B none PADATA. 3anyckaeT cnyx6bl ayTeHTUdMKaunm n KOHpuaeH-
LuuansHoCTV ANA WuposaHnsa 1 NPOBEPKN NOAIMHHOCTU AaHHbIX KOMaHbl HA 06HOBNIEHME HOBOro MacTep-
K/toYa € MOMOLLBI0 O6LLEro CEKPeTHOro K/ua, BblYMCieHHoro no anroputMmy DH. a 3atem nepegaet ero Ha
YCTPOWCTBO:

k) ycTpoiicTBO monyyaeT n NpoBepseT kKOMaHAy Ha 06HOBNEHWE HOBOro MacTep-k/ilua oT obLyero ce-
KPETHOrO K/toYa, BblYMC/TIEHHOIO COr/lacHo anroputmy DH;

1) eC/1M NPOBEPKM NPOLUY YCNELLHO, YCTPONCTBO NoAroTaBMBaeT OTBET N0 0GHOBIEHNIO HOBOFO MacTep-
Knoya nytem yBenmyeHus nopsifikoBoro Homepa Ha 1, wudpoBaHus aaHHbiX oTBeTa (nons; PBC. PADATA.
BCC n PDG) u gob6asneHus gaHHbix ayTeHTudmkaumn (MDAS) oT 06Liero cCekpeTHOro kiwya, nocnie yero
nepegaert ux Ha y3en KSN;

T) y3en KSN nonyuyaeT n npoepseT oTBET N0 0OHOB/IEHNIO HOBOrO MacTep-k/to4a, BO3BpaLlaeT HOBbI
NopsiAKOBLIV HOMEP N NOATBEPXAAET, YTO OOMEH NpPoLLesT YyCneLHo.

B nepeuncneHusix a)—h) gea o6bekTa (y3en KSN 1 ycTpolicTBO) 06MEHMBAKTCA OTKPLITLIM 3HAYEHNEM
kntoya DH ¢ ucnonb3osaHnem npegsapuTenbHOT0O MacTep-kaya 418 B3aMMHOWR NpoBepK/ NOL/NHHOCTY.

B nyHkTe 1) ABa 06BEKTA N0 OTAENBHOCTU BbIYNCAAIOT 0OLLMIA CEKPETHBIN KoY CorlacHo anroputmy DH.

B nyHkTax K)—H) y3en KSN pacnpefenseTt HOBbI/i MacTep-k/oY, 3alluLLeHHbI BbIYMCAEHHbBIM O6LLMM
CeKpeTHbIM K/Tl04OM, a YCTPOWCTBO NpoBepsieT ero.

Ha pvcyHke 19 nokasaHo, YTO MexaHW3M O6HOBIEHMSA MacTep-K/14a COCTOMT U3 TPEX KPYToBbIX LIMK/I0B
nepegauv AaHHbIX. MNepBblii KPYroBoi LUk uHnuumpyetcs y3nom KSN v ayTeHTUduMUMpyeTCs yCTPOINCTBOM
ANA NONyYeHuss OTKPbLITOro 3HadyeHus knwouva DH y3na KSN. BTOpoi KpyroBoW LWKA MHULMMPYETCA YCTPOWA-
CTBOM 1 ayTeHTUduumpyetcs y3nom KSN ana nonyvyeHuss OTKPbITOrO 3HayeHus knova DH ycTpoiictsa.
Mocne nonyyeHns asymsa o6bektammn (y3n1omM KSN 1 ycTpoiiCTBOM) OTKPbITOrO 3HayeHuns knwoya DH npotuso-
MOSI0XHOr0 OHOPaHrOBOro y3/s1a U Ucnosib3oBaHus anroputma DH Ansa BblumcieHns obLlero CekpeTHOro K-
4ya TPeTWii KPYroBoii LMK/ BbIMOMHAET nepegadvy HOBOro MacTep-koya.
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PucyHok 19 — lMocnepoBatenbHOCTb 06HOBNEHUA MacTep-koya noj KoHTpoaem y3na KSN
Cc ucnosnb3oBaHnem anroputma DH

Ha pricyHke 20 noka3saHbl kafpbl COOOLLEHNI NEPBOro KPYyroBoro LMkIa, KOTOPbIMU 06MeHUBatoTCs y3en
KSN 1 ycTpoiicTBo. KoMmaHabl N0 06MeHY OTKPbITbIM 3HAMEHUEM K/Tloua BKIOHAT MH(OPMALMIO 3aLMLLeHHO-
ro 3aronoska (b0:bl:b2:b3 = 0:0:0:1 kak MHAEKC Kaoya nonb3osartesna um 0:0:1:1 - 1:1:1:1 kak UHAEKC Kya
nposaiigepa ycnyr. b6:b7 = 0:1 AN BKIIOYEHHON ayTeHTUMKaLUM W BbIK/TOYEHHOrO WndposaHnsa. b8=0
ANns coobLeHnsa-3anpoca), MHAMKaTOP, ykasbiBatloLWMii Ha To, YTO coo6LeHne npeacTaBnsieT coboli obmeH
OTKPLITLIM 3HAYEHMEM K/NKYa, a Takke BK/IoYaeT OTKPbITOe 3HaveHue knova DH. koTopoe xpaHutcs B none
PADATA. YcnewHblii OTBET 1 OWINOKa OTBETA Takke nokasaHbl Ha pucyHke 20. Pa3nnuus mexay ycnewHbim
OTBETOM U OLUINGKOW oTBETa creaytoLue:

a) pe3ynbTaT oTBETa OyAeT ykasaH B 6utax b12.bl3:bl4:bl5 nons SHD.

b) ecnn oTBET ycneluHbli, 3HadeHre nons SNF ysennunsaetca Ha 1. B cnyyae owmnbKn 3HaveHne nons
SNF ocTaeTcsa Takum Xe. 4To 1 B npefbligyliem oTBeTe,

c) B cnyyae ownbku otBeTa AaHHble nons PADATA o coo6LueHun-0TBETE KONUPYHTCS M3 COOBLLEeHNSs-
3anpoca. HO flaHHble ayTeHTU(MKaLUM BbIYNCAAIOTCA OT Nons BAAO WNdpPOoBaHHbIX AaHHbIX (BKNOYAA NONA:
PBC, PADATA 1 BCC). B cnyyae ycnelHoro otseta nHdopmauns otseta sHocutca B none PADATA.

[lns BTOpPOro Kpyrosoro Lykna Kkagp coo6LieHNsa NpakTUuYeckn Takow xe. kak Ha pucyHke 20.

Ha pucyHke 21 nokasaHbl Kafpbl COOOLEHW TPETbero Kpyroeoro Lukia, KOTopbiMW O6MeHuBaloTCA
y3en KSN u yctpoiictBo. KomaHza Ha 0GHOBMEHWE MacTep-kioya BKIYaeT MHOPMaLMI0 3aLLWLLEHHOro
3aronoska (bO:bl :b2:b3 = 0:0:0:0 1 b4 = 1 yka3biBaeT Ha TO, YTO COO6LLEHNE 3aLUNLLEHO OOLLMM CEKPETHbLIM
knovyom DH. BbluMcneHHbIM Ha npegbigyuiem ware, b6:b7 = 0:0 o3HavaeT BK/IOYEHHYI0 MPOBEPKY MOAJNH-
HOCTW aHHbIX 1 BKIOYEHHOe WwundpoBaHne. b8=0 AnsA coobLueHnA-3anpoca), HOBbI MacTep-K/Y, a Takke
pasmep Kk/o4a U COOTBETCTBYIOLMIA anroputM, xpaHswmecs B nonsx PADATA. PBC, PADATA. BCC u PDG,
LUNCIPYIOTCA C MOMOLLbIO 06LWero cekpeTHoro kntovya DH. Beck kagp coobuieHuns, 3a ncknioyednem noneii HD
n MDAS, Takke ayTeHTUULMPYETCS C MOMOLLIbIO 06LLLEro cekpeTHoro knwya DH.
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Pucynox 20 — Kagpbl 3aly 1, eHHOro coo6uieHns no 06HOBNEHMI0 MacTep-kitoUya. O6GMeH OTKPbITHIM 3HAYEHUEM Kloua

YcnewHblii 0TBET ¥ OLIMOKa OTBETa Takke MokasaHbl Ha pucyHke 21. Pa3nuuus mMexay ycnewHbiM oT-
BETOM ¥ ownbKol oTBEeTa CrieAytLume:

a) pesynbTart oTBeTa byfeT ykasaH B 6utax bl2:bl3:b14:bl5 nona SHD;

b) ecnn OTBET yCneluHbIi, 3HaveHne nons SNF yBennunsaetca Ha 1. B cnyyae owmn6kn 3HavyeHne nons
SNF ocTaeTcs TakMM Xe. 4To 1 B npefblgyLiem OTBeTe;

C) B cnyyae owunbKn oTeeTa 3awmnpoBaHHble faHHblE B COO6LEHUN-OTBETE KOMUPYIOTCA U3 coobLue-
HMA-3anpoca. HO JaHHble ayTeHTUMKaLUM BbIYUCNAOTCA OT Nois SA A0 WndpoBaHHbIX AaHHbIX (BKIOYas
nons: PBC. PADATA. BCC n PDG). B cnyyae ycnewHoro otseta MHdopmMauus oTBeTa BHOCUTCSA B rone
PADATA.

9.3.2 CuHXpoOHM3auna Kiova

O6HOBNEHME MacTep-K/ya B HEKOTOPbIX C/yYasx MOXET Bbl3BaTb NPobaeMbl ¢ CMHXpOHM3aunel. Ha-
npumep, 3agepxka No BpEMeHW MeXxay ycTpolicTBaMu Mpv NosyvyeHuM HOBOTO MacTep-k/ya npy o6HoBe-
HUN MacTep-k/1o4a MOXeT NMOTeHLMaIbHO NMPUBECTU K HECOBMECTUMOCTU 06X CEKPETHBIX KoYel.

Ha pucyHke 22 nokasaH cnocob obecneyvyeHns CUMHXPOHU3aLMN OBLLMX «CEKPETHbIX AaHHbIX» ABYX Y3-
noB. rae y3en KSN urpaeT LeHTpasbHy0 posib B KOHTPONMPOBAHUM NEPEXOAHbIX COCTOAHUIA Kova No Kax-
[lOMY YCTpPOVACTBY.

Y3en KSN coxpaHsieT cnmucok (B COOTBETCTBMM C NOPSAKOM BBOAA CEPUIAHBIX K/toyell), B KOTOPOM pe-
TMCTPUPYIOTCS BCe ynpas/iiseMble M YCTPOICTBa, 3aTemM OOHOB/SET KUY M BblgaeT 3anpochl Ha nepexos
COCTOSIHMA Ha ynpas/isieMble UM YCTPOCTBa B COOTBETCTBUM C NOPSLKOM B CMKCKE.

YCTpOIACTBO A0/MKHO XpaHWUTb ABa koua (MpefBapuTesbHbI MacTep-k/loY 1 HOBbI MacTep-k1oy) oa-
HOBpPEMEHHO. noka He byaeT o6ecneyeHo NosIHOe 06HOBIEHME HOBOrO MacTep-k/ioya Ha BCeX YyCTpoicTBax.

Y3en KSN nepegaeT KomaHAy HOBOrO MacTep-knoya, 3alneHHyo cnyxé6amu ayTeHTudmkaumm gaH-
HbIX M WWpPOBaHMS C NMOMOLLbI0 NPeABapuUTeNIbHOrO MacTep-kiya, Ha ynpaensemoe ycTpolicTBo. Korga
YCTPOWCTBO MoJly4YaeT 3anpoc Ha O6HOBMEHUSI HOBOTO MacTep-k/io4a, OHO MOXET MOoJly4nTb HOBbIV MacTep-
K04 13 Kagpa 3aluleHHoro coobLweHns ¢ NoMOLLbI0 NpeABapuTeslbHOro MacTep-kaya 1 NOMeHATb ero
TeKylliee COCTOSIHNE C HOPMasIbHOTO PeXrMa Ha PEXUM «KJIH0Y MOyYeH».

27



FOCT P NCO/M3K 24767-2—2018

HD SA DA BC SHC(snflpbc PADATA |BCC PDG| MDAS
1 r
*OLLMBO*«00> CO- I 1
OGHUMMNY» «’ «#* Or K -utra
CTORoe cyos bDKTMCT (M Bgmivhorofo prrvCHiperiMifirocTopoxk H

Ne&JAK Jepregrie

@rz-\%
2 i <oV _ <[ » [0C*-

HD SA DA BC SHC(snf|pbc PADATA |BCC PDG| MDAS
CO00&MensaB-Xrpoc ,)_Vlﬂaﬂxl:lo»*'ﬂﬂB VO MR 3
tn yma KSN &"ib rr’f"']«0 »»»««(WOWK' -«5uK4i MIWH%&%%)%%
&\'NI Maonimwmi yImaan_ MM Mx«avvvorgor (TkooLu
Rp5 - taliectiifls oo mr|LuM|wa1V|oy*V “ (
lfw n I\}\\ﬂ‘» §2§<m
X,
HD SA DA @O shd|snf P3C PADATA lbcclppg| MDAS
Yoovokb» cooft- r ) ) .
< 3€( > & “ﬁlolMM (mbTCM . mjmxraia»M M 1 N «cOuma-a~cca
OT yCTpoiicTBa %b '\;f;l'nn]vlvwal* noé;l: inwKini AUJMV?M> cf%o o K .
& 1AL e Mo
012: bl 3»Y 1 * -oo*cIJ - >cune Zaai)\%no»*fmgB

PucyHok 21 — Kaapbl 3awuieHHoro coobuerna no o6HoBieHno mactep-kntova. O6MeH K/1l04OM C UCNONb30BaHNEM
obuiero cekpeTHoro knwyva DH

Mocne Toro, kak y3en KSN noateBepanT nepegavy 3anpoca Ha 06HOBIEHWE HOBOrO MacTep-kiya BCcem
ynpaB/isiemMbIM YCTpOCTBaM, OH GyaeT nepefaBaTb «3anpoc Ha Nepexof COCTOSHMA Kuva: 0OHOB/IEHME,
3alUMLLEHHbIN cnyx6amun ayTeHTUUKaLMn AaHHbIX U WNpPoBaHns, UCMONb3ys NpeaBapuTesbHbIA MacTep-
K04 47151 BCEX YCTPOWMCTB, KOTOpble MOTYT MPUHATbL 3anpoc Ha O6HOB/IEHME HOBOro MacTep-kitoua. Korga
YCTPOCTBO MOJTYYNT «3anpoc Ha Nepexof COCTOSAHNS KkYa: 0OHOB/IEHMEY, OHO U3MEHUT CBOI TeKyLLui cTa-
TYC C «K/IH0Y MOyYeH» Ha «OO6HOBMEHNE».

Korpa y3en KSN nogTBepamT, UTO HOBbI MacTep-k/loy YCTaHOB/IEH Ha ynpaB/isieMble UM YCTPOICTBa,
OH HanpaBWT «3anpoc Ha Nepexos COCTOSHUS K/toUa: HOpMasibHbIV PeXVM», 3alUULLEHHbI CnyX6amn ayTeH-
TMhMKauUM JaHHbIX U WNGPOBAHUS, UCMOMb3ys NpeABapuTeNibHbI MacTep-koY A1 BCeX ynpas/sieMblX
UM YCTPOIACTB A1 3alMTbl YCTPOCTB OT XakepoB. Mocsie NosyvyeHns U NPoOBEPKM 3anpoca YCTPOWCTBOM OHO
N3MEHUT TEKYLL WA CTaTyC C «OOHOBMIEHNE» HA «HOPMAaSIbHbIA PEXUM.

Ha pucyHke 23 nokasaHa cxema U3MeHEeHUs COCTOSIHMA KJloua YCTpoicTBa. Tpu COCTOSHNSA: «HOPMasib-
HbI PEXUM>», «K/IHOY NOSyYEH» N «OBHOB/IEHNE» OMUCLIBAKTCS CeayLWmnm o06pas3om:

a) HOpPMasbHbIN pexum: 03Ha4aeT, YTo y3en KSN yBepeH, 4To Bce ynpaB/isieMble UM YCTpPOcTBa nosy-
YWIM camblil HOBBIN K04, 3TOT K/1H0Y COXPAHEH M UCMO/b3yeTCs B YCTPONCTBE NpY CBSA3UN C APYTMMU y3/1amu;

b) K/HOY MOMYYEH: yKasbiBaeT Ha TO. YTO YCTPOMCTBO NOJIy4MsIo 3anpoc Ha 0GHOB/IEHWE MacTep-Kaoua
oT y3na KSN u ycnelwHo npnobpesno HoBbIA MacTep-knoy. Ho 13-3a BO3MOXHOTO aCMHXPOHHOIO OGHOBNEHMUS
MacTep-k/toya Ha BCeX YCTpOCTBax B OAHOM AOMEHE CaMblii HOBbI/ K04 MOXET He cpasy BCTYNuTb B Aeli-
cTBue. Korga ycTpoiCTBO BblgaeT 3anpoc O 3alyulleHHOl nepefave AaHHbIX, NO-NPeXHeMy WCMosb3yeTcs
npegBapuTenbHbI MacTep-ka4y. Ho npu nHTepnpeTaunyM KoMaHabl-3anpoca oT ApYyrux YCTPOWCTB MOXET nc-
NosIb30BaTbCA NpeABapuUTesibHbIA MacTep-kIoy IN60 HOBLI MacTep-K/Y;

C) o6HoBMeHMe kntoya: y3en KSN BblgaeT 3anpoc Ha nepexoj COCTOSIHMA Ktoya: 06HOB/EHME Ha Bce
yCTpoOiicTBa. YCTPOICTBO NepexoaunT B faHHOE COCTOsIHUE Nnoc/ie noslyyeHns 3anpoca ot y3na KSN. B gaHHoM
COCTOSIHUM HOBbI/i MacTep-kK/Ilo4 MCNob3yeTcs, Koraa YCTPOCTBO BblgaeT 3alyulLeHHYo nepejady AaHHbIX.
Ho npu nHTepnpeTauum coobLeHusi-3anpoca oT APYrux YyCTPOMCTB MOXET UCnosib3oBaTbcst MM60 npeaBapu-
Te/IbHbIA MacTep-k/oY, MM60 HOBbIA MacTep-K/u.
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Y3en ycramoabl ui<wi YcTtpoicTBo
(KSH)

PucyHok 22 — lMocnepoBaTe/ibHOCTb OGHOBMEHNS MacCTep-KatYa 418 CUHXPOHN3aL NN 06 NX «CEKPETHbIX faHHbIX»
OBYX Y3508
d) HOpMasibHbI pexum: y3en KSN BblgaeT «3anpoc Ha Nepexof COCTOAHMUS Ktoya: HopMasbHbIl pe-
XUM» Ha BCe YCTPOIiCTBa. YCTPOICTBO NepexoauT B AaHHOE COCTOsIHME Moc/ie MoJslydeHusl 3anpoca oT y3na
KSN. [lelicTBYIOLUM K/THOHOM SBMSIETCS CaMblii HOBbIN K/THOY.

PncyHok 23 — Cxema nepexojga ycTpolicTBa U3 0HOr0O COCTOSIHUA B [pyroe COCTOsiHUe B XxoA4e 06HOBNEHUA
mMacTep-ka4ya nof kKoHTponem ysna KSN
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9.3.3 3anpoc Ha 06HOB/IEHME MacCTep-k/a4ya oT ycTpolicTBa

B cnyyae AnMTeNbHOTO OTKIOYEHUS] YCTPOWCTBA OT CETU MUTaHUS 06LLMe «CekpeTHble» AaHHble (KoY
nosib3oBaTeNs WK KAKYmn nposaiigepa ycnyr) AaHHOro yCTpoicTBa v APYrX yCTPOWCTB MOTYT ObITb HECOBME-
CTUMbI. TO €CTb 06LiNE «CEeKPeTHbIE» AaHHble, COXPAaHEHHbIe B YCTPONCTBE, MOTYT GbiTh YCTapeBLUMMU. OHY
nepecTaHyT SBATLCA TEKYLLMMU KIl0YaMKU UK NpeablayWwuMn Kadamm, KoTopbiMy BNageeT AOMEH.

Kak onucaHo B 8.2.2. y3en KSN coxpaHsieT Cnucok, B KOTOPbIA 3aHOCATCA ynpasiiseMble UM YCTPOWi-
ctBa. Y3en KSN Takke coxpaHsieT B cnvucke MHopMmauuio COOTBETCTBYOLWEro atana (ctagun paspaboTku)
0 K/yax Ana KaxAoro yctpoiicTea. B cnyvae noAknioYeHUs yCTPOMCTBa K CeTU Noc/ie BKIIOYEHUS 3/1eKTpo-
nUTaHNA OHO BblAaeT 3anpoc Ha 06HOBMEHMe MacTep-kKatoya Ha y3en KSN. nockonbKy HeM3BECTHO, ycTapesnu
N K/TK04U, KOTOPbIMU OHO BniageeT. [lanee cTapblii ko4 6yAeT NCnonb3oBaH 418 onpeAeneHns pasnuunii ¢
npefBapuTenbHbIM MacTep-kitoyoM. MocnefoBaTeibHOCTb ONMCaHa HUXe M NokasaHa Ha pucyHke 24:

a) yCTpOICTBO BblAaEeT 3anpoc Ha 06HOBMEHNE MacTep-koya (Kya nob3oBaTens Uan knwyein npo-
Baiigepa ycnyr) Ha y3en KSN. 3alyuiieHHbI cnyx6ammy NpoBepku NOA/MHHOCTU faHHbIX U KOHUAEeHUanb-
HOCTW C MCNO/Ib30BaAHMEM CTaporo k/4a, COXPaHEeHHOro B YCTpoicTBe. MIHAEKC kntoyelt ykasaH B butax —
b0:M:b2:b3 nons SHD.

b) y3en KSN nonyyaeT v npoBepsieT 3anpoc, NoAroTaB/IMBAET COOGLLEHNE, COAEPXKALLEE HOBbIN MacTep-
K104 U CBA3AHHBIN C HAM pa3Mep Koya 1 anroputM, a 3aTem nepegaer cooblieHne (3almiieHHoe cnyxoba-
MV NPOBEPKN NOAJIMHHOCTN AaHHbIX Y KOHPUAEHUMAbHOCTY C UCNOMb30BaHNEM CTaporo Ktua, Ucnosb3ye-
MOTO YCTPOACTBOM) Ha YCTPOIWCTBO;

C) YCTPOICTBO MofyyaeT u nposepsieT cooblieHne, Ha koTopoe oTBeyvaeT y3en KSN, nonyyaeT HOBbIi
mMacTep-kioY 1 3aTeM OTBeYaeT 3allyLLieHHbIM 0TBeToM Y31y KSN.

Lna obecneyeHus 6e3onacHocTn y3en KSN MOXeT ycTaHOBWUTbL 6e30MacHbIli CPOK A5 KaXK40ro noj-
JepxXvBaemoro nokoneHus kn4vei. Y3en KSN MoxeT cbpacbiBaTb KnoUM ¢ UCTEKLIMM 6€e30MacHbIM CPOKOM.
Ecnu cTapble k1toun He coxpaHunuce B y3ne KSN. y3en He CMOXeT NpoBepuTb 3anpoc Ha 06HOB/IEHNe Ma-
CTep-k/oya. KOTOPbI 3aluieH cTapbiM K1I0UYOM 1 HanpaBs/ieH ¢ yCTpoiicTBa. B 3Tom cnyyae fomkHa ObiTb
NMOBTOPHO BbINO/IHEHA MHMLUManu3aumsa kiya (cm. 8.1).

MockonbKy 3anpoc OGHOBMEHMS MacTep-k/lya BblAaeTcsl C YCTPOCTBa Moc/ie BKAOYEHWUS NuTaHus
YCTPOICTBa W MOAK/OYEHUSI K CETU, NPO6IEeMbl CUHXPOHU3ALMN OBGHOBMEHNUS MacTep-kioya (OnMcaHHble B
8.2.3) He BO3HUKHYT, Tak Kak y3en KSN yxe BbINosH1A 06HOB/IEHWE MacTep-kiya 418 ApYruX yCTPOICTB, noa-
K/IOYEHHBIX K ceTu. [Mepexog COCTOAHMSA Ktoua yCTPONCTBa CTAHOBUTCA MPOLLE, Kak noka3aHo Ha pucyHke 25.

FopsumiA Nyck 03Ha4aeT, YTO YCTPOCTBO CHOBA BK/THOYEHO B 3/1EKTPOCETH U MOAK/MOYAETCA K JOMALLHEN
ceTn. 3aTemM yCTpOWCTBO BblAaeT 3anpoc Ha 06HOBMEeHVEe MacTep-koya B y3en KSN. 3allyuiieHHbIi cTapbiM
K/I0YOM.

CoCTOsiHME «K/IIOY MOJIyYeH» yKasbiBaeT Ha TO. YTO YCTPONCTBO MOMY4YMIO KOMaHAy Ha OGHOBNEHME
macTep-kntoya ot y3na KSN u ycnewHo npno6peno HoBblii macTep-kntoy. CaMblii HOBbIV K04 MOXET He
cpasy BCTynuTb B AeiicTBue. CTapblii K104 BCE eLle MOXEeT MCMOo/b30BaThCs, KOrga yCTpoicTBO BblgaeT 3a-
LW MLLEHHblE COO6LLEHMS. B 3TOM criyyae npu uHTepnpeTauun KoMaHzbl-3anpoca oT 4pYrX YyCTPOWCTB MOXET
MCNob30BaTbCA CTapbIi K1Y IMG0 HOBbLIN MacTep-Ktou.

HopmasnbHbI/i pexum o3HavaeT, YTo YCTPOWCTBO OTBEYaeT NOCPeCTBOM KOMaHAbl Ha 06HOBIEHNE Ki0-
ya B y3en KSN. [leicTBYOLWMM KNHOUYOM AB/ISIETCA camblii HOBbIN K/1HOu.
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Y3enycTaHoBke roya YcTpCKKTOO

H 3 (@repsiicoo)

(Omﬁvkm)

YcTpoituBu strtioei 3anpoc r® oCrootewe
uiou aymnK5N. coo6L enyo-Mnpoc n-
N&VIV rtJensiHViM

¥Y3en K3N Bblienum’ goM OO T ga4Horo coaC- wabpoBaHNsa C €CNoJIKXMaB/IBU CTaporo

uoxew-ianpoca no casiMxuamy ¢ y‘Tpatere CAKXA. CCbIPBUBMIOTO B YCTPOICTB»
NOM CTApPOMY <rx«ny

oo H1

Y*n KSNnmypaoycT unH Bo3BpauaeT MCBbIB
10 TBPKIKM 1 COKnamaar ero ro nknM M M r
-My 3aTMii/Tam.* ipaswap Kioua n ancpMTmi a

ifOlapmm*)

(ké>¢ PADATA. eklfOY*«T CTyHCun OyTCMTV»<b YcTtpekeToo 0bIFC/MKOC nposepkac MOMCM30O
M »w u»:m Jiiusmjkw«MOCTu 4TI kMdpoBassa CTaporo «no4s lpuycnsLl K** 40BBOCUMH
b vbM NPOBEPOK yCTPOICTBO rBAyYOET HOBbI
iLAn rrguu vioHoMA L

anropuTMom

6 1 (OrmpBkp KTha)
(Qmiionl H |
YcTpoiicTBO yocroenoaoT 00PSA/AroBbii MObIOO
va 1.(kprotaanuioaT cocGblaro-e-0TMT Mo
¥Y3en KSN npoBepss’ cneeTro o6mMoansmioo 06103a10MMO Ko Ya. oW nppoantoa
KFHM 3 51 ITYYN13BT KC*bl i ropsgroenii novop 1 ayTen(1l«5«L}1*pOMHHOSI CTapbIM
CAVOONEHM KIKOUY» MEAT«-PXA*TCB «IK040U u nepenaet «O Bywn KSN

PucyHok 24 — MocnefoBaTelbHOCTb 0GHOBIEHNA MacTep-k/ya, 3anpalinBaeMoro ycTpoicTsom

PucyHok 25 — Cxema nepexojaa ycTpoiicTBa 13 0AHOTO COCTOSIHUS B APYrO€ COCTOsIHME B XO4€ 06HOBNEHUS
mMacTep-k/oua no 3anpocy oT ycTpoiicTea
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MpunoxeHune A
(cnpaBou4HOE)

ABTOpM3aLMA y3na YCTaHOBKN Ko4a

Kak o6bsicHsinoch B pasgene 9. ysen KSN urpaet BaxHy posib B 4OCTaBke, 0GHOBNEHUN U XPAHEHUN BCEX KOYE.
Y3en KSN gonxeH 6biTb O4eHb HafeXHbIM ycTpoiicTBOM. OHaAKO kak Bnagenew goma roxetr o6ecneyntb HagexHocTb
AaHHoro ysna? Ha pucyHke A.1 nokasaH npumep npoBepku noagnuHHocty y3na KSN noctaBumkom KSN, korga HOBbIA
y3en yctaHaB/MBaeTCa M noaknwyaetca K ceTu WNHTepHeT. JoBepuTenbHble OTHOLWEHWS nepefarnTcs 3a cyeT fOBepus
Bnagenbua goma nocrtaBluky KSN, a nockonbky nognnHHocTb KSN HajexHo npoBepeHa nocTasLMKoM, Bnageney goma
He 6yaeT coMHeBaTbCA B HagexXHocTh y3na KSN. AyTeHTudmkaumna mexay y3nom KSN 1 noctaBLyMKOM A0/KHA OCyLLecT-
B/ISITbCA C NOMOLLbIO UHTEPHET-TEeXHONOrMii 06ecnevyeHns 6e30nacHOCTH, Takmx kak npoTokon SSL.

Cnyx6* noctaouyw.»

PucyHok A.1 — Mpumep ayTeHTudunkauum ysna KSN
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Mpunoxenne A
(cnpaBouHoe)

CBefleHNs 0 COOTBETCTBMM CChIJTIOYHOTO MEXAYHAapOAHOro ctaHaapTa
HaunoHanbHOMY cTaHgapTy Poccuiickon degepaunn

Tab6nuua QA
O603HauYeHNEe CCbIIOUHOTO O603HayYeHne 1 HaMMeHoBaHue COOTBETCTBYHOLLEro HauMoHa/IbHOro
CreneHb COOTBETCTBUA
MeX/yHapoAHOro cTaHaapTa cTaHaapTa
ISO/IEC 10116 - *

* COOTBETCTBYIOLWMI HaLMOHAbHbI CTaHAAPT OTCYTCTBYeT. [lo ero yTBepXAeHNUs PeKoMeHAyeTcs NCNob30BaTb
nepeBOf, Ha PYCCKWi s3bIK [AHHOTO MexXAyHapofHOro ctaHgapta. lMepeBoj [aHHOIO MeXAyHapoAHOro craHgapTta
HaxoauTcs B ®efepanbHOM MHDOPMALUMOHHOM (hOHAE CTAHAAPTOB.
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