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roCT P UICO/M3K 30121—2017
MNpegncnosne

1 NOArOTOBJ/IEH O6LecTBOM C OrpaHW4YeHHOW OTBETCTBEHHOCTbI «/H(hopMaunoHHO-aHaNnTnYe-
CKWUiA BbluMcnuTeNbHblli LeHTp» (OOO WABLL) Ha ocHOBe COGCTBEHHOrO mepeBofa Ha PYCCKWN A3blK aHrio-
A3bIYHON Bepcum cTaHapTa, ykazaHHOro B NyHkTe 4

2 BHECEH TexHuuyeckuM KOMUTETOM Mo cTaHgaptusaummn TK 22 «/HdopMaLMoHHbIe TEXHOMOMMN»

3 YTBEPX/EH VI BBEJEH B IENCTBVIE Mpukasom ®eaepanLHOro areHTCTBa No TEXHUYECKOMY pe-
rynupoBaHuio 1 MmeTposnoruu oT 10 okTabps 2017 r. No 1382-cT

4 HacToswwmii cTaHdapT naeHTuYeH MexayHapogHomy ctaHgapty MCOYM3K 30121:2015 «UHdopma-
LMOHHbIe TexHonoruu. KoHuenuus ynpasneHus puckamu, CBSI3aHHbIMU C MpoBeAeHneM cyae6Hol akcnep-
TW3bl CBUAETENbCTB, MPeACTaB/EHHbIX B LudpoBoi chopme» (1SO/IEC 30121:2015 «Informabon technology —
Governance of digital forensic risk framework», IDT).

ISO/IEC 30121 paspa6otaH nogkomuteTom MK 40 «YnpasneHne MHMOOPMALMOHHBIMU TEXHOMOTUAMMN
n ycnyramn UT» CoBmecTHOro texHudyeckoro kommnteta CTK 1 «/HhopmaLunoHHbie TexHonorum» MexgyHa-
poAHoli opraHusaumy no ctaHgaptusauum (MCO) n MexgyHapoLHOM anekTpoTexHmnyecko komuccum (M3IK).

Mpy NpYMeHeHUN HacTosWero cTaHhapTa pekoMeHAyeTCs UCNOo/b30BaTbh BMECTO CCbISIOYHBIX MEXAay-
HapoHbIX CTaHAAPTOB COOTBETCTBYHOLLME UM HaUVOHa/bHblE CTaHAAPThI, CBEAEHUS O KOTOPbIX MPVUBEAEHbI B
[OMOJTHUTE/IbHOM MPUIoXeHun A

5 BBEJEH BIEPBbIE

6 HekoTopble NOMOXEHNsI MeXAYHAPOAHOIO CTaHAAPTa, YKa3aHHOTO B NyHKTE 4. MOTYT SIBAATLCS 06b-
€KTOM MaTeHTHbIX npaB. MCO n M3K He HecyT OTBETCTBEHHOCTM 3a UAEHTU(UKALMI0 NOA0GHBIX NMaTEHTHbIX
npas

MpaBuna NnpUMeHeHNs HaCTOALWEro cTaHgapTa ycTaHoB/EeHbl B cTaTbe 26 PefepanbHOro 3akoHa
0T 29 uoHA 2015 r. Ne 162-®3 «O cTaHgapTusauum B Poccuiickoih ®epepauun». MiHgopmaumus 06 uns3-
MEHEeHUAX K HacTosAWweMy cTaHgapTy Ny6/nkye TCa B eXerogHom (Mo cocTosHMI0 Ha 1AHBaps TeKyLwero
rofa) UHopmalmoHitOM ykasaTesne «HauvoHaslbHble CTaHAapThi», a ohULMabHbIA MIOKCT U3MEHEHWIA
N MonNpaBoOK — B eXeMeCAYHOM MHGOPMAaLMOHHOM yKalsaniono «HauuoHasbHble cTaHAapThi». B cnyyae
nepecMoTpa (3amMeHbl) UM OTMEHbl HACTOALWEro cTaHAapTa CooTBeTCTBYLEee yBeJoMIeHe bygeT
ony6/MKOBaHO B G/MKallLiemM BbIMYCKE eXeMeCcsAYHOro MH(OPMALMOHHOIO ykasaTens «HauuoHanbHble
cTaHgapTbl». CooTBeTCTBYKLWaa Hpopmauus, yBegoMeHme 1 TeKCTbl pasMellainTca TakKke e UH-
chopmaLMOoHHOI cucTemMe obLero NoNb3oBaHNs — Ha oduumansiiom caiTe degepanbHOro areHTCcTBa no
T eXHNYeCKoMy perynpoBaHuio 1 MeTponoruv B ceTu IHTepHeT (Www.gost.ru)

© CraHgapTuHdgopm. 2017

HacTosAwwit ctaHaapT He MOXeT GbITb MOSIHOCTHIO U/IM YaCTUYHO BOCMPOW3BEAEH, TMPAXNPOBAH U pac-
NPOCTPaHEH B KAUeCTBe OULMANLHOMO N3aaHus 6e3 paspelleHnst defepanbHOro areHTCTBa No TeXHUYEecko-
My perynupoBaHunio 1 MeTposiornm
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BBepeHve

OpraHu3auum pasHbix TUMOB CTA/IKUBAIOTCS C BHYTPEHHVMU U BHELLUHMU hakTopamu 1 BO3feincTBnem,
KOTOpble MOryT NPMBECTU K BO3HUKHOBEHWIO CUTYyauuii, TpebytoLyx NpoBeAeHNs cyAe6HOR akcnepTu3bl U no-
NyYyeHuss CBUAETeNbCTB, NpPeAcTaBeHHbIX B LMPOBOIA (hopme, C UCMO/Ib30BaHUEM MHDOPMAaLMOHHBIX TeX-
Honorunii (UT) v cBsA3aHHbIX C HUMK MHPOPMaUnoHHbIX cuctem (UC). HeobxoaumocTb NpoBeAeHUs cyae6Hol
9KCMepTU3bl MOXET BO3HUKHYTb B pe3ysibTaTe HeW3BEeCTHbIX, BHEMNAHOBbIX UMW HenpeaBUAEHHbIX COBbITUN
nnbo B npoLecce 3annaHMpoBaHHOro pasbuparenscTsa NPOTUB COTPYAHUKOB, KOHKYPEHTOB WAN NOCTaBLLu-
KOB yCnyr. 3HaYMMOCTb pUCKa, CBA3aHHOTO C NpoBeAeHVeM CyAe6HON aKcnepTn3bl, 3aBMCUT OT YPOBHSA pucka
N OTHOLLEHUS K HEMY opraHu3aumi. OTHOLIEHWE opraHn3aunn K pucky 6yaeT oTpaxaTbCa B KpUTEpPUU pucka.
Mockonbky CBUAETENbCTBA, NPeAcTaB/eHHble B LMPOBOI hopme, Kak npaBuno, 6yayT nosyyeHsl U npeg-
CTaBfieHbl cyfly, opraHmsauunam cnegyeT 3ab1aroBpeMeHHO roTOBUTLCS K NOAOGHBIM CUTYyaLMAaM.

HacTosAwwnii ctTaHgapT onucbiBaeT noc/iefoBartesibHy0 CTpaTernyeckyto No4roToBky opraHusaumn K cy-
[e6Hol akcnepTM3e CBUAETENbCTB, NPeAcTaBNeHHbIX B LUpoBoi hopme. FTOTOBHOCTL OpraHu3auum K cy-
fAe6Holi akcnepTn3e 03Ha4aeT, YTO B Hel NpoBeAeHa COOTBETCTBYIOLAA U pefieBaHTHan cTparernyeckas nog-
roToBKa K COGbITUAM, KOTOpble MOryT MPUBECTU K cyfebHOMY pacciefoBaHunio. OHO MOXeT OblTb BbI3BAHO
Hen36exXHbIMN HapyLleHnAMM 6e30nNacHOCTV, MOLLEHHWYECTBOM M Yrpo30i penyTauun. Bo Bcex cnyyasx wc-
nonb3oBaHne VT [O/MKHO CTpaTernyeckn MakcummusnpoaTb 3h(PEKTUBHOCTb Noncka CBUAETENbCTB, UX A0-
CTYMHOCTb. @ Takke ONTUMU3NPOBaTb CBA3aHHbIE C 3TVM 3aTparthl.

PykoBogsAwumii opraH JO/MKEH OTBEYaTh 3a BblpabOTKy CTpATErMyeckoro HanpaB/eHNs BO BCEX BaXKHbIX
ANna opraHm3auun obnactax. PyKoBOAALLMIA opraH AO/HKEH C/efoBaTh NPUHLMIAM YYLLIMX NPakTUK, KOTopble
obecneumsaioT ob6LLee PyKOBOACTBO MO BOMpPOcam [OCTOBEPHOCTU U COOTBETCTBUA. DTW NPUHLMMBI MOTYT CO-
AepxaTbCa B IOpUAMYECKUX NpeanucaHuax, ctaHgapTax, TpeboBaHnax cobnoaeHNa 06 eCTBEHHbIX U Ky/lb-
TYPHbIX HOPM. B HacToslwem cTaHAapTe B kayecTBe /yyllnx NpakTuk ynpasnenuwa UT (pa3gen 4) ncnonb3y-
toTca npuHumnel MCO/M3K 38500.

OTU NPUHLUNBI JOMKHBI ObITh peann3oBaHbl. 3afayv ynpasieHns BKIYaT B ceba oueHKy npeano-
XEHW U NMaHoB, OTC/EXMBaHME WX BbIMOMHEHNUA W COOTBETCTBMA TpeboBaHWAM, BbipaboTKy cTpaterum u
noNuTUK. 3aMHTEepecoBaHHbIe VLA opraHu3aLuy MoryT NpeocTaBuTb NpeanucaHve 48 pyKoBOACTBa, OfHa-
KO OKOHYaTesIbHY OTBETCTBEHHOCTb 3@ PUCK HeceT pyKOBOAALLMIA opraH. KoHuenuus ynpasneHusa puckamu,
CBSi3aHHbIMW C NpoBefeHneM CyfebHOI akcnepTu3bl CBUAETENLCTB, NpeAcTaB/ieHHbIX B undposoii dopwme,
yCTaHaB/MBaETCA OTBETCTBEHHbIMU 3a PUCK UL aMWN NyTEM BbINOSIHEHUA AeliCTBUIA, COOTBETCTBYIOLMX CTpa-
TErnyeckoMy Hanpas/eHW0 Pas3BUTUA opraHusaumun. CnefoBaTenibHO, CTPATErMYECKOW Liefbio opraHusaumm
ABNSETCA peasnm3auna NpuHLMNOB U obecneveHne Haa/exallelii NoAroToBkM K NpoBeAeHUo cyae6HoN akc-
nepTn3bl CBUAETENLCTB, NPeAcTaBNeHHbIX B L posoii hopme (pasgen 5).

CTpaTernyeckne npouecchbl fo/MkHbI 06ecneunTb HanpasfieHue AeicTBUiA Ana pykoBoauTeneid u ton-
MeHe[)XepoB B COOTBETCTBMM C Bbl6paHHON KOHUenuueid. CTpaTernyeckne npouecchbl AO/MKHbI BbIGUpaTbes
Takum o6pasom, 4Tobbl o6ecneunTb afekBaTHy 061acTb AelCTBUI U 6bITb MPUHLMNNANBHO apXMBUPYEMbI-
MW. OTKPbITbIMU, MPON3BOANUTENBHBLIMU Y COOTBETCTBYIOLLMMU KpUTEPUIO pucka (pasgen 6).

[na n3MepeHns COOTBETCTBMA LENSAM, BbiTEKAIOLWMM W3 YCTAHOB/IEHHBIX MPUHLMNOB, WCNOMb3YTCA
KnoyeBble nokasarenn gocTmxkenus uenei (KGI), Ana namepeHus BbINOMHEHNUA cTpaTernyecknx 3agad, Bbl-
TeKatoLwmx n3 cTpaternn. — Knuesble nokasarenun npounssogutensHoctu (KPI), a pacxoxaeHne mexay KGI
n KPI oTpaxaeT knto4yeBoii nokasaresnb 6usHeca opraHusauun (KBI) (pasgen 7).

HacToawwuii ctaHgapT cnedyeT MCNofb30BaTb BMECTe CO C/i0BapeM, NnpuBefdeHHbIM B PykoBoAcCTBe
MCO 73:2009. ¢ MCO/M3BK TO 38502 «HopmaunoHHbIe TeXHONOrMK. YnpasneHue UT. Cxema 1 MOAeNb»,
a Take NCO/M3K 38500 «MHhopmaunoHHble TexHonornu. Ynpasneuve AT B opraHmsaunm».



OCT P MCO/M3K 30121—2017

HAUMWOHANBbHBLIMN CTAHOAPT POCCUMUCKOWN OSGELEPALWUMU

MNHpopMaLOoHHbIE TEXHONOTNN

KOHUENUWMA YNPABNEHNA PUCKAMU, CBA3AHHbLIMW C NMPOBEAEHVEM
CYAEBHOWN 9KCMEPTN3bl CBUAETENLCTB. MPEACTABNEHHbBIX B LIMGPOBON ®OPME

Information technology. Governance of digital forensic risk framework

fata eBegeHns — 2018—09—01

1 O61acTb NPUMEHEHUS

HacToswmini ctaHaapT OnucbiBaeT KOHLENUUo, MOMOralLlyi0 PYKOBOASLLMM OpraHaMm opraHusaunii
(BKNtoYaa BnagenbLEB, YIEHOB MpaBfieHUs, AMPEKTOPOB, NapTHEpPOB, BbiCLIee PYKOBOACTBO Y T. 4.), Hau-
ny4ywM o6pasom 3abnaroBpeMeHHO MOATOTOBUTH OpraHu3aluio K NpoBeAeHWo CyAe6HbIX 3KCnepTu3 CBU-
OeTenbCTB. NMpPeACcTaBNeHHbIX B UUpoBoi hopme, A0 TOro, Kak OHW NoTpebytTcs. Hactoawwmii ctaHgapT
MOXET ObITb MPUMEHUM NpU pa3paboTke CTpPaTErMYECKUX NPOLECCOB (M PeLUEHUA), CBA3AHHbIX C XPaHEHNEM 1
[OCTYMHOCTbIO JaHHbIX, @ TakkKe 3KOHOMUYEeCKo 3phEKTUBHOCTLIO CBUAETE/LCTB, MPeACTaBEHHbIX B Ld-
poBoit hopme. HacToawmii cTaHAapT NPMMEHMM K OpraHn3aunsiM pasHbix TUMOB U pa3mepoB. CTpyKTypa Ha-
CTOsILLLEro cTaHAapTa npuBefeHa B NpuaoxeHun A.

2 HopMaTUBHbIE CCbI/IKU

B HacTosuwem cTaHAapTe NMPUMEHEHbI Cneayrolme HOpMaTuUBHbIE CCbIIKU. [N AAaTUPOBAaHHbIX [OKY-
MEHTOB MCNO/Mb3YIOTCA TONbKO yKasaHHble u3gaHus. [Ana HeAaTUpOBaHHbIX JOKYMEHTOB MCMNOMb3YOTCA MNo-
crnefHvie U3JaHus C y4eTOM BHECEHHbIX B HUX U3MEHEHUIA.

ISO/IEC 38500 Information technology — Governance of IT for the organization (MHopmaLnoHHbIE
TexHonoruu. YnpasneHue T B opraHusayuu)

ISO Guide 73:2009 Risk management — Vocabulary (¥YnpaeneHue puckamn. Cnosapb)

3 TepMuHbI 1 onpeaeneHns

B HacTofilleM cTaHOapTe MpuUMeHeHbl TepMuHbI, onpefeneHHbie B WCO/M3K 38500. PykoBoacTtse
MCO 73:2009. a Takke cnegyoLme TepMUHbI C COOTBETCTBYHOLLUMU ONpesesIeHUAMN:
31

cBuAeTenbCTBa, NpeAcTaBieHHbie B undposoli popme (digital evidence): ViHdopmauus unm gaH-
Hble, XpaHsLWMeca unn nepefaHHble B BUAE ABOVYHOTO KOAA, KOTOPble MOTYT 6bITb MCMNO/Mb30BaHbl B Kaye-
CTBe [loKa3aTenbCcTBa.

(MCO/M3K 27037:2012, cTtaTbs 3.5)

3.2

pykoBoAAwW KA opraH (governing body): YenoBek unum rpynna nofeit, KOTopble HeCyT OTBETCTBEHHOCTb
nepes, 3aMHTepecoBaHHbIMM MLaMK 3a paboTocnoCOBHOCTL OpraHn3aLun 1 COOTBETCTBME TPEGOBaHUAM.
(MCO/M3K TO 38502:2014. cTaTba 2.9]

N3paHue oduymansHoe



FOCT P UICO/M3K 30121—2017

3.3 cynebHas akcnepTusa CBUAETENbCTB, NpeAcTaB/ieHHbIX B Luudposoii hopme {digital forensics):
Vicnonb3oBaHne Hay4HbIX 3HAHUIA, TEXHOMOMMIA U METOAUK NPW MCCNefoBaHNW CBUAETENbCTB, NPeACTaB/IeH-
HbIX B LndopoBoii hopme, An1a Lenei cygonpon3BoacTBa.

3.4 cTpaTernyeckuit puck (strategic risk): BnusaHue HeonpeaeneHHOCTN Ha LOCTUXEHME Leneil.

4 TpUHUUNGI
4.1 OTBETCTBEHHOCTb

Jlnya v rpynnbl XL, B opraHn3almm AO/KHbI NOHUMAaTb 1 6paTb Ha ceb6s1 OTBETCTBEHHOCTb B OTHOLUEHUN
KaK npeanocrtaB/ieHns, Tak u TpeGOBaHI/IFI cBnaeTenbCTB, NpeacTtaB/iEHHbIX B LLIACprBOVI C*)OpMe. Nnua, oTBeT-
CTBEHHbIE 3a 3KCnepTusy, A0J/TKHbI 6bITb HE3ABUCKMBI, & TaKXe o6na,anb HEO6XOLI,VIMbIMI/I KOMNeTeHunamm n
MNOSTHOMO4YMAMU Ha BbINOJIHEHNE TaKnUX rEl,(?l‘/'ICTBI/II‘/lI.

4.2 Ctparterus

Mpy pa3pa6oTke cTpaTerum opraHn3auuy cnegyeT NpUHUMaTh BO BHUMAaHWE Tekylliee 1 Gyayliee XpaHeHue
N [OCTYMHOCTb A@HHbIX, @ TaKKe 3KOHOMUYECKYH 3(PEKTUBHOCTL CBUAETENLCTB, NMPEACTABMEHHbIX B LIM(POBOIA
thopme; cTpaTernyeckoe niaHUpoBaH1e LO/MKHO COOTBETCTBOBATbL TEKYLLMM TPE6GOBAHUAM OpraHu3aLmm.

4.3 NMpuobpeTeHune

MprobpeTeHne NT-akTMBOB [LO/KHO NOAAEPXKMBATLCSA CcTpaTerneil opraHusaummy Ha OCHOBE Hagffiexa-
LLEero N HeMpepbIBHOrO aHann3a, ¢ YeTKUM ¥ NPO3padHbIM NPUHATMEM peLLUeHWid. [o/KeH CylecTBoBaTh He-
06x0AVMbI 6anaHc Mexay BbirogaMu, BOSMOXHOCTAMU, 3aTpaTaMu 1 puckamm Kak B KpaTKOCPOUHOW, Tak 1 B
[ONITOCPOYHOI NepcrnekTuBe.

4.4 3(hheKTUBHOCTb

WT Ao/mKHO cOOTBETCTBOBATH LeNsSM NOAAEPXKKU OopraHusauuv, npegocTtaBneHns ycnyr, obecneyeHus
Heo6Xx0AMMOro YpOBHA 1 KayecTBa 06CNyXuBaHUS A9 YA0BNETBOPEHNA TeKyLMX U ByayLmnx notpebHocTell
opraHu3auuy B OTHOLEHUW CBUAETENLCTB, NPeAcTaB/eHHbIX B LMdPOBOWi dhopme.

4.5 CooTBeTcTBME TPpebOBaAHUAM

WNT-akTVBbI LOMKHLI OTBEYATL BCEM 0653aTe/bHbIM 3aKOHOAATENbHbIM HOpMaM U Tpe6oBaHusiM. MeTo-
OVKN 1 NONUTUKA JOSIKHBI ObITb YETKO OnpejenieHbl, BHeApPEHbI U MPYMEHVMbI B COOTBETCTBUM C NPUHATLIMU
B OpraHvsauum KpuTepusmmu pucka.

4.6 MoBefeHne Yenoseka

MonMTUKM, MeToAUKM U pelleHust B ccpepe cyne6GHOI IKCNepTusbl CBUAETENLCTB, NPEACTABEHHbIX B
LMPOBOIi hopme, AOMKHbI GbITb OCHOBAHbI HA YBAXEHU K NII0AAM, UX NOBEAEHNIO, BK/OYas CyLLecTByoLe
1 6yayle noTpeGHOCTM BCeX M0Aei, 3afeiicTBOBaHHbIX B MpoLieccax opraHu3auuu.

5 KoHuenuua

5.1 MoNnHOMOYUUA 3aNUHTEPECOBaHHbIX UL,

PykoBogsLmii opraH, 06pa3oBaHHbIii A5 3alnThl MHTEPECOB 3aMHTEPECOBAaHHbIX L. AO/HKEeH o6a-
[aTb [OCTAaTOYHLIMU MOSIHOMOYMSIMW [/151 BbiGOpa CTPATErMUYecKoro HanpaBfeHWsl PasBUTUSI OpraHu3aLumn 1
onpegeneHns ee PyHKLMOHATbHbIX BO3MOXHOCTEVA.

5.2 MocTaHOBKa 3agaun

Livkn paboTbl pyKOBOZASALLErO opraHa A0/MKeH COOTBETCTBOBATb 3Tanam OLeHKN, Bbibopa HanpaBneHus
N OTCNEXMBAHUS 1 CNOCOGCTBOBATL NPUHATUIO CTPATENMUYECKON NOMIUTUKU, CTPATENMUYECKOTO NIaHNPOBaHMSA 1
cTpaTermyecknux BO3MOXHOCTEN.

5.3 OueHka

PykoBogALMIA opraH JO/MKEH M3y4yaTb U OLEHMBATb Tekyliune u Gyayuine noTpe6GHOCTU B CBUAETE/b-
cTBax. NpefCcTaB/IeHHbIX B LM poBoii hopme, B TOM Ync/e cTpaTerny, NpeaioxeHns, nnaHbl U OroBOPENHO-
2
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CTW N0 NocTaBkam (BHYTPEHHWE, BHELHWE UK 1 Te. n apyrue). Mpu oLeHKe 1Cnosib3oBaHus UT fo/mKHbI 6biTh
yuTeHbl Tpe6oBaHWsl NpefoCTaB/IeHUs CBUAETENbCTB, NpeAcTaBeHHbIX B LU poBoii hopme, U opraHusauum
npoLeccoB cyae6HO aKenepTu3bl.

5.4 HanpaBneHue

PyKoBOAALWIA opraH JO/KEH pacnpefensaTb OTBETCTBEHHOCTb 3a NPsIMY0 MOATOTOBKY M peann3aLuio
cTpaTeruid, N1aHoB ¥ MOIUTVK, & TakkKe KOHTPOIMPOBAThb UX BbINOJIHEHWE. M1aHbl AO/KHbLI ONPefensiTe cTpa-
Ternyeckoe HanpaefeHue 415 CBUAETENbCTB, NPeAcTaB/eHHbIX B LU POBOA hopMe, onepauuoHHON aes-
TENLHOCTU U BO3MOXHOCTel UT. PyKoBoASILLME OpraHbl 4OMKHbI MOOLLPATL Ky/bTypy 3dhheKTMBHOrO ynpase-
HUst T B cBOUX opraHusauusix, Tpebys OT pyKoBoauTeneli npefocTaB/eHnsi CBOEBPEMEHHON MHGopMaLum,
COo6/110ieHNS CTPATEINYECKMX HaNpaB/ieHuii B COOTBETCTBUM C KPUTEPUEM pUCKA.

5.5 OTcnexuBaHue

Mcnonb3ysa cOOTBETCTBYIOLME W3MEPUTESbHbIE CUCTEMbI, PYKOBOAALMI OpraH AO0/HKeH OTcnexvsaTb
3ahdhekTMBHOCTL UT-CMCTEM U MX COOTBETCTBME CBUAETENbCTBAM, NMPeAcTaBfeHHbIM B L poBoli thopme.
CnepyeT NOCTOAHHO cNefuTb 3a TeM. YToObl paboTa Benacb B COOTBETCTBMM CO CTpaTernyeckvmMu nnaHamu,
a YPOBHU prCKa HaxoAWNNCb B Npejesiax yCTaHOBEHHOTO 419 opraHu3auunm Kputepus pucka. PyKoBogsLmii
opraH [O/MKEH HECTN OTBETCTBEHHOCTb 3a 3hheKTMBHOE, [eNCTBEHHOE W NpremsieMoe Ucnonb3oBaHne UT
ANA NoNyYeHWs cBuAaeTeNbCTB, NPeACcTaB/eHHbIX B L poBol hopme, B OpraHn3aumu; ata 0TBETCTBEHHOCTb
He flo/mkHa 6bITb AenernposaHa.

6 [pouecchbl

6.1 CTpaterus apxusauunmn

OpraHu3aums Ao/hkHa onpeaensTh Le/oCTHOe apXMBHOE XpaHeHne MH(OPMAaLMOHHbLIX akTUBOB. Mpo-
Llecchbl apxuBauuy fOMKHbI 6biTb CTPYKTYPUPOBAHHLIMU, MOMHLIMU, 3PMEKTUBHLIMMK, Ge3onacHbiMK 1 o6e-
CrneynBaTh LeIOCTHOCTb JaHHbIX.

6.2 CTpaTterus obHapyxeHus

OpraHu3aumst Ao/xHa ycTaHaBNMBaTh 3heKTUBHbIE U AeiiCTBEHHbIE CpeacTBa novcka MHgopMaLum.
TOYHbI U CBOEBPEMEHHBIV [OCTYN K OPraHM3aLMoHHON MHopMaLUy KPUTUYEH A5 MPUHSATUS PELLUEHWIA 1
npefoCTaB/eHNs oKa3aTe bCTB.

6.3 CTparterusa pasrnaweHunsa

OpraHusauus [o/KHa yCTaHaBIMBATb KPUTEpPWiA ANs 3aluThl W pasrnalleHus nHdopmauuu. Ans
No6OIA OLEHKN PUCKOB, CBA3AHHbLIX C NMPOBeAeHNeM CyAe6HOl 9KCnepTusbl CBUAETENbCTB, NPeAcTaB/eH-
HbIX B LUPOBOI hopMe, C KOTOPLIMU CTaNIKMBAETCS OpraHu3auusi, AO/KEH ObiTb MPUMEHEH KPUTEPWA,
Mo3BOISIOLWMIA oNpefenuTb 4ONYCTUMOCTb YPOBHS pUcka U NOTPeGHOCTb B NPUHSATUM AasibHelilero cTpa-
Termueckoro pucka. Pasrnawaemasi MHopMaLusa A0/KHA COXPAHATLCS C BO3MOXHOCTLIO NpPOBEAEHUs
ayauTa.

6.4 CTpaTerns peanusauum BO3MOXHOCTEN cyfebHOW akcnepTn3bl CBMAETENbCTB.
npeacTaBfeHHbIX B LN poBoil chopme

OpraHuzauna gomxHa thopmupoBaTb NOANTUKMA U MNaHbl Takum o06pa3oM, 4Tobbl 06ecneynTb COXpaH-
HOCTb CBWAETENbCTB, MpeAcTaBfieHHbIX B LMJpPOBOIK hopme, U XpaHeHue u/wam AOoCTYn K KOMMNeTeHUMUSAM
cynebHoli aKkcnepTu3bl CBUAETENbCTB, NpPeAcTaBeHHbIX B LUdpoBoi hopme. OpraHusaums AosmkHa noj-
JepxmBaTb npouecckl, obecneymsaLine 06BbEKTUBHOCTL pacc/iefoBaHnii, He3aBNCMMOCTb 3KCNEPTOB U f,0-
KasaTesibHyl0 Cuny nHdopmauumn, npeacTaBfeHHon B BUAE [BONYHOIO KoAa.

6.5 CTparterunsa ynpas/ieHUs puckamMmum n COOTBETCTBUEM

OpraHusauus Ao/mkHa BblGUpaTh pelleHns 0 NPUHATUM CTpaTermyecknx prCKoB, OCHOBAaHHbIE Ha Mpu-
MEHEHUN KPUTEpPUsi pucka K CBMAETeNbCTBaM, NpefcTaBfeHHbIM B Ludposoli hopme. PykoBogsALwmiA opraH
[OMIKEH rapaHTUpoBaTb, YTO YPOBEHb PUCKA HAXOAWTCS B COOTBETCTBUM C YCTAHOB/IEHHLIM OpraHusauuer
KpUTEPUEM pUCKa.
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7 MeTpukmn

7.1 OCHOBHblE NOJTIOXEHUSA

OpraHusauus JO/MKHA 3MEPATb BaXHble aTpUbyThl 06LEKTOB /19 OLEHKU NPES/IOKEeHUI 1 NIaHoB, OT-
CNeX1BaHUS NPOV3BOAUTENLHOCTU 1 COOTBETCTBUS TPEGOBaHUAM, BbIpaGOTKM CTpaTerny v NoaMTuK. OTYeTbl
[OJIXHbI 06ecneynBaTb PyKOBOZASLWMIA OpraH opraHn3aumy MHopmalmeid, Ha OCHOBe KOTOPOIA JO/MKHbI Npu-
HUMaTbCS 060CHOBaHHbIE PeLIeHus.

7.2 KntoueBble nokasaTenn 4OCTUXEHUS Lesoit

KntoueBble nokasatenu focTmxeHus ueneii (KGI) oTpaxaroT 3HaueHue aTpuGyToB JOCTVMKEHUS Lieneid.
C nomoubio KGI MOXHO OTC/IeXMBATb LOCTUXEHUE K/HUYEBbIX Leneil.

7.3 Knoyesble nokasatenu npous3BoAnUTENbHOCTU

KntoueBble nokasatenun npoussogutensHoctn (KPI) oTpaxaloT 3HauyeHne aTpubyTOB BbIMOSIHEHUS 3a-
Aad. C nomoubio KPlI MOXHO OTC/iexunsartb BbINOJIHEHME MPOLLECCOB.

7.4 KnoueBble nokazaTenun 6musHeca

KntoueBble nokasatenn 6usHeca (KBI) oTpaxaloT pacxoxgeHne Mexay KIyeBbiMU nokasatensamm go-
cTvxeHus ueneit (KGI) u knoueBbiMK nokasatenamu npoussoautensHoctn (KPI). C nomouwbto KBl MOXHO
oTCNexvBaTb OpraHu3aLoHHbIA nporpecc.
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MpunoxexHue A
(cnpaBo4HOE)

CTpyKTypa HacTosiLiero ctaHgapra

CTpyKTypa HacTosiLero cTaHaapTa npuBegeHa Ha pucyHke A. 1.

CTPATEIMYECKOE
YNPABNEHVE

1 OTBETCTBEHHOCTb
(cm. 4.1)

2 Ctpaterus
(cm, 4.2)

3 MNpuobpeTeHne
(cm, 4.3)

4 OhheKTBHOCTb
(cm. 4 4)

5 CooTBeTcTBME
Tpe6oBaHNAM

(cm. 4.5)
5 MNMosefexne

yenoseka
(cm. 4 6)

MpuHUMNbI
(cm. 4)

Mokasatens KGI
(cm 72)

CTPATEIMYECKOE
YNPABNEHVE

KoHuenums
(cm.5)

Mokasatens KBI
(cm. 74)

PucyHokA.1— CTpyKTypa HacToswero ctaHgapra

OPIrAHN3ALUMOHHOE

YNPABJIEHVE

1 Ctparterus

apxvBaLmm
(cm 6.1)

2 Ctparerus
06HapyxeHus

(cm. 6.2)

3 Crparerus

pasrnaleHus
(cm. 6.3)

4 Crtparerus

peanuzauum
BO3MOXHOCTell
cyne6Hol
3KCMEepPTU3bI
CBUAETENbCTB,
npeacTaBneHHbIX
B LdppoBoii
hopme

(em. 6.4)

5 Ctparerus

ynpas/ieHns
puckamu

1 cooTBeTCTBMEM
(cm. 6.5)

Mpoueccol
(cm 6)

Mokasatens KPI
(cm 7.3)
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Mpunoxexnune A
(cnpaBouHOE)

CBefleHns 0 COOTBETCTBUMN CCbITOYHbIX MeXAyHapo4HblIX CTaHA4apPTOB HalMOHa/lbHbIM CTaHA4apTam

Tabnuua [OA-1

O603HayYeHNe CCbIIOYHOTO CTeneHb O603HauYeHNe 1 HaMMEHOBaHWe COOTBETCTBYIOLEr0
MeX/AYHapo/jHOro cTaHgapTa COOTBETCTBUSA HalMOHaNbHOrO cTaHgapTa

ISO/IEC 38500:2015 — °

ISO Guide 73:2009 0T FOCT P 51897—2011/

PykoBoactBo NCO 73:2009 «MeHemKMeEHT pucka. TepMuHbl
v onpefeneHnsa»

* COOTBETCTBYHOLMIA HALMOHANbHBIA CTaHAAPT OTCYTCTBYET. [0 ero yTBEPXKAEHUS PEKOMEHAYETCS UCNO/Ib30BaTh
nepeBo/ Ha PycCKuii A3blK 4aHHOTO MeXAyHapoAHOro ctaHgapTa. MNepeBod AaHHOTO MeXAyHapoAHOro ctaHdapTa Ha-
xogutcs B ®egepanbHOM MHOpMaLMOHHOM (boHAe CTaHAapToB.

MpumeuvaHune — B HacToAweli Tabnuue Ncnonb3oBaHo crefylolee yc0BHOe 0603HaYeHne CTeneHn cooT-
BETCTBMA CTaHjapTa:

- FOT — nAeHTUYHbIA cTaHaapT.
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[1J 1SO 31000:2009. Risk management — Principles and guidelines
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