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MNpegncnosne

1 NOATrOTOBJ/IEH ABTOHOMHOIF HEKOMMEPYECKON opraHusaumein «Hay4yHo-TEXHUYECKUI LEHTP CepTu-
hukauymm anektpoobopygosaHua» «MC3IM» {AHO «HTL,C3 «NC3M») Ha 0ocCHOBe COGCTBEHHOIO NepeBoja Ha
PYCCKUI1 AA3bIK aHT1053bIYHON BEPCUN AOKYMEHTA, YKa3aHHOro B NyHKTe 4

2 BHECEH TexHnyeckum KoMMTeTOM no ctaHgapTam TK 452 «be3onacHoCTb ayano-, BUAEO0-, 3/IEKTPOH-
HOW annapaTypbl, 060pyA0BaHNA NHOPMALMOHHBIX TEXHONOTMI N TENEKOMMYHUKALLMOHHOTO 060pyA0BaHNS»

3 YTBEPX/EH VI BBEJEH B JENCTBUE lMpukasom defepasnbHOro areHTCTBa No TeXHUYECKoMy pe-
rynMpoBaHunio n MmeTponorun ot 21 anpens 2017 r. No 296-ct

4 HacTosAwWwMuii cTaHgapT MAEHTUYEH MeXAyHapoAHOMY AOKyMeHTy IEC/TS 62224:2013 «CepBepHble
AoMallHue cucTembl MynbTuMmeamna. KoHuenTyanbHas mofens LudpoBoro ynpasneHus npasamu» (IEC/TS
62224:2013 «Multimedia home server systems — Conceptual model for digital rights management», IDT).

MexayHapoaHblii cTaHAapT paspaboTaH TEXHUYECKMM CeKTOpoM 8 «MynbTumeauiiHble goMallHne cep-
BepHble CUCTEeMbI» TexXHUYeckoro kommuteTta no ctaHgaptTnsauum TK 100 «Ayano-, BUAEO- 1 MynbTUMeAUiHbIe
cuctembl n 06opyaoBaHne» MexayHaponHoW anekTpoTexHmnyeckoi komuccum (IEC).

Mpy NpYMeHeHnn HacToALWero cTaHgapTa peKoMeHayeTcs UCNoJIb30BaTb BMECTO CCbIJIOYHbIX MEXAyHa-
POAHBLIX CTAHAApPTOB M JOKYMEHTOB COOTBETCTBYIOLME UM HaLWOHa/IbHble CTaHAApPTbl, CBEAEHUA O KOTOPbIX
npuBefAeHbl B OMNONHUTENIbHOM NpuUaoxeHun A

5 BBEJEH BIEPBbIE

6 NMEPEN3OAHUVE. CeHTAbpb 2020 T.

MpaBuna npuMeHeHUs HaCcTOSALWEro cTaHAapTa YyCTaHOoB/eHbl B cTaTbe 26 defepasbHOro 3akoHa
oT 29 uioHA 2015 r. No 162-9®3 «O cTaHgapTu3aunm B Poccuiickoin ®egepauun». MHdopmauns 06 uns-
MEHEeHUAX K HacTosWweMy cTaHgapTy ny6nKye TCA B eXerog>om (Mo cocTOosAHMI0 Ha 1AHBaps TeKyLwero
rofa) UHOPMaLMOHHOM yKasaTesne «HaunoHasbHble CTaHAapThi», a ohULMabHbI TEKCT U3MEHEHWIA
M NOMpaBOK — s EXeMeCAYHOM MH(popMaunoHHOM ykasaTene «HauuoHanbHble cTaHgapTbi». B cnyvae
nepecMoTpa (3amMeHbl) UM OTMEHbl HACTOALWEro cCTaHAapTa CooTBeTCTBYOLWEee yBeJoMIeHe bygeT
ony6/NKOBaHO B GAMKAMLLEM BbIMYCKE €XEMECSUYHOro MH(OpMaUMOHHOrO ykaszaTensa «HaunoHanbHble
cTaHgapTbi». CooTBeTCTBYyWasa nHpopmauns, yBeJoMIEHE N TEKCThl pasMeLLalnTCca Takke B UH-
chopmMaLMOHHO cucTemMe obLLero NoNb3oBaHNs — Ha oduumansiiom caiTe degepanbHOro areHTCcTBa no
T EeXHUYEeCKOMY perynMpoBaHuio 1 MeTponaorum B ceTun HTepHeT (www.Qost.ru)

© IEC. 2013 — Bce npaBa coxpaHsalTcsa
© CrtaHpapTuHdopm, odbopmnerune, 2017. 2018. 2020

HacToswuii ctaHAapT He MOXeT 6biTb MOMIHOCTBLIO UK YACTUYHO BOCMNPOM3BEAEH, TUPAXUPOBAH U pac-
npocTpaHeH B kauyecTBe ouymanbHoro n3ganusa 6es paspeleHns degepanbHOro areHTCTBa N0 TEXHUYECKO-
My perysnpoBaHuio 1 MeTposiorum
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MpeancnoBre K MexayHapoaHOMY AOKYMEHTY

1) MexgyHapogHaa anekTpoTexHuyeckas komuccus (MIK) npegctasnaer cob6oii mexayHapoaHyo op-
raHusauuio no ctaHgapTusauum, o6beMHAIOLWYI0 BCe HalMOHa/IbHbIe 3/IEKTPOTEXHUYECKME KOMUTETbI (HaLu-
OHanbHble komuTeTbl M3K). 3agaya M3K — npoaBuxXeHne MexayHapoHOro coTpyaHu4ecTBa Bo BCeX BONPO-
cax. Kacawwmxcsa ctaHjapTusaumm B 061actn aNeKTPOTEXHUKN U 3NEKTPOHUKU. Pe3ynbTaTtom 3Toil paboThl,
B [lOMOJIHEHMe K ApYroi geaTenbHocTn M3K. ABnseTcsa usgaHve MexayHapofHbIX CTaHLapTOB, TEXHUYECKNX
TpeboBaHUii, TEXHNYECKNX OTYETOB, Ny6/IMYHO AOCTYMNHbIX TeXHu4eckux Tpeb6osaHunii (PAS) u pykoBoacte (B
fanbHeliweM MMeHyeMblx «nyb6ankauun M3K»). MIx noArotoBka nopyyeHa TeXHUYECKUM KomuTeTam. Jllo6oi
HauuoHasnbHbIi KoMMTeT M3OK. 3anHTepecoBaHHbIli B 06beKTe PaCCMOTPEHUs, C KOTOPbIM UMeeT Aef10, MOXeT
yyacTBoBaThb B NpeABapuTenbHON paboTe. MexayHapoaHble, NpaBUTeNbCTBEHHbIE N HENPABUTENbCTBEHHbIE
opraHusauuun, coTpygHuyatouwme ¢ MIK. Takxe NpuHUMAlOT yyacTue B 3Toil noagrotoske. M3K 6113ko coTpya-
HuyaeT ¢ MexayHapoaHol opraHusauneii no ctaHgaptusauyum (MCO) B COOTBETCTBUM C YCIOBMAMM, onpege-
NEHHbIMU cornaweHneM Mexay aTumMu ABYyMSA OopraHusayusimu.

2) B dhopmanbHbIX peleHnax nam cornawernnsax M3K BbipaXeHO MON0XUTeNbHOE pelleHne TexHuye-
CKMX BOMPOCOB, NMPaKTUYECKN KOHCEHCYC Ha MeXAYyHapoAHOM YpOBHE B COOTBETCTBYIOLLMX 061acTaAX, TakK KakK
B COCTaBE KaX[J0ro TeXHNYeCcKoro KommteTa ecTb npeacTaBuTesin HaunoHa bHbIX KOMUTETOB M3K.

3) Ny6nukaumn M3IK npuHUMalTCA HauuoHanbHbIMKU KOMUTeTamn MOK B KauyecTBe pekomeHAauuid.
MpunoxeHbl MakcuMasbHble YCUIUS ANA TOro, YTo6bl rapaHTMpoBaTh NPaBUILHOCTbL TEXHUYECKOro copep-
XaHua nyé6nunkauniin M3K. ogHako M3K He MoXeT oTBevaTb 3a NOPAAOK UX MCNOMNL30BAHUA UMW 3a HEBEPHOE
TOJIKOBaHWE KOHEYHbIM Nojib30BaTeNnem.

4) B uensx cofeicTBusa MexayHapoA4HON rapmMoHu3auuu HauuoHanbHble KoMuTeTbl MOK 065a3yl0TCs
npUMeHATb Ny6nukaunn M3IK B UX HALLMOHANbHbIX 1 perMoHanbHbIX Ny6AMKaLUSAX C MakCMMabHOW CTeNEHbIO
NpPMBGNNXEHNA K UCXOAHBLIM. JTlo6oe pacxoxgeHne mexay nwboin nybnmkauneihr M3K n cooTBeTcTBYylOWEN Ha-
LMOHANIbHOW MW permoHanbHoli nybaukaymein 4OMKHO GbITb 4eTKO 0603HAYEHO B NOCNEeAHell.

5) M3K He ycTaHaBnMBaeT npoueaypbl MapkMpoBKM 3HAKOM 0406peHunsa n He 6epeT Ha cebs OTBETCTBEH-
HOCTb 3a Nto6oe obopyfoBaHMe, 0 KOTOPOM 3asABNAKT, YUTO OHO COOTBETCTBYeT ny6aukauum MIK.

6) Bce nonb3oBaTenu JO/KHbI ObiTb YBEPEHbl, YTO OHW UCNOMbL3YIOT NOcCneAHee u3gaHve 3Toi ny6au-
Kauuu.

7) M3K nnu ee gupektopa, cayxatyme uam areHTbl, BKAKYasa OTAeNbHbIX 3KCNEPTOB U YNIEHOB €e TeXHU-
Yyecknx KOMUTETOB U HaLMOHaNbHbIX KOMUTETOB MOK. He HecyT HUKaKo OTBETCTBEHHOCTU 3a MPUUYUHEHHbIe
TeNecHble NOBPeXAEeHWUs, maTepuasnbHbiil yuwep6, nnu gpyroe nospexaeHue nw6oi npupogbl Boobuie, Kak
npsiMoe, Tak U KOCBEHHOEe, UK 3a 3aTpaTbl (BK0Yas ropuandeckne c60pbl) M pacxodbl, NpoucTekawLw e Beu-
Ay ucnonb3oBaHusa ny6nukaunn M3K. unu ee pasgenos, unv gpyroii ny6nukaunm MIK.

8) CnepyeT 06paTuTh BHMUMaHMe Ha HOPMaTUBHbIE CCbISIKW, YKa3aHHble B HacToslwem cTaHpapTte. Wc-
NoNb30BaHMe CCbIJIOYHBIX MEeXAYyHapOoHbIX CTaH4apTOB ABASeTCA 0653aTesibHbIM ANS NPaBUIbLHOIO NpumMe-
HeHuA HacTosWero ctaHgapTa.

9) CnepyeT 06paTuTb BHUMaHMe Ha TO. YTO UMEEeTCS BEPOSATHOCTb TOr0, YTO HEKOTOpPbIe U3 3/IEMEHTOB
HacToAlwero ctaHAapTa MoryT 6bITb 06bEKTOM NaTeHTHbIX Npas. MOK He HeceT OTBETCTBEHHOCTU 3@ UAEHTU-
hukauuo No6bIX TAKMX NaTEHTHLIX Mpas.

OCHOBHO 3agayveii TexHUYeCcKnx komnTeToB MIK aBNAeTCS NOATOTOBKA MeXAYHAapOoAHbIX CTaHAapPTOB.
B MCKNOUNTENbHBIX CNyYyanax TEXHUYECKUI KOMUTET MOXeT NpeasioXuTb ony6/nKoBaTb TEXHUYECKYO cneymn-
hukauuto:

- eCcnn, HeCMOTPSA Ha HeoAHOKpaTHble NOMbITKW, He MOXEeT ObiTb MonyvyeHa Heobxogumas noagepxka
ANA ny6nnkauumn mMexayHapofHoro ctaHgapra, unm

- BOMPOC BCE elle HaxXoAUTCH Ha cTafuy TEXHUYECKO npopaboTku, AN eciiv Mo Kakoi-To APYroi npu-
YMHe cyuiecTByeT npegnonaraemas B 6yayuiem (HO B JaHHbIA MOMEHT OTCYTCTBYlOLLAaA) BOSMOXHOCTb corna-
WeHnsa Ha nybnukauuio mexayHapoAHoro crtaHgapra.

TexHnyeckaa cneuudukaums ABASETCA NpeAMeToOM nepecMoTpa B TeyeHue Tpex fieT ¢ Aatbl ony6nu-
KOBaHUA ANA NPUHATUA pelleHns OTHOCUTENIbHO BO3MOXHOCTM ee TpaHC(OpMUPOBaHUS B MeXAyHapoaHble
cTaHfapThbl.

HacTosAwmnini MexayHapoaHblii JOKYMEHT, KOTOpPbI SiBAsieTCA TeXHU4Yeckoi cneuudukaymein, noarotos-
NIeH TeXHUYECKNM CEeKTOpOM 8 «MynbTumeuiiHblie fOMallHWE CEPBEPHbIE CUCTEMbI» TEXHUYECKOro kommTeTa
100 M3K «Ayano-, BUaeo- n MybTUMeAnitHble CUCTEMbI U 060pyA0BaHNE.

HacTofwee nsgaHne mMexgyHapoAHOro OKyMeHTa OTMEHAET 1 3aMeHsieT nepBoe u3gaHue, onyb6/mMko-
BaHHoe B 2007 rofly, 1 AABNAETCA €ro TeEXHUYECKUM NepecMoTPOM.

v
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HacTosilee n3gaHne mMexayHapo4HOro JOKyMeHTa COLepPXUT crefylolme cylleCcTBEHHbIe TeXHNYeckne
M3MEHEeHNA OTHOCUTENbHO NPeAbIAYLWEero n3fgaHns.

a) BBefeH meToa Auchbcpu — Xennmana (Diffie — Heilman), kacatouwuiica mogenu npotokona 6esonac-
HOro NMLEH3NOHHOrOo cornatueHunsa (SLTP);

b)ucknoyeHa mogenb hopmarta 3awuueHHoro koHteHTa (PCF). 3aBucswas ot kaxagon cnyxobl/ycnyru,

c) pobaBnieHo onucaHue, oTHocaweecs kK M3K 62227;

d) BBefleHa Knaccuukauma cepTudukalMoHHbIX OpraHos.

TeKCT HacToALWEero MexayHapoAHOro 4OKyMeHTa OCHOBaH Ha criefyoWwnx 4oKyMeHTax:

MpoekT cneundunkaymnmn OTyeT 0 ronocoBaHumn

100.'2005>'DTS 100/206Q/RVC

MonHyo MHdopMaL 1o 0 roJI0COBAHUN MO 0J06PEHNI0 HACTOALLLETO MEXAYHAaPOAHOro JOKYMEHTa MOXHO
HaiiTn B OTYETE O rOI0COBAHMM, YKa3aHHOM B NPUBEAEHHO Bbile Tabnuue.

HacToswas nybnukauma paspaboraHa B cooTBeTcTBumn ¢ Jupektusamun NCO/M3IK. yacTb 2.

KoMuTeT NMpuHAN pelleHne, 4To codepxaHne HacToAlwel nybavkayMm octaHeTcs HEM3MEHHBIM 40 KO-
HEYHOW faTbl COXpaHeHUs, yKa3aHHOW Ha caiiTe MK ¢ agpecom http://webstore.iec.ch. B faHHbIX, KacatLwmnx-
CSl KOHKpeTHOoW nybnukauuun. K aToli gate nybnukauma éyaer:

- nepesejleHa B CTaTyC MeX/[yHapoJHOro ctaHjapTa;

- NMoATBepXAeHa 3aHoBO;

- aHHy/nupoBaHa;

- 3aMeHeHa NepecMOTPEeHHbIM U3faHnem uam

- N3MeHeHa.
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BBepeHve

Bnarofgaps coBpeMeHHbIM TeHAEHUUAM BO3pacTalouieil NonynapHOCTM MOBUNbHbLIX TenedoHoB U WH-
TepHeTa. a Takke peanusauuy nepefauyn faHHbIX C BbICOKOW CKOpPOCTbIO M HOcuUTenen 3anuceit (perncrpu-
pyloLwmnx cpes) AaHHbIX 60/blIOr0 o6bema pasBMBalOTCA CAYXObl pacnpefeneHnss BblCOKOKAYeCTBEHHOrO
KOHTEHTa M NOBCEMECTHON A0CTaBKM MHpopMaLMN N HA PbiHKE NMOCTENEHHO NOABAAITCA CAYXO6bl [OCTaBKK
UHpopMaunmn 1 COBMECTHOrO UCMNOJIb30BaAHUA CETU HOBOIO Tuna. Takxe CylecTByeT BO3MOXHOCTb UCMNO/b30-
BaHUA AOMAaLLHUX CepBepoB TepabaiToBOro ypoBHSA B YACTHbIX OMaXx.

Mpu pacnpocTpaHeHU KOHTEHTa MO COBMECTHO UCNO/b3YEMbIM CETAM CTAHOBUTCA KPUTUYHLIM BBEje-
Hue TexHonoruii undposoro ynpasaeHna npasamm (DRM) ¢ Lesnbio 3alUTbl KOHTEHTA OT HECAHKLMOHUPOBAH-
HOro KOMMPOBAaHWUS U UCNOJIb30BaHUA. DTU BONPOCHI MMET 60/bLUYI0 COLManbHY0 3HAYNMOCTb.

Liensto ynpasnenuns nocpegctsom DRM-TexHonoruu sensetca BeefeHne LudpoBoro NMLEH3NPOBaHNS,
Hanpumep aBTOPCKOro npasa. Mo cywecTBy Takue SIMLEH3UN JOJ/IKHbI ObiTb HE TONIbKO 3alULLEeHbl, HO U Npu
3TOM CNOCO6CTBOBATL HOBOMY TBOpPYECTBY/PEKpPeaTUBHOCTU U LLIMPOKO UCMNOMb30BaTbCA B KayecTBe CO6CTBEH-
HOCTW. COBMECTHO MCMO/b3yeMOI No BCeEMY 3eMHOMY LWapy. Takum o6pasom, NULEH3NAMU C TaKUMKU Xapak-
TepucTukamu cnefyeT ynpaenAaTb W 3awumuiate ¢ noMmowbio cucteMbl DRM. koTopas oTBevaeT OTKPbITbIM
nHTeponepabesnbHbIM (PYHKLMOHATBHO COBMECTUMBIM) cneuudukaLam, NCNoab3yeMbIiM M0 BCEMY MUPY.

OTKpbITas UHTeponepabenbHas cneuudukayms, COOTBETCTBYOLWLAA HaCTOAWeEMY cTaHAapTy, MOXeT
hopmMupoBaTh WMPOKO pacnpocTpPaHEHHY MHPACTPYKTYPY OTKPbIThIX Kntouveld (PKI), ocHoBaHHYy Ha DRM,
HalefleHHYl0 Ha UCNo/Mb30BaHMe MeXAy cucTemamu, C yyeTOM pacliMpeHus ycnyr pacnpegeneHus cospe-
MEHHOr0 KOHTEHTa U KIWeHTOB (ayamo-/BnaeoobopyfoBaHue KOHCOMbHOro/nynbtosoro tuna, MK, tTepmuHan
MOGUWbHbLIX TeNneoHOB, aBTOMOGU/bHBIV TefiemaTnyeckuii TepmuHan u T. 4.). HacTosawuii ctaHgapTt npea-
cTaBnsieT coboii npoTokon cneuundpmkaynii Ana obMeHa NMLEH3NOHHOW (NuueH3npyemoin) nHdopmaymei
mexay moaynamu DRM, onucaHue cneuundumkaunii ons NULEH3UOHHON (NULeH3npyemoii) nHdopmMauymm un
hopmart 3awnPpoBaHHOIO KOHTEHTA.

Mpu pa3paboTke faHHON Moaenn 601blLOe BHUMAaHNE yAeNeHO UCNO/Ib30BaHUI0 KOHTEHTOB B 3/1EKTPOH-
HOM o6opyfoBaHUN Nonb3oBaTens, NOAKAOYAaeMOM K fOMallHUM cepeepam. MoMumo 3Toro, oco6oe BHUMA-
HUe Hanpas/IEHO Ha pacnpocTpaHeHune, xpaHeHne, O6MeH 1 UCNO/Ib30BaHNE KOHTEHTA MexXay ANCTpubyTus-
HbIMW CepBepamMu N OKOHEYHOW CUCTEeMOI KnenTa/KNMEeHTCKON CUCTeMON HasHavyeHus, yuyuTbiBas nNpu 3TOM
ycnosusa, ogobpeHHble gepxaTtenemM npas, HO 6e3 HapylweHus yao6cTea 415 nonb3osatenein. CtaHgaptmsa-
LMS 1 ee Nonynspm3auunsi, oCHoBaHHasA Ha AaHHOI Mogenu, MO3BOJIAT OCYLEeCTBAATL B3auMoelicTBue Mexay
moaynamn DRM. rapaHTupytoLLee CTPOryto 3alMTy KOHTEHTOB B pa3HblX CUCTEMax ¢ 06 UM NCNONb30BaHEM
CeTn KOHTEHTOB UAN B cyxb6ax pacnpocTpaHeHUsa KOHTeHTa No IHTepHeTy 1 ceTaAM MOBUNbHbLIX TeNnedoHOB.

\
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HALUWOHANBbHBN CTAHAAPT POCCUMCKOWN PELEPALUMN

CEPBEPHbIE AJOMAWHWE CUCTEMbI MYTbTUMEOWNA

KoHuenTyanbHas MofeNb LM POBOro ynpaBaeHns npasamu

Multimedia home server systems.
Conceptual model for digital rights management

JaTa BBefeHus — 2018—03—01

1 O6nacTb NpMMeHeHUs

HacToawwii ctangapT ycTaHaBAvBaeT KOHLENTyabHYl0 MOJesb NpoTokona cneyndukauuv gns obme-
Ha NMNLEH3NOHHON nHopMauneidn mexay moaynamu Lucposoro ynpasnenuns npasamu (DRM). B HacToAwwem
cTaHfjapTe pacCMOTPeHbl Mofenu, KoTopble cnefyeT onpeAensiTb Kak CTaHAapTHble, a Takke NpuBefeHbl
CTaHJapTHble CMbIC/IOBblE 3HAYEHWSI (B OCHOBHOM C TOYKM 3peHns WHpopmaLroHHOl 6e3onacHocTn B cpeje
pacnpocTpaHeHus, BkIOYas CUCTEMbl JOMALIHNX CEPBEPOB).

2 HopmaTtuBHbIe CCbISIKA

B HacToAlleM cTaHfapTe MCMOMb30BaHbl HOPMATUBHbIE CCbISIKM Ha cneaylouime AOKYMeHTbl. Ansa gatu-
POBAHHbLIX CCbIJIOK NPUMEHSAIOT TONIbKO YKa3aHHOe n3gaHune CCbI/IOYHOro AOKYMEHTa, AN HefaTUPOBaHHbIX —
nocnegHee nsgaHve (Bkivas BCe N3MEHEHNS).

IEC 62227:2008. Multimedia home server systems — Digital rights permission code Amendment
1:2012 (MynbTuMenitHble CUCTEMbI AOMalLlHNUX cepBepoB. Kog goctyna K uMpoBbIM npasam. M3meHe-
Hune 1:2012)

ISO/IEC 7498-1:1994. Information technology — Open systems interconnection — Basic reference
model: The basic model (MHcopmaynoHHasa TexHonorua. BaanmocBA3b OTKPbITbIX cucTeM. BasoBas aTanoH-
Hasa mogenb. YacTb 1. baszoBas moaenb)

ISO/IEC 9594-8:2008.11 Information technology — Open systems interconnection — The Directory:
Public-key and attribute certification framework (MHopmayoHHan TexHonorns. BaanmoaeicTeme OTKpbI-
TbIX cucTeM. PykoBOACTBO: cXxema cepTudukaunm no csoicTesam/atpnbytam n ¢ UHPPaCTPYKTYPOI OTKPbI-
ThiX KNtoUen)

ISO/IEC 15408-1:2009. Information technology — Evaluation criteria for IT security — Part 1: Introduction
and general mode! (MHdopmaLMoHHasa TexHonorusa. MeTtoAsl 1 cpefcTBa obecneyeHns 6esonacHocTu. Kpute-
pun oueHkn 6e3onacHoCcTN MHOPMAaLMOHHbBIX TexHonoruii. YacTb 1. BBegeHve n obwas mogens)

ITU-T Recommendation X.509:1997. Information technology — Information technology — Open systems
interconnection — The Directory: Public-key and attribute certification framework (MHchopmaunoHHas TexHo-
norusa. Bzanmopeincteme oTKpbITbIX cucTeM. PykoBoacTBo. Cxema cepTudukaumm no ceoictsam/atpubytam u
C UHPPACTPYKTYPOIi OTKPLITLIX KtoYeil)

RFC 3280 R. Housley (RSA Laboratories). W. Ford (VesiSign). W. Polk (NIST), D. Solo (Citicorp) Request
for comments: 3280 — Internet X.509 Public-key Infrastructure certificate and certificate revocation list (CRL)
profile. Category: Standards track» (April 2002). http://rfc.slim.summitmedia.co.uk/rfc2380.html [3anpoc Ha
0T3bIBbl: 3280. CepTudukatr MHQPaCTPYKTYpbl OTKPbITbIX katouyelt MHTepHeT X.509 n npodunab cnucka
aHHynupoBaHHbIX (0TO3BaHHbIX) cepTudukatoB (CRL). KaTeropmua: Tpek ctaHpapToB (anpenb 2002),
http://rfc.slim.summitmedia.co.uk/rfc2380.html)

1>3ameHeH Ha ISO/IEC 9594-8:2017.

M3paHne ouymansHoe
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3 TepMuHbI 1 onpeaeneHns

B HacTosllwem cTaHfapTe npumeHeHbl TepMmuHbl no MCO/M3K 9594-8:2008. a Takke cneaytouime Tep-
MUHbI C COOTBETCTBYIOL VMU ONpeAeneHnsIMu:

3.1 ycnosue goctyna (access condition): IHhopmaLuus, npeactaBnsowas ycaoBua UCNONb30BaHUA
KOHTeHTa.

MpumedyaHune 1— Ycnosue AoCTyna NpeAcTaBseT YCoBHbIe NpaBua, orpaHnuyMBatoLiMe BO3MOXHOCTb Ma-
HUNYNIMPOBAHWA MHDOPMALIMEN KOHTEHTA Y NO/b30BaTENsA, U SIBMIIETCS YacTblo MHOPMaLIMM 06 aBTopu3aumuu/paspelle-
HUW B SIMLLEH3UUN A1t KOHTEHTA.

3.2 nonutuka paboTbl c cepTudukatom (certificate policy): meHoBaHHbI HaGop nNpaBun, ykasbiBa-
IOWKUX HA NPUMEHUMOCTb cepTudunkaTa 4159 KOHKPETHOro cooblecTBa M/Mnm knacca NPUNOXeHUs ¢ o6LWUMmn
Tpe6oBaHMAMM NO Ge3onacHocTUY3alure.

Mpumep — KoHKpeTHas NONWT MKa paboThl C CEPTURUKATOM MOXET 03HAYaT b NPUMEHUMOCT b Tuna
cepTuduKkaTa K ayTeHTudunkayun/nposepke NoANNHHOCT M T paH3akynii o6MeHa 31E€KTPOHHLIMU AaHHLIMYU
npu TOprosfe ToBapamMu B NpeAenax 3aaHHoOro LLeHOBOr 0 AuanasoHa.

(MCO/M3K 9594-8:2008. 3.4.10. moaguchuupoBaHHoe onpegesnieHne, T. €. COOTHECEHHOE C HOBbIMY Tpe-
60BaHMAMU K TEPMUHAM 1 onpegeneHunsam]

3.3 cepTudumkaunoHHblii opraH; CA (certification authority. CA): OpraH, KOTOPOMY OBEPEHO C NpuBe-
YeHneMm OAHVUM W/IN HECKO/IbKMMU NONb30BaTeI MU co3faBaTb U NnepegasaTb cepTuduKaTsbl MHOPACTPYKTYPbI
OTKPbITbIX KOYEN.

MpumeyvaHne 1— CepTUUKaLMOHHBIA OpraH MOXeT No BbIGOPY CO3faBaTb/ycTaHaBNMBaTb K/HOUM M0SIb30Ba-
Tenei.

3.4 cNMCOK aHHY/IMPOBaHHbIX (0TO3BaHHbIX) CepTMHUKATOB; CMMCOK OTO3BAHHbIX cepTudnkaym-
OHHbIX opraHoB; CARL (certificate revocation list; certificate authority, revocation list, CARL): Cnucok 0T3bl-
BOB. COfepXaliuii nepeyeHb cepTUUKATOB NMHAPACTPYKTYPbl OTKPbLITLIX KOUYEN, BbiNYLWEHHbIX 4151 CEPTU-
huKaLMOHHBIX OPraHoB, KOTOPbIE «M3AaTeNb» cepTudukaTa nepecran cymTaTb AeiCTBEHHbIMU.

(MCO/M3K 9594-8:2008. 3.4.18]

3.5 ngeHtudunkatop kKoHTeHTa (content identifier): NaoeHTudunkatop, npeacTaBnsowmnii coboin yHu-
KasibHOEe 3HauyeHve, Ha3HavyaeMoe Kax oMy KOHTEeHTY, KOTOpbI siBAsieTCA efuHULLE nHhopmaunm, gocTaBns-
eMoli gepxaresnieM KOHTeHTa.

3.6 K/1I0Y K KOHTEHTY (content key): Kntoy wndpoBaHUst KOHTEHTA, YHUKANbHbIA A5 KAXL0ro KOHTEHTA.

MpumeyaHne 1— KU K KOHTEHTY — 3TO K04 B CUCTEME LUIMCHPOBAHUS C UCTO/Ib30BAHMEM CUMMETPUYHOTO
KpMnTorpadgmyeckoro koua.

3.7 KOHKaTeHauusa (cuenneHune) aaHHbIX (data concatenation): CoefnHeHne ABYX 6UTOBbLIX NOTOKOB B
0AWH BGUTOBbIN NOTOK.

MpumeuyaHne 1 — MepBblii GUT 2-r0 UCXOAHOTO MOTOKA COCEACTBYET C MOCMEAHUM 6UTOM 1-r0 UCXOAHOMO
noToKa.

3.8 TREM1 gekogepa (decoder TREM): TREM. B KOTOPOM 3awwnpOBaHHbIi KOHTEHT MOXeT OblTb
fewndposaH 1 BOCNPOU3BELEH.

3.9 TREM HasHauyeHus (destination TREM): TREM. nonyyatwuwmnit nuueH3sunto.

3.10 ynpaBneHune npaBamun Ha uucdposoil npoaykt (digital rights management): TexHonorusa, nam
hyHKUMM NO 3aluTe nNpas, Kacawlmnxca LudpoBOro KOHTEHTa (HanpuMmep, KONMPoBaHUA), UNK cuctema, uUam
MoAay/nb, obecneynBatLme aTn MYHKUNUN.

MpumeuaHne 1— B pamkax Takoii CACTEMbI UM MOAYNSI MPOUCXOAMUT YNpaB/IeHe YCI0BUAMI A0CTYNa K KOH-
TEHTY U (PYHKLMOHUPOBAHWE NPU STUX YC/IOBUSIX.

3.11 3awnpoBaHHbIi KOHTEHT (encrypted content): 3awndpoBaHHble JaHHble KOHTEHTA C OTHOCS-
WMMUCA K HUM MeTafaHHbIMU, HanpuMep KOHTEHTOM BeliaHusl, KOHTEHTOM 3arpy3ku, KOHTEHTOM (DOPMMUPO-
BaHWs NOTOKa U T. M.

Cwm. onpegenexune 3.33.
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3.12 BxoaHoit TREM (entry TREM): TREM c cyHKLMe reHepaym HOBOW NNLLEH3MN B COOTBETCTBUM C
yKaszaHuem/nHankauuen n3sHe n paboToli B kayecTse ucxogHoro TREM.

MpumeyaHne 1— BxogHoii TREM HaxoauTca Ha cepBepe pacrnpefeneHvst MLEH3NA N T. n.

3.13 xaw-cyHkumna (hash function): Matematnyeckas hyHkumnsa, oTtobpaxatwuwas 3HayeHns n3s 60nb-
ol (BepoATHO, 04eHb 60bLIOI) 061acTu B 60/1ee ManeHbKoW 30He.

MpumeyaHne 1— «XopoLwas» X3L-PYHKUMA — 3TO OyHKLWS, NPW KOTOPOIA pesynbTar NpUMEHeHNst hyHKLUmN K
(6onbLUOMY) pAfy 3HAYEHWIA B AaHHOV 061acTy ByeT paBHOMEPHO (M, O4eBUAHO, CyyaliHbiM 06pa3oM) pacnpesesieH no 30He.

(MCO/M3K 9594-8:2008. 3.4.35. moandunpoBaHHoe onpeaesieHne, T.e. COOTHECEHHOe C HOBbIMU Tpe-
60BaHMAMN K TEPMUHAM U onpeaeneHnsm]

3.14 nnuyexsus (license): MHopmauusa, BrkaovarLas 0aAUH KN4 K KOHTEHTY unun 6onee, n nHdopma-
uma 06 asTopusauuu, nogobHasa ycnosuam goctyna uT. M.

MpumevyaHune 1 — Ecnm oHa Haxogutcs BHe TREM. oHa fomkHa ObiTb 3alUMLLIEHHOW NuLeH3ne, kotopas
3alliMLLeHa KI0YOM CeaHca CBA3WN (CeaHCOBbIM K/THOHOM), FeHepupyeMbIM B COOTBETCTBUW C NMPOTOKO/IOM 6e30nacHoro
JNINLLEH3MOHHOTIO cornawleHus (SLTP).

3.15 naeHTtudukatop nuuyeHsun (license identifier): geHTudunkatop, ABAAOWMNIACSA YHUKAAbHBIM 3Ha-
YeHneM. npucBanBaeMbIM KaXAoi NULEH3NN.
3.16 nopegaya nuueHsunu (license move): Mepepava nuueHsnn ot ogHoro TREM gpyromy.

MpumeyaHune 1 — Ecim nNpoucxoguTt nepefada nuLEH3nK, oHa ygansertca u3 mcxogHoro TREM. Mepepgava
JNINLEH3MM C 3alUMPOBAHHBIM KOHTEHTOM MPUPaBHUBAETCA K Nepefaye KOHTEHTa.

3.17 mogynb nepekntyeHns (kommyTtauymn) nuueHsnn; LRM (license relay module. LRM): Cuctema
UNN MOAYNb, NepeknYyanlne 3awneHHyo nuueHsno mexay TREM nocpeficTBOM ceaHca npoTtokosa 6es-
0onacHoOro NULEH3N0HHOro cornawenusa (SLTP).

MpumMmeyaHune 1— LRM ABNSETCS KOHEYHOW TEUKOl COEAMHEHUSI NPOTOKONA NEPEKOYEHUs NnueH3un (LRP)
N UMeeT OYHKLMIO ynpaBieHnsa BHYTPEHHeN LUMHOM 1 CeTbio/CXeMOi AN NepekNiodeHns 3alueHHOM NNLEH3UN Yepes
coefivHeHve LRP.

3.18 npoTokoN nepeknwyeHna (kommyTauun) nuuyersmn: LRP (license relay protocol. LRP): Mpo-
TOKON Mexay LRM.

MpumeyaHne 1 — Mo aTOMy NPOTOKONY peann3oBaH MPOTOKON 6e30MacHOro SIMLEH3NOHHOMO COralleHns
(SLTP) ansa nHTepHeTHoI cpefbl. Ana SLTP npoTokon LRP obecneumBaeT dhyHKUMM yripaBieHus TpaH3akuysMm, pectap-
Ta OTK/IloYeHHoro ceaHca SLTP. cornacosaHusi NpoToKosia 1 nepegayv nHopmMaLmu, kacatollelics asTopusauum/Hagene-
HVA paspelueHnemM nosib3oBaTesis v ynpasieHus y4eToM CeTeBbIX Pecypcos.

3.19 cepBep cuctembl nuueHsnpoBaHusa (license server): CepepHas cuctema, umewwas TREM un
LRM. koTOopas cnoco6CcTBYeT nepegaye (TpaHCASLUN) NULEH3UK, BbiNyLWEHHON TREM.

3.20 TpaH3akuua nuueHsun (license transaction): 3neMmeHT (eguHuua) 06paboTKN AaHHbIX A4S pac-
npepeneHna. nepegadyv UNm KONUPoOBaHUA NULEH3UN.

3.21 TpaHcdep nuuyeHsnn (license transfer): Mepegaya nan konuposaHue NuueH3un n3 ogHoro TREM
B Apyroii TREM.

3.22 npoMeXxyTouHbli TREM (mediator TREM): TREM, ocHOBHas poslb KOTOPOrO CAYXWUTb MPOMEXY-
TOYHbIM 3BEHOM Mpu TpaHcdepe NULEH3NN.

MpumeyaHune 1— OH BbINONHAET ABe ponn: TREM HasHaueHus n ncxogHbiii TREM.

3.23 3awunueHHas nuueHsuns (protected license): MHdopmauma o NULEH3NOHHBLIX onepaunsax, 3awu-
LweHHas npu TpaHchepe mexay TREM.

MpumMmeyaHune 1— 3awyieHHasa MMLEH3NA BKIKYAET KIHOUM K 3alUMPOBAHHOMY KOHTEHTY U 3aLLMLLEHHYIO
MHopMaLmio 06 aBTopusaLmn.

3.24 kpunTtorpadumyeckaa cuctema ¢ OTKpbITbIM KNto4yom (public key cryptosystem): Kpuntorpadu-
yeckas cuctema, B KOTOPOW KN4 WU poBaHNA OTAMYaeTCa OT Kntya paclundpoBKu.

MpumeyaHne 1— Mpu MaCKMPOBKE/CKPLITUM AAHHBIX KM, UCMONb3YEMbI AN1s LUNCPOBAHUS, HAXoauTCs B
OTKPbITOM A0CTYyrNe. XOpOLIO M3BECTHbI Takne KpUnTorpaduyeckme cucTembl C OTKPbITBIM K/IOUOM, Kak RSA (anroputv
Puecta — Lamvpa — AanemaHa/anropurM acUMMETPUYHOTO LUMEPOBAHKS C UCMO/b30BAHNEM NEPEMHOXEHUS ABYX
cyyaiiHo BbIGPaHHbIX MPOCTLIX YMCEN) U KpunTorpathruyeckast cucteMa ¢ 3/IMNTUYECKOW KPUBOVA.
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3.25npoTokon 6e3onacHOro IMLLEH3NOHHOTO cornaweHnuns: SLTP (secure license transaction protocol,
SLTP): MpoTokon 6e3onacHoro TpaHcepa nHopmaLum o NMUEH3NOHHbLIX onepauunax mexay TREM.

MpumeuaHne 1— HacTosAwwmi NPOTOKON BKIKOUaET chopmaThl HpOpMaLmn, obmeHnBaemoli mexay TREM, un
crneuvdmrkaLlmio cMeHbl cocTosHU TREM. KoTopble HE06X0AVMMO peann3oBaThb.

3.26 NNYHbIA (CKPbITbIW) ceaHCOBbIW ka4 (session private key): BpeMeHHbI NNYHbIA (CKPbITbIA)
KN4, NPUMEHSEMbIA NPU COBMECTHOM WCMNONb30BaHUM CUMMETPUYHOIO CEaHCOBOro knw4va mexay TREM B
KaXaom ceaHce SLTP.

3.27 oTKpbITbI/i ceaHCOBbIN KNtoY (session public key): BpeMeHHbIli OTKPbITbI/ K04, NPUMEHAEMbIi
npy¥ COBMECTHOM WCMOJ/Ib30BaHN CUMMETPUYHOTO CeaHCcoBOro knva mexagy TREM B kaxgom ceaHce SLTP.

3.28 CMUMMeTpPUYHbIA ceaHCOBBIN kntou (session symmetric key): BpeMeHHbIi CUMMETPUYHBIW KoY,
COBMECTHO UCNonb3yemblit mexay TREM B kaxgom ceaHce SLTP.

3.29 ceaHc SLTP (SLTP session): Be3sonacHblii ceaHc, co3gaBaemblii mexay TREM B cOOTBETCTBUM C
SLTP gna TpaHchepa nnueHsnu.

MpumeyaHne 1— B kaxgom ceaHce SLTP ecTb CUMMETPUYHBIV CEaHCOBBIN K/, NCNO/b3yEMbIi COBMECTHO
06enmmn ctopoHamyt TREM.

3.30 ncxoaHbln TREM (source TREM): TREM B kauectBe TREM, Bbinyckatow,ero nAMueHsunto.

3.31 cuctema wWndpoBaHUA C UCNOMIb30BAHUEM CUMMETPUYHOTO Kpuntorpadumyeckoro kiatwva
(symmetric key criptosystem): Cuctema wudpoBaHnsa, B KOTOPOW AN8 WKNHPOBaHNA U AN POBKN AaHHbIX
MCNOMb3YIT OAUH U TOT Xe K/tou.

MpumeyvaHne 1— Xopowlo M3BECTHON KpunTorpadmnyeckoli CUCTEMON € KpunTorpahuyeckmm K4Hom SBseT-
CS YNyULLEHHbIN cTangapT wudposanusa (AES), npuHaATeiid NIST B CLUA.

3.32 moaynb, ycToiiumeblil K BMewaTenbcTBy. TRM (tamper resistant module. TRM). Moaynb ans
3aWuTbl OT UccnefoBaHna uam Moaudukaunm nipopmaunn n ee o6paboTku.

MpumeuvaHnne 1— Cwm. (FIPS (PegepanbHbliicTaHaapT 06paboTku nhdopmaumm. CLUA), 140-2).

3.33 ycToiuMBbLIA K BMewaTenbCTBY MOAY/Ab MNPUHYAWTENbHOrO MpuMeHeHus npasa: TREM
(tamper resistant rights enforcement module. TREM): Cuctema nav mogynb, uMmeowmne @yHKLUM ynpaBneHus
npaBaMun Ha UM POBON MPOAYKT.

MpumeyaHune 1— TREM nocTpoeH kak Moay/b, yCTOWUMBLIN K BMellaTenscTBy. TREM nmeeT dyHKLMW NpUHY-
[MTeNbHOro OCYLLECTB/IEHNS NpaB, YNpaB/IEHNS NIMLEH3VEN 1 NPOLECCOM TpaHcdepa IMLEH3NN B COOTBETCTBIN C SLTP.

3.34 ngeHTudukaTop TpaHlakuum (transaction identifier): aeHTudmkaTop, Ha3HavyaeMbli AN Kax-
[0li TpaH3aKLMn NULEH3NN.

3.35 XypHan TpaH3akumuii (transaction log): Peructpupyemsblie gaHHble, NnpeacraBnstoLlime cTaTyc TpaH-
3aKuMu TpaHcepa NNLEeH3NN U TULEeH3UU, BbiNyckaeMoi B AaHHON TpaH3aKuum.

MpumeuaHne 1— OH 6GesonacHo xpaHuTcst B TREM.

3.36 NUYHbI (CKPbITbIN) kKNto4 TREM; oTAeNbHbLIA NUYHbIA (CKpbITbIA) kKntod TREM (TREM private
key: TREM individual private key): Kntou, TaiiHo xpaHumsblii kaxgbiM TREM oTgenbHo.

3.37 0TKpbITbIA KNto4 TREM; oTAeNbHbIA OTKPbIThIV kKNtoy TREM (TREM public key; TREM individual
public key): OTKpbITbI/ K04, COOTBETCTBYIOLWMNIA NMYHOMY/CKPbITOMY (OTAenbHOMY) kKntouy TREM.

4 CokpaweHus

B HacTosillem cTaHfapTe UCMOJb30BaHbl CleAyloline CoKpalleHus:
AES — ynyulleHHbIn cTaHgapT wudgpoBaHus, ctaHgapt AES;
CA — cepTUMKaLMOHHbIA opraH;

CCl — nHdopmMauusa o BO3MOXHOCTU KONMMPOBaHUS;

CRL — cnncok aHHyIMpoBaHHbIX (0TO3BAHHbIX) CEPTURUKATOB;
DES — ctaHgapT wudpoBaHna AaHHbIX:

DRM — ynpaB/fieHvne LugpoBbLIMM NpaBamu/npaBamMu Ha LUdpoBOi NPOAYKT;
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EC-DH — nnaH cornatweHus o katvax B Kpuntorpaguueckoil cncteMe ¢ 3/1/IMNTUYECKO KpUBOWA, MeTo,
Ovnddn — XennmaHa (Diffie — Heilman);

EC-DSA — ynpolieHHass npoeBepka MeToA0M 3/1IUNTUYecKol kpueol, Bepcusa DSA (anroputm undpo-
BOW nognucu);

ID — naeHTudunkaTop;

LRM — mMoaynb nepeknoyeHUs/KoMMyTaLum nnuueH3unm;

LRP — npoTokon nepekntoyeHnsa/KommyTaLum nuLeHsn;

PCF — chopmat 3almieHHOro KOHTeHTa;

SLTP — npoTokon 6e30nNacHOro JIMLEH3NOHHOTO corfalleHus;

T-DES — wwndpp ctaHgapta DES ¢ TpexkpaTHbIM WNdpOBaHMEM;

TID — naeHTUdUKaTOp TpaH3akyuu;

TREM — ycTouuBbIl K BMewwaTenbCTBY MOAY/1b NPUHYAUTENBHOIO NPUMEHEHNS NpaBa;

TRM — moAynb, YCTONUYMBLIA K BMeLLIaTenbCTBY.

5 YcnoBHble 0603HaYeHUA

5.1 LUudcdposblie 3HauyeHUs (BENUYNHBI)

B HacTosilemM cTaHAapTe UCMO/b30BaHbl BbIPAXEHNA LU POBbIX 3HAUYEeHUIA, NpuBeAeHHbIX B Tabnuue 1.

Ta6nuuya 1— MpeacTaBneHve LUPOBbIX 3HAUEHWNIA

Cvictema cumcrieHms Aﬁ:%%%@;;ﬁ::ﬁ;%ﬁﬁﬂ TpUIOKeHHbIA CYMBO Mpyvep
[BouyHasa cuctema O - «l» Otevicravet 11001000
cuncnexus (BIN) YTCTBY (vnn 11001000b)
ﬂiiilﬁ:f; (:(lggg';na «0» - «9» OtcyTeTBYyeT (UK «b») 200
WecTHaauarepuHas «0» - «O». «A» - «F» «h» C8h

cuctema cumcnenus (HEX)

5.2 TepeyeHb YyCNOBHbIX 0603HaUYeHN’

B HacTodlweM CTaHgapTe ncnosib3oBaHbl YC/10BHbIE o6o03HaueHus, npueeneHHbIE B Ta6nmue 2.

Ta6nnua 2 — YcnoBHble 0603HAYEHUs], NCNO/b3yeMble B MOAE/N, PACCMATPHBAEMOli B HACTOSILLEM CTaHaapTe

HanmeHoBaHune O603HayeHue OnucaHune
Pesynbtar wundposaHus wuHopmaummn «O» ¢
LLincppoBaHne E (K. D) % tbp chopmay
KHOUOM «K»
Xaww H (D) PesynbTar xawa nHdopmauum «D*
CuenneHnvie Al B PesynbTar cuensieHus faHHbIx «A» 1 -xB»
Kntoy wmncpoBaHna KOHTEHTa, OTHOCALMIACA K
Kntoy KoHTeHTa Kc ®p -
KaoKOMY KOHTEHTY
o o CKPbITBINA K04, CKPLITHO NOAAEPXMBaEMbIA KOp-
KOpHEBOA CKPbITBIA KoY KR P » CKP AAep P
HeBbIM cepTUdMKaLMOHHLIM opraHom (CA)
KopHeBOI OTKPbITBIN KoY KPR OTKpbITbIA K04, COOTBETCTBYOWMIA KR
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MpopomkeHne Tabnuubl 2

HanmeHosaHve

CKpbITbIli ko4 CA

OTKpbITLIN KoY CA

CkpbIThIA kKntod TREM  gns
obHapyxeHuss  BMelLaTeNb-
cTBa B coobuieHne SLTP

OTKpbITLIA KMoy TREM gns
o6HapyxeHuss  BMelLaTefb-
cTBa B coobueHns SLTP

CkpbIThli Kntod TREM  gns
COBMECTHOIO UCMO/b30BaHNsA
CUMMETPUYHOTO CEeaHCOBOro
Knoya ¢ gpyrum TREM

OTKpbITbI Ktod TREM  gns
COBMECTHOMO  MCMO/Ib30BaHNS
CUMMETPUYHOrO  CEeaHCOBOro
knoya ¢ apyrum TREM

CooTBeTcTBytOW@AsA UHGopma-
ups

CepTudpmkar

CeaHCOoBbIii CKPbITbIN KoY

O603HaueHVe

KCi

KPCi

KTdk

KPTdk

KTsk

KPTsk

Itxx

C (KR. KPR || Ir)

C (KR. KPCi || lei)

C (KCi. KPCj || Icj)

C (KCj. KPTxx || Itxx)

KTTkn

OrnwvicaHve

CKpbITbIA K04,  CKPLITHO  MoAAepXuBaeMblii
CepTUVKaLVOHHBIM OpPraHOM «i». KOTOpbI SiB-
nsieTcs usgarenem ceptucmkara opraHa 6onee
HWU3KOTO YPOBHA WM cepTudimKara CUCcTeMbl OT-
KpbITOro ktoya TREM.

(Croa He BXOAWT KOPHEBOW CKPbITbLIN K/tou)

OTKpbITBI KoY, cooTBETCTBYOLWMIA KCi.
(Crofja He BXOAUT KOPHEBO OTKPbITbINA K/tou)

Kntou, koTopbii TREM «K» XpaHWUT OTAENbHO U
CKPbITHO.

OTOT K4 UCMONb3YIT ANA reHepauuy undpo-
BOI1 NoAnvcy Npu o6HapyXeHUn BMeLLaTenbCTBa
B coobueHne SLTP

OTKpbITBIV KoY, cooTBETCTBYHOLWMIA KTdK.

[laHHbIA KoY MCNoNMb3YT 418 NPOBEPKM Lnd-
poBoOIi noanucK, koTopasi reHepupyeTcst 3a cuet
ncnonb3osaHna KTdk

Kntoy, KoTopblii TREM «k» XpaHWUT OTAENbHO U
CKPbITHO.

JlaHHbIA K104 MCNObL3YIOT A1 COBMECTHOTO UC-
noNb30BaHNA CUMMETPUYHOIO CEAHCOBOTO K/Houa
¢ gpyrum TREM

OTKpbLITLIA KN4, COOTBETCTBYOLMIA KTsk.

[laHHbIA K04 MCNOMb3YT AN COBMECTHOMO UC-
Nnosb30BaHNA CUMMETPUYHOTO CEaHCOBOro K/ova
c gpyrum TREM

MHdhopmauums, oTHocALasacs K kopHesomy CA

VHbopmaums, oTHocAwanca K «i» CA. He ABNsio-
Lemycsi kopHeBbiM CA

WHopMauus, OTHOCALLAsACA K OTKPLITOMY K/ltouy
TREM KPTxx

CepTtucdmkar KopHeBoro OoTkpbiToro kawuva KPR
KPR || Ir || E(KR.H (KPR || 1r))

CepTtudpmkat oTkpbiToro kitova KPCi. nusgasaembiii
KopHeBbIM CA. CKpbITbIN Ktod koToporo KR

KPCi || 1d || E(KR. H(KPCi || lei))

CepTudomkat oTkpbIToro kntoya KPCj. usgasaemblii
«i» CA. cKkpbITbIli ko4 koToporo KCi

KPCj || Icj || E(KCi. H{KPC;j || Icj))

Ceptudpukat oTkpbiToro kmova KPTxx. nsgasae-
MbI «j» CA. CKpbITbINA Koy koToporo KCj

KPTxx || Itxx || E(KCj. WWKPTxx || Itxx))

BpeMmeHHbIli CKPbITBIV K104, FTeHepupyeMblii B «k»
TREM B Kaxaplin ceaHc «n» SLTP.
Vcnonb3ytoT ANt COBMECTHOTO UCMOb30BaHNS ce-

aHCOBOro CMMMETPUYHOrO Kntoya mexay TREM B
ceaHce Bn» SLTP
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OKOHYaHWe Tabnmubl 2
HaunmeHoBaHne O6o3HaueHune OnucaHune

BpemeHHbIli OTKPbITbIA K04, COOTBETCTBYHOLLMIA
KTTkn.

CeaHCOoBbI OTKPLITLINA KoY KPTTkn Mcnonb3yT A1 COBMECTHOMO NMPUMEHEHUs Cce-
aHCOBOI0 CUMMETPUYHOro kitova mexay TREM B
ceaHce «mn» SLTP

BpeMEeHHbIA CUMMETPUYHBIA K4, KOTOpPbIi CO-
BMECTHO ucnosb3ytoT mexay TREM «k1» n TREM
«K2» B ceaHce «M» SLTP nocpefcTBOM npuMeHe-
HUS LWNIPOCUCTEMbI C OTKPBITBIM K/THOHOM

CeaHCOoBbIli  CUMMETPUYHbIi
K04, COBMECTHO WCMosb3ye- KSkik2n
Mblii Mexay TREM

CnncoK 0OTMETOK BpeMeHU 06-

I CRLUpdates [ata n Bpemsi o6HoBNeHns CRL

3HayeHne YHUKa/IbHOrO UAEHTUMKATOpa, HasHa-

aeHTucukaTop KOHTeHTa CHo
4aeMO KaXAOMY KOHTEHTY

CeaHCOoBbIAi CUMMETPUYHBIA KoY, KOTOpPbIA COo-
BMECTHO 1cnosib3ytoT TREM «k1» n TREM «k2» B
ceaHce «1» SLTP npu npumeHeHun metoga Aud-
o — XennmaHa epx: napameTp LNPOBAHUS ax»
LUMGPOCUCTEMBI C OTKPbITLIM K/HOUOM

Metoa Audbdm — Xennmana DH (KPTTk1n.KPTTk2n, epx) =
(Diffie — Heilman) DH (KPTTk2n,KPTTk1n. exp)

6 TpeboBaHusi

6.1 Moaenb NNLEH3NOHHOTO 06CNYXUBaAHMNA

6.1.1 O6wume nonoxeHus

K mMogenu nuueH3noHHOro o6CcnyxuBaHna ycTaHOBNEHbl cneayllme yHKLUMOHaNbHble TpeboBaHus,
npegcras/ieHHble Ha pUcyHke 1

a) KOHTEHT WUPYT U pacnpocTpaHAT NbbIM CNOCO60M;

b) UHpopMaL s 0 NULEH3NOHHBIX ONepaLusax BKAYaeT KNo4YM K KOHTEHTY 1 ycnosusa goctyna (AC),

C) efMHOXAbI CO3JaHHbIV AepxXaTeneM npas 3alnpPOBaHHbI KOHTEHT U 3aliULEHHYI0 NULEeH3Nto ge-
WndpyoT ToNbko B TREM (ycToiunmBOoM K BMellaTeibCTBY MOAy/1e NPUHYAUTENbHOTO NPMMEHEHUS NpaBsa);

d) MHdopMaL Mo 0 NNLEH3NOHHbIX ONepaLmax 3awuwalnT nyteM wudposaHns sBHe TREM. n ee cnegy-
eT nepefasaTtb CPEN HUX B COOTBETCTBUN C YCNIOBUSAAMU AOCTYNA;

e) TREM, n3ganownin n nepegaronii NMLEH3U0, HasblBalOT ucxogHbiMm TREM, a TREM, nonyyawwmnii n
nepegawwnii nuueHsunto, — TREM Ha3sHaueHus;

0 TREM ob6pabaTbiBaeT 3anpoc nosjib3oBatesisi B COOTBETCTBUU C YCNOBUAMM A0OCTYNa, YKa3aHHbIMU B
nuueHsuu,

L) BxogHon TREM (cm. 3.12), Haxoasawmiica B TakOM cepBepe, Kak cepBep «ynpaBioHus/pacnpegeneHns
KOHTEHTa», MOXeT NMPMHUMAaTb AaHHble MPOCTOr0 KOHTEHTa U UHOPMAaLMI0 0 MPOCTON NNLEH3UN 1 co3gaBaTb
3allMdpoBaHHbI KOHTEHT U UHOPMAaLMIO O 3alyULLEeHHON NMLeH3nn, AeicTBYS B KayecTBe ncxogHoro TREM;

h) npomexyTouHbii TREM (cm. 3.22) B cucTemMe NpoOMeXyTOUYHOW paboTbl C KOMTEHTOM/NULEH3NEN Aeli-
CTBYET U Kak ncxogHbli TREM, n kak TREM HasHauyeHus:

i) TREM pekogepa (cm. 3.8), Hanpumep B cUCTeMe BOCNPOU3BEAEHUSA, MOXET nosyyaTb INLEH3NI0 OT
apyroro TREM 1 npon3BoauTb AelndpoBKy 3alMdpoBaHHbIX KOHTEHTOB B COOTBETCTBUW C YC/IOBUSAAMUN [0-
CcTyna. BK/IIOYEHHBIMU B JIULEH3NIO.
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Monb3osarenu
KOHTEHTa
Cuctema
BOCMpoOV3BeAeHUs
TREM pekogepa
3awndpoBaHHbIi
KOHTEHT KOHTEHT
BocnpowussegeHune

PacnpepeneHve 3awndgpoa”oro
KOHTeHTa (1l06bIM CNOCO60M)

Linchposoii cpeaa Paspeluexne
6noknpatopl [lomalHuii cepeep’  xpaHeHus Ha BoCnpous-
BefeHue
[epxatens npas
MPOMEXYTOUHbIA MpOMeXyTOouHbIN
BxoaHoli TREM TREM TREM
AC + W\Bbigauan! JiyeHsus

- acY K p———- 31’ AC +J

Cepsep
pacnpegeneHus MpomMexyTouHasa cucrtema KnuneHtckas cuctema
AC: Ycnosue gocTyna (ycnoBue 1Ucnosb30BaHns) KonunHecTBo npomMexyTo” bix TREM MoxeT 6bITbO utn 6onee
PaspaboTunkmyYunsrotosuten TREM MNonb3oBarenun
KOHTEHTa
Yy
; 3alwndpoBaHHbIl L ' %
KOHTEHT

Bocnpown3ssegexue

-*T™ PacnpeaeneHve 3awntpoBaHHOro

X KOHTeHTa (B 11060M HanpasieHun)

W Uwndposoii Cpena

1 g 6nokupatop' [omaluHuii cepBep/ XpBUOHUA

[Jepxartenb npas
]

L

Mepepayva npas

Cepsep MpomexyTouHas
pacnpegenexus . cncTema KnueHTckas cuctema

AC: Ycnosue goctyna (ycnosue ncnosnb3osaHuns) 3i Konmuectso npomekyTo'Bebix TREM moxeT 6bmbO 1o Gonee

PucyHok 1 — Mogesb SIMLEH3MOHHOTO 06C/yXMBaHUS /1t PACCMOTPEHUS! Yrpo3

6.1.2 Yrpo3bl 1 KOHTPMeEPHI

6.1.2.1 O6uwMe NoNoXeHUs

B Tabnuue 3 npuBefeHbl yrposbl, CywecTBylOWMe B cpefe /MLEH3MOHHOro 06CNyXnBaHUsA, KoTopblie
npefcTassieHbl B 6.1, 1 Mepbl, NPUMEHSAeMble B OTHOLIEHUN KaXA0W yrposbl.

8
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Ta6nuua 3 — Yrposbl ¥ KOHTPMEPbI B MOAEIN NINLEH3MOHHOTO 06C/TYXUBaHNS

Cy6bexT Yrpo3a (NonbITka HapyLLeHWS 3aLLyTb) KoHTpmepb!

Monb3oBatens TREM  Pas6op-aHanim3 TREM a) MarotoBnenne TREM kak TRM

1 nosb30Baresib CeTU
Komydonsok (aesopu-  Komydpnsok TREM  HasHaue-  b)LLnchpoBaHue c ceaHCOBbIM K/t0-

eHTauus) HUA. ATaka MeTofoM 3anMcy U YOM. WCMNOSIb3yeMbIM COBMECTHO,
NoBTOPHO nepegayn 6I0KOB  MOC/e B3aUMHOrO NPU3HaHWS NOA-
wmndpoBaHHOro  Tekcta (KO-  JIMHHOCTM Mo cepTudmkatam TREM

Myhnsix ncxogHoro TREM) HasHaueHusa u ncxogHoro TREM
Komychnsbk oTkIoueHnss ceaH- c) CpaBHeHWe perncTpauuii B Kax-
ca TpaH3akuuu nuLeH3nm nom TREM
YTeuka ckpbITHOro knoya as1sa CA unn TREM d) Boigaya  OGHOBMEHWeE Koya
CRL o
M3rotoButens TREM He3akoHHOe n3rotoBneHne MpekpaweHne aein-
CTBMSI  B3/TOMaHHOrO
YTeuka uHthopmaumm o knoye Wi HE3aKOHHOTO
TREM

6.1.2.2 N3roToBneHne TREM B kayectBe TRM

[ns Toro 4tobbl y6epeyb Nonb3oBaTens KOHTeHTa oT B3noMa TREM 1 nNoxulieHUs 13 Hero cekpeTHbIX
kntoueli. TREM gonxeH 6biTb TRM (Mogynem, ycToUYMBbLIM K BMeLIaTebCTBY).

6.1.2.3 WncpoBaHne ¢ ceaHCoBbIM K/1HOHOM

B ycnyre pacnpocTpaHeHus nuueH3unii nepcoHauns (Bblgada cebs 3a gpyroe nuuo) TREM. Hanpumep
ataka mMeToAOoM 3anucu v NOBTOPHOI nepeayu 610K0B WK POBAHHOIO TEKCTa NyTeM ge3opueHTtauum TREM
oTnpaBuTens NNLEH3UN, Bbi3blBAeT HE3aKOHHOE HeorpaHW4YeHHOe KonupoBaHWe KOHTeHTa. Mo3Tomy, 4To6bl
y6epeyb KOro-nmb6o ot paspaboTkm MoAyns, NepcoHupytowero ncxogHoli TREM (oTnpasutens) unn TREM
HasHauyeHua (nonyyaTenb), NnaTtHas NMUEH3NS A0/DKHA O6biTh 3aWMdpoBaHa C CeaHCOBbIM KNOYOM, UCMOSb-
3yeMbIM COBMECTHO Moc/ie B3aumHoi ayteHTudukaunn TREM HasHavyeHus n ncxogHoro TREM ¢ nomouibio
OTKPbITbIX KNtoyelh TREM npu onpegeneHnn BMmewwaTenscrsa B coobuieHne SLTP.

6.1.2.4 CpaBHeHMe peructpayuii

Heob6xoaMmo, 4TOGbI XXypHasbl TpaH3aKuuii INLEH3NA xpaHunnck 6esonacHo B TREM. Korga ceaHc no
TpaHcdepy/nepegaye NULEH3UN OTKNKOYAETCA U ANA OTCbIIKA NULLEH3UN HEOO6XOAUMO BHOBb BOCCTAHOBUTb
ceaHc, XXypHan TREM Ha3HauyeHUs A0/IKEH CKPbITHO ObITb NepeAaH B UcxofHbli TREM Ansi cpaBHEHUS Xyp-
Hanos ucxogHoro TREM n TREM Ha3HaueHua C Leniblo NoATBEPXAEHUA, 6blna N nonyyeHa nuueHsns TREM
HasHavyeHns UIn HeT. B MHOM cnyvae KTo-N1M60 MOXeT 3aKkoMyIMpoBaTh HECAHKLMOHUPOBAHHYIO KONWIO NN-
LLeH31n C BOCCTAHOBJIEHNEM CeaHca.

CylyecTByeT MHOTO BO3MOXHOCTE HEOXUAAHHbIX MpepbiBaHuii, KOTOPble MOTYT NPOUCXOAUTL B NpoLec-
ce MOKynkKu NuueH3nii yepes ceTn cBA3M. ITO YacTO NMPOUCXOAUT B MOOGUNbHbLIX 6ecnpoBOAHbIX ceTax. Ecamn
HUKaKux Mep NpoTMB 3TOr0 TUNa BMelLlaTeNbCTBa He CYLecTByeT, ANCTPUOBLIOTOP MOXET TONIbKO NOBTOPHO Bbl-
cnaTtb NMUEH3UN NOXHOMY TREM. 3akoMyth/IMpoBaHHOMY NOJ 3aKOHHO OTK/H0UYEHHbI TREM. Tak kak MoxeT
NPOUCXOAUTb HE TONbKO OTKNOYeHue/npepbiBanve. HO MOXeT 6biTb Tak, YTO HET OYEBUAHOCTU MONAYyYEHUS
nuueHsnn, ncxofHolli TREM gonxeH, KOHeYHOo, NpefocTaBUTb NIMLEH3NI0 B MECTO HasHayeHus B 0O6MeH Ha
npegocTas/ieHne otyeTaYyyerta pecypcos Uan yMeHbLUeHe npas.

6.1.2.5 Boigauya CRL

[Ansa npekpaleHnsa Ncnonb30BaHUA He3aKOHHbIX UKW B3/1IOMaHHbIX Kntoyeil © TREM MOXHO MCNONb30-
BaTb CRL (CMMCOK 0TO3BaHHbIX/aHHYIMPOBAHHbLIX CEPTUUKATOB, YKka3aHHbI B PekoMmeHgauumn X.509 MC3 u
B MCO/M3K 9594-8). Onucanne CRL npuBegeHo B fokymeHTe RFC 3280.

6.1.3 Kputepuu oueHkun

[na peanusauuun 3awnTHOl cpebl 6€30NacHOr0 KOHTEHTA HEOOXOAMMO ONpPeAenUTb KPUTEPUN OLLEH-
kn 6esonacHocTn ana TREM. Kputepumn 6e30nacHOCTU ANA 3aWUTbl KOHTEHTA A0/1XHbl COOTBETCTBOBATb
MCO/M3K 15408-1 n BkAw4YaTb cneaywouiee:

- yHKUMK 6e30nacHOCTM A5 3alnTbl KOHTEHTa, yKa3aHHble B 6.1.2;

- ykasaTenu, nHcopmupyune o peannsaymm gomMKHbIM 06pa3oM HeobXoANMbIX anropuTMOB KPUNTO-
rpaunyeckoin cucTeMbl/ WM POCUCTEMbBI, XIW-PYHKLUUN N PYHKLUN TeHepaLnn craydaliHbiX Yncen;
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- yKasartesnu, oTHocsauwmecs k yctoitunsoctn TRM gns TREM, Hanpumep ypoBHA 6e3onacHocTn TRM
B COOTBETCTBUN C AOKyMeHTOM FIPS 140-2;

- onucaHue npouecca NpPoeKkTUpPoBaHus, paspaboTkn U U3rotoeneHus TREM.

7 Bonpockl NpoekTpoBaHuA
7.1 O6wune NoNoXeHns

B HacTosleM pasgesne NpuBefeHbl caeaylouine KoHUenTyanbHble Mogenu, oTeevatolmne Tpe6oBaHusm,
yKasaHHbIM B pasgene 6:

a) mofenb 6e30nacHoOCTH;
b) MoAeNnb B3anMoAeNCTBUS;
C) MoAesnb MHhopMaLUN O INLEH3NOHHbIX onepaymsax.

7.2 Mopenb 6e30nacHoOCTu

7.2.1 O6uwme NooXeHUs

B HacToswWweMm noapasgesne npueegeHa mogenb 6€30MacHoOCTM, oTBeuvatol,as Tpe6oBaHUAM, yKkasaHHbIM
B 6.1.2.

7.2.2 PaccmoTpeHune mogenn 6e3onacHocCTun

B mogenu 6esonacHocTh (CM. PUCYHOK 2) flaHHOV KOHLenTyasibHO MoAesnu nognexalyuii 3aluTe KoH-
TEHT WNGPYIOT U pacnpocTpaHAalT N0bbiM cnocobom. B gaHHOU Mofenu Ky WugpoBaHns KOHTEHTa U
MHopmMaLumusa o npasax, Bkioyas ycnosus goctyna (AC) K KOHTEHTY, Takxe 3aliulieHbl NocpejCcTBOM UCMNOSb-
30BaHua TRM u kpuntorpadnyeckoil CUCTEMbI U UMEIOT C/IeAYIOL NI XXN3HEHHBI LMK B KAYECTBE NNLEH3UN;

OnepaymoHHbIii Moayb

" KOHTEHTa
3alwmndpoBaHHbIi
KOHTEHT XpaHeHve
KoHTeHT
3akKasuuk
BpaHgmayap™
UT.

TRM (Moaynb, yCTORUNBBIN
K BMeLlaTesIbCTBY)

Ha padoty  CeaHc

SLTP
BxopgHoi
TREM
NnueHsns
C*X :Bbigaua Nnuenrans
AC

Cepsep MpomexyTouHas KnuenTckas cuctema
pacnpegeneHus cuctema
Ycnosue goctyna SLTP: npotokon 6e3onacHoro X KonmyectBo npoMexyTouHbix TREM MoxeT 6biTb O

NINLEH3VOHHOTIO cornalleHuns nnu bonee

PucyHok 2 — Mogenb 6e30MnacHoOCTU npu 3alinTe KOHTeHTa

10
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a) NMnueH3una cosgaeTcs Bo BXogHom TREM;

b) NUUEH3NA ABNAeTCA nepBOHayaNnbHO W3JAHHOW B KayecTBe 3allWLIeHHOW NULEH3MW U3 BXOLHOrO
TREM,

c) nuueHs3ns nepegaetca B TREM pekogepa yepes npoMmexyToyHble TREM. KONM4ecTBO KOTOPbIX 60/1b-
we 0.

d) nuueH3na ncnonblyetcsa ANA AewndpPOBKN KOHTEHTA B COOTBETCTBUM € ycnosuamu goctyna (AC) B
TREM pgekopepa.

7.2.3 dyHKunn TREM

TREM ponxeH nmetb cnegytowme yHKLUN:

a) hyHKLMIO YCTONYMBOCTU K BMeluaTenbCTBY, NpeAoTBpaLialoLlylo yTeuky nHpopMaunm o NULeH3NoH-
HbIX onepauusax, B kayectse TRM;

b) dhyHKLMIO cO3h4aHna 1 nogaepxaHusa ceaHca SLTP;

C) dhyHKUMIO Nepegayn nuueHsnn mexay TREM scerga npu ucnonb3osaHun ceaHca SLTP;

d) B cnyyae npomexyTtouyHoro TREM — cyHkumio gewmndpoBkyM NULEeH3Mn n TpaHcepa/nepegaum ee
apyromy TREM B cooTBeTCTBUM C YyC/IOBUAMU A0CTYNa K 3aliML,eHHOMY NpoMexyToyHomy TREM;

e) B cnyvyae TREM gekogepa — yHKUMIO AelindPOBKN TULEH3UN 1 el POBKN KOHTEHTa € gewmnd-
poBasibHbIM K/1I04YOM, COOTBETCTBYHOLLUM YCOBUIO J0CTyNa K 3aliueHHOMY feKodepy.

7.2.4 Mopenb npoTokona 6e30MacHOro NMUEH3NOHHOToO cornaweHunsa SLTP

B HacToslleM nyHKTe npuBefeHa Mofenb SLTP. oTBevatolas TpeboBaHAM, ykasaHHbIM B pasjerne 6. B
KayecTBe npumepa Hambosiee NPOCTOro NPOTOKoNa 6€30NacHOro NNLEH3NOHHOrO cornaweHna mexay TREM.
Takxe B KaueCcTBe KOHTpPMep, 0COH6EHHO yka3aHHbIX B 6.1.2.3 n 6.1.2.4. Heo6xo4NMbI CTaHAapTM3auma n pea-
nusaunsa SLTP.

SLTP sBnseTca NPOTOKONOM CKPbITHOW nepefayn MHOpMaLUM O NIMLEH3NOHHBIX Onepauusax mMexay
TREM. 3TOT NnpoToKON BK/AOYaeT popmMaTtbl MHhopmaumm, KoTopoit o6MeHnBatoTca TREM mexay co6oli, n
cneumncurKkaLnio CMeHbl COCTOSIHMIA B paMkax TREM.

B ocHOBHOIi cTaHgapTHONM nocneposaTenbHOCTU Mogenu SLTP npoucxoadaT obmeH cnefyrowmmMn co-
06WeHNs MU B COOTBETCTBUM C ONpefenieHHbIMK waramu (CM. pUCYHOK 3) Ana reHepauun ceaHca SLTP B
KauyecTBe KOHTpPMep, NpuBeAeHHbIX B 6.1.2.3, 1 CKpbITHaA nepegaya CEKPeTHbIX AaHHbIX B ceaHce SLTP:

a) reHepauumna ceaHca SLTP.

- MoAroToBKa K 06HapyXeHuto BMellaTenbCcTBa B coobuieHne SLTP.

McxoaHblii TREM TREM Ha3HaueHus

PucyHok 3 — OcHoBHas npoueaypa mogenu SLTP
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[Ons o6HapyxeHusa BMmellatenscTea B coobueHne SLTP n3 TREM-otnpaButensa coobuweHns B TREM-
nonyyatenb coobueHnsa BbiCblNaeTca cepTudukaT OTKpbITOro knova TREM, n nponcxoauT ero npoBepka Ha
TREM-nonyyatene.

Hanpumep, us TREM-otnpasutensa B TREM-nonyyatens BbicbinatTcsa coobuwenunsa: C(KR.KPCi || Id),
C(KCi.KPCj || Icj) n C{KCj,KPTdkK || Itdk), rae C(KR.KPCi || Ici),C(KCi,KPCj || Icj) — cepTudumkatbl, cozgatLune
PkiPath, a C(KCj,KPTdk || Itdk) — cepTudnkat TREM-oTnpaButens (TREM-oTnpaButenb — «k» TREM).

Torga mexay TREM-oTnpaButenem u TREM-nonyyatenem reHepupyeTca cpefa ANA O6HapyxeHus
BMellaTenbCcTBa B COOOLEHNe 3a CHET UCNONb30BaHNUS LM POBOI Nognucy;

- COBMECTHOE MUCMNO/Ib30BaHNE CEAHCOBOIO CUMMETPUYHOTO KNko4a. MicxoaHblii TREM n TREM Ha3Haue-
HWS COBMECTHO MCMO/Ib3YI0T CeaHCOBbI CUMMETPUYHbINA KoY. CyljecTByeT HECKO/IbKO MeTO0B COBMECTHO-
ro ucnonb3oBaHnsA. Huxe npueeaeHbl UX OCHOBHbIE MPUMeEpbI:

1) 3a cyeT UCNONb30BAHNSA CKPLITOrO kAtoya TREM 1 OTKpPbLITOrO KNtoya npyv COBMECTHOM WUCMNOb30BaHUK
BPEMEHHOrO K/oya.

CHauana ucxogHoli TREM nonyuaet ceptudukatel C(KR.KPCi || Id).C(KCi.KPCj || Icj) n C(KCj.KPTsk1 ||
Itskl) oT TREM Ha3sHauyeHusi «k1» 1 npoBepsieT aTu cepTudukaTbl. 3aTemM ncxofHblli TREM «k2» chopmupyeTt
ceaHCOBblI/i cummeTpuyHblii kntou KSk1lk2n n wudpyet ero ¢ KPTskl. B ntore ucxogHoii TREM nocbinaet
3aWndpoBaHHbIi ceaHCOoBbIi CUMMeETPUYHLIA kntoy B TREM HasHauveHus;

2) 3a cyeT UCNosb30BaHNA CeaHCOBOMO CKPbITOrO K4Ya U CEaHCOBOro OTKPbLITOrO K/ya.

TREM HasHaueHus «kl» opmMupyeT ceaHCOBbI/i OTKPbITbINA ko4 «KPTTMn» n ceaHCOBbIA CXPbITbIi
kntoy «KTTk1n», U aHaNnornyHbIM 06pa3oM ucxoaHbli TREM «k2» hopMupyeT ceaHCOBbI OTKPbITbIA Koy
«KPTTK2n» M ceaHCOBbIN CKpbITbIA Knto4 «KTTk2n». 3atem o6a 3Tu TREM nony4yatwT o6wuii ceaHCoBbIi
CUMMETPUYHBIN KoY «KSk1lk2n» nyTem obmeHa ceaHCOBbIMU OTKPbITbIMU KlOUaMM KaXA0ro U3 HUX Npu uc-
nonb3oBaHun metoga Anddpun — Xennmana (Diffie — Heilman).

McxoaHblii TREM «k2»: DH(KPTTk1n, KTTk2n, epx)

i
KSk1k2n

t
TREM Ha3HaueHus «kl»: DH(KPTTk2n. KTTkIn, epx);

b) nepepaval/Tpancdep cekpeTHbIX faHHbIX B ceaHce SLTP:

- CeKpeTHble AaHHble WKUMPYT NPU COBMECTHOM MCMO/b30BaHUN CEAHCOBOr0 CUMMETPUYHOTO Kova:
- CeKpeTHble faHHble WU pyT Npy COBMECTHOM MCMNO/Ib30BaHWM CEAHCOBOIO0 CUMMETPUYHOTO Ktoua

B TREM-oTnpaBuTene, a U3 Hero aTu 3awndpoBaHHble CEKPeTHbIe AaHHble nocbinawT B TREM-nonyyartens.

E(KSk1k2n, SD)
SD: CekpeTHble faHHble

- AaHHble coo6LIeHNa NPOBEPSAIOT NOCPeACTBOM MCNONb30BaHNA LM poBoi nognucu:
- flaHHble coobLeHnsa A06aBNAT/MIPUCOEANHAIOT K LU pPoBbIM nognmucam TREM-oTnpasuTtens, a
TREM-nonyyatens nposepseT ux

MD || E(KTdk1, H(MD))
KTdkl: CkpbITblli kntod TREM ans o6HapyXxeHus BMellaTenbcTBa B coOo6LLeHne
SLTP TREM «k1»
MD: [laHHble coobLueHuns;

C) 3akpblTue ceaHca SLTP.

MpousBeaeHHbI ceaHC SLTP 3akpbiBaloT B SBHOM UAN HESABHOM BuAe [Hampumep, 3akpbiBatoT 610KM-
POBKOWA MO NPeBbILIEHNI0 TMMUTA BPpeMeHU («time out») nam npu HOBOM 3anpoce oT Toro xe TREM],

[ns ncnonb3osaHus c/y4aiHOro Y1csa B KayecTse CeaHCOBOro K/oya 370 criyyaiiHoe ynucno cnegyet op-
MUpoBaThb [0OCTATOYHO CeKpeTHO. CeKpeTHble cryyaiiHble yncnia A0/KHbI 6blITb 0CO6bIMU/PA3HBIMK NO CNOCO6Y
reHepauuy 1 No 3HaYeHUsIM, a TaKxke TPYAHO onpefenMmbIMK 4151 XaKepoB 3a NpuemMaeMblii Nepnos BpemMeHu.

Ecnu npvHnmaemas nHdopmauyus He MOXeT ObiTb [O/HKHbLIM 06pa3om MHTepnpeTuposaHa B TREM,
TREM HemefNeHHO ee OTKNOHSAET, YTO6bl He fOoNYyCTUTL N06ble BO3MOXHbIE B3/IOMbI, UCMO/b3YyOLIME HecTa-
6UNBbHOCTL MOAYNA.

[na 6e3onacHoOro BOCCTaHOB/IeHUA ceaHca SLTP Heo6Xxo4MMO NPeAnpuHATL KOHTPMEPSHI, YKasaHHble
B 6.1.2.4.
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7.2.5 CepTuduKaLnOHHbIA opraH

[Ansa Toro 4To6bl OonpefeneHHbln knacc TREM mor yyactsoBaTb B YyCNOBUAX YCNYr pacnpocTpaHeHus
KOHTEHTa, M3roToBUTENDb (Pa3paboTumk NN KOMMNOHOBLYKK) Knacca TREM gosmkeH co3fasatb napy OTKpbITbIX
KM0Yen knacca v CKpbITbIX KNOYel knacca n NPUMEHSATh UX K OTKPbITOMY K/OYy Kfacca C COOTBETCTBYOLW el
nuopmauymein gna CA.

Ecnn CA y6eauncs, 4To nHopmayms npunoxeHus koppektHa u TREM. oTBevatowmii kputepusm 6es-
0NacHOCTUYCEKPETHOCTU. BbINOSIHEH (MM NOCTPOEH) AO/MKHbIM 06pa3omM. CA chopmupyeT cepTudmkart Ha oT-
KPbITbI/ K04 gaHHOro knacca TREM n cooTBeTcTBytoWwyto eMy nHgopmaynio cornacHo (RFC 3280]. K cep-
Tudnkaty gobasnawT LMAPOBY NOANUCH CO CKPbITbIM KaloyoM CA. a 3aTem cepTudukaTt npefocTaBnsaoT
N3roToBUTESIO.

M3rotoButens TREM BknagbiBaeT B TREM cepTudmkat n COOTBETCTBYIOW NI CKPLITBIA KAOY knacca, u
nocne atoro TREM MOXeT NPUHATL NNLEH3NKD, NepegaBaemyto oT TREM gpyroro knacca, KoTopblii ye aBTo-
pusosaH Tem xe CA (CM. PUCYHOK 4).

PucyHok 4 — O6Lee npeacTaB/ieHne Bblgaun ceptudukaros knaccy TREM

7.2.6 OTMeHa K/to4a U OKOH4YaHue geicteua TREM

B faHHOI 6e3onacHoii Mogenu cnegyeTt nNoffepxusaTtb OTMEHY Ktoya W OKOHuaHue geiictBua TREM
yepe3 CRL (cnucok 0TO3BaHHbIX/aHHYIMPOBaHHbIX cepTudnkaToB, ykasaHHblli B PekomeHgauyum X.509 MC3
n B NCO/M3K 7498-1) B cooTBeTCTBMMU € TpeboBaHUaMU, NnpuBedeHHbIMKU B 6.1.2.5.

CRL — 3TO CNUCOK NAEHTU(MKATOPOB OTO3BaHHbIX CEPTUMKATOB C UnpoBoii nognuceto ot CA. CRL
MCNoNb3YIOT CefyoWwnmM o6pasom:

a) nocne Bblgaun CRL cepTucmukaumoHHbiMm opraHom aToT CRL BknaabiBaetca B TREM. oco6eHHO BO
BXxoAHble TREM;

b)ecnn TREM Ha3HayeHUs BbiCbl/laeT 0TO3BaHHbIV cepTudukart B uCxofgHbli TREM (1. e. B CRL onosHa-
eTcA naeHtTudukatop ceptudumkara gna TREM HasHaueHus), nepegaya NULEH3UN OTMEHSeTCS.

7.3 Mogenb B3anmogemncreunsa

7.3.1 OcHoBHaa mMogenb B3aumopgeincTeus

B faHHO Mofenn B3auMopeincTeus (CM. pUCYHOK 5) Mofynb nepekntouveHus nuueHsun LRM nepeknovaet
NIMLEH3MI0, 3allMLLEeHHYI0 nocpeacTBoM ceaHca SLTP, mexagy TREM. LRM — 3710 cuctema wam mMopysb, KOTopble
YyNpaBAstoT BHYTPEHHEN LWMHOW 1 ceTblo/CXeMoi AN KOMMYyTauun 3awuieHHol nuueHsun mexgy TREM nocpeg-
CTBOM ceaHca SLTP. OfHako 3almieHHas NnLeH3na He MoXeT HU AelindpoBaThCs, HU HTepnpeTnpoBaTbes LRM.
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[PCF]
KoHTEHT T Pacnpegenexue HocuTeneil AaHHbIX/COCTaBIEHNE NOTOKOB W T. A.
CucTema UCXOAHON NULEeH3Mn Cucrtema NuueH3nn HasHavyeHus
WNcxogHelhi TREM WNcxogHblin LRM LRM TREM
HasHauyeHwus HasHaueHus
/ Y NoKanbHbl, A LRP |\ J OXastbHbIA \
[GLF] 'y-3aTmMm [ ] LDK C\
[SLTP]

\/
PuncyHok 5 — OcHOBHasi Mofesb B3aMOAECTBUA NpU 3aLlyTe KOHTEHTa

McxopHble LRM 1 LRM HasHauyeHuss HaxogaTcs nepeg kaxasiM TREM B kaxgoli cucteme o6mMeHa NnLeH-
3UAMU M KOMMYTUPYIOT 3alULLLEHHYIO NTULLEH3MIO 32 CYET UCMOIb30BaHNs npoTokona mexay LRM. Ha3biBaemoro
LRP (npoTokon nepekntoyeHns nuueHsunmn). Mpu SLTP npotokon LRP o6ecneunBaeT Takne pyHKLUKN, Kak ynpas-
NeHve TpaH3akuueid, pectapT OTK/IlOYEHHOro ceaHca SLTP, cornacoBaHne NpoToKonoB 1 TpaHcdep/nepegaya
UHopMaLuu, kacarwLelics ayTeHTuuKauum nonbL3oBaTens uam ynpasaeHns y4eToM ceTeBbIX PeCypCcoB.

LRM n LRP oTtgeneHsl ot TREM 1 SLTP no cnegyrowmm npuynHam:

a) MPOTOKO/bI 60N1ee HU3KNX YPOBHEN (Hanpumep, nHTepdeiica NoKanabHOW WWHBI) KAXA0ro knacca /1o-
KanbHbiX TREM oTnuyakTcs gpyr oT gpyra u Becbma pa3Hoo6pasHbl. Moatomy, ecnu TpebyeTca NpomM3BecTyn
o6MeH nuueHsneli mexay TREM pasHbix knaccoB, HE06X0AMMO, YTOGbI NOKaNbHbIA MPOTOKO 60/1€€e HU3KOro
ypOBHSA npeobpa3oBbiBasica ¢ nomouwbio LRM (B cnyyae o6meHa no HTepHeTy ¢ ucnonb3oBanvem LRP);

b) B Lensax 6usHeca 6onbwnHCTBO TREM cnefyeT nsrotaBnmBaTth Tak Xe AelleBO U HafexXHo, kak TRM.
Mo3TOMYy OHM He MOTYT UMEeTb MHOTMX PYHKLWIA, noaaepxmBaemMbix B LRM:

C) Mpu OTAENEeHUN N3rOTOBUTE/Ib MOXET TO/IbKO MPOM3BeCTM 3asaBKy Ha Bblgadyy TREM B CA. MoaTomy,
Jaxe ecnu paclivpeHbl NN N3MeHeHbl ToONbKOo PYHKLMM LRM. n3rotoBuTtento He TpebyeTcs nojaBaTtb ee CHOBA.

SLTP He 3aBMCUT OT Tuna popmarta onucaHua NuUeH3nu, nepegaBaeMoro UM. MOXHO MCMNOMb30BaThb
pasHble BbipaxeHusa npas, Hanpumep XrML, CCIl (MHchopmaynio 0 BO3MOXHOCTU KONMMPOBaHUA) 1 gpyrue.

SLTP, LRP He 3aBucAT OT MeToAa pacnpocTpaHeHus u Buaa 3awnMdpoBaHHOIO KOHTeHTa. WX Takxe
MOXHO NPUMEHUTb K pasHbIiM ycayram, HanpuMmep K obmMeHaM B HOCUTENAX 3anucei 1 ycnyram 3arpyskum u co-
CTaB/IeHNA MOTOKa. Takke MOXHO UCMO/Ib30BaTb pPasHble TUMbl 3aLLNLEHHOrO KOHTEHTa OT COOTBETCTBYIOLLNX
cnyx6/ycnyr pacnpefeneHus.

7.3.2 Mopgenb npoToKo/sia nepekstyeHns nuuyeHsmm LRP

7.3.2.1 Obwue NonoxeHus

LRP nmeeT He TONbKO (OYHKLMIO NepekoueHns coobuieHna SLTP. HO Takxe cnegytouime pyHKUUN:

a) ynpas/ieHne 1 BOCCTaHOB/IEHWE TPaH3aKLuMn NULEH3NN;

b) cornacoBaHue NpPoTokonoB mexay TREM;

C) B3aMmofeiicTBue no ayTeHTuduKaLnm nonb3osaTens u yueTy CeTeBblX pecypcoB.

7.3.2.2 YnpaBneHne 1 BOCCTaHOB/IEHWEe TpaH3aKunu NLEeH3NN

LRM npugaeT MHOXeCTBEHHble UAEHTU(NKATOPbI TPaH3aKUNii KaX A0l TpaH3akyMm nepegayu nmueH3nm
B COOTBETCTBMM ¢ SLTP 1 ynpaBnseT umun. Npm Heo6Xo04MMOCTU BOCCTAHOBNEHUSA TPaH3akLum nuueHsun LRM
aBTOMaTMyeCcKun 3anyckaeT ceaHC BOCCTAHOBNEHUA AN AAaHHOM TpaH3akuum ¢ NOMOLbI0 (DYHKLMN BOCCTAHOB-
neHua SLTP. MNocne 3aBeplieHnsa TpaH3aKkuy BbIMOJTHAETCA CO0P HEHYXHbIX flaHHbIX PECYPCOB TPaH3aKuuu.

7.3.2.3 CornacoBaHue npoToKo/10B

LRP nopgaepxuBaeT cnegyowme yHKLMN cornacoBaHmsa ansa SLTP:
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a) cornacoBaHue Bepcun: yHKLMUS ANa cornacosaHma Bepcuit SLTP, LRP n chopmaTa nuueH3um, umc-
nonbL3yemoro B ceaHce SLTP;

b) cornacoBaHne kpunTorpaduyeckoin cucTemM blYWwmndpocucTeMbl: yHKLMSA 419 COT1acoBaHUa anropuT-
MOB AN18 WM POCUCTEMbI OTKPLITOrO K/to4a 1 CUMMETPUYHOW WK poCUCTEMbI, UCMOMIb3yEeMOi B ceaHce SLTP:

C) cornacoBaHue XawW-anropuTtMoB: PYHKLWUS ONS COrnacoBaHWs anroputMoB ANS X3W-(PyHKLUK, nc-
nonb3yemoii B ceaHce SLTP;

d) cornacosaHne Habopa KO40B CMMBOOB: PYHKLMSA [N coracoBaHma Habopa KOLOB CMMBOJIOB, UC-
nonbL3yemoro B ceaHce SLTP;

e) cornacoBaHue cueHapus npas: PYHKLUSA 415 COrnacoBaHuA a3blka Uan opMbl onucaHusa npas, ne-
pefaBaeMbix nocpeacTBoM ceaHca SLTP.

7.3.2.4 B3aumogpelicTBme no ayTeHTMduKaLum nonb3oBaTesnisi U yyeTy CeTeBbIX pecypcoB

LRM Ha3HauyeHus NuUUeH3Nn MOXeT nocnatb UHGOPMaLMo No ayTeHTudurkaunum nonb3osartens B uc-
X04HbI LRM nuueHsnn B kauecTse napameTtpa coobuweHna LRP, fo6aBneHHOro k coobuieHunio «ceptudmka-
UMM HasHavyeHusa» SLTP. MicxoaHbli LRM nuueH3nn MoxeT BbIMOMHUTL 3TOT Npouecc ANs B3anmogeicteuns c
hyHKUMEl ynpaBneHns nonb3oBaTens uam ¢ @yHKLMen yueta ceTeBblX peCcypcoB Npy UCNOMb30BaHUN NHAOp-
Mauum no ayteHTudumkaymm nonb3osartens.

7.3.3 Mopgenb peannsaumm B3anMogeincTems

Cuctema TpaHcdepal/nepegaun nuueH3sum, ocHoBaHHaa Ha LRP. Bkntovatowem SLTP. moxeT 6bITb pe-
ann3oBaHa Ha 6ase pas/INYHbIX NPOTOKOI0B CBA3M Yepes3 UX COOTBETCTBYOLWME NHTepdelickl, peannsyemblie
areHTom, 3anpaluBaroLwnumM AMLEH3NI0, U areHTOM, BblAaloLWwmnM NULEH3UI0 (CM. PUCYHOK 6).

» MapLpyT no TpaHcdepy/nepefade AaHHbIX O NNLEH3NUN

PucyHok 6 — Mogens peanvsauumn B3auMogeincTams

AreHT, 3anpallnBalowWwmnii MLEH3N0, N areHT, BblfaloLWwmnin TNLEH3NIO, NOYyYaloT U BblgalT coobleHne
LRP (koTopoe BkntwouvaeT coobueHne SLTP) ¢ LRM Ha3HauyeHUss n ucxogHbim LRM COOTBETCTBEHHO, U 3TU
areHTbl 06MeHUBaKTCA coobuweHnem LRP mexay coboii, BbINOHAS Npoueaypbl, ykasaHHble LRP.

OfanH areHT MoxeT obMeHnBaTbCs coobueHnem LRP ¢ Apyrvm areHTom yepes pas/inyHbie nHTepdeicsl
(Hanpumep, nokanbHbIi NHTepdeirc PyHKLMN/o6beKTa. ANCTAHLMOHHbIA nHTepdeiic PyHKLNn/obbekTa. NH-
Tepdieiic IHTepHeTa U T. N.). Tak kak coobuweHne LRP He 3aBUCUT OT Kaknx-1mb60 NMPOTOKOMOB CBA3N.
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B paHHOW mogenu peanusayum (CM. pUCyHOK 6) areHT, 3anpalunBatwLWwnii TMLEH3NI0, U areHT, BblgaLwmnii
NNUeH3no, peanusytoT cneayowme yHkumum:

- UHTepdeiicbl NPOTOKO/IOB CBA3W 4151 TpaHcepa/nepeaayn coobweHuin LRP;

- npoueaypy obmeHa coobuieHnsMu LRP. ykaszaHHyo LRP.

LRM peanusyeT unHtepdelicol gna coobweHunii LRP. noatomy LRM TpaHcnupyeT coobuweHne LRP Bo
BXO/ZHble NapamMeTpbl I0KanbHbIX UHTepdeiicoB TREM 1 TpaHcAnpyeT BbIXOAHbIE AaHHbIe NOKaNbHbIX UHTEpP-
¢heiicoB TREM B coobuwenmnsa LRP.

7.4 Mopenb nHopmMauum o NULEH3NAX

7.4.1 O6uwme NOOXKEHNUSA

[aHHble Ha nonHoMoune ob6nagaHna UMpPOBLIMKU NpaBamu/npasaMun Ha LUMMPOBOI NPOAYKT — 3TO KOA,
UNN A3bIK BbIP@XEHWUI, UMeoLWnii pa3Hble Habopbl paspewmnTenbHON nHopMaLmn 1 paspeLlarLmx ycnosui
ans nepepayn/TpaHcnaumm ungpoBoro KOHTeHTa. laHHble Ha NosiHOMoYne obnajaHua UMgpoBbLIMK Npasa-
mMu/npaBamun Ha LMgPOBOIA NPOAYKT U MHhopMaL s O IMLEH3MOHHbIX OnepaLumax MoryT pacnpocTpaHaTbCS B
CUCTEMbBI KTMEHTOB HE3aBUCUMO.

[laHHble Ha nosHoMo4YMe o6najaHnsa LMdpoBbIMM NpaBamMmu/npaBaMn Ha LU POBOW NPOAYKT AODKHbI
O0Mno3HaBaTbCs BHE 3aBMCMMOCTM OT TOrO, 6bI/IN OHU MK HeT PanbCMdULUPOBaHbl KeM-TM60, NO3ITOMY AaH-
Hble hopmaTa pacnpocTpaHeHus AO0/KHbI BKNYaTh undposyo noanuck. Lincposbie cepTudmnkatbl Ha OT-
KPbITbIW K04, COOTBETCTBYIOLLMIA CKPLITOMY K/tOYY, UCMOb3YyeMOMYy A5 UndpoBOi NOANNCU, JOSIKHbI pac-
npegenatecs CA. CA mMoxeT 6biTb KOPHEBbIM CA nan npomexyToyHbiM CA. OTHOCALMMCS K er0 KOpHEBOMY
CA. Kaxablii TREM ponxeH npoBepaTh UMK POBYO NOANUCL HA OCHOBaHWUW LU POBbLIX cepTudgukatos. Liudg-
poBble cepTudmKaTbl MOTYT GbiTb MPOBEPEHbI NyTEM OTCbINIKM K KOpHEBOMY CA. KOHKpeTHbI cTaH4apT nog-
nucy Jo/KEeH 3aBNCETb OT KaXA0i CEPBUCHOIN CUCTEMBI.

7.4.2 laHHble Ha NoflTHOMoOuYMe obnagaHnsa LudpoBbiMK NpaBamu/npaBamun Ha LU POBOA NPOAYKT

[laHHble Ha nonHOMOoYMne o6nagaHns UM pPoBbLIMKU NpaBaMmu/npaBamMmmn Ha LG POBO NPOAYKT UMEIOT He-
KOTOpble COCTaB/ALWNE U 3/IEMEHTLI NMPU 3TUX COCTaBNAOLWMUX. [TpUMep Takoro CUHTakcmca npeacrasieH B
M3K 62227.

8 AcnekTbl, noAsiexawye ctaHgapTusaymn

[Ona peanusauun cuctem DRM. cooTBeTCTBYIOLWMX MOAENN, NPUBEAEHHON Ha pucyHke 1. Heo6xoaMMo
onpefenuTb cneaylolime acnekTbl C y4eTOM TOro, 4TO crneumndukaymm obpabaTtbiBaoTcs B 060pygoBaHumn, Ha-
npUMep B OCHOBHbIX GbITOBbIX YCTPONCTBAX, MEPCOHA/bHbIX KOMMbIOTEPAX, AOMALLIHUX cepBepax, MOBUAbHbIX
TenecoHax n T. n.:

a) SLTP:

b) LRP;

C) kKpuTepuun oueHkn ansa TREM (nocpeactBom koTtopbix CA pewaet, asnsetcsa v TREM aBTopusoBaH-
HbIM WUIN HET).

YKa3aHHble Bbllle cneundunkaumum 4omKHb oTBeyaTb Tpe6oBaHMAM, NpuBeLeHHbIM B pasjene 6.
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MpunoxeHne A
(cnpaBoyHoe)

Mpumep anropuTMoB AN Kpuntorpauyeckoin cuctemsl
M CnyyYalnHbIX AaHHbIX (X3L)

B SLTP He ycTaHOB/eHbl airopuTMbl KpUnTorpadimyecknx CcMcTeM 1 Xall-faHHbIX. B ciyyae peanusauuu Takoi
MOZAEeNN HeobXo4UMO OnNpesennTb KpUTepPUN OLeHKM 6e30nacHOCTU ANS aropuTMOoB. Hanpumep, MOXHO MCNO/b30BaTh
yKa3aHHble HVXe asiropuTMbl KpUNTOrpadnuyecknx CUCTEM U X3LU-AaHHbIX.

Kpuntorpadmueckas cuctema CUMMETPUYHOTO Koya:

- KpunTorpadmyeckas cucrema c wudpom ctaHgapta DES ¢ TpexkpatHbIM wndposaHem ¢ ABymMA Kntovamu. EDE
N PeXVMOM BHELLHEro cuennexHns WwudpoBaHHbIX 6510koB CBC. ykasaHHbiM B [1]Y [2] v [3]:

- pexum CBC AES (cwm. [7]}.

Kpuntorpadmyeckas cuctema OTKPbITOro koya:

- KpunTocucTema C UCMO/b30BaHNEM 3/IIMMTUYECKON KPUBOI NO pekomeHAoBaHHbIM NIST napameTpam B ABOWY-
Hom none (163 6uta) (cm. [8]);

- KpunTocucTema C MCMNo/b30BaHNEM 3/MNTUYECKON KpUBOI Mo pekoMeHfoBaHHbIM NIST napameTpam B nepBuy-
HOM none (256 6uT) (cm. [6));

- KpunTocucTemMa OTKPbITOrO Kloua C asiroputMom LmudpoBoli nognucn PaiiBecta — Lamvpa — 3aenbmaHa
(RSA) (cm. [10]).

XawWw-anroputm:

- SHA-1. SHA-256. SHA-384. SHA-512 (cm. [5]).

Ana peanusaumn wmposaHns, AelundpoBKM 1 hyHKLMY LMdPOBOI NOANMUCH C UCMNO/Ib30BAHNEM KPUMTOCUCTEMDI
C 3N/IMNTUYECKON KPUBOIA MOXHO NPUMEHATL CreaytoLLme asiropuTMbl:

- wudppoBaHue n gewwmndpposka: EC-DH n ctaHaapT DES ¢ TpexkpaTHbIM LwndpoBaHnem nnm AES, ykasaHHbIi B [8];

- umdhposast NognMck: anroputm LydppoBoii noanucn Ha 6ase EC-DSA. ykasaHHblii B [8].

B gaHHOI Mogenu pekoMeHAyeTcs cneaytowasn avHa Kaova AN Kaxaon KpunTocucTeMbl:

- KpunTocMcTeMa CUMMETPUYHOrO Kntoya — 6onee 112 6uT;

- KpMnTOCMCTEMa OTKPbITOrO Ktova:

- KpUnTocucTemMa ¢ 3/1IMNTUYECKO KpuBoli — 6onee 160 6uT.
- kpuntocuctema RSA: 6onee 1024 6ur.

"I Linchpbl B KBaApaTHbIX CKO6Kax OTHOCATCS K NepBOMCTOYHMKAM, NpUBeAEHHbIM B pasaese «bubanorpadus».
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Mpunoxexve B
(cnpaBoyHOE)

Mpumep npeobpasoBaHusa nHpopmaumm o npasax B DRM, ocHoBaHHOM Ha SLTP,
B MHopmMauuio cyuecteytouero DRM

SLTP — 3T0 OTKpbITas (MMelLwas BO3MOXHOCTb K B3aMMOAENCTBUI0) cneuudukaumns u MHCTPYMEHT peanusa-
LMK XOPOLLO pacLUIMpsieMbIX 3/IEMEHTOB ynpas/ieHns LudposbIMU Npasamu/npasamun Ha Ludposoii npoaykt DRM Ha
6a3e MHPaCTPYKTypbl OTKPbITbIX Ktodel PKI. noatomy n3rotoBuTtenu cyuiectsyowmx DRM moryT peann3osbiBaTb
TREM, koTopblii TpaHcchopmupyeT mHopmaumio o npaBax B DRM SLTP B uHdopmaumio cyuiecTsytowiero DRM.
TREM, TpaHcthopmupyoLmnii HchopMaLvio 0 npasax, Ao/MKEH peasn3oBbiBaTh Kak SLTP. Tak M NPOTOKO/ CyLLeCTBY-
towero DRM.

Ha pucyHkax B.1 u B.2 npusefeHbl npymepbl npeobpa3osaHuns/TpaHcopmaummn nHpopmanmm o npasax.

Mpumep npeobpasoBaHus/TpaHcthopmaummn nipopmauum o npasax B8 DRM Ha 6a3e SLTP B nHchopmaLmio cylie-
cTeytouiero DRM.

1) CtaTnuyeckoe npeobpasoBaHue.

Cuctema DRM SLTP

CepBep pacnpegeneHus
KOHTEHTa -

avwm
2N J

CepBep pacnpegeneHusi
NMUEH3MIA —I1

HF1
IS | o

i— i |— 1 Mogyne DRM
- 11 | HaGasze SLTP

O O Mogayns DRM

O6nacte TRM

D D [JaHHble Raw
3alumdposaHHble
On

[aHHble

PucyHok B.1 — lMpumep cTaTuyeckoro npeobpasosaHus nHgopmauum o npasax

Ha pucyHke B.1 npusefeH npumMep CTaTM4YecKoro npeobpasoBaHust MHcopmaumy 0 npasax. [epBoHayYasbHO WH-
hopmaums 0 npaBax (IMUEH3MA) PacnpoCTPaHSeTCs OT cepBepa AuueH3nin SLTP n xpanutca B TREM, koTopbiii pea-
IM30BaH B 3anomyvHaLLel cpege/Ha HocuTene AaHHbix Yepe3 LRP. Briovatowmii SLTP. 3atem nHhopmaumsi 0 npasax
(NnueH3uns) TpaHcnopTupyeTcs M3 aToro TREM B 3anomuHatolyto cpefy/HocuTtesb AaHHbIX gpyroro TREM. peanusyio-
Lero npeo6pasoBaHue yepes LRP, Bkiovarowumii SLTP. B ntore nHgopmaums o npasax npeobpasyercs B MHopMaLmo
cywectsytowero DRM B TREM, peanusyiowiem aTo npeobpasoBaHume.
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Mpumep npeobpasosaHus/TpaHcchopmaumm nHgopmauum o npasax B DRW Ha 6a3e SLTP B uHchopmauyio cylue-

cTeytowero DRM.
2) AuHamunyeckoe npeobpasoBaHue.

O O Mogayns DRM
| | O6nactb TRM

] [OaHHble Raw

3awmdpoBaHHble
OaHHble

PucyHoK B.2 — MpuMep AMHaMUyeckoro npeo6pasoBaHns UH(opMaLmm o npasax
Ha pvcyHke B.2 npviBegeH npumep AyHaMUYeckoro npeobpasoBaHnsl MHGopMaLmm 0 npasax. MHdopmauus o npa-

BaXx (NuMueH3mns) pacnpocTpaHseTcs oT LRP. Bkatovatowero cepsep nuueHsunii SLTP B TREM, peanusytowmii npeo6paso-
BaHve. 1 MHopMaumsa 0 npasax AMHaMUYHO npeobpasyeTcs B MHhbopMaumio cyuectsytowero DRM B aTom TREM.
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Mpunoxexve A
(cnpaBouyHoe)

CBefleHNss 0 COOTBETCTBUN CChI/TOYHbIX MEXAYHAPOAHbIX CTaH4apTOB
N OOKYMEHTOB HauyWOHaNbHbIM CTaHfAapTam

Ta6nuuya JA.1

O603HaYEHNE CCbUTOHHOrO MEXdyHa- CreneHb O603HaueHVe 1 HAMMEHOBaHNE COOTBETCTBYHOLLIETO
POZHOTO CTaHAAPTA AOKYMeHTa cooTBeTCTaus HaLOHaUTbHOrO CTaHzapTa
IEC 62227:2008 — .
ISO/IEC 7498-1:1994 HoT FOCT P NCO/M3K 7498-1—99 «M/HhopmaLmoHHas TexHo-

norus. B3ammocBA3sb OTKPbITbIX cMcTeM. Ba3oBas aTanoHHas
Mogenb. YacTe 1. basoBas mogesnb»

ISO/IEC 9594-8:2008 — ]

ISO/IEC 15408-1:2009 0T FOCT P MICO/M3K 15408-1—2012 «/HhopmaumoHHas Tex-
Honorus. MeTogpl 1 cpefcTBa obecneyeHnss 6e30nacHoCTU.
Kputepun oueHkn 6e30nacHOCTU MHOPMALIMOHHBIX TEXHO-
noruii. Yactb 1. BBegeHve v oban mogenb»

ITU-T Reconrmendation X.509:1997 — *

’ COOTBETCTBYIOLWIA HALMOHA/bHBIN CTaHAAPT OTCYTCTBYET. [l0 €ro NPUHATUS PEKOMEHAYETCS UCMO/b30BaTh MB-
PeBof Ha PYCCKWiA A3bIK AaHHOTO MeXAyHapoAHOro CTaH4apTa, AoKyMeHTa.

MpumeyaHne — B HacTosiweln Tabnmue MCNOML30BaHO CrieaytoLlee YC/I0BHOe 0603HaUYeHNe CTeNneHn cooT-
BETCTBUSA CTAHAAPTOB:
- FOT — naeHTnYHbIe cTaHaapTbl.

[LeiictByeT TOCT P MCO/M3K 9594-8—98 «MHhopmaLmoHHas TEXHOMNOIMSA. B3anMocBsi3b OTKPbITLIX CUCTEM.
CnpaBoyHuK. YacTb 8. OCHOBbI ayTeHTUMKALUMN», MAEHTUYHBIN ISO/IEC 9594-8:1994.
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