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Mpepgucnosune

1 NMOATOTOBJ/IEH depepanbHbiM FOCYAapCTBEHHbIM GIOAXETHLIM yuypexaeHnem «LleHTpanbHbIl Ha-
YUYHO-MCCNeAoBaTENbCXUIA MHCTUTYT OpraHmsauun u uHdopmatmsauum 3sgpaBooxpaHeHnss MuHucTepcTBa
34paBooxpaHeHun Poccuiickoi ®egepaunn» (ULHUNOWN3 Mun3sgpasa) n O6WECTBOM C OFpaHWYeHHON oT-
BETCTBEHHOCTbIO «KopnopaTuBHbIE 3/1€KTPOHHbIE CUCTEMbI» HA OCHOBE COOGCTBEHHOrO NepesBofa Ha pycckuii
A3bIK aHT10A3bIYHOW BEpCUMM cTaHfapTa, YyKa3aHHOro B NyHKTe 4

2 BHECEH TexHunueckum komuTeToMm no ctaHgapTusauum TK 468 «HdopmaTusaumnsa 340poBba» npu
LHWUNOWN3 MuH3gpasa — NOCTOAHHbIM npeactasutesniem 1ISO TC 215

3 YTBEPX/JEH W BBEAEH B IEVCTBWE Mpukasom ®efepasbHOro areHTCTBa N0 TEXHNYECKOMY pe-
rympoBaHuio u metponorum ot 29 gekabps 2016 r. Ne2104-c+

4 HacTtoslwuii ctaHfapT MAEHTUYEH MexXxAyHapoaHomy cTaHgapty NCO 17090-4:2014 «WHdopmaTu-
3auns 300poBbs. VIHpacTpykTypa ¢ OTKPbITbIM KNHOYOM. HacTb 4. SNEKTPOHHbIE NOANUCH MeLULNHCKUX [,0-
KymeHTOB» (ISO 17090-4:2014 «Health informatics — Public key infrastructure — Part 4: Digital signatures for
healthcare documents», IDT).

Mpv NpYMeHeHnn HacTosLWero cTaHAapTa peKoMeHayeTca UCMNo/1b30BaTb BMECTO CChIJIOYHbBIX MeXAyHa-
pPOAHbIX CTaHAAapTOB COOTBETCTBYOLLME UM HaLMOHaNbHble cTaHAapTbl Poccuiickoii depepauun, ceefeHus o
KOTOPbIX NpuUBefeHbl B ONOAHUTENBHOM Npunoxenun A

5 BBEJEH BIEPBbIE

MpaBuna NnpuMeHeHNs HacToALWero ctaHgapTa ycTaHOBNEeHbl BcTaTbe 26 defBpanbiloro 3akoHa
0T 29 noHA 2015 1. Ne 162-03 «O cTaHgapTusaumm B Poccuiickoin depepaumm». NHDopmauus o6 uns-
MEHEHUAX K HacToAWweMy cTaHgapTy Ny6nnKyeTcs B eXerogHom (No COCTOAHUI0 Ha 1sAHBapsA Tekylw ero
roga) nHdopmaynoTioM ykasatene «HaunmoHanbHble CTaHAapThl», @ OPUUNANBHBIA TEKCT U3MEHEHUN
M nonpaBoKk — B eXeMeCAYHOM WHMOPMaLMOHHOM yKa3aTene «HaumoHasnbHble cTaHgapTbl». B cnyvae
nepecmoTpa (3ameHbl) UM OTMEHblI HACTOALL Ero CTaHgapTa cCoOOTBETCTBYO U, ee yBeAoMeHne byaeT
ony6nnMkoBaHO B 6aumxalem BbINyCKe eXeMeCAYHOro MHPOPMauMOHHOro ykasatensa «HauuoHanbHble
cTaHfapTbl». CooTBeTCTBYWO W as nHopmalms, yseoMeHne U TeKCThbl pa3Mel anTca TakxXe B UH-
hopmaLlmoHHOl cucteme o6l ero NoNbL30BaHNA — Ha opuumanbHoOM canTe degepanbHOro areHTCcTBa No
TEXHWYECKOMY perympoBaHuto ¥ MeTponorum Bcetn MHTepHeT (www.gost.ru)

© CraHgapTuHopm. 2017

HacTosAwmii cTaHAapT He MOXeT GbITb MOTHOCTBIO UM YACTUYHO BOCMPOU3BEAEH, TUPAXMNPOBaH W pac-
npocTpaHeH B KauecTBe ohuLManbLHOrO n3ganus 6es paspelleHus degepanbHOro areHTCTBa No TEXHNYECKo-
My PerynMpoBaHuio 1 METPOIOTMK
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BesepeHune

Mepep cncTeMoii 34paBooXpaHeHns cTouT npobseMa cokpalieHus pacxofoB C MOMOLbIO nepexoja oT
6YyMaXHOro JOKyMEHTMPOBAHMUA NPOLECCOB K 3/IeKTPOHHOMY. B HOBbIX MOJeNIAX oKasaHUs Me[ULUHCKOWR no-
Mol ocob6o noAuepkmBaeTca Heo6X0AMMOCTb COBMECTHOIO MCMOJIb30BAHUS CBEAEHNI O mauneHTe pacLiv-
pPALWMMCS KPYroM MeAWLMHCKUX CMeuuanncToB, BbIXOASLLEro 3a paMku TpaguLMOHHbBIX OpraHn3aunoHHbIX
6apbepos.

MepcoHanbHas MeanUnHCKana nHopMaLusa 06bI4HO NepefaeTca ¢ NOMOLLbIO 3/1eKTPOHHOM NouYThl, yaa-
NIeHHOro gocTyna k 6a3e AaHHbIX, 3/1EKTPOHHOTO O6MeHa AaHHbIMW W APYrux npunoxeHuii. Cpepa WHTep-
HeT npefocTaBnseT BbICOKOI(D (M EKTUBHbIE U JOCTYMNHbIE cpeAcTBa obmeHa MHopmayueli, 0oqHaKo OHa He
6e3onacHa 1 Npu ee MUCMNONb30BaHUN HEO6GXOAMMO NPUHUMATb [OMOSHUTE/NbHbIE Mepbl 06ecnevyeHuss KOoH-
duaeHUNanbHOCTU U HENPUKOCHOBEHHOCTU SIMYHOW XU3HW. YCUINBAKOTCA Takue yrposbl 6e30MacHOCTU, Kak
CnyyYaiiHblii NN NpefHaMepeHHbll HeCaHKLMOHMPOBaHHbIV JOCTYN K MeANLMHCKO NHhopmaunm, n cucteme
3/paBoOXpaHeHnss He06X04MMO MMeTb HafeXHble CpeAcTBa 3alnTbl, MUHUMU3NPYIOLLME PUCK HECAHKLMOHK-
poBaHHOrO focTyna.

Kakum e obpasom cuctema 3fpaBooXpaHeHusi MoxeT o6ecneynTb COOTBETCTBYIOLWYIO 3P (PEKTUBHYIO
“ B TO )Xe BPeEMS 9KOHOMMWYHYIO 3aliuTy nepefjayn faHHbIX yepes ceTb VIHTepHeT? PelleHne aToii npobnemsl
MOXeT 6bITb 06ecnevyeHo C NOMOLLbI0 TEXHOIOTMN LUGPOBbLIX CEPTUGUKATOB U MHAPACTPYKTYPbl OTKPbITHIX
Knouen (MOK).

[na npaBUNbHOTrO NpUMEHEeHUA LU pPoBbLIX cepTudukatos TpebyeTcss couveTaHWe TEXHONOTMYeCKuX,
MeTOANYEeCKUX N afMUHUCTPATUBHBIX NMPOLLECCoB, o6ecneunBaloLnX 3aWwnuTy nepegaydn KoHPUAeHUnanbHbIx
[aHHbIX B He3alULEeHHO cpefe C MOMOLbI0 «WNGPOBAHNA C OTKPbITLIM KIOUYOM» W NOATBEPXAEHNE N[EH-
TUYHOCTM NnLa UM 06bEKTa C MOMOLLbIO «CepTudukaTos». B cchepe 3gpaBooxpaHeHus B 3TO coueTaHne BXO-
OAT cpefcTBa ayTeHTUMMKaLNUK, WU POBAHUA U 3NEKTPOHHON nognucu, npefHasHauyeHHble 419 BbINO/IHEHNS
aMUHNCTPATUBHBLIX U KIMHUYECKUX TpeboBaHuii KOHUAEeHUManbLHOCTK JocTyna u nepejaym MeauunHCKnX
[OKYMEHTOB MHAMBUAYanbHOro yyeta. MHorne m3 atux Tpe6osBaHWit MOryT 6biTb yAOBMETBOPEHbI C MOMO-
Wbl CNYX6, NCNONb3YOLWMNX MPUMEeHeHne LnpoBbIX cepTudukaTos (BkaoYan wudposaHne, LENOCTHOCTb
UHpopMaunn n anekTpoHHble nognucu). Ocobo atheKTMBHO MUCNONb30BaHNE LUGPOBbLIX CEPTUUKATOB B
pamkax ouunanbHoOro ctaHgapTra 3awuTsl nHdopmaunu. MHorne opraHusalMm BO BCEM MUPE Havaau uc-
nosb3oBaTh LM poBblie cepTudukatel NOA06HBIM 06pa3oM.

Ecnu o6meH nHdopmaumeil fO/MKEH OCYLWEeCTBAATLCA MexXAy MeAULWHCKUM MPpUKNagHbIM NporpaMm-
HbIM obecrneyeHneM pasHbix OpraHusauuii, B TOM 4ucne OTHOCALWMXCSA K pasHbiM BefomMcTBaM (Hanpumep,
MeXAy WHOPMALNOHHBIMU CUCTEMAMKU GOMbHULLI U NONMUKIANHUKA, OKasblBalOWMUX MeLULMNHCKYI0 NOMOLLb
OIHOMY ¥ TOMY Xe nauneHTy), ToO MHTeponepabeibHOCTb TEXHOMOIMI LN POBbIX CepTUUKATOB 1 CONYTCTBY-
IOW WX NOINTUK, PErNaMeHTOB N NMPakTUYeCcKMX NpuemMoB npuobpeTaeT NPUHLMNNANIBHOE 3HAYEHNe.

[nsa obecneveHnsa nHTeponepabesibHOCTM Pa3/IMYHbIX CUCTEM, UCMOb3YIOLWUX LU pPOBbIe cepTudmka-
Tbl. HEO6XOANMO CO3/4aTb CUCTEMY [OBEPUTE/IbHbIX OTHOLIEHWI, C MOMOLLbI0O KOTOPO CTOPOHbI, OTBETCTBEH-
Hble 3a o6ecneyeHne nNpas IMYHOCTM Ha 3alUTy NepcoHasbHON MHdOPMaLUW, MOTYT nonaraTbCs Ha noanTu-
KW 1 npakTuyeckne npuembl U. B JONOJTHEHNE, Ha JeiCTBUTE/IbHOCTb 3/TEKTPOHHBIX CEPTUUNKATOB, BblAaHHbIX
APYTUMU YNOTHOMOYEHHbIMW OpraHusaymsamm.

Bo MHOrux ctpaHax cuctema UUpoBbIX cepTunkaTtos ncnosnblyetca Ansa obecnevyeHns 6e3onacHoro
o6MmeHa nHthopmaumneit B npefenax HaymoHanbHbIX rpaHuy. Ecnu paspaboTka cTaH4apTOB Takxe orpaHuyeHa
3TUMU npegenamMu, T0 3TO NPUBOANT K HECOBMECTUMOCTU MOSIMTUK U PETNIaMEHTOB Y 0CTOBEPAIOLWUX LLEHTPOB
(YLU) v ueHTpoBs perucTpauumn (LLP) pasHbix cTpaH.

TexHonorus unpPoBbIX cepTUMNKATOB aKTUBHO pa3BMBAETCA B pamKax onpejesieHHblX HanpaBneHui,
He crneyndUYHbIX ANA 34paBoOOXpaHeHus. HenpepbiBHO NPOBOAMTCA BaxHellwasn paboTa no ctaHgapTmsaunu
W. B HEKOTOPbIX CayYasx, No NnpaBoBoMy obecneyenunto. C Apyroii CTOPOHbI, NOCTaBLMKN MEANLUHCKNX yCayT
BO MHOTMX CTpaHax yXe WCMosib3ylT WX MJaHMPYIT NCNONb30BaTh LUudpoBblie cepTudukaTtbl. HacToswmii
cTaHAapT Npu3BaH yA0BAEeTBOPUTL NOTPEOHOCTL B yNpaBAeHUN faHHbIM UHTEHCUBHBLIM MEXAYHapO4HbIM NPO-
LLeccomM.

HacToswuii ctaHgapT cogepxXuT oblyne TexHUYeckne, aKCnayaTaluMoHHble U MeToguyeckne Tpebosa-
HWSA. KOTOpble AO/MKHbI GbITb YAOBNETBOPEHbI 418 06ecnevyeHuns NCcnoab30BaHna LU pPoBbIX cepTUdUKaToB B
uensax obmeHa mefuUUHCKONM MHOpMaLveil B npegenax OAHOrO fOMeHa, Mexay AoMeHaMun 1 3a npegenamu
v
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rpaHunL, O4HON pucankummn. Ero Lenbo SBnseTca co3faHne ocHOB rno6anbHON nHTeponepabensHocTn. Ha-
CTOALWMIA cTaHAAPT U3HavYaNbHO NpegHasHavyeH 4Na NoAAEePXKN TpaHCTPaHUYHOro o6MeHa AaHHbIMW Ha OCHO-
Be LM poBbIX cCepTUDNKATOB, OAHAKO OH TaKXe MOXET CNYXUTb PYKOBOACTBOM MO LUMPOKOMY UCNONb30BaHUIO
LM poBbIX CepTUUKaToB B 3paBOOXPAHEHUN HA HALMOHA/IBHOM WAW PErmoHasbHOM YPOBHAX. VIHTepHeT
BCe LIMpe WUCMONb3yeTCs Kak CPeACcTBO nepegaynt MeAULMHCKUX AaHHbIX MeXAy opraHusayuamu 34paBooX-
paHeHusa u aBnAeTcA eAMHCTBEHHbIM peasibHbIM BapMaHTOM AN TPaHCrpaHWYHOro o6MeHa AaHHbIMU B 3TOWA
cthepe.

Cepusa ctaHgaptoB MMCO 17090 pgomkHa paccmaTpuBaTtbCa Kak efuHOe Lenoe, NoCKOJIbKy Kaxaas u3
yeTblpex ee yacTeli BHOCUT CBOI BKnaj B onpefeneHne Toro, kak Lncposbie cepTudukaTel MOTYT NCMOJb30-
BaTbCA ANA o6ecnevyeHns cepBnCcoOB 6€30NacHOCTM B CUCTEME 34paBOOXPaHeHNs, BKAYas ayTeHTudukaymio,
KOHPUAEHUNANBHOCTb, LENOCTHOCTb JlaHHblX U TEXHNYECKUE BO3MOXHOCTU MOAAEPXKN KavyecTBa 3/IEKTPOH-
HOW mognucw.

B HacToslWweM cTaHAapTe npeActaBieHbl Npotuan 3N1eKTPOHHON noanucu, cneynduydHble 4na cdepsl
34paBooxpaHeHna. OHM OCHOBaHbl Ha cTaHgapTe opraHmsauun ETSI u npochune atoro ctaHgapra, onpepge-
neHHom B cneundukaunax CAJES n XAdES.
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HAUWOHANDBHGL N CTAHAAPT POCCUWMCKOWN PEOLEPALUM

MHdopmaTnsauma 340poBbSa
MH®PACTPYKTYPA C OTKPbITbIM KNHOUOM
YacTtb 4

ONeKTPOHHbIE NOANMUCU MEAULUHCKUX JOKYMEHTOB

Health informatics. Public key infrastructure. Part 4. Digital signatures for healthcare documents

JaTa BBefeHns — 2018—01—01

1 O6nacTb NpUMeEHeHUS

B HacToslWweM cTaHAapTe npuMBefeHbl MAUHWMalbHble Tpe60BaHUSA K CO34aHUI0 U NPOBepKe 3/1eKTPOH-
HbIX NoAnNKcell N COOTBETCTBYIOLNX CEPTUXDUKATOB, @ Takxe K Ux popmartam, cnocobcTByoLLMe obecnevyeHnto
BO3MOXHOCTW OO6MeHa 3/1eKTPOHHbIMU NOAMUCAMU U NPefOoTBPaLLEeHUS HEKOPPEKTHbIX UAWN IOPUANYECKN He
npu3HaBaemblX 3/IeKTPOHHbIX NOANUCEN.

Kpome TOro, B HacTosilleM cTaHfjapTe onpejesieHo AoKa3blBaemoe COOTBeTCTBUE nonutuke MOK. He-
o6xoammMmoe B chepe 34paBoOXpaHeHusi. B HacTosilem cTaHgapTe npusHalTca chopmartbl A0TOBPEMEHHOW
3M1eKTPOHHOI nognucu, obecneunsarolne LENOCTHOCTb U HEOCMOPUMOCTb A/IMTENIbHO XpaHalleics anek-
TPOHHOW MeANUUHCKON UHopmauun.

B Lenax ynyyleHnsa n rapaHTUpoBaHns nHTeponepabenbHOCTM B cdhepe 34paBOOXPAHEHUS HACTOALW NI
cTaHgapT cooTBeTcTByeT cTaHgapTam ISO/ETSI. onpegensawowmum opmaTbl 4OATOBPEMEHHON 3N1€KTPOHHON
nognucu.

Hukakne orpaHuyeHns Ha Cy6bekT NnoAnncbiBaeMbiX AaHHbIX 1 X (opMaT B HacTosWeM cTaHAapTe He
HaknajblBalTCS.

2 HopmaTuBHbIE CCbIIKU

B HacToswem cTaHfapTe UCNOMb30BaHbl CCbIJIKM Ha creaylolie AOKYMeHTbl, NOIHOE WM YacTU4HOe
cofepXaHne KOTOPbIX HepaspbiBHO CBA3aHO C HacToAWMM cTaHgapTtom. Ecnm B ccbinke ykasaHa fata
ny6aukaunu, To 4O/HKEH UCNO/b30BaTbCA TONbKO LUTUPYEMbIl JOKYMeHT. ECcnun faTta B CCbl/Ike He ykasaHa, T0
[LO/KHO UCMONb30BaTbCA NOCNefHee nsgaHne JokyMmeHTa (BkIo4as Bce Nonpasku):

ISO 17090-1:2008. Health informatics — Public key infrastructure — Part 1; Overview of digital certificate
services (MIHopmaTusauns 340poBbsa. MHpacTpyKkTypa ¢ OTKPbITbIM KoYoM. YacTb 1. CTpykTypa u obuune
cBefeHuns)

ISO 17090-3:2008. Health informatics — Public key infrastructure — Part 3: Policy management of certi-
fication authority (MHbopmaTnsauma 3q0poBbs. VIHpacTpykTypa € OTKPbITbIM K0YOM. YacTb 3. YnpasnieHue
nonuTUKamu LeHTpa cepTudukanmm)

3 TepMWUHbI 1M onpegeneHus

B HacToAwem cTtaHgapte npuMeHeHbl TepMuHbl no MCO 17090-1. a Takxe cnegyrouime TeEPMUHbBI C CO-
OTBETCTBYKOLWUMUN ONpeseeHns Mn:

3.1 uenoyka ceptudukatoB (certification path): YnopsgouyeHHasa nocnefoBaTesibHOCTb cepTuduka-
TOB. CBfi3blBalOL,as NMPOBEPSiIEMbI cepTudukaT ¢ cepTuKkaTtom 40BEPEHHOTO YA0CTOBEPSIOLLErO LEeHTPa.

MN3gaHue ouymnansHoe
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3.2 npoBepka uenouykn ceptucumnkatos (certification path valuation): NMposepka kaxgoro ceptudunka-
Ta Lenoykn BnaoTb A0 cepTudumkata 4OBEPEHHONO YA0CTOBEPSAIOLLEr0 LeHTpa, BKYas NPpOBEPKY BXOXAEHUSA
B CMUCKN OTO3BaHHbIX CEPTUMKATOB.

3.3 xaw-yHkuua (hash function): MeTog BblUMCNEHUN, NO3BONSAOWMNI TeHeEPUPOBaTb C/y4vaiHoe 3Ha-
yeHne QMKCUPOBAHHON A/MHBI MO AAaHHbIM NPOU3BOLHOW A/TNHbI.

MpunmeyvaHnsa

1 CreHepupoBaHHOE 3HauyeHue, Ha3blBaeMoe «X3LU-KOAOM», obnagaeT CBONCTBOM OAHOCTOPOHHOCTM (MCXOAHbIE
JaHHble He MOryT 6bITb BbIYMCNEHBI MO 3TOMY 3HAYEHWIO) Y Masoli BEPOATHOCTbLIO MOJTyYEHUS OAMHAKOBOTO 3HAYEHUS
(konnun3um) No ABYM Pas/iNyHbIM JaHHbIM.

2 Ecnv npu oTnpasKB|'MONyYeHUN JaHHBIX X3LU-KOA Obl BbIMUCAEH HA CTOPOHE OTMpaBUTENs U COBMan C X3ll-

KOZOM. BbIYMC/IEHHLIM MOJlyYaTeniemM AaHHblX, To 61arogapst STUM CBOWCTBAM MOXHO C BbICOKOI CTEMNEHbI0 AoBEpUst yT-
BEpPXAaTb. UTO AaHHbIe He BblIN UCKaXKeHbI B NpoLecce nepeaayn.

4 TlpuknafHble cUMCTEMDbI

4.1 LUeneBas cucrtema

Cnepgytouine cucTembl ABNATCA LeNeBbIMU A1 HACTOALLEro ctaHjapra:

a) 6ubnmnoTeka 3NEeKTPOHHON moagnucK, BkAOYatoLWwasa B cebs PyHKLUM BbIYNCAEHUA N NPOBEPKN dNek-
TPOHHOW noAnucun, npefHa3HavyeHHas A8 UCNOb30BaHUSA KOMMNOHEHTaMU MeAULMHCKUX UHOPMaLNOHHbIX
cucTem;

b) NporpaMmbl BbIYUCNEHUSA U MPOBEPKM 3N1EKTPOHHON NOANMNCKU, KOTOPbIE MOTYT UCNO/Nb30BaTbCA aBTo-
HOMHO UM BMECTe C KOMNOHEeHTaMN MeaNLUHCKUX NH(DOPMaLNOHHBIX CUCTEM.

K uncny uenesbix He OTHOCATCA clegyloLlne CUCTEMbI:

a) KOMNOHEHTbl MEeAULMUHCKMX WHOPMAaLMOHHbIX CUCTEM, He CBA3aHHble C HEeNocpeACcTBEeHHON obpa-
60TKOIN 3NEKTPOHHOI noagnucu;

b) KOMMOHEHTblI MeUUUHCKUX NHPOPMALMOHHBIX CUCTEM, KOTOpble 06pabaTtbiBaloT 3NEKTPOHHYIO NOJ-
nucb 1 pe3ynbTaTbl €e NPOBEPKN C MOMOLLbI0 GMGINOTEKN INEKTPOHHOI NOANUCU, CneLunanbHON nporpamMmmbl
9/1EeKTPOHHOW NOAMMCK AW CheunanbHOi NporpamMmbl MPOBEPKU 31EKTPOHHON NOANUCH;

C) nHTepdpelic NnpuknagHbIX NporpaMmM v Nosb30BaTeNbCKUA MHTepdeiic. Ha pucyHke 1 nokasaH npumep
ypoBHeli 06paboTku. B aToM npumepe npuknafHoOin ypoBeHb 3N1eKTPOHHOW noanucu (bubnmoteka 3NeKTPOH-
HOW moAnucu, nporpamma 37eKTPOHHOW nognucu Wau nporpaMmma NpPoBepKU 3MEKTPOHHON nognucu) sBNA-
eTcsl ueneBoil CUCTEMOI ANA HACTOALLEro cTaHAapTa, a CnefyoLlmnii ypoBeHb, a Takxke kpunrtonposaiigep v
PKCS#11 K ueneBblM CMCTEMAM HE OTHOCATCA.

B NOK. npeaHa3Ha4yeHHOW ANA MCNONb30BaHMA B chepe 34paBoOXpaHeHus, npegnonaraercs, 4to. co-
rnacHo NognyHkTy 7.6.2.12 NCO 17090-3:2008. ycTpoiicTBa XpaHeHUs CeKpeTHbIX KAyeil, ncnonblyemble
nx Bnagensuammn, LOMKHbI COOTBETCTBOBATbL CTaHAapTam, YPOBEHb KOTOPbIX paBeH ypoBHi0 1 depepanbHoOro
ctaHpgapTta CWLIA FIPS-140-2 nnn npesbiwaeT ero. Kpome T0ro, cekpeTHble KUY MOTYT XPaHUTbCA He TOJIbKO
Ha cMapT-KapTax, Kak NokasaHo Ha pUCYHKe, HO Takxe Ha USB-TokeHax. B NPOrpaMMHbIX TOKEHax U T. 4.
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PucyHok 1— lMpumep cneumdmkalmm ypoBHei 06paboTkv 31EKTPOHHOW Nognncy

4.2 Tpouecc co3gaHusa

dopmaT 3N1eKTPOHHO MOAMMCH, ONNCAaHHbI B HACTOSILLEM CTaHJapTe, OCHOBaH Ha cneundukaynax yco-
BEPLIEHCTBOBAHHON 3/1€KTPOHHOI mognucu, npuBeAeHHbIX B cTaHAapTax opranusauun ETSI CAAES (CMS
Advanced Digital Signature ([5]]) m XAdES (XML Advanced Digital Signature ([6])).

B 3aBMCMMOCTM OT Ha3Ha4yeHUS INEKTPOHHOW MmognucKu B 3TUX cneundukaunsax onpepeneHsl pasHblie
hopmatbl, a UMEHHO:

- ES: dopmart, B KOTOPOM NpeAyCcMOTPEeHbl 3HaYeHWe 3/IeKTPOHHOW noAnucu, CoO6CTBEHHO AaHHble, a
TaKxe MHpopmayna o nognucaHTe;

- ES-T: pacwupeHune chopmata ES. B koTOpom gobaBfeHa MeTka BpeMeHW NOANNCK, NOSly4YeHHas oT A0-
BEPEHHOW Cnyx6bl BPEMEHN U KCNob3yemMasn ANA fokasaTebCcTBa MOMEHTa NOCTaHOBKM NOANUCK.

- ES-C: pacwupeHune popmarta ES-T. B KOTOpOM fo6aBneHbl CCbI/IKA Ha foKka3aTenbcTBa NOANHHOCTY.

- ES-X: pacwupexune popmata ES-C. B kKoTopom gobaBneHa 3alimMTa CCbI/IOK Ha goKasaTenbCcTBa Noa-
JINHHOCTK;

- ES-X Long: pacwupeHune chopmarta ES-C, B koTopom go6aBneHa nHgpopmaumnsa o6 ot3biBe ceptuduka-
TOB. Heob6xoaumas /11 NPOBEPKN NOANUCH;

- ES-A: cbopmart, B KOTOpbIN BKIOUYEHA apXMBHAA MeTKa BpeMeHu, npeAHasHavyeHHas Ans 3alnTbl nofg-
NUCU. METOK BPEMEHWN U1 [lOKA3aTeNbCTB NOASIMHHOCTH.

B3anmocBs3M pa3nnyHbiX TMNOB (hopMaTa 3/1eKTPOHHOW NoAnucK nokasaHbl Ha PUCyHke 2.
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ES-A
ES-XLong [BBACKWAABH
ES-C
ES-T
i ” [3HHNO
noKasa- ApxuBHas ApX1BHast
TenbCcTBa MOTKa MeTKa
noATAN»- BpemMeHu BpeMeHu
L

PucyHok 2 — Tunbl chopmarta 3N1eKTPOHHOW nognucu

B HacTofllem cTaHAapTe onucaHbl ToNbko npocdunn ES-T n ES-A. ipyrue hopmaTbl paccmatpusaroTcs
KaK NPOMeXyTouHble, NpeAHa3HayYeHHble ANA reHepupoBanna ES-T unu ES-A. n He BxogAT B 06/1acTb nNpu-
MEeHeHWs HacToAlLero crtaHjapTa.

dopmaT 3/M1EeKTPOHHOIM MOAMMCKM OCHOBAH Ha cneuugukaymax ycoBepLEeHCTBOBAHHOW 3/IEeKTPOHHON
noanucu, NpeanoxeHHbIX opraHunsauuneit ETSI. B HacTosweMm ctaHfapTe onucaHbl oopmat CAdES [[5]], oc-
HOBaHHbIN Ha cneundukaunn CMS (Cryptographic Message Syntax — cUHTaKcUcC Kpuntorpaduyecknx co-
o6ueHunii). n popmat XAdES ([6)]. ocHoBaHHbIW Ha cneyndukaumm XML Advanced Digital Signature (ycosep-
LWeHCTBOBAHHAA 3/1eKTPOHHaA noanucb XML-g0KyMeHTOE).

Mpodunb CAdES, onpegenstwowuin obasatenbMbie/Meobsi3aTesibHblO 3/1€MeHTbl, HeobxoaumMble AN
co3gaHua nognucu B hopmatax ES-T n ES-A. onucaH B 4.4: B 4.5 onncaH npodunb XAJES npegcraBneHus
thopmaTtoB ES-T n ES-A Ha A3blke XML.

4.3 Tlpouecc npoBepku

B HacTosiwem nogpasgene npvBeAeH KpaTkuii 0630p OCHOBHbIX MPOLLECCOB MPOBepku. B HacToswem
cTaHgapTe He npefycMOTPeHbl MeToAbl MPOBEPKM HeobA3aTeNbHbIX atpubyToB. Ecnu gaHHble noanucu co-
aepxart Heoba3zaTenbHble aTpubyTbl, TO OHW AO/KHbI NPaBUIbLHO MPOBEPATHCA B COOTBETCTBMM C APYrMMU
cneyuukaunamm, NoANTUKaMM UNN PyKOBOLCTBAMM.

4.3.1 Mposepka nognucu B popmate ES

4.3.1.1 Tpouecchl NnpoBepkn nognucu B hopmate ES

Hwnxe onncaHbl NpoLeccbl NPOBEPKM 3NEKTPOHHON nognucu B oopmate ES. Mopagok BbINOHEHUSA 3TUX
NPoLEeccoB He AO0/MKEH U3MEHATLCA (CM. PUCYHOK 3).

Mim mpka nognucn N1 dopmat» Es

MpoBepnTb NPaBUILHOCTbL hopMarta

' OMpPKTH €AprMIMMBT FPTHICAHTS

MpoBepuTbK @ M M noaseem
MmnpaaHnd BATOp nognnosnta

PucyHok 3 — lMpouecchl npoBepkn nognucy B hopmare ES

Mpoueccbl NPOBEPKM OCYLLECTBAAIOTCA CnefyoLmmm o6pas3om.

a) Mposepka hopmata AaHHbIX NOANNCK:
1) npoBepuTb NPaBW/ILHOCTbL hopmaTa 3N1eKTPOHHON NOANNUCH.

b) MpoBepka cepTudunkata nognucaHTa.

[ns npoBepku felicTBUTENbHOCTK cepTudmkata noAgnucaHTa BbIMOMHAIOTCA cnefyolime geicTBus:
1) BbINO/IHUTL NPOBEPKY LLeNoYkn cepTudnkaTos, onncaHHy B okymeHTe RFC 5280;
2) BbINOMIHUTL NPOBEPKY paclnpeHuniti ceptTudukaTa, npegycmoTpeHHbix B MOK 3apaBooxpaHeHms;
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c) [lpoBepka 3HavyeHus nognucu n ngeHTUudrkaTopa nognucaHTa.
Mpwn aToil NpoBepKe BbINOMHAKTCA cnefywoune 4eiCTBUS:
1) npoBepuTb 3HAYEHMEe NOAMUCK, UCNONb3YS OTKPbITLIV KU NoAnucaHTa,;
2) npoBepuTb UAEHTUDMKATOP NOANNCAHTA, YKa3aHHbIl B cepTudukare.
OO6bACHEHMA K yKa3aHHbIM Bbllie npoueccam npusefeHbl B NPUIoOXeHun A.
4.3.1.2 OnucaHue npoLeccoB NPoOBEPKMN
OnucaHue npoLeccoB NpoBepkn npusefeHo B Tabnmue 1

Ta6nuya 1— OnucaHne NpoLLeccoB NPOBEPKM

Mpouecc nposepku Onucaxune
a) Mposepka hopmata [10/KHO 6bITb NPOBEPEHO BbINOSIHEHUE CNEAYIOLLMX YC/TOBUIA:
AaHHbIX nognucn - CTPYKTYpa AaHHbIX NOANMCH COOTBETCTBYET YCTaHOBIEHHOMY chopmaTy;

- AaHHble nognucu cogepXxat BCe 3/IEMEHTHI, yKa3aHHbIe o06sa3aTenbHbIMU B npocpvme:
- HOMep Bepcun AaHHbIX noannucun npasuneH

b) Mposepka cepTuchnkata 1) Mposepka Lenoykn cepTucnkaTos onncaHa B JokymeHTe RFC 5280:
nognucaHTa - NOCTPOUTBL 1 MPOBEPUTL LIENOUKY CepTUNKATOB /18 cepTudukaTa nognmcaHta

2) MpoBepuTb pacLumMpeHns ceptudpmkaTa nognicaHTa, npegycmoTpeHHble B NOK 3apa-
BOOXPaHEHUS:
- peanmMsaummy HacTosALero craHaapTa AO/MxHbl ob6ecneunBaTb BbINOAHEHUE COYHKUMI
NPOBEPKN CNESYIOLLWX 3/IEMEHTOB:

- naeHTUukaTop NONMTUKN cepTudpukaummn, NnpuHaToit B MIOK 3apaBooxpaHeHns;

- 3HayeHue aTpubyTa hcRole, ykazaHHoe B cepTudmkarte noanucaHTa;
- MeToZA NPOBEPKN He BXOAUT B 061aCTb NPUMEHEHWS HaCTOsLWero ctaHaapTta. B npuno-
XEHUAX MOryT 6bITb BblopaHbl Hanbosnee noaxoasLme MeTopl

c) MpoBepka 1) MpoBepuTb 3HAYEHVE NOAMNMCU C MOMOLLbI0 OTKPLITOTO K/lto4ya NOANUCaHTA.

3HAYEHWs NOANUCK [JOMKHbI 6bITh BbINOJHEHBI ClefytoLye aeficTBUS:

1 ugeHTudmkaTopa - BbIYMC/IUTb X3LU-KOA MOAMMUCAHHBIX AaHHbIX U y6eAuTbCs, UTO OH COBMAAAeT C Xall-
noanucaHTa KOAOM COOGLLEHMS, YKa3aHHbIM B NOANMCH;

MEHU;

- NPOBEpPUTL 3HaYeHWe NoANucH 1 NOANUCAHHBIX aTPMBYTOB, UCNOMb3YA OTKPLITLIA KoY
nognucaHta

2) MpoBepuTbL COOTBETCTBIE MAEHTUUUMPYIOLLEl MHGhopMaLWK, YKa3aHHOI B cepTudm-
Kare nognvcaxra:

- y6eamnTbCSs, UTO MAEHTU(MKATOP NOAMUCAHTA COBMNAaeT ¢ aTpubytamu cepTudukara
noAnMcaHTa, CoAepXalMMICS B AaHHbIX NOAMNUCK

4.3.2 TpoBepka nognucu B popmate ES-T

4.3.2.1 Tpoueccbl NnpoBepkn nognucu B popmate ES-T

B HacTosiwem nogpasgesnie onvcaHbl NPoLEecchl MPOBEPKM 3/1EKTPOHHON nognuck B hopmate ES-T.
MopsAAOK BbIMOMIHEHUS 3TUX NPOLLECCOB HE A0/KEH U3MEHATbLCA. CM. PUCYHOK 4.

Mpoueccbl NPOBEPKN OCYLLECTBNATCA cnefyowmnm o6pa3om:

MpoBepka MeTKM BpeMeHn nognuncu:

1) npoBepuTb cepTUdMKaT LOBEPEHHON CAYXObl, NPefoCTaBNAOLWEA MeTKA BpeMeHN NOANNUCH;

2) NpoBEPUTbL 3HAYEHME NOANUCK METKW, NOSYYEHHON OT 3TOW CNyX6bl;

3) NpoBEpPUTb OTNEYaTOK COOBLLEHNS B METKE BPEMEHU.

MpoBepka AeNCTBUTENbHOCTN NOANUCU HA MOMEHT, yKa3aHHbIi B METKE BPeMEeHM:

1) y6eanTbcsa, 4TO NOANUCHL NoAnucaHTa 6bina gelicTBUTENbHAA HA MOMEHT, yKa3aHHbIl B MeTke Bpe-

2) npoBepuUTb MPUEMIEMOCTb JOBEPEHHOIO YAOCTOBEPSIOLLETO LEHTPA.
YkasaHHbl€ Bbllle NPOLECChl Pa3bACHAIOTCSA B MPUIOXKEHUN A.
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4.3.2.2 OnucaHne nNpoLeccos NpoBepku
OnucaHne nNpoLeccoB NPoBepky NpusBeaeHo B Tabnuue 2.

Tabnuya 2— OnucaHne NPOLECCOB NPOBEPKN

Mpouecc nposepku

a) MpoBepka MeTKM
BPEMEHM NOANNCH

b) MpoBepka chopmarta
ES Ha MOMEHT meTkun
BpeMeHu nognucu

Onvicanve

1) MpoBepuTb cepTudmKaT AOBEPEHHON CNYX6bl, NpefoCcTaBsAoLLEel METKM BPEMEHN NOf-
nmem.

[lo/mKHbI BbITh BbIMOMHEHBI CrieAyioLLMe AeNCTBISA NPOBEPKN:

- NIPOBEPUTb LLENOYKY CepTmnkaToB B COOTBETCTBUM C AO0KymMeHTOM RFC 5280:
-ybeanTbCs, YTO cepTUdMKaT [OBEPEHHOW CNyX6bl BPEMEHW COAEPXWUT pacluMpeHHbI
K04 UCMOJIb30BaHNA B LiENsX NpefocTaB/IeHns METOK BPeMeH!

2) MposepnTb NOANUCH [,OBEPEHHON CNYXObl BPEMEHUW, NPefoCTaBNsAoLEeN METKA BPEMEHN.
MpoBepuTb 3HAUYEHME NOANNCY METKN BPEMEHU, UCTIONb3YS OTKPLITBIN K04, CogepXatuics
B cepTudhrkaTe JOBEPEHHON CNYXObl BpeMeHM

3) MpoBepuTbL 0TNEYATOK COOBLLEHNSI B METKE BPEMEHN:
- BbIYMC/IUTb X3LLU-KOZ NOAMMCYU NognucaHTa n y6eauTbesl, YTO OH COBMNAAAET C OTNEYaTKOM
CO06LIEHNsI B METKE BpeMeHU

1) MpoBepuTb chopmaTt ES Ha MOMEHT METK/ BPEMEHMW NOANUCK:
- NPOBEPUTb, YTO cepTudhmKaT nognucaHTa Obln AECTBUTENEH HA MOMEHT, yKasaHHbIi B
MeTKe BPeMeHMN NOANUCH.

2) MpoBepuTb NpUemMneMocTb JOBEPEHHOTO YAOCTOBEPSIOLLErO LieHTpa:

- NpoBepka NoANMCY MOXET BbINOMHATLCS CNYCTA A/IMTENBHOE BPEMS NOC/e CO34aHNs faH-
HbIX B thopmaTte ES-T. B MOMEHT ee NpoBepKn A0BEPEHHbIV Y0CTOBEPSIOLLMIA LIeHTp, Aeii-
CTBUTE/bHbI HA MOMEHT CO34aHUs MOANUCU, MOXET OKa3aTbCs 3aKPbITbIM UM CKOMNPOME-
TUPOBAHHBIM.

B aTOM cnyyaB MpoBepAOLWMIA [O/MKeH ybeauTbca B NPUEMIEMOCTU YLOCTOBEPSIOLLErO
LieHTpa:

- HarmpumMep, NoAnNMCaHT ¥ NPOBEPSIOLLMIA MOMIM 3aK/OUNTL CornalleHvie 06 yaoCcToBepsio-
LEeM LEeHTpe (K NpuMepy, B BuAe MNOMMTUKM MOLMUCU) U KOHTPONMPOBATL €ro BbINOSHEHNE
[ONA 3aWmnThl OT KOMIpomeTaumn YL, nm6o nposepstoLLmii MOXeT 06paTUTLCA K JOBEPEHHOIA
TpeTbell CTOPOHE, KOHTPONUPYIOLLEH MCTOpWIo MHCGopMaLuM O MPOBEPKE CepTUCMKATOB.
3TN MeTofbl He BXOAAT B 06/1aCTb NPUMEHEHNS HacTosLLero cTaHaapTa
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4.3.3 TlposopHa nognucu B popmate ES-A

4.3.3.1 Tpouecchl npoBepkn nognucu B hopmate ES-A

B HacToswwemM nogpasgesnie onvcaHbl MPoLEcchl NPOBEPKU 3NEeKTPOHHOI nognucu B hopmate ES-A. Mo-
PAAOK BbINOSIHEHUA 3TUX NPOLECCOB HEe A0/KEH U3MEHATLCA. CM. PUCYHOK 5.

Mpoeepka nognucu B dhopmate E M
M[IM]u» vmnuMw Niwnjii mij Niiii Yeyw T aLLMUSA im MTULHM

MpMiins nAOMHAoL VA W TT N MBaLpKT™ LY L M L& AAVCTAMTB/IbHBCra
ap T NT L MOHMMCXKTH

MIMVTEM KT LEMVIVINXLLLLIM K KVILLIFT MILSOIA

IMLWANA UNHEM

Mposepus nognucu B dpopmare E8-T
nxwmnwiiwwemiHmvneii

Y AuynbCUUTRKYPN AWM ppth ok T oW
Ww'm w r, yawimMmbl! muart qammm!

Mpop>p— nognucu a chapmm» EB
MpiisMarmer L m m BB N @UN*r*

> FYHapnb bunn|— 1NKyynkTa

MpOMPBLM M H 1N BYTOH
NMNAMTBIOTOPBAUMHTA

PucyHok 5 — TMpouecchl npoBepkn nognucy B hopriate ES-A

Mpouecchbl NPOBEPKM OCYLLECTBASAIOTCA CAefyloWum o6pasom:

a) MNpoBepka nocnegHelt apxMBHO METKN BPEMEHM.

MpoBepuTb, 4YTO NOCNEAHAS apXnBHasA MeTKa BPeMeHMN felicTBUTeNlbHA HA MOMEHT NPOBEepPKN MOANNCHK:

1) npoBepuTb cepTUdMKaT JOBEPEHHON CNyx6bl, NpefoCTaBUBLLE NOCNEAHION apXMBHYIO MeTKy Bpe-
MeHH;

2) npoBepuTb NOANNCHL AOBEPEHHO CNyX6bl, NpefoCTaBUBLLIEN NOCNEAHIOI apXNBHYIO METKY BpeMEeHH;

3) npoBepuTbL COOTBETCTBUE NOC/eAHel apXNBHOW METKM BPEeMEHMN W LefieBbIX JaHHbIX MeTK/ BPeMEeHMN.

b) MpoBepka NpeAblfyLNX apXMBHBIX METOK BPEMEHU, €CIN TaKkoBble ecTb.

MpoBepuTb, YTO MeTKa BpeMeHU 6blfia feiCTBUTEeIbHOW Ha MOMEHT apXUBMPOBAHNUS NOANNCAHHbBIX AaH-
HbIX:

1) npoBepuTb cepTUdUKaAT JOBEPEHHOI CNYXObl, NPeAOCTaBUBLLEN apXNBHYIO METKY BPEMEHMU:

2) NnpoBepuTb NOAMUCH AOBEPEHHOI CNyX6bl, NPeAoCTaBMBLLEN apXUBHYIO METKY BPEMEHH:

3) NnpoBepuUTL COOTBETCTBME aPXMBHOW METKM BPEMEHU U LeNeBbiX faHHbIX METK/ BPEMEHH,

4) npoBepnTb, YTO AOBEPEHHbBIA YA0CTOBEPAIOW NI LLEHTP apXMBHON METKM BPEMEHN NPUEMIEM.

c) Mposepka MHOpMaLnn o0 feiiCTBUTENbHOCTH cepTudmkaTa nognucaHTa:

1) npoBepuUTb AENCTBMTENLHOCTb LLENOYKM CepTUNKATOB, apXMBMPOBAHHOW B flaHHbIX O AeicTBUTENb-
HOCTU cepTudukara:

2) NnpoBepuTb NPNEMNEMOCTb JOBEPEHHOIO YAOCTOBEPSAIOLWEro LeHTpa;

3) npoBepuTb AENCTBUTENbHOCTbL MHDOpMauun 06 oT3biBE CepTUIUKATOB, BKAOUYEHHON B AaHHble O
felicTBUTeNbHOCTU cepTudukaTa,;

4) npoBepuTb NPUEMNIEMOCTb JOBEPEHHOTO YAOCTOBEPSIOLLEro LeHTpa, npefocTaBmBLIEro NHdopma-
Lo 06 0T3biBE CEPTUNKATOB:
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d) MpoBepka MeTkn BpeMeHU NoAnucu.

MpoBepuTb NPUEeMIEMOCTb METKU BPEMEHW NOANUCHK:

1) npoBepuTb, YTO MeTKa BPEMEHW NOANUCK Oblnia 4eNCTBUTENbHONW HA MOMEHT apX1MBUPOBaHUS;

2) NpoBepuTb NPMEMIEMOCTbL JOBEPEHHOIO YA0CTOBEPAIOLWEr0 LeHTpa, yKa3aHHOro B MeTke BPEMEHU
noanucu.

e) MpoBepuTb NPaBUNbLHOCTb AaHHbIX JopmaTa ES Ha MOMEHT, ykasaHHbIi B MeTke BpeMeHW NoAnucu:

1) npoBepuTh, YTO AaHHble chopmaTa ES 6biin felicTBUTENbHbI HA MOMEHT, YKa3aHHbIl B MeTKe BpemMe-
HU NOANUCH.

2) NpoBepPUTL NPUEMNIEMOCTb JOBEPEHHOTIO Y0CTOBEPSAIOLWEr0 LLeHTpa.

0 MpoBepuTb NPaBWUIbHOCTL NOPsiika MOMEHTOB METOK BPEMEHW M MOMEHTOB BbiNycKa MHopMauun o6
0T3blBE CEPTUCINKATOB.

O6BbACHEHUA K yKa3aHHbIM Bbllle npoueccamM npusBefeHbl B NPUA0OXeHUun A.

4.3.3.2 OnucaHne nNpoueccos NPOBEPKK

OnucaHue npoLeccos NpoBepku NpuseaeHo B Tabnuue 3.

Ta6nuya 33— OnucaHue NPoOLECCOB NPOBEPKU
[Mpovecc nposepkn OnvicaHre

a) Mposepka nocnegHeii ap- 1) MpoBepuTb cepTUMKaT [OBEPEHHON CNyX6bl, MPEAOCTaBMBLUEK MOCNEAHIOH
XMBHOW METKU BPEMEHM apXMBHYIO METKY BPEMEHM
[JomxHbI 6bITb BbINOJHEHDI CriefytoLLve AeliCTBUS NPOBEpKY:
- NPOBEPUTH AeliCTBUTENBHOCTL CEPTUCMKATA HA MOMEHT NMPOBEPKY:
- y6eanTbesl, YTO CepTUIMKAT [OBEPEHHOI CNYX6bl BDEMEHU COAEPXMT PacLUMpPeHHbIN
K/H0Y MCMO/b30BaHUA B LENAX NPeAoCTaBeHUs METOK BPEMEHM

2) MNpoBepuTb NOANUCH fOBEPEHHOI CNYXObI, NPpeAoCTaBMBLLEN NOC/IEAHIO apXUBHYHO
MeTKy BPEMEHM:

- NPOBEPUTBL 3HaYEHMe NOANMNCY METKWN BPeEMEHU, MCMO/b3ys OTKPbITBINA KoY, cogepxa-
LMiicsa B cepTudprkaTe AOBEPEHHON CNYXObl BpEMEHN

3) MpoBepuTb 0TNEYaToK COOBLLEHUA B METKE BPEMEHU:
BbIYMCANTB X3LU-KOZ, LieneBbIX Mosieid apxvea 1 y6eanTbes, YTO OH COBMaZaeT C oTne-
YaTKOM COOOLLEHUA B METKE BPEMEHMU

b) Mposepka npeApigylielit 1) MpoBepuTb cepTudUKaT SOBEPEHHOV CNyxObl, NPefoCTaBMBLUEA apXMBHYIO METKY

apX1BHON METKN BPEMEHW, BpeMeHMU:

€C/n TaKkoBas MMeeTcs - NpoBepUTb AelicCTBUTENBHOCTL CepTUdMKaTa JOBEPEHHOI CyxObl, NpeaocTaBmBLLEl
apX1BHYIO METKY BPEMEHU B MOMEHT, yKa3aHHbIi B apX1BHON MeTke BPeMeHn npegpl-
[lyLLero nokoseHus.
CBA3b C MOMEHTOM NPOBEPKK MoKa3aHa Ha pUcyHke 6

2) MpoBepuTb NOANUCH AOBEPEHHOI CNYXObI, NPEAOCTABVBLLEV apXUBHYH METKY BPEMEHU
3) MpoBepuTb COOTBETCTBME apPXMBHOW METKM BPEMEHM U laHHbIX OTrnevartka

4) MpoBepUTb, YTO AOBEPEHHbIN YAOCTOBEPSIOLLMIA LLEHTP apXMBHON METKW BpPeMeHu
npuemnem:

- AelicTere cepTudmKaTa yAoCTOBEPSIIOLWENO LeHTPa MOr/I0 3aBEPWNTLCA K MOMEHTY
NPOBEPKY aPXMBHON METKU BPEMEHH;

- UyTO6bI NPOBEPUTL AENCTBUTE/NLHOCTL 3TOMO CepTudMKaTa, cneayeT y6eantscs B ero
nPUeMNemMocTy y YA0CTOBEPSIOWEro LeHTpa. COOTBETCTBYIOLME METOALI He BXOAAT B
06/1aCTb NPUMEHEHNS| HACTOSALLErO CTaHAapTa

c) MNpoeepka uHpopmaumn 1) NMpoBepuTb AEACTBUTENBHOCTb LIENOYKY CEPTUCIMKATOB, apXMBUPOBAHHON B AaHHbIX
0 [eliCTBUTEeNIbHOCTN CEPTU- O AeCTBUTENIbHOCTU cepTudmkaTa
thukata nognvcaHTa
2) MpoBepuTb NPMEMIEMOCTb JOBEPEHHOTO YAOCTOBEPSIOLLErO LEHTPA, BbINyCTUBLIEro
cepTudimkat



OkKoH4aHue Tabnnubl 3

[MpoLiecc nposepkn

d) MpoBepka MeTkn Bpeme-
HW NoAnncK B MOMEHT nep-
BO apxvBHON MeTKu Bpe-
MeHM

e) MNpoBepka AeicTBUTENb-
HOCTW MoANMCYU nognucaHTa
Ha MOMEHT MeTKW BPeMeHW
noanucu

0 MpoBepka nopagka Mo-
MEHTOB BPEMEHM 1 1X COOT-
BETCTBUA
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OnvcaHvie

3) MNpoBepuTb AeiCTBUTENLHOCTL MHOPMaLMK 06 OT3biBE CepTUAIMKATOB, BK/OYEH-
HOVA B JaHHblEe O eliCTBUTENIbHOCTY cepTuduKaTa:

- CpaBHWTbL BpeMs Bbinycka NHopmauumn 06 0T3biBe CEPTUDNKATOB C BPEMEHEM apXu-
BMPOBaHWA U criegyeT y6eanTbes, YTo aTa HhopMauusa npuemnema

4) MpoBepuTb NPUEMIEMOCTb AOBEPEHHOIO YAOCTOBEPSIIOLLENO LEHTPA, NPefOCTaBMB-
Lero nHchopmaumio 06 oT3biBe CEPTUMNKATOB:

- cnefyeT y6eamuThCs, UTO YA0CTOBEPSAIOWMIA LEHTP, BbINyCTUBLUMIA cepTudmkar, KoTo-
pbIM NognvcaHa MHgopMauus 06 oT3biBe, Obl1 NPUEM/IEM Ha BPeMsi MPOBEpku Aeit-
CTBUTENLHOCTY 3TOrO cepTudimkara

1) MpoBepuTb, YTO MeTKa BPEMEHN NognucK 6bina AeicTBUTENbHON B MOMEHT NepBoii
APXMBHOW METKN BpEMEHM:

- BbINOIHUTb NPOLeAypY, ONMCaHHyto B HacTosLel Tabnuue, ANA MOMEHTa NepBoit ap-
XVWBHOI METKM BpemMeHW. MpoBepbTe, YTO cepTucthmKaT AOBEPEHHON CNyXObl BPEMEHN
6b111 AeNCTBUTENIbHLIM B MOMEHT MEPBOI apXMBHOW METKU BpeMeH!

2) MpoBepuTbL NPMEMSIEMOCTb AOBEPEHHOTO Y/0CTOBEPSIIOLLETO LIEHTPA, YKa3aHHOrO B
METKE BpeMeHU Nognmcy:

- feiicTBuEe cepTudmkata yA0CTOBEPAIOLErO LEHTPa MOF/I0 3aBEPLUMTLCS K MOMEHTY
NPOBepKM cepTudmKaTa nognmcaHTa;

- 4yTOGbl NPOBEPUTL AEWCTBUTENLHOCTL CepTUMKaTa YA0CTOBEPSIIOLLErO LeHTpa, cie-
fyeT y6eauTbCs B €ro NPUEMIEMOCTU Y YAOCTOBEPSIOLLETO LieHTpa. COOTBETCTBYIOLLME
METOAbI HE BXOAAT B 06/1aCTb MPUMEHEHUS! HACTOALLETO CTaHaapTa

1) MposepuTb MOANMCHL MOAMMCAHTA Ha OCHOBE MpoLeAyp, ONMCaHHbIX B MPUIOXe-
HUM A. MCNosb3ys MHopmaLmio 06 0T3biBE CEPTUCHMKATOB, NPOBEPEHHYIO C MOMOLLBIO
npouecca c). Cnefyet ybeanTbea, 4To cepTudmkaT noanucaqTa 6bin feiicTBuTeNneH Ha
MOMEHT MEeTKV BPEMEHW Noanmcy

2) MpoBepUTL NPMEMSIEMOCTL KOPHEBOTO A0BEPEHHOTO YAOCTOBEPSIOLLENO LIEHTpa Lie-
MOYKM CEPTUCNKATOB, NOCTPOEHHOM ANs cepTudmkaTa noanucaHTa:

- fieiicTBYUE cepTUdmKaTa yA0CTOBEPAIOWErO LEHTPA MOTO 3aBEPLUMTLCS K MOMEHTY
MpPOBepKM cepTUdmKaTa NognImMcaHTa;

- 4yTOGbl NPOBEPUTL AENCTBUTENBHOCTL CepTUMKaTa ya0CTOBEPSIOLLErO LeHTpa, y6e-
AMTEChb B ero NPUeMIEMOCTH Y YA0CTOBEPSIIOLLETO LieHTpa. COOTBETCTBYHOLLME METOAbI
He BXOAAT B 06/1aCTb NPUMEHEHUSI HACTOSALLETO CTaHAapTa

MpoBEPUTL COOTBETCTBME MOMEHTOB BPEMEHU, HE YUYACTBYIOLMX B ONUCAHHOM BbilLe
npovecce:

- cnefyet y6eauTbes B NpaBnsibHOM COOTBETCTBUN MOMEHTOB METOK BPEMEH NOANUCY
1 APXUBHbBIX METOK BPEMEHM
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PurcyHok 6 — CBA3b MOMEHTOB BpPeMeHMW Npu npoBepke nognucy B ghopmate ES-A
(B cnyyae [BYX apXMBHbIX METOK BPEMEHH)

4.4 Cneuundukauna CAJES

B HacTosiwiem nopgpasfene onucaHbl Tpe6oBaHWS K CO34aHUI0 MM NPOBeEpKe AaHHbIX, COOTBETCTBYHO-
wmx cneyndukaumm CAdES.

B Tabnuue 4 onucaHbl CBA3U npoduneil, onpeaeneHHbiXx B HacCTosAWEM cTaHaapTe, a B Tabnvue 5 onu-
caHa CTpyKTypa fjaHHbIX, COOTBETCTBYOWMX cneundukaumm CAJES. B Tabnuuax 6. 7 n 8 onucaHbl npodunu,

onpepeneHHble B HacTodAwem cTaHaapTe, a B Tabnuue 9 — anemeHTbl faHHbIX, B3siTble U3 cneu,mcpmxau,mm
CAdES.

4.4.1 Mpocnnb 4ONTOBPEMEHHOW nognucu

YToO6bl 3/1€KTPOHHAA NOANUCL Morna 6biTb NPpOBEpPeHa CnycTsa A/INTeNlbHOe BPeMs Nocsie ee co3faHus,
[O/MKHO 6bIThb MAEHTUDULUPYEMO BPEMS NOAMNUCKU, NMPU 3TOM AO/DKHbI BbISABAATLCSA BCE HECAHKLMOHNPOBAaH-
Hble M3MEeHeHUsA NOoANUCaHHbIX AaHHbIX, BKAYas cybbekT uHdopMmauumn n ceefeHns o6 oT3biBe cepTudum-
katoB. Kpome Toro, fo/mkHa obecneunsaTbca MHTeponepabenbHoCTb. B HacToswem ctaHgapTe npuBefeHbl
onpefeneHus cnepywlwmnx AByx npodunei, yaoBneTBOPAOLWMUX NpeablaywnM TpeboBaHusaM, npeabasise-
MbIM K cneundukaynam CAdES:

a) Mpocunb CAJES-T

Mpochunb, OTHOCALWMIACS K reHepauun n npoBepke AaHHbIX, COOTBeTCTBYOWMUX cneyndukaynn CAJES-T.

b) Mpodunb CAJES-A

Mpochunb, oTHOCAWMIACA KTEHEPALUMN 1 NPOBEPKE AAaHHbIX, COOTBETCTBYHOLWMX cneundukaynn CAJES-A.

Ha pucyHke 7 nokasaHbl OTHOLIEHUS MeXAY AaHHbIMUK, COOTBETCTBYOWMMU cneuyndukaunam CAJES-T
n CAJES-A.

10
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Apm»<n KI're* gpO»Cm
PucyHok 7 — OTHOLLEHUS Mexay AaHHbIMK, COOTBEeTCTBYOWMMY cneyundnkaumam CAJES-T n CAJES-A

4.4.2 TpeactaBneHne cteneHn obasaTenbHOCTU

B HacTosilem cTaHfapTe onpejenieHbl cneayolne MeToAbl NpeAcTaB/ieHns CTeneHn 06a3aTenbHOCT
(kak npohunsa) Kaxaoro anemMeHTa, Bxoasawero B coctaB gaHHbiXx CAJES-T n CAdES-A:

a) O6s3atenbHbin (O)

D/IeMeHTbl, Y KOTOPbIX CTeNeHb 06513aTeIbHOCTU paBHa «O», fO/KHbI GbiTb peann3oBaHbl. Ecnun Takoii
3/1eMeHT MMeeT HeobA3aTeNlbHble NOAYNHEHHbIE 3/1IEMEHTHI, TO XOTSA 6bl OAWUH U3 HUX AO/KEH GbITb BbIOPaH.
060l 3neMeHT, UMeLWNA CTENEHb 0653aTeNIbHOCTU «O» U ABNAKOWMIACA NOAUYNHEHHBIM 3/IEMEHTOM HEOOS-
3aTesIbHOro 3/1eEMeHTa, A0/IKEH OblTb BbIOpaH, ec/iv BbibpaH 3TOT He06s3aTe IbHbI 3/1EMEHT.

b) Heo6s3aTenbHblii (H)

Peannsauns anemMeHTOB, Y KOTOPbIX CTeNeHb 06A3aTeNbHOCTU paBHa «H». ocTaBfieHa Ha ycMOTpeHue
paspaboTumka.

c) YcnoBHblit (Y)

Peannsauns sanemMeHTOB, y KOTOPbIX CTeMeHb 06A3aTeNbHOCTU paBHa «Y», ocTaB/fieHa Ha yCMOTpeHue
paspaboTumka. [,o/kHbl 6bITb COCTaB/IEHbI AeTallbHble cneyndurkauum o6paboTkm N6HOro afemeHTa co cre-
neHblo 06a3aTenbHOCTU «Y». Hanpumep, pas3paboTyuk npegoctaBnseTt cneyudukaunm Takmx 371eMeHTOB,
packpbiBas 06bsiBfieHMe NocTaBLlMKa O COOTBETCTBUM U NpunoxeHne Kk Hemy (cm. MCO 14533-1:2012, npwu-
noxexue A, nnn MCO 14533).

d) 3anpeLeHHblii (3)

DNeMeHTbl C YPOBHEM 06A3aTeNbHOCTU «3» He AO0/IKHbI NPUCYTCTBOBATb B AaHHbIX. [pn nposepke 3a-
NpeLeHHbI 31IEMEHT MOXET UTHOPMPOBATLCS.

4.4.3 Mpocunb CAAES-T

CocTtaB anemeHTa ContentJnfo npeacrtaBneH B Tabnuue 4.

Ta6nunya 4 — CoctaB anemeHTta Contentinfo

rnemeHT O6s3aTeNbHOCTL 3HaueHve
ContentType (0] Id-s»gnedData
Content (e} SignedData

CocTaB anemeHTa SignedData npegctasneH B Tabnuue 5.

Tab6nuuya 5— CoctaBanemeHTa SignedData

3nemMeHT Obs3aTeNbHOCTL 3HaveHve
CMSVersion (0]
DigestAlgorithmlidentifiers (0]
EncapsulatedContentinfo (@]
—eContentType (0]

1n
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OkKoHuaHve Tabnuubl 5
Inement O6n3aTensHOCTL 3HaueHne

—eContent H
CertificateSet (certificates)
—~Certificate
—AttributeCertificateV2
—OtherCertificateFormat
RevocationinfoChoices (crls)
—CertificateList

—OtherRevocationinfoFormat

O K I I w w I =T

Signerinfos

—single

=y

—parallel

I

CoctaB anemeHTa Signerinfo npeactaBneH B Tabnuue 6.

Ta6nuya 6— Cocrtas anemeHTa Signerinfo

OnemeHT O6A3aTeNbHOCTL 3HauyeHue

CMSVersion

o

Signerldentifier
—IssuerAndSerialNumber
—SubjectKeyldentifier
DigestAlgorithmlidentifier
SignedAttributes
SignatureAlgorithm

SignatureValue

© 0o oo 0T T O

UnsignedAttributes

CocTaB anemeHTa SignedAttributes npegcTtasnen B Tabnuue 7. Bce 3neMeHTbl NOANUCLIBAEMbIX U He-
noagnuncbiBaemMmblX anVl6yTOB, He nepeyucneHHble B Ta6ﬂV|LlaX 7wn 8. AO/TKHbI UMETb CTeNEeHb 065a3aTesibHOCTH
«Y».

Ta6nuya 7— CoctaB anemenTta SignedAttributes

Inement 06s3aTeNnbHOCTL 3nauenve
ContentType M

MessageDigest M

SigningCertificateReference M

—ESSSignmgCertificate H»)

—ESSSigningCertifrcateV2 H*)

—OtherSignmgCertificate 3

12
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OKoHYaHue Tabnuubl 7

SneveHT O6s3aTeNbHOCTbL 3HaveHve
SignatureAlgorithmldentifier Yy
SigningTime H=>
ContentReference Yy
Contentldentifier y
ContentHint Yy
CommitnrentTypeIndicate Yy
SignerLocation Yy
SignerAttnbute Yy
ContentTimestamp y

a>[lomkeH 6bITb BbibpaH M60 anemeHT ESSStgningCertificate. nm6o anemeHT ESSSkjningCerlificateV2.
b' EC/iM anemeHT He peain3oBaH, ero MOXHO UrHOPMPOBATb.

LononHuTeNbHble HenognucbiBaeMble aTpubyTbl NpeAcTaseHsl B Taénuue 8.

Ta6nuua 8— [lononHUTENbHbIE HEMOANMCHLIBAEMbIE aTPUGYThI

onemeHT O653aTeNbHOCTb 3HaueHune
Countersignature H
Signing-time o}
— SignatureTimestamp (0] MeTka BpemeHw, onpefeneHHas B

nokymeHte RFC 3161
—Time-Mark n T. . 3
4.4.4 TNMpodunb CAJES-A
Mpocdunb CAJES-A onpegeneH kak pacwmpernHas copma npoduna CAJES-T, K KOTOpoii fob6aBneHbl

HenoanucbiBaemble atpubyTbl, NpUBeAeHHble B Tabnuue 0. Bce a1€MeHTbl, He nepeyncneHHbie B Tabnuue 9,
[O/KHBI UMETb CTENeHb 0653aTENbHOCTU «Y».

Ta6nuua 9 — [ONoSHUTENbHbIE HENOANMCLIBAEMbIE aTPUGYThI

onemeHT 0O6A3aTeNbHOCTb 3HauveHune

CompleteCertificateRefs (0]

(H npun nposepke)
CompleteRevocationRefs o

(H npw nposepke)
—CompleteRevRefs CRL H
—CompleteRevRefs OCSP H
—OtherRevRefs 3
Ccblflkn Ha cepTUdhmKaTbl aTprbyToB 3
CcbInKn Ha aTpubyThbl OT3bIBa 3
CertificateValues o]
—CertificateValues H

13
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OkKoHuaHve Tabnuubl 9

OnemeHT O6sA3aTeNbHOCTb 3HaueHune

—Certificates (cepTucukaTtbl, KOHTPOMPYEMbIE AOBEPEHHOM 3

CNyX60¥)

RevocationValues (0]

—CertificateList H

—BasicOCSPResponse H

—OtherRevVals 3

—WHdpopmauusa 06 0T3biBE, KOHTpONMpyemas [0BepeHHol 3

cnyx6oi

CAdES-C-timestamp 3

Ccbinka Ha cepTudmkaTbl 1 CMUCKU OT3biBA C METKaMn Bpe- 3

MeHM

ApxusuposaHue (o]

—ArchiveTimestampV2 id-aa-48 H MeTka BpemeHu, onpefeneHHas
B flokyMeHTe RFC 3161

—ArchiveTimestamp id-aa-27 H MeTka BpemeHu, onpegeneHHas
B flokyMeHTe RFC 3161

—TimeMark n 7. g. 3

4.5 Cneuyndukauns XAdES

B HacToswwem nogpasaene npuBefeHbl geTanu Tpe6oBaHmnii K reHepaLmm 1 NpoBepKke 31eKTPOHHON noa-
nucuK. cooTBeTCTBYHLWEN cneyndurkaynn XAdES.

Moapasgen 4.5.1 copepxut o630p npodunein, onpefeneHHbIXx B HacTOALWEM cTaHfapTe, a B nogpas-
pene 4.5.2 nokasaHa CTpykTypa, cooTBeTcTBytowas cneyudunkaumm XAdES. B nogpasgenax 4.5.3. 4.5.4 n s
Tabnuue 14 npuBefeHbl TpeboBaHUA K NPonasAM.

4.5.1 Onpegensiemble Nnpounan 4ONTOBPEMEHHO nognucu

YTo6bl 3/1€KTPOHHAA NOANUCL MOrna 6bITb NPOBEPEHA CNYCTA ANUTENIbHOE BPEMA MOC/e ee Co3[aHus,
[o/KHa 6bITb 06ecnevyeHa MHTeponepabenbHOCTb. [JOMKHO 6bITh MAEHTUQUUMPYEMO Bpemsa Nognucu, npu
3TOM A0/KHbI BbIABNATLCA BCE HECAHKLMOHUPOBAHHbIE U3MEHEHUSA NOANUCAHHBIX AaHHbIX, BKIOYaa Cy6bekT
nHhopmaumm n ceefeHna o6 oT3biBe cepTudukatoB. B HacTosAwem ctaHgapTe npuBefeHbl onpegeneHuns
cnefywwmx AByx npodunieii, yaoBneTBopsaoLWmnX npeabligywuMm Tpe6oBaHam, npeabaBasieMbiM K cneundm-
kaumam XAdES.

a) Mpocunb XAdES-T

Mpodunnb, oTHOCALWMIACA K TeHepaLuuy 1 NpoBepKe AaHHbIX, COOTBETCTBYOLW KX cneundgukaymm XAdES-T.

b) Mpodunb XAJES-A

Mpocunb, oTHOCALWMICA K reHepauuy M NPOBEPKe AaHHbIX, COOTBETCTBYKOLWMUX cneundukaymm XA-
dES-A.

Ha pucyHke 8 nokasaHbl OTHOLIEHUS MeXAY AaHHbIMW, COOTBETCTBYOLWMMY cneyndukaymam XAJES-T
n XAdES-A.

14
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Apowu noTw BpAMMM

PncyHok 8 — OTHOLLEHUA MeXay AaHHbIMW, COOTBETCTBYOLWMMU crieuundmkaumam XAJES-T n XAJES-A

4.5.2 TMpeactaBneHne cTeneHn oba3aTesnbHOCTU

B HacTofWweM cTaHgapTe onpejeneHsl cnegywumne Metoabl NnpeAcTaB/ieHns cTeneHn 06a3aTebHOCTN
(kak npodhnna) Kax[oro anemMeHTa, Bxogawero B coctas AaHHbIX XAdES-T n XAdES-A.

a) O6sa3artenbHblii (O)

ONeMeHThl, Y KOTOpbIX cTeneHb 06s3aTeNbHOCTY paBHa «O», AOMKHbI 6bITb peann3oBaHbl 6e3 owmnboK.
Ecnun Takoli aneMeHT umeeT Heobs3aTeNbHble NOAYMHEHHbIE 3/IEMEHTbI, TO XOTA OGbl OAUH W3 HUX [OJIKEH
6bITb BbiGpaH. /1106011 aNeMeHT, UMelLWnii cTeneHb 06a3aTeNbHOCTU «O» U ABNAKLWNIACA NOAYNHEHHBIM 3/e-
MEHTOM Heob6A3aTeNbHOro 3aeMeHTa, A0XeEH ObliTh BbIOpaH, ecnun BbibpaH aTOT HeobA3aTeNbHbIN 3NeMeHT.

b) Heo6s3aTenbHblit (H)

Peanusauns anemMeHTOB, Y KOTOPbIX CTeNeHb 0643aTeNbHOCTM paBHa «H». ocTaB/ieHa Ha yCMOTpeHue
paspaboTunka.

c) YcnoBHbli (Y)

Peanusauma snemMeHToB, y KOTOPbIX CTEMeHb 06A3aTeNbHOCTM paBHa «Y», oCTaB/ieHa Ha YyCMOTpeHue
paspaboTunka. [Jo/mxHbl 6bITb COCTaBNEHbI feTabHble cneuundurkaymm o6paboTkn N060ro afemMeHTa co cTe-
neHbl 06sA3aTeNnbHOCTU «Y». Hanpumep, pa3paboTyuk npegoctaBnseTt cneyumdukaunm Takmx 31emMeHTOB,
packpbiBas 06bsiB/ieHMe NOCTaBLiMKa O COOTBETCTBUM U NpunoxeHne Kk Hemy (cm. MCO 14533-1:2012. npwu-
noxenwve A. unn NCO 14533).

d) 3anpeweHHblii (3)

DNeMeHTbl C ypOBHEM 06A3aTeNbHOCTU «3» He A0/KHbI NPUCYTCTBOBAThL B AaHHbIX. [pn npoBepke 3a-
npeLleHHbI 3aN1eMeHT MOXET UTHOPMPOBATLCA.

4.5.3 Tpe6oBaHusa Kk NpefCcTaB/EHU0 NOANUCKA B COOTBETCTBUU cO cneyundmkaymnein XAJdES-T

Bce anemeHTbl, He nepeuncreHHble B Tabnuuax 10. 11, 12 n 13. foMXHbI MMeTb CTeneHb 06sA3aTenb-
HOCTU «Y>».

Ta6nuuya 10— 3nemeHT Signature

JnemMeHT unun aTpueyTt O6s3aTenbHOCTb Ycnosue
ATpubyT ID anemeHTa ds:Signature O (cm. npumevaHve 1)
ds:Signedinfo (0]

—ds:CanonicalizabonMethod Cl4n
—ds:SignatureMethod
—dereference
—ds:Transforms
—ds:DigestMethod

—ds:DigestValue

O O O o 0 o o

ds: SignatureValue

15
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OkoHuaHve Tabnuuybl 10

SneMeHT unu atpubyT O6s3aTeNbHOCTb Ycnosue
ds:KeylInfo H (cm. npumevaHve 2)
ds:Object (0]

MpumevaHnsa

1 ATpnbyT He ob6si3aTeneH B cneumdmkaummn XML Signature, Ho 06s13aTeneH B cneumdmkaummn XAdJES.

2 [omkeH npucytcTeoBaTb NMM60 anemeHT ds:Keylnfo. nn6o anemeHT SigningCertificate (cm. Tabnuuy 12). Ecnn
BblbpaH anemeHT ds:Keyinfo (o6a3ateneH B cneundumkaumm XAdES v1.1.1), To anemeHT AaHHbix X.509. onpegenex-
HbIi B cneuymdomnkaumm XML Signature, fO/KeH ObITb BK/TIOUYEH KakK Cy6aneMeHT.

Tabnuya 11— 3nemeHT Object

AnemenT O6s3aTenbHOCTL Ycnosue
OualifyingProperties (0] B atpubyTe target 4O/HKHO ObITb yka3aHO 3HaveHue aTpnbyTa
KO anemeHTa Signature
—SignedProperties O
—UnsignedProperties H
OuatifyirigPropertiesRefemce y

Ta6nuuya 12— dnemeHT SignedProperties

OnemeHT O653aTeNbHOCTL Ycnosue
SignedSignatureProperties (0]
—SigningTime H (cm. npumeyaHve 1)
—SigningCertificate H (cm. npumevanmns 1 n 2)
—SignaturePolicyldentifier y

—SignatureProductionPlace
—SignerRote
SignedDataObjectProperties
—DataObjectFormat
—CommitmentTypelndication

—AJlIDataObjectsTimeStamp

K K K K K K K

—IndividualDataObjectTimeStamp

MpumevaHusa
1 ATpnbyT ob6s3ateneH B cneyundukaumm XAdES v1.1.1.
2 [lonxeH npucyTcTBoBaTh M60 anemeHT SigningCertificate. 6o anemeHT ds:Keylnfo (cm. Tabnmuy 10).

Ta6nuuya 13— AnemeHT UnsignedProperties

SnemenT O6s3aTeNLHOCTL Ycnosune
UnsignedSignatureProperties (0]
—~Countersignature H
—Trusted signing time (0]
—SignatureTimeStamp O MeTka BpemeHu, onpegeneHHas BaokymeHte RFC 3161at

16



OkKoHuaHue Tabnnubl 13

OnemeHT O6sA3aTeNbHOCTb
—TimeMark nnu gpyroii metop, 3
UnsignedDataObjectProperties Yy

FOCT P NCO 17090-4—2016

Ycnosue

a>l/Icnonb3yeTcs cneundurkauns MeTkv BpeMeHu, onpegeneHHas B gokyMmeHTe RFC 3161. noCKosbKy MeToabl
nonyyeHnss METKN BPEMEHW, ee coXpaHeHust B JaHHbiX hopmaTa XAdES 1 MeTof ee NpoBepkn CTPOro onucaHbl B

cTaHgapTax.

4.5.4 TpeboBaHWA K NnpeACcTaBNEHUIO NOANUCKM B COOTBETCTBUU CcO cneundukaunein XAJdES-A

Mpocdunb XAdES-A onpegeneH kak pacwupeHHas cdopma npocdunsa XAJES-T. CTteneHb ob6asatenb-
HOCTW KaxAoro anemeHTa, BXoAsliero B aieMeHT UnsignedSignatureProperties. onpefeneHHoro B cneyugu-
Kkaumm XAdes u npuBefeHHOro B Tabnuue 14, fonxHa COOTBETCTBOBATb 3TOW Tabnuue. Ecnu aneMeHT He
BK/IIOYEH B 3Ty Tab6auLy, TO OH AO/KEH UMETb CTEMEeHb 0683aTeNbHOCTN «Y».

Tab6nuuya 14 — dnemeHT UnsignedSignatureProperties
INeMeHT M MeTop 06paGoTku

CompleteCertificateRefs
CompleteRevocationRefs
—CRLRef
— OCSPRef
—OtherRef
AttributeCertificateRefs
AttributeRevocationRefs
SigAndRefsTimeStamp
—HepacnpegeneHHas obpaboTka
— pacnpegeneHHas obpaboTka
RefsOnlyTimeStamp
—HepacnpegeneHHas o6paboTka
— pacnpegeneHHas obpaboTka
CertificateValues
—EncapsulatedX509Certificate
—OtherCertificate
—CepTudukaTbl, KOHTPOIMPYEMbIE JOBEPEHHO CNyX60M
RevocationValues
— CRLValues
—OCSPValues
—OtherValues

—VIHhopmauusa 06 0T3biBE, KOHTPO/IMPYEMas [JOBEPEHHO
cnyx6oi

AttrAuthoritesCertVahjes

AttributeRevocationValues

O6s3aTeNbHOCTL
H (cm. npumevaHmne 1)
H(CM.npmmeuaHme1)
H

H

Ycnosue
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OkoHuaHve Tabnuubl 14

JremeHT Win MeTog, 06paboTku O6s3aTeNbHOCTL Ycriosvie
ApxuBupoBaHue (0]
—ArchiveTimeStamp O
—HepacnpegeneHHas 06paboTka o MeTka BpemeHu, onpepeneH-

HasA B fokyMeHTe RFC 3161a
— pacnpegeneHHan obpaboTka 3
—TimeMark unn gpyroii metop,

Noboe HenmognucbiBaeMoe CBOWCTBO NOANUCK, OnpeenieH- y
Hoe B N06oIi Apyroii Bepcum cneundmkaummn XAdES

a lVcnonb3yetcs cneyndukauus METKM BpemeHu, onpegeneHHas B fJokymeHTe RFC 3161. NocKosnbKy MeToAbl
MoJly4YeHVss METKN BPEMEHU, ee COoXpaHeHWs B AaHHbix dropmata XAJES n meTog ee npoBepku CTPOro onucaHbl B
cTaHfapTax.

MpumevaHnsna

1 ATpubyT 0b6sa3arteneH B cneundukayum XAJES v1.1.1.

2 KypcuBoM BblfefieHbl METO/bl 06paboTKu.

3 OnemeHTbl AttrAuthoritiesCertVaJues. AttributeRevocationValues. HepacnpegeneHHas obpaboTka u pacnpe-
[eneHHas obpaboTka He onpegeneHbl B Bepcuax cneundvkauym XAdES vI.1.1 nv1.2.1. SnemeHTbl AttributeCertifica-
teRefs n AttributeRevocationRefs Takxe He onpegeneHbl B Bepcumn v1.1.1.
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MpunoxeHne A
(cnpaBoyHoe)

Llenesble cueHapum

A.1 Kateropuu uenesbiX cueHapnes

ONeKTPOoHHbIe NoAnucK f06aBNASIOTCA K UCXOLHBIM 3/1EKTPOHHBIM AaHHbIM B LieNIsiX HeocnopumocTi. B nosceaHes-
HOI1 fleAiTeNIbHOCTY B cpepe 3[paBOOXPaHEHNS MOXHO BblAEUTL CreAytoLiMe KaTeropum Lenesblx CLieHapres:

a) 9/1eXTPOHHbIE NOANMCY AOKYMEHTOB, OTNPAaB/ISEMbIX BHELLIHUM OpraHmM3auysim, Hanpumep HanpasneHus (MHdop-
Maums 06 0OCMOTpe NaumeHTa 1 ero JieHeHUn) 1 MHhopMaLns 0 NIEYEHNN:

b) 3N1EKTPOHHAs NOANUCH 4151 LieNiell 9N1eKTPOHHOTO XpaHeH!s JOKYMEHTOB B TEUEHNe CPoKa, yCTaHOB/IEHHOTO feil-
CTBYIOLLIMMN HOPMATUBHLIMU [OKYMEHTaMu;

C) 9N1EKTPOHHAsA NOANWUCH APYTNX BHYTPEHHUX [OKYMEHTOB, Hanpumep pesy/bTaToB 1abopaTopHbIX TECTOB U Mpo-
TOKO/I0B /lyHeBbIX MCCMe0BaHWI;

d) aneKkTpoHHasn NoAnuch, fo6aBNeHHAs K 3/1eKTPOHHbLIM KOMUAM BYMadKHbIX JOKYMEHTOB, MOJyYEHHbIX C MOMOLLbIO
CKaHMpOBaHW:

€) aNeKTPOHHAas NOAMUCH XXypHa/IoB JocTyna.

N5 Kak[oro U3 aTuX KNaccos NPUBOAUTCS COOTBETCTBYIOLLWIA CLEeHapuii, NpecTaBnAoWmiA CO60i TUNMYHBIA Npu-
Mep. a He NoJsIHoe onucaHue.

A.1.1 DNeKTPOHHbIE NOANNCK [JOKYMEHTOB, OTNPaB/IAEMbIX BHELHUM OpraHu3aumam

MeauLMHCKMe opraHmsauyn HanpasasoT BHELIHVM opraHm3auuamM pasfinyHble JOKYMeHTbl («pacnedatku»). [ns
nepefaun BHELLHNM OpraHnsaLuamM crefytoLye 4oKyMEeHTbI O/DKHbI GbITb MpeobpasoBaHbl B 3/1EKTPOHHBIN hopmar:

- BbINVCHON 3MUKPU3;

- 3anpoc BbINUCKN U3 MEULIMHCKON KapTbl:

- Hanpas/eHue;

- 3aMpoc MeAVLIMHCKOW KapTbl:

- pe3ynbTaTbl KIMHUYECKOTO UCTIbITaHUS.

Mpy npeobpasoBaHnN 3TVX AOKYMEHTOB B 3/1EKTPOHHBIA hopmaT nofgpasymeBaeTcs WX AUTEIbHOE XPaHeHWe.
CneposaTesnibHO, B 3TOM C/ly4Yae MOXET NpUroguTbCs AONTOBPEeMeHHas 3/1eKTPOHHAs NOAMUCH, ONUCaHHas B HACTOSILLEM
CTaHaapTe. Huke nprBefeHbl TUNNYHbIE CLEHapun ee NPUMEHEHNS K pasHbIM TUNam [JOKYMEHTOB.

BbINMCHOM 3aNUKPKU3, BbINUCKA U3 MEANLMHCKOW KapThbl

Mposepka AeliCTBUTENbHOCTN 3/IEKTPOHHOI NOAMUCK MOXET NoTpe6oBaThCsl, KOr4a Ha CTOPOHE MoslyvaTens He-
06XxoAMMOo onpefennTb aBTOPCTBO [OKYMEHTa, a Takke Takue aTpubyTbl ero asTopa, Kak ouLMasibHO MPUCBOEHHas
KBampmkaums.

Mpu NnpeobpasoBaHnmn 3TUX JOKYMEHTOB B 3/1EKTPOHHYI0 hOpMy fo6aBneHne 31eKTPOHHO NOANMCY NO3BONSET Mo-
nyuaresiio 6e3 Tpyfa onpeaennTb aBTOPCTBO AOKYMeHTa 1 Ty MHhopmMauuio 06 asTope, KoTopas nepejaeTcs B aTpuoyTte
npodheccroHanbHoli ponn hcRole. Takum 06pa3om, 3TOT CLEeHapWiA IOKET BbITb 4OCTATOYHO 3PAEKTUBHBIM.

Hanpasnexve

B mMeAMUMHCKMX opraHusauusx, npefocTaBasowmX KIMHUYECKYI0 MHChOpMaLIMIo APYrMM OpraHu3auusaMm, Hanpas-
NeHne. BblAaHHOE MauyeHTy CTaLMOHapOM WM KAWHUKOW, JO/MKHO ObiTb MOAMNMCAHO BpayoM WM 3aBEPEHO Meyarbio
opraHusaumu. MNpu npeobpasoBaHnn Hanpas/eHNst B 3/1EKTPOHHYI0 hopMy TpebyeTcsl Takke 3/1eKTPOHHAsA nognunck. Ha
CTOpOHE noslyyaTensi He06X04MMOCTb NPOBEPKV 3M1EKTPOHHOV NMOAMUCH MOXET CyLLeCTBOBaTb CTO/b A0/T0, CKOJbKO 3TO
Hanpas/feHve y Hero xpaHutcs. Takum 06pa3om, 3TOT CLEeHapuii IOXET BblTb JOCTATOUHO SP(EKTUBHBIM.

3anpoc BbIMUCKN 13 MeAULMHCKOW KapTbl

3TOT CLieHapuii onuckbiBaeT nepegavy NauueHTy BbIMUCKW U3 €ro MeAULMHCKO KapTbl. Mo aToMy cueHapuio meau-
LIMHCKas opraHusaums nepejaeT nayneHTy nHdopmaumio, 4To TpebyeT Kak obecneyeHus ee ayTeHTUYHOCTH, Tak 1 ycu-
NIEHHOrO CBOMCTBA HEOCNOPUMOCTU. TakuM 06pasom, 3TOT CLeHapuii MOXET 6bITb OCTATOYHO 3EKTUBHBIM.

Pe3ynbTarbl KIMHMYECKOTO UCMbITAHUA

Korpa pe3ynbTarhbl KIIMHUYECKOro UCMbITaHWA CO34at0TCA B 3/1eKTPOHHOM (hopme, To 06paboTka NepcoHasbHOW MH-
chopmaumm AomKHA OCYLLECTBNATLCA B COOTBETCTBAM C HOPUANYECKUMI TPe6OBaHNAMY, MPUHATLIMU B A@HHOI cTpaHe.
Tak kak pe3ynbTaTbl KIMHAYECKNX UCTIbITaHUI JO/MKHbI XPaHUTLCA ANTENbHbIV CPOK, TO ByAeT nonesHa AoMroBpeMeHHas
3/IEKTPOHHAA MOANUCL, ONUCaHHAaA B HACTOALLLEM CTaHfapTe.

A.1.2 DneKkTpoHHasa NoANUChL ANA XPaHEHUs LOKYMEHTOB

Hanpumep, K uncsny [OKYMEHTOB, XpaHeHNe KOTOPbIX TPebyeTca ANOHCKAM 3aKOHOAATE/IbCTBOM, OTHOCATCS:

- MefuUMHCK1e KapTbl (BedyLumecs Bpayamu, HanpuMmep ctoMarosioramMmn U T. 4.);

- NcTopuu poJos (BedyLUpecs akyliepamu);

- MHCTPYKLMM NO 3y60npoTe3npoBaHmnio (NpegHasHayeHHble 3y6HbIM TeXHUKaM);

- KapTbl BbI30Ba CKOPOVi MOMOLLM (3aMo/IHAeMble Bpayammn nv penibaliepamy CKopoii MoOMOoLLy):

- IHEBHVIKM yyeTa paboTbl Bpaya CTOMAaTO/0ra-opToA0HTa;

- KapTbl Sly4eBOIl Harpy3ku (BefyLimecs peHTreHoabopaHTamu);
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- peuenTbl (BbINUCbIBAEMblE BpaYamu):

- AHEBHUKM onepauuii (B cTauuoHape):

- cTaTUCTUYECKMe KapTbl BbIOLIBLUMX U3 CTaLMoHapa.

CueHapum oLMpOBKM 3TUX JOKYMEHTOB paccMaTpuBaloTCs crefyoLmm obpasom. B obLiem cnyyae HopMaTuBHbIe
CPOKM MX XpaHeHWs NPeBbILLAaOT CPOKW AeliCTBUA cepTUUKaTOB 3/1eKTPOHHON NOANMCY, HO BO3MOXHOCTb NPOBEPKU MOJ-
nucy fosmkHa 6bITb 06ecneyveHa B TeUEHWe BCEro Cpoka xpaHeHus. [ins aToro TpebyeTcsa [0/TOBPEMEHHAsA 3/1EKTPOHHASA
noAnuCb, ONNCaHHan B HACTOSILLIEM CTaHfapTe.

[lOKyMEeHTbI, XpaHeHMe KOTOPbIX pernaMmeHTupyeTca 3akoHoAaTeIbCTBOM

[ins 3TUX 4OKYMEHTOB A06aB/IeHNe 3/1eKTPOHHON MOAMNCYU pernamMmeHTMpyeTCs 3aKoHoAaTeIbCTBOM.

B 3TOM cnyuae ucnonb3yeTca cnegytowan npoueaypa fobasneHns 31eKTPoOHHOM Nognucu:

- NpV co3JaHnn JOKyMeHTa fo/mkHa ObITh fo6aBIeHa 31eKTPOHHAasA NoANVCh aBTopa:

- PN XpaHeHWn NOAMUCAHHOTO AOKYMEHTa [O/KHbl 6blTb O6ecneyeHbl LEenoCTHOCTb M HeOCMOpUMOCTb €ero
cofepxaHus.

[lOKyMEeHTbI, XpaHeHNe KOTOPbIX He perfnaMeHTUpyeTcsa 3akoHoA4aTeNbCTBOM

MocKosbKY 3TV [OKYMEHTbI XPaHATCA He B CBA3W C TpeboBaHMAMM 3aKoHO4aTeIbCTBa, TO fo6aBNeHNe K HM d/1ek-
TPOHHOWM NOANNCK He ABNSETCS HeobxoauMbIM. OfHako AnA obecneyeHus LenoCcTHOCTU U HEOCMNOPYMOCTU CoAepXaHNs
pekoMeHfyeTCsl UCNoJIb30BaTh 3N1EKTPOHHY0 nognuck. Mpoueaypa Ao6aBneHns 31eKTPOHHOM NoOANMCK Ta Xe. 4To 1 Ans
[OKYMEHTOB, XpaHeHWe KOTOPbIX perfaMmeHTUpyeTcs 3aKoHO4aTeNbCTBOM.

A.1.3 3nekTpoHHas NOANUCH APYrNX BHYTPEHHNX AOKYMEHTOB

K HUM OTHOCATCA Te BHYTPEHHWE [OKYMEHTbI, KOTOpPbIE He OTHOCATCA K YMC/Y TeX. XpaHeHWe KOTopblX TpebyeTca
[eliCTBYIOLLMM 3aKOHOAATeNIbCTBOM. K Takum [OKy(/leHTam MOryT OTHOCUTBLCA pesysbTaTbl TabopaToOpHbIX TECTOB W MPO-
TOKO/bl /IyHYEBbIX UCCNENOBAHWNA, UCNOMb3yeMble TOMbKO ANA BHYTPEHHUX HYX[, MEeAULMHCKMX opraHusauuii. Xotsa s
Taknx [OKYMEHTOB MOXeT OCYLLeCTBAATLCA Psf, NPOBEPOK, OHWN He 06si3aTeNbHO paccMaTpUBatOTCS Kak CaMOCTOSTe b-
Hble, MOCKONbKY B MEAMLMHCKUX OpraHn3auunax CUCTEMbl BBOAA 3akasoa’nepefaun pesy/bTaToB SABASHOTCSA BCTPOEHHbIMU
KOMMOHEHTaMI CUCTEM BefEHVS 3/IEKTPOHHOM MEeAMLIMHCKON KapTbl. B 31eKTPOHHOM NoAnMcK Takmx [JOKYMEHTOB MOXET
6bITb MCNONBL30BaHO 3HaYeHWe aTpnbyTa npodpeccrnoHanbHoi ponn hcRole «3akas» (contracts).

A.1.4 3neKTpoHHas NOANUCH, f06ABNEHHAA K 31EKTPOHHbLIM KOMUAM 6YMaXKHbIX JOKYMEHTOB, MOyYEHHbIX
C MOMOLWbI0 CKAHUPOBAHUA

Mpu Nnpeo6pasoBaHNN MeANLIMHCKON KapTbl B 3/1EKTPOHHYIO (DOPMY C MOMOLLbIO CKaHepa 1306paxeHuii n nocneay-
IOLLIEM YHUUTOXEHUMN UCXOLHBIX BYMaXHbIX JOKYMEHTOB onepaTtop (v agMUHUCTPATOP) AO/HKEH NognucaTb NoyYeHHbI
3/1EKTPOHHBI 06pa3, YTOObI NPUHATH Ha Ce651 OTBETCTBEHHOCTL 3@ ayTEHTUYHOCTb MHDOPMALIMKA. DNEKTPOHHbIE MeAULIVH-
CKve KapTbl JO/DKHBI NPOBEPATLCA Ha NpeaMeT BO3MOXHON thanbcudmkaumu. Mpu npeobpaszoBaHny ByMaxHbIX MeULMH-
CKMX KapT B 3/1eKTPOHHY0 (hOpMy HeobxoauMa 60/1ee BbICOKasi CTeNeHb A0BEPUS K Lienoyke aBTopu3aLmm no CpaBHeHMo
CO CnyyaeMm, Korfa MeguumHCKan kapTa nsHavyasibHO CO34aeTcs B aN1EKTPOHHON dhopme.

A.15 3nekTpoHHas NoANUChb XypHanos goctyna

XKypHasbl 4OCTyna K 3NeKTPOHHbIM MEAULMHCKUM KapTaMm cogepxar 60/blune 06beMbl faHHbIX. Te 3anmcy XypHa-
0B [OCTyNa, CPOK XpaHEHNs KOTOPbIX MpeBbILaeT YCTaHOB/IEHHOE 3HaYeHKe, AOMKHbI apXMBMpOBaTLCs. Bo nsbexaHve
hanbcudmkaumm apxmBrpoBaHHbIX 3anvceli XXypHasioB AOCTyna MOXeT TpeboBaTtbes, YTOObl OHW OblIM NoAMMcaHbl cu-
CTeMHbIM aAMUHUCTPATOPOM.
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MpunoxexHne A
(cnpaBo4Hoe)

CBefleHNs 0 COOTBETCTBUMN CCbINIOUYHbBIX MEXAYHAPOAHbLIX CTAHAAPTOB
HauMoHaNbHbLIM cTaHgapTam Poccuiickoit deagepauunn

Ta6nuuya OA1

O603HaUEHME CCbITOHHOrO CrerneHb O603Ha4eHVIe N HaMMEHOBaHKE COOTBETCTBYIOLLIETO HALWIOHa/IbHOrO
MeXayHapoaHOro CTaHdapTa COOTBETCTBUA CTaHgapTa
ISO 17090-1:2008 HOT FOCT P NCO 17090-1—2009 «MHhopmaTu3auus 300poBbs. NHdpa-
CTPYKTYpa C OTKPbITbIM KoHoM. YacTb 1. CTpykTypa 1 ob6Lue cee-
AeHNA»
ISO 17090-3:2008 HOT [OCT P MCO 17090-3—2010 «/HhopmaTusaums 3goposbs. NHdppa-

CTPYKTypa C OTKPbITbIM K/to4oM. HacTb 3. YnpasneHue noamtvkamm
LieHTpa cepTudmKaLm»

MpumeyaHune — B HacTosiLei TabnmLe UCMONb30BaHO CrefytoLLee YC0BHOE 0603HaUYeHNe CTeNeHn co-
OTBETCTBUS CTAHAAPTOB;
- FOT — uaeHTUUHbIe CTaHAAPTbI.
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