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HAUVWOHANBbHbBIN CTAHOAPT POCCUWNCKOW OSGEALEPALUMN

TENEBWAEHWE BEWATE/IbBHOE LIM®POBOE

ANropnTMbl CKpeMOINPOBAHUA KOHTEHTa cnyx6 DVB-IPTV, ncnonb3yowmnx TpaHCNOPTHbIE MOTOKK
MPEG2

OCHOBHbIE NapameTpsbl

Digital Video Broadcasting. Content Scrambling Algorithms
for DVB-IPTV Services using MPEG2 Transport Streams. Basic parameters

[aTa BBefeHusa — 2017—06—01

1 O6nactb NpUMeEHeHUs

HactosAwwin ctaHgapT onpegenseT cneundmkaumm ckpeMbarpoBaHna KOHTEHTa pacnpocTpaHaeMbIX B
cetsx DVB-IPTV ycnyr peasnbHOro BpeMeHN ¥ yCayr OCTaBKU KOHTEHTa Mo 3anpocy Ha 6a3e TpaHCMOpTHO-
ro notoka MPEG2. Takxe faHHblii cTaHAapT onpegenseT Tpe6oBaHNA K CUrHanusaumm, Kotopas no3sBonset
obecneynBaTb CMCTEMaM YCNOBHOIO A0CTyna v cuctemam LpoBOro ynpaseHus npasamu 3aluty CBOero
KOHTEHTa npu NCNo/b30BaHNN MeTOA0B CKPeMOIMPOBaHNSA, ONUCaHHBIX HUXE.

TpeboBaHMA HACTOALLErO CTaHAapTa cnegyeTt yuntbiBaTb Npy paspaboTke, U3roTOBMEHUM U IKCnyaTa-
uum obopyposaHusa DVB-IPTV.

2 HopmaTuBHble CCbI/IKU

B HacToseM cTaHAapTe UCMOMb30BaHbl HOPMATUBHbBIE CCbIJIKU Ha criegylolme ctaHaapTbl:

FOCT P 52210 TeneBugeHue BelaTenbHoe LudpoBoe. TepMUHBI U onpeaeneHus

FOCT P 52591 Cwuctema nepefauyv AaHHbIX Monb3oBartesnis B LMPOBOM TesIEBU3NOHHOM hopmarTe.
OCHOBHble napameTpbl

FOCT P 54994 TeneBugeHue BewiatenbHoe uudposoe. Mepegaya cnyx6 DVB no ceTtsam ¢ IP npoto-
konamu. O6Line TexHnyeckme TpebosaHus

NMprumeyaHune — MNpu NONb30BAHWN HACTOSLLMM CTAHAAPTOM LieN1ecoo6pasHO NPOBEPUTL JECTBUE CCbITOYHbIX
CTaHAapTOB B MH(DOPMALMOHHOI cucTeMe 06LLero nosib30BaHUs — Ha ouLManbHOM caiiTe deaepasnbHOro areHTCTBa no
TEXHWYECKOMY PETYIMPOBAHUIO Y METPOIOTMN B CETU VIHTEPHET UMK NO EXEro4HOMY UH(DOPMAaLMOHHOMY yKa3aTento «Ha-
LMOHaNbHbIE CTaH4APTbI», KOTOPbIN 0Ny6MKOBaH MO COCTOSIHUIO HA 1 AHBaps TeKyLLero roaa, v no Bbinyckam exemecsy-
HOro MH(OPMALMOHHOTO yKa3aTens «HaunoHanbHble CTaHAAPTbI» 3@ TEKYLW NI roA. EC/IM 3aMEHEH CCbINIOYHbIN cTaHAapT,
Ha KOTOpbIii fJaHa HeJaTMPOBaHHAsA CCbifka, TO PEKOMEHAYeTCs UCNOb30BaTh A4eNCTBYIOLLYI0 BEPCUIO 3TOr0 cTaHAapTa
C YUETOM BCEX BHECEHHbIX B JaHHY0 BEPCUIO M3MEHEHUI. ECNIM 3aMEHEH CCbIJIOYHbINA CTaHAApPT, Ha KOTOPbI AaHa aatu-
poBaHHas cchifika, TO PeKOMEeHAYeTCsi UCNO/b30BaTh BEPCUIO 3TOTO CTaHAApTa C yKas3aHHbIM Bbille T0f0M yTBEpPXAeHUs
(npuHsATMS). ECnn nocne yTBEPXAEHNSI HACTOSALLEr0 CTaHAaPTa B CCbIJIOYHBIA CTAHAAPT, HA KOTOPLIA AaHa AaTMpoBaHHas
CCbIfIka, BHECEHO U3MEeHeHWe, 3aTparuBatoLLee nonoxXeHne, Ha KOTOpoe AaHa CChi/ika, ro 3To NOJIOKEHNEe PeKoMeHayeTcs
NPUMEHSTL 63 yueTa JaHHOrO U3MeHeHUsi. EC/IM CCbITOYHbIN CTaHAapT OTMEHEH 6e3 3aMeHbl, TO NOJIOXEHWE, B KOTOPOM
[laHa CCblika Ha Hero, peKOMeHAYeTcsl NPUMEHATL B YACTM, He 3aTparnBaloLleii 3Ty CChifKy.

3 TepMuHbI, onpeaesieHNsa N CoKpaLleHusA

3.1 B HacTosLwweMm cTaHAapTe npuMeHeHbl TepMuHbl no FTOCT P 52210. FOCT P 52591. TOCT P 54994,
a Takxe cnefyolme TepMUHbI C COOTBETCTBYOLWUMN ONpeseneHnsamu:

3.1.1 anroputm ckpembnuposaHus (scrambling algorithm): Anroputm Ha ocHoBe Wwndpa, ucnonbaye-
MbIil 409 WNPOBaHNA ayAN0BU3YaslbHOTO U CONYTCTBYHOLWWEro KoHTeHTa DVB.

M3paHue oguymansHoe
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3.1.2 annapaTHO-OpPMEHTUPOBAHHbIN anropuTm ckpembnuposaHus (hardware-oriented scrambling
algorithm): AnropuTm, KOTOPbIA Nerko peainsyeTca annapartHo Ha crneuvanu3mpoBaHHOM 060pyA0BaHUM 1
aTa peanusauna okasbiBaeTcs apdekTBHEe, Npolle W AelleBsie, YemM ero nporpaMMHas peanvsaumsa Ha
npoLeccopax 06Lero NpyMeHeHus.

3.1.3 obwwnini anroputm ckpemb6nupoBaHnsa Bepcumu 1 (Common Scrambling Algorithm version 1;
CSAL): YcTpoiicTBO, annapar Win mexaHusm (peasim3oBaHHOE Kak annapaTtHoe Wau nporpaMMHoe CPefcTBo),
pa3paboTaHHOe UK cneuranbHo afanTMpoBaHHOE, NOTHOCTLI0 MM YaCTUYHO, Aenatolee HeBO3MOXHON ans
BOCMPUATUA Kakyl-NnnMbo COOTBETCTBYIOLLYIO TEKYLUM CTaHAapTam yCnyry nytem npuMEHEHUs TeXHO/0rvm
ckpembnvpoBaHusa CSAL. a Takke NobbIX MogndMKaunii 1 MOgepHU3aL WA 3TOl TEXHOMOMMKU, 1 3Ta ycnyra
MOXeT 6bITb AeckpeMb/impoBaHa obLeil geckpeMobmpyoLwein cuctemoit B goopme, ofobpeHHol PykoBoas-
wum cosetom DVB no craHgaptam.

3.1.4 obwwnin anroputm ckpemb6aupoBaHusa Bepcum 3 (Common Scrambling Algorithm version 3;
CSAB3): YcTpoiicTBO, annapar uin MexaHnsm (peasimsoBaHHOE Kak annapaTtHoe uau nporpammHoe CpeacTBo),
pa3paboTaHHOe UK cneuyanbHO afanTMpoBaHHOE, NOTHOCTBIO MW YaCcTUYHO, AenaloLee HeBO3MOXHOM ANns
BOCMPUATMA KakKyl-Nn1Mbo COOTBETCTBYIOLLYIO TEKYLUM CTaHAapTam ycryry nytem npuMeHeHUs TeXHOM0rvun
ckpembnmpoBaHms CSA3. a Takke No6bIX MogMUKaLMiA 1 MOAEPHMU3ALMIA 3TO TEXHONOTMK, W 3Ta ycnyra
MOXeT 6bITb AeckpembanpoBaHa obLein aeckpeMbmpyoLwein cuctemoit B gpopme, oaobpeHHol PykoBoas-
wum cosetom DVB no ctaHgaptam.

3.1.5 nporpaMMHO-OpPUEHTUPOBAHHbI anropuTm ckpembnupoBaHus (software-oriented scrambling
algorithm): Anroputm, KOTOpbI 1erKO peann3yeTcs kak annapaTHO Ha cneuuannsmpoBaHHOM 060pyLoBaHUN,
Tak 1 MporpaMMHO Ha rpoueccopax o6Lwero npuMeHeHus, 1 obe peannsauunn okasbiBaoTcs 3PMEKTUBHBIMU.

3.1.6 wudp (cipher): Anroputm, ncnonb3yemslit A obecnevyeHns KOHPUAEHUNANBHOCTN 3/1EMEHTOB
[JaHHbIX onpeAeneHHoro pasmepa.

3.2 B HacTosilieM cTaHAapTe NpUMEHeHbI CreayoLmne CoKpaLleHns:

AES — ynyulleHHbIli cTaHgapT wudposanus (Advanced Encryption Standard):

CBC — cuenneHue 6nokos wugpa (Cipher Block Chaining);

CISSA — 06wWuii NporpaMmMHO-OPVYEHTUPOBAHHBIA anropuTM ckpembanposanus IPTV (Common IPTV
Software-oriented Scrambling Algorithm);

CSA— o6uwuin anroputm ckpemb6aupoBaHus (Common Scrambling Algorithm);

CSA3 — ob6wuii anroputm ckpemb6nuposaHus Bepcun 3 (Common Scrambling Algorithm version 1);

CSA3 — o6wuii anroputm ckpembnuposanus Bepcun 3 (Common Scrambling Algorithm version 3);

DVB — TenesugeHve BewaTensHoe uugposoe (Digital Video Broadcasting):

ETSI — EBponeiickuii MHCTUTYT NO CcTaHgapTu3auuu B 06nactm TenekommyHukauuii (European
Telecommunications Standards Institute);

IPTV — TenesewwaHue no npotokony NHTepHeT (Internet Protocol Television);

MPEG — akcnepTHasa rpynna no ABUXYLLEMYCA N306paxeHunto, CTaHAapT CXaTusa BUAEO- U ayanofaH-
HbiX (Moving Picture Experts Group);

PES — nakeTn3upoBaHHbI 3iemeHTapHbIi noTok (Packetized Elementary Stream):

TS — TpaHcnopTHbIi noTok (Transport Stream);

uimsbf— yenoe 6e3 3Haka, cTapLUunii 3Havawmin 6UT nepsblii (unsigned integer, most significant bit first);

XRC — ycToiiumBsblil Wngp paclmpeHHon amynsauumm (extended emulation Resistant Cipher).

4 OCHOBHbIE MOSTIOXEHUS

HacTosAwwii ctTaHgapT onpegensieT Asa annapaTHO-OPUEHTUPOBAHHbIX anroputMa CkpemMo6aMpoBaHns v
OAMH NPOrPaMMHO-OPUEHTMPOBAHHbBIN anropuTM CKpembanpoBaHus, NpegHasHauYeHHbIX A8 KOHTeHTa IPTV,
nepegaBaemMoro B KoHTeliHepax MPEG2-TS. CooTBeTCTBME 060pyA0BaHNsA fJaHHOMY CTaHAapTy cnefyeT cun-
TaTb BbINO/IHEHHbLIM, €C/IN B HEM MCMO/Ib30BaH XOTA Gbl O4WH 13 aNrOpUTMOB.

B kauecTBe onpegeneHvin annapaTHO-OPUEHTUPOBAHHOIO M MPOrPaMMHO-0PUEHTUPOBAHHOTO anropuT-
MOB CKpembMpoBaHusa cnefyeT cuutarb cnefyroLme nosoxeHus:

- annapaTHO-0pPVEeHTMPOBAaHHbIN aNropuTM CKPeM6MpOoBaHNA peainsyeTca NCKIYMTeNIbHO annapaTHo
Ha cneuuann3npoBaHHOM 060pyAoBaHNM U JO/KEH obecneunBaTb HEOGXOAUMYIO MPOU3BOAMTENBHOCTL A15
BCeX 06LMX yCnoBuii npumeHeHus. MNpegnonaraeTcs, YTO ero nporpaMmmHble peanusauuy Ha npoleccopax
obLero npyMeHeHns 6yayT UMeTb HEAOMYCTUMO HM3KOB GbiCTPOAECTBUE:!

- NPOrpamMMHO-OPUEHTMPOBAHHbIA anropuT™M CKPeMO6/IMPOBaHUs peasimdyeTcs NpevMyLLecTBEHHO Mpo-
rpaMMHO, HO MOXeT UMeTb U annapaTHyto peanusaumio. OH fo/mKeH obecneunsaTb HEO6XOANMYIO NPON3BOAU-
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TeNbHOCTb A/19 BCEX O6LLUMX YCNOBUIA NPUMEHEHUS, HE3ABUCUMO OT UCMO/b3yEMbIX TEXHOMOIUIA, annapaTHoro
1 NporpaMMHOro o6ecneveHusi. B 4yacTHOCTW, Tpe6oBaHWe UCKIOUYNTE/IbLHO MPOrpaMMHoli peanusauuu, 6e3
MCMosib30BaHMs cneuvann3mpoBaHHOro 060pyA0BaHNst, He AO/HKHO OrpaHMYMBaTh NPUMEHSIEMOCTb a/iropuT-
Ma CKpembmpoBaHus. Vicnonb3oBaHue cneuvanu3MpoBaHHOro 060pyaoBaHNsA He A0/MKHO 6biTb 0bs3aTesib-
HbIM. MepPBUYHOIN OCHOBOI fO/MKHA 6GbITh NPOrPaMMHasi peanu3ayus.

B npuBeAeHHbIX Bbllle onpefeneHusx annapaTHO-OPUEHTUPOBAHHLIA anropuTM CKPeMGIMPOBaHUSA
[OMKEH MHTEPNpeTMpoBaTbCA KakK «MUCKIHUUTEIbHO annapaTHblii», B TO BPeMs Kak NporpamMmMHO-OpUeHTU-
POBaHHbI aNIrOPUTM CKPEMGANPOBAHUA [0/IKEH UHTEPNPETUPOBATLCS Kak «NPorpamMMHbIi U annapaTtHbIi».

5 AnnapaTHO-OpPMEHTUPOBAaHHbIE a/TTOPUTMbI CKPEMGIMPOBaHUS

5.1 BBepeHue

HacTosAwwin ctaHgapT onpegenseT 4sa anroputma, 4719 KOTopbIX MeToA AeCKkpeMbanpoBaHus AenseTca
annapatHO-OpUEeHTUPOBaHHbIM.

Pasgen 5 HacTosLero ctaHAapTa CofepXuT onucaHne 3/1eMeHTOB [leCKpeM6IMpoBaHmns, 3aLneHHbIX
npaBaMn Ha UHTeNNeKTyanbHyl0 COGCTBEHHOCTbL C CO6M0AEHNEM YCNOBUIA NULEH3NPOBAHMUS.

HekoTopble yacTv anieMeHTOB AecKkpeMbanposaHus U3 pasfena 5 ABNATCA KOHMUAEHUMaNbHbIMA U
nosIHoe MX onucaHue Ny6anYHO HefoCTYNHO. leTanu n3noxexsl B 5.2.3. 5.3.3.

B kauecTBe anropuTmMoB ckpemb6smpoBaHusa B cetax DVB-IPTV cnegyeT ucnonb3osBatb ABa asropuTt-
Ma: - 06LmMin anroputm ckpembanpoaHua DVB Bepcuu 3 (Common Scrambling Algorithm version 3: CSA3),
KOTOPbIA cnegyeT NPUMEHSITb B COBPEMEHHbIX YCI0BUAX:

-06wWmnii anroputm ckpemb6nupoaHusa DVB Bepcum 1 (Common Scrambling Algorithm version 1,
CSALl), koTopblii cnegyeT NPMMEHATb TONbKO ANs 06paTHON COBMECTUMOCTU U MOAAEPXKKNA yCTapeBLUEero
obopyaoBaHus.

5.2 O6wwii anroputm ckpemb6auposaHnsa DVB Bopcuu 3

5.2.1 BsepgeHune

Anroputm ckpemb6nupoBaHusa CSA3 coctout n3 DVB CSA3 geckpembivpytoLLeli CMCTEMbI Y TEXHOI0TUN
ckpembnvpoBaHua. Cneuudukauum gns HUX pacnpocTpaHaTCs OTAENbHO MO cornalleHnto ¢ EBponenckum
WHCTUTYTOM MO CTaHjapTusauum B obnactu TenekoMmyHukauuii (European Telecommunications Standards
Institute; ETSI). koTopbIli AeiicTBYeT B UHTepecax kKoMnaHuii, paspaboTaBlumx anroputvm DVB CSA3.

5.2.2 TexHunuyeckune getanun

Anroputm ckpem6nvpoBaHusi CSA3 6bin1 paspaboTaH Ana npunoxeHuii DVB. 4To6bl MUHUMU3NMPOBATb
Bpef OT NUpaTCKUX atak B Te4eHne AMTesIbHOro nepuoja BpeMeHn, No3aTOMy COAEPXUT CTPOro 3aLluLLaeMyto
nHdopmaumio. TexHuyeckne getany aToro anroputma CKpembampoBaHns MOTyT CTaTb AOCTYMHbIMU TOMbKO
A5 HafleXHbIX nonb3oBartenelt nocne nognucanHus ¢ ETSI cornaweHns o HepasriaweHun.

[JaHHblli pasgen cogepxXuT o6LLyt0 MHdopMaL Mo 0 MeTogax CKpemMbIMpoBaHUA 1 HEKOTOPble 0CO6eH-
HOCTU peanusauumu.

ANropuT™M CKpemb6nnpoBaHna AO/HKEH BO3AeNCTBOBaTb Ha MOMIE3HYI0 Harpy3Ky naketa TPaHCMOpPTHOro
notoka (Transport Stream; TS) B cnyyae ckpembampoBaHua Ha ypoBHe TS. CSA3 fo/KeH UCMO/b30BaTb
128-6MTHBIN KoY (KOHTPOJSIbLHOE C/10BO) AN Wndpaumn 1 gewndpaumm 610K0B faHHbIX pasmepom 16 6aii-
TOB U Bbile (C ANCKPETHOCTbIO 1 6aiiT).

Anroput™ WnppoBaHna AO/MKEH 6bITb OCHOBaH Ha AByX 6/10Kax LMpOoB;

- Ha pasHOBUAHOCTU «Y/ydlleHHOro ctaHgapTa wudgposaHus» (AES128), onucaHHoro B [1], Ha3blBae-
MOro «AES»;

- Ha «YcToinunBoM Wwndpe paclmpeHHol amynsaumm» (XRC), KOTopblil ABNSETCA KOHPUAEHUNATbHbBIM
wmnchpom DVB.

MexaHu3Mm nonyyeHus kaoyva CSA3 fo/mMKEH NCNOb30BaTb NOAMHOXECTBO 6/104HOrO Wwudpa IDEA-NXT
cornacHo [2].

5.2.3 JlnueH3npoBaHune

M3rotoBUTENN AEKOAEPOB U UX KOMMOHEHTOB, NpOBaigepbl yciyr, pa3paboTumky U UHble nua, Meto-
LMe OTHOLLEHWE K YCIOBHOMY AOCTYNY, AO/DKHbI UMETb JIMLLEH3NIO HA cucTemy feckpembrmposaHusa CSA3.

M3rotoBUTEIN CKPEMO1EPOB AO/MKHbI UMETh IMLEH3UI0 HA TEXHOMOTMIO ckpeMbanpoBaHms CSA3 u ne-
pefasaTb Cy6nNMLEH3MIO NOKynaTensam ckpembiepos.

3
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[octyn K CSA3 MOXeT 6bITb MONYyYEH HafeXHbIMU Nonb3oBaTensamMu nocne nognucaHuns c ETSI corna-
WeHnsA 0 HepasrnaweHun. KoHTakTHas nHgopmauma ETSI:

Algorithms and Codes service

650 Route de Lucioles

F-06921 Sophia Antipolis Cedex

FRANCE

Tel.: +334 92 94 42 16

Fax: +334 92 94 42 70

5.2.4 CSA3 gna ckpembnuposaHua DVB IPTV
Lns uenei ckpembnmposaHusi DVB IPTV anroputm CSA3 cnefyeT NPUMMEHSITb TO/IbKO B CTaHAAPTHOM
pexume cornacHo (3J.

5.3 O6wuii anroputm ckpembnnposaHus DVB Bepcun 1

5.3.1 BscpaeHuo

Anroputm ckpembnmpoBaHuss CSAL cocTouT 13 obLeil JeckpembmpytoLein cMcTembl U TEXHOIOTMN
ckpemb6vpoBaHus. Cneyndmkaunm gas HUX pacnpoCcTpaHsATCSA OTAeIbHO No cornawexunto ¢ ETSI. koTopbli
[elcTByeT B HTepecax YeTbipex KoMnaHuii, paspaboTaBLLmnX 06LMIA anropuT™M CKpeMo6IMpoBaHus.

5.3.2 TexHun4yeckue getanu

Anroputm ckpembnvposaHua CSAL 6bin paspaboTaH, YTo6bl MUHMMWU3NPOBATL Bpes, OT MMPAaTCKUX aTak
B TeYeHune ANNTENbHOro nepuoja BpeMeHn (kak MuHumMyM 10 feT oT Havyana 1Crnosb3oBaHus), No3TOMy CO-
[epXuUT cTPoro 3awuwaemyto nHpopmaumio. TexHnyeckme getann aToro a/iroputMa ckpeMo6anpoBaHns mo-
ryT cTaTb AOCTYMNHbLIMU TOIbKO AN HaAEeXHbIX Mosib3oBaTtesieil nocne nognucavma ¢ ETSI cornaweHus o
HepasrialleHum.

Anroput™M CKpeM6avpoBaHNA AO/KEH BO3AelCTBOBATb Ha MOME3HYyl Harpysky naketa TS B cnydvae
ckpembnvMpoBaHusa Ha ypoBHe TS. B cnyyae ckpembivpoBaHus Ha ypOBHE NakeTU3UMPOBAHHOTO 3/1eMeHTap-
Horo noTtoka (Packetized Elementary Stream: PES) JO/XHO NPUMEHATLCA CTPYKTYpUpOBaHue naketos PES ¢
TEM Xe anropuTMOM CKPeMO6INpoBaHus.

CSAl posmxeH ucnonb3oBaTb 64-6UTHbIN K04 (KOHTPO/IbHOE C/10BO) ANS wudpaunm n gewmdpamm
6/10KOB [laHHbIX pa3amepoM 8 6aiToB U Bhllle (C AUCKPETHOCTbIO 1 6aliT).

5.3.3 J/lnueH3supoBaHune

M3roToBuTENN OEKOAEPOB Y UX KOMMNOHEHTOB, NpOBaiAepbl YCayr, pa3paboTumky 1 UHble nua, UMeto-
e OTHOLLEHNE K YC/TOBHOMY A0CTYNY, AO/KHbI UMETb JIMLEH3UIO Ha cucTemy eckpembnvposaHus CSAL.

W3rotoBuTeNn ckpeM61epoB [O/MKHbI UMETb JIMLLEH3MI0 HAa TEXHOJOMMI0 CKPeM6poBaHnNA 1 nepeja-
BaTb Cy6/IMLEH3MNI0 NOKynaTensam ckpeM61epos.

[octyn K CSAL MoXeT 6bITb MOSIyYEH HAAEXHbIMWU NoNb3oBaTensAsMn nocne nognucanusa ¢ ETSI corna-
LWeHns o HepasrnaweHun. KonTaktHasa nHgopmauna ETSI:

Algorithms and Codes service

650 Route de Lucioles

F-06921 Sophia Antipolis Cedex

FRANCE

Tel.: +33 4 92 94 42 16

Fax: +33 492 94 42 70

5.3.4 CSAl gnsa ckpem6nuposanHusa DVB IPTV

YunTbiBas HOBble COBPEMEHHbIE JOCTMXEHUS B TeXHonornax, anroputm CSALl He moxeT obecneynTb
a/lekBaTHyI0 3aluTy B TeyeHne nocnegytowmx 10 net. NoaTomMy OH He pekoMeHAyeTCs A4/19 HOBOro 060py/0-
BaHVa IPTV, 3a UCK/TIOYEHNEM C/yyvaeB, KOrga Hy>XHO obecrneynTb 06paTHyl0 COBMECTUMOCTb U NOAAEPKKY
ycTapesLiero o6opyfoBaHus.

6 OOWMIN NPOrpamMMHO-OPMEHTMPOBAHHbIN aJITOPUTM CKPEMOIMPOBaHUS
IPTV (CISSA) Bepcum 1

6.1 BBepgeHune

HacTtoswwmii pasgen onvcbiBaeT 06LWMiA NPOrpaMMHO-OPUEHTUPOBAHHbIV aIfOpUTM CKpeMOIMpoBaHns
IPTV (Common IPTV Software-oriented Scrambling Algorithm; CISSA) Bepcun 1, KoTopblli ABASETCA Npo-
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rPaMMHO-ZPYXXECTBEHHbIM anroOpUTMOM CKPEMOGNPOBAHNUA U KOTOPLIA cnesyeT NpuMeHATb ans ycnyr IPTV,
nepegaBaemMbiX B TpaHCMOPTHbIX NoTtokax MPEG2. CISSA npeacTtaBnseT coboii anroput™m, A KOTOPOro
MeTof AecKpeM6ApoBaHus SBAETCA NPOrpaMMHO-APYXECTBEHHbIM, T.e. OH MOAXoAUT ANA 3 teKTUBHO
peanusauuv B NpOrpaMMHOM WCMO/THEHMM Ha npoLeccopax obLero NpUMeEHeH s, a Takke MOXeT ObiTb adh-
(heKTMBHO peasin3oBaH B annapaTtHoOM UCMOSTHEHWUN.

B pasgene 6 HacToslero ctaHgapta npusoanTca obliee onucadne ncnonb3osanusa CISSA ans wnd-
pauuv/gewmndpanmmn TpaHcnopTHoro notoka MPEG2 1 gaetcsa geTasibHoe hopmManbHOe onncaHne AaHHoro
anroputmMa.

PekomeHpauumn no npumeHeHunto CISSA faHbl B MPUIOXEHUN A HACTOSALLEro cTaHaapTa.

6.2 O6uwee onucaHne

O6LWKWit NPOrpaMMHO-OPUEHTUPOBAaHHBI anroputm ckpeMbmpoBaHus IPTV (CISSA) gomkeH Ucnosib-
3oBatb Wngp AES, onucaHHbIl B (1). kak 6a30Bbiii 6510ke 128-6UTHbIMK (16-6a/iTOBbIMM) KNtOYaMK, Ha3biBa-
€MbIMW KOHTPOJIbHBIMW CNOBaMU.

6.2.1 CkpembnupoBaHue Ha ypoBHe TS

Ba3oBoii eguHnLeln ckpembnvpoBaHusa (Mn feckpeMbaMpoBaHns) JO/MKEH ObiTb NakeT TPaHCMOPTHOIO
notoka MPEG2. Kaxablii nakeT fO/MKEH CKPeM6MPoBaTLCS OTAEbHO OT OCTaslbHbIX, 06ecneyrBas Tem ca-
MbIM BO3MOXHOCTb C/ly4aiiHoro goctyna. Kaxablii nakeT COAepXWUT 3aronoBoK 1 onuuoHanbHoe none agan-
Taumn. KoTopble A0/KHbI OCTaBaTbCAa 603 U3MEHeHW, 1 CeAyoLLylo 3a HUMKU MOJSIe3HYI0 Harpysky, kotopas
[O/MKHA obpabaTtbiBaTbCA ONMCAHHBLIM HKE CMOCO60M.

[na wndpoBaHusa 6/10K0B faHHbIX A/IMHON 16 GaiiToB nakeTa TS cregyeT npumeHsiTb wnudgp AES128
[1]. Ha pucyHke 1 npvBefeH ckpembivpoBaHHbIA nakeT TS. Tonbko nonesHas Harpyska naketa TS. kpaTHas
16 6Galitam, fo/XHaA WKUpPoBaTbCS NPOLECCOM CKPeM6MpoBaHusi. OcTaBLlasica YacTb (go 15 6aliT) gomxHa
ocTaBaTbCsl 6€3 n3mMmeHeHuii. Ecnu nonesHas Harpyska naketa TS meHee 16 6aiiToB, TO OHa fO/KHA OCTaBaTb-
cA 6e3 U3MEHEHWA.

3aronoBok Mon» Monam—
necetaTS BAanTL, [** LLincppeBaHHOe None3Has Harpyka h*P)TW
(Ne» nsmeHeHwiA) 6nuammanur’

*MpmMoyTTUOTW Boenyi
PucyHok 1 — CkpeMb6anpoBaHHbIii naket TS

Lienoe uncno 16-6aiiToBbIX CMEXHbIX 6/10KOB MOME3HOW HAarpysku AO/MHKHO WMGPOBATLCA C MOMOLLbIO
TexHukn cuennenuns 6nokos wudpa (Cipher Block Chaining; CBC) cornacHo (4). Bektop vHuumnanusaymu
[OJ/IKEH UMETb MOCTOSIHHOE 3HAaYeHue.

TecToBble nocnegosarteibHocTn CISSA Ans ckpemb6MpoBaHUs Ha ypOBHE TPaHCMOPTHOrO NOTOKa AaHbl
B MPUNOXeHUn b HacTosLLero ctaHgapra.

6.2.2 CkpembnupoBaHue Ha ypoBHe PES

Mpwn ckpembanpoBaHun Ha yposHe PES 3aronosok naketa PES He fo/KeH cKkpemMbimpoBaTbCa W nake-
Tbl TS, cogepxalyme yact ckpembnmpoBaHHoro naketa PES, He f0/KHbI cogepxaTb nose agantaymm (3a uc-
KYeHneM. korga naket TS cogepxuT okoHYyaHue naketa PES). 3aronoBok ckpemMb6anpoBaHHOro naketa PES
He AOo/MKeH 6bITb pasgesneH No Heckonbkum nakeTam TS. MakeT TS. cogepxalymii Havyano ckpeMb/IMpoBaHHO-
ro naketa PES, go/keH 6biTb 3ano/siHEH 3arosi0BKOM naketa PES v HauyanbHOM YacTblo MOME3HONM Harpysku
naketa PES. B 3ToM cnyyae Hauva/ibHasi 4acTb NOJSIE3HOW Harpy3ku naketa PES fomkHa ckpemb6anpoBaTbes
TOYHO TakK Xe. kak nakeT TS ¢ NonesHoi Harpy3koli Takoro xe pasmepa. OcTasibHas YacTb NOMNE3HON Harpyskn
naketa PES gonxHa 6bITb NogenieHa Ha cynep6/10km pasmepom no 184 6aita. Kaxablil Takoi cynep6s1ok fon-
XEH CKpeMb6nMpoBaTbCA TOYHO Takxke, Kak nakeT TS ¢ nonesHoli Harpyskoi pasmepom 184 6aiita. OkoHYaHue
nonesHoi Harpysku naketa PES [0/KHO BblpaBHMBATLCA NO KOHUY naketa TS nyTeM BCTaBkM B €ro Havaso
(nocne 3aronoska) Nons agantauuun nogxogsawero pasmepa. Ecnu gnvHa naketa PES He kpaTHa 184 Gaiitam,
OCTaBLUIasACA YacTb NOJSIE3HON Harpy3ku naketa PES (ot 140 183 6aiiToB) fO/MKHA CKPeMOANPoBaTLCA TOYHO
Tak Xxe. kak nakeT TS ¢ None3HO HarpysKoi Takoro xe pasmepa.

CxemaTnyHasn gnarpamma, nokasbiBarwolian pacnpegeneHne ckpembnvposaHHoro naketa PES no nake-
Tam TS. npuBegeHa Ha puUcyHke 2.
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MunrT3, 3MnomMx 3anraaok Matamy*
HA0BAA NOVETAT&, fBa PEs]  LLMOPOBaHHER MONABLM HAIDYSKA. gy rospEA
nxarapes  (Craommasiun /K wimuanA PEA ee> KeMeHeH\I*
“ 3A/M0sACK Montoto!
npcrg'(%)r":l'.'g'b” nutaTS LLchpoBaHHas NoNTHas PEA wpyacaPES
(Cra TamoLuHuiA) 6BAH3NAHHWI
T:MPFTE’ 3BTHOa0A Mana ] Monamusi
ecyLLy nAUTa 15 enermBu* VCPPOBAHHASATLL W H HAIPYSKA oo re s
M (6aa MWMHHWIA) (C i PEA CT: 1
nuuTa PES (CM nwmmmin) aH»nlsK
+TIPUCYTCTBYIOT HE BCEOM

PucyHok 2 — Ckpem6vMpoBaHHbIii nakeT PES

[ns npunoxeHuii, koTopble ckpeMbnpyoT cekuun MPEG2, cyuiecTByeT npo6iema oTCyTCTBUSA B CUH-
Takcuce MPEG2 KOHTPO/IbHbIX 6UTOB CKpeM6/mpoBaHusi. MoaToMy ckpeMbivMpoBaHne cekuuii cnenyeT Bbl-
NONHATb Ha ypoBHe TS. 1 3TO AO/HKHO 6bITb CUTHAM3NPOBAHO GuTamu NoNs ynpasfeHus CKpembMpoBaHn-
eM. Cekuun 6e3 N3MeHeHUli U cKpeMBIMPOBaHHbIe CEKLMW HE AO/KHbI COAepXaTbcsl B O4HOM nakete TS. Ans
obecneyeHns aToro TpeboBaHNa cnefyeT NPUMEHSTb onpefAeneHHblii B MPEG2 mexaHu3M 3anofiHEHUs He-
3Havawmmm gaHHbimu (padding). 3To o03HayvaeT, 4TO KoHel, naketa TS. cogepxallero cekyuio, Ao/MHKeH ObITb
3anosnHeH 6aiitamu co 3HaveHnem OxFF, ansa pasgeneHns cekuuii 6e3 n3smeHeHun 1 ckpembIMpoBaHHbIX Cek-
uuii no pasHbiM naketam TS.

B koHTekcTe DVB CISSA ckpembnvpoBaHve Ha ypoBHe PES 06bI4HO MPYMEHS0T B NPOdeCcCnoHanbHbIX
NPUNOXEHUSAX C AUHAMUYECKN KOH(DUTYPUPYEMBIMU YC/TyTaMu 1 He NMPUMEHSIOT B ObITOBOW 3/1EKTPOHMKE.

6.3 HopmaTuBHbIE 3/1EMEHTbI

B gaHHOM nogpasgene npusefeHbl HopMmaTusHble napameTpbl CISSA Bepcun 1

6.3.1 3nemeHTbl WnposaHua

6.3.1.1 BnouHbIi wndgp

B kauecTBe ucxogHoro 6nouHoro wudpa ans CISSA cnepyet npumenaTs AES128 cornacHo [1].

6.3.1.2 BekTtop uHUUManusalmm

BekTop vHuumann3auum o/MKeH CoAepXaTb creaytoliee 3HadeHme:

0x445642544d4350544145534349535341

6.3.1.3 Pexum cuennexHus

B kauecTBe pexuma cuenneHus cnegyet NpuMeHsATb cuenieHne 610kos wudpa (CBC) cornacHo [4].

6.3.2 CkpembnupoBaHue n feckpemb61MpoBaHMo naketos TS

Kaxablii nakeT TS Ao/mKeH 6biTb 06paboTaH OTAE/BHO.

3aronosok naketa TS n none agantauun (ECNN NCNOMb3yeTCA) [O/DKHBI OCTaBaTbCs 6€3 N3MEHEHWA.

Pa3mepbl nonesHoi Harpysku payioad_size u wundpoBaHHOK Nose3Hol Harpysku ercrypted_payload_
size paccuuTbiBaloT No hopmynam:

payload_size = 188 — (header_size * adaptation_field_size), (1)
encrypted_payload_size = payioad_size — (payload_size mod 16), 2)
roe header_size — pasmep 3arosioBka TS B Gaiitax:

adaptation_field_sizo — pa3mep nonsa agantauuu B 6aintax;
onepaumsa x mod y Bo3BpallaeT 0CTaToK OT Le/I0HNCIIEHHOIO AeeHNs X Ha y.

Cnegytowie HenocpeAcTBEHHO NMoc/se nona agantauuy (Mav. ecnm none agantauum oTCyTCTBYeT, Mo-
cne 3aronoBka naketa TS) 6aliTbl LWMKPOBAHHON NONE3HON Harpyskn B KonuyecTse encrypted_payioad_size
[OJDKHBI WNEPOBaTLCA UNKN AeNpoBaTLCA C MOMOLLLI0 3/IEMEHTOB LUMPOBAHKSA coriacHo 6.3.1.
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Bce ocTaBlnecs 6aiiTbl 4O/KHbI 6bITb OCTaB/IEHbI 683 U3MEHEHUIA.

Mpumep 1: Ecnv none agantauuy oTCyTCTBYeT, pasMep WndpoBaHHONM MOMe3HON Harpysku encrypted_
payload_size paBeH 176 6aiiTam, TO B KOHL|e TPAHCMOPTHOTO NakeTa AO0/HKHO OCTaTbCA 8 HeM3MeHeHHbIX 6aliToB.

Mpumep 2: Ecnun pa3vep nonsa agantauum paseH 17 6aiitam, pasmep WNM(POBAHHON NONE3HON Harpys-
k1 encrypted_payload_size paBeH 160 6aiiTam, TO B KOHL,e TPAHCMOPTHOrO MakeTa A0/KHO OCTaTbCs 7 HEN3-
MEHEHHbIX 6aNTOB.

Mpumep 3: Ecnu pasmep nons agantauun paBeH 24 6aiitam, pasMep WndpPOBaHHON NOME3HON Ha-
rpysku encrypted_payload_size paBeH 160 6aiiTam, TO B KOHLe TPAQHCMOPTHOrO NakeTa He AO/HKHO ObiTb He-
N3MEHeHHbIX 6aiToB.

Mpumep 4. Ecnu pa3mep nons agantauum paBeH 169 6GaliTam, WUpoBaHHas Mosie3Has Harpyska
[O/MKHa OTCYTCTBOBAaTb U B KOHLe TPAHCMOPTHOrO naketa AO/HKHO ocTaTbCA 15 HensmeHeHHbIX 6aiToB no-
Ne3HOW Harpysku.

6.3.3 CkpembnunpoBaHue n feckpem6aMpoBaHno Ha ypoBHe PES

Mepen npyMeHeHVeMm ckpembnunpoBaHus/geckpeMbanpoBaHns Ha ypoeHe PES cnepyeT ybeanTbcs B
COGNI0AEHNN CreAYIOLNX YCNOBUIA:

- CKpeMbsipoBaHue A0/HKHO BbIMOSHATLCA TOMbKO Ha ofHOM yposHe (TS wnu PES), ogHoBpemeHHoe
cKpembrimpoBaHve Ha 060MX YPOBHAX He JoMycKaeTcs;

- 3arosI0BOK ckpembmpoBaHHOro naketa PES He gomkeH npesbilwaTh 184 6ainTos.

- nakeTbl TS, cogepxaLine yactu ckpembmposaHHoro naketa PES He fo/mkHbl cofepxaTtb none agan-
Tauun. 3a UCKNoYeHneM, korga naket TS coAepxuT okoHYaHune naketa PES. MakeT TS, cogepxallnii OKOH-
YaHune ckpemb6aupoBaHHoOro naketa PES. MOXeT cogepxaTb nosie agantauvm Ans BblpaBHUBAHWUSA OKOHYaHWSA
naketa PES no okoHuyaHuto naketa TS.

MpumeyaHne — [laHHble yCNOBUS HEMPUMEHUMbI /18 HECKpeMOMPOBaHHbIX nakeToB PES win B criyyas
CKpemb6/MpoBaHys Ha yposHe TS.

Kaxablii nakeT PES pomxeH 6biTb 06paboTaH OTAeNbHO.

3aronoBok naketa PES fomkeH ocTaBaTbCs 6€3 N3MEHeHWIA.

Pa3smepbl nonesHoli Harpysku payload_size u wudpoBaHHOW NOME3HON Harpy3ku encrypted_payload_
size paccuuTbiBaloT No hopmynam:

- ANnAa naketa TS, coepxallero 3aronoBok naketa PES:

payload_size = 184 — pes_header_size. 3)
encrypted_paytoad_size = payload_size — (payload_size mod 16), 4)
roe pes_header_size — pasmep 3arosioBka naketa PES B 6aiitax;

- ANA nocnepyowmx naketoB TS, 3a UcknoyeHnem naketa TS. cogepskallero okoH4aHne naketa PES:

payload_size = 184, 5)
encrypted_payload_size = 176, (6)
- AnAa naketa TS, cofepxaliero okoH4yaHue naketa PES:

payioad_size = pes_tail_size, ()
encrypted_payload_size = payload_size — (payload_size mod 16), 8)

roe pes_tail_size — pa3mep okoH4yaHus naketa PES B 6alitax.

Ecnn 3HaueHue pes_tail_size He paBHO 184, B Hauane naketa TS. cofepxallero okoOH4YaHMe nakeTa
PES. pomxHo 6bITb fo6aBneHo nose agantauum pasmepom (184 — pes_tail_size).

BaiiTbl B KonmuecTBe encrypted_payload_size, koTopble:

- CNepyloT HenocpeacTBEHHO 3a 3aro/ioBkoM naketa PES B nakeTe TS. cogepallero 3aro/ioBok nakerta
PES:

- CNlefyt0T HENocpeAcTBEHHO 3a 3aronoBkamy nakeToB TS. 3a UCKIlOUeHneM naketa TS. cofepxatiero
OKOHuYaHue naketa PES;

- cnepyloT HenmocpeaCcTBEHHO 3a 3aro/I0BKOM nakeTa TS wiaun 3a nofem agantaumu (ecnv ecTb) B nakeTe
TS. cogepxaliem okoH4YaHue naketa PES.

OOJDKHBI 6bITb 3alMdPOBaHbI UK AeLINPOBaHbl C MOMOLLLH LWNGIPYHOLLMX 3/IEMEHTOB cornacHo 6.3.1.

Bce ocTanbHble 6aiiTbl 4O/MKHbI OCTaBaTbCA 6€3 M3MEHEHWIA.
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7 CurHanmsauus

7.1 [eckpuntop ckpeMb6npoBaHus

B faHHOM pasfene 06bSCHAETCS MexaHuW3M BblGopa nepefaun CUrHanbHOM MHhopMaLnm, ykasbiBar-
LLeiA. KaKoW 1cnonb3oBaH anropuTM ckpembnmposaHus DVB IPTV.

[Jleckpuntop ckpembivmpoBaHusi A0/MKEH WMHAOPMUPOBaTb O BbIGPAHHOM pexume paboTbl CUCTEMBI
ckpembnmpoBaHusa. CornacHo [5] OH [O/MKEeH HaxoAuTbCs B CeKUMM KapTbl Mporpammbl Ha YpPOBHe UMKNa
WHpopmaunn o nporpamme. CoctaB geckpuntopa ckpemb6nvpoBaHusa scrambling_descriptor npueegeH B
Tabnuue 1.

Ta6nuua 1— [leckpuntop cKpeMGIUpoBaHMUs

CuHTakcuc Yuncno 6utoe Tun gaHHbIX
scrambling_descriptor<){
descriptorjag 8 uimshbf
descriptorjength 8 uimshbf
scrambling_mode 8 uimsbf

CemaHTuka scrambling_doscriptor.
scrambling mode — none anuHoii 8 6MTOB, MOKa3blBalLliee BblGPaHHbIA PeXuM anropuTMa
CKpeMb6IMpOBaHNs CoracHo Tabnuue 2.

Tab6nunya 2— KogupoBka nons scrambling_mode

3HaueHune nons Onucanue
0x00 3ape3epBMpoBaHO A1 ByayLLero MCnosb3oBaHus
0x01 3apes3epBMpoOBaHO AN ApYrux Leneii [5]
0x02 Mcnonb3yetca DVB CSAL
0x03 Mcnonb3yetca DVB CSA3 B cTaHAapTHOM pexume
0x04 3ape3epBnpoBaHO AN ApYrux ueneii [5]
0x05 3ape3epBMpoOBaHO AN ApYyrux Lenei [5]
0x06 ... OXOF 3apesepBupoBaHoO AN byayLero ncnosib3oBaHna
0x10 Mcnonb3yetca DVB CISSA sepcun 1
0x11 ... OX1F 3apesepBupoBaHo ANns 6yayuwiux sepcuii DVB CISSA
0x20 ... Ox6F 3ape3epBrpoBaHoO AN GyayLlero ncnosb3oBaHus
0x70 ... OX7F 3apesepBrpoBaHO Ansa Apynnx uenei (5]
0x80 ... OXFE Onpegensetca nosb3oBaTeniem
OxFF 3ape3epBrpoBaHo ANsA GyAyLLero NCnob3oBaHus

Mpuuneyanune — Bo3MOXHble cnocobbl NPUMEHEHNSA AecKpunTopa cKpemMbamposaHua onucaxbl B [5J (Mpuno-
xeHue E).

7.2 TlpuMeHeHue geckpuntopa ckpembamposaHus

B kOHTeKcTe HacTosLWwero ctaHgapTa A0/HKHbI MCNOMb30BaThCA TO/IbKO 3HaYeHus 0x02. 0x03 un ot 0x10
0o Ox1F

MpumeyaHune — CornacHo [5] MOryT NPUMEHATLCA UHbIE CKPeMBNEepbl, He yKkasaHHble B Tabnuue 2 HacTosLWero
CTaHAapTa, Y4To JOJ/IKHO CUTHA/IM3MPOBATLCS LEeCKpUNTOopamu, onpeaensieMbiMu Nonb3oBatenemM (B guanasoHe oT 0x80
[0 OxFE).

8



FOCT P 56948—2016

MpunoxexHue A
(cnpaBoy4HOE)

PekomeHpgauuun no npumeHeHunto CISSA

MporpaMMHO OPMEHTVPOBAHHBI MeXaHU3M CKPpeMGMPOBaHNSA, ONUCAHHBIN B HACTOsILLLEM CTaHAapTe, 4O/DKEH Npu-
MEHATLCA TakuM 06pa3om, YToObl aTaku NPOTVUB 3TOr0 MexaHu3ma 6biv KpaiHe HeyCneLluHbl.

B kayecTBe BEPOSATHbIX aTak cregyeT paccMaTpuBarth:

- ataku No BHELWHeMy KaHasy, T.e. Hanpas/eHHble HA MOHWTOPUHI NapameTpoB, ABAAIOLWNXCA BHEWHUMW MO OTHO-
LUEeHN0 K CMCTEMe, B KOTOPOI paboTaeT anroputm ckpembivpoBaHusa (Hanpumep, BpemMs paboTbl, noTpebnsemas MoLy-
HOCTb U T.N.). Takoe HabnoAeHNe [I0KET PacKpblTb CEKPETHbIE faHHble U CeKPeTHble BPEMEHHbIe 3HaYeHNs;

- ataku, HanpaB/ieHHble HA MOHUTOPUHI NapameTpoB, ABMSAILWMUXCA BHYTPEHHEl 4acTbio CUCTEMbI, B KOTOPOI pa-
60TaeT anroputM ckpemb6aMpoBaHua (HanpuMep, Kew-namsTb). Takoe HabnogeHne MOXeT PackpbiTb CEKPETHbIE AaHHble
NN CceKpeTHble BPEMEHHbIe 3HaYeHNs:

- UICNONb30BaHNe OLWNBOK cUcTeMbl (Hanpumep, WCKYCCTBEHHO Bbl3BaHHOE nepenosiHeHne 6ydepa MoxeT pac-
KpbITb HEKOTOPbIE CEKPETHbIE AaHHbIE);

- Mogudukauum koaa (419 NporpaMMHbIX peanusauuii);

- ataku MeTooM BHECEeHWA HencnpasBHOCTEN.

MepeuncneHHblii CNMCOK He ABNAETCS NOJHbIM, NOC/e Ny6ANKaLMM HAcCTOSALWEero ctaHaapTa MoryT NOSIBUTLCS MHble
TUNbI aTak.
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MpunoxeHne b
(cnpaBoyHoe)

TecToBble nocnegoBaTenbHocTu CISSA gna ckpeM61nMpoBaHnsa Ha YpOBHE TPAHCMOPTHOIO NOTOKa

B HacTosweMm npuioxeHun npusegeHsl 4 cnyyas agantaumm K CISSA TpaHcnopTHoro notoka MPEG-2:
- cnyvaii 1: 6e3 nons agantaymu, B COOTBETCTBUM € Tabnuueli b.1;

- cnyyvaii 2: none agantayuun AUHON 7 6aiiToB, B COOTBETCTBUM C Tabnuuen b.2;

- cnyyaii 3: none agantauum AnauHol 8 6aiiToB, B cOOTBETCTBUU C Tabnuueit b.3;

- cnyyvaii 4: none agantayuu AAnHONR 9 6aiiToB, B cCOOTBETCTBUM C Tabnuuen b.4.

Bce nakeTbl TS fO/IXHbI 6bITb CKPEMOIMPOBAHbI C UCMNOJIb30BAHNEM C/IeYIOLLEr0 KOHTPO/ILHOIO C/10Ba:
00 11 22 33 44 55 66 77 88 99 aa bb cc dd ee ff

Mpun meyanuns

1 MpvBeAeHHble HUXE TEeCTOBble NocnefoBaTeIbHOCTY 4EeMOHCTPUPYIOT BO3AeiicTBre ckpembrepa Ha nakeT TS.
OHO BK/lOYaeT Kak LngpoBaHMe MOMNE3HOW Harpysku nakeTta, Tak U u3meHeHue 6uTa transport_scrambling_control co-
rnacHo (3]:

2 HopmaTtuBHas 4acTb HacTOsILLEro cTaHAapTa onucbiBaeT TOMbKO WKNpoBaHWE NONE3HOWN Harpysku.

B faHHOM NpPUNOXEHUM UCNONb30BaHbl Criefytolme yCN0BHble 0603HaYeHUA:

XX XX XX -mranoaoknnoTl T8;

XXXXXX | - nona |aMTTTLX;

XXXXXX  -6aiTbl TBNMHBI HWPYaH, KMTUAMUM 6 M KUHBHWIA;
XX XX XX - achambnvpomn M GUIATLI MOMOHOM HbIPYMU.

Ta6nunya B.1 — Cnyvaii 1: 6e3 nons agantayum

Bup naketa [aHHble

MakeT 6e3 n3MeHeHuii 47 60 80 11154 68 69 73 20 69 73 20 74 68 65 20
70 61 79 6¢ 6f 61 64 20 75 73 65 64 20 66 6f 72
20 63 72 6561 74 69 6e 67 20 74 68 65 20 74 65
73 74 20 76 65 63 74 6f 72 73 20 66 6f 72 20 74
68 65 20 44 56 42 20 49 50 54 56 20 73 63 72 61
6d 62 6¢ 65 72 2f 64 65 73 63 72 61 6d 62 6¢C 65
72 2e 20 54 68 69 73 20 69 73 20 74 68 65 20 70
61 79 6¢ 6f61 64 20 75 73 65 64 20 66 6f 72 20
63 72 65 61 74 69 6e 67 20 74 68 65 20 74 65 73
74 20 76 65 63 74 6f 72 73 20 66 6f 72 20 74 68
652044 5642 2049505456 M 7363 72 61 6d
62 6¢c 65 72 2164 65 73 63 72 61 6d

CKpemMb6I1poBaHHbIli nakeT 47 60 80 91115 ce 67 e0 cb 01 b5 3c e7 60 54 e5
7a 4a dl 20 aO df a4 ea aa €9 32 c6 78 3f 51 ae
19 fa ee 10 8b db 78 f3 11 3e ¢2 b5 72 cc 20 85
00 a5 2c ec al 14 12 6¢ 58 24 4d f5 63 e7 a9 b4
€O 41 cb c3 fb ff fb d8 3c 8f bf fb 10 e8 3e a3
82 04 ba d7 02 fb 01 a2 7b 62 2c 4f 85 aa b6 aa
75 55 97 20 d6 5a b8 44 ce a2 8c f2 el fe 5e 7a
C19d 44 81 89 19¢c2 32491 4075 7b 5d 16 cO
af 45 b2 5f 50 9b 9d a0 61 97 12 ¢5 9f Ob 39 O
6f 1f be 90 12 3f 21 29 83 93 6a 95 31 7fcb 62
f4 34 6a 1b 1e 16 48 40 30 3a ff 83 8a 01 9b 8
10a8e0b2 2f64 657363 7261 6d
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Ta6nuya B.2— Cnyyaii 2: none agantayuu AnNnHoi 7 6aliToB

BUJ, ha«eia [avkble

MakeT 6€3 n3MeHeHui 47 6080 31 ?(>s* 0 FF FF_FF_FF_FF 54 168 69 73 20
69 7320 74 68 6" 20 70 61 79 6¢c 6f 6" 64 20 75
73 65 64 20 66 6f 72 20 63 72 65 61 74 69 6e 67
20 74 68 65 20 74 65 73 74 20 76 65 63 74 6f 72
73 20 66 6f 72 20 74 68 65 20 44 56 42 20 49 50
54 56 20 7363 72 61 6d 62 6¢ 65 72 2164 65 73
63 72 61 6d 62 6C 65 72 2e 20 54 68 69 73 20 69
73 20 74 68 6520 70 61 79 6¢ 6f 61 64 20 75 73
65 64 20 66 6f 72 20 63 72 65 61 74 69 6e 67 20
74 68 65 20 74 65 73 74 20 76 65 63 74 6f 72 73
20 66 6f 7220 74 68 65 20 44 56 42 20 49 50 54
56 20 7363 72 61 6d 62 6C 65 72?»"

CKpeM6AVpoBaHHbI nakeT 47 60 80 bl «06 00 FF FF FF FF FF 151ce 67 eO cb
01 b5 3ce7 60 54 e5 7a 4a d1 20 aO df a4 ea aa
€932c6 783151 ae 19faee 108b db 78 f3 11
3ec2b572cc208500a52cecal 14 126¢ 58
24 4d f5 63 e7 a9 b4 eO 41 cb c3 fb fffb d8 3c
8f bf fb 10 e8 3e a3 82 04 ba d7 02 fb 01 a2 7b
62 2c 4f 85 aa b6 aa 75 55 97 20 d6 5a b8 44 ce
a2 8cf2 el fe 5e 7a cl 9d 44 81 89 19 c2 32 49
f1 40 75 7b 5d 16 cO af 45 b2 5f 50 9b 9d aO 61
97 12 ¢5 9f Ob 39 bO 6f 1f be 90 12 3f 21 29 83
93 6a 95 31 7fch 62 f4 34 6a 1b le 16 48 40 30
3a ff 83 8a 01 9b f8 10 a8 eO b2§»]
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Ta6nunya b.3 — Cnyuvaii 3: none agantauunv AnvHoi 8 6aiitoB

Bup naketa [aHHble

MakeT 6e3 N3MeHeHwui 47 60 80 31J |,07 GOFF FF FE FF FF FF 54 | 68 69 73
20 69 73 20 74 68 65 20 70 61 79 6¢ 6f61 64 20
75 73 65 64 20 66 6f 72 20 63 72 65 61 74 69 6e
67 20 74 68 65 20 74 65 73 74 20 76 65 63 74 6f
72 73 20 66 6f 72 20 74 68 65 20 44 56 42 20 49
50 54 56 20 73 63 72 61 6d 62 6¢ 65 72 2f64 65
73 63 72 61 6d 62 6¢ 65 72 2e 20 54 68 69 73 20
69 73 20 74 68 65 20 70 61 79 6¢ 6f 61 64 20 75
73 65 64 20 66 6f 72 20 63 72 65 61 74 69 6e 67
20 74 68 65 20 74 65 73 74 20 76 65 63 74 6f 72
73 20 66 6f 72 20 74 68 65 20 44 56 42 20 49 50
54 56 20 73 63 72 61 6d 62 6¢C 65 72

Ckpem6MpoBaHHbIii nakeT 47 6080 bl | *07J»FFFFFF FF FF FFJ5i ce 67 €0
cb 01 b5 3c e7 6054 e57a" ad"20"a0 “ ("4 ea
aa e9 32 c6 78 3f51 ae 19 fa ee 10 8b db 78 3
11 3ec2 b5 72 cc 20 85 00 a5 2c ecal 14 12 6¢
58 24 4d f5 63 e7 a9 b4 eO 41 cb c3 fbff fb d8
3c 8f bf fb 10 e8 3e a3 82 04 ba d7 02 fb 01 a2
7b 62 2c 4f85 aa b6 aa 75 55 97 20 d6 5a b8 44
ce a2 8c f2 el fe 5e 7a cl 9d 44 81 89 19c2 32
49 fl 40 75 7b 5d 16 cO af 45 b2 5f 50 9b 9d aO
61 97 12 c5 9f Ob 39 bO 6f 1f be 90 12 3f 21 29
83 93 6a 95 31 7f cb 62 14 34 6a 1ble 16 48 40
30 3a ff 83 8a 01 9b f8 10 a8 eO b2
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Ta6nuya bB.4— Cnyuyaii 4: none agantayuu AnuHoi 9 6aiito

Bua nakerta [faxnbio

MakeT 6€3 U3MeHeHuni 47 608031 O”"OO"F FF FF FfA"FF'FFjF 54 ] 68 69
732069 7320 74 68 65 20 70 61 79 6¢ 6f61 64
20 75 73 65 64 20 66 6f 72 20 63 72 65 61 74 69
6e 67 20 74 68 65 20 74 65 73 74 20 76 65 63 74
6f 72 73 20 66 6f 72 20 74 68 65 20 44 56 42 20
49 50 54 56 20 73 63 72 61 6d 62 6¢ 65 72 2f 64
65 73 63 72 61 6d 62 6¢ 65 72 2e 20 54 68 69 73
20 69 73 20 74 68 65 20 70 61 79 6¢c 6f 61 64 20
75 73 65 64 20 66 6f 72 20 63 72 65 61 74 69 6e
67 20 74 68 65 20 74 65 73 74 20 76 65 63 74 6f
72 7320 66 6f 72 20 74 68 65 20 44 56 [42 20 49
50 54 56 20 73 63 72 61 6d 62 6¢ 65

CkpeM6/IMpoBaHHbI nakeT 47 6080 bl ! 0800 FF FF FF FF FF FF FF 15 ! ce 67
eOcb 01 b5 3c e7 60 54 e5 7a 4a d1 20 aO df a4
ea aae932c6 78 3f51 ae 19 faee 108b db 78
f3 11 3e c2 b5 72 cc 20 85 00 a5 2c ec al 14 12
6c 58 24 4d 5 63 €7 a9 b4 eO 41 cb c3 fb fffb
d8 3c 8f bf fb 10 e8 3e a3 82 04 ba d7 02 fb 01
a2 7b 62 2c 4f 85 aa b6 aa 75 55 97 20 d6 5a b8
44 ce a2 8cf2 el fe 5e 7a c1 9d 44 81 89 19 c2
3249 f1 40 75 7b 5d 16 cOaf45 b2 5f 50 9b 9d
a0 61 97 12 c5 9f Ob 39 bO 6f 1f be 90 12 3f21
29 8393 6a 95 31 7fch 62 f4 34 6a 1b 42 20 49
50 54 56 20 73 63 72 61 6d 62 6¢C 65
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