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BesepeHune

HactosAwwii ctaHgaapT npeacrasnseT co6oii pykoBOACTBO A8 MEAWUMHCKAX OpraHusauuii u gpyrux
XpaHutenei nepcoHanbHON MeAWNLMHCKON MHOopMaLMn 0 TOM. Kak flyylle BCero coxXpaHuTb KOHMUAeHLM-
anbHOCTb. LENOCTHOCTb M AOCTYNHOCTb Takoil nHdopmauun nytem BHegpeHns WCO/M3K 270021> B yacT-
HOCTW, HaCTOAWMIA cTaHfapT kacaeTcs 0Cob6biX noTpebHocTeli B 06/1acTM MeHeLKMeHTa 3alnTbl MHAOP-
mMauun B cdepe 34paBoOXpaHeHns 1 cneundunyHbIX YC0BUAX ero BbiNOMHEHWA. B To BpemsA kak 3awuTa u
6€30MacHOCTb NepPCOHaNIbHON MHOPMaLMK 0YeHb BaHbl A1 BCEX YACTHbIX ML, Koprnopauwuii, opraHusa-
LM 1 NpaBuUTENbLCTB, B Chepe 34paBoOOXPaHEHNS CYLLECTBYIOT 0cobble TpeboBaHUs, KOTOpPble fO/KHbI ObITh
cobnofeHbl 4na obecneyeHns KOHPUAEHLNANBLHOCTH, LLeNOCTHOCTW, BO3MOXHOCTY NPOBEPKN 1 AOCTYNHOCTM
nepcoHanbHON MeAWUMHCKON MHopMaumn. 3TOT TN MHOPMaL MK paccMaTpuBaeTCs MHOTVMMN Kak OAUH 13
camblX KOH(UAEHUMaNbHbIX BULOB NepcoHanbHol MHopMauun. 3awmTa 3Tol KOH(UAEeHUMaNbHOCTU He-
obxoavma. ecnu Ao/MKHA NOAAEPXKMBATLCA KOHPUAEHLMATBHOCTL 06bEeKTa OKka3aHNa MeULIVHCKON NOMOLLW.
[ns obecneyeHns 6e30MacHOCTV NALMEHTOB AO0/KHA ObITb 3alyuLleHa LeN0CTHOCTb MeAULMHCKOW MHAOop-
Mauun. N BaXHbIM KOMMOHEHTOM 3TOW 3aluTbl ABASETCA obecneyeHne Toro, YTO6bl BECH XU3HEHHbIA LMK
NHopmauuy NOMHOCTbIO NogAasasncs nposepke. [OCTYNHOCTb MeAWLMHCKON MHopMauun Takke nmeet
6onblUoe 3HayYeHne ana ahheKTMBHOrO NpefocTaBneHnss MeANLMHCKUX ycayr. CucteMbl MHpopmartmsalum
30,0p0BbA AO/MKHbI COOTBETCTBOBATL CNeLUUYHbIM NOTPEBGHOCTAM AN TOro, 4To6bl OcTaBaTbCA B pabouem
COCTOSIHUM Ha hOHEe CTUXUIiHbIX B6eCTBUl, CUCTEMHbIX CO0EB 1 aTak Tuna «oTka3 B o6cnyxusaHun». Cnepo-
BaTe/IbHO. 3alnTa KOHPUAEHLMANbHOCTM, LLeNIOCTHOCTM 1 fOCTYMHOCTM MeAULUHCKON nHthopmalun TpebyeT
onbITa, cneynuYHoro 419 cekTopa 34paBooXpaHeHus.

OhheKTUBHbIN MEHeIKMEHT IT-3awmTbl B 06/1aCTV 34paBoOOXpaHeHnsl CTaHOBUTCSA BCce 6oee Heobxo-
AVMbIM py Bce 6onee LMPOKOM MCMO/b30BaHNM 6eCnpoBOHbIX U MHTEPHET-TEXHONOIMIA Npy NpefocTase-
HUN MefMUMHCKMX yenyr. Tpu HeHagnexalem nprMeHeHUN 3TV C/0XHbIe TEXHOIOMMU NOBbLICAT PUCKW AN1A
KOH(PUAEHUNANbHOCTH, LLe/IOCTHOCTU U JOCTYNHOCTU MeAWNLMHCKON nHdopmauui. He3aBncumo oT pasmepa
pacnonoXeHnWs U MoAenu npefocTaBieHUs YCayr, BCe MeAULMHCKUE OpraHvu3auuy AO/MKHbl UMEeTb CTPOruii
KOHTPO/Ib, YTOObI 3aWNTUTL BBEPEHHYIO UM MEAMULMHCKYI0 MHChopMaLuuio. Tem He MeHee, MHOrMe cneuuanu-
CTbl B 06/1aCTW 34paBOOXPaHEHNs paboTaloT Kak CamoCTOSATe bHbIE Bpaun nan HebosbLIne KINHWKW, KOTopble
He MMEeIT BblAENEeHHbIX MHPOPMALMOHHO-TEXHOIOTMYECKUX PECYPCOB A5 YyNpaBieHus 3almTol nHopma-
umn. NMoaTomMy MeAMLUHCKME YUpex3AeHns A0/MKHbI MMeTb YeTKoe, cxaTtoe u cneundmnyHoe s 3apaBooxpa-
HEeHVA PYKOBOZCTBO MO BbIGOPY M peanm3anum Takoro KOHTPosA. 3TO PYKOBOACTBO AO/HKHO ObiTh agantupye-
MO K LUMPOKOMY Anana3oHy pasmepoB, MECT NPUMEHEHUSI U MOAeNel NpefoCTaBNeHNs YCIyr, UMEOLLUXCA B
34paBoOXpaHeHnn. HakoHel, C pOCTOM 3/1EKTPOHHOrO 06MeHa NepcoHanbHOM MeANUUHCKON MHdopmaLuei
mMexay paboTHUKamy 34,paBOOXpaHeHUs B MPUHATAM OOLUMX pekoMeHAaunin Ana ynpasfieHus 3awuToi uH-
hopmauuu B chepe 34paBooOXpaHeHUs UMETCSA OYeBUAHbIE NpenMyLLecTsa.

MCO/M3K 27002 yxe LIMPOKO MCMOJb3yeTca A5 yrnpaBieHns 3alinuToi MHOPMaLMOHHbIX TEXHOO-
il pns mHdopmatmsauun 340p0OBbA Yepes HaLuMOHasIbHbIE WY PernoHasibHble PYKOBOACTBa B ABCTpanu,
Kanage. ®paHuun. Hngepnavgax. Hoeolt 3enanamu. KOxHoli Adppuke n BennkobpuTtanum. B gpyrnx ctpaHax
Takke pacteT MHTepec K aToMy. HacToawmii cTaHAapT onupaeTcs Ha OMbIT, HAKOMEHHbI B X04e NOMbITOK
CTpaH obecneynTb 3almnTy NepcoHasibHON MeANLMHCKON MHGopMauun 1 npefHasHayeH B kauecTBe JOKyMeH-
Ta, conytcTBytowero MCO/M3IK 27002. OH He npegHasHauveH asa 3aMmeHbl MCO/M3K 27002 nan MCO/M3K
27001. OH. cKopee, ABNSeTCA AONOMHEHVEM K 3TM 60/1ee 06006LLEeHHbIM cTaHdapTam.

HacTtoawwmii ctaHgapT npvMeHseT MCO/M3K 27002 k o6nacTv 34paBOOXpaHeHUs Takum obpasom,
YTOGbI TLATENIbHO PaccMOTPeTb BOMPOC O Hajnexatlem npuMeHeHun mep 6e30macHoCTU B Lenax 3aluTb
NepcoHa/IbHON MefULMHCKON MHhopMaummn. 3TN coobpaxeHus, B HEKOTOPbIX C/yYasx, NpUBEnn aBTOPOB K
BbIBOAY, YTO NPYMEHEHWe onpefesieHHbIX Lenei KOHTpons, ykasaHHbix B WICO/M3K 27002, Heobxogumo,
ec/n nepcoHasibHas mMeguuuHckas MHdopmaumnsa AomkHa ObiTh 3aluueHa Hagnexawum obpasom. Moato-
MYy HacToAWMI cTaHAapT ycTaHaBIMBaeT OrpaHNYeHns Ha NpUMeHeHne onpefeneHHbiX Mep 6e30MacHoCTm
ykasaHHbIXx B ICO/M3K 27002. 3T0 B CBOI Oo4Yepe b NPUBENO K BK/IOYEHWIO B pa3fesn 7 HeCKoNbKUX HopMa-
TUBHbIX aKTOB, COMTACHO KOTOPbIM NPYMEHEHNE JaHHOro KOHTPOs 6e30nacHoCTU ABMseTca o6s3areslbHbIM.
Hanpumep, B 7.2.1 onpefeneHo cnegymouiee:

«OpraHunsauuu, 3aHumatoLwmecs 06paboTKon MeanLMHCKOM MHopMaummn, BTOM YKUCAe TMYHOK Mean-
LMHCKOW nHpopMaLmmn, AO/MKHbI MMeTb NONNTUKY NO 3alnuTe UHopMaLy B NTMCbMEHHOM BUAe, 0f06peH-

O OT0 pyKOBOACTBO OTBevaeT TpeboBaHMAM nepecMoTpeHHoro sapnaHta MCO/M3K 27002:2005.
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HYI0 PYKOBOACTBOM, ONy6/MKOBaHHY0, a 3aTeM [0BEAEHHYI0 O BCEX COTPYAHWNKOB U COOTBETCTBYIO LW UX
CTOPOHHUX OpraHusaunii».

B o6bnactu 3apaBooxpaHeHns opraHusauus (Hanpumep, 601bHULA) MOXET 6bITb cepTuduLMpoBaHa Ha
cooTBeTcTBUE MCO/MBK 27001. npn aToM He TpebyeTcsa cepTudmKauus unm gaxe npusHaHme cooTBeTCTBUSA
HacToswemy cTaHfapTy. OfHako cnefyeT HafeAaTbCs, YTO. BBUAY TOro, YTO MeAULMHCKUE opraHm3aummn cTpe-
MSATCA YNyYLlWWTb 3aLMTy NePCOHaIbHON MeANLMHCKON MHhopMaLIMK, a COOTBETCTBUE HacTosALeMy CTaHAap-
Ty. Kak 6onee cTporomy ctaHgapTy A1 34paBoOXpaHeHns, 6yaeT Takke NMeTb LIMPOKOe pacrnpocTpaHeHue.

Bce 06beKTbl KOHTPOSA 3alnThl, onucaHHble B MICO/M3K 27002. umeloT OTHOLLEHWe K nHopmaTtnsa-
LN 300p0BbS, HO HEKOTOPbIE 3/IEMEHTbI YNpasieHns TpebyoT AONONHUTENbHBIX Pa3bsACHEHW KacaTesibHO
TOrO, KakvuM 06pa3oM OHW MOTYT 6bITb UCMONb30BaHbI, YTOObI 3aWUTUTL KOHPULEHUNANBHOCTb, LETOCTHOCTb
1 [OCTYMHOCTb MHpOpMAaLUM O COCTOSIHUN 340p0BbsA. CyLeCcTBYIOT TakXe A0MNO/IHUTE bHbIE TpeboBaHus, xa-
pakTepHble ANS cdepbl 34paBoOXpaHeHns. Hactoawmii ctaHgapT COAEPXUT AONOHUTENIbHbIE YKa3aHUa B
dhopmaTe, KOTOPbI 1LA, OTBETCTBEHHbIE 3a 3aLUTY MeULMHCKOW MHopMaL MK MOTYT JIETKO MOHATb U Npu-
MEHUT.

ABTOpbI HACTOSAILLEro cTaHjapTa He HamepeBalTCA nucartb nocobue Nno KOMMbITEPHOR 6e3onacHoCcTu
1Ny 3aHOBO (hOpPMyNMpoBaTb TO. YTO YXxe 6bl10 HanucaHo B MICO/M3K 27002 nnn MCO/M3K 27001. Cyue-
CTBYeT MHOro TpeboBaHuii 6e30nacHOCTU, KOTOpble ABASIOTCA 06LWUMY AN BCEX CUCTEM, CBA3AHHbIX C Npu-
MEHEeHVEeM KOMMbIOTEPHOWN TEXHWKN, UCNOMb3yeMbIX B (hMHaHCOBOM 06C/TYyX1BaHUW, NPOM3BOACTBE, yrpas/e-
HMU NMPOM3BOACTBEHHBLIMM NpoLEeccaMmn uan B 060l fpyroii opraHM3oBaHHOW 061acTy AesiTeNbHOCTU. Bbinn
npeanpuHATLEl 06beANHEHHbIE YCUINA A8 TOro, YTO6bl COCPEfOTOUNTLCA Ha TpeboBaHMAX 6e30nacHoOCTH,
Heo6X04MMOCTb KOTOPBIX Bbl3BaHa YHVKa/IbHbIMW 3aga4amMu o NpeocTaB/1EHN0 31EKTPOHHON MeAULMHCKO
MHbopmaLmmn, KoTopas noafgepxvBaeT okasaHne NoMoLLM.

Komy afpecoBaH HacToAwWMA cTaHfapT?

Hactoswwin cTaHAapT npefHasHauyeH A5 Tex. KTO OTBeYaeT 3a KOHTPO/b 3alunTbl MEAWNLVHCKON WH-
dopmanun. n ana MeaUUMHCKUX OpraHu3aumnii n Apyrux xpaHutenei MeguumMHCKoi nHdopmalum, KoTopbIm
Heobxo0AVMMO PYKOBOACTBO MO AAHHONW Teme, a Takke [/ UX COBETHWKOB N0 6e30MNacHOCTH, KOHCY/IbTaHTOB,
ayAmMTopoBs, NPOAaBLIOB U TPETLUX /L. OKa3biBaKOLMX YCYTA.

MpevmyuiecTsa NCNOMbL30BAHUA HACTOsALLEro ctaHgapTa

MCO/M3K 27002 siBnsieTcs LUMPOKUM KOMMMIEKCHbIM CTaHAapToM, MU ero pekoMeHjauny He agantupo-
BaHbl cneuunanbHO nof TpeboBaHns 34paBoOXpaHeHuns. HactosAwwmii ctaHgapT No3BoAseT nocsiefoBaTeslbHO
npumMmeHntTs MCO/M3BK 27002 B ycnoBuax 34paBOOXpPaHEHUs 1 NMPU 3TOM 0C060€e BHUMaHue yaenunTb cneuu-
anbHbIM 3afa4am, nocTaB/eHHbIM cdhepoii 3apaBooxpaHeHns. COOTBETCTBME HACTOSLLEMY CTaHAAPTY NOMO-
raet MeAVLMHCKAM OpraHn3aunam coxXpaHaTb KOH(pMAEHUNaNbHOCTb M LLeNIOCTHOCTb BBEPEHHBIX UM [aHHbIX,
obecneyvBaTtb AOCTYNHOCTb K OCHOBHbIM MH(DOPMAaLMOHHLIM CUCTEMAM 34paBOOXPaHEeHUs 1 pacnpefenstb
OTBETCTBEHHOCTb 3a MeAMNLMHCKYI0 MHpopMaLuio.

MprHATWE HaCTOoALWEero cTaHjapTa MeAULMHCKUMUW OpraHusauuamun B npegenax O4HON pucankummn un
MEXAY HPUCANKLMAMMN MOMOXET B3aMMOLENCTBIIO 1 NO3BONNT 6€30MacHO BHePWUTb HOBbIE COBMECTHbIE TEX-
HOMOMMK OKa3aHus MeANLUUHCKON nomMowu. besonacHblii 1 KOHMAeHUMaNbHbIA 06MeH nHhopmMaLvein moxeT
3HAUUTE/ILHO YNYULIUTL pe3ysibTaTtbl NpefocTaBeHns MeAULMHCKAX YCyT.

Bnarogaps HacTosiweMy cTaH4apTy MefuLMHCKMe opraHnsaumm MoryT OTMETUTL CHUXKEHME KONUYecTea
N TAXECTN MHUMUAEHTOB B cMCTemMe 6e30nacHOCTU, No3BONAA NnepepacnpeennTb pecypcbl Ana 6osee npoayk-
TUBHOW fgeaTenbHocTu. 3awmTa IT N03BOUT pacnpefenunTb Pecypchbl 34paBoOXpaHeHnsa peHTabenbHo 1 Npo-
OyKTUBHO. Ha camom gene, uccnefosaxuve, nposegeHHoe ®opyMom no 3atmTe nHgopmMauuy n aHaamtukamm
pblHKa, Mokasasio, 4YTO Xopollas PasHOCTOPOHHAA 3aliuTa MOXeT YBeNnunTb a(peKTMBHOCTL OpraHnusauum
Ha uenbix 2 %.

HakoHel, nocnepoBaTesbHbI NoAxoA K 3awuTte [T. NOHATHLIA BCEM /MLAM M OpraHu3aLusiM, OTHOCS-
LWMMCA K 34paBOOXpaHeHNto, Yy4LINT MOpasibHOe COCTOSIHME KOJIIEKTUBA W NOBLICUT floBepue obLliecTsa K
cucTeMam, XpaHsaLWmM NepcoHasnbHy0 MefULVHCKYI0 MHhopMauuio.

Kak ucnonb3oBaTb HaACTOALWMIA cTaHaapT

UutaTensm, ewe He 3HakoMbiM ¢ ICO/M3K 27002, HacTOATENIbHO PEKOMEHAYeTCs 03HAaKOMUTbLCS C
BBOJHbLIMW pasfeniaMn HacToAWero ctaHaapTa, npexae 4em npofo/iKUTb ero usydyeHue. Crneymannctsl no
BHE/JPEHNI0 HACTOALLEro ctaHgapTta fO/MKHbI CHavana BHUMaTesbHO npounTtate MCO/M3K 27002, Tak kak B
TeKcTe HMxke 6yayT HEO[HOKpaTHO fenaTbCs CCbIIKU Ha COOTBETCTBYKLME pasfesbl 3Toro craHgapra. Ha-
CTOSIWMIA CTaHAAPT HE MOXET ObITb MOMIHOCTbLIO MOHAT 6€3 3HaKoMCcTBa C NosiHbIM TekcTtom MCO/M3K 27002.

YnTaTensiMm, He 3HaKOMbIM C 3aLMTON MeAULUMHCKON MHDopMaumun 1 ee LensMu, 3agadamu, 1 nNosHbIM
KOHTeKcToM, ByAeT Nofe3Ho NpounTaTb KpaTkoe BBeAeHVe, KOTOPoe MOXHO HaWTu B pasgene 5.

\%
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Uutatenu, nHTepecylowmecs pykosoAcTBOM no BHegpeHuto MCO/M3BK 27002 B o6nacTb 3apaBooxpa-
HeHWsl. HangyT B pasfene 6 NpUMeHAeMbIl Ha NpakTuke nNnaH AeincTeuii. laHHblil pasgen He coaepXuT 06s-
3aTeflbHbIX Tpe6oBaHWii. BMecTo aToro faHbl 06Lue CoBeTbl 1 peKOMeHaunm 0 TOM, Kak ny4lle NpucTynuTb
K BHegpeHuio MCO/M3BK 27002 B 3gpaBooxpaHeHme. Pa3gen BbICTPOEH BOKPYr Uukna gesaTefnibHOCTM (nna-
HUpoBaHue/felicTBre/npoBepkalynyyllieHne). KoTopblii onucad B UICO/M3K 27001. n KOTOpbIiA, B c/ly4ae ero
BbINOJTHEHUS, NPUBEAET K HAeXHOMY BHEAPEHWIO CUCTEMbI MEHEKMEHTa MHDOPMaLMOHHON 6e30MacHOCTL.

YnTaTtenu, Hyxaarwwmecs B KOHKPETHbIX COBETax MO OAMHHAALATW pasfenam ynpaBfieHus 3aliuTtoii u
39 OCHOBHbIM KaTEropusiM ynpasJ/ieHus 3aluToli, onucaHHbiM B MICO/M3K 27002, cMOryT HaiTu ux B pas-
pene 7. 3TOT pasfen paccmatpuBaeT Kaxblii N3 ogvHHaguatu pasgenos MCO/M3K 27002 no ynpaBneHuio
3awuToii. MNMpy HeO06XOAMMOCTM YKa3biBaOTCS MUHUMa bHble Tpe6oBaHMSA, a B HEKOTOPbLIX ClyYasx M3foxe-
Hbl HOPMaTVBHbIE PYKOBOACTBA MO Hag/exalleMy NpyuMeHeHUo onpegeneHHbIX BUA0B yNpaBaeHns 3aluTon
AN 3alWNTbl MeAULMHCKOW nHdopMauny, ykasaHHbix B MICO/M3K 27002.

B KoHUe HacToswero crtaHgapTa AaHbl TpU npunoxexus. MpunoxeHne A onucbiBaeT obLyme yrposbl
MeaMUMHCKON nHdhopmauumn. MpunoxeHve B kpaTko onucbiBaeT 3afjauyn U COnyTCTBYIOLME AOKYMEHTbI CU-
CTeMbl MeHeKMeHTa UHAOopMaLMOHHO 6e3onacHocTy. B npunoxeHun C paccMaTpusaloTca npevmyLecTsa
cpeAcTB NoAAePXKM ANA OKa3aHMsA NOMOLLY Npu BHeapeHun. B 6ubnnorpadum nepeyncneHsl COOTBETCTBYIO-
e cTaHAapTbl B 06/1aCTW 3aWnTbl MEAMLMHCKON nHhopmauun.

\Y|
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HAUWOHANBbHBLINKN CTAHOAPT POCCUMUCKOW SGELEPALUMU

NHopmaTn3ayms 340p0BbA

MEHEOKMEHT 3AWNTbI NHPOPMALINK B 3PABOOXPAHEHNN MO NCO/M3K 27002

Health informatics. Information security management in health using ISO/IEC 27002

[ata BBegeHns — 2016— 11—01

1 O6nactb NpyMMeHeHUS

1.1 O6uue nonoxeHus

Hactoswwin ctaHgapT onpefenser PykoBoACTBa [A/7A MNOMOLWM NPV TOMNKOBaHWM WAN BHELPEHWM
MCO/M3K 27002 B nHchopmaTtmsaLmio 34,0poBba U ABNSETCA JOMNOMHEHNEM HacTosIWweMy cTaHAapTyl).

Hactoswwmii cTaHAapT ycTaHaBnvnBaeT NoApoOHbI HAbop 31EeMEHTOB ynpaBneHus Ans ynpasneHus
3aWnTOl MeMLMHCKOW MHopMauun 1 npefocTaBnseT PykoBOACTBA MO JYHLWUM NpakTUkam ANS 3awuThbl
MeAWUMHCKON MHopMaumn. BHeapsas HacToAwwmid ctaHgapT, MeauUMHCKME OpraHv3auuy u apyrue XpaHu-
Tenn MefMLMHCKOW UHopMaLm cMoryT o6ecneuntb MUHUMasbHbIA HEOOX0AUMbIV YPOBEHb 3alynTbl, COOT-
BETCTBYIOLMNA YCOBUAM OpraHusaumm n cnocobHblli nogdepxmBarb KOHPUAEHLNaNbHOCTb, LeNIOCTHOCTb U
[OCTYMNHOCTb NEepPCOHasIbHON MeANLMHCKON nHchopmaLmu.

HacTosiwumii ctaHgapT pacnpocTpaHaeTcsl Ha MHhopMaLuio 0 340pOBbE BO BCEX ee acnekrax, Hesasu-
CMMO OT POpMbI NpeAcTaBneHnsa nHopmauyun (cnosa n Ludpsbl, 3ByKO3anncu, pUcyHkv, BUAEO N MeaULMH-
CKne CHUMKW), CPeACTB, UCMNOMb3yEMbIX /1 €e XpaHeHUs (HaneyataHHas Wan HanucaHHas Ha Gymare wnu B
9/1eKTPOHHOM BUfe) U CPEACTB, NCNONb3yEMbIX 4151 ee nepejayun (Bpy4Hyto, No akcy, Yepes KOMNbIOTEPHbIE
CeTn Uan no noyTte), Tak Kak MHdhopmauus Bcerga fo/HkHa 6bITb COOTBETCTBYIOLWMM 06pa3om 3aluileHa.

Hactosiwuii ctaHgapt 1 MICO/M3K 27002 B cBOEl COBOKYMHOCTW ONpefensoT, 4To TpebyeTcs B pam-
Kax 3almnTbl MHchopMaLuuy B 061acTu 34paBoOXPaHEHNs; HO He ONPeSenstoT TO. Kak 3T Tpeb0oBaHWsA fOKHbI
6bITb BbIMO/IHEHbI. VIHBIMM CnoBaMu, HacTOAWMIA CTaHAapPT B MakCMMasibHO BO3MOXHOW CTEMeHu sBnseTcs
TEXHOMOrMYeckn HelTpasbHbIM. HeRTpasibHOCTb MO OTHOLUEHWIO K BHEAPEHWIO TEXHOJOMNIA SIBNAETCA BaXHOM
0COBEHHOCTb0. TEXHOMOMMSA 3alnTbl NO-NPeXHeMy nepexusaeT 6ypHoe pasBuTve, ¥ TEMN 3TUX U3MEHEHWI
Tenepb M3MepsieTcs B Mecauax, a He B rogax. B npoTMBONONOXHOCTb 3TOMY, OXMAAETCH, YTO CTaHjapThl B
Lle/IoM OCTaHyTCSi B CU/ie B TeYEeHUEe MHOTUX NIeT, MPY TOM. YTO OHW MoAsiexaT Nnepnoanyeckomy nepecMoTpy.
He meHee BaXHO M TO. YTO TEXHOMOrMYeckas HelTpasrbHOCTbL OCTaBAAEeT NPoAaBLaM ¥ NocTaBLUKaMm ycayr
BO3MOXHOCTb Npejiaratb HOBblE UM pa3BUBatOLLMECS TEXHONOMMK, OTBeYatLMe Heo6xoAMMbIM TpeboBaHu-
SIM, KOTOPblE OMWCLIBAET HACTOSILLMIA CTaHAApPT.

Kak oTMevanocb BO BBEAEHUU, ANA MOHUMaHNA HACTOALLEro cTaHgapTa Heo6XoAMMO cHavana 03HakKo-
MUTbCA € cogepxaHmem MCO/M3IK 27002.

1.2 UcknioyeHns n3 o61acTv NpUMEHeHNs

Cnepytolime 061acTy 3aluThbl MHCHOPMALMM BbIXOAAT 32 paMKU HaCcTOsLLero cTaHaapTa:

a) MeToAMKN 1 cTaTUCTUYECKMe MCMbITaHna Anst aPPEKTUBHON aHOHUMU3aLMK NEPCOHasbHON Meau-
LIMHCKOWN nHchopmaumu;

b) METOAVKM NCEBAOHUMMN3ALNN NEPCOHANBHOW MEAULMHCKOW MHhopMaumn (cM. [10) Ana npumepa Tex-
Huueckoli cneundukauum NCO. HenocpeaCcTBEHHO KacatoLmecs 4aHHON TeMbl);

C) Ka4ecTBO PaboTbl CETU 0BCNYXMBAHUSA U METOLbI U3MEPEHNSA AOCTYNHOCTU CEeTel, UCNONb3yeMbIX ANs
WHhopMaTU3aLun 30pPOBbS;

d) kauyecTBO AaHHbIX (B OT/IMYME OT Le/IOCTHOCTU AaHHbIX).

2| AaHHOB pyKOBOACTBO OTBEeYaeT TpeboBaHNAM NnepecMoTpeHHoro BapuaHta MCO/M3K 27002:2005.

M3paHue oduynansHoe
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2 HopmaTuBHbIE CCbIJIKK

Cnegyiouine HOpMaTuUBHbIE AOKYMEHTbI ABAAIOTCA 0653aTeNbHbIMU 4715 NPUMEHEHUA HACTOSLLEero A0-
KymeHTa. [N AaTMpoBaHHbIX CCbISIOK NMPUMEHAETCS TOMbKO LUMTUPOBaHHOE u3fgaHve. [N HeAaTVpOBaHHbIX
CCbI/IOK MPUMEHSAeTCA nocnefHee n3gaHve CCbiIOYHOro 4OoKyMeHTa (BKtoYas Bce nonpasku).

ISO/IEC 27002:2005, ViHchopmaLuoHHble TexHonornu. TexHonorum 6esonacHocTu. MpakTuyeckne npa-
BUa MeHeLXMeHTa MHopmaLlumoHHo 6e3onacHoctu (Information technology — Security techniques —
Code of practice for information security management)

3 TepmuHbl 1 onpegeneHus
B HacTosawem CTaHfapTe NpuMeHeHbl cnegyruime TepMnHbl C COOTBETCTBYHLLMMU onpefesieHnAMn:

3.1 TepMmuHbI 34paBooXpaHeHns

3.1.1 nHdopmaTusaumna sgoposba (health informatics): HayuHas gucuumnnuHa, kotopas 3aHMMaeTcs
KOFHUTUBHbIMW 3ajadvamu, 3agadamv no o6paboTke MHopMaLumM N KOMMYHUKaLVOHHbIMY 3a4avaMy NpakTu-
KW 34paBoOXpaHeHus, 3agadyamu obpasoBaHusa U UccnefoBaHNaMM, B TOM Yucie B 061acTu MHopMaTUKL 1
NHOPMaLMOHHbIX TEXHONOINIA, 06ecneyvnBatoLLMX BbINOSIHEHUS 3TUX 3ajad.

[MCO/TP 18307:2001. onpepenexune 3.73)

3.1.2 nHdopmaunoHHaa cuctema 3gpasooxpaHeHus (health information system): Xpanunuwe uH-
chopMaLun 0 340poBbe CyOGbeKTa OKasaHWs MefMLMHCKOW MOMOLWM B YAOOGHOM ANS MalMHHOW 06paboTku
BMAeE, KoTopas 6e30nacHo XpaHMTCs 1 nepeaaeTcs U BNSETCA AOCTYNHOW 4151 HECKO/TbKUX YNOTHOMOYEHHbIX
nosb3oBarenei.

MpumeuaHne — OcHOBaHO Ha onpegenennn 2.25. NCO/TP 20514:2005.

3.1.3 3ppaBooxpaHeHue (healthcare): /lio6oit BUA ycnyr, npeaocTaBNeHHbIX MEAULMHCKAMU paboTHU-
Kamy N cpefHUM MeauUMHCKAM NEePCOHaNOM U OKasbiBatOLMX BAIMSHNE Ha COCTOSAHWE 3[,0POBbS.

[EBponeiickuii napnameHT, 1998. cornacHo uutate BO3)

3.1.4 meguumHckas opraHusauusa (healthcare organization): O6wwuii TepMUH, MCMNONb3yeMblid Ans
OMUCaHNS MHOTMX BUAOB OpraHun3auunii, NpesocTaBnAowmx MeauunuHCKne yeiyru.

[MCOITP 18307:2001. onpegeneHuve 3.74)

3.1.5 paboTHuK 3gpaBooxpaHeHus (health professional): /lMuo, KoTopoe YNO/IHOMOYEHHbIE OpraHbl
NPU3HaIN KBaNM@ULUPOBAHHbLIM A5 BbINOSIHEHNA ONpeAesieHHbIX MeAULMHCKNX CNYXebHbIX 06513aHHOCTEA.

MpumeyaHnne — OcHoBaHO Ha onpegenerHun 3.18. NCO/TC 17090-1:2002.

3.1.6 nocTaBWwuMK MoauunHCcKol nomowwm (healthcare provider): /inya wnn opraHusanum, KoTopble
KakMM-1M60 06pa3oM BOB/EYEHbI B OKa3aHue MeAULMHCKOW MOMOLLM KAMEHTY, an 3aboTslmeca o 6narono-
Ny4nn KnveHTa.

3.1.7 ngeHtnduympyemoe nuuo (identifiable person): /inyo, koTopoe MOXeT 6bITb NPAMO MU KOCBEH-
HO MAEHTUMULMPOBAHO, B YACTHOCTY NO MAEHTUMDUKALMOHHOMY HOMEPY UM OAHOMY WU HECKONbKUM hak-
TopaMm. XapakTepHbIM A5 ero manyeckoli, n3nonorMYecKoin, NCUXMYecko, IKOHOMNYECKON, KyNbTypHOW
Un coumanbHOn NAEHTUYHOCTW.

[MCO 22857:2004. onpenenexue 3.7]

3.1.8 naumeHT (patient): Cy6bekT okasaHus megunumHckoin nomowm. (Cm. 3.1.10.)

3.1.9 nepcoHanbHas mMeguuunHckas unHdopmauusa (personal health information): WHdopmaumsa o6
naeHTUULMPYEeMOM YesioBeke, KOTopast OTHOCUTCS K hM3NYECKOMY MW NMCUXMYECKOMY 3[,0POBbI0 YesloBeka
WM K OKa3aHnio MeAWLMHCKON NOMOLLM YenoBeKy, KoTopas MOXeT BKloYaTh B cebs:

a) nHhopmaLmo 0 perucTpaunm pr3nyeckoro nMua Aaa NpeocTaBeHns MeANLVHCKNX YCYT;

b) MHbopMauMio 0 nnarexax UM OCHOBaHWAX AN BKOYEHUS YyesloBeka B CMUCOK /UL, NOMyYaloLmx
MeMNLVHCKNe YyCyru;

C) HOMep, CUMBOJT UM OCOBEHHOCTbL, NMpUNUCLIBAEMAs KOHKPETHOMY YesloBeKy A/t TOro, YTo6bl 0fHO-
3HAYHO YCTaHOBUTb €r0 JIMYHOCTb B Lie1ISIX NpeA0CTaBNeHNs MeANLMHCKUX YCAyT;

d) nobyto nHhopmauuio o YenoBeke, CO6paHHyl0 B XO4e NpefocTaB/ieHUs eMy MeANLMHCKON NOMOLLK,

€) cBefeHus, NoyYeHHble BO BPEMS NPOBEPOK U/IN 3KCNEPTU3bl HACTH Tena unm husnyeckoli cybeTaHLmm;

f) noenTudukaumo yenoseka (Hanpumep, paboTHUKa 3paBoOXpaHeHUs) B kayecTBe NocTasLimka me-
AVUVHCKOW NOMOLLM AN18 YesoBeka.

2
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NMpumeyaHne — MepcoHanbHas MeguUMHckas MHopMauus He BkIovaeT B ce6s uHopmauuo camy no
cebe unn B coueTaHwuu ¢ Apyroii uHgopmaumnein, umeroweiics B pacnopskeHnn Bnagenbla, Kotopas sBNAETCH aHOHM-
MWU3VMPOBAHHOI. TO €CTb N0 MH(OPMALMU HEBO3MOXHO YCTAHOBUTb JIMYHOCTL YENOBEKa, KOTOPbIA ABNSETCA CYObEeKTOM
MHopMaLuuu.

3.1.10 cybbekT okasaHma mMeauuunHCcKol nomouin (subject of care): OAWH WM HECKO/IBKO YEeNOoBEK,
KOTOPbIM [O/IXHbI NPeA0CTaBNTb, NPeAOCTaBAAIT UN YXe NPefoCTaBuIn MeAULMHCKOE 06CNyXMBaHue.
[MCOITC 18308:2004. onpeaeneHue 3.40]

3.2 TepMuHbl No 3auwuTe nHopmayum

3.2.1 akTuB (asset): Bce. UTo MMeeT LLEHHOCTb A8 opraHu3aLlmm.
[MCO/M3K 13335-1:2004, onpepenexue 2.2]

MpumeyaHune — B KoHTekcTe MH(OPMaLWOHHOW Ge3onacHoOCTM B MeAuLUHe, WH(OPMaLMOHHbIE aKTUBbI
BK/IKOYAIOT:

a) MeANLMHCKYI0 nHhopmaLmio:

b) IT-cepBuchbI:

c) annapatHble cpefcTaa:

d) nporpammHoe obecnevyeHue;

€) KOMMYHMWKaLNOHHbIe CPeACTBa,;

f) cpeacTBa MHopmauum:

a) IT-cpeacTsa;

h) megunumHckme NpUGOpPbI, KOTOPbIE 3AMUCHIBAIOT AaHHbIE U (DOPMUPYIOT OTUETbI JaHHbIX.

3.2.2 nogoTyeTHOoCTb (accountability): CsoiicTBo, oGecneunBatLlee OAHO3HAYHOE OTC/EeXMUBaHWEe
COO6CTBEHHbIX AECTBMUIA N060ro 10rMYeckoro 06bekTa.

[MCO 7498-2:1989. onpegeneHuve 3.3.3]

3.2.3 goBepue (assurance): PesynbTar cepun NpoL,eccoB yCTaHOBNEHUSI COOTBETCTBUSA, NOCPELCTBOM
KOTOPbIX OpraHn3aumsa focTuraeT yBEPEHHOCTU B CTaTyce MEHeMKMEHTA NHIOPMALMOHHON 6e30nacHoCTU.

3.2.4 poctynHocTb (availability): CBOINCTBO AaHHbIX UK PECYPCOB ObITb AOCTYMHBLIMU WU NPUFOAHLIMU K
MCMO/Ib30BaHNI0 NO 3anpocy aBTOPVM30BAHHOTO S10rMYeCcKoro 06bekTa.

[MCO 7498-2:1989. onpegeneHne 3.3.11]

3.2.5 oueHka cooTBeTCcTBMSA (compliance assessment): Mpouecchl, NOCPEeACTBOM KOTOPbLIX OpraHu3a-
LM noaTBepXAaeT, YTo 3a4elicTBOBaHHble CPeAcTBa ynpaBneHnsa MHopMaLMoHHO 6e30nacHoOCTM ocTaloT-
€ McnpaBHbIMU 1 3PPEKTUBHBIMNA.

NMpumeuyaHne — HopmaTuBHO-NPaBOBOE COOTBETCTBME OTHOCUTCSA HENOCPEACTBEHHO K 3/ieMeHTaM ynpasne-
HUS 6€30MacHOCTbIO, 3a4eiiCTBOBAHHbLIM B Lie/ISIX BbINO/IHEHUS) TPe6OBaHN COOTBETCTBYIOLLEr0 3aKOHOAATE/IbCTBA, TAKOo-
ro kak jupekTnsa EBponeiickoro cosa o 3awuTe NepcoHanbHbIX AaHHbIX.

3.2.6 koHdmnaeHymanbHocTh (confidentiality): CBONCTBO AaHHbIX, NO3BOMAIOLEE HE faBaTb Npasa Ao0-
cTyna K uHdopMauun Wan He packpbiBaTb ee HeaBTOpPM30BaHHbLIM fMuam, npoueccam UM Apyrum nornye-
CKMUM 06BEeKTaMm.

[MCO 7498-2:1989. onpegeneHne 3.3.16]

3.2.7 UenocTHOCTb AaHHbIX (data integrity): CnoCcO6HOCTb AaHHbIX He NoABepraTbC U3MEHEHUIO UK
YHUUTOXEHWIO NPY HECAHKLMOHNPOBaAHHOM AocCTyne.

[MCO 7498-2:1989. onpegeneHne 3.3.21]

3.2.8 ynpaBneHue nHdopmauumeii (information governance): Mpouecchbl, NOCPeACTBOM KOTOPbIX Op-
raHusaumsa nonydvaeT rapaHTUO TOro, YTO PUCKM ANA ee uHcopmauuu, a NnoToMy n paboTocnoco6HOCTL K
LleNIOCTHOCTb opraHun3aunyn aekTMBHO NAEHTUULMPYIOTCS 1 yNpaBasoTCs.

3.2.9 zawmta nHgopmayuu (information security): NoaaepxaHve KOHPUAEHUNATBHOCTU, LENOCTHO-
CTW 1 JOCTYMHOCTU MHGOpMaLUK.

M punmMeydyaHune — ,Clpyrvle CBOIICTBA, B 4aCTHOCTM noAoOTYETHOCTb nonb3oBartesiei, a Takke AYyTEHTUYHOCTb, OT-
Ka30yCTOVI‘4MBOCTb N HaAeXHOCTb, HaCcTO YNOMNHAKTCA KakK acnekTbl 3alunTbl MH(*)OpMaLI'MVI, HO TaKXe MOryT paccmarpu-
BaTbCA KakK NPOn3BOAHbIE OT TPEX OCHOBHbIX CBOICTB B onpeaeneHnn.

3.2.10 puck (risk): CoueTaHue BEpOSATHOCTU COOLITUSA U €ro NocneACTBUIA.

[PykoBogcTBO NCO 73:2002. onpegenerHne 3.1.1]

3.2.11 oueHka puckoB (risk assessment): O6LMi1 NpoLecc aHanm3a pucka 1 OLeHNBaHUA PUCKOB.
[PykoBoacTtBo NCO 73:2002. onpegenexue 3.3.1]
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3.2.12 meHepxmeHT puckoBs (risk management): CornacosaHHble BUAbl AeATENBLHOCTU NO PYKOBOA-
CTBY 1 ynpaBfeHno opraHusaumeli B OTHOLLIEHWN PUCKOB.

MpumeuaHune — MEHELXMEHT pucka 06bIYHO BKIKOYAET B Ce6A OLEHKY pucka, 06paboTKy pucka, NPpUHSATHE
pucka v MHOPMUPOBAHUE O pUCKaX.

(PykosoactBo NCO 73:2002, onpeaenexue 3.1.7]
3.2.13 paboTa c puckamu (risk treatment): MNMpouecc BbIGOpa M OCYLLECTBNEHUS Mep N0 U3MEHEHUI0
(06bIYHO CHMXEHUNID) purCKa.

MpumeyaHnne — OcHoBaHO Ha onpegeneHun 3.4.1, Pykosoactee MCO 73:2002.

3.2.14 uyenocTHOCTb cucTeMsbl (system integrity): CBOINCTBO, NokasbiBaloLLee, YTO cUcCTeMa BbINOSIHAET
npefycMOTPEHHYI0 A/151 Hee PYHKLMI0 B HOPManibHOM pexumMe, CBO60AHOM OT NpefHaMepeHHOro Uam cayyaii-
HOr0 HEeCaHKLMOHNPOBAHHOIO BO3AECTBMA Ha CUCTEMY.

3.2.15 yrpo3sa (threat): MoTeHynanbHaa NpUYMHA NHLUAEHTA, KOTOPbIA MOXET HaHeCTH ywwepb cucteme
WAV opraHnsauum.

[MCO/M3K 13335-1:2004. onpepneneHue 2.25]

3.2.16 yaszBumocTb (vulnerability): CnabocTb OQHOTO MM HECKObKUX aKTUBOB, KOTOpas MOXET ObiTh
1cnosb30BaHa 04HOM WAV HECKOSIbKUMU Yrpo3amu.

[MCO/M3K 13335-1:2004. onpepfenexve 2.26]

4 CokpalweHuns

ISMF — ®opyM N0 MeHeaXMeHTY 3awuTbl nHopmaunn (ISMF — Information Security Management
Forum);

CMNB — Cuctema MeHemxmeHTa uHdoOpmaumoHHon 6e3onacHocTn (ISMS — Information Security
Management System);

IT — NHdopmaunoHHasa TexHonoruns (IT — Information Technology):

SLA — CornalleHue o0 kayecTBe npegocTtasnsemMbix ycnyr (SLA — Service Level Agreement);

SOA — 3asBsneHue o npumeHnmocTtun (SOA — Statement of Applicability).

5 3awuta MeanuNHCKOR nHdopmalmnm

5.1 Uenu 3awmnTbl MeAULUHCKOW MHGOpMaLun

CoxpaHeHune KOH(UAEHUNANbHOCTKN, 4OCTYMHOCTM U LeNOCTHOCTM (BKIOYas NOA/MHHOCTb, NOAOTYeT-
HOCTb ¥ KOHTPOIMPYEMOCTb) MHDOPMALIMKN ABNSETCA rNaBHelLwel Lenblo 3almTbl uHdopmaLun. B 3apaBoox-
paHeHUn KOHPUAEHLMaNbHOCTb 06BEKTOB OKa3aHUa MegULUHCKON NOMOLLM 3aBUCUT OT COXPaHEeHUs KOHu-
[eHUManbHOCTW NepcoHanbHOW MeANLMHCKON nHdopmauun. UTobbl COXpaHnTb KOHUAEHLNANBHOCTb, Takke
[OMKHbI BbITb NPUHATBI MEPbI MO COXPaHEHWIO LIe/IOCTHOCTU AaHHbIX, €C/IN 3TO MOXEeT ABNATLCA eAUHCTBEH-
HOW MPUYMHOW, NO KOTOPOI MOXEeT OblTb HapyLLeHa Lie/IoOCTHOCTb faHHbIX yrpaBieHnsa AOCTYNOM, XYpHasioB
ayauTa n ApYrnx CUCTEMHbIX flaHHbIX cnoco6amu, KOTopble MO3BOMAIOT HAPYLUEHUAM KOH(MAEHLUANBHOCTY
NPOVCXOANTL UM OCTaBaTbCA He3amedeHHbIMU. Kpome Toro, 6e30nacHoCTb NauveHToB 3aBUCUT OT Nogaep-
XaHusa LenoCcTHOCTM NepcoHabHON MeAMLMHCKON NHhopMaLui; HECNOCOBHOCTL cAenaTb 3TO MOXET Takke
npuBECTU K 60N1e3HN, TpaBmMe Un Aaxe CMepTu. TOYHO Tak Xe, BbICOKUIA YPOBEHb [OCTYMHOCTU ABMSETCA 0CO-
6EHHO BaXHbIM aTpMBYTOM CUCTEMbI 34 paBOOXPaHEHWS, FAe IeYeHne 4acTo CTPOro orpaHMyeHo BO BPEMEHN.
[LencTBnTeNbHO, CTUXUIiHBIE BeACTBUA, KOTOpble MOTYT NPUBECTU K Nepe6osm B ApYruX, He CBA3aHHbIX CO
3[4,0pOBbEM, MH(DOPMALMOHHbIX CUCTEMAX, MOTYT MPOUCXOAUTbL MMEHHO B TO BpeMms, Koraa nHdopmauus, co-
Jepxaliascsa B cucteme 34paBooxpaHeHns, Hanbonee Heobxogyma. Kpome Toro, atakm Ha ceTeBble CUCTEMbI
TUNa «0TKa3 B 06C/YXMBaHUN» CTAHOBSITCS BCe 60/1ee pacnpoCTPaHEHHbIM SIBIEHUEM.

OnemMeHTbl ynpaB/ieHus, onucaHHble B pasgene 7. 370 3/1eMeHTbI, KOTOpble 0603HaYeHbI kak noaxoasiume
[ONA 30paBOOXPaHeHNs B LieNsx 3almTbl KOHPUAEHUNANBHOCTY, LLEeNOCTHOCTY U [OCTYNHOCTY NEepCoHanbHOM
MeAMLUMHCKOM MHhopMaLun 1 obecnevyeHns Toro, YTo AOCTYN K Takoii UHopMaLmMm MOXeT 6bITb MPOBEPEH U
obecrneyeH. 3TV 31EMEHTbI YyNpaBfeHUs NoMorarT NpeoTBPaTUTL OLWMGKN B MEeAULMHCKON NpakTuke, KOTo-
pble MOryT 6bITb Bbi3BaHbl HECMOCOBHOCTbLIO NOAAEPXKMBATbL LeIOCTHOCTb MeANLUHCKOM nHopmauun. Kpome
TOro, OHWN MOMOralT rapaHTMpoBaTb NoAAEPXaHe HENPepPbIBHOCTN NPefoCTaBeHNs MeLULVHCKNX YCAyT.

4
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CyLLecTBYIOT AONOMHUTENbHbIE (DAKTOPbl, (DOPMUPYIOLLME Lienn 3alimTbl MegULMHCKOW MHhopMauun.
OHU BKIHOYAIOT B ceb5:

a) cobnaeHne 3aKoHoAaTe bHbIX 0683aTeNbCTB, 3aKpeN/IeHHbIX B AECTBYIOLLUX 3aKOHaX ¥ NOJIOXEHM-
AX 0 3aL4MTEe AaHHbIX, 3alULLA0LWLMX NpaBa 06GbEKTOB OKa3aHWa MeAULMHCKOM NOMOLLM Ha HEMPUKOCHOBEH-
HOCTb YaCTHOI XNU3HN2);

b) NogaepXaHue ycTaHOB/IEHHbIX B 06/1aCT MHhopmaTM3aumm 340poBbs PeKOMEHA0BaHHbIX METOA0B
KOH(OMAEHUMANBHOCTU U 3aLUNThI;

C) noffepxaHue NoJoTYETHOCTU Ha YPOBHE OTAE/bHOTO YesioBeKa 1 OpraHu3anumn cpeam MeauuuHCKUX
opraHusauuii 1 MegULMHCKNX PabOTHUKOB;

d) nogfepxka oCyLLeCTBIEHNSA CUCTEMATUYECKOTO YNPaBAEeHNSA pUckaMn B MeAULMHCKUX OpraHn3aumsx;

€) yoB/fieTBOpeHUe TpeboBaHWii 3alUKThbl, BbISIB/IEHHbIX B 06LMX CUTYaLusix chepbl 34paBoOOXpaHeHNs;

f) cCHWXKeHne akcnnyaTauMoHHbIX PACXOA0B 3a CYeT cofeincTBmsA 6o/1ee LWMPOKOMY NCMOMb30BaHUI0 TeX-
HOMorMn B 6€30NacHOl, HafeXHOM, 1 XOPOLLOo ynpas/seMoii MaHepe, KoTopasi NoALEPXKMNBAET, HO He OrpaHu-
UMBaeT. TEKYLLYIO AeATe/IbHOCTb B chepe 34paBOOXpPaHEeHus;

) nofaepxaHne 06LLeCcTBEHHOro A0BEPUS K MEANLMHCKAM OpraHu3auvsaM v MHOpPMaLUoHHbIM cucTe-
MaM. Ha KOTOpble 3TV OpraHu3auMm nonaratTcs.

h) nogaepxaHve npodyeccrMoHasbHbIX CTaHAAPTOB U 3TWKW, YCTAHOB/EHHbIX A5 340P0OBbS, Npodeccu-
OHaNbHbLIMW OpraHn3aunsaMmn, CBA3aHHbIMK CO 34paBooxpaHeHneM (B Takoil Mepe, YTO 3aluTa MHopmaumm
coxpaHsieT KOH(hUAEHUMNANbHOCTb U LLe/IOCTHOCTb MeANLMHCKON MHhopMauun);

i) ynpaBneHue 31eKTpOHHbIMU MH(OPMALMOHHBIMKU CUCTEMaMK B 06/1aCTV 34paBOOXpaHEHUs B cpefe,
HaanexaliyMm obpasom 3alyuLLeHHON OT Yrpos;

j) copeicTBMA BO3MOXHOCTM B3aMMOAENCTBUA MEeULMHCKMX CUCTEM, TakK Kak MeauumuHckas nHopma-
LM BCe Yallle UUpKynnpyeT Mexay opraHusanusMy 1 Yepes rpaHulbl opucavkumii (0cob6eHHO B CBSI3U C 3TUM
COBMECTMMOCTb 61aronpmATCTBYET HaA/exallemMy 06paLleHmnio ¢ MeanLMHCKON uHdopmauueli ons obecne-
YeHNs ee NOCTOSHHOW KOH(UAEHLMABHOCTM, LEeNOCTHOCTW 1 AOCTYNHOCTH).

5.2 3awuTa nHopmaLlmm B pamkax ynpasneHus nHhopmaymeiil)

B nocnegHuwe rogpbl ynpaBneHne opraHnsaumeii ctano ogHUM M3 BaXHeWLLnX BONPOCOB A5 opraHn3a-
Lnii BCcex TUMNOB, B OTBET HA HOPMATMBHbIE TEHAEHLMN, 3aKpen/ieHHble B TakuX 3aKoHoAaTe bHbIX HULMaTK-
Bax, Kak amepukaHckuii 3akoH Cap6eiiHca-OKcnu o 60pb6e ¢ KOPNopaTUBHLIM U ByXranTepckum MOLUEHHM-
4eCTBOM U 3aKOH O HENPEepbIBHOCTU AEelCTBUA U MPO3PAaYHOCT MEMLIMHCKOTO cTpaxoBaHus. EBponelickuii
Basenb Il. goknag TepHbynna B BenvkobpuTaHum 1 3aKoH O KOHTPOJIe M NPO3paYyHOCTV komnaHuii (KonTraG)
B lepmaHun. Kpome Toro, pacTtylias 3aBUCUMOCTb OpraHusauuii oT uHgopmMauum n obecneyvBatoLLmx eii Tex-
HoMorvin. enaeT ynpasneHne nHhopMaLmeil BaXHbIM KOMNOHEHTOM MEHeKMEHTa OnepaLMOHHbIX PUCKOB.

MHorve o6nacTv ynpaBneHus uHgopmauveid, Takne Kak akkpegutaumm n 3awmuta AaHHblX, MOXHO CYu-
TaTb nonajawlmmMm B 061acCTb NPUMEHEHUS ynpaBneHus uHgopMmauunein. OUYeHb BaXeH TOT (hakT, u4To 06-
nacTb NpUMEHEHNs ynpasieHns uHopmaluein oxsatbiBaeT U NOMOraeT HENPEPbIBHOMY PasBUTUIO 3aLLMTbI
MHhopMaLmMK Tak, YTOObI Bcerga yaensanoch AO/MHKHOE BHUMAHUE KOH(DUAEHLUANBHOCTH, LLeNOCTHOCTY 1 f0-
CTYNHOCTW. 3aluTa MHhopMaLumn, 04eBUAHO, SIBNSIETCS HAWG0NEe BaXHbIM 3/1IEMEHTOM, AeNatoL MM BO3MOX-
HbIM 60/ee LWMPOKNIA CNEKTP yNpaBAeHus nHgopmaume.

5.3 YnpaBneHve nHopmaunein B paMkax ynpasaeHns opraHusaumeii U KAINHUYeCcKown
npakTUKoWn

B TO Bpems kak MefULMHCKME OpraHnsauuym MoryT oTin4aTbCsl B CBOMX B3rNsiAax Ha ynpas/ieHve K-
HMYecKoli NPaKTUKOW 1 opraHn3aumell, BAXXHOCTb MHTETPaLMKN U 3aUHTEPECOBAHHOCTL B YNpaBieHUn NHAop-
MaLuK1 [O/KHbI ObITb BbIle BCAKUX pasHornacuii, 6yayum kpaiiHe BaxHoW nopnepxkoii ans o6omx. Tak kak
MefULMHCKNE opraHn3aLMmn CTaHOBATCA Bce 60/1ee 3aBUCUMbIMU OT MH(OPMAaLMOHHbIX CUCTEM 4151 NOAAEPX-
KN MPefoCTaBNeHNs MEAULMHCKMX YCyr (Hanpumep, NyTEM UCMO/b30BaHWUs TEXHOMOIMUI U TEHAEHUMIA nog-
LEPXKN NPUHATUS pPeELUEeHW B OTHOLUIEHUWN «OCHOBaHHOW Ha (hakTUYEeCKMX AaHHbIX», a HE «OCHOBAHHOI Ha

2>B [OMOJIHEHNE K MPaBOBbIM 06513aTe/IbCTBaM, OrPOMHOE KOJIMYECTBO MH(OPMALMKM SOCTYMHO MO 3TUYECKUM
o6s3aTenbCTBaM, CBA3aHHbIM C MEAWLMHCKON MHdopMalmeli, HanpuMep 3Tuyeckuii kofekc BcemupHoii opraHusauyum
3[paBOOXpaHEeHNsi. T ITUYECKME 0653aTeNIbCTBA B ONpeAe/ieHHbIX 06CTOATEIbCTBAX MOTYT TAKKE UMETb BIMSIHUE HA
NOSIMTUKY 3aLMTbl MEANLMHCKON MHOpMaLInK.

3>CnepyeT OTMeETUTb, 4YTO B HEKOTOpbIX CTpaHax ynpasieHue WHdopmauuneli HasblBalOT obecneyeHnem
6e3onacHOCTV nHopmMaLymm.
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onbITe» MeAULNHCKOW NOMOLLN), CTAHOBUTCSA BCe GOMee 0YEBUAHBIM, YTO COBbITUS, NMPU KOTOPbIX MPOUCXOANT
notepsi LeNoCTHOCTA, AOCTYNHOCTU U KOH(IMAEHLMANBLHOCTM, MOFYT OKa3aTb CYLEeCTBEHHOE KIMHUYeckoe
BO3JeNCTBUE, M UYTO NPOGMEMbI, CBA3aHHbIE C TaKMMU BO3AeNCTBUSAMM, OyayT npeacTaBnsATb co60i Hecno-
COGHOCTb MpUAEPXUBATHLCA ITUUYECKMX U NMPABOBbIX 06513aTENbCTB, NPUCYLLUX AN «06S3aHHOCTY NPOSBNATH
BHUMAHME>.

Bce cTpaHbl U OPUCAUKLMW, HECOMHEHHO, B6yAyT NPOBOAUTL TeMATUYECKME UCCef0BaHNs, B KOTOPbIX
6yayT paccMaTpuBaTthCsl C/lyvyau, Korga Takue HapyleHUs NPUBENN K HEBEPHO MOCTAaB/IEHHLIM AMarHosam,
CMEpPTU UM 3aTSHYTOMY BbI3[40POBEHNI0. 03TOMY paMOYHble OCHOBbI YNpPaBAeHUs KTMHNYECKO NPakTUKO
[OMKHBbI paccMaTpuBaTb 3(PEKTUBHOE yNpaB/eHe pUcKaMmn 3aluTbl UHGOPMAaLMK, Kak paBHOE MO 3Haue-
HWIO C NnaHaMu NpefocTaBieHNs MeAMUMHCKUX YCAYr, cTpaTernsMy ynpasfieHus MHpekumammu n gpyrumm
«KNOYEBbIMY» BOMpPOCaMy YNpaBieHUs KIMHUYECKO NpaKTUKOiA.

5.4 MeguuuHckas uHdopmauusa, nognexaiiasa sawmre

CylecTByeT HECKOJIbKO TUMOB MHhopMaLmmn, KOHPUAEHLMANbHOCTb, LeNOCTHOCTb M AOCTYNHOCTb4* KO-
TOPOW [OMKHbI ObITh 3aLUULLIEHbI:

a) nepcoHasibHas MeauLuHCKas MHdopMaums:

b) NCEBAOHNMU3NPOBAHHbIE AaHHbIE, MOMyYEHHbIE U3 NEPCOHASIbHOW MeANLMHCKON nHdopmauun no-
CpeAcTBOM onpefAeneHHol MeTOANKN ANA naeHTUdUKaumMm no NnceBaoHNMY;

C) CTaTUCTUYECKNE N HayUHble AaHHble, BK/IlYas aHOHMMU3NPOBaHHbIE flaHHble, B3ATble U3 NePCOHa b-
HOW MeAWLMHCKON MHEhopMaLn NOCpPeACTBOM YAa/IeHUs NepCoOHaNbHO AEHTUDULMPYIOLLNX AAHHBIX;

d) knuHnMYeckne/MegNLMHCKNE 3HAHWSA, He CBA3aHHble C KakuM-M60 OTAefNbHbIM 06BEKTOM OKasaHus
MeZMNLVHCKON NMOMOLLY, BKIOYAs KNMHUYECKUE AaHHble NOALEPXKA NPUHATUA pelleHnsa (Hanpumep, AaHHble
0 HeXxenaTeslbHON NlekapCTBEHHON peakuun);

€) faHHble 0 paboTHMKax 34paBOOXpaHeHus, NnepcoHane u BooHTepax;

OwuHdopmaLusa, cBsidaHHasa ¢ HaA30pPOM B chepe COCTOAHUA 3[0POBbS HACENEeHUs:

[) faHHble XXypHasioB ayauTa, co3gaBaemMblX MeANLMHCKMMU MHPOPMAaLNOHHbIMU CUCTEMAMU, KOTOPbIE
cofiepxXaT NepcoHasibHYl0 MeAULMHCKYI0 MHOPMaLMio UK NCeBAOHMMU3NPOBaHHbIE faHHble, NOYyYeHHbIe
13 NepcoHasIbHON MeAMLMHCKOR MHhopmaLlun, unn cogepxatine fgaHHble o AelicTBUAX Nonb3oBaTeneli B OT-
HOLLEHWWN NepCOoHaNIbHON MeMLMHCKON nHchopmaumu.

h) aaHHble 6e3omacHOCT cucTembl ANA MHADOPMALMOHHBIX CUCTEM 34pPaBOOXpPaHEHUs, B TOM uyucne
JaHHble KOHTPONS focTyna W Apyrne cBas3aHHble ¢ 6e30MacHOCTLIO AaHHble O KOHUrypaumm cucteMbl ans
NHOPMALMOHHBIX CUCTEM 34paBOOXPaHEHUS.

CreneHb 3awWuTbl KOHPUAEHLMANBHOCTU, LLeTOCTHOCTM W AOCTYNHOCTH 3aBMCUT OT Tuna nHdopmauu,
Lenei, ANA KOTOPbIX OHAa yKa3blBaeTCH, U PUCKOB, KOTOPbIM OHa nojsepraeTtcs. Hanpumep, ctatuctuyeckue
AaHHble [nepeyncneHve c) Bbilwe] MOryT He 6bITb KOH(UAEHUNANbHBIMY, HO 3aliMTa UX LeNoCTHOCTU MOXeT
6bITb OYEHb BaXHa. AHaNOTMYHO, AN AAHHbLIX ayauTa [nepeuncneHve f) Bbille] MOXeT He noTpeboBaTbCs
BbICOKWI1 YPOBEHb JOCTYMNHOCTUN (4AcTOro apXnBMpOBaHNA CO BPEMEHEM NOWCKa, U3MeEpPSEeMbIM B Yacax, a He
cekyHAax, MOXeT OblTb 4OCTATOYHO B AAHHOM NPWUIOXEHUN), HO UX COAEpPXaHNe MOXET OblTb CTPOro KOH(U-
AeHunanbHbiM. OueHka pyucka MOXeT NpaBubHO ONpeaenuTb KONNYeCcTBO YCUINA, He0BX0ANMbIX AN 3aLn-
Tbl KOH(PMAEHLMANBHOCTH, LLe/IOCTHOCTU 1 AOCTYNHOCTU (CM. 6.4.4). Pe3ynbTathl perynsipHoOi OLeHKN pUCKOB
[O/MKHbI COOTBETCTBOBaTHL NpPUOpPUTETAM U pecypcamM opraHv3auumn-ucnosHuTens.

5.5 Yrpo3bl 1 yA3BMMOCTU 3aLUTbl MeAULUHCKON nHhopmalmm

Bugabl yrpos v ysi3BUMOCTEl 3awWnTbl MHGOPMALUK, KakK U UX ONWCAHMSI, LUMPOKO BapbupyloTCs. XOTs
HUKTO He ABMSieTCA AelCTBUTENbHO YHUKA/IbHBIM C TOUKM 3pEeHUst 34PaBOOXPAHEHNS], YHUKaIbHbIM B 34paBO-
OXpaHeHUMn ABNseTcs KOMMNIeKC hakTopoB, KOTopble BYAYT YUUTLIBATLCSA MPY OLEHKE Yrpo3 U ysi3BUMOCTEiA.

Mo cBoeii NpupoAe, opraHn3aLmy 35paBooXpaHeHnst (hYHKLMOHMPYIOT B Cpefie, e HUKOr4a Henb3s non-
HOCTbIO UCK/OUNTL Ha/IMUMeE NOCeTUTe e N MOCTOPOHHMX KL, B LeNIoM. B 60/1bLWNX OpraHu3aLmsx 34paBoox-
paHeHWsi camMo KOMIMYECTBO NII0AEN, NepesBUralolmMxcs B onepaTuBHbLIX 30HaX, ABMSETCA 3HAUUTE/bHBIM. ITU
¢hakTopbl MOBLILAKT YSI3BUMOCTb CUCTEM K (PU3NYECKMM Yrpo3am. BeposiTHOCTb TOro, YTO Takue yrpossl 6yayT
BO3HMKATb, MOXET YBE/IMUUTLCS B Clydae NPUCYTCTBUSI IMOLMOHASIbHBIX UK NCUXNYECKU 60/1bHbIX 06 EKTOB
oKazaHUs MeAMLMHCKOM NOMOLLM U POACTBEHHUKOB.

MHOrve MeAMUMHCKME OpraHu3auuy WCMbITbIBAOT MOCTOSIHHYH HexXBaTKy (QMHAHCUPOBAHWSA, U UX CO-
TPYAHUKM MHOTAA BbIHYXAEHbl paboTaTh B YC/IOBUSIX 3HAUMTENLHOIO CTpecca. DTO YacTO MOXET MPUBECTU K

4' CTeneHb [OCTYNHOCTY 3aBUCUT OT Lieneld, 415 KOTOPbIX UHopMaLums 6yaeT ykasbiBaTbes.
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YacTbiM OLWMGKaM, B TOM YMC/ie BbINOSIHEHWUIO HEMpaBUbHbIX Npoueayp. Apyrme nocnefcTeust Takux orpa-
HUYeHWii B pecypcax, BK/IKOYAOT B Ce6A CUCTEMbI, K pa3paboTke, BHEAPEHUIO W 3KCMyaTalnuy KOTOpbIX OT-
Hec/chb KpaiiHe HecepbesHo, UM CUCTEMbI, UCTIO/b3YEMbIE B TEUEHWE [ONTOT0 BPEMEHU MOC/e TOro, Kak nx
CNef0BasIo CHATL C aKCMIyaTauun. 3T hakTopbl MOTYT YBEIMUNTL BO3MOXHOCTb BO3HUKHOBEHUS OTAE/bHbIX
BUJOB Yrpo3 U ycyry6utb ysa3BuMOCTb. C ApYroii CTOPOHbI, KIMHWYECKOE NIeUeHne Mo-npexHemMy sBAseTcs
MpoLLecCcoM, KOTOpbIi BK/OUaeT B ce6si 6OMbLIOE KOMMYECTBO NPOECCUOHANbHBIX, TEXHUYECKUX, aAMUHU-
CTPaATMBHbIX. NOACOGHbLIX U LOGPOBO/LHLIX COTPYAHUKOB, MHOTE M3 KOTOPLIX PacCMaTpuBaloT CBOK pa6oTy
Kak npu3BaHue. VIx npefaHHOCTb U pasHoo6pasune oMnbiTa YacTo MOXET YMEHbLINUTb NOABEPXKEHHOCTL YSI3BU-
MOCTSIM. BbICOKMIA YpOBEHb MPOChECCMOHAMBHOM NOATOTOBKM, MOMYYEHHbI MHOTMMW paGoTHUKaMK 34paBo-
OXpaHeHUs. Takke OT/IMYaeT 34PaBOOXPAHEHNe OT MHOMMX APYrvX OTpac/eil NPOMbIWAEHHOCTH B CHKEHUN
BO3HUKHOBEHWSI BHYTPEHHUX Yrpo3.

Peluatoliee 3HayeHWe NpaBUILHOTO OMNpeAesnieHusl 06GbEeKTOB OKa3aHWsl MeAMLVHCKOW MOMOLM 1 npa-
BU/ILHOTO UX COMOCTaB/IEHUS C MEANULMHCKUMM KapTaMu NpUBOANUT MeANLMHCKIE OpraHn3aLmmy K Heo6Xoa1uMo-
CTW co6upaTb NOAPOGHYI MAEHTUMULMPYIOLLYI0 MH(IOPMAaLMIo. PervoHanbHble Uv pUCAUKLUOHHbLIE pPeru-
CTPbl NALMEHTOB (TO eCTb PErucTpbl 06bekTa OKkasaHUst MeAVLMHCKOM NOMOLLM) MHOTAa SIBASTCS HanGonee
MOMHLIMU U COBPEMEHHbIMU XpaHunWam UAeHTUnUMpYyowWwein nHgopmaumm, 4OCTYNHOW B IOPUCAUKLMN.
JTa ugeHTUMUMpYioLWas nHgopMauua MeeT 60/bLUIYI0 NOTEHUMAbHYI0 LEeHHOCTb A/151 TeX. KTO XOTen 6bl
UCMO/b30BaTh €€ A1 COBEPLUEHNUS KPaXW MEPCOHAbHbIX AaHHbIX, U NO3TOMY A0/KHA 6bITb CTPOrO 3aLiu-
LweHa.

MoaToMy cnegyeT ¢ 0co6oii TWaTeNbHOCTLIO paccMaTpuBaTh Cpesy 34paBooXpaHeHns ¢ ee cneundu-
YecKMMM Yrpo3amMu U ysi3BUMOCTAMU. TpunoxeHue A COAEPXKUT MHDOPMALMOHHBIA CIUCOK BUAOB Yrpos,
KOTOpPble A0/KHbI 6bITh PACCMOTPEHLI MEANLMHCKUMU OpraHu3aLusiMiu Npu OLEHKe PUCKOB ANsi KOH(PUAEH-
LMaNbHOCTW. LEIOCTHOCTM U AOCTYMHOCTU MeAWUMHCKOM MHdopMaLmuu U AN LenocTHOCTU 1 JOCTYNHOCTU
COOTBETCTBYIOLMUX UHPOPMALMOHHbLIX CUCTEM.

6 lMpakTuyecknin nnaH gencteuii No BHegpeHunw NCO/M3IK 27002

6.1 Cwuctematusaumsa ctaHgaptos MCO/M3K 27002 n NCO/M3K 27001

MCO/M3K 27002 npegocTaBnsieT CTaHAAPTHbIA NepeyeHb Lenein KoHTpons B 11 obnacTsax, cogepxa-
LMX B 06LLEel CNOXHOCTM 39 OCHOBHbIX KaTeropuii 6e30nacHOCTH, Kaxaas ¢ onMcaHuemM OfHOr0 UM HECKOSb-
KX CPeACcTB KOHTPONA 3awmuTbl. Cneunannctel no sHegpeHuto NCO/M3K 27002 B cpefie 34paBoOXpaHeHus
MOFYT OTMETUTb, YTO BOMLLUMHCTBO Lesnieli KOHTPOAA NPYMEHMMO NOYTH BO BCEX CUTyauusix. TEM He MeHee,
nonb3oBaTenAM CTaHAapTOB B 34paBOOXPaHEHUN Takke Heo6XO0AUMMO pacrno3HaBaTb CUTyauuu, B KOTOPbIX
MOXET BO3HWKHYTb HEO6XOAVMMOCTb B AOMOHUTENbHbIX LENax ynpasneHns. ITO 4acTo MPOMCXOAuT, Korga
KMMHMYeCKne npoueccbl nepecekalwTcs CO Chneuuann3vpoBaHHbIMU YCTPOCTBaAMM, TakMMM Kak CKaHepsbl,
MaLVHbl AN UHAY3UIA 1 T. 4.. AaXe eC/in CpefCcTBa KOHTPONSA 3alliuTbl OTHOCATCA TONBLKO K NOALEPXaHUo
LLe/IOCTHOCTU AaHHbIX YCTpoiicTBa. B pasHbIX PUCANKLMAX TakKe NMEKTCS pas/iyHble NpaBoBble CUCTEMBI,
KOTOpblE MOTYT U3MEHWUTL TPebyeMyto 061acTb MPUMEHEHNS AeATEeNbHOCTH MO COrNacoBaHuIo.

MNCO/M3K 27001 BBOAUT NoHATHE «CUCTEMA MEHE)KMEHTA MHhOpMaLnoHHo 6e3onacHocT (CMUB)»
1 onucbiBaeT HEOHXOAUMOCTb 3TOW NOAPOOGHOI CMCTEMbI 3/IEMEHTOB YNpaB/eHuWs, Korga npuiarartcs yeunms
no LOCTWXEHUNIO Lieneii 3almnTbl, NPUMEHNMbIE COTNIACHO OLeHKEe PUCKOB. MexXayHapoaHbI ONbIT U NPU3HAH-
Hble nepeAoBble NpPakTMyeckre NPUHLMNbI 3aWwuTbl UHCOPMaL UK NOKa3bIBAIOT, YTO MOCTOSTHHOE Co6NAeHNe
MCO/M3K 27002 mMoXeT 6bITb Haunyylwum o6pa3om obecneyeHo NOCPefCTBOM BHEAPEHNS CUCTEMbI ynpaB-
NIEHUS. KaK nokasaHo Ha pucyHke 1.

Mpn HanMuMM BO3MOXHOCTU MeAMLIMHCKME opraHusaunn fomkHbl 06beanHaTb ceou CMUB ¢ npouec-
camu ynpasneHus uHdopmaumein, onvcaHHbiMn B 5.2 1 5.3, a Takke NpMHATL BO BHUMaHWe pekoMeHgaumu,
npuBefieHHble B 6.2—6.7.

PacnpocTpaHeHHas owmnbKa, B 0CO6EHHOCTY cpean MeAULMHCKMX OpraHu3aunii, y KOTOpbiX 06bIYHO OT-
CYTCTBYIOT OCHOBHble Tpe60oBaHuA, NpeAbsBAseMble K ohuumanbHON akkpeanTauum nnm ceptudmkauum, 3a-
KnoyaeTcs B TOM. 4To cooTBeTCcTBME C MICO/M3K 27002 onmncaHo Kak OCHOBaHue A5 yTBEPXAEHNUS NepeyHs.
[na nonHOro CooTBETCTBUA OpraHv3auun JO/KHbI ObiTb B COCTOSHUM NPOAEMOHCTPUPOBaThL paboTaroLLyto
CMWB. cogepxallyto COOTBETCTBYOLLME NPOLLECCHI MPOBEPKU COOTBETCTBUA. DTO COOTBETCTBUE XOPOLLIO BNU-
CbiBaeTCs B HOPMaTWBHO-NPaBOBYIO 6a3y, B COOTBETCTBMM C KOTOPOI 06bIYHO paboTalT MeAnLMHCK1e opra-
Hu3aymn. Cm. Takke 7.12.
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Hat CMUB O6ycnosnuneaeTcs
abop AOKYMEHTOB «TEXHO/IOrnYecKoi
o n»
MonuTtuka NHhopMaLMOHHO AOKyMEHTaunen
3aLUmTbI
OnucaHue o6nactu
NPUMEHEHNS VIHUMAEHTbI B CUCTEME 3aLLMThI
3asiB/ieHne 0 NPUMEHNMOCTH Mpepnonaraemble cnabble CTOPOHbI
Cnncok umetoLLeiics HeucnpasHocTu
nHopMaLum N CUCTEMHbIE
cpeacTea Ans npoekta HapyLLeHus, HaiiieHHble BO BpeMs
OueHka prckos ayanTa
MeTOAI/IKa N NnpuMeHnmble rCLaHHI:,Ie VCNbITaHWUIA
CTaHgapThl [aHHbIO BbIGOPOUHBIX MPOBEPOK
KoHTpakTbl (cornaweHms
0 KauecTBe NPefoCTaBNSeMbIX Mpoun3soacTBeHHas
ycnyr, 4orosopbl 0 A4oNyCTUMOM AeﬂTeanOCTb
UCNO/Mb30BaHUN 1 T, A.)
MpoBepka [ okyMeHTUpoBaHue
1 o6HosneHvie CMB 1 aHanms
OtueT(bl) «[lokazaTenbHas »
Ans chopyma [OKyMeHTauus

PucyHok 1— Cuctema MeHemXMeHTa MH(OPMaLMOHHON 6e3onacHoCTn

6.2 O6s3aTenbCTBO pykoBOoACTBa No BHegpeHuto NCO/M3K 27002

Mpexge yem npeAnpuHMMaTL NONbITKM A06UTLCA cooTBeTcTBMA ¢ MMCO/M3OK 27002, o4eHb BaxHO ybe-
ONTbLCA B TOM. UTO MeAULMHCKas opraHnsauma uMeeT NoAaepxKy pykosogctea. OueBuAHO, YTO akTUBHas npu-
BEPXEHHOCTb Y NoAJepXka pyKoBoAcTBa HEO6X0AMMbI A1 yenexa. dTa NPUBepPXEHHOCTb JO/MKHA BKIoYaTb
B ce6S NNCbMEHHbIE 1 YCTHbIE 3aABIEHNA O BaXXHOCTMW 3alUTbl MEAVNLMHCKON UHOpMaL MK 1 NPpU3HaHUS ee
NpenmyLLecTs.

OLeHKa pVCKOB MPUHOCUT C CO6OW BO3MOXHOCTb OOHAPYXXEHUSI Cepbe3HbIX PUCKOB, YTO. B CBOK Oue-
pefb, TpebyeT CyLeCTBEHHbIX N3MEHEHWIA B CYLLECTBYIOLLMX NpoLieccax 418 CHUXEHUS aTUX PUCKOB. Jlo/mkHa
6bITb ABHO NOKa3aHa NMYyHas roTOBHOCTb PYKOBOACTBA K TOMY, UTOGbl NOABEPrHYTh Ce65 1M opraHn3auuno ns-
MEHEHUSIM B NpoLeccax U ctaTb MHULMATOPaMy 3TUX U3MEHEHWUIA.

Ecnun atn warn He 6yayT NpeAnpuHATbI, NPUBEPXEHHOCTL ApYyrux ByaeT A0 KOHUA nosHol. MoryT no-
ABUTLCS HEHY)XHble NOA03PEeHNS CPpeAn 3aMHTepecoBaHHbIX CTOPOH O «peasbHOl Lenn» nporpammsl (Hanpu-
Mep. AenaeTcs /im 3T0 4718 TOro, YTo6bl NOBLICUTL AP HEKTUBHOCTL 3aLUUTLI MHpOPMAaLMK, UK Xe 419 Toro,
YTOObI YMEHbLUNTb KONNYECTBO HEOOXOANMBIX COTPYAHUKOB?).

Kpome Toro, pykoBoACTBO A0/HKHO OblTb FOTOBO K BEPOSATHOCTW TOr0O, YTO, BO3MOXHO, B KPATKOCPOUHO
nepcrnekTnBe yBesmyeHne pacxofioB, BO3HMKaKOLWEe 13-3a Nepexoda K HOBOMY pexumy, 0CO6eHHo B 06/1acTu
3/[1paBOOXPaHEeHs, BbI3OBET OTpULaTe/IbHbIE OT3bIBbl. Takne OT3bIBbl MOTYT TakKe BO3HUKHYTb U3 pada npeg-
CTaB/IEHWI1 O 3aTparMBaemMbIxX LEensx U nnaHax. $iBHas NpUBEPXEHHOCTb PYKOBOACTBA MOXET MUHUMU3NPO-
BaTb NOAO6HbIE NPOGIEMBI.

6.3 CosfgaHuno, akcnayartaumsa, o6ecnyxumsanne u ynyyweHme CMUB

6.4—67 HacTosillero cTaHAapTa AalT PeKOMeHAaLWy OTHOCUTE/NBHO CO3faHusa W nocnegytoleil akc-
nnyatauum CMWB B o6nactu 3apaBooxpaHeHns. [Ans aToro TpeGyeTcs NPOBECTV LMK MeponpusThii, Kak

MoKasaHo Ha PUCYHke 2.
B npunoxeHnn B gaHbl MHOPMATUBHbIE NPUMEpLI LWAroB, 06bIYHO VMEILLMXCA B KaXL0M 3Tane Xu3-

HEHHOTO LMK/, a TakKe NpUMepbl BUAOB LOKYMEHTOB, CBSA3aHHbIX C KX A0l (ha3oii.
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PucyHok 2 — O630p CUCTEMbI MEHEMKMEHTA UH(DOPMALMOHHOI 6e30NacHOCTH

6.4 TlMnaHunposaHue. CosgaHne CMUB

6.4.1 Bbi6bop n onpegeneHHo o61acTu NpUMeEHEHNA COOTBETCTBUSA

6.4.1.1 O6uwue cBeneHus

TeopeTtuyeckn. MCO/MIK 27002 mMoXeT 6bITb MPUMEHEH K Liesioil opraHnsauum. OgHako onbIT BHeApe-
HVA B BenukobputaHny n gpyrnx ctpaHax nokasas, YTo O4eHb 60/bLIMM KOMNAHUAM CMOXHO C NepBOro pasa
[06UTLCA TOro, 4TO6bl 3aBepLINTL HEO6XoAUMY paboTy U NpefocTaBUTb HEOOXOAUMBIA YPOBEHb COOTBET-
CTBUSA.

Bblno BbISABNEHO, 4TO 06N1aCTM NPUMEHEHUS COOTBETCTBUSA, KOTOpble OXBaTblBalOT He 6onee 2 wnun 3
y4yacTKoB, Uv 0kono 50 COTPYAHMKOB, UM OKOMI0 fEeCATU NPOLEeccoB, paboTaloT 04eHb XopoLuo. Mo aToli npu-
YMHe. BCe OpraHu3aummn no oKasaHuio NepBUYHON MEAMLVHCKON MOMOLLM, KAVHWUKW, Fpynnbl ANS NpefocTas-
NEeHNsa MeANLMHCKUX YCAYT Ha AOMY, CeunannucTbl 1 oTaenednsa B 601bHULAX U T. 4. caMWn ycTaHaBAuBatoT
fAeicTByloLe o6nactn npuMeHeHns. Takum 06pas3om, 418 4OCTVXEHNSA NOTHOro PacnpoCcTPaHEHUS N Makcu-
MasibHOV BbIrOAbl 0ObIYHO CAeAyHT MOLWaroBoMy 1M uTepatuBHOMY npoueccy. MepcnekTnBbl AOCTMXEHUS Ta-
KMX pe3yNibTaToB He A0/MKHbI GbiTb MOAOPBaHbLI BbIGOPOM Ype3MEPHO O6LUUPHOK 06/1acT NMPUMEHEHNS COOT-
BeTCTBUA. OflHAKO TaM. rae npuseyeHbl CTOPOHHME NocTasLmkn IT-ycnyr, B kayecTse 061acTi NpUMeHeHUs
[NA COOTBETCTBUS LUMPOKO U C 60NbLUMM YCNeXoM NpUMeHsieTca «YnpasneHne npepoctasneHnem IT-ycnyr».

B mMeauuuHCKUX opraHnsaunsx, Kak 1 sesaie, B nocnegHve rogbl 3almrta nHpopmaumm nepectana 6uitb
TEXHWYECKOW UN «KOHTOPCKOM» (OyHKLWEN, 1 cTana BaXHOW 0693aHHOCTbIO KOpnopavLuii.

B 3apaBooxpaHeHnn o6LmMpHas B3anmMo3aBUCMOCTb (DYHKLNI YCNOXHAET onpefeneHne obnactv npu-
MeHeHUs1. 0 3TON NpUYNHE OYEeHb BaXKHO NMPaBWU/IbHO ee onpeaenunTb.

6.4.1.2 KpuTepuu onpegeneHuns o6nactv npyuMeHeHUs COOTBETCTBUSA

YTobbl Hagnexawmnm o6pa3om ypaBHOBECUTb «MPOAYKTUBHOCTb» COOTBETCTBUA C KOPNOPATUBHOW BbIrO-
[l0/i. MHOTMe opraHm3aLmm rocyjapcTBEHHOrO CEKTOPA, B TOM YMcie MeAnLUHCKAE OpraHnsauuy, onpeaenuam
HavyasibHyt0 06nacTb npumeHeHuss «besonacHoro npegocTtasneHus IT-ycnyr». Xota ata o6nacTb npumeHe-
HMA 60/blle cBA3aHa C UHMPACTPYKTYPOW, YeM NPOU3BOACTBEHHON AEATeNIbHOCTbIO, OHa AaeT peasibHyto
KOpPNopaTVBHYI BbIrofy, NOCKO/IbKY BbIMOSHAET 3ajayu NepBOCTENEHHON BaXKHOCTW, B TOM 4YMCMe 3aluuTy
WHPaCTPYKTYpbl B LLe/IOM, NOOLPAsA BHeApeHMe No6biXx He06Xx0AMMbIX 06HOBNEHWNIA AN NPOLLECCOB KOpPMo-
paTVBHOWM 6€30MacHOCTV 1 yNydLEeHNs ynpasBaeHns naeHTutrkaymoHHol nHdopmaumei, ocBefoMIeHHOCTH
0 3aLuTe MHhopMaLLMK 1 YyNpaBNeHNsa HeMpepbIBHOCTLIO 6r3Heca. Kak npaBnio, BO MHOTMX U3 3TUX o6nacTeit
KopnopaTvBHas BbIro4a BbIXOAWT 3a PaMku BblbpaHHOl 06/1aCcTU NPUMEHEHMS.
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MoaTomy BaxHO, 4TO6bI ANA onpegeneHns cepbl MCNOMb30BaNNCL Hekne kputepuun. KpuTepuwu, Kak
npasuo, ABNSAITCA «MATKMMU» U OXBaTbIBAIOT TakMe TEMbI, Kak.

a) XXenaemas cteneHb BUAMMOCTH;

b) MNpegnonaraemblii 6anaHc BOBNEYEHUS TEXHVKN 1 BU3Heca;

c) XXenaemas cTteneHb permoHasibHOro WU LEeHTPaSIbHOrO 3HAaYeHNs;

d) CteneHb ynpaBnsemMocTu, npeacraBnsieMas 061acTblo NPUMEHEHUS.

6.4.1.3 AHanu3 npo6esoB BO3MOXHOro 0606LLEHHOIO YPOBHSA Npu onpejeneHny o6nact npuMeHeHus
COOTBETCTBUSA

Mpexae Yem caenatb OKOHYaTeIbHOE onpefefieHne 061acTn NPUMEHeHNs, MOXeT BbITb Lienecoobpas-
HbIM MPOBECTM aHann3 NpobesioB Ha BbIGOPOYHOM OCHOBE, UTOObI TakMM 06pPa3OM MOAYUYUTb «OLLYLLEHUE>
TOro, CKO/IbKO paboTbl B pa3/InyHbIX 06/1aCTAX MOXET NOTPeb0oBaTLCA 4,0 NPUHATUSA OKOHYATE/TbHOIO PeLLeHUs.
BblGoOp «nerko» unam «CnoXxHoi» ob6nactn ocTaeTcs 3a opraHu3auuei, XoTa, No /IOTUKe BeELLeR, npu Bbl-
60ope «TsHKenNbIX» acnekToB 06/1acTn NPUMEHEHNA MOXHO MOJyYNTb COM3MEPUMO GOMbLLYIO KOPMOPAaTVBHYHO
BbIrOAY.

6.4.1.4 KoHTponmpyemoe BOB/ieYeHNe/BKIUEHNE TPEeTbUX CTOPOH

[Lpyroii TunuyHol 06nacTblo, B KOTOPOI AOMyCKalTCA OWNGKW, ABNAETCS TO/KOBaHMe obnactu npu-
MeHeHus. O61acTb NPUMEHEHUS BK/IIOYaEeT B cebs yCyru, npefoctaBisemMble TPeTbUMIU CTOPOHaMK, 1 Npo-
BefleHne HeobXoAMMbIX BCMOMOraTesibHbIX MPOLECCOB, HO He onpefesieHne Toro, kak aTu BCnomoratesibHble
npoLecchl NPOBOAATCS.

6.4.1.5 CornalweHuss o kayectse npegoctasnsembix ycnyr (SLA) n KOHTpakTbl, noOMoratoLime ycTaHo-
BWUTb 0611aCTb NPUMEHEHNUS

SLA 1 KOHTPaKTbl MOTYT Takxe MoMOYb Npu onpegeneHnn 06aacTu NPUMEHEHNA B TOli Mepe, B KOTOPOWA
3TN MHCTPYMEHTbI 3P HEKTUBHO ONpeAensioT rpaHnLpbl 061acTn NpUMeHeHus. [laxe ecnm B HEKOTOpPbIX ciyya-
AX OHW He AenaloT 3Toro ABHO, PacCMOTPeHVe 3TUX JOKYMEHTOB BCe paBHO 6yAeT NonesHbIM A8 BbIACHEHUS
BEPOSATHbLIX NPUOPUTETOB YNYYLLEHUS.

6.4.1.6 MNoaroToBKa 1 pacnpocTpaHeHne onucaHns o6nacTv NPUMeEHeHNs

Heob6xo4MMO NOAroToBUTL OhULManbHoe onucaHue 061acTu NpUMeHeHUs, 0CO6EHHO ecnu xenaTesb-
Ha cepTudmkaumsa no MCO/M3K 27001. OnucaHune f0/MKHO ObIThb LLMPOKO 06HAPOA0BAHO B paMKax opraHmsa-
unn. OYeHb BaXHO, 4TOGbI B ONUCaHWM 061acTV NPUMeHeHNs Bbln onpefeneHbl rpaHuLbl AesTeNbHOCTH Mo
COrnacoBaHuWio B NnaHe fljei, npoLeccos, MeCT, N1aTOPM 1 NMPUNOXEHWIA.

B cnyyae meauuMHCKMX opraHv3auuii, aTo onucaHue AO/MKHO GbiTh LUMPOKO 06HApOA0BaHO, Paccmo-
TPEHO W NPUHATO rpynnamMmun ynpasneHns nHopmMaumeit, KIMHUYeCKMMN NpakTukamm n KOMnaHuaMm opraHu-
3auun. B camom fene, 3BECTHO, YTO HEKOTOpble MEAULMHCKME YUpexAEeHUS WLLYT OT3biBbl Ha 3asBfIeHUs,
cAenaHHble npoheccnoHanbHbIMM OpraHaMmn Hagsopa 3a NPakTUKYLWUMN Bpayamu, KOTopble MOTyT 6biTb B
Kypce fpyrux opraHusauuii, cneyoLmx COOTBETCTBUIO UK cepTudmkaLmm.

CwMm. 7.3.2.1 Ans nHdopmauum o MUHUMasbHbIX TPe6oBaHMAX N0 ONMCaHWo 06/1aCTU NPUMEHEHNS.

6.4.2 AHanus npo6enos

Mocne Toro, kak 6bina BelbpaHa 061acTb NPUMEHEHUS, CnefyoWwmnm aTanoM npolecca niaHnpoBaHns
ABNAETCA aHann3 Npo6esos, NPy KOTOPOM OcyLiecTBAseTcA obLwas oueHka cooTBeTcTBusA. [epegosas npak-
TWKa Mokasana, YTo 3TOT aHanu3 AO0/KEeH OblTb CCHOKYCHpPOBAH Ha CTPYKTYPHOW opraHusaumun, BHeApEeHWM,
[OKYMEHTVPOBaHUM NPaKTUYeCKoN feATeNbHOCTH No obecneyeHnto 6e30nNacHOCTV U CBUAETeNbCTB, UCNOMb-
3yeMbIX B Ka4eCTBe Onopsbl 415 aHanm3a. 310 ABHO COrnacyeTcs ¢ npakTukaMu 34paBoOXpaHeHns, rae BaxHbl
COOTBETCTBYIOLIME HABbIKX, 3aM1cu 1 npoleaypsb.

O6wuii c6oii BO BpeMsi TakMX aHa/IM30B 3ak/1lYaeTCsl B HEBO3MOXHOCTU MOMYYEHUS CPaBHUTE/bHbIX
TOYEK 3pEeHUs N NOATBEPXKAEHUSA [ONOMHUTENbHBIMK (hakTaMu. CyliecTByeT BEPOATHOCTb, YTO aHa/IUTUK Mo-
JIyYnUT OT3bIBbl, KOTOPbIE NNLLIL OTPAXKAIOT XeNMaHUA OTAE/bHbIX /ML, a He OOLLYI0 TOUKY 3pEHUs, UMEIOLLLYIOCA
B CylLecTBytoLLeli npakTuke. na Toro 4tobbl ONPOCUTL CNeLnannucToB 1 pykoBoauTeneii B cchepe 34paBoox-
paHeHus C Lenblo MoslyunTb pasHOCTOPOHHEE NpeAcTaB/ieHne 0 BOMPOCEe, HY>XHO Bpems.

Llensto aHanusa npo6enoB SIBNSETCS NpefocTaB/ieHNe NepBOHAYasIbHbIX pekoMeHauunii ons Tpebye-
MbIX Y/yYLIeHWi, A0 NofyyYeHuss NoApo6HO oueHKM puckoB (cM. 6.4.5.1) n o6paboTku puckos (cMm. 6.4.5.2).
Kpome Toro, aHanun3 npo6enoB MOXeT NpesoXnTb NepBoHayYanbHbIi NOPAA0K O4epPeAHOCTY A8 Taknx ynyy-
LLIEHWIA.

10
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6.4.3 Co3pgaHune unm ycoBeplleHCTBOBaHMNe hopyma no 3alute MmeguunHckol nidopmaunm

B ocHoBe CMWB fomkeH 6bITb CO34aH COOTBETCTBYIOLLMI (hOPYM MO yNpaBieHWto 3alnToii nHgopma-
unmn (ISMF) Ana KOHTPONA 1 ynpaeneHus 3awuToi nicpopmaummn. M 70, 4TO ABNSAETCA «COOTBETCTBYIOWMUM» B
3TOM KOHTEKCTe, BapbVpyeTcsi B 3aBUCMMOCTU OT OpraHv3auuii, a Takke B 3aBUCMMOCTM OT 061acTu 3[paBo-
oXpaHeHus.

CTpyKTypupoBaHue dopyma 6yAeT CMOXHbIM, Tak Kak ero npuaeTca npucnocobutb K B3rnsgaMm MHOMMX
3aMHTEPEeCcoBaHHbIX CTOPOH, W HACTPOUTb /11 COOTBETCTBUS MHOMMM HOpMaTMBHbIM 06s3aTenscTBam. Kak
dyHKuMKM ISMF Henb3sA nepefgaTb Wav pacnpefgenutb 6e3 notepu 3adhpekTMBHOCTH, Tak M co3gaHue ISMF
Henb3s BOCMPUHMMATb Kak MO/IHOMOYME Ha CO3faHue «elle O4HOro KomuteTa». Kak npasuno, nydiie pac-
LUMPUTb HaNpPaBMEHHOCTb CYLLEeCTBYIOLLEro KOMATETA, Takoro, HanprmMep, Kak ToT. KOTOPbIA 3aHMMaeTcs pac-
CMOTPEHMEM PVCKOB WM ynpasneHnemMm nHdopmaumei.

dopym JO/MKEH COCTOATL U3 NpeAcTaBuTeniein Bcex cnyxo6 sawuTsl MHcopmaluy 1 ynpasneHus nHop-
Maumein. a Takke npegctaBuTesniell pasnuyHbIX rpynn noab3oBateneli u NpeAcTaBUTenein KUeBbIX yHKLWIA
noaaepxku. Takxe Tyaa 06bI4HO BKIOYEHBI MpeAcTaBuTeNy Cnyx0bl BHYTPEHHEr0 ayauTa u ynpasieHus nep-
COHaJI0M.

OTBETCTBEHHbIN 3a 3aluTy MHOPMAaLIMN opraHu3aunmn (BUPTyasbHbIl UNN peanbHblid) LO/MKEH, KpOMe
BCEro npouero, genartb Aoknafbl Ha hopyme 1 NpefocTaB/aTb HA HEM YC/YTu cekpeTapuata, a Takke Jo/IKeH
OblTb OTBETCTBEHHbIM 3a NMPOBEPKY, Ny6/MKaLMI0 U KOMMEHTUPOBAHWE COOBLLEHWIA, NONYyYaEMbIX yYaCTHUKA-
MU hopyma.

Kak onucaHo B 5.2 1 5.3. LeHTpasibHbIii XxapakTep 3awutbl MHGOpPMaLun B pamMkax ynpasneHns nHdop-
maumeli genaet pasMelleHve ISMF B CTpyKType ynpasneHust nHopmaLuy o4eHb pasyMHbIM, HO TOJIbKO eCun
nocnesHsAsa rpynna, B CBOK o4Yepesb, CBA3aHa CO CTPYKTYPOI yNpaBneHUst KNIMHUYECKO NpakTUKoi. Ynpasne-
HMe KIMHUYECKOW MpakTWKON 3aTparvBaeT BONPOChl 6€30MacHOCTY NaumMeHTa, a OHM YacTo TECHO CBA3aHbl C
3aWunTol MeAULMHCKOM nHhopMaumn, B YeM ¥ 3ak/tovaeTcs ynpasneHme nHopmauveil.

Vcnonb3oBaHne nogxofa ynpasnieHus nHdopmaumeid nogvepkmBaeT KPUTUYECKUI XapakTep 3awuThbl
MHbopMaLmmn, a Takke genaet BO3MOXHbIM MHTErPMPOBAaHHBIA NMpoLecc Npyu CoAeNCcTBMM aHann3a pUCKOB,
4YTO HaNpPsIMyl0 NoAAEPXMBAET yrnpaB/eHne KNIMHNYECKON npakTukoin. OTKa3 OT 3aMKHYTOr0 MbILIEHNs, pas-
JenAawLwero 3awuty uHdopMalmn, 3awmuTy AaHHbiX, cBo6ody UHMOpMaLun, n T. A. MOXET TOJIbKO MOMOYb
nsbexartb ABOMHbLIX 3aTpaT 1 06ecneynTb NOBbILLEHHYI0 YBEPEHHOCTb B Le/IOCTHOCTU npouecca.

6.4.4 OueHka pMCKOB MeAMNLMHCKOW nHopmaumum

6.4.4.1 O6wue NnonoxeHus

OueHka pUCKOB AB/SIETCA MeXaHW3MOM, NOCpPeACcTBOM KOTOPOro A0/KHA UAeHTUdULMpOoBaTLCS CUCTe-
Ma 3/1EMEHTOB ynpaB/fieHns, KoTopas BbinonHseT 3agaum NCO/M3K 27002. 3ToT npouecc xopollo otobpa-
XeH B MICO/M3K/TO 13335-3.

CyuiecTByeT psf 0cobbix COOBPaXEHUIA B cpepe 34paBOOXPaHEHUS], KOTOpble creayeT 06CyANTb.

6.4.4.2 PoNb OUEHKM PUCKOB 3alnTbl MHYOPMaLUKN B 34paBOOXPaHEHUN

OueBnAHO, YTO 34paBOOXpPaHEHNEe NOLBEPXKEHO OTHOCUTE/IbHO BbICOKMM pUCKaM, 0CO6EHHO B Takux 06-
nacTax. kak nabopaTopuu, oTAeNeHNs HeOTI0XHOW NMOMOLLM 1 OnepaunoHHble. [T03TOMY HaMune HU3KNX pu-
CKOB B IeiCTBUSAX, CBA3AHHbLIX C MeMLMHCKOW MHpopMaLveit, NnoaaepXMBaLLMX Bbilleyka3aHHble 061actu,
cnefoBasno Gbl NOCTaBUTL MO BOMPOC, XOTA 6bINO 6bl OWMGKON Npeanonaratb, YTO N06as AeATENbHOCTb,
HanpsaMmyl cBfi3aHHas C MeAUUMHCKOW uHdopmalmeli nMeeT OTHOLEHWE K NPefOCTaBNEHNI0 MeANLUHCKAX
yenyr.

OueHka pUCKOB 3alLuTbl MHOPMaL N B 34paBOOXPaHEHNM AO/KHA BKIOYaTb B cebs paccmoTpeHue
Kak KaueCTBEHHbIX, Tak W KOJIMYECTBEHHbIX hakTopoB. PUHAHCOBbIE NOTEPU HE AO/MKHbI GbiTb O4HON U3 OC-
HOBHbIX paccMaTpuBaeMblX Npob6sem, HO MOryT 6bITb MPUHATLI BO BHUMaHWE TaM. rae ecTb fokasare/bcTea
BbINMATbl KPYMHbIX CYMM 3a XanatHocTb. [MoTpebyeTcs TwaTtenbHasa paspaboTka pekomMmeHAauunid no oueHke,
MMEeLMX OTHOLLIEHNE K 34paBOOXPaHEeHNIo, Hanpumep, PYKOBOACTB, NPU3HAOLWUX BaXHOCTb 6e30nacHoCTy
nauveHToB, HEMPEPbIBHOW JOCTYNMHOCTW aBapuiiHbiX CNyX6, NpodeccnoHanbHOK aTTecTaumm u perynnposa-
HWA KNUHWUYECKON NPakKTUKW.

6.4.4.3 CBolicTBa OLLEHKUN PUCKOB C NprMepamu U3 3gpaBooxpaHeHuns u ccolikamm Ha MCO/M3IK 13335

Purck cocTonT 13 NPUYNHHO-CNEACTBEHHON CBA3N MEXAY HEeCKONbKUMW UCTOYHMKaMu pucka. Ha pucyH-
Ke 3 nokasaHa B3avMOCBS3b MeXAy pUcKamun n UCTOUYHMKOB pucka B MICO/M3K 13335, nokasbiBatollas, yto
3HaYeHne pucka onpeaenseTcs UCXOAA U3 OKPYXaloLWUX 3HaYEHWU akTUBOB, YIPo3 U ysI3BUMOCTEIA.
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\ X
CTOMMOCT{Baw eme

Tpe6osaHun K3awmre QTTWBHU/HMbMALL
awlcweBm6b6MHan

PucyHok 3 — OTHOLIEHUSI MeXAy pUckamn U UCTOYHUKaMU PUCKOB B YNPOLLEHHON MOAeNU pucka

OueHKa pyUCKOB 3aluTbl UHGhOpPMaLMKM 1 NocedyoLiee ynpasieHne UMU. Kak NpaBuio, NpeacTaBieHo
Tak, Kak NokasaHo Ha pUCYyHKe 4.

PucyHok 4 — YnpasneHue puckaMy ¢ UCMosib30BaHMEM aHann3a puckos
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M MCO/M3K 27001. n NCO/MIK/TO 13335-3 onpefensioT KOMNOHEHTbI pUcka 1 yrnpaB/iieHne puckom
Kak:

a) ngeHTndukaymio 6UsHec-akKTMBOB, Yrpo3 1 YA3BNMOCTEN;

b) OLEHKY NoceacTBUiA ana 6usHeca,

C) BEPOSITHOCTb YIPO3 1 OLEeHKY YS13BUMOCTEWA;

d) onpepeneHue ypoBHeli pucka;

€) naeHTUNKaLMI0 PeKOMEHL0BaHHbIX CPELCTB KOHTPONS 3aLUnThI;

0 cpaBHeHWe C CyLLeCTBYOLWMMN CpeACTBaMM KOHTPO/IA, YTO NO3BOMSET onpeAenuTb 061acTn octaToy-
HOro pucka,;

[1) BO3MOXHOCTM 4519 06paboTKN pUCKOB, BK/OYAsA NPSAMOe ynpasieHne, NPUHATAE PUCKOB, UCK/YeHne
pYCKOB, yNnpaBnsemblii nepeHoc U T. 4.;

h) nnaHbl No oueHke n 06paboTke PUCKOB.

i) oToGpaxeHne peLleHnid, BbIGPaHHbIX COrnacHo cnucky B pykosogactesax CO/M3K 27002.

Bce 3TO NMpVYMEHUMO K 34paBOOXpPaHEHMIO, XOTS «OLleHKa MOoCneAcTBUil AN GU3Heca» SIBHO AO/MKHA
BK/lOYaTb B Ce651 MHOTO pas/InyHbIX MefuUMHCKUX npodieccuii. OueHka pUCKOB 3aliuTbl MHDOpMaL UK, Bbl-
nosHAeMast MeguLMHCKUMK OpraHn3auusimun, NpuHeceT BbIrody, ecnv 6yaeT cnefoBaThb 3TON Modenu.

B gononHeHne K BbllleykazaHHOMY CMUCKY, BXHO Takke chopmmupoBaThb npefcTaB/ieHne 0 3aBUCHMO-
cTu 6usHec-npoueccos oT IT-ycnyr, 060pyfoBaHMA, NPOrpaMmMHOro obecneyeHns, MynbTumeauna n mecta. bes
3TOro MpefcTaBneHns, cneayoLwero 3a OLeHKo nocneacTeuii ans 6usHeca, NOHUMaHUE COOTBETCTBYHOLLMX
cueHapvieB Heygauv 6ygeT noYT HEBO3MOXHO. B ceeTe BO3MOXHOMO CUbHOMO BO3AECTBUSA HA MeANLMHCKME
opraHu3auuy, NOHUMaHue 3TUX 3aBUCUMOCTEN MeeT 60/bLIOE 3HAaYEeHne.

6.4.4.4 TpebyeMmble HaBbIK1 W BKNagpl

Kak npasunio, aHanus puckoB He MOXeT OblTb MPOBEAEH NOOLIM YE/I0BEKOM B OAMHOYKY, 3@ UCK/THOYEHN-
eM Tex Cny4yaes, KOrja /nLo BblipaxaeT cBoe COO6CTBEHHOE MHeHne. Ckopee, 3TO AeATeNbHOCTb, HanpaB/eH-
Has Ha JOCTUXEHWe AOrOBOPEHHOCTHM, Tak YTO BCE TOUKM 3peHNs cobuparTca v 4eCTBUTENbHO YUNTLIBAKOT-
cAa. B gelicTBUTENbHOCTY BCE NIOAN UMEIDT pasHble TOUKMN 3peHNs 1 pasHble B3rNsAbl Ha AONYyCTUMOCTb prcka.
Onsa TOro, 4To6bl 4OOUTLCA PeanNCTUYHBIX «CLeHapyeB HauXyALnx cnyvyaes» BO3AENCTBUN, BepPOATHOCTEN
yrpo3sbl 1 ysa3BUMOCTel, ckopee Bcero, 6yaeT HeobXoanMo yunTbiBaTb Npo6neMbl, faxe runoTeTnyeckie u
MasioBEpPOSATHbIE.

EcTecTBeHHO, peasbHble Cly4yan U3 MpoLusioro no yMo4aHuio IBAATCSA PeaIMCTUYHBIMU, HO OHU MOTYT
He 6bITb XyALWnMK. na onpefeneHust HanxyaLwmnx ciyyaes MoryT noTpeboBaTtbcs cneuvannucTbl B 3Toli obna-
cTn. OAHaKo cueHapun C HECKOIbKMMIW YCNOBHbIMU onepatopamu Bpag v 6yayT peannctuuHbiMn. PaboTHu-
KN 3 paBOOXPaHeHNs, CKopee BCEro, U3BMeKyT BbIrody 13 paboTbl IT-nepcovana, KoTopblil 6yAeT B COCTOAHUN
NAEHTUNLMPOBATL BUAbI OTKA30B U CLieHapun, TpebyoLmMe OLEHKN.

SdhhekTBHAA OLEHKa PUCKOB 3aliuTbl MHOpMauMn B cdepe 34paBooXpaHeHus TpebyeT Hanmuus
cnepfyloLnX 3HaHUA N HaBbIKOB:

a) 3HaHus B 06/1acTh yxoga 3a 60/1bHLIM U KTMHWUYECKOW NpakTVkv, B TOM Y1c/le BeJeHne 3anvceii n co-
CTaB/ieHNe HanpaBneHwii 419 NpefocTaBeHns MeANLNHCKNX YCyT;

b) 3HaHMe HopPMaTOB KIMHUYECKNX JaHHbIX Y BO3MOXHOCTb 3/10ynoTpebaeHuns aTuMmn faHHbIMU.

C) 3HaHWe (haKTOpPOB BHELUHEN cpefpl, YTO MOXET YyCUINTb UK CMATYUTL NGO U BCe YPOBHU KOM-
NMOHEHTOB PUCKA, OMUCAHHBIX BbILLE;

d) nHdpopmaumsa 06 atpubytax IT 1 MeguUMHCKOro npubopa M XapakTepucTukm pabotocnocobHocTu /
oTKasa MeAuLMHCKOro 060pyaoBaHus;

€) 3HaHve npeablayL X NPOUCLLECTBUI 1 CLLEHapUeB peasbHbIX C/lyYaeB BO34ENCTBUA:

0 geTanbHOE 3HaHMe CUCTEMHON apXUTEKTypbl;

[) 3HaHWe NPorpamm Mo KOHTPOJIO Haf, U3MEHEHUSIMU, KOTOPbIE MOTYT BHECTU U3MEHeHWs B Nl060i ypo-
BeHb KOMMOHEHTOB pUCKa Un BO BCE Cpasy.

6.4.4.5 Tpebyemble pe3ynbraTbl

MCO/M3K TP 13335-3 onpegensiet cnefyoLlimne obbluHble pe3ynbTarhbl:

a) oTyeT 06 OLEHKe PUCKOB;

b) nnaH 06paboTKN PUCKOB.

Kpome Toro, MeguLMHCK1e opraHn3aLnmn AO/MKHbI TakKe BbIMOMHATb:

C) MOAENN aKTUBOB/3aBNCUMOCTEN (B NOAAEPXKY OLEHKU PUCKOB);

d) oTyeTbl 0 COCTOSAHUW CPEACTB YNPaB/EHNS;

€) UToroBble OTUYETHI N0 06paboTKe pMcKoB (B NOAAEPXKY aHaM3a NpobesioB U 3asiBNeHNUI 0 NPUMEHMK-
MOCTH).
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MockosibKy 3paBoOXpaHeHNe — 3TO CEKTOP, MMeKL il oba3aTenbeTBa (Kak lopuaguyeckie, Tak u npo-
dheccrmoHanbHble) No coboAeHN0 COOTBETCTBUA U OTBETCTBEHHOCTW NO YNPAaB/IEHWIO puckamu, pesynbTar,
KOTOPbI 0TOGpaXaeT BCe CBA3aHHbIe OLLEeHKU pUCKA, BbIMOJIHEHHbIE CreuvanucTamy pasHbiX HanpasieHui
1Ny OYHKLMOHaSIbHbIX TPYNM, cnefyeT paccMmaTpuBaTth Kak nomoLb B adhheKTUBHOM ynpasneHnu nigopma-
uvei n obecnevyeHun LesIoCTHOCTY OTAENbHBIX OLEHOK puCKa.

6.4.5 YnpaBneHue puckamu

6.4.5.1 OueHkKa p1CKoB

OueHka p1cKoB NpefHa3HaveHa 6biTb CPeACTBOM AOCTMKEHUS Lenn. OHa He fo/MkHa 6biTb caMoLiesnblo,
HO 4aCTO MMEHHO TaK 1 oKa3blBaeTcs. OTO 0OCO6EHHO OTHOCUTCA K cpefjam C OrpaHMyeHnsamMu No pecypcam,
Kak. Hanpumep, BO MHOTMX MEANLMHCKUX OpraHn3auusax. YnpasneHne puckamu pearmpyeT Ha OLEHKY BbisiBe-
HWEM TOro, Kakune afNeMeHTbl ynpaBieHusa cnefyet yCUnuTb, Kakme afieMeHTbl ynpaBneHus yxe athdekTnBHO
pasMeLlleHbl N Kakue AOMNOSHUTENIbHbIE 3/IEMEHTbI YNpaB/ieHNs opraHn3aunsa Ao/KHa BHeApWUTb 4N TOro,
YTOObI CHU3WTbL OCTATOYHbIV YPOBEHb pUCKa [0 NPUEMIEMOrO YPOBHSI.

Bo3spacTatowas B3aMmMoCBsi3b MH(OPMALMOHHbIX CUCTEM 34paBOOXpaHeHNs aenaeT ynpaBfeHme prcka-
MV B 3[paBOOXPAaHEHNN 0COGEHHO CNOXHbIM, Tak Kak HEMHOTMe MeULVHCKME opraHusauun moryTt pabotatb
Tak. kaK 6yATo MX CUCTEMbl MHhopMaLMK ABASIOTCA U30/MPOBaHHbIMU. OLEeHKa PUCKOB B 34paBoOXpaHeHnm
4yacTo 3aTparvmBaeT BONpPOChl 0 6€30MacHOM XpaHeHUn nHgopMaLumn, npase CO6CTBEHHOCTU Ha MHhopMaL o
1 OTBETCTBEHHOCTM 3a MHhopMaLmio. leicTBEHHOe ynpaBieHne puckamu AO/HKHO o6ecneumnsaTtb peryinpos-
Ky OTBETCTBEHHOCTU 3a 3aluTy MHOPMaLUy 1 MOSIHOMOYMNIA HA NPUHATWE PeLLeHWi No ynpaBieHNo pUckamu.

6.4.5.2 O6paboTka p1UCKoB

YTobbl Y4eTKO OTIMYaTb MPOLEeCcC yNpasBieHns puckaMmun B LE/OM OT ynpaB/ieHWs BbISB/IEHHbIMW pucKa-
Mu. B cTaHgapTe ABcTpanuu n Hosoit 3enaHamn AS/NZ 4360 6b1/10 BBEEHO NOHATUE «06PaboTKa PUCKOB».
370 NOHATME BNOCIEACTBUMN ObISIO NPUHATO cTaHgapTom MCO/M3K 27001.

«O6paboTka pUCKoB» 0603HaYaeT AeATE/IbHOCTb MO CHXKEHWIO pucka A0 NMPUeMIEMOro YpoBHS (npu-
3HaBas. Hefb3sA NPefoCcTaBUTb AOCTATOYHbIA 06bEM PECYpPCOB A1 TOTO, YTOObI AaXe NOoNbITaTbCS NOTHOCTbIO
npefoTBpaTuTb puckn). ObpaboTka pUCKOB 0COBEHHO yMECTHa AN MeAULMHCKUX OpraHu3aLuii, thaktmyeckm
NPUHOCS € CO60I NOHATUA «obpabaTbiBaTb, NepefasaTtb UM AONYCKaTb» MO OTHOLLIEHWIO K pyUcKaMm.

Onpegenexne Toro, YTo ABAAETCA NPUEMNEMbIM, ABAAETCA U AO/HKHO OCTaBaTbCa cneuuduyHbIM Ans
opraHu3auuy n paboTatowlero B Heli nepcoHana. OHO [O/MKHO OTpaXkaTb CKIOHHOCTb OpraHM3auun K puckam
N Jo/mkHa 6bITb UCNOMb30BaHa A5 o6ecneyeHns Toro, YTO pacxofpl Ha ynydlleHne 3alnTbl nHopmMaumm
onpaBsfaHbl, U NpeAcTaBnseT coboi SBHO XOpoLlee UCNO/b30BaHNE OrPaHNYEHHbIX (PMHAHCOBbLIX PECYPCOB.

6.4.5.3 Kputepuu npnemsiemMmoct puckos

MeanumMHCKne opraHnsaunm fo/HkKHbI onNpeAennTb U 3af0KyMeHTUPOBaTb CBOU KpUTepuu npremaemo-
CTU puckoB. ®akKTOpoB, KOTOpblE CNedyeT yunTbiBaTb, MHOXECTBO U OHU SABASAIOTCA MEepPeMeHHbIMU, OJHAaKO
cnefyeTt paccMoTpeTb ANS BKIOYEHUS cnejyloLiee:

a) cTaHfapTbl CekTopa 3paBo0XpaHeHuns, MPOMbILLIEHHOCTW WK OpraHn3auum,

b) KNMHNYECKNE UK Apyrue npuopuTeTsbl;

C) COOTBETCTBME KOPNOPATUBHON KynbType;

d) peakunm 06bEKTOB OKas3aHWs MegULUHCKON NOMOLLK;

€) COrnacoBaHHOCTb CO cTpaTerneli NpMemMnemMocT puckoB IT, KIMHUKL U KOMNAHWK:

0 cTonmocCTb:

) 3 heKTUBHOCTb;

h) Tun 3awuTel;

i) KOIMYECTBO OXBaTbIBAEMbIX Yrpo3:

j) YpoBeHb pucka, npy KOTOPOM 3/1IEMEHTbI ynpaBieHNs CTAHOBATCA OnpaBAaHHbIMU,

k) ypoBeHb pucka, KOTOpbI/i NPMBES K CO34aHNI0 pekoMeHAauunii;

I) yXXe feiicTBylOLW e aNlbTepHaTUBSI;

T) AONONHUTENbHbIE NOJSTyYEHHbIE BbIrOAbI.

B3aTble BMecTe, 3Tu hakTopbl 4aAyT OLEHKY peHTabenbHOCTH, KoTopas MOXeT NoAKpenuTb Heobxoam-
MOe 3KOHOMMYeckoe 060CHOBaHVe ANa noucka thHaHCUPOBaHUS.

Peluenne, kak npasuno, npuHsaToe ISMF. cornacHo KOTOPOMY onpefeneHHblli 3IeMeHT ynpaBneHus He
[OMIKEH ObITb BHEAPEH, UMEET MOJIHYIO CU/TY, HO AO/DKHO ObITb OhuLManbHO 3aperncTpmposaHo Ans nepuo-
Andeckoro o63opa v nepeoueHkn. MeguumHckue opraHmsannm AOMKHbI JOKYMEHTUPOBATb NMPUHATbIE PUCKU.

6.4.5.4 MnaHbl N0 ynpaB/ieHNO 0COBbIMM 061aCTAMY PUCKOB

BblleykasaHHbI MpoLecc AO/HKeH BKYaTb B cebs cornalleHve o TOM, Korga (XoTs AN Hero npu-
eM/IeEMO U «HUKOrAa») 6yayT MPUHATbI MEPbl MO CHWXEHWIO BbISIBIEHHOTO pUCKa NOCpPeAcTBOM BHeApeHUs
3/1eMeHTa(0B) ynpasfeHus.
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MnaHbl No 6yayLemMy BHEAPEHWUIO JOMKHbI OblTb OTPaXKEHBI B NAaHE NO YAyULIEHWIO 3almTbl OpraHusa-
L.

6.4.6 MnaHupoBaHue yNyyLlWeHUs 3alimnThbl

lMonHomoumA No nnaHy ynyyleHus 3alnTbl No nopyyeHuto ISMF foKHbI NOAYYnTL iMLa, OTBETCTBEH-
Hble 3a 3aluuTy MHopmauum opraHnsauuy, nvua, OTBETCTBEHHblE 3a 3alMTy [JaHHbIX, CneuuanncTsl Mo
yrnpaB/IEHUI0 pUCKaMW, UM aHasIorMyHble OTBETCTBEHHbIE /LA opraHmsaumu.

YacTo BbINO/IHEHHBbIE B ddopMaTe guarpammbl [aHTTa, nnaHbl A0/MKHbI 6bITb AOCTYMHbI AN NepcoHana
MeAULMHCKOTO YUYpexaeHus n Apyrux COTPYAHUKOB, Tak Kak OHW. Kak Npasusio, HO ABNSAITCA KOHUAEHLUN-
anbHbIM [JOKYyMEHTOM. Ha camMoMm gerne, OHM 4acTo MOryT ObiTb MONEe3Hbl AN AeMOHCTpauuu nporpecca u
ynydlleHunsa npotecca.

Takue nnaHbl 6yayT Hanbonee adPeKTUBHbLI NpYU CBEAEHUN K MUHUMYMY MepepbiBOB B paboTe, ecnu
OHW 06BEAVHSAIOT BHECeHMe ynyylleHnii B obecneyenne 3awutbl MHOPMaLuM ¢ NAaHMPyeMbIMU U3MeHe-
HuAMK B IT-cpefcTBax U npefocTaBfieHneM MeAULMHCKUX yenyr. OHU Takke A0/IKHbI OTpaxaTb NPU3HaHHbIe
nepuoAbl HeobbIYHOM aKTUBHOCTU B 34paBOOXPaHEHNN, Takne Kak NOCTynsieHe HOBOM rpynnbl Bpayein-uHtep-
HOB WU CTYAEHTOB-MPaKTUKaHTOB.

6.4.7 3aasBneHne 0 NPUMEHNMOCTH

3asBneHne 0 NPUMEHUMOCTI MOXHO paccMaTpuBaTb Kak KpaTkuil 0630p COCTOSIHWA 3aluTbl MHAOP-
mMauuu B OpraHnsaummn, TPakTOBKM opraHu3auueli TpeboBaHuin 3alnTbl U ee cTpaterun Ansa peanvsauyun pe-
lWeHWiA B 061acTh 3alnTbl. DTOT JOKYMEHT BeAeTCs /IMLOM, OTBETCTBEHHbLIM 3a 3awjuTy MHOpMaLuun, nim
aHasIorMYHbIM OTBETCTBEHHLIM IMLOM MO nopyyeHuto ISMF, 1 OH fo/mkeH 6bITb NpefocTaB/ieH cnyxo6am no
ynpaB/ieHNto opraHnsauvein n KAMHNYeCcKo NPaKTUKON C Lenblo (hopMUPOBaHMSA OCHOBHOM YacTu nakeTa Ao-
KyMEHTOB MO ynpasneHuto. Takxe ero coopmar, Kak npasuio, NoAX0AUT 415 UCNOMb30BaHUS B KA4eCcTBe UH-
CTpyMeHTa A8 OLEHKN UK NOATBEPXAEHUA ONA NOALEPXKN BHELLUHEro ayauTta, KNnHMyeckoro obecneveHms
1 ApYrux Haf30pHbIX NMPOBEPOK.

6.4.8 Habop gokymeHtoB CMUB

Mogens CMUB. yka3aHHas B 6.1, onucbiBaeT Tpebyemyo AOKyMeHTauuo (CM. pucyHOK 1). OCHOBHble
[OKYMEHTbI 3TO:

a) NoNnTMKa KomnaHuy B 061acTn 3awuTbl MHhopMaLun:

b) onucaHue 06nacTn NPUMEHEHUS;

C) 3asB/IeHNe 0 NPUMEHNMOCTH;

d) nepeyeHb MH(POPMALMOHHBLIX aKTUBOB 1 GM3HEC-aKTUBOB, KOTOPbIE HEOHXOAMMO 3aluumLLaTh;

€) nnaHbl 1 OTYEThbl NO OLEHKE PUCKOB:

0 NpUHATbIE METOAMKM U CTaHAAPTLI:

[) cornalweHunsl, OCHOBaHHble Ha gorosopax (BkI4Yas cornalleHne o kavyecTBe npefocTaBnsieMbIX yC-
NyT 1 cornalleHne o AonycTUMOM UCMO/b30BaHUN).

Kpome Toro, pabota CMUB n ee ycnexu B COOTBETCTBUM NOTPEBGHOCTAM U NpUopUTETaM KITMHUYECKOW
NPakTVKN MOXeT 3HauuTeNbHO 06NerynTbCs, ecnu 3TM NpPUopuTeTbl OPOPMAAIOTCA CNyxX6amu ynpasneHus
KMMHWYECKOl NpaKkTUKM 1 KoMnaHum, a 3atem xpaHsatca CMUB kak yacTb Habopa [OKYMeHTOB. 3aTeM 3TOT
[OKYMeHT npefocTaB/seT BCNOMOraTe ibHbli Matepvan ANs NoAAEePXKN pPeLueHnin 0 NPUHATUN PUCKOB, Npu-
HATbIX CMUB.

MpunoxeHue B cogepxut Habop fokymMeHToB CMWB 1 cBSA3aHHble C HUM AOKYMEHTbI N0 pas/inyHbIM
aTanam cosgaHvs unu ynydwenuns CMNB.

6.4.9 MNoTeHunanbHaa BO3MOXHOCTb YyNPOLLEHNS MOCPEACTBOM UCMNO/Ib30BAHNA UHCTPYMEHTOB

Mpouecc npueefeHus B cootseTcTBme ¢ NCO/M3IK 27002 npeanonaraeT psf 3Tanos, B Xo4e KOTOPbIX
CO37aeTcs 3HauYMTelbHOe KOIMYeCTBO MHhopMaummn 1 fokyMmeHTauun. Tem He MeHee, MeAULMHCK/e OpraHu-
3auun CyLLecTBYIOT B M3MEHUYMBOI OKpyxXalolei cpese, B KOTOPO MEHSITCS PUCKA U BHEAPAIOTCH HOBblE
3/1eMeHTbl ynpasneHus. NoatomMy Heo6xo4nMo nogaepxmeaTb 06LLYH0 LLeTOCTHOCTb 3TOl MHhopMauun n go-
KyMeHTauuu.

Kpome TOro, ctyneHuyatblii, COCTaBHOM, PacLUMPSIOWNIACA U LUUKAWYHBIA XapakTep 3a4elicTBOBaHHbIX
npoLeccoB CBUAETENbCTBYET O TOM. YTO MH(OPMaLUS HEOLHOKPATHO obpabaTbiBaeTcs 1 NOBTOPHO UCMOSb-
3yeTca B HECKOJIbKMX Mpoueccax, npy 3TOM pesy/bTaTbl NOCNEAHEro npouecca 4acto TpebyoT BHeCEeHNS Mo-
npaBoK Ha 6onee paHHeM 3Tane. HakoHel, pelweHus 6yayT NPUHMMAlOTCS B CBETE LeNoro psaa haktopos,
KoTopble TPpebyT MHOXeCTBa NepeKkpPecTHbIX CCbISIOK.

MeguunHCKne opraHusauumn LO/MKHbI PACCMOTPETb BOMPOC O MPUMEHEHUW WHCTPYMEHTOB AN1A NoJ-
nepxku cootBeTcTBUA MCO/MIK 27002. MpunoxeHne C coaepxuT noapobHoe o6cyxaeHne noTeHunanbHol
nosib3bl N HEOOXOANMbIX aTPUOYTOB TakNX UHCTPYMEHTOB.
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6.5 [lelicTBne. BHegpeHune n akcnnyatauns CMUB

BHepgpeHne CMUB BktovaeT B cebs HECKObKO 3TaroB.

a) CosgaHue niaHa o6paboTKM PUCKOB: MOC/E BbISIBIEHUS PUCKOB B XO4e aHan3a, OHU AO0/DKHbI
6bITb PacCMOTPEHbl M MO0 MPUHATHI BbICLUIMM PYKOBOACTBOM, 160 MUHUMW3MPOBAHbI, €ECIN PUCK CUMTa-
eTcs HenpuemnembiM. MnaH 06paboTkn PUCKOB pa3bsACHAET MeponpuAaTAsA, KOTopble He06X04MMO NPOBeCTH
ONSA CHWXKEeHWs Henpuemnemblx puckoB. OH BKIKOYaET B Ce65 NnaH BHeAPEeHUs CPefCTB KOHTPOMSA 3awuThbl,
BblOpaHHbIA (Ha OCHOBE pe3y/bTATOB OLEHKW PUCKOB) ANS CHUKEHUA WAN CMSATYEHUs 3TUX HeAO0NyCTUMbIX
puckoB. ISMF HeceT OTBETCTBEHHOCTb 3a OCYLLECTB/IEHWA 3TOro niaHa. TeopeTuyeckn, nnaH o6paboTkm
pvckoB 6yAeT BkNOYaTb B ce6S pacnucaHus, npuopuTeTbl 1 NOAPOGHbIe NnaHbl paboThl, a Takke byaeT pac-
npefensite 0693aHHOCTM MO BHEAPEHUIO CPELCTB KOHTPONA 3awuTbl. B cdhepe 3apaBooxpaHeHns yTBepxaie-
HVe Takux N1aHOB MOXET 3a/eCTBOBATb Kak Cnyx0bl ynpasneHvue nHdopmaumeid, Tak n cnyx6bl ynpasneHus
KMIMHUYECKOW MPaKTUKW.

b) PacnpeneneHune pecypcoB: BaxHas pofb ynpasieHus 3aknioyaetcs B 06ecneyeHmn Heobxoaumbl-
MW pecypcamu (MoAbMK, cucTemaMmn 1 huHaHCcMpoBaHWeM) AN 3aWuTbl akTMBOB MeULMHCKOW nHopma-
umu.

c) Bbibop 1 BHeApeHWe cpefCcTB KOHTPO/A 3aluThl: pasfen 7 paccmaTpuBaeT Kaxablii U3 oAnHHa-
uaTtu nyHKToB 0 3awute NCO/M3K 27002 n faeT coBeThl M peKOMeHAaL M no npaBuibHOMY Bbibopy cpeacTs
KOHTPONSA 3alinThbl B Cpefe 34paBoOXpPaHeHuns.

d) MoprotoBka n obyyeHune: B 7.5.2.2 obcyxaaoTcs TpeboBaHUA NO NOArOTOBKE U OBy4YeHWM0 BCex
COTPYAHWKOB, MNOAPSAYMKOB, CNELUannCcToB 34paBoOXpPaHeHns 1 ApYrux NnL,. UMeLWwmux AoCTyn K nHdopma-
LMOHHbIM CUCTEMaM 3[4paBOOXPaHEHUs 1 NePCOHaIbHON MeAMLNHCKON NHgopmalmn.

e) YnpaBneHune paboToli: Hagnexalas HenpepbiBHasa pabota CMUB aBnseTcsa cylecTBEHHbIM dak-
TOpPOM. ec/ii Heo6X0AMMO NoAfepxnBaTb KOHPUAEHUMABHOCTb, LLe/TOCTHOCTb U JOCTYNHOCTb MeANLUHCKO
NHopmaLmmn 1 MHPOPMAaLMOHHBLIX cucTem. B 7.7 roBoputca 06 acnekTtax ynpasneHuss paboToli, CBA3aHHbIX
CO 3[10pOBbEM.

0 YnpaBneHue pecypcamu: achhekTuBHoe obecneyeHve 3awmTbl MHOPMaL M MOXeT ObiTb J0POrUM
N MOXeT ObITb HeJOCTATOYHO KOMMETEHTHbIX Ye/I0BEYECKNX PecypcoB. [leficTBeHHOe onpejeneHne npuopu-
TeToB nocpeacTsoM ISMF 1 TwaTenbHoe ynpasieHue ngbMu 1 pecypcamm Heobxoanmel AN obecneyeHns
3(hPEKTMBHOI HeNpepbIBHON pPaboThl.

f) YnpaBneHue nHumgeHtTamMun B cucteme 6e30nacHoOCTU: 418 MUHUMU3aLWUN NOCNEACTBUA MHUMAEH-
TOB B cucTeMe 6e30MacHOCTU, BaXXHO, YTOOblI MHUMAEHT 6bl HagNexawmm obpasom 06HapYXeH, a Koppek-
TUpyloLne feiicTBUA NpeanpuHaTbl. MeToamyeckoe pyKoBOACTBO MO MHUMAEHTaMm B cucTeMe 6e30MmacHOCTM
[O/MKHO BbITb MOArOTOB/IEHO U NOANEXUT PerynspHoi nposepke. 3T0 0COOGEHHO BaXHO A5 onpejeneHus
0653aHHOCTEN 1 WaroB AeiCTBMSA Ha HayaslbHOM 3Tane pearnpoBaHusi, Tak kak cobbITUS MOryT passopauu-
BaTbCA ObICTPO, a KPUTUYECKUIA XapaKkTep MHEHOPMALMOHHBIX CUCTEM 3[,paBOOXPAHEHUS AAeT Mano BPpEMEHU
Ha pasMbilWeHns B TO BpeMs, Korga B cucTeme 6e30nacHOCTU BO3HWMKAeT WHLUMAEHT. YeTkue npouenypsbl
OTYETHOCTU AN1A VHUMAEHTOB B cMCTEMe 6e30NacHOCTU Takke MMEIT BaXHOe 3HaueHne gns Toro, 4Tobbl co-
XpaHsA10chb foBEPUE 3aNHTEPECOBAHHbIX CTOPOH CUCTEMbI 34paBOOXPAHEHNS U YTOOLI LA, OTBETCTBEHHbIE
3a ynpas/fieHne KIUHWYECKON MPakTUKON 1 KoMnaHuel, 6binn B Kypce BaXKHbIX COObITWUI U UX NOCNeACTBUIA.
B 7.10 cogepxmnTcs noapobHOe ob6CyxeHne ynpasieHns NHUMAeHTaMmn B cucteme 6e30nacHoCTu.

6.6 lMposepka. MoHUTOPUHT 1 NnpoBepka CMUB

6.6.1 Heo6x04MMOCTb B MOCTOAHHOW rapaHTun

Opraxusauyun. CMUB 1 ISMF B pamkax CMUB TpebytoT rapaHTum ero apekTMBHOCTU Npu noagepxa-
HUW HbIHELLHEero YpoBHSA 3alUuUTbl M NPU ee NOCTOSIHHOM Y/yULIEHUN B COOTBETCTBUM CO cTpaTervnei obecneve-
HUA 3alnUTbl UHOPMALMN B COOTBETCTBUM C LieNIAMU OpraHn3auunu.

[na obecnevenns faHHOW rapaHTuy JOCTYNeEH psAf BapuaHToB. OTU BapuaHTbl MOTyT ObITb UCMNO/b30-
BaHbl B KOMOVHaUWW Apyr ¢ ApyroMm. MeHee foporve BO3MOXHOCTU NpefoCcTaBisaioT COPa3sMEPHO MEHbLUYHO
rapaHTuio, oTpaxaroLLylo npeanaraemble UMy OrpaHNUYeHHY CTPOroCTb ¥ HE3aBUCUMMOCTb. MeAnLMHCKKe op-
raHusaummn JoKHbI co3faBaTb NPorpaMMbl A8 NPOBEPKM COOTBETCTBUSA, KOTOPbIE UCMO/b3YIT KOMOUHAL IO
TEXHOMOTUW 1 NOAXOoAb!.

6.6.2 OL0HKa COOTBETCTBUA

6.6.2.1 CamocToATeNbHasA OueHKa

Ha 6a30BoM ypoBHe, 0CO6eHHO TaM. rae BHegpeHne NCO/M3K 27001 npoBOAMTCA UCKIOUMTENBHO 415
BHYTPEHHUX Leneii, oueHka, BbIMOSIHEHHAA He6O/MbLUOA rpynnoi u3 Apyrux nogpasfeneHvii opraHwsauum,
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[acT HekoTopoe npeacTaBneHne 06 ahpekTnBHoCTM CMUB. TeM He MeHee Takoi NoAXof 4acTo MOXET ObiTh
CKOMMPOMETUPOBAH JIOANBHOCTBIO M JIMYHBIMU 1 OPraHn3aLuoHHbIMU 06a3aTeNbCTBaMu KOJer.

6.6.2.2 PeueH3upoBaHune

OueHb NOX0XWM, HO a/ibTEPHATVBHLIM BapuvaHTOM ABSETCA NPOBEAEHVE PeLeH3VpoBaHusi, nNpu Ko-
TOPOM pa3s/iMyHble OpraHU3aLuOoHHbIE CBA3W PELLEH3EHTOB CMOCOOGHbLI NPUMBECTM K POCTY OOBEKTUBHOCTMU W,
cnepoBaTesibHO, 06ecneyvyeHnto rapaHTmu.

3TOT BapMaHT Takke MOXET OblTb OCYLLEeCTBNEH GecnaaTHo, ec/in OH OpraHW30BaH Ha B3auMHOl Oc-
HOBE. Hanpumep, Mexay nuuamu, oTBETCTBEHHbIMM 3a 3alUunTy UHopmMaLun. Tem He MeHee, 3TO. KOHEYHO,
MOXEeT 03HauyaTb, YTO MPUCYTCTBYET BO3MOXHOCTb JOrOBOPEHHOCTH O B3aVMHO MOJIOXUTE/IbHbIX OTYEeTax.

6.6.2.3 HesaBucumblii ayant

He3aBucumMble ayauTbl MOTYT 6bITh N0 ONPeAENEHHON CTOUMOCTM NPOBEAEHbI pa3IMyYHbIMU OpraHmu3auu-
AMU. TAKUMW KaK ayQUTOPCKME N KOHCANTUHIOBbIE KOMMaHU UM co6CTBEHHbIE BHYTPEHHVE ayauTopbl opra-
HM3auun. BeposaTHO, NTOrOBbLIN OTYET ByEeT HafeXHbIM 1 60nee BbICOKOrO Ka4yecTBa, OTpaxas, kak npasuio,
6051ee BbICOKUI YPOBEHb KOMMETEHTHOCTU. Takne NPOBEPKU AAl0T «CPABHUTESIbHYIO OLEHKY», NMOCKOJ/IbKY BO-
B/IEYEHHbI NepcoHasn, CKopee BCEro, ye NpoBOAUA Apyrne nofo6Hble He3aBUCUMMble ayauTbl, HA OCHOBE
KOTOPbIX OHU MOTYT MPOBOAUTL CPABHEHNS.

6.6.2 4 CepTnduKaLMOHHbIA ayauT Ha cooTBeTcTBMEe MCO/M3K 27001

CepTndukaLMoHHble ayanTbl 06bIYHO BKIKOYAOT B ce65 coBellaHne Mo onpeaeneHnto 06bLemMoB pabor,
0630p AOKYMEHTa, a 3aTeM caMy NpPOBEPKY COOTBETCTBUS.

OcCHOBbIBasiCb Ha OMbIT€, HAKOM/IEHHOM APYrMMU CepTUULMPOBAHHBIMU OpraHM3auusaMn, MeauLmH-
CKue opraHusauun fO/MKHbI NpUBMeKkaTb ayAMTOPOB 3TWMX OpraHu3auuii, cpasy nocse MPUHATUS peLlleHus o
npoBefeHnn ceptTudpmkaumm. 3atem ayamTop CTaHOBUTCSA CKOpee napTHEpPOM MO MpoBeAeHuto ayauTa, a co-
OTBETCTBME MOXET OblTb AOCTUTHYTO NOCTEMNEHHO, HanNpumep, No nNpeABapuTesIbHON AOroBOPEHHOCTM O TOM,
4YTO onucaHne 06nacTV MPUMEHEHUS, OroBopeHHoe B 6.4.1, npaBubHO COPMYNINPOBAHO U MOXET ObITbh
npefocTaBneHo. TemM He MeHee, TakKe CTOMT PpacCMOTPeTb BO3MOXHOCTb NPOBEAEHNS pPeLeH3VpoBaHNS Uin
He3aBMCMMOro ayauTa Ha NPOMEXyTOYHOM 3Tane ANa AafibHeilwero npeaoTepalleHns b0t BO3MOXHOCTM
BO3HWKHOBEHUS C6OS.

PacnpocTpaHeHHbIM 3a6nyXaeHneM ABASETCA TO. UTO cepTudiuKaLms oCyLLecTBNSETCA, TObKO ecnn
Habngaemas 3awmTa HopmMaunn, Tak v nHade, ABAsSieTCa «uaeanbHol». Tpe6oBaHNEM ABNSIETCS NULLb
Hanunune yxe yHKUMOHUpYLWeid CMUB. yeTkoe NOHMMaHue PUCKOB WM BO3AENCTBUIA, UM NAaH ynpaBfeHUs
[ONS CHUKEHMS 3TUX BO34EeNCTBUIA 4,0 MpUEMIEMOro YpoBHS. Ha camom fene, B mpouecce ayanta MOXeT ObiTb
BbISIB/IEHO OrpaHWYEeHHOe YMC/I0 HEUCNPABHOCTENR, KOTOPbIE, B 3aBUCUMOCTM OT UX 3HAYMMOCTU, He nomMeLua-
10T yCrneLwHoMY NpoBefeHno cepTudnkaLmm.

CyuiecTByeT Takke OlIMO60YHOe MHEHUe, YTO cepTudmkaums TpebyeT MHOro BpeMeHu. TeM He MeHee,
OMbIT NOKa3bIBAET, YTO CepTUMNKALNOHHbIE ayanTbl MeAULNHCKMX OpraHn3auunii He 3aHMaloT y ayguTopa no
cepTucpmkaumm 6onee 5—6 padbounx gHeN.

OKOHYaTesIbHbIM HEe3aBUCMMbIM ayAnTOM SIBMSIETCS ayauT, NPOBEAEHHbIA KOMMNETEHTHbIM, He3aBuUcU-
MbIM ayAUTOPCKMM OpraHoM B COOTBETCTBUM C pykoBogcTBamu NCO 27001, kak 3TO yCTaHOBIEHO BO MHOTMX
CcTpaHax. [aHHblil BUA ayauta SBASETCA HauIyylWwmnM M3 Nepeync/eHHbIX 34eCb BapuUaHTOB, Tak Kak OH OCy-
LecTBNAAETCA NPOheccUoHabHbIM ayaMTopoM. Takoli ayanTop AO/MKEH Takke ObiTb KOMNETEHTEH B 06/1acTn
IT n 3awuTbl MHopmaumu. CnegoBartesnibHO, YPOBEHb TLATe/IbHOCTV NPOBEAEHHOr0 ayauTa U CpaBHUTETb-
HOIi OLEHKN MeTOoAMK, KOTOpble MOXHO OXWAATb OT Takoro ayauta, BbICOK. TEM He MeHee, OMbIT nokasbiBaeT,
4YTO CTOMMOCTb TaKoro ayauTa BCe paBHO ABASETCSH NpPUeMIEMONA.

Monb3oBaTensM HacTOALWEro MexayHapo4HOro cTaHAapTa, KoTopble peLuniv NCnonb3oBaTh 3TOT Bapw-
aHT. HaCTosITENIbHO PEKOMEHAYETCSA NPUBeEKaTb TakMx aygMTOpoB NpuU 3anycke CBOEN nMporpamMmbl Tak. YTOObI
X NOAAEepPXKa W yyacTue NposiBNASAANCL MOCTEMEHHO U Tak. YTOObl MX OKOHYaTe/NlbHOe yTBepXAeHue 6blno
60nee BEpPOATHbIM, YYUTbIBAs, YTO HE BO3HUKHET HUKAKMX «HEOXWAAHHOCTEN» Ha 3ak/lounTeslbHoOM 3Tane
ayguTa.

6.7 YnyuweHue. O6cnyxuBaHue u ynydywenne CMUNB

Pe3ynbTatbl MOHUTOPWHra, ONMCaHHOro B 6.6, AO/MKHbI 6bITb NepefdaHbl ISMF ansa ganbHewero pac-
CMOTPEHUSA. Tak Kak MMeHHO ISMF oTBevaeT 3a obecneyeHne ncnpaseHnss HefoCTaTkoB, 1 3a To. 4To CMUB
ocTaeTcsl aKcnayataunmoHHO-ath(PeKTUBHBIM.

SOA. onuncaHHoe B 6.4.7, MOXET 6bITb 3(PEKTUBHLIM UHCTPYMEHTOM 415 UH(DOPMUPOBAHUA NnL,. OT-
BETCTBEHHbIX 3a yNpaB/ieHVe KAVHUYECKOl MPakTUKON 1 KoMNnaHuei, o Tekywem coctosiHum CMUB. dopmar.
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UCMONb3yeMblit 4nsi SOA, Takke 06bIYHO NOAXOAMT A5 UCNO/Ib30BAHUS B KAUECTBE MHCTPYMEHTA OLEHKN UK
NoATBEPXAEHVS B NOALEPXKKY BHELLUHEr0 ayAuTa, KNIMHAYECKOro o6ecneyeHuns 1 pyrux Haf30pHbIX MPOBEPOK.

MnaH no ynyylleHnto 3aluThbl, ONUcaHHblii B 6.4.6, Takke ABASETCA BaXHbLIM UHCTPYMEHTOM B JeMOH-
cTpayuy nporpecca n ycoBepLUEHCTBOBAaHMUSI NPOLLECCOB.

7 Wcnonb3oBaHue NCO/M3K 27002 B 34paBOOXpaHeHM

7.1 O6uwme nosfoxeHus

[aHHblli pasgen cofepXuT KOHKpeTHble pekoMeHAauun no oAnHHaAuaT NyHKTaMm ynpas/ieHns 3aliu-
TOW 1 39 OCHOBHbIM KaTEropusiM yrnpaB/ieHns 3alnToi, onncaHHbiM B ICO/M3K 27002.

OCHOBHbIM MPUHUKUNOM, yKa3zaHHbiM B UICO/M3K 27002, ABnseTcs TO, YTO Kaxjas opraHm3auus MoxeT
paccmaTpuBath U TPakToBaTb AaHHbIA OKYMEHT B CBOEM COOCTBEHHOM KOHTEKCTE W C yHYeTOM HOPMAaTWBHbIX
N 6usHec-TpeboBaHMii. TeM He MeHee, OMbIT, HAKOM/EHHbI B psafe CTpaH, Bkoyas ABcTpanuio. KaHagy,
®paHuuno. HuaepnaHgbl, Hosyto 3enanguio. FOxHyo Adpuky 1 BenukobpuTtaHuio, nokasan He06X04MMOCTb
BK/IIOYEHWA OnpefesieHHbIX pasfesioB U kaTeropuii ynpasnieHus, ecnv pedb MAeT 0 3aliuTe nepcoHasnbHoil
MeAMUMHCKON nHpopmaumn. OCHOBLIBAsCb Ha 3TOM OMbITE€, B COOTBETCTBYHOLIMX CAyYasax ykasaHbl MUHU-
MasibHble TpeboBaHuA, a B HEKOTOPbIX CydasaX U3/I0XKeHbl HOPMATUBHbIE PYKOBOACTBA, ONWCbIBAtOLNE Haf-
nexauiee npyMeHeHne onpeaesieHHbIX 3/IEMEHTOB KOHTPONSA 3aluThl, onucaHHbix B WICO/M3K 27002, ans
3alnTbl MEAULMHCKON MHbopMaL i, OTU MUHUMASIbHbIE TPE6OBaHNA UMEIOT HACTOJ/IbKO 60MbLLIOE 3HAYeHue
Ana obecneyeHuns 3alinTbl NEPCOHANbHOVW MeAULMHCKOW UHGopMaLmm, YTo Nobble MefuLMHCKMe opraHnsa-
LUK, KOTOPbIE HE COOTBETCTBYIOT UM. HE MOTYT CHMTATLCA COOTBETCTBYHOLWUMN 3TOMY CTaHZapTy.

B kaxgom nocnegytoliem nogpasgene faHbl pykoBOACTBA B [OMOJ/IHEHME K PYKOBOACTBaM, UMEIOLLNUMCA
B NCO/M3K 27002, HO He B kKayeCTBe 3aMeHbl A1 HUX.

7.2 TMonuTuka 3awmnTbl MHopMauum

7.2.1 [OKYMEHTbl NO NONUTUKE 3aluUTbl NHopMaLUK

KoHTposib

OpraHu3ayun, 3aHvMarowmecs ob6paboTkoil MeauUMHCKON MHdopMaLun, B TOM YnC/e IMYHON Meau-
LMHCKO MHpopMaLMK, AO0MKHbI MMETb MOAMTKKY NO 3alimMTe uHdopmauuM B NUCbMEHHOM Bue, 0406peH-
HYI0 PyKOBOACTBOM, ONYy6/IMKOBAHHYI0, & 3aTeM [JOBEEHHYI0 [0 BCEX COTPYAHUKOB 1M COOTBETCTBYIOLUX CTO-
POHHMX OpraHn3auuii.

PykoBOACTBO MO BHEAPEHWIO

MoMuMo coboAeHNA MHCTPYKLMIA, ykasaHHbIX B ICO/M3K 27002. kacaTeflbHO TOro, YTO JOJ/IXEH CO-
AepxXaTb JOKYMEHT O NMOAUTUKE MO 3aLuuTe MHopMaLmn, aTOT JOKYMEHT A0/KEH COAepXaTb 3aABeHUs:

a) 0 He06X0AMMOCTY 3aLLUTLI MeMULMHCKOW nHopmauum;

b) Lenax 3awnTbl UHopMaLUK;

€) 061aCTN NPUMEHEHNSA COOTBETCTBUSA, Kak onvucaHo B 6.4.1.6:

d) 3akoHOfaTe NbHbIX, HOPMATUBHBIX U KOHTPAKTHbIX TpeboBaHuAX, BKloYasa Te, KOTOpble KacalTcs 3a-
LWMTbI NEePCOHaNbHON MefMLMHCKOR nHhopMaLmm, a Takke IopUANYecknx 1 aTnyecknx obszaHHocTell paboT-
HUKOB 3JpaBOOXPaHEHNs 419 3aLUUTbl 3TON MHOPMaLuK;

e) cpepcTBax A/15 ONoBeLeHns 06 MHUMAEHTax B CUCTEME 3aluuTbl MHopMaLuu, B TOM Yucnie KaHan
CBA3M A5 NOAHATUA BONpOCa O KOHUAEHLMANbHOCTH, He onacasCb 06BUHEHWNI NN B3aUMHbIX YNPEKOB.

TeopeTnyeckn NepecmoTp CoAepXaHns 3TOW NOANTUKM ByAeT 3aBUCETb OT Pe3ybTaToB OLLEHKN PUCKOB
opraHusauun, XoTa cama NoanTuKa Ao/HXKHA TONbKO 3afasaTh Hanpas/eHe, ycTaHaBAMBaTb NPUHLMMBI U YKa-
3bIBaTb Ha [pyrne AOoKyMeHTbI, F4e cnegyeTt HanTu (Halle MeHsLWwmecs) 0CO6eHHOCTY.

Mpy co3gaHun CBOEro fOKyMeHTa O MOoAUTWKE Mo 3awute MHopmauum, MeguuMHCKUe opraHusaumm
[OMKHBI BYAYyT cneunanbHO yYnTbiBaThb Clegyrowme aktopbl, KOTOpble ABASIOTCA cneunUyHbIMU ANA Cek-
TOpa 34paBoOOXpaHeHNs:

f) o6BbemM MeaguUMHCKOWK MHopMaLuy;

[1) NpaBa v aTuyeckne 06593aHHOCTM NepcoHana, kak OroBOPEHO B 3aKOHe M MPUHATO YneHamu npodec-
CUOHa/bHbIX OpraHu3auuii;

h) rae BO3MOXHO, NpaBa 06bLEKTOB OKa3aHWA MeANLMHCKON NOMOLLM Ha HEMPUKOCHOBEHHOCTb YaCTHOM
XWU3HW 1 Ha JOCTYN K 3anucaMm O Heil;

i) 0683aHHOCTN MPaKTVKYOLMX Bpayeli kacaTteNbHO NOMyYeHWss COrnacus Ha nonyveHne uHgopmaumm
OT 06BEKTOB OKasaHWA MeAWLMHCKON NOMOLLM 1 COXpaHeHWUs KOHMUAEHLWaNbHOCTU NEPCOHasIbHON Mean-
LIMHCKOW MHdopMaumu:
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j) 3aKOHHble OCHOBaHMS NMPAKTUKYIOLLNX Bpayeid u MeanLUUHCKUX opraHu3aunii npu Heo6XxoaumMocTn He
cnefoBaTb NPOTOKOMAM CUCTEMbI 6€30MacHOCTU, ec/iv NPUOPUTETHI 3A4PaBOOXPAHEHUS, YACTO CBA3aHHbIE C
HEeCcnoco6HOCTbIO OTAEe/bHbIX 06bEKTOB OKa3aHUA MeANLMHCKON MOMOLLY Bbipa3nuTb CBOM NpeanoyTeHns, Tpe-
6yl0T nofobHoe HecobsofeHne NPOTOKONA; Takke npouefypbl, KOTOpble HEO6XO4UMMO OCYLLeCTBAATb AN
[OCTUXEHUS 3TON Lenu;

k) 0653aHHOCTM COOTBETCTBYIOLLMX MEAULMHCKMX OpraHn3aLuuii 1 06beKToB oKasaHUst MeanLMHCKON no-
MOLLM B C/lyyae, Korja okasaHve MeuLUHCKUX YCyr NPOUCXOAUT Ha OCHOBE «COBMECTHOIO yX04a» Un «CTa-
LiMOHapHOI nomoLu ¢ peabunutayuein»;

1) NPOTOKO/IbI W NpoLeaypbl, KOTOPbIE AO/MKHbI NPUMEHATLCSA NpU 06MeHe MHhopMauveii ¢ Lenbo npo-
Be/leHVs nccnefoBaHna N KIMHUYECKUX UCTIbITaHWIA;

T) cpeacTsa v npefenbl NOTHOMOUNI ANA BPEMEHHbIX PaOOTHUKOB, TakUX KaK BPEMEHHble 3aMecTuTe-
NN Bpauel, CTyleHTbl U NepcoHas, SBAsLWMics Ha paboTy «no BbI30BY»;

n) cpefcTBa M YCTaHOB/EHHbIE OFPaHNYeHUsA Ha LOCTYN K MepCcoHanbHOW MeAMLMHCKOM MHdopmaLlmnm
ANA BOJIOHTEPOB M BCMNOMOraTe/lbHOro nepcoHasna, Takoro Kak CBSILLEHHWKW W MepcoHan, paboTalowmini Ha
6naroTBOpUTESIBHONM OCHOBE.

MHorve opraHusauun 3apasooxpaHeHns nocumTany nonesHsiM caenarb JOKYMEHT O NOUTUKE JOCTYN-
HbIM A1 COTPYAHVKOB B 3/IEKTPOHHOM BM€e NOCPeACTBOM MCMO/Ib30BaHWA 06/1acTu 3almTbl MHGOpMaLuy BO
BHYTPEHHEN CeTn opraHnsauum 3gpaBooXpaHeHus.

Ecnu meanumHcKaa opraHv3aums nonyyaeT NOAAEPXKKY OT CTOPOHHMUX OpraHv3auuii unn cotTpygHuyaeT
C TPETbMMMN CTOPOHaMM, B HACTHOCTYM B C/ly4asnx, KOrga oHa nosyyaeT ycnyru oT Apyrux lopucankumia, CTpykTy-
pa nosuTUKN JOJKHA BKIOYaTh B Ce6S 3a,0KyMEHTUPOBAHHYIO MOUTKKY, CPEACTBa KOHTPONSA ¥ npoLeaypsl,
KOTOpblE OXBaTbIBAKT 3TV B3aUMOAENCTBUA 1 yKa3blBalOT 0653aHHOCTU BCEX CTOPOH. B cnyyasx, korga nuy-
Hble JaHHble nepefalTcs 3a npejenbl CTpaHbl, AO0/KHbI NPUMEHATLCA nosoxeHns NCO 22857.

7.2.2 TlpoBepka fOKyMeHTa O NONMTUKE 3alnTbl nHopmaunm

KoHTponb

MonuTrka 3aWwnTbl HhopMaLMM MeANLUHCKOM OpraHn3aummn fo/XHa nogniexaTb NoCTOAHHONM noaTan-
HO npoBepke, Tak 4TOObl BCA COBOKYNHOCTb MONUTUKM NoANexXana exerogHoMy pacCMOTpPeHUto. 3Ty NOANTU-
Ky cnegyeTt nepecmMoTpeTb Noc/e BO3HNKHOBEHUS CEPbE3HOr0 NHUMAEHTa B ccTeme 6e30MacHoCTU.

PyKoBOACTBO MO BHEAPEHUIO

MoMUMO cO6NIAEHUSA UHCTPYKLMIA, ykasaHHbIX B MICO/M3K 27002. Takasi npoBepka A0/1KHA OXBaTbl-
BaTb:

a) M3MeHuMBbIN xapaktep paboTbl MeAULMHCKAX OpraHvu3auuii u conyTCTBYOLMNE N3MEHEHUS, BHOCH-
Mble B NPOIV/IN PUCKOB U YNpaBfieHne puckamu;

b) U3MeHeHus, BHOCKUMble B IT-MHDpacTPyKTypy opraHusanuu, 1 conyTCTBYIOLNE U3MEHEHUS B Npodn-
Jle PUCKOB OpraHun3auunu,;

C) U3MeHeHusl, o6HapyXXeHHble BO BHELLHel cpefe, KOTOpble CXOXWM 06pa3oM BAUSIOT Ha nNpodinsb
PUCKOB OpraHusauuu;

d) HoBelilLune cpeacTBa KOHTPONSA, TPeboBaHUS NO COOTBETCTBUIO 1 06ECNeyeHnto COOTBETCTBYSA, a Tak-
Xe cpefcTBa, YCTaHOB/IEHHbIE OpraHamu 34paBoOXpPaHEHUs PUCAUKLUM UM HOBbIMW 3akoHOA4AaTe lbHbIMU
aKTamMu UM NOCTaHOB/IEHNAMY B KayecTBe 06A3aTesIbHbIX;

€) HoBelilune pyKoBOACTBA U peKOMeHJaumn B OTHOLIEHUN NEPCOHaIbHON MeANLMHCKON HdopMmaLum
0T NpoeccnoHanbHbIX accounauuii 34paBooXpaHeHNs N OT KOMUCCUI NO KOHMAEHLMANbHOCTU NHhopMa-
unn;

0 pesynbTatbl cyAebHbIX AeN. NPOBEPEHHbIE B CyAaX, KOTOPblE YCTAHOBUAW WM ONPOBEPI/IM NpeLeaeH-
Tbl UM O6LLLENPUHATBIE NPAKTUKK,

[4) 3afa4n 1 BONPOChbl KacaTenbHO MOMUTWKW, NOCTaBfIEHHble Nepej opraHusauueli ee nepcoHanom,
06bekTaMmn okasaHus MeAULMHCKON MOMOLLM, a Takke UX napTHepamu v MegpaboTHukamu, uccnegosarens-
MW 1 opraHamun rocyfapCcTBEHHOro ynpasneHus (Hanpumep, npefctaBuTensiMm KOMUCCUIA MO obecneyeHunto
KOHONAEHLMNANTBHOCTHN).

7.3 OpraHusaums 3awmnTbl nHGoOpMayum

7.3.1 O6uwue cBegeHun
PykoBOACTBO MEAMLMHCKON OpraHn3aLumy HeceT OTBETCTBEHHOCTb 3a 3aLiuUTy NepCcoOHasIbHOW MeULMH-
CKOV MHGpopMauuy 1 Apyrux 3aliuileHHbIX faHHbIX O 30pOBbe, 0b6pabaTtbiBaeMblX opraHusauvein. Ha ato
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0CO06EeHHO CTOUT 06paTUTL BHUMaHWe opraHu3auusiM, KOTopble noaaralTcs Ha YCyrn BHELLHEro ynpaBneHus,
npefocTaBnsemMble TpeTbUMKU CTOpoHamu. SEKTVBHOE B3avMOAENCTBUE Takke SIBNAETCA BaXKHbIM 3fe-
MEHTOM B MOAAEPXaHUW 3alinTbl nHdopMauun. U 1o. 1 gpyroe TpebyloT ABHOW U YeTKOl MHAPaCTPYKTYpbI
MeHe[XMeHTa NHhopmaLoHHOW 6e30nacHOCTW.

7.3.2 BHyTpeHHAs opraHusauuns

7.3.2.1 HanpaBneHHOCTb PyKOBOACTBA Ha 3aliuTy MHopmMaLuuu, cornacosaHme 3awutbl MHopmaLmm
1 pacnpegeneHve OTBETCTBEHHOCTEN 3a 3alyMTy nHhopmaumm

KoHTponb

OpraHu3auum, 3aHMmatoLmecst 06paboTKoil NepcoHanbHOW MeaULMHCKOW MHhopMaLn, [OMKHbI:

a) 4eTKo onpeaenaTb 1 pacnpenenaTs OTBETCTBEHHOCTL 3a 3aluTy uHdopmauuu,

b) nmeTb ISMF gns yBepeHHOCTW B TOM. YTO CYLLECTBYEeT YeTKOe ynpas/ieHne 1 olyTumas nofagepxka
PyKOBOACTBA B MEPONPUATUSAX NO 06ecneyeHnto 3awmTbl, 3aTparMBaloLmx 3alnty MeguunHCKoi nHdopma-
LN, Kak ykasaHo B 6.4.3.

MUWHMMYM OAMH YenoBeK [O/HKEH HecTW OTBETCTBEHHOCTb 3a 3aliuTy MefULMHCKOW MHdopmauun B
opraHusaumu.

dopym no 3almTe MeAULMHCKON MHhopMaLmn A0/MKEH NPOBOAUTL COGPaHNA MUHUMYM pas3 B Mecsil,
(Kak npaBuno, Hanbonee aphekTMBHO cobUpaTbCa B NPOMEXYTKE MeXy CobpaHUsMU pPyKOBOASALLEro opra-
Ha, BO BpeMs koToporo ®opym npegoctaBnseT oTyeTbl. TO NO3BOMSET 06CYANTb HEOT/IOXHbIE BOMNPOCHI Ha
cobpaHuu 3a HebonbLIOe BpeMs.)

[lomxHO 6bITb cOcTaBNeHO ouymanbHoe onucaHme 061acTn NPYUMEHEHUs, KOTOpoe onpeaenseT rpa-
HULbI MEpPONpPUATUIA NO obecneyeHnto COOTBETCTBUS B OTHOLLEHWW NOAEeN, npoueccoB, MecT, nnarchopm u
NPUNOXKEHNIA.

PykoBO/CTBO no BHEAPEHUIO

MoMMMO cOo6MIOAEHUS MHCTPYKUUIA, yKaszaHHbIX B MCO/M3OK 27002. BaXXHO OTMETUTb CYLLECTBEHHbIN
XapakTep OTBETCTBEHHOCTU PyKOBOACTBA B OpraHv3auunax, KOTopble ABAATCA XpaHUTeNnssMu nepcoHanbHoM
MeNLVHCKON nHdopmauum, kak onmcaHo B 6.2. NMoA0TY4ETHOCTb M COrnacoBaHne MOXHO 06ecneynTb TONbKO
B [O/ITOCPOYHOI NepcrnekTuBe, ecnnm opraHn3auns MMeeT SBHYI0 MHPaCTPYKTYpPy MeHesXMeHTa nHdopma-
LMOHHOW 6e3onacHocTU.

Hes3aBMCUMO OT yTBEPXAEHHOIN OpraHn3aLnoHHOW CTPYKTYPbl, O4eHb BaXHO, YTOGbI OHa Gblna cnpoek-
TUpOBaHa W CTPYKTypMpOBaHa TakvM 06pa3om, 4Tobbl 061eryntb 4OCTYN 06bEKTOB OKa3aHWA MegULMHCKOMN
nomowy (Hanpumep, 4Tobbl caenatb 3anpocbl Ha NOJlyvyeHWe NepcoHasbHON MeAWLMHCKON MHopmalmn),
4YT06bI 06/1€rYNTH OTYETHOCTL B paMKax OpraHv3aLOHHON CTPYKTYpbl 1 06ecneynTb CBOEBPEMEHHOE Npejo-
cTaB/ieHne nHdopmaumu.

Kak oTmeyvanoch B 6.4.3, OTBETCTBEHHbIV 3a 3alnTy MHopMaLMK opraHnsaunmn (BUpTyanbHbIn uam pe-
asbHbI) AOMKEH, KPOMe BCEro npoyero, Aenatb foknadbl Ha hopyme U NpefocTaBnATb YCyrn cekpetaps.
OH [0MXeH OblTb OTBETCTBEHHbLIM 3a MPOBEPKY, Ny6AMNKALMIO N KOMMEHTMPOBaHWE COOGLLEeHNA, NoyYaeMblxX
ydacTHUKamu cpopyma.

MeanLmMHCKne opraHm3auuny fo/KHbI 06HapoA0BaTh onucaHne 06/1acTn NPUMEHeHNsa B Npegenax op-
raHu3auum. 3aTem NepecmMoTpeTb ero U y6eanTbCsl, YTO OHO MPUHSATO MHhOPMaLMein opraHnsaumm, rpynnamm
ynpaBfeHns KIMHWYECKON NpaKkTUKOW 1 opraHusauuei.

7.3.2.2 Tpouecc aBTOpMU3auun cpeacTB 06paboTkM nHcopmalmm

HeT 4oN0NHUTENbHBIX PYKOBOACTB MO MEHEMKMEHTY 3aluTbl MHOpMaLun B 34paBo0OXpaHeHnm.

7.3.2.3 CornatleHuns o KOHPUAEHLNansHOCTU

KoHTposb

MoMnMOo cobniofeHUs MHCTPYKUMIA, yKasaHHbix B ICO/M3K 27002, opraHu3auum, 3aHnMaroLmecs o6-
paboTKOW NepcoHanbHOl MeAMUMHCKON MHhopMaLmmn, J0MKHbI UMETb CornalleHne 0 KOHPUAEHLMANbHOCTH,
onpegensiouiee KOHPUAEHUMANbHbLIN XapakTep 3Toin nHdopmauyun. CornaweHne Ao/HKHO 6biTb MPUMEHUMO
K nepcoHasny, umetoLemy AocTyn K MeguLMHCKOW nHchopmauuu.

PyKoBOACTBO NO BHEAPEHUIO

Bbileyka3aHHoOe cornateHme JO/MKHO BKIOYaTb B CE6SA CCbISIKM Ha B3bICKaHWSA, BO3MOXHbIE Npn 06Ha-
PY>XEHUN HapyLIEeHUA MOMNTUKA 3alUnUTbl UHOPMaLUN.

7.3.2.4 CBA3b C BNacTaAMU, CBA3b CO CneuvanbHbIMU FpynnamMun no MHTepecam n Hes3aBUCKMbIA 0630p
3almTbl MHOpMaLun

HeT [0N0NMHUTENbHBIX PYKOBOACTB MO MEHEMKMEHTY 3aluTbl MHOPMaLun B 34paBooXpaHeHnu.
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7.3.3 TpeTbu CTOPOHbI

7.3.3.1 VgeHTudurkaLma puckos, CBAA3aHHbIX CO CTOPOHHUMM OpraHu3almamm

KoHTponb

OpraHu3sauum, 3aHumalrLmecs 06paboTKo MeaWLMHCKOW UHGOpMaLK, AO0MKHbI OLEHWBAaTb PUCKW,
CBSI3aHHble C JOCTYNOM TPETbUX CTOPOH K 3TUM CUCTEMAaM UN COAEePXaLUMMCS B HUX [aHHbIM, & 3aTOM BHe-
APATb 3/1IEMEHTbI KOHTPO/IA 3aLWUThl, NOAXOAALLME A1 ONpefe/IeHHOro YPOBHSA prcKa v A1 UCNOJIb30BaHHbIX
TEXHOJIOTWA.

PykoBOACTBO N0 BHEAPOHUIO

OueHka puckos Heobxoanma Ans ahdeKTMBHOro ynpasaeHns 4OCTYNOM TPeTbUX CTOPOH K CMCTeMam,
cofepxawmm MeanLMHCKY0 MHdopMaLuuilo, a B 0COBEHHOCTMN MepPCOoHasIbHYI0 MeAULMHCKYI0 MHopMauumio.
JomkHbI 3aWmwaTbCcs npasa Cy6beKkToB oOka3aHUst MeAULMHCKOV NOMOLLM, AaXe KOrja CTOPOHHSAA opraHusa-
LS. nmetoLlas BO3MOXHOCTb A0CTYyMa K NepcoHanbHON MeAMLMHCKON nHdopMaumm, pacnonaraeTcsa B opuc-
OVKUMKM, OTNINYHOW OT TOW, KOTOpas PYKOBOAUT CYGBLEKTOM OKa3aHUsi MeULMHCKOW MOMOLLM UM MeAWLUH-
CKOW opraHu3aumeil.

7.3.3.2 PelueHne BONpocoB 6e30nacHoOCTV npu paboTe C KIneHTamm

HeT fononHWTENbHBIX PYKOBOACTB N0 MEHEMKMEHTY 3alUnTbl MHopMaLuuy B chepe 34paBoOXPaHEHUS.

7.3.3.3 PelueHne BONpoOCOB 6€30MacHOCTM NpY COrMlalleHnsx ¢ TpeTbUMU CTOpOHaMU

KoHTponb

MeguunHckue opraHnsalmm, nonb3yoLmecs yecayramvm TpeTbUX CTOPOH, NMPU KOTOPbIX CEPBUCHI TPETLUX
CTOPOH 0bpabaTbiBaldT NEPCOHANIbHYI0 MEAULUHCKYI0 MHhopMaL Mo, A0/1KHbI UCMONb30BaTh OhuumnaibHble
KOHTPaKTbl, B KOTOPbIX OroBaprBaeTcs:

a) KOH(bUAEHLMANbHbIN XapaKTep U LeHHOCTb NepCOoHabHOM MeANLMHCKOM MHopMaLuuu;

b) Mepbl NO 3awuTe, KOTOpble AO/MKHbI OblTb MPUMEHEHbI /MK TpeboBaHUA KOTOPbLIX AOKHbI ObITb
cobngeHsbl;

C) orpaHuyeHuns focTtyna TpeTbyx CTOPOH K 3TUM cepBucaMm:

d) kauecTBO NpefocTaBIAEMbIX YC/Yr, KOTOPOro HY>XXHO OCTUTHYTL B C/lyYae NpefocTaB/eHns 3TUX yCyr;

e) dhopmat v yactoTa npegocTasieHns oT4yeTos B ISMF MeauLMHCKON opraHusauyuu;

0 opraHu3auusi y4acTus TpeTbeil CTOPOHbI Ha COOTBETCTBYHOLMX COOPaHUAX MEAWLMHCKON opraHu3a-
Luuu, a TaKkxke B pabounx rpynnax;

[) cpeAcTBa /19 OCYLWEeCTBEHNA Ha30pHOro ayanTa TPeTbX CTOPOH;

h) B3biCckaHus, Npon3BoAMMbIE B C/ly4ae Hecob1i0AeHNs N060ro 13 BbilleykasaHHbIX YCN0BUIA.

PykoBOACTBO MO BHEAPEHUIO

MomMumo cob60AeHNS UHCTPYKUMIA, ykasaHHbIX B MICO/M3K 27002. Bbiweyka3aHHble Tpeb60oBaHNS [0MXK-
Hbl rapaHTUpoBaTb TO. YTO KOrAa MeAuLMHCKas opraHusaumns nepecraet HanpsMyl KOHTPO/MPOBaTb MOTOK
UHhopmauun, KOHMAEHLNANbHOCTb, Le/IOCTHOCTb M AOCTYNHOCTb NMepcoHanbHON MeANLUHCKON UHdopma-
Luumn 6yayT coxpaHeHbl. nsa nHopmayuy, nepecekaroLeii rpaHnLbl PUCONKLUNA, CYLECTBYIOT UHCTPYKLUK,
yKasaHHble B UCO 22857.

B cnyuasx, korga TpeTbs CTOPOHa He 3aHnMaeTcs 06paboTKoli NepcoHanbHON MeaNLMHCKON nHdopma-
LiMn. BCE paBHO MOXeT ObITb YyMeCTHa COOTBETCTBYIOLWAA NoArpynna BbilleyKasaHHbIX 3/1eMEHTOB KOHTpaKTa.
Bo Bcex cnyyasax npefocTaBieHunst ycnyr TpeTbeli CTOPOHON A0/KHO BbITb BHEAPEHO COrNalleHne, oroBapu-
BalolLee MUHUMasbHbIi HA6op 31eMEHTOB YNpaBieHNs 3alMTON, KOTOPbIA AO/MKEH GbITb MPYMEHEH.

7.4 YnpasneHue aktusamu

7.4.1 OTBETCTBEHHOCTb 3a aKTMBbI MeAULMHCKOM nHbopmaLum

KoHTponb

Momumo cobnaeHNs MHCTPYKUWIA, ykasaHHbiX B ICO/M3K 27002. opraHusauun, 3aHuMaroLmecs ob-
paboTKOil NepcoHasIbHON MeULMHCKOW nHhopMaLnmn, LOMKHbI:

a) oTBeyaTh 3a aKTUBbl MeAULMHCKOW nHhopMaumm (T.e., noaaepxmBaTb ypoOBEeHb TaknxX akTMBOBY):

b) UMeTb Ha3HAYEHHOr0 XPaHUTEeNA 3TUX aKTUBOB MEeLULIMHCKOW MHopMaLmu;

C) MMeTb Npasuna ANa Hagnexaliero npuMeHeHns 3TUX akTUBOB, KOTOpble NAEHTU(ULMPOBaHbI, 3a40-
KYMEHTUPOBaHbI U BHELPEHbI.

PykoBO/CTBO MO BHEAPEHWIO

OpraHu3sauum, 3aHnmaroLmnecs o6paboTkoii MeanLMHCKON MHhopMaLum, A0MKHbI UMETb Npasuia ans
noaAepXaHnsa akTyanbHOCTW 3TUX aKTUBOB (HanpumMep, akTyasbHOCTb 6a3 AaHHbIX No nekapcTBam) 1 LenocT-
HOCTM 3TWX aKkTUBOB (Hanpumep, yHKUMOHabHasA LenoCTHOCTb MeAMLMHCKUX MPUOOopoB, 3anucbiBatoLLMX
nnu coobLarLmnx gaHHble).
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MegunuuHckne npmbopsl, 3anucbiBatowme Uamn coobuiatlme aaHHble, MOryT noTpeboBaTb 0CO6bLIX Mep
NpefoCTOPOXHOCTU B CBA3U CO CPefoi, B KOTOPOW OHW (PYHKLIMOHMPYIOT, & Takke B CBA3W C 3/1eKTPOMarHuT-
HbIM M3/TyYeHneM, NPoUCXOAALWMUM BO BPeMS UX paboTbl. Takve npubopbl A0/KHbI 6bITb 0CO6EHHBIM 06pa-
30M UAEHTUDULNPOBAHDI.

7.4.2 Knaccugukauua mMeguumHCKol nHgopmayum

7.4.2.1 PykoBoAcTBa no knaccudmkaymm

KoHTponb

MomyMo co6oAeHNA UHCTPYKLMIA, yka3aHHbIX B MICO/M3K 27002, opraHusaumu, 3aHumaroLwmecs 06-
paboTKO NepcoHanbHOW MeULMHCKON MHopMaumn, A0MKHbI efMHo06pasHo knaccuuumpoBaTb Takue
JaHHble KaK KOHMaeHUnanbHble.

PykoBOACTBO N0 BHEAPEHUIO

OnpegenexHve ypoBHeli 3alnTbl MHOPMALMOHHbIX aKTUBOB B 3[paBOOXPAHEHNN ABNSAETCA KOMMIeKC-
HbIM, & CpaBHEHWEe C knaccudmkaLlnein npaBuTeNIbCTBEHHON UIN BOEHHONW MHgOpMaLMn MOXeT BBECTU B 3a-
6nyxaeHve. Hmxe ykasaHbl BaXXHble XapakTepucTUkM MHDOPMaLMOHHBIX aKTUBOB B paMKax 3[paBoOXpaHeHus.

a) KoHthmaeHumanbHOCTb NEPCOHaNbHOM MeANLMHCKON MHopMaLMmn Bcerga ckopee CyobekTMBHA, YeM
06bekTBHA. JpyrMmn cnosamu, B LLe/IOM TONIbKO CYObEKT AaHHbIX (T.e., 06bEKT OKasaHNa MegULMHCKOW no-
MOLLM) MOXET Hajnexalium o6pa3om onpefenntb OTHOCUTENbHYI0 KOH(PMAEHUNANbHOCTb pas/inyHbIX obna-
CTell unn rpynn AaHHbIX. HanpumMep, YyenoBek, n3berawLwmii HaCUIbCTBEHHbIX OTHOLLEHWI, MOXET nocuuTaTb
CBOI1 HOBbI agpec n Homep TeniedoHa KOHMAEHUNANbLHOW HhopMauveid, B OTANYME OT KITMHUYECKNX faH-
HbIX O COCTOSIHUW €ro C/IOMaHHO pykKu;

b) KoHdmaeHuManbHOCTbL NEPCOHANbHOW MeAULMHCKOM MHhopMaLmum 3aBMCUT OT KOHTEKcTa. Hanpu-
Mep. UMSA 1 agpec o6bekTa okasaHus MeAMLMHCKOV NOMOLLM B CMWCKe A0NycKa K OTAENEHWI0 HEOT/I0KHOM
nomoLy 60N1bHNLBI MOXET pacLeHnBaTbCA VM Kak He 0C060 KOHmaeHUnanbHaa nHopmaums, a ero ums un
ajipec B crnucke Aonycka K Ne4eHnio NMNOTEHLMN MOXET pacLeHnBaTbCa UM Kak B KpaiHel cTeneHn KoHgpu-
AeHunansHas nHgopmaums;

¢) KoHhmgeHumanbHOCTb NePCOHaNbHON MeAULMHCKON NHhopMaLy B MeAULMHCKON KapTe nauveHTa
MOXEeT CO BpeMeHeM MeHATbCcA. Hanpumep, nuameHeHne 06LeCcTBEHHbIX MHEHUI 3a nocnegHve 20 net npu-
BE/10 K TOMY, YTO MHOTe 06bEeKTbI 0Ka3aHUsi MeANLMHCKON NOMOLLM HE CTPEMSTCS CKPbITb CBOK CEKCYaslbHYI0
opveHTaumio. 1 Hao60poT, OTHOLLIEHME K HAPKOTUYECKON 1 ankorosibHOV 3aBUCMMOCTM NPUBENO K TOMY, YTO Ha
JaHHbIA MOMEHT MHOTe 06BbEeKTbl OKa3aHWs MeULVHCKOW MOMOLLM pacLeHUBaoT faHHble O NPOXOXAEHUN
KOHCY/NbTauuW y Bpaya no BONpocaM 3aB1CMMOCTMW B 60/bLUE CTENEHN KOHMAEHLNANTBbHBIMUW, YEM 3TO BbI10
20 net Hasag.

MockonbKy Henb3a npegckasaTb YyBCTBUTEIbHOCTb AAHHOTO 3/IEMeHTa MepCoHaNbHON MefULMHCKOM
MHChOpMaLuy B OTHOLLEHUW BCEX €70 NMPUMEHEHUIA N BCEX 3TAMOB €r0 XU3HEHHOTo LUKa, NepcoHaibHas Me-
AVLMHCKas MHgopMauus A0/KHA BCerja nofniexarb COOTBETCTBYIOLEMY YPOBHIO 3aliuTbl. ObpaTuTe BHU-
MaHue. YTo B TO BPEMS Kak BCA NepcoHanbHas MeAuumnHcKas nHgopmaumus 4o/kHa 6biTb B PaBHOW cTeneHu
KnaccuguumpoBaHa kak KoHMAeHUanbHas, U3 NpakTUYeCcKMX COOBpaXeHnin MoXeT NoTpeboBaTbCs UAEH-
Tudhmkauus 3anuceli 06 06bEKTe okazaHUA MeAWLMHCKON NOMOLLM, KOTOPble NOABEPXKEHbl NOBbILLEHHOMY pU-
CKy [OCTyna HeynosHOMOYEeHHbIMKU nuuamu. Cpean HUX paboTHUKM caMoii opraHu3auumn (0CO6EHHO ecnn ux
COCTOSIHME BfieYeT 3a co60i aMOLMOHA/IbHOE NOBELEHNE), INaBbl NPaBUTENbCTBA, 3HAMEHUTOCTU, NOUTUKN,
paboTHukn CMW 1 yyaCTHVKM rpynn, nofseprawoLmnecs oCoO6eHHO BbICOKMM puckam (Hanpumep, noau c 3a-
6onesaHuAMU. NepejaroWMMUCA NOMOBLIM NyTEM WU Te. Ybsi NepcoHasbHass MefuuuHcKas uHdopMalus
COAEPXNT 3anncy 0 NPeapacrnosioOXeHHOCTU K cepbe3HbiM 3aboneBaHuaM). MoxeT notpebosaTbcsi ocobas
MapKMpoBKa 3anucei 0 Takux Nioasx, Tak 4Tobbl MOXHO Obl10 YETKO KOHTponmpoBaTtb goctyn. OgHako, npu
NPUMEHEHNN TakKMX CXEM HYXHO ObiTb KpaliHe OCTOPOXHbIMU, Tak Kak Takas MapKkMpoBKa MOXeT 060CTpuUTb
npo6nemy, ANA pelleHns KOTOPOW OHa Co3faeTcs, HanpuMmep, OHa MOXeT MNpuB/eYb BHUMaHve K onpege-
NIeHHbIM YacTaAM MHdopMauun, KOTopble MPOMapKMpoBaHbl. Takke CTOMT NOAYEePKHYTb, YTO B TO BPEMS Kak
HekoTopble Nuua NoABEPXEHbI NOBbILEHHbIM PUCKaM, UX NepcoHasibHas MefuUMHCKas MHgopmauma n3Ha-
YanbHO He ABNAeTCs B 60/blueli cTeneHn KOHVAeHLMaNbHON, YeM NHopMaLus pyrnx 06beKTOB OKasaHus
MeZMLVHCKON nomoLn. Besa nepcoHanbHas mMeAuunHCKas MHgopmauus ABnNseTcs KOHMULeHUManbHon n ¢
Hell cnepyeT obpallatbes Hagnexawmm o6pasom. CM. Takxe obcyxaeHve B 7.5.2.1.

BbifiBNOHME 1 (B cnyvyae He0O6X0AMMOCTN) HaHeCeHWe 3alUTHON MapKUPOBKM O KOH(UAEHLNANBHOCTH
NHOPMaLMOHHBIX aKTVBOB MOXET CTaTb BaXKHbIM MHCTPYMEHTOM B NMOArOTOBKE KafpoB U B COOTBETCTBUM NO-
nnTuke. ITO Nyylle Bcero paboTaeT, korga knaccudukauma feiicTByeT B kauecTBe UHAMKATOPa HE0OX0AMMbIX
mMeToAMK 06paboTkn nHdopmaumn. Knaccudukaums takke MoXeT 6biTb BaXKHbIM KOMMNOHEHTOM COrnaLlueHui
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0 3alnTe AaHHbIX MeXay PUCAUKLUAMU U CO CTOPOHHUMYU OpraHn3aLusiMn U X COTPyAHUKaMu. aeHtudu-
Kaums 1 MapKnpoBKka UHPOPMALMOHHBIX aKTUBOB TaKke AB/AETCH BaXHbIM KOMNOHeHTOM MICO/M3K 27002.

B fononHeHvne K TpagnLMOHHON Knaccudukauum AaHHbIX Ha OCHOBE WX YyBCTBUTE/IbHOCTW K packpbl-
TUIO. B KNaccuumkaumm Takke HyXaaeTcs KpUTUYHOCTb MH(OPMaLuKW, T.e. HACKO/IbKO 6O0/bLIOe 3HAYeHue
MUMEeIT Hannune U LLenoCcTHOCTb MHhopMauun 415 HenpepbIBHOrO NPeAoCcTaBeHNs MeULMHCKON NOMOLLW.
dakKTopbl BPEMEHW, BOBMIEYEHHbIE B MPOLECCHI KAMHUYECKOW MPaKTVKW, YacTo WrparT pellatllylo ponb B
onpefeneHun TpeboBaHWi K AOCTYMHOCTU A5 MEPCOHasIbHON MefuuMHCKOW uHdopmauuu. Knaccuduka-
LUMA B OTHOLUEHWM LOCTYMHOCTM, LEIOCTHOCTU U KPUTUUYHOCTM TakKe AO/HKHA NPUMEHATbCS K MeToAMKaM.
IT-ycTpoiicTBam, NporpaMMHOMY 0GECNEeYEHUNI0, PACMONOXEHNIO U NepcoHasny. KpUTUYHOCTb A0/MKHA ObITb
naeHTUcLMpoBaHa C MOMOLLbIO OLEHKM PUCKOB.

7.4.2.2 MapknpoBka n obpaboTka nHdopmauum

KoHTponb

Bce MHhopMaLMoHHbIE CUCTEMbI 34paBOOXpPaHeHuns], 3aHMMatoLmecst 06paboTkoii NepcoHanbHoOW Me-
OVLMHCKOW MHhopMaummn, A0MKHbI MHDOpMMpPOBaTb Nob3oBaTeneli 0 KOHMUAEHUMaNbHOCTU NepcoHasb-
HON MefMUMHCKOW MHgopMauun, K KOTOPOW cuctema MmeeT AoCTyn (Hanpumep, npu 3anycke Wan BXOAE B
CUCTEMY) U JO/KHbI MapKMpOBaTb MeYaTHY KOMWI0 Kak KOH(UAEHLMabHYI0, KOrga OHa COAEepPXWUT nepco-
HanbHYI0 MeULMHCKY0 MHopMaLmio.

PykoBOACTBO N0 BHeAPEHWIO

He Bca MefunuvHckas vHopmauna ABNseTcs KOHPUAEHLNanbLHOW, N He BCe MHPOPMaUVOHHbIe cucTe-
Mbl 3paBOOXPaHEHNA NPeAOCTaBAAT N0Nb30BATENAM AOCTYN K NEPCOHANbHON MeAULMHCKOW MHhopMauuu.
Monb3oBaTeny MHPOPMAaLMOHHBIX CUCTEM 34PaBOOXPaHEHNS AO/MKHbI 3HaTb, KorAa AaHHble, K KOTOPbIM OHU
UMeIoT AOCTYN, coAepXaT NepCoHaIbHYI0 MeANLVHCKY0 MHAopMaLuio.

7.5 be3onacHoOCTb Ye/l0BEYEeCKUX pecypcos

7.5.1 [lo nocTynneHus Ha paboTy

7.5.1.1 Ponu v 0TBETCTBEHHOCTUN

PyKoBOACTBO NO BHEAPEHWUIO

B fononHeHMe K cefoBaHnio pykoBoAcTBaM, AaHHbIM B ICO/M3K 27002. Bce opraHu3auumu, Yeli nep-
COHan yyacTByeT B 06paboTke NepcoHasIbHOW MeANLMHCKON NHpopMaL i, AO0KHbI OKYyMEHTUPOBaTb hak-
Thl TAKOTO y4acTus B COOTBETCTBYIOLUNX JO/HKHOCTHbLIX MHCTPYKLUMAX. PO 1 OTBETCTBEHHOCTY MO 3aLiuTe, Kak
yKa3aHo B NosiMTUKe 3alnTbl MHhopMaLum opraHn3aunm, AO/XHbI Takke orosapusaTbCs B COOTBETCTBYOLLNX
[OJIXHOCTHBIX UHCTPYKLUAX.

CTtout 0bpatutb 0c060€ BHMMaHWEe Ha posM U OTBETCTBEHHOCTWM BPEMEHHOrO MU paboTaroLero no
KpaTKOCPOYHbIM KOHTpaKTaM nepcoHasa, Takoro Kak BpeMeHHble 3aMecTUTeNu, CTYAEeHTbl, Bpaun-UHTEPHbI
uT. O

7.5.1.2 OT60p

KoHTponb

B fonosiHeHve K criefoBaHuio pykoBoAcTBaM, AaHHbIM B MICO/M3K 27002. Bce opraHu3auuu, yeii nep-
COHasl. MOAPAAYMKM WM BOMOHTEpPbl o6pabaTbiBaloT (MM AO0MKHbI 0bpabaTtbiBaTb) NEPCOHabHY Meau-
LIMHCKYI0 MHhopMaLuio, AO/KHbI, NO MOHbLUER MOpe, NPOBEPATL IMYHOCTL, AENCTBYIOWMIA agpec 1 MecTo
npeabigylieli paboTbl Takoro nepcoHana, NogpPsSAYMKOB 1 BOSIOHTEPOB NpW Nogade 3asB/eHUs O NpueMe Ha
pab6orTy.

PykoBOACTBO MO BHEAPEHUIO

BaxHO 3HaTb, KakK 1 rae cBA3biBaTbCA C MEANLMHCKMM MEepCcoHanoMm, XoTs, Tak Kak HeKoTopble MeuLnH-
Ckune paboTHWKM MOCTOSIHHO NepeMeLLalTes, afapec MOXeT MMeTb OrpaHWYeHHYK LEeHHOCTb. MoaTomy Me-
OVLUMHCKME opraHusauny fo/kKHbI paccMaTpmsaTb BO3MOXHOCTb cbopa HEOO6XOAMMOro Ko/myecTsa CCbIIOK
1 UCNOJIb30BaHNA ApYrux OOpM MPOBEepKU, Hanpumep, nNpogeccroHasibHbIMU opraHaMn 1 akagemMnyeckumu
yupexaeHusmMu.

10 BO3MOXHOCTW [,0/1XHbl OCYLLECTBAATLCA NPOBEPKU KPUMUHANBHOTO npownoro. Cm. Takxke 7.8.2.1.

7.5.1.3 YcnoBusa nprvema Ha paboty

PyKoBOACTBO MO BHEAPEHUIO

B pononHeHve K cnefoBaHnio pykoBoacTBaMm, AaHHbIM B MICO/M3K 27002, Bce opraHu3alumu, 3aHnMma-
owrecs o6paboTkoli NnepcoHanbHOK MeaULMHCKOM HhopMaumm, AO/MKHbI BKIKOYATb B YCI0BUS NpMeMa Ha
paboTy nepcoHana, KoTopblii 0bpabaTtbiBaeT nau byaeT o6pabaTbiBaTb NEPCOHANbHYI0 MEANLUHCKYO UHAOP-
Mauuio. 3asBfeHre 06 OTBETCTBEHHOCTM NepcoHasa 3a 3awuty uidopmanum.
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Ycnosus npnema Ha paboTy AO/KHbI:

a) Bkntoyatb B cebs CCbIIKM Ha B3bICKAHUA, BO3MOXHbIE MPU 06GHaPYXXEeHUN HapyLUEHUs MOMUTUKN 3a-
WMTbI MHchOpMaLWu.

b) MCapaHTMpOBaTb, YTO YC/I0BUSA, CBSI3aHHble C KOH(MAEHLMANbHOCTLI0 NEPCOHANIbHON MeANLMHCKOM
NHOpMaLMK, COXPaHATCS NpW Npueme Ha paboTy Ha HEOrPaHUYEHHBIA CPOK.

Mo OTHOLWEHMIO K NePCOHasTY KIMHUKM YCI0BMA NprMemMa Ha paboTy AO/KHbI yKa3blBaTb, kakme npasa Ha
[OCTYN K 3anucsam 06 o6bekTax okasaHns MeMLMHCKOW NMOMOLLM U K CBA3AHHLIM UHCDOPMALMOHHbIM CUCTe-
MaM 3[paBoOXpaHeHus B Ciy4yae 3asB/eHW TpeTbUX CTOPOH ByAeT UMeTb 3TOT NepcoHar.

Ecnn mexay npuemom Ha paboTy n gaToli Havana paboTbl COTPYAHMKA NPOLLUIO MHOTO BPEMEHW, cne-
AyeT cepbe3HOo 3a4ymaTtbCs 0 NOBTOpe npouecca oT6opa WAn ero OCHOBHbIX 3/1EMEHTOB.

7.5.2 B nepuog paboTsbl

7.5.2.1 OTBETCTBEHHOCTU PyKOBOACTBA

PyKoBOACTBO NO BHEAPEHUIO

B gononHeHue K pykoBoAacTBaM, AaHHbiM B ICO/M3K 27002. BaXHO OTMETUTb, YTO CTOUT caenatb ak-
LLeHT Ha 06eCrnoKOEHHOCTb 06BbEKTOB OKa3aHs MeULMHCKOV NOMOLLM, KOTOpbIe He XOTAT, YToObl K UX nep-
COHaNbHOW MeANUUHCKON MHopMaLMn UMenu AOCTyn MefuUMHCKMe paboTHUKM, KOTOpble SIBMSOTCA MX CO-
ceAaMW. Konneramy Uav poAcTBEHHUKaMMW, Takme onaceHns 4acTo COCTaBASAT 60MbLUIOV NPOLEHT Xanob oT
Tex. KTO onacaeTcs 3a KOH(pMAEHUNaNbHOCTb CBOEl NepcoHaslbHON MefULIMHCKOW MHdopmauun. TOYHO Tak
Xe. COTPYAHWMKN 4acTo He XOTAT CTa/lkuBaTbCs C 0630pOM MHpopMauMmn 0 Apy3baX, POACTBEHHMKAX WK CO-
ceasax. dpekTnBHOE ynpaBneHne MHPOPMaLMOHHbLIX CUCTEM 34paBOOXPaHEHNA HEOOX0AMMO A1 peLleHuns
3TMX Npob6nem.

7.5.2.2 OcBefOMMIEHHOCTb, 06yYeHne 1 NoAroToBka B 061acTu 3awuTbl MHhopmaLum

KoHTposib

B gononHeHue K cnefoBaHWio pykoBoACTBaM, AaHHbIM B MICO/M3K 27002. Bce opraHu3aunv, 3aHuma-
loLmecs 06paboTKON NepcoHanbHOM MeaNLMHCKOM MHGopMaLuK, AO/DKHbI TapaHTMpoBaTb NpejocTaB/eHne
06yyeHVs 1 NOAroToBKM B 06/1aCTM 3aluThl MHDOPMaLuy Npu BBeAEHNW B Kypc 06A3aHHOCTEeN, a Takxe To,
4TO perynspHbie 06HOBIEHNSA B NONNTUKE 6€30MacHOCTVM N MeTOAMKax opraHvu3auuy AoBoAATCA A0 NepcoHa-
na W. rae 370 YMEeCTHO, A0 CTOPOHHUX MOAPAAUYNKOB, UCCnefoBaTenei, CTyLeHTOB 1 BOJIOHTEPOB, 3aHNMal-
Lmxcs 06paboTKO NepcoHaNbHON MeAULMHCKOW MHhopMaL .

7.5.2.3 QucumnnuHapHbIii npouecc

PyKoBOACTBO NO BHEAPEHUIO

B fononHeHune k cnegoBaHuio pykoBoacTBaM, AaHHbiM B MICO/M3K 27002. agncumnanHapHble npoueccsl
opraHu3auny 34paBOOXPaHEHUS N0 OTHOLUEHMIO K HAapPYLUEHUAM 3aluTbl MHOPMaLMn JOMKHbI cnefoBatb
MeToAuKam, OTPaXEeHHbIM B NOUTUKE W. CiefoBaTeNlbHO, U3BECTHbIM 06BEKTY ANCLMNIMHAPHOTO npoLuecca.
B fononHeHne K COOTBETCTBUIO MPUMEHUMbIM 3aKOHaM, Takne npoLeccs! AO/KHbI COOTBETCTBOBATL cor/lalle-
HUAM. [OCTUTHYTBIM MeXay paboTHMKaMu 34paBOOXPaHeHNs 1 NPpoeccnoHanbHbIMU OpraHaMm 34paBooxpa-
HeHus.

7.5.3 OkoH4YaHuWe cpoka paboTbl NI cMmeHa paboTbl

7.5.3.1 OTBETCTBEHHOCTW NPV OKOHYaHUW Cpoka paboTbl 1 BO3BPAT aKT1BOB

PyKoBOACTBO NO BHEAPEHUIO

B pononHeHune k pykoBoAcTBam, AaHHbIM B MICO/M3K 27002, BaXHO OTMETUTb, YTO B 3 paBOOXpaHeHnu
MHOrVie BUApbl COTPYAHVKOB, Hanpvmep, 4OKTopa n MeAcecTpbl 06bIYHO pa3BKNBalOTCA NOCPEACTBOM 06yyaro-
LMX MpOrpaMM 1 Apyrux «nepemMeLleHnii», npy KOTopbIX UX Npasa fOCTyna MOryT 3HaUYUTE/IbHO U3MEHUTbLCS.
[ns obecneyeHnsa npekpalieHns npeabiayLiMx Npas, KOTOpble B X HOBOI AO/MKHOCTU He TpebyloTcs, npoLecc
CMeHbl paboTbl AO/MKEH NPOXOAWUTH MO TOMY Xe anropuTMy, YTO U B C/lyYae € NofbMu, npekpawanoLmmm pa-
60Ty B opraHmsauuu.

7.5.3.2 JlnweHve npas Ha AOCTyn

KoHTposb

Bce opraHusauuu, 3aHumarowmecs o6paboTkoii NepcoHanbHOW MeaAnLMHCKOM nHhopMaLmumn, fOMKHbI
KaKk MOXHO ckopee NMWWTb MoJib30BaTeIbCKMX NPaB Ha A0CTYN K 3TOl MHOpMauMn YBONMbHAKOLWMXCA NO-
CTOSIHHbIX WU BPEMEHHbIX COTPYAHWKOB, CTOPOHHUX NOAPALYUKOB WM BOJIOHTEPOB MO OKOHYaHWIO CpOKa
paboTbl, KOHTPaKTa WU BOMIOHTEPCKOI feATENIbHOCTU.

PykoBOACTBO MO BHEAPEHUIO

B nononHeHne K pykoBoacTBam, AaHHbIM B MICO/M3K 27002, BaXHO OTMETUTb, YTO B 34paBoOXpaHe-
HVKM CyLLecTByeT MHOXECTBO NPMMEpPOB CTYAEHTOB, BPEMEHHbIX 3amecTuTeNnel, y KOTOpbIX NOC/e OKOHYaHUs
paboTbl ocTanncb npasa Ha AocTyn. OCo6eHHO B 60/bluMX 60/1bHULAX, 60MbLLIOE KOMMYECTBO BPEMEHHbIX
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pabOTHUKOB UMeET KPpaTKOCPOUHbIV [OCTYN K NEPCOHANIbHON MeaULMHCKOW nHchopmauun. Heobxoanmo Tuia-
TeNbHO KOHTPOMMPOBATL NpekpalleHne npas Takmx paboTHWKOB Ha A0CTyn. B To xe Bpems, B 34paBooxpa-
HEHWW MHOrMe AeiCTBUA BbINOMHAIOTCA NOCNe BPeMeHW MpefocTaB/eHns MefuUMHCKUX ycnyr (Hanpumep,
OKOHYaHve paclmdpoBKN MeAULMHCKUX 3anuceii). ATO MOXET 3HAUNTENbHO YC/IOXHUTL MpOLecc CBOeBpe-
MEHHOTO MpekpalleHusi Npas, U 3T AeNCTBUSA [0/KHbI YUUTLIBATLCA NPU NMPOEKTUPOBaHUM U BHEAPEHUN Npo-
Leayp npekpaieHus npas Ha gocTtyn.

MeanLMHCKe opraHnsaunmn AO/MKHbI CEPbe3HO 3aAyMaTbCs Haj HeMefJ 1eHHbIM NpekpalieHneM npas
JocTyna nocne noslyvyeHus 3asiBfieHnss 06 yBOJSIbHEHUN MO COOGCTBEHHOMY XeNlaHU Wan yBeoMsieHnsa 06
YBOJIbBHEHUWN U T. 4i.. B CNyyae, eCnu CyLiecTByeT BO3MOXHOCTb PYCKOB MNPV COXpaHeHnn aTuxX npas Ha gocTyn.

7.6 ®dusmyeckasa 6esonacHocTb U 6e3onacHoOCTb cpoabl

7.6.1 bes3onacHble 30HbI

7.6.1.1 TMepumeTp chrauyeckoin 6eonacHoOCTn

KoHTponb

OpraHu3sauum, 3aHuMaloLLecs 06paboTKON NepcoHabHOW MeULMHCKOW UHdopMauun, fOMKHbI UC-
nonb30BaTh NepyMeTpbl 6e30MacHOCTM AN19 3aLMTbl 30H. COAepXallmx cpeacTBa 06paboTky, NoaaepXuBato-
Lme 3TV MPUMEHEHNA B 34PaBOOXpaHeHnn. TN 6e30nacHble 30HbI AO0/MKHbI 3aWuULLaTbCa COOTBETCTBYOWUMUN
MepamMu No KOHTPO/ fJocTyna AN obecneyeHus TOro, YTO TOJSIbKO YMO/THOMOYEHHbIE COTPYAHUKN UMET
goctyn.

PykoBoACTBO N0 BHeAPEHWIO

B gononHeHune K pykoBoacTBam, faHHbiM B ICO/M3K 27002. BaXXHO 0CO3HaBaTb, YTO BO MHOTUX CUTya-
LMSX 34paBOOXpaHeEHNs yCTaHOBKa NepumeTpoB 6e30nacHoOCTY 0CO6eHHO cnoxHa. MHorne pabouune obnactu
3anoNHAITCA 06beKTaMN 0KasaHUs MeAULMHCKOW nomoLn. Ha camom gene, BO3MOXHO, HET Takoro NpOMbILL-
NIEHHOTO CeKTopa, rae AN UMeT Takoi foCTyn Kk pabounm 061acTaM, KpOMe Kak B 34paBooxpaHeHun. B 1o
Xe Bpems, Heo6xoAMMO nogaepxusatb 6e30nacHyto cpefy, CoOXpaHsoLwyo dusnyeckyto 6e3onacHocTb 1 6es-
0NacHOCTb 0GHLEKTOB OKa3aHWA MeAWMLMHCKON MOMOLLM, a Takke 6e30MacHOCTb JaHHbIX U CUCTEM, KOTOpble
MOTFYT 6bITb [OCTYMNHbI B 3TOW Cpeje.

B oTnnyve oT KAMEHTOB B APYrMX NPOMbIWIEHHBIX CEKTOpax, KNNeHTbl B 34paBOOXpaHeHnn 4acto du-
3MYECKM He MMeloT BO3MOXHOCTW obecneunTb NNYHYI0 3awuTy 1 6esonacHocTb. Mepbl No obecneyeHunto gu-
3uyeckoli 6esonacHocTu Ans MHopMaLmmn A0MKHbI BbiTb COrNacoBaHbl C MepaMu no obecneyveHunio usnye-
CKOVi 6e30nNacHOCTM 1 3aluTbl AN 06BEKTOB OKasaHua MeAWUMHCKON noMowm. MeAuumuHCKie opraHusaumm
0653aHbl 3awmwaTb 1 T0. 1 TO.

7.6.1.2 CpepacTtBa ynpasneHus usnyeckum octynom; obecneuveHme 6esonacHocTy omcos, nomeLle-
HWI 1 COOPYXEHNIA; 3alMTa OT BHELLHMX YIPO3 1 YIrpo3 BHYTPUW cpefbl; paboTa B 6e30nacHbIX 30Hax

PykoBOoACTBO N0 BHeAPEHWIO

B fononHeHune K cnefoBaHnio pykoBOACTBaM, AaHHbIM B ICO/M3K 27002. opraHusauun, 3aHuMatoLne-
cs1 06pabOoTKOM NepcoHaNbHOW MeaULMHCKOM nHdopMauum, A0MKHbI AenaTth LenecoobpasHble warn no ooe-
CreyeHunto Toro, YTo AN UMetT focTyn K IT-o6opyaoBaHuto (cepBepaM, YCTpOCTBaM XpaHeHusl, TepMuHa-
niaM 1 aKpaHam) B TOI CTeneHu, B KOTOPOi aToro TpebyloT husnyeckne nperpagbl U KNMHUYECKNE MPOLECCHI.

7.6.1.3 TMyb6AnyHbIA fOCTYN, 061acTn AOCTABKM 1 3arpy3ku

PyKoBOACTBO NO BHEAPEHUIO

B fononHeHne K MHCTPYKUUSAM, ykasaHHbIM B UICO/M3K 27002. BaXHO 0CO3HaBaThb, YTO OKa3aHne Meau-
LIVHCKOW MOMOLLY BK/OYaeT B Ce65 pasnimuHble 06CTOATENLCTBA, NMPY KOTOPbIX 06LL4ecTBO (06BbEKTLI OKa3aHUs
MeAVLMHCKON NOMOLLM 1 NoffepXuBaioLive nx nuua) nMmeet usnyeckuii 4onyck B 061actu, rge xpaHuTcs
OrPOMHOE KO/IMYECTBO KOHhuAeHUManLHo nichopmaumm (Hanpumep, nabopatopHble UCMbITaHNS, rae pabo-
4ynil npouecc MoxeT noTpe6oBaTtb cbopa MHhopMaLmn Mo 06bEKTaM OKasaHsA MeULMHCKON NOMOLLU B TO
Xe o6nactu, B KOTOPOIi B HaCcTosILLee BpeMs 06pabaTbiBaloTCA AaHHble NpeAblAyLnX 06bEeKTOB; 30HbI Tepa-
nMn € OTAENEHNSAMUN OKa3aHWs HEeOTNI0XKHOW nomowiu, rae 6am3kue nan poacTBEHHUKM MOTEHLManbHO MOryT
CTO/IKHYTbCA CO 3HAYMTE/bHbIM KOJIMYECTBOM 3allMLLaeMoil BepbanbHON 1 BU3yanbHol UHopmalmmn o apy-
rMx o6bekTax okasaHusa MeAnLMHCKON MoMoLuM, paboyve mecTa ANS yxofa 3a 60MbHbIM C MCMOb30BaHNEM
BbIYNCTUTENbHON TEXHUKU, PACMO/IOXEHHbIE PALOM C nasaTaMu nauneHToB). ITO BCe hm3nyeckne obnactm
B chepe 34paBOOXpPaHEHNSs, KOTOpPblIE COOBUPADT MEAULMHCKYH0 MHAIOPMaLMI0 Yepe3 Onpochbl U KOTOpbIe Co-
JepxaT CUCTEMbI, FAe AaHHble 0TOOPaXATCA Ha 3KpaHe, W. cnefoBartefibHo, A0/XHbI OblTb NPpeAMeTOM A0-
NOSTHUTE/NIBHOTO N3YYeEHUS.
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UT0obbl Y6EANTLCS B TOM, UYTO NOAAEPXKMBAETCA KOH(MAEHUNANTBHOCTL 06 EKTOB OKa3aHUs MeauLnH-
CKOl MOMOLLM, 34paBooXpaHeHne yacto TpebyeT Toro, 4Tobbl B MhTax, Ha ABepAX NOMELLEHNN, B KOTOPbIX
MOTyT NPOBOAWTBLCA ONPOCHI, M B APYrux o6nacTtax 6biiv pasmelleHbl yBeAoMNeHus. Takme yBefoMIeHNA
CNyXaT HanoOMUHaHUEM O BO3AEepXaHun OT 06CYXAeHUA Cryyaes, CBA3aHHbIX C nauneHTamu, B 30Hax obue-
CTBEHHOrO M0/1b30BaHUSA.

7.6.2 bBe3onacHocTb 060pyAoBaHus

7.6.2.1 Pa3smelieHune 1 3awmTta obopyaosaHus

PykoBOACTBO MO BHEAPEHWIO

MoMuMo cobniofeHUss MHCTPYKUMIA, ykasaHHbix B ICO/M3K 27002, opraHu3auum, 3aHnMarolmnecs o6-
paboTKOI NnepcoHasibHO MegULMHCKOW MHdhopMaLmK, J0/DKHbBI pacnonaraTe Bce paboune Mecta Tak, YToobl
MMeTb AOCTYN K MepCcoHanbHOV MeAWUMHCKON UHopMaunm TakuMm o6pas3om, YTobbl n3bexaTb cny4vaiHoro
pasriaweHvs nny goctyna 06bekToB oKasaHUs MegULMHCKOA NOMOLLM WM NOCTOPOHHUX NOAEN.

MegaunuuHckne npmbopsbl, KOTOpbIEe 3anucbiBaloT UAKU NepeaaloT faHHble, MOryT Takxke notpebosaTb cne-
umanbHbIX Mep obecneyeHns 6e30NacHOCTM NO OTHOLLEHWIO K CPefe, B KOTOPOI OHW (DYHKLIMOHMPYIOT, & Takke
B CBfA3N C 3/1IEKTPOMArHUTHbIM W3/lyYeHneMm, NPOUCXOAALMUM BO BpeMs UX paboTbl. MeAunuMHCKME opraHu-
3aummn, a 0CO6eHHO 60MbHULbI, A0/IXHBI 06ecneynTb To, YTO PYKOBOACTBA MO pasmeLleHuto 1 3almTe gns
IT-060pyf0BaHNA MAHUMU3UPYIOT KOHTaKTbl C TAKUMWU U3/TyHEHUSAMM.

7.6.2.2 BcnomoratesibHble 3HepreTuyeckne cuctemMbl, 6e30nacHoOCTb kabelbHOW CuCTeMbl N 06CYXU-
BaHue o6opyaoBaHus

PykoBOfCTBO MO BHEAPEHUIO

MoMnMo cobnoaeHnss NHCTPYKLUIA, ykasaHHbIX B MCO/M3K 27002. MegMUMHCKNE OpraHu3aLlum A0/KHbI
Cepbe3HO OTHECTUCH K 3alUuTe CeTU U APYruX KabenbHbIX CUCTEM B 06/1aCTAX C U3/TyHEHUEM OT MeAULMHCKNX
npubopos.

7.6.2.3 be3onacHOCTb Hapy>HOro 060pyoBaHNs

KoHTponb

MoMuMOo cobnoAeHUst MHCTPYKUMIA, ykasaHHblx B ICO/M3K 27002, opraHu3auummn, 3aHMmaroLwmecs o06-
paboTKOI NepcoHasibHON MeANLMHCKON MHopMaLIMK, AO/KHbBI rapaHTUpPoBaTh, YTO /1l060e 1Cnosb3oBaHne
MeaULMHCKUX NPrBOopOoB, KOTOpbIE 3anMCbiBAOT UM NepefalT AaHHble, 3a ee npegenamu, paspelleHo. 310
[OJ/IXHO pacnpocTpaHATLCA Ha 060pyfoBaHuWe, UCMONb3yemMoe yAasleHHbIMU paboTHUKaMu, faxe ecnu 3To
1cnonb30oBaHve HenpepbiBHO (Hanpumep, Korga oHo hopMUpYeT KNoYeBY0 0CO6EHHOCTb paboTbl Taknx co-
TPYZAHMWKOB. Kak COTPYLHVKM, paboTatolime Ha MallMHe CKOpol NoMoLLu, TepanesTsl U T. 4.)

7.6.2.4 besonacHas yTuav3sauusa WM NoBTOPHOE MCNoNb30BaHue 060pyL0BaHuUsA

KoHTposb

MomMyMo co6MAEHNA UHCTPYKLUMIA, yKa3aHHbIX B ICO/M3K 27002. opraHusaumu, 3aHuMaroLwmecs 06-
paboTKOI NnepcoHanbHON MeANLMHCKON NHAopMaLumn, A0MKHbI 6€30MacHo nepenucaTb UK Xe YHUUTOXUTb
BCe CpefCcTBa, cogepxalyme npuknagHoe MO ans paboTtbl C MeAULMHCKOW MHGopMaLmeli Mnn nepcoHanbHyo
MeAULMHCKY0 MHGIOpMaL Mo, Koraa 3T CpefcTBa CTAHOBATCHA HE HYXHbI.

7.6.2.5 YHuUUTOXEHUE CO6CTBEHHOCTHU

KonTtpons

Momumo COBMIAEHUA UHCTPYKLWIA, ykazaHHbIX B UICO/MOK 27002. opraHusauuum, npegocTaBnsioLime
nnu ncnosnb3ytolee obopyoBaHue, aHHble UK NporpammHoe obecrneyeHne B NoAAEPXKY nporpamm 3gpa-
BOOXPAHEHUA. HO AOJ/DKHbI JOMYCKaTb, YTOObI 3TO 060pyfOBaHNe, AaHHbIE UM NpOrpamMMHoe obecneyeHne
6b11M yaneHbl € yyacTka Unn nepemeLleHbl B ero npegenax 6e3 paspelleHus opraHnsauum.

7.7 YnpaBfieHWe KOMMYHUKaLUAMU N LeATeNIbHOCTbIO

7.7.1 TNpounsBoAcTBEHHAA AEATENbHOCTb U 3KCMNyaTaynoHHas OTBETCTBEHHOCTb

7.7.1.1 [lokymMeHTanbHO 0(hOpM/IEHHbIE TEXHONOMMYECKNE NHCTPYKLUM

HeT [0NONMHUTENbHBIX PYKOBOACTB MO MEHEXMEHTY 3aluTbl MHOpMaLun B 3apaBooxXpaHeHnm.

7.7.1.2 KOHTpPO/Nb U3MEHEHWIA

KoHTponb

MoM1MOo cobnoAeHUst MHCTPYKUMIA, ykasaHHblix B ICO/M3K 27002. opraHu3auumm, 3aHMmaroLwmecs 06-
paboTKOl NepcoHanbHOW MeAWLMHCKON WMHdopMauuu, AO0MKHbI MOCPeACcTBOM OULNANBHOIO CTPYKTYpu-
pOBaHHOro mpouecca KOHTPOMSA M3MEHeHW!, KOHTPONUPOBaTb U3MEHEHUS B cpefcTBax, 06pabaTbiBaloLLnX
UHdopmaumio, K cuctema, obpabaTbiBalOLLUX NEPCOHANBHYIO MeAULUHCKYI MHdopMaLmio 06paboTkm UH-
dhopmauumn. Ana obecneveHns Hag/exallero KOHTPOIA NporpaMM ynpasnsioweli CUCTEMbI Y CUCTEM, a Takke
HenpepbIBHOTO yXo4a 3a nauymeHtTamu.
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PyKoBOACTBO NO BHEeApEHUIo

BaXHO OTMETUTbL, Y4TO HenoaxoAsLine, HenpasubHO NPOTECTUPOBAHHBLIE U/ HEKOPPEKTHbIE U3MEeHe-
HMA B 06paboTke NepcoHasbHON MeANLMHCKON HopMaL My MOTYT NPUBECTM K kKaTacTpoduyecknum nocnes-
CTBMAM A/151 yx0Aa 3a 60/bHbIM U 515 ero 6e3o0nacHoOCTU. BHeCOHMe U3MeHeHwWi B npoL,ecc 06paboTKM 4,0/1K-
HO ABHbIM 06pa3oM (hMKCUPOBATb U OLLEHNBAaTb PUCKN U3MEHEHMWIA.

7.7.1.3 PacnpegeneHvne 06s3aHHOCTel

PyKoBOACTBO NO BHEeApEHUIo

B ponosnHeHve K cnefoBaHuio pykoBoacTBaM, fAaHHbiM B MCO/M3K 27002. opraHusaunu, 3aHuMaro-
Lwneca o6paboTKo NepcoHanbHON MeANLUHCKON MHopMaL MK, AOMKHbI, NPY HAIMYUM BO3MOXHOCTM, pac-
npefensatb 065a3aHHOCTU U 06/1acTV OTBETCTBEHHOCTU C LIE/IbI0 CHMKEHUSA BO3MOXHOCTU HEMNPaBOMEPHOrO
BHECEHNA N3MEHEHWI nan 310ynoTpeb1eHns NnepcoHanbHON MegULMHCKOR nHdhopmMaumeii.

OpraHusauuy, 3aHumarolmecs 06paboTkoli NepcoHanbHON MeAULMHCKOW UHdOopMaLnn, AO/MKHbI ra-
paHTMpoBaTb. YTO 3afeiCcTBOBaHHble IT-cUCTEMbl cogepXar (QYyHKLUMOHANbHOCTb NPYMEHUMOCTU, KOTopas
obecneunt noaaepxky KIMHNYECKUX NpoLeccoB pasnyHbIMU AOKHOCTHLIMU ULamMu, rae aTo Tpebyetcs.

7.7.1.4 PasgeneHue cpefcTB paspaboTku, UCMbITAHUA U SKCNyaTaumm

KoHnTposns

B pononHeHve K cnefoBaHMio pykoBoacTBaMm, AaHHbIM B UICO/M3K 27002. opraHusaumu, 3aHumaroLmne-
cs 06paboTKOli NepcoHaNbHOW MeANLMHCKON MHhopMaummn, LOMXHbI pasgensatsb (QU3nyeckn unn BupTyasb-
HO) cpeAbl paspaboTkn 1 UCNbITaHWSA AN MHKOPMALMOHHBIX CUCTEM 3[4paBOOXpaHeHus, obpabaTbiBatoLLmX
Takylo MHOpMaLMI0 U3 3KCNIyaTaunoHHOM cpeapl, ynpaBnsoweid aTumMm MHQOPMaUVOHHbIMU CMcTeMamMu
3ApaBooxpaHeHus. MNpasBuna CMeHbl cTaTyca MHopMauumn ¢ paspaboTkn Ha akcnayaTaumio JOoKHbI ObITb
onpegeneHbl N 3a,0KYMEHTMPOBaHbI OpraHu3alueli, ynpasnsioLleil 3aTpoHyTbIMU chepamMu NPpUMEHeHUs.

7.7.2 YnpaBneHue npepoctaBneHnemM ycnyr TpeTbMMU CTOpoHamu

PykoBOACTBO MO BHEAPEHUIO

YnpaBneHve npefocTasneHneM ycayr TpeTbMMM CTOPOHaMU 3HaUYMTENIbHO YNpoLlaeTcs, Koraa NpuHATO
ohuumanbHoe cornaiwleHve, KOTopoe onpegenseT MUHMMasbHbI Ha6op CpeAcTB yrnpaB/ieHns, KOTopble He-
06X04MMO BHEAPUTL

7.7.3 MNnaHnpoBaHue 1 NpMemkKa cCUcTembl

7.7.3.1 YnpaBneHve npon3BoanTe/IbHOCTbIO

HeT fonoMHUTENbHBIX PYKOBOACTB MO MEHEMXMEHTY 3alluTbl MHDOPMALMKN B 34PAaBOOXPaHEHUN.

7.7.3.2 Tlpnemka cucTemsl

KoHTponb

Momumo cobnAeHUs MHCTPYKUWIA, ykasaHHbix B MICO/M3K 27002. opraHusauuu, 3aHuMatroLmecs 06-
paboTKOil NepcoHasNbHON MeAWLMHCKON MHOopMaLun, 4OMXKHbI YCTAHOBUTb KPUTEPUM NpUeMAeMocTy Ans
3annaHMpoBaHHbIX HOBbIX MHDOPMAaLMOHHbIX CUCTEM, 06HOBNEHUIA N HOBbIX Bepcuii. OHM [0/KHbI NPON3BO-
OWTb NoAxoAsLmMe NCNbITaHUA CUCTEMbI Nepes ee NPUeMKOA.

PyKkoBOACTBO NO BHeApEeHMIo

O6bem ¥ CTPOroCTb 3TUX UCMbITAHUI [O/MKHbI ObITb HA YPOBHE, COOTBETCTBYHOLLEM 0603HAUYEHHBIM pPU-
cKkam usmeHeHuin. Cwm. Takke 7.7.1.2.

7.7.4 3awmTa oT BpaxAebHOro nporpaMmMHOro uam MobuabHOro Koaa

7.7.4.1 CpepfcTtBa ynpasneHusi NpoTUB BpaxaebHOro nporpaMmMHoOro koga

KoHTponb

MomMuUMO coBMAEHNS MHCTPYKUMIA, yka3aHHbix B MCO/M3K 27002, opraHusauuu, 3aHMMmatowmecs
06paboTKOI NepcoHanbHOW MeAULMHCKOW MHdopMaLun, O0/KHbI BHeApUTb COOTBETCTBYLME CpeacTBa
ynpaBfieHns npefoTepalleHns, 0bHapyXXeHns 1 pearnpoBaHns ANS 3aluTbl OT BPEJOHOCHOTO NPOrpaMMHOro
obecneyeHus, 1 f0/DKHbI BHEAPSATb COOTBETCTBYIOLLYIO NOAFOTOBKY /1 OCBELOM/IEHHOCTU NOMb30BaTENS.

7.7.4.2 CpepfcTtBa ynpaBneHusi NpoTMB MOGUIBHOIO Koja

HeT fONONHUTENbHBIX PYKOBOACTB MO MEHEMKMEHTY 3aliuTbl MHDOPMALMKN B 34PABOOXPaHEHUN.

7.7.5 Pe3epBHoe konupoBaHue nHdopmayum

KoHTponb

Momumo cobnoAeHns MHCTPYKUMIA, ykasaHHbix B MCO/M3K 27002. opraHusauuu, 3aHuMatroLmecs 06-
paboTKoil NepcoHanbHOW MeAWUMHCXOM MHopMaLMKM, AO/HKHbI OCYLLEeCTBSATL pe3epBHOE KOMUpoBaHWe
BCel nepcoHasibHON MeAMUMHCKON MHopMaLuy 1 XpaHuTb ee B hm3nyecky 3aluLieHHOoW cpefe Ans obe-
cneyeHus ee nocnepgymouei JOCTYMHOCTU.

Lns 3awutbl KOHUAEHUMANBHOCTU NEePCOHANbHOW MeAMLMHCKON MHhopMaummn, oHa fo/mkHa ObITb
CKoMupoBaHa B 3allnjppoBaHHOM BUge.
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7.7.6 YnpaBneHune 6e30nacHOCTbI0 ceTeil

7.7.6.1 CpepcTtsa ynpasieHus ceTblo

HeT JONONHWTENBHBIX PYKOBOACTB MO MEHEMXMEHTY 3aLuTbl MHOPMAL MK B 34PaBOOXPAHEHNN.

7.7.6.2 Bbe3onacHOCTb CeTeBbIX CNyX6

PykoBOACTBO MO BHEAPEHWUIO

MoMnMo cobniofeHUss MHCTPYKUMIA, yka3aHHbix B UICO/M3K 27002. opraHu3auum, 3aHnMarolmnecs o6-
paboTKOW NepcoHanbHON MeANLMHCKON MHopMaLmu, AO0/MKHbI TWaTeNbHO NPoAyMaThb, Kakoe BAWSHME MO-
XeT okasaTtb noteps fOCTYNHOCTU CETEBLIX CNYX6 Ha KAMHUYECKYIO NpakTuKy. CM. Takxke 7.11.

7.7.7 O6paboTka HocuTeneW

7.7.7.1 YnpaBneHne CbeMHbIMU 3N1EKTPOHHbLIMU HOCUTENAMU

PykoBOACTBO MO BHEAPEHWUIO

MoMnmMo cobniofeHUss MHCTPYKLUMIA, yKkasaHHbix B ICO/M3K 27002. opraHu3auum, 3aHnMarolmnecs o6-
paboTKOI NepcoHaslbHON MeANLMHCKON MHADOPMALIMK, [ OKHbI TapaHTMPOBaTb, YTO BCS MEPCOHabHas Me-
AvuMHCKasa uHopMaLlms, XpaHawasncs Ha CbeMHbIX HOCUTENAX.

a) 3awndposaHa, noka ee HoCUTENlb HAXOAMTCA B NPOLLecce nNepemMeLleHuns, nm

b) 3alyMLieHa OT Kpaxu, Noka ee HocuTelb HAXOAWUTCA B NpoLecce nepemMeLLeHus.

7.7.7.2 YTunuzaumsa Hocutenei

KoHTposb

MoMyMO cobAEHNA MHCTPYKUMIA, YkazaHHbIx B UICO/M3K 27002. Bcs nepcoHanbHas MeauuMHcKas
nHopMauusa fokHa 6bITb 6e30nacHO nepenucaHa, Wan Xe HOCUTEsNb AO0/KEeH OblTb YHUUTOXEH, Koraa
nepecTaHeT ObITb HYXHbIM.

PyKoBOACTBO NO BHEAPEHUIO

HecooTBeTcTBYIOWAA yTUAM3ALMA HOCUTENen NpodoskaeT OblTb UCTOYHUKOM CEpPbe3HbIX HapyLUeHWi
KOHhMAeHUManbHOCT nauneHTa. OCO6eHHO BaXXHO OTMETUTb, YTO 3T Mepbl KOHTPOAS LO/DKHbI ObITb NPU-
MEHEHbI Nepej, PEMOHTOM WX yTuAu3auuein Nwboro ceasaHHOro obopynoBaHusi. ITo TpeboBaHve Takke
NPYMEHNMO K MeULVHCKUM npubopam, 3anucbiBaloLwmMmM 1 coobLyaowmmM jaHHbIe.

7.7.7.3 TMpoueaypa 06paboTkn nHdopmalum

KonTpons

MoMuMo cobnfeHns UHCTPYKUWIA, ykasaHHbix B MICO/M3IK 27002, HocuTenu, cofepxaline nepco-
HaNbHYI MeANLMHCKYI0 MHopMaLnio, LO/DKHbI 6bITb PM3NYECKN 3aLUMLLEHbI, NN Xe AaHHble AO/MKHbI ObITb
3awmngpoBaHbl. COCTOSIHUE Y MECTONOJIOXKEHNE HOCUTENeNR, coaepXalnx nepcoHanbHyl0 MeAULUHCKYI0 WUH-
hopmMauuio. JOHKHO KOHTPONNPOBATLCA.

7.7.7.4 Be3onacHOCTb CUCTEMHOW JOKyMEHTaunm

HeT AOoN0MHUTENbHBLIX PYKOBOACTB MO MEHEMXMEHTY 3aluTbl MHOPMaLun B 34paBoOXpaHeHnN.

7.7.8 O6MeH uHgopMauuei

7.7.8.1 MonuTuka 1 npoueaypbl 06MeHa MeANLMHCKON nHdhopMaLueid u cornawieHns o6 obMeHe megu-
LMHCKO UHdopmauwveii

PykoBOCTBO MO BHEAPEHUIO

MoMMUMO MHCTPYKLMIA, ykasaHHbIX B VICO/M3K 27002. B ICO 22857 MOXHO HaiiTn ocobble pykoBOACTBa
no NofMTNke obMeHa MeAWLMHCKON MHGopMaLumein. XoTs aToT MexXAyHapoaHbli cTaHAapT SABHO ccblnaeTcs
Ha nepemelleHVe NepcoHanbHOl MeANLMHCKOM MHopMauMn Yepes rpaHnubl pUCAuKUMi (rae B AaHHOM
KOHTEKCTe rpaHuLibl 0603HaYalT PUCANKLN YUpeXaeHWil 34paBooXpaHeHns, a He 0653aTenibHO rpaHuLbl
cTpaH), 60/blLAs YacTb €ro pekoMeHgaunii MoXeT ObITb UCNO/Ib30BaHa, rae Heobxoanmo, Ans paboTsl ¢ 06-
MEHOM JlaHHbIMU MeXAy opraHu3aunaMu.

OpraHu3auum A0/KHbI rapaHTMpoBaTh, YTO 6€30MacHOCTb Takux 06MEHOB VHopMauvein aBnsetcs
npeamMeToM pasBUTUA NOAUTUK U HAA30pHOro ayauTa (cm. 7.12).

BesonacHocTn o6mMeHa MHdopMaumeli MOXeT 3HauMTeIbHO Nocnoco6cTBOBaTh UCMOMb30BaHWe corna-
WeHnin 06 obMeHe MHdopMaLueli, KoTopblie onpeaensoT MUHUMasbHbI HAbOop 31eMEeHTOB ynpaBieHus, Ko-
TOPbIA HE06X0AMMO NPUMEHUT.

7.7.8.2 dunsnyeckne HOCUTENN B NpoLecce rnepemeLLeHns

HeT AONONHWTENBHBIX PYKOBOACTB MO MEHEMXMEHTY 3aLluTbl MHOPMaL UK B 34PaBOOXPAHEHNN.

7.7.8.3 ONEKTPOHHbIE 06MEH coobLLeHnAMN

PykoBOACTBO MO BHEAPEHUIO

MoMumo cobniofeHuss MHCTPYKUUIA, yka3aHHbix B ICO/M3K 27002. opraHu3auumn, 3aHumaroLwmecs ne-
pepaveii nepcoHanbHO MeAWLMHCKON MHopMaLMM NocpeacTBOM 3/1EKTPOHHOTO 06MeHa COoO06LLeHMAMY,
[OJIKHBI NpeAnpuHUMaTh Mepbl Mo o6ecneyvyeHnto ero KOHPUAEeHUNaNbLHOCTN U LefloCTHOCTU. BaxHo oTme-
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TUTb, YTO obecneyeHne 6e30NacHOCTM O6MeHa 3/1eKTPOHHBLIMU U MFHOBEHHbIMU COOBLLEHUSAMN MOXET BO-
B/ieKaTb npoueaypbl A1 MeAULMHCKOro rnepcoHasna, KoTopble Hesfb3si NepesioxuTb Ha 0O6beKTbl OKaszaHWUs
MeAVLMHCKON MOMOLLUM ¥ NOCTOPOHHUX NI0AEN.

OneKkTpoHHas nepenucka Mexay MeguUMHCKUMKU paboTHMKaMu, KOTopas COAEPXUT NepcoHasbHy Me-
OVLMHCKYI0 MHopMauuio, Ao/KHa 6bIThk 3alimMdpoBaHa B npouecce nepegadvn. OAvH U3 NoAxXo[0B K 3TOMY
BK/IlOYaeT B ce6a ucnonb3osBaHne Luposbix cepTudukatos. CM. afieMeHT «bnbnnorpadvsa» 4ns nonyvyexHus
MHbopMaLMmM O ClUCKe CTaHAApPTOB, CBA3AHHbLIX C UCMO/Ib30BaHNEM LMPOBbLIX CEPTUGINKATOB B cpefe 3apa-
BOOXPaHEHUS.

Cwm. Takke 7.12.2.2 ans obCyxaeHns nonyvyeHns paspelieHvs nepef oblieHnem 3a npegenamu opra-
HU3aumm.

7.7.8.4 VIHdopmauMOHHbIE CUCTEMbI 34pPaBOOXPaHEHUS

HeT fONONHMTENbHbIX PYKOBOACTB MO MEHEMKMEHTY 3alluTbl MHOPMAaLMN B 34paBOOXPAHEHNN.

7.7.9 3nekTpoHHOEe 06CnyXuBaHne MeauLUHCKON UHhopmauuu

7.7.9.1 2neKTpoHHas TOProBnsA 1 ceTeBble TpaH3akuuu

PykoBOACTBO MO BHEAPEHWIO

MomMnMO co6M0AEHUA UHCTPYKLUIA, YKa3aHHbIX B MICO/M3K 27002. BaXHO OTMETUTb OCTOPOXHOCTb, C
KOTOPOi cnefyeT onpefensTb, coAepxart M AaHHble, NCNOMb3yeMble NPU 3/1eKTPOHHO TOProB/ie 1 CeTeBblX
TpaH3aKuMsax, NepcoHanbHyl0 MeAWUMHCKY MHdopmaumio. Ecnm aTo Tak. ata MHopmauus fo/mkHa 6biTb
Hagnexawm obpasom 3auwmuieHa. OcobeHHO B 34paBoOXpaHeHnn cnefyeT 06paTtnTb BHUMaHUE Ha faHHble,
CBSI3aHHble C BbICTAB/IEHNEM CYETOB, 3asB/IEHVNAMU O BbiNsaTe CTPaxOBOro BO3MELLEHUSA 3a NONyYeHne mMe-
AVNUMHCKUX yCNyr, PAAOM WHBOWCOB, TPEGOBAHMAMMN Y APYTMMU AAHHBIMU 3/1EKTPOHHON TOProBAN, U3 KOTOPbIX
MOXHO NOMTYYNTb NEPCOHANBbHYI0 MEeAULMHCKYIO MH(opMAaLMIO.

77.9.2 O6wenocTynHas meguumMHckas nHgopmaums

KoHTponb

O6LwenocTynHas MeguunHckas uHdopmaumsa (B oT/iMume OT NepcoHanbHON MeAULMHCKOW MHdopma-
Lun) AO/MKHA apXMBMPOBaTbLCS.

LienocTHoCTb 06LLeA0CTYNHOW MeULMHCKOW MHDOopMaLMK f0/KHA COXPaHATLCA AN NpefoTBpalle-
HWA HeCaHKLMOHUPOBAHHOTO BHECEHUS U3MEHEHWA.

MCTOUYHUK (aBTOPCTBO) 06LLe40CTYMHON MHAhOopMaL MK A0/DKEH ObiTb YKa3aH, a ero LLesIoCTHOCTb A0/1XK-
Ha 6bITb 3alMLLEeHa.

7.7.10 MOHUTOPUHT

7.7.10.1 O6LwWMe NONoXeHNs

Cpegy Bcex TpebGoBaHMWA MO 3aluTe NEpCcOHasIbHOVW MeAWLMHCKON MHhopMauun, ogHUMK U3 caMblxX
rNaBHbIX SABNAIOTCA Te TpeboBaHUA, KOTOpble CBA3aHbl C ayAnTOM U BeleHMeM NPoToKoN0B. OHU rapaHTupy-
0T NOAOTYETHOCTb 0GBEKTOB OKa3aHWA MeANLMHCKOV MOMOLLM, AOBEPSAIOLMX CBOK MHOpMaLWo cuctemam
3M1EKTPOHHbIX MEAMLMHCKMX KapT, a Takke falT nofb3oBatensaM CTUMYN A1 COOTBETCTBUSA NOAMTUKAM Hag-
nexallero ucrnosib3oBaHusa aTux cucteM. ShEKTUBHLIN ayauT 1 BeieHne NPoTOKON0B MOTyT NOMOYb 06Ha-
PYXunTb 310ynoTpebaeHne NHPOPMaLNOHHBIMY CUCTEMaMW 34,PaBOOXPAHEHNS U NEePCOHAIbHON MeANLVH-
CKOW MHpopMaLmeid. 3T npouecchl Takke MOryT NOMOYb OpPraHn3aumsam n obbekTam okasaHns MeanLMHCKOM
NMOMOLLM MOYyYNTb KOMNEHCALMIO OT Nosib30BaTesIei, HapyLlalLwmx npasa 4ocTyna.

7.7.10.2 BepeHve KOHTPO/IbHbIX XXYypHasioB

PykoBOACTBO MO BHEAPEHUIO

MomMnMO coBMIOAEHUA UHCTPYKUUIA, ykazaHHbIX B ICO/M3K 27002. opraHu3aumm, 3aHnMaioLmnecs o6-
paboTKO NMepcoHanbHOM MeAUMHCKON NMHopMaLmMK, A0MKHbI co34aBaTb 6e3onacHble NPOTOKOMbI ayauTa
KaxApblil pas. korga nonb3osBartesb OCyLWeCcTBASET AOCTYN, CO3AaeT, OOHOBASET UM apXMBMpPYyeT NepcoHasb-
HYI0 MeAULMHCKYI0 MHdopMaLmio Yepes cuctemy. XXypHan ayauta AO/KEH OAHO3HAYHO pacrno3HaBaTthb nosb-
30BaTens. OAHO3HAYHO pacno3HaBaTb CyObEKT AaHHbIX (T. €. 06bEKT OKasaHUs MeAWLMHCKON noMoLu), pac-
nosHasaTtb (PYHKLWIO, BbINOHAEMYIO MoMb3oBaTenem (Co3gaHne 3anvcu, AOCTyn K Heil. 06HOBeHMe 3anucu
U T. 4.), noTMeyaTb faTy u Bpems, koraa yHKuus 6binia BbiNONHeHa.

Korga obHoBnseTCA nepcoHanbHas MefuumnHckas uHdopmauus, fo/KHa OblTb COXpaHeHa 3anucb O
npeabiaylieli Bepcun coAepXxaHna AaHHbIX U CBA3aHHbIM C Heli NPOToKon ayanTa (T. e. uHdopmaums o ToMm,
KTO BBOAWN faHHble U KOTAa).

CucTtembl 06MeHa CO06LLLEHNAMU, UCTONb3YeMbIe /151 Nepefayn CO0OLEHNIA, coaepXaLlnx nepcoHasb-
HYI0 MeAULMHCKYI0 MHdopMaLmio, A0MKHbI BECTU XypHan obMeHa COo6LeHNAMN (Takoi XypHan fo/KeH
cogepxartb Bpems, AaTy, OTnpaBuTens 1 nosyyaresns coobLeHns, HO He ero cogepxaHve).
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OpraHun3aums fo/KHa TWaTeIbHO OLEHUTb U YCTaHOBUTL BPEMS COXPaHEHUs 3TUX XYpPHanNoB ayauTa ¢
onpejesieHHbIMU CCbINIKaMU Ha KNMHUYeCKne npodeccuoHasnbHble cTaHAapTbl U NpaBoBble 0ba3aTesnbLCTBa,
C LueNbio caenatb BO3MOXHbIM NpOBeAeHVe paccnefoBaHuii npy He06X04MMOCTH 1 NpeAcTaBuTb AokasaTe lb-
CTBa 3/10ynoTpebneHns nepcoHanbHoN MeanLMHCKON NHdopMaLneil.

7.7.10.3 Vicnonb3oBaHne CUCTEMbI MOHUTOPUHTA

PykoBO/CTBO MO BHEAPEHUIO

MomMumo cobnoeHNst MHCTPYKUMIA, ykasaHHbIX B UICO/M3OK 27002, cpeacTBO cOCTaB/IEHMS MPOTOKO0B
MHCOPMALMOHHON CUCTEMbl 34paBOOXPaHEHNA [O/MKHO ObiTb (PYHKLMOHUPYIOLWMM Kaokaplil pas, Korga uc-
nonb3yeTcs NHOPMaLMOHHaA cnucTemMa 34paBooXpaHeHus, noasepraemas aygury.

MHopMaLuoHHble cucTeMbl 34paBOOXPaHEHUs, cofepxaline nepcoHanbHyl MeAuLMHCKY0 MHop-
Maumio. fOXKHbI 6bITb CHabXeHbl cpeAcTBaMu A1 aHasiM3a NPOTOKOSI0B U XYpHasoB ayamTa, KoTopble:

a) No3BONAIT UAEeHTU(ULMPOBaTL BCEX NONb30BaTesneli CUCTEMbI, KOTOPble NoayYany AOCTyn K 3anu-
cAM 06 yKa3aHHOM 06beKTe OkasaHWs MeULMHCKOW MOMOLLM UM BHOCUIM B HUX U3MEHEHMWS 3a onpeaeneH-
HbI/i Nepuog BpeMeHu,

b) NO3BONAIT NAEHTUNLMPOBATL BCE 06BEKTHI OKa3aHNSA MEeLULIMHCKON MOMOLLM, K YbUM AaHHbIM MO-
nyyvanu AOCTYN UM BHOCWIN B HUX U3MEHEHWS onpejesieHHble Nosb30BaTesin CUCTEMbI 3a OnpefesieHHbIN
nepuog BpeMeHu.

7.7.10.4 3awwuTa MHOpPMaLUN B XypHanax

KoHTponb

MpoTokonbl ayauTa A0KHbI OblTh 3alULLEHHBIMW OT HECAHKLMOHUPOBAHHOIO focTyna. [ocTyn K UH-
CTPYMeHTaMm ayauTa CUCTeMbl A0/KeH ObiThb 3allyLeH 418 NpeAoTBpaLleHns 310ynoTpebneHns nnm HecaHk-
LMOHNPOBAHHOIO AocTyna.

PykoBOACTBO MO BHEAPEHUIO

MoMumMo co6noAeHnss MHCTPYKUWIA, ykaszaHHbix B ICO/M3K 27002, BaXHO OTMETUTb, YTO [OKasa-
TenbHasA LeoCTHOCTb MPOTOKO/IOB ayAnTa MOXET CbirpaTb BaXKHYK pOsb Npu paccrefoBaHUsX KOPOHEPOB,
paccnefoBaHuAX KacaTeslbHO BpayebHOl ownbKkn 1 Apyrux cyfebHbiX 1 KBasucyaebHbIX paccnefoBaHUsX.
B Takmx paccrnefoBaHusAX AeliCTBUSA MeAWLUUHCKMX PabOTHWKOB W BPEMEHHblE MPUBA3KM COObITUI MHOrAa
06yCNoBNEHbI U3yYEHNEM U3MEHEHWI 1 06HOBNEHWIA B NEPCOHA/IbLHON MeULMHCKON nHhopMauuy naumeHTa.

7.7.10.5 XypHansl perncrtpaunm agMmMHUCTpaTopa u oneparopa

HeT AONONHWUTENBHBIX PYKOBOACTB MO MEHEMXMEHTY 3aLuTbl MHOPMAL MK B 34PaBOOXPAHEHNN.

7.7.10.6 Perucrtpauma oTka3oB

HeT f0NOMHUTENbHBLIX PYKOBOACTB MO MEHEXMEHTY 3aluTbl H(OpMaLun B 34paBooXpaHeHnu.

7.7.10.7 CuHXpoHM3aLMa Yacos

KoHTponb

MHdopMaLoHHble cUCTeMbl 3[paBoOXpaHeHns, noffepxunsaroline KpUTUYECKylo no BpeMeHun pes-
TE/IbHOCTb M0 COBMECTHOMY yXOfy, AOJ/IXKHbI MPefocTaB/aTb CEPBUCHI ANA CUHXPOHM3AUUN BPEMeHn AN1s
NMOMOLLM NPV NPOCNEXMBAHUN 1N BOCCO3aHNN BPEMEHHbIX PaMOK [eiCTBUiA, Koraa 3To HE06X0AMMO.

PykoBOACTBO MO BHEAPEHUIO

MOMUMO MHCTPYKUUIA, ykasaHHbIX B ICO/M3K 27002. BaXHO OTMETUTb, YTO XPOHOMETPaX COOGbITUNA,
3aperncTpMpoBaHHbIX B 3/IEKTPOHHOM BUAE B MEPCOHaNIbHON MeAWLUMHCKON MHopMauMn 1 B XypHanax
ayauTa, MOXeT CcbirpaTb BaXKHYI0 poJib MPW Takux npoueccax, Kak paccriefjoBaHus KOPOHepoB, paccnenosa-
HWSA Bpaye6HON ownbKkn n apyrue cyaebHble 1 kBasncyfebHble paccnejoBaHvs, rae BaXHO TOYHO onpeaennTb
KTMHWYECKYH0 NocnefoBaTe/IbHOCTb COObITMIA.

7.8 KoHTponb gocTtyna

7.8.1 Tpeb6oBaHuMA K KOHTPOJIIO AOCTyna B 34paBOOXpaHeHnn

7.8.1.1 O6wme nonoxeHns

KoHTposib

OpraHu3auyun, 3aHumaiowmecs 06paboTkoil nepcoHanbHOW MeAWUMHCKON unHopMauun, AO0JDKHbI
OCYLLECTBNATL KOHTPO/Ib AOCTyNa K Takoli MHopmaymun. O6bIYHO NoMb30BaTENN UHOPMALMOHHBIX CUCTEM
3[,paBOOXPaHEHNs AO/MKHbI UMETb AOCTYN K NEPCOHasIbHOW MeAMLUMHCKON MHhopMauum TONbKO B Ciy4vasix,
Korga:

a) CyLLecTBYIOT OTHOLLEHNA B 06/1aCTV 34paBOOXPAHEHUST MEXAY NOJb30BaTeNIeM N CyObeKTOM faHHbIX
(06BEKTOM OKa3zaHUst MEANLMHCKON NOMOLLM, Ybs NEPCOHasIbHas MeAuLuHcKas MHopMaLlms OLeHNBaeTCs):

b) nonb30BaTeb BbINOMHAET AeCTBME OT MLa cy6bekTa faHHbIX:

C) eCcTb HE06X0AMMOCTb B 0COGbIX AAHHbIX A/151 MOAAEPXKKN 3TOl AeATE/IbHOCTH.
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7.8.1.2 TonuTtuka KOHTpONA goctyna

KoHTponb

OpraHusauun, 3aHumarwlmecss 06paboTKO MNepcoHanbHOW MeAVUUHCKOW WHopMauuv, LOXKHbI
MUMEeTb J0CTYN K yNpaB/ieHNo NOIMTUKON KOHTPONIA AOCTYyNa K 3TUM JaHHbIM.

MonuTrka opraHn3aLuy kacaTesbHO KOHTPO/SA AOCTyna A0/DKHa 6GbiTb yCTAHOB/IEHA HAa OCHOBE Mpefo-
npeAeneHHblX Ponei co CBA3aHHbIMKN OpraHamu, KOTopble 0TBeYaroT TpeboBaHNAM, HO OrpaHNYeHbl HyXgamm
37O posnu.

Monutuka KOHTPONs JOCTyna Kak KOMMOHEHT OCHOBHbIX MPUHLMNOB MOUTUKA 3alluTbl UHOpMaLuu,
onncaHHoW B 7.2.1, fo/XHa oTpaxaTb Npod)eccroHasnbHble, 3TUYECKNe, HOPMATVBHbIE TPe6OBaHNS, a Takxke
TpeboBaHus, CBA3aHHbIE C 06BEKTOM OKasaHWsA MeAMLMHCKOM MOMOLLM, 1 AO/KHA YYUTbiBaTh 3aaHuns, Bbl-
nosiHAeMble MeANLMHCKMMN paboTHMKaMK, a TakKe MpoLecc BbIMOMHEHNA 3afaHns.

PykoBOACTBO MO BHEAPEHUIO

MOMUMO MHCTPYKUUIA, yYKka3aHHbIX B MICO/M3IK 27002. BaXXHO OTMETUTb, YTO A4/1A NPeAOTBpaLLEHNs 3a-
OEepPXKU UNn oTkasa npefocTaBfeHns MefUUUHCKUX YCNYr CYLLecTBYlOT 6onee cTporue, yem obbl4HO, Tpe-
60BaHNA AN YETKOro MOHMMaHWA MOMUTUKM U Npouecca C COOTBETCTBYIOLWMUMM Pa3peLleHnsaMn Ha OTMEHY
[eNCcTBNA «0BbIYHbIX» MPaBWU KOHTPONA AOCTYyNa B aBapuiiHbIX CUTYaLMAX.

MeanumuHCcKne opraHusaunm nobyxaalT K PpacCMOTPEHMI0 BO3MOXHOCTU BHeApeHus degepaTtuBHOi
NAEHTNPNKALNOHHON MHGOPMaLN 1 peLlleHnin ANa ynpasaeHns foCTyrnoM C y4eTOM BO3MOXHOCTW [J0MOos-
HWTENbHOU NOAAEPXKN W CHWKEHUS afiIMUHUCTPATUBHbLIX PacxofoB, KOTOPOE OHO AACT MOMINTUKE KOHTPONS
poctyna. Kpome Toro, ato 6ygeT nofgepxusartb MNpouecchl AocTyna ¢ 60/51ee BbICOKMM YpoBHeM 6e3onac-
HOCTW. Takme Kak AO0CTYMN, OCHOBaHHbIi Ha WHTENNEKTyaslbHbIX KapTO4Ykax, W BO3MOXHOCTb «OHOKPATHOro
npeabsaBAeHNs naponsi».

7.8.2 YnpaBneHue JOCTYNnoM nosib3oBaTtesnei

7.8.2.1 Pernctpauus nonb3oBartenei

KoHTponb

JocTyn K MHOpPMaLMOHHbIM CUCTEMaM 34PaBOOXpPaHeHUs, KOTopble 3aHMMaloTCs 06paboTKoi nepco-
HaNbHON MeAULUMHCKOW MHopMaunn, foMKeH nognexarb npouedype perucrpauyuun nonb3osareneii. lpo-
Leaypa peructpaumu nonb3oBateneii o/HKHA rapaHTpoBaTb, YTO YPOBEHb ayTeHTUUKALUN, NpesbaBas-
OWNii NAEHTUMUKALMOHHYI0 MHGOPMaLMI0 NoMb30BaTeNsi, COOTBETCTBYET YPOBHIO(SIM) A0OCTyna, KOTopble
6yAyT AOCTYNHBI ANA Nonb3oBaTens.

[JaHHble perncTpaumu nonb3osatens A40/KHbI NEPUOANYECKN MPOBEPATHCSA ANA TOro, YToObl rapaHTu-
poBaTb, YTO OHU MOJIHbIE, TOYHbIE W YTO JOCTYN BCe elle TpebyeTcs.

PykoBO/ACTBO MO BHEAPEHUIO

MOMMMO MHCTPYKUMIA, yka3zaHHbIXx B UICO/MIK 27002. BaXHO NOHATb, YTO 3a4a4a No naeHTudukaLmmn n
peructpaumu nonb3oBatesneil MHHOPMaLMOHHbIX CUCTEM 34paBOOXPaHEHNS BKIOYAET B ce6s1 BCe HMKeyKa-
3aHHoe:

a) To4HOoe onpejenieHne IMYHOCTU nosib3osaTens (Hanpumep. [xoaH CmuT, pogunach 26 mapta 1982
roga, ceiiyac npoxmsaeT No Takomy agpecy);

b) TO4HOE onpefeneHne, Nocse NPOBepPKN, HafeXHbIX 4OKYMEHTOB O NPOeccnoHasibHOV NOAroToBKe
(Hanpumep, fokTop [xoaH CMWT, KapAvosor) Wwunm 3aHuMaemol fo/MKHOCTU (Hanpumep. Cblo3eH [)KOHC,
cekpeTapb MPMEMHON 60NbHULbI);

C) Ha3HayeHve OHO3HAYHOTO NAaeHTunkaTopa nonb3osarens.

O6paTtute BHMUMaHWe, 4TO 06bEKTbI OKa3aHWUA MEMLMHCKON NMOMOLLM, KakK NpaBusio, He ABMSKTCA NoJb-
30BarTeIIM CUCTEMbI, XOTA Te. KTO MOXET UMETb [lOCTYN KO BCEM CBOUM MEPCOHaSIbHbIM AAHHbLIM UK K UX
4yacTu (Hanpumep, Yepes ceTeBOV nopTas), Ha CaMOM fefie MOryT cuMTaTbCs Nonb30BaTeNI MU (XOTA U UMEto-
LMMW OrpaHnyeHHbIli focTyn). CTOUT Takke 06paTuTb BHUMAHWE, YTO CYLLECTBYIOT Takne MeauunHckue cde-
pbl NPUMEHEHUS, KOrga Nonb3oBaTenb ULEeT 06LW Ml COBET WM MHGOPMaLMIo kacaTesbHO 340poBbsa. U xoTs
3TOT 3anpoc Ha nHdopmauuio byaeT BHeCEH B MPOTOKOJ1, UMSA NOJIb30BaTesA 0CTAeTCA HEN3BECTHbIM. MHorve
caiTbl, npefocTaBnslme nHopmaunio no 6epemeHHocT, CMNALy, nan gpyrum Temam KacateflbHO 370-
poBbs. paboTaloT B Takoli maHepe. Monb3oBaTenu caiiToB ¢ Takoli 06LLeil MeANLUHCKON uHopmaLuuet, Kkak
npasun/o, HO HyalalTCca B perucTpauuy 1 noaTomy UCK/YEHbl N3 paCCMOTPEHNS B nocegyowem obeyxae-
Hun. CMm. Takke 7.5.1.2.

7.8.2.2 Pernctpauus nonb3osartenei

B nocnepyiouiem o6cyxaeHnn 0603HaYEHO HECKO/IbKO CTpaTeruii KOHTPonsA [OCTyna, KOTopble MOryT
O4YeHb NOMOoYb Npu obecnevyeHUn KOHPUAEHLMANBHOCTM U LLeNOCTHOCTU MEePCOHANbHOW MEANLMHCKON WH-
hopmauuu:
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a) KOHTPO/Ib fOCTYNa, OCHOBAHHBIN Ha PONAX, KOTOPbIA NonaraeTcs Ha fOKYMEHTbl O NPodeccuoHanb-
HO NOArOTOBKE W 3aHMMaeMOW AO0/MKHOCTU MOoMb30BaTeneil, yCcTaHOB/EeHHbIe BO BpeMs perncrpauuu ans
orpaHnyYeHns JocTyna TOMbKO A8 TeX. KTO [O0/IKEH BbINOJIHATL Of4HY WM HECKOJIbKO YeTKO onpefeseHHbIX
ponei;

b) KOHTPO/Ib AOCTYNa, OCHOBAaHHbLIN Ha paboueii rpynne, KOTOPbIA nonaraeTca Ha MPUHALNEXHOCTb
nonb3oBaTenein Kk pabounm rpynnam (Takum Kak KAVHWYeckue rpynnbl) NS onpefeneHus Toro, K Kakum 3a-
MUCAM OHWU MOTYT UMETb JOCTYM;

C) NPOM3BO/IbHbIA KOHTPOMb A0CTYNa, KOTOPbI/ NO3BOMAET NONb30BaTENsAM MH(OPMALMOHHBIX CUCTEM
3/1paBOOXpPaHeHns, CBA3aHHbIM C NMepCOoHaNbHOM MeANUMHCKON NHhbopMaLnein o6bekTa okasaHus MeguLnH-
CKOI MOMOLLM Ha 3aKOHHbIX OCHOBaHUSIX (Hanpumep, cemeliHblii Bpad), NpefocTaBnaTb 4OCTYN APYTUM NOSb-
30BaTesNifAM. KOTOpble paHee yCTaHOBUAN CBSA3b C NEPCOHaNbHON MefMLMHCKOW uHdopmauueil o6bekTa oka-
3aHMA MeJMLMHCKOWA NOMOLLM (Hanpumep, cneumanunct).

PyKoBOACTBO N0 BHEAPEHUIO

MoMMMO CO6NOAEHUSI UHCTPYKLMIA, yka3aHHbIX B ICO/M3K 27002. nHhopMaLnoHHbIE CUCTEMbI 34pa-
BOOXPaHEHUS. cofepxallme NnepCoHabHY0 MeANLVMHCKY0 MHAOPMaLMIo, [0/KHbI NOAAEPXNBATb KOHTPO/b
[0CTyna, OCHOBaHHbI Ha PONsX, CNOCO6HbIA NPUCBOUTL KaXXA0MY MOMb30BaTeNt0 OAHY UM HECKOSIbKO po-
nei. a kaxkgoi ponm — oAHY MU HECKOTbKO (DYHKLIWIA.

Monb3oBaTtenb MHMOPMALMOHHOW CUCTEMbI 34paBOOXPaHEeHNs, cofepxalleli NepcoHasbHYl Mean-
LIVHCKY0 MHhopMaumio, fO/HKeH nonyyartb JOCTYN K ee cepBucam Mo OAHOW ponu (To ecTb, Nonb3oBaTenu,
KOTOpble 6GblN 3aperncTpupoBaHbl C HECKOMbKMMUW PONSIMU, AO/DKHbI yKasbiBaTb OAHY W3 poneii BO Bpems
Kax[oro ceaHca AocTyna K MHOpPMaLMOHHOI CcUCTEME 34paBOOXPaHEHUS).

WHbopmaLoHHble cuctemsl 3gpaBooXpaHeHns AO/MKHbI 06beAMHATL nosib3oBaTeneit (Bknyasa mean-
LIMHCKUX pabOoTHMKOB, BCMOMOraTe/lbHOro NepcoHana v Apyrux) ¢ 3anucamym 06 ob6bekTax okasaHusa MeguumnH-
CKOI MOMOLLM, YTO NO3BONSET B Aa/IbHELEM UMeTb 4OCTYN HA OCHOBE 3TOr0 06beAUHEHUS.

JlononHutenbHble pyKoBOACTBA NO YNPaB/IEHWIO MOJHOMOUYMAMK B 34PABOOXPAHEHUN MOXHO HaliTu B
McoAacC 22600-1 1 NCOAC 22600-2.

7.8.2.3 YnpaBneHve naponsiMy nosib3oBaTenei

[JononHnTeNbHLIX PYKOBOACTB MO MEHEMKMEHTY 3alUUTbI MH(OPMAaLMN B 34paBOOXPAHEHUN HET. OfHa-
KO CTOWUT OTMETUTb, YTO OrPaHNYEHHOCTb BO BPeMeHU, 06HapyXeHHas B CUTyauusax okasaHus MeguLMHCKON
NMOMOLLM, MOXET nomellatb aPEKTUBHO UCNOMb30BaTL Naponn. MHorne meguLMHCKUe opraHusauuy npega-
nounu BHeAPWTb abTepPHATVBHbIE TEXHONOTMWN ayTeHTUMKauMmn Ana pelweHns 4aHHon npobnemsi

7.8 2.4 TNpoBepka npas AoCTyna nosb3oBartenei

MOMMMO MHCTPYKUWIA, yka3aHHbIx B MICO/MIK 27002, HeobxoaMmMO 06paTuTb 0CO60e BHUMaHWe Ha
nofb3oBartesnieidl, 0T KOTOPbIX PasyMHO OXWAaTb NpPefoCTaBeHNs HEOT/I0XKHOM NOMOLLU, Tak Kak UM MOXeT
noTpeboBaTbca JOCTYN K NEPCOHaNbHOV MeAULMHCKOV NHG)OPMaLuUy B 3KCTPEHHbIX CUTYyauusax, Korga o6bekT
oKasaHusa MeguULMHCKOW MOMOLLM He MOXEeT COObLMTb O CBOEM COr1acum.

7.8.3 0O643aHHOCTU nosb3oBaTens

PykoBofCTBO MO BHEAPEHUIO

Momnmo cobnaeHNs MHCTPYKUUIA, ykasaHHbix B VICO/M3K 27002. opraHusauuu, 3aHumaroLinecs
06paboTKOli MepcoHanbHOW MeAMLMHCKON nHhopmaLun, npu onpegeneHun obsisaHHOCTElV Nosb3oBaTens
[OJIKHBI yBaXKaTb npasa W aTMYeckne 06A3aHHOCTUN MeAULUHCKUX pabOTHUKOB, Kak yka3aHO B 3aKOHe W Kak
MPUHATO YneHamy NPotheccoHabHbIX MEAULUHCKAX OpraHn3aLuii.

7.8.4 KOHTpO/b fOCTyNa K CETU U KOHTPO/Ib A0CTyNa K onepayLuoHHON cucteme

HeT f0N0MHUTENBbHBIX PYKOBOACTB MO MEHEAXMEHTY 3aluTbl MHOpMaLun B 3apaBooxXpaHeHnm.

7.8.5 KoHTpoOnb AocTyna K NPUAOXEHUAM 1 UHopMaLuum

7.8.5.1 OrpaHuyeHune goctyna K nHdopmauum

KoHTposb

WHopmaLoHHble cucTeMbl 34paBoOXpaHeHns, 3aHumarowmecs ob6paboTkoii nNepcoHasibHON mMean-
LIMHCKOM MHdopMaLumn, fO/KHbI ayTeHTUdMLMPOBaTL Nosb3oBaTesieil u AO/KHbI AenaTb 3TO NOCPeACTBOM
ayTeHTMmKaLuy ¢ UCnonb3oBaHWeM, No kpaliHeit mepe, ABYX hakTopos.

PykoBOACTBO MO BHEAPEHUIO

MoMMMO MHCTPYKLMIA, yka3aHHbIX B MICO/M3K 27002. Heob6xoamMmo 06patuTb 0cob0e BHMMaHNe Ha Tex-
HMYecKkMe MeponpuAaTUsl, MO KOTOPbIM OGBHEKT OKazaHWA MeAMLMHCKOM MOMOLLM TOYHO ayTeHTUuduLmpyeTcs
npu AoCTyne Ko BCel NMYHOWN MHhopMaLum unm K ee 4actu (B Tex cuctemax MHdopmaluu, rae aTo 4onycTu-
Mo). Takoe xe BHUMaHue CTOWT YAenuTb NPOCTOTe UCNO/b30BaHUSA Takux MEpPONpUATUA, 0CO6EHHO AN 06b-
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€KTOB OKas3aHWsi MeJULMHCKOV NoMoLM ¢ DM3MYeckMMmn HepocTaTKamu, a Takke npefocTaB/ieHnto goctyna
3aMeHSLWUMN NULamMn, OTBETCTBEHHbIMU 3a NPUHATUE PELUEHWA.

7.8.5.2 V3onsaunst 3aBUCMMOI CUCTEMBI

HeT oNoONHUTENbHBIX PYKOBOACTB N0 MEHEMKMEHTY 3aluTbl MHOopMaLuy B 34paBooXpaHeHnn.

7.8.6 Mo6GUNbHbIE KOMNbIOTEPHbIE CpeAbl U AUCTAHLUNOHHbIA pexum paboTsl

7.8.6.1 MobunbHble KOMMNbIOTEPHbIE CPeAbl U CBA3N

PyKoBOACTBO NO BHEeApEHUIo

MomMuMo cobMAEHNA UHCTPYKUMIA, yKa3aHHbIX B MCO/M3K 27002. opraHusauuu, 3aHuMaroLmecs o6-
paboTKoi NepcoHanbHOW MeANLMHCKON Hhopmaummn, LOMKHbI:

a) MMeTb 0Co6bIli JOCTYN K pUCKamM, UMELLMMCS B MOGWbHBIX KOMMbLIOTEPHBIX CPefax 34paBoOXpaHeHUs;

b) NOArOTOBMTb MOAWTWKY NO MepamM MpPefoCTOPOXHOCTY MPW MUCMOb30BaHUN MOOWbHLIX YCTPOICTB,
BK/lOYasA 6ecrnpoBofHble YCTPOCTBa:

c) TpeboBaTb OT MOGUILHLIX NOMb30BaTeNel cfefoBaTh 3TOM NOANTUKE.

Kak oTMeuyeHo B MCO/M3K 27002. 6ecnpoBofHble COEANHEHUSA MOOGU/bHbIX CETEN, XOTb U MOXOXN Ha
coefIHEeHUS NMPOBOAHbIX CETEN, MEIT HECKOJIbKO CYLLEeCTBEHHbIX OT/INYWIA, C TOUKN 3pEeHUS 3awuTbl MHAOP-
Mauum. Hekotopble 6ecnpoBOfHble NPOTOKOMbI WNGPOBaHUSA, Takne Kak aKBUBasSIEHT KOH(MAEHLMaNbHOCTH
npoBoAHbIX ceTeli (WEP), 4O cux nNop NpMMEHSATCS, HECMOTPA Ha M3BECTHble YA3BMMOCTW, KOTOpble Mo-
Ka3blBaloT NX HeapheKTMBHOCTb. Kpome Toro, MHopmaums, XxpaHawasnca Ha MOGUIbHbIX YCTpoicTBax, He
BCErfja MOXeT ObITb CKONMpoBaHa (pe3epBHOE KOMMpOBaHWE) (Hanpumep, U3-3a OrpaHnyYeHHo NpPonycKHo
CNOCOGHOCTU CeTU AW M3-3a TOro, YTO YCTPOWCTBA HEe BCerga MoAKM0YEHbl BO BPEMS 3annaHUpOBaHHOIO
pe3epBHOro KONVPoBaHUS).

7.8.6.2 [INCTaHUNOHHbIV pexum paboTbl

PykoBOACTBO MO BHEAPEHUIO

Momumo cobnAeHUs MHCTPYKUWIA, ykasaHHbix B MICO/M3K 27002. opraHusauuu, 3aHuMatrolmecs o6-
paboTKO NepcoHasibHOW MeANLMHCKON Hhopmaummn, AOMKHbI:

a) NoAroToBUTL MNOMUTKKY NO Mepam NPefoCTOPOXHOCTU NPY ANCTAHLMOHHOM pexume paboTbl;

b) y6eautbcs, 4To nonb3oBateny, paboTawlwme B ANCTAHLMOHHOM pexume, crefyroT 3TON NoanTuke.

HekoTopble HauvoHaNbHble OpUCAMKLUKM (HanpuMep. FepMmaHus) yxe ycTaHOBUAWM OrpaHuvyeHus ans
MeANLMUHCKNX PABOTHMKOB Ha AUCTAHLMOHHBIN peXxumM paboTs.

BaxHO 06paTuWTb BHMMaHWE Ha TO, YTO B 34pPAaBOOXPAHEHUN OUCTAHLMOHHBIA pPeXum paboTbl MOXET
nepecekaTb HOPUCAVKLMOHHbIE TPaHULIbl N faXe MOXeT MPoUCXOAWNTb Ha 6opTy camoneTa wiun kopabns, Ha-
XOASLLErocs B faHHblli MOMEHT BHE KakMX-NMbB0 HauMOHaNbHbIX IOPUCAMKUMIA. TepanesTbl YXe AaBHO Ha no-
CTOAAHHOW OCHOBE 06MEHMBAIOTCA CHYMKaMMW 1 T. . Yepe3 3/1IeKTPOHHYI0 MoYTY, nepecekas HpUCANKLNOHHbIE
rpaHuLbl, AN NOMyYeHUa MHEHUs creunanncTa. MexayHapofHble rpynnbl, yyacTByOLIMEe B MOMOLLM Npu
CTUXWIHBIX 6eACTBUAX, CMOTYT B OyayLiem nonaratbCs Ha MHMOPMALMOHHbIE CUCTEMbI 3paBOOXPAHEHUS B
IOPUCOMKLUMAX, OT/IMYAIOLMXCA OT UX IOPUCANKUAN. HYXHO yunTbiBaTb NpaBoOBble U 3TUYECKNE COOBpaXeHUs
nogaHHoOMY BOMpocCy Npu pa3paboTke 1 BHeAPEHUN MHPOPMALIMOHHbLIX CUCTEM 34paBooxpaHeHns (0CO6eHHO
HaLMOHasIbHbIX CUCTEM), KOTOpble MOTYT UCMO/b30BaTbCA NOA06HbIM 06pa3om. Cm. Takke 7.7.7.1 n 7.7.8.3.

7.9 3akas, npoekTupoBaHune 1 o6cnyxmBaHne NHPOPMaLNOHHbIX CUCTEM

7.9.1 TpeboBaHusA 6e30NacHOCTU AN1A UHPOPMALUOHHbIX CUCTEM

HeT fonoMHUTENbHBIX PYKOBOACTB MO MEHEMXMEHTY 3alluTbl MHDOPMALMN B 34PAaBOOXPaHEHUN.

7.9.2 MpaBunbHasa 06paboTka B NPUNOKEHUAX

7.9.2.1 OpHo3Ha4yHOe pacrno3HaBaHWe 06BHEKTOB OKa3aHUst MeAULMHCKON NOMOLLM

KoHTponb

OpraHusauuy, 3aHumarLinecs o6paboTkoli nepcoHanbHOM MegULNHCKON NHdopMaLMn, 4OMKHbI:

a) rapaHTMpoBaTb TO. YTO KaXAbli 06BLEKT OKa3aHUs MeAMLMHCKON nomoliy 6yaeT ofHO3HAYHO pac-
Nno3HaH;

b) 6bITb B COCTOAHUN 06BEANHUTL ABa WU HECKOJIbKO NPOTOKO/I0B, €C/IN MPefyCMOTPEHO NPOU3BO/b-
Hoe co3aHue HeCKOJIbKMX MPOTOKOJIOB /151 TOTO0 e 06bekTa OKasaHUs MefULMHCKOW NOMOLLM UK BO Bpems
BO3HVKHOBEHWUS HEOT/IOXHOIO COCTOSIHUSA.

PykoBOACTBO MO BHEAPEHWIO

Oka3aHue HeOoT/I0XKHOM NMOMOLLM W Apyrve cuTyauuu, Npu KOTOPbIX MOF/I0 He CyLLecTBOBaTb BO3MOX-
HOCTW Haanexallym o6pa3omM pacnosHaTb 06bEeKTbl OKa3aHUsi MeAWNLMHCKON NOMOLLM, HEN3OEXHO NPUBEAYT K
CO3[jaHNI0 HECKOMbKMX KapT N0 O4HOMY 1 TOMY Xe nauveHTy. B npefenax kaxaon nHpopMaLnoHHOR cuctemsl
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37jpaBoOXpaHeHns fo/HkKHa CyLecTBoBaTb BO3MOXHOCTb 0O6beAVHEHNA HECKOSIbKMX KapT NaunueHTOB B OAHY.
Takoe o6befuHeHVe TpebyeT BHUMATEIbLHOCTM, U MO3TOMY NOTpebyeTcA He TO/bKO MepcoHan, 06yYeHHbIN
ANA Takoro 06beANHEHNS, HO. BO3MOXHO, W TEXHUYECKMe CpefCcTBa A5 ynpoLeHns 06beanHeHnsa nHdopma-
LY U3 UCXOAHbIX KapT B 06beAVHEHHYIO.

OpraHu3auumn, 3aHumatowmecs 06paboTkoli NepcoHanbHOW MeANLMHCKOW MHcopMauun, 4OMKHbI ra-
paHTUpoBaTb. YTO faHHble, UCXOAS U3 KOTOPbIX MOXHO YCTAHOBUTbL JIMHHOCTb, COXPAHATCA TOMLKO Tam. rae
3TO HEO06X0AUMO, M YTO METOAMKN YAANeHUs, aHOHMMU3auum 1 NceBAOHNMMU3ALMN UCNOb3YIOTCA Haanexa-
WMM 06pa3oM B MakCMMasibHO BO3MOXHON Mepe Ans CBeAeHWS K MUHWMYMY PUCKOB HemnpeAHamMepeHHOro
pasrnaleHvs nepcoHanbHON HopmaLum.

7.3.2.2 TlpoBepka BXOAHbIX faHHbIX

HeT f0N0MHUTE NbHBIX PYKOBOACTB MO MEHEXMEHTY 3aluTbl MH(OPMaLun B 34paBooXpaHeHnu.

7.9.2.3 KOHTpONb BHYTpeHHe 06paboTku

HeT A0N0MHUTENBHBIX PYKOBOACTB MO MEHEMKMEHTY 3aluTbl MHOpMaLuy B 34paBoOXpaHeHnn.

7.9.2.4 LenocTHOCTb coobLLeHus

HeT AONONHWUTENBHBIX PYKOBOACTB MO MEHEMXMEHTY 3aLnTbl MHOPMAL MK B 34PaBOOXPAHEHNN.

7.3.2.5 TpoBepKa BbIXOAHbIX AAHHbLIX

KoHTposib

WNHdopMaLMOHHbIe CUCTEMbI 3[paBOOXPAHEHNs, 3aHVMMatlmecss 06paboTKO MepcoHanbHol Meau-
LUMHCKOW WHdopMauun, OO0/MKHbI NMpefocTaBnaTb WAEHTUGULMPYIOWME IMYHOCTb CBEAEHWUS ANA NOMOLLY
MeJMUMHCKUM paboTHVWKaM B MOATBEPXAEHWUN TOrO, YTO HalAEHHblE 3MEKTPOHHbIE MeAMNLUHCKME KapTbl OT-
HOCATCA K 06BEKTY OKa3aHus MeANLMHCKON NOMOLLM, NPOXOAALLEMY leYeHune.

PyKoBOZACTBO NO BHEAPEHUIO

B gononHeHne k pykosogcTBaM, ykasaHHbIM B ICO/M3K 27002. He06X0AMMO yunTblBaTb HEKOTOPbIE
[OMONHNUTENbHbIE BaXkHble hakTopbl. lMpexae yem nonaratbCsA Ha NepCcoHasbHYy MeAULMHCKYI UHopma-
LyMo. NpefocTaBieHHY0 NHPOPMAaLMOHHOW CMCTEMOW 34paBOOXPAHEHUS, MEANLIMHCKUM PaBOTHUKAM AOTKHO
ObITb NPeAoCTaB/IEHO AOCTATOYHO MHpOpMaUUKU A5 TOro, YTobObl y6eauTbCs B TOM, YTO OGBLEKT OKasaHus
MeZMLMHCKON MOMOLLM COOTBETCTBYET MOJlyYeHHON uHdopmaumn. CooTBETCTBME 06bekTa okasaHua Mean-
LIVHCKO MOMOLLM, MPOXOAALLEro neveHne, CyLecTByOLen 3anMcu MOXeT CTaTb HETPUBUANbLHON 3afaveil.
HekoTopble cucTeMbl NOBLIWAIT YPOBEHb 6e30macHoCTV nyTem gobasneHus dotorpaduv B MegULMHCKYHO
KapTy KaXAoro o6bekta okasaHust MeguLMHCKOM noMoLy. Takve ynyyleHuss MoryT camm no ce6e cosgasatb
npo6nemMbl ¢ KOHPUAEHLNANBHOCTBIO, Tak KaK OHM AenaloT BO3MOXHbLIM Cy4yaiHoe 3anoMUHaHne xapakrepu-
CTWK. TaKMX Kak pacoBas NpUHaANEeXHOCTb, KOTOPbIE HE BK/IOYEHbI B NOMSA AaHHbIX. TpeboBaHWsA No MAeHTU-
dvkauum 06 bEKTOB OKa3aHMs MeAULMHCKOV NOMOLLM U HAZTMYMIO flaHHbIX, UCNONb3YeMbIX A1 €e NOAAEPXKKM,
TakKXe MOryT BapbMpoBaTbCs OT WPUCAUKLUW K IOPUCAUKLUKN. Bonbllioe BHUMaHWe Heo6XoAMMO MpOosiBAATbL
npy NPOEKTUPOBaHUN UH(OPMALMOHHbLIX CUCTEM 34PaBOOXPaHEHUs, A1 TOro YTOObI PpabOTHMKM 34paBooxpa-
HeHWs MOrN A0BEPATb cUCTEME B o6ecneyeHun nHchopmaLmeli, HeobxoaAMMON AN NOATBEPXAEHNSA TOrO, YTO
Kaxaas HailileHHas kKapTa COOTBETCTBYET 06bEeKTY OKkaszaHWsa MeAULMHCKO/ NOMOLLM, NPOXOAALLEMY leveHme.

WNHopMaLMOHHbIE CUCTEMbI 3[paBOOXPaHEHNsA AO/KHbI fenaTb BO3MOXHOW MPOBEpKYy TOro, 4to 6y-
MaxkHble pacneyaTku ABAAIOTCA NOMHbIMY (Hanpumep, NOCPeACcTBOM 3anucu «cTpaHuua 3 n3 5»).

7.9.3 KoHTponb AocCTyna ¢ UCNoNb30BaHUeM kpuntorpaduu

7.9.3.1 TMonuTuKa UCcrnonb3oBaHWsa KOHTPONSA AOCTyNa ¢ UCMOoMb30BaHNEM KpunTorpadumn n ynpasneHune
Krovamu

PykoBOACTBO N0 BHEAPEHWIO

MoMUMO MHCTPYKUMiA, yKka3aHHbIX B ICO/M3K 27002. B ICO 17090-3 MOXHO HaiTW pyKoBoACTBa MO
pa3MeLLeHVIo 1 NCNO/b30BaHNIo LMPOBbLIX CepTUNKATOB 34paBOOXPaAHEHNS 1 N0 YNPaBIEHUIO KYamu.

7.9.3.2 YnpaBneHve kio4yamu

HeT f0N0NMHUTENbHBIX PYKOBOACTB MO MEHEMXMEHTY 3aluTbl MHOpMaLun B 34paBooXpaHeHnu.

7.9.4 Be3onacHOCTb CUCTEMHBIX (haiiios

7.9.4.1 KOHTpONb ONepaTtuBHOro NporpaMMHOro obecneyeHus

HeT f0N0MHUTENBHBIX PYKOBOACTB MO MEHEMAXMEHTY 3aluTbl MHOpMaLun B 34paBoOXpaHeHnu.

7.9.4.2 3awnTa gaHHbIX UCMbITAHUA CUCTEMDI

PykoBO/CTBO MO BHEAPEHUIO

MoMUMO MHCTPYKUMiA, yKazaHHbIXx B MICO/M3K 27002, opraHusauum, 3aHumarLnecs o6paboTkoii nep-
COHaNbHOI MeANLMHCKON MHopMaLun, He A0MKHbI NCNO/b30BaTb PeasibHY0 NepPCoHaNbHY MeULIMHCKYLO
NHGOpPMaLMI0 B KAYECTBE AiaHHbIX UCMbITAHNS.
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7.9.4.3 KOHTpO/b AOCTYNa K UCXO4HOMY KOZY MpOrpammbl

HeT AONONHUTENBHBIX PYKOBOACTB N0 MEHEMXMEHTY 3alnTbl MHOpMaLun B 34paBooXpaHeHunn.

7.9.5 besonacHoCTb B npoLeccax pa3paboTku v NoAAEPXKN Y KOHTPOIb TEXHUYECKOW YA3BUMOCTH
HeT AONONHUTENbHBIX PYKOBOACTB N0 MEHEMKMEHTY 3aluTbl MHopMaLuy B 34paBoOXpaHeHNN.

7.10 YnpaBneHune MHLUUAEHTaMMK 3aLlmnTbl nHopmaLlum

7.10.1 CobbiTna 1 cnaboctn B cucteMe 6e30NacHOCTU OTYETHOM MHopMaLun

PyKoBOACTBO NO BHEAPEHWIO

MoMUMO MHCTPYKUMiA, yKkaszaHHbix B UICO/M3K 27002, opraHusauuu, 3aHumatoLlmecs obpaboTkoli nep-
COHa/IbHOW MefMUMHCKOW MHgopMaumn, AOMKHbI YCTAaHOBUTL OTBETCTBEHHOCTU WM NpoLeaypbl KacaTesbHO
MHUMAEHTOB B cucTemMe 6e30macHoOCTH, AN TOro Y4To6bl:

a) obecneynTb GbICTPbLIA, 3PEKTUBHBIV 1 NOC/IeA0BaTe IbHbIA OTKAUK HA UHUMAEHTbI B cucTeMe 6es-
OMacHoOCTU:

b) rapaHTMpoBaTh TO. YTO CYLLECTBYET AECTBEHHbI nepapxuyeckuii NopsaoK Ans Takux MHLUAEHTOB,
TaK YTo6bl MOXHO 6b1/10 NCMO/L30BATL YNPaBieHne B KPUIUCHBIX CUTYaLMAaX 1 NaHbl Mo ynpasieHnio Hermpe-
PbIBHOCTN 6M3HECA NP NOAXOAALLMX YCNOBUAX U B HYXXHOE Bpems;

C) cobupatb 1 COXpaHATb AaHHble N0 WHUMAEHTY, Takne kak NPOTOKO/bl U XypHanbl ayauTa, a Takke
Apyrve cBugeTenscTsa.

WNHUmaeHTbl B cucteme 6e30nNacHOCTM BKIHOYAOT KOPPYNLUIO WK HenpegHaMepeHHoe pasrfialleHvie
nepcoHasibHOM MeANLMHCKON UHhopMaLmun, Uan NoTepro AOCTYNHOCTU MHCHOPMALMOHHbIX CUCTEM 34paBOOX-
paHeHus. rae Takas notepsa oTpuuaTesibHO CKasblBaeTCcs Ha yxoAe 3a 60/bHbIM UM CNOoCO6CTBYET Hebnaro-
NPUATHBIM KIMHUYECKUM COBbITUAM.

OpraHu3aunm JoXHbl YBEAOMNSATL 06EKT OKa3aHUsi MeULMHCKOV NOMOLLM KaXabli pas. korga nep-
COoHaJ/IbHas MeAnUMHCKaa Hdopmauua bblna HenpefHaMepeHHo pasrialleHa.

OpraHun3aunn foMKHbl yBEAOMNATb 06BEKT OKa3aHnsa MegULIMHCKOR NOMOLLY Kaxablil pa3. korga oTcyT-
CTBME JOCTYMHOCTU UHDOPMALIMOHHBIX CUCTEM 34paBOOXPAHEHMNS, BO3MOXHO, HEGNAronpusATHO cka3anoch Ha
UX fleyeHnm.

B MeauUMHCKUX opraHusauusax cyliecTByeT TEeHAEHUUA WCKYCCTBEHHO OTAENATb WHUWUAEHTbI 3alliuTbl
MHbopmaumm oT APYrnX TUMOB UHLMAEHTOB Kak B 06palleHun, Tak 1 B OTYETHOCTU. YunTbiBasA TOT (pakT, yTo
NPOHUKHOBEHWE B CUCTEMY MOI/I0 NPUBECTU K Kpaxke IT-o60opyAoeaHns (YTO NPUBOAUT K HaPYLLUEHWIO KOHU-
JeHUManbHOCTN) WK YTO NoXap MOr 6biTb YCTPOEH NpegHaMepeHHo, YToObl CKpbITb haKT 310ynoTpebneHus
IT-o6opyfoBaHMeM, WK YTO onpefeneHHoe 310ynoTpebieHre nan HenpasuibHOE UCNO/b30BaHNe CUCTEMBI
MOT/10 UMETb KNIMHUYECKME NOCNEeCTBNSA, OLeHKa 3alMTbl MHhopMaummn foMxHa 6bITb NPOBeAEHa B OTHOLLe-
HWN BCeX NOAOOHBLIX MHUMAEHTOB UM MHUMAEHTa-06pa3ua Ana fanbHelilwei oueHkn ahpeKkTMBHOCTY ycTa-
HOBJ/IEHHbIX 3/IEMEHTOB YNpaB/IeHUs 1 OLeHKN PUCKOB, KOTOPbIE MPUBENN K UX BHEAPEHWIO.

7.10.2 YnpaBsieHne NUHUUAEHTaMU N yAyUlleHUamMun

7.10.2.1 O6A3aHHOCTM W1 Npoueaypbl

HeT AOMONHUTENbHBIX PYKOBOACTB N0 MEHEMXMEHTY 3aluTbl MHopMaLuy B 34paBooxXpaHeHunn.

7.10.2.2 W3BneyeHne ypokoB U3 MHLUNAEHTOB

HeT AONONHUTENBHBIX PYKOBOACTB N0 MEHEMAXMEHTY 3alUuUTbl MHopMaLuy B 34paBooXpaHeHunn.

7.10.2.3 C6op cBMaeTeNnLCTB

PykoBo/CTBO MO BHEAPEHUIO

MOMMMO MHCTPYKUMIA, ykasaHHbIXx B UICO/M3K 27002. opraHusauum, 3aHumatoLlmecsi o6paboTkoli nep-
COHa/IbHOW MeAMLMHCKON MHhopMaummn, MOryT nogymMatb O MOMe3HOCTM cbopa U CBUAETENbCTB C LEefblo
BbIAB/IEHMS1 BpayvebHOl OWNOKK, a Takke UM MOXeT noTpeboBaTbCa y4yecTb MexXAy-lopucavKLNOHHbIE Tpe-
60BaHVA B cnyyae, Korga MHOpMaUMOHHbIE CUCTEMbI 34paBOOXPaHEHNs AOCTYMNHbI 3a nNpegenamMmu rpaHul
HOPUCAMKLMN.

7.11 AcnexTbl 3aWuUTbl MHCDOPMAL MU B yNpaB/ieHUU HENPEPbLIBHOCTbIO GU3Heca

PyKoBOACTBO NO BHEAPEHMIO

MoMUMO UHCTPYKUMIA, YKka3zaHHbIX B MCO/M3K 27002. cnepyolme coobpaxeHns BaXHbl B YC/IOBUSIX
cpefpl 34paBOOXpaHeHus. Ynpas/ieHne HenpepbiBHOCTbIO 6u3Heca, KOTOpoe BK/IYaeT B cebs aBapuitHoe
BOCCTaAHOB/IEHME, BCE Yalle NpU3HaeTCcs B ka4yecTBe TpeboBaHWNs ANA MegULMHCKUX OpraHu3auuii, 1 npuopu-
TET. KOTOPOE OHO MMEET, npofosmkaeT pacTu. OTpaxas cTporve TpeboBaHWA K fOCTYNMHOCTU B 34paBooxpa-
HEHWWU. OCHOBHbIE YCUANA JO/MKHbI ObITb HaNpas/eHbl Ha 0TKA30yCTONYNBOCTb W UCMPaBEHNe U3ObITOYHOTO
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KoZa, W He TOMIbKO AJ/1si CaMOi TEXHOMOTUMW, HO U ANS1 06YUYEHUS] MEANUMHCKMX KaApPOB CMEXHbIM creluasb-
HOCTSIM.

MnaHupoBaHne HenpepbIBHOCTM GM3HEeca B 3paBOOXPaHEHUN SIBMSIETCS OCOGEHHO CIOXHOW 3adaveli
ANS CNeuManncToB 3aluTbl MHOPMALMK, Tak Kak /lo6ble naaHbl JO/MKHbI 6bITb COOTBETCTBYHOLMM 06pa-
30M 06BEAVHEHBI C MIaHaMU MO OpraHu3auun UcnpasieHnst c60eB NUTaHUs, peanusauun UHEKLVOHHOTO
KOHTPONSA 1 paboTe C APYrMU Ype3BblYaliHbIMU CUTYaLUUAMMW KIMHWYECKOW npakTuku. felicTBuTensHo, 3a-
MycK 106070 U3 HUX. BEPOSITHO, NMPUBEAET HENOCPEACTBEHHO K 3amyCKy NniaHa ynpaB/ieHUs HEMPepPbIBHOCTLIO
6u3Heca, ecnu ToNbKO 06GecneynTb JONONHUTENbHY NOALEPXKY K TOW. KOTopas umeeTcs 06bl4HO. Tem He
MeHee, HeflaBHMe UHLMAEHTBI, Takne Kak BCMbIKU aTUMUYHOW MHEBMOHWMW, NOKa3asu, YTO Cepbe3Hble UHLM-
[LEeHTbl MOTYT MPUBECTM K HEXBATKE MepCcoHasna, koTopas 3aTeEM MOXET CePbe3HO OrpaHuynUTb BO3MOXHOCTb
yCneLuHol peanusaLum nnaHoB ynpas/ieHns HENPepPbIBHOCTbIO GuU3Heca.

MeaunuMHCKMe OopraHn3aLnmn 34paBooXpaHeHns AOMKHbI rapaHTMpoBaTh TO. YTO UX NAaHWpoBaHue He-
NpepbIBHOCTU GU3HECA YNpaB/ieHWs BKIYaeT B Ce6s NMaHNpPOBaHWE YNpPaBeHNUs B KPU3UCHBIX CUTyaLusx
3 paBOOXPaHEHUs.

MeauuMHCKMEe OpraHusaumn Takxe AO/MKHbl rapaHTypoBaTb TO. YTO MaHbl, KOTOpble OHU paspaba-
ThIBAOT, PEryfsipHO TECTUPYIOTCA Ha «MNPOrpaMMHO» OCHOBE. WCMbITaHWsi, BK/IKOYEHHbIE B 3Ty Nporpammy,
[OMXHbI BbICTPaMBaTLCA APYr HA ApYyre, OT CTaLMOHAPHbIX UCMbITAHWIA K MOAY/IbHBIM UCALITAHUAM, OT HUX —
K 0606LLEHNI0 BapMAHTOB BEPOATHOTO BPEMEHW BOCCTAHOB/IEHMS, & 3aTeM, HaKOHeLl, K reHepasibHOi peneTu-
umn. Takum o6pasom, nofo6Haa nporpaMmMa MMEET HU3KWIA YPOBEHb puUcka U 06ecrneunBaeT AeliCTBUTENbHOE
ynyylleHne o6LLEro YpoBHS OCBELOMIEHHOCTN CPESM ee Nonb3oBaTesneit.

7.12 CooTBeTCcTBUE

7.12.1 O6wume NoNoXeHns

PykoBofCTBO MO BHEAPEHUIO

MomMnmo cobnoaeHna NHCTPYKUUIA, ykasaHHbIX MCO/M3OK 27002. MegMUMHCKUE opraHmM3aummn AOXHbI
3anycTuTb MpOrpaMMy NPOBEPKM COOTBETCTBUSA, KOTOPast yunTbiBasia bbl BECb XU3HEHHbIV LMK AeACTBUNA, T.€.
He TOJIbKO MpPOLECChl, B KOTOPbIX UMEITCA Npobriemsl, HO 1 Te, YTO AenatlT 0630p pe3ynbLTaToB ¥ NPUHUMAIOT
peweHuns 06 o6HoBeHnax B CMUB.

Mporpammbl ayauta MeAWLUMHCKAX OpraHn3aumii Jo/KHbI ObiTb hOPMasibHO BbICTPOEHbI Tak, UTOObI
0XBaTUTb BCE 3/1IEMEHTLI HACTOALLEr0 MeXAyHapoAHOro ctaHjapTta, Bce 06/acTu pucka U BCe BHeApPEHHble
3/IeEMEeHTbI ynpasneHus, B npegenax 12—18-mecsayHoro uukna.

B cTporo ynpaBnsiemoli 1 nNpoBepsieMoli cpefe MHOTMX MeAMLUHCKUX opraHnsaumnii ISMF gomkeH no-
CTaBWTb Nepef coboii Lenb co3faTb OCHOBY A5 ayanTa rpafyMpoBaHHOro COOTBETCTBUSA, HMXKHUM CMI0eM KO-
TOPO ABNSETCA BHYTPEHHAA MPOBEpPKa, OCyllecTBAsemMasn KsanmduumnpoBaHHbIMU pabourMn 1 pykosoauTe-
namu. Mocne atoro ayant CMUB ot nuua ISMF. BHYTPEHHWIA ayauT, oueHka paboTbl 3/1EMEHTOB yNpaB/eHus
N BHELLHWIA ayanT [O/KHbI ObITh OnpefeneHbl TakuM 06pa3oMm, UYToObl KaukAbli CoV Yepnan yBepeHHOCTb U3
BCEX HUXKenexatymx.

7.12.2 CooTBeTCTBME 3aKOHOAATE/IbHbIM TpeboBaHNAM

7.12.2.1 OnpepgeneHvie NPMMEHUMOro 3aKoHOAaTeNbCTBa, NpaB Ha UHTe//IeKTyaslbHy0 COOCTBEHHOCTb
1 3almUTy OpraHn3alnoHHON fOKYMeHTaLmm

HeT AOoN0MHUTENBHBIX PYKOBOACTB MO MEHEMXMEHTY 3aluTbl MHOpMaLun B 34paBoOXpaHeHnu.

7.12.2.2 3awmTa faHHbIX ¥ KOH(UAEHLMANBHOCTA NEePCoHaNbHOW UHGopMaLum

KoHTposib

MoMUMO MHCTPYKUMiA, yKazaHHbIXx B MICO/M3OK 27002. opraHusauum, 3aHumatolmecs o6paboTkoii nep-
COHaNbHOW MefULMHCKOW MHhopMaLMn, AO0MKHbI KOHTPONMPOBATL Cornacue 06bLEKTOB OkasaHua MeguLmH-
CKOIl MOMOLLM Ha nNpefocTaBieHne UHopMaLmu.

Mo BO3MOXHOCTU, cornacue 06bLEKTOB OKa3aHUsi MeAMLMHCKOM NOMOLLM Ha npegocTaB/ieHne MHAop-
mMauuu Ao/HKHO 6biTb NOMYYEHO A0 TOro, Kak NepcoHanbHas MeguumHckas nHdopmaums byaet nepegaHa no
9N1EKTPOHHON NoyTe, No hakcy uav no TenedoHy, UM pasrialleHa VHbIM cnocoboM CTOPOHaM, He BXOAALLMM
B MEeJMLMHCKYI0 opraHusaumio.

PykoBOACTBO MO BHEAPEHUIO

Mprvmepom 3akoHofdaTenbCTBa WM NpefnucaHus, Tpebytolero cornacusa 06bLEKTOB OkasaHua Meau-
LIMHCKO MOMOLLM Ha npepocTaBneHne MHdopmaumu, ssnsetca PekomeHpauva CoseTa EBponbl R (97)5
«O 3awuTe mMeauunHCkoin uHdopmauum». CoseT EBponbl. CTpac6ypr. 12 depana 1997 (Council of
Europe Recommendation, R (97)5 On the Protection of Medical Data. Council ofEurope. Strasbourg. 12 Feb-
ruary 1997):
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MepepfocywecTBEHNEM FrEHETUYECKOTO aHann3a cy6bekT faHHbIX A0/KEH 6 bl Tb MPOVHG OpMUpPOBaH
0 Lenax aHanmsa M BO3MOXHOCTU HEOXUaHHbIX pe3ynbTaTos.

OH fo/mKeH 6 bl Tb NPOMHKOPMMPOBAH O HEOXWUAaHHbIX pe3ynbTaTax, ecnu:

a) 3TO He 3anpeLeHo HauMoHabHbIM 3aKOHOM:

b) 4yenosek cam 3anpocun aTy UHopmauuio;

C) MasioBepoATHO, YTO MH(OPMaLNa HaHeceT cepbe3Hblil Bpes:

L Bro/oB 340poBbiO.
ii. ero/ee eAWHOKPOBHLIM WAW €[4VWHOYTPOOHLIM POACTBEHHUKAM, Y/ieHy ero/eB cembW, WK
4yenoBeky, KOTOPbIi MEeeT C HUM/HBIA NPAMYI0 TeHeTUYeCKYyH0 CBA3b.

d) aTa uHopmaLma umMeeT HENOCPEACTBEHHOE 3HAUYEHNe A4/15 ero/ee nevyeHnsa M npegoTepaLyeHms
60/1e3Hu.

Mprvmepom npodheccnoHasnbHbIX PeKoMeHfauui, TpebyoLWmxX cornacus 06bEKTOB oKa3aHna MeguLVH-
CKOVi nmomolLum, siBNseTcst XeNbCUHKCKaa Aeknapayus no MeauuuHCKAM UCCNef0BaHUSAM Ha NIIOASX.

7.12.2.3 TMpepoTBpalyeHue 3noynotpebneHusa cpencts 06paboTkm nHhopMauny U perynpoBaHne KoH-
TponsA AocTyna ¢ UCnosib30BaHNeM kpunTtorpacdmm

HeT AonofHWUTENbHBIX PYKOBOACTB N0 MEHEMKMEHTY 3aluTbl MHpopMaLuuy B 34paBoOXpaHeHnN.

7.12.3 CooTBeTcTBME MONUTUKE U CTaHZapTam 6e30NacHOCTU U TeXHUYeCcKoe COOTBETCTBUE

PykoBOACTBO MO BHEAPEHUIO

Oco60e BHMMaHWE yaensieTcss CO6/0AEHNI0 COOTBETCTBUSI C LIE/Ib0 TEXHUYECKO BO3MOXHOCTW B3a-
UMOAENCTBUSA, TakK KaK KpynHble MHCOPMaLMOHHbIE CUCTEMbl 34paBOOXPAHEHNS, Kak NpaBuio, COCTOAT U3
60/1bLIOr0 KOIMYeCTBa B3aUMOZEVCTBYIOLLMX CUCTEM.

7.12.4 PexomeHpauuun no ayanTy MHPOPMaLMOHHbBIX CUCTEM B cpefie 34paBooXpaHeHuns

HeT AONONHUTENBHBIX PYKOBOACTB N0 MEHEMXMEHTY 3aluTbl MHOpMaLun B 34paBooXpaHeHunn.
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MpunoxeHve A
(cnpaBo4Hoe)

Yrpo3bl 3alnThl MEAULUHCKOWK MHOpMaLum

Yrposbl KOHPMAEHLMAILHOCTH, LIENOCTHOCTW U AOCTYMHOCTY aKTUBOB MEAMLIMHCKON MHGPOpMaLIMM BKIOHYAOT B
cebs Bce HKecneayoLLee.

1) VimiTauua Apyroro nvua COTPyAHUKOM OpraHu3aumun (BKIYas UMMTALMIO APYroro nvua MeavLMHCKMA
paboTHVKaMM 1 BCMOMOraTe/lbHbIM NepCcoHasioM)

ViMTaumsa apyroro vua coTpyaHrKamMmn opraHm3aLyiv 3akno4aeTcs B MCMOb30BaHMM CYCTEMbI TEMM, KTO U3B/eKa-
€T BbIrofly 13 YUeTHbIX 3anuceil, He npuHagnexawmx M. OHa npeacTasnseT coboin cooi B HaAeXHOW ayTeHTUdMKaLmm
nonb3oBarteneid. MHorve cnyyan MUTaLmMmn Apyroro nua CoTpyAHKaMy opraHnsaumm 6biin coBepLLEHbI MPOCTO NOTOMY,
4TO 3TO OBMIeryaeT NoadamM padoty. Hanpumep, korga oayH MEeAULMHCKNIA PaboTHUK MOXET 3aMEeHUTb APYroro Ha pabouel
CTaHL1 1 npogomkaeT paboTaTb Mo yXe OTKPbLITON KapTe 06bekTa okasaHWs MeaVLMHCKON NOMOLLY, CyLLECTBYET CU/lb-
HOE VCKyLLEHVe NPONYCTUTL NPOLIEAYPY BbIXOAa NEpBOro nosb3oBaress U3 CUCTEMbI 1 BXOAA BTOPOro Nosib3osaress. Tem
He MeHee, UMMTaLMS APYroro vua COTpYAHUKaMM OpraHu3aumy Talke SABNSETCS VCTOYHUKOM CePbe3HbIX HapyLUeHWii
KOHmaeHUManbHOCTW. B camom gene, 6onbluast YacTb HapyLeHWiA KOHMAEHLMAaIbHOCTY COBEPLLIAETCS COTPYAHVKaMM
opraHuzaumn. Vim1raums gpyroro imua CoTpyaHvKamMmn opraHm3aupy Takke MOXET OCYLLECTBASTLCA C LieMbio COKPbITUA
Cy4aeB NpUUMHEHUS Bpeaa.

2) VimuTaumsa gpyroro nvua noctasLymkaMu yeayr (Bkao4as COTPYAHUKOB MO 06CNYXMBaHUIO, paboTatoLLyx Ha
[10roBOPHOIi OCHOBE, TakKMX Kak paspaboTuvkyn CUCTEMHOTO NMPOrpaMMHOro obecrneyeHys, CoTPYAHWKOB MO PEMOHTY 060-
py£oBaHWA 1 APYTYX L, KOTOPbIE MOMYT MMETb dopmanbHoe 3aKOHHOE OCHOBaHVE Ha A0CTYN K CUCTEME W AaHHbIM)

MmuTtaumsa gpyroro nvua nocTasLLyiKamMy YCyr 3ak/UaeTcs B UCMOb30BaHUN COTPYAHVKaMM, paboTaroLLyMn Ha
[I0rOBOPHOIi OCHOBE, MPVBW/IENIPOBAHHOTO AOCTYMa K cucteMam (Hanpumep, BO BPeMs UCTbITaHUSA Ha MecTe U peMOHTa
HencrnpasHOro 060pyA0BaHVIS) 418 MOTyHYeHWsT HECaHKLYIOHMPOBAHHOIO A0CTYMa K AaHHbIM. Camo no cebe aTo sBisieTcs
HapyLLeHVeM, UM HeCMOCOBHOCTbLIO A0MKHLIM 06pa3oM obecneynTb 6e30nacHoe UCMOb30BaHNE BHELLHNX MCTOUHMKOB.
XoTa 1 pexe, 4eM B Ciydae C MMTaumeid Apyroro nvua YieHamy opraHvsaumy, UMMTaums Apyroro anua nocTasLUyiKa-
MM YCMyT Takke MOXET ObITb MCTOYHUKOM Cepbe3HbIX HapyLLEeHWA KOH(OMAEHLWaIbHOCTU NePCOHasIbHON MeaULIMHCKON
UHchopMaLmK.

3) VimuTaumsa gpyroro amua nocToOpoOHHUMU nLamMm (BKIoYas XakepoB)

MmuTtaumsa apyroro nvua nocTOPOHHUMM SiMLaMK NPOMCXOAWT, Koraa TPeTby SiMua NosyyatoT A0CTyN K AaHHbIM
U pecypcam CUCTeMbI, Bblas cebs 3a ynosIHOMOYEHHOrO Mob30BaTe s Uy 06MaHHbIM MyTem CTas YNO/IHOMOYEHHbIM
nosnb3oBatesnieM (HanpumMep, Yepes Tak HasblBaeMblii «COLMaNbHbIA MHXUHUPUHD). B AONOMHEHWE K Xakepam, UMUTaumo
[pyroro nmua NOCTOPOHHUMM NIMLAMN Takke COBEPLLIAIOT XYPHaUTUCTbI, YaCTHble AETEKTVBbI N «XaKrMBUCTbI» (XaKepbl,
KOTOpble paboTatoT OT MMEHU WM B NOAAEPXKKY MOMUTUYECKUX FPYNMUPOBOK). VMutaums Apyroro svua nOCTOPOHHUMM
vuamu npeacTasnseT coboi 0Tkas OAHOM UM HECKOMBKMX HMKeyKasaHHbIX Mep 6e30nacHOCTU:

i) naeHTMdwmKauys nonb3osarens;

i) ayTeHTMdMKaLmA Nonb3oBarens;

L) ayTeHTUMKaLMS NCTOUHMKE;

iV) KOHTPO/b JOCTYNa W ynpas/eHne nosHOMOUSMMA.

4) HecaHKUMOHMPOBAHHOE MCNOMb30BaHMe NPUIOXKEHNS 415 AOCTYNa K MEAWNLMHCKON nHdopmMatum

MonyunTb HEeCaHKLUMOHMPOBAaHHBIV AOCTYN K MPUAOXKEHMIO AN AOCTYNa K MEAVLIMHCKONM MHChopMaLm MOXET BbITb
Ha yavBreHue ferko (Hanpymep, O6bEKTOM OKazaHWs MeAMLMHCKOA MOMOLLM, MPOHUKHYBLUMM B HE3aHATYIO pabouyto
CTaHUy0 B paboyeM KabrHeTe TepanesTa U BKIIOUVBLUMM MOHWTOP). YNO/THOMOYEHHbIE NOMb30BaTENN Takke MOryT Bbl-
MO/THATb HECAHKLOHMPOBaHHbIE AENCTBIS, TakMe Kak M3MeHeH e AaHHbIX CO 3/1bIM yMbIC/IOM. B BennkobpuTtaHim JoKTop
laponba, WunmvaH nbitanca ckpbiTb ckaHAabHOe YOMIACTBO AECATKOB CBOVX MaLMEHTOB NyTeM M3MeHeHus 3anuceli B
CBOE KOMMbIOTEPHOI c1CTEME.

Kputniyeckas BakHOCTb MpaBW/IbHON MAEHTUGIMKALIMM OOBEKTOB OKa3aHWs MeaULIMHCKOM MOMOLLM U NpaBuibHoe
YCTaHOB/IEHNE COOTBETCTBYSA C MX MEAULMHCKOV KapToli MPUBOAWT MeAULMHCKVE OpraHu3auyn K cbopy noapobHbIX naeH-
TUPMKALUWIOHHBIX AaHHbLIX MO NaLyeHTaMm, NPOXOAALLMM neyeHne. 3T NAEHTUNKALMOHHbIE faHHbIE UMEHT GOMbLLYIO
NOTEHLMaNbHYI0 LEHHOCTb N5 TOr0, KTO MOXET MCMO/b30BaTh €€ AN XULLEHUS NePCOHasTbHbIX AaHHbIX, 1 MO3TOMY OHW
[0MKHbI GbITb CTPOrO 3aLLMLLEHbI.

B 06Lem, HeCaHKLMOHMPOBaHHOE VCMO/b30BaHNe NPUIOKEHWIA MEAULMHCKOM MHAhopMaLyn NpeacTaBnseT coboi
cOOV B OAHON NN HECKO/BKMX HUXeyKa3aHHbIX Mepax 6e3onacHoCTm:

i) KOHTpO/b AOCTYNa paboueit rpynnbl (HanpuMep, NO3BO/ISAS MOML30BATESIO NOMyYaTb AOCTYN K KapTam 06beKToB
oKasaHUs MefMLIMHCKOW NOMOLLM, C KOTOPbIMY OH HE UMEET HUKaKNX 3aKOHHBIX OTHOLLIEHWIA);

i) MOAOTUETHOCTb M KOHTPO/b ayanTa (Hanpymep, NO3BO/ISAA HEMOAXOAALLWM AEVCTBUAM MOMb30BaTeNs OCTaBaTb-
€S He3aMeUeHHbIMW);

iii) 6e3onacHOCTb NepcoHasia (HanpuMep, NPeOoCTasss COTPyAHMKAM HEAOCTATOUHbIA YPOBEHb OOYYEHNS W He
06BACHASA, YTO MX AOCTYN K 3aMMCAM NOASIEXUT ayauTam v npoBepkam).

38



FOCTP NCO 27799—2015

5) MonagaHne Bpe4OHOCHOIO UAM paspyLUMTeNlbHOrO NporpammHoro obecneyeHus (BIYas BUPYChI, Yep-
BeVi 1 pyroe BpeAOHOCHOE MPOorpavMmHoe obecreyeHmne)

Bosblias YacTb MHUMAEHTOB 3aumThbl IT npeAcTas/ieHa KOMMbTEPHbIMM BUpycaMu. NonagaHue BpefoHOCHOro
WN paspyLUMTENIbHOTO NMPOrpaMMHOro obecneyeHns NpeacTasnseT coboi cOoli B aHTUBMPYCHOW 3aluuTe Win B ynpas-
JIEHUN M3MEHEHVSIMM NPOrPaMMHOro obecrneyeHrs. B To Bpemsi kak 06bIMHO OHU HaxoasATCst B Npefenax AOo/MKHOCTHbIX
MOSHOMOUMIA CETEBbIX OMEpaTopoB, PacnpoCTpaHeHWe YepBeil 3MIEKTPOHHON MOYTLI U BYPYCOB, a Takke MCMo/b30Ba-
HMe xakepamm cnabblX MeCT B MPOrpaMMHOM ObecrneveHun cepeepa 06beayHUINCL, YTOObI B 3HAUMTESIbHON CTEneHun
OC/IOXHWTb Mepbl, KOTOPblE HEOBXOAVIMO NPUHATL A5 NPeOTBPALLEHNSA NonafaHns BPpeAOHOCHOrO WV paspyLUMTENbHO-
ro NporpamMMHOro obecneyeHus.

6) 3noynoTpeb6neHne CUCTEMHBIMU pecypcamu

OTa yrpo3a npeacTasnseT co60ii Nonb30BaTesnen, UCMOMNb3YLLMX NHGIOPMALMOHHBIE CUCTEMbI 34paBOOXPAHEHNS
1 cepBuCbl 419 COBCTBEHHOI paboTbl; NoMb30BaTeNel, CkaumBatoLLyX C VIHTEpHeTa He CBsi3aHHyto ¢ paboToli MHchopMma-
LIMIO Ha KOMMbIOTEPBI, NPefHa3HaYeHHbIe VCKMUUTENBHO A8 NOAAECPXKV MHEDOPMALWIOHHBIX CUCTEM 3[paBOOXPAHEHNS;
nosb3oBatesield, co3aatoLLyx 6asbl faHHbIX MW ApYrMe NPUIOXKEHVS 411 BONPOCOB, He CBSA3aHHbIX C PaboToM, UM Nosb-
30Baresnied, yxygwaroLmx 4OCTYNHOCTb UHPOPMALIMOHHBIX CUCTEM 3[paBOOXPaHEHUs, Harpumep, 1CMosb3ys NPOMyCck-
HYH0 CMIOCOBHOCTb CETU AJ1A 3arpy3Kkn MOTOKOBOIO BUAEO WK ayano A/18 IMYHOrO No/b30BaHus. Takoe 3/10ynoTpebneHne
npescTaBnseT coboit cOoli B MCMOMHEHWM COTMaLLeHnii O Ha/IeXalleM 1Crob30BaHUM U 06yYeHUM Nosb3oBaTesei
BaXKHOCTW MOAAEPXaHWA LIeNOCTHOCTM U [OCTYNHOCTN UCTOYHWKOB MeMLIMHCKOW MHchopMaLyn.

7) HecaHKUMOHNPOBaHHbIN AOCTYN K Nepejaye faHHbIX

HecaHKLMOHMPOBaHHbI AOCTYN K Nepefade AaHHbIX MO 3NEKTPOHHBIM KOMMYHUKALWAM NPOUCXOAWT, Koraa yeso-
BEK (XaKep, Hanpvvep) BMeLLVMBaeTCA B HOPMaslbHOE NepeMelleHre AaHHbIX No ceTn. Havbonee pacnpocTpaHeHHbIM
pe3ynbTaToM AB/ISIETCA araka Tuna oTkas B 06CNyxvBaHuM (Npu KOTOPOIi CepBeEPbI UK ceTeBble pecypcbl AHEKTUBHO
BbIBOAATCA 13 CTPOS), HO BO3MOXHbI 1 pyriie (hopMbl HECAHKLIMOHMPOBAHHOTO AOCTYMa K nepefaye AaHHbIX (Hanpumep,
aTaka MoBTOPHOro BOCMPOU3BEAEHWS, NMPY KOTOPOI peasibHoe, HO yCTapeBLUee COOBLLEHV e NepesaeTcs NOBTOPHO TakvM
06pa3oM, YTO CO3aeTcs BrieyaT/ieHne, YTO OHO HOBOE). HecaHKLMOHMPOBaHHbIN AOCTYN K Nepedade AaHHbIX NpescTas-
NsieT coboii co0ii B 0OHAPYXEHN BTOPXKEHWI MYWM yNpaBieHns JOCTyna K CeTh, U'Wn aHa/msa pyUckoB (B YaCTHOCTK,
aHam3a yAa3B1MMOCTU), U/ apxXUTEKTYPbl CUCTEMbI (KOTOpas A0/mkHa ObITb pa3paboTaHa C 3aLUMTOol OT ataku Tvna oTkas
B 06CNYXMBaHWN).

8) MepexsaT MHhopMaLMy B KaHanax cBsA3u

Ecnmn He wincbpyeTca Bo BpeMs nepefayunt KOHUAEHLUMaIbHOCTb MHAhopMaLyv, cofepxallielics B COOBLLEHUN, MO-
XET BbITb aHHy/IMpoBaHa MOCPEACTBOM MepexBaTa MHAOPMaLMM B KaHaiax CBS3W. 3TO MPOLUEe, YeM KaKeTCsl, Tak Kak
060 Nosb3oBaTesb JIOKUTbHOM CETU [/IOKET YCTAHOBUTL Ha CBOEl paboueil CTaHUyM Tak HasblBaeMblli kaHam3aTop
MakeToB» N KOHTPO/IMPOBATbL OO/bLLYIO YaCTb CETEBOTO TPadvka B MX /TOKasIbHOM CETU, B TOM YMC/IE YATATb 3/IEKTPOHHYIO
MouTy BO BPeMsi ee nepefayun. Xakepckme MHCTPYMEHTbI MOMOratoT aBTOMAaTU3MPOBaTb M YNPOCTUTL GO/IbLLYH YaCTb 3TOr0
npotecca. Mepexsar MHopPMaLIMM B KaHaax CBs3u NpeacTaB/seT coboi c6oii B 3aLlULLIEHHON CBS3N.

9) OTka3 oT aBTOpCTBA

3ra yrpo3a npeacTasnseT coboii Nosb3oBaTenel, oTpULAtLLYX, YTO OHU Nocian cooblueHre (0Tkas oT aBTop-
CTBa) W NOMb30BATEEN, OTPULIAOLLMX, YTO OHW NOMYYNIN coobLueHne (0Tkas OT nosyyeHnst). OfHO3HauHOe yCTaHoB/e-
HWe TOro, Mes1 M MecTo (hakT nepexoaa NepcoHasbHON MeAVLIMHCKOM HAhopMAaLIMKM OT OIHOTO BpaYa Ui MeAMLIMHCKOTOo
YUPeXaeHNa K ApyroMy, MOXET 6bITb OCHOBHbIM NPU3HAKOM pacc/iefoBaHmnin BpauebHoi oLumbky. OTkas oT aBTopCcTBa Mo-
XeT NpeAcTaB/ATb CO60I CO0M B MPUMEHEHWN 3N1EMEHTOB YNPaBEeHUs, TakvX Kak LiMchpoBbIe MOAMMCY Ha 3/IEKTPOHHbIX
peLenTax (MpYMep 0Tkasa OT aBTOPCTBA) UM 3/IEMEHTOB YNPaB/IEHUs, TakvX Kak yBeOM/IEHNSA O MPOYTEHNN COOBLLEHMI
3/1EKTPOHHOV MOYTbI (MTPMMEp OTKasa OT MosyYeHus!).

10) C6oii noaknoueHns (BkoYas cbom B CETAX MEAMULMHCKON UHChopMaLimm)

Bce ceTn noaBepXeHbl NepUoaMHecK M OTKIUEHUSM. KauecTBO 06CNYXMBaHUA SBSIETCA OOHUM W3 OCHOBHbIX
dhakTOpOB B NpefoCcTaBNeHVs CETEBbIX YC/yr B cdiepe 3apaBooxpaHeHysi. COol NOAKII0HEHNS MOXET ObITb Takke pesy/ib-
TaTOM HenpaBW/IbHOTO HaNpaB/IEHNs CETEBbIX YCYr (HaNpUMep, 3/I0HAMEPEHHOTO M3MEHEHUS TabInL, MapLLpYyTU3aLmK,
KOTOpOE MPYBOANT K NepeaapecaLmn ceTeBoro Tpadmka). OTkasbl NOAKIOHEHNS MOTYT 06/1erYUTb PackpbITie KOHMAEH-
LiMa/1bHON MHGhOpMAaLMK, 3aCTaB/Iss Nosb3oBaTesiell OTNpaB/saTh COOBLLEHNS C MOMOLLBI0 MeHee 6e30MacHbIX MexaHn3-
MOB. Hanpumep no chakcy wn yepes VIHTepHer.

11) BcTpavBaHue BpeoOHOCHOIO Koga

3Ta yrpo3a BKIYaET B Ce651 BUPYChl 3M1EKTPOHHOW NOYTHI Y BPaXKAEOHbI MOGUIBHBINA KOf. XOTA 3TO U He SBNsieT-
cs creumdpmyHOl Yrpo3oii A1 MHCOPMaLUMOHHBIX CUCTEM 3[paBOOXpaHeHUs, 60see WPOKoe MCMosb3oBaHne Gecnpo-
BOAHbIX N MOOU/bHBIX TEXHOMOTWI Cpean MeaULMHCKX paboTHUKOB YBE/IMYMBAET BO3MOXHOCTb YrPO3bl HAHECEHMS MO-
BpeXaeHuin. BcTpanBaHve BpeJOHOCHOTO KoAa NpeacTaBnseT coboli c6oii B 3dihekTVBHOM NPUMEHEHM NpohaMMHOro
YMNpaB/eHNst aHTUBMPYCOM UMW CPEACTB YNpaBieHns 418 NPefoTBPALLEHNS BTOPXEHMIA.

12) CnyuaiiHas HenpaBwu/bHas MapLUpyTU3auus

OTa yrpo3a BK/IH04aeT B ce651 BO3MOXHOCTb TOro, UTO MHApopMaLms JoCTasneHa no HenpasuibHOMY afpecy, B Cry-
YyaB nepegaqmn no cetn. CryyaiiHas HenpasuibHaA MapLUpyTU3aLmsa MOXET NpefcTasisaTb coboi cboii B 06pas3oBaHmm
NoMb30BaTesst UM HECMOCOBHOCTb NOAAEPKUBATL LIEe/IOCTHOCTL KATas10roB Bpayei 1 MeayUUHCKVX yupexaeHunii (W

1 TO. V1 IPYTOE).
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13) TexHuyeckas HENCNPaBHOCTb BeAyLLEero KOMNbTepa, HaKonuTenen U MHPaCTPYKTypbl CETH

3T yrpo3bl BKIOYAKOT B ce6S 0TKa3 060pyAoBaHus, cbom ceTv nnm cbom B paboTe HakonuTenein nHdpopmaumm. Ta-
Kue 0TKasbl 0ObIYHO NPeACTaBNAT CO60M CO0li OAHOMO UM HECKOMBKWX 3/1EMEHTOB YNpaB/IeHNs onepauysivMm, nepedunc-
neHHbIMK B pasgene 10 ICO/M3K 27002:2005. XoTs 3TO 1 He ABNSETCA CeumdMYHbIM A5 MHDOPMALVIOHHBLIX CUCTEM
3/1paBOOXPaHeHs, NoTepst AOCTYMHOCTY TakUX CUCTEM T/IOKET BNOCNEACTBAN NPEACTAB/ATL YrPo3y XU3HW NaLyIEHTOB.

14) C6oii B cuctemMe xm3HeobecneyeHns (Bkouas nepebon B nogade 3MeKTpo3Heprun 1 nepebon ¢ 06eayxu-
BaHVEM. CBSiI3aHHbIE CO CTUXWAHBIMW BEACTBUSMU UM TEXHOTEHHbIMW KaTacTpodiamm)

MHhopMaLmoHHbIe CUCTEMbI 3APaBOOXPaHEHUS MOryT UMETb peLLatoLLiee 3HaueHVe BO BPeMS CTUXUIHBIX 6efCTBUiA
1 ApYrUX COBLITUIA, KOTOPbIE MOTYT YrpoXaTb XW3HW GO/LLLIOTO Yncna nogeii. 3Tn xe 6eACcTBYS MOTYT HaHECTW yLuep6
cvicTeMaMm Xu3HeobecneveHns, HeobxoAuMbIM A1 NPOBEAEHUS onepauuii. Hagnexallas oLeHka yrpo3 1 prckos Meay-
LIMHCKOM MHGhOpMAaLIMM O COCTOSIHWM 310POBbs BYET BK/IOYATL B CE6S1 OLIEHKY TOr0, HACKO/bKO BakHb! TaKue CUCTEMbI B
cryyae CTUXUHBLIX 6eACTBUIA, N HACKO/BKO YCTOMUMBON BYAET MX paboTa Npu Takux CLeHapusix 6eacTsys.

15) C60ii cucTeMbl UM CETEBOTO NPOrPaMMHOro 06ecneyeHus

ATakv Tvina 0TKa3 B 06CNYXMBaHWM 3HAUYMTENbHO 06/1ervaloTcs CnaboCcTbio UM HEBEPHOV HACTPOVIKOW onepauy-
OHHOI CMCTEMbI UM NPOrPaMMHOrO 06ECTeYeHst CETEBOI onepawyioHHoN cucTeMbl. CHOi cMcTeMbl UK CETEBOTO MNpo-
rpaMMHOro obecreyeHns npeacTasnseT coboi cboi B NPoBEPKE LIe/IOCTHOCTY MPOrPaMMHOr0 06ecreyenus], UCTbITaHuit
CHCTEMbI UMM 3NEMEHTbI YNPaBIeHWsi CONPOBOXAEHUSA NPOrpamMmMHOro obecneyeHus.

16) C6oii np1kIagHOro NporpaMMHOro obecneyeHyst (HanpumMep, NPUWIOXKEHWS /18 AOCTyna K MeAULHCKOM
MHdopMaLm)

C60u NpyKIaAHOro MPOrpaMMHOTro obecneyeHns MoryT ObITb UCTOMb30BaHbI B aTakax TUrna oTkas B 06CTy)X1BaHUN,
a TaloKke MOryT 6biTb MCMO/Mb30BaHb! /151 TOro, YTOObI CKOMMPOMETUPOBATL KOH(MAEHLMAIBHOCTb 3alLMILEHHbIX faH-
HbiX. C6OIA NpYKIaAHOro NPOrpaMMHOr0 0becneveHns NpeacTaBnseT coboi c6oii B UCMbITaHNM NPOrpaMMHOro obecre-
YeHUs. KOHTPO/E Haz BHECEHWEM M3MEHEeHWIA B MPOrpaMmMHoe obGecneyeHne uam NpoBepke LieNIoCTHOCTY MPOorpaMMHOro
obecrieyeHus.

17) Owwmbka onepatopa

CueTa 06 owmbKax ornepartopa 06pasytoT He6O/bLLYI, HO OLLYTUMYHO YacTb HerpeAHaMepeHHbIX pasrialleHui
KOHAOMAEHLMaNbHOV MHChopMaLmn 1 3HaUNTESbHYH YacTb HenpeaHaMepeHHbIX PackpbITUiA AaHHbIX. OwmnbKa onepaTopa
npefcTaBnsieT coboli cooli B O4HOM UMM HECKO/BKMX CEAYIOLLINX AeACTBUSX:

i) ynpasneHvie paboToii.

i) 6esonacHocTb NepcoHana (BKIoYast ahIEKTVBHYIO MOATOTOBKY).

X aBapwiiHoe BOCCTaHOB/IEHME (BK/HOYAsi Pe3ePBHOE KOMMPOBaHME 1 BOCCTAHOB/IEHNE AAHHbIX).

18) Owwmbka TEXHNYECKOTo 06CTYXUBaHUSA

OLWMBKN TEXHUYECKOTO 0BC/TY)XMBaHMA 3TO OLLIMOKK, AOMYLLEHHbIE TEMM, KTO OTBEYAET 3a TEXHUYECKOE 06CNyXMBa-
HVe CCTeM annapaTHOro ¥ NporpamMMHOro obecneverys. OLLMOKM TEXHUYECKOrO 06CYXMBaHNA MOTYT ObITb COBEpPLLEHbI
COTPYZHVKaMK, @ Taioke CTOPOHHUMM COTPYAHMKaMM, paboTaroLLMMy Ha AOrOBOPHO OCHOBE U BbIMO/HSIOLLMMM 06513aH-
HOCTV MO TEXHUYECKOMY OGCY)XVBaHMIO. Takvie OLLIMOKM MOryT, B CBOIO O4epe/b, MOCTaBUTb MOA Yrpo3y KoHmaeHUmasb-
HOCTb 3aLLMLLIEHHbIX AaHHbIX. HenpaBuibHas HacTpolika NporpamMmMHOro 06ecreyeHVs BO BpeMsi yCTaHOBKMN SIBSIETCS Ya-
CTOW MPUYMHONA BO3HVKHOBEHMS YA3BUMOCTEN, NMO3XKe MCMOsb3yeMbix Xakepamu. OLLMOKy 06CyXVMBaHUSA NPEACTaBASoT
cobo¥1 c60i1 B CpeACTBaxX ynpas/ieHNs annapaTHOro 06ecrneyeHns TEXHNHECKOro 06CIYX1BaHWS, B CPeACTBax yrpas/ieHus
MPOrpaMMHOro 06ecreyeHsi TEXHYECKOro 06CTYXVBaHUSA, CPeACTBAX KOHTPO/IS M3MEHEHUI B MPOrpaMMHOM o6ecreve-
HUN 1IN KOMGVHALIMIO BblLLIENEePeUMC/IEHHbIX CO0EB.

19) Owwmbka nonb3oBaTens

OwmbKka Nonb3oBaTeNSIMU MOXET, HaNMpyUMep, MPUBECTU K TOMY, Y4TO KOH(hUAeHLmaibHasA nHdopmMauyst 6yaet oT-
npas/ieHa K HenpasuibHOMY nosnyyaresto. OLumbka nonb30BaTesNis MHOr4a MOXET NpefcTaBnaTL co60li cOoli B:

i) anemeHTax ynpasneHus nosnb3osarens.

i) 6esonacHocTV nepcoHasna (BK/Houast NoAroToBKY).

20) HexsaTka nepcoHana

Yrpo3a HexBaTkvi MepcoHasia BKIIOYAeT B cebA BO3MOXHOCTb OTCYTCTBWSI K/OYEBOTO MEPCOHasa W C/IOXHOCTb
€r0 3aMeHbl. YSI3BUMOCTb K 3TOW Yrpo3e 3aBWCUT OT CTeMeHn, B KOTOPOI HexsaTka nepcoHana GyaeT BAvATb Ha G13-
Hec-npouiecchbl. B 3apaBooXpaHeHny anuaemusi, KoTopas 3HauMTeslbHO YBENMUMBAET CMPOC Ha CBOEBPEMEHHBIA [0-
CTyN K MEeAVLIMHCKOW UHGhOpMAaLIK, [NIOKET TaloKe CO3MaTb HEXBATKY NEPCOHasA, YTO CTaBUT MOZ Yrpo3y Hasmume Takux
cuctem. COoii Nogo6bHOTO poaa NpefcTaBnseT coboli cOoi B ynpas/eHus HenpepbIBHOCTLIO 6usHeca (cm. pasgen 14
MNCO/M3K 27002:2005).

21) Kpaxxa coTpyAHMKamy opraHunsaLmm (Bkioyas kpabky 060pyaoBaHus Win AaHHbIX)

COTpyHVKM OpraH13aLmm, Kak npasusio, UMEetoT Gosiee LUMPOKUIA AOCTYN K KOHGMAEHLMabHOV MHhopMaLmm, Yem
MOCTOPOHHVE, N NO3TOMY HaXOAATCS B BbIFOAHOM MOMOKEHUN A/151 KPaku UHChopMaLmm NS TOro, YTobbl NpoAaTh ee un
packpbITb ee ApyruM vuam. XoTs yrpo3a Kpakv NepCcoHauIbHON MeAVLMHCKOM MHAIopMaLy COTPYAHMKaMK OpraHm3a-
LM SIBNISIETCA CPaBHUTE/BHO PEAKON, OHa yBE/MUMBAETCA BMECTE CO C/1IaBOi WM CKaHAa 1bHO N3BECTHOCTBIO CyObBKTa
JaHHbIX (Hanpuvep, 3HaMEHUTOCTW WM TNaBbl rOCYAapCTBa) M YMEHbLIAETCS C NOTEHUManbHO Yrpo3oli nocneaytoLLe-
ro HakasaHus (Hanpymep, noTepy BPa4OM €ro INLEH3WM Ha BpavebHyto NpakTuky). Kpaka CoTpyAH KamMn opraHv3aLmn
npeacTaBnsieT coboi 0Tka3 OfHOTO M3 MHOTVX BO3MOXHbIX 3/1EMEHTOB YNpaB/eHsi, B TOM YMC/e YrpaBieHns BbIXoda
neyaTHol Konmu, fOKYMEHTOB W MHAhopMaLyn, cou3ndeckoin 6e30nacHOCTU Win (oM3NYECKO 3aLmTbl 060y A0BaHUS.
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22) Kpaka NOCTOPOHHMMM nnuamu (BKIHas Kpadky 060pya0BaHUs Unn AaHHbIX)

Kpaoka AaHHbIX 1 060pYyA0BaHNSA NOCTOPOHHUMM INLAMW SB/ISETCS CEpPbe3HON NPO6I1eMOli B HEKOTOPbIX 60/bHU-
Lax. Kpaxa MOXeT NpUBECTU K HapYLLEHUIO KOH(MAEHLMABHOCTM, NOTOMY YTO KOH(UAEHUMAIbHbIE AAaHHbIE HAXOAATCA
Ha cepBepe Unn YKpageHHOM HOyTOyKe, Uy MOTOMy, YTO Camu iaHHbIe ABMAKOTCA LEMbio Kpaxku. Kpaxa nocTOpOHHUMM
JMLaMn MOXeT NMpeACcTaBNATb CO60I 0TKa3 OAHOMO U3 MHOTUX 3/1IEMEHTOB YNpaB/ieHnsi, B TOM YiC/e 3/1IEMEHTOB yrpas-
JIEHNA1 MOBU/TbHBIX KOMMBIOTEPHBIX Cpes, 6e30nacHoro nepemeLLieHrs B cpefie, 06paboTku NoceACTBUA NPOVICLLIECTBYS,
NPOBEPOK COOTBETCTBUS UM (IU3NHECKON 3aLLMTbI OT KPaXKM.

23) YMbIWNeHHoe NpUYMHEHWe Bpega COTPYAHVKamy opraHm3aumm

YMbILLIEHHOE NpUYMHEHVE Bpefa COTPYAHMKAaMM OpraHu3aumy BKIOYAET akTbl BaHZa/M3Ma U gpyrve criydan
HaHeceHus omanyeckoro Bpefa M-cuctemam Uin UX NOAAEPXMBAIOLLEN cpefe NoAbMM, KOTOpbIM ObIfo NpeJocTase-
HO npaso gocTyna. lMonb3osaTensiMm MH(OPMALIMOHHBIX CUCTEM 3[PaBOOXPAHEHNS, KakK Npasuio, SBASKTCA npefaH-
Hble Aeny paboTHVKV 30paBOOXPAHEHUs, U YMbILLIEHHOE MPUYMHEHUE BCTPEYaeTCsl Pefko. YMbILIEHHOe NpuyMHe-
HVe Bpefa COTPyAHMKaMW OpraHu3aumy npeacTaBnsieT coboi oTkas 6e30MacHOCTH IIOACKUX PecypcoB (CM. pasgen 8
NCO/M3K 27002:2005).

24) YMbIWNEHHOe NpUYVHEHVe Bpea NOCTOPOHHUMU NnLamm

Yrposa yMbILLIEHHOTO NMPUYMHEHWS BPeAa MOCTOPOHHUMM SLaMK BKIKOYaET B cebs akTbl BaHAamM3Ma v gpyrvie
Cyyan HaHeceHVs M3nyeckoro Bpeaa IT-cuctemMam nnm ux NoAAEpXVBatoLLEl cpeae NoabMY, KOTOpbIe HE UMEKT [,0-
cTyna K Takum cuctemam. B To Bpemsi kak B 60/IbLLMHCTBE OTPac/iell NPOMBILLIIEHHOCTM aKTbl Takoro poda npefcrasns-
0T CO60I HeCnoco6HOCTb 3GPIEKTVBHO NPUMEHATL h3nyeckne cpeacTsa 6e30MacHOCTH, AOCTYN 06bLEKTOB OKas3aHUs
MEeLMLIMHCKOW MNOMOLLM U UX 6/IN3KUX 1 POLACTBEHHUKOB B OMEPaLMOHHbIE 30HbI 60/bHUL, KIMHVK U APYTX MEAVLIMHCKMX
opraHu3aumii 3HaUUTENbHO YCNOXKHSET YCTPaHEHVE TakyX Yrpo3 Mo CPaBHEHMIO C 6O/bLUMHCTBOM ApYriX OnepaLyioHHbIX
30H. SniemMeHTbI ynpaBrieHns 6e3onacHocTu B pasgene 9 MICO/M3K 27002:2005 fomkHbl BbiTh TLLATENLHO OTOGpaHb! 1
NPUMEHeHb! /19 MUHAMM3aLMM NOL0BHbBIX Yrpo3.

25) Teppopv3m

Yrposa Teppopu3ma BKIOYaET B CeOs1 Ae/CTBUSA SKCTPEMUCTCKMX FPYNM, XENaoWmMX NOBPeAUTb WK HapyLLMTb
paboTy MeAVLHCKMNX OpraHn3aLmin N HaBpeauTb MeAVLIMHCKMM paboTHUKaM, U copBaTb paboTy MHPOPMaLWIOHHBIX
CUCTEM 3[paBOOXPaHEHUs. XOTS TakMxX MacLUTabHbIX aTak eLle He MpoucxXoanno, NIaHMPOBLLVIKU AOMKHBI PACCMOTPETb
BEPOSATHOCTb Yrpo3 TeppopramMa, OCOBGEHHO Korfa CrpoeKTMpOBaHbl KPynHOMacLLTabHble VHGOPMaLMOHHbIE CUCTEMbI
3/1paBOOXPaHEHNS, TaK KaK atakn Ha Takve CUCTEMbI MOryT MOBbICUTL A(PHEKTUBHOCTL GroTEPPOPU3MA U APYruX aTak,
KOTOPbIE BbI3bIBAIOT KPU3NC, CBA3AHHBIN C COCTOSIHWEM 340POBbS.
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Mpunoxexue B
(cnpaBo4Hoe)

3ajauun u conyTcTBylolwmne gokymeHtsl CMUB

B.1 3agaun n conyTcTByOLME 4OKYMEHTbI A58 ycTaHoBkM CMUB (nnaHvpoBaHue)
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PucyHok B.1 — 3agauv 1 conyTcTBytoLLME AOKYMEHTbI A5 ycTaHoBkn CMB
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B.2 3ajauvn v conyTCcTBYIOLLME JOKYMEHTbI ANA BHeApeHWs v akcnayaTtaumn CMUB (gelicteue)

PuvcyHok B.2 — 3agaun v conyTCTBYIOLLME AOKYMEHTbI /151 BHEAPEHUs 1 akcrnyataumm CMUB
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B.3 3agauv n conyTcTByloLME JOKYMEHTbI A5 MOHUTOPUHIa 1 nposepkn CMUB (nposepka)

PuvcyHok B.3 — 3afaum 1 conyTCTBYHOLLME AOKYMEHTbI /11 MOHUTOPUHIa 1 npoeepkn CMUB
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B.4 3agaun n conyTcTBYIOLWME AOKYMEHTbI A5 06CAyXMBaHWA 1 ynydwerdnsa CMUB (ynydlueHue)
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MpunoxeHne C
(cnpaBo4Hoe)

MoTeHyManbHaa Nonb3a u Tpebyemble CBOWCTBA MHCTPYMEHTOB MOALEPXKKM

C.1 MoTeHuunasibHas Nosb3a MHCTPYMEHTOB NOAAEPXKKN

XOTS UHCTPYMEHTbI /19 6a3 AaHHbIX HUKOVMM 06pa3oM He ABNAKTCA 0bsA3aTe IbHbIMUY, CBUAETENNbCTBA HEOAHOKpAT-
HO MoKa3asini, YTO OHW MPUHOCAT 3HAUUTESTbHYIO MOSb3Y.

CyLLecTBYeT LUMPOKUIA CNEKTP AOCTYMHbIX MHCTPYMEHTOB, OT NPOCTbIX W AELLEBbIX A0 C/OXHbLIX 1 60nee foporuX.
Mpy paccmoTpeHnn Bonpoca O BHEAPEHWU VHCTPYMEHTOB MeAULMHCKVE OpraHu3auyn Jo/MkHbl UCKaTb CBUAETENLCTBA
YCMELLHOTO VCMO/b30BaHWA MHCTPYMEHTa APYrUMY OpraHv3aumsiMn 1 AO/MKHbI TLiaTelbHo 064yMaTh CBA3aHHbIE C 3TUM
pacxofibl Ha NOATrOTOBKY NepPCcOoHaUa U TEXHUYECKOE 0OC/TyXMBaHWe, XOTA 3TO BPAA, /M 6YAET OCHOBHLIM KpUTEPUEM.

BeposTHO, HaLMOHaUbHbIE MEAMLIMHCKME OpraHn3aLimn 3axX0TAT MakCUMaUTbHO YCUIMTL COOTBETCTBUE MNP MAHUMU-
3auum 3arpar. OYeBMaHO, YTO /11 COTHU GO/bHUL, HE ABNSETCA HEOOXOAMMBIM BbIMOHATL B LIESIOM TE Xe CamMble OLEHKN
pucka. 1 peLLeHns aToi npobniembl HaumoHasibHas cryx6a 34paBooxpaHeHus BenvikobputaHum, Hanpumep, paspa-
60Tasna NakeT, OXBaTbIBAIOLLMIA YHMBEPCA/IbHbIE MOZEN PUCKOB B TUMMYHBIX Cpefax 34paBooxpaHeHys. Brnocneactaum
1CMo/b30BaHNe VHCTPYMEHTa B MeCTHOM MacLuTabe chokycupyeTcst Ha CO3AaHM UHAVBUAYaUIbHOTO PELLeHNs B COOTBET-
CTBWM C MECTHBLIMU YC/IOBUSIM, COXPaHsisi COOTBETCTBYE C LIEHTPa/IbHO ONPeAeNeHHOV MOAENbIO. AHAIOTMYHBIA NOAXos,
TaKke MOXET BbITb MCMO/BL30BaH A151 3TanoB npoLecca MICO/M3K 27002.

MoTeHumanbHolM Nonb30l MHCTPYMEHTa/TbHOM NMOAAEPXKKM SBNSETCS:

@) YNPOLLEHHbI BBOA AaHHbIX 1 BEAEHWE AaHHbIX;

b) OTUeTbI B 334aHHOM hopmMaTe 1 Apyrme BbIXOAHbIE AaHHbIE;

C) YNPOLLIEHHOE yrpas/ieHne BepPCUsAMU;

d) onTMMK13MpPOBaHHOE MOBTOPHOE UCMO/Ib30BaHNE JaHHbIX BO BPEMS NMPOLECca;

€) nocneaoBaTelbHOCTb NOAX0AR;

f) BO3MOXHOCTb MOBTOPHOTO UCMO/b30BaHUA JaHHbIX U pe3y/bTaTos B MOCNeAytomxX 3aiaqax;

1) BO3MOXHOCTb CPaBHEHVSI pe3y/bTaTos;

h) BcecTopoHHUIA nopxog;

i) HaOEXHOCTb TPETLUX CTOPOH, B 0COGEHHOCTY ayANTOPOB.

) BUAUMOCTb MOCNEACTBUIA OT MPUHATUA PELLEHWIA;

k) nopaepxka NpUHATVS peLLeHunii n apyrvie NPoLecchl ynpasneHuns;

1) CNIOCOBHOCTL NPeANPYHUMATL MOVCK U AenaTb 3anpoch!:

T) 3HAUMTENILHO CHIDKEHHbIE 3aTpaThl, CBA3aHHbIE C YeIOBEYECKUMY pecypcamm:

M) OTHOCWUTE/ILHO Jerkasi nepeaada Martepuasia nocnefoBaresism.

C.2 TpebyeMble CBONCTBA MHCTPYMEHTOB NOAAEPKKN

TpebyembiMy CBOCTBAMM TakuUX MHCTPYMEHTOB SIB/IAKOTCS!:

a) obnajaroLLmii xopoLLeli penyTauyei Npou3BoaUTESb;

b) AOCTYNMHOCTb NOAAEPXKV 1 MOATOTOBKM NepcoHana;

C) NOAAEPXaHMe COAEePXaHVsi B COOTBETCTBUN C USMEHEHWSIMY B CTaHAaPTe;

d) adpchekTnBHOE 06BEAVHEHWE C APYTUMU OCPUCHBIMW UHCTPYMEHTAMN 0GECNEUEHNS NPOU3BOANTENBHOCTH;
€) adhhekTMBHOE 06bEVHEHME C OMEPALIOHHON CUCTEMOI;

f)  30hheKTVBHBIA, HTYUTUBHO MOHATHLIVA M TUMNYHBIA UK TPaciNYECKNIA BEG-UHTEPCDEAC;

1) BO3MOXHOCTb HACTPOViKV CofiepXaHms 1 BbIXOAHbIX AaHHbIX (B Maeane);

h) MHoronosnb3oBaTebCKMIA BCoMoraTeibHbIi NpoLecc (B naeane).

C.3 lMopaepxka NHCTPyMeHTOB A/15 npouecca MCO/M3K 27002

Mopnepxka MHCTpymeHToB AN npouecca MCO/M3K 27002 fo/mkHa pacnpoCTpaHATbCA:

a) Ha cocTasnieHne onpegeneHns 06/1acTv NPUMEHEHUSA 1 ONWCaHKSA 06N1acTV NPYMEHEHNS;

b) aHanM3 NpobenoB 1 OTYETLI MO pesy/bTatam aHam3a NpooGesos;

C) onpefenieHvie akTMBOB 1 OTYET O COCTOSIHUW U ABVKEHWN aKTUBOB;

d) cospaHve nnaHa no 6Ge3onacHOMY Y/ydlleHWo, BeAeHue 3anuceli O NpefocTaB/ieHMM OTHETOB W cTatyce
BHepeHus);

€) BefieHe 3anm1ceil 1 co3gaHme OTYETOB MO 3asB/IEHMI0 O MPYMEHVMOCTY;

0 6e3onacHoe onpegeneHne 1 npefocTasieHyie OTYETOB MO pecypcam.

CTOUT OTMETUTb, YTO BCE 3TN NPOLECCHI B3aMMOZEVCTBYIOT U AO/MKHbI ObITb B COCTOSAHWM (hYHKLMOHMPOBATL MEXay
COGOIA.
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C.4 MNopaepka MHCTPYMEHTOB /14 NpoLecca aHasm3a pryckos

®YHKLMOHaUTbHOCTb aHa/IM3a PUCKOB W YNPaB/IEHUS PUCKaMK, KOTOPbIe MOTYT GbITb NOAAEPKaHbI MHCTPYMEHTaMM,
0XBaTbIBAIOT BCE MVHVMMaUIbHbIE MPOLECChI, onpeaeneHHble B C.3. TeM He MeHee 6oree CoXHbIe CpefcTBa A0MNOMHU-
Te/IbHO MMEHIT OAHO UMM HECKOMBKO CIELHOLLVIX CBOWCTB:

a) 61bnmoTeyHas noaaepxka Mofen pucka;

b) GUG/MOTEKA AKTUBOB;

C) VHCTPYMEHTbI OL|EHKW aKTVBOB:

d) nopaepxka MoAeMpoBaHVs 3aBMCYMOCTEN;

€) rpynnupoBaHue akT1BOB A/151 3tPChEKTUBHOCTM OLIEHKM;

f) MeTofOMOrMM OLEHKM Yrpo3/akTeos/BO3AENCTBIA A/19 BbICOKOI LIENIOCTHOCTU B NPeAenax OLEHKM:

1) MHOrOypOBHEBas OLeHKa Yrpo3 1 YS3BUMOCTEN A/ COOTBETCTBUS Pa3/IMyHbLIM NOTPEBHOCTAM;

h) 6ubnnoTekn KOHTpMEp;

i) hyHKLMOHa/IbHbIE CPeACTBA HAa3HAYEHNS MPYOPUTETOB:

j) OUeHKa 3aTpaT MacLITabupoBaHUsA BPEMEHWN Y/TyuLLIEHWIA:

k) nogaepxka fokyMeHTauum no 6e30nacHoCTy;

1) OyHKLWY NOAAEPXKKN NMPUHATUSA PELLIEHWIA;

T) nofdepxka NnpoBeAeHns ayauTa:

1) co3aHve OTYETOB Mo 06paboTKe PUCKOB:

0) BO3MOXHOCTb MOAE/IMPOBaHNA aBapui Npy NPOEKTUPOBAHNN;

p) co3naHue rpacmyeckmx OTYETOB.

OnATb e. CTOUT OTMETUTb, YTO MHOTME M3 3TUX NPOLLECCOB B3aMMOAENCTBYHOT U A0/KHbI ObITb B COCTOSHWN DYHK-
LIMOHMPOBATb Mexzy COO0A.
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Mpunoxexune A
(cnpaBo4Hoe)

CBeAeHNs 0 COOTBETCTBUM CChINTOUYHBLIX MEXAYHAPOAHbIX CTaHAapPTOB
HauuoHaNbHbIM cTaHgapTam Poccuiickoii degepaunm

Ta6n nya JAL

OB03HAYEHVIE CCbUIOYHOMO CrereHb OB03HAYEHVIE N HAUVIEHOBAHVIE COOTBETCTBYHOLLIEHO HALIVIOHA/TBHOHO
MeXayHapoaHOro CraHagpTa COOTBETCTB/A CTaHzgpTa
ISO/1EC 27002:2005 oT [OCT P MCO/M3K 27002—2012 «l/HdopMaLyoHHas TEXHOMOTMS.

MeTogp! 1 cpefcTea obecrieveHusi 6esonacHocT. CBoA HOPM 1 Npa-
BWN MeHeDKMEHTa MHGOPMALIOHHOI 6e30MacHOCT»

MpumeuyaHne — B HacTosLeli TabnmLUe MCMO/b30BaHO Ceytollee YC/IOBHOEe 0603HauUeHVe CTENeHN Co-
OTBETCTBYIS| CTAHAPTOB:
- FOT — UAeHTUYHbIE CTaHAAPTI.
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