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BBepeHve

0.1 O6wume nonoxeHms

MHorve cumTaloT NepcoHasibHYyH0 MeAMLMHCKYI MHpopMaLuio OAHVM U3 cambiX KOH(UAEHLMANbHbIX
TUMNOB NIMYHON MHpopMaLMK, U 3aliMTa ee KOHMMAEeHLMaNbHOCTU Heo6XoaArMa, ecnn npeanonaraeTca o6e-
cneyeHne HeNpPUKOCHOBEHHOCTW JIMYHOCTU CyObEKTOB MOMyYEeHUS MeAULMHCKOW momolyun. [na 3awuTbl co-
rNacoBaHHOCTM MeAMULMHCKON MHhopMaLum Takke BaXKHO, YTOObI BECb €€ XMU3HEHHbI LUKA Bbl MOSTHOCTbLIO
nposepsieMbIM. MeANLMHCKME KapTbl JO/MKHbI CO3faBaTbCs, obpabaTtbiBaTbCs, ynpasaaTbCa MeTodamu, ra-
PaHTUPYIOLMMUN LLe/IOCTHOCTb U KOH(UAEHLUMANbHOCTb UX COAEPXaHus, N NpefocTaBnsaTb cybbektam nosny-
YeHUss MeAULMHCKOM MOMOLLM NMPaBOMOUYHbIN KOHTPO/Ib TOTO, KakK 3TV KapTbl CO34a0TCsA, UCMONb3YIOTCA U 06-
cnyxuBatoTcs.

[na obecneyeHns foBepusa K MEANLMHCKUM KapTam TpebytoTca afeMeHTbl (OU3NYeckoin 1 TEXHUYECKOM
3aWuTbl Hapsgy € 3/1eMeHTaMmn LeNoCTHOCTM JaHHbIX. OAHMMK M3 caMbiX BaXKHbIX TpeboBaHwii K 3awure
nepcoHasibHON MeAULMHCKOW MHopMaL MK 1 LLeNIOCTHOCTY 3anuceli SBAATCA TpeboBaHus, CBSA3aHHbIe C ay-
AVWTOM U BefieHVeM XypHana. 9T TpeboBaHuss momoratT 06ecneyntb yH4eTHOCTb 415 Cy6BEeKTOB NonyyeHus
MeAMLUMHCKOM NOMOLLM, KOTOPbIE AOBEPSAIOT CBOK MHpopMaunio cucTemam 3NEKTPOHHbIX MEeAULIMHCKMX KapT
(EHR). OHM Takke NOMOrarwT 3alUTUTb LEeNOCTHOCTbL 3anucel, Tak kak Cepbe3HO CTUMYNMNPYIOT NoJib3oBare-
nel Takmx CMCTeM COOTBETCTBOBATb OPraHnW3aLMOHHON NONUTMKE MO UCMOMb30BaHNI0 TaKUX CUCTEM.

OhhekTUBHbIN ayanT U BefeHNE XypHana MOryT NOMOYb BbIBUTb HEHaZ1eXallee NCNoNb30BaHne Cu-
ctem EHR unu gaHHbix EHR. a Takke MOryT 3aliMTuTb OpraHvM3auum 1 cyobekTbl MOyYeHUss MeANLMHCKOW
nomoLLy OT Nosb3oBaTesniel, 310ynoTPe6AALWMX UX MOSIHOMOYMSAMM gocTyna. Ana obecneyveHns adheKkTns-
HOCTU ayauTa HeobxoAuMo, 4TOObl ayAMTOpCKuUiA crnep cogepxan o6beM nHdopmauun, fOCTaTouHbIi A1s
peLleHuns LWMPOKOro cnekTpa 3agay (CM. npunoxeHve A).

XXypHasnbl ayanTa ABAATCA AONOSIHEHNEM K CpefCcTBaM ynpasneHusa 4oCTynoM. XKypHasbl ayauTa npe-
[OCTaBNAT cpeAcTBa A5 OLEHKU COOTBETCTBUS C MOSIMTUKON A0CTYNa opraHu3auny n BHOCAT CBOW BKiaj B
ynyylleHne 1 COBEepLUEHCTBOBAHME CamMoil NONMTMKM. HO BBMAY TOro, YTO Takasi NOMTMKA AO/KHA Npeayra-
[AblBaTb BO3MOXHOCTb HEMpeABUAEHHbIX WAN aBapuitHbIX cUTyauuii, aHanns ayauta cTaHOBUTCA OCHOBHbIM
cpeAcTBOM obecneyeHns ynpasneHus 4OCTYNOM A8 TakuxX CUTyaumii.

O6nacTb NPUMEHeHNs HaCTOALLEro cTaHfapTa CTPOro orpaHnyeHa BeeHVeM XypHana cobbiTuii. Mpea-
nonaraeTcs. YTO U3MEHEHWNA 3HaYeHU AaHHbIX B nonax EHR Ao/mkHbI 3anvcbiBaTbCA B caMy cuctemy 6asbl
AaHHbIX EHR. a He B XypHan ayauta. Npegnonaraercs, 4to cama cuctema EHR cogepxut u npegbigylive, n
06HOB/EHHbIE AAaHHbIe KaXA0ro nons. 3To COOTBETCTBYET COBPEMEHHON apxXuUTEKType 6asbl AaHHbIX «MN0 CO-
CTOSIHWIO Ha onpeenieHHblli MOMEHT BpeMeHn». Cam XypHan ayauta He JO/DKEH CoAepXaTb NepCoOHasbHYHO
MeANLMHCKY0 MHGhopMaL o, KpoMe NAeHTUNKATOPOB 1 CChISIOK Ha 3anuchb.

ONEKTPOHHbIE MeAMLMHCKME KapTbl OTAE/IbHOro 4YenioBeka MOryT pacnonaraTbCA B pasHbIX WMHAOP-
MaLMOHHbIX cucCTemax B npefesax OAHON OpraHusauvMn WUan B pasHbiX OpraHmsauunax, Wan gaxe B pasHbIX
ropucanKumax. lna otcnexmsaHua Bcex AeiCTBUIA, BKIOYAKOLWMX 3anMCcy NO pasnyHbiM 06bekTam okasaHus
MeMLMHCKON nomMowy, HeobxoamMma obLias cTpykTypa. HacToawmii ctaHAapT npefocTaBnseT Takyl CTPyk-
Typy. NS NOALEpPXKN ayfUTOPCKUX CNefoB B Pas/IMyHbIX AOMeHax Heo6X0AMMO BKIKYaTb CCbIKW B JaHHOMN
CTPYKTYpe Ha NonuTuky, kKoTopas onpegenset TpeboBaHvs B npeenax JOMeHa, Takme Kak npasuia KOHTPons
JocTyna v nepuog XxpaHeHus. Ha nonnTuky JoMeHa MOXHO fiefiaTb KOCBEHHbIE CCbINIKM NOCPeACTBOM UAEHTU-
duKaLuy NCTOYHUKA XypHana ayaura.

0.2 MpeumMyLiecTBa MCNONbL30BAHMSA HACTOSLLErO cTaHAapTa

CrtaHgapTv3aums cnefoB ayauta no AocTyny K 3N1eKTPOHHbIM MeAMUMHCKMM KapTam npecnegyeT ABe
uenm:

- obecneyeHune TOro, YTo 06bLEM MHhOPMaLLMK, OTOBPAXEHHON B XypHane ayauTa, ABNSeTcs 4OCTaTou-
HbIM A/151 YeTKOr0 BOCCO3AaHNA NoAPO6HOM XPOHOIOrMKN COGLITUN, CHOPMUPOBABLLNX COAEPXaHNE IEKTPOH-
HOIN MeAVLMHCKON KapTbl, 1

- obecneyeHune TOro, YTO ayaUTOPCKUIA cnep AeACTBUIA, CBA3aHHbIX C KapToi cy6bekTa NonyyeHus me-
AVLMHCKOW NOMOLLM, MOXET AOCTOBEPHO OTC/EXMBATLCS JaXe C y4eTOM OpraHM3alMOHHbIX CTPYKTYp B pas-
HbIX NPeAMETHbIX 061acTAX.

HacTosAwwmii cTaHgapT npegHasHaveH Ans nL,. OTBETCTBEHHbIX 3a HaA30p 3a 3alMTON Unn KOHUAEH-
LManbHOCTbIO MeAULMHCKOM MHpopMaumn, AN MeaULMHCKMX opraHn3auuii n Apyrux xpaHutenein Meamumm-

\Y,
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CKOI MHchopmaLmu, o6pallatolMXcs 3a PyKOBOAALMMU yKa3aHUsSIMKU MO ayAUTOPCKUM criefaM, a Takke Ux
COBETHUKOB M0 3alinTe, KOHCY/IbTAHTOB, ayAUTOPOB, NPOAABLIOB Y TPETLUX /L. OKa3blBAOLLMX YCYTN.

0.3 CpaBHeHme CO CTaHgapTamMu, CBA3aHHbIMN C ayagUTOPCKUMU cnefgamMin 3/IEKTPOHHbBIX Meaun-
LMNHCKNX KapT

HacTosiwumii cTaHgapT cOOTBETCTBYET TpeboBaHuam MCO 27799:2008, B TOi YacTu, B KOTOPOU OHU CBSA-
3aHbl C BbINOJIHEHMEM ayauTa 1 ayAuTOPCKUMK crejamu.

HekoTopble ynTaTenm MoryT 6bITb 3HakoMbl ¢ 3anpocom KommeHTapueB (RFC) Pa6ouyeil rpynnbl uvH-
XeHepoB WHTepHeT (IETF RFC 3881 (13)). (YuTatenu, ewe He 3Hakomble ¢ IETF RFC 3881, He [O/KHbI
CCbINaTbCA Ha AiaHHbIM JOKYMEHT, Tak Kak 0CBeOM/IEHHOCTb B 3TOM BOMpoce He TpebyeTcsa ANS NOHUMaHWA
HacTosiwero ctaHgapta.) NHdopmaumoHHblii RFC 3881 ot 2004-09. He yKa3aHHbIli HA CEroAHSILIHUIA AeHb
cpeaw feicTByoWMX 3anpocoB B 6a3e faHHbiX IETF. 6bl1 paHHeli 1 none3Hol MonbITKOW onpefeneHns co-
JepXaHus XXypHanos ayauTa 4019 34paBooxpaHeHns. Hactoawuii ctaHgapT no Mepe BO3MOXHOCTW OCHOBbI-
BaeTcs 1 cornacyetcsi ¢ paboToii, Hauyatoii B RFC 3881 no goctyny k EHR.

0.4 NpumeyaHne No TEPMUHOIOTUN

B pasgene 3 onpefeneHo HECKOJIbKO 6/IM3KO CBA3AHHbIX TEPMUHOB. XXypHas ayauTa — 3T0 XPOHO/0MU-
yeckasi nmoc/iefoBaTesIbHOCTh 3anucell ayauTa; kaxaas 3anucb ayauta COAepPXUT AoKasaTe/lbCTBO TOr0, YTO
OHa MMEET NpsIMoe OTHOLLEHWE K NPOLECCY WM CUCTEMHOW (OYHKLMU 1N BO3HUKAET B pe3y/ibTaTe WX BbiNosi-
HeHwusi. Tak kak cuctemMbl EHR MOryT 6biTb CMIOXHBIMU, MOXET CYLLECTBOBATb HECKOJ/IbKO XypHasIoB ayauTa,
cofepxXalmx MHPOPMaLMi0 O COBLITUSIX CUCTEMbI, KOTOPble M3MeHUIM EHR cy6bekta nosiydyeHus MeauumH-
CKOl NOMOLLM. XOTS TEPMUHBI «ayAUTOPCKUI CNnefy» W «KypHan ayauTa» 4acTo UCMOMb3YITCA Kak B3auMo3sa-
MeHsieMble MOHATUS, B HACTOSLLEM CTaHAApTe TEPMUH «ayLUTOPCKUIA Crea» OTHOCUTCSI K COBOKYMHOCTW BCEX
3anuvcell ayauta U3 OLHOTO WM HECKOIbKUX XXYPHAsIOB ayAuTa, OTHOCALLUXCS K ONpenesieHHOMY CyGbekTy
NoslyYeHnsi MeauLMHCKOV NOMOLLY, K onpeseNieHHON 3N1eKTPOHHOM MeauLMHCKO KapTe unu onpeseneHHoMy
nonb3oBatento. Cuctema ayguta npefoctaBnsieT Bce yHKUMM 06paboTkm MHhopmMaLlm, Heo6xoauMble Afist
06CNYXMBaHNUA OAHOTO UM HECKOJIbKUX XYPHA/I0B ayauTa.
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HALUWOHANbHBIN CTAHOLAPT POCCUMNCKOW SGEALEPALUMN

NH®OPMATUN3ALNA 300POBbA
XXypHansl ayguTta Ans 3N1eKTPOHHbIX MeAULNHCKNX KapT

Health informatics. Audit trails for electronic health records

fata eBegeHns — 2017—07—01

1 O6nacTb NPUMeEHeHUs

HacTosiwumii ctTaHgapT onpeaenseT 06Ly0 CTPYKTYPY ayAMTOPCKUX C/1eA0B A5 3/IEKTPOHHbIX MeANLMH-
ckux kapT (EHR). B TepMUHax KOHTPOJ/IbHbLIX COOLITUIA ayauTa U AaHHbIX ayauTa, A1 NOAAEPXKKNA KOHTPO/u-
pyemocTn Bcero Habopa nepcoHasibHOW MeAULMHCKOW MHhopmaumm B pasHbiX MHOPMALMOHHBIX CucTeMax
1 NpeaMeTHbIX 061acTsAX.

HacToslwumii cTaHgapT NPUMEHMM K cucTeMaM 06paboTkM NepcoHasibHON MeAULMHCKOW MHopmaLmm,
KOTOpble B COOTBETCTBMMU ¢ ICO 27799 co3paloT 3allMLLEeHHYH0 3annch ayanta Kaxabllii pas. korga nosb3osa-
Tesb NosyYyaeT AOCTYN, co34aeT, OOHOBSET WX apXMBMPYET NEPCOHA/IbHYH MEeAULMHCKYI0 UHopMaL o B
cucteme.

MpumevyaHune — Takue 3anucy ayauta, kak MUHUMYM, OAHO3HAYHO WAEHTUMULMPYIOT NOMb30BATENS, OfHO-
3HAYHO NAEHTUDULMPYIOT CyObeKT NONyYeHUss MeAULMHCKO MOMOLLM, NAEHTUDULMPYIOT YHKLMIO, BbIMOJIHAEMYIO NOJb-
3oBartenem (cosgaHvie, 4OCTyrM, 0GHOBNEHMWE 3anUCK U T. 4.), U 3anUCbiBAlOT AaTy U BpeMms, B KOTOpoe Oblna BbiNONHEHA
aTa hyHKUMS.

HacTosilwumii ctTaHgapT oxBaTblBaeT TOJIbKO AENCTBMSA, BbINOSIHAEMble ¢ nomolblo EHR. kKoTopble noa-
UYMHAKOTCA NOIMTUKE obecneyeHnsa 4ocTyna K npegMeTHOW 06n1acTu, AN KOTOPOW 3/1eKTpoHHasA MeanLMHcKas
KapTa 6bl1a BbinylleHa. HacToswmii cTaHAapT He OTHOCMTCS K Kakoli-nn6o nepcoHasibHON MeANLUHCKOW WH-
chopmaumm n3 3NEKTPOHHOW MeAUUMHCKOM KapTbl, KOOME UAEHTU(IUKATOPOB, 3anncb ayauTa CoOAEPXUT TOSb-
KO cCbinkn Ha pasgenbl EHR. kak ykazaHo B NpMMeHsieMoi NonnTuke goctyna.

B HacToALWeM cTaHJapTe He paccMaTpyBaOTCA XapakTepUCTUKM U NCNOb30BaHME XYpPHa/IOB ayauTa B
Lenax ynpas/sieHUs CUCTEMON 1 06ecneyveHns 3aLmTbl CUCTEMbI, TaKUX Kak onpegenieHne npobiemM npousBo-
OVTENbHOCTN. HeAO0CTATKOB NPOrpaMMbl UK MOAAEPXKKA NMPU BOCCTAHOBIEHUN JaHHbIX, KOTOpble paccMaTpu-
BaloTCs B 06LLMX CTaHAapTax No KOMNbTEpPHO! 6e3onacHocTH, Takux kak MCO/M3K 15408-2 (9].

B npunoxeHunn A npeactaB/ieHbl NPUMeEpbI CLieHapreB ayauTta. MNpunoxeHne B cogepxunT 0630p cepsu-
COB XypHana ayguta.

2 HopmaTtuBHble CCbIIKN

Cnepytolive HopMaTVBHbIE JOKYMEHTbI ABMATCA 065A3aTeflbHbIMU 415 NPYMEHEHUs HaCTOALLEero fo-
KymeHTa. [na gaTMpoBaHHbIX CCbISIOK NPUMEHAETCA TOMIbKO LUTUPOBaHHOE usfgaHue. [N HefatupoBaHHbIX
CCbI/IOK NPUMEHSAETCA nocneHee n3faHne CCblIJIOYHOTo AOKyMeHTa (BK/IOYas BCe Monpasku).

NCO 8601:2004 3nemeHTbl AaHHbIX 1 hopmaTbl Ana obmeHa nHopmaumeii. ObmeH nHdopmaLlmeil.
MpeactasneHve gat n BpemeHn (ISO 8601:2004. Data elements and interchange formats — Information
interchange — Representation of dates and times)

NCO 27799:2008 NHhbopmaTn3auns 340poBbs. MeHegXMeHT 6e30nacHOCT MHdopMaL M no craHaap-
Ty NCO/M3K 27002 (1SO 27799:2008. Health informatics — Information secunty management in health using
ISO/M3K 27002)

M3paHue oduymansHoe



FrOCTPMNCO 27789—2016

3 TepMuHbI 1 onpeaeneHus

B HacTosLLeM cTaHaapTe NpUMeHEHbI creaytole TeEpMUHbI U oNpeaeneHus.
31

KOHTpPO/bA0cTyna (access control): O6ecneyeHne Toro, YTo6b1 4OCTYM «aKTUBAM 6bl/1 CAHKLMOHMPOBaH
” OrpaHnyeH B COOTBETCTBMM C TPE6OBAHNAMN KOMMEPYECKON TaliHbl 1 6€30MacHOCTH.

[MCO/M3K 27000:2012. onpegenexve 2.1]

3.2 nonutuka focTtyna (access policy): OnpegeneHue 06s3aHHOCTEN N0 CaHKLMOHUPOBaHWIO JOCTyNa

K pecypcy.
3.3

yyoTHOCTb (accountability). MpuHuun, 3aknovaloWwmincs B TOM. YTO OTAE/bHbIE NMLA, OpraHvM3aumun
n coobLuecTBa HeCyT OTBETCTBEHHOCTb 3a CBOW AEWCTBMSA, U OT HWUX MOryT noTpeboBaTb 06BACHUTL WX
nelicteus.

[MCO 15489-1:2001, onpegenexve 3.2]

3.4 ayauT (audit): Cuctematmyeckas n He3aBUcHMas NpoBepka AocTyna, A406aBneHnin AN N3MeHeHui
NHGOPMaLuy B 3M1EKTPOHHbIX MEAMLMHCKUX KapTax Ans onpejeneHust Toro, 6blav n Takne AeicTBus Bbl-
NOJIHEHbI. @ flaHHble CobpaHbl, NCNOb30BaHbl, COXPaHeHbl UM PaCKPbITbl B COOTBETCTBUM C YCTAHOB/IEHHbI-
MW NpyYHUMNaMn paboTbl opraHu3auun, NOMTUKOW, Haanexallein KAMHUYecKol NPakTUKON 1 MPUMEHUMbIMU
HOPMaTUBHbIMY TpeboBaHNAMM.

3.5 apxuB ayauTa (audit archive): ApxvBHas Ko/IeKuMs 04HOTO UM HECKOJIbKMX XYpPHasIoB ayauTa.

3.6 gaHHble ayauTa (audit data): laHHble, NOlyYeHHbIe U3 OAHOIO UM HECKOMBbKNX XYyPHas/ioB ayauTa.

3.7 xypHan ayauTta (audit log): XpoHonormyeckasa nocnefoBaTenibHOCTb 3anuceil ayauTta, kaxgas u3
KOTOPbIX COAEPXMUT AaHHble 06 onpefeneHHOM COObITUN.

3.8 3anuck ayauTta (audit record): 3anucb 04HOrO ONpeAeneHHoro co6bITUSA B XU3HEHHOM LMKIE 3Mek-
TPOHHOI MEAULMHCKOWN KapTbl.

3.9 cuctema ayanTta (audit system): Cuctema 06paboTkm nHhopmaumm, koTopas nogaepxmeaeT pabo-
Ty OAHOrO UMW HECKOJIbKUX XyPHasioB ayauTa.

3.10 ayguTtopcknit cnep (audit trail): Konnekyus 3anuceid ayauta oT OAHOIO WU HECKOMBKUX XYypHa-
0B ayamuTa, CBA3aHHbIX C onpefesieHHbIM Cy6bekToM NonyyeHns MeAnLMHCKO NOMOLLM UIn onpeAesieHHoN
3/1EKTPOHHON MEeANLMHCKON KapToiA.

3.11 ayteHTudukauua (authentication): O6ecneuveHne rapaHTUN TOro, YTO 3asAB/IEHHbIE XapaKTepucTu-
Kn 06bekTa ABMSATCA NPaBUIbHLIMU.

3.12 aBTOpMu3aumsa (authorization): MpegocTtaBneHne MNOIHOMOYNIA, BKAOYAA MOHOMOYMSA MO AAHHLIM
N hyHKLMSAM gocTyna.

MpumeuyaHne — OcHoBaHO Ha VICO 7498-2. MpepocTasneHne npas, BKAOYasA npefocTaBfeHne goctyna Ha
OCHOBaHUK npas JocTyna.

3.13 opraH (authority): Cy6bekT, OTBETCTBEHHbI 3a Bblgady cepTucmKaTos.
3.14

pocTtynHocTb (availability): CBoiicTBO ObITb AOCTYMHbIM U FOTOBbLIM K MCMO/Ib30BaHWIO MO 3anpocy
aBTOPU30BaHHOrO CybbekTa.

[MCO/M3K 27000:2012, onpegeneHne 2.10]
3.15

KOHpuaeHunansHocTb (confidentiality): CBOMCTBO MHpopMaumn 6bITb HEAOCTYMHOW WMNKN 3aKPbITON
[ONS HeaBTOPW30BaHHbIX /UL, CYLLLHOCTEl UM NpoLeccoB.

[MCO/M3K 27000:2012, onpegeneHne 2.13]

3.16

BCEMUPHOE cKoopauHupoBaHHoe Bpemsa (Coordinated Universal Time: UTC): LUkana BpemeHm,
COCTaB/NAOLLaA OCHOBY AN CKOOPAMHMPOBAHHOW nepefayn no pagvo CTaHfapTHbIX Y4acToT U CUTHaoB

BPEMEHMW; OHa TOYHO COOTBETCTBYET MO YacTote MexayHapogHoMy ATOMHOMY BpemeHu, HO oTimyaeTcsa ot
Hero uesibiIM YAC/IOM CeKyHA.

[M3K 60050-713:1998]
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3.17

LenocTHOCTb AaHHbIX (data integrity): CBoiCcTBO, 3ak/ovyalowieecss B TOM. YTO [aHHble He Obiain
M3MEHEHbI UM YHUUTOXEHbI HECAaHKLMOHNPOBAHHbLIM CNOCO60M.

[MCO 7498-2:1989. onpepenetue 3.3.21]

3.18

anekTpoHHas MepguunHckas kapta (Electronic  health record: EHR): BcecTopoHHwWiA
CTPYKTYPUPOBaHHbI/ KOMNAEKC KNMHUYECKNX, AEMOTpathnyecknx AaHHblX, faHHbIX 06 OKpyXatoLen cpeae,
CoLMasbHbIX U (DMHAHCOBBIX AAHHbIX B 3/IEKTPOHHOW hopMe, JOKYMEHTUPYOLWUIA OKazaHue MeaULMHCKIX
YCNyr OTAE/IbHOMY YesIOBEKy.

[ASTM E 1769:1995]

3.19 cermeHT EHR (EHR segment): YacTb EHR. koTopas cocTtaBnsieT onpefeneHHbli UCTOUHWK ANs
NoINTUKK JocTyna.
3.20

naeHtndpukaumna (identification): MNMposegeHve NpoBepoK, KOTOPbIe MO3BONAIOT cUCTeMe 06paboTku
[aHHbIX pacno3HaTb CYLHOCTY.

[MCO/M3K 2382-8:1998. onpeneneHuve 08.04.12 [kak ayTeHTuduKkauma nnyHocTu (identity authentica-
tion). npoBepka nuyHocTyM (identity validation)]

3.21 naeHTtudukatop (identifier): NHopmauus, ncnonbdyemas A8 YTBEPXKAEHUA JIMYHOCTU nepej,
BO3MOXHbIM ee MOoATBEPXAEeHNeM COOTBETCTBYHOLMM ayTeHTU(KaTopom.
3.22

3awmweHHocTs  uHdopmaumm  (information  security): CoxpaHeHue  KOH(MAEHLMANbHOCTH,
LLesIOCTHOCTU 1 A0CTYNHOCTN UHpopMaLIK.
[MCO/M3K 27000:2012, onpepenexmne 2.30]

3.23

LuenocTHocTb (integrity): CBONCTBO COXpaHEeHUsI MPaBUIbHOCTU U MOSTHOTbI aKTVBOB.
[MCO/M3K 27000:2012, onpefeneHve 2.36]

3.24 npentucukatop ob6bekTa (object identifier; OID): Fno6anbHbIA yHUKaNbHbIA naeHTUMKaTOp AN
MHOPMaLMOHHOro o6bekTa.

MpumevaHne — NaeHTndukatopbl 06bEKTA, MCNO/b30BaHHbIE B HACTOALEM CTaHAapTe, OTHOCATCS K KOAOBbIM
cuctemam. 3tn KOOOBble CUCTEMbI MOTryT 6bITb onpeneneHbl B CTaH4apTe WK 1oKasbHO onpenesieHbl Npu BHegPEeHUN.

MpeHTudrkatop obbekta yctaHaBNnBaeTca C Ucnonb3oBaHveM a3bika ASN.1 Ans onucaHua abCTPakTHOroO cCuHTakcuca
(ASN.1), onpegeneHHoro B MICO/M3K 8824-1 n NCO/M3K 8824-2.

3.25

nonutuka (policy): Komnnekc 1opnanyeckmx, noaMTUYECKX, OpraHn3aunoHHbIX, PYHKLMOHA/bHbLIX Y
TeXHUYECKNX 0683aTeNbCTB N0 06MEHY AaHHbIMU U COBMECTHOW AeATEeNIbHOCTH.

[MCO/TC 22600]

3.26 nonHomoume (privilege): Bo3MOXHOCTb, 3aKpensieHHasi OpraHoM 3a Cy6bekToM.
3.27

ynpasneHue 3anucamu (records management): O6nacTe ynpasneHusi, koTopas oOTBevaeT 3a
3(hheKTUBHbLIV 1 cUCTEMATUYECKUI KOHTPO/Ib HaZ, CO3[aHMeM, Bblaayei, cCoXxpaHeHeM, UCnosib3oBaHnemM
1 n3bATUEM K3 0bpaLleHns 3anuceld, Bkoyas cbop v nogaepxaHne AokasartenbCcTs U nHopmauum o ge-
I0BOI fileATeNIbHOCTY W TpaH3aKUuaxX B BUAE 3anuceil.

[MCO 15489-1. onpegeneHne 3.16]

3.28 ponb (role): Komnnekc ymeHuidi n/vnu feiicTenid, CBA3aHHbIX C 3adaqeil.

3.29 YyBCTBUTENBLHOCTbL (sensitivity): BO3MOXHOCTb UAKN KaxyLlascs BO3MOXHOCTb MO MPUYUHEHUIO
Bpeda Cy6beKTy AaHHbIX WU ero BO3MOXHOCTb CTaTb 06EKTOM 3/10yNOTPe6/IeHUA UM HEMPaBUIbHOMO UC-
nosb30BaHus.

3
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3.30 nonuTuka 3aluweHHocTn (security policy): MnaH unu obpas AelcTBUA, NPUHATBIA ANS npeao-
CTaB/IEHNSA KOMMbIOTEPHON 3alMLLEHHOCTU.
331

cy6bekT MeauumHckoli nomolm (subject of care): /o, KOTOpOMy 3ansiaHMpoBaHa MeaMUMHCKas
MOMOLLb, MOyYaloLee Uan Noyyvsllee MegnLMHCKYH NOMOLLb.

(MCO 18308:2011. onpepeneHue 3.47]

3.32 nonb3oBaTenb (user): Yenosek, yCTPOWCTBO uau nporpamma, ncnonb3ytowas cuctemy EHR ans
06paboTkN faHHbIX UM 06MeHa MeAMLMHCKON UHgopMaLneil.

4 CokpalleHusd

EHR — 3nekTpoHHas meauumHckas kapTa (Electronic Health Record):

HL7 — MexayHapogHaa opraHusaums — paspaboTuMk CTaHZ4apTOB MO MHopMatM3auun 340p0Bbs
(Health Level Seven International);

OID — WpeHTudukaTop ob6bekTa (Object Identifier);

UTC — BcemupHoe CkoopauHnpoBaHHoe Bpems (Coordinated Universal Time).

5 Tpe6oBaHMA 1 UCMO/Ib30BaHUE JaHHbIX ayauTa

5.1 3Tnueckne n chopmasnbHble TpeboBaHUA

5.1.1 O6wme nNonoxeHns

Y nocTaBLMKOB MeMULMHCKOV NOMOLLM ecTb NpotheccnoHasbHble 3TuYeckne 06s3aHHOCTU. K HUM OT-
HOCATCA 3awmTa KOH(UAEHLMANbHOCTY 06bEKTOB NOMYYEHUSI MeAMULMHCKOV NOMOLLM U AOKYMEHTMpOBaHve
pe3ynbTaToB M AeCTBUIA MO yxody. OrpaHnyeHne goctyna K MeguuMHCKM kapTam 1 obecneyeHne nx Hagne-
Xallero MCrnosb30BaHNs ABAAIOTCA BaXHbIMU TPpeboBaHUAMY 3[4pPaBOOXPaHEHNS, U BO MHOIMX HOPUCANKLNAX
3TN TpeboBaHMA NPONNCaHbl B 3aKOHe.

3awmiueHHble crefbl ayanTa no AOCTYNy K 3/1eKTPOHHbIM MEAVNLMHCKAM KapTaM MOryT noAfdepxusartb
COOTBETCTBME C NPOECCUOHANILHOW 3TUKOM, OpraHNM3aLMOHHON NONNTMKON M 3aKOHO4ATE/IbCTBOM, HO MX ca-
MWUX HEeOCTaTOYHO A1 TOro, YTOOb! OLLEHUTb NOIHOTY 3NEKTPOHHON MeAUNLMHCKON KapTbl.

5.1.2 NMonutuka goctyna

OpraHun3auums, oTBETCTBEHHASA 3a nojjepxaHue paboTocnocobHOCTH XypHana ayauTa, fo/KHa onpe-
[enuTb NMONNTUKY AOCTYNa, pernameHTMPYIOLLY0 BCe 3aperncTpupoBaHHble cayyav goctyna.

MonuTtuka pgoctyna gosxHa coorseTcTBoBarb MICO 27799:2008. 7.8.1.2. MonmTuka KOHTPONS focTyna.

MpumeuaHunsn
1 CuuTaeTcs, 4TO NOAMTUKA JOCTYNa AOMKHA ONPeaensaTb CTPYKTypy cermeHTa EHR.
2 B 3anucu ayauta noauTvka JocTyna uaeHTMnLMpyeTcs MCTOUHUKOM XypHana ayauTta.

PykoBOACTBO MO onpefeneHunto 1 NpYMEeHeHNo NONTUK J0CTyna MOXHO Halitu B UCO/TC 22600 (6].
Mone «Participant object Permission Policy Set» onpegeneHo B n. 7.6.6 4na nog4epXKu CCbI/IOK Ha AelicTBY-
o me nosIMTUKN B 3anncu ayaura.

5.1.3 OpHO3HauYHas naeHTUdUKauusa nonb3oBartesneil MHOOPMALMOHHOK CUCTEMbI

AyanTopckue cnefibl A0/KHbI NPefoCTaBNATb JOCTATOUHbI 06beM AaHHbIX AN1A TOro, YTOObl OAHO3HAY-
HO onpefenuTb BCex aBTOPU30BaHHbLIX NOJIb30BaTe/Ieil CUCTEMbI MeULMHCKON nHdopmaLun. Monb3osaTens-
MV MH(DOPMALMOHHOW CUCTEMbI MOTYT ObITb MIOAM, & Takke APYrue CyLHOCTU.

AyauTopckue cnefbl A0/DKHbI NPeAocTaBNATb 4OCTaTOUHbIN 06beM JaHHbIX 478 Toro, 4Tobbl onpeje-
NINTb. KaKne aBTOPM30BaHHbIE NOb30BATENN U BHELLHWE CUCTEMbI MOAYHYUAN JOCTYN N KOTOPbIM U3 HUX OblIn
OTnpas/ieHbl AaHHble MEANLMHCKUX KapT U3 CUCTEMBI.

5.1.4 Ponn nonb3oBartenei

AyanTopcKuiA cnep AO/HKEH NokasbiBaTb POJib MOMb30BATE NS MPW OCYLLECTBNIEHUS 3anUCaHHOro feii-
CTBUSA MO OTHOLUEHUIO K MEPCOHaNbHOW MeAULMHCXON nHdhopmaLuun.

VHbopMaLoHHbIe cUcTeMbI, 3aHMmatoLmecs 06paboTkol NepcoHanbHON MeULIMHCKOW nHchopmaLum,
JOMKHbI NoAfepxuBaTb PONeBOW AOCTYM, CNOCOGHbLIN CBA3bIBATL KaXOro nosb3oBartesis ¢ O4HOM Uan He-
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CKOJIbKUMUW POISIMU, @ KaXXAYt POsib K OLHOM UM HECKOIbKUM CUCTEMHBLIM (DYHKLMAM, Kak peKOMEHA0BAHO B
NCO 27799:2008. 7.8.2.2, YnpaBneHue nosIHOMOYUAMU.

®YHKLMOHAbHbIE U CTPYKTYpHbIE ponu 3af0KymeHTupoBaHbl B ICO/TC 21298 [4). JononHuTe NbHbIe
pyKOBOZACTBA MO yNpasneHWto NOIHOMOYMAMU B 3ApaBooxpaHeHun npegcrtasneHsl B MMICO/TC 22600 [6]

5.1.5 3awwuuweHHble 3anucu ayguta

3alymieHHble 3anMcn ayauta Ao/MKHbl CO34aBaTbCa Kaxblli pas. Korga K nepcoHanibHoON MeANLVHCKOW
MHdOpMaL MK OCyLLeCTBAAETCA AOCTYN WK KOrAa OHa co3faeTcsi, 0OHOBSETCA UM apXMBUPYeTCs B COOT-
geTcTBUN ¢ NCO 27799:2008, 7.7.10.2. BefeHune XxypHana ayauTa. 3annucu aygura AO/KHbI NoA4epXuBaTbCa
yrpas/ieHNeM 3aLlULLEeHHbIMU 3aNncsamu.

5.2 Tonb3oBartenn faHHbIX ayguta

5.2.1 YnpassieHne n KOHTpob

Ayavtopckue cnefpbl AO/KHbI NPeAoCTaBNATL AaHHbIe, NMO3BO/IAOLNE OTBETCTBEHHLIM OpraHamM oL eHu-
BaTb COOTBETCTBME C NOMNTUKOW OpraHu3aLun 1 oLeHnBaTb ee apheKTUBHOCTb.

Mop 3TMm nogpasymeBaeTcs.

- obHapyxeHue HecaHKLMOHUPOBAHHOTO JOCTYNa K MeAULMHCKUM KapTam,

- OLleHKa 3KCTPeHHOoro Joctyna.

- 06HapyxeHue 3/10ynoTpebaeHnsa NOSTHOMOUYNAMU

1 noaaepXxunsaeTcsa:

- [OKYMEHTaNIbHO 0hOPMIIEHHBI AOCTYN K NpeaMeTHbIM 061acTM 1

- OLleHKa MonuTKK JocTyna.

NMpumMmeyaHue — lonHas oLEHKa COOTBETCTBUSA NONMUTHUKE OpPraHM3aLnm MOXeT NoTpe6oBaTb NpefoCTaBNEHNE
[OMOSTHUTENbHBIX JaHHbIX, KOTOPbIE HE CofepXaTcs B 3anucu ayauTta, Takux kak MHpopmaums o nonb3osarene, Taénuua
NOIHOMOYMIA MW 3aNUCK NO (PU3MYECKOMY A0CTYNY K 3aLLMLLEHHBIM NOMeLLeHNsM. CM. B NpUioxeHun B nHcopmaumio o
cepBuCcax XypHanos ayauTta.

Ayautopckue cnefbl AO/MKHbI NPefoCTaBNATb AOCTATOYHbIA 06bEM AaHHbIX A5 ONpeAenieHnsa Bcex
c/yyaeB AOCTyna K kapTtaMm CyObeKTOB MOJlyYeHUs MeAMLMHCKOV NMOMOLUM KOHKPETHbIM Mnofb3oBatesieMm B
npegenax 3agaHHOro NPoMexyTka BpeMeHMu.

Ayautopckue cnefbl AO/MKHbI NPefoCTaBNATb AOCTATOYHbIA 06BEM AaHHbIX A5 OnNpeAenieHns Bcex
cnyyaeB [OCTyna K kapTaM Cy6bekToB MoslyYeHVNa MefULMHCKON NMOMOLLM, O KOTOPbIX U3BECTHO, YTO AN1A HUX
MOBbILWEH PUCK HapyLUEeHNUs KOHPUAEHLNANbHOCTH.

5.2.2 OcyuiecTBrieHne npaB Cy6bEKTOB NOMYyYEHUA MEANLVHCKON NOMOLLM

Aygutopckue cnefpl AO/KHbI NPeAoCTaBAATb AOCTATOUHbIA 06beM AaHHbIX 4718 TOro, 4To6bl NO3BONUTL
cybbekTam nonyvyeHus MeAnLMHCKOM NOMOLLK:

- onpefensTb, kakue aBTOPU30BaHHbIe NOMb30BATENN UMEeNu AO0CTYN K ero/ee MeAULMHCKON kapTe n
Korga aTo NpoucxoAauso,

- OLeHMBaTb YYeTHOCTb A/18 COAEePXaHNA KapTbl.

- onpepensaTb COOTBETCTBME C AMPEKTMBAMU COrnacua cybbekTa nosyyeHns MeanumHCKOn noMoLwm Ha
[OCTYN WM pasrnaweHne AaHHbIX Cy6bekTa noayvyeHns MeguLnMHCKO NOMOLLM U

- onpepensATb 3KCTPEHHbIA A0CTYN {Npu HaM4MKN TaKOBOTO), NPeAOoCTaBNAEeMbIi NO/Ib30BaTEN!O, K KapTe
cy6bekTa MmoslyyeHnss MeLULMHCKOM MOMOLLM, BKIYas MAEHTUAdMKaLMI0 Nofb3oBaTens, BpeMsa Aoctyna u
MecTO gocTyna.

5.2.3 3Tuyeckne v lopuanyeckne gokasatenibcTea AeATeNbHOCTU NOCTaBLIMKa MeANLMHCKON No-
MOLLLM

Aygutopckue cnefbl 4O/DKHbI NPefoCTaBNATb AaHHble ANA 06ecnevyeHns NocTaBLMKOB MeAULMHCKON
NMOMOLUM [OKYMEHTa/lbHbIMU [oka3aTeslbcTBaMmn TOr0, Kak AeMOHCTpMpoBanach MHopMaumsa 1 kakue aen-
CTBMA OblNM BbINOMHEHbI (CO3AaHMe, MPOCMOTP, YTEHUe, ucnpasfeHne, oOHOBMEHNE, BblgeneHue, Bbisee-
HVe. apxvBMpoBaHue 1 T. 4.). C MHopMaLuen, Korga n KeM OHW ObIn NPeNpPUHATLI.

CoxpaHeHve 3anuceil ayauTa JO/HKHO ObiTb COM1acoBaHO C HOPUANYECKUMU YC/IOBUAMWU YUYETHOCTU B
npegenax topucanKLumn.

CM. YnpaBneHve okyMeHTaMu 1 noateepxaeHue gokasarenscteamu (RM-ES) ana EHR B HL7.
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6 CobbITnA cpabaTbiBaHMA

6.1 O6wume NoNoxXeHus

CobbITns aygnta (cobbiTusi cpabatbiBaHWs), KOTOpble MPMBOAAT K TOMY, 4YTO cucTema ayauTa co3gaeT
3anucu ayguta, onpegeneHbl B COOTBETCTBUM C MaclwTaboM, Lenblo 1 cofepxaHneM NOAUTUK KOHuAeH-
LManbHOCTU M 3alUThl K&XAO0W CUCTEMbl MEeAMLMHCKON mMHpopmaumn. O6nacTb NPUMEHEHNS HACTOALLEro
CTaHAapTa orpaHuyeHa AOCTYnOM K NepcoHanbHON MeAULMHCKOW MHhopMaumu, No3ToMy ykasaHbl TOJIbKO
co6bITA cpabaTbiBaHWs, CBA3aHHbIE C AOCTYMNOM.

Lnsa cospaHna 3anuceit ayanTa, COOTBETCTBYHOLWMUX TpeboBaHMSAM, NPeACcTaBeHHbIM B 5. T. 0. «Korga»,
«KTO», «4ei», cnegytolive ABa COObITUA ABNAOTCA 0653aTeNbHbIMK:

a) cobbITUS AoCTyNna K NepcoHasibHON MeAVNLUHCKOW MHdopMaumu;

b) cO6bITMS 3anpoca NePCOHaNbHOW MeaNLMHCKO MHhopMaLmu.

Mprmepbl Co6bLITUIA, He BXOAALLMX B 061aCTb NPUMEHEHUA HACTOALLEro cTaHjapTa:

- cobbITMA 3anycka U OCTaHOBKM NMPOrpaMMbl NPUIOXKEHNS:

- cobbITMS ayTeHTUUKaLMK, BKIOYaKOLWMe ayTeHTuduKaLio nonsb3osaTenei;

- cobbITMS BBOAA M BbIBOAA M3/BO BHELLHIOW cpeay;

- €co6bITMA gocTyna K MHhopmaLmm, OT/IMYHON OT NepCOHaNIbHOW MeANLMHCKON MHhopmaLmn.

- COObITMS CUrHA/IOB TPEBOMM 3alUTbl, CBSA3AHHbIE C MPOrPaMMOii NPUIOXEHUS;

- cobbITMSA AOCTYNa K XypHany ayauTa, COXpaHeHHOMY B nporpaMmme npunoXeHus;

- CO6ObITUA, CO3[aHHble OMnepaLnoHHON CUCTEMON, MPOMEXYTOUHbIM NpOorpaMmMHbIM obecrneveHnem
UT. 4.

- cobbITMSA f0CTyNa, co3faHHble NOCPeACTBOM MCMOMb30BaHUS CUCTEMHbIX YTUNT;

- co6bITMA (OU3NYECKOro NOAKMOYEHNA/OTKNIOYEHUS 060PpYyA0BaHNSA OT CeTu.

- cOObITMS 3anycka/OCTAHOBKM CUCTEM 3alLMTbl, TakMX Kak CUCTEMbl @HTUBUPYCHO 3aLUmThI;

- cobbITMSA 06HOBEHNA NPOrpaMMHOro obecneyeHns, BkIoYas Mogudukaumio nporpaMMHoro obecne-
YeHVsa unm natuu.

6.2 Tunbl COGbLITUI WU NX COAEPXaHNE

6.2.1 Co6bITUA focTyna K NepcoHaNbHO MeAULUHCKOW nHopmauum

B HacTosilem cTaHgapTe JOCTYN K NepCOHasIbHOW MeauLMHCKOW MHopMaumy paccmaTpuBaeTcs Kak
cobbITve ayanta. 3aecb «[locTyn» 03HayaeT co3faHue, YTeHune, OOHOBMEeHWe, yaaneHne gaHHbiX. Cogep-
XaHve XypHana ayauta npefocTaBnseT nHopmauuio 0 AaHHbIX A0CTyna («Korga», «KTo», «A0CTYn K Ybei
uHhopMauun»), nognexawmx sawmre. Cm. Tabnuuy 1.

Ta6nuuya 1— CobbiTns goctyna

CobbITns CopepxaHue

Cob6bITVA fOCTyna K NepCcoHanbHOV MeANLUHCKO Korga
nHdopmauun KT0

LocTyn K ybei nipopmauumn

6.2.2 Co6bITUA 3anpoca NepcoHaNbHOW MeANUUHCKON UHopmMaLun

3anpoc B 6a3y faHHbIX EHR c Uefbio nonyyeHns nHdopMaumy paccmaTpuBaeTcs Kak cobbiTve, noj-
Bepraemoe ayauTy. CobbiTe 3anpoca — 3TO CaM 3anpoc, CCblIKa Ha NEePCOHasIbHYI0 MEAULIMHCKYO MHAOP-
MaLmio. BO3HMKaKOLWasa B pe3ynbTaTe 3anpoca, cuMTaeTca cobbiTmeM goctyna. CogepxaHue sanucu ayguta
npefocTaBnseT MHGOPMALIMIO O 3anpoce («KOrAa», «KTo», «Kakue yc/ioBus 3anpoca»). Cm. Tabnuuy 2.

Ta6nunya 2 — CobbiTuA 3anpoca

CobbiTns CopepxaHune

Cob6bITVA 3anpoca NepcoHanbHON MeaNLMHCKO Korga
WHhbopmaymm KT0

Kakune ycnosusa 3anpoca
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7 CopepxaHue 3anucu ayauta

7.1 O6wwmin chopmat 3anmcu

Tabnuua 3 onucbiBaeT 06LwWmit hopmaT 3anucein ayauta. O cofepxaHumn 3anucu no Kaxaomy cobbiTuio
cM. 8. dopmat 3anucu onpegensetca B cootseTcTBun ¢ RFC 3881 (13] n DICOM [11] c so6aBneHuem gonos-
HUTENbHbIX noneii PurposeOfUse (LlenbMcnons3oBanus) un «ParticipantObjectPolicySet» (Komnnekc/lonutuk
O6beKTOBYYaCTHUKOB).

Ta6nuuya 3 — O6wWwii chopmart 3anuceit ayguta

Bax- LononHutenbHas
Tun Nwma nons Onucaxune
HOCTb nHopmaunsa
CsAsaHHOE EventID M NaeHTudukaTop cobbiTs, NpoBepsemMoro
C cobbiTnem ayauTom
1 . o
@ EventActionCode M Tun geicTBuA, BbINOSIHEHHOTO BO Bpems
CO6bITVA, NPOBEPSEMOro ayAnToM
. Cm. n. 12
EventDateTime M [aTa/Bpemsa HacTynneHus cobbiTUA, Nnposepse-
MOro ayAuTom
EventOutcome Indicator n Ycnex unu Heyaaya cobbiTus
EventTypeCcde n Kateropusi cobbiTus
CsszaHHOe UserlD M NaeHTndmkaTop nonb3oBaTens uau npowecca
C Nosnb30- .
BaTenem AlternateUserlD y AnbTepHaTVBHbIA naeHTUUKaTop Nonb3oBarens
(1.2) 1nu npouecca
UserName n Mms nonb3oBarena uam npouecca
UserlsRequestor y MHavkaTop TOro, 4To Nosib3oBartesb ABSeTca Cwm. n. 7.3
UNW He ABNSETCA MHULMATOPOM 3anpoca
RolelDCode y Cneuundmkauns poau, KOTOpPyto urpaeT nosb3o-
BaTe/lb B CMOJIHEHUN COObLITUS
PurposeOfUse " Kog uenv ncnosb3oBaHusa faHHbIX, K KOTOPbIM
OCYyLLecTB/EeH AOCTYN
NeUvorkAccessPotnt
" Tvn Toukn gocTtyna K ceTn
TypeCode Cm. . 7.4
NetworkAccessPointID n NpeHTudukaTop Touku focTyna K cetu
CBsizaHHOe AuditEnterpriseSitelD n MaeHTndukatop yyactka npeanpuaTns ayguta
c cuctemoi . .
ayanTa (1) AuditSourcelD M YHuKanbHbI MAeHTUUKATOP UCTOYHKKA ayanTa Cwm. n. 7.5
AuditSourceTypeCode n Koga Tvna uctoyHuka ayguta
Cs#A3aHHOE ParticipantObject
M Kop Tuna o6bekTa-yyacTHUKa
c o6bekTtom- TypeCode
Y4acTHVKOM bartici obi
0-N articipantObject M Tun koga o6bekTa ponu
( ) TypeCodeRole Aa 06 ap
ParticipantObjectData y NaeHTudmkaTop aTana XM3HEHHOTO LuKna M. . 7.6
LifeCycle [aHHbIX AN 06beKTa-yvyacTHUKa .
ParticipantObjectID
M Koa Tvna naeHTndmkatopa o6bekrTa-yyacTHuka
TypeCode A ava thukatopa 06 yHa
ParticipantObject y Komnnekc nonnTuk goctyna Ans ugeHtTugukato-
PoticySet pa obbekTa-yyacTHuKa
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OkoHuaHue Tabnuubl 3

Ba- JononHuTtensHas
Tun Vima nons HOCTb OnucaHve WHchopMALME
CBsA3aHHOe ParticipanlObject y YyBCTBUTENbHOCTb, OMNpefeneHHas MnosnTUKon
c 06bekToM-  Sensitivity ons NpeHtudukatopa o6bekTa-yyacTHUKa
YYaCTHNKOM = . . .
(0.N) ParticipanlObjectID M OnpepgensieT 4yacTHbI cnyyali o6bekTa-
yyYacTHUKa
. . Cm. T 7.6
ParticipantObjectName " Mma ob6bekTa-yyacTHuKa. Hanpumep
UMs Yyenoseka
ParticipantObjectQuery  M/u  CogepxaHue 3anpoca Ana 06bekTa-yyacTHuKa
ParticipantObjectDetall n MHdopmauns no 06 bEKTY-yHaCTHUKY
MHOXEeCTBEHHOCTb CTeneHb BaXHOCTW
(1) M O6sna3arenbHoe
(0-1) cywectsyet O unmn 1 MC YcnoBHO-06513a TeNbHOE
(1-2) cyuwectsyeT 1unu 2 n Heob6si3aTensHoe
(0-N) cywectByet ot 0 go N MW O6s3aTenbHOe UK Heo6A3aTeNlbHOe B 3aBUCUMOCTY OT COBbLITUS

7.2 WNpeHTudrkaumsa cobbiTua cpabaTbiBaHUs

7.2.1 WpeHntudpukatop cobbiTua (Event ID)

OnucaHune. YHuKanbHbli naeHTUUKaTOp ANA ONpefeneHHoro cobbiTus, NPoOBEPSAEMOro ayauToMm, Ha-
npuMep NyHKT MEHI0, NporpaMmMa, npaswio, NOANTUKA, KoA YHKLWUK, uMms npunoxerdns unm URL. OH onpe-
AensieT BbINOMHAEMYI0 OYHKUNUIO.

CrteneHb BaxHocTU. Ob6s3aTenbHoe.

dopmat/3HayeHns. 3akoAvpoBaHHoe 3HauyeHue, 6o onpegesnieHHoe paspaboTynkamm cuctemsl, 60
ynoMuHaemoe B c/fioBape ctaHgapTa. ATpnbyTt «code» («aTtpubyT») fo/mKeH 6biTb HEeBYCMbICIEHHBIM U YHU-
Kas/lbHbIM. MO KpaliHeli mepe, B npegenax ID (UaeHTudmkaTopa) uctouHmka ayamta (cm. n. 7.5). Mprumepamm
ID cobbITUli ABNSAOTCA UMA NPOrpaMMbl, UMSA MeToAa UK UMS OYHKLUN.

MpumevaHne — KoauposaHue BbicTpansaeTca no obpasuy IHEITITF-1 nTP-1 [12Ju NCO 12052 [1]. gononHe-
Hue 95 k DICOM [11].

Cxema XML B RFC 3881 onpegensieT AOMOMHUTE bHbIE aTpMOBYThl 415 ONpeAefieHHbIX peannsaunei
3aKOAMPOBAHHBIX 3HAYEHUI UK CCbINIOK Ha cTaHdapTbl (CM. Tabnuuy 4).

Tab6nuuya 4 — CcbiNoyHble aTpubyThl ID cobbITUA
ATpUGYT 3HaueHne
CodeSystem (CuctemaKoga) Ccblfnika Ha OID

NMsi cucTeMbl KOLMPOBAHWA: HACTOSITENIbHO pPeKoMeHAayeTcs

CodeSystemname (MmaCuctemblKogupoBaHus)
yUuUTbIBaTb 418 /IOKaNbHO ONpefeneHHbIX KoAoBblXx Habopos

CodeValue (3HauyeHneKopa) OnpegfenexHblii Kog B npesenax CUCTeMbl KOAUPOBAHMS

3HayeHne, KOTOpoe [0/IKHO 6bITb MCMNO/Ib30BAHO npn nemMoH-

DisplayNanre (OTo6paxaemoelims) CTpauuy u B oTueTax

OriginalText (McxoaHbINTEKCT) BxogHoe 3HaueHve, kKOTOpoe 6biN0 NepeBeAeHO B KO,

Lna BbINONHeHUs TpeboBaHWA OLHO3HAYHON WMAEHTUMUKALMN COBbITUS MHOXECTBEHHblE 3HAYEHUS
MOXHO He onpegensTtb.

JNlornyeckoe obocHoBaHue. [laHHoe nosne naeHTuduuMpyeT QyHKUMIO, NpoBepsaemyto ayauToM. B cny-
Yyae 3anucein ayguta koga AeincTBua cobbiTusi «Execute» («BbINONHWUTL») AaHHOe none ugeHtTuduumpyet
BbINOTHEHHYIO PYHKLMIO MPUIOXKEHUS.

8
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Mo kpaiiHeli Mepe, oanH U3 atpubyToB. CodeSystem (OID) unm CodeSystemName, siBnsieTca obs3a-
Te/bHbIM.

7.2.2 Kog peicTtBua cobbiTusa (EventliD)

OnucaHue. NpeHTudmkaTop Tvna AeicTBUS, BbINOIHEHHOIO B COOLITUM ayauTa.

CteneHb BaxHoCTU. Oba3aTesibHoe.

dopmaT/3HayeHus. MepeuncneHsl B Tabauue 5.

Tab6nuua 5— Koabl AeiicTBMA cO6bITUSA
3HaveHve 3HaueHvie Mprmveps!
C Cospatb Co3faTb HOBbI 06BEKT 6a3bl AaHHbLIX, HAMPYMEP pa3MelleHne 3akasa

MpouunTtats/ MokasaTb/

R OT06pasnTb NNKN pacneyarartb AaHHble, HANpPUMep AnarHos
PacneuataTb/ 3anpoc P P A P PA
OBHOBUTE O6HOBWTb AaHHble, HanpuMep BHeECEHNE U3MEHEHWI B NEPCOHa/bHYIO
" MeANLMHCKYI0 MHopMaLnio
D Ypanutb CpenaTb 06bEKTbI HEAOCTYMHbLIMU
BbINOMHNTL (PYHKLUIO CUCTEMBI UMW NPUTOXEHNSA, HANPUMep MOUCK,
E BbInosHnTL yHKy p p P

n3ssie4eHne uUan ncnosib3oBaHne metoga o6bekTa

Nornueckoe obocHoBaHwMe. [aHHoe nosne B LUMPOKOM CMbIC/E 0603HayvaeT, Kakoi BUA ,D,EVICTBVIFI 6b1N
BbIMNO/IHEH Hapg OG'I:EKTOM-yHaCTHI/IKOM.

MpumeuaHns

1 [lelicTBuA, He nepeuynciieHHble Bbllle, paccMaTpuBaloTCs Kak BbiNOMHUTL onpefenieHHylo yHKLM nav me-
ToA MHTepdelica 06bekTa UM paccmaTpuBalTCs Kak ABa WM 60fiee OTAeNbHbIX COGbITWIA. [leiicTBUE NPUNOXEHUS,
Takoe Kak aBTopu3alus Wan ucnosib3oBaHue LUMPOBOI nognucu, asnseTca dyHkumeli Bbinonnuts, a ID cobbiTusa ee
naeHtTuuympyer.

2 inA HeKOTOpbIX NPUIOXEHWA, Takux Kak peHTreHoBckas BM3yanusauus, feicTBue 3anpoc MOXeT onpefenvTb
TO/IbKO Ha/Mune faHHbIX, HO He NpefoCcTaBMTb AOCTYN K CaMuUM AaHHbIM. MpoBeAeHne ayanTa He Bcerga TpebyeT Takoro
TOHKOrO pasrpaHuyeHus.

3 KoM6MHMpOBaHHbIE AelicTBUS, Takne Kak «MepeMecTuTb», «3aapxnBupoBaTb» Unn «CkonmpoBatb», 6yayT npo-
BEpPATbCSA ayAMTOM NOCPeACcTBOM CO3AaHMA AaHHbIX ayauTa 415 KaxAol onepauun — 4YTeHus, co3faHns, yaaneHns —
1nu onepaunii BoinonHeHna hyHKUUM U meToaa.

7.2.3 flata n Bpemsa cobbiTua (Event date and time)

OnucaHune. OnpegeneHve aatbl/BpeMeHn. ABAAOLWEecs 04HO3HAYHbIM MO OTHOLIEHWUIO K MECTHbIM Ya-
COBbIM MOSiCaM.

CreneHb BaxXHOCTU. Obsi3aTesbHOe.

dopmart/3HaveHus. MpeacTaBneHve Aatbl/BpeMeHU. ABASAOLWEECS 04HO3HAaYHbIM NpW nepefadve Bce-
MUWPHOTrO ckoopAuHupoBaHHoro BpemeHn (UTC). Bpemsi gosmkHo 6biTb B hopmaTe UTC. kak B VICO 8601:2004,
1 umeTb pacxoxgeHune ¢ UTC He 6onee 250 mc.

Nornyeckoe o6ocHoBaHue. [laHHOe none NpuBsA3biBaeT COObITME K ONpefeneHHbIM AaTe W BPeMEHMU.
AyauTbl 3aWmTbl 06bIYHO TPEOYIOT COOTBETCTBYIOLLYIO BPEMEHHYIO OCb A1 yCTPaHeHUsa nNpo6em, CBSA3aHHbIX
C 4acoBbIMW Nosicamy, BO3HUKAKOLLMX U3-3a reorpadduueckoro pacnpegeneHus.

NMpumeyaHune — B pacnpegeneHHoli cucteme xopolueii TaKTUKO BHeAPeHUA ABNSeTCA UCNONb30BaHNe CBOEro
pofia o6Leit BpeMeHHOW ocu. Hanpumep, NTP cepsepa [RFC 1305).

7.2.4 NugukaTop pesynbtata cobbiTua (Event outcome indicator)

OnucaHue. O6o3HayaeT, 6b110 1 COBbITUE YCMELUHbIM UK HEeYCNELIHbIM.

CTeneHb BaXHOCTU. HeobasaTesibHOe.

dopmat/3HaveHus. 3akoanpoBaHHoe 3HauveHue. Koa Homb (0) o603HavaeT ycrnex cobbiTvs. 3HauyeHust
Heycnexa CoObITUS He UMEIDT 3HAYMMOCTUN B npefenax 061acT NPYMeHeHNs HacTosALWero ctaHaapTa.

Nornyeckoe o6ocHoBaHmWe. [laHHOe N0 NpegHa3HaYeHo A1t COXpaHeHWs COBMECTMMOCTM CO criefamMm
ayauTta cornacHo IETFRFC 3881 [13].

7.2.5 Kog Tvna co6biTusa (Event type code)

OnucaHwue. MaeHTudmkaTop KaTeropuv coobITus.
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CreneHb BaxHoOCTU. HeobsizaTensHoe.

dopmat/3HadeHus. MNepeuncneHve 3akoAVPOBaHHbIX 3HAYeHNA, NM60 onpeAeneHHble pa3padoTymkamm
cucTeMbl, M60 ynoMuMHaemoe B crioBape ctaHgapta. Cxema XML B RFC 3881 onpegensieT AOMO/HUTEb-
Hble aTpubyTbl ANA ONpeAesieHHbIX peanv3auunein 3aK0ANPOBaHHbIX 3HAYEHWI NN 3HAYEHWI, YNTOMUHAEMbIX
B CTaHjapTe, nokasaHHbIX B Tabnuue 6.

Ta6nunya 6— CcblIOYHbIEe aTpuUbYThl KOAa TMNa cobbITUA

ATpnéyTt 3HaueHue
CodeSystem Ccbinka Ha OID
CodeSystemname NmMa  cucTeMbl KOAWPOBAHWUS; HACTOSITENIbHO pEKOMeHAyeTcs yuuTblBaTb AN

NIOKaNbHO ONpeaeneHHbIX KOJOBbIX HAG0POB

DisplayName 3HaueHue, KOTOPOe JO/IKHO GbITb UCMOL30BAHO NPU AEMOHCTPALMM 1 B OTYeTax

OrigmalText BxofHoe 3HauyeHune, KoTopoe 6bIN10 NnepeBefeHo B KOA,

Co6bITus MOryT 6bITb KnaccugumuupoBaHbl 60nee YeM OAHUM CNOCO60M, MO3TOMY MOryT 6bITb 0603Ha-
YeHbl pas/iyHble 3HaYEHUs.

Noruuyeckoe o6ocHoBaHWe. [laHHOe Mnosie NO3BOMSIET fAefaTb 3anpockl 3anuceli ayamTa nocpescTBoM
onpeAeneHHbIX peanu3auueii KaTeropuin CoobITUNA.

7.3 WVpeHTudukaynsa nonb3osarens

7.3.1 NpeHTndpukatop nonb3osatens (Usor ID)

OnucaHue. YHuKasbHbIN MAEHTUMKATOP ANA NONb30BaTeNs, NPUHMMAIOLLEro akTMBHOE yvyacTue B CO-
ObITUN.

CrteneHb BaxHocT. Ob6s3aTenbHoe.

dopmat/3HaueHuns. TekcToBasa CTpoka naeHTUdukaTopa noib3oBarens N3 cUcTembl ayTeHTUdMKaLuu.
YHukanbHoe 3HayeHune B npegenax NaeHTudukartopa ictouHmka cobbitma (CM. n. 7.4).

JNornyeckoe o6ocHOBaHue. [laHHOe noJsie NpMBA3bIBAET COObITUE ayanTa K onpeAesieHHoMy nosib3osarte-
nto. B faHHOM KOHTEKCTe Mo/ib30BaTe/lb MOXeT ObiTb YE/T0BEKOM, FPYMMoi, KOMaHAoM, cepBepoM, NPOLLECCOM
Uy NOTOKOM 3ajau.

MpumeyaHusn

11N MEXCUCTEMHbIX ayiMTOB, OCOGEHHO C AONTUM XPaAHEHWEM, AaHHbI nAeHTUdKaTop Nonb3oBaTens npegHa-
3HaueH AN NOCTOSIHHON NPUBA3KM COBLITUSA ayAuTa K onpefesieHHOMY No/b30BaTe o NOCPeACTBOM YHUKANIbHOTO Koua,
KOTOPbI COXpaHSET CBOK YHUKA/IbHOCTb B TEYEHNE BCErO CPOKa eliCTBUS apX1BUPOBaHUA ayANTOPCKNX CefoB.

2 Ans y3noBoii ayTeHTUdMKALWY, TAe UAEHTUDULMPYETCS TObKO 060pyAoBaHMe WK NPOLECCHl CUCTEMBI, a He
nonb3oBartenb-4enoBek. ViAeHTurKaTop NoNb30BaTe s CUUTAETCS UMEHEM y3na.

3 Ecnu aygutopckuii cnep Ao/mKeH GbiTb UCNOMb30BaH ANS KIMHUYECKOTo ayauTa Wnam A8 Toro, YTo6bl Npu He-
06X0AMMOCTU NPEAOCTaBNTb AoKa3aTeIbCTBa HEHAA/IEeXALLEro NCNO/Ib30BaHWs, ayAUTOPCKMiA cred AOMKEH OAHO3HAUHO
accounmpoBaTh YHUKabHbIA NAEHTUGNKATOP C peanbHbIM Nosib30BaTesNeM.

7.3.2 AnbTepHaTUBHbIN uaeHTudmkaTop nons3osatens (Alternative user ID)

OnucaHne. AnbTepHaTUBHbIN YHUKabHbIV nAeHTUdMKaTOp ANS Nonb3oBarens.

CreneHb BaxHOCTW. HeobsizaTenbHoe.

dopmat/3HaueHusn. TekcToBas CTpoka naeHTUdUkaTopa nosb3osarens U3 cucTeMbl ayTeHTUNKaLnK.
[JaHHbIl ngeHTndmKaTop, Npu ero Hannuum, byaeT n3BecTeH o6LLel cucteMe ayTeHTudukaumm.

JNlornyeckoe 060CHOBaHWE. B HEKOTOPbLIX CUTyauusax Nosb3oBaTeslb MOXET ayTeHTU(MLMPOBATLCA Of-
HUM CPeACTBOM UAEHTUMKALMK, HO ANS TOro, YTOObI BOWTU B ONPeAeneHHy0 CUCTEMY NPUMOXEHUS, OH MO-
XeT Mcnonb3oBaTb PaBHO3HAYHbIE CpeACcTBa naeHTUdukaummn. B Takom cnyyae anbTepHaTUBHbLIN AEHTUN-
kaTop 6yAeT ABAATLCA OPUTVHA/IbHLIM CPEACTBOM UAEHTUdMKALMW, UCNONb3yeMbIM 418 ayTeHTudmKalum, a
MaeHTndmkaTop nosb3oBaTesna ABASETCA U3BECTHbIM NPUIOKEHNIO U UCMOMb3YEMbIM UM.

7.3.3 Vima nonb3oBatensa (User name)

OnucaHve. 3Haunmoe 1A YyenoBeka UMs Nonb3oBarens.

CreneHb BaxHOCTU. HeobsizaTensHoe.

dopmaT/3HaveHusn. TekcToBas CTpoka.

10
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Nornyeckoe o6ocHoBaHne. NaeHTudgmkaTop nonb3oBatens v AnbTepHaTUBHbI MAEHTUUKATOP NOJb-
30BaTesnig MOryT ObITb BHYTPEHHUMW W/IN X CKPbITbIMW 3HauYeHusMU. [laHHoe none nomoraeT ayavwTopy npu
naeHTUdrKaLMn peasbHOro Nosib3oBarens.

7.3.4 NMonb3oBaTenb — MHMUKMaTop 3anpoca (User is requestor)

OnucaHue. IHAMKaATOP TOro, YTO MO/Ib30BATE b ABNSETCA WU He ABMSETCS 3anpallnBatoLM WA UHU-
LpaTopom Ana cobbITVA, NPOXOAALLEro NPOBEPKY ayaUTOM.

CTteneHb BaxHOCTU. HeobAsaTenbHoe.

dopmart/3HaveHus. bynesckoe 3HaueHue, CTaHAapTHOE/MPUHATOE 3HaUYEeHEe — «true» (KUCTUHA»).

Nornyeckoe o6ocHoBaHWe: [laHHOe 3HauyeHue WCMNob3yeTca AR pasrpaHMyYeHuns 3anpauyBaroLmnx
nonb3oBaTesnieil U nosb3oeaTesniein-nonyyateneli. Hanpumep, oTYET MOXET ObITh HaWAEH Nosib3oBaTenem (3a-
npawmBsatoLmm). Minu nonb3osarte b (3anpallnBaloLLnii) MOXeT 3anyCcTUTb OTNPaBKy BbiIBOAA OTYeTa ApYyromy
nosib3oBaTento (KOTOPbIV ABNAETCA noslyyaTeniemM OTYeTa, a He 3anpalunBatoLLMm).

7.3.5 NpaeHTudukaynoHHslin ko ponun (Role ID code)

Onucanue. Cneyudukaumsa poau, KOTOpyH urpaeT Nosb3oBaTe b B UCMOMHEHNN COObITUSA, Kak nponuca-
HO B 3aliuTe poneBoro 4ocTyna. Takme cUCTeMbl POSIEBOrO JOCTyNa NPUBA3bIBAIOT KakAOro Nosb3oBatens K
O[HOWM M/IN HECKONbKUM POJIAM, @ KaXAyt posib — K OZHOW UM HECKOMIbKUM CUCTEMHbLIM COYHKLMAM.

CTeneHb BaXHOCTW. Heobs3aTeNbHOe, C MHOXECTBOM 3HAYEHWIA.

dopmat/3HaveHuns. 3akoAnpoBaHHOe 3HayeHne ¢ atpubyTom «code», KOTOPOMY NMPUCBOEHO 3HAYeHue
KoAa posv UAN TEeKCT OT CUCTEMbl aBTopusaumn. MoxeT 6biTb YKa3aHO HECKO/IbKO 3HAYEHWI, TakK Kak MoXeT
1CMoNb30BaTbCA HECKO/IbKO CUCTEM POMIEBOr0 AoCTyna wunm knaccudmkauuii. O6paTnte BHUMaHME, YTO U B
MNCO 27799:2008, n. 7.8.2.2 (YnpaBneHne nonHomouusamu), n B MICO/TC 22600 (6] ykasbiBaeTcs, 4TO MoJb-
30BaTe/lb CUCTEMbI MEAULIMHCKOW MHopMaL K, cofepxalleil NnepcoHasibHyl0 MeAULMHCKY MHhopMaLmio,
MMeeT A0CTYN K CepBMCaM B JMHCTBEHHON posn (T. €. NoNb30BaTeNsaM, 3aperncTpupoBaHHbIM C HECKOIbKUMM
ponsiMu, NpUNUCbIBAETCSA eAUHCTBEHHAs PO/ib BO BPEMS KaXKAOro ceaHca [ocTyna K CUcTeMe MefULMHCKOM
MHbopmaLun).

PekomeHayeTCcs ©CNOMb30BaTb CUCTEMY KOAMPOBAHWSA, COBMECTUMYIO C (DYHKLVMOHANbHBIMU POAAMM,
onpegeneHHbiMn B ICO/TC 21298 [4] n nepeuncneHHbiMy B Tabnuue 7.

Ha ngeHTuchmkaumio cnosaps AN 4aHHOTO CNMcKa 3aKoAMPOBaHHbIX 3HAYEHUI MOXET CCblaTbCs crie-
aytowmii OID, o603HauYeHHbI ¢ Mcnonb3oBaHneM HAsbika ASN.1 ana onucaHus abCcTpakTHOrO CUHTakcuca
(ASN.1), onpegeneHHoro B ICO/M3K 8824-1 [7] n MCO/M3IK 8824-2 (8].

NaoeHTudukauns cnosaps. UCO (1) ctaHgapT (0) doyHKLMOHaNbHBIE U CTPYKTYPHblEe ponu (21298) cno-
Bapb (OYHKLMOHAsbHbIX ponei (4).

Ta6nuua 7 — NaeHTUDUKALMOHHbIE KOAbl (DYHKUMOHANBHbIX POnei
role_idenMier role_name OnucaHve

Cy6bLEeKT NONyuYeHuss meau-

01 o OCHOBHOi Cy6beKT flaHHbIX 3N1EeKTPOHHOW MeANLMHCKON KapTbl
LIMHCKOI nmomoLum
02 AreHT cybbekTa nonyuveHus Hanpumep, poAuTenb, ONEKyH, MU0, OCYLLeCTBASAOLWeEee yxoh, uau
MeULMHCKOW nomoLu [pYroii 3aKOHHbIN NpeacTaBuTeNb
03 MepcoHanbHblli  paboTHUK  PaGOTHUK UNKU PaGOTHUKW 34paBOOXPaHeHNs, HaxosLWwmnecs B TECHOM
3paBooxpaHeHus CBAI31 C NALMEHTOM, 4acTo CeMeliHblil Bpay nauneHTa
HasHauaeTcs cy6beKTOM MOSTyYEeHUss MeAULMHCKO noMoLm U
04 YNONHOMOYEHHBbI PaBOTHUK  nasHauyaeTcsi  MEAUUMHCKUM  yupexaeHuem (Mpu  HasHaueHuu
3ApaBooOXpaHeHuns PYKOBOACTBOM, MpakTUke» U T. 4, Hanpumep, PyHKLNA aBapuitHoro
obxogna)
CTopoHa, BOBMEYEHHasi B npefocTaB/ieHne MNpsMOR MeauLUHCKOW
05 PaboTHMK 34paBOOXpaHeHns p PeA P Ay
NOMOLLM NauneHTy
06 PaboTHuk neuebHo-0340p0- CTOpPOHA, KOCBEHHO BOB/IEYEHHAs B YXO[ 3a MauyuMeHToM, obyyeHve,
BUTENbHbIX YYpexaeHunii nccnefosaHve n T. 4.
NMobble rme CTOPOHbI, MOJepXuBaloLme okasaHue ycnyr nayu-
07 AamMuHucTpaTop APy P AAEP " yeny 4

eHTy
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[aHHoe none naeHTUUUMpyeT CNUCOK (OYHKLMOHANbHLIX POJE BbICILIEro YPOBHS An1s ob6ecneyeHus
BO3MOXHOCTW UHTeponepabebHOro o6MeHa Mexay pUCAVKLMAMN N NpegMeTHbIMK 06nacTaMn. OHO MOXeET
NPUMEHSTLCA A8 yNpaB/eHns co3faHueM, AOCTynoM, 06paboTkoii 1 nepepayeii MegUUMHCKOW nHGopma-
uvn. Bonee petanuanpoBaHHble (DYHKLMOHA/IbHbIE POIM MOTYT GbiTb NMPUCBOEHLI B Npeaenax npeaMeTHol
061acTN MW IPUCANKLUN WU MOTYT ObITb OrOBOPEHbI 4719 06MeHa HdopMauvein mexay TakuMu npeamert-
HbIMW 06/1aCTAMW UMW IOPUCANKLUSAMU.

Kogb! MOryT 6bITb ONpefeneHbl peanvsaymeli M ynoMmmHaTsCs B Nepeync/ieHn B crioBape craHjapTa.
Cxema XML B RFC 3881 onpegfensieT AonofiHUTENbHbIE aTpubyThl 419 ONpeAeNieHHbIX peanusaunein 3akoam-
pOBaHHbIX KOAOB WM KOLOB, YNOMUHAEeMbIX B CTaHAAPTe, Kak nokasaHo B Tabnvue 8.

Ta6nuua 8— CcblnoyHble aTpubyThl Koga UAeHTUdMKATOpa pou

ATpnGyT 3HaueHune
CodeSystem Cchbinka Ha OID
COdeSyslemname Nmsa cuctembl KOAMpOBaHNA; HACTOATE/IbHO PEKOMEHAYETCA yUUTbiBaTb ANIA JTOKa/IbHO

onpefeneHHbIX KOf0BbIX HAG0POB
DisplayName 3HaueHne, KOTOPOe AO/MKHO BblTb NCMOIL30BAHO NPY 4EMOHCTPALMM U B OTYETAX

OriginalTexl| BxoaHoe 3HauyeHune, KoTopoe 6bifI0 NepeBefEHO B KO,

Nornyeckoe obocHoBaHue. [laHHOe none nNpuBaA3biBaeT COObITVE ayanTa K ponu nonb3osartens. [laHHas
ponb SBNAETCA K/YEBbIM 3/1IEMEHTOM B NOMMTMKAX ANA KOHTPONA AOCTyna K NepCcoHasibHOW MeAULMHCKOM
NHopmaunm.

[ononHnTeNnbHY MHhopMaymnio MoXHO Haintn B UICO/TC 22600 [6] 1 UCO/TC 21298 [4].

7.3.6 LUenb ucnonbsosaHusa (Purpose of use)

OnucaHne. O603Ha4aeT Lesb, C KOTOpoii ByaeT Ncnosb3oBaHa nNepcoHanbHas MeanuuHcKas nHdopma-
Lus. K KOTOPOW MoNy4YeH JOcCTyn.

CreneHb BaxHOCTU. Heobs3aTenbHoe.

dopmat/3HadeHus. MNepeuncneHne 3akoanpPoBaHHbIX 3HaYeHWl NM60o 3aBUCUMbIX OT peasusauumn, 6o
ynoMMHaeMbIX B C/ioBape ctaHgapTa.

PekomeHayeTcst MCNONb30BaTb CUCTEMY KOAVMPOBAaHWSA, COBMECTUMYIO CO CXEMOW Knaccudmkaumm ue-
neii ons 06paboTkM NepcoHanbHON MeauUMHCKo MHhopmaummn, onpegeneHHoix B UCOAC14265 [2] n nepe-

YMCNEHHbIX B Tabamue 9.
Ha naeHtudmkaumio cnoaps Ansa AaHHOTO CNUCKa 3aKoAMPOBaHHbIX 3HAYEHWI MOXET CCbllaTbCs cne-

aywowwnii OID. 0603HaYeHHbI ¢ ucnonb3oBaHneM sA3bika ASN.1 AnA onucaHus abCTPakTHOrO CUHTaKcmca
(ASN.1), onpegeneHHoro B MICO/M3K 8824-1 [7] u UCO/M3K 8824-2 (8].

NpeHTudpmkauma cnosaps. UCO (1) ctaHaapT (0) Knaccudmkaumsa ueneii Ans o6paboTkm nepcoHab-
HOI MeAMLUMHCKON nHpopmaumm (14265) TepmuHonorusa ansa knaccudpmkauum ueneii aAns o6paboTkm nepco-
HanbHON MeauUMHCKoW nHdopmaumn (1).

Ta6nuua 9 — Knaccudukauma uenei

Kost TepMuH Taccudur.ayum OnucaHune (MHopmaTUBHOE)

1 Oka3aHue KAMHUYecKoi nomowm oT-  [nsi MHOPMUPOBAHUS NUL, MU MPOLECCOB, OTBETCTBEHHbIX 3@ Npeso-
[eNbHOMY CYGbEeKTy MONyYeHWs Me- CTaB/EHUE MEAWLMHCKUX YCNYr CYObEeKTYy MNOSy4YeHUs MeauLUHCKOI

LULMHCKOI moMoLLm nomotum

2 OKasaHve HeOT/IOKHOM nomMowm OoT- 15l MHDOPMUPOBAHUS /UL, KOTOPbIE A0/KHLI HE3AMEAIUTE/IbHO Nnpe-
LeNbHOMY Cy6bekTy MosydyeHUs Me- [OCTaBUTb MEULMHCKME YCNYru CyBbekTy nonyyYeHust MeauuuHCKOw
LVUMHCKOI moMoLLm MOMOLLYM, BO3MOXHO, TPE6YS MOMIMTUK COTNaleHNst U 3aMeLLeHNst, OT-

JNINYHBIX OT OTHOCALWMXCA K Lenn 1, yKaSaHHOf/‘I Bbllle

3 Mopsepxka nOeicTBMii no yxogy B  [lns MH(OPMUPOBAHUS NUL UM NPOLLECCOB, MO3BOMSIOWMUX APYTUM
npefenax opraHusauuu nocTaBliMka NPEfOCTaBAATb MEAWULMHCKUE YCYTN CYGbEeKTY MOyYeHUs: MeAnLMH-
yCnyr Ans OTAENbHOTO Cy6bekTa Mo- CKOW MOMOLM, NMOCPEACTBOM YNpaBfeHWUst AEWCTBUSIMU WI'uiu Cpea-
NyYEHNs1 MeANLMHCKON NoMOoLLM cTBaMu
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OKoHYaHue Tabnuuybl 9

Koa

4

10

11

12

13

14

TepMuH knaccudukalmum

O6ecneyeHne BO3MOXHOCTM OMaThbl
npefocTaB/ieHns NOMOLMN OTAESbHO-
My CY6BLEKTY MONyyeHuss MeaULMH-
CKOVi nomouiu

YnpaBneHme un obecnevyeHne kave-
cTBa MeANLMHCKOro 06Cnyxmnsanus

O6pasoBaHue

Hab6ntogeHne 3a 300pOBbeM Hacese-
HUs

YpesBblyaiiHble cUTyaLuu, SBsoLLm-
ecs yrpo3oii gna o6LecTBEHHO 6e3-
0nacHoCTM

YnpasfneHue 340p0OBLEM HaceneHus

VccneposaHue

MccnepnoBaHus pbiHka

CypebHble npoueaypbl

HasHaueHus cy6bekTa
MeANLMHCKOW nomoLm

nonyyeHus

TOYHO He ycTaHOBNEHHOE

FOCTP NCO 27789—2016

OnucaHue (MHchopmaTuBHoE)

[Nns vHDOPMMPOBAHUS NUL, UKW MPOLECCOB, o6ecneynBaloLwmnx [o-
CTYNHOCTb (DOHAO0B /UMK paspeLleHnii cCo CTOPOHbI NaaTesnbLivka ans
npefocTaB/eHNs MEeANLUHCKAX YCNYT CY6bEKTY NOoMyYeHUs MeguumuH-
CKOW nomolm

ONs MHHOPMUPOBAHMS UL, MW NPOLECCOB, OTBETCTBEHHbIX 3a Onpe-
fleneHne JOCTYNHOCTK, KayecTBa, 6e3onacHoCTW, cnpaseaiMBOCTA U
pPeHTa6eNbHOCTU MEANLMHCKMX YCNyT

Ans noadepxkn o6pa3oBaTesibHOr0 U NPOMEeCcCHoHanbHOro pasBuTHs
paboTHMKa 3apaBooXpaHeHuns

ON5 MHKhOPMMUPOBAHUA MWL, UM NPOLLECCOB, KypUpYHOLWMUX BOMPOCHI
MOHWUTOPUHIA HACENIEHNUsI W TPYMN HACENEHUS HA NPEAMET KPYMHbIX CO-
6bITVii B cchepe 34paBOOXPAHEHNS U MOC/MeAYIOLEro BMeLLaTeNbCTBa
C Ue/blo NPeSOoCTaBNeHUs YCyr 34PaBOOXPaHeHUs UK NPognaaKkTu-
YECKUX YCNyr AN COOTBETCTBYIOLLUX /L

ONs MHGOPMUPOBAHWS NUL,. OTBETCTBEHHbIX 3a 3alMTy 06LLEeCTBa, B
CUTyauusax, Korja CUuTaeTcsi, 4TO MMeeT MeCTO 3HauuTesbHbl puck
LN 4neHoB 06LecTBa, BO3MOXHO, TPEOYS MOSIMTUK COrNalleHuns 1 3a-
MeLLEeHNS. OT/INYHBLIX OT OTHOCALLMXCS K Lienn 7. ykasaHHOi Bbilwe

Ans MHhOPMUPOBAHUA NKL, UM NPOLLECCOB, OTBETCTBEHHbIX 38 MOHW-
TOPWHT HACeNeHns 1 IPynn HacesieHus Ha npeamMeT cobbiTuil B cihepe
3[1paBOOXPaHeHusi, TEHAEHUUI 1 pe3ynbTaToB C Liesbio MHopMUpoBa-
HUA NO 3HAYMMBIM CTPATErnsiMm U NOAMTUKaM

[ns noafepxkn nonyvyeHns 0606LLEHHbIX 3HAHWIA

[nsi NoAAepXKU MOJyYEeHNUsT 3HAHUM, XapakTePHbIX ANA NPOAYKTa WUn
opraHusaumu

Ona MHGOPMUPOBAHUS NUL, MW NPOLLECCOB, OTBETCTBEHHbIX 3a 06e-
crnevyeHne COOTBETCTBUSA 3aKOHOAATENIbCTBY WAN 3aKOHHO YMOTHOMO-
UeHHoe BefleHne paccnefoBaHuii No yronoBHbIM, rpaxaaHCkum 1 Hop-
MaTUBHbIM NpaBoOHApPYLLIEHNSM

ONna MHDOPMUPOBAHNUA CYOGbEKTA NOJyYEHWUS MELULMHCKON nmomoLiu
unu ero/ee 3aKOHHO YMOSTHOMOYEHHOTO areHTa no noAAepxke NHTepe-
COB Cy6beKTa MoslyyeHns MeAnNLMHCKON NOMOLLM UK B C/TyYaB CMEPTK
LANA NOAAEPXKKM YyX0Aa 3@ YEHOM CeMbi

PackpbiTe Ha OCHOBe aBTOpuU3auuil, He TPeGyLWMX yKazaHus Lenm
Unn Lenei, ANa KOTOPbIX HE MPUMEHUMbI Apyrue KaTeropum B faHHOM
pasgene

Nornyeckoe o60cHOBaHwMe. [aHHOoe 3HayeHne No3BoJISET OUeHnBaTb COOTBETCTBUE cobbITUA ayauTa no-
NNTUKE npegocTtaB/ieHna A0CTyna B opraHusaumn.

7.4 VpeHTndmkauma ToUkm goctyna

7.4.1 Kogpg tuna Toukm goctyna k cetu (Network access point type code)
Onucanune. NaeHTudpmkaTop Ana Tna TOYKM JOCTyna K ceTu, co3aaslueli cobbiTne ayauTa.

CTteneHb BaxHOCTU. HeobAasaTenbHoe.
dopmaT/3HauveHus. MepeuncneHne, kak nokasaHo B Tabnuue 10.
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Ta6nunya 10— Kogbl TMNa TOYkM gocTyna

3HayeHne CopepxaHke
1 Mima mawuHbl, Bkoyas nma DNS
2 IP-agpec
3 Homep TenedoHa

Noruyeckoe o60CcHOBaHWE. TN AaHHble ONPeAensiioT UAEHTUMUKATOP TUNa TOYKM A0CTyNa K CETU npu-
60pa nonb3oBatens 418 cobbiTnA ayanTta. IT0 HeobA3aTelbHoe 3Ha4YeHne, KOTOpoe MOXET 6blTb UCMO/b30-
BaHO A1 rpynnoBbIX COOLITUIA, 3aNNCaHHbIX HA OTAE/NbHbIX CepBepax, 4718 aHanm3a AocTyna B COOTBETCTBUM
C TUMOM TOYKM JOCTYNa K CETH.

7.4.2 WpeHTtudukatop Toukm goctyna k cetun (Network access point ID)

OnucaHue. MaeHTudhukaTop AN TOUKM AocTyna K ceTu npubopa nosnb3oBatens 418 cobbiTus ayauTa.
OT0 MOXET 6bITb UAEHTUUKATOP npubopa, IP-agpec unn Kakoil-nn6o Apyroi naeHTudrkaTop, accouumpo-
BaHHbIA C Npubopom.

CreneHb BaxXHOCTU. HeobsasaTenbHoe.

dopmat/3HayeHns. Ecnm ycTaHOBIEHO, TEKCT MOXET OblTb OrpaHnyeH A0 A0NYCTUMbIX 3HaYeHWi Ans
[JaHHOro Tvna TOYkM JocTyna K ceTu. B crnyyae HEeCKO/IbKMX AOCTYMHbIX BapuaHTOB PEKOMEHAALMN AO/MKHbI
6bITb MakCMMasibHO VHANBUAYASTbHBIMU.

Nornyeckoe 060CHOBaHME. ITU AaHHble ONpPefensatT TOYKy AOCTyna K CeTU nosnb3oBatens, kotopas
MOXET 0T/IMYaThbCS OT CEPBEPA, OCYLLECTBUBLLETO AeiicTBUe. ITO HeobsA3aTelbHOE 3HAUYEHUE, KOTOPOe MOXET
6bITb MCNOML30BAHO 418 TPYNMNOBbIX COBLITWIA, 3aNNCaHHbIX HA OTAENbHBIX CEpBEpax, 418 aHaim3a goctyna K
[aHHbIM onpefenieHHON TOUKM A0CTyna K CeTU BO BCEX CEpBEpaXx.

MpuMeyaHne — VAEHTU(MKATOP TOUYKM [OCTYyNa K CeTU He 3aMeHsieT JIMYHYI y4eTHOCTb. B 4acTHoCTH,
IP-agpeca B MHTEPHETE OYeHb N3MEHUYMBbLI N MOTYT GbiTh NPUCBOEHbLI HECKOILKUM /H0AAM 3@ KOPOTKWIA Nepuos BpeMeHu.

Mpumepsl

1VpeHTuUdrKkaTOp TOUYKKM ocTyna kK ceTun: 192.0.2.2.
Kog Twna Touyku gocTyna k ceTu: 2 = IP-adpec.

2 peHTundurkaTOop TOUYKM jocTyna kK ceTun: 610-555-1212.
Kof Twuna Touku gocTyna k ceTu: 3 =Homep TenedoHa.

7.5 NpeHTudurkaunsa ncTovyHvka ayanta

7.5.1 O6wuwne ceefeHns

[aHHble cnefoB ayamTa MOryT 6biTb cOBpaHbl U3 Pas/IMyHbIX UCTOUHUKOB, TaknX Kak.

- [aHHble 3aWnTbl MHPOPMALMOHHBIX CUCTEM;

- CNyx6bl KaTanoros;

- CepBUCbl onpeAeneHns NoNUTKK JoCTyna;

- JaHHble AOCTyna Ha YpoBHE MPWIOKEHUS.

3almMieHHble CepBUCHI AO/MKHbI NOMyYaTb 3TN AAHHbIE.

PaccmatpuBaemMble HUXE AaHHble HEO6X0AVMbI B OCHOBHOM A/151 CUCTEM U MPOLLECCOB NPUNOXeHNiA. Tak
Kak MHOTOypOBHEBble, pacnpeesieHHble UM CoCTaBHble MPUMOXEHUS AenatT UAEHTUANKALNIO NCTOYHMKA
HEeoHO3HAUYHOW, AaHHbI HaGop Moneli MOXeT MOBTOPSATLCS A/ KaXA0ro MPUIOKEHUs WUAKM npouecca, ak-
TVWBHO y4acTBYIOLLEro B CO6GbLITUN. Hanpumep, MHOXECTBEHHbIE HAGOPbI 3HAYEHWI A MOTYT AEHTU(MLMPOBaTb
yyacTBylLine Beb-cepBepbl, NPOLECCHl MPUMOXEHUIA 1 CepBEpHbIE MOTOKM 6a3 AaHHbIX B N-ypOBHEBOM pac-
npegeneHHoOM NpPUIoXeHUn. HeakTBHbIE yYaCTHUKN COObITUS, HAaNpMMep cpeAcTBa nepejayv faHHbIX ceTel
HM3KOr0 YPOBHS, AO/MKHbI ObITb MAEHTUULMPOBAHBI.

B 3aBMCMMOCTM OT cTpaTeruii BHeAPEHWsi, BO3MOXHO, YTO KOMMOHEHTbI B MHOTOYpOBHEBOM, pacnpe-
[eNeHHOM WU COCTABHOM NPU/IOXKEHWU MOTYT CO3jaBaTb HECKOJIbKO 3anuceil ayauta ANsi O4HOro cobbiTus
npunoXxeHus. PasnnyHble AaHHble B 3anucy ayauta MoryT ObiTb UCMOb30BaHbl AN UAEHTUMKALUN Takux
cnyyaeB, MOAAEPXMBAsA nocnedylollee cokpaweHne obbeMa AaHHbIX. HacToAwmin ctaHgapT npeanonaraer,
4YTO MexaHV3Mbl XpaHeHUs 1 NpeacTaB/IeHNs OTYETOB OCYLLECTBASAIT coKpalleHne o6bema AaHHbIX Npu He-
06X0AMMOCTHN. HO He onpefenseT, Kakue 3TO MeXaHU3Mmbl.
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7.5.2 NpeHTudpukatop ob6bekta npeanpuatua ayguta (Audit enterprise site ID)

OnucaHne. MecTONOMIOXEHNE UCTOYHMKA NTOTMYECKOro 06beKTa B Npejenax ceT NpeanpuaTus, Hanpu-
Mep 60/bHULbI MW APYTOro MeCTOMOJSIOXEHUA B Npejenax rpynnbsl nposalifepa, OCyLLeCTBAAIOLLEro nog-
[epPXKY HECKO/IbKMX KOMMAaHWIA.

CTeneHb BaXKHOCTU. YCIOBHO 06si3aTe IbHOE.

dopmat/3HayeHns. TekcToBas CTPOKa YHUKaIbHOro naeHTudukaropa B npegenax npeanpustvs 3apa-
BOOXpaHeHusi. SABnsieTca Heoba3aTeNbHON, ecnm cuctema ayamuta yHuKanbHO onpegeneHa WpeHtudukaro-
POM UCTOYHMKA ayauTa.

Nornyeckoe o6ocHoBaHMe. [laHHOe 3HayeHue NnomoraeTt pasnnyaTb 06bekTbl B MHhOPMALUOHHONI Cu-
CTEME pacnosIoXXEHHOTO B HECKOJIbKUX MecTax NpeanpuaTus.

NMpumeyaHune — 3HauyeHue onpepensieTcs NPUIOXKEHNEM, CO3fatoWmUM 3anuck ayauta. OHO COAEPXUT YHU-
KanbHbI KoA, KOTOpbI nAeHTUGUUMPYET opraHnsaumio (Bnagenbla AaHHbiX), KoTopas U3BeCTHa npeanpusTuio. Janee
3HaueHue KBanuguumpyeT 1 04HO3HAYHO onpeaenseT NaeHTUhrKaTop NCTOUHKKA ayAuTa. 3HAYEHNA MOTYT pasnnyaTbes
B 3aBMCKMOCTY OT TUNa AesiTeNbHOCTW. B npegenax opraHusauuy MoryT CyLLecTBOBaTb YPOBHU AndhdepeHLmaumm.

7.5.3 NpeHTudukatop nctoyHuka aygurta (Audit source ID)

OnuvcaHune. aeHTUdMKaTOp NCTOYHMKA CO3[aHUs COBbITUSA.

CTteneHb BaxHoCcTU. O6A3aTeNnsHoe.

dopmart/3HaveHuns. TekcToBas CTpoOKa YHUKa/IbHOTO ugeHTudukaropa, no KpaviHeli mepe, B npegenax
MpaeHTudrkaTopa 06bekTa NpeanpuaTns ayaura.

Nornyeckoe o6ocHOBaHMe. [laHHOE Mone NPuBA3bIBAET COObITUE K ONpeAesieHHOl CMCTEME UCTOYHMKA.
OHO MOXeT ObITb UCMO/Ib30BAHO A1 TPYMNOBbLIX COOLITUIA A/1A aHann3a B COOTBETCTBUM C TEM. e Npou3o-
LU0 cobbITHE.

7.5.4 Kog Tvna nctoyHuka ayauta (Audit source type code)

OnucaHune. Kog. onpefensiowmii Tn NCTOYHUKA CO34aHnsA cobbITUSA.

CTteneHb BaxXHOCTU. HeobsasaTesnbHOe.

dopmat/3HaveHus. MepeyncneHme 3akoAVPOBaHHbIX 3HAYEHWI, TG0 onpeAesneHHbIX paspadboTynkamm
cuctembl, NM6O ynommnHaemoe B cfioBape cTaHgapta. Ecnu 3HauyeHve He onpefeneHo WM He yrnoMmuHaeTcs
B CTaHfapTe, TO 3HAYeHNs No yMoN4YaHuio AN atpubyTa «code» COOTBETCTBYIOT yKasaHHbIM B Tabnuue 11.

Ta6nuua 11— Koapbl TMNa UCTOYHMKA ayauTa

3HaueHue CopepxaHue
1 MHTepdeiic KoHeYHOro nonb3oBarens
2 Mpn6op NAN UHCTPYMEHT A8 NONYUYEHUA AAHHbIX
3 YpoBeHb npouecca Beb-cepBepa B MHOrOypOBHEBOI cucTeme
4 YpoBeHb npoLecca cepsepa NpuIoXeHUs B MHOTOYpoOBHEBOW cucteme
5 YpoBeHb npotecca cepBepa 6a3bl AaHHbIX B MHOTOYPOBHEBOW cucteme
6 Cepsep 6e30nacHOCTW, HanpUMep KOHTPOJI1EP JOMEHOB
7 KomnoHeHT ceTn 1—3 ypoBHeit no ICO
8 CucteMHoe nporpaMMHoe obecneyeHne ypoBHeih 4—6 no MICO
9 BHELIHW UCTOYHUK, APYTOWA NN HEU3BECTHbIN

Cxema XML B RFC 3881 onpegensieT f0ON0O/HUTENbHbIE aTpubyThl A1 ONpefesieHHbIX peanu3auuei
3aKOAMPOBAHHbIX 3HAYEHWI U 3HAYEHWN, YIOMUHAeMbIX B CTaHAapTax, npeAcTaB/ieHHbiX B Tabnuue 12,

Tab6nunya 12— CcbinoyHble atpubyThl Koga ngeHtudukaropa poam
ATpu6yT 3HaueHue

CodeSystem Ccblnika Ha OID

NMsi cUCTeMbI KOAMPOBAHUS; HACTOATENIbHO PEKOMEHAYETCS YUNTLIBATH A1 IOKANIbHO

CodeSystemNanve
onpefenieHHbIX KOA0BbIX Habopos
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OkoHuaHue Tabnuubl 12

ATpubyT 3HauyeHne
DisplayName 3HauyeHune, KOTOpPoe AO0/MKHO 6bITb UCNOMNB30BAHO NPU AEMOHCTpAaLMK 1 B oTYeTax
OriginalTexI BxoAHoe 3HauyeHne, kKoTopoe 6bifI0 NepeBeAeHo B XO4

MNCTOUYHUKM ayauTa MOryT GbITb KlaccuuUMpoBaHbl 601ee Yem OfHUM CMoco60M, MO3TOMY MOTYT 6biTh
0603HaueHbl pas/inyHble 3HaUeHUs.

Noruuyeckoe o60cHOBaHWe. laHHOE Nosie NokasbiBaeT, Kakoi TWM UCTOYHKMKA 0603HaYaeTcss MaeHTudu-
KaTOpOM WCTOYHMKA ayauTa. DTO HeobA3aTe/IbHOE 3HAUEeHNE, KOTOPOE MOXET 6bITb UCMO/b30BAHO AN Tpyn-
MOBbIX COGLITWIA ANt aHa/IM3a B COOTBETCTBUM C TUMOM UCTOYHMKA MPOUCXOX3AEHUS COObITHS.

7.6 WVpeHTudmkauus o6boKTa-yyacTHUKa

7.6.1 O6buwme cBeaeHun

O61BeKTbl CObbITUS, NMpOBepsieMble ayAMTOM, CUMTalOTCA 06bekTaMmu-ydyacTHukamu. Cnegyrouime gaH-
Hble MOMOratT npoueccy ayavTta nocpeacTBOM 0603HAYEHMS O0COObLIX C/YYaEeB fAaHHbIX WU 0GBHEKTOB, K KO-
TOPbIM OCYLLECTBASANCS AOCTYM.

OTu faHHble He06X0AMMbI, eC 3HAYEHU ANA NaeHTudmkaunm cobbitus, MaeHTudmkaLum akTMBHOIO
yyacTHuKa 1 NgeHTudukaymm NCToYHNKa ayanta He fOCTaTOYHO, YTOObl 3aJ0KYMEHTMPOBaThL BCe COObITHE,
npoBepsieMoe ayauToM. [pon3BOACTBEHHbIE 3aMUCU ayauTa, CoAepXallne 3TN faHHble, MOTyT GbiTh paspe-
LUeHbI UMK 3anpeLleHbl, Kak yCTaHOB/IEHO MOJIMTUKON OpraHv3aummn 34paBoOXpaHeHnss 1 HOPMaTUBHbLIMK Tpe-
60BaHUAMN.

Co6bITUS MOTYT MMETb HECKO/IbKO 06BEKTOB-YHACTHUKOB, NO3TOMY AaHHas rpynna MOXeT ObiTb NOBTO-
psoWwmMca Habopom 3HaveHuit. Hanprumep, B 3aBUCUMOCTM OT MOMNTUKN YUpeXAeHUs 1 Bbibopa MeToaa BHe-
LpeHunsa:

- nBa Habopa 3HauyeHuli 06bEKTa-yYacTHMKA MOTYT 6biTb UCMO/b30BaHbl A5 ONpeaeneHns goctyna K
nepcoHasibHOW MeAULMHCKOW MHdopMaumum no HoMepy MeAWLMHCKOWN KapTbl U N0 onpefeneHHoMy obpatlle-
HUIO UK Cnyvar MeauLUMHCKON NoMoLLmM cybbekTa nosyyeHnss MeauLMHCKON NOMOLLK;

- 0OBEKT NOJSyYEHUS MEeAMULMHCKOM NOMOLLM 1 ero YyNnosIHOMOYEHHbIN NpeAcTaBuTelb MOTYT GbITb Onpe-
[AeneHbl 04HOBPEMEHHO:

- nevawmini Bpay v KOHCY/bTUPYIOLLME HanpaB/ieHHble nuua MoryT 6bITb onpegesieHbl O4HOBPEMEHHO;

- BCE CYObEKTbl MOJIYYEHUS MEAMLMHCKON NMOMOLLM, onpefesieHHble B paboyem cnucke, MoryT 6biTb
NAEHTUULMPOBAaHBI.

B HekoTopbIx cnyyasx (Hanpumep, peHTreHonornyeckMe nccnefoBaHmsa unu nepegadn 60nbLIOro Yuce-
na JOoKYMEHTOB B (hopmaTte apXUTeKTypbl 06LMX AaHHbIX HL7) MOXET ObITb onpeaeneH Habop CBS3aHHbIX
06BEKTOB-YHYaCTHUKOB. OMNpefeneHHbIX YYeTHbIM HOMEPOM WM HOMEpPOM uccregoBaHus. OgHako cnegyer
OTMETUTb, YTO KaxKaasd 3anucb ayanTa AOKYMEHTUPYeT TO/IbKO O4NH cnyqa|7| MNCNO/Ib30BaHUSA TAKUX OTHOLIEHWN
06beKTa-y4yacTHUKA U HE CAYXUT AN151 AOKYMEHTUPOBAHMSA BCEX OTHOLLIEHWIA, KOTOPbIE MOTYT NPOUCXOAUTL UK
6bITb BO3MOXHbIMU.

7.6.2 Kog Tvna o6bokTa-yyacTHuka (Participant object type code)

OnucaHue. Kog gna Tuna o6bekTa-yyacTHMKA. NMPOBEPSIEMOro ayauToM. [JaHHOe 3HayeHve oT/IM4aeTcs
OT PO/ MO/Ib30BaTENS WM OTHOLIEHMS N060ro Nosb3oBaTesis C 06 bEKTOM-YHaCTHUKOM.

CTteneHb BaxHOCTU. ObsizaTenbHOe.

dopmat/3HaueHus. MepeuncneHune, Kak nokasaHo B Tabnuue 13.

Ta6nunya 13 — Kopgbl Tna 06bekTa-y4acTHMKaA

3HaueHune CopepxaHue
1 Jlvuo
2 OO6bEeKT cucTeEMbI
3 OpraHusauus
4 [Opyroe
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Nornyeckoe o6ocHoBaHMe. A onucaHua o6bekTa, Haf KOTOPbIM NpousBoauTcs AelicTeue. B gonon-
HeHwue K 3anpocam no npeamMeTy AelicTBUS B COObITUM, NPOBEPAEMOM ayANTOM, TakkKe BaXXHO UMeTb BO3MOX-
HOCTb Alenatb 3anpoc no Tuny obbekTa Ana AeicTBUS.

7.6.3 Ponb koga TMna o6bokTa-yyacTHuka (Participant object type code role)

OnucaHnue. Kog,. npeactaBnaownii yHKLMOHabHYO PO/ib NPUIOXKEHNA 06beKTa-y4yacTHUKa, npoBeps-

€eMOoro ayuTom.
CTeneHb BaxHocTu. ObasaTensHoe.

®opmat/3HaueHus. MepeuncneHve, xapakTepHoe ans Koga Tuna o6bekTa-yyacTHUKA. Kak nokasaHo B

Tabnuue 14.

Ta6nuya 14 — Kogbl poneii o6bekTa-yyacTHuka

3HaueHve CopepxaHue Kogp! Tvna o6bekTa-y4acTHuka
1 Cy6beKT nonyvyeHns MeguLMHCKOW noMoLuu 1— Nnyo
2 MecTononoxexne 3 — OpraHusaumsa
3 CermeHT EHR 2 — O6BbEKT cucTeMbl
1— nyo
4 Pecypc
3 — OpraHusauyusa
5 OcHoBHoli haiin 2 — O61beKT cucTemsl
1— nyo
6 Monb3oBartesnb
2 — O6BbeKT cucTeMbl (Nosb30BaTE b-HE Ye/10BEK)
7 Cnucok 2 — O6BbeKT cucTemsl
8 PaboTHWK 3apaBooXxpaHeHns 1— Jlnuo
9 ABOHEHT 3 — OpraHusaumsa
1— Jlvyo
10 FapaHT
3 — OpraHusauyus
1— Nlvyo
11 3anuck 3awWwuThl Nonb3oBaTens
2 — O6beKT cucTembl
12 [pynna 3alnTbl Nonb3osarens 2 — O6BbEKT cucTeMbl
13 Pecypc 3awutbl 2 — O6beKT cucTemsl
14 Onpepgenexne cTenexun getannsaymm sawuThbl 2 — O61beKT cuctemsl
1— nyo
15 MocTaBLwmnk
3 — OpraHusauyus
16 Appecart faHHbIX 2 — OO6beKT cucTeMbl
17 XpaHunuie gaHHbIX 2 — O6BbEeKT cucTeMbl
18 Pacnucaxune 2 — O6BbeKT cucTemsl
19 KnueHnt 3 — OpraHusaumsa
20 3afaHne 2 — OO6beKT cucTeMbl
21 MoTok 3apaHwit 2 — O6BbeKT cucTembl
22 Tabnuua 2 — OO6beKT cucTeMbl
23 Kputepuun mapLipytmsaummn 2 — O6beKT cucTembl
24 3anpoc 2 — O6bEKT cucTeMbl
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«Pecypc 3awuTtbl» siBNseTcs abCTPakTHbIM 3alluiLiaeMbiM 0OGbEKTOM, HanpuMep 3KpaHoM, MHTepdeii-
COM. OKYMEHTOM, NPOrpaMMoit v T. 4. UK Aaxe XypHasioM ayauTa Wan XpaHuauwem.

JNornyeckoe obocHoBaHwe. VIHorga Ansa nogpo6HOro aHanvsa aygura MoxeT 6biTb He06x0ArMo 0603Ha-
4ynTb 60s1eE€ CTPYKTYPMPOBAHHBI TUM YYaCTHMKA, OCHOBbLIBASICb HA POMM B MPUIOXEHNMW, KOTOPYIO OH UrpaeT.

7.6.4 )Xun3HeHHbI LMKN AaHHbIX 06bekTa-yyacTHuka (Participant object data life cycle)

OnucaHve. VigeHTndukaTop ANS aTana XM3HEHHOTO UMKNa AaHHbiX AN 06bekTa-yyacTHuka. MoxeT
MCNo/b30BaThCA 415 NPefocTaB/eHNs ayAnTOPCKUX CNefoB A5 AaHHbIX Yepe3 HEKOTOpoe BPeMs, Korga OHu
NPOXOAAT Yepes cuctemy.

CreneHb BaxHOCTW. HeobsizaTensHoe.

dopmat/3naveHus. MepeuncneHune, Kak nokasaHo B Tabnumue 15.

Ta6nuua 15— Kogbl aTanoBob6bekTa-y4yacTHMKa

3HaueHne CopepxaHue
1 Beoga' Co3paHune
2 MmMnopT/ KonnposaHue opuruHana
3 Monpaska
4 Mposepka
5 Mepesofa
6 [HocTyn/ cnonb3osaHue
7 MosTopHas naeHTudrKayms
8 ArpervpoBsaHvie, CyMM1UpoBaHue, nosiydyeHune
9 Otyer
10 AkcnopT/ Konuposaxue
1n PackpbiTrie
12 MonyyeHne nnu packpbitme
13 ApxuBunpoBaHue
14 JNlornyeckoe yganeHve
15 MocTosiHHOE cTupaHune.' Pu3nyeckoe YHUUTOXeHNe
16 MoBTOpHasn knaccudurkayms

Nornyeckoe o6ocHoBaHue. MoAMTUKN NpeanpUATUA MO KOHMUAEHLMAIbHOCTM 1 3awwuTe MOryT f0nos-
HWTeNbHO NoAnafartb NOA pasHble npaBuia YY4eTHOCTV B 3aBMCMMOCTU OT XXM3HEHHOTO LMKAa AaHHbIX, 4TO
obecneunBaeT pasnuyaloLnecs 3HauYeHns AN Taknx cryvaes.

7.6.5 Kop Tnna ngeHtndgmkatopa obbvekta-ydyactHuka (Participant object ID type code)

OnucaHue. OnucbiBaeT naeHTUUKaTop, cogepxatiniica B MigeHTudukatope o6bekTa-yyacTHmka.

CTteneHb BaxHocT. Obsi3aTensHoe.

dopmat/3HaueHus. MepeuncneHne 3akoAnpPoOBaHHbIX 3HAYEHNI, XapakTepHbiX Ans Koga tuna obbekTa-
yyacTHMKa C UCMO/Ib30BaHMEM aTpubByTa-uMeHn «code». Koapl, AaHHble B Tabnuue 16. AaBnsTCA cTaHaapT-
HbIM Habopom.

Ta6nuua 16 — Kogsl TUNOB MAeHTU(MKATOPA 06beKTa-yyacTHIKa

3HauyeHune CopepxaHue Koabl Tuna o6bema-yyacTHUKa
1 NpaeHTudmkaTop MeuLKUHCKONR 3anncn 1— Nvyo
2 NpeHTudukatop cybbekta noayvyeHns MeAnLUHCKON NOMOoLLm 1— Nlmuo
3 NaoeHTndmkaTop KoHTakTa 1— nuo
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OKoHYaHve Tabnuubl 16

3HayeHve CogepxaHve Kopp! Tvna 06boKTa-y4acTHu«.a
4 MaeHTudukaTop cTpaxoBaHua nauMeHTa 1— lnuo
5 HaunoHanbHbIi NepcoHanbHbIi naeHTUduKaTop ANa MeguLNHCKUX 1— Nvuo
ycnyr (Hanpumep, HOMep couManbHOro CTpaxoBaHus) u
1— Mnyo
6 MaoeHTudumkaTop cyeta
3 — Opranusauns
1— /imuo
7 NpeHTudmkaTop rapaHta
3 — OpraHusauus
8 Mmsa otueTa 2 — OO6beKT cucTembl
9 MaeHTudmkatop otyeTa 2 — OObeKT cucTemsl
10 KpuTtepun nouncka 2 — OO6beKT cucTembl
1— /imuo
1 NpeHTudbmkaTop cuctemsl nonb3osarens
2 — O6DBeKT cucTemsl
12 YHuBepcanbHblii ngeHTudmnkatop pecypca (URI) 2 — OOGBEeKT cucTeMbl
13 VaoeHTudukaTop o6bekTa (Hanpumep, naeHTudmrkaTop 3anvcu, 2 OBLEKT CUCTEMBI

naeHTuprkaTop NnabopaTtopHOro UcnbITaHua U T. 4.)

TekcToBble CTpOKU MaeHTudukaTtopa nonb3osatens n URI [RFC2396] npegHasHaveHbl 415 UCMOsb30-
BaHWA A5 CO6bITUIA cpabaTbiBaHNA CUCTEMbl aiMUHUCTPUPOBAHNA 3allnTbl C Lenblo naeHTugukaum oob-
€KTOB. Haf, KOTOPbIMU OCYLLLeCTBAAETCS AeiicTBME.

Kogbl MOryT 6bITb CTaHAapTHbIM HAbOPOM, yKkasaHHbIM Bbllle, onpefeneHHbIMY peanu3auvein nim mMo-
ryT ccblaTbCA Ha CTaHJapTHOE C/0BapHOe Nepeync/ieHne, TakuMm Kak TUMbl HOocUTenei, onpefenieHHble B
Tabnuue 207 ctaHgapTa HL7. Bepcusa 2.4, unn B NCO 12052 (DICOM) (1).

Cxema XML B RFC 3881 onpegfensieT foN0O/HUTENbHbIE aTpMbyThl A1 ONpefesieHHbIX peanvsauuei
3aKOAMPOBAaHHbIX 3HAYEHWUIA WK 3HAYEHWIA, yNTOMUHAEMbIX B CTaHJapTax, npeAcTaB/ieHHble B Tabnuue 17.

Tab6nuuya 17— CcbinoyHble aTpmbyThl Koga naeHtudmkatopa obbekta-y4acTHMKa

ArpnéyT 3HayeHve
CodeSystem Ccbinika Ha OID
CodeSystemname MM cucTembl KOAMPOBAHUA: HAcTOATENbHO PeKOMeHAyeTCsl YyUYWTbiBaTb A1 NOKaNbHO
onpefeneHHbIX KOJ0BbIX HA60poB
DisplayName 3HayeHne, KOTopoe AO/MKHO OblTb MCNOMb30BAHO NPU AEMOHCTPALUN U B OTYEeTax
OriginalText BxofHoe 3HauyeHue, KoTopoe 6bl/10 NepeBeeHo B KOA

Nornuyeckoe o6ocHoBaHWe. TpebyeTcs A4/19 YCTAHOBEHUS PA3/INYNA PA3/TNYHbIX MAEHTU(NKATOPOB, KO-
TOpble CUHOHUMWUYHO UAEHTUPULMPYIOT 06BEKT-YHaCTHUK.

7.6.6 Komnnekc nonutuk goctyna obbekta-yuyactHuka (Participant object permission PolicySet)

OnucaHue. Yka3zarteslb Ha NOAMTUKKN, KOTOpble PYKOBOAAT AOCTYNOM K NaeHTudmkatopy o6bekTa-yyacT-
HuKa.

CTeneHb BaXHOCTU. HeobsasaTenbHoe.

dopmat/3HaveHns. 3HaueHuss SABNAAKOTCSA 3aBWCMMbIMU OT OpraHu3auuy 1 peanusaumn TEKCTOBbIMW
cTpokamu.

7.6.7 YyBcTBMTENBHOCTbL 06bekTa-yvyacTHuka (Participant object sensibility)

Onucanune. O603HauaeT onpefeneHHyo NoNTUKOW YyBCTBUTENBHOCTL AN1A VgeHTudmkaTopa o6bekTa-
yyacTHUKa. Takyt kak VIP. BY-cTtaTyc. COCTOSAHNE NCUXMYECKOro 340P0BbS NN CXOXNE TEMbI.

CTteneHb BaxHOCTU. HeobA3aTesnbHoe.
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dopmat/3HaueHna. 3HauyeHus SABNAITCA 3aBUCUMbIMW OT OpraHu3aumMnm u peanmsaumum TeKCTOBbIMU
cTpokam.

7.6.8 NgeHTudmkatop o6bOKTa-y4acTHuka (Participant object ID)

OnucaHne. O603Ha4aeT 0cobbIli criyyait 06bekTa-y4acTHuKa.

CrteneHb BaxHocT. Ob6s3aTenbHoe.

dopmat/3HaueHuns. TekcToBas CTpoka. dopmar 3HaueHui 3aBncuT oT Koga Tuna o6bekTa-yyacTHUka un
Koga tvna naeHtudurkatopa o6bekTa-yyacTHUKa.

Nornyeckoe o6ocHoBaHue. [laHHOe none onpegenseTt onpefeneHHblii 3k3eMnasap o6bekTa, Takol Kak
Cy6BEKT NosTyYeHnss MegULMHCKOV NMOMOLLM, AN1A pacno3HaBaHUsa/oTCnexmBaHua npobnem KoHuaeHuymanb-
HOCTU U 3aluTbl.

MpumeuyaHune — [laHHbI MAEHTUDNKATOP CUMTAETCS OCHOBHbLIM YHUKa/IbHLIM K/IOUOM nAeHTUdmkatopa ans
06beKTa. Tak. YTo6bl NPU BHEAPEHWUN OH MOT 6bITb COCTABHLIM MOMIEM AAHHbIX.

7.6.9 Nma obbekTa-yuyacTHuka (Participant object name)

OnucaHne. XapakTepHblii ANs OTAeNbHOro cnyyasa aeckpuntop WNaeHTudmkaTtopa ob6bekra-yyacTHuKa,
npoBepsemMoro ayauToM, HanpuMmep, UMs YesoBeka.

CreneHb BaxHoCTW. HeobazaTenbHoe.

dopmat/3HaveHusn. TekcToBas CTpoKa.

Nornyeckoe obocHoBaHWe. [laHHOe nosie MOXeT UCMOo/b30BaThbCA B 3anpoce/oTyete ANa UaeHTudmka-
Ly cobbITWil ayanTa No onpefeeHHoMY YenoBeKy, Hanpumep, Tam. rae 6b1InM NCNob30BaHbl CUHOHUMUYHBIE
NpeHTUdMKaTopbl 06beKTa-yyacTHKa (MAEHTUMKATOP CyObeKTa NoyHEeHUs MeULMHCKOV NOMOLLN, NAEH-
TMUKATOP MeAULIMHCKOW 3anncun, naeHTUMUKaTop KOHTakTa n T. 4.).

7.6.10 3anpoc o6bekTa-y4acTHuka (Participant object query)

OnucaHue. [leiicTBUTENbHBIA 3anpoc ANs 06bekTa yyacTHMKa Tina 3anpoc.

CTeneHb BaXHOCTU. HeobssaTenbHoe.

dopmat/3HayeHns. [laHHble, 3akoAMpOBaHHbIE NOCPEeACTBOM MeTofa KOoAMPOBaHWA WHdopmauuu B
64-paspagHblii Koa.

3axBaTuTb hakTnyeckniti BXxog Bonpoca K npoLeccy Bonpoca.

JNornyeckoe o6ocHoBaHue. 15 cobbITUA 3anpoca MoXeT NnoTpeboBaTbCa 3axBaTUTb hakTUYeCKnin BBOJ,
3anpoca d npouecca 3anpoca C Lefbio efeHTUnKaLmnm KOHKPeTHOro cobbITus. Beuay pasnuunii B peanunsa-
L1 3aMpocoB ¥ KOAMPOBAHNA AaHHbIX A8 HUX 3TOT 3anpoc ABASETCA 4BOMYHbIM 06 EKTOM faHHbIX, 3aKOAN-
POBaHHbIX METOAOM KOAMPOBaHWUA MHopMaLmun B 64-paspsfHblil Kog. [anee oH MOXeT OblTb packoavpoBaH
WM MHTEpNpeTUpoBaH Npu nocneaytoliein o6paboTkv aHannsa ayaura.

7.6.11 NMoppobHble faHHble 06 06bekTo-yuyacTHuKe (Participant object detail)

OnucaHve. 3aBuUCUMble OT peann3aLn AaHHble 0 KOHKPETHbIX NOAPO6HbLIX faHHbIX 06 06bekTe, K KOTO-
pOMY OCYLLEeCTBAANCS AOCTYN, UK KOTOPbI/ Gbla UCMO/b30BaH.

CTeneHb BaXHOCTU. Heobs3aTesnbHOE.

®dopmar. Mapa Tun-aHaveHne. ATpbyT «type» («TUM») ABNSETCA 3aBUCUMON OT peanvsaunmn TeKCTOBOWA
CTPOKOW. ATpMBYT «value» («3HaueHue») ABNAeTCA faHHbIMU, 3aKOAVPOBAHHLIMI NOCPEACTBOM MeToAa Koau-
poBaHus uHdopmauun B 64-pa3pagHblii Koa,

JNornyeckoe o60CHOBaHWe. B KOHKpETHbIX ayAvpyeMbix peanusaumsax mMoryT noTpeboBaTbCA KOHKpeT-
Hble fieTany UM 3HauyeHust 06bEeKTa, K KOTOPOMY Gbln OocyLecTBeH gocTyn. Mapa Tun-3HayeHne no3sonseT
1Cnonb30BaTb 3aBMCUMblE OT peann3auuy W 10KanbHO pacnpocTpaHeHHble UAeHTUdMKATOPbl U 3HaYeHNs
Tuna obbekTa. Hanpumep, 06BLEKT KIMHUYECKOW ANArHOCTUKN MOXET CoAepXaTb HECKOIbKO pe3y/ibTaToB UC-
NbITAHWA. U 3TOT 3/IEMEHT MOXET 3aJ,0KyMEHTUPOBATb TUM N KONIMYECTBO Pe3y/bTaToB.

[na aTnx anemMeHTOB BO3MOXHbI pa3/inyHble KOAUPOBKM AaHHbLIX, MO3TOMY 3HaYeHWe ABMAETCS 4BOWY-
HbIM 06 bEKTOM [JaHHbIX, 3aKOAMPOBaHHbIX METOAOM KOAMPOBaHNA UHOpMauun B 64-pa3psagHblii kog. Janee
OH MOXeT 6bITb packoAMpoBaH UM MHTEPNPETUPOBaH NOCPEACTBOM Mnocnefytolleli 06paboTkm aHanmsa ay-
anTa.

8 3anucu ayauTa Anst oTAe/lbHbIX COObITUIA

8.1 Cob6biTua goctyna

[JaHHas 3anucb ayauTa, Kak nokasaHo B Tabnuue 18. onuchbiBaeT co3faHue, YTEHUE, USMEHEHNE U yaa-
NleHue nepcoHasbHOl MegULMHCKOM MHopMaLmn.
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Ta6nuua 18 — dopmat 3anuceii ayanTa gns cobbiTuii goctyna

Kareropus

Cs#A3aHHOE
C cobbITrEM

CBsizaHHOe C
nosnb3oBaTesiem
(1-2)

CBsizaHHoe
C cucTemMoi
MCTOYHMKA Npo-
nexoxaeHus (1)

Wmsi nons
EvenliD

EventActionCode

EvenlDateTime

EventOulcomelndicator

EvenITypeCode

UserlD

AlternateUsertD

UserName

UserlsRequestor

RoleIDCode

PurposeOfUse

NetworkAccessPointTypeCode

NetworkAccessPointID

AuditEnlerpriseSitelD

AuditSourcelD

AuditSourceTypeCode

Onuys

M

FOCTP NCO 27789—2016

OrpaHuyeHne 3HauyeHuii
M aeHTUdVKaTop cobbITUSA, TPOBEPSIEMOTO ayANTOM

Tvn AeﬁCTBV]ﬂ, BbINO/IHEHHOTO BO BpeMs cob6bITuA,
KOTOpoe npuBeno K Co3fjaHU XypHana ayguta.
YcTaHoB/EHb! Criegyoline 3HavyeHuns;

EV; *C" (Co3pgaTb).
“R* (MpoumnTatb).
"1I (O6HOBUTB).
“D* (Ypanutb)

[Jata/Bpems HacTynneHusi cobbiTus

Kop ansa o6o3HaueHnsa ycnexa (unm Heygauu) cobbl-
™s

Tun cob6bITus

NpeHTudukatop nonb3osaTens uau npoiecca, o06-
pabaTbiBatollero gaHHble. Ecnm u3BecTHbl U NOSb-
30BaTeslb. U NPOLLECC, TO AO/MKHbI GblTb BK/OYEHbI
o6a. 3TO yHMKaNbHOE 3HaYeHNe B UCTOYHUKE ayauTa
(AuditSourcelD)

ANbTEPHATUBHBIA  UAEHTU(MKATOP MNONb30BaTENA
unu npouecca, 06pabaTbiBatoLLero gaHHble

Mmsa nonb3oBatens wau npouecca, obpabartbiBato-
Lero faHHble

[laHHOe 3HauyeHve nokasbiBaeT, SABASIOTCA U NOSb-
30BaTeNlb AN npouecc, obpabaTbiBalLWnii AaHHbIE,
MHULMaTopamu 3anpoca AaHHOro cobbITUS. YCTaHoB-
NIeHO cnefyloulee 3HaveHve;

EV TRUE

Ponb, KOTOpY MrpalT Nonb30BaTeNb WU NpoLlecc,
obpabaTbiBaloLe AaHHble, NPU UCNOMHEHUN COObI-
™s

Koa. 0603HavarLuii Lefb UCNonb30BaHNs AaHHbIX, K
KOTOPbIM OCYLLECTB/IEH AOCTYN

Kog Tvna Touku focTyna K cetm
M aeHTudrkaTop To4KN JOCTYNa K cetu

Nornyeckoe pacnonoXxeHne CcUCTEMbl WUCTOYHMKA
NponCXoXaeHusa. lMcnonblyetca ANA  U3MEHEHUS
nons AuditSourcelD

YHUKaNbHbIA MAEHTUUKATOP CUCTEMBI WUCTOYHUKA
NPOUCXOXAEHNS

Koa Tuna cucTembl NCTOUHMKA NMPOUCXOXKAEHNS
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OkoHuaHue Tabnuuybl 18

Kareropus Vma nons

CBsasaHHOe ParticipantObjectTypeCode

€ 06BbeKToM-

Y4YaCTHNKOM o .

(MHcbopMaLms ParticipantObjectTypeCodeRole

0 naumeHTe,

K kOTOpOMy ParticipantObjectDataLifeCycle

ocyLecTBaANCA

aoctyn)(1)
ParticipanlObjectIDTypeCode
ParticipantObjectPolicySe!
ParticipantObjectSensitivity
ParticipanlObjectID
ParticipantObjectName
ParticipantObjectDetail

CBsizaHHOe ParticipantObjectTypeCode

c 06beKToM-

YYaCTHNKOM

(uHdopMaLys 0 ParticipantObjectTypeCodeRole

cermeHte EHR.
K KOTOpOMY
ocyLecTBnAnCcs
poctyn) (1..N)

ParticipantObjectDataLifeCycle

ParticipantObjectIDTypeCode

ParticipantObjectPolicySet

ParticipantObjectSensitivity

ParticipantObjectID

ParticipantObjectName

ParticipantObjectDetail

8.2 CobbiTMa 3anpoca

Onumsa

OrpaHuyeHe 3HaueHuit

Kog  Tuna  obbekTa-yyacTHuKa. YcTaHoB/EHO
cnepywouee 3HavyeHne: EV1 (4enosek)
Kog ponu  obbekTa-yvyacTHukKa. YctaHoBNeHo

cnepywouee 3HaveHve: EV 1 (nauneHT)

MpaeHTudrnkaTop atana XW3HEHHOTO Lukna ans o6b-
eKTa-yyacTHuka

Kog Tuna, copepxatierocsi B 06bekTe-yyacTHUKe.
YCTaHOB/IEHO Cnefyloliee 3HaYeHune:

EV 2 (WpeHTudunkatop naymeHTa)

[elicTBytownii

MpaeHTudmkatopa 06bEKTa-yyacTHUKA.
MHGOopMaLMa 0 cornacum nayveHTa

KOMMNMeKC MNOMUTUK focTyna Ans
Hanpumep

UyBCTBUTENLHOCTb, OMpeAesieHHast MOMUTUKON A4S
MpeHTudmkatopa o6beKTa-yyacTHuka

MAaeHTNMKaTOp YACTHOTO Crlyyast 06beKTa-y4yacTHu-
ka. aeHTudukaTop naymueHTa ycTaHoOBMEH

M5 06bekTa-yyacTHuka.

MMsa cy6bekTa NONyYyeHWs MeAMLMHCKON MoMOoLLu
yCTaHOB/MEHO

MoapobHas nHopmMalma No YaCcTHOMY C/yyar 06b-
eKTa-y4yacTHuKa

Kog  Tvna  o6bekTa-yvyacTHuKa. YcTaHoBnEHO
cnepyouee 3HaveHne: EV 2 (06beKT cucTembl)

Kog ponu  obbekTa-yyacTHUKa. YcTaHOB/IEHO
cnepywouee 3HaveHne. EV 3 (cermeHT EHR)

MaeHTudrnkaTop atana XM3HEHHOTO Unkna ans obb-
eKTa-y4yacTHuka

Koa Twna, copepxauierocsi B 0GbeKTe-y4yacTHUKE.
YcTaHOBMEHO creaytolee 3HaueHue.
EV 13 (WgeHTudmkaTop o6bekTa)

[eiicTBylowmii  KoMnnekc nNoOAWTUK Aoctyna Ans
MpeHTudrkaTopa o6bekTa-y4acTHUKa

UyBCTBUTENLHOCTL, OMNpeAefieHHasi MoAUTUKON Ans
MaeHTudrKkaTopa 06beKTa-yyacTHuKa

MpeHTudpnkatop  4YacTtHoro  cnyyas  ob6bekTa-
yyacTHuKa. MaoeHTudukatop  cermeHTa EHR
yCTaHOoB/IEeH

Nms o6bekTa-yyacTHuUKa.
Mwmsa cermeHTta EHR yctaHoBneHo

Moapo6bHas nHopmalma No YaCTHOMY C/yyar 06b-
eKTa-y4yacTHMKa

[aHHas 3anuch ayguTa, Kak nokasaHo B Tabnuue 19. onucbiBaeT oTnpasfeHne n nosyyeHne sanpoca. B
Hell perncTpupyeTca He OTBET Ha 3anpoc, a To/IbKo dakT oTnpasfeHus 3anpoca.
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Ta6nuua 19 — dopmat 3anuceii ayanTta gns cobbiTuii 3anpoca

Kareropus

CBs3aHHoe ¢
cobbiTnem

CsA3aHHoOe C
3anpawmBsa-
OWUM NULoM
(D

CsA3aHHOe C
BblleyKasaH-
HbIM BOMPOCOM

(1)

vs nons
EventID

EventActionCode

EventDateTime

EventOutcomelndicator

EventTypeCode

UserlD

AltemateUserlD

UserName

UserlsRequestor

RolelDCode

PurposeOfUse

NetworkAccessPointTypeCode

NetworkAccessPointID

UseflD

AltemateUserlD

UserName

UserlsRequestor

RolelDCode

NetworkAccessPointTypeCode

NetworkAccessPointID

Onuus

M

FOCTP NCO 27789—2016

OrpaHunyeHmne 3HaqeHuit
NpeHTudmkatop cobbiTua ayauta

Tun ,D,EVICTBMSI, BbINO/IHEHHOTO BO BpPeMS COBbITUSA,
KOTOpOe npuBesio K COo3daHUKo XypHasa ayguta.
YcTaHoBEHO crieylolee 3HayeHune:

EV: ‘E* (BbINONHAUTB)
[aTa'Bpemsa HacTynneHus cobbiTus

Kop ana o6o3HavyeHus ycnexa (Mnm Heygauu) co-
6bITUSA

Tun cobbiTus

Mpouecc, o6pabGaTtbiBawOWmMii  faHHble. ITO
YHUKaNbHOE 3HaYeHne B UCTOYHMKe ayauTa (Audit-
SourcelD)

AnbTepHaTVBHbI MAeHTUMKATOP Mofb3oBaTens
nnu npouecca, obpabaTbiBaloLLero gaHHble

M npouecca, 06pabaTbiBaioLLero aHHble

[aHHOB 3HauyeHWe MoKasblBAeT, SBAALTCA /N
nonb3oBaTenb WAM npouecc, obpabaTbiBaloLuii
[laHHble, MHULMATOPOM 3anpoca faHHOro cobbITus

Ponb, koTopyl wrpalT nonb3oBaTtefls UM Mpo-
uecc. obpabarbiBalowime AaHHble, NPU UCNOMHE-
HUK COBbLITNA

Kog. 0603Havalowmii Lesb WCnosib3oBaHus gaH-
HbIX. K KOTOPbIM OCYLLEeCTB/IEH JOCTYN

Kog Tvna ToukM focTyna K cetu
NaeHTUKaTOp TOUKM JOCTyna K cetn

NpeHTudpukatop npouecca, oOTBevallero Ha
3anpoc. 3TO yHWUKaNbHOe 3HayeHWe B UCTOYHUKe
ayauta (AuditSourcelD)

AfbTepHaTUBHbIV MAeHTUdMKaTop npouecca, oT-
BEUaloLLEero Ha 3anpoc

/imAa npouecca, oTBeyaloLLero Ha 3anpoc

[laHHOB 3HaYeHWe nokasblBaeT, ABNSETCA N Npo-
Lecc, oTBevalwLuii Ha 3anpoc, WHULMAToOpoM 3a-
npoca faHHoro cobbiTus

Kog ponu, koTopyto urpaet npouecc, o6pabarbiBa-
I0LLUIA AaHHbIE BO BPEMsl UCMOJSTHEeHUs!

Kog Tuna To4kn goctyna K cetu

NaeHTuurkaTop Touku 4ocTyna K cetn
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OkoHuaHue Tabnuuybl 19

Kareropus VIMA nons
CssAsaHHOe UserlD
C anbTepHa-
TUBHBIM
Y4YaCTHNKOM
(1..2)
AlternateUserlD
UserName
UserlsRequestor
RolelIDCode
NetworkAccessPointTypeCode
NehvorkAccessPointlD
CssizaHHOe AuditEnterpriseSitelD
c cuctemon
NCTOYHMKA
npouncxoxaeHns .
AuditSourcelD
(€]
AuditSourceTypeCode
CBsizaHHOe ParticipantObjectTypeCode
C 06bEeKTOM-
YYaCTHNKOM . .
(copepxanme ParticipantObjectTypeCodeRole
3anpoca)(l)

ParticipantObjectDataLifeCycle

PariicipantObjectIDType Code

ParticipantObjectPolicySet

ParticipantObjectSensitivity

ParticipantObjectlD

ParticipantObjectName

ParticipantObjectQuery

ParticipantObjectDetail

24

Onuus

OrpaH1yeHne 3HaueHwit

NpeHTudmkaTop  yyacTHUKA. c KOTOPbIM
ycTaHoB/leHa CBA3b W KOTOpbIi  ABNseTcs
M3BECTHbIM. B 0COGEHHOCTV nonb3oBaTtens unu
npouecca, ABAALWErocs MHULMATOPOM 3anpoca.
3TO YHUKaNIbHOE 3Ha4YeHMe B WCTOYHWKE ayauTa
(AuditSourcelD)

ANbTepHaATUBHbIA WAEHTUUKATOP anbTepHaTMB-
HOro yyacTHUKa

AnbTepHaTUBHOE VMSI anbTEPHATUBHOTO YYacTHU-
Ka

[laHHOe 3HayeHue nokasbiBaeT, SIBAAETCSH NN anb-
TEepHATUBHbIN YYaCTHUK WHWLMATOPOM 3anpoca
[aHHOro cobbITuSA.

Ponb anbTepHATUBHOIO Y4acTHMKA
Kog TMna ToukM JocTyna K cetu
MaeHTUhMKaTOp TOUKM JOCTyna K ceTut

Jlornyeckoe pacnosioXeHne CUCTEMbl WCTOYHMKA
npoucxoxgenus. Mcnonb3yeTtca A1 U3MEHEHUs
nonsa AuditSourcelD

YHUKanbHbI VI,D.eHTI/I(bI/IKaTOp CUCTEMbI UCTOYHUNKa
npouncxoxaeHunsa

KOA TMNa CUCTeMbl UCTOYHUKa NpoUcxXoxaeHus

Kog Tina o6bekTa-yyacTHMKA. YCTaHOBNEHO
cnegywouiee sHauenune: EV 2 (cuctema)

Kog ponu  o6bekTa-yyacTHWKA. YCTaHOB/IEHO

cnepgywouiee 3HavyeHne: EV 3 (oTuer)

MpaeHTudmkaTop 3Tana XU3HEHHOro uukna gns
ob6bekTa-yyacTHuKa

Kop Tuna, cogepxatweroca B none ParticipantOb-
jectlD. YcTtaHoBneHo cnegyoulee 3HaveHne: EV 10
(bopmyna 3anpoca)

[JelicTBylowunii KOMNIeKc MOANTMK fJocTyna Ans
nonsa ParticipantObjectID

L'IyBCTBVITeJ'II:;HOCTI:;, onpegeneHHas NoNUTUKOM

ans nonsa ParticipantObjectID

NpaeHTUdUkaTop YacTHOro cnyyas o6bekTa-yyacT-
HUKa

NMsi 06bekTa-yyacTHUKa

CofepxaHue 3anpoca fAns 06bekTa-yyacTHUKA.
3aKoAMpOBaHHOE MeTOAOM KOAMPOBaHWA MHMOP-
Mauum B 64-paspsagHblii kKog. STO copepxaHue
[O/MKHO 6bITb NPOaHaNN3MPOBAHO NOCTABLLNKOM-
paspaboTumkom

Moapo6bHas wmHoOpMauua No 4YacTHOMY Cry4vark
o6bekTa-yyacTHmKa
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9 3auyieHHoe ynpaB/eHe AaHHbIMU ayauTa

9.1 Mopbl NPeAO0CTOPOXHOCTH

[na nopaepxaHust KOHPUAEHUNATBHOCTU U LEIOCTHOCTU MeAULIMHCKUX KapT, a Takxe LenoCTHOCTU U
[OCTYMHOCTW CMCTEM MeAnUMHCKol nHpopmauny B IETF RFC 3881 ykasaHbl criegylolme Kputepum:

[aHHble ayanTa JO/MKHbI 6bITh 3alyuLLeHbl, N0 KpaiiHeil Mope, B TOI Xe CTEeNeHn, YTO U OCHOBHbIE
[JaHHble N feiicTBKA, NpoBepseMble ayauToM. B 3alinTy BXOAMT KOHTPO/b JOCTYNa, a Takke yHKLUM
obecneyeHns LeNoCTHOCTW JaHHbIX U OYHKLUN BOCCTaHOBNEHUSA faHHbIX. [laHHbIA JOKYMEHT gonyckaeT,
HO He yKa3blBaeT Ha HeE06XOANMOCTb B MOMTUKAX M TEXHUYECKUX MeTOofax OCyLLecTBNeHNs 3alnThbl.

MOXHO fONYCTUTb, YTO flaHHble ayAuTa MOryT nofBepraTbCA UCNO/Ib30BAHUIO HE NO HA3HAYEHWIO,
HanpuMep, OTC/IEXMBAHUIO HYacTOThl U XapakTepa WCMNoMb30BaHUA CUCTEMbl A1 U3MEPEHUs NPou3Bo-
anTenbHocTu. CTaHgapT ASTM E2147-01 [10] B n. 5.3.10 ycTaHaenmeaeT: «3anpeTuTb UCNONb30BATb
no npuynmHam, OT/INYHbIM OT obecneyeHns ocyLecTBEHUS 3alNTbl U BbISB/IEHUA NPO6ENoB B 3alMTe B
MH(OPMAaLMOHHBIX CUCTEMaX MeAULMHCKNX KapT, HanpuMep, ayanTbl He JO/KHbI UCNONb30BATbCA AN1A U3-
yueHusa npochunein geaTenbHOCTW unv npodmneii ABMXKEHNA COTPYLHUKOB.

YnpaBrneHue 3anucamun ayamTa 4O/KHO cooTBeTcTBOBaTb ICO 15489-1 [3] no ynpaBneHuio 3anucsaMmu.
TpeboBaHua 3allWLLEHHOCTY A1 apXMBMPOBaHNA 3anuceil ayauTta CXoxu ¢ TpeboBaHMSAMU MO apxXvMBMpOBa-
HWIO 3NTEKTPOHHBIX MEANLIMHCKNX KapT, ykasaHHbIX B MMICO/TC 21547 [5].

PykoBOACTBO MO [0O/ITOCPOYHOMY apXVMBMPOBAHMUIO NPU COOTBETCTBUWM PYKOBOACTBY obecneveHus Le-
JIOCTHOCTU AaHHbIX Takke gaHo B IETF RFC 4810 n IETF RFC 4998.

Ocob60e BHMMaHWe criedyeT yaenuTb 3aluTe pacnpefeneHHblX cnefos ayanta. B To Bpems Kak anek-
TPOHHbIE MeAMLMHCKME KapTbl MOrYyT ObITb pacnpefeneHbl cpeay MHOXeCcTBa UHMOPMAaLMOHHbLIX CUCTEM U
0XBaTblBaTb OTAE/bHbIE NPeAMeTHble 06/1aCTW NOIMTUKN 3aLLWLLEHHOCTH, 3TO TakK Xe OTHOCUTCSA U K ayauTop-
CKuM cnefam. [lo/mkHa noafepxunBaTbca 3alUeHHOCTb IOTUYeCKUX ayAUTOPCKNX CNesoB.

9.2 ObecneyeHne fOCTYNHOCTM CUCTEMbI ayauta

Cuctema ayauTa fo/mkHa obecneymsaTb 4OCTaTOYHbIN 06bEM Mep A4/18 TOro, YToObl rapaHTUpPoBaTh, YTO
B ayMTOPCKUIA cref, BHOCATCA 3anncy BHE 3aBUCUMOCTY OT TOro, Korja Mcnosib3yeTcst CUCTEMA MeULMNHCKOM
MHpopMaLmu.

Cuctema ayauta [O/DKHA AOKYMEHTUPOBAaTb BCe Cly4vau, Korga ayfauTopckuii cnep Ho pa6otan, 6bin
BbIK/TIOYEH N He (hYHKLMOHMPOBaN 13-3a C608 CUCTEMDI.

Cuctema ayguta Ao/hKHa nokasbiBaTb MM CO06LWAThb, Kakne ayauTbl BKIHOYEHbI/BbIKIOUYEHbI B 3aAaH-
Hoe Bpemsi.

9.3 Tpe6oBaHMA K XpaHeHuto

OpraHu3zauusl, oTBeTCTBEHHAA 3a NoajdepxaHue paboTbl XypHana ayauTa, Ao/MKHa onpeaenuTs NouTu-
Ky XpaHeHUsi, pyKOBOASLLYIO 3anucsMu ayauTa.

XpaHeHuve 3anuceit ayamta Ao/HKHO COOTBETCTBOBATL 3aKOHOAATE/IbHbIM TPEe6OBaHNUsAM U COOTBETCTBY-
IOLLMM MOMMTUKAM.

XpaHeHune 3anvceit ayguTa LOMHKHO MOAAEPXMBATb Ha/MuMe MeAVLMHCKUX 3anuceil, JaHHbIX U LOKY-
MEHTOB.

9.4 O6ecneyeHne KOHMPUAEHLNANBLHOCTU U LENOCTHOCTM CIef0B ayanTa

CucTema ayauta foskHa obecrneurBaTth AOCTATOUHbI 06bEM Mep A/s 3alunThbl XYPHAIOB ayauTa oT
HeCcaHKLMOHMPOBAHHOIO A0CTyNa. B 4acTHOCTU, OHA O/KHA!

a) obecneunBaTtb JOCTYN K 3aMUCSAM ayanTa;

b) 3aWwmwaTb JOCTYN K CUCTEMHbIM WHCTPYMEHTaM ayauTa A8 NpefoTBpalleHust 3/10ynoTpe6neHus n
HeCcaHKLMOHUPOBAHHOIO A0CTYNa:

C) oTcnexuBaTh Bce AeliCTBUS CO criefamu ayauTa, NoCpeAcTBOM 3alLMLLEHHOr0 XypHana, B KOTOpOM
yKasblBaeTCsl Bpemsl, AeiiCTBIE U UCTIONTHUTENb AeNCTBNS;

d) JOKYMEHTMPOBATL BCe C/yuyau, Korga ayauTopckuii cnes He pa6oTas, 6bi BbIK/IKOUYEH UMK He (OYHK-
LIMOHMpOBas 13-3a 0TKa3a CUCTEeMbI U

e) coobLaTh, Kakne ayauTbl BKTHOUEHbI/BbIK/IOYEHbI B 3aflaHHOE BPEMS.
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9.5 JlocTyn K flaHHbIM ayauTa

JocTyn K gaHHbIM ayauTa AO/KEH TLiaTe/lbHO KOHTPONMPOBATLCA U caM A0/HKEH MoA/1exaTb NpoBepke
ayanToM. [LocTyn AO/MKEH OCYLWeCTBAATLCA NoAXoasLwein MHpopMaLnoHHON cMcTeMoii, cnocobHoli obecne-
4ymBaTb OCYLLECTB/IEHNE 3TOF0 KOHTPO/IS, @ He camMVM ayAUTOPCKUM CNeAoM.

CpefcTBa OCYyLLeCTBeHNS ayanTa AO/KHbI NO3BOMATb aHaIM3 ayaUTOPCKNX CefoB No O4HOMY U3 3a-
KOAMPOBaHHbIX UV HAa3BaHHbIX MOJei, onpeAeneHHbIX B pasgene 7. ¢ ykasaHmeMm Aatbl/BpeMeHn. no otaesib-
HOCTW (rfe 9TO BO3MOXHO) WM Xe B codeTaHnn (HanpumMep, BCe C/lyyan OCyLLecTBNeHUs AOCTyna nonb3oBa-
Tenem X. Bce cobbiTusa «delete» («yganeHue»), ocylecTB/IeHHbIE NOMb30BaTENSAMU ponu Y. BCe COObITUS C
yyacTvem cybbekTa nosyyeHnss MeanLMHCKON NoMoLwm Z 3a NpoLUewmnini mecsy u T. 4.).

B HEkoTOpbIX cnyyasx Nofb3oBaTeslb ayauta MOXET MoyYdTb JOCTYN K UCTOYHMKaAM WHopmaumn B
[OMNOSTHEHNE K ayAUTOPCKMM criefaM, Hanpumep ANns obHapyxeHus wabnoHoB noeegeHns (HanpumMep, Bce
MOWCKW AeTei, BbINOMHEHHbIE MONb30BaTeNEM, HE ABASAIOWMMCA NeaMaTpoM U He CBSA3aHHbIM C neauatpuen).
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MpunoxeHune A
(cnpaBoyHoeE)

CueHapun aygnTa

A.1 O6uwme cBegeHns

CylecTByeT MHOTO TUNOB ayAuTa: ayAuT 3awuTsl, ayAnT KOH(UAEHLNANBHOCTH, 3KCNEPTHbIN ayauT, ayAnT Bblge-
JIEHUS1 PECYPCOB, ayAUT NPOU3BOANTENBHOCTU CUCTEMbI, ayANT NPOU3BOAUTENBHOCTY CETH, ayANUT YNpaBNEHNUs KOHUry-
paumeii, ayaut o6HapyXeHUs NPOHUKHOBEHUA U T. 4. AA@HHOE MPUIOXEHNE ONUCLIBAET pas/IinyiHble CLeHapun UCnosb30-
BaHUsA XypHasoB ayauTa.

A.2 Cnyuvait He[JOBO/IbHO 3HAMEHUTOCTY

Moka B 60/1bHULIE HAXOANTCA 3HAMEHUTOCTb, KTO-TO M3 NepcoHana, 3Has O cTaTyce 3HaMEeHUTOCTU CybbekTa nosny-
YeHUA MefULVHCKOR NOMOLLM, UCMOb3yeT NHPOPMALMOHHYI0 CUCTEMY, CBSA3AHHYIO C YXOA0M 3a 60/1bHbIM, YTOObI y3HaTb
HOMep nanaTtbl cy6bekTa NonyvyeHns MeAnLMHCKOMW NOMOLWM U MHgopMaLmnio U3 MeanLMHCKON KapTbl, 1 NpoJaeT ee B
raseTy WM YacTHOMY JnLly.

Cy6bekT nofyyeHnss MeAuLMHCKOW nomoLlin, o6Hapyxuns cBoe (DOTO Ha 06/10KKE M3BECTHOW raseTbl, xanyercs
[LO/MKHOCTHOMY /1LYy, OTBETCTBEHHOMY 3a o6ecrneveHne KOHuAeHUManbLHOCTU. [JO/MKHOCTHOE NNL0, OTBETCTBEHHOE 3a
obecneyeHve KOH(UAEHLMANBHOCTH, UCNOMb3yeT XpPaHuIuLLe AaHHbIX ayauTa AN NpocMoTpa BCex c/lyyaes gocTyna
K MeAMLMHCKO kapTe cy6bekTa NoMyYyeHns MeAWLMHCKON NoMoLM 1 obHapyxmBaeT, 4To OAWMH cly4yail npomsowen 3a
npegenamv npefycMoTPEHHOro rpadkomMm BpeMeHU NpoBepku. B To Bpemsa pa6otanu ABe MeAcecTpbl, U Mocfe onpege-
JIEHHOTO paccniefoBaHUs OfHA W3 HUX CO3HanNach, 1 eii 6bi1 06bABNEH BbIFOBOP.

[JaHHbIli cLeHapuii 3aBUCUT OT BeieHunsa 3anuceli ayauTa, a Takke oT npoLiecca BbIMOSIHEHUA ayanTa AenaTelbHOCTH,
KoTopas 6blna 3anucaHa. OH AO/HKEH BKOYaTb B cebs:

- cosjaHue 3anucu>“ypHana ayauTa;

- nepefava (BkOYas OXmaaHue B oyepeanm U okanbHble o6nactu xpaHeHus) 3anncw/ypHana ayauta B
XpaHunuuie;

- nofyyeHue 3anucubkypHana ayauTa;

- XpaHeHwue 3anucuhkypHana ayaura;

- ayAuT OCyLLeCTBNIEHMA 3anpoceB/NOVCKOB A/18 OnpefeneHuns Toro, 4YTo NPon3oLLIIO.

3T0. B CBOIO ouepefb, TpebyeT:

- MOWCK NO COOTBETCTBUIO AaTbl U

- cucTeMmsbl ayauta, KOTopble, N0 MeHbLUell mepe:

- MAEHTMULMPYIOT KaX/Aoro nosib3oBaTesis, KOTOpPbIiA, COrlacHo oTYeTaMm, NpocMaTpuBan KapTy faHHOro Cy6b-
eKTa nonyvyeHuss MeANLMHCKO NOMOLLM.

- MAEHTMAUUMPYIOT KaxkAblil ciyyai JocTyna faHHOro nosnb3oBartens K kapte 1t060ro cybbekta nonyvyeHns me-
AVLMHCKOV noMoLyu n

- MAEHTMAUUMPYIOT KaxAblii cnyyai goctyna y3na K kapTe cybbekta nonyvyeHns MeguLnHCKOR NoMOoLLm:

- cooTBeTcTBMe ¢ RFC 3881 ans obecneyeHnsi BOSMOXHOCTM NomcKa:

- cooTBeTcTBMEe ¢ NCO 12052 (1J (DICOM) B cnyyae ayfauTa TEXHOMOMMYECKOro npoLuecca PeHTreHo0rnyeckoro
nccnefoBaHus.

Bbiweyka3aHHbIli CLieHapuii oxBaTbiBaeT PAfd BO3MOXHbIX C/yyaeB ANA Cy6ObeKTOB MOSyYeHUss MeAuLMHCKON no-
MOLLY C KOHKPETHbIMW NOTPeBHOCTAMM B ayauTe:

- cyb6bekTbl NOyYEeHUA MeAULMHCKOM NMOMOLLM, B C/lyyae KOTOPbIX 3/10yMbILIIEHHWK Obl/1 CEPbe3HO MOTUMBMPOBAH,
Hanpumep, 06BbEKT Nony4YeHns MeANLMHCKON NOMOLLU, KOTOPbIA, CaM TOro He Xxenas, noABepraeTcsi NpecnefoBaHuIo;

- XepTBa Hacunms:

- 06bEKT NoslyYeHNss MeAULMHCKOM NoMOLLKN yBefOMAAEeT AO/HKHOCTHOE N0, OTBETCTBEHHOE 3a obecneveHue
KOH(UAEeHUManbHOCTN, 0 HEO6X0AMMOCTY 3aKpbiTh AOCTYN K NEPCOHANBbHON MeULMHCKOA nHhopmauumn nyTeMm Ncnosb-
30BaHuA 415 3TOl MHOPMaLUM MapKMpOBKW, OT/IMYHOM OT MapKUpOBKW, WCMONb3yeMoi Ansa naeHTudmkayum VIP na-
LUMeHToB (y agMUHMCTpaLUM MOXeT 6biTb CTaHAAPTHbI HAbop MapKNpPOBOK ANA WAEHTUMUKALMN AaHHbIX Takoro Tuna
cybbekToB). [N ayAnTa B JAHHOM C/ly4yaB He CTOWT 3anucbiBaTb, YTO 06LEKT NOMYYEHUS MEAULMHCKOW NoMoLLM SABNsieTcs
«KepTBOW Hacunus», a ckopee CTOWT 3anucaTb, YTO JO/HKHOCTHOMY /nLYy, OTBETCTBEHHOMY 3a obecneyeHne KOH(naeH-
L1anbHOCTUN, MW AO/HKHOCTHOMY /LY, OTBETCTBEHHOMY 3a o6ecneyeHne 3aliuLeHHOCTN Bbl1 OTNPaBAEH CUTHaN O Ha-
pyweHun. Ham HeobxoAauMo 3anucaTb «KoA» [aHHOTO HapyLeHus, a He ABHO MAEHTUdNLMPOBaTb €ro NPOCTbIM TEKCTOM
B 3anucy aygura.

[ns ayguta MOXHO CTaHAapTM3NMpOBaTh;

- KaTeropuu cUrHanoB TPEBOTU CUCTEMbI 3aLUTbl — HEOBXOAMM MeXaHW3M OTNpaBKu CUrHanoB Tpesorn. MOXHO
NPUMEHUTb CUTHAN TPEBOTUN A5 CLeHapusa BO3MOXHOIO NpecrefoBaHnsa>"He3akoHHON AeATeNbHOCTH, a Takxe 6onee moLy-
Hble CUrHasbl A4N15 CLeHapueB, PACCMOTPEHHbIX HUXE:
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- KOAbl U AOBEPUE K NPUOXEHWIO A5 BbISIBNEHUSA LWIAGMOHOB NOBEAEHNS:

- NPVMEHEeHne NOAUTUKKN AN1A BbINONHEHNUs 06paboTku AaHHbIX ayauTa, rae noauTuka onpegensieT, korga v no kKa-
KOMy NoBofAy NogaBaTb CUTHAUT;

- HeobXo4MMOCTb B WUCNONb30BaHUW cnepytolieil (yHKLUWOHANbHOCTN M3 CUCTEMHOTO XypHana: BbibopoyHas oT-
npaBeka XXypHasioB, KOTOpble COOTBETCTBYIT OnpeAesieHHbIM (NpOoCTbiM) WabsoHam NoBeAeHUs B OTAe/IbHOe Mpuioxe-
HMe. KOTOpOe He ABMSeTCA Y4acTblo OCHOBHOTO cepBuca ayauTa. JTo Apyroe npunoxeHve-*Habnwogatens!) byget «cmo-
TpeTb» 3a NIOXMM NOBEAEHNEM U NOCbINAaTb CUTHAsbI (TAKON TUN MPUMNOXEHNA TakkKe MOXHO UCMONb30BaThb 418 Npobaem
c obopypoBaHuem):

- CMOCOGHOCTb K M3B/IEYEHUIO OCHOBHbIX AaHHbIX U3 apxuBa ayaura:

- [OMNONHUTENbHYI BO3MOXHOCTb — A06aBUTb NOAKAOYaEeMytlo nporpammy Ans onpegenieHHbIX BUAOB Nnoucka B
XpaHunuue AaHHbIX ayanTa, HO Kak MMHUMYM NpefocTaBuTb BO3MOXHOCTb BbIBECTU BCE AaHHble 13 6a3bl faHHbIX ayauta
Ha neyatb, 4TO6bI METb BO3MOXHOCTb NPOBOANTL @aHaNIN3 BPYYHYIO Ha aTane 1.

CepBuC yBeOMIEHNIT MOXET 6biTb NPOCTbIM WK CMOXHbIM, HO OH AOJ/DKEH 3HaTb, YTO Kyfda nocblnatb. CepBuc
yBeOM/IeHN MOXET ObITb YCIOBHO 3aBUCUMMbIM cepBucOM. CylecTByeT ABa BapuaHTa 3T0oro cyyas, a UMeHHO:

Cy6bekT noflyyeHns MeaNLMHCKON NOMOLLM BbICOKOTO YPOBHS M 3/10yMbILIIEHHUK C1abo MOTUBMPOBAH.

HavanbHble ycnoBus yrposbl. 3/10yMblLUEHHWUK, HALeNIEHHbI Ha CybbekTa NonyvyeHuss MeauLMHCKO NoMoLLm, He
MMeeT XopoLlero oMHaHCUPOBaHNS MU CTUMYNA, T. €. 3/10YMbILLJIEHHVK He ByAeT [01T0 NoAKYNnaTh COTPYAHMKA UM Haxo-
ANTLCA B yUYpeXAeHUN Kak COTPYAHMK, @ OH HEeNOCPeACTBEHHO BbIMOMHUT 3anpockl B 6a3y AaHHbIX. B Takux cnyyasx uwyT
TO/IbKO HenpaBOMEpHble «HOPMasibHble» TpaH3akuMu. XpaHuavuie AaHHbIX ayauTa fO0/HKHO NO3BOMATL AenlaTb 3anpochl
cnyvaes gocTyna no IP, PID. nonb3oBatesnto, NpoMeXxyTKy BpEMeHU 1 T. 4.

CyO6beKT MonyYyeHnss MeANLMHCKON NOMOLLM BbICOKOTO YPOBHS M 3/10YMbILLIIEHHUK CEPbE3HO MOTUBUPOBAH.

3710y MbILLNEHHVKN AN NONYYEHNA UHhOpPMaLUM UCNONb3YIOT BO3MOXHOCTM 3anpoca B OCHOBHbIe 6a3bl AaHHbIX, a
He TOJIbKO OCHOBHble (hyHKLUK noucka uHTepdeiica xpaHunuuia (Hanpumep, cpefcTea agMUHUCTPATOPOB 6a3 AaHHbIX).

Tpebyemas pyHKLMOHANBHOCTL. 3anpoc B XypHasbl ayanta no ngeHtudukaTopy cybbekra nonyyeHns MeguumH-
CKOIl MOMOLLM, N0 BPeMeHU AoCTyna u naeHTudrkaTopy nosb3osatens, 06w uii aHanns xpaHmnuia.

XpaHunuuie gaHHbIX ayauta AO/KHO ObiTb CMOCO6HO cOpOCUTL (B CEPBUC OTYETOB) 3anuncy ayauta ANs coOOTBeT-
cteytowero PID, ngeHtudukaropa cuctembl, BDEMEHHOTO OKHa U T. 4.

CepBuUC 0TYETOB NONYUNUT U3 XpPaHUINLLA 3aKOANPOBaHHYI0 MH(DOpMaLKnio 1 0TO6pa3uT oT4eT B N11060M BbIGPaHHOM
Buae (MpeanoyTuTenIbHO NPUroAHOM A1 NCNONb30BaHNSA).

TpebyeMmsblil nHTepdelic (Kyfa XpaHUuLLe AaHHbIX ayanTa O/HKHO 0TNPaBuTL COO6LEeHNE, KOTOpoe GyAeT NOHSATHO
cepBuCy OT4YeTa 1 cepBUCY aHannsa) (B cayyas, eCin K XpaHuauiLy NoAKAYeH 3TOT nHTepdeiic) uMeeT YeTbipe YPOBHS:

a) co6blTuA, CBA3aHHbIE C KOHKPETHbIM Cy6beKTOM MOMyYeHUs MeAWLMHCKON NOoMOLM: HeT Heo6Xo4MMOCTU Npo-
cmaTpuBatb Ntobble 3anpochbl, MPOCTO OTBETb, €CTb /1N CO6LITUS ayAnTa, CBA3aHHble C AaHHbIM CyObekToM MnosyyeHus
MeWLUHCKON NoMOLL:

b) NOKaxu 3anpockbl, KOTOpble, Kak N3BECTHO, BEPHYN 6bl faHHble 0 Cy6bekTe NosyvyeHnss MeAnLMHCKO NOMOLLY,
faxe ecnu naeHTudukaTop cybbekTa He ykasaH: AeTepMUHUPOBaHHbIe 3anpockl / 3anpochbl, He yuuTbiBawolMe BpeMs
(Takue Kak 3anpochbl, xpaHsawmecs B XDS):

C) Nokaxu Bce co6biTuSA, YAOBNETBOPSAOLME Anana3oHaM 3Ha4YeHWn HECKOIbKUX KpUTEpUeB: nosb3oBaTtesb, Bpe-
MEHHOe OKHO, TN cobbITUA 1 Habop cucTem, NpefCcTaBASAWNX MHTepec (Hanpumep, BCe BXOAbl B CUCTEMY U BbIXOAbl U3
Hee):

d) cnoxHble 3anpochkl: NoNb3oBaTebCKkMe 3anpockl, 3anpockl o NCO 12052 (1) (DICOM). 3anpockl NoToka pa6oT
nabopatopun, KOTopble 3aBUCAT OT NOTOKa paboT u TpebyloT OT 3anpallnBaloLero 3HaHMa CoCTOAHMA 6a3bl AaHHbIX Ha
MOMEHT OCyLLecTB/eHUs 3anpoca.

YpoBHUK a). b) 1 €) MOryT OCyLLECTBNATLCA Yepe3 NPSAMONA UHTepdeiic K XxpaHnuLLy.

CepBuc aHann3a MoxeT 6bITb UCNONb30BaH AN YPOBHSA d) N pasmelleH cBepxy.

Bo3moxHas (PyHKUMOHaNbHOCTb. 3anpoc B XXypHasibl ayAnTa BPYUYHYHO WU C UCMONb30BaHWEM CepBuca aHannsa.

Bo3moxHasi HoBas 061acTb NpuMeHeHna ansa ayamta. OcyllecTBNeHne aHanunsal/ cpaBHEHUA" CBA3N MeXAy Xyp-
Hanamu NAaHUpoBaHNA W XXypHanamu ayauta Ans obHapyXeHus He3annaHWpoBaHHbIX/ HEOObIYHbIX C/lyyaeB focTyna.

[lononHnTenbHble CepBUCbl. XpaHuUnuLle 3anpocoB/cepBuc aHannsa A5 BbIACHEHUS CYLLEeCTBYIOT /M HEOObIYHbIE
3anpocbI?

A.3 Cnyuvail npuHyAUTENbHO 06ecneyYeHHOro yCTaHOBMIEHHOTO B 3aKOHOAATe/IbHOM NOpsfKe npasa Ha He-
NPUKOCHOBEHHOCTb YAaCTHOM XMW3HU (OTHOCALLMIACA K NPOLIIOMY, HE aKTUBHbI)

B faHHOM cueHapuu CyObeKT NONyYEHUS MeAULMHCKON NMOMOLLM He XO4eT, YTo6bl ero coces, NoCTaBLUK Meau-
LMHCKOV nomolyu, Gbl1 0CBEAOMNEH O €0 COCTOSHUW 3[0pOBbs, CY6bEKT NOMYyYEHUS MEAULWNHCKOW NOMOLLM MOXeT
BbllaTb CBOEMY Bpauyy Mo OKka3aHUo NepBUYHON MEeANLMHCKOW NOMOLLYU pa3pellmnTenbHblli AOKYMEHT, NOCTaHOBASIOW WA
NOSIHOCTbIO 3aKPbITb AOCTYN K €10 MEANLMHCKON KapTe CO CTOPOHbLI NOCTaBLiMKa MeAULMHCKUX YCnyr. Yepes HEeCKO/bKO
Hefenb AO/HKHOCTHOE ML, OTBETCTBEHHOE 3a o6ecneyeHne KOHUAeHUNanbLHOCT Bpaya No okasaHuio nepBuUYHOi
MeAMULMHCKOW NoMOLLW, nosiyyaeT cUrHan o TOM. YTO coceq NbITancs NoAy4ynTb JOCTYN K KapTam, Hapylas noamTuky
yupexgaeHus, n 4To B ocTyne 6b1710 0Tka3aHo. [J0/KHOCTHOE /MU0, OTBETCTBEHHOE 3a o6ecneyveHne KOH(UAeHUnanb-
HOCTW. onoBeLlaeT cyGbekTa NosyyeHns MeAnLMHCKON NOMOLLM O NOMNbITKE NOMYYEHWUA JOCTYNA U O TOM. YTO OHa Oblna
HeycnewHoM.
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O6s3aTenbHas (hyHKLMOHAIbHOCTb. POPMMPOBaHMEe cnucka clyyaes foCTyna K MeANLMHCKUM KapTaMm Yyepes /IoruH
Bpaya' nosb3osartens; hopmuposBaHve / AeMOHCTPaL s CNMCKa HeycneLwHbIX NoNbITOK A0CTYyNa; 1 (hopMUpoBaHne curHa-
N0B TPEBOIN B MOMEHT, Korga mkcupyeTcs cobbiTve, He YNOTHOMOYEHHOE pa3peLllnTeslbHbIMU OKYMEHTaMu.

- Jlo6oii cnyyali ncnonb3oBaHus (HU3KOro/ BbICOKOTO YPOBHS) TpebyeT BO3MOXHOCTW PeTPOCNeKTUBHOIO aHanusa
ayauTa: «fjainTte MHe faHHble, N A X NPOaHaN3npyLo».

- JaHHbIii cueHapuii cyliecTByeT TONbKO 418 YCTAHOBAEHWA TOro, YTO6bI ayAUT MOT BbITh «3anpoLleH» No NAEHTK-
dukaTopy npouecca (PID). a Takke N0 ycnewHbIM' HeyCMnelHbIM pe3yibTatam cobbITUS.

Mpo6nembl:

- B peaslbHOM MMpe CyLiecTByeT MHOXECTBO C/lyyaeB aBTOMaTU3VMPOBaHHON NpeABapuTenbHON NOAKAYKM U KILLI-
poBaHWA AaHHbIX. B 60NbLIMHCTBE TpaH3aKLuii NOCTaBLL MK UK UMA CybbekTa NosyyYeHns MefNLUHCKON NOMOLLM YKa3aHsbl
He B fJaHHbIX, & B MHpopMaLuy CBA3AHHOTO C HUMW NPUIOXKeHUs. HarnagHeli npumep. Ecnv YyenoBeky HasHauyeH npuem,
TO ero flaHHble NpeABapuTe/IbHO 4EMOHCTPUPYIOTCA Ha 3KpaHe B CMOTPOBOM kabuHeTe. CepBuc ayauta fAo/mKeH 6biTb B
COCTOAHWUMN CBEPATb, KTO 6bl/1 NOAKIIOYEH K CMOTPOBOMY KabuHeTy B TO BpeMs, Koraa 6bi/l Ha3HauyeH npuem;

- HeaBTOPM3CBaHHbIE MOMbITKM MOAYUYNTb JOCTYM, Kak yKkasaHo Bbllle, COCEA0M MOCTaBLi/Ka MeAULMHCKUX YCayr,
[O/MKHBI TG0 OTCEeXNBATLCA NPUIOXKEHNEM, TG0 NPOABASATLCA Kak 3anpoChl OT HEOXWNAAHHOTO UCTOUHMKA:

- «cepBUc-HabnAaTeNb» MOXET UMeTb 6enblii CMMCOK CMOTPOBbLIX kabWHEeTOB, KOTOpble MOTYT npefBapuTenbHO
npocmaTtpvBaTh faHHble U 0TNPaBAATb YBeAOM/IEHNE, eC/IN 3anpoc NocTynaeT OT HEOXUAAHHOTO UCTOYHMKA W/Mnn B Ha-
pyleHne paspelnTenbHbIX JOKYMEHTOB UM [OKYMEHTOB Mo NoslyYeHunto goctyna. OnpegeneHve Toro, Koraa v no kakomy
nosoAy cepsuc-HabnogaTenb onoseLllaeT, OTHOCUTCS K BOMPOcaM MEeCTHOW NOANTUKN.

A.4 Cnyuaii B3NOMaHHOTO cepsepa

HepaBHO Havyan paboTtarb peecTp COCTOAHMA 3[,0POBbSA HaCEeNIeHNs, U N1L0, Co3/aBllee CepBep, 0TKasanocb cMme-
HUTb Maposib agMUHMCTpPaTopa. Heknii xakep HaxoAUT CepBep M HauyvHaeT NCMOoMb30BaTb €ro. YTo6bl aTtakoBaTb APYTUB
CUCTEeMbl CMaMOM OT peecTpa COCTOSIHUS 3[0pPOBbA HaceneHus. M3-3a Heobbl4YHO 60/1bLLIOr0 06bema cobbiTuii ayamTa u
cnyvaes fOCTyna ypoBHS afMUHMCTpaTopa c Hem3BecTHoro IP-agpeca [0/MKHOCTHOMY finly, 0OTBETCTBEHHOMY 3a obecne-
YeHue 3alnTbl OTNPaBASAETCSA CUTHA, U 3TO /L0 Cpasy Xe NpoBepsieT XypHasibl ayanTa U NoHUMaeT, 4TO NPOU30LWIo, U
MOXeT 3TO NpekpaTuTb. [lanbHellnii aHanu3 XypHanos ayguTa o6HapyXuBaeT HEKOTOPbIE JOMOIHUTE bHbIE YSI3BUMO-
CTU, KOTOpble He OblNIn BUAHbI NPU YCTAHOBKE CUCTEMbI, ¥ MPOU3BOAUTCS YCUIEHWEe 3alUTbl A1 NOBbILEHUS 3aLUULLEeH-
HOCTW CUCTEMBbI.

3T0 Apyroii TMN cepBuca NPUIOXKEHNS, a Takke APYroi Tun ayaura.

3T 3anucu ayauTta 6yaeT cosfjaBaTb 3awuTHas cuctema. XKypHanbl MaplipyTusatopa He xapakTepHbl Ans
3/1paBOOXpPaHeHNs.

O6s3aTenbHas (PYHKLMOHANbHOCTb. HeobxoAnMo «apXnTEKTypHO» COOTBETCTBOBATb TOMY, Kak npodeccrmoHasnb-
Has IT-uHAYCTpMA pelaeT aTy npobnemy.

®akT OTnpaBfIeHNs CUTHaNa TPEBOrN TakXe MOANEXUT ayauTy.

A.5 Cnyyaii ynoNHOMOYEHHOTO NOJIb30BaTENS, KOTOPbIA 310yNOTPE6ASET 3ITUMU MOSTHOMOUYUSMU

Hekoe nuL0 NpocuT CBOEro napTHepa ycTpouTbesl Ha paboTy B KauecTBe PErucTpuUpyoLLEero areHTa B HOBOW WH-
¢hopmaLmoHHoli Cucteme / Peructpe nocTaBLiMKOB NO IEKAPCTBEHHLIM CPEeACTBAM M 3aTEM 3aperucTpupoBaTh 3TO L0
1 BPYTVX MWL KaK Bpayeii ¢ npaBaMu 3/1EKTPOHHOTO Ha3HAYEHUs!, YTOGbI OHW MO/ HE3AKOHHO HA3HAYaTb JIeKapCTBEHHbIE
cpegcTsa.

YacTo eAnHCTBEHHbIM CNOCO60M PACKPbITL TAKOM TUM CO6bLITUN SBNSETCA eCTEeCTBEHHAs NOLO3PUTENIbHOCTb WK
cnyyvaiiHblil aHann3 XXypHanoB ayauta.

Kak MOXHO CBOEBPEMEHHO Ha 3TO pearnposatb? MOXeT 1 ayanT 1 MOHUTOPWHT MOMOYb OGHAPYXUTL HEO6bIUHbIE
cnydYau HasHauyeHWsi NOAJIeXallnx KOHTPOJI0 NeKapCTBEHHbIX CPeAcTB? (Pe3knii ckauyok B Ha3HauYeHUn mopduHa?) Hau-
MEeHbLUIEe. YeM MOXET MOMOYb CUCTEMA. — 3TO HEMEAJ/IEHHOE NPELOCTAB/IEHNE L0KA3ATE/IbCTB HECAHKLNOHNPOBAHHbIX
peructpauuiti npyu o6HapyXXeHUn Nonb3oBaTesNs, 3M10yNoTPE6AAIOLLEro NOTHOMOUUAMM, & TakKe CMUCOK BCEX «Bpaueii»,
3aperucTPUPOBAHHbLIX MPU UCMOJIb30BAHUN YYETHOI 3anncy Nosib30BaTesis, 3/10ynoTpe6/Isiowero noiHoOMoOUMSIMU.

O6s3aTenbHas yHKLUMOHaBHOCTL, ®OPMUPOBATL CINCOK YCMELWHbIX COGLITUIA perncTpawmy noab3oBaTens.

[ononHUTENbHAA (PYHKLUMOHANBHOCTL. [leNiaTb NEPEKPECTHbLIE CChINKM MEXAY CEPBUCOM ayauTa U APYTMMU CEPBU-
camu ans onpegeneHns 061acTu HapyLeHus.

MNoTeHymanbHas PyHKUMOHANBHOCTL ANs cepeuca ID Mgmt. CBepATb IMYHOCTL B PEFUCTPE NOCTABLYMKOB C yueT-
HbIMW [aHHbIMU NOCTABLLMKOB.

A.6 Cnyuaii HenpaBu/IbHO HanpaBJ/IEHHbIX PE3y/bTATOB UCC/IEA0BAHUN

Cy6bekT NonyyYeHnst MeLULMHCKOKM NOMOLLM XAan CBOW pe3y/bTaTbl N1abopaTopHbIX UCCNef0BaHUii yxe B TedeHne
[BYX HefieNlb, KOrAa Bpay COOGLMA emy, YTO MPW MCNOMb30BaHUN HOBOW MHGOPMAaLMOHHONM cucTeMbl naéopaTopun pe-
3yNbTaThl AO/MKHbI ObITh JOCTYNHbLI MEHEE YeM Yepe3 48 yacoB. Korga cy6bekT NoNyYeHUss MeAULMHCKON MOMOLLM 3BOHUT
B ochnC CBOEro Bpaya, o6HapyxuBaeTcs, 4TO B ohuce MMeeTCs 3anucb O 3akase pesy/ibTaToB U3 nabopaTtopumn, HO He
camu pesynbTaTbl. MefcecTpa 3BOHUT B 1a60paTopuio U CMpaLUKMBAET, YTO CAYUYUIOCh C pesy/bTaTamn UCCefoBaHUiA.
Na6opaTtopus npoBepsieT CBOW XypHasbl ayanTa U HaxoAuT HOMEp NOJyYeHHOro 3akasa pesynbTaToB U3 naéopaTopum,
a Takxke pesysibTaTbl 1a6opPaToOpHbIX UCMbITAHWIA, KOTOPblE GbIIM OTNPAB/EHbI B OTBET. JlaGopaHT NpoBepsieT, kyaa Obinu
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oTnpas/ieHbl pe3ynbTaTbl U MOHMMAET, YTO pe3y/bTaTbl 6bl1M OTNpaBneHsl 8 ouc Apyroro Bpaya. JlabopaHT nepecbinaet
pe3ynbTaTbl NpaBuabHOMY nofayvaTento, n nposepseT ARR. 4To6bl y6eanTbes, 4To pesynbTaTbl 6bi NOBTOPHO OTNpPaB-
NeHbl [O/MKHbIM 06pa3oM (ycnelwHblii pe3ynbTaT co6biTUSi U NPaBW/bHbLIA NosyYaTenb) U 3BOHUT MeAcecTpe, YToGbl y3-
HaTb. Noslyynna nm oHa unx. Megcectpa 3BOHWUT Cy6BbEKTY MOSy4eHUs MeAULMHCKON NoMoLKn, YTo6bl COOBLWUTL emy. 4To
pe3ynbTaTbl NOMYYeHbI.

HekoTopble 4ONOMHUTE NbHbIE YTOUHSAOWME faHHble [O/KHbI ObiTh A06aBNEHbI B XypHanbl ayauta 419 noAgepxKu
3TOroO CLueHapus, Takme Kak: Homepa Ana OTCMIeXMBaHUs 3akasa, Homepa 0T4yeToB U T. 4. Heobxoaumo byfeTt ycTaHOBUTb
6anaHc mexay go6aBneHnemM B XypHasbl CINWKOM 60/1bWOro o6bema yTOUHALW WX AaHHbIX U aHANAN30M, KOTOPbI MOXeT
ycTaHaB/IMBaTb CBA3b MeXAY 3aKasamu C 3anpocamiu BiXXypHase ayauTa. Bo3HukaeT BONpoCc 0 TOM. HEO6X0A4MMO Nn cae-
naTtb 3TO NPV NOMOLLM CPeACTB ynpasB/eHnss NOTOKOM paboT Uan Xe Npu NOMOLLW XypHana ayanta? PeHTreHonorus gena-
€T 3T0 MO ABYM Harnpas/IeHUsIM NpU NOMOLLM CPeACTB yNpaBieHns NOTOKOM paboT (NoATBEpPXAEeHNE OTNPaBKM, NOMYyYeHUs
1 NpouYTeHNsA OTYETOB, a Take HoOMepa KOHTeliHepoB 1 T. 4.). [pefocTaBneHne 0TYETOB NPU NOMOLLM CPeAcTB ynpasne-
HUS NOTOKOM paboT MOryT o6pabaTtbiBaTbCA C NOMOLLBIO OTAE/NbHOrO ayauTa — npefocTaseHne oTyeTos naboparopum n
noaTeepxaeHune BA. ViHTepdeiic moxeT obecneuynTb BO3MOXHOCTb COr1aCoOBaHNA XXYpHanoB oT4eTHOCTWN nabopaTtopum ¢
APYTUMK XypHanamu ayanTa B Xofie paccrnefioBaHuii. Hanpumep, cepBuc CONoCTaBNEHUS XYPHATOB.

MoxeT cyliecTBoBaTb OTYETHOCTb MO MNOTOKY paboT u cepBuC ayanTa B pamMkax MHOpMaLMOoHHON cuctemsl, 6yab
TO nabopaTtopuun HasHaYeHUs UNn pagmnonorus. Takxe Ao/HKHA YUNTbIBATbCS UHTErpaLus ¢ NOrnCTUKOi (foctaska U T. 4.).

O6s3atenbHas PyHKLMOHANbHOCTb. Moka3biBaTh COOLITUSA, a Takke 0TNpaBuTeNs u nonyvartens.

Bo3moxHas (PyHKUMOHANBbHOCTb. Pe3ynbTathl 6bi1v OTNPaB/iEeHbl B HENPaBW/bHOEe MeCTO 13-3a OLWNOKN B peecTpe
nocTaBLMKOB U MHLUUAEHT 06HapyXun HeobxoANMOCTb UcnpaBieHns / 06HOBNEHNS peecTpa NOCTaBLMKOB. Kak aTa He-
06X04MMOCTb KOPPEKTUPYIOLNX AECTBMIA MOXET aBToMaTu4eckn cpabaTbiBaTb U peluaTbca?

3TOT cueHapuii 0TANYaeTCa TeM. YTO OH He AB/ISIETCA HU MOHUTOPWHIOM B peasibHOM BPEMEHU, HW yNpaBieHneMm, a
MCNO/b30BaHMEM CUCTEMbI ayanTa A1 NPOBEPKM NOTOKa paboT.

B faHHOM cLeHapun ecTb Hekuii nonb3oBaTeslb, He ABAALWMIACA afMUHUCTPATOPOM, KOTOPbI/ MOXeT MCNo/b30-
BaTb MHTepeiic xpaHnIMLLa AaHHbIX ayAnTa, KOTOPbIA J0IKeH 6biTb YA06GHBIM U OT/IMYATLCA OT 06GbIYHOTO MHTepdeiica.

B 3TOM cLeHapuun BO3HWKAIOT CrieAyioLine BOnpochl:

- MOXeT /n cucTeMa onpeaennTb, He NOTepPSANoCh NN cooblieHne?

- MOXEeT /i cucTema onpefennTb, He MpousoLllna nM onepauyusa? Tak kak onepauun ABAATCA cobbITUAMKU, Noa-
nexawumun ayguty, ata nHcopmManmsa fJo/mKHa 6biTb NoNyYeHa:

- CyliecTByeT /i cnoco6 aHanusa Haauyms UM OTCYTCTBUSA YCNELIHO UK HeYyCMNeLlHO OTNpaB/eHHbIX COO6LLeHNA?

- ecnin nosenseTca coobuieHne 06 ownbke (owmbKa OTKANKA), TO OHO MOXET NPUBA3ATLCA K CEPBUCY MOHUTOPUH-
ra. T. B. €C/I cuctemMa MoXeT 3T0 06HapyXuTb, TO COO6LNTL O NoTepe;

- ONs o6HapyXeHUsi HeCOOTBETCTBUI MeXAY MOSlyYeHHbIMW YBEAOM/IEHUSIMU U OTNPAaB/IEHHbIMU YBELOM/IEHNSMU
cyuiectsyeT (pyHKUMA conocTasneHns/ aHannsa, kotopas HaxoAUTCA BHe cdpepbl AeiicTBUA HacTosALero ctaHaapTa.

COTPYAHMKN CNYX6bl 6€30NacHOCTM Takke XoTeNn 6bl 3HaTb: €CNIN HaANeXallnil cneunanuct He Nonyunn coobuye-
Hue n3 nabopaTopumn B Hy)KHOe BpeMsi, TO Nonyyan nm coobLieHns KTo-HMbyab elle B 3T0 BpeMsa?

OTyacTy 3TO cueHapuii noToka pa6oT | npegocTaBneHust oT4eToB / Npou3BoAuTENbHOCTU. CepBUC ayauTa MoXeT
nepejaTb 3Ty BO3MOXHOCTb CEpPBUCY NOTOKa paboT.

A.7 Cnyuaii HenpepackasyemMocTu onepauui

CUCTEMHbIN aAMUHUCTPATOP 60bHULbI 3aMedaeT Heo6bIYHOE KOIMYECTBO HeyauHbIX onepaluii. Mocne nposege-
HUS| [UATHOCTUKM CUCTEMbI CUCTEMHBIV afiMUHUCTPATOP MOXET OMpefAesiuTh, UTO KaXable HECKO/IbKO YacoB MPOUCXOANT
OrpOMHbI cnaj B MPOMYCKHON CNOCOGHOCTH, HO HE MOXET onpeAenuTb noyemy. AAMUHUCTPATOP NPOBepsieT XypHasbl
1 MOHUMAET, YTO MpUoXeHWe B nocbinaeT kKaxAblili 3aka3 B la6opaTopuio No ABa pasa W. Kak ClefCcTBUe, NPOUCXOANT
neperpyska cucTembl.

370 cAyyaii aAMUHUCTPMPOBAHUS CUCTEMbI U U3MEPEHUS MPON3BOAUTE/IBHOCTM, TaKoM Kak cLeHapuil B3/loMaHHOro
cepBepa. VHdopmaums, koTopasi LO/MKHA 6bITb NPOBEpeHa ayUTOM, CYLeCTBEHHO OT/IMYaeTCs OT NPUMEPOB UCMO/b30-
BaHNS KOH(PUAEHLMASTLHOCTY 1 3aLMLLEHHOCTU.

O6Lwas cucTema ayura MOXeT 0CTaBaThCsl Noc/e0BaTe IbHOM NOBCEMECTHO U UCMO/b30BaTh Te Xe BO3MOXHOCTU
OTNPaB/IATb U XPaHUTb XypHasbl. IHchopmauus, koTopasi 6yaeT 3aperncTpupoBaHa 1 To. rae oHa ByfeT 3arpyxeHa, Gyaet
onpeaensTbCs MECTHO NOMIMTUKON KOHMrypauum.

Bo-nepBbix, 3T0 Be6-cepsUc ANt ARR uHTepdeiica, KoTopbIii TOBOPUT «BO3BpaLLaiiTe MHe BCE. YTO MOKaKETCS BaM
Heo6blUYHbIM», rae HeobbluHOe — 3TO, HanpuMep, «6osiee NATU NOCNEA0BaTE bHbIX HeyauHbIX MOMbITOK UK HeyLauHbIX
pesynbTaToB OMnepaLnii».

B coBpeMeHHOM Mupe 3TOT BUJ ayAuTa OCYLEeCTBASIETCA NyTeM NpefoCTaBieHUs afMUHUCTPATOPY BO3MOXHOCTH
npoaHanu3npoBaTb NOTOK HEO6PABOTaHHbIX faHHbIX NPV MOMOLLY Hanboee 06LNX MHCTPYMEHTOB.

CucTema rMoxXeT He AaTb aHaNMTUYecKne AaHHble A8 BXOASLLEero noToka ayauta, HO MOXET faTb AOCTyn K Heo6-
pa6oTaHHOMY MOTOKY ayAuTa Yepe3 UHTepdeiic B C/lyyaB, eC/iM KTO-TO 3aX04eT OCYLeCTBUTb ero aHams.

3TOT cyyaii MOXeT 6biTb pacluMpeH, BK/OUMB Takue nepeMeHHble, kak 6ecnpoBogHO MOHUTOPUHT C UCMO/b30Ba-
HUEM MEeULMHCKNX MPUGOPOB M yAaNeHHbI MOHUTOPUHT 06'beKTaMm MOJTyYeHUst MeANLMHCKOR NoMoLm.
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A.8 Cnyuail ucuesatrouiux sanvceit ayguta. XpaHunuiie gaHHbiX ayguTa kak Lenb

KTO-TO nblTaeTcsi CKpbiTb CBOM cnefpl. Bo Bcex cepBucax / cuctemax foMKHO GbiTb YCTAHOBIEHO OAHO U TO Xe Bpe-
Msi 4718 TOro, YTobbl 3aMeTUTb NPo6enbl B AaHHbIX, NOTOMY YTO A/151 3/1I0YMbILLIIEHHUKA MPOLLE BCEr0 YHUUYTOXUTb YacTb
ayauTa BO BpeMs aTakv WA He3akoHHOI onepauumn. BbiGopoyHoe YHUUTOXEHNE ayanTa ABNAETCA CMOXHON 3ajaveld, Tak
4TO. KaK npaBuo, paspbiB 3ameTeH. BTopas oco6eHHOCTb aTaku, CBA3aHHOI C ayMTOM, 3TO ataka caMoro cepeepa Bpe-
MEHU. TaK 4YTO CyLLecTByeT He06XOANMMOCTb NPOBECTY ayAUT TOYHOCTH cepBepa BpemeHu (6bl10 N c6pocoB 6onblue, Yem
06bIYHO?) U ayAWUT KINEHTa AN TOro, YTO6bl PACKPbITb BO3MOXHbIE VUHLWNAEHTbI.

MpumeyaHue No BHeApeHW0. MapLLpyTU3aTopbl ABASIOTCA XOPOLUIMM MECTOM (3aKpbITbIM U NOAKMOYEHHBIM), YTOGbI
CNYyXNTb B KAYeCTBE CepBepOB BpPeMeHW A5 TOro, YTo6bl rapaHTUpoBaTh, YTO CUCTEMbI CUHXPOHU3MPOBaHLI. Mpuioxe-
HWe MOXeT/A0MKHO BbITb TOTOBLIM 06GHAPYXUTb «HEHOPMasibHble» Npo6enbl B Tpadvke ayauta. «HopmanbHbli» Tpagmk
ayauTa Jo/KeH onpefensaTbCa Ha MEeCTHOM ypOBHe.

Tak Kak cepBepbl ayAnTa SBNAIOTCA [NaBHOW MULLEHbIO, TO KaK MOXHO NPOBEPUTbL ayAWTOM, NoABepraeTcs /i Ha-
najeHunio cepeep ayamuta 1 YTo Mbl JODKHBI KOHTPOMPOBATL, €C/IN UMEeT MeCcTo kakoe-n1nMbo HeobblYHOE NnoBeaeHue,
BXOAWT NN 3TO B 06N1acTb NpUMeEHeHUA cepBuca(oB) ayanTa.

MpumeuaHuns

1 BO/ILIUMHCTBO CUCTEM MCMO/b3YI0T NTP. KOTOpbIN CO34aeT 3annucu ayauTa; OHW LOSHKHbI COXPAHATLCS B XpaHnUn-
Lle AaHHbIX ayauTa U KOHTPOIMPOBATLCS.

2 CepBepbl ayAuTa camu no ce6e A0o/MKHbI GbITb YCUEHbI U 3alLULLEHbI.
3 Heo6X0ANMO PacCcMOTPETb BO3MOXHOCTb COXPAHEHUs1 MECTHbIX KONWiA 3anuceit ayauTa.

CornacosaHHoe BpeMs ABNsSeTCA 0653aTeNbHON (hyHKLMOHANbHO BO3MOXHOCTBIO U 3aBUCUT OT cepBuca ayauta
(OHO fO/MKHO MCcnonb3oBaThCA M paboTaTb, @ He 6biTb MPOCTO AOCTYMHbIM).

Tpe6oBaHue. XpaHunuiie ayauTa W accouumpoBaHHble CepBUCHI AO/MKHbI ObiTb 3aljulleHbl, BKIYas cpefcTsa
ynpas/ieHnst 4OCTYNOM U cpeAcTBa ayanTa.

A.9 Cniyuaii xakepa, CO34aloLLero 0XHbIe 3anucy ayguta

CoBpeMEeHHbIA 3/10yMbILUNEHHUK NOAKI0YaeT HOYTOYK, KOTOPbI/ CO3AAET /IOXKHbIE 3anucy ayauTa, YTo6bl CKPbITh
TOT (DaKT, UTO OH OTK/IOYU/ CUCTEMY ayAuTa MalUWHbI, KOTOpas NoABepraeTcs aTake.

(HekoTopble NokanbHble NOMTUKA MOTYT PeLInTb UCMNONb30BATb LN POBbLIE NOAMUCK A TOro, YTOGLI 0GHAPYXUTb
COKpbITUE 3anucein ayamTa.)

A.10 Cnyuait npocmoTpa 3anuceil ayamta Xxakepom 1 nx 3/J0HaMepPeHHOro NCNoib30BaHUsA

3anucy ayauta mMoryT Takxe GbiTb YA3BUMbIMY A5 aHanu3a Tpadmka unm usMeHeHuii ¢ Lenbio yaaneHus BaxHoi
MHchopmaLun HenocpeACTBEHHO BO BPeMS nepejauu.

CmsryeHne. He BHOCWTb INYHYI0O MeAMLMHCKYIO MHOpMaLuuio B 3annucu aygutal Ecnv sTo HEBO3MOXHO, 3anucu
aymTa mMoryT 6bITb 3alMdpoBaHbl NGO NO Kaxaoi 3anucu, Nnbo no ceccum / NOTOKY.

A.11 Cnyuyail cTpaHHOro (YynoJIHOMOYEHHOTO/HEYNOTHOMOYEHHOIO) M3MEHEHUSI KOHurypayuu

HekTo, AeiicTBys kak cCUCTEMHbI/ agMUHUCTPATOp, yCTaHaBAMBaeT 06HOB/IEHNE NPOrpaMMHOro obecneyeHuns mMecT-
HoWi cucTembl. (ANbTepHaTMBA; BPEAOHOCHbIE aTtakv / ciyyvaiiHblii 310yMblLIEHHUK YycTaHaBneBaeT HTTP-peructpartop u
hukcupyeT Becb Tpacuk HTTP ans o6HapyXeHns ysi3BUMOCTEN CUCTEMbI.)

Mpouecc ayanTa fomkeH hnkcmposaTb faTy, BPEMS U MeCTO OOHOB/IEHUS, & Takke «OnucaHne U3MEeHeHNs», KoTo-
poe BK/loYaeT B ceb6a HOMepa Bepcuii NporpamMMHOro o6ecneyeHuns, KOHTPOsIbHbIe CyMMbl haiinoB u T. A.

XpaHunuiie ayanta (Mim xpaHunuwe ayamta KoHpurypaumm) 4O/MHKHO 6biTb BpEMS OT BpEMEHW UCC/Ief0BaHO, YTO-
6bl y6eanTbCs, YTO aBTOPU30BaHHbIe 06HOBMEHNA KOHUrypaumm nMenn mMecto, Korga AoKHbl 6bIn, 1 06HAPYXUTb He-
CaHKLVOHUPOBaHHbIE UM HEOXMAAaHHbIE U3MEHEHNSA KOHburypauuu.

XypHan / cepBuc ayguta Takxe AO/KEH 3anucbiBaTb BCe U3MEHEHUs KoHpurypaymmn, o6HOBNEHUS U T. f4.. B TOM
ynucne ycTaHOBKY MPOrpaMMHOro obecneyeHns, yCTaHOBKY 060pyA0BaHUS U M3MEHEHNUA KOHurypaumm.

CucTtema ayauTa Ao/KHa NoAAepXMBaTb KOpPeKTUpylowme AeiicTBuUs, a Takke BbINO/HAEMbI B peaibHOM Bpeme-
HW aHanuns3 Ansa o6HapyXxeHns Heb1aronpuUATHbIX MPOUCXOAALLUX COBBITUIA.

XenartenbHo, 4To 60nee TPyAHO, PACNPOCTPaHATL 3TO Ha 060pyJOBaHMe.

A.12 Cnyuvaii nonb3oBaTens, NbiTalOWeEroca B3fiomatb naposib MeToAoM rpy6oii cunsl

CepBep ayauTa nonyyaeT OT4eTbl O MHOXeCTBe c60eB Npu BXoAe B CUCTEMY U AO/HKEH BbICTPO yCTaHOBUTL chnar /
3anycTUTb CUTHaN TPEBOTU.
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MpunoxeHne B
(cnpaBoyHoe)

CepBucChl XypHana ayguta

B.1 CepBuchl B gnarpammve

[narpamma knacca ayguTa CepBUCHO-OPUEHTUPOBAHHON apxmuTekTypbl (SOA) Ha pucyHke B.1 cnyxuT nnnocTtpa-
uueli cepBMCOB XypHAasIOB ayAnTa, ONUCAHHbIX B HACTOSLLLEM NPUIOXEHNN.

OJuwup—na Ynm«rTt
o)t Il
npanmol»

rSSijSsi

7

MO/ BCT

PucyHok B.1 — [lnarpamma knacca ayauta
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B.2 Cepsuc BefeHuns xypHana ayauta (Audit Logger Service)

HasBaHue hyHKLMOHaNbHO BO3MOXHOCTM — SubmitAuditEvent (MpegoctaBuTs CobbiTe Ayanta).
Onucaxue. [lo6aBnseT cobbiTUe ayanTa, KOTopoe Heo6xoaMmMo obpaboTaThb.

MNpepBapuTensHoe ycnosue:

- 3anncb Co6bLITUS ayauTa He SIBNSIETCA MYCTbIM 3HAYEHNEM;

- 3anucb cobbITMA ayauTa COOTBETCTBYET CXeMme (3anucb He ByaeT OTKIOHEHA, eC/I OHa He COOTBETCTBYET).
BxogHble gaHHble. 3annck cobbITUA ayauTa (AeTanu noasnexar onpegesnequio).

BbixofAHble AaHHble. NycToe 3HayeHue.

BbixogHble ycnosusi. 3anucb npuHaTa.

YCcnosust UCKNoYeHnsa

OTueT 06 owwnbKe, ecnm cobbiTe He MOXeT 6biTb 3anncaHo u3-3a TOro, YTo:

- AuditEventRecord saBnsieTca NycTbiM 3HAYEHUEM;

- AuditEventRecord He COOTBETCTBYET CXEME;

- CepBUC BPEMEHHO HeAOCTYMeH;

- cepBuC HedocTyneH (OCHOBHas nNpobiema obecneyeHns ANCTAHLMOHHON CBA3N).

NMpumeyaHune — VckNoYeHUa MOTyT 6bITb NPOUTHOPUPOBAHbLI NPOrPaMMON, HO JO/MKHbLI BbITb BHEAPEHbI cucTe-
MOV ayauTa.

CBA3b C YPOBHAMY COOTBETCTBUA

Mpoyve npumeyaHus. MNMpeanonoxeHus:

- Yy cUCTeMbl JO/MKHO 6bITb €4NHOE BPeMs:

-y XpaHunuuia 6yaeTt yHKUMOHaIbHAA BO3MOXHOCTb «Pa3BETB/ISATb» €70 N0 CeEpBUCAM KOHTPO/s, nmeigxepam,
BCloAdy, Kyfa Ao/KHa 6bITb OTNpaB/ieHa nHpopmauus B 3aBUCMMOCTU OT COBbLITUS:

- Heob6xoAnma cnocobHocTb coobuwatb Audit Event Record Schema (cxemy 3anucu cobbiTua ayanta);

- ANA HafeXHbIX pe3ynbTaToB y K/IMeHTa 1 CUCTeM cepBuca [O/KHO 6bITb COrnacoBaHHOE BpeMms.

(Y xpaHunuuia 6yeT BO3MOXHOCTb «pa3BeTB/sATb» €70 N0 cepBMcaM KOHTPONs, neligxepam, Bclogy, Kyaa foHxHa
6bITb OTNpaBeHa MHopMaL s B 3aBUCUMOCTN OT COBbITUA) — He BXOAUT B cneundukaLmio KAMeHTa, Ho 3To CTOUT pac-
CMOTpeTb Mo3xe.

[Apyroe 3HauyvmMoe cofepxanue. Mpn Nogpo6bHOM onucaHnm Heo6Xo4MMO paccMOTPeTb BONPOCh! HaAEXHON foCcTaB-
KW. K3LIMPOBAaHNA, MOHUTOPUHIA U T. 4.

B.3 Cepsuc reHepaTopa 3anuceii ayauta (Audit Record Generator Service)

HasBaHue dyHKUnMoHanbHOl! BO3MOXHOCTM — CreateAuditEventRecord (Co3gatb3anncbCobbnuaAyaura)
(BONONHUTENBHASR).

Onucaxune. Co3gaeT UKTUBHYIO 3aNUCb O COObITUN ayanTa.

MpepBapuTensHoe ycnosue. MycToe 3HaveHue.

- BxogHble gaHHble: AuditEventType (TunCobbiTnaAyanTa).

- BbixogHble gaHHble: AuditEventRecord (3anncbCob6biTusAyanTa).

Moctycnosua. CosgaH wabnoH (OUKTUMBHOI 3anMcum O COo6bITUM ayauTa nogxoasuwiero Tuna. Ecnm 3HayeHue
AuditEventType — nycToe 3HaueHue, TO BO3BpaljaeTcs (PMKTUBHasA 3anucb O cObBbITUM ayauTa, cogepxalias Bce nosns
Kaxforo tuna cobbiTusa (Hanpumep, NnpumeHatoTCcs Bce cTaHgapTel RFC 3881. ICO 12052:2006 (DICOM) natc Bce. uTo
onpefeneHo MecTHON NONNTUKOV B KayecTBe o6A3aTeNbHbIX Noneli, nognexawux ayauty).

Ycnosusa ucknountensHoin cutyauun. AuditEventType He npusHaH. Ecnu Tun cobbiTs He pacnosHaH, TO € Mo-
MOLLbI0 PYHKLMOHANBbHON BO3MOXHOCTU 6yAeT OTNpaB/ieHO B OTBET npeAynpexaeHne, CNUCoK BCeX NPU3HaHHbIX TUNOB
CO6bITUIA NOC NOSTHAA CXeMa BCEX BO3MOXHbBIX MOME.

CB$3b C YPOBHSIMW COOTBETCTBUA. MOANEXNT onpefeneHuto.

MNpoyve 3ameyaHunsa

Llenbto 370l hyHKUNOHANBbHO BO3MOXHOCTU iBNSieTcA fJo6aBneHne BO3MOXHOCTU U3MEHEHUSI CXEMbl B O4HOM Me-
CTe 1 pa3pelleHns AN BCcex MPUIoXKeHUi Aenatb NpuMedYaHuns kacaTesibHO TOro, YTo cXxema U3MeHunach, 1 06HOBNEHUSA
CXeMbl, KOTOPYI0 OHW UCNO/b3YIOT 6€3 He06X0ANMOCTN MEHATbL Kakol-nnbo koa,.

C NOMOLLbIO 3TON (PYHKLMOHANBHOW BO3MOXHOCTM TakKXe MOXHO co06LaTbh NPUIOXKEHNIO O TOM. Kakas nHgopma-
uua TpebyeTca AnsA npeactasneHus cobbiTusa ayguta. OHa Takke faeT BO3MOXHOCTb UMETb HECKOJSIbKO XPaHWuL, win
XPaHWTb KakK 10KafbHO, TakK 1 yAaneHHOo 6e3 HeobXxo4MMOCTUN CTaBUTb B M3BECTHOCTb K/IMEHTA.

AuditRecordGenerator (FeHepatop3anuceilAyanta) moxeT ucnonb3oBatb AuditEventCatatog (KatanorCobbiTuii
AyaunTta) NS Toro, 4tobbl onpefenvTb Hagnexalme cxembl 4715 3anpawimBaemMoro tuna cobbiTus. 3T0. Hapogy € uc-
K/to4eHneM HeTo4Hol cxembl B AuditLogger (YcTpolicTBoBeaeHunsa)XypHanaAyanTa), NO3BONNT KNWEHTaM 06HapyXuBathb,
KOrga fiokanbHas Konus CXeMbl, KOTOPYIO OHU COXPaHW/IN B K3LW-NaMATK, ycTapena u paspellarb pacnpocTpaHuTb cpeamn
KMEHTOB HOBble BEPCUN CXeMbl 6€3 U3MeHeHUsa Koga.

[pyroe 3Haunmoe cogepxaHue

3T0 AONOMHUTENbHbIV cepBuc. ONbITHbIE pa3paboTUNKN COXPAHAT OTK/IMK B K3LI-NAMAT Ha CTOPOHE KIMeHTa Ana
3KOHOMWW BPEMEHM A1 CXEM, KOTOPble HE U3MEHWU/INCD.
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B.4 CepBuc katanora co6biTuii ayauta (Audit Event Catalog Service)

HasBaHune (hyHKLMOHaNbHOWN Bo3MoxHOCTM — FindAuditEventService (HaiituCepBucCcobITUSAYANTA).

OnucaHve. BosspaliaeT (CCbliNKy HA?) cxemy CO6bITUS ayguTa ANA 3anpoWweHHOro Tuna. 3TOT CepBUC He
SAABNSieTCA HENOCPeACTBEHHO BUAUMBIM ANA KIMEHTA, HO OTKPbIT A1 UCNOMb30BAHUS CepBMcCamMi BeLleHUs XypHana
ayAuTa v reHepaTopa 3anuceii ayguTa.

MpepsaputensHoe ycnosue. MNMycToe 3HayYeHue.

- BxopgHble gaHHble: AuditEventType.

- BbixogHble gaHHble: AuditEventSchema (ccbinka?).

MHBapuaHTbl

MocTtycnosus

- Ycnosus uckniountenbHoii cutyauumn. AuditEventType He siBnseTcsa 06Lenpu3HaHHbIM TUMOM.

CBA3b C YPOBHAMM COOTBETCTBUA

Mpoune npumeyaHns

[laHHbI knacc npegocTaBnseT 6a3y LLeHTpasIn30BaHHOIO XpaHeHus ANs onpegeneHns cxemsl AuditEvent u gonxHa
MCMo/b30BaTbCA B KAYeCTBE MCTOYHMKA NOKa/bHbIX KOMUIA CXeMbl B cuctemax knneHtos. Yepes AuditRecordGenerator
CXeMbl MOTYT 6bITb aBTOMATUYECKN PACNPOCTPaHEHbl CPeAN KINEHTOB.

[pyroe 3Haunmoe cogepxaHvie

370 NpocTo cepBuc hoHOBOI 06paboTKi. KOCBEHHO AOCTYMHbIN ANA KIMEHTa Yepes npeablayLynii cepsuc.

B.5 Cepsuc ycTpoiicTBa koHTponsa ayauta (Audit Monitor Service)

MpuMmeuyaHune — OnpegefieHne cUrHana TPEBOIM — 3TO TO. YTO OTNPABASAETCS, KOT4a CEPBUC YCTPOMCTBA KOH-
TPONsi 0GHaPYXWBAET, YTO CEPUU COBLITUI COOTBETCTBYIOT WAGOHY NOBEAEHUS.

alertName (umsa curHana TpeBoru) onpefenseTca kak WabnoH CoObITUI C YHUKaNbHBIM UMEHEM, Hanpumep, «Nouck
naeHTudmrkatopa AaHHOro CybbekTa faHHbIX». B peanbHOW XM3HU, ecny ecTb NOBOJ NepexuBaTb, YTO KTO-TO LUMNUOHUT
3a Cy6bEeKTOM AaHHbIX, TO KaXAblii cnyvalt gocTyna K nHhopmaLum aToro cybbekTa gaHHbIX AO/HKEH Bbi3blBaTb CUTHAN
TpeBsoru.

Ha3BaHune hyHKLMOHaNbLHON BO3MOXHOCTU: SubscribeToAJert (MognucatbcsiHalpegynpexaeHue).

OnucaHve. Bbi3biBaeTca cepBucamu AuditAlert gns yBefoMNeHnss cepBuca yCcTpolcTBa KOHTPONS ayanTa o
ToM. yTo cepsuc AudilAlert xoueT nosyyaTb OMOBELLEHVE B C/lyYaB CUrHana TPeBorn CUCTeMbl 3alnUThl.

BxogHoe ycnoBue — alertName feiicTBATENbHO, T. €. UMeeT acCoUNVPOBaHHbIV C HUM LWAGM0H, KOTOpPbIA 6bi

fobasneH.

BxofHble AaHHble

- alertName (MpumeyaHne — HekoTopble umMeHa alertName moryT 6biTb NpefonpeAesneHbl, HO B NPOTUBHOM
cnyyaB A06aBNAKT TONbKO WAaBG/OHbI);

- subscriberReference (MpumeyaHune — B npotokone SOAP 370 6bin 6bl KOHEYHbIV agpec BeG-cepBuca, B

Java — 370 agpec uHtepdeiica. Ccblika fo/mKHa 6biTh YHUKaNbHOW BO n3bexaHue Konansuiy).

BbixoAHble faHHble. [ycToe 3HavyeHune.

MHBapuaHTbl

Moctycnosus

- Cepsuc AuditAlert. nocnaBwwnii curHan TpeBorn, Tenepb N3BECTEH AN YCTpolicTBa KOHTpons AuditMonitor;

- YCcnoBus NCKNIOUNTENbHON cuTyaummn. HegelictButensHoe ums alertName.

Mpoune npumevaHus

MpepanonoxeHune. HA3blK LWa6I0OHOB GblN1 BCEMY COTNACOBAH.

Ansa Toro, 4to6bl MMETb BO3MOXHOCTb «nognucaTbcs. A TAKXXE nonyunTb McTopuio cO6bITUIA 3a NOCnefHuii
yac», UHTepdeinc MoxXeT Bbi3blBaTb 06€ 3T (PYHKUMOHANbHbIE BO3MOXHOCTM MNHOC (DYHKLMOHANBbHY0 BO3MOXHOCTb
gueryauditrecords n3 CepBuca 0T4eTOB ayauTa.

MpumeyaHne — Heo6XxoAMMO 0603HAUNTB, KaK 3axBaTblBaTb W UCMNONbL30BATL NapameTp, NO3BOMSIOWMNA NOMb-
30BaTesl0 0603HaYaTh JATy OKOHYAHWS CPOKA MOA/NCKY.

OkOHuaHue cpoka nognuckn. B cepsurce ycTpoiicTBa KOHTPONA AaTta He yka3aHa. Ecnum kIMeHT XxoueT, 4Tobbl moanu-
cka OKOH4YMnacb, BHeAgpeHue cepBrca OnoBeLleHnii/yBeJOMNeHN A MOXET NO3BONUTL OCYLLECTBNATL NaHMpoBaHe noa-
nncok. CepBunC yCTPOCTBA KOHTPO/IA [O/MKEH ObiTb IETKMM B 3KCMIyaTauum.

HasBaHune hyHKLMOHaNbHON Bo3MOXHOCTM — UnsubscribeFromAlerts (OTnucatbcssOTMpeaynpexaeHuii).

OnucaHve. Bbi3biBaeTcsa cepsucamun AuditAlert gns yBefoMieHUs cepsBuca yCTpPOACTBa KOHTpPoONsA ayauTa o
ToM. 4yTo cepBuc AuditAlert 6onbLue He Xo4eT NoslyyaTb ONOBELEHUA 0 COBbITUAX ayauTa.

CnegyeT OTMeTWTb, YTO NOAMNUCKA HA CEPBUC YCTPONCTBA KOHTPOAS — 3TO0 He TOXe calle, YTO0 U NoAMKn-
CKa Ha cepBWC onoBeLleHunii. Ha cepBuc onosellieHnii NognMcbIBaloTCA NMua B pa3Hoe Bpems. Ha cepsuc ycTpoiicTBa
KOHT PO/ NOANMUCbLIBAIO T CA T akne CepBUChI, Kak CepBMC ONOBeLLeHnit. 3T0 601eB NPOCTOW CepBUC, HanpaBeHHbI Ha
CpaBHeHWe WabnoHOB, Ha HEC/IOXHbIE CUTHA/bI TPEBOrY 1 OMNOBELLEHME.

Mpenycnosne

BxofHble flaHHble
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- alertName;

- subscriberReference (ccbinka Moanucumnka).

BbixoAHble AaHHble. lycToe 3HayeHune.

BbixogHble ycnosua: nognucka 6onblue He 3aperncTpuposaHa.

Ycnosusa ncknoyeHnsa

CBf3b C YPOBHSAMU COOTBETCTBUSA

MNpoyne npumeyaHuns

[pyroe 3Haunmoe cogepxaHve. OTnpaBuTb cobbiTe aygutal

HasBaHue yHKUMoHanbHoi Bo3MoxHocTu — AddPaKern (flo6aBurbLla6noH)

Onucaxue. Mo3onseT cepsucyAuditAlert ykasbiBaTbb HOBbI T 1N WwWabnoHa cobbliTuii AN nomcka co cneyundm-
Kauueil kacaTeNlbHO TOro, Kak onpegensTb, YTO HACTYNWIO YCNOBME AN OTNPaBKU CUTHaNa TPeBoru.

MpepgBapuTensHoe ycnosue

- alertName He siBnsieTCA NyCTbIM 3HAYEHUEM W ABNSETCA YHUKabHbIM:

- eventPattern (lwa6/10H cO6bITUA) He SBNSETCA NYCTbIM 3HAYEHMEM W HaZexal M o6pa3om 0603Ha4YeHo.

BxogHble faHHble: alertName. eventPattern.

BbIXOfHble AaHHbIE: MYCTOe 3HaYeHue.

MocTtycnosusa. K wa6soHam, 0 KOTopbix 3HaeT AlertMonitor, fo6aBneH HOBbI WAGM0OH, CBSA3aHHbIA C UMEHEM
alertName.

YCNoBus NCKNIOYEHUA:

- alertName yxe cyuiecTByer;

- alertName saBnsieTcA NyCTbIM 3HAYEHNEM;

- eventPattern HegelicTBUTENEH.

CB$i3b C YPOBHSAMUW COOTBETCTBYUSA

Mpouns npumeyaHns

MpeanonoxeHune. A3blK Wa6/10HOB Obl/1 BCEMU COrNacoBaH.

Mpepnonoxexune. WabnoHbl KakM-TO 06pa3oM accoLuMpoBaHbl ¢ co3gaTenem...

Monutuka goctyna K onpefeneHHbIM 3K3eMnaspam MoXeT GbiTb Takol: «3ToT nonb3osatens/ URL/ v T. 4. MoxeT
MoauguLmMpoBaTh...»

[pyroe 3Haunmoe cogepxarue. OTnpaBuTb COBbITUE ayauTa.

HasBaHue yHKLMOHaNbHON BO3MOXHOCTM — RetrievePattern (BepHyTb LLla610H)

Onwucaxue. Mo3sonseT cepsucy AuditAlert BepHyTb WwabnoH. Ecnun nmsa alertName Hegelic TBUTEbHO UK SABNS-
eTCA NyCTbIM 3HaYeHneM, TO 3Ta PyHKLMOHaNbHaA BO3MOXHOCT b BO3BpallaeT CNNCOK BCeX LIabroHOB.

BxopgHoe ycnosue

BxogHble gaHHble: alertName.

BbiXxogHble faHHble: Nofgpo6Hble AaHHble O Wa6noHe WKW CNUCKE BCEX 3aperncTpupoBaHHbIX WU JOCTYMHbIX
Lwab10oHOB.

MocTtycnoeus: LWa6noH unv cnmcok wab1oHOB.

YCNOBUS UCK/TIOYEHUS: HET.

MNpoyve npumeyaHuna

370 cob6bITME camo cebs npoBepsieT ayguToM. MecTHble MOMNTUKN JO/KHbI pellaTh, ABASETCH N 3TO CEPBUCOM,
KOTOPbI OTNpaBnseT cobbiTve ayauTa, WAU NPUIOXEHWEM, KOTOPOe ero WCMosb3yeT, T. €. 3TO AO/DKHbI onpefenvTb
pa3paboTumnkm.

[pyroe 3Haunmoe cogepxaHue (4ononHuTensHoe). OTNpaBUThL CObLITUE ayauTa.

HasBaHue dyHKLMOHaNbHON Bo3MOxHOCcTM — DeletePattern (Yganutb LWa6noH)

OnwucaHune. YganseT Wa6/oH, KOTopblii 60nee He npuMeHseTca. Ecnu Bce elle ecThb nosyyaTenu, nognucaH-
Hble Ha wabnoH, n napameTp forcedDelete (NpuHyAnTenbHOeYaaneHne) Nnpucy TCTBYeT U ABNAETCA UCTUHHLIM, TO
YpaneHuve apnseTcsa NpuHyanTenbHbiM Delete. Ecnv napameTp HE npucy TCTBYET 1 BCe eLe ecThb NosyyaTenu, nog-
nucaHHble Ha WabnoH, To cobbiTue DeletePattern 6ygeT HeycnelwHbIM 1 3anpallmsatLieMy anly 6yaeT oTnpasieHo
NCKoYeHme.

BxogHoe ycnosue. alertName He fBASeTCS NyCTbIM 3HAYEHUEM.

BxogHble faHHble:

- alertName:

- napameTtp ForcedDelete.

BbIXofHble AaHHbIE: NyCTOE 3HaYeHue.

MocTtycnosusa

- LWa6noH 1 BCE NOANUCHMKN 3TOTO WAGM0oHA yAaneHsbl.

- Hanpumep, BbIxOfAHble faHHble — MyCTOe 3HauyeHwue.

Ycnosus ucknouenus. Ecnun y npegynpexaenus cylecTtsytoT nognucumkn n forcedDelete He npucyTcTByeT u He
ABNSIETCA UCTUHHBIM, OTNPABUTbL UCK/TIOYEHNE YAaNneHHOMY UHMLMaTopy 3anpoca.

CBfi3b C YPOBHSAMUW COOTBETCTBUSA

Mpoyve npumeyaHus. YaaneHme noAgnncUHNKoB JO/MKHO U3BECTUTb MHMLMATOpPa U/WIn NOANNCUNKOB.
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He 3abyabTe «3anycTUTb CO6LITUE» O TOM. YTO MOAMUCUMKM BCE elle ecTb. pyTas AesATeNbHOCTL MO 06paLLeHuto

nnn nepevyncrieHno NoagNNCYNKOB 10XeT 6bITb OCTaB/ieHa Ha aTan peannsaynn.

Ecnu 3710 gocTynHo. DeletePattern fo/XeH NOCbINaTh CINCOK OCTAKLWMUXCS NOANUCUYMKOB NPY Heydade yaaneHus.
[ pyroe 3HauMmoe cofepxanve. OTnpaBnTb COBbLITUE ayauTa.

B.6 CepBuc curHana tpesorn unun onoseuweHusn (Alert or Notification Service)

HasBaHune (hyHKLUMOHaNbHOI Bo3MoxHocTM — SubmitNotification (HanpaButbYBegomneHue).
OnvucaHne. HanpasnseT coo6LeHne C CUrHanoM TPeBoru, KoTopoe JO/MKHO 6bITb 06paboTaHo.
Mpepycnosue

BxogHble gaHHble: NotificationWessage (CoobuieHneYBefomaeHuns).

BbIXoAHble AaHHble: MycToe 3Ha4yeHue.

BbixogHble ycnosus. AlertMessage oTnpaB/ieHO B COOTBETCTBMM C NPYMEHUMbIMU NpaBuiamu.
YCcnoBust NCKOYEHUS:

- AlertMessage ABNsieTCA NyCTbIM 3HAYEHNEM;

- owmnbka ob6paboTkm AlertMessage.

CBA3b C YPOBHAMU COOTBETCTBUSA

MpoynB npumeyaHus

PeanbHblii MeTog ANS onoBeleHns nosb3osBatens (Hanpuvep, neigxep uav agpyroe cpefcTso) ABASAETCS 3aBUCH-

MbIM OT peanusaunun.

[pyroe 3Haunmoe cogepxaHune. OTNpaBnTb COObITME ayanTa Noc/e HanpasB/eHNs CUrHana TPeBoru.
HasBaHune yHKLMOHanbLHOI Bo3MoxHocTn — SetNotificatkrnRuleSet (YctaHoBuTbHab6oplNpasmunOnoseLweHns).
Onucanve. Co3gaeT v NoafepxusaeT COOTBeTCTBUE NpaBuiam, UCMONb3yeMbIM A5 ONpefeneHnsa TOoro. Kak

Heob6xoauMo obpabaThbiBaTb AlertMessage.

Mpeaycnosue. AlertRuleSet (Ha6oplpaBunCurHanaTpeBoru) He ABAAETCA MYCTbIM 3HAUYEHNEM.
®opmart AlertRuleSet gomkeH 6bITb NPU3HaHHLIM U 06pabaTbiBaeMbiM CepBUCOM.

BxogHble faHHble: AlertRuleSet.

BbIXOAHble AaHHble: MyCToe 3Ha4YeHue.

Mpeaycnosus. bbin ycTaHoBeH HOBbIN AlertRuleSet.

YCnoBus UCKNIOYEHUS:

- AlertRule sBnseTtca nycTbiM 3HaYeHNEM;

- HensBecTHOoe npasuso.

CBf13b C YPOBHSIMM COOTBETCTBUSA

Ha3BaHune hyHKLMOHaNbHON BO3MOXHOCTM — RetrieveAJertRules (BepHyTblMpaBunaCutHanaTpesoru).
Onucaxve. BosBpalliaeT KONUIO Npasu/ ANS CUrHaN0B TPEBOrW, AeACTBYIOLWNX B JaHHOM CepBUICE.
Mpepycnosue. Her.

BxogHble faHHble: HeT.

BbixogHble gaHHble: AdertRules.

NHBapuaHTbl. AlertRules He nsmeHeHbl.

MocTycnosus. Boixog AlertRules cofepxut nonHblii Habop gelicTeyrowmx AlertRules.

Ycnosua ucknoyeHuns. Her.

CBfi3b C YPOBHSIMW COOTBETCTBUSA

Mpoune npumeyaHus

[pyroe 3Haunmoe cogepxaHue

B.7 Cepsuc otuetoB ayauta (Audit Report Service)

Ha3BaHune (hyHKLMOHaNLHOWN BO3MOXHOCTM — QueryAuditService (CepBucAyautoBOnpoca).
Onucaxvne. OnpawwnsaeT Cepsuc ayanTa Ansa 3anvceii, COOTBeTCTBYOLWMX WaboHy nnn napameTpam onpoca,

3anpoLUEHHbIM B hu/ibTpe onpoca.

Mpeaycnosue. QueryFilter (PunbTp3anpoca) He sBASeTCA NyCThbIM 3HaYeHneM. Ecnu 3anpaluvBalTcs BCe 3a-

n1cu. TO [0/HKEH UCMNONBb30BATbCS WABMOH * (M1 €ro 3KBMBANEHT B OFOBOPEHHOM 5i3blKE 3aMpOCOB).
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A3bIK hunbTpa 3anpoca AO/MKEH 6blTh OFOBOPEH.

BxopgHble paHHble: QueryFitter.

BbIXOfHble AaHHbIe: CMNCOK YHUKAbHbIX NAEHTUNKATOPOB A5 3aMpPOLIEHHbIX 3anuceil.
MocTycnosus. VigeHTudukatopbl 3anvceii, CooTBeTCTBYOLWME huabTPpy 3anpoca, GbiIn NosyYeHbl.
YCnoBus UCKNIOYEHUS;

- QueryFilter ABnaeTcs NycTblM 3HAYEHNEM;

- QueryFilter He rnoXeT 6bITb NPOAHANN3VPOBAH.

CBA3b C YPOBHSIMU COOTBETCTBUS

Mpoune npumevaHus

[lpyroe 3Haunmoe cofepxaHve

HasBaHune yHKLMOHaNbHON BO3MOXHOCTM — RetrieveAuditRecord (BepHyTb3anucbAyanta).
Onucaxve. Bo3spalaeT onpegesieHHyo 3annucb ayguTa.
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Mpeaycnosue. Recordtd (MaeHTUdrkaTop3anvcn) He ABNAETCA NYCTbIM 3HAYEHNEM.

BxoaHble gaHHble: Recordld.

BbIXoAHble faHHble: 3anpaluvBaemas 3anvch, eC/iy TakoBas cyliecTByeT. B NpoTUBHOM CriyyaB — NycToe 3HaueHue.

Moctycnosus. 3anuck, cooTBeTcTByOWas Recordld. nonyyena.

Ycnosus ncknyeHus. Recordld sBnsieTca nycTbiM 3Ha4YeHUEM.

HasBaHue dyHKLMOHanbLHON Bo3MoxHocTM — RetrieveAuditRecordExcerpt (BepHyTbOTpbiBOK3anncuAyanta)

OnwucaHune. Bo3BpaliaeT OTPbIBOK, OnNpefesnieHHblli onucaHusiMu nonei n3 sanucu, noaxoasuiei no naeHTugu-
KaTopy 3anucu.

Mpegycnosue. AeHT UG MKATOP 3anucK He iIBNSETCA NyCTblM 3HAYEHUEM.

OnucaHus nonei geicTBUTENbHbI.

BxogHble faHHble:

- Recordld;

- FieldDescriptions (Onucanuslonei).

BbIXxogHble AaHHble: OTPbIBOK 3anNucu ayanTta, COOTBETCTBYIOLMI NONAM 3anpoca U3 3anucu, NoAxoAsLL el no naeH-
TUdmKaTOpy. ECNN Takolh MAEHTUUKATOP cyLlecTByeT. B NpoTMBHOM criyyae — nycToe 3HauyeHue.

MocTycnosus. 3anpalinBaeMblii OTPbIBOK NOYYEH.

YCNoBus UCKNIOYEHUA:

- Recordld sBnsieTca nycTbiM 3Ha4YeHNeM:

- FieldDescriptions HefeACcTBUTENbHbI.

CBf3b C YPOBHSAMUW COOTBETCTBYUSA

B.8 CepBuc aHanusa ayguta (Audit Analysis Service)

HasBaHve hyHKLMOHaNbHON BO3MOXHOCTM — Analyze (AHann3mMpoBarthb).
Onvcanune. OcyuwecTBASET 3anpoLIEHHbI aHanus.

Mpegycnosue. 3anpoc aHanusa sBseTCA AeiCTBYIOWUM anropuTMoM.
BxogHble gaHHble: AnalysisAlgorithm (AnropuTmAHanm3a).

BbixogHble gaHHble. AnalysisReport (OTueTloPB3ynbTaTamAHan13a).
Moctycnosus. AnalysisAlgorithm 6b11 BbINOMHEH U pe3ybTaTbl NOMYYEHbI.
Ycnosus ucknodenus. AnalysisAlgorithm HepelicTBuTeneH.

CBfi3b C YPOBHSIMW COOTBETCTBUS.
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Mpunoxexnune A
(cnpaBouHOE)

CBeAeHNs 0 COOTBETCTBUM CChINTOYHLIX MEXAYHAPOAHbIX CTaHAapTOB
1 [OKYMEHTOB HaLMOHaNbHbLIM cTaHAapTam Poccuiickoii depepayun

Ta6nunya OA1

O603HaueHNe CCbIIOYHOTO CreneHb O603HaueHre 1 HaViMEHOBaHVIe COOTBETCTBYHOLLIErO
MEeX/IyHapoJHOro CTaHAapTa, AOoKyMeHTa COOTBETCTBYA HaLMOH&aUTbHOTO CTaHaapTa
NCO 8601:2004 — .
NCO 27799:2008 — °

* COOTBETCTBYIOLLWI HALMOHANbHbIV CTaHAapT OTCYTCTBYET. [10 ero yTBepXAeHNUsl PEKOMEHAYEeTCs UCMOb30BaTh
NEepeBoj Ha PYCCKMIA A3blK 4AHHOTO MEXAyHapoAHOro cTaHaapTa. [epeBof AaHHOTO MeXAyHapoAHOro cTaHgapTta
HaxoauTcs B defiepanbHOM MH(OPMALMOHHOM (POHAE TEXHUYECKUX PErnamMeHTOB 1 CTaHLapToB.
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