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BeeneHune

Mpo6nema obecneyeHns 6e30MacHOCTY UHADOPMALMOHHBIX TEXHOMOMMI 3aHUMaET BCe 60/1ee 3HaUNTE b-
HOe MeCTO B peanu3aumm KOMMNbIOTEPHBIX CUCTEM W CeTeld N0 Mepe TOro, Kak BO3pacTaeT X posb B MH(opMa-
Tusayun obulectna. ObecneyeHre 6e30MacHOCTY MHAOPMALMOHHBIX TexHonoruid (M IN) npegctaBnseT coboi
KOMIMEKCHYIO Npo6/ieMy, KOTopast peLlaercs B Hanpas/ieHNsiX COBEPLLEHCTBOBAHWS NMPaBOBOIo Perymposa-
HWA NpUMeHeHust VT. COBEPLLIEHCTBOBaHWS METO/0B M CPEACTB UX pa3paboTKu, pasBUTUS CUCTEMbI CepTU(N-
Kauuu. obecneyeHns COOTBETCTBYHOLLMX OPraHN3aLMOHHO-TEXHUYECKUX YCI0BUIA IKCnayaTaumm. Knouesbiv
acrneKToM peLueHus npobnembl 6esonacHocTn WT ABNseTCA BblpaboTKa CMCTEMbI TPEGOBaHWIA, KPUTEPUEB U
nokasarteneii 415 OLeHKM yYpoBHS 6e3onacHocTu UT.

FOCT FUCO/M3IK 15408 copepXvT 06LUME KPUTEPUN OLEHKM 6e30MacHOCTN MH(POPMAaLMOHHBIX
TEXHOOTUIA.

FOCT P MCO/M3K 15408-1 ycTaHaBnMBaeT 06LLUMIA NOAXOA K DOPMUPOBAHMIO TPe6OBaHNI K OLEHKe
6e3onacHocTn ((hYHKLMOHaNbHbIE 1 [OBEPUSA), OCHOBHblE KOHCTPYKUMK (MPO(KAb 3awnTbl, 3ajaHune rno
6e30MacHOCTIN) NpeAcTaBNeHNs TpeboBaHNiA 6e30NacHOCTM B MHTEpecax NoTpebuteneid, paspaboTUnKoB n
OLIEHLLMKOB NpoAyKToB U cucteM UT. TpeboBaHMs 6e3onacHoOCTM 06bekTa oueHku (OO) no meTogonorum
O6LLMX KpUTEpUEB OMPeSensroTes UCX0aa 13 Lieneil 6e30MacHOCTY, KOTOPbIE, B CBOKO OYepesb, OCHOBbIBAOT-
A Ha aHasm3e HazHayeHus OO 1 yCcnoBwii cpefbl ero UCNob3oBaHna (Yrpo3, NpesnoioXeHni, NOAUTUKN
6e3onacHocTw).

FOCT P NCO/M3K 15408-2 coaepXXWT YHUBEPCA/IbHbIA CUCTEMATU3NPOBAHHBIA KaTanor PyHKLKo-
Ha/lbHbIX TpeboBaHWii 6e30MacHOCTY W NpedycMmarpyBaeT BO3MOXHOCTb UX AeTanm3aLuy 1 paclumMpeHms no
onpegeneHHbIM npasuiam.

FOCT P MCO/M3K 15408-3 BKNtOUaeT B cebs cMcTemMaT3MpOBaHHbI KaTanor TpeboBaHmil foBepus,
onpegenstoLWmX Mepbl, KOTOPbIE AO/MKHbI BbITb MPUHATLI HA BCEX 3Tanax >XM3HEHHOrO LKa NpojyKra um
cuctembl VT ana obecneyeHns yBEPEHHOCTM B TOM. YTO OHY YA0BNETBOPAIOT NPELbSBIEHHbIM K HUM PYHK-
LIMOHaNbHBIM TPe6oBaHWAM. 34eCh XKe COAePXKaTCs OLeHOYHbIE YPOBHU [OBEPVSA, ONPeLenstoLLye WKany Tpe-
60BaHWiA. KOTOPble MO3BOAIOT C BO3pACTalOLel CTEMNEHbIO MONHOTLI U CTPOrOCTY OLEHWUTL NMPOEKTHYH,
TECTOBYIO W 3KCMNJyaTaLMOHHYIO AOKYMEHTALMIO, NPaBUIbHOCTL peann3auun dyHKuuin 6esonacHocTn OO,
YA3BMMOCTY NPOAYKTa Uimn cuctembl T, CTOMKOCTb MEXaHU3MOB 3aLWWThI W CAeNaTh 3aK/IH04eHre 06 ypoBHE
[10Bepus K 6e30MacHOCTM 06bEKTa OLEHKM.

\Y/|
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FOCYOAPCTBEHHDbIW CTAHOAPT POCCUMNCKOW ®ELEPALUN

WHthopmaLmoHHas TexHonorus

METO/Abl N CPEACTBA OBECMNEYEHWA BE3ONMACHOCTHA .
KPUTEPUW OLLEEHKW BE3OMACHOCTU NH®OPMALIMOHHBLIX TEXHONOI M

YacTb 2

DyHKUMOHabHbIE TpeGoBaHMS 6e30MacHOCTH

Information technology. Security techniques. Evaluation criteria for IT security. Part 2.
Security functional requirements

[ata BBefeHna 2004—01—01

1 O6nacTtb NpuUMeHeHUst

HacTosLwmii cTaHAapT pacnpocTpaHseTcs Ha PYHKLUMOHaNbHbIE KOMMOHEHTLI 6630NacHOCTH, SBASIO-
Lmecs OCHOBOM Anisi PYHKLMOHANbHbLIX TpeboBaHMii 6e30MacHOCTU MHDOPMALMOHHLIX TexHonorunii (AT)
06bekTa oueHkn (O0), usnaraembix B npodune 3awutbl (M3) nan B 3agaHuy no 6esonacHoctn (3B).
TpeboBaHWS OMUCLIBAOT XenaTe/bHblli 6e30MacHbIf pexkum QyHKUMoHMpoBaHus OO 1 npeaHasHaveHbl Ans
[JOCTUKEHNSA Leneil 6e30MacHOCTU, YCTaHOBNEHHbIX B 13 nan 36. TpeboBaHUS ONMCbIBAKOT TaKXKe CBOMCTBA
6e30MacHOCTY, KOTOpbIE NMO/b30BATENM MOTYT 06HAPYXXWUTb MPU HEMOCPeACTBEHHOM B3aumogelicTaumn ¢ OO
(T. e. Npu BX0ZE 1 BbIxoAe) nnm npu peakuuy OO Ha 3anpochl.

PYHKLMOHabHbIE KOMMOHEHTbI 6e30MacHOCTM BbipaXXatoT TpeboBaHNA 6€30MacHOCTM, HarpasfeHHble
Ha MPOTMBOCTOSHME Yrpo3am B Mpeanaraemoii cpege akcnnyatauum OO wn/unn oxsaTblBaroLve No6yto
NAEHTUDMLMPOBaHHYH NOUTUKY 6€30MacHOCTY OpraHu 3aUmn 1 NPeAnonoXeHNs.

HacToswwmii cTaHAapT NnpeaHasHaveH ang noTpebuTteneit, pa3paboTuMKOB, a TakKe OLEHLLMKOB 6e30-
nacHblX cucteM W npogyktoB W T. [lononHuWTenbHas MHGOPMaLms 0 NOTEHLMaNbHbIX MOMb30BaTENNAX
FOCT P NCO/M3K 1540S. a TaKKe 0 MPUMEHEHUN KPUTEPWEB YKa3aHHbIMK rpynnamMu nonb3oBatesnei
npegcTaeneHa B pasgene 3 [[OCT P MCO/M3IK 15408-1. 3Tu rpynnbl MOryT MCNONb30BaTb HACTOALLMIA
CTaHJapT CrefyroLLmMmM 06pa3om.

MoTpebuTenn — npy BbIGOPE KOMMOHEHTOB [N1  BbIPAXEHWS (PYHKLMOHANbHBIX TpeboBaHWiA,
MO3BOMAIOLLMX YA0BNETBOPUTD LieNn 6e30MacHOCTY, BbipaxeHHble B M3 unn 36. Bonee nogpo6Has nHgopma-
uMs 0 B3aMMoOCBs3AX TpeboBaHWIA 6Ge30macHOCTM W Lieneil 6e3onacHOCTV NpuBefeHa B nogpasgene 4.3
FOCT P MCO/M3K 15408-1.

Pa3paboTunkm, HecyLLme OTBETCTBEHHOCTb 3a BbIMOMHEHVE CYLLECTBYHOLLMX MU NpesnonaraemMbIx Tpe-
60BaHUI 6e30MacHOCTY NOTPeduTeNs npum paspabotke OO. —ans peanusaLmm CTaHLAPTU30BaHHOTO MeTOAA
NMOHMMaHUA 3TUX TPeboBaHWiA, NCMNOMb3YS COAEPXKaHNEe HACTOALLEr0 CTaHAapTa Kak OCHOBY /151 AafbHeNLLIEero
onpefeneHns GyHKUUA 1 MexaHn3amoB 6e3onacHocTu OO. KOTOpble COOTBETCTBOBa/IM Gbl 3TUM TpeboBa-
HUSIM.

OUEHLMKM —NPUMEHSS (YHKLMOHa/bHble TpeboBaHMS, ONpeje/ieHHbIe B HACTOSALLEM CTaHAapTe, Npu
BepudmKaLmMm Toro, YTo PyHKLUUOHaNbHble TpeboBaHus (X). BbipaeHHble B M3 nan 36, ya0BNeTBOPSOT
uensm 6esonacHocTn UT, a Takke Ans y4yeTa 3aBUCUMOCTEN 3TMX TpeboBaHWIA U Nokasa YA0BNeTBOPEHNS
3TKX 3aBMcuMocTeid. Kpome Toro, oLeHLLMKam CiefyeT UCMo/b30BaTh HACTOSALLMIA CTaHAAPT NpY ONpeseneHnn
TOro, YL0BNEeTBOPSAET i AaHHbIA OO npesbsBneHHbIM TPe60BaHUAM.

11 PacluMpeHme 1 conpoBOXeHWEe (YHKLMOHabHBIX TPeboBaHMiA

FOCT P MCO/M3K 15408 1 cOOTBETCTBYIOLLME PYHKLMOHANbHbLIE TPe6OBaHWS 6€30MacHOCTU, ONK-
CaHHbIE HUXE, He MpeAHa3HauveHbl 15 OKOHYaTeNbHOro pelleHms Beex 3afad 6esonacHocTu UT. Ckopee,
HaCTOALLMIA CTaHAAPT Npes/iaraeT COBOKYMHOCTb XOPOLLO NPoAyMaHHbIX PYHKLMOHaNbHbIX TPeboBaHWii 6e30-
MacHOCTU, KOTOpPbIe MOMYT MPUMEHSATLCS NPU CO3A4aHUM JOBEPEHHbIX NPOAYKTOB Umn cuctem T, oTBevato-

W3paHre oduumanbHoe
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LUMX NOTPE6GHOCTAM PbIHKA. 3TU (hYHKLMOHaNbHbIe TPeboBaHNs 6e30NacHOCTY NpeACcTaaNnstoT COBPEMEHHbIN
YPOBeHb Crieumukalnm TpeboBaHni N OLLEHKM.

B HacTOALWMIA CTaH4APT He Npefno/aranochk BK/IYaThb BCe BO3MOXHbIE PYHKLVOHaNbHbIe TpeboBaHUs
6e30MacHOCTK, a TO/bKO Te U3 HUX, KOTOPbIE Ha jaTy U3faHunsa cTaHgapTa 6611 13BeCTHbI U 0406peHb! ero
paspaboTumKamm.

Tak Kak 3HaHuMsi 1 MOTPeBHOCTM MOb30BaTENE MOTYT N3MEHATLCS, PYHKLMOHANbHbIE TPEOOBAHNS
HaCTOALLEro CTaHAapTa HY)XXAaloTCs B AaNbHeLLIeM CONpoBOXaeHWW. [pefnonaraeTcs, YTo HEKOTOpbIe pa3pa-
60Tunkm M3/36 MOryT UMeTb NOTPEBGHOCTM B 6€30MaCHOCTU, HE OXBaYeHHbIE B HACTOSLLEE BPEMS KOMMOHEH-
Tamy PYHKLMOHaNbHbIX TPe6oBaHMA HACTOSALLEr0 CTaHAapTa. B aTom cnydae paspabotumk M3/36 moxert
NpeLnoYecTb NCMO/b30BaHMe HeCTaHAAPTHBIX (YHKLMOHaMbHbIX TPe60BaHMiA (Tak Ha3blBaeMYHO «paclumpse-
MOCTb»), KaK 06bACHEHO B npunoxeHnsx b n B rOCT P NICO/M3K 15408-1.

1.2 CtpykTypa

Pasgen 1cogepXuT BBeAeHMe.

Pa3fien 2 npefcTasnseT Katanor MyHKLUMOHaIbHLIX KOMMOHEHTOB.

B pasgenax 3—13 npusefeHo onmcaHvie PYHKLMOHaIbHBIX KNacCcoB.

MpunoxeHue J1 cofepXUT JOMONHUTENBHYIO MH(OPMALMIO, NPELCTaBAAIOLLY O LWIEPEC ANA NOTeHUU-
aNbHbIX NONb30BaTeNel PYHKUMOHaIbHBIX KOMMOHEHTOB, BK/IHOYas MOMHYO TabnmnLy NepekpecTHbIX CCbIoK
3aBMCMMOCTEN (hYHKLMOHANbHbBIX KOMMOHEHTOB.

Mpunoxenus B—1 nNpeAcTaansatoT 3aMeqaHunsa no NPUMEHeHNo MYHKLMOHAMbHBLIX KaccoB. B Hux co-
CPefOTOYEHbI MaTepuasbl MHOPMALMOHHOM NOAJEPXKKN L1 MOMb30BaTeNeld HACTOALLEro CTaHAapTa, KOTo-
pble NOMOryT UM NPUMEHATb TO/IbKO LOMYCTUMbIE OMepaLmmn 1 BblbrpaTb HEOOXOAMYHO NHDOPMALIUIO ANs
aymTa v JOKYMEHTUPOBAHMS.

FOCT P MCO/M3K 15408-1 cofepXuT cnegyoulyto nHhopmauuo, Heobxoaumyo paspaboTum-
Kam W3 unn 3b:

—TEePMUHBI, UCMONb3YeMbIE B CTaHAapTe, onpeseneHsl B pasgene 2 FOCT P NCO/M3K 15408-1;

—CTpyKTypa '3 npusegeHa B npunoxenun b Kk FOCT P MICO/M3K 15408-1;

—CTpyKTYypa 36 npueeaeHa B npunoxedmn Bk FOCT P MCO/M3IK 15408-1.

1.3 Mapagnrma hyHKLMOHaNbHbIX TpeboBaHuiA

Ha pucyHkax 11 n 12 nokasaHbl HEKOTOpble K/OYeBble MNOHATUA napagurMbl. OnucaHbl U
Apyrvie, He MOKa3aHHble Ha PUCYHKaxX, KNoYeBble MOHATUA. PaccmMaTpyBaeMble K/lOUEBbIE  MOHATMA

PucyHok 11 — KntoueBble NOHATUS DYHKLMOHaNbHbIX TpeboBaHuii 6e3onacHocTy (eanHblin OO)
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JlokanbHbIA0 fHO AN H » nak*ra»HMiA {BHYTpMMIi v 60 ) feHapa*—u* TpLpyT

BblfeNeHbl MNOMYXUPHLIM KypcuBoM. OnpefeneHnss TEPMWHOB, MNPUBEAEHHbIE B COBape B pasgene 2
FOCT P MCO/M3K 1540S-1, B 3TOM nofpasfene He U3MEHAIOTCSA U He NepeonpesensoTces.

HacToswwmin cTaHAapT COAEPXKMT KaTanor PYHKLMOHabHbIX TPE60BaHM 6e30MacHOCTH, KOTOpPbIe MOryT
6bITb NpefbsBneHbl K 06beKTY oLeHkM (O0). OO —3T0 NpoAyKT unm cuctema UT (BMeCTe C pyKOBOLACTBOM
agMuHUCTpaTopa M NOMb30BaTeNs), COAEepXKalL e Pecypehbl TUNa 3/1EKTPOHHbIX HOCUTENeH faHHbIX (Takux,
KaK AMCKM), nepntepniiHbIX YCTPOMCTB (TaKUX, KaK MPUHTEPbI) U BbIYUCAUTENbHBIX BO3MOXHOCTEN (Ta-
KVX, KaK MpoLEecCOpHOE BPEMS), KOTOPbIE MOTYT UCMOMb30BATLCA AN 06paboTKN U XpaHEHWS MHA(OopMaLMn
N ABMIAKOTCA MPESMETOM OLIEHKM.

OueHKa, npexpe BCEro, NogTBEPKAAET, HTO B OTHOLLEHUK pecypcoB OO ocyLUecTBNSeTCA OnpeseneH-
Hasl nomTwnKa 6esonacHocTu (KO(1160). MBO onpegenseT npasuna, no kotopsiM OO ynpasnseT 40CTYNOM
K CBOMM pecypcam W, Takum 06pa3om, Ko Bceii MHopmaLum 1 cepeucam, KoHTponupyembsim OO.

MBO. B cBOHO 0Yepefb, COCTOMT U3 Pa3NMYHbIX NOANTUK (hyHKUMIA 6e3onacHocTy (MPE). Kaxgas
M®B nmMeeT cBOK 06NacTb AeACTBNSA, ONPeAenstoLLy0 Cy6beKTbl, 06beKTbI U ONepauun, Ha KOTopble pac-
npoctpaHsietca 11$B. M®B peannsyetcs dyHkupeid 6esonacHocTy (PB), b MexaHW3Mbl OCYLLECTBAAOT
MOINTUKY W NPeAOCTaBNAOT HEOOXOANMbIE BO3MOXHOCTW.

COBOKYMHOCTb BCeX (yHKUMIA GetonacHocTn OO, KOTOpble HanpaBneHbl Ha ocyluecTeneHne MBO.
onpeaenseTcs Kak qyHkumn 6esonacHoc Ty 06bekTa oueHk (PB0). PBO 06begUHAIOT YHKLMOHANbHbIE
BO3MOXHOCTMN BCEX anmnapaTHbIX, MPOrpaMmMHbIX ¥ NporpammHo-annapaTHbix cpegcts OO. Ha KOTOpbIe Kak
HenocpeACcTBEHHO, TaK 1 KOCBEHHO BO3/10XKeHO 06ecrneyeHme 6etonacHoCTu.

MoH1TOp 0bpaLLeHnii — 3TO KOHLenuusa abCTpakTHOW MallvHbl, KOTOpas OCYLLEeCTBASET NOUTUKY
ynpasneHus goctynom OO. MexaHW3M NpoBepku NPaBoOMOYHOCTYW OOpaLLEHWIn — peann3aLmsa KOHLENLUMm
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MOHWTOpa 06paLLeHuii, 06nafaroLLas crefytoL MMy CBONCTBaMM: 3aLMLLEHHOCTbLIO OT MPOHUKHOBEHMS; MO-
CTOAHHOW rOTOBHOCTbIO; MPOCTOTOM, AOCTATOYHOW A4/15 MPOBEEHUSA MCHEPMbIBAOLLEr0 aHanm3a 1 TecTrpoBa-
HUA. @PBO MOryT COCTOATb M3 MeXaHM3Ma MPOBEPKM MPABOMOYHOCTY 0OpaLLeHUA n/nnn gpyrmx QyHKLUA
6e30MacHOCTU, He06X0AUMbIX 415 skcnayatauuy OO.

OC) MOXeT 6bITb €AVMHBIM MPOLYKTOM, BK/IHOYAOLLMM annapaTHble, MPporpaMMHO-annapaTHble U Npo-
rpamMmmvHble cpeacTsa.

B vHoM cnyuae OO MOXeT 6bITb pacnpefeneHHbIM, COCTOSLLMM U3 HECKObKMNX Pa3feNieHHbIX YacTeid.
Kaxgasa yacTb OO 06ecrneumBaeT BbIMOHEHNE KOHKPETHOTO cepauca ans OO 1 B3aMOZLENCTBYET C ApyruMu
yactammn OO uepe3 BHY TPEHHUIA KULLW CBA3M. DTOT KaHaT MOXET ObITb BCEro LU LUIMHOW npoLeccopa, a
MOXET SB/IATLCA BHYTPeHHel ceTbio Ans OO0.

Ecnm OO coCTOWUT M3 HECKOMbKUX YacTel, TO Kaxaas YacTb MOXET MMeTb COGCTBEHHOE NMOLMHOXeE-
cTB0 ®BO, KoTOpoe 06MeHMBaeTCs fAaHHbIMM DBO 1 nonb3oBaTeneld Yepe3 BHYTPEHHME KaHaTbl CBA3M C
Apyrvmmn nogmHoxectBamn ®BO. 3T0 B3aMMOAENCTBME Ha3bIBaeTCS BHY TpeHHell nepegayeii OO. Batom ciy-
yae yactn b0 opmupyroT 06beanHeHHbIe DBO. KoTopble ocywwecTBaAT MEBO ana atoto OO.

WHTepdelicbl (K) mMoryT 6bITb IOKanM30BaHbl B KOHKPETHOM OO nm XKe MOryT fJOMYyCKaTb B3anMOogein-
cTBME C Apyrumn npogyktamu WT Mo BHEWHMM KaHanam CBS3u. BHellHMe B3aMMOAENCTBUS C Apyrumu
npogyktamu VT mMoryT npuHumarb Ase hopmbl:

a) Monntmka 6e30MacHOCTM «yfaleHHOro 4oBepeHHOro npogykra UT» n MBO paccmatpusaemoro OO

CKOOPAMHUPOBaHbI 11 OLeHEHbI B aAMUHUCTPATUBHOM nopsake. ObmeH UH(opMaLmeld B 3TOM ciyyae
Ha3BaH nepegaveii Me>xay ®BbO. NockobKy OH ocyllecTBaseTcA Mexay PBO pasfMyHbIX JOBEPEH-
HbIX MPOLYKTOB.

6) YpaneHHbln npogykT WT, 0603HaYeHHbIA Ha pucyHKe 1.2 Kak «Hef0BepeHHbI MpogyKT UT», He
Obl1 OLlEHEH, MO3TOMY €ero MoMTVKUY 6e30MacHOCTV HensBecTHa. OBMeH MH(opMaLmeid B 3TOM
Cny4ae Ha3BaH nepefadeii 3a npegensl obnacTu geincTena BO. Tak Kak 3TOT yAaNeHHbI NPOAYKT
W T He umeeT ®BO (M1 XapaKTeEPUCTUKN ero NONUTUKM 6e30MaCHOCTU HEWU3BECTHBI).

COBOKYNHOCTb B3aMMOZECTBIWIA, KOTOpbIe MOMyT nponcxoguts ¢ CHOnnm B npegenax OO m nogumHe-
Hbl MpaBunax» MBO, OTHOCUTCA K NOAMCTY AeicTBua pyHKumin 6esonacHocTn (O4P). OA4P BKtOYaeT B
cebs onpefieNeHHy0 COBOKYMHOCTb B3aMOENCTBUI MeXay CyobeKTaMu, 06beKTaMu 1 onepauusmu B npe-
fenax OO, HO He npegnonaraeT oxeara Bcex pecypcos OO.

COBOKYMHOCTb MHTEP(ENCOB KaK MHTEPAKTUBHBIX (4e/10BEKO-MaLlUUHHBIN MHTepdelic), Tak 1 npo-
rpaMMHbIX (MHTepeic NporpamMMHbIX MPUIOXKEHWIA), Yepe3 KOTOPbIe MOTYT 6bITb MOMYYeHbl AOCTYN K pe-
cypcam npw nocpegHudectse ®BO nnm nHgpopmaunsa ot PEO. HasbiBaeTca uHTepdeiicom PbO(MPEBO).
MN®BO onpefenseT rpaHuLbl BO3MOXHOCTEN (yHKUMI OO, KOTOpble NpefoCTaBneHbl A5 OCYLecTB/e-
Husa TMBO.

[Nonb3oBateny He BKOYaOTCA B coctas OO; No3ToMy oHY Haxoaatcs BHe O d. OfHako nonb3osare-
nn B3ammogeiicTytoT ¢ OO uepes MDBO npu 3anpoce ycnyr, KoTopble ByayT BbinoaHATbES OO. Cyuye-
CTBYET AiBa TWNa Mob30BaTesel, yunTbiBaeMbIX B PYHKLMOHANbHbIX TPe60BaHMAX 6e30MacHOCTN HACTOALLEro
CTaHJapTa: YeNoBeK-MoNb30BATENb U BHELUHNA 06beKT WIT. [Ins yenoBeka-nonb30BaTeNs pasnnyatoT 1oKab-
HOr0 YeNI0BEKa-NoAbL30BaTENS. B3aUMOAECTBYHOLEro HemocpeacTBeHHO ¢ OO yepes ycTpoiictea OO (Takue,
Kak pabouve cTaHLUMK), 1 yLaneHHOro YenoBeka-nonb3oBaTens. Baumogeiictaytowlero ¢ OO uepes apyroi
npogykr NT.

Mepuog B3anmogencTems Mexay nonb3osartenem n ®BO Ha3biBaeTCA ceaHCOM nasb3oBaTens. OTKpbI-
TVie CeaHCOoB No/b30BaTeNeli MOXET KOHTPO/IMPOBATLCA Ha OCHOBE pAfa YCMOBUIA, TaKUX Kak ayTeHTUmMKa-
1A nonb3oBarens, BpeMs CyToK, meToggoctyna K OO, unicno napannienbHbIX CEaHCOB, Pa3peLleHHbIX MoMb30-
BaTeNio. U T. A.

B HacTosileM cTaHAapTe MCNoNb3yeTcs TePMUH YNONHOMOYEHHbIA ANns 0603HayYeHUs Nonb3oBaTens,
KOTOpbI 06/1afaeT npaBamut M/MAN NPUBUIETMSMI, HEOOXOAMMBIMU A5 BbINOHEHUS onepauuii. NoaTomy
TePMUH YNOTHOMOYEHHbIW NONb30BaTENb YKA3bIBAET, YTO MOMb30BATENO pa3peLlaeTcs BbINOAHATL AaHHYIO
onepauuto B cooTsetcTeum ¢ MNBO.

[ns BbipaXeHNs TpebOBaHWIA pa3aeneHns aqMMHUCTPATUMBHBIX 00S3aHHOCTEN COOTBETCTBYIOLLME PYHK-
LMOHa/bHbIE KOMMOHEHTbI 6e30nacHocTh (13 cemelictBa FMT_SMR). npvBeeHHbIE B HACTOSLLEM CTaHAap-
Te. ABHO yCTaHaBMBaIOT 0643aTe/IbHOCTb aAMUHUCTPATUBHBIX poneii. Ponb —3To 3apaHee onpegeneHHas
COBOKYMHOCTb MpaBu/i, YCTaHaBNMBAKOWMX LOMYCTMMbIE B3aUMOAENCTBMA MeXay nonb3osatenem u OO.
OO moXeT NoajepX1BaTh ONpeaeneHne NPoM3BOIbHOIO YMcna ponein. Hanpumep, ponu, cBA3aHHble € onepa-
umamu 6e3onacHocTn OO. MOryT BKMHOYaTh B Cebst paTh «ALMUHUCTPATOP ayauTa» U «ALMUHUCTPATOP yyeTa
MoNb30BaTeNe.
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OO cofiepXXUT pecypchl, KOTOPble MOTYT UCMO/b30BaTLCA A1 06paboTKM M XpaHEHUS UHDOPMaLUN.
OcHOBHOI Lenbio DBO ABNAeTCA MONHOE 1 NpaBUIbLHOE ocyluecTBieHWe MBO /18 pecypcoB 1 MHGopMa-
uun, KotopbiMu ynpasnset OO.

Pecypcbl OO MOryT UMETb pa3nnyHyto CTPYKTYPY M UCNOb30BaTbCA paxXLUYHbIMK crnocobamu. Tem He
MeHee B HaCTOALLEeM CTaHAapTe NMPOBOAMTCA CrieLuanbHOe pasrpaHnuyeHue, No3sonstoLlee cneunguumposaTtb
XenaTenbHble CBOVCTBa 6e30nacHOCTW. Bce CyLLHOCTM, KOTOpble MOTYT 6bITh CO34aHbl Ha OCHOBE PeCcypCoB,
XapaKTepu3yoTcs OAHUM 13 ABYX CNOCO60B. CyLHOCTW MOTYT ObITb @KTUBHBLIMU, T. €. ABAATLCA NPUUUHON
LeiicTBuiA, KoTopble Nponcxogat B npegenax OO. v MHMLMMPOBATL ONepaLuu, BbIMOIHAEMbIe C MH(OpMa-
umeid. HanpoTus, CyLHOCTU MOTYT ObiTb MACCUBHLIMU, T. €. ABAATHCA UCTOYHUKOM W/IN MECTOM XpaHeHWs
MHhopMaLuu.

AKTUBHbIE CYLLIHOCTW HasBaHbl cyb6bekTamu. B npegenax OO MOryT CyLLecTBOBaTb HECKO/bKO TUMOB
CyObLEKTOB:

B) fie/iCTBYIOLLME OT UMEHW YMNOMHOMOYEHHOIO MO/Mb30BaTeNs U NOSYMHEHHbIE BceM npasuiam MNBO

(Hanpumep, npoueccbl UNIX);

r) AencTByoLMe Kak 0C00bI (DYHKLMOHANbHbIV MPOLECC, KOTOPbI MOXET, B CBOK Ovepeab, AeiCT-
BOBaTb OT MMEHW MHOTUX N0Mb30BaTeNeil (Hanpumep, YHKUWM, KOTOPble XapaKTepHbl 418 apXu-
TeKTYpbl KNneHT/cepBep);

L) AecTByHOLIME KaK YaCTb c06CTBEHHO OO (HanpuMep, A0BEPEHHbIe MPOLECChI).

B HacTosLwem cTaHfapTe paccMaTpuBaeTcs ocyLlecTsneHune MBO g1s cyObekToB BCEX TUMNOB, Nepeymc-

NeHHBbIX BblLLe.

MaccrBHbIE CYLHOCTU (T. €. XpaHUANLLA MH(OPMaLMK) Ha3BaHbl 06bEKTaMM B PYHKLMOHAIbHbLIX Tpe-
60BaHUAX 6e30MacHOCTM HacToALLero cTaHaapTa. O6beKTbl ABNAIOTCA NPeAMETOM OnepaLuii, KoTopble MOryT
BbINO/HATLCA CyObeKTaMu. B cryyae, Korga cyobekT (aKTMBHas CyLLHOCTb) CaM SBAISeTCA NpeaMeToM onepa-
uMmn (HanpvMep, Npu YCTaHOATEHWH CBSA3W MeXdy npoueccamun), Hag CyObekTOM MOryT Npou3BOAMTLCA
[efiCTBUA, KaK Haf, 00bEKTOM.

O6beKTbI MOTYT cogepkaT!, nHpopmaumio. Yro noHATUe TpebyeTcs, YToObI cCneunduumMpoBaTb NOAUTUKY
ynpaBAeHnsi MHHOPMaLMOHHbLIMI NMOTOKaMMW B COOTBETCTBUM C Knaccom FDP.

Monb3oBartenu, CyobekTbl, MHHOPMaLMA 1 00bEKTLI 06N1aAat0T ONpefeneHHbIMKU aTpuby TaMu. KoTo-
pble cofepxar MHgpopmauumio, nossonsowyr OO GyHKLMOHNPOBaTL NPaBUAbLHO. HekoTopble aTpubyThl,
Takvie KakK MMeHa (hainnos, MOryT NpefHa3Ha4yaTbCs TONMbKO /19 UH(POPMUPOBAHNSA, B TO BPEMS Kak Apyrue,
Hanpumep pasfiMyHbIe NapameTpbl ynpasieHns JOCTYNOM. — UCKOYUTENBHO ANs ocyulectsnienuns MBO. 3tu
nocnefHvie 0606LLEHHO Ha3BaHbl «@TpubyTamn 6e3onacHoCTU*. B fanbHelilLem CNOBO «aTpubyT» UCMOb3Y-
eTCA B HACTOSALLEM CTaHAapTe Kak COKpaLleHune 1 CI0BOCOYeTaHUs «aTpubyT 6e30MacHOCTU», eCiu MHOE He
OroBOpeHO. BmecTe ¢ TeM, HeE3aBMCKMMO OT NpeAHa3HaveHns uHgopmaumm atpubyTa, MOryT noTpe6osaTbea
CpefCcTBa ynpaBneHus aTum aTpubyTom B cooTBeTcTBMM € UBO.

B OO cogepxxatcs gaHHble Nnoib3oBaTenein u gaHHble P60, Ha pucyHke 1.3 mokasaHa WX B3aIMOCBS3b.
[JaHHble nonb3oBaTeneil — 3To MHGOpMaLmMs, cogepxallasnca B pecypcax OO, KoTopas MOXET NPUMEHSATLCA
nonb3osarensamu B cooTeeTcTBun ¢ MBO 1 He npefHa3HayeHa crneunansHo gns @O, Hanpumep, cogepxa-
HVe COOOLLEHNS 3NIEKTPOHHON MOYTbI AaTAeTCA AaHHbIMU Mnonb3osaTens. Jawssie PO —aTo nHdopmauus,

JOAHHBIE OO

JAHHBIE
MO/TB30BATHIEA

PucyHok 1.3 —CBsi3b MeXay AaHHbIMW MoMb30BaTeNein n gaHHbiMn P50
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ucnonbayemas ®bO npu ocywiecteneHun NBO. JonycTMO BO3Ae/CTBUE NOJb30BaTeNeli Ha AaHHble PBO,
ecnm 3To npegycmoTtpeHo MEO. Mpumepamu gaHHbIX PEO sBnstoTCA aTpubyThl 6€30NacHOCTH, ayTEHTU(M-
KaLWOHHbIe AaHHble, CMUCKW YNPaBieHns JOCTYMOM.

Boigenatorca MPb. KoTopble NPUMEHAIOTCA MpU 3aluTe AaHHbIX, Takue Kak M®d b ynpasneHus goc-
Tynom u M B ynpasneHus HPOPMaLMOHHOCTY NOToKamu. [leficTBUA MeXaHU3MOB, peanmsyrowmx Maeb
ynpaBneHns JOCTYNOM, OCHOBaHbl Ha aTpubyTax Cy6bEKTOB, 0OLEKTOB U onepayuii B npegenax o6aactu
JeiicTBuA. T aTpubyThbl UCMONL3YIOTCA B COBOKYMHOE™ npasw/, yNpaBasoLwMx onepauusaMu, KotTopble
cy6bekTaM pas3peLLeHO BbIMOMHATL Ha 06beKTax.

®YHKLMOHMPOBaHNE MEXaHN3MOB, peann3yrowmx MAdb ynpasneHns MHPoOPMaLMOHHbIMK NOTOKaMK,
OCHOBAHO Ha aTpubyTax CybbeKkToB M MHOPMALLMK B Npejenax 061acTv AeiiCTBMA U COBOKYMHOCTMW MpaBul,
MO KOTOPbIM BbIMOMHAKTCA ONepaLun cybbekToB Hag vHgopmauuein. ATpubyTbl MHPOPMALMK, KOTOPbIE
MOTyT BbITb 8CCOLMMPOBaHbI C aTpUbyTamMmn MecTa XpaHeHWs (MW He accoLMMpoBaHbl C HUMK, Hanpumep B
CNyyae MHOTOYPOBHEBOM 6a3bl JaHHbIX), OCTAKOTCA C MHKOPMAL el Npy ee NepemMeLLeHN.

[Ba cneymnduryecknx Trna AaHHbix B0, paccmaTprBaembIX B HACTOALLEM CTaHAApTe, MOTYT, XOTA U
Heo6s3aTe/IbHO, COBMafaTh. 3X0 ay TEHTUDNKALMOHHbIE laHHbIE W CEKPETbI.

AyTeHTUHNKALMOHHBIE JaHHbIE UCMO/b3YHOTCA, YTOOLI BEPUGNLMPOBaA, 3aBNEHHBIN MAEHTUdMKATOP
nosb3oBartens, obpawatoLerocs k OO 3aycnyramv. Camas pacnpocTpaHeHHas hopMa ayTeHTUDUKALMOHHBIX
[aHHbIX - Mapo/b, KOTOPbIA HEOOXOANMO XPaHUTL B CEKPETE, YTOObI MeXaHN3M 6e30MacHOCTH Bbin athdek-
TuBeH. OfjHaKO B CEKPETE HEOOXOAMMO XPaHUTb He BCE (HOPMbI 8y TEHTUPMKALNOHHBIX jaHHbIX. BuomeTpuyec-
Kvie OMo3HaBaTe/bHble YCTPOCTBA (Takve, Kak CUMTbIBaTeNIM OTreyarka naibla WA CKaHepbl CeTHYaTKu
rN1a3a) OCHOBbLIBAKOTCA HE Ha NPEANONOXEHUN, YTO ayTEHTU(MNKALMOHHbIE JaHHbIe XPaHATCA B CEKPeTe, a Ha
TOM. UYTO 31T AaHHble ABMAOTCA HEOTLEMIEMbIM CBOCTBOM M0/1b30BaTENS, KOTOPOE HEBO3MOXHO MOAJeNaTh.

TepMUH «CeKpeT», UCMOMb3YeMbI B (hy HKLMOHa/IbHbIX TPe60BaHNAX HACTOALLErO CTaHAapTa Mo OTHO-
LUEHUWIO K aYTEHTU(MUKALNOHHBIM aHHBIM, NPUMEHVM W K [aHHbIM APYTUX TUMOB, KOTOPble HEOOX0AMMO
XpaHWTb B TaliHe Npy OCYLLEeCTBAEHNM onpedeneHHol M®b. Hanpyumep, CTONKOCTb MeXaHW3ma OBEPeHHOro
KaHasa, B KOTOPOM MpUMeHeHa KpUnTorpadus 419 COXpaHeHNs KOH(UAEHLMANbHOCTM NepeiaBaeMoii Yepes
KaHa/1 MH(OpMaLUK, 3aBUCUT OT HAAEXXHOCTY CNOCO6a COXpPaHeHMs B CEKPETe KPMNTOrpadinyecknx Kikouen
OT HECAHKLIMOHMPOBaHHOIO packpbITa.

CnepnoBaTefibHO, HEKOTOPbIE, HO He BCe ayTeHTUMKALMOHHbIE aHHble HE0OXOVMMO XPaHUTb B CEKpe-
Te, W HEKOTOPbIE, HO He BCe CEKPETbI UCTMO/b3YHOT Kak ay TeHTU(MKALMOHHbIE jaHHble. PUCYHOK 1.4 nokasbl-
BAET 3Ty B3aMMOCBS3b CEKPETOB U ay TEHTU(UKALMOHHBIX JaHHbIX. Ha 3TOM PUCYHKe YKa3aHbl TUMbI JaHHbIX,
KOTOpbIe YaCTO OTHOCAT K ay TEHTU(MUKALIMOHHBLIM JJaHHbIM 1 CEKpeTam.

PucyHok 1.4 —CBA3b MeXay NOHATUAMMN «ayTEHTUPUKALUOHHbIE AaHHbIE* N «CEKPETbI»

2 ®YHKUMOH/IbHbIE KOMMOHEHTbI 6e30MacHOCTM

2.1 Kparkuii 0630p

3TOT pasfen onpefenseT cogepxaHue 1 opmy npefcTasneHns PYHKLMOHaNbHbIX TPeboBaHWIA HacTos-
LLero cTaHapTa 1 NpeAcTaBnseT PyKOBOACTBO MO OpraHu3aL/Mm TpeboBaHuii 411 HOBbIX KOMMOHEHTOB, BK/IHO-
YyaeMblx B 36. PyHKLMOHaNbHbIE TPe60BaHNSA 06beMHEHBI B KNAcChl, CEMENCTBA M KOMMOHEHTBI.

6
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211 CTpyKTypa Knacca
CTpyKTypa hyHKLMOHANBbHOTO Knacca NpuBeAeHa Ha pucyHke 2.1, Kaxablil hyHKLMOHANbHBINA Knacc
COLEPXMUT UMA Knacca, NpeAcTaBneHne Kiacca 1 04HO UM HECKOJIbKO YHKLMOHAbHBIX CEMENCTB.

PucyHok 2.1 — CTpyKTypa yHKLMOHANIBHOrO Knacca

2.1.1.1 Nm4a knacca
Mms Knacca CoaepXuT MH(opMaLMio, HEOBX0AUMYHO A1 MAEHTU(MUKaLUM (YHKLMOHaNLHOMO Kacca
M OTHECEHUS ero K onpefeneHHol kateropun. Kaxablil (yHKLMOHAMbHbLIA KNacC UMEET YHUKabHOE UMS.
WHdopmawms o kaTeropum npefocTas/ieHa KpaTKvM MMEHeM, COCTOSALLMM 13 Tpex 6yKB 1aTUHCKOro angasu-
Ta. KpaTkoe MmMs Knacca Mcrosb3ytT Npy 3afiaHni KpaTKUX MMEH CeMeiicTBa 3TOro KJacca.
2.1.1.2 TpepacrasnieHne Knacca
MpencTaBneHne knacca 0606LLaeT yyacTue CeMenCcTBa Kiiacca B JOCTVXEHUN Lenelt 6e3onacHocTu. Onpe-
JeneHne (YHKLMOHANbHbIX KNACCOB HE OTPaXKaeT HUKaKyH (OpMaibHY TAKCOHOMUIO B CneLupuKaumnm
Tpe6GoBaHWIA.
MpefcTaBieHMe Knacca COAePXUT PUCYHOK, NMOKa3blBatoLLMiA BCe CEMEICTBA 3TOT0 Knacca U nepapxuio
KOMMOHEHTOB B KaXKAOM CEMEICTBe, KaK yKa3aHo B 2.2.
212 CTpyKTypa cemeicTBa
CTpyKTypa (hyHKLMOHaNbHOTO CeMeiicTBa NpuBEAEHA Ha PUCYHKe 2.2.
2.1.2.1 Wms cemeiicTBa
ViMs cemeiicTBa cogep-
XXUT onwvcaTenbHyo MHopMa-
LMo, HeobXxoaumyto, 4TOGI
UAEeHTU(ULMPOBATL U KaTero-
pupoBaTb (hYHKLMOHa/IbHOe
cemeiicTBO. Kaxgoe (yHKLM-
OHa/lbHOe CEMENCTBO MMeeT
YHUKanbHoe nums. NHdopma-
LMs O KaTeropum cocTouT u3
KpaTKOro MMEHM, BKOYato-
Lero B cebst ceMb CMMBOOB.
lMepBble TPV CUMBOMA NAEHTUY-
Hbl KPaTKOMY MMEHW Knacca,
Janee cnegyloT cMBOA NOA-
UepKMBaHMA 1 KpaTKoe NMs ce-
melicTBa B Buge XXXJYYY.
YHuKanbHas Kpatkas opma
MMEHW ceMeicTBa NpefocTaB-
NSieT OCHOBHOE MMS CCbINKK

L1 KOMMOHEHTOB. N
PucyHok 2.2 —CrpyKTyp;! QyHKLMOHAIBHOIO CeMelicTBa
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2.12.2 XapakTepucTuka cemeiicTaa

XapaKTepucTuka ceMeiicTBa —3T0 OnucaHne yHKLMOHaIbHOTO CeMEeNCTBa, B KOTOPOM M3nararTcs
ero uenn 6e30macHOCTA 1 0bLee onncaHne YHKUMOHaNIbHbIX TPe60BaHWIA. bonee geTanbHO OHU OMMCaHbI
HUXE:

a) Lenm 6e30MacHOCTU CeMelicTBa XapaKTepuayHoT 3aady 6e30MacHOCTM, KOTOpas MOXET ObiTb peLleHa

C NOMOLLIbIO KOMMOHEHTOB 3TOr0 CEMENCTBA;

6) onncaHue yHKUMO/WbHbIX TpeboBaHUii 0606LLaeT BCe Tpe6OBaHMS, KOTOPbIE BK/IKOYEHb! B KOMMO-
HeHTHbI). OnucaHne OPUEHTUPOBAHO Ha pa3paboTumkoB M3, 3b 1 PYHKUMOHANbHLIX NAaKeTOB, KOTOPbIe
X0Tenwm Obl ONpPesfeNnTb, COOTBETCTBYET /I CEMENCTBO UX KOHKPETHbIM TPeboBaHWAM.

2.1.2.3 PaHXu1poBaHue KOMMNOHEHTOB

D yYHKUMOHaNbHbIE CEMEeNCTBA COAEPXKAT OAMH WM HECKOJ/IbKO KOMMOHEHTOB, KaXAbliA N3 KOTOPbIX
MOXeT 6bITb Bbl6paH Ans BkItoYeHus B M3, 36 1 PyHKLMOHaNbHbIE NaKeTbl. Lienb paHXnpoBaHMs KOMMO-
HEHTOB — NPeA0CTaBUTb N0/b30BaTENAM MHAOPMALMIO 415 BbIGOpa NOAXOAALLEr0 PYHKLMOHANBHOTO KOM-
MOHEHTA, ECN CEMENCTBO UAEHTU(MLIMPOBAHO MOb30BaTE/IEM Kak Heo6XoAyMas Un nonesHas vactb Tpebo-
BaHW 6e30MacHOCTL.

[Janee nepeuncratoTcs MMeoLLMecs KOMMOHEHTbI Y MPUBOAMTCA UX NOrMyeckoe 060CHOBaHWe. [letanu-
3aUmMs KOMMOHEHTOB NPOV3BOAWTCS B OMMCAHUM KaXKA0r0 KOMMOHEHTA.

CBsi3n Mexzay KOMNOHeHTaMu B npegenax yHKLMOHaNbHOro CEMeCTBa MOTyT ObITb MePapXUYeCcKUMU
N Hemepapxmnyeckumu. KOMMOHEHT nepapxuyeH (T. €. PaCroNOXeH BbILLE MO UEPAPXMU) MO OTHOLLIEHWIO K
[pYyroMmy KOMMOHEHTY, ecnv npeasaraeT 60/bLUy0 6e30MacHOCTb.

OnuncaHunsa CemMeicTB CofepXar rpafLuyeckoe npescTaBieHne Nepapxmm KOMNOHEHTOB, PACCMOTPEHHOe
B 2.2.

2.1.2.4 YnpasneHve

Tpe60oBaHUA YLILWBAEHUH COAepXaT WH(opMaumio ans paspaboTumkoB M13/36. yunTbiBaemyro npu
onpejeneHnmn AeicTBIiA N0 YNpaBneHWHo 41 4aHHOTO KOMMOHeHTa. TpeboBaHWs yrnpaBnieHns aeTaim3rnpoBa-
Hbl B KOMMOHEHTAaX K/acca «YnpasneHve 6e30nacHoCcTbio-* (FMT).

Pa3spaboTumk M3/36 MOXET BblbpaTh KaK1e-1Mb0 13 MMELLMXCA Tpe6oBaHW ynpaBieHnst Uan BKIHO-
UMTb HOBbIE, He YKa3aHHbIe B HACTOALLEM CTaHAapTe. B nocnefHem cnyyae crefyeT npeacTaBuTb HEOOXOAMMYIO
MHopMaLuio.

2.1.2.5 Aygut

TpeboBaHua ayauTa cofepXkar cobbITus, NOTeHUManbHO NoABEpraemble ayauTy, 4ns nx otéopa paspa-
60Tunkamu M3/36 npu ycnosun BkatoueHus B M3/36 TpeboBaHuii n3 knacca FAU «AyauT 6e30nacHOCT.
31 TpeboBaHMS BK/OYAKOT B Ce6s1 COObITMSA, OTHOCALLMECA K 6e30MacHOCTM, MPUMEHNTENBHO K Pa3nnyHbIM
YPOBHAM feTanm3aLmm, NoaaepkmMBaeMbiM KOMNOHeHTamu ceMeiicTBa FAU_GEN «["eHepaums faHHbIX ayanTa
6e3onacHoCcTU». Hamprmep, 3anuck ayauta kKakoro-nnbo mexaHmsma 6e30macHOCT MOXET BK/IHOYaTh B cebs
Ha pa3sHbIX YPOBHAX feTann3aluy LeiiCTBNS, KOTOPble PACKPbIBAIOTCSA B CEAYHOLLIMX TEPMUHAX.

MWHUMaSBHBIA - YCMELIHOe UCMO/b30BaHNe MexaHu3Ma 6e30MacHoCTy.

BasoBbli  Nt060e MCNOb30BaHUE MexaHn3ma 6e30MacHOCTU, a Takke MH(OpMaLMs 0 TEKYLLMX 3Have-
HWSX aTPMOYTOB 6€30MaCHOCTL.

[JeTann3npoBaHHblil - N06ble M3MEHEHMS KOH(UIypaLum MexaHn3ma 6e30nacHOCTH, BKNKOYas napa-
METPbl KOH(UTYpaLum 40 1 NOCNe USMEHEHUS.

CnepyeT y4ecTb, 4TO Ka-
TeropupoBaHme Cob6bITUIA, No-
TeHUManbHO NOABEpraemMbIX
ayauTy, Bcerga uepapxuyHo.
Hanpuwmep, ecnun BbibpaHa 6a-
30Basi reHepaums AaHHbIX ayau-
Ta, TO BCe COOLITUA, UAEHTU-
(hMUMpOBaHHbIE KaK NOTeHL M-
a/lbHO MoABepraemble ayauTy u
NnoaToMy BXOJALLME KaK B MU-
HUMa/bHY0. TaK 1 B 6a30BYyHO
3anncb, cnefyeT BKIKOYUTL B
M3/3b ¢ NOmMOLIbI COOTBET-

PucyHok 2.3 — CTpyKTypa PYHKLMOHaNbHOr0 KOMMNOHEHTa CTBYHOLLEN OMnepauuy HasHaue-



FOCT P MCO/M3K 15408-2—2002

MHS, 33 UCKNIOYEHNEM Cryyasi, Korfa cobbiTue 60nee BbICOKOTO YPOBHA MMeeT 60nee BbICOKWIA YpOBEHb
Jetanusauum, 4em cobbiTue 6onee HU3KOFO YPOBHSA, M MOXET MPOCTO 3aMeHWUTb ero. Korpga »xenatenbHa
[eTannM3npoBaHHas reHepauns AaHHbIX ayanTa, BCe NAEHTU(ULMPOBAHHbIE COObITHS, NOTEHLUANLHO MOA-
Bepraemble ayauTy (415 MWHMManbHOro, 6a3oBOr0 M LeTann3poBaHHOTO YPOBHEN), crefyeT BKAOUNTL
B ['T3/3b.

MpaBwna ynpasneHns ayautom 6onee nogpo6bHO 06bsicHeHbI B Knacce FAU.

213 CTpyKTypa KOMMNOHEHTA

CTpyKTypa (PYyHKLUMOHANILHOTO KOMMOHEHTA NoKa3aHa Ha pucyHke 2.3.

2.1.3.1 NgeHTuunkKauma KOMNOHeHTa

NaeHTUdrKaumsa KOMNOHeHTa BKOYaeT B cebs onucaTteNibHy0 MH(OpMaLmnio, HeobXoauMyto ans
NOEHTUDUKALMN, KATETOPMPOBaHUS, 3anucy 1 peanm3auny NepekpecTHbIX CCbINOK KOMMOHeHTa. [ Kaxao-
ro (OyHKLMOHA/IbHOr0 KOMMOHEHTA NPeACTaBseTCs CliedytoLLee:

—YHUKasbHOe UMW. OTpaXKatoLLiee npefHa3HauyeHe KOMMoHeHTa:

—KpaTKoe UMsl, NPUMEHSAEMOE KaK OCHOBHOE UMS CCbINTKN AN KATErOPMPOBaHWSA, 3anucy 1 peannsa-
LM MEepeKPeCcTHbIX CCbIIOK KOMMOHEHTA U YHUKA/TbHO OTPaXatoLL,ee Kacc 1 CeMeCcTBO, KOTOPbIM KOMMO-
HEHT NPUHALIEXMUT, & TaKXKe HOMep KOMMOHEHTa B CEMENCTBe:

—CMICOK MEPaPXNYECKMX CBSA3EN, COAEPXKALLMIA UMEHA APYTMX KOMMOHEHTOB, AN KOTOPbIX 3TOT KOMMO-
HEHT MepapXmnyeH 1 BMECTO KOTOPbLIX MOXET MCMOb30BaThCS NPY YA0BETBOPEHNN 3aBUCUMOCTEN OT nepe-
YNC/IEHHbIX KOMMOHEHTOB.

2.1.3.2 DyHKUMOHaNbHbIE 3/1EMEHTBI

Kax/blii KOMMNOHEHT BK/tOYaeT B ce651 HAGOp 3/1eMEHTOB. Kaxknblid 3neMeHT onpefensieTcs oTAeNbHO 1
ABNSETCHA CAMOA0CTATOUHbBIM.

DYHKUMOHANbHBIA 31eMEHT —3T0 (hYHKLMOHAIbHOE TpeboBaHNe 6€30MacHOCTK, Aa/lbHelLee pasgene-
HVe KOTOPOro He MeHSET 3HaUYMMO Pe3yNbTaT OLEHKU. FBMIAETCA HaAMMEHbLUUM (YHKLMOHAIbHbIM TpeboBa-
HVem 6e30MacHOCTM, MAeHTUMLMPYeMbIM 1 Npu3HaBaeMbiM B FTOCT FCO/M'3K 15408.

Mpn opmuposaHnu M3, 36 n/unn NakeToB He paspelLaeTcs BbIOMPaTb TOMbKO YacTb 3/1eMEHTOB
KOMNoHeHTa. [ns BkaoyeHus B 113. 36 nnm nakeT HeO6X0AUMO BbIGUPaTh BCHO COBOKYMHOCTb 31€EMEHTOB
KOMIOHEHTA.

BBoguTCcA yHMKanbHas KpaTkas (opma MWMeHM (YHKLMOHAaNbHOro 3nemeHTa. Hanmpumep, ums
FDIMFF.4.2 uutaetca cnepyowmm  obpasom: F — dyHKUuMOHanbHoe TpebosaHne, DP — knacc
«3aWunTa faHHbIX nonb3oBatens®, |FF —cemelicTBO «®yHKUMM ynpaBneHWs  MH(OPMaLUOHHbIMMI
NoTOKamMm», .4 —y4eTBepTbIi KOMMOHEHT «YacTUYHOe yCTpaHeHUe HepaspeLleHHbIX MHOPMALMOHHBIX MOTO-
KOB*, .2 —BTOpPO 3/1EMEHT KOMTMOHEHTA.

2.1.3.3 3aBucumocTtu

3aBMCUMOCTY Cpeay YHKLUMOHAIbHBIX KOMMOHEHTOB BO3HUKAKOT, KOra KOMMOHEHT He caMofocTarto-
YeH W HYXXAaeTcs MM60 B PYHKLMOHANbHBIX BO3MOXHOCTSAX APYrOro KOMNOHEHTa, 1160 BO B3aMMOAENCTBIM
C HUM A1 NOALEPXKKN COBCTBEHHOIO BbIMONHEHNS.

Kaxablii hyHKLMOHaNbHbIA KOMMOHEHT COAEPXXMT MOJHBIA CANCOK 3aBUCUMOCTENW OT ApYTrUX PYHKLU-
OHa/IbHbIX KOMMOHEHTOB 1 KOMMOHEHTOB J0Bepus. [119 HEKOTOPbIX KOMMOHEHTOB YKa3aHo, YTOo 3aBUCUMOCTHU
OTCYTCTBYIOT. KOMMOHEHTLI U3 CUCKA MOTYT, B CBOKO OYepefib, UMETh 3aB1CUMOCTM OT ApYrMX KOMMNOHEHTOB.
Cnucok, NpuBeAEHHbIN B KOMMOHEHTE, NOKa3bIBAET MPAMbIE 3aBUCUMOCTU, T. €. COAEPXKUT CCbINIKM TONbKO Ha
(hYHKLMOHa/IbHblE KOMMOHEHTbI, 3aBeOMO HEOOXOAMMbIe /11 06eCreyeHns BbIMO/IHEHWS pacCMaTprBaeMoro
KOMMOHeHTa. KoCBeHHble 3aBUCMMOCTU, onpegenisieMble COOCTBEHHbIMM 3aBUCUMOCTAMM KOMMOHEHTOB 13
CMMCKa, NOKasaHbl B MNPU0XKeHWM J1. B HEKOTOPbIX CNyYasx 3aBUCMMOCTb BbIGUPAIOT U3 HECKO/IbKUX Npesna-
raembIX PyHKLMOHa/IbHbIX KOMMOHEHTOB, NPUYEM KaXXAbIA 13 HAX OCTaTOYeH ANA YLOBNETBOPEHNS 3aBUCU-
mocTu (cMm., Hanpumep. FDP_ULT.I).

CnncoK 3aBMCMMOCTEN UAEHTUDULMPYET MUHUMYM (DYHKLNOHANbHBIX KOMMOHEHTOB UM KOMMOHEH-
TOB [JOBEPUS, HEOBXOAVMBIX ANS YAOBIETBOPEHNS TPeboBaHUA 6€30MacHOCTH, aCCOLMUPOBAHHbIX C AaHHbIM
KOMMOHEHTOM. KOMMOHEHTbI, KOTOPble NepapXmsamu Mo OTHOLLEHWIO K KOMMOHEHTY K3 CMNCKa, TakXe MOoryT
6bITb UCNOMb30BaHbI /19 YA0BNETBOPEHNS 3aBUCUMOCTH.

3aBMCUMOCTU MeXy KOMIMOHEHTaMK, yKa3aHHble B HACTOALLEM CTaHaapTe, 06s3aTenbHbl. X Heo6xo-
AUMO yoaneTBopuTs B 113/36. B HEKOTOPbIX, 0CO6OLIX CyYasx 3TV 3aBUCMMOCTU YA0aNeTBOPUTL HEBO3MOXHO.
PaspaboTumk 113/3B, 06s3aTeNlbHO 060CHOBaH, NOYeMY AaHHas 3aBUCUMOCTb HEMPUMEHMMA, MOXET He BKOUaTh
COOTBETCTBYIOLLMIA KOMMOHEHT B nakeT. M3 nam 3b.
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214 PaspeweHHble onepauumnm ¢ PYHKLMWOHANbHBI MU KOMMNOHEH -
Tamu

Mpu onpegeneHnmn Tpe6osaHuii B M3, 36 nam QyHKUNOHAILHOM NakeTe (PYHKLMOHaNbHbIE KOMMO-
HEHTbI MOTYT 60 MCMONb30BATLCA NOMHOCTLIO B COOTBETCTBUM C pasenamm 3—13 HacToALLero ctaHgapTa,
60 6bITb AONOMHNUTENBHO KOHKPETU3MPOBaHbI A5 JOCTWMXKEHUS CrieLmguyeckoin Lenm 6esonacHocT. OaHa-
KO 0TOOP M KOHKPEeTM3auns aTux PyHKLNOHaNbHbIX KOMMOHEHTOB YCNOXHEHbI TEM 06CTOATENLCTBOM, YTO
HEOﬁXO,qI/IMO YUYnUTbiBaThb NMEKOLLNECA 3aBUCMMOCTN MeXXay KOMMNOHEHTaMW. |_|03TOMy TakKaa KOHKpeTusauuAa
CTPOro OrpaHun4eHa NpUHATLIM HabopoM onepaLmii.

K KaXX0My (hyHKLMOHa/IbHOMY KOMMOHEHTY MOTYT GbITb MPYMEHEHbI paspeLleHHble onepauumn. He Bce
onepauuy paspeLleHbl Ha BCeX PyHKLNOHaNbHbIX KOMMOHEHTaX.

K pa3peLueHHbIM onepauusaM OTHOCATCSA:

— uTepauns — no3BoNAET HECKONbKO pa3 MCMOJb30BaTb KOMMOHEHT C Pa3/IMYHbIM BbIMO/IHEHVEM
onepauui;

—HasHaueHve —Mo3BONSET CNeLnpULMpPoBaTh 3ajaHHbIi NapameTp:

—BbIOGOP -  M03BONSAET CMELNDULNPOBATL OAUH WIN HECKObKO 3/IEMEHTOB W3 CMUCKA;

—YTOYHEeHWe — N03BONAET L06aBUTL AeTanu.

2.1.4.1 Ntepauus

lam, rae HeO6XOAUMO OXBaTWTb Pa3nMyHble achekTbl OJHOr0 M TOro ke TpeboBaHWs (Hanpumep,
NAEHTM(ULMPOBATL HECKO/ILKO TUMOB NO/b30BaTeNeN), pa3peLlaeTcs NOBTOPHOE MCMO/b30BaHWe OLHOIO0 1
TOro Xe (byHKLWIOHaJ'IbHOFO KOMMOHEeHTa, No3Bo/AloLLEee 0OXBaTUTb K6.)K,qb|l7| aClMnekT.

2.1.4.2 HasHaueHve

HekoTopble 31eMeHTbl PYHKLMOHANIbHLIX KOMIMTOHEHTOB COAEPXaT NapameTpbl UM NepeMeHHbIE, KOTO-
pble AaloT BO3MOXHOCTb paspaboTynky M3/36 cneunuumpoBath NOANTAKY UM COBOKYMHOCTb BENUYUH ANS
BK/tOYeHUs B [13/36, 4T06bI BLIMNOMHUTL CNELUDUYECKYHO Lieb 6e30MacHOCTU. 3TN 3N1eMeHTbl 0AHO3HAYHO
UAEHTUDULMPYIOT KaXKablli TaKO napaMeTp U OrpaHWYeHnst Ha 3Ha4YeHNs, KOTOPble MOXET MPUHUMAaTb 3TOT
napamerp.

Jio6oii acnekT anemeHTa, AONYCTUMbIE 3HAYEHUS KOTOPOrO MOTYT 6bITb 0HO3HAYHO OMMCaHbl UK
nepeyncneHbl, MOXET ObITb MpeACTaBeH NapamMeTpoM. MapamMeTp MOXET ObITb aTPUGYTOM MU MPaBUIOM,
CBOAALLMM TpeboBaHWe K onpefeieHHOMY 3HAUYEHWIO UM Ananas3oHy 3HavyeHnin. Hanpumep, aneMeHT PyHK-
LIMOHANIbHOTO KOMMOHEHTA, HanpaB/eHHbIA Ha AOCTUKEHWe OnpeLeNneHHON Lienn 6e30MacHOCTM, MOXET yCTa-
HOBUTb, YTO HEKOTOPYH) OMepaLMIo CleayeT BbIMOHATbL HEOAHOKPATHO. B 3TOM ciyyae HazHaueHWe yCTaHOBUT
4MCNo BO3MOXXHbIX NMOBTOPEHWI (MW fuanas3oH AN Hero), KoTopoe 6yfeT MCnonb30BaThbCs 41 AaHHOrO0
napameTpa.

2.1.4.3 Bblibop

Onepauusa 3akn0YaeTcs B OrpaHUYeHN 061acTu NPUMEHEHUS 31eMeHTa PYHKLMOHaIbHOTO0 KOMMO-
HeHTa NOCpPesCcTBOM Bbl60pa OLHOr0 UM HECKObKNUX BapUaHTOB 13 CMMCKA, NPUBELEHHOTO B 3/IEMEHTE.

2.1.4.4 YTOuHeHVe

[lnsi Bcex anemMeHTOB (PyHKLMOHAIbHOTO KOMMNOHEHTa pa3paboTunky M3/36 paspeluaeTcs orpaHUunTbL
MHOXECTBO JONYCTUMbIX peasiv3aLunii nyTeM onpegeneHns ONONHUTENbHbIX AeTaneii Ans LOCTVDKEHNS Lienei
6e30MacHOCTN. YTOUHEHVE 3/1IeMEeHTa 3aK/04aeTcs B 406aBEHNMN ITUX CNeLndUYecKnX AeTaseil.

Hanpumep, ecim ans koHKpeTHOro OO TpebyeTcst 06bACHEHME CMbICNA TEPMUHOB «CYOLEKT* 1 «06BEKT™
B pamkax 3b. T0 3T1 TepMUHbI MOABEPratoT onepaumm yTOUHEHNS.

Moao6HO apyrMm onepauusM, YTOYHEHWE He HanaraeT abCoMTHO HOBbIX TpeboBaHMil. Mcxoasa u3
Leneli 6e30MacHOCTM, YTOUHEHME NpeanonaraeT NpopaboTKy AeTaseid, MHTEPMpPeTaLMIoO UK pasBuTre Tpebo-
BaHWIA, NPaBUA, 3HAYEHUA UK YCNOBUIA. Y TOYHEHWE JO/HKHO INLLb OFPaHNYMBaTh COBOKY MHOCTb BO3MOXHbIX
(YHKLMIA MK MexaHU3MOB A1 peanu3aummn TpeboBaHMA, HO HUKOTAa He pacluMpATb ee. YTOYHEHWe He
M03BO/ISIET CO3A4aTb HOBble TPe6OBaHNSA M NO3TOMY He YBeNM4YMBaEeT CMMUCOK 3aBUCMMOCTEN, CBA3aHHbIX C
KOMMOHEHTOM. Pa3paboTuuky M3/36 He06X0AUMO ObITb BHUMATE/IbHBLIM, YTOObI CYLLECTBYHOLLME 3aBUCUMOC-
TW NPOYMX TpeboBaHMIA OT YTOUHAEMOr0 TPe60BaHUA Bblan NO-MPEXHEMY YA0BETBOPEHbI.

2.2 Kartanor kKoMnoHeHTOB

PacnonoxeHvie KOMMOHEHTOB B HACTOALLEM CTaHAAPTe He OTPaXXaeT KaKy-11Mbo PopMasibHYH TaKco-
HOMUIO.

HacToswuin cTaHAapT COAEPXKUT KNacchl, COCTOALLME U3 CEMECTB 1 KOMMOHEHTOB, KOTOpbIe Mpnbau-
31TENIbHO CrPYNNMPOBaHbl Ha OCHOBE 06LLel (hYHKLUK 1 NpeHa3HaueHms. Knaccbl 1 cemeiicTBa NpeAcTaHne-
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Mbl B an)aBUTHOM (MO-NaTUHCKM) nopsiake. B Hauane Kaxaoro Knacca MMeeTcst pUCYHOK, NOKa3blBatoLLuii
TAaKCOHOMWIO 3TOFO KNacca, Nepevmncnisis CemMeiicTea B 3TOM K/lacCe M KOMMOHEHTbI B K&X/J0M CEMeNicTBe.
PUCYHOK TaKxXe UICTPUPYET MepapXuio KOMMOHEHTOB BHYTPU KaXZ0ro ceMelicTBa.

B onucaHny Kaxzaoro GyHKLMOHANbHOTO KOMIMOHEHTA NPUBEAEHbI €T0 3aBUCMMOCTU OT APYTUX KOMMO-
HEHTOB.

11pHvep NpeaCcTaBAeHNs TAKCOHOMUM KNacca 1 1epapxmi KOMMOHEHTOB B ero ceMeiicTBax npuBefeH Ha
prcyHke 2.4. 3aech NepBoe ceMeiicTBO COAEPXKUT TPY UepapXNUecKUX KOMMOHEHTa, FAe KOMMOHEHTbI 2 1 3
MOrYT 6bITb MPUMEHEHbI fi/151 BbINO/HEHUS 3aBUCUMOCTEN BMECTO KOMMOHEHTa 1 KOMMOHEHT 3 nepapxuyeH K
KOMMOHEHTY 2 1 MOXET NPUMEHSTLCS /151 BbINOIHEHNS 3aBUCUMOCTEN BMECTO KOMMOHEHTA 2.

PucyHok 2.4 — lNMpumep geKomnosnumm Knacca

B cemeiicTBe 2 MMEIOTCA TPU KOMMOHEHTa, He BCe U3 KOTOPbIX MEPaPXMYECKM CBA3aHbl. KOMNOHEHTHI 1
N 2 He NepapxuyHbl K Apyrum KoMrnoHeHTaM. KOMMOHEHT 3 nepapxuyeH K KOMMNOHEHTY 2 1 MOXET npuMe-
HATbCA 419 YA0BNETBOPEHNS 3aBUCUMOCTEl BMECTO KOMMOHEHTA 2, HO He BMECTO KOMMOHeHTa 1

B cemelicTBe 3 KOMNOHEHTbI 2—4 1epapXxmyHbl K KOMNOHEHTY 1. KOMMOHEHTbI 2 1 3 nepapxuiHbl K
KOMMOHEHTY |. HO HeconocTasuMbl MO Mepapxum Mexgy co6oii. KOMNOHEHT 4 nepapxvyeH K KOMMOHEH-
Tam 2 n 3.

Mopo6HbIe PUCYHKM [OMOMHAKT TEKCT ONUCAHWS CEMECTB W [eNatoT npoLle MAeHTU(MUKALWI0 OTHO-
LUEHWIA X KOMMOHEHTOB. OHM He 3aMeHSIOT MYHKT «/1epapXnyecKunii fis» ¢ ONMCAHUN K&XA0r0 KOMMOHEH-
Ta. KOTOPbIA yCTaHaBNMBaeT 00s3aTeNbHble YTBEPKAEHUS NepapXum ANs Kax4oro KOMMNOHEHTa.

221 BbifeneHne MU3IMeHEHUWW B KOMMNOHEHTE

BloMMOCBA3b KOMMNOHEHTOB B Npefeniax CeMeiicTBa MoKasaHa C 1Crob30BaHMEM MOMY>XMPHOTO LIpUdTa.
Bce HOBble Tpe60BaHWA B TEKCTE KOMMOHEHTOB Bblfe/eHbl NONYXMPHBIM LPUATOM. [118 nepapxmyecku CBs-
3aHHbIX KOMMOHEHTOB TPeb0oBaHWS /UK 3aBUCUMOCTY BbifENEeHbI, KOTAa OHW pacLLUMPeHbl Wan MOANGOULN-
pOBaHbI M0 CPaBHEHWIO C TPEBOBAHMAMU NPeablayLLEro KOMNoHeHTa. Kpome Toro, nobble HOBble MK pacLum-
peHHble N0 CPaBHEHUIO C NPebIgYLLVM KOMIMOHEHTOM pa3speLleHHbIe OMnepaLyn TakKe BblAeneHbl NMonyxup-
HbIM LLPUQTOM.

3 Knacc FAU. Ayaut 6e30nacHoOCTM

AyauT 6€30MacHOCTM BKNKOYAeT B Cebs pacno3HaBaHWe, 3anucb, XpaHeHUe U aHanu3 HGopMaLmm,
CBSI3aHHOI C AENCTBMAMU, OTHOCALLMMUCS K 6€30MacHOCTU (Hampumep, C AeliCTBUAMM, KOHTPONMPYEMbI-
mu MBO). 3anucu ayauTa, NonyyaeMble B pesy/bTaTe, MOMyTObITbNPOaHaNN3MpPoBaHbl, YTOObI ONPeaeUTb,
KaKue JeiicTBMS, oOTHOCALWMeCs K 6e30MacHOCTM, MPOMCXOAMN W KTO M3 MONb30BaTeNeN 3a HUX OTBEYaET.
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[,eKomMmno3nuyms Knacca Ha CoCTaB/sIIOLLME er0 KOMMOHEHTHI MoKasaHa Ha pucyHke 3.1.

PucyHok 3.1 — lekomno3uuums Knacca «AyauT 6esonacHocTu»

3.1 AsTOMaTuyecKas peakuus ayauta 6esonacHoctn (FAU_ARP)

XapaKTepucTMKa cemeincTaa

CemeiictBo FAU_ARP onpefenseT peakumio Ha 06HapyeHne CoObITUIA, YKa3blBalOLLMX Ha BO3MOXHOE
HapyLLUeHVe 6e30MacHOCTY.

PaHXvpoBaH1e KOMMOHEHTOB

B FAU_ARP. 1«CurHasnbl HapyLleHnst 6e3onacHocTv» ®BO J0mKHbI NpeanpuH1MaTh AeicTBUs B Cy-
yae 06Hapy>KeHns BO3MOXXHOI0 HapyLLeHns 6e30MacHOCTU.

Ynpasnenue: FAU_ARP.I

[ns pyHKumMin ynpaBneHns us knacca FMT MOXeT paccmaTpuBathCs crefytoLuee AencTeue,

a) YnpasneHve feiicTBusmMu (o6aBneHune, yaaneHne nan Mogumnkaums).
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Ayput: FAU.ARP.1

Ecnn B M3/3B6 BkoYeHo cemeiicTBO FAU_GEN «[eHepaumsi faHHbIX ayguTa 6e30MacHOCTU», TO
cnepyeT NpeaycMoTPeTb BO3MOXHOCTb (B 3aBMCUMOCTU OT BbIOPAHHOI0 YPOBHS) ayauTa Cneayrowmx aei-
CTBWIA (COObITWIA) NapaMeTpOB.

a) MUHVMa/IbHLIN: feiicTBUA, NPeANpPUHMMAEMbIe B OTBET Ha OXKMAaeMble HapyLLeHNs 6e30MacHOCTU.

FAU_ARP.|I CurHanbl HapyLLeHusi 6e30macHOCTU

Wepapxuyecknii gns: HeT NogYMHEHHBIX KOMMNOHEHTOB.

FAU_ARP.1.1 ®bO fomKHbI MPeANPUHATL | HA3HAYeHWE: CIMCOK HAaMMEHee PaspyLUMTeNbHbIX LeACTBNIA]
npy 06HaPY>KEHNI BO3MOXKHOTO HapyLLUEHKs 6e30MacHOCTY.

3asucumoctn: FAU_SAA.l AHanu3 NOTEHLMANLHOTO HapyLLIEHWA

3.2 TeHepaums gaHHbIX ayauTta 6esonacHocTn (FAU_GEN)

XapaKTepucTMKa cemeincTaa

Cewmeiicteo FAU_GEN onpefenset Tpe60BaHNsA N0 perucTpauu BO3HUKHOBEHWS COObITUIA, OTHOCS-
LMxcsa K 6e30MacHOCTH, KOTOpble MOAKOHTPO/bHbI PEO. 3TO CEMECTBO UAEHTUDULMPYET YPOBEHb ayau-
Ta, MepevncnsieT Tunbl COBLITUIA, KOTOpble MOTEHLMaNbHO AO/MKHLI NOABEPraThCs ayAuTy C UCMONb30Ba-
Huem ®EO, 1 onpefenseT MUHUMANbHbIA 06beM CBA3AHHOW C ayAMTOM MHAGOpMaL UK, KOTopyio cneayet
npescTaaTaTb B 3anN1CAX ayauTa pas/iMyHoro tuna.

PaHXvnpoBaH1e KOMMOHEHTOB

FAU_GEN.I «[eHepauus gaHHbIX ayauTa» onpefenseT ypoBeHb COBbITUIA, MOTEHLMaNbHO NojBeprae-
MbIX ayuTY, U COCTaB JaHHbIX, KOTOPbIe A0/MKHbI ObITb 3apErMcTPMPOBaHbl B KaXK0M 3amnmcu.

B FAU_GEN.2 «Accounauns naeHtTugunkaropa nonbsosatens» @50 A0MKHbI aCCOLMMPOBaTL COObI-
TUS, NOTEHLUMaNbHO NOABEPraeMble ayauTy, U INYHble MAETITH(HUKATOPbI NONb30BaTeNe.
YnpasneHne: FAU_GEN.I, FAU_GEN.2

[JelicTeus no ynpasneHnio He NpeaycMOTPEHBI.
Aygut: FAU.GEN.I, FAU_GEN.2

HeT naeHTUhNLMPOBaHHbIX AENCTBNIA/COBLITUIA/NapamMeTPOB, A8 KOTOPbIX CNeayeT NpesycMOTpeTb BO3-
MOXHOCTb ayauTa.
FAU_GEN.I eHepauua faHHbIX ayanTa

Wepapxuyeckuii gns: HeT NoAYNHEHHBIX KOMMOHEHTOB.

FAU_GEN.1.1 ®B50 fomkHbl 6bITb CNOCOGHbI FEHEPMPOBaTL 3amnnchb ayanTa 415 CreLyowmx cobbITUiA,

NOTEHLMANbHO NOSBEPraeMblX ayauTy:

a) 3anyCcK H 3aBepLLEHNE BbIMOSHEHNS (YHKUWIA ayauTa;

6) BCe COObITUA, MOTEHLMA/ILHO NOABEPraeMble ayauTy, Ha (BbIOOP: MUHUMabHBIA, 6a30BbLINA, AeTann3un-
POBaHHbIN, HeonpeaeneHHbIA\ YpOBHE ayanTa;

B) (HasHaueHwve: Apyrue cnewua.lwto onpegeneHHble cobbITUM, NOTEHLMANbHO NoABepraeMble ayauTy(.

FAU_GEN. 1.2 B0 A0/mKHbl perMcTpupoBaTth B KXKAO0M 3anuncy ayamTa, N0 MeHbLUe Mepe, Crnegyto-

LLYHO MHGOPMALWIO:

a) narta v Bpems cobbITUSA, TUH COObITUS, NAEHTU(MKATOP Cy6bEKTa N pe3ynbTaT cobbITUS (YCMELUHBbINA
W HEYCMeLUHBbIIA);

6) 419 KKAO0ro TMna cobbITWIA, NOTEHLMANLHO NOABEPraeMbIX ayuTy, U3 YMCaa ONPeLeneHHbIX B yHK-
LIMOHaNbHbIX KOMMOHEHTaX, KOTopble BKAOYeHbl B M3/36, (HasHauyeHue: Apyras OTHOCALAACA K
ayanTy nHgopmaums\.

3asucumocTu: FPT_STM.| HagexHble METKW BpeMeHU

FAU_GEN.2 Accoupaumns naeHTugukaTopa nosb3osarens

Vepapxunyecknin ans: HeT NogYMHEHHbBIX KOMMOHEHTOB.

FAU_GEN.2.1 ®BO fomkHbI 6bITb CNOCOGHBI aCCOLMMPOBaTL KaXoe CobbITHe, NOTEHLMAILHO NoaBep-

raemoe ayauTy, C UAeHTU(MKATOPOM MOMb30BaTENS, KOTOPbINA BblT MHALMATOPOM 3TOr0
co0bITHSA.

2-1 - 1523 1.3
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3asucumocTu: FAU_GEN.I eHepauys aaHHbIX ayauTa
F1A_U1D.l Bbi6op MOMEHTa MAEHTU(MKALMY

3.3 AHanms ayguta 6e3onacHocTn (FAU_SAA)

XapakTepucTyika cemelictaa

CewmeiictBo FAU_SAA onpegensieT Tpe60BaHNs [/ aBTOMATW3NPOBaHHbIX CPELCTB, KOTOPble aHan3u-
PYIOT MoKasatenu QyHKLMOHNPOBAHUA CUCTEMBI U laHHbBIE ayuTa B LIENIIX NOMCKA BO3MOXHBIX UW peaib-
HbIX HapyLUeHWA 6e30MacHOCTK. STOT aHann3 MOXET MCNOMb30BaTbCA ANA NOALEPXKKM KaK 06HapYXXeHNs
MPOHMKHOBEHMWA, TaK W aBTOMATUYECKOW peakLMm Ha 0XunaaeMoe HapyLueHne 6e30nacHoCTy.

[JelicTBns, NnpeanpruHNUMaemble NPy 06HAPY>XEHNN HapYLLEHWA, MOTYT BbITb NPU HEOBX0AMMOCTM Onpe-
[eneHbl ¢ ncnonb3oBaHnem cemelicta FAU_ARP.

PaHXvpoBaHVe KOMMOHEHTOB

B FAU_SAA. | «<AHann3 NOTEHLMabHOTO HapyLleHns» TpebyeTcs 6a30BbIii NOPOr 06HapYXXeHMs Ha
OCHOBE YCTaHOB/IEHHOr0 Habopa Npaswsi.

B FAU_SAA.2 «BbifiBNeHre aHOManunu, 0CHOBaHHOe Ha npodune» ®BO nofaepXmBatoT OTAe/bHbIe
npocmam 1CNonbL30BaHMA CUCTEMbI, Tae NPOQMAbL NPeACcTaBNAeT CO60M LLAabI0HbI NPeAbICTOPUI UCMOb30Ba-
HWS, BbINOHABLUMECS YYaCTHUKaMM LieneBoii rpynnbl npoduns. Llenesas Tpynna Nnpouns MOXeT BK/OYaTb B
ce6s1 OHOr0 UNM HECKO/bKMX YYaCTHUKOB (HanpuMep, OTAe/bHbIN Mo/b30BaTeNb; N0Ib30BaTeN, COBMECTHO
UCMONb3yHoLLve 06LWMIA naeHTUGDUKATOP MK 06LLMEe YUEeTHbIE AaHHbIe; NOMb30BaTeNN, KOTOPbIM Ha3HaYeHa
0fiHa posib; BCE MOMb30BATE/IM CUCTEMBI UM CETEBOTO Y3/1a), KOTOpbIe B3auMogeincTeyroT ¢ ®50. Kaxaomy
YYaCTHUKY LieNIeBOi rpynnbl Npomas Ha3Ha4yaeTCa MHAMBUAYANbHbIN PeiiTUHT NOA03PUTENLHON aK TUBHOC-
TW, KOTOPbIA MOKa3blBaeT, HACKONLKO TEKYLLMe NoKasaTenn AeiiCTBUM YHaCTHMKA COOTBETCTBYIOT yCTaHOB-
NEeHHbIM LWabnoHaM 1CNo/b30BaHWsA, NPeACTaBeHHbIM B Npoduae. ATOT aHaIM3 MOXET BbIMOHATLCA BO
BpeMs (PyHKLUMOHUpoBaHus OO unm Npu aHann3e JaHHbIX ayanTa B MAKETHOM PeXume.

B FAU_SAA.3 «[lpocTas aBpuctunka ataknu* @60 f0/mMKHbI 6bITb CMOCO6HBLI 06HAPYXUTb BO3HUKHOBE-
HVe XapaKTepHbIX COObITUIA, KOTOpbIE CBMAETENLCTBYIOT O 3HAYNTENBHO Yrpo3e ocyLlecTBneHuo MBO. 3ToT
MOWUCK XapaKTePHbIX COObITUIA MOXET MPOMCXOANTL B PEXMME peanbHOr0 BPEMEHW WM MPU aHann3e AaHHbIX
ayfmTa B MakeTHOM Pexume.

B FAU_SAA.4 «CnoxHasa 3BpucTMKa atakum» ®BO fomxHbl 6bITb CNOCOBGHbLI 334aTb U 0O6HAPYXUTb
MHOrOLLIaroBble CLieHapuy NPOHUKHOBEHMS. 3aecs @O cnocobHbI CPaBHWUTL COOLITHS B CUCTEME (BO3MOXHO,
BbIMOJ/IHSEMbIE HECKOMIbKAMM YUYacTHVWKaMK) ¢ NOCne0BaTelbHOCTAMU COObITUIA, U3BECTHBIMU KaK MOSHbIE
CLeHapvn NPOHMKHOBEHMS. ®BO A0/MKHBI ObITh CNMOCOGHBI YKa3aTb Ha 06HAPYXKEHNE XapaKTEPHOro CobbITMA
WY NOCNeA0BaTeNbHOCTM COOLITWIA, CBUAETENLCTBYIOLMX O BO3MOXHOM HapyLweHun MBO.

Ynpaenenue; FAUSAA.1

AT PyHKUMI ynpaBneHns n3 knacca FMT MOXeT paccMaTpmBaThbCs CrefytoLLee felicTBUE.

a) ConpoBoxaeHue (fobasneHve, MoandrKaLms, yaaneHue) npasun n3 Habopa npaswii.

Ynpasnenne: FAU_SAA.2

ATS hyHKLMIA ynpaBneHws u3 knacca FMT MOXeT paccMaTpuBaTbCs CrefytoLLee feiicTBUE.

a) ConpoBoxaeHue (yaaneHve, Mogngunkaums, 4o6asneHne) rpynnbl Nonb30BaTenelt B LeNeBoi rpynmne
npoguns.

Ynpasnenne: FAU_SAA.3

Ana QyHKUWIA ynpaBneHust 3 knacca FMT MOXeT paccmaTpmBaTthbes Cnefytollee AeiicTBuE.

a) ConpoBoxaeHue (yaaneHune, mogudukauus, o6aBneHne) NogMHOXeCTBa COBbITUN CUCTEMBI.

Ynpasnenve: FAU_SAA.4

A™ QyHKUWIA ynpaBneHust n3 knacca FMT MoryT paccmaTpuBaThCs crefytolime AeicTBUS.

a) ConpoBoxaeHue (yaaneHve, Moangukayms, 4o6aBneHne) NOAMHOXECTBA COObITUIA CUCTEMBI.

6) ConpoBoxzeHue (yaaneHve, Mogudukayms, fobasneHne) Habopa nocneaoBaTelbHOCTEN COObITUI

CHCTEMBI.

14
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Aymut: FAU.SAA.l, FAU_S.AA.2. FAU_SAA .3, FAU_SAA-4

Ecnu n M'13/36 BknoyeHo cemeiictBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30macHOCTU», TO
crnesyeT NpesycMoTpeTb BO3MOXHOCTb (B 3aBMCMMOCTY OT BbIGpPaHHOTO YPOBHSA) ayanTa Cnefytowmx aeii-
CTBUIA/COBLITWIA/NapameTpOB.

a) MyHUManbHbIA: NOAKNIOYEHWE 1 OTKIKOYEHNE MII06Oro U3 MexaHW3MOB aHann3a.

6) MUHUMa/IbHBbIN: aBTOMATUYeCKMe peakL i, BbINOMHAEMble MHCTPYMEHTaIbHbIMU CPEeACTBAMM.

FAU SAA.1AHa13 NOTEHUNIbHOTO HapyLUeHNs

Wepapxuyeckunii gns: HeT NogYMHEHHbIX KOMMOHEHTOB.

FAU_SAA.1.1 ®BO [0/mKHbI BbITb CNOCOGHBI MPUMEHUTH HAGOP MPaBW/T MOHUTOPUHIA COBbLITUIA, NOJ-
BepraroLmxca ayfuTy, v yKasaTb Ha BO3MOXXHOE HapylieHne WBO, OCHOBbIBasCb Ha
3TUX Npasunax.

FAILSAA.12 ®bO [omKHbI peann3oBaTb CreaytoLLive Npasuaa Npu MOHUTOPKHIE COBbLITWIA, noaBep-
ratoLyxcs ayaury:

a) HaKon/eHwe nnm 06beaMHEHNE U3BECTHBIX | Ha3HA4YeHWe: MOAMHO>KECTBO OMpefeNneHHbIX CobbITum,

NOTeHUMabHO NoaBepraemMbIx ayanTy], YKa3blBaOLLMX HA BO3MOXHOE HapyLleHne 6e30MnacHOCTY;

6) [HasHaueHve: apyrue npasunal.

3asucumocTu: FAI_GEN.I IeHepaums gaHHbIX ayaurta

FAU_SAA .2 BbisiBneHve aHoMasiMm1, OCHOBaHHOE Ha npodune

Wepapxuueckuin gns: FAU_SAAL

FAU_SAA.2.1 ®BO gomkHbl 6bITb CMOCOGHBI CONPOBOXAATLHPOMUAH MCMNOMb30BaHUS CUCTEMbI, Tae
KXl OTAENbHLIA NPohWab NPefCcTaBnseT M3BECTHble LWabnoHbl NPeabIcTopun uc-
NO/b30BaHUS, BbINOMHABLUMECS YHaCTHUKaMM [Ha3HaueHue: cneuutukaLmns Lenesoii rpyn-
nbl npogunal.

FAU_SA\.2.2 B0 pomkHbl ObITb CNOCOOHBI CONPOBOXAATb PEATVHI MOA03PUTENBHON aKTUBHOCTU
[/19 K&XK[,0ro Mo/b30BaTesis, Ybh [eiiCTBMA OTPKEHbI B MPOtn/e, rhe PeMTUHT nogo-
3pUTeNbHOM aKTMBHOCTW MOKasblBaeT CTeneHb HeCOrnacoBaHHOCTW AeACTBUIA, BbIMNON-
HAEMbIX MOJb30BaTeNleM, C YCTAHOB/IEHHbIMY  LLA6MIOHaMW UCMOMb30BaHUs, MpeAcTas-
NeHHbIMY B Npodune.

FAU_SAA.2.3 ®B0 pomkHbI 6bITb CNOCOBHLI YKa3aTh Ha OXnaemoe HapyLueHre MBO, koraa peiTuHr
MOAO03PUTENBHON aKTUBHOCTM MO/b30BaTENs MPEBbILLAET CeAyHoLLYie NOPOroBble YCio-
BMA [HasHaueHwve: ycnosns, npn KoTopbix PbO coobliaeT 06 aHOManbHbIX fLeicT-
BuAX].

3asucumocTu: F1A_UID.| Bbibop MOMeHTa UaeHTUdMKaLMK

FAU_SAA.3 MNpocTada 3BpuUCTMKa aTaku

Wepapxunuecknii gns: FAU_SAAL

FAU_SAA.3.1dBO fomKHbI 6bITb CMOCOOHLI COMPOBOXAATL BHYTPEHHEE MpeACTaBfieHne CrefyHoLmX
XapaKTepHbIX COObITWIA [Ha3HaueHWe: NOAMHOXKECTBO COObITUIA CUCTEMbI|, KOTOpble
MOryT yKasblBaTb Ha HapyLleHue VIBO.

FAU_SAA.3.2 ®BO fomkHbl ObITb CNOCOGHLI CPaBHWUTL XapaKTepHble COObITUSA C 3amMMCbio NoKasaTe-
neii PYHKLMOHMPOBAHWA CUCTEMbI, MOMYYeHHbIX Npu 06paboTKe [HasHaueHwe: uHpopma-
¥, Mcnonb3yemas 4as onpejeneHns nokasaTeneii hyHKLMOHMPOBaHUSA CUCTEMbI [.

FAU_SAA.3.3 ®BO pomkHbl ObITb CNOCOGHBI YKa3aTb Ha oxugaemoe HapylieHne MBO, korpga cobbl-
TWe CUCTEMbI COOTBETCTBYET XapaKTePHOMY COObITWIO, YKa3bIBAIOLLIEMY Ha BO3MOXHOE
HapyLeHve VBO.

3aBMCUMOCTK: OTCYTCTBYIOT.

FAU_SAA.4 CnoxHaa 3BpUCTUKA aTaku

Wepapxuyeckunii ota: FAU_SAA.3

FAU_SAA.4.1 ®BO omkHbl 6bITb CNMOCO6HBI CONPOBOXAATb BHYTPEHHEE MpefCTaBNeHWE Crefy oLwmx
MoCNefoBaTe/lbHOCTE COObITWIA W3BECTHBLIX CLEHapueB MPOHWKHOBEHWA [HasHaueHue:
CMMCOK NocnefoBaTeNbHOCTEN COObITUI CUCTEMbI, COBNALEHNE KOTOPbIX XapakTepHO
[4.TS113BEC T HbIX CLieHapVeB NPOHUKHOBEHWS] 1 CNEAYHOLLMX XapaKTepHbIX CO6bITUIA |Ha-
3HaueHMe: NOAMHOXKECTBO COBLITUIA CUCTEMbI], KOTOPble MOTYT YKasblBaTb Ha BO3MOX-
Hoe HapyweHune NEBO.
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FAU_SAA.4.2 ®BO f0/mKHbI 6bITb CMOCO6HLI CPAaBHUTL XapaKTepHble COBbLITUA W NOCNef0BaTENIbHOCTH
Co6bITUIA C 3anWCbio NOKasaTenein PYHKLMOHNPOBAHWNS CUCTEMBbI, MOAYYEHHbIX MPU
06paboTke (HasHauyeHue: nHhopMaums, wucnonbyemas Ona onpeaeneHnst nokasaTenen
(DYHKLIMOHMPOBAHWA CUCTEMBI| .

FAU_SAA.4.3 ®BO fomkHbl 6bITb CMOCO6GHBI yKa3aTh Ha 0XkKnaaemoe HapyweHue MBO, korga noka-
3aTeny PYHKLMOHNPOBaHUS CUCTEMbI COOTBETCTBYHOT XapaKTepHOMY COObITUIO WK Noc-
Nefi0BaTeNbHOCTY COBbITWIA, YKa3blBalOLLMM Ha BO3MOXHOe HapyLueHne UBO.

3aBUCHMOCTK: OTCYTCTBYIOT.

3.4 TpocmoTp ayauTa 6e3onacHocTn (FAU_SAR)

XapakTepncTyiKa cemelicTea

CewneiictBo FAU SAR onpegensieT Tpe60BaHNS K CPeacTBax» ayanTa, K KOTOPbIM ClefyeT NpefoCcTaBuTb

[0CTYN YNOJIHOMOYEHHbIM MO/b30BATENAM /19 UCMO/b30BaHWSA NPY NMPOCMOTPE AaHHbLIX ayauTa.

PaH>xnpoBaHMe KOMMOHEHTOB

FAU SAR.1 «[pocMoTp ayauTa» NpefocTaBnseT BO3MOXHOCTb UMTaTb MH(OPMaLMIO 13 3annceli ayau-
Ta.

FAU_SAR.2 «OrpaH14eHHbIA NPOCMOTP ayauTa» COAEpPXXNT TpeboBaHMe OTCYTCTBUA JOCTYNa K MHAop-
MaLun Komy-nmbo, kpome nosnb3oBatenei, ykasaHHbix B FAU_SAR.I.

FAU_SAR.3 «BbI60pOYHbI MPOCMOTP ayauTa» COAEPXMT TpeboBaHue, YToObI cpeAcTBa NpoCcMOTpa
ayauTta oTbupanu faHHble ayauTa Ha OCHOBE KpUTepUeB NPOCMOTPa.

YnpasneHve: FAU_SAR.I

[na pyHKUMA ynpasneHns u3 knacca FMT MOXET paccMaTpuBaTbCa CrefytoLLee feicTBue.

a) ConpoBoxgaeHue (yaaneHve, MoguukaLnsa, no6asneHume) rpynmnsl Nonb3oBaTeneil ¢ NpaBoM Aoc-
Tyna K YTEeHWIO 3anuceii ayauta.

Ynpasnexue: FAU.SAR.2, FAU,SAR.3

[elicTBMS N0 yNpaB/eHNIO He NPesyCMOTPEHbI.

Ayaut: FAU_SAR.I

Ecnn B M'13/36 BkntoueHo cemelictBo FAU_GEN «[eHepauus gaHHbIX ayauTa 6€30MacHOCTU», TO
cnegyeT NpeaycMOTPeTb BO3MOXHOCTL (B 3aBUCMMOCTU OT BbIGpPaHHOMO YPOBHS) ayauTa CneayoLwmx aei-
CTBUIA/COBbITWIA/NapameTpoB.

a) ba3oBblIii: UTeHWe MH(popMaLUK 13 3anncein ayauTa.

Aygut: FAU_SAR.2

Ecnn B M3/36 BKtoyeHo cemelictBo FAU_GEN «[l"eHepauus gaHHbIX ayauTa 6e30nacHOCTW», TO
cnepyeT NpeAycMOTPETb BO3MOXHOCTb (B 3aBUCMMOCTM OT BblIOPaHHOI0 YPOBHSA) ayauTa Cneayowmx aei-
CTBWiA/cOBbIrnii/NapaMeTpoB.

a) basoBblii: HeycneLwHble NOMNbLITKW YuTaTb MH(QOPMALMIO U3 3arnCcein ayanTa.

Ayput: FAUSAR.3

Ecnn B M3/36 BKNtoueHo cemelictBo FAU_GEN «[eHepauus gaHHbIX ayauTa 6e30MacHOCTM», TO
crnesyeT NpeaycMOTpeTb BO3MOXHOCTL (B 3aBMCUMOCTU OT BbIGPaHHOIO YPOBHS) ayAuTa Cnefyrowmx aei-
CTBUIA/cOBbITHIA/NapameTpoB.

a) [eTanusnpoBaHHLIA: NapameTpbl, NCMOAb3YeMbIE MPU MPOCMOTPE.

FAII_SAR.I MpocwmoTp ayauTa

KomnoHeHT FAUASAR.I npefocTaBuT YNOAHOMOYEHHbLIM M0JIb30BaTENAM BO3MOXHOCTb MOJyYaTh 1
MHTepNpeTMpoBaTb UHOpMaLMIo. [1,35 YenoBeka-noib3oBaTens aTy MHpopMaLuio TpebyeTcs NpeacTasnsaTb B
MOHATHOM AnA Hero Buge. [ns BHewHero o6vekta VT nHdopmauuio TpebyeTcs npeacTaBnsTh TONbKO B
3/1EKTPOHHOM BUE.

Vepapxuueckuii ana: HeT NoAYMHEHHBIX KOMMOHEHTOB.

FAU_SAR.1.1 ®B0 pomkHbl NpefocTasnaTh (Ha3HauYeHWe: YNoIHOMOYEHHbIE N0Nb30BaTeNM| BO3MOX-

HOCTb UNTaTb (Ha3Ha4eHue: CINCOK MHpopMaumn ayauTa)l us sanvceli aygura.
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FAU_SAK.1.2 ®50 pomxHbl NPeAocTaBndaTh 3anicy ayauTta B Bufe, MO3BOMAIOWEM M0/1b30BaTe/NO
BOCMPUHMMATb COLEPXALLYHOCA B HUX MHAOPMALMIO.

3asucumocTu: FAU_GEN.| eHepauys aaHHbIX ayanTta

FAU_SAR.2 OrpaHu4eHHbIli NpocMoTp ayauTa

Wepapxuyeckuii fns: HeT NogYMHEHHBIX KOMMOHEHTOB.

FAU_SAR.2.1 ®50 p0/mKHbI 3arMpeTuTb BCEM M0/b30BATENAM AOCTYN K YTEHMIO 3anuceli ayauTa, 3a
VICK/KOYEHMEM MO/b30BaTeNeld, KOTOPbIM ABHO NpefoCTaB/ieH AOCTYN /19 YTEHWA.

3asucumoctun: FAU_SAR.I MpocmoTp ayanta

FAU_SAR.3 BbI60poyHbIii NpocMOoTp ayanTa

Wepapxuyeckuii gns: HeT NOAYMHEHHBIX KOMMNOHEHTOB.

FAU_SAR.3.1 ®50 go/mkHbI MPef0CTaBUTL BOSMOXHOCTb BbIMOMHUTL (BbIOOP: MOMCK, COPTUPOBKA,
ynopsAoYeHne) AaHHbIX ayfuTa, OCHOBaHHbI/A Ha | Ha3HaueHWe: KpUTEepUn C NOrNYeCKMM
OTHOLLEHUSAMMU].

3asucumoctu: FAU_SAR.I MpocmoTp ayauTa

3.5 BbI6op cobbiTuii ayamta 6e3onacHoctn (FAU_SEL)

XapakTepucTuka ceMeincTaa

Cewmelicteo FAU_SEL onpegensieT Tpe6oBaHMa 418 0T6Opa cOObITWIA, KOTOpble ByayT NoABepratbCs

ayauTy BO Bpems (yHKLMOHMpoBaHns 00, a Takke TpeboBaHWS AT BKIOUYEHUS UK UCKIOYEHWS COObITWIA
13 COBOKYMHOCTMN COObITWIA, NOABEPratoLLMXCa ayauTy.
PaH>X1MpoBaH1e KOMMNOHEHTOB

WUJBEL BbNap Cobbmuii hyanTii
6BXracHocnm

FAU_SEL.| «36vpaTenbHbIli ayaut» COAEPXXUT TpeboBaHNS BO3MOXHOCTMN BK/TKOUEHUS MU UCKOYe-
HWA COOLITUSA 13 COBOKYMHOCTW COObITUIA, NOLABEPraIOLMNXCS ayAnTY, Ha OCHOBe aTpubyTOB, ONpeaenseMbixX
paspabotumkom M3/36.
Ynpasnexve: FAU_SEL.I
[na dyHKumin ynpasneHus n3 knacca FMT MOXeT paccmaTpyBaTbCs CneaytoLLee AeiicTBIe.
a) ConpoBoXaeHWe NpaB NpocMoTpa/MogudpuKanny cobbITuiA ayamTa.
Nyout: FAU.SEL1
Ecnn B M3/3B6 BKMOYeHO cemeiicTBo FAU_GEN «[eHepaums faHHbIX ayauTa 6e30MmacHOCTU», TO
cnefyeT NpesycMOTPeTb BO3MOXHOCTL (B 3aBUCMMOCTM OT BbIGpPaHHOMO YPOBHS) ayauTa cnegyrowmx aeii-
CTBWIA/cOBbITH 1/NMapaMeTpoB.

a) MUWHUManNbHBINA: BCe MOAMGMKALMN KOHUTY pauun ayauta, NPOUCXOAsLLNE BO Bpems cbopa faH-
HbIX ayuTa.

FAU_SEL.l M36upaTenbHblil ayaut

Vepapxuyeckuii ang: HeT NOAYMHEHHBIX KOMMOHEHTOB.

FAI)_SEL.1.1 ®BO pomkHbl ObITb CNOCOOHLI K BKIKOYEHMIO COBLITWI, MOTEHUMANbHO MOABEPraeMbIX
ayfuTy, B COBOKY MHOCTb COObITWIA, MOABEPratoLLmMXCs ayauTy, AN K X UCKITFOUEHUIO 13
3TOM COBOKY MHOCTW HO CNeAyHOLMM aTpubyTam:

a) [BblboOp: MAeHTUMKATOP 06bEKTA, MAEHTUMUKATOP NOAbIOBATENS, UAEHTUMUKATOP CyobLEKTa,

UAEHTUMMKATOp yuna ceTu, Tun cobbITusA(;
6) [HasHaueHMe: CMNCOK LOMOMHUTENbHbIX aTPUOYTOB, HA KOTOPbIX OCHOBaHa M36MPaTENbICTb ayan-
Tal.

3aBucumoctn: FAU_GEN.I eHepauus faHHbIX ayguTa
FMT_MTD.I ¥npasneHue faHHbiMu PBEO

3.6 XpaHeHue gaHHbIX ayauTta 6esonacHoctn (FAU_STG)

XapakTepucTuKa cemelicTea

CemeitictBo FAU STG onpeaensieT TpeboBaHWs, Npy BbIMOHEHUN KOTOpbIX PBEO cnocobHbI co3fa-

BaTb U CONPOBOXAATb XXypHa ayauta 6e3o0nacHoCTu.

2-2—1523 17
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PaHXXunpoBaHne KOMMNOHEHTOB

B FAUSTG.I «3aluLLeHHOe XpaHeH e XypHana ayauTta» coflepxaTcs TpeboBaHNA 3alnThbl XypHana
ayfmTa OT HeCaHKLMOHNPOBAHHOTI O YaneHns U/MnH MoauduKaLmu.

FAU_STG.2 «lMapaHTun AOCTYMHOCTU [aHHbIX ayauTa» Onpepenset rapaHtuu, 4to 6O noafepxu-
BaOT MMEIOLLMECS JaHHble ayauTa Npu BO3HUKHOBEHUW HeXenaTeNbHOWM cutyaumm.

FAU_STG.3 «/leiicTBns B Cly4ae BO3MOXHOI MOTepW JaHHbIX ayauTa™ onpegenset AeCTBYS, KOTOpble
HEobX0AMMO NPeLNPUHATL, ECNW MPEBLILLEH 3aJaHHbIV MOPOr 3aMo/IHEHMS XYpHa/a ayauTa.

FAU_STG.4 «MNpeaoTBpaLleHne NoTepy AaHHbIX ayauTa» OnpefensieT AeliCTBMS Npy NepenosiHeHn
XypHana ayauta.

Ynpasnerve: FAU_STG.I

[eicTBMA NO ynpaBneHWo He NpeayCcMOTPEHbI.

YnpasneHue: FAU_STG.2

[ns dhyHKUMA ynpaBneHns 13 knacca FMT MOXET paccMaTpuBaThbCs CieAyHoLLee feliCTBYe.

a) ConpoBoX/eHWe NapamMeTpoB, KOTOPble YNPaBAAaoT BO3MOXHOCTAMU XPaHEHWS XYypHana ayauTa.

YnpasneHve: FAU_STG.3

[Lns pyHKUW ynpasneHns u3 knacca FMT MOryT paccmMaTpuBaThCs CneaytoLlme feiicTBus.

a) OTcnexvBaHue rnopora 3anosHeHus.

6) ConpoBoxaeHue (yganeHve, mogugukaums, fobasneHune) 4eNCTBUA, KOTOPbIE HY>XHO Npeanpu-
HATb NPY BO3MOXHOM COOe XpaHeHWs XypHana ayauTa.

Ynpasnenve: FAU_STG.4

O1a dhyHKumnin ynpa&ieHns n3 knacca FMT MOXeT paccmaTpyBaTbCs CregytoLuee feiicTBue.

a) ConpoBoxgaeHune (yaaneHune, Mogugukauns, nobaBneHne) aeiicTBUIA, KOTOpble HY)XXHO Npeanpu-

HATb NMpU cO0e XpaHeHUs XypHaa ayauTa.
Aygnt: FAU_STG.I. FAU_STG.2
HeT naeHTUdMLMPOBaHHbIX LeCTBIIA/COBLITHIA/NapaMeTPOoB, 415 KOTOPbIX CeAyeT NpeLyCcMOTPeTh BO3-
MOXHOCTU ayauTa.
Ayout FAU_STG 3
Ecnn B M13/36 BKtoYeHo cemeiicTBO FAU_GEN «[leHepayus faHHbIX ayauTa 6e30MacHoCTM™, TO
cnegyeT NpeaycMOTpeTb BO3MOXHOCTb (B 3aBMCMMOCTM OT BbIGPaHHOIO YPOBHS) ayAuTa Crefyrowmx feid-
CTBUIA/COBLITWIA/NapameTpoB.
a) baszosblii: NpegnpUHUMaeMble AeCTBMA NOC/E NPEBbILLIEHWS MOPOra 3anoiHeHNA.
Ayant FAU STG.4
Ecnn B '13/36 BKtoUeHo cemelicTBo FAU_GEN «[eHepauusi AaHHbIX ayauTa 6e30MacHoCTM®, To
cnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTM OT BblGPaHHOIO YPOBHS) ayAuTa Clefyrowmx geid-
CTBUIA/COBLITWIA/NapameTpoB.
a) basoBblii: NpegnpUHMMaeMble 4eiCTBUSA NpU C60e XpaHeHNs XypHana ayauTa.
FAU_STG. 1 3awyiieHHOe XpaHeHve XXypHana ayauTa
Wepapxunyeckuii gns: HeT NOAYMHEHHbBIX KOMMOHEHTOB.
FAU_STG.1.1 ®bO fo/mKHbI 3alLMLLaTb XpaHUMbIe 3amnucu ayamuta OT HeCaHKLUVOHWPOBAHHOIO yaase-
HUS.
FAU_STG.1.2 ®BO pomkHbl 6bITb CMOCOGHbI K | BbIGOP: Npe<k>TBpaLlgnme, BbisiBleHne 1 MoaupmnkaLmm
3anuceii ayguTa.
3asucumocTu: FAU_GEN.| eHepauys aaHHbIX ayanTa
FAU_STG.2 lapaHTuy OCTYNHOCTM AaHHbIX ayanTta
Wepapxuueckuii gns: FAU_STG.I
FAU_STG.2.1 @50 fo/mkHbl 3auLLaTb XxpaHMmble 3anmncu ayauTa oT HecaHKLMOHMPOBAHHOTIO yaase-
HuA.
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FAU_STG.2.2 ®BO gomkHbl ObITb CNOCO6HBI K |BbIGOP: MPef0TBPALLEHE, BbISBNEHNE| MOAMMUKALMN
3anwvceii ayauta.

FAU_STG.2.3 ®B0 pomkHbl 0becneunTb NOAAEPKKY |HasHaueHMe: nokasaTeNb COXPaHHOCTMW 3anu-
ceii ayanTa] npu HacTynfieHUN CneayroLmMx coObITWIA: (BbIBOP: MepPenoHeEHNe >KypHana
ayauTa, cOoit. aTakal.

3asucumocTn: FAU_GEN.I eHepauus faHHbIX ayauTta

FAU_STG.3 [leiicTBus B Cyvae BO3MOXHOI MOTEPH AaHHbIX ayanTa

Wepapxuyeckunii gns: HeT NnogYnHEHHbIX KOMMOHEHTOB.

FAU_STG.3.1 ®B50 A0/MKHbI BbINOAHUTL |Ha3HAYeHUe: AeCTBNS, KOTOPble HY>KHO MPeAnpuHATH B
Clyyae BO3MOXKHOIO CH05 XpaHEeHWs >KypHana ayauTa), eciv XXypHan ayauTa npesbl-
LwaeT (Ha3HaYeHve: NPUHATOe OrpaHnyeHme].

3asucmmocTtn: FAU_STG.I 3awwmileHHoe XpaHeHue XypHana ayamTa

FAU_STG.4 MpepoTBpallieHVe NOTepH AaHHbIX ayauTa

Wepapxuueckuid gna: FAU_STG.3

FAU_STG.4.1 ®BO A0/MKHbI BbINOAHUTL (BbIOGOP: *MrHOPUPOBaHWE COOLITWIA, NMOABEPratoLLMXCs ayan-
Ty, *NpefoTBpalleHre CobbITWA, NOABEPraroLLMXCs ayauTy, WUCKIoYas NpesnpuHn-
MaeMble YroNHOMOYEHHbIM N0/b30BATENEM CO CrelnanbHbIMU npasamu», 3anucb ro-
BEPX CaMblX CTapblX XpaHUMbIX 3anuceil ayanTa*] u [HasHaueHwe: gpyrue AeicTBus,
KOTOpbIE HY>KHO NPeAnpUHATD B CNyyae BO3MOXKHOI0 C605 XpaHeHUst >KypHasu ayanTal
Mpu NepenonHeHNK XXypHana ayaura.

3asucmmocTn: FAU_STG.| 3awuuieHHOe XpaHeHWe XXypHana ayamTa

4 Knacc FCO. Csszb

Knacc FCO copepXuT fBa CeMeiAcTBa, CBA3aHHbIE C YBEPEHHOCTbH B MAEHTUYHOCTU CTOPOH, Yyua-
CTBYHOLUMX B 0OMEHE JaHHbIMW: MAEHTUYHOCTbLIO OTNPaBUTENSA NepesaHHOl H(popMaLuy (L0oKa3aTenbCTBO
OTNpaBfeHNsA) U MAEHTUYHOCTbLIO NosyyaTens nepefaHHol nHhopmauuy (LoKa3aTeNnbCTBO NOMyUeHNs). ATK
cemelicTBa 06eCMeUnBatoT, YTO OTNPABUTENb HE CMOXET 0TpMLIATb (DAKT OTMPaB/eHNs CO06LLEHUS, a NonyYa-
Te/lb He CMOXET OTpMLaTh (PakT ero noayyeHns.

Jekomno3numsa Knacca Ha COCTaBsAOLLME ero KOMMNOHeHTbI NoKa3aHa Ha pucyHke 4.1.

PucyHok 4.1 —lekomno3sumuma Knacca «Ceasb™*

4.1 HeotkasyemocTtb otnpasneHns (FCO_NRO)

XapakTepucTuKa cemeiicTaa

CewmelictBo FCO_NRO o06ecneumBaeT HEBO3MOXXHOCTb OTpULIAHUSA OTMpaBUTeNIEM MHGOpMaLmun (akta
ee otnpasneHus. Cemeiicteo FCO_N RO cogepxuT TpeboBaHue, 4tobbl PEO 0becneunnm metoq npefocTas-
NeHns CyOobeKTy-NonyyaTeNto CBUAETENIbCTBA OTNPaBNEHNS MH(OPMaL MU, DTO CBUAETENLCTBO MOXET ObITb
3aTeM BepuMLMPOBaHO 3TUM CYOBEKTOM UNW LPYrMMM Cy6beKTamu.

PaHXXnpoBaH/e KOMNOi3eHTOB

FCO_NRO Hsoru y H 0 cn»onasimMms H I/l = O
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FCO_NRO,l «W36upaTtensHoe AoKa3aTeNnbCTBO OTMPaBAEHUA* COLepXUT TpeboBaHue, 4Tobbl PBO
NpefoCcTaBun CybbeKTaM BO3MOXHOCTb 3arMpoCUThb CBUAETENBCTBO OTMPaB/IeHUs MH(OPMAaLMU.

FCO_NRO,2 «[pnHyanTenbHoe f0Ka3aTeNbCTBO OTNPaBAEHNS» COAEPXUT TpeboBaHue, 4Tobbl PbO
BCErfa reHepypoBa/n CBUAETENLCTBO OTMNPaBeHUs NepesaBaeMoil MHopMaLMi.

Ynpaenenve: FCO.NRO.I, FCO_NRO,2

ATA dy HKUMA ynpaBneHus u3 knacca FMT MOXeT paccmaTprBaTbCs CeytoLlee AeicTaue.

a) YnpasfieHne U3MeHEHNAMMN TUMOB 1 NOTeA MH(OPMaLLMK, aTpMbyTOB 0TNPaBUTENel MH(HOPMALIN 1

nosyyatenein cBUAETENbCTB.

Aygut: FCO_NRO. |

Ecnn B M3/36 BKNoYeHO cemeiictBo FAU_GEN «[eHepaums faHHbIX ayauTa 6e30MacHoOCTU», TO

crnefyeT nNpegycMOTPeTb BO3MOXHOCTL (B 3aBUCUMOCTU OT BbIOPaHHOI0 YPOBHS) ayauTa Clefyowmx ae-
CTBHIA/CObbITUIA/NapameTpoB.

a) MyHVManbHbIA: naeHTUdMUKATOP NONb30BaTENs, KOTOPbIV 3aMpoCu reHepaw o CBIUAETENbCTBA OT-

npaBneHuns.

6) MuHUManbHbI: obpalleHne K YHKLUUN HEOTKa3yeMOCTW.

B) ba3oBbIi: MAEHTU(MKATOP MHGOPMALMK, MOyYaTeNs U KONUW NPeAoCcTaBsSemMoro CBMAETeNbLCTBA.

r) [leTanmsnpoBaHHbIii: MAEHTU(HMKATOP NOMb30BaTeNs, KOTOPbIA 3anpocun BepuduKauuio cBuie-

TeNbCTBa.
Ayant: FCO_NRO.2
Ecnn B M3/36 BktoueHo cemeiictBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30macHoCTM®, TO
cnepyeT NpPeaycMOTPeTb BO3MOXHOCTbL (B 3aBUCMMOCTY OT BbIOPaHHOI0 YPOBHS) ayauTa Cnegytowmx aeii-
CTBHI1/COBbITMIA/NapameTpoB.

a) MuyHMManbHBbIA: obpalleHme K YHKLMM HEOTKa3yeMOCTU.

6) basoBblit: ngeHTUOMKaLMa nHhopMauun, NoayyaTens n KONMM NPeAoCcTaB/IsgeMOro CB1AETeNbCTBA.

B) [leTann3npoBaHHbIi: NAEHTU(HNKATOP NoMb30oBaTeNns, KOTOpbIA 3anpocun BepudmKaLuio ceuie-

TeNbCTBa.

FCO_NRO.! N36upaTenbHoe A0Ka3aTeNbCTBO OTNPABAEHNS

Vepapxuueckuii ons: HeT NoAYMHEHHBIX KOMMNOHEHTOB.

FCO_NRO.I.I @50 gomkHbl 6bITb CNOCOGHBLI FEHEPUPOBATL CBMAETENLCTBO OTNPaB/eHUs NnepeaaBa-
eMOiA (HasHaueHue: CNMCOK TUNoB UHGopmauumn] npu 3anpoce (BblGOP: OTNPaBUTENb,
nonyyaTens, [Ha3HaueHue: CncoK TPeTbux nu/].

FCO_NRO. 1.2 ®B50 fomkHbI 6bITb CNOCO6HBI CBS3aTh (Ha3HaYeHWe: CNMCOK aTpubyToB] OTNpaBuTeNs
UH(opMaummn 1 (HasHaueHre: CNMCOK MHGOPMAaLMOHHbIX Moneii] MHBopMayun, K KOoTo-
poi NpunaraeTca CBUAETENLCTBO.

FCO_NRO. 1.3 @50 go/mkHbl NpefoCcTaBUTb BO3MOXHOCTb BEPU(MLMPOBATL CBUAETENLCIBO OTMNpaB/e-
HWS MH(opMaLun (BbIGOP: OTNpaBNTeNb, MonyYaTeNb, /Ha3HA4YEHME: CNCOK TPETbUX
Any/1npy ycTaHoBNEHHbIX (HAa3HAYeHWE: OrpaHnyeHn Ha CBUAETENbCTBO OTrpasne-
w ]

3asmcumoctun: FIA_UID.l Bbi6op MOMEHTa MAEHLLGNKAHWI

FCO_NRO,2 lMNpuHyanTeNnbHOE f0KasaTeibCTBO OTrNpaB/ieHns

Vepapxuueckunii gns: FCO NRO.I

FCO_NR().2.1 ®BO gomkHbl Bcerga OCyLIECTBAATb FEHepaLMio CBWAETENbCTBA OTNPaB/eHMs nepe-
[laBaemoii (HasHaueHwue: CNMCOK TMNOB MHAopMmaLm].

FCO_NRO0.2.2 ®BO fomkHbI 6bITb CMOCOOHbLI CBA3aTb [Ha3HaYeHMe: CNMCOK aTpubyTOB] OTNpaBuTens
WH(opMaLMmn 1 [HasHaYeHMe: CNMCOK LUH/tOP.MaLMOHHBIX Noneii] MHgopmaymm, K KoTo-
poii NpunaraeTcs CBUAETENLCTBO.

FCO_NRO,2.3 ®B0 fo/mKHbI HPeaoCTaB3rTb BO3MOXHOCTb BEPU(MLIMPOBATL CBUAETENBCTBO OTrNpaB/e-
HUA VH(OPMaLMK |BbIGOP: OTNPaBuTeNb, NonyyaTenb, /Ha3HauYeHe:CNNCOK TPeTbUX
AN/l Npu yCTaHOBMEHHbIX (HA3HAYeHME: OrpaHNyYeHn Ha CBUAETENLCTBO OTNpasne-
HYA].

3asucumoctn: FIAMUID.I Bbibop MOMeHTa MaeHTUdMKaLMm

4.2 HeotkasyemocTb nonyyeHus (FCO_NRR)

XapaKTepncTuKa ceMeincTea

HeoTka3yeMoCTb NOy4YeHrs 06ecrneymBaeT HEBO3MOXXHOCTb OTPULAHMS NojyyaTeneM Hopmaumm akra

ee nonyyeHus. Cemeiicteo FCO_NRR cogepxuT Tpe6oBaHue, 4To6bl ®EO 06ecneymBaim MeTof NpeaocTas-
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NeHUsl Cy6BbEKTY-0TNPaBUTENIO CBUAETENLCTBA NOMyUYeHUs MH(OPMaUUK. ATO CBUAETENLCTBO MOXET GblTh
3aTeM BepU(ULMPOBAHO 3TUM CYGBEKTOM WM APYTMU CyGbEKTaMU.
PaH)X1MpoBaH/e KOMMOHEHTOB

FCO_NRRJ «W/36vpaTenbHoe LOKa3aTeNbCTBO NOMYHEHNSA» COAEPXXNT TpeboBaHue, 4Tobsl DO npe-
[0CTaBWN CyObeKTaM BO3MOXHOCTb 3anpoCuTb CBUAETENCTBO NONYYEHUS MHDOPMALMM.

FCO_NRR.2 «[MpnHyanTenbHOE A0Ka3aTeNbCTBO MOMyYEHNs» COAEPXMT TpeboBaHue, 4tobel PBO Beerga

reHeprpoBa/Iv CBUAETENLCTBO MOMYYEHNS NMPUHATON UHBOPMannn.

Ynpaenenne: FCO.NRR.I, FCO_NRR.2

[na ¢yHKunii ynpaBneHus n3 knacca FMT MOXeT paccmaTpyBaTbes CnefytoLlee feiicTBue.

a) YnpasneHve n3MeHeHUAMU TUNOB ¥ No/eit MH(opMaLLMK, aTprbyToB OTNpaBuTeNeit MH(OPMaLMK 1

nonyyaresnei CBULETENbCTB.

Ayaut: FCO_NRR.I

Ecnu B M3/36 BKNoYeHo cemeiicTBo FAU_GEN «[eHepaumsi faHHbIX ayauTa 6e30MmacHOCTU», TO

CnegyeT NpedycMoTpeTb BO3MOXHOCTb (B 3aBMCMMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa CnegyoLwmx aei-
CTBUIA/COBBITHIA/Napamerpos.
a) MYHUManbHbIA: MAEHTU(UKATOP MONL30BATENA, KOTOPbIA 3anpocun FeHepaumio CBMAeTeNbCcTBa
MosyYeHus.

6) MuHMManbHBIN: 06palleHre K YHKLAN HeOTKa3yeMOCTH.

B) Ba3oBblii: nAeHTUDUKALMA MHDOPMaNUW. NOyYaTens n KoNuu NpejocTaBnseMor0 CBUAETENbCTBA.

r) [eTanm3npoBaHHbIli: MAEHTU(HUKATOP MOMb30BaTeNs, KOTOPbIA 3anpocun BepuiuKauuio cBuie-

TenbCTBa.
Ayaut: FCO_NRR.2
Ecnn B M3/3B6 BKNtOueHo cemeiictBo FAU_GEN «[eHepauys faHHbIX ayauTa 6e30MacHoCTM», TO
CnegyeT NpeaycMoTpeTb BOSMOXHOCTb (B 3aBMCMMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa CrefyroLmx aei-
CTBWi/COBLITUIA/NapPamMeTpOB.

a) MyHUManbHbIA: 06palleHre K YHKLNN HEOTKa3yeMOCTH.

6) Ba3oBbIii: nAEHTUDMKaLNA MHPOPMaNMK, NOMy4aTeNs 1 KOMUK NPeLoCTaBASeMOro CBUAETEbCTBA.

B) [leTann3npoBaHHbIA: MAEHTU(NKATOP MO/b30BATENA, KOTOPbIA 3anpocui BepudmKaLuio cBuie-

TenbCTBa.

FCO_NRR.I N36upaTenbHoe fOKa3aTeNbCTBO MOMYYeHMs

Wepapxunyeckuii ans: HeT NOAYMHEHHBIX KOMMOHEHTOB.

FCO_NRR.I.I ®BO fomkHbl 6bITb CNOCO6GHBI FEHEPUPOBATL CBUAETENBCTBO MOYYEHUS MPUHATONA (Ha-
3HaueHvie: CMMCOK TWUNOB MHopmaLmn] npu 3anpoce (BbI6GOP: OTNpaBuTeNb, Nonyya-
Tenb, IHa3HayeHve: CNUCoK TPeTbux nuu/].

FCO_NRR.I.2 ®B0 fomkHbI 6bITb CNOCOOHBI CBA3aTh (Ha3HaYeHWe: CNMCOK aTpubyToB] nonyyatens
MHAOpMaLMK 1 (Ha3HaYeHWe: CNMCOK MHGOPMALMOHHbLIX Noneii] nHpopmMaLmm, K KoTo-
poii NpunaraeTcs CBMAETENbCTBO.

FCO_NRR. 1.3 ®BbO A0/mKHbI NPefocTaBUTb BO3MOXHOCTb BEPUMLIMPOBATL CBUAETENLC3BO NOMYYe-
HWA MHopMaLyK | BbIGOP: OTNpaBUTeNb, NOAyYyaTeNb, /Ha3HAYeHNe: CNUCOK TPeTbUX
/] Npu ycTaHOB/EHHBIX | HA3HAYeHWE: OTPaHNYeHNs Ha CBUAETENsCTBO OTMpas/e-
Hud].

3asucumocTtu: FIA_UID.| Bbl6op MOMEHTa MAEHTUDMKAL N

FCO_NRR.2 lMpuHyauTensHoe JoKas3aTelbCTBO MOyyeHUs

Wepapxunueckuin ana: FCO_NRR. 1

FCO_NRR.2.1 ®B0O f0/mKHbI OCYLLIECTBNATb FeHepaLmMio CBUAETEbCTBA MOMYYEHWSt NPUHATON (Ha-
3HayeHwve: CN1COK TUMOB MHdopMmaLmn].

FCOJVIRR.2.2 ®BO fo/mKHbI ObITb CNOCOGHLI CBA3ATH |[HA3HAYEHMe: CNUCOK aTpubyToB] nonyyartens
NH(opMaLun 1 (HasHauYeHUe: CNMCOK MHCDOPMALWIOHHBIX /Leil] MHpopManmnn. K KoTo-
POV NpunaraeTcs CBMAETENLCTBO.

FCO_NRR.2.3 @50 fo/mKHbI NpefoCcTaBUTb BO3MOXXHOCTb BEpUMULMPOBaTL CBUAETENLCTBO MONyYe-
HUA MH(OPManMuK |BbIGOP: OTNPaBUTESb, NOMyYaTeNb, /HA3HAYEHWE:CMIMCOK TPETbUX
v/l npy ycTaHOBEHHbIX (Ha3HaYeHWe: OrpaHNYeHs HU CBUAETENLCTBO OTNpas/e-

HuA].
‘3asucumoctu: FIA_UID.I Bbibop MOMeHTa naeHTUmKalum
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5 Knacc FCS. Kpuntorpaguyeckas nogaepxka

®BO MoryT ncnosnb3oBaTh KpunTorpaguyieckme PyHKLMOHabHbIE BO3MOXHOCTM /15 COAENCTBMS f0C-
TMDKEHUIO HEKOTOPbIX, Hanbonee BaXHbIX Liesieil 6e30nacHOCTM. K HMM OTHOCATCA (HO UMK He OrpaHuYnBa-
I0TCS) Creaytolime Lenun: NAEHTU(MNKaLNA N ayTeHTU(HUKaLUS, Ne0TKasyeMOoCTb. JOBEPEHHbIA MapLupyT,
[OBEPEHHBIN KaHas, pasgeneHve gaHHbix. Knacc FCS npumeHsAtoT, korga OO vMeeT KpunTorpaguyeckme
(hYHKLMW, KOTOPbIe MOTYT ObITb peann3oBaHbl annapaTHbIMKU, NPOrpaMMHO-annapaTHbIMK U/Man NporpaMm-
HbIMV CpefCcTBaMK.

Knacc FCS coctout un3 gByx cemeiicTe: FCS_CKM «YnpasneHne KpUnTorpaguyeckumm Karovamm» u
FCS_COP «Kpuntorpaguyeckue onepaummn*. B cemelictee FCS_CKM paccMOTpeHbl acneKTbl YpaBieHns
KpunTorpauyeckummn Kntoyamu, Toraa kak B cemeiictee FCS_COP paccMOTpeHO NpaKTUYecKoe NpuMeHe-
HYie 3TUX KPUMTOrpatuyecKnx Kitouei.

Jekomnosuuyma knacca FCS Ha cocTaB/isoLWwmMe ero KOMMNOHEHTLI MOKa 3aHa na pucyHke 5.1.

PucyHok 5.1 — [lekomnosuums knacca «KpuntipahHucckas nofaepxka»

5.1 ¥YnpasneHue kpunTorpaduueckumm knrodamu (FCS_CKM)

XapaKTepucTMKa cemeincTaa

KpunTtorpaguyeckumy KntovaMmm Heo6XoAMMO ynpaaTaTb Ha MPOTSHKEHWUN BCEro UX XXM3HEHHOTO LKA,
CewmeiicTBo FCS_CKM npefHazHa4yeHo 419 NOAAEPKKM XXU3HEHHOIO HUK/IA 1 MO3TOMY OnpefenseT Tpebosa-
HUS K CNefytowyM AeliCTBUAM C KpUNTOrpamyueckummn Kyamu: reHepauus, pacnpegenexume, joctyn K
HUM U UX YHUUTOXeEHWe. DTO CeMeNCTBO CNeflyeT UCMOMb30BaTh B CyYasX, KOrAa UMerTcs (yHKLMOHabHbIE
TpeboBaHUSA ynpaaseHns KpUNTorpaguyecKumu Knoyamu.

PaH>XnpoBaHMe KOMMOHEHTOB

FCS_CKM.I «["eHepauus KpunTorpaguyeckmnx Kouen™ cofepxut TpeboBaHNs K 1X CO3A4aHNIo Co-
rN1acHO OMpejeneHHOMY aIfOpPUTMY U i/IMHE K/oYa, KOTOPbIE MOTYT OCHOBbIBATLCA Ha COOTBETCTBYHOLLEM
CTaHgJapTe.

FCSCKM.2 «PacnpegeneHve KpUnTorpauyeckmx Ktoueii» CogepXuT TpeboBaHMe UX pacnpeaeneHus
onpefeneHHbIM METOO0M, KOTOPbIA MOXET OCHOBbIBATbCS HA COOTBETCTBYHOLLIEM CTaHAapTe.
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FCS_CKM.3 «[locTyn K KpUNTorpanmyeckum Knrovam» COAEPKXUT TpeboBaHUA OCYLLECTBNEHNS AOCTY-
na K HM COrNacHO onpegeneHHOMY MeTofy, KOTOPbIA MOXET OCHOBbIBATbCA Ha COOTBETCTBYHOLLEM CTaH-
Japre.

FCS_CKM.4 «YHUUTOXeHNEe KpUNTOrpadmuecknx Ktoueii» CoAepXXuT TpeboBaHme 1X YHUUTOXEHNS
COracHo onpefeneHHOMY MeTOAY, KOTOPbIA MOXET OCHOBbIBATbCS HA COOTBETCTBYIOLLEM CTaHAapTe.

Ynpasneuve: FCS_CKM.l, FCS_CKM.2, FCS_CKM.3. FCS.CKM.4

[ns pyHKuniA ynpaBneHns n3 knacca FMT MOXeT paccMaTpuBaThCs CrefytoLLlee felicTBUE,

a) YnpaeneHve N3MeHeHWAMU aTpubyToB KpUNTOrpauiecknx KnroYeit. MNprmepamu aTprbyToB KitoYa
ABNANTCA: MAEHTU(MKATOP NOMb30BaTeNs, TUN KAKoYa (Hanpumep, OTKPbITbIA, MPUBATHbLIN, CeK-
PETHBIIA), NepUOA AeACTBUSA KOYa. aTakKe BO3MOXHOE MCMO/Mb30BaHMe (Hanpumep, Ludposas
MoANMCh, LINGPOBaHME APYTUX KMHOYEN, COTIacoBaHWe KAtoveld, WndpoBaHue JaHHbIX).

Ayant: FCS_CK.M.l, FCSILK.VI.2, FCS..CKM.3, FCS_CKM .4

Ecnn B M3/3b BKtoueHo cemeiictB0 FAU/GEN «[eHepauus gaHHbIX ayauta 6€30MacHOCTU», TO
cneayeT NpefycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTH OT BbIOPaHHOrO YPOBHA) ayauTa CNeaytoLmx aei-
CrBHI/CO6bITUIA/NapamMeTpoOB.

a) MUHVMManbHBbIWA: YCNELHbIA NN HeyCMeLHbIA pe3ynbTaT AeicTBuA.

6) Ba3oBblii: aTpnbYThl 06BLEKTA U COAEPXKAHME 00BEKTA, 3a UCKIOYEHMEM NGO YyBCTBUTE/NLHON

MH(opMauun (HanpumMep, CEKPETHBIX U NPUBATHBIX KTHOYEN).

FCS_CKM.I eHepaums KpunTorpagmueckux Kntoyei

WNepapxunyeckuii ans: HeT NOAYMHEHHBIX KOMMOHEHTOB.

FCS_CKM.1.1 ®BO po/mkHbI reHepypoBaTb KpUNTOrpauyUeckme Koumn B COOTBETCTBUM C OMNpejeneH-
HbIM a1rOPUTMOM | HAa3HAYeHVe: anropuTM reHepauun KpunTorpauyeckux Knoyeir] n
[OAMHOW [HasHaueHMe: AAvHbI KpunTorpadnyecknx Kntoyeid], KOTopble OTBEYatoT cre-
Jytowemy: [HasHaYeHwve: CnUCoK CTaHAapTos].

3aBucumocTu: [FCS_CKM.2 PacnpefeneHve KpMnTorpagmueckmx Knoueid nm

FCS_COP. 1 KpunTorpagmueckue onepaumm!
FCS_CKM.4 YHUUTOXeHWE KpUNTOrpanyecKnx KHouel
FMTI4SA.2 Be3onacHble 3Ha4eHMs aTprbyToB 6e30MacHOCTU

FCS_CK.M.2 PacnpegeneHne KpUnTorpagmueckux Kntouei

Wepapxuyeckuin gna: HeT nogunMHeHHbIX KOMMNOHEHTOB.

FCS_CKM.2.1 ®B0 aomkHbI pacnpefensTb KPUMTOr padmueckue KUy B COOTBETCTBUM C ONpeaeseH-
HbIM METOAOM [Ha3HayeHWe: MeTOA pacnpefeneHns KpunTorpaduieckux Knouei],
KOTOpbIi OTBEYAEeT CredytoLemy: [HasHaueHue: CNNCOK CTaHaapToB].

3asucumoctu: [FDP_ITC.l NmnopT faHHbIX Nonb3oBaTens 6e3 aTpnbyTos 6e30nacHOCTU

un FCS_CKM.I eHepaums KpunTorpagmyecknx Kitouei|
FCS_CKM.4 YH/NYTOXEHUE KPUMTOrpagmuecknx Kntoyei
FMT_MSA.2 Be3onacHble 3Ha4eHUs aTpubyToB 6e30MacHOCTY

FCS_CKM.3 [ocTyn K KpunTorpamyeckum Kitouam

Vepapxuyeckuid ons: HeT NOAYMHEHHbBIX KOMMOHEHTOB.

FCS_CKM.3.1 ®B50 fo/mKHbI BbIMOMHATL [HAa3HaYeHWe: TUN LOCTYNa K KpUnTorpauyeckum K-
yam) B COOTBETCTBMUM C OMNpeseneHHbIM METOA0M JOCTyNa [HasHaueHne: MeTog JOCTY-
na K KpunTorpaduyeckum Knouam], KOTOpbIii OTBEYaET cnefytollemy: [HasHaueHwe:
CMMCOK CTaHAapToB].

3asucumoctu: [FDP_ITC.I MnopT faHHbIX Nob3oBaTens 6e3 aTpubyTos 6e30nacHOCTU

vn FCS_CKM.I eHepauus KpunTorpagpuyecknx KoYei)
FCS_CK\1.4 YHAYTOXEHUE KPUMTOrpagmuecknx Koyei
FMT_MSA-2 Be3onacHble 3Ha4eHMs aTpubyToB 6e30nacHOCTH

FCS_CKM.4 YHUuTOXEHWE KPUNTOrpauyeckux Kiouei

WNepapxunyeckuii gns: HeT NOAYMHEHHbBIX KOMMOHEHTOB.

FCS_CKM.4.1 ®BO gomkHbl YHUUTOXATb KPUNTOrpaMueckme KUy B COOTBETCTBUM C OMNpefeneH-
HbIM METOAOM [Ha3HaueHue: MeTOZ YHUUTOXKEHNA KpunTorpaduyecknx Kiwouei],
KOTOpbIVi 0TBEYAET CreaytoLemy: (HasHaueHve: CNCOK CTaHaapToB].

3asucumoctu: [FDP_ITC.l MnopT faHHbIX Nonb3oBaTens 6e3 aTpmbyToB 6e30nacHOCTU

un FCS_CKM.I eHepauus KpunTorpagmyecknx Kouei |
FMTJVISA.2 Be3onacHble 3HaueHUs aTpubyToB 6e30NacHOCTH
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5.2 KpunTtorpaduyeckue onepauun (FCS_COP)

XapaKTepucTnKa cemeincTea

AT KOPPEKTHOIO OCYLLECTB/IEHUS KPUNTOrparyeckmnx onepawuii X He06X0AMMO BbIMOSHSATL B COOT-
BETCTBMW C ONPeAEeNEHHbIM a/ITOPUTMOM 1 C KPUNTOrpagyecKUMmN KKYaMi onpeaeneHHon anvHel. JaHHoe
CEMEICTBO CrieflyeT NPUMEHNATb BCAKUIA pas. Korga HEO6XOAMMO BbINOMHATL KPUNTOrpaduyeckune onepauym.

K TunnyHbiM Kpuntorpadumyecknx! onepaymsim 0THOCATCA: 3alnMgpoBaHme U/nunm pacungposaHme
[aHHbIX, reHepauus n/unn Bepudukaums UMGPOBbLIX NOAMUCENR, TeHepaums KpUNTorpapuyecknx KOHT-
PO/bHbIX CYMM A/11 06ecneyeHns LenocTHOCTA U/MNn BepUGUKaLMN KOHTPOMbHBIX CYMM, X3LUMPOBaHWe
(BblUMCNIEHME X3LL-06pa3a co06LLeHMs), 3andpoBaHme N/nan paclngpoBaHne KpUNTorpapuyecknx Kito-
yeil, cornacoBaHve KpUNTOrpagnyecknx Knouei.

PaH)X1poBaHVe KOMMOHEHTOB

FCS_COP.l «KpunTorpaguyeckne onepauumn* coaepxut TpeboBaHNs X BbINOHEHUS MO ONpejeneH-
HbIM aropyTMaM C MPYMEHEeHNEM KpUNTOrpauyuecknx Ktoveli onpeseneHHor AnHbl. ANropuTMbl U ANVHA
KpunTorpagmyeckmx Kto4eil MOryT OCHOBbIBATbCS Ha COOTBETCTBYIOLLEM CTaHAAPTe.
YnpasneHve: FCS_COP.I
[JeicTBMA N0 ynpasneHnIo He NpeaycMOTPEHbI.
Ayput: FCS_COP. |
Ecnn B M3/36 BKMOYeHO cemeiictBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTM», TO
cnegyeT NpefycMOTPeTb BO3MOXHOCTb (B 3aBMCMMOCTU OT BbIOPaHHOIO YPOBHA) ayAuTa CNeaytowmx aei-
CTBHI1/CObbITUIA/NapamMeTpoB.
a) MyHMManbHbINA: yCnewwHoe Uan HeycrneluHoe 3aBepLUeHie, a Takke TN KpunTorpaguyeckoii one-
pauuu.
6) Ba3oBblii: Nt06ble MPUMEHSEMbIE KPpUMTOrpadmyeckue pexxuMbl onepaunii, aTpubyTbl CyOHEKTOB U
0ObEKTOB.
FCS_COP. 1 Kpurnorpathuyeckue onepaLmm
Wepapxunyeckuii ans: HeT NOAYNHEHHbIX KOMMOHEHTOB.
FCS_COP.I.I B0 aomKHbI BbIMOMHATL (Ha3HaYeHMe: CCOK KpUMTorpaduiueckunx onepauuii] B cooT-
BETCTBUY C OMNpefeneHHbIMM anroputMamu (HasHadeHue: KpunTorpauyeckme anropuT-
Mbl] v 4MHON (Ha3HaYeHWe: AIMHbI KPUNTOrpahuyecknx KKuei], KOTopble 0TBeYaroT
CliefiytolLiemy: (HasHayYeHue: CNUCOK CTaHAapToB].
3asucumocTtu: (FDP_ITC.I mMnopT gaHHbIX Nonb3oBaTens 6e3 aTpmbyToB 6e30nacHOCTU
um FCS_CKM.| eHepauma KpunTorpagmueckux Kovei
FCS_CKM,4 YH1UuTOXEHWNE KPUMTOrPaUUeCKnX Kiouei
FMT_MSA.2 Be3onacHble 3Ha4eHUs aTprbyToB 6e30MacHOCTM

6 Knacc FDP. 3awuTa gaHHbIX Mosib30BaTens

Knacc FDP cogepXuT cemeiicTBa, onpegenstolime TpeboBaHUa K yHKumsam 6e3onacHoctn OO wu
nonnTMkam (yHkuuii 6esonacHocTn OO, CBA3aHHLIM C 3alIMTON AaHHbIX NoMb3oBaTens. OH pasbuT Ha
yeTbIpe rpynnbl CEMENCTB, NepevmncrieHHble HUXe 1 NPUMeHsAeMble K AaHHbIM Nonb3oBatens B npegenax OO
npy UX UMMOPTE, IKCMOPTE U XPaHEHUN, a TaKkKe K aTpnbyTam 6e30MacHOCTM, MPSAMO CBA3aHHbLIM C JaHHbI-
MW M0/b30BaTeNS.

a) Monntukn GyHKUNIA 6e30NacHOCTM ANS 3alUTbI AaHHbIX MO/b30BaTeNs:

—FDP_ACC «[MonnTrka ynpasieHus fOCTy NMoM™*;

—FDIMFC «Monutrka ynpasneHns MHHOPMaLNoHHbLIMN NOTOKaMM».

KOMMOHEHTbI 3TUX CeMeCTB N03BONAOT paspaboTunky M3/36 nmeHoBaTb MOANTUKN YHKLMIA 6€30-
MacHOCTW ATA 3aWMThbl JaHHbIX M0/b30BATENS W ONpefendTb 061acTb AeNCTBUSA 3TUX NOMUTUK, KOTOPbIE
Heo6X0MMO COOTHECTM C Liensimu 6e3onacHoCTW. Mpegnonaraetcs, 4To UMeHa aTUX NOAUTUK ByAyT UCNOsb-
30BaTbCS MOBCEMECTHO B TEX (NYHKLIMOHA/BbHBIX KOMIMOHEHTaX, KOTOpble MMEIOT OMnepaLmio, 3anpatimnsaro-
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LYY Ha3HayeHve nnm Bbli6op «MPB ynpablenus goctynom* u/vnmn «Meb ynpasneHns MHHOPMaLMOHHbIMU
noTokamm». MNpasuna, KOTopble ONpesenstoT PYHKLUMOHAIbHbIE BO3MOXHOCTU UMeHOBaHHbIX 11®b ynpasne-
HWS JOCTYMOM U1 yNpaBneHns MHPOPMaLMOHHbIMU NOTOKamu, ByayT ycTaHOBNeHbI B cemeiicTBax FDP_ACF
n FDP_IFF cooTBeTCTBEHHO.

6) Buabl 3alIMTbI AaHHbIX NOMb30BATENS:

- FDP_ACF «®yHKUMKM ynpaaTeHns JOCTYrnoM»,

- FDIMFF «®yHKUMKN ynpaBneHns nHHOPMaLMOHHbIMI NOTOKaMU™;

- FDPJTT «lepegaya B npesenax OO*:

- FDP_RIP «3awnTa 0CcTaToOuHOM MHopMaLms»;

- FDP~ROL «Otkar»:

- FDP_SDI «LlenocTHOCTb XpaHUMbIX JaHHbIX*.

B) ABTOHOMHOE XpaHeHve, UMNOPT U 3KCMNOPT aHHbIX:

- FDP_DAU «AyTeHTU(MNKaLMSA JaHHbIX»:

- FDP ETC «3KCnopT AaHHbIX 3a npegenbl feiicTBus ®BO»:

- FDPJTC «MmnopT faHHbIX 13-3a npegenosgenctans ®bO».

KOMMOHEHTbI 3TWX CEMEICTB CBSA3aHbl C JOBEPEHHOW nepefayeii faHHbIX B uam u3 OfP.

r) Cesasb Mexay PBO:

- FDP_UCT «3awnTa KOHhUAEHLMANbHOCTUN AaHHbIX NOMb30BaTens npy nepegade mexay ®650»;

- FDP_UIT «3awuTa LienoCTHOCTU laHHbIX M0Nb30BaTens npu nepegade mexay ®b0*.

KOMMOHEHTBI 3TUX CEMENCTB onpeenstoT B3anmogeiictene mexay P50 cobcTBeHHO OO U apyroro
[loBepeHHoro npogykrta N T.

[Jexomno3snumsa knacca FDP Ha cocTaBfifloLLmMe ero KOMMOHeHTbI NpMBeAeHa Ha pUcyHkax 6.1 1 6.2.

BALUNA AAHHbK NOMaKMCLI N

FOP_FC Monunca otasnsaun HKPOp-
HaLMAMbSM 10rocam
_J  FDPJFFOyMLM yTpLUAMMS UHEOpP-
EWLUAMbAM N T O M o

PucyHok 6.1 — lekoMno3numa Knacca «3alimTa AaHHbIX Nosb3oBaTens™
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3wiljnanuMH noiuak W K

FDPJTC MnopTamubly M>M Mpaparnos
ga*nw*dbo

FDPJTT MNepegaya a npsasniir 0O

FDP_pjP 3s1\cTs oCLLTaMHOM bIHOPLIMPMH 3 H 3

FDPJTOLOtmt

-
rop_Bsa LeNOCTHOCTb XPaTMbIX M L X ] = O O
FDPLKJT Sw*ns nHCMABLULLatoNern JaHHbIxX

rKnbLLBaTENA Npu nepetaHa MaHgy ®V0

FDfMJIT 3euan uenocTHoe™ feHHbIX
MOrK30eemK/M MpM NapazoB Maegd 60 0

0-0

PUCYHOK 6.2 —[1eKOMMO3NLMM Kracca «3almTta AaHHbIX Mo/b30BaTens» (MPOoLo/MKEHNE)

6.1 Monutuka ynpasnenus goctynom (FDP_ACC)

XapakTepucTuka cemelicTsa

CewmelictBo FDP_ACC ngeHTudpuympyet M®b ynpasneHus focTynom, ycTaHaBnvMBas UM MMeHa, U
onpegenseT 061acTN LENCTBUS MOAWNTUK, 06pasytoLLMX MAEHTUDULMPOBAHHYIO YacTb YNpaBieHns fOCTY-
nom NBO. O6nactu fieCTBUA MOXHO XapaKTepn3oBaTb TPEMS MHOXECTBaMM: CyObeKTbI MOA Yrpas/ieHnem
NONIMTUKK, 0OBEKTLI NOA YNPaBieHWEM NOMUTUKM 1 ONepaummn ynpasnseMbiX CyObeKTOB Ha yrnpaBnsembIX
06beKTax, Ha KOTOpble pacnpocTpaHAeTca nonuTnka. ObLume KpuTepun LOMNyCKatoT CYLLECTBOBaHWUE HECKO/Ib-
KX MOMNTUK, KaXKAas U3 KOTOPbIX UMEET YHUKa/IbHOe UMA. ITO AOCTUraeTCA NOCPeSCTBOM BbIMOMHEHMA
nTepaLmin KOMNOHEHTOB pacCMaTpPMBAEMOro CeMencTBa No 0gHOMY pasy AN KaXK4oiA MMeHOBaHHOW MOAUTUKM
ynpasneHus goctynom. Mpasuna, onpesenstoLme QyHKLUOHANbHbIE BO3MOXHOCTM M®B ynpasneHus 4ocTy-
nom, 6yayT yCTaHOBNEHbI ApYrUMM ceMeiicTBaMm, Takumu kak FDP_ACF n FDP_SD1. MNpegnonaraetcs,
yTo MMeHa M®EB, naeHTUMLMpoBaHHbIe B cemeiictBe FDP ACC. 6yayT ncnonb3oBaTbCst MOBCEMECTHO B
(DYHKLMOHANbHBIX KOMMOHEHTAX, KOTOPble UMEIOT OMepaLimio, 3anpallnBatoLLyt0 HasHayeHne Umn BbIGop
«[M®dB ynpasneHns JOCTYNOM».

PaHXvpoBaHVe KOMMOHEHTOB

FDP,>CCnofimaiagoLuneiinagoc-
TAOM
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FDPACC.I «OrpaHuyeHHoe ynpasfeHune JOCTYNOM* COLepXUT TpeboBaHue, 4Tobbl KaKaas UaeHTuU-
(hHumpoBaHHasa M®B ynpasneHns JOCTYNOM CyLLeCcTBOBaNa A5 NOLMHOXECTBA BOSMOXHbIX Onepauuii Ha
NoAMHOXeCTBe 06bekToB B QO.

FDP_ACC.2 «[NonHoe ynpasneHue fOCTYNOM* COAepXUT TpeboBaHue, YToObl KaxKaas MaeHTUhULmMpo-
BaHHad M®dB ynpasneHWs [OCTYNOM OXBaTbiBasia BCE Onepauumn Cy6beKToB Ha 00beKTaX, YNpaBiseMblX
3Toin M®B. Kpome 3Toro Tpebyetcs, 4Tobbl Bce 06beKThbI 1 onepauun B O D 6biav 0XBaueHbl MO MEHbLLEN
Mepe 0fHON naeHTUdMLmMpoBaHHoi MdE ynpaBneHWs 4OCTYNOM.

Ynpasnenune: FDP_ACC.I, FDP_ACC.2

[JeiicTBMA NO ynpasneHnio He NpeaycMOTPEHbI.

Aygut: FDP_ACC. 1, FDP_ACC.i

HeT naeHTudunumpoBaHHbIX LelAiCTBUIA/COObITMIA/NapamMeTpoB. A1 KOTOPLIX CredyeT NpedycMOTpeTb BO3-
MOXHOCTb ayauTa.

FDP_ACC.| OrpaHv4eHHOe ynpasfeHus 4oCTyrnoM

WNepapxuyeckuii gns: HeT NoOgYMHEHHbBIX KOMMOHEHTOB.

FDP_ACC.1.1 ®BO aomkHbl 0CyLLEeCTBAATL [HasHayeHne: MP B ynpasnenns gocTynom] ans [HasHa-
UeHme: CMNCOK Cy6beKTOB, 06BEKTOB M OMepaLuii Cy6beKTOB Ha 06beKTax, Ha KOTopble
pacrnpocTpaHseTes 1/Pb'\.

3asncumocTtun: FDP_ACF. 1 YnpaBneHue fOCTYNOM, OCHOBaHHOE Ha aTpnbyTax 6e30macHoOCTH

FDP_ACC.2 lNonHoe ynpasnieHWe JOCTYMNOM

Wepapxuueckuii gns: FDP_ACC.I

FDP_ACC.2.1 ®BO gomkHbl oCyLLecTBAATL [HasHayeHue: MdB ynpolleHns gocTynam] ans [HasHade-
HMe: CMNCOK CyObeKTOB M 0ObEKTOB] U BCEX OMepaumii CyObeKTOB Ha 06bEKTax, Ha
KOTOpble pacnpocTtpaHaetca MNPb.

FDP_ACC.2.2 B0 fomkHbl 06ecneuntb, 4TobbI Ha onepauymn ntoboro cyobekta 13 O4d Ha nto6om
o6bekTe n3 O P pacnpocTpaHanack kakas-nmoo Md b ynpasneHus 4oCTynom.

3aBucumoctu: FDP .ACF.l YnpaaTeHHe JOCTYNOM, OCHOBaHHOe Ha aTpubyTax 6e30macHOCTU

6.2 dyHkumn ynpasneHus goctynom (FDP_ACF)

XapakTepncTyiKa cemeiicTea

CewmeiictBo FDP_ACF onucbiBaeT npaBusia Ans KOHKPETHbIX PYHKLMIA, KOTOpble MOTYT peann3oBaTb
NOMUTUKK yrnpaBneHns AoCTynoMm, MMeHoBaHHble B FDP_ACC. B FDP_ACC Takxe onpegenseTcs 061acTb
[encTBmA 3TMX NOUTHIK.

PaHXvpoBaH1e KOMMOHEHTOB

FDP_ACF ®yHiopuy rpbInLL K Aao-
Tynow

B 3TOM cemeiicTBe paccMOTPEHbI MCMO/b30BaHKe aTprbyToB 6e30MacHOCTM 1 XapaKTePUCTUKU MOUTUK
ynpasneHuns foctynom. MpegnonaraeTcs, YTO KOMMOHEHT W3 3TOr0 cemeicTaa ByeT NCnob30oBaH, YToObI
onucatb npaswna Ana GyHKUuW, Kotopas peanusyeT M®B. paHee naeHTuduumposaHHyto B FDP_ACC.
Pa3paboTumnk M3/36 MOXET TakXe BbIMONHATL UTEPALIMM 3TOr0 KOMMOHeHTa, Korga B OO umetoTcs He-
CKO/bKO TaKuX MOMUTHK.

FDP_ACF.l «YnpaBneHue OCTYNOM, OCHOBaHHOe Ha aTpubyTax 6e3onacHocT* nossonset PEO ocy-
LLECTBUTL AOCTYM. OCHOBaHHbIA Ha aTpnbyTax U MUMEHOBaHHbIX rpynnax aTpubyToB 6esonacHocTu. Kpome
Toro, #5650 MOryT MMeTb BO3MOXHOCTb IBHO paspeLuatb UK 3anpeLartb 4OCTYN K 06beKTy, OCHOBbIBAACH Ha
aTpubyTax 6e30MacHOCTU.

YnpasneHve: FDP_ACF.I

[Onsa @yHKuuid ynpaenenuns u3 knacca FMT MOXe paccMaTpyBaTbCa ClefyroLLee AeiicTBue.

a) YnpasneHue aTpubyTamu, NCNOMb3YEMbIMU ANA SBHOTO paspeLleHns Uan 3anpeLLeHns JocTyna.

Ecnn B M3/36 BKoYeHo cemeiicTBo FAV_GEN «[leHepauus AaHHbIX ayauTa 6e30MmacHOCTU™, TO
cnegyeT NpeaycMOTpeB BO3MOXHOCTb (B 3aBUCMMOCTM OT BbIGPaHHOIO YPOBHSA) ayAuTa CNnefyrowmx fei-
CTBMI/CO6bITUIA/NapamMeTpoB.

a) MyHVMa/bHBINA: yCreLlHble 3anpockl Ha BbINOHEHWe Onepauuii Ha 06beKTe, Ha KOTOPbIA pacnpo-

cTpaHseTcsa MNPb.

6) Ba3oBbIii: Bce 3aMpocbl Ha BbIMOJIHEHME OMnepaunii Ha 00beKTe, Ha KOTOPbIA pPacnpocTpaHs-

etca Meb.
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B) [leTann3npoBaHHbIiA: crieLmanbHble aTpudyThl 6e30MacHOCTM, UCMOMb3yeMble NPU NPOBEPKE MpPaBo-
MepHOCTY A0CTYMa.
FDP_ACF.l ¥npaBneHue focTynom, OCHOBaHHOe Ha aTpubyTax 6e30macHOCTU
Wepapxunueckuin gns: HeT NOAYMHEHHBIX KOMMOHEHTOB.
FDP_ACF.1.I ®B50 pomkHbl 0CYLLECTBNATL | HA3HaueHue: MdBynpasneHns focTynom] K 06bekTam,
OCHOBbIBaACb Ha | Ha3HaueHue: aTpuby Tl 6e30MacHOCTU. UMEHOBAHHbIE TPYNMbl aTpu-
6yTOB 6e3onacHocTH].
FDP ACF.1.2 ®bO fomkHbI peanv3oBaTh Creaytowpe npasuia ONpeaeneHns Toro, paspeLueHa im
orepauns ynpaensemoro Cy6bekTa Ha ynpaensieMoOM 00bekTe: [HasHauyeHue: npasuna
ynpasneHus JOCTYNOM ynpasnseMblX Cy6beKTOB K ynpasnsembiM 06beKTam C UCMofb-
30BaHWeEM yNpasisieMblx onepauunii Ha MLl
FDP_ACF.1.3 ®BbO gomkHbl IBHO pa3peLuaTb AOCTYN CyObeKTOB K 06bEKTaM, OCHOBbLIBasCb Ha cre-
JYHOLLMX IONONHUTENBHBIX NpaBunax: [HasHayeHwe: npaeu-ia, OCHOBaHHbIE Ha aTpuoy-
Tax 6e30MacHOCTH, KOTOpbIE ABHO paspewarT AoCTyn Cy6beKTOB K 06bekTam|.
FDP_ACF. 1.4 ®50 pomkHbl SIBHO 0TKa3blBaTb B JOCTYNE CYObEKTOB K 06beKTaM, OCHOBbLIBAsCb Ha
CNeLlytoLLMX AOMOMHUTENBHbLIX NpaBuiax: [Ha3HaYeHWe: Npasuia, OCHOBaHHbIE Ha aTpu-
By Tax 6e30nacHOCTW, KOTOPbIe SBHO 3anpeLlalT JoCTyn Cy6beKTOB K 06bekTam|.
3asucumocTtn: FDP_ACC.| OrpaHnyeHHOe yrnpaBneHye goCTyrnom
FMT_MSA.3 ViHnumanusaums ctatuyeckux aTpubyTos
6.3 AyTeHTUMKauua faHHbIX (FDP_D.AU)
XapaKTepucTMKa cemeincTaa
AYTEHTU(OMKALMA AaHHBIX NMO3BONSET CYLLHOCTN MPUHATL OTBETCTBEHHOCTb 38 MOAMHHOCTL UH(OPMa-
umn (HanpuMep, ¢ UCNonb3oBaHMeM LUmngposoli nognucu). Cemeiicteo FDP_DAU coaepXuT MeTog npesoc-
TaB/IEHWA rapaHTUM NPaBUIbHOCTW CreLnPUUYecKoro Habopa AaHHbIX, KOTOPbIA MOXET 6bITb BMOCNEACTBUM
MCNOMb30BaH ANs BEPUUKALMM TOTO, YTO COZlepXKaHune nHopmaLmmn He 66110 NOAAENAaHO UK MOANGULM-
POBaHO MOLUEHHUYECKUM MyTeM. BoTamnune ot knacca FCO 3T0 cemelicTBO NpeHasHauYeHo 418 MPUMeHeHUs
CKopee K CTaTUYeCKMM, YeM K nepemMeLLaeMbIM JaHHbIM.

PaH>K1poBaH1e KOMMOHEHTOB

FDP_PAD AyTwWTHp!—nw gm—at

FDP_DAU.I «ba3oBas ayTeHTUPMKALMA AaHHLIX* cofepxuT TpebosaHue, 4Tobbl PBO 6b1AM Cnoco6-
Hbl MPeLOCTaBUTb rapasrTviio MOAAMHHOCTU MHAOPMALLMK, CofiepxKalleiics B 06beKTax (HanpumMep, [OKYMeH-
Tax).

FDP_DAU.2 «AyTeHTU(MKALMA AaHHBIX C MAEHTUQMKALMeR rapaHTa» COAEPXUT JONONHUTENbHOE
Tpe6oBaHue, 4To6bl PEO 6bIIM CNOCOOHBI YCTAaHOBUTL UAEHTU(UKATOP CyObLEKTa, KOTOPbI/ NpefocTaBun
rapaHTUIoO NOLMIMHHOCTY.

YnpasneHve: FDP_DAU.I, FDP_DAU.2

Onsa dyHKuuiA ynpasneHuns u3 knacca FMT MOXeT paccMaTpuBaTthbCsi CiefytoLLee AeiicTBue.

a) HacTpoiika B cuctemMe HasHauYeHWs Ui MoauuKaLMm 06bEKTOB, A1 KOTOPLIX MPUMEHSETCS ayTeH-
TUPUKALNA faHHBIX.

Ayaut: FDP_DAU.I

Ecnn B M3/36 BKkAOYeHO cemeiictBo FAU_GEN «I'eHepaumsi gaHHbIX ayauTa 6€30MacHOCTW», TO
cnefyeT npefycMOTpeTb BO3MOXHOCTb (B 3aBMCUMOCTU OT BbIGPaHHOMO YPOBHSA) ayauTa CreayoLwmx geii-
CTBWiA/COBbITMIA/NapameTpoB.

a) MWUHVMa/IbHBINA: yCneLwHas reHepaums CBUAETENbCTBA NPaBUTbHOCTH.

6) Ba3oBblii: HeycneLwHas reHepauus CBUAETENbCTBA NMPaBUIbHOCTY.

B) [eTann3npoBaHHbIi: AEHTU(NKATOP Cy6bEKTa, KOTOPbI 3anMpoCcu CBUMAETENbCTBO.

Ayput: FDP_DAU.2

Ecnn n M3/36 BkAtoueHo cemeinictB0 FAU_GEN «[eHepaums AaHHbIX ayauTa 6€30MacHOCTU», TO
CnedyeT NpeaycMOTPeTb BOSMOXHOCTb (B 3aBUCMMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa Crefytowmx neid-
ersHin/cobbITUIA/NapameTpoB.

a) MMHUMabHbIN: yCneLwHas reHepaums CBMAeTeNbCTBA NPaBUIbHOCTY.

6) ba3oBblii: HeyCcMeLlHaa reHepaLmsa CBUAETeNbCTBA MPaBUIbHOCTU.
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1) [eTannTNPOBaHHbINA: MAEHTUDMKATOP Cy6bEKTa, KOTOPbIA 3anpocui CBUAETENLCTBO,
r) [eTanu3npoBaHHbIA: AeHTUMKATOP Cy6beKTa, KOTOPbIA FreHepupoBan CBUAETENbCTBO.
FDP_DAU.1.I ba3oBas ayTeHTUMKaLUs JaHHbIX
Wepapxnueckuii ans: HeT NOgYMHEHHBIX KOMMOHEHTOB.
FDP_DAU.1.1 ®bO aomKHbI NpefoCcTaBUTbL BO3MOXHOCTL FeHepMpoBaTh CBUAETELCTBO, KOTOPOE MO-
XeT 6bITb MCMOb30BaHO Kak rapaHTUs NpaBUIbHOCTU (HasHa4YeHWe: CNCOK 06bLEeKTOB
UM TUNOB NHDOpMALUK).
FDP_DALtL1.2 ®BO fomkHbl NPefocTaBuTb (HasHauYeHMe: CNNCOK CyObeKTOBJ BOSMOXHOCTL Bepudu-
LIMPOBAaTb CBUAETENLCTBO NPaBU/IbHOCTM YKa3aHHOW MHGopMaLmK.
3aBMCMMOCTU: OTCYTCTBYIOT.
FDP_DAU.2 AyTeHTUtmKaums gaHHbIX C aeHTUGMKaLmei TapaHTa
Wepapxunueckuin gns: FDI*_DAU.I
FDP_DAU.2.1 ®b0 fonxHbl NpefocTaBUTb BOSMOXHOCTb reHepmpoBaTh CBUAETENIbCTBO, KOTOPOE MO-
XET BbITb UCMO/Ib30BAHO KaK rapaHTus NpaBuibHOCTW (HasHaYeHWe: CMNCOK OObEKTOB
1AM TUNOB UHopMaLm™
FDP_DAU.2.2 ®BO AomkHbI NpeocTaBuTb (Ha3HauYeHWe: CNNCOK Cy6beKTOB\ C BO3MOXHOCTLIO BEpU-
(huuMpoBaTh CBUAETENLCTBO NPaBUILHOCTU YKa3aHHOW MHOPMaLMM N MOEHTU(NKATOP NOMb30BATeNs, KOTO-
pbili co3g4an CBMAETENLCTBO.
3asucumoctu: FIA.UID.1 Bbl6op MOMEHTa MAEHTUDNKAL N
6.4 IKCNopT AaHHbIX 3a npefenbl aeiicteus 6O (FDP_ETC)
XapakTepncTunka ceMeincTea
Cemeiticteo FDP_ETC onpegenset hyHKUMN 418 3KCNOPTa faHHbIX Nonb3oBaTens u3 OO Takum
06pa3oM, YTo Mx aTpubyTbl 6€30MacHOCTM ¥ 3aLimMTa MOTYT AWM NOMHOCTBIO COXPAaHATLCA, UM UTHOPUPO-
BaTbCS MPW 3KCMOPTe 3TUX laHHbIX. B cemelicTBe Takke pacCMaTpMBatOTCA OFPaHNYEHNs Ha 3KCMOPT M acco-
umauus atpnoyTos 6e30MacHOCTM C 3KCMOPTUPYEMbIMU JaHHBIMU M0/b30BATENS.
PaHXnpoBaHve KOMMNOHEHTOB

FDP_ETC.l «3KcnopT faHHbIX Nonb3oBaTens 6e3 aTpubytos 6e30nacHOCTU» COAEPXUT TpeboBaHue,
yT06b6I DBO OCcyLLecTBAAAM COOTBETCTBYIOWWME MPB npy 3KcnopTe AaHHbIX NOMb30BaTENS 3a NPefesbl Aei-
cteust ®BO. [laHHble N0Nb30BaTENs, KOTOPbIE 3KCMOPTMPYIOTCS 3TON (hYHKLMER, He CONMPOBOXAAtOTCA acco-
LIMMPOBaHHBIMU C HAMY aTpubyTammn 6e30MacHOCTY.

FDP_ETC.2 «3KcnopT AaHHbIX Nonb3oBartens 6e3 aTpubyToB 6e30MacHOCTM» COAEPXXNUT TpeboBaHue,
41066l PBO OCYLLECTBNAMM COOTBETCTBYOWME MTPB. ncnonb3ys QyHKUMIO, KOTopas TOYHO U OHO3HAYHO
accouumupyet aTpmbyTbl 6e30MaCHOCTH C 3KCMOPTUPYEMbIMU JAHHBIMUW M0/b30BATENA.

YnpasneHve: FDP_ETC.1

[eiicTBMA N0 ynpaayeHHI0 He NpeayCMOTPEHbI.

FDP ETC.2
A39 yHKLMIA ynpaBneHus knacca FMT MOXeT paccmaTpuBaThes CnefytoLuee aelicTame.
a) V3meHeHWe LONONMHUTENbHBIX MPaBus yNpasieHUs 3KCNOPTOM MH(opMaLuy nosb3osaTtenemM ¢ on-

peLeneHHON posbio.

Ayaut: FDP_ETC.I, FDP_ETC.2

Ecnn B M3/36 BKkMoYeHo cemeiicTBo FAU_GEN «[eHepauus gaHHbIX ayauTa 6e30MacHOCTU», TO
cnegyeT NpedycMoTpeTb BOSMOXHOCTb (B 3aBMCMMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa Cnegyowmx aei-
CTBUIA/COBbITY 1/NnapaMeTpoB.

a) MUHUManbHBbIA: yCreLwH bl 3KCNOPT UH(opMaLuK.

6) ba3oBbIiA: BCe MOMbITKM 3KCMOPTUPOBATb MH(OPMALIMIO.

3-1 -1 w 2
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FDP_ETC. 1 3KcnopT faHHbIX Nonb3osatens 6e3 aTpubyTos 6e30nacHOCTU

WNepapxuyeckuii ansa: HeT NOAYNHEHHBIX KOMMOHEHTOB.

FDP_ETC.1.1 ®BO a0/mKHbI OCyLLecTBATbL |Ha 3HaueHve: M® B ynpasneHun gocTynom u/tuu Mdb
ynpasneHus UHHOPMALMOHHLIMU NOTOKaMU| NPY IKCMOPTe AaHHbIX MOMb30BaTeNs, KOHT-
ponvpyemom N6, 3a npegenst O4d.

FDP_ETC. 1.2 b0 pomKHbI 3KCMOPTUPOBaTb AaHHble MONb30BaTeNs 6e3 aTpnbyToB 6e30MacHOCTH,
accoLMMPOBaHHbIX C AaHHbIMU MONb30BATENA.

3asucumocTu: [FDP ACC.1 OrpaHuyeHHOe yrpas/neHue 4OCTYMNOM WUn
FDP_IFC.I OrpaHuyeHHOe ynpasneHne MHPOPMaLVOHHBIMY NOOKaMm|

FDP_ETC.2 3KcnopT AaHHbIX Nonb3osaTens ¢ aTpubytamMmm 6e30nacHOCTL

Vepapxunyecknii aT: HeT NOAUYNHEHHBIX KOMIMOHEHTOB.

FDP_ETC.2.1 ®BO aomkHbl oCyLecTBsATb [HasHayeHne: Md B ynpaBneHns gocTynom nm.w Meb
ynpasneHns MHhopPMaLOHHbLIMU MOTOKaM | MPY 3KCMOPTe AaHHbIX NO/b30BaTeNs, KOHT-
ponvpyemom N b, 3a npegenst O4d.

FDP_ETC.2.2 ®B5O pomkHbl 3KCNOPTMPOBaTb AaHHble MOIb30BaTeNs C aTpmbyTaMu 6Ge30macHoCTY,
accoLMMPOBaHHbIMU C JaHHbIMU NO/b30BaTEeNS.

FDP_ETC.2.3 ®50 pomkHbl 06ecreunTb, YTOOLI Npu aKcropTe 3a npegensl O atpunbyThl 6e30nac-
HOCTV OfIHO3HAYHO accoLMMPOBA/IUCH C IKCMOPTUPYEMbIMN AaHHBIMU M0/b30BATESNS.

FDP_ETC.2.4 ®BEO [0/MmKHbI peann30Bath CeaytoLLye npasua npu 3KCropTe faHHbIX N0Mb30BaTeNd
13 Od: [HasHaueHWe: JONONHUTENbHbIE NpaBUia ynpasneHWs 3KCNopTOoM MHopma-
umn].

3asucumoctu: [FDP_ACC.| OrpaHnyeHHoe ynpasneHye JOCTYNOM Um
FDP_1FC.1 OrpaHuyeHHoe ynpas/eHne UHPOPMaLMOHHbIMK NOTOKamm!

6.5 MonnTuka ynpasneHns MHGopMaLMoHHbIMM noTokamu (FDP_IFC)

XapakTepncTyiKa cemelicTea

CeweiictBo FDP_1FC naeHTuguumpyet MPE ynpasneHus nHHOPMaLMOHHBIMK NOTOKaMK, yCTaHaB-
NBas UM MMeHa, 1 onpegensieT 061acTi AeNCTBUA NOANTUK, 06pasyoLnMX NaeHTUHNLMPOBaHHYIO YacTb
ynpasieHns MHHOPMaLMOHHbIMU NoTokamu MNBO. 37K 061acTH AeliCTBMA MOXHO XapakTepu3oBaTb Tpems
MHOXECTBaMU: CyObeKTbl NOA yrpaBieHNeM MOMMTUKKU, UHADOPMAUMS MOA yNpaBieHUeM MNOMUTUKN U
ornepauun nepeMeLLeHns ynpasnseMoin NHpopMaLmmn K ynpasnseMbiM cyO6bekTaM 1 OT HUX. Ha KOTopble
pacnpocTpaHseTcs nonutuka. O6LLMe KpUTepMM AOMYCKAtOT CYLLIECTBOBAHME HECKObKUX MONUTUK, KaxKaas
U3 KOTOPbIX UMEET YHUKa/TbHOE MMSA. ITO AOCTUraeTCsA NOCPEACTBOM BbIMOMHEHUS UTEPALMii KOMMOHEHTOB
paccmaTpvBaeMOro CeMeiicTBa No OAHOMY pasy Ans KaKAoi MMeHOBaHHOM MOAUTMKM yNpaBaeHns nHgpopma-
LMOHHBIMK NoToKamu. Mpasuna, onpegenstoLime PyHKUUOHAIbHbIE BO3MOXHOCTU M®B ynpaBneHns uH-
(hopMaLOHHbIMK NOTOKamK, GyayT yCTaHOB/IEHbI APYTMM cemeiicTBaMu, Takummn Kak FDPJFF n FDPJ5DI.
VimeHa MdB ynpasneHns MHHOPMaLNOHHbIMW NOTOKaMKW, MAEHTUGULMPOBaHHbIE B cemelicTBe FDPJFC.
BabHeliLleM 6yayT NCMOMb30BaTbCA MOBCEMECTHO B TeX (DYHKLMOHabHLIX KOMMOHEHTaX, KOTOpble BKKO-
yatoT B Cebs onepaLmio, 3anpaLlvBatoLLy0 HasHaYeHve uv Bblbop «MPB ynpasneHns MHHopMaLoHHbIMK
noTokamu™.

MexaHu3am ®BO ynpaBnseT MHPOPMaLMOHHBIMU NOTOKaMU B COOTBETCTBUM C M®PE ynpaBneHnUs UH-
thopmaLMOHHbIMY MoTokamu. Onepauun, KOTopble U3MeHSN Gbl aTprbyThl 6e30MacHOCTM UH(OpMaLMK, B
06LLeM cnyyae HeoMyCTVMBbI, MOCKOMbKY 3TO 6b1/10 Obl HapyLeHem M®E ynpasneHUs MHPOPMaLOHHbIMK
notokamu. OfIHaKo, Kak UCK/OYEHWE, TaK1e onepaLmm MoryT 6bITb paspelleHsl B M®b ynpasneHns nHGop-
MaLMOHHBIMY MOTOKaMW, KOrja 3To ABHO OnpeseneHo.

PaH>XnpoBaH1e KOMMOHEHTOB

FDP_FC Monrmksa ynpawaHbl biHpop- 1 3
(wLLUHHBINI MOTOMM 1

FDP_IFC.I «OrpaHuyeHHOe ynpasneHne MHHOPMaLNOHHLIMU MOTOKaMWU™* CoaepXXuUT TpeboBaHue, YTo-
6bl KaxKgas naeHTuduumposaHHas Madb ynpasneHns MHOOPMaLMOHHBIMU NOTOKaMM BbINOHANACh ANS NOS-
MHOXECTBa BO3MOXHbIX OMepaLuii Ha MOAMHOXECTBE MH(POPMALMOHHbIX NOTOKOB B OO.

FDPJFC.2 «MonHoe ynpasneHne MHHOPMALMOHHbIMU NMOTOKaMU™* cOLepXmMT Tpe6GoBaHUe, YTOObI KaxKaas
nieHTupuymposaHHas Ma®b ynpasneHns MHHOPMaLMOHHbIMY NOTOKaMW OXBaTblBasa BCE OMepaLmmn ans
CyObeKTOB M MH(opMaLMIo Noj ynpasneHnem atoii MPb. Takxke TpebyeTcs, YTO6LI BCe MHHOPMALMOHHbIE

K]
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noToKM 1 onepauuu B npegenax OZ1® 6binn 0XBayeHbl XOTA Bbl MO 0A4HOW MAEHTUGULMPOBaHHOW MPb
ynpaBneHns NHHopMaLMOHHbIMK NoTokamu. COBMECTHO ¢ KOMMNOHeHTOM FPT. RVM.1 3To obecreunBaeT
acneKT «MOCTOsIHHAA FOTOBHOCTL* MOHUTOPUHIA 06paLLeHNiA.

Ynpaenenne: FDPJFC.I, FDPJFC.2

[JeicTBMA N0 ynpaeneHnto He NpeayCcMOTPEHbI.

Ayaut: FDPJFC.I, FDPJFC.2

HeT naeHTMdnLMpoBaHHbIX AeCTBMIA/COBLITWIA/NapamMeTpoB, AT KOTOPbIX CreAyeT NpeaycMOoTpeTb BO3-

MOXHOCTb ayauTa.

FDPJFC.l OrpaHuyeHHOe ynpaBieHne HHopMaLMOHHbIMM NOTOKaMU

Wepapxuyeckunii gns: HeT NogunMHeHHbIX KOMMOHEHTOB.

FDPJFC.1.1 ®BO [0omKHbI OCYLLECTBAATL [HasHaueHwe: MNP B ynpasneHns MHPopMaLyoHHbIMKA M0-
ToKamu\ ANs [Ha3HaYeHWe: CrMCOK Cy6LeKT OB, MHGhopMaLy 1 onepaLumn nepemMeLLeHms
ynpasnsemoii MHpopmaLmumn K ynpasnseMbiM Cy6bekTam v 0T HUX, HA KOTOpoe pacnpo-
cTpaHaeTca UPb'\.

3asucumocTtn: FDPJFF.I MpocTbie aTpnbyThl 6e30MacHOCTH

FDPJFC.2 MonHoe ynpasneHne MHHopMaLMOHHLIMA NOTOKaMM

Wepapxuyeckuii gns: FDPJFC.1

FDPJFC.2.1 ®BbO gomkHbl 0CYyLeCcTBNATb | Ha3HadeHue: MPB ynpoLyeHns MHGHOoPMaLMOHHbLLM NOTO-
KamuI] Ans | HasHauYeHWe: CNCOK Cy6bEKTOB 1 MHChopMaLIMK| 1 BCEX Omepauyii nepemMeLLie-
HUS YNpaBisemMoi MHPOPMaLIMK K yrpaBisieMbiM Cy6bekTaM 1 OT HUX, Ha KOTOpble pac-
npocTpaHseTca Neb.

FDPJFC.2.2 ®BbO pomkHbl 06ecneunTs, 4Tobbl B npegenax OA® Ha Bce onepauuy nepemeLleHns
ynpasnseMoii MHhopMaLmm ynpasnsieMbiM CyObekTam M OT HUX PacnpocTpaHsanach Ka-
Kas-nm6o MNP b ynpasneHns MHHOPMALIMOHHBIMM NOTOKaMMW.

3asucumocTn: FDPJFF.1 TMpocTble aTpnbyThl 6€30NacHOCTH

6.6 PyHKUMW ynpaBneHWs NHPOpPMaLWOHHbIMK noTokamu (FDPJFF)

XapaKTepucTmKa cemeincTaa

CewmeiicTBo FDPJFF onucbiBaeT npaBmia A1 KOHKPETHbIX (DYHKLMIA, KOTOPble MOTYT peann3oBaTb

M®E ynpasneHns MHHOPMaLMOHHLIMW NOTOKamu, MMeHoBaHHble B FD PJFC, rae Takke onpefeneHa 06-
nacTb [eiCTBMS COOTBETCTBYHOLLEN NOANTMKM. CeMeiiCTBO COAEPXKMT ABa Tuna TPeboBaHWIA: OAMH CBS3aH C
06bI4YHBIMU UH(OPMALIMOHHBIMW MOTOKaMK, a BTOPO —C HepaspeLLeHHbIMY MHGHOPMaLMOHHbLIMI MOTOKaMM
(CKpbITbIMM KaHanamu). 1->fopasfeneHne BO3HNKAET, NOTOMY YTO Npob/iemMa HepaspeLLeHHbIX MHPOopMaLoH-
HbIX MOTOKOB B HEKOTOPOM CMbIC/IE MPOTUBOPEUUT OCTa/IbHLIM acriektam MPB ynpasneHns MHHOPMaLMOH-
HbIMU NOTOKamu. M0 CyLLECTBY, CKPbITbIE KaHATbI Jal0T BO3MOXHOCTb 06X0AuTh M®B ynpasneHns nHpop-
MaLMOHHbIMU NOTOKaMMW B HapyLUeHWe NOANTUKKN. TakuM 06pa3oM, BO3HWMKAET NOTPe6HOCTb B CreLmanbHbIX
(DYHKLMAX, KOTOPble NM60 OrPaHNYMBAIOT, IMBO0 NPeAOTBPaLLAOT UX BO3HUKHOBEHME.
PaH>knpoBaHve KOMMNOHEHTOB

FDPJFF.I «IpocTble aTpubyTbl 6€30MacHOCTU™ cOfepXXUT TpeboBaHMe Hanmuua atpnbyTos 6e3onac-
HOCTW MH(OPMALIMM 1 CYObEKTOB, KOTOPbIE BbICTYMAOT KakK MHULMATOPbI OTNPAaB/EHNS UK Kak nonyyarenm
3TON MH(opMaLMK. B HeM Takxke OMnpefensoTcs Npasuia, KOTopble He06X0AMMO peasin30BaTh C UCMO/b30Ba-
HMeM (YHKLUWW, 1 OMUCaHO, KakK YHKLUMA NodyYaeT aTpnbyThbl 6e30NacHOCTY.

FDPJFF.2 «/epapxuyeckvie aTpmbyTbl 6630MacHOCTU» paclumnpsieT TPeboBaHMA NpeabiayLLero Komno-
HeHTa, Tpebys, 4Tobbl Bee MdDB ynpaBneHns nHgpopmayoHHbIMK noTokammn B IBO ncnonb3oBann vnepap-
Xuyeckue aTpubyTbl 6e30NMacHOCTH, KOTOPble 06Pa3ytoT HEKOTOPYIO CTPYKTYPY.

FDPJFF.3 «OrpaHnuyeHne HepaspeLleHHbIX MHOPMaLMOHHBIX MOTOKOB» COAEPXUT TpeboBaHue, 4To-
6bl M®B pacnpocTpaHanack Ha HepaspelLeHHble MH(HOPMALMOHHbIE MOTOKM, HO He 0653aTeNlbHO YCTpaHs-
na ux.

a
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FDP_IFF.4 «HacTyHOe ycTpaHeHWe HepaspeLleHHbIX MH(OPMALIMOHHBIX MOTOKOB» COAEPXUT TpeboBa-
Hue. uyTo6bl M®E obecneunna ycTpaHeHe HEKOTOPbIX, HO He 0653aTebHO BCEX Hepa3peLLeHHbIX MH(opMa-
LIMOHHbIX NOTOKOB.
FDP 1FF.5 «[MonHoe ycTpaHeHUe Hepa3peLleHHbIX MH(HOPMALMOHHbIX NMOTOKOB» COAEPXMT TpeboBa-
Hue. uTo6bl M®B 06ecneumnnia ycTpaHeHVe BCeX Hepa3peLLIeHHbIX NHOPMALMOHHBIX MOTOKOB.
FDPJFF.6 «MOHUTOPVHT HepaspeLLeHHbIX MH(OPMaLMOHHbIX NOTOKOB» COAEPXXUT TpeboBaHme, YTo-
6b1 MPB oTCNeXmBana HepaspeLleHHble MHHOPMALMOHHbIE NOTOKW, MaKCUMAaIbHAsA UHTEHCUBHOCTb KOTOPbIX
MpeBbILLIAET 38/laHHOEe NOPOroBOe 3HAYeHMe.
Ynpaeneuve: FDPJFF.I, FDPJFF.2
[na dyHKUMA ynpaaseHuns n3 knacca FMT MOXeT paccmaTpuBaThCs CreaytoLee AeincTaue.
a) YnpasneHvie aTpubyTamu, NCNOb3yEMbIMM AN IBHOTO paspeLleHns 1 3anpeLLeHuns gocTyna.
YnpasneHune: FDPJFF.3, FDPJFF.4. FDPJFF.5
[eicTBns No ynpasneHnto 418 3TUX KOMMNOHEHTOB He MPeayCMOTPEHbI.
Ynpasnexuve: FDPJFF.6
[ns dyHKUniA ynpaBneHus u3 knacca FMT mMoryT paccmatprBaThCs CriefytoLime AencTaus.
a) BkoyeHne nnm oTKNIYeHne MYHKLUUM MOHUTOPUHTA.
6) Moantmkaums MakCManbHOW MHTEHCUBHOCTU, KOTOPas OTCNEXUBAETCA NPY MOHUTOPUHTE.
Aygut: FDPJFF.l, FDPJFF.2, FDPJFF.5
Ecnn B M3/36 BKtoYeHo cemeiicTBO FAU_GEN «leHepauusa AaHHbIX ayguTa 6e30MacHoOCTM™, TO
crnegyeT NpesycMOoTpeTb BO3MOXHOCTb (B 3aBUCUMOCTM OT BbIOPAHHOIO YPOBHSA) ayauTa Crefyrowmx aei-
CTBHI1/COObITWIA/NapaMeTpOB.
a) MyHVUMa/bHBbIN: paspeLLleHns Ha 3anpalunBaemble MHPOPMaLVOHHbIE MOTOKN.
6) Ba3oBbIii: BCce peLleHns No 3anpocam Ha MH(MOPMAaLMOHHbIE MOTOKW.
B) [leTann3npoBaHHbIli: cneymanbHble aTpubyTbl 6630MacHOCTM, UCMOMb3YeMble MPU MPUHATUN peLle-
HWIA MO OCYLLECTBAEHUIO NH(OPMALMOHHbLIX MOTOKOB.

r) JleTann3npoBaHHbIiA: HEKOTOpbIE crieundmryeckme NOAMHOXKECTBA MH(hOPMaLMK, nepegaqa KoTopoi
obycnosnieHa LensmMy NonMTuky (HanpumMep, ayauT matepuanos, 4TS KOTOPbIX TPud CEKPETHOCTK
ObIN MOHWXEH).
Nyout: FDPJFF.3, FDPJFF.4, FDPJFF.6
Ecnm B M3/3b6 BkAoueHo cemelictBo FAU_GEN «[eHepauus gaHHbIX ayauTa 6e30MacHOCTW», TO
cnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTMW OT BbIGPaHHOIO YPOBHS) ayAuTa Crefyrowmx geid-
CTBUIA/COBLITUIA/NapaMeTPOB.
a) MuHMManbHbIA: paspeLleHns Ha 3anpallBaeMble MHPOPMAaLMOHHbIE NOTOKMU.
6) ba3oBbIiA: BCe peLleHns No 3anpocaM Ha UH(PIOPMALMOHHbIE MOTOKMU.
B) ba3oBbIil: MCMO/b30BaHME BbIBNEHHbLIX CKPbITbIX KaHaN0B.
r) JeTannanpoBaHHbIii: cneunduyeckne aTpubyTbl 6€30MacHOCTY, UCMO/b3yEMbIe MPU NPUHATUAN pe-
LUEHWIA NO OCYLLECTBNEHMIO MH(OPMALIMOHHbIX NOTOKOB.

[) [eTann3npoBaHHbIA: HEKOTOpPbIE Cneunduyeckme NOgMHOXeCTBA UHGOpMaLun, nepefada KOTopoi
obycnosnieHa LensamMy NoAMTuKK (Hanpumep, ayauTt MaTepuasios, Ans KOTOPbIX Fpud) CEKPeTHOCTM
OblI1 MOHVKEH).

) [leTann3npoBaHHbIiA: MCNO/b30BaHME UAEHTU(MLMPOBAHHbIX CKPbITbIX KaHa/I0B, A1 KOTOPbIX OLeHKa
MaKCVMa/IbHON MHTEHCUBHOCTY NPEBbILLIAET 3ajaHHOEe NMOPOroBOe 3HAYEHME.

FDPJFF.I MpocTble aTpnbyThl 6€30MacHOCTH

Vepapxuyeckuii gnis: HeT NogYMHEHHbIX KOMMOHEHTOB.

FDPJFF.1.1®B0 gomkHbl ocyLecTBsTb (HasHaveHue: M BynpasneHns MHPOPMALMOHHBIMM MO-
TOKamMun], 0OCHOBaHHYH0 HacnefyoLwumx Tunax atpubyToB 6e30MacHOCTU CYObEKTOB H
nH(opMaumu: [HasHaYeHne: MUHUMabHOe Y1Cio M Tun aTpubyToB 6e3onacHocTw].

FDPJFF.1.2 ®B50 gomkHbl paspeLluaTtb MHGOPMALMOHHBIA HOTOK MEXAY YNpaBaseMbIMU CyObEKTOM U
MH(hopMaLWeil NoCcpefCTBOM YNpaBsemMoii onepaLm, eCiv BbIMONHAKOTCS CleAytoLme npa-
Buna: [Ha3HaueHMe: OCHOBaHHble Ha aTpubyTax 6e30MacHOCTH OTHOLUEHUs, KOTOopble
Heo6Xx0AMMO NOAAEP>KMBATb MeXKay aTpubyTamu 6e30nacHOCTU Cy6beKTOB U MHGOP-
mMauuu (4ns Ka>kaoi onepauum)|.

FDPJFF.1.3 ®BO pomkHbl peann3oBaTb [HasHaueHue: (LONONHUTENbHbIE NpaBwa MNP b ynpasneHus
MHOPMALMOHHBIMW NOTOKaMN J.

FDPJFF. 1.4 ®BO fomkHbl NpefocTaBuTb Credytolee [HasHayeHue: CcoK [OMONHUTENbHBLIX BO3-
MO>KHOCTEeR 11DB\.
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FDP_IFF. 15 ®BbO fo/mkHbI ABHO paspeLlaTb MH(HOPMALMOHHBIA NOTOK, OCHOBbLIBAACH Ha CeayHLLmX
npasunax: [HasHaueHue: OCHOBaHHbIe Ha aTpubyTax 6e3onacHoCTV npasuia, KOTOopble
SIBHO pa3peLLaloT MH(OPMaLMOHHbIE NOTOKK|.

FDP_1FF. 1.6 ®B50 fomkHbI IBHO 3anpeLlaTb MHPOPMaLMOHHbIA MOTOK, OCHOBbLIBasACh Ha CNefyHLLmnX
npaeunax: (HasHa4YeHue: OCHOBaHHbIE HA aTpnUbyTax 6esonacHOCTH npasLlua, KOTOopble
SIBHO 3anpeLyar T NHDOPMaLMOHHbIe NOTOKM].

3asucumoctu: FDP_IFC.| OrpaHuyeHHoe yrpaBneHue MHHOPMaLMOHHLIMU NMOTOKaMM
FMTMSA.3 NHuumanusaums ctaTuyeckmx atpubyTos

FDP_IFF.2 Nepapxuyeckune atpnbyTbl 6e30MacHOCTU

Wepapxuyeckuii gns: FDP_1FF.1

FDP_1FF.2.1 ®BbO fomkHbl ocyLLecTBAATh (Ha3HayveHue: MNdb ynpasneHus MHHOPMaLMOHHLIMA NOTO-
Kamu], OCHOBaHHYO Ha CefytoLLmMx Tunax atpubyTos 6e30MacHOCTA Cy6bLEKTOB U NH-
thopmaumm: (HasHaYeHUe: MUHUMANIBHOE YMCIO0 M TUN aTpuoy TOB 6e30nacLuKTH].

FDP_IFF.2.2 ®BO gomkHbl paspeLuatb MHOPMAaLMOHHbIV NOTOK MeXAy YrpaB/isieMbIM/A Cy6bEKTOM
1 nHopmaLueil NoCPeACcTBOM ynpaasseMoli onepauun, eciy BbINOMHAKOTCA Cnefyto-
LLe NpaBuna, OCHOBaHHbIE Ha YNOPAA0YEHHbIX CBA3AX MeXy aTpubyTamu 6e3omacHoc-
TW: (Ha3HaYeHme: OCHOBaHHbIE Ha aTPUOyTax 6e30MacHOCTY OTHOLLIEHWS, KOTOpbIE HE0O-
X0L4¥MMO nocMep>KuBaTb MeXKAy aTpubyTamy 6e30nacHOCTU CyObeKTOB M MHopMaLmmn
(@na ka>kgoii onepauun)].

FDP_IFF.2.3 ®B0O pomxHbl peann3oBaTb (Ha3HaueHWe: JONONHUTeNbHbIE Npaslwa Mdb ynpasneHus
MHChOPMALWOHHBIMM NOTOKamm\.

FDP_IFF.2.4 ®BO fomKHbI NpefocTaBuTL criefytolee |HasHauYeHWe: CNUCOK AOMNOMHUTENbHbIX BO3-
MO>KHOCTel Mdb].

FDP_IFF.2.5 ®BO gomKHbI ABHO paspeLuaTs MHPOPMALMOHHBIA MOTOK, OCHOBbIBASICh Ha CeayoLLyX
npaswnax: (HasHa4YeHve: OCHOBaHHbIE Ha aTpubyTax 6e3onacHoCTX npaslia, KoTopble
SIBHO paspeLaoT MHOPMALWOHHbIE NOTOKM].

FDP_IFF.2.6 ®B0O go/mkHbI SBHO 3anpeLaTs MHMOPMaLMOHHbI/ MOTOK, OCHOBbLIBAACH Ha CNEAYHOLLMX
npasunax: (HasHa4YeHVe: OCHOBaHHbIE Ha aTpubyTax 6e3onacHoCTX Mpaslia, KoTopble
SIBHO 3anpeLalnT UHHOPMALMOHHbIE NOTOKW].

FDP_IFF.2.7 ®B0 fo/mkHbI peann3oBaTth CeaytoLye OTHOLLEHWS A5 I00bIX ABYX LONYCTUMbIX aTpu-
6yTOB 6€30MaCHOCTY YNpaB/eHNs UHHOPMALOHHLIMU NOTOKaMM:

a) CYLLeCTBYeT (DYHKLMA YNopsagoveHns, Kotopas onpesenset A1 AByX LONyCTUMbIX aTpubyTos 6e30-
NacHOCTW, SBMAKOTCA M OHX PaBHBIMU W/IN XKe OAVH 13 HUX GO/bLLe APYTOro, UK Xe OHW HecpaBHU-
Mbl;

0) CyLLECTBYeT «HauMeHbLLIas BEPXHASA rpaHb™ B COBOKYMHOCTY aTpnbyTOB 6e30MacHOCTM Takasl, YTo 415
NtoBbIX JBYX AOMYCTUMBIX aTprbyTOB 6€30MacHOCTM HaMAeTCsA Takoin AOMyCTUMbIN aTpubyT 6e3omac-
HOCTU, KOTOPbIN 60/bLUE WM PaBeH ABYM LOMYCTUMbIM aTpubyTam 6e30nacHOCTY;

B) CYLLECTBYET «HaubO/bLLUAA HMXKHASA rpaHb» B COBOKYMHOCTM aTpubyToB 6€30MacHOCTM Takasl, YTo ans
NtobbIX ABYX AOMYCTUMBIX aTprbyTOB 6€30MacHOCTM HakAEeTCs Takoin AonycTUMbIN aTpubyT 6e3onac-
HOCTM, KOTOPbIA He 60/bLLe ABYX AONYCTUMbIX aTpUOYTOB 6€30MacHOCTMU.

3asucumoctun: FDIMFC.1 OrpaHuyeHHoe yrpasieHne MHPOPMaLMOHHbIMU NOTOKaMU
FMT_MSA.3 NHnunanmsaums cTaTuiecknx aTpubyTos

FDP_1FF.3 OdhaHHUYCHHEe Hepa3peLLeHHbIX MH(OPMaLMOHHbIX MOTOKOB

WNepapxunyeckuii ans: HeT NOgUMHEHHbLIX KOMIMOHE)ITOB.

FDP_1FF.3.1 ®BO go/mkHbl OCYLLEeCTBAATL [HasHaveHue: M b ynpasneHns MH(OpMaLnoHHbIMKA N0-
TOoKamu|, YTobbl OrPaHNYUTb MHTEHCUBHOCTL (Ha3HaYeHWe: TUMbl HepaspeLleHHbIX WH-
(hopMaLMOHHbIX NOTOKOB] [0 (Ha3HaueHWe: MaKcaHalbHas UHTEHCUBHOCTb].

3aBucumoctu: AVA_CCA.l AHaim3 CKPbITbIX KaHaoB
FDP_IFC.| OrpaHuyeHHOe ynpasneHue UHHOPMaLVOHHbLIMI NOTOKaMM

FDP_IFF.4 YacTuuHoe ycrpaHeHWe HepaspeLLeHHbIX MHGOPMaLMOHHbIX MOrOKOB

Vepapxuueckuii gns: FDPJFF.3

FDP_IFF.4.1 ®BO fo/XHbl OCYLLECTBNATL (Ha3HaveHue: MNPb ynpasneHns WHHOPMALMOHHBIMU NO-
TOoKaMu]. 4To6bl OrpaHNYnTL MHTEHCUBHOCTb [Ha3HaYeHWe: TUMbl HepaspeLLeHHbIX UH-
(hOpPMaLMOHHbIX MOTOKOB] A0 [Ha3Ha4eHVe: MakCUMabinas MHTEHCUBHOCTb].

FDP_IFF.4.2 ®BO fomkHbI NpesoTBpawath [HasHayeHWe: TuMbl HepaspeLLeHHbIX MHOPMALIMOHHBIX

NoTOKOB].
3-2—1)23 %
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3asucumoctun: AVAJL'CA. 1ANatuTt CKpbITbIX KaHaIoB
FDP_1EC.1 OrpaHuyeHHOe ynpaBneHne MHHOPMaLVMOHHLIMK MOTOKaMN
FDPIFF.5 OTcyTCTBME HepaspeLleHHbIX MH(OPMaLMOHHbBIX NOTOKOB
Wepapxuueckuii gna: FDPJFF.4
FDP IFF.5.1 ®BO gomkHbI 06eCNCYKIb, YTOObI He CYLLLECTBOBASIO HUKAKMX HepaspeLleHHbIX HGopMa-
LIMOHHbIX NOTOKOB, CMOCO6HbLIX HAPYLIWTb | Ha3HaueHWe: umsa M® B ynpasneHus uHgop-
MaLMOHHbIMW NOTOKamul.
3aBncumoctn: AVA_CCA.3 VicuepnbIBatoLLWi aHa/IM3 CKPbITbIX KaHaI0B
FDPJFC.1 OrpaHu4eHHOe ynpasneHve NHHOPMALMOHHLIMW NOTOKaMM
FDP_IFF.6 MOHUTOPUHI Hepa3speLleHHbIX NHHOPMaLMOHHBIX NOTOKOB
Vepapxuueckuii onis: HeT NofUYMHEHHbIX KOMMOHEHTOB.
FDP_IFF.6.1 ®BO pomkHbl 0CYyLLeCcTBASTL [HasHaveHne: M b ynpaBneHns MHGOPMaUMOHHbIMK MO-
ToKamu], 4Tobbl OTCNEANTL | HA3HAYEHVE: TUMbl Hepa3peLLeHHbIX UHOPMALIMOHHBIX NOo-
TOKOB], KOra OHM MpeBbILLAOT [Ha3HaueHre: MakcuMabHas UHTEHCUBHOCTb).
3asucrmoctu: AVA _CCA. | AHanm3 CKpbITbIX KaHa108
FDP_IFC.| OrpaHnyeHHOe yrnpaBnieHne NHPOPMaLOHHLIMW NOTOKaMM
6.7 VIMMNOPT faHHbIX 13-3a npegenos gelicteus B0 (FDPJTC)
XapaKTepucTmKa cemeincTea
Cewmeiicteo FDPJTC onpefensieT mMexaHu3mbl 418 Nepefaqn faHHbIX nosb3osatens B OO Takum
06pa3oM, 4TO6bl 3TU AaHHble UMeNn Tpebyemble aTpnbyThl 6€30MacHOCTU 1 3aWwmnTy. B cemeiicTBe Takke
paccmaTpuBaloTCA OrpaH1yYeHns Ha UMMOPT W onpegeneHmne Tpebyembix aTpubyToB 630MacHOCTU, a TaKxe
UHTepnpeTaLus aTpnéyToB 6e30MacHOCTU, aCCOLMMPOBAHHbIX C JaHHLIMW M0/1b30BaTENS.
PaH>X1poBaHMe KOMMOHEHTOB

'ArO CeMelicTBO COLEPXKMT ABa KOMMOHEHTA, CBA3aHHbIe C COXpaHeHNeM aTpubyToB 6e30MacHOCTM UM-
NOPTUPYEMbIX AaHHbIX NOMb30BaTENs ANS NOANTMK .yNpaBeHUs AOCTYNOM WU MH(OPMALMOHHBIMI NMOTOKaMW.
KomnoHeHT FDPJTC.| «/IMNopT AaHHbIX nonb3osatens 6e3 aTpubyTos 6€30MacHOCTW» COAePKUT
TpGGOBaHI/IFI, YTOObI anI/I6yTbI 6e3onacHoCTn npasnnbHO nNpeacTanasann AaHHble NoNb3oBaTena U NoCTaBNA-

NIACb HE3aBNCUMO OT 06BLEKTA.
KomnoHeHT FDPJTC.2 «M/MMOPT faHHbIX NO/b30BaTeNs C aTpubyTamy 6e30MacHOCTU® COAEPXMNT

Tpeb6oBaHMs, 4TOObI aTpMOYThl 6€30MacHOCTY NPaBW/IbHO NPEeACTaBASAM AaHHbIE MOMb30BaTENs, a Takxke
TOYHO W OJHO3HAYHO aCCOLMUPOBAINCH C JAHHBIMI NMOMb30BaTENs, UMMNOPTUPYEMbIMU 13-3a Npeenos OAd.

Ynpaenenwne: FDPJTC.I. FDPJIC.2

[nsa pyHKunid ynpasneHuns 3 knacca FMT MoxeT paccmaTpyBaThCs CnefytoLlee AeicTBue.

a) Mogudrkaunsa LONOAHUTENbHBIX NPaBWA yrpaaneHHs. UCMOMb3YeMbIX 415 UMMOPTA.

Ayaut: FDPJTC.I, FDPJTC.2

Ecnn B M3/36 BKkMOYeHO cemeiictBo FAU_GEN «[eHepaumsi faHHbIX ayauTa 6e30MacHOCTM», TO
cresyeT NpesycMOTpeTb BO3MOXHOCTb (B 3aBUCUMOCTM OT BbIOPAHHOIO YPOBHSA) ayauTa Criefyrowmx aei-

CTBHI1/cO6bITWIA/NapaMeTpoB.
a) MyHUMa/bHBbIN: yCNeLHbIA UMNOPT AaHHbIX NO/b30BaTeNs, BKIOYas nobble aTpubyTbl 6e30MacHo-
cTu.
6) Ba3oBblii: BCe MOMbITKM MMMNOPTUPOBATH JaHHbIe NO/b30BaTeNs, BKIOYas Nobbie aTpubyThbl 6€30-
MacHocTL.
B) [leTann3npoBaHHbIii: cneLudukal s aTpubyTos 6e30nacHOCTY AN UMNOPTUPYEMbIX aHHbIX MO/b30-
Barensi. BbINOMHEHHAA YMOMHOMOUYEHHbIM M0/b30BaTENEM.
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FDP_ITC. 1 ImnopT AaHHbIX nonb3osaTens 6e3 aTpnbyTos 6e30nacHOCTM

Wepapxuyeckuii gns: HeT NogYnHEHHbIX KOMMOHEHTOB.

FDP_1TC.1.1 ®BO gomkHbl OcywecTBsATb [HasHaueHue: Mdbynpowerun gocTynom u/u.iu MPb
ynpasneHns MHPOPMaLMOHHBIMU MO TOKaMK) NPX UMMOPTE faHHbIX MO/b30BATENS, KOHT-
ponvpyemom M b, ns-3a npegenos O4P.

FDP_1TC.1.2 50 A0mMKHbI MTHOPUPOBATb /H06bIe aTPNOYThl 6e30MacHOCTU, aCCOLMMPOBaHHLIE C AaH-
HbIMU NO/b30BaTeNs, NPY UMMopTe 13-3a npegenos O d.

FDP_ITC. 1.3 ®b0O pomkHbl peann3oBaTs Ciedy Howye npasuia npy UMNopTe AaHHbIX M0Nb30BaTeNs,
KOHTponmpyemom MA® B, n3-3a npegenos OAd: [HasHaueHUe: AONONHNTENbHbIE NPaBUIN
YNpOLLEHNA MMNOPTOM|,

3asucumoctu: [FDP_ACC.I OrpaHuyeHHoe ynpasneHue 4OCTYNoM WiH
FDP_1FC.I OrpaHuyeHHoe ynpas/eHue NHPOPMaLOHHbIMU NMOTOKaMU]

FMT_MSA.3 NHnupanusaumsa cTaTuiecknx atpuoyTos

FDP_1TC.2 VIMNopT AaHHbIX N0Nb30BaTeNA € aT prbyTamm 6e30MacHOCTM

Wepapxuyeckuii gna: HeT NogYnHEHHbIX KOMMOHEHTOB.

FDP_1TC.2.1®dB0 fomkHbl OCyLWecTBATb [HasHaueHne: MdBynpameHnH gocTynom u/uam M b
ynpasneHns MHPOPMaLMOHHBIMU MOTOKamMu\ Mpy UMMOPTE faHHbIX NOJb30BATENS, KOHT-
ponvipyemom M b, ns-3a npegenos O4P.

FDP_ITC.2.2 B0 gomkHbI UCM0MNb30BaTh aTprbyThl 6630MaCHOCTYM, aCCOLMMPOBAHHbIE C MMNOPTMPYe-
MbIMW JaHHbIMUW M0Nb30BaTeNs.

FDP_1TC.2.3 ®BbO fomkHbI 06ecreynTb, 4TOObI MCNO/b3yeMbIii MPOTOKO/ NPeAyCMaTpuBan OfHO3HaY-
HyH0 accoLaLmio Mexy aTprbyTamu 6e30MacHOCTW H NMOMyYeHHbIMM aHHLIMU M0/1b30Ba-
Tens.

FDP_1TC.2.4 ®BO fomkHbl 06ecneumnTb, YTOOLI MHTEpPNpeTaums aTpubyToB 6€30MacHOCTM MMMOPTU-
pyembIX faHHbIX M0Nb30BaTENS Oblfa TAKOW, KakK NpefycCMOTPEHO UCTOUHWKOM JaHHbIX
rnosib3oBarens.

FDP1TC.2.5 ®BbO po/mkHbI peann3osartb CrefytoLime npasuaa npyu UMNopTe AaHHbIX Mob30BaTens,
KOHTponvpyemom MAd B, ns-3a npegenos OAd: [HasHaueHMe: AONONHNTENbHbIE NpaBMia
ynpasneHnt UMNopPTOM |.

3asucumocTu: [FDP_ACC.| OrpaHuyeHHoe ynpasneHve JOCTYMNOM Win
FDP_IFC.I OrpaHnyeHHoe ynpaBneHne NHPOPMaLMOHHbIMU NOTOKaMU]

FTPJTTC.I JoBepeHHblii kaHan nepefaqn mexagy ®50 nam
FTP_TRP.I JoBepeHHbIA MapLupyT]
FPT_TDC. 1 ba3oBas cornacoBaHHOCTb gaHHbIX @50 mexgy PO

6.8 [Mepepaya B npegenax OO (FDP_ITT)

XapaKTepucTyika cemeiicTaa

Cewmelicteo FDIMTT cofepXXuT Tpe60oBaHUSA, CBA3aHHbIe C 3aLUMTOM [JaHHbIX MOMb30BaTENS MpU UX

nepefaye Mexay pasfnyHbiMU yacTaMU OO MO BHYTPEHHEMY KaHany. STUM OHO OT/IMYaeTCs OT CEMeNCTB
FDP_UCT n FDPUIT, KoTopble 06ecrneynBaroT 3almTy AaHHbIX NOb30BaTeNs nNpu nx nepefade Mexay
pasnuyHbiMn ®BO No BHELWHEMY KaHasy, a Takke oT cemeiictB FDP_ETC n FDPJTC, KoTopble CBA3aHbI
C Nepefayein AaHHbIX 3a Npefenbl UH 13-3a Npeaenos felicTeus ®BO0.

PaH)X1poBaH1e KOMMNOHEHTOB

FDP.JTT.l «ba3oBas 3alMTa BHyTPEHHE nepegaumn» COAePXXMT TpeboBaHNe, YT06bI JaHHbIE M0/b30-

BaTe/s 6bIU 3allULLeHbl NpU Nepeaade Mexay yactamm OO.

FDPJTT.2 «Pa3aeneHve nepegaqn no atpubytam» COAEPXKUT B SONO/HEHNE K NEPBOMY KOMMOHEHTY

TpeboBaHWe pasaeneHuns JaHHbIX, OCHOBAHHOTO Ha 3HaueHUsX npucyLmx M B aTprbyTos.

3T

35
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FDP_ITT.3 «MOHUTOPUHT LIENIOCTHOCTU» COAEPXMT TpeboBaHue, YTobbl Pb KOHTPONMPOBaNa JaHHble
nonb3oBarens, nepegasaemMble Mexay yactamu OO. Ha Hanuyve MAEHTUPULMPOBAHHBIX OLWIMGOK LienocT-
HOCTW.

FDP_1TT.4 «MOHWUTOPWHT LLeNOCTHOCTH MO aTpubyTam™ paclumpseT TPETUIA KOMMNOHEHT, paspeLuas
[OMNOMHUTENBHYIO (HOPMY MOHUTOPUHIA LieNOCTHOCTU C pasfiefieHnemM, Ucnonb3yowmum npucyuime Naeb aT-
puoGYyTHI.

Ynpasneuue: FDPJTT.lI, FDPJTT.2

[na ¢yHKumnin ynpaBneHns u3 knacca FM T MOXeT paccmaTtpuBaTbCa crefytoLLee feiicTaue,

a) Ecnn ®BO npefocTaBnsoT HECKO/IbKO METO0B 3allMThbl AaHHbIX NM0Nb30BaTENS BO BpeMs nepejadu

Mexay pusnyecku pasgeneHHoiMm yacTamm OO. To PBO mMoryT npefsycMOTpeTb npefonpeseneH-
HYI0 pOJib C BbIGOPOM MeTOfa, KOTOPbIA ByfeT NCMO/b30BaH.

Ynpasnenne: FDPJTT.3, FDPJTT .4

[ns dyHKuMn ynpaBneHns n3 knacca FMT MOXeT paccMaTpuBaThbCs CieAyHoLLee AeiCTBYe,

a) BO3MOXHOCTb HACTPOViKM cheuutmKalum 4eicTBui, NPeAnpUHYMaeMbIX Nocie 06Hapy>KeHNs OLWNGKM

LIeNIOCTHOCTM.

Aygut. FDPJTT.l, FDPJTT.2

Ecnn B M3/36 BKMOYeHO cemeiictBo FAU_GEN «[eHepaumsi faHHbIX ayauTa 6e30MacHOCTM», TO
CnegyeT NpedycMoTpeTb BO3MOXHOCTb (B 3aBUCMMOCTY OT BbIGPAHHOIO YPOBHS) ayauTa Crefytowmx neii-
CTBHI1/cObbITUIA/NapameTpoB.

a) MyHVManbHbIA: ycnellHble nepefadn AaHHbIX MO/b30BaTens ¢ MaeHTUHMKaLuein ncnonb3yemoro

MeToZa 3aLUmnThI.
6) Ba3oBbIii: BCe NOMbITKW NepeaaTb JaHHbIe NOMb30BaTENA C UAEHTU(MKALNEN NCNONb3YEMOr0 METO-
[a 3almnTbl N0ObIX NPOM30LLEALLINX OLLIMOOK.

Aygut: FDPJTT.3, FDPJTT.4

Ecnn B M3/36 BkAYeHOo cemeiictBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTM», TO
cnefyeT NpesycMOoTpeTb BO3MOXHOCTb (B 3aBMCMMOCTM OT BbIOGPAHHOIO YPOBHSA) ayauTa Crefyrowmx aei-
CTBHIA/COBbITHIA/NapameTpoB.

a) MyHVMManbHbIA: yenellHble nepefadn AaHHbIX MO/b30BaTens ¢ MaeHTUMKaLmnein ncnonb3yemoro

MeToZa 3aLunTbl LieNIOCTHOCTY.
6) ba30BbIii: BCe MOMbITKN NepeaaTh AaHHbIe MOMb30BaTENs C MAEHTUDMKALMER NCNOb3yeMOro MeTo-
[@ 3alnTbl LENIOCTHOCTU W H0BbLIX NPOM30LLEALLINX OLINGOK.

B) ba30Bblii: HECaHKLMOHUPOBaHHbIE NOMbITKMA M3MEHUTb METOZ 3aLWNThI LIeIOCTHOCTM.

r) JeTann3npoBaHHbIi: AeACTBUSA, NPeANPUHUMAEMble NOC/e 06HAPY>KeHNS OWNOKM LIeNOCTHOCTU.

FDPJTT. 1ba3oBasi 3alumTa BHYTPEHHeN nepeaun

Wepapxunueckuin ans: HeT NoAYMHEHHBIX KOMMOHEHTOB.

FDPJTT.I ®BO pfomkHbl ocyLLecTBATL [HasHaueHue: Md B ynpasneHus gocTynoMm wu/mnu Mo b
ynpaBneHns MHHOPMaLMOHHbIMY MO TOKamu], 4Tobbl NPeAoTBPaTUTL [BbIOGOP: PackpbITwe,
mMogucuKaums, HelOCTYNHOCTW JaHHbIX MO/Mb30BATENS MPW UX Nepefade Mexay gpusnyec-
K1 pasgeneHHbiMm vyactamm OO.

3asucumocTu: [FDP_ACC.| OrpaHuyeHHoe yrpasneHue JoCTyrnoM Uin
FDPJFC.I OrpaHyyeHHOe ynpasneHne HPOPMaLMOHHbIMU NOTOKamu|

FDPJTT.2 Pa3geneHve nepefayn no atpubytam

Wepapxuyeckuii gns: FDPJITT.|

FDPJTT.2.1®B0 gomKHbI ocyLwecTBNATb [HasHadyeHue: MPB ynpasneHus gocTynom wu/unm NMeb
ynpa&HoLus MLL/opMaLyYoHHbIMU NOTOKamMu], 4ToObl NPesoTBPaTUTL |BbIGOP: packpbITwe,
MogncrKaums, HeJOCTYNHOCTW AaHHbIX MOMb30BATENA MPU UX Nepefade Mexay Gusn-
Yyecku pasgeneHHbiMy vactamum OO.

FDPJTT.2.2 ®50 po/mKHbI pasfensdtb AaHHble, KOHTpoaupyemble MNP B, npy ux nepegaye mexay'
(hmsnyecku pasgeneHHbIMy YacTamyu OO. 0CHOBbIBAACH HA 3HAUEHWAX CNefyoLMX aTpu-
6yTOB: (HasHaueHve: aTpuby Thl GEIOHUCHOCTW, KOTOpPble TPebYT panjeneHnus faH-
HbIX].

3asucumocTu: [FDP_ACC.|I OrpaHuyeHHoe ynpas/eHye 4ocTynom uim
FDPJFC.I OrpaHnyeHHoe ynpasfieHne MHPOPMaLMOHHbIMW NOToKaMu!
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FDP1TT.3 MOHUTOPUHT LIe/IOCTHOCTK
Wepapxuyeckuii gns: HeT NogYnHEHHbIX KOMMOHEHTOB.
FDP_ITT.3.1 ®BO fo/mkHbl OCYLLECTBNATL |[HasHayeHwe: 11PE ynpasneHus goctynom u/unm /1B
ynpasneHus MHHoPMaLMOHHbIMW NOTOKaMu], 4To6bl KOHTPOMPOBATb faHHbIE M0/b30Ba-
Tend, nepefiaBaemvble MeXAy (u3nNYeckun pasfeneHHbiMm yactamm OO, Ha Hamuwe cre-
LYHOLWMX OLWKNGOK: (HasHayeHMe: OWMOKM LenocTHoCTU].
FDP_1TT.3.2 Mpun 06Hapy>eHUW OLMOKM LENOCTHOCTU AaHHbIX PBO [OMKHLI NPeAnpuHATL Ha3Have-
Hue: |YelicTBuMA Npu OLWNOKe LienocTHOCTK].
3asucumoctn: [FDP_ACC.| OrpaHnyeHHoe ynpasneHue fOCTYNOM Wm
FDP_IFC.|I OrpaHuyeHHOe ynpasneHne NHHOPMAaLMOHHBLIMU NOTOKamm)
FDP_ITT.| ba3oBas 3al1Ta BHyTPEHHel nepefaqu
FDP_ITT.4 MOHWTOPUWHI LLeNOCTHOCTY HO at pubyTam
Wepapxuyeckuii gna: FDP_1TT.3
FDP_ITT.4.1 ®BO pomKHbl OCYLLecTBNATL |Ha3HaueHue: MPB ynpaenenus goctynom wu/unu MPb
yNnpasneHns MHPOPMALMOHHBIMW NOTOKamMK], YToBbI KOHTPOIMPOBATL fAaHHbBIE M0/1b30Ba-
Tens, nepesasaemMble MeXAY GU3NYeCKM pasfeneHHbiMM vactamm OO, Ha Hanuuyume cre-
JyHOLWmMX OWN6OoK: (Ha3HaueHue: OWnOKN LeNoCTHOCTU], OCHOBbIBAACh Ha CRedyHoLLmX
aTpubyTax: [HasHaueHue: aTpubyThbl 6e30MacHOCTM, KOTOPble TPebyloT pasgencHus
KaHa.toB nepegauu].
FDP_1TT.4.2 MNocne 06Hapy>eHWs OWnOKN LeNOCTHOCTM AaHHbIX PEO fo/mKHbI NpeanpuHAThL (Ha-
3HaYeHue: AeNCTBUS NPY OLIMOKE LIENOCTHOCTH].
3asucumoctu: [FDP_ACC.I OrpaHuyeHHoe ynpasneHune 4oCcTyrnomM umm
FDPJFC.1 OrpaHn4eHHOe ynpas/eHye NHHOopMaLMOHHbIMY NoToKaMu!
FDP_1TT.2 Pa3aeneHue nepegayn no atpmbyTtam
6.9 3awwTa octatouHoii uHdopmauumn (FOP_RIP)
XapakTepucTyika cemelictaa
CewmeiicTBo FDP R1P cBs3aHO ¢ HE06X0AMMOCTbLIO 06ecneyeHns NOCNeAyHOLLEen HeOCTYMHOCTH yaa-
NEeHHON MH(OpPMaLMM 1 OTCYTCTBMS BO BHOBb CO3[aHHbIX 06bEKTaX MHQOpMaLun, KOTOpYH He creayeTt
0CTaaTATh JOCTYMHOW. DTO CEMECTBO COLEPXKNT TPe60BaHMA 3aLLMTbI MHOPMAaLMK, KOTOPas YXKe IOrMYecKu
yfasieHa v UCKN0YeHa 13 paCCMOTPEHUS, HO (PU3NYECKM BCe eLlie MOXEeT NpUCyTCTBOBaTh B Npegenax OC).
PaHXvipoBaH1e KOMMOHEHTOB

[TAP_H1P Sdwirra iCrAnMmioa bIHpIKAaL 1M | I 3 = I

FDP_RJP. 1«OrpaHunyeHHas 3awwuta 0CTaTouHON nHhopMaummn™ cogepxut TpebosaHue, 4tobsl D60
06ecneunnn HefOCTYMHOCTb COAEPXKaHMSA BCE OCTAaTOYHON MH(OPMaLMKM NOObIX PECYPCOB A4/15 ONpeseNieHHOo-
ro NogMHOXecTBa 06bekToB B OZ1P npu pacnpefeneHnn UM 0CBO6GOXKAEHUN pecypca.

FDP R1P.2 «[NonHas 3awnTa OCTaTOMHON MH(OpMaLMmn» coaepXXnT TpeboBaHme, 4tobel @BO obecne-
UMM HeLOCTYMHOCTb COAEPXKaHNS BCel OCTaTOYHOW MH(opMaL Ky No6bIX PecypcoB 415 BCeX 06BEKTOB Npu
pacnpegeneHumn unm ocBo6oXeHUn pecypca.

YnpasneHune: FDP_RIP.lI, FDP_R1P.2

[nsa pyHKunid ynpasneHuns n3 knacca FMT MOXeT paccMaTpuBaTbCs CrefytoLLlee feliCTBUe.

a) BO3MOXXHOCTb HaCTPOIKK, KOrfa BbINOAHATL 3aLMUTY OCTAaTOYHON HopMauuu (T. e. Npu pacnpege-
neHun unmn oceoboxaeHnm) B npegenax OO.

Aygut: FDP_R1P.1, FDP_RIP.2

HeT ngeHTMdnLMpoBaHHbIX AeCTBNIA/COBLITUI/NapamMeTpoB, ANS KOTOPbIX CNefyeT NpeLycMOTPeTh BO3-
MOXXHOCTb ayauTa.

FDP_RIP.I OrpaHnuyeHHas 3alimMTa 0CTaToOuHOM UH(opMaLmn

Vepapxuyecknii gns: HeT NOAUYMHEHHBIX KOMIMOHEHTOB.

FDP_R1P.1.1 ®B0 fomkHbl 06ecneunTb HEAOCTYMHOCTL IF060r0 Npeablay LWero MHGOoPMaLMOHHOO Co-

[epxaHuna pecypcos npu (BbIGOp: pacnpefeneHne pecypca, 0cBobo>KaeHre pecypcal ans
CNefyHoLWMX 06BEKTOB: | HA3HAYeHMe: CNNCOK 06beKTOB].
3aBNCUMOCTK: OTCYTCTBYHOT.
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FDP_RIP.2 lMonHas 3awiMTa 0CTaTO4YHON MHGopmaLmm
Wepapxunueckuii gna: FDP_RIP.I
FDP_R1P.2.1 ®B0O pomxHbl 06ecne4nTbHeA0CTYNHOCTb N060ro npefblayLiero MHPOpPMaLMoHHOro
COZiepXKaHmna pecypcos npu (BbIOOP: pacnpeferneHue pecypca, 0cBoboMKaeHVe pecypcalans
BCEX 0OBEKTOB.
3aBUCUMOCTK: OTCYTCTBYIOT.
6.10 Ortkart (FDP_ROL)
XapaKTepucTyika cemeiicTaa
Onepauyus oTkaTa BKIOYaeT B cebs 0TMeHY NOCNeAHER onepaLymn v psga onepawuii, orpaHUYeHHbIX
HeKOTOpbIM Mpefesiom (Hanpumep, NepUoLoM BPeMeHW), 1 BO3BPAT K MPeALLIECTBYHOLLEMY U3BECTHOMY CO-
CTOSHMI0. OTKAT NPeAoCTaBAeT BO3MOXKHOCTb OTMEHWUTb Pe3y/bTaTbl ONepaLun nan psaga onepawmia, Ytobsl
COXPaHUTb LIeSIOCTHOCTb JaHHbIX M0/b30BaTeNs.
PaHXvpoBaHne KOMMOHEHTOB

FOP ROLOiur

FDP ROL.1 «Bba30Bblii OTKaT» CBSi3aH C HEOOXOAMMOCTbH BEPHYTb 06PAaTHO MM OTMEHUTL OFpPaHu-
UEHHOE YKCNOo Onepauuii B oNpeseneHHbIX npegenax.

FDP_ROL.2 «PacluMpeHHbIn 0TKaT» CBSA3aH C HEOOXOAMMOCTbLHO BEPHYTb 06paTHO MM OTMEHUTb BCE

ornepauuy B OnpeseneHHbIX npeaenax.

Ynpasnexnue: FDP_ROL.l. FDP_ROL.2

ATA QyHKUWUIA ynpaBneHns n3 knacca FMT moryT paccMaTpuBaTbCs CneaytoLme aericTBus.

a) BO3MOXXHOCTb HACTPOWiKM Npejena orpaHUyYeHmnii, 40 KOTOPOro Bo3moxeH oTkat B npegenax ()().

6) PaspeLleHve BbINOMHATL OMNepaLyio 0TKaTa TO/IbKO BMOJHE ONpejeneHHbIM PONsM.

Ayaut: FDP_ROL.I, FDP_ROL.2

Ecnn B M3/36 BKtoYeHO cemeiicTBO FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTM™, TO

cnegyeT NpefycMOTPeTb BO3MOXHOCTb (B 3aBMCMMOCTU OT BbIOPaHHOIO YPOBHSA) ayAuTa CneaytoLmx aei-
CTBWiA/COBLITUIA/NapaMeTPOB.

a) MUHUManbHbINA: BCe yCNeLLHbIe OnepaLumn oTKaTa.

6) ba30BbIii: BCe MOMbITKW BbINOMHWUTL OMNEpaLymn oTkara.

B) [leTanM3nMpoBaHHbIii: BCe MOMbITKM BbIMOMHUTL ONepaLumn oTkaTa ¢ MAeHTU(MKaLMen TMNOB onepa-

LMIA. OTMEHEHHBbIX NpY OTKaTe.

FDP_R()L.I Ba3oBbiit oTKaT

Wepapxuyeckuii fns: HeT NogYMHEHHBIX KOMIMOHEHTOB.

FDP_ROL. 11 ®BO A0o/mKHbI OCYLLECTBATL (HasHaueHune: M b ynpasneHns poctynom w/unm NMNdb
ynpasneHns MHHOPMaLMOHHBIMM NOTOKaMu], YTOObI paspeLuaTb OTKaT (Ha3HaueHue: Crmcok
onepauuii| Ha (HasHayeHue: CrNCOK 0ObEKTOB].

FDP_ROL. 1.2 ®BbO fonmxHbl pa3pellatb OTKaT B npefenax (HasHayeHvie: orpaHnyeHne BbINONHEHUS

oTkaTal.

3asucumoctu: |[FDP_ACC.| OrpaHuyeHHOe yrnpas/eHue 4OCTynom num
FDP_IFC.1 OrpaHuyeHHOe ynpasneHne MHHopMaLMOHHbLIMU NOTOKaMW]

FDP_ROL.2 PacluMpeHHblii 0TKaTt

Wepapxuueckuii gnsa: FDP_ROL. |

FDP_ROL.2.1 ®BbO fo/mKHbI OCyLLecTBATL (HasHauveHuwe: MP b ynpasnenus gocTynom u/vnm NPb
ynpasneHns UW/topMaLyoHHbIMM NOTOKamu|, YTo6bl paspeLuaTb OTKAT BCEX Orepauunii Ha

(HasHauveHue: cnMcoK 06bEKTOB.

FDP_ROL.2.2 ®BO fo/mkHbI paspeluaTb 0TKaT B npefenax (HasHavyeHwe: orpaHnyeHne BbINoNHeHNs
oTkaTal

3asucumoctu: |[FDP_ACC.|I OrpaHnyeHHOe ynpasneHne oCTyrnoM v
FDP_1FC.1 OrpaH/4eHHOe ynpas/ieHne MHPOPMaLMOHHBIMM NOTOKaMu)

6.11 LlenocTHOCTb XpaHUMbIX gaHHbIX (FDP_SD1)

XapakTepucTMKa cemeincTea

CemeiictBo FDP SDI cogepxuT Tpeb6oBaHUA, CBA3aHHble C 3aLLMTON JaHHbIX MOMb30BaTeNs BO BPEMS

VX XpaHeHus B npegenax OA®. Owmn6KM LenocTHOCTU MOTyT BO3AeNCTBOBaTb Ha flaHHbIE NO/b30BaTeNs,
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XpaHVMble Kak B ONepaTMBHOI NamsaTy, Tak 1 Ha 3aroMUHAKLLMX YCTPONCTBAX. Aro CEMENCTBO OTINYAETCS OT
cemeiictea FDP_ITT -Tepegava B npegenax OO*. kOTOpoe 3awjuuiaeT AaHHbIE MOAb30BaTeNs OT 060K
Lie/IOCTHOCTK BO BpeMs ux nepepadu B npegenax OO.

PaH>XnpoBaHvie KOMMOHEHTOB

FDPJ3DI LIBTCTHOETb XpaHUMbIXjgHH M N —  w — U

FDP_SDJ.I «MOHUTOPUHT LeNOCTHOCTY XPaHUMbIX AaHHbLIX» COAEPKUT TpeboBaHue, yTobbl Pb KOHT-
ponuposana aHHble No/b30BaTens, XpaHuMble B npegenax O4d. Ha Hannyme NAeHTUPULMPOBAHHBIX OLLIN-
60K LIeNIOCTHOCTM.

FDP_SDI.2 «MOHUTOPUHI LeN0CTHOCTU XPaHUMbIX faHHbIX U NpeanpuH1MaemMble AelACTBUS» [OMON-
HSAET NpeablayLLnii KOMMOHEHT AeCTBMAMM, NPeANPUHNMaEMbIMU NOCe 0OHAPYXXEHNS OLLNGOK.

YnpasneHnve: FDP_SDI.I

[elicTBrS N0 ynpaBieHUto He NPeLyCMOTPEHbI.

Ynpasnexue: FDP_SD1.2

[ns hyHKUM ynpaBneHns n3 knacca FMT MOXeT paccmaTpuBaThCs CrieflytoLLee felicTaue,

a) BO3MOXXHOCTb HaCTPOMKWU AeACTBMIA, NpegnpUHMMAEMbIX NOCAE 06HAPYXXEHNSA OLINGKMN LiefI0CTHO-

cTH.

Ayaut: FDP_SDI.I

Ecnn B M3/3b6 BkMoyeHo cemeiicTBo FAU_GEN -IeHepauus gaHHbIX ayguta 6e30MmacHOCTU», TO
cnefyeT npefycMOTpeTb BO3MOXHOCTL (B 3aBUCMMOCTU OT BbIGPaHHOMO YPOBHSA) ayauTa CnegyoLmx aei-
CTBUiA/COBbITMIA/NapameTpoB.

a) MyHUMa/IbHBbIN: yCreLlwHble NOMNbITKA NPOBEPKM LIeIOCTHOCTY AaHHbIX MOMb30BaTeNs C MHAMKaLUe

pe3ynbTaToB NMPOBEPKU.

6) Ba30Bblii: BCe MOMbITKM NPOBEPKM LIENOCTHOCTM AaHHbIX NOMb30BATENS C MHAMKALMEN pe3ynbTaToB

MPOBEPKM, €C/IN OHa BblNa BbINOMHEHA.

B) [leTann3npoBaHHbIii: TUM 06HapY)XXEHHOW OLWMOKN LeIOCTHOCTH.

Ayput: FDP_SDI.2

Ecnu B M3/36 BKNoYeHo cemeiicTBo FAU_GEN -IeHepaums faHHbIX ayauTa 6e30MacHOCTU», TO
cnegyeT NpeaycMOTpeTb BOSMOXHOCTb (B 3aBUCHMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa Cregyowmx aei-
eraui/cobbITuiA,/napavMeTpos.

a) MyHUMa/IbHBIN: YCreLlHble NOMbITKA NPOBEPKU LieNOCTHOCTY [laHHbIX M0/1b30BaTeNs C MHAMKaLME

pesynbTaToB MPOBEPKM.

6) ba3oBbIiA: BCe MOMNbITKM NPOBEPKM LiENIOCTHOCTY AaHHbIX N0Mb30BaTeNs C HAMKALMEN pe3ynbTaToB

MPOBEPKK, ecnv OHa Oblna BbINOHEHA.

B) [leTanM3nMpoBaHHbIiA: TUM 06HapPYXXEHHOM OLUMOKWN LeTIOCTHOCTY.

r) JeTann3npoBaHHbIi: AeACTBUA, MPeLnpUHIMaeMble NPy 06HAPYXXEHUN OLLUMGKU LIeNOCTHOCTK.

FDP_SDI.I MOHUTOPUWHT LLenoCTHOCTU XpaHUMbIX JaHHbIX

WNepapxuyeckuii gns: HeT NOAYMHEHHBIX KOMIMOHEHTOB.

FDP_SD1.1.1 ®BbO A0/MKHbI KOHTPONMPOBATbL AiaHHbIE MO/b30BaTENA, XpaHUMble B npegenax OA®. Ha
Hannume |HasHayeHve: OLUMOKM LIeNOCTHOCTU] A1 BCEX 0OBLEKTOB, OCHOBbLIBAACH Ha
cnepytoLmx atpubyTax: [HasHayeHue: aTpubyTbl 4aHHbIX N0Nb30BATENA].

3aBNCUMOCTK: OTCYTCTBYIOT.

FDP_SD1.2 MOHUTOPUHT LeNOCTHOCTU XPaHUMbIX AaHHbIX ¥ NpeSnpyHUMaemble AeliCTBUS

Wepapxunueckuin gns: FDI_SDI.I

FDP_SDI.2.1 ®bO pomkHbl KOHTPONNPOBATH AaHHbIE MO/Ib30BaTESNA, XpaHUMbIe B npegenax OAd, Ha
Hanuuue [Ha3HaueHme: OWUOKV LeNOCTHOCTU ATA BCEX OOBEKTOB, OCHOBbLIBAACH Ha
crepytoLmx atpmbyTax: [HasHayeHune: aTpubyThl JaHHbIX N0/1b30BATENE.

FDP_SDI.2.2 Mpwn 06Hapy»eHUK OLUNOKM LieNoCTHOCTM faHHbIX @BO fo/mkHbI 06ecneynTs [HasHaue-
HUe: npegnpuHUMaemble eicTBUA\.

3aBNCUMOCTW: OTCYTCTBYIOT.
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6.12 3awmTa KOHMAEHUMAIBHOCTU, JaHHbIX NOMb30BaTeNs npu nepegade mexay @650 (FDP_UCT)

XapaKTepucTnka cemeiictaa

Cewneiicteo FDP..UCT onpegensieT Tpe6oBaHMs M0 06eCneueHnto KOHUAEHLMaNbHOCTW AaHHbIX MO/b30-
BaTeNs Npy UX nepefade no BHeLIHeMY KaHany mexay OO 1 AoBepeHHbIMU BHELIHUMY 06bekTaMu U T nan
mexay nonb3osatensiMm OO 1 pasnnYHbIX LOBEPEHHbIX BHELWHMX 06bekTOB UT.

PaH>XnpoBaHMe KOMMOHEHTOB

FDPJJCT 3awuta BCH3ALWBHLMULLIOCTH JTHLOC
ra/bacxLuUTans npy napagada m o 4 460

Llens komnoHeHTa FDP_UCT.| «ba30Bas KOH(QUAEHLMaNbHOCTb 06MeHa JaHHbIMU* COCTOUT B Npejo-
CTaB/fIEHUM 3aLMTbI OT PACKPbITUSA JaHHbLIX MONL30BaTENs BO BPEMSA WX Nepefayun.
Ynpasnenve: FDP_UCT.I
[elicTBMS NO ynpaBneHnto He NpeayCcMOTPEHbI.
Ayput. FDP_UCT.I
Ecnn B M3/36 BKoYeHo cemelicTBO FAUMGEN  «[MeHepauus faHHbIX ayguTa 6e30nacHoCTM™, T0
cnefyeT npefycMOTpeTb BO3MOXHOCTb (B 3aBMCUMOCTU OT BbIGPAHHOMO YPOBHSA) ayauTa CreayoLlmx gei-
CTBUIA/COBbITUIA/NapaMeTpoB.
a) MyHVMabHBbI: naeHTU UKaTOp N060ro NoNb30BaTeNs UM CyObeKTa, UCMO/b3YIOWEro MexaHus-
Mbl 06MeHa aHHbIMMW.
6) ba3oBblii: MAEHTUHMKATOP HEYNOIHOMOYEHHOTO NONL30BATENS MU CYObEKTa, NPEANPUHUMALOLLETO
MONbITKY UCMOMb30BaTb MEXaHU3Mbl 06MeHa JaHHbIMY.
B) Ba30BbIli: CCbINIKA HA UMEHA UK APYryo MH(OPMaLUIo MHAEKCALMK, NONE3HYHO NpY NAEHTU(UKaE-
LMK flaHHbIX M0/1b30BATENA, KOTOpPbIe Obinv NepefaHbl UM nony4veHbl. MoXxeT BK/IOYaTb B Cebs
aTpubyTbl 6€30MaCHOCTU, aCCOLIMMPOBaHHbIE C MH(OPMaLVel.
FDP_UCT. 1 ba3oBas KOH(MAEHLMANbHOCTL 06MEHa AaHHBIMM
Wepapxuueckuii gns: HeT NogYMHEHHbIX KOMMOHEHTOB.
FDP_UCT. 1.1 ®BbO pomxHbl OCyLecTBNATb [Ha3HaueHwe: NP b ynpasnenus gocTtynom u/unn Ndb
ynpasneHns NHHPOPMALMOHHLIMU MO T OKaMIUJ, NPeSoCTaB/AOLLYH0 BO3MOXHOCTb | BbIGOP:
OTNpaBNeHNe. Noy4eHNe] AaHHbIX M0Mb30BaTENA CNOCOO0M, 3alUMLLEHHbIM OT HECAHK-
LIMOHVPOBaHHOT O PaCKPbITUS.
3asucumoctu: [FI'IMTC.| [oBepeHHblli KaHan nepegayun mexay @50
v FTP_TRP.I JoBepeHHbIn MapLupyT]
|[FDP_ACC.| OrpaHuyeHHoe ynpas/eHvie 4OCTYNOM Wi
FDP_IFC.I OrpaHuyeHHOe ynpasneHue NHHOopPMaLMOHHbIMU NOOKaMu]
6.13 3awmnTa LLeNnoCcTHOCTM faHHbIX NoMb30BaTens npu nepegade mexay @650 (FDP_ULT)
XapakTepncTyika cemeiictaa
CewmelictBo FDU_ULT onpegenset TpeboBaHUs M0 06ecrneyeHnto LesoCTHOCTU AaHHbIX NOMb30BaTens
npv ux nepegade mexay @60 1 apyrum fosepeHHbIM NPoAyKToM W T, a Takke 418 UX BOCCTAHOBNEHUS Npy
06Hapy»XeHnm oLN60K. Kak MUHUMYM, 3TO CEMENCTBO KOHTPONMPYET LIeIOCTHOCTb [jaHHbIX M0/b30BaTeNs Ha
npeamet mogugukaumm. Kpome Toro, ceMeiicTBO NOAAEPXKMBAET pas/inyHbIe cnocobbl ncnpasneHns obHapy-

YKEHHbIX OLUINGOK LIENOCTHOCTW.
PaHXunpoBaHne KOMMNOHEHTOB

FDP_UIT.I «LenocTHoCTb NepefaBaeMbiX AaHHbIX» CBA3aH C 06Hapy>XeHneM mMoandukaunm, yaane-
HWiA, BCTABOK M NOBTOPEHUS NepeaaBaeMbiX AaHHbIX NONb30BATENS.

FDPJUTT 3ganTa LUAN3eTKKITB AaMbl K
nenbXxeerTa rpu n#ppaH#bieay050

40
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FDP_ULT.2 «BoccTaHoBneHne nepefaHHbIX fJaHHbIX UCTOYHUKOM™ CBA3aH C BOCCTaHOBNEHNEM UCXOA-
HbIX JaHHbIX NONb30BaTeNs, NoyyeHHbIX B0, ¢ NOMOLLBI0 UCTOYHUKA —/A0BEpPeHHOro npogykra UT.

FDP_UIT.3 «BoccTaHoB/eHNe nepefaHHbIX AaHHbIX NoslydaTenieM* CBsA3aH ¢ CaMOCTOATE/IbHbIM BOCCTa-
HOBNEHMEM MNCXOAHbIX aHHbIX NO/Mb30BaTeNs, NonyyYeHHbIX PBO, 6e3 Kakoii-11Mbo NOMOLLM UCTOYHUKE —
[ioBepeHHoro npogykra UT.

Ynpaenenne: FDP_UIT.l, FDP_UIT.2, FDP_U1T.3

[eicTBMA No ynpaBneHuio He NpeayCcMOTPEHbI.

Ayaut: FDP_U1T.1

Ecnm B M3/36 BKNtoueHo cemeinictBo FAU/GEN  «[eHepauus faHHbIX ayauTa 6e30MacHOCTM», TO

CnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBMCMMOCTM OT BbIGPaHHOIO YPOBHS) ayAuTa CregyoLwmx aei-
CrBWIA/cOObITY ii/NapamMeTpoB.
a) MUHMManbHbIA: MAeHTUDUKATOP NH06Oro NOMbL30BaTENSI MW CYyObEKTA, MCMOMb3YHOLWEro MexaHus-
Mbl 06MeHa JaHHbIMU.
6) Ba3oBbIii: MAEHTUGMKATOP NH60ro NONb30BATENS WK CYyObEKTA, NbITALLErocs UCMO/b30BaTh Me-
XaHV3Mbl 06MeHa JaHHbIMM NO/b30BaTeNs, HO He YMONHOMOYEHHOT 0 AeNlaTh 3TO TaKuM 06pasom.
B) Ba3oBbliA: CCblfKa Ha UMeHa UKW ApYryto MHOPMAaLMI0 NHAEKCALLMK, NONEe3HYI0 NPU AEHTU(NKa-
LMW JaHHbIX NOMb30BaTeNs, KOTopble Oblny mepefaHbl AW MonydeHbl. MOXET BKOYaTh aTprnoy-
Tbl 6€30MacCHOCTH, acCOLMMPOBaHHbIE C JaHHLIMU M0/1b30BATENS.
r) Ba3oBblii: N06ble NAEHTUHULMPOBAHHbIE NOMbLITKM 6/10KMPOBaTL Nepesady AaHHbIX MOMb30BaTens.
L) [eTanusnpoBaHHbIiA: TUMbI U/MAKN pe3ynbratbl M0ObIX 06HAPYXXEHHbIX MOAU(MKALWI NepefaHHbIX
[aHHbIX NOJIb30BaTENA.
Aygut: FDP_UIT.2, FDP_U1T.3
Ecnn B M3/36 BkntoueHo cemeiictBo FAU/GEN  «l"eHepauusa faHHbIX ayauTta 6€30MacHOCTW», TO
cnefyet nNpefycMOTpeTb BO3MOXHOCTL (B 3aBUCMMOCTU OT BbIGPaHHOMO YPOBHSA) ayauTa Creayowmx aei-
CTBHI4/c06bITU /NapaMeTpoB.
a) MUHUManbHBbIA: MAEHTU(NKATOP NHOOro NoAb30BaTeNA WM CYyObeKTa, NCMO/b3YIOLLEr0 MexXaHmW3-
Mbl 06MeHa aHHbIMMU.
6) MyHVMMabHbINA: yCreLIHOoe BOCCTaHOB/EHVE MOC/E OLWMGOK, BKIKOUAA TUM 06HAPY>KEHHO OLLGKM.
B) ba3oBblii: MAEHTU(MKATOP N60r0 NONb30BaTENS WU CyObEKTa, NbITaloLWerocs NCrnoabL30BaTb Me-
XaHV3Mbl 06MeHa flaHHbIMW NOJb30BaTeNs, HO He YMOHOMOYEHHOT O jeNnaTh 3TO Takum 06pasom.
r) Ba3oBblii: CCbIIKa Ha UMEHa UK ApYryr0 MHAOOPMaLMIO MHAEKCALL MK, MONe3HYI0 NpU naeHTUdMKa-
LMK JaHHbIX M0/b30BaTENS, KOTOPbIe OblM NepeAaHsl UM nony4deHbl. MoxeT BK/IO4YaTh B cebs
aTpmbyTbl 6€30MaCHOCTM, aCCOLMNPOBAHHbIE C AaHHbIMMW NO/b30BaTeNS.
[) Ba3oBbIii: Nto6ble NAEHTUHULMPOBaHHbIE NOMbLITKM 6/I0KMPOBaTh Nepesayy JaHHbIX N0Mb30BaTeNs.
e) JeTannsnpoBaHHbIi: TUMbl /MU pe3ynbTaTbl NH06bIX 06HAPYXEHHbIX MOAU(MKaLW MepeaaHHbIX
[aHHbIX NOJb30BaTeNS.

FDP_LUT.l LienocTHocTb NepefjaBaeMblX AaHHbIX

Vepapxuyeckuii gns: HeT NogYMHEHHbIX KOMMOHEHTOB.

FDP_UIT.1.1 ®BO pomkHbl ocyLLecTBATb [HasHaveHne: M@ B ynpowenun thecmynoM u/tuu I/d b
ynpasneHnn MHHoOPMaLMOHHLIMU MOTOKaMU|, NPeAOCTaBNAOLLYI0 BO3MOXHOCTL (BbIGOp:
0TrpasneHune, Noy4eHne] AaHHbIX NOIb30BaTeNs CMOCOOOM, 3aLUMLLEHHBIM OT Clefyto-
LMX OLWMGOK: [BbIGOP: MO()MdhmKaLmm, yaaneHue, BCTaska, NOBTOpPeHNe].

FDP_UI1T. 1.2 ®BO fomkHbl BbiTb CNOCOGHLI OMpefennTb Nocie MoMyveHns JaHHbIX Mob30BaTens,
MPOU3OLLN NIH CriefytoLLye OWMBK: | BbIGOP: MoAMh1KaLmu, yaaneHne. BCTaBka, NoBTo-
peHve].

3asucumoctu: |[FDP_ACC.| OrpaHnyeHHoe ynpas/eHune JOCTYNOM Ui
FDP_1FC.1 OrpaHuyeHHoe ynpas/eHne NHPOPMaLOHHbIMU NMOTOKaMU]

[FTP_ITC.I OoBepeHHblit kaHan nepefayun mexay @50 unm
FTP_TRP. 1/loBepeHHbIii MapLUpyT]

FDP_U1T.2 BocctaHoBneHWe nepegaHHbIX JaHHbIX UCTOYHUKOM

Wepapxuyeckunii gns: HeT nogYMHEHHBIX KOMMOHEHTOB.

FDP_U1T.2.1 ®BO f0o/mKHbI OCYLLECTBAATL |Ha 3HaYeHve: NP B ynpasneHun gocTynom w/vnm 1/®b
ynpasfeHny UHPOPMaLMOHHBIMU MO TOKaMu|, NPeAoCTaBNAOLLYH BO3MOXHOCTb BOCCTa-
HOBMeHUs nocne (HasHayeHMe: CNMCOK MOTEHUMaNbHO MCHPaBAMEMbIX OLWMGOK] c no-
MOLLIbIO UCTOYHWKA —[0BEpPEHHOro npoaykTa UT.

4
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m3asucyvocTu: [FDP_ACC.I OrpaHuyeHHOe ynpas/eHue JOCTYNoM Win
FDP_1FC. 1 OrpaH/yeHHoe ynpas/eHne MHHOPMaLMOHHBIMU NOTOKaMu]
FTD_ULT. 1 LlenocTHOCTb nepefaBaeMblX AaHHbIX
FTP_1TC.l [JoBepeHHbIli kaHan nepegayun mMexny 50

FDP UIT.3 BoccraHosneHue nepefaHHbIX JaHHbIX Mony4varesem

Wepapxuueckuid gns: FDP_UIT.2

FDP_U1T.3.1®B0 A0/mKHbl OCYLLEeCTBNATL |HasHadveHue: MPB ynpasneHus gocTynom u/unm MNdb
yNpasneHns MHPOPMaLWOHHBIMW NOTOKaMK1], NpejoCTaBALLYI0 BO3MOXHOCTb BOCCTa-
HOBNEHWS NOCAe [Ha3HauYeHWe: CIMCOK NOTEeHLMaLHO MCMpaBsieMblX OLLINGOK| 6e3 KaKoii-
60 NOMOLLIM UCTOUYHWMKA —[0BEPEHHOro npodykta UT.

3asucumoctun: [FDP_ACC.| OrpaHn4eHHOe yrnpasneHune 4oCTyrnoM um
FDPJFC.1 OrpaHuyeHHOe ynpasfeHne MHHOPMaLMOHHbIMU NOTOKamu]
FDP_UIT.l LlenocTtHocTb NepefaBaembIX JaHHbIX
FTP ITC.I [oBepeHHbIn KaHan nepegaun mexay P60

7 Knacc FIA. NoeHTudrkauma v ayTeHTUuKaLms

CewmelicTBa Knacca FLAcofepkat Tpe6oBaHmst K DYyHKLMSM YCTaHOBEHNS 1 BepUdMKaLMmn 3asBNeHHO-

ro MAeHTU(MKATOPA NOMb30BATENS.
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NaeHTUmKaLms v ayTeHTUGMKaLmMa TpebytoTes Ana 06ecrneyeHuns accoumanum nob3oBaTeneil ¢ cooT-
BETCTBYIOLLMMM aTpnbyTamn 6e30nacHOCTU (TakMMU, Kak naeHTUdmKaTop, rpynmbl, poiu, ypoBHu 6e3onac-
HOCTW MW LENOCTHOCTK).

OfHO3HauHas NAeHTUDMKaLUS YNONHOMOYEHHbIX MOMb30BaTeNel U NpaBMbHas accoumal s aTpuby-
TOB 6€30MacHOCTM C NO/b30BATENAMMW N CYyObEKTAMU KPUTWUYHbBI AN OCYLLECTBIEHNS NPUHATBLIX NONNTUK
6e3onacHocTy. CemeiicTBa 3TOrO Knacca CBA3aHbl C ONpeaeneHneM 1 Bepudmkalmen nageHTnhnKaTopos Nob3o-
BaTeseid, onpeaeneHem vx NOIHOMOYMIA Ha B3anmogeicTave ¢ 00, a Takxke C MPaBU/IbHOM accolmalmeid
aTpnbyToB 6€30MaCHOCTM C K&XAbIM YNOTHOMOYEHHbIM M0/b30BaTeeM. pheKTUBHOCTL TPE6OBaHMIA ApYTHX
KnaccoB (Takmx, KakK «3aliuta faHHbIX No/b30BaTens», «Ayaut 6e30MacHOCTM*) BO MHOFOM 3aBUCUT OT
NpaBubHO NPOBEAEHHbIX MAEHTU(DMKALMN 1 ayTe>TTU(MKaLMM NO/b30BaTeNel.

[Jekomnosuumsa knacca FD1* Ha cocTasfstoWwMe ero KOMMNOHeHThI NpuBeaeHa Ha pUcyHke 7.1.

7.1 OTtkasbl ayTeHTUdMKaymm (FIA_AFL)

XapakTepncTyika cemelicTea

CewmeiictBo F1A_AFL coaepxut Tpe60BaHNA K ONpese/ieHNI0 YMCIa HEeYCMNELLHbIX MOMbITOK ayTeHTH-
thukauum n K geiicteuam ®BO npu NpeBbILLEHNN OFPaHUYEHMNIA Ha HEYCMELLHbIE MOMbITKN ayTEHTU(MKALUN.
MapameTpamu, onpeenatoLLMMy BO3MOXHOE YMCNO NOMbITOK ayTeHTUQUKaLUK, cpeay NpoYmnx MoryT 6biTb
KOJIMYeCTBO MOMbITOK U JONYCTUMbIA UHTEPBaN BPEMEHU.

PaH>XnpoBaH1e KOMMOHEHTOB

HAACARLO nnwaynundaaniy

FIA_AFL.l «O6paboTKka 0TKa30B ayTeHTUMKALMN» COAEPXKUT TpeboBaHme, YTobsl ®BO 6binn cno-
COOHbI NpepBaTh NPOLLECC OTKPLITMA CeaHca Noc/e OnpeAeNeHHOr0 YNCAa HeYCMNeLLHbIX NOMbITOK ayTesrTugm-
KaluHW nonb3oBaTens. Takke Tpebyetcs, yTo6bl Mocne npepbiBaHUA MpoLecca OTKPbITUA ceaHca PBO
6b1n 6bl CMOCO6HBLI 6/10KMPOBATh YYeTHbIE AaHHbIE NMOb30BaTeNs UK MecTo BXofa (Hanpumep, pabouyto
CTaHLUMIO), C KOTOPOr0 BbIMOMHANWNCL MOMbITKW, fO HACTYM/NEHWUS ONpPeAeNeHHOro agMUHUCTPATOPOM
yCnoBws.

Ynpasnenve: F1IA AFL.1

[na dyHKumnin ynpaBneHns us knacca FMT MOryT paccMaTpyBaTbCs CriefytoLime AeiiCTBUA.

a) YnpasneHve OrpaHUYeHNAMU LN HEYCMNELLHbIX NOMbITOK ayTeHTU(MKaLWK.

6) YnpaBneHue gencTBUAMU, NpesnpUHNMAEMbIMU MPU HEYCMELLHOM ayTeHTUGMNKaLMU.

Ayaut: FIA_AFL1

Ecnm B 113/3 B BKMOYeHO cemeiicTBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30nacHOCTU», TO
cnefyeT npefycMOTpeTb BO3MOXHOCTL (B 3aBUCMMOCTU OT BbIGPaHHOMO YPOBHSA) ayauTa CneaytoLlmx aei-
CTBWIA/COBbIrW ii/NapameTpos.

a) MUHUManbHBIA: OCTVXKEHNE OTFPaHNYEHNS HEYCMELLHbIX NOMbITOK ayTEHTU(MKALMN U NPeSNPUHS-
Tble feiicTBua (Hanpumep, 610KNPOBaHNE TEPMMHANA), a TaKXKe, MPU HeobX0AMMOCTHM, NOcneaytoLLee BoC-
CTaHOB/IEHVE HOPMa/IbHOr0 COCTOAHUSA (Hanpumep, fe6/10KMPOBaHWe TepMUHANA).

FIA_AFL.10O6paboTka 0TKa30B ayTeHTU(MKaLun

Vepapxuyeckuii ana: HeT NOAYMHEHHBIX KOMMOHEHTOB.

FIA_AFL.1.1 ®BbO gomkHbl 06HapyXmBaTb, KOrAa NPOM30AJET | Ha3Ha4eHWe: YMCn0] HeycnellHbIX Mo-
MbITOK ayTEHTU(MKALIMM, OTHOCALLMXCS K (Ha3Ha4eHWe: CMCOK COBLITUIA ay TeHTudmka-
uum].

F1A_AFL.1.2 Tpy LOCTUXEHWUM WU NPEBBILLEHNN OMNPEAEIEHHOI0 YMCa HeYCMeLLIHbIX MOMNbITOK ayTEHTU-
thukaumm ®BO [OMKHbI BbINOAHUTL (Ha3HauYeHWe: CNUCOK AelCTBUiA|.

3asucumocTtu: FIA_UAU,1 Bbibop MOMEHTa ay TEHTU(NKALN

7.2 OnpepeneHve aTpnbyTos nonb3osatens (FIA_ATD)

XapakTepncTyiKa cemelicTea

Bce ynonHoOMOYeHHble Mo/b30BaTeny MoryT, NOMUMO UAEHTUDMKATOPa NOMb30BaTeNs, UMETb Apyrue
aTpubyTbl 6e30MacHOCTU, MPUMeEHsIEMbIE Npu ocyulecTBneHun MBO. CemelictBo F1A_ATD onpefenset Tpe6o-
BaHWA N1 accoumaLlmmn aTpubyToB 6e30MacHOCTU C NONb30BaTeNSIMU B COOTBETCTBMU C HEOOXOAMMOCTHIO
noggepxkn reo.
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PaHXXunpoBaHne KOMMNOHEHTOB

PWKjATDOnpettanetHVW HITpnOymLL

rtonbaoMTtarm

FIA_ATD.I «OnpegeneHune aTpubyTOB NOL30BATENS» NO3BONSET NOAAEPKMBATL aTpUOYThI 6€30MacHO-
CTM MOMNb30BATENS /19 KKLOr0 NoMb30BaTens UHANBUAYabHO.

YnpasneHve FIA_ATD.I

A35 yHKUWIA ynpasneHns n3 knacca FMT MOryT paccmMaTpvBaTthbCs CneaytoLme feficTBus,

a) YN0oMHOMOYEHHbIN afMUHUCTPATOP MOXET BbITb CMOCO6EH OMpeaensTh AONONHUTENbHbIE aTPUBYThI

6e30MacHOCTM 415 NONb30BaTeNeN, eCNN 3TO YKa3aHO B ONepaumy HasHaueHus.

Ayaut: FIA_ATD.I

HeT naeHTUdMLMPOBaHHbIX LeliCTBUIA/COBbITWIA/NapaMeTpoB, A4/11 KOTOPbLIX CiefyeT NpeLyCcMOTPeTb BO3-
MOXXHOCTU ayauTa.

F1A_ATD. 1 OnpegeneHvie aTpubyToB N0/b30BaTeNs

Wepapxuyecknii 4T4: HeT NOAYNHEHHbIX KOMMOHEHTOB.

FIA_ATD.1.1 ®BO gomkHbI NOAAEPXKMBATb AN KXKAOT0 NO/b30BATENS CEAYHOLLMIA CMMCOK aTprbyToB

6e3onacHoCTU: (Ha3Ha4eHMe: CNMcoK aTpubyToB 6e3onacHoCTH].

3aBMCMMOCTU: OTCYTCTBYHOT.

7.3 Cneuundukauus cekpetos (FIA_SOS)

XapakTepucTunka ceMeincTea

CewmeiicTBo FIA_SOS onpegenseT Tpe6oBaHUA K MexaHW3Mam, KOTOpbIe peasm3ytoT OMnpeaeNieHHyo
METPUKY KauecTBa ATA NpefocTaaTAeMbiX CEKPETOB U FeHepUpYHOT CEKPEThI, YA0BNETBOPSAIOLLME ONpeaeneH-
HOWi MeTpuKe.

PaHXXVpoBaHue KOMMNOHEHTOB

FIAJSOS.1 «Bepugukaums ceKpeToB» CoAepXuUT TpebosaHue, 4Tobbl PEO Bepuguumposanu, oTee-
YakoT SN CEKPETbI OMpPefieNIeHHON MeTPUKE KauecTsa.

FIA_SOS.2 «I"eHepauus cekpeToB PBEO» cofepxuT TpebosaHue, 4Tobbl PEO BbIN CNOCO6GHBI FeHepu-
poBaTb CeKpeTbl, 0TBeYatoLLMe ONpeLeNeHHON METPUKE KauecTBa.

YnpasneHue: FIANSOS.|

[nsa yHKumid ynpasnenuns n3 knacca FMT MoxeT paccmaTpyBaThCs CnefyloLlee AeincTBue,

a) YnpaBneHvie METPMKO, NCNONb3yeMO 4TS BepuMKaLm CEKPETOB.

YnpasneHue: FIA_SOS.2

[na hyHKUKiA ynpasneHns 13 knacca FMT MOXeT paccMaTpuBaTbCa CNeaytoLlee AeincTaue,

a) YnpaeneHue MeTPUKOW, MCNOb3YEMOI NPY reHepaLun CeKpeToB.

Aygut: F1A..SOS.I, F1A.SOS.2

Ecnn B M3/3b6 BKtoueHo cemeinictBo FAU_GEN «[eHepauns AaHHbIX ayauTa 6€30MacHOCTU», TO
cnegyeT NpeaycMoTpeTb BO3MOXHOCTb (B 3aBMCMMOCTM OT BblGPaHHOIO YPOBHS) ayAuTa crefytowmx neii-
CrBHI/COObITUIA/NapamMeTpoOB.

a) MUHMManbHbIR: 0TKNOHeHne ®BO N60ro NPOBEPEHHOr 0 CEKpeTa.

6) Ba3oBblil: 0TKNOHeHWe unu npuHATHe ®BO N1060ro NPOBEPEHHO O CEKpPeTa.

B) Jleran3anmpoBaHHbIii: MAeHTUDMKALMA NHO6bIX U3MEHEHWT 3afaHHbIX METPUK KayecTBa.

FIA_SOS.| Bepudumkauus cekpetos

WNepapxunyeckuii ans: HeT NOAUYMHEHHbBIX KOMMOHEHTOB.

FIA_SOS.I.I ®BO fomKHbI NPefocTaBUTL MeEXaHWU3M 415 BeputuKaLuy TOro, YTo CEeKPeTbl 0TBEYaoT

(Ha3HaueHve: onpefeneHHas MeTpUKa KayecTBa).
3aBUCUMOCTK: OTCYTCTBYIOT.
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FIA_SOS.2 leHepaumsa cekpetos PEO
Wepapxuyeckuii gns: HeT NogYnHEHHbIX KOMMOHEHTOB.
FIA_SOS.2.1 ®BO fo/mKHbI NPejocTaBUTb MEXaHU3M FeHepaLum CEKPEeTOB, OTBEYAIOLLMX | HA3HAYEHNE:
onpefieneHHas MeTpuKa KayecTsal.
FIA_S0S.2.2 ®BO fo/mKHbI 6bITb CMOCO6HBI MCMOMb30BaTb FreHEPUPYEMbIE UMK CEKPETbLI ANS (HasHave-
HWe: cnnucoK hyHKumii BO].
3aBMCUMOCTL: OTCYTCTBYIOT.
7.4 AyteHtutmkaums nonb3osarens (FLA_UAU)
XapaKTepucTmKa cemeincTaa
CemeiictBo F1IA_UAU onpegenseT TUnbl MEXaHU3MOB ayTEHTU(MKaLMW NO/b30BaTeNs, NpeLocTaBse-
mble PEO. OHO Takxe ornpeaenseT Te aTpubyThl, Ha KOTOPbIX HE06X0AMMO 6a TMPOBaTb MEXaHU3Mbl Yy TEHTU-
(hmKaymmn nonb3oBarens.
PaH)XnpoBaHne KOMMNOHEHTOB

FIA_UAU.I «Bblbop MOMEHTa ayTeHTU(MKaALMW» MO3BOMAET MONb30BATENO BbINOMHUTL HEKOTOPbIE
[eicTBUA A0 ayTeHTM(MKaLMM NONb30BaTeNs.

FIA_UAU.2 «AyTeHTu(MKauma 40 Nt06bIX AelCTBUIA NONb30BaTENsA» COLEPXKMT TpeboBaHue, YTOObI
M0N1b30BATENN NPOLLAN ayTEHTUDUKALMIO npexae, yeM ®BO gacT MM BO3MOXKHOCTbL NMPeanpuHUMaTh Kakue-
nnéo pencTens.

FIA_UAU.3 «AyTeHTU(MKaLWS, 3alLMLLeHHas OT NOLAEN0K» COAEPKUT TpeboBaHme, YTOObI MeEXaHN3M
ayTeHTUQMKaLmm 6bli cnocobeH BbISBUTb ayTEHTUDUKALMOHHbIE JaHHble, KOTOpbIe 6binn hanscnpuLmpo-
BaHbl WV CKOMUPOBaHBI, U MPeAoTBPaTUTL UX UCMO/b30BaHME.

F1A_UAU.4 «MexaH13Mbl 0HOPa30BOli ayTeHTU(MKaLNN» COAEPXKMT Tpe60BaHMe HANMYMA MeXaHU3Ma
ayTeHTU(UKaLMKN, KOTOPbIA OnepupyeT ayTEHTUQMKALMOHHBIMW AaHHbIMW O4HOPa30BOro UCMO/b30BaHNS.

FIA_UAU.5 «CoyeTaHne MexaHN3MOB ayTeHTU(MKALUN™ COAEPXXUT TpeboBaHMe NpeaoCcTaBieHNs U
NPVYMEHEHNS Pa3INYHbIX MEXaHW3MOB ayTeHTU MKALMN NOMb30BaTENEN B 0COBbIX CTyUasX.

FIA_UAU.6 «NoBTOpHas ayTeHTU(MKaLMSA» COLEPXUT TpeboBaHMe BO3MOXHOCTY OMNpesesieHns coobl-
TUIA, NPV KOTOPbLIX HE06X0AMMa MOBTOPHAs ayTeHTU(MKaLMA NONb30BaTeNs.

FIA_UAU.7 «AyTeHTU(MKaLMA C 3aLULLEHHO 06PaTHOM CBA3LIO» COAEPXKMT TpeboBaHWe, 4TOObI BO
BPeMA ayTeHTU(MKaLMI NMO/b30BaTEN0 NPejoCTaBANach CTPOro OrpaHnyYeHHas MHHopMaLys 0 Heil.

Ynpasnexue: FIAJUAU.1

ATa hyHKUNIA ynpaBneHns u3 knacca FMT MoryT paccmaTpuBaTbest CNeaytoLLme AeicTBus.

a) YrnpasneHvie ayTeHTU(MNKALNOHHLIMU AaHHBIMY a4MUHUCTPATOPOM.

6) YnpasneHne ayTeHLWHHKaLHOUWNbIMU JaHHBLIMW N0/b30BATE/IEM, ACCOLIMMPOBAHHBIM C 3TUMM [iaH-

HbIMW.

B) YnpasfieHne CNUCKOM [ieliCTBMIA, KOTOPbIE MOTYT BbiTb MPEANPUHATLI 40 TOrO, Kak Nonb3oBaTeNb

ayTeHTU(MLMPOBaH.

YnpasneHve: FIA_UAU.2

Aw GyHKUWA ynpasneHns us knacca FMT MOryT paccmMaTpuBaTbCs CedytoLLme AeincTems.

a) Ynpas/ieHne ayTeHTUPUKALMOHHLIMU AaHHBIMW 8AMUHUCTPATOPOM.

4-1 —la 3 45
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6) Ynpa&ieHue ayTeHTU(UKALWOHHLIMU LAHHLIMU M0b30BATENEM, &CCOLMMPOBAHHbLIM C 3TUMU iaH-
HbIMU.

Ynpasnenue: FIAJJAU.3. FIA_UAU 4. FIA_UAU.7

[JelicTBus No ynpasneHuio He NpeayCMOTPEHbI.

Ynpasnenue: FIA_UAU.5

[na dyHKumMiA ynpaBneHnsa u3 knacca FMT MOryT paccMaTpyBaTbCs CriefyroLve AeicTBus.

a) YnpasneHne MexaHu3Mammn ayTeHTU(rKaLmum.

6) YnpasneHue npasuiamMu ayTeHTUDMKaL N,

Ynpasnexue: FIA_UAU.6

[ns dyHKUMA ynpaBneHns n3 knacca FMT MOXeT paccMaTpuBaTbCs CregytoLLee AelicTBue.

a) YnpasneHve 3anpocoM Ha NMOBTOPHYHO ayTeHTU(MKALMIO, eCK 4711 YTONHOMOYEHHOI0 afMUHNUCTPa-

TOpa NpesycMOTPeHa BO3MOXXHOCTb TaKOro 3anpoca.

Ayout: FIA_UAU.1

Ecnn B M3/36 BkntoueHo cemelictBo FAU_GEN «[leHepauus AaHHbIX ayauta 6e30macHOCTU», TO
cnefyeT npefycMOTpeTb BO3MOXHOCTb (B 3aBUCMMOCTM OT BbIGPaHHOMO YPOBHSA) ayauTa Creayowmx geii-
CTBUiA/COBbITMIA/NapameTpoB.

a) MUHVManbHBbINA: HeyCneLwHOe NCMob30BaHNE MeXaH3Ma ayTEHTUMKaLMK.

6) Ba3oBbIii: BCe ClyYan UCMO/b30BaHNSA MeXaH13Ma ayTeHTUdrKaumnm.

B) [leTann3npoBaHHbIii: Bce AeiicTBUa npu nocpegHnyectese @650 [0 ayTeHTUDMKALMU NONIb30BATENS.

Ayaut: FIA_UAU.2

Ecnn B M3/36 BKMOYeHO cemeiicTBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTM», TO
crefyeT NpesycMoTpeTb BO3MOXHOCTb (B 3aBUCUMOCTM OT BbIOGPAHHOIO YPOBHSA) ayauTa Crefyrowmx aei-
CTBUIA/COBbITWIA/NapameTpoB.

a) MuHUMa/bHBIA: HeyCrneLHOe UCNoNb30BaHVe MexaH3Ma ayTeHTU(MKaLN.

6) Ba3oBbIii: BCe Cayyan UCNO/b30BaHNUSA MeXaHU3Ma ay TeHTU(MKaLNN.

Ayaut: FIA_UAU.3

Ecnn B M3/3b6 BkAoueHo cemeinictBo FAU_GEN «[eHepauns AaHHbIX ayauTa 6€30MacHOCTU», TO
CcnegyeT NpefyCcMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTMW OT BbIGPaHHOIO YPOBHS) ayAuTa CrefyHowmx geid-
CrBHI/COObITUIA/NapamMeTpoB.

a) MyHMManbHbIA: 06HapyXeHne (anbCUPULMPOBaHHbIX ayTEHTUPUKALMOHHbIX JaHHbIX.

6) ba3oBblii: BCe be3oTnarateslbHO NPeANPUHNMaeMble Mepbl 1 pe3ynbTaTbl MPOBEPOK Ha anbenduum-
POBaHHbIE AaHHbIE.

Ayput: FIA_UAU .4

Ecnn B M3/36 BKAOUueHo cemelicTBO FAUNGEN «[eHepauns AaHHbIX ayauTa 6e30MacHOCTM», TO
cnesyeT nNpesycMOTPETb BO3MOXHOCTb (B 3aBUCHMOCTM OT BbIGPAHHOTO YPOBHSA) ayAuTa Cnefyrowmx AeH-
CTBUIA/COBLITWIA/NapamMeTpOB.

a) MUHMManbHbIA: NOMbLITKU NMOBTOPHOTO NCMOMb30BaHUSA ay TEHTU(UKALMOHHBIX JaHHbIX.

Ayaut: FIA_UAU.5

Ecnn B M3/36 BKNtoueHo cemeiictBo FAU_GEN «[eHepaumsi gaHHbIX ayauTa 6e30MmacHOCTU», TO
cnesyeT NpesycMOTPETb BO3MOXHOCTb (B 3aBUCUMOCTM OT BbIGPAHHOIO YPOBHSA) ayanTa Crefyrowmx aei-
CrBuin/co6bITHIA/NapameTpoB.

a) MyHUManbHbI: UTOrOBOE peLleHne ayTeHTUDMKaLWK.

6) ba3oBblii: pe3ybTaT AeCTBUS KaXKAO0r0o aKTMBM3MPOBaHHOIO MeXaHn3Ma BMeCTe C UTOrOBbIM peLLe-
HVEeM.

Aygut: FLA_UAU.6

Ecnmn B M3/36 BKNOYeHO cemeiicTBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTU», TO
CnegyeT NpefycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTM OT BbIGPaHHOI0 YPOBHS) ayAuTa Crefyrowmx geid-
CTBUIA/COBLITMIA/NapaMeTpOoB.

a) MUHVMManbHBINA: HeycnellHas NOBTOPHas ayTeHTU(MKaLKS.

6) ba30BbIii: BCe NOMbITKX MOBTOPHOM ayTeHTU(MKaLNN.

Ayaut: FIA_UAU.7

HeT naeHTM(rLMPOBaHHbIX AeiACTBMIA/COObITUIA/MapaMeTPOB. 41 KOTOPLIX CiefyeT NpeayCMOTPeTb BO3-
MOXHOCTb ayauTa.
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FIAUAU. 1 Bbi6op MOMeHTa ayTeHTU(MKaLmm

Wepapxuyecknii gns: HeT NogYMHEHHBIX KOMMNOHEHTOB.

F1A UAU.1.1 ®BO [omKHbI JONYCKaTb BbIMOMHEHME (Ha3HA4YeHMe: CMNCOK AEACTBWIA, BbIMOHAEMbIX
npv nocpefHnyecTse ®BO] OT MMeHM NONb30BATENSA NPEX[E, YeM NoJb30BaTe b ayTeH-
TUNLMPOBaH.

FIAUAU.1.2 ®BO fomKHbI TpebOoBaTh, YTOObI KaXablii N0b30BaTe b OblN YCMELLHO ayTEHTU(MLMPO-
BaH [jO0 pa3speLueHys Ntoboro Apyroro AelicTBMS, BbINOMHAEMOro Npy nocpegHuyecTse 50
OT VIMEH 3TOr0 MOJb30BaTeNs.

3asucumoctu: FIA_UID.l Bbi6op MOMeHTa naeHTUthnkaLum

FIA_UAU.2 AyTeHTumKaLms Jo N1o6bIX AeiCTBIA NoNb3oBaTens

Wepapxunueckuin gna: FLAJJAU.1

F1A_UAU.2.1 ®BO fomkHbl TpeboBaTb, YTOObI KaXKplil MOb30BaTe b Obla YCNELIHO ayTeHTUPULU-
poBaH A0 pa3peLueHuns nboro AeliCTBUSA, BbINOAHAEMOr0 Npy nocpegHuyectse ®EO ot
VIMEHW 3TOr0 Nosb30BaTeNs.

3asucumocTu: F1A_UID.I Bbibop MOMEHTa MAEHTU(MKALM

FIA_UAU.3 AyTeHTutmKauws, 3aLimileHHas 0T noaaenok

Wepapxuyeckuii fns: HeT NogunHeHHbIX KOMMNOHEHTOB.

FIA_UAU.3.1 ®B0O pomkHbl (Bbl6op: 06Hapy>KuBaTb, NpefoTBpaLiaThb] NpUMEHeHWe NH06bIM NoJb30-
Batenem ®BO ayTeHTUMULIMPOBAHHBIX JaHHBIX, KOTOpPbIE 6bIM NOAAENaHbI.

FIA_UAU.3.2 ®BO fomkHbl [BbI6OP: 06HApY>K1BaTh, MPef0TBpaLaTh] NPUMEHEHWE /II06bIM NO/b30-
BatenieM PBO ayTeIr TUPHLMPOBAHHBIX JAHHBIX, KOTOPbIE Obl/IM CKOMMPOBaHbI Y KaKoro-
nn6o fpyroro nons3osatens ®EO.

3aBUCUMOCTK: OTCYTCTBYIOT.

FIA_UAU.4 MexaHn3mbl 04HOPa30BOi ayTEHTU(MKALUN

Wepapxuyeckuii fns: HeT NogunHeHHbIX KOMMOHEHTOB.

FIA_UAU.4.1 ®BO fomkHbI NpefoTBpaLLaTh MOBTOPHOE MPUMEHEHNE ayTEHTU(MMNKALUOHHBIX AaHHbIX,
CBA3aHHbIX C (Ha3HayeHue: AEH TU(NLMPOBAHHBIA MexaHu3M (MexaHu3mbl) ayTeHTu-
thukaumm].

3aBUCUMOCTK: OTCYTCTBYIOT.

FIA_UAU.5 CoyeTaHne MexaHU3MOB ayTeHTU(MKaLum

WNepapxunyeckuii ans: HeT NOfUYMHEHHbBIX KOMMOHEHTOB.

F1A_UAU.5.1 ®BO fo/mKHbI NpefocTaBNAaTb (Ha3HAUeHMe: CNIMCOK COYeTaeMbIX MexaHU3MOB ayTeH-
Tudmkaumn] AN NOLLEPXKKM ayTeHTUMKaLMU Nonb3oBaTens.

FIA_UAU.5.2 ®B0O f0/mKHbI ayTeHTUMLMPOBATbL Nt060I NpesCTaBNeHHbIA naelnguKaTop nonb3o-
BaTeNA COrNacHo (HasHayeHve: NpuBiK.3a, ONMChIBAIOLLME, KaK COYeTaHWe MexaHu3MOB
ayTeHTUrKaLmm obecneumBaeT ay TeHTUUKaLmio].

3aBNCUMOCTI: OTCYTCTBYIOT.

FIA_UAU.6 MNoBTopHas ayTeHTUmMKayms

Wepapxunyecknii gns: HeT NogYMHEHHbIX KOMMOHEHTOB.

FI.LA_UAU.6.1 ®B50 fo/mKHbI NOBTOPHO ayTEHTU(IULMPOBATL MONb30BaTeNs Npu (HasHaYeHue: CrMCcoK
YCNIOBWIA, NPU KOTOPbIX TpebyeTca NOBTOpHas ay TeH T udukaums].

3aBMUCUMOCTI: OTCYTCTBYIOT.

FIA_UAU.7 AyTeHTU(MKaLWS C 3aLWLLEHHON 06paTHOI CBA3bIO

Wepapxunyecknii gna: HeT nogunHEHHbIX KOMMOHEHTOB.

FIA_UAU.7.1®B0 pomKHbI NpefoCcTaBsaTh M0/b30BATEN TOMbKO (Ha3Ha4YeHWe: CMMCOK A0nycTUMOA
MHhopMaLMn 06paTHOI CBA3K] BO BPEMS BbINOTHEHWS ayTEHTU(NKALMN.

3asucumoctu: F1A_UAU.1 Bbi6op MOMEHTa ayTEHTU(NKALMN

7.5 WpeHntndumkaums nons3osatens (FIA_UID)

XapakTepncTyviKa cemeiictaa

Cemeiticteo FIA_UID onpegensieT ycnosus, npu KOTOpPbIX OT MOMb30BaTefeli JO/MKHa TpeboBaThCs

CO6CTBEHHAs UAeHTU(MUKALWS [0 BbINOMHEHWS Npu nocpegHnyecTse PBEO Kakux-n1bo Apyrux fericTBui,
TPebyIoLWMX NaeHTUMMKAL M NoNb30BaTeNs.
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PaHXXunpoBaHne KOMMNOHEHTOB

FIA_UID.l «Bbl60op MOMEHTa UAEHTU(MKALMN» NO3BOSET NO/Ib30BATENHO BbIMOMHUTL HEKOTOPbIE feii-
CTBUA Nepeq CBOeW naeHTUKaLmen ¢ ncnonb3osaHmem ®60.
FIA U1D.2 «/peHTudmkanms o NiobbIx 4eNCTBUIA NoNb30BaTeNs» COLEPKUT TpeboBaHue, YToObl NO/b30-
BaTeNM NAeHTM(MLMPOBaNU cebs npexae, Yem PBO N03BONAET UM MpeLNPUHIMATL Kakne-1nm6o AeiicTBus.
Ynpasnenue: FIA_U1D.I
Lns pyHKUWi ynpasneHns u3 knacca FMT MoryT paccMaTpuBaTthbCs CiedytoLLme felicTBu.
a) YnpaeneHvie aeHTU(MKaTopamy Nonb3oBaTenei.
6) YnpaBneHne CMMCKOM AENCTBUIA, €CIM YNOAHOMOYEHHBIA aAMUHUCTPATOP MOXKET U3MEHSATb AeicT-
BUA, paspeLleHHble 0 NAeHTUdhUKauuu.
Ynpasnenue: FIA_UID.2
[ns pyHKuniA ynpaBneHns 3 knacca FMT MOXeT paccmaTpuBaThCs CNeytoLlee AeicTBue,
a) YnpasneHvie MAEHTU(KNKATOPaMK Nosb3oBaTenei.
Aygut: FIA_UID.I, FIA_U1D.2
Ecnn B M'13/36 BKMOYeHO cemeiictBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTM», TO
crnefyeT NpesycMoTpeTb BO3MOXHOCTb (B 3aBUCUMOCTM OT BbIGPAHHOIO YPOBHSA) ayauTa Crefyrowmx aei-
CrBWiA/cobbITUIA/NapameTpoB.
a) MyHVMa/IbHBINA: HeyCneLwHoe NCMNO/Mb30BaHNe MexaH3Ma MAeHTUDMKaLMM NoMb3oBaTens, BKO-
4as npeSCcTaBNeHHbIA NAEHTU(MKATOP NONb30BATENS.
6) ba3oBbIiA: BCE CyYan NCMOb30BaHNS MexaHn3Ma naeHTUdMKaLm nonb3osatens, BKAOYas npea-
CTaB/IeHHbIN MAEHTU(MKATOP NOMb30BaTeNs.
FIA_UID.| Bbibop MOMeHTa MeHTU(MKaLMN
Wepapxuyeckuii ns: HeT NoAYMHEHHBIX KOMMOHEHTOB.
FIA_UID.1.1 ®BO pomkHbl fONycKaTb [HasHaueHuWe: nepeyeHb feWCTBUA, BbINOHAEMbIX NpY Nocpes-
HuyecTBe ®NO] OT MMeHW NONb30BATENSA NPEX[Ee, YeM OH UAEHTUDULMPOBAH.
F1A_UID.I.2 ®BO pomkHbl TpeboBaTh, YTOObI KaXAbIii N0Ib30BaTe b Obla YCNELWHO NAEHTUDULMPO-
BaH [0 pa3peLUeHus Itoboro Apyroro eicTBuS, BbINOIHAEMOro Npy nocpegHuyectse 50
OT MMEHM 3TOrO MO/L30BATENA.
3aBMCUMOCTU: OTCYTCTBYIOT.
FIA_UID.2 VgeHTnthuKaums fo nobbix AenCTBUIA N0Nb30BATENS
Wepapxuyeckuii gna: F1IA_ U 1ID. |
FIA_UID.2.1 ®BO pgomxHbl TpeboBaTh, UTOObI Kax/blii N0/Ib30BaTe b Obl YCNELWHO WAEHTU(ULMPO-
BaH 10 paspeLleHns nrboro AencTBuMs, BbINOMHAEMOrO npu nocpegHuuecTse 6O o1
VIMEHU 3TOro nonb3oBaTens.
3aBUCUMOCTK: OTCYTCTBYIOT.
7.6 Cssa3blBaHMe Nonb3oBaTeb—cyobekT (FIA_USB)
XapakTepucTyika cemelictaa
A'w paboTbl ¢ OO ayTeHTU(HNLMPOBAHHbIA NOMb30BaTeNb 00bIYHO aKTUBU3NPYET KaKOR-1Mb0 CyOobeKT.
ATpnbyTbI 6€30NaCHOCTM 3TOr0 NOML30BATENSA aCCOLMMPYIOTCSA (MONHOCTLIO AN YAaCTUYHO) C 3TUM CY6beK-
Tom. CemelictBo FIA_USB onpefensieT TpeboBaHUs MO CO3AaHMIO 1 COMPOBOXAEHMIO accoLmaL M aTpubyTos
6e30MacHOCTI NOMb30BaTeNs C CYyObEKTOM, AEMCTBYHOLMM OT MMEHW MO/b30BaTeNs.
PaH>K1mpoBaHne KOMMOHEHTOB

F1AJJ28 'BCT — MB WITblOaaT-afiBMKT

FIANUSB.I «CBs3blBaHMe NM0/b30BaTeNb-CYyOBEKT COLEPXKUT TPebOBaHME COMPOBOXAEHMS accoLma-
Lmmn mexay atpubytamm 6e30MacHOCTY NOMb30BaTeNs U CyObeKTOM, AECTBYIOLLMM OT UMEHW MO/b30BATENA.

Ynpasnexune: FIA_USB.I

[Ha hyHKumMi ynpaBneHns us knacca FMT MOXeT paccmaTpuBaThbCs CreaytoLlee AelicTeue.

a) MepeonpeseneHne ynonHOMOYEHHbIM aAMUHUCTPATOPOM 3aJaHHbIX MO YMONYaHUIo aTpubyToB 6e30-
NacHOCTM CybbekTa.

Ayaut. FIA USB.1

Ecnn B M3/36 BkntoueHo cemeiictBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTM», TO
cnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTMW OT BblGPaHHOIO YPOBHS) ayAuTa Clefyrowmx geid-
CTBUIA/COBLITWIA/NapameTpoB.
41



FOCT P MCO/M3K 15408-2-2002

a) MUHMManbHBbIA: HeyCrmewwHoe CBA3biBaHVe aTpMbyTOB 6€30MacHOCTM MOMb30BaTeNs C CY6bLEKTOM
(Hampvmep, Mpu CO34aHUN CYObEKTa).

6) Ba3oBbIiA: yCreLHOe Uan HeycrneLHOe CBA3bIBaHWe aTpubyToB 6e30MacHOCTY NOMb30BATENS C CYObEKTOM
(HanmpuMmep, yCreLIHoe UK HeYCreLLIHOe Co3aHue CyObeKTa).

FIA_USB.I CBsa3blBaHMe N0Mb30BaTENIb—ECYOBEKT

Wepapxuyeckuii gns: HeT NogYMHEHHBIX KOMMOHEHTOB.

FIA_USB.1.1 ®B0 fomkHbI acCOLMMPOBaTL COOTBETCTBYHOLLME aTprbyThl 6630MacHOCTY NOIbL30BATENS

C cybbekTamu, [eiiCTBYOWMMM OT UMEHW 3TOrO M0/b30BaTeNs.
3asucumocTu: F1A_ATD.I OnpeseneHune atpubyToB NoNb30BaTENS

8 Knacc FMT. ¥YnpaBneHve 6e30MacHOCTbIO

Knacc FMT npegHasHayeH 15 cneuudukaLmmn ynpasneHns HEKOTopbIMu acnektamn ®BO: atpubyTa-
MU 6e30MacHOCTU, fJaHHBIMU W OTAENbHBIMU PYHKUMAMA. MOryT 6bITb YCTAHOB/EHbI Pa3MyHbIe PO/W ynpas-
NeHus, a TakKe OnpeaeneHo Ux B3aMMOAENCTBIE, HaNnpUMep pacnpegeneHune 06s3aHHOCTEN.
Knacc no3sonseT peLwats CrefyroLme 3afaqm:
a) YnpasneHve faHHbIMM ®BO, KOTOpble BK/IOYAOT B Ce6s, Hanpumep, NpeaynpexaatoLme coobue-
HUs.
6) YnpaeneHue aTpnbyTamu 6€30MacHOCTU, KOTOPbIE BK/IKOYAIOT B €65, HanpumMep, CUCKKN ynpasne-
HWS AOCTYMOM U NMePeYHN BOSMOXHOCTEN.
B) YnpasneHne hyHKumaMu 13 uncna PB5O. KoTopoe BKIKOYAET B cebs, Hanpumep, BbIGOP PYHKLUWIA,
a TakXKe Npasua UM YCN0BUiA, BAMAKOLLMX Ha PEXUM BbINoMHeHNs ®BO.
r) OnpegeneHune poneii 6e3onacHoOCTW.
Jexkomnosnuma knacca FMT Ha cocTanstoLme ero KOMNOHEHTbI NpuBedeHa Ha pucyHke 8.1.

PucyHok 8.1 —[lekomno3unyms Knacca «YnpasfieHne 6e30nacHOCTbIO»
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8.1 YnpasneHve oTgeNbHbIMU GyHKUMAMU PBO (FMT_MOF)

XapakTepucTuKa cemeiicTea

CewmelictBo FMT_MOF no3BonseT ynonHOMOYEHHbIM MO/b30BaTENSAM YNPaBAATb PYHKLUMAMK U3 YnC-
na ®b0O. K HUM OTHOCATCH, HanpuMep, (YHKLUUW ayauTa 1 ayTeHTU(UKaL K.

PaH>XnpoBaHune KOMMOHEHTOB

FVTMOF M¢Banmiu
hyHWLILIMPbO I/I 3
FMT_MOF.1 «¥YnpaBneH1e peXXMMOM BbIMOAHEHUA (DYHKLMIA 6630MacHOCTU» M03BONSET YNOAHOMO-
YeHHbIM M0Mb30BaTENAM (PO/IAM) YNPaBAATH PEXVMOM BbINOAHEHUA YHKLMWIA 13 yncna PBEO. ncnonb3yio-
LMX NpaBuia iy NpeaycMaTpuBatoLLmX onpejeneHHble YCNoBus, KOTOPbIMU MOXHO YNpaBisTh.
Ynpasnernve: FMT_MOF.I
[ns hyHKUNMA ynpasneHns n3 Knacca FMT MOXeT paccMaTpmBaTbCs CleaytoLLee encTame.
a) YnpaBneHue rpynnoi poneii, KOTopble M 0 T B3aUMOAECTBOBAThL C hyHKLUUAMM 13 Yncna ®BO.
Ayaut. FMTMOF.1
Ecnn B M3/3b6 BKAOUueHo cemeinictBo FAUNGEN «[eHepaums AaHHbIX ayauTa 6e30MacHOCTM», TO
cnesyeT NpesycMoTpeTb BO3MOXHOCTb (B 3aBUCMMOCTM OT BbIGPAHHOI0 YPOBHSA) ayAuTa Cnefyrowmx aeH-
CrBuit/cobbITHIA/NapameTpoB.
a) ba3oBblii: BCe MOANDUKALMM peXXMMa BbIMOTHEHNS PYHKUNIA 13 yncna BO.
FMT_MOF.] ¥npasneHvie peXMMoM BbINOMHEHNs (DyHKLMIA 6e30nacHOCTY
Vepapxuyecknii ana: HeT NOAUYMHEHHBIX KOMIMOHEHTOB.
FMTJVIOF.1.1 ®BO A0/MKHbI OrpaHNunTL BO3MOXHOCTb (BbIOOP: OnpeaeneHre pe>XKumMa BbInonHeHus,
OTK/IOYEHNE, MOAKIYEHNE, MOAMGMKALMA PeXKrMa BbINONHEHUS] ONpeaeneHHbIX
(DYHKUMIA (HasHaveHue: CIMCOoK GyHKUMM] TOMbKO (HasHauYeHWe: yNoNHOMOYEHHbIE UAEH-
TudnuMpoBaHHble ponu].
3asucumocTu: FMT_SMR.I Ponn 6e3onacHocTm
8.2 YnpasneHue atpnbytamu 6esonacHoctn (FMT_MSA)
XapaKTepucTuKa cemeincTea
CewmeiicTBo FMT_MSA fonyckaeT yNno/IHOMOY€eHHbIX NOMb30BaTesNield K ynpasneHnto arpubytamm 6e30-
nacHoCcTW. Takoe ynpasneHue MOXET BKIOYaTh B ceb5 BO3MOXHOCTU NPOCMOTPA U MOAM(MKaLMW aTpubyToB
6e30MacHOCTK.
PaHXXv1poBaHne KOMMOHEHTOB

E11I"_V8AYnNpasnmMmy» HTpOyTLLM

FMT MSA.I «YnpaBneHue aTpubytamm 6e30MacHOCTU* NO3BOJISET YMONHOMOYEHHbLIM M0/1b30BATE/AM
(ponsim) ynpasnsTb ONpegeneHHbIMM aTpubyTamm 6e30nacHoCTy.

FMT_MSA.2 «Be3onacHble 3HaueHus aTprbyToB 6e30MacHOCTV» 06eCneymnBaeT, YTo0bl 3HaUeHUs, Npu-
CBOEHHble aTpnbyTam 6e30MacHOCTM, 6biM AONYCTUMbI MO 6e30MacHOCTY.

FMT MSA.3 «/IHnumnann3aumus ctaTuyeckux atpubyTos» obecrneunsaeT, YTo6bl 3Ha4eHWs aTpubyToB
6e30NacHOCTM MO YMONYaHWIO ABAAANCH NO CBOEW CyTV NM60 paspeLuatoLLmmm, NMb0 orpaHNnUYUTENbHBIMU.

Ynpasnenue: FMT_MSA.I

[na dyHKumMiA ynpasnenms n3 knacca FMT MOXeT paccmaTpmBaThes CrefytoLLee felicTBue,

a) YnpasneHve rpynnoi ponei, KOTopble MOryT 0nepupoBaTh aTprbyTaMu 6e30nacHOCTY.

YnpaeneHve: FMT_MSA.2

[JeicTBMA N0 ynpasneHnto He NpeaycMOTPEHbI.

YnpasneHve: FMT_MSA.3

[ns pyHKuuid ynpasneHnsa us knacca FMT MOryT paccmMaTpuBaThCs CedytoLye eiicTBuA.

a) YnpasneHvie rpynnoii poneid, KOTOpble MOTYT ONpPeAensTh HaYabHbIe 3HAYEHNS.

6) YnpaB/eHve yCTaHOBKOI paspeLuaroLnX Uiy orpaHNYmMTeNbHbIX 3HAYEHUIA HO YMONYaHWIO 415 AaH-

Holi M®B ynpaBneHns OCTYMOM.
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Nyput: FMT_MSA.I

Ecnn B M'13/3B6 BKMoYeHO cemeiicTBO FAU_GEN «[eHepaumsi faHHbIX ayauTa 6e30macHOCTU», TO
CnegyeT NpedycMoTpeTb BOSMOXHOCTb (B 3aBMCMMOCTM OT BbIGPaHHOIO YPOBHS) ayAuTa ClefyroLwmx aei-
CTBWiA/COBLITUIA/NapamMeTpOB.

a) basoBblii: Bce MogMGMKaLmn 3Ha4YeHNn aTpubyToB 6e30NacHOCTU.

Aygut: FMT_MSA.2

Ecnn B M3/36 BkoYeHO cemeiicTBO FAU_GEN «[eHepauus faHHbIX ayguTa 6e30macHOCTU», TO

cnefyeT npefycMOTpeTb BO3MOXHOCTL (B 3aBUCMMOCTU OT BbIGPaHHOIO YPOBHSA) ayauTa CneaytoLmx aei-
CTBWIA/COBLITMIA/NapaMeTPOB.

a) MyHVManbHbIiA: BCe NpefiaraemMble Y OTKNIOHEHHbIE 3HaUYeHNs aTpubyToB 6e30MacHOCTY.

6) [eTannsnpoBaHHbIii: BCe NpeAnaraeMble 1 NPUHATbIE 6e30MacHble 3Ha4eHns aTprbyTos GesonacHoc-

™.

Ayput: FMT_MSA.3

Ecnn B M3/3B6 BKkMoYeHo cemeiicTBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30macHOCTU», TO

CnegyeT NpedycMoTpeTb BO3MOXHOCTb (B 3aBMCMMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa Cnegyowmx aei-
CTBUIA/cOBbLITW i/MapamMeTpoB.

a) ba3oBblil: MOAMDMKALMM HACTPONKM MO YMONYAHWIO Pa3peLLaroLLmX Um oOrpaHNUYNTENbHbIX NPaBI.

6) Ba3oBblii: BCE MOAMGUKALUN HaYa/lbHbIX 3HAYEHMIA aTpMbyTOB 6830MacHOCTH.

FMT_MSA.l ¥YnpaBneHue aTpubyTamm 6e30MacHOCTM

Wepapxuyeckuit fns: HeT NogYMHEHHbIX KOMMNOHEHTOB.

FMT_MSA.1.1 ®BO f0MmKHbI OCYLLECTBNATL |Ha3HaveHue: P bynpasnenus goctynom, NMdbynpas-
NEHNA NHAOPMALMOHHBIMY NOTOKaMMK1, 4TO6bI OrpaHNYUTL BO3MOXHOCTL [BbIGOP: 13-
MEHeHVe MOYEHUIA MO YMOMYaHWI0, 3anpoc, Mo<>udwmkauus, yaaneHue], [HasHaueHwe:
Apyrue onepauunn\ aTprbyToB 6e30MacHOCTN [Ha3HauYeHMe: CNMCOK aTpubyToB Gesonac-
HOCTU| TOMbKO |Ha3HaueHVe: YNONHOMOYEHHbIE NAEH TUMULMPOBaHHbIE poim\.

3asucumocTu: [FDP_ACC. 1 OrpaHuyeHHoe ynpas/eHue JOCTYNoM Uin

FDP_IFC.| OrpaHuyeHHOe ynpas/ieHne NHPOPMaLOHHbIMU NMOTOKaMU]
FMT_SMR.| Ponun 6e3onacHocTv

FMT_MSA.2 Be3onacHble 3Ha4yeHUs aTpmbyToB 6e30MacHOCTM

WNepapxunyeckuii ans: HeT NOAUYMHEHHbBIX KOMMOHEHTOB.

FMT_MSA.2.1 ®BO pomkHbl 06ecrnednTb MPUCBOEHUE aTpnbyTam 6e30MacHOCTU TOMbKO 6e30MacHbIX
3HaYeHMI.

3asucumocTu: ADV_SPM.| HedopmanbHas Mogens nonntuky 6esonacHocti OO

[FDP_ACC.I OrpaHu4eHHOe ynpas/eHue 4OCTYNOM WUn

FDP_1FC.1 OrpaHuyeHHoe ynpas/eHne NHHOPMaLOHHbIMU NMOTOKaMU]
FMT_MSA.1 YnpaBneHve aTpubyTammn 6e30MacHOCTM

FMT_S.VIR.I Ponu 6e3onacHocTm

FMT_MSA.3 VH1umanunsaums ctaTuieckux atpubyTos

WNepapxuyeckuii gns: HeT NOAYMHEHHBIX KOMMOHEHTOB.

FMT_MSA.3.1 ®B50 fomkHbl ocyLecTsTb [HasHaueHwe: N b ynpasneHns gocTynom, Md b ynpas-
NEHNA NHOPMALIMOHHBIMK NOTOKaMu], 4Tobbl 06ecneynTs |BbIGOP: OrpaHNYNTEeNb-
Hble, paspeLuatoLLe, C ApYrMu CBOWCTBaMK] 3HAYeHWs MO YMOMYaHWIO ANa aTpubyToB
6e30MacHOCTH, KOTOPbIE NCMOMbB3YIOTCA ANs ocyLLecTBneHns N®b.

FMT_MSA.3.2 B0 aomkHbl MPeAoCTaBUTb BO3MOXXHOCTb [Ha3HaueHWe: yNonHOMOYEHHbIE MAeH TUgn-
LMPOBaHHbIe ponn] onpefensTs anbTepHATUBHbIE HAYa/bHble 3HAYEHWUS ANS OTMEHbI
3HaueHMIn HO YMONYaHUIO NPY CO34aHNN 0BBEKTA UM MHGOPMaLMN.

3aBucumoctu: FINIT_MSA.I YnpaBneHuwe atprbyTtamm 6e30nacHoCTv

FMT_SMR. 1 Ponun 6e3onacHocTv

8.3 YnpasneHue gaHHbiMM B0 (FMT_MTD)

XapakTepucTunka cemeiictea

CewmeiictBo FMT.MTD ponyckaeT ynofHOMOYEHHbIX N0b30BaTenei (ponu) K ynpasieHnto faHHbIMU

®BO. Mpumepsbl gaHHbIX DBO: nHhDopMauus ayanTa, TEKYLLEE 3HAYEHNe BPEMEHU, KOH(UIypaLnus cucte-
Mbl, Apyrue napameTpbl KOHpUrypauum ®b0.
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PaHXXunpoBaHne KOMMNOHEHTOB

FMT_MTD.l «¥YnpaateHue gaHHbIMU ®BO* N03B0ISET YNOMHOMOYEHHLIM NOb30BATENAM YNPABNATh

faHHbIMN PBO.

FMT_ MTD.2 «¥YnpaBneHue orpaHn4eHnsmMm gaHHbIx @EO0» onpefenset geiicTeus, npegnpuHnuMaemMble

Npuv SOCTMXKEHUN UM NPEBBILUEHWNN OFPaHNYeHN faHHbIX PBO.

FMT_MTD.3 «be3onacHble faHHble PEO* 0becneynBaeT, YT0ObI 3HAUYEHMWS, MPUCBOEHHbIE AaHHbIM

®BO, 6bInKn fONYCTUMBI MO 6€30MacHOCTML.

YnpasneHve: FMT.MTD.I

[na pyHKumii ynpaaTteHns u3 knacca FMT MOXeT paccMaTpuBaThCs CrieflytoLee feiiCTBue,

a) YnpasneHuwe rpynnoin poneii, KOTOpPbIE MOTYT ONeprpoBaTh gaHHbIMU PEO.

Ynpasnenve: FMT_MTD.2

[na dyHKumMiA ynpasnenus n3 knacca FMT MOXeT paccMaTprBaTbCs CneaytoLLee AelicTBUE,

a) YnpaaTeHue rpynnoi ponei, KOTopble MOTyT ONePUPOBaTh OrpaHNyYeHNsMU JaHHbIX ©BO.

Ynpaenenve: FMT_MTD.3

[elicTBUsA NO ynpaBneHuIo He NPesyCMOTPEHbI.

Aygut: FMT_MTD.I

Ecnn B M3/36 BKNtoueHo cemeiictBo FAU_GEN «[eHepaumsi faHHbIX ayauTa 6e30MacHoOCTU», TO

crnefyeT nNpegycMOTPeTb BO3MOXHOCTb (B 3aBMCMMOCTU OT BbIOPaHHOI0 YPOBHS) ayauTa Cnefyowmx ae-
CTBWIA/COBbITMIA/NapamMeTpOB.

a) ba3oBbIii: Bce MoaMduKauun 3HaveHnid faHHbIX PEO.

Ayput: FMT_MTD.2

Ecnn B M3/3b6 BKkAtoueHo cemelictBo FAU_GEN «[eHepauus AaHHbIX ayauTa 6e30MacHOCTW», TO

cnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTW OT BbIGpaHHOr0 YPOBHS) ayAuTa Crefyrowmx geid-
crauit/cobbITuii/napameTpoB.

a) ba3oBblin: Bce MOANMDUKALMM OrpaHNYEHN faHHbIX PBO.

6) ba3oBbIii: BCe MOANGDUKALMN AEACTBUIA, NPeANPUHUMAEMbIX MPYU HapYLIEHWAX OFPaHNUYEHWIA.

Ayput: FMT_MTD.3

Ecnm B M3/36 BKAoueHo cemelictBoO FAU_GEN «[eHepauus AaHHbIX ayauTa 6€30MacHOCTM», TO

CnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBMCMMOCTM OT BbIGpaHHOrO YPOBHS) ayAuTa Crefyrowmx geid-
CTBUIA/COBLITMIA/NapaMeTpOoB.

a) MVHMManbHBIA: BCe OTKIOHEHHbIEe 3HaYeHNs faHHbIX PBO.

FMT_MTD.| ¥YnpaateHue faHHbiMn ®BO

Vepapxuyeckuii ans: HeT Nog4YMHEHHbIX KOMMOHEHTOB.

FMT_MTD.1.1 @50 g0/mKHbI OrpaHNYNTb BO3MOXHOCTbL (BbIOOP: MIMEHEHWE T OUYEHUIA N0 YMONYaHHH0,
LUNpOC. MOANdMKaLMS, yaaneHue, ouncTKa, (HasHaveHve: apyrve onepauuv] | cnesyto-
LLUMX faHHbIX (Ha3HaueHuWe: CNUCOK AaHHbIX ®BO| ToNMbKO [HasHaveHue: ynonHOMOYeH-
Hble AEHTUMLMPOBAHHbIE poau].

3asucumocTu: FMT_SMR.I Ponu 6e3onacHocTu

FMT_MTD.2 ¥npaaTeHue orpaHuyeHnsaMmn gavHoix @60

Wepapxuueckuii ans: HeT NogYMHEHHbIX KOMMNOHEHTOB.

FMT_MTD.2.1$B50 fomxHbI NPeAoCTaBUTb BO3MOXHOCTb ONPeAeneHns orpaHnye! Ui crefytoLumx faHHbIX
(Ha3HaueHue: cnucok gaHHbix ®BO] TOMbKO (Ha3HauveHWe: YNoNHOMOYEHHbIE UAEHT -
thrumpoBaHHbIe ponu].

FMT_MTD.2.2 @50 [0omKHbI NPeANpPUHATBL CeLytoLmne AeACTBIA NPU JOCTVXKEHUN UN NPEBbILLEHNN
[aHHbIMY @B O yCTaHOBEHHBIX BbILLE OrpaHUYeHuiA: (HasHaYeHWe: NpeanpyHIMaemMble
fencTaus].

3asucumocTtu: FMTJIVITD.| YnpasneHuve faHHbIMn ®BO

FMT SMR.1 Ponu 6e3onacHocTm
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FMT_MTD.3 Be3onacHble faHHble PBO

WNepapxuyeckuii gns: HeT NnogYMHEHHbIX KOMMOHEHTOB.

FMT_MTD.3.1®B50 pomkHbl 06ecneunTb NPUCBOEHNE AaHHbIM PBO T0bKO 6€30MacHbIX 3HAYEHMIA.

3aBucumoctn: ADV_SPM.| HethopmanbHas Mogens nonmtuku 6esonacHoctv 0 0

FMT_MTD.I ¥npasneHve gaHHbiMn ®BEO

8.4 OtmeHa (FMT.REV)

XapakTepucTunKa ceMeincTea

CewmeiictBo FMT REV cBSi3aHO C OTMEHO aTprbyToB 6€30MacHOCTU pas/iMyHbIX CYLLHOCTel B Npeje-
nax OO.

PaHnpoBaH/e KOMMNOHEHTOB

FMT_REV.l «OTMeHa» npegycMaTpyBaeT 0TMeHY aTpubyToB 6€30MacHOCTU, OCYLLECTBISIEMYHO B HEKO-
TOPbI/i MOMEHT BPEMEHMU.

Ynpasnenve: FMT_REV.I

[na ¢yHkumnin ynpaBneHns us knacca FMT MOryT paccMaTpvBaTthbCs CregyoLye eicTBus.

a) YnpasneHwe rpynnoi ponei, KOTOpble MOTYT Bbi3blBaTb OTMEHY aTpMOyTOB 6e30MNacHOCTU.

6) YnpasneHue cnuckamy nonb3osaTeneid, CybbekToB, 06bEKTOB M APYrMX PecypcoB, A1 KOTOPbIX

BO3MO>XXHa OTMeHa.

B) YNpaB/ieHne npasuiaMy OTMeHbI.

Ayaut: FMT.REV.I

Ecnm B M3/36 BKNOYeHo cemeiicTBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHoCTU», TO

cnegyeT NpedyCcMOTPETb BO3MOXHOCTb (B 3aBUCHMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa CnegyoLwmx aei-
CTBWIA/CO6LITY ii/NapamMeTpoB.

a) MUHVManbHbINA: HeycnewHas 0TMeHa aTpmbyToB 6e30MacHOCTY.

6) Ba3oBbIii: BCe MOMbITKN OTMEHUTb aTpUbYThbl 6830MacHOCTH.

FMT.REV.10T1meHa

Wepapxuyeckuii gns: HeT NogYMHEHHbBIX KOMMNOHEHTOB.

FMT_REV. 11 ®BO [0/mKHbI OrpaHHYTb BO3MOXHOCTb OTMEHbI aTprbyToB 6e30MacHOCTM, accoLmmnpo-
BaHHbIX C (BbI6OpP: no.ihJoeame.tu, Cy6beKTbl, 00BLEKTbI, APYrMe AOMONHUTE/bHbIE pe-
cypcebl], B npegenax O ® ToNbKO | Ha3HayYeHWe: YNONHOMOYEHHbIE MAEHTUDULMPOENH-
Hble ponu].

FMT_REV.1.2 b0 pomkHbl peann3oBaTh npasuia (Ha3HaueHue: npasuna 0TMeHbl].

3asucumoctu: FMT_SMR.I Ponn 6e3onacHoCTm

8.5 Cpok geictausa atpubyta 6e3onacHoct (FMTJSAE)

XapaKTepucTMKa cemeincTaa

CewmeiictBo FMT_SAE cBsi3aHO0 C BO3MOXHOCTbH) YCTAHOBNEHWSA CPOKa AeNCTBMS aTprnbyToB 6e3onac-

HOCTW.
PaH>1poBaHve KOMMNOHEHTOB

FMT_fIAE Cpokpeiictais OrfatigrA
6BaanBatonu

FMT_SAE.l «OrpaHnyeHHas no BpemMeHu aBTopm3aLms» npefocTasBnseT BO3MOXHOCTb YNO/THOMOYEH-
HOMY M0/1b30BaTENI0 YCTaHaBIMBATb CPOK AeCTBMA ONpedeNneHHbIX aTpubyToB 6e30MacHOCTMU.

Ynpasnexve: FMT_SAE.I

OT1a hyHKUMI ynpaBneHns u3 knacca FMT mMoryT paccmMaTpyBaTthCs Crefytolme feiicTBus.

a) YnpaB/eHue CMCKOM aTpnbyToB 6e30MacHOCTU C Ha3HaYeHHbIM CPOKOM AeACTBUS.

6) MpesnpvHMMaeMble N0 UCTEYEHWI HA3HAYEHHOTO CPOKa AelCTBHS.
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Ayput: FMT_SAE.I
Ecnn B M3/36 BktoueHo cemeiictBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30macHocTu, T0
cnefyeT nNpefyCcMOTPETb BO3MOXHOCTb (B 3aBMCUMOCTU OT BbIGPaHHOMO YPOBHSA) ayauTa CNefytoLwmx geii-
CTMHIA/CO6bITWIA/NapaMeTpoB.
a) ba3oBbIil: Ha3HaYeHWe CpoKa AencTBMA Ana aTpubyTa.
6) ba3oBblit: geicTBMSA, NPeANPUHATbLIE MO NCTEUYEHUM Ha3HAYeHHOrO CPOKa.
FALT_SAE. 1 OrpaHu/yeHHas rno BpeMeHW aBTopu3aums
WNepapxuyeckuii gns: HeT NogYMHEHHBIX KOMMOHEHTOB.
FALT_SAE. 1.1 ®B5O A0MmKHbI OFPaHNYUTL BO3MOXHOCTb HasHauaTb CPOK AeicTBUA ANst (HasHauyeHwme:
CNUCOK aTpunbyToB 6e30MacHOCTH, AN KOTOPLIX NPeAYCMOTPEHO YCTaHOBEHUE CPO-
Ka [eicTBNS] TONbKO (HasHaveHue: UAeH TUhULMPOBAHHbIEYNONHOMOYEHHbIE ponn].
FMT_SAE.1.2 ina KaX[oro us atux atpubyTtoB 6e3onacHocT @50 AOMKHbI 6bITb CMOCOGHbLI K (Ha-
3HaueHuWe: CNMCoK AeiicTBUiA, NPeANpMHUMAaEMbIX AN KaXKAOTo aTpubyTa besonacHoc-
TU] N0 NCTEYEHUN €ro CPoKa LEeNCTBUS.
3asucumocTu: FMT_SMR.I Ponu 6e3onacHocTm
FPT_STM.I MagexxHble METKM BpemMeHn
8.6 Ponu ynpasneHus 6esonacHoctbio (FMT_SMR)
XapaKTepucTMKa cemeincTea
CemeiictBo FMT_SMR npegHa3sHauyeHo 419 yNpaBieHns Ha3HauYeHNeM PasinyHbIX poseii monb3oBaTte-
nM. BO3MOXHOCTMW 3TUX posieli Mo ynpae/eHnto 6e30MnacHOCTLI0 ONMCaHbl B APYTVX CEMECTBax 3Toro Knacca.

PaHXunpoBaHne KOMMNOHEHTOB
TTH

FMT_SMR.I «Ponn 6e3omacHoCcTv» onpegensieT posiu, OTHOCALLMECS K 6e30MacHOCTM 1 pacno3HaBae-
Mble ®BO.

FMT_SMR.2 «OrpaHuyeHuns Ha ponn 6e30nacHOCTW» OnpesenisieT, YTo B JOMOSIHEHME K OnpeseNieHnto
pornei MMeroTCs NpaBusa, KOTOpble YMPaBAstoT OTHOLLEHWUAMU MEXIY POSIAMU.

FMT SMR.3 «[puHATE poneit» CoaepXnT TpeboBaHme, YTobbl NPUHSATNE PO MPOU3BOANIOCH TO/b-
KO 4epes TOUHbI 3anpoc K ®BO.

Ynpasnexnve: FMT.SMR.1

[ns pyHKumMin ynpaBneHns n3 knacca FMT MOXeT paccMaTpmBaTbCs CreaytoLlee felicTBue.

a) Ynpas/eHve rpynnoit nonb3oBaTeneil —MCNonHNTENER pLin.

Ynpasnexve: F.WTJISMR.2

[ns dyHKumiA ynpaBneHus u3 knacca FMT moryT paccmaTpuBaThCs CriefyroLme AencTaus.

a) YnpasneHuwe rpynnoil nosnb3oBaTeneii —MCNoNHUTENel ponu.

6) YnpaBneHve ycnoBusmMm, KOTOPbIM AO/DKHbI YA0BETBOPSATL POSIU.

YnpasneHve: FMT_SMR.3

[eficTBMA N0 ynpaBneHUto He NpeayCMOrpeHbl.

Ayput: FMT.SMR !

Ecnn B M'13/36 BKAtoueHo cemelicTBO FAU_GEN «[leHepaynsi gaHHbIX ayauTa 6€30MacHOCTM», TO
cnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTMW OT BbIGPaHHOIO YPOBHS) ayAuTa Clefyrowmx geid-
CTBUIA/COBLITMIA/NapaMeTpOoB.

a) MUHMManbHbIR: MoguGUKaLnsa rpynnbl NOMb30BaTeNe —WCNONHUTENEN PONN.

6) [leTann3npoBaHHBbIiA: KaXoe UCMO/b30BaHMe Npas, NPeAoCTaBeHHbIX PObHO.

Ayput: F.MT_SMR.2

Ecnm B M'13/36 BKAtouyeHo cemelictBo FAU. GEN «[eHepaums gaHHbIX ayauTa 6€30MacHOCTM», TO
cnegyeT NpedycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTM OT BbIGPaHHOIO YPOBHS) ayAuTa Crefyrowmx geid-
erBHin/cobbITUIA/NapameTpoB.

a) MUHMManbHbIA: MOAMMMKALUA B rpynne Nonb30BaTeNeil — UCMONHUTENEN PONN.

FWT_S!RR x « ynpLusimms CBIOMaCHOCTbIO
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6) MUHUManbHbIA: HeycneLlHble MOMbITKX MCMO/b30BaTh PO/b BCEACTBUE OTPaHNYEHNIA, HaKNaabl-
BaeMbIX Ha Ponu.

B) [leTann3npoBaHHbIiA: KadkAoe MCnob3oBaHne Npas, NPefoCTaBNeHHbIX POSbIO.

Ayput: FMT_SMR.3

Ecnn B M3/3B6 BktoyeHo cemeiicTBo FAU_GEN «[eHepaumsi faHHbIX ayguTa 6e30MmacHOCTU», TO

cnefyeT npefycMOTpeTb BO3MOXHOCTL (B 3aBUCMMOCTU OT BbIGPaHHOMO YPOBHSA) ayauTa CnegyoLmx aei-
CrBeuii/cobbITuii/napameTpoB.

a) MVHMManbHbIA: KOHKPETHbIE 3aMpoChl Ha NPUHATUE PONN.

FMT_SMR. 1 Ponu 6e3onacHoctu

WNepapxunyeckuii gns: HeT NoAUYMHEHHbBIX KOMMOHEHTOB.

FMT_SMR.1.1 ®BbO fomkHbI NOAAEPXKMBATL CeAYIOLLME PONW |HA3HAYEHWE: YNONHOMOYEHHbIE NAEH-
TudmLmpoBaHHble pom 1

FMT_SMR.1.2 ®BO fo/mKHbI 6bITb CMNOCOGHBI aCCOLMMPOBATH NOJb30BATENEN C PONAMMU.

3asmcumoctun: FIAJULD.1 Bbi6op MOMeHTa naeHTUmKaumm

FMT_SMR.2 OrpaHuyeHns Ha ponv 6e30nacHocTu

Wepapxunyeckuii gna: FMT_SMR. |

FMT_SMR.2.1 ®BO gomxHbl NOAAEPXKMBATL CNeaytoLLe poan (HasHaueHue: YNoaHOMOYEHHbIE MaeH-
TUULMPOBaHHbIE ponn\.

FMTJISMR.2.2 ®BO gomkHbl 6bITb CNOCO6HBI aCCOLMMPOBATH NOMIb30BaTENEN C PONAMM.

FMT_SMR.2.3 ®BO [omxHbl 06ecreyunTb BbINONHEHWE [Ha3HaueHve: yenosus OnapabinyHbIXponei].

3asucumoctu: FIA_UID.l Bbi6op MOMeHTa MAeHTU(MMKAL A

FMT_SMR.3 MpuHsTHe ponei

Wepapxuueckuii gns: HeT NogYMHEHHBIX KOMMNOHEHTOB.

FMT_SMR.3.1 ®B0 gomkHbl TpeboBaTb TOUHbIN 3aMpoc A1 NPUHATUS CReayoLLmUX poneli [HasHave-
HVe: CMMCOK poneii].

3asucumoctn: FMT_SMR.I Ponn 6e3onacHocTu

9 Knacc FPR. lMpuaTHOCTbL

Knacc FPR cofepxuT TpeboBaHua NpuBaTHOCTU. ITW TpeboBaHWA NPefoCTaB/IAIOT NoJb30BATENIO 3a-
LUMTY OT packpbiTWS ero MAeHTU MKaTopa v 3N10ynoTPebIeHns 3TUM APYTUMIA NO/b30BATENAMU.
[Jexomnosunuma knacca FPR Ha cocTaBnstoLLive ero KOMMoHeHTbI NpuBefeHa Ha pucyHke 9.1.

PucyHok 9.1 —[lekomno3nuun knacca «puBaTHOCTb»
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9.1 AHoHumHocTs (KPR_A.NO)

XapaKTepucTuka cemeiicTea

CewmelictBo FPR_A.NO o6ecneunBaeT, 4Tobbl M0Ib30BaTENb MOT UCNONL30BaTb pecypc unm ycnyry OO
6e3 pacKpbITUsA CBOEro MAeHTU(MKaTopa. TpeboBaHNs ceMelicTBa NPeLOCTaBNAOT 3alLUTY naeHTUdMKaTopa
nonb3osatensi. CeMencTBO He NpefHa3Ha4YeHOo A5 3aWnTbl MAEHTU(NKATOPOB CyObEeKTOB.

PaH)X1mpoBaH1e KOMMNOHEHTOB
Pm amo AHoanBIOCTb '_E H 3

FPR_ANO.|I «AHOHWMHOCTb» COLEPXMUT TpeboBaHve, YTOObI Apyrie Nob3oBaTeny uamn CyobLeKTbl He
MOT/IM ONpejennTb MAEHTU(HUKATOP NOb30BATENS, CBA3AHHOIO C CYGLEKTOM UM OnepaLmei.

FPR_ANO,2 «AHOHMMHOCTb 63 3anpoca nHgpopmaLmu» paclumpsier TpebosaHus FPR_ANO.I, obec-

neynBas, 4tobbl ®EO He 3anpalwmBany MAEHTU(HUKATOP NOMb30BaTENS.

Ynpasnexue: FPR..ANO.1, FPR_ANO0.2

[elicTBUSA MO ynpaBneHUto 41 3TUX KOMMOHEHTOB He NpesyCMOTPEHbI.

Aygnt: FPR ANO. 1, FPR_ANO,2

Ecnn B I'T3/36 BKNtoYeHO cemelicTBo FAU_GEN «[eHepaums faHHbIX ayauTa 6e30MacHoOCTU», TO

cnefyeT NpesycMOTPETb BO3MOXHOCTb (B 3aBMCMMOCTM OT BbIGPAHHOIO YPOBHSA) ayamTa Cefyrowmx aei-
CTBUIA/COBbITWIA/NapameTpoB.

a) MyHUMabHbIiA: 06paLleHre K MexaHn3mMy aHOHUMHOCTU.

FPR_ANO. 1 AHOHUMHOCTb

Vepapxuueckuii onis: HeT NogYMHEHHbIX KOMMOHEHTOB.

FPR_ANY().1.1 ®B50 fomkHbl 06ecneuntsb, YToObl (Ha3HauYeHWe: COBOKYNHOCTb MONb3oBaTenei u/uim
cy6bekTOoB] 6blna He cnocobHa onpesenuTh MNOA/IMHHOE UMS NOJb30BaTeNs, CBA3aHHOI0
¢ (HasHayeHWe: CMMCOK CyObEKTOB /Ui onepauuii, n/uam 06beKToB].

3aBNCMMOCTH: OTCYTCTBYIOT.

FTR_AN().2 AHOHMMHOCTb 6e3 3anpoca UHgpopmaLmm

Vepapxunuecknin gns: FPR_ANO,I

FPR_ANO.2.1 ®BO g0/mKHbI 06eCneunTb, YTOObI (Ha3HaYeHMe: COBOKYMHOCTb NOMb30BaTenei n/nm
cybbekToB] 6bl1a He cnocobHa onpeaenuTsL NOAMHHOE UMSA MONb30BaTENs, CBA3AHHO-
ro ¢ (HasHa4yeHue: CNMCOK CyOLEKTOB W/ Onepauuii, n/nnn obbekTos].

FPR_ANO.2.2 DPBO gonxkHbl npefoctaBuTb (HasHauyeHwue: CI'II/ICOKijjV| ana (HasHauyeHwue: CMNCOK
cy6beKTO0B] 6e3 3anpoca Kakoi-N1M60 CCblIIKM HA NOANNHHOE UMS NONb30BaTeNs.

3aBMCUMOCTW: OTCYTCTBYIOT.

9.2 HcesgoHumHocTb (FPR_PSE)

XapaKTepucTuKa cemelicTaa

CemeiictBo FPR_PSE o6ecneunBaeT, 4ToObl N0/1b30BaTe/lb MO UCMO/b30BaTh PECYPC UK yCnyry 6e3

packpbITUA CBOErO MAEHTU(NKATOPA, OCTaBasACh B TO e BPEMS OTBETCTBEHHbIM 32 3TO UCMO/b30BaHME.

PaH>X1poBaH/e KOMMOHEHTOB

FPR PSE.1 «HceBAOHMMHOCTb» COLEPXUT TpeboBaHUe, YTOObI HEKOTOPas COBOKYMHOCTL NOJb30BaTe-
nei n/mnn cy6bLeKToB Hbina He CNOCOOHA ONpeAennTb NAEHTUMKATOP NOb30BaTENS, CBA3AHHOIO C CYObeK-
TOM WX OMepaLeit, Ho B TO Xe BPeMs 3TOT N0b30BaTe/b 0CTaBa/ICA OTBETCTBEHHbLIM 3a CBOW AEMACTBUS.

FPR_PSE.2 «O6paTtvmas NCeBAOHUMHOCTb* COAepXUT TpeboBaHue, 4Tobsl PEO npegocTaBman BO3-
MOXHOCTb OMpefennTb nepBoHaYasbHbIi NAEHTUPUKATOP MO/b30BaTeNs, OCHOBbLIBASACH Na MNpejCcTaBNeHHOM
rnceBOHNME.

FPR_PSE.3 «AnbTepHaTMBHasA NCEBAOHNMHOCTb» COAEPXUT TpeboBaHue, 4ToObl Npy O W aHnH Ncesao-
HWUMa Ans neHTudrkaropa nonb3osatens PEO crefgosann onpegeneHHbIM npasuaam.

56



FOCT P MCO/M3K 15408-2-2002

Ynpasnenve: FPR_PSE.I, FPR_PSE.2, FPR_PSE.3

[JeicTBMA Mo ynpaBneHno 419 3TUX KOMMOHEHTOB He MPeayCMOTPEHbI.

Aygut: FPR_PSE.l, FPR_PSE.2. FPR_PSE.3

Ecnn B M'13/3B6 BKMoYeHo cemeiicTBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTU», TO

crefyeT NpesycMoTpeTb BO3MOXHOCTL (B 3aBMCMMOCTM OT BbIOGPaHHOI0 YPOBHSA) ayauTa Crefyrowmx aei-
CTBHIA/COBbITHA/NapameTpoB.
a) MyHMManbHbI: ngeHTUdhrKaTop cy6bekTa/monbL3oBaTens, KOTOPbIA NOTPeboBan packpbITUA NAeH-
TurkaTopa Nonb3oBaTess.

FPR_PSE.l HceBnoHumumocrb

Wepapxuyecknii gns: HeT nogunMHeHHbIX KOMMNOHEHTOB.

FPR_PSE.1.1 ®B0O gomKHbl 06ecneyunTtb, YToObl (Ha3HaYeHUe: COBOKYNHOCTb Monb3oBaTenei u iliu
cy6bekTOB| Gblna He cnocobHa onpefenuTs NOATUHHOE UMS MOMb30BaTeNs, CBA3AHHOIO
¢ [HasHaueHue: cnucok cyGbekToB U/uaun onepauuii, u/nnn 06LEKTOB).

FPR_PSE.1.2 ®B0 gomkHbl 6bITb CMIOCOOHBI NPeAOCTaBUTL [Ha3HaYyeHMe: KOAMYeCTBO MCEBCKLLMMOB]
MCeBAOHUMOB NOATUHHOrO UMEHN NO/b30BaTeNs ANA [Ha3HAYeHMe: CNUCOK CyObEKTOB].

FPR_PSE. 1.3 @50 gomkHbl 6bITb CMNOCO6HbLI [BbIGOP: OMpeaenvTh NCEBAOHNM NOAb30BATENS, MPUHATH
ncesa<wmM OT NosbloBaTens\ 1 BepuuLMpoBaTh €ro COOTBETCTBME [Ha3HAYeHMe: MeT -
puvKa nceBAoHUMOB.

3aBNCUMOCTI: OTCYTCTBYIOT.

FPR_PSE.2 O6patnumas MnceBnoHNMHOCTb

Wepapxunuecknin gns: FPR_PSE.|

FPR_PSE.2.1 ®B50 gomkHbl 06ecneunTb, YTobbl [HasHauYeHMe: COBOKYMHOCTb Nonb3oBaTenei n/mam
Cy6bekTOoB] Oblna He cnocobHa onpeaenuTb MOATUHHOE UMS M0/b30BaTeNs, CBA3aHHOe
¢ [HasHaueHme: cnCOK CyEbEKTOB M/UNK onepauuii, n/nnmn o6LeKTOoB].

FPR_PSE.2.2 ®BO pomkHbl 6biTb CMOCO6GHbI NPeaocTaBUTh [Ha3HaYeHUe: KONMYecTBO NCeBAOHMOB|
NCeBLOHMMOB MOL/MHHOIO UMEHW NOMb30BaTENA ANA [HA3HAUYeHWE: CMICOK CyObeKToB].

FPR_PSE.2.3 ®BO f0mKHbI 6bITb CMOCO6HbI [BbIGOP: ONpeaenyThb NCEBAOHUM M0b30BATENS, MPUHATD
MCEBAOHUM OT MoNb30BaTENA] U BEPU(MLMPOBATL €r0 COOTBETCTBME [Ha3HaueHue: MeT-
puKa ncesAoHMMOB].

FPR_PSE.2.4 ®BO pfomkHbl NpefocTaBuTh [BbIGOP: YNONHOMOYEHHbIV NOMb30BaTENb, [Ha3HAUEHME:
CMWCOK [I0BEPEHHBIX CYObEKTOB] BO3MOXHOCTb ONpeAensiTb UAEHTU(MNKATOP NOMb30BaTe-
N9 1O NPeACcTaB/eHHOMY MCEBAOHUMY TONBKO MPY BbINOMHEHUWN [HAa3HAYeHWe: CNMCOKYCNo-
Bui].

3asucumoctu: FIA_UID.| Bbibop MOMeHTa UaeHTUdMKaLMK

FPR_PSE.3 AnbTepHaTuBHas MNCCBAOUUMHOCTb

Vepapxuueckuid gna: FPR..PSE.I

FPR_PSE.3.1 ®BO gomkHbl 06ecneumnTb, YTOObl [Ha3HaueHWe: COBOKYMHOCTL MONb3oBaTenein u/um
cy6bekTOoB] 6blna He CNOCO6Ha onpeaennTb NOAIMHHOE WMSA NO/b30BaTeNs, CBA3AHHO-
ro ¢ [HasHauyeHme: CNMCOK CyOLEKTOB U/Mnu onepawyid, u/www oobekTos].

FPR_PSE.3.2 ®B50 fomxHbl 6bITb CNOCO6HBLI NPeAoCTaBUTL [Ha3HAYeHWe: KOMMYeCcTBO NCeBLOHMMOB]
NCeBAOHNMOB MOANMHHOTO UMEHM Nonb30BaTens [11a [HasHaveHue: CNNCoK CyObeKTOB].

FPR_PSE.3.3 ®BbO f0mKHbI ObITb CNOCO6HBI |BLIGOP: ONPefeniTb NCEBAOHAM NOMb30BATENS, NPUHATD
MCeBLOHUM OT NoNb30BaTeNA] U BEpU(ULMPOBATL €ro COOTBETCTBME (HAa3HAYEHWE: MET-
pviKa NCeBaoHNMOB].

FPR_PSE.3.4 ®B0 fomkHbl NpefoCcTaBUTb NMCEBAOHUM A/1i NMOLANHHOIO MMEHM No/b30BaTess, KOTo-
Pblii BOMKeH 6bIrb MAEHTWYEH MCEBLOHMMY, MPeAOCTaBNeHHOMY paHee, Mpu Credy toLmX
YCNoBusSX [HasHaueHue: CMCOK YCNOBUIA|; B NPOTVMBHOM Crlyyae npefocTaBiseMblii MCeB-
[OHVIM J0/MKeH BblTb He CBA3aH C NPeAoCTaBNEHHbIMU paHee NCeBAoOHMMAaMY.

3aBUCUMOCTI: OTCYTCTBYIOT.

9.3 HeBo3moxHoCTb accoumaumu (FPR_UNL)

XapakTepncTyiKa cemelicTea

CewmeiicTBo FPR_UNL o6ecneumBaeT, 4Tobbl N0/b30BaTe/ b MO HEOAHOKPATHO UCMO/b30BaTh PECYPChI

WK YCNYTW, He AaBas B TO XX BPeMS HUKOMY BO3MOXHOCTM CBA3aTb BMECTE MX UCMO/b30BaHNE.

PaH>knpoBaHve KOMMNOHEHTOB

FPRJJM.HwonTnocrekooumsigoH H 1
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FPR _UNL | «HeB0o3MOXHOCTbaccoLmaLmMmn™ cogepxuT TpebosaHue, YTobbl N0Mb30BaTeNM U/Mnn Cyobek-
Thl BbISIM HE CNOCO6HLI ONPeAennTb, ObIN NN ONpeAeNieHHbIe OMepaLyn B CUCTEME UHULMMPOBaHbI OLHUM U
TeM e M0/1b30BATE/NEM.

Ynpasnexve: FPR_UNL1

[na dyHKUMA ynpasneHus n3 knacca FMT MOXeT paccmaTpuBaTbCs CregytoLLee AeiicTBue.

a) YnpasneHve yHKUME NpeAoTBPaLLEHNS acCcoLmaLnn.

Ayaut: FPR.UNL.I

Ecnn B M3/36 BKkAOYeHO cemeiictBo FAU_GEN «[leHepauus faHHbIX ayauTa 6e30macHoOCTU-, TO

cnefyeT npefycMOTpeTb BO3MOXHOCTb (B 3aBUCMMOCTM OT BbIGPAHHOMO YPOBHSA) ayauTa CNefytoLlmx geii-
CTBWiA/COBLITMIA/NapaMeTPOB.

a) MyHUMaNbHBIA: 06pallieHne K MexaHn3My NpesoTBpaLLeHUs accoLmaLmi.

FPR_UNL.l HeBO3MOXHOCTb accoumaumm

Wepapxunueckuin gns: HeT NOAYNHEHHBIX KOMMOHEHTOB.

FPR_UNL.1.1 ®BO gomkHbl 06ecneynTb, 4TOObI [Ha3HaYeHKe: COBOKYNMHOCTb MONb30BaTeneid u/tuu
Cy6LekTOoB] 6bla HeCMOCO6Ha onpeaennTb, YTO [HasHayeHMe: CUCOK onepaumii] [Bbl-
60p: ObUU MHULMMPOBAHLI OJHWM U TeM >Ke NoMb30BaTeNeM, CBA3aHbl ChefyHoLym
06pa3oM]]HasHauYeHWe: CMCOK COOTHOLLIEHMI].

3aBNCYMOCTK: OTCYTCTBYHOT.

9.4 CkpbITHOCTb (FPR_UNO)

XapaKTepucTuKa ceMeincTea

CewmelictBo FPR UNO o6ecneunBaeT, 4ToObl N0b30BaTe/lb MOT UCMO/Mb30BaTh PECYPC UK yenyry 6e3

npeAocTaB/eHNs KOMY-11n60, B 0OCOGEHHOCTY TPeTbel CTOPOHe, MHAOpMaLuy 06 MCNoMb30BaHMK pecypca
W YCIyT .
PaHXv1poBaH1e KOMMOHEHTOB

FPR_UNO. | «CKpbITHOCTb» COLEPXUT TpeboBaHue, YTO6bI N0/b30BaTeNN U/UAK CYyBbeKTbI He MO/
onpeAenvTb, BbIMOMHAGTCA NN Onepauus.

FPR_UNO,2 «PacnpegeneHune Hhopmaymmn, BAMSIOLEE Ha CKPbITHOCTb» COAEPXKMUT TpeboBaHMe, YTo-
661 ®BO npegocTaBUM CneyyanbHble MexaHU3Mbl AN NPefoTBPALLEHNS KOHLEHTpaumuy nHopmaLlum, Cea-
3aHHOI ¢ NnpuBaTHOCTLIO, Nnpegenax O0. Takas KOHUEHTpaLUMs Morna 6bl NOBUATL Ha 06ecneyeHme CKpbIT-
HOCTW MpU HapyLLeHNnsAX 6e30MacHOCTy.

FPR_UNO.3 «CKpbITHOCTb 6€3 3anpoca UH(hopMaLumn» coaepXuT TpeboBaHue, Utobbl PBO He MbiTa-
NNCb NONYYUTb MH(OPMALMIO, CBA3AHHYIO C NPUBATHOCTbLIO, YTO MOXET UCNO/b30BaTLCA ANA HapyLleHus
CKPbITHOCTMW.

FPR_UNO,4 «OTKpbITOCTb A/11 YNO/IHOMOYEHHOI0 NO/b30BaTeNs™ COAePXXMT TpeboBaHue, 4Tobel PEO
npejocTaBuAv O4HOMY UM HECKOMbKUM YNOSTHOMOYEHHbLIM M0/1b30BaTeNIM BO3MOXHOCTb HabnoaTh 3a uc-
Nno/fb30BaHUEM PECYPCOB U/UNN YCnyr.

Ynpaenenne: FPRJINO.I, FPRJUNO.2

[na ¢yHKumnin ynpasnenms n3 knacca FMT MOXeT paccmaTpyBaThCs CregytoLuee felicTBue.

a) Ynpas/eHve PeXXMMOM BbIMONHEHUS (YHKL MW CKPbITHOCTU.

Ynpaenernve: FPR_UNO,3

[elicTBUsA N0 ynpas/eHnto. 11 3T0ro KOMMNOHEHTa He NMPeayCMOTPEHbI.

Ynpaenenue: FPR_UNO,4

Lnsa yHKuuiA ynpaBneHus u3 knacca FMT MOXeT paccmMaTpuBaTbhCs cregytolLee AeiicTBMeE.

a) YnpaBneHne COBOKYMHOCTbH YNOMHOMOYEHHBIX MOMb30BaTeNe, KOTOpble CMOCOOHLI ONpeaenuThb,

BbINOMHANNCH NN OMepaLum.
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Aygut: FPRJINO.I, FPR_UNO.2

Ecnn B M3/3B6 BKkMoYeHO cemeiicTBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30macHOCTU™, TO
CnegyeT NpedycMoTpeTb BOSMOXHOCTb (B 3aBMCMMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa Cnegyowmx aei-
crauit/cobbITuii/napameTpoB.

a) MyHUManbHbIN: 06paLlLeHne K MeXaHn3My CKPbITHOCTU.

Ayant: FPR_UNO.3

HeT ngeHThnMmnpoBaHHbIXeCcTBIIA/COObITUI/NapaMeTpoB, 437 KOTOPbIX CneayeT NpesycMOTpeTh BO3-

MOXHOCTb ayauTa.
Ayaut: FPR_UNO0.4
Ecnu B M3/36 BKNOYeHo cemeiicTBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTU», TO
cnegyeT NpedyCcMOTPETb BO3MOXHOCTb (B 3aBUCHMOCTM OT BbIOPaHHOIO YPOBHS) ayAuTa CnegyoLwmx aei-
CTBWIA/CO6LITM ii/NapamMeTpoB.
a) MuHMManbHbIA: HabnogeHne 3a MCNOMb30BaHNEM Pecypca Uu YCyry nonb30BaTeNieM Unu cyobek-
TOM.

FPR_UNO.1 CKpbITHOCTb

Wepapxuyeckuii gns: HeT NogunmHeHHbIX KOMMNOHEHTOB.

FPR_UN().1.1 ®BbO fomkHbl 06ecneuntsb, 4Tobbl [Ha3HauYeHUe: COBOKYMHOCTbL MOMb30oBaTenei n/mnm
cy6bekTOoB| Obina He CNOco6Ha HabnoAaTh CrieflytoLye onepaumn [HasHauYeHne: CncoK
onepauun] Ha [HasHayeHve: CNUCOK 06LEKTOB|, BbINOMIHAEMbIE [Ha3HaueHWe: COBOKYI-
HOCTb 3alLMLLaeMbIX NOb30BATENEA /UK CYyOBEKTOB|.

3aBUCUMOCTK: OTCYTCTBYIOT.

FPR_UNO.2 PacnpegeneHHe nHhopmaLmm, BAKSIOLLEE Ha CKPbITHOCTb

Wepapxunyeckuin gnsa: FPR UNO.I

FPR_UN().2.1 ®B50O fomkHbl 06ecneumnTb, YTobbl [Ha3HaYeHNe: COBOKYNHOCTb Monb30BaTenei u/nnm
cyb6LekTOB\ 6blna He cnocobHa HabMaaTL CleayHoLLmMe onepauyun [HasHauYeHMe: CYCoK
onepauuii| Ha [HasHaYeHuWe: CMNCOK 06bEKTOB\, BbIMO/IHAEMbIE [Ha3HAYeHWe: COBOKYI-
HOCTb 3aLyLLaeMbIX MOb30BATENENA N/MAK CyGbeKTOB].

FPR_UNO.2.2 ®BO gomkHbl pacnpefenuts [HasHaueHWe: nHopmaums, CsisaHHas Co CKPbITHOCTbIO\
cpeay pasnuuHbIX Yacteli OO Tak, 4TOBGbl BO BpPeMs CyLLEeCTBOBaHMA WHGOpMaLmm
BbIMNO/HANNCD CMIEAYHOLLME YCOBUSA: [HasHaYeHWe: CN1CcoK yCnoBuit].

3aBUCUMOCTW: OTCYTCTBYIOT.

FPR_UINO,3 CKpbITHOCTb 6€3 3anpoca MHhopmaLmm

Wepapxunueckuin na: HeT NogYMHEHHBIX KOMMNOHEHTOB.

FPR_UNO.3.1 @50 pomkHbl npefocTaBuTb [Ha3HaydeHue: cnucokycnyr] ana [HasHaueHwe: Crnncok
cy6bekToB| 6e3 3anpoca Kakvnx-1nbo CCbITOK Ha [HasHauyeHue: nHopMaLms, cBa3aHHas
C NPMBATHOCTbLHO|.

3asucumoctu: FPR_UNO.1 CKpbITHOCTb

FPR U.NO.4 OTKpbITOCTb AN YNOIHOMOYEHHOI 0 M0Nb30BaTENSA

Wepapxunyeckuii gns: HeT NOAYMHEHHBIX KOMMOHEHTOB.

FPR_UNO0.4.1®B0 pomkHbl NpeaocTaBUTh [HasHayeHWe: COBOKYMHOCTb YMONHOMOYEHHbIX NO/b30-
BaTeNein] BO3MOXHOCTb HabNOAATH 3a UCMO/b30BaHNEM [Ha3HAYEHME: CIIUCOK Pecyp-
COB U/Unm ycnyr).

3aBMCUMOCTK: OTCYTCTBYIOT.

10 Knacc FPT. 3awmrta @60

Knacc FIT coaepXxuT cemeiicTBa (hyHKLMOHaNbHbIX TPEOOBaHNA, KOTOPbIE CBA3aHbI C LieIOCTHOCTbIO 1
ynpaB/ieHNeM MexaHuW3Mamu, peann3oBaHHbiMKM B PBO, He 3aBucA npu 3TOM OT ocobeHHocTeir MEBO, a
TaKkKe C LeNO0CTHOCTLIO faHHbIX ©BO. He 3aBMCA OT Cneuuguyeckoro cogepXkanms gaHHoix MBO. B HekoTo-
pOM CMbIC/le, KOMMOHEHTbI CEMEACTB 3TOr0 Knacca Ay6/mpy 0T KOMMOHEHTbI M3 kKnacca FDP 1 moryT naxe
MCMONb30BaThb OHM U Te Xe MexaHn3Mbl. OfHaKo knacc FDP cneupannsnposaH Ha 3aliuTe AaHHbIX NoIb30Ba-

5
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Tens, BTO Bpems Kak Knacc FPT HaueneH Ha 3awuty gaHHbIX @bO. ®aKTUYeCKU, KOMMOHEHTLI U3 Kacca
FIT Heobxognmbl fns obecneyeHns TpeboBaHWA HEBO3MOXHOCTM HapyLLeHus 1 06xoaa nonnTuk ®b faHHo-

ro OO.
B pamkax 3TOro Ksacca BblAeNIA0TCA TPU CYLLECTBEHHbIe COCTaBHble YacTn ®BO.

a) AbcTpakTHasa MawmHa dbO. T. e. BUpPTYaibHas Unm hranyeckas MallnHa, Ha KOTOPOIA BbIMOMHAETCS

oleHuBaemas peanmnsauus ®EO.
6) Pe&unauus ®bO, KOTOpas BbIMOMHAETCS Ha aGCTPAKTHON MalUMHE U peann3yeT MexaHU3Mbl, OCy-

wectsnawowme MBO.
B) flaHHble PbO, KOTOpble ABNAIOTCA AAMUHUCTPATUBHLIMU 6a3aMy AaHHbIX, YNPaBAALWMMN OCY-

wecrtsneHmem MBO.
[Jekomnosuuma knacca FIT Ha cocTaBnatoLme ero KOMMOHEHTHI NpuBefeHa Ha pucyHkax 101 n 10.2.

PucyHok 10.1 — flekomno3nums knacca «3awmta PbO»
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PucyHok 10.2 — flekomnosuuymn knacca «3awuta ®6O» (MpogomkeHue)

10.1 TecTmpoBaHue 6a30B0i abCTpakTHOM MawwmHbl (FPTAMT)

XapaKTepucTMKa cemeincTaa

CemelictBo FPT_AMT onpegenseT Tpe60BaHNA K BbINOMHEHWIO TecTMpoBaHus ®BO, feMOHCTpUpYto-
LLero NpesnonoXxeHns 6e30MacHOCTM OTHOCUTENbHO 6a30B0I abCTPaKTHON MaLLMHBbI, NeXalleidl B OCHOBe
noctpoeHns ®B0. «AGCTpaKTHas» MalLMHa MOXET ObITb KakK NNaTopMoii annapaTHbIX/NporpaMMHo-anna-
paTHbIX CPEACTB, TaK M HEKOTOPbLIM M3BECTHBIM ¥ MPOLUEALLINM OLEHKY COYETaHWEM annapartHbIX/nporpamm-
UbIX CPEACTB, AEVCTBYIOLLMM KaK BUPTYaibHas MalluHa.

PaH)xmpoBaTTe KOMMOHEHTOB

F P T Tacndoatum 6Bxks0/ abCT-
PEKTHOV ManHNA

FPT AMT. 1«TecTupoBaHue abCTPaKTHOM MalUMHbI* NPefoCTaBNAeT BO3MOXHOCTb NMPOBEPKM 6a30B0OW
abCTpaKTHOW MaLLWHBI.

Ynpaenenve: FIT AMT.1

[ns yHKUMA ynpaBneHus n3 knacca FMT MoOryT paccMaTpyBaTtbCs CrefytoLme feiicTBUS.

a) Ynpas/eHue ycnoBuaMK, Npu KOTOPbIX NMPOUCXOAUT TECTUPOBAaHUE aBCTPaKTHON MalLWHbI, Hanpu-

Mep Npy NepBoHaYa IbHOM 3amycke, C MOCTOSHHLIM WHTEPBANOM, NPY 3afaHHbIX YC0BUAX.

6) YnpaBneHve BpeMeHHIIM WHTEPBa/IoM (EC/M TaKoe ynpaB/ieHne NpeLycMOTPEHO).

AyanT: FIT AMT. I

Ecnn B M3/36 BKkAoueHo cemeiictBo FAU_GEN «[leHepauyunsi AaHHbIX ayguta 6e30MacHOCTU», TO
CnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBUCHMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa CregyoLwmx aei-
CTBUIA/COBLITMIA/NapaMeTpOB.

a) ba3oBblIii: BbINONHEHWE TECTUPOBaHWA 6a30BOI MalUMHbI 1 Pe3y/bTaTbl TECTMPOBAHMS.

S-1-1 6l
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FPT_AMT.l TecTupoBaHue abCTPaKTHOW MaLLMHbI

Vepapxuueckuii anis: HeT Nof4YMHEHHbIX KOMMOHEHTOB.

FPT_AMT.L.I ®BO p[omKHbI BINOMHATL NAaKET TECTOBbIX MNporpamm (BblGOP: Mpy NepBOHaYa IbHOM
3anycke, NePUOANYECKY BO BPEMS HOPMAILHOTO (DYHKLMOHMPOBAHUSA, MO 3anpocyynon-
HOMOYEHHOI0 NONb30BATENS, NPU APYTVX YCNOBUAX] L8 AEMOHCTpaLymM NpaBuibHOCTU
BbIMO/IHEHWS MPEANONOXKeHUIA 6e30MacHOCTH, 0becneymBaembiX abCTPaKTHOM MaLLMHOWA,
KOTOpas nosioxeHa B ocHosy ®BO.

3aBUCUMOCTM: OTCYTCTBYHOT.

10.2 BesonacHocTb npu c6oe (FPTJ'LS)

XapaKkTepucTyika cemelictaa

TpeboBaHus cemeiictea FPTFLS o6ecneunsatoT, 4tobbl OO He HapyLan CBOK MOAWUTKKY 6e3onacHo-

CTn npun c6osx PEO NAeHTUHULMPOBAHHBIX TUMOB.
PaHXvponaHve KOMMOHEHTOB

370 CeMeiicTBO COCTOMT M3 OAHOTO KOMMOHeHTa, FPT_FLS.lI «C6oii ¢ coxpaHeHeM 6e30MacHOro
COCTOAHMA™, cofepallero Tpe6osaHue, 4To6bl PO coxpaHuny 6e30MacHoe COCTOSAHME NPU ULEHTUHULN-
POBaHHbIX CHOAX.

YnpasneHune: FPT_FLS.I

[JeicTBMA N0 ynpaBneHnIo He NpeayCcMOTPEHbI.

Ayput: FPT FLS.1

Ecnn B M3/36 BKkAOYeHO cemeiictBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTM», TO
crefyeT NpesycMOoTpeTb BO3MOXHOCTb (B 3aBUCUMOCTM OT BbIOGPAHHOIO YPOBHSA) ayauTa Crefyrowmx aei-
CTBHI1/COBbITWIA/NapameTpoB.

a) basoseblii: cboii PEO.

FPT_FLS. 1C6oii ¢ coxpaHeHveM 6e30MacHOro COCTOSHMSA

Wepapxuueckuii gns: HeT NOgYMHEHHBIX KOMMNOHEHTOB.

FPT_FLS.1.1 ®BO pomkHbl cOXpaHWUTL 6e30nacHoe COCTOAHME NpU CeayoLmx Tunax c6oes: (HasHa-

yeHue: cnucok Tunos cboes PEO].

3asucumoctn ADV_SPV1.1 HethopmanbHas Mogesb nonutukn 6esonacHoct OO

10.3 [ocTynHOCTb 3KCMOPTUPYeEMbIX AaHHbIX DBO (FPT_ITA)

XapakTepucTunka ceMeincTea

CemeiictBo FPTJTA onpegenseT npasuia NpefoTBpalLLeHns noTepy JOCTYNHOCTY AaHHbIX ®BO. ne-
pefasaembIx Mexxgy @50 1 yaaneHHbIM J0BEPEHHbLIM NPOAYKTOM UT. 3T0 MOryT 6bIThb, HANpUMep, KpUTKY-
Hble faHHble PBO Tuna naponen, KYeR, AaHHbIX ayauTa Uin BbinonHsemoro koga ®b0.

PaHXupoBaHVe KOMMOHEHTOB

370 CeMeNCTBO COCTOMT M3 0AHOr0 KoMmoHeHTa FPTJTA. | «J0CTYMHOCTb 3KCMOPTUPYEMbIX AaHHbIX
®BO B npegenax 3afaHHON MeTpUKM», cofepxallero TpebosaHme, 4tobel PEO obecneunn ¢ 3afaHHON
BEPOATHOCTLIO OCTYMHOCTL jaHHbIX ®BO. npegocTasifeMbiX yaaneHHOMY A0BepeHHOMY npofyKTy UT.

Ynpasnenune: FPTJTA. |

[nsa dyHKuuiA ynpaBneHus u3 knacca FMT MOXeT paccmMaTpuBaTbes cregytolLee feiicTBue.

a) YnpasneHve CMMCKOM TUMOB AaHHbIX PBO, A1 KOTOPbIX HE06X0AMMO, YTOObI OHU ObININ AOCTYTMHBbI

y[aneHHOMY [I0BEpPEHHOMY npoAyKTy UT.

Ayput: FPTJTA.I

Ecnn B MN3/36 BKoyeHo cemelictBo FAU_GEN «[eHepaumsi gaHHbIX ayauTa 6e30MacHOCTM», TO
cnegyeT npefycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTU OT BbIOPaHHOIO YPOBHA) ayAuTa Credyowmx aei-
CTBHI1/CObbITUIA/NapamMeTpoB.

a) MuHMManbHbIA: 0TCYTCTBME faHHbIX ®BO. Korga oHW 3anpoLueHsl OO.

62
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FPT ITA.1 JocTynHOCTb 3KCMOPTUPYEMbIX faHHbIX ®EO B npedenax 3agaHHoO METPUKH
Wepapxunueckuin gns: HeT NogYMHEHHbIX KOMMOHEHTOB.
FPT_1TA.11 ®BO A0mKHbI 06ecneynTb 4OCTYMHOCTL [HasHaueHne: CNMCcOK TUNoB AaHHbIX P KO\ ans
yLaneHHoro foBepeHHoro npoaykta NT B npefenax [Ha3HayeHue: 3aiaHHas.MeTpuka
LOCTYNHOCT U NPV BbINOIHEHWMN CNEAYHOLLMX YCIOBUIA [HasHaYeHWe: yCnoBms 06ecneyeHns
pocTynHocTw\.
3aBMCUMOCTL: OTCYTCTBYIOT.
10.4 KoHmaeHUManbHOCTb 3KCNopTUpyemMblX faHHbIX PBO (FPT_ITC)
XapaKTepucTMKa CeMeNiCTB;»
CemeiictBo FPTJT C onpegenseT npasuvna 3awuTbl gaHHbIX PEO 0T HeCaHKLMOHWPOBAHHOMO Packpbl-
Tua npu nepegade mexgy ®EO0 u yfaneHHbIM LOBEPEHHbIM NpogykKToM UT. 3To MOryT 6biTh, Hanpumep,
KPUTUYHbIE faHHble PBO Tuna naponei, KNKOYER, JaHHbIX ayauTa Unn BeINoAHAeMOro koga ®60.
PaHXvpoBaHu1e KOMMOHEHTOB

3T0 CeMeicTBO COCTOMT M3 04HOr0 KoMnoHeHTa FPTJTC.1 “KoHnaeHUManbHOCTb 9KCMOPTUPYEMbIX
JaHHbIX ®BO npuw nepefaye*, cogepxatlero Tpe6osaHme, 4Todbl PBO obecneunny 3almTy AaHHbIX, nepe-
fasaemblx Mexxay ®BO 1 yfaneHHbIM J0BEPEHHBIM NPOAYKTOM T, OT pacKpbITUA Mpu nepefaye.

YnpasneHve: FPTJTC.I

[elicTBrS N0 ynpaBneHnto He NPeLyCMOTPEHbI.

Ayant FPTJTC.I

HeT naeHTMdrLMpoBaHHbIX LeliCTBHIA/COObITUI/NapamMeTpoB, ANa KOTOPbIX CNesyeT NpeLycMOTPeTb BO3-
MOXXHOCTb ayauTa.

FPTJTC.l KoHpuaeHLManbHOCTL SKCNopTUpyeMbIxX faHHbIX @BO npu nepegade

Vepapxuyeckuii ans: HeT NoAYMHEHHBIX KOMMOHEHTOB.

FPTJTC.I.1®B0O pgomkHbl 3awuuiate Bce faHHble PBEO, nepegasaemble oT PBO K yaaneHHOMY

[0BEPeHHOMY NPOAyKTy VT, OT HeCaHKLIMOHMPOBAHHOIO PACKPbLITUSA MPU Nepeaave.

3aBNCUMOCTI: OTCYTCTBYIOT.

10.5 LenoctHocTb aKecnopTupyemblx faHHbIix @O (FPTJTI)

XapakTepncTyika cemeiicTaa

CewmeiictBo FPTJTI onpegenset npasuna 3awyTbl 4aHHbIX @BO 0T HECAHKLMOHMPOBaHHON Moan(K-
Kauun npu nepegade mexxay P50 v yaaneHHbIM fOBEPEHHbIM NPogykToM U T 3T0 MoryT 6bIThb, Hanpumep,
KpUTWYHble AaHHble PBO Tuna Naponein, KYel, faHHbIX ayauTa unu BeinosiHsemoro koga ®B0.

PaHXvpoBaH1e KOMMNOHEHTOB

1
FFTjn LienocTHOCTb 3MOIOPTMPPbIba
IBHHLKABO . - O H a

FPTJTI.1«O6HapyxeHre Mogu(rKaLuym 3KCNoOpTMPYeMbIX AaHHbIX DBO* no3BonseT 06HapyXuTb
moaugukaumio gaHHbeix @60 npu nepegade mexay P50 1 yganeHHbIM 40BEPEHHbIM NpogykToMm LT, npu
JOMyLLEHNN, YTO NOC/eAHEMY M3BECTEH UCMOMb3YEMbI MeXaHWU3M nepegaqu.

FPTJTI.2 «O6Hapy>eHWe 1 UcnpaseHne MoANMUKaLMK SKCNOPTUPYEMbIX AaHHbIX PEO* no3sonset
YAIEHHOMY [J0BEPEHHOMY NPOAYKTY VT He TONbKO 06HApY>XUTb MOAN(MKALMIO, HO 1 BOCCTAHOBUTb [jaH-
Hble ®BO. MoguduumpoBaHHbie Npu nepegade ot ®BO. nNpu foNywWweHUW, Y4TO NocnefHeMY W3BECTEH
NCMONb3yeMblii MeEXaHW3M Mepesayum.

YnpasneHve: FPTJTI. 1

[eficTBMA NO ynpasieHnto He NpefycMOTPEHbI.

YnpasneHune: FPTJTI.2

[nsa dyHKuuii ynpasneHms n3 knacca FMT MoryT paccMaTpyBaTthCa CrefytoLLme eiicTBrS,

a) YnpasneHue Tunamu gaHHbix ®B0O. KoTopble PBO crefyeT NbITaTbCA UCMPaBUTL, €CI OHU MOAM-

(1L mMpoBaHbI Npu nepejave.
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6) YnpasneHue Tunamu AencTanii, kotopble @50 MOryT NpeAnpuHATSL, ecn faHHble PBO Moangu-
LiMpoBaHbI Npu nepesade.
Ayput: FPTJITIL.I
Ecnn n M3/36 BkAoueHo cemeinictBo FAU_GEN «[eHepauus AaHHbIX ayauTa 6€30MacHOCTU», TO
cnefyeT NpesycMOTPeTb BO3MOXHOCTb (B 3aBMCMMOCTM OT BbIGPAHHOTO YPOBHSA) ayanTa Crefyrowmx aei-
Crauit/cobbITniA/NapamcTpoB.
a) MyHUManbHbIA: 06HapYyXeHne MoaudmnKaumMmn nepesasaemMbix jaHHbIX PEO.
6) ba3oBbIit: AeiiCcTBUSA, NPeNpPUHATLIE MPU 06HAPY>XXEHNN MOAMMDNKaLMK NepeaaBaeMbiX JaHHbIX ©bO.
Aygut: FPTITI.2
Ecnm B M3/3b6 BKkAoueHo cemelictBo FAU..GEN «[eHepauns AaHHbIX ayauTa 6€30MacHOCTM», TO
cnegyeT NpeaycMOTPeTb BO3MOXHOCTbL (B 3aBUCUMOCTW OT BbIGPaHHOIO YPOBHS) ayAuTa Crefyrowmx geid-
CTBUIA/COBLITMIA/NapaMeTpOoB.
a) MUHVMManbHbIR: 06HapYXXeHne MoAntMKauun nepefaBaeMbix JaHHbIX PBO.
6) ba3oBblit: AeliCTBUSA, MPEANPUHATLIE MPU 06HAPYXKEHUM MOAVUTMNKALMI NepeaaBaeMbiX faHHbIX PBO.
B) Ba30BbIii: NCMO/Ib30BaHNE MeXaHV3Ma BOCCTaHOB/IEHNS.
FPT_1TI.1 O6Hapy»eHne MoantNKaLmMmM 3KCNOpTUPYEMbIX AaHHbIX PBO
Wepapxunyeckuii ans: HeT NOAYMHEHHBIX KOMMOHEHTOB.
FPT_1TI.1.1 ®B0O p[o/mKHbI NPeaoCcTaBnTbL BOSMOXHOCTb 06HAPYXXMTb MOANMUKALMIO NH0ObIX LaHHbIX
PBO npu nepepade mexxgy P50 1 yaaneHHbIM LOBEPEHHBIM MPOLYKTOM T B npefenax
CcreflytoLLeii MeTpUKK: (HasHayYeHue: MeTprka Moaudukaumm].
FPT_ITILL.2 ®BO pomkHbl NpefoCTaBUTb BO3MOXHOCTb BEPUMMLIMPOBATL LIENIOCTHOCTL BCEX AaHHbIX
DBO npu nx nepegade mexagy ®BO 1 yfaneHHbIM LOBEPeHHbIM NPoayKToM VT v Bbinos-
HUTb (Ha3HauYeHWe: NpeanpUAN.YaeMble felicTBUA(, eC MOANMUKaLMS 06HaPY>XKeHa.
3aBMCUMOCTU: OTCYTCTBYHOT.
FPT ITI.2 O6Hapy>keHuWe H ncnpaB/ieHne MoagntMKaLmm 3KCNopTMpyemMbiX gaHHbIX ©EO
Wepapxuyeckuid gns: FPTJTI.I
FPTJTI.2.1 ®BO fomKHbI NPeaocTaBUTh BO3MOXHOCTb 06HAPYXNTb MOAUDMKALMIO THO6bLIX JaHHbIX
DBEO npu nepegade mexgy P60 1 yaaneHHbIM f0BEpPeHHbIM npogykTom T B npepenax
CleytoLeii MeTpuKK: (HasHauyeHne: MeTpuKa Mogudmkamum].
FPTJTI.2.2 ®BO p0omKHbI NPefoCTaBUTb BO3MOXHOCTb BEPUMLMPOBATL LENOCTHOCTb BCEX AaHHBIX
DBEO npu ux nepegave mexgy ®650 v yganeHHbIM OBEPEHHBIM NPOLYKTOM VT v Bbl-
MONHUTL (Ha3HaueHve: NpeanpUHUMaeMble AeNCTBUSA], ecnn MOAMMUKALMA 0BHapYXeHa.
FPT_m.2.3 ®BO pomkHbl NpefoCcTaBnTb BO3MOXHOCTb UCMPaBUTL (Ha3HayeHve: Tun Moaudukaumumn]
BCe faHHble ®BO, nepenasaemble Mexay ®BO 1 yaaneHHbIM [J0BEPEHHbLIM NPOAYK-
Tom AT.
3aBMUCUMOCTHU: OTCYTCTBYIOT.
10.6 TMMepepaya gaHHbIX PBO B Npegenax OO (FPTJTT)
XapaKTepucTMKa cemeincTaa
CewmeiictBo FPT ITT npegoctaBnseT TpeboBaHMs 3awmTbl AaHHbIX PBEO Mpu ux nepegaye Mexagy
pasgeneHHbiMn Yactamu OO Mo BHYTPEHHEMY KaHasy.
PaH>X1poBaHne KOMMNOHEHTOB

FPTJTT.| «ba3oBasi 3awmTa BHYTpeHHeN nepegayun gaHHbIXx ®BO* copepxuT TpeboBaHme, HTOOLI
JaHHble ®BO 6binM 3alMLLEHbl NPU KX Nepesade Mexay pasgeneHHbiMu yactamu OO.

FPTjrr.2 «PasgeneHve gaHHbix @60 npu nepegaye* cogepxunt TpeboBaHune, Y4TOObI Mpy nepegaqe
B0 oTgensnu gaHHbIE NONb30BaTeNen oTaaHHbIX ©BO.

ppTJITT.3 «MOHUTOPUHT LLENOCTHOCTU AlaHHbIX PBO» cofepXuT TpeboBaHue, 4Tobbl fJaHHble PBO,
nepefasaemMble MeXy padgeneHHbIMU yacTamym OO. KOHTPONNPOBAINCH Ha UAEHTUMNLIMPOBAHHbIE OLLMOKM
LIeIOCTHOCTW.
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Ynpasnexnne: FPTJTT.I
[nsa dyHKuuid ynpaenenus n3 knacca FMT moryT paccMaTpyBaTthCa CrefytoLpe 4eiiCTBUS.
a) YnpasfeHue TunamMmm mogupukanu, oT Kotopblx @O credyeT salmilaTh nepegasaemMble JaHHbIE.
6) YnpaBneHue MexaH13MOM, UCMOMb3yeMbIM A4/ 06ecneyveHmns 3anTbl JaHHbIX MPY Nepejaye Mexay
paxnnyHbimMy Yactamm dbO.
Ynpasnenve: FPTJTT.2
[na ¢yHKunin ynpaBneHns u3 knacca FMT MOryT paccMaTpyBaTthbCs CriefytoLime AecTBuS.
a) YnpasneHve TnaMn Mogudukaumm, ot Kotopbix ®BO cnefyeT 3awuilath nepefasaemble JaHHbIe.
6) YnpasneHne MexaHU3MOM, UCMOMb3YEMbIM [J1 06ecneyveHmns 3aWwnTbl JaHHbIX MPY Nepesade Mexay
pasnuyHbiMu Yactamu ®bO.
B) YNpaBneHne MexaHU3MOM pasfeneHns JaHHbIX.
Ynpasnenune: FPT_1TT.3
[nsa pyHKuuid ynpaeneHus n3 knacca FMT moryT paccMaTpyBaTthCa CrefytoLume eiicTBUS.
a) Ynpas/eHvie TUnaMm MoauuKaumm, ot Kotopbix ®bO cnefyeT 3awuilarb nepefasaemble faHHbIe.
6) Ynpas/neHne MeXaHN3MOM, UCNOJb3YEMbIM fi1 06eCNeUeHNs 3alnTbI JaHHBIX NPU Nepegade Mexay
paxnnyHbiMu Yactamu ®BO.
B) YnpasneHue Trnamy mogudumkaumm gaHHbix ®B0O. KoTopble ®BO cneayeT NbITaThbCs 06HAPYXMUTb.
r) ¥YnpasneHue geiicTBUAMA, MpeAnpUHMMaeMbIMK Nocne 06Hapy>KeHUs MoAuGuKaLmn.
Ayput: FPTITT.l. FPTJTT.2
HeT ngeHTndunLMpoBaHHbIX 4eCcTBII/COBbLITUIA/NapaMeTpoB, AN KOTOPbIX CreayeT NpeaycMoTpeTb BO3-
MOXHOCTb ayauTa.
Ayaut: FPTJITT.3
Ecnmn B M3/36 BKoUYeHO cemeinictBo FAUJ3EN «[eHepauus AaHHbIX ayguta 6€30nacHOCTU», TO
CnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBUCHMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa CnegyoLwmx aei-
CTBUIA/COBLITWIA/NapameTpoB.
a) MuHMManbHbIN: 06HapyXeHne MognuKaummn gaHHbix @bO.
6) Ba3oBbIii: feiicTBUA, NpeNpUHATLIE NOCe 06HAPYXEHMA OLIMOOK LieNOCTHOCTU.
FPTJTT.| ba3oBas 3awuTa BHyTpeHHel Nepegayn gaHHbIXx P50
Wepapxunyeckuii gns: HeT NOAYMHEHHBIX KOMMOHEHTOB.
FPTJTT.1.1 ®BO [0/MKHbI 3aMTUTL CBOM AaHHbIE OT |BbIltOp: packpbliTve. MogUGMKaLmMs| npu HX
nepegade Mexay pasgeneHHbiMu yactamu OO.
3aBMCUMOCTK: OTCYTCTBYHOT.
FPTJ'1T.2 PasgeneHune gaHHbiXx PEO npu nepesade
Wepapxuyeckuidi gns: FPTJTT.I
Fpt TT.21 ®BO [oMKHbLI 3aWMUTUTL CBOM laHHbIE OT |BbIOOP: packpbiTue, Moautukaumal npu Hx
nepegaye Mexay pasfeneHHbiMu yactamm OO.
FPTJTr.2.2 ®60 [0/MKHbI OTAENNTL faHHbIE NM0b30BaTeNd 0TAaHHbIX PBEO npy nx nepegade Mexay
pasgeneHHbIMK Yactamm OO.
3aBNCMMOCTH: OTCYTCTBYIOT.
FPTJTT.3 MOHUTOPWHT LEeNoCTHOCTK faHHbIX PBO
Wepapxunueckuin ans: HeT NOAYMHEHHBIX KOMMNOHEHTOB.
FPT_ITT.3.1 #BO pomkHbl 6bITb CMOCOOHLI 06HAPYXUTb (BbIGOP: MOAMMUKALNA AaHHbIX, NOAMEHa
[laHHbIX, NepecTaHoBKa AaHHbIX, yda-tenue faHHbIX, [Ha3HaueHwe: apyrve owunbku Leno-
cTHOoCcTU]] B faHHbIX PBO, nepefaBaeMbiX Mexay pasfeneHHbIMU YacTamu OO.
FPTJTT.3.2 Mpun 06Hapy>keHUM OLLIMOKM LLeNOCTHOCTU AaHHbIX PBO JO/MKHbLI NMPEANPUHATD CeLytoLLye
[eCTBUA: |Ha3HaYeHMe: BbINONHSEMble AelicTBuA].
3aBucumocTu: FPTJTT.| ba3oBas 3aliuTa BHyTpeHHel Nepeayun AaHHbIXx B0
10.7 dwu3nyeckas 3awmta PO (FPT_PHP)
XapaKTepucTMKa cemeincTea
KomnoHeHTbl cemelictBa FIT PHI’ faloT BO3MOXHOCTb OrpaHMumnBaTh manyeckuin goctyn kK ®b0O. a
TaKkKe pearnpoBaTh Nna HeCaHKLIMOHNPOBaHHYO PU3NYECKYH0 MOAU(UKaLMIO UK NOAMeHY peanusaumn ®bO
¥ NPOTUBOAEVCTBOBATb UM.
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Tpe6oBaHNs KOMMOHEHTOB B 3TOM CeMelicTBe 06ecneyunBatoT, Ytobbl @50 6b1AM 3aLLMLLEHBI OT QU3M-
YECKOH BO3[ECTBIS 11 BMELLATENbCTBA. Y J0aTETBOPEHNE TPEBOBaHNIA 3TUX KOMMOHEHTOB MO3BOASIET MOJY-
unTb peanusauunio ®EO. KOMNOHYEMYIO U UCMO/b3YEMYHO CMOCOGOM, NPeLyCcMaTPUBAIOLLMM 0BHAPYXeHNe
(hV31YECKOro BO3AEICTBUS MM NPOTMBOAENCTBUE eMy. Be3 3TUX KOMMOHEeHTOB 3awuTa PEO TepseT CBOKO
3h(heKTUBHOCTb B CPefie, e He MOXET GbiTb NPEJOTBPALLEHO (M3MUYECKOE MOBPEXEHWE. 3TO CEMENCTBO
TakkKe cofepXKuT Tpe6oBaHus K peakuumn ®BO Ha NOMbITKM (U3MYECKOro BO3AEHCTBIS Ha UX peannsauuio.

PaH)X1MpoBaH1e KOMMOHEHTOB

FPT_PHP.I «MaccruBHOe 06HapyXeHve (pr3nyYecKoro HanageHus» NpefocTaassacT BO3MOXHOCTb U3BEC-
TUTb O HanNafeHNN Ha YCTPOIACTBA UM 3NeMEHTbI, peanmnaytolime @BO. OfHAKO OMOBELLEHME O HaNafeH!N He
[elicTBYeT aBTOMaTUYecKu; yNnoJHOMOYEHHOMY MO/b30BaTeN0 HEOOXOAMMO BbI3BaTb afAMUHUCTPATVBHYHO
(hYHKLMIO 6€30MaCHOCTW WA MPOBEPUTb BPYUHYHD, MPOU3OLLAO I HanafeHue.

FPT_PHP.2 «OnoBelLeHMe 0 (hM3M4eCKOM HanageHuM® obecneynBaeT aBTOMATUYECKOE OMOBELLEeHME O
HanafeHun Ans yCTaHOBIEHHOT0 NOAMHOXECTBA (PU3NYECKMX MPOHNKHOBEHWIA.

FPTPHP.3 «[MpoTnBogeiicTBME r3MUeCKOMY HanaaeHuo® npefocTaBiseT BO3MOXHOCTb NPeAoTBpa-
LLEHNS UM NPOTMBOLENCTBUA (U3NYECKOMY HaMafeHNI0 Ha YCTPOWCTBA U 3aneMeHTbl, peanusytome ®BO.

YnpasneHue: FPT..PHP.I, FPT_PHP.3

[elicTBUA NO ynpaB/eHNIo He NPeayCMOTPEHbI.

Ynpasnenune: FPTJ‘HP.2

[ns ¢yHKumiA ynpaBneHus u3 knacca FMT M 0 T paccmaTpuBathCsl CriefytoLme AencTaus.

a) YnpaBneHue nosb3oBaTeNIeM U PObLO, KOTOPbIE MOMYyYaT MHPOPMALMIO O BTOPXKEHUSAX.

6) YnpaBneHue CMCKOM YCTPOICTB, O BTOPXXEHUMN B KOTOpPbIE CNeflyeT ONOBECTUTb YKa3aHHOMO Mo/b30-
BaTesif UIN Posb.

Ynpasnenve: FPT_PHP.3

ATA QyHKUNMIA ynpaBneHns m3 knacca FMT MOXeT paccmaTpumBaTbCs criefytoluee AeicTaue.

a) YnpaBneHne aBTOMaTUYECKOI peakLveld Ha (ru3nyeckoe BO3AeicTaye.

Ayant FPT_PHP.I

Ecnn B M3/3b BKkAOYeHO cemeinicTBo FAU_GEN «[eHepaums gaHHbIX ayauTa 6e30macHOCTU», TO
cnefyeT npefycMOTpeTb BO3MOXHOCTb (B 3aBUCMMOCTM OT BbIOPaHHOMO YPOBHSA) ayamuTa Cneaytowmx geii-
cTB» V/cobbITnii/napameTpos.

a) MuHMManbHbIN: 06Hapy)XeHWe BTOPXXEHNs cpeacTBaMu UT.

Ayput: FPT_PHP.2

Ecnm B M3/3b6 BKAoueHo cemelicTBO FAUNGEN «[eHepauns AaHHbIX ayaguTa 6e30MacHOCTW», TO
cnegyeT NpeAycMOTPETb BO3MOXHOCTb (B 3aBUCMMOCTMW OT BblGPaHHOIO YPOBHS) ayAuTa Clefytowmx neii-
CTBUIA/COBLITWIA/NapameTpoB.

a) MUHVManbHbIA: 06HapY>XeHVE BTOPXKEHNS.

Ayput: FPT.PHP.3

HeT naeHTM(NLMPOBaHHBIX AeiicTBN A/coBbITHii/NapaMeTpoB, AN KOTOPLIX CeyeT NpeaycMOTPeTb BO3-
MOXHOCTb ayamTa.

FPTPHP. 1MaccmBHoe 06Hapy»eHne (h13NYeCKOro HanageHms

Vepapxuueckuii onis: HeT NoAYMHEHHBIX KOMMOHEHTOB.

FPT_PHP.1.1 B0 pomkHbl 06eCcneunTb 04HO3HAUYHOE 0GHAPYKEHME (hN3MYECKOro BO3AENCTBIS, KOTO-

pOe MOXET YrpoXartb BbiNosHeHuo PEO.
FPT_PHP.1.2 ®B50 [o/mkHbI NpefocTaBUTb BO3MOXHOCTb OMpeseNnTb, NPou3oLLIo M (husnyeckoe
BO3/AENCTBME Ha YCTPOWCTBA UMM 3M1eMeHTLI, peanusytoume ©EO.
3asucumoctn: FMT_MOF.l YnpasneHue pexxvMom BbIMOMHEHUS PyHKLMIA Ge30nacHoCTH
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FPT_PHP.2 OnoseLeH1e 0 (hM3NYECKOM HanaseHum

Wepapxnyeckuid gns: FPT_PHP.I

FPT_PHP.2.1 ®BO aomkHbl 06ecneunTb OfHO3HA4YHOE OOHapy)XeHWe (PU3NYECKOro BO3LENCTBUS,
KOTOPOE MOXET YrpoxXars BbinonHeHno ®EO.

FPT_PHP.2.2 ®bO p0/mKHbI NPeAocTaBUTh BO3MOXHOCTb OMpeAennTb, MPOU30LLI0 N PU3ndeckoe
BO3/€ENCTBME Ha YCTPOICTBA MK 3N1eMeHTbI, peannsyrowme PEO.

FPT_PHP.2.3 Anga (Ha3HayeHWe: CAMCOKYCTPOACTB/X*eMeHTOB, peanusyowmx ®bO, s KOTOpbIX
TpebyeTca akTuBHOe 06Hapy>keHne\ @50 [0/MKHbI MOCrOSHNO KOHTPOAMPOBaTh YCT-
POWCTBA, 3/1EMEHTbI 1 OMOBeLLaTh (HasHauyeHWe: HaTOYEHHbIN MOMb30BATENb UK PONb],
4TO NPOM30LLING (hr3NYECKOE BO3AEACTBME Ha YCTPOICTBA UM 3M1EMEHTBI, peansytoLLe
®BO.

3asucumoct: FMT_MOF.| ¥YnpaBneHue peXXMMom BbINOAHEHNS DYHKLUNIA 6€30MacHOCTU

FPT PHP.3 lMpoTuBogeiicTBME (hM3NUECKOMY HanageHuto

WNepapxuyeckuii gnsa: HeT nofYMHEHHBIX KOMMOHEHTOB.

FPT_PHP.3.1 ®BO pomkHbI NPOTVBOAENCTBOBATL (HA3HAYEHME: CLieHapui hM3MYeCKOro BO3AeHCTBUS|
Ha (Has3HayeHWe: CNMCOKYCTPONCTB/3neMeHTOB, peannsytowmx ®EQ], pearupys aBTo-
MaTV4ecKmn Takm 06pasom, YTobbl NpeaoTBpaTUTL HapyLueHne UEBO.

3aBMCMMOCTW: OTCYTCTBYIOT.

10.8 HapgexHoe BoccTaHoBneHve (FPT_RCV)

XapakTepncTunka ceMeincTea

Tpeb6oBaHusa cemeiictBa FPT .RCV o6ecneunBatoT, 4tobbl ®EO MOrav onpeaennTb, He HapyLleHa nn

3awmta ®BO npum 3anycke, N BOCCTaHaBMBATLCA 663 HapyLUEHNS 3alMTbl NOC/E NPepbIBaHMA Onepayuii.
3T0 CeMeNCTBO BaXKHO, MOTOMY YTO HaYa/lbHOe cocTosiHMe ®BO npu 3anycke WM BOCCTAHOBMIEHUW OMpeje-
NAeT 3awmiteHHocTs OO B nocneaytoLLem.

PaH>XnpoBaHne KOMMOHEHTOB

FPTIJRCV.1 «Py4Hoe BoccTaHOBNeHue» no3sonfeT OO npefoCTaBUTb TONbKO Takue MexaHWu3Mbl

BO3Bparta K 6630I'IaCHOMy COCTOAHUIO, KOTOpPbIE npeanonarakoT BMELLATENLCTBO YEI0BEKA.

FPT_RCV.2 «ABTOMaTM4eCKOe BOCCTAHOB/EHNE™ NPeAOCTaBseT, XOTa Obl AN OAHOTO TVNa MpepbiBa-

HUA 06C1'Iy)KI/IBaHVIFI, BOCCTaHOB/EHMe 6e30MacHOro COCTOSHNA 6e3 BMeLaTeNbCTBa Ye/I0BEKA; BOCCTAHOB/IEHME
nocne I'IpeprBaHMﬁ OPYTNX TUNOB MOXET I'IOTpeﬁOBaTb BMeLlaTeNIbCTBa Ye/loBeKa.

FPT_RCV.3 «ABTOMaTMYeCKOe BOCCTaHOB/IEHME 6€3 HeJONyCTUMON NOTepy» TakxKe NpefycMaTpuBaeT

aBTOMaTUYeCKOe BOCCTAHOB/EHME, HO NOBLILIAET YPOBEHL TPEGOBAHWIA, NPENATCTBYS HEAOMYCTMMOIA NoTepe
3aLLMLLLEHHbIX 0ObEKTOB.

FPT_RCV.4 «BoccTaHoBNeHWE (YHKLMWN* npefycMaTpUBaeT BOCCTAHOB/IEHNE HA YPOBHE OTAE/NbHbIX

®B, obecneynBas MM60 UX HOPMasbHOE 3aBepLUeHMe nocne c60s, NMMb0o Bo3BpaT K 6e30MacHOMY COCTOSHUIO
[aHHbIX PBO.

1r*

Ynpaenenve: FPT RCV.1

[nsa dyHkuuid ynpaBnenus u3 knacca FMT MOXeT paccMaTpmBaTthCs CriedytoLLee AeiicTBue.

a) YnpasneHne CNMCKOM JOCTYNa K CPeficTBamM BOCCTAHOB/IEHUA B PEXMME aBapUiHON NOAAEPKKM.

YnpasneHue: FPT_RCV.2, FPT_RCV.3

[ns dyHKUMA ynpaBneHns us knacca FMT MOryT paccmMaTpuBaThes CNeayHoLLme AencTBms.

a) Ynpas/neHue CUCKOM JOCTyNa K CPeicTBaM BOCCTAHOB/IEHUA B PEXMME aBapUIAHON MOAAEPXKKN.

6) YnpaBneHue cnnckomM c60es/npepbiBaHWi 06C1yXKMBaHMS, KOTopble 6yayT 06pabaThiBaTbCs aBTOMa-
TUYECKUMU MpoLiedypamu.

Ynpasnerve: FPT_RCV.4

[eicTBMA MO ynpaBneHnto He NpeayCcMOTPEHbI.
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Ayaut. FPT RCV.1, FPT_RCV.2, FPT_RCV.3

Ecnn n M3/36 BknoyeHo cemeiictBo FAU_GEN «[eHepauus faHHbIX ayauTa 6€30MacHOCTM», TO
crefyeT NpesycMOoTpeTb BO3MOXHOCTb (B 3aBUCUMOCTM OT BbIOGPAHHOIO YPOBHSA) ayauTa Cneayowmx aei-
CTBWiA/COBbITMIA/NapameTpoB.

a) MyHUManbHbIA: hakT BOSHUKHOBEHWS €605 MAK NpepbIBaHNS 06CNYXNBaHUS.

6) MuHVManbHbIV: BO306HOB/IEHWE HOPMATbHON PaboThbl.

B) Ba3oBblIii: TMN €609 NN NpepbiBaHNUSA 06CNYXMBaHUS.

Ayput: FPT_RCV .4

Ecnn n M3/36 BkntoueHo cemeiictBo FAU_GEN «IeHepaumsi faHHbIX ayauTa 6e30macHOCTW», TO

cnefyeT npefycMOTpeTb BO3MOXHOCTb (B 3aBMCUMOCTU OT BbIGPAHHOIO YPOBHSA) ayauTa CreayoLlmx geii-
CTBUIA/COBbITMIA/NapameTpoB.
a) MyHVIMa/IbHBbI: HEBO3MOXHOCTb BO3BPaTa K 6e30MacHOMY COCTOSHMIO Moc/e ¢60s (hyHKLuuK 6e30-
MacHOCTW, eCNv ayAnT BO3MOXEH.

6) Ba3oBblii: 06HapyXeHMe c60s hYHKLMM 6e30MaCHOCTM, EC/IN ayanUT BO3MOXEH.

FPT_RCV.I PyyHoe BoccTaHOB/EHUE

WNepapxuyeckuii gns: HeT NOAYMHEHHBIX KOMMOHEHTOB.

FPT_RCV.1.1 Mocne c60s nm npepbiBaHns 06cnyxuBaHus ®BO fJOMKHbLI NEPeiiTU B PEXVUM aBapuitHoi
NOAJEPKKM, KOTOPbIV NpesocTaB/isieT BO3MOXHOCTL Bo3Bpata OO K 6e3onacHoOMy Co-
CTOSHWIO.

3asucumoctn: FPT_TST. 1 TectupsaHune @50
AGD ADM.1 PykoBOACTBO agmMuHUCTpaTopa
ADV_SPM.I HedopmanbHas mogens nonutukm 6esonacHoctn OO

FPTRCV.2 ABTOMAaTtn4yeckoe BOCCTaHOB/EHNE

Wepapxunyecknii gna: FPT_RCV.I

FPT_RCV.2.1 Korpa aBTOMaT4eCKOe BOCCTaHOB/IEHME Noc/e ¢60A UM NpepbiBaHWs 06CAYXMBaHUS
HEBO3MOXKHO. DBO AO/MKHbLI MEPenTn B peXXnM aBapuinHON MNOAAEPXKKM, KOTOPbIA npe-
[ocTaatseT BO3MOXHOCTb Bo3BpaTa OO K 6e30MacHOMY COCTOSHUIO.

FPT_RCV.2.2 Ana [HazHaueHue: cnucok c6oes/npepbiBaHmii 06cny>kusaHns] ®BO go/mKHbI 06ecneunTsb
Bo3BpaT OO K 6e30MacHOMY COCTOSIHUIO C MUCMO/b30BaHNEM aBTOMATUYECKUX NPOLEAYP.

3asucumocTtu: FPT_TST. 1 TectuposaHne @60
AGD_ADM.l PykoBoACTBO agMuHucTparopa
ADV SPM.I HedopmanbHas mogens noanTukm 6esonacHocti OO

FPT_RCV.3 ABTOMaTM4eCKOE BOCCTaHOB/IEHME 6€3 HeAoNyCTUMON noTepn

Wepapxuueckuii gna: FPT_RCV.2

FPT_RCV.3.1 Korga aBTOMaT4ecKoe BOCCTaHOB/IEHME NOCTE CO0A MM MpepbiBaHNs 06CYXMBaHUS
HEBO3MOXKHO. ®BO [0/MKHbI NEPENTN B PEXXUM aBapPWIMHON NOAAEPXKKN. KOTOPbIN npe-
[ocTaataeT BO3MOXHOCTL Bo3gpaTa OO K 6e30MacHOMY COCTOAHUIO.

FPT RCV.3.2 Ansa [HasHaueHme: cnncok cooes/npepbiBammii o6eny>kueaHns] @50 fomkHbl 06ecneymnTb
Bo3epar OO K 6e30MacHOMY COCTOSIHUIO C UCMOMb30BaHEM aBTOMATUYECKMX NPOLeayp.

FPT_RCV.3.3 ®dyHKumm 13 yicna @60, npegHasHayeHHble A5 NPEOONEHNs MOCNeACTBUIA c608 Um
npepbIBaHns 06CNYXKMBaHUSA, O/HKHbI 06eCreynTb BOCCTAHOB/IEHNE 6e30MacHOro Havaslb-
HOr0 COCTOAHMS 6e3 NMPeBbILLEHNS [Ha3HaueHWe: KonnyecTBeHHas Mepy\ NOTepy JaHHbIX
®BO nnm 06bekToB B Npegenax O4d.

FPT_RCV.3.4 ®B0O fomxHbI 06ecneynTb CrnocoOHOCTL OnpefeneHns, Kakme 06beKTbl MOTYT, a Kakue He
MOTyT 6bITb BOCCTAHOB/NEHbI.

3asucumoctu: FPT_TST.l TectupoBaHne 60O
AGD_ADM.| PykoBofcTBO afiMMHUCTpaTOPa
ADV SPM.I HedhopmanbHas Mogenb nonutuky 6esonacHoct OO

FPT_RCV.4 BoccTaHoBEHME (hyHKLMN

Wepapxuyecknii gns: HeT NogYMHEHHBIX KOMMOHEHTOB.

FPT_RCV.4.1 ®BO pomkHbl 06ecneymnTs cnefytoLLee CBONCTBO A5 [Ha3HaueHue: cnucok ® Bu cueHa-
pves c6oes]'. ®Bb HopmanbHO 3akaHuMBaeT paboTy K, AN NPeLyCMOTPEHHbIX CLeHa-
prieB C60eB, BOCCTaHaB/IMBAETCS ee YCToNuMBOe 1 6e30nacHoe COCTOsHYE.

3asucumoctn: ADV_SPM.l HedopmasibHas Mogenb nonmtuky 6esonacHoctn OO
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10.9 OG6HapyxeHune NoBTOpPHOro mcnonb3osaHus (FPT_RPL)

XapakTepncTyiKa cemelicTea

CewmeiictBo FPT RPL cBf3aHO ¢ 06Hapy)XeHrem NMOBTOPHOIO MCMO/b30BaHMSA Pa3NNYHbIX TUMOB CyLL-
HoCTel (Takmx, Kak coo6LLeHms, 3anpockl Ha 06CNYXXMBaHWe, OTBETLI Ha 3anpockl 06CNYXKMBaHMA) U Nocne-
JYIOLWMMK [eiCTBMAMMW NO ero ycTpaHeHuto. 11pn 06Hapy>XeHU NOBTOPHOTO NCMONb30BaHNS BbINOAHEHME
Tpe6oBaHUil cemMeiicTBa I (HEKTUBHO NPefOTBPALLAET ero.

PaHXvpoBaHne KOMMOHEHTOB

FPTJW . OOKappMHHB NOBTOPHOrO M0-
MMM

CeMelicTBO cOCTOUT M3 0fjHOro KomnoHeHTa FPT_RPL.lI «O6Hapy)eHne NOBTOPHOro MCMoJb30Ba-
HUS». KOTOPbIA COfepXUT TpeboBaHue, 4To6bl DBO 661N CNOCO6HBLI 06HAPYXXMTb NOBTOPHOE MCMO/b30Ba-
HVe MAEHTUHULMPOBAHHBIX CYLLIHOCTE.

YnpaeneHune: FPT RPL.1

[nsa dy HKumMiA ynpaBneHus n3 knacca FMT MoOryT paccMaTpuBaTthCs CrieflytoLLye AeiCTBUS.

a) YnpaBneHue CNMckom UAETITU(NLMPOBaHMBIX CYLLHOCTER, ANs KOTOPbIX NOBTOPHOE 1CMO0/b30BaHMe

[OMKHO 6bITb 06HAPYXXEHO.
6) YnpaBneHue CCKOM AENCTBMIA, KOTOpble HEOBX0AMMO NPeANPUHATL NPY MOBTOPHOM MCMO/b30Ba-
HUW.

Nyput: Flrr_RPL.I

Ecnn B M3/3b6 BkAoyeHo cemeiicTBo FAU_GEN «[eHepaums gaHHbIX ayguta 6e30MacHOCTU», TO
cnefyeT npefycMOTpeTb BO3MOXHOCTL (B 3aBUCMMOCTW OT BbIGPaHHOMO YPOBHSA) ayauTa creayowmx aei-
CTBUIA/COBbITMIA/NapameTpoB.

a) ba3oBbIil: 06HapYy)XeHWe HanageHMs NOCPEeACTBOM NMOBTOPHOMO NCMO/b30BaHUS.

6) [leTannM3npoBaHHbIN: NPeANPUHATbIE CeLnanbHble LelACTBUS.

FPT_RPL.I O6HapyxXeHne NOBTOPHOr0 NCMO/b30BaHUSA

Wepapxuyecknii ana: HeT NogunMHeHHbIX KOMMOHEHTOB.

FPT_RPL. 1.1 ®BO gomkHbl 06Hapy>XuBaTb MOBTOPHOE MCMO/Mb30BaHNE 1 CMEAYHOLMX CYLLHOCTENA:

(HasHaueHmWe: CMUMCOK MAEHTU(MLMPOBAHHBIX CYLLHOCTEiAl.
FI*T_RPL.1.2 ®BO [0/MKHbI BbINOAHATL [Ha3HaueHVe: CNNCOK CeuyanbHbIX AeCTBUA| Mpu 06HapyXXe-
HWW MOBTOPHOIO WCMO/b30BaHUS.

3aBMCMMOCTW: OTCYTCTBYIOT.

10.10 MMocpegHuyecTBo npy obpayeHmsx (FIT_RV.VI)

XapakTepncTyika cemelicTea

TpeboBaHus cemeiictBa FPT_RVM cBfizaHbl C aCMEKTOM «MOCTOSAHHAsA FOTOBHOCTb» TPaAULUOHHOMO
MOHMTOpa obpalleHuid. Llenb aToro cemeiicTBa coctouT B 0becneveHun Ana 3afaHHoin M1db, 4tobbl Bee
[eicTBus, TpedytoLme OCYLLECTBAEHNS NOANTMKK, npoBepanuce ®BO Ha cooTeeTcTBME MDE. E CT noMumo
aToro yactb @BO. ocywectenaowas M®Pb, BbINOMHAET TpebOBaHNUA COOTBETCTBYHOLLMX KOMMOHEHTOB U3
cemeiicTB Flyr_SEP «Pa3neneHue gomeHa* n ADVINT «BHyTpeHHss cTpykTypa ®BO», T0 3Ta YacTb D60
obecreunBaeT «<MOHUTOP 0bpaLLeHniA* ansa atoli Mdb.

®BO npu peanusaumm 11dP6 npenoctaBnsoT IPHEKTUBHYIO 3aLLUTY OT HECAHKLIMOHMPOBAHHBIX One-
pawuii Torga v ToMbKO TOrAa, Korga NpaBoOMOYHOCTb BCeX AECTBUIA, MpesnonaraemMbIx 415 OCYLLECTBEHUS
(Hanpumep, AOCTYN K 06bEKTaM) U 3anpoLLeHHbIX Cy6beKTaMu, HeOBEPEHHbLIMU OTHOCUTEIbHO BCEX U/
UMeHHO 3Toin 11PB6. nposepseTca PBO 0 BbINOAHEHWS LeWCTBMIA. ECnv felicTBMS MO NpoBepke, KOTOpble
LOMKHBI BbINOAHATLCA PBO. NCMOMHEHbI HENPaBW/ILHO WU NPOMITHOPUPOBaHbI (060K4eHbI), TO OCYLLEeCTB-
nexHve M®B B LeNOM MOXET BbITb MNOCTAB/EHO MOJ Yrpo3y (ee MOXHO 060iTK). Torga cy6beKTbl CMOTYT
06xoanTe M®E pasnunyHbiMu cnocobamu (TakMMU, Kak 06xof NPoBEpKM LOCTYNa 4/11 HEKOTOPbIX CyObeKTOB
1 06BEKTOB, 06X0[, NPOBEPKMN AN151 00BEKTOB, Ybfl 3aLUMTA YNPaBAAeTCa NPUKIaaHbIMK NPOrpaMMamMm, Coxpa-
HeHMWe npasa fOoCcTymna Noc/e UCTeYeHMS YCTaHOBNEHHOMO CPOKa eNCTBIS, 06X04 ayanTa AeCTBUIA, MOAnexa-
WMX ayauTy, 06Xof ayTeHTU(MKauum). BaKHO OTMETUTb, YTO HEKOTOPbIM CyObeKkTaMm, TakK HasblBaeMbIM
«[0BEPEHHbIM CYyObeKTamM» 0THOCUTE/IbHO 0AHOM 13 Md B, MoXeT 6bITb HENOCPELCTBEHHO LOBEPEHO OCYLLE-
cTBNeHne aToi MdB. npegocTaBnss TeM CaMbIM BO3MOXHOCTb 060ATUCH 6€3 ee MOCPeAHNYECTBA.

0
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PaHXXunpoBaHne KOMMNOHEHTOB

FPTIJWM T kcpocvmmecTsc L O6pa-
pLLIpM'b 1) P2

3T0 CEeMEeINCTBO COCTOUT M3 TOMbKO KoMMoHeHTa. FPT RVM.I «-HeBo3moXkHoCTb 06x0aa MIBEO», KoTo-

pbli coAepXUT TpeboBaHWe NpegoTBpaLLeHns o6xoga ans scex MNadb n3 MBO.

Ynpasnenve: FPT RVM.1

[elicTBusA No ynpaBneHnIo He NpesyCMOTPEHbI.

Ayaut: FPTRVM.I

HeT naeHTMdrLMpOBaHHbIX AeiACTBUIA/COObITUIA/NapaMeTPOB, 41 KOTOPbIX CieayeT NpeayCMOTPeTb BO3-

MOXHOCTb ayuTa.

FPT_RVM.I HeBo3moxHocTb 06xoaa MBO

Vepapxuueckuii anis: HeT NOAYMHEHHBIX KOMMOHEHTOB.

FPT_RVM.1.I1 ®B0O pomkHbl 06ecneuunts, YTobbl hyHKUMK, ocyllecTnsowme NBEO, BbI3bIBAIUCH W
YCMELLHO BbINO/HAMMCh NPEeX[e YeM paspeLLaeTcs BbINOMHeHWe NGO ApYroi (yHKLMK B
npegenax O4®.

3aBMCUMOCTHU: OTCYTCTBYHOT.

10.11 Pa3geneHune gomeHa (FPT_SEP)

XapakTepucTuka ceMeincTea

KomnoHeHTbl cemeiictBa FPT_SEP o6ecneumnBatoT, 4To6bl N0 MeHbLUEl Mepe OAWH JOMeH 6e30MmacHo-

CTM 6bIN JOCTYNEH TOMbKO AN COBCTBEHHOIO BbINONHEHWS PBO. 1 3TUM OHM ObINN 3aLMLLEHbI OT BHELLHE-
ro BMeLLIaTeNbCTBa Y UCKaXEeHUa (Hanpumep, MoguduKaumMm Koga unn cTpyktyp gaHHbix @BO) co cTopo-
Hbl HEOBEPEHHbIX CYObLEKTOB. BbimonHeHMe Tpeb6oBaHWi 3TOro0 CeMelicTBa yCTaHaBNMBAET TaKyto caMo3a-
wnTy ®B0O. 3TO HEJOBEPEHHbIA CYyObEKT HE CMOXET MOAUDMLMPOBATL MW NoBpeanTb PEO.

3T0 CEMECTBO COAEPXMT CreaytoLLme TpeboBaHms.

a) Pecypcbl fomeHa 6e3onacHocT PBO («3aLMLLEeHHOr0 JOMEHa») 1 Pecypebl CyObEKTOB M aKTUBHbIX
CYLHOCTel, BHELIHWX MO OTHOLUEHWKD K 3TOMY AOMEHY, pasfensiTcs Tak. YTO CYLYHOCTW,
BHELLUHME N0 OTHOLLEHMIO K 3alULLLEHHOMY [OMeHY, He CMOryT Noayy4uTb UM MOAU(PUHMPOB3Tb
JaHHble nnm kog ®BO B npefenax 3awuLeHHOro JOMeHa.

6) O6MeH Mexay ;OMEHaMM YNpaBAseTcs Tak, YTO MPOU3BObHLIA BXOf B 3aLLMLEHHbIV JOMEH UK
MPOU3BOJIbHbINA BbIXOZ N3 HEFO HEBO3MOXHbI.

B) MapameTpbl N0Nb30BATENS UK NPUKIAAHOK NPOrpaMmbl, NepefaHHble B 3alULLEHHbIA [JOMEH Mo
afipecy, NPOBEPAITCA OTHOCUTENbHO aTPECHOr0 MPOCTPAHCTBA 3aLUMLLEHHOIO [O0MeHa, a nepefaH-
Hble HO 3HAYEHWI0O —OTHOCLLE/IbHO 3HAYEHUIA, OXKMAAEMBIX 3TUM AOMEHOM.

r) 3awuLieHHble JOMeHbl Cy6beKTOB pasfeneHsbl, 3a NCK/I0YEHEM CrlyYaeB, KOrja COBMECTHOE MC-
Nonb30BaHUe 0HOro0 loMeHa ynpasnsetca PEO.

PaHXvponaHHe KOMMOHEHTOB

Pavssnmmn» goMHN

FPT_SEP.I «OtgeneHne gomeHa ®EO» npefocTaBnseT OTAENbHbIN 3alMLLEeHHbIV foMeH ang ®BO u
obecrneymBaeT pasgeneHve Mexay cyobektamm B O4P.

FIT SEP.2 «OtgeneHve gomeHa MdB» coaepxut Tpe6oBaHNs AafbHENLLIEro pa3bueHns 3aLimLeHHOro
JomeHa ®BO ¢ BblgeneHnem 0TAeNbHOrO(HbIX) LoMeHa(0B) 41 MAEHTUHMLMPOBaHHOM COBOKYNHOCTH M®b.
KOTOpble AeNCTBYIOT KaK MOHUTOPbI 06paLLeHNil A1 HUX, U OMeHa AN OCTanbHOM YacTn ®BO. a Takke
JoMeHOoB a5 yacTeint OO. He cBsizaHHbIX ¢ ©BO.

FPT SEP.3 «IMonHblli MOHWUTOp 06paLLeHnit* cofepXXmT TpeboBaHus, YTO6bI MMeNcs OTAeNbHbIN(HbIE)
JoMeH(HbI) ans ocyuiectaneHms MBO. gomeH fns ocTaslbHOM yacTu ®BO, a TakkKe [OMeHbl [1s
yacTeli OO. He cBsizaHHbIX ¢ PEO.

Ynpasneuve: FPTASEP.I. FPT.SEP.2, FPT,SEP.3

[eficTBMA N0 ynpaBneHUo He NPeayCMOTPEHbI.

Ayput: FPT_SEP.I, FPT.SEP.2, FPT_SEP.3

HeT ngeHTndrumpoBaHHbIX 4eiACTBMIA/COObITUIA/NapaMeTPOoB. 419 KOTOPbIX CriefyeT NpeayCcMOTPeTb BO3-
MOXHOCTb ayauTa.

L)
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FPT_SEP. 1OtaeneHue gomeHa 50

Vepapxuyeckuii ans: HeT NOAUYMHEHHBIX KOMMOHEHTOB.

FPT_SEP.1.1 ®BO fomkHbI NogaepXvBaTh AOMeH 6e30MacHOCTM A/1 COBCTBEHHOMO BbIMOIHEHMS, 3a-
LUMLLIAIOLLINIA UX OT BMELLATeNIbCTBA H UCKAXKEHWS HelOBEPEHHbIMU CyObeKTaMu.

FPT_SEP.12 ®BO A0mKHbI peann3oBaTb pasfefieHne Mexay AomeHamy 6e30nacHOCTU CyObeKTOB
BOAD.

3aBMCMMOCTW: OTCYTCTBYHOT.

FPT_SEP.2 OtpeneHve gomeHa H®b

Wepapxuueckuii gna: FPT_SEP.I

Firr_SEP.2.1 Hen3zonupoBaHHasd 4acTb ®BO [omkHa nogfepxuBaTb LOMeH 6e30macHOCTU 1S
COGCTBEHHOIO BbIMOMHEHNS, 3ALUMLLIAIOLLMIA UX OT BMELLATENbCTBA U UCKXKEHWS HeJo-
BEPEHHbIMW CYObeKTaMu.

FPT_SEP.2.2 ®50 [o/mkHbI peann30oBaTh pasfe/ieHne Mexay AOoMeHamy 6e30MmacHOCTU CyObLeKTOB
B O4d.

FPT_SEP.2.3 ®B0 pomkHbl nogaepxmeaTb 4acTb @60, cBA3aHHbIX C [Ha3HaueHue: cnucok HP b
YNPOLLEHNA AOCTYNOM W/MAU ynpasneHns ubihopMammonnbIMiu NoToKaMu], B JOMeHe
6€30MacHOCTM 418 MX COGCTBEHHOTO BbIMOIHEHMS, 3alLMLLAIOLLEM VX OT BMeLLAaTeNbCTBa
N UCKaXKEHUs OCTanbHON YacTn ®BO n cybbekTamu, HeAO0BEPEHHbIMH OTHOCUTENIbHO
atnx HPb.

3aBYCUMMOCTU: OTCYTCTBYIOT.

FPT_SEP.3 lMonHbI MOHMTOP 06paLLeHuii

Wepapxnyeckuid gns: FPT_SEP.2

FPT_SEP.3.1 HeusonuposaHHad u4acTe PBEO pfo/mkHa noafepxusatb AOMeH 6e3onacHocTn ans
COGCTBEHHOIO BbIMOHEH A, 3aLLMLLAIOLLMIA UX OT BMELLIATENbCTBA U UCKAXKEHWS HEeLO-
BEPEHHbIMW CYyObeKTamMu.

FPT_SEP.3.2 ®BO [0/mKHbI peann3oBaTb pasfeneHvie Mexay fOoMeHaMn 6e30nacHOCTU Cy6bekToB
B O4®.

FI*T_SEP.3.3 b0 gomkHbl nogaepxkmeats Ty yacTe @50, KoTopas ocyuectsnger HP B ynpasneHus
[OCTYNOM H/MAW ynpasieHns MHPOPMALMOHHLIMU NOTOKaMK, B AOMeHe 6e30MacHoCTH
[N19 ee COBCTBEHHOMO BbINOIHEHWS, 3aLLMLLAIOLLEM UX OT BMELLATENbCTBA U UCKAXKEHMNA
OCTa/IbHO YacTn B0 1 cy6beKTaMm, NefOoBEPEHHbIMI OTHOCUTENBbHO VBO.

3aB1CMMOCTU: OTCYTCTBYIOT.

10.12 TIpoTOKON CUHXPOHM3aLMK cocTosiHui (FPT_SSP)

XapaKTepucTuKa cemelicTaa

PacnpegeneHHble CUCTEMbI MOTYT MMETb 60/IbLLYIO C/IOKHOCTb, YeM HepacnpefeneHHble, 13-3a MHOrO-

06pa3uns COCTOSAHWIA YacTeil CUCTEMbI, a TakXKe 13-3a 3afepXKek CBA3U. B 60NbLINHCTBE CllyYaeB CUHXPOHM3a-
LM COCTOSHUA MeXay pacnpefeneHHbIMU (YHKUMUAMA BKNOYAeT B ce6s, MOMUMO OBbIYHbIX AEACTBUIA,
NprYMeHeHVe NPOTOKoNa 0bmeHa. Koraa Bepese pacnpefeneHHbIX CUCTEM CYLLECTBYHOT Yrpo3bl 6e30MacHOCTH,
noTpebytoTcs 60/ee CNOXKHbIE 3aLLMLLEHHbIE MPOTOKObI.

CeweiictBo FI'TSSP ycTaHaBnneaeT TpeboBaHMe UCNOMb30BaHUA HALEXHbIX MPOTOKOIOB HEKOTOPbI-

MU KPUTUYHBIMU N0 6e30nacHOCTH hyHKLmaMM n3umncna ®bO. OHo obecneynsaeT, YToObI iBE pacnpeseneH-
Hble yacTn OO (Hanpvmep, rnaBHble 3BM) CMHXPOHM3MPOBaNK CBOU COCTOSHUA NOCNeAeCTBNIA, CBA3aH-
HbIX € 6€30MacHOCTbIO.

PaH>X1poBaH1e KOMMNOHEHTOB

FFTjBSP MpoTokon «MpoM W HT
000HTMHN

FPTSSP.1 «OfHOCTOPOHHEE HALEXHOE NOLTBEPKAEHNE™ COAEPXMNT TpeboBaHVe NOLTBEPXKAEHNS OA-
HVM NIALW b NOJyYaTeNeM JaHHbIX.

FPT_SSP.2 «B3aMmHOe HaleXXHOe NOATBEPXAEHME» COLEPXMUT TpeboBaHMe B3aMMHOI0 NOATBEPXKAEHMUA
06MeHa JaHHbIMU.

Ynpasnenune: FPT_SSP.I, FPT_SSP.2

[eicTBMA N0 ynpaBneHUo He NPeayCMOTPEHbI.
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Aygut. FPT_S$P.I, FPT_SSP.2

Ecnn n M3/36 BknoyeHo cemeiictBo FAU_GEN «[eHepaumsi faHHbIX ayauTa 6€30MacHOCTM», TO
crefyeT NpesycMOoTpeTb BO3MOXHOCTb (B 3aBUCUMOCTM OT BbIOGPAHHOIO YPOBHSA) ayauTa Cefyrowmx aei-
CTBUIA/COBbITMIA/NapameTpoB.

a) MyHVUMa/bHBIA: HEMOYYeHWe 0XXNAaeMOoro NoATBEPKAEHNS

FPT_SSP.1 OaHocTOpoHHee HafieXXHOe M0.MBepXIeHne

Wepapxuueckuin fns: HeT NogunMHEHHbIX KOMMOHEHTOB.

FPT_SSP.1.1 ®BO aomxHblI NOATBEPAMTHL NOCNE 3anpoca Apyroii yacTm ®bO nonyyeHve NeMogHDOULM-
poBaHHbIX faHHbIX PBO npy nepegave.

3aBucumocTtu: FPT_1TT.1 ba3oBas 3awimTa BHyTpeHHel nepejaun faHHbIX ®BO

FPT_SSP.2 B3avmHoe Hafex1Ke nogTeepxeHne

Wepapxuueckuii gna: FPT_SSP.I

FPI'_SSP.2.1 ®BbO pomkHbl NOATBEPAMTL MOC/e 3anpoca Apyroi Yactu @50 nonyyeHue Hemoanu-
LMpoBaHHbIX faHHbIX PBO npu nepegave.

FPT_SSP.2.2 ®BO pomkHbl 06ecneynTb, 4ToObl COOTBETCTBYIOWYME YacTu PBO wu3Bewwanuch, wmc-
nonb3ys MOATBEPXKAEHUSA, O MPaBUMbHOM COCTOSHWUM [aHHbIX, NepefaBaeMbIX MexXay
pasnunyHbIMK yactamm BO.

3asucumocTun: FPTJTT.1 BasoBas 3awumTa BHYTPEHHENR nepesaqn faHHbIX PEO

10.13 MeTtku BpeMeHn (FPT_STM)

XapakTepncTuKka cemelicTsa

CewmeiicTBo FPT_STM cogepxuT TpeboBaHUA NO NPeLOCTaBNEHNIO HAAEXHbIX METOK BPEMEHM B Npefe-

nax O0.
FFT_STU Mem1 Bpevell H |/|

PaH>X1poBaHMe KOMMOHEHTOB

370 CeMelicTBO COCTOUT U3 0AHOT0 KoMMNoHeHTa FPT_STM.| «HaaexHble MeTKU BPEMEHU», KOTOPbII
COAEPXMT TpeboBaHwue, 4Tobbl PEO NpefoCTaBUAN HALEXKHbIE METKM BPEMEHU ANs hyHKLMIA 13 uncna ©BO.

Ynpasnenne: FPT.STM.I

[na dyHKumii ynpaBneHnsa u3 knacca FMT MOXeT paccMaTpuBaThbCs CneaytoLLee feliCTBIE.

a) YnpasneHvie BHYTPEHHUM NpeSCTaBNeHNEM BPEMEHMU.

Aygut: FPTSTM.1

Ecnn B M3/36 BKAOYeHO cemeiictBo FAU_GEN «[eHepaums faHHbIX ayauTa 6e30MacHOCTU», TO
cnefyeT NpesycMOTPeTb BO3MOXHOCTb (B 3aBUCUMOCTM OT BbIOPAHHOTO YPOBHSA) ayauTa Crefyrowmx aei-
CrBUIA/COObITMIA/NapaMeTpOB.

a) MUHVManbHbIA: N3MEHEHUS BHYTPEHHEr0 NPeLCTaBNeHNS BPEMEHW.

6) [leTann3npoBaHHbIA: NpeaocTaB/eHNe METOK BPEMEHM.

FPT_STM.I HagexHble MeTK/ BpeMeHU

Wepapxuyeckuii gns: HeT Nog4YMHEHHbIX KOMIMOHEHTOB.

FPT_STM.1.I1 ®BO fomxHbl 6bITb CNOCO6HLI MPEJOCTaBUAT b HAZEXKHbIE METKW BPEMEHU /11 CO6CTBEH-

HOrO MCMO/b30BaHUS.

3aBMCMMOCTW: OTCYTCTBYIOT.

10.14 CornacoBaHHOCTb AaHHbIX PEO mMexgy PEO (FPT_TDC)

XapakTepncTyika cemeiicTea

B cpepe pacnpefeneHHon nnm cnoXHon cuctemsl 0T OO MOXeT NoTpe6oBaTbCs NPOM3BECTM 0OMEH
JaHHbIMM ®BO (Takumu, Kak atpubyTbl MdB, accounnpoBaHHble € JaHHLIMK, UH(OPMaLNA ayauTta ngm
NAEHTU(MKaLMIN) C 4pYTUM foBepeHHbIM npogykTtom UT. CemelictBo FPT.TDC onpegenseT Tpe6oBaHus
[N COBMECTHOI0 MCMO/b30BaHNSA U COracoBaHHOW MHTepNpeTauymn aTux atpudyTos mexay @O v gpyrum
[l0BEpPeHHbIM npogykTom UT.

PaH>XnpoBaHMe KOMMOHEHTOB
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PPT TDC.l «ba3oBas cornacoBaHHOCTb aHHbIX B0 mexay PEO* cofepxuT TpeboBaHue, YTOObI
®BO npegocTaBUAM BO3MOXHOCTb 06€CNeUnTb COriacoBaHHOCTb aTpubyToB Mexay ©EO.

YnpasneHve: FPT_TDC.I

[elicTBrS N0 yNpaBneHnto He NPeLyCMOTPEHbI.

Ayaut. FPT TDC.1

Ecnn B M3/36 BkoYeHo cemeiicTBo FAU_GEN «I"eHepaums gaHHbIX ayguTa 6e30macHOCTU», TO

cnefyet nNpefycMOTpeTb BO3MOXHOCTL (B 3aBUCMMOCTU OT BbIGPaHHOMO YPOBHSA) ayauTa CneaytoLmx aei-
CTBWIA/COBLITHIA/MapaMeTPOB.

a) MyHVUMa/bHBIN: YCNeLwHoe UCnonb30BaHWe MexaHM3MOB COracoBaHms AaHHbIX PBO.

6) Ba3oBbIi: NCNONb30BaHME MEXaHM3MOB COr/lacoBaHmMs JaHHbIX DEO.

B) ba3oBblii: ngeHTUMKauma ®bO, gaHHbIe KOTOPbLIX MHTEPMPETUPYIOTCS.

r) ba3oBbliA: 06HapyXeHne MoANDULMPOBaHHbIX faHHbIX PEO.

FPT_TDC. 1 ba3zoBas coriacoBaHHOCTb faHHbIX PO mexgy P50

Wepapxnueckuii ans: HeT NoLYMHEHHBIX KOMMOHEHTOB.

Fpt tdC.11 ®BO fomKHbI 06ecneynTb CNOCOBHOCTL COMNAacoBaHHO WMHTEPMPETNPOBaTL [Ha3HauYeHe:
CMUCOK TUNOB aHHbIX ®BO\, COBMECTHO ucnonb3yemMble @50 1 ApyrM LOBEPEHHBIM
npogyktom UT.

FPT_TDC.1.2 ®BO f0o/mKHbI UCMOMb30BaTh [Ha3HAYeHWe: CNYCOK NPaBua MHTEPNpPeTaLmumn, NpUMeHse-
MbIX @BO\ npu uHTepnpeTaummn faHHbIXx @BO, NoyYeHHbIX OT APYroro 40BEePEHHOro
npogykta NT.

3aBMCUMMOCTU: OTCYTCTBYIOT.

10.15 CornacoBaHHOCTb faHHbIX ®BO npu gyb6nuposaHum B npegenax OO (FPT_TRC)

XapakTepucTyika cemelictaa

Tpe6oBaHus cemelictea FPT TRC Heo6xoAnMbl, 4TOObl 06€CNeUnTb COrNacoBaHHOCTb AaHHbIX ©BO.

Korga oHu fy6nupytotcs B npegenax OO. Takue faHHbIE MOTYT CTaTb HECOr1aCOBAHHBLIMU MPY HapYLLIEHWN
paboTOCNOCOBHOCTU BHYTPEHHErO KaHana Mexay yactamu OO. Ecnim OO BHYTPeHHe CTPYKTYPUPOBaH Kak
CeTb, TO 3TO MOXET NPOU30ATUN MN3-3a OTK/IOUEHWA OTAE/bHBIX YacTeli CeTU Npu paspbiBe CETEBbIX COeANHe-
HWA.

PaHXupoBaHWe KOMMOHEHTOB

H*'THB OOOUOW  WCifcapmbbl
450 npupdsmmpi— DKe anABrac (0 0] H 3

370 CeMeCcTBO COCTOMT M3 O4HOr0 KomMnoHeHTa FPTJTRC.1 «CornacoBaHHOCTb Ly6Mpyembix AaH-
HbiXx PBEO*. copepxalwero TpeboBaHue, 4To6bl ®EO 0b6ecneunnn HeNnpPOTUBOPEUMBOCTL AaHHbIX DBO,
ny6nmpyemblix B HECKONbKMX YacTsax OO.
YnpasneHve: gns FPT_TRC.I
[JeicTBMA No ynpasneHnio He NpeaycMOTPEHbI.
Aygut: gns FPT_TRC.I
Ecnn B M3/36 BkAtoueHo cemeiictBo FAU_GEN «[leHepauus gaHHbIX ayauTa 6e30MacHOCTU», TO
cnegyeT NpedycMoTpeTb BOSMOXHOCTb (B 3aBMCMMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa CrefyroLwmx aei-
CTBWiA/COBLITUIA/NapPamMeTpOB.
a) MuHUManbHbIlA: BOCCTAHOBNEHME COrNacoBaHHOCTY MOC/E BOCCTAHOBNEHNS COEANHEHNS.
6) ba3oBbIiA: BbIABMEHWE HECOr1IACOBAHHOCTU MeXay AaHHbIMU DEO.
FPr_TRC.I CornacoBaHHOCTb Ay6/mpyembixX faHHbIX PBO
Wepapxuyeckuii fns: HeT NogYnHEHHbIX KOMMOHEHTOB.
FPT_TRC.1.1 ®BO pomkHbl 06ecrneynTb COrnacoBaHHOCTb AaHHbIX PBO npu gyb6nnpoBaHUM X B
pasnuuHbIx YacTsax (K).
FPT_TRC.1.2 Korga yactn OO, cogepxalume gy6nmpyembie aaHHble PBO, pasveguHeHbl, PBO gonxk-
Hbl 06eCrneynTb CorNacoBaHHOCTb AyonmnpyembiX faHHbIX @BEO nocne BOCCTaHOB/EHNS
COeAMHeHVs Nepes 06paboTKO NHOGbIX 3aMpPOCcoB K [HasHaueHue: cnucok P b, jaBucswmx
0T cOornacoBaHHoOCTY Aay6anpyembix gaHHbIX P BO\.
3aBucumocTtu: FPT_1TT.1 ba3oBas 3awura BHyTpeHHel nepejaun faHHbIXx @50
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10.16 CamotectmpoBaHne b0 (FPT_TST)

XapakTepucTyika cemeiicTea

CemeiictBo FPTTST onpegensieT TpeboBaHus gns camoTecTupoBaHus ®B0 B yacTi HEKOTOPbIX TU-
MUYHbIX ONepauuii ¢ M3BECTHLIM pPe3ynbTaToM. MpumepamMnm M O T CAYXWTb 06palleHns K nHTepdeincam
peanm3yeMbiX hYHKLMW, @ TaKKe HEKOTOpble apuihMeTUYECKME ONepaLMu, BbINOMHAEMbIE KPUTUYHBIMMW Yac-
Tamm OO. 3TW TecTbl MOTYT BbIMOAHATLCA NPY 3amnycke, NepUOSUYECKM, NO 3anpocy YNOSHOMOYEHHOrO
NonbL30BaTeNsa UK NPY YLOBAETBOPEHUM ApyTrvX ycnoBwid. feiicTems OO, NpeanpuHMMaemMble No pesynbTa-
Tam CamMOTeCTUPOBaHUSA, ONpeSeneHbl B ApyrviX CEMencTBax.

Tpe6oBaHMs 3TOrO CEMeCTBA TaK)Ke HE0OX0AUMbI 415 06HAPY)KEHNS CKAXKEHMS BbIMOMHSAEMOr0 Koga
®BO (1. e. nporpammHoii peanusauum ®B0O) 1 faHHbIX PEO pasnuyHbIMKU CHOAMK, KOTOPbIE He BCerga
NpUBOAAT K NPUOCTaHOBKE (hyHKLMOHMpPoBaHms OO (pacCMOTPEHHON B Apyrux ceMeiicTBax). Takue nposep-
KV He06XO0AMMO BbINOMHATH, T. K. NOA06HbIE CO0M He BCerfa MOXHO NpesoTBpatnTb. OHWM MOMYT NPOUCXOANTb
nn60o n3-3a HeNpesyCMOTPEHHbIX TUMNOB COOEB UM UMEIOLLMXCA HETOUHOCTEN B MPOEKTE anmnapaTHbiX, Npo-
rpamMmMHO-annapaTHbIX U NPOrpaMMHbIX CPeACTB, TMGO BCEACTBME 3N0HAaMEPEHHOr0 nckaxeHns ®bO, fony-
LLLEHHOr 0 M3-3a HeafleKBaTHOM TIOTMYECKON U/MTH (PU3NYECKO 3alUNTbI.

PaHXnpoBaHne KOMMOHEHTOB

FTTjrar CaHaracwuB*—»ar/b

FPT TST. 1«TecTtuposaHve ®EO» N03BOAET MPOBEPUTL NPABUNLHOCTL BbINONHEHNUA PBO. 3Tv TeCTbl
MOTYT BbIMO/HATLCA NPU 3anycke, Nepuoguyeckuy, no 3anpocy YrnosHOMOYEHHOro Nosb30BaTens uam npu
BbIMO/IHEHU PYTVX 3apaHee OrOBOPEHHbIX YCNOBUIA. ITOT KOMMNOHEHT TakKe MpefocTaBisfeT BO3MOXHOCTb
BEpPUMLMPOBATb LeNOCTHOCTb JaHHbIX U BbINONHAEMOro Koga ®B0.

Ynpasnenve: gna FPT_TST. 1

A35 yHKUWIA ynpasneHus n3 knacca FMT MOryT paccMaTpumBaThbCs CefytoLye AencTaus.

a) YnpasneHue ycnoBmsMu, npu KOTOpbIX MPOMCXOAUT camoTecTupoBaHue ®BO (npwm 3anycke, ¢

MOCTOSHHbLIM VUHTEPBA/IOM WY NPY ONpeLeNneHHbIX YCIOBUSAX).

6) YnpaBneHve NeproSNYHOCTBIO BbINOMHEHMS (MPY HEO6X0AMMOCTH).

Aypur, ana FPT TST.1

Ecnn B M3/36 BKMOYeHO cemeiictBo FAU_GEN «[eHepaumsi faHHbIX ayauTa 6e30MacHOCTW», TO
crnesyeT NpesycMoTpeTb BO3MOXHOCTb (B 3aBMCMMOCTM OT BbIGPaHHOr0 YPOBHSA) ayauTa Crefyrowmx ei-
CTBUIA/COBbITHIA/NapameTpoB.

a) Ba3oBblii: BbIMOIHEHWE W pe3yNbTaTbl caMoTeECTMPOBaHNsA PBO.

FPT_TST. 1TectuposaHvue 60O

Wepapxuueckuii ans: HeT NoAYMHEHHbIX KOMMNOHEHTOB.

FPTJTST. 11 ®BO fo/mKHbI BbINOMHATL MaKeT NporpaMM CaMoTecTUPOBaHWSA |BbIGOP: Npu 3amnycke,

NepUOANYECKM B MPOLLECCe HOPMaIbHOTO (hYHKLMOHMPOBAHNSA, MO 3anpocy YNONHOMOYEH-
HOrO0 NOMb30BATENSA, NPU YCNOBUAX [Ha3HAYEHWE: yCnoBMA, Npu KOTOPbIX CnegyeT npe-
JYCMOTPeTb CaMOTeCTVPOBaHWE] ANA JeMOHCTPaLMK NPaBUIbHOMO BbINoNHeHns ®BO.

FPT_TST. 1.2 ®BO fomKHbI NPeA0CTaBnTb YNOMHOMOYEHHbLIM MO/b30BaTeNM BO3MOXHOCTb BepUthnLy-

poBarth LeNI0CTHOCTb AaHHbIX PBO.

FPT_TST. 1.3 ®B0O pomkHbI NpefoCTaBUTb YNOHOMOYEHHBIM NO/b30BATE/SIM BO3MOXHOCTb BEpUULIL-

poBaTh LieNIOCTHOCTb XPaHUMOTO BbINoHAeMoro koga ®b0.

3asucumoctn: FPT_AMT.| TectupoBaHve abCTPaKTHON MaLLMHbI

11 Knacc FRU. Kicnonb3oBaHWe pecypcos

Knacc FRU cogep>XuT Tpy ceMelicTBa, KOTOpble NOAAEPXXMBAOT LOCTYNMHOCTb TPEOYEMbIX PECYPCOB,
TaKnX Kak BblYMCAWUTE/bHbIE BO3MOXHOCTU U/nnun 06vem namatu. CemeiictBo FRU_FLT «OTkKa3oycToiuu-
BOCTb™* NPeAOCTaBNSAET 3aLMTY OT HEAOCTYNMHOCTM PECYPCOB, Bbi3BaHHOM c6oem OO. CemeiictBo FRU_PRS
«MpropuTeT 06CNYXMNBaHNA™* 06ecrneymBaeT, 4Tobbl PECYpPChl BbILENANNCH HAMBO0Mee BaXKHbIM UM KPUTUY-
HbIM M0 BPEMEHU 33ja4yam U He MOTIM 6bITb MOHOMONM3MPOBaHbI 3a4a4amu ¢ 60/1ee HU3KUM MPUOPUTETOM.
CewmelictBo FRU RSA «PacnpefeneHune pecypcoB» yCTaHaB/IMBAET OrpaHUYeHNs UCNO/b30BaHNSA SOCTYMHbIX
pecypcoB, NpeaoTBpaLLas MOHONOM3ALLMI0 PECYPCOB MOMb30BaTENAMU.

A
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[Jexkomnosunuusa knacca FRU Ha cocTasndtoLLme ero KOMMNOHEHTbI NMpUBeseHa Ha pucyHke 11.1.

PucyHok 11.1 — [lekomno3unuma knacca «/cnonb3oBaHne pecypcos»

11.1 Orkasoycroitumsocts (FRU_FLT)

XapaKTepucTMKa cemeincTaa

Tpe6oBaHus cemeiicTBa FRU_FLT obecneunsatoT, 4Tobbl OO Npofo/mkKun NOAAEPKMBATL NPaBUIbHOE
(hYHKUMOHMPOBaHWe faxe B Cllyyae cH0eB.

PaH>XnpoBaHvie KOMMOHEHTOB

FRU_FLT.I «lMoHWKeHHas 0TKa30yCTONYMBOCTb» COAEPXMT TpeboBaHMe, 4To6bl OO NpoaomKun npa-
BW/IbHOE BbIMOHEHWE YKa3aHHbIX BO3MOXHOCTel B Clyyae MaeHTU(NLMPOBaHHbIX CO0eB.

FRU_FLT.2 «OrpaHuyeHHass 0TKa30yCTOMUYMBOCTb» COAEPXUT TpebosaHue, 4toobl OO Npogomkmn
NpaBnbHOE BbINOHEHWE BCEX CBOMX BOSMOXHOCTEN B CNyyae MAEHTUDULMPOBaHHbIX COOEB.

Ynpasnenune: FRU_FLT.l, FRU_FLT.2

[elicTBus No ynpasneHnio He NpesycMOTPEHbI.

Nygut: FRU.FLT.I

Ecnn B M3/I3b BKkMoYeHo cemeiicTBo FAU_GEN «[eHepauus faHHbIX ayguTa 6e30macHOCTU», TO
cnefyeT npefycMOTpeTb BO3MOXHOCTL (B 3aBUCMMOCTU OT BbIGPaHHOMO YPOBHSA) ayauTa CneayoLwmx aei-
CTBWIA/COBLITHIA/NapaMeTPOB.

a) MyHUManbHbIA: N60i cbol, 06HapyXeHHbI PBO.

6) basoBblii: Bce onepaymmn OO, npepBaHHble 13-3a cOOS.

Nyput: FRU_FLT.2

Ecnmn B I'T3/36 BKAoUeHO cemeiictBO FAU_GEN «[leHepaynsi AaHHbIX ayguta 6€30MacHOCTU», TO
CnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBUCHMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa CrefytoLwmx aei-
CTBUIA/COBLITWIA/NapameTpoB.

a) MUHUManbHbIRA: Nt060oW c60l, 06HapYyXeHHbIN DEO.

FRU_FLT.I MNoHnxeHHas 0TKa30yCTONUYMBOCTb

Wepapxuyeckuin ns: HeT nogYMHEHHbIX KOMMNOHEHTOB.

FRU_FLT.1.1 ®BO pomkHbl 06ecrneynTb BbINOMHEHWE [HasHaueHue: CnMcok Hox4yoXkHocTen OO, kor-

[ia NpouCXOAAT cnefytoLme cbou: [HasHaueHue: CnMcoK Tunos c6oes].

3aBucumocTu: FPT_FLS.I C6oii c coxpaHeHnem 6e30MacHOro COCToSHMA

FRU_FLT.2 OrpaHunyeHHas 0TKa3oycTONUYNBOCTb

Wepapxunuecknii gna: FRU_FLT.I

FRU_FLT.2.1$®B0 pomkHbl 06ecneuntsb BbINOMHEHWE Bcex BO3MOXHocTed OO. Koraa npoucxoasT

cnegytowme c6ou: [HasHayeHme: CNMCOK TUNoB c6oes].

3aBucumoctu: FPT_FLS.I C6oii c coxpaHeHneM 6e30MacHOro CoCTOAHUA

11.2 MpuoputeT obenyxmsarHus (FRU_PRS)

XapakTepucTyika cemelictaa

TpeboBaHus cemeiictBa FRU_PRS nosgonatoT @O ynpasnisTb NCN0/b30BaHNEM PECYPCOB MOMb30Ba-
TenaMn u cybbekTamy B npefieniax cBoei 06nacTu feliCTBUS TaK, YTO BbICOKOMPUOPUTETHbIE Onepauun B
npegenax O[® Bcerga 6yayT BbINOMHATLCA 6€3 NPENATCTBUIA MW 3afiepXKeK CO CTOPOHbI Onepawmii ¢ 6onee
HU3KNUM MPUOPUTETOM.
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PaHXXunpoBaHne KOMMNOHEHTOB

FRU_PRS.I «OrpaHnyeHHbIA NPMOpUTET 06CY>XNBaHUSA» NPeLOCTaBNSET NPUOPUTETbI AN UCMO/b30-
BaHMA CyObeKTaMM NMOAMHOXECTBA pecypcoB B npeaenax O d.

FRU_PRS.2 «[o/HbIA NpUOpUTET 06CNYXMBaHNS™ NPeAoCcTaBnseT NPUOpUTETHI ANA UCNOMb30BaHMA
cy6beKTamm Bcex pecypcos B npegenax O4d.

Ynpasnenue: FRU..PRS.1, FRU.PRS.2

[nsa pyHKUMIA ynpaBneHus u3 knacca FMT MOXET paccMaTpmBaThCs CrefytroLlee feliicTBUE,

a) HasHayeHuve nNpropuTeToB KaxKaomy cyobekTy B PBO.

Aygnt: FRU_PRS.l. FRU_PRS.2

Ecnn B M3/36 BKAOYeHO cemelicTBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHoOCTU», TO
cnegyeT NpedycMOTpeTb BO3MOXHOCTb (B 3aBUCMMOCTM OT BbIGPAHHOI0 YPOBHS) ayAuTa Crefyrowmx feid-
CTBWiA/COBLITUIA/MapamMeTpOB.

a) MUHMMabHBIA: OTKNOHEHWE OMepaLy Ha OCHOBaHMK UCMO0b30BaHWs NpUMopuTeTa Npu pacnpege-

NleHuun pecypca.
6) Ba3oBbIit: BCe NOMbITKMA UCMO/b30BaHNA DYHKL MU pacnpeiesieHns PecypcoB C YHETOM MPUOPUTET-
HOCTN 0BCNY>XMBAHNS.

FRU_PRS. 1 OrpaH14eHHbIli NpropuTeT 06CTYXNBaHNS

WNepapxuyeckuii ans: HeT NogYMHEHHBIX KOMMOHEHTOB.

FRU_PRS.1.1 ®BO A0/MKHbI YCTAHOBUTH MPUOPUTET KaXX0My CyobekTy B PBO.

FRU_PRS. 1.2 ®B0 go/mkHbl 06ecreunTb 4OCTYN K |HA3HAYCHHE: ynpaMHeMblepecypcbl] Ha OCHOBe

MPUOPUTETOB, Ha3HAYeHHBIX CyObeKTaMm.

3aBMCUMOCTW: OTCYTCTBYIOT.

FRU_PRS.2 MonHbI NpUopuTeT 06CTYXNBaHUS

Vepapxnyeckuii gnsa: FRU_PRS.I

FRU_PRS.2.1 ®BbO f0/mKHbI YCTAHOBUTb MPUOPUTET KaXKAOMY cybbekTy B ®BO.

FRU_PRS.2.2 ®BO gomkHbl 06ecrnevmTb AOCTyn KO BCEM COBMECTHO MCMO/b3yeMbIM pecypcam na

OCHOIE NPUOPUTETOB, Ha3HAYEHHbIX CyObEKTaM.

3aBMUCUMOCTU: OTCYTCTBYIOT.

11.3 PacnpepeneHue pecypcoB (FRU_RSA)

XapaKTepucTMKa cemeincTaa

Tpe6oBaHusa cemeiicTea FRU_RSA no3sonsaoT @60 ynpasnsTs NCNOMb30BaHWEM PECYPCOB MO/b30Ba-
TenAaMmn 1 cy6bekTaMm Takmm 06pasom, 4T06bl He MPOMCXOAM0 0TKa30B B 06CNYXXMBaHWUN M3-3a HECAHKLMO-
HWPOBAHHO MOHOMO/IN3ALMN PEeCYPCOB.

PaH>XnpoBaH1e KOMMOHEHTOB

H<U_RSAPauiNMM|Mmb psicypcLu

FRU_RSA.I «Makcuma/ibHble KBOTbI» COAEPXMT TpeboBaHMs K MexaHM3MaM KBOTUPOBaHUS, KOTOpble
o6ecneynBaloT, YTOOLI M0Mb30BATENN U CYObEKTHI HE MOHOMOM3NPOBAIN YNpaanseMblii pecypc.
FRU_RSA.2 «MUHUMa/IbHbIE 1 MaKCUMasIbHble KBOTbI» COAEPXUT TpeboBaHUA K MeXaHn3MaM KBOTU-
pOBaHUs. KOTOpble 06ecneymBaroT, UTOOLI MOMb30BATENN M CYObEKTbl BCErga UMenun XoTs 6bl MUHUMYM
cneLuguLMpoBaHHOro pecypca, HO NPy 3TOM He MOrAW Gbl MOHOMO3NPOBATL 3TOT PECYPC.
Ynpasnenue: FRU_RSALI
[ns pyHKumMin ynpaBneHns n3 knacca FMT MOXeT paccMaTpyBaTbCs CreaytoLlee felicTBue.
a) OnpefeneHvie afMMHUCTPATOPOM MakCUMasbHbIX KBOT pecypca Ana rpynn u/vnm oTAeNbHbIX Nosb30-
BaTenei n/unu cyoLeKToB.
YnpaeneHve: FRU_RSA.2
[nsa yHKumiA ynpaBneHus 13 knacca FMT MOXeT paccmMaTpuBaThCs cregytoLLee AelicTBMeE.
a) OnpepeneHne aMUHUCTPATOPOM MUHMMASbHBIX U MakCMMasbHbIX KNOr pecypca Ans rpynn n/vnm
OTAENbHbIX MOMb30BaTENEN U/NNN CYyObEKTOB.

6
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Aygut: FRU_RSA. I, FRU_RSA.2

Ecnn B M3/36 BkoYeHo cemeiicTBo FAU_GEN -IeHepauus faHHbIX ayguTa 6e30macHOCTU», TO
cnefyeT npefycMOTpeTb BO3MOXHOCTL (B 3aBUCMMOCTU OT BbIGPaHHOMO YPOBHSA) ayauTa CneayoLmx aei-
CTBHIA/COBbITWIA/NapameTpoB.

a) MUHVManbHbIA: OTK/IOHEHVE OMNepaLMmn pacnpeseneHuns pecypca n3-3a ero orpaHM4eHHoCTy.

6) ba3oBblii: Bce 0bpalLeHns K (YHKLMAM pacrpefeneHns pecypcos, ynpasnsembix @6O.

FR(J_RSA.I MakcrManbHble KBOTbI

WNepapxuyeckunii gns: HeT NOAYMHEHHBIX KOMMOHEHTOB.

FRU_RSA.1.1 ®BO pomkHbl peasin3oBaTb MaKCMMa/bHbIe KBOTbI CNEAYHOLMX PECYPCOB: (Ha3HaueHue:
ynpasnsieMble pecypcbl], KoTopble [Bbl6OpP: OTAEAbHbIE MOb30BATENM, ONPEAeNEHHbIE
rpynnbl Nonb3oBaTenei, CyoLeKTbi| MOryT MCMOMb30BaTh [BbIOOP: OAHOBPEMEHHO, B Te-
YeHuWe onpefieNIeHHOro Nepruosa BPeMeHH |.

3aBMCMMOCTM: OTCYTCTBYIOT.

FRU_RSA.2 MyHUMa/IbHbIE 1 MaKCUMa/IbHbIE KBOTbI

Wepapxunueckuin ana: FRU_ RSA.L

FRU_RSA.2.1 ®B0O f0/mKHbI peann30BaTb MakCUMaslbHble KBOTbI C/IelyOLLMX PecypcoB: (HasHaueHue:
ynpasnseMble pecypcbl], KOTopble [BbI6OP: OTAENbHbIE NONb30BATENN, ONPELeNeHHbIe rpyn-
Mbl NONb30BaTENEH, CYyOLEKTbI\ MOFYT MCMOb30BaTh (BbIOOP: OAHOBPEMEHHO, B TeEYEHMe
OnpefeneHHoro Nepuoja BpemeHu].

FRU_RSA.2.2 ®BO fomkHbI 06eCneunTb BblAeNeHNE MUHUMAIBHOTO KOMIMYECTBA KaXA0ro 13 (HasHave-
HUe: ynpaBnseMble pecypchbl (, KOTOpble ABASKOTCA AOCTYNHbIMU AN [BbIOGOP: OTAENbHbIN
nonb3oBaTenb, ONpeaeneHHas rpynna nonb3oBaTeneil, CyobeKTbl|, 4TO6bI MCNONL30BATL
(BbIOOP: OAHOBPEMEHHO, B TEYEHWE ONPeSeNeHHoro neprosa spemern]

3aBMCMMOCTW: OTCYTCTBYIOT.

12 Knacc FTA. foctyn k OO

Knacc FTA onpefenseT (hyHKUMOHaNbHble TPeGOBaHMA K yNpaB/ieHNo OTKPbITWEM CeaHca Nob30Ba-
TesA.
Jekomnosnuma Knacca Ha COCTaBMIAIOLLIME er0 KOMMNOHEHTLI NpYBeAeHa Ha pucyHke 12.1.

PucyHok 121 — flekomno3unuumsa knacca «foctyn k CHO-
fid-153 77
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12.1 OrpaHunyeHune o6nactu Bblbmpaemblx atpubyTos (FTA LSA)

XapakTepucTunka cemeiicTea

CemeiictBo FTA_LSA on!>egenset Tpe60BaHMS N0 OrpaHNYEHUI0 0651acTy aTpmbyToB 6e30MacHOCTH
ceaHca, KOTOpble MOXHO BbI6UpPaTh AN HEro Nosb30BaTeb.

PaH>X1MpoBaHWe KOMMOHEHTOB

FTA LEAOp—  Huaobnetun n Jinp— iior
BTP*«yr3a

FI'A_LSA.l «OrpaHnyeHve obnacTu Bblbupaembix aTpubyToB» NpegoctasnsetT Tpe6osaHne K OO no
orpaHuyeHunio obnacTu aTpubyToB 6e30NacHOCTM CeaHca BO BPEMS €ro OTKPbITHS.

YnpasneHve: FTALSA.1

Onsa pyHkuuid ynpaBneHns u3 knacca FMT MoxeT paccMaTpmBaTbhCs CeaytoLee AeiicTue,

a) Ynpas/ieHVe afMVHNCTPATOPOM 06/1aCTbIO aTprbyTOB 6E30MACHOCTM CeaHca.

Ayput: FTA LSA.1

Ecnn B M3/36 BKkAoYeHO cemeiicTBo FAU_GEN «[eHepaumsi faHHbIX ayauTa 6e30MacHOCTU», TO
CnegyeT NpedycMoTpeTb BO3MOXHOCTb (B 3aBMCMMOCTM OT BbIGPAHHOIO YPOBHS) ayauTa CregyroLwmx neii-
CTBUIA/COBbITWIA/NapameTpoB.

a) MyHVManbHBINA: BCe HeycneLHble NONbITKY BbiGopa aTprbyToB 6€30MacHOCTM CceaHca.

6) Ba3oBbIii: Bce MOMbITKM Bbibopa aTpnbyToB 6€30MacHOCTM CeaHca.

B) [leTann3npoBaHHbIli: PrKcaLms 3Ha4eHnid aTpubyToB 6E30MNaCHOCTU KaXA0ro ceaHca.

FTA_LSA.1OrpaHuyeHne 06nacTy BblbUpaeMbIX aTprbyToB

Wepapxunueckuin ans: HeT NOAYMHEHHBIX KOMMNOHEHTOB.

FTA_LSA.1.1 ®BO A0/MKHbI OrpaHMunNTL 061aCTb aTPUMBYTOB 6E30MacHOCTH ceaHca (HasHayeHwe: aT-

pubyTbl 6e30MacHOCTM CeaHca|, OCHOBbIBasCh Ha (HasHayeHue: aTpubyThl].

3aBUCHMOCTK: OTCYTCTBYIOT.

12.2 OrpaHuyeHve Ha napannenbHble ceaHebl (FTA_MCS)

XapakTepucTyika cemeiicTaa

CewmeiictBo FTA_MCS onpegensieT Tpe60oBaHus M0 OrpaHUYeHMIO YiCcia NapasiefibHbIX CeaHCoB, NPejo-
CTaB/MIfieMbIX OLHOMY M TOMY Xe MO/b30BaTesto.

PaHXvpoBaHVe KOMMOHEHTOB

FTA UC&Orpuvmnnmo W ndannarims»
CVHEM

FTA_MCS.I «ba3oBoe orpaHuyeHve Ha napanesnbHble CeaHChI» NPefOCTaBIAET OrpaHNUYEeHHS, KOTopble
NPYMEHAIOTCA KO BCeM nonb3osarensam ®bO.
FTA_MCS.2 «OrpaHuyeHne Ha napanienbHble ceaHCbl MO aTpubyTam MoMb30BaTens™ paclimpseT
FTA MCS.| TpeboBaH1EM BO3MOXHOCTM OMPeLeNUTb OFPaHUYeHHS Ha YUCNO NapasifeNibHbIX CeaHCoB, OCHO-
BbIBasCb Ha aTpMbyTax 6€30MacHOCTM, CBA3AHHbIX C MO/Ib30BATE/NEM.
YnpaeneHne: FTA MCS.1
[Lna pyHkuuid ynpaenenus n3 knacca FMT MoxeT paccmaTpumBaThes CrefytoLLee AeicTBre.
a) YrnpaaTeHue agMUHUCTPATOPOM MaKCUMa/IbHO JOMYCTUMbIM YACIOM Mapansie/ibHbIX CeaHCoB, Npeao-
CTaa3feMbIX NOJb30BATEN!O.
Ynpaenernve: FTA_MCS.2
Onsa yHKUMA ynpaBneHus 13 knacca FMT MoryT paccmaTpuBaThCs CneaytoLLye feiicTBUS.
a) YnpasneHvie agMUHUCTPATOPOM Npasuiamu, KoTopble ONpesenstoT MakCMaibHO A0MYCTUMOE YNCNO
napasinesibHbIX CeaHCcoB, MPefoCTaBAEMbIX MOML30BATENHO.
Ayaut: FTA_MCS.I, FTA_MCS.2
Ecnn B M3/36 BKtoueHo cemeinictBo FAU_GEN «[eHepaums AaHHbIX ayauTa 6€30MacHOCTU», TO
cnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTW OT BbIGpaHHOr0 YPOBHS) ayAuTa Crefyrowmx geid-
CTBUIA/COBLITMIA/NapaMeTpOoB.
a) MUHMManbHbIN: OTKNOHEHNE HOBOMO CEaHCa, OCHOBAHHOE Ha OrpaHWYeHMW umcna napatenblllx
CeaHCoB.
6) [leTann3npoBaHHbIi: (UKcaLnsa Ymcna napainenbHbIX CeaHCOB M0/b30BaTeNs, a Takke aTpubyTos
6e30NacHOCTY 3TOr0 NO/b30BATENS.
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FTA_MCS.| ba3oBoe orpaHu4eHve Ha Hapanesbllble CeaHChbI

Wepapxuyeckuii gns: HeT NogYnHEHHbIX KOMMOHEHTOB.

FTA_MCS.1.1 ®bO f0/MKHbI OrpaHNYMTL MakCMMasibHOe YIC/I0 NapassieNibHbIX CeaHCcoB, NpefocTaB-
NIAEMbIX OfHOMY ¥ TOMY K€ M0/b30BaTENIO.

FTA_MCS.1.2 @50 po/mKHbl 334aTb HO YMOMHYaHWIO OrpaHuyeHne (HasHaueHve: 3aaBaeMoe NoyMos-
YaHWIO YMCNO| CeaHCOoB Mosb3oBaTens.

3asucumoctu: FIA_UID.| Bbl6op MOMEHTa naeHTUhnKaLmum

FTA_MCS.2 OrpaHuyeHvie Ha napasnse/ibHble CeaHCbl Mo aTpubyTam Nob30BaTeNs

Vepapxuuecknin gns: Fr.A_MCS.|

FTA_MCS.2.1 ®BO f0/MmKHbI OrpaHUUYnTL MakCUMaslbHOE YUC/IO0 NapasnenbHbIX CeaHCcoB, NpeaocTas-
NSieMbIX O4HOMY M TOMY >Ke N0/b30BaTeNto, COrflacHo Mpasnnam (HasHadeHve: npueuta
onpefeneHns MakCMManbHOro Y1cna napanienbHbIX CeaHCos.

FTA_MCS.2.2 ®BO fo/mKHbI 334aTb M0 YMONYaHUIO OrpaHnYeHmne (HasHaveHue: 3ajaBaemMoe Hoymal/-
YaHWIO YIC/IO) CEaHCOB MOJ/1b30BaTENA.

3asucumoctun: FIAMUID.I Bbi6op MOMeHTa MAEHTUGMKALMK

12.3 BnokupoBaHue ceaHca (FTA_SSL)

XapaKkTepucTyvika cemeiictaa

CemeiictBo FTA_SSLonpegensiet TpebosaHus K 5O no npeaocTaBneHno BO3MOXXHOCTY Kak ®BO.

TaK 1 No/b30BaTeNto 6/10KMPOBaTh U Pa3bI0KMPOBaTb MHTEPAKTUBHBIN CeaHC.
PaHXvpoBaH1e KOMMOHEHTOB

FTA_SSL. 1«bnokvpoBaHue ceaHca, MHULMMPoBaHHOe PBO» BK/IOYaET MHULIMMPOBAHHOE CUCTEMO
6/10KMpOBaHVe NHTEPAKTUBHOIO CeaHca Moc/e OnpeaeNieHHOro neproaa 6e3aeincTeuns NonbL3osaTens.
Fr.A_SSL.2 «bnokuposaHue, MHULUNPOBaHHOE M0/b30BaTENIEM» MPefOCTaBNSAET M0/b30BaTe o BO3-
MOXHOCTb 6/I0KMPOBaTh M Pa3bI0KMPOBaTL CBOU COBCTBEHHbIE MHTEPAKTUBHbIE CEaHCbI.
FTA_SSL.3 «3aBeplueHune, nHnLumnposaHHoe ®bO* npegocTasnset Tpe6oBaHns K PBO Mo 3asepLue-
HUIO CeaHca Moc/e onpeenieHHOro nepuoaa 6e3aelicTBMA NoNbL30BaTeNS.
Ynpasnenue: FrA_SSL.I
Ana dyHKUMIA ynpaBneHns m3 knacca FMT MoOryT paccMaTpuBaThbCsi CeaytoLLye AeicTBuS.
a) 3agaHvie BpeMeHN 6e3aeiCTBMSA NO/b30BaTeNs, NMOC/e KOTOPOro MPOMCXOAWT 6I0KMPOBKA CeaHca.
6) 3afaHne No yMON4YaHMIo BpeMeHn 6e34eicTBISA N0b30BaTeNs, NOcAe KOTOPOro NpoucxoanT 610Ku-
pOBKa.
B) Ynpas/ieHne CoBbITUAMU, KOTOPbIMU MpegycmaTp3lsatoTcs 40 pa3tbioKMpoBaHns ceaHca.
YnpasneHue: FrA_SSL.2
Ana dyHKuMK ynpasneHus u3 knacca F.MT MOXeT paccMaTpuBaThbCs CeaytoLLee feicTBMe,
a) YnpasneHue cobbITUAMU, KOTOPbIE NpeAyCcMaTpMBatoTCa 0 pa3bnoK1MpoBaHUsa ceaHca.
Ynpasnenue: FTA_SSL.3
Ana GyHKUMIA ynpaBneHns m3 knacca FMT MOryT paccMaTpuBaThCs ClegytoLuye AeiicTBus.
a) 3afaHue BpeMeHV 6e3aeicTBMSA MOb30BaTeNs, NOCAe KOTOPOro MPOMCXOANT 3aBepLLUEHNEe NHTepakK-
TUBHOTO CeaHca.
6) 3agaHne Mo yMoNyaHMIO BpeMeHu 6e3aelicTBMS NM01b30BaTeNs, NOC/e KOTOPOro NMPOMCXOAUT 3aBep-
LLIEHNEe NHTEPaKTUBHOIO CeaHca.
Aypnt: FTA _SSL.1, FTA _SSL.2
Ecnn B M'13/3B6 BKNtoYeHo cemeiicTBo FAU_GEN «[eHepauus faHHbIX ayauTa 6e30MacHOCTW», TO
CnegyeT NpeaycMOTpeTb BO3MOXHOCTb (B 3aBUCMMOCTM OT BbIGPaHHOIO YPOBHS) ayAuTa CnegyoLwmx aei-
Crauin/cobbITnii/napameTpoB.
a) MWUHMManbHbIA: 60KMPOBaHNE MHTEPAKTUBHOMO CEaHCa MeXaHU3MOM B/10KMPOBaHNS CeaHca.
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6) MuHUManbHBIN: ycnewHoe pa3bnoKrpoBaHMe MHTEPaKTUBHOIO ceaHca.
B) ba3oBbIi: BCE MOMNbITKN Pa3biOKMPOBaHNA NHTEPAKTMBHOIO CeaHca.
Nygut: FTA_SSL.3
Ecnn B M3/36 BKkMOYeHO cemeiictBo FAU_GEN «[eHepaumsi faHHbIX ayauTa 6e30MacHOCTM», TO
crnefyeT NpesycMoTpeTb BO3MOXHOCTb (B 3aBUCUMOCTM OT BbIOGPAHHOIO YPOBHSA) ayauTa Clefyrowmx aei-
CTBUIA/COBbITWIA/NapameTpoB.
a) MUHMMabHbINA: 3aBepLUEeHNe MHTEPAKTUBHOIO CeaHCca MexaHU3MOM 6/10KMPOBaHMA CeaHca.
FTA_SSL.| bnokmpoBaHue ceaHca, MHMLMMpoBaHHoe PEO
Wepapxunueckuin gns: HeT NogYMHEHHbIX KOMMOHEHTOB.
FTA_SSL.1.1 ®BO pomkHbl 6/10KMPOBaTh UHTEPAKTUBHbIA CeaHC Mocne [HasHauyeHue: MHTepBa.3 Bpe-
MeHW 6e3LeCTBMA NoNb30BaTENS], AN Yero NPeANPUHUMAIOTCA CreaytoLLme AeiCTBUS:
a) 04MCTKa UM Nepesanch YCTPONCTB 0TOBPaXKeHWs, MPUAaHNE NX TeKYLLEMY COAEPXKaHNI0 HeUNTaeMOoro
BMA;
6) 6710KMpOBaHKE NHO6bLIX AENCTBMIA MO AOCTYNY K AaHHbIM MOMb30BaTeNs/yCTPONCTBAM 0TOGPaXKEHUS,
KpOMe HeobXoAMMbIX Ans pasbnoKnpoBaHWa ceaHca.
FTA_SSL.1.2 ®BO gomkHbl TpeboBaTb, YTOObI 4O Pa36/IOKMPOBaHNS CeaHCa MPOM3OLLIN CegytoLime
cobbITUA: [HasHayeHWe: cobbITUs, KOTOpbIE BYAy T NPOUCXOANTD| .
3aBucumoctu: FIA_I)AU.l Bbibop MOMeHTa ayTeHTU(MKaLMM
FTA_SSL.2 BnokvpoBaHue, NHALMUPOBaHHOE NOJb30BAaTENEM
WNepapxunyeckuii gns: HeT NOA4UYMHEHHbBIX KOMMOHEHTOB.
FTA_SSL.2.1 ®BO fomkHbI JONYCKaTb MHULMMPOBAHHOE NMO/b30BaTeNieM 6/I0KMPOBaHMe CBOEro CO6CT-
BEHHOr0 MHTEPaKTUBHOIO CeaHca, /19 Yero NpeanpuHUMAIOTCA CnefytoLme AeACTBUS:
a) 0YMCTKa WM Mepesanuchb YCTPOKCTB OTOBPaXEHUS, NPUAAHKE UX TEKYLLEMY COLAEPKaHUI0 HeYnTaemoro
BUOR;
6) 6710KMpOBaHNE NKOBLIX AENCTBMIA MO AOCTYNY K AaHHbIM M0Jb30BaTeNs/yCTPOACTBAM O0TOGPaXKEHUS,
KpOMe HeoOXOAMMbIX /1 Pa3bioKNpOBaHWA CeaHca.
FTA_SSL.2.2 ®BO fomkHbl TpeboBaTb, YTOObI 40 Pa36/I0KMPOBaHNS CeaHCa MPOM3OLLIN CrefytoLime
CO6bITWS: [Ha3HaueHue: a>6bITua, KOTOopble ByayT NPOUCXOAUTh].
3asucumoctu: FIA_UAU.I Bbl6op MOMeHTa ayTeHTUMKaLMN
FTASSL.3 3asepLieHve, nHiummposaHHoe 60
Wepapxunueckuin ans: HeT NOAYNHEHHBIX KOMMOHEHTOB.
FTA_SSL.3.1 ®BO gomKHbI 3aBEPLUNTb MHTEPAKTUBHBIA CeaHC Nocne [HasHauYeHWe: MHTEepBa BPEMEHN
6e3gencTBMA nonb3oBaTeNs|.
3aBMCMMOCTU: OTCYTCTBYHOT.
12.4 TMpepynpexaeHns nepe npegoctasneHviem goctyna kOO (ITA TAB)
XapaKTep1CcTuKa ceMeincTBa
CewmeiicTBo H'A TAB onpegenseT TpeboBaHUS K 0TOOPaXKEHWIO AN5 NO/b3oBaTeneli NpeaynpexaatoLLe-
ro coo6LLEeHNs ¢ NepecTpanBaemoli KOHUrypaumein 0THOCUTENbHO XapakTepa 1ucnonb3osaHms OO.
PaHXvpoBaHVe KOMMOHEHTOB

FTA_TAB.I «[MpegynpexxaeHns no yMonyaHuto nepeg npegocraBieHnem goctyna Kk OO* npegocTas-
nseT TpeboBaHWA K NpeaynpexaatoLiuM coobLLLeHnAM, KOTopble 0TOOpaXatoTCa Nepes HavyanoM auanora B
CeaHce.

Ynpaenenve: FTA_TABL.I

[ns dyHKuniA ynpaBneHns n3 knacca FMT MOXeT paccmaTprBaTbea CriefytoLLee feiicTaue.

a) ConpoBoXeHWe YNOMHOMOYEHHbIM afMUHNCTPATOPOM MpeaynpexXaatoLLMX COO6LLEHWIA.

Aypnt: FTAJTAB.1

HeT naeHTUMLMPOBaHHbIX LelACTBUIA/COBLITHI/NapaMeTPOB. /11 KOTOPbIX C/iefyeT NPeLyCcMOTPeTh BO3-
MOXXHOCTb ayaumTa.

FTA_TAB.I MpegynpexxaeHns no ymMon4YaHWIo nepes npegoctaBneHnem goctyna Kk OO

Wepapxuueckuii gns: HeT NogYnMHEHHbIX KOMMOHEHTOB.

bTA_TAB. 1.1 lNMepef OTKpbITUEM ceaHca nosnb3oBaTens ®BO fo/mKHbI 0TO6Pa3UTL NpeaynpexaatoLLee

COO0OLLEHME OTHOCUTENIbHO HECAHKLIMOHMPOBAHHOIO 1cnonb3oBaHus (K)
3aBMCMMOCTW: OTCYTCTBYIOT.
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12.5 Wcropusa goctyna Kk OO (FTA_TAH)

XapakTeprcTuKa ceMeincTea

CemeitictBo 'TNT/TH onpeaensieT Tpe6oBaHns K @bO no oTobpaxkeHWHO 418 NONb30BaTens, npu
YCMELIHOM OTKPbITUM CeaHca, MCTOPUM YCMeLIHbIX U HeYCMeLHbIX NOMbITOK MOAYyYUTb AOCTY M OT UMEHM
3TOro nosib3oBaTess.

PaH)X1poBaHVe KOMMOHEHTOB

MATAH Wcrtopusa goctyna 00

I'TA_T/H. | -UcTopusa goctyna k OO» npepocTasnseT Tpe6oBaHna K OO no 0To6pakeHno MH(opMa-
LMK, CBA3AHHOI C NpejbigyLLyMK NOMbITKaMW OTKPbITb CEaHC.
Ynpasnenue: FTA_TAH.I
[elicTBrS N0 yNpasneHnto He NpeLyCMOTPEHbI.
Ayaut: FTAJTAH.1
HeT naeHTMdMLMPOBaHHbIX AeCTBWIA/COBLITWIA/NapamMeTpoB, AN KOTOPbIX CreayeT NpeaycMoTpeTb BO3-
MOXHOCTb ayauTa.
FTAJTAH.I VcTopus goctyna Kk OO
Wepapxuyecknii gns: HeT NogYMHEHHBIX KOMMNOHEHTOB.
FT.A_TAH. 11 Mpn ycrnewHom oTKpbITM ceaHca B0 fomkHbI 0TO6pasuThL [BbIGOP: faTa, Bpems,
MeTO0f, PacnonoXKeH!in NocefHero yCreLwHoro OTKpPbITUSA CeaHca 0T MMeHN NoJb30Ba-
Tens.
FTA_TAH. 1.2 Mpn ycrewHom oTKpbITM ceaHca B0 fomkHbI 0TO6pasuTL |BbIGOP: faTa, Bpems,
MEeTOC), pacnono>keHne] nocneaHeli HeyCneLwHoOM NOMbITKA OTKPbLITWS CeaHca H YMC/0
HeyCreLLUHbIX MOMNbITOK CO BPEMEHW NOC/IEAHEr0 YCMELLHOro OTKPLITUA CeaHca.
FTA_TAH.1.3 ®B0O He gomkHbI yaanaTb MHGOpPMaLMio 06 nctopum LOCTyna U3 MHTepgeiica nonb3osa-
Tens 6e3 npefocTasBNeHns No/b30BaTEN0 BOSMOXHOCTY MPOCMOTPETH €e.
3aBMCMMOCTU: OTCYTCTBYIOT.
12.6 OTkpbITHe ceaHca ¢ OO (FTA_TSE)
XapaKTepucTnKa cemeincTs:!
CemeiictBo FTA TSE onpegenseT Tpe6oBaHWS NO 3anpeLLeHMi0 NOb30BaTeNnsM OTKPbITUS ceaHca
¢ OO.
PaHXvpoBaHve KOMMOHEHTOB

FTA TSE. 1«OtkpbiTne ceaHca c OO» npefoCTas/AeT yCoBUA 3anpeLLeHuns noib3osaTenam 4ocTyna
K OO, 0CHOBaHHOI0 Ha aTpubyTax.

YnpaeneHue: FTA TSE.I

[ns dyHKumnin ynpasnenms u3 knacca FMT MOXeT paccMaTpuBaThCs CneaytoLLee AelicTBue,

a) YnpasneHve ynosHOMOYEHHbIM afMVHUCTPATOPOM YCI0BUSMW OTKPbITUSA CeaHca.

Aymut. FTA TSE.1

Ecnn B IM3/3B BkMoyeHo cemeiicTBo FAU_GEN «[eHepauus gaHHbIX ayguTa 6e30macHOCTU», TO
cnefyet nNpegycMOTPeTb BO3MOXHOCTL (B 3aBUCMMOCTU OT BbIGPAHHOMO YPOBHSA) ayauTa CneayoLmx aei-
CTBWiA/COBLITMIA/NapaMeTPOB.

a) MUHVManbHBbINA: 3anpeLeHne OTKPLITHS CeaHCa MeXaH3MOM OTKPbITMS CeaHca.

6) ba30BbIii: BCe MOMbITKN OTKPbLITUA CeaHca Nob30BaTeNs.

B) [leTann3npoBaHHbIi: PUKCaLMsa 3HaUeHWA BbIGPaHHbIX NapaMeTpoB AOCTyNa (Taknx Kak MecTo fo-

CTyna unu Bpems JoCTyna).

FTA TSE.1 OTkpbiTue ceaHca ¢ OO

Wepapxunyeckuii ans: HeT NOAYMHEHHBIX KOMMOHEHTOB.

FTAJTSE.l.1 ®B0 aomkHbI 6bITb CMOCOOHBLI 0TKa3aTh B OTKPLITUM CeaHca, 0CHOBbIBAsACh Ha (Ha3Haue-

HWe: aTpubyThil.
3aB1CUMOCTK: OTCYTCTBYHOT.

b-2- 1523 81
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13 Knacc FTP. [JoBepeHHbIiA MapLupyT/KaHan

CewneiicTBa knacca FTP cofepxat TpeboBaHNs Kak K [JOBEPEHHOMY MapLUpyTy CBA3M MeXAy N0/b30Ba-
Tenamm 1 ®BO, TaKk W K JOBEPEHHOMY KaHany cBA3M mexgy ®BO u gpyrummn LOBEpeHHbIMU
npogyktamu T. loBepeHHble MapLUpyThbl U KaHabl MMeoT cnefytoLume o6LLme CBOCTBa:
—MapLUpYT CBA3W CO3LAETCA C NCMO/b30BAHWEM BHYTPEHHMX U BHELLHMX KaHan0B KOMMYHUKaLMii (B
COOTBETCTBMM C KOMMOHEHTOM), KOTOPbIE M30MMPYIOT MAEHTU(ULMPOBAHHOE NMOLMHOXECTBO faH-
HbIX 1 KOMaHg ®BO 0T 0CTanbHOM YacTy AaHHbIX NoMb3oBaTenein u PEO;

—MWCM0/b30BaHNe MapLUpyTa CBA3UN MOXET ObITb MHULIMMPOBAHO nosnb3oBatenem u/mnn 6O (B cooT-
BETCTBMW C KOMMOHEHTOM);

—MapLLpyT CBA3M CNOCO6EH 06ecneymnTb J0BEpUE TOMY, YTO M0/b30BaTE b B3aVMOAEWCTBYET C Tpebye-
MbiMU ®BO nm ®EO —c TpebyembIM NOb30BaTENEM (B COOTBETCTBUM C KOMMOHEHTOM).

30ech (KCepeHHbI KaHan —3TO KaHa CBA3W, KOTOPbI MOXET BbiTb MHMLMNPOBaAH N060I 13 CBA3bI-
BalOLLMXCA CTOPOH U 06ecrneynBaeT CBONCTBO HEOTKA3yeMOCTW MO OTHOLIEHUIO K WAEHTUYHOCTW CTOPOH
KaHana.

[loBepeHHbI MapLupy T npefocTaaTseT Nonb30BaTeNsaM CPeLCTBa A/ BbINOMHEHNUS (YHKLUIA nyTem
obecneyeHns NpsamMoro BaumogeincTama ¢ PEO. [loBepeHHbI MapLUPYT 06bIYHO XenaTeneH Npu HavalbHOM
naeHTUQUKaLuM n/unm ayTeHTUUKaLUn Nob30BaTens, HO MOXET GbiTb TakXKe NPUMEHEH Ha MPOTSXKEHWM
BCeto ceaHca nosb3osatens. O6MeHbI N0 JOBEPEHHOMY MapLUPYTY MOFYT 6bITb MHULMMPOBaHbI M0/Mb30BaTENEM
nnn ®BO. MapaHTUpyeTCs, YTO OTBETHI NOJIb30BaTENSA C MPUMEHEHUEM JOBEPEHHOI0 MapLUpyTa 6yayT 3aLin-
LLLeHbl OT MOAMUMUKALMUN NN PACKPLITUA HELOBEPEHHbIMU MPUNOXKEHUSMUN.

[ekomnosuuma knacca M'P Ha cocTaBnatoLLMe ero KOMMOHEHThI NpuBefeHa na pucyHke 13.1.

Knacc FTP: Amepw wii Tpupyrf
Knw

FTPJTC AoupatwR KaHaT napagom
bIMWrPBO 1

FTP_TRP [J0BepeHHbIA MapLUpyT 1

PucyHok 131 — [lekomno3uums Knacca «[0BepeHHbIi MapLipyT/kaHan™

13.1 [oBepeHHbIii kaHan nepegaqn mexay @60 (FTP_ITC)

XapakTepucTuka cemelicTsa

Cewmelicteo 1M T C onpepensieT npaBuia co3faHns A0BEPEHHOTO KaHana mexay ®b0 u gpyrumm
[0BepPeHHbIMU NpodyKTamn W T 415 BbINOMHEHWS onepauynii, KpUTUYHbIX 415 6e30nacHoCTH. 3TO CeMelicTBO
creflyeT NCNOMb30BaTh BCAKMIA pas. Korfa MMetoTcs TpeboBaHUsA 6e30nacHoi nepeayun faHHbIX NOb30BaTENS
nnn @60 mexay 00 napyrumm fosepeHHbIMU nNpogykTamu UT.

PaHXvpoBaHne KOMMOHEHTOB

FTPJTC.1 «/[joBepeHHbI KaHan nepegaun mexxay PEO» copepxuT Tpe6oBaHue, 4tobsl PEO npeso-
CTaBW/IM [OBEPEHHbIA KaHa/ CBA3N MeXay HAMW camuMy 1 pYyruM LOBEPeHHbIM npogykTom WIT.

Ynpaenernve: FTIMTC.I

[nsa hyHKumMA ynpaBneHus n3 knacca FMT MoxeT paccMaTpmBaTbhCs CneaytoLee AeiicTBure.

a) 3meHeHune Habopa onepauwnii, KoTopble TPEBYIOT OBEPEHHONO KaHana (eciM TaKOBOM MMEETCS).

Ayput: FTIMTC.I

Ecnn B M3/36 BKNOYeHO cemeiicTBo FAU_GEN «[eHepaums gaHHbIX ayauTa 6e30MacHOCTU», TO
cnegyeT NpedycMoTpeTb BOSMOXHOCTb (B 3aBUCMMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa Crefytowmx neid-
CTBHI1/CObbITUIA/NapamMeTpoB.

a) MuHUManbHbINA: c60i yHKLMI JOBEPEHHOTO KaHana.

6) MuHMManbHBIN: NAEHTUHMKALMA NHALMATOPA M aapecaTa 0TKas3aBLwmX (PYHKLWIA JOBEPEHHOrO Ka-

Hasa.
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0) Ba3oBblii: BCe MONLITKWA UCMNO/Mb30BaHWA YHKLMIA [OBEPEHHOIO KaHana.
r) ba3oBblii: naeHTUMKaLUA NHULMATOPa W afpecarta Bcex PYHKLMI [OBEPEHHOTO KaHana.
FTP_ITC. 1oBepeHHbIli kaHan nepegaqn mexxay 60
Wepapxuyecknii gns: HeT NoAYMHEHHBIX KOMMNOHEHTOB.
FTP1TC. 11 ®BO pomKHbl NpesocTaBnATb KaHas CBA3W Mexay co60i 1 yaaneHHbIM JOBEPEHHBIM MPO-
OyKTOoM T, KOTOPBIA NOTMYECKU OT/IMUYMM OT [PYruX KaHasioB CBA3W U obecriedmsaeTt
YBEPEHHYIO MAEHTU(PMKALMIO €0 KOHEYHbIX CTOPOH, & TaKXe 3aluTy [aHHbIX KaHana oT
MOAVN(UKALIMW WM PACKPLITUSA.
FTP_ITC.1.2 ®BO fomkHbl N038oUTh |Bbibop: ®BO, yaaneHHbI foBepeHHbIi NpogykT UT] nHuumum-
poBaThb CBA3b Yepes JOBEPEHHbIA KaHa.
FTP ITC.1.3 @50 [0/mKHbI MHALMMPOBATb CBA3b Yepe3 AOBEPEHHDIN KaHasl AN BbIMOMHEHNs (Ha3Haue-
HYe: CNNUCOK (PYHKLMIA, AN KOTOPbLIX TpebyeTCs AOBEPEHHbIV Knvan].
3aBMCUMOCTL: OTCYTCTBYIOT.
13.2 [oBepeHHsbiii MapwpyT (FTP_TRP)
XapakTepncTyvika cemeiictaa
CemeiictBo FTPTRP onpegensieT TpeboBaHWS YCTaHOBKM 1 NOAJEPXKaHNS LOBEPEHHON CBA3WN MEXLY
nosnb3osarensmm 1 ®b0O. [loBepeHHbIV MapLIPYT MOXeT NoTpeboBaThCA 415 Nt060ro CBA3aHHOro ¢ 6esonac-
HOCTbIO B3auMogeiicTens. O6MeH No [OBepeHHOMY MapLUPYTY MOXET 6bITb MHULMUPOBAH M0/b30BATENEM MPY
B3ammogeiictaum ¢ ®EO nnm xe camn PEO MOryT yCTaHOBWTbL CBA3b C NOMb30BATENEM NO JOBEPEHHOMY
MapLLpyTY.
PaHXvipoBaHne KOMMOHEHTOB

FTP_TRP.l «/loBepeHHbIi  MapLUpyT» COAEPXWUT TpeboBaHWe, 4TOGbl [OBEPEHHbIV MapLUpyT
mexay @O v nonb3oBatesieM NPejocTassa/Cca 415 COBOKYMHOCTY COObITUI, ONpefieNleHHbIX Pa3paboTUNKoM
M13/3b. BO3MOXXHOCTb MHWLIMMPOBATbL AOBEPEHHBIV MapLLUPYT MOTYT UMETb N0Nb30BaTeb M/MnH PBO.
Ynpasnenue: FTP_TRP.I
OT5 pyHKLMI ynpaaTeHns u3 knacca FMT MOXeT paccMaTpyBaTbCs CleaytoLlee AencTame,
a) N3meHeHune Habopa onepaLuii, KOTopble TPEOYHOT 0BEPEHHOI0 MapLLUpyTa, eCIM OH UMEeTCS.
Ayaut: FTP_TRP. 1
Ecnm B M3/36 BKAoYeHo cemeiictBO FAU_GEN «[leHepauynsi AaHHbIX ayguta 6e30MacHOCTU», TO
cnegyeT NpeaycMOTPeTb BO3MOXHOCTb (B 3aBMCUMOCTM OT BbIGPAHHOIO YPOBHS) ayAuTa Cregyowmx aei-
CTBUIA/COBLITWIA/NapameTpoB.
a) MuHMManbHbIiA: c60i hYHKUWIA 4OBEPEHHOIO MapLUpyTa.
6) MUHUManbHbIA: MAEHTUDMKALMA NOMb30BaTeNel, aCCOLMMPOBAHHbLIX CO BCEMU OTKa3aMy [JOBEPEH-
HOro MapLupyTa (ec/im 3To BO3MOXHO).

B) Ba3oBblii: BCe MOMbITKMA MCMOMb30BaHNS (DYHKL M 4OBEPEHHOr0 MapLpyTa.

r) basoBblii: NAEHTU(MKALMSA NONb30BATENEN, AaCCOLMMPOBAHHbIX CO BCEMW BbI30BaMW 40OBEPEHHOr0
MapLupyTa (ecqiv 3T0 BO3MOXHO).

FTP_TRP.I [JoBepeHHbIi MapLLpyT

Wepapxuyeckuii na: HeT NogYnHEHHbIX KOMMOHEHTOB.

FTP_TRP. 1.1 ®BO aomKHbl MPeAoCTaBAaTb MapLUpyT CBA3U Mexay €060l 1 (BblGOP: yAENeHHbI,

NOKasbHbIA] Mosib3oBaTesieM, KOTOPbIA IOrMYECKN OT/IMUYMM OT APYTvX MapLUPYTOB CBA3M
1 06ecneynBaeT yBepeHHYH0 AEHTU(MUKALMIO ero KOHEYHbIX CTOPOH, & TaKXe 3aluty
nepefasaembIX [aHHbIX OT MOAMMUKALMN UK PACKPbITHS.
PI P TRI». 1.2 ®BO gomkHbl N03B0nnTb (Bbibop: PUO. noKanbHbIe NoAb30BaATENM, YAaNEHHbIE MOb30-
BaTeNN| MHULMMPOBATb CBA3b Yepe3 JOBEPEHHbIN MapLUpYT.

FTP_TRP. 1.3 @50 gomkHbl TpeboBaTh NCMO/b30BaHUS AOBEPEHHOrO MapLUpyTa Ans (BbIGop: Havanb-
Has ay TeHTUhMKaLma nonb3osaTens, (Ha3HaueHne: apyrue ycnyru, ans KoTopbix Tpe-
6yeTCa foBepeHHbIA MapLpyT] (.

3aBNCUMOCTI: OTCYTCTBYIOT.
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MPUNOXEHWE A
(cnpaBoyHoe)

3ameyaHus Mo NPUMEHEHNIO PYHKLIMOHa/IbHBIX TPeGoBaHNiA Ge30MacHoCTL

MpunoxeHns A — I cogepkaT AOMONHUTENbHYHO CNPABOYHYH MH(OPMALMI0 N0 UCMOMb30BaHNID CEMEICTB U
KOMTMOHEHTOB, OMpeAeNeHHbIX B HOPMATUBHbIX 3/1EMEHTaX HACTOALLEro cTaHAapTa, KoTopas MOXeT NoHagobuTbes
noTpebuTenam, paspaboTunkam WanM OMEHHLLKaM MpW UCMOMb30BaHUM KOMMOHEHTOB. [JNs yNpoLieHns noucka Tpe-
6yemoii MHopMaLuy MOpAAOK CnefoBaHUA KNaccoB, CEMENCTB M KOMMOHEHTOB B MPUIOXKEHWUAX TOT Xe. YTO M B
HOPMATUBHbIX 3M1EMEHTAX HacTosLero ctaHAapTa. CTPYKTypa NpefcTaBieHns Knaccos, CEMEeCTB U KOMMOHEHTOB B
NPUNOXKEHUAX OTNIMYAETCA OT WX NPeALIECTBYHOLWEro onncaHns, Tak Kak NpuioXxeHWs cofepXart TONbKO Bcrnomora-
TeNbHY WH(pOpMaLmIO.

A.1 CTpyKTypa 3ameyaHuii

Pasgen onpefensieT cofepxaHune 1 hopmMy 3aMeydaHuii, OTHOCALMXCS K (hYHKLMOHaNbHBIM Tpe6oBaHusaM OK.

A.ll CTpyKTypa Knacca

CTpyKTypa hyHKLMOHAaNLHOFO Knacca B NpunoxeHunsx B — N npueegeHa Ha pucyHke A.l.

DYLIYYALLBI»* K0

bbLukTocs

[MpcacTeenBHHA Knacce
a1 e 1
OyTLLYIOHL/TbHBIB COMONAL T U ]J

PucyHok Al — CTpykTypa (hyHKLMOHAaNbHOIO Knacca

A.111 Wmsa knacca

YHUKanbHOe UMA Knacca, OnpejiesieHHoe B HOPMaTUBHbLIX 3/IEMEHTaX HacTOALero ctaHgapTa.

A.1.1.2 MNpepncTasneHne knacca

B npegcTaBneHnn knacca B NpunoxeHuax B — M npuBogntcs nHdopmaumns 06 WCnonb30BaHUN CEMENCTB U
KOMMOHEHTOB Kfacca. 3Ta MH(OPMaLMA JONONHAETCA PUCYHKOM, MOKa3blBaloLMM OpTaHU3annio Kaxzaoro Kiacca u
CEMENCTB B KaX/JOM Kfiacce, a TakXe Mepapxuueckue CBA3N MeXy KOMMOHEeHTaMW B KaXJAOM CemelicTBe.

A.l2 CTpykTypa cemelicTBa

CTpyKTypa PYHKLMOHANLHOTO CEMENCTBa B 3aMeYaHUAX N0 NPUMEHEHWIO NpuBefeHa Ha pUcyHKe A.2

PucyHok A.2 — CTpyKTypa (hyHKLIMOHa/IbHOTO CEMECTBA B 3aMeYaHUsX Mo NPUMEHEHNIO
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A.1.2.1 Nwma cemeiicTBa
YHUKaNnbHOe MMSA CeMelicTBa, onpefeNeHHOe B HOPMATMBHbIX 3/1eMeHTax HacTOALLEro crtaHjapTa.
A.1.2.2 3ameyaHuna fns nosb3oBaTens
3ameuaHus Ans nonb3osaTens COAEPXAT AOMOMHUTENbHYIO MH(OPMALMIO, KOTOpas MpefCcTaBnseT MHTepec AnA
MOTeHLWaNbHbIX MO/b30BaTe el CemMeiicTBa, Takux Kak paspaboTumkm M3. 3b. PYHKLUMOHANbHBIX NakKeToB, a TaKxe
OO. 3Tn 3ameyvaHUs MMEKT MH(OPMATUBHbLIA XapakTep W MOTyT OXBaTblBaTb MPeaynpexaeHns 06 orpaHuuyeHusx
NPUMEHEHMNA 1 TeX acnekTax, KoTopble TPebytoT 0C060ro BHUMaHWUS NpU UCNOMb30BaHUM KOMMOHEHTOB.
A.1.2.3 3ameyaHuns Ana OneHLLnKa
3ameuaHns 4.rA oueHwuka COAEPXaT MOy MHC]IOpMannK). KOTopas MpefcTaBiseT UHTepec 417 pa3paboTum-
KOB 1 oueHLMKoB OO npu NpoBepKe CTO Ha COOTBETCTBME KOMMOHEHTaM CeMeicTBa. 3ameyaHns HOCAT WH{OpMa-
TUBHBII XapakTep U MOryT OTHOCUTLCA K PasnyHbIM 06/1acTAM, KOTOpble TPpeOYyT 0c060ro BHUMaHUSA NpU OLEHKE.
OHW MOryT BKtOYaTh B Ce65 pasbsiCHEHWe Ha3HaueHWs 1 onpejeneHre BOSMOXHbIX NyTeil nHTepnpeTauum Tpe6osa-
HWA. a TaKke NpefoCTepeXeHns 1 NpeaynpexaeHns, npeacTaBnaioLe ocobblii MHTEPeC ANS OLEeHLLMKOB.
3ameyaHusa 419 NOMb30BaTeNsA U OLEHLMKa He 0653aTe/bHbl Y NPUBOAATCA TONLKO MPU HEO6X0ANMOCTHU.
A1l3 CTpyKTypa KOMMOHEeHTaA
CTpyKTypa ()YHKLMOHANbHBIX KOMMNOHEHTOB B 3aMe4aHusAX No NPUMEHEHWIO NnokasaHa Ha pucyHke A.3
A.13.1 VNpeHTndukayms Komno-
HeHTa
YHUKaNbHOEe UMSA KOMMOHEHTA,
onpefiefleHHoe B HOPMATUBHbIX 3/1EMEH-
Tax HacTosALLero craHgapra.
A.1.3.2 O60CHOBaHNE KOMMOHEH-
Ta 1 3aMeyaHus no MprYMeHeHno
B 3TOM MyHKTE MOXET cofiep>KaTb-
cA Nto6as 0THOCAWAACA K KOMMOHEHTY
NH(opmaLms.
O6ocHoBaHne COAEPXUT Takue ge-
Tann. KOTopble YTOUYHAIOT 06Lme dop-

MY/IMPOBKM NMPUMEHUTENIBHO K onpeje- PucyHok A.3 - CTpyKTypa hyHKUMOHAIbHOTO KOMMOHEHTa
NleHHOMY YPOBHIO: CTO CTEeNYCT UCMOJIb-

30BaTb TONLKO B TOM CNy4ae, ec/in Ha 3TOM YpOBHe TpeOyeTca pacluVpeHHOe onucaHue.

3ameuaHus no npumeHexunio COAEPXKAT AOMOMHUTENIbHOE YTOYHEHWE B BUe OMUCaHWS, OTHOCALLLEIOCA K onpege-
NEeHHOMY KOMMOHEHTY. 3TO YTOYHEHWNE MOXET KacaTbCA 3aMeyaHWil Ana nonb3oBatens u/Man oueHLiNKa, Kak ykasa-
HO B A.1.2. 3T0 YTOUHEHME MOXET UCMO0/b30BATLCA NPU 06BACHEHUN NPUPOAbI 3aBUCUMOCTEN (Hanpumep, COBMECTHO
npumeHsema)! nHpopmauus unm onepauus).

3T0T pasgen He obs3aTenieH U BBOAUTCA NMPU HEOBXOAMMOCTW.

A.1.3.3 PaspeLleHHble onepawmu

B 3TOI YacTW KaX[0ro KOMMNOHeHTa COfepXKaTcs PeKOMEHAALMN NO BbINONHEHWIO Pa3peLLeHHbIX B 3TOM KOM-
MOHEHTe onepaLuii.

JTOT NYHKT HC 0653aTefleH U BBOAUTCA TO/MLKO NPU HEO6XOAMMOCTHU.

A.2 Tabnuua 3aBucMMOCTel

B 1abnnue Al nokasaHbl NPsAMbIe, KOCBEHHbIE W BbIGMPaeMble 3aBUCUMOCTU (PYHKLMOHaNbHBIX KOMMOHEHTOB.
KaXgoMy  KOMMOHEHTY, OT KOTOPOro 3aBWUCAT Kakue-nn6o (YHKLWOHaNbHble KOMMOHEHTbI, OTBeAeHa rpada.
KaxgoMy — (YHKLWOHabHOMY  KOMMOHEHTY OTBefjeHa CTPOKa. 3HaKW Ha nepeceyeHWM CTPOK W rpad rabaumbl
yKa3blBalOT XapakTep 3aBUCMMOCTW COOTBETCTBYHOLLMX KOMMOHEHTOB: *X» — npsAmas 3aBUCUMOCTb: «-* — KOCBEH-
Haf, a «0» — BblOMpaemas.

Bbli6vpaemMyto 3aBUCHMOCTb PaccMOTpUM Ha npumepe KomnoHeHTa FDP_ETC.I, Tpebytowiero npucyTcTans
nm6o komnoHeHta FDP_ACC.I, nn6o komnoHeHTa FDP_IFC.I. Tak, ecnu BblibpaH KomnoHeHT FDP_ACC.I, 10
npucyTcTeme FDP_!FC.l Heobs3aTenbHO U Hao6opoT. Ecnv nepeceyeHme CTPOKM W rpagbl Tabnuubl MycTo, KOMMo-
HEHT M3 CTPOKM HC 3aBWUCUT OT KOMMOHEHTa W3 rpadbl.
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3aBUCMMOCTM (PYHKLMOHANbHBIX KOMMNOHEHTOB
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{3 Mpopomkenue Tabnukn A.l
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MPUNOXEHWE b
(cnpaBo4HOE)

DYHKUMOHA/BbHbIE KNacchl, ceMelicTBa 1 KOMMOHEMT bl

MpunoxeHnus B—TT coaepat 3aMmeyaHus no npuMeHeHnt0 QYHKLMOHaNbHBIX KNaccoB, ONPeAeneHHbIX paHee
B HacTOsILLLEM CTaHAapTe.

MPNNOXEHWE B
(cnpaBo4HOe)

Aygunt 6e3onacHocTu (FAU)

CemeiictBa ayauta OK npegocTtaBnstoT aBTopam [M3/36 BO3MOXHOCTb OnpefennTs TpeboBaHWs AN MOHUTO-
pUHra AeACTBWIA MONb30BaTENA W B HEKOTOPbIX CyYasX 06HapYXXUTb CYLLECTBYIOLLME, BOMOXHbIE UMW FOTOBALLMECS
Hapywenus MBO. dyHKuum ayauTa 6esonacHoctn OO onpefeneHbl, YTOObl MOMOYb OCYLUECTBAATb KOHTPOMb 3a
OTHOCALWMMUCA K 6e30MacHOCTU COBLITUAMM, 1 BBICTYNAIOT Kak CAepXMBatOLLMi (hakTOp HapyLleHWi 6e30nacHoCTU.
TpeboBaHWsA CeMeiicTB ayauTa MCNOMb3YT PYHKL MK, BKAOYalOLWMe B ceb 3almMTy JaHHbIX ayauTa, hopmat 3anu-
cu, BbIGOP COOLITWIA, a 3aKKe MHCTPYMeHTaNbHble CPeACTBA aHann3a, CUrHalbl OMOBELLEHWA MPW HapyLueHun u
aHanu3 B peanbHOM MacwTabe BpeMeHu. XXypHan ayauTa cnefyeT npefcTaBuTb B hopmate, JOCTYMHOM YeNoBeKY
nnM6bo ABHO (Hanpumep, XpaHA XypHan ayauTta B Takom hopmate), MM60 HesBHO (Hanpumep, MPUMEHSS UHCTPY-
MeHTa/IbHble CPeAcTBa MpeABapuTenbHOM 06paboTKU JaHHbIX ayAuTa) UM Xe C UCMOMb30BaHWEM 060MX METOAOB.

Mpu cocTaBneHWn TpeboBaHwii ayaunTa 6e3onacHocTy asTopy M3/36 cnegyeT o6palyaTh BHUMaHWe Ha B3auMo-
CBSi3b CEMENCTB U KOMMOHEHTOB ayauTa. Bo3amMOXHOCTb peanusauum COBOKYMHOCTU TpeboBaHWIA ayauTta B COOTBET-
CTBUM CO CNMUCKaMMN 3aBNCUMOCTE KOMMOHEHTOB MOXET MPUBECTU W K HEKOTOPbIM HefocTaTKaM (YHKLWMW ayauTa.
Tak. Npv NpoBeAeHNM ayanTa BCex COBbITWIA, OTHOCALLMXCS K 6830MacHOCTH, OHW He CrpynnupytoTcs Mo OnpeaeneH-
HOMY MPUHLMNY, HaNnpuUmep Mo NPUHALNEXHOCTWN K OTAE/IbHOMY MO/b30BaTeNt0 MU OOBLEKTY.

TpeboBaHWs ayauTa B pacnpefeneHHon cpege

Peannsauus TpeboBaHWii ayauta ona ceteii U Apyrux 60MbLIMX CACTEM MOXET 3HauYMTeNbHO OTANYATbCA OT
peann3auuy Takux TpeboBaHWi B aBTOHOMHOW cucteme. [aa 60/bLUMX U CNOXHBIX CUCTEM TpebyeTcs 6oniee npogy-
MaHHbI nnaH c6opa 1 ynpa&TeHHA faHHbIMW ayAnTa, MOCKOMbKY UX TPYAHee WHTeprnpeTupoBaTh (M faXe XpaHWUTb).
OO6bIYHbIA CAMCOK, YNOPAA0YEHHbIV MO BPEMEHMW, UM XKe XYPHaN COObITUIA, NOABEpratoLmxcs ayauTy, HC npume-
HUMbI B rN06aNnbHbIX, He CUHXPOHW3MPOBAHHbIX CETAX, TAe OAHOBPEMEHHO MPOMCXOAUT MHOXECTBO COObLITUIA.

Kpowme Toro, B pacnpefeneHHom OO B pa3MyHbIX XOCT-KOMMbIOTEpPax W cepeBepax MOryT 6biTb pasfnuHble
NONNTUKN Ha3HayeHUA MMeH. UTobbl n36exaTb M3OGbITOUHOCTW W «CTONKHOBEHMA» WMEH, MOXEeT noTpeboBaTbes
obLeceTeBOC COrnalleHne 06 UX COrnacoBaHHOM MNpefcTaBNeHUN TS ayauTa.

[na o6cnyxuBaHna pacrpefieNeHHON CUCTeMbl MOXET NOTPe60BaTLCA XPaHWUMLLE AaHHbIX ayauTa U3 MHOFUX
06bEKTOB, JOCTYMHOE MOTEHLMaNbHO LUMPOKOMY KPYTY YMOMHOMOUYEHHbIX MOAb30BaTeNeN.

HakoHel, K 3n0ynoTpe6ieHnaM yNonHOMOYEHHbIX MOMb30BaTeneli CBOMMU NpaBaMu ciefyeT OTHECTW CUcTe-
MaTUYecKoe YHUUTOXEHWE OTAe/bHbIX 061acTeil XpaHeHNs NaHHbIX ayAnTa, OTHOCALWMXCA K feACTBUAM agMUHUCT-
patopa.

[cko.mno3numsa knacca FAU Ha cocTaBnsitoLine ero KOMNOHEHTbI NokKasaHa Ha pucyHke 8.1.

B.1 ABTOMaTunyeckas peakuus ayamuta 6esonacHocTv (FAU_ARP)

CemeiictBo FAU_ARP cogepXxuT TpeboBaHus HO 06paboTKe cobbiTUii ayasrra. KoHKpeTHOe Tpeb6oBaHuWe Mo-
XeT BK/OYaTb B ceba Tpe6oBaHWUA CHUMana Tpesoru wmv fieiicTeuii ®BO (aBTOMaTUYecKas pcnk3ss3(s). Hanpumep,
®BO moryT obecneunBatb nofady curHana TPeBOry B peanbHOM BpEMEHMW, MpepbiBaHWE npouecca C BbISBNEHHbIM
HapyLleHneM, npekpaLeHne o6CNyXnBaHnA, 6/10KUPOBaHNE UK 3aKPbITUE YUETHbIX [aHHbIX M0Nb30BaTens.

3ameyaHus Mo MPUMEHEeHUIo

CobbITve ayauTa ONpefieNifneTcs Kak «BO3MOXXHOe HapylleHne 6e30MacHOCTU», eC/in TaK YKa3aHO B KOMMOHEeH-
Tax cemeiictea FAU SAA.

FAU_ARP.I CurHanbl HapyLleHus 6e30nacHoOCTu

3ameyaHus No NpPMMEHEHWUo AN Monb3oBaTens

Mpu curHane TpeBorn cnedyeT NPeANPUHATL ONpefeneHHble AeicTBUA. OHKM MOTYT BKNOYaTb B ce6s MHDopMu-
poBaHue YrnofHOMOYEHHOrO MoMb30BaTeNs, NpefocTaBieHne YNONHOMOYEHHOMY MO/b30BATENt0 MEPEYHs BO3MOX-
HbIX Mep MPOTUBOAEACTBUA UM XXe BbINONHEHNE KOPPEKTUPYOLWNX felicTBuil. ABTopy M3/3B cnegyeT 6bITb 0C06EHHO
BHMMaTeNbHbIM MpW ONpefeneHnn NocnefoBaTeNlbHOCTY MPOBEAEHUA TaknX AeCTTLA.

Onepauuu

HasHauyeHue
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B anemeHTe FAU_ARP.1.I aBTOpy M3/36 cnepyeT onpeaenuts AeicTBUS, NPeanpuHUMaeMble B ClyYae BO3MOX-
HOrO HapylleHus 6cTonaeHocTW. lMpUMepoM CrncKa TakuX [eiCTBUIA ABNAETCA: «MHAOPMUPOBATL YMOMHOMOYEHHOM)
HONbIOBATCNA, 6MOKMPOBaTb CYyObEKTA, AECTBUA KOTOPOro MOFYT MPMBECTU K HapyLUeHUo 6e30macHoCTu». MOXHO
TaKXe yKartaTb, 4TO NpeanpuHUMaemble [eACTBUA MOTYT ONPeAensTbCa YNONHOMOYEHHbIM NONb30BaTeNeM.

B.2 eHepaums faHHbIX
ayanTa 6e30MacHOCTH
(FAU.GEN)

Cewmeiicteo PAU_GEN

COAEPXMUT Tpe6GoBaHMA No cne-
undukauum cobbITuii ayauTa,
KOTOpble CrefyeT reHepupo-
BaTb C ucnons3osaHmem ®60
ona cobbITUiA, OTHOCAWMXCA
K 6e3onacHocTy.

3ro cex:CiCTBO OpraHu-
30BaHO Tak, 4Tobbl M36eXaTb
3aBMCMMOCTEN OT BCEX KOMMO-

HEHTOB. Tpebylowwmux nogaep-
XKW ayguTa. B KaX[om KoMmo-
HeHTe MMeeTCs NOArOTOB/EH-
Has cekuusa «Ayaut®, B KOTO-
poii nepeuymncneHbl Co6bITUS,
npegnaraemble Ans ayguta B
ero yHKUMOHanbHO obnac-
Tn. CogepXaHue ykKasaHHOW
06nacTv ayauTa UCnonb3yeTcs
aBTopom M3/3b npu cocTas-
nenun M3/36 gna 3aseplue-
HWA onepawyuii 3TOro Kommo-
ncta. Takum obpasom, cne-
unurKaumua Toro, YTo MOXeT
noABepraTbecs ayauTy HQyHK-
LMoHaNbHOW 06nactu, cogep-
XWUTCH B yKasaHHOW obnacTy.
Cnuncok cobbITuii, no-
TEHLMWaNbHO NoABepraembix
ayfuTy, MOMHOCTBIO 3aBUCUT
OT ApYrux (yHKLUOHaNbHbIX
cemeiicTe B M3/36. Moatomy
B OMUCaHWe KaXAoro cemeit-
CTBa CnefyeT BKNOYaTb CNu-
COK COObITUIA, OTHOCALLMXCA
K CEMECTBY ¥ NOTeHLWanbHO
NOABEPraeMblX ayauTty, Ans
KaKZOr0 KOMMOHEHTa CeMeli- PucyHok B.! —[lekomno3nums knacca «Ayaut 6e30nacHOCTW»
cTBa. Kax/joe cobbiTue B CMUCKe NOTEHLMaNbHO NOABEPraeMbiX ayAnTy cobbITUi, creunpulmposaHHoe B PyHKLMO-
HaNbHOM CcemelicTBe, CNefyeT TaM e OTHECTU K OAHOMY W3 MPUHATLIX YPOBHEN FCHepauuH CobbITWIA ayguTa (T. C.
MWHUMabHOMY, 6a30BOMY, [jeTann3npoBaHHOMY). 3To npegocTasnseT asTopy [13/36 uHbopmauuio, no3sonsio-
Lyto 0becrneynTsb, YTOObI BCe COOLITMA, MNOTEHLMANLHO NoABepraemMble ayauTy, Oblin cneyunduuympoBaHbl B M3/36.
Cregytowmii npuMep nokasblBaeT, Kak He06X0AMMO CUCHUPUHMPOBATL COBbLITUS, NOTEHLMaNBHO NoABepraemble ayaunTy,
B COOTBETCTBYHOLLMX PYHKLMOHANbHbIX CEMECTBaX.

«Ecnu B M3/36 BktoyeHo cemeiictBo FAU_CIEN «[eHepauus faHHbIX ayguTta 6e3omacHOCTW», TO cregyet
NpesycMOTPeTb BO3MOXHOCTb (B 3aBUCMMOCTU OT BblGPAHHOIO YPOBHS) ayAuTa crefytoLmnx AcicTBms/cobbiTuii/na-
pamcTpoB.

a) MUHUManbHLINA: ycrnewHoe NCnonb3oBaHne GYHKLMIA aAMUHUCTPATUBHOIO YNpaBaeHWs aTpubyTamMu 6e3o-
nacHoCcTU nonb3oBaTens.

6) Ba30BbIii: BCe MOMbITKM MCMONb30BaHUN YYHKLMNA afMUHUCTPATMBHOIO ynpaBneHus atpubytamm 6esomnac-
HOCTW NONb30BaTeNs.

B) BasoBblii: naeHTUMKaLUA MOANDULMPOBaHHBIX aTpnbyTOB 6e30MacHOCTM NOMb30BaTeNs.

r) [leTanu3npoBaHHbIii: HOBble 3HAYeHWS aTpubYyTOB, 3a UCKNOUYEHWNEM UYYBCTBUTE/bHbIX aTpubyToB (Hanpwu-
Mep. naponeid, KYeil LWU(pPoBaHNS)».

a
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[na kaxaoro BbIGPaHHOr0 PYHKLMOHANLHOTO KOMMOHEHTa B 06LLYH COBOKYMHOCTb COObITWIA, NOTEHLManbHO
noABepraembix ayauTy, CneayeT BK/IKOUMTb IC YKasdaHHble B HEM COObITUSA, KOTOpble COOTBETCTBYIOT YPOBHIO, yCTa-
HoBneHHomy B FAU_GEN. Ecnu, gonyctum, B npuBegeHHOM Bbille npumepe B FAU_GEN BbibpaH ypoBeHb «6a30-
Bbli», COOLITWA, yKa3aHHble B MOAMNYHKTax a), 6) 1 B), cnefyeT OTHECTW K NOTEHLManbHO MOABEPraeMbiM ayauTy.

O6paTtnTe BHUMaHWe, YTO KaTeropuposaHue COObITWIA, NOTEHLMaNbHO NOABEPraeMbiX ayAuTy, MepapXuyHo.
Hanpumep, ecnu xenatenbHa -IeHepauunsa 6a30Boro ayguta», TO BCe COObITUA, MOTEHLUMANbHO NOABEPraemMble Kak
MWHWMaNbHOMY, rak u 6a3oBomy ayauTy, cnefyeT BKAOUMTb B M3/36 ¢ NOMOLLbIO COOTBETCTBYHOLLE/ Omepauuu
Ha3HauyeHMs, 3a UCKNIOYeHMEM Cnyyas, Korja cobbiTve 60nee BbICOKOrO YPOBHA MMeEET GOMbLUYIO Neranusawuio, Yem
cob6bITe 6onee HU3KOro ypoBHA. Ecnu xenatensHa «["eHepauus nerannsnpoBaHHoOro ayauta», 1o B M3/3b cnegyet
BK/IIOUNTH BCe COOLITWA, NOTEHLMANbHO NojsepraemMble ayauty (MUHUMaNbHOMY, 6a30BOMY W AeTaNN3MPOBaAHHOMY).

Ho ycmoTpeHuto aBTopoB M3/36 B cNMCOK COObLITUIA, MOTEHLMANBHO MOABEPraeMbiX ayuTy, MOTYT BKIKOYATb-
cA co6bITUA NOMUMO TpebyembIX AN faHHOT0 YPoBHA ayauTta. Hanpumep, B M3/36 MOXHO 3as9BUTb TO/IbKO BO3MOX-
HOCTMW NPOBC/ICHUH MUHUMANbHOTO ayAnTa, HECMOTPSA Ha BK/IKOUEHVe 60MbLIOI YacTU BO3MOXHOCTE 6a30BOro ayAuTa,
MOCKO/IbKY HEKOTOpble M3 OCTaBLUMXCA BCTynalT B NPOTUBOpeune ¢ orpaHuyeHuamu M3/36 (Hanpumep, moryt
Tpe6oBaTb cOOpa HeAOCTYMHbIX AaHHBIX).

3aMeyaHna no NPUMeHeHUIo

®YHKLIIOHaNbHblE BO3MOXHOCTU, BbIMO/HEHNE KOTOPbLIX MOPOXAAET COObITWA, MOTEHLWaNbHO NOABepraemble
ayauTy, cnefyet ycTaHasnueaTb B M3 unn 3b Kak yHKLMOHaNbHbIE TpeboBaHNS.

Hwxe npvBeaeHbl NpuMepbl TUNOB COObITUIA, KOTOPbIe CrefyeT OnpefenuTb Kak NoTeHLManbHO nogsepraemMble
ayanTy B KOKAOM (YHKLMOHaIbHOM KomnoHeHTe M3/36:

a) BBefleHne 06bekToB M3 Ofld B afpecHoe NMPOCTPAHCTBO CybbekTa:

6) yaaneHne OOBLEKTOB;

B) NMPeAoCTaBNeHVe WM OTMEeHa MpaB WU BO3MOXHOCTEN AOCTYyNa;

r) U3MeHeHne aTpubyToB 6€30MacHOCTU CYy6beKTa UM 06BLEKT];

[) NpoBepKM NOANTWKK, BbiNoNHAeMble PBO Kak pe3y/nbTaT 3anpoca Cy6bekTa;

C) UCrnonb3oBaHue Mpas AocTyna Ansa 06xofa NPOBEPOK NOMUTUKY;

) MCMONb30BaHMe PYHKLNIA NAEHTUHUKALUN U ayTEHTUDMKALNK;

1) AecTBUK, MpeAnprHUMaemble 0NepaTopom W/WAuM YNoNHOMOYEHHbIM MO/b30BaTenem (Hanpumep, Noaas-
NeHne Takoro mexaHusma 3awmutel @50, Kak [OCTYMHbIE YeNI0BEKY METKM);

K) BBOA/BbIHOA faHHbIX C/HA 3aMeHAeMbIX HOcuTenel (Takux, Kak mneyaTHble mMaTepuasnbl, NeHTbl, AUCKETbI).

FAU_GEN.l eHepauus faHHbIX ayauTta

3ameyaHus Mo NMPUMEHEHWUIO [/1F MO/b30BaTeNA

KomnoHeHT FAU_GEN.I onpegenseT Tpe6oBaHUA N0 WAEHTU(MKALMM COObITUIA, NOTEHLWANbHO NoABeprae-
MbIX ayAWUTY, AN KOTOPbIX CefyeT reHepupoBaTth 3anuncu ayuta, ¥ cCoctas MHPOPMaLUM B 3TUX 3arucax.

Ecnn MBO Hc npegycmaTtpuBaeT accoumauny cobbiTuii ayanuTa ¢ MAeHTUGUKATOPOM Nosb3oBaTens, To gocTta-
TOYHO NpPUMeHeHWs ToMbko KomnoHeHTa FAU_GEN.l. 3ro e npuemnemo u B cnyyae, Kotna M3/36 comepxut
TpeboBaHWs nNpuBaTHOCTU. ECnn e Heo6Xo4MMO NOAKIOUEHNE UAeHTU(NKATOPa NONb30BaTENN, MOXHO AOMNOMHU-
TefbHO ucnonb3oBaT FAU_GEN.2.

3ameyaHua Mo NpPUMEHEHWNIO AN OLeHLNKa

MmeeTcsa 3aBucumoctb 03 FPT STM. Ecnm TouHOe 3HauyeHue BpeMeHu cobbi3nii ans gaHHoro 00 Hecylle-
CTBEHHO. TO MOXEeT 6bITb CTPOro 060CHOBaH OTKa3aB OT 3TOW 3aBUCHMOCTY.

Onepauuu

Bbibop

Ons FAU_GEN.1.16 B pa3fene ayauta (hyHKLMOHabHbIX TpeboBaHui, Bxoaawmx B M3/36, cnegyeT Bbl6paTbh
YPOBEHb COObLITUM, NMOTEHLUMAIbHO NOABEPraeMbIX ayAnTy, yKasaHHbI B pasgene ayauta apyrux QyHKLMOHa bHbIX KOM-
MOHEHTOB, BK/IIOYEHHbIX B [13/36. 3TOT ypoBeHb MOXET 6biTb «MUHUMAbHBLIMY, «6a30BbIM», «AeTaNU3MPOBAHHBLIM»
UM «HeorpeaeneHHbIM*. ECnn BbIGUPaeTcs «HeOonpefeneHHbIR» ypoBeHb, TO aBTopy [M3/36 cnefyeT nepeuncnnTb B
FALI_GEN.1.1b Bce cO6bITUSl, KOTOPble OH OTHOCWUT K MOTEHLMasbHO NOABEpraeMbiM ayauTy, W 3TOT 31EMEHT
(FALI_GEN.1.16) MOXHO HC MCMONb30BaTh.

Ha3HaueHue

Ons FAU_GEN.1.1b aBTopy M3/36 cnefyeT cOCTaBUTb CMMCOK WHbIX COOLITUIA, MOTEHLMANLHO NMOABEPraeMbIX
ayauTy, TS BKIIOYEHUS B CIMCOK COObITUIA, MOTEHLMaNbHO MOABEpraemMbiX ayauTy. 3T0 MOryT ObiTb COObITUSA W3 PYHK-
LMOHanbHbIX TpeboBaHWiA, NOTeHLManbHO NoABepraemble ayauTy 60fiee BbICOKOrO YPOBHS, 4Yem TpebyeTcs B
FAN_GEN.1.16, a Tak)e CO6bITWS, FeHepMpyeMble MPU UCMO/b30BaHUM CNeUMhULMPOBAHHOIO MHTepdelica NpuKnag-
HOro nporpammmpoBaHus (API).

[ns FAU_GEN.1.26 aBTopy 113/36 cnegyeT ans Bcex cO6bITWIA, MOTEHLUMANbHO MOABEPraeMbIX ayAuTy W BKIHO-
YeHHbIX B M3/36, cOCTaBUTb CMUCOK WHOW MH(OPMAaL MK, UMEIOLLE OTHOLLEHVE K ayauTy, ANS BKIOYEHUM B 3anucu
cobbITHiA ayauTa.

92
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FAU GEN.2 Accouuaums HACKrugukatopa nonb3osaTens

3ameyaHus No NPUMeHeHUIO Ana Mofib3oBaTtens

KomnoHeHT FAUGEN.2 cBsi3aH K Tpe60BaHMEM UCMONb30BaHUSA UAEHTUDMKATOPOB NONb30BaTeNEN Npu yye-
Te COObITUIA, MOTEHLMANbHO MOABEPraeMbIX ayauTy. OTOT KOMMOHEHT CNefyeT WCMO/b30BaTb B JOMOJIHEHUE K
FAU_GEN.I «l"eHepaums faHHbIX ayauTar.

TpeboBaHWsA ayauTa U NMPUBATHOCTM MOTYT NPOTUBOPEUUTL APYr Apyry. Mpu NpoBefeHUN ayauTa XenaTenbHo
3HaTb, KTO BbIMOMHWUA AeiicTBMe. onb3oBaTeNb MOXET HC NoXenaTb MpefjaBaTb CBOM AENCTBUA Orfacke, a Takxe
MOXET He 3aX0TeTb, YTOObI ero naeHTUULMPOBaNu apyrue nnua (Hanpumep, Ha caiite nomcka pa6oTsbl). Tpe6oBaHWe
3aLUNT bl MAEHTU(UKATOPA NOMb30BATENS MOXET TaKXXe COAepXXaTbCs B NONMTUKe 6e30MacHOCTM opraHu3aummn. B Takmx
Cyyasx Lenin ayamta u COXpaHeHUs MPUBaTHOCTY NPAMO NPOTMBOMOJOXHbI ApYyr Apyry. [o3Tomy, cefn npu BbINoOS-
HeHWKn Tpe6oBaHMiA ayauTa He06X0ANMO COXPaHWUTb NPUBATHOCTb, B 3TOM KOMMOHEHTE MOXHO MCNONb30BaTb NCeBAO-
HWM nonb3oBatens. TpeboBaHWA HO onpefeneHVo NOAINHHOIO VMEHU NO/Mb30BaTENs MO NCEBAOHUMY COAepXaTcs B
Knacce «lpuBaTHOCTL*.

B.3 AHanus ayguta 6esonacHoctn (FAU_SAA)

CewmeiictBo FAU_SAA onpegensetT Tpe6oBaHUA A1 aBTOMATU3UPOBAHHbIX CPEACTB, KOTOPble aHann3vpyor
HOKa3aTcnu PYHKLMOHMPOBAHUSA CUCTEMbI U AaHHbIe ayAnTa B LIeIAX NOMCKA BO3MOXHbIX WU peanbHbIX HapyLleHWi
6e30MacHOCTU. Sro aHann3 MOXET WMCMO0/b30BaThCA 415 MOAAEPXKKN KakK 06HapYyXXeHUs BTOPXXEHUA, rak U aBToMaTu-
YECKOI peakuMmn Ha 0Xuaaemoe HapylleHne 6e30MacHOCTY.

[LelicTBns ana BbinonHeHUs ®bO npu 06HapY>XXEHUU 0XKMAAEMOT0 UM MOTEHLMANbHOTO HapyLLeHus onpefe-
NAIOTCS B KOMNOHeHTax cemeiicTea FAU_ARP «ABTOMaTuyeckas peakuus ayguta 6e30MacHOCTW».

3amMeyaHus No NPUMEHeHUIo

[ns aHann3a B peXkme peanbHOr0 BPEMEHW [aHHble ayAuTa MOryT- npeo6pa3oBbiBaTbCs HC TONBLKO B dopmar,
1cnonb3yemblit Ans aBTOMaTUYECKO 06paboTKM, HO Takxe M B (hopmaT, YA06HbI/A Ans npocMoTpa YNnoAHOMOYEH-
HbIMW M0/b30BaTENAMMN.

FAU_S\A.l AHanu3 NoTeHUWabHOTO HapyLueHus

3amMeyaHus No NPUMEHEHUIO AN NONb3oBaTens

KomnoHeHT PAU_SAA.|l ncrnonb3yeTtca Ans onpeAeneHns COBOKYMHOCTY COBbITUM, MOTEHLManbHO NoABepra-
eMblX ayauTy, NMosBeHWe KOTOPbIX (KaXA0ro OTAeNbHO MW B COBOKYMHOCTM) YKasblBaeT Ha NOTeHLManbHble Hapy-
weHus MBO. n npaBun, NPUMEHSEMbIX ANA aHaNM3a 3TUX HapyLUEHWA.

Onepauuu

HasHaueHune

Ons FAU_SAA.I.2a aBTopy 113/36 cnegyeT onpeaenutb COBOKYMHOCTb COBLITWIA, MOTEHLMANbLHO NOABEpraeMbixX
ayauTy, NposiBNeHVe KOTOpPbIX (KaXoro B OTAENbHOCTW UM COBMECTHO) ByeT yKa3blBaTbCA Ha BO3MOXHbIE HapyLLUEHNs
MBO.

HasHauyeHue

B FAU_SAA.1.26 aBTopy M3/36 cneayeT onpefenuTs Ntobble Apyrve npasuna, kotopsle 5O cnegyeT ucnosnb-
30BaTh [/11 aHa/M3a XypHana ayauTta. 3TU npasuna MoryT BKIOUaTb B Ce65 KOHKpeTHble TpeboBaHus, CoracHo KoTo-
pbIM HEO6XOAMMO, UYTOObI B TEUEHUE YKa3aHHOTO Meproja BpeMeHu (Hanpymep, YCTaHOBNEHHOIO BPEMEHW CYTOK, 3afjaH-
HOr0 MHTepBana BpPeMEeHU) NPOW30LLN OfpefeneHHbIe COObITUS.

FAU_SAA.2 BbisiBneHVe aHOMannu, OCHOBaHHOE Ha mpodune

3amMeyaHus No NPUMEHEHUIO AN NONb30BaTeNs

Mpoduns ABNSETCA CTPYKTYPOI, XapaKTepu3ytoLLeil noBeeHre Nonb3oBaTeneil H/unm cy6beKTOB; OH OMUCHIBA-
eT pas/nyHble cnocobbl B3aMMOAECTBUSA No/b3oBaTenein/cybbekToB ¢ ®BO. LLIa6noHbI MCNONb30BaHNUSA 415 NOMb30-
BaTesell/cybbeKTOB yCTaHaB/MBAKOTCA MO OTHOLUEHWIO K PasUYHbIM BMAaM pe3y/nbTaToB UX LeATeNbHOCTU, BKIO-
Yas. Hanpumep, Wa6noHbl BO3SHUKHOBEHWUS WCKMIOUMTENbHBIX CUTYaLWii, WabnoHbl NCMONb30BaHNSA PecypcoB (KOr-
[la, KakuX, Kak), LIa6/oHbl BbIMOMHAEMbIX AeACTBUA. MeTpuku npodu.ra CChbIIAOTCA Ha CNOCOObLI, KOTOpPbIMU pas-
NNYHbIE BUABI feATeNbHOCTY OTpaXaroTca B npoduae (Hanpumep, U3MepeHUe UCMOMb30BaHHbIX PECYpPCOB, CHETUUKM
COoObITUIA, TaliMepsbl).

Kaxpablii npogunb npecTaBnseT coboii 0xungaemble WabnoHbl NCMNOMNb30BaHMS, BbIMOHAEMbIE YieHaMu rpyn-
Mbl. Ha KOTOPYIO OH OPWEHTMPOBAaH (uenesas rpynna npoduns). TOT LWABAOH MOXET OCHOBbLIBATLCA Ha MpefLLecTBy-
loLeM 1CNonb3oBaHMM (LWabnoH NpesbiCTOPUM) UAN Ha 06bIYHOM UCMONbL30BAHUN MONb30BaTENAMU NOAOOHbLIX Lene-
BbIX rpynn (oxugaemoe MNosefeHwe). Llenesas Tpynna npoguns BKAOYaeT B ce65 0AHOTO MM HECKONIbKMX NO/b30BaTe-
nei, B3aumogeiicTeyoLwmx ¢ P5O. [leaTeNbHOCTb KXKAOr0 YneHa rpynnbl JaHHOr0 NPOGUAN aHaNU3MpyeTes NHCTPY-
MeHTa/lbHbIMW CpefCcTBaMM, YTOObl CPaBHWUTL ee C LabaoHOM, NpeAcTaBneHHbIM B npogune. MNpumepamMn LeneBbix
rpynn npotuns SBAAoTCS:

a) YYeTHble [aHHble eAUHCTBEHHOrO No/b3oBaTens — OfAWH NPOoW/b Ha MoJMb30BaTeNs:

6) eauHbIN naeHTUDMKATOP MK obLMe YYeTHble AaHHbIe TPYMMbl - OA4HW MPO(UAbL HA BCEX MONb30BaTenei c
elMHbIM TPYMNOBbIM UAEHTUPUKATOPOM UM OBLLIMMUN YHETHbIMU JaHHbIMU TPYNMbl:
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B) OMepaLMoHHas ponb — OAWH MPOdMAb Ha BCEX MO/b30BaTeNel, BbINMONHAIOWMNX AaHHYIO ONepaLyoHHY0
ponb;

r) cucTema B LIeIOM — OAMH NPOduMIb Ha BCEX NMONMb30BaTeNe CUCTEMBI.

Ka)xgoMmy UneHy LieneBoii rpynnbl Npoduas NpucBanBaoT MHAMBUAYaNbHbIA PEATUHT NOL03PUTENbHON aKTUB-
HOCTMW. MOKa3blBalOLLWNI, HACKONBKO CTO flesTe/lbHOCTb COOTBETCTBYET LWab/oHy MCNaTbioBaHMA CUCTEMbI, YCTaHOB-
NEeHHOMY B npodune 3Toi rpynnbl.

CNOXHOCTb CPeAcTB 06HapPY)XeHNS OTKIOHEHWIA B 3HAUMTE/IbHOW CTeneHn OyAeT onpefensTbCs YACIOM Liene-
BbIX TPYNM, NpesycMOTPeHHbIX B M3/36, 1 CNOXHOCTLIO METPUKM NPODUNS.

3TOT KOMMOHEHT UCMOMb3YIOT ANA ONpefeneHns Kak COBOKYMHOCTU COObITWIA, MOTeHLManbHO MOoABepraembixX
ayauTy, nosiBieHne KOTOPbIX (KaX4oro B OTAENbHOCTM UM COBMECTHO) yKa3blBaeT Ha BO3MOXHble HapyLlueHuns MBO,
TaK ¥ NpaBuN NPoBefieHUs aHann3a HapyLUeHWid. 3Ta COBOKYNMHOCTb COBLITUIA 1 NPaBW MOXET BbITb MOAUDULMPOBaHA
YMO/IHOMOYEHHbIM NOMb30BaTeNeM MyTeM 406aBfeHUs, MOANPUKALUN NN YAaNeHUs coObITU UK Npasui.

Mpwn coctasneHnn M3/36 cnegyeT NepeyncnnTb BUMbI AEeATENBHOCTM, KOTOpble CefyeT OTCNeXMBaTb U aHanu-
3upoBath C ucnonb3osaHnem ®BO. AsTopy 3/36 cnegyeT 0cob0 yKasaTb, Kakas WH(OPMaUWUs O AeATeNbHOCTM
nonb3oBaTeneli He0bXoAMMa MpK COCTaBNEHWUMU NPOGUE NCNONb30BAHUSA CUCTEMBI.

FAI)_SAA.2 cofepxuT TpeboBaHue, 4Tobbl ®PEO conpoBOXAaNM NPOGUAN UCNONb30BaHWUsA cuctembl. Mon co-
NMPOBOX/EHNEM MOHMMAETCH aKTUBHOE yuyacTue AeTeKTOpa OTKIOHEHWA B OGHOBNEHWM NPO(WAS WCMOMb30BaHUA
CUCTEMbI B COOTBETCTBUM C HOBbIMW [e/iCTBMAMU, BbINONHAEMbIMW YNeHaMK LieNieBO TPYNMbl 3TOro npoduns. Bax-
HO. uTo6bl aBTOpom 13/3B6 6bina onpegeneHa MeTpuKa NpefcTaBneHNs AeaTeNbHOCTY nonb3osaTens. MHAuBMA mo-
XET BbINONHATL ThICAYN Pa3NNYHbIX AEACTBWIA, HO [ETEeKTOP OTKAOHEHWA cnocobeH 0TobpaTh A1 KOHTPONS TONbKO
HeKoTopble U3 HUX. Pe3ynbTaTbl aHOMaNbHOW feATeNbHOCTU WHTErpupyloTcs B NMPOMUAb TaK XXe. Kak U pe3y/bTaTbl
HOPManbHOW AeATeNbHOCTW (NPU YCNOBUW BbINOMHEHWS MOHWTOPWHIA 3TUX AECTBUIA). TO. YTO CUMTANOCh OTK/IOHE-
HMEM YeTbipe MecsLa Ha3af, CerofHs MOXeT CTaTb HOPMOIi (M Ha060POT) M3-3a 3MEHEHWS YCNOBWIA PaboTbl NOb30-
Batefiel. PO He OyfyT CMOCO6HbLI Y4YecTb U3MEHEHWe CUTyaluun, ecnv B anropuTMax 06HOBEHMA NPOGUAN HC OTpa-
XeHa Kakas-nmbo aHomanbHas [esTeNbHOCTb NOMb30BaTeneil.

ALMWHNCTPATUBHbIE YBEOMIEHUN ChedyeT [OBOAWTL O YMOAHOMOYEHHOro Monb3oBaTens Takum 06pasom,
4TO6bl OH MOHWMaN BaXHOCTb PEMTMHIA NOAO3PUTENBHOWN aKTUBHOCTY.

AsTopy M3/3b cnepyeT onpeaennTb, Kak MHTEPNPeTUPOBaTb PEATUHIN MOAO3PUTENbHON aKTUBHOCTM W YCNo-
BMW. MPW KOTOPbIX B C/ly4ae aHOMasbHOr0 MOBeAEHUS HY)XXHO 06palyaTbCs K MexaHn3my komnoHeHTa FAU_ARP.

Onepauuu

Bbi6op

Ona FAU_SAA.2.1 astopy MM3/36 cnepyet onpegenvTb Lenesyto rpynny npogunsa. OnmH M3/36 mMoxXeT BKNtO-
yaTb B ceb6f HECKOMbKO LieNeBbIX rpynn npoduns.

[Ona FAU_SAA.2.3 aBTopy M3/3B6 cnegyet onpefenntb ycnosus, npu KoTopbix @60 coobLyatoT 06 aHOMa/IbHOM
MOBENEHWN. YCNOBUS MOTYT BKKOYATh B Ce65 JOCTUXKEHME PENTUHIOM NOA03PUTENbHOH aKTUBHOCTM HEKOTOPOTO 3Haye-
HUS WM OCHOBbLIBATLCA Ha OMpefesieHHOM BUAe aHOMasbHOro MOBESIEHNA.

FAU_SAA.3 lNpocTas 3BpUCTUKa aTaku

3ameyaHua Mo NMPUMEHEHUIO [/1F MO/b30BaTeNA

Ha npakTuke cnyyaii, Korga CpefcTBa aHaan3a MOryT TOYHO NpejcKasaTb OXKMAaeMoe HapylleHne 6e30MmacHo-
CTU. ABNAETCA PeAKoN ypdadyeil. TeM HC MeHee CYLLECTBYIOT HEKOTOPble CUCTEMHble COObLITUSA, BaXKHble HAcTO/bKO,
4TO BCerfja 3acnyXXnBatoT OTAeNbHOro OTCNeXMBaHNA. MprMepammn Taknx cobbITUil ABNAIOTCA yAaneHue aiina ¢ Ko-
4eBbIMY faHHbIMK 6e3onacHocTn ®BO (Hanpumep, haiina naponeid) UAM NOMNbITKA yAaneHHOro NoMb3oBaTeNs nony-
UnTb afAMUHUCTPATUBHbIE NPUBUNErNN. Takne COObITUS Ha3bIBAIOT xapakTepHbiMu, MOCKONbKY OHW. B OTAMYME OT
OCTa/IbHbIX COObLITUIA, CBUAETENLCTBYHOT O MOMbITKAX BTOPXXEHUS B CUCTEMY.

CnoXHOCTb CPefCTB aHann3a B 3HaYNTeNbHOW CTeneHn OyfeT 3aBUCETb OT Ha3HaYeHWi, cAenaHHbIX aBTOpPOM
M3/3b npn onpeseneHnmn 6a30BOr0 MHOXECTBA XapaKTepHbIX COObITMIA.

B M3/36 cnegyeT nepeuncnuTb cobbiTUA, oTCnexunsaemble PEO ¢ Lenbio nx aHanusa. Aestopy M3/36 cnepyet
yKa3aTb, Ha OCHOBaHUW Kakol MH(opMavmn 0 COObITUM ero ciefyeT OTHECTU K XapaKTepHbIM.

AAMUHUCTPATUBHbIE YBEAOMIEHNUS CneayeT [OBOAMTL [0 YMNO/HOMOYEHHOro Monb30BaTens Takum 06pa3om,
4TO6bl OH MOHWUMaN 3HaYeHWe ATUX COBBLITUI U MPUEM/IEMYIO PeaKLMio Ha HUX.

Mpu cneungmKaymm aTux TpeboBaHNin NpeLyCcMOTPeHa BO3MOXHOCTb MPUBNEUYEHNS UHBIX UCTOYHMKOB AaHHbIX
0 (PYHKLMOHMPOBAHUN CUCTEMbI, KPOME AaHHbIX ayAnTa. 3TO 6bIN0 CAEeNaHo C LeNblo pacluMpeHns npuaTckacMblX
METO/I0B 06HapYXXeHNs BTOPXEHWs, KOTOpble MpU aHanu3e nokasateneil OYHKLMOHNPOBAHUA CUCTEMbI UCMONL3YIOT
HC TONMbKO AaHHble ayauTa (MpuMepamy APYrux TUMOB UCTOYHUKOB JaHHbIX ABNAIOTCA NapaMeTpbl CETEBbIX AeiTar-
paMM. fjaHHble 0 pccypcax/yycTc UaM KOMOUHALMKU PasIMyHbIX CUCTEMHBIX JaHHbIX).

AnemeHTbl FAUSAA.3 He TpebyloT, YTobbI peann3aums 3BPUCTUK pacno3HaBaHWs MPAMOI aTaky OCyLLecTB-
nanach TemMu e cambiMy ®BEO. BbINONHEHNE KOTOPLIX MOAMEXNT MOHUTOPUHTY. MO3TOMY KOMMOHEHTHI, MPUMEHS-
emble 19 06Hapy>XXeHUs BTOPXKEHWS, MOXHO pa3pabaTbiBaTb HE3aBUCUMO OT CUCTEMbI, NOKa3aTeNn YyHKLUOHUPO-
BaHWA KOTOPOW MoAnexar aHanusy.
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Onepauuu

HasHauyeHUe

Ons FAU_SAA.3.1 asTopy 113/36 cnepyeT naeHTU(ULMPOBaTb 6a30BOE MOAMHOXECTBO CUCTEMHBIX COBLITWNA,
MOosB/IEHNE KOTOPbIX, B OTINYME OT UHbIX NOKa3aTeneid PYHKLMOHUPOBAHNA CUCTEMbI, MOXET YKasblBaTb Ha HapyLUeHue
MBO. K HUM oTHOCATCA Kak cobbiTus, camMu Mo cebe yKasblBatoLLye Ha o4eBUAHbIE HapyLlueHns VBO, Tak v cobbiTus,
nosenenne KOTOPbIX AB/AETCA AOCTATOYHLIM OCHOBAHWEM ans MPUHATUAA Mep MPefoCTOPOXHOCTH.

Onsa PAI)_SAA-3.2 asTopy M3/3B6 cnegyeT cneuntdunumposatb UHQOPMALMIO, HCMOMbIYEMYIO MPU OMNpefeneHnm
nokasarteneH (YHKLMOHNPOBaHUA cucTeMbl. VIHthopMaLuys ABNSETCA NCXOAHON A1 UHCTPYMeHTaNbHbIX CPeACTB aHa -
3a nokasatenell (hyHKLMOHMPOBAHWA CUCTEMbI, NPUMeHseMbIX B OO. B 3Ty MH(OpMaLmio MOTyT BXOANUTb fjaHHble ayau-
Ta. KOMOGMHAUWMK [aHHbIX ayauTa C APYTMU CUCTEMHbIMM JaHHbIMU W faHHble, OTINYHbIE OT AaHHbIX ayawTa. [pu
cocTaBneHunn M3/36 cnefyeT TOYHO OMpeAennTb, Kakne CUCTEMHblE COObITMA M aTpUbyThl COBLITWIA UCMOMbL3YHOTCA B
KayecTBe WCXOAHOV MH(opmaLmu.

FAU_SAA.4 CnoxXHasa 3BpUCTUKa aTaku

3ameyaHua Mo NPUMEHEHUIO AN MO/b30BaTeNs

Ma npakTuKe cnyvali, KOrAa CpefcTBa aHaan3a MOryT TOYHO MNpefcKasaTb OXKuAaemMoe HapylleHue 6e3onacHo-
CTU, ABNAETCA PefKON yaadyeil. TeM HC MeHee CYLLECTBYIOT HEKOTOPble CUCTEMHbIe COObITUA, BaXHble HAcTO/bKO,
4TO BCErfa 3acny>K1BatoT OTAeNbHOIo OTCNeXMBaHNA. Mprmepammn Taknx cobbITUi ABNSIOTCA yAaneHue aiina ¢ Kito-
yeBbIMY JaHHbIMK 6e3onacHocTn ®BO (Hanpumep, haiina naponeid) UM NOMNbITKA yAaneHHOro NoMb3oBaTeNns nony-
UnTb aMUHUCTPATUBHbIE NPUBUNErNU. Takue COObITUS Ha3bIBAOT xapakTepHbiMu, MOCKONbKY OHW, B OTAMYME OT
0CTa/bHbIX COBbITUN, CBUAETENLCTBYIOT O MOMbITKAX BTOPXEHWS B cucTeMy. MocnefoBaTensHOCTb COObITUN ABAsETCA
YMOPAA0YEHHBIM MHOXECTBOM XapaKTepHbIX COObITUI, KOTOPble MOTYT yKa3blBaTb Ha MOMbITKA BTOPXEHUS.

CnOXHOCTb CPeACTB aHann3a B 3HAYNTENbHON CTeneHn OyaeT 3aBWUCETb OT Ha3HaYeHWUi, cAenaHHbIX aBTOPOM
['13/36 npu onpeaeneHnn 6a30BOr0 MHOXECTBA XapaKTepPHbIX COObLITUIA 1 MOCNe[0BaTelbHOCTY COBLITWIA.

AsTopy M3/36 cnepyeT onpefenuts 6a30Boe MHOXECTBO XapaKTepHbIX COBLITWIA 1 NocnesoBaTeNbHOCTEN CO-
6bITUiA, KoTOpble GyayT npegcTasneHsl B ®EO. [lononHuTeNbHble XapakTepHble COObITUA W NOCNef0BaTe/lbHOCTH
COGbITUA MOTYT 6bITb OMpPeAeeHbl Pa3paboTUMKOM CUCTEMBbI.

B M3/3b cnegyeT nepeuncnnTb cobbITUA, KOTOPbIe crefyeT oTcnexusat PO ¢ Lenblo nx aHanusa. ABTopy
M3/3B cnegyeT yKasaTb, Ha OCHOBaHUWU KaKOW MHhopMauum 0 COBbITUN CHO MOXHO OTHECTU K XapaKTePHbIM.

ALMUHUCTPATUBHbIE YBEAOM/EHNUSA CnedyeT [OBOAUTL [0 YMNO/IHOMOYEHHOro Monb30oBaTens Takum 06pasom,
YTOObI OM MOHUMAN 3HAYEHWE 3TUX COOLITWIA N NPUEMIEMYIO PeaKkLMI0 Ha HUX.

Mpu cneundmrkaymm aTux TpeboBaHNi NpesycMOTpeHa BO3MOXHOCTb MPUBAEYEHNS UHBIX NCTOYHWNKOB faHHbIX
0 (PYHKLWOHMPOBAHUN CUCTEMbI, KPOME AaHHbIX ayanTa. JTO 6bII0 CAENAaHO C LeNbio pacluMpeHns NpuBieKaembIX
METO/I0B 06HapYXXeHNs BTOPXEHWS, KOTOpble MpU aHanu3e nokasateneil GyHKLMOHNPOBaHWUSA CUCTEMbI UCMONL3YIOT
He TO/MbKO faHHble ayanTa (npuMepaMmn Apyrux TUNOB UCTOYHUKOB AaHHbIX ABNAIOTCA MapameTpbl CETeBbIX AeiTar-
pamM. flaHHble O pccypcax/yyerc uam KoMOuHauun pasfiMyHbiX CUCTEMHbIX faHHbIX). [Moatomy oT asTtopa [13/3b
TpebyeTcs cneynpuLMpoBaThb BUbI JaHHbIX, UCMO/b3YeMbIX MPU KOHTPONe NnokasaTeneid PyHKLMOHNPOBaHNS CUCTe-
Mbl.

3nemeHTbl FAU_SAA.4 He TpebytoT, YTOObl peannsauns 3BPUCTUK pacno3HaBaHWs MPAMON aTakn OCYLeCTB-
nanacb Temu xe cambiMu PBO. BbINOMHEHNE KOTOPLIX MOASIEXUT MOHUTOPUHTY. MO3TOMY KOMMOHEHTbI, MPUMEHSA-
emble 419 06HapyXXeHWs BTOPXKEHWUS, MOXHO paspabaTbiBaTb HE3aBUCKHMO OT CMCTEMBbI, MOKa3aTenn (PYHKLMOHNPO-
BaHWS KOTOPOV MOANEeXar aHanusy.

Onepauuu

Has3HaueHue

Ons FAU_SAA.A.1 asTopy M3/3B6 cneayeT naeHTUduLmpoBaTb 6a30BOe MHOXECTBO MepeyHst nocnefoBaTeNbHO-
CTell CUCTEMHBIX COObITWIA, COBNaAeHNe KOTOPbLIX TUMKMYHO NS W3BECTHLIX CLEHapWeB MPOHWKHOBEHWA. JTW MOCNefo-
BaTe/IbHOCTW COObITWIA NPeACTaBNAOT U3BECTHbIE CLEHApUW MPOHUKHOBEHWS. Kaxzgoe cobbiTue B NOCnefoBaTeNlbHOCTY
CNedyeT COMOCTaBMATb C KOHTPOMMPYEMbIMW CUCTEMHBIMU COBLITUSMUW, U €CIN B UTOre BCE CUCTEMHbIE COBLITUA Mpo-
130N B [eCTBUTENbHOCTH, 3TO NOATBEPXAaeT (0To6paXkaeT) MOMbITKY MPOHUKHOBEHUS.

Ona FAU_SAA.4.l asTopy M3/36 cnegyeT cneynduumpoBaTh 6a30B0e NMOAMHOXECTBO CUCTEMHbIX COOLITUIA,
NosiB/AEHNe KOTOPbIX, B OT/IMYME OT UHbIX MOKasaTenei (yHKLWOHMPOBAHNS CUCTEMbI, MOXET YKasblBaTb Ha HapyLue-
Hue MBO. K HWM OTHOCATCA Kak cobbITusA, caMu no cebe ykasbiBarolive Ha o4eBUAHble HapyweHus MBO, Tak u
COObITUSA, NOABMIEHNE KOTOPbIX ABNSAETCA [OCTATOYHbIM OCHOBAHWEM ANA MPUHATUA Mep MpefoCTOPOXHOCTY.

[ns FAU_SAA.4.2 asTopy M3/36 cnegyeT cncundmnupoBaTh MHHOPMaLMIO, NCMOMb3yeMYHO NpU ONpeseNieHnn
nokasareneii (hyYHKLWOHNPOBaHNM cucTeMbl. IHhOpMaLmmn ABNSETCA UCXOLHOM ANS MHCTPYMEHTaNbHbIX CPEACTB aHa-
Nn3a nokasatenei PYHKLMOHNPOBAHNSA CUCTEMbI, NpuMeHseMblX B OO. B aTy MH(OPMaLMIO MOTYT BXOAUTb AaHHbIe
ayfuTa, KOMOMHaLUKM AaHHbIX ayauTta ¢ ApYruMn CUCTEMHBLIMU [aHHBIMW W [laHHbIe, OT/IMYHbIE OT [aHHbIX ayauTa.
Mpu coctaBneHnn M3/3B cnegyeT TOUHO ONpeaenUTb, Kakue CUCTEMHble COObITUS M aTpubyThl COOLITUIA MCMNOMb3Y-
I0TCA B KayecTBe MCXOAHON MH(opMaLum.

B.4 Mpocmotp ayauta 6esonacHoctn (FAU_SAR)

CemeiictBo FAU_SAR onpegenseT TpeboBaHMsA, OTHOCALLMECS K NPOCMOTPY MH(OPMaLUN ayauTa.

M* %5
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CnepyeT, UTo6bl (PYHKLMW HPCAOCTA&' 1 SMIH BOSMOXHOCTb 0TOMPAThb flaHHbIE ayAuTa 40 UKW MOCMEe COXPaHeHus,
obecneymsas, Hanpumep, BO3MOXHOCTb M361PaTeNIbHOr0 NPOCMOTPA AaHHbIX O CMeAyoLWNX AeiCTBUAX:

- BelcTBNS OfHOTO WM HECKO/bKWX MOMb3oBaTeneld (Hanpumep, WAeHTU(MKaLMA, ayTEHTU(KKALNS, BXOS B
00 w AelicTBMSA NO YNpaBAeHWIO JOCTYNOM);

- [ieficTBUM, BbINONHEHHbIE Haf ONpefeneHHbIM 06beKTOM uan pecypcom OO:

- BCE COObITUS M3 YKa3aHHOr0 MHOXECTBa MCKNOUUTENbHbLIX COBbITUIA, NOABEPratloLNXCa ayauTy;

- felicTBUSA, CBA3aHHbIE C OnpefgeneHHbIM atpubyTom MBO.

3amMeyaHna no NpUMeHeHuto

Buabl npocMoTpa pasnnyatoTcs No QYHKLUMOHANbHBLIM BO3MOXHOCTAM. O6bIYHbIA MPOCMOTP MO3BONSAET TONMLKO
npocMaTpuBaTh AaHHble ayauTa. Bbl6OpOUHbIA MPOCMOTP 60/1€e CMOXKEH U COAEPXUT TpeboBaHNA BO3MOXHOCTK Mo-
MCKa Ha OCHOBaHWUW O{HOTO UMW HECKONBbKUX KPUTEPUEB C IOTUYECKUMU (T. C. TUNa «U/UNK») OTHOLLEHUAMU, COPTU-
POBKM UM (UNbIpaLlLL AaHHBIX ayauTa o X NPOCMOoTpa.

FAU SAR.1 lNpocmoTp ayanTa

3ameyaHus Mo NpPUMEHEHUIO [/1A MO/b30BaTeNA

KomnoHeHT FAU_SAR.l ncnonbsyetca ans onpefenieHns BO3IMOXHOCTU YnTaTb 3anuncu ayauTa Ans nosnb3osa-
Tenei M/MnM ynonHOMOYeHHbIX Nofb3oBaTeneil. ATu 3anvucu ayamta 6yAyT npefcTaBnsaTbea B YA06HOM ANs Nonb3osa-
Tens Bufe. Y nosb3osaTeniell pasnyHbIX TUMOB MOTYT ObiTb pasHble TpeboBaHNUS K NPefCTaBleHUIO AaHHbIX ayauTa.

CogepxxaHve 3anucein ayauTa, NpeAHasHayeHHbIX A1 MPOCMOTPa, MOXET 6biTb YCTAaHOBNEHO 3apaHee.

Onepauuu

HasHauyeHUne

B FAU_SAR.L.| aBTopy M3/36 cneayeT yka3aTb YNOMHOMOYEHHbIX NMOb30BaTeNed, KOTopble MOrYT nMpocMmar-
pvBaTh .TaliHble ayanTa. Ecim /To Heobxogmmo, aBTop M13/36 MOXeET ykasaTb ponn 6e3onacHoctn (cm. FMTSMR. 1
«Ponn 6esonacHocTwH').

B FAUSAR.1.1 asTopy M 3/3b cneayeT ykasaTb, Kakue Bu/bl MH(QOPMaLMM MOXET MOMyYaTh M3 3anuceid ayanTa
JaHHbIi Nonb3oBaTenb. Mpumepamm ABNAIOTCA: «BCS UHAOPMALMN», «MAEHTUDUKATOP CyObeKkTa*, «BCA MH(opMauus 13
3anwuceii ayanTa, NMEIOLLMX CCbIIKM Ha 3TOr0 MoMb30BaTensy.

FAU_SAR.2 OrpaHW4eHHblii MpocMOTp ayauTa

3aMeyaHua no NpPUMEHeHWUIo 11 NO/b30BaTENSA

B komnoHeHTe FAI)_SAR.2 onpegenseTcs, YTo HW OAWMH MNONb30BaTenb, He ykasaHHbll B FAU_SAR.I, Hc
CMOXET YNTaTb 3anuncun ayaura.

FAUSAR.3 Bbl60poyHbIi NpocMOTp ayauTa

3aMeyvaHus Mo NPUMeHeHUIo 414 NoJb30BaTens

KomnoHeHT FAU_SAR.3 onpegensieT BO3MOXHOCTb BbIGOPOYHOIO NPOCMOTpa AaHHbIX ayauTta. Ecnm npocmotp
NPOBOAWNTCA Ha OCHOBE HECKONbKUX KpUTEpWeB, TO CrefyeT, YToObl OHM ObLIM NOTMYECKU CBA3aHbl (Hampumep,
onepauuaMn «u», «Uan»), a UHCTPYMEHTa/bHbIe CpeAcTBa NPefocTasuiIn BO3MOXHOCTb 06paboTKM [aHHbIX ayauTta
(Hanpumep, COPTUPOBKM, nabTpaLmm).

Onepayumn

Bbi6op

Ona FAI/_SAR.3.1 asTopy M3/36 cnepyet Bbl6paTb, Kakue Ae/CTBMA: MOWCK, COPTUPOBKY WM YMOpsLoYeHMe
MOryT BbINONMHATL PBO.

HasHaueHue

Ona FAU_SAR.3.1 asTopy M3/36 cneayeT Ha3HauuTb KPUTEPUM, BOSMOXHO JIOFMYECKM CBSI3aHHbIE, HA OCHOBA-
HAM KOTOPbIX MPOW3BOAAT BbIGOP AaHHbLIX ayAnTa Anf NpPocmMoTpa. Jornyeckune CBA3W MCMOMb3YIOT MPW ONpeaeneHum,
MPOM3BOAUTCA NN OMepauus Han OTAeNbHbIMK aTpubyTamu UM Hasl COBOKYMHOCTbIO aTpubyToB. [prMepamu Takoro
Ha3HauyeHUs MOXeET OblTb: «MpUKNafgHas 3afjaya, yyeTHble AaHHble N/UAN MeCTO HaxoXAeHWs nonb3osaTens». B atom
C3ryyac onepaLio MOXHO 6b1/10 6bl CrieLMdULMPoBaTb C NOMOLLbIO 1060V KOMBUHALMKN 3TUX Tpex aTpubyToB: NpuUKnag-
HOW 3afjauu, YUeTHbIX JaHHbIX NOAb30BaTEN H MECTa ero HaXoXNeHHs.

B.5 Bbl6op cobbiTuii ayauTa 6esonacHoct (FAU_SEL)

CewmeiictBo FAU_SEL coaepxuT Tpe6oBaHUS, CBA3aHHble C OTGOPOM, Kakue CO6bITUSA, MOTEHLManbHO MoA-
Bepraemble ayauTy, fiediCTBUTENbHO MoAnexar ayauty. CobbiTus, NOTeHLWaNbHO Nojsepraemble ayauTy, ONpefenstoT-
ca BcemeiictBe FAU_GEN «[eHepaumsa AaHHbIX ayauTa 6e30MacHOCTU», HO AN BbINOMHEHUS ayAuTa 3TUX COObITUI
UX cnepyeT onpejenuTb Kak Bolbupaemble B KomnoHeHTe FAU_SEL.I.

3ameyaHus Mo NpUMeHeHUo

"3ro ceMeiicTBO obecneymBaeT, 4TOObI MOXHO ObiN0 NPeJOTBPATUTL paspacTaHue XypHana ayfuTa A0 Takux
pa3mMepoB, KOrja OH CTaHOBUTCS 6eCrone3HbIM, MyTeM OnpefeneHns npuemnemoii n3bupartenbHoOCTU CobbITUI ayauTa
6e3onacHocTW.

FAU_SEL1 W36upaTenbHblii aygut

3amMeyaHna No NMPUMEHEHWUIO AN1A NONb30BaTeNs
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KomnoHeHT FAU_SEL. | onpesenseT Kputepuu, UCnosb3yemble Ans oT6opa cobbITWIA, KOTOpbIe NOABEPrHYTCA
ayauTy. Kputepun mMoryTfonycKaTb BKIKOYEHWE UAN UCKIKOYEHWE COObITUIA M3 COBOKYMHOCTUN COObITUI, Nogseprato-
LMXCA ayfuTy, Ha OCHOBE aTpuOyTOB MONb30BaTeNeld, Cy6beKTOB 1 06LEKTOB UMW TUMOB COBLITUIA.

[ins 3TOro KOMMOHEeHTa HC MpeAnofnaraeTcs CyLiecTBOBaHWe WAEHTU(HNKATOPOB OTAeNbHbIX MOMb30oBaTeneil,
4TO NO3BONAET MPUMEHATb ero Ans Takmx 00. Kak. Hanpumep, MapLipyT13aTopbl, KOTOPbIe MOTFYT He NoAAepXuBaTb
NOHATWe Monb3oBaTeneil.

B pacnpegeneHHoii cpefie B KauecTe KpuTepus A1s 0T60pa COOLITWIA, KOTOpbIE MOABEPTHYTCA ayAnTy, MOXeT
6bITb MCNOMb30BaH UAEHTU(UKATOP Y3na CETK.

MpaBa yNoMHOMOYEHHbIX MO/b30BaTeNe N0 MPOCMOTPY UAM MOAMdMKaLUK ycnosuii oTbopa byayT peryampo-
BaTbCA (DYHKLUMAMU ynpaBneHns komnoHeHTa FMT_MTD.| «YnpasneHve faHHbIMU PEO».

Onepauun

Bbi6op

Ons FAU SEL.I. 1*astopy M3/3b cnegyeT BblbpaTh, Ha Kakmx aTpubyTax 6e30nacHOCTV OCHOBaHa 13bupatesnb-
HOCTb ayAuTa: HAC:FTutmKaTop 06bekTa, UAEHTU(PMKATOP MOMbIOBATCNA, UAEHTU(MKATOP CybbeKTa, MaeHTU(rKaTop
y3fia ceTu uan TUn cobbITus.

Ha3HauyeHune

Ans FAU_SEL.1.16 aBTopy M3/3b cnegyeT onpegenvTb CIMCOK AOMO/HUTENbHBIX aTpMByTOB, Ha KOTOPbIX OC-
HOBaHa M3bupaTenbHOCTb ayAuTa.

B.6 XpaHeHue faHHbIX ayauTa 6e3onacHoctu (FAU_STG)

CewmelictBo FAU_STG onucbiBaeT TpeboBaHWs MO XpaHEHWIO faHHbIX ayauTa ANd NocnefyroLwero ncnonb3osa-
HWA. BKIOYas TpeboBaHWA KOHTPONS 3a MOTepeil MH(opmauun ayauta u3-3a €608 CUCTEMbI, HanageHws w/uau
NpeBbllLeHNs 06bema NamsaTy, OTBEAEHHON [/ XpaHeHus.

FAU_STG.| 3awuiieHHOe XpaHeHue XypHana ayamTa

3aMeyaHna Mo NPUMEHEeHWIO 4S8 Nosb3osatens

IMocKonbKy B pacnpejeneHHOV cpefe pacnonoXeHve XypHana ayauTa, KOTopblil Haxoautes B O4®. Hc 0643a-
TeNbHO COBNajaeTe pacnonoXeHneM yHKLMWIA reHepaumn AaHHbIX ayauTa, aBTop M3/3b MoxeT noTpe6osatb ob6ec-
MeyeHns HCOTKa3yCMOCTK OTMPaB/ieHNN 3anucu ayauTa Uav NpoBefieHNs ayTeHTU(MUKaLMKU OTNPaBUTeNs Nepes 3aHe-
CeHMeM 3anucy B XXypHan ayauta.

®BO 6yayT 3aWmLiaTh XypHan ayauta 0T HeCaHKLMOHNPOBAHHOIO YHUUTOXEHUN Uan Moandukaummn. OTme-
TUM. UYTO B HEKOTOpbIX cUCTeMax ayauTop (Po/b) MOXET HC pacrnonaraTb MNONHOMOYMAMW Ha YAaneHue 3anucei
WyauTa B TEYeHWe OnpeaeneHHoro nepuosa BpeMeHu.

Onepauuu

Bbibop

B PAU_STG.I.2 asTopy 3/3b cnegyet cneunduumpoBaTb, AOMKHbI N ®BO umpcporspawatb WM TOMbKO
BbIABNATb MOANPUKALIMIO XXYpHana ayauTa.

FAU_STG.2 NapaHTUn AOCTYNHOCTU [aHHbIX ayfAKra

3ameyaHus No NPUMEHEHWIO [/19 MO/b30BaTENA

KomnoHeHT FAU_STG.2 no3sonset astopy 3/36 onpefennTs METPUKY A5 XypHana ayauta.

MockonbKy B pacrpefiefileHHoOl cpefje pacnofioXXeHue XypHana ayauTa, KoTopblii HaxoguTces B O®. Hc 06s3a-
TeNbHO COBMajaeTe pacnosioKeHNeM (YHKLUWIA reHepaummn gaHHbIX ayauTta, aBTop M3/36 MoxeT noTpe6oBath 06ec-
neyeHMs HCOTKa3yCMOCTU OTMPAB/IEHUA 3arucu ayauTa Uam NpoBefjeHns ayTeHTUMUKaLUM OTNpaBuTens nepeg 3aHe-
CEHMEM 3amuCy B XXypHas ayaura.

Onepauum

Bbi6op

B FAU_STG.2.2 asTopy M3/36 cnepyet cneyugpuumnposath JoMKHbI i ®BO npefoTspallath UM TOMbKO BbISB-
NATb MOAUMMKALMIO XXYpHana ayauTa.

B FAU_STG.2.3 aBTopy M3/36 cneayeT cneuuduumposaTb ycnosue, npy kotopom @650 fo/mkHbI BbITh BCe cure
CMNoco6HbI CONPOBOXAATb OMPefieNeHHbI 06beM AaHHbIX ayanTa. 3TO MOXKET 6bITb OAHO U3 CedyHOLLMX YCNOBWIA: Nepe-
NONMHeHVe XypHana ayamTa, cboid, aTaka.

Ha3HauyeHune

B FAU_STG.2.3 aBtopy 3/3b cnepyeT cnemHpHLMPOBaTh METPUKY, koTopyto ®BO [o/mKHbI 0b6ecneynTb Mpu
NpeACTaBNEHNMN XypHana ayanTa. 3Ta METPUKa OrpaHNYMBAET NOTEPIO JaHHbIX YKa3aHNeM MaKCUMa/IbHOK Ynca 3anu-
Ceil, KOoTopble HEOBXOAMMO COXPaHsATb, WU BPEMEHEM, B TeUEHME KOTOpPOro o6ecreynBaeTcs XxpaHeHue 3anwucein. Mpu-
MEepoM METPUKM MOXET 6bITb umcio «100000», yKasbiBatolLee, YTO XypHan ayauTta paccumtad Ha 100000 3anuceid.

FAU_STG.3 [eiicTBus B ClyyYae BO3MOXHOI MOTEpPU [JaHHbLIX ayauTa

3aMeuyaHus N0 NPUMEHEHUIO [/17 MO/Mb30BaTeNA

KomnoHeHT FAU_STG.3 cofiepXuT TpeboBaHWe BbIMONHEHWS ONpPeAeNieHHbIX AeACTBUN B ClyYae NpeBblLLeHNs
XYPHa/IOM ayfyTa HEKOTOPOro 3apaHee OnpejenseMoro npegena.
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Onepauuu

Ha3HaueHune

B FAU_STG.3.1 astopy IM3/3b cnefyer ykataTb 3HayeHue 3apaHee onpefenseMoro npegena. Eciv qyHkumm
ynpaBneHns [ONycKatoT, YTO YNONHOMOYEHHbIN MO/Mb30BaTe/lb MOXET €r0 W3MeHWTb, TO OHO ABNAETCA 3Ha4YeHWeM Mo
ymonuaHuto. AsTop M3/36 MOXET NM03BOAWUTL YNONHOMOYEHHOMY MO/b30BATENO BCErfa ONpefeNaTh 3TO OrpaHUYeHue.
B aTOM cnyyae HasHaueHVe MOXeT UMeTb BUA: «OrpaHUYeHWe ycTaHaB/MBaeT YNOMHOMOYEHHbI Nonb3oBaTe/b™.

B FAU_STG.3.1 aBTopy 113/3B cnepyeT cneunduumposaTh AeiACTBUSA, NPeanpUHUMAEMbIe B ClyYae BO3MOXKHOIO
nepenoHeHNs XypHana ayAuTa. 3Tu [elicTBMA MOTyT BK/IHOYaTb B Ce65 MH(OPMIUPOBaHME YMOHOMOYEHHOMO MO/b30Ba-
Tens.

FAU_STG.4 1lpefoTspallieHne NoTepu AaHHbIX ayauTa

3amMeyaHna no MPUMEHEHWIO ANs MoJib3oBaTens

B komnoHeHTe FAU_STG.4 onpefenseTcs pexxuM pyHKUUOHUpoBaHMA OO npu nepenoiHeHUm XypHana ayau-
Ta: IM6o UTepupoBaHmne 3anucein ayauta, 1M6o npuocTaHoBka PyHKUMOHMpoBaHMA OO A1 NpejoTBpaLleHns BO3-
HWKHOBEHWS COObITWIA, NofBepralowWwmxca ayauTy. YCTaHaBAMBaeTCA, YTO, HE3aBUCMMO OT MPUHATOrO peLLUeHus,
YMO/IHOMOYEHHBIV MO/b30BaTeNb, UMEIOLMIA COOTBETCTBYIOLLME NpaBa, MOXKET MPOAO/MKaTb FeHepupoBaTh COObITUA
(peiicTBus), nofBepraroLiecs ayauty. 3ro fenaetca NOTOMY, YTO B NPOTMBHOM Cflyyae YNOSHOMOYEHHbIV agMUHN-
CTPaTop He cMOr 6bl OCYLLECTBUTBL faXKe Nepe3anyck cuctembl. CnefyeT Takxke NpedyCcMOTPeTb feiCT BUSA, NpeanpuHu-
maemble ®EO Npu nepenosHEHNN XypHana ayfuTa, NOCKOAbKY MFHOPMPOBaHWe CO6bITUIA, cnocobCTBYyHOLLEe Nyy-
wei goctynHoctn OO. NprBefeT Takxke U K BO3MOXHOCTW COBepLUaTb AeMCTBKSA, HC OCTaBMAA O HUX 3anuceli U He
OTHOCA UX Ha CYeT ONpejesieHHOro NoJsib30BaTens.

Onepauuu

Bbibop

B FAU_STG.4.1 aBTopy 113/3b cnepyeT BblbpaTth, oMKHbI i ®EO B ciyyae NepenonHeHus XypHana ayanTa
LUHOPHPOBATb MPOBEJEHNe ayanTa, CNeayeT M NpeAoTBpaLLaTh AeACTBNS, NoABepraoLLvecs ayanTy, Uau cnesyeT HOBble
3anuncu nomeLlaTb BMECTO CTapbiX.

Has3HaueHue

B FAI)_STG.4.1 asTopy M3/3b6 cnegyeT onpefenuTb Apyrvue AeicTBUSA, NpeanpuUHUMaeMble Mpyu  HeaocTaTke
namaTu 4N AaHHbIX ayAuTa, Takue Kak WH(OpMUPOBaHMWE YMOMHOMOYEHHOrO NOMb30BaTeNs.

MPUNNOXEHUW T
(cnpaBoyHOE)

Csa3b (FCO)

Knacc FCO cofiepXuT TpeboBaHWs, KOTOPble UMEKOT BaXKHOe 3HaveHue ans OO. ncnonb3yemoro Ans obMeHa
nHopmaumeii. CemeiicTBa 3TOK Kfiacca npeAHasHayeHbl A1 0becrnevyeHns HeoTKasycMocTu (T. C. HEBO3MOXHOCTM
0TpuuaTh aKT OTNPaBMEHNUS UK MONYYEHNUS NepesaBaeMoit UHopMaLnK).

[Jlekomnosuums knacca Ha COCTaB/AOLMe ero KOMMOHEHThI MOKa3aHa Ha pucyHke IM.1.

B 3Tom Knacce ucnosb30BaHoO no-
HATUe «uHpopmauua». WHhopmayus
3[leCb MHTEPMPETUPYETCH KaK OObBEKT,
npefHasHavyeHHbIN 418 nepegayuv, KoTo-

Pblii MOXET CoAepXKaTb CO0bLLEHME INeK-

FCO_NRO HBeTLL3y4umMo0Th CTIMPUIaMHT I I__Vl TPOHHOI MOUTH, (aitn UM COBOKYM-

- 1 HOCTb aTpubyToB NpefonpefeneHHbIX

TUNOB.

O 1NN HiiiH ijmi HW mwy hiini _I_I H TepMUHblI «A0Ka3aTenbCTBO OT-

MpaB/IeHNA» U «[J0Ka3aTe/IbCTBO MoJyye-

HA* MPUHATBI B NuTepatype. OfHako

HeobXx0ANMO VMETb B BUAY, YTO TEPMUH

«[l0Ka3aTeNbCTBO» MOXET MHTEPNpPeTMpoBaThCA Kak B OPUAMYECKOM CMbICNe, TakK U B (POpMe MaTemaTU4ecKoro

060CHOBaHMA. B KOMMOHEHTaX 3TOr0 K/acca «[0Ka3aTe/lbCTBO» NOHUMaeTCa Kak «cBuaercisCTBO», T. ¢. PBO geMOHCT-
PUPYIOT HCOTKa3ycMoCrb 06MeHa MH(opMaLeid.

.1 HcoTtkasycmocrb oTtrpasneHus (FCO_NRO)

«HcoTKasycmocrb O0TnpaBieHus» onpeaenseT TpeboBaHUA MO MPeAOCTaBNEHMIO MO/b30BaTCAAM/CYBbCKIaMm
CBWeTeNbCTBa UAEHTUYHOCTM OTNPaBUTENA HEKOTOPOW MHpopMauun. OTNpaBnTeNb He CMOXET OTpULaThb PakT nepe-
faun MHopMaLMmn, NMOCKOMbKY CBUAETENbCTBO OTMpaBneHus (Hanpumep, Luudposas MOLNNCH) [OKa3blBaeT CBA3b

Casa»

PucyHok I'.! —lekomnosunuusa knacca «CBAsb»
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MeXgy 0TpaBuTeNeM 1 nepefaHHol MHGopmaLveid. Monyyatenb v TPeTbs CTOPOHA MOXET NPOBEPUTL CBUAETENb-
CTBO OTMpaBneHuns. Hc cnegyet AonyckaTb BO3MOXHOCTb MOJ/AENKN 3TOr0 CBUAETENbCTBA.

3ameyaHus Ana nonb3osaTenu

Ecnn nHthopmayma nav accounmpoBaHHble C Hell aTpnbyTbl KaKUM-1M60 06paToM N3MEHAKOTCS, NOATBEPXKAE-
HWe MNPaBUNLHOCTU CBUAETENbCTBA OTPaBMEHUSA MOXET AaTb OTpULaTenbHbIVi pesynbTar. MMoatomy asTopy IT3/3B
cnefyeT NpefycMoTpeTh BKYeHue B M3/36 Tpe6oBaHWiA LeNoCTHOCTM M3 KomnoHeHTa FDP_UIT.l «LenocTtHocTb
nepefasaembiX JaHHbIX».

HCoTKa3yCcMOCTb CBA3aHa C HECKOIbKUMW Pas/IMYHbIMU POAAMU, BbIMOMHAEMbIMA OAHUM WM HECKONbKUMM
cy6bekTamMmn. Bo-nepBbix, 3TO Cy6bEKT, KOTOPbIM 3anpallnBaeT CBUAETENLCTBO OTNpaBneHuns (Tonbko B8 FCO_NRO.I
«/136upaTenbHOe A0Ka3aTeNbCTBO OTMpaBieHus»). Bo-BTOpbIX, — monyyaTenb W/WAH Apyrve Cy6beKTbl, KOTOPbIM
MPefOCTaBNAETCS CBUAETENLCTBO (Hanpumep, HoTapuyc). W B-TpeTbuX. —Cy6bEKT, KOTOPbIA 3anpalivsaeT Beputu-
KaLuWio CBUAETeNbCTBO OTMNPABAEHNSA, HaNnpuMep nonyyartens UAW TpeTbe NUL0, MmanpumMep apbuTp.

AsTopy M3/36 Heob6Xx0AMMO creunpuLMpoBaTh YCI0BUSA, BbIMONHEHNE KOTOPbIX 06ecneymBaeT BO3MOXHOCTb
BepU(MLMpPOBaTb NPaBUILHOCTb CBUAETENbCTBA. MPUMeEpPOM TaKoro YCnoBms MOXeT OblTb BO3MOXHOCTb Bepudukaums
CBUAETENbCTBA B TeYeHMe CYTOK. OTU YCNOBUSA MO3BONAIOT Takke NPUCMOCOOUTb HCO3Ka3yeMOCTb K HOPUANYECKUM
Tpe6oBaHMAM, TakUM, HampuUMep, Kak Haanuue BO3MOXHOCTW MPeAoCTaBfieHNs CBMAETENbCTBA B TeUEHME HEeCKOMb-
KUX NeT.

B 60/1bLUNHCTBE CNyYaeB UAeHTU(GUKATOP OTNpaBuTens OyaeT coBnajatb C MAEHTUPUKATOPOM MONb30BaTENS,
KOTOPbIA MHULMMPOBan nepefady. B HekoTopbIx ciyyasax aBTop M3/36 MOXeT HC NOXenaTb 3KCNOPTUPOBaTb UAEHTU-
(hmkatop nosb3osatens. B aTom cnyyae eMy He06XO4MMO NPUHATL PELLEHNE, HYXXHO N MPUBeKaTh 3TOT Kiacc uam
)Ke 1Cnonb3oBaTh MAEHTUHMKATOP NpoBaiigepa ycnyr CBA3N WA MAEHTU(MKATOP y3na CeTu.

AsTop M3/3b MOXET UCNOMb30BaTb MOMEHT Nepefayn UHHOPMaLuX B AOMNOJTHEHNE K UAEHTU(MUKATOPY MONb30-
BaTeNia WAM BMeCTO MCTO. Hanpumep, 3anpockl 6yAyT pacCMOTPeHbl, eCi OHW Obinn OTNPA&TCHbI [0 W3BECTHOrO
cpoka. B Takom cnydyae TpeboBaHWA MOryT 6bITb NPUCNOCO6NEHBI K UCMNOMb30BAHUIO METOK BPEMeHU (BPEMEHU OT-
npaBneHuns).

FCO_NRO.1 WN3bupatenbHoe foKa3aTenbCTBO OTMPaBeHUs

Onepatuu

HasHauyeHune

B FCO_NRO.1.1 astopy lM3/36 cnegyeT ykas3aTb TWMbl Cy6bEKTOB MH(OpMaLWK, Ans KOTOpbIX TpebyeTcs
npesocTaBneHne CBUAETENbCTBA OTMPABEHWS, Hanpymep COOGLLEHNS 3N1eKTPOHHOW NOYTI.

Bbi6op

B FCO_NRO.!LI astopy M3/36 cnegyeT cneuyntuuypoBatb NonibioBaTeAs/Cy6bCKT, KOTOPbI MOXET 3amnpo-
CWUTb CBUAETENLCTBO OTMPAB/EHUS.

HasHayeHUue

B FCO NRO.I.1 aBTopy 3/3B6 B COOTBETCTBMM C BbIGOPOM CNeAyeT CreLMpuLMpoBaTh TPETbUX NNLL, KOTOpble
MOrFYT 3anpoCuTb CBUAETENbCTBO OTMpPaBeHUsA. TPeTbUM ULOM MOXET 6bITb apbuTp, CyAbs MW HOPUANYECKUIA OpraH.

B FCO.NRO. 1.2 astopy M3/3b cneayeT BHECTU B CMUCOK Te aTpubyTbl, KOTOPble AO/MKHbI ObITb CBA3AHbI C
MHopMmaLMeid, Hanpumep AeHTUPUKATOP OTMPaBUTENSA, BPEMA U MECTO OTMNPaB/EHUS.

B FCO_NRO.1.2 asTopy M3/3b cnefyer BHECTU B CMUCOK Te MH(OPMALMOHHbIE NONSA, aTpubyTbl KOTOPbIX
o6ecneynBatoT CBUAETENbCTBO OTMNPaBMEHNS, HanNpuMep TeKCT COOBLLEHNS.

Bbibop

B FCO_NRO.!.3 aBtopy M3/36 cneayeT cneuuguLmMpoBaTh NoAbIOBATCNA/CYBOLCKT, KOTOPbI/ MOXET Bepudu-
LMpoBaTb CBUAETENLCTBO OTMPaB/IEHUS.

HasHaueHue

B FCO NRO.1.3 aBTopy 3/36 B COOTBETCTBUM C BLIGOPOM CeAyeT crneunpuLmpoBaTb TPeTbUX UL, KOTOpble
MOryT BepUMULMPOBATL CBMAETENILCTBO OTMPaBAeHNs.

B F'CO_NRO0.1.3 aBTopy M3/3b cnegyeT cthopMmnpoBaTb CAUCOK OrPaHNYeHWIA, NPU KOTOPbIX MOXET ObITb Bepy-
(hMLMPOBaHO CBUAETENLCTBO. Hanpumep, CBUAETENLCTBO MOXET OblTb BEPUMULMPOBAHO TOMBKO B TeYeHWe CyToK. [lo-
MYCTUMO Ha3HaueHWe «HeME[IeHHO» WM «HEOorPaHUUYeHHO».

FCO-NRO.2 lMpuHyauTenbHoe [0Ka3aTe/bCTBO OTMpaB/ieHus

Onepavuu

Has3HaueHue

B FCO_NRO.2.1 asTopy M3/3B cnegyeT yka3aTb TUMbl CyObEKTOB MH(OPMaL K, A18 KOTOPbIX TpebyeTcs npe-
[OCTaBNeHNe CBUAETENbCTBA OTNPABNEHUN, HanpUMep COOOLLEHWNS 3NEKTPOHHOM MOYThl.

B FCO0_NRO0.2.2 aBTopy M3/36 cnegyet BHECTW B CMMCOK TC aTpubyTbl, KOTOPbIE JO/MKHbI ObITh CBA3aHbI C
WH(opMaLueid, Hanpumep HAeTU(hUKATOP OTNpaBuUTeNs, BPEMS W MEeCTO OTMpaBNeHus.
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B FC0.NRO0.2.2 asTopy 113/3b cnefilyeT BHECTM B CMIMCOK TC MHPOPMaLMOHHBIE MONA, aTpUbyThl KOTOPbIX
obecneynBaloT CBUAETENbCTBO OTMpPaBfieHUs, Hanpumep, TEKCT COO6LLeHuS.

Bbibop

B FCO_NRO,2.3 asTopy M3/3b cnegyet cneundumumMpoBaTh Nob30BaTeNs/Cy6beKkT, KOTOPbI MOXeT Bepudm-
LiMpoBaTh CBUAETENILCTBO OTNPABNEHUN.

HasHaueHue

B FCO0_NRO0.2.3 asTtopy 3/36 B COOTBETCTBMU C BbIGOPOM CriefyeT CrneuuduLMpoBaTh TPETbUX /INLL. KOTOpble
MOryT BEpU(MLMPOBaTL CBUAETENLCTBO OTNPABAEHNA. TPETbUM NNLLOM MOXET ObiTb apOUTP, CyabU UKW HOPUANYECKNIA
opraH.

B FCO NRO0.2.3 aBtopy M3/36 cnefyeT chopMMpoBaTb CMMCOK OFPaHUYEHUIA, NP KOTOPbIX MOXET ObITb
BEpUPULMPOBAHO CBUAETENLCTBO. Hanpumep, CBUAETENLCTBO MOXKET ObITb BEPU(ULMPOBAHO TONLKO B TEYEHME CYTOK.
[JonycTumo HasHayeHue «HeMeANeHHO» WU «HeorpaHUuYeHHO».

.2 HcotkasyemocTb nonyyeHus (FCO_NRR)

«HeoTKa3ycMOCTb NONyyeHus™ onpefenser TpeboBaHUA NO NPeAOCTaBNEHWNIO NOMb3oBaTeNAM/Cy6beKTaM CBU-
[leTensCTBa 0 TOM. YTO MH(OpMaLmMa 6bina NpUHATa nonyyarenem. lMonyyartenb He CMOXeT OTpULATh (akT npuema
MH(OpMaLun, NOCKONbKY CBUAETENbCTBO MOMyYeHWA (Hanpumep, LudpoBas MOANWCH) AOKa3bIBAaeT CBA3b MeXAy
atTpubyTtamu nonyyatens u UHhopmaymnein. OTnpaBuUTeNb UM TPETbS CTOPOHA MOXET MPOBEPUTL CBUAETENLCTBO MOJY-
YyeHus. Hc cnegyet fonyckatb BO3MOXHOCTb MOJAAENKN 3TOr0 CBUAETENLCTBA.

3ameuaHus Ans nonb3osaTens

CneplyeT UMeTb B BUAY, 4TO MpeAoCTaB/IeHNe CBUAETENbCTBA MONYyYeHUs UH(MOPMaLun, 03Ha4yaeT TObKO, YTo
OHa [j0CTaB/IeHa, a HC TO, YTO WMHC]IopMaLms 0643aTeNbHO MpoYMTaHa UK MOHATA.

Ecnn uHdopmaumus uav accouumpoBaHHble ¢ Heli aTpubyTbl KakMM-1M60 06pa3om WM3MeHSI0TCA, NMpoBepka
NpaBUIbHOCTW CBUAETENbCTBA MOMYUYEHNA MOXET AaTb OTpuLaTeNbHbIl pesynsTtar. Moatomy asTopy M3/3B6 cnegyet
npeaycMoTpeTb BKNtoYeHMe B M3/36 TpeboBaHMI LeNoCTHOCTM M3 KomnoHeHTa FDP_UIT.l «LlenocTHocTs nepefa-
BaeMbIX JaHHbIX».

HcoTkasyeMocCTb CBA3aHa C HECKO/IbKUMU PaxXTUYHBIMU PONAMU, BbINOMHAEMbIMA OAHUM WU HECKONbKMMM
cybbekTamu. Bo-nepBbiX, 3TO Cy6BEKT, KOTOPbIA 3anpallinBaeT CBUAETENbCTBO nonyyeHus (tonsko B FCO_NRR.I
«/36upaTenpHoe A0oKas3aTenbCTBO MOMYUYeHMs»). Bo-BTOpbIX. — MofyyaTens U/HAKM apyrue cy6bekTbl, KOTOpPbIM npe-
[0CTaBNAeTCA CBWAETENLCTBO (Hanpumep, HoTapuyc). A B-TpeTbux, — CyObLEKT, KOTOPbIA 3anpalivBaeT Bepuduka-
LMIO CBUAETENbCTBA MOMYYEHWS, HANPUMep OTNpPaBuUTeNb WAW TPETbS CTOPOHA, Hampumep apouTp.

AsTopy M3/3b HeobxoAMMO cneunpuumMpoBaTb YCN0BUS, BbIMONHEHNE KOTOPbIX 06ecneynsaeT BO3MOXHOCTb
BepU(MLINPOBaTb NPaBUIbHOCTb CBMAETENLCTBA. [TPUMEPOM TaKoro YC0BUS MOXET OblTb BO3MOXHOCTb BepUNKaLMm
CBUAETENbCTBA B TEUEHMe CYTOK. OTU YCNOBUSA MO3BONAIOT TakKKe NPUCMOCOOUTb HCOTKA3yeMOCTb K HOPUANYECKUM
Tpe6oBaHMAM, TaKUM, Hanpumep, Kak Haanuve BO3MOXHOCTW NPeAOCTaBNeHWS CBUAETENbCTBA B TeUEHME HEeCKOMb-
KUX NeT.

B 60onblWIMHCTBE CyyaeB WAeHTU(MKATOP nonydaTtens 6ydeT coBnagaTb C WAEHTU(HUKATOPOM MNonb3oBaTens,
KOTOPbIV MPUHAN Nepefady. B HeKOTOPbIX ciyyasx aBTop M3/36 MOXET HC NoXenaTb NepejaBath CBeieHUs 06 NaeH-
TUdUKaTope rnonb3osartens. B aTom ciyyae eMy HEO6XOLMMO MPUHATL PELLEHNE, HY>KHO NN NPUBMEKaTb 3TOT Kacc
WAN XXe 1CNonb3oBaTh AEHTU(MKATOP NpoBaligepa YCnyr cBasu uam MAEHTU(HUKATOP y3na ceTu.

ABTOp M3/36 MOXET 1CMONb30BaTE MOMEHT NOJTyYeHMS MH(OPMaLUK B JONOMHEHUE K MAEHTU(HUKATOPY NOMb30-
BaTeNs U BMeCTO Hero. Hanpumep, 3aaBKv 0 NpegnoXKeHnsax OyfyT pacCMOTPEHbI, eCaiM NOCTYNWUAN N0 YCTaHOB/IEH-
Horo cpoka. Korfa npegnoxxeHue orpaHnyeHo 13BECTHbIM CPOKOM, 3aKa3bl 6yAyT paCCMOTPEHbI, EC/TIN OHU NOJYYeHbI
[10 3TOro cpoka. BTakom cnyyae Tpe60BaHWA MOTYT ObITb MPUCNOCO6NEHBI K MCMOMb30BaHNIO METOK BpeMeHU (Bpeme-
HW MonyyeHus).

FCO_NRR.I N3bupatenbHoe AoKa3aTenbCTBO MONYYeHUs

Onepauuu

HasHaueHue

B FCO_NRRL.I.I aBTopy M3/36 cnegyeT ykasaTb TUMbl Cy6beKTOB MH(OPMAL MM, ANs KOTOPbIX TpebyeTcs
npegocTaBneHne CBUAETENbCTBA MOMyYeHUs, Hanpumep COOBLLEHNA 3NEKTPOHHOMA NOYTHI.

Bbi6op

B FCO_NRR.1.1 aBtopy M3/3b cnegyeT cneunduLmpoBaTb noab30BaTeNs/CyobeKT, KOTOPbIA MOXET 3anpo-
CWUTb CBUAETENLCTBO MOJyHEHUS.

HasHaueHue

B FCO_.\RR.I.I aBTopy IM3/36 B COOTBETCTBUM C BbIGOPOM CNeAyeT cneunuLpoBaTb TPETbUX NNLL, KOTOpble
MOTYT 3anpocuTb CBUAETENbCTBO MOMyUeHUs. TPETbUM IMLOM MOXET OblTb apbuTp, Cyabs UM HOPUANYECKNIA OpraH.

B FCO_NRR.1.2 aBtopy 113/3B cnefyeT BHECTW B CMUCOK Te aTpubYThbl, KOTOPblE AO/MKHbI ObITh CBA3aHbI C
WH(opMaLmeid, Hanpumep UAeHTUDMKATOP MNoAyYaTens, BpemMs H MECTO MOyYeHus.

B FCO_NRR.1.2 aBTopy M3/3B6 cnefyeT BHeCTM B CMUCOK TC MH(OPMALUOHHbIE NONSA, aTpUbyThl KOTOPbIX
o6ecrneynBatoT CBUAETENLCTBO MOYYEHWs, HanpuMep TEKCT COOBLLEHNS.
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Bbibop

B FCONRR.1.3 aBtopy M3/3b cnemyeT cneumduumMpoBaTb N0b30BATCNA/CYOBCKT, KOTOPLIM MOXET Bepudu-
LMpoBaTb CBUAETENLCTBO MOMYYEHUS.

Ha3HaueHune

B FCO_.\RK.1.3 aBTopy 13/3B6 B COOTBETCTBUM C BbIGOPOM CreflyeT CreunduLmupoBaTh TPETbUX UL, KOTOpPbIe
MOTyT BEpU(ULMPOBATL CBUAETENLCTBO MOMYYEHNUS.

B FCO_.NRR.1.3 aBTopy M3/36 cnegyeT chopMMpoBaTh CMIUCOK OFPaHNYeHiA, Npy KOTOPbIX MOXET ObITb BEpU-
(h1LMpOBaHO CBUAETENLCTBO. Hanpumep, CBUAETENLCTBO MOXET 6GblTb BEPUPULIMPOBAHO TONBKO B TeYeHWe CyToK. [lo-
MyCTUMO Ha3HaYeHWe «HeME/IeHHO™ WU «HEOorpaHUUeHHO».

FCO-NRR.2 TpuHyauTenbHOE A0Kas3aTeNbCTBO NOMyYeHUs

Onepauuu

HasHaueHune

B FCO_NRR.2.1 aBTopy [M3/36 cneayeT ykasaTb TUMbl CyObEKTOB MH(OPMaLUK, AN KOTOPbIX TpebyeTcsa npe-
[OCTaBNeHNe CBUAETENLCTBA MONYYEHWUS, HaNpUMep COOOLLEHNSA 3NeKTPOHHOW NOYTHI.

B FCO NRR.2.2 aBtopy [13/3b cnegyeT BHECTU B CMIMCOK TC aTpuOyTbl, KOTOPbIE JO/MKHbI ObiTh CBA3aHbI C
MH(OopMaLmeit, HanpuMep MAeHTUGHUKATOP MonyyaTens, BPemMs W MeCTO MOAyYeHUs.

B FCO_NRR.2.2 aBTopy IM13/3b cnegyeT BHECTM B CMCOK TC MH(POPMAaLMOHHbIE MONSA, aTpubyThl KOTOPbIX
obecrneynBatoT CBUAETENLCTBO MOJYYEHUs, HanpumMep, TEKCT COO06LLeHus.

Bbi60

B FCO?NRR.2.3 asTopy M3/3b cnepyeT cneyuguLMpoBaTh N0ML30BATCAA/CYOBCKT, KOTOPLIA MOXET Bepudu-
LipoBaTh CBUAETENLCTBO MONYYEHUS.

Ha3HaueHue

B FCO_NRR.2.3 aBTtopy M3/36 B COOTBETCTBMU C BLIOOPOM CleayeT cneundumLmpoBaTh TPETbMX INL,. KOTOpPbIE
MOTYT BepU(MLMPOBaTb CBUAETENBCTBO NOMyYeHUA. TPETbUM NINLLOM MOXET 6bITb apbuTp, CyAbS UK IOPUANYECKNIA
opraH.

B FCO_NRR.2.3 astopy [13/3b cnegyeT chopMupoBaTh CMMCOK OFpaHUYeHuid, Mpu KOTOPbIX MOXET ObiTb
BEpUPULMPOBAHO CBUAETENLCTBO. Hanpumep, CBUAETENLCTBO MOXKET ObITb BEPU(ULMPOBAHO TONLKO B TEYEHME CYTOK.
[onycTIMO HasHauyeHUe «HeMEMJIEHHO» WU «HEOrPaHUYEHHO».

MPUNOXEHWE [
(cnpaBoyHOe)

KpunTtorpadguueckas nogaepxka (FCS)

®BO MOryT Mcnonb3oBaTb KpUNTorpaguyeckne yHKLMOHabHbIE BO3MOXHOCTY ANS COLENCTBUS AOCTUXeE-
HUIO HEKOTOPbIX, Hanbonee BaXKHbIX Lieneii 6e30MacHOCTW, K HUM OTHOCATCA (HO MMW HC OFpaHM4YKUBalOTCA) cnefy-
owpe Lenu: nAaeHTUdUKaUna n ayTeHTU(UKALNS, HCOTKa3yCMOCTb, [OBEPEHHbIV MapLUpyT, [OBEPEHHbI KaHan,
pasfeneHve faHHbIx. Knacc FCS npumeHstoT, korga OO umeeT Kpuntorpaduyeckne yHKLUN, KOTOPble MOTYT ObiTb
peannsoBaHbl annapaTtHbIMKU, NPOrpaMMHO-annapaTHbLIMKU U/UAN NPOrpaMMHbLIMK CPeACTBaMU.

Knacc FCS cocTout u3 aByx cemeiict: FCS_CKM «YnpasneHue kpuntorpaguyeckumu knodamm» n FCS_COP
«KpunTorpaguyeckue onepauuu». B cemeiictee FCS_C'KM paccMoTpeHbl acrekTbl yrpaBneHus Kpuntorpaguyecku-
MU Kntoyamu, Torga kak B cemeiictee FCS_COP paccMOTpeHO nNpaKTM4Yeckoe NPUMeHeHWe aTuX KpunTtorpaguyec-
KVX KNOYei.

[Ockomrrostwmsa knacca FCS Ha cocTaBfiftoLMe ero KOMMOHEHTbI MoKasaHa Ha pucyHke [.1.

[na Kaxgoro MeTtoda redHepaumu  Kpun-

Torpamuecknx knwoueid, peanmsoraHHoro 8 OO.
asTopy [13/3b cnefyeT NPUMEHWTb KOMMOHEHT
FCS.CKM.I.

[lna Kaxgoro mMetosna pacrnpegeneHuns Kpun-
Torpathmyeckmx Knawueid, peanusoBaHHow B OO,
asTopy M3/36 cnefyeT NPUMEHUTb KOMMOHEHTbI
FCSCKM.2.

[ns Kaxgoro mMetoda focTyna K Kpunrorpa-
(h1yeckMM Kouam, peannsosaHHoro B OO. aB-
Topy M3/3B cnegyeT NPUMEHUTb KOMMOHEHT
FCS_CKM.3.

[ns Kaxaoro MetoAa YHUUTOXEHWUS KpuM-
Torpajmyecknx Kntuen, peannsosaHHoro 8 OO,
asTopy [13/3b cnefyeT NPUMEHWUTb KOMMOHEHT

FCS_CKM 4. . PucyHok [1.1 — flekomnosuuunsa knacca «Kpunrtorpaduueckas
[na Kaxpgoi n3 KpunTorpagpuyeckux orrepa- MoffepXKKa™

(o1}
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LWiA, peann3oBaHHbIX M0 0. TakMX Kak LM(poBaH MOAMMUCh, LIM(POBAHUE AaHHbIX, COrNacoBaHue Kuel, XaWwmnpo-
BaHuWe U T. 4,, aTopy M3/36 cnegyeT npumeHnTb KoMnoHeHT FCS_COP.I.

KpunTtorpaguyeckne ¢yHKLNOHaIbHbIE BO3MOXHOCTW MPUMEHMUMbI ANS AOCTUMXKEHUA Leneil 6e3onacHocTy,
cneyudmumpoBaHHbIX B knacce FCO. a Takxke B cemeiictBax FDP_DAU, FDP_SD1. FDP_UCT. PDP_UIT, FIA_SOS,
FIA_UAU. Bcnyuae, Korfa kpuntorpaduyeckne GpyHKLMOHaNbHbIE BOSMOXHOCTW UCMOMb3YIOT /15 AOCTVKEHUN Lie-
neil 6e30MacHOCTY W3 APYrMX KNaccoBs, Lienu, TpcOytolwme NPUMeHeHUS KpUNTorpagmyeckmx CpeacTs, cneyuduumnpy-
10T B OTAENbHbIX KOMMNOHeHTax. Llenn knacca FSC cnegyet yunTbiBaT b, KOrja NoTpedbutenn HyxaaroTcs B KpunTorpa-
(hnyecknx PyHKLMOHaNbHbIX BO3MOXHOCTAX OO.

0.1 YnpasneHue kpuntorpapuyeckummn kntovammn (FCS_CKM)

3ameyaHus ATA M0Sib30BaTeNs

KpunTorpamyeckummn KnrovamMmm Heo6xoMMO YNpasnsTh Ha NPOTSXKEHNN BCEro UX CYLLECTBOBaHNA. OCHOBHbI-
MW 3Tanamy XW3HEHHOTO LMKa KpUnTorpaguueckux Kntoueil ABNAIOTCA: reHepauus, pacnpefeneHue, BBoj B Aei-
CTBME. XpaHeHWe, fOCTYN (Hanpumep, K pe3epBHOMY KOMUPOBAHMWIO, Nepefadye Ha XpaHeHWe, apxusauuu 1 BocCTa-
HOBJIEHNIO) W YHUUTOXEHWE.

0O653aTenbHO NPUCYTCTBYIOT TPU CTaAMM: TeHepaLns, XpaHeHe 1 yHUUTOXeHNe. Hannune fpyrux ctaguii 3asu-
CWUT OT MPUHATON cTpaTerun ynpasneHns kKnoyamm. Mockonbky OO HC 0653aTeNbHO MCMOMb3YHOT Ha BCeX aTamax
XW3HEHHOTO LWKNa KAIOYER, TO UM MOXET BbIMONHATLCA, HaNpUMep, TOMbKO reHepauus U YHUUTOXEeHWe KpUMnTor-
pauyecknx Kntoyei.

CewmeiicTBo FC'S_CKM npefHaszHauyeHO Ana NoAgepXKu XU3HEHHOrO HUKMAa 1 NO3ToMy onpefenseT Tpebosa-
HUS K CNefytowumM feiiCTBUAM C KpUNTorpadMyecknuMmn K4amun: reHepauus, pacnpefeneHue, JOCTYN K HAM U UX
YHUUTOXEHME. 3TO CeMecTBO cnefyeT NCMNOMb30BaTh B CAyYasaX, KOrfa UMetTcs yHKLMOHanbHble Tpe6oBaHns yn-
paBfieHns KpUNTorpahuyeckKuMmn Kaoyamu.

Ecnn B M3/36 BKNtOYEH KOMMOHEHT ceMeiicTBa FAU_GEN «[leHepauus fAaHHbIX ayauTa 6e30nacHoCTU», TO
ayauTy cneflyeT noAsepratb co6bITUA, CBA3aHHbIE C:

a) aTpmbyTamy 06beKTa, KOTOpble MOTYT COAepXaTb CBEAEHMS O MOMb30BaTeNe 4aHHOro KpunTorpaguyeckoro
KNtoYa, paTy Monb3oBaTens, KpUNTorpaguyecknx onepauusx, B KOTOPbIX WCMOMb3yeTcA [faHHbIA  Kpun-
TorpaMyecknin KoY, naeHTUdUKaTope KpUnTorpaguyueckoro Kava n ero cpoke AencTems;

6) napameTpamMu 06bekTa, BKMKOYAsA 3HAYEHWS KPUFTTOrpauMycckoro Kntoua (Kaoueid), 3a UCKIKOUYEHWEM Nt0-
6011 YyBCTBUTENbHON WH(OPMALMM, HAMPUMEP CEKPETHBLIX MW MPUBATHBIX KPUMTOrpaguyueckux Ktouei.

Lns reHepauum KpUNTorpagmyecknx KUein 06bI4HO UCMONbL3YHOT CyyaliHble Yucna. Toraa Bmecto FIA_SO$.2
«["eHepauus cekpetoB PEO* cnegyet ncnonb3osarb KOMNoHeHT FCS_C*KY1.l. KomnoHeHT FIA_SOS.2 crnegyet npu-
MeHATb. KOrfja reHepauus cnyyaiiHbix uncen TpebyeTcs ANs MHbIX Lenei.

FCS_CKM.| TeHepauus Kpuntorpaguyecknx Kouei

3ameyaHua Mo NMPUMEHEHWUIO [N Mo/b30BaTeNs

KomnoHeHT FCS_CKM.| copepxuT Tpe6oBaHUsA MO ONpeseneHnto AnnHbl KpUnTorpaduyecknx Knoyeid n me-
TO/a UX reHepawmm, YTo MOXET BbITb CAeNaHo B COOTBETCTBUW C HEKOTOPLIMU MPUHATLIMKU CTaHAapTaMu. Ero cnegyet
1CMONb30BaTb 15 ONpefeneHuns ANHbI KpUnTorpaduuecknx Knoyeid n metoga (T. €. anroputma) ux rerepauuun. A7a
OAHOTO U TOrO e MEeTOfAa U HCCKATbKHX 3HAYeHWUIA ANMHbI KNOYa 3TOT KOMMOHEHT TpebyeTcs MCMNONb30BaTh TONLKO
04VH pa3. AnnHa Kya MOXET ObiTb OAHOW 1 TOM XKe WU pasHOi ANS pasnMyHbIX CYLLHOCTeN, a Takxke 6biTb 1M60
BXOAHbIM, NMMBO BbIXOAHLIM 3HAYEHWEM anropuTMa.

Onepatiym

HasHaueHue

8 FCS_CKM.1.1 aBTopy H3/3B cnegyeT onpeAenuTtb, Kakoii anroputM reHepaumy KpunTorpauyeckmx K-
yeld ByaeT NCnonb3oBaThCs.

B FCS_CKM.1.1 asTopy H3/3B cnegyeT onpefennTb, Kakoi AAWHbI KpUnTOrpaguyeckne Koun 6yayT mc-
nonbloBarbca. Cnegyet, uTobbl A/IMHA KNtoYa COOTBETCTBOBANA BbIGPaHHOMY airoOpuUTMy 1 NpegrnonaraeMomy nprmeHe-
HUIO K/THoYa.

B FCS CKM.I.1 asTopy M3/3B6 cnegyeT onpefenuTb CTaHAApPT, KOTOpbI/i yCTaHABNMBAeT METON reHepaLumm
KpunTorpaguuecknx Kntoyein. Mpy aToM MOXHO Kak CCblNaTbCs, Tak U He CCbINaTbCA Ha OAMH WAWN HECKOMbKO ony6nu-
KOBaHHbIX CTaHAApTOB, HanpUMep Ha MeXAyHapofHble, rocyapCTBEHHbIE, OTPACcNeBble UN CTaHAAPTbI NPeanpuaTUS.

FCS_CKM.2 PacnpegeneHune KpunTtorpauyeckux Kiouel

3ameyaHus Mo NMPUMEHEHWUIO [/1A MO/b30BaTeNA

KomnoHeHT FCS_CKM.2 copepxuT Tpe6oBaHWe onpefefieHUs MeToda pacnpefefieHns Knwuei, KoTopbli
MO>ET COOTBETCTBOBaTL HEKOTOPOMY MPUHATOMY CTaHAapTy.

Onepatiym

Ha3HauyeHune

B FCS_CKM.2.1 aBTopy M3/36 cnegyeTt onpeaenuTb, Kakoii MeTOA MCMONb3yeTcs ANA pacrnpeseneHns  Kpum-
TOrpacuyecknx Ktouei.
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B FCS_CKM.2.1 aBtopy M3/36 cnegyeT OnNpefenuTb CTaHAapT, KOTOPbIA yCTaHaBAMBAET METOZ pacrnpesene-
HUA  KpUNTOrpapuyecknx Koyei. Mpyn aTOM MOXHO Kak CCblNaTbCsl, TakK WU He CCbINaTbCA Ha OAMH WM HECKO/bKO
ony6/IMKOBaHHbIX CTaHAapTOB, HampuUMep Ha MeXAyHapofHble, rocyapCTBEHHbIe, OTpPacneBble WM CTaHAapTbl Npea-
npuATUS.

FCS_CKM.3 [JocTyn K KpunTodadHUYCCKMM Kitoyam

3ameyaHus Mo NPUMEHEHWUIO A1 MO/b30BaTENA

KomnoHeHT FCS_CKM.3 cogepxuT TpebosaHue onpefeneHns MeToda A0CTyna K KpUnTorpapuueckum Kio-
4yam. KOTOPbIi MOXET COOTBETCTBOBaTb HEKOTOPOMY MPUHATOMY cniRnapiy.

OnepaLuiu

HasHauveHue

B FCS_CKN1.3.1 aBTopy 3/3b cnegyeT OnNpeaenuTb UCMOMb3yeMbIA TUM AOCTyna K KpUNTOTpaduyecKum
Knoyam. MpumepaMu onepaumii ¢ KpUnTorpahnyecKMMmM Ktoyamu. K KOTOpbIM NpeaocTaBnseTcs [OCTyn, ABAAtoTea (HO
HC OrpaHnyMBaOTCA UMK): Pe3epBHOE KOMMPOBaHWE, apXMBKUPOBaHMe, Mepefada Ha XpaHeHve U BOCCTaHOB/EHME.

B FCS CKM.3.1 aBTopy M3/3b cnepyet onpeaenutb, Kakoii MeTog 6yfeT ncrnonb3oBaThes 414 4ocTyna  Kpun-
TorpamueckuM Koyam.

B FCSCKM.3.1 astopy H3/3B cnemyeT onpeaenutb CTaHAApT, B KOTOPOM OMWCaH WCMOMb3yeMbliA MeTOf
[OCTyna K KpuntoTpaguueckum Knroyam. Mpu 3TOM MOXHO KaK CCbINaTbCs, TaK UM HC CCbINAaTbCA Ha OAWH WM HECKO/b-
KO 0ny6/IMKOBaHHbIX CTaHA4apTOB, HanpuMmep Ha MeXAyHapoaHble, roCcyjapCTBEHHbIe, OTpac/eBble UM CTaHAaPTbI NPes-
npuATHS.

FCS_CKM.4 YHUYTOXEHWNE KpUMTOrpatnyecknx Kirouelt

3aMeyaHusa Mo MpuUMeHEeHWIo Ana nosb3oBarens

KomnoHeHT FCS_CKM.4 cofepXuT Tpe6oBaHWe onpejeneHns MeTofa YHUUTOXEeHUS KpUNTorpauyeckmx K-
Yeid. KOTOPbIA MOXET COOTBETCTBOBATb HEKOTOPOMY MPUHATOMY CTaHAApTy.

Onepavuu

HasHayeHune

B FCS CKM.4.1 astopy M3/36 cnepyeT onpefennTb, Kakol MeTog OyAeT MCNONb30BaH 418 YHUUTOXEHWS
KpUnTOrpagnyeckmx Kioye.

B FCS_CKM.4.1 aBTopy M3/36 cnegyeT onpefenvTb CTaHAapT, KOTOPbIA ycTaHaB/IMBaeT METOA IMKBUAALMN
KpunTorpaguyeckmx Kmoyeid. Mpu aToM MOXHO Kak CCblNaTbCs, Tak U He CCbINaTbCA Ha OAUH UMM HECKOMbKO ony6iu-
KOBaHHbIX CTaHAapTOB, HaMpuUMep Ha MeXyHapofHble, roCylapCTBEHHbIe, OTPAC/eBble UAW CTaHAapTbl MPeAnpUATHS.

0.2 Kpuntorpaguueckue onepaumu (FCS COP)

3ameyaHuu 19 nonb3osaTens

Y KpHNTO3pathMucCKoi onepaLumy MOryT 6biTb OAUH WU HECKONBKO KPUNTOrpa(uuecknx pexmmoB onepaLum,
accouuMMpoBaHHbIX C Hell. B aToM cnyyae ero (Mx) Heo6xo4MMO onpeaenuTb. MpuMepamy KpUnTOrpathnyecknx pexu-
MOB Onepauuii ABNAIOTCA CLenneHne 610K0B 3allM(PPOBAHHOTO TEKCTa, OCYLLECTB/IEHNE 06PATHON CBA3N MO BbIXOAY,
NPYMeHeHNe 3N1eKTPOHHON KHWUTM KOZ0B U OCYLLeCTBeHNe 06paTHON CBA3M MO 3aM(pPOBaHHOMY TEKCTY.

Kpvintorpadgwvyeckne onepawmy MOryT UCMONb30BATbCS 418 NOAAEPXKKN OAHOR UM HECKONbKNX (DYHKLMIA 6e3o-
nacHocT OO. MOXeT BO3HUKHYTb HEO6XOAMMOCTb B Tepanuax KomnoHeHTa FCS_COP B 3aBMCMMOCTY OT:

a) MpWKNagHoM nporpaMmbl NOAb30BATENSA, AN KOTOPOW NOHagobunack faHHas QyHKLMS;

6) NPMMEeHEHNs paxLYHbIX KPUNTOrpaduuecknx anroputMoB U/Mnn AnvHLE KPUNTOrpaguUecKnx Koyei;

B) TMNa WK YyBCTBUTEILHOCTU 06pabaTbiBaeMblX AaHHbIX.

Ecnn B M3/36 BkNtoyeH KoMnoHeHT cemeiictBa FAU/GEN «[leHepauus faHHbIX ayfTa 6e3onacHocTu», To
ayauTy creflyeT nogseprartb cobbITUS, CBA3aHHbIE C:

r) TMNamMu KpunTorpapuuecknx onepawmnii, K KOTOpPbIM MOTYT OTHOCUTbCA TeHepauus w/vnm Bepudukaunus
LM(POBbLIX NOAMMUCENA, FeHepaLums KpUNTorpauyeckux KOHTPO/bHbIX CYMM Ans 06ecneqeHms LenocTHOCTU n/unn
BEPU(MKALIMN KOHTPO/IbHBIX CYMM, X3LLUMPOBaHUe (BblUMCNEHMe X3Ll-06pa3a coobLeHns), 3awmndpoBaHne n/unm
paclungpoBaHne AaHHbIX, 3alndpoBaHne N/MNM paclungpoBaHe KPUNTOrpahuyecknx Ktueii; cornacoBaHue Kpun-
TorpajmMueckux Knroyeid 1 reHepauus cnyyvaiHbIX Yncen;

o) aTpubyTamm cy6bekTa, KOTOpble MOryT BKIKOYaTb B Ceb6S Kak ponn Cy6beKTOB, Tak U NOMb3oBaTenei,
acCcoLMMPOBAHHbIX C 3TUMU CyObeKTamu;

c) atpubyTamu 06bekTa, KOTOpble MOryT BK/KOYaTh B Ce6A CBefieHNs O NoMb30BaTeNAaX KpunTorpatmnyeckoro
K/KoYa, PoNK Mosb30BaTens, KpUnTorpaduyeckoil onepauymu, ans KOTOPOA MCMOMb3YETCH [aHHbIA KoY, MAEHTU-
(hmKaTope KpUNTOrpaguyeckoro Kno4a n Cpoke ero AeincTsus.

FCS_COP.l Kpunto:padHUCCKHC onepauuu

3amevaHusa No NPYMEHEHNIO A/19 M0o/b30BaTesA

B 3TOM KOMMOHEHTe coaepxarcs TpeboBaHUSA YKa3aHWS KpUNTOrpaguueckux anroputMoB W AAMHbI KNHOYel,
UCMOMb3yeMbIX NPV BbIMOJIHEHUW OMNpeAenseMbIX  KpUNTorpauMyecknx Onepaumii U OCHOBaHHbLIX Ha HEKOTOPOM
NPUHATOM CTaHaapTe.

Onepauun
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Ha3HauveHue

B FCS COP.I.1 aBTopy M3/3B6 cnepyeT onpefenuTb BbINOHAEMblE KpUNTOrpaduyeckme onepauun. TUNUYHbI-
MU KpUNTOrpathnyeckKUMy Ornepaumamn ABNAKOTCA FeHepauus W/HAH BepuduKaums LygpOBbIX NOAMUCEN, reHepauws
KpUNTOrpaMyecknx KOHTPObHbIX CyMM Ans obecrneyeHns LenocTHOCTW W/MAN BepHAMUKAUWH KOHTPOMbHBIX CYyMM,
6e3onacHoe X3lMpoBaHue (BblUMCeHMe X3ll-06pasa coobLleHuns), 3alndpoBaHue W/HAW paclindpoBaHue AaHHbIX,
TallH(poBaHMe W/HAW paclundpoBaHMe KPUNTOrpauyeckmx KKuel, cornacoBaHue KpUNTOrpaguueckux Kouein un
reHepauma cnyyvaiHbix yncen. Kpuntorpaguueckme onepauyy MOryT BbIMOMHATLCA C JaHHbIMU KakK Mo/b3oBaTens, Tak
H ®BO.

B FCS_COP.I.I aBTopy M3/36 cnefyet onpeaenntb, Kakoin Kpuntorpaguueckuii anroputm GyAeT MCNonb3o-
BaH. O6bIYHO NpUMEHAIOT anropuTMbl Tuna DES, RSA. IDEA, HO MOryT UCNO/b30BaTbCsA U Apyrue.

B FCS_COP.1.l asTopy H3/3b cnegyeT onpefennTb, Kakoi AMHbI KpunTorpaduyeckue Koy 6yayT NCrosb-
30BaTbCA. Heobxoaumo, 4Tobbl fIMHA Ktoua COOTBETCTBOBANA BbIGpaHHOMY anropuTMy W npegronaraeMomy nprmeHe-
HUIO K/THOYa.

B FCS_C'OP.1.1 aBTopy M3/3b cnepyet cneundumumMposaTts CTaHAAPT, B COOTBETCTBUM C KOTOPbIM BbIMOMHAKOT-
CA MOEHTUPMLMPOBaHHbIE KPUMTOrpaduyeckne orreparrin. Mpu 3TOM MOXHO Kak CCbINaTbCsl, TaK U He CCbINaTbCs Ha
OAHW WM HECKONbKO OMy6/MKOBaHHbIX CTaHAapTOB, HaMpUMepP Ha MeXAyHapoAHble, rocyfapCTBEHHble, OTpacnesble
WM CTaHAapTbl NPeanpuaTus.

NMPNNOXEHWE E
(cnpaBoyHoe)

3awmTa gaHHbIX nonb3osarens (FDP)

Knacc FDP copepXuT cemeiicTBa, onpefenstowe TpeboaHus K gyHKUuaMm 6esonacHocTv 00 1 nonuTukam
hyHKUmMi1 6e3onacHocTM OO. cBA3aHHbIM C 3aLUUTON AaHHbIX MOMb3oBaTens. ATOT knacc oTanyaetcs ot FIA n EPT
TEM. YTO OnNpepensieT KOMMOHEeHTbI /1A 3aWnTbl AaHHbIX MOMib30BaTens, TorAa kak FIA onpefenser KOMMOHEHTbI
[N8 3alnTbl aTprbyTOB, acCOLMMPOBaHHLIX C Nofb3oBaTeneM, a FPT —pansa 3awutbl nHpopmauum ®BO.

3TOT KNacc He COLEPXMT ABHOTO TpeboBaHUA «MaHAAaTHOro ynpaeneHus goctynom» (Mandatory Access Controls
— MAC) HH TpaguLMOHHOTO *' AUCKPeLMOHHOro yrpaBneHus goctynom™* (Discretionary Access Controls — DAC):
TEM HC MeHee Takue TpeboBaHWS MOry4 6biTb BbIPaXEHbI C UCMOMb30BaHWEM KOMMOHEHTOB 3TOr0 Knacca.

Knacc FDP HC KacaeTcs iBHO KOH(UAEHLNaNbHOCTY, LeNOCTHOCTU UK LOCTYMHOCTU, Yallle BCEro coyertaro-
LMXCA B MOAMTMKE W MexaHu3max. Tem HC meHee B M3/36 nonutuky 6esonacHoctn OO Heob6Xxo4MMO afieKBaTHO
pacrnpocTpaHnUTb Ha 3TV TPU Lienw.

3aKounNTeNbHBIM aCMeKTOM 3TOro Kfacca fABASeTcA TO, Y4TO OH creuuduuupyeT ynpaaTCHWUC [OCTYNOM B
TepMUHax «ornepayuii». «Onepauus» onpeaenseTcs Kak cneyuguyeckuii Tun 4octyna K KOHKpeTHOMY 06bekTy. B 3aBu-
CUMOCTYM OT YPOBHS abcTpakLmy onucaHus aBTopom M3/3b aTuX onepauuii, OHN MOTYT ONPeAeNnATbCA KaK «YTeHVe»
n/Mnn «3anuce™ nam Kak 6onee CNOXHble OMNepaLumn, Hanpumep «06HOBIEHNE Ba3bl JaHHbBIX».

HatuTtukn ynpasneHus fOCTYNOM OMpPeAensoT JOCTyN K XpaHunuLwam nHhopmauun. ATpubyTbl NpesCcTaseHsbl
aTpubytamn mecTa xpaHeHusi. Kak TONbKO MHGMOPMALMA cYMTaHa M3 XpaHWAWLa, N1LOo, UMetoLee AOCTYN K Hel,
MOXeT 6eCKOHTPO/ILHO MCMO/Mb30BaTh 3Ty MH(OPMaLMIO, BKOYAA ee 3amuCb B Pas3fMyHble XpaHuauwia ¢ Apyrumu
aTpmbytamu. HanpoTus, NOAMTUKM yrpaBneHns UHHOPMaLMOHHbIMW NOTOKaMU KOHTPOAMPYIOT AOCTYN K MH(opMa-
LKW, He3aBMCUMO OF MecCTa ce XpaHeHus. ATpubYTbl MH(OpPMaL MK, KOTOPbIE MOTYT ObITb (UMK He 6bITb, Kak B Cyyae
MHOTOYpOBHeBbIX 6a3 AaHHbIX) acCOLMMPOBaHbl C aTpubyTamMn MecTa XpaHeHWs, ocTaloTcs ¢ MHGopmaLmeli npu ce
nepemMelleHun. Monyyatens Aoctyna K MHGOpPMaLMKU He WMMeeT BO3MOXHOe™ W3MeHATb ce aTpubyTbl 6e3 ABHOro
paspeLleHus.

Knacc FDP Hc paccmaTpuBaeTCA Kak MosiHas TakCOHOMMSA MOMUTUK ynpasfieHus goctynom WT. NOCKobKy
MOTYT 6bITb MpeA/ioKeHbl UHble. Clofa BKKOYEHbI TC NOAMTUKK, ANS KOTOPbIX cneuyudukauuns TpeboBaHii 0OCHOBaHa
Ha HaKOMIeHHOM OMblTe NPUMEHEHNS CYLLECTBYIOLNX CUCTEM. BO3MOXHbI 1 Apyrue opMbl [OCTYNa, KOTOPble HC
YUTeHbl B UMeOLLMXCS POPMYNNPOBKaXx.

Tak. MOXHO NpefcTaBuTL cebe 3afady UMeTb Crocobbl YrpasieHun MHHOPMALIMOHHBIM NOTOKOM, OMpejesnse-
Mble Mofb3oBaTeneM (Hanpumep, peanusyioLime aBTOMaTM3POBaHHY0 06paboTKy MHGopMaLum «He A5 NOCTOPOH-
HUX*). T0J06HbIE MOHATUA MOTN Bbl ObITb YUYTEHbI NYTEM YTOUYHEHWUS W PaCLUMPEHUS KOMMOHEHTOB knacca FDP.
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HakoHel, Npu paccCMOTPEHUN KOMMOHEHTOB Knacca FDP BXHO MOMHWTb, YTO 3TW KOMMOHEHTbI COAEpKaT
Tpe6oBaHUs AN (DYHKUMIA, KOTopble MOTYT GbiTb peann3oBaHbl MeXaHU3Mamu, KOTOpble CMyXaT WAy MOran 6bl

CNYXWUTb W ANA [pYruX Leneid. Hanpyumep, BO3MOXHO (hOpMUpOBaHUe NONTUKK ynpasnenus goctynom (FDP_ACC).
KoTopas ucnonb3yetr MeTkn (FDP_IFF.I) Kak OCHOBY Ans MexaHW3Ma yrnpasieHWs [OCTYNOM.

Monutuka 6esonacHocT OO MOXET COAepXaTb HECKOMbKO NONMTUK (hyHKLMA 6esonacHocTh (M®PB). kaxaas
us KOTOPbIX OyAeT NAEHTUDMLMPOBaHa KOMMOHEHTaMM [1ByX OPUEHTUPOBAHHbIX Ha NONUTUKK cemelicTB FDP_AC'C «
FDP_IFC. 3Tn nonutukn 6yfAyT, Kak npaBuio, YNuTbiBaTb aCNeKTbl KOH(MUAEHLMANbHOCTY, LIeIOCTHOCTW W 40CTYN-
HOCTW TaK. Kak 3To noTpebyeTcs AnA YAOBNeTBOpeHWs Tpe6osaHuii K OO. CnesyeT no6ecnokKouTbCs, YTOObI Ha
KaX bl 06bEKT 0653aTeIbHO PacnpoCcTpaHAnach No MeHbLUel Mepe ofHa M®Bb 1 4yT06bI NPY peanu3aLmmn pasanyHbIX
M®Bb HC BO3HWUKaNN KOHMAUKTbI.

Jekomnosnunsa knacca FDP Ha cocTaBnstoLMe ero KOMMOHeHTbI NpuBeAeHa Ha pucyHkax E.l n E.2.

3wrTan e H 1 nofbleKTansi

POP_/1CC MonutnkayTtpaansHms qOC | n
Ty™ L A1

FDRACF ywcyw foBn6L s goc-
TYrom
FDPIMLI AynHndguexos M M X 3 I I 3 L'-I 3

K3

FDP_tIO Aetapr gatbix dlrptgtm
AblkTwadPbO

FDP_FC MOLWTLLM YTP<LLIK*S nHop- \a\ \n\
mMUMOTbaM MoTeNsIMm | "1 *

FDP FF ®yHkuymn yTLLIIOHMIA W4dhcp- A E
— yMauHuu noracsat 4

43

PucyHok E.1 — lekomno3numa knacca «3alimTa AaHHbIX Nosb30BaTess»

Bo Bpems paspa6oTku 113/36 ¢ ncnonb3oBaHWeM KOMMOHEHTOB knacca FDP mpu ux mpocmoTpe v Bbl6ope
Heo6X0MMO PYKOBO/CTBOBATLCA CMEAYIOLUM.

TpeboBaHusa knacca FDP onpefeneHbl B TepMyrHax QyHKLuiA 6e3onacHocTu (PE), koTopble peanusytoT M6,
Mockonbky OO MOXeT 04HOBPEMEHHO cnefoBaTh Heckonbkum M®E. asTopy M3/36 HE06X0AUMO AaTb Kaxaolh u3
M®db Ha3saHWe, Ha KOTOPOe MOXHO CCblnatbCs B Apyrux CemelicTBax. 9T0 Ha3BaHWe OyAeT 3aTeM UCHATb30BaTbCH B
KaXA0M KOMMOHeHTe, BblGpaHHOM /17 OMNpeAeneHns YacTu TpeboBaHWA AnA COOTBETCTBYHOLWEA DYHKUWMU. 3ro no-
3BONSAET aBTOPY JIErKO yKasaTb 061acTb AeiiCTBMSA, HanpumMep 0XxBaTbiBaeMble 06BLEKTLI U Onepauun, YNoIHOMOYEH-
Hble Mo/b30BaTeNUN UT. [,

Kak npasunio, Kaxaoe 0TobpaxkeHne KOMMNOHEHTa MOXeT UCMO/b30BaTbCA TOMbKO ANv 0fHOW MPE. MosTomy,
ecnu MN®b cneynuumrposaHa B KOMNOHEHTe, TO OHa Oy/eT NpYMeHeHa BO BCeX anemaHax 3Toro KOMNoHeHTa. 3Tu
KOMMOHeHTbI MOryT oTobpaxaTtbcs B [13/36 HECKONbKO pa3. ecin XenatenbHO Y4ecTb HECKOMbKO MOMUTHUK.

Kntouom K BbI60PY KOMMNOHEHTOB 13 3TOr0 CeMeCTBa ABNAETCA HanMuue MOMHOCTbIO ONpeAeneHHoNn NonnTu-
k1 6esonacHocT OO. obecneynBatoLeii NpaBubHbIA BbIGOP KOMNOHEHTOB 13 cemeiicTe FDP_ACC n FDP_IFC. B
FDP_ACC u FDP_IFC npucBavBatOT UMsi COOTBETCTBEHHO KaX/[j0i1 NOMMTUKE YNpaBieHns 4OCTYNOM UK MH(OpMa-
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WKOHHbIMW NoToKaMu. Kpome Toro, atu

3aupiragaHLUT noabMLLINans KOMMOHEHTbI OMpefenstoT cyGbekThl,
06bEeKTLI U OMepauunm, BXoasuive B 06-

NacTb AeiicTBMA COOTBETCTBYIOLLEN (YH-

I_I/l Kumumu 6esonacHoctu. Mpegnonaraercs,

FDP_{TC VMNOpTA bl bl rpanara UTO MMEHA 3TUX NONNTMK BYaYT UCMOSb-
nBiicTad B0 30BaThCsA MOBCEMECTHO B TeX (YHKLMO-

Ha/IbHbIX KOMMOHEHTax, KOTopble UMe-
10T OnepaLuio 3anpalumnBatoLLyto Ha 3Ha-
yeHne unu Bblbop «I1®E ynpasneHus
poctynom* u/mnu "M®OB ynpaBneHus
MH(OPMaLMOHHbIMK noToKamuy. Mpa-

r BUNA. KOTOpble OMNpefensoT MyHKLKo-
Ha/lbHble BO3MOXHOCTU VMMEHOBaHHbIX
FTSP_ITT Mepepava a npeaenax 00 r1®b ynpaBneHus [OCTYNOM WU WH-
(hopMaLMOHHBIMK NOTOKamu, BygyT yc-
TaHoB/EHbI B cemelicTBax FDP_ACF u
FDP IFF coOTBETCTBEHHO.
Hwuxe npusefeHa pekoMeHyemas

FilA'y fivR wieynfpardl e i @s | 7 nocnefoBarte/lbHOCTb MPUMEHEHUS 3TO-

L ro knacca npu noctpoeHun M3/36, aTa
uero HeobXxoAuWMO WAEHTUHULMPOBATD
cnegytolLee.

a) OcyulecTBnseMble MOANTUKMA,

FDP_RQL Oner 1 2
npumeHus cemeiictea FDP_ACC un
H FDP_IFC. 3Tu cemeiicTBa onpefensioT
LA

-| FOP_sa uenoctHocTb el bux fasmpx 06M1acTb AeiicTBUA Kaxaol MonMTUMKY,

YpOBeHb AeTannsayun ynpasnieHUsa u

FDPJUGT Saymna IoHaAaTMOrbHOET! AM A H I/I “n”p‘;;mg@engwga”j;;‘;gf;T;m“;eK_mpb'e
- [ rlonAtoa/irera npu Nepejaa Mamioo 6 o 6) Tpebyemble  KOMMOHEHTHI,
nocne Yero BbIMONHUTL BCE NPUMEHSe-
Mble OMepauuy B KOMMOHEHTax, OTHO-
CAWMXCA K nonmTukam. Onepayun Ha-
FDP_UIT 3aura LanooTHOCLL AaHHbIX 3HaYeHWs MOTyT BbINOMHATLCH KakK B
TXbaooeTTa |pAarspagm vaxiy P50 06061eHHOM BuAe (Hanpumep, «Bce
haiinbl*), Tak U KOHKPETHO («daiinbl
_E H 3 «A», *B» N T. fj.) B 3a8BUCMMOCTM OT YPOB-

HA feTanusauuu.
PucyHok E.2 —/[lekomno3nums knacca «3awnTa AaHHbIX M0/b30BaTeNs» B) Bce npumeHseMble KOMMOHEH-
(npogomkeHue) Tbl. OTHOCALWMECH K PYHKLMAM, U3 CC-

mciicte FDP_ACF n FDP_IFF, cBsidaHHble C MMeHOBaHHbIMW MonuTukamu u3 cemelicte FDP_ACC u FDP_IFC.
BbINOMHNTL ONepaymm, YTobbl MOAYyUYMTb KOMMOHEHTBI, OMpeAenatoLme npasuna aTux NonnTuk. Cneayet oTpasuThb B
KOMMOHeHTax TpeboBaHUM K BbIGpaHHbIM (YHKLUMAM, KaK MOAHOCTbIO CPOPMYNNPOBaHHbIE, TakK U Npefnonaraemble
(koTopble 6yayT 3aBeplueHbl B 3B).

r) Tex. KoMy b6yfeT npegocTas/ieHa BO3MOXHOCTb YNpaBneHus atpubytamm GyHKLmMiA 6e30NacHOCTW U UX 13Me-
HeHWs, HanpuMep TOMbKO aAMUHUCTPATOPY 6e30MacHOCTH, TONbKO Bnagenbly 06bekTa 1 T. 4., NOCne Yero BblbpaTh
COOTBETCTBYHOLLME KOMMOHEHTbI U3 Knacca FMT «YnpasneHne 6e30MacHOCTbIO» W BbINOAHWUTL B HUX Onepauun. 3hech
MOTYT 6bITb NONE3HbI YTOYHEHNS A8 MAEHTU(MKALUM HEJOCTAIOLLMX CBONCTB, HAaNpUMep HEKOTOpble WK BCe n3Me-
HEHNS HeobXOAMMO BbIMOMHATL TOMLKO C UCMO/b30BaHWEM AOBEPEHHOr0 MapLupyTa.

[) Bec noaxoasime KOMNOHeHTbI Knacca FMT, Heo6xoguMmble Ans cneuuduKaLmm HadanbHbIX 3HAYeHUA Ho-
BbIX 06BEKTOB M CYy6bEKTOB.

c) Bce komnoHeHTbl cemeiictBa FDP_ROL. npuMeHsiemMble AN 0TKaTa K MpejLecTByOLeMYy COCTOSHUIO.

%) Bce Tpe6oBaHusa 13 cemeiictea FDP_RIP. npumeHsieMble ANns 3aWuUTbl OCTaTOMHON MH(OpMaLmu.

1) Bce KOMNOHEHTbI M3 cemeiicTe FDP_ITC u FDP ETC, ucnonb3yemble npu MUMMOPTE WU 3KCMOPTE faH-
HbIX. YKa3aB, Kak crefyeT obpawiatbCa npu 3ToM € aTpubytamu 6e30nacHoCTm.

K) Bce Mcnonb3yemble KOMMNOHEHTbI, OTHOCALLMECH K BHYTPEHHUM nepegadam (X). u3 cemeiictea FDP_ITT.

n) TpeboBaHWs 3alIMTbl LENOCTHOCTU XpaHUMOW uHdopmayun n3 FDP_SDI.

M) Bce npuMeHsieMble KOMMOHEHTbI, OTHOCALLMECS K Nepefade faHHbIX Mexay ®BO. n3 cemelicte FDP_UCT
nm FDP UIT.

E.1 NMonutuka ynpasnenuns goctynom (FDP ACC)
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B ocHoBy cemeiicTBa FDP_ACC nonoXxeHa KOHLenuusa npou3Bo/ibHOro ynpasneHus B3aMMoeiACTBMEM CYObeK-
TOB 1 06beKTOB. O6nacTb U Leb ynpasneHus onpefenstotcs atpubytamu nonydarens npas goctyna (Cy6bekTa),
aTpubytamn XpaHunuLia AaHHbIX, K KOTOPOMY MpegocTaBnseTcs focTyn (06bekTa), AeicTBuAMK (onepaumsamu) u
accouMnpoBaHHbIMU NpaBuiamMn YNpasieHUsa AOCTYMOM.

3amevaHua An1a nonb3osaTens

KOMMOHEHTBI 3TOr0 cemeiicTBa faldT BO3MOXHOCTb MAeHTUdMKauum (no nmeHun) MdB ynpasneHus gocty-
MOM. B OCHOBE KOTOPbIX 1eXKaT TPaguLMOHHbIE MeXaHU3Mbl ANCKPELMOHHOro ynpasneHus goctynom (DAC). B cemei-
CTBE ONpefensatoTcs Cy6beKTbl, 06bEKTbI U OMepauun, KoTopble BXOAAT B 06/1acTb AeiCTBUS WAEHTURULMPOBAHHBIX
NoSMTUK ynpasneHnn JocTynom. MNpasuna, onpefensiolime GyHKLMOHaIbHbIE BOSMOXHOCTU 11Db ynpasneHus foc-
Tynom. 6yAyT YCTaHOB/EHbI APYrMMK ceMelicTBaMu, Takumu kak FDP_ACF n FDP_RIP. Mpegnonaraetcs, 4To UMe-
Ha M®b, naeHTUULMpPoBaHHbIe B cemeiictee FDP ACC, 6yayT Ucnonb3oBaTbCs MOBCEMECTHO B TeX ()YHKLMOHaSb-
HbIX KOMMOHEHTaX, KOTOpble UMEKT OMnepaLnio, 3anpallnBatoLLyto HasHadeHne nam Bolbop «M®PE ynpasneHus goc-
Tynom*.

B o6nacTb felictBua M1dE ynpaBneHUs [OCTYNOM BXOAUT MHOXECTBO TPUaf «CyObLekT, 006BEKT, onepawum».
CnepoBatenbHO, Ha Cy6beKT MOryT pacnpocTpaHATbCA HeCcKonbko M®B, HO TOMbKO B Pas3/IMuHbIX COYETaHUAX C
06bekTaMu 1 onepaumamu. PasyMeeTcs, TO )& OTHOCUTCA U K 06beKTaM, U K onepaLusam.

BaXHelWnM acnekToM (YHKUUWM ynpasneHus AJOCTYnoM, ocyuiectBiswowmii MAdE ynpasneHus [ocTynom,
ABNAETCA MpefoCTaBNeHMe NONb30BATENAM BO3MOXHOCTW MOANGMLMPOBATL aTpMbyThl yrpaBneHns goctynom. Cemeii-
ctBo FDP_ACC ana aToro Hc npegHasHaveHo. YacTb OTHOCAWMXCA K 3TON npobneme TpeboBaHUii HC onpedeneHa,
HO MX MOXHO BBECTU KaK YTOYHEHME: YacTb COAEPXUTCS B APYrMX CemeiicTBax W Knaccax, Hanpumep B knacce FMT
m«YnpasneHve 6e30MacHOCTbIO™.

B cemeiictee FDP_ACC HeT TpeboBaHWi1 ayauTa, NMOCKOMbKY OH CMeuuduumpyeTt Tonbko Tpe6osaHms MOb
ynpasneHus focTynom. TpeboBaHus ayauTa NPUCYTCTBYHOT B CEMECTBAX, CNeLnpuumpyowmx QyHKUUM ans yaoBneT-
BopeHus M®E ynpaBTCHUA JOCTYMNOM, WAEHTUDULIMPOBAHHBLIX B 3TOM CeMeliCcTBe.

3ro cemeiicTBO npefocTasnseT asTopy M3/36 BO3MOXHOCTb cneunduKaLmm HeCKoNbKUX NOAUTUK, Hampumep
XecTKyto MdB ynpaBneHns 4ocTynom B 0fHOV 06n1acTu AeiicT BUs 1 rnbKyto B Apyroii. ns cneundmkaymm Heckonb-
KX NOMUTUK YNpaB/ieHns JOCTYNOM KOMMOHEHTbI 3TOr0 CemeiicTBa M 0 T 1cnonb3oBaTbes B [13/36 HECKONbKO pa3
[N pasnNyYHbIX MOAMHOXECTB OnepaLuii 1 06beKTOB. Aro NpMMeHUMOo K 00. B KOTOPbIX NPesyCMOTPEHO HECKO/bKO
NoAN TUK ANS PasNMYHbIX NOAMHOXECTB onepaumii n 06bekToB. [pyrumu cnoBamu, astopy M3/36 cnegyeT cneundu-
LMpOBaTh. MpUMeHAs KoMmnoHeHT ACC. Heobxofumyto MHopMaLnio o kaxgoi n3 MN®b. KoTopble 6yAyT oCyLLecTs-
natecs ®BO. Hanpumep. M3/36 gns OO0. BkAouatoulero B cebs Tpu M®PB, Kaxpaas U3 KOTOPbIX AeACTBYET Afis
CBOeI YacTn 06beKTOB, Cy6bEKTOB 1 onepauuii B npegenax OO. byaeT cogepxaTb No ogHoMy KomnoHeHTy FDP_ACC. |
«OrpaH1yeHHoe ynpasneHune JOCTYNoM* ans Kaxpaoi n3 tpex Meb.

FDPACC.1 OrpaHuuyeHHOe yrpas/ieHue [OCTYNoM

3amMeyaHna No MPUMEHEHWU0 AN NONb30BaTeNs

TepMUHbI «0OBEKT» N «CYOBLEKT- NPUMEHAIOT 4/ 0606LLeHHOro npefocTasneHns anemeHTos OO. [ins kaxaoin
peanu3yemoii NONNTUKN HeOOXOAMMO YeTKO MAeH TUULMPOBATb CYLLHOCTY 3TOW NOAMTUKW. B M3 06beKTbI 1 onepaLum
MOXHO NpeAcTaBUTb C UCMOMb30BaHNEM TUMOB, HanpuMep WMeHOBaHHble O6BEKTbI, XpPaHWANULA AaHHbIX, JOCTYMN
ANA YTeHUs U T. N. [l KOHKPETHO CMCTeMbl HE06X0AMMO YTOUHEHME 0606LLUAIOLINX MOHATUIA «0BBEKT» U «CYObEKT*,
Hanpumep (ainbl, PerncTpsl, NOPTbI, NPUCOEAMHEHHbIE MPOLEAYPbI, 3aNpPOChl Ha OTKPbITME U T. M.

KomnoHeHT FDP_ACC.I onpeaenseT, 4TO NOMMTUKA PacnpoCTpaHAeTcs Ha HEKOTOPOe MOMIHOCThbIO ornpeje-
NeHHOe MHOXECTBO OnepawyMil Ha KaKOM-1160 NOAMHOXKeCTBe 06beKTOB. OH He HaknafblBaeT HUKAKNX OTPaHUYEHNH
Ha onepauuu, He BXOAALLME B 3ra MHOXECTBO, B TOM YMCNe U onepaummn Ha 06bekTax, Ha KOTOpbIX MHble onepawmm
ynpasnsatoTCs.

Onepatym

Has3HaueHUe

B FDP ACC.1.1 asTopy 113/3B cnegyeT crieunuLMpoBaTb YHUKaIbHO UMeHOBaHHY0 M® b ynpasneHus gocty-
nom, ocytectensemyto ®60.

B FDP_ACC.1.1 aBTopy [13/3b cnegyeT cneuntuLmpoBaTb CMMCOK Cy6LEKTOB, 06LEKTOB W OnepaLuii cyobek-
TOB Ha 06bEKTaX, Ha KOTOpble pacrnpocTpaHaeTcs AaHHas Madb.

FDP ACC.2 lMonHoe ynpas/ieHWe [OCTYNOM

3amMeyaHna No NMPUMEHEHUo AN NoNb30BaTeNs

KomnoHneHT FDP_ACC.2 cogepxuT TpeboBaHue, 4tobbl MdB ynpaBneHws JOCTYNOM pacnpocTpaHunach Ha
BCE BO3MOXHbIe Onepauun Haj 06beKTaMu, BKOYeHHbIMU B M1Pb.

AsTtopy 3/36 HE06X0AMMO MPOLEMOHCTPMPOBATL, YTO Ha 0Oy KOMOUHALMIO 06BEKTOB U Cy6HEKTOB pac-
npocTpaHseTcs Kakas-nnb6o MPE ynpasneHuUs [OCTYNOM.

Onepauuu

Ha3HauyeHune

B FDP_AC'C.2.1 asTopy 3/36 cnepyeT cneundmunpoBaTb yHUKaNbHO MeHOBaHHY0 M®B ynpaBTcHMA AOCTY-
nom. ocyluectsnsemyto ®bO.

B FDP_ACC.2.1 asTopy [M3/3b cnegyeT cneumduumpoBaTb CNUCOK CyObEKTOB M 06BEKTOB, Ha KOTOpble pac-
npocTpaHseTcs faHHas MNPb. MPB 6yaeT pacnpocTpaHATLCA Ha BCe Onepauyn Mexzay sTUMKU Cy6bekTamm 1 06beKTaMu.

E.2 ®yHkumm 'npaBneHus goctynom (FDP ACF)

107



FOCT P MCO/M3K 15408-2-2002

CewmelictBo FDP_ACF onucbiBaeT npasuna Ans KOHKPETHbIX PYHKL WA, KOTOPbIe MOFYT peasn3oBaTb NOAUTUKN
ynpasfieHus JocTynom, umeHoBaHHble B FDP_ACC. B FDP_ACC Takxe onpegenseTtca 061acTb AeCTBUS 3TUX MOIN-
TUK.

3amevaHus 14 Mofib3oBaTens

"3r0 cemMelicTBO No3BONsET aBTOpYy M3/36 onucaTb Npasuna ynpaeneHns gocTynoM. B pesynbTate npasmna goc-
Tyna K 06beKkTaM cucTeMbl HC ByAyT M3MeHATbCs. [Mprmepom Takok 06bekTa aBnsetca pybpuka «HosocTu AHA™,
KOTOPYIO YMTaTb MOFYT BCE. @ N3MEHATb —TO/bKO YNONHOMOYEHHBbI aAMUHUCTPATOP. STO CEMEACTBO Takxe No3Bo-
naet asTopy M3/3b ycTaHaBNMBaTb UCKIHOYEHMA U3 06LLMX NPaBW YNpasneHns 4OCTYNOM. Takne NCKueruns oyayTt
SIBHO paspeluaTb Wy 3anpeLiars asTopu3saLmio ocTyna K 06bekTy.

Cneymndukaumns gpyrux Bo3MOXHbIX TUMOB PYHKLMWIA YNpaBneHns, Takux Kak ABOWHOe ynpasieHwe, npasuna
nocnesoBaTeNbHOCTM OMNepaLuii UAn ynpaBneHWe UCKIYEHUAMU, IBHO HC nNpeaycMoTpeHa. OAHAKO 3TW MexaHu3-
Mbl, KaK W MexaHu3m [UCKPELMOHHO YNpaB/ieHna JOCTYNOM, MOXHO MPeCcTaBUTb C MOMOLLbIO UMEIOLLMXCA KOM-
MOHEHTOB MNPV BHUMATENIbHOM OTHOLIEHUWU K (hOPMY/MPOBAHUIO NpaBu/ YNpasieHus [OCTYMNOM.

B 3TOM cemelicTBe MOXHO onpefienuTs pag ®b ynpasneHns JOCTYNOM, VMEKOLLMX B OCHOBE:

- CMUCKM KOHTpONA focTyna (Matpuua foctyna);

- cneyunduKaLum ynpasneHns 4OCTYNOM Ha OCHOBE BPeMeHMU;

- crneyuduKaumMm ynpaaTcHMA [OCTYNOM Ha OCHOBE UCTOYHUKA,;

- aTpubyThbl YNpaaTCHMA [OCTYNOM, YNpasfsemble UX avyafeNbLem.

FDP_AC’F.! ¥npaBneHve JOCTYNOM, OCHOBaHHOe Ha aTpubyTax 6e30macHOCT U

3ameyaHun Mo NMPUMEHEHWIO [/1A MOJb30BaTenNs

KomnoHeHT FDP_ACF.I npefocTaBnseT TpeboBaHMS K MexXaHU3My, NOCpeAHMYatoLLeMy npyu ynpasneHun [o-
CTYMNoM, OCHOBaHHOMY Ha aTpubyTtax 6e30nacHOCTW Cy6beKTOB 1 06beKTOB. KaKAblii 06beKT U Cy6BLEKT MMEeeT COBO-
KYMNHOCTb aCCOLMMPOBAHHBIX C HUM aTpubyTOB, TaKUX KaK pacrnonoXeHue, BpeMs co3faHus, npasa goctyna (Hanpu-
Mep, CMNCKN KOHTPONS AoCTyna). ATOT KOMMOHEHT no3sosnseT asTopy M3/36 cneunduuymposaTts aTpubyThl, KOTOpPbIE
6yfyT 1Cnonb3oBaThCs 415 NOCPejHNYECTBA NPU YNpaaseHun JOCTYNOM, a Takxe rnpasuia yrnpaaTcHUS JOCTYNoOM Ha
OCHOBE 3TUX aTpubyTOB.

MpumMepbl aTpMbyTOB, KOTOPble MOXET HasHayaTb aBTop [13/36. MpeacTaBfieHbl HUXe.

ATpUbYT «nAeHTUGUKaTOop™ MOXKET ObITb aCCOLMMPOBAH C NOMb30BaTENAMU, CYObEK TaMM UK 06beKTaMU ANs
Mcnonb30BaHNA Npu nocpefHuyectse. Mpusepamu 3roto atpubyTa MOryT 6bITb UMS 3arpy304HOr0 MOAYNs Nporpam-
Mbl. MCMONb3YyeMOW MpU CO3A4aHUW CybObekTa, Wan aTtpubyT 6e30MacHOCTM, Ha3HauyeHHbIVi 3arpy304HOMY MOAY/O
nporpammbil.

ATpubyT «Bpems* MOXET WUCMOMb30BATLCA ANA ONpefeNneHns, 4To foctyn 6yAeT NpesocTaBnATbCA TONbKO B
yKaszaHHble BPeMSA CyTOK, AHU HeAenu UNu KaneHAapHblid rog.

ATpu6yT «mecTononoxeHne» MOr Obl OMpPefenaTb MecTo Kak ()OpMUPOBaHUA 3anpoca Ha Onepauuio, Tak u
BbIMONHEHNA onepauun, 160 To K Apyroe. NpUMeHeHne Takux aTpMbyTOB MOXET OCHOBbIBATLCA Ha BHYTPEHHUX
Tabnuuax Ans cCONocTaBNeHUs Nornyecknx uHTepdeiicos 6O ¢ mMecTaMu pacnofioXeHus TepMWUHaNOoB, NPOLecco-
poB UT. A

ATpubyT «rpynnuposauece N0O3BOMAET, B LENAX YNpasneHns AOCTYMNOM, acCOLMUPOBaTh eUHYIO0 TPynmny nosib3o-
BaTeneii C HeKOTOpoii onepaumeid. Mpy HEOOXOAMMOCTU, 415 CNeLUUdUKaL UM MaKCUMaIbHOTO YcAa rpynn noab3oBa-
Tenei, nonb3oBatenei B rpynmne u rpynn, B KOTOPbIe MOXEr O4HOBPEMEHHO BXOAUTL MO/b30BaTENb, CefyeT NCMO/b-
30BaTb OMnepaLuio YTOUHeHUs.

KomnoHeHT FDP_ACF.I cogepxuT Takxe TpeboBaHus, galolme HyHKLMAM ynpaBneHUs JOCTYNOM BO3MOX-
HOCTb IBHO NPefoCTaBiATb UK 3anpeLaTb AOCTYN K 06beKTaM na 0CHOBaHWUW aTpubyTos 6e3onacHoOCTU. E10 MOXHO
1CMO/b30BaTh AN MPCAOCTaa3eHUs MOMHOMOYWA, Mpas AOCTyna MW paspelleHns foctyna B npegenax 00. Takwve
NOSIHOMOYUS, MpaBa WK paspeleHns MOXHO MPUMEHATbL K MoMb3oBaTeNsM, CybbekTaM (MpeAcTaBnAoWmM Monb3o-
BaTenell UAM MPUIOXEHNA) N 0ObeKTaM.

Onepauuu

HasHaueHue

B FDP_ACF.1.1 astopy M3/36 cnegyet cneuuguumnposatb uMsa M®b ynpaaTcHUs LOCTYNOM, OCYLLeCTBAse-
Mo @BO. Vmsa 1 obnacTb geiicTeua VOB ynpaaTcHWs [OCTYNOM OnpefenstoTcs B KOMMNOHeHTax cemeiictea FDP_ACC.

B FDP_ACF.I. 1 asTopy M3/36 cnefyet cCHeMUUMHPOBATL aTpMBYThl 6e30MaCHOCTU U/HAW UMEHOBaHHbIE TPYMMbl
aTpnbyToB 6e30MacHOCTH, KOTOpble PYHKUMA ByAeT MCnonb30BaTh MpW CreunduKaymm npasun. Takummn aTpubytamm
6e«0NacHOCTM MOryT 6bITb, HaNpUMep, WAEHTU(MUKATOP NO/b30BaTeNs, UAEHTUDUKATOP CYy6beKTa, Ponb, BpeMms CYTOK,
MECTONOJIOKEHWe, CMWUCKU KOHTPONA [OCTyna, a Takke Miobble apyrue atpubyThbl, creynduLmMpoBaHHble asTOPoM
M3/3b. Ansa yaobcTsa CCbINOK Ha aTpubyThbl 6€30MaCHOCTM HEOAHOKPATHOIrO NPUMEHEHUS MOXHO BBECTU UMEHOBaHHbIE
TPYNnbl aTpUbyTOB 6€30MacHOCTW. VIMeHOBaHHbIe TPyNMbl MOTYT OKa3aTbCs MOMETHLIMU NpY accoumauyumn «poneii», on-
pepeneHHbIx B cemeiictBe FMT_SMR «Ponu ynpaaTcHWs 6e30MacHOCTbIO», 1 COOTBETCTBYHOLLMX UM aTpUBYTOB C Cy6beK-
Tamu. [pyrumm cnosamu, Kaxgyto posib MOXHO CBA3aTb C MMEHOBaHHOI rpynmnoii atpubyTos.

B FDP_ACF.1.2 astopy IM3/36 CnefyeT cneuudunumpoBaTb ans AaHHoi M®b npaBuna ynpaaTteHus LOCTYNOM
KOHTPONMPYEMbIX CYObCKTOB K KOHTPOMMPYeEMbIM O6bEKTaM M K KOHTPONMPYEMbIM OMepauusm Ha KOHTPOIMpyembiX
obbekTax. ITWU Mpaswia onNpefenstoT, Korga JoCTyn NpcnoctaaTtaeTcs, a Korga B HeM oTKaTaHo. B HWUX MOryT ObITb

108



FOCT P MCO/M3K 15408-2-2002

creymduLmMpoBaHbl (PYHKLMU YNpasneHns [OCTYyNom obLiero xapakrepa (MCMonb3ytolime, Hanpumep, 06bluHble GUTHI
paspeLUeHuns) Wan CTPYKTYPUPOBaHHbIE PYHKLMM YNpaBieHns fOCTynoM (MCnonb3ytoLye, Hanpumep, CIMCKN KOHTPONs
focTyna).

B FDP_ACF.1.3 aBTopy [M3/3b cneayeT cneuntuLnpoBaTb 0OCHOBaHHble Ha aTpubyTax 6e30MmacHOCTW npasuna,
KOTOpble 6yAyT MCMOMb30BATLCA [/ ABHOMO paspeLleHuns AocTyna Cy6beKToB K 06beKTaM 1 IONONHSAIOT Npasuna, ycra-
HoBneHHble B FDP_ACF.1.1. OHU BbIHCECHbI B OTAeNbHbIA 3anemeHT FDP_ACF. 1.3, NoCKONbKY OMUCHIBAIOT UCKOYe-
HMA 13 NpaBu/, ycTaHOBMEHHbIX B FDP_AC'F.1.1. Hanpumep, npaBunia ABHOrO paspeLleHns 4OCTyna MoryT ObiTb OCHO-
BaHbl Ha BEKTOPE MO/IHOMOYMIA, aCeOLMMPOBAHHOM C Cy6BLEKTOM W BCerfia 06ecrneynBatoLMmM emy AoCTyn K 06beKTam, Ha
KOTOpble pacnpocTpaHseTca cneumduumpyemas MAOB ynpasneHus goctynom. Kcam nogobHas BO3MOXHOCTb HeXena-
TenbHa. To aBTopy M3/3b cnedyert ykasaTb «HeT» B JaHHOI onepauuu.

B FDP_ACF.1.4 asTopy M3/3b cnegyet cneunduumMpoBaTh OCHOBaHHbIe Ha aTpubyTax 6e3onacHOCTU npasuna,
KoTopble 6yfyT UCMO/Mb30BATLCA ANA ABHOTO 0TKa3a B AOCTyMe Cy6beKTOB K 06beKTaM 1 JOMOMHAIOT NpaBuna, YCTaHoB-
neHHble B FDP ACF.1.1. OHU BblHeCEHbI B OTAeMbHbIA 3nemeHT FDP_ACF.1.4, NOCKOMbKY OMUCHIBAOT UCK/IHUEHMUS
13 npasw/, ycTaHoBneHHbIX B FDP_AC'F.1.1. Hanpumep, npasuia SBHOK OTKa3a B AOCTYMe MOryT 6biTb OCHOBaHb! Ha
BEKTOPE MO/IHOMOYMIA, aCCOLMMPOBAHHOM C CyGLEKTOM W BHO OTKa3sblBatoLLeM eMy B AOCTYMNe K 06beKTaM, Ha KOTopble
pacnpocTpaHseTca cneunduuupyemas M@ B ynpasnenns foctynom. Kenm nofobHas BO3MOXKHOCTb HeXenaTefibHa, TO
aBTopy M3/36 cnepyet ykasaTb «HeT» B AaHHOI onepauum.

E. 3 AyteHTudmkaums gaHHbix (FDP_DAU)

CemelictBo FDP_DAU onucbiBaeT cneyuanbHble YHKLUKU, UCMONb3YeMble NS ayTEHTU(UKALUKN «CTaTuyec-
KUX» JaHHbBIX.

3ameyaHus Ana Nonb3oBaTens

KOMMOHCTbI 3TOro CemMeincTBa NCMOMb3YHT NMPU HanMunn TpeboBaHUS ayTeHTUDUKALMN «CTaTUYECKUX» faH-
HbIX. T. €., KOrfja laHHble 0603Ha4atoTCA, HO He nepefatoTcs. (3aMeTUM, YTO MpuW Nepefade AaHHbIX AN obecrneyeHms
HCOrKa3yemocTM OTnpaBneHns MHpopMaummn ncnonb3ytoT cemelictso FCO_NRO).

FDP_DAU.l ba3oBas ayTeHTU(MKALMA AaHHbIX

3ameyaHus Mo NMPUMEHEHWUIO [/1A MO/b30BaTeNA

KomnoHeHT FDP_DAU.l MOXeT 6bITb peanvi 30BaH C MOMOLLbK OLHOCTOPOHHUX X3LI-(hYHKLMIA (KpunTorpa-
(hMYECKO KOHTPOMbHOW CYyMMbl, OTOO6paXKeHWs OTMeYaTKOB MasbLeB, X3l-06pasa COO0OLWeHNs) ANA reHepauum
X3LU-3HaYeHNs ONpesenseMoro fJOKyMeHTa, KOTOPOe MOXET WCMO0/b30BaTbCA MPU BepuuKaLuy npasunbHOCTA Un
MOAJIMHHOCTU COZEPXKaLLeiics B HEM WH(opMaL UK.

Onepauuu

Ha3HaueHune

B FDP_DAU.1.1 astopy M3/3B cnepyeT crneungpuLmpoBaTb CNUCOK 06BLEKTOB UM TUMOB MHKOPMaLuK, Ans
KoTopbIX ®BO [0/MKHBI ObiTb B COCTOSHWUM FeHepupoBaTh CBUAETENLCTBO ayTEHTU(MUKALMN AaHHbIX.

B FDP_DAU.1.2 aBTopy M3/3B6 cnepyeT cneynduumnpoBatb CNUCOK CyObEKTOB, KOTOpble BYAYT B COCTOSHUM
BEpPUMULIMPOBATL CBUAETENbCTBA ayTEHTU(UKALMM AaHHBIX .T19 00beKTOB, YKasaHHbIX B MpefblayLlem anemeHTe. Cnu-
COK MOXET MPOCTO MepeuncinTL Cy6beKToB, ec/im BEC OHU U3BECTHbI, WK XKe OnucaHue CyObeKTOB B CMUCKE MOXCT
HOCUTb 60/ee O6LLHI XapakKTep U CCbINaTbCa Ha «TUM» CyObeKTa, HanpuMep Ha WAEHTU(MULMPOBAHHYIO POfb.

FDP DAU.2 AyTeHTU(MKaLUUA AaHHbIX C UAEHTUDMUKALMENA rapaHTa

3ameyaHus Mo NMPUMEHEHWUO 418 Mo/b30BaTeNsA

KomnoHeHT FDP_DAU.2 0ONOAHWUTENbHO COAEPXMT TpeboBaHWe Hannuus BO3MOXHOCTM BepuiuULKUpOBaTb
NAeHTU(UKATOP NoNMb3oBaTeNs, NPeAOCTaBNAIOLLErO rapaHTUIO ayTCUTMUKULLKA (HanpyMep, AOBEPEHHOTO TPeTbe-
ronuua).

Onepauuu

Ha3HaueHUNe

B FDP_DAIf.2.1 aBTopy IM3/3B6 cneayeT cneunduumpoBatb CMMCOK 06BEKTOB MM TUMOB UHGOpMaLun, ans
KoTOopbIX PBO AOMKHBI GbITb B COCTOSHUWN FeHepUpoBaTh CBUAETENLCTBO ay TEHTU(DUKALUN [aHHbIX.

B FDP_DAU.2.2 astopy M3/36 cnegyeT cneundnuupoBaTth CNNCOK Cy6beKTOB, KOTOpble GyayT B COCTOSAHMU
BepUMULMPOBATL CBUAETENLCTBA ayTEHTUDMKALUN AaHHBIX AN 06BEKTOB, YKa3aHHbIX B MpefblAyLieM 3/7eMeHTe, a
TaKXe WAEHTU(DUKATOP HOMb30BareNs, KOTOPbIA CO3Aan CBUAETENbCTBO ayTEeHTUUKAL MM JaHHbIX.

F. 4 OkcnopT AaHHbIX 3a npegensl felicteus @60 (FDP LTC)

CewmeiictBo FDP_ETC onpegenset pyHKUUN Ana aKCrnopTa AaHHbIX nonb3osatens u3 00 Takum 06pa3om, 4To
UX aTpubyTbl 6€30MacHOCTU MOTYT UK MONHOCTbLIO COXPAHATLCA, MW UFHOPUPOBATLCA MPU 3KCMOPTE 3TUX AAHHbIX.
CornacoBaHHOCTb 3TUX aTpnbyToB 6e3onacHoCTW obecneynsaeTca CemeiictBom FPT TDC «CornacoBaHHOCTb AaH-
HbIX PBEO Mexay ®PBO».

Bcemeiictee FDP_ETC TakxkKe paccMaTpMBalOTCA OrpaHMYeHns Ha 3KCMOopT v accouuaumns atpubyTos 6esonac-
HOCTW C 3KCMOPTUPYEMbIMU [iaHHBIMW NO/b30BATENN.

3amevaHus 19 Mofib3oBaTens

FDP_ETC u cOOTBETCTBYIOLLLEE CEMEICTBO /1% MMnopTa AaHHbIXx FDP ITC onpegenstoT, kak OO nocTynaet ¢
[aHHbIMU Monb3oBaTeneid, nepefasaemMbiMn 13 O4® v noctynawwmmm B Hee. PakTnyeckmn, cemeiicteo FDP_ETC
ob6ecneynBaeT IKCMOPT AaHHbIX NOMb30BaTeNeli 1 CBA3AHHbLIX C HUMK aTpubyToB 6e30MacHOCTY.

B 3aTOM cemeiicTBe MOryT paccmaTpuBaThCs CNefyloLmne feiicTBUA:
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a) 3KCMOPT AaHHbIX Nosb3oBaTeneli 6e3 Kakux-n1mbo aTpubyToB 6e30MacHOCTHY;

6) aKcnopT AaHHbIX Mo/b3oBaTeneil ¢ atpubyTamu 6e30MacHOCTU, acCOLUMPOBAHHBIMU C 3TUMU [aHHbIMK,
npuyem aTpubyTbl 6€30MaCHOCTN OfHO3HAYHO NPeACTaBNAOT SKCMOPTUPYeMble JaHHble N0Nb30BATENS.

Ecnn npumeHstoTcA Heckonbko M®B ynpaBneHns [OCTYNoM W/MAM WHOOPMANHOHHBIMU NOTOKaMM, TO MO-
XeT noTpe60oBaTbCA NOBTOPUTH 3TOT KOMMOHEHT OTAENbHO AN KaXAol NOAUTUKK (T.C. NPUMEHWUTL K HEMY OMnepaLuio
nTepayun).

FDP_ETC.] 3kcnopT AaHHbIX Nnosb3oBaTtens 6e3 aTpnbyToB 6e3onacHOCTH

3ameyaHus Mo NMPUMEHEHWUIO A Mo/b30BaTeNs

KomnoHeHT FDP_ETC.I ncnonb3yetca Ans cneundukaumy akcnopTta nHpopmaumm 6e3 akcnopta atpubyTos
6e3onacHocTU.

Onepauuu

Ha3HauveHune

B FDP_ETC.1.1 aBTopy H3/3B cnegyet cneunduumposaTsb, kakme MA b ynpasneHus 4oCTynoM n/uam nHgop-
MaLVOHHbIMKM MOTOKaMW ByfyT OCYLLeCTBAATLCA MpU IKCMOPTe AaHHbIX Nonb3oBaTens. [laHHble Nonb3osaTens, KOTo-
pble 3KCMOPTUPYIOTCA 3roii (hYHKLMER, orpaHMUYMBalOTC HasHaveHneM aTux Meb.

FDP_ETC.2 3KcnopT AaHHbIX NOMb30BaTens ¢ arpubyTamy 6e30nacHocTu

3ameyaHua No NPUMEHEHWUIO AN MO/Mb30BaTENSA

[JaHHble nonb3oBaTens aKCNOPTUPYIOTCA BMeCTe CO CBOMMM aTpubyTamu 6e3onacHocTu. 31U aTpubyTbl 6e30-
NacHOCTW OJ{HO3HAYHO acCONUPOBaHbI C JaHHBIMU N0/b30BaTENs. ACCOLMALIUA MOXET YCTaHaB/INMBATLCA Pa3/IMYHbIMM
cnocobamu. K crnoco6am ycTaHOBEHUSA accoLmaLm OTHOCATCA COBMECTHOE (DU3NYECKOe pasMeLLeHe JaHHbIX MO0/b30-
BaTeNna M apTHOYTOB 6e30MacHOCTM <HaMpuUMep, Ha OfHOW [MCKeTe) WKW MCMONMb30BaHMe KpUNTOrpagmnyecknx npu-
eMOB. TaKuMX Kak Lindposble NOANWCH, [N accoLMaLMm 3TUX aTpubyToB W laHHbIX Nonb3osaTens. [Ana obecnevenuns
NoAyYeHNs NPaBUbHbIX 3HaYeHWUii aTpUbYTOB APYrMM AOBEPEHHBLIM NPOAYKTOM T MOXHO MCNONb30BaTh CeMeiicTBO
PTP ITC «[oBepeHHbIM Kanan nepefayuv mexay ®EO», B To Bpems Kak cemeiictBo FPT_TDC «CornacoBaHHOCTb
faHHbIX PEO mexay PBO» MOXET NPUMEHATLCA AN AOCTVXXEHUS YBEPEHHOCTW B NPaBUIbLHON NHTepNpeTaLnmn atnx
aTpnbyToB. B cBoto oyepefp, cemeiicTBo FTP_TRP «/[l0BepeHHbI MapwpyT* MOXeT MPUMEHATLCA 418 AOCTUKEHUA
YBEPEHHOCTY B MHMLMALMM IKCMOPTA Haj/ieXxalluM nosb3oBaTesnem.

Onepauuu

Ha3HauyeHune

B FDP_ETC.2.1 aBtopy ['13/3b cnegyeT cneunguumposatb, kakme MNA®b ynpasneHws gocTynom n/mnm mHgop-
MaLIMOHHbLIMM NMOTOKaMW ByAyT OCYLLECTBAATLCA NPW 3KCMOPTe AaHHbIX Nonb3osaTtens. [aHHble Monb3oBaTtens, KoTo-
pble 3KCMOPTUPYIOTCA 3TOW (DYHKLIMERA, OrpaHNUYMBAKOTCA HasHauyeHreM aTux Mab.

B FDP_ETC.2.4 aBTopy M3/36 cnegyeT cneuuguumMpoBaTb BCe AONOMHUTENbHbIE NPaBuia ynpaBneHus aKcnop-
TOM VAW yKasaTb «/cT» Npu ux oTcyTCTBUN. ITW Npasuna OyayT pcanniosuHbl @BO B gononHeHne K MPE ynpasneHns
[OCTYNOM M/UAN UH(OPMaLMOHHbIMKA NOTOKaMK, BblbpaHHbIMU B FDP ETC.2.1.

E.S MonnTtuka ynpasneHns WHhopMaLMoHHbIMM noTokamu (FDP1FC)

B cemelictee FDP_IFC naeHTuduumpytotes MAOB ynpaBneHns MHQOPMaLMOHHBIMW NOTOKaMK U cneyupunLm-
pytoTca 061acTu feiicTBUA KaXKA0M rakoi NOMUTUKM.

Mpumepamy NOAUTUK 6€30MacHOCTU, KOTOPbIe MOTYT ObiTb MPUMEHEHbI, ABAAIOTCA:

- mogenb 6esonacHocTu benna n fla Magyns! (Bell and La Padula |B&L):

- Mogens uenoctHocTu buba (Biba |Bibal);

- HeBmewarenbctBo (Non-Interference) (Gogul. Gogu?2).

3ameyaHua 19 Nonb3oBaTens

KOMMOHEHTLI 3TOro cemeiicTea Aat0T BO3MOXHOCTb MAeHTUdMKaumn MAPE ynpHaseHns WHHOPMaLMOHHBIMU
NOTOKamu, OCYLLEeCTBNAEMbIX TPAAULMOHHBIMM MeXaH13MaMu MaHAaTHOro yrpasieHns fOCTYNOM Npu UX Hanyum B
00. OfHaKo MX BO3MOXHOCTM LUMPE TPaAULMOHHBLIX MEXaHU3MOB MaHAaTHOro ynpasfieHWsa AocTynoMm. OHM moryT
MCNo/b30BaTLCA /19 ONpefieNeHns NONNTUK HEBMELLATEIbCTBA U MOMUTUK, OCHOBAHHBIX Ha Mepexofax Mexay coCTo-
AHUAMKU. B aTom cemelicTBe Ana Kaxaon u3 Mdb ynpasneHus nHQopMaLMOHHbIMM noTokamu OO onpefenstoTcs
Cy6beKTbl, UHOPMaLMA 1 onepauun nepemeLeHns nHpopmaummn K cybbektam 1 oT cy6bekToB. lMpasuna, onpefe-
naoLmne HYHKLUUOHabHbIE BO3MOXHOCTU 1dB ynpasneHns MHHOPMaLMOHHLIMU NOTOKaMu, 6yayT YyCTaHOB/EHbI
npyrumun cemeiicteamu, Takumu kak FDP_IFF n FDP_RIP. M®B ynpaBneHus MHPOPMaLUOHHLIMU NOTOKaMu, UMe-
HOBaHHbIe 3[eCb, B fanbHelillem 6yayT UCMOMb30BAaTLCA MOBCEMECTHO B TeX (PYHKLMOHaNbHbLIX KOMMOHEHTax, KoTo-
pble BK/OYalOT B cebs onepawmio, 3anpalimBatoLLlyto HasHavyeHue um Bol6op «MPb ynpasneHns MHHOPMaLMOHHbI-
MW MOTOKamu™.

KOMNOHEeHTbI 3TOro cemeiicTBa AOCTATOYHO MM6KM. OHM NO3BONAIOT CNeLMdULMpoBaTh JOMEH YNpaBneHus no-
TOKaMu. Hc Tpebys, 4Tobbl MexaHU3M ynpasneHus 6bi1 OCHOBaH Ha MeTKax. Pa3Hble 3/eMeHTbl KOMMOHEHTOB yn-
paBfeHns MHHOPMALMOHHLIMU NOTOKaMK TaKXe AOMYCKalOT PasnnNyHyto CTeNeHb UCKNIOYEHWUIA U3 OCYLLeCTBISEMON
MONMNTUKMA.

Kaxpas M®PB pacnpocTpaHseTcs Ha HEKOTOPOe MHOXECTBO Tpuaf: «CyObekT, MH(OpMaLMs, onepaLun nepe-
MeLLeHNs MH(opMaLn K CybbekTam 1 0T CyObeKToB*. HeKoTopble MONNTUKK YNpaBieHns UHHOPMaLMOHHbIMUW M0-
TOKaMmy MOryT UMeTb O4eHb NOAPOOHYIO AeTaNN3aLMNI0 N OMUCHIBATbL CYObEKTbI HEMOCPEACTBEHHO B TEPMUHAX NpPOLEC-
COB OMepaLnoHHO cucTembl. [pyrvie NOAUTUKN MOTYT ONPefensTbCs C MeHbLUMU NOAPOGHOCTAMM W OMUCHIBATHL
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Cy6beKTbI B TEpMUHAX NONb3oBaTeNeld U KaHanos BBOAa/BbIBOAA. Ecin monnTuka ynpaBneHns MHGOPMaLMoHHbIMM
noToKamu 3afaHa HefoCcTaToO4HO NOAPO6GHO, TO YeTKOe onpefeneHne Tpebyembix GYHKUNA BGesonacHocTM UT MoxeT
0Ka3aTbCA HeBbIMONHMMBIM. B TakoM cyyae LienecoobpasHee onucbiBaTb NOAUTUKM yNpaaTCHUA UHPOPMALMOHHbIMU
noToKamu Kak Lenn 6esonacHoctu. Torga Tpebyemble GyHKLUK 6e3onacHocT VT MOXHO cneyuduLmMpoBaTth, UCXOAA
13 3TUX LieNei.

Bo BTopom kommnoHeHTe (FDP_IFC.2 «[onHoe ynpaBneHne MHHOPMaLMOHHbIMK NOTOKaMU®) kKaxpas MNdb
ynpasneHns UH(HOPMaLMOHHbIMY MOTOKaMu ByfleT 0XBaTblBaTb BCE BO3MOXHbIe Orepauuy nepeMeLleHns nHhopma-
UMM K cybbekTaMm M 0T Cy6beKkTOB nof ynpaaTcHucm atoil MadB. Bonec Toro, TpebyeTtcs, 4Tobbl Bce MH(POPMALMOH-
Hble MOTOKW 6blN 0XBauyeHbl Kakoi-nn6o JIPB. MOITOMy A1 KaXAOro AeiiCTBUS, BbI3BaBLUErO NepemelleHne UH-
thopmauuu, bydeT CylecTBOBaTL COBOKYMHOCTb MpaBu/i, OMNpeAenstowmnx, aataeTca Nn faHHoe [elicTB1e AOoNyCTU-
MbIM. ECNv faHHbI MH(HOPMALMOHHBIA MOTOK NOAYMHEH HecKonbkuM M®B, To HE06XOAMMO ero paspeLLeHne BCeMM
3TUMMN MONIMTUKAMM [I0 ero Havasa.

Monutuka ynpaaTcHUA WHHOPMAaLMOHHLIMW MOTOKAMW OXBaTblBaeT MONHOCTLIO ONpefieNIeHHOe MHOXECTBO
onepauuii. 1ns HeKOTOPbIX MHPOPMALMOHHbLIX NOTOKOB 3TOT OXBAT MOXET BbITb «MOMHLIM®, a Ans APYrX NOTOKOB OH
MOXET OTHOCWUTLCA TOMbKO K HEKOTOPbIM W3 MpefyCMOTPEHHbIX ANA HUX OnepaLuii.

MonnTvka ynpaaTcHMA JOCTYNOM obecrneumBaeT AOCTYN K 06beKTam, cofepxalium nHdopmauuio. Monutrka
ynpasieHns UH(HOPMaLMOHHLIMY MOTOKaMu 0becrneymsaeT JOCTYN K MHPOPMaLUK, HE3aBMCUMO OT MecTa ee XpaHe-
HUA. ATprbyTbl MHOpPMaL MK, KOTOpble MOFYT ObITb (MM HC GbITh, Kak [/11 MHOTOYPOBHEBbIX 6a3 faHHbIX) accouu-
MpOBaHbI C aTpubyTamMn MecTa XpaHeHWs, OCTaloTca ¢ MHopMauveid npu ee nepemelleHun. MonyyaTens 4ocTyna K
VH(OpMaLIMN HC NMeeT BO3MOXHOCTW 6e3 ABHOTr0 pas3pelleHnss U3MEeHATb ee aTpubyThl.

B03MOXHbI pasnuyHble YpOBHW NpefcTaBaeHUs MHPOPMaLMOHHbLIX MOTOKOB W onepauuii. B 36 nHhopmaLunoH-
Hble MOTOKM W OMepauuy MOXHO CNeLu@ULPoBaTb Ha YPOBHE KOHKPET HOM CUCTEMbI, HAanpuMep B TEpMUHaX nake-
ToB TCP/IP. Npoxofalmnx Yepe3 MexXceTeBoi akpaH No n3BecTHbIM IP-aapecam. B M3 MH(OPMaLMOHHbIE MOTOKN U
onepaumMn MOXHO MpPeAcTaBuUTb C WCMOMb30BAHNEM CNEAYHOLMX TUMOB: 3/IEKTPOHHAsA MoYTa, XpaHUIuLLa AaHHbIX,
[OCTYN AN YTEHUA U T. 4.

KomnoHeHThl cemeiictBa FDP_IFC MoryT HeogHOKpaTHO mpuMeHaTbea B M3/3B6 K pasfMuHbIM NOAMHOXE-
cTBaM onepauuii 1 06beKTOB (T. C. K HUM MOXET 6bITb NPUMeHeHa onepaLms HTepaliLl). ~ro No3BoauT afanTNpoBaTh
faHHOoe cemeiicTBO K 00, BKNIOYAIOWMM B Cebf HECKONIbKO MOMUTUK, KaXAas W3 KOTOPbIX AeiiCTBYeT Ha COOCTBEH-
HOe MOAMHOXECTBO CyObEKTOB, MH(OPMALUWN 1 OnepaLuii.

FDP_IFC.l OrpaHuyeHHoe ynpasfieHVe UH(OOPMaLMOHHbIMY MOTOKaMM

3ameyaHua Mo NPUMEHEHUIO AN MOb30BaTeNs

KomnoHeHT FDP_IFC.l copepxunT Tpeb6oBaHue, 4To6bl NOANTUKA YNPaBAEHUS WH(POPMALVOHHBIM MOTOKOM
NPUMeHANAch K NOAMHOXECTBY BO3MOXHbIX onepauuii B OO.

Onepauuu

Ha3HaueHune

B FDP_IFC.1.1 aBTopy M3/3F6 cnepyet cneuuduumpoBaTh YHUKaAbHO MMeHOBaHHY M® B ynpasBneHns nHgop-
MaLMOHHLIMX MOTOKamK, ocyllectensemyto ®b0.

B FDP_IFC.1.1 asTopy H3/3b cneayeT cneumdumumpoBaTb CIUCOK Cy6bEKTOB, MHAOPMaLMM 1 OnepaLwii, Bbl-
3bIBAIOLLMX MepeMeLLieHne ynpaBnseMoii MHopMaLuy K yrnpaBisieMbiM Cy6beKTaM 1 OT HUX, Ha KOTOpbIe PacrnpoCcTpaHs-
etca faHHas M®b. Kak yka3aHo BbliLle, 3TOT CMIUCOK CyObEKTOB MOXET ObIThb 3aaH C PasNNyHOM CTeneHbIo AeTann3sa-
uun. onpegensemoin notpebHocTamn astopa M3/36. OH MOXeT, Hanmpumep, chneuunduLMpoBaTb NOMb3oBaTeneil, ycT-
poicTea um npoueccbl. VH(popmMaLms MOXeT OTHOCUTBCA K TakKUM AaHHbIM, Kak 371eKTPOHHasA NnouTa, CeTeBble NpoTo-
KO/bl, UMK Xe K 60fiee KOHKPETHbIM 00beKTaM, aHaIorMyHbIM 06beKTaM, crneuuduLMpoBaHHbIM B MOAUTUKe yrpas/e-
HUA focTynom. Ecnn mHdopmaumns cofepxuTca B 06beKTe, KOTOPbIA MOAYMHEH NONWUTWKE YNpaBneHus JOCTYNoM, TO
MOAUTUKW yrpasneHns AOCTYNOM U MHAOPMALUOHHLIMU MOTOKaMU HEOOXOAMMO MPUMEHATH COBMECTHO, MPEeXae Yem
HayHeTCs MnepemeLLeHve crneunduULMPOBaHHON MHBOpPMaLMK B 06BEKT MW W3 Hero.

FDP_IF’C.2 lMonHoe ynpasneHne MHHOPMaLMOHHLIMUA MOTOKaMmM

3ameyaHun Mo NMPUMEHEHUIO [/1F MO/b30BaTENA

KomnoHeHT FDP_IFC.2 copepxuT TpeboBaHue, yutobbl M@ B ynpaBneHns WHGOOPMaLUOHHbLIMK MOTOKaMU
pacnpocrpaHXTacb Ha BCe BO3MOXHble OnepaLu, Bbi3blBatOLLMe MHOPMALMOHHbIE MOTOKM K CyObeKTaM 1 0T CyObek-
TOB. BK/IOYEHHbIX B DB

AsTopy M3/3b He06X0AMMO NPOLEMOHCTPUPOBATb, YTO Ha MH0OYI0 KOMOMHALWIO MHPOPMALMOHHBIX NOTOKOB
1 CyBbeKTOB pacnpocTpaHseTcs Kakas-nn6o M®b ynpasneHns MHHOPMALMOHHLIM MOTOKOM.

Onepauuu

Ha3HaueHune

B FDP_IFC.2.1 aBTopy M3/3b cnegyet cneundunumpoBatb YHWKanbHO MMeHOBaHHyt0 [®BE ynpasneHns wH-
thopmauMoHHbIMU MoTokax!u. ocyuecTensiemyto PEO.

B FDP_IFC.2.1 astopy lM3/3b6 cnegyeT cneunduumMpoBaTb CNUCOK CYOBLEKTOB U MHGOPMALMK, Ha KOTOpble
6yzeT pacrnpocTpaHaTbea gaHHaa M®b. MPb OyfeT pacnpoCcTpaHATLCA Ha BEC OMnepaLivu, BbiblBaKOLLME NepeMeLLieHne
3TON MH(OPMaLMK K 3TUM CybbekTaMm 1 OT HuX. Kak yKasaHa Bbllle, 3TOT CMUCOK CyObeKTOB MOXET ObiTb 3anait ¢
pasnMuHoOiA CTeneHbIO AeTanu3aunu, onpegensieMoil notTpe6HocTAMM aBTopa M3/36. OH MOXeT, Hanpumep, cnewu-
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(hunmpoBaTb Nonb3oBaTeneld, yCTpoicTBa MAKM npouecchl. VIHhopMaLus MOXeT OTHOCUTLCA K Takux! AaHHbIX!. Kak
3N1EKTPOHHAA MouTa, CeTeBble MPOTOKOAbI, UK Xe K 60/iee KOHKPeTHbIM 06beKTam, aHanornyHbIM O0ObeKTam,
CneunduLMpoBaHHbIM B NONNTUKE YNpaBieHns fOCTYNOM. Ecnn nHhopmaums cofepXxnTcs BOObCKTC, KOTOPbIW Noj-
YNHEH NONUTWUKE YMNpasieHus JOCTYNOM, TO MOANTWUKM YNpaBneHWs AOCTYNOM W WH(MOPMALUOHHBLIMA MNOTOKaMu
HEeobX0AMMO NMPUMEHATb COBMECTHO, MpeXae YeM HauyHeTca nepemMelleHue cneumpuLMpoBaHHOW MHGOpMaLMn B
06BEKT UM U3 Helo.

E.6 ®PyHKUMM ynpasBneHus MHGOpMauoHHbIMU noTokamu (FDP IFF)

CewmeliictBo FDIMFF onucbiBaeT npaBuna Ans KOHKPETHbIX QPYHKLMIA, KOTOpble MOryT peann3oBatb NP6 yn-
paBneHns MHAOPMaLMOHHBIMW MOTOKaMW, MMeHOBaHHble B FDP_IFC, Tne Takxe onpefeneHa o6nacTb AeiicTBus
COOTBETCTBYIOLLEV MOANTUKN. CeMeNCTBO COAePXUT ABa TMNa Tpe6oBaHWii: 0f1H cBA3aH COObIYHBIMU MH(DOPMALVOH-
HbIMM NOTOKaMU, a BTOPOW —C HepaspeLleHHbIMW WHAOPMALMOHHbIM» NOTOKaMM (CKPbITbIMK KaHanamu), 'sanpe-
LWeHHbIMX OAHON MAn Heckonbkumu M®B. Sro pasgeneHve BO3HMKaeT, MOTOMY 4TO npobnema HepaspelleHHbIX
MHHOPMALMOHHBIX NMOTOKOB B HEKOTOPOM CX: bICAC NPOTMBOPEYUT OCTanbHbIM acnektam M®B ynpasneHns nHgop-
MaLMOHHbIMW MOoTOKaMu. HepaspellueHHble MHQOPMALMOHHbIE MOTOKW BO3HUKAIOT B HapyLlleHne NosMTUKK, NO3To-
My OHW He AB/AKOTCA Pe3yNbTaToM MPUMEHEHUS MOMUTUKN.

3amevaHus AT NOMb30BaTENA

[ins peann3auuy HafieXXHOW 3aWMTbl OT PacKpbITUS UM MOANGMKALMM B YCNOBUSX HE[OBCPEHHOLL MPOrpaMmm-
Horo obecrieyeHnn Tpebyetca ynpasnaTb UHHMOPMALMOHHBLIMU NOTOKamu. OfHOro ynpasieHns AOCTYNOM HepocTa-
TOYHO, raK Kak mpy Hem KOHTPOAMPYeTCs TONbKO AOCTYNM K XpaHWauLiaM, 4To NO3BOMSET MH(OpmMaLmu, cogepxa-
LLeiica B HWX, GECKOHTPOMBHO PacnpocTpaHWUTLCA B CUCTEME.

B 370x! cemelicTBe ynoTpebnseTcs BbIPXKEHNE «TUMbl HepaspeLLeHHbIX MHHOPMaLMOHHbLIX MOTOKOB*. 3TO BbIpa-
XeHne MOXEeT NMPUMEHATLCA NPU CCbIIKE HA U3BECTHbIE TUMbI KNacCUUKaLUmM NOTOKOB Takne KakK «KaHanbl NamaTn»
WN «KaHanbl CUHXPOHU3aLUMN BPCMCHHIAC KaHasbl)», wam XKe Ha WHYH0 KNnacCU(uKaLvio, OTpaxatoLlyo noTpebHo-
cTu aBTopa 13/3b.

"M6KOCTb 3TUX KOMMOHEHTOB No3BONsfeT cneyuduuymposats B FDP_IFF.I n FDP_IFF.2 nonnTuky noiHoMo-
YWiA, NaloLLY0 BO3MOXHOCTb KOHTPOAMpyemoro o6xosa M®b B LenoM uam yacTuuHo. Ecnm Heobxogumo 3apaHee
npegonpegenuts 06xon M®E. asTopy M3/36 cnefyeT npegycMoTpeTb NPUMeHeHWe NOAUTUKN MOTHOMOYWIA.

FDPJFF.1 MpocTble aTpnbyThl Ge3onacHoOCTH

3ameyaHua Mo NMPUMEHEHWUIO [N Mo/b30BaTeNs

Komhohchi FDP_IFF.l cogepxut Tpe6oBaHUM Hannymm atpubyToB 6e30MacHOCT Yy UHDOpMaLMU 1 Cybbek-
TOB. ABNAIOLWMXCA OTNPABUTENAMU UAKN NONyYaTenamu 3aTon uHhopmaLnmn. CnegyeT Takke yUnTbiBaTb aTpubyThl Ge-
30MaCHOCTN MECT XpaHeHWs MH(opMaLMK, ecnn TpebyeTcs MX yyacTve B YrpaBieHUM UHHDOPMALMOHHbIMKU NOTOKa-
MU UMW €CAIN Ha 3TU aTpubyTbl PaCNPOCTPaHAETCA NOANTMKA YNPaBAeHNs AOCTYNOM. STOT KOMMOHEHT CUCUNunmnpy-
er K/oyeBble OCYLLECTBASAEMble NpaBKna U ONUCbIBAET, KaK BBOAATCA aTpubyTbl 6e3omacHocTU. Hanpumep, Kommno-
HeHT CrieflyeT NpUMeHATb, Korfga XxoTa 6bl ogHa 13 MPb ynpasneHns MHHOpPMaLMOHHLIMKU MOTOKaMMU OCHOBaHa Ha
MeTKax, KaK aro onpegenset mofenb nonuTuku 6esonacHoctn benna v fla Manynbl |B&L|. HO 3aTu aTpubyThl 6€30-
NacHOCTU HC 06pasytoT vepapxuio.

3TOT KOMMOHEHT He onpefenseT AeTanu NPUCBOEHUA 3HaYeHWI aTpubyTam 6e30MacHOCTK (T. C. MOb3oBaTeneM
Unn npoteccom). MMOKOCTb NOMMTUKM NPefOCTaBASETCS OnepauusMn HasHauYeHUs, KOTopble NO3BONAIOT, MpU Heob-
XOAMMOCTK, CeundnLnpoBaTh fONONHUTENbHbIE TPEOOBAHMA K MOAUTUKE U DYHKLNAM.

KomnoHeHT FDP_IFF. | Takxe npepoctaBnseT TpeboBaHUM K PYHKUMAM ynpasieHns WUHHOOPMaLUOHHbIMU
noToKamu, 4Tob6bl OHM MOF/IM ABHO pa3pellaTb WAKM 3anpeljatb WHPOPMALMOHHLIA NOTOK Ha OCHOBE aTpubyToB
6e30nacHOCTN. OH MOXET MPUMEHATLCS A8 peanu3aLuuy NoAMTUKU MONHOMOYMWIA, NPefyexLUTPMBAtOLLE NCKoYe-
HWA U3 OCHOBHOM MOMWTWKW, ONpefeneHHON B 3TOM KOMMOHEHTe.

Onepauuu

Ha 3HauyeHune

B FDP_IFF.1.1 aBTopy M3/3b cneayet cneunduumposatb MAPE ynpasneHns WHHOPMALMOHHLIMU MOTOKaMU,
ocyujectnsemble ®BO. Vima n obnacTb gevicteua M®PBb ynpaBneHns MHHOPMALMOHHLIMU NOTOKaMM OMpeaenstoTcs B
KOMMOHeHTax cemeiictBa FDP1FC.

B FDP IFF.1.1 asTopy M3/3b cnegyeT cneynduuupoBaTb MUHUMAIBHOE YMACI0 U TUMN aTpubyToB GesonacHoc-
T, KOTOpble 6yAyT UCMONb30BATLCA MpU cneuudukaymm npaswua. Takumu aTpubytamu 6e30nacHOCTU MOFYT ObITb, Ha-
npumep, naeHTU(MKaTOp Cy6beKTa, YPOBEHb YYBCTBUTENBLHOCTU Cy6ObeKTa, YPOBeHb AOMycka Cy6bekTa K HpopmaLmm,
YPOBEHb YyBCTBUTENBHOCTU WMHGOpPMauun nT.4. CnedyeT, 4Tobbl MUHUMaNbHOE YMCN0 aTpMBYTOB 6e30MacHOCTU KaXx-
[0ro Tvina 66110 JOCTATOYHLIM AN NOAAEPXKKN NOTPe6HOCTEN cpesbl.

B FDP_IFF.1.2 asTopy M3/3b cneayeT crneyuduumpoBaTh AN Kaxaon onepauun peanmsyemble 650 H ocHO-
BaHHble Ha aTpubyTax 6e30MacHOCTM OTHOLLEHUS, KOTOPble HE06X0AMMO NOAAEPXKMBATb MeXy aTpnbyTamu 6esonacHo-
CTU CYOBEKTOB M MH(OpMaLmN.

B FDP_IFF.1.3 astopy M3/36 cnefyeT cneunduumpoBaTb BCe AOMNONHUTENbHbIE NpaBuna M®b ynpasneHus
MH(OPMALIMOHHBIMW MOTOKamK, KoTopble oT ®BO TpebyeTca peannsosaTb. Ecnu gononHUTeNbHble Npasuna He wc-
nosb3ytoTcs, To asTopy 13/36 cnegyeT ykasaTb «[1eT» Npu BbINOMHEHUM paccMaTpUBaEMONA onepaLuu.
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8 FDPIFF.1.4 asTopy M3/36 cnepyeT cneynduumpoBatb BCe [OMONHUTENbHbIE BO3MOXHOCTU MNP B, KoTO-
pble oT ®BO TpebyeTca npegocTaBuTb. ECn fONOAHWTENBHBIE BO3MOXHOCTM HC NpegocTasnstoTcs, To asTopy 13/3b
cnefyeT ykataTb «HeT* nmpu BbINOAHEHUW paccMaTpUBaeMOiA onepaLum.

B FDP IFF.1.5 asTtopy M3/3b cneayeT cneyuduumpoBaTb OCHOBaHHbIe Ha aTpubyTax 6e30MmacHOCTW npasuna,
SIBHO paspeluaroLlme MHHOPMALMOHHbIE NOTOKW H LOMOMHANLWME NpaBuna, OnpeaenieHHble B NPedblayLmX 3eMeHTax.
OHU BblHeCeHbl B OTAeNMbHbIA 3nemMeHT FDP_IFF.1.5, NockonbKy OMMCBLIBAOT WCKOYEHUS WT NpaBu B MpeablayLimx
anemeHTax. Hanpumep, npasuna SABHOrO paspeLleHnss MHPOPMALMOHHOrO MOTOKa MOryT 6bITb OCHOBaHbl Ha BEKTOpE
MOMHOMOUUIA, aCCOLMMPOBAHHOM C CyObeKTOM H BCerfa 0becrneuvBaoLLyiM eMy BO3MOXHOCTb VHULWMPOBATL NepemeLte-
HWe MHAopMaLMK, Ha KOTOPYIO pacnpocTpaHaeTcs cneumduumposadHas M@ b. Ecnv nofobHas BO3MOXHOCTL HeXena-
TenbHa, To aBTopy M3/36 cnepyert ykasaTb «HOT» B aHHOI onepaLuu.

B FDP_IFF.1.6 asTopy M3/36 cnegyeT cneuuguumMpoBaTb 0OCHOBaHHble Ha aTpubyTax 6e30MacHOCTM Npaswna,
SBHO 3ampeLlatoLie MHHOPMAaLMOHHbIE NOTOKW H AOMOMHAOLWME NpaBKia, OnpedefieHHbIe B NPefblAyLmnX anemMeHTax.
OHW BbIHeCEHbl B OTAeNbHbIA 3nemeHT FDPIFF. 1.6. NOCKOMAbKY OMMUCLIBAIOT WCKMIOUEHWS U3 NpaBUn B MPefbiayLimnx
anemeHTax. Hanpumep, npasuna SBHOK 3ampeLyeHVs MHAOPMaUVMOHHOTO NOTOKa MOrYT 6bifb OCHOBaHbI Ha BEKTOpe
MOMHOMOYUIA, aCCOLMMPOBAHHOM C CyObEKTOM H BCErfa 0TKa3blBaloLMM emMy B BO3MOXHOCTY MHULMMPOBATL NepemeLLe-
HWe MH(OopMaLMK, Ha KOTOPYHO pacrnpocTpaHseTcs crneyuduuymposanHas 11db. Ecnm nofobHas BO3MOXHOCTb Hexena-
TenbHa, To aBTopy H3/3B6 cnepyeT ykasaTb «HeT* B .TaiiHOiA onepauuu.

FDP1FF.2 Vepapxuyeckue aTpubyTbl 6e30MacHOCTM

3amMeyaHna No NPUMEHEHUI0 AN NoNb30BaTeNs

KomnoHeHT FDPJFF.2 cogepxuT TpeboBaHue, utobbl Bce MPE ynpaBneHus MHQOPMaLMOHHLIMU MOTOKaMM
B8 MBO wncnonb3oBany nepapxumueckue atpubyTbl 6e30MacHOCTU, KOTOpble 06pasytoT HEKOTOPYIO CTPYKTYpPY.

Hanpumep, 3TOT KOMMOHEHT CnefyeT NpUMeHsTb, KOrha XoTs 6bl ogHa 3 M®Bb ynpasneHns MHHOPMaLOH-
HbIMW MOTOKaMM OCHOBaHa Ha MeTKax, Kak 3TO onpejenseT mofenb NonuMTuku 6asonacHocrn benna H fla Manynbl
|B&1.|. n 3Tn aTpmbyTbl 6€30MacHOCTM 06pa3ytoT Mepapxuto.

Ba)XHO OTMCTUTb, YTO TPeBOBaHMA MePaPXUYECKUX OTHOLLUEHWI, naeHTuduumpyemsle 8 FDP_.IFF.2.7. npume-
HUMbI TONbKO K aTpubyTam 6e30MacHOCTW ynpasneHns MHPOPMaLMOHHbIMKU NoTokamu Ans M®b ynpaancHus WH-
(hopMaLMOHHbIMU NOTOKaMU, UAEHTUGMULMPOBaHHbIM B FDP_IFF.2.1. 3TOT KOMMNOHEHT He NPUMEHUM K [pYrum
[1®B, Hanpumep K M®B ynpasneHnsa [OCTYMNOM.

KomnoHeHT FDP_IFF.2, Kak v npefblayLnid, MOXET UCMONb30BaTLCA ANA pcanu3aniu noanTUKU NOAHOMO-
Ynii, cofepxalleil npaswna, No3BONAIOLLIME ABHO paspellaTb UM 3anpelatb MHPOPMaNKONHbIE MOTOKN.

B cnyuae, korga Heo6xoAMMO cneuuuumpoBaTb HeCKonbko M®E ynpaaTcHUS MHHOPMALMOHHBIMU NOTOKa-
MW. K&KAas U3 KOTOpbIX GyAeT MMerb cO6CTBEHHble aTpubyTbl 6e30MacHOCTU, HC CBA3aHHbIE C aTpubyTamu Apyrux
nonutuk, B M3/3b cnegyet cucunmMUUpoBaTh 3TOT KOMMOHEHT AN Kaxaon u3 M®b (T. C. BbINOAHUTbL AN HEro
oviepaunto utepauum). Ecnm atoro He chenatb, TO pa3nnyHble yact FDP_!FF.2.7 moryT npoTMBOpeunTb ApYT ApYrY,
MOCKO/bKY HC OYAyT CBA3aHbl HEOOXOAVMbIMU COOTHOLLEHUAMMU.

Onepauuu

Ha3HaueHue

B FDP_IFF.2.1 aBtopy M3/3b cneayeT cneyundguymposatsh MNPB ynpaatcHUA MHPOPMALMOHHBIMU NOTOKaMU,
ocyuiectnsiemble ®6O. VMg 1 06nacTb AeiicTBua MAB ynpaBneHns MHHOPMALMOHHbIMI NOTOKaMU ONpesenstoTcs
B KOMMOHeHTax cemeiictea FDP_IFC.

B FDP_IFF.2.1asTopy M3/36 cnegyet cneunuumnposaTs MUHUMabHOE YMCN0 U TUN aTpubyToB 6e3onacHoc-
TU. KOTOpble ByAyT WCMNOMb30BaTbCA NpW creundukaymyu npasua. Takumu atpubytamu 6e30MacHOCTM MOTYT ObITb,
Hanpumep, UAeHTUdMKaTop cybbekTa, YPOBEHb YYBCTBUTENBHOCTM CYObeKTa, YPOBEHb fjonycKa CyObekTa K UHGOp-
MaLnK, YypoBeHb YyBCTBUTENIbHOCTM NH(OpMaLMn U T. 4. CnefyeT, 4Tobbl MUHUMabHOE Yncno aTpubyToB 6esonacHo-
CTU KaXaoro Tmna 6bi10 JOCTATOYHbIM AN MOAAEPXKKU NOTPeBHOCTEN cpefpl.

B FDP_1FF.2.1 aBTopy M3/36 cnegyeT cneunuumnpoBaTh 4na Kaxaoi onepauyun peanmsyemble P60 1 ocHo-
BaHHble Ha aTpubyTax 6e30MacHOCTU OTHOLLEHWS, KOTOPble HeO6XOAMMO MOAAepXKMBaTL MexXay aTpubytamu 6e3o-
NacHoCTU Cy6bEKTOB U MH(OPMaLMK. TN OTHOLLEHWA CedyeT OCHOBBIBATH Ha YNOPSAOUEHHbIX CBA3AX MeXay aTpuoby-
Tamn 6e30MacHoOCTy.

B FDP_IFF.2.3 aBTopy [13/3B6 cnepyeT cneuuduuupoBaTh BCe AONONHUTENbHbIE NpaBuna M®E ynpasneHus
MHDOPMALMOHHBIMU NOTOKaMU, KoTopble 0T ®BO TpebyeTcs peannsosatb. Ecin gononHUTeNbHbIE Npasuna He uc-
nonb3ytoTca. To asTopy M3/3B6 cneayet ykasaTb «HeT* npu BbINOTHEHWM paccMaTpyBaeMoii onepayuu.

B FDIMFF.2.4 asTopy M3/36 cnegyet cneundunLmnposath BCE fOMONHUTENbHbIE BO3MOXHOCTU MPE. KoTOpbIE
oT ®BO Tpebyetcs NpefocTaBUThb. ECAM AONONHWUTENbHbIE BO3MOXHOCTW HC npegocTasnstoTcs, To asTopy [13/3b
cnefyeT ykasaTb «HeT» Npu BbINONHEHUU pacCcMaTpPUBaeMoii onepayuu.

B FDP_IFF.2.5 aBTopy M3/36 cnegyeT cneunguupoBaTh OCHOBaHHbIE Ha aTpubyTax 6e3omacHOCTW mpaswuna,
ABHO paspeluarolyme MHPOPMaLMOHHbIE NOTOKU U AOMOMHAIOLME NpaBuna, onpeaeneHHble B NpeablAyLnX 3nemMeH-
Tax. OHW BbIHECEHbI B OTAENbHbIA 3neMeHT FDP_IFF.2.5. NocKonbKy OMUCbIBAKOT UCKNOYEHMS U3 NpaBu B Npeablay-
WMx anemewax. Hanpumep, npasuna SBHOrO paspelleHns MHHOOPMALMOHHOIO NOTOKa MOryT 6biTb OCHOBaHbI Ha
BEKTOPE MOMHOMOUUIA, acCOLMMPOBAHHOM C Cy6BEKTOM M BCerfa 06ecrneynBaiolmmM eMy BO3MOXHOCTb MHULULLPO-
BaTb NepemMelleHre NHpopMaLum, Ha KOTOPYIO pacnpocTpaHseTcs cneyuduumposardHas M®b. Ecnn nogobHas Bo3-
MOXHOCTb HexenaTenbHa, To aBTopy MM3/3b cnegyer ykasaTb «HeT» B JaHHOI onepaLuu.
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B FDP_IFF.2.6 aBTopy M3/36 cnefyetcneunguumnpoBas 0CHOBaHHbIe Ha aTpubyTax 6e30MacHOCTM NpaBuna,
SBHO 3anpeLyaoLime MHHOPMaLMOHHbIE NOTOKW 1 AOMOMHAIOLWME NpaBuna, onpeaeneHHble B NPeAblAyLmnX 3NeMeH-
Tax. OHU BbIHECEHbI B OTAENbHbIA 3neMeHT FDP_IFF.2.6, NOCKO/bKY OMUCLIBAKT UCK/HOYEHUS U3 NPaBW B Npeablay-
WX 3nemeHTax. Hanpumep, npasuna ABHOrO 3anpeLieHns WHHOPMALMOHHOTO MOTOKa MOTYT ObiTb OCHOBaHbI Ha
BEKTOPe MOMHOMOUUIA, aCCOLMNPOBAHHOM C Cy6HEKTOM W BCErAa OTKasbiBalOLMM eMy B BO3MOXHOCTW MHULMMPO-
BaTb NepemelleHne NH(OPMaLMK, Ha KOTOPYIO pacnpocTpaHseTcs cneunduuymposadHas M®b. Ecnn nogobHas Bos-
MOXHOCTb HeXenaTenbHa, To aBTopy I 3/31> cnefyeT ykasaTb «HeT» B jaHHOI onepawuu.

FDP IFF.3 OrpaHuyeHvie HepaspeLlleHHbIX HH(OPManHOHHbBIX MOTOKOB

3ameyaHus No NPUMEHEHUIO AN MO/Mb30BaTENA

KomnoHeHT FDP_IFF.3 cnegyet ucnonb3oBath, KOraa ofHa wnv Heckonbko M®E cogepxar TpeboBaHUsA Mo
ynpasieHnto HepaspeLleHHbIMU UHPOPMALIMOHHBLIMU NMOTOKaMU, HO HU OfHa U3 HWUX He BKNtoYaeT B cebs Tpebosa-
HUA X YCTPaHEeHUA.

[nsa cneunmdunuMpoBaHHbIX HepaspelleHHbIX WHPOPMALMOHHbLIX MOTOKOB ChefyeT YCTaHOBUTb MaKCUManbHO
fonycTuMble MHTEHCMBHOCTU. Kpome Toro, asTop M3/36 nMeeT BO3MOXHOCTb OMNpeAennTb, He06X0AMMO N NoaBep-
ratb ayAuTy HepaspeLleHHble MHPOPMALIMOHHbIE MOTOKW.

Onepauyn

Ha3HauyeHune

B FDP_IFF.3.1 aBtopy M3/3B6 cnegyet cneyncuymposatb MN®E ynpaBneHns WHHOPMALVOHHBLIMU NOTOKaMM,
ocywectensemble P5O. Nms 1 obnactb aeiicteust MAPB ynpaBneHns MHHOPMALMOHHLIMW NOTOKaMU OMpeaensoTcs B
KOMMOHeHTax cemeiictea FDP_IFC.

B FDP1FF.3.1 asTopy M3/36 cnegyet crneunuLmMpoBaTb TUMbl HepaspeLleHHbIX WH(OPMALMOHHLIX NOTOKOB,
MaKCUMa/IbHad UHTEHCMBHOCTb KOTOPbIX OrPaHU4MBaeTCA.

B FDP1FF.3.1 astopy MM3/3b cnegyeT cneuuduumMpoBaTb MakCUMaSibHYK) WHTEHCUBHOCTb, AOMYCTUMYHO ANS
K&KAOr0 W3 MAEHTU(DMULIMPOBAHHBIX HepaspelleHHbIX MHHOPMALMOHHbLIX MOTOKOB.

FDP IFF.4 YacTuyHoe ycTpaHeHWe Hepa3pelleHHbIX HH(OPMauHOHHbLIX NOTOKOB

3ameyaHus Mo NMPUMEHEHUIO [i/1A MoJb30BaTenNs

KomnoHeHT FDP_!FF.4 cnefyeT ucnonb3oBath, Korja ogHa uav Heckonbko M®B cofepxaT TpeboBaHMS HO
yMpaBneHnto HepaspelleHHbIMU UH(HOPMALIMOHHBIMU MOTOKaMK 1 NpW 3TOM XOTS 6Gbl OfHa M3 HWUX BK/tOYaeT B Cebs
TpeboBaHNUs ycTpaHeHUs XOTA 6bl OfHOro HepaspeLeHHOro MHMOPMaLMOHHOro NOTOKa.

Onepauuu

Ha3HaueHune

B FDP_IFF.4.1 aBTopy M3/3b cneayeT cneynguymposats MNPBb ynpaBneHs MHHOPMaLMOHHBIMU NMOTOKaMU,
ocyuectensiemble PEO. Uma. u obnacTs aelicteus MOB ynpaBneHns MHGHOPMALMOHHBIMU NOTOKaMK OMpeAeNnstTes
B KOMMOHeHTax cemeiictea FDP_IFC.

B FDP IFF.4.1 aBTopy M3/36 cnepyet cneun@uLMpoBaTh TUMbl HepaspeLLeHHbIX MHHOPMAaLMOHHbIX NOTOKOB,
MaKCUMasibHas WHTEHCUBHOCTbL KOTOPbIX OrpaHuynBaeTCs.

B FDP_IFF.4.1 asTopy [M3/3b cnegyet cneunguumnpoBaTb MakCUManbHY0 UHTEHCUBHOCTb, AONYCTUMYIO ANs
KaXaoro n3 naeHTUhuLnpoBaHHbIX HepaspeLleHHbIX NHC|IOPManNOHHBIX MOTOKOB.

B FDP IFF.4.2 aBTopy M3/3B6 cnegyet crneuntuumpoBath TUMbl HepaspeLleHHbIX H(POPMALMOHHLIX NOTOKOB,
NoAnexatmx ycrtpaHeHuto. CnncoK He MOXET OblTb MYCTbIM, MOCKONbKY AaHHbIA KOMMOHEHT COAEPXKWUT TpeboBaHwe
YCTpaHeHWs XoTA 6bl YaCTU HepaspeLleHHbIX WH(OPMALIMOHHBIX MOTOKOB.

FDP_IFF.5 OTcyTCTBME HepaspeLleHHbIX MHPOPMALMOHHBIX MOTOKOB

3ameyaHus No NPUMEHEHUIO AN MO/b30BaTENA

KomnoHeHT FDP_IFF.5 cnepyeT ncnonb3oBatb, korga M®B, cogepxaline TpeboBaHWS MO YNpaBieHWI0 He-
paspeLleHHbIMW UH(OPMaLMOHHBIMY MOTOKaMK, BK/IOYAlOT B Cebs TpeboBaHWe MONHOro WUX ycTpaHeHus. OfHaKo
asTopy M3/3b cnefyeT BHUMaTENbHO WU3yunTb, Kakoe BAWSHWE NOJO6HOe YCTpaHeHWe MOXeT OKasaTb Ha HopMaslb-
Hoe (hyHKLMoHUpoBaHue OO. MpaKTuKa noka 3bIBaeT BO3MOXHOCTb OMOCPEA0BAHHOI0 BIMAHUA Hepa3peLlleHHbIX UH-
(hOpMaLMOHHBIX MOTOKOB Ha paboTy OO. NoaToMy WX MOSHOe YCTPaHeHWe MOXET MPUBECTU K HeXenarelbHbIM
nocneAcTBUAM.

Onepauuu

Ha3HaueHue

B FDP1FF.5.1aBtopy H3/36 cnepyet crneuynduumposats MNP B ynpaBneHns MHAOPMaLMOHHBIMU NOTOKaMK,
AN KOTOPO MH(DOPMALMOHHbIE MOTOKM TpebyeTcs ycTpaHWUTb. Ms 1 obnacTb geiictBua M®B ynpasneHns nHpopma-
LIMOHHLIMX MOTOKaMW OMpefAenatoTCcA B KOMMOHeHTax cemeiictea FDP1FC.

FDP_1FF.6 MOHUTOPWHI Hepa3speLleHHbIX WHHOPMALMOHHbLIX MOTOKOB

3ameyaHus Mo NMPUMEHEHWUIO /1A MOo/b30BaTeNA

KomnoHeHT FDP_IFF.6 cnegyet ucnonb3osatb, korga oT @60 TpebyeTcs npoBefeHMe MOHUTOPUHra Hepas-
peLleHHbIX UHHOPMALMOHHbIX NOTOKOB, NHTEHCUBHOCTb KOTOPbIX MPeBbILLaeT CCHUMLLLLIPOMAHMOC NOPOroBoe 3Ha-
yeHune. Ecnu Takoii HOTOK TpebyeTcs NOABEPrHYTb ayAUTY, TO 3TOT KOMMOHEHT MOXET CNY>XUTb UCTOUHUKOM COObITUIA
ayguTa ana KomnoHeHToB cemelictBa FAU_GEN «[eHepauusa gaHHbIX ayauta 6e30nacHoOCTU».

Onepavuu

Ha3HaueHune
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B FDP_1FF.6.1 aBTop) M3/3b cnepyet curHuduumposatb 1B ynpasneHns MHAOPMALMOHHLIMU MOTOKaMU,
ocyuwectensemble P5O. Nms 1 obnacTb neiictBuH 1146 ynpaBneHns MHHOPMaLMOHHLIMW NOTOKaMW OMpeaensTcs B
KOMMOHeHTax cemeiictBa FDP IFC.

B FDP_IFF.6.1 asTopy M3/36 cnegyeT cneunduumMpoBaTb TUMbl HepaspeLleHHbIX UHPOPMaLOHHbIX NOTOKOB,
330A4N1EXALLHX MOHUTOPUHTY Ha MPEBbILLEHNE MaKCUMaSIbHOr0 3HaYeHWst UHTEHCWUBHOCTU.

B FDP1FF.6.1 asTopy M3/36 cnegyet cneunuLMpoBaTb MakCUManbHY0 UHTEHCUBHOCTb, MPEBbILLEHNE KOTO-
poVi Hepa3speLLeHHbIM MH(HOPMALIMOHHBIM NOTOKOM bydeT oTcnexusarscs ®BO.

E.7 ImnopT AaHHbIX M3-3a npedenos geiicteus ®60 (FDP1TC)

CewmeliictBo FDP ITC onpegenseT MCcxa33usMbl 418 MMNOPTA AaHHbIX nonb3oBaTens B0 0 u3-3a npegenos OA4®
Takum 06pa3om, 4Tobbl aTpubyTbl 6€30MacHOCTM JaHHbIX MOAb30BaTeNs Mpu 3TOM COXpPaHANUCb. CO3M1aco33aHHOCTb
3TUX aTpubyTOB BesonacHocTy onpeaenseTca cemeiictBoM FPT_TDC «CornacoBaHHOCTb faHHbIX ®BO Mexay ®BO».

B FDP_ITC TaKkxe paccMaTpuBatOTCA OTPaHMNYe3333s Ha MMMOPT, CrcUMgM3caLHs aTp33dyToB 6630MacHOCTL MO/b30-
BaTe/leM 1 acco3nsasn3v aTpubyTos 6e30MacHOCTU U laHHbIX MONb30BaTEeNS.

3ameuaHus 14 Mofib3oBaTens

FDP_ITC = cOOTBETCTBYIOLLEE CEMEICTBO AN 3KcnopTa faHHbIXx FDP_ETC onpegenstoT, kak OO noctynaet
C [aHHbIMW Monb3oBaTeneid, noctynawowmmm B O0P 1 nepefasaeMbiMn 13 33eC. OHO CBA3aHO C Ha3HaYeHWEM B
3 HOP3:poBa333!cm aTp336yToB 6€30MaCHOCTY Nas3HbIX MONb30BATENS.

B cemeiicTBe MOryT paccmatp:3BaTbCsl CrefytoLine AeiicTB33s:

a) MMNOpPT fAaHHbIX Nosb3oBaTens ¢ 6ecthopmaTHOro (Mo OTHOLUEHWIO K Ge3onacHOCTM) HocuTens (Takoro,
KakK rMOKWIA UCK, MarHWTHasa NeHTa, CKaHep, BWAEO- WM ayanoessrHan) 6e3 aTpubyToB 6C30Mac33ocTvt U dusmyec-
Kass MapKMpOBKa HOCUTENA [19 YKa3aHWA Ha CTO COAEepXaHue;

6) MX3NOpT AaHHbIX NOMb30BaTENs, BKNOYasA aTpubyTbl 6€30MacHOCTU, C HOCUTENs 3 BCPU(33KaslH COOTBET-
cTBKS aTpnbyToB 6e30nacHOCTM 06bC3CTa:

B) MMMOPT JaH33bIX NO/b30BaTeNs, BKNOYas aTpubyTbl 6€30MacHOCTM, C 330e33TeNM C UCMOMb30BaHWEM Kpun-
TorpaMyecknx MeTofoB AN 3alNThbl aCCOLMaLMM faHHbIX 3t0/1b30Ba3eNs ¢ aTpmbyTamm 6e30nacHoCTM.

CemelictB0 FDP_1TC HC MMeeT OTHOLLEHWUSA K OMpefefieHNt0 BO3MOXHOCTM MMNOPTa AaHHbIX NOMb3oBaTens.
3/ecb paccmaTpumBatoTCA NNLLb 3HaYeHUs aTpubyToB 6€30MacHOCTU fi/1F acco3T33assuvi C UMMOPTUPYEMbIMU N1a33HbIXM3
nonb3oBaTens.

ECTb Be BO3MOXHOCTW 3303 UMMNOPTE [JaHHbIX M0/1b30BaTeNA: MO0 OHN OAHO3HAYHO accoLMMPYOTCS C J0CTO-
BepHbIMM aTpnbyrams3s 6c3onac33ocTy 06bekTa (3HauYeHUs U cMbicn aTpuby3oB 6€30MacHOCTU HC MeHsATCs), 6o
3M3KaK33e 40CTOBEpHbIe aTp330yThl 6e30MacHOCTM (MK BOOGLLE Kak33e-n3360 aTpubyThl 6€30MacHOCTM) HC X303yT 63rb
NoyYeHbl OT 33eTOYHUKA AaHHbIX. B 3aTOM cemelicTBe pacCMOTPeHbl 06e BO3MOXHOCTY.

Ecnn vmetoTcs gocToBepHble aTpubyThl 6€30MacHOCr33, 3X MOXHO accoLumMpoBaTth C faHHbIMW M0Mb30BaTeNns
(hn3nueckmn (aTp3sdyTbl HC30MAC330CTU HAXOAATCA Ha TOM >Xe CAMOM HOCWTeNe) 3371 IorMyecku (atpssbyTbl 6c3onac-
330CTW 33CPCAAtOrcs OTAeNbHO, HO BK/IOYAOT B Ce6 YHUKabHYIO FAeHT33(unKaLumio 06beKTa, Hanps3Mep KpunToTpa-
(PUUCCKYIO KO33rpo/ib33yto CyMMY).

CeMeiicTBO CBf3aHO C MMMOPTOM [a3n3biX M0/Ib30BaTENS U COMPOBOXAEHWEM WX accouswmms! ¢ atpubyTtamu
6e30MacHOCTN B COOTBCrCTLL333 € TpebosaHuAxu3 M®B. C acnektaMu MMNopTa, KOTOpble HaxoAAaTcs BHe 06nactu
[ieficTBMA 3TOro cemeiicTBa (Hanpumep, ¢ HeMpOT33BOPCY33BOErbIO, [033ePEHHBbIM33 KaHanamu, LefloCTHOCTbIO), CBA-
3aHbl fpyn3e cemelicTBa. bonee Toro, B cemeiictee FDP_ITC paccmaTpuBaeTcs TONbKO MHTEP(ENC AHA Bbi33a'333e33334
MMnopTa. YuyacTvie B nepefade ¢ Apyroii CTOpoHbl (KaK MCTOYH33Ka) paccmaTtpuBaeTcs B ccxselicree FDP_ETC.

XO0poLUOo 333BCCTHbI CCAYIOM333e TPe6oBaHNA MMMOPTa;

r) UMMOPT AaHHbIX rHb30BaTCNsA 6e3 Kaknx-nm6o aTpmbyToB 6e3033acHOCTU;

[) MMNOPT fa33HbIX NO/Mb30BaTeNs, BK/KOYas acCOLU3MPOBaHHblE C HUMMW aTpubyTbl 6e3033aCHOCT33, NPUYEM
aTp330yTbl 6€30MaCHOCTU OAHO3HAYHO MPEACTaBAAOT 13XU30PTUPYCMYIO UH(OPX3a3LLIO.

3Tv TpeboBaHMA MMNOPTa MOTYT 6bITb peann3oBaHbl PBO npn yyacTu nam 6e3 yyacTus YenoBeka B COOTBET-
CTBUM C OrpaHUyeHnaMU WT 3 HOM3IT33KoM Ge30MacHOCTM opraHu3auun. Hanpuxscp. ecnu AaHHble NoMb3oBaTens
noflyyeHbl N0 «KOH(MUAEHUMANIBHOMY» KaHany, aTpubyTbl 6e30nacHOCTU 06bekTa BYAyT YCTAHOBNEHbl KaK «KOH(M-
LleHumnanbHble».

Ecnu np33x3e3sstorcs HeCKoNbKo M®B ynpaimessssq 4OCTYNOM W/MN33 MHPOPMALMOHHBIMU MOTOKaMu, ro mMo-
XeT MoTpe60BaTbCS 3303MOP3ITb 3TOT KOMMOHEHT OTAENbHO A1 KaXAO0l 330/I1T33K33 (T. C MPUME33UTb K HEMY OnepaLuio
31tcpansli).

FDP1TC.1 MMnopT gaHHbIX Nonb3oBaTens 6e3 aTpnbyToB 6e30MmacHOCTM

3ax3cyaH33a 330 NPUMEHEHUIO A35 NO/b30BaTeNs

KomnoHeHT FDP_1TC.l ucnonb3yetcs 435 cneyngukalmm nMnopTa JaHHbIX N0Nb30BaTENN, HC UMEKOLWNX A0~
CTOBEPHbIX (H/133 BOOGLLE 3333KaK33X) aTp330yTOB 6e30MnacHOCTU. ITa hyHKLMSA TpebyeT, 4Tobbl aTpnbyThl 6e30nacHoc-
T Nas3HbIX NoMb3oBaTens 33Huum3sposaince P6O. MpaBuna MMnNopTa MOXeT cneuns3gm3ss3posatb M asTop M3/36. B
HEKOTOpbIX Cpefax MOXeT notpe6oBatbcsi 31Cr0Nb30BaH33C A1 Mepefayn TuxX aTp330yToB MexaHu3Ma JOBEPEHHOro
MapLupyTa UanM Kaipasa.
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Onepauum

HasunauycHue

B FDP_1TC.1.1 astopy M3/3b cnegyeT cneuuduymposatb, Kakve 11®b ynpasneHus AOCTYNOM W/uan UHpop-
MaLMOHHbIMM NOTOKaMW GYAyT OCYLLECTBAATLCA NPY UMMOPTE faHHbIX nosnbloBatcns B OA®. [laHHble nonb3oBaTens,
KOTOpble UMMOPTUPYMITCS 3TOW (DYHKUMEN, OrpaHNUMBaAIOTCH HasHauyeHuneM 3Tux Mob.

B FDP ITC.1.3 aBTopy M3/3b cnefyeT cneuuduumnposarb BCe A0MONHUTE/bHbIE NPaBWa yrnpasneHus uMmmnop-
TOM WM yKas3aTb «HeT» npu OTCyTCTBMM TakoBbiX. O U npasuna 6yayT peannsosaHbl PBEO B gononHeHue K MNdb
ynpasfieHns AOCTYNOM W/MAU UHPOPMaLMOHHbIMA NOTOKaMK, BbiopaHHbIM B FDP ITC.1.1.

FDP ITC.2 /IMnopT AaHHbIX NOMb30BaTens ¢ arpubytamu 6e30nacHoCTM

3ameyaHus No MPUMEHEHWU0 AN Mofb3oBaTens

KomnoHeHT FDP_ITC.2 ncnonb3yetca Ans cneuudmkaymm MMNopTa AaHHbIX N0Mb30BaTeNs, UMEKLWMX J0CTO-
BepHble aTpubyThl 6e30MacHOCTU, acCoLMUPOBaHHble C HUMKU. ITa DYHKLUUWM UCNONb3yeT aTpubyTbl 6€30MacHoCTH,
TOYHO ¥ OAHO3HAYHO CBA3aHHble C 06BEKTaMN Ha HOCWTeNe UMMNOPTUPYEMbIX flaHHbIX. locne 3aBepLueHUK 1MMIopTa
Takue 06bEKThI ByAyT UMETb TC Xe aTpubyTbl 6e3onacHocTH. Mpu aTtom TpebyeTcs npuBiedeHne cemeiictea FPTTDC
[4nn obecrneyeHns HENPOTUBOPEUYNBOCTU AaHHbIX. [pasuna nmnopTa MoXeT crneuuduumnposats 1 astop M3/3b6.

Onepauuu

Ha3HaueHue

B FDP_ITC.2.1 aBTopy M3/3b6 cneayeT cneuuduymposatb, kakve M® b ynpasneHus goctynom B/HAU UHGOp-
MaLOHHbIMW NOTOKaMK 6yAyT OCYLLECTBAATLCA NPU MMMOPTE faHHbIX nonb3osaTens B OA®. [aHHble nonb3oBatens,
KOTOPble UMMOPTUPYIOTCS 3TON (PYHKLWENR, OrpaHnuMBatoTCA HasHaueHvem MaBb.

B FI)P_ITC.2.5 asTopy M3/36 cnegyeT cneuuduLmuposaTb BeC AONOMHUTENbHbIE NPaBua ynpasneHns umnop-
TOM WM yKasaTb «HeT* npu nx oTcyTcTBUM. ST npaBuna 6yayT peanmsosaHbl ®BO B gononHeHue Kk M®E ynpasne-
HWA [OCTYMOM H/MAWM MHPOPMALMOHHBIMKU NOTOKaMu, Bbi6paHHbiM B FDP 1TC.2.1.

E.8 Mepegaya B npegenax OO (FDP_ITT)

CemeiictBo FDP_1TT cofepXuTt Tpe6oBaHus, CBA3aHHbIE C 3alWUTON AaHHbIX NOMb30BaTENS NPU UX Nepejaye
MeXay pasnuyHbiMU YacTaMu OO Mo BHYTPEHHEMY KaHaly. OTUM OHO oT/an4vaeTcs oT cemelicte FDP_UCT u
FDP_UIT, koTopble ob6ecneymBatoT 3aliuTy AaHHbIX MOMb30BaTeNs Mpu WX Nepefade mexgy pasnuyHbiMu ®EO no
BHELLHeMY KaHay, a Takxke 0T cemeiicts FDPETC u EDP_ITC, koTopble CBA3aHbl C Nepefayeli JaHHbIX 3a Npege-
Nbl U 13-3a NpefenoB geiictaua ®BO.

3amevaHus f14 nosb3osaresns

TpeboBaHNA 3TOro cemelicTea No3sonatT asTopy M3/36 cneuyunduuymposaTth enaTenbHbl CNOCO6 3aLNThI
[aHHbIX NoNb30BaTeNs BO BpeMs uxX nepefaun B npegenax OO. 3To MOXeT 6bITh 3aLL4MTa OT PAaCKPbITUS, MOAUMUKALN
UM HapyLleHns JOCTYMHOCTU.

MpuHATVE pelueHns 0 cTeneHn HU3NYECKOro pasfeneHns, B YCN0BMAX KOTOPOro crefyeT MCNo/b3oBaTb 3TO
CeMelicTBO, 3aBUCUT OT MpejnonaraeMoii cpeabl aKcnnyatauuu. B HebnaronpuaTHoOl cpeAe MOTYT BO3HUKATb PUCKM,
cBA3aHHbIe C nepegaveit Mexgy vacTamu 00, pasfefieHHbIMU BCEro NnLb CUCTEMHON LWWHOI. B 6onee 6naronpuat-
HOli cpefdie ANs nepefayn MOXHO MCMOMb30BaTh 06bIUHbIE CETEBbLIE CPEACTBA.

Ecnn npumenstoTca Heckonbko M®B ynpasneHns foctynoMm u/Mnu MHMOPMaLMOHHBIMA NOTOKaMu, TO MO-
XKET NoTpeboBaTLCA NOBTOPUTL 3TOT KOMMOHEHT OTAENbHO ANA KaXAo/ WMEHOBaHHON NOAUTUKK (T. C. NPUMEHUTL K
Hemy ornepaLuio utepauum).

FDPJTT.| ba3oBas 3aluTa BHYTPEHHEN Nepeaaym

Onepauun

Ma3wn au cuHe

B FDP_ITT.1.1 astopy M3/36 cnepyet cneunguumposats M®E ynpasneHns JOCTYNOM WU/UAN UHHOPMALMOH-
HbIMW MOTOKamMK, PacrnpoCTpaHAIoLLMeCH Ha NepefaBaeMyto MH(OPMALMIO.

Boi6op

B FDP 11T.1.1 aBTopy M3/36 cnegyeT cneuuduLMpoBaTh TUMbI OLLIKGOK Nepefayn, 0T KOTOPbIX CnedyeT Tawu-
wasb. ucnonb3ys ®BO, faHHbIe No/b3oBaTens npyu UX nepefade. BapuaHTbl: packpbiTve, MOAUMUKALNA, HeJOCTYM-
HOCTb.

FDP_ITT.2 Pa3geneHune nepegayun Ho aTpmbytam

3aMeyaHns HO NPUMEHEHUIO AN MO/b30BaTeNs

KomnoHeHT FDP_ITT.2 mMoxeT 6bITb MCNOMb30BaH, HanpumMep, 4S8 obecrneyeHns pasnuyHbIX BUAOB 3aLUUTHI
WH(OpMaL KU B COOTBETCTBUMN C Pa3NINYHBIMN YPOBHAMU KPUTUYHOCTW.

OfHUM 13 cnoco60B pasfeneHns AaHHbIX NPy nepefade ABSETCA UCMONb30BaHWE pasfeneHHbIX NOrMYecKnX
NN HU3NYECKUX KaHa0B.

Onepauum

HasHaueHue

B FDP_1TT.2.1 aBtopy INM3/3B6 cnepyet cncnudumuposars M@ b ynpasneHuy foctynom n/mnm nHOopMaLmoH-
HbIMW MOTOKaMu, pacnpocTpaHsIoLMecs Ha nepefaBaeMyto UHHOPMAaLIMIO.
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Bbibop

B FDP_1TT.2.1aBTopy M3/36 cneayeT cneymguumMpoBaTth TUMbI OWKNO0K Nepeaayn, or KOTOpbIX CreayeT 3aLu-
watb, ucnonb3ysa ®bO. faHHble NOMb30BaTENA MPU WX Mepedade. BapuaHTbl: packpbiTue, MOgUdUKaL A, HEAOCTYM-
HOCTb.

Has3HaueHue

B FDP_1TT.2.2 aBTopy [13/36 cnegyeT cneuuduumpoBath aTpubyThl 6€30MacHOCTH, MO 3HAYEHWsSIM KOTOPbIX
dBO 6yayT onpefensTb, KOrga faHHble, NepeckliaeMble MeXLy hU3nYeckun pasgeneHHbIMU YacTamm OO. TpebytoT pas-
fieneHnsa. Hanpumep, faHHble NOMb30BaTENSA, acCCOLMMPOBaHHbIE C UAEHTUMUKATOPOM OAHOTO BNadesbla, nepefaroTcs
OTAENbHO OT AaHHbIX, aCCOLMMPOBAHHBIX C MAEHTM(MKAaTOpaMu ApyruX BnagenbLes. Torga Aav onpefeneHns Heobxo-
OVMOCTU pasfieNeHns flaHHbIX NPy nepefade UCMOMb3yeTcs 3HaveHWe WAeHTU(UKaTopa X BnagenbLa.

FDP_1TT.3 MOHWTOPUHI LENOCTHOCTH

3aMeyaHuna No NpPUMEeHeHWUo A1 No/b30BaTeNns

KomnoHeHT FDP_ITT.3 ncnonb3yetcsa B coyeTaHum ¢ FDP_ITT.l unn FDP_ITT.2. OH obecneumBaeT, 4ToObl
dBO npoBepsnu LenoCTHOCTb NOMYYEHHbIX AaHHbIX Nofb3oBatens (M ux aTpubyToB». KomnoHeHTol FDP_ITT.l nan
FDP_ITT.2 npefocTaBAaT JaHHble CMOCOOOM, 3aljuialolWwumM faHHble 0T Moaugukaummn, a FDP_ITT.3 no3sonut 06-
Hapy>XWTb HEKOTOPbIE U3 MOAN(UKALNIA.

AsTop M3/36 gomxeH cneynduumpoBaTth BAbI OLIMGOK, NoAnexalux obHapyxeHuio. Astopy M3/36 cnegyet
paccMoTpeTb, MOMUMO NPOYMX HapyLUeHUiA LLeNoCTHOCTK, CNefytoLive BUAbl OWNGOK AaHHLIX: MOAWUGUKaLUs, Nog-
MeHa. HCBOCCraHaH/MMacMoe W3MEeHeHWe MoC/efoBaTeIbHOCTU, MOBTOPHOE WCMO/b30BaHWe, HemnosHoTa.

AsTopy M3/36 HeobxoanMo cneundunuMpoBaTh, Kakue AeiicTBUA cnegyeT npegnpuHaTe ®BO npu obHapyxe-
HWUX OWNGKKM, HanpyuMep WIHOPMPOBATb AaHHble MONAb30BATENSA, 3arMpOCUTb AaHHbIE MOBTOPHO, COO6LWMTb YMOAHO-
MOYEHHOMY aAMUHUCTPATOPY, HanpasuTb TpauK HO APYrMM KaHanam.

Onepauyn

Ha3HauyeHune

B FDP_I'IT.3.1 aBTopy M3/36 cnegyet cneunuumposats, Kakve 11®b ynpasneHUs fOCTYNOM U/HAW UHGOP-
MaLMOHHbIMW NOTOKaMM PacnpoCTPaHAIOTCA Ha NepefaBaeMyto U NMPOBEPSEMYIO Ha OLUMOKM LieNOCTHOCTU MHAOPMaLINIO.

B FDP_rri'.3.1asTopy M3/3b6 cnegyet cnenH(pHLM|OBATH TUMbI BO3MOXHbLIX OLUMBGOK LLeNOCTHOCTM, OTCNEXU-
BaeMbIX BO Bpems Nepefayn [aHHbIX MONb30BATENS.

B FDP_ITT.3.2 aBTopy IM3/36 cneayet cneuuduumpoBaTs AelcTBUS, npeanpuHumMaemble @50 B cnyyae 06Ha-
PY>XeHus owmnbkn LenoctHocTn. @ B0, Hanpumep, MOTYT 3aNpOCMTb MOBTOPHYIO Mepedady .AaHHbIX nonb3oBatens. Meb,
crneuyuuumpoBarHHble B PDP_fIT.3.1, 6yayT ocyllecTBNsATLCA KakK AeAcTBUs, npeanprHuMaemblie ®BO.

FDP_ITT.4 MOHUTOPUHT LENOCTHOCTM MO aTpubyTam

KomnoHeHT FDP_ ITT.4 ucnonb3yetcs B codeTaHum ¢ FDPITT.2. OH ob6ecneumsaeT, 4tobbl P50 nposepsanu
LIeIOCTHOCTb MOMYYEHHbIX faHHbIX MO0/b30BaTeNs, NepefaHHbIX Mo pa3feneHHbIM KaHanam (B COOTBETCTBMM CO 3Ha-
YeHUAMM cneunuLmnpoBaHHbIX aTpubyTos 6e3onacHocTn). KomnoHeHT nossonset asTopy M3/36 cncunduumposars
[eicTBNA, NpeanpuHUMaeMble B ciyyae 06HapY)XeHUs OWNOKN LIefIoCTHOCTK.

KOMMOHeHT, Hanpumep, MOXeT WCMoMb30BaTbCA A1 06eCneyeHns Kak OOHapy>XeHWs pasnyHbIX OWwun6oK
LIeNI0OCTHOCTU, TaK W AeCTBUIA Had MH(OpMaLMeld Ha pasfIMyHbIX YPOBHAX LIeIOCTHOCTY.

ABTop M3/36 fo/mKeH crneympunLmpoBaTh BUAbI OLLIMGOK, Nognexalinx obHapyxeHuto. AsTtopy M3/36 cnegyet
paccMOoTpeTb, MOMUMO MPOYNX HapyLUeHWUI LLeNoCTHOCTY, CefytoLne Biabl OWKNGOK AaHHbIX: MOAWUMUKauus, nog-
MeHa. HCMOCCTaHaBNMBacCMOC M3MEHEHMe MOC/eA0BaTeNbHOCTM, NMOBTOPHOE WUCMOJb30BaHWe, HemnosiHoTa.

AsTopy M3/3b cnegyet cneuntuympoBaTb aTpubyThl (M aCCOLMMPOBaHHbIE C HUMMW KaHabl nepefayn), Tpeby-
IOLLMEe MOHWUTOPMHIA OLMGOK LEeNOCTHOCTU.

AsTopy M3/36 HeobxofnMo cneundunuMpoBaTh, Kakue AeiicTBUA cnedyeT npeAnpuHaTe ®BO npu obHapyxe-
HUW OWNOKW, HanpuMep WrHOPMPOBATb fJaHHbIE MONb30BaTeNs, 3aNPOCUTb [aHHble MOBTOPHO, COOOLMUTL YNOAHO-
MOYEHHOMY afMUHUCTPATOPY, HanpasuTb TpaPuK No ApyruM KaHanam.

Onepauuun

HasHaueHue

B FDP_ITT.4.1 aBTopy M3/3b cnegyeT cneynduumposatb, kakue MN®E ynpasneHns goctynom u/Han nHgop-
MaLMOHHbIMW MOTOKaMK pacnpoCcTPaHATCA Ha MepefjaBaeMyto W MpoBepseMyto Ma OWWN6KN LLenocTHOCTU UHGOp-
MaLmio.

B FDP_ITT.4.1 aBTopy M3/36 cnegyet cneunuuupoBatb TUMbl BO3MOXHbIX OLLUUGOK LeNIOCTHOCTU, OTCEXN-
BaeMbIX BO Bpems nepefaqu flaHHbIX Mo/ib3oBaTess.

BFDP HT.4.1 aBTopy M3/36 cnegyet cneumduumpoBaTts CIMCOK aTpubyTOB 6e30MacHOCTM, TPebytoLwmx pasae-
NeHNs KaHanoB rnepejayn. STOT CMMUCOK WCMONb3YeTCA ANA OMNpefeneHns TOro, Kakue [aHHble Mosb3osaTens GyayT
OTCNeXMBATbCA Ha OWMGKM LEeNOCTHOCTM Ha OCHOBe aTpubyToB 6e30MacHOCTU faHHbIX W KaHanoB Mepefadun AaHHbIX.
3TOT 37eMeHT NpAMO 3aBUCUT OT KOMMoHeHTa FDP_ITT.2 «Pa3geneHvie nepegaun no atpubyTtam».

B FDP_ITT.4.2 aBTopy M3/36 cneayet cneuntuumpoBath feiicTBMA, npegnpuHumaeMble ®BO B cnyyae 06Ha-
py>XeHus owun6kn LenoctHocTn. ®BO. HanpuMmep, MOFYT 3anpocuTb NOBTOPHYIO Nepefady AaHHbIX MOMb30BaTens.
MoB, cneynduympoBaHHble B FDP_ITT.4.1 6yayT OCyLLecTBAATLCS Kak Ae/icTBMA, NpeanpuHuMaemsble ®BO.
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E.9 3awuTa octatouHoi uHpopmaumm (FDPRIP)

CemeiictBo FDP RIP cBA3aHO ¢ Heo6X0AMMOCTbIO 06ecneyeHns MmocnefytoLleii HefoCTYNHOCTW yaaneHHow
MH(OPMaLMK 1N OTCYTCTBUA HO BHOBb CO3flaHHbIX 00beKTax MH(OPMaL MK U3 06BEKTOB, paHee UCMO/b30BABLUMNXCS B
00. 3ro cemeiCTBO HC NPUMeHseTCA K 06beKTaM, XpaHUMbIM aBTOHOMHO.

3ameuyaHus ana nosb3osatens

370 ceMelicTBO COAepPXNT TPeboBaHMA 3alMTbl UH(OPMaLMK, KOTOPas yXe N0rmyeckn yaaneHa nam ocBo6ox-
fleHa (HedocTynHa 19 NOMb30BaTeNs, HO BCE CLUC HAXOAMTCA B Npefenax CUCTEMbl U MOXET OblTb BOCCTaHOBMEHA). B
4acTOCTH, 3TO OTHOCUTCA K MH(OPMaLMK, KOTOpas COLEPXMTCA B 06beKTe Kak yacTb pecypcoB ®BO MHOrokpar-
HOro MCNOMb30BaHWA, KOrfa YHUUTOXEHNEe 00beKTa He06A3aTeNlbHO 3KBMBANIEHTHO YHUUTOXEHUWIO pecypca Unu Ka-
KOWi-nM60 YacTu pecypca.

CeMelicTBO NPUMEHMMO TaKXe MpU NonepeMeHHOM UCMOb30BaHUW PasMYHbIMU Cy6bEKTaMM PecypcoB B CU-
cteme. Hanpumep, B 60/1bLUMHCTBE OMEpPaLMOHHbIX CUCTEM NS NOAAEPXKKN CUCTEMHbIX MPOLLECCOB 06bIYHO NCMOMb3Y-
l0TCS annapaTHble perncTpbl (B KauyectTse pecypcoB). MOCKONbKY NpoLECChl MOCTOSAHHO MEPEXOAAT W3 aKTUBHOrO
COCTOSHWNS B COCTOSIHWE OXWAAHWS U 06PaTHO, 3TW PErucTpbl NOMNEPeMEHHO UCMOMb3YHOTCA PasNYHbIMK CybbeKTa-
Mu. XoTs Nofo6Hble [eCTBMA «NOAKaYKM» MOXHO HC CUYMTaTb 3aHATWEM MM OCBOBOXAEHWEM pecypca, K Takum
COObITUAM W pecypcamM MOXET BbiTb NpUMeHeHO cemeiicTBo FDP_RIP.

CewmelictBo FDP_RIP 06bI4HO CBS3aHO C AOCTYNOM K MH(OpMaLuW, He ABASIOLLENCS YacTbi0 06bEeKTa, KOTO-
pbIi ONpejeneH B JaHHbIA MOMEHT MK K KOTOPOMY OCYLLECTBASETCA AOCTYN: OfHAKO 3TO NpaBaTo He BCerga cobnto-
paetcs. MycTb, HanpumMep, 06beKT A ABnseTCa (aiinoM, a 06beKT B —ANCKOM, Ha KOTOPOM pa3MelLaeTcs aToT dhaiin.
Korga 06bekT A yganeH, AOCTyn K ero ocTaTo4HOi MHGopmauun onpegensetcs cemeiicteom FDP_RIP. xoTa oHa
BCE CLUC OCTaeTcs yacTblo 06bekTa B.

BaxHo umeTb B Bugy, Yyto FDP_RIP npumeHseTcs Tonbko K o6bekTam Tuna on-line, a He off-line (T. c. He K
aBTOHOMHbIM OObeKTaM, TaKMM KakK pe3epBHble KOMUKM OGBEKTOB Ha MATUTHbLIX NeHTax). Hanpumep, ecnn B OO
ypansetcs ¢aiin, B8 FDP_RIP moxeT 6bITb 0TO6paXKeHO TpeboBaHMe OTCYTCTBUSA M0G0 0CTATOMHOW MHGOpMaLum
npy 0CBOGOXAEHUN pecypca: TeM He MeHee ®BO HC MOryT pacrnpocTpaHWTb OCYLLECTB/IEHWE 3TOro TpeboBaHMA Ha
TOT Xe camblii haiin, CyLlecTBYOLWWIA B BUAe aBTOHOMHOI pe3epBHOW konuu. CnefoBatenbHO, 3TOT (aiin no-npe-
XXHeMy focTyneH. Ecnn BaKHO obecrneynTb HefoCTYNHOCTb, TO asTopy M3/3B6 cnefyeT yA0CTOBEPUTLCS, YTO COOTBET-
CTBytOLaA Lenb 6e30MacHOCT N1 cpefbl OTPaXKeHa B PYKOBOACTBE aAMUHMCTPATOpa NPUMEHUTENIbHO K aBTOHOM-
HbIM 06bEKTaM.

Cemelictea FDP_R1P n FDPROL MmoryT BCTynaTb B KOH(IUKT, KOr4a B MepBOM 0To6paxkeHO TpebGoBaHuWe
YHUUTOXEHNS 0CTaTOYHOW MHGOPMaLLMM BO BpeMs nepedayn 06bekTa OT NPUNOXKEHU K YHKUMAM 6e30macHoCTH
(T. . Npn ocBobOXAeHNN 06beKTa). M03TOMY pe3ynbTaT BbINOMHEHWN Onepauun BbIbopa «HeAOCTYNHOCTL NPY OCBO-
60xaeHun pecypca* B FDP_RIP Henb3s coBMecTUTb ¢ ncnonsb3oBaHmem FDP_ROL 13-3a BO3MOXHOr0 OTCYTCTBUS
MHopMaLun, Heo6XOAMMOIA AN OTKaTa B Mpefpblayliee cocTosHWe. B atom cnyyae u FDP_RIP cnegyeT BbibpaTh
«HefoCTYNHOCTb MPU pacnpefeneHnn pecypca», YTo No3sonseT ucnonbi3osaTts FDP_ROL. xoTa vmeeTca puck, 4To
pecypc, coepXKaBLUnii MHOPMALMIO, pacnpedeneH HOBOMY 00beKTy [0 BbINONHEHWS oTKaTa. Eciv aTo npon3oiigeT,
TO OTKaT Oy/eT HEBO3MOXEH.

B FDP_RIP HeT Tpe6oBaHMWi1 ayanTa n3-3a TOro, YT0 B HEM He OTpaXKeHbl (hYHKLMW, Bbi3biBaeMble M0/b30Ba-
Tenem. AyauT pacnpefieneHHbIX U 0CBOOOXKAEHHbIX PecypcoB OyeT BO3MOXEH Kak YacTb onepauuii M®b ynpasne-
HWA [OCTYNOM WAU UH(OPMALMOHHBIMU NOTOKaMU.

3T0 CeMeiiCTBO cnefyeT NPUMeHATb K 06bekTaM, cneuuduumnpoBaHHbiM B M®E ynpaBneHus [OCTYNOM WM
MH(OPMaLMOHHbIMKU NoToKamu asTopom M3/36.

FDP R1P.1 OrpaHu4eHHas 3alMTa OEraToO4HON MHGopMaLm

3ameyaHus Mo NPUMEHEHWUIO /1S M0/b30BaTeNA

KomnoHeHT FDP_RIP.l cofepxuT TpebosaHue, 4to @O byayT obecneunBath 415 NOAMHOXECTBA 06LEKTOB
00 oTcyTCTBME B pacrnpedefieHHOM 3TUM 06beKTaM MW 0CBOGOXAEHHOM MMW pecypce AOCTYMHOV OCTAaTOYHON WH-
thopmarmun.

Onepauuu

Bbibop

B FDP_RIP.1.1 aBTopy M3/3B cnegyeT cneunguLmnpoBaTb, B KAKOM WMEHHO Clyyae, MpW pacrpegeneHun umm
0CBOBOX/EHUN PECYPCOB, BbI3bIBAETCA (YHKLMA 3alUMTbl OCTATOMHON MH(OPMaLMK.

HasHaveHue

B FDP_R1P.1.1 asTopy IM3/36 cnefyet Np1BeCTM CMMCOK O6BEKTOB, .bisi KOTOPbLIX BbINOMHAETCA 3allMTa 0CTa-
TOYHON MHopMaLMK.

FDP_RIP.2 MMonHas 3awnTa 0CTaTOYHOM MH(opMaLmm

3ameyaHua Mo NMPUMEHEHWNIO [N Nosb30BaTeNs

KomnoHeHT FDP_RIP.2 cofepxuT TpeboBaHue, 4to ®BO byayT obecneumBatb ans Bcex 06bekToB 0 0 OTCyT-
CTBWe B pacrnpejeneHHOM 3TUM 06beKTaM UM 0CBOBOXAEHHOM UMK pecypce AOCTYMHON OCTaTOYHON MHMopMaLun.

Onepauyn

Bbibop

B FDP_RIP.2.1 asTopy M3/36 cnepyet cneynduLmposaTh, B KAKOM UMEHHO Cly4ae, Npy pacrnpegeneHnn nnm
0CBOOOX/AEHNW PeCYpPCOB, BbI3blBAETCA PYHKLMA 3aWMTbl OCTATOYHOW MHBOPMaL UK.
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E.I0 Otkat (FDP_ROL)

CewmeiicTeo FDP_ROL cBA3aHO ¢ He06X0AWMOCTbIO BO3BpaTa B NOMHOCTLIO OMpPefe/ieHHoe AONyCTUMOe COCTO-
AHWe. HanpuMep, KOrja nonb3oBatento Tpebyetcs OTMEHUTb MOAN(UKALWIO (haiina uam 0TMEHWUTb TpaH3akuuyu npu
He3aKOHYeHHOV cepun TpaH3aKuuidi NPUMEHUTENbHO K 6a3e faHHbIX.

3T0 ceMelicTBO MpeAHa3HaYeHo Ans COAeiiCTBMA MOMb30BaTeNt0 B BO3BPALLEHWM B MOMHOCTbIO OMpefeneHHoe
[0NyCTUMOE COCTOSIHME MOC/e TOr0, KaK OH PeLlnn OTMEHWUTb HEKOTOPYK COBOKYMHOCTb MOCMEAHUX AeNCTBUIA MUK,
Ana pacnpegeneHHoi 6a3bl AaHHbIX, BEPHYTb BCe pacrpefieneHHble KONuu 6asbl faHHbIX K COCTOSAHUIO Mepef, BbINon-
HEHMEM OTMEHeHHON onepayuu.

Cewmelictea FDP_RIP n FDP_ROL BcTynaeT B KOH(AWKT, Kornea FDP_RIP ycTaHaasnBacT, 4TO cofepXaHue
pecypca CTaHOBMTCA HeLOCTYMNHbIM NpW 0CBOBOXAEHMU pecypca 06bekToM. Torga FDP_R1P Henb3s Mcnonb3oBaTb
coBMecTHO ¢ FDP_ROL u3-3a 0TcyTCTBUS HEO6X0AMMOM .Tm 0TKasa nHgpopmauun. FDP_R1P MOXHO MCMoNb30BaTh
coBmecTHO ¢ FDP_ROL. ecnm FDP_RIP ycTaHaBnuBaeT, 4To Npu pacnpefeneHun pecypca 06bekTy mpeablayluee
cofiepXaHue pecypca 6yfeT HejoCTynHO. 3TO BO3MOXHO NOTOMY, YTO /M YCMeLWHOro oTkata MexaHmsm FDP_ROL
noayynT AOCTYN K NpefblayLleil MHopMaLMm, KoTopas Bce elue MOXeT HaxoauTbes B CHO.

Ha Tpe6oBaHMe OTKa3a HaknafblBalOTCA HEKOTOPble OrpaHuyeHWs. Hanpumep, TEKCTOBbIN pefakTop 06bluHO
M03BONSET OTKAT TONLKO Ha ONpefje/IeHHOe YNCNO KOMaHf. [pyroii npumep CBfi3aH C pe3epBHbIMW Konusamu. Ecnm
NeHTa [118 Pe3epBHOro KOMNUPOBaHWUA MepeMaTbiBaiacb, a 3aTeM Ha Hee MpPoW3BOAMIAaCch HOBas 3arucb, TO MepBOHa-
yasbHas MH(pOPMaLUA HC MOXeT 6onee 6bl3b BOCCTaHOB/IEHA. DTO TaKXe OrpaHMYMBaeT BO3MOXHOCTU OTKas3a.

FDP_ROL.|l Ba3oBblii oTKaT

3ameyaHua No NPUMEHEHUIO ANs Mob30BaTeNs

KomnoHeHT FDP_ROL.l no3BonseT Nonb30BaTento nnu cyobekTy OTMEHATb HEKOTOPYHO COBOKYMHOCTb One-
paunii Hag npegonpeaeneHHbIM MHOXECTBOM 00beKTOB. OTMeHa BO3MOXHA TONbKO B HEKOTOPbIX MpeAenax, Hanpu-
Mep Ha HEKOTOpPOe YWC/I0 CMMBO/MOB WV B ONpPefie/leHHOM WHTepBane BPEMEHMU.

Onepauyn

Ha3HauyeHune

B FDP_RO01..1.1 asTopy IM3/3b cnesyet cHcautuHHpoBars M®b ynpasneHus JocTynom U/van MHHOpPMaLmoH-
HbIMW NOTOKaMW, KOTOpble GyAyT OCYLLECTBAATLCA NPU BbINOMHEHUW Onepauuii oTkata. Heo6X0AMMO YAOCTOBEPUTLCS,
4TO OTKaT HC Mcnonb3yetcs Ana 06xofa creumduuupoBaHHbix M®E.

B FDP_ROL.LI aBTopy M3/36 cnegyeT cneumduuupoBaTh CNMCOK OMepaLuii, [OMYCKatoLWMX 0TKaT.

B FDP_ROL.L.I aBTopy M3/36 cneayeT cneunguumMpoBaTh CNMUCOK 06bEKTOB, K KOTOPbIM MPUMEHMMA MOUTK-
Ka oTKara.

B FDP_ROL.1.2 aBTopy M3/3b cnepyeT crneyuduumpoBaTh OrpaHuyeHne, B paMKax KOTOpPOro MOryT BbINos-
HATLCA OnepaLun oTKaTa. '.>TO MOXET ObITb MHTEpPBas BPEMEHW; HanpuMep MOryT ObiTb OTMEHEHbI OMepaLyu, BbInos-
HEeHHble B TeueHne NOCMefHNX 2 MUH. [pyriMy BOLLIOXHBIMU OFpPaHUYeHnAMN MOTYT ObiTb MakCUManbHOEe KOMYeCTBO
OTMEHsieMbIX Onepauuii unn pasmep 6ydepa.

FDP_ROL.2 PaclumpeHHblii 0TKaT

3ameyaHus Mo NPUMEHEHWUIO AN MOMb30BaTeNs

KomnoHeHT FDP_ROL.2 cogepxuT TpeboBaHue, 4Tobbl @50 npefocTaBisam BO3MOXHOCTb OTKaTa BCex one-
paumii. oAHaKo NoMb3oBaTeNb MOXET BblOpaThb /1 0TKa3a TOMbKO YacTb U3 HUX.

Onepauuu

HasHaueHue

B FDP_ROL.2.1asTopy M3/36 cnegyet cneynduuymnposaTb M®B ynpasneHns goctynom n/vnm Meb ynpasne-
HWA MH(HOPMALIMOHHBIMU NOTOKaMK, KOTOpble OYAYT OCYLLECTBAATLCA NPU BbINONHEHWUW Onepaumii oTkata. Heo6xo-
[UMO YAOCTOBEPUTLCS, YTO OTKAT HC UCMONb3yeTcsa Ana 06xoda cneunduumposaHHbix MOb.

B FDP_ROL.2.1 aBTopy M3/36 cnegyeT cnenupHUMpPOBaTS CMINCOK 06BEKTOB, K KOTOPbIM NPUMEHUMA MOUTK-
Ka 0TKa3sa.

B FDP_ROL.2.2 asTopy 3/3b cnegyet cneunduumupoBatb OrpaHnYeHne, B paMKax KOTOPOK M o iyr BbINOA-
HATbLCA onepauumn oTKata. 3T0 MOXET OblTb UHTEPBAN BPEMEHW; HaNpyYMep MOTyT ObiTb OTMEHEHbI Onepauuu, BbIno-
HeHHble B TeYeHWe MOCMeAHNX 2 MUH. [pyruMn BO3MOXHbBIMM OrpaHUYeHUAMU MOTY T 6bI3b MakCUMabHOE KOonue-
CTBO OTMEHSieMbIX onepaLuit unu pasmep 6ycep:!.

E.11 LenocTtHoCcTb XpaHUMbIX AaHHbIX (FDP_SD1)

CemelictBo FDP_SDI cofepxuT Tpe6oBaHWs, CBA3aHHbIE C 3alWMTOM JaHHbIX NONb30BaTENS BO BPEMS MX Xpa-
HeHus B npefenax OA®.

3ameyaHus [ nonb3osartens

AnnapaTHble c60M W OWKNOGKM M O T BO3AEACTBOBATb Ha flaHHbIe, XpaHUMble B NaMATU. CeMelicTBO COAEPXUT
Tpe6oBaHMA NO 06HAPY>KEHWNIO TaKNX HenpefHaMepeHHbIX OWN60K. B 3TOM cemelicTBe Take paccMaTpyBaeTcs Lieno-
CTHOCTb flJaHHbIX BO BPEMS MX XPaHEHWs B 3anOMUHaIOLMX YCTPOCTBaxX B Npedenax OO ®.

[na npepoTBpalleHus MOAU(UKALUN [aHHBIX CyObeKTOM TpebyeTcs BMECTO 3TOr0 CeMelicTBa WMCMOMb30BaThb
cemeiictea FDP_IFF unn FDP_ACF.

FDP_SDI otnnuaetcs ot cemeiictea FDP_ITT «Mepegaya B npefenax OO®. KOTOPOE 3aLiMLLaeT faHHble NO/b30-
BaTeNif 0T OWMOBOK LeSIOCTHOCTY BO Bpems UX nepegayu B npegenax CHO.

FDP_SDI.I MOHWTOPUHI LEMOCTHOCTU XPaHUMbIX AaHHbIX

3amMeyaHna No MPUMEHEHWUIO AN NONb30BaTeNs
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KomnoHeHT FDP_SD1.l KOHTpoAupyeT NosiBjieHWe OLIMOOK LLeNOCTHOCTU [aHHbIX, XpaHUMbIX Ha HOCUTene.
AsTop M3/3B6 MOXET cucunUnNpoBaTb pasfinyHble TUHbI aTpUbYTOB [jaHHbIX HOMbIOBAreNs. Ha KOTOPbIX OyAeT
OCHOBAH MOHWTOPWHT.

Onepauuu

HasHaueHue

B FDP_SD1.1.1 astopy lM3/3b cneayeT crneunduumpoBaTb OLIMOKW LIEOCTHOCTMW, KOTOpble BYAYyT BbIABAATH
PbO.

B FDPSD 1.1.1 astopy M3/36 cnegyet cneunguumpoBatb aTpubyThl J[aHHbIX HO/blOBarens, Kotopble 6yayT
MCMONb30BaTbCA Kak OCHOBA A/11 MOHUTOPUHTrA.

FDP_SDI.2 MOHWTOPUHT LieNIOCTHOCTU XPaHUMbIX AaHHbIX U NpeanpuHUMaeMble AeiicTauns

3ameyaHua Mo NpPUMEHEHWIO 1 MOo/b30BaTeNs

KomnoHeHT FDP_SDI.2 KoHTponupyeT nosBieHne oWwn60K LeNoCTHOCTM aHHbIX, XPaHUMbIX Ha HOCUTene.
AsTop M3/36 mMoxeT cneuntunLympoBaTh, Kakue AeACTBNA cnefyeT NpefnpuHATL NPy 06HapY>KeHnn oW mnboK Lienoc-
THOCTH.

Onepauuu

Ha3HauyeHune

B FDP_SDI.2.1 aBTopy M3/3B6 cnegyeT cncumpmrHMpoBaTh OLLIMOKM LeNI0CTHOCTU, KOTOpble 6yayT BbIABAATb
PbO.

B FDP_SD1.2.1 aBtopy M3/3b cnegyeT cneuynduuympoBath aTpubyThl JaHHbIX N0OMb30BaTens, KOTopble OyayT
Henosb3oBaTbCA Kak OCHOBa A1 MOHUTOPUHTa.

B FDP_SD1.2.2 asTtopy M3/36 cneayeT cneuntuumnpoBatb AeACTBUSA, NpenpUHMMaeMble Npu 06HapY>KeHUn
OLMOKMN LIeNOCTHOCTK.

E.12 3awmTa KOH(pMAEHUMaNLHOCTY faHHbIX Nofb3oBaTens npu nepegade mexgy 60 (FDPUCT)

CewmeiictBo FDP_UCT onpegenseT TpeboBaHUA No o6ecneveHn0 KOHUAEHLMANbHOCTY AaHHbIX NOMb30BaTe-
NS Npu UX Nepefaye No BHewwHeMy KaHany mexay OO v Apyrvm foBepeHHbIM npoayktom UT. KoHguaeHumanbHOCTb
OCYLLECTBNIACTCA MyTeM MpefoTBpaLLeHNsa HeCaHKLIMOHNPOBAHHOK PACKPLITUA JaHHbIX MpU UX nepefade Mexay ABY-
M5 OKOHEeYHbIMU TOYKaMn. OKOHEYHbIMU ToUYKaMu MOryT 6biTb PBO nnn nonb3osatens.

3ameyaHuu f18 Monb30BaTens

JT0 ceMelicTBO NpeaocTaBnseT TpeboBaHMe 3alLUTbI aHHbIX Nob3oBaTens npu nepegade. Cemelicteo FPT_ITC,
HanpoTuB, UMeeT flef1o C AaHHbIMKM PBO.

FDP UCT.1 ba3oBas KOH(MAEHLMaNbHOCTb 06MeHa .TaliHbIMW

3ameyaHuss HO MPUMEHEHWIO [/1A MO/Mb30BaTeNA:

PBO MMeT BO3MOXHOCTb 3alMTUTb OT PaCcCKPbITUA HEKOTOPbIE AaHHble NOMb30BaTeNs BO BpeMs 06MeHa.

Onepauuu

Has3HaueHUe

B FDP UCT.1.1 astopy M3/36 cnegyet cneyuduyuposats M@ b ynpasneHns goctynom n/uan nHGopmMaLmoH-
HbIMW MOTOKaMW, KOTopble GYAYT OCYLLECTBAATLCA NPU 0OMeHe [aHHbIMU M0Nb30BaTeNs. YKasaHHble NoMUTUKN byayT
OCYLLECTBAATLCA ANA MPUHATUA PELLEHU 0 TOM. KTO H KaKUMU JaHHbIMU MOXeT 06MeHMBaTbCA.

Bbibop

B FDPUCT.l. 1 asTopy M3/3b cnegyet onpeAenutb, NPUMEHAETCS 3TOT 3/1EMEHT K MeXaHW3My OTMpaBieHUs
WM MOMyYeHWA [aHHBIX M0/b30BaTenNs.

E.13 3awsrra LenocTHOCTM JaHHbIX Nonb3oBaTens npu nepegade mexgy 650 (FDP_UIT)

CewmeiictBo FDP_ULT onpegensieT :pe6oHaHMS No 06ecneyeHnt0 LefoCTHOCTM JaHHbIX NOMb30BaTeNs Npu ux
nepegaye mexgy @60 n gpyrum fosepeHHbIM NpofykToM WUT. a Takke An8 UX BOCCTAHOLL:EHWH Mpy 06Hapy>uBae-
MbIX OLIM6Kax. Kak MUHUMYM, 3TO CEMECTBO KOHTPONMPYET LieNIOCTHOCTb AaHHbIX MO/b30BaTeNs Ha NpegMeT MOAM-
thukauun. Kpome TOro, aTo CEMeNCTBO NOAAEPXKMBAET PasfMyHble Cnocobbl UCMPaBNEHNS 06HaPYXXEHHbIX OLWMBOK
LIe/IOCTHOCTH.

3ameyaHus Ana nonb3oBaTens

370 cemeiicTBO onpefenseT Tpe6oBaHWS N0 06ecneyYeHNto LenoCTHOCTU JaHHbIX MONb30BaTeNs npu nepegave,
Torga Kak cemeiicteo FPT_1TI umeeT geno ¢ gaHHbiMu PBO.

CewmelictBa FDP_UIT n FDP_UCT cxofHbl Mexay coboii, nockonbky FDP_UCT cBA3aHO ¢ KOH(UAEUHHATb-
HOCTbHO fJaHHbIX M0Mb30BaTeNs. [103TOMY TOT XK€ caMblii MexaHW3M, KOTopblii peanusyeT FDP_UIT. mMoT 6bl MCnonb-
30BaTbCA U ANS peanusauun Apyrux cemeiicTs, Takux kak FDP_UCT wnu FDP_ITC.

FDPUIT.1 LlenoctHoCcTb nepefaBaeMblX AaHHbIX

3ameyaHus Mo NMPUMEHEHWIO s Mo/b30BaTeNs

®BO vMmeloT 6a30BYI0 CMOCOOGHOCTL OTMNPAATATL M NOMyYaTb JaHHbIE M0Mb30BATENS CMOCOO0M, MO3BONAOLIUM
06HapyuTb Mogudukaymnio. OT PEO He TpebyeTcs NOMbITOK BOCCTAHOBNEHWNS MOAN(PULMPOBAHHBIX AaHHbIX.

Onepauuu

Ha3HaueHune

B FDPJUIT.I.1 asTopy M3/36 cnegyet cneyunduumposats MNP B ynpaaTcHUA JOcTynoM W/Mnan MHGOpPMaLMOH-
HbIMW MOTOKamu, KOTOpble OYAyT OCYLLECTBAATLCA NpU 006Me33e AaHHLIMW MO0/b30BaTeNs. YKasaHHble MOAMTUKU OyayT
OCYLLCCTATArbCA AN NPUHATUSA PELLEHUN STOM, KTO MOXET OTMPaB/ATb UKW MOMyYaTh JaHHbIe U KaKue UMEHHO [jaHHble
MOFYT 6bITb OTMPaBNAEHbl UKW MOMyYeHbI.

)
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Bbibop

B FDP_LUT.1.1 aBTop; M3/36 cnegyeT onpefenuTb, MPUMEHATb M 3TOT aneMeHT K ®EO npu oTnpaBneHun
W Nony4yeHUn 06bLEMOB.

B FDP_UIT.1.1 aBtopy M3/36 cnegyeT onpeaenuTb, 3aWMLaTh 1 faHHble OT MOAVUMMKALMW, yaaneHuns, BCTaBKN
WM NOBTOPEHUS.

B FDP UIT.1.1 asTtopy M3/3b cnepyet onpefenuTb, 06HapyXuBaTb Nu OWMGKM TUNa MoauduKalmu, yaane-
HWSA, BCTaBKV WAV MOBTOPEHUS.

B FDP_UIT. 1.2 astopy M3/3b cnefyet onpeAenuts, 06Hapy>mBaTb M OWMGKM TUNa MoAuduKaLuu, yaane-
HWA. BCTaBKV WAV MOBTOPEHUS.

FDP UIT.2 BoccraHoB/eHWe nepefaHHbIX AaHHbIX UCTOUYHUKOM

3ameyaHus Mo NMPUMEHEHWUIO [ Mosb30BaTenu

KomnoHeHT FDP_UIT.2 npegoctaHnser BO3MOXHOCTb MUCMPAaBMEHUA COBOKYMHOCTU WAEHTUPULUPOBAHHBIX
owunbok nepegaun, ecnn TpebyeTcs —TO C NOMOLLbIO APYroro AoBepeHHOro npogykta UT. MockonbKy apyroi gose-
peHHbI NpogykT NT HaxoguTes 3a npegenamu OL®. ®BO Hc MOryT ynpaBasTh PEXMMOM ero (yHKLMOHMPOBaHUS.
TeM HC MeHee B LiensX BOCCTaAHOBEHMS BO3MOXHO NpefocTaBieHne yHKLMIA, 06nagaoLmux cnocobHOCTbIO BbINoN-
HATbCA KOOPAWHWPOBAHO C APYrMM AOBepeHHbIM NpogykToM WUT. ®BO. Hanpumep, MOryT BKIOYaTb B cebs hyHK-
LMKU. CNOCOBHbIE NOBYAUTL AOBEPEHHbI NPOAYKT UT, ABNAIOLMIACA UCTOYHUKOM, MOBTOPUTL Mepefady AaHHbIX
nocne 06Hapy>KeHns oWN6KN. STOT KOMMOHEHT CBA3aH C BO3MOXHOCTbIO ®BO peann3oBaTb Takoe BOCCTaHOB/IEHWE
npu oLmbKax.

Onepauuu

Ha3HauyeHune

B FDP UIT.2.1asTtopy M3/36 cnegyet cneunguumposats M® B ynpasneHns 4oCTyNOM H/HAH UH(HOPMAaLMOH-
HbIMW MOTOKaMK, KOTOpble OyAyT OCYLLECTBAATLCA NP 0OMeHe faHHbIMW MONb30BaTeNs. YKasaHHble MOMMTUKK byayT
OCYLLECTBAATLCSA ANA NPUHATUS PELLeHUN O TOM. Kakue JaHHble U KakuMm 06pa3oM MOryT BOCCTaHaB/MBATbHCA

B FOP_UIT.2.1 asTopy 3/3B6 cnegyeT npuBecT CMMCOK OLIMGOK LienocTHOCTH, nocne KoTopbix ®BO ¢ no-
MOLLIbIO I0BEPEHHOrO0 NMpoayKTa T, ABNAlOLLEerocs NCTOUHUKOM, B COCTOAHUW BOCCTaHOBUTL MepBOHavabHOE COfepXKa-
HWe [aHHbIX MO0/b30BaTeNA.

FDP_UIT,3 BocctaHoBfeHVe nepefaHHbIX AaHHbIX Noy4vaTenem

3ameyaHus Mo NMPUMEHEHWUIO [/1A MoJb30BaTenNs

KomnoHeHT FDP_UIT.3 npefocTaBnseT BO3MOXHOCTb MUCMPAaBMEHUA COBOKYMHOCTU WACLU>T(IMLMPOBAHHbIX
owunbok nepepaun. VicnpasneHve BbINONHAETCH 6e3 MOMOLLM JOBEPEHHOr0 NpoaykTa T. ABNAIOLWEro MCTOYHNKOM.
Hanpumep, ecnn 06Hapy>eHbl onpefeneHHble OWMOKW, ro HeobxoAwma [0oCTaTOYHas YCTONYMBOCTb MPOTOKONA
nepegayu, Ytobbl AaTb BO3MOXHOCTb ®BO BbINONHUTL BOCCTAHOB/IEHNE HA OCHOBAHUW KOHTPO/IbHbLIX CYMM W Apyroi
NpeAyCMOTPEHHON NPOTOKO/0M WMH(OPMaLNN.

Onepauumn

MasHaueHuKe

B FDP_UIT.3.1 aBTopy M3/36 cnegyet cneunguumnposatb N®Bb ynpaBneHns 4ocTynoM uU/mMav MHHopMaLmnoH-
HbIMW NOTOKaMW, KOTOpble GyAyT OCYLLeCTBAATLCA NMPU 06MeHe AaHHbIMU NOMb30BaTeNs. YKadaHHble NONNTUKN By-
[yT OCYLLeCTBAATbCA 419 MPUHATUA PeLUeHni A 0 TOM, Kakue naHHble W KakuM 06pa3om MO3yT BOCCTaHaBNMBATbCA.

B FDP_UIT.3.1 astopy M3/36 cnegyet npusecT CMMCOK OLIMGOK LLeN0CTHOCTM, nocne Kotopbix ®BO, no-
nyvatoLye faHHbIe, B COCTOAHUN CaMOCTOATE/IbHO BOCCTAHOBUTL MEepBOHAYaNbHOE  COfepXKaHWe faHHbIX NoNb30-
BarTesns.

MPUNOXEHWE X
(cnpaBo4Hoe)

oe3rrHukauHsa v ayteHTugukaums (FI1A)

O6wmm TpeboBaHVeM 6e30MacHOCTM ABNAETCA OfHO3Ha4YHasA WAeHTUdMKauua nuua u/mnn o6bekTa, BbINON-
Hatowero B 0 0 onpefeneHHble YHKLUKU. Sro npefnonaraeT HC TO/IbKO YCTaHOB/EHWE 3asBNEHHOIO UAEHTUDMKATO-
pa Kaxgoro nosib3osaTens, HO TaKXXe ¥ BEPUDUKALMIO TOrO, YTO KaX/blii NOMb30BaTeNb ANCTBUTENBHO TOT, 38 KOrO
OH cebs BblAacT. JTO JOCTUraeTCca TEM. YTO OT Nonb3oBaTenell Tpebyetca npefocTaBnaTe PBO HekoTOpyto MHDOpPMa-
LMI0. KoTOpas, Ho cBefeHuam PBO, AelicTBUTENbHO accoLumMpoBaHa ¢ HUMK.

CewmeiicTBa knacca FIA onpegenstoT TpeboBaHUM K PYHKLMAM, YCTaHaBMBAIOLWNM Y BEPUDULMPYIOLLUM 3asB-
NeHHbIV NAeHTU(NKATOP KKAOro nonb3osatens. VgeHTubukauua nayteHTudukaumns tpedytotes ana obecneyeHns
accoumaLum nonb3osaTeneii C COOTBETCTBYIOLMMM aTpubyTamm 6e3onacHocTu (TakuMu, Kak ugeHTudukaTop, rpyn-
Mbl. PONW, YPOBHKU 6€30MacHOCTU WAW LeNOCTHOCTK).

OfHO3HaYHasa AeHTU(hKKaLUA YNONHOMOYEHHbIX NONb30BaTeNe 1 NpaBuUbHas accolmalms arpubyTos 6e30-
NacHOCTK C N0Mb30BaTENAMMU U CYy6bEKTAMU KPUTUUHBI ANS OCYLLECTBAEHUS OMNpefeneHHbIX NOANTUK 6e30MacHOCTU.

CewmelictBo F1A_UID npegHa3HauyeHOo 45 onpeaeneHns uieHTudmkaropa nonb3oBaTens.

CewmelictBo FIA_UAU npefHa3HauyeHo ana Bepudmkaunm ngeHTudrkaTopa nonb3osarens.

CewmelictBo FIA_AFL npefHa3Ha4yeHo Ans onpefeneHns orpaHUYeHUA Ha YMcno NOBTOPHbIX HEYCMELLHbIX No-
MbITOK ay TEHTU(MNKALN.

il
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CewmeiictBo F1IA_ATD npefHa3HayeHO AN onpeAeneHns atpubyToB Nonb3oBaTeneid, NPUMeHseMbIX Npu ocy-
wectsneHmm M1BO.

CemeiictBo FIA_USB npefHa3HayeHO Ans KOPPEKTHOW accouuauun atpubyToB 6€30MacHOCTM ANS KaXaoro
YMOSIHOMOYEHHOTO MOJIb30BaTESNA.

CemelictBo FIA_SOS npefHa3HayeHo 4N1a reHepauuy 1 BepumKaLum ceKpeTos, Y0BNETBOPSIOLLMX YCTaHOB-
NEeHHOW MeTpUKe.

[exkomno3numua knacca FDP Ha cocTasfisloLLIME ero KOMMOHEHThI NpuBefeHa Ha pucyHke X.1.

XK.1 OTkasbl ayTeHTUdK-
kaumu <F1A AFL)

CemeiictBo FIA_AFL co-
JepxuT TpeboBaHMA Mo onpege-
NEHNIO YKcna NOMbITOK ayTeHTH-
FIAUAH-Oneau Byranngastym duKaunu u geiicTensm ®BO B

cny4ae ux Heygauu. MapameTpa-
FIA Ll OMPEENEHbI* APMBYTDB MU. onpefensonmMm BO3MOX-
MP1bIAVAS 1 HO€ YMCN0 NOMbITOK ayTEHTU(N-
Kauuun. cpefn npoyunx, Moryt
6bITb KOIMYECTBO MOMbLITOK U A0-
NYCTUMBIVi WHTEpPBaN BPEMEHMU.
Mpouecc oTKpLITUA CeaH-

FIASCOSOLL T LW MLSA ey T 0» ca nonb3oBaTeNs NpeaycMartpusa-
eT B3aMMOAENCTBME C MO/b30Ba-

Tenem. No3BoAsLLee OTKPbITh
ceaHC W He3aBWCKHMOe OT (paKTu-
yeckoii peanusauun. Ecam uncno
HeyCneLLHbIX NOMbITOK ayTeHTy-
2 | dukamuy npeBbLICKIO YCTaHOB-
NEHHOe 3Ha4eHue, TO 6IOKMpY-
0TCA y4YeTHble JaHHble MO0/b30-
BaTeNM U/Man TepMuHan, € Ko-
TOPOIO BbINOMHANNCL 3aMpoChl.
FI'UAU AyrBHIWGOUNLT TbN0EOTeNS Ecnm yueTHble AaHHble noNb3o-
BaTens 3ab6/M0KNPOBaHbl, TO OH
HC MOXET BOWTW BcucTemy. Ecnm
3a6/10KMpOBaH TepMUHaN, ro OH
{nan cTo agpec) HC MOXET ObITb
1CNoNb30BaH AN BXOfa B CUCTe-
My. 3Ta CUTyauus COXpaHWUTCH,
nokKa ycnosus Ans NoBTOPeHUs
NOMNbITOK OTKPbITUA CeaHca He
F1AJID W aakTMMOMM MOMMOBXKTBra OyLyT YA0BNETBOPEHI.
- 3 FIA_AFL1 O6pa6oTka OT-
Kas3oB ayTeHTU(MKauum
3ameyaHun no npumeHe-
HWIO 4S8 Monb3oBaTens
ABTOp '13/36 MOXET 160
PucyHok XK.1 — [lekomnosnuus knacca «aeHTUdnKaLnsa n ayTeHTUGUKaLma»  yCTaHOBUTb YMCNO HeyCrewHbIX
nonbITOK ayTeHTUMKaumm, NMbo AoBepuTb 3TO pa3paboTumky OO uanM ynonHOMOYEHHOMY Monb3oBaTento. Heyc-
MeLlHble NOMbITKW ayTeHTU(MUKaLMN He NPOCTO HaKananBakTCs, HO ckopee BYAYT CBA3aHbI C KaKNM-N160 cobbiTueM
ayTeHTUdMKaLU. Takum COBbITUEM MOXET BblTb YNCNO HeyCMeLllHbIX NOMbITOK C MOMEHTa MOCNeSHEro ceaHca, yc-
MEeLHO OTKPbITOrO C JaHHOT0 TepMUHana.

AgTop M3/3b MOXeT onpeaennTb CMUCOK AEACTBUIA, KOTOPbIE AOMKHbI NpeanpuHuMaTsees ®BO B ciyyae oTKa-
3a ayTeHTU(UKaLMM. YOTHOMOYEHHOMY afMUHNCTPATOPY TaKkxke MOXeT 6bl Tb pa3peLleHo ynpasasTb ITUMK COBbITH-
AMU, eCNu TakKyl BO3MOXHOCTb mpeaycmoTpen astop M3/3b. Takumu AeiACTBUAMM, Cpeay MpoYMX, MOTYT ObITb:
OTK/NIOYEHVEe TepMUHANA, OTK/IIOUEHNE YYeTHbIX laHHbIX NO/b30BaTeNs UM nofjaya CurHana TPeBorn agMUHUCTPaTo-
py. YcnoBus, npu KOTOpbIX NPOU30/AAET BO3BPALLEHNE K 0ObIYHOMY PEXUMY paboTbl, HEO6XOLMMO CHCUUULMPOBATD
yepes AeicTBUS.

YT06bl NpefoTBPaTUTb MOSIHYH HEBO3MOXHOCTb 06CayXMBaHUM, B OO 06bI4HO 06ecrneynBaeTcd HEBO3MOX-
HOCTb 6/10KMPOBaHNSA YYEeTHbIX AaHHbIX MO MeHbLUEe Mepc OAHOro MoNb30BaTeNn.

b{PHTOUKBLIO nayraHTapMLLIPM

F1AJJB8C T 0 H TWAMOWTAML-CYOUKT
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Asrop M3/3b MOXeT ycTaHaBNMBaTb MHble felicTBus ang ®BO. oTHOCAWMECS B TOM yucne U K npasuiam
fe610KMpoBaHNsA NpoLiecca OTKPbITUM CeaHca NOoMb30BaTeNs UM Nofjade CUrHana TpeBorn agmuHucTpatopy. Mpume-
pamMu Takux AeiCTBUM SBNAKOTCA: ,O UCTEYEHWUS YCTaHOBNEHHOTO BPEMEHW; NMOKa YMOAHOMOYEHHbIV aAMUHUCTPATOP
BHOBb He [1e6N10KNpyeT TepMUHAN UM YUeTHbIe aHHbIe MO0/b30BaTeNs; 40 UCTEUeHUs BPEMEHW, CBA3AHHOrO C npe-
[blAYLWMMU HeyCMewHbIMW NOMbITKaMK (HanpumMep, nocne KaXgoi HeycnewHoW NOonbITKU Bpems 610KMpoBaHWS
y[BavBaeTCs).

Onepauuu

Has3HauyeHune

B FIA_AFL.1.1 astopy M3/3B cnegyet crneynduumpoBaTh 3afaBaeMoe Mo YMONYaHWIO YMCMO HeYCneLHbIX no-
MbITOK ayTeHTU(UKaLUW, MPU LOCTVDKEHUU WU MPEBbILLIEHWN KOTOPOro ByAyT MHULMKMPOBATLCH ONpedeneHHble Aeii-
cTBusA. B M3/36 MOXHO yKa3aTb, UTO «3TO YKC/O BbIOMPAETCA YNOMHOMOYEHHLIM aAMUHUCTPATOPOM™.

B FIA AFL.1.1 astopy 113/3b cnefyeT cneuuguumMpoBaTb CObbITUA ayTeHTU(UKaLUK. MpumepamMn SBNAIOTCA:
YMCMO HeyCreLHbIX NOMbITOK ayTeHTU(UKaLMM LM AAaHHOFO MAeHTU(MKaTopa NoMb3oBaTeNs C MOMEHTa NoCneaHein
YCMELLHOM NOMbITKW; YMCNO HeyCMeLUHbIX MOMbITOK ayTeHTU(MKaLMM ANa AaHHOro TepMuMHana ¢ MOMeHTa mocneaHei
YCMELLHON NOMbITKX; YMCNO HeyCMeLLHbIX MOMbITOK ayTeHTuduKaumumu 3a nocnegHre 10 MuH. Heobxoammo ykasaTb o
MeHbLLIEA Mepe 04HO CO6bITVE ayTeHTU(UKaL UK.

B FIA AFL.1.2 asTtopy IM3/36 cneayeT cneynduumpoBaTh AeiiCTBUSA, NMPeanpyHUMaeMble B Clydae AOCTUXKEHNS
UMW NpeBbILLEHNS NPeAeNnbHOro 3HauyeHWs yncna NoMbITOK. TakuMu AeACTBUAMU MOTYT 6biTh: G/IOKMPOBaHME YUYeTHbIX
JaHHbIX Ha 5 MUH. 6N10KMpOBaHKe TepMMHaNa Ma YBENNUMBAIOLMIACA MHTEPBAN BPEMEHU (YMCNO CeKYHA, paBHOe 2'. Tne
N —YKCNO HEYCMEBLUMNX MNOMbITOK) UK BNOKMPOBaHWE, C YBEAOMEHNEM aAMUHNCTPATOPa, YUETHbIX AaHHbIX BMIOTL A0
CTO CHATUA afMWHUCTPATOPOM. B onucaHun feiicTBuMiA CneflyeT yKasaTb MPYHUMaeMble Mepbl i CPOKM UX AeicTBuA (Mm
YCNOBUS MpeKpaLLeHVs AeACTBMA 3TUX Mep).

)K.2 OnpegeneHve atpubyToB nons3osatens (FIA_ATD)

Bce ynonHoMoueHHble Monb30BaTeNy MOryT, NOMUMO WAEHTU(MKATOPA NONb30BaTENS, UMETb Apyrue aTpuby-
Tbl 6e30MacHOCTM, NpuMeHsiemble npu ocylecteneHun MBO. CemeiictBo F1IA_ATD onpefenseT TpeboBaHus AN
accouuaunm atpubyToB 6€30NacHOCTN C NOMb30BaTENAMU B COOTBETCTBUM C HEOOXOAMMOCTbIO noagepxxku MBO.

3amevaHus 19 Monb30BaTens

CyLLecTBYIOT 3aBUCMMOCTMN OT OMpefeNeHnii 0TAeNbHbIX NOAMTUK Ge3onacHocTu. CnedyeT, 4To6bl Takue onpe-
[leNeHns cofiepxann CnucKu atpubyTos, HEOOXOAUMbIX ANA OCYLLECTBEHNUS NOMUTUKN.

FIA_ATD.1 OnpegeneHne aTpubyTOB No/b30BaTeNS

3ameyaHua Mo NPUMEHEHWUIO AN Mo/b30BaTeNs

KomnoHeHT FIA_ATD.| cncuHdumympyeT aTpnbyThl 6€30MacHOCTU, KOTOpbIe CeayeT MOAAEPXKUBATL Ha YPOB-
He ronb3osatens. JTO 03HAYaeT, YTO Ha3HAYeHWe U BO3MOXHOE U3MeHeHWe aTpubyToB 6e30MacHOCTU, YKa3aHHbIX B
CMUCKe, OCYLLECTBNAETCS Ha YPOBHE N0Mb30BaTeNs <T. C. AN KaX4oro nosb3oBaTens UHAMBMAYanbHo). NHbiMK cnosa-
MW. HC CnefyeT, YTobbl M3MeHeHWe aTpubyToB U3 CMKUCKa, acCOLMMPOBAHHOI0O C KaKMM-N11M60 nosb3osaTenem, Biu-
A10 Ha aTpubyTbl 6€30MacHOCTM APYruX nonb3osaTeneil.

Ecnun aTpnbyThl 6€30MacHOCTU NpUHagexar Tpynne nonb3osaTeneid (Hanpyumep, CNUCOK BO3MOXHOCTel Tpyn-
Mbl). NOMb30BaTeNt0 NOTPebyeTcs WMEeTb CCbIKY (Kak aTpubyT 6e30MacHOCTM) Ha COOTBETCTBYHOLLYIO rpynmy.

Onepavuu

Ha3HaueHue

B FIA_ATD.1.1 astopy IM3/36 cnegyet cneunduumposatb aTpubyTbl 6€30MaCHOCTM, acCoLUMPYeMbIe C KaXKfbIM
OTAeNbHbIM NOoMb3oBaTenem. MNpUMepPOM MOXET CMYXUTb CMKCOK, BK/IKOYaOLWWiA B ce6s aTpubyThbl «ypoBEHb JOMYCKay,
CUAEHTU(MKATOP FPYNMbI», «MpaBax.

XK.3 Cneuudmkaums cekpetos (FIA_SOS)

CemeiictBo FIA_SOS onpegenseT TpebOBaHUA K MeXaHW3MaM, KOTOpble Peann3ytoT OnpeaeneHHy MeTpuKy
Ka4yecTBa AHA NPCAOCTAaTACMbIX CEKPETOB 1 FeHepUPYIOT CEKPeTbI, YAOBETBOPAIOLLME ONpeaeneHHOn meTpuke. MNpu-
MepaMmn TakuxX MexaHU3MOB MOryT 6bITb aBTOMaTU4eckas NpoBepka NpejocTaB/sfeMblX NOb30BATENAMU Naponein unm
aBTOMaTnueckas reHepauvs naponeii.

CekpeTbl MOryT reHepupoBaTbcsi BHe OO. Hanpumep BbIGMpPaTbCA NOMb30BATENAMU W BBOAUTHCH U CUCTEMY.
MMpn 3TOM MOXeT ObITb UCMONb30BaH KOMMOHEHT FIA_SOS.| ana obecneyeHns cOOTBETCTBUSA CEKPETOB, CreHepupo-
BaHHbIX BHE CUCTEMbI, KOHKPETHbIM YCNOBUAM, TaKUM Kak MUHUMAaNbHO JONYCTUMBIV pasmep, OTCYTCTBUE B C/OBa-
pe n/mnn HenpuMeHeHWe paHee.

CekpeTbl MOTyT reHepupoBatbcs camum OO. B aToMm cnyyae Tpe6osaHwe, uTo6bl creHepnposaHHble OO cekpe-
Tbl COOTBETCTBOBA/IN CMELUPULMPOBAHHON METpUKe, obecneynBaeTcs KomnoHeHToMm FIA_SOS.2.

3amevaHus 19 MoNb30BaTENA

CekpeTbl, paccMaTpuBaeMble B flaHHOM CEMECTBE, COAepXaT ayTeHTU(UKAUWOHHbIE AaHHble, NpeabsBAse-
Mble MONb30BaTeNEM MeXaHU3My ayTeHTU(MKaLMKU, OCHOBAHHOMY Ha CBEAEHWAX, KOTOPbIMU pacnonaraeT nonab30Ba-
Tenb. Korga ncnonb3ytoTcs KpunTorpaguyeckme KUy, BMECTO 3TOFO CEMecTBa cnefyeT 1MCnonb3oBaTb cemeiicTBa
Knacca FCS.

FIA_SOS.|I Beputhukaums cekpeTos

3ameyaHua Mo NMPUMEHEHWUIO /1A MO/b30BaTENA
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CeKpeTbl MOTyT co3faBatbcs nosb3oBateneM. KomnoHeHT FIA_SOS.| obecneumBaeT, YTo6bl AN CO34aHHBLIX
nayb3oBaresieM CEKpeToB MO0 ObiTb BePU(ULMPOBAHO UX COOTBETCTBME OMpPeAeeHHON MeTpUKe KauecTsa.

Onepavuu

Ha3HaueHune

B F1ASOS.1.1 asTopy M3/3b cnefiyeT npefiocTaBUTb OMPCAC/ICHHYIO METPUKY KayecTBa. dTa MeTpUKa MOXeT
6bITb creuntuLMpoBaHa Kak COOGCTBEHHO OMMCaHKe MPOBEPKM KayecTBa MW KaK CCbifIKa Ha roCyAapCTBEHHbIA CTaH-
[apT. onpejensiowmnii METPUKN KayecTBa, COOTBETCTBME KOTOPbIM HeobXoanmo Ans cekpeToB. K mpumepam MeTpuK
KayecTBa OTHOCATCS OMUCaHWEe JONYCTUMbIX CUMBOJbHbLIX CTPYKTYP CEKPeTOB M/WAn JONYCTUMbIX Pa3MepoB CeKpeToB.

FIA_SOS.2 eHepauus cekpetoB @50

KomnoHeHT FIA_SOS.2 nossonseT @650 reHepnpoBaTh CEKPETHI A1 CNeLuanbHbIX PYHKLMIA, TaKMX Kak ayTeH-
TMdrKaLma no naponto.

3ameyaHus No NpYMEHeHWIo 4Ns Nosb3oBartens

Cenu B anropuTme reHepauun CEKpPeTOB MUCMOb3YETCA reHepaTop NCeBAOCAyYaliHbIX YNCES, Ha CTO BXOZ Cresy-
eT nofaBaTb NPOM3BOJIbHbIE BENNYMHBI, YTO MPEAOCTaBAAN0 Obl BbICOKYIO CTeMeHb HenpefckasyemMOoCTU BbIXOAHbIX
[aHHbIX. OTH NPOM3BObHbIE BENNUYMHBI MOTYT 6bITb MOMYYeHbl U3 TaKUX AOCTYMHbIX NapamMeTpoB CUCTEMbI, Kak CUC-
TEMHbIE Yacbl, 3HaYeHWs CUCTEMHbIX PerucTpoB, AaTa, BpemMs W T. 4. STV napameTpbl credyeT BbIGupaTh C TakuUM
pacuyeToM, 4TOObl KOMMYECTBO MPOM3BOMbHLIX BE/IMYWMH, KOTOPOE MOXHO W3 HUX MONy4YuTb, 6bLIO OGbl HC MeHee
MWHWUMaNbHOIO YMCna CEKPeToB, KOTOPble He06XOAMMO CreHepupoBaTh.

Onepauuu

Has3HaueHUe

B FIA_SOS.2.1 asTopy M3/36 cnefyeT npefocTaBUTh OMpedefeHHYI0 METPUKY KayeCTBa. dTa MeTpUKa MOXeT
6bITb creuntuLMpoBaHa Kak COOGCTBEHHO OMMCaHMe MPOBEPKM KayecTBa WAM KakK CCbifKa Ha rocyAapCTBEHHbIA CTaH-
[apT, onpefenstowmnii METPUKM KayeCTBa, COOTBETCTBME KOTOPbIM Heobxoaumo Ans cekpetoB. K mpumepam MeTpuK
KayecTBa OTHOCATCA OMucaHue [OMYCTUMbIX CUMBOJIbHBIX CTPYKTYP CEKPeTOB W/MMIM AONYCTUMbIX Pa3MEpPOB CEKPETOB.

B FIA_S0OS.2.2 asTopy IM3/36 cnegyet npefctaBuTb cnucok dyHKUmiA 13 uncna ®BO, ana KoTopbix Heobxoam-
MO MCNONb30BaThb CEKpPeTbl, reHepupyemble ®BO. MpuMepom Takoi QYHKLWM MOXET CAYXWUTb MeXaHu3M ayTeHTU(u-
Kauuy HO naponto.

X.4 AyTteHTudmkauma nonbsosatens (FIA_U.AU)

CewmeiictBo FIA_UAU onpefenset TUMbl MeXaHW3MOB ayTeHTU(MKaL MM Nonb3oBaTens, npegocrasnsemble ®BO.
Orro TaKxe onpefenser Te aTpubyTbl, Ha KOTOPbIX HEO6X04MMO 6a31poBaTh MeEXaHU3Mbl ayTEHTU(UKALMMN NOMb30Ba-
Tens.

FIA UAU.1 Bbibop MOMeHTa ayTeHTUMKaLmm

3ameyaHus Mo NMPUMEHEHUIO [/1A MoJb30BaTenNs

KomnoHeHT FIA_UAU.I copepxuT Tpe6oBaHue, 4Tobbl aBTop M3/36 onpeaenun cnucok AeicTBMiA, KOTopble
BbINOMHAKTCA Npu nocpefHuuectse PEO n gonyckaoTcs PBO 0T MMeHM Nonb3oBaTenn 4o Toro, Kak OyfeT npous-
BefeHaayTeHTU(MKaL Mg nonb3osBaTens. Tu feiicTBMA, BbINONHAeMble Npy nocpegHnyectBe ®BO. He cneayet OTHO-
CUTb K 6e30nacHOCTK ANS Nonb3osaTenieil, HEBEPHO MAEHTUPMLIMPOBABLLINX cebs elle [0 ayTeHTUdMKaumn. Bee npo-
4ne AeicTBKS, BbIMOHAEMble Npu nocpegHuyectBe PBO 1 HC BKNKOYEHHbIE B 3TOT CMMCOK, pa3peluatoTcs nonb3o-
BaTe/II0 TO/IbKO MOC/e 3aBepLUeHns ayTeHTuduKauum.

3TOT KOMMOHEHT HC NPUMEHUM /15 pa3peLleHmns Kakux-nn6o feiAicTBIi [0 BbINONHEHNUS naeHTUuKauun. Ans
N0ro Heo6XxoAMMO mcnonb3oBaTb mbo FIA_UID.I, nn6o FIA_UII).2 ¢ cOOTBETCTBYIOLMMY Ha3HAYEHUAMU.

Onepauuu

Has3HaueHune

B FIAUAU.1.1 asTopy M3/3B cnegyet cneynduLmnpoBaTb CMCOK AeNCTBUIA, BbINOHAEMbIX NPY NOCPeAHWYe-
ctee ®BbO OT MMeHW MOo/b30BaTeNs, NPeX/e YeM 3aBepLUMTCA ayTeHTU(MKauUA Nofb3oBaTeNn. TOT CMUCOK HC MOXKET
6bITb NyCTbIM. ECnn Takux feiAicTBUIA HeT, cnedyeT BMECTO 3TOr0 KOMMOHEHTa UCMO0/b30BaTh KOMMOHEHT FIA UAU.2.
Mprmepom Takux [eACTBUIA MOXET CMY>WTb 3arpoc O MOMOLLUM MPU BbIMNOSHEHUU NPOLeAYpPbl IOTNYECKOr0 BXOAa B
cucTemy.

FIA UAU.2 AyTeHTutuKaums o nobbix AeiicTBUIA NONb30BaTeNs

3ameyaHua No NPUMEHEHWUIO AN MO/b30BaTeNs

KomnoHeHT FIA UAU.2 cofepxut TpeboBaHWe 3aBepLUeHMs ayTeHTU(MKaLUW NOMb30BaTeNs A0 BbIMOMHEHUA
Nto6bIX AeicTBMIA Npu nocpegHuuectBe ®EO OT UMEHM 3TOFO NONb30BATENS.

FIA UAU.3 AyTeHTU(MKaLWs, 3allulieHHas OT NoAAenoK

3amMeyaHna No NpUMEHeHWo AN Nonb30BaTens

KomnoHeHT FIA_UAU.3 cogepXknT TpeboBaHMS K MexaHn3Mam, NpefocTaBAsoLLUM 3allnTy ayTeHTUdMKaLm-
OHHbIX [JaHHbIX. AYTEHTUDPMKALMOHHbIE aHHbIe, 3aMCTBOBaHHbIE Y pYrOro nonb30BaTens Wn nonyyeHHble Hesa-
KOHHbIM CMoco60oM, cneayeT 06HapY>XWUTb U/WAKW OTBEPrHYTb. 'STM MeXaHW3Mbl MPeJOCTaBNAOT YBEPEHHOCTb, YTO
nonb3oBaTenun, ayTeHTUduuUMposBaHHble ®PEO. AeNCTBUTENbHO TC. KEM OHW MpeAcTaBnAloTCA.

OTOT KOMMOHEHT MPUMEHUM TOJIbKO [/19 MeXaHU3MOB ayTeHTUMUKAL MU, OCHOBAHHbLIX Ha YHUKa/IbHbIX ayTeH-
TUPMKALMOHHBIX faHHbIX (Harrpumep. 6nomeTpuyecknx). PBO He cMOryT 06HapYXWUTb U MPefOTBPATUTL TUPAXKUPO-
BaHWe naponsa 3a npegenamu OAd.
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Onepavuu

Bbi6op

B FIA_I)AU.3.1 aBTopy M3/36 cnegyeT crneyunduumposats, byayT nn ®bO 06HapyxuBaTb U/WAH NpesoTBpa-
WaTb MOAAENKY [aHHbIX ayTeHTUDUKALMN.

B FIA_UAU.3.2 aBTopy W 3/36 cnepyet cneuuduymposats, 6yayT in @ B0 obHapyxuBaTb W/unnM npesoTepa-
LWaTb KOMMPOBaHWe AaHHbIX ayTeHTUUKaLun.

FIA_UAU.4 MexaHn3mbl OTNOpa KUK ayTeHTU(MUKaLUK

3aMeyaHusa Mo MpUMEHEHWIO 4/1f NoMb3oBaTens

KomnoHeHT FIA_UAU.4 copepxunT TpeboBaHMS K MeXaHU3Mam ayTeHTU(UKaLMM, OCHOBAHHbIM Ha ayTeHTu-
(DMKaLMOHHBIX AaHHbIX 0HOPA30BOro WCMOMb30BaHNSA. B KayecTBe TakuX AaHHbIX MOXET WUCMO0/Mb30BaTbCA TO. YTO
nonb30BaTeNb MMeeT MW 3HaeT, HO He CBOMCTBa CamMOro nosb3oBaTens. MpumMepsl 04HOPA30BbIX AaHHbIX ayTeHTUhu-
Kauum nonb3osaTens: OfHOPa30Bble HAapO/M, 3aliM(POBaHHbIE METKW BPEMEHW, ClyYaiHble Yncna CeKpeTHON Tab-
Nl NPeo6pasoBaHUii.

AsTop 13/36 MOXeT onpefiennTb, K KaKOMy MexaHu3My (am) ayTeHTU(rKauuy NPpUMEHNMbI 3TN TpeboBaHUs.

Onepauuu

Ha3HaueHUNe

B FIA_I)AU.4.1 asTopy M3/3b cnepyeTt NpuBecTy CNUCOK MEXaHM3MOB ayTEHTUMMKALUMN, K KOTOPbIM NPUMEHS-
eTcs 3To TpeboBaHMe. HasHaueHMeM MOXET ObiTb: «BCe MeXaHW3Mbl ayTeHTUdMKaLUn™. TTpUMEpoOM Ha3HauYeHUs MOXeT
OblTb: «MeXaHW3Mbl ayTeHTU(MKALMN, UCTONb3yeMble 41 ayTeHTU(MKALMM NONb30BaTeNell BO BHELUHEN CeTW».

FIA_liAU.5 CoyeTaHve MexaHW3MOB ayTeHTU(MKaLnm

3ameyaHus Mo NMPUMEHEHWUIO [/1A MO/b30BaTeNA

MpumeHeHne KomnoHeHToB FIA_UAU.5 nossonset cneunduunposats TpeboBaHUA K NPUMEHEHNIO HECKOSTb-
KUX MexaHn3moB ayTeHTuukauum B 00. TpeboBaHWs, NpUMeEHAEMbIe K KaXAOMY OTAeNbHOMY MexaHu3My, Heo6xo-
AnMo BbIGUpaTh U3 knacca FIA. YTo6bl 0TpasuThb pasnnyatoLymecs Tpe6oBaHNs K pasHbIM MexaHu3MaM ayTeHTU(KKa-
M1, MOXHO MHOTOKPATHO WCMOMb30BaTb OAUH W TOT Xe BblGPaHHbIA KOMMOHEHT.

[na obecrneyeHns BO3MOXHOCTEA MeXaHW3MOB ayTeHTU(hUKaLMW, a TakKe Npasus, ONpeaensiowmx ycneww-
HOCTb ayTeHTUMKALMN, MOXHO NpuBAeKaTb PYHKLUK ynpasieHns u3s knacca FMT.

[Lna gonycka B CUCTEMY aHOHUMHbIX MO/b30BATENEA MOXHO BBECTW MEXaHW3M ayTeHTU(MKALMM TUMa «OTCyT-
CTBWE ayTeHTU(MKaLUM». VIicnonb3oBaHWe JOCTYMNa Takoro TUna cnegyeT YeTKO pa3bsACHWUTL B npasunax FIA_IJAU.5.2.

Onepauuu

Ha3HauyeHue

B FIA_UAU.5.1 astopy M3/36 cnepyet onpefenutb NpefocTaBnseMble MexaHU3Mbl ayTeHTU(puKaumu. Mpume-
POM CMMCKa MEXaHU3MOB MOXET CMYXMWTb: «OTCYTCTBME ayTeHTU(DMKaL N, MexaHU3M napons, 6uometpus (CkaHuposa-
HWe CeTyaTKW), MeXaHU3M KJtoua LWUgpoBaHms».

B FIA_I)AU.5.2 asTopy M3/3B6 cnegyeT cneuyucduuupoBaTb npasuia, ONKUCHIBAKOLLME, KaK MeXaHu3Mbl obecre-
UMBAIOT ayTEHTU(MKALMIO U KOTAa UCMONb3YeTCH KaXAbIli N3 HUX. DTO 3HAYMT, YTO AN5 060 BOMOXHOW CUTyaLum
HeobXo4MMO YKa3aTb COBOKYMHOCTb MeXaHW3MOB, KOTOpble MOFM Obl UCMONL30BATLCA AN ayTeHTuduKauuu. Mpumep
Takoro npaswna: «na ayTeHTU(MKaLWM Nonb3oBaTeneid, UMetoLWwmnx ocobble npasa AOCTYNa, AOMKHbI UCMOMb30BaTHCA
COBMECTHO MexaHW3M Mapons W G1OMEeTpUs, NpuyeM ayTeHTU(UKALWA YCrellHa Npu YCrewHo ayTeHTUPUKaLMN Kax-
ObIM MeXaHW3MOM: AN ayTeHTU(MKaLMM OCTaNbHbIX NONb30BaTeNel AO/MKEH NCMNONb30BATLCA TONbKO MeXaHW3M Mapo-
na»,

AsTop M3/3B MOXeT 3aAaTb OrpaHNYeHuns, B Npefenax KoTopbiX YNOHOMOYEHHOMY ajMUHWUCTPATOPY pa3peLLeHo
creymduumposaTb KOHKpeTHbIe npasua. MpumMep npasuna: «ayTeHTU(UKaLWUS NoMb3oBaTens Beerga Ao/MKHa Nponsso-
OUTbLCA MOCPEACTBOM annapaTHoro K/wua; afMUHUCTPAToOpP MOXET CchneuuduumposaTb AOMOMHUTENbHbIE MEXaHW3MbI
ayTeHTU(UKaLMK, KOTOpble TaKXe Heo6X0AMMO UCNob3oBaTb». ABTOP M3/3B MOXET 1 HC cneynduLMpPoBaTb OrpaHu-
YeHWs, a OCTaBUTb BbIGOP MeXaHW3MOB ayTEHTUUKALMM 1N UX MPaBUA MOMHOCTLIO Ha YCMOTPEHUE YNONHOMOYEHHOIO
afMuHucTparopa.

FIAJUAU.6 MoBTopHas ayTeHTUdMKaLus

3amMeyaHna No NPUMEHEHWUI0 AN Nob3oBaTens

B komnoHeHTe FIA_UAIJ.6 paccmaTprBaeTcsl NOTeHLManbHas NoTpe6GHOCTL MOBTOPHOM ayTEHTUMKALMI M0Mb30-
BaTefiel B OMpefeNieHHble MOMEHTbI BPEMEHW. D10 MOXET BO3HUKHYTb Mpu obpalieHWn nonb3oBatens Kk ®bO c
3anpocoM O BbIMOHEHWUW [e/ACTBUIA, KPUTUUHBIX N0 6e30MacHOCTY, a TakXKe Npu 3anpocax 0 NOBTOPHOW ayTeHTU(U-
Kauuy. UCXOAALMX OT CYLLHOCTeN, He CBSAi 3aHHbIX ¢ ®BO, HanpuMep OT CepPBEPHOrO NMPUIOXKEHUSA, KOTOpoe 3anpa-
wyBaeT oT ®bO NOBTOPHYHO ayTeHTU(MKALMIO 06CNYXNBAEMOTO K/INEHTA.

Onepauuu
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HasHaueHue

B FIA_UALI.6.1 aBTopy M3/3b cnegyeT NpuBECTW CMUCOK YCNOBUIA, TPeOYIOLLMX MOBTOPHOW ayTeHTU(UKALWN.
3TOT CNMCOK MOXET BK/OYaTh B Ce6S 3aBepLUeHWe Nepuofa BPeMeHU, BblAENEHHOI N0Mb30BaTEeN0, 3anpoc nonb3oBa-
TeNs C Lenbio U3MEeHeHNs [eiCTBYIOLMX aTpubyToB 6e30MacHOCTM UK 3anpoc nonb3osaTens K ®EO ¢ uenbio BbINOHe-
HUS HEKOTOPbIX KPUTUYHBIX (YHKLWA 6€30macHOCTY.

AsTtop H3/3Bb MoXeT 3agaTb Npefdenbl, B KOTOPbIX CledyeT AONyCcKaTb NOBTOPHYIO ayTeHTU(MKALMIO, OCTaBUB UX
JeTa/M3aLmMio Ha YCMOTPEHWe YMOMHOMOYEHHOro agMuHucTpartopa. Mprmep nofobHOro npaswna: «nonb3osaTeNb A01-
XEH MPOX0AWTL NOBTOPHYIO ay TEHTU(MKALIMIO He peXke OHOI0 pasa B CYTKW: afjMUHUCTPATOP MOXeT noTpe6osath 6oniee
YacTyH0 MOBTOPHYIO ayTEHTU(MKALIMIO, HO He Yallle OAHOro pasa B 10 MUH».

FIAUAU.7 AyTeHTU(MKaLMA C 3alUMLLIEHHOW 06paTHOl CBA3bIO

3amMeyaHna No NMPUMEHEHWUIO AN NOoNb30BaTeNs

B komnoHeHTe FIA_UAU.7 paccmaTpuBaeTca obpaTHas CBsi3b C M0Mb30BaTe/IEM B poLecce ayTeHTU(UKaLWK.
B HekoTOpbIX crcTemMax 06paTHas CBA3b BbIpaXaeTcs B TOM. YTO M0/1b30BATE/NIO COOOLLAeTCA KONMYECTBO HabpaHHbIX
MM CMMBO/IOB, HO CaMW CMMBOJIbI CKPbIBAIOTCS; B APYrMX CUCTEMAX AaXe 3Ta MH(OPMaL M MOXET CUMTaTbCA Hemnpu-
eMnemMon.

3TOT KOMMNOHEHT COAEPXUT TpeboBaHWe, YTOObl ayTEHTU(MNKALMOHHbIE faHHble HC BO3BpaLlasnCb MoAb30Ba-
Tento B NepBoHavanbHOM Buie. B paboumnx cTaHUMax NPUHATO NpeacTaBnaTb HabpaHHbIe CUMBO/IbI Naposs YCAO0BHLIMM
3HaKamu (Hanpumep, 3Be3fo4Kamu).

Onepauuu

Ha3HaueHune

B FIALIAU.7.1 aBTopy M3/3b cnegyeT onpegenuTb BUA 06paTHOW CBA3M C MOAb30BaTENeM MpU MPOBEAEHUN
ayTeHTU(UKaLMK. TpYMepoM TaKOro HasHaYeHUs MOXET CNYXMWTb: «YUCNO HabpaHHbIX CUMBO/OBY, pyroii Tun obpart-
HOVi CBA3N — «MexaHW3M ayTeHTU(MKaLMK, Yepe3 KOTOPbI/ He YAanoch OCYLLECTBUTb ayTeHTU(NKALMIO».

X.5 VpeHTudurkauma nonb3osatens (F1A1J1D)

Cemeiictee) FIA U ID onpefenseT ycnoBus, Npyu KOTOPbIX OT N0/b30BaTeNei TpebyeTcs COGCTBEHHAS UAEHTU-
(hukayma [0 BbiNasHCHUA npu nocpefHuyectBe ®BbO KaKMX-NMBO WHbIX LeiCTBUIA, TPeBYOWMX AeHTU(MKaLUn
nosib3oBarens.

FIA UlD.1 Bbl6op MOMeHTa MAEHTU(MKALUN

3ameyaHua Mo NMPUMEHEHWUIO [/1F MO/b30BaTeNA

KomnoHeHT FIA_UID.I ycTaHaBnuBaeT Tpe6oBaHWs No naeHTUMKaumum nons3osateneii. Astop M3/36 moxeT
yKa3aTb KOHKpeTHble eficTBMA, KOTOPble MOMyT 6biTb BbINOMHEHbI [0 3aBePLUEHNs NAEHTUQUKALMUW.

Mpu 1CNONb30BaHNM KOXLLUOHEHTA YMOMWHaeMble B HeM [elCTBMSA, KOTOpPble [OMYCKaeTcA BbIMOAHATL Npu
nocpegHunyectse ®bO [0 nAeHTUDUKALMKN, CNedyeT Takxe NpUBecT B KomrnoHeHTe FIA_UAU.L

Onepauuu

HasHaueHue

B FIA_I)ID.1.l asTopy M3/36 cnegyet crneyupuumpoBaTb CNUCOK ANCTBUIA, BbIMOMHAEMbIX NpYU NOCPeAHUYe-
ctee ®BO OT MMeHV NONb30BaTENS [0 ero COOCTBEHHON UAEHTU(PMKALMN. DTOT CINCOK He MOXET ObITb NyCTbiM. Ecin
npuemMnembix AeicTBWA HeT, cnefyeT BMECTO 3TOr0 KOMMOHEHTa MCMOMb30BaTb KOMMOHeHT FIA_1JID.2. Mpumepom
TakuX AeiCTBUIA MOXET CNYXMUTb 3aMpoc O MOMOLLY MPW BbIMOMHEHUM MNPOLIEAYPbl NOTMYECKOK BXOAa B CUCTEMY.

FIA_UID.2 WNaeHTudurkayma Ao nobbix AeNCTBWIA MOMb3oBaTens

3amMeyaHna No NMPUMEHEHWUo AN NoNb30BaTesNs

KomnoHeHT FIA_UID.2 coaepxuT TpeboBaHUe nAaeHTUdMKaLMM Nonb3oBaTeneii. o ngeHTupmkaunm nonb3o-
Batens @60 HC oNyCKalOT BbIMOMHEHNE UM HUKAKUX LEACTBUIA.

XK.6 CssasbiBaHMe n0bloBa3cnb-cy6bekr (FLA USB)

[ns pa6otbl ¢ 00 ayTeHTMULMPOBaHHBIA NOMb30BaTeNb 06bIYHO aKTMBU3MPYET KaKoW-nmbo cy6bekT. Toraa
aTpnbyTbl 6e30MacHOCTU 3TOK MOMb30BaTENS acCOLMUPYIOTCA (MOMHOCTLIO UAW YAaCTUYHO) C 3TUM cybbekToM. Ce-
meiictBo FIA_USB onpefenseT -TpeboBaHWA N0 CO34aHNI0 W CONPOBOXAEHWIO accoumaLm arpubyToB 6esonacHocTu
nonb30BaTens ¢ cy6bekToM, JefCTBYIOWMM OT MMEHU NoMb30BaTENA.

F1AJUSB.1 CasasblBaHWe M0/b30BaTeNb-CyOBLEKT

3ameyaHua Mo NPUMEHEHWIO AN Mo/b30BaTeNs

BblpaxeHue «eiicTBYOWMIA OT MMEHW», UCMO/b30BaBLUEECA U paHee, TPebyeT HEKOTOPbIX MOSACHEHWIA. YCTa-
HOB/NIEHO. YTO CyObLEKT [eliCTBYeT OT UMEHW MOonb30BaTeNs, CO3faBLUero Cy6bekT WM aKTUBU3NPOBaBLUErO ero Ans
peweHns HeKOTopoit 3agadn. Moatomy, Korga Cy6bekT CO34acTCs, TO OH AeACTBYET OT MMEHU NONb30BATENA, NHULN-
MpOBaBLLEro ero co3gaHue. Ecnn nonb3oBatenb NpeanoynTaeT aHOHUMHOCTb, CyObeKT TaKXe fe/iCTBYeT OT ero ume-
HW. HO MAEHTU(UKATOP 3TOro Mosb30BaTeNs HeussecTeH. OCObYI0 KaTeroputo COCTaBAAOT CyObEKTbl, KOTOpble 06-
CNYXMBAIOT HECKO/IbKMX MO/b30BaTenelt (Hanpumep, cepeepHblil npouecc). Toraa «BnagenbLem» aToro cybbekTa cumn-
TaeTcs Nonb3oBaTeNb, CO3AaBLUMIA CTO.

126



FOCT P MCO/M3K 15408-2-2002

MPNNOXEHWE W©
(cnpaBoyHOE)

YnpasneHne 6e3onacHocTbio (FMT)

Knacc FMT npefHa3sHaueH ans crneundukaym ynpaeaeHns HekoTopbiMy acnektamu ®B0: aTpubyTtamu 6e3o-
nacHOCTW, flaHHbIMW H OTAENbHLIMU YHKLUMAMW. MOryT 6bITb TaKXXE YCTaHOBMEHbI Pa3NNUHbIe POAW YNpaBaeHuUs n
onpegeneHo MX B3aMMOAECTBME, HanNpuMep pacrnpegeneHne 06s3aHHOCTEN.

Ecnm 00 cocTOWUT M3 HECKONbKMX PU3NYECKN pa3feneHHbIX YacTell, 06pasytowmnx pacnpefeneHHy cucTemy,
TO Npo6nemMbl CUHXPOHM3ALMU, OTHOCALLMECH K pacnpocTpaHeHWto aTpubyToB 6e30MacHoCTU, AaHHbIX PBO H .mogu-
(hmKaumm QyHKLMIA CTAaHOBATCS OYEHb C0XHbLIMU, 0COBEHHO Korga TpebyeTca Ay6nupoBaHue MHGopMalmMm B pas-
NUYHbIX YacTax OO. 3Tu npobnembl cregyeT NPUHATHL HO BHUMaHWe npu Bbl6ope KOMNOHeEHTOB FMT_REV.l «OTme-
Ha» 1 FMT_SAE.l «OrpaHu4yeHHas Mo BpemMeHW aBTOpM3aLus», MOCKO/bKY NPU aTOM BO3MOXHO HapyLUeHWe Hop-
Ma/ibHOr 0 BbINosIHeHNs PEO. BTakoii cuTyaluum pekoMeHayeTCcs BOCMO/b30BaTLCA KOMMOHeHTamu ceMeiictea FPT_TRC.

[exomnosnumna knacca FMT Ha cocTaBnawoLMe ero KOMNoHeHTbl NpuBeAeHa Ha pucyHke W.1.

M.1 YnpasneHne  OTAeNbHbLIMU
tpyHkunamm @60 (FMT_MOF)

DYHKLUMN ynpaBfieHUd U3 yucna

PBO faloT YNnoNHOMOYEHHbIM M0/1b30Ba-
Te/IAM BO3MOXXHOCTb YyCTaHaB/MBaTh Omne-
pauuu 6esonacHocT OO v ynpasBATb UMK
3TN afMUHNCTPaTMBHbIE PYHKLMN 06bIY-
HO MoApasfensoTca Ha HeCKO/IbKO KaTe-
ropwit.

a) OYHKLNUW, OTHOCAWMECA K Y-

paBneHuto [OCTYNOM, YYeTy Mo/ib3oBare-
nei v ayTeHTUMKaLUN, peann3oBaHHble
B OO. Hanpuwmep, onpegeneHune n o6HOB-
NeHne XxapakTepucTUK 6e30MacHoOCTM
no/b30BaTeneil (Takux, Kak yHUKa/bHble
NAeHTU(UKATOPBI, accoLMMpOBaHHbIE C
MMeHaMW Nofb3oBaTeneil, yYeTHble AaH-
Hble NMoNb30BaTeNeid, NapameTpbl BXoAa B
cucTemy), onpefeneHve u 06HOBNEHME
CPeACTB yMnpaB/ieHUs ayauToM CUCTeMbl
(BbIGOP COGBLITWIA ayauTa, ynpaBieHue
XypHanamu ayauTa, aHanus XypHana
ayAuTa W reHepauusa OTHETOB ayawTa),
onpefeneHne n 06HOBNEHWe aTpubyToB
MOMIMTUKN, Ha3HaYeHHbIX MO/b30BaTENO
(Taknx, Kak ypoBeHb Aonycka), onpege-
NeHne CUCTEMHbIX METOK YnpaB/ieHNs [0-
CTYMoMm, yrnpasfieHWe rpynnamy nosnb3o-
BaTene.

6) PyHKUMM ynpaBneHns, 0THOCA-
LLMecs K KOHTPO/IO AocTynHocT. Hanpu-
Mep. onpefenieHne U mMogudukauma na-
pameTpoB AOCTYNHOCTU WU KBOT pecyp-
COB.

B) PYHKUWUMW YNpaB/eHns, CBA3aH-
Hble B OCHOBHOM C UHCTaNNALMEN N KOH-
gwor}/%iiﬁ;/‘é ;‘:&ﬂng@h:g:im[,IprcaTLg/;ﬁ PucyHok W.1 —[lekomnosuuusa knacca «YnpasfieHne 6e30nacHoOCTbIO*
NAUMS McnpaBneHnii, oTHocsAwmxes K 6esonacHocT OO (Mpy WX HanMuuu), BOCCTAHOBNEHWE W PeMHCTanNALns
annapaTHbIX CPefCTB.

r) @YyHKLUMM yNpaBneHuns, CBA3aHHbIE C TEKYLLUM YNpaBaeHNeM 1 CONpoBoXeHneM pecypcos OO. Hanpuwmep,
NOAKNIOYEHNE 1 OTKNIOYeHNE NeputepuitHbIX YCTPOMCTB, YCTAHOBKA CbEMHbIX HOCUTENEel namaTu, pe3epBHOe KOMu-
poBaHWe U BOCCTaHOBMEHNE 06LEKTOB MOMb30BaTeNel 1 CUCTEMBI.

OTMCTUM, YTO 3TW hyHKLMM TpebyeTcs npeacTaBuTs B OO Ha OCHOBE CeMeCTB, BKNtOYeHHbIX B 13 nan 36. Ha
aBTopa M3/36 Bo3naraeTcsl OTBETCTBEHHOCTb 3a MPEAOCTaBNEHNE (hYHKLUNIA YNpaBAeHUs CUCTEMOI 6e3onacHbIM 06-
pasam,
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[JonyckaeTcs BKAtoYeHre B yncno ®EO dyHKLKIA, KOTOPbIMA MOXET YNpaBnsTb agMUHUCTpaTop. Hanpumep,
MOTYT 6bITb NPeAYCMOTPEHbI OTKNOUYEeHWEe YHKLUWIA ayauTa, NepekntoYeHne CUHXPOHN3aLUU BpeMeHN, MogudrKa-
LMa MexaHu3Ma ayTeHTUduKaLuu.

FMT MOF.1 YnpaBneHvie peXnMoM BbINOMHEHNS PYHKUUIA 6e30nacHOCTH

KomnoHeHT FMT_MOF.I npefocTasnseT WAeHTUHULMPOBaHHBIX! paTaM BO3MOXHOCTb yrpaBneHns hyHKL K-
AMU 13 uncna P6O. MoxeT NoTpeboBaTLCA BbIACHUTbL TeKYLLEe COCTOAHWE PYHKLMN 6e30NacHOCTH, OTKIYUTb UK
NOAKOYNTL PYHKLMIO 6€30MacHOCTH, MOANMDULIMPOBATbL PEXMM Ce BbINOMHEHUSA. [1puMepoM MoAMdUKaLn pexvma
BbIHATHEHMA ABMAETCA M3MEHEHMe MEeXaHU3MOB ayTeHTU(pUKaLuu.

Onepauuu

Bbi6op

B FMTJVIOF.1.1 asTopy M3/36 cneayeT Bbi6paTb ANS paTv BOSMOXHOCTb CrefytoLyX AeCTBUIA: onpeaene-
HUe peXKnma BbINONHeHUA (DYHKUMIA 6e30MacHOCTM, OTK/IOYeHWe (PYHKUMIA 6C30MaeHOCTH, NOAKMOYeHNe yHKUMIA Ge-
30MacHOCTV WM.TH MOAM(MKaLMS peXxKmMma BbINONHEHNUS PYHKLMA 6e30MacHoOCTy.

HasHaueHue

B FMT_MOF.LI asTopy M3/3b cnegyet cneynduumpoBatb QYHKLUM, KOTOpPble MOTYT 6biTb MOAUDULMPOBA-
Hbl MAEHTUPULMPOBAHHLIMU PONaMU. Tpumepamu Takux thyHKLMA ABASITCA DYHKUUM ayanuTa v onpeaeneHus Bpeme-
HW.

B FMT_MOF.1.1 asTopy 3/36 cnefyeT cneuugpuumpoBaTb poiun, KOTOpble LOMYCKAOTCA K MOAWU(MKALMM
hyHKUWiA 13 umcna ®BO. Bce BO3MOXHbIE ponu cneumduumposaHsbl B F.VIT_SMR.1.

.2 ¥YnpaeneHue atpubytamu 6esonacHoctn (FMT_MSA)

CewmeiictBo FMT_MSA onpegenseT TpeboBaHUS N0 ynpaBieHnto aTpnbytamm 6e30macHOCTH.

Y nonb3oBaTenei, cy6LeKTOB 1 06bEKTOB €CTb acCOLMMPOBaHHbIe aTpUOyThl 6e30MNacHOCTH, KOTOPbIe OKa3bl-
BalOT B/IMSIHWE Ha PeXUM BblHaTHeHWUs PEO. Mpumepamn aTpnbyTOB 6€30MaCHOCTM ABAAKOTCA TPYMMbl, B KOTOPbIE
BXOAMT MONb30BaTENb, PO/W, KOTOPble OH MOXET MpWHMMAaTb, NPUOpUTET npouecca (CybbekTa), a Takxke npasa,
KOTOPbIMU HafeNleHbl paTh WK Nonb3oBaTenb. MOXeT BO3HUKHYTb HEO6X0AMMOCTb B YNpaBneHnn aTumu atpubytax!!!
6e30MacHOCTN CO CTOPOHbI MONb30BaTeNs, CyobekTa Uan cneymansHO YNOAHOMOYEHHOrO naTb3oBarcns (nonb3osa-
TeNA C ABHO MpeACTaB/IeHHbIMU MpaBamMy TaKoro YnpasieHus).

CyLieCcTBEHHO, YTO NpaBoO Na Ha3Ha4YeHWe HpaB No/b30BaTENIAM caMo Mo cebe ABnseTcs aTpmbyToM Hesonac-
HOCTW W/VNH NOTeHUMaNbHbIM CyObEKTOM YNpaB/eHns H KoMnoHeHTe FMT_MSA.IL

KomnoHeHT FMT_MSA.2 MOXHO MCMoMb30BaTh ANs 06ecneyeHns, 4Tobbl BbIGpaH UCK coveTaHMe aTpubyToB
6e30MacHOCTN HaxoAWI0Ch B pamMkax 6€30MacHOro coctosHuA. OnpefeneHmne, YTo NOHUXUMD Kak «b6e3onacHoe», BO3-
naraetcsi Ha pykoBogctso OO u mogens MBO. Ecin pa3paboTumk MpeaocTaBun 4YeTKoe onpeaeneHme 6e30nacHbIX
3HAYeHW 1 A0BOAbLI, MOYEMY UX CNefyeT cunTaTh 6e3onacHbIx!u, 3aBucumocToto FMT_MSA.2 o1 ADV SPM.1 mox-
HO npeHe6peyb.

B HeKoTopbIX Cny4asx cy6beKTbl, 06beKTbl UM YUeTHbIe JaHHbIe NoNb30BaTeNell co3aatTca 3aHoBO. Ecnim npu
3TOM HC 3aflaHbl IBHO 3Ha4yeHWs aTpubyToB 6e30MacHOCTM, CBA3aHHbIE C Cy6beKTaMu, 0ObeKTaMn WM naTb30BaTC-
NAMU. TO HEOOXOAMMO UCMO/b30BATL 3HaYeHUS N0 yMonyaHuio. KoMnoHeHT FMT_MSA.l MOXHO 1Ucrnonb3oBaTh 411
ornpefeneHns, YTo 3TUMU 3HAYEHMAMU. 3afaBaex!biMy MO YMOMYaHUIO, MOXKHO YMNpaB/ATh.

FMT_MSA.1 ¥YnpasneHue atpubytamMmu 6e30MnacHoCTM

KomnoHeHT FMT_MSA.| gonyckaeT nonb3oBatesneid, UCMOMHAIOWMX HEKOTOPbIE PONN, K YNpaBieHW0 NAEH-
TUPULMPOBAaHHLIMU aTpubyTamn 6esonacHoCTU. MPUHATME PONKM NOMb30BATENEM OCYLLECTBNAETCA B KOMMOHEHTe
FMT.SMR.I.

3afjaBaeMblixX! MO YMONYaHMIO Ha3blBAETCA 3HAYEHWEe napaMeTpa, KOTOpoe OH NPUHMMAET, Korja oTobpaxaertcs
6e3 crneLuanbHO YKa3aHHOTo 3HaveHns. HauvanibHOe e 3HauyeHWe NpedocTaBnseTcsa nNpu oTobpaxeHUW (co3gaHum)
napameTpa, 3ameTas 3afjaHHOe MO YMOMYaHUIO.

Onepauuu

HasHaueHue

B FMT_MSA.1.1 aBTopy M3/3b cnepyet yka3atb 11®B ynpasfieHns SOCTYNOM WM MHHOPMaLMOHHbIMKA NOTO-
KaMu. NS KOTOPO NPUMeHUMbI aTpubyTbl 6e30MacHoCTU.

Bbi6op

B FMT_\1SA.1.1 asTopy M3/3b cnegyeT cneunduupoBaTh OnepaLmun, KOTOpPble MOXHO MPUMEHATb K MAEHTU-
(huumpoBaHHbIM aTpnbyTam 6esonacHocTu. AsTop [M3/3B MOXET cneunduLMpoBaTh, 4TO POAb JOMYCKAETCA K U3MeHe-
HUIO 33flaBaeMblX MO YMOMYaHMIO 3HAYeHW A aTpubyTOB 6e30MacHOCTM, 3anpocy U MOAWUMUKALMM 3HAUeHUA aTpubyToB
6e30nacHOCTW, MOMHOMY yAaleH o aTprbyToB 6€30MacHOCTU, a TakXe OnpefenuTb COGCTBEHHbIE OnepaLn ¢ HUMM.

Ha3HauyeHMne

B FMT_MSA.1.1, ecnu cfenaH coOTBETCTBYHOLWMIA BbiGop, aBTopy M3/3B6 cnegyeT cneuntuumposaTb, Kakue
[OMONHUTENbHbIE OMepaLyn MOXET BbIMOMHATL PO/b. MpUMepoM Takol onepauyy MOXET ObiTb «CO34aTb».

B FMT_MSA.1.1 asTopy M3/3B6 cnegyeT cneunduLmuposaTb aTpubyTbl 6€30MaCHOCTH, KOTOPLIMKU MOTYT Onepu-
poBaTh UAeHTU ULMPOBaHHbIe ponun. lonyckaeTcs, 4to asTop M3/36 cneumduumpyeT BO3MOXHOCTb yrpaBneHus 3aja-
BaeMbIMU M0 YMONYaHWIO BENNYMHaMK, TaKUMK KaK 3afasaeMble Mo yMONYaHUIo npasa goctyna. MNpumepamu aTux aTpu-
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6yTOB 6€30MacHOCTM ABAAKOTCA: YPOBEHb JOMYCKa, NPUOPUTET YPOBHSA 06CMYXMBaHWSA, CMIUCOK YrpaBieHWs [OCTYHOM,
npasa foCTyna rno yMon4yaHuio.

B FMT_MSA.1.1 asTopy '13/3b cnegyet cneunduLmuposaTb ponu, KoTopble AOMYLLEHbI K Onepauusm ¢ aTpuby-
Tamy 6e3onacHocTu. Bce BO3MOXHble ponu cneuuduuypoBadbl B FMT_SMR.I.

FMT_MSA.2 BesonacHble 3HaueHWsi aTpubyToB 6€30MacHOCTH

KomnoHeHT FMT_MSA.2 cofepXuT TpeboBaHUA K 3Ha4YeHWAM, KOTOpble MOFYT MpucBamMBaTbCca aTpubyTamu
6esonacHocTn. CneayeT npucsansaTh Takune 3HaveHWs, 4ytobbl 0 0 ocTaBasnca B 6e30MaCHOM COCTOSHUW.

OnpefeneHve, 4To ABNAETCA «6e30MacHbIM», B 3TOM KOMMOHEHTe He pacKpbiBaeTCs, HO OCTaBNEHO A1 Knac-
ca «PaspaboTka» (KOHKpeTHO, Ans KomnoHeHTa ADV_SPM.l «HedopmanbHas Mogenb NoAMTUKKM 6e30MmacHoCTu
OO») 1 pyKoBOACTB. [MPYMEPOM MOXET CNYXWUTb HETPUBMA/bHBIA Napofb, Ha3Ha4aeMblil MO/b30BATEN0 NPU peruc-
Tpauum.

FMT MSA.3 VNHuumnanmsaums cTaTuyecknx atpudyTos

3amMevaHna No NPUMeHEHUo AN Nonb30BaTeNs

KomnoHeHT FMT_MSA.3 cogepxuT Tpe6oBaHuu, ytobbl ®1HO npefocTaBnsan BO3MOXHOCTb Kak MpUCBOEHUA
aTpubyTam 6e30MacHOCT 06BEKTOB 3HaYeHW MO YMOMYaHWIO, TaK U WX 3aMeHbl HayaibHbIMU 3HaueHuaMN. [eii-
CTBUTE/NBHO. N HOBbIX 06BEKTOB BO3MOXHO MMETb MpW CO3AaHUM pasnnyaroLLmMecs 3HadeHUs atpubyTos Gesonac-
HOCTMW, cam CyLUecTBYeT MexaHu3M crneuudmKaLm noMHOMOUYNA BO BpeMs co3aHus 00bekTa.

Onepauumn

HasHayeHUne

B FMT MSA.3.1 aBtopy 113/3F cnegyeT ykasaTb [[1®db ynpasneHus JOCTYNOM WAy MHPOPMaLVOHHLIMK NOTO-
KaMmu, Ans KOTOpOW MpUMEHWMbl aTpubyThbl 6e30MacHOCTU.

Bbi6op

B FMT_MSA.3.1 astopy M3/36 cnepyeT cneunuLmpoBaTb, 6yayT MM 3afaHHble MO YMONYaHWIO CBOMCTBA
aTpubyToB ynpasBneHus .[OCTYMOM OTPaHHYHBAOLLUHMM. pa3peluatolMMi WaM MHOrO XapakTepa. B nocnegHem cnydae
aBTopy M3/3B cnefyeT YyTOUYHWUTL XapakTep 3TUX CBOICTB.

Ha3HauveHune

B FMT MSA.3.2 asTopy M3/36 cnegyeT cneuyuntuumnposartb poiu, KOTOpble JOMYyLLeHbl K MOAUDUKALMK 3Ha-
yeHuin aTpubyToB 6e3onacHoCTW. Bce BO3MOXHbIE ponm creuuduumpoBaHsl B FMTSMR.1.

1.3 ¥YnpasneHue .faHHbIM ®BEO (FMT_MTD)

CewmeliictBo FMT_MTD ycTaHaBnvBaeT Tpe60BaHMA N0 ynpasneHuto faHHbiMu ®BO. Mprmepamn gaHHbIX PEO
ABNAOTCA TeKyLliee BPEMSA U XypHan ayauta. Hanpumep, 3To CeMeiNcTBO AacT BO3MOXHOCTb cneuuduumpoBaTs, KoMy
paspeLLeHo YATaTh, YAandaTh UK CO3faBaTh XypHan ayauTa.

FMT_MTD.l ¥npasnexuune gaHHbiMu ®BO

KomnoHeHT FMT_MTD.| no3BonseT nonb30BaTeNsiM, KOTOPbIM NPUCBOEHbI ONpefeNieHHble Ponn, ynpasasTh
3HayeHNAMM AaHHbIX ®BO. Ha3HayeHue nonb3oBaTeneil Ha pofib PACCMOTPEHO B KOMNOHeHTe FMT_SMR.I.

3afaBaembix! HO YMONYaHWIO Ha3blBaeTCA 3HaYeHKe mapameTpa, KOTOPOe OH MPUHKMMAET, Korja oTobpaxaeTcs
6e3 crneynanbHO yKasaHHOTO 3HauyeHWs. HayanbHoe Xe 3HayeHue npefocTaBnseTcs Npu 0TOOpaXeHWU (co3gaHum)
napameTpa, 3amellas 3afaHHOe Mo YMONYaHUIO.

Onepauyn

Bboi6op

B FMTMTD.1.1 astopy M3/3b cnegyeTr cneunduumMposaTb onepaLmmn, KOoTopble MOryT 6biTb MPUMEHEHbI K
NAEHTUDNLMPOBaHHBIM AaHHbIM ®BO. ABTop 1M3/36 MOXeT creuuduLMpoBaTb, YTO POb MOXET U3MEHSATL 3afjaHHble
HO YMO/IYaHUIO 3HAYEHUS, BbINONHATL OYUCTKY , YTEHUE, MOAUMDMKALMIO MK NOMHOE yAaneHue faHHbiX PBO. Mo xena-
HUo asTop M3/36  MOXeT cneynduLMpoBaTh Kakoii-nnbo Tmn onepauumn. «OuncTka faHHbIX ®BO» 03HayaeT, yTo
cofiepXaHue faHHbIX yansaercsd, HO cama CYLLHOCTb OCTaeTCca B CUCTEME.

Ha3HaueHue

B FMT .MTD.1.1, ecnu cfienaH cOOTBETCTBYHOLWMIA Bbibop, asTopy IM3/3B cnegyer cneynduumposaTb, Kakue
[0MNO/HWTENbHbIE ONepaLy MOXET BbIMOMHATL Pofib. [prMepoM Takoi onepauyy MOXeT OblTb «CO3faTb».

BFMT_MTD.1.1 asTopy M3/36 cnegyet cneununumposatb, KakuMmn gaHHbIMu @BO MOryT onepuposath UAeH-
TUMUMPOBaHHbIE ponu. lonyckaeTtcs, 4To asTop M3/36 cneuynduumpyeT BOSMOXHOCTb YMpaB/ieHNs 3Ha4eHnsaMH, 3a-
[laBaeMbIMU MO YMOMYaHMIO.

BFMTMTD.1.1 aBtopy M3/3B cneayeT cneunguLmMpoBaTh ponu, KOTOpble AOMYLLEHbI K OMepauyamM ¢ .AaHHbI-
M @B0. Bce BO3MOXHbIE ponn cneumduumposadsl B FMT_SMR.I.

FMTMTD.2 YnpasneHue orpaHuyeHnsmMy JaHHbIX ®BO

KomnoHeHT FMT_MTD.2 cneuynduuupyeT rpaHuyHble 3HaYeHns ans gaHHbIXx ®BO 1 geiicTBnA, NpesnpuHu-
Maemble B Cly4ae UX npesbilieHns. MoryT 6biTb YKasaHbl, HanpumMep, AOMYCTUMbIA 06bEM >XypHana ayauTta v fei-
CTBUSA NPU ero rnepenonHeHmn.

Onepauuu

HasHauyeHue

B FMT_MTD.2.1 astopy M3/3b cnegyet cneunguumpoBaTb faHHble ®BO, MMeOLMe O|pauMyCHHA. U 3HaYe-
HUA 3TWUX OrpaHuyeHuii. MpuMepoM Takux faHHbIX ®BO ABNSETCA YMCNO MOMb30BaTeNeld, OCYLLECTBMBLUMX BXO4 B
cucTemy.
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8 FINfT_MTD.2.1 asTopy 13/3b cnepyeT crneumduLmuposaTb poaun, KOTopble [OMYLEHbl K MOAMUMUKALMN Kak
orpaHnyeHuin gaHHbix ®BO. Tak 1 AeiiCTBUIA B Clyyae HapyLUeHUs orpaHnyeHnid. Bce BO3MOXHbIe ponu cneumduumpo-
BaHbl B FMT_SMRL.I.

B FMT_MTD.2.2 aBTopy M3/36 cnegyet cneumguumnpoBath AeNCTBUSA, NPeanprHUMaemble B ClyYae NpesbiLle-
HUA MNpefenbHbIX 3HaYeHWVi cneLnduUMpoBaHHbIX AaHHbIX ®BO. MNpuMepom Takux f[edicTBuUiA, BbINONHAeMbIX ®BO,
ABNAETCA UHPOPMMPOBAHME YNOTHOMOYEHHOIO aMUHICTPATOPA W reHepaums 3anucu ayaura.

FMT_MTD.3 be3onacHble faHHble B0

KomnoHeHT FMT_MTD.3 pacnpocTpaHseTcs Ha TpeboBaHWA K 3HayeHWAM, KOTOpble MOryT MpucBanBaTbCs
faHHbIM ®BO. CneayeT npucsBamnBaTh Takue 3HaveHUs, Ytobbl 0 0 ocTaBancs B 6e30MaCHOM COCTOAHUN.

Onpegenexune, 4To ABNSeTCA «Be30nacHbIX!™, B 3TOX3 KOMMOHEHTE He pacKpbiBaeTCs, a OCTaBMeHO Ana Knacca
«Pa3paboTka» (KOHKpeTHO Ans KomnoHeHTa ADV_SPM.I «HethopmanbHas Mogenb NOAUTUMKM 6esonacHocT OO»)
1 pyKoBoACTB. Ecnu paspaboTuvk npefocTaBun YeTKoe onpefeneHvie 6e30nacHbIX 3HaYeHNn 1 06bACHEHKE, nonexiy
ux cneflyet cunTath 6esonacHbiMu, 3aBucumoctbto FMT_MSA.2 o1 ADV_SPM.I MOXHO npeHebpeub.

.4 OtmeHa (FMT RKV)

XapakTepucTuka cexieficma

CewmelictBo FMT REV cBs3aHO C OTMEHOIA aTpnbyToB 6€30MacHOCTM pasNnYHbIX CyLyHOCTeli B npegenax 00.

FMT_REV.l OTmeHa

BkomnoHeHTe FMT_REV.I cneyuduumnpytoTcs Tpe60BaHUS n o o i xichc HPaB. OH COAePXMT TpeboBaHue crewm-
(hrKauun npasua OTX:.CHbI, HanpuMep:

a) OTMeHa MpoW3oiaeT npw cncaytollex! BXofe Nonb30BaTens B CUCTEMY;

6) oTMeHa Mpon3oieT Npu cneaytoLleil NonbiTke OTKPbITL (haiin;

B) OTMeHa Npou30iAeT MO WCTEYeHUW YCTAHOBMEHHOTO BPEMEHW, YTO MOXET O3HayaTb NepecMoTp BCeX OT-
KPbITbIX COEJUHEHNI Yepes Kaxble X MUH.

Onepauun

Bbi6op

B FMT REV.1.I aBTopy M3/3B6 cnegyeT cneunduumMposats, AOMKHA X 6GbiTb NpefoCTaBieHa BO3MOXHOCTb
OTMEHATb C Mcnonb3oBaHneM PBO aTpubyTbl 6€30MacHOCTV NONb30BaTeNei, CyobeKToB, 06BEKTOB UMM KaKMX-116o
MHbIX pecypcoB. Ecnu BbIGpaH NocnefHwii BapuaHT, TO CneayeT UCMONb30BaTb ONepaLMio YTOUHEHUS ANs OnpeseneHns
pecypcos.

Ha3HauyeHune

B FMT REV.1.1 asTopy IN'13/3b cnepyeT ykasaTb po/nu, KOTopble AONYyLLeHbl K OTMeHe aTpubyToB 6e30nacHoc-
TU. Bce BO3MOXHbIe ponm crneumnduuuposadbl B FMT SMR. 1.

B FMT REV.1.2 asTopy M3/3b cnepyet cneuyuduLmposa Tb Npasina oTMeHbl. K npasunamM, B YaCTHOCTM, MOTYT
6bITb OTHECEHbI: «Mepes CreaytoLLeii onepauueli Haf acCcoLMMPOBaHHbIM PECYPCOM» WM «MPW CO3L4aHUN KaKA0ro HOBOV»
CyObeKTan.

1.5 Cpok felicTBus atpubyToB 6e3onacHocTn (FMT SAE)

CewmeiictBo FMT_SAE cBA3aHO C BO3MOXHOCTbIO YCTaHOB/IEHUA CpOKa AeicTBUS aTpubyToB 6e30MacHOCTM.
OHO MOXET NMPUMEHATbCA MpW creuntukaLuy TpeboBaHWA K CPOKY AeiACTBMA aTpMbYTOB ynpaBieHWs AOCTYNOM,
aTpuMbyToB MAEHTUUKALMU W ayTeHTUdMKaLnUmM, cepTUPMKaToB (Hanpumep, CepTUMKATOB Kkoyeid Tuna X.50%)).
aTpubyToB ayamTa uT. A.

FMT_SAE.|l O|paHn4CHHas No BpeMeHW aBTopusauus

Onepauun

Ha3HaueHune

B FMT_SAE.1.1 aBTopy M3/3b cnegyeT npeAcTaBuTh CANCOK aTpubyToB 6Ge {onacHoCTW, AN KOTOPLIX MOAAep-
XMBaETCA OrpaHNyeHve cpoka fAeiicTens. Mpumepom Takoro atpmbyTa ABNsSeTCA YPOBeHb fOMyCKa NoMb3oBaTens.

B FMT_SAE.1.1 asTopy H3/3B cnemyeT ykasaTb ponu, KOTOpble AOMYLLEHbI K Ha3HAYeHWIO CpoKa feliAcTBuS
aTpmbyToB 6e3onacHocTW. Bce Bo3MOXHble poau creyuduymposaHbl B FMT_S.MR.I.

B FMT_SAE.1.2 aBTopy IM3/36 cnepyeT NpeAcTaBUTb CNUCOK AEMCTBUIA, NPeANPUHUMAEMbIX MO OTHOLLEHUID K
KaXxgomy aTpubyTy 6e{onacHoCTu, KOrga 3akaHuYMBaeTCs CPOK CTO felicTBKS. MpUMepom ABNSAETCA Ha3HauYeHUe YPOoBHI»
[0MycKa nonb3oBaTesis, Mo UCTEYEHWUN CPOKa CTO AeMCTBMUSA, 3HAUYEHUS, MUHUMAIbHOTO AN1s AaHHo» OO. Ecnn B M3/36
npegycmaTpuBaeTCa U HeMef/leHHast OTMeHa, TO CriedyeT creunduumpoBaTh AeiiCTBME «HeMeL/IeHHas OTMeHa™.

1.6 Ponu ynpasnenus 6esonacHocTblo (FMT_SMR)

CemelicTBo FMT_SMR yMeHbLUIaeT BEPOSTHOCTb ylliepba, KOTOPbIA X30TyT HAHECTU NONMb30BaTeNN AeNCTBUSA-
MW. BbIXOAAT»!XH( 33 paMKM HasHa4YeHHbIX UM PYHKLMOHaNbHbIX 0693aHHOCTEN. B cemMeiicTBe TakxXe paccMaTpuBaeTcs
NPOTVBOAENCTBUE Yrpo3e MPUMEHEHUS HeafeKBaTHOrO MexaHu3ma, MpefocTaBiseMoro Ans 6e3onacHoro ynpasne-
Hug ®BO.

370 CeMeliCTBO COfePXNT TPebOBaHWA K NPefoCTaBIeHNI0 MHPOPMaLIMN N0 NOAAEPXKe MAeHTUDMUKaLUN Non-
HOMOYMIA NOMb30BaTENS HA NPUMEHEHWE OTAENbHbIX aAMUHUCTPATUBHBIX DYHKLMIA, OTHOCALLMXCA K 6e30MacHoCTM.
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HekoTopble AeiACTBMA ynNpaBneHWs MOTYT BbINOMHATL MOMb30BaTENN, ApYrne —TO/bKO CneLuaibHO Ha3HaueH-
Hble 1L M3 AaHHON opraHu3auum. CeMeiicTBO NO3BONSAET ONPeAensTb pasnnyHble PoNu, Takue Kak Bnagenew, ayam-
TOP. afAMUHUCTPATOP, AEXYPHbIA aaMUHUCTPATOP.

Bce ponun 13 aToro cemeiicTBa cBA3aHbl ¢ 6e30MacHOCTbiO. Kaxaas ponb MOXeT npefocTaBfsaTh LWVPOKME BO3-
MOXHOCTU (Hanpumep, JocTyn Ko Bceld cTpyktype UNIX) unu HesHauuTenbHble npasa (Hanpumep, NpaBo YTeHMS
06bEKTOB eJMHCTBEHHOr0 TuUNa, Taknx Kak (ain nomowwn). Bee ponn onpegenstoTcs B aTOM cemeiicTBe. Bo3amoxHo-
CTu poneit onpegenstotcs B cemeiicteax FIAMOF, FMT_MSA n FMT_.MTD.

HekoTopble TUMbl poneit MOryT 6bITb B3aVMHO WUCKOYalOWMMK. Hanpumep, AeXYpHbIli aAMUHUCTPATOP MO-
XeT 6bITb CNOCOOEH ONpeaensTb U aKTUBU3NPOBATb MNO/Mb30BATENENA, HO HC YAANATb UX (3Ta BO3MOXHOCTb 3aKpensieHa
3a paTblo agMUHMCTpaTOopa). STO CEMENCTBO AOMYCKaeT creunuKaLmio NOAMTUK ABONHOTO YNpaBneHus.

FMT_SMR.l Poan 6e3onacHoCTu

KomnoHeHT FMT_SMR.I onpegensieT pasnnyHble ponn, KoTopble ®bO cnegyeT pacnosHaBaTb. B cuctemax
4acTo NPOBOAUTCA pasNnuune Mexzay BnafieNlbLeM CyLHOCTW, afiMUHNCTPATOPOM W OCTa/lbHbIMU NO/b30BATENAMU.

Onepauyn

HasHaueHue

BFMT_SMRL.I. asTopy 113/3B cnegyet cneunguLmnpoBaTb poau, KOTOpble Pacro3HatoTCs CUCTEMOIA. 'ITo ponu,
KOTOpble MOTYT UCMOJIHATL M0/b30BaTE/IN OTHOCUTENLHO 6e30nacHoCTW. lMpuMepbl poneH: Bnafeney, ayautop, agmu-
HuCTpaTop.

F\1T_SMR.2 OTpaHHYCHMA Ha ponun 6e30nacHoCTH

KomnoHeHT FMT_SMR.2 cneunduumpyet pasnnyHble ponun, Kotopble ®bO cnepyeT pacrnosHasatb, W ycno-
BUSA. MPU KOTOPbIX 3TUMK PONSAAIMUA MOXHO YNpasnsTh. B cucTemax 4acTo NPOBOAUTCA pasnunyve Mexay snafenbLem
CYLLHOCTM, afMUHUCTPATOPOM W APYTUMU MO/b30BATENAMU.

Ycnosus, Hanaraemble Ha ponu, OnNpefenstoT B3aMMOOTHOLUEHUA Pa3NMUHbIX POfiei, a Takke OrpaHWyeHus
Ha MPUHATME POMIN NOJIb30BaTENEM.

Onepauuu

Ha3HaueHue

B F.V1T_SMR.2.1 asTopy M3/3b cnegyet cneynduunpoBaTb Poaun, KOTOPbIE Pacno3HaOTCA CUCTEMON. 3TO ponu,
KOTOpbIe MOTYT MCMOMHATL MOTb30BaTC/IM OTHOCKUTENBHO 6e30nacHOCTM. Mpumepsl poneii: Bnagenew, aygutop, agMu-
HucTpartop.

B FMT_S.VIR.2.3 aBtopy [13/3b cgenyeT creuuduumpoBaTb YCn0BUs, KOTOPbIM HeOBXOAMMO CrefoBaTb Mpu
ynpaBneHnn HasHaueHnem ponu. Mpumepamu Takmnx YCroBUiA ABASKOTCA: «3aKa3unK He MOXET WUCMOJHATL Po/b ayauTopa
WM agMUHUCTPATOPa» WM «MOMb30BATENO, WUCMOMHAIOLWEMY pOfib aCCUCTEHTA, HEOBXOAMMO TakXKe WCMONHATL Pofb
BfagenbLa».

FALT_SMR.3 MpuHsaTHe poneii

KomnoHeHT FMTSMR.3 onpegenseT, 4To ANs NpUHATAS HEKOTOPbIX ponieli HEOBXOAMM TOUHBIW 3anpoc.

Onepauuu

Ha3HaueHue

B FMT_S\1R.3.1 aBtopy 113/3FE cnegyeT cneum@uLmMpoBaTh poiu, Ans NpuHATAS KOTOPbIX TpebyeTcs TOYHbIN
3anpoc. [NpumMepsl: ayauTop 1 agMUHUCTPaTop.

MPUNOXEHUE K
(cnpaBoyHoOe)

MpueaTtHocTb (FPR)

Knacc FPR onwcbiBaeT Tpe6oBaHWsA, KOTOPbIE MOTYT HaKNafblBaTbCs A5 YA0BNETBOPEHUA NOTPEOHOCT U NOTLIO0-
BaTCNA W NPUBATHOCTU, [ONYCKasA MaKCUMa/bHO BO3MOXHYIO FMOKOCTb CUCTEMbI, HO OCTaB/IfA B TO )€ BPEMS BO3-
MOXHOI nogAepXXKy A0OCTaTOYHOro ynpaBneHns HyHKLWOHUPOBaHNEM CUCTEMBI.

KOMMOHeHTbI 3TOro Knacca A0OCTaTOYHO TMOKMW, 4TOObI YUUTbIBATh, pacnpocTpaHsaeTcs n fAeiicTBue 3aTpebo-
BaHHbIX (PYHKL M 6e30NacHOCTM Ha YNOJHOMOYEHHbIX nonb3oBaTeneid. Hanpumep, astop M13/36 MOT 6bl yKasaTb,
4TO HC MOTpebyeTcs 3almMTa NPUBATHOCTM MO/Mb30BaTeNs OT NOMb30BaTeNe, HafeneHHbIX cneLnanbHbIMW NOAHOMO-
YnAamu.

[exkomno3nuua knacca FPR Ha cocTas/floLiMe CTO KOMMOHeHTbI npuBefeHa Ha pucyHke K.l.
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Knacc FPR BmecTe ¢ gpy-
MMy Knaccamu (cofepxaiymm
TpeboBaHWs ayauTa, yrnpasneHus
[OCTYMOM, npefocTaBneHus [o-
BEPEHHOI0 MapLupyTa m HCOTKa-
3ycMocTun) obecneymsaet ruob-
KOCTb MPU CNCUMMKanu xena-
TeNbHOr0 peXxMMa NpuBaTHoOCTW. B
TO Xe Bpems Tpe6oBaHWA 3TOroO
Knacca MOryT HanaraTb OrpaHu-
UeHUs Ha 1CNoMb30BaHNe KOMMO-
HEHTOB [PYruUX KNaccos, TaKux
kak FIA nnn FAIL Hanpuwmep,
ecny YNO/IHOMOYEHHbIM M0/1b30-
BaTeNIIM HC paspeLleHO 3HaTb
NAeHTUGMKATOp MNonb3oBaTeNs
(Hanpumep, B cemeiicTBax «AHO-
HUMHOCTb» MU «[1CCBAOHUM-
HOerb»), TO, OYEeBUAHO, HEBO3-
MOXHO OyfJeT 0CTaBUTb OTAeNb-
HbIX MOMb30BaTeNe OTBETCTBEH-
HbIMW 32 BbINONHAEMblE UMW OT-
Hocswmecs K 6e30nacHOCTM feii-
CTBMA, Ha KOTOpble pacnpocTpa-
HAOTCA TpeboBaHWS MPUBATHO-
CTU. TeM He MeHee U B 3TOM
ciy4yae BO3MOXHO BK/oYeHWe B M3/3b TpebosaHWil ayanTa, Korja caMo BO3SHUKHOBEHWE HEKOTOPbIX COObITWIA,
CBA3aHHbIX C 6€30MacHOCTbIO, BaXKHee, YeM 3HaHWe TOro, KTo Obln UX MHULMATOPOM.

JlononHutenbHasa MH(popmaLus HO 3TOMy BOMPOCY NpeAcTasfieHa B 3aMevaHWaX No npuMeHeHuto Knacca FAU.
e pasbACHAETCH, YTO BMECTO WAEHTU(MKATOPA B KOHTEKCTE ayAuTa MOXET MPUMEHATLCA MCEBAOHWUM WU Apyras
MH(opMaLua, KoTopas Morna 6bl MAEHTUPULMPOBATL MO/b30BATENS.

3TOT KNacc COAepXUT YeTbipe ceMelicTBa: «AHOHUMHOCTb». «[CCBAOHUMHOCTbY. «HEBO3MOXHOCTb accolma-
umnm» 1 «CKpPbITHOCTb». TPK MepBbIX CEMENCTBA UMEIOT CNOXHbIE B3anMOCBA3W. Mpu BbIGope CemMelicT Ba ANs NpUMeHe-
HWA CneayeT yYnNTbIBaTb BbIABMEHHbIE YIPo3bl. 1S HEKOTOPbLIX TMNOB YrPo3 NpuBarHocrn «MccBAOHUMHOCTbY NOA0M-
feT 6onblie, YeM «AHOHUMHOCTb* (Hanpumep, Npu TpeboBaHWM NpoBefeHUs ayauTta). Kpome TOro, HEKOTOPbIM
BMAM Yrpo3 MpMBaTHOCTU HaunyywMM 06pa3oM MPOTMBOCTOMUT COYETaHME KOMMOHEHTOB M3 HECKOMbKUX CEeMeNCTB.

Bo Bcex cemelicTBax npefnonaraeTcs, YTo NOMb3oBaTeNb He NPeANPUHUMAET MPAMO HUKaKUX 4elCTBUIA, pac-
KpbIBaOLLMX CTO COBCTBEHHbBIN MAeHTU(UKaTop. Hanpumep, Hec oxugaetcs, 4tobsl PBO cKpbIBaAM MMS Nonb3oBaTe-
NS B COO6LLEHNAX 3NeKTPOHHOWM NOYTbl UM 6a3bl AaHHBIX.

Bce cemeiicTBa 3TOro Knacca VMerOT KOMMNOHeHTbI, 06/1acTb AeiCTBMA KOTOPbIX MOXET 6bITb 3afjaHa onepaLu-
AMU. STV onepauuu no3sonstoT aBTopy M3/36 ykasaTtb Te AelicTBMA, 06LIMe AN NONL30BATCACA/CYOBCKTOM. KOTO-
pbIM He06X0AMMO NPOTMBOAENCTBOBATL C MCNOMb30BaHNeM ®BO. BO3MOXHbI NprMep 0TO6paXKeHNs aHOHUMHOCTY:
«®BO fomKHbI 06ecneynTb, 4TOObI NOMb30BATENN H/HAWN CY6BEKTbI ObIN HC CMOCOGHBI OMpPeaennTb UAeHTUhUKaTOP
nonb30BaTeNs, 06paTMBLIErocs 3a TCNEKOHCYNblauncin™.

CnegyeT, urobbl @60 nNpefoCTaBsAN 3aLWMTY OT AEACTBUI HEe TONbKO OTAE/bHbIX M0/b30BaTeNel, HO 1 NONb30-
BaTenield, 06befMNUBLUMXCA AN NONYYeHWs onpefeneHHoi nHgopmauun. CTONKOCTb 3almnThbl, NpefoCTaBNfEMON
3TUM K/1acCcoM. C/ieflyeT onucaTb Kak CTOMKOCTb hyHKuuu cornacHo b Bk FTOCT P MCO/M3K 15408-1.

K.1 AHoHumHOCTb (PPRANO)

CewmeiicTBo FPR_ANO ob6ecneunBaeT, 4T06bl CyObEKT MOF UCMO/b30BaTb PECYPChI MK YCyru 6e3 pacKpbITus
naeHTUdMKaTopa ero nonbL3oBaTens.

3ameyaHus s nonb3osaTens

[laHHoe ceMelicTBO npefHa3HauyeHO ANs OMNpejeneHWs, Y4To Nob30BaTeNlb WU CYOBLEKT CMOXET MpeAnpuHu-
MaTb [e/iCTBMSA, HC packpblBas WAeHTUMKaTopa nonb3oBatens ApPYrumM Mosb3oBaTensMm, cybbekTam unu obbekTam.
370 cemeiicTBO npegocTasnset asTopy M3/3b cnocob nAeHTU(PKUKALMN COBOKYNHOCTW MONb30BaTENel, KOTOPble HC
CMOTYT Y3HaTb WAEHTU(UKATOP UCMONHWUTENS HEKOTOPbIX feACTBUIA.

CnepfoBate/ibHO, ecin CyObeKT, MOo/b3yACb aHOHVMHOCTbBIO, BbIMOMHAET HEKOTOPOe felicTBue, APYroli Cy6bekT
OyfeT He B COCTOSIHUM ONpefieiMTb HW  WUAEHTUMDMUKATOP, HU [AaXe CCbINKY Ha WAEHTU(hUKATOP NOonb3oBaTens,
1CMONb30BaBLLEro MepBblil CybbeKT. AHOHUMHOCTb C(HOKYCHpOBaHa Ha 3aluTe AeHTUdMKaTopa Nonb3oBaTens, a He
Ha 3awmuTe naeHTudmkaTopa cybbekta. M03aTOMy MAEHTU(HMNKATOP CyObeKTa HC 3aliMLLaeTCA OT PacKpbITUS.

PucyHok K.1 —/lekomno3unumsa knacca «IpuBaTHOCTb»
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XoTa naeHTUGUKaTOp NoMb30BaTeNS HC pasrnawaeTcs Apyrum cybbektam uam nonbsosatenam. ®bO npsmo
HC 3ampeLLeHo y3HaBaTb MAeHTU(MKaTOp nonb3osatens. Ecnn He fgonyckaetcs, 4Tobbl PEO 6bli M3BECTEH UAEHTU-
(hnKaTop nonb3oBaTens, TO MOXHO NpuUBerHyTb K koMnoHeHTy FPR_ANO0.2. B atom cnyyae ®bO He paspeluaeTcs
3anpaluveaTb MHOPMAaL MO 0 NoMb3oBaTene.

TepMuH «onpefenuTb» («determine») cnefyeT NOHUMaTb B CAMOM LUMPOKOM CMbICAe CfioBa. [11S KOHKpeTu3a-
umn TpeboBaHmMii K cTporocTn asTop M3/36 MOXET BOCNO/b30BATLCA MOHATUEM CTOMKOCTU (hYHKLWIA.

B 3TOM KOMMOHEHTe MPOBOAWUTCA pasnnyne Mexgy nosib30BaTensiMn U YNOJHOMOYEHHbLIMU MO0/b30BATENAMMU.
YNONHOMOYEHHbIV N0Nb30BaTeNb YAaCTO HC YNOMUHAETCA B KOMMOHEHTax; Torfa exty HC 3anpelyaeTcs 3HaTb UAEHTU-
(hmkaTop nonb3oBatens. OfHAKO HET M ABHOK Tpe6GOBaHWUsA, YTOBLI YMONHOMOUYEHHBIV NOMb30BaTeNb 06s3aTeNbHO
MMeNl BO3MOXHOCTb ONpefenuTb MAeHTU(KUKATOp nonb3oBaTens. [ns [OCTMXKEHUS MaKCMMaNibHON MpUBaTHOCTU B
KOMMOHeHTe Heo6X04MMO YKasaTb, UTO HW MO0Mb30BaTe/lb, HN YMONHOMOYEHHbIV NOMb30BaTeNb HE CMOFYT Y3HaTb
NAeHTU MKATOP KOro-n1mbo nNpy BbINOMHEHUW KaKoro-nmbo AeiicTnA.

B T0O Bpemsi KakK HEKOTOpble CUCTeMbl 06ecrneyaT aHOHVMHOCTb BCeX NPeAocTaBseMbIX YCayr, B Apyrux cucre-
Max OHa MpefocTaBnfeTcA TOMbKO [ HEKOTOPbIX Cy6bckTOB/OMepamunii. [Ons  Heobxogumoi rmékocTu
BK/IIOYEHa onepauus, B KOTOPOW 3agacTtcs obnactb AeiicTBus Tpe6osaHms. Ecnin asTop M3/36 3axoueT 0XBaTUThb BCe
Cy6bCKTbI/OMepaLH1, MOXHO BOCMO/b30BaTbCs BbipaXeHneM «Bce CyObekTbl U onepaLumn».

B03MOXHble NPUMEHEHUS aHOHUMHOCTU BKHOYAlOT B Ce6s 3apoeM KOH(UIEHUMANbIIOTO XapakTepa K obLe-
JOCTYMHbIM 6a3aM flaHHbIX, OTBETbI Ha OMPOCHI, NPOBOAVMbIE Yepe3 TeNeKOMMYHUKAL MK, WU OCYLLECTB/IEHWNE aHO-
HUMHBIX BbIMNIa MW NOXEPTBOBAHUIA.

MpumepaMu NOTEHLMANbHO BPaXAe6HbIX Monb3oBaTenell MNKM Cy6bekTOB ABNSIOTCA NPOBaiifepbl, CUCTEMHbIE
onepartopbl, abOHEHTbl CBA3KM W NOMb30BATENN, CKPbITHO BBOAALLME B CUCTEMY OMacHble 3fneMeHTbl (Hampumep,
«TPOSIHCKUX KOHei»). Bce OHM MOryT u3yyaTh 06pa3 feiicT BWiA nonb3osaTenein (Hanpyumep, Kakue nosb30BaTeNn Kakune
YCNYrn 3aKa3blBaloT) U 310ynoTpebnsaTb 3Toi MHopmauuei.

FPRANO.1 AHOH/MHOCTb

3ameyaHua Mo NPUMEHEHUIO /18 MO/b30BaTeNA

KomnoHeHT FPR_ANO.I obecneumsaeT, 4Tobbl MAeHTUOUKATOP NONb30BaTENS ObiN 3aLYULLEH OT PACKPbITUS.
B HeKOTOpbIX CyyasX, 0fHaKO, YNONHOXIOUEHHbIA MO/b30BaTelb MOXET ONpefennTb, KTO Npoussen onpeaeneHHbIe
[elicTBNA. DTOT KOMMOHEHT lIaCT BO3MOXHOCTb FTMOKOro NoAXoAa, M03BONAS BbIGUPATh NOANTUKY KakK OrpaHUYeHHO,
TaK ¥ NOMHOW NpUBATHOCTY.

Onepauuu

HasHaueHUe

B FPR_ANO.1.1 asTopy M3/36 cnegyeT cneunguumMpoBaTb COBOKYNHOCTb NOMb30oBaTeneli u/mnu cybbekTos,
0T KoTopbiX ®PbO HeobXxoAMMO MpefocTaBuUTL 3awuTy. Hanpumep, faxe ecnu aBtop M3/36 cHeunduumpyer eanH-
CTBEHHYIO pO/b MO/b30BaTeNs MW cybvekta, P50 HeobX0AWMO MpenoeraBurb 3alWyTy He TOMbKO OT OTAENbHOro
nonb3oBaTens UM Cy6bekTa, HO M OT COBMECTHO AeMCTBYIOLMX Monb3oBateneli W/MNH cy6bekToB. COBOKYMHOCTb
nosb3oBaTesniell, Hanpumep, MOXeET ABNA3bES TPYNMoi Mo/b3oBaTeNiell, BbICTYNAOWWMX B OfHOA W FON XXe Ponu wam
MCMONL3YIOLLMX OfMH 1 TOT Xe mpoLiecc.

B FPRANO. 1.1 aBTopy IM3/36 cneayeT naeHTUNLMPOBaTL CMMCOK CYOBEKTOB U/UNK onepauuii, n/mnu 06LeKToB,
[N KOTOPbIX MOAMMHHOE UM [:0::b30aaTCAs [JaHHOT0 CyObeKTa CnefyeT 3alluUTUTh, HanpuMep «rofocoBaHue».

FPR ANO.2 AHOHMMHOCTbL 6€3 3amnpoca MH(opmauumn

3amMeyaHna No NMPUMEHEHUo AN NoNb30BaTesNs

KomnoHeHT FPRANO0.2 ucnonbayetcs ans obecneyeHuns Toro, 4yto @650 He OyaeT paspeLleHo 3HaTb UAEHTU-
(hMKaTop Noib3oBaTeNu.

Onepauuu

Has3HaueHUe

B FPR_ANO.2.1aBTopy M3/36 cneayeT cneunguupoBaTb COBOKYNHOCTbL NOMb30BaTeneid n/unm cybbekTos, oT
KoTopbix ®bO HeobxoaMMo NpeAocTaBuTb 3awwuTy. Hanpumep, gaxe ecnv astop M3/36 cneundununpyeT eaNHCTBEH-
HYI0 po/ib NoNb3oBaTens uan cyobekta. 6O He06XOAMMO NMPeAOCTaBUTL 3ALUMTY HC TOIbKO OT OTAE/NIbHOr0 MoJb30-
BaTeNA UK CyBbeKTa, Mo 1 OT COBMECTHO AeNCTBYIOLLMX Nonb3oBaTenein n/mnu cyobekToB. COBOKYMHOCTb N0O/b30Ba-
Teneit. Hanpumep, MOXET ABNATLCA FPYMMNoi Nonb30BaTeNei, BbICTYNaOWMX B OAHON W TOW Xe ponan Uan Mcnonb3y-
IOLWMX OfMH W TOT Xe MpoLiecc.

B FPR_ANO0.2.1 aBTopy M3/36 cnefyeT naeHTU(MLMPOBATL CMUCOK CYyObEKTOB M/UNn onepaLunii, u/mnm obbek-
TOB. /1 KOTOPbIX NOA/IMHHOE WMSA NONb30BaTENA [AHHOrO CyObeKTa crefyeT 3alUTUTL, Hanpymep «roao0coBaHne.

B FPR_ANO.2.2 aBtopy M3/36 cnefyeT vaeHTUHULMPOBATL CUCOK YCAYr, Ha KOTOpble pacnpocTpaHseTcs
TpeboBaHVe aHOHVUMHOCTY, HanpuMep «AOCTYM K OM1caHuio paboT».

Ona FPR_ANO.2.2 asTopy M3/3b cnegyeT naeHTU(GULMPOBATb CUCOK CY6BLEKTOB, A8 KOTOPbIX MOANHHbIE
“MeHa nosb3oBaTenein crefyeT 3aWmMTUTL NPU MPeAoCTaBNeHUN CeLdULIMPOBAHHBIX YCAYT.

K.2 McesgoHumHocTs (FPR_PSE)

CewmeiicTBo FPR_PSE o6ecneunBaeT, 4Tobbl N0/1b30BaTENb MOT MCMO/b30BaTh PECYPC UAW YCayry 6e3 packpbi-
TNA CBOEr0 UAEHTM{MKATOpPa, OC TaBasCh B TO XKe BPEMS OTBETCTBEHHbI 3a 3TO UCMOMb30BaHME. M0Nb30BaTENb MOXET
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6bITb OTBETCTBEHHUM. Gyayun NPsSIMO CBSi3aH CO CCbINKOM (NCeBAOHUMOM), npegocTaBnsemoin ®BO, unm ¢ ncesao-
HVMOM. MCNOMb3yeMbIM A5 Lieneit 06Cny>K1BaHNS, TUKHM Kak Homep 6aHKOBCKOMO cyeta.

3ameyaHua ana nonb3osartens

B HEKOTOPOM OTHOLLEHWW NCCBNIOHNMHOCTb MOXOANT Ha @aHOHWMHOCTL. B 06omnx cnyyasx 3alyuiiaeTcs NAeHTU-
(hMKaTop MoNb30BaTeNSs, HO B NCEBAOHUMHOCTY MOALEPXKMBAETCA CCbIIKA HAa UAEHTU(UKATOP NONb30BaTENS KaK AN
COXpaHeHUs ero 0TBETCTBEHHOCTW, TaK U ANA APYTWX Lieneil.

KomnoHeHT FPR_PSE.I He cneyunduumpyeT Tpe6oBaHUiA, OTHOCALLMUXCS K CCbINKE HAa MAEHTU(UKATOP MOMb30-
BaTens. 3Tu TpeboBaHUA MMeOTcA B KOMNoHeHTax FPR PSE.2 n FPR_PSE.3.

OfHUM 13 NyTeil NCNONb30BaHNS TOW CChIKN ABNAETCSH BO3MOXHOCTb MOMYUYEHWS MepBOHAYabHOI0 UAEHTH-
(hukaTopa nonb3oBaTens. Hanpumep, ecnn KOMNbOTEPN30BaHHAA KacCa HECKONbKO pa3 BblgacT abCcoMOTHO OfMHa-
KOBble Yekm (T. e. MPOMCXOAUT MOLUEHHUYECTBO), 6blN0 Bbl MPEAMOYTUTENBHO UMET b BOSMOXHOCT b OTCNEAUTb UAEHTM-
(hmkatop nonb3osaTens. Bobuem cnyyae He06X04MMOCTb BOCCTAHOBEHMA UAEHTU(MNKATOPOB NONb30BaTeNel onpe-
[ienseTcs KOHKpPeTHbIMU ycnosusmu. [ins onucaHusa Takoi ycnyra asTopy M3/36 M0OXHO BOCNOMb30BaTbCA KOMMO-
HeHTOM FPR PSE.2 «O6paTMas ncCBAOHWMHOCTb».

CcbinKa MOXET TakXXe MCMo/b30BaTbCA B Ka4ecTBe MCEBAOHMMa Mofib3oBaTend. Hanpumep, nosb3osartesb, HC
Xenawowmii 6bITb NAEHTUHULMPOBAHHBIM, MOXET MpPejoCTaBUTb HOMEp cyeTa, C KOTOPOro creAyeT onnaynBatb Wc-
nonb30BaHNe PecypcoB. B TakoM criyyae cCblfika Ha MAEHTU(NKATOP NONb30BaTENS — 3TO €r0 NCEBJOHNM, KOTOPbINA
[pyrve nonb3oBaTenn Uam cy6obekTbl MOTYT WMCMOMb30BaTh A8 BbINMOAHEHWA CBOMX (DYHKLMIA, 63 nonyyeHws npu
0co6bIx 06CTOATENBCTBAX MAEHTU(MKATOPa NOMb30BaTeNs (Hanpumep, Npu cbope CTATUCTUYECKUX AaHHBIX UCMOb-
30BaHWs CUCTEMbI). B 3TOM cnyyae Ans onpefeneHns npasus, KOTOPbIM CCblIKaM He06X0AMMO YA0BNETBOPATL, aBTOP
[13/36 MOXeT BOCNO/Mb30BaTbCs KOMMOHEHTOM FPR_PSE.3 «AnbTepHaTUBHas NCCBAOHUMHOCTbY.

[MpuMeHssa yNOMsAHYTbIE Bblllle KOHCTPYKLMK, C nomoLbio FPR_PSE.2 MOXHO BBECTW 3/IEKTPOHHbIE JEHbI !,
yCTaHOBMB Tpe6oBaHWe 3alWunTbl MAEHTU(MKATOPa NONMb30BaTENS OT HAbMIOAEHWNS MPU YCNOBWMW, YTO OAHA W Ta Xe
3/1EKTPOHHAA CyMMa HC TpaTuTca ABaxbl. B nocnegHem cnyyvae naeHTU(UKATOP Nonb3oBaTeNs 6yAeT OTCNEXMBATLCS.
CnefoBaTenbHO, KOrAa nonb3oBaTesb BefieT ce6s YeCTHO, ero MAEeHTUDMKATOP 3aLiMLLaeTCs, KOrAa >Xe OH MNbiTaeTcs
MOLLEHHUYaTb, ero UAeHTUDNKATOP MOXKET ObiTb OTCMEXEH.

Jpyrum BUAOM cuCTeMbI 3N1EKTPOHHBIX NNaTeXel ABAAIOTCA 3NeKTPOHHbIE KPeAUTHbIE KAPTOUKMW, KOTAa N0b30-
BaTeNlb NPeAOCTaBNAET NCEBLOHNM, KOTOPbIN YKa3blBaeT Ha CHET, C KOTOPOro MOryT ObITb CHATbI fieHbr. B nogo6HOM
Cyyae MOXHO UCMO/Mb30BaTb, Hanpumep, KOMNoHeHT FPR_PSE.3. onpefenvs, 4To nAeHTU(UKATOP No/b30BaTens
Oy/eT 3allMLLeH 1 4TO 3TOT MONb30BaTe/b TOMIbKO TOrA4a Nonyunt Tpebyemyro CymMy, KOrfa Ha ero cyete eCTb fieHbIM
(ecnn Tak OroBOpeHO B YCMOBUSX).

CnefiyeT UMeTb B BMAY, YTO Hambonee CTPOrme KOMMOHEHTbI 3TOr0 CeMeiicTBa MOryT MOTEHLMaNbHO He coye-
TaTbCA C APYrMMU BO3MOXHBIMU TPebOBaHUAMU, TAKUMU KaK UAEHTUDUKALUA 1 ayTeHTUdUKaLus uam ayaut. Beipa-
XeHNe «onpeaennTb UAEHTUMUKATOP» CNefyeT MOHMMATb B LUMPOKOM cMbicie: ®BO He npefocTasnaoT WHGopMa-
L0 NpU BbINO/IHEHUW ONepauum; HenMb3s ONpefennTb cosfaTens CybbekTa Wan Bnafiensla CyobekTa, Bbl3BaBLLErO
onepaumnio: PO Hec ByayT 3anncbiBaTb TaKyt WH(HOPMALIMIO, AOCTYMHYIO MO/b30BaTeNAM UK Cy6bekTaMm, Mo KOTo-
poii B fanbHeiileM MOXHO 6bl 6bI10 Y3HaTb MAEHTU(HUKATOP NONb30BaTENS.

CMbIC 3aKntoyaeTcs B TOM. uTo6bl PEO He packpbiBany 6e3 He06X0AMMOCTU N06Y0 MHGOPMAL MO, C MOMO-
LLbl0 KOTOPOIA MOXHO OMNpefenuTb WAEHTM(MKATOP NONMb30oBaTeNs, Hanpumep MAEHTUDUKATOPbl CYyOHLEKTOB, feii-
CTBYIOLLMX OT MMeHM Mo/b3oBaTens. CTeneHb COXPaHHOCTU 3TON MH(OPMALLMKN 3aBUCUT OT YCUWNIA, KOTOpble NOTpeby-
H0TCS HapyLUUTENIO ANs ee packpbiTus. CnefoBaTenbHO, B KOMMOHEHTax ceMeiicTBa FPR_PSE Heo6X0AMMO YuWTbl-
BaTb TPeOOBaHNSA CTOMKOCTU (hYHKLUIA.

B03mMOXHble NPUMEHEHWS BKOYAOT B ce6s onnaty TenetoHHbIX YCyr no broTHOMY Tapudy 6e3 packpbITus
naeHTudmkatopa aboHeHTa 1AW onNnaty aHOHMMHOTO WCMO/b30BaHNA CUCTEMbI 3M1EKTPOHHBIX NNaTexXeil.

MprumepamMn NOTEHLMaNbHO BpaXebHbIX NoNb3oBaTeneil ABNATCA MpoBalifiepbl, CUCTEMHbIE OMepaTopsbl,
abOHEeHTbI CBA3M W MONb30BATENN, CKPbITHO BBOAALLME B CUCTEMY OMNAcHbIE 3NEMEHTbI (Hanpumep, «TPOSAHCKUX KO-
Heii»). Bec OHM M O T u3yuaTb, Kakve Monb30BaTeNy Kakue yCnyru 3akasblBatoT, U 3/10ynoTpebnsTh 3ToW MH(popmaLm-
eii. B jononHeHune K ceMeiicTBY «AHOHUMHOCTb» yCyra npegocTaBiseMble ceMeiicTBOM «1CceBAOHUMHOCTbY. cofep-
XaT MeTofbl aBTopM3aunm 6e3 naeHTUduKaumnm, ocobeHHO NP aHOHWMHON onnaTe «(3NeKTPOHHbIE feHbrM»). 3T
nomMoraeT npoBaiigepam Mony4aTb MiaTexu 6e3onacHbIM CnocoboM, MoAAepXuBas Npu 3TOM aHOHWMHOCTb K/WEH-
TOB.

FPR_PSE.l MccBroHnMHoCTb

3ameyaHus Mo NMPUMEHEHWUIO [ Mo/b30BaTeNs

KomnoHeHT FPR_PSE.l obecreunBaeT 3awuTy MONb30BaTeNs Or packpbiTWs ero uaeHTUdukatopa ApyruMu
nonb3osatensamu. Mpu aTOM MONb30BaTeNb OCTAHETCA OTBETCTBEHHbLIM 33 CBOU [eliCTBUS.

Onepavuu

Ha3HaueHue

B FPR_PSE.1.1 asTopy M3/3b cnegyet cneumngumumnposars COBOKYNHOCTL Nosib3oBateneii H/KMH cy6beKToB, OT
KoTopbix ®BO Heo6xoAMMO NpesocTaBUTh 3aWuUTy. Hanpumep, gaxe ecnn astop 113/36 cneunduuympyeT eguHcTBeH-
Hyt0 paTb Mofb3oBatens uam cy6bekta. PBO He06X0AMMO NPeLOCTaBUTL 3aLMUTY HC TOMbKO OT OTAENbHOrO HO/b 30Ba-
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rens unn cy6bekTa, HO H OT COBMECTHO AeMCTBYHOLLMX MOnb3oBaTeneil n/unH cybbektoB. COBOKYNHOCTL MO/b3oBaTe-
Neil. Hanpymep, MOXET ABAATLCA TPYNMNOV NO/blOBaTe.Teli. BbICTYNAIOLMX B OAHON H TOM Xe ponn Uin 1Cnonb3yroLmx
OAVH 1 TOT e npoLiecc.

B FPR_PSEJ.I aBTopy 113/36 cnepyeT HOEHTH(MUMPOBATb CMUCOK CYyObEKTOB v/unu OMEPALMIA, u/ i1th 0ObEK-
TOB. ANA KOTOPbIX MOA/MHHOE UMS MO0/b30BaTeNs AaHHOro CybbekTa cneflyeT 3aliMTUTb, Hanpumep «4ocTyn K npeano-
XEHVAM TPYAOYCTPOACTBa*. OTMETUM, YTO K «06beKTaM* OTHOCAT Ml06ble aTpubyThbl, MO3BONAOLLVE APYTUM MO/b30Ba-
TeNaM UM CyObeKTaM pacKpbiTb AeCTBUTENbHbIV WAEHTU(UKATOP AAHHOTO NO/b30BaTeNs.

B FPR_PSE.1.2 aBTopy M3/3b cnegyeT naeHTMULMpoBaTb YMCIO NCeBAOHUMOB (04WH unam 6onee), KOTopoe
®bO cnocobHbl NPeAoCTaBUTh.

FPR PSF.1.2 asTopy 113/3b cnefyeT ngeHTU(ULMPOBaTb CIMCOK Cy6beKTOB, kKoTopbiM ®BO cnocobHbl Npeao-
CTaB/ATb MCEBAOHUMbI.

Bbi6op

B FPRPSE.1.3 aBTopy M3/36 cnegyeT cneumguumpoBaTth, CO34at0TCA MCEBLOHUMbI (DYHKLMAMU 6e30MacHOCTM
OO unnu BbIGUPAOTCA CAMUMMU MO/L30BATENAMM.

Ha3HauveHue

B FPR PSE.1.3 aBtopy IM3/3B6 cneayeT HAEHTH(ULHPOBAaTL METPUKY, KOTOPOIA yA0BNETBOPSAN Gbl NCEBAOHUM,
co3faHHblin ®BO nan BbibpaHHbI NONMb30BATENEM.

FPR_PSE.2 ObpaTumas NccBAOHWMHOCTb

3amMeyaHna No MPUMEHEHWUO AN NOoNb30BaTeNs

B komnoHeHTe FPR_PSE.2 ®BO fomkHbl 06eCcneyunTh, YTo6bl NpY CNCANMUMUPOLUHLLBLIX YCI0BUSX MO Npeso-
CTaB/IEHHOM CCblNKe MOT BbITb OMpefieNneH UAeHTU(HUKATOP NONb3oBaTeNs.

B atom komnoHeHTe @bO AOMKHBI BMECTO MAEHTU(MKATOPa NONMb30BaTeNA NPeAOCTaBUTL ero NcesfoHUM. Mpu
YAO0BNETBOPEHUN CNeundULMPOBaHHbIX YCNOBUIA WAEHTU(MKATOP NOMb30BaTens, KOTOpPOMY npuHagnexu! ncesno-
HUM, MOXeT ObITb OnpeaesnieH. [1ns 3/1eKTPOHHbIX jeHer MPUMepPoOM TakKuX YCNOBUA MOXET CRyXunTb: «PBO AOMKHbI
npefocTasnTb HOTapUyCy BO3MOXHOCTb OMNpPefennTb UAEHTU(HUKATOP NOb30BaTeNs HO NPeACcTaBNeHHOMY NCEBAOHM-
My TONbKO B TOM C/ly4ae, €Cin Yek 6bin BblfaH ABaXKAbI™.

Onepauuu

Has3HaueHUe

B FPR_PSE.2.1 aBTopy M3/36 cnegyeT cneynuumnpoBaTh COBOKYMHOCTb NOMb30BaTeneld n/unm cy6bLekToBs, oT
KoTopbIX PBO HeobxoAMMO NpefoCTaBUTL -3alWmTy. Hanpumep, gaxe ecnu astop M3/3b cneunduunpyet eaUHCTBEH-
HYIO0 ponib Nonb3oBaTens unm cybbekta. PEO HeOHX0AMMO MPefOCTaBUTb 3aLUTY HC TONBKO OT OTAENBLHOr0 MOo/b30-
BaTeNs Uan cy6bekTa, HO U OT COBMECTHO AeiCTBYIOLLMX NONb30BaTeNei n/mnn cyobekto. COBOKYMHOCTb NO/Mb30Ba-
TeNeid. HaNnpUMep, MOXEeT ABNATLCA FPYNMON NoNb3oBaTeNeld, BbICTYyNAOLWMX B OAHON W TOM Xe ponn AN UCMONb3y-
IOLLIMX OfIMH W TeH XKe MpoLecc.

B FPRJPSE.2.1 aBTopy M3/36 cnegyet ngeHTMULMPOBaTh CMMCOK CY6beKTOB U/unv onepauuii, n/unm obbek-
TOB, ANA KOTOPbIX MOAAVHHOE UMS MONb30BATENA AaHnony CYObCKTA CEAYET 3alMTUTb, HanpuMep «4oCTyn K npej-
NOXEHUAM TPyL0YyCTPOiACTBa». OTMCTUM, YTO K «0BbeKTaM» OTHOCAT 1t06ble aTpMBYThI, MO3BONSIOLLME APYTMM NOb30-
BaTeNIAM Un CybbeKTaM pacKpbITb [eCTBUTENbHbIA UAEHTU(HNKATOP AaHHOFO NOMb30BaTeNS.

B FPR_PSE.2.2 asTopy M3/3b cnegyet ngeHTMHULMPOBaTL YACIO NCEBLOHMMOB (O4UH Un 6onee), KOoTopoe
®BO cnocobHbl NpesocTaBUTb.

B FPR_PSE.2.2 aBTopy M3/36 cnegyet naeHTUHOMLMPOBaTL CUCOK CyObeKTOB, KOTOpbIM PBO cnocobHbI npe-
[0CTaB/IATb NCEBLOHUMbI.

Bbi6op

B FPR PSF.2.3 asTopy 3/3b cnefyeT cneununumMposaThb, CO34at0TCsA NCEBAOHNMbI (hYHKLMAMMN 6€30MacHOCTM
OO unu BbIGUPAIOTCA CAMUMU NOMb30BATENAMU.

HasHaueHue

B FPR_PSE.2J aBTopy M3/3b cneayeT naeHTUMLMPOBaTL METPUKY, KOTOPOI YAOBNETBOPSAN Obl NCEBAOHUM,
co3faHHblii ®BO nnK BblBGPaHHbI NONb30BaTENEM.

Bbi6op

B FPR_PSE.2.4 asTopy M3/3B6 cnegyer uaeHTMULMPOBaTb, MOTYT M YMOMHOMOYEHHbIM NOMb30BaTeNb H/MMK
[loBepeHHble CyObeKTbl OnpeaenuTb NOAIMHHOE UMSA NMONb30BaTeNs.

Ha3HaueHue

B FPR_PSE.2.4 aBTopy M3/36 cneayeT naeHTUHULMPOBaTb CMNCOK AOBEPEHHbLIX CyObEKTOB (Hanmpumep, *HoTa-
puyc» WNK ‘NoNb30BaTeNb, UMEIOWMIA CheLnaibHoe pa3peLleHne*), KOTopble MOryT Mpy OnpefeneHHbIX YCNOBUAX Y3-
HaTb MOA/IMHHOE MMA MOSib30BaTens.

B FPR_PSE.2.4 aBTopy M3/3b cnegyeT naeHTUHMLMPOBaTbL CANCOK YCOBUIA, MPW KOTOPbIX A0BEPEHHbIE CYOBLEKTbI
H YMOMHOMOYEHHbI NONb30BaTeNb MOTYT OMNPefenuTb MOAMMHHOE MMM MONb30BaTeNsl Ha OCHOBE MpefOCTaBNeHHOM
CCbIIKW. TakuMmn YCNOBUAMM MOXET Obllb «BPeMS CyTOK» WW Xe NpaBOBOe YCOBWe, Hanpumep NpeabasieHne cyfebHo-
ro nocTaHoBNEHMA.

FPR_PSE.3 AnbTepHaTVBHasA NCEBLOHUMHOErb

3ameyaHua no NPUMEHEHUIO AN MO/b30BaTeNs

B komnoHeHTe FPR PSE.3 ®BO fomkHbl obecrneumsartb, Y4ToObl NpefoCTaBNEHHAs CCblfKa 0TBeYana onpege-
NEeHHbIM NpaBunam ce co3faHua U BCNeACTBME 3TOM0 MOrna WUCMonb30BaTbCA MOTEHLMANbHO ONAacHbIMU CybbeKTamu
6e3 HapyLleHus 6e3onacHoOCTy.
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Ecnn nonb3oBaTenb XOYeT WMCMOMb30BaTb PECYPChbl, HC packpbiBas CBOW MAEHTU(UKATOP, TO MOXET Npume-
HATbCA MCCBAOHUMHOCTb. OO6bIYHO Ha BCEM MPOTAXEHWM JOCTyMa K CUCTEMe MOo/b30BaTeNb 0643aH MCMOMb30BaTh
OAVH W TOT e NCeBAOHMM. Takoe yCn0oBMe MOXHO CneLnduLnpoBaTh B 3TOM KOMMOHEHTe.

Onepauuu

HasHaueHue

B FPR_ PSE.3.1 aBTopy M3/3b cnegyeT cneunguupoBaTh COBOKYMHOCTb NOMb30BaTeNein n/mnu cybbeKToB, or
KoTopbiX PBO HeobxoAMMO NpefoCTaBUTL 3awuTy. Hanpumep, gaxe ecnu asTop M3/36 cneundumunpyet eaUHCTBEH-
HYIO ponib Nonb3oBaTens unm cybbekta. PEO HE0HXOANMO MPefOCTaBUTb 3aLUTY HC TONLKO OT OTAENbHOrO NOb30-
BaTeNs U cy6bekTa, HO U OT COBMECTHO AeiCTBYIOLLMX NONb30BaTeNei n/mnn cyobekto. COBOKYMHOCTb NO/Mb30Ba-
Teneid, HaNnpuMep, MOXeT ABNATLCA FPYNNOV Nonb3oBaTenel, BbICTyNAOLWMX B OAHON W TOW Xe ponu UAM UCMoMb3y-
IOLLMX OfMH U TOT Xe npoLiecc.

B FPR P.SE.3.1 aBTopy I'T'3/3b cnefyeT nneHrnpunmpoBarb CMCOK CyObeKTOB M/unu onepauuii, n/unm obbek-
TOB. /191 KOTOPbIX MOAJ/IMHHOE UMA NOMb30BATENA JAHHOrO Cy6beKTa ceayeT 3aWuTUTb, HanpuMep «4ocTyn K npej-
NOXEHUAM TPY[0YyCTPOACTBa». OTMCTUM, YTO K «06beKTaM» OTHOCAT Nto6ble aTpnbyThl, MO3BONAIOLLME APYTUM NONMb30-
BaTe/NIAIM UM CyBbeKTaM PacKpbITb [eACTBUTENbHbIV UAEHTU(HUKATOP AAHHOTFO NO/b30BaTeNs.

B FPR_PRS.3.2 asTopy M3/3b cnegyet naeHTUHMLMPOBaTb YACIO NCEBAOHMMOB (OAMH unu 6onee), KoTopoe
PBO crnocobHbl NpefocTasnTb.

B FPR_PSE.3.2 aBTopy IM3/36 cnepyeT naeHTUHULMPOBATL CMMCOK Cy6beKToB, KoTopbiM PBO cnocobHbl npc-
[0CTaaTATb MCeBLOHUMbI.

Bboi6op

B FPR_PSE.3.3 asTopy 3/3b cnefyeT cneymuumposats, CO34at0Tcs NCEBAOHUMbI PYHKLUAMU 6e30MacHOCTH
00 wnu BbIGUPAIOTCA CAMUMU MONL30BATENAMU.

HasHaueHue

B FPR_P$E.3.3 aBTopy M3/36 cnegyeT naeHTMMLMPOBaTL METPUKY, KOTOPOV YA0aTCTBOPAN Obl MCEaToOHNM.
co3faHHbIi PBO 1K BbIGPaHHbIA NONb30BaTENEM.

B FPR_PSE.3.4 aBTopy W3/36 cnegyet HAEBTK(HLMPOBATb CMMCOK YCNOBUIA, YKa3blBaIOLMX, B KAKUX Cy4asx
CCbINIKW Ha NOA/IMHHOE UMS NOJ/b30BaTeNs AO/MKHbI ObITb OAMHAKOBBI, & B KAKUX JOMKHbI OblTb Pa3fiNyHbIMU, Hanpumep
*KOrfia No/b30BaTe/b OCYLLECTB/SAET MHOTOKPATHBIA BXOJ B Y3en ceTu, OH 6yAeT UCnonb3oBaTb OAWH U TO Xe MCeBfo-
HUAM>.

K.3 HeBo3moxHocTb accouymauum (FPR_I)NL)

CemeiictBo FPR_UNL obecneunBaeT, 4T06bl NOMb30BaTe/lb MOF HEOAHOKPATHO MCMO/b30BaTb PECYPChl UK
ycnyra, Hc jaBasi HUKOMY BO3MOXHOCTU CBA3aTb BMECTE WX MUCMO/b30BaHne. HeBO3MOXHOCTb accoLuaLm oTanyaeTcs
OT NCeBAOHUMHOCTA TeM, YTO XOTA MPWU MCCBNOHMMHOCTM CaM MO/Mb30BaTe b TaKXKe HEW3BECTeH, CBA3M Mexay ero
pasNYHbLIMN eliCTBUAMK HEe CKPbIBAOTCS.

3ameyaHua ana nosb3osaTens

TpeboBaHMA HEBO3MOXHOCTW accouuauuy npefgHasHauyeHbl 418 3aWUTbl UAEHTUdUKATOPa MOMb30BaTeNs oT
nprMeHeHns Npodunsa onepauunii. Hanpumep, TenedoHHas KOMMaHW MOXET ONpeAennTb NoBefeHUe Mosb3oBaTens
Tene)OHHOM KapTbl, MCMONb3YEMONi C eAMHCTBEHHOr0 HoMepa. Ecnu 13BecTHbI Npoman MCnonb3oBaHUA TenedoHa
rpynnoii Nonb3oBaTenei, TO KapTy MOXHO CBA3aTb C KOHKPETHbIM Nosb3oBaTeneM. COKpbITUE CBA3U MEXAY pasniny-
HbIMW 06paLleHnaMK 3a YCIyroi uam 3a 4OCTYNOM K pecypcy npefoTBpaTMT HakonneHne nogobHON nHhopmaLmn.

B pe3ynbTaTte Tpe60BaHUA HEBO3MOXHOCTM accoumaLny MOryT 03HauaTh 3aWnTy naeHTudunKaTopa cybbekra u
nonb3oBaTens A8 HEeKOTOpoi onepauun. B NpoTMBHOM cnyyae 3ra MHGOPMaLMa MOXeT 6biTb MCMOMb30BaHa ANs
CBA3bIBaAHWS Onepawuii BMeCTe.

CeMeliCTBO COfiepXKMT TpeOGoBaHME UCKNIOUNTbL YCTAHOBNEHWE CBA3W MEXAY Pa3IMYHbIMK onepauuaMu. 3Ta cBA3b
MOXeT npurobpeTaTb pasnuyHble Gopmel. Hanpumep, ¢ Nonb3oBaTeneM acCoLUMpyeTcs onepauus AW TepMuHan, ¢
KOTOPOro MHWLMMPOBAHO AeNCTBUE, UK NPOLOMKUTENbHOCTb BbINONAHEHUs AelicTBusA. ABTop M3/3b MOXeT cnewu-
(hMLMpoBaTh. PaCKPbITUIO KaKoro Tuna cBsA3eil HEOOXOAMMO MPOTUBOAENCTBOBATD.

B03MOXHbIE NPUNOXEHNS BKIOYAOT B Ce65 BO3MOXHOCTb MHOFOKPaTHOr0 UCMO/b30BaHUA NCEBAOHWUMA, UC-
KNoYaoLme cosfaHne WwabnoHa MCNonb30BaHWA, MO KOTOPOXTY MOXHO PacKpbiTb MAEHTU(UKATOP MOMb3oBaTens.

MpumepaMu NOTEHLMANbHO BPaXAeOHbIX Cy6beKTOB MM MONb30BaTeNe ABAAIOTCA NPOBaifepbl, CUCTEMHbIE
onepartopbl, abOHEHTbl CBA3K W NOMb30BATENN, CKPbITHO BBOAALLME B CUCTEMY OMacHble 3neMeHTbl (Hanpumep,
TPOSHCKUX KOHel»). CaMy OHW HC BbINOMHAOT OMNepaLun B CUCTEME, HO CTPEMATCA MOMy4MTb MHGOpPMaLUo 06
onepauusax. Bce oHM MO3yT u3ydaTb 06pa3 AecTBUIA Monb3oBaTenein (HanpymMep, Kakue Nonb3oBaTenn Kakue ycnyru
3aKa3blBaloT) 1 3/10yNOTPe6AATL 3TOi MHGOPMaLMeil. HeBO3MOXHOCTL accoLmaLm 3almuiiaeT noab3osareneii oT co-
MOCTaH/ICHUSA. KOTOPOE MOXET 6bITb MPON3BEAEHO MEXAY Pa3IMuHbIMK AeicTBUAMM NoTpebutens. Hanpumep, cepus
TeneOHHbIX BbI30BOB, CAENaHHbIX aHOHUMHbLIM NOTPE6GUTENEM MO Pa3UYHBIM HOMEPaM, MOXET faTb MHopMaLUIo
[N19 pacKpbITUA CTO UAEHT33(hHKaropa no covyesanunio HOMepoB.

FPRJUNL.1 HeB0O3MOXHOCTb accouuaLuu

3ameyaHua Mo MP3:MCHCUHIO /18 MO/b30BaTeNs

KomnoHeHT FPR_I)ML.| obecrneumsaet, 4To6bl NOML30BATENN HC MOI/IM €339335Barb Mexay coboli pasnuyHble
onepaummn B CUCTeMe 1 TakuM 06pa3oM Moayyarb UHHOPMaLUIO.
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Onepavuu

Ha3HauveHune

B FPR_UNL.1.1 astopy M3/3B6 cnegyeT cneum@uumupoBaTh COBOKYMHOCTb NOMb30BaTeNeil H/MAnM cy6bekTos,
«r KoTopbix ®BEO HeobxoAMMO MpefocTaBuTb TawHTy. Hanmpumep, faxe ecnn astop M3/36 cneunduumpyeT eanH-
CTBEHHYIO PONb No/b3oBaTens wam cybbekta, ®bO HeO06XOAUMO MPefOCTaBUTL 3alMTY HC TONMbKO OT OTAENbHOro
nonb3oBaTens UM Cy6bekTa, HO H OT COBMECTHO AeMCTBYIOLMX Monb3oBaTeneil n/mnu cy6bektoB. COBOKYMHOCTb
nonb3oBaTeneid, Hanpumep, MOXET ABAATLCS TPYNMoi Mojb3oBaTeneld, BbICTYNAIOLWMX B OAHON W TOW Xe ponn wm
UCTOMb3YIOLWMX OfMH 1 TOT Xe npoLecc.

B FPR_UNL.1.1 aBTopy M3/3B6 cneayeT naeHTMHULMPOBaTL CMNCOK ONepaLWii, Ha KOTopble creayeT pacnpoc-
TPaHWUTb TpeboBaHWe HEBO3MOXHOCTY accouuauum, Hanpumep «OTrpaBKa 3NeKTPOHHON MOYTbI».

Bbi6op

B FPR_UNL.1.1 asTopy M3/3b cnegyeT BblbpaTb B3aMOCBA3M, KOTOPbIe CleayeT CKPbITb. STOT BbIGOP N0O3BO-
nseT e33eMnHLUMPOBaTb MO0 HAE3rrMUKaTop NoMb3oBarens, b0 onepaLnio HasHauYeHUs CrMCcKa COOTHOLLIEHWIA.

HasHaueHue

B FPR_UNL.1.1 astopy IM3/3Bb cnegyet vAe3TrH(OHLMPOBATD CMUCOK COOTHOLLEHWI, KOTOpble CrefyeT 3allu-
3UaTb. HanpuMep «WYMaHHble C OAHOM) U TOTFO e TepMuHaia».

K.4 CkpbiTHocTh (FPR_UNO)

CewmelictBo FPR_UNO o6ecneunBaeTt, 4To6bl N0Nb30BaTENb MOT MCMOMb30BaTh PECYPC UK ycnyry 6e3 npego-
CTaBfleHns KOMy-n60, B 0COGEHHOCTW TpeTbell CTOPOHe, BO3MOXHOCTW 3HaTb 06 MCMOMb30BaHWM pecypca uam
ycnyru.

3ameuaHus 414 Mosib3oBaTens

Mofxod K 3awnTC MAEHTU(MKATOpa 33aTb30LI3TENS1 B 3TOM CEMENCTBE OTAMYAET ero OT OCTa/lbHbIX CEMENCTB
faHHoro knacca. CKpbIBaeTCca (hakT MCMOMb30BaHUA pecypca Wan YCNyru, a He naeHTUUKaTop nonib3oBartens.

[ns peanu3au3an CKPbITHOCTM MOTYT 6bITb MPUMCHC33bl Pa3NNyHble MeTOAbl. MpUMepbl HEKOTOPBIX U3 HUX Mpu-
BeJEHbl HUXKe.

a) Pa3meLlleH1e H(OpPMaL UK, HOBbIN3AKOLEE CKPLITHOCTL. VH(hopmaLmnio, KOoTopyto 3e06X041MO CKpbITh (Ha-
npyMep, YKa3blBaloLLy0 Ha BbIMOSHEHWE Onepavum). MOXHO pa3mecTuTb B 0 0 pa3nnuHbiMu cnocobamu. MecTo ce
pasmelleHns B OO MOXHO BbI6MpPaTb CIyYaiiHO, Tak. Y4TOObl HapyLIWTENb HC 3HaN, Kakyt MMeHHO YacTb 00 cnepy-
eT aTakoBaTb. [laHHYI0 MH(OPMan33lo MOXHO pacnpefennTb Takum o6pa3om, YTobbl HW B 0fHON YacT OO ee HC
6bIN0 AOCTATOYHO A5 HapyLUeHMA MPUBaTHOCTW MO0Nb30BaTeNs. OTOT CNocob6 paccMaTpuBaeTcsi B KOMMOHEHTe
FPR_UNO.2.

6) MaccoBoe pacnpocTpaHeHue MHGopmaummn (Mo noKanbHoO cetTn, nNo pagmo). Monb3oBaTenn He MOryT onpe-
[ieNnTb. KOMY KOHKPETHO mocnaHa AaHHas MHGopmauns n KTo B AeCTBUTENIbHOCTM CTaHET Ce UCMO0Nb30BaTh. JTOT
METOZ, 0CO6EHHO Mone3eH, Korfa UHMOpMaLUuio cnefyeT A0BECTM 0 TOro, KTO onacaeTcs rnokasblBaTb CBOIO 3auHTe-
PecoBaHHOCTb B JaHHO 3wopmalusn (HanpumMep, YyBCTBUTENbHON MeANH33HCKON MHGOopMaLmn).

B) KpnnTo3pad3succkasn 3awmta v AOMONHEHWE COOGLLEHNI He3Havalleld nHdopmaLveid. MyTem HabnogeHUs
33 MOTOKOM COOGLLEHN A MOXHO W3B/eYb MHOPMALMI0 U3 CamMOl0 (akTa nepefayn COOOLLEHNA COOOBLLC3LLA U ero
aTp3:6yToB. 3alMTy 33CpeaaBacMblX COOBLLEHNIA 1 UX aTp330yTOB MOXHO 06ecneynTb NOCPeACTBOM AOMOMHEHNA rpadu-
ka 3.camux coo6LLeHWn He3Havalled nHdopMalmeid nan WnppoBaBLLN.

WHorpa nonb3oBateneil HC cneayeT AonyckaTb K Habnto4eHnto 3a MCNONb30BaHNEM PECYPCOB, a YMONHOMOYEH-
HbIM M0/b30BaTENAM TaKoe HabMioAeHne He0OX0ANMO NS UCMOHEHNS CBOMX 0683aHHOCTel. B Takom crydyae MOXeT
npuMeHATbCA KOMMNOHEHT FPR_UNO.4. KoTopblii NpefocTaaTsieT 3Ty BO3MOXHOCTb OJHOMY UM HECKO/IbKAM Yrof-
HOMOYEHHBIM M0/1b30BaTENAM.

B 3TOM ceMelicTBe MCMOb3yeTcs MOHATUE «4vacTb OO». Mop Heli nofpasymeBaeTcsi Kakasf-nm6o yactb OO.
OTfieNeHHas (U3NYECKN NN NO3T3HCCKY OT Apyrux YacTeid OO. B cnyyae NOrMyeckoro oTAeNeHns MOXeT OblTb yMECTHO
npumeHeHmne cemeiictea FPT_SEP.

CKpbITHOCTb CBA3eN MOXET ObiTb BaXKHbIM ()aKTOPOM BO MHOrMX 061aCTSAX, TaKUX Kak OCYLIECTB/IEHNEe KOH-
CTUTYLIMOHHBIX Mpas, MOMUTUKa OpraHu3auuy Uam npunoXeHus, cesasaHHble ¢ 060POHHLIMKU BOMPOCaMU.

FPR UNO.l CkpbITHOCTb

3ameyaHua Mo NPUMEHEHUIO ANA MO/b30BaTeNs

Kom33zoHcHT FPR UNO.| cogepxuT TpeboBaHMA HefoNyCTUMOCTW Babnk>aeHUM HeynoaHOMOYEHHbIMUY MO/Mb30-
BaTenaMM 3a ucnonb3osaHueX| ycnyrm unu pecypca. [JO3ONHUTCABHO K 3TOMY KOMMOHeHTY asTopy [13/36 Mmoxet
noTpe6oBaTbCa «AHAIN3 CKPbITbIX KaHa/I0B.

Onepanuu

Ha3HaueHune

B FPR_UNO,I.I aBTopy M3/36 cnegyeT cneyuduLMpoBaTb COBOKYMHOCTb MO/b30BaTeNeli U/W.3H Cy6beKTOB,
oT KoTopbix ®BEO Heob6xoAMMO MpefocTaBuTb 3a3uHTY. Hanpumep, faxe ecnn astop M3/36 cneunduumpyet eanH-
CTBEHHYIO PO/b 330/1b30BaTCA UM Cy6bekTa, ®BEO HeobXOAMMO 33prAocraBuThb 3alMTY 33 TONMLKO OT OT/IC/IbHO30
330/1b30BATC/A WM CyObeKTa, HO M OT COBMECTHO [e/CTBYIOWMX Monb3oBateneil u/mnm cybbekToB. COBOKYMHOCTb
HOMb 30Barenei, Hanpumep, MOXeT ABAATLCSA TPYNMoi monb3oBaTeneld, BbICTYNAIOLWWMX B OAHON W TOM >Xe poau wum
MCMOMb3YIOWMX OfWH 1 TOT XK€ npoLiecc.
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Ons FPRUNO. 1.1 asTopy M3/36 cneayeT uaeHTU(ULMPOBaTL CNIUCOK OMepauuii, Ha KOTOpble pacnpocTpaHs-
eTca TpeboBaHWe CKpbITHOCTW. Torda Apyrve nonb3oBaTenn/CyObCKTbl He CMOTYT Hablofa3b Ta yKa3aHHbIMU B CrINCKe
onepauusamMn Han cneuuuLMpoBaHHBIMU HIDKe 0ObeKTamMmu (HampumMep, Ta YTEHUEM W 3aMUCHI0 Ha 06bEKTE).

Ons FPR_UNO.1.1 aBtopy M3/3b cnefyeT naeHTUHULMpOBaTh CMMCOK 06BEKTOB, Ha KOTOpble pacnpoCcTpaHs-
eTca TpeboBaHWe CKPbITHOCTW. MprMepoM MOXET 6bMb KOHKPETHbIV CepBep 3NeKTPOHHOI NouTbl unn KTP-caiiT.

Ons FPR_UNO.!.I aBTopy 113/36 cnegyeT uaeHTUMUMPOBaTL COBOKYMHOCTb MO/b30BaTeneil n/mnu cyobek-
TOB. CKpbITTIOCTDH MH(OpMaLun KoTopbix OyAeT obecneymsaTbes.

MprMepoM MOXET 6bITb: «MOAb30BATENN, NMOMYUMBLLME JOCTYN K CUCTEME Yepe3 VIHTepHeT».

FPR_UNY().2 PacnpefeneHne nHhopmaLuu, BIUSIOLLEE HA CKPbITHOCTb

3aMeyaHusa Mo MpUMeHEHWIO 418 Nosb3oBaTens

Komnoncw FPR_UNO.2 cogepkuT TpeboBaHWUs HeAOMyCTUMOCTU HabNof4eHNs OnpeAeneHHbIMW M0/b30Ba-
TeNAMMW 3a UCNOMb30BaHNEM YCNyru Unu pecypca. Kpome atoro, B HeM onpefiensercs, Kakaa UHpopmaLus, CBA3aH-
Has C MpMBATHOCTbIO MOnb30BaTens, pacrnpegensercs B 00 Takum 06pasom, YTOObI HapyLiMTeNb He MOF yCTaHo-
BWTb. B Kakoi MMeHHO yacT OO OHa COAepXMUTCA, UK BblN BbIHYXAEH aTakoBaTb HeCcKonbko yacTeir OO.

MpvmepoM 1cnonb30BaHWS 3TOF0 KOMMOHEHTA ABASETCA CAyYaliHbIi BbIGOP y3na 415 NMPefocTaBieHuns yeayri.
B 3TOM cnyyae B KOMMOHEHTE MOXET 6bITb YCTaHOBMEHO TpeboBaHMe, YTO UH(OPMALMA, CBA3AHHAsA C MPUBATHOC-
TbIO M0/1b30BATENS, JO/KHA ObITb OCTYMHA TONLKO B OAHON WAEHTU(MLMPOBAHHOM YacTn 00, He pacnpocTpaHAAChH
3a ee npepensl.

Bonec cnoXHbIii NpMMep cBA3aH C HEKOTOPbIMW «anropuTMamu ronocosaHmns». B npegoctaBneHnmn ycnyrv npu-
HUMAIOT yyacTne Heckonbko yacTelh OO. HO HMKaKas OTAeNbHaf YacTb He CMOXET HapyLWUTb NPUHATYHO NONUTUKY.
Kakoe-nmbo nnuo MOXeT NPUHATb (MAW HC MPUHATb) yyacTue B r0f0COBAHUW; NPU 3TOM HEBO3MOXHO OMpefenvTb
pesynbTaT rofloCoBaHMA 1 ero yyacTue B ronocoBaHuK (eCiM ronocoBaHne b0 aHOHVMHBbIM).

JononHMTENbHO K 3TOMY KOMMOHEHTY aHropy 13/36 moxeT noTpe6oBaTbCA «AHanM3 CKPbITbIX KaHan0B».

Onepauuu

HasHaueHue

B FPR_UNO.2.1 asTopy M3/36 cnegyeT cneuuguLumpoBaTb COBOKYMHOCTb NO/b30BaTeNeld U/MnH cy6LekToB, OT
KoTopbix PBO Heobxo4MMO NpefocTaBUTh 3alwuTy. Hanpumep, gaxe ecnu astop M3/36 cneunduympyet eAMHCTBEH-
HYI0 pPOfib NoMb30BaTeNs Uan cybbekta. 65O HE06X0AMMO NPefoCcTaBUTb 3aLMTY HC TOMbKO OT OTAENbHOr0 MOMb30-
BaTeNA UM Cy6beKTa, HO W OT COBMECTHO AeiCTBYIOLLMX NO/b30BaTeneli H/unn cy6bekToB. COBOKYMHOCTb NO/b30Ba-
Tenei. HanNnpuMep, MOXET SBAATLCA FPYMMNOi NoMb3oBaTeNeil, BbICTYNAOWMX B O4HON W TOW e poau UAW UCNOMb3y-
IOLLIMX OfIMH W TOT e MpoLecc.

[na FPR_UNO0.2.1 asTopy M3/36 cnegyeT ngeHTndmLmnpoBaTh CIMCOK OMepaL i, Ha KoTopble pacnpocTpaHs-
eTca TpeboBaHMe CKPbITHOCTU. Torga Apyrve nonb3osarenn/cybbeKTbl He CMOryT Hab/o4aTh 3a yKa3aHHbIMU B CMIUCKe
onepauuamMu Hag crneunuLMpoBaHHbIMU HUXKe 06beKTaMy (HanpuMep, 3a YTEHWEM W 3amuCbi0 Ha 00bekTe).

Ons FPR_UNO0.2.1 asTtopy IM3/36 cnefyet MAeHTUPULMPOBATL CMCOK 06BLEKTOB, HA KOTOpbIE pacnpocTpa-
HseTcA TpeboBaHMe CKPLITHOCTW. MpUMepoM MOXET* 6bITb KOHKPETHbIN CepBep 3/1eKTPOHHOM NouTbl nan FTP-caiT.

B FPR_UNO.2.1asTopy M3/36 cnegyet cneunduuMpoBaTh COBOKYMHOCTb NOMb30BaTeNel U/unm cyobeKTos,
CKPbITHOCTb MH(OpMaLMK KoTopbiX 6yAeT 06ecrneynBaTbCs, HanpumMep «nosb3oBaTenn, NONy4YuBLLKeE AOCTYN K CUC-
Teme uepe3 VHTepHeT».

B FPR_I)NO0.2.2 aBTopy M3/36 cnegyeT naeHTudunLMpoBaTh, pacnpeaeneHrie Kakoin MHGopmMaLym, CBA3aHHOM ¢
NPUBATHOCTbIO, CefyeT KOHTPONMPOBaThb. MpuMepom Takoli MHdopmauuy sensatoTes 1P-agpce cy6bekTa. 1P-agpec 06bek-
Ta, BPeMS, UCMO/b3yeMble KpMNTorpauyeckve Kouu.

Ona FPR_UNO.2.2 asTopy M3/3Bb cnegyeT cneunguumpoBaTh, KakuM yCI0BUSAM CledyeT COOTBETCTBOBATL pac-
npefeneHunto ykasaHHo!W WHGpopMaLmn. v ycnoBma cnegyet NoAAepKUBaTh BCe BPEMS CyLLECTBOBaHUN NPUBATHOW WH-
(hopMaLMy MONb30BaTeNs B KakAOM cnyyae. MpuMepamyt TakuX YCNOBWIA MOTYT ObiTb: «MH(OPMaLMA JOMKHA ObITb
npefcTasfieHa TONbKO B OAHONW U3 pa3feneHHbIx YacTeih OO u He JOMKHa MepefaBaTbCs 3a Ce Mpedenbl»; «MHpopMaLms
[0/MKHA NpebbiBaTb TONLKO B OAHON M3 paMeneHHbIX yacTeit OO, HC AO/MKHA NepefaBaThCs B APYroe ero YacTu nepuo-
[OMYECKN»; «MH(OPMaLMA JO/MKHA pacnpefensTbCa Mexay pasimyHbiMu yactTamu OO Takum 06pa3oM, HTO6bl HapyLLeHWe
3almMThl MIO6bIX NATU OTAENbHbIX YacTell OO HC NPUBOAWUIO K HapyLUEHUIO NOMUTUKM 6e30MacHOCTW B LieloM™.

FFR_L)NO.3 CkpbITHOCTb 6€3 3anpoca MHpopMmaLum

3amMeyaHna No NMPUMEHEHWU0 AN NONb30BaTeNs

KomnoHeHT FPR_UNO.3 npumeHsieTca ans TpebosaHuns, 4tobbl ®EO HC CTPeMUAUCH MONYUYUTb UH(OpMa-
LIMIO. KOTOPas MOXeT HapyLIWTb CKPbITHOCTb MpW NpefocTaBneHnn onpeenieHHbix yenyr. Moatomy ®BO He 6yayT
3anpalumsarhb (T. C. CTPEMUTLCSA NOAYUNUTb U3 PYTMX UCTOYHUKOB) MH(OPMALIMIO, KOTOPas MOXET ObITb UCMOb30BaHa
[N19 HapyLWeHUs CKPbITHOCTY.

Onepavuu

Ha3HaueHue

B FPR UNO.3.1 aBtopy M3/36 cnefyer vAeHTUHULMPOBATL CMNCOK YCAYr, Ha KOTOpble pacnpocTpaHaeTcs
TpeboBaHMe CKPbITHOCTH, HaNpUMep «A0CTYN K ONUCaHUI0 paboT».

B FPR_UNO.3.1 asTopy IM3/36 cnefyer MaeHTUHULMPOBATL CMIUCOK CYObLEKTOB, OT KOTOPbIX MpU NOMyYeHUn
CreLumULMpOBaHHbIX YCIYT CefyeT 3aluiar UH(hopMaLMio, CBA3aHHYIO e NPUBATHOCTLIO.
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B FPR_UNO0.3.1 asTopy M3/3b cnepyeT cneuuduumMpoBats MHPOPMALWIO, CBA3AHHYIO C MPUBATHOCTLIO. KOTO-
pas OydeT TalumiieHa OT CreuuduLMpoBaHHbIX CyObeKTOB. 3TO MOXET OblTb MAEHTU(MKATOP CyObeKTa, NOMyYatoLLero
YCAYry, WM XapaKTepUCTUKM NOYYEHHON ycnyra, HanpuMep UCMO/b30BaHHbIA pecypc namsTy.

FPRUNO.4 OTKpbITOCTb A/15 YNONHOMOYEHHOr0 Mosb30BaTens

3amMeyaHna No NMPUMEHEHWUIO AN NOoNb30BaTeNs

KomnoHeHT FPR_UNO.4 npumMeHsieTcs An8 NpefoCTaBfeHWs npasa HabMaeHns 3a UCMO/b30BaHUeEM pecyp-
COB OAAHOMY WM HECKO/IbKUM YMOMHOMOYEHHbIM Nosb3oBaTeNsiM. Be3 aToro KoMnoHeHTa BO3MOXHOCTb HabnofeHNs
[ONyCKaeTcs, HO HC ABNAETCA 0653aTeNbHON.

Onepauuu

Ha3HaueHue

B FPR_U.N0.4.1 aBTopy M3/3b cnegyeT cneunduumMpoBaTb COBOKYMHOCTb YMOIHOMOYEHHbIX MOMb30BaTeNei,
KoTopbiM ®BEO HeobXxo4MMO NpefoCTaBUTb BO3MOXHOCTb HabOAEHNS 3a UCMO/b30BaHNEM PECYPCOB. OTO MOXET ObiTb,
Hanpumep, rpynna ynoaHOMOYeHHbIX MO/b30BaTenel, NCNONHAIOWMX OfHY W Ty Xe POfb TbiH MCMOMb3YHOLMX O.TUH W
TOT e npovecc.

B FPR_UNO.4.1 aBTopy M3/36 cnegyeT cneunduumpoBatb CAUCOK PECYpCcoB W/WAWU YCAyr, BOSMOXHOCTb Ha-
6M10NeHNs 3a KOTOPbIMW HeobxoAuma YronHOMOYEeHHOMY MO0/1b30BaTeto.

MPNNOXEHWE N
(cnpaBo4HOE)

3awuta 6O (FPT)

Knacc FPT cofiepXuT cemeiicTBa PYHKLMOHANbHbIX TPeGOBaHWA, KOTOPbIE CBA3aHbI C LIeIOCTHOCTLIO U ynpaB-
NeHVeM MeXaHu3Mamu, peannsoBaHHbIMU B PBO, He 3aBMCA MpW 3TOM OT ocobeHHocTeli MBO, a Takxe C LenocT-
HOCTbIO aHHbIX PBO. HC 3aBKCA OT cneundruyeckoro cofepxanns ganHoix MBO. B HeKOTOPOM CMbicnie, KOMMOHEH-
Tbl CEMEICTB 3TOro Knacca Ay6/mpytoT KOMMOHeHTbl M3 knacca FDP v MOryT fake MCnonb3oBaTb O4HW U TC Xe
MexaHu3mbl. OfiHako knacc FDP cneuynanusnpoBaH Ha 3aluTe JaHHbIX MO/b30BaTens, B TO BpemMs Kak knacc FPT
HaueneH Ha 3alunTy faHHbiX @BO. PakTUUeCKn, KOMNOHEeHTbl U3 Knacca FPT Heo6xoAuMbl Ans peanusauum Tpe6o-
BaHW HEBO3MOXHOCTW HapyLueHus v obxopa nonntuk b ganHoro 00.

B pamKax 3TOro Knacca BbIAeNA0TCA TPU CyLLLeCTBEHHbIe COCTaBHble YacT PBO.

a) A6CcTpakTHas MawunHa ®BO, T. €. BUPTyabHas UM M3nyeckas mMallnHa, Ha KOTOPO/ BbINOMHAETCA OLe-
HuBaemas peanusaums ®bO.

6> Peanusauns ® B0, KOTOpas BbIMOMHAETCA Ha abCTPAKTHOW MallvHe W peanu3yeT MeXaHW3Mbl, OCYLLecTB-
nawowme MpBO.

B) AaHHbie @O, KOTOpble ABAAOTCA aAMUHUCTPATUBHLIMW 6a3aMu faHHbIX, YNPaBAoWMMKU OCYLLECTBNEHN-
em MBO.

Bce cemeiicTBa B knacce FPT MOXHO CBSi3aTb C 3TUMM TPEMS YaCTAMU W CTPYNNUPOBaTh CEAYHOLMM 06pa3oMm.

r) FPT_PHP «®u3nyeckas 3awmnta ®50» npegoctaBnser yrnosHOMOYEHHOMY MO/b30BATENO BO3MOXHOCTb
06Hapy>XeHns BHeLWHUX aTak Ha Tc yactn OO, KoTopble peanusyoT PEO.

o) FPT_AMT «TecTupoBaHue 6a30Boii abcTpakTHOM MalluHbl» U FPT_TST «CamoTecTpoBaHue ®bO» npe-
[0CTaBNAT YNOHOMOYEHHOMY MO0/b30BATENO BO3MOXHOCTb BepU(NLMPOBATL NPaBUILHOCTL OMnepauunii 6a3oBoi
abCcTpakTHOM MawuHbl 1 ®BO, a TakxkKe LEeNOCTHOCTb AaHHbIX U BbiNOMHsAeMoro koga ®60.

c) FPT_SEP «PasgeneHve gomeHa» n FPT_RVM «[MocpegHnyecTBo npu obpalyeHmsx» sawmwaoT 50 Bo
BpeMs WX BbINOMHEHWS 1 obecneynBaloT HEBO3MOXHOCTb 06xofa ®EO. Korga cooTBETCTBYOLLME KOMMOHEHTbI 3TUX
CeMeliCTB COYEeTaloTCA C COOTBETCTBYIOLMMI KOMMOHeHTamMu cemelictBa ADV INT «BHyTpeHHss cTpykTypa ®BO»,
MOXHO roBOPUTL 0 Hannuyu B OO TPaAWLMOHHOTO «MOHUTOPA 06paLLEHMIA».

%) FPT_RCV «[agexHoe BoccTaHoBneHue», FPT_FLS «besonacHocTb npu c6oe» H FPTTRC
«CornacoBaHHOCTb AaHHbIX ®EO npu gy6nnposaHmmn B npefenax OO» onpefenstoT pexum BbinofHeHns ®bO npu
BO3HWKHOBEHWM €605 U HENOCPeACTBEHHO NOC/E Hero.

1) FPTJTA «[locTynHOCTb 3KCMOPTUPYEMbIX AaHHbIX PEO», FPT_ITC «KoH(puaeHLManbHOCTb 3KCMOPTUpY-
eMbIX fiaHHbIX ®BO» 1 FPT_IT1 «LlenocTtHocTb 3KcnopTupyembixX faHHbIX PEO» onpefensioT 3awuty n 4oCTYNHOCTb
faHHbIX ®BO npu ux o6meHe Mexay 5O 1 yaaneHHbIM J0BEpeHHbIM NpoaykTom UT.

K) FPT_ITT «[Mepegaya faHHbix ®BEO B npegenax OO» npefHasHauyeHo Ans 3awmutbl faHHbIX PBO npu mx
nepefave mMexxay pusnyecku pasgeneHHoiMu yactamu OO.

n) FPT_RPL «O6Hapy>eHMe NOBTOPHOrO WCMO/b30BaHUA» COAEPXWUT TpeboBaHMe 3alunTbl OT MOBTOPHOrO
1CNoNb30BaHNS PasnMyYHbIX TUMOB UHGOPMaL UK n/uaun onepawuii.

M) FPT_SSP «[poTOKON CUHXPOHW3aLMKN COCTOSAHWUIA» OnpefenseT CUHXPOHM3ALMI0 COCTOSHWUIA Mexay pas-
NNYHBIMU YacTamu pacnpefeneHHbix @50 Ha ocHoBe faHHbIX PBO.
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H> FPT STM «MeTKN BpeMeHW» NpefocTaBifeT HafeXKHble MeTKU BpPeMeHMu.

n) FPT_TDC «CornacoBaHHOCTb AaHHbIX ®BO mexxay ®BbO* npefHa3Ha4yeHOo 415 COrnacoBaHns fAaHHbIX MEXAY
®bO 1 yAaneHHbIM LOBEPEHHbIM NposyKToM WUT.

[Jexkomno3nuua knacca FPT Ha cocTaBfiftoLMe ero KOMMOHEHTbI NpuBefeHa Ha pucyHkax J1.1. /1.2

awmtapEO

PPT_ALLI"T*cTHpoBa>*«« On o n A abeT-

paKTHON MIALLILLI 1
FPTJL8 MN—enxHocrb L, x O6o» 1
FPTJTA JocTynnacTs XBnopTupy»
KX IELIXDEO Tl
FPTJTC KOH(pMABLMANBHICTb /T8
nepndgyaasorg H w PO 1
FFT_m LiBnBcLLIOCT» «BCNIOPNgYLLIOT
IbMbIKDE0 1
1 2

FPTJTT N«paans gaHHLIX PBO m np™*-
avse 00

— FPT_pNe ®toMmummna mmkcta @60

ril -EH 3

— FFT_RCV HagexkHoe acCCraHcBr 1 He

L 4

PucyHok /1.1 — lekomno3numsa knacca «3awmra ®bO*

.1 TecTMpoBaHWe 6a30BOI abCTpakTHOM MawmHbl (FPT AMT)

CemeiictBo FPT_AMT onpegenseT Tpe6oBaHWA K BbIMOAHEHWIO TecTupoBaHus ®BO. [eMOHCTPUPYIOLLErO
npeanonoXeHns 6e30nNacHOCTW OTHOCKUTENbHO 6a30BOW abCTPAKTHOM MalLMHbI, NeXalieli B OCHOBE MOCTPOeHMS
$®BO. «ABCTpaKTHas™ MallHa MOXeT ObITb Kak N1aThopMOoii annapaTHbIX/MPorpaMMHoO-anmapaTHbIX CPeACTB, TakK 1
HEKOTOPbIM W3BECTHbIM W MPOLUEALUMM OLeHKY COYeTaHWeM annapaTHbIX/MporpaMMHbIX CPeACTB, [eACTBYIOLUM
KaK BUPTya/lbHas MallnHa. B kayecTBe MpUMepOB TaKOro TeCTUPOBAHMA MOXHO yKa3aTb NPOBEPKY annapaTHoli 3aLiu-
Tbl. MOCbIIKY TUMOBbIX MaKeTOB MO CeTW [/ NPOBEPKW NOMYYEHWUN, BCPUDUKAHUIO pexuma (YHKLMOHMPOBaHUA
BUPTYa/IbHOrO MALUMHHOTO MHTepdelica U T. 4. ST TeCTbl MOTYT BbINOMHATLCA NPU HEKOTOPOM MOAZAEPXKVBAEMOM
COCTOAHMW, NpK 3anycke, N0 3anpocy WAM NOCTOSAHHO. [elicTBUA, NpeanpuHUMaemble ¢ uUcnonb3oBaHrem OO no
pesynbTatam TeCTUpOBaHwus, onpefenieHsl B FPT_RCV.
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Suwarra®bo

FPT_RPL O6HA00OHMB nosToptomp TY
nerHassaHus 1

FFT_RVU MHcpagmHOC/o Npn 06p™-

e H W

A»T_BEP Pmgunawsgaeitw

FPT_88P lMparoear ouHhoHULLI A0

oaTTasHuiA _E H 3

FPTIBTM M#tw LuMblaHn 1

AMN<TOCCoTBCOBB»* AXM.A»*M
<61 Mexay 60 1

FFT_TRC 0O310CoB*MI0CTbABHHNK
O6a npugangiiBBblnK A Npegana* cao 1

FPT_T8T CaatotBonassaHuii P50 1

PucyHok J1.2 —lekomno3uumsa knacca «3awmta ®bO» (MpogomkeHue)

3ameyaHua 19 Nonb30BaTeNs

TepMuH «ba3oBas abcTpakTHas MalliMHa» OTHOCWUTCA rfaBHbIM 06pa3oM K anmapaType, peanusytoweii ®BO.
OfiHaKo ero MOXHO OTHECTV W K NpeABapuTeNbHO OLEHeHHOW 6a30BO KOMOWHaLMK annapaTHbIX CpeAcTB U Npo-
rpaMMHOro obecneuyeHus, Befylleinl cebsi Kak BUPTyanbHas MalluMHa, Ha KOTOPON peann3oBaHbl ®BO.

Tcerbl abCTPaKTHOW MaLMHBLI MOTYT UMETb pas3nnyHble (OpMbI:

a) TeCTbl MpW BK/IKOYEHWUW, KOTOPble NPOBEPSAIOT NPaBUAbHOCTb PaboTbl MaaThopMbl. [HA annapaTHbIX U Npo-
rpamMMHO-annapaTHbIX CPEACTB OHWM MOTYT BK/IHOYaTh B Ce6A TeCTbl TaKMX 3/1EMEHTOB, KaK NnaTbl NamsaTui, MapLupyThl
nepefayn f[aHHbIX, LWWHbI, YNpaBnstoLMe 3MeMeHTbl, PerucTpbl npoueccopa, MOpTbl COOOLEHWA, UHTepdeich
KOHCO/eM, 3BYKOBOCMPOM3BOAALLME N nepudiepuniiHble yCTPoiicTBa. [N NporpaMMHbIX 31eMeHTOB (BUPTYanbHON Ma-
LUMHBI) OHW BK/HOYAT B Ce6S BEPUPMKALMIO KOPPEKTHOCTU MHULMANN3aLUN U pexxuma QPYHKLMOHMPOBaHWS;

6) sarpyaemble TeCTbl, KOTOPbIe MOMYT 3arpy>aTbCsi U BbIMONHATLCA YMOMHOMOYEHHbIM MOMIb30BaTENleM UK
aKTUBMN3NPOBATHLCA MPU ONpefieNieHHbIX YCnoBusax. OHU MOTyT BKNtOUaTb B Ce65 TECTbI HAarpy 3K1 3/1eMeHTOB NPOL,ecco-
pa (NOrMYecKUX 3NEMEHTOB, BbIYUCAUTE/bHbLIX 3NEMEHTOB U T. fi.) W YNpaBisemMoi NamsaTu.

3ameyvaHua 418 oueHLmKa

CnepyeT, uTo6bl TeCTbl 6a30BO a6CTPaKTHOW MalUWHbI ObIIN [OCTATOYHbI ATA NPOBEPKM BCEX XapaKTepUCTUK
6a30BOVi abCTPaKTHOM MalLMWHbI, Ha KOTOPOi BbinonHswoTcs ®BO.

FPT_AMT.1 TecTmpoBaHUe abCTPaKTHOW MalLUHbI

3ameyaHus Mo NMPUMEHEHUIO ANsA MOo/b30BaTeNs

KomnoHeHT FPT_AMT.l nogfep>xuBaeT nepmoAn4ecKoe TeCTUPOBaHWe NPeAnonoXeHnii 6esonacHocTn 6aso-
BO/ abCTpPaKTHOW MalLMWHbI, OT KOTOPbIX 3aBUCUT BbINONHeHNe PBO. Tpebys obecneveHNs BO3MOXHOCTM NepuoAM-
4ecKOoro 3anycka TecTMpoBaHUsA DYHKLMIA.

Mpwu xenaHun asTop M3/36 MOXET yTOUHUTL TpeboBaHMe, yKa3aB, B KAKOM peXxume cnegyeT NpoBOAUTL Tec-
TUpOBaHWe: aBTOHOMHO, NpK 06bIYHOM (DYHKLMOHUPOBAHWM CUCTEMbI UN B PEXMME aBapuitHOW NOA4EePXKKM.

3ameyaHus Mo NPUMEHEHWNIO ATA OLEHLLMKa

[JonyckaeTcs, 4Tobbl (YHKLMN NeprognyecKoro TeCTUPOBaHWA Bbln AOCTYMHbI TONIbKO B @8BTOHOMHOM peXu-
Me NN peXKuMe aBapuiiHol noggep>xkun. Cneayet MMeTb CPefiCTBa YNpaBfeHus 418 NpejocTaBneHuy ocTyna B pexume
aBapWitHON NOAJEPXKKN TOMbKO YNONHOMOYEHHbIM NOMb30BaTENAM.

Onepauuu

Bbi6op

UM - 103 14
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BFPTAMT.1.1 asTopy 113/36 cnegyeT cncuHbHUMpoBaThb. Korfa @650 6yayT BbINOMHATL TECTUPOBaHUE A6CT-
YeHHOro nosib30BaTens, npu Apyrux ycnosusax. B nocnegHem ciydae cnefyet YTOUHWUTL, Kakue 3To ycnosud. C nomo-
L0 3TO onepauun Bbi6opa aBTop M3/36 MMeeT BO3MOXHOCTb yKaTaTb Take MeprofnYHOCTb BbIMOMHEHUS CaMoTe-
CTMpOBaHWSA. bonee yaeToc TeCTUPOBaHMWE .TaeT MO/b30BaTEN0 60/bLUYIO YBEPEHHOCTL B NPaBUIbHOM (DYHKLMOHUPOBA-
Hu OO. OfHaKo Heob6X0AMMO BbIGPaTb NMPaBUIbHOE COOTHOLLEHWE MEXAY NpefocTaBneHeM YBEPEHHOCTY H NOTeHLy-
a/lbHbIM YMeHbLUeHNeM JOCTYNHOCTU OO. MOCKO/IbKY CMLLKOM Y4acToe TEeCTMPOBaHWe MOXET 3aMef/iuTb HOpMaslbHOe
(hyHKUMOHMpoBaHKe OO.

1.2 BesonacHocTb npu c6oe (FPT_FLS)

TpeboBaHus cemeiictea FPT_FLS o6ecneumnBaet, 4tobbl OO HC Hapyllan CBOK MOAWTKUKY 6e30macHOCTM npu
c6osx PO naesrrnuMmMpossaHHbIX TUMOB.

FPT FLS.1 C6oii c coxpaHeHMeM 6e30MacHOro COCTOSIHMA

3aMeyaHnn No NPUMEHeHWUo AN NobL30BaTeNs

TepMuH «6e30nacHoe COCTOSAHME» OTHOCUTCA K COCTOSIHUIO, NPU KOTOPOM flaHHble ®BEO HenpoTuBOpeUmnBsl 1
PBO npofomKatoT KOppeKTHOe ocyllecTsrieHne MNBO. «be3onacHoe cocTosHKe» onpegensetcsa B mogenn MBO. Ecnn
pa3paboTumK npefocTaBun YeTKoe onpeaeneHue 6e30NacHOro COCTOAHNUSA U pas3bsCHeHWe, Koraa ero cnegyeT cuMtarb
TakoBbIM, 3aBucumocTb FPT_FLS.I oT ADV_SPM.l MOXHO HC yunTbIBaTb.

XoTa Mpu c60sX C coxpaHeHeM 6e30MacHOro COCTOSHUA XenaTefbHO MpoBefeHne ayanTa, 3T0 BOSMOXHO HC
iso Bcex cuTyaumax. Astopy M3/36 cnegyeT cneMH(MNMPoBaTh TC CUTYaLMK, NMPU KOTOPbIX MPOBEAEHUE ayAunTa Xena-
TEe/IbHO 1 BbINOAHUMO.

C6on ®BEO Mmocy3 BkouaTh B Cebs annapaTHble 0TKa3bl, KOTOPble YKa3blBalOT Ha HapyLLeHue pexxuma paboTsl
06opyaoBaHUs 1 TPebyrT aBapuiiHOM NOAAEPXKKM WM BocCTaHOBNeHUs ®BO. C6on ®BEO MoryT BKIOYaTh B Cebs
TaKXe YCTpaHWMble MPOrpaMMHble 0TKasbl, NOC/e KOTOPbIX TPebyeTcs TOMbKO LWIHLINAAM3ANUH WAN MOBTOPHBIA 3a-
nyck ®60.

Onepauuu

HasHaueHue

Ons FPT_FLS.1.1 asTopy M3/36 cnegyeT npueecTvt cnucok Tunos c6oeB ®BO. npy KOTOPbIX crefyeT, YToObl
PBO «counmch 6e3onacHo», T. €. COXpaHUNM 6e30nacHoe COCTOSHME U NPOSOMKaIN KOPPEKTHO ocyLlecTBnath MBO.

1.3 [JocTynHOCTb 3aKcnopTupyembliX AaHHbiX PBEO (FPTITA)

CewmelictBo FPT_ITA onpegenseT npaswia NpefoTBpalLeHns noTepu AoCTYNHOCTH AaHHbIX ®BO. nepegasae-
MbIX Mexay PBO v yganeHHbIM 40BEPEHHbIM NPoAyKToM NT. 3To MOryT ObiTh, HanpuMep, KPUTUYHbIE aHHble PBO
TUNa naponen, KNYeld, faHHbIX ayauTa uam BbinonHsemoro koga ®b6O.

3ameyaHus No NPUMEHEHWUIO ANs MOob30BaTeNs

370 ceMelicTBO MCMONb3YETCA B pacnpefeNieHHbIX cuctemax, korfga ®bO npefcTaBnsatoT CBOU faHHbIe yAaneH-
HOMY A0BepeHHOMY npofykTy UT. ®BO MoryT npeanpuHuMath Mepbl 6€30MacHOCTU INLLb CO CBOEW CTOPOHbI U HC
MOTYT BECTM OTBETCTBEHHOCTL 3a PEO [pyroro foBepeHHOro npoaykra UT.

Ecnn nmeeTcs HECKONLKO Pas/iMyHbIX METPUK AOCTYMHOCTU ANA PasHbIX TUNOB AaHHbIX PBO, 3TOT KOMMNOHEHT
CNefyeT NOBTOPUTb AN K&XXAOW OTAeNbHOWM napbl «MeTpuka — UM faHHbIX PBO».

FPTITA. 1 JoCTynHOCTb 3KCNOPTUPYeMbIX AaHHbIX PBEO B npenatax 3afaHHON METPUKM

Onepauuu

HasHaueHue

Ona FPT ITA.1.1 asTopy M3/3B6 cnegyet cneumuuuposatb TUMbl AaHHbIX ®BO. Ha KOTOpble pacnpocTpaHsaeT-
CA MeTpuKa [OCTYMHOCTK.

Ona FPT_ITA.1.1 asTopy M3/3b cnegyeT cneunduumupoBats METPUKY AOCTYMHOCTU AN COOTBETCTBYHOLWMX [aH-
HbIX ®BO.

Ons FPT_ITA.L1.l asTopy M3/36 cnepyeT cneunguumnpoBaTb YCI0BMSA, NPy KOTOPLIX HEO6X0AMMO 06ecneunTb
[OCTYMHOCTb. DTO, HampuMep, MOXET 6bITb Hanmume cBa3n Mexay OO ¥ yaaneHHbIM AOBEPeHHbIM npoaykTom UT.

1.4 KoH(huaeHUManbHOCTb 3KCMOPTUPYeMbIX AOHHbIX PBEO (PPT_ITC)

CewmeliictBo FPT_1TC onpefenseTt npaswia 3awy 7ol faHHbIX PBEO 0T HECaHKLMOHNPOBAHHOTO PacKpbITUA Npu
nepegade mexay ®bO 3ryaaneHHbIM fOBepeHHbIM NpogyKToM UT. 3ro moryT 6bITh, HaNpumep, KPUTUYHBIE faHHbIe
DBO TuHa naponei, KnoYeid, AaHHbIX ayAauTa Uam BbinonHsemoro kona ®60O.

3ameyaHua No NPUMEHEHUIO NS NO/b30BaTeNs

3ro ceMeCcTBO UCMONL3YETCA B pacnpefenieHHbIX cuctemax, korfga ®bO npeAcTaBnatOT CBOU [aHHbIe yAaneH-
HOMy filoBepeHHOMY NpogykTy UT. ®BO MoryT npeanpuHATL Mepbl 6e30MacHOCTW NNLLb B CBOEA 061acTW AeACTBUA U
HC MOTYT HecCTW OTBETCTBEHHOCTb 3a ®BO fpyroro foBepeHHOro npogykra UT.

FPT1TC.1 KoHthunaeHUManbHOCTb 3KCNOPTUPYEMbIX faHHbIX ®BO npu nepepaye

3ameyaHua Mo NpUMEHEHWNIO ANA OLeHULLKa

KoHdugeHumansHocTb AaHHbIX PBO BO BpeMs nepefayn He06Xo[MMa oA UX 3alnTbl OT packpbl TUS. Bo3mox-
Hble CNOCcobbl 06ecneveHns KOH(PUAEHLMANBHOCTA BK/KOYAlOT B Ce65 NMPUMeHeHWe KpunTorpadun, a Takxe gpyrux
MEeTO/0B, BbI6GOP KOTOPbIX MOCTOSHHO pacLuMpseTcs.

142



FOCT P MCO/M3K 15408-2-2002

1.5 LLenoCTHOCTb 3KCMOPTUPYeMbIX AaHHbIX ®BO (FPT IT1)

CewmeiictBo FPT_ITI onpegenset npasuna 3awmnTbl AaHHbIX ®BO 0T HecaHKLWOHMPOBaHHOW MOAWGUKanun
npu nepefave mexay ®650 1 yfaneHHbIM LOBepeHHbIM NpoAyKToM WT. 3To MOryT 6biTb, Hanpumep, KpUTUYHbIE
faHHble ®BO Tna naponei, KnoYel, faHHbIX ayanuTa Unn BbinonHsemoro koga ®bO.

3ameyaHua Ana Nonb3oBaTens

370 ceMeiicTBO MCNOMb3yeTCsA B pacnpefeneHHbIX cuctemax, korga @60 npeAcTaBAstoT CBOM AaHHbIe yaneH-
HOMY AoBepeHHOMY npoaykTy WT. OTmeTuM, 4To TpeboBaHWs, CBA3aHHble C MOAWNGUKaLMEA, 0BHapyXXeHneM W
BOCCTAHOB/IEHWEM W OTHOCALLMECS K YAaneHHOMY [OBEPeHHOMY MnpofAykTy WT. HeBO3MOXHO cneuniuumpoBatb,
MOCKO/IbKY 3apaHee He W3BECTHbI MeXaHW3Mbl, KOTopble GYAyT UCMOb30BaHbl B YAaneHHOM [0BEPeHHOM NPOAYKTe
WT. Moatomy 3Tn TpeboBaHWS BblpaXeHbl B TepMMUHAX «npefocTaBneHns ®BO BO3MOXHOCTU», KOTOPYH MOXeT
1CMONb30BaTb YAaneHHbIN J0BEPEHHbIN NpogyKT UT.

FPT ITI.1 O6Hapy>KeHvie MOANDUKALMKM IKCMOPTUPYEMBIX fAaHHbIX ®BO

3ameyaHua Mo NPUMEHEHWUIO AN Mo/b30BaTeNs

KomnoHeHT FPT_1TI.1 cnegyeT ucnonb3osaTb B CUTyauusx, Korga [OCTaTOYHO OOHApYXMUTb, YTO AaHHbIE
mMoAnGhULMPOBaHbI. [prMepoM ABNSETCA CUTYalns, KOrfa y yAaneHHoro 4oBepeHHOro npogykra UT nmeeTtcs BO3-
MOXHOCTb 3anpocuTs ®BO 0 NOBTOPeHUN Mepefadn AaHHbIX NPy 06HapYXeHUN NX MoAUDUKaL UM NN YAOBNETBOPUTL
aHaNornyHbIA 3anpoc.

XenatenbHas CTOWKOCTb (YHKLMU 06HApYXXeHNs MOAWN(UKALMMN OCHOBaHA Ha ONpefeneHHON MeTpuke Moau-
(huKauumM, KoTopas 3aBMCUT OT WUCMOMb3YEMOr0 afiroOpuTMa M MOXET HaxoAWTbCA B AnanasoHe OT MPOCTbIX KOHT-
PONbHBIX CyMM M MPOBEPKM Ha YeTHOCTb, KOTOPble HC 06HAPYXKMBAIOT NPOCTble KOMOBUHALMM U3MEHEHWUIA B HECKO/b-
KuX paspsgax, [0 60/1ee CNOXKHbIX KPUNTOrpapuuecknx KOHTPObHBLIX CyMM.

Onepauuu

Ha3HaueHue

Ons FPT_ITI.1.1 asTopy M3/36 cnepyeT cneunguumpoBaTs METPUKY MOAMDUKALMM, YAOBIETBOPEHNE KOTOPOW
HeobXoAMMO AN MexaHW3Ma 0BHapyXXeHNs. JTa MeTpUKa LO/MKHA ONpPefeNuUTb dXenaTelbHyt CTOMKOCTb (PYHKUHU 06-
Hapy>XeHUs MoANMUKaLINA.

Ons PPT_1M.1.2 aBTopy 113/3B6 cnepyet crneyuduumposaTth AeiiCTBMSA, NPenpUHNMaeMble Npy 06HapYXXeHUK
MoandrKaLum gaHHbiX ®@BO. TprmepoM Takux AeiiCTBUIA MOXET CAYXWTb: «MTEPUPOBaTh NOyYeHHble AaHHble PEO
1 3aMpocuTb Y [OBEPEHHOr0 NPOAYKTa, ABMAIOLLErocs OTnpasuTesIeM, MOBTOPHYIO Nepefady AaHHbIX PBO».

FPT_IT1.2 O6Hapy»eHWe 1 ncnpaBfieHne MOAUMUKALMK 3KCOPTUPYEMbIX AaHHbIX PBO

3amMeyaHna No MPUMEHEHWUI0 AN Nonb30BaTeNs

KomnoHeHT FPT_ITI.2 cnegyeT ncnonb3oBaTh B CUTYauusx, Korga TpebyeTcs 06HapyXWTb MU UCNPaBUTb MO-
AUUKaLun KpUTUYHLIX AaHHbIX PBO.

XenatenbHaa CTONKOCTb YYHKLUMKN 06HapYXeHNs MOAU(UKALMM OCHOBaHA Ha ONPeAeNeHHOR MeTpuke MOAK-
(hmKaumii. KoTopas 3aBUCUT OT UCMONb3YEMOI0 aNropuTMa U MOXeT HaxOAMTbCA B Ananas3oHe 0T KOHTPONbHbIX CYMM
1 NPOBEPKN Ha YETHOCTb, KOTOPble MOFYT He 06HapYXWTb NPOCTble KOMOMHALMN W3MEHEHUI B HECKONIbKUX pa3ps-
flax. o bonee CNOXHbIX KPpUNTOrpathmyecKUX KOH TPOSbHLIX CYMM. MeTpuKy, KOTOpyto TpebyeTcs onpeaenuTs, MOX-
HO CBA3aTb IMB0 C OTPaXKEHMEM aTak (Hanpumep, OyAeT NPOMYCKaTbCA TONbKO OAHO M3 ThICAYMN CNyYaiiHbIX CO0bLLe-
HWi1), NMMBO C NpuBefeHHbIM B OTKPbLITON nMTepaType MexaHU3MOM (Hanpumep, Heo6XoAMMO, 4TO6bI Tpebyemas
CTOMKOCTb COOTBETCTBOBaNA CTOMKOCTM anroputma 6e30MacHOro XalmpoBaHus).

MoAX0A K UCMPaBNeHUo MogUDUKaL A MOXET 6biTb OCHOBaH Ha MCMONb30BaHUWN HEKOTOPbIX BUAOB KOHT-
PONbHbIX CYMM, MO3BONSIOWMX KOPPEKTUPOBATH OLWNGKN.

3ameyaHua HO NMPUMEHEHWNIO AN OLeHLNKa

B03MOXHble Cnoco6bl y0BNETBOPEHNS 3TUX TpebOBaHW COCTOSAT B MCMO/b30BAHUN KPUNTOrpaguyeckux QyH-
KUMWA UM HEKOTOPBIX BUAOB KOHTPO/bHbLIX CYyMM.

Onepauuu

HasHaueHue

Ona FPT_ITI.2.1 aBTopy M3/36 cnegyeT cneuudununposaTts METPUKY MOANGMKALY, YA0BNETBOPEHNE KOTOPOI

Heob6X0AMMO ANV MexaHW3Ma 06HapyXeHus. OTa MeTpuKa A0/MKHA ONpefennTb XenaTenbHy CTOMKOCTb PYHKLNN
06HapyXeHUs MognpUKaLUK.

Ona FPT_ITI.1.2 aBTopy M3/36 cnegyet cneyuduupoBaTh AeACTBUS, NPeANPUHMMAEMbIe NPU 06HAPYXeHUN
MoAutUKaumm gaHHbIXx PBO. MpUMepoM Takux AeCTBUIA MOXET CNYXWUTb: «MTHOPUPOBATb NONYYeHHble AaHHble PBO
1 3aMpoCcUTb Y [JOBEPEHHOr0 MpoAyKTa, ABMAIOLLIErocs OTnpasuTeNieM, NOBTOPHYO nepefady faHHbIX PBEO».

Ona FPT1TI1.2.3 astopy M3/36 cnepyeT onpefenuTb TuMbl MOAGMKaLmiA, nocte koTopbix ®BO cnegyeT
npefocTaBuTb BO!MOXHOCTb BOCCTaHOBJIEHUS.

1.6 Mepepaya pgaHHbIX PBO B nNpegenax OO (FPT ITT)

CewmeiictBo MPT_IMIT npepocTasnseT TpeboBaHMA 3alumnThbl AaHHbIX ®BO npu 1X nepefade MeXAy pasfefieHHbI-
MK yacTamMu OO Mo BHYTPEHHEMY KaHasy.

3amevaHus 14 Mofib3oBaTens

MpuHATME pelleHns O CTeneHW U3MYECKOro WU NIOTUYECKOro pasfeneHus, B YC0BMAX KOTOPOro Morno 6bl
NMPUMEHSATLCA 3TO CEMeNCTBO, 3aBUCUT OT NpeAnonaraemMoi cpedbl aKCnayataunn. B He6naronpuaTHoii cpefe MoryT
BO3HMKaTb PUCKW, CBA3aHHbIE C Mepefadeil mexay yactamu OO, pasfefleHHbIMU BCEro NNLLb CUCTEMHON LWKNHONA. B
6onee 6naronpuATHON cpefde ANV Nepefadyn MOXKHO MCMo/b30BaTb 06bIUYHbIE CETEBbIE CPEACTBA.
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3ameyaHus 19 Nonb3oBaTens

OAWH M3 MexaHW3MOB, MPaKTUYeCKN NPUMeHseMblX AN peanusaunn QyHKuusmu 6esonacHocT OO 3Toro
BMAA 3alUMTbl, OCHOBAH Ha NPUMEHEHUWN KPUMTOrpadnuyecknx MeTooB.

FPT ITT.1 ba3oBaa 3awwuTa BHYTPeHHeln nepedayun gaHHbix PEO

Onepauuu

Bbi6op

B FPT_1TT. 11 asTopy M3/36 cnepyeT cneyuduympoBats TpebyembliA TUN 3alLMT bl, NPeLOCTaBNAs €e OT pac-
KPbITWA MAN MOAMDUKALNN.

FPT ITT.2 PableneHHe gaHHbIX ®BO npu nepepave

3ameyaHus Mo MPUMEHEHUIO LLK3 MO/b30BaTENA

OfHUM M3 nyTeldl BbINONHEHWUS pa3feneHWs KaHanoB, OCHOBAHHOrO Ha aTpubyTax, oTHocAwmxcs K MeBb,
ABNSETCA NCMOMb30BaHNE PasfeNeHHbIX 10rMYeCKUX Nan hn3NYecKnX KaHaaos.

Onepauuu

Bbibop

BFPTITT.2.1asTopy M3/36 cnepyeT cneynguymposats TpebyemblidA TUMN 3aliMTbl, NPefOCTaBNsAs ee OT pac-
KPbITWA UM MOAUDUKaLNN.

PPT_MT.3 MOHUTOPWHI LENOCTHOCTU AaHHbIX ®BO

Onepauuu

Bbi6op

B FPTJTT.3.1 aBTopy M3/36 cnegyeT cneunduumMpoBatb, Kakoi TN MoauGMUKaLun LOMKHbI ObITb CMIOCOOHbI
o6HapyxuBaTb ®BO. BbI6Mpas K3 crefytowyx TUMNOB: MOAUGMMUKALMW AaHHbIX, NOAMeHa faHHbIX, NepecTaHoBKa fAaH-
HbIX, yAaleHVe JaHHbIX UK Kakne-nnmbo WHble OLUMOGKM LieNoCTHOCTU.

Ha3HaueHune

B FPT_1TT.3.1 B cnyyae Bbibopa asTopom [M3/3B6 nocnegHero BapuaHTa M3 npefpigyluero absaua, emy cnegyet
TaKXe cneunuLmupoBaTb, Kakme WHble OLWKNOKKM LienocTHoCTM ®BO cnefyeT 06HapyXuMBaTh.

BFPi rn .3.2 aBTopy MN3/3b cnepyeT cneumduumposaTh eACTBYS, MPeANpUHMMAaeMble Npy 06HaPYXXeHNM OLUIMOKV
LIeNIOCTHOCTHU.

N.7 ®dusnyeckas sawmuta PO (FPT_PHP)

KomnoHeHTbl cemeiicTea FPT_PHP aaloT BO3MOXHOCTb OrpaHuMu4mBaTh (hmsmuyeckuii goctyn Kk ®B0. a Takxke
pearmpoBaTh Ha HeCaHKLVOHMPOBAaHHYO (13NYECKYIO MOAUDUKALIMIO MK NogMeHy peanusauun ®BO 1 npoTusoAeii-
CTBOBATb UM.

TpeboBaHNA KOMMOHEHTOB B 3Tom CEMeCTBe 06ecneymBatoT, YTobbl ®BO 6bIN 3alMLLEHbI OT (BU3UYECKOTO
BO3[€eMCTBMA W BMeLLaTeNbCTBa. Y /J0BNeTBOPeHWe TPe60oBaHN 3TUX KOMMOHEHTOB NO3BOASET NONYUYNTL pcaTu3anunio
$®BO. KOMMNOHYEMYIO W UCMOMb3yeMyto CNOCO6OM, MpefycMaTpuBatoM 06HapyXeHue (U3NYECKOro BO3AeCTBuUs
UM NpoTuBoAeiicTBMe eMy. be3 aTux komnoHeHTOB 3awwmnTa @O TepseT CBOK 3(HeKTUBHOCTb B Cpefe, rAe He MOXeT
6bITb NPeOTBPALLEHO (PU3MYECKOe MOBPeXeHNe. ITO CeMeNCTBO TaKXe COAepXUT TpeboBaHua K peakumn ®BO Ha
NOMbITKW (h13NYECKOT0 BO3AECTBUA Ha UX peannsaLmio.

Mpumepamn cLeHapreB (U3NYECKOTO BO3AEWCTBUSA ABNAIOTCA HanafeHWs C UCMO/b30BaHMEM MeXaHUYECKUX
CPeAcTB, pPajvoakTUBHOIO WU3NYYeHUS, U3MEHEHUA TeMmmepaTtypbl.

3amevaHus 19 MoNb30BaTeNA

[JonyckaeTcs, 4To6bl YHKLUN 0BHapYXXeHWs (PU3NYeCKUX HamafeHuid Obinn AOCTYMHbI YNONHOMOYEHHOMY
N0/b30BaTeNt0 TO/IbKO B aBBTOHOMHOM PeXKvMe UiKn peXxxnme aBapuitHoii nofaepxkn. Cnefyet npegycMoTpeTh CpeAcTsa
orpaHuyeHmns JoCTyna B 3TUX peXxxumax, npejocTasiff ero T0/1bKO YMONHOMOYEHHbIM MOTb30BATCAAM. [1OCKONbKY B
aTuX pexxmmax ®BO MOryT oKasaTbCA «HEBbLIMOMHUMbIMUY», 3TO MOXET MOMELLaTb HOPMasbHOMY OCYLLECTBIEHUIO
[0CTyna yno/aHOMOYEHHbIX Nonb3oBateneid. Pusnyeckn OO MOXKET COCTOATb U3 YCTPOICTB pasnMUHOro Tuna, Hanpu-
Mep W3 IKpaHMPYIOLLEero kopnyca, naat u Mukpocxem. Heo6xoAmmo, 4To6bl 3Ta COBOKYMHOCTb «3/1EMEHTOBY 3allu-
wana ®bO 0T (hM3MYeCKOro BMeLLIaTeNbCTBa (a TaK)Ke ONoBeLLana 0 HeM ¥ NPOTUBOAEKCTBOBaNA eMy). 3TO He 03Ha-
4aeT, YTO 3TU KayecTBa HeOOXOAMMbI BCEM YCTPOMCTBaM MO OTAENbHOCTU, HO CredyeT, YToObl UX UMeNo husnyeckoe
sonsoweHve OO B Lenom.

XOoTf € 3TUMM KOMMOHEHTaMM acCoLMMPOBAaH TO/bKO MWHUMAbHbLIA ayAuT, 3TO CAeNaHO UCKIHOUYUTENbHO
NoTOMY, YTO NMOreHUNANbLHO MeXaHW3Mbl 0OHAPY>XeHWUS U ONOBELLEHNUA MOryT 6bITb peann3oBaHbl MNOAHOCTLIO anna-
paTHO. Ha YpPOBHe B3aUMOAEWCTBMIA 60nee HU3KOM, YeM ynpas/ieHne MOACUCTEMON ayauTa (Hanpumep, 3TO MOXeT
ObITb cMCTEMa O0OHapy)XeHMs Ha annapaTHOM YPOBHe, pearvpyiolias Ha paspblB Lieny 1 nofatollas CBETOBOW Cur-
Han, ecnu Lenb pasopBaHa B MOMEHT HQXaTUA KHOMKW YMOAHOMOYEHHbIM MO/b30BaTeneM). TeM He MeHee aBTop
M3/36 MOXeT onpefenunTb, YTO i1 HEKOTOPBIX Yrpo3, UCXOAALLMX OT cpefbl, TpebyeTcs ayauT MU3NYECKUX Hanafe-
HWii. B atom Cnyuae aBTopy 3/3Bb cnefyeT BKIOUMTL B CMUCOK COOLITUIA ayAuTa COOTBETCTBYIOLLME TPebOoBaHUS.
Heo6XxofMMO MMeTb B BMAY, YTO HanWuue 3TuX TpebGOBaHWA MOXET MOBAMUATbL Ha KOHCTPYKLWIO annapaTypbl W ce
B3aMMO/ENCTBME C MPOrpaMMHbIM 06ecreyeHnem.

FPT PHP.I MaccuBHOe 06Hapy>eHMe (U3NYECKOro HanafeHus

3ameyaHus Mo NMPUMEHEHWUO /1S MO/b30BaTeNA

KomnoHeHT FPT_PHP.J cnegyeT NpuMeHsTb, KOrfa yrpo3aM HecaHKLMOHMPOBAHHOMO (hM3MYECKOro Bo3aeii-
cTBMA Ha Yact OO He NPOTMBOMOCTAB/IEHbI MPOLELYPHble METOAbl. B 3TOM KOMMOHEHTE paccMaTpuBaeTCa yrposa.

144



FOCT P MCO/M3K 15408-2-2002

4TO (hr3nueckoe Bo3aeicTeme Ha PEO MOXET M HC 6bITh BbIABNEHO. O6bIYHO 3afaya BepudmKaLmm Toro, 4To Hanage-
HVe VMesio MecTO, BO3/laraeTcs Ha YMO/JHOMOYEHHOro nosnb3osartens. Kak yxe cKasaHo, 3TOT KOMMOHEHT BCEro
NWWb NpeAcTaBnseT cnocobHocTb ®BO 06HapyXmBaTh (hM3MYECKOe BO3AEWCTBKE, NO3TOMY TpebyeTcs 3aBUCHMOCTb
or FMT_MOF.I, uyto6bl cneynduympoBatb, KTO 1 KakuM 06pa3oM MOXET BOCMO/b30BaTbCS 3TOW CMOCOGHOCTLIO.
Ecnm aTa (yHKUMA peann3oBaHa C MOMOLLbI MeXaHW3Ma, HC cBfizaHHOW ¢ WUT (Hanpumep, nyTem (u3nueckoit
NpoBepKu), TO MOXeT ObITb YKa3aHo, 4TO 3aBucMmocTb oT FMTMOF. 1 He yA0aTCTBOPACTCS.

KPT_PIP.2 OnoselleHne 0 (PU3NYECKOM HanajeHuu

3ameyaHus Mo NMPUMEHEHWIO 1A MO/b30BaTeNs

KomnoHeHT FPT_PHP.2 cnegyeT NpMMeHsATb, KOrfa yrpo3aM HECaHKLMOHUPOBAHHOIO (hM3MYecKoro Bo3aei-
CTBMS Ha yacTM 00 HC MpOTMBONOCTaB/IEHbI NPOLEAYPHblE METOALI 1 NPU 3TOM TpebyeTcs ONOBeLLeHNe onpefesneH-
HbIX JUH O (IU3MYECKOM HanafeHun. B 3TOM KOMNOHEHTe paccMaTprBaeTCs yrposa, YTo n3nyeckoe BO3feicTBre Ha
anemeHTbl PEO MOXET 6bITb XOTH W BbISBMEHO, HO HC 3aMeYeHO (T. C. 0 HEM HUKTO HC OMOBELLEH).

Onepauuu

HasHauveHue

Ons FPTJPHP.2.3 aBTopy M3/3B6 cnegyeT npesocTaBuTh CMUCOK YCTPOWCTB/3N1EMEHTOB, peannsytowmx ® B0,
419 KOTOpbIX TpebyeTcs akTUBHOE 06Hapy>XeHne (h3MYecKoro BO3feNCTBUS.

Ona FPT_PI1P.2.3 aBTopy IM3/36 cnefyet ykasaTb NOMb30BaTeNst WA Ponb, YBeAOMSEMYIO 06 06HapYyXeHuu
(h13MYECKOr0 BO3AENCTBUA. TWMN NOMb30BATENS UM PO MOTYT MEHATLCA Ha UTepaLmax KOMMNOHeHTa yrnpasneHus 6e3o-
nacHocteto FMT MOF. 1, BkntoyeHnHoro B M3/36.

ppT pHP.3 MpoTuBoAeCTBME (DN3NUECKOMY HanafgeHuo

[na HekoTOpbIX TWNOB BO3AeiCTBUA TpebyeTcs, 4To6bl PBEO HC TONMLKO O06HapYXMBann BO3gelCTBME, HO H
(haKTMYeCKN NMPOTVBOAEVCTBOBAIN EMY AN 3afiepXKMBanN HanasLUero.

3ameyaHus Mo NMPUMEHEHUO ANS MO/b30BaTeNs

KomnoHcT FPT_PHP.3 cnegyeT ncnonb3oBaTth, KOrAa ycTpPOWCTBA M 3MeMeHTbl, peanusytowmne ®BO. npeg-
HasHaueHbl A1 3KCMayaTauum B cpefe, rae (usnyeckoe Bo3feicTBMe (HampuMep, € Lenblo HabnogeHus, aHanusa
1 MoaudmnKaLMmn) Ha CocTaBnsAoLLMe YCTPOIICTB, peanusytowmnx ®BO. nan e Ha anemMeHTbl, peanusytowmne PEO.
camo Mo ce6e NpWU3HaHO Yrpo3oii.

Onepauuu

Ha3HaueHune

Ons FPT_PIIP.3.1 asTopy IM3/36 cnegyeT cneuuduumpoBaTh AN CNMCKa YCTPOWCTB/aNEMEHTOB, PeaM3yoLLmX
®BO, cueHapun K3NYECKOro MPOHUKHOBEHWS; PBEO cnefyeT NpoTUBOAENCTBOBATH (PU3NUYECKOMY MPOHUKHOBEHMIO,
BbINOMHAEMOMY MO 3TUM CLieHapuAM. OTOT CMUCOK MOXET OTHOCUTHCA K OMpefenieHHOMY MOAMHOXECTBY (DU3NYECKUX
YCTPOWCTB 1 3neMeHTOB, peanusyrolmx ®BO, BbiaeneHHOMY Ha OCHOBE y4eTa TEXHOMOrMYECKMX OrpaHUyYeHun u (usn-
YecKol HesallMLLEeHHOCTN npubopa. BblfeneHne Takoro NoAMHOXeCTBa CNefyeT YeTKO OnpefenuTb U CTPOro 060CHO-
BaTb. Kpome Toro, @60 cnefyeT pearnpoBaTb Ha MOMbITKMA (MU3NYECKOKO MPOHUKHOBEHWA aBTOMaTUYecKku. Mpu asTo-
MaTUYECKOI peakLuymn Ha (h13nyeckoe NPOHUKHOBEHWE CiedyeT COXPaHATb MONNTUKY YCTPOWCTBA, HampyMep, ecn npo-
BOAMTCA MOMUTUKA KOH(UAEHUMANbHOEr, TO Npubop 6bin Gbl (U3NYECKU OTKIKOYEH NS TOro, YTo6bl 3alyuLiaemas
MHhopMaLMa HC Mor/a bbITb cunTaHa.

Ons FPr_FHP.3.1 astopy M3/36 cneayeT cneuvguuMpoBaTh CMWUCOK YCTPOWCTB/3N1EMEHTOB. PEaIM3YHOLLMX
$®BO, ansa KoTopbix PBO cnefyeT NPOTUMBOAEKCTBOBATL (PU3NUYECKOMY MPOHUKHOBEHWIO COMNMAcHO UAEHTUHULMPOBaH-
HbIM CLIEHapUAM.

1.8 MagexHoe BoccTaHoneHne (FPT_RCV)

TpeboBaHus cemeiicTea FPT_RCV o6ecneunsaoT, 4tobbl @50 MOrM onpefennTb, HC HapyLUeHa i1 3aliuTta
®BO npu 3anycke, N BOCCTaHaBNMBATLCA 6€3 HapyLUeHWW 3alWTbl NOCNe MpepbiBaHUK onepauuii. 3To CeMeicTBOo
BaXHO, MOTOMY YTO HayanbHoe cocTosHue PBO npu 3anycke UanM BOCCTAHOBNEHUW OMpedenseT 3awuieHHocT OO0
B MOC/efyoLLem.

KoMnoHeHTbl AaHHOI CeMeiicTBa NO3BONMAIOT yCTaHaBnMBalo 6e3onacHoe coctosiHme ®BO wnw NpepoTBpa-
WaTb WX Nepexof B OMacHOe COCTOSHME noc/ie cboes, NpepbiBaHUA (BYHKLVOHMPOBAHUM WK Mepe3anycka. B uucno
BO3MOXHbIX CO0EB 0ObIYHO BK/MHOYAIOT;

a) cbomn, KoTopble BCerga NPUBOAAT K aBapuiiHbIM OTKa3aM CUCTeMbl (Hanpumep, yCcTOuYMBas HecornacoBaH-
HOCTb KPUTUYHbBIX CUCTEMHBIX TabNUL,; HeynpasniseMble nepexofsl B koge ®B50. BbI3BaHHbIe C60SMU annapaTHbIX UK
nporpamMMHo-annapaTHbIX CPeACTB; COOM NMUTaHUA, npoLeccopa, CBA3N);

6) cbon HocuTeneid, NPUBOAALLME K TOMY, YTO YacTb HOCUTENS WM BECb HOCUTENb, MPeACTaBNAIOLMIA 06bEK-
Tbl ®BO. CTAHOBMTCA HEAOCTYMHbIX! MAK HencnpasHbIM (Hanpumep, OWMWOKM YETHOCTW, HEWCMPaBHOCTb TOMI0BOK
[VMCKOB, YCTONUMBLIVA COOM YTeHWs/3a3llen, HETOUYHAA HOCTUPOBKA FOMOBOK AUCKOB, M3HOC MarHUTHOFO MOKPbLITMA,
3anblfIeHHOCTb NOBEPXHOCTU ANCKA);

B) NpepbiBaHue (yT3KLIOH3(OBaHWNS BCNeACTBMUE OLUIMOOYHBIX AeCTBWIA afMUHMCTPaTOpa WK OTCYTCTBUSA €ro
CBOEBPEMEHHbIX [eliCTBUIA (HanpuMmep, HeoXWAaHHOe npekpalieHve paboTbl W3-3a HEMOArOTOBJIEHHOCTU K OTK/IHO-
YEeHWUI0 NUTaHUA, UTHOPMPOBaHWE MNepepacxofa KPUTUYHBLIX PECYpCOB, HeafileKBaTHas WHCTannMpoBaHHas KOHMUry-
pauus).

Ba)XHO OTMCT3rTb, YTO BOCCTAHOB/IEHWE MOXET ObiTb NPefyCMOTPEHO A/ CLieHapus Kak 4acTUYHOro, Tak u
MONHOTO OTKa3a. [MOMHbIA 0TKa3 MOXeT BO3HUKHYTb B Hepasfie/leHHOl OnepaunoHHOW cucTeme, B pacrpefeneHHOM
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Cpefie ero BepOATHOCTb MeHbLUe. B Takoli cpege HeKOTOpble MOACMCTEMbI MOTYT OTKas3aTb, B TO BPeMS Kak fpyruvie
4acTu oCTaHyTcs paboTalowmmun. bonee TOro, KpUTUYHbIE 3N1EMEHTbI MOFYT UMETb M36bITOYHOCTbL (Ay6/MpoBaHue
[MCKOB, anbTepHaTUBHbIE MapLUPYTbl) U TOYKU NPOBepKU. of BOCCTAaHOATCHMEM UMEETCS B BUAY BOCCTaHOB/IEHWE
6e30MacHOro COCTOAHUS.

CewmelictBo FPT_RCV ungeHTUhOMLMPYET PeXKUM aBapuitHOW MOAAEPXKUN. B 3TOM pexxume HOpManbHOe (hyHKLN-
OHMPOBAHME MOXET 0Ka3aTbCA HEBO3MOXXHbLIM WM CUIbHO OrpaHUYEeHHbIM 13-3a BO3MOXHOCTY MNepexofa B onacHoe
cocTosHMe. B Takux cnyyasx 06bIYHO AOCTYN paspeLlaeTcs TONbKO YNOMHOMOYEHHbIM No/b30BaTensaMm, a 6onee KOH-
KPETHO. KTO MOXET NoNyu4nTh [OCTYN B peXKnMe aBapuitHON NOAAEPXKW, onpefenseTca B Knacce FMT «YnpaancHue
6esonacHocTblo». Ecnu B knacce FMT HeT HMKakuX ykasaHWili 0 TOM, KTO MMeeT MpaBo AOCTyMna B 3TOM pexume,
TEOPeTNYeCKU [OMNyCKaeTCcs, YTO BOCCTaHOBUTb CUCTEMY MOXET /0601 nonb3osaTens. OAHAKO Ha NPaKTUKE 3TO He-
XenaTenbHO. NMOCKOMbKY MOMb30BaTeNb, BOCTaHaBNMBAOLLNIA CUCTEMY, MOXET YCTaHOBUTbL KoHgurypauuio CHO. Ha-
pywatouyto MBO.

MexaHn3mbl, NpeaHa3HavyeHHble A1 06HAPYXXEHWNS NCKNOUNTENbHBIX COCTOSAHUIA NpW 3aKcnyaTaumu, onpege-
natotea B FPT_TST «CamoTtectupoBaHve ®bO», FPT_FLS «besonacHOCTb Npu c6oe» 1 B Apyrux pasgenax, 0THOCA-
wuxeca K npobneme «CoxpaHHOCTb MPOrpaMMHOro obecneyeHns™.

3amevaHus [TA M0Mb30BATENA

B 3TOM cemeiicTBe NpUMeHSeTCA BblpaeHWe «bHe3onacHoe COCTofHMe». OHO OTHOCWUTCH K COCTOSHWMIO, NpU
KOTOPOM flaHHble ®BO HenpoTMBOPEUMBLI U MPOAO/KAIOT KOPPEeKTHOe ocyulecTBieHne MBO. 3To COCTOAHNE MOXET
6bITb COCTOSAHMEM NOC/E 3arpy3Ku CUCTEMbI MW COCTOSHWEM B HEKOTOPOW KOHTPONbHOI Touke. TepMuH e6esonac-
HOe cocTosHMe™* onpefenseTca B mogenu M®b. Ecnn pa3paboTumK npefocTaBui YeTKoe onpegeneHne 6e30nacHoro
COCTOSIHMSA W pasbACHEHWe, Korfa ero crefyet cymTaTb TakoBbiM, 3aBucumocts FPT_RCV.I—FPT_RC'V.4 ot
ADV_SPM.| MOXHO HC yunTbIBaTb.

FPT_RCV'.l PyyHoe BOCCTaHOB/MEHME

Cpefy BUAOB HafeXXHOr0 BOCCTAHOBNEHWS TOT U3 HUX, KOTOPbI OCHOBAH TO/bKO Ha Py4YHOM BMeLLaTe/bCTBe,
HauMmeHee >xenartefieH, Tak Kak Mpu 3TOM WCKNOYaeTCs BOCCTAHOATCHUC CUCTEMbI 6e3 yuacTus YenoBeka.

3ameyaHus Mo NMPUMEHEHWUIO [/1A MOo/b30BaTeNA

KomnoHeHT FPT_RCV.| npegHasHaueH AT npumeHeHus B OO. KoTopble HC TpebytoT aBTOMaTU4Yeckoro Boc-
CTaHOBNeHUs 6e30MacHOro CoCTOAHUW. TpeboBaHWS 3TOFO KOMMOHEHTA HanpaaTeHbl MPOLB Yrpo3bl HapyLleHus
3alUMThbl B pesynbTate npusefieHns 00 ¢ yyacTueM yenoBeKa B ONacHoe COCTOSHME Mpu BOCCTaHOB/IEHUU nocrie c6os
WAW ApYroro npepbiBaHus.

3ameyaHua Mo NPUMEHEHWNIO ATA OLCLUTLIKA

[JonyckaeTcsa, 4Tobbl PYHKLMU YNONHOMOYEHHOTO aAMUHUCTPATOPa [TO HafleXXHOMY BOCCTaHOBNEHWIO Obinn
[OCTYMHbI eMY TONbKO B peXKmme aBapuitHON nogaepxku. CneayeT nNpefycMOTPeTb CpeAcTBa OrpaHnyeHns goctyna B
peXKuMe aBapuiiHON NOAAEPXKKM, NPCAOCTAATAS ero TOMbKO YMONHOMOYEHHbIM M0/1b30BaTENAM.

FPT_RC'V.2 ABTOMaTW4eCKOe BOCCTaHOB/EHME

ABTOMaTNYeCKOe BOCCTAHOB/IEHWE cuMTaeTcs 6onee NPeAnoYTUTENIbHBIM, YeM PY4YHOe, Tak Kak OHO M03BONS-
eT MallvHe NPoAo/MKaTb (YHKLMOHMPOBaHWe 6e3 y4acTUs YenoBeKa.

3ameyaHus Mo NMPUMEHEHWIO [/1A MOo/b30BaTeNA

KomnoHeHT FPTRCV.2 pacwupsier FPT_RCV.l, Tpebys BO3MOXHOCTb aBTOMATUUYeCKOro BOCCTAHOB/IEHUA
XOT# Obl NOC/Ie OAHOrO TUNa CH0A/MPCPBILLINLIA 06CNYXKMBaHMA. Tpe60BaHNA 3TON0 KOMMNOHEHTa HanpaaTeHbl NPOTWB
Yrposbl HapyLleHns 3aluTbl B pesynbTarte npusefeHns OO 6e3 yyacTus YenoBeka B OMacHOe COCTOAHMe Mpu BOCCTa-
HOB/IeHWK nocne c60s WAK [PYroro npepbiBaHus.

3ameyaHua Mo NPUMEHEHWNIO ATA OLeHLNKa

[JonyckaeTcs, 4Tobbl PYHKLUWN YMOJHOMOYEHHOIO afMUHUCTPaTOpPa N0 HafeXHOMY BOCCTAHOB/EHWIO Oblin
[OCTYMHbI MY TONbKO B peXKmme aBapuiiHoOi nogaepxku. CnefyeT npefycMOTpeTb CpeAcTBa orpaHuyeHns focTyna B
peXKuMe aBapuiiHOW NOAAEPXKKM, NPeAoCTaBNsas ero TOMbKO YNONHOMOYEHHbIM M0/b30BaTENAM.

BcootsetcTBun ¢ FPT_RCV.2.1pa3paboTtunk ®BEO oTBevaeT 3a onpejeneHvie COBOKYMHOCTM C60eB U MpepblBa-
HWIA 06CNYXMBaHMA, NOC/e KOTOPbIX BO3MOXHO BOCCTaHOB/EHME.

MpepanonaraeTcs, 4To Po6aCTHOCTL MeXaHW3MOB aBTOMaTUYeCKOro BOCCTaHOBMEHNS OyAeT BepuuLMpoBaHa.

Onepauuu

Ha3HauyeHne

[ns FPT_RCV.2.2 aBTopy 1I'3/3B cnegyeT crneyuduumpoBaTth CMMCOK CO0EB M APYrUX MpepbiBaHW 06CnyXu-
BaHWA, 4N KOTOPbIX Heob6xoAnMma BO3MOXHOCTb aBTOMATUYECKOro BOCCTaHOB/IEHMS.

FPT_RCV.3 ABTOMaTU4eCKOe BOCCTaHOB/IEHME 63 HeJonyCcTUMON MOTepH

ABTOMATUYECKOE BOCCTAHOATCHUC CYMTaeTcA 6Gonee NpPeAnoyvTUTENIbHbIM, YeM PYYHOE, HO OHO CBf3aHO C
pUCKOM MoTepn 60MbLLIOTO Yncna 06bekToB. MpefoTBpaLLeHVie HeloNyCTUMbIX NMOTepPb 06BbEKTOB 06ecneynBaeTcs f0-
MOSHUTENIbHBIMU CPeACTBaAMU BOCCTAHOB/EHUS.

3ameyaHun Mo MPUMEHEHUIO [/1A MO/b30BaTENA

KomnoHeHT FPT RCV.3 pacwupser FPT_RC'V.2, Tpebys, 4To6bl He 6b1710 Ype3MepHbIX NOTEPb NlaHHbIX UK
06bekToB ®BO B OA®. B cootBetcTBMM ¢ FPT_RCV.2 mMexaHW3M aBTOMaTMYeCKOro BOCCTaHOB/IEHMS MOT Obl. B
npegenbHOM cryyae, NPOU3BECTU BOCCTAHOATCHUC NMYTEM YHUUTOXEHUS BCeX 06bEKTOB U BO3BpalleHus ®bO B usse-
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CTHOe 6e30MacHoe cocTosiHMe. Takoli TMN aBTOMATUYeCKOro BoccTaHoBneHus B FPT_RCV.3 3anpeLaeTcs.

Tpe60BaHNS 3TOr0 KOMMOHEHTa Hanpas/ieHbl NPOTUB Yrpo3bl HapyLUeHWs 3alnTbl B pe3y/bTate HenpegycmoT-
peHHoro nepexofa 0 0 B onacHoe cOCTOsIHME MPW BOCCTAHOBNEHUW Mocne c605 UK NepepbiBOB B PYHKLMOHUPOBA-
HMKW € 6ONbLUOIA MoTepeil AaHHbIX UK 06bekToB ®EO B O4P.

3ameyaHua No NPUMEHEHWUIO ANS OLeHLMKa

[onyckaeTcs, uT06bl (hYHKLMM YNONHOMOYEHHOTO aAMUHUCTPaTOpa NO HafeXXHOMY BOCCTAHOBNEHUIO Gbinn
[OCTYMHbI eMY TONbKO B peXKmme aBapuitHON nofaepxku. CneayeT npefycMOTpeTb CpefcTBa orpaHnyeHns foctyna B
peXxxume aBapuiiHON MOAAEPXKKM, MPefoCcTaBnsas ero TOMbKO YNOMHOMOYEHHbIM NOMb30BaTENAM.

Mpeanonaraetcs, YTo po6acTHOCTb MEXaHW3MOB aBTOMATMYECKOro BOCCTAHOBNEHUA 6yaeT BepuduLmposaHa
OLLEHLLMKOM.

Onepauuu

Ha3HauyeHue

Ona FPTRCV.3.2 aTopy M3/36 cnegyeT cneumguLmpoBaTh CMMCOK CO0EB MU APYTMX MpepbiBaHWIn 06CNYXN-
BaHWA, 19 KOTOPbIX HEO6X04MMa BO3SMOXHOCTb aBTOMATUYECKOr0 BOCCTAHOB/MEHMS.

Ons FPT_RCV.3.3 aBTopy [13/3b cnegyeT npefocTaBuTb KONMYECTBEHHYHO Mepy MpUeMIeMbIX NoTepb AaHHbIX
nm o6bvekToB PBO.

FPT RCV.4 BoccTaHoBneHue (yHKLWN

KomnoHeHT FPT_RC'V.4 cogepXuT TpebosaHue, 4tobbl B cnyyae c60s ®PBEO HekoTopble QYHKLMM U3 yncna
®BO nn6o HopManbHO 3aKaHuMBann paboTy, NM60 BO3BpaLLaIUCh K 6e30MacHOMY COCTOSHUIO.

Onepauuu

llaznaucumne

BFPTRCV.4.1 asTopy M3/3B6 cnegyet cneunguumnpoBaTh CNUCOK (PYHKLMA Ge30nacHOCTU 1 cLeHapreB c60eB,
419 KOTOPbIX HOPMalbHO 3akaHumBaeTcs paboTa ® B, ykasaHHbIX B CNUCKE, WM BOCCTaHaBNMBAETCA MX YCTOYMBOE 1
6e30MnacHoe COCTOsHMe.

1.9 O6Hapy>xeHne MOBTOPHOro ucnonb3osanus (FPT_RPL)

CemelictBo FPT_RPL cBA3aHO ¢ 06Hapy>eHnem MOBTOPHOIO UCMOAb30BaAHWUA Pa3/IMYHbIX TUMOB CyLLHOCTeEl
(Takux, Kak coobLieHNs, 3anpocbl Ha 06CNyXMBaHMe, OTBETbI Ha 3anpocbl 06CAYXWBaHWSA) U NOCNeAYOWUMUN Aeli-
CTBMAMM MO €ro YCTPaHeHUo.

FPT_RPL.lI O6HapyXeHve NOBTOPHOI MCMOMb30BaHWA

3ameyaHua Mo NPUMEHEHWUIO AN Mo/b30BaTeNs

PaccmaTpuBaeMbiMK 3fieCb CYLLHOCTAMU MOFYT 6biTb, HampuMmep, COO6LLEHMS, 3anpocbl Ha 06CNYXUBaHWE,
OTBETHI Ha 3anpocbl 06CMYXXMBaHWA WX CeaHCbl NO/b30BaTeNe.

Onepavuu

Ha3HaueHune

B FPT RPL.1.1 aBTopy M3/3B6 cnegyeT npefcTaBUTb CMUCOK CYLLHOCTEN, NS KOTOPbIX CNeAyeT MpeaycmoT-
peTb BO3MOXHOCTb OOHapPY)XXeHWs MOBTOPHOIO MCMOMb30BaHWS. X npumepamu MOryT 6biTb: COOGLLEHMS, 3anpochl Ha
obcnyxmBaHWe, 0TBETbI Ha 3anpocbl 06CNYXXMBaHWS, CeaHChbl Mob3oBaTeneii.

B FPT RPL.1.2 aBTopy M3/36 cnepyeT cneunduumnpoBaTb CMMCOK AWCTBUIA, mpegnpuHumaeMbix @50 npu
06Hapy>XeH1M NOBTOPHOrO MCMONb30BaHWA. COBOKYNHOCTb MPeAnpUHMMAaeMbIX AeACTBUIA MOXET BKOYaTb B cebs ur-
HOPMPOBaHWe MOBTOPHO MCMO/b3YeMON CYLLHOCTM, 3anpoc MOATBEPXAEHUA CYLLHOCTW W3 WAEHTU(ULMPOBAHHOTO UC-
TOYHMKA W OTK/HOYeHNe CYy6beKTa, NbITAaBLUErocs MHULMMPOBATL MOBTOPHOE UCMOJb30BaHME.

N.10 MocpegHuyectso npu obpaweHnsx (FPT RVM)

TpeboBaHusa cemeiicTea FPT_RVM cBsi3aHbl C aCMEKTOM «MOCTOSiIHHAs FOTOBHOCTb» TPaAULMOHHOTO MOHUTO-
pa obpalyeHuii. Lienb aToro cemeiictsa cocTomT B obecneveHnn s sagaHHol 1Pb, utobbl B O P BCe AeiicTBUS,
TpebyloLLne OCYLLeCTBNEHUA MOAUTUKA U UHULMKUPYEMble CyObeKTaMu, HeO0BEPEHHbIMM OTHOCWUTENbHO OAHON UK
Bcex M1®b. Hag o6bekTamu, ynpasnseMbiMu 3Toll M1db, npoeepsnnck PO Ha cooTeTcTBUE MDB. ECcnn nommumo
310ro Yactb ®BO. ocyuwectBnaowas MAdB, BoINOAHAET Tpe6OBaHNSA COOTBETCTBYIOLMX KOMMOHEHTOB U3 CEMeiiCTB
FPT_SEP «Pasgenenue fomeHa» n ADV_INT «BHyTpeHHsas cTpykTypa PBEO». To 3Ta yacTb PEO obecneumsaeT
«MOHUTOp 06paLLeHnit* ans atoii MAB.

MoHuTop o6palleHnit senseTcs YacTbio ®BO. 0TBETCTBEHHOI 3a ocylwecTBneHne MBO, n obnagaet cnepyto-
WMMU TPEMS CBONCTBAMM.

a) HepoBepeHHble Cy6ObEKTbI HC MOTYT BMELLMBATLCA B PaOOTY MOHWUTOPA, T. C. OH YCTOWYMB K MPOHWKHOBEHWIO.
370 cBoiicTBO 06ecneynBaeTcs TpeboBaHMAMU KOMMOHEHTOB cemeiictBa FPT_SEP.

6) HcnoHCpCHHbIC CyObeKTbl He MOTYT 060MTM MPOBEPKU MOHWUTOPA, T. C. OH MOCTOSHHO FOTOB K pa6oTte. 310
CBOICTBO 06ecneynBaeTcs TPpebOBaHMAMN KOMMOHEHTOB cemeiictBa FPT_RVM.

B) MOHWTOp JOCTATOYHO NPOCT, ero YCTPOMNCTBO NOAAACTCA aHaNN3y, CTO AeCTBMA NOHAT Hbl (T. €. ero NocTpo-
eHne KOHLIENTya/lbHO HECNI0XKHO). OTO CBOICTBO 06ecneynBaeTcs TpeboBaHMAMI KOMMOHEHTOB cemeiicTea ADV_INT.

B eMHCTBEHHOM KOMMNOHeHTe ceMelictBa FPT_RVM copepxutcs Tpe6oBaHue: «®BO fomKHbI 06ecneunTs,
4To6bl PYHKLMW, ocyuecTBnaOWwme MBO. BbI3bIBAANCH U YCMELIHO BbINOMHANNCL MPEX/Ae, YeM paspeLlaeTcs Bbl-
nonHeHue Nto6oii apyroii hyHKww B npegenax Of®». Bnioboii cucteme (pacnpefeNeHHO UM HCr) MMeeTCa KOHeu-
HOe uncno YHKLWIA, OTBETCTBEHHbIX 3a ocyliecTBneHve MBO. B aTtom Tpeb6oBaHUN HC YTBEPXKAAETCA, YTO ANA ynpas-
NneHns 6e30MacHOCTbIO MpUMeHseTCA ofHa (yHKLMA. HaobopoT, yTBepXAaeTcs, YTo paTb MexaHu3ma MpoBepKu
NPaBOMOYHOCTY 0OpaLLEHWNI BbINONHAT HECKOMbKO (PYHKLMWA, N MMEHHO WX COBOKYMHOCTb, OCYLLeCTBAAOLLAA
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MBO. ob6befnHeHa Noj UMeHeM MOHWUTOpa o6palieHWii. Mpu NOM HeoOX0AWMO MPUHMMATb BO BHUMaHWe 3afauvy
COXpaHeHUs NPOCTOTbl «MOHWUTOPa 06paLLeHUii».

®BO npu peanuzauum Mdb npegocTaBnsoT 3heKTUBHYHO 3alMTY OT HECAHKLMOHMPOBAHHbIX onepawuii Tor-
fia ¥ TONbKO TOrfa, Korja npaBoMOYHOCTb BCEX AeNCTBUM, NpeanonaraeMblX Ans OCyLLeCTBAeHU (Hanpumep, AoCTyn
K 06beKTaM) W 3anpoLleHHbIX CyObeKTammn, HeOBCPCHHbIMU OTHOCUTENIbHO BCEX WM UMEHHO 3Toi M®B. nposeps-
etca ®BO [0 BbINONHEHNS AeCTBWIA. ECnn flelicTBrA No NpoBepke 6YAyT BbINOMHEHbI HEMPaBUALHO UIN NPOUTHOPK-
poBaHbl (060iiaeHbI), TO ocyulecTBneHne MAMB B LeNOM MOXET 6biTb MOCTAATCHO MOf, Yrpo3y (Ce MOXHO 060WTH).
Torga «Hefj0BepeHHbIe™ CyObeKTbl cMOryT 06xoAuTe M®B pasnnuHbiMK cnocobammn (TakumMu, Kak 06xof NpoBepku
[ocTyna AN HEKOTOPbIX CyObEKTOB U 06LEKTOB, 06X0 MPOBEPKU /19 06LEKTOB, Ubs 3alLMTa YNpaBnseTcs nNpuknag-
HbIMW MpOrpaMmamu, COXpaHeHWe npasa fOCTyna Noc/ie UCTeyeHNs YCTaHOB/IEHHOIO CPOKa [ieicTBuA, 06xo4 ayamnTa
COObITWIA, NOANEXALLNX ayanTy, 06X04 ayTeHTU(MKaLUKM). BaXHO OTMCTUTb, YTO TEPMUH «HCAOBCPCHHbIV CYyObeKT»
OTHOCWTCA K CyObeKTaM, HefOMepeHHbIM OTHOCUTENIbHO KaKoW-nmbo unm Bcex ocyluecTeiseMblX [1db: cy6bekT
MOXET 6bITb JOBEPEHHbIM OTHOCUTENbHO OAHON M®B W HCAOBCPCHHLIM OTHOCUTENLHO APYrON.

FPT RVM.1 HeBo3moxHocTb 06xofa MBO

3ameyaHus Mo NPUMEHEHWIO LUWT MO/b30BaTENs

[na nonyyeHns akemBaneHTa MOHMUTOPa 06paLLeHNit He06X0ANMO NMPUMEHNTL AaHHbIA KOMMNOHEHT COBMECTHO
nnéo ¢ FPT_SEP.2 «OTgeneHune gomeHa M®PBx». nu6o ¢ I'I'T SEP.3 «MonHbIi MOHUTOP 06palLeHMii™, a Takxke C
ADV INT.3* «MuHuMu3sayma cnoxHoctn*. Kpome Toro, ecnv TpebyeTcs NosaHOe NocpefHWYecTBO Npu obpalyeHu-
AX, TpeboBaHNA KOMMNOHEHTOB M3 Knacca FDP «3awmTa AaHHbIX N0/b30BaTeNA* HE0OXOAMMO PacrnpoCcTpaHUTb Ha
Bce 00beKTbl B cocTase 00.

N. N PasneneHue fomeHa (FPT_SEP)

KomnoHeHTbI cemeiicts.-! FPT_SEP o6ecneunBatoT, YTo6bl N0 MeHbLUel Mepe OAWH fOMeH 6e30nacHOCTU 6bin
[OCTYNeH TOMbKO AN COBCTBEHHOrO BbINOMHEHNS PBO. M 3TUM OHM 6bINN 3aLULLEHbI OT BHELLHEro BMellaTesb-
CTBa M UCKaXXeHUs (Hanpumep, MOANMUKALIMKL KOfa UV CTPYKTYP AaHHbIX ®BO) Co CTOPOHbI He0BEPEHHbIX CYObEKTOB.
BbinonHeHne TpeboBaHMM 3TOK CEMeCTBa yCTaHaBNMBaeT Takylo camo3aluty ®BO. YTO HCAOBCPCHHBIV CyObEKT
He CMOXeT MoAM(ULMPOoBaTb UAY noBpeanTs PBO.

370 cemeliCcTBO COAEPXUT CneaytoLve Tpe6oBaHus.

a) Pecypcbl fjomeHa 6e3onacHocT ®BO («3allWLLeHHOro JOMeHa») U pecypcbl Cy6bEKTOB W aKTUBHbIX CyLL-
HOCTE. BHELUHWX MO OTHOLUEHWUIO K 3TOMY AOMeHY, pa3fenstoTcs Tak. YTO CYLHOCTMW, BHELIHWE HO OTHOLUEHUIO K
3alULLEHHOMY [OMEHY, HC CMOTYT MOMYYUTb WM MOANPULMPOBATL AaHHble unn kog ®BO B npefenax 3alluLLeHHO-
ro loMeHa.

6) O6meH Mexzy flOMeHaMV YNpaBnseTcs Tak. YTO HEBO3MOXKEH MPOM3BO/bHbIA BXOf B 3alMLLEHHbIV [JOMEH
WAN NPON3BONbHBIN BbIXOA U3 UCTO.

B) lMapameTpbl NOMb30BaTeNs WA NPUKNAAHOA Nporpammbl, NepefjaHHbIe B 3allULLEeHHbIVE JOMEH NO ajpecy,
NpoBepsaTCA OTHOCUTE/IBHO afpPEeCcCHOro NPOCTPAHCTBA 3alUULLEHHOrO AOMeHa, a nepefaHHble N0 3HaYeHWo — oT-
HOCUTENIbHO 3HAaYeHWN, 0XWUAAEMbIX 3TUM [OMEHOM.

r) 3awmieHHble JOMeHbl Cy6beKTOB pa3fieNieHbl, 3a UCKNOYEHNEM Cy4aeB, KOrfia COBMECTHOE WCMo/b30Ba-
Hve ofHoro fomeHa ynpasnsetcs ®BO.

3ameyaHua Ana nonb3osaTens

370 ceMeiicTBO NpKUMeHseTcs, Koraa TpebyeTcs YBepPeHHOCTb B TOM, 4To ®BO HC MOABEPXKeHbl BHELLUHeMY
BO3[CIACTBHIO.

[ina nonyuyeHws aKBMBaneHTa MOHWTOPa 06paLleHWin Heo6X0AMMO NPUMEHUTbL KOMNOHeHT FPTSEP.2 (OTge-
neHve gomeHa M®B) unn FPT SEP.3 «[MonHbIA MOHUTOP o6palieHunii» coBmecTHO ¢ FPT_RVM.l «HeBo3MOX-
HocTb 06xoga MBO» n ADV INT.3 «MuHUMK3aLmMa CNOXHOCTM*. Kpome TOro, ecim TpebyeTca NoIHOe nocpeaHuye-
CTBO Npu obpalleHnax, TpeboBaHUS KOMMOHEHTOB M3 Knacca FDP «3awuta gaHHbIX Nosb3oBatens» HeobXxoaumo
pacnpocTpaHnTb Ha Bce 06bekTbl B cocTase OO.

FPT_SEP.l Otgenexune fomeHa b0

Be3 0TfieNbHOro 3alMeHHoro goMeHa Ansg ®BO HC MOXeT 6biTb 0Bepus TOMy, YTo PBO He noasepraimch
KaKnM-n160 BO3AE/CTBUAM CO CTOPOHbI Hej0BePeHHbIX Cy6beKTOB. Takue BO3AECTBIS MOTYT NPUBECTU K MOAMDMKa-
LMK Kofa U/HAN CTPYKTYP AaHHbIX ®PBO.

FPT_SEP.2 OTgeneHune gomeHa NMeb

Hav6onee BaxxHol hyHKLMen PBO aBnseTca NoffepxKa oCyLecTBnsfeMbIX nMn M®B. YTobbl ynpocTuTb pas-
paboTky M®E 1 NpubAN3NTL NX CBOINCTBA K CBOCTBaM MOHMTOPa 06palLeHuii, B YaCTHOCTU, K CTOKOCTW K BO3fei-
CTBMAM. (YHKUWKW, nposofsawue MPB. HeobX0AMMO COCPeAOTOunTb B JOMEHE, OT/IMYHOM OT OCTalbHOW YacTu
PBO.

3aMeyaHna HO MPUMEHEHWUIO N5 OLeHLNKa

B03MOXHO, 4TO MOHUTOp 06palleHnii B MHOrOYpOBHEBOM MNPOEKTe MpefocTaBnseT 6onblie QYHKLMWA, yem
Tpebyetcs B MM®B. 3T0 NponcTeKaeT N3 NPaKTUYECKON peann3aLmy MHOroypOBHEBOIO NPOeKTa NPorpaMMHoOro obec-
neyeHus. Mpu aTom PyHKLMKU, He oTHocAWwMecs K MPB. cnefyeT CBECTU K MUHUMYMY.

JlonycTMo, 4To6bl MOHMTOPBI 06paLLeHNit Ana BCex OCyLlecTBASeMbIX NP B HaxoAUINCh Kak B O4HOM JOMeHe
MOHUTOpa 06paLleHnii, Tak N B HECKONMbKMUX fOMeHax (KaXAblii UCMonb3yeTcs 418 OCYLLeCTBAEHWS OAHOW MW He-
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ckonbkux M®dB). Ecnm nMeeTcs HECKO/IbKO 4OMEHOB MOHUTOpa 06palleHuid ans Heckonbkux M® B, oHM MoryT unm
6bITb paBHOMPaBHLIMU, AW 06Pa30BbIBATL MEPAPXMIO.

Ona FPT_SEP.2.1 thpasa «Henm3onupoBaHHas 4yactb PEO» 0THOCUTCA K TOH YacTu ®BO, KoTopas HC OXBayeHa
B FPT_SEP.2.3.

Onepauuu

Ha3HauyeHune

Ona FPT_SEP.2.3 astopy M3/36 cnegyet cneuuduumposats Te NP B ynpasneHus gocTynom u/unm nHgpopma-
LIMOHHbIMY MOTOKaMU, KOTOPbIM CliedyeT 3aHWMaTb OTAENbHbIA AOMEH.

FPT_SEP.3 MMonHbIiA MOHUTOP 06paLLeHuii

Haunbatcc BaxkHOl PyHKumen us yncna ®BO ABnseTca MoAdepXKkKa ocyliecTBasembix umm M@ B. KoMnoHeHT
FPT_SEP.3 3aBepluaeT Tpe6oBaHWNSA NpeAblAyLLNX KOMNOHEHTOB CeMeCcTBa, yCTaHaBaMBas, 4To ace DYHKLUNUM be3o-
nacHocTu. nposogsiime M®b ynpasneHns AOCTYNOM U/Mau MHHOPMaLMOHHBIMY NOTOKaMK, 6yayT BbINOAHATLCA B
[OMeHe, OTNIMYHOM OT [OMeHa BbINOMHEHMA ocTanbHbiX PBO. 3ro ynpouwiaeT paspabotky ®BO n npubamkaet unx
CBOIACTBA K CBOWCTBAM MOHMTOpPA OGpPALLEHMIA, B YACTHOCTM, K CTOMKOCTU K BO3AEACTBUAM.

3ameyaHua Mo NpUMEHEHWNIO ANA OHellLMKa

B03MOXHO, 4TO MOHMTOP 06palLLeHWii B MHOrOypoBHEBOM MpPOEKTe npefocTaBnseT 6onblie QYHKUMWA, Yem
TpebyeTcsa B M1Pb. 3T0 NponcTeKaeT U3 NPaKTUYECKON peanu3almn MHOrOypOBHEBOIO NPOeKTa MPOTPaMMHOro obec-
neyeHus. Mpu nom yHKLKUK, HC oTHOocAWwMecs K MPE. cnegyeTt CBeCTU K MUHUMYMY.

JonycTnmo, 4To6bl MOHUTOPBI 06paLLeHuii Ans Beex ocyLiecTBnsemblx MPE HaxognAnNCh Kak B O4HOM AOMeHe
MOHUTOpa 06paLleHnid, Tak U B HECKONMbKMUX JOMeHax (KaXAblA UCMOnb3yeTcs AN OCYLLECTBAEHUS OAHON MW He-
ckonbkux M®B). Ecnn nmeeTcs HECKONbKO JOMEHOB MOHMTOpA 06paLleHunii AN HecKoNbkux Mdb. oM MoryT nmm
6bITb paBHOMPaBHbLIMU, UM 06Pa30BLIBATL UePapXuio.

N1.12 TpoToKon CUHXpOHM3auun coctosHuii (FPT_SSP)

PacnpefieneHHble CUCTEMbI MOTYT UMETb BObLLYIO CIOXHOCTb, YeM HepacrnpefieNieHHble, n3-3a MHOroobpasus
COCTOSIHWIA yacTeil CUCTeMbI, & TaKKe W3-3a 3afepXeK CBA3N. B 6OMbLUMHCTBE CNyvaeB CUHXPOHM3ALUS COCTOSHUA
mMexgy pacnpegeneHHbIMU QYHKLMAMU BKNOYaeT B ce6s, BMecTo OBblUYHbIX feliCTBUIA, NpyMeHeHWe NpoTokona 06-
meHa. Korga B cpefe pacrnpefeneHHbIX CUCTEM CYLLeCTBYIOT yrpo3bl 6e3omnacHoOCTH, nNoTpebytoTcs 6Gonee CnoXHbIe
3anHILLCUHBIE NPOTOKObI.

CemelictBo FPT_SSP ycTaHaBnuBaeT TpeboBaHME MCNOMb30BaHWUSA HafeXHbIX NPOTOKOM0B HEKOTOPbIMU KpW-
TUYHBIMK N0 6e30nacHOCTW hyHKUnamMK 13 yucna PbO. OHo obecneymsaeT, YTOObI fBe pacnpegeneHHble Yact 00
(Hanpumep, rnaBHble IBM) CUHXPOHW3MPOBANN CBOW COCTOSHWUS nocne AelCTBUIA, CBA3aHHbIX C 6€30MacHOCTLIO.

3ameyaHuu 19 nonb3osaTens

HekoTopble COCTOAHNSA HEBO3MOXHO CMHXPOHWU3NPOBATb, UM 3aTpaTbl Ha TPaH3aKLMIo OYAyr CWULLIKOM Befu-
KV ANs NpaKTUYecKoro MpuUMeHeHUs: OTMeHa KNtoya WU(poBaHWA ABNSETCA NPUMepPOM, KOrga nocne BbiMONHEHUS
[elicTBNSA COCTOSHWE MOXET CTaTb HeonpeAeneHHbIM. JIn6o AeiicTBME MPeANPUHATO, a NOATBEPXAEHWE HC MOXET
6bITb OTNPaBAeHO, NGO COobLeHNe NPOUTHOPMPOBAHO MO/yYaTeNnem, U NO3TOMy OTMeHa He npousolifeT. Heonpe-
[leNeHHOCTb NpUCYLLa pacnpefeneHHbiM cuctemam. Mpobnema HeonpefeneHHOCTU CBA3aHa ¢ HEO6XOAMMOCTbIO CUH-
XPOHU3ALMN COCTOAHUN M MOXET PeLLaThCA COOTBETCTBYOLWMMU MeToAaMU. [naHMpoBaTh Heonpee/ieHHbIe CoCcToNA-
Husa 6ecrnionesHo: npu Hux asTopy M3/3b cnefyet npuberHyTb K Apyrum TpebosaHUAM (Hanpumep, nofaya curHana
TpeBoru, nNpoBeAeHne ayamnTa).

FPT_SSP. 1 OfiHOCTOpPOHHEE HafeXXHOe MOLATBePXKAeHNe

3ameyaHus Mo NMPUMEHEHWIO [/1A MO/b30BaTeNA

B komnoHeHTe FPT_SSP.! Heobxoaumo, 4To6bl no 3anpocy ®EO npefocTaBnsany NoATBEPXKAEHUE AN Apyroi
yactn ®BO. 3ro nmoaTeepxaeHve TpebyeTca 418 yKasaHWS, 4TO M OAHOW YacTu pacnpegeneHHoro OO ycnewHo
noay4eHo HeMOAM(MUMPOBAHHOC coobLLeHre 13 apyroii yactn OO.

FPT_SSP.2 B3auMHOe HafexHeld' noaTeepxaeHne

3ameyaHns No NPUMEHEHUIO ANa Monb3oBaTens

KomnoHeHT FPT_SSP.2 cogepXuT TpeboBaHue, YTO B AONONHEHME K NPeLOCTaBeHNI0 NOATBEPXAEHNS Nony-
YeHWs nepefaBaeMblX faHHbIX NpUHUMatoLeli Yact PEO Heo6X0AMMO 06paTUTLCA K NepefatolLeli 3a yBeAOMIeHN-
eM 0 NOMyYeHUW MOATBEPXKAEHUN.

Hanpumep, nokanbHas yactb PBO nepepaeT faHHble yaaneHHo yact ®BO. MocnegHas NoATBepXaaeT yc-
MELLHbIA NpUeM COOBLLEHNS W 3anpaLuvBaeT y nepefasLleil coobueHne Yactn ®BO yBejOMNEHWE, YTO OHA MONYYM-
na MOATBePXfeHWe. ITOT MexaHu3M fAacT [OMONMHUTENbHYIO YBEPEHHOCTb, YTO 06e yacTm PBO, yuacTBylowme B
nepefaye faHHbIX, M3BeLLEHbI 06 YCMELIHOM 3aBepLUEHUN Mepefayu.

.13 MeTku BpemeHn (FPT_STM)

CemelicTBo FPT_STM cogepXuT Tpe6oBaHWs N0 NpejoCTaB/eHMI0 HaJEeXHbIX METOK BpeMeHU B npegenax OO.

3amevaHus 4ns Monb3oBaTens

Ha asTopa [M3/36 Bo3naraeTcs pasbACHEHWE CMbICNA BbIPAXEHUA «HAfeXHble MeTKM BPEMEHU» U yKasaHue,
rAe NPUHUMAETCA PeLeHne O HafLEeXHOCTW.

FPT_STM.I TafeXHble METKN BPeMeHN

3aMeyaHun No MPUMEHEHWUIO A1 NONb30BaTeNs

MpuMeHeHne KomnoHeHTa FPT_STM.l BO3MOXHO NS NPefoCcTaBNeHHs HafeXHbIX METOK BPeMeHu npu npo-
BEEHNN ayfmuTa, a TaKKe AN OrpaHUYeHUs CpoKa AeicTBMA aTpnbyToB 6€30MacHOCTM.
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1. 14 CornacoBaHHOCTb fjaHHbIX PBO mMexay ®BO (FPT TDC)

B cpege pacnpefeneHHol WAy CNoXHoOWM cuctembl 0T OO MOXeT NoTpe6oBaTbC NPOM3BECTU 0OMEH AaHHbIMM
PBO (TaknmMu, Kak atpubyTbl MdPb. accoumMmpoHaHHble C aHHbIMKU, UHPOPMaLUs ayauTa Uanm MAeHTUguKalmumn) c
[pyrum foBepeHHbIM npogyktom WT. CemeiictBo FPT_TDC onpegenseT Tpe6oBaHWSA 415 COBMECTHOIO MCNO/b30Ba-
HWA 1 HENMPOTMBOPEUMBON MLLEPNpPeraLuH aTux arpudyTos Mexay P50 v Apyrum foBepeHHbIM nNpogykTom AT.

3ameyaHua ansa nonb3oBaTens

370 ceMelicTBO MpeAHa3HaYeHo ANa npefcTaBneHWs TpeboBaHUIA K aBTOMATMYECKON MOAJepXKKe COrnacoBaH-
HOCTU gaHHbIX ®BO npu ux nepepaye mexay 6O paccmatpusaemoro OO u ®BO fpyroto [O0BEPEeHHOro NPoAYKTa.
Bo3moxHa W Takas cuTyauus, Korfa Ans cornacosaHus atpubyTos 6e30MacHOCTU MPUMEHAITCSA TOMbKO Mpoueayp-
Hble Mepbl, 0fHAaKO OHW 3eCb HC paccMaTpuBatoTCA.

CewmelictBo FPT_TDC otnuuaetcd oT FDPETC u FDP_ITC'. rak kak nmocnefHue HarpaB/eHbl b Ha
COOTHeceHWe aTpubyToB 6e3onacHoCT Mexay ®BO 1 HOCUTENSIMU MMNOPTUPYEMOI AWM IKCNOPTUPYEMOW UMU WH-
chopmavuu.

B cnyyae, Korga BaHa LieNoCTHOCTb AaHHbIX ®BO. cnepyeT BbiGpaTh Tpe6oBaHMs U3 cemeiictea FPT_1TI. Ero
KOMTMOHEHTbI ONpeAenstoT TpeboBaHms, 4Tobbl ®BO 6binM CNOCO6HbI 06HAPYXUTb H/MAN MCMPaBUTL MOAM(MKALM
faHHbIX PBO BO Bpema nepegayu.

FPT_TDC.| ba3oBas cornacoBaHHOCTb JaHHbIX PBO mexagy ®BO

3ameyaHus Mo NPUMEHEHWUIO AN MOMb30BaTeNs

@®BO oTBEualoT 3a MOAAEPXKY COracoBaHHOCTW AaHHbIX PBO. UCNONb3yemMbIX MU WX acCOLMUPOBAHHbIX C
HUMU, KOTOpble ABAAIOTCA 06LWMMN Y ABYX UK 60Nee fOBEPEHHbIX cucteM. Hanpumep, gaHHble B0 ana PBO aByx
Pas/INYHbIX CUCTEM MOTYT TONIKOBATLCA BHYTPU HWUX MO-pasHoMmy. [ina NpaBubHOrO NPUMeHeHus aaHHbiXx ®BO npu-
HUMaOLWMM [0BepeHHbIM npoaykTom WT (Hanpumep, Ans obecneyeHns Takoi ke 3allMTbl faHHbIX NOAb30BaTeNS,
kaKk 1 B OO) Heobxoammo, 4tobbl OO u Apyroi [OBEPeHHbI NPoAyKT UT npuMeHsnn 3apaHee YCTaHOB/EHHbIN
npoTokon obmeHa gaHHbiMU PBO.

Onepauuu

HNasunmaucHuUC

B FPT_TDC.I.| aBTopy 13/3b cnegyeT onpeAennts CIUCOK TUMOB faHHbIX PBO, KOTOpble AOMKHbI COrnaco-
BaHHO WHTEPMPeTUPOBATLCA NPU COBMECTHOM MCMONL30BaHUM ®BO u apyrm [oBepeHHbIM npogykKTom AT.

B FPT_TDC.!.2 asTopy M3/3b cnefyeT npuBecTW CMNMUCOK MpaBui WHTepnpeTauumn, npumMeHsembix ®B5O.

.15 CornacoBaHHOCTb faHHbIX ®BO npu aybnupoBaHum B npegenax OO (FPTJI'RC)

TpeboBaHus cemeiicTea FPT_TRC' HeobxoauMbl, 4T06bl 06ECNeUnTb COrlacoBaHHOCTbL AaHHbIX ®BO. Korga
OH¥ fy6nvpytoTcs B npegenax OO. Takue faHHbIe MOrYT CTaTb HECOrNacOBaHHbIMU NPK HapyLleHUn paboTocnocoob-
HOCTM BHYTpeHHero kaHana mexgy yactamm OO. Ecnm OO BHYTpeHHe CTPYKTYpMpOBaH KakK CeTb, TO 3TO MOXET
NPOV30NTN N3-3a OTKMHOYEHUSA OTAe/bHbIX YacTeld CeTV MpU pa3pblBe CETEBbIX COEAUHEHWIA.

3ameyvaHusa 4i1a nonb3osaTens

MeTog o6ecneyeHns cornacoBaHHOCTU B JaHHOM CEMECTBE HC YKa3biBaeTcsi. COrfacoBaHHOCTb MOXET [OCTU-
raTbCs C NOMOLLbIO HEKOTOPOI (hopMbl 06paboTKM TpaH3akuuii (rAe COOTBETCTBYHOLLME TPaH3aKLMM «BO3BPaLLaoTCA
Ha3af» K MecTy OTnpaB/eHWs Yepe3 NOBTOPHOE COeAMHEHWE) WK MyTeM 06HOBNEHMA Ay6AMpYeMbIX AaHHbIX Yepe3
NPOTOKON CUHXPOHM3auun. Ecnm gns M3/3b HE06X0AMM KOHKPETHbIV MPOTOKOA, TO OH MOXET ObITb CreuunpuLmpo-
BaH C 1CMOJIb30BaHVEM OrnepaLun yTOUHEHUS.

MoxeT oKa3aTbCsl, UTO CUHXPOHWU3UPOBATb HEKOTOPbIE COCTOAHUS HEBO3MOXHO WM 3aTpaTbl Ha Takyl CUHX-
POHM3ALMIO CAIMLLKOM BbICOKW. MpMUMepoM Mogo6HOM cuTyaLym CAyXXUT OTMeEHa KaHanoB CBA3N U KoYel Wwugposa-
HMA. MoryTTake BO3HUKaTb HeomnpeaeneHHble COCTOAHNUA. Ecm xenateneH KOHKPETHbIV peXuM yHKLMOHUPOBa-
HWA. ero cnefyet cneyuuLuMpoBaTh C UCMONb30BaHWEM OMepaLun YTOYHEHUS.

FpTji RC.. CornacoBaHHOCTb fy6nmpyembix faHHbIX PBO

Onepauuu

Has3HauyeHune

B FPT_TRC.1.2 astopy MM 3/3b cnegyeT cneuudurumposats cnmcok ® 6, KOTopble 3aBUCAT OT COrnacoBaHHOCTU
[y6nvpoBaHns gaHHbIX ®EO.

.16 CamotectupoBaHue P60 (FPTTST)

CewmeliictBo FPT_TST onpegenser TpeboBaHuu Ans camoTecTupoBaHusi ®BbO B 4acTM HEKOTOPbLIX TUMUYHBIX
onepauuil ¢ W3BECTHbIM pe3ynbTaToM. MpuMepamn MLIYT CAYXUTb 06paLieHns K WHTepdeiicam ocyLLecTBASeMbIX
(YHKLWIA, a TaKKe HeKoTopble aputMeTNyecKne onepauyuu, BbINOMHAEMblE KPUTUUHBIMU YacTamm OO. 3TU TecTbl
MOTYT BbIMONHATLCSA MPU 3anycke, Nepuoguyeckn, no 3amnpocy YrnosHOMOYEHHO MOoNb30BaTens Wan nNpu yAosneT-
BOpeHun fpyrux ycnosuii. feiictens OO. npeanpuHUMaemble Mo pesynbTaTaM CamOTeCTUPOBaHWA, OnpefeneHbl B
[PYrux ceMeincTBax.

Tpe6oBaHNs 3TOr0 CeMeiicTBa TakXe Heob6XoAuMbl /17 06HAPYXKeHUA WCKaXEHWs BbINOHAeMOro koga ®50
(T. c. nporpaMmmHoii peanusauun PEO) 1 gaHHbIX PBO pa3nnyHbIMK C60IMU, KOTOPbIE HC BCErfa NPUBOAAT K Npuoc-
TaHOBKe (YHKUMOHMpoBaHUA OO (pacCMOTPEHHON B Apyrux cemeiicTBax). Takue NpoOBepKM HEO6XOLMMO BbINOA-
HWTb. T. K. NOA06GHbIE COOM HC BCerga MoOXHO NpefoTBpaTtUTb. OHU MOTYT MPOUCXOAUTL NGO 13-3a HENpesyCMOTPEeH-
HbIX TUMOB COOEB NAW VMEIOLLMXCA HETOYUHOCTEl B NPOEKTe annapaTHbIX, MPOrpaMMHO-annapaTHbIX U MpLpamMMHbIX
CpeAcTB, NGO BCNeACTBME 3710HAMEPEHHOro uckaxenus $®BO, [oNyLeHHOro W3-3a HeafeKBaTHON NOrMYecKoi
nmnu GrU3nNYecKoin 3alnTbl.
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[lonoNHNTENBHO 3TOT KOMMOHEHT MOXET, MPWU COOTBETCTBYIOLYMX YCMOBUSAX, NMOMOYb MPefOTBPATUTL Henpu-
eM/ieMble UM HaHocAl e yuiepb nsmeHeHns ®BO, KoTopble MOTYT 6bITb MPOW3BeAeHbl B aKcnayatnpyemom OO
Npu BbINONHEHUW fe/CTBUIA NO CONPOBOXAEHUIO.

3ameyaHuu [19 Mosib3oBaTens

TepMuH «npasu/bHoe BbiNosHeHne ®BO» OTHOCUTCA FNaBHbIM 06Pa3oM K (hYHKLIMOHMPOBAHMIO NPOrpamm-
Horo obecnevennss ®bO ¥ LLENOCTHOCTU ero AaHHblX. AGCTPaKTHas MallHa, Ha KOTOPO peanu3yeTcs nporpaMm-
Hoe obecneyeHne PBO, nposepsieTcsA Yepes 3aBUCUMOCTL Or FPT AMT.

FPTTST.1 TectuposaHne ®50

3ameyaHus Mo NMPUMEHEHWUIO 418 Mo/b30BaTeNs

KomnoHeHT FPT_TST.l noggep>xmBaeT Kak TeCTUpPOBaHWe KPUTUYHBIX DYHKLMIA 13 uncna ®BO yepes Tpebo-
BaHWe BO3MOXHOCTW 3anyckaTb TeCTUpoBaHWe PYHKLUW, TaK WU NPOBEPKY LIESIOCTHOCTU AaHHbIX W BbIMOAHAEMOrO
kofa ®B0.

3ameyaHua No NPUMEHEHWNIO ANS OLeHLMKa

[Jonyckaetcs, 4To6bl PYHKLUMK, MpefoCTaBNseMble YNOJHOMOYEHHOMY MOMb30BaTeN0 418 NepuoANYEcKOro
TeCTUpOBaHWs, 6biNN AOCTYMNHbI TONbKO B aBTOHOMHOM PEXUME 1 PeXuMe aBapuiiHoOW noagepxku. B aTux pexumax
cneayeT npegycMoTpeTb CPeAcTBa OrpaHNyYeHns JoCTyna, NMpPefocTas/sd ero ToAbKO YNOJHOMOYEHHbIM MNO/b30BaTe-
NAM.

Onepauuu

Bbi6op

B FPT_TST.I aBTopy H3/3b cnegyet cneuyntuymposatb, Korga camumm ®BO 6GyfeT BbINONHATLCA TECTUMPOBa-
Hue ®BO: npu 3anycke, NepuoanNYecKy B npoLecce HOPManbHOTo PYHKLMOHUPOBAHMA, MO 3anpocy YrnosHOMOYEHHOro
no/b30BaTens, npu Apyrvx ycnosusx. B nocnegHem cnyuyae asTopy H3/3B cnefyeT Take yKasaTb KOHKPETHbIe YCNo-
BUWA, UCMO/Mb3Ys OMepaLmio Ha3HaYeHNs.

Ha3HaueHue

B FPTTST.1.1 aBTopy [13/36 cnefyeT, ecnn cfienaH COOTBETCTBYHOLLMIA BbIGOP, CNeLUULMPOBATL YCI0BUS,
Npy KOTOPbIX CNedyeT BbIMOMHATE CaMOTECTUPOBAHME.

MPUNOXEHWE M
(cnpaBo4HOe)

Mcnonb3oBaHue pecypcos (FRU)

Knacc FRU copepXuT Tpu cemeiicTa, KOTopble NOAAEPXXMBAKOT AOCTYNHOCTb TPebyeMbIX pecypcoB, TaKMX Kak
BbIUMCINTENbHbIE BO3MOXHOCTU H/MNM 06beM namsaTu. CemeiictBo FRU_FLT «OTKa30ycTONUYMBOCTb» NPeAoCcTaBseT
3alMTy OT HeAOCTYMHOCTW pecypcoB, Bbi3BaHHON c6oem OO. CemeiicTBo FRU_PR$ «[MpuopuTeT 06CnyXmBaHUs»
obecneunBaeT, UTOObI pecypehbl BblAENANNCL Hanboee BaXHLIM AN KPUTUYHBLIM HO BPEMEHU 3ajayam ¥ HC MOrn
6bITb MOHOMO/N3MPOBaHbI 3afa4yaMu ¢ 6onee HU3KMM npuopuTeTom. CemelicTBo FRU_RSA «PacnpegeneHue pecyp-
COB» YCTaHaBNMBAET OrpaHNYeHNs UCMOMb30BaHNA AOCTYMHbLIX PECYPCOB, NpefoTBpallas MOHOMOMN3aLMI0 Pecypcos
Nnosb30BaTeNAMU.

[exkomnosnuua knacca FRIJ Ha cocTaBnstoLLme ero KOMMOHeHTbl NpuBeAeHa Ha pucyHke M.1.

M.1 OtkasoycToitumsocTb (FRU_FLT)

CemeiictBo FRIHFLT cogepxut Tpe-
60BaHMA K AOCTYMHOCTU (PYHKLUMOHANBHbIX
BO3MOXXHOCTeV fjaxke B ciyyae c6oeB. Mpume-
pbl Takux COOEB: OTK/OYEHWNE MUTaHUA, OT-
Ka3 annapaTypbl, c60i NporpaMmMHOro obec-
neyeHus. B cnyuyae Takux owmn60OK, ecnu 3To
cneyndmumposaro, OO byaeT NoafepXuBaTh
onpegeneHHble BO3MOXHoOCTW. AsTop M3/3b
MOXET CNCMMpUHUPOBATb, Hanpumep, 4TO
0O0. ncnonb3yemblii Ha aTOMHOM CTaHLuW,
NPOAOMKNT  paboTy MO BbINOSHEHUIO MPO-
Liedypbl OCTaHOBKW peakTopa npu cboe B
9HEProcHabXeHNn 1N CpefcTBax CBA3M.

3ameyaHua ana nosb3osaTens PucyHok M.1 —[lekomno3unumna knacca «/icnosb3oBaHve pecypcos»

Mockonbky OO MOXET NPOA0/MKATb NPaBUIbHOE DYHKLMOHUPOBaHME TOMbKO NPpY NPOAO/KEHNMN OCYLLeCTBe-
Hua 1BO. To umeeTcs TpeGoBaHWe, YTO nocne c60M cucTeMe HeobXOAMMO OcTaBaTbCi B 6€30MacHOM COCTOSHWM.
3ATa cnocobHOCTb 06ecneymBaeTcs npusedeHnemM KomnoHeHta FPT_FLS.I.

MexaHu3Mbl 06ecneyeHns 0TKasoyCcTOWYMBOCTU MOTYT 6birb aKTUBHLIMW WAW NacCUBHLIMU. AKTUBHbI Mexa-
HU3M MMeeT creumnanbHble PYHKLMK, KOTOPble aKTUBM3MPYHOTCA NPU BO3HWKHOBEHUW OWWOKW. Hanpumep, noxap-
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nas CUrHanM3aums ABNSETCA aKTUBHbIM MexaHu3Mom: ®BO 06HapyxaT Moxap WU CMOryT NpeAnpUHATL AeACTBUA MO
BK/TIOUEHMIO Oonepauun pesepsrpoBaHua. NaccMBHaa cxema MpuUMeHsAeTCA, ecnim B apxutektype 00 3anoxeHa crno-
Co6HOCTbL 06paboTKM OWKNGKN. Hanpumep, NpUMeHeHWe MaXKOPUTAPHO CXeMbl FOM0COBaHWUSA C HECKOMbKUMU Npo-
LleccopamMu ABNSETCA NacCUMBHBIM PeLleHneM; OTKaT OfHOro npoueccopa He npepseT (yHKLUMOHWpoBaHue OO (xoTa
OTKaT TpebyeTcs 06HapPYXWTb AN UCMpasieHns).

Ana 3TOTO cemelictBa He UMeeT 3Ha4YeHUsd, 6bi1 N c60 MHULMMPOBAH Cly4YaiiHO (Hanpumep, NnepenosHeHne
MM ownboOYHOE OTKIKUYEHUEe ycTpoicTea) Unu npegHamepeHHo (Hanpumep, us3-3a MOHOMNONM3aLUKU pecypca).

FRU_FLT.lI MoHwmkeHHas 0TKa30yCTOW4MBOCTb

3ameyaHua Mo NPUMEHEHUIO ANA MO/b30BaTeNs

KomnoHeHT FRUFLT. 1 npegHasHayeH ana cneyudukaumm Toro, kakne Bo3MoxHoctn OO mpofo/mkuT npe-
[0CTaBNATb Nnocne c60s cucTembl. Tak Kak CNOXHO 6b1f10 6bl 0NUcaTh BEC BO3MOXHbIE 0TKa3bl, MOXHO CneLupuLmnpo-
BaTb MX Kateropuu. lMpumepamn TUNWYHLIX COOEB ABNAKOTCA: 3aTOM/EHNE MOMELLEHUs C annapaTypoVi, KOpoTKoe
3aMblkaHue, c60li LeHTpanbHOro npoleccopa uan rnasHoii 3BM. cboii nporpammHoro obecrneyeHus, nepenosnHe-
Hue bydepa.

Onepauuu

Ha3HaueHue

B FRU_FLT.1.1 astopy M3/36 cnemyeT cneunguumpoBaTh CNMCOK Bo3MOXHocTell OO, koTtopble CU) GyaeTt
MOANepPXMBaTL BO BPeMs 1 nocne creuuguuupoBaHHOro c6os.

B FRU FLT.I.1 asTopy 13/36 cnefyeT cneyuduumnpoBarb CNUCOK TMNOB €60eB, 0T KOTopbix OO A0/MKeH
6bITb 0653aTeNbHO 3aWwmBLLIN. Ecnn cnyumnTtes cboii n3 atoro cnmcka. OO 6yaeT cnocobeH MpoAo/mKNTb PYHKLMOHMPO-
BaHue.

FRU_FLT.2 OrpaHuyeHHas 0TKa30yCTOWYMBOCTb

3ameyaHua No NPUMEHEHUIO AN MOo/b30BaTeNs

KomnoHeHT FRUFLT.2 nossonseT cneynduumposatb, Kakum Tunam c6oeB OO Heo6xofuMo MpoTMBOAEN-
CTBOBATb. TaK KaK CNOXHO 6b1/10 Bbl OMNKcarb BCe BO3MOXHbIE 0TKa3bl, MOXHO CneLuduLmposath 1x kateropuu. Mpu-
mMepamu TUNUYHbLIX CO0EB ABNAIOTCA: 3aTOMN/EHNe NOMELLeHUsA C annapaTypoli, KpaTKoOBpeMeHHOe OTK/IIOYeHWe aHep-
rocHabxeHus. cboii LieHTpanbHOro npoteccopa uan rnasHoin 3BM. c6om nporpaMMHOro obecneyeHus, nepenon-
HeHue Gydepa.

Onepauuu

HasHaueHue

B FRU_FLT.2.1 asTopy M3/3b cnegyet cneunuLmMpoBaTh CNMCOK TUNOB c60eB, 0T KOTOPbIX OO A0/KEH BbITh
06s3aTeNbHO 3awwmweH. Ecan cnyuntcs cboit u3 atoro cnucka. OO 6yaeT cnocobeH NpoAoMKNUTL YHKLMOHMPOBa-
Hue.

M.2 MpuopuTeT obenyxmeaHns (FRU_PRS)

TpeboBaHus cemeiictBa FRU_PRS no3sonser ®BO ynpasnsTb UCMONb30BaHMEM PECYPCOB MO/b30BATENAMU U
cybbekTamn B npefenax cBoei 061acTu AeiicTBMA TakK, YTO BbICOKOMPUOPUTETHbIE OnepaLuun B npegenax OAd scer ga
OYyAyT BbINONHATLCS 63 NPenaTCTBUIA UK 3adepXKeK CO CTOPOHbI OnepaLuii ¢ 6onee HU3KMM NpuopuTeTOM. Jpyrumu
cnoBamu, 3afjauyn, KPUTUYHbIE MO BPEMEHW BbINOMHEHUW, He GyfyT 3afepXuBaTbCs 3afavaMu, MeHee KPUTUYHbIMM
M0 BPEMEHW BbIMOJIHEHUA.

370 CeMeNCTBO MOXET NPUMEHATLCA K Pa3/IMYHBIM TUMam PecypcoBs, HanpyuMep BblYUCANTENbHLIM BO3MOXHO-
CTAM, MPONYCKHON CNOCOBHOCTW KaHanoB CBA3M.

MexaHn3M MpuopuTeTOB 0BCIYXMBAHUA MOXET ObITb NMacCCMBHLIM WM aKTUBHbLIM. B cucTemMe C NacCMBHbLIM
NpropuTETOM 06CNYXXMBaHWUSA BbIOUPAETCS 3afja4a C HaMBBLICLLUM MPUOPUTETOM, ECAU Mpef/iaraeTca cAenaTb BblGop
MeXay ABYMS OXMAAOLWMMA NPUN0XKEeHUAMUN. Tpn NCNonb30BaHNK NACCUBHBIX MeXaHM3MOB NPUOPUTETOB 06CNYXMBa-
HMA BbIMOMHAEMasA 3afadya C 60nee HW3KUM MPUOPUTETOM HC MOXET 6biTb NpepBaHa 3ajadeil ¢ 60nee BLICOKUM
npvoputeTom. MpU MCNONb30BaHNN aKTUBHBIX MEXaHW3MOB MPUOPUTETOB 06CNYXMBaHWS 3afjadun C 6osiee HU3KUM
NpUOPUTETOM MOTYT MpPepbIBaTLCA HOBLIMU 3afa4amMu € 60/1ee BbICOKUM NPUOPUTETOM.

3amevaHus 14 Mofib3oBaTens

TpeboBaHWs ayauTa yCTaHaBMBAKOT, YTO BCE MPUYMHBI OTKIOHEHWA OnepaLmii cnegyeT noasepratb ayauty. Ha
ycMOTpeHue pa3paboTumka OCTaB/ieHa CUTyaLns, Korja onepaums He OTK/IOHAETCH, a 3afjepXXuBaeTcs.

FRU_PRS.| OrpaHnyeHHbI NpropuTeT 06CNYyXMBaHMUS

3ameyaHus Mo NMPUMEHEHWUIO [/1A MO/b30BaTeNA

KomnoHeHT FRU_PRS.! onpegenseT npuoputeTsl 418 Cy6bLEKTOB IT Pecypebl, K KOTOpbIX! ByAeT NpuMeHATbCA
MexaHu3M NPUOpPUTETOB 06CNYXMBaHUA. Ecn CyObeKT NbiTaeTca NpeAnpuHATL AeCTBUe 41 NONYYeHUs pecypca,
KOHTPO/IMPYeMOro TpebosaHUsMM npuoputeTa 06CNYXUBAHWUA, AOCTYN WWATT Bpemsa focTyna OyfyT noctasfieHbl B
3aBMWCUMOCTb OT MpuopuTeTa CybbCKTa. NPUOpUTETa CyObeKTa, [eliCTBYIOLLEr0 B HACTOALWMIA MOMEHT, U NpuopuTeTa
CyObEKTOB B Ouepeu.

Onepauuu

Ha3HaueHune

Ons FRU_I'RS.1.2 aBTopy M3/3B6 cnegyeT crneyuduumpoBaTb CMMCOK YMNpaBisieMbIX PecypcoB, A1 KOTOPbIX
PBO oCyLLEeCTBAOT NPUOPUTETHOE 06CTYXKMBaHWE (MPUMEpPbI PECYPCOB: MPOLLECCHI, AUCKOBOE NMPOCTPAHCTBO, MamMATh,
rrofioca NponycKaHus).
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FRU_PRS.2 MonHblii npuopuTteT 06CaYyXMBaHMA

3ameyaHus Mo NMPUMEHEHWUIO [/1A MOo/b30BaTeNA

KomnoHeHT FRU_PRS.2 onpefenseT npuoputeTsl Ana cy6bekToB. Bee pecypcbl B O ®P. KoTopble Npeanonara-
eTCcs MCNonb30BaTb COBMECTHO, OyAyT YNpaBsaTbCsa MeXaHW3MOM NPUOPUTETHOI 06CNYXuBaHWA. Ecnn cyobekT nbl-
TaeTcA NpeAnpuHATbL JelicTBUS Ha pecypce B OO P. KOTOpbIA NpefnonaraeTcsd MCNonb3oBaTb COBMECTHO, AOCTYN
n/vnu Bpems goctyna byfeT NocTasB/ieHO B 3aBUCUMOCTb OT MpuopuTeTa CyObekTa, npuoputeTa CyobekTa, AeicTBYo-
LLero B HaCTOAWMIA MOMEHT, U NpUOpPUTETa CYOHLEKTOB B OYEpeau.

M.3 PacnpegeneHue pecypcos (FRU_RSA)

TpeboBaHusa cemeiictea FRURSA nossonstoT ®E0 B npegenax O4P ynpaBnsTb UCNOMb30BaHUEM PECYPCOB
nonb3oBaTeNAMn 1 CybbekTaMmn Takum 06pa3om, 4Tobbl HC AOMYCTUTb HECAHKLIMOHMPOBAaHHbIE 0TKa3bl B 06CNyXMBa-
HMW 13-332 MOHOMO3aLMWN PecypcoB APYrMM MOMb30BATENAMMN UMK Cy6bEKTAMMU.

3ameyaHus ATA NONb30BaTeNs

MpaBuna pacrnpegeneHns pecypcos No3soAOT Ha3HayaTb KBOTbI UM CO3[aBaThb Apyrue CpefcTBa onpeseneHms
OrpaHM4yeHnn Ha KONMMYeCTBO pecypca WM BPEMS €r0 UCMONb30BaHWSA, KOTOPble MOTYT GblTb pacrpedeneHbl KOHK-
PETHLIM MO/Ib30BATENAM UK Cy6beKTaM. STUMU NpasunaMu, Hanpumep, MOryT ObiTb:

- BBEleHNEe KBOT 0OBEKTOB, OrpaHMUMNBaOLLNX YNCI0 0OBEKTOB M/MAN UX pasmep, KOTOpble MOTYT BblTb Ha3Ha-
YeHbl KOHKPETHOMY MO0Jb30BaTeNto;

- ynpasfieHne pacupcAcICHUCM/OCBOBOXACHUCM BbIJENEHHBIX paHee efWHWL, PeCYpcOB B Clyyae, KOrfa OHU
HaxogsaTca nog ynpasneHnem ®BO.

B obLem cnyyae aTv QyHKUUK ByayT peann3oBaHbl C MPUMEHEHWEM aTpUMOYTOB, Ha3HaYeHHbIX MOMb30BATENAM
1 pecypcam.

Llenbto 3TUX KOMMNOHEHTOB ABNSETCA 06ecneyeHne onpeseneHHol CTeNeHn «CrnpaBesIMBOCTU» MO OTHOLLEHMWIO
K Monb3oBatenam (Hanpumep, BCKO [OCTYMHYIO NaMATb HC CNefyeT pacnpefensiTb O4HOMY MONb30BaTeNt0) U CyObek-
TaMm. Tak Kak Npofo/KMUTeNbHOCTb pacnpefeneHns pecypcoB YacTo MpeBbiliaeT BPeEMS CyLLeCTBOBaHMA CybbeKTa (Tak.
(haiinbl 4acToO CyLLeCTBYIOT [Ofblle, YeM MPUNOXEHWSA, CO3AaBlUMe WX), TO HC CnefyeT, YTOObl HeOfHOKpaTHOe
BOM/OLLEHNE CYOLEKTOB OAHUM U TeM Xe MOoMb30BaTeNeM 0Ka3blBato Obl CTULLKOM CUbHOE OTpULATeNbHOE BO3AeN-
CTBME Ha Apyrvx nonb3osaTeneii. KOMNOHEHTbI CeMelicTBa NO3BONAIOT CBA3ATb OrpaHNUYEHNs Ha pacrpefeneHue pe-
CYPCOB C M0/b30BaTENAMU. B HEKOTOPbLIX Xe CUTyaLMsaX Pecypebl pacnpefenatoTca s cy6bekTos (Hanpumep, onepa-
TUBHasA NamMATb MW LUKNbI LEeHTPanbHOro npoueccopa). B Takom ciyyae KOMMOHEHTbI CeMelicTBa NO3BONAKOT pacnpe-
[lenaTb pecypcbl Ha YPOBHe CY6BLEKTOB.

[JlaHHoe cemelicTBO HanaraeT Tpe6oBaHWA Ha pacnpefeneHne pecypcoB, HO HC Ha WX UCMONb30BaHWe. MoaTomy
YCTaHOBNEHO, YTO TpeboBaHWA ayAuTa Tak)Ke pacnpoCTPaHAIOTCA Ha pacnpefeneHne pecypcos, HO HC Ha UX UCNOJb-
30BaHuve.

FRU_RSA.l MakcumanbHble KBOTbI

3ameyaHua Mo NMPUMEHEHWUIO [/1A MO/b30BaTeNA

KomnoHeHT FRU_RSA. 1cofepxuT TpeboBaHMA AT MeXaHU3MOB KBOTUPOBaHUSA, KOTOPbIE MPUMEHUMbI TOSIbKO
K CNeuuduLMpOBaHHOI COBOKYMHOCTU pa3sfensembix pecypcoB B 00. OTu TpeboBaHMA MO3BOAAKOT accoLMUpoBaTb
KBOTbI C MONb30BaTeNEM WM. BO3MOXHO, CBA3bIBATb WX C FPynnamMu nosb3oBaTeneid nnm cybbLekToB, ecaym 3aTo npe-
fycmotpeHo B OO.

Onepauuu

HasHauveHue

B FRURSA.1.1 asTopy M3/36 cnepyeT cneunguumMpoBaTth CMCOK YNpaBnseMbIX pecypcoB, 41 KOTOpbIX Tpe-
6yrOTCA OrpaHNyYeHns MakCUMalbHOrO BblJeNeHns pecypca (HanpumMep, MPOLecchbl, AMCKOBOE MPOCTPAHCTBO, NamATh,
nosnoca nponyckaHus). Ecin ato TpeboBaHWe HeOBXOAMMO PacrpoCTpaHUTb Ha Bce pecypcbl B OO P. paspeluaercs
creymduumposaTb «Bec pecypcbl B O4P®.

Bbi6op

B FRU_RSA.1.1 astopy M3/3b6 cnegyeT Bbi6paTb, OTHOCUTCA I MaKCUMabHble KBOTbI K OTAE/MbHbIM M0/b30-
BaTeNAM, ONpencnevHbIM Tpynnam nosb3oBaTeneid, CyGbekTam uam ntoboMy KX COUeTaHmio.

B FRURSA.1.1 aBtopy M3/3b cneayeT Bbl6paThb, NMPUMEHUMbI N MaKCUMasbHble KBOTbI B 1060e 3afjaHHOe
BpemMsA (OAHOBPEMEHHO) MMM B TeYEHWEe OMpefe/ieHHOro nepuoaa BPeMeHW.

FRU_RSA.2 MuHUMa&/IbHble U MaKCUMas/lbHble KBOTbI

3aMeyaHusa Mo MpUMeHEHWIo 419 Nosb3oBaTeNs

KomnoHeHT FRIf_RSA.2 cofiepxnT Tpe6oBaHMA Ans MexaHM3MOB KBOTUPOBaHUSA, KOTOPbIe MPUMEHUMbI TO/IbKO
K Cneuu@uLMpoBaHHO COBOKYMHOCTM pasfensembix pecypcoB B OO. OTv TpeboBaHMA MO3BONSAIOT accoLMUpoBaTb
KBOTbI C NMOMb30BATENEM W/N. BO3MOXHO, CBA3bIBATb MX C TPYNMamu Nonb3oBaTeneil Unm cy6bekToB, eciv 3To npe-
fycmotpeHo B 00.

Onepauuu

HasHaueHue

B FRU_RSA.2.1 asTopy M3/36 cnepyeT cneunuumnpoBaTh YNpasBnsemMble pecypcbl, 418 KOTOPbIX TpebytoTcs
orpaHnyeHns MakcvManbHOro BblfefleHus pecypca (Hanpumep, MPOLECChI, JUCKOBOE MPOCTPAHCTBO, MamsTb, Mo-
noca nponyckaHus). Ecnn ato Tpe6oBaHWe Heob6X04MMO pacnpocTpaHuTb Ha Bce pecypcbl B O P, paspeluaercs
cucnnurumpoBaTs «Bce pecypcbl B O d».
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Bbi6op

B FRU_RSA. 2.l aBTopy [13/36 cneayeT BblibpaTb, OTHOCATCA M MakCcMMasbHble KBOTbI K OTAENbHbIM M0/b30-
BaTensM, onpefefieHHbIM rpynnaM nonb30BaTesell, CybbekTaMm WAy NBOMY MX COYETAHUIO.

B FRU_RSA.2.1 asTopy [13/3B cneayet BblbpaTb, NPMMEHUMbI M MakCMMasbHble KBOTbI B N1l060e 3aaHHOe
BpeMsi (O4HOBPEMEHHO) UM B TeYeHWe OMpefesIeHHOro nepuoja BPeMeHW.

HasHaueHue

B PRU_RSA.2.2 aBTopy M3/36 cnegyet cneunduumMposaTh ynpaBnsemble pecypcbl, AN KOTOPbIX HE06X0AMMO
yCTaHOBWTb Mpefen MUHMMANbHOTO BblfeneHns pecypca (Hanpumep, MpoLecchl, AMCKOBOE NPOCTPaHCTBO, NaMsATb, MoO-
noca nponyckaHus). benn ato TpeboBaHMe HEOOXOAMMO PacnpoCTPaHUTbL Ha BCe pecypcbl B O 4 d, paspeluaeTcs cneuu-
huympoBsaTh «Bec pecypcbl B O4d*.

Bbi6op

B FRU_RSA.2.2 aBTopy M3/3B cnegyet BbibpaTb, OTHOCATCA AWM MUHWMa/bHbIE KBOTbI K OTAE/bHbIM MO/b30Ba-
TeNsM, onpefeneHHbIM rpynnam nosb3oBaTenei, cy6bekTaMm, WM l06OMY WX COYETaHMIO.

B FRU_RSA.2.2 asTtopy M3/36 cnegyeT Bbl6paTb, MPYMEHVMbI M MUHUMa/IbHble KBOTbI B /11060 3aAaHHOe
Bpemsi (OAHOBPEMEHHO) MAW B TeYeHMe OMNpefeneHHOro nepuosia BpeMeHu.

MPUNOXEHWE H
(cnpaBoyHOE)

[octyn k OO (I'TA)

OTKpbITUE CeaHca Mo/b30BaTens 06bIY4HO COCTOMT U3 CO3A4aHNSA OfHOT0 NN HECKONbKNX CYyObEKTOB, BbIMOMHSA-
towmx onepaumm B OO 0T MMeHM Nofb3oBaTens. B konve npoueaypbl OTKPLITUS CeaHca, ecin YA0BAeTBOPEHbI TPe6o-
BaHWA goctyna Kk OO, co3faHHble CyObeKTbl MMEIOT aTpubyThl, ONpefeneHHble GYHKUNAMU NAEHTUDNKALUN U ayTeH-
Tudukaumun. Knacc PTA onpefenset Tpe60BaHMA K YNpaBneHNIO OTKPbITUEM CeaHca Nonb3oBaTens.

CeaHC nonb3oBaTens onpefeneH Kak Nepuog BPeMeHW, HaunHaloWMiAc 0T MOMeHTa MAEHTU(MKaLLLL/ay TeH-
TMduKanum (MNU. TOYHee, C Hayana B3aWMOLENCTBMS MeXAy Mo/nb3oBaTenemM W CUCTEMOI) BMMOTb 4O MOMEHTA,
Korfa ocBo6OX/feHbl Bce CyObeKTbl, Pecypcbl H aTpubyTbl, OTHOCALLMECH K JaHHOMY CeaHcy.

[exomno3unuua knacca FTA Ha cocTaBnaioLLme ero KOMNOHEHTLI NpuBeAeHa Ha pucyHke H.I.

PucyHok H.l — [lekomno3unumua knacca «foctyn Kk OO»
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11.1 OrpaHunyeHre o6nacTn BbibMpaeMbix atpubytoB (FTA LSA)

CewmeiictBo FTA_LSA onpefenset TpeboBaHUA HO OrpaHNYeHNIO Kak aTpubyToB 6e30MacHOCTW ceaHca, KoTo-
pble MOXET BbI6MpaTb Monb30BaTeNb, Tak U Cy6bLEKTOB, C KOTOPLIMU M0/b30BaTe/lb MOXET OblTb CBSI3aH, Ha OCHOBE
MeTofa WM MecTa [ocTyna, nopta, C KOTOPOro OCYLLecTBAfeTcs JOCTYN, W/MAX BpeMeHu (Hanpumep, BpPemMeHu
CYTOK, HA Hefenu).

3ameuaHus [1a Mofib3oBaTens

"3r0 cemeiicTBO npepocTaBnseT aBTopam M3/36 BO3MOXHOCTb crneyuduumposatb TpeboBaHus ans ®EO no
YCTaHOB/IEHWNIO OrpaHNYeHnii Ha 061acTb BblOMpaeMbiX aTpubyToB 6€30MacHOCTY YNONHOMOYEHHbIX MO/b30BaTeNel,
KOTOpbIe CNeayroT U3 YCroBuiA cpefbl. Hanprmep, Nonb30BaTeNto MOXET ObiTb pa3peLleHo OTKPbITb ‘CeKpeTHbIN ce-
aHC® B paboyee Bpems, HO BHe pabo4ero BPeMeHW OH MOXET OTKPbITb TONbKO ®HeKNacCU(UUMPOBUHHBIA CeaHC».
Ona naeHTMdmMKauum cooTBETCTBYIOLMX OrpaHWyeHWin Ha 061acTb BblGUpaeMbIX aTpMbYTOB NpesycMOTpeHa onepa-
ums BbI6Opa. ITU OrpaHNYeHNs MOryT CefoBaTb U3 3HAUEHWI ApYrux aTpubyToB. ECiM HE06X0ANMMO CNCMUUUNPOHATL
OrpaHnNYeHnst AN HEeCKONbKMUX aTpubyToB, TO 3TOT KOMMOHEHT NPUAETCA NOBTOPUTL HECKO/LKO pa3 Mo yucny aTpu-
6yTOB. MpuMepamu aTpubyTOB, KOTOPbIE MOXHO WCMONL30BaThb A1 OFPaHNYeHns aTpubyToB 6e30MacHOCTH ceaHca,
AaTATCA ChefyloLme.

a) MeToa gocTyna, No KOTOPOMY MOXHO ONpefennTb Cpefy, B KOTopoli 6yfeT paboTaTb nNonb30BaTeb (Hanpu-
Mep. MpOTOKON nepefayn (haiinos, TePMUHAN, BUPTYaNbHbIi TENEKOMMYHWUKALMOHHBIA MeTOA AOCTYna).

6) MecTo, C KOTOPOro OCYyLLecTBNsAeTCA A0CTYN. MOXEeT NCnonb3oBaTbCA AN OrpaHNYeHns 06nacTn Bblibupa-
eMbIX aTpUbYTOB M0NL30BATENA HA OCHOBE MeCTa PacroNoXeHNs Nonb30BaTeNs UK NopTa focTyna. 3Ta BO3MOXHOCTb
0CO6EHHO BaXKHa NpW UCMOMb30BaHUW TeNethOHHbIX IMHUIA MW CETEBbIX CPeACTB.

B) Bpems flocTyna, KOTOPOE MOXHO MCMONb30BaTh /15 OrpaHnyeHns 061acTu BblGMpaeMbiX aTpubyToB Nosb30-
BaTens. Hanpumep, orpaHnyeHns mMoryT ObiTb OCHOBaHbI Ha BPEMEHU CYTOK, fiHe Hefenu, KaleHAapHbIX jatax. 3ro
orpaHuyeHne NpefocTaBnAeT OnpefeNleHHYH0 3alluTy OT AeliCTBMIA NONb30BaTeNs B TO BPeMs, KOraa MOryT HC npume-
HATbCA Heo6XoAMMble MPOLEAYPHbIE MepPbl UM MOHUTOPUHT.

FTA_LSA. 1 OrpaHuueHue 061acTu BblibUpaembIx aTpubyToB

Onepauuu

Ha3HauyeHune

B FTA_LSA.1.1 aBtopy H3/36 cnegyeT crneunduumMpoBaTb COBOKYMHOCTb aTpubyToB 6e30MmacHOCTU ceaHca,
KOTOPbIE HY>HO OrpaHuynTb. MprMepbl Takux aTpubyToB: YpoBeHb AOMycKa NO/b30BaTeNs, YPOBEHb LieNOCTHOCTH,
ponu.

B FTA LSA.1.1 astopy 113/3E cnefyeT cneuuuumnpoBaTb COBOKYNHOCTb aTpMOYTOB, KOTOPbIE MOXHO UCMO/b-
30BaTh f/19 onpefeneHns obnactn atpubytoB 6e3onacHOCTU ceaHca. MpuMepbl Takux aTpubyToB: MAEHTU(MKATOP
noNb30BaTenNs, pacrnonoXeHne UCTOYHMKA, BPeMsa JOCTyna v MeTof focTyna.

11.2 OrpaHuueHue Ha napannenbHble ceaHcbl (FTA_MCS)

CemelictBo FTA_MCS onpefensieT, CKONbKO CEaHCOB M0/b30BaTe/lb MOXET UMETb OLHOBPEMEHHO (napas-
NefbHble ceaHchl). lonycTUMOe Yncno napaniesbHbiX CeaHCOB MOXET YKa3sblBaTbCA NM60 AN rpynnbl NoNb30BATENEN.
NN60 AN KaKAOro OTAENbHOro Nosib30BaTens.

FTA_MCS. 1 ba3oBoe orpaHuWuyeHue Ha napasesibHble CeaHchbl

3ameyaHua Mo NPUMEHEHUIO AN MOo/b30BaTeNs

KomnoHeHT FTA_MCS.| npegocTaBnsieT cucteMe BO3MOXHOCTb OFPaHUYEHUS YNCNa CeaHCOB B LieNax afhdek-
TMBHOIO UCNOMb30BaHNUsA pecypcos 00 .

Onepauuu

Ha3HauyeHune

B bTA_NCS.1.2 aTopy M3/36 cnegyeT cneuuduumpoBaTh, Kakoe OrpaHuyeHve Yicna napanienbHbIX CeaHCcoB
6yleT Mcnonb3oBaTbeA Mo YMOMYaHMIO.

FTA_MCS.2 OrpaHuyeHve Ha napaiefibHble CeaHchl No atpubyTam nosb30BaTens

3ameyaHua Mo NPUMEHEHUIO AN MO/b30BaTeNs

KomnoHeHT FTA .VICS2 npegoctaBnseT JOMNOMAHUTEbHbIE BO3MOXHOCTW MO cpaBHeHuto ¢ FTA_MCS.I. no-
3B0AA YCTAHOBUTb [OMONHUTE/NbHbIE OTPAHUYEHUA Ha YMCNO MapafieNlbHbIX CeaHCoB, KOTOpble Monb30BaTeny B
COCTOAHWUWN OTKPbITb. 3TN OrpaHNYeHMs OCHOBaHbI Ha aTprbyTax 6e30MacHOCTH NONb30BaTeNs, TaKUX KakK MAeHTUdU-
KaTop Nosib3oBaTeN U NPUHALNEXHOCTb K PONW.

Onepauuu

Ha3HaueHune

Ons FTA .MCS.2.1 asTopy M3/3B6 cnegyeT cneunduumpoBaTb Npasuia, onpeaenstoLle MakcymaibHO npegjoc-
TaBNAEMOe YNCNO napaiesibHbIX ceaHcos. [puMepoM Takoro npasuna fBASETCH «MaKCMMaabHOe YMCIOo napaienbHbIX
CeaHCoB paBHO OZIHOMY, €C/N MO0/b30BaTE/lb UMEET YPOBEHb [JOMYCKa «CEKPETHO» U MATU B OCTAIbHbLIX CYyYasax».

B FTA_MCS.2.2 asTopy M3/3b cnegyet cneunduLmpoBaTb, Kakoe orpaHu4eHune Ynucna napannenbHbIX CeaHCoB
OyfleT MCnonbL308aTbCA N0 YMONYaHUIO.

H.3 BnokuposaHve ceaHca (FTA_SSL)

CewmeiicTBo FTA SSL onpegenset Tpe6osaHus K ®BO no npefocTaBieHNI0 BOSMOXHOCTW 6/10KMpOBaTh U
pa3bnoKMpoBaTb MHTEPAKTUBHBIE CeaHChl (Harmpumep, 610KMpoBaTh Knasuatypy).
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Korga nonb3oBatefib HEMOCPEACTBEHHO B3auMOAelcTByeT ¢ cybbekTamu B OO (MHTEPaKTUBHLIA ceaHc), Tep-
MUHa.! nonb3oBaTens ya3BuM, eCi OH OCTaBfieH 6e3 HaA30pa. STO CeMeNCTBO NpefocTaBnseT Tpe6osaHua K PBO no
OTK/OYeHNIO (6/10KMPOBaHMIO) TEPMUHANA WUN 3aBEPLLEHWIO CeaHCa Noc/fie YCTaHOB/IEHHOro BpeMeHu Ge3fenTenb-
HOCTW. & K N0Mb30BaTeNt0 — N0 BO3MOXHOCTU MHULMUPOBATb OTKNtOUeHWe (610KMpoBaHue) TepMuHana. T8 BO3-
BpalleHus TepMuUHana B aKTWBHOE COCTOSIHWE Heo6X04MMO, YTOObl NPOM3OLN0 COObITHE, CReLnduLMpoBaHHoe as-
Topom [13/36. Hanpumep MoBTOpHaA ayTeHTU(UKaLMA MONb30BATENS.

Monb3oBaTenb cuuTaeTcs 6e3feiCTBYHOLMM, €CAM OH HUKAK HC Bo3gelicTBoBan Ha OO B TeUYeHWe HEKOTOPOro
nepuoja BpeMeHu.

ABTOpy M3/36 cnegyeTt yyecTb, TpebyeTcs M Npueaekatb KOMNOHeHT FTP TPR. 1«/loBepeHHbI MapLupyT». B
3TOM C/lyyae cneflyeT yepes onepauuio komnoHeHTa FTP_TPR.l nogknounts QyHKLMIO «6N0KMPOBaHME CeaHca».

FTA_SSL.l BnokupoBaHue ceaHca, vHULMMpoBaHHoe PBO

3ameyaHus Mo NPUMEHEHUIO ANs MOb30BaTeNs

KomnoHeHT FTA_SSL.| npegoctaBnser 5O BO3MOXHOCTbL 6/10KMPOBATb CeaHC MO/b30BaTeNS MO UCTEUEHWM
3alaHHOro nepvoja BpemMeHn. BnokvnpoBaHue TepMUHana NPekpaTuio Bbl Bee fanbHelwne AeiicT BUS B JaHHOM CeaH-
Ce C WUCMOnb30BaHMeM 3a6/I0KMPOBAHHOIO TepMUHana.

Ecnmn Ha ycTpoiicTBe 0TOGpaXKeHUs nepe3anicbiBaeTca MH(OPMaLLMs, coaepxaHve 3ameLLatolleld nHhopmaLmm
HC 0643aTeNbHO CTAaTMYHO (HanpumMep, paspeLLaeTcs UCMNOMb30BaTb «XPaHUTE/b 3KpaHay).

3TOT KOMMNOHEHT No3BonseT aBTopy M3/36 cneunduympoBaTth cO6bITUS, 4e60KMPYIOLLME CceaHC. 3TN COBLITUA
MOryT 6bITb CBA3aHbl ¢ TepMUHanOM (Hanpumep, Habop yCTaHOBMEHHOV MOCMeA0BaTeNbHOCTU CUMBOJIOB Ansa Pas-
610KMpOBaHUA ceaHca), C NOMb30BaTeNeM (HampuMep, ero MoOBTOpPHas ayTeHTU(MKALWSA) WU CO BPEMEHEM.

Onepuumn

Ha3HaueHune

B FI'A_SSL.1.1 aBTopy M3/36 cnegyeT cneuuguLmpoBaT MHTepBan Ge3nelicTBIS NOMb30BATENS, MO UCTEYEHUN
KOTOpOro npousoigeT 610kupoBaHne ceaHca. IMpu xenaHun astop M3/36 MOXeT MCMNONb30BaTh AaHHYIO OMepauuio,
4T06bI BO3M0XWTH ONpefeNieH e NHTepBana BPeMeHY Ha YNOMHOMOYEHHOMo agMUHMCTpaTopa UM nonb3osarens. PyHK-
v ynpaeneHus B knacce FMT moryT cneuntuLmMpoBaTb BO3MOXHOCTb MOAVU(UKALMN 3TOF0 MHTepBa/a, 3afaBas ero
3HayYeHWe Mo YMONYaHuo.

B FTA_SSL.1.2 asTopy H3/3B cnegyeT cneuuuuuposatb CO6bITME UM COBLITWS, KOTOPbIE MPOMCXOAUNMN Obl
[0 pa3bnokMpoBaHMs ceaHca. [MpuMepbl TakuX COBLITWIA: «MOBTOPHasA ayTeHTU(MKaLUs MNOoMb30BaTeNs» WA «BBOA
nonb3oBaTenem C KnaBuaTypbl Ae6/0KMPYIOLLEeil nocnef0BaTelbHOCTA CUMBOJIOBY.

FTA_SSL.2 BnokupoBaHue, MHULMUPOBAHHOE MOoNb30BaTenemM

3ameyaHua Mo NPUMEHEHWUIO AN Nosb3oBaTeNs

KomnoHeHT FTA SSL.2 npegocTaBnseT ynolHOMOYEHHOMY M0Mb30BaTENO BO3MOXHOCTb 6/10KMpOBaTh U Aeb-
NOKMPOBaTb CBOV COBCTBEHHbIA TepMMHan. STO NpesocTaBuno Gbl YNONHOMOYEHHbBIM MO/b30BATENAM BO3MOXHOCTb
af(heKTNBHO 6/IOKMPOBATH CBOW CeaHCbl 6e3 HEO6XOAMMOCTMN VX 3aBepLUEHNS.

Ecnmn Ha ycTpoiicTBe 0TOOpaXKkeHUs nepes3anncbiBaeTca WH(OpPMaLLMS, cogepxaHne 3aMeLLatoLeil nHhopmaLum
HC 06M3aTeNlbHO CTaTUYHO (HanpumMep, pa3speluaeTcsl MCMNOMb30BaTb «XPaHUTE/b 3KpaHay).

Onepavuu

Ha3HaueHue

B FrA_SSL.2.2 asTopy M3/3b cnegyeT cneynduumposatb cobbITME UK COBLITWA, KOTOPbIE MPOUCXOAUNN Bbl
[0 pa3bnoKMpoBaHUA ceaHca. [Mpumepbl TaKMX COBBLITUIA: «NOBTOPHAsA ayTeHTU(MKALIMA NOMb30BATENS» WA «BBOA MOJb30-
BaTefleM C KnaBMaTypbl fe6nokupytoLLell NocnefoBaTesbHOCTU CYMBOMOBY.

FTA_SSL.3 3aBepLueHue, nHuuumposaHHoe ®b0

3ameyaHus Mo NMPUMEHEHUIO AN Monb30BaTens

KomnoHeHT FTA_SSL.3 cogepXuT TpeboBaHue, UTobbl B0 3aBepLUMIN MHTEPAKTUBHbIA CeaHC Noib3oBaTe-
NS Mocne yCTaHOBNEHHOrO nepuofja ero 6e3aencTeus.

AsTopy M3/3b cneflyeT y4yecTb, YTO CeaHC MOXET NPOAO/KATLCA W MOCMe TOro, Kak Mosb30BaTe/lb OKOHYMN
aKTVBHble AeiiCTBMSA, Hanpumep B BuAe (HOHOBOrO BbINOMHeHMA. [laHHOe TpeboBaHWe HanpasieHO Ha 3aBepLueHue
3TOro )OHOBOrO Cy6bekTa mocne nepuoja 6esneiicTBMA Monb30BaTeNs, HE3aBUCMMO OT cTaTyca Cy6beKkTa.

Onepauuu

HasHaueHune

B FTA_SSL.3.1 aBTopy M3/36 cnegyeT cneuuguLmpoBaT MHTepBan Ge3neiicTBrS NOMb30BATENS, MO UCTEYEHUN
KOTOPOro MpousoiigeT 61okMpoBaHue ceaHca. Ipu xenaHun asTop M3/36 MOXET MCNONb30BaThL OMEepaLumio HasHaue-
HUSA, 4YTOOblI BO3MOXWTL OMpefeneHrie UHTepBaia BPeMEHW Ha YMONHOMOYEHHOrO afMUHUCTpaTOpa WAM MoMb3oBaTens.
PyHKUMW ynpasneHns B Knacce FMT MOryT crieHH(HLUMPOBaTb BOSMOXHOCTb MOAVGMKALMW 3TOF0 HTEpBana, 3afasas
ero 3HaueHue no ymo.T4aHuIo.

M.4 MpegynpexzaeHus nepes npegoctaBneHvem goctyna k OO (FTA_TAB)

TpebosaHus gocTyna k OO npegycmatpusatoT ns OO BO3MOXHOCTb elle 10 MAEHTU(hUKALUN 1 ayTEHTUDKKa-
LMK 0TO6Pa3nTb 4N1A NOTeHLMaNbHbIX NoNb3oBaTenel nNpegynpexpiatollee coobLieHne 0THOCUTENbHO XapakTepa uc-
nonb3osaHua OO.

156



FOCT P NCO/M3K 15408-2-2002

FTAJTAB. 1 MpegynpexaeHnus no yMoNnyaHuio nepes npegocrasneHnem goctyna K 00

KomnoHeHT FTA_TAB.| cogepXuT TpeboBaHMe Hannuns NpeaynpeXAatoLlero coobLieHns 0 HeCaHKLNOHHU-
poBaHHOM ucnonb3oBaHun OO. AsTop M3/36 MOXeT YyTOYHUTL 3TO TpeboBaHVe C Liebio 3adaHna NpeaynpexaeHns
Mo YMOM4aHuIo.

11.5 Uctopusa goctyna k OO (FTAJTAH)

CewmeliictBo FTA_TAH onpegenseT Tpe6oBaHua K PbO Mo 0TO6PaXeHNO 4718 MONb30BaTENs, NPU YCMELIHOM
OTKPLITUW CeaHca, UCTOPUM HeyCreLlHbIX MOMbITOK NoAYyYMUTb AOCTYN OT MMEHM 3TOro Nosb3oBatend. 3Ta UCTOPUA
MOXET cofepXaTb AaTy, Bpems, CpeAcTBa [OCTyna W MopT NocfiefHero ycnewHoro goctyna K 00, a Takxe 4ucnio
HeycneLLHbIX NoNbITOK AocTyna k OO nocfie NOCNeAHero YCnewHoro 4ocTyna naeHTUGULMPOBaHHOI NO/b30BaTeNs.

FTAJTAH. 1 WcTtopusa goctyna kK OO

KomnoHeHT FTAJTAH.1 MOXeT npefocTaBuTb YMOJHOMOYEHHbIM M0/1b30BaTENAM WUH(OPMALMIO O BO3MOX-
HOM 3710yNOTPe6IeHNN UX YHETHBIMW [aHHbIMU.

OTOT KOXMIOHCHT COAEPXUT TpeboBaHMe NpefocTaBneHns MHpopMaLMm nonb3osatento. CnedyeT npefjocTaBuTh
Mob30BaTeN0 BO3MOXHOCTbL NPOCMOTPETL MH(POPMALMIO, HO HC 3aCTaB/IATL ero fenars 370. Vpn xenaHuu nonb3osa-
Te/lb MOXET, Hanpumep, co3faTb KOMaHAHbIA (ain ans MrHopupoBaHnUs 3TOM MHGOpPMaLUnN 1 nepexoda K nocnegy-
HOLLWX) AelAiCTBUAM.

Onepauyn

Bbibop

B FTATAIIL 1.1 asTopy '13/3b cnefyet Bbl6paTh aTpnbyThl Ge «0nacHOCTU MOCNEAHEr0 YCMeLHOro OTKPbITUS
ceaHca, KoTopble 6yAyT MoKa3aHbl Yepe3 Nonb30BaTeNbCKMA UHTepdelic. K aTum aTpnbyTam OTHOCATCS: faTa, Bpems,
MeTof, AocTyna (Hanpvmep, MPOTOKOJ Mepechbiiku (aiifioB) W/HAH MecTo gocTyna (Hanpumep, TepMuHan 50).

B FTA TAH.1.2 aBtopy M3/3b cnepyeT Bbl6paTb aTpubyTbl 6€30MacHOCTM MOCneAHel HeyCrneLHoW MomnbITKK
OTKPbITKS CeaHca, KoTopble byAyT NMokasaHbl Yepes No/b3oBaTensCkuii HTepdeiic. K atum atpnbyTtam oTHOCATCA: Aata,
BpeMs MeTof focTyna (Hampumep, NPOTOKON MepecbisikM (aiinoB) n/mnm MecTo foctyna (Hanpumep, TepMuHan 50).

11.6 OTkpbITHE ceaHca ¢ OO (FTAJTSE)

CewmeiicTBo FTA_TSE onpegenset Tpe60oBaHWA HO 3anpeLleHunio nofb3oBaTensimM OTKpbITUM ceaHca ¢ OO Ha
OCHOBE TakuX aTpubyToB, KaK MEecTO AW NOpT JocTyna, aTpubyTbl 6e30MacHOCTM Nonb3oBaTens (Hanpumep, UieH-
TUduKaTopa. ypoBHS [OMNYCKa, YPOBHS LLENOCTHOCTU, NPUHAA/IEXHOCTU K PONN), UHTepBasbl BpemMeHu (Hanpumep,
BpeMs CYTOK, feHb Heflenu, KaleHAapHble AaTbl) WUAW coYeTaHWsd MapameTpos.

3amevaHus 19 Mofib3oBaTens

3ro cemeiicTBO nNpegocTasnseT aBTopy M3/36 BO3MOXHOCTb CMeHU(UUMPOBaTL Tpe6oBaHUA K ®BO ¢ Lenbio
YCTaHOBUTb OrpaHNYeHNs Ha CNOCOBHOCTb YNONHOXIOUYEHHOMO MoMb30oBaTeNs OTKpbIBaTh ceaHe ¢ OO. NaeHTuduka-
L{MA COOTBETCTBYIOLLMX OrpaHNYeHNA MOXeT BbITb BbINOMHEHA C NPUMEHEHNEM OMepaHuK Bbibopa. Mpumepamu aTpu-
OYTOB. KOTOPbIE MOXHO MCMOMb30BaTb AN YCTAHOBKM OrPaHUYeHWUid Ha OTKPbITWE ceaHca, ABAAITCA ChegytoLpe.

a) MecTo gocTyna, KOTOpOe MOXET WCMO/Mb30BaTbCA f/19 OrpaHNyeHns CnocobHOCTM MoMb3oBaTens OTKpPbI-
BaTb aKTMBHbIN ceaHc ¢ OO Ha OCHOBE MecTa pacrnofioKeHWs Mo/b3oBaTens WA nopta focTyna. 3Ta BO3MOXHOCTb
0COGEHHO PEKOMEHAYeTCH NPU UCMONb30BaHUN TeNeOHHbIX MMHUI UK CeTeBbIX CPEACTB.

6) ATpnbyTbl 6e30NacHOCTW MoMb3oBaTens. Hanpumep, 3anpeTuTb OTKPbITME Cea33ca MOXHO Ha OCHOBE Nt060-
ro U3 cnegytoLnx arpubyTos NonbL30BaTenNs:

- nfeHTudmkaTop:

- YPOBEHb LJ0MYCKa;

- YPOBEHb HPaB Ha MOAWNMMNKALMIO AaHHbIX (YPOBEHb LIENIOCTHOCTW);

- NMPUHaAIeXHOCTb K PONN.

3Ta BO3MOXHOCTb 0CO6EHHO NPUMEHMMA B Cly4ae, Korfa aBTopu3aLma Uan BXOL, MOXET MPONCXOAUTL HC B TOM
MecTe, Tfie BbIMO/HAETCA nposepka goctyna K OO.

B) Bpems focTyna MOXET MCMOMb30BaTLCA AN OrpaHUYeHNs BO3MOXHOCTY MOb30BaTeNS OTKPbITb aKTUBHBbIIA
ceaHc ¢ OO Ha OCHOBe MHTepBasoB BpeMeHW. Hanpumep, orpaHn4eHns MOryT OblTb OCHOBaHbl Ha BPEMEHW CYTOK,
[iHe Heflenu, KaseHAapHbIX AaTax. OTo orpaHMyeHmne NpefoCcTaBnseT onpefeNeHHY0 3aluTy OT eficTBUI Nonb3oBaTe-
NS B TO BPeMs, KOrfa MOryT HC MPUMEHSATLCA HEobXoAWMble NpoLefypHble Mepbl UKW MOHUTOPUHT.

FTAJTSE. 1 OTkpbITHE ceaHca ¢ OO

Onepaumm

Ha3HaueHune

B FTAJTSE. 1.1 aBTopy IM3/36 cnegyet cneyuduumpoBaTb aTpubyThbl, KOTOPbIE MOFYT ObITb MCMONb30BaHbI A5
OrpaHMyeHns OTKPbITUA ceaHca. [Mpumepbl BO3MOXHbIX aTpubyToB: WAEHTU(DMKATOP NOMb30BaTENS, MECTO AocTyna
(Hanpumep, He C yaaneHHOro TepMUHana), Bpemsa AocTyna (HampyMep, HeypouHoe), MeTog aocTyna (Hanpumep, X -TRTK).
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MPNNOXEHWE M
(cnpaBoyHOE)

[JoBepeHHbIiA MapLupyT/kaHan (FTP)

Monb3oBaTensM 4acto Heo6XOAMMO BbINOMHATL CBOM (DYHKL MW, HEMOCPeACTBEHHO B3aumogeiicTeys ¢ ®BO.
JloBepeHHbIii MapLupyT o6ecneyrBaeT YBEPEHHOCTb B TOM. YTO NO/bIOBATCAb B3aWMOAECTBYET HenocpeACTBEHHO C
®BO He3aBMCMMO OT MecTa CBOEro pacnofiokeHun. OTBET NONb30BaTeNs Yepe3 [OBEPEHHbI MapLIpyT rapaHTUPYeT,
4TO HefJ0BEPEHHbIE MPUNOXEHMA HC CMOTYT NepexsaTuTb UM MoAUDULMPOBaTL CO06LLEHNe nonb3oBaTens. Co ceoeli
CTOPOHbI, JOBEPEHHbIE KaHa/bl BAAIOTCA O4HWUM U3 cnoco6oB 6e3onacHoii cBa3n Mexay ®BO U1 yaaneHHbIMKU Npo-
nyktammn UT.

Ha pucyHke 1.2 nokasaHbl B3aMMOOTHOLLEHMA MEXAY PasfMUYHbIMKU TUNamMy nepefiayn coobLLeHUIA, KOTopble
MoryT nmeTb Mecto B0 0 mnnm B cett u3 OO 1 BHewHUX 06beKTOB VT (To ecTb BHyTpeHHMe nepegaun OO. nepegaumn
mexgy ®bO. HmnopT/akcuopT ns/e OAP), 1 pasnnyHble (GOpPMbl AOBEPEHHBIX MapLUPYTOB U KaHanoB.

OTCyTCTBME [JOBEPEHHOIO MapLipyTa MOXeT MPUBECTU K HapyLUeHWAM YyyeTa WAW yrpaseHWs LOCTYNOM B
cpedax ¢ HefloBapeHHbIMU MPUNOXKEHUAMU. DTU MPUNOXKEHUN MOTYT NepexBaTuTb NPUBATHYIO MH(OPMaLM0 N0Nb30-
BaTeNA. Takylo Kak naponu, v BbigasBaTb cebs 3a ApPYrvx mosnb3oBaTeniedd, UCMoNb3ya 3Ty MHGopmaunto. Kak cneg-
CTBMeE. OTBETCTBEHHOCTb 3a NI06ble [Ee/iCTBUA B CUCTEME HC MOXET OblTb HaZEXHO CBSA3aHa C YYNTbIBAEMbIMU CYLLHO-
cTammn. Kpoxtc Toro, ata MpUIOXKEHUS MOTYT BbIBOAWTb OLIMOOYHYIO MHOPMALMIO Ha AUCNNEN HC NOLO3PEeBAKOLLMX
06 3TOM MO/b30BaTeNe, YTO MOXKET NPUBECTU K OLUIMGOYHLIM AeMCTBMAM NONb30BaTeNed W. Kak CNeACcTBUE, K Hapy-
LeHno 6e30NacHoCTy.

[exkomno3nuua knacca FTP Ha cocTaBnaioLme CTO KOMMNOHEHTLI NpUBEAeHa Ha pucyHke I1.1.

KraccFTP: BupaHLw i mMapLipyt/
AN

FTPJTC [oBepeHHbIin kaHannepeaHu
HeBog ®BO0 1

FTP_TRP [joBepeHHbIi MBPUpYT

PucyHok M.1 — [lekomno3uums Knacca «[0oBepeHHbIi MapLupyT/kaHan™

11.1 loBepeHHbI kaHan nepefaun mexay @60 (FTP ITC)

CemeiictBo TTP_1TC onpegenseT npasuia CO3faHNs COeAMHEHUS Yepe3 [OBEPeHHbI KaHan mexay PbO u
APYTMMU fOBEPEeHHbIMU NpodyKTamu T ans BbINOAHEHUS onepauuii, KPUTUYHBLIX A1 6€30MacHOCTU, MeXAy npo-
ayktamu. TprMepom Takoi KpUTUYHOM Ans 6e30macHOCTY onepaLumn ABnseTcs 06HOBNEHME 6a3bl JaHHbIX ayTeHTH-
thukaumn ®bO nocpefcTBOM Nepefayn AaHHbIX OT AOBEPEHHO MPOAYKTa, (DYHKLMeA KOTOpOoro ABNSETCA Hakonme-
HVe flaHHbIX ayauTa.

FTP_ITC.| JoBepeHHbIli kaHan nepegaun Mexgy ®bO

3ameyaHns No NPUMEHEHWIO NOMb30BATENHO

KomnoHeHT I'TP_1TC.1 cnepyeT ncnonb3oBath, KOrga TpebyeTcs AOBEpeHHbIN KaHan nepefayn mexay ®60 u
yfaneHHbIM JOBEPEHHbIM MpoAyKToM WT.

Onepauuu

Bbibop

B FTP_ITC.1.2 aBTopy M3/3E cnepyeT cneunguLmnpoBaTth, JOMKHbI M NoKabHble @ B0, yaaneHHbI JOBEpeH-
HbIli NponykT UT oH 06a MMeTb BO3MOXHOCTb WHULMMPOBATL AOBEPEHHbIV KaHas.

Has3HaueHue

B FTPITC. 1.3 asTopy M3/36 cneayet cneuutuumpoBats QYHKLUW, ANS KOTOPbIX TPebyeTcs [OBEPeHHbIN Ka-
Han. K Takum (hyHKUMAM MOTYT OTHOCMTBCA Nepefayda aTpubyToB 6e30MacHOCTU Nonb3oBartens, CybbcKTa H/HMH 06bek-
Ta H obecreyeHne cornacoBaHHOCTU AaHHbIX ®BO.

.2 OoBepeHHblii MaplpyT (FTP_TRP)

CewmeiictBo FTP_TRP onpegenset Tpeb0BaHWS YCTAHOBKM U MOAAEPXaHWUN [OBEPEHHON CBA3N MeXAY N0b30-
BaTenamMn n ®EO. [loBepeHHbI MapLupyT MOXeT NoTpeboBaTbCs A1 Nt060ro cBA3aHHOK ¢ 6e30MacHOCTbI0 B3aUMO-
pelictBus. O6MeH MO [OBEPEHHOMY MapLUpPYTy MOXET 6bITb MHUMMWMPOBaM MOMb30BATENEM MPY B3aMMOAEWCTBUM C
PBO nm xe camn ®BO MOTYT YCTaHOBUTL CBA3b C NMOJIb30BATENIEM MO [JOBEPEHHOMY MapLLPYTY.

FTP TRP.1 [loBepeHHbIi MapLipyT

3ameyaHus Mo NMPUMEHEHUIO NOJb30BATENHO
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KomnoHeHT FTP_TRP.I cnegyeT ncnonb3oBatb. Korja TpebyeTcsa [OBEPeHHAs CBSA3b MEXAY NONb30BaTeNeM H

®BO Kak A4na Leneit HauanbHoli ayTeHTUUKALUK, Tak 1 415 4ONONHUTENbHO CNEMN(HHUPOBAHHBIX AeCTBUIA NOMb30-
Barens.

Onepauuu

Bbi6op

B FPI' TRP.1.1 aBtopy M3/3E cnegyeT cneunduumMpoBaTb HEO6XOAMMO M NPESOCTaBNATH AOBEPEHHbIN MapLL-
PYT yAaneHHbIM H/WIH NOKa/IbHbIM M0/b30BATENAM.

B FTP_TRP.1.2 asTopy M3/36 cnegyeT cneyuduympoBaTtb, KOMy NpesocTaBnsTh BO3MOXHOCTb MHWLMPOBATb
[0BepeHHbI MappyT: ®BO, noKanbHbIM NOMb30BaTENAM U/HAN yAaNeHHbIM MONb30BATENAM.

BFTP TRP.1.3 aTopy 3/3B cnegyeT cneuuduLmpoBaTh CNOMb30BaTh J/IH JOBEPEHHbIV MapLUpYT AN Havab-
HOVi ay3eHrMMKannH Nonb3oBaTens H/MAH AN ApYrvX cneuutnLMpPOBaHHbIX YCayT.

Ha3HaueHue

B PTR_TRP.1.3 asTopy M3/36 cnefyer uncutugumumnposasb Apyrue ycnyra, Ans KOTopbIX TpebyeTca [OBepeH-
HbIl MapLUPYT, €CAn Takune npejnonaratoTcs.
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