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FOCT 33397—2015

MNpepgnucnoBne

Lienn, oCHOBHble MPUHLUUNLI 1 06WMe npasuna NpoBefeHUs paboT No MeXrocyAapCcTBEHHONW cTaHgap-
Tn3aunm yctaHosneHol TOCT 1.0 «MexrocygapcTBeHHaa cucrema craHgaptnsaunm. OCHOBHbIE MOJTOXEHNA»
n rOCT 1.2 «MexrocygapcTBeHHaa cucrema craHgaptusaunn. CtaHgapTbl MexXrocygapcTBeHHble, npasuna

M pekoMeHZauuu Nno MexrocyAapcTBeHHON cTaHgapTusauuu. Mpaeuna pas3paboTku, NPUHATUS, OGHOBEHUS
N OTMEHbI»

CBefeHuA o cTaHaapTe

1 NOArOTOB/EH ®epepanbHbiM rocygapCTBEHHbIM YHUTAPHLIM NpeanpuaTueM «Bcepoccuincknin Ha-
YUYHO-MCCNen0BaTeNbCKNii MHCTUTYT CTaHA4apTusaumum nceptudukaymm B MalwnHocTpoeHnn» («BHUMHMALL »)
nO6LWecTBOM COrpaHMYeHHON OTBETCTBEHHOCTbLIO «TpaHcTeneKom-BunsHec» (OO0 «TpaHcTeneKom-bBusHec»)

2 BHECEH MexrocygapCTtBeHHbIM TEXHUYECKMM KOMUTETOM no cTtaHgaptusaunm MTK 524 «XKenesHo-
LOPOXHbIA TpaHCNOPT»

3 MPUHAT MexrocygapcTBeHHbIM COBETOM MO cTaHAapTusauum, meTponorum u ceptudukaumm (npo-
Tokon oT 22 mnona 2015 r. Ne 78-M)

3a nNpuHATUE cTaHgapTa NporosiocoBasin:

KpaTKoe HanMmeHoBaHne CTpaHbl KO,EI, CTpaHbl COKpaLLI'eHHOB HanMmeHoBaHMe HalMOoHa/lIbHOro opraHa
no MK (MCO 3166) 004—97 no MK (MCO 3166) 004—97 no cTaHgapTmsaummn
AzepbaiipkaH AZ AscTaHaapT
ApMeHus AM MuH3aKoHOMUKM Pecny6nvkn ApMeHns
Benapycb BY locctaHgapT Pecnybnvkn Benapycb
Knprusnsa KG KblpreisctaHgapT
Poccua RU [occTtaHpgapT
TamxmkicTaH TJ TamxukcTaHgapT

4 Tpuka3zom PefepanbHOro areHTCTBa N0 TEXHUYECKOMY PErysimpoBaHuo U MeTposiornn ot 16 okTsab6ps
2015 . Ne 1565-cT mexrocyaapcTBeHHbli cTaHgapT FOCT 33397—2015 BBeAeH B AeCTBME B Ka4YecTBe Ha-
uMoHanbHoro ctaHgapta Poccuiickoin degepauynm ¢ 1 nwoHa 2016 .

5 HacTtoswwuin ctaHfapT NOArOTOB/AEH HAa OCHOBe nMpumeHeHus TOCT P 54957—20121)
6 BBEJEH BIEPBbIE

7 NMEPEVW3JAHUNE. CeHTabpb 2019 r.

1) MNpukasom degepasibHOro areHTCTBa MO TEXHUYECKOMY PEerynpoBaHunio U Metponorum ot 16 oktsabpsa 2015 r.
Ne 1565-CcT HauuoHasbHbIl cTaHaapT FTOCT P 54957—2012 otmeHeH ¢ 1 nioHsA 2016 T.
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NHdopMaumna o BBeeHUN B AeidcTBMe (NpekpaweHun gelicTBuUs) HaCcTOSWEro cTaHgapra u usme-
HEHUI K HEMY HAa TEeppUTOPUMN YKa3aHHbIX Bbllle rocyfapcTB Nyb6/nMKyeTCsA B ykazaTensax HaunoHas bHbIX
cTaHfapTOB, M3gaBaeMblX B 3TUX rocyjapcTBax, a Takke B ceTu VIHTepHeT Ha caliTax coOOTBeTCTBY-
IOLWMX HaUMOHAaNbHbIX OPraHoB Mo cTaHgapTusauum.

B cnyyae nepecmoTpa, U3MEHEHWUSI NN OTMEHbl HACTOALWEro cTaHgapTa cooTBeTCTBYyWasa UH-
dopmaymsa 6ygeT onyb6smMKoBaHa Ha opuuManbHOM MHTEPHeT-caiiTe MexrocygapcTBEHHOIO coBeTa no
cTaHjapTu3auum, MeTponorun n ceprTudukaumm B KaTanore «MexrocyfapcTBEHHbIe cCTaHAap Thi»

© CtaHgapTuHdopm, odpopmaeHne, 2016, 2019

B Poccuiickoii ®efepalny HACTOSAWMIA cTaHAapT He MOXET 6biTb MOJIHOCTbIO WK
YacTMYHO BOCMPOM3BEAEH, TUPAXMPOBAH M pacnpocTpaHeH B KayecTBe oguLMUabHOTO

n3gaHus 6e3 paspelleHns denepanbHOrO areHTCTBa N0 TEXHUUYECKOMY PeryinpoBaHuio
U MeTposioruun
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Tpe6oBaHusi No o6ecneyeHnio 6e30MNaCHOCTU CPEJCTB, CUCTEM U ceTeil
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5.1 Tpe6oBaHusi No o6ecrneyeHn0 6€30NacHOCTU Ha YPOBHE MH(PACTPYKTYPbI XENe3HOA0POXHOA
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5.2 Tpe6oBaHnsa no ob6ecnevyeHnto 6€30NacHOCTM Ha TPAHCNOPTHOM U PYHKLMOHANbHOM YPOBHSAX
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6.1 Tpe6oBaHUsl K>XeNe3HOA0POXHON 3/1eKTPOCBSA3M No o6ecneveHnto 6e30NacHoOro ABMKEHNS
)Xe/1e3HOJ0POXHOT0 NOABUXHOIO COCTaBa C YCTAHOBMIEHHON CKOPOCTbIO Y MUHUMAJ/IbHBIM

MHTEPBAJTIOM CITEAO0BAHMA ... et et a et a e aaes

6.2 Tpe6oBaHUs K>XeNe3HOA0POXHON 3/1eKTPOCBS3M N0 06ecneyeHnto MOHUTOPMHIa NapaMeTpoB
(pYHKLMOHNPOBAHNA U UHTErPUPOBAHHOIO YNpaB/ieHUs TEXHONOMMYECKOW CeTbl0 CBSA3M
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6.3 Tpe6oBaHMs COBMECTMMOCTU NOACUCTEMbI XeJIe3HOA0POXHOW 3NEKTPOCBA3N C APYrMMU
nogcmcTeMamMmu UHPacTPYKTypbl XeNe3HO40POXHOTO TPAHCNoPTa W XEeNe3HOLOPOXHbIM
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6.4 Tpe6oBaHMs MO COXPaHEHN paBGoTOCNOCOGHOIO COCTOSIHNSA Xele3HOA0POXHOW 3N1EeKTPOCBA3N

BO BCEX NMPEeAYCMOTPEHHbIX NPV NMPOEKTUPOBAHUMN YC/IOBUSIX U peXnmax B TeyeHue

YCTaHOBJ/1IEHHbLIX CPOKOB CJ1 y)K6 Bl e
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M E X T OCVY A4 APG CTUBEHH b 1 CTAHAOAPT

XENE3HOAOPOXHAA SJIEKTPOCBA3b

O6uue TpeboBaHUSA 6e30MacHOCTH

Railway telecommunications. General safety requirements

Jdarta BBegeHus — 2016—06—01

1 O6nacTtb NpUMeHeHnsA

HacToswunii cTaHaapT pacnpocTpaHAaeTcsl Ha CPefcTBa, CUCTEMbI, CETU U PECYPChbl XeNne3HOoL0POXHOMA
3/1EKTPOCBA3N M ycTaHaBnMBaeT obwme TpeboBaHMsA 6e30MacHOCTM B 06/1aCTU Xee3HO40PO0XHON 31eKTPo-
CBA3N.

2 HopmaTnBHbIE CCbI/IKM

B HacTosAlWwem cTaHAapTe UCNosb30BaHbl HOPMAaTUBHbLIE CCbINIKUM Ha cneaylolmne ctaHgapThbl:

FOCT 30804.4.2 (M3K 61000-4-2:2008) CoBMeCTUMOCTb TEXHUYECKUX CPEefcTB 3/IeKTpOMarHuTHas.
YCTONUMBOCTb K anieKTpocTatnyecknm paspsgam. TpeboBaHUSa U MeTOAbl UCTbITaHWIA

FOCT 30804.4.3 (M3K 61000-4-3:2006) CoBMECTMMOCTb TEXHUYECKUX CPEACTB 3/eKTpOMarHutHas.
YCTOWYMBOCTb K paAnMo4acTOTHOMY 3/1eKTPOMarHuTHOMY nost. Tpeb6oBaHMa U MeToAbl UCNbITAHU

FOCT 30804.4.4 (M3K 61000-4-4:2004) COBMECTUMOCTb TEXHUYECKUX CPeACTB 3/IeKTPOMarHuTHas.
YCTOWYMBOCTb K HAHOCEKYHHbIM UMMNY/IbCHbIM NoMexam. TpeboBaHWsA U MeTOoAbl UCMbITAHWU

FOCT 30804.4.5 (M3K 61000-4-5:2005)1) CoBMECTUMOCTb TEXHUYECKUX CPEACTB 3/IeKTpOMarHuTHas.
YCTONUYMBOCTb K MUKPOCEKYHAHbIM MMMY/bCHBIM NoMexam 60Mblioi aHeprun. TpeboBaHUA U MeToAbl UCMbI-
TaHui

FOCT 30804.4.6—2002 (M3K 61000-4-6:2008)2) CoBMECTUMOCTb TEXHUYECKUX CPEeACTB 3aJieKTpomar-
HUTHasA. YCTONUYMBOCTb K KOHAYKTUBHbLIM NOMeXaM, HaBeAEeHHbIM pPafMovyacTOTHbIMU 31E€KTPOMAarHUTHbIMK NO-
namu. Tpe6oBaHnA 1 MeTOAbl UCNbITAHWI

FOCT 30804.4.11—2013 (M3K 61000-4-11:2004) CoBMeCTUMOCTb TEXHUYECKUX CPeACTB ajsiekTpomar-
HUTHasA. YCTOMWUYMBOCTb K MpoBasaM, KpaTKOBPEMEHHbIM NPEPbIBAHUAM U U3MEHEHUAM HanpsHXXeHUs 3NeKTpo-
nutaHunsa. TpeboBaHUS U MeToAbl UCMbITAHNA

MpumeyaHune — Mpn NOML30BAHUM HACTOSILLMM CTaHAAPTOM Liesiecoobpa3Ho NpOBEPUTL AENCTBME CCbLIOY-
HbIX CTaHAAPTOB U KfaccumKaTopoB Ha OMLMasIbHOM WHTEPHET-caiiTe MeXrocyapCTBEHHOrO coBeTa Mo CTaHAapTu-
3aummn, MeTposiorMn n cepTudmnkauum (www.easc.by) nam no ykasarensm HauMoHaslbHbIX CTaH4ApTOB, M34aBaeMbIiM B
rocygapcrtBax, ykasaHHbIX B npeaucsiosnn, nnn Ha Od)VILLI/IaJ'IbeIX cantax COOTBETCTBYHOLLNX HaLMOHaU/IbHbIX OPraHoB Mo
cTaHgapTusauun. Ecnm Ha AOKYMEHT AaHa HeAaTupOoBaHHas CCbIfika, TO creayeT UCNob30BaTb AOKYMEHT, AEACTBYOLLMIA
Ha TGKyLLI.VIVI MOMEHT, C Y4eTOM BCeX BHECEHHbIX B HEro n3MeHeHuii. Ecnn 3ameHeH CCblTOYHbIN AOKYMEHT, Ha KOTOprI7I
faHa jatupoBaHHas CCblika, TO CnefdyeT MCMoMb30BaTb YKa3aHHYl0 BEpCuio 3TOro AoKyMeHTa. Ecnv mocne mpuHATUA
HacCTOSILLEro cTaHAapTa B CCbI/TOYHBIV AOKYMEHT, Ha KOTOPbIA AaHa faTVpOBaHHAas CCblfka, BHECEHO M3MeHeHue, 3aTpa-
rmBaloLLiee NosioxeHne, Ha KOTOpoe AaHa CCblka, TO 3TO MOJSIoKEeHVe MPUMEHSieTCA 6e3 yyeTa AaHHOro n3MeHeHus. Ecam
CCbI/10Y4HbIA AOKYMEHT OTMEHEH 6e3 3aMeHbl, TO NOJ1I0XXeHNe, B KOTOPOM AaHa CCbl/lIKka Ha Hero, npumMeHseTcsd B 4actu, He
3aTparuBatoLLei 3Ty CCblKy.

1) B Poccuiickoii ®epepaunm geincteyet NOCT P 51317.4.5—99 (M3K 61000-4-5—95).
2) B Poccuiickoin ®epepaunmn geincteyet FOCT P 51317.4.6—99 (M3K 61000-4-6—96).

M3paHne ocuuymanbHoe
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3 TepMUHbI 1 onpeaeneHvs

B HacTosllweM cTaHfapTe NpMMeHeHbl TepMuHbl No [1], [2], HauMoHabHbIM CTaHgapTam Y HOPMaTUBHbIM
JOKyMeHTaMm, AeliCTBYLWNM Ha TEPPUTOPUM rocygapcTea, NPUHABLLEro ctaHgapTl), a Takke cnegywumne Tep-
MWHbI C COOTBETCTBYHOLMMN ONpeaeneHnsamu:

3.1 Xene3HO[0pPOXKHAaA 3NEeKTPOCBA3bL: J/llobble M3nyyeHus, nepegaya wam npuem 3HakoB, CUrHaNOB,
ros10COBOIN UHopMaLNN, MMCbMEHHOTO TeKCcTa, U3obpaxeHuii, 3ByKOB U coobuieHnin nioboro poga no pa-
avocucteme, NPOBOAHON, ONTUYECKON M APYTMM 3NE€KTPOMArHMTHbIM CMCTeMaM, nNpegHa3HayeHHble Ans opra-
HU3aLun 1 BbINOJIHEHNSA TEXHOMOTMYECKMX NPOLLECCOB Xene3HoA40p0XHOIo TpaHecnopTa.

3.2 nogcuctemMa «xesie3Ho40POXHasA 3/1eKTPOCBA3b»: lMoacucTtema MHAPPACTPYKTYPbl Xesle3Ho40-
POXHOro TpaHcnopTa, cocToswWwasa U3 CpeacTB U COOPYXEHWUI Xene3HO40POXHON 31eKTPOCBA3MN.

3.3 ceTb Xene3HOAOPOXHOM 3NeKTPOCBA3U: TexHosornyeckas cuctema, BK/valwas cpefcrsa u
NNHUKN CBA3W, NpefHa3HavyeHHas AN15 Xene3HOLOPOXHONM 3/1eKTPOCBA3MN.

3.4 cucTtemMa Xesne3HO4OPOXHOM 3/1eKTPOCBsA3N: COBOKYNHOCTb CPEACTB XEe/le3HOA0POXHOW 3/ek-
TPOCBA3M M NOACUCTEM YNpasBieHWUsA, CUHXPOHU3aLUKN, HyMepauun, Tapudurkaumm, curHanmsayum, obecneymn-
Balolas 3N1eKTPOCBA3b ONpeAesnieHHOro Bnaa.

3.5 cpeAcTBa Xene3HOA0POXHOW 3/1eKTPOCBA3U: TexHUYeckne n nporpamMmHble CpeacTBa, UCNosb3y-
emMble AN hopMMpoBaHus, npuema, 06paboTku, XpaHeHus, nepegayn, 4OCTABKW COOOLLEHWNI Xe/Te3HO40POX-
HON 3NeKTpocBA3n, obecneyeHNs PyHKLMOHMPOBAHUSA ceTell XXene3HOL0POXHON 3N1eKTPOCBA3N U OKa3aHUs
yCnyr CBA3WN.

3.6 MHOpPMaLNOHHbIE pecypcbl CeTu [CUCTeMbI] XeNe3HO4O0POXHOW 31eKTPocBA3n: CoBOKyn-
HOCTb XpPaHUMbIX M UCMOMb3YyEMbIX A1 06ecnevyeHnss npoueccoB PYHKLMOHMPOBAHNSA ceTu [cuctemsbl] xenes-
HOLOPOXHOI 3/1eKTPOCBA3M obpabaTbiBaeMbiX U nepegaBaeMblX AaHHbIX, COgepXalnx MHopMaLmno nosb-
30BaTenieil n/unm cuctembl ynpaB/ieHUsa ceTbio [CUCTEMOI] Xene3HO40POXHON 31eKTPOCBA3MN.

3.7 6e30nNacHOCTb UHMPACTPYKTYPbI Xefe3HOA0POXHOro TpaHcnopTta: CocTossHne UHAPPACTPYKTY-
pbl XX€/1e3HOA40POXHOro TpaHcnopTa B LEesioM, onpegensiemoe yepes COCTOSSHWE ero nogcucTem v uUx B3anmmo-
JeicTBne Mexay coboi v Kenes3HoLOPOXHbIM NOABUXHLIM COCTaBOM, NP KOTOPOM OTCYTCTBYET HEeAOonyCcTu-
MbIli PUCK, CBA3AHHbIA C NPUYMHEHMEM BpeAa XM3HW WM 340POBbI0 rpaxgaH, nMmywecTsy U3NYeCcKUX WUan
IPUANYECKUX NUL, TOCYAAapPCTBEHHOMY WU MYyHULUMNANbHOMY MMYLLECTBY; OKpyXallwei cpege, XU3Hu uam
3[,0POBbLI0 XXMNBOTHbIX U pacTeHWiA.

3.8 Xene3HoA0pOXHAasA NIMHUA: TexXHONOorMYecknii KOMNAeKe, BKIYalwmii B ceba )Xenes3Hoa40poXHbIe
nyTW Y Xene3Ho40pOXHble CTaHLMK C NOA0COl 0TBOAA W COBOKYMHOCTb MOJIHYKO WM/IM YaCTUYHO YCTPOMCTB Xe-
Ne3HOA0POXHOr0 3/71eKTPOCHABXKEHNS, XeNe3HOA0POXHON aBTOMATUKA U TeNEeMeXaHWKU, Xene3HoL0POoXHOM
9NeKTPOCBA3M N UHble o6ecneynBarne PyHKLUOHMPOBAHME 3TOr0 KOMMEKCa 3[4aHuns, CTPOEHNS, COOpYyXe-
HWA, ycTpoicTBa 1 obopynoBaHue.

3.9 cb6oii: CaMoycCTpaHALWMIACA 0TKa3 UM OAHOKPATHbIA 0TKas3, yCTpaHWMblli He3HaunTeNbHbIM BMe-
WwaTenbCTBOM oneparopa.

3.10 TpeboBaHMA 6e30nacHOCTU: TpeboBaHUsl, yCTaHOB/IEHHbIE 3aKOHOAATE/IbHBIMU akTaMu, HopMa-
TUBHBbIMW W MPOEKTHbBIMU [AOKYMEeHTaMu, npasuiamu U UHCTPYKLUAMU, BbINOMIHEHME KOTOPbIX o6ecneyuBaeT
6e3onacHble yc/ioBMA (OYHKLMOHMPOBAHUSA CETU XeNe3HOL40P0XHON 31eKTPOCBA3MN.

3.11 aneMeHTbl (PYHKLUNOHa/IbHbIX NOACUCTEM: M34enna U KOHCTPYKLMU, NPUMEHSIEMbIE MPU CTPOU-
TeNbCTBE M MOHTaXe COCTaBHbIX YacTell (PYHKLMOHAIbHbIX MOACUCTEM.

4 O6uime nonoXxeHusi

4.1 Lenn obecnevyeHnss 6e30MaCHOCTU Xe1e3HO40POXHOW 31eKTPOCBA3MN

OcHOBHblE Lenu obecnevyeHnss 6e30MacHOCTM XesTIe3HOA0POXHOW 3NEKTPOCBA3U:

- BOCTVMXEHUE YCTOWUYMBOTO (PYHKLUMOHMPOBAHUS U YCMELIHOTO BbIMOJIHEHNS YCTAHOBJIEHHbIX (UYHKLUIA
cpefAcTBamu, cuctemamu, CeTsIMU XEeNe3HOL0POXHON 3/1eKTPOCBSA3N B YCNO0BUAX BO3MOXHOIO BO3feiCTBUSA
HapylWm1Tens, cNoCOGHOr0 MPUBECTU K HapyLIEHU0 KOH(UAEHLWAbHOCTH, LENOCTHOCTU, AOCTYMHOCTU WAN
noAoTYETHOCTY;

1) B Poccuiickoin ®epepaunn geicteytor TOCT P 50922—2006 «3awmta nHgopmaumm. OCHOBHbIE TEPMUHBI 1
onpegenenus»; FTOCT P 52448—2005 «3awmTta nHdopmaunm. ObecneveHne 6e3onacHoOCTy ceTeli anekTpocesdn. O6-
wve nonoxeHus»; FTOCT P 33889—2016 «32n1eKTpPOCBA3b Xenes3Ho40poXHas. TepMuHbl 1 onpeaeneHmsa».
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- obecneyeHne JOCTYMHOCTM YCNyr CBSI3U, OCOGEHHO YCNYT 3KCTPEHHOTO 06C/YXMBaHUS B Ype3Bbluaii-

HbIX CMTyauusaXx, B TOM YMC/ie U B C/lyyae TEPPOPUCTUUECKMX aKTOB.

4.2 OcHOBHble 334a4un obecrnedeHns 6e30MacHOCTU XXesle3HOA0POXHOW 3/1eKTPOCBSA3U

OcCHOBHble 3aga4n obecneyeHnss 6e30MacHOCTK )KEI'Ie3HO,D,OpO)KHOl7I 3/TEKTPOCBA3N:
- CBOeBpeMEHHOE BbiAB/IEHNE, OUEHKa U NpOrHosmposaHne MCTOYHUKOB Yrpos 6e3onacHocCTH, NPUYNH U

YyCM0BUiA, CNOCOBCTBYHOLWNX HAHECEHMIO yuUlepba, HapPYLWEeHU HOPMasbHOrO PYHKUMOHMPOBAHWA U pPa3BUTUS
CUCTEM W1 ceTeli Xene3HOA0P0XHON 31eKTPOCBA3MK;

CBA3N

- BblAB/1EHNE N YCTpaHEHNe yHSBVIMOCTeVI B cpeactBax, cucreMmax mn cetdax )Ke}'IeSHO,D,OpO)KHOVI 3/1EKTPO-

- npegoTtepauieHune, 06Hapy>KeHV|e yrpos 6e3onacHocCTH, npeceyveHne uUx peannsaunm n ceoespemMeHHas

NMKBnaayuns I'IOC}'Ie,lJ.CTBVII‘/‘I BO3MOXHbIX BOS,D,EVICTBVIVI Hapywutend, B TOM 4Hucnie nTeppopncTtndHeckmnx AeﬁCTBMVI;

- COBEPLUEHCTBOBaHNE NMPUMEHSAEMbIX Mep 06ecrneyeHuns 6e30MacHOCTU XeNe3HO40P0XHOI 3/1eKTPOCBA3N.

4.3 CpefcTtBa, CETU, CUCTEMbI U BUbl XXe/le3HO0POXHOW 3/1EKTPOCBA3N

4.3.1 K>Xene3HoA0pOXHOI 3/1EeKTPOCBA3N OTHOCKT:

- cpefcTBa CBA3W, BbINOJHAKOLWMNE PYHKLUM CUCTEM KOMMYTaLuw;

- CpeficTBa CBA3W, BbINOMHAKOWME QYHKUUN LU POBbLIX TPAHCMNOPTHbLIX CUCTEM;

- cpefcTBa CBA3W, BbINOMHAKOLWME DYHKLUUM CUCTEM YNpaB/ieHUSA U MOHUTOPUHTA,;

- obopygoBaHue, MCnosib3yeMoe A8 yyeTa o6bema okasaHHbIX YC/yr CBA3M B CeTAX CBA3M 06Lero

noNb30BaHUA,

- obopygoBaHue cpefcTB CBsS3W, ob6ecneymBalLwee BbINOSIHEHWE YCTAHOB/IEHHbIX AENCTBUIA Npu NpPo-

BeAeHNNn onepaTtnBHO-PO3bICKHbIX MepOI'IpVIﬂTI/II7I;

CcBA3N

- pagno3NeKTPoOHHbIE CpeacTBa CBA3MN,

- OKOHeYHoe o6opyaoBaHue;

- kabenu cBA3N W INHENHO-KabebHble COOPYXEHUsA CBA3W;

- aHTeHHbl 1 )MaepHble YCTPONCTBA;

- obopyaoBaHue, peanusyoliee AOMNO/HUTENbHbIE CETEBbIE YCNYIW;
- obopypoBaHne 3/1IEKTPONUTAHUA CPEeACTB CBA3W.

4.3.2 K ceTsaM Xene3HoA0pOXHOI 31eKTPOCBA3M OTHOCAT:

- MEPBUYHYIO CETb CBA3M XE/1e3HOL0POXHOro TpaHcnopTa,

- BTOPUYHbIE CETMU XeNe3HO40POXHON 3/1eKTPOCBA3N:

a) ceTb ONepaTMBHO-TEXHO/IOTMYECKON CBA3MN,

6) ceTb 06LETEXHONOITMYECKON TeNledhOHHOM CBA3M,

B) XEe/Ie3HOAOPOXHYI0 TenerpadHy ceTb,

I ceTb nepefayn faHHbIX ONepaTUBHO-TEXHOIOTMYECKOrO Ha3Ha4YeHus,
[) ceTb nepefayn faHHbIX 0OLLETEXHONOIMYECKOro HasHayeHus,

€) ceTb aBTOMATU3MPOBAHHOM AOKYMEHTaNIbHOI CBA3MN,

X) CeTb Xene3Ho40pOXHON paanocBa3un.

M) ceTb TEXHO/IOTMYECKON CNYTHUKOBOI CBA3MN.

4.3.3 K cuctemam, npefHasHauyeHHbIM A8 MOCTPOEHMUA YKa3aHHbIX ceTell Xene3HoLOPOXHON 3/1eKTPo-
, OTHOCAT:

BOJIOKOHHO-OMNTUYECKYI0O CUCTEMY Nepegauu;

cucTemy nepegayu rno Kabesnaw ¢ MeHbIMWU Xunamu;
pagvopeneliHylo cucTteMy nepegauv;

CNYTHUKOBYIO CUCTEMY Mepepauu;

CMCTEMY TEXHO/IOTUYECKO ayano-KOH(epeHL-CBA3N;

CUCTEMY TEXHOJIOTMYECKO BUAEO-KOHEpPEHL-CBA3N;

cUcTeMy AOKYMEHTUPOBAHHON perncrpauum cnyxebHbiX NeperoBopos;
CUCTEMY XeJIe3HOA0POXHOWN pafnoCBa3N;

cucTtemy noesgHol pagnocsssu;

CUCTEMY CTAaHUWOHHON pagmocBAa3u;

CUCTEMY PEMOHTHO-ONepaTuBHOW pajuoCBA3N;

cucTeMy nepegayun gaHHbIX No paguokaHany;

TPAHKWHTOBYIO CUCTEMY TEXHOJIOTMYECKON pagnocBaAsu;
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- CUCTEMY MOHWUTOPWHIA U afMUHUCTPUPOBAHMNSA CETbIO XeNe3HO40POXHON 31eKTPOCBA3N;
- CUCTEeMY TaKTOBOW CeTeBOM CUHXPOHM3aLUuM LN POBOI CETU XEee3HOAOPOXHOW 3NEeKTPOCBA3Y;
- CUCTEMY ONnepaTVBHO-PO3bICKHbIX MEPONPUATUI W1 Ap.

4.3.4 CywecTBYKOT c/iegyole BUAbl XXeNe3HO40POXHON 3N1EeKTPOCBA3N:

- noesgHasa gucnetyepckas;

- noesfHaa MexXcTaHLUWOoHHas;

- MoCTaHuMOoHHas;

- NINHelHo-NyTeBas;

- CTpesioyHas;

- 9HeprogucneTyepckas;

- NeperoHHas;

- CNyxebHasa CBA3b 3/1EKTPOMEXAHUKOB CUTHa/M3aumm, LeHTpannsagum, 6/10KWPOBKA 1 CBA3W;
- MaructpasnbHas;

- [OpPOXHasA;

-A0pOXHasa pacrnopaguTenbHas,

- buneTHo-gucneTyepckas;

- BaroHHo-AucneTyepckas;

- MaHeBpoOBas Aucnertyepckas;

- MecTHas;

-ABYXCTOPOHHAA NapKkoBas;

- ONOBeELEeHNs naccaxmnpos.

4.4 OCHOBHble YA3BUMOCTU, YIrpos3bl

4.4.1 Mpu onpegeneHnn ya3snuMocTell pasnmyaloT 06 bEeKTUBHbIE, CYObEKTMBHbIE U CayYaiiHble:

- 06BEKTMBHbIMM ABNAKTCA YSI3BUMOCTHU, 3aBUCHALLME OT 0COBEHHOCTEN MOCTPOEHUS U TEXHUYECKUX Xa-
pakTepucTuk. MNosiHoe ycTpaHeHue faHHbIX YA3BMMOCTEl HEBO3MOXHO, TEM HE MEHEe OHW MOTYT CYLLeCTBEH-
HO 0CNabnATbCA TEXHUYECKMMU N UHXEHEPHO-TEXHNYECKUMU MeToAamu;

- CyOBbEKTMBHbIMY ABAAKTCA YA3BUMOCTH, 3aBUCALLME OT AENCTBUN COTPYAHUKOB, KOTOPbIE YCTPaHAT-
ca B 60oNblUen YacTn opraHn3aunoHHbIMWU 1 NporpaMMHoO-annapaTHbiMU MeToAamu;

- CNy4YalHbIMX ABASAKOTCA YSI3BMMOCTU, 3aBUCSAULME OT 0COGEHHOCTEl OKpyXxawuwel cpefdbl U Henpepg-
BULEHHbIX 0OCTOATENbLCTB.

4.4.2 Yrpo3oin 6e3onacHoOCTM (OYHKLMOHUPOBAHUSA CPeACTB, CUCTEM U CETEN Xene3HOA0POXHON 3nek-
TPOCBA3M ABMSETCA COBOKYMHOCTb YC/IOBUI M (DAKTOPOB, CO34al0lWmMX NOTEHUNANbHY WM peasibHYl0 onac-
HOCTb HECaHKLUMOHWPOBAHHbIX W/WAW HenpefHAMEpPEHHbIX BO3A4ENCTBUIA Ha WMH(OpPMAaLUOHHbIE PECYpPCbl U
Te/IeKOMMYHUKaLVOHHY COCTaBASAIOLW Y0 XeNe3HOLOPOXHON 3/1eKTPOCBA3N, UTO MOXET NMPUBECTU K HapyLle-
HUIO BbIMOTHAEMbIX UMW (PYHKLMWIA, PUCKY HAHECEHUS UM yuwep6a 1N BOSHUKHOBEHUID Ype3BblYaHbIX CUTYaLNii.

4.4.2.1 AnA pa3paboTkn 1 OocywecTB/eHUsa naaHoB obecneyeHnss 6€30MacHOCTM AO/KHbI ObITb onpege-
NeHbl: KOMBUHauMn yrpos, ysa3sumocTeli, BO34eACTBUIN HApPYLLMTENs U OLEHKa 3aluaemMblX CUCTEM U pecyp-
COB, YTOObI BbipaboTaTb pELWEHNS MO YyCTPAHEHUIOD UAN YMEHbLUEHUIO Yrpo3, YCTPaHEeHWU0 uan ocnabneHuto
YA3BMMOCTU U KOOPAMHAUUMN yNpaB/€HNS PUCKOM.

4.4.2.2 Kaxpas BbiiBNeHHasa yrpo3a fo/hkHa ObiTb onucaHa W BK/OYeHa B nepedveHb yrpo3 besonac-
HOCTW. PekomeHAayeMmblli nepeyeHb OCHOBHbLIX YIPO3 W BK/IKOYEHHbIE B HEro yrpo3bl 6€30nMacHOCTV NpuBefEHbI
B NPUIOXEeHUN A.

4.4.2.3 Yrpo3bl 6e30NacHOCTN B COOTBETCTBMM C apXUTEKTYpOW 6e30nmacHOCTU coraacHo [3] MoryT ObiTb
OTHEeCEeHbl K TEXHUYECKAM CpeacTBaM CETU 3N1eKTPOCBA3N N/1nv nosb3oBaTteneli B COOTBETCTBUN € Tabnuuein 4.1.

Ta6bnuua 41

MpumeHnmocTb
Kpatkoe
HavMeHoBaHve Onucaxne yrposbl
rpo3bi K TEXHUYECKUM CpefcTBamM K TEXHUYECKUM cpeacTBam

y CeTn 3N1eKTPOCBA3N nosb3osarenei

YHuuToXEHNe PaspylueHve wuHdopmauun uwam  apyrux + +
pecypcos

VckaxeHune WckakeHne unn nameHeHve nHdopmauum + +
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OkoHYyaHue Tabnuubl 4.1

KpaTkoe MpumeHnmocTb
HanmeHoBaxue Onucarme yrposbl K TEXHWYECKMM CPEACTBAM K TEXHWUYECKUM CpeacTBam
yrposb! CETW 31eKTPOCBA3N nonb3oBaTenei
YTeuka YpaneHve, Kpaxa unv notepst nHgopmMaumm + +
n/vnn gpyrux pecypcos
PasrnaweHne PackpbiTie nHdpopmaumm + +
BnokvposaHue MpepbiBaHWe 06CyXUBaHUSA + —

MpnmeyaHus

1 MNpUMEHUMOCTb Yrpo3 K TEXHUYECKUM CPeACTBaM CeTU 3/1EKTPOCBA3N U TEXHUYECKM CpefcTBaM Mnofb3oBare-
neit fomkHa onpeaenaTbcs NOAUTUKON MHA)OPMAaLMOHHOK 6€e30NacHOCTY.

2 3HaK «+» 03Ha4YaeT NPUMEHSEMOCTb, 3HaK «—>» — OTCYTCTBUE MPUMEHSIEMOCTN.

4.4.2.4 Tpun knaccuurkaumm 06bEKTOB, HA KOTOpPble Hanpas/ieHbl Yrpo3bl, MPUMEHAIOT TPU YPOBHS:
- UHpacTpyKTypa ceTu,
- YCIyrn cBA3W,
- MPUNOXEeHNs.
YpoBeHb MHPACTPYKTYpbl CeTW oxBaTbiBaeT MHopMauulo nofb3oBaTeneil, ypoBeHb yCAyr CBA3N —
YyCNyrn ceTu, ypoBEHb NMPUNOXEHUA — NPUIOXKEHUS, OpraHn3yeMble Ha 6a3e ceTeil CBA3W.
4.4.2.5 Yrpo3bl pa3fenalnT Ha npefHamMepeHHble U HenpegHaMepeHHble, akTUBHbIE 1 naccuBHble. lMac-
CMBHaA yrposa — yrposa HecCaHKLWOHWPOBAHHOIO PackpbliTUA MHopMauun 6e3 M3MEHEHUA COCTOAHUA aB-
TOMaTU3MPOBaHHOW cucTembl. K aKTUBHbIM OTHOCHAT YrpoO3bl, KOTOpPble BbI3biBAIOT M3MEHEHUS WHopmaLuu,
cojepxalencsa B cucteme, a Takke U3MEHEHUS COCTOSAHUA UAWM paboTbl 3TOW CUCTEMBI.
4.4.2.6 Kyrpozam unHopMayMoHHOK 6e30NacHOCTM OTHOCAT:
- HapyLlweHne UesioCcTHOCTM MHdopmaLmnm;
MoANGIUKALUIO COOBLLEHUNSN;
oTKa3 oTnpaBuTenia (nonydartens) oT hakta oTnpassieHUsa (NonydyeHnsa) nHopmayuu;
0TKa3 B 06CyXUBaHWUN;
BUPYCbl;
cnaw;
CNEeXKY;
3aknajku B obopyaoBaHve 1 nporpaMmHoe obecneyeHue;
3noynoTpebneHve gosepunem;
nepeagpecaumuto nopTos;
BCTaBKy (panblinBoro Tpaduka;
UCKaXKeHne faHHbIX CUCTeM ynpaB/ieHus, MaplpyTtusauuu u ap.

4.5 Kputepuun oueHku 6e3onacHocTu

451 B Ttabnuue 4.2 yctaHOB/MeHa B3aMMOCBSA3b OCHOBHbIX Yrpo3 W KpuTepueB 6e30MacHOCTMU
3N1EeKTPOoCBA3N.

Tabnuua 4.2

KpuTepwuii 6e3onacHocTu
Bupg, yrposbl

KoHdunpaeHn-
dua LlenocTHOCTb JocTynHoCTb NofoTyeTHOCTL

LNanbHOCTb
YHUUTOXEHME WHpopmaumn wwmm apyrux — + + +
pecypcos
VickaxkeHve nin moaudpukaumst nHdhopmaumm — + — +
MoLueHHYecTBO + + + +
Kpaxa, yTeuka, noteps nHgopmaumm n/mam + + + —

[IPYr1X pecypcos

cetTn
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OkoHuyaHue Tabnuubl 4.2

KpnTepwuii 6e3onacHocTu

Buga yrposbl KoHduaeH-

UManbHOCTb LlenocTtHocTb [oCTynHOCTb MofoTYETHOCTb

HecaHKUMOHMPOBaHHbIA AOCTYN + + + +

OTKa3 B 06cnyxvBaHMm — — + —

MpumeyaHne — 3HaK «+» O3HA4YaeT BO3MOXHOE BO3AENCTBME Yrpo3bl Ha Kputepuii 6e30MacHOCTU, 3HakK
«—» — OTCYTCTBWE Yrpo3bl KpUTEPUIO 6E30MaCHOCTY.

45.2 HapyweHne KoHUAEeHLMaNbHOCTH, LENOCTHOCTU, AOCTYNHOCTU UAW MOAOTYETHOCTU MPU MOTEH-
LnanbHOM BO3AENCTBUM HapyLIUTENs MOXET MMeTb c/lefylouime NocneacTBus 405 AeATeNbHOCTU onepaTopa
CBSA3N N COCTOAHUA MH(OKOMMYHUKALMOHHOW CTPYKTYpbl CETU 3/1EKTPOCBA3N:

- «HMU3KOEe» NOTeHUManbHOe BO3AENCTBME MOXET MPMBECTU K OrpaHUYeHHOMY HebnaronpusaTHOMY 3g-
goekTy, TO ecTb CUTyaumm B NOACUCTEME XeNTe3HOAOPOXHON 3/1eKTPOCBA3M, NPU KOTOPOIi HAHECEHHbIN yu,epo
ABNSETCA BOCMNO/IHUMbIM WX BOCCTAHOBMMbIM B KOPOTKUIA CPOK;

- «yMepeHHoe» MNoTeHuMasnbHOe BO3AEliCTBME MOXET NPUBECTU K CEPbE3HOMY HebnaronpusiTHOMy ag-
oekTy, TO ecTb CUTyauMm B NOACUCTEME XeNTe3HOAOPOXHON 3/1eKTPOCBA3M, NPU KOTOPOIi HAHECEHHbIN yl,epo
ABNSETCA BOCMOJIHAMbIM B CpeAHMNE WU LONTUE CPOKY;

- «BbICOKOE» NOTEeHUManbHoe BO3LEeCTBUE MOXET MPUBECTU K TSHXKESIOMY UMM KaTacTPogMUYeCKOMY He-
6naronpuAaTHOMY 3dhdhekTy, TO eCTb 0C060l cuTyaumum B NOACUCTEME XENEe3HOAOPOXHOW 3/1eKTPOCBA3N, Npu
BO3HWKHOBEHUMW KOTOPOI MpefoTBpalieHne rméenun ngeii okasblBaeTCst HEBO3MOXHbIM.

4.6 YpoBHU obecneyeHnss 6e30MnacHoOCTU

ApxuTektypy 6e3onacHocTu cornacHo [3], [4] onpefensaoT ABa OCHOBHbIX NMOHATUA:

- YPOBEHb;

- NJIOCKOCTb.

MoHATME YpPOBHA apXxuTekTypbl 6e30MacHOCTM MCNONb3YT Npu opmMupoBaHnn TpeboBaHuii K cpef-
cTBam, cuctemMam ¥ ceTsM, 06pasyloLnMM NOLCUCTEMY XesTe3HOL0POXHOW 3/1eKTPOCBA3N.

B ta6nuue 4.3 npuBefeHbl TpM YPOBHA 6€30nacHOCTM corfacHo [3], a Takke MX NPUMEHUMOCTb K TEXHU-
Yeckum cpefcTBaM CeTU Xene3HOLOPOXHONM 3M1eKTPOCBA3M U TEXHUYECKMM CpeAcTBaM MnoJjib3oBaTenei.

Tabnuua 4.3

MpumMeHnmocTb
YPOBeHb GesonacHocTu K TeXHNn4YecKum cpeactsam cetn K TeXHNn4YeckKMm cpeacrtsam
3N1IEKTPOCBA3N nosb3oBatenen
YpoBeHb 6€30NacHOCTN MHAIPaCTPYKTYpbI + —
YpoBeHb 6e30MacHOCTH YCryr + +
YpoBeHb 6e30MacHOCTN MPUIOXKEHNIA + +
MpumMeyaHne — 3HaK «+» 03HAYaEeT NPUMEHAEMOCTb, 3HaK «—» — OTCYTCTBME MPYMEHAEMOCTMH.

4.7 TlnockocTn obecreyeHnss 6e30nacHoOCTU

ApxuTekTypa 6€30NacHOCTM B YacTW 3aluTbl CETEBbLIX ONepauunii MCNonb3yeT NMOHATUE NSIOCKOCTENR Cco-
rnacHo [3]—[7]. ApxuTekTypa 6e3onacHOCTW onpefenseT TP MJOCKOCTW, COOTBETCTBYyHWLIMEe Tpem Buaam
onepaumii, ocyw,ecTBsieMblX B NOACUCTEME XENe3HOLOPOXHON 31eKTpocBA3n. lMNaockocTAMM obecnevyeHus
6e30nacHOCTN ABNSAKOTCA:

- N/I0CKOCTb aAMWUHUCTPATMBHOIO ynpaB/ieHnsa cornacHo [4];

- N/IOCKOCTb ONepaTUBHOIO ynpas/ieHnsa (COOTBETCTBYET YPOBHIO AOCTyna K ycriyram u pecypcam ceTtu)
cornacHo [3];

- M/IOCKOCTb KOHEYHOro nosib3oBaTtens (COOTBETCTBYeT YPOBHI K/AMEHTCKOro 060pyaoBaHusA) CO-
rnacHo [3].

6
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B Ta6nuue 4.4 npueedeHbl Tpy NAOCKOCTU ob6ecrnedyeHnss 6€30MNacHOCTU, a TakkKe MX NMPUMEHUMOCTb K
CeTN Xene3HOA0POXHOW 3/1eKTPOCBSA3N U TEXHUUYECKUM CpefcTBaM Mosib3oBaTesei.

Ta6bnuya 4.4

MpuMeHnmocTb
rnockocTb obecneyeHns 6esonacHoCTu K TEXHNYECKMM cpeacrtesam CeTu K TEXHUYECKMM cpeacrteam
3/1EKTPOCBA3N nosb3oBaTtenen
[10CcKOCTb aAMUHUCTPATMBHOIO ynpasneHns + +, —
[10CcKOCTL OnepaTvBHOrO ynpasneHns + +
[110CKOCTb KOHEYHOTO MO/b30BaTESIA + +

MpumeuvaHne — 3HaK «+» 03HAYaET NMPUMEHAEMOCTb, 3HaK «—>» — OTCYTCTBME MPUMEHAEMOCTU B C/y4asix,
KOrga nosib3oBartesib He UCMOMb3yeT yrnpaB/ieHne CeTbi/CyX60ii.

4.8 lna onpepeneHus TpeboBaHuii kK o6ecneyeHnd 6e30NacHOCTM CPefAcTB, CUCTEM U CeTell Xene3Hoao-
POXHOW 3N1eKTPOCBA3N HEO6X0ANMO onpeeneHne MoLe v yrpo3 B COOTBETCTBMM C TPEO6OBAHUAMMN HALMOHA IbHbIX
CTaH4apTOB M HOPMATWBHbIX OOKYMEHTOB, AEACTBYIOLWNX HA TEPPUTOPUN TOCYAapcTBa, NPUHABLLEro ctaHaapTl).

4.9 1N CHMWKEHWS PUCKOB AO0/KHbI ObITb peasn3oBaHbl Tpe6OBaHUA K cpefcTBam ynpasB/ieHWS B CO-
OTBETCTBUMN C [8] U AOMKHbI ObiTb BbINOSIHEHbLI 06LIME MEpPOonpuUATUA NO yNpaBfieHUI0 MHPOPMAaLNOHHOW 6e3-
oMacHOCTb B cooTBeTCcTBUM C [9].

4.10 Mpu BbIGOpe 0606LLEHHbIX KPUTEPUEB OLEHKM 6e30MacHOCTU XEee3HOAO0POXHOW 3/1eKTPOCBA3N
HEO0O6X0AMMO YUYMUTbIBATb OLEHKN 6€30MacHOCTM Ha KaXAoM U3 ypoBHel (MHpacTpykTypbl; TpaHcnopTa/nepe-
Aaun 1 PYHKLMOHANBHOTO; NPUAIOXEHNNR).

4.10.1 YpoBeHb NHGPaCTPYKTYpbI

4.10.1.1 CpeacTBa U cucTeMbl MHAPPACTPYKTYPbI XKEEe3HOA0POXHOM 3N1EKTPOCBA3M, Nognexalime sawmTe:

- INHUWN CBA3W;

- HanpaB/AKLWMe NUHUM NOE34HOW pafnocBA3N (HanpaB/iflolLMe CUCTEMBI).

4.10.1.2 Knaccucukaumsa haktopos, BO34EACTBYOLWMUX HA UHDPACTPYKTYPY

MepeyeHb 06BEKTUBHbIX (PAKTOPOB, BO3AENCTBYIOLMX HA MHDPACTPYKTYPY XE/T€3HOL0POXHON 3/1eKTPOCBA3N:

a) BHYTPEHHU (hakTOp — cTapeHue maTtepuanoB (MeTanna, pesuHsbl);

6) BHELWHNe hakTopsbl:

1) chakTOpbl TEXHOTEHHOTO Xapaktepa,
2) NpupoAHble ABNEHUS, CTUXUIHbIE BeacTBUS.

MepeyeHb Cy6bEKTUBHBLIX (haKkTOPOB, BO3AEMCTBYOLWNX HA MHGPACTPYKTYPY XKeENe3HO40POXHON 3NeKT-
pocBA3u:

a) BHYTpeHHUe dhakTopsbl:

1) HenpaBOMeEpHble AeNCTBUA NUL, UMELWNX NpaBo AOCTyNa K IMHUAM CBA3M U HanNpaB/sAoLWNM
cucrtemam,

2) HeCaHKLMOHMPOBAHHOE N3MEHEHMNE UHAPACTPYKTYpPbl XETE3HOLOPOXHOM 3/IEKTPOCBA3N;
6) HECAHKLMOHUPOBAHHbBI PU3NYECKUIA AOCTYN K NMHUAM CBA3M U HANPaBNAKLWMM CUCTEMAM:

1) XmweHne NNHWIA CBA3N N HANpPaBASAKLWMNX CUCTEM,

2) peicTBMSA, HanpaB/IEHHbIE HA U3MEHEHNE MHDPACTPYKTYpPbl XKENe3HOLOPOXKHOW 3/1EKTPOCBA3N.
4.10.1.3 YA3BMMOCTAMU NH(PACTPYKTYPbl XeNe3HOLOPOXHOW 31eKTPOCBA3N ABASATCA:

a) O0OBbEKTUBHbIE:

1) akTMBM3MpyeMble — annapaTtHble 3aknagku (ycTaHaB/iMBaeMble B IMHUM 3/IEKTPOCBA3U, B CETU
3NEeKTPONMTaHunsa, B NOMeLeHnsax),
2) onpegensieMble OCOGEHHOCTAMU 3/1EMEHTOB — 3/1IEMEHThI, NOABEPXEHHbIE BO34ENCTBUIO OKPY-

Xawuwen cpegbl (40XAb, CHEr, COMHUE, ApYyrne knuMmaTtuyeckue akTopsbl),

3) onpepensieMble OCOGEHHOCTAMM 3aliMLL,aeMOro 06bekTa — MecTOnosIoKeHnem obbekTta (OT-

CYTCTBME KOHTPOSIMPYEMON 30HbI, Hanuyue nNpAMOl BUAUMOCTU OOBEKTOB, yAANEHHbIX W MOABUMXHbIX

3/1IEMEHTOB 06bEKTA);

1) B Poccuiickoin ®epepaunmn peiicteyet FOCT P 52448—2005 «3awmTa uHdopmaumm. ObecneveHne 6esonac-
HOCTWN ceTeli 3N1eKTpocBsA3n. OBLLME MONOXEHNS» (MPUIOXKEHNE A).
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6) Cy6beKTUBHbIE:

1) ownbKkM Npu ycTaHOBKE WAM 3IKchayaTauum O6BHEKTOB MHPACTPYKTYPbl XENe3HOA0POXHOM
3/1eKTPOCBA3N,

2) HapyLlWeHNs pexnma oxpaHbl 1 3awWnTbl (4OCTyna Ha 06BbEKT, 4OCTyNa K TEXHUYECKUM CpeacTBam);
pexuma askcnayatauum TexXHUYecKnx cpeacTtB (sHeproobecneyveHunsi, Xm3HeobGecneuvyeHus); pexunma
NCNo/sib30BaHMs MHGopmaunn (06paboTkm 1 obmeHa MHopmMmauneli, XpaHeHNUST N YHUUTOXEHUA HOCUTe-
nein nHopmauumn, YHUUYTOXEHNS NPOM3BOACTBEHHbIX OTXOAO0B M 6paka); pexumMma KoH(UAEHUManbHOCTH;
B) cnyuaiiHble:

1) c6oM M OTKasbl: CTapeHne 3/1eMEHTOB WHM(PACTPYKTYpPbl Xene3HOLOPOXHONM 31eKTPOCBA3MN,
cbou anekTpocHabxeHusa (BcnomoratenbHOro o6opygosaHus),

2) NOBpEXAEHMNS: XN3HeobecneunBarLMx KOMMYHUKaUnii (afiekTpo-, BoAO-, raso-, TensiocHabxe-
HUSA, KaHanu3ayuun; KOHAMLUUOHNPOBAHUA N BEHTUNALUN); OrpaxaatoLnx KOHCTPYKLNI (BHELWHNX Oorpax-
OEeHWi TeppuTOpUiA, CTEH U MEPEKPBLITUIA 3[4aHWIA; KOPMYCOB TEXHOIOTMYECKOTO 060pyA0BaHNS).
4.10.1.4 WcToYHMKaMU pectabunmsupyrwmnux BO3AEWCTBUIA Ha WHMPACTPYKTYPY Xene3HO4OPOXHOiA

3/1EKTPOCBA3N ABMATCA:
a) UCTOYHMKN, 0BYCNOBJIEHHbIE AENCTBUAMU cybbekTa:

1) BHELIHNE UCTOYHUKMN:

- cnydvaliHble (HenpegHaMepeHHble) — MepcoHasl NOCTaBLWMKOB pas3siIMyHOro poga ycayr, nepco-
Ha/n HaA30pHbIX OpraHu3auunii n aBapuitHbix cnyx6 u ap.,

- NnpefHaMepeHHble — MoTeHunanbHble NPEecTynHUKKM (TEPPOPUCTLI) M Xakepbl, HegobpocoBecT-
Hble napTHepbl, NpeAcTaBUTeNIn CUI0BbLIX CTPYKTYP (B Ype3BblyaliHbiX cUTyaLunsx),

2) BHYTPEHHME UCTOYHWKM: OCHOBHOI NepcoHan, npeactaBuTenn cnyx6 6e3onacHocTn, 06Cnyxum-
BalLWNIi NepcoHas, TEXHNYECKNN nmepcoHan (kKM3HeobecnevyeHme, akcnayaTauunsi). BHyYTpeHHME MCTOY-
HUKW MOTYT MCNONb30BaTb KaXAblli M3 KNaccoB ys3BUMOCTEN (0GbEKTMBHbIE, CyOBbEKTUBHbLIE, Cnyvai-
Hbl€) B 3aBUCMMOCTM OT Mpecnefyembix Leneid. Yrposbl OT faHHbIX UCTOYHUKOB MOTYT ObiTb: XULLEHUE,
YHUYTOXEHNEe, HapyleHne AoCTynHocTu (6/10KkMpoBaHme);

6) UCTOYHUKN, 0BYCNOB/EHHbIE AENCTBUAMUN MaTepuasibHOro obbekTa:

1) BHELHNE NCTOYHUKMN: CETU MHXEHEPHbLIX KOMMYHUMKauuii (BogocHabxeHue, kaHanulauus),
2) BHYTPEHHNE UCTOYHUKN: cpeAcTBa OXpaHbl (OXpaHbl, CUTHANU3aUnn);

B) hnamyeckme SBAEHUNA: NoXapbl, 3eMNETPACEHNS, yparaHbl, HABOAHEHNSA 1 Ap.

4.10.1.5 Bo3moxHa peanusaumns nbbix yrpo3 B COOTBETCTBUN C TPeBOBaAHMAMM HaLMOHa/IbHbIX CTaH-
[apTOB Y HOPMAaTMBHbIX AOKYMEHTOB, AENCTBYIOLUNX Ha TeppuTopun rocygapctea, nNpuHaBLero ctaHgaptl).
Bo3MoXxHble nocnencTBusa peanusaunm yrpos — HapyweHue nto6oro us kputepnes 6€30NacHOCTU CETU I/EKT-
pocBs3n (KOH(MAEHUNANbHOCTb, LEe/IOCTHOCTb, AOCTYMHOCTb, NOAOTYETHOCTD).

4.10.1.6 BO3HUKHOBEHME YSI3BUMOCTEN Ha YpPOBHE MH(PaACTPYKTYpPbl Xe/e3HO40PO0XHON 3N1EeKTPOCBA3N
BO3MOXHO Ha CTafuaAX WX XWU3HEHHOro LuKna.

4.10.1.7 Kputepuun oueHkM 6€30MacHOCTM UHGPACTPYKTYPbl XXETE€3HOLOPOXHON 3/IEKTPOCBA3U:

- Ha cTaAuun NnaaHMpoBaHUA: COOTBETCTBME TpeboBaHMAM 6e30NacHOCTM B YacTu JIMHWUIA CBA3U M Hanpas-
NALWUX CUCTEM, NPEABABNAEMbIM CTPATErNMYECKUMU LEeNsaMn Xene3HOL0POXKHON 3/1eKTPOCBA3MN;

- Ha cTaguy NPOEKTUPOBAHMA: COOTBETCTBUE XapakTEPUCTUK NPOEKTUPYEMBbIX IMHWUIA CBA3U 1N HanpaBns-
ILWKMX cuctem TpeboBaHMaM 6e3onacHOCTU, NpeabsaBAAeMbIM Ha CTafuu NaaHUpoBaHus;

- Ha cTaguu akcnayartauum u CTpOMTENbLCTBA: COOTBETCTBME JIMHUIA CBA3WM U HaANpaBAsLWMX CUCTEM 3a-
SIBIEHHbIM NOCTABLLIMKOM XapaKTepuCcTUKam;

- Ha cTaauu BbIBOAA M3 3KCniayatauuu: cOOTBETCTBME TpeboBaHUAM 6e30MacHOCTM MO BbIBOAY W3 3KC-
nayatauum NNHWIA CBA3M N HANPAaBAAKOWMNX CACTEM.

4.10.2 YpoBeHb TpaHcnopTa/nepegaun N PyHKUNOHa/IbHbIA YPOBEHb

4.10.2.1 CpepcTBa 1 cucTeMbl nepegavn nHopmaymm XenesHo40pPOXHOW 31eKTPOCBA3N, nogaexatime

3awuTe:
- KaHasfbl 1 TpakTbl CUCTEM Mepegauu;
- KaHanoo6pasytouiee 060pya0BaAHUE;
- annapaTypa nepefauyv AaHHbIX;
- aHaNoroBble U LMJPOBble MHOTOKaHAa/bHbIE CUCTEMbI Nepegaunu;
- KOMMYyTaunoHHoe o60pyaoBaHue;

1) B Poccuiickoii depepaummn geiicteyet FOCT P 52448—2005 «3awmta nHgopmauymn. ObecnedeHne 6esonac-
HOCTW ceTeli 31eKTpocBA3n. OBLLME NOMOKEHUS.
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- MapLipyTu3aTopbl;
-Apyroe o6opyfoBaHMe NepBUYHON CETU CBA3N TEXHO/IOTMYECKOTO CErMeHTa Xeslie3HOL0POXHON 31eKTpo-
CBSA3N — B COOTBETCTBUM C 4.3.
4.10.2.2 K byHKLMOHANbHOMY YPOBHIO XEME3HOL0POXHON 3/1eKTPOCBA3M OTHOCAT CPeAcTBa, CUCTEMBbI,
CeTn 1 pecypcbl BTOPUYHbBIX CeTeli CBA3N TEXHO/IOTMYECKOro CermeHTa Xesnie3HoA0POXHOW 31eKTPOCBA3N.
4.10.2.3 OnacHOCTM K mMoAenu yrpo3 6e3onacHoOCTU CpeAcTB, CUCTEM, ceTell Xene3HOo4OPOXHON 3nek-
TPOCBSA3M Ha ypOBHE TpaHcnopTta/nepefayn u yHKLMOHAbHOM YPOBHE
4.10.2.3.1 OnacHocTaAMKU SABMAOTCA (PakTOpbl B COOTBETCTBMM C TPeOOBAHUSMU HaLMOHaNbHbIX CTaH-
[apTOB M HOPMATUBHbLIX AOKYMEHTOB, AENCTBYOLWNX HA TEPPUTOPUM TOCyapcTBa, NpuMHABLLEro ctaHgapTtl).
4.10.2.3.2 YA3BMMOCTAMU CPEACTB, CUCTEM, CETEW XKEe/IE3HOLOPOXHON 3/1EKTPOCBA3N ABNAITCA:
a) 06bEeKTUBHbIE:

1) conyTcTBYylOWME TEXHNYECKUM CPEACTBAM U3/TlyYEHUSA: 3N1IeKTPOMarHuTHble (N060YHbIE n3nyve-
HUS 3/IEMEHTOB TEXHUYECKUX CPEACTB, KabGeNbHbIX JIMHUA TEXHWYECKMUX CPeAcTB), anekTpuyeckue (Ha-
BOAKN 3/IEKTPOMArHUTHbIX WU3/IYYEHWIA HA NIMHUM W NPOBOAKW, NpPOCayMBaHWe CUIHaNOB B CETU 3Mek-
TponuTaHusa, Uenu 3a3emM/eHusi, HepaBHOMEPHOCTb NOTpebneHns Toka 3NeKTponuTaHud), 3BYKOBblE
(akycTnueckne, Bubpoakyctnyeckue),

2) akTuBM3uMpyemble: annapaTtHble 3aknagku (ycTaHaB/nuBaeMble B JIMHUM 3NE€KTPOCBA3M, CeTu
3NeKTponMTaHusa, nomelweHusax), NporpamMMHble 3aknagkv (BpefoHOCHbie NporpaMmmbl, TEXHOMOrn4ye-
CKMe BbIXO4bl M3 NPOrpamMmM, HenerasbHble KONMM NPOrpaMmMHOro obecneveHus),

3) onpegensieMbie OCOOEHHOCTAMU 3/1EMEHTOB: 3/1IEMEHTbl NOABEPXEHHbIE BO3AENCTBUID 3/€EK-
TPOMarHMTHOro nons (MarHUTHble HOCUTENN, MUKPOCXEMbI),

4) onpepensiemMble 0COGEHHOCTAMM 3alMLLLAEMOr0 06beKTa: MecTONo/IOXeHNeM obbekTa (OTCyT-
CTBME KOHTPOJZIMPYEMOI 30HbI, HAN4YMe NPAMOA BUANUMOCTM OO6BHEKTOB, HaNM4YMe yaaneHHbIX U NOABUX-
HbIX 3/1eMEHTOB 06bekTa), opraHusaumein kaHanoB obmeHa nHpopmaymeli (Mcnosb3oBaHne pagnokaHa-
0B, UCMOIb30BaHNe /106abHbIX NHOKOMMYHUKALVMOHHbIX CETEN, apeHAyeMbIX KaHasoB),

6) CyObEKTUBHbIE:

1) ownbKM: Npn NOAFOTOBKE M MCNOJ/Ib30BAHMM MPOrpaMMHOro obecnevyeHns (MHCTaNNsAUMS 1 3a-
rpyska nporpaMmMHOro obecneveHus, akcnayaTaynsa nporpamMmHoro obecneyeHus, BBog AaHHbIX), ynpaB-
NIeHUN CNOXHbIMWU cucTemamun (opraHmsaumsa ynpasseHUss noTokamm obmMeHa mHgopmaymn), yctTaHoBke
NN aKcnayataumm TeEXHUYECKNX CPeAcTB,

2) HapylWeHUs: pexumMa oxpaHbl 1 3alWmnTbl ([OCTYN Ha OGBEKT, AOCTYN K TEXHUYECKAM CpencTBam),
pexuma akcnayaTauum TEXHUYECKUX CPeacTB (sHeproobecneveHne, XusHeobecneyeHue), pexmma uc-
nonb3oBaHus nHcopmaumm (06paboTka M 06MeH MHopmMaumnen, XpaHeHNE N YHUUTOXEHMNE HOCUTENEN
nHpopmaumn), pexnma KOHPULEHLNaNnbHOCTH;

B) cnyvaliHble:

1) c6om 1 OoTKasbl: OTKa3bl U HEMCNPABHOCTU TEXHMYECKUX CpeacTB (ob6pabaTbiBakUWmMx NHGopma-
uui, obecneynBarLWnx paboTocnocobHOCTbL cpeacTB 06paboTkM MHOPMAaLUKM, OXPaHy U KOHTPO/b L0-
cTyna), cTapeHue u pasMarHuuymBaHue Hocutenen nudopmaumm (GUCKET U CbEMHbIX HOCUTEenel, XecT-
KUX ANCKOB, MMUKPOCXeM), c6on NporpammHOro obecnevyeHumsi, co6om 3nekTpocHabXeHus,

2) noBpexpaeHus: xusHeobecneumBawlmx KOMMyH/Kauuii (3nekTpo-, BOA4O-, ra3o-, TensiocHabxe-
HWSA, KaHanusauun;, KOHANLNOHUPOBAHUA U BEHTUNALUN), Orpaxatolnx KOHCTPYKLMNI (BHELWHNX Oorpax-
OEHUI TEPPUTOPUIA, CTEH M NEPEKPLITUA 34aHNA; KOPNYCOB TEXHO/IOTMYECKOro 060pya0BaHuNS).
4.10.2.3.3 VICTOYHMKM fecTabunm3npyumx Bo3LencTamii
MCTOYHUKKM, 0BYCNOBNEHHbIE AEACTBUSAMN CyObeKTa:

a) BHELIHNE NCTOUYHUKN:

1) cnyvaiiHble (HenpegHaMepeHHbIe): NepcoHan NocTaBLMKOB YCAYTr pa3/IMYHOro poga, nepcoHan
HaA30pPHbIX OpraHn3aumnii N aBapuiHbIX CIyxo6 u gp.

2) NnpeaHamMepeHHble: NoTeHUMasibHble NPEeCTYNHUKN (TEPPOPUCTLI) 1 Xakepbl, He40O6POCOBECTHbIE
napTHepbl, NpeAcTaBUTENN CUIOBbLIX CTPYKTYP (B Ype3BblYaMHbIX CUTyaLUusax) u ap.;

6) BHYTPEHHME WCTOYHMKW: OCHOBHOWM MepcoHan, npeacraBuTenn cnyx6 6esonacHocTn, obcnyxueato-
WKW 1N TEXHUYECKUIi nepcoHan.

MICTOYHMKKN, 0B6YCNOB/IEHHbIE AENCTBUAMU MaTepuasbHOro o6bekTa:

a) BHEWHWEe UCTOUYHMKU: cpeacTBa CBA3N (Te/lePOHHbIE IMHUMN), CETU UHXEHEPHbIX KOMMYHUKALWNA;

1) B Poccuiickoii ®egepaunm aeiicteyet FOCT P 51275—2006 «3awwmta nHhopmaumm. O6beKT nHgopmaTmsaumm.
®dakTopbl, BO3AENCTBYIOWME Ha MHGopMauuio. O6LLme NONoXKeHNs».

9



FOCT 33397—2015

6) BHYTPEHHME UCTOYHUKU: TeXHUYecKkue cpefcTea o06paboTku mHopmauun, nporpamMmMHble cpefcTsa
06paboTKn MHpOpMaLumK, cpeacTesa OXpaHsbl.

dunsnyeckne ABNEHNA: NOXapbl, 3eM/IETPACEHUA, yparaHbl, HaBOLHEHNA U Ap.

4.10.2.3.4 Ha paccmaTpuBaeMbiX YPOBHSAX Xe/1e3HOAO0POXHOW 3/1eKTPOCBA3M BO3MOXHa peanuisauus
N06bIX Yrpo3 cornacHo 4.4. Bo3MOXHbIM NOCNeACTBMEM peannsaunm yrpo3 MOXeT ObiTb HapyLlleHune 1io60ro
M3 KputepmeB 6e30MacHOCTU CEeTU 3/1eKTPOCBA3N (KOHUAEHLNANbHOCTb, LEe/I0OCTHOCTb, AOCTYMHOCTb, NOA-
OTYETHOCTb).

4.10.2.3.5 BO3HWKHOBEHME YA3BMMOCTEN Ha YPOBHE WHMPACTPYKTYpbl U ANHUIA Xene3HOLOPOXHOIA
3/1EKTPOCBA3N BO3MOXHO Ha BCeX CTafuAX UX XU3HEHHOro uukna.

4.10.2.3.6 Peanusayns yrpos, o6yc/qioB/ieHHas AeNCTBUAMM CyObeKTa, XxapakTepuctukamum matepuasb-
HbIX OOBEKTOB, (PU3NYECKUMWN SABJIEHUSAMU, BO3MOXHA Ha CTafjuu NJaHUpOBaHUA, NPOEKTUPOBAHUA, CTPOU-
TeNbCTBa, IKCnayartauun, a Takxke BbiBOAA W3 IKCrayaTaLuu.

4.10.2.4 Kputepusamu oueHkn 6e30nacHOCT CPpeacTB, CUCTEM, CETEeN Xene3Ho[0POXHON 3N1eKTPoCBA3n
Ha ypoBHe TpaHcnopTta/nepegayn n pyHKLMOHaIbHOM YPOBHE SABMAIOTCA:

- Ha cTagun NaaHupoBaHWA: COOTBETCTBME TpeboBaHMAM 6e30MacHOCTU, NpeAbaAB/siEMbIM cTpaTernye-
CKUMU LEeNsAMU Xenes3HOA0POXHOW 3/1eKTPOCBA3N;

- Ha cTajuu NPOEKTUPOBAHWUA: COOTBETCTBME XapakTePUCTUK NMPOEKTUPYEeMbIX CpefCcTB, CUCTEM, CeTel
XEeNe3HOAOPOXHOI 3/1EKTPOCBA3N TPAHCNOPTHOIO YpPOBHA TpeboBaHUAM 6e30nacHOCTU, NpeabsABASAeMbIM Ha
cTaguu nnaHnpoBaHus;

- Ha CTaguu 3KcnayaTtaunun n BHeAPEHUA: COOTBETCTBME 3aAB/IEHHbIM NOCTABLINKOM XapaKTepucTuKkam,

- Ha cTajguu BbIBOAA W3 3KCMN/yaTauuu: cooTBeTCTBUE TpeboBaHMAM 6e30MacHOCTM MO BbIBOAY W3 3KC-
nayarauum.

4.10.3 YpOBeHb NPUIOXEHWIA, YCAYT N yNpaB/ieHus

4.10.3.1 CpepacTBa M CUCTEMbI XENIE3HOLO0POXHON 3/1EKTPOCBA3N YPOBHA NPUIOXKEHWUNA, YCNyr u ynpas-
neHuna, nognexawune sawure:

a) cpeacTBa TeppuTOprasnibHo-pacnpeneneHHon nepapxmyeckon aBToMaTu3MpoBaHHOW CMCTEMbI yNpaBs-
NIEHNSA TEXHOJIOTUYECKON CeTbi0 CBA3MW;

6) cuctemMbl TeppuTOpPUAbHO-pacnpeseneHHol nepapxnyeckoin aBToMaTM3MpoBaHHOW CMCTeMbl ynpas-
NIeHNs TEXHOJIOTMYECKOI CeTblo CBA3M B COCTaBE:

1) cncTemMbl MOHUTOPUHIA U afMWUHUCTPUPOBAHMUA, NpefHa3HayeHHON 4719 MOHUTOpPUHra napa-
MeTpOB PYHKLNOHNPOBAHWS U MHTETPUPOBAHHOIO YNpaB/feHNs TEXHOOTMYECKON CeTbi0 CBA3U B LIESIOM,

2) cucTteM ynpas/ieHUA U MOHUTOPUHIa npoussoaunTens Ana obecneyeHns ynpasieHUa U TeXHUYe-
CKOro 06CnyxmBaHua 060pyfoOBaHNs Xene3HOA0POXHOW 3N1eKTPOCBA3M, BXOAALLEro B COCTaB TeXHOMO0-
TMYECKOW ceTn CBA3W XeNe3HO4O0POXHOIo TpaHcnopTa U peanusyowero @yHKLMOHalbHble BO3MOXHO-
CTV B COOTBETCTBUWN C YPOBHEM YMpaBieHnsa 3/1eMEHTOM W/ CETbl0 COM/TacHO apXUTEKType NoCTPOoeHus
CeTn ynpaBJ/iIeHUs XeNe3HOLOPOXHON 3N1eKTPOCBA3bIO.
4.10.3.2 OnacHocTh “ MoAdenun yrpo3 6e30MacHOCTM CpPeAcTB, CUCTEM M PECYPCOB XENe3HOA0POXHOW

3N1eKTPOCBA3N YPOBHA NMPUNOXEHWIA, YCNYT U yNpasB/ieHus

4.10.3.2.1 OnacHOCTAMM Ha YpPOBHE MPUOXEHWI, YCAYr N yNpaBneHus SBASAKTCA COOTBETCTBYHOLWME
hakTopbl B COOTBETCTBUM C TPEO6OBAHMAMU HAUMOHAJbHbIX CTAHAAPTOB M HOPMAaTUBHbLIX OOKYMEHTOB, Aeli-
CTBYHOLLUX Ha TEppUTOpPUN rocypapcTea, NPUHABLLIETO cTaHgapTl).

4.10.3.2.2 YA3BUMOCTAMWU CPeACTB, CUCTEM U PECYPCOB XENEe3HOA40POXHON 3/1EeKTPOCBA3N YPOBHSA Npu-
NOXEHWIA, YyCNyr 1 ynpaB/ieHns ABMAAIOTCS:

a) 06bEKTUBHbIE:

1) conyTcTBYyOLWME TEXHUYECKUM CPEACTBAM U3/TyYEHUA: 31eKTPOMarHuTHble (Mo60YHbIEe U3NyYeHns
3N1€MEHTOB TEXHUYECKNX CPeACTB, KabesibHbIX IMHUA TEeXHUYECKUX CPepCcTB), a/ieKTpuyeckne (HaBOAKM
3NEeKTPOMArHUTHbIX U3/TYYEHUIA Ha IMHUU U NPOBOAKMW, NPOCAYMBaHNE CUTHAMOB B CETW 3/IEKTPONUTaHUSA,
Luenn 3a3em/ieHus, HepaBHOMEPHOCTb MOTPeb/IeHNsA ToKa 3/IEKTPONUTaHUA), 3BYKOBble (akycTuveckue,
BMGpoakyctmyeckue),

2) aKTMBM3MpyeMble: annapaTtHble 3aknagkun (yctaHaB/MBaemble B JIMHUU 3/IEKTPOCBA3N, CETU
3/1eKTPONUTaHNsA, NOMELLEHNAX), NMPorpaMMHble 3aknafkM (BpefoHOCHbIe NporpaMmmbl, TexXHosiornye-
CKMe BbIXOAbl U3 NPOrpaMm, HenerasbHble KOMMM NPOrpamMHOro obecneyeHus),

1 B Poccuiickoin ®epepaumn geincteyet NOCT P 51275—2006 «3awymta nHpopmaummn. O6bekT nHdopmaTusaumn.
®akTopbl, BO34eACTBYOLWME Ha MHGIopMaumio. O6LLME MOMTOXKEHNS».
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3) onpegensemble 0CO6EHHOCTAMU 3/IEMEHTOB: 3/1IEMEHTbI, NOABEPXEHHbIE BO34ENCTBUIO 3/1EK-
TPOMarHMTHOro nons (MarHUTHble HOCUTENW, MUKPOCXEMbl), MporpammMHoe obecnevyeHue, NOABEPXKEH-
HOe nMporpamMMHbIM KOHMIMKTaMm,

4) onpepensiemble 0COOGEHHOCTAMU 3alMLLLaeMOro ob6bekTa: MecTonosiokeHnem obbekta (OTCyT-
CTBME KOHTPOSIMPYEMOW 30HbI, peanu3auus Ha HEeCKOJIbKMX yAaneHHbIX Apyr OT Apyra cpencrsax Bbl-
YNCNTNTENbHOW TEXHWUKK), OpraHulauuein kaHanoB o6MeHa MHGopMauuein (Mcnosb3oBaHWe NPOTOKO/0B
MapLpyTu3aummn, NCnosib3oBaHme rnobasibHbIX MHPOKOMMYHUKALMOHHbBIX CETEW, apeHAYyEMbIX KaHaNoB);
6) CyObEKTUBHbIE:

1) ownbKM: Npn NOAFOTOBKE M MUCNOJIb30OBAHMM MPOrpaMMHOro obecnevyeHns (MHCTaNNAUMS 1 3a-
rpyska nporpaMmMHOro obecneveHus, akcnayaTtaynsa nporpamMHoOro obecneyeHus, BBog AaHHbIX), ynpaB-
NIeHUN CNOXHbIMU cucTemamun (opraHmsaums ynpasseHuss noTokamm obmMeHa mHgopmaymn), ycTaHoBke
UNKn aKcnayataumm TeXHUYECKNX CpefcTB U NporpaMmMHOro obecneveHus,

2) HapyLleHNsA: pexnma oxpaHbl 1 3amnTbl ([OCTYN K TEXHUYECKMM CPeACcTBaM), pexuMma akcnayaTaumum
TEXHMYECKMX cpeacTB (3HeproobecneyeHme, XnsHeobecneyeHme), pexmma ncnonb3oBaHmsa nHopmaymm (06-
paboTka n 06MeH UHopMaunen, xpaHeHne 1 YHUUTOXeHNe nHdopmaunm), pexnma KoHPUAEHUNanbHOCTH;
B) c/iyyaliHble:

1) c60om 1 OoTKasbl: OTKa3bl U HEMCNPABHOCTU TEXHMYECKUX CpeacTB (o6pabaTbiBakWmMx NHopma-
Um0, obecneumBarLimMx paboTocnoCO6HOCTbL CPeACcTB 06paboTKn MHPOPMAaLUK, OXPaHy U KOHTPO/b A0-
cTyna), cTapeHue n pasmarHmymBaHue Hocutenel nHhopmMmauymm (LUCKET N CbEMHbIX HOCUTENEN, XKecT-
KX OMCKOB, MUKPOCXeM), cb60M NporpaMmMHOro o6ecneyeHuns; 3N1eKTpocHabXeHus,

2) noBpexaeHus: xnsHeobecneunsawwnx KOMMyHUKaLnii (3nekTpo-, BOAO-, raso-, TenaocHabxe-
HWUSA, KaHaNn3auumn; KOHANLNOHNPOBAHNSA U BEHTUASALMN).
4.10.3.2.3 NICTOYHMKN fecTabunmsnpyrowmnx Bo3gencTenii
VICTOYHUKM, 0BYCNOBNEHHbIE AEACTBUSAMN CybbeKTa:

a) BHELIHNE NCTOYHUKN:

1) cnyyaiiHble (HenpegHaMepeHHbIe): nepcoHan MOCTaBLWMWKOB YCAYr pas3/ZIM4HOro poaa, Haa3lop-
HbIX OpraHusauuini n aBapuiHbiX cnyxo6 u gap.,

2) npegHaMepeHHble: NoTeHUnasbHble NPEeCTYNHUKN (TEPPOPUCTLI) U Xakepbl, HEA06POCOBECTHbIE
napTHepbl, NpeAcTaBUTENN CUOBbLIX CTPYKTYP (B Ype3BblUaiHbIX CUTyaLnsax);

6) BHYTPEHHME WUCTOYHUKW: OCHOBHOW MepcoHasn, npeacTaBuTenn cnyx6 6e3onacHOCTU, 0OGCAYXUBAlO-
WWA N TEXHUYECKUIA nepcoHann.

MCTOYHUKKM, 0BYCNOBNEHHbIE AEACTBUSAMU O0OBbeKTa:

a) BHELLUHNE MCTOYHUKU: TEXHMYECKNE N NPOrpamMMHbIe cpeAcTBa 06paboTkM MHopmMayum nNpu NCnosb-
30BaHUN rNo6anbHbIX NHPOKOMMYHUKALMOHHbBIX CETEN;

6) BHYTPEHHME UCTOUYHMKM — TEeXHUYEecKue cpepcTea o6paboTkn mHpopmaymmn, nporpamMmmMmHbie cpeacTea
06paboTKN MHhOpMaLumM, cpeacTea OXpaHsbl.

dunsmnyeckne ABEHUA — MoXapbl, 3eMNIETPSACEHNS, yparaHbl, HABOAHEHNUS.

4.10.3.2.4 Ha ypoBHe NpuAOXKeHNA, YCAyr 1 ynpaBneHns BO3MOXHa peasim3alums bbiX Yyrpo3 B COOTBETCTBUM
C Tpe60BaHMAMMN HaLMOHa/IbHbIX CTAHAAPTOB U HOPMATUBHbIX OKYMEHTOB, AENCTBYIOLNX HA TEPPUTOPMIK rocyaap-
CTBa, NPUHSABLLEro cTaHAapTl). BO3MOXHbIMY MOCNEACTBMAMM peann3aunm yrpo3 MOXeT ObiTb HapyLieHue oboro us
KpuTepmeB 6€30MacHOCTU CeTU 3/1eKTPOCBA3N (KOHMUAEHUMANTbHOCTb, LEeNOCTHOCTb, AOCTYMHOCTb, NMOAOTYETHOCTD).

4.10.3.2.5 BO3HWKHOBEHWE YA3BMMOCTEN Ha YPOBHE WHMPACTPYKTYPbl U INHWUIA Xene3HO[40POXHOW
3/1EKTPOCBSA3N BO3MOXHO Ha BCEX CTaAMAX UX XU3HEHHOTO Lukna.

4.10.3.2.6 Peanusaumns yrpos, o6ycnoBfieHHas AeiNcCTBUAMM CybbekTa, XxapakTepucTtukamm martepuarb-
HbIX 0OBEKTOB, (PM3NYECKUMMN ABJIEHUAMU, BO3MOXHA Ha CTaAuW NAaHMPOBAHUSA, MPOEKTMPOBAHMWSA, CTPOU-
TenbCTBa, 3KCNayaTauuun, a Takke BbiBOAA M3 aKChayatayuu.

4.10.3.3 KpuTepun oueHkn 6e30nMacHOCTM YPOBHA MPUMTOXEHUI, YCAYTN yNpaBneHnsa Xenes3HoL0p0XHON
39NEeKTPOCBA3N:

- Ha cTaguu NNaHMpoBaHWA: COOTBETCTBUE TpeboBaHMAM 6e30MacHOCTU, NpeabaABASAEMbIM cTpaTernye-
CKAMM LeNAMU Xene3HoLOPOXHOW 3/1eKTPOCBA3N;

- Ha CTaAuu NPOEeKTMPOBAHUA: COOTBETCTBME XapaKTepUCTUK NPOEKTUPYEMbIX CPEACTB, CUCTEM, CETEN 1
pecypcoB Xene3HOA0POXHOI 3/IEKTPOCBA3N Ha YPOBHE MPUIOXKEHWIA, YCIYT U ynpaBaeHns TpeboBaHuam 6e3-
onacHoCTu, NpeabABAAEMbIM Ha CTaAun NAaHWPOBaHUS;

1) B Poccuiickoin ®enepaunmn peiicteyet FOCT P 52448—2005 «3awmTa uHdopmaumm. ObecneveHne 6esonac-
HOCTM ceTell 3neKkTpocBsA3n. OBLLME NONOKEHNSI.
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- Ha cTaguu aKcnayatauuu v BHeAPEHWUs: COOTBETCTBME 3asiB/IEHHbIM MOCTABLIMKOM XapaKTepucTUKam;
- Ha cTaaun BbIBOAA W3 3KCM/lyaTauun: COOTBETCTBME TpebGoBaHMAM 6e30MacHOCTU MO yAasleHUI0 1 Bbl-
BOAY U3 3KcnayaTauuu.

4.11 O6ecneyeHne 6€30NaCHOCTU Xee3HOAOPOXHO 3N1EeKTPOCBA3N B MSIOCKOCTAX ynpaBneHus

4.11.1 Mepbl obecnedyeHna 6e30nacHOCTU BKIOYAKT B cebs:

- opraHu3aumnoHHble (a4MUHUCTPATUBHbLIE, 3KOHOMUYECKNe, puandeckume);

- TexHuyeckue (ycTaHOBKa OXPaHHO-MOXAapPHOU CuUrHanusauuun, WMCnonb3oBaHWE CUCTEM KOHTPONSA U
ynpasfieHUs [OCTYNOM, NPUMEHEHNE TEXHUYECKUX CPeACTB 3aluTbl MHGOpMaLUN, BHeApeHUe UHTerpupo-
BaHHbIX cucteM 6e30nacHoOCTu);

- busnueckme (paboTta CTOPOXEN M KOHTPOEPOB);

- onepatMBHble (MCMNO/Ib30BaHUE OnepaTuMBHbLIX METOAOB PaboTbl, ONepaTUBHO-TEXHUYECKUX CPeAcTs,
Hanpumep «noaurpada» Asa BXOAHOrO KOHTPO/SA M NepUoauYecKoi NPOBEPKM NOANBHOCTU NepcoHana).

4.11.2 TpeboBaHnsa 6e30NacHOCTM B MNJIOCKOCTU afMUHUCTPATUBHOIO ynpaBieHna onpeaenexsl B [4]—[7].

5 TpeboBaHuAa No ob6ecneyeHnto 6e30NacHOCTU CpeacTB, CUCTEM U CETeN
Xene3Ho40pPOXHON 3/1EKTPOCBA3M

5.1 Tpe6oBaHNs Mo o6ecnevyeHno 6e30MacHOCTM Ha YPOBHE MHAIPACTPYKTYpbI
)KesIe3HOAOPOXHOW 3/1EKTPOCBS3M

5.1.1 OpraHusaunoHHble TpeboBaHusa 6e30nacHoOCTU

5.1.1.1 Heob6xoagnmMo HanmuMe TEXHUYECKON, HOPMATMBHOIM W 3KCMAyaTauMOHHOW AOKYMEeHTauum Ha
06bekTax MHPaCTPYKTYpPbl Xee3HO40POXHON 3/1eKTPOCBA3MN.

5.1.1.2 Ha cTtaguu akcnnyarauuum gos/HkHa 6biTb Npon3BefeHa peructpauums B fOKYMeHTax (kypHanax, akrax,
3/1IEKTPOHHbIX 6a3ax faHHblX) COOTBETCTBYHOLWENA MHGOPMAaLUN O BbINOIHEHHbLIX paboTax, COCTOSIHUN 06bEKTOB.

5.1.1.3 Ha cTtagumu akcnnayatauuy Heo6xoAMMO OrpaHMyeHne AocTyna K o6bektaM UHPaCcTPYKTYpbl Xe-
Ne3HOL0POXHON 3N1eKTPOCBA3MN.

5.1.1.4 Ha ctaguu akcnayatauum HeobxoAuMo BECTU yyeT NuL, NOAYUYMBLUMX U UCNOMb3YIOWNX AOCTYN K
06beKkTam NHPaCTPYKTYypbl Xene3HO40POXHON 3/1eKTPOCBA3N.

5.1.2 TexHu4yeckune TpeboBaHUA 6€30MacHOCTM

5.1.2.1 TpeboBaHUA K 3NeMeHTaM KOHCTPYKUMWN (K 31EKTPUYECKON NPOYHOCTU U30NALNN; YCTOWYMBOCTb K
BO34ENCTBUSAM MeXaHNUYeCcKnX Harpysok n Knumatmyecknx oakTopoB) cnedyeT BbIMOHATL cornacHo [9].

5.1.2.2 TpeboBaHnNa K MOHTaXYy, aKCnayatauum n peMoHTy (KpenseHue NNHUA K COOpYXeHUsAM, CTPOMUTENIbCTBO
N Npoknajka) cnefyeTt BbINOMHATb B COOTBETCTBMM C YTBEPXKAEHHbIM MPOEKTOM; OpraHu3aums TeXHUYECKOrO KOH-
TpoNsa B Nepuoj, CTPOUTENbCTBA A0/KHA OblTb BbIMOJIHEHA B COOTBETCTBMU C TPE6OBAHUAMWN HaLMOHANbHbLIX CTaH-
[apToB U HOPMAaTUBHbLIX AOKYMEHTOB, AelCTBYIOL X HA TEPPUTOPUN FTOCYAapCcTBa, NpuHABLIero ctaHaapTl), v [9].

5.1.2.3 TpeboBaHus K CpeACcTBam 3aluTbl, CUTHAIU3aLMN U KOHTPOASA AO/MKHbI O6bITb BbINO/IHEHbI COrnlacHo [9].

5.1.2.4 Tpe6oBaHus no obecneyeHnto 6e30nMacHOCTU NINHWI CBA3WN U HANPaBNAOLWMNX CUCTEM AO/IKHbI COOT-
BETCTBOBaTb TPe60BaHNAM (DM3MUECKOW 3alinTbl 1 3alnTbl OT BO3LENCTBUA OKpYXatolehn cpefbl cornacHo [9].

5.1.3 ®dyHKuMOHasbHble TpeboBaHNA 6e30NacHOCTU

5.1.3.1 [lo/mkHbl 6bITb 06ecneyeHbl 3awyuTa OT HECAHKLMOHWPOBAHHOIO NPOHWKHOBEHUA U AOCTYNHOCTb
B 06CNyXNBaAHUN.

5.2 TpeboBaHMA No ob6ecnevyeH0 6e30MacHOCTN Ha TPaHCNOPTHOM U (PYHKLMOHaNbHOM
YPOBHSIX Xesie3HOA0POXHOM 3/1EKTPOCBA3N

5.2.1 OpraHusayMoHHble TpeboBaHMA 6e30MacHOCTHU

5.2.1.1 Heo6X0AMMO HanMune TEeXHUYECKOW, HOPMATWUBHOW W 3KCNAyaTauMOHHOW [OKYMEHTauun Ha
06BbEKTbI TPAHCTMOPTHOIO YPOBHSA X€/1e3HOA0POXHOW 3/1EKTPOCBA3N.

5.2.1.2 Ha ctagum akcnnayatauum Heobxogumma gukcaums B fokymeHTax (KypHanax, aktax) cooTBeT-
CTBYOLLEA MHCDOPMALMM O BbIMOSTHEHHbLIX paboTax, COCTOSIHUN OOBHEKTOB.

1) B Poccwuiickoin ®epepaumn aeiicTBytoT «[MpaBuia MNOABECKM W MOHTaXa CaMOHECYLero BOJIOKOHHO-OMTY-
yeckoro kabens Ha onopax KOHTakTHOM CeTU U BbICOKOBOJbTHBLIX SIMHWIA aBTOB/IOKMPOBKM» (yTBEPXAEHbI MMC Pd®
16 aBrycta 1999 r. Ne LIS/LINC-677).
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5.2.1.3 Ha cTtagum akcnnyatayuy HeobxoAMMO orpaHMYyeHue gocTyna k 06bektam TpaHCMOPTHOrO ypOoB-
HS1 )Ke/1e3HO40POXHOW 3/1eKTPOCBA3N.

5.2.1.4 Ha ctagumu akcnayatauum Heo6Xoanmo BECTU yyeT NnL, NOMYUYMBLUNX U MCNONb3YOLWNX AOCTYN K
06beKTamM TPaHCMOPTHOIO YPOBHS XE/IE3HOLOPOXHON 3/1EKTPOCBA3MN.

5.2.2 TexHun4yeckue TpeboBaHMA 6e30MacHOCTH

5.2.2.1 TpeboBaHus Kk afileMeHTaM KOHCTPyKuun (rabapuTbl, yCTOWYMBOCTb K BO3AENCTBMAM MEXaHNYEeCKNX
Harpy3ok un knumatmnyeckux paktopoB) cnenyeT BbIMOMHATL cornacHo [9].

5.2.2.2 Tpe6oBaHMNA K MOHTaXy, aKCnyatauum n peMoHTy (pasmelleHne B CTOMKax, Kopobax, NCnonb30oBa-
HWe NULEH3NOHHOIO NPOrpaMMHOro obecneyeHus) cregyeTt BbINOAHATL cornacHo [9].

5.2.2.3 Tpeb6oBaHus K cpefcTBam 3aliunTbl, CUTHA/IM3ALNN N KOHTPOSA: CPeACTBa, CUCTEMbI, CETU Xeses-
HOLOPOXHOW 3/1EKTPOCBA3N TPAHCMNOPTHOrO YPOBHA AO/MKHbI 6biTh 06ecneyveHbl cpeacTBamu 3awWuThbl, CUTHANMN-
3auUnn 1 KOHTPOSS B COOTBETCTBUM C TpeboBaHMAMU NOAUTUKM BGe3onacHocTu cornacHo [9]. O6opyaoBaHue xe-
NEe3HOA0POXHON 3/1EKTPOCBA3N TPAHCMOPTHOIO YPOBHSA AO/HKHO MMETb 3BYKOBYH) M CBETOBYH CUrHanusauyuio, a
Takxe [0/HKHO ObITb OCHALWEHO cpeacTBaMy KOHTPOASA DYHKLMOHMPOBAHMS.

5.2.2.4 He ponyckalTca MexXceTeBble He3alulieHHble COeAUHEHUA W UHTepdeincbl B NEPBUYHbLIX U
BTOPUYHBLIX CETAX XENe3HOO4O0POXHOW 3MEeKTPOCBA3M MeXAY 3/IEMEHTaMU CeTM nepefayn faHHbIX U ceTei
onepaTMBHO-TEXHOIOTMYECKOTO U 0O EeTEXHONOINMYECKOrO Ha3HaYeHus.

5.2.3 dyHKUMOHaNbHbIEe TpeboBaHNA 6e30NacHOCTU AO0/KHbI ObiTb YCTAHOBEHbI cornacHo [10].

5.3 Tpe6oBaHUs No oGecrneyeHNo 6e30MacHOCTU Ha YPOBHE MPUIOXKEHWUIA, YCIyT U ynpaBieHus

5.3.1 OpraHu3aunoHHble TpeboBaHMA 6e30nacHOCTU

5.3.1.1 Heo6xogMmMo Hasmyne TEXHUYECKON, HOPMAaTUBHOI, 3KCNAyaTalLMOHHOW U ApYroii AOKYMeEHTaLum
Ha cpefCcTBa, CUCTEMbI, CETU U PeCypcChbl XeNe3HOA0POXHOW 31eKTPOCBA3MN.

5.3.1.2 Ha ctaguu akcnnyartauum Heobxogmma pukcaumsa B 4OKYMeEHTax (KypHanax, akrax, 3/1eKTPOH-
HbIX 6a3ax AaHHbiX) COOTBETCTBYHLEN MHGOPMaUMM O BbINOJSIHEHHbLIX paboTax, COCTOSHUU 3KCnyaTupye-
MbIX 06bEKTOB.

5.3.1.3 Ha ctaguu akcnnyaTtaumm Heo6xo4MMO orpaHuyeHve gocTyna K cpefcrBamM, cuctemam, ceTam u
pecypcam Xesie3HOLOPOXHOM 3/IEKTPOCBA3M.

5.3.1.4 Ha ctagumn akcnayatauum Heo6Xxoanmo BECTU yyeT NnL, NOMYUYMBLUNX M MCNONb3YOLWNX AOCTYN K
cpeAcTBam, cCUCTEMaM U CETAM Xe/e3HOL0POXHOW 3/1eKTPOCBA3N.

5.3.2 TexHuuyeckue TpeboBaHMA H6e30MacHOCTHU

5.3.2.1 TpeboBaHusa Kakcnayataymm (MCNob30BaHNE NLEH3MOHHOIO NPOrpaMMHOro obecneyeHns) 4oax-
Hbl ObITb BbINOJ/IHEHLI cOrnacHo [9].

5.3.2.2 TpeboBaHusA K cpeAcTBam 3aluTbl, CUTHaNM3aLUN 1 KOHTPOASA (0becneyeHne npeaynpexaeHus
0 BO3HMKaKLWMX U peann3oBaHHbIX yrpo3ax, 0XBaT BCEX KPUTUYHbIX CUCTEM) AOKHbI 6biTb BbIMO/IHEHbI CO-
rnacHo [9].

5.3.3 ®yHKUMOHanbHble TpeboBaHMs 6€30MacHOCTM A0/MKHbI 6bIThb YCTAHOB/EHbI coraacHo [10].

5.4  TpeboBaHuA 1 Mepbl MO obecnevyeHNto 6e30NacHOCTU B NJIOCKOCTSAX yrnpaBieHus

5.4.1 OpraHn3aynoHHble TpeboBaHNS U Mepbl NO 0b6ecnevyeHnto 6e30MacHOCTMU

5.4.1.1 MNnaHnpoBaHue 6e30MacHoOCTU

Be3onacHOCTb AO/MKHA COOTBETCTBOBAThL TpeboBaHusAm [10]:

a) ANSA Kaxnoro Buaa CeTell U CUCTEM XeNe3HOA0POXHON 3MeKTPOCBA3N A0/KHA ObiTb pa3paboTaHa,
yTBEPXAEHA, n3JaHa u JoBefeHa 00 CBeAEeHUS BCeX COTPYAHMKOB OopraHusauumn, akcnayatumpylowein cetb
UNN CUCTEMY 3/1IEKTPOCBSA3M, NOMUTMKA 6e30NacHOCTM, KOoTopas AO0J/IXHA onpeaensaTsb:

1) OTBETCTBEHHOCTb PYKOBO/ACTBA 3a 06ecneyeHne 6e30MacHOCTU CeTeli U CUCTEM XKENE3HOLOPOX-

HOW 3/1EKTPOCBA3MN,

2) obwue n KOHKpeTHble 0653aHHOCTN COTPYAHUKOB No 6e3onacHocTy,
3) nogxopn opraHu3aunn K ynpaB/ieHuo 6e30MacHOCTbHO,
4) cuctemy obecneyeHus 6e30MacHOCTU U PYHKLMOHANBHOCTbL CAYX6bl 6€30MacHOCTH;

6) N0 Mepe N3MEHEHUA HanpaBfieHWii AeATeNbHOCTM 1 BU3Hec-Lesnen opraHmsaymm noauTuKy 6esonac-
HOCTK criefyeT KOPPEeKTMpoBaThb.

MnaH 6e3onacHOCTM cnefyeT exerogHo paspabartbiBaTbh, YyTBEPXAATb PYKOBOACTBOM OpraHusauum, akc-
nayaTupyroLwen cetTb WM CUCTEMY XENE3HOL0POXHOWN 3NEKTPOCBA3N.

5.4.1.2 TpeboBaHua no 6e30nNacHOCTN MepcoHana cregyeT BbINOMHATL cornacHo [9]:
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a) [O/MKHbI ObITb OMpeAesieHbl KaTeropun nepcoHana, CBA3aHHOro ¢ 06paboTKoi, XpaHeHNeM U nepe-
Jadein nHopmaunmn, n ycTaHOBNEHbl KpUTepun oTbopa AN nvl, NPpeTeHAYWMNX Ha 3TN LO/KHOCTH;

6) AO/MKHbI ObITb YCTAHOB/EHbI NpaBuaa NOBeAeHMUS NepcoHana, aKkcnayaTupyrouwero cpeacrtesa nHdop-
MaLMOHHbIX TEXHOOTWIA, B OTHOLEHUN ob6ecneyeHnss 6e30nacHOCTH, onucbiBarWwmne 06593aHHOCTU NepcoHana
N oXnpgaemble OT HEro AencTemsa no obecnevyeHnto 6e30MNacCHOCTH;

B) 4O CBeAeHUs nepcoHana, NnogBepraemMoro oTbopy A0 ero gonycka Kk paboTte, fOMXKHbI 6bITb 4OBEAEHbI
(noa pocnuck) NpaBusia NOBEAEHNS U OTBETCTBEHHOCTb 3a HapylleHue pexuma 6e3onacHocTu, a nocse 3a-
BEPLUEHNS KOHTpaKTa — OTBETCTBEHHOCTb 3a COXPAHHOCTb MOJTYYEHHbIX B X0A4€e paboTbl CBEAEHWIA;

r) nepcoHan Ao/KeH 6biTb 06y4YeH TpeboBaHUAM 6e30MacHOCTU, B TOM 4YMC/Ee U 3aliuTe OT HeCaHKUMo-
HUPOBAHHOIO A0CTyna A0 pas3pelleHuns AocTyna nepcoHana kK paboTe;

) Heo6XxoAMMO nepuoamyecky OCYLLecTBNATbL NepenoaroToBKY nepcoHana u perynspHo npoBoguThb
MeponpuUaTUS Mo ero MHPOPMUPOBAHNK O HEOBXOAMMOCTM COBGNAEHNA YCTAHOB/IEHHbIX TPeb0oBaHMin 6e3-
onacHocTw.

5.4.1.3 dun3nyeckan 6e30nacHOCTb

[onxeH O6bITb onpegenieH NOPsSAAOK KOHTPOMS BCex (hM3nmyecknx TOYeK gocTtyna Ha o06bekTbl MHGpa-
CTPYKTYPbl XXENe3HO40POXHON 3/1EKTPOCBA3UN (BKOYas ABEPU, OKHA, MecTa BBOAa B COOPYXEHUS CBA3U 3fie-
MEHTOB CUCTEM BEHTUAUUM, KaHanusauuu, BoAOCHabGXeHWs, ra3ocHabxXeHus, 3NneKTpocHabxeHua un tene-
KOMMYHUMKaLnii) cornacHo [9].

JomkeH 6bITb OCYLECTB/IEH MOHUTOPUHT (hU3nMYeckoro focTtyna B MOMELWEHUs, B KOTOPbIX pa3MeLLeHbI
TEXHMYECKMEe cpeacTBa cornacHo [9].

[JonxeH O6blTb OCyuWlecTBNieHa perncrpauyuss AencTBuii nepcoHasna MO 06CAYXMBAHUID TEXHUYECKUX
cpefcTB cornacHo [9].

Mopafok nepegaun o6opynoBaHWA APYTMM opraHum3aunsam W ero ytunusauus AOJ/DKHbl 6biTb onpege-
NeHbl B OTAENbHOW WHCTPYKUMW, yCTaHaBnvBawlel AelCTBMA N0 HeAONyWeEeHWU Hanuuusa B YyCTpOMcTBax
XpaHeHus uMHopmaLun, nepejaBaeMbiX WM nogsexawmux yTuamsauum nporpaMMHo-annapaTHbiX CPeAcTs,
OCTaTOYHOlM MHGOPMauuK, cornacHo [9] u B COOTBETCTBUM C TpeOOBaHUAMM HaLMOHa/IbHbIX CTaH4ApPTOB U
HOPMAaTVBHbIX OKYMEHTOB, AEWCTBYIOLWMNX HA TEPPUTOPUM rocypapcTea, NpUHABLLEro ctaHgapTl).

B npouecce MOHUTOpUHTa hr3nYeckoro AocTyna B NOMELLEHNSAX, B KOTOPbIX pa3MeLlleHbl TEXHUYECKME
cpeacTsBa, cnefyeTt MCNONb30BaTh YCTPONCTBA BUAEOHAOMOAEHNA U CUTHANU3aLMn peanbHOro BpemexHn. He-
06Xx04MMO0 Mcnosib3oBaTb aBTOMAaTU3MPOBaAHHbIE CPeAcTBa perncrpaynum geicTeuii nepcoHana no o6cnyxm-
BaHUK TEXHWYECKNX CPEACTB B COOTBETCTBMU C TPe6OBAHMAMMW HaLMOHAaNbHbIX CTaHAAPTOB U HOPMAaTUBHbIX
LOKYMEHTOB, AeNCTBYOLWNX HA TEPPUTOPUK rocyAapcTBa, NPUHABLLEro ctaHaapT2).

5.4.1.4 MnaHnpoBaHMe AENCTBUI NPU Ype3BbivaliHbIX CUTyauusax cneayeT BbIMOHATL cornacHo [9] u B
COOTBETCTBUU C TpebOBaHUAMM HaLUWOHA/IbHbIX CTAHAAPTOB M HOPMATMBHbLIX AOKYMEHTOB, AEACTBYHLIMX Ha
TeppuTopumn rocyfapcTea, NpuUHaBLIEro ctaHgapTl).

B opraHusauumn, akcnayatupyloulLeii cpencrtsa, CUCTEMbI, CETU XEeNe3HOL0POXHON 3/1eKTpoCBA3M A0N-
XeH O6biTb pa3paboTaH M OCYLWECTB/IEH NaH MEeponpuATuii Npu AeWCTBMKW B 4Ype3BblYaiHbIX CUTyauusix, B
TOM 4ucne 1 Npy TEPPOPUCTUYECKMX aKTax, yUuTbiBas PYHKUMN 1 0693aHHOCTU nepcoHana v AeincTsus, cBs-
3aHHblEe C BOCCTAHOB/IEHMEM CUCTEM MOC/e BbiX0o4a M3 CTPOS WX 3/IEMEHTOB.

MepcoHan fonxeH 6bITb 06yYeH AEACTBUAM MPU YPe3BblYANHbIX CUTyaUUaX, U AO/HKHA OCYLW,EeCTBAATb-
CA ero nepenoaroToBska.

MpoBepky nnaHa AelCTBUIA B uYpes3BblyaliHbIX CUTyauusx M ero KOppekTUPOBKY crefyeT NpoBOAUTb He
pexe O4HOro pasa B rof C Uefbl onpegeneHns aeKTMBHOCTU M FTOTOBHOCTU OpraHM3auuun K BbIMOTHEHUIO
[aHHOro nnaHa.

Heo6xo4MMO NpoOBOAUTL pe3epBHOE KOMMPOBAHWE U XpaHeHue B 3aliMW,EeHHOM BUAe KPUTUYECKOW WH-
dopmauumn nonb3oBaTesieil U cMCTEMbI yNpaBieHuUs.

1) B Poccuiickoin ®epepaunn aelicteyeT Yka3 MNpesupeHta Poccuiickoii ®epepaummn Ne 351 ot 17 mapta 2008 T.
«O Mepax no obecneyeHno MHhopMaLMoHHON 6e3onacHocTy Poccuiickoli ®epepauymn Npu KCMonb30BaHUM HAOpMaLy-
OHHO-TEIEKOMMYHUKALMOHHBIX CETEN MeXAYHapoAHOro MH(DOPMaLMOHHOTO 06MEHa.

2) B Poccuiickoli degepauun geiicteytoT Ykas lMpesngeHta Poccuiickoli ®epgepaunmn Ne 351 ot 17 mapta 2008 r.
«O mepax no obecneyeHnto MHAOPMAaLMOHHON 6e3onacHocTu Poccuiickoii ®egepauyn Npyu KCnob30BaHUM MHGOpMa-
LIMOHHO-TE/IEKOMMYHMKALIMOHHBIX CETe MeXayHapoLHOro MHAOPMAaLMOHHOTO OBMeHa»; «llepeyeHb KPUTUYECKM BaX-
HbIX 06BbEKTOB Poccuiickoli defepaupny», YTBEPXAEHHbIN pacnopshkeHnem lMpasuTenbctea Poccuiickoii ®epepaumun ot
23 mapTta 2006 1. Ne 411-pc.
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5.4.1.5 PearnpoBaHne Ha UHUMAEHTbl 6e30MacHOCTU criefyeT BbINOMHATbL cornacHo [9] u B cCOOTBETCT-
BUM C TPe6OBAHMAMMN HaLMOHa/IbHbIX CTAHAAPTOB M HOPMATUBHbLIX AOKYMEHTOB, AECTBYHOLWNX HA TEPPUTO-
pun rocygapcTtea, npuHaswero ctaHgaptl).

B opraHusauun, akcnayatupywuieil cpenctBa, CUCTEMbI, CETU XENe3HOA40POXHOW 3/1eKTpoCBA3n, A0N-
XeH ObITb pa3paboTaH M OCYW,EeCTBAEH NJaH MeponpusaTuii Nno obpaboTke MHUMAEHTOB 6€30MacHOCTN U A0/1XK-
Ha ObITb NpoBeJeHa ero KOPPEeKTUPOBKA He pexe OAHOro pasa B rof C uesnbio onpepeneHns appekTUBHOCTHU
M TOTOBHOCTU OpraHvM3auuy K BbIMOSIHEHWIO AAHHOMO niaHa.

Heob6xoaMmo ocyLWw,ecTBAATb MNOATOTOBKY K BO3MOXHOMY MPOSAB/IEHUIO WMHUWAEHTA, €ro npeaynpex-
OEeHN0, 06HapyXeHu, pearmpoBaHunio, CAEPXKMBAHUIO, YCTPAHEHWUID U BOCCTAHOBMIEHWUIO WMCXOAHOMO CO-
CTOSHUA.

[JomkHa ObiTb onpegeneHa rpynna cneunanmcToB U3 ciyxo6 6e30macHOCTM U MHPOPMaLMOHHbBIX TEXHO-
Nornin, cnocobHbIX pearnpoBaTb Ha MHLUMAEHTbI B 06/1aCTV MHGOPMAaLNOHHO 6€30MacHOCTH, KOTOPbIe 40/IKHbI
UMETb BO3MOXHOCTb YCTHOTO (N0 TenedoHy) Unn NMCbMEHHOTO (Mo 31EKTPOHHOI NoyTe) obmeHa nHdopmaymeit
C nonb3oBaTensaMu ycnyramu CBs3v, B3auMOAeWCTBYKOLWMMKU onepatopamMu CBA3W M opraHamu 6e30nacHoCcTu
rocygapctea v obecnedyeHuss npaBonopsagka o HapylweHusx 6e30nacHOCTW, KOTOpble MOTyT nepepacTu B MHUM-
[EeHT 6e30MmacHoCTy.

JOomKHO 6bITb NPeAyCMOTPEHO NPUBJ/IEYEHNE BHELLIHUX CYXO pearnpoBaHus Ha WHUWAEHTHI.

5.4.2 ®PyHKUMOHaNbHble TPeboBaHUA N Mepbl MO obecnevyeHNto 6e30NacHOCTH

5.4.2.1 NpeHTudukauma n ayteHTudukayma

[nsa nepcoHana, OCYyLWeCTBAAKWLWEro ynpaB/ieHue, HacTPOiKy W KOHUrypupoBaHWe annapaTHbIX
CpeAcTB MHMOPMALNOHHBIX U TENTEKOMMYHUKALMOHHbIX TEXHONOTNIA, AO0/MKHbI O6bITb 06ecneyeHbl MAEHTU(K-
Kaumsa n ayteHTuukauusa npu nx 4ocTyne K AaHHbIM cpefcTBam corsiacHo [10].

Mpu ypaneHHoM gocTyne K annapaTHbiM cpefcTBaM B3auMOAeNCTBYHLLUX CUCTEM U CETel CO CTOPOHbI
o6cnyXmBawLWero nepcoHana gomkHa 6biTb o6ecneveHa ngeHTUPMKaLMss OKOHEYHOro 060pyA0BaHUS.

[ns kaxgoro ceaHca ygasieHHOro foctyna AO/DKHO o6ecneynBaTbCsl YCTAHOBJ/IEHMWE YHUKAbHbIX napa-
MEeTpOoB ayTeHTudukalmnu.

3awmnTta OT HECAHKLMOHMPOBAHHOIO AOCTYNa K NporpamMMHO-annapaTHbiM cpefcTBaM, C NOMOLLbIO KO-
TOpbIX NPEAOCTaBAATCA YC/YrM CeTW Mepefadnm AaHHbIX, OKa3blBaeMbiX MOSb30BaTE/IsIM CeTeli nepegauyn
AaHHbIX, AO/HKHA BKAOYaTb B cebs npoueaypy ayTeHTudmkauum nonb3oBaTenein cornacHo [9].

5.4.2.2 KoHTpoO/ib fgocTtyna

Mpw ynpaBneHnn, HacTolike, KOHPUTYpUpoBaHMM NpPorpaMMHO-annapaTHbIX cpeacTB (Bkaw4vas 4oCcTyn K
OKOHEYHOMY KabesibHOMY 1 pacnpegennutesibHOMY 060pyA0BaHMIO) U 0GCAY)XUBAHUN aBOHEHTCKUX INHWIA AN
nepcoHana, 3KCnayaTupyLLero ykasdaHHble cpencTBa, AO/DKHbl ObiTb YCTAHOBEHbl KOHTPO/b, perucrpauns
M OrpaHuYeHne ero feilcTBUin B COOTBETCTBUM C YCTAHOB/IEHHLIMWU MOSIHOMOYUAMM Ha AOCTYN K cpeAcTBam,
UX NPOrpaMMHOMY Oo6ecneyeHuto, NPUAOXKEHUAM U AaHHbIM. [Jo/HKeH 6biTb OCYLLECTBMEH 3anpeT nofo6HbIX
AeWCTBUIA ANst MOCTOPOHHUX NNL, AW AOCTYN C NaposieM Mo ymonyaHuto (BBe4EHHOM npoussBoguTesneM 060-
pyZoBaHUsA UAM NPOrpaMMHOro o6ecneyeHuns).

OrpaHnyeHue goctyna AO/DKHO ObiTb OCYLLECTBNIEHO MepaMn KOHTPONA A0CTyna, onpefensowumn:

- 06BbEKTbl, CaHKLMOHMPOBAHHbIE K MONYYEHUIO AOCTYyNa, U CpencTBa, K KOTOPbIM AaHHble 06bEeKTbl YyNos-
HOMOYEHbI MMETb AOCTYN;

- paspelweHnsa no Tuny goctyna (4TeHue, 3anucb, U3MEHeHne, co3gaHne, yaaneHue).

MonHomouusa (Npasa) foCTyna nepcoHasy, CMeHMBLIEMY paboyne mecta WavM NOKMHYBLUEMY OpraHusa-
LUK, AO/DKHbI CBOEBPEMEHHO YAANATLCA.

MonHomoumnsa (npaBa) gocTyna AOJ/IXHbl Ha3HayaTbCsA NepPCOoHany B MMHMMaSIbHO HEOB6X0AMMOM 06b-
emMe B COOTBETCTBMU C UX NnpuoputeTamu, PyHKUUAMMU 1 06A93aHHOCTAMU N HE pexe OA4HOro pasa B WecCTb
MecsueB nepecMmartpuBaTbcs. NpyM 3TOM peKOMEHAYETCS MCNOMb30BaTb TO/IbKO MEPCOHasIbHblIE YyUYEeTHbIe
3anucu.

5.4.2.3 Ob6ecnevyeHne KOHPUAEHUNANBHOCTHN

[ns ynpaBnsawwein nHpopMaym aHHbIMU KOHUTYPUPOBaHUA NMporpaMMHO-annapaTHbiX CPeACcTB WH-
hopMaLMOHHbIX U TENEKOMMYHUKALMOHHbLIX TEXHOMOTUA Npu ee nepegaye no KaHanam CBA3M U XpaHEeHUU
[O/KeH 6bITb onpefeneH Nopsfok o6ecneyeHnss ee COXPaHHOCTU OT AOCTyNa K Heill HeCaHKLUWMOHWPOBAaHHbIX

1) B Poccwiickoii ®efepaummn geiicteyeT Yka3 MNpesnpeHta Poccuiickoin ®epgepaumm Ne 351 ot 17 maprta 2008 T.
«O Mepax no obecneyeHnio MHPOPMaLMOHHON 6e3onacHocT Poccuiickoli deaepauun npy NCnosb3oBaHUM MHgopmaLm-
OHHO-TE/IEeKOMMYHMKALMOHHbIX CeTel MeXAyHapoAHOro MHDOPMALMOHHOTO 0OMeHax.
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nuvy cornacHo [9] 1 B COOTBETCTBMM C TPEOOBAHUAMU HaLMOHAMbHbLIX CTAHAAPTOB U HOPMATUBHbIX AOKYMEH-
TOB, AENCTBYIOLLMX HA TEPPUTOPUM TOCyAapcTBa, NPMHABLUEro ctaHaapTl).

5.4.2.4 Ayant cobbiTuin 6e3onacHocT — corsacHo [9], [10] n B COOTBETCTBUM C TPEOOBAHNSAMM HALMOHAbHbIX
CTaHapTOB M HOPMATUBHbIX OKYMEHTOB, AENCTBYOLNX HA TEPPUTOPUN FTOCYAAPCTBA, NPUHABLLErO CTaHAapT2).

B Lensax npoBepku 3aperncTpMpoBaHHbIX AaHHbIX, KacalLwmnxca coObITUA HeCaHKLMOHNPOBAHHOIO AOCTY-
na v BbIIB/IEHUS NPUYUH U YC/I0BUIA, CMNOCOBCTBYIOLWNX HAPYLIEHWIO LE/I0OCTHOCTM U YCTONUYMBOCTU (PYHKLMOHM-
pOBaHNsi CUCTEM U CeTell XXeNe3HOA40P0XHON 3/1eKTPOCBA3M, AO/MKHA 06ecneymBaTbCa BO3MOXHOCTb UX aHanmns3a.

XXypHanbl perncrtpauum cobbiTUil, MELWMNX OTHOWEHNE K 6€30NacHOCTU CUCTEM U CETEN Xenes3Hono-
POXHOW 3NEeKTPOCBA3W, crieqyeT XpaHuTb B TeYEeHUe J0CTaTOYHOro cpoka Ass obecneyeHns paccnefoBaHuil
nHLUMAeHTOB. CpoK XpaHeHUs XypHasioB perncrtpayuy cobbiTUl JOMKEH ObITb onpeAeneH UCXo4s U3 CPOKOB
NCKOBOW AaBHOCTMW.

[na nwo60oro ny6amMyHO AOCTYNHOrO CETEBOr0 pecypca B CMCTEMaXx WM CETAX Xe/Te3HOLOPOXHON 3NeKTpo-
CBSA3M [0/XHa ObITb NpeAcTaBeHa BO3MOXHOCTb MoayvyeHns nHopmauum o ero Brajesnble B 06bemMe, pas-
peleHHOM 3aKoHoLaTeIbCTBOM.

[na dunbTpauumn notoka NepBUYHbIX COObLITUIA, PETMCTPUPYEMBIX B XypHanax, pekomeHayetca npume-
HATb CpefCcTBa KOppensauun cobbiTUil, ONTUMUIMPYIOLLME 3anNucK B XXypHanax MHUMAEHTOB No 6e30MacHOCTU.

5.4.2.5 MNofOTYETHOCTb

Pernctpauunsa gelictBuii B ceTu y4yaCTHUKOB CeTEBOro B3auMogelicTBMsa fos/mkHa obecneymBaTb BO3MOX-
HOCTb MOJIyYEHUS AOKYMEHTas/IbHOTO MNOATBEPXAEHUA 3TUX AECTBUIA cornacHo [9] n B cooTBeTCTBUM C TPebHOo-
BaHUAMM HaLMOHaNbHbIX CTAaHAAPTOB M HOPMATWBHbLIX AOKYMEHTOB, AENCTBYOLWMNX HA TeppuTopumn rocygap-
CTBa, NPUHABLUEro cTaHaapT2).

5.4.2.6 LLenocTHOCTb AaHHbIX U NPOrpaMMHbIX CPeACTB A0/KHA 6biTb 06ecneyeHa cornacHo [9], [10].

[na obecneyeHnss LENIOCTHOCTM XPaHUMbIX U NepefaBaemblX AaHHbIX, 3aluTbl UX OT mMoaudukaumm,
YHUUTOXEHUA, co3gaHnsa (BCTaBKkM) U NMOBTOPHONM nepegayn goskHa 6biTb UCKNOUYEHA BO3MOXHOCTb HEKOHTPO-
NIMPYEeMOoro focTyna K HUM CO CTOPOHbl 06CnyXunBalLero nepcoHana.

B cuctemax v ceTax xene3HoA0pOXHOW 3/1EKTPOCBA3MN 40/HKHA OTCYTCTBOBATb BO3MOXHOCTb yAa/leHHO-
ro BO34ENCTBMA Ha NopTbl ceTeBOro 060pynoBaHns, CBA3aHHbIe C ero KOHPUrypmpoBaHmem.

B cuctemax un ceTsix Xene3HoA0pPOXHOW 3N1eKTPOCBA3N A0/MKHA ObiTb LLENOCTHOCTb NporpaMmMHoro obe-
crieyeHns CpeacTB CBA3W, BKAUawLWwas UCnonb3oBaHWe NULEH3NOHHOW aHTUBUPYCHON 3alnTbl, ¢ obecneve-
HMEM BO3MOXHOCTM aBTOMAaTU4YECKUX OOHOBNEHU ANA 06HAPYXEHUA U YHUUTOXEHUSA 3/T0HAMEPEHHOro koaa
(Bupycos u ap.).

[JomkHO 6bITb 06ecneyeHo LeHTpanAnu3oBaHHoe ynpaB/ieHne MexaHnaMamy aHTUBUPYCHOM 3alluunThbl.

5.4.2.7 Be3onacHOCTb MHIpPaCTPYKTypbl AO/HKHA ObiTb 0becnevyeHa cornacHo [9] m B COOTBETCTBUM C
Tpeb60OBaHUAMMN HaUMOHa/bHbIX CTaHAAPTOB U HOPMAaTUBHbIX AOKYMEHTOB, AECTBYHOLWNX HA TEPPUTOPUMN TO-
cyfiapcTtea, NpuHSABLLEro ctaHfapT3d).

TexHuyeckme cpeacTtBa, MCcnosb3yembie s nepegaydn, 06paboTkn U/Mnm XxpaHeHns ynpasnstouieii nHgop-
MauuKn, A0/KHbI ObITb (PM3MUYECKU N30IMPOBaHbI OT BCMOMOraTebHbIX (06ecneynBarLLinx) TEXHUYECKUX CPEeACTB.

[Ana nwo6oro annapaTHOro o6opyaoBaHnsa u/vunm NporpaMMHOro o6ecneyvyeHus AO/MKHbl GbiTb MPUHATHI
Mepbl MO YCTAaHOBKE PEKOMEHAOBAHHbIX U3rOTOBUTENEM OOGHOBAEHWIA W/MAM B KpaTyalwume CPOKM AO/HKHO
6bITb OCYLLECTB/IEHO YBEAOMJ/IEHME NOMb30BaTefnieii 06 0O6HaAPYXEHHbIX YA3BMMOCTAX MCNO/b3yeMOro o6opy-
[0BaHVUA n/Mnum NnporpaMmMHOro ob6ecnevyeHus, a Takke HapylleHUaxX cUcTeMbl 6e30MacHOCTU, KOTOpble MOryT
UMeTb NOCNEeACTBUA ANA CUCTEM U CeTell Xese3HOLOPOXHON 3/1eKTPOCBA3N.

1) B Poccuiickoii degepauun aeiicteytoT Yka3 MNpesngeHta Poccuiickoin degepauun ot 17 mapta 2008 . Ne 351
«O Mepax no obecneyeHnto MHopMaumoHHol 6e3onacHocT Poccuiickoli ®eaepauymn npy UCNosb30BaHWM MHopMaLm-
OHHO-TENEKOMMYHUKALIMOHHbIX CEeTeli MeXAyHapoaHOro MHGopMaLMOHHOTO 06MeHa»; ®efepabHblii 3aKoH Poccuiickoit
denepaunn ot 7 nona 2003 1. Ne 126-P3 «O cBA3U».

2) B Poccuiickoii ®epepaumn geincteyeT Ykas lMpe3ungeHta Poccuiickoii depepauum ot 17 maprta 2008 . Ne 351
«O Mepax no obecneyeHno MHPOPMALMOHHON 6e3onacHocT Poccuiickoin depepaummn npy NCNOMbL30BaHNM MHDOpMALLM-
OHHO-TEIEKOMMYHUKALMOHHBIX CeTeli MeXayHapoAHOro MHGOPMaLMOHHOTO 06MeHa».

3) B Poccuiickoii depepaumn geiictByoT Ykas [lMpe3sngeHta Poccuiickoli depepaumm ot 17 mapta 2008 T.
Ne 351 «O mepax Mo obGecneyeHuto MHOpMaUnoHHol 6e3onacHocTM Poccuiickoin degepaumy npy Mcnofb3oBa-
HUN MHGOPMALMOHHO-TENTEKOMMYHUKALMOHHBLIX CeTell MeXAyHapoaHOro MHopMaunoHHOTO o6MeHa»; «lepeyeHb
KpUTMYECKN BaxHbIX 06BEKTOB Poccuiickoit depepaunn», yTBEPXAEHHbIM pacnopsikeHnem MpaBuTenbcTBa Poccuii-
ckoin depepauynn ot 23 mapTta 2006 . Ne 411-pc; degepanbHbiii 3akoH Poccuiickoii ®egepauumn ot 7 monsa 2003 .
Ne 126-®3 «O cBs3W».
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MofknoueHns ceTell XXene3HOA0POXHOW 3/M1eKTPOCBA3N K CETAM, UMEILMM BbIXO4 Ha ceTn obLiero
nMonb30BaHUA U ceTu nepefayn AaHHbIX, cleAyeT OCYLWecTBAATb TO/IbKO Yepe3 MexceTeBOe 3KpaHuMpoBa-
HWe 1 JO/MKHbI ObiTb CHAGXeHbl cepTUULMPOBaHHBIMU CpeACTBAMMN OGHAPYXEHWNS BTOPXEHUS U aHTUBM-
pyCHOIi 3auThl.

B cuctemax u ceTax XenesHoAOPOXHOW 3/1eKTPOCBA3N J0/HKEH ObiTb ONpefeneH nepevyeHb COCTaBHbIX
KOMMOHEHTOB U 3/1EMEHTOB, TPeO6YLW KX 3aLUTHI.

CpefcTBa 3alWuTbl UHDOPMALUK, UCNOb3yeMble B CUCTEMAX W CETSX Xe/Ie3HOLOPOXHO! 3/1eKTPOCBS-
31, OO/DKHbI UMEeTb AeicTBylow e cepTudmkaTbl (aTTectaTbl) COOTBETCTBUSA M NPOXOAUTH NPeayCMOTPEHHbIE
npoueaypbl NPOBEPKMK.

B cuctemax u CeTsix XenesHoLOPOXHOW 3M1eKTPOCBA3M He crefyeT Ucnonb3oBaTb Mepbl 6e30mnacHo-
CTW, KOTOpPble HAHOCAT Bpej HenpuyacTHbIM CcybbekTam MHgopMaLMoHHOro obMeHa. icnonb3yemble Npo-
rpamMHoO-annapartHble CpefcTBa 3alinTbl HE AOJ/DKHbI YXyALWaTb XapakTepUCTUKN OCHOBHbIX TEXHUYECKUX
cpefacTs.

6 Tpe6OBaHVIFI K)Kefle3HOﬂ|0pO)KHOI7I ANNIEKTPOCBA3N, €€ COCTaBHbIM HaCTAM
N 9/IEMEHTaM COCTaBHbIX YacTel No obecneyeHno 6e30MNacHOCTU

6.1 TpeboBaHUS KXXeNe3HOA40POXHOWN 3/1EKTPOCBA3M NO obecneyeHnto 6e30nacHOro
OBVXEHUS XXe/1e3HOL0POXHOIO NOABYKHOIO COCTaBa C YCTaHOBJ/IEHHOW CKOPOCTbIO
N MVHUMa/IbHbIM VHTEPBAJSIOM Cre[0BaHus

[ns ob6ecneyeHnss 6e30NacHON0 ABUXEHUS Xe1e3HOA0POXHOro NOABUXHOIO cocTaBa C YCTaHOBMEHHON
CKOPOCTbIO Y MUHMMA/IbHBIM MHTEPBANOM CMeA0BaHNS AO/DKHbI ObiThb BbINOMHEHbI criegylolme TpeboBaHus.

6.1.1 TpeboBaHUA (PyHKLUMOHA/IbHON 6E30MaCHOCTU N HafEeXHOCTU

6.1.1.1 JomkHa 6biITb 06ecnevyeHa 3alimMTa OT HECAHKLUOHMPOBAHHOIO MPOHWKHOBEHMUSA W AOCTYMHOCTb B
ob6cnyxmBaHum corniacHo [9].

6.1.1.2 Tpe6oBaHUsA (PYHKLMOHA/ILHON 6€30MacHOCTM Ha (PYHKUMOHANIbHOM M TPAHCNOPTHOM YPOBHE Xe-
NEe3HOA0POXHON 3NEKTPOCBA3N AO/MKHbI ObITb YCTAHOB/IEHbI cornacHo [10].

6.1.1.3 Tpe6oBaHus (pyHKUMOHANbHOW 6€30MacHOCTM Ha YPOBHE NPUNOXEHWIA, YCNYr 1 ynpaBneHns xe-
Ne3HO[0POXHON 3N1EeKTPOCBA3M AO/KHbI ObiTb YCTAHOBEHbI corniacHo [10], [11].

6.1.2 TpeboBaHNs NHPOPMALUOHHON 6€30NaCHOCTU A0/KHbI OblTb BbIMO/IHEHbLI COrMAaCHO 5.4 1 AO/KHbI
COOTBETCTBOBATb TpebOBaHNAM HaLMOHaNIbHbIX CTAHAAPTOB U HOPMATUBHbIX LOKYMEHTOB, AEACTBYHOLWMNX HA
TeppuTopumn rocypapcTea, NnpuHaBLWero ctaHgaptl).

6.1.3 TpeboBaHMA K OpraHn3auMoHHOl 1 on3nyeckon 6e3onacHoOCTH

6.1.3.1 OpraHusaynoHHble TpeboBaHMs 6e30MacHOCTU Ha YPOBHE UHMPACTPYKTYPbl Xene3HO40PO0XHOM
39M1eKTPOCBA3N ycTaHoBNeHbl B 5.1.1 1 A0/MKHbI COOTBETCTBOBaThL TpeboBaHUAM cornacHo [8].

6.1.3.2 OpraHusaunoHHble TpeboBaHNs 6e30NacHOCTU Ha PYHKLMOHA/IbHOM M TPAHCMOPTHOM YPOBHE Xe-
Ne3HOA0POXHON 3/1EKTPOCBA3M YCTaHOBMAEHbI B 5.2.1 1 AO/MKHbI COOTBETCTBOBATL TpeboBaHMAM cornacHo [8].

6.1.3.3 OpraHusaynoHHble TpeboBaHNA 6€30MacHOCTN Ha YPOBHE NPUNOXEHUR, YCNYT U ynpaBfieHUs Xe-
NEe3HOA0POXHON 3MEKTPOCBA3M yCTaHOBEHbI B 5.3.1 1 fO/MXHbI COOTBETCTBOBATL TpeboBaHUAM cornacHo [8].

6.1.3.4 OpraHn3aLnoHHble TpeboBaHUA U Mepbl 6€30MacHOCTM B NJIOCKOCTAX YNpaB/ieHus Xene3Hono-
POXHOI 31EeKTPOCBA3N yCTaHOB/EHbl B 5.4.1 1 AO/MKHbI COOTBETCTBOBATbL TpeboBaHMAM cornacHo [8].

6.2 TpeGOBaHUS K Xesle3HOAOPOXHOW 3/1IeKTPOCBSA3M M0 06ecneyeHnto MOHUTOpPMHIa
napameTpoB (PYHKLMOHUPOBAHUSA N UHTETPUPOBAHHOIO YNpaB/eHUS TEXHOOTMYECKOW CeTbio
CBSI3M U YaCTOTHO-BPEMEHHOW CUHXPOHU3ALUN

6.2.1 Tpe6oBaHuAa no ob6ecneyeHWto 6e30MACHOCTU Ha YPOBHE WHGPACTPYKTYPbl Xee3HO[40POXHOW
3/1eKTpoCcBA3N — cornacHo 5.1.1—5.1.3.

6.2.2 TpeboBaHuMs no obecneyeHnto 6e30MacCHOCTM Ha ypPOBHe TpaHcnopTa/mepegayn u PYHKLMO-
Ha/llbHOM YypOBHe (MaplpyTu3auusa, KOMMyTaluus, [OCTYN) >Xene3HOLOPOXHOW 3NeKTpOoCBA3NM — cornac-
Ho 5.2.1—5.2.3.

1) B Poccuiickoii ®epepauun geincteytor TOCT P 52448—2005 «3awpmTta uHdgopmaumm. ObecneveHve 6esonac-
HOCTM ceTeil anekTpocesasn. O6wwme nonoxeHus» (pasgen 6); FOCT P MICO/M3K 13335-1—2006 «/HdopmaLyoHHasa Tex-
Honormsl. MeToabl 1 cpefcTBa obecneyeHns 6e3onacHocTv. Yactb 1. KoHuenumst n Mogenn MeHemkMmeHTa 6e30nacHOCTU
NHPOPMALIMOHHbBIX M TENIEKOMMYHUKALMOHHBIX TexHosoruid (pasgen 10)».
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6.2.3 Tpe6oBaHunA nNo obecnevyeHnto 6€30MacHOCTU CPeACcTB, CUCTEM, CETEW U BULOB XENEe3HOLOPOXHOM
3/1EKTPOCBSA3N Ha YPOBHE MPUIOXEHWUI, YCAYT U ynpaBfieHnsa — cornacHo 5.3.1—5.3.3.

6.2.4 TpeboBaHMA K CETU YACTOTHO-BPEMEHHOI CUHXPOHM3ALUN — B COOTBETCTBUM C TpeboBaHMAMMU
HaLMOHaNbHbIX CTAHAAPTOB M HOPMATMBHbLIX AOKYMEHTOB, AENCTBYKOLIMX HAa TEppUTOpPMUU rocyaapctea, npu-
HABLWIEro ctaHgapTl).

6.2.5 CpeactBa M CUCTEMbI XE/TE3HOLOPOXHON 3/1EKTPOCBA3U YPOBHSA NPUIOXEHWUI, YCNYr 1 ynpasne-
HUSA OO/DKHbl MMETb B CBOEM COCTaBe 3allulUieHHble CUCTEMbl MOHUTOPWUHIa U agMUHUCTPUPOBAHUA cornac-
HO 4.10.3.1.

6.3 Tpe6oBaHUsi COBMECTUMOCTU NMOACUCTEMbI XesIe3HOA0POXHOW 3/1eKTPOCBSA3U
C APYrMMU nofcucTeMaMy MHAPACTPYKTYPbl Xene3HoA0pOoXHOro TpaHcnopTa
N )Xes1e3HOA0POXHbIM NOABMXHLIM COCTaBOM

CuctemMbl 1 cpencTBa Xene3HOLOPOXHON 3/1eKTPOCBA3M O0/DKHbI COOTBETCTBOBAaTb TpeboBaHWAM MoO-
MeXO0YCTONYMBOCTU, YCTAHOB/IEHHbIM MPUMEHUTENILHO K pasfIMyHbIM nopTaMm annapaTypbl Xene3Ho40pOXHOW
3/1eKTPOCBA3N, NPU BO3AENCTBUUN:

- 3N1IeKTpoCcTaTnyeckmx paspsangos — B coorsetrcteumn ¢ FOCT 30804.4.2;

- HAHOCEKYH[AHbIX UMNYJ/IbCHbIX NOMeXx — B cooTBeTcTBMKU ¢ TOCT 30804.4.4;

- MUKPOCEKYHAHbIX MMMNY/bCHbIX MOMeEX 60MbLLON 3Heprun — B cooTBeTcTBUN ¢ TOCT 30804.4.5;

-AUHAMWYECKUX U3MEHEHUI HanNps)XeHus anekTponutaHus — B cooTBeTcTBUM ¢ TOCT 30804.4.11;

- pagnmoyvyacToTHOIO 3/1IeKTPOMarHMTHOro nons — B cootsetcTeun ¢ FOCT 30804.4.3;

- MaQrHUTHOTO MO/ NPOMbIL/IEHHOW YacTOTbl — B COOTBETCTBUM C [12];

- KOHOYKTUBHbIX nomMex B nosioce 4yactot ot 0,15 go 80 Mly, HaBeAeHHbIX PaAnoyacTOTHbIMU 3N1EKTPO-
MarHuTHbIMKU nonamun, — B cootBeTcTBUM ¢ TOCT 30804.4.6;

- KOHAYKTMBHbIX MOMeX B nosnoce yacTtoTt ot 0 go 150 kl'y — B cooTBeTcTBUM C [13].

6.4 TpeboBaHUsI MO COXpPaHeHU0 PaboTOCNOCOGHOrO COCTOSIHUSA
XesIe3HOAOPOXHOW 3/IEKTPOCBS3M BO BCEX MPEAYCMOTPEHHBLIX NMPU NMPOEKTUPOBAHUN
YCNOBUSIX U PEXMMAX B TeYEHUEe YCTaHOBJIEHHbIX CPOKOB C/YXGbl

6.4.1 TpeboBaHua no obecneyeHnto 6e30MACHOCTN Ha YPOBHE WHMPACTPYKTYPbl XE/e3HOLOPOXHON
3/1eKTPOCBA3N — corsiacHo 5.1.2.

6.4.2 TpeboBaHusi No obecnevyeHno 6€30MNaCHOCTU Ha YPOBHEe TpaHcnopTta/nepepayn n QyHKUUOHA b-
HOM YpOBHEe (MapwpyTuzauyus, KommyTaums, 4OCTYN) Xene3HOA0PO0XHON 31eKTPOoCBA3N — cornacHo 5.2.2.

6.4.3 TpeboBaHMs No obecnevyeHno 6e30MNacHOCTM CPeacTB, CUCTEM, CeTeil 1 BUAOB Xene3HO40PO0XHOM
3/1EKTPOCBSA3UN Ha YPOBHE NPUMIOXEHWIA, YCAYT U yNpaB/iEHUs — corfiacHo 5.3.2.

1 B Poccuiickoin depepaunn aeinctytoT «lMpaBunia NOCTpPoOeHMs 060pyAOBaHUSI TakTOBOM CETEBOV CMHXPOHM3a-
umm» (yTBEepxaeHbl MuHesasu Poccumn 7 aekabpst 2006 r., Ne 161).
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Tabnuya Al

HaumeHoBaHWe yrposbl

C6on v owmnbkn B paboTte
nporpammHoro obecneuve-
HUA 1 TENEKOMMYHUKaLm-
OHHOro 060pyAoBaHUsA

TexHoreHHble siBfeHus (ro-
ap, HaBofHeHVe)

Kpaxa/BaHOam3m

C6ou n ownbku B pabote
nporpaMMHoro obecne-
yeHus

PaspyLueHve kaHaua cBA3n

C6oin B cetn anekTponu-
TaHus

C6oin B paboTe cucCTEMbI
BEHTUNAUMN N KOHAULIMO-
HMPOBaHWA

OwunbKM nepcoHana

Hexsatka nepcoHana

HepoctatoyHOCTb QOyHKLM-
OHaUTbHbIX XapaKTepUCTUK

danbcudukaumst NosHo-
MOYUi

3noynoTpebeHve NoJHo-
MOUMAMY

MpumeHeHne BpenoHOC-
Horo MO

HeponycTumoe uMcnosnb3-
BaHue 060pyaoBaHus

OTKa3 oT AencTeuin

Co6oli B paboTe BHeLLHEro
cepsuca

FOCT 33397—2015

MpunoxeHne A
(pekomeHpyemoe)

MNMepeyeHb OCHOBHbIX Yrpo3

MCTOYHWK yrpos3bl/
Kateropus HapywuTtens

®dopc-MaxopHble 06CTo-
ATenbCTBa

®dopc-MaxopHble 06CTO-
ATenbcTBa

BHeLHWe/BHYTPEHHKE
3/10YMbILLSIEHHUKN

®dopc-MaxopHble 06CTO-
TesNbCTBa

dopc-maxopHble 06CTOo-
ATENbCTBA

dopc-MaxopHbIe 06CTOo-
ATeNbLCTBa

dopc-MaxopHble 06CTOo-
ATeNbLCTBA.
BHelwHne/BHyTpEHHNE
3/10YMbILLIEHHUKN

COTPYAHUKM OpraHu-
3auum

CoTpygHUKN opraHu-
3auun

Mpownssogutenn o6opy-
fosanua n Mo

BHeLlHME/BHYTPEHHNE
3/10YMbILLTIEHHUKN

BHeLHWE/BHYTPEHHNE
3/10YMbILLTIEHHUKN

BHeLWHWE/BHYTPEHHNE
3/10YMbILLTIEHHUKN

BHeLHWEe/BHYTPEHHNE
3/10YMbILLTIEHHUKN

BHellHME/BHYTPEHHNE
3/10YMBILLNIEHHUKN

MocTasLumkM cepsuca

Mcnonb3yemas ysa3suMocTb (NpuMep)

HecBoeBpeMeHHasi ycTaHOBKa OOHOB/IEHWUI MPOrpaMMHOro
obecneyeHus.

HepoctaTouHas koopAvHauust AeiACTBUIA noapas3neneHnii ake-
nayataumm n TEXHUYECKOA NOAAEPKKA

Oc06EHHOCTY PACMONIOKEHUSI.
Heco6ntofieHre Mep NpoTUBONOXapHO/ 6e30macHoCTY.
OTcyTCTBME N1aHa AelicTBUii B Upe3BblYaiiHbIX CUTYaLMsX

OTCyTCTBYET cUcTEMA (PU3NYECKO 6E30MacHOCTU

HepocTatouHas KoopAavHauusi AeicTBuii noapasgeneHuii akc-
nnyatauuu 1 nogpasaeneHunii TeXHUYeckoi noaaepxku

Pa3melleHne Kabesnsi Ha HeKOHTPOIMPYEMOiA TEPPUTOPUN
OTCyTCTBME PE3EPBHOIO NUTaHUS

OTcyTCTBME CTaHAApTOB Ha pasMelleHne 06opyaoBaHus Ha
TeppuTOpUK OpraHm3aumn.

OTcyTcTBME 06CYXMBaHUSA 060PYA0BaHNSA, OCYLLECTBASALLE-
ro KOHAMLUMOHMPOBaHWE BO3ayxa

HepocTatouHast KOMNETEHUMs! Nosb3oBaTeneil.
HepocTaTouHO OTBETCTBEHHBIA Noaxos, K padoTe.
OTCcyTCTBME NOAAEPXKA MOofb3oBaTesnel

HepocTaTouHoe doMHaHCMpOBaHMe.
He6naronpusiTHble NPOWU3BOACTBEHHbIE OTHOLLEHWS

OTCcyTCTBME CPEACTB 3aWyThl CUCTEMbI OT MPEBbILLEHNS Orpa-
HWYEHWIT MO pecypcam (06bLEM OMepaTUBHON NaMSITH, XECTKMX
AMCKOB, NMPOMNycKHasi CNOCOB6HOCTb U T. M.)

Vicnonb3oBaHve HefoCTaTOUYHO CITOXHbIX napone|7|

Vicnonb3oBaHne HefoCTaTOUYHO CITOXHbIX napone|7|.
B0O3MOXHOCTb yAa/IEHHOIO aAMUHUCTPUPOBAHNA CUCTEMBI.
CnoXHOCTb 1 Hey,lJ,O6CTBO HasHa4yeHuna npas

Hanuuve HepeknapnpoBaHHbIX BO3MOXHOCTEN, A06ABEHHBIX
Ha aTanax NPOeKTUPOBaHUsSI U Pa3paboTKy.

BO3MOXHOCTb MOAMMKALUM WM MOBPEXAEHNS MPOrpamm-
HOro o6ecnevyeHnst

HeonpepneneHue oTBeTCTBEHHOCTM 3a oGecneuyeHue 6esonac-
HOCTU MHGPOPMALMOHHOW CUCTEMBI.

BO3MOXHOCTb YCTAHOBK/ BPEAOHOCHOrO MpPOrpaMMHOr0 o6e-
CMeyeHUs Ha onepauyoHHY CUCTEMY

OTCyTCTBME perucTpaumum coGbITWiA.
Heucnonb3oBaHve CUCTEMbI BELIEHUS CUCTEMHBIX COObITUIA

OTCyTCTBME B [JOTOBOPAX MOJIOXKEHWIA, PETYINPYIOLLMX MaKCK-
MaJ1bHO [0MYyCTMMOE BPEMS NMPOCTOSI BaXHbIX CEPBUCOB

19



FOCT 33397—2015

MpononmxeHne Tabnuubl A. 1

HaumeHoBaHwue yrposbl

Yrposbl YpOBHSI CETEBbIX
nHTepdheincoB

Yrpo3sbl YPOBHA MexceTe-
BbIX B3aMMOAENCTBIIA

Yrpo3bl ypoOBHA npuo-
XeHunii

HapylweHne yHKUMOHN-

poBaHuss cnyx6 DNS,
SMTP, SNMP
Moandvkaumusi  chainnos

KOHCpMrypaumy TesekoM-
MYHVKaLMOHHOTO  060pY-
[l0BaHWs

O3HakoM/IeHNEe C MPOEeKT-
HOW W HOPMAaTWUBHOW [O-
KyMeHTaupeli Ha cuctemy

MonyuyeHne nHopmaLmm
0 COCTOSIHUM TefIeKOMMY-
HUKaLMOHHOTO 06opyao-
BaHUsI

PaspyLLeH e KaHasia CBSi3u

HapyweHuve LwTaTtHoro
hYHKLMOHNPOBAHWSA

HapylieHne ycnoBuii co-
rnaweHns o KoHduaeH-
UmanbHOCTV W pasrnale-
HMe MaTepuasioB NpoekTa
(mokymeHTauumm)

HekoppekTHoe o6paule-
HMe C kaHasIoM JocTyna

Moandmkaums ainnos
KOHurypauumn tesiekom-
MYHMKaLWOHHOTO 060opy-
[oBaHusA

20

MCTOYHMK Yrpo3bi/
KaTeropusi Hapywmurtesns

®dopc-MaxopHble 06CTo-
ATenbCcTBa

BHewHne/BHyTpEHHNE
3/10YMbILLIEHHUKN

BHewHne/BHyTpEHHNE
3/10YMbILLIEHHUKN

BHewHne/BHyTpEHHNE
3/10yMbILLIEHHUKN

BHeLHUA/BHYTPEHHNIA
HapyLmTenb

BHeLHUit HapyLLMTe b

BHeLWHWA/BHYTPEHHWIA
HapywTenb

BHeLWHWA/BHYTPEHHWIA
HapywwTenb

Ansepcusa

BHeLWHNA/BHYTPEHHWI
HapyLmTenb

PaszpaboTumnk

BHewWwHniAi  cOTPYAHMK
TEXHUYECKOW NOAAEPKKN

Vcnonb3yemas ya3sumMocTs (NpuMep)

HekoHTponvpyeMblii  domsnueckuic JocTyn K cpege nepeja-
UM JaHHbIX, MO3BOMSIOLMIA OCYLLECTBUTb ataky TUna «O0TKas
B 0GCNYXMBaHAU» C HapyLUeHMeM LefloCTHOCTU (hr3nUecKoii
cpeabl nepeaaun AaHHbIX

He npumeHsiloTcs cpeacTBa kpunTorpacmyeckon 3awmTbl UH-
hopmaumn, 4To NO3BOMISIET OCYLLECTBASATL Nepexsar U Moau-
dukaumio nHhopmaummn, nepeaaBaeMoi Mo KaHaiam CBSI3N.

OTCYTCTBYIOT CPELCTBA KOHTPO/1S LIe/IOCTHOCTM NepefaBaemoit
MHpopMaLmK, YTO MO3BOJISIET OCYLLECTB/IATL NEepexsaT U Mo-
Aandomkaumio Hdopmauun, nepegaBaemoli no kaHanam CBsA3n

Vicnonb3oBaHve yA3BUMbIX BEPCUIA MPOrpaMMHOr0 obecnedye-
HVS1 Ha aKTVBHOM CETEBOM 0060pyA0BaHUM, cepBepax 1 paboumx
CTaHUMsAX, MO3BOSISOWEE MNO/yYaTb HECAHKLMOHUPOBAHHLIN
[OCTyn K akTUBHOMY CETEBOMY 060PY0BaHMIO U cCepBUCaM.

OTcyTCTBME CpeAcTBa KOHTPO/ISA [OCTyna, NO3BOJIALWEro Mno-
JlyyaTb HECaHKLWOHUPOBAHHLIA [OCTYN K aKTUBHOMY CETEBOMY
060pyA0BaHNIO 1 cepBucamM C UCNo/Ib30BaHMEM MeToda noabo-
pa napons (B TOM YMcCfie B KOMOMHALMM C aTakoi Tuna «oTka3 B
06CyXXMBaHMW», HANPaBIEHHON Ha CepBEPbI ayTEHTUMKaLMN)

HekoppeKTHble HACTPOIKN LUTATHbIX MEXAHWU3MOB 3aLUMTbl NPO-
rPaMMHOro obecneyeHus.

OTCyTCTBME [ONOTHATENbHBIX MEP 1 CPEACTB 3aLLuThI.
HecBoeBpemeHHast yCTaHOBKa OGHOB/IEHUIA NPOrPamMMHOro obec-
neyeHnst

OTcyTCTBME pasfaesieHns NoSTHOMOUMIA.

HeocTaTouHOCTb PEMMCTPUPYEMBIX CUCTEMOIA ayanTa COObITUIA.
HepocTaTouHblii KOHTPO/b Hag, AECTBUAMU MepcoHana nof-
pasgeneHwin akcnayaraumm.

OTCyTCTBME [ONOSHATEIbHLIX MEP U CPEACTB 3alnThl

OtcyTCcTBME pasgeneHvs NMOSTHOMOUYMWIA.
OTcyTCTBME pernameHTa XpaHeHns 1 4octyna K JOKyMeHTauum

HepocTaTouHblii KOHTPO/b Hag, AECTBUAMU MepcoHana nog-
pasgeneHwin akcnayaraumm.

OTCyTCTBIE KATErOpPUPOBaHUs MHOPMaLU, KOHTPOSISt A0CTyna
n ayamta

PaswmelleHne kabensi Ha HEKOHTpOMpyemoli TeppuTopum

HepocTaTouHblil KOHTPOMb Hag AeNCTBUAMU nepcoHana nog-
pasgeneHnin akcnayarauum

MpepocTaBneHne paspaboTumKy 136bITOHHOR UHhopmaLmu.
OTCyTCTBME MEXAHWU3MOB KOHTPO/ISA COG/II0AEHUS YCIOBUIA KOH-
dmaeHumanbHoCTH

HefocTaTo4HOCTb PerncTpupyemMbix CUCTEMON ayauTa COBbITHA.
OTCyTCTBME KOHTPOMA U domKcaummn SeiCTBUiA nepcoHana Tex-
HWYECKOWN NoAAEpPXKM.

OTCyTCTBME AONOTHATE bHBIX MEP Y CPEeACTB 3aLLuUThbI

OTcyTCTBME pasfaeneHns NoTHOMOUMIA.

HepocTaTouHOCTb PerncTprpyembIX CUCTEMON ayanTa COObITHIA.
OTCyTCTBME KOHTPOAA U domKcaummn SeiCTBUiA nepcoHana Tex-
HWYECKOWN NOAAEPXKKN.

OTCyTCTBME AONOTHATE bHBIX MEP 1 CPEeACTB 3alLuUThbI



OkoHuyaHve Tabnuupl A. 1

HavumeHoBaHVe yrposbl

Mopgudmkaumsa  doaiinos
KOHrypauum  cuctem-
HOro NporpammMHoro o6ec-
neyeHns

Mogndmkauust  dhaiinos
KOHdMrypauum Tenekom-
MYyHUKaLMOHHOro 06opy-
[0BaHNA

HapylieHve dyHKUMOHU-
pOBaHMsi CEpPBUCOB  CU-
CTEMbI ynpaBeHust

MoamndmKaLms XypHanoB
ayauTa

Mogndmkauust  dpaiinos
KOHdMrypauum Tenekom-
MYHMKaLMOHHOIo 060py-
J[oBaHus

MoamndomkaLms XypHanoB
ayauTta

Mogundmkauus  chaiinos
KOHburypauum cuctem-
HOro nporpammMHoro o6e-
cneyeHus

Mogudmkauma  oaiinos
KOHburypauum Tenekom-
MYHUKaLMOHHOTO 060py-
JoBaHuA

YTpata  OuCTpUGYTUBOB
nporpaMMHoro obecrneye-
HUSA cMCTEMbI yNpas/eHns

HapyLieHne yHKUMOHU-
pOBaHMsi CEpBUCOB  CU-
CTEMbI YNpaB/eHNst

HapylieHve dyHKUMOHU-
pOBaHWsi cepBuca TOUHO-
o BpeMeHU

HapyLieHne dyHKLMOHU-
poBaHusa: VLAN cuctembl
yOAIEHHOr0 ynpas/ieHus,
CEPBNCOB  MEXCETEeBOro
3KpaHupoBaHusa Tpadmka
VLAN MOHUTOpUHra ceTe-
BbIX 3/1EMEHTOB CETU

HecaHKunoHnpoBaHHoe
NOAK/MOYEHUE K TENIEKOM-
MYHUVKaLMOHHOMY 060pYy-
[0BaHnio

MCTOUHMK yrpossl/
Kateropusa Hapywutens
BHeWHWn  coTpyAHMK
TEXHNYECKOW NOAAEPXKKM

BHYTpeHHWn cOTpYaHWK
TEXHUYECKO NOAAEPKKN
(agMuHUcTpaTtop)

BHYTpeHHWn cOTpYAHWK
TEXHNYECKOI NOAAEPKKN
(agMmuHUcTpaTtop)

BHyTpeHHWA  coTpya-
HUK TEXHWYECKOn nopj-
Aepxkn (agMuHucTpa-
TOp ceTtn)

AOMUHUCTPATOP

AOMuHUCTpaTop

AOMUHUCTPATOP AeXyp-
HOli CMEHb!

AOMUHUCTPATOP AEXYp-
HOIA CMEHBI

AAMUHMCTPATOP AeXyp-
HOIA CMEHBI

BHYTpeHHUIA cOTPYLHMK
TEXHUYECKOIN NOAAEPKKA
(agmuHUCTpaTop ceTn)

AOMUHUCTPATOP AEXYp-
HOIA CMEHBI

AOMUHUCTPATOP AeXyp-
HOli CMEHbl

AAMUHMCTPAaTOP AeXyp-
HOli CMEHb!

FOCT 33397—2015

Mcnonbayemas ysa3suMocTb (NpuMep)

OTcyTCcTBYE pasfesieHus NosTHOMOUMIA.
HefocTaTouHOCTb PErMcTprpyEMbIX CUCTEMOI ayauTa COObITUIA.
OTcyTCTBYE [ONOMHATENBHBLIX MEP U CPeACTB 3alLUThI

OTcyTCTBYE pasfesieHus NosIHOMOUMIA.

HefocTaTouHOCTb pPETMCTPUPYEMBIX CUCTEMOIA ayanTa COObITUIA.
OTcyTCTBME KOHTPONSA W dovkcaumy AelicTBUiA nepcoHana Tex-
HUYECKOI NOAAEPXKKU.

OTCyTCTBYE AOMOMHUTESbHBIX MEP W CPEACTB 3alUUThI

OTCyTCTBME pasfeneHus NosHOMOUMIA.

HepocTaTouHblii KOHTPO/b Haf, AelCTBUSIMU MepcoHana nof-
pasfaeneHnii akcnayaTaumun LeHTpasibHOro odomca.

OTCyTCTBME AOMOSHATESIbHBIX MEP M CPEACTB 3aliuThbl

OTCyTCTBME pasfeNieHns MosIHOMOUMIA.
OTCYyTCTBME [OMNOMHUTEbHLIX MEP 1 CPEACTB 3aLLUThI

OTcyTCTBME pa3aeNieHns NosTHOMOUMIA.

HefocTaTouHOCTb pervcTprpyembiX CUCTEMOI ayauTa COObITUIA.
OTCyTCTBME KOHTPONA W chKcaumn AeicTBUiA nepcoHana Tex-
HUYECKOI NoAAepPXKU

OTCcyTCTBME pasaenieHns NosIHOMOUMIA.
OTCyTCTBME PE3EPBHOTO KOMMPOBAHUS XXYypHa/IOB ayauTa U KX
3aWyThl

OTCyTCTBME pasfeneHns NnoHOMOUMIA.
HenocTaTouHOCTL PerucTpUpyembIX CUCTEMON ayauTa CoBbITUIA.
OTCyTCTBME A0MOHUTE bHLIX MEp 1 CPEACTB 3aLiuThbl

OTcyTCTBYE pasfesieHus NoSTHOMOUMIA.
HefocTaTouHOCThL PErncTprpyeMbIX CUCTEMOI ayauTa COObITUIA.
OTCcyTCTBYE AOMNOMHUTESIbHBIX MEP W CPEACTB 3allUThI

OTcyTCTBYE pasfaesieHusl NMosIHOMOUMIA.
OTcyTCcTBME perfaMeHTa focTyna K AucTtpubyTuBam npo-
rpaMMHOro o6ecrneveHust

OTCyTCTBME pasfeneHnst NoSHOMOUWIA.

HepocTaTouHblii KOHTPO/b Hag, AeiCTBUSIMU MepcoHana nog-
pasgeneHnii akcrayaTauum.

OTCyTCTBME AOMOSHATENBbHLIX MEp U CPEACTB 3alliuThl

OTCyTCTBME pasfeneHns NoHOMOUMIA.

HepocTaTouHblii KOHTPO/b Hag, AeiCTBUSIMU MepcoHana nog-
pasgeneHnii akcryaTauuu.

OTCyTCTBME AOMNOSHATENBHLIX MEP M CPEACTB 3alliuThbl

OTcyTCTBME pa3fesnieHnst MoSIHOMOUNIA.
HepocTaToyHOCTb PErnCTprpYeMbIX CUCTEMOI ayanTa COGbLITMA.
OTcyTCTBME AONONHUTENBHBIX MEp U CPeACTB 3alluThbl

OTcyTCcTBME pa3aeneHns NosTHOMOYWIA.

HepocTaTouHblii KOHTPOSb 3a AENCTBUSMW NepcoHaia nogpas-
JeneHnii akcnnyaTaumm.

OTcyTCTBME AONONHUTENBHBIX MEp U CPeACTB 3alluThbl
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Brnbnnorpadus

[y MexayHapoaHblii cTaHAapT  VIHhopmaumoHHasa TexHonormsl. Metogbl 1 cpefcTBa obecneyeHnsi 6e30MacHOCTY.
NCO/M3K 15408-1:20091> Kputepun oueHkn 6e3onacHoctn UT YacTb 1. BBegeHve n o6wan mopenb
(ISO/IEC 15408-1:2009) (Information technology — Security techniques — Evaluation criteria for IT secu-

rity— Part 1 Introduction and general model)

21 MexayHapoaHblil cTaHA4apT CucTeMbl 371EKTPUYECKME, 3/1IEKTPOHHbIE, MPOrpaMMUpyeMble 3/1EKTPOHHbIE, CBS-
M3K 61508-4:20102) 3aHHblEe C PYHKUMOHaBHON 6e3onacHocTbio. YacTb 4. OnpeeneHns 1 coKpalleHus
(IEC 61508-4:2010) (Functional safety of electrical/electronic/programmable electronic safety-related

system — Part 4: Definitions and abbreviations)

B1 PekomeHgaums Apxutektypa 6e30nacHOCTV A1 cucTeM, obecrneymBalowmnx CBsi3b MEXY OKOHeY-
MC3-T X.805 HbIMW YCTPOCTBaMM

4 PekomeHgaums BesonacHOCTb A5 MIOCKOCTU aAMUHUCTPATUBHOIO yrnpasieHns. TpeboBaHna 6e3-
MC3-T M.3016.1:2005 onacHocTu

[5] PekomeHgauus BesonacHoCTb An151 N0CKOCTU aAMUHUCTPATMBHOIO ynpas/ieHws. Ycnyru no obecne-
MC3-T M.3016.2 YyeHuto 6esonacHocTu

[6] PekomeHgauuma BesonacHOCTb AN NIOCKOCTU aAMUHUCTPATUBHOIO ynpasrieHus. MexaHusm 6e3-
MC3-T M.3016.3 oracHoCTH

7 PekomeHgauua BesonacHoOCTb AN NAOCKOCTM aAMUHWCTPATUBHOIO ynpasneHus. podopma
MC3-T M.3016.4 CTPYKTYpbI

MexayHapoaHbIli cTaHAapT  VIHhopmauroHHble TexHonoruv. MeTtogpl obecneyenuss 6esonacHoCcTn. Cuctembl

NCO/M3K 27001:20133) MeHeMKMEHTa UHOPMaLMOHHON 6e3onacHocTW. TpeboBaHWs

(ISO/IEC 27001:2013) (Information technology — Security techniques — Information security management
systems — Requirements)

MexayHapoaHblii cTaHAapT  VIHbopmaunoHHble TexHonorun. MeTtogsl obecnedenusi 6esonacHocTu. Ceog npa-

NCO/M3K 27002:20134> BW/1 MO CPeACTBaM yNpaB/eHNs 3awmToli uHchopmamm

(ISO/IEC 27002:2013) (Information technology — Security techniques — Code of practice for information
security controls)
[10] MexayHapoaHblii cTaHaapT — VIHbopmaumoHHasa TexHonorusl. MeToabl 1 cpefcTBa obecneyeHnsi 6e30nacHoOCTy.
NCO/M3K 15408-2:20085) Kputepumn oueHkn 6esonacHoctn UT. YacTb 2. OyHKLMOHa/IbHbIE TpeboBaHUs 6e3-
onacHocTu

(ISO/IEC 15408-2:2008) (Information technology — Security techniques — Evaluation criteria for IT
security — Part 2: Security functional components)

1] MexayHapoAaHblil cTaHA4apT  CucTeMbl 3/1eKTPUYECKe/3NeKTPOHHbIE/NPorpaMMupyemble 3/1EKTPOHHbIE, CBA3aH-
M3K 61508-2:20106) Hble ¢ DYHKLMOHasIbHOM 6e3onacHoCTbio. YacTb 2. TpeboBaHus K anekTpuyeckmm/
3/1EKTPOHHBIM/NPOrpaMMmpyemMbIM  3NEKTPOHHBLIM  CUCTEMaM, CBA3aHHbIM C 6e3-

OMNacHoOCTbI0
(IEC 61508-2:2010) (Functional safety of electrical/electronic/programmable electronic safety-related

system — Part 2: Requirements for electrical/electronic/programmable electronic
safety-related system)

1) B Poccuiickoii ®epepaumnn gelicteyet FOCT P MICO/M3K 15408-1—2012 «/HhopmaumoHHas TexHoorus. Me-
ToAbl U cpeacTBa obecneveHns 6esonacHoCcTU. Kputepum oueHkn 6e30nacHOCT! MHGOPMAaLMOHHbIX TEXHOOMMA. YacTb 1
BeeaeHne v o6Lan Moaenb.

2) B Poccwiickoii depepaupmn gelicteyetr FTOCT P MOK 61508-4—2012 «®yHKUMOHa/IbHAs 6e30MacHOCTb 3/1ek-
TPUYECKUX, 3NEKTPOHHBIX, MPOrpaMMUPYeMbIX 3/IEKTPOHHbIX CUCTEM, CBA3AHHbIX C 6€30MacHOCTb0. YacTb 4. TePMUHbI U1
onpefeneHna».

3) B Poccwiickoin ®epepaunn aeincteyet FTOCT P MICO/M3K 27001—2006 «MHhopmaumoHHas TexHoorus. Meto-
[bl 1 cpeacTBa obecneveHnst 6esonacHocT. CUCTEMbI MeHeMKMEHTa NH(DOPMaLMOHHOV 6e3onacHoCcTU. TpeboBaHus».

4) B Poccuiickoii Pepepauun aelicteyer TOCT P MICO/M3K 27002—2012 «WHpopmaLmoHHas TexHonorus. Me-
TOAp! M cpefcTBa obecneyeHns 6e3onacHocT. CBOZ, HOPM W NMPaBu/ MeHeKMeHTa MHGDOPMAaLMOHHON 6e30MacHOCTU».

5) B Poccwiickoin ®epepauun geiicteyet FTOCT P UICO/M3OK 15408-2—2013 «MHdopmaumoHHas TexHonorus. Me-
TOAp! 1 cpeAcTBa obecneveHns 6e3onacHoCcTV. Kputepun oueHkM 6e30nacHOCT MHApOPMaLMOHHBIX TEXHOOMMIA. YacTb 2.
PYHKUMOHA/TbHbIE KOMMOHEHTbI 6€30MacHOCT.

6) B Poccuitckoin depepaumnn geiicteyer FTOCT P M3K 61508-2—2012 «®yHKLUMOHaIbHasA 6€30nacHOCTb CUCTEM
3NEKTPUYECKMX, INEKTPOHHBIX, NPOrpamMmmMrpyemMbIX 3/1EKTPOHHBIX, CBA3aHHbLIX C 6e30nacHOCTblo. YacTb 2. TpeboBaHus K
cuctemam» (pasgen 7).
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[12] MexayHapoaHbIil CTaHfapT  DMeKTpoOMarHuTHasi COBMECTUMOCTb. YacTb 4-8: MeToaukn WCMbITaHuii 1 nsmepe-
M3K61000-4-8:20091) HUWIA. VicnbiTaHne Ha MOMEXOYCTOMYMBOCTb B YC/TIOBUSIX MArHUTHOTO MOt NPOMbILL-
JIEHHON YacToThbI
(IEC 61000-4-8:2009) [Electromagnetic compatibility (EMC) — Part 4-8: Testing and measurement
techniques — Power frequency magnetic field immunity test]
[13] MeXxayHapoaHbIil CTaHAapT  O/IeKTpOMarHUTHasi COBMECTMMOCTb. YacTb 4-16. MeToauku MCNbITaHUA 1 n3me-

MO3K 61000-4-16 (1998)2)  peHwii. Pazgen 16. McnbiTaHns Ha YCTOMYMBOCTL K HAaBEAEHHbLIM NMOMeExam 06LLEero
BMAa B gnanasoHe yactot ot 0 go 150 kI

(IEC 61000-4-16:1998) [Electromagnetic compatibility (EMC) — Part 4-16: Testing and measurement
techniques — Test for immunity to conducted common mode disturbances in the
frequency range 0 Hz to 150 kHz]

1) B Poccuiickoii ®eaepauun gelicteyet FOCT P 50648—94 (MOK 1000-4-8—93) «COBMECTMMOCTb TEXHUYECKMX
CPeACTB 3/1eKTPOMAarHuTHas. YCTOMUYMBOCTb K MarHUTHOMY MOS0 MPOMBILLNIEHHON YacToThbl. TexHn4Yeckne TpebosaHusa 1
MeTOfbl UCTbITAHW».

2) B Poccwiickoin depepauun geincteyet FOCT P 51317.4.16—2000 (M3K 61000-4-16—98) «COBMECTUMOCTb TEX-
HUYECKNX CPEACTB 3/1eKTPOMarHuTHas. YCTOMYMBOCTbL K KOHAYKTUBHBLIM NoMexam B nosioce yactoT ot 0 go 150 k'y. Tpe-
60BaHVA 1 METOABI UCTbITaHW» (pasgen 5 u npunoxeHne A).
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