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Mpepgucnosue

1 PA3PABOTAH LeHTpoM 3awuTbl MHoOpmMauum n cneunansHoin cesasm ®CB Poccum ¢ yyactmem
OTKpbITOro akuuMoHepHoro obwectsa «WHMOpMaLNOHHbIE TEXHOMOMMU N KOMMYHUKALMOHHbIE CUCTEMbI»
(OAO «NHOoTeKC»)

2 BHECEH TexHuuyeckum koMuTeTOM Mo cTaHgapTmsaumm TK 26 «KpunTtorpadguyeckasn 3awuta nHgop-
Mauunm»

3 YTBEPX/EH U BBEAEH B IENCTBUE Mpukasom defepasbHOro areHTcTsa no TeXHUYeckoMmy pe-
ry7iMpoBaHunio n MeTponorun ot 19 nwoHa 2015 r. Ne 749-ct

4 BBEJIEH BMEPBbIE

5 NMEPEN3AAHUE. OkTs6pb 2018 .

MpaBuna NpUMeHeHNs HacTOSALWero cTaHjapTa YCTaHoBNeHbl B cTaTbe 26 defepanbHOro 3akoHa
0T 29 noHa 2015 r. Ne 162-¢3 «O cTaHgapTusauun B Poccuiickoin degepaunn». NHdopmauma 06 ns-
MEHEHUAX K HACT oslLleMy cTaHgap Ty Ny6nKyeTCsl B eXerogHomM (Mo cocTOosAHUI0 Ha 1saHBaps TeKylwero
roga) nHdopMaynoHHOM ykasaTene «HaunoHanbHble CTaHAapThi», a opuunanbHblil TEKCT U3MeHeHWl
1 NonpaBoK — B eXeMeCAYHOM MH(popmMauMoOHHOM yKasaTene «HaluoHanbHble cTaHAapThi». B cnyvae
nepecmoTpa (3amMeHbl) NN OTMeHbl HACTOALWEr0 CTaHjapTa cooTBeTCTBYyKLWee yBejoMeHne 6yaeT
ony6nmkoBaHo B GnvkaiilueM BbiNycke WH(OPMALMOHHOIO ykasaTens «HauuoHanbHble CTaHfapTbi».
CooTBeTCTBYylWaa nHpopMmauns, ysegomneHne n TekCcThbl pasmelialnTca Takxe B MHPOPMaLUOHHON
cncTeme o6LWEro NONb30BaHUS — Ha opuuManbHOM caiiTe dchepanbiioro areHTCcTBa N0 TEXHUYECKOMY
perynvpoBaHuio 1 MeTposiorun B ceTun MHTepHeT (Www.gost.ru)

© CrtaHpapTuHdopm. odpopmneHne. 2018

HacTosiwuit cTaHAapT He MOXeT 6bITb NOTHOCTLIO MU YACTUYHO BOCMPOM3BEAEH, TUPAXNPOBAH M pac-
MpoCTpaHeH B kaYecTBe ohuumManbHOro nsganna 6es paspelleHns defepasbHOTO areHTCTBa No TEXHUYECKO-
MYy perynupoBaHuio n MeTposiornu
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BBepeHne

HacToawumii cTaHAapT COAEPXUT OnucaHue anropuTMoB 6/104HOTO WU POBAHMSA, KOTOPbIE NPUMEHSIOT-
CA B KpunTorpacuyecknx Metodax 3amnTbl UHDOPMaLNN.

Heob6xoanmocTb pa3paboTkm cTaHAapTa Bbi3BaHa NOTPEOHOCTbIO B CO34aHMM 6/104YHbIX WM POB C pas-
NINYHBIMUW ANMHaMK 610Ka, COOTBETCTBYIOLLUX COBPEMEHHbIM TPpe6oBaHMAM K Kpuntorpacuyeckoli CToikocTu
1 3KCnayaTauMoHHbIM KayecTBaMm.

HacTtosawuii ctaHgapT TEPMUHONOTMYECKM U KOHLENTyaslbHO YBA3aH C MeXAYHapoAHbIMU cTaHAapTammn
MCO/M3K 10116 [1] u cepun MCO/M3IK 18033 (2]. [3].

MpumeyaHune — OcHOBHasA YacTb CTaHAapTa AOMoJIHeHa NpUIoXeHnem A.
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HALULWOHA/NbHBI A CTAHOAPT POCCUMNCKOMN PELEPALMUMN

MHpopmMaLoHHas TexHonorus
KPUANTOFPA®DNYECKAA BALNTA NHOPOPMAL KU

BnoyHble wungpsbl

Information technology. Cryptographic data security.
Block ciphers

Jata BBegeHus — 2016—01—01

1 06nacTtb NpUMeHeHMUA

HacToawwii cTaHgapT onpegenset anropuTMbl 6a30BbiX 6/104YHbIX WNHPOB, KOTOPblE MPUMEHAIOTCA B
KpunTorpacnyecknx metogax ob6paboTku M 3awuTbl MHOPMaLUKN, B TOM Yncne Ans obecnevyeHns KoHPU-
[eHUManbHOCTU. ayTEHTUYHOCTU U Le/IOCTHOCTY MHopMaLun npu ee nepefadve, o6paboTke U XpaHeHUU B
aBTOMaTW3MPOBAHHLIX CUCTEMAX.

OnpegeneHHble B HACTOALWEM CTaHhapTe aaroputMbl KpunTorpadnyeckoro npeobpasoBaHus npegHa-
3HayeHbl ANA annapaTHOW WAu nporpammHoli peanusaunmn, y40BeTBOPAIOT COBPEMEHHbIM KpunTorpaduye-
CKUM TpeboBaHMAM M N0 CBOMM BO3MOXHOCTAM He Hak/lajblBaloT OrpaHNYeHnii Ha cTeneHb CEKPETHOCTU 3a-
WM aemoli nHcopmauuu.

CTtaHfapT pekoMeHAyeTCs NCNOMb30BaTb MPU CO3AaHUK, IKCnayaTauuum n MogepHusauun cuctem o6-
paboTkn HopmaLn pas3IMYHOro Ha3HaYeHUs.

2 TepMuHbI, onpeaeneHns u 0603HaYeHns

2.1 TepMuHblI 1 onpegeneHnsa

B HacTosAWeEeM cTaHfapTe NPUMEHeHbI Cneaytolne TePMUHbI C COOTBETCTBYIOLMMMU ONpeaesieHnsMu.
2.11

M3paHue ouymansHoe
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2.1.5
6n10uHbIii Wndp (btock cipher): Wndp 13 knacca CMMMETPUYHbLIX KpUNTOrpagnuuyecknx MeToaos, B KO-
TOPOM anropuTM 3awndpoBaHusa NpUMeHseTcsa K 6,10KkaM OTKPbLITOro TekcTa A4/ NoflyyeHuss 6/10K0B Wwudp-

TekcTa.
[NCO/M3K 18033-1, ctatbs 2.7)

MpuMeyaHue — BHaCTOSALWEM CTaHAAPTE YCTAHOB/EHO, YTO TEPMUHbI «6/104HbIN LLINGIP» U «aropuT™ 6/104-
HOTO LIMJIPOBAHUS» ABMATCA CUHOHUMAMU.

2.16

MpumeyaHune — B HacTOALWEM CTaHAApTe paccMaTpUBAKOTCS K/OUM TObKO B BUAE NOC/ef0BaTe/IbHOCTH
OBOVYHBIX CMMBO/IOB (6UTOE).

2.1.9

MpumeyaHune — BHacToAWEM CTaHAAPTE B Lie/IAX COXPaHEHNS TepMMHOﬂOrVILIeCKOVI npeemMcTBeHHOCTW Nno
OTHOLUEHNO KOI'Iy6I'II/IKOBaHHbIM Hay4HO-TEXHUYECKUM U3AaHUAM NPpUMEHAEeTCA TepMnH «IJJI/ICprBaHVIe», Oﬁ'be,qI/IHﬂIOLLI'I/IVI
onepauun, onpeneneHHble TepMuHamun «3aLumprBaH|/|e» n «paCUJVICprBaHI/Ie». KoHkpeTHOe 3HayeHve TepMrHa «umd)-
poBaHue» onpeaenseTca B 3aBUCUMOCTU OT KOHTEKCTa YNOMUHaHUA.

2.1.12

2.2 O603HavyeHus
B HacToslWeM cTaHfgapTe UCNOMb30BaHbl cneayloune 0603Ha4YeHNs;

V* —  MHOXECTBO BCEX ABOMYHbIX CTPOK KOHEYHO A/TMHbI, BK/ItOUAsA NYCTYI0 CTPOKY;
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MHOXE€CTBO BCEX AABONYHbIX CTPOK ANTNHbI S. TAe S — Liesioe HeoTpuyatesibHoOe YMCno,
HymMmepauuna noacTtpokK U KOMMNOHEHT CTPOKM OCyLW eCcTB/IA€TCA cnpaBa Ha/1eBO Ha4yun-

Has c Hyns;
n*w npsmoe (gekapToBo) npoussefeHne mHoxectsa U n mMHoxecTBa W.
\A 4MCNo KOMNOHEHT (gnHa) ctpokn Ae \J1 (ecnu A — nycTtas cTpoka, To [4]| = 0);
Al|B KOHKaTeHaumsa cTpok A. Be V, T.e. cTpoka n3 V ~ |B(. B KOTOpOI noAcTpoka ¢ 60/b-

LIMMK HOMepaMn KOMMOHeHT u3 Y.[ coBnajaeT co CTPOKOM A, a NofCcTpoka C MeHb-
WMMN HOMepaMu KOMMOHEHT n3 V)g| coBnagaeT co CTpokoii B:

UMKANYECKNiA caBUT CcTPOKU A e V32 Ha 11 KOMMNOHEHT B CTOPOHY KOMMOHEHT, UMeto-

A « 1,

Wwux 6onblIKe HoMepa.

@ onepayusi MOKOMMOHEHTHOIO C/IOXEHUS MO MOAY/NO 2 ABYX ABOWYHbIX CTPOK OfMNHA-
KOBOW A/INHBbI;

22, KO/bLO BbIYETOB N0 MOAY/I0 2S;

S onepawuus C/I0XeHUs B KOJblie 2/32;

E KoHeuyHoe none GF{2)[x]Ip(x). rae p(x) = x8 + X7 + x6 + x + 1L e GF(2)[x); anemeH-
Tbl Nnona P npeAcTaBNATCA UENbIMU Yucnamu, npuyem anemeHTty zQ* z,-9 + ..
.. +2767e F cootBeTcTtBYyeTuncno z0+2 z, + ... + 27 z7,rge z-e {0.1},/=0.1..... 7,
1 0 0603HavaeT kiacc BbIYETOB N0 MOAY/0 pP(X), coaepxaLimnii X;

Vecs: Z2s-» Vs 6uekTMBHOE OTOoGpaxeHue, conocTaBfisilollee 3N1eMeHTY Konbla Z2* ero ABOUY-
Hoe npepcTasneHue, T.e. ANs N060ro afiemMeHTa z e Z2t, npefCTaB/eHHOro B Buje
z=20+22z, +...+2s 1-zs ,, rper e (0.1},/=0, 1,...,5-1, . BbINO/IHEHO PABEHCTBO
Vecs(z) = zs.1|...||z1]|z0;
oTo6paxeHune, ob6paTHoe K oTo6paxeHuto Vecs. 1.e. Ints=Vec'l,

InV vs-* Z2* P P P
61eKTUBHOE OTOGpaXeHne, conocTaBnsoLWee 4BONYHON CTpoke n3 V6 aneMeHT nons
F cnepytowum o6pasom; ctpoke Zyll-.-llz, ||z0, z-e {0.1}. /'=0.1...... 7. cooTBeTcTBYeT
3eMeHT Zg +z, 0 ¢ ... +2z707¢e F;

V: F -» V8 oTob6paxeHne, obpaTtHoe kK oTo6paxeHuto [. 1.e. V = 4

[o]o) KOMNO3numa oTobpaxeHuii, Npu KOTopol oTobpaxeHne Y geiicTeyeT nepsbIMm;

®= KoMno3snumusa otobpaxeHuint @5 1un ®. npuuem ¢ 1= o.

3 O6wune nonoxeHns

B HacTosWweM cTaHgapTe npuBeAeHO onucaHue AByX 6a30BbiX 6/104HbIX WNGPOB C ANMHAMMW G6/10KOB
n =128 6UT 1 N = 64 6UT N ANUHaMK KnYelt K = 256 6UT.

MpumevaHunsa

1 Ha onvcaHHbIli B HaCTOSILLEM cTaHAapTe WUdp ¢ A/IMHON 6/10ka N = 128 6UT MOXHO CCbINaTbCA Kak Ha 6/104HbII
wncpp «KysHeumk» («Kuznyechiks).

2 Ha onucaHHblii B HacTosLLem cTaHAapTe Wndp ¢ A/IMHON 6510Ka N = 64 6UT MOXHO CCbIIaTbCA Kak Ha 6/104HbINA
wundpp «Marma» («Magmay).

4 AnropntMm 6/7104HOTO WKU(POBAHUA C ANTMHOW 6N0oka N = 128 6uT

4.1 3HayeHuns napaMmeTpoB

4.1.1 HenunHeiliHoe 6MEeKTMBHOO Npeobpa3oBaHune

B kauyecTBe He/MHERHOTO 6MEKTMBHOrO Npeo6pa3oBaHnsa BbICTynaeT nogctaHoBka X = Vecan' Int8: V8-> Ve.
rae N Zje -» Z2e. 3HaueHUs NoAcTaHOBKM N1’ 3anucaHbl HUWXe B Buge maccusa n' = (re'(0), n'(1)......n'(255)):

n'=(252. 238. 221. 17.207.110. 49, 22. 251. 196. 250. 218. 35. 197. 4. 77. 233.119. 240. 219. 147. 46,
153. 186. 23. 54. 241. 187. 20. 205. 95. 193, 249. 24. 101. 90. 226. 92. 239, 33. 129. 28. 60. 66. 139. 1. 142,
79.5. 132. 2, 174. 227, 106. 143. 160. 6. 11, 237. 152. 127, 212. 211. 31. 235. 52. 44. 81. 234. 200. 72. 171,

3
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242.42.104. 162.253. 58. 206.204.181.112.14. 86.8.12.118. 18. 191. 114. 19. 71. 156. 183,93. 135. 21.
161, 150. 41. 16. 123. 154. 199, 243, 145. 120. 111. 157, 158. 178. 177. 50. 117. 25. 61. 255. 53. 138. 126,
109. 84. 198. 128. 195. 189. 13. 87. 223. 245. 36. 169. 62. 168. 67. 201,215. 121. 214. 246, 124. 34. 185. 3.
224. 15. 236. 222. 122. 148. 176. 188. 220. 232. 40. 80. 78. 51. 10. 74. 167, 151, 96, 115. 30. 0. 98. 68. 26,
184. 56. 130. 100. 159. 38. 65.173. 69. 70. 146. 39. 94. 85. 47, 140, 163. 165.125. 105. 213, 149. 59. 7, 88.
179. 64. 134. 172. 29. 247. 48. 55. 107. 228. 136. 217, 231. 137. 225. 27, 131. 73. 76. 63. 248. 254. 141. 83,
170. 144. 202. 216. 133. 97. 32. 113, 103. 164. 45. 43. 9. 91. 203, 155, 37. 208, 190. 229, 108. 82. 89. 166,
116. 210, 230. 244, 180.192, 209. 102. 175, 194. 57, 75. 99. 182).

4.1.2 JlnHeilHoe npeobpa3oBaHue

NnHeliHoe npeobpa3oBaHue 3agaeTca oTobpaxeHnem 7.VA6-> V6, KoTopoe onpegensieTca caeayowmm
obpasom:

flals, ..., a0) = V(148 «[(al5) + 32 « i(an ) + 133 «[(al3) + 16 [f(al2) ¢

+194 «A(alty* 192 [(al0) + 1 [(a9) + 251 mf(3a) ¢ 1 +[(37) ¢ 192 [i(a6) + (1)
+194 [l{a5) + 16 mf(ad) + 133 m/l(a3) + 32 [i(a2) + 148 mfi(a,) ¢ 1 *[1(30))

ansa nwobeix a(e V8,/=0.1...... 15, rae onepaumnm CAOXEHNA N YMHOXEHUA OCYLLEeCTB/IATCA B nofie F, a KOH-
CTaHTbl ABNAOTCA 3/1€eMeHTaMy Noas B yKka3aHHOM paHee CMbic/e.

4.2 Tpeob6pa3oBaHusa

Mpn peanusayuy anropuTMOB 3alIMPOBaHNSA 1 pacluMpoBaHUS UCNONbL3YIOTCS Creayiolne npeo6-
pasoBaHus:

Xl*l(a) =KO© a. (2)
roe Kk, ae V128

S: A28 A28 S(a) = S(a15]|... || a0) = n(a19)||... || a(a0), (3)
rnpea=als| ...|]la0e Vl2a,a,.« Va,/=0.1..... 15;

S'1: Y128 128 npeo6pasoBaHne, o6paTtHoe K Npeo6pa3oBaHUi0 S. KOTOpoe MOXeT 4

6bITb BbIUMC/IEHO, HANPUMEp, C/ieAyoLW UM 06pa3om:

S-"(a) = S"Xal5ll - nao)=ir ,(a19)|]... || 5 'Lao0),

roea=al5||...||a0e V1IM.a, e V8,/= 0, 1...... 15;
n"' — nopcTtaHoBKka, obpaTHas K nogcTaHOBKe f;
AM28 A28 A@) = K(315]]... || 30) = Nais.....a0)|| al5]1 ... || a,. 5)
rpea=a,51|..||a0e V128,a,e V8,/= 0.1,.... 15;
L-V128 V128 Ua) - R,e(a), (6)
rne ae Y128,
128 vi18 npeobpasoBaHue, obpaTtHoe Kk NpeobpasoBaHuio R. KOTOpoe MOXeT 7
6bITb BbIYNC/IEHO, HANpuMep, cneaywwm o6pasom:
R '@ =R '"(@i6ll—lI®o)=at4ll al3ll —Illao Il 7(abl mal3»— a0’ ais)-
rpe a=al5||...||a0e V,28,a,e V8,/= 0.1...... 15;
L v vz L-1(a) =(R,)18@a). 8
roe ae Y128,
A28 X V128 V128 X V\26 *4*1 (a,. aO) = (LSthM a,) © a0. a ,). (9)

rge k, a0, a, e V128
4.3 Anroputm pasBepTbiBaHua Kawva

ANroputM pasBepTbiBaHUSA Kal4Ya MCNOMb3yeT ntepaunoHHble KOHCTaHTbl C, e V128, /'= 1.2...... 32. Ko-
Topble onpefesnieHbl cnegylowmm obpasom:

C,- Z.{vec,28{))./*1,2,..., 32. (10)

NTepauymnoHHble kntoun K, e V128, /= 1.2..... 10 BblpabaTtbiBatoTCA Ha OcHOBe Kntoya K = A255 |]... || kQe Y258,
kte VviBO,1.... 255 v onpepensaoTca paBeHCTBaAMU:

Al = *256 I — 11 *128°
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K3 =*1271 .. n *0; (11)

(K2]4T K2,.2) = 1)*el — 1)« iKA2i -1 A2f) ' = 12, 3, 4.

4.4 Ba30Bblil anropuTM WNGpPOBaHNSA

4.4.1 AnropnTm 3awundpoBaHus
ANroputM 3awndpoBaHns B 3aBUCMMOCTU OT 3HAYEHWIA nTepaLMoHHbIX kaodeid K. e V128, /=1.2...... 10
peannsyeT noAacTtaHoBKY Ek1  k<o. 3afaHHyl Ha MHOXecTBe V128 B COOTBETCTBMMW C PAaBEHCTBOM

Ek,  k103) = X[K:0]LSX[K(] ... LSX[KZ[K,](a), (12)

roeae 1128

4.4.2 Anroputm pacwudgpoBaHnsa

ANropuTm pacwungpoBaHuns B 3aBUCUMOCTU OT 3HAYEHUIN UTepaLMoHHbIX Kntoyeld K, e Vg, /=1.2..... 10
peanusyeT nogctaHoBky DKy k<0, 3aaHHyto Ha MHOXecCTBe V,28 B COOTBETCTBUMU C PABEHCTBOM

DK Xw(s)-X(K1S'1L-1XIK2]...S -Ir IXIK9]S -1 -1XIK10)(a), (13)
roe ae Vi2e.

5 ANropuTm 6/104HOM0 WU POBAHNUA C ANUHON 6N10Ka N = 64 6uT

5.1 3HaueHuAa napameTpoB

5.1.1 HenuHeliHoe 6MEeKTUBHOO NpeobpasoBaHne

B kauecTBe HeNMHeNHOro 6MeKTMBHOro Npeobpa3oBaHnA BbICTyNnalT NOACTAHOBKM X, = Vec4 rc/intd: VA -+ VA,
rpen’:Z”™ ->27Z24 [=0.1.....7. 3Ha4YeHnsa NOACTaHOBOK /- 3anucaHbl HUXe B Buge maccusos A/ = (n/(0). n({1),...
.. 8/(15», /= 0,1....... 7.

n 412.4,6.2.10.5. 11.9. 14,8 13.7,0.3.15.1);

v =(6.8.2.3.9.10. 5. 12. 1. 14,4.7. 11. 13. 0. 15)

n2'=(11.3.5.8.2. 15 10. 13. 14. 1.7,4.12. 9. 6. 0)

n3y=(12.8.2.1.13.4 15.6,7.0. 10. 5. 3. 14.9. 11)

vy =(7.15.5.10.81 6.13.0.9.3, 14. 11.4. 2. 12)

vgr = (5. 13.15.6,9.2 12.10.11.7,8.1.4.3. 14.0)

vy =(8.14.2.5.6.9. 1, 12. 15.4. 11.0. 13,10. 3. 7)

v =(1.7.14.13.0,5 8.3.4.15,10.6.9. 12. 11.2)

5.2 NMpeo6bpa3oBaHus

Mpu peanusauum anropuTMoB 3aWNpPOBAHUA U pacNn(pPOBAHMS UCMOL3YIOTCS Cliedylolme npeo6-
pasoBaHus:

A3 2 .AD t(a) = t(a7 1)... || 30) = n7@7N|[|... |l a8 *). (14)
rpea =a7l|..||a0e V32 a-e Vd./=0.1...... 7;

Ne V3&2-» V& 9 Ne ) = (f(Vec32(Int32(a) Ll Int32(A)))) «$K1|f (15)
roe K. ae V32

GW- v32* v3R2->v32x v32 <3Ne(av a0) = (a0.gM(a0) © a,), (16)

roe k. ao, a,. e V32,

G*Ne V32* V22->VM G*M(a,.a0) = © a,) || ao. (17)
roe k. a0.a, € V32.

5.3 Anropntm pas3BepTbiBaHUA Kva

WTepaunoHHble kntoum K,e ¥32,/=1,2..... 32 BblpabaTtbiBatoTCA Ha ocHoBe knva K =255 || ... || k*e Y256,
fcce V,,/=0,1,.... 255 n onpefensaTca paBeHCTBaMMU:

K,=*2.5H-11*2%4
x2 - 72311 " MR
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A3 = *191 Il mmmllfieo.

A4 = *159 1 e 1l *128"
A
K6 = n95 Il .. N *64 =
a7 = sgg g v 117382
*8 = *3, U el %0
irg < v 1.2
=1.2

5.4 bBa3oBblli anropuTm WndposaHus

5.4.1 AnropunTm 3awmndpoBaHus

ANropnTM 3awnpoBaHna B 3aBUCMMOCTY OT 3HAYEHU nTepaunoHHbix kaveid K(e V32,i=1.2..... 32
peanusyet nofactaHoBky EKy  K32. 3agaHHyl0 Ha MHOXecTBe V64 B COOTBETCTBUM C PABEHCTBOM

E*.. = G*[K32]G[K3i) ... G f/gG *K a,. a0), (19)
roea=a, ||a0e V64.a0.a, e V32
5.4.2 AnropnTm pacwundpoBaHus

ANroputm pacwngpoBaHns B 3aBUCUMOCTU OT 3HAYEHU TepaLoHHbIX kayein K e ¥32,/=1,2...... 32
peanusyeT noactaHoBky DK)  k”, 3afaHHyl Ha MHOXecTBe Vei B COOTBETCTBUM C PABEHCTBOM

0KL....K32a) = G'(K,]G[K2] ... G[K31JGfK32](al. a0). (20)
roe a=a, ||a0e ¥64.30.a, e V32
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MpunoxeHne A
(cnpaBoyHoe)

KOHTpO/bHbIE NPUMEPDI

[laHHOoe NpunoXeHne HOCMT CNPABOYHBbIN XapakTep U He ABNSETCS YaCTblo HACTOSLLEro CTaHaapTa.
B gaHHOM NpuioXeHun [BOMYHbIE CTPOKM M3 Y*. A/IMHA KOTOPbIX KpaTHa 4. 3an1cbiBaloTCA B LLUECTHAALATEPUYHOM
BUAe, a CUMBO/ KOHKaTeHaumu (*|I7) onyckaeTcs. To ecTb CTpoka a e V4, 6yaeT npeacTaBneHa B Buae
®MB/M2- al-

roea-e (0. 1. 9. ab.cdeft, /=0 1... r- 1. CooTBeTCTBME MeXay ABOUYHLIMU CTPOKaMW AJIMHbI 4 1 LWeCT-
HajLaTepuuHbIMiU CTpOKaMu AnnHbl 1 3aaeTcs ecTecTBeHHbIM 0bpasom (Tabnuua A.1). MpeobpasosaHue, cTassLlee B
COOTBETCTBME ABONYHOI CTPOKE A/NHbI 4T LecTHaLaTepuyHyto CTPOKY A/IMHbI I. M COOTBETCTBYIOLLIEe 0bpaTHoe npeob-
pasoBaHuie /18 NPOCTOTbI 3arMUCK OMYCKATCS.

Ta6nnya Al— CoOTBETCTBME MEXAY ABOUYHBIMU U LIECTHAAUATEPUYHLIMU CTPOKAMU

0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
mi

- ® Q O U ® © o ~N O 0o d» W N PR, O

A.1 AnropuTm 6/104HOTO WNPOBAHUSA C A/IMHON Gnoka n - 128 6uT

A.1.1 Npeobpa3oBaHue S

S(ffeeddccbbaa99881122334455667700) = b66cd8887d38e8d77765aeealc9a7efc.
S(b66cd8887d38e8d77765aeealc9a7efc) = 559d8dd7bd06chfe7e7b262523280d39.
S(559d8dd7bd06cbfe7e7b262523280d39) = 0c3322fed531e4630d80ef5c5a81c50b.
S(0c3322fed531e4630d80ef5c5a81c50b) = 23ae65633f842d29c5df529c13f5acda.
A.1.2 Npeo6pasoBaHme R

R<00000000000000000000000000000100) = 94000000000000000000000000000001.
/7(94000000000000000000000000000001) = a5940000000000000000000000000000.
/7(5940000000000000000000000000000) = 6459400000000000000000000000000.
/7<64a59400000000000000000000000000) = 0d64a594000000000000000000000000.
A.1.3 Npeobpa3oBaHue L

L(64a59400000000000000000000000000) = d456584dd0e3e84cc3166e4b7fa2890d.
L(d456584dd0e3e84cc3166e4b7fa2890d) = 79d26221b87b584cd42fbc4ffea5de9a.
L(79d26221b87b584cd42fbcaffea5de9a) = 0€93691a0cfc60408b7b68166b513¢c13.
L(0e93691a0cfc60408b7b68f66b513c13) = e6a8094(ee0aa204fd97bcb0b44b8580.
A.1.4 AnropuTtm passepTbiBaHUA Kioya

B HacTOsLLEM KOHTPOIbHOM NPUMeEpe KoY UMeeT 3HaueHue:

K = 8B99aabbccddeeff0011223344556677fedcha98765432100123456789abcdef.

K, = 8899aabbccddeeff0011223344556677.

K2 = fedcba98765432100123456789abcdef.
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A.14.

A.14.

Torga

C, =6ea276726c487ab85d27bd10dd849401.

X1CIKK1) = e63bdcc9a09594475d36912399d11276.

SXJCJItK,) = 0998ca37a7947aabb78(4a5ae81b748a.

LSX[C"KYy) = 3d0940999db75d6a9257071d5e6144a6.

F{C,I(K,. IC.) = (C3d5fa01ebe36f7a9374427ad7ca8949. 8899aabbccddeeff0011223344556677).

C2 = dc87ece4d890f4b3badeb92079cbeb02.
[AIC2)/:1C 1) (K], K2) = (37777748e56453377d5€262d90903f87. C3d5fa01ebe36f7a9374427ad7ca8949).

C3=Db2259a96b4d88e0be7690430a44f7f03.
FJC3 ... FICJ(K|t KJ = (19eae5f29b2815e31f11ac5d9c29fb01,37777748e56453377d5€262d90903f87).

C4 = 7bcd 1b0b73e32ba5b79¢cb14012551504,
F\CJ ... F[CJ(KV K2) = (e980089683d00d4be37dd3434699b98f. f9eae5f29b2815e31f11ac5d9c29fb01).

C5= 156f6d791fab511 deabb0c502fd 18105.
F[CJ... F[C,)(KV Kj) = (b7bd70acead46071414ebe13835cf004, €980089683d00d4be37dd3434699h981).

Ce = a74af7efab73d(160dd208608b9efe06.
PJCg]... FIC,](KV K2) = (1a46ea 1cf6ccd236467287df931df974. b7bd70acead46071414ebe13835¢f004).

C7=c9e8819dc73ba5ae50f5b570561a6a07,
PIC7] ... FIC,](KV K2) = (3d4553d8e9cfec6815ebadc40a9ffd04. lad6ealcf6ccd236467287df93fdf974).

C8 = 16593616e6055689adfbal8027aa2a08.
{IC.. K4) = PICg]... P1C,J(KV K J = (db31485315694343228d6aef8cc78c44. 3d4553d8e9c1ec6815ebadc40adfidod).

WTepaunoHHble knoum K. /=1.2..... 10 npuHMMAaIOT cneaytoLme 3Ha4YeHns:
K, = 8899aabbccddeeff0011223344556677.
K2 = 1edcha98765432100123456789abcdef,
K3=db31485315694343228d6aef8cc78c44.
K4 = 3d4553d8e9cfec6815ebadc40a9Hd04.
K5 = 57646468c44a5e28d3e59246f42911ac.
K6 =bd079435165c6432b532e82834da581b,
K7 = 51e640757e8745de705727265a0098b1.
K8 =5a7925017b9fdd3ed72a91a22286f984.
K9 = bb44e25378¢c73123a5132173cdb6e517.
K1Q= 72e9dd7416bcf45b755dbaa88e4a4043.
A.1.5 Anroputm 3awmndposaHus
B HacTosiLLeM KOHTPO/IbHOM MpuMepe 3allmdpoBaHne MPOM3BOAUTCA MPU 3HAUEHUAX UTEPALIMOHHBIX Ktoyell n3
MyCTb OTKPbITLIA TEKCT, NoANEXaLUmMiA 3amMpoBaHmio, paBeH
a = 1122334455667700ffeeddccbbaa9988.

Torga
X1K,](a) = 99bb99f(99bb9Offfffffffffffifffl,
SXIK"a) = e87de8b6e87de8b6b6b6bEH6LELELENE.
LSX[KJ(a) = e297b686e355b0a1cf4a2f9249140830,
LSX[K2ILSXIK"a) = 285e497a0862d596b36f4258a1c69072.
LSX[KJ ... LSXIK,Ka) = 0187a3a429b567841ad50d29207cc34e.
LSXIKJ ... LSX[K"a) = ec9bdba057d4(4d77c5d70619dcad206.
LSX[Ks] ... LSXIK,Ka) = 1357fd11de9257290c2al473eb6bcdel.
LSX[Ke] ... LSX[K"a) = 28ae31e7d4c2354261027ef0b32897df.
LSX[K7 ... LSXIK,Ka) = 07€223d56002c013d3f5e6f714b86d2d.
LSX[K®) ... LSX[K"a) = Cd8ef6cd97e0e092a8e4ccab1b38bf65,
LSXIKg]... LSXIK,)(a) = 0d8e40e4a800d06b211b37ea379ead8e.
Pesynbtatom 3awmdpoBaHmus ABnseTcs WnpTekcT

b =XJIKJILSXIKA ... LSX[K}](a) = 7f679d90bebc24305a468d42b9d4edcd.
A.1.6 Anroputm paclmdpoBaHus
B HacTosLLEeM KOHTPO/IbHOM NpUMepe paclupoBaHne NPOM3BOAUTCA NPY 3HAUEHUSAX UTePaLMOHHbBIX Kouell u13
MycTb LWMPTEKCT. Nog/exallmii paclumpoBaHnio, paBeH LUINPTEKCTY. NOTyHeHHOMY B NpeablayLLeM NyHKTe:

6 = 71679d90bebc24305a468d42b9d4edcd.

X[K10|(b) = 0d8e40e4a800d06b2f1b37ea379eadse.
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L- IX1K101(6) = 8a6b930a52211b45c5baa43ff8b91319.
S-'L-'"X[K”b) = 76ca 149eef27d 1bl Od17e3d5d68e5a72.
S'"'L 'X[KA'L 'X[KA®) = 5d9b06d41b9d1d2d04df7755363e94a9.

.. $'4 - XIK10(b)= 79487192aa45709c¢115559d6e9280f6e.
S'Y NXIKT] ... $-'L-"X{K"(b) = ae506924c8ce331bb918fc5hdfb195fa.
S-'L 'XIKAL... S-'L~'X[K™\(b) = bbffbfc8939eaaffafb8e22769e323aa,
S' - S-12-1XIK,3(b) = 3cc2f07cc07a8becOf3ealed2ae33e4a.
S-'L'X 1K J... S-'L~'X[K"\(b) = f36f01291 d0b96d591 €228b72d011c36.
S"”LAXIKI ... S-4-1XIK,3(b)= 1c4b0c1€950182blce696af5cObfc5df.

Pesynbtatom paclumcpoBaHus SBASETCA OTKPbITbIA TEKCT
a=XI"JS-"L-IXIxy ... S-'L "X[K1Q)(b) = 1122334455667700ffeeddccbbaa9988.

A.2 Anroputm 6/104HOTO WINCHPOBAHUSA C ANNHON 610Ka N - 64 6UT

A.2.1 Mpeob6pasoBaHue (

f(fdb97531) = 2a196f34,

<(2a196f34) = ebd9f03a.

f(ebd9f03a) = b039bb3d.

<(b039bb3d) = 68695433.

A.2.2 MNpeob6pasoBaHue g
0(87654321){fedcba98) = fdcbc20c.
g[fdcbc20c](87654321) = 7e791a4db,
A7e791a4b]{fdcbc20c) = c76549ec.
g(c76549ec]{7e791a4b) = 9791cS49.
A.2.3 Anroputm passepTbiBaHUA Kova
B HacTosiLLEeM KOHTPO/IbHOM NpUMepe KoY UMeeT 3HaYeHue:

K = ffeeddccbbaa99887766554433221100f0f1f2f3f415f617f8f9fafbfcfdfeff.
NTepaumnonHble koun K, , (- 1.2..... 32 npuHUMALOT criefytolmne 3Ha4eHns:

K, = ffeeddcc.

K2 = bbaa9988.
K3=77665544.
K4 = 33221100.

Ks = fOf1f2f3.
K6 = f4f5(6f7.
K7 = f8f9fafb.
K8 = fcfdfeff.

Kg = ffeeddcc.
K10 = bbaa9988,
Ktl = 77665544.
K,2= 33221100,
K,3 = fOf1f2f3,
K, 4 = f4f5f6f7.
K15 = f8fofafb.
K, 6 = fcfdfeff.

A.2.4 AnropuTtm 3awmndpoBaHuns

B HacTOsILLEM KOHTPOJIbHOM NpUMepe 3alingpoBaHiie NPOU3BOAUTCA NPU 3HAUYEHUSIX UTEPALMOHHBIX Kouelt 13

K17 = ffeeddcc.

K18= bbaa9988.
K19=77665544.
Kjg =33221100.

K21 = fof1f2f3.
K22 = f4f5f6!7.
K23 = f8f9fafb.

A = fefdfeff.

A.2.3. MNycTb OTKPbITbIN TEKCT, NOoANEXalUunii 3allmndpoBaHuio, paBeH
a = fedcha9876543210.

Torpa
(a,, a0) =
GlK"a,.
G[KZG[K

(fedcbag8. 76543210),
a0) = (76543210. 28da3b14),
J(av a0) = (28da3b14. bl4337a5),

GIKj]... GIK,)(a,. 3P = (bl4337a5.633a7c68).
G[KJ ... G[K,](a,. a0) = (633a7c68. ea89c02c).
GIKs]... GIK,)(a,. a0) = (ea89c02c. 11fe726d).
GIKe)... G[K,](a,. a0) = (11fe726d, ad0310a4).
G[K7J... G[K,)(a,. a0) = (ad0310a4. 37d97f25),
G[K3) ... GIK,](a,. a0) = (37d97f25. 46324615),
G[Kd] ... GIK,)(a,. a0) = (46324615. ce995f2a),

GIKJ ...
GIKnl ...
GIK,7 ...
GIK1 ...
GIK1 ...

G(K1(al, aQ = (ce995f2a. 93c1f449).

G(K,Ka,. a0) = (93c1f449. 4811c7ad),

GIK1(al ac) = (4811c7ad. c4b3edca).
G(KJ3(al, a0) = (c4b3edca, 44ca5cel),
GIK"O,. a0) = (44ca5cel, fe(51b68).

K25 = fcfdfeff.
Kx = f8f9fafb.
K27 = f4f5f6f7.
K2fl = fOf1f2f3.
K~ =33221100.
K30 = 77665544.
K31= bbaa9988.
= ffeeddcc.
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GtK1g ... G[K,Ke,. a0) = (fef51b68. 2098cd86).
GIK,3 ... GfKfKa,. a0) = (2098cd86. 4f15b0bb),
GtK,7... G[K,](a,. a0) = (4f15b0bb. e32805bc).
GtK,gl ... G[K,](a,. a0) = <e32805bc. £7116722).
GtK.J ... G(K](al a0) = (e7116722. 89cadf21.
GIK20 ... G[K,](a,. a0) = (89cadf21. bac8444d),
G{K21] ... G[Ky](av a0) = (bac8444d. 11263a21),
Gtk27 ... G[K,](a,. a0) = (11263a21.625434c3).
GtK2J ... G[K,](al a0) = (625434c3. 8025c0a5).
Gtk2J ... G[KJ(av a0) = (8025c0a5. b0d66514).
GtK25 ... G[K,](al a0) = <bOd66514.47b1d5f4).
Gtk23 ... 6[K,](a,. a0) = (47b1d5f4. c78e€d50).
GtK27 ... G[K,](a,. a0) = (c78e6d50. 80251e99).
GIK2g]... GIKjHa,. a0) = (80251e99. 2b96ecab).
Gtk2J ... GI"Ka,. a0) = (2b96ecab. 05ef4401).
GtK3) ... GIK”a,. a0) = (05e<4401. 239a4577).
GtK3)) ... G[K,](al a0) = (239a4577. c2d8ca3d).
PesynbTatom 3awmdgpoBaHmna ABASETCA LWNGPTEKCT
to= G'[K3G[K3]] ... GIK,](a,. a0) = 4ee901e5c2d8ca3d.
A.2.5 Anroputm paclimdpoBaHns
B HacTosiLLeM KOHTPONIbHOM NpUMepe paclunpoBaHne NPOoVN3BOANTCS NPY 3HAYEHUAX NTEPALMOHHbIX KoYei 13
A.2.3. NycTb WMPTEKCT. Nognexallmin paclumtpoBaHnto, paBeH LWNGPTEKCTY, NOYYEHHOMY B NpeablayLeM nyHKTe:
b = 4ee901e5c2d8ca3d.
Torga
(to,. tD) = (4ee901e5.c2d8ca3d),
G[Ki2l(tov t0>= (c2d8ca3d. 239a4577).
G(K31G(K3(bv tD) = (239a4577. 05ef4401),
G[K3 ... GIK32(to,. t0) = (05el4401. 2b96eca6>.
G(K22 ... G(K32(to,, D) = (2b96ecab. 80251 e99).
G[K2J ... GIK32(to,. tQ = (80251 e99. c78e6d50).
G(K27 ... G[K3(to,. t0) = (c78e6d50.47b1d5f4),
G[K24l ... GIK32(to,. t0) = (47b1d5f4. b0d66514).
G(K23 ... G(K32]tol, tD) = (b0d66514. 8025c0a5).
G[K2) ... GIK3Z|(to,. tD) = (8025c0a5. 625434c3).
GtK23) ... C[K32)(b,. t) = (625434c3, 11263a21).
G[K2Z ... G(K3(to,. = (11263a21. bac8444d).
G(K2D) ... G[K32](to,. td) = (bacB8444d. 89cadf21).
G(K23 ... G[K32(to,. 1)) = (89cadf21.67116722).
G[K,J ... G(K32(to,. D) = (€7116722. e32805hc).
GtKI8] ... G[K32(to,, t1Q = (€32805bc. 4f15b0bb).
G(K,?) ... G(K32(to,. o) = (4f15b0bb. 2098cd86),
G[K)j ... G(K32)(6V tD) = (2098cd86. fef51h68),
G[K.£ ... GIK*Kto,. tQ = (fef51b68. 44ca5cel).
G (KJ ... G(K32(tov t©) = (44ca5cel. c4b3edca).
G[K,J ... G[K3(to,. tQ = (c4b3edca. 4811c7ad).
GJKj2 ... GIK32(bv t0) = (4811c7ad. 93c1f449).
G(KM) ... GIK"Hto,. t0) = (93c1f449. ce995f2a),
GIKJ ... G(K32(tov toQ = (ce995f2a. 46324615).
G(K9] ... GIK3Z(to,. 60) = (46324615. 37d97f25),
GIKa) ... GIK32|(to,. t0) = (37d97f25. ad0310a4),
G[K7)... G(K32(to,. t0) = (ad0310a4. 11fe726d).
G[Ke)... GIK32|(to,. t0) = (11fe726d. ea89c02c).
GtK" ... G(K3Z(to,. ta0) = (ea89c02c. 633a7c68).
GIKJ... GIK32|(to,. b0) = (633a7c68. bl4337a5).
G[K3 ... GjK~Kto,. t0) = (M4337a5. 28da3bl4),
G[KZ] ... GIK3Z|(to,. ta0) = (28da3b14 .76543210).

Pesy/ibTaToM paclumgpoBaHns ABNSETCA OTKPbITbIV TEKCT
a=G*(K,]JG(KZ ... GIKZ(to,. to0) = fedcha9d876543210.

10
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