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MNpegncnosne

1 MOATrOTOBJIEH HerocypapcTBeHHbIM 06pa3oBaTesibHbIM YacTHbIM yupexaeHuem «Hoas WHxe-
HepHas Wkona» (HOYY «HWL») Ha ocHOBe COGCTBEHHOrO NepeBoa Ha PYCCKUiA A3bIK aHTT0A3bIYHO BEepCun
cTaHgapTa, yKkasaHHOro B nyHkTe 4

2 BHECEH TexHuyeckum komuTeToM no ctaHgapTtusauum TK 306 «V3mepeHue u ynpasneHue B nNpo-
MbILLIEHHbIX NpoLeccax»

3 YTBEPX/JEH W BBEAEH B AENCTBUE MMpukaszom deaepasbHOro areHTCTBa N0 TEXHUYECKOMY
perynupoBaHuio n metponorum ot 10 Hos6psa 2014 r. N« 1493-cT

4 HacToswuii cTaHfapT UAeHTUYeH MexayHapoaHoMy AoKyMeHTy IEC/TS 62443-1-1:2009 «[1poMmbiLu-
NIeHHble KOMMYHUKAUWOHHbIE ceTU. 3alnleHHOCTb ceTu U cuctembl. YacTb 1-1. TepMUHONOIMA, KOHLENTy-
anbHble nosoxeHns n mogenn» (IEC/TS 62443-1-1:2009 «Industrial communication networks — Network and
system security — Part 1-1: Terminology, concepts and models». IDT).

MepeyeHb TEPMUHOB, UCMOJb3yeMbIX B HACTOALLEM CTaHgapTe, NPUBEJeEH B AOMOJIHUTENILHOM NpuUo-
xenun JA.

Mpu NpMMeHeHUN HacToslWero cTaHAapTa pekoMeHAyeTCa UCMNob30BaTb BMECTO CCbIJIOYHbIX MeXAy-
Hapo/HbIX CTaHAAPTOB COOTBETCTBYIOLWNE UM HaLNOHASIbHbIE CTAHAAaPTLI, CBEEeHUSA O KOTOPbIX NPUBEEHbI B
[ONONHUTENIbHOM npunioxeHun b

5 HekoTopble 3/1eMEHTbl HACTOALLEr0 CTaH4apTa MOryT 6bITh NPEAMETOM NaTEHTHbLIX NpaB
6 BBEJEH BIEPBbIE

7 W3AAHUE (espanb 2020 r.) ¢ Monpaskoii (MYC 4—2016)

MpaBuna NpUMEHEHNS HaCTOSALLEro CTaHAapTa yCTaHoB/eHbl B CTaTbe 26 defepasnblioro 3akoHa
oT 29 uioHA 2015 r. No 162-93 «O cTaHgapTusauum B Poccuiickoih ®egepauun». ViHdopmaunus 06 13-
MEHEHMAX K HACTOosILEeMY CTaHAap Ty Ny6NKye TCS B eXerofHomM (Mo cocTOosHMI0 HAa 1sHBaps TeKyLWero
roga) MHopMaUMOHHOM ykasaTesne «HaunoHanbHble CTaHAapThi», a ohuuManbllii TEKCT U3MEHEeHWi
M NONpaBoOK — B €XeMEeCsYHOM MH(OPMaLMOHHOM yKasaTene «HauuoHaslbHble cTaHaapTbi». B cnyvae
nepecMoTpa (3amMeHbl) UM OTMEHbI HACTOSILLEr0 CTaHjapTa CooTBeTCTBYLee yBeJoMm/eHe byaeT
ony6/MKOBaHO B GrmKaliliem BbINYCKe €XeMecsHHOro MHHOPMaLMOHHOro ykasaTensa «HauuoHabHble
cTaHgapTbi». CooTBeTCTBYWWAs MHopMaLusi, yBeJOM/IEHNE 1 TEKCTbl pasMellalnTCca Takke B UH-
hopmMaLMoHHOl cucTeMe 06LLEero Nofib30BaHUs — Ha ohuLmanbHOM caliTe defepasibHOro areHTcTBa no
TEeXHUYEeCKOMY perysimpoBaHuio 1 MeTposiorun B ceTn NMHTepHeT (wWww.gost.ru)

© CTtaHpgapTuHdopm. odpopmneHne. 2014. 2020

HacToswuii ctaHAapT He MOXeT 6biTb MOMHOCTBIO UK YACTUYHO BOCNPOM3BEAEH, TUPAXUPOBAH U pac-
npocTpaHeH B KayecTsBe ohuLnanbHOro nsgaHna 6es paspelwerHusa degepasibHOro areHTCTBa N0 TEXHUYECKO-
MY peryimpoBaHuio 1 MeTposorum
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BBepeHve

MexayHapoaHblii cTaHgapT MOK 62443-1-1:2009 pa3paboTtaH TexHuuyeckum komutetom M3K 65 «AB-
TomaTtusaumsa. uamepeHne n ynpassieHne Nponu3BoACTBEHHLIMU NpoLeccammn».

O6bekTOM CcTaHfapTusauun HacToslero ctaHgapra sBnsieTca 6e30MacHOCTb CUCTEM NPOMbILL/IEHHOW
aBTOMAaTUKN U KOHTPONA.

MoHATMe «CcUCTeMbl MPOMBbILWIEHHOW aBTOMAaTMKM M KOHTponsi» (IACS) oxBaTbiBaeT CMCTEMbl ynpas-
NeHnsa. ncnonb3yemMmble Ha NPOU3BOACTBEHHO-TEXHOIOTMYECKMX NPEeANPUATUAX U YCTaHOBKaX, CUCTEMbl KOH-
TPONA KAMMarta a MoMeLeHUsX, ynpaBiieHne B TeppuTopuasibHO paccpefoToueHHbIX cnyxbax, Takme Kak
KOMMYHa/lbHble pecypcbl (T. . 3/1IeKTPO3HEPIUio, ras n BoAy), Tpy6onposoabl U 06EKTbI NO NPOU3BOACTBY
1 pacnpefeneHvnio HedTu, U Apyrne oTpacau U 3ajaynm NPOMbILUJIEHHOCTU, TakMe Kak TPaHCMOpPTHbIe CeTu,
B KOTOPbLIX 3a/elicTBOBaHbl aBTOMaTU3NPOBaHHbIE WM AUCTAHUMOHHO Yynpas/fisieMble WU OTC/eXUBaeMble
06beKTbl UMyLLECTBA.

Mog TepMUHOM «6e30nacHOCTb» B HACTOALWEM CTaH4apTe NoHMMaeTcs npefoTBpalleHne He3akoHHOro
NN HexenatesibHOro NPOHUKHOBEHUA, YMbILW/IEHHOTO WU HEYMbIW/IEHHOrO BMeLWaTeNbCTBa B WTATHYIO U
3annaHnpoBaHHy0 paboTy UauM NoNyYeHWs HeHaAnexawero 4octyna kK KoHdugeHumanbHol nHdopmauun B
IACS. KnbepbesonacHocTb, ABMAAOLASACSA YACTHbIM 06bEKTOM HaCTOsLWEero cTaHgapTa, pacnpocTpaHsaeTcs Ha
KOMMbIOTEPBI, CETU, ONepaLnoHHble CUCTEMbI, MPUNOXEHUS U pyrue nporpammumpyemMble KOHpUrypupyemsie
KOMMOHEHTbI CUCTEMBI.

Monb3oBaTtenamm HacTosiLlero ctaHgapTa fBAATCA: nonb3osaTtenu IACS (Bkatoyas oTAenbl 3KCny-
aTauum ycTaHoBOK, O6C/YXWUBaHWA, KOHCTPYMPOBAHWUA W KOpNOpaTUBHbIE KOMMOHEHTbl MOJIb30BaTEbCKNUX
opraHu3auwuii), Npon3BoANTE N, NOCTaBLLNKNA, MPaBUTEIbCTBEHHbIE OpPraHn3aLmm, KOTopble 3aHMMalTCa uam
KOTOpbIX 3aTparusaeT knbep6e3onacHoCTb CUCTEM yNpaB/eHUs, CneymanncTbl-NpakTukM No cucTemMam ynpas-
NIeHNs 1 cneynannucTbl-NnPakTUKK No 6e30nacHocTu.

B3avmonoHuMaHune 1 B3anumogeicTeBrne Mexay MHPOpPMaLMOHHO-TEXHUYECKUMU, IKCNyaTalnoOHHbIMK,
KOHCTPYKTOPCKMMU M NPOU3BOACTBEHHLIMU OpraHn3auusMmn BaxHbl 4158 obliero ycnexa 060 MHULMaTUBbI
B cthepe 6e30nacHOCTU, NO3ITOMY HACTOALWMI CTAHAAPT ABASETCA TaKXe CNpaBOYHbIM MaTtepuasnioMm A Tex,
KTO oTBeyvaeT 3a uHTerpaumnto IACS 1 kopnopaTuBHbIX CeTe.

HacToawwuii ctaHgapT ycTaHaBAWBaeT:

a) 06nacTb NpUMeHeHUs 6e30MacHOCTN CUCTEM NPOMbILI/IEHHON aBTOMATUKN U KOHTPONS;

b) noTpebHOCTb 1 TpeboBaHMA K cucteme 6€30MNacHOCTU, UCMO/b3YS €4UHYI0 TEPMUHOJIOTUIO;

c) 6a3oBble KOHLENUWUM, CoCcTaBsOLWMe OCHOBY ANA AalibHellllero aHaamsa npoLeccos, CBONCTB CU-
CTeM. a Takxe [eliCTBUI, He06XOAUMbIX /151 CO3aHUSA CUCTEM YNpPaB/IEHNS, HAJEXHbIX B N/1aHe 3/IEKTPOHUKMY;

d) Kakum 06pa3omM MOXHO rpynnupoBaTtb UAKN KnaccuuunpoBaTb KOMMNOHEHTblI CUCTEMbI NMPOMbILLIIEH-
HOV aBTOMAaTWKN 1 KOHTPONSA B LeNsx onpefesieHns n ynpasfieHns 6e30nacHOCTbIO;

e) uenu knbepbesonacHoCTU 415 Pa3INYHBLIX cdhep NPUMEHEHUSA CUCTEM YNpaBJieHUs;

f) onpepenenne n cuctematusauunio kmbepb6es3onacHoOCTN ANA Pas/INYHbIX chep NPUMEHEHUA cUcTem
ynpasfieHus.

Kaxablli ©3 3TUX BONPOCOB NoAPO6GHO pacCMOTpeH B pa3jenax HacToslero ctaHgapra.

B HanmeHOBaHMWe HacToALLero ctaHgapTa, B 0T/indmMe oT HaumeHosaHusa IEC/TS 62443-1-1:2009. Bkt0-
YeHO C/0BO «KM6ep6e30/1acHOCTb» C Leflblo OTpaKeHUs cofepXaHus cTaHjapTta, B KOTOPOM YCTaHOB/1EHbI
TpeboBaHUA K kn6ep6e30/1aCHOCTU U. COOTBETCTBEHHO, UCMOMb3YeTCA TePMUH «KnbepbesonacHoCTb».

(Monpaska)
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HALUWOHANBbHLBN CTAHAOAPT POCCUMCKOWN PELEPAL NN

CETVN KOMMYHUKALWMOHHBIE MPOMbIWNEHHbIE
3awunueHHocTb (knbepb6es3onacHoOCTb) CETU U CUCTEMDbI
YacTtb 11

TepMUHONOTNA, KOHLEeNnTyanbHble NOMOXEHNA U MOLENN

Industrial communication networks. Network and system security. Part 1-1. Terminology, concepts and models

Jata BBefeHuns — 2016—01—01

1 O6nacTb NPUMEHEHMNS
1.1 O6wune NoNoXeHNN

HacTtoawuii cTaHfapT ycTaHaB/inBaeT TeEPMUHONOINIO, onpefensieT KOHUenTya bHble NO0XEeHUs U MO-
Aeny NpUMeHuTeNbHO K 6e30MacHOCTM CUCTEM MPOMBbILIIEHHOW aBTOMaTukM 1 KoHTpona (ganee — IACS) u
ABNSAETCA OCHOBOW AN18 OCTaNbHbIX CTaHAapToB cepun M3IK 62443.

YT106blI YEeTKO chopMynmpoBaTb HauMeEHOBaHWS BCeX CUCTEM W KOMMOHEHTOB, paccmaTpuBaeMbiX B
ctaHgapTtax cepun M3IK 62443. o6n1acTb NPUMEHEHUSA MOXeT 6bITb onpejesieHa v npejActas/ieHa Ha OCHOBe
HECKOJIbKUX acnekToB, B YAC/IE KOTOPbIX:

a) Amanas3oH BK/IOYEHHOW (PYHKLUOHANBHOCTH;

b) cneynanbHble CUCTEMbI U UHTEpdelichl;

C) KpuTepun oTbopa BKIOUEHHbIX AEACTBUIA;

d) KpuTepun oTbopa BKIOUEHHbIX UMYLLECTBEHHbIX 06 bEKTOB.

Kaxablli U3 3TNX acneKkToB paccMoTpeH B nogpasgenax 1.2—1.5.

1.2 BKNOYOHHAA PYHKLUNOHANBHOCTb

MpeameTHas o6nacTb NPUMEHEHNA HACTOALWeEro cTaHgapTa MoXeT 6biTb onucaHa ¢ No3uuum guanaso-
Ha (PYHKLMOHANbHOCTM B NpeAenax MH(OPMaLMOHHbIX U aBTOMAaTM3NPOBAaHHbIX CUCTEM OpraHu3auuu. Takyo
hYHKLMOHANBbHOCTb 06bIYHO ONUCHLIBAIOT B KOHTEKCTE 0A4HON nNn 6onee moaenen.

O6beKTOM HacTosWero ctaHgapTa SABAAKTCA B NEPBYO o4yepefb NPOMbILWNEHHAs aBTOMaTuKa U KOH-
TPO/b. Kak onucaHo B 6a30Boil mogenu (cMm. pasgen 6). B pamkax HacToslwero ctaHgapTa cuctemsl 6usHec-
nNaHMpoBaHWA 1 MaTepuanbHO-TEXHUYECKOro 06ecneyeHma He paccMaTpuMBalTCsa, HO onpeaenieHo NoHATue
LLe/I0OCTHOCTUN faHHbIX, NepecbliaeMblX OT 6U3HEC-CUCTEM K MPOMbILIIEHHBIM CUCTEMAM U HA060pOT.

MpombllLeHHass aBTOMaTHKa ¥ KOHTPO/Ib BK/TOYAKT B CE6S1 31EMEHTbI AUCMETYEPCKOTO KOHTPONS, KOTO-
pble. Kak NnpaBuno, BCTpeyalTca B nepepabaTbiBaloLmx 0Tpacnsax npombiwaeHHocTn. OHY BKAOYaOT B cebs n
cuctembl SCADA (cucteMbl AUCNETYEPCKOTO KOHTPONA 1 c6opa AaHHbIX), KOTOpble 06bIYHO UCMNONbL3YIOTCA Op-
raHn3aymaMun. 3aHSATbIMU B OTPACAX MHPPACTPYKTYpPbl Xn3HeobecneyeHus. Takme oTpacan BKIYalT B cebs;

a) nepegadyy v pacnpegeneHue 3NeKTpPo3IHeprum;

b) ceTn pacnpefeneHus rasa u Bofbl;

C) f,06blYy HedI TN U rasa;

d) TpybonpoBoabl rasa n XuUAKocTu.

[aHHbIli cnucok HenosiHbli. Cuctembl SCADA MOryT BCTpevaTbCa Takke B APYTUX KPUTUUYECKUX W He-
KPUTUYECKUX OTPACISIX MHAPACTPYKTYPbI.

WN3paHne ouymansHoe
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1.3 CucteMmbl 1 MHTepdelickl

HacTtosawwuin ctaHgapT npumersetcs Kk IACS. koTopble MOTyT BAUATL UK BO3felicTBOBaTh Ha 6e3onac-
HOe. 3aliuLeHHoe N HafexHoe PYHKLMOHNPOBaHNE NMPOMBbILLIIEHHbIX NPOLLecCcoB. Takne cUCTEMbl BKIOYAOT
B cebs, kak npasunno:

a) cucTembl ynpaBneHus, UCnosib3yemMble B MPOMbIWIEHHOCTH, U aCCOLUMPOBAHHbIE C HUMWU KOMMYHU-
KalunoHHble ceTul), Bkayas pacnpegesieHHble cuctemsl ynpasneHus (DCS), nporpamMmupyemMble ormyeckme
KoHTponnepsbl (PLC), NnynbTbl AUCTaHUNOHHOTO ynpasneHnus (RTU), uHTennekTyanbHble 3/1EKTPOHHbIE YCTPOI-
cTBa. cuctembl SCADA. 06beNHEHHbIE CUCTEMbI 3/IEKTPOHHOTO AeTEKTUPOBAHUA U KOHTPOSA, CUCTEMBI yye-
Ta 1 chayvn-npuemMkn, a Takke CUCTeMbl MOHUTOPWHIA U AUArHOCTUKM (B J@HHOM KOHTEKCTe MPOMbILUIEHHbIE
cucTeMbl ynpasieHus HageneHbl 6a30BbIMU (DYHKUMAMU CUCTEM ynpaBfieHUs npoueccamMu M aBTOMaTU3un-
poBaHHbIX cuctem 6e3onacHocTu (SIS), koTopble MOTyT ObITb Kak U3nYeckn oTAeneHbl ApYr OT gpyra, Tak n
06beMHEeHbI APYT C APYroMm):

b) accouunpoBaHHble CUCTEMbl YPOBHA 3 unum Huxe 6a30BOil mMogenun, onucaHHol B pasgene 6. Ha-
npuMmep, CUCTEMbI YNpexaalLwWwero uin MHOroCBA3HOIO peryinposaHuns, onTUMMnU3aTtopbl peasibHOro BpeMeHMu,
cneumnanbHble MOHUTOPBI K 060pyAOBaHNto, rpachuyeckme nHTepdelicel, cepsepbl-apxmBaTtopbl, aBToMaTu3n-
pOBaHHble CUCTEMbI YNpaBneHUa NPOoU3BOLACTBEHHbIMU NpoLeccaMun, CUCTEMbl 0BGHAPYXeHUs yTeuek u3 Tpy-
60nNpoBOAOB, CUCTEMbI YNpaB/IEHNs NPOU3BOACTBOM PaboT, CUCTEMBI yNpaBieHUA OTKIHOYEHUAMMN N CUCTEMBI
ynpaBneHus aneKTpoaHeprueii;

C) accouMmpoBaHHble BHYTPEHHUE, NoNb30BaTeNbCkne, ceTeBble, NPorpaMMHble, MaluHHbIE UK Npubop-
Hble UHTepdelicsl, CNosb3yeMble A5 0o6ecneyeHns ynpaBaeHus, 3alnTbl U PyHKLMOHATbHOCTY NPOU3BOACTBEH-
HbIX UV 4UCTaHLMOHHbIX OnepaLmnil B XoAe HenpepbIBHbIX, NePUOANYECKNX, AUCKPETHBLIX N MPOUMX NPOLECcCoB.

1.4 Kputepuun, ocCHOBaHHble Ha felcTBUAX

Kputepun gna onpegenexHnsa AeicTenii, OTHOCALMXCA K NPON3BOACTBEHHbIM ONepaLunsiM, yCTaHOBEHbI
B M3K 62443-2-1, aHaNornyHblii nepeyeHb KpuTepues onpefeneH ANS HacToswero crtaHgapta. Cuctemy
cnepyeT cunTaTb nognagatweii nog o6acTb NPUMEHEHUS cTaHAapTOB cepun MIK 62443, ecnu gelicTeus,
BbINO/IHAEMble CUCTEMOW, HEOBX0AMMbI 4151 JOCTUXEHNUS M06OI M3 cneaylowmnx Lenei:

a) nporHosmpyemoe (YHKLMOHUPOBaHWe npolecca:

b) 6e30nacHOCTb NPOLECCOB WK nepcoHana:

C) HafeXHOCTb UN AOCTYNHOCTb NPOLLECCOB:

d) acbchpekTMBHOCTL NpoLEeCccoB;

e) onepaTMBHOCTb MPOLLECCOB;

f) kauecTBO npogyKuuH;

[) 3allMLLEeHHOCTb OKpYyXaloL e cpefpl;

h) HopmaTnBHO-NpPaBoBOE COOTBETCTBYUE;

i) CObIT MpoAyKUMM UNKN Nepefaya ee NoTpedbuTento.

1.5 KpuTepumu, 0OCHOBaHHbIE HA UMYLLECTBEHHbIX 06beKTax

O6nacTb NMPpMMeEHEeHUsA HacTosWero cTaHAgapTa BkoYaeT B ceba Te CUCTEMbl Cpefn UMYLLEeCTBEHHbIX
06BbEKTOB, KOTOPble YAOBNETBOPSAOT MOObLIM M3 CNeayllmnx kputepnes UM 6e30nacHOCTb KOTOPbIX BaXHa
ONA 3alNTbl APYTMX UMYLLECTBEHHbIX 06bEKTOB, YA0BNETBOPSAIOWMNX 3TUM KPUTEPUAM:

a) 06BbEKT MMeeT XO3AMCTBEHHYIO0 LLEHHOCTb 418 npolecca NPou3BOACTBA WM 3KCMIyaTalmm:

b) 06bEKT BbINOMHAET (hYHKLMIO, HE06X04MMYIO ANA npouecca NPou3BOACTBA UK 3KCnayaTauum;

C) 06beKkT npeacTaBnseT coboii MHTeNNeKkTyanbHyl COGCTBEHHOCTb, OTHOCSALLYIOCS K NpoLeccy npous-
BOACTBA WM 3KcnyaTauuu.

d) 06beKkT HeobxoaMM ANS ocylecTBNeHNA 1 obecnevyeHna 6e30nacHOCTU npoLecca NpoM3BoACTBa UK
akcnnyartauuu;

e) 06bekT HeobxoANM ANA 3alWNTbl NepcoHana, NoApPALYMKOB 1 NnoceTuTenell, yyacTByOLW KX B npoyec-
ce NpoOU3BOACTBA WM 3KCNayaTauuu;

f) 06BbEKT He0GX0ANM ANS 3alUTbI OKpyXatuielt cpeabl;

') MoHsATME «KOMMYHWKaLIMOHHbIE CETU» BKIOYAET B Ce651 BCE TUMbI CPEACTB KOMMYHMKaLMK, B TOM Y/C/e PasHOro
pasa 6ecnpoBofHOW KOMMYHMKaLuK. MogpoGHOE onMcaHne NCNob30BaHUsi GeCNpPOBOAHOM KOMMYHMKALMK B cUCTEMax
NPOMBbILLNIEHHOV aBTOMATWKW BbIXOAUT 3a PamKy HaCTOSILLEro cTaHapta. TexHoMornn 6ecnpoBOAHON KOMMYHMKaLMK
yNoMmHaloTCs 0c060 MWL B CAy4yasix, €C/iM UX UCNOMb30BaHWe WM 3afeliCTBOBaHME MOXET W3MEHUTb XapakTep
JeincTtaytoweli nnn Tpebyemoii 6esonacHoCTu.
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g) 06BbEeKT He06X0ANM ANA 3alNTbl HACENeHNa 0T COObITUIA, CNPOBOLMPOBAHHbLIX NPOLECCOM NPOU3BOL-
CcTBa UMM 3aKcnayaTauuu;

h) 06bekT npegcTaBnsieT co6oii NnpaBoBoe Tpeb6oBaHMe, HanpaB/eHHOE, B YAaCTHOCTU, Ha o6ecneyeHne
6e3onacHOCTM npouecca NPon3BoACTBa UM aKCnIyaTaumm:

i) 06beKT Heo6Xx0AUM A1 BOCCTAHOB/IEHUA NMOC/Ae Ype3BblyaliHbiX NPOUCLIECTBUIA:

j) 06beKT Heo6XxoA4MM ANA perncTpauum gaHHbIX 0 COGbITUAX 6€30MacHOCTU.

O6nacTb NpUMeHeHNa BkIOYaeT B ceba cucTembl, HapylleHne 6e30MacHOCTM KOTOPbIX MOXeT mocTa-
BUTb MOJ, Yrpo3y 340poBbe UM 6e30nacHoCTb HaceneHuss unn paboTHUKOB, NPUBECTM K NoTepe A0Bepus
CO CTOPOHbI 06L,EeCTBEHHOCTU, HApPYLWEHNIO pPernamMeHTHbIX HOpPM, yTeuke uauM notepe AOCTOBEPHOCTU CAy-
XebOHOW nnm KoHraeHUnanbHON NHpopmaynm, 3arpsi3HEHNI0 OKpyXatLeli cpefbl M/MAN 3KOHOMUYECKOMY
yuwepby nnm oTpasnuTbCca Ha KaKkoM-Nn6o cybbekTe uam nokasnbHo/HaLMoHanbHO 6e30nNacHoOCTK.

2 HopMmaTuBHbIE CCbI/IKN

B HacToAleM cTaHfapTe MCNONb30BaHbl HOPMaTUBHbIE CChINIKM Ha crefylowme cTaHgapTel. Jna gatu-
POBaHHbIX CCbIIOK MPUMEHSAIOT TONIbKO yKa3aHHOe M3faHune CCbiZIOYHOTo cTaHdapTa. 419 HefaTUPOBaHHbIX —
nocnegHee nsgaHvie (BkIvasa BCe U3IMEHEHNUSA).

IEC 62264-1, Enterprise-control system integration — Part 1: Models and terminology (MHTerpaymsa cu-
cTeM ynpassieHus npegnpustuem. Yacte 1. Mogenu n TepMUHOIOIUSA)

ISO/IEC 15408-1, Information technology — Security techniques — Evaluation criteria for IT security —
Part 1: Introduction and general model (MHhopmaunoHHas TexHuka. TexHonornm 6esonacHocTu. Kputepuu
OoLEeHKM 6e30nacHOCTU UHDOPMAaLMOHHONM TexHukn. Yacte 1. BBegeHune n obuwaa mogesns)

3 TepMuHbI, onpeaeneHnsi U CoKpalleHus

3.1 O6wue cBepeHns

B HacTosiweM cTaHgapTe 4YacTb OnpejefieHwit 3aMMcTBOBaHA M3 YCTOSBLUMXCA WCTOYHUKOB, OTHOCS-
LMXCA K TPAAULMOHHBIM OTPAC/ISIM NMPOMbILINIEHHOCTH, & HEKOTOPbIE ONpeAeneHuns cneayoT ns 6onee o6LKUX
onpegeneHunii, MCNonb3yeMbix B 061aCT MHPOPMALMOHHBLIX TEXHOMOIUIA.

AN aBnTHbI NepeyeHb TEPMUHOB NPUBEAEH B NpuaoxeHun JA.

3.2 TepMuHbl 1 onpepenexHns

B HacTosiLleM cTaHAapTe NPpYMeEHEHbI crefyolne TepMUHbI C COOTBETCTBYIOLLUMUN ONpesesieHnAMU:

3.2.1 pocTyn (access): BO3MOXHOCTb 1 cpeAcTBa AN o6MeHa COOBLWEHUAMN UM MHOTO B3auMOfeii-
CTBMSA C CUCTEMOI B LeNAX NCNosb30BaHUA pecypcoB CUCTEMBI.

MpumMmeyaHune — [locTyn MOXET npeagnonaraTb U3NYecknii 4ocTyn (husmyeckast asTopumsauusi, npeaocTas-
nsiemasi st OCTyNa B y4acToK, Ha/smuvMe MexaHuyeckoro 3amka. MVIH-kog, nin kapTa fgoctyna, uav GuomeTpuyeckune

npu3Haky, obecneynBatoLye 4OCTYM) WM NTOTUYECKWA AOCTYN (aBTopusauyst A5 BXOAA B CUCTEMY M MpOrpaMmy, Ocy-
LecTBnsieMast myTemM KOMBUHALMN NTOTUYECKUX U (PU3NUYECKUX CPEACTB).

3.2.2

ynpaBsneHue goctynom (access control): 3awuTa pecypcos cUCTEMbl OT HEABTOPM30BaXIOro AOCTY-
na: npouecc, Npu KOTOPOM MCMO/b30BAHUE PECYPCOB CMCTEMbI PErynpyeTcs NoAUTUKON 6e30macHoCTn 1
paspelleHo TONbKO aBTOpPU30BaHHbIM CybbekTam (nonb3oBaTensM, nporpammam, npoueccam wau gpyrum
cuctemam), aBTOPM30BaHHbLIM B COOTBETCTBMM C 3TOW MOAUTUKON.

[RFC 2828. nsmeHeH]

3.2.3 oTcnexmBaemocTb (accountability): CBoiicTBO cucTtembl (B TOM YMC/ie BCEX €e pecypcoB), NO3BO-
nswwee 0AHO3HAYHO OTCNEAUTb AeiiCTBMA Kakoro-nnb6o u3 cy6bLeKkToB B cucTeme A0 Cy6bekTa, KoTopbli Mor
6bITb OTBETCTBEHHbLIM 3a €ro AeicTBus.

3.2.4 npunoxeHue (application): Mporpamma, KoTopas ocyw,ecTBNAeT cneumnasnbHble 4eACTBUA, UHULN-
npyemble KOMaHAO0l Nonb3oBaTenst Uan cobbiTUEM MpoLecca, ¥ MOXET ObiTb peanM3oBaHa 6e3 obpalleHus K
CUCTEMHOMY YNpaB/ieHN0 U MOHUTOPUHTY UNU afMUHUCTPATUBHLIM [PUBUAETNAM CUCTEMBI.

3.2.5 yyacTok (area): MoamMHOXeCcTBO (PN3NYECKON, reorpadmyeckon nam NormYecKom rpynnbl nmyule-
CTBEHHbIX 06BEKTOB, PACMNOJIOXKEHHbIX HA TEPPUTOPUN NPOU3BOACTBEHHOIO 06bEKTa.
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MpumeuaHue — YuacTOK MOXET COZEPXaTb NPOU3BOACTBEHHbIE IMHUM, TEXHONIOMMYECKIE SUEIKN 1 e AUHNLbI
060pYA0BaHNS. YUACTKN MOTYT GbiTh COEAMHEHbI MEXAY COBO0I NIOKasIbHOM BbIMUCIUTENLHOI CETHI0 06bEKTA 1 COAEPXaTh
CUCTEMBI, CBSI3aHHbIE C OMepauysiMy, KOTOPbIE OCYLLECTB/SKOTCSA Ha JAHHOM ydyacTKe.

3.2.6 UMYL,ECTBEHHbI1 06beKT (06beKT) (asset): PU3NUYECKNIA NN NOTUYECKNI T 0GBEKT, KOTOPbIA Npu-
HaA/IeXnT opraHu3aunm Uam OTHOCUTCS K HEel UHBIM cnoco6oMm, NpeacTaBNAs A1 Hee owylaemMy Uau pe-
aNbHYI0 LLEeHHOCTb.

MpumeuyaHue — B ciyyaB CUCTEM MPOMbILLSIEHHOV aBTOMATUKM W KOHTPOSIS (hU3NUYECKIE OBBEKTLI UMYLLE-
CTBa. VMetoLMe HambosbLLUY LEHHOCTb, U3MEPVIMYIO HEMOCPEACTBEHHO, NPEACTAB/AOT, HanpuMep, 06opyAoBaHue, Ko-
TOPLIM YNPaB/SHOT.

3.2.7 accouunauyns (association): CoBMeCTHble OTHOLIEHUA MeXAy CybbekTamu CUCTeMbl, 06bIYHO B
uensx obMeHa UHopmalmeit Mexay HUMU.

3.2.8 yBepeHHOCTb (assurance): CBONCTBO cMcTeMbl, 06ecneymBatolLee 40Beprue K TOMy, 4TO cuctemMa
paboTtaeT Takum o6pas3om, 4To ob6ecneymnBaeTCca BbIMOIHEHNE €e NOMUTUKM 6e30MacHOCTK.

3.2.9 ataka (attack): MocsiraTenbCTBO Ha CUCTEMY, KOTOpoe fIBNSeTCsA CnefcTBMEM MPOAYMaHHOro
nnaHupoBaHus, T. €. yMbILW/IEHHOrO AelicTBUA, NnpeacTaBnatolwee co6oi NpoAyMaHHY nonbliTKy (0CO6EeHHO
B MfiaHe mMeToja WM cTpaTerum) o60iMTU cepBuCbl 6€30MacCHOCTM U HapPYLWNTb NOAUTUKY 6€30NacHOCTU CH-
ctemsl (10].

MpumeuyaHne — CywWeCTBYIOT pas/inyHble 06LENPU3HAHHbBIE TUMbI aTak:

- aKTMBHas aTaka MMeeT Lie/blo NpeobpasoBaTh Pecypchl CUCTEMbI UM BO3AeiCTBOBATL Ha ee paboTy;

- naccuBHasi ataka UMeeT Lie/blo 3anoyunTb WK 1CNo/b30BaTh MHOPMALMIO CUCTEMbI 6e3 BO3AelicTBUs Ha pe-
CYpCbl CUCTEMbI;

- BHYTPEHHSIl aTaka — araka, MHULMMPOBaHHas CyGbLEKTOM B npefenax nepuMetpa 6e3onacHocTu («mHcalige-
pPOM»). T. €. CYGLEKTOM. KOTOpbI HafeneH NpaBaMy Ha NoslydeHne JOoCTyna K pecypcamM CUCTEMbI, HO UCTOMb3YET UX B
uensix, He 0f06PEHHbIX TeMW, KTO NPEeAoCTaBU 3TH NpaBa:

- BHELLUHSIS aTaka — araka, MHULMMPOBaHHas 3a npeaenamy nepumetpa 6e30MacHOCTV HEaBTOPU30BAHHLIM U/
HEYNO/IHOMOYEHHbIM N0J1Ib30BATE/IEM CUCTEMbI (MM MOXET GbiTb N UHCAAEP, aTakylowmii 3a npegenamu nepyumeTpa 6e3-
onacHocTy). MoTeHUMasIbHBIMY 3/10yMbILLIEHHKAMK, OCYLLECTB/SIOWMMU BHELLHIOW araky, MOryT GbiTb Kak MpocTble
MOGUTENN MOLWYTUTb, TaK 1 OPraHM30BaHHbIe NPECTYNHbIe rpynMbl, MeX4yHapoaHble TePPOPUCTbI 1 BpaxKaeGHbIe npasu-
TenbCTBa.

3.2.10 cxema aTaku (attack tree). ®opmanbHbIii MeTOANYECKUA MYTb HAXOXAEHWSA CMOCO6G0B HapyLLIeHns
6e30MacHOCTN CUCTEMBI.

3.2.11 ayaut (audit): HesaBucMmoe nccnegoBaHne U NnpoBepka 3anucel n AeiicTBuii 4Na oueHKn agek-
BaTHOCTW Mep MO ynpas/ieHWN0 CUCTEMO, obecneyeHns Ux COOTBETCTBUSA YCTAHOB/IEHHbIM NOIMTUKAM W pa-
604MM npouenypam U NOArOTOBKM pekoMeHAauuii K He06X0AMMbIM KOPPEKTUPOBKAM YynpaBfeHUs, MOANTUK
uwnn npoueayp (cm. 3.2.101).

MpumevyaHne — CywecTByOT TpK POPMbI ayauTa:

- BHeLUH1e ayuTbl— NPOBOAATCA CTOPOHAMU, KOTOPbIE HE AIB/IAIIOTCA COTPYAHUKAMU WK NOAPAAUMKaMU OpraHu3aLmm:

- BHYTPEHHWe ayAuTbl — MPOBOAATCS OTAENbHON OpraHM3auMoHHOW efuHMLeli, koTopas cneuuannsmpyeTcs Ha
BHYTPEHHeM ayauTe:

- CaMOCTOATE/IbHbIE NPOBEPKY YMNpaB/ieHUss — MPOBOAATCA COTPYAHUKAMU OpraHusaLum, 3aHUMatoLmMMn aHasio-
TMYHble [O/HKHOCTU B 06/1aCTN aBTOMAaTM3aLMn NPoLLEecCoB.

3.2.12 BbINONHATL ayTeHTudukaumno (authenticate): NMposepaTb nAgeHTUPMUKALUOHHYIO UHOPMaL MO
nonb3oBaTtens, yCTpoicTBa Ha CTOPOHE Nosb30BaTens UK APYroro cy6bekTa UAn LenocTHOCTb AaHHbIX, CO-
XpaHaeMbIX. nepefaBaemMblX UV NOABEPXEHHbIX MHBIM 06pa3oM pUCKY HeCaHKLMOHWPOBAHHOrO npeobpaso-
BaHUA B MH(OPMALMOHHOW cMcTeMe, Uan ycTaHaB/nBaTb NPaBOMEPHOCTb Nepefayn AaHHbIX.

3.2.13 ayTeHTudukaumna (authentication): Mepa 6e3onacHocTM, 3anpoekTMpOBaHHasi Ha yCTaHOB-
fleHne nNpaBOMEPHOCTU nepefauyn, camoro CoO6LWeHUs WM ero UCTOYHMKA, a Takke CpeAcTBO NPOBepKU
aBTOPU3aLMOHHbIX JaHHbIX WHAMBUAYaA/IbHOTO MNO/b30BaTeNA ANA MNOAYYEHUs OonpejeneHHbIX KaTeropuii
nHopmauunm.

3.2.14 aBTopu3ayunsa (CaHKLMOHMPOBAaHNE, CaHKUNSA, Haje/leHne npasamMu, aBTopu3aLoHHble AaHHble)
(authorization): NMpaBo nnu paspelweHune, npegocTaBasemoe cy6bEKTY CUCTEMbl ANS NOAYyYEHUs AocTyna K
pecypcy cuctemsl [10].

3.2.15 aBTOMaTM3NPOBAaHHbI NOABUXHbIN 06bekT (automated vehicle): Mo6unbHOe ycTpoiicTBO,
CHabXXeHHoe cUcTeMoii ynpasneHus, Kotopas obecneunBaeT ero PyHKLMOHMPOBaHMe B aBTOHOMHOM pexume
N pexnme AUCTaHLUOHHOIO ynpaB/eHus.
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3.2.16 gocTtynHocTb (paboTtocnoco6HoCTb) (availability): Cnoco6HOCTb KOMNOHEHTA BbINOIHUTL Tpe-
6yemoe aeicTBre Npu 3afaHHbIX YCNIOBUAX B 3afaHHbIi MOMEHT BPEMEHU WX B NPOAO/IKEHNE 3aaHHOro
MHTepBasa BpeMeHU, ecan npefocTaBs/ieHbl HEO6X0AUMbIE BHELLUHNE PecypChbl.

MpumevaHne 1— 3JTa CNoco6HOCTb 3aBUCUT OT cnepywumnx acnekTos, paccMaTpnBaemMblX B COBOKYNHOCTU:
HaaeXHOoCTHn, y,q06CTBa CONpoBOXAEHUA U KayecTBa TEXHUYECKO NoAnePXKN.

MpumMmeuaHne 2— Heo6GXOAUMbIE BHELLHNE PECYPCbI, OT/IMYHbBIE OT PECYPCOB TEXHUYECKOTO 06CNYXMBAHUS, He
B/MSIIOT Ha NokasaTe/ib AOCTYMHOCTW KOMMOHEHTA.

MpumeyaHune 3— Bo chpaHuy3CckoM s3biKe UCMOb3YeTCs Takke TepMuH «disponibifite» B 3HaYeHnn «TekyLias
[LOCTYMHOCTb».

3.2.17 rpaHuua (border): NMpegen nan pamkun U3NYECKOn MM NOTMYECKOWR 30HbI 6€30NacHOCTH.
3.2.18 60THeT (botnet): CoBOKyNnHOCTb MPOrpaMMHbIX po60TOB UM 60TOB, KOTOpble (PYHKLUOHUPYIOT
aBTOHOMHO.

MpumeuaHne — Cozaarenb 6OTHETA MOXET AUCTAHLMOHHO YNPaBsThL PaBoTol rpymnMbl 06LEKTOB, 3a4acTyto
B HEGArOBUAHBIX LIEMSIX.

3.2.19 orpaHuyeHue goctyna (boundary): MporpaMmHbIii, annapaTHbIil UAn Apyrow dunsnyeckunii 6a-
pbep. KOTOPbIV orpaHMyYnBaeT AOCTYN K CUCTEME WU ee YacTu.

3.2.20 kaHan (channel): Ocobas cBaA3Has NMHKUA, co34aHHasa BHYTpuW cBA3ylowero tpakra (cm. 3.2.27).

3.2.21 kpuntorpamma, (3a)wudpoBaHHbIl TekcT (ciphertext): JaHHble, npeobpa3oBaHHble MNyTeM
WwngpoBaHnsa Takum o6pasom, UTOOblI NX cemaHTuyeckas uHgopmauunsa (T. e. CMbICN) Gblsla HEMOHATHA UK
HenocpeAcTBEHHO HeAOoCTYMHa.

3.2.22 knueHT (client): YCTPOWCTBO MM NpUIOXEHWe, NonyvaLlmne uam sanpalmnsarLime CepBucsl namn
MHChOpMaLnio ¢ npunoxeHua cepsepa [11].

3.2.23 KOMMYHUKaLMWOHHBIA NyTb (communication path): Jlornyeckass cBA3b MeXAYy UCTOYHWUKOM WH-
cdopmauumn n ogHUM unu 6onee agpecaramu, KOTOPbIMW MOFYT 6biTb YCTPOCTBa, hu3nyeckme npoLeccol,
3/1EMEHTbI faHHbIX, KOMaHAbl AN NPOrpamMMHblie MHTepdenchbl.

MpumMmeyaHne — KOMMYHUKALMOHHBIN NyTb HE CBOAMUTCS K NMPOBOAHLIM WU GECMPOBOAHLIM CETAM U MOXET
BK/Il0UaTb B CEOA ApYyrMe cpefcTBa KOMMYHUKALMW, Takue Kak 06paLleHnst K NaMsiTh, BbI30BbI NPoLeayp, CTPYKTypa mate-
pUaJ/IbHOI OCHOBbI, MOPTATUBHBLIE HOCUTENW MHDOPMALUMN N B3AMMOLECTBUS MEXAY 0LbMN.

3.2.24 6e30nacHOCTb KOMMYHMKaLMK (communication security):

a) Mepbl, peanusylme u rapaHTMpylolne paboTocnoco6HOCTbL CEPBUCOB 6€30NacHOCTU B KOMMYHMU-
KaLMOHHOI cucTeme, B HaCTHOCTW CEPBUCOB, KOTOpble 06ecneunBalT KOHPUAEHLNANBHOCTb U LLEeNIOCTHOCTb
[aHHbIX, a Takke ayTeHTUudnkaumio cy6beKToB, yuacTBYOLW KX B nepefaye nHpopManmm:

b) peXum, JOCTUTHYTBIN 3a cyeT peann3auny cepBncoB 6€30NacHOCTU, B HACTHOCTM COCTOSIHNE KOHU-
[EeHUNanbHOCTU U LeNOCTHOCTU AaHHbIX, a Takke yCnewHolh ayTeHTudukaumm cybbekToB, y4acTBYOLWMNX B
nepefavye uHopmaunu.

MpumeyaHne — [laHHOB NOHATUE OOLIYHO PacNpOCTPaHAETCA Ha KpunTorpaduyeckme anropuTmbl, a Takke
MeToAbl U NPOLIeCChl ynpaBeHusi WndpoBaHWEM, YCTPOWCTBA AN1A UX peasm3auyn 1 ynpasfieHue XU3HEHHbIM LMKI0M
Lwmndpyemoro matepuana n cpeacTs wudposaHmsa. OgHako KpunTorpadmyeckme anroputmel, a Takke MeToAbl U npoLec-
Cbl ynpaBneHvs WndpoBaHeM, MOryT GbiTb He MPUMEHNMbI K HEKOTOPbIM MPUIOXEHUSIM CUCTEM YNpaBIeHuUs.

3.2.25 KOMMYyHUKaLMoHHasa cuctema (communication system): KoHdurypauus annapatHoro obecne-
YeHusa, NPorpaMMHOro obecrneyeHns n cpefbl NPOXo3feHUs cUrHanos, obecnevmsaroLwan nepegavy nHgop-
MaLMWOHHBIX COOBLLEeHNA OT OAHOro NPUNOXEHNA K Apyromy [9].

3.2.26 yTeuka MHdopmauun (compromise): HecaHKUMOHUPOBaAHHOE paccekpeynBaHue, U3MeHeHue,
3amelleHne Uan Ncnosb3oBaHne MHopMaunm (B TOM Y1C/ie KpUnTorpauyecknux Kndei K oTKpbITOMY Tek-
CTY W ApYTuX BaxHeilwnx napameTpoB 6e3onacHocTn) [12].

3.2.27 TpakT (conduit): /lornyeckoe 06beAUHEHNE KOMMYHUKALNOHHbIX 06bEKTOB, 06ecneuynBalLlee
6e30MacHOCTb CoAepXalynxca B HUX KaHasoB.

MpumMmeuaHne — CXOXUM 06pa30OM MexaHU4eckuii kabenenpoBoj 3almaeT kabenm oT U3MUYecKoro no-
BPEXAEHVS.

3.2.28 koHuaeHunanbHocTh (confidentiality): FapaHTua Toro, 4To MHOpMaLMa He ByaeT packpbiTa
HeaBTOPM30BaHHbLIM SMLLAM, NpoLeccam Uan ycTpoicTeam.
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3.2.29 ueHTp ynpaBneHus (control center): LieHTpanbHbIi NYHKT ynpasaeHWa rpynnoii MMyLiecTBeH-
HblX 0ObEKTOB.

MpumeyaHune 1— Ha nNpegnpuATUAX NPOMbILLIEHHON MH(PACTPYKTYPbl OBbIYHO WUCMONL3YETCH OAWMH UN
60/1ee LLeHTPOB ynpaBeHnsa AN KOHTPONS WX KOOPAWHALMM NPOLECCOB, NPOUCXOAALLMX Ha NpeanpuaTun. Ecnm uex-
TPOB YNpaBfEHUsI HECKOJIbKO (HanpuMep, MMeeTCs Pe3epBHbIi LEHTP Ha OTAENbHOW TEPPUTOPUMN 06bEKTA), TO OHWU. Kak
npasnno, CBA3aHbl MexXAy co60li rNobasibHON BbIYMCINTENBHOW CeTbio. LIeHTp ynpasneHus BkIouaeT B cebs cuctemy
[AVCNEeTYEepPCKOro KOHTPoNs 1 cbopa AaHHbIX (SCADA). XOCT-KOMMbIOTEPbI 1 COOTBETCTBYIOLLME CPEACTBA OTOOPaKEHUS
WHopMaumn ANs onepaTopos, a Takke BCNOMOraresibHble MHOPMaLMOHHbIE CUCTEMbI, TAKME Kak CeEpBEP apXMBHbIX
[OaHHbIX.

MpumeyaHue 2 — B HEKOTOPbIX OTPAC/AX NPOMbILLIEHHOCTM [NIOXET 6OMbLLUe YNOTPE6ATLCA TEPMUH «Ny/bT
ynpaBneHusi».

3.2.30 ynpaBnsuee obopynoBaHue (control equipment): Knacc o6opyaoBaHusi, KOTOpblii BKIOUa-
eT B cebs pacnpegeneHHble CUCTEMbI ynpaBaeHnsa, nporpaMMupyemMble noruyeckme KOHTpoanepbl, CUCTEMbI
SCADA. cooTBeTCTBYtOLWME NybTbl ONEpaTopoB, a Takxe nepudepuniinbie JaTyvkn U UCNONHUTENbHbIE Mexa-
HW3MbI, UCMOMIb3yeMble AN yNpaBAeHns v peryanpoBaHns npouecca.

NMpuMeyaHune — TepMUH PACMPOCTPAHAETCS TakKe Ha NPOMbILLMIEHHbIE CETY, FAe NOTVKa U anropuTMbl ynpas-
JIEHUS1 pea/In30BaHbl HA UHTE/EKTYasTbHbIX 3/1EKTPOHHbIX YCTPOMCTBAX, KOOPAVHUPYIOLMX onepaumn Mexay co6oi, a
TakKe Ha CUCTEMbI /151 MOHUTOPWHIa NPOLIecca 1 Ha CUCTEeMbI, UCNOJb3yeMble /18 CONPOBOXAEHUSA npoLiecca.

3.2.31 ynpasnswouwasn ceTb (control network): CeTb C )X€CTKMM BPEMEHHbIM PEXUMOM, KOTOpasi 06bIYHO
cBfi3aHa c obopyjoBaHueM, ynpasnsawowmmMm usmnyecknum npoveccom (cm. 3.2.97).

MpumeuyaHne — Ynpaensiowas ceTb MOXET ObiTb NoApasfAenieHa Ha 30Hbl, MPU 3TOM B OAHOI opraHn3aLmm
WM Ha OfJHOM 06bEKTE MOXET ObITb MHOXECTBO OTAE/IbHbIX YNPaBALLNX CETEN.

3.2.32 n3gepxkun (cost): BennumHa namepuMbix pacxofoB 418 opraHu3auuy nay nuua.

3.2.33 koHTpMepa (countermeasure): [leiicTBue, ycTpoNcTBO, Npoueaypa wau ctpaterus, KoTopble oc-
nabnsawT yrposy, yAa3BUMOCTb UM MPOTMBOAEWCTBYIOT aTake NyTeM ee OTPaXeHWus, Uau npefoTBpalleHus,
UNM MUHUMM3aLMKM yuiepba, KOTopblli OHa Cnoco6Ha HaHecTu, Uan nyTeM ee o6HapyXeHus u coobu,eHus o
Hel. 4yTo6bl MO0 6bITb NPEANPUHATO KOPPEKTUpPYOLWee aelicTBue.

MpumeyaHne — B HEKOTOPbIX KOHTEKCTAX [/151 ONUCAHUSA 3TOr0 MOHATUA UCNOMNb3YETCS TakkKe TEPMUH «Mepa
3awmTbi» (control). MpUMEHNTENBHO K HACTOALLLEMY CTaHAaPTY BbiOpaH TEPMUH «KOHTPMepa» BO M3bexaHue nyTaHuLbl C
TEPMUHOM «ynpaBneHune» (control), oTHocALWWMMCS K ynpasneHuto npoueccamu (10).

3.2.34 xpuntorpaduuecknit anroputm (cryptographic algorithm): Anroputm Ha 6a3e Hayku Kpunto-
rpachun, KOTOpbI MOXeT BK/AOYaTb B Cebsi anroputmbl WK POBaAHNUA, KpunTorpaduyeckme xeww-aaropuTmel,
anropuTMbl LMPOBO NOANUCK U aNropuTMbl pacnpegeneHuns Ka4ei.

3.2.35 kpuntorpaduueckuit knwou (cryptographic key): BxogHoi napameTp, KOTopblii BapbupyeT npe-
o6pasoBaHune. BbINO/IHEHHOE KpunTorpaduyeckum anroputmom [10].

MpumeyaHne — OBbIYHO YNOTPEBISIETCA COKPALLEHHbI TEPMUH «KITHOU».

3.2.36 knbepbesonacHocTb (knbep3awuta) (cybersecurity). leiictBusl, Heo6xoauMble 4Na npefoTepa-
LWeHNs HeaBTOPM30BAHHOIO NCNOMb30BaHNS, 0Tkasa B 06CMyXuBaHUM, npeobpasoBaHns, paccekpeymBaHus,
noTepu NpuGLINN NN NOBPEXAEHUA KPUTUYECKUX CUCTEM UMW MHEPOPMALMOHHbLIX 06HEKTOB.

MpumeyaHue — Lienb Npu 3TOM — YMEHBLIUTL NEPCOHA/bHbIV PUCK TPABMUPOBAHUS WM PUCK YTpO3bl 340-
POBbIO HACENEeHUs, PUCK MOTEepPU [OBEPUS 0BLLECTBEHHOCTU UM NOTpe6UTENEll, pasrialleHns UHAPOPMALMN O BaXHbIX
06bekTax, He3aLWMWEHHOCTH 61U3HEC-06bEKTOB WM HECOOTBETCTBUSI HOPMATMBaM. STU NOHATUS NPUMEHUMbI K /060
cucTeMe B NPOU3BOACTBEHHOM MPOLIECCE, KOTOpasi MOXET BK/OUATL B Ce6s Kak HE3aBUCUMbIE, TaK U CBA3aHHbIE KOM-
MOHEeHTLI. KOMMYyHUKaLWsi MeXay CUCTEMaMU MOXET OCYLLECTB/IATLCS /NGO C NMOMOLLBI0 BHYTPEHHUX COOBLLEeHNIi, TGO
uepes Ntobble MOMb30BATENbCKME WM MaLUMHHbIE WHTEPMENCHI, KOTopble 06ecneunBaloT ayTeHTUdMKaLmio, pasory,
ynpas/ieH1e nav 06MeH AaHHbIMU € Nto60i N3 TaKUX CUCTEM ynpas/ieHus. Knbep6e3onacHoCTb BK/IOYAET B Ce6s NOHATHS
UAEHTUMKALMN, ayTEHTUDUKALMMI, OTC/IEXMBAEMOCTH, aBTOPU3ALIMM, AOCTYNHOCTU 1 NPUBATHOCTMU.

3.2.37 KoHhuaeHuManbHOCTb faHHbIX (data confidentiality): CBolicTBO, rapaHTupytouiee, 4To nHop-
Mauus He cTana AOoCTynHa WA packpbiTa Ni06bIM HEAaBTOPU30BaHHLIM CyObeKTaM CUCTEMbI, BK/lOUas Heas-
TOPU3OBAHHbIX UL, CTPYKTYPbI UMW NPOLECCHI.

3.2.38 UenocTHOCTb gaHHbIX (data integrity): CBOWCTBO, rapaHTUpyloLLee, 4TO AaHHble He 6bln n3me-
HEeHbl. YHUUYTOXEHbl NN NOTEPSAHbI N3-3a HECAHKLLMOHNPOBAHHbIX AeACTBUI UNK cnyyaiiHo.
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NMpumeyaHune — TepMuH 3aTparMBaeT HEU3MEHHOCTb W KOH(OUAEHLMAIBHOCTb 3HAUYEHUI aHHbIX, HO He WH-
chopmaLmio. KOTOPYO OTPaXartoT 3TN 3HAYEHNS, N HEHaAEXHOCTb CTOUHMKA 3HAYEHWA.

3.2.39 pacwudposka (decryption): Mpouecc npeobpaszoBaHns 3aMPPOBAHHOIO TEKCTA B OTKPbITHIN
TEKCT C NOMOL b0 KpunTorpacuyeckoro anroputma u katwua (cm. 3.2.47) (10].

3.2.40 swenoHupoBaHHasa 3awuta (defence in depth); Hannune MHOXECTBEHHOI 3aLiMTbl, B YACTHO-
CTW B BUJe YPOBHel, C Lenbio npefoTBpaLlleHns unmn xots 6bl caepXuBaHusa aTaku.

MpumeuyaHune — 3IWeNOHMPOBAHHAS 3aLLMTA NPEANOaraeT HaJimume YpoBHEN 3aluUThl Y 06HAPYKEHNS YTPo3
[laxe Ha 060CO6EHHBIX cuCTeMax v 06/1a4aeT CefyoLWwyMy Npu3Hakamu:

- 3/10YMbILLSIEHHUKN CT/IKMBAIOTCS C NPO6/IEMOi HE3AMETHOTO NMPOXOXKAEHUSI UM 0BXOXAEHNST KAXKA0T0 YPOBHS:

- [edeKT Ha OHOM YPOBHE MOXET ObITb 0C/1ab/1eH BO3MOXHOCTSIMU PYTUX YPOBHEN;

- 6€30MacHOCTb CUCTEMbI CBOAUTCS K HA60PY YPOBHEN, KOTOpbIE ONpeAenstoT Takke 06LLy 6e30MacHOCTb CeTH.

3.2.41 pemnnutapusoBaHHasa 30Ha (demilitarized zone). Mepudepnyecknii cermeHT ceTu, KOTOpPbIA
NOTUYeCKN BCTaBMIEH MeXAy BHYTPEHHEW 1 BHeLIHel ceTamu.

MpumMmeuyaHne 1— OYHKLUWA AEMUINTAPU30BAHHON 30HbI — HABA3ATH MO/IMTUKY 6E30MACHOCTY BHYTPEHHEN cetmn
B OTHOLLIEHWI BHELUHETO 06MeHa MHopMaLIel 1 NPefoCTaB AT BHELUHUM HEHAAEXHbLIM UCTOUYHMKAM OrpaHnNyeHHbIA f0-
CTyN K MHchopMaLmu, NpeanosaraioLeii ee packpbiTe, 04HOBPEMEHHO 3aLLMLLAS BHYTPEHHIOK CETb OT BHELUHUX aTak.

MpumMmeyaHune 2 — B KOHTEKCTE CUCTEM NPOMBbILLIEHHOV aBTOMATUKN 1 KOHTPONA TEPMUH «BHYTPEHHSAS CETb»
06bI4HO OTHOCUTCA K CETU U/ €e CErMEHTY, KOTOpble COCTaB/SAT IMaBHbIli 06bEKT 3aluTbl. Hanpumep, ynpasnstoLwas
ceTb MOXeT CUMTaTbCA BHYTPEHHEN, eCNN OHa CoeAMHEHa C BHELLHE Ae0BOW CETbIO.

3.2.42 otka3 B obcnyxusaHumn (denial of service): MpegoTepalwieHne naM npepbiBaHne aBTOPU30BaH-
HOro f,0CTyna K pecypcy CUCTEMbl UK 3afepXKa B AeHCTBUAX NN DYHKLUSX CUCTEMbI.

NMpumeyaHne — B KOHTEKCTE CUCTEM I'IpOMbILLU'IeHHOVI aBTOMATUKN N KOHTPOSI 0TKa3 B 0OC/TY)XXMBAHUW MOXET
OTHOCUTbLCA K NpekpaweHno beHKLI,MOHMpOBaHVIFI rnpouecca, a He TO/IbKO K nNpekpalleHnto nepenadvn gaHHbIX.

3.2.43 yudcpposas noagnuch (digital signature): Pe3ynbTaT kpuntorpaduyeckoro npeobpasoBaHus
[aHHbIX, KOTOPbIA NPy YCNOBUN NPaBuNbHOM peann3auumn 3Toro npeobpasoBaHna npefocTaBnseT CepBuUCHl
ayTeHTUdMKaALUM UCTOYHMKA, LLeNNOCTHOCTM AaHHbIX U rapaHTUI0 COXpaHeHUs aBTopcTBa nognucasluerocs.

3.2.44 pacnpegeneHHaa cuctema ynpasneHusa (distributed control system): Tun cuctembl ynpasne-
HUSA. B KOTOPOW 3N1€MEHTbI CUCTEMbI paccpefoToyeHbl, HO paboTalT B3anMOCBA3aHHO.

MpumeyaHune 1— PacnpefeneHHble cMcTeMblynpaBieHns 00bIYHO XapakTepu3yTCs MEHbLUMMUN 3HAYEHUAMUN
KOHCTaHT BPeEMeHU CBA3bIBaHUSA, YeM cnuctembl SCADA.

NMpumeyaHue 2— PacnpefeneHHble CUCTEMbI YNPaBEHNSt 06bIYHO NPUBSA3aHbI U K HEMPEPbIBHLIM MpoLeccam,
TakMM Kak BblpaboTka 3/1IEKTPOIHEPIUM, OUNCTKA HEPTU U rasa, XMMUYeckoe, hapMaLeBTM4Yeckoe n GyMaxHoe npous-
BOACTBO. TakK U AMUCKPETHLIM NpoLieccam, TakiM Kak Npov3BOACTBO aBTOMOGMIIEN 1 NPOUMX U3LENNiA, ynakoBka v cknaam-
poBaHue.

3.2.45 pomeH (domain): Cpefa Unu KOHTEKCT, KOTOpble onpeAesieHbl NONUTUKOW 6e30nacHoCTU, Moae-
Nblo 6€30NacHOCTN NN apXMTEKTypoli 6e30nacHOCTU U MOTyT BKIOYaTb B ce6a rpynny pecypcoB CUCTEMbI U
rpynny cy6bekToB, UMeLW KX NpasBo Ha JOCTYyN K pecypcam.

3.2.46 HecaHKUMOHMPOBaHHOE M3BneYeHne nHopmaumn (eavesdropping): MpocmoTp unu gukca-
Luna nepefaHHoi nHopmaLm HeaBTOPU30BAHHBIMU YHaCTHUKAMM.

3.2.47 wndposaHue (encryption): Kpyntorpadgmyeckoe npeobpaszoBaHne OTKPbITOro TeKCTa B 3awwund-
pPOBaHHbIN TEKCT, KOTOPbIA CKPbIBAET UCXOAHbIA CMbIC/ AaHHbIX BO M3b6exaHune pasrnalweHns gakra ux cyue-
CTBOBaHMA UM ncnonb3oBaHus (cm. 3.2.39).

MpumeyaHne — Ecnu Takoe npeobpasoBaHue 06paTMO, TO COOTBETCTBYIOLMIA 06paTHbI/ NpoLecc HasbiBa-
eTcsi paclundppoBKOiA, NpU 3TOM 3alLMdPOBaHHbIE AaHHbIE BOCCTAHAB/IMBAIOTCA [0 MCXOAHOMO COCTOSIHUSA.

3.2.4a npegnpuatue (enterprise): Cy6beKkT X039NCTBOBaHUA, KOTOPbI NPOM3BOAUT UK TPAHCNOPTUPY-
eT NPOAYKUMI0 UK 3KCNayaTupyeT n 06CcnyxmBaeT MHPACTPYKTYPHbIE CEPBUCHI.

3.2.49 cnctema macwTaba npeanpuatua (enterprise system): CoBOKynHOCTb 3/1eMeHTOB MHoOpMa-
LIMOHHbIX TeXHOsMorunidi (annapaTHoro u nporpaMmMHoro o6ecneyeHunii, a Takxe CepBUCOB), BHEAPEHHbIX C Lie-
Nblo ynpouieHna 6usHec-npouecca nanm Npoueccos (aAMUHUCTPATUBHBIX UAWN MPOEKTHbIX).

3.2.50 ynpaBnsiemoe obopyposaHue (equipment under control): O6opygoBaHue, cTaHku, annapartypa
UNN yCTaHOBKW, UCNO/MIb3yeMble B NPOMU3BOACTBEHHbIX, TEXHO/TOTUYECKUX, TPAHCMNOPTHbLIX, MEANLMUHCKUX UK
Apyrux uensax.
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3.2.51 npomblwneHHan ceTb Beoda/soiBoga (field /O network): CoegnHutenbsHoe 3BeHO (NpoBOAHOE
nnn 6ecnpoBojHOE), KOTOpoe CBA3bIBAET JaTUUKM U UCMOSTHUTENIbHbIE MEXaHU3Mbl C ynpaBnsowmum o6opy-
foBaHuem.

3.2.52 mexceTeBoil akpaH (firewall): YcTpolicTBO MexceTeBOro B3aMMoAeiCcTBUS, OCyllecTBAsOLLee
unbTpaunio Tpaduka Mexay ABYMS CBA3aHHbLIMU APYT C PYrOM CETAMMU.

MpumeyaHne — MeXCETEBON 3KpaH MOXET NPeACTaBNsATL CO60M IGO0 NPUNOXKEHUE, YCTAHOBIEHHOE Ha KOM-
nbloTepe 06LLET0 Ha3HAYEHUS, IMB0 BbIAENIEHHOE YCTPOMCTBO, KOTOPOE HanpaB/sieT NakeTbl AaHHLIX agpecaTy Uan oT-
KasblBaeT B Nepegave/Bo3spallaeT nakeTbl 06parHo. OBbIYHO MeXceTeBble 3KpaHbl UCMOb3YHTCA 415 3af4aHnsa rpaHuL,
30H. Kak npaBuno, MexceTeBble aKpaHbl IYHKLMOHUPYIOT MO anroputMam, o6ecneunBaioLLym N3GupatesibHoe oTKpbITUE
KOMMYHUKaLVMOHHBIX MOPTOB.

3.2.53 w3 (gateway): KOMMyHUKaLMOHHOE YCTPOICTBO, KOTOPOE NoACOeAUHEHO K ABYM (Un Gonee)
KOMMbIOTEPHbLIM CETSIM, UMEILMM CXOXEee HasHauyeHne, HO peasnn3oBaHHbIM pasfinyHbiM 06pasom, u obecne-
uMBaeT CBA3b XOCT-KOMMbIOTEPOB OfHOI CETM C XOCT-KOMMbOTEPAMU APYTON CETH.

MpumeuyaHne — Takke MOXET NOAPasyMeBaTbCsl B BUAE NMPOMEXYTOUHOW CUCTEMbI, BbIMOMHAOLWEN posb
nepeaaTouHoro MHTepdeiica Mexay ABYyMsi KOMMbIOTEPHBIMU CETSIMU.

3.2.54 reorpadunyeckmnii 06bOKT (geographic site): MogMHOXeCTBO hu3nyeckoii, reorpadnyeckoin nm
NOrnyYeckoll rpynnbl UMyLLECTBEHHbIX 06bEKTOB NpeAnpuaTUs.

MpumeyaHune — Tleorpadmyecknii 06BLEKT MOXET COAEPXKATb YHACTKM, NPOU3BOACTBEHHbIE NINHUN, TEXHONOTU-
yeckue AYelikn 1 yCTaHOBKM, LLEHTPbI yNpaBieHusi U TPaHCNOPTHbIE CPeACcTBa U ObITh CBA3AH C APYTMU reorpachnmyecknumm
06beKTamMy r106asIbHOI BbIYUC/IUTENbHOM CETbH.

3.2.55 cTtpax (guard): Lnt3, KOTOPbIi pacnosioXeH Mexay ABYMSA ceTaMu (MNM KoMmnbioTepamu, a
Takxe MpoYMMM UHMOPMALMOHHBIMKU cucTeMaMiu), (PYHKLMOHUPYIOLWMMMN Ha pa3HbiX YPOBHAX 6€30MacHOCTU
(06bIYHO OAHA M3 ceTell 3allulieHHee APYroii), U CAYXUT NPOMEXYTOYHbIM 3BEHOM Ha nyTu nwb6oro ob6meHa
nHopMaumein Mexay faHHbIMK ceTaMU: TN60 A4NS NpefoTBpalleHusa nepegayn KoHpuaeHunanbHoNn nHgop-
mMauun u3 6onee 3alinLLEHHO CeTU B MeHee 3aliuLeHHYto, NM60 ANA COXpPaHEeHUs LefOCTHOCTM AaHHbIX B
60nee 3alULLEHHON ceTu.

3.2.56 xocT (host): KomnbloTep, KOTOPbI cOeANHEH C KOMMYHUKALWOHHON NoaceTblo UNN 06befnHEH-
HOW CeTblo M MOXET MCMO/Ib30BaTb CEPBUCHI, NpefocTaBnseMble CeTblo, 4151 06MeHa AaHHbIMU C ApYrMMUK
nofcoeANHEHHbIMN CUCTEMAMMU.

3.2.57 cucTtembl NpOMbILWIEHHOW aBTOMaTMKM WM KOHTponsa (industrial automation and control
systems). IACS: 'pynna nepcoHana, a Takke COBOKYMHOCTb annapaTHOro u nporpaMMHoro obecneveHuii, ko-
TOpble MOryT peryimpoBaTtb WK BO3AeiNcTBOBATb MHbIM 06pa3oM Ha 6e3onacHoe, 3alulieHHoe U HafexHoe
PyHKLUMOHMPOBaHNE NPON3BOACTBEHHOIO nNpolecca.

MpumeyaHue — Takue CUCTEMbI MOTYT BK/IKOUATbL B CE6S, HO HE OrPaHNUMBAIOTCS STUM:

- MPOMbILLIEHHbIE CUCTEMbI YNPaBMEHVsi, BKIOYaoWme B cebsi pacnpefesieHHble cucTembl ynpasneHus (DCS),
nporpaMmmMupyemMble fiorndeckne KoHTposnepbl (Pt-C), Ny/bTbl AUCTaHUMOHHOTO ynpasnenusi (RTU). MHTeNNeKTyanbHble
3/1EKTPOHHbIE YCTPOIICTBA, CUCTEMbI AWUCMETUYEPCKOTO KOHTPONSA M c6opa AaHHbIX (SCADA). 06beanHEHHbIE CUCTEMBI
3/1EKTPOHHOTO AETEKTUPOBAHUS U KOHTPOJIS, @ TAKKE CUCTEMbl MOHUTOPUHIA W AUArHOCTUKM (B JaHHOM KOHTEKCTe CucTe-
Mbl YNpaB/ieHnsi NPoLeccamm HaaeneHbl 6a3oBbIMU (PYHKLMSIMU CUCTEMbI YNIPaBEHNsi NPOLLECCaMy U aBTOMATU3NPOBaH-
HOi cucTemMbl 6e3onacHocTH (SIS), KOTopble MOryT 6bITb UM (IM3NYECKU Pa3aeneHbl Apyr OT Apyra, U 06beaNHeHb! Apyr
C fipyrom);

- accounvpoBaHHble MHAOPMAaLMOHHbLIE CUCTEMbI, HAMPUMEP CUCTEMbI YNPEXAAIOLLET0 UM MHOTOCBSI3HOTO pery-
NIMPOBaHMUA. & TakKe CeTeBble ONTUMMU3ATOPbI, CNeLMabHbIE MOHMTOPbLI K 060PYA0BaHUIO, rpaduyeckne UHTEpAecsl,
apxuBaTopbl, aBTOMATU3MPOBAHHbLIE CUCTEMbI YNPaB/IEHUs NPOU3BOACTBEHHBIMI MPOLECCAMM U MHKDOPMALMOHHO-YNPaB-
NSIOLLME CUCTEMbI NPEANPUATUS,

- accounvpoBaHHble BHYTPEHHWE, N0/b30BaTE NbCKIE, CETEBLIE UM MALUMHHbIE UHTEPMeNiChI, CNoNb3yeMble 415
o6ecneyeHns ynpas/eHnst, 3auTbl U PYHKUMOHAIbHOCTV NPOM3BOACTBEHHBIX ONepauuii B Xofe HENpepblBHbIX, Nepuo-
OMYECKNX. ANCKPETHBIX 11 MPOYMX NPOLLECCOB.

3.2.58 ncxoaHblii puck (initial risk); Puck go peanunsaynn mep 3awmutbl nanm koHTpmep (cm. 3.2.87).

3.2.59 nHcainpgep (insider): JloBepeHHOe NNLO — COTPYAHUK, NOAPAAUYNK UK NOCTaBLYKK, Bnajewowme
nHopmalmel, koTopas, kak npaBuno, He U3BecTHa obLecTBeHHOCTH (CM. 3.2.74).

3.2.60 yenocTHoCTh (integrity): CBOWCTBO CUCTEMbI, OTpaxatLee Nornyeckyto KOppPekTHOCTb U Hagex-
HOCTb OMepaLWoHHOW CUCTEMbI, TOTMYECKYI0 NOMIHOTY annapaTHOro U NporpaMMHOro obecnevyeHunii, KOTopble
peanusyloT 3alnTHbie MexaHn3Mbl, a Takke NOCTOSAHCTBO CTPYKTYPbI U COAEPXaHUA XPaHUMbIX faHHbIX.
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MpumevyaHne — B copmasbHOM yknaje 6€30MacHOCT LeIOCTHOCTb HacTO MOHUMAIOT B 6oslee Y3KOM CMbIC-
Jle — B 3HAYEHWV 3aLLUMLLEHHOCTY OT HECAHKLIMOHMPOBAHHOIO MPe06Pa30oBaHNs MW YHUMTOXEHNSI UHKDOPMALAN.

3.2.61 nopexsar (interception): HecaHKUuMOHUPOBaHHbI aHanns Tpaduka (cHudduHr) (sniffing). Mepe-
XBaT W packpbiTue cofepxxaHua CoOb6LLEeHNA NAN NpUMEHeHue aHanmsa Tpaduka, OCHOBAHHOIO Ha BbisiBe-
HUW agpecarta, UCTOYHMKA COOBLLEeHNsA, YacTOTbl U AINTENBHOCTY Nepefayn gaHHbiX U ApYyrux napameTpos
CBA3MW, Kak CPeACTBO HapyLWeHNs KOH(PUAEHUNAaNbHOCTU KOMMYHUKALMOHHOI CUCTEMBI.

3.2.62 nutepdeiic (interface): Jlornuecknii BXo4 uUnu Bbixoq, KOTopble obecneymBalT nepegadvy norto-
KOB /IOTMYeCcKoi MHhopMaumm K MOAY0 UM N3 MOAYNS.

3.2.63 HecaHKLUMOHMPOBaHHOE NPOHNKHOBEHMe (intrusion): AKT HapylleHns 6e30NacHOCTU CUCTEMbI
(cm. 3.2.9).

3.2.64 peTeKkTnpoBaHWe HeCaHKLNOHMPOBAaHHbIX NPOHWKHOBEHMI (intrusion detection): CepBuc 6e3-
0NacHOCTMW. KOTOPbI NO3BONAET OTCNEXNBATH M aHaNIM3MPOBaTb CUCTEMHbIE COOLITUSA C LieNblo BbISBEHUA 1
yBEOM/IEHNSA B PEXMME PeasibHOro Uav NoyYTh peasibHOro BpeMeHM 0 NonbITKax NoyYeHUA HeCaHKLMOHUPO-
BAHHOrO goCTyna K pecypcam CUCTEeMbl.

3.2.65 IP-agpec (IP address): Agpec kKoMnbloTepa UM ycTpoicTea, npegHasHayeHHbli 4NA UX WAEHTU-
durkaummn 1 cBA3N C HUMU C UCMNOSb30BAHMEM MEXCeTeBOro NpoTokona Internet n gpyrux NpoToKONOB.

3.2.66 MICO (ISO): MexayHapoaHaa opraHusauunsa no ctaHgaptusayum.

MpumeyaHne — WNCO — 3To He abbpeBmaTtypa. HassaHvne NpoucxoanT OT rPEYECKOro C/ioBa «iso», YTO O3Ha-
YaeT «paBHbIli».

3.2.67 ynpasneHue knovamu (key management): Mpouecc MaHUNyIMpoBaHus 1 ynpassieHUs KpUNnTo-
rpaMyeckMMn Knoyamm 1 CBA3aHHbIM C HUMKU MaTepuasnom (Hanpumep, UHULMann3npyoLwmMmn sHa4eHnsaMmn)
Ha NPOTSXEHUN X XU3HEHHOTO Lukia B KpunTorpaduyeckoli cucteme, BkIovas 3akas, reHepauuio, pacnpe-
flenieHne, xpaHeHue, 3arpysky, fleNoHMpoOBaHMNe, apxmBaumnio, ayanT N yHUUTOXEHNE KNtoYeli 1 CBA3aHHOro C
HUMKU MaTepuana.

3.2.68 nuHuun, 610kKn, aueikn (lines, units, cells): HU3KOypOBHEBbLIE 3/1IEMEHTBI, KOTOPbIE OCYLLECTBASA-
10T (PYHKLUN M3TOTOBNEHUSA, YNpaBAeHns nepudepuitHbiMn ycTpoincTBaMmu Uam TPaHCNOPTUPOBKMN.

MpumevyaHne — Cy6bekTbl HA 3TOM YPOBHE MOTYT ObITb CBA3aHbI MEXAY COO0I 30HaIbHOM CEeTbIO ynpasieHus
1 coAepxarb MHopMaLIMOHHbIE CUCTEMBI, MPUBA3aHHbIE K NpoLleccam, KOTOpble MPOVNCXOAAT B KOHKPETHOM CyObekTe.

3.2.69 nokanbHasa BblyncnutTenobHasa cetb (local area network): KomMyHuKauMoHHas ceTb, npegHa-
3HayYeHHas ANA CBA3bIBAHWUA MeXAy CO60l/ KOMNbIOTEPOB M APYTUX MHTENNeKTyanbHbIX YCTPOWCTB B OrpaHu-
YeHHoI1 reorpadunyeckoii o6nactu (066i4HO B npegenax 10 Km).

3.2.70 BpeAOHOCHbI kog (malicious code): MporpaMmbl AWM KOA. HanMCaHHbIe C LEebl NosyvyeHus
MHopMaL MM 0 cucTemMax Wan nosb3oBaTensaxX, YHUUTOXEHUSA CUCTEMHbBIX AaHHbIX, CO34aHUsA 61aronpUSATHBIX
yCNnoBuii ANna fanbHeiWwero HeCaHKLLMOHUPOBAHHOIO NPOHUKHOBEHUA B cucTemy, danbcudukaymm cuctem-
HbIX flaHHbIX 1 OTYETOB, a TaKXe BHEeCEeHUA MyTaHWlbl B CUCTEMHbIE NPOLECChl U [OCTaBNeHUS ASINTENbHbIX
X/10NOT 06CAyXMBaOLWEMY NepcoHany.

MpumMmeuaHne 1— BpeAoHOCHbIE KOAbI, UCMONL3yEMbIE B XOfE aTak, MOryT NpuUHUMaTL (POpMy BUPYCOB, Yep-
Bell. TPOSIHCKUX KOHE v [ipYrux aBTOMAaTUYECKMX NPOrpamMM, UCMOSb3YIOLLMX YSA3BUMOCTU B CUCTEME.

MpumeyaHne 2— BpeAOHOCHbI KOA 4YaCTO Ha3biBalOT BPEAOHOCHBLIMM NporpamMmMamu (malware).

3.2.71 npousBoacTBeHHble onepaunm (manufacturing operations): CoBOKynHOCTb onepaLuini n3rotos-
neHuns. o6cnyxumBaHma N o6ecnevyeHns KayecTsa U UX CBA3b C APYrMMU Npoueccamn Ha Npov3BOACTBEHHOM
o6bekTe.

MpumeuyaHune — [IPOM3BOACTBEHHbIE OMepaLmn BKIOYAOT B Cebs:

- opraHu3saumio paboTbl C NPOM3BOACTBEHHBLIM UM TEXHOMOTMYECKM 060PYA0BAHMEM, HANPaBEHHYIO Ha pacnpe-
[ileNieHne pecypcoB nepcoHasia, 060pyA0BaHUs U MaTeprasioB, KOTopble 3ae/iCTBOBaHbI B NPeo6pa3oBaHni ChipbeBbIX
maTtepuasioB Uan getanei B npoayKumio:

- orepauuu, KOTopble MOTYT BbINOHATLCS (IM3NYECKUM 060PY40BaHMEM, CAMUM YESIOBEKOM Y MHDOPMALMOHHbI-
MU cuUcTEMaMK;

- ynpaeneHue nHopmauuein o 6asiaHce, UCNo/b30BaHUM, BO3MOXHOCTSIX, XapakTepucTkax, U3MEHeHU BO Bpe-
MEHU 1 COCTOSIHUM BCEX PECYPCOB (NepcoHana, 060pyA0BaHUs 1 MaTepUasnos) Ha NPOU3BOACTBEHHOM OGbeKTe.

3.2.72 3awmTa OT HENpMU3HaHUA yyactusa (rapaHtusa coxpaHeHusa astopctsa) (nonrepudiation): Cep-
BMUC 6e3onacHoCTH, KOTOpbI ob6ecneynsaeT 3alnTy OT SIOXHOIO HENPU3HAHUSA y4yacTus B KOMMYHUKaLUK.
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3.2.73 OPC (OPC): Habop cTaHfapToB 415 06MeHa UHopMaLuneil B cpee ynpaBieHns npoueccamu.

MpumeuaHne — A66pesnatypa OPC npoucxoaut or «OLE ana ynpasnexuns npoueccamu», rae OLE — «cBsi-
3blBaHWe 1 BCTpanBaHue 06bEKTOBY.

3.2.74 aytcaiipgep (outsider): /iuuo unn rpynna, He Haje/NleHHble NPaBOM BHYTPEHHEro foctyna, koTo-
pble MOryT 6bITb Kak U3BECTHbI, Tak U HE U3BECTHbI LenesBoli opraHnsayum (cm. 3.2.59).

MpumeuyaHue — AyTcaiiiepbl MOTM KOTAA-TO GbiTb MHCAAepamu.

3.2.75 npeogoneHue 3awunTbl (penetration): YcnewHoe HecaHKLMOHUPOBAHHOE NOMyyYeHue goctyna K
3aWnweHHOMY pecypcy CUCTEMbI.

3.2.76 puwmHr (phishing): PasHoBMAHOCTb NOMbITOK HECAHKLMOHMPOBAHHOIO A0CTyna, Korga XxeprtBy
NPOBOLMPYIOT Ha pasrnaweHve uHpopmaymm, nocbinasa e danbcuuynpoBaHHoe 3/1eKTPOHHOE NUCBMO C
npurnaweHvemM nNoceTuTb Be6-caiT, KOTOPbI Ha NepBblii B3rNsA4 CBSA3aH C 3aKOHHbIM MCTOYHUKOM.

3.2.77 oTKpbITLIA TekcT (plaintext): HesawwndposaHHblie AaHHble, KOTOpble Nnognexar npeo6pasosa-
HUIO METOAOM WU POBAHNA UAN NOMyYEeHbl METOAOM paclngpoBKu.

3.2.78 npuunerus (privilege): ABTopusaums unm Haéop aBTopusayuii Ha BbINOIHEHNE ONpeaeseHHbIX
PyHKUNIA, 0CO6EHHO B KOHTEKCTE OnepaLuoHHOl cMCTeMbl KOMMblOTepa.

Mpumep — Onepaynu, KOHTPOSIMPYEMbIE UCMONb30BAHMEM NMPUBUAETUI, BKAKOYAOT B ce6s: KBUTNpPOBA-
HUEe CUTHANN3aLUmN, N3MEHEeHUEe yCT aBOK I M3MEHeHWe a/iroOpuT MOB ynpasieHus.

3.2.79 npouecc (process): Cepusi onepauuii, BbINOMHAEMbIX B X0f4e W3roTOBNEHUs, 06paboTku unm
TPAHCMNOPTMPOBKM U3AENWA UK MaTepuana.

MpumeyaHue — B HAcTOALLEM CTaHAAPTE NOHATUE «MPOLECC» LMPOKO MCMOMb3yeTcs ANs onucaHus o6opy-
[OBaHUs. KOTOPOE YNPaBAETCS CUCTEMOI MPOMBILLISIEHHON aBTOMATUKN U KOHTPOSISA.

3.2.80 npoTokon (protocol): Habop npasun (T. e. dhopmaToB 1 nNpoueayp) 415 peannsauumn n ynpasne-
HWA HEKOTOpPbIMM BuAamu accouunauunii (Hanpumep, CBA3N) MeXAy cuctemMamu.

3.2.81 6a3oBaa mopgenb (reference model): CTpykTypa, no3sonstuwas onucbiBaTb MOAYIN N UHTEp-
cheiicbl cuctemsbl e4uHbIM 06pa3om.

3.2.82 dhyHKUMOHANbHAA HafeXHOCTb (HagexHocTb) (reliability): Cnoco6HOCTb CUCTEMbI BbIMOHATD
TpebyeMyo PyHKLMIO MPU 3afaHHbIX YC/IOBUAX B TEYEHUEe ONnpejesieHHOro nepuoia BpeMeHMU.

3.2.83 yganeHHblt focTyn (remote access): icnonb3oBaHne cucTeM, KOTOpble HaxoaATCA B npegenax
nepumeTpa 30HbI 6€30MacHOCTU, NpefyCMOTPEeHHOe U3 APYroi reorpaduyeckoii TOUKU, NpUYEM ykKaszaHHOe
MCNoMb30BaHME OCYLLECTBNSETCA HA TeX Xe npaBax, kak ecnm 6bl CMCTeMbl (DU3NYECKM HAXOAUIUCHL B 3TON
ToukKe.

MpumeuyaHne — ToOUHOE ONpeAE/eHne «yAa/IEHHOTO» [JIOKET BapbypOBATLCS B 3aBUCUMOCTY OT CUTyaLMN.
Hanpumep, JOCTYN MOXET UCXOAWTb U3 TOUKM, KOTOpasi ya/ieHa OT AaHHON KOHKPETHOM 30HbI, HO BCE eLe HaxoauTcs B
rpaHMuax KOMNaHum uam opraHusauum. Takoi AOoCTyn MOXET NPeAcTaBsnTb MEHbLWWA PUCK N0 CPABHEHUIO C AOCTYNOM,
UCXOASALLMM U3 TOUKU, KOTOPAsi 3HAUUTE/IbHO YAasieHa OT pacCMaTpUBaeMOi 30HbI U HAXOAWTCS 3a rPaHULLaM1 KOMMaH1M.

3.2.84 ypaneHHsblli knueHT (remote client): O6bekT 3a npegenamu ynpasasioLeli ceTn, KOTopblA Bpe-
MEHHO W/IM MOCTOAHHO COeAMHEH C XOCTOM B Npefesnax AaHHON ynpasnsioleii ceTn yepes CBA3yOLLee 3BEHO,
4yTO6bl MMETb MPAMOW MAN OnocpefoBaHHbIA AOCTYN K 3/ieMeHTaM ynpaBnsiuero obopyaoBaHus, 3akpe-
NAEHHOrOo 3a AaHHON ynpasnsawLWein ceTbio.

3.2.85 HenpusHaHue yyacTtua (repudiation): MNMosiHOe UM YaCTUYHOE HeNpU3HaHWE OAHUM U3 CyObek-
TOB. y4aCTBOBaBLUMX B Nepejaye faHHbIX, CBOEro y4acTua B JaHHOW nepepade.

3.2.86 ocTatouHblli puck (residual risk): Puck, coxpaHsawouwmuiica nocne peannnsaunum mep 3awmnTtbl Uam
KOHTpMeEDp.

3.2.87 puck (risk): OxunpgaHue yuepba, BblpaXeHHOe Kak BEPOATHOCTb TOro, YTO OnpeAeneHHbln uc-
TOYHWK Yrpo3bl BOCMNO/b3yeTcA onpefeneHHoN YA3BMMOCTbIO CUCTEMbI, Y 3TO NPUBEAET K OnpefenieHHbIM no-
cnencTesnaml*

3.2.88 oueHka pucka (risk assessment): Mpouecc cucTeMaTnyeckoro BbISBNEHUS MNOTEHUMaNbHbIX
YA3BUMOCTEW 3HAYMMbIX PECYPCOB CUCTEMBI U YIPo3 418 3TUX PECYPCOB, KOIMYECTBEHHON OLEHKN NOTeHUu-
anbHOro yuiepba n nocneAcTeBuii Ha OCHOBE BEPOATHOCTEN MX BO3HWKHOBEHUS U (B C/lyyae Heo6Xxo4MmMOCTH)

1>[ipyroe onpeaenenve pucka: Hanpumep. CreumanbHas Ny6amkauns HaumoHa bHoro MHCTUTYTa CTaH4apToB
TexHonoruii (NIST) 800-30. PykoBoACTBO NO yNpaB/eHW0 puckamm /151 CMCTeM MHGOPMAaLMOHHbLIX TEXHOMOMMIA.
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pa3paboTkyn pekomMeHAauuii no BblAeNIeHNI0 PECYPCOB A8 OpraHu3auum KOHTPMEp C Uenbio MUHUMMU3aLum
obuel yssBUMOCTU.

MpumeyvaHue 1— Pecypcbl MOTYT 6bITb (OU3UYECKUMU, STIOTUHECKUMU, KaAPOBLIMU 1 Ap.

MpumeuyaHune 2— OUEHKN PUCKOB YACTO GbIBAOT KOMGUHUPOBAHBI C OLLEHKaMM YS3BUMOCTENA, BbINOMHAEMbIMY
A5 BbISABNEHNS YAI3BUMOCTENA, 1 KONNYECTBEHHOI OLEHKOM CBA3aHHBIX C HAMU PUCKOB. VX NPOBOAAT B CaMOM Hauase
3aTeM NepuoamMyeckun 418 OTPKEHUA U3MEHeHWIi B rpaHnLax 4onyCTUMOCTU PUCKOB A1 OpraHu3alnin, ee ys3BuMoCTeld,
NpoUEAyYpP, a Takke KaapoBbiX NEPECTaHOBOK U TEXHOOMUYECKUX NPeo6bpasoBaHmii.

3.2.89 ynpasneHue puckom (risk management): lNMpouecc onpefeneHns n NpUMMeHeHUa KOHTpMep B
COOTBETCTBMM CO 3HAYMMOCTbIO 3alyuLLaeMblX 06 bEKTOB HA OCHOBE OLEHKM pucka.

3.2.90 mepbl cmAryeHus pucka (risk mitigation controls): KombuHauus KOHTPpMEpP 1 NJaHOB BeAeHMUsA
6un3Heca.

3.2.91 ypoBeHb gonyctumocTu pucka (risk tolerance level): YpoBeHb ocTaTo4HOro pucka, npuemsne-
MbIiA ANA opraHn3aumnm.

3.2.92 ponesass mogenb ynpasneHua goctynom (role-based access control): ®opma ynpasneHus
[OCTYNOM Ha OCHOBE MAEHTUUKALNOHHON MHhopMaLLMK, Korga cy6bekTbl CUCTEMbI, KOTOpblE NoABepralTcs
naeHTUUKaLm n KOHTPOK, ABMAAKTCA 4O/MKHOCTHBIMY NO3ULMAMY B OpraHnsaumm unu npowecce.

3.2.93 mapuwpyTusaTtop (router): w3 mexay AByMA ceTAMU, PYHKULUOHUPYHOLWMMN Ha ypoBHe 3
B3aumogeincTBus oTKpbITbiX cuctem (OSI), koTOpbl/i NnepeHanpaBfsieT W NocbliaeT nakeTbl faHHbIX BO
BHYTPEHHIO0 ceTb. Hanbonee n3BecTHble TUMNbl MapLIpPyTU3aTopoB NepechbialT nakeTbl NUHTEPHET-NPO-
Tokona (IP).

3.2.94 6e3onacHocTb (safety): OTcyTcTBME HEAONYCTUMOIO pUCKa.

3.2.95 aBTOMaTu3MpoBaHHaa cuctema 6esonacHocTu (safety-instrumented system): Cucrtema, wuc-
nonb3yemas AN peannsauun 0gHOW WAN HECKOMbKUX DYHKLMIA TeXHONOorn4yeckoin 6e3onacHocTy.

MpumeyaHne — ABTOMATU3MPOBAHHASA cMCTeMa 6€30NacHOCTV MOXET NpeacTaBnATL CO60N M6y KOMOUHALMIO
13 fatyuka (4aTumkoB), IOTMYECKOTO PeLLatoLLEro yCTpoicTaa (YCTPOCTB) M MCMOHATETBHOTO MeXaHn3Ma (MexaH13MoB).

3.2.96 ypoBeHb uLenocTHocTU 6e3onacHocTu (safety integrity level): uckpeTHbIN ypoBeHb (O4WH U3
yeTblpex) ANa onpefeneHnsa Tpe6oBaHUi K LLeNIOCTHOCTU 6e30NacHOCTU, NPpeabABNAAEMbIX K PYHKLUUAM TEXHO-
noruyeckoit 6e30NacHOCTU, KOTOPLIMU HAAENSAOTCSA aBTOMAaTU3NPOBaHHbIE CUCTEMbl 6€30MacHOCTMU.

MpuMeyaHue — YpoBEHb 4 LIE/IOCTHOCTU GE30MACHOCTV COOTBETCTBYET BbICLLEN CTEMEHN LI€NOCTHOCTN 6e3-
OMacHOCTY; ypoBeHb 1 LLeNoCTHOCTY 6e30MacHOCTU — HU3LLEA.

3.2.97 ceTb 6e3o0nacHocTn (safety network): CeTb, KOTOpas CBSi3biBaeT MexXxay co60ii aBTOMaTU3NpO-
BaHHble cucTeMbl 6e30nacHoOCTY ANs Nnepefayun uHdopmMmaLmm o Mepax obecnevyeHust 6e30NacHOCTU.

3.2.98 cekpeTHoCTb (secret): CTatyc uHdopmalum, 3awuuiaemMoil oT nepegayn Nwb6bIM cybbekTam
CMUCTEMbI, KDOME TeX. Ha KOro OHa OpUeHTMpOoBaHa.

3.2.99 3awuTa (security):

a) Mmepsbl, NpegnpuHNMaemMble 415 3alWNUTbl CUCTEMbI:

b) COCTOSIHME CUCTEMbl, KOTOPOe SIBNSeTCs pe3ynbTaToM pa3paboTku U NpPoBefeHUs Mep 3aluTbl CU-
cTeMbl;

C) COCTOSAHME PECYPCOB CUCTEMbI, KOTOPbIE 3aLiULLEHbl OT HECAHKLMOHNMPOBAHHOIO A0CTYNa K HUM U He-
CaHKUMOHNUPOBAHHOTO Niun cnyqaﬁHoro NX N3SMEHEHUA, YHUUTOXEHUA, a TaKXe OT yTepu;

d) BO3MOXHOCTb KOMMNbITEPHOW CUCTEMbI TAPaHTMPOBATbL B ,OCTATOYHON CTENEeHU, YTO HeaBTOPU30BaH-
Hble NLa U CUCTEMbl HE CMOTYT HV BUAOU3MEHATb NporpaMMHoe o6ecneyeHne u gaHHble 0 HEM. HU NoslyyaTb
[0CTYN K (PYHKLUMAM CUCTEMbI, HO B TO XX€ BpPEMS rapaHTUpoBaTtb, YTO 3TO BO3MOXHO A/19 aBTOPU30BaHHbIX
nuy n cucTem;

e) npefoTBpalleHne HecaHKUMOHWPOBAHHOIO WM HeXenaTesibHOro NPOHWKHOBEHUS, a Takke Bmella-
TeNnbCTBa B UCNpPaBHYO N 3an/laHNPOBaHHYIO pa60Ty CUCTEMBbI I'IpOMbIIJJJ'IeHHOI7I aBTOMaTUKN U KOHTpO~NA.

MpumeuvaHne — YkasaHHble Mepbl MOTYT NpefCTaB/ATb CO60/ Mepbl 3alWmTbl, OTHOCALLMECS K (Pr3NYECKOit
6e3onacHocTuK (ynpasnexHue u3nyeckum AOCTYNOM K BblYMCAUTENbHBIM 06 bEKTaM) UK NorMyeckoin 6esonacHocTy (BO3-
MOXHOCTb BXO/@ B KOHKPETHYIO CUCTEMY U MPUIOXKEHNE).

3.2.100 apxuTekTypa 6e3onacHocTu (security architecture): MNMnaH n Habop npaBun, onucbiBakoLne
cepBuCbl 6e3onacHOCTU, KOTOpblie Ao/KHa obecneynsaTb cuctTema 415 YAOBAETBOPEHUS 3aNpOCOB ee NoJib-
30BaTesiell. aleMeHTbl CUCTEMbI, HE06X04MMbIE ANA peanun3alnmn 3TUX CEPBUCOB, N HEOO6XOAMMbIE MOoKasaTe-
nn 3P HeKTUBHOCTU (DYHKLMOHNPOBAHUS 3/1EMEHTOB, BO3AEWCTBYIOLMNX HA YyrpoxXatloLyio cpegy.
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MpumeuaHue — B JaHHOM KOHTEKCTE apxUTEKTypa 6e30MacHOCTV NpeacTaBnsieT coboi apXMTEKTYpY, KOTO-
pas 3apiaeT ynpassioLwyo CeTb OT HAMEPEHHBIX UM ClydaiiHbIX COBLITUI 6e30nacHoCTU.

3.2.101 ayput 6e3onacHocTu (security audit): HesaBucumoe uccnepoBaHue n npoeepka 3anucei n
[eNcTBUIA cucTembl A4NA onpefeneHnsa afekBaTtHOCTM Mep 3aluTbl CUCTEMbI, 06ecneyeHns nx CoOoTBeTCTBUSA
3afaHHOI NonuTuke 6e30NacHOCTU U 3afaHHOMY Habopy npouenyp, BbiABAEHUSA YA3BUMbIX MeCT B CepBMCax
6e30MacHOCTM 1 NOATOTOBKN pekoMeHaaLuii no NbbiM HEOOX0AUMbIM N3MEHEHUAM KOHTPMED.

3.2.102 komnoHeHTbl 6e3onacHocTu (security components): O6bekTbl, Takme Kak MexceTeBble akpa-
Hbl. MOAYNN ayTeHTUdUKaLMmM nam nporpamMmHoe obecneyeHune Ansa WUpPoBaHUA, UCNONb3yeMble ANA YyY-
WeHns nokasatenei 3awmnTbl CUCTEMbI NPOMbILLIEHHOW aBTOMAaTUKN 1 KOHTponsa (cm. 3.2.33).

3.2.103 ynpaBsieHne 6e3onacHocTblo (security control): Cm. 3.2.33.

MpumeyaHne — TIPUMEHUTENBHO K HACTOSILLLEMY CTaHAAPTY BblGpPaH TEPMUH «KOHTPMepa» BO M3bexaHue
NyTaHWLpbl C TEPMUHOM «YNPaB/IEHNE» B KOHTEKCTE YNPaB/EHUs NPOLECCOM.

3.2.104 cobbiTue 6e3onacHocTu (security event): CobbiTue B cucTeMe, OTHOCSALWeecs K 6e30nacHoCTH
CUCTEeMbI.

3.2.105 dyHKUuMA 6e3onacHocTn (security function): ®yHKUMA 30HbLI UKW TpakTa, HanpaB/eHHas Ha
npefoTepalleHne HecaHKLMOHMPOBAHHOIO 3/1eKTPOHHOIO BMeLlaTebCTBa, KOTOpoe CNOCO6GHO HapyLWnTb Uu
MOB/NATL HA HOPMa/lbHOe (PYHKLMOHMPOBAHME YCTPOWCTB 1 CUCTEM B Npejesiax AaHHON 30HbI UK TpakTa.

3.2.106 nHunaeHT 6e3onacHocTm (security incident): He6naronpuaTHoe cobbiTue B CUCTEME UMK CETH,
a TaKkxe yrposa Takoro cobbiTus.

MpumeyaHne — VIHOrga UCMONL3YETCA TEPMUH «HECOCTOSIBLUMIACS MHUMAEHT» /151 ONUCAHWS COObITUS, KOTO-
poe Mor/o 06epHYTLCSA UHLMAEHTOM NPU HECKOILKO APYTMX 06CTOSTENBLCTBAX.

3.2.107 B371OM cucTemMbl 6e3onacHocCTu (security intrusion): CobbiTe 6€30nacHOCTU UNN KOM6GUHA-
LMS HECKONbKMX COObITUIA 6e3onacHoCTel, npeacTaBasiolLee co60i NHUMAEHT 6e30NacHOCTU, NPU KOTOPOM
3/10yMbILUMEHHUK NoayYyaeT Uan nbiTaeTcsa NONYUYUTb AOCTYN K cucteme (Mau pecypcy cuctembl) 6e3 cooTBeT-
CTByOLL el aBTOpM3aLunm.

3.2.108 ypoBeHb 6e3onacHocTu (security level): CTeneHb HeobxoanMoi ahhekTMBHOCTN KOHTpMEp
N BHYTPEHHE NPUCYLLUX CBONCTB 6€30MacHOCTU YCTPOCTB U CUCTEM A/ 30HblI WM TpakTa, OCHOBaHHasA Ha
oL eHKe pucka AN AaHHbIX 30Hbl UK TpakTa.

3.2.109 uenb 6e3onacHocTuU (security objective): AcnekT 6e30nacHOCTU, HaA3HAYeHMEM KOTOPOro sABNS-
eTcsl NpUMeHeHVe onpeefieHHbIX CMATYALWMX Mep, TakMX Kak KOHPUAeHLManbHOCTb, LLe/IOCTHOCTb, AO0CTYM-
HOCTb. @ayTEHTUYHOCTb NOMb30BaTENSA, CAHKLMOHMPOBaHNE A0CTyNa, OTC/EXUBAEMOCTb U T. A.

3.2.110 nepumeTp 6e3onacHoCTU (security perimeter): MpaHuua (normyeckas uaum pusmnyeckas) gome-
Ha. B npefeniax KOTOPO NPpUMEHNMbI NONNTUKA 6GE30NaCHOCTU WM apxuTekTypa 6e3onacHocTu, T. e. rpaHuya
o6nacTu, B KOTOPOI cepBMCbl 6E30MacHOCTM 3aluLalT pecypecbl CUCTEMbI.

3.2.111 acppekTnBHOCTL Ge3onacHocTH (security performance): CooTBeTcTBME NpoOrpaMmbl yCTaHOB-
NIeHHbIM TPe6OBaHNAM, NOSIHOTA Mep CreunanbHOl 3awWnuTbl OT PUCKOB, METOA0B NOCTCOGLITUIAHOTO aHanunsa,
Mep NepenpoBEPKN MeHsoLWunxcst 6U3Hec-Tpe6oBaHuii, o630pa MHOPMALUN O HOBLIX Yrpo3ax W ysi3BUMO-
CTAX U MepuoaMYecKoro ayanta cMcTemM ynpaB/ieHNUs C Lesnbio nogaepxaHus mep 6e3onacHocTy Ha addek-
TUBHOM ¥ afeKBaTHOM YypOBHeE.

MpumeuyaHue — [ns OLEHKM NpaKTUYECKOW 3hheKTMBHOCTU 6E30NACHOCTU HEOBXOAUMBI UCMbITaHUs, ayau-
Thl. UHCTPYMEHTapUM, KpUTEpUU 1 Apyrme CpeacTsa u MeToAbl.

3.2.112 nonuTtuka 6e3onacHocTu (security policy): Habop npaBun, kKoTopble pernaMeHTUpyT Unn perynu-
pylOT cnocob npefocTaBfeHNs CepBMCOB 6€30NacHOCTM CUCTEMO MU OpraHu3aLmein gnsa 3awmTbl ee 06beKTOB.

3.2.113 npouyepnypbl 6e3onacHocTu (security procedures): OnucaHnsa TOUYHbIX CNOCO60B BOMIOLEHUSA
M peanusauuun Ha npakTuke MeToauk o6ecneyeHns 6e30NacHOCTU.

MpumeuyaHune — T[poueaypbl 6e30NaCHOCTY peann3ytoTCs NOCPeACTBOM 06YUeHUs NepcoHana u apyrux aein-
CTBWIA NO AOCTYMHOWN Ha TEKYLLWIA MOMEHT TEXHOJIOTUN.

3.2.114 nporpamma 6e3onacHocTu (security program): KombuHauma Bcex acnekToB ynpaBneHus 6es-
0NacHoOCTbl0 — OT (hOPMY/IMPOBKN W AOBefEeHUA [0 CBEAEHWA MOAUTUKM A0 peanusauuv nepefoBbiX Mpo-
MbILIEHHbIX METOAMK, PYTUHHBLIX onepauunii n ayguta.

3.2.115 cepBuchbl H6e3onacHocTn (security services): MexaHu3Mbl, UCNOSIb3yeMble A1 06ecnevyeHus
KOHMAEHLMaNbHOCTU, LEe/IOCTHOCTU AaHHbIX, ayTeHTUdUKauun unu npefoTBpalleHns Hempu3HaHua yua-
cTusA B obMeHe nHdopmauuneil.
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3.2.116 HapyweHune 6e3onacHocTU (security violation): AKT nnu cobbiTne, KOTOpPble NPUBOASAT K Hapy-
LEeHU0 UM NPeososeHnto 6apbepoB NOAUTUKM 6e30NacHOCTH U ABNAKTCA CNeACTBMEM HECAHKLMOHUPOBAH-
HOro MPOHUKHOBEHWSA B CUCTEMY UMW AeCTBUN 61aroHamepeHHOro nHcaigepa.

3.2.117 30Ha 6e3onacHocTU (security zone): COBOKYNHOCTb IOTMYECKUX NN (PU3NYECKUX 0O6BEKTOB, K
KOTOPbIM NpeabABAsAOTCA 06WMe TpeboBaHns 6e30NacHOCTU.

MpumeyaHne 1— TepMnH «30Ha», yNoTpebnsemMblii B HaCTOALLEM cTaHAapTe, ciedyeT Bcerga OTHOCUTb K
30He 6e30nacHocTu.

MpumeuaHue 2 — 30Ha MMEET YETKYIO FpaHULy C ApYrMK 30Hamu. MonuTuka 6e30MacHOCTM 30HbI 06bIUHO
onpefensieTcs KOMOUHALMEN MeXaHW3MOB Kak Ha Nepuepumn 30Hbl, Tak U BHYTPK Hee. 30HbI MOTYT UMETb Mepapxuye-
CKYI0 CTPYKTYPY B TOM CMbIC/IE, UTO MOTYT GbITb 06pa30BaHbLI COBOKYMHOCTbLIO MOA30H.

3.2.118 paTtynkm n UCNONHUTENbHble MexaHu3Mbl (sensors and actuators): l3amepuTenbHbie WU Uc-
NOSIHATE/IbHbIE 3/IEMEHTbI, COeJMHEHHbIE C TEXHO/I0TMYEeCKUM 060py0BaHNEM N CUCTEMON ynpaBieHus.

3.2.119 cepBep (server): YCTpPOWCTBO WUAM NpuUNoXeHWe, KOTopble NpeAoCcTaBsloT MHpopmayno nam
CepBUCHI K/IMEHTCKAM MPUMOXEHUSAM N YCTPOACTBAM.

3.2.120 HecaHKLMOHMPOBaHHbIV aHanus Tpadunka (CHUM G uHr) (sniffing): Cm. 3.2.61.

3.2.121 dukTnBHaa aBTopu3aumnsa (spoof): Beigaya cebss 3a aBTOPM30OBAHHOIO NO/1b30BaTENS C LEeNblo
BbINO/IHEHNA HECAHKLMOHUPOBAHHOTO [eliCTBUS.

3.2.122 cuctema fucneTyepcKkoro KOHTponsa u cbopa AaHHbIX (supervisory control and data acquisition
system), cuctema SCADA (SCADA system): Pa3HOBUAHOCTb cnabo cBSA3aHHON paccpeAoTOYEHHON cucTeMbl
MOHUTOPUHIA N KOHTPONSA, KOTOpas 0ObIYHO accouunpyeTcs C cuctemamu nepefayu v pacnpefesieHns anek-
TpU4Yeckoii aHeprum, Tpybonposogamu HedTK 1 rasa, a Takxe cucremamu BogonotTpebneHuns n kaHanmsaymm.

MpumeyaHne — CucTemMbl AUCTETHEPCKOTO KOHTPOISA UCNOMb3YIOTCA Takke Ha 06bekTax A5 OCyLLeCcTB/eHUs
CepuiiHOro, HeMpPepbIBHOTO 1 AUCKPETHOrO NPOU3BOACTBA C Le/bio LIeHTpa/iM3auumy NpoLeccoB MOHUTOPUHIA U KOHTPOS
Ha 3TUX 0ObEKTaX.

3.2.123 cucTtema (system): BaanmopgeiicTByrowne mexay coboi, B3aMmocBsi3aHHble UAM B3auMo3aBu-
CUMble 3/IeMeHTbI, 06pasytlolLne CNoXHoe Leroe.

3.2.124 cuctemMHoe nporpamMmMHoe obecneuvyeHune (system software): CneumanbHoe nporpammHoe
obecneyeHne, KoTopoe pa3paboTaHO AN1A KOHKPETHON KOMNbIOTEPHON CUCTEMbI UM CEMEeNCTBa KOMNbIOTEP-
HbIX CUCTEM C Lie/1bl0 YMPOLLEHNA NCMOIb30BaHUSA U 06CNYXNBAHUSA KOMNbIOTEPHON CUCTEMbBI U OTHOCALLUXCSA
K HEW nporpamm u faHHbIX.

3.2.125 yrpo3sa (threat): MoTeHyManbHasi BO3MOXHOCTb HapyLeHs 6€e30nacHOCTM Npu Hanmymm o6CTo-
ATeNbCTBA, CPeficTBA, npouecca uan cobbiTUA, CNOCOOHbLIX HApyLWUTbL 6€30MNacHOCTb U HaHecCTu yuiepb.

3.2.126 yrpoxatwuwee gelictesue (threat action): NMocsratenbcTBO Ha 6€30MACHOCTb CUCTEMbI.

3.2.127 pakTop yrpo3bl (threat agent): MpuUMHHbBIA hakTop yrpoxatow,ero gencTeus.

3.2.128 aHanus tpaduka (traffic analysis): Vi3BneyeHne nHpopmayunm M3 BUAUMbIX XapakKTepUcTuk
noToka(oB) AaHHbIX, AaXe ecnn faHHble 3awndpoBaHbl UKW HENOCPEACTBEHHO HEeAOCTYMHbI, NpUYeM yka-
3aHHble XxapaKTepucTUKN BKIOYAKT B ce6A CTeneHn UAEHTUYHOCTU U MeCcTOpPacnonNoXeHns UCToOYHUKa(oB) 1
afpecata(oB). Hannuve N 06bEM NOTOKOB, & TaKXe YacToTy U A/IMTENIbHOCTb UX nepefayu.

3.2.129 TposHckuii kKoHb (Trojan horse): KomnbloTepHas nporpamMma, koTopas Ha nepBblil B3NS ume-
eT NnonesHy (YHKLUIO, HO UMeeT TakXe CKPbITyl0 W NOoTeHuManbHO BPEeAOHOCHYI (yHKUMIO, KoTopas no-
3B0N1SeT 060/TN MexaHM3Mbl 6e30MacHOCTM 3a4acTyl NyTeM WCMNOJIb30BaHUS NOA/IMHHbBIX aBTOPU3ALMOHHBIX
[aHHbIX Cy6bEKTa CMCTEMbI, BbI3blBAKLLETO NPOrpaMmy.

3.2.130 HagexHbIh kaHan (trusted channel): Casytouwee 3BeHO, cnocob6Hoe obecneyumBaTth 3aluLLLeH-
HYI0 CBfI3b MeX/Jy 30HaMu 6e30nacHoCTy.

3.2.131 HeHapexHblli kaHan (untrusted channel): Casyuee 3BeHO, KOTOPOE HE MOXET rapaHTUpo-
BaTb 3allMLLEHHON CBA3U MeXJy 30HaMy 6e30nacHoOCTU.

3.2.132 BapuaHT ncnonb3oBaHusa (use case): Cnocob BBofa noTeHUManbHbIX PYHKLMOHAIbHbIX Tpe-
60BaHWil. NpegycMaTpuBaloLWNiA nCNoNb30BaHMe 04HOro Uau 6onee cueHapues, KOTOpPble COO6LLAOT, KakuMm
o6pasom cucTema Aos/kHa B3aMMoeincTBoBaTb C KOHEYHbIM NONb30BaTesieM UAW ApYroli cuctemoil onsa ao-
CTUXXEHNA KOHKPETHOW uenu.

MpumeuaHne — OBLIYHO NPU peann3aLmn BapUaHTOB WUCMO/L30BaHUS CUCTEMA MPEACTAETCS KaK «UepHbIii
AWYK», U B3aUMOAENCTBUS C CUCTEMON, BKItOUAs OTBETbI CUCTEMbI, PACMO3HAIOTCA 3a NPeAenamMu cucTembl. BapuaHTbl
1CMO/b30BaHMS NONY/APHbI 6aarogaps TOMy, UTO OHW YNPOLLAKT onucaHue Tpe6oBaHuit, N36asnsas OT NPeAnoNOXEHN,
Kaknm 06pa3oM peasim3oBathb Ty WU UHYHO PYHKLMIO.
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3.2.133 nonb3oBatens (user): /inyo, opraHn3aynoHHas eanHNLa i asTomaTuyecknii npowecc, nony-
yawuime AOoCTyN B CUCTEMY KakK HA CAHKLMOHUPOBAHHON, Tak N HECaHKLMOHUPOBAHHOWN OCHOBE.

3.2.134 Bupyc (virus): CamoTupaxupyemas nam camoBocnponssogumas nporpamma, kotopas pacnpo-
CTpaHAeTCs 3a CYeT BHEAPEHUA CBOMX KONWIA B APYroil UCNOMHUMbIM KOA WU LOKYMEHTHI.

3.2.135 yaszBumocTb (vulnerability): JedpeKkT unm HecoBepLIEHCTBO CTPYKTYpbl Uan cnocoba peanunsa-
LM cUCTEeMbI, a Takxke ee MYHKLMOHUPOBAHUA U yNpaBieHns, Kak 6naronpusaTHas BO3IMOXHOCTb 418 HapylLue-
HWA LesIOCTHOCTM CUCTEMbI MU NONUTKUKM ee 6e30MacHOCTH.

3.2.136 rnobanbHaa BbluncnutenbHas coTb (wide area network): KommyHukaunoHHas ceTb, npea-
HasHayeHHas 4N151 CBA3bIBAHMA MexAy cob60ii KOMNbIOTEPOB, ceTell n APYrnX yCTPOWCTB, HaxoAalWwmxcsa Ha
3HAYMTENIbHOM PaccTOSiHUW APYT OT Apyra, Hanpumep B pasHblX Yroakax cTpaHbl UM BCEro Mupa.

3.2.137 nepexBaT uHgopmayun (wiretapping): ATaka, HanpaB/ieHHas Ha nepexBaTt M 4OCTYN K A4aHHbIM
1 Apyroii uHchopmaLumm B NOTOKe AaHHbIX, NepejaBaeMblX B KOMMYHUKaLWOHHOW cucrteme.

MpumeyaHne 1 — XOTA TEPMUH M3HAYATILHO OTHOCMUJICA K BbIMO/IHEHWUIO MEXAHUYECKOrO NOACOEANHEHUST K
3/1EKTPUYECKOMY MPOBOAHUKY, CBSI3blBAOLLEMY MEXAY COOO0i ABa y3/1a, CerofHsl OH MUCMO/b3YeTCsl B 3HAYEHUN CUUTbI-
BaHWsi MHhopmaLum C HoCcUTeNst NI0GOro PoAa, UCMOMb3YEMOro A1 CBA3N, a Takke caMoro y3na, Takoro Kak L3 um
nepeksoyaTesnb nogceTei.

MpumeuyaHne 2 — AKTVBHbIA NEpPEXBaT UMEET Le/b0 U3MEHWUTL AaHHbIE WU BO3AECTBOBAaTL Ha NOTOK AaH-
HbIX UHBIM 06Pa30M, B TO BpeMsl Kak NacCHBHbIN Nepexsar UMEeT LE/bo NIULlb 06HAPYXUTL MOTOK AaHHbIX U U3BNEeYb
CBefieHVsl M3 COiepXaLLEncs B HUX UHCpopMaLmy.

3.2.138 uyepBb (worm): KomnboTepHas nporpamma, kotopas MOXeT AelicTBoBaTb He3aBMCMMO, pac-
NPOCTPaHATbL CBOK MOJIHYI0 pabouyio BEpPCUI0 Ha Apyrne XOoCTbl CETWM U NOTPe6ATL pecypchbl KOMMboTepa ¢
UX paspyLlieHnem.

3.2.139 30Ha (zone): Cm. 3.2.117.

MpumeyaHne — TepMUH «30Ha», yNoTpe6NseMblii B HACTOSILLEM JOKYMEHTE, ciedyeT Bcerga 0THOCUTb K 30He
6e3onacHoCTH.

3.3 CokpauweHus

B HacTosilwem nogpasgene npuBefeHbl COKpalleHnus, NCNOb30BaHHbIe B HACTOSLWEM cTaHapTe:

ANSI — AMepuKaHCKNIN HauMoHaNbHbI MHCTUTYT cTaHaapToB (American National Standards Institute);

CIA — koHMAeHUManbHOCTb, LenoCTHOCTb N gocTynHocTb (Confidentiality. Integrity and Availability);

CN — ynpasnsatouias ceTb (Control Network);

COTS — kommepuecku gocTynHble npoaykTel (Commercial Off The Shelf);

CSMS — cuctema ynpasneHuns kubepb6esonacHocTblo (Cyber Security Management System);

DCS — pacnpefenexHas cuctema ynpasneHus (Distributed Control System);

DdoS — pacnpepeneHHas ataka Tuna «oTtkas B o6cnyxunsaHum» (Distributed Denial of Service);

DoS — oTka3 B o6¢cnyxunsaHun (Denial of Service);

DMZ — pemunutapusosaHHasa 30Ha (Demilitarized Zone):

FIPS — ®depepanbHble cTaHgapThl 06paboTkm uHgopmauun (U. S. Federal Information Processing
Standards);

IACS — cucTemMbl NPOMbILWIEHHOW aBToOMaTukn 1 koHTpons (Industrial Automation and Control Systems);

IEC — MexayHapoaHas anekTpoTexHuyeckas kommccus (International Electrotechnical Commission);

IEEE — VIHCTUTYT MHXEHepOB NO 3/1eKTPOTeXHMKe 1 anekTpoHuke (Institute of Electrical and Electronics
Engineers):

1/0 — BBOA/BbIBOA (INput/Output);

IP — uHTepHeT-npoTokon (Internet Protocol);

IT — nHdpopmauunoHHasa texHonorusa (Information Technology);

LAN — nokanbHas BbluncantensHasa cetb (Local Area Network):

NASA — HauunoHanbHOe ynpaBieHne no BO34yXOonaaBaHnio U nccaefoBaHnio KOCMUYECKOro MpocTpaH-
ctBa (U.S. National Aeronautics and Space Administration).

NOST — Btopo cTtaHgapToB u TexHonoruii HACA (NASA Office of Standards and Technology):

OSI| — B3aummopaeicTeme oTkpbITbiX cuctem (Open Systems Interconnect);

PLC — nporpammupyemblii nornyeckuini kontponnep (Programmable Logic Controller);

RTU — nynbT gucTaHumnoHHoro ynpasneHus (Remote Terminal Unit):

SCADA — gucneTyepckuii KOHTPOsb U c60p AaHHbIX (Supervisory Control and Data Acquisition);

SIL — ypoBeHb UenocTtHocTy 6e3onacHocTu (Safety Integrity Level);
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SIS — aBTomMaTu3upoBaHHasa cuctema 6esonacHocTu (Safety-Instrumented System);
WAN — rnob6anbHas BbluncnutensHas cetb (Wide Area Network).

4 Cwutyauusa
4.1 O6wMe NONOXEHMNSA

CuncTtemMbl NPOMbILLIEHHOW aBTOMATUKN M KOHTPONS (PYyHKLMOHMPYIOT B C/IOXHOW cpege. OpraHusauum
OCYLLEeCTBNAT BCe 60/1€ee MHTEHCUBHbIE 06MEH UHopMaLmein mexay 6usHec-cuctemamm M cuctemMamu npo-
MbILW/IEHHOW aBTOMaTWKN, U NMapTHepbl B O4HOM AEe/0BOM HayMHaHWM MOTyT 6biTb KOHKypeHTaMu B APYroM.
OpHako obopyfoBaHMe CUCTEM MPOMbILIEHHON aBTOMaTUKN 1 KOHTPONSA NPUBA3aHO HENoCpPefCTBEHHO K Npo-
Leccy. No3aToMy pasrnalleHne npoM3BoACTBEHHbIX TaliH 1 cbon B nepegave nHpopmauum — He e4UHCTBEHHbIE
nocnefcTena HapylweHus 6esonacHocTu. Kyaa 6osee cepbe3HbIMU NOCECTBUAMU ABJIATCA BEPOSATHOCTb
4yesioBeYECKNX XepPTB UM NPOM3BOACTBEHHbIX NOTEPb, BPe OKpyxawolleli cpede, HapyLeHNs periaMeHTHbIX
HOpM ¥ 6e30nacHOCTM B akcnayatauuu. MacwTabbl Takux nocnefcTsuii MOTyT BbIXOAUTb 3a npefesnbl OA4HOW
opraHn3auumn; MoXeT 6bITb HaHECEH 3HAYMTENbHbIN ylep6 NHGPaCcTPYKType Lenoro pernoHa uam rocygapcraa.

03a604eHHOCTb BbI3bIBAOT HE TO/IbLKO BHELIHWE Yrpo3bl; Cepbe3Hblil pUCK AN 6e30MacHOCTM MOryT
npeAcTaBnsATb XOPOWO MHPOPMUPOBAaHHbIE HCANAEpPbl, UMeoLW e 31ble HaMepeHUsa, UKW Aaxe HEeBUHHOe
HeyMbll/IeHHOe felicTBue. Kpome TOro, cCUCTEMbl MPOMbILIJIEHHOW aBTOMATWMKU M KOHTPOJS 4acTo ObiBailoT
06beAnHeHbl C ApYrnMu 6usHec-cuctemamu. Mogudukauma nam TecTupoBaHve onepaunoHHbIX CUCTEM MO-
ryT NpUBECTU K HENpPeyCMOTPEHHbIM 3N1€KTPOHHbIM BO34ENCTBMAM Ha npoLecchl BHYTpKU cuctem. MNepcoHan,
HaxoAasAwWwuiics 3a npejenaMy yyacTka CUCTEM ynpaB/ieHns, BCe Yalle NpoBOAUT TeCTUpoBaHne 6e30nacHocTu
cMcTeM, NpeyMHoXas KonmM4yecTBO 1 NocneAcTBuUs Taknx acpdekToB. C yyeTom KOM6GMHALMMN BCEX 3TUX haKTo-
pOB Nerko yBuAeTb, HACKONIbKO peasieH PUCK NOIyYeHNA HeCaHKLMOHMPOBAHHOIO UV BPeAOHOCHOTo gocTyna
K NPOMbILI/IEHHOMY NpoLeccy.

HecMOTps Ha TO UTO TEXHONOTUN MEHSTCA U NapTHEPCKMEe OTHOLEeHUSA MOTyT NPUHOCUTL N0Jb3Yy 6U3He-
Cy, yBeNMuYnBaeTcs NoTeHuManbHblii pUCK HapyweHna 6e3onacHocTn. C pocTOM yrpo3 An8 cyb6bekToB X03Ai-
CTBOBaHMSA NosbilWaTcsA U TpeboBaHMA kK 6e30nacHOCTY.

4.2 CyuwecTBylolne cuctemsl

CuncteMbl NPOMbILINEHHOW aBTOMATUKM U KOHTPO/IA 3BOJIIOLUOHMPOBANN U3 OTAE/NbHbIX 060C06NEHHbIX
KOMMbIOTEPOB C NpoMNpueTapHbIMY ONepaLMoHHbIMU CUCTEMaMW U ceTell BO B3aMMOCBSI3aHHble CUCTEMbI U
NPUIOXKEHNS, NCNONb3YyOL e roToBble KoMMepyeckme (COTS) TexHonormm (T. e. onepaunoHHble CUCTEMbI U
NpoTOKO/bl). B HacToslee BpeMsa BeAeTca UHTerpauus Takux cCUCTEM C cucTemMamu Maclitaba npeanpusaTus
N APYTUMU GU3HEC-MPUTOXEHNAMMN Yepe3 pa3Hoo6pa3Hbie KOMMYHUKaLNOHHbIEe ceTU. MoBbIlEeHHasA cTeneHb
UHTerpauun gaeT 3HauuTeNbHble 6GU3HeEC-NpenmMyLLecTsa, B YNC/e KOTOPbIX:

a) NoBblILEHHAA NPO3PaYHOCTb (DYHKLMI CUCTEM NPOMbILWIEHHOTO KOHTPONs (paboyero npouecca, co-
CTOAHUS 060pyAoBaHus, rpaukoB NpPovM3BOACTBA) W MHTErPUPOBAHHbIX TEXHOMOTMYECKUX CUCTEM YPOBHS
6usHeca, 4TO NO3BOMISIET NPOBOAUTL 60Nee ahheKTUBHbIE NCCNeA0BaHUA, HAaMpPaBeHHbIe Ha CHUXEHNe npo-
N3BOLCTBEHHbIX U3AEPXKEK U MOBbILIEHVE NMPOU3BOAUTENBHOCTH;

b) UHTErpMpoBaHHble CUCTEMbI NPOM3BOACTBA W MpefoCcTaBieHna ycnyr, umetoune 6onee nNpamoin go-
CTyn K MHchopmaLum 6usHec-ypoBHA, YTO obecneunsaeT 60see afanTUBHYIO feATENbHOCTb;

c) o6Lwme nHTepdgeicol, KOTopble NO3BOMSAT CHU3UTbL NOJHbIE PacXoAbl Ha 06CNYXUBaHWE U AoNyCKalT
ANCTaHUMOHHOe 06CNyXBaHMe NPON3BOACTBEHHbBIX NPOLLECCOB;

d) ANCTaHUMOHHbI MOHUTOPWHT CUCTEM YNpaB/ieHns npoueccamu, NO3BONALWMNA CHU3UTL pacxodbl Ha
ob6cnyxnBaHue n obecneunBaroLWwnini 6onee 6oicTpoe peweHne npobnem.

MOXHO onpefennTb CTaHAapTbl Ha MoAenu, TEPMUHbI U WH(OPMALMOHHbIE 06MEHbI, MO3BOASKOLWNE
yHudunymposatb 06MeH uMHdopmauneli B npegenax CoOBOKYNHOCTM CUCTEM MPOMbILIJIEHHONW aBTOMAaTUKN U
KOHTpons. OfHakKo Takas BO3MOXHOCTb 06MeHa MHhopmaumneiil noBbiWaeT yA3BUMOCTbL Nepes HeymesnbiM uc-
No/ib30BaHMEM M aTakaMy CO CTOPOHbI 3/I0YMbILLJIEHHWKOB M CBSA3aHa C NOTEHUMANbHbIMN pUCKamMu 4Ns npes-
NPUATUS. CNOMNb3YIOLEero CUCTeMbl MPOMbILLIEHHON aBTOMATUKN U KOHTPONS.

KoHdurypaumm cuctem NpombilL/IeHHOW aBTOMATUKN 1 KOHTPONSA MOTYT GbiTb BECbMa C/IOXHbIMW B OT-
HOWeHUN annapaTHoOro o6ecnevyeHuns, NPOrpaMMMpPoOBaHNSA N KOMMYHUKaL WA, 4UTO MOXET NpensATCTBOBATH pe-
LIeHNo cneaytoLMx BONPOCOB:

- KTO aBTOpPM30BaH Ha JOCTYN K 3/1IEKTPOHHOW MHopMaLmm;

- Korga nosb3oBaTesib MOXET UMeTb AOCTYN K MHdopmaLlum;
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- K KakuM JaHHbIM Uan pyHKUUSIM NONb30BaTe b CMOXET UMeTb JOCTYN;
- 0TKyJa UCXOAUT 3anpoc JocTyna;
- Kak MpoMcxXofuT 3anpoc goctyna.

4.3 Tekywne TeHaeHUUN

Pap HuxenepeuncneHHblX NpeAnochbINIOK 3acTaBnseT fenaTb NOBbIWEHHbIA akLeHT Ha 6e3onacHocTn
CMCTEM MPOMbILLIEHHOV aBTOMATUKN U KOHTPONSA:

a) 3a nocnegHue rofbl OTMEYEHO 3HAUYUTESIbHOE YBeNN4YeHue KonmyecTBa aTak Ha 6uU3Hec-cucTembl U
nepcoHanbHble KOMMNbOTEPHbIE CUCTEMbI C UCMNOMb30BAHNEM BPEOHOCHbIX KOAOB. M0 faHHbIM X0358/CTBYO-
LWMX CYOBEKTOB, C KaXAbIM rofJOM pacTeT KOJIMYeCTBO HECAHKLMOHNPOBAHHbIX NOMNbITOK (KAK HAMEPEHHbIX, TakK
W CrlydaiHbiX) NONyYeHUs focTyna K 3/IeKTPOHHOW MHhopMaunu;

b) cUCTEMbl NPOMbILWIEHHOW aBTOMaTUKW U KOHTPONS MOCTENEHHO NepexoAsT Ha roTOBble KOMMeEp-
yeckne (COTS) onepayunoHHble CUCTEMbBI M NPOTOKO/bI U 06beAnHATCA ¢ 6usHec-ceTamMuU. B pesynbrate
Takve CUCTEMbl YA3BUMbI Nepes TEMU Xe NporpamMHbIMy atakamu, YTO U 4eN10Bble U HACTOJIbHble YCTPOIA-
CTBa;

C) cpeacTBa 4NA aBTOMATU3NPOBAHHbIX atak 06bIYHO AOCTYNHbI Yepe3 VIHTepHeT. BHelwHAS yrpo3a npu-
MeHeHUs Takux cpefcTB Tenepb WCXOAUT, CPeAn Npoyero, oT KMbepnpecTynHUKOB U KNGepTeppopucTos, Ko-
TOpble. BEPOATHO, pacnonarawT 601bWUMN pecypcaMy U CBeAEHUAMU ANA aTak Ha CUCTEMY NPOMbILITEHHOW
aBTOMAaTUKN U KOHTPONS;

d) coBmMecTHble NpeAnpuATAA, NapTHepPCTBa U YCAYrM CTOPOHHMX OpraHM3auunii B MPOMbILLIJIEHHOM Cek-
TOpe ycyryounum cutyaumnio ¢ YUCNEHHOCTbIO OpraHusaumnii n rpynn, 4To oTpasnaioch Ha 6e30nacHoOCTU cucTeM
NPOMbILIEHHOW aBTOMATUKN U KOHTPONSA. Takne hopMbl AeATENBHOCTA HEO6XOAUMO yunUTbIBaTh NpU paspa-
60TKke HOpM 6e30MacHOCTU A1 3TUX CUCTEM;

€) ONacHOCTb NOJIyYeHUS HeCaHKLMOHMPOBAHHOIO AOCTyna UCXOAMUT Tenepb He TO/IbKO OT B3/IOMLLNKOB-
OAVNOTAHTOB UM HEA0BO/bHbIX HAEMHbIX PA6GOTHUKOB, HO M OT OPraHM30BaHHbIX MPECTYNHUKOB UMW TEpPopU-
CTOB. KOTOPblE MMEIOT Lie/ibi0 BO3eliCTBOBaTb Ha KPYMHble OpraHn3auunumn n 06beKTbI;

f) BHegpeHMe NPOTOKOMOB OTpac/ieBbiX AOKYMEHTOB, Takux Kak uHtepHet-npoTtokon (IP), gna obmeHa
OAHHBIMU MeXAy cMcTeMammn MPOMbILIEHHON aBTOMATUKW M KOHTPONA U NPOMbILNEHHbIMY YCTPONCTBaMY.
BHegpeHve IP nogsepraeT Takne CUCTEMbl TEM Xe YA3BUMOCTAM, YTO U KOMMeEpPYECKne cUCTeMbI, PYHKLUO-
HUpyloLwmne Ha ceTeBOM YpOBHe.

OTW NpeAnochbiNkK1, B3ATble B COBOKYNMHOCTU, CYLLECTBEHHO YBENUYUAN PUCKU ANS opraHu3auuii, cBs-
3aHHble ¢ pa3paboTKoil 1 aKcnyaTauneil cucTteM NPOMbILLINIEHHOW aBTOMATMKN U KOHTPONs. B To xe Bpems
Knb6epb6e3onacHoCTb CUCTEM NPOMBbILLIEHHOTO KOHTPO/IA NpespaTtuiach B 60s1ee 3Ha4MMyto 1 06LLenpu3HaH-
Hyl0 npo6nemy. A 3TO. B CBOWO ouyepefb, TpebyeT 60/1ee CTPYKTYpPUPOBaHHbIX AUPEKTUB N pernamMeHToB A8
onpegeneHva kn6ep6e3onacHoCTU, MPMMEHMMOI K cMCTeMaM MPOMbILLIEHHOV aBTOMATUKM WU KOHTPONs, a
TakXe BO3MOXHOCTW UX COOTBETCTBYHLLENO B3aUMOLENCTBUSA C APYTUMU CUCTEMAMM.

4.4 MNoTeHUManbHble BO3AeCTBUA

Nvua, KOTopbIM N3BECTHbI 0COGEHHOCTU OTKPbIThIX ONepaLoHHbIX cuctem (OS) u ceTeid, NOTeHUUaNbHO
CNOCOG6HbI NOAyYaTb HECAHKLMOHUPOBAHHbIW AOCTYN K KOHCO/IbHBIM YCTPOCTBaM, AUCTAHLMOHHBIM YCTPOWA-
cTBam, 6a3aM faHHbIX U B HEKOTOPbIX C/ydYasx ynpaeaswowmm nnatopmam. MocnescTBns NpoHUKHOBEHUI
3/10yMbILI/IEHHWKOB B CUCTEMbl MPOMbILWJIEHHON aBTOMATUKN U KOHTPO/IS MOTYT BK/ll04aTb B Ce6S:

a) HecaHKUMOHVWPOBAaHHbIA [OCTYM, KPaxy WM HeHajgnexaiiee Wcnosib3oBaHue KOHMUAeHUnanbHOol
HoOpMaLnK;

b) pasrnalleHve nHpopmalm HeaBTOPU30BaHHbIM ajpecaTam;

C) NoTepto LesI0OCTHOCTY UM HAAEXHOCTU TEXHOMOTMYECKNX AAHHBIX U MHCOPMaL M 0 NPON3BO/CTBE:!

d) noTtepto paboTOCNOCOGHOCTU CUCTEM;

e) TexHonoruyeckne c6oun, Beaylime K HapylweHno hyHKLMOHNPOBaHNS NPOLLECCOB, YXYALIEHNI0 Kave-
CTBa NPOAYKUWMW, YyBETMYEHNIO NPON3BOACTBEHHbIX MOTEPb, HapylweHuWio 6e30nacHOCTU NPOLECcCOB WAW Bbl-
6pocam B OKpyXallLLyo cpeay.

f) noBpexaeHne obopynoBaHus;

[l) NpvYnHeHne Bpeaa 340pPOBbI0 PA6OTHUKOB:

h) HapylweHne HopMaTNBHO-NPaBOBbIX TPeHOBaHMIA:

i) yrpo3y 310poBbl0 HacefeHns 1 NoTepn AOBEPUS CO CTOPOHbI 06 ECTBEHHOCTH:

j) yrposy HauuoHanbHoi 6e30nacHoOCTy.
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5 ba3oBble KOHLenuun
5.1 O6uwune NonoxeHns

B HacToAleM pa3gernie U3/I0KeHbl HECKO/IbKO 6a30BbIX KOHLENLNIA, KOTOpble 06pa3yoT OCHOBY ANS NO-
HYUMaHWA nocsefyLWwnx pasfesios HacToAWero ctaHgapra n Apyrux ctaHgaptos cepun M3K 62443. B yacT-
HOCTW. B HacTOsALLEM pa3fesie pacCMOTPEHbI criefyloLmne Bonpochl:

a) B YeM 3aKN04alTCa rnaBHble KOHUEenuuu, ncnonb3yemble 415 onucaHns 6e30nacHocTy;

b) B UeM 3ak/yalTCs BaxHble KoHUenuuu, o6pasyllime OCHOBY McYepnbiBalLWedn nporpaMmmbl 6e3-
onacHocTHu.

5.2 LUenn 6e3onacHocTn

NHdopmaynoHHaa 6e30mMacHOCTb M3HauyalbHO Gblla Hampas/ieHa Ha AOCTUXeHue Tpex uenein —
KOH(UAEHUManbHOCTN, LEeNOCTHOCTM U JOCTYNHOCTWU, KOTOpble 4yacTo ob6o3HauvawTca abbpeBuaTtypoii
CIA. CTtpaTterna mHopMaLMOHHO-TEeXHMYeCcKoli 6e3onacHOCTU AN TUNUYHOro 63k-ochuca mnm 6musHec-
CUCTEeMbl MOXeT CTaBWTb Ha NepBoe MeCcTO KOH(MAEHLWaNbHOCTb W Mepbl MO ynpaB/eHWi0 AOCTYMNOM,
Heo6xoAuMble ANS ee AOCTUXeHWs. BTopoil No NpMOpPUTETHOCTU MOXeT 6biTb LLEeNOCTHOCTb, a nocnep-
Hell — [OCTYMHOCTb.

B KOHTEKCTe CMCTEM MPOMbILIEHHOV aBTOMATUKN 1 KOHTPO/SA 06l as NpUopuTeTHOCTb 3TUX Lenei
3ayacTylo pasnuyHa. besonacHoCTb B Takux cuctemax sarparmsaeT B OCHOBHOM nojgepxaHue paboTo-
CMnoco6HOCTN BCEX KOMNOHEHTOB cucteM. CylecTBYOT PUCKU, OTHOCSALMECS K NPOMbILIIEHHOMY 060pYy-
[OBaHNIO, KOTOPOEe ynpas/aseTca, KOHTPOAUPYyeTCA UM noABepraeTcs WHOMY BO3[ENCTBUIO CO CTOPOHbI
CUCTeM NPOMbILL/IEHHOW aBTOMaTMKN U KOHTpoNnsA. Takum 06pa3om, LLe/N0CTHOCTb YacTo CTOUT Ha BTOPOM
MecTe Mo 3Ha4YnMocTh. OBbIYHO KOH(UAEHLNANBHOCTb elle MeHee BaxHa, NOCKObKY faHHble 4acTo Obl-
BalOT «CbIpbIMU» U TPebylT aHanu3a B pamMkaxX KOHTEKCTa, KOTOPbI/i MO3BOMMNT NOMYYNTb KOHKPETHbIE
3Ha4YeHus.

CylecTBEHHYIO pO/ib UTPaeT acnekT BpeMeHU oTknka. Tpebyemoe BpeMs OTK/IMKA CUCTEM ynpaBieHus
MOXeT COCTaB/ATb NOpPAAKa OfHOM MUIANCEKYHAbI, B TO BpeMS Kak TpaAguLMOHHbIe 6M3Hec-cucTemMbl cCnocob-
Hbl yCNewWwHOo PyHKLMOHNPOBATbL NPU BPEMEHU OTKAUKA OT OHON A0 HECKONIbKUX CEKYHA,.

B HEKOTOpbIX cnyyasx NpuopuTeTbl 06paTHbl, Kak NoKasaHo Ha pucyHke 1.

Cunc*eMbl NPOMbILLEHHO MHdopMaunoHHO-TexHU4Yeckue (it )
aBTOMaTUKM M KOHTpONs cucTeMbl 06LWero HasHavyeHns
[ocTynHocTb KoHtungeHunanbHoCcTb
LlenocTtHoCTb LlenocTtHoCTb
KoHungeHumansHoCcTb [locTynHocTb

PucyHok 1 — CpaBHeHve nprvoputeToB Leneit 1ACS u IT-cuctem o6LLero HasHaveHust
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B onpepeneHHbIX 06CTOATENLCTBAX LENOCTHOCTb CUCTEMbI MOXET TakXe UMeTb BbICLWIWI NpuopuTeT.
B pamkax onpefeneHHbix TpeboBaHuWii K akcnayatauum oTaeNbHble KOMNOHEHTbl UKW CUCTEMbI B LiefIoM 6yayT
UMeTb MHble MPUOPUTETLI B KayecTBe Leneil (T. e. 3HaYeHne LenoCTHOCTU UAKM AOCTYMHOCTU MOXET nepese-
CUTb 3HAYeHNe KOH(MAEHLNANBHOCTM UM HA060pOT). B pesynbrate Ans LOCTUXEHUS Leneli 6e30nacHoCTH
opraHmsaumnsa MoxXeT 6biTb BbIHYXAeHa NPUMEHATb ApYrne KOHTpPMepbl.

5.3 OcHOBHble TpeboBaHUsA

Mpoctas mogens CIA. nokasaHHas Ha pucyHke 1. HegocTaTouyHa A1 NOJIHOrO MOHUMaHUA Tpebo-
BaHWi K 6€30NaCHOCTN CUCTEM MPOMbILIIEHHON aBTOMATUKN U KOHTPONA. PaccMoTpeHne NOIHOTO M NoA-
po6HOro cnucka Tpe6oBaHMi BbIXOAUT 3a paMKM HaCTOsILero ctaHaapTa, 0f4HaKo CyLW,ecTByeT HECKO/TbKO
6a30BbIX UM (hyHAAMEHTanbHbIX TpeboBaHUli Kk 6€30NacHOCTM NPOMbILWJ/IEHHOW aBTOMAaTUKW, Nnepeyvunc-
NEeHHbIX HUXe:

a) ynpaBneHune goctynom (AC): ynpasnasiTb OCTYNOM K ONpeAeneHHbIM yCTpolicTBam, MHhopmalum nam
“ TOMy, U 4pyromy 451 NpefoTBpalleHnss HecaHKLMOHMPOBAHHOIO 3anpoca yCTpoiicTBa Uin nHopmauuu;

b) KOHTPONb Ucnonb3oBaHuA (UC): KOHTpOMpOBaTb NCNONb30BaHWeE onpeAesieHHbIX YCTPocTB, nHdop-
Mauun unm n Toro, 1 Apyroro A4Na npefoTBpalleHna HeCaHKLMOHMPOBAHHOIO UCNOb30BaHUA ycTpolicTBa Unn
UHopmauuu;

C) LenocTHOCTb AaHHbIX (DI): o6ecneunBaTth LLe/IOCTHOCTb JaHHbIX HA ONpefesieHHbIX KOMMYHUKaLMOH-
HbIX KaHanax gnsa npefoTBpalleHns HecaHKLMOHUPOBAHHOIO U3BNeYeHUs nHopmalmm;

d) KoHuaeHunanbHoCTb AaHHbIX (DC): obecneunBatb KOHUAEHUMANBHOCTb AaHHbIX Ha onpepje-
NIeHHbIX KOMMYHUKaLMOHHbBIX KaHanax ANA npefoTeBpalieHNs HeCaHKLMWOHWPOBAHHOTO W3B/IEYEHUS WH-
opmauunu,

e) orpaHnyeHne noTtoka gaHHbix (RDF): orpaHununBatbh nepemMelieHne gaHHblIX N0 KOMMYHUKaLNOHHbIM
KaHanam gnsa npegoTsBpalleHns nonagaHns nHdopMmayny K HeaBTOPM30BAHHbLIM UCTOYHUKAM;

f) cBoeBpemMeHHOe pearvpoBaHue Ha cobbiTve (TRE): pearnpoBaTth Ha HapyleHne 6e30nacHOCTM NyTem
yBe[,0M/IEHUS COOTBETCTBYIOLLEN UHCTAHLUW, NpefocTaBNeHna faHHbIX ANa cyfe6HOW akcnepTM3bl Hapylle-
HUA U aBTOMaTUYeCKOTo NMPUHATUS CBOEBPEMEHHOTO KOPPEKTUPYIOLWEro AeNCTBUSA B CUTyaLusax, KpUTUYECKN
BaXHbIX C TOUYKN 3pEHUSI OCTUXEHNS NOCTABNEHHONW Lenu nan 6e3onacHocTu;

A)fAocTynHocTb pecypcoBs (RA): obecneunsBaTtb 4OCTYNHOCTb BCEX PECYPCOB CeTU 414 NpeAoTBpalleHns
aTak Ha 0TKa3 B 06CNyXuBaHuu.

HacToawwuii ctaHAapT COAEpPXUT BblllenepeyncieHHble TpeboBaHNs, HO B HEKOTOPbIX CryYasx apyrue
cTaHfapTbl cepun M3K 62443 npefoctaBnsioT 6osee geTasibHble HOPMATUBHbIE AaHHble. Hanpumep, TEeXHU-
yeckne TpeboBaHusA, Takne Kak LesloCTHOCTb U KOHPUAEHLNANTBHOCTb AaHHbIX, 6YAyT AeTa/bHO paccMoTpe-
Hbl B mocnegytowiei yactn M3K 62443.

5.4 SwenoHnposaHHaa 3awmnTa

Kak npasuio, HEBO3MOXHO [A0CTWYb Lesieit 6e30MacHOCTU NPYMEHEHNEM eAUHCTBEHHON KOHTpMepsl
unn MeToauku. Hanbonee coBeplUeHHOl cTpaTerueii ABnsieTCs UCNOJb30BaHME KOHLENuUn 3leoHUpPoBaH-
HOIi 3alWTbl, KOTOpas npegnonaraeTt NPUMEHEHNE MHOXECTBEHHbIX KOHTPMEp B BUAE YPOBHEI UKW CTyneHei.
Hanpumep, MOryT NPUMEHATLCS CUCTEMbI 4EeTEKTUPOBAHWA HECAHKLMOHUPOBAHHbLIX NPOHUKHOBEHWIA, onoBe-
wakouime o NPOHUKHOBEHNMN Yepe3 CeTeBOI 3KpaH.

5.5 KoOHTeKcT 6e3o0nacHoCTu

KoHTekcT 6e3onacHOCTM o6pa3yeT OCHOBY A/19 NOHMMaHUA TEPMUHOB U KOHLUENUWA 1 NnokasbiBaeT, Kak
pasnnyHblie aneMeHTbl 6€30MacHOCTU COOTHOCATCA MexXAay coboii. MoHATUe «6e30nacHOCTb» nojgpasymeBa-
eT 34ecb npegoTBpalleHe HeCaHKLMOHNPOBAHHOIO WAW HeXenaTefbHOro NPOHWKHOBEHUA, a Takxe BMe-
watenbcTBa B UCMPABHY W 3an/laHUPOBaHHY paboTy CUCTEMbI MPOMbILIIEHHOW aBTOMATUKN U KOHTPOSA.
Knbepb6esonacHoCTb pacnpocTpaHAeTCs Ha KOMNbIOTEpP, CeTb UK ApYrue NporpamMmupyemMble KOMNOHEHThI
CUCTEMBI.

KoHTeKkcT 6€30NacHOCTN OCHOBAH Ha KOHLENuuAX Yyrpo3, PUCKOB U KOHTPMEp, a Takxe B3auMOCBA3SAX
Mexay HUMU. B3auMocBA3b Mexay 3TUMMU KOHLENUUsSMMU MOXHO nokasaTb Ha npocToil mogenu. OgHa u3 Ta-
Kux mogeneii, onucaHHas B MCO/M3K 15408-1 («O6ume Kkputepum»), npefacraBrieHa Ha pucyHke 2. Apyroi
acrnekT B3aVMOCBA3M NMPOUNIIOCTPUPOBAH Ha PUCYHKe 3.
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PucyHok 2 — B3avMOoCBA3M MeXAy a1eMeHTaMn KOHTeKCTa

O6ecneyeHrie UHDOPMAaLMOHHONM 6BONacyYoCTn

PucyHok 3 — Mopgenb KoHTekcTa 6e30nacHoOCTH
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Mogenb KOHTeKcTa 6€30MacHOCTU, NpPeAcTaBleHHas Ha PUCYHKe 3, nokasbiBaeT, Kak COOTHOCATCA Apyr
C APYTOM pacluiMpeHHblli HA6op KOHUEeNnuuii B pamMkax ABYX B3aWMOCBS3aHHbIX NPOLECCOB — o06ecneyeHus
MH(OPMALMOHHOK 6e30MNacHOCTM 1 OLEHKN YTPO3 U PUCKOB.

5.6 OueHka yrpo3 n puckos

5.6.1 O6uwme NnosoxeHns

B KOHTEKCTe OLEeHKM Yrpo3 U PUCKOB UMYLLECTBEHHbIE OOBLEKTbI MOABEPXEHbI puUcKam. OTU PUCKW, B
CBOI0 o4epefb, MUHUMU3NPYIOTCS MPUMEHEHMEM KOHTPMep, YCTPaHAILWMUX YA3BMMOCTU, KOTOPbIe NCNO/Mb3Y-
I0TCA camun WU NO3BOMAIT UCNONb30BaTb APYrne yA3BUMOCTU pPas3MyHbIMU yrpo3aMmu. Kaxablii n3 atux ane-
MeHTOB onuncaH nogpobHee B 5.6.2—5.6.6.

5.6.2 Umyu,ecTBeHHble 06bEKThI

5.6.2.1 O6wue nonoxeHns

B LeHTpe BHMMaHMA nporpamMmmMbl 6€30NacHOCTU — WMYLLEeCTBEHHbIe 06BbeKTbl. 3TO TO, YTO 3almliaeT-
ca. UTo6bl B NONIHOI Mepe 0co3HaTb puck ans cpeabl IACS. Heo6X04MMO CHavyana cocTaBUTb ONUCh UMYLLe-
CTBEHHbIX 06BbEKTOB, HyXAalLWwmxca B 3awute. O6beKTbl UMYyLLECTBA MOXHO NogpasfennTb Ha husnyeckme n
nornyeckue, a TaKkxe KagpoBble Pecypcbl:

a) husnyeckne 06BHEKTHI, BKAOYAIT B ce6a Nt060i hu3nyecknii KOMNOHEHT UAN TPYNNY KOMNOHEHTOB,
npuHagnexatimx opraHnsayuv. B npomblliieHHOV cpefe Takmo 06beKTbl MOTYT BK/IOYaTbh B ce6A CUCTEMbI
ynpaBieHus, usnyeckme KOMNOHEHTbI CeTeil 1 cpefbl MPOXOXAEHNSA CUTHANO0B, CUCTEMbl TPAHCNOPTUPOBKY,
CTEHbl, MOMeLLEHNS, 34aHUA, TPYHT Unu nbble gpyrue dusnyeckne 06beKTbl, KOTOPblE TaK UAW MHAYe y4da-
CTBYIOT B yNnpaB/eHUN, MOHUTOPUHIE UK aHanu3e NPon3BOACTBEHHbIX MPOLLECCOB UMK NOAAEPXKAHUN OCHOB-
HOW KOMMepuecKkoii aeaTenbHocTUn. Hanbonee 3HaummMble husnyeckme 06bEKTbI COCTaBAAKT 060pyA0BaHueE,
KOTOpOe ynpaBnsaeTcsa CUCTEMOI aBToOMaTU3auuu:

b) nornyeckne o06beKTbl: HOCAT UHOPMATUBHBIA XxapakTep. OHM MOryT BK/IOuYaTb B ce6s MHTensek-
TyanbHYl0 COGCTBEHHOCTb, aNropuTMbl, BHYTPUPUPMEHHbIE METOAMKM, CNeunann3npoBaHHyo nHopmaymio
UNn apyrne MHOpMaLnoHHble 3/1eMeHTbl, KOTOPble BOM/IOWAT CNOCOOHOCTL opraHn3aumm MyHKLMOHUPO-
BaTb WM OCYLLECTBNATL HOBOBBeAEHNA. Kpome TOro, 06beKkTbl Takoro Tuna MoryT BkaYaTb B ceba penyTa-
LMo B rnasax ob6L,ecTBEHHOCTU, AOBepue nokynatenei unu gpyrue nokasaTenun, CHUWXEHWe KOTOPbIX Heno-
CpeAcTBEHHO OTpaxaeTcs Ha 6usHece. Jlormyeckme 06bekTbl MOryT 6bITb B (hopmMe yenoBeyeckoil namaTu,
[OKYMEHTOB, WH(hopMaunn, cogepxalleiics Ha MaTepuasibHbIX HOCUTENSX, WKW 31EKTPOHHbIX 3anuceii, oT-
HOCALWMXCHA K MH(DOPMALMOHHOMY 06beKTy. Jlormyeckne o6bEKTbI MOTYT BK/OYaTh B ce65 Takxe pesynbTaTbl
UCNbITaHNA, faHHble COOTBETCTBUA HOPMATUBHbLIM AOKYMeHTam unu nbyto Apyrywo nHgopmayuio, Kkotopas
cunTaeTcs BaXHOW MW MponpuveTapHoil uan MoxeT NM60 faTb, TM60 06ecneynTb KOHKYPEHTHOE MpenmMylLle-
CTBO. YTpaTta /1ornyeckux 06bLeKToB 4acTo YpeBaTa BecbMa A/INTE bHbIMU U BPEAOHOCHBIMU NOCEeACTBUAMU
ONA opraHusauuu.

Mpouecchl ynpaBaeHUs ABNAKTCA 0C060i (POPMOI normyecknx 06bLekToB. OHM copepxaTt I0TUKY aB-
TomaTtusauum, NpMMeEHsiemMylo MNpu OocyllecTBAEHUM NPOMbILIEHHOrO npouecca. Takue npoueccbl CUIbHO
3aBUCAT OT UMKIMYHON WUAW HENPEPbLIBHOW peanu3auun TOYHO OnNpefeneHHbIXx cobbiTuin. HapyweHue 6es-
OMNAaCHOCTW TEXHO/IOTMYECKNX 06BEKTOB MOXET OCYLeCTBAATLCA Kak usnyeckummn (Hanpumep, paspylieHve
HocuTeneit), Tak U Hedhnanyecknmmn (HanpuMmep, HecaHKLMOHMPOBaAHHOE U3MEHeHue) cpeacTBaMy U NPUBO-
OUTb K HEKOTOPOW NOTEepo L,e/IOCTHOCTM WM AOCTYMHOCTM caMoro npouecca;

C) KafpoBble pecypchl: BKIOYaOT B ce6a pabOTHNKOB, & TaKXe UX 3HAHWA W HaBblkM, COOTBETCTBYIOLLME
X NPOWU3BOACTBEHHON AeATeNbHOCTU. MTocnefHANA MOXeT BKtoUYaTb B cebs Heob6xoauMble npoLeaypbl cepTu-
hukauun. onbiT paboTel c 06opyf0BaHMEM, UIW APYTYI0 AeATEeNbHOCTb, KOTOpas He 3aTtparvsaeT npoueccol
aBTOMaTM3MPOBaAHHOrO NPOVU3BOACTBA, UM BaXHble HaBbIKM, HEO6X04NMbIE B Upe3BblUaiHbIX cuTyauusax. Tex-
Honormyeckoe obopyfoBaHvne peako 6biBaeT NMOSIHOCTbIO aBTOMAaTM3MPOBaHHbLIM, U c60M B onepaumax, npo-
N3BOAUMbIX COTPYAHUKAMUN, MOTYT CYLLECTBEHHO OTPA3UTLCA Ha NPOU3BOACTBE, HECMOTPSA HA OTHOCUTE/IbHYIO
COXPaHHOCTb (PU3NYECKUX U OTUYEeCKNX cuctem. Hanpumep, n3-3a own6OYHOro cpabaTbiBaHNA 3aBOLCKON
curHanusaumy nepcoHan MoxeT nNpefnpuHATL OCTAHOB U 3BaKyauuio C 3aBoja, XOTS B cMCTeMax NMPOMbIL-
NIeHHO aBTOMATUKN 1 KOHTPOJISE HUYEro He 6bI10 HapyWeHo HY Ha YU3NYECKOM, HU Ha SIOTMYECKOM YPOBHE.
Nio6oe npowucliecTBMe UNKN ataka, NPUBOAALLNE K TPABMUPOBAHUIO COTPYAHMKA, BYAyT paccMaTtpuBaTbCs Kak
3aTparvBarwlyne kagpoBblil pecypc.

5.6.2.2 OueHKa UMyL,ecTBeHHbIX 06bEKTOB

UT0o6bl COOTBETCTBOBATL Kateropuu uU3n4ecKoro nam normyeckoro ob6bekta umylecTsa, 3ToT 06bEKT
LOMKEH NpuHagnexaTb opraHusaunm nam oTHOCUTHLCA K HEl MHbIM cnocoboM. OH JONXeH Takxe npeactaB-
NATb LEHHOCTb AN opraHu3aummn. LleHHOCTb 06beKkTa MOXeT 6bITb BblpaxeHa inbo B KOIMYECTBEHHOM, NN60
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B KAYE€CTBEHHOM OTHOLIEHUN. HeKoTopble opraHn3auun MOryT cumTaTb KayeCTBEHHYI0 OLeHKY [O0CTaTOYHbIM
KpUTEPUEM ANA BbIpaXEHUS UMYLLECTBEHHOTO yulep6a B X0fe aHanm3a pUCKOB:

a) KoniMyecTBEeHHas oLeHka 06beKTOB: 06bEKTY, KOTOPOMY faHa Ko/MYecTBEHHas OLEeHKa, COOTBETCTBY-
eT TOYHbI NOoTeHuManbHbIl PUHAHCOBLIN ywep6. OH MOXeT BbipaxaTbCs B CTOMMOCTU 3aMeHbl, CTOMMOCTH
NOTEPSAHHOro cHbITa UNKN APYTNX (PUHAHCOBLIX NoKasaTenax. KonnyecTBeHHas oueHka TpebyeT cKpynyne3Horo
aHanmsa CTOMMOCTW 415 NONyYeHMA TOYHOW Undpbl, 3aTO aeT opraHM3alnum HaMHOro 60siee ACHY KapTUHy
noTeHuManbHbIX NOCNEACTBUIA ywepba;

b) KaYeCTBEHHasa OUEHKa 06BEKTOB: KayeCTBEHHbIl yliep6 06bIYHO BbipaxaeT 60/10e abCTpaKTHbIN ypo-
BeHb yulepba, Hanpumep ero NPOLEHTHYI0 WU OTHOCUTENIbHYI0 Be/IMYMHY, KOTOpasi COOTBETCTBYET, Hampu-
Mep. He3HauuTeNlbHbIM NOC/eACTBUSIM, 3HAYUTENbHLIM NOCNEeACTBUSM UM OTCYTCTBUIO NOCNEACcTBUA. MHO-
rme 06bEKTbl MOXHO NpoOaHasIM3npoBaTh NNLWb C TOYKM 3PEHUS KayecTBEHHOro yuiep6a. Mpouenypy OLeHKu
PUCKOB MOXHO HauyMHaTb C KAYECTBEHHOU OL,eHKN 06BEKTOB 418 AOKYMEHTUPOBAHNS GOMbLINX PUCKOB U 060-
CHOBaHUS NPOEKTa N0 Pacxof0BaHuio AeHer Ha IKBMAALMI0 NOCNeACTBUI C LLeNblo CHUXEHUSA pucka, a 3aTem
NoAKPenuTb KOIMYECTBEHHbIM aHaIM30M A8 NONYYEHUS AeTanbHOW KapTUHbI MOABEPXEHHOCTU PUCKY.

LleHHOCTb MOXHO KnaccuuumpoBaTb N0 TUNY NPUYMHAEMOrO yuiep6a, KOTOpbIi MOXeT 6biTh MPAMbIM
UN KOCBEHHbIM:

C) NpsAMOW yuiep6: oTpaxaeT CTOMMOCTb 3aMeHbl 06bekTa. MpPUMeHNTeNbHO K (ON3MYEeCKOMY 06bEeKTY
3Ta CTOMMOCTb MOXeT BK/oYaTb B Ce65 CTOMMOCTb 3aMeHbl CaMoro ycTpoicTea. Jlornueckum ob6bekTam co-
OTBETCTBYET OTHOCUTE/NIbHO Masblii NPSAMON ywep6 No CPaBHEHUIO C UX NOMNE3HOCTbIO, MOCKOJIbKY HOCUTESb,
Mcnofb3yeMblii N8 XpaHEHUs Takoro 06bekTa, 06bIUHO AeLleBblid;

d) KocBeHHbIV ywep6: oTpaxaeT noboli yuep6, BbI3BaHHbIN BbIXOAOM 06beKTa U3 CTPOS, 3a KOTOPbI HeceT
OTBETCTBEHHOCTb Cama opraHusauus. Takoi yuep6 MoxeT BkiouaTb B cebs yObITKM, CBA3AHHbIE C TEXHOIOXYe-
CKUMW MPOCTOAMYU, A0Pa6OTKOW, Unu Apyrne MpPoM3BOACTBEHHbIE PACXOAbl, 00YCNOB/IEHHbIE BbIXOLOM 06beKkTa
13 cTposi. KocBeHHbIl yuiep6 NpMMeHUTENbHO K hU3nYecknM o6bekTaM 06bIYHO BK/IOYAET B ce6si nocneacTaus
cnaja npou3BOACTBA M3-3a BbIXOAa U3 CTPOSi KOMNOHEHTa. KOCBEHHbIN yiep6 NpMMeHUTENbHO K I0rMYeckuM 06b-
eKTam 4acTo 3HaunTeneH. OH Bk/lOYaeT B cebs1 NoTepro AoBepuns 06LEeCTBEHHOCTH, yTpaTy IMLEH3UN Ha IKCMy-
aTaumio U3-3a HapyLleHUsi HOPMaTUBHbIX MPEeANUCaHWA 1 NOTEPID KOHKYPEHTHOTO NpeuMyLecTBa, 4OCTUTHYTOro
6narofaps peanusauun UHTeNNEKTyabHO COGCTBEHHOCTMU (HanpuMep, KOHMAEHUMaNbHOW TEXHOOTMN).

5.6.2.3 Knaccudukauymsa ywepba

O6beaAuHNB MHhOPMAaLMI0 O TUMax 06bEKTOB M OLEHKe, MOXHO MokasaTb TUMbl yulepba AN Kax[oro
Tuna o6bekTa, kak nokasaHo B Tabnuue 1.

Ta6nuuya 1— Tunblywep6a B 3aBUCUMOCTM OT TUMOB 06LEKTOB

KayecTtBeHHas unu

Tup o6bekTa

dusnyeckuii

Jlornyeckuii

Mpsamoii ywep6

MOXET ObITb 3HAUMTESIbHBIM,
oTpaxast CTOMMOCTb 3aMeHbl
obbekTa. lpsmoli yuepb sB-
NsieTca cneAcTBMEM Hencnpas-
HOCTW pU3NYECKUX OBBHEKTOB
no NPUYMHE yTpaTbl UX LieNoCT-
HOCTU W/ AOCTYMHOCTM W Ha
pYLLEHUS TOYHOW nocnenoBa-
TENIbHOCTW onepauuii unn cra-
6UNbHOTO XapakTepa npouecca

Hu3kniA, T. K. HOCUTENN WH-
chopMauum 4acto felleBbl K
NErko 3amMmeH1MmbI

KocBeHHbI* yuep6

MocneacTBus cnaga npous-
BOACTBA.  BbI3BAHHOMO  Bbl-
X04OM 06bekta W3  CTpos,
BK/lOYasi MoTeplo  ynpasre-
HUSI. BbIXOA W3 CTPOS UM Mo-
BpexXAeHne 4pyrnx 06beKTos,
1 y6bITKM U3-3a NPOCTOEB

Yacto  u3-3a
yTpaTbl VHTENNeKTyabHol
COGCTBEHHOCTU. packpbITus
nponpueTapHbIX METOAWK WK
HapyLleHns  HopMaTUBHO-Npa-
BOBOr0 COOTBETCTBUA. KOCBEH-
HbliA ywep6 OT MoBpeXaeHNUs
obopyaoBaHna Man pasrnalle-
HWA [aHHbIX [TIOKET NoByanTb K
NpUOCTaHOBKE MPOLLECccoB, f0-
paboTkam. MoaudmKaLMsam nam
[Apyrum aeiicTBuaM no BoccTa-
HOB/IEHWIO KOHTPONA Haf, npo-
N3BOACTBEHHBIM MPOLIECCOM

3HaunTeneH.

KOonnyecTtBeHHasa OoueHKa

KauecTBeHHast uim  Konuye-
CTBEHHasi. [JIOXET GbITb CHaYa-
Nla KayecTBEHHOW ANsA BbICO-
KUX YPOBHEN pucka, a 3atem
KO/MYECTBEHHON AnA  60Nb-
Leli TOYHOCTH

Yaule Bcero KayecTBeHHas,
OflHAKO HekoTopble nocneg-
CTBMA cnaja npou3BOACTBa
MOTYT UMETb KO/IMYECTBEHHBIN
XapakTep
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OKOHYaHue Tabnunubl 1

Tvn obbekTa

KagpoBbliii pecypc

MpsHoiA yLep6

OT Hu3KOro [0 cpegHero B
3aBMCMMOCTM  OT  TSDKecTu
TpaBMbl paboTHVKa. HesHauu-
Te/lbHble TpaBMbl MpU KOPOT-
KOM nepuofe peabunutauuu
MOryT 06epHYTbCA  HU3KUM
npsaMbIM yllepbom ans opra-
HM3aUMn. XoTA cama Tpasma
MOXeT UMeTb A/INTe IbHble No-
cneacTBvs 4151 TPABMUPOBaH-
HOro paboTHuka

KOCBEHHbI YLLEPG

OT HU3KOro A0 3Ha4YNTesiIbHO-
ro0 B 3aBUCUMOCTU OT TSXKECTU
TpaBMbl W PON paboTHVKA B
OCyLLEeCTBIEHUM  npoLecca.
3arpatbl Ha CBEpPXYpO4Hy
paboTy 1 pacxoipl Ha BPEMEH-
HYl0 3amMeHy paboTHWKa MOryT
3HaUMTENIbHO BapbMPOBaTHLCA
B 3aBUCUMOCTM OT 4/IUTE/bHO-
CTM nepuofa peabuautauuu
paboTHuKa.

KauectBeHHas wm
KONMYECTBEHHasA OLiEHKa

HenocpeAcTBeHHbI kaue-
CTBEHHbI yllep6 npous3soa-
CTBY. 3a KOTOpbIM criefyet
KOMMYECTBEHHbIN yLLEep6, 06y-
CMOB/EHHBI pacxojamui  Ha
BOCCTAHOB/IEHVNE  TPyAoCMo-
COGHOCTU WM 3aMeHy paboT-
HUKa

TpaBmbl, NpuBoAsLLME K 6ec-
CpOuYHOli noTepe paGoTocno-
COBHOCTU. WKW CMepTb MO-
TyT MOBMEYb 3HAUYUTESbHbIE
pacxofpl 13-3a KOCBEHHOTO
yliep6a, ec/im npu ero oLeHke
NPUHUMAIOTCA B pacyeT co-
uManbHasi OTBETCTBEHHOCTb,
noTeHUManbHble  Cyae6Hble
U3AEPXKKV 1 KOMMEHcaLMN

5.6.3 Ya3BumocTun

YA3BMMOCTUN NpeAcTaBnsaoT coboii cnabble MecTa B cucTeMax, KOMMNOHEHTaxX WAWM opraHm3almax.

YA3BUMOCTU MOTYT 6bITb Pe3y/ibTaTOM HaMEPEHHbIX MPOEKTHbIX PeleHniA N 6biTb CyYaHbIMU 1 SB-
nATbCA cneacTBMEM HenoHMMaHusa yHKuMoHanbHOW cpefbl. OHM MOryT BO3HMKATb U NO Mepe cTapeHus
obopypoBaHus, NPUBOASALLETO K €r0 HENPUTOLHOCTU, €CIn 3TO cyyaeTcsa 6bICTpee, YeM 3akaHuMBaeTCs TU-
NMUYHbIA CPOK (DYHKLMOHMPOBAHMNS OCHOBHOTO NpoLecca uan ynpasnsemMoro o6opyfoBaHus. YA3BUMOCTU He
CBOAATCA TO/IbKO K 3/1EKTPOHHbIM UM CeTEeBbIM cucTeMam. MoHUMaHne B3anMOCBA3N MexXay husnyecknmm
(B TOM uncne YenoBeYeCKMMM) N INEKTPOHHbIMU YA3BUMOCTAMU KpaitHe BaxHO ANna onpegeneHns addek-
TUBHOII 6€30MacHOCTU CMCTEM MPOMbILWJIEHHO) aBTOMATUKA U KOHTPONS.

CucteMa NpoMbILWEHHOW aBTOMATUKN U KOHTPOSA, U3HAYAIbHO UMeloLas OrpaHnYeHHyo Ya3BUMOCTb,
MOXeT cTaTb 60/1ee yA3BUMOW B TakMx yCNOBUAX, KaK U3MEHeHNe cpefbl, U3MEHeHne TEXHONOINIA, 0TKa3 KOM-
NOHEHTOB CUCTEMbl, HEBO3MOXHOCTb 3aMeHbl KOMMNOHEHTOB, TeKy4YecTb KaApOB W packpbiTue MHdopmayuu
M CyLeCcTBYOLUX YA3BUMOCTAX.

5.6.4 Puck

5.6.4.1 O6wune NoNoXeHns

Puck onpegensatoT Kak oxugaHue yuwepba, BblpaXeHHOe BEPOSATHOCTbIO TOr0, 4YTO onpegeneHHbli uc-
TOYHWK Yrpo3bl BOCNONb3YyeTCA OnpefeneHHOoN YyA3BUMOCTbI0 06bekTa, YTO nNpuBefeT K oTpuuaTtesibHbIM Mo-
cneacTBMaM. Puck 3aBUMCUT OT yrpo3bl, YA3BMMOCTU U NOCAeACTBUA, rae nocneactBme — 3TO oTpuuatesnibHoe
BO3jelicTBME Ha opraHm3aLuio, KoTopoe 06yCNO0BNEHO KOHKPETHbIM BPeAOM MMYLLeCTBEHHOMY O0ObeKTy nau
06beKTam BHYTpY opraHu3sauuu, NpPUYNHAEMbIM KOHKPETHOR Yyrpo30ii nnun ya3sBMMOCTbIO. Yrpo3a 1 yAa3BUMOCTb
MOTYT ObITb BblpaXeHbl Yepe3 BEepOATHOCTb BO3HWKHOBEHUS. BepOSATHOCTb BO3HUKHOBEHWSA — 3TO BEpOAT-
HOCTb TOrO, YTO KOHKpPeTHOe AeiicTBUE Npon3oigerT.

Co6CTBEHHMKAM MMYLLECTBEHHbIX OOBEKTOB cnefyeT paHXupoBaTb CTOMMOCTb CMArYeHUA nocnep-
CTBMWIA UM CTOMMOCTb PEMOHTA U BK/OYATb UX B OLEHKY pucka. Co6CTBEHHUKAM cnefyeT Takxe HasHavyaTb
COOTBETCTBYIOLWME KOHTPMEPBI 418 MaKCUMalbHOro CMArYeHUs pUCKOB HapyLeHna 6e30nacHoOCTU NP MUHU-
ManbHbIX (DMHAHCOBbLIX 3aTpaTax.

Niob6as nonHoueHHana MeToAMKa OLEHKM pucka mpegnosaraet noaTanHblii aHann3 BCcex 3afeiCcTBOBaH-
HbIX CUCTEM, HAuYMHaAsA C CUCTEM, HENOCPEACTBEHHO [lOCTYNHbIX A4NA Yyrpo3bl, U Aanee K cuctemMam MeHee f0-
CTYNHbIM. Ba30Bblli METOA OLLEHKM pUCKa COCTOUT U3 CeAyLWmnX Tpex aTanos:

1) oueHKa UCXOHOIo puUcKa;

2) peanusauunsa KOHTPMeEpP Mo CMATYEHUID puUcKa:

3) ou,eHKa OCTaToOYHOro pucka.
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Mpn Heo6xoaMMOCTM aTanbl 2 U 3 JA@HHOro MeToAa NOBTOPSAIOT A1 CHUKEHUS OCTATOYHOro pucka Ao
[ONycTUMOrO YpOBHS. B yacTHOCTW, BTOPOI 3Tan BkAOYaeT B ce6S OUEHKY CyWecTBYLWNUX Mep 3alunTbl u
peanusauuio NaaHoB No J06aBNEHNI0 KOPPEKTUPYIOLWUX UAWM AONOMHUTENbHbBIX KOHTPMEP. B nocnegytouieit
yactn MOK 62443 6yneT npefcTaBneHo 6onee geTanbHoe onucaHne meToga onpegeneHns pucka.

TUNUYHbIE PUCKK, NPUHUMAEMble BO BHUMaHWe, BKNOYAlOT B ceb1.

a) puckn gna 6es3onacHoOCTU nepcoHana, Takue Kkak CMepTb UAn TpasBMbl;

b) puckn [NA TexXHonormyeckolii 6esonacHoCTW, Takue Kak nospexpaeHuss obopygosBaHus unu cé6ou B
KOMMep4yecKon eaTenbHOCTH.

C) puckum Ans UHOpPMaLMOHHON 6e30macHOCTW, Takne Kak PMHaHCOBble, NPaBOBble HapyLleHWa uau
noteps penytauuu TOProBoi Mapku;

d) aKo/orMyeckuin puck, Takoi Kak yseoMeHVe 0 HapyLWeHUn, NpaBoBble HapyLWeHNa Uan 3HaunTenb-
HbI yuiep6;

e) puckn gnsa 6usHeca, TakMe kak c60M KOMMepPUYeCcKon AeAaTeIbHOCTH.

5.6.4.2 YpoBeHb f0NYCTUMOCTHU puUcka

BbIXOAHBIMU aHHBIMW Ka4eCTBEHHOr0 aHa/n3a pucka siBnaeTca nepevyeHb 06bLEKTOB WM CUueHapueB
CO CBOAHOI BEepOATHOCTbIO BO3HUKHOBEHWA U rpagauueii nocnefcTsuii. B o6s3aHHOCTN pykoBOACTBa BXO-
OVT onpejenieHne COOTBETCTBYIOLLMX Mep BO34eNCTBUA NO MyHKTaM Ha OCHOBe Takux rpagauuii. Hekotopble
opraHusaumm NpMemMnoT OTHOCUTENIbHO BbICOKME YPOBHU pucka (B 4aCTHOCTU, AUHAMUYHO pa3BuBawoLlmnecs
KOMMaHuK), a HeKoTopble KOHCEpPBaTUBHbI U ABAAIOTCA NPOTUBHUKAMKU puUcKa. A 3HAUUT, onpegeneHHblii ypo-
BEHb OCTATOYHOro pUcka MOXeT 6blTb NpuemMaemM AN O4HOW opraHu3auuu n Henpuemnem AN gpyroi. flaxe
B npejenax oAHOW opraHusauun oTAesbHble NPpeanpuATUS MOTYT UMEeTb pasHble MoXeslaHUsA OTHOCUTENbHO
PUCKOB UK WX AOMNYCTUMOCTU. PYKOBOACTBY ciegyeT 4eTKo onpeAensATb U OCO3HaBaTb, KakoBbl €ro Mnoxe-
NaHns OTHOCUTENbHO PUCKOB UAW UX AONYCTUMOCTM, 4YTOObI Nydlle NPoAYyMbIBaTb YPOBEHb CBOWX OTBETHbIX
felcTBUIA MO OTHOLEHMNIO K BbIIBIEHHLIM OCTATOYHbIM PUCKaM.

PeweHne npobseM, cBA3aHHbIX C 6€30NaCHOCTbI0 CUCTEM MPOMbILLIEHHON aBTOMATUKN W KOHTPOASA, B
LeNIoM He NMPUBHOCUT HOBbIX PUCKOB, HO MOXeT CNOoCO6CTBOBATb HOBOMY BOCMPUATUIO YXe CYLLeCTBYHLLNX
puckoB. Hanpumep, B KOHTEKCTE MPOMbILW/IEHHON aBTomMaTu3aLMnm puckam, CBSi3aHHbIM C 6e30MacHOCTbIO,
06bIYHO yAensaT 60/blue BHUMAHNA.

Be3onacHoCTb cUCTEM NMPOMbILINEHHOVW aBTOMATUKM U KOHTPONA He TpebyeT nepeocMbicieHna cnocoba
onpefeneHnsa ypoBHA A0NYCTUMOCTU PUCKOB; 3TOT CNOCO6 3aUMCTBYIOT U3 APYrUX METOAUK ynpaBneHusa pu-
ckamu B opraHusauuu.

5.6.4.3 Mepbl BO34ENCTBUSA HA pUCK

CyuiecTByeT HECKO/IbKO BO3MOXHbIX Mep BO3AeliCTBMA Ha puUCK. B 3aBMCUMMOCTM OT 06CTOATENLCTB Op-
raHusaumm MoryT npuberatb K TOW UAW MHON KOMOBMHALUN Mep B KaXA0i cuTyauuu:

a) UCKIYeHne pucka U3 npoekta; ogHa M3 OPM CMATYEHUS pucka — W3MEHWUTb MPOEKT CUCTEMbI
Takum o6pas3omM, YTO6bI UCKIIOYNTL ITOT PUCK. HEKOTOPbIE PUCKM CYLLEeCTBYHOT NMPOCTO NMOTOMY, YTO BO3MO-
XEeH AOCTYN K 4eMy-TO. HECMOTPS Ha TO YTO A4OCTYN HUKOrfga He notpebyetca. CMArYUTbL PUCK MOXHO NMyTeM
NONHOV OTMEHbI HEHYXHON (DYHKUMU N 6N10KMPOBaHUA K Hell goctyna. OpraHuMsauum moryT npuHuMaTth
COOTBETCTBYlOLME GU3HEC-PELLEHNS, YTOObI NCKAIOYNTL puck. Takas mepa BO34eliCTBMS MOXET BKIYaTb B
cebs co3HaTe NbHbI 0TKa3 oT yero-nm6o, 6yAb TO HOBbI MPOAYKT NOCTaBLMKa, CUCTEMA UK 3akKIlYeHne
[vrosBopeHHOCTH;

b) CHUXEHWe pucka: pUCK MOXHO CHU3WUTb A0 AOMYCTUMOrO YPOBHA MyTeM peanusauun KOHTpMmep, Ko-
TOpble YMeHbLIAT BEPOATHOCTb araku WAM orpaHuymMBaloT ee nocneAcTBus. MpuHLMNMANbHBIA MOMEHT B
JaHHOM cnyyYyaB — [0OCTUYb AOCTATOYHOIO YPOBHSA 6€30NacHOCTU, HO HE UCKUYNTb PUCK MOMHOCTbLIO:

C) NPUHATME pUcKa: BCerfja ecTb BapuaHT NPUHATL PUCK, paccmaTpuBas ero Kak 4acTb U3Jepx ek aKc-
nayatauuv npeanpuatua. OpraHusauun fo/xHbl 6paTe Ha ce6s HEKOTOPble PUCKM, N UX He Bcerga ygaetcs
CMATYNTb AW NepefaTtb NpU UNTUMaNbHbIX 3aTpaTax;

d) nepegava unm pacnpegenieHne pucka: BO3MOXHO 3aKN0UYNTb Kakoi-nMbo f0roBop CTpaxoBaHWUa Uan
cornaweHve no nepegaye BCEro pucka WAM €ro 4acTu CTOPOHHEMY cy6bekTy. TUMUYHbLIA npumep — cy6-
noapag Ha onpefefieHHble onepauum unu ycnyru. Takoe peleHue MoxeT ObiTb He Bcerga addekTusHO,
NOCKOJIbKY MOXET pacnpoCTpPaHATbCA He Ha BCe MMYyLLecTBEeHHble 06bekTbl. CTpaxoBoi AoroBop kubepbe-
30M1acHOCTN MOXEeT KOMMEeHCUPOoBaTb HEKOTOpble TUMbl ywepba, HO He yuiep6, OTHOCALWMIACA K NOTUYECKUM
o6bekTaMm, Hanpumep NOTepro L0BEPUS CO CTOPOHbLI NoTpebuTenei;

€) UCKoYeHEe NN NepecmMoTp U36bITOYHBIX NN HEI( D EKTUBHbLIX Mep 3aluTbl: B paMmkax adpeKkTus-
HOli OL,eHKM PUCKOB BbISIBASAIOT U NPUBOAAT B COOTBETCTBME MOAOGHbIE Mepbl 3aLliUTbl, UTOObI MOXHO 6bl/10
yAenatb 60Nblie BHUMAHUA Mepam 3alinTbl, KOTopble 3 eKTUBHbI U pe3ynbTaTuBHbI.
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5.6.5 Yrposbl

5.6.5.1 O6uwue nonoxeHns

Yrpo3sbl XxapakTepusyoT BO3MOXHble AeliCTBMA, KOTOpble MOTYT 6bITb NPEeANPUHSTLI B OTHOLIEHWMN CUCTe-
Mbl. OHM NPOABAAIOTCA B CaMblX pas/iMyHbiX hopmax, HO Hanbonee pacnpocTpaHeHbl cregyloLimne:

a) cnyvaiHble: NML0, He 3HAaKOMOE C COOTBETCTBYIOLW UM pernamMmeHToM 1 NoINTUKONM UK MO HeJoCMOTpY
co3gaeT cayyvaiiHblii puck. Bo3MOXHO Takxe, 4TO opraHu3aumsa He 3HaeT 060 BCex puckax u o6HapyxuBaeT UxX
cnyyaiiHoO B Xofe aKcnayaTalumn C0XKHbIX CUCTEM MPOMbILLIEHHON aBTOMAaTUKN N KOHTPONS:

b) HECAHKLMOHNPOBAHHbIE U3MEHEHWS: 0GHOBNEHNSA, UCNPABNEHNA U ApYTMe N3MEHEHNA B onepaLuoH-
HbIX CMCTEMax, MPOrpaMMHbIX MPUNOXEHUSIX, KOHUTYpaLusax, BO3MOXHOCTAX B3aumMogeicTena n o6opygno-
BaHUN MOTyT cO34aTb HEOXWAAHHYIO Yrpo3y 6€30NacHOCTN CUCTEM MPOMbILLUEHHOW aBTOMaTUKN U KOHTPONS
unn nouTeeTcTBYylOWern MpounssogcTeeHHoro Mpouecca.

dakTop yrposbl — NOHATUE, UCNOMb3yEMOE A1 ONUCaHNA CcyObekTa, NpeAcTaBsatoLWero co6oi yrposy.
dakTopbl yrpo3bl M3BECTHbI M Kak 3/10YMbIWAEHHUKN MAN Hapywutenu. OHWM npeAcTaBieHbl BO MHOXeCTBe
pasnunuHbix opm. Mpumepbl Takux hakTopos BKIOYAKT B cebs:

C) MHcaigep: AOBepeHHOoe NNL0, COTPYAHUK, MOAPSAAUMK WM NOCTaBLW MK, BNajewlwmne niopmaunei,
KoTopas, Kak npaBu/o, He U3BecTHa 06l ecTBEHHOCTN. Hcaligep MoXeT npeAcTaBAsATb CO60M yrpo3y gaxe
npu OTCYTCTBMMW Heb6NaroBuAHbIX HamepeHuii. Hanpumep, yrposa MOXeT BO3HUKHYTb B pe3ynbTate obxoxae-
HWUA MHCallfepoM 3/1eMeHTOB ynpaBneHnss 6e30NacHOCTbIO AN BbINOIHEHUSI CBOe paboThbl;

d) ayTcaiigep: nML0 WAK rpynna, He HajesieHHble NPaBOM BHYTPEHHero AocTyna, N3BecTHOe UK He U3s-
BECTHOE L,eNneBoll opraHmnsaummn. Aytcaingepbl MOrnun korga-To 6biTb MHCaaepamu.

e) npupofHble co6bITUA: BKIOYAIOT B ce65 yparaHbl, 3eMN1eTpPACEHUSA, HaBOLHEHNS U TOPHAO0, KOTOpble
06bI4HO cuMTalTCs hU3NYecKoi yrposoii.

Yrpo3bl, nepewegjline B feiicTBMe, U3BECTHbI Kak aTaku (MHorga o603HayalTCs Kak HecaHKLMOHUpPO-
BaHHble NPOHUKHOBEHMA). Kak npu pa3paboTke KOMNOHEHTOB W CUCTEM, TaK U Npu peanusauyuu nporpammbl
6e30MacHOCTY B Npejeniax Npon3BOACTBEHHOrO 06bekTa UM OpraHM3anm MOXHO MOLeNMpoBaTh ataku, 4To-
6bl YAOCTOBEPATHLCSA, YTO KOHTPMEPbLI AENCTBYIOT U CNOCOGHBI BbIABNATL U cAepxuBaTb UX. MogenvposaHune
CLueHapues 1 cXeMbl aTak — 37O NPUMepbl METOA0B, KOTOPbIE MOXHO UCMO/b30BaTh.

Yrpo3bl MOryT 6bITb MACCUBHLIMU UN aKTUBHbIMUW. KaXAblii TMN Yrpo3 OnucaH B HMXKEeCcNeayLwmnx nog-
NyHKTax.

5.6.5.2 MNMaccusHble yrposbl

C60p nMaccuMBHOWN MHpopMaUnn MOXeT AaTb NOTEHLMaNbHOMY 3/10YMbILIIEHHUKY MHOTO LiEHHbIX CBe-
AeHni. dakTopbl Yrpo3bl 06bIYHO BKAKOYAKOT B Ce6S NacCUBHYO MHGOpMaLMo Npu crayyvaiHbiXx BepbanbHbIX
KOMMYHMKaLUAX C COTPYAHMKAMU 1 nogpsagunkamun. OfHako nuua, HaxoAsawmnecs Ha TeppUTopun Uam 3a tep-
puTopueli NPOM3BOACTBEHHbIX 06BEKTOB, MOTYT TakXe Nnojly4yaTb NacCUBHYO MHOPMAaLMI0O NOCPefCTBOM BU-
3yanbHbliX HabnwaeHnii. C60p NnaccMBHOW MHpopMaL MM MOXET BKAOYaTh B cebsi cOOp faHHbIX O NepecMeHax,
hYHKUMOHUPOBAHUN 060pyA0BaHNA, MaTepuasibHO-TEXHUYECKOM CHabXeHuu, rpadmkax natpynmposaHusa u
npoynx ysiseumocTtax. C60p naccuBHON nHpopmaymm nHoraa TPYAHO 06HAPYXNUTb, 0COBEHHO ecnin nHgopma-
LMo cobmpatT ManbiMy 4acTAMU U U3 HECKONbKUX UCTOYHMKOB. MOCTOSAHHOE HabnaeHne Hag HeobblvaliHo
N060NbITHBIMY NoceTuTensaMu, doTtorpadamu 1 NnepcoHanom (3avactyro 3a npegenamm MecT UCMOMHEHUSA UX
CNyXe6HbIX 06513aHHOCTEl) MOXET MOMOYb OpraHM3aLumnsam BbiABUTL C60P NaccuBHOW MHopmaLmmn, ocobeHHO
ecnun npu 3TOM TWaTesibHO NpoBepATCA UX 6uorpaduyeckue gaHHole.

MprvMepoM NaccuBHOW yrpo3bl sBAsSeTCs CHUDPUHT. CHUGP PUHT — 3TO OTCNEXMNBaAHUE JaHHbIX B NOTOKe
nHopmauun. CambiMU U3BECTHBIM CMOCO60M CHUMUHIa ABAsSieTCA NepexsaT AaHHbIX B NOTOKe MHGopMa-
umn. CHUPUHT MOXET 6biTb BECbMa U30WPEHHbIM. NHCTpYMEHTbI CHU( UHTa 06 ef0CTyNHbI U MO3BONASAT
nepexBaTbiBaTb AaHHble B Pa3/IMYHbIX KOMMYHUKALWOHHBIX CETAX. Takne ycTpoiicTBa 06bIYHO NCNOMb3YIOTCA
ONA ynpasfeHnsa KoHUrypaumusamm, nonucka n yctpaHeHus HemcnpaBHOCTEl B CETAX M aHannsa Tpaduka gaH-
HbIX. OJHAKO MX MOXHO Takxe Mcnonb3oBaTtb ANA c6opa cneunanbHbIX AaHHbIX O N1060M B3auMoaelicTBun B
npegenax cetu. Hanpumep, Npu cHU@UHIe NaKeToB AaHHbIX U Maposell 3/10yMbllW/IEHHUK TaliHO noAkloYa-
eTCsl K ceTn Yepes yaaneHHYo CTaHLMI0 Uan KoMnbloTep. WHCTPYMEHT cHUdbrHra 3aTemM NnacCMBHO OTC/IEXMU-
BaeT nHopmMauunio, nepecobinaeMyto BHYTpU ceTun, n doukcnpyeT nHpopmaymio Ha AUCKOBOM 3anOMUHAOLLLEM
yCcTpoiicTBe, Npuyem 3Ty MHOPMALUI0O MOXHO B AasbHeilleM 3arpy3nTb U aHanusnpoBaTb A8 NOAyYeHUs
naeHTUMMKaLMOHHOW nHpopmalm 1 naponei nonb3osartens.

5.6.5.3 AKTVBHbI€E Yrpo3bl

5.6.5.3.1 O6wue nonoxeHmsa

AKTMBHbIe Yyrpo3bl O6bIBalOT HECKONbKNX BUOB:

- KOMMYHUKaLUUHHaA aTaka;
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BTOpPXEHMe B 6a3y AaHHbIX:
- BuclpuunsBb/BHuE;
(MKTUBHAA aBTOpM3aLUA U MACKMPOBKa NOJ 3aKOHHOTO Nosb3oBaTens;
coumanbHas MHXeHepus;
- (OULLKHT;
BPEeAOHOCHbIN Kog;
- 0TKa3 B 06CNyX1BaHWK;
pacwmpeHve npueBunerni;

- m3nyeckoe nospexgeHune.

5.6.5.3.2 KoMMyHU/KaLNnOHHaA aTaka

KoMMyHUKaLMOHHaA aTaka UMeeT LeNblo HapyLnTb KOMMYHMKaLMI0 C CUCTEMOW NPOMbILLNEHHON aBToOMa-
TUKN 1 KOHTPO/IA. KOMMYHUKaLMOHHbIE aTakn 6bIBalOT HECKONbKUX BUAOB. [laHHble aTaku MOTyT OCYLLEeCTBNATb-
CA Ha HECKONIbKMX YPOBHSIX BHYTPU CUCTEMbI, HA4YMHaA C YPOBHA NpoLieccopa KoMmnbloTepa u ganee no BOCXO-
AAwen, n HULMMpOBaTbCA 3a Npefenamu NnpeanpuATUA, Kak B caiyvyae atakum Buga «0Tkas B 06CNyXmBaHUm»
(D0S) 4NA KOMMYHUKALWOHHBIX CUCTEM.

5.6.5.3.3 BTopxeHue B 6a3y gaHHbIX

BTopxeHune B 6a3y AaHHbIX — (hopma aTakum Ha Be6-cailT, ynpaBnsemblii 6a30li faHHbIX, B X04€e KOTOpOoi
3/10YMbILWIEHHUK peann3yeT HeaBTOPU30BaHHbIE KOMaH/bl, NOb3ySACb HEHAAEXHbIM KOAOM B cCucTeme, CO-
e[\MHEHHOW ¢ VIHTepHeTOM, 1 AeiCTBYS B 06X0[ MEXCEeTeBOro akpaHa. ATaky ¢ BTOpXeHueM B 6a3y AaHHbIX
NPUMEHAIT ANA NOXULLEHNA MHOoPMaLun 13 6asbl faHHbIX, KOTOPble B HOPMasbHOM pexXume HeLOCTYMHbI,
n/mny nonyvyeHusa focTyna K XoCT-KOMNblOTEPAM OpraHv3auuu yepes KOMNbOTEP, Cofepxalinii 6a3y AaHHbIX.

5.6.5.3.4 Bocnpoussegexuve

N3 KOMMYHUKaLWOHHbIX NyTel cucTem ynpas/ieHns MOryT 6biTb CKONMPOBaHbI CUrHasbl, KOTOPblEe BNO-
cnepcTBUU MOryT 6bITb BOCNPOM3BeAeHbl ANA obecnevyeHns AocTyna K 3awWueHHbiM cuctemam unu danb-
cuukaLmm faHHbIX B CUCTEME NPOMbILW/IEHHOV aBTOMATUKN U KOHTPONSA. MoTeHLunanbHble 3/10yMbILLIEHHUKN
MOryT BOCNPOM3BOAUTb CUTHaNbl ynpaBneHusa [OCTynom, 6GuomMeTpuyeckne curHanbl U gpyrme curHanbl cu-
CTeMbI A1 NONyYEHUA HECAHKLMOHMPOBAHHOIO AOCTYNa K 3allMLEeHHbIM yYacTKaM Ununm cuctemMam, CoKpbITUA
He3aKOHHOI feATeNbHOCTU MW BbINOSIHEHNSA TOXHbIX OTBAEKaLWMNX MaHeBpoB. CuctemMma MOXeT peasin3oBbl-
BaTb B cebe ceputo nyTeli 4na c6opa AaHHbIX, ONOBELLEHNA N KOHTPO/A, 4TO NO3BONUT NpefoTBpaTuTbL coop
BCel nHopmauumn (c Lenbio ee fanbHeilero BOCNpou3BefeHuns) yepes eAnHNYHoe Noak04YeHne, Ans Bcei
noAcucTemsl, y3na o60pyaoBaHns, NpUNoXeHUsa unm 6asbl aHHbIX.

5.6.5.3.5 ®duKkTMBHAaA aBTOpMU3aLMA N MACKMPOBKA NoJ 3aKOHHOro nosib3oBaTens

B KOHTEKCTE BbIYMCNUTENbHbIX CETE NMOHATUS «(DUKTUBHAA aBTOPU3aLMA» N «MaCKUPOBKa MO 3aKOH-
HOro nonb3oBaTensi» UCMNONb3YITCA AN ONMCAHUA pa3Hoo6pasHbIX CMOCO60B, KOTOPLIMU MOXHO 06MaHyTb
annapatHoe uUnu nporpammMmHoe obecneyeHne. 3M10yMbILWEHHUKM MOTYT noagenaTb 3aro/10BOK 3/IEKTPOHHOTO
nucbma, Y4To6bl COO6LWEHNE BbLITNAAENO0 Kak NOCTYNMBLLUEE OT Kakoro-nnbo MCTOYHMKA UK agpecarta, OT/Iny-
HbIX OT NOA/MHHOrO. IP-cnydhuHr, Hanpumep, 3aaeincTByeT 06MaHHbI TpOK, 6narogaps KOTopoMy coobueHne
BbIFNAANT Kak NoCTynuBLIee C aBTopusoBaHHoro IP-agpeca.

5.6.5.3.6 CoynanbHasa nHxeHepus

K tbakTopam yrposbl OTHOCATCA TakXe NOoJiyYyeHue UAn NONbITKA NOMYyYEeHUs KOH(UAEHUMANbHbIX AaH-
HbIX, 06MaHOM 3acTaB/isiq YesioBeka packpblTb KOHUAeHUaNbHY nHdopmaluio. CounanbHasa UHXeHepns
athhekTMBHA NMOTOMY, YTO €€ XepTBbl MO CBOEN CYLLHOCTU XOTAT AOBEPATb APYTUM IIOASM U TOTOBbI NPUIATK
Ha nMomMoLb. XXepTBbl COLMNaNbHON MHXEHepun packpbiBaloT UHOpMaLmMio, He Befas O TOM. YTO OHa byaeT
MCNONb30BaHa AN aTak Ha KOMMNbIOTEPHYIO CeTb.

5.6.5.3.7 duwnHr

Pa3HoBMAHOCTb NocAratenbCTB Ha 6e30nacHOCTb, KOrAa XXepTBy NPOBOLMPYIOT Ha pasrnaweHue WH-
hopmaymn. nocoinas en panbcuuynpoBaHHoe 31EKTPOHHOE NUCbMO C NpuUrnawleHnemM nNoceTnTb Be6-caiT,
KOTOPbI/i Ha NepBblii B3rNsA4 CBA3aH C 3aKOHHbIM UCTOYHMKOM. ®ULLMHT OCHOBAH Ha COLMabHOI MHXeHepun,
T. K. Ye/IOBEK CK/IOHEH BEPUTb B HAAEXHOCTb 6PEHAO0B, CBA3bIBAA NX C aBTOPUTETHOCTLIO.

5.6.5.3.8 BpeaoHOCHbIli ko4

Ha3HauyeHnem BpPeAOHOCHOrO Koga MOryT 6bITb CO0pP MHOpPMaLUK O CUCTEMAxX AN Nosb3oBaTensx,
YHUYTOXEHNE CUCTEMHbIX faHHbIX, CO3A4aHne 3aknagku Ans ganbHelilero HeCaHKLMOHNPOBAHHOIO NPOHMK-
HOBEHMNA B cucTemy, hanbcnukalms CUCTEMHbIX flaHHbIX 1 OTYETOB UM BHECEHMWE NyTaHULbl B CUCTEMHbIE
npoLecchbl 1 co3faHne CMoXHOCTelh o6cnyxuBarwllemy nepcoHany. BpegoHocHble koAbl, UCNOMb3yeMble B
Xof4e arak, MOryT npuHUMaTb pOpMy BUPYCOB, YepBel, aBTOMAaTUYECKUX IKCMIOATOB NN TPOSSHCKUX KOHEN.
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Bupyc — 3710 nmporpamma uau 4acTb Kofa BHYTpW APYroi nporpamMmmbl, koTopas 3arpyxaeTcsi B KOMMbiO-
Tep 6e3 Begoma nosb3oBatens U MYHKLMOHUPYET NPOTUB €ro BOAU. Bupycbl MOryT Takxe camMoTMpaXupo-
BaTbCsl. Bce koMMblOTepHbIE BUPYChI CO34at0TCs YenoBekoM. [pocToii BUpYC, CNOCO6HbI MPOM3BOANTL KOMUIO
camoro cebs CHOBa W CHOBa, MOXeT ObITb CO3faH OTHOCUTEsIbHO fierko. Takoii MPOCTON BUPYC yXe onaceH,
MOCKOJIbKY OH 6bICTPO 3aBnajeeT BCell JOCTYNHON NaMATbio U 6yaeT npenATcTBOBaTh paboTe cuctemMsl. Eule
6on1ee onacHas pasHOBUAHOCTbL BUpyca — 3TO BUPYC, CNOCOGHLIN nepegaBaTbCs MO CETAM B 06X0[ CUCTEM
6e30nacHOCTK.

ABTOMaTUYeECKUIi KOA-3KCNNOWT BHOCUTCA B cucTeMy Ans cbopa mHdopmauum Mam onoBeLeHus Ko-
ro-nn6o Unn Apyrux CUCTEM O KOHKPETHbIX COBLITUAX UK B3aumogeiicTBuax. OTHOCUTENIbHO NPOCTOW Kof-
3KCM/IOWT cnocobeH cobupaTb WHBOPMaLMI0 A4S NPeACTOSAWMX HECAHKLMOHNPOBAHHbBIX MPOHNKHOBEHMWIA,
nony4yeHns UHAHCOBOW BbIFOA4bI UAN CTATUCTUYECKNX AaHHbIX (MapKeTUHr). ABTOMaTMYeCKUin Kog-aKCcnaonT
MOXeT UCNO0Nb30BaTb ApPYyrne pecypcbl UM NPUNOXEHUS, KOTOPble HAXOAATCA YXe B caMoil cucteme, Ans
YMHOXEHUS CBOMX BO3MOXHOCTel no c60py MHOpMaLUN UAN YHUUYTOXEHUIO AaHHbIX. [TOTHOCTbIO aBTOMa-
TUYECKNIA KOA-3KCNNOUT 06bIYHO Ha3biBalOT YepBeM. YepBb npeacTaBnisieT coO60/ aBTOHOMHY nporpamMmmy
AN anropuTMm, KOTOPbIA camoTupaxupyeTca B npejenax KOMMNbOTEPHON ceTn U 06bIYHO BbIMOMHAET Bpe-
[LOHOCHble JeiCTBMSA, Takme Kak pacxofoBaHNe KOMMbIOTEPHbIX PECYPCOB U. BO3MOXHO, OCTaHOBKa paboTbl
CUCTEMBI.

TPOAHCKUIA KOHb — 3TO BpPefOHOCHAasA nporpamma, Kotopasi MackupyeTcs noj nosie3Hoe npuioxeHue.
B oTnmMune oT BMPYCOB, TPOSAHCKME KOHU (TaKXe M3BECTHbl KakK «TPOSHbI») HE CaMOTUPaXUPYIOTCS, HO MOTYT
6bITb TAKMMU Xe BpefoHOCHbIMU. OAHa M3 Hanbosiee KOBapHbIX Pa3sHOBUAHOCTEW TPOSHCKMX KOHed — 3To
nporpamma, kotopas npegnaraeT OYNCTUTb KOMMbIOTEP OT BUPYCOB, HO BMECTO 3TOr0 BHOCUT B HErO HOBblE
BMPYChI.

BpepoHOCHbIV Kog MOXeT 6biTb BHECEH C cO3AaHneM 60THeTa, T. €. COBOKYMHOCTU MallWH C HapyLleH-
HOli 6€30MacHOCTbIO, KOTOPblE peannsyloT NporpaMmbl B pamkax ob6ueii HPacTpyKTypbl KOHTPOASA U ynpas-
nexuns. Cosgatenb 60THETA MOXET ynpaBnATb rPynnoi KOMMNbLIOTEPOB AUCTaHLMOHHO, Kak NnpaBusio, B Hebnaro-
BUAHbIX LleNsx.

5.6.5.3.9 OTKa3 B 06CNyxunsaHuu

ATaku Tuna «oTka3 B 06cnyxumBaHum» (DoS) unu yxyflweHne ero kayectsa BO3AelCTBYOT Ha paboTo-
CMoCcoBHOCTb CeTU, onepaLnoHHON CUCTEMbI MU NPUKIAAHbIX pecypcoB. PacnpocTpaHeHHol hopMoit aTaku
C Llefiblo CeTeBOro oTkasa B 06CyXnBaHUy ABAsieTCA pacnpefeneHHas ataka tuna «DDoS». koTopas MCnosb-
3yeT MHOXeCTBEHHble YCTPONCTBA C HapyLleHHO 6e30MacHOCTbIO A4S NPUUYMHEHNA 3HAYMTENbHOTO yulepba
ceTu, YCTPOMCTBY WU NPUNOXEHWUIO.

5.6.5.3.10 PacwupeHve npusunernii

YT106bI CNAaHnpoBaTh M OCYLWECTBUTb 3P EKTUBHYIO aTtaky Ha CUCTeMy, hakTopbl Yrpo3bl AO/KHbI BO
MHOIMX C/y4yasx cHavana nonyyntb NPUBUNETMPOBAaHHbLIA AocTyn. Bnarogaps paclwimpeHHbIM NpuUBUAErnam
3/10yMbILWIEHHNK MOXeT coBepllaTb AeAcTBUSA, KOTOpble B NPOTUBHOM ciyyae GyAyT 3anpeLieHbl.

5.6.5.3.11 ®usnyeckoe nospexaeHue

ATaku ¢ PU3nYecKum NoBpexXAeHnemM UMEIOT Lie/iblo paspyLleHne Uan BbiBefeHune n3 cTpos usnyecknx
KOMMOHEHTOB (T. e. annapaTHoro obecne4yeHns, yCTpoiNCTB XpaHeHNss MPporpaMMHOro obecnevyeHuns, coefnHu-
TesIbHbIX 3/1EMEHTOB, 4aTYMKOB U KOHTPO//IEPOB), KOTOPbIE SABMAIOTCS YaCTbi0 CUCTEMbI MPOMbILLIEHHONR aB-
TOMaTUKN U KOHTPONA. Takue ataku MOryT npuHUMaTh hopmy (PrU3nMyecKknx atak HenocpeAcTBEHHO Ha KOMMNO-
HEHTbI UK (PU3NYECKUX aTak MoCcpeCcTBOM Knbepartak, KOTOpble UHULMUPYIOT AeACTBUA CUCTEeMbI, Beaylime K
husnueckomy yuiepby, NoBpexXAeHN0 UK BbIXOAY U3 CTPOS KOMMOHEHTA.

5.6.6 KoHTpMepbl

KoHTpMepbl — 3TO npegnpuHuUMaemMble AeACTBUSA UAU NMPUHUMAEMble Mepbl NPeAOCTOPOXHOCTN AN
CHUXEHUSA pucka A0 JOoNYyCTUMOro YPOBHSA WM COOTBETCTBUA NMONTMKE 6e3onacHocTu. Kak npaBuio, OHU He
YyCTPaHAIOT pUck. Xapaktep npumMeHseMbiX KOHTPMep 3aBUCUT OT XxapakTepa paccMaTpuBaeMoli yrposbl.

B0O3MOXHbI pas/inyHble KOHTPMEpPbI 419 OTPaKEHUA BHELLHUX YIpo3. MpuMepbl Takux Mep BKIOYatoT B cebs:

a) ayTeHTUdMKaLnio nonb3osaTesneil n/mnm KOMNbIOTEPOB;

b) Mepbl ynpasieHns fOCTynoM:

C) BbIiB/IeHNE HeCaHKUMOHUPOBAHHbLIX MPOHUKHOBEHWIA;

d) wudpoBaHue;

e) ncnonb3oBaHve UNpPoBbLIX Nognucei;

f) nsonaymio nnn pasgeneHne pecypcos:

[1) CKaHMpoBaHWe Ha npegmMeT 06HapPYyXeHNsA BPEOHOCHOIO NPOrpaMMHOro obecrneyeHmus;
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h) MOHMTOPUHT aKTUBHOCTN CUCTEMbI:

i) obecneyeHne pusmnyeckoli 6e3onacHoOCTU.

B cnyyae BHYTPEHHUX YIPO3 MOXeT NoTpe6oBaTbCs APYroi NOAX04, MOCKO/bKY 3/10YMbILWNEHHUK MMeeT
BO3MOXHOCTb 060/TN HEKOTOpble U3 CTaHAaPTHbIX KOHTPMeEpP ynpaBieHus [ocTynom. 3TO 3acTaBnseT yje-
NATb 60MblUe BHUMAHNA TaKUM KOHTpMeEpaM, Kak CNnyXebHble UHCTPYKL UK, pa3feneHne 0693aHHOCTER, MOHU-
TOPWUHT @aKTUBHOCTHW, ayAuT CUCTEM U WNpoBaHue.

MaccuBHble yrpo3bl TUNa CHUMMUHIa oO4YeHb TPYAHO O6HAPYXUTb, NOCKO/IbKY UHCTPYMEHT CHUM D UH-
ra TO/IbKO CuMTbiBaeT MHGoOpMaLuio, nepegaBaemMylo OT OAHOrO cpefcTBa KOMMYHUKaLUU K Apyromy, u
He pacnpocTpaHsaeT co6CTBEHHble CUrHanbl B KaHan nepepgayn curHana. CHUgUHr ¢ ncnonb3oBaHnem
MexaHW4yecKoro nojcoefnHeHnss MOXHO 0GHapPYXUTb C MOMOLLbI0 COBPEMEHHbIX YCTPOWCTB ynpaBieHns
CBA3bI0, TAKNX Kak KOMMyTaTop nepefgayn, Ho 6eCnpoBOAHON CHUMUHT NPAKTUYECKN HEBO3MOXHO O6Ha-
PYXWUTb Aaxe C NOMOLLbID OYEHb C/IOXKHOIO U AOPOroro o6opyfoBaHMA paguocBa3n. JOCTYNHOCTb CHUM-
hMHra MOXHO OrpaHNuYNTb YyNpaBieHNeM U NepekpbiBAHNEM HENCNOb3YEeMbIX F0/I0COBbLIX NOPTOB ¥ MOPTOB
nepejayv faHHbIX Ha NpPeAnpuATUM U MOBbIUEHWEM OCBeAOMJ/IEHHOCTM 06 o6opyfoBaHMM ynpaBieHus
CBA3bIO.

5.7 CTenoHb 3aBepLlIEeHHOCTN nporpamMmMm 6e30MacHoOCTmn

5.7.1 0O630p

YunTbiBass pocT pUCKOB kmbGep6e3onacHOCTU. MHOTME OpraHu3auun pyKkoBOACTBYIOTCS ynpexaarlum
NnoAX0A0M NpU yCTPaHEHUU PUCKOB 6€30NacHOCT CBOUX MH(DOPMALMOHHO-TEXHUYECKUX CUCTEM U ceTelr. Op-
raHM3auum HauyMHalT 0CO3HaBaTb, YTO pelleHVne BOMPOCOB, CBA3aHHbIX C knbep6e3onacHOCTbD. — 3TO He-
npepbiBHasA feATeNbHOCTb WM NPOLECC, a He MPOEeKT C YeTKO 0603HaUYEeHHbIM CTapTOM U (PUHULLEM.

MN3HayanbHO opraHusaumm, cosgasaslume n o6¢nyxmBasine MHHOpPMaLNOHHbIE CUCTEMbI AN 6U3Heca
N CUCTEMbl NPOMBbILIJIEHHONW aBTOMATUKN U KOHTPONS, PYHKLMOHMPOBAAN B ABYX B3aWMOWCKIlOYaKLWMNX 06-
nactax. MpodeccnoHanbHblil ONbIT, 3HAHWA M TpeboBaHUA KaXA0W OTAEeNbHON OpraHn3aLnunmn He yunTbliBaanch
WU He NpU3HaBanCh APYITMMU opraHusaunsmMu. Npo6aembl Hayann BO3HMKATbL NO Mepe Toro, Kak opraHu3sa-
LUN NbiITANNCb NMPUMEHUTbL 06 Ke TexHonorum IT-6e3onacHOCTV ANA CUCTEM NPOMbILIIEHHOW aBTOMAaTHKN 1
KOHTpONS.

B HekoTOpbIX CAy4asx TEXHOMOrUK 6e30MacHOCTM NPOTUBOPEUYNIN CTaHAAPTHLIM TEXHONOTUSAM NPOU3-
BO/CTBA. 3anNpOeKTUPOBaHHbLIM Ha obecneyeHne MakcMmanbHol 6e3onacHocTM M 6ecnepeboiiHOCTM NPons-
BoAcTBa. CerofHsAWHNE NHOPMALMOHHbIE TEXHONOTNY 06 ef0CTYMHbI U LWMPOKO NPUMEHSIIOTCA B cUCTEMax
NPOMbILLU/TEHHON aBTOMaTWKN N KOHTPO/A, NO3TOMY A5 6e30nacHoOi peannsaunum Taknux TeXHOMOrnii Tpeby-
I0TCA [ONOSHUTENbHbIE 3HAHUSA. VIHDOPMALMOHHO-TEXHUYECKAM U MPOU3BOACTBEHHO-TEXHOMOTUYECKUM Op-
raHvmsauusm crnegyeT B3avMoAeiicTBOBaTb MeXAy CO60i M 06beAUHSATL CBOM 3HAHUA U ONbIT ANA paspelle-
HUS1 BOMPOCOB, CBA3aHHbIX C 6€30NacHOCTbI0. Ha NPOMbILW/IEHHbIX 06bEKTax, KOTOpble CBSi3aHbl C BbICOKUM
PUCKOM WHUMAEHTOB, OTHOCALLUXCSA K OXpaHe TpyAa, TeXHUKe 6e30NacHOCTU U OXpaHe OKpyXalLliei cpefbl,
HeobXxoAMMO Takxke NpeagycMoTpeTb CUCTEMY obecneyeHus TexHUkn 6esonacHocTn (PSM) n 3apelicTBoBaTb
nepcoHan cnyx6bl husnyeckoin 6esonacHocTy.

Llenb — nonHoueHHas nporpamma 6e3onacHoOCTW, KOTopas CBA3biBaeT BCe acnekTbl kmbepbeszonac-
HOCTU. 06bEAUHSSE HACTO/IbHbIE U KOMMEpPYECKNE BbIYUC/TUTEIbHbIE CUCTEMbI C CUCTEMAMMW NPOMBbILLINEHHOW
aBTOMAaTUKN U KOHTPONsA. Ha pucyHke 4 nokasaH npoLuecc CANSHUA Knbep6e3onacHOCTM KOMMEPYECKUX Ch-
cteM n IACS. ¢ KOTOpPbIM CTasiKuBalOTCA MHOrMe xo3sicTBylOlWMe CybbekTbl. MHOTME opraHmsaynn umeT
[OCTATOYHO AeTasibHble U NOJIHblEe NMPOrpaMmbl KN6ep6e30nacHOCT, pacCUMTaHHble Ha WX KOMNbIOTEPHbIE
6U3HEC-CUCTEMbI, HO TEXHOMOTUKN ynpaBneHna knbepobesonacHocTblo IACS paspaboTaHbl elle He B MOJIHOW
mepu.
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PucyHok 4 — CnusiHue knbepbesonacHoCTU koMmmepyeckux cuctem n IACS

TunuyHan owmnbka — paccmaTpmBaTb Knbepbe3onacHOCTb Kak NPOEKT C HayanbHOU gaTtoli u partoi
OKOHYaHMsA. B aTOoM cnyyae ypoBeHb 6€30MacHOCTU 3a4acTylo CHMXKAETCH CO BPeMEHEeM, Kak Mokas3aHOo Ha
pucyHke 5. Pucku knbep6e3onacMocTvi MOCTOSSHHO MEHSIIOTCA, MO Mepe TOro Kak NposiB/ISIIOTCA HOBbIE YTPO3bl
1 YA3BMMOCTM, a TaKkke MeHSITCA Cnoco6bl peanusauuy TexXHonorunii. lns coxpaHeHns 4OCTUTHYTOrO YPOBHSA
6€e30NacHOCTU U yepXaHsa PUCKOB Ha NPpMeM/IeMOM YPOBHE Heo6X0ANM ApYroii noAxoa,.

/\08

A\

—N*

------- Moaxopn ¢ UCrnosib30BaHNEeM CUCTEMbI ynpaB/ieHus KI/I6ep6e3OI'IaCHOCTbI0

— — TpoeKTHbI Noaxof K kn6ep6e3onacHoCcTm

Bpems

PuncyHok 5 — M3meHeHve ypoBHS Knbep6e3onacHOCTU CO BpeMeHeM
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XenatenbHo paspaboTaTb M BHeAPUTb CUCTEMY ynpaBrieHus knbepoesonacHocTblo (CSMS) B macwTa-
6e opraHusauuu, BKIOYaKWOLWYO B Ce6 NporpaMMHble 3/1eMeHTbl /1 NepecMoTpa pucka u CoBepLueHns Kop-
pekTUpYLWNX AeACTBUIA, YTOObl YCTPaHWTb TEHAEHLMIO CHUXEHUS YPOBHA 6e3onacHOCTV Co BpeMeHeM. Bo
BTOpOM cTaHgapTte cepun MIK 62443 npusefeHo ncuepnoiBalllee onmcaHne Ka4veBblX 3/IEMEHTOB CuUcTe-
Mbl ynpaBnieHus kmbep6esonacHocThbto [8].

Xof peanusauun cucTembl ynpas/ieHUs knbepbesonacHoCTbiO ANA KaxAoi opraHusauuun 6yaet pas-
NNYeH B 3aBMCMMOCTHW OT Liesieil opraHn3anmm 1u ypoBHel JOMYCTUMOCTM pUCKOB. BkaoueHue kubepbesonac-
MOCTW B OKYMEHTMPOBAHHYI0 METOANKY obecrneyeHnsa 6e30nNacHOCTU opraHusalm — 3To U3MEHEeHUe Kopno-
paTUBHOI KynbTypbl OpraHusauuun, kKoTopoe TpebyeT BpeMeHu 1 pecypcoB. Kak nokasaHo Ha pucyHkax 4 u 5,
Takoro M3MeHeHnsi HEBO3MOXHO JOCTUYb B OAMH 3Tan. 3TO 3BOMOLMOHNPYIOLLMI NpoLecc, KOTOPbI COOTBET-
cTByeT nojxofy K knéepbesonacHocTn. TexHOnorun 6e3onacHoCcTn, KOTopble NPefCcTOUT BHEAPUTb, AO/DKHbI
6bITb N0 BO3MOXHOCTU afleKBaTHbl YPOBHIO pucka. TexHonorny 6esonacHocTu 6yAyT passinyHbl ANA pasHbIX
opraHusaunii n gaxe MoryT 6biTb pasnyHbl 418 pPasHbiX MPOLECCOB BHYTPU OAHON W TOIi Xe opraHu3auun B
3aBNCUMOCTM OT 06LWUX HeobxoAanMOcCTel u TpeboBaHuii. OTAeNbHO B3SiTblE NONIMTUKA U PErfiaMeHTbl MOTryT
6bITb TaKXe pas/inyHbl 415 KaXKA0ro Knacca CUCTeMbl B Npefesiax opraHnsannmn, NockosbKy YpoBEeHb puUcKa u
Tpe6oBaHNs 6e30NacHOCTM MOTYT ObITh pasnnyHbl. Cuctema ynpasneHuns knbepb6es3onacHoCTbIO yCcTaHaBAN-
BaeT euHyto Mporpammy. KnTupasd yctpaHsieT 3T HECOOTBETCTBUA.

O6yyeHne 1 noBbilleHWe OCBEJOM/IEHHOCTU NepcoHana KpaliHe BaXHbl 4719 YCMNELWHOro ycTpaHeHus
puckos knbepbesonacHocTn IACS, kak oTMeuyeHo Bbilwe. CnedyeT paccmaTpuBaTb HECKOSIbKO BO3MOXHbIX
BapuaHTOoB.

a) MHCTPYKTaX nepcoHana, umewwero otHoweHne K IACS. ¢ Uefiblo pa3bACHEHUA akKTyasibHbIX Mpo-
6/1eM. KOTOpble OTHOCATCA K MH(POPMAaLMOHHON TeXHNKE U Kn6ep6e3onacHoCTu;

b) MHCTPYKTaX IT-nepcoHana c uenbto pasbAcHeHUa TexHonoruii IACS, a Takxe fgelicTBuii 1 MeTog0B No
ynpaB/iIeHU0 TEXHONOTNYeckoli 6e30NacHOCTbIO;

c) paspaboTka MeToAuK, MO3BOAALWMNX 06beANHATL KOMMEeTEHLNN BCEX OpraHn3aLnii ¢ Lenbio coBMecT-
HOro pelleHns nNpobaemM, KOTopble CBSA3aHbl C KN6epbe3onacHoCTbIO.

[na ycnewHoro ucxoga nporpaMmbl knbep6esonacHocT Heo6xoAMMOo cobpaTb KOMaHAy cneuunanm-
CTOB /19 NOAFOTOBKM KaK MPOEKTOB N0 CMATYEHNI0 PUCKOB, Tak 1 Bceobuiei nporpammel CSMS. Ha pucyHke 6
nokasaH TUMUYHbIM CNeKTP 3HAHUI 1 HaBbIKOB, KOTOPbIE [A0/IKHbI 6bITb 06bENHEHDbI U NOTyYeHbl OT pas/iny-
HbIX TPYyNN cneynannctos AN AOBEAEeHUA nporpaMmmbl kKubéepb6es3onacHoCcTy A0 LEe/0CTHOTo, 3aBepLIEHHOro
Buaa.

Bpewms

PucyHok 6 — O6beanHeHne pecypcoB Ana co3gaHns CSMS
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5.7.2 3Tanbl 3aBeplEHHOCTHN

CTeneHb OTHOCUTENIbHOW 3aBEpLIEHHOCTY NporpaMmbl kKnbep6e3onacHOCTU MOXHO ONUCaTh C NOMOLL b0
XW3HEHHOrO0 LMKNa, KOTOPbIA COCTOUT U3 HECKO/IbKMX 3TanoB. KaxAblii 13 3TUX 3Tan0B COCTOUT U3 O4HOM 1an
6onee cTaguii.

OTAenbHble YacTU CUCTEMbl NMPOMbILINIEHHON aBTOMATUKW U KOHTPONA WAW 30HbI yNpasneHWUa BHYTPU
CUCTEMBI ynpasB/fieHUs MOTYT HaxOAUTbCA Ha pasHbiX 3Tanax 3aBeplleHHOCTU. Takas cuTyaunsa MoxeT ObiTb
Bbl3BaHa HECKO/IbKUMU NPUYMHAMW, TakuMu Kak 6GlofXeTHble orpaHuyeHus, npouecc OueHKN ys3BUMOCTel
N yrpos, pesynbTaTbl aHanu3a pUCKOB, MOAEepHM3aLusa aBTOMATUKW, NaHbl OTHOCUTENbHO YTUAU3ALUN nUn
3aMeHbl, Hanmyne NaaHoB OTHOCUTEsSIbHO MPOAaXW CerMeHTa NpPOoW3BOACTBEHHOrO 06bekTa UAN X03ANCTBY-
lowero cy6bekTa UAn JOCTYNMHOCTb APYINX PecypcoB Ana MoAepHu3auun cuctem 6esonacHocTn go 6onee
BbICOKOTO YPOBHS.

OpraHusaumm moryT nony4yntb 60s1ee nogpo6HY MHpopMaLMio 0 CTENEHN 3aBEPLIEHHOCTN NPOrpaMmbl
6e30MacHOCTU, OLeHUBas pesynbTaTbl B Npefenax OTAe bHbIX YacTell CUCTEMbl MPOMbILLI/IEHHOR aBTOMaTHKK
N KOHTPONA MO 3Tanam u cTaguam, npefcTaBneHHbIM B Tabnuue 2.

Ta6bnunya 2— OTanbl 3aBeplEHHOCTN NporpaMmbl 6e30nacHoOCTH

Jrtan Cragus

KoHuenuusa MpeHTndukaymnsa
CocTaBneHne KoHUenuum

®YHKUMOHANbHbIW aHanus TexHuyeckas npopa6oTka

Peanunsauunsa P YHKLMOHANbHbIA NPOEKT
Pa6ounii npoekT
KoHcTpyupoBaHue

MpumeHeHne TexHonornyeckne onepayunmn

KOHTPO/b 32 COG/IIOAEHUEM YCTAHOBMIEHHbIX Tpe6oBaHUM

MpekpalieHue geiicTeus n ytunusaums  CHATUe ¢ akcnayatauum
MpekpaweHne gelictens

B tabnunuax 3—7 npenctaBieHbl o6lMe onucaHns Kaxaoro n3 aTanoB u ctagui 3aBEepLUEeHHOCTN XN3-
HEHHOro uunkna.

Tab6nunuya 3 — CTagus cocTaBneHUs KOHLeNUnn

Cragusa OnucaHne

NpenTudnkauns O60CHOBaHNE HEOOXOANMOCTH 3aL Tl UMYLLECTBEHHbIX 06bEKTOB, CEPBU-
COB UM NepcoHana
Hauyano pa3paboTkun nporpamMmbl 6e30nacHOCTH

CocTaBneHune KoHuenuun MpogonxeHne pa3paboTkn nporpammbl 6€300acHOCTH
[ OKyMeHTNpOBaHUE UMYLLECTBEHHbIX 06 bEKTOB, CEPBUCOB U laHHbIX O Nep-
coHane. AN KOTOPbIX TpebyeTcsA Ta UM UHaA CTeNeHb 3aluThbl
[oKyMeHTNpOBaHUE MOTEHLNaNbHbIX BHYTPEHHUX W BHELWHWUX Yrpo3 Ans
npeanpuaTns
YTBEpXAEHUE Leneil, KOHLeNUndi n wkanbl LeHHOCTel 6e30MacHOCTH
Paspa6oTka NonuTvku 6e30MacHOCTU ANA CUCTEM NPOMbIWNEHHON aBTo-
MaTUKU U KOHTPO/S, a Takke 060pyf0BaHNsA, NHPOPMALUOHHBIX CUCTEM 1
nepcoHana

Ta6nunya 4 — 3T1an hyHKLMOHANbLHOIO aHanmsa

Cragus Onucaxne

TexHuuyeckas npopaboTka MpogonxeHne pa3paboTkn nporpammbl 6€300acHOCTH
YcTaHoBneHne hyHKUMOHaNbHbIX Tpe60oBaHWii K 6e30NacHOCTU CUCTEM Npo-
MbILI/TEHHOW aBTOMATWKN M KOHTPOANSA, a Takke o6opyAoBaHUsA, NPOU3BOJ-
CTBEHHbIX CUCTEM, MH(POPMALMOHHbIX CUCTEM W NepcoHana
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OkoHYaHue Tabnuusl 4

Cragusa

TexHnueckas npopa6oTka

Ta6nuya

5 — 3T1an peanusauum

Cragusa

®YHKLMOHANBHbI NpPOeKT

Pa6ouwnii npoekT

KoHCcTpyupoBaHue

Tabnuuya

LelicTBusa

6 — 3Tan npuMeHeHus

Cragusa
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OnucaHvie

BbINO/IHEHNE OLEeHKN YA3BMMOCTEN TeXHUYeCKUX CPeiCTB 1 COOTBETCTBYIO-
L MX CEePBMUCOB COMTACHO CMUCKY MOTEHLMaNbHbIX YIpO3

BbisiBNeHue n ycTaHOB/IEHWe 3aKoHOofaTesibHbiX Tpe6GoBaHWUii k cuctemam
NPOMbILWEHHON aBTOMATUKN N KOHTPONS

BbinonHeHMe aHanm3a pUCKOB B OTHOLIEHWUMN NOTEeHUManbHbIX YA3BUMOCTEN
1 yrpos

PaHxupoBaHne pUckoB, NOTeHUMANbHbIX NOCNEACTBUI ANA NPEANPUSATUS U
NoTeHUMaNbHbIX MEP UX CMATYEHUS

Pa3bneHune 3agay no o6ecneyeHuto 6e3o0nNacHOCTK Ha ynpasisemble 3aja-
HUS U MOAYNN ANA CO3AaHUSA PYHKLMOHANbHBIX NPOEKTOB

CosgaHue onpegeneHuit ceteBoil MyHKUMOHANbHOCTW ANSA yyacTKoB 6e3-
0NacHOCTN CUCTEM NMPOMbILLIEHHOVW aBTOMaTUKN U KOHTPONSA

OnucaHvie

Ha gaHHOM 3Tane 3aBepluiaetcs paspaboTka nporpamMmbl 6€30MNacHOCTH
OnpegeneHne yHKLMOHANbHbIX TPEGOBAHWI K 30HaM 6e30nacHOCTH npej-
npusTus. 3aBoga u ynpasnieHus. OnpegeneHue n AOKYMeHTUpOBaHWe no-
TEHUMaNbHbIX NMPOLECCOB U CO6LITUN ANA OOPMAEHNS PYHKLNOHANbHBIX
Tpe6oBaHMi M BONMOLW,EHUS NNAHOB OTHOCUTENbHO CO34aHNS 3aLULLEHHOTO
npegnpusaTus

OnpeaeneHne PyHKUMOHANbHON| opraHn3aumnm n cTpyKTypbl 6e30nacHocTu
Onpegenexnve PyHKLUIA Kak TPEGYEMbIX B NaHe peannsaynm
OnpegeneHne no6Hapof0BaHME 30H 1 rpaHuL, 6e30MacHoCTyH, a Takke nop-
Tasnbl ynpaBaeHus 4O0CTynom

3aBeplweHne paboTbl Hag NOAUTUKON U pernameHTamn 6€30MacHOCTU U
BBOJ, WX B feiicTBue

MpoekTupoBaHne PU3NYECKUX U IOTUYECKUX CUCTEM, peannsyrLnx PyHkK-
UMoHanbHble TpeGoBaHUs, OonpejefieHHble paHee NPUMeEHUTENbHO K 6es-
onacHocTu

OcylecTBaeHNe NporpaMmM MHCTPYKTaxa

MonHas paspa6oTka nnaHa peanusawlum

MNHUUMMpOBaHMeE NporpaMM No ynpaB/ieHUio UMYLLECTBEHHbIMU 06beKTaMu
1 N3MEeHeHUAMHN

MpoekTUpoBaHve rpaHunL, U noptana ynpassieHus 4OCTYNOM ANs 3aluLeH-
HbIX 30H

MpeTBOpeHne nnaHa peanusauuun. Beog B AelictBue o6opygoBaHus du-
3uyeckoii 6e30NaCcHOCTH, TOTUYECKNX MPUNOXEHUI, KoHdUrypauuii, perna-
MEHTOB ANA nepcoHana ANs oPOpPMIEHNS 30H W rpaHul, 6e3onacHocTu B
npejenax npeanpuaTua

BBog B feiicTBue n ob6cnyxnsaHne atpubyToB noptana ynpasneHus 4oCTynom
3aBeplieHne NporpamMmm MHCTpyKTaxa

Mporpammbl ynpaBfeHUs WMYL,eCTBEHHbIMW O06bEKTAMU WU U3MEHEHUAMU
HaxoaAaTcsA B paboyem COCTOSAHUM W felicTBYIOT

KomnnekTbl [JOKyMeHTauuum no cpadve-npueMke cucTembl 6e3onacHoCTH
o(opMIEHbI U TOTOBbI 4719 NPUHATUS 3KCNAyaTaLMOHHbLIM U 0GCNYXNBa-
WMM NepcoHanom

Onwucaxune

O6opyaoBaHne 6e30NacCHOCTN, CEPBUCHI, NPUIOXEHNA U KOHUTypauum pe-
ann3oBaHbl W MPUHATLI Ha 3KCNayaTaynio n o6CcnyxmBaHune

MepcoHan o6yyeH, N BeAeTCA HeMpPepbIBHbI MHCTPYKTaX No Bonpocam 6es-
onacHocTu
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OKOHYaHue Tabnuybl 6

Cragus OnucaHne

[Lelicteus MpoBoAnMOe TexHW4Yeckoe 06CNyXMWBaHWe MNO3BOASET KOHTPOIMPOBATh
y3/bl 6€30NacHOCTU NPEeANPUATUS, 3aBO4a UMW 30H ynpaBfieHus, o6ecnedn-
Bas MX MCNpaBHOE (PYHKLMOHWPOBaHNE
[OeiicTByeT n NoALepXUKaeTCs ynpaBneHne UMy ecTBEHHbIMIU 06bekTamu
1 N3MEHEHUAMU

KoHTponb 3a cobnogeHnem ycTaHoB-  BHyTpeHHue ayauThbl
NeHHbIX TpeboBaHuii MepecMoTpbl PUCKOB
BHewHne ayaunTsbl

Tabnunuya 7— JTan npekpaleHns 4eCTBUS N yTuausauum

Cragus Onepauusa

CHATUE C aKcnayaTaumum YcTapeBlwme cuctembl 6€30MacHOCTU HaAlexauwmum o6pasomM LeMOoHTUpY-
I0TCSH M YTUAN3UPYOTCA
paHunLbl 6830MacHOCTU KOPPEKTUPYIOTCA UM BOCCO3JaloTCA A5 3aLyUTbI
30H
MopTansbl ynpaBfeHus JOCTYNoOM co3jalTcs, NnepeonpegensoTcs, nepe-
KOMMOHOBbLIBAIOTCA WU 3aKPbIBAKTCA
MepcoHan nHopmMuUpyeTcss 06 U3MEHEHWAX B CUCTEMAX WM KOMMOHEHTax
6€30MacHOCTU U O BAWAHWM 3TUX M3MEHEHUi Ha COOTBETCTBYHOLLME CUCTE-
Mbl 6€30MacHoCTn

MpekpalieHue geiicTeus MNHTennekTyanbHass CO6CTBEHHOCTb Hajnexauwum o6pasom cobupaetcs,
[OKYMEHTUPYETCS N HALEXHO apXMBUPYETCS UM YHNUTOXAETCS
MopTan ynpaBneHWs [OCTYNOM U COOTBETCTBYOLU|ME CBA3YHLIME 3BEHbS
nepekpbiBatoTCs
MepcoHan nHhopMUPyeTCs O NpekpaLyeHnm LeNCTBUS CUCTEM U KOMMOHEH-
ToB 6€30MacHOCTM M O BAWSIHAM 3TOTO HA OCTaBLIMECS cUCTeMbl 6e3onac-
HOCTU

5.8 Monutukn 6e3onacHocTun

5.8.1 O6wwne nonoxeHus

Monntukn 6es3onacHoCTN Aal0T BO3MOXHOCTb OpraHusalum npugepxusatbcs nocaefosaTeslbHON nNpo-
rpaMmbl Mo o6ecneyvyeHUto AOMNYCTUMOrO ypoBHA 6Ge3omacHocTU. MonuTMku 6Ge3onacHoCTW onpefensioT B
opraHM3auumn Ha pas/IMYyHbIX YPOBHAX, MPU 3TOM OHM MOTYT MPUHUMATb Camylo pasHytlo hopMy, HaunHasa oT
NOMIUTUKM YyNpaBfeHUss WA afMUHUCTPUPOBAHUSA, yCTaHaB/IMBAEMbIX HA YPOBHE NpeAnpuaTusi, 3akaHunBas
NONNTWKOW akcnayaTauuu, onpegensoLwein nogpobHble faHHble ynpaBieHus 6e3onacHocTbio. Monntukn 6e3-
OMacHOCTK. OTHOCSILLMECS K 0COOOMY YPOBHIO, — 3TO AOKYMEHTbI OpraHn3auumn, OTHOCUTESIbHO KOTOPbIX MOX-
HO onpefenaTb COOTBETCTBUE YCTAHOB/IEHHLIM TPpe6GOBaHMUAM B pamkax ayAnToB 6€30nacHOCTU.

Monntukn 6e3omacHOCTM — 3TO NpaBuaa, KOTopble onpeAensioT U perynupylT cnocob 3awnuTsl op-
raHmsauueit yassuMbIX 1 0CO60 BaXHbIX CUCTEMHbIX pecypcoB. MoAnTukn 6e30nacHOCTN OJHO3HAYHO hopMy-
NIVPYIOT. YTO 0653aTeNbHO A1 UCNONHEHUs . TOCKObKY NONUTUKN 6e30nacHOCTU 06si3aTesnbHbl Ana cobnge-
HWA 1 OAHO3HAYHbI, OHU JONYCKAT UX UCNONb30BaHUe AN ayauToB. MonuTnkn 6e30NacHOCTU opraHmsaunm
YyUuTbIBAIOT Takke HOPMaTUBHO-NPaBOBbIE N KOHTPaKTHble 0653aTelbCTBa, OTHOCUTE/IbHO KOTOPbIX OCYLLeCT-
BNISieTCS NpoBepka hakTUYeckoin AeATeNbHOCTM OpraHu3auny B pamMmkax aygutos.

[lononHAT nonntukn 6es3onacHoCTU pernameHTbl. PernameHTbl 6e30nNacHOCTV onpeaensioT geTalb-
HYl0 nocnenoBaTesibHOCTb AeCTBUI, HEOOXOAUMBIX AN OCYLLECTBNEHUA TOW WA NHOW Mepbl 6€30NacHOCTU.
Mo ypoBHIO MPUMEHEHUS pernamMmeHTbl UCMOMb3YHT 4151 PeLleHNs KOHKPEeTHOW npo6iembl. PernameHTbl MOryT
OTHOCUTBLCS K KOHKPETHOW TexHonoruu. Monntukn 6e30nacHOCTM CCbINATCA Ha perfameHTbl U YNOSTHOMOYN-
BalOT X NPYMEHeHMe.

MpOTMBONOMOXHOCTbLIO NOIMTUKAM 6€30NacHOCTY U pernaMeHTaM ABAAITCSA AMPEKTUBLI. JUPEKTUBLI He
o6sA3aTefibHbl AN BbINOAHEHUA. OHM nNpeAHasHavyeHbl ANA onucaHus cnocoba BbINOMHEHWSA 4ero-nm6o, 4YTo
XenaTtenbHo, HO He 065A3aTenbHO. MOCKONbKY ANPEKTUBBI HE 06A3aTe bHbI 415 BbINO/THEHWUSI U MOTYT BbITb He-
O0AHO3HAaYHbl. NpakTUyeckne AeNCTBUA He MOTYT NoABepraTbCca ayguTam ¢ ONopoit Ha AUPEKTUBLI. MpPeKTUBbI
nHorga paspabaTbiBaeT rpynna cneuuanncTos, koTopas HenpaBoMo4yHa TpeboBaTb MX BbINONHEHUSA. Jupek-
TWBbI HE coAepXaT onucaHna NpakTuYecknx feiicTBuiA, KOTopblie nNognexar 06s13aTeNlbHOMY BbINO/IHEHUIO.
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Monnutukn n pernameHTbl 6€30NacHOCTM B OCHOBHOM Pas/iMyHbl 4151 pasHbIX YacTel opraHusauuu, no-
3TOMY BaXXHO WX MpaBW/IbHOE KOOPAMHUPOBaHWE. B yacTHOCTM, NONUTUKY 6€30MacHOCTVM CUCTEM NPOMBbILL-
NIeHHO aBTOMAaTWUKN U KOHTPO/A criefyeT KOOPANHNPOBATb C aHaI0TMYHOW NONTUKOW 6e3onacHoCTU MHAop-
MaLNOHHOM TeXHNKM 06LLero HasHavyeHus. Mporpamma 6es3onacHocTu 6yaeT peann3oBaHa ycnelHee, ecnm B
KOMaH/ze ycTaHOBJ/IeHbl Xopoluue [enoBblie B3aMMOOTHOLEHUSA, U NPaBU/IbHO CKOOPAUHUPOBAHHbIE METOANKM
feiicTBKiA MOTYT UM MOCNOCOGCTBOBATb.

HekoTopoe eanHoo6pasme CTPYKTYpbl A5 pasHbiX NONUTUK 6€30MacHOCTU U perfiaMeHToB NoBbILLaeT Co-
rNacoBaHHOCTb MeXy YHUBepcasibHbIMU HabopaMu NonnTuK 6e30NacHOCTU U pernamMmeHToB. Kaxablil JOKYyMEHT,
ONMCHIBAIOLLMIA NOAUTUKY WU PEFNAMEHT, COAEPXUT KPaTKy, HO TOUYHYI (DOPMY/IMPOBKY CBOET0 Ha3HauYeHus.
[LOKYMEHT cofepXuT TaKxe hopMyIMPOBKY rpaHnL, NPUMEHNMOCTHN fOKyMeHTa. Kpome TOro, OH COAEepXMUT onu-
caHue puckoB, KOTOpble NpeanonaraeTcst CHU3NTb, U K/HOUYEBbIX MPUHLMNOB, HA KOTOPbIX CTPOUTCS AOKYMEHT.

PasHbiM 3Tanam XW3HEHHOro LuK/Ia CUCTEMbl COOTBETCTBYIOT pasHble npodunun npobnem 6e3onacHo-
cTu. MoANTMKN 1 pernameHTbl 6€30MacHOCTN MOFyT 3aTparmBaTh /IMLLb KOHKPETHbIE 3Tanbl XXU3HEHHOTO LuKaa.
B HEKOTOPbLIX NONUTKKE U perfiaMeHTe MOXeT 6biTb yKa3aHO, YTO OHW OTHOCSATCSt TOJIbKO K onpeAeneHHbIM
aTanam XW3HEHHOro uukia. B Habope MOAUTUK U pernameHToB 6e30MacHOCTV BCe BOMPOCHI 6€30MacHoCTH,
OTHOCSILLMECH K Pa3HbIM 3TanamM XU3HEHHOro LuKaa, paccMaTprMBaloTCA B COOTBETCTBYIOLMUX MYHKTaX.

Monutukn 1 pernameHTbl 6€30NaCHOCTU COAEpPXaT UHCTPYKLMM OTHOCUTENIbHO TOro, Kakum o6pasom
opraHusauma foMxHa onpefenaTb cTeneHb COOTBETCTBUS MOMUTUKM HOPMAaTMBaM U Kak 06HOBAATbL ux. Mpu
npoBeAeHun Unu oueHke ayAuTOB OopraHu3auumn 4acto o6HapyxuBaloT, YTO NoanTMKa TpebyeT nepecmoTpa.
AyauTbl MOTYT BbISIBUTb HESICHOCTW B MOMINTUKE W pernameHTe B LEesIOM WUAU B UX YacTsAx, BeAyline K He-
04 HO3HAYHOW TpaKTOBKE TpebyeMmoii onepauun nam pesynbtata. AyanTbl MOTYT BbISBUTb NPO6aEMbI, KOTOpble
cnefyet yyecTb npu pa3paboTke NOAUTUKM U pernameHTa. AyauTbl MOTYT BbISBUTb U TpeboBaHus, KOTopble
cnefyet nepecMoTpeTb Y CKOPPEKTUPOBATL UK faXe UCKIUYNTL B ciyyae HeO6X0AUMOCTH.

MonuTukn 1 pernameHTbl 6€30MacHOCTW AO/DKHbI MO BO3MOXHOCTW YUMTbiBaTb HenpeaBUAeHHble 06-
CTOATENbCTBA, KOTOPble AenalT HEBO3MOXHbIM UX NpuMeHeHue. MNMonnuTuka Ao/KHA N0 BO3MOXHOCTM ycTa-
HaB/MBaTb MNOPAAOK LOKYMEHTUPOBAHUS U YTBEPXAEHUSA UCKTIOYEHWUIA K NONUTUKE U pernameHTam. Ecnm yT-
BEpPXAEHHbIEe UCK/TIOYEHNSA A0KYMEHTUpOoBaTb, 3TO ob6ecneynT 60nee coBepLleHHY0 6e30NacHOCTb, YeM ecnu
0CTaBNATb B NOSIMTUKE U pernameHTax HeTOYHOCTU U HEACHOCTHU.

Kpome Toro, opraHusauumn AomkHbl o6ecneynBaTb YeTKOCTb NOHUMAHKA TOro, YTO B NONIMTUKE SIBNAETCA
Tpe6oBaHMeEM, a 4YTO — MoxenaHuem. Takad 4yeTKOoCTb o6ecneynBaeTCs MCNOMb30BAHWEM [1arosioB Bpoje
«O/DKEH», «CNEefyeT», «KMOXET» U «ABNAeTCA». ITU CN0BA MOTYT ObiTb YTOUYHEHbLI BO BCTYNUTEbHbIX pa3je-
nax TekcTa NoMUTUKKN. «[JONKXeH» UCNO/b3yeTCsi B KOHTEKCTe Tpe6GoBaHUMi; «CcrneayeT» UCNosb3yeTcsl B KOHTEK-
CTe pekoMeHAauunin. «MoxeT» MCnofb3yeTcs B KOHTEKCTE MOXenaHWusi, KoTopoe ABMAseTCsA Heobsi3aTeIbHbIM.
MoxeT 6bITb LLenecoobpasHo NnpefycMoTpeTb BapuaHTbl U3/10XKeHNs TpeboBaHMsa. ®pasbl TMNa «TaM. rae Bo3-
MOXHO» WN «NPU HEOBXOAMMOCTU» BHOCAT HESICHOCTb, €C/IM TO/IbKO NPU 3TOM HE OMUCAaHO, KakK OT/IMYUTb
KOHTEKCT BO3MOXHOCTW OT KOHTEKCTa HE06X04MMOCTHU.

Monutukn n pernameHTbl 6€30NacHOCTY yCTaHaB/IMBAKOT, KTO M 3a 4YTO OTBevyaeT: oTBeyaeT 1M TeXHOso-
rMYecknii NnepcoHan 3a ynpas/islolLy0 ceTb, OTBeYaeT 11 OH 3a DMZ. pacnonoxeHHyo Mexay ynpasnsiouiei
ceTblo M KOpPNOpaTUBHOI ceTbio. B cnyyae, ecnu oThen KopnopaTuBHbIX MHOPMAaLMOHHbIX CUCTEM OTBevaeT
3a yCcnoBus, TpebyoLwme oT TEXHONIOTMYECKOT0 NepcoHasna BbiMOMHEHNS TEX UMW UHbIX AeCTBUIA, TO 3TW feii-
CTBUSI AOMXHbI GbiTb N0 BO3MOXHOCTW NPOMNUCaHbI.

[na opraHmsauun, KoTopasi TO/IbKO HauyMHaeT co3gaBaTb CBOK NporpamMmy 6e30MacHOCTU, NOMUTUKN Y
pernameHTbl — 3TO Xopollas oTnpaBHas Touka. byayun cocTaBieHbl, OHM MOryT cHayana oxBaTbiBaTb Habop
HOpM 6e30MacHOCTM, KOTOpble opraHn3aynsa cnocobHa cobaoCcTu B 6aunxailel nepcnekTtuse 6narogaps Ha-
nnynio HeobxoamMmMoro o6opyaoBaHunsi. Co BpeMEHEM OHWM MOTYT 6blTb MEPECMOTPEHBI 1 Y)XECTOUYEHbI MO Mepe
pocTa BO3MOXHOCTel opraHusauun. OHM MOryT 6bITh BBEAeHbl B AelicTBue 6e3 3ajepXxku Ha npuobpeTeHne
1 YCTAHOBKY CUCTEM U YCTPOWCTB.

5.8.2 lMonunTrvka ypoBHA NpeanpuaTtuns

Monutuka ypoBHA NpefnpuATAS CaHKLMOHMpPYeT mporpamMmy 6e3omacHOCTM M 0603HavaeT Kypc. OHa
ycTaHaB/MBaeT obuime Lenm 6e30nacHOCTV opraHu3auum.

®opMyIMpoOBKa OCHOBHbIX MOJIOXKEHWIA MOMUTUKM, onpegensiemas BbICWWM PYKOBOACTBOM, AO/DKHA
6bITb JOCTATOYHO MpOAYyMaHa WM ocTaBaTbCHA afekBaTHON M TOYHON MPU U3MEHEHUSIX B CTPYKType opraHusa-
LUK, B CUCTEME M TexHosormax 6e3onacHoCTU, a Takke U3MeHeHunii xapakTepa yrpo3 6esonacHocTu. byayuu
nNpPoAyMaHHOW’, MOMTUKA MOXeT oCcTaBaTbCA HEM3MEHHON M GyfeT HyXAaTbCa B nepepaboTke TONbLKO B CAY-
Yyae KapAnHaNbHOTO N3MEHEHUS MO3MLMN OpraHn3almm B OTHOLWEHMN 6e3onacHocTu. O gHako opMyInpoBKa
NONUTUKN AO/MKHA 6blTb OAHO3HAYHOW, YETKO yCcTaHaBNMBaTb, YTO TpebyeTcs.
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Monnutruka ypoBHSA NpeanpuaTusa onpefenser yyacTku OTBETCTBEHHOCTM UM ycTaHaB/AMBaeT NOAOTHET-
HOCTb ANA TakUX y4acTKoB. [MoNuTUKa MOXeT onpefensaTb B3anMocBs3n mexay paboToli IT-otaena n pa6o-
TOli 3aBOfa W ycTaHaBnvMBaTb chepbl UX KOMMNeTeHuuin. Monutuka moxeT auddepeHuympoBaTth Lenn 6es-
ONacHOCTM CUCTEeMbl ynpaBieHusa OT ueneli 6e3onacHOCTU kopnopaTuBHOW ceTu. Hanpumep, BaxHenLnm
acnekTom 6e30MacHOCTU KOPNopaTUBHOW ceTn MOXeT 6biTb o6ecneyeHne KOHPMAEHLNANbHOCTA B HEl. a
BaXHelWmnM acnekTom 6e30MacHOCTU CUCTEMbI yNpaB/ieHNsa MOXeT 6biTb o6ecneveHne ee 6ecnepeboiiHoi
paboThl.

Kpome TOro, nonuTuka yctaHaBnuBaeT KOHKPETHble cTaH4apTbl U HOPMbI, NPUMEHNUMbIE AN OpraHu3a-
unn. OHa MOXeT onpefenaTb MHCTPYKTaX Kak BaXKHY0 COCTaBASAL Y0 NporpamMmmMbl 6e3onacHocTu. Monutmka
MOXeT Takxe ycTaHaB/MIMBaTb CaAHKLMN 3a €e HapyLlUueHus.

PykoBogacTBy cnegyeT LOBOAUTbL NOMMTUKY A0 CBeLEHUA COTPYAHWMKOB BCeli opraHusauuu Tak. 4ToObl
BCE COTPYAHVKN MOHMMANN ee.

5.8.3 OnepaynoHHble NOJIMTUKN U perfiamMmeHTbl

OnepauWoHHble NOMUTUKA WU pernameHTbl 6e3onacHoCTU pa3pabaTbiBaloT Ha 6o/iee HU3KUX YPOBHAX
opraHusauuy n onpegensT cnocob peanusaunun NOAUTUKN YPOBHS NMPeanpuaTUS B KOHKPETHOW COBOKYM-
HOCTM 06CTOATENbLCTB. PernameHTbl 6e30nacHOCTU NPeTBOPSOT MOMUTUKY B AeiicTBMe. PernameHTbl ycTa-
HaBNMBAIOT. YTO AO/IKHA NPEANPUHATL OpraHusauua ANa AOCTWKEHUS Leneil NosNTUKU U BbINOJIHEHUS ee
Tpe6oBaHunii. PernameHTbl onpenensatoT NpPouecchl, KOTOpble MO3BOAAT YCTPaHUTbL BCe Npob6aembl, 0603Ha-
YeHHbIe MOMNTUKOIA.

PernameHTbl oTpaxaloT Bce 065i3aTe/lbHble cOCTaB/siloWME NPOrpaMmMbl 6€30NacHOCTH, KOTOpble BK/IO-
yawT B cebs:

a) KOHCTpynpoBaHue cucTemsbl;

b) MaTepuanbHO-TEXHUYECKOe o6GecneyeHue;

C) MOHTaXx;

d) TexHonornyeckuii npouecc:

e) TexHuyeckoe 06CNyXnBaHWE CUCTEM;

f) nepconan;

9) ayauT,

h) uWHCTpyKTax.

PernameHTbl onpeaensoT KOHKpPeTHble AeACTBUS, NNL. OTBETCTBEHHbIX 3& WX BbIMO/THEHWE, U YCI0BUS
ONS UX BbINOSTHEHUSA.

MncbMeHHble perfiaMeHTbl NPONUCLIBAOT NOPAAOK X U3IMEHEHUSI B C/lyyae U3MeHeHuUs cutyauuu. 3a
KaXXA0W MOMNTUKOW MW perfamMeHTOM 3akpensieHo nvuo, oTBevyalllee 3a CPOKM BHECEHUS OGHOBIEHUIA U
o6ecrneyeHne Nx BHECEHUS.

MonuTMKN 1 pernameHTbl cnepyeT oueHUBaTb Ha npegMeT UX 3 EKTUBHOCTU, KOTOpas MOKaXeT,
cnyxaT in OHW CBOEMy npejgnonaraeMomMy HasHauyeHutio. CrnegyeT Takxe U3MepsiTb (PUHAHCOBbIE 3aTpaThl
ONS opraHmsauum, 4To6bl OHa Morna onpeaensitb, COrnacyeTcs /M UTOr CHUXEHUA puUcka ¢ (YMHAHCOBbLIMY
3aTpaTamMu Ha peanusauuio NoAuTuku. Ecnu utor Henpuemnem, To NOUTUKY U pernamMeHTbl MOXeT noTpe-
60BaTbCs CKOppekTUpoBaTb. PernameHTbl HEO6X04MMO NepecmaTpuBaTh, €C/IM NPOU3OLWIN U3MEHEHUS B
TEXHONOTUAX.

PernameHTbl MOryT UCNOMb30BaThLCA ayanTaMmu. Ayant 6e30nacHOCTU ycTaHaB/IMBaeT COOTBETCTBUE Bbl-
ABMEHHbIX A4E€NCTBUIA OpraHn3aLny NMCbMEHHbIM pernaMmeHTam.

5.8.4 3afauun, pewaemMble C NOMOL b0 MONUTUK U PernaMmeHToB

5.8.4.1 O6wwne NoNoxXeHnsa

CyuwiecTByeT psj 3a4a4y, KOTopble MOTyT pelaTb NOSIMTUKN U pernaMeHTbl 6e3onacHocTu. Kaxaas opra-
HU3auusa yHMKanbHa 1 A0/XHA NO BO3MOXHOCTW yCTaHaB/IMBaTb COOTBETCTBYIOLWME NOMUTUKA U PernameHTbl
6e30MacHOCTU, KOTOPbIEe NPUMEHNUMbI A1 €€ CUCTEM NMPOMbILLIEHHON aBTOMATUKN U KOHTpoNns. Takue 3ajaum
MOTYT BK/tOYaTb B ce6S;
ynpaBfieHne pucKoMm:
ynpasrieHvne [loctynowm;

LOCTYNHOCTb ¥ NaHMpoBaHune 6ecnepeboiiHOCTY;
- thusnyeckyto 6e30nNacHOCTb:

apxXuTeKTypy;

nopTaTvBHble YCTPOICTBA;

6ecnpoBofHble YCTPONCTBA U faTunKu:
yhaneHHslii gocTyn;
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- nepcoHan;

- NoNNTUKY cybnogpaga;

- ayaur;

- 06HOB/IEHME NONUTUKM 6e30NacHOCTH.

5.8.4.2 YnpaBneHue puckom

YnpaBneHne puckom mrpaet KpaliHe BaXHYyo posb npu pa3paboTke 3KOHOMUYHON NporpaMmmbl 6esonac-
HOCTKW. KOTOpas obecneynBaeT OAMHAKOBLI YyPOBEHb NpuemaemMoli 6e3onacHocTH, HO He TpebyeT o6opyaoBa-
HUA WY pernaMeHToB, KOTOpble 06X0AATCA CAUWKOM A0OPOro U HAXOAATCA 3a pamkamu Tpebyemoi 6esonac-
HOCTW. TeM He MeHee ynpaBfieHue PUCKOM C/I0XHO U MO3TOMY LOJ/DKHO 6bITb MPUCNOCOGIEHO K KOHKPETHO
opraHmsauun. Monntmka ynpaBneHWs pUCKOM ycTaHaB/MBaeT, kak onpeaensTb NpUeMaemMblii ypoBeHb pucka
N Kak ynpaBnaTb PUCKOM. 3TOT ypoBEHb BapbUpyeTcs B 3aBUCMMOCTM OT Leneli U 06CTOATENbCTB OTAE/NbHO
B3ATOI opraHmsauuu. Mpouecc onpegeneHns ypoBHs pucka cnegyet nepuoanyecku NoBTOpsTbL ANA NpuBeje-
HUA €ro B COOTBETCTBME C UBMEHEHUAMMN OKpyXatLieli 06CTaHOBKN.

5.8.4.3 ¥Ynpas/sieHue foCcTynom

Be3onacHOCTb CMCTEMbl MOBbIWAKT MyTEM OrpaHUYeHus focTyna B MO/b3y NUlb TeX nosb3oBaTenei,
KOTOpble HyXAalwTcs B AOCTYNe W HajeseHbl NpaBoOM Ha Hero. MonuTuka ynpaB/ieHWs [OCTYNOM ycTaHas-
NMBaeT pasfiMuHble PYHKLUM NoNb3oBaTeneil n Kakol poa AocCTyna Heo6XxoaAum ANs KaXAon yHKUUM npu-
MEHUTE/IbHO K KaXX[0MY K/acCy UMYLLECTBEHHbIX 06bEKTOB (PU3NYECKUX WU OTUYecKnx). Takasa nonutuka
nponucbiBaeT 0693aHHOCTN HAaEMHbIX PA6GOTHMKOB B efne 3aluTbl UMYLL,ECTBEHHbIX 06 bEKTOB 1 06513aHHOCTH
pykoBoauTenel B fene o6CNyXnBaHnsa pernamMeHToB ynpasneHusa fgoctynom. CaHKUMOHMPOBaHWe npueune-
rMii gocTyna AO/HKHO 6biTb MO BO3MOXHOCTU 0406PEHO PyKOBOACTBOM U y6eAnTeNbHO OTPaXEHO B JOKYMEH-
Tax. a Takxe nepuoamnyeckn nepecmarpumBaTbCcs. YnpasaeHue fOCTYNOM MOXET ObiTb Takke BaxHO U gaxe
BaXKHee ANa obecneyeHUs LENOCTHOCTM U AOCTYNHOCTU CUCTEMbI, YeM HEO0BXO0AMMOCTb COXPAaHEHUS KOHU-
AeHUNanbHOCTU AaHHbIX.

5.8.4.4 locTynHOCTb W NnaHMpoBaHne 6ecnepeboitHOCTM

Monutuka B 3Toi 06nacTn npegycMaTpuBaeT HEOOXOAMMYIO KOHLENUMIO U OXungaemble Tpeb6oBaHUA K
pe3epBUPOBAHMIO N BOCCTAHOBJ/IEHUIO, a TaKxXe NJaHMpoBaHUI0 BefeHUs 6usHeca 1 BOCCTAHOB/IEHUS Mnocne
ypesBblyaiiHbiX npouclwecTBuii. OHa onpefensieT Takke napamMmeTpbl apXMBUPOBaHUA (Hanpumep, Kak f0aro
cnepyeTt COXpaHATb faHHble).

5.8.4.5 ®dun3nyeckan 6e30nacHocTb

be3onacHOCTb CUCTEMbI YyNpaB/eHNa 3aBUCUT OT (hM3MYECKO 3alyMLLeHHOCTM NMPOCTPaHCTBa, KOTopoe
BK/lOYaeT B ceba cuctemy ynpabneHus. 1na 3aBoACKON TeppuTopun MoxeT 6bITb NponucaHa nonuTtuka 6es-
onacHoOCTK ele 4,0 TOro, Kak NoAnTUKa 6e3onacHocTy 6yfeT nponucaHa A cucTteMsl ynpasneHusa. OAHako
nonnTnka M3N4Yeckoro AocTyna K onpefeneHHbiM cucTeMam MOXET OT/INY4aTbCA OT NONNTUKK, OTHOCALLEN-
cs K 06bekTaM M3 gpyrux cuctem. Hanpumep, Becb nepcoHan HedTenepepabaTbiBalolero 3aBofa Moxer
MMeTb 06LWMii 4OCTYN NPakTUYEeCKN KO BCEM TEXHUYECKMM cpefcTBaM B npejenax CTeH 3aBoja, 0f4HaKo Ao-
CTyn K nomeweHnam IT-MHPPacTPyKTypbl MOXET ObiTb OrpaHWYeH NUWb B MOJIb3y NepcoHana, umerLwero
OTHOWeHNE K MHDOPMaLMOHHON TeXHUKe — XOTS 6bl B Lienax npefoTBpalleHns cnyvyanHbiX NOBpexXAeHUn.
Monutuka 6e30MacHOCTV CUCTEMbI yNpaBieHnsa A0/HKHA N0 BO3MOXHOCTW BK/OYaTb B Ce6s CCbINIKY Ha no-
nuTuky dusnyeckoli 6e3onacHoOCTM M ycTaHaBIMBaTb €e 3aBUCMMOCTb. [MonuTuka 6e30NacHOCT CUCTEMBI
ynpaBneHnsa [O/XHA N0 BO3MOXHOCTM cofepxaTb [OCTAaTOYHO NoApobHble AaHHble 0 hu3nyeckon 6e30-
NacHoCTW ANA TOro, YTo6bl MOXHO ObINIO B KaXAOM KOHKPETHOM Criyyae pacnpocTpaHuTb NOAUTUKY 6es-
0nacHOCTU 3aBOJCKOro 06bekTa Ha cMcTeMy ynpaBsieHUs. Hanpumep, B Takoil NONUTUKE MOXET 3HAYUTLCSA;
«Takoe-To o6opyfoBaHue AO/HKHO HAX0AUTHLCA B 3aKPbITbiX KABMHETAX, a K/UYN K HUM — XpaHUTbCA B MecTe
OorpaHMyeHHoro gocrtyna.

5.8.4.6 Apxutektypa

MonuTtuka n pernameHTbl ONUCLIBAOT 6e3onacHble KOHUrypaLmm cucteM ynpasieHns, oxsatblBas Ta-
Kne BOMNpOCHI, Kak;

a) pekoMeHAyeMble KOMNOHOBKY ceTel;

b) pekomeHayemas KoOHUrypaumnsa MexceTeBoro akpaHa;

C) aBTOpM3auus 1 ayTeHTUdUKaLMa nosib3oBaTesnei;

d) coeguHeHne Mexay pasIMyHbIMU CEeTAMY YNpaB/eHna npoueccamu;

€) ucnonb3oBaHne 6ecnpoBOAHbIX KOMMYHUKaLWA;

0 AOMEHbI 1 foBEPUTE/IbHbIE OTHOLWEHUS;

[) ynpasneHue natyamu (Bka4as ayTeHTUdUKauunio);

h) ynpaBneHue aHTuBMpycamu;
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i) ycuneHue 3awuTbl CUCTEM 3a CHET 3aKPbITUS MPOrpaMMHbIX NOPTOB, 6/1I0KNPOBKK UM OTKa3a OT Heuc-
nosb3yeMbIX UM ONacHbIX CEPBUCOB M OTKas3a OT WCMO/Ib30BaHUS CbEeMHbIX HakonuTenei gaHHbIX;

j) pocTyn K BHeWHUM ceTam (T. e. K IHTepHeTy);

k) Hagnexaliee ncnonb3oBaHne 3/1€KTPOHHON MOYThI.

5.8.47 MNopTaTMBHbIE YCTpPONCTBA

MopTaTWBHLIM yCTPOiCTBAM COOTBETCTBYIOT BCE pUCKM H6e30macHOCTH, KOTOpble COOTBETCTBYIOT CTaLU-
OHapHOMY 060pyf0BaHMNIO, HO U3-3a UX MOBU/ILHOCTN MEHee BEPOATHO, YTO Ha HUX y[acTCca pacnpocTpaHuTb
06blYHbIE pernameHThbl 6e30NacHOCTU Ha NPOTAXEHNUN BCEro nepuoga oT MOHTaxa 0 ayauTta. nOpTaTVIBHOCTb
Takux yCTPOWCTB co3faeT AOMO/HNTENbHbIN PUCK AN1A UX NOBPEXAEHWIA, KOrAa OHU HaxoAsaTCcA 3a npejenamm
30H (hM3nyeckoil 6esonacHocT, UK AN nNepexsata WHopmauun B XOA4e UX COeVWHEHNS C 3alyULLeHHbI-
MU 30HamMu. Takum o6pasom, yacTo HeobxofuMma cneuumanbHas NOAUTKKA, KOTopas pacnpocTpaHseTcs Ha
nopTaTuBHble yCTpoiicTBa. Takas NoNUTMKA JO/KHA MO BO3MOXHOCTM ycTaHaBnMBaTb TpeboBaHNA K 3alute
6e30MacHOCTW, KOTOPblE aHaNO0rMYHbl Tpe60BaHNAM K TOMY WM UHOMY CTaLWOHapHOMY YCTPOICTBY, O4HaKO
TeXHun4yeckne n agMMHNUCTpaTuBHbIE ME€XaHWU3Mbl, 06ecneq|/|Ba}ou.w|e 3Ty 3alnTy, MOTYT OT/INYHATbLCA.

5.8.4.8 becnpoBoHble YCTPOIiCTBA U AAaTUNKK

Ye MHOro ieT B HEKOTOPbIX chepax B Ka4eCcTBe ynpaBAAoLW X CUCTEM WMPOKO NPUMEHSAETCA ynpas-
nawoujee obopyjgosBaHue, KOTopoe MCNo/b3yeT paAno4YacTOTHYH Mepejadvy curHana B3aMeH NPOBOAHON.
Mo mepe CHMXeHUA (PUHaAHCOBbLIX PACXOAO0B M MOABMEHUA HOBbIX CTaH4ApPTOB pacliupsieTcs cepa npu-
MEHEeHNA CUCTEM NPOMbILWIEHHOW aBTOMaTUKN U KOHTPOJIS, YTO OTYACTM 00YC/IOB/IEHO MEHbLINMU (PUHAH-
COBbIMU pacxofamu Ha MOHTax. Kn4eBbiM OTANYMEM MPOBOAHbIX YCTPOWCTB OT 6€CNPOBO/AHbIX ABNAETCA
TO. 4YTO B C/ly4yae NocnefHUX CUTHanbl He orpaHuMyeHbl npegenamu o6nactun usnyeckoli 6esonacHocTy,
a 370 yBe/sMumMBaeT pUCK UX nepexBaTta W MckaxeHus. Takum o6pa3om, nonmTuka 6e30MacHOCTH, OTHOCS-
wasca UMeHHo Kk 6ecnpoBOAHbIM yCTpoiicTBaM, NOAXOAWUT AN OpraHu3auunii, KoTopble B faHHbIi MOMEHT
MCMONb3YT AN MOTYT UCMOIb30BaTb B 6yayLieM B cBoeil paboTe 6ecnpoBOfHble YCTPONCTBA NN faTyu-
Ku. Takas nonutuka Moxet pernameHTMnpoBaTb, ANA Kakux 3agady MOryT Mcnonb3oBaTbCA 6ecnposo,qu|e
yCcTpoiicTBa, Kakue MeToAbl 3aluTbl U ynpaBaeHnsa TpebyloTcs 1 kak B3anMOCBA3aHbl NPoOBOAHblE U Gec-
NMpoBOAHbIE CETU.

5.8.4.9 YpganeHHsblit goctyn

YpaneHHbll gocTyn no3sonseT 060liTh cpeacTBa o6ecneyeHns nokanbHoW husnyeckolh 6esonacHo-
CTWU. yCTaHOB/IEHHbIE Ha rpaHuLax cuctembl. OH NO3BONSAET NEpPeHecTn JOCTYN K 4OBEPEHHOI 30He B COBep-
WEeHHO APYrylo reorpatuyeckyto ToUKy U npegnonaraeT, cpefn nNpoyvero, UCMNOSb30BaHNE KOMMNbOTEpPa, KO-
TOPbIi MOT He 6bITb NOABEPTrHYT NPpoOBepkam 6e30nacHOCTH, NPOBOAUMBIM ANA KOMMNbIOTEPOB, HAX0AAWNXCS
thunsnyeckn B npegenax AOBEPEHHON 30HbI. HeobxoAWMbl Apyrne MexaHW3Mbl, KOTOpble ob6ecneynsaloT 3a
npegenamMu AOBEPEHHON 30HbI ypOBEHb 6€30MacHOCTU, aHaNorNyHbIli YPOBHIO 6€30MacHOCTU [AOBEPEHHOA
30HbI.

5.8.4.10 MepcoHan

Bonpocsl, oTHOcALWKMecA k NnepcoHasny, MOryT 6biTb 0603HayYeHbl B MonMTUKax 6esonacHocTy npeanpu-
ATNA ONA nepcoHana v I/IHCbOpMaLWIOHHOVI TexHonornu. NMonntuka 6e30NacHOCTN CUCTEMbI ynpaBneHuna ox-
BaTblBaeT cneynduyeckne nofpo6HOCTU, B TO BpeMs kak 6osee oblas NonmMTuka He oxsaTbiBaeT acnekTbl
cucTeM ynpasfeHus. Hanpumep, nonntuka 6e30nacHOCT cUCTeM ynpaB/ieHUs corfiacyeT ponu gocTyna K
cucTemMam ynpas/ieHUs ¢ MeTOoANKamu oTbopa 1 KOHTPONS MeCcTOHax0XAeHnsa nepcoHana.

5.8.4.11 Monutuka cybnogpsasa

Bonpocbl 6e3onacHOCTV 3aTparuBatoT AesiTeNlbHOCTb, KoTopas MoxeT Tpe6oBaTb npueaeyeHus cybno-
APAAYMKOB B iMLe NocTaBlyvKa, coopLinka, nocTasLinKa yCayr TEXHUYECKOro 06CnyXnBaHus, KOHCybTaHTa
n ap. Monutuka 6e3onacHoCTM, npegycmaTpuBarmllaa cybnoapas, paccmMarpuBaeT B3aumopelictBus ¢ cy6-
noApAAYMKOM, KOTOPbIA MOXET OTKPbIBATb YA3BUMOCTU. [onuTnka onpegensieT 0643aHHOCTU Pas/IMyHbIX CTO-
poH. Monutuka yuntbiBaeT U3MeHeHNe 0693aHHOCTe MO Mepe Nepexoja NPOEKTOB 13 3Tana B 3Tan u no mepe
noCTaBKM MaTepunanoB U CUCTEM. Monutuka moxet TpeﬁOBaTb nponncaHnsa B KOHTpaKTax C cy6no,qpﬂ,qq|/|KaM|/|
onpeaeneHHbIX CPOKOB.

bes Hagnexauieil opraHmsaunm paboT KOHTPaAKTHbIX (CTOPOHHWX) MPOrpaMMUCTOB LeNOCTHOCTb Mpu-
KNafHblX MporpaMM M NpoLEeccoB MOXeT 6bITb MOCTaB/eHa Noj yrposy, a NporpaMMHbIii ko4 NoTepsATb noa-
AepxKy. BaxHO HaiiTh KBanMULMPOBaHHbIX KOHTPAKTHLIX MPOrpaMMnUCTOB, KOTOpble BYAYyT NpUAepXMBaTbCA
opraHu3aLMOHHbIX CTaHAAPTOB NPOrpamMMUpPOBaHNA U LOKYMEHTUPOBAHWUS U BbINOMHATL Hajexalyne TecTu-
poBaHus. a Takke 6yayT HafeXHbIMU 1 cobnogaTb CPOKM pas3paboTku.
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5.8.4.12 Aygut

Be3onacHOCTb CMCTEMbI pPerynsapHo nogseprawT ayauTy ANA onpejeneHns cTeneHn cooTBeTcTBuA 6es-
onacHoCTW NOANTUKE N HopMam 6e3onacHocTu. MonuTrka 6e30NacHOCTM yunTbiBaeT He06X0AMMOCTb ayaAnToB
N ycTaHaBNMBaeT OTBETCTBEHHOCTb, MEPUOANYHOCTb 1 TPEGOBAHUSA K KOPPEKTUPYHOLW MM BO3AeNCTBUSAM. Bee-
CTOPOHHAA Npoueaypa ayguTa MOXeT 3aTparnBatb acnekTbl, OTINYHbIE OT 6e30nacHOCTU, HanpumMmep addek-
WBHucTb 1 puaynbTaTMBHUCTL MPULLECCOB. a TakXe nx HUpMaTuBHO-NpasnBME COOTBETCTBUE.

5.8.4.13 O6HOBEHME NONUTUKM Be3onacHOCTH

MonnTuky 6€30nacHOCTN NOABEPTaldT MOHUTOPUHTY ANSA onpefeneHns U3MeHeHui, Heob6XxoaAuUMbIX B
noNnTUKE Kak TakoBoii. MOHUTOPUHI NONUTUKM 6E30MacHOCTU — 3TO 06A3aTeNbHbIA pasgen Kaxpaoro go-
KyMeHTa. coepxalero nonnTuky 1M pernameHt. lNMonutuka 6e3onacHOCTV NpeanpuAaTUA ycTaHasnuBaeT
o6wnii nogxoa. B kaxAoM AOKYMeHTe, cofepXalem onepaunoHHY MOMUTUKY U pernamMeHT, NpuBeaeHsbl
WHCTPYKUUMN Ha npegmeT TOro, Korga um Kem Aos/kHa ObiTb nepecmoTpeHa v 06HOBNeHa NOAuTUKa unn pe-
rnaMeHT Kak TaKoBble.

[ONXHbI MO BO3MOXHOCTW [eicTBOBaTb NPOrpaMmbl MHCTPyKTaxa BBUAY HaliMa HOBbIX PaGOTHUKOB,
HOBbIX Oonepauuii akcnayaTauum n TeXHUYECKoro 06CnyXuBaHUsa, MoAepHMU3aunii U NnaHMpoBaHWA nNpeem-
CTBEHHOCTU. MporpammMbl MHCTPYKTaxa cnefyet Hagnexauum o6pasom fOKYMEHTUPOBaTh, CTPYKTYpUpoBaTh
1 fopabatbiBaTb C PErynsapHOin NEPUOANYHOCTBIO ANA yyeTa U3MEHEHWIA B onepaLoHHol cpege.

5.9 30Hbl 6e3onacHoCTH

5.9.1 O6wwme NonoxXeHns

Kaxpoii cuTyaymm cooTBeTCTBYeT CBOI AOMYCTUMbIA ypoBeHb 6e3onacHocTu. B cnyvyae kpymnHbIX wunu
C/IOXHbIX CUCTEM MOXET b6bITb HelesiecoobpasHo Wan He crnefyeT NPUMEHATb OAUH U TOT e ypoBeHb 6e30-
NacHoOCTU A1 BCeX KOMNOHEHTOB. Pasninuna MOXHO yUMTbIBaTb, UCMNOJb3YSA NOHATUE 30HbLI 6e30NacHOCTU Uan
3awmuaemMoro yyactka. 3oHa 6e3onacHocTu npeacrtasnsieT coboii nornyeckoe ob6beAnHeHne U3NYECKnX,
MH(POPMaALMOHHBIX U NPUKNaAHbIX 06BEKTOB MMYLLECTBa, K KOTOPbIM MpeAbsaBasAiloTcs obuime TpebosaHuA
6e3onacHoCTU. 3TO NOHATUE NPUMEHUMO K 3/IeKTPOHHOI cpeje, B KOTOPOI HEeKOTopble CUCTeMbl BXOAST B CO-
CTaB 30Hbl 6€30MacHOCTH, a BCe oCTasibHble Haxo4AaTcA 3a ee npegenamu. MoryT cylecTBoBaTb TakXe 30HbI
BHYTPMW 30H WM NOA30HbI, KOTOPble o6ecneynBaldT MHOTOYPOBHEBYHO (3LENOHNPOBAHHY0) 3aWuTy, COOTBET-
CTBYSl Cepuu ypoBHeil TpeboBaHuii 6e3onacHoOCT. JleOHMPOBaHHaA 3aliuTa MoxeT 6bITb obecneyeHa 3a
cyeT NPUCBOEHUS Pa3/IMYHbIX CBONCTB ee 30HaM 6e30MacHOCTU.

30Ha 6e30nNacHOCTU UMeEeT rpaHuLly, KoTopas npegctasnseT co6oil pybex Mexay anemeHTamu, npuHag-
nexawumu e, n anemeHTamu, el He NnpuHagnexawmmn. KoHuenuma 30Hbl npegnonaraeT Takxe ob6sa3artenb-
HYI0 BO3MOXHOCTb lOCTyMna K 06bekTaM, HaxoAsLMMCA KaK BHYTPU 30Hbl, Tak U BHe ee. 3TO onpejenseTr KOM-
MYHUKaL Mo 1 JOCTYN, HEO6XOANMbIE A1 NepeMelleHnsa nHdopmaLun 1 el BHYTpyU 30H 6e3onacHocTn u
MeXAy HUMU. 30Hbl MOXHO paccMaTpuBaTb Kak HafeXHble 1 HeHaAexXHble.

30HbI 6e30NacHOCTN MOTYT BbITb OnpefenieHbl B hM3MYECKOM CMbice (hu3nyeckas 30Ha) Uau noruye-
CKOM CMbiC/le (BUpTyasibHasA 30Ha). Pusnyeckne 30HblI onpejesieHbl NocpeacTBOM rPynnupoBKY 06BEKTOB MO
X PU3N4ECKOMY MECTONMOJIOKEHMNIO. B criyyae 30H TAKOro tuna J1erko yCTaHOBUTb, Kakne 06beKTbl HaxoaaTca
BHYTPM KaxAoOW 30Hbl. BupTyanbHble 30HbI OnpefesieHbl NOCPeACTBOM FPYNNMPOBKU (PU3NYECKUX 06BEKTOB
NN X yacteil B 30HbI 6€30MNaCHOCTU Ha OCHOBE (DYHKLMOHANBLHOCTY UK APYTUX XapakTepucTuk 06 LeKToB, a
He UX (PakTMYecKoro MecTonoN0XeHNs.

5.9.2 OnpepenexHne TpeboBaHwii

5.9.2.1 O6uine nonoxeHus

Mpwn onpepgeneHnn 30HbI 6€30MacCHOCTU opraHusauumn cinegyet cHavana onpefenntbca ¢ Tpe6oBaHus-
mMn 6esonacHocTy (uensiMum 6e30MNacHOCTM) U NNWb 3aTeM peluaTb, cAefyeT M paccMaTpuBaTbh KOHKPETHbIN
06bEeKT B Ka4yecTBe HaxofAlleroca BHYTPU 30HblI UM 3a ee npegenamu. Tpe6oBaHMs 6€30NaCHOCTU MOXHO
nogpasfenuTb Ha cregylolimne Tunbl:

- KOMMYHWKaUWOHHbI AOCTYM;

- husnyecknit 4OCTYN N yAaNeHHOCTb.

5.3.2.2 KOMMYHUWKaLMOHHbIV AocTyn

YT06bI rpynna 06beKToB, HaxoAsAWMUXCA B Npejenax rpaHnubl 6e30MacHOCTU, HOPMasbHO MYHKLNOHU-
poBana. OHM JO/MKHbI 6bITb CBA3aHbLI C 06beKTaMu, HaXo4ALWMMUCA 3a NpeAenaMy 30HblI 6e30macHOCTU. Takoi
[OCTyn MOXeT UMeTb MHOXeCTBO (pOpM, B UMC/Ie KOTOPbIX hu3nyeckoe nepemelieHne ob6bekToB (U3genuii)

37



FOCT P 56205—2014

n nogei (cnyxawmx n NOCTaBLMKOB) UM 3N1E€KTPOHHAA KOMMYHUKaUWs C Cy6bekTamu, Haxogsawmmmcs 3a
npefenamu 30Hbl 6€30NacCHOCTM.

YpaneHHas KOMMyHUKauus — 3To nepegava nHdopmaLun oT 04HOro cy6bekTa K 4pyromy, KotTopble Ha-
XOAATCA Ha 3HAYMTENIbHOM yAaneHun Apyr oT Agpyra. B KOHTeKCTe HacTosWwero ctaHgapTta yaaneHHblil JocTyn
onpegeneH Kak KOMMYyHMKauUus ¢ 06bekTaMu, HaxoAalWnMmUcs 3a npegenamu nepuMeTpa paccmaTpuBaemoit
30Hbl 6€30NacHOCTH.

NokanbHbIi 4OCTYN 06bIYHO paccmaTpmBaloT Kak KOMMYHUKaLMI0 Mexay obbekTaMn B npefesiax 04HoW
30Hbl 6€30MacHOCTK.

5.9.2.3 ®u3anyeckunii 4OCTYN U yaaneHHoCTb

dunsnyeckme 30HbI 6€30NaCHOCTU CAYXaT 415 OrpaHnyYeHnss 4oCcTyna K KOHKPETHOMY y4acTKy BBUAY TOro,
4YTO BCE CUCTEMbI Ha 3TOM yyacTke TpebyloT 0 MHAKOBOI CTENEHN HaAeXHOCTU onepaTopoB, 06CyXuBatoLLe-
ro nepcoHana v paspaboTymkoB. [pn 3TOM He UCK/IIOYEHO, YTO 30Ha C 60/1ee HU3KUM YpOBHEM (IU3NYECKOW
6e30MacHOCTM MOXET cofepxaTb 30HY C 60/1ee BbICOKMM YPOBHEM (h13MyecKoii 6e30nacHOCTM Uan 30Ha ¢ 60-
nlee HU3KNM YpOoBHEM hu3nyeckoit 6e30NacHOCTM MOXET coaepXaTb 30HY BbICOKOYPOBHEBOTO KOMMYHMUKaLM-
OHHOTO focTyna. B cnyyae dm3nyecknx 30H 3aMKM Ha ABepsAX Wan gpyrve dmsnyeckne cpefcTBa 3aluwarnT
OT HecaHKLMOHNPOBaHHOro gocTtyna. MNperpajfoii ABseTcs cTeHa nan kabuHeT, KOTOPble CAEePXMBAOT AOCTYM.
dusnyeckne 30HbI AOMKHbI N0 BO3MOXHOCTU UMeTb hu3nyeckme 6apbepbl, KOTOpble COOTBETCTBYIOT Tpebye-
MOMY ypPOBHI 6€30MNacHOCTM M COrnacylTcsa ¢ naaHamMmu OTHOCUTEsIbHO 6e30NacHOCTU APYrMX 06bEKTOB.

Mpumepom du3nyeckoit 30HbI 6e30nacHOCTU ABNAETCA 06blUHbIA 3aBOf. ABTOPM30OBaHHbIE nula Npo-
nyckalwTCsi Ha 3aBOJ, aBTOPU3YHOLWUM CYy6BbEKTOM (COTPYAHWKOM OXpaHbl WAN UAEHTU(DUKALUOHHBIM TEpPMU-
Ha/noM), a A0CTyNn Ha 3aBOoj HeaBTOPM30BAHHbLIX NUL CAEPXMBAETCA TeM Xe aBTOpPM3YKLWUM CyObekToM 1
orpagoii.

O61bekTbl B Npegenax rpaHuLbl 6e30nacHOCT — 3T0 06beKThl, KOTOPbIEe HYX/alTCs B 3aliUTe Ha ycTa-
HOBJIEHHOM YpOBHe 6€30MacHOCTU UM B COOTBETCTBMM C YCTAHOBJ/IEHHOW MoNuUTUKOW. Bco ycTpolicTBa, Ha-
xoAsumecs B npegenax aToil rpaHuLbl, 4O/HKHbI COOTBETCTBOBATL O4HOMY U TOMY X€ MUHUMabHOMY YPOBHIO
Tpe6oBaHuWii 6e3onacHocTU. To eCTb OHU J0/IKHbI 6bITb MO BO3MOXHOCTU 3aLiULLEHbl B COOTBETCTBUW C O4HOM
M TOW e NONUTUKON 6e3omacHOCTM. MexaHU3Mbl 3aluTbl MOTYT pa3simyaTbCcsi B 3aBMCMMOCTY OT 3aljuuiae-
MOro obbekTa.

O6bekTbl, HaxoAsLWumecs 3a npefenamMmn 30HbI 6€30MacHOCTU, Y 0BNETBOPSIOT N0 oNpeAeeHNio MeHb-
WweMy WM MHOMY YPOBHIO 6e30MacHOCTU. DTN 06BbEKTHI 3aluLieHbl HAa pasHbiX YPOBHAX 6e3o0nacHocT v no
onpejenieHnto yxe He MOryT 6bITb fJOBEPEHbI OAHOMY U TOMY Xe YPOBHI0 6€30nacHOCT AN NOANTUKE.

5.10 TpakThl

5.10.1 O6uwure nonoxeHus

WNHdopmayma gomkHa noctynaTb B 30HY 6€30MacHOCTM, BbIXOAMTb U3 3TOl 30HbI 6e3onacHoCcTU 1 nepe-
mewlatbcsa B ee npefenax. [laxe B HeCBA3AHHOW cucTeme NPUCYTCTBYEeT HeKOTOpas KOMMYyHWKauus (Hanpu-
mMep, Nnepruogmyeckoe coeUHeHVe Mexay coO60i NporpamMmMupyoLLUX YCTPOKCTB ANA CO34aHUSA U 06CayXnBa-
HUA cuctem). YTobbl 0XBATUTL acnekTbl 6€30N1acHOCTU KOMMYHMKaL MK 1 CO34aTh KOHLENLMIO, 3aTparnsatoLLyto
YHVKaNbHble Tpe60oBaHUSA K KOMMYHMKaLMAM, B HacToAleM cTaHjapTe onpefesieH 0co6blii TN 30HbI 6e3-
0NacHOCTN — KOMMYHWKaLNOHHbIW TPaKT.

TpakT — 3T0 0C06bIli TMN 30HbI 6e30nacHoOCTW, rpynnupytow el MHopMaLoHHbe B3aumMoaelicTBums,
CNOCO6HbIE 6bITb IOTNUYECKN OPraHn30BaHbl B IPynny MHPOPMAaLMOHHbLIX MOTOKOB, PACMNPOCTPAHAIOLLUXCSA BHY-
TPW 30HbI 1 BHe ee. TpakT MOXeT npeAcTaBnAaTb Co60W eAnHbI cepBuc (T. €. eAUHYI0 CeTb VIHTepHeT) uam
6bITb 06pPa30BaH cepueil NnepeHoCUMKoB nHopmaLuun (cepueil ceTeBbiX kabenel N NPSAMbIX (PU3NYECKUX [0~
cTynos). Kak v 30Ha, TpakT MOXeT ObiTb 06pa3oBaH Kak hU3n4eckummn, Tak 1 10rMYEeCKUMMN KOMNOHEHTaMMN.
TpakTbl MOTYyT CBA3bIBaTb MeXAy CO60I Cy6bekTbl B Mpegenax OAHON 30Hbl UM CBSA3bIBATb MexAy coboii
pasnnyHble 30Hbl.

Kak v 30Hbl, TPAKTbl MOTYT 6bITb JOBEPEHHBLIMU U HEAOBEPEHHbIMU. TPakTbl, He nepecekawLue rpa-
HWL, 30HbI, 0ObIYHO ABAAIOTCA [OBEPEHHLIMU A0 YPOBHS KOMMYHUKALMOHHBIX NPOLLECCOB B npejenax 3Toi
30Hbl. B fl0BEpPEHHbIX TpakTax, nepecekawLwWwnx rpaHnLbl 30Hbl, HE06X0AMMO peasin3oBbliBaTb CKBO3HOM A0-
BEpEeHHbI npouecc.

HepoBepeHHble TpakTbl — 3TO TPaKTbl, ypOBeHb 6€30NacHOCTU KOTOPbIX OT/IMYEH OT YPOBHA 6Ge3onac-
HOCTMW KpaiHel ToUkM 30Hbl. B aTOM cnyyae thakTuyeckas 6e30nacHOCTb KOMMYHUKaLUUM cBogmTcsa K 6esonac-
HOCTW OTAEe/IbHOro KaHasna, Kak nokasaHo Ha pucyHke 7.

38



FOCT P 56205—2014

PucyHok 7 — Mpumep Tpakta

Ha pucyHke 7 n3obpaxeHa opraHusaums, Bkawvatolias B ce6a Tpy 3aBofa M OTAENbHbIA LeHTpasbHbIl
othuc. Kaxablli 13 Tpex 3aB0/j0B CBSA3aH C KOPNOPaTUBHON CeTbio A1 o6ecneyeHns o6MeHa JaHHbIMU Mexay
OT/AEe/1bHO B3ATbIM 3aBOJOM U LieHTpasibHbIM 0OMCOM, a TaKxe Apyrumu 3asBojamu. Ha pucyHke o603HaveHo
yeTbipe BO3MOXHbIX TpakTa (BO3MOXHbl W Apyrve TpakTbl, HO ANA HArNAAHOCTU OHUW OnyljeHbl). MNepBblii u3
HUX — KOPNopaTWBHbI/ TpakT, NokasaHHbIi B BEPXHEW YacTu pucyHka. [laHHbIl TpakT CBA3biBAeT HECKOIbKO
3aBO/10B, PACMOJIOXKEHHbIX HA Pa3HbIX TEPPUTOPUAX, C KOpNopaTUBHbLIM AaTa-ueHTpom. Ecnu WAN cchopmupo-
BaHa C UCMO/Ib30BAHNEM BbIAE/IEHHbIX UM YACTHBIX TMHUIA CBA3K, TO TaKyl CETb MOXHO CUATaTb HAAEXHbIM
TpakToM. Ecnu B Takoi ceTn ncnonb3oBaHbl Kak 06LieA0CTyNHbIe, Tak U YaCTHble CeTU, TO ee MOXHO OTHeCTU
K HeHajexHoMmy TpakTy. B cocTaB TpakTa BXOAAT Nt060e KOMMyHUKALNOHHOE 060py0BaHNe U MeXCeTeBble
3KpaHbl, KOTOpble 06Pa3yloT CBA3HbIE NIMHUW 3aBOJ0B.

BapunaHTbl HeHafeXHbIX TPaKTOB NokasaHbl Ha KaXAom 3aBofe. B gaHHOM cnyyae kaxAblii 3aBOj, CO-
[epXnT cBOV COBCTBEHHbIN AOBEPEHHLIN TPaKT ANA Nepejayn ynpasnisiioLMx BO34eACTBUIA.

5.10.2 KaHansbl

KaHasnbl — 3T0 0CO6ble NIMHUK CBA3M, CO3aHHble BHYTPM KOMMYHUKaLMOHHOIO TpakTa. KaHasbl noBTo-
psilOT cBoOWcTBa 6e30nacHOCTU TpakTa, MCNOb3yeMOro B Ka4eCTBe KOMMYHWKaLWOHHOW cpefpbl (T. €. KaHan,
HaxoAsAWwuniica BHYTPU 3allulLeHHOro TpakTa, 6yfeT nojAepxusaTb YpoBeHb 6€30MacHOCTM 3allulieHHOro
TpakTa). KaHasbl MOryT 6biTb HAAEXHBIMU NN HEHALEXHbIMN.

[loBepeHHble KaHasbl — 3TO CBA3HbIE MHUKN, 06ecneynBaloLne 3awnLeHHbIi 06MeH AaHHbIMUK C ApPY-
rMmMu 30HamMu 6esonacHocTU. HadexHbll KaHan MOXeT UCM0b30BaTbCA A9 pacllMpeHns BUPTyabHOI 30HbI
6€e30MacHOCTM C Le/1bio BK/IOYEHUA B Hee CYy6bEeKTOB, HaxoAsLWmMXcs 3a npegenamMmu uU3nyeckoi 30Hbl 6es-
onacHocTH.

HepoBepeHHble KaHasbl — 3TO CBSA3HblE SIMHUW, YPOBEHb 6€30NacHOCTU KOTOPbIX OT/INYEH OT YPOBHS
6e3onacHoOCTM paccMaTpuBaemMoil 30HblI 6e3onacHoCTU. MpaBUIbLHOCTL Nepejayn AaHHbIX B paccmaTpusae-
MYI0 30HY 1 13 Hee (30Hy, KoTOpas onpegensieT HesalMLIEHHbIi 0OMeH AaHHbIMK) AO/MKHA 6bITb MpOBEpPeHa
nepefj npuHATUEM UHDOPMaLUN.
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5.11 YpoBHM 6e30MacHoOCTU

5.11.1 O6wwue nonoxeHus

KoHuenuusa ypoBHeli 6e3onacHOCTM 6blna co3faHa A/1s Toro, 4UTo6bl NpMBA3aTh NOHATME 6e30MacHOCTH
K 30HaM, a He K OTAeNbHbIM ycTpolicTBam nnu cuctemam. Kak npasuno. IACS cocTouUT U3 yCTPONCTB U CUCTEM,
NOJIyYEeHHbIX OT HECKOJIbKUX NOCTaBLLMKOB, MPUYEM BCE 3TW YCTPOCTBA U CUCTEMbI (DYHKLMOHUPYIOT COBMECT-
HO, o6ecneymBas LEeNoCTHble PYHKLMM aBTOMaTUYEeCKOro ynpaB/eHns NPOMbIWIeHHbIM NpoLeccom. AHano-
TMYHO TOMY, KaK (pyHKLMOHa/IbHbIE BO3MOXHOCTW OTAE/NbHbIX YCTPONCTB BAMAKT Ha BO3MOXHOCTK (ACS. na-
pameTpbl 6€30MaCHOCTN OTAE/IbHbIX YCTPONCTB 1 peannsdyemMbiX KOHTPMEP LOJ/IKHbI GbITb COr1aCOBaHbl MeXay
co60i1 AN fOCTUXEHMA Tpebyemoro ypoBHA 6€30MacHOCTU 30Hbl. YPOBHU 6e3onacHocTu obecneymBaioT cu-
CTEMY KpUTEpUEB ANSA NPUHATUS PELUEHUA O NPUMEHEHUN KOHTPMEP U YCTPOICTB C pasnmyarlmmMmmncsa napa-
meTpaMu cob6CTBEHHON 6e3onacHocTy.

YpoBHU 6e30nacHOCTM o6ecneynBaldT KaueCTBEHHbI NOAXOA K pPelleHU0 BOMPOCOB, OTHOCALWMXCA K
6e30MacHOCTM 30HbI. YCTaHOB/IeHME YPOBHA 6€30MacHOCTU Lies1ecoo6pasHo NMPUMEHSTb 415 KaYeCTBEHHOro
cpaBHeHMUs ypoBHeli 6e3onacHocTW. Mo Mepe yBeNMYeHUs KonmMyecTBa AOCTYMHbIX AaHHbIX U pa3paboTku
mMaTemaTU4eckux mMofenei pucka, yrpos u UHUUAEHTOB 6€30MaCHOCTM AaHHas KoHLenuusa 6yaeT cCBOAUTLCS K
KONIMYeCTBEHHOMY MeToay BblGopa 1 Bepudukaunmn yposHeli 6esonacHoctu (SL). dta KoHuenuusa 6yaet npu-
MeHMMa KakK K opraHusauuamM-noTpebutensm, Tak u k noctaswumkam IACS n npoayktoB 6e3onacHocTt. OHa
6yaeT ucnonb3oBaTbCca Npu Bbibope ycTpolicTB IACS 1 KOHTPMEP C Lefblo UX NPUMEHEHUS B OTAE/bHO B3ATOM
30He, a TaKXe npu onpegeneHny n cpaBHEHUN 6e30NacHOCTH 30H B OpraHn3aunsx pasimyHbiX CerMeHTOB Npo-
MbILI/TEHHOCTH.

Kaxaoi opraHmsaumu, npumeHsowein metoq SL. cnegyeT gatb onpejeneHne Toro, YTo oTpaxaeT Kax-
[blii YypOBEHb U Kak N3MepaTb SL 30HbI. ITO onpefenieHne UM xapakTepPUCcTUKy cnefyet NPpUMeHsTb Ha cucte-
MaTU4eCcKoil ocHoBe B MacluTabe Bceil opraHusaumm. SL MOXeT NPUMeEHATLCS 4151 onpejenieHns cTparerum
NO/IHOL,EHHO MHOrOYpOBHEBOW 3LIE/IOHNPOBAHHON 3aLlnTbl 30HbI, NPUYEM 3Ta cTpaTerns BkA4YaeT B cebs
TeXHUYeckne KOHTPMepbl Ha OCHOBe annapaTHbIX U NPOrpaMMHbIX CPeAcCTB, a TakkKe agMUHUCTPaTUBHbIE
KOHTPMepbI.

SL cooTBeTCTBYeT Tpebyemoii 3 heKTUBHOCTMN KOHTPMEpP 1 BHYTPEHHE NPUCYLLMX CBOWCTB 6e30macHo-
CTW YCTPOWCTB M CUCTEM AN 30HbI UAN TpakTa C y4eTOM OLLEHKM pucka AN 3ToW 30HblI nau Tpakta. Metoa SL
no3BO/ISieT KAaTeropmM3mpoBaTb PUCK 415 30HbI UK TpakTa. MeToa SL nomoraeT Takxke onpefenaTs Tpebyemyto
3(hPeKTUBHOCTb KOHTPMEp, MPUMEHSIEMbIX A1 NpefoTBpalleHUss HeCaHKLVMOHWPOBAHHOIO 3/1EKTPOHHOTO
BMellaTeNnbCTBa, KOTOPOE CMOCO6HO NPUBECTU K yTEUKe AaHHbIX UM BO34ECTBUIO HA HOpMasibHOe (hyHKL K-
OHWpPOBAaHWE YCTPOWCTB 1 CUCTEM B Npejeniax 30Hbl UM TpakTa. SL — 3T0 CBOWCTBO CKOpee 30Hbl U TPakTa,
yeMm ycTpolicTBa, cMcTeMbl UNN NGO ee vacTu.

PekomeHpgoBaH MUHUMYM M3 Tpex SL. 3TW Tpu YPOBHA MOXHO OXapaKTepu3oBaTb KauyeCTBEHHO, Kak
nokasaHo B Tabnuue 8. OpraHm3aunn MoryT npeanoyecTb paclnpuTb KONYeCcTBO uMetowneca SL n onpege-
NUTb AONOMHUTENIbHbIE YPOBHM A1 ONUCAHNA CBOWX YHUKaNbHbIX Tpe6oBaHuii 6e30nacHoOCTH.

Ta6nunya 8— YpoBHM 6e3onacHocTu (SL)

YDOBeHb 6e3onacHoCTH KauecTBeHHas Xapaktepuctunka
1 H3KM
2 CpegHuii
3 Bbicokuii

5.11.2 Twunbl ypoBHei 6e3onacHocTu (SL)

5.11.2.1 O6wune NonNoxeHns

MoryT 6bITb Onpeaenexsbl Tpu Tnuna SL:

a) SL (ueneBolii) — ueneBoit ypoBeHb 6€30MaCHOCTY 30HbI UK TPaKTa,;

b) SL (BOCTUTHYTbIA) — AOCTUTHYTbIV YPOBEHb 6€30MaCHOCTN 30HbI UK TPaKTa;

c) SL (noTeHumanbHblil) — NOTEHUMaNbHbIA yYypoBEeHb 6€30MacHOCTM KOHTPMeEpP, NPUBA3aHHbLIX K 30HE
AN TpakTy, WAM NOTEeHLManbHbIl YyPOBEHb BHYTPEHHEe npucylyeii 6e30MacHOCTM YCTPOCTB UM CUCTEM BHY-
TPW 30HbI UK TpakTa.
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5.11.2.2 SL (yeneBoii) — LeneBoii ypoBeHb 6e30nacHoCTH

SL (ueneBoii) cnegyet Ha3HavaTb 30He. SL (ueneBoli) MOXeT 6bITb Ha3HauyeH n TpakTy. SL (uenesoit)
30Hbl MK TpakTa onpefesnsaloT B X04e OLEHKN puckoB. He crnegyeT Ha3HauyaTb SL (ueneBoll) TpakTam, ecnu
napaMeTpbl 6€30NacHOCTM TpakTa y4YnTbIBAOTCS B XOA€ OLLeHKU PUCKOB 30H, KOTOPble MCMNOMb3YIT paccma-
TpuBaemblin TpakT. OLeHKa pucKa 30Hbl AN TpakTa A0/HKHA N0 BO3MOXHOCTW YYMUTbIBATb BEPOATHOCTb Hapy-
WweHna 6e30nNacHOCTU 1 ee NPosiB/IEHNUE.

OueHKa pUCKOB MOXeT 6biTb Ka4eCTBEHHOI, NOYKONMYECTBEHHOW UNn KonnyecTBeHHol. SL (LeneBoit)
onpegenseT Heo6XoAMMY0 3PP EKTUBHOCTbL KOHTPMEpP, YCTPOWCTB U CUCTEM, KOTOPbIE A0/KHbI ObiTh 3a4eii-
CTBOBaHbI ANA NpefoTBpalleHns HapylweHnsa 6e30nacHOCTM 30Hbl UK TpakTa.

KOHTpMepbl MOTyT 6blITb:

a) TeXHNnYeckuMu (MexceTeBble 3KpaHbl, aHTUBMPYCHOE NpOorpaMmMHOe obecneyeHune U T. 4.);

b) aAMUHUCTPATUBHbLIMU (MOUTUKA U pErNameHTbl):

C) hmsnyecknnmu (3anepTole ABepu U T. 4.).

Ha onpegeneHune SL (uenesoii) 30HbI U TpakTa BAUAIKOT creayolmne akropbl:

d) ceTeBas apxuTekTypa C onpefeneHHbIMU rpaHmuamMmmn 30H 1 Tpaktamu;

e) SL (ueneBoii) 30H. C KOTOpbIMK ByaeT B3auMoAencTBOBaTbL paccmaTprvBaemMas 30Ha;

0 SL (ueneBoil) TpakTa (€Ccnun 3TOT ypOBEHb Ha3HAYeH), NCNOMb3YEMOro 30HOM A1 KOMMYHUKaUWW;

) dhmnsnyeckuii 4ocTyn K ycTpoiicTBam u cuctemam B npegenax 30Hbl.

BbluncneHue Lenesoro yposHa 6e3onacHocTy B npegeniax 30Hbl c/iefyeT OCHOBbIBATb HA YPOBHSAX 6e3-
0NacHOCTM M UX BAUAHUUN Ha 06l Y0 6e30NacHOCTb.

5.11.2.3 SL (BOCTUTHYTbIA) — AOCTUTHYTbI YPOBEHb 6€30NaCHOCTH

SL (fOCTUrHYTBIN) 30HbI WAW TpakTa 3aBUCWUT OT BHYTPEHHe Npucylux CBONWCTB 6e3onacHocTu
YCTPOWCTB M CUCTEM BHYTPMW 30HbI WMAW TpakTa wu/unu CBOWCTB KOHTPMep, KOTOpble 3ajeiicTBOBaHbl ANA
npefoTBpaLLeHna HapyLweHns 6e30MacHOCTM 30HbI AN TpakTa. SL (4OCTUTHYTHI) sBAseTca yHKunen ot
BPEMEHW U CHUXAETCA C TeYeHMeM BPEeMeHMN U3-3a CHUXEeHNA apPeKTUBHOCTN KOHTPMEpP, HOBbIX YA3BUMO-
CcTeil. 3BOMIOLMOHUPOBABLUMX YIPO3 UM CKOPPEKTUPOBAHHbIX METOA0B atak, ya3BMMOCTEN B YPOBHAX 6€3-
0NacHOCTU M BHYTPEHHE NPUCYLLUX CBOWCTB 6€30MacCHOCTU YCTPOWCTB M CUCTEM [0 UX NPOBEPKN, 3aMEHbI
AN MogepHUu3aunm.

3afjavya — obecneyunTb, YTOObLI B TOT UM MHON MOMEHT BpeMeHn SL (4OCTUTHYTbIA) 30HbI AN TpakTa
6b11 60nblie UK paBeH SL (LeneBoii) 3Tol 30HbI UK TpakTa.

5.11.2.4 SL (noTeHuManbHbIi) — MOTEHUUaNbHbI ypOBeHb 6€30MacHOCTM KOHTpMep, YyCTPOUCTB Wan
cuctem SL (noTeHumanbHbI) onpegeneH AN KOHTPMEP W BHYTPEHHE NpUCYLMUX CBOWNCTB 6e30MmacHOCTM
YCTPOWCTB M CUCTEM BHYTPW 30HbI WM TPakTa, BHOCALWMX Bknaj B 6€30MNacHOCTb 30HbI MU TpakTa, YTo SiB-
nseTcs cTeneHblo 3 PEKTUBHOCTU KOHTPMEpPSBI, YCTPOKCTBa MAM CUCTEMbI B OTHOLIEHUM CBOlicTBa 6e3onac-
HOCTMW. KOTOPOE OHW 3aTparveatoT.

Huxe npuBeAeHbl MpMMepbl CBOWCTB 6e30MacHOCTW, KOTOpble MOFYT 3aTparnBaTbCsi KOHTPMeEpPOU,
YCTPOACTBOM UNN CUCTEMOIA:

a) noATBepXAeHWe ayTeHTUYHOCTU paBHOYPOBHEBOrO Cy6bekTa;

b) coxpaHeHWe ayTEHTUYHOCTM U LLeNIOCTHOCTW COOBLLEeHWA;

C) coxpaHeHune KoHMAEeHLNanbHOCTN CO06LWeHN/MHopMaLMn/KOMMYHMKaLUK:

d) obecneyeHne oTCNEXNBAEMOCTU (3ALLMTLI OT HENPU3HAHUA ydyacTus);

e) obecneyeHne BbINOJIHEHWUS NONUTUKN YNpaB/ieHNa LOCTYNOM;

0 npefoTBpalleHne atak TMna «oTkas B 06CNYXUBaAHUNY;

n0) obecneyeHne OBEPUTENBHOCTU NNaTtopmMm;

h) BbIfsiBNEeHME B310MOB.

i) oTcnexnBaHne ctatyca 6e30nacHoOCTU.

SL (noTeHuManbHblii) KOHTPMEPLI, YCTPOCTBA UMM CUCTEMbI BHYTPU 30HbI UAWN TpakTa BHOCUT BKNaf B
SL (8OCTWUTHYTHIN) C y4eTOM COOTBETCTBYIOLLMX CBOWCTB 6€30NacHOCTH, KOTOpble 3aTparnBalTcs KOHTpMepa-
MW. yCTPOCTBAMU MU CUCTEMaMM 415 3TON 30HbI MW TpakTa.

5.11.3 ®dakTopbl, BAnAowmMe Ha SL (4OCTUTHYTbIA) 30HbI AN TpakTa

5.11.3.1 O6wwue nonoxeHus

CyuwecTtByeT pag pakTopoB, BAMAKOLWMX HA SL (AOCTUTHYTbIN) 30HbI UK TpakTa. SL (4OCTUTHYThIA) 30HbI
NN TpakTa MOXeT OblTb BblpaXeH B BuAe hyHKLUM 3TUX hakTopos;

SL (mocTurHyThiit) = f (x1..... xn. t),

rae; daktopbl Xi (1 < =i < =) BKOYAKOT B Ce65, HO HE OrpaHNYMNBalOTCA ITUM:
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x1 — SL (noTeHuManbHbIl) KOHTPMEP, NPUBA3AHHLIX K 30HE WUW TPakTy, U BHyTPeHHe npucylyne cBOii-
cTBa 6e30MacHOCTM YCTPONCTB M CUCTEM B Npefenax 30Hbl UK TpakTa,;

X2 — SL (BOCTUTHYTbIN) 30H, C KOTOPbIMU NPEACTOUT YCTAHOBUTb KOMMYHUKALUN:

X3 — TUN TPaKTOB U1 CBOICTBA 6€30NacHOCTU, OTHOCALWMECA K TpakTam, KoTopble cayxaT A8 KOMMYHU-
Kauum ¢ Apyrumm 3oHamu (OTHOCUTCSA TONbKO K 30HaM);

X4 — 3PP eKTUBHOCTb KOHTpPMEp:

x5 — NepuoAaMYHOCTb ayAuTOB M TeCTUPOBaHUSA KOHTPMEP M BHYTPEHHEe Npucylimx CBONCTB 6e3onac-
HOCTW YCTPOWCTB M CUCTEM B Npegenax 30Hbl UK TpakTa;

X6 — NO3HaHMA 3/10YMbILLIEHHUKOB U pecypchbl, 4OCTYNHbIE A5 3/T0YMbILLIEHHNKOB.

X7 — CHWXeHne 3(pPeKTUBHOCTN KOHTPMEP U BHYTPEHHE NPUCYLLUX CBONCTB YCTPOWCTB 1 CUCTEM;

X8 — BbIfIBleHNe HeCaHKLMOHNPOBAHHbIX NPOHUKHOBEHWIA;

t — Bpewms.

[aHHble chakTopbl NOAPO6GHEE OMMCaHbl B HUXECNeyloLWwnx nognyHKTax.

5.11.3.2 SL (noTeHunanbHbIN) KOHTPMEP Y BHYTPEHHE NMPUCYLLUX CBOWCTB

CooTBeTCcTBYylOLIME CBOCTBA 6€30MacHOCTH, 3aTparMBaemMbie KOHTpMeEpPamMu, ycTpoiicTBaMu n cuctema-
MU B Mpegenax 30Hbl UK TpakTa, N ux aeKTUBHOCTb BHOCAT BKAa B SL (AOCTUTHYTbIW) 30HbI UM TPaKTa.

KoHTpMepbl CNOCO6HbI 3aTparnBaTtb HECKONbKO CBOMCTB 6€30NacHOCTU, HO €C/IN HU OAHO U3 HUX He OT-
HocuTCst K 6€30NacHOCTM 30Hbl UK TPakTa, TO Takme KOHTPMepbl He BHOCAT Bknaga B SL (BOCTUrHYThIA) 37O
30Hbl UAK TpakTa. AHaNOTNMYHbIM 06pa3oM, ecn BHyTPEHHe npucylyne ceoiicTBa 6e30nacHOCTN YCTPOICTB U
cucTem B npegenax 30Hbl AW TpakTa HE MMeKT OTHOLWEHNA K 6€30NacHOCTM 3TOM 30HbI AWM TpakTa, TO 3TH
CBOICTBa He BHOCAT Bkiafa B SL (4OCTUTHYTbIN) 3TOW 30HbI UK TpakTa.

5.11.3.3 SL (BOCTUTHYTbI) 30H. C KOTOPbIMW MPEACTOUT YCTAHOBUTb KOMMYHUKaL IO

Be3onacHOCTb 30HbI UK TpakTa He MOXeT paccMmaTpuBaTbCs U301MPOBaHHO. Ha Hee BausaeT SL (gocTur-
HYTbliA) 30H, C KOTOPLIMW OHW OCYLLECTBASIOT KOMMYHUKALMIO.

PaccmoTpum, Hanpumep, SIS Ha XxMMU4eckoM 3aBofe, KOTopas ocyllecTBAseT KOMMYyHukauuio ¢ DCS
yepes nocnepoBaTesbHbIN KaHan. Ecnn npeanonoxutb, yTo DCS n SIS HaxogaTcsA B ABYX pa3HbiX 30HaX, TO
Ha SL (BOCTUrHYTbIN) 30HbI SIS 6yaeT BAMATb SL (4OCTUTHYTbIA) 30HbI DCS.

5.11.3.4 Tun TpakToB 1 OTHOCSALMECA K HUM CBOlCcTBa 6e30mMacHOCTU

TpakT MOXeT npeactaBnATb co60i NUHUIO CBA3M «Touyka — Touka», LAN mam WAN c BHyTpeHHe
npucywmummn cBoiicTBaMn 6e3onacHocTU. TpakT MOXeT BkIouaTb B ce6s KOHTPMepbl, KOTOpble yay4lia-
0T cBoOiicTBa 6e3onacHocTU TpakTa. CBolicTBa 6e30NacHOCTM TpakTa, BHOCALWMWE BkIaj B 6€30MacHOCTb
TpakTa, 6yayT BHOCUTb Bknag u B SL (BOCTUrHYThIN) TpakTa. CBolicTBa 6e30MacHOCTU TpakTa, UCNosb-
3yemMoro 30HOI AN oCyW ecTBAeHUS KOMMYHUKaLMM ¢ ApYrMMmun 3oHamu, 6yayT BHOCUTbL Bkiag B SL (go-
CTUTHYTbI) 30HbI.

5.11.3.5 3phekTMBHOCTb KOHTPMEP

MoryT 6bITb peann3oBaHbl TEXHUYECKNE U afMUHUCTPATUBHbIE KOHTPMEpPbI, KOTOpPble NO3BONAKT A0-
cTn4yb Tpebyemoro SL (LeneBoii) 30HbI UK TpakTa.

B koHTekcTe IACS poCTynHbl pasHoobpasHble TeXHUYecKne KOHTPMepbl, 3aTparvsawlme pasfinyHble
cBoiicTBa 6e30nacHOCTU. TexHUYeckme KOHTPMePpbl AOJ/DKHbI MO BO3MOXHOCTW 3aTrparuBaTtb CBoWicTBa 6e30-
NacHOCTW. OTHOCSLWMECH K AaHHO KOHKPETHOl 30He, HO ecin Takue cBolicTBa 6e30nacHOCT He3a(hEKTUBHbI
ONS 3TOW 30HbI, TO UX BKNag B SL (4OCTUTHYTbLIN) 30HbI ByAeT KpaiiHe He3HauuTeneH uUau Booo6LLe Hy/NeBbIM.
MprMepbl TEXHUYECKUX KOHTPMEP BKIOYaT B Ce6A CUCTEMbI 0OHAPYXXEHUS HECAHKLVMOHUPOBAHHbIX NPOHUK-
HoBeHwuii (IDS), mexceTeBble 3KpaHbl 1 aHTUBMPYCHOE NporpaMmMHoe obecneyeHue.

OueHka ahPeKTUBHOCTU TEXHUYECKUX KOHTPMEpP A40/KHA N0 BO3MOXHOCTU YUnTbIBaTb cCnegytouiee;

a) npouecc pa3paboTku; AOCTYNHOCTb MUCbMEHHbLIX PErameHToB, NsaHa ynpaBieHUs KayecTBOM WU T.
. OTO NOMOXeT CoKpaTUTb cucTeMatmyeckne ownbkM, Hanpumep oWwWn6KN B NPOrpaMMHOM obecnevyeHun nam
yTeuky naMsaTn, KOTOopble MOryT oTpaxaTbca Ha 6e3onacHocTyH:

b) TecTupoBaHuWe: ypoBeHb TECTMPOBaHUSA KaXAoro cBoiicTBa 6e3onacHoOCTW, KOTopoe 3aTparvBaroT
KOHTPMEpbI, YCTPONCTBO MAM cuctema. [laHHble TeCTUPOBaHUA MOTyT 6biTh BbiBE[EeHbl U HA OCHOBE OLEHOK
npeaLwwecTBYOLWNX CUCTEM.

C) c60p AaHHbIX: KO/IMYECTBO C/lyYaeB HapylweHna 6e30NacHOCTU 30HblI UK TpakTa u3-3a HecoBepLleH-
CTBa aHa/0rMYHOW KOHTPMEpPSbI, YCTPOCTBA NN CUCTEMbI; CTEMEHb U CEPbe3HOCTb YA3BUMOCTEN, BbISBAEH-
HbIX 4719 KOHTPMEPbI, YCTPONCTBA NN CUCTEMBI.

Ecnn TexHnyeckne KOHTPMEpPbl HEOCYLWEeCTBUMbI WX HelenecoobpasHbl, TO cnefyeT NPUMEHATb aj-
MUHUCTPaTUBHbIE KOHTPMEpPLI. [pUMepoM afMUHUCTPATUBHOW Mepbl ABASETCA orpaHuyeHne u3nyeckoro
noctyna Kk komnoHeHtam IACS.
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5.11.3.6 MepnognyYHOCTb ayANTOB U TECTUPOBAHUI KOHTPMEP

AP P ekTUBHOCTb KOHTPMEP U BHYTPEHHE NPUCYLLUX CBONCTB 6€30NacHOCTU YCTPONCTB U CUCTEM AOJXK-
Ha No BO3MOXHOCTU NojABepratbCcs ayautam u/uav oueHkam ¢ perynsipHoii nepmoAuYHocTbio 1 Ha 6a3e perna-
MEHTOB. KOTOpble MO3BO/IAKT ayAnpoBaTh U/Man TeCTMpOBaTb NO MEHbLUEN Mepe Te cBOKcTBa 6e3onacHoCTH,
KOTOPble OTHOCATCA K 30He. B HEKOTOPbIX CyyYasax NOBOAOM K ayAnTy UK TECTUPOBAHNIO MOXET NOCAYXUTb U
06GHapyXeHVe HOBbIX YA3BMMOCTEA.

5.11.3.7 Mo3HaHNA 3/10yMblLLIEHHUKA U PECYPCHI, [OCTYMHbIE 3/10YMbILLTIEHHUKY

Ha SL (BOCTUrHYTbI) 30HbI UNK TPakTa BAUAIOT NO3HAHWSA 3/10yMblWIEHHUKA W OCTYNHbIE eMy pecyp-
Cbl, B YMC/le KOTOPbIX pa3/inyHble UHCTPYMEHTbI 1 BpemsA. Cnefyet 6paTb B pacyeT cpefcTBa U UHCTPYMEHTHI
3/I0yMbILI/IEHHUKOB, XapakTepHble An1s oTpacnu. Bpems, umeroueecsa B pacnopsXeHuu 3/10yMbllLIEHHUKA
ANA HapyweHua 6e30nacHOCTU 30HbI, OyAeT 3aBUCETb OT KOHKPETHON 3ajayn U KOHTpMep, peann3oBaHHbIX
AN AAaHHOW 30HbI WK TpakTa.

5.11.3.8 CHuxeHne a(pPeKTUBHOCTN KOHTPMEP

AP PeKTUBHOCTb KOHTPMEP U BHYTPEHHE NPUCYLLUX CBOWCTB YCTPOWCTB U cUCTEM OyAeT CylWwecTBEHHO
CHMXAaTbCS CO BPEMEHEM, 4YTO NpuMBEAET K CHUXEHMWIO SL (AOCTUTHYTbIR) 30HbI unn TpakTa. P deKkTMBHOCTL
KOHTPMEpP 1 BHYTPEHHE MPUCYLNX CBONCTB YCTPONCTB M CUCTEM CHUXAETCA N0 CAeAylLWUM NpUYNHaMm:

a) o6HapyXeHne HOBbIX YA3BUMOCTE;

b) NOBbIWEHNE MacTepcTBa 3/10yMbILLU/IEHHUKOB!

C) NOBbIWEHNE OCBEAOM/IEHHOCTY 3/I0YMbILLJIEHHUKOB O CYLLECTBYIOLWUX KOHTPMEpax;

d) nonyyeHue 3n10yMbllWIEHHUKAMK gocTyna Kk 6onee achekTUBHbLIM pecypcam.

5.11.3.9 BbisiB/ieHWE HECAHKLMOHUPOBAHHbIX MPOHUKHOBEHWIA

KOHTpMepbl 1 BHYTpeHHe mpucylne cBolicTBa 6€30NacHOCTU YCTPOICTB M CUCTEM MOTYT BK/lo4yaTb B
cebs BbIAB/IEHNE HECAaHKLWOHNPOBaHHbIX NPOHWKHOBEHWIA. Ha SL (4OCTUTHYTbIR) 30HbI U TpakTa BAMseT Bpe-
MSA. AOCTYNHOE ANA pearnpoBaHns Ha BbiAB/IEHHOE HECAHKLWOHNPOBAHHOE NPOHUKHOBEHME.

5.11.4 BNnnsiHMe KOHTpMep U BHYTPEeHHEe NpUcCyLnx cBoiicTB 6e30NacHOCTM YCTPOWCTB M cuctem

Mcnonb3oBaHne KOHTPMEP U BHYTPEHHE NpUCYLUX CBOWCTB 6€30MacHOCTM YCTPOWCTB WM CUCTEM ANSA
pocTmkeHnss SL (ueneBoil) MOXeT MPUBOAUTL K CHKEHUIO 3heKTUBHOCTU KOMMYyHUKauuu. Heobxogumo
oLeHnBaTb CHMXeHNe athPeKTMBHOCTU KOMMYHMKaL MM N3-3a KOHTPMEpP U BHYTPEHHe NPUCYLLMX CBONCTB 6e3-
0nacHOCTW YCTPOMNCTB U CUCTEM, YTOGbI rapaHTUPOBaTb BbIMOSIHEHNE MUHUMANbHBIX (PYHKLMOHANbHbLIX Tpe-
60BaHUi. NPoabABASEMbIX K 30HE.

Hanpumep, BaxHbiM TpeboBaHnem k IACS aBnsetcs 6bicTpoTa OTKANKA. KOHTPMEpPbI MOTYT NPUBHOCUTL
B KOMMYHUKaLMIO 3afepXKN BO BPEMEHMW, YTO NPU BbINO/THEHWUW ONpefeneHHbIX 3a4ay MoxeT 6bITb Hegony-
CTUMO.

5.12 XXW3HEHHbIN LUK YPpOBHS 6e30MacHOCTM

5.12.1 O6wue nonoxeHnsa

YpoBHM 6€30NacHOCTM CTAHOBSITCA BaXHOW cocTaBnAlowWed XU3HEHHOTo Lukna 6e30nacHOCTU 30HbI
IACS. Kak TO/IbKO onpegeneHbl rpaHuLbl 30Hbl U TpakTbl. BaXHO 0CO3HaBaTb, UYTO XW3HEHHbIN LUK YPOBHA
6e30NacHOCTN OPUEHTUPOBAH Ha U3MEHEeHNe ypOBHA 6e30MacHOCTM 30HblI UK TpakTa BO BpeMeHU. XXNU3HEH-
HbIlA LMK yPOBHS 6€30MacHOCTM He ciedyeT nyTaTb C 3Tanamu XW3HEHHOTo Lukna camux hnusnyeckux oos-
ekToB. cocTaBnsawwux IACS B npefenax 30Hbl. CyliecTByeT MHOXECTBO NnepecekatLWwnxcsa v 4ONOTHALWNX
ApYr Apyra npoLueccoB, KOTOPble OTHOCATCH KakK K XW3HEHHOMY LWKAY UMYLLEeCTBEHHbIX 06bEKTOB, Tak U K
XWU3HEHHOMY LIMKNY YPOBHA 6€30MacHOCTU 30Hbl, OHAKO BCEM 3TUM npoLleccaM COOTBETCTBYIOT pa3Hble Mo-
poroBblie TOUKM ANs nepexofa OT O4HOro aTana k Apyromy. Kpome Toro, nameHeHme B u3nyeckom obbekTe
MOXeT NoBneYb pag AeNCTBUIA, OTHOCALWMUXCSA K YPOBHIO 6€30NacHOCTU, NN U3MEHEHWE B YA3BUMOCTAX 6e3-
0nacHOCTU UM 06beKTe MOXET NoB/eYb U3MeHeHne B (PU3NYECKOM OObekTe.

Ha pucyHke 8 nokasaH XW3HeHHbIli LuKa 6e3onacHocTu. Ha atane «OueHka» XW3HEHHOro Lukna 6es-
0MnacHOCTU 30He Ha3HavalT SL (ueneBoit). Ha atane «Peanusaunsa» peannsyoT KOHTPMEPbI 4151 LOCTUKEHUS
SL (yeneBoit) 30Hbl. SL (4OCTUTHYTbI) 30HbI 3aBUCUT OT pasHblix pakTopoB. UTOGbLI rapaHTMpoBaThb, 4To SL
(AOCTUTHYTbIN) 30HbI Bbille MAM paBeH SL (LeneBoitl) 3TON 30HbI BO BCEX CAy4vasX, KOHTPMepbl noAseprawT
ayauTam n/mnu TecTMpoBaHUIO U B C/lyyae HeobxoAMMocTu gopabaTtbiBaloT Ha aTane «lflogaepxaHune» Xus-
HEHHOrO LuKia 6e30NacHOCTU.
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M3K 61158-4 nccnegyet SL (NoTeHUMaNbHbI)

P1cyHOK 8 — XXW3HEHHbIW LMkn 6e30nacHoOCTn

5.12.2 3Ttan «OueHka»

3tan «OueHKa» XU3HEHHOTO Lukna 6e3onacHoCTy BK/OYaeT B cebs AeiiCTBUSA, yKka3aHHble Ha pucyHke 9.
Mepen Ha3HayeHneMm 30He SL (uenesoil) HEO6XOANMO YCTAHOBUTL:

a) rpaHunLibl 30Hbl.

b) KpUTEPMM AONYCTUMOCTUN pUCKa ANA OpraHm3aumnu.

CnepyeT BbINOMHUTL OLEHKY pUcka ANS 30Hbl MU Ha3HauuTb el SL (uenesoli). OueHKa pucka u gpyrue
OelicTBMSA, OTHOCALLMECA K 3Tany OLeHKN, 6yayT paccMoTpeHbl nogpobHee B nocnegyoueii yactn M3K 62443,
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Mogge/b SL YM3HEHHOMO LK — 3Tan «OLeHKa»

/ Mpueectn B\
; _ COOTBETCTBME _ \
«0e30nacHocTb IACSy

3apava 1
MOCT3BCLMKI ¥ | 1 3ajaua . 3apaua
nonb3osatens | 1 noctaBwmka 1 linn R -uiin
L «

NereHpa

PUCyHOK 9 — XXMN3HeHHbI 4nkn SL — atan «OueHka»
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5.12.3 3tan «Paspab6oTka u peanusayunsa»

Kak Tonbko Ha aTane «OueHKa» 30He HasHauyeH SL (uenesoli), cnefyeT peann3oBbiBaTb KOHTPMeEpbI,
4T06bl SL (AOCTUTHYTbI) 30HbI 6bIN BblWE WM paBeH SL (4eneBoii) 3TON 30HbI.
[eicTBMSA, BbINOMHSAEMbIE Ha aTane «Peanusauna» XU3HEHHOTro uukna SL. ANS HOBbIX U CYLLECTBYHOLMX 30H
IACS. SL (BOCTUTHYTbI) onpeAensatoT nocne Toro, kKak cucteMa npusHaHa cooTBeTCTBYyLW el TpeboBaHUAM

6e30nacHOCTU AN 30HbI.

[elicTBnSA, oTHOCALLMECS K 3Tany peanu3auuu, 6yayT paccMoTpeHbl nogpo6bHee B nocneaytoLeli yactm

M3K 62443.
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5.12.4 3JTtan «MopgaepxaHne»

KOHTpMepbl U BHyTPEHHE npucyLine cBolicTBa 6€30NacHOCTU YCTPONCTB U CUCTEM CO BPEMEHEM TepsatoT
cBOl 3heKkTMBHOCTbL. CBOlcTBa 6€30NacHOCTU, OTHOCALLMECSA K 30HE, B TOM YMC/Ie K aCCOLMUPOBAHHbBIM C
Hell TpakTam, cnegyeTt nogsepratb ayautam u/uan TeCTUPOBAHUAM C peryssipHoli NnepuoguyHOCTb UAKN BCA-
KWiA pa3 npu o6HapYy>XXeHUn HOBOI YSA3BMMOCTU, YTOObl SL (4OCTUIHYTbIN) 30HbI ObI/T TApaHTUPOBAHHO 60NblUE

Unun paBeH ypoBHIO SL (uenesoii) aToll 30HbI BO BCex cnyvasx. [leiicTBus, oTHocAWMECA K MOALepXaHU0
SL (BOCTUTHYTBLIR), OTMEeYeHbl Ha pucyHke 11.

[eiicTBus, oTHOCALWMECA K aTany nogaepxanus, 6yayT paccMoTpeHbl Nnogpo6Hee B nocneaytouiei ya-
cTn M3K 62443.

lor atana «Paspa6oTka u peasuzaiys» 1 |

PucyHok 11 — XXu3HeHHbI1 unkn SL — atan «MoaaepxaHne»
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6 Mopenn

6.1 O6Wwume NonoxeHus

B HacToslWwem pasgene onucaHa cepusi MoAesneii, KoTopasi MOXeT MCNo/b30BaTbCA NMpU paspaboTke
CcoOTBEeTCTBYOLW el nporpamMmmbl 6e3onacHocTu. Liens pa3paboTkm — BbIIBUTb Tpe6OBaHUA K 6€30NacHOCTU 1
BaXKHble XapaKTepucTuKn cpefibl Ha ypoBHe aeTanusauuu, Heob6Xxo4MMOM AN pacCMOTpPeHus Bonpocos 6e3-
0MacHOCTK C 06 MM MOHMMAHUEM KOHLEMUUU U HOMEHKNaTypbl. CyllecTBYET MHOXECTBO BUAOB Takux moje-
nei. KOTopble BKKOYaT B cebsi:

a) 6a3oBble Mogenun, Kotopble obecneymBaloT O6LLYI0 KOHUeNTyanbHylo 6a3y ans 6onee getanbHbIX
mMofeneii, ykasaHHbIX fanee;

b) 00BbEKTHbIE MoAesin, KOTopblie onucbiBaldT OTHOLWEHNA MeXay UMyl eCTBEHHbIMU ob6beKkTamu B CTPYK-
Type CUCTeMbl MPOMbILLISIEHHON aBTOMATUKN U KOHTPONS;

c) 6a30Byl0 apxMTEKTYpY, KOTopasi onucbiBaeT KoHuUrypauno o6bekToB. ba3oBas apxutekTypa MoxeT
6bITb YHUKaNbHA A8 KaX40ro NpeAnpuaTusa Wi NogMHOXeCTBa npeanpuaTuii. OHa yHUKanbHa A5 Kaxgoin
cutyaumnm n 3aBUCUT OT 3agad, KOTOpble pewaeT paccMaTtpuBaemas cunctema I'IpOMbILLIJ'IeHHOI7I aBToOMaTUKN ”n
KOHTpONS;

d) 30HanbHYO MOAesnb, KoTopas rPynnupyeT afeMeHTbl 6a30BOI apXUTEKTYPbl NO 3afaHHbIM XapakTte-
pPUCTUKaM. OTo o6ecneynBaeT KOHTEKCT ANna onpegeneHna NONNTUKU, pernaMmeHToB U ANPEeKTUB, KOTOpPbIe, B
CBOI oYepenb, MPUMEHSIOTCS K 06beKTaMm.

Bca ata nHdopmayma ncnonb3yetca a8 pa3paboTkm noApo6HON nporpamMmbl ynpasseHus 6e3onacHo-
CTbHO CUCTEMDI I'IpOMbILIJ]'IeHHOVI aBTOMATUKN U KOHTPONA.

Kaxablii 13 OCHOBHbIX TUNOB MoJe/ell onucaH nogpo6Hee B HACTOSILLEM pasfene.

6.2 ba3oBble mogenu

6.2.1 O6uwwne nonoxeHus

Ba3oBas mMogenb ycTtaHaB/vMBaeT CUCTEMY KpUTepueB ANA nocnepywouweli 6onee getanbHo MHGOp-
mauun. TepmuH «6a3oBasi MOAeNb» CTasl PacxoXum BMecTe C yCNexoM ceMuypoBHeBoli mogenn MCO ans
B3aMMofeiicTBus oTkpbiTbix cuctem (OSl). Biopo HACA no ctaHgapTam u TexHonoruam (NOST) (CLUA) onpe-
AenseT 3TOT TEPMUH cneaylLwmnm obpasom:

«basoBas Mofenb — 3TO KOHUeNuus, KoTopas NPOsICHSAET CyLeCTBEHHbIe OTHOWEHNSI MexAay cybbek-
Tamu Hekoell cpefbl, N03BONAA pa3paboTaTb efuHble CTaHAapThl UAK cneyudukauum, nogaepxusatoLime aTy
cpeny. bBasoBas moAenb ocHoBaHa Ha He6ONbLWOM KonuyecTse obobLiaWwmx NOHATUIA U MOXET UCNO/b30-
BaTbCA Kak 6a3a /151 06yyeHUss N pa3bACHEHUS CTaHAAaPTOB HecneynaancTy».

Ba3oBas Mogenb xapakTepusyeT UCXOAHbIA BUA €4UHON TeXHONOrMYecKo Mau nNpou3BOACTBEHHON
CUCTEMbI, BblPaXeHHbIN Kak cepua Normyecknx yposHei. basosasa mofgenb, ucnonb3yemas B ctaHgapTax
cepun M3K 62443. nokasaHa Ha pucyHke 12. 9Ta mofenb nosyvyeHa un3 obwein mogenn, NCNonb30BaHHO
B MOK 62264-1.
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\
Cuctembl MacwTabe npegnpuaTma
YpoBeHb 4 (6usHec-nnaHupoBaHve n
MaTepuasibHO-TeXHUYeckoe
obecneyeHune) y
\
YpoBeHb 3 YnpaBneHue AesTeNlbHOCTbIO
YpoBeHb 2 [vcneTyepckoe ynpaBrieHve
Cucrembl
NPOMbILLIEHHO
aBTOMAaTUKN U
Bazosoe KOHTpONA
ynpasrieHve
YpoBeHb 1 Be30MnacHoCTb 1
3awmTa

Mpouecc
YpoBeHb 0 [ pot

(ynpaBnsiemoe ob6opygoBaHue)

PucyHok 12 — ba3sosas mogenb no M3OK 62443

Ana 3agay, pewaembix ¢ nomowbio SCADA. MOXeT ncnosb3oBatbcsA 6a3oBas MOAENb HECKOJTbKO MHOTO
BuAa. Takasd Mofenb nokasaHa Ha pucyHke 13.

\
Cuctembl mecwTeba
YpoBeHb 4 npeanpuaTus
(TexHuyeckme cucTemsl)
LleHTpbl ynpaBneHus
YnpaBneHue A4esTe€NbHOCTbIO
-
CuctemMHoe agMnUHUCTpUpOBaHME
YpoBeHb 3
AvcneTyepckoe ynpaBneHune
vV Yy
Fno6anbHasn
BblYyMcnntenbHasa ceTb
y 2 MOHUTOPUHT 06BEKTOB U
pOBEHbL nokanbHoe oToGpaxeHue
AEM
NokanbHoe
YpOBeHb 1 3a_|_|_||l/|-|-a ynpasneHue _
YposeHb O

YpaneHHble O6bLEKTbI

PucyHok 13 — ba3oasi mogenb SCADA
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6.2.2 YpoBHM 6a30BOli mogenu

6.2.2.1 O6Wwme NoNoXeHns

O6e BbilWenpuBeAeHHbIE MOAENN COCTOAT U3 O4MHAKOBbIX 6a30BbIX YPOBHEN, KaXAbli N3 KOTOPbIX CO-
OTBETCTBYeT onpeAeneHHOMYy Knaccy (yHKUMOHanbHOCTU. OnpefenieHns ypoBHE OCHOBaHbl Ha MOAEsNM
hyHKLMOHaNbHOI nepapxuun, npueeaeHHoi B MOK 62264-1, n onucbiBaloT PYHKLUN U AeiCTBUS, HAYnMHasA OT
ypoBHs npouecca {yposeHb 0) 1 3akaHUMBasA ypoBHEM NpeanpusaTUsa (YypoBeHb 4).

B 6.2.2.2—6 2.2.6 onucaH nogpo6Hee KaxAblii N3 YpOBHEN AaHHOW mopenw.

6.2.2.2 YpoBeHb 4 — Cuctembl MacwTtaba npegnpuaTusa

[aHHbIi1 ypoBeHb, 0603HaYeHHbIi B MOK 62264-1 kak 6U3HeC-NNaHMpOBaHWe U MaTepmnanbHO-TEXHNYE-
ckoe obecneuyeHune, onpegesieH Kak BkavawLWwmii B cebs yHKLMmM, 3ageiicTBoBaHHbIe B 6M3Hec-npoLeccax,
Heob6xoAuMble ANA ynpaBneHWs NPOW3BOACTBEHHOW opraHusaunein. ®PyHKLMM pacnpocTpaHATCAa Ha Kopno-
paTuBHbIE UIW perMoHanbHble (PUHAHCOBbLIE CUCTEMbI U APYroe 3/1eMEeHTbl KOPMOpPaTUBHOW MHAPACTPYKTYpbI,
Takume Kak naaHupoBaHue NPou3BOACTBA, ONepauvoHHOe ynpaB/ieHne W yrnpaBieHne Xu3HeAesaTe/IbHOCTbIo
ONA OTAENbHOro 3aBoja WM obbekta nNpeanpuaTUA. B KOHTeEKCTe HacTosAlero ctaHgapTa K 3TOMY YPOBHIO
npuHagnexaT U TeEXHUYEeCKNe CUCTEMBI.

[elicTBNS ypOBHA 4 BKIOYAKT B cebs:

a) cbop faHHbIX 1 obecneyeHne pacxoda Cbipbs M 3anyacTeid, a Takke HakonneHve n obcnyxumeaHue
[OCTYMHOTO 3anaca u npegocTaB/ieHne AaHHbIX A9 3aKynKku Cbipbs U 3anyacTeil;

b) c6op faHHbIX N o6ecneyeHne o6LLEro pacxoda 3HEPruun, a Takke HakonnaeHue n o6cnyxmBaHve A0-
CTYNHOTO 3anaca u npegocTtaBneHne [laHHbIX AN 3aKyNKW 3HEPropecypcos,

C) HaKoMnaeHne N MHBeHTapusauma NpoaykLuMn B npouecce NponM3BoACTBa;

d) HakonneHne n 06CnyXnBaHNe KapTOTEKN AaHHbIX NO KOHTPOJ/IKO KayecTBa No Mepe WX OTHOLWEHMUA K
TpeboBaHMAM noTpebuTenei;

e) c6op AaHHbIX U ob6ecneveHne PYHKLUMOHMPOBAHNA 060pPYyL0BaHMA U CTAHKOB, a TakxXe HakonjeHue
M o6CcnyXnBaHme KapToTeKN UX XU3HEHHOTO LuKaa, Heo6Xx04MMON ANA UX NAaHOBO-NpeaynpeanTenbHOro 06-
CNyXuBaHua;

0 cbop n coxpaHeHue AaHHbIX 06 UCMO/b30BaHUN MIOACKUX PECYPCOB ANA nepefayn Takux faHHbIX
nepcoHany v BefeHns 0TYETHOCTH;

[) ycTaHOB/eHne 6a30BOro rpaduka npoM3BoAcTBa 414 3aBOAA,;

h) koppekTpoBKy 6a30BOro 3aBOACKOro rpaduka NPon3BoACTBa B NOMb3y NOJSlyYaeMblX 3aKa3oB C y4ye-
TOM M3MEHEHUI B OCTYNHbIX pecypcax, Haimunsa 4OCTYMNHbIX 3HEPropecypcoB, ypoBHel noTpebneHnsa aHep-
TN 1 NOTpebHOCTEN B TEXHUYECKOM 0BCNYXUBAHUN;

i) pa3paboTky onTuManbHbIX rpacukoB NnpodnNakTUYeCcKoro o6¢nyxmnsaHnsa n o06HoBIeHUA obopyaoBa-
HUS B yBA3KE C 6a30BbIM 3aBOACKUM rpacdhMkom Npou3BOACTBA;

j) onpepeneHve onTManbHbIX YPOBHEl 3anacoB CbipbA, 3HEpPropecypcoB, 3anyacTeil u He3aBeplueH-
HOro NPoOM3BOACTBA B KaXA0M MecCTe XxpaHeHus. Takme YHKUUU BKIOYAIOT B Ce6S Takxe nnaHuposaHue no-
TpebHocTn B maTepuanax (MRP) n komnnektaunw 3anyacrteii:

k) Heo6x0AUMYO KOPPEKTUPOBKY 6a30BOro 3aBOACKOro rpadpmka Npon3BoACTBa NpuW N06bIX 3HAYNTENb-
HbIX C60AX B NPOUN3BOACTBE;

1) N1aHupoBaHne NPoOn3BOANTE/IbLHOCTH C YYETOM BCEX BbllleyKa3aHHbIX AeACTBUIA.

6.2.2.3 YpoBeHb 3 — YnpaB/ieHne AeATeIbHOCTbI0

YpoBeHb 3 Bk/oYaeT B cebsi pyHKUUW, 3a4eiCTBOBAHHbIE B yNpaB/ieHUn paboyumun npoueccamu ans
N3roTOB/IEHUSI KOHEYHbIX NPOAYKTOB, Hanpumep Bbljadvy 3aka3oB Ha M3roTOBMEHME NPoAyKUuKW, AeTanbHoe
nnaHMpoBaHWe NPoM3BOACTBA, 06ecnevyeHne HafeXHoOCTU M ONTUMU3aLnio ynpasneHna B macwtabe npous-
BOACTBEHHOIO 06bekKTa.

[leiicTBNA Ha ypoBHe 3 BK/IOYAIOT B Ce61;

a) npegocTaB/ieHVe OTYETOB O XO4e NPOM3BOACTBA Ha yyacTKax, B T. Y. O TEKYLMX NPON3BOACTBEHHbIX
n3gepxkax;

b) C60p M XpaHeHune AaHHbIX 0 X04e NPOM3BOACTBA, MMelLlWweMca o6opyaoBaHumn, paboueli cune, coipbe,
3anyacTax v aHepronoTpebneHnn 4Na pasHblX YHacTKOB;

C) c60p AaHHbIX U NX aBTOHOMHbI aHann3 B COOTBETCTBMM C TPEOGOBAHUAMU WHXEHEPHbIX DYHKLUNNA.
OTO0 MOXEeT BK/OYaTh B Ce65 CTAaTUCTUYECKNI A aHaNM3 KayecTBa M COOTBETCTBYOWME DYHKLUM yNpaBneHus;

d) ocywecTBneHne Heo6XoANMbIX PYHKLMWIA, OTHOCALMXCA K NepcoHany, Takmx Kak ctatucTuka pa-
604ero BpeMeHun (Hanpumep, Bpems, 3agaHue), rpaduk otnyckoB, 6anaHc pabouyeli cunbl, cBOAHaS gua-
rpaMma npoABUXeHU No cnyxbe, a Takke BHYTPEHHUE MHCTPYKTaXn 1 NoBblWeHUe KBanndukayum nep-
coHana;
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e) yCTaHOBJ/IEHVE ONepaTUBHOrO AeTasibHOro rpaduka nNpovusBoACcTBa A8 OTAE/IbHO B3ATbIX yYacCTKOB,
KOTOpPbI/i 0OXBaTblBaeT TEXHUYECKOe 06CNyXuBaHne, TPAHCNOPTUPOBKY 1 ApYrne NPOU3BOLACTBEHHbIE HYX/bI:

0 onTUMM3ALNI0 N3AEPXKEK HA OTAENbHO B3ATbIX MPOU3BOACTBEHHbIX y4acTkax npu o4HOBPEMEHHOM CO-
6n04eHnn rpaduka Npon3BOACTBa, YCTAHOBNEHHOTO (OYHKUNAMMN YPOBHS 4;

[1) KOPPEKTUPOBKY rpadukoB NPon3BOACTBA A1 KOMNeHcauun c60eB 3aBOACKOro NPpoM3BOACTBA, KOTO-
pble MOryT NPON30ITU HA COOTBETCTBYIOLMX yYacTKax OTBETCTBEHHOCTHU.

6.2.2.4 YposeHb 2 — [lucnetyepckoe ynpasneHue

YpoBeHb 2 BkIoYaeT B cebs hyHKUNN, 3aeiCTBOBAHHbIE B OTC/IEXWBAHWUW U yNpaBieHun usnyecknm
npoueccom. Ha 3aBofe 06bIYHO MMEEeTCA HEeKOTOPOe MHOXEeCTBO MPOWM3BOACTBEHHbLIX YY4aCTKOB, Hanpumep
y4yacTok guctunnsauumn, pudopmumHra, cMewnMBaHua Ha HedpTesaBoae UM TypOUHHONM nnowagke, u cpeicrea
NoAroTOBKW N oboralleHns yrns — Ha 371eKTpocTaHuuu.

YpoBeHb 2 BkIOYaeT B ceba cnegyowme yHKLUN:

a) YenoBeKo-MallnHHbIE MHTepdelickl NS onepaTopos;

b) cpeAcTBa aBapuintHo-npeaynpeanTenbHOW curHanmsayum Ans onepaTopos;

C) OYyHKLMM AUCNEeTYEepPCKOro KOHTPONS;

d) c6op AaHHbIX O AMHAMUKe npouecca.

6.2.2.5 YpoBeHb 1 — JlokanbHoe nnun 6a3oBoe ynpaBrieHne

YpoBeHb 1 BktoyaeT B ce651 pyHKLMM, 3afeiACTBOBAHHbIE B KOHTPO/IMPOBAHUMN W ynpaBieHun dusnye-
CKVM MpOLLeCCOM.

O6opyfoBaHNe MOHUTOPUHIA NPOLLECCOB CYMUTbIBAET AaHHble C AaTuyuKoB, MPUBOAMT B Clyyae He-
06X0AMMOCTU B UCMNOJSTHEHNE a/ITOPUTMbl U COXPAHAET fiaHHble 0 AUHAMUKe npoueccos. MpumMepbl CUCTEM
MOHUTOPMHIa NPOLLECCOB BK/OYaOT B Ceb5 cuCTeMbl M3MepeHus napameTpoB B pe3epByape, CUCTEMbl He-
NPepbIBHOrO MOHUTOPUHIa BbIBPOCOB, CUCTEMbI MOHUTOPMHra BpaljakLeroca o60pyfoBaHNs U CUCTEMbI
nHAnKauuu Temnepatypbl. O6opyfoBaHve ynpasneHnus npoLeccamm MMeeT cxoxee HasHavyeHne. OHO cyun-
ThbiBaeT faHHble C faT4YnKOB, MPUBOAUT B UCMNOSTHEHME YNPABAAOLWNA anropuTM 1 NnogaeT BbIXOAHONW cuUrHan
Ha MCNOMTHUTENbHbIV 3NeMeHT (Hanpumep, KOHTPO/IbHbIEe KNanaHbl AN NpUBOAbLI 3afBuxeK). KoHTponnepsb!
YypPOBHA 1 HenocpeACTBEHHO CBA3aHbl C AAaTYMKaMW U UCNOMHUTE/IbHBIMU MeXaHu3mamu, y4acTByWUMu B
npouecce.

YpoBeHb 1 pacnpocTpaHaeTcs Ha HenpepbiBHOE ynpaB/ieHne, nocnefoBatefibHOe ynpasaeHue, nepu-
ofjMuyeckoe ynpassieHue u AUCKpeTHOe ynpasfiieHne. MHOrne cCoBpeMeHHble KOHTPO/1epbl NpeacTaBisaloT Co-
601i yCTPOICTBO, KOTOPOE MOXET peann3oBbiBaTb BCE TUMbI yNpasBieHus.

YpoBeHb 1 pacnpocTpaHsieTca Takke Ha CMCTeMbl 6e30NacHOCTU U 3aluTbil» KOTOpPble OTCNeXMBalT
npouecc n asTomaTMyeckn Bo3BpalialT ero B 6e3onacHoe COCTOAHWE, eCNin OH Bbiles 3a pamku 6esonac-
HocTu. Takas kaTeropus BkaoYaeT B cebsi Takke CUCTeMbl, KOTOPble OTC/AEXMBAalT Npouecc v onosewawT
onepartopa 06 yrpo3e BO3HUKHOBEHMA Hebe30nacHbIX YCOBUA.

CuctemMbl 6€30MacHOCTM U 3aluTbl TPAAULMOHHO peann3oBbliBaNChL C UCMNOMb30BaHWEM (U3nYeckn
pasfgefieHHbIX KOHTPOJI1epoB, HO B Noc/iefHee BpeMs CTasio BO3MOXHO peasim3oBbiBaTb UX C MOMOLLbIO Tak
Ha3blBAeMOro mMeToja /I0rnyeckoro pasfeneHns B npegenax obuwei nHpacTpyktypbl. Ans gaHHol 6a30Boii
MoZenun BblbpaHo n3obpaxeHne, KOTOpoe nogyepknsaeT He06XO0AMMOCTb Takoro pasfeneHus (10rMyeckoro
NN hn3nyeckoro) B o6ecnevyeHnn LEenocTHOCTH PYHKUNIA 6e3onacHocTM. O6opyfoBaHMe ypoBHA 1 BkiovaeT
B ce65, HO He orpaHn4YMBaeTCs aTUM:

a) kKoHTponnepsl DCS;

b) PLC;

c) RTU.

CucTembl 6€30MacHOCTY M 3alUTbl YACTO HanaratwT 4ONO/IHUTENIbHbIE TPe60oBaHUA K 6€30MacHOCTK, KO-
TOpble MOTYT He COr1acoBbIBATLCS UM HE OTHOCUTLCA K Tpe6oBaHUAM kubepb6es3onacHoCTu. Takue cUCTeMbI
BK/1I0YaOT B ce65 cucTeMbl 6€30MacHOCTU, NPUMEHAEMbIE Ha XUMUYECKUX N HedTeXMMUYyeckux 3aBofax, Kak
yKasaHo B cTaHgapTax cepun M3K 61511, cuctemsl 6e3onacHocTn ASC uam cuctemsbl, CBsiI3aHHble ¢ 6e3onac-
HOCTblo ADC. Kak yka3aHo B cTaHgapTax cepun MOK 61513, v 3awmnTHble YHKLMU, KaK yKka3aHo B cTaHgapTax
3HepreTnyeckoro coobuiectsa IEEE.

6.2.2.6 YpoBeHb 0 — Tpouecc

YpoBeHb 0 cooTBETCTBYET hakTnyeckomy usnyeckomy npoueccy. Takme npoueccbl OTHOCATCA K pa3Ho-
ro poga npon3BoACTBEHHOMY 060pYyAOBaHNIO BO BCEX CEKTOPAX, KOTOPblE BKIOYAIOT B ce65, HO He orpaHnun-

11 Takme cuCTeEMbl YyNOMUHAKTCA Kak aBTOMaTW3WpOBaHHble CUCTeMbl 6€30MacHOCTU B Takux cTaHfjapTax, Kak
cTaHgapTbl cepun M3K 61511.
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BAlOTCS 3TUM, WITYYHOE NPOU3BOACTBO, HEHTEXUMMNYECKYIO NMPOMbILIEHHOCTb, TOBApOABMXEHME, hapMaL,eBs-
TUKY. LLeN0/103HO-6YMaXHY NPOMbILLNEHHOCTb U 3/1EKTPO3IHEPTeTUKY.

YpoBeHb 0 pacnpocTpaHAaeTcs Ha AaT4UKU W UCTIONHUTENbHbIE MeXaHU3Mbl, HENOCPEACTBEHHO OTHOCS-
Lwu1ecs K NpoLeccy v TeXHO0TnYeckoMy 060py0BaHMIo.

6.3 O6beKkTHble mogenu

6.3.1 O6uwwne nonoxeHus

CoBpeMeHHble CUCTEMbI YNpPaB/iEHNA — 3TO CJ/IOXKHbIE KOMMbIOTEPHbIE CETU CO MHOXECTBOM B3auMo-
CBAA3@HHbIX KOMNOHEHTOB, KOTOPble BbINOMHAT pa3Hoobpa3sHble yHKUUN, obecneynBas 6e3onacHoe un ad-
heKkTMBHOE (PyHKLMOHMPOBAHNE XMMUNYECKNX 3aBOA0B, 3aBO0B MO M3TOTOB/IEHNIO aBTOMOGOW/IbHbLIX AeTasnel,
TpybonpoBoAOB, CPeACTB BbIPAOOTKN 3/IEKTPOIHEPrUM, CeTell nepeAayn n pacnpegeneHns u MHOrux Apyrux
NPOMbILINEHHbIX 06BEKTOB, CUCTEM TPAHCMOPTUPOBKN U UHXEHEPHbIX KOMMYHUKaLMWA.

OfiHO BpeMmsA Takue cUCTeMbl OblIN U30IMPOBAHbLI OT APYINX KOMMNbIOTEPOB MPEANPUATUSA U B HUX UC-
nofb30BaaNCL NponpueTapHoe annapatHoe W nporpammHoe obecneyeHue u ceTeBble NPOTOKOMbI. Ceiivac
Aeno 06CTOUT nHaye, NOCKOMbKY paspaboTumku cucTeM ynpasieHUa NPUHANN Ha BOOPYXEHUe KOMMepyecku
OOCTYNHYIO MHPOPMALMOHHYIO TEXHUKY U3-3a €€ LLleHOBbIX NpenMyLLecTs, a 6u3Hec-noTPeBbHOCTU NOCAYXNAN
CTUMY/IOM K 06beJMHEHUI0 CUCTEM YMpPaBAeHUS C KOMMEPYECKMMU MHPOPMALMOHHBIMU CUCTEMAMU.

C Touku 3peHns 6e3onacHoCTn cnefyet yaensatb oco60e BHUMaHMe camoMy ynpasnstouemy o6opyao-
BaHWI0. Nofb30BaTeNAM 3T0ro 060py0BaHNs, COeAUHEHUAM MeXAy KOMMNOHEeHTaMn CUCTEMbI YNpaBieHusa 1
ee B3aMMOCBA35AM C 6M3Hec-cucTemMammn u Apyrumu ceTamu.

HacTtoawuiin ctaHaapT NPUMEHUM K LUMPOKOMY CMEKTPY CUCTEM NPOMbILWIEHHOW aBTOMATUKN U KOHTPO-
5. KOTOPble NCMO/b3YITCA B psifle oTpacseil NPOMbILW/IEHHOCTW. TakuMm o6pa3om, 06bekTHas Mogesnb A0X-
Ha No BO3MOXHOCTUW CTapToBaTh HA BEPXHEM YPOBHE, a Takke 6biTb 4OCTATOUYHO YHUBEpPCasbHa U NPUMEHNMa
KO BCEM CUTyaLMaM, B KOTOPbIX MPUMEHAIOTCA CUCTEMbI YNpaBrieHna (CM. pucyHok 14).

MockonbKy ceTu urpaloT B 6€30NacHOCTH BaXHY posb, 06bekTHas MoAeNb BkIoYaeT B ceba B ABHOM
dhopme ceTeBble 3/IEMEHTbI, KOTOPble 06bIYHO NPUCYTCTBYIOT Ha KaX40M ypPOBHe nepapxmu. Ha Kkaxgom ypos-
He o6opypoBaHue (MM NOMeLLeHNS) CBA3aHO MexXay co60li ceTblo COOTBETCTBYOLWEro Tuna. HecmoTpsa Ha To
4YTO caMy ceTu MOTyT GbiTb CBA3@Hbl MeXAy Co060i, faHHaA MOAesib He UANICTPUPYeT 3TOW CBA3N.

Kak n B cnyyae ¢ 6a30B0il Mogenblo, NnpuknagHsiM cuctemam SCADA cooTBeTCTBYEeT HECKO/IbKO MHOe
n3obpaxeHune. TunmyHaa o6bekTHas mogens SCADA nokasaHa Ha pucyHke 15.

[laHHaa o6bekTHas Mofesib oTpaxaeT BCcnomMmorartesibHble MHPOPMALNOHHbIE CUCTEMbI, KOTOPbIE MOTYT
NPUCYTCTBOBATb Ha Pa3/INYHbIX YPOBHAX nepapxuu. Takme cucTeMbl He ynpas/isaioT NPOLECCOM HanpsiMyto, HO
B3aMMOAENCTBYIOT C ynpaBnsatowmm obopysoBaHem, Nonyyas oT Hero faHHble U HanpaBnaa eMy KoOMaHbl 1
TeXHOJ/IoTnyeckne NHCTPYKUun. NHgopmaunoHHble CUCTEMbI JIMHUIA, YH4aCTKOB M 06BEKTOB C/yXaT Takke xpa-
HUAWLWaMM NPOU3BOACTBEHHOW MHhopmaunn, koTopas nNpefocTaBasieTcs Noab30BaTensaM B npegenax Bcero
npeanpuATAS, U MOTyT B3aMMOAeNCcTBOBaTb C MPUNOXEHUAMMN ANA NNaHUPOBAHUA PecypcoB NpeanpusaTus,
AelicTBYOLW MMM B KOPNOpPaTUBHOM faTa-LeHTpe.

Mpu Heo6XxoANMMOCTN MOoAesb MOXeT ObITb CKaTa Uan paclupeHa A8 oTpaXeHUs paccMaTpuBaeMoro
cy6bekTa npu ycnoBuu, 4TO OHa cornacyetcs € ApYyrumun MogensiMm n nsobpaxeHusmu. Hanpumep, npume-
HUTE/IbHO K 3aBOAY, MMeloLeMy TO/IbKO OAUH y4acToK, MOXHO 060/MTUCL 6e3 knaccudumkalmm Takmx y4acTkoB
npu ycnosum, 4To 6a3oBas apxuTekTypa v nosiyyeHHas B UTOre 30Ha OTpaxaroT cXaTylo 06beKTHY0 MoAesb.
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Mower 6bITb

PucyHok 14 — Mpumep mogenn 06beKTOB HENPepbIBHOTO NPOM3BOACTBA

53



FOCT P 56205—2014

MoHeT 6bMnb
cBsi3aHo [MoryT

PucyHok 15 — Mpumep mogenn ob6bektoB cuctembl SCADA

6.3.2 Npegnpuartune

MpeanpusaTne — 3TO CyOBEKT XO3ANCTBOBAHUSA, KOTOPbI/ NPOM3BOAUT U TPAHCNOPTMPYET NPOAYKLUNIO Un
akcnayatupyet U 06¢nyxmBaeT UHppacTpPyKTypHble cepBuchl. MNpeanpuaTua 4acTo 6biBalOT coefMHeHbl ¢ VH-
TepHeToM ANA o6MeHa faHHbIMW C APYTUMU NPeanpuATUAMU AN NpefocTaB/eHnsa UHopmaunum n cepsmcoBs
(Takux Kak 3neKTpoHHas novta) HaeMHbIM COTpyAHUKaM. MNpeanpuaTusa 06bIYHO UCNONb3YHT OA4UH UK Gonee
paTa-ueHTpoB ANA 06paboTkM MHchopmaLMm B COOTBETCTBUM C TpeboBaHuAMM npeanpuatusa. BesonacHocTb
613Hec-nNpoLeccos, NoAAePKUBAEMbIX TaKUMUK IT-06bekTamu, BbIXOAUT 3a pamMKy HacToALWero ctaHgapra.

6.3.3 'eorpadunyeckme o6beKThbl

6.3.3.1 O6uMe NonoxeHns

O6BbEKT — 3T0 NOAMHOXECTBO (PU3NYECKOol, reorpadmMyeckoin NN OTMYECKOW rpynnbl UMYLLECTBEHHbIX
06bekToB npeanpusaTua. O6bEKT MOXET coAepXaTb y4acTKu, MPOU3BOACTBEHHbIE NIMHWUW, TEXHOMOTMYECKME
AYeNkn N yCTaHOBKW, LLEHTPbl yNpaBaeHUa U TPaHCNOPTMPOBOYHbIe cpeacTBa. O6BbEKTbI MOTYT 6bITb CBSA3aHbI
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c apyrumu o6bektamu nocpeactsom WAN. O6bekT MOXeT cofepxaTb UHDOPMaLMOHHbIE CUCTEMbI, TakMe Kak
cucTema ynpasneHus npou3BoACTBOM, KOTOpas KOOpAWHMPYET NPOM3BOACTBEHHbIE NPOLECCHl HA 06beKTe.

6.3.3.2 LleHTp ynpaBneHunsa

LleHTp ynpaBaeHns — 3To 0c06bIil TN 06bekTa. Ha npegnpuaTMAX NPOMbILWIEHHON MHAPACTPYKTYpPbI
06bIYHO UCNONbL3YHTCA OAUH MW GOMee LEeHTPOB ynpaBfeHns ANA KOHTPOAS UKW KOOPAMHAaLMKM NPOLEeccos,
nponcxoaawmx Ha npeanpuaTun. Ecnu LeHTpoB ynpasieHunsa Ha NpenpusaTun HECKONBKO (Hanpumep, nMmeet-
CSl pe3epBHbIii LEHTP Ha OTAeNbHOM TeppuTopun 06bEeKTa), TO OHW. Kak NpaBu/o, CBA3aHbl Mexay coboli no-
cpeactsom WAN. LleHTp ynpaBneHns cofgepxunT xocT-komnbloTepbl SCADAN cOOTBETCTBYHOLLME YCTPONCTBA
oTobGpaxeHnsa nHopmaLlum 4158 onepaTopos, a Takke BCnomoraTesibHble MHPOPMaLMOHHbIE CUCTEMBI, Takne
KakK cepBep apXMBHbIX AaHHbIX.

6.3.3.3 YaaneHHsblli 06bekT

YpaneHHble 06bekTbl cogepxart obopyaoBaHue B oopme PLC, RTU uam UHTENNEKTYabHbIX 3/1€KTPOH-
HbIX ycTpolicTB (IED), KOTopble OTBeYalT 3a OTC/eXuBaHve u ynpas/ieHne npoueccamu, NpoucxoaaLimmMmu
BHYTPU WN CHapyXu obbekTa. YganeHHble 06beKTbl COeiMHEHbI C LEHTPOM ynpasBieHns yepe3 KOMMYHU-
KaluMOHHYI0 CeTb (MHOrja HasblBaeMylo Takxe Te/ileMeTpUYeckoil ceTbio). YaaneHHble 06bekTbl MOryT 6biTh
coefiuHeHbl 1 Mexay coboli (Hanpumep, ANS YyNpoLWeHUsa Taknx YHKLNIA, Kak peneiliHaa 3awura mexay nog-
CTaHUMAMN B CETN 3neKTponepepauy).

6.3.4 YuacTok

Y4yacTtok — 3TO NOAMHOXeCTBO (hM3NYECKON, reorpadMyeckoii Uanm nornyeckol rpynnel UMyLLeCcTBEH-
HbIX 06BEKTOB, PaCMOJIOXEHHbIX HA TEPPUTOPUM NPOU3BOACTBEHHOrO 06BbEKTA. YYacTOK MOXeT cofepxaTb
NPOM3BOACTBEHHbIE NNHUN, TEXHONOTNYECKUE AYElkn N eguHULbl 060pyAOBaHNA. YYacTKn MOryT 6biTb CBS-
3aHbl Mexay co6olt yepe3 LAN ob6bekTa 1 cogepxarb NH(OPMaLNOHHbIEe CUCTEMbI, KOTOPblE COOTBETCTBYIOT
onepayusamM, ocywecTBNAeMbIM Ha ydYacTKax.

6.3.5 InHnn, 610KKN, A4elik1n, TPAaHCNOPTUPOBOUYHbIE CpeacTBa

YyacTkn ob6pa3oBaHbl HU3KOYPOBHEBbLIMU 3/IEMEHTaMW, OCYLLEeCTBASAWNMN (PYHKLUN U3TOTOBMEHUSA,
ynpaBneHns UHPPaCTPYKTYPHbIMU 06bekTamMmun unaum TpaHcnopTupoBkn. Cy6bekTbl Ha 3TOM YpOBHE MOryT 6biTh
CBA3aHbl Mexay co60i 30HaNbLHOW CeTbio yNpaBfeHUs U cogepxaTb MH(OPMaLMOHHbIE CUCTEMBI, KOTOpbIe
COOTBETCTBYIOT onepayusamM, oCylecTB/sEMbIM B CyObeKTax.

6.3.6 O6opyfoBaHne aucNneT4epcKkoro KOHTpoNsa

O6opyfoBaHMe AUCNETYEPCKOro KOHTPONA BKAOYaeT B ceb6A KOMMbIOTEPHbIE CepBepbl, Ye/I0BEKO-Ma-
WNHHbIE MHTepdeicbl. LAN 1 KOMMYHUKALWOHHbIE YCTPONCTBA, NO3BONAIOWME onepaTopaM AUCTAHLUNOHHO
KOHTpONMpoBaTb paboTy M ynpaBisATb TEXHUYECKMMMN CPpeAcTBaMM, KOTOpble paccpefoToyeHbl Ha 60/bLION
reorpadunyeckoii obnacTu.

6.3.7 Ynpasnsawuee obopygosaHue

Ynpasnswowee o6opygosaHue BkayaeT B ce6a DMS. PLC. KOHTpOnnepbl ABUXEHUS, UHTENNEKTYyalb-
Hble HaKonuTenu n COOTBETCTBYIOLWME NMYy/bTbl ONEpaTopoB, UCNOb3yeMble AR YyNpasBAeHUsa U KOHTPOIS Npo-
Luecca. TepMUH pacnpocTpaHAaeTcs TakKe Ha NMPOMbILNEHHbIe CeTH, TAe NNornKa U anropuTmel ynpassieHus pe-
ann3oBaHbl HA UHTeNNeKTyanbHbIX NepuepuitHbIX YCTPOCTBaX, KOOPANHUPYIOLW KX NPOLECCHl B TAKUX CETAX.

6.3.8 NMpomblWeHHasa ceTb BBOAA/BbIBOAA

MpomblilneHHas ceTb BBOAA/BbIBOAA NpefcTaBnser co60il coefnHMTeNbHOe 3BEHO (MPOBOAHOE WK
6ecnpoBoAHOE), KOTOPOE CBA3bIBAET 3TW 3/1IEMEHTHI C YNpaBnswwWwmm obopygoBaHnem.

6.3.9 laTuyNKn N NCNONHUTENIbHbIE MEXaHU3MbI

[aTumkn n NCnoNHUTENbHbIE MeXaHU3Mbl NpefCcTaBAAloT CO60 OKOHEYHbIe 3/IEMEHTbI, COeJMHEeHHbIe C
TEXHONOrMYecknum obopyaoBaHneM.

6.3.10 Ynpasnsiemoe o6opyfosaHue

Hwxe ypoBHS 06BEKTOB CUCTEMbl ynpaBfieHUs CTOAT 06beKkTbl, KOTOpble COCTaBAAT ynpasnsemoe
obopypoBaHue. OTOT YpOBEHb COOTHOCAT Takke ¢ PU3NYECKUM U/ 3KCNTyaTauMOHHbIM MPOLECCOM.

6.4 ba3oBasa apxuTekTypa

basoBas apxuTekTypa cocTaBisieTcs u3 CybbLekToB, onpegesieHHbx B 06bekTHOW Mogenu. Basosas ap-
XUTeKTypa UHAMBKUAYyanbHa ANA KaxAoi paccmaTpMBaeMoil cutyauuu v 6yaeT UHAWBUAYaANbHA ANA KaXAOM
mogenu. Kaxgas opraHusauns cosgaeTt ogHy unmn 6osee 6a30BbiX apXMTEKTYpP B 3aBUCMMOCTW OT BbINOJHSAE-
MbIX 6BU3HeC-PYHKLMWIA, a Takke paccmaTpuBaeMblx QyHKUMIA. Kak npaBunio, opraHusauns nmeeTt eguHyto b6a-
30BYI0 apXWUTEKTYypy A5 Koprnopauuu, KoTopas ceefeHa K 06l MM 3akoHaM 1 0XBaTbiBaeT BCe 3KCMyaTalyoHHble
cpeacTBa. Kaxpablii TEXHUYECKUA 06beKkT unm Tun o6bekToB MOXeT Takxe umeTb 60nee geTasibHYlO cxemy
6a30BOVi CeTeBOIi apXUTEKTYpbl, JOMNOTHAIOLLYI0 KOpNopaTUBHYO Mofenb. PUcyHok 16 nnnwoctpupyeT npuMep
ynpoLuieHHolt 6a30B0I apxXxUTeKTypbl 4719 NPOVN3BOACTBEHHOrO Npolecca.
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6.5 30HanbHasa n TpakToBas Mojesb

6.5.1 O6u e NooXeHUsN

30HanbHaa u TpakToBasi Mofesb paspabaTbiBaeTcsi HA OCHOBe 6a30BOI apXxWUTeKTypbl. Takas mogesnb
CNYXWUT AN ONUCaHUs NIOTMYeCcKUX rpynn o6bLEKTOB B npejenax npefnpusituss UAM ero noAnpocTpaHcTaa.
O6beKTbl rpyNnNMpyOTCA B Cy6bEKTHI (Hanpumep, oTHocsAWwMeca K 6usHecy, TEXHUYECKUM cpeacTBaM, Npons-
BOACTBEHHbIM 06bekTaM nnu IACS), koTopble 3aTeM MOryT ObiTb MPOAHaIM3MpPOBaHbl Ha NpegMeT COOTBET-
CTBMSA NONMTUKE 6GE30MaCHOCTH, a cnefoBaTesnibHo, 1 ee Tpe6GoBaHusAM. Mogenb NO3BONSET OLeHNBaTL 06Lme
yrpo3bl, ysi3BUMOCTMN 1 COOTBETCTBYIOLWME KOHTPMEpPbl, HE06X0ANMbIE ANA LOCTMKEHUS YPOBHSA 6e30nacHoCTyH
(ueneBoro ypoBHsa 6e30MacHOCTH), AOCTATOYHOTO A1 3aWUTbl CTPYNNUPOBaHHLIX 06BEKTOB. Fpynnupys 06b-
eKTbl TakKuM 06pa3om, MOXHO onpesennTb NOIMTUKY 6e30NacHOCTU AN BCeX 06bEKTOB, BXOASLMX B COCTaB
30Hbl. Pe3ynbTatbl TakMx nccnefoBaHuii MoryT 6biTb 3aTeM UCNOMb30BaHbl A1 ONpeAeneHus 3awuTbl, He-
06X0A4MMOI C y4eTOM MPOL,eCCcoB, NPONCXOAALNX B 30HE.

MpumeuyaHne — TepMuUH «30Ha», yNoTPe6ASAEMbIN B HACTOSLWEM CTAHAAPTE B IBHOM hopMe, CrieayeT Bcerga
OTHOCUTb K 30HE 6€30MaCHOCTH.

6.5.2 OnpegenexHne 30H 6e€30MacHOCTM

30Hbl — OfWH U3 Hanbonee BaXHbIX MHCTPYMEHTOB, ONpeAensAL X ycnex nporpaMmmel 6e3onacHocTy,
1 NnpaBuUbHOE onpejefieHne 30H — 3TO Hanbosiee BaxHbI acnekT npouecca NOCTPOEHNS Takoi nporpamMmsl.
Mpu onpefeneHnn 30H OpraHn3ayuam cnefgyeT UCNOMb30BaTb kak 6a30BYI0 apxMTEKTYpy, Tak W 06beKTHYt
MogAesnb, 4To6bl Moslyyaemble B UTOre 30Hbl 6€30NacHOCTU U YPOBHM 6e30nacHOCTM COOTBETCTBOBAIN LieNsiM
6e30nNacHOCTW, YCTAHOBJIEHHbIM B MNONTMKEe 6€30MacCHOCTU CUCTEM NMPOMBbILLIIEHHOW aBTOMAaTUKN U KOHTPOS.

Ecnu B 04HOM 1 TOM Xe YCTpOiicTBe OCYLLECTBATCA NPOLEeCcChl Pa3HOro ypoBHA, TO opraHnsauusa Mo-
XeT nnbo yBA3aTb n3nyeckoe YCTPOKWCTBO C 6o/ee xecTkMMu TpeboBaHnamm 6esonacHocTu, nnbo cosgatb
OoTAe/NbHYI0 30HY C OTAE/bHOI nonuTuKoii 6e3onacHocTu, koTopas npeAcTaBnseT co60il cMelaHHy NoauTH-
Ky 4719 ABYX 30H. TUNUUHbLI NpYMep OTHOCUTCA K cepBepam-apxuBaTopam. B uenax addekTnBHocTM Takoit
cepBep A0/DKEH UMETb AO0CTYN K KPUTUYECKUM yCTpOI‘/'ICTBaM ynpaB/ieHnA, KOTOpble ABAAKTCA UCTOYHUKOM
nonyyaembix AaHHbiX. O4HAKo No Mepe NPOM3BOACTBEHHON HEO6X0AMMOCTI MOXET TpeboBaTbCs NpeacTaB-
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neHne 3TUX JaHHbIX gucrneTyepam 1 nepcoHasny no onTumusauum NPou3BOACTBEHHOIO npoLecca, no3Tomy
HeobxoAnm 60nee cBOBO/HbLIA AOCTYN K YCTPONCTBY NO CPaBHEHMIO C JOCTYNOM, KOTOPbIA NpegycMatpusaT
TUNUYHble TpeboBaHNA K 6€30MacHOCTU CUCTEM YyNpaBJ/ieHUs.

Ecnu B of4HOM ¥ TOM Xe hU3NYEeCKOM YCTpOlicTBE (PDYHKLMOHUPYET HEeCKONbKO NPUKIafHbIX CUCTEM,
3a/1eCTBYIOLWNX NPOLLECChl Pa3HOro YPpOBHS, TO MOXeT 6bITb CO3/jaHa 1 rpaHuLa I0rn4eckoi 3oHbl. locTyn K
KOHKPETHOI cucTeMe orpaHuWyeH B MOMb3Y /UL, UMEOLWWUX NPUBMAETAN A5 CUCTEMbI 3TOr0 YpoBHSA. MNpume-
pom siBNseTcs malluHa, obecneynsarolas yHkLmoHnposaHue kakOPC-cepeepa. Tak 1 OPC-UHCTPyMeHTOB
aHanusa, BbINO/IHAEMOTrO KnueHTamu. floctyn k OPC-cepBepy orpaHuyeH B nosib3y fny. UMeELLUX Npusuie-
rMy 60siee BbICOKOTO YPOBHSA, B TO BPEMA KaK AOCTYMN K AUHAMUYECKUM Tabnumuam ¢ UCMOJIb30BaHNEM KNEHT-
ckoro OPC-nogknto4eHna BO3MOXEH /19 BCEX COTPYAHUNKOB.

6.5.3 NpeHTudukaymnsa 30H

30HbI MOTYT 6bITb COBOKYMHOCTbIO HE3ABUCUMbIX UMYLLECTBEHHbLIX 06BEKTOB, COBOKYMHOCTbLIO MOA30H
AN COBOKYMHOCTbIO KaK He3aBUCUMbIX 06bEKTOB, Tak U 06bEKTOB, CrPyNnMPOBaHHbLIX, B CBOK ouyepefb, B
NnoA30HbI, coiepxallnecs B rnaBHoi 3oHe. [1na 30H xapakTepHo Hacnef0BaHne CBOWCTB, T. €. ;0YepPHASA 30Ha
(vnn nop3oHa) go/mkHa COOTBETCTBOBATb BCEM TpeboBaHMAM, MpeAbsABASAEMbIM K pOAUTENbCKOW 30He. Ha
pucyHke 17 nokasaHa ynpolweHHas 30HasbHas MoAesb /19 HEeCKOJIbKUX 3aBOf0B. B faHHOM cnyyae Kopnopa-
TMBHas 30Ha — 3TO poAuTeNibCKas 30Ha, a KaxAblil 3aBo/, npejcTaBfisieT CO60i JOYEPHIO 30HY UK NOA30HY,
KoTopas BMel,aeT CO6CTBEHHYIO NOA30HY ynpaBieHus.

MpumeyaHne — MOXHOAOCTUYb 3HAYMTE/ILHOIO NPEMMYLLLECTBA, €C/IN COBMECTUTb 30HbI 6e30mnacHocT ¢ d,')I/I-
3NYECKNMM ydaCTKaMn UM 30HaMmn Ha npons3Bo4CTBEHHOM 0o6bekTe, HanpumMmep CoBMECTUTb LLEHTP ynpaB/ieHna C 30HOIA
ynpasneHua 6e30MacHOCTbH0.

KopnopaTtuBHas 30Ha

30Ha 3aBoja B 3oHa 3aBoga C

Hapozly «canop werop

O § r 1T n

"éslM WL rBBB!

30Ha yrnyaBXmus BBOJOM C
roi

PucyHok 17 — Mpumep MynbTU3aBOACKUX 30H
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EfuHasA apxuTekTypa npeanpusatus MoXeT GblTb nogpasfeneHa Ha OTAE/bHbIEe 30HbI, Kak NokasaHo Ha
pucyHke 18. B Takoii Mogenu nNonuTuka 30H GyAeT HE3ABUCMMO U KaXA0i 30He MOXeT COOTBETCTBOBATL CO-
BEPLIEHHO pa3Hasi NoNnTMKa 6e30nacHoCTH.

PucyHok 18 — lMpumep oTAe bHbIX 30H

AHanornyHble Mogenun MoryT 6biTb NOCTPOEHbl AN npunoxerHnii SCADA. Kak Noka3aHo Ha pucyHkax 19
n 20.
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H0TCA

B Kop/IOp1TMALSA 3011

Moero; bublii poim

CTeviLm Cep »pCe m

PucyHok 20 — lMpumep He3aBucumbix 30H SCADA

6.5.4 XapaKTepucTuKu 30H

6.5.4.1 O6wuMe nonoxeHmsa

Kaxxaoi 30He cCOOTBETCTBYET HEKMIA HAbOp XapaKkTepuUCcTuK n TpeboBaHUn 6e3onacHOCTU, KOTopble ABAA-
ee aTpubyTamu:

a) nonuTuka 6e30nNacHoOCTu.

b) NnepeyeHb MMYLLECTBEHHbIX 06HEKTOB;

c) Tpe6oBaHUA K OCTYNy ¥ Mepbl ynpaB/ieHUs JOCTYNoM;

d) yrposbl 1 ya3BUMOCTH.

€) nocneAcTeBuA HapylweHMs 6e30NacHOCTu:

f) aBTOpu3oBaHHasA TexHonorus,

) NopAAoK ynpaBieHns U3MEeHEeHUAMN.

Yka3aHHble aTpubyTbl onucaHbl nogpobHee B 6.5.4.2—6.5.4.7.

6.5.4.2 Monuntunka 6e3onacHocTn

K Kax oW 30He NpuKpensieH KOHTPO/bHbI AOKYMEHT, B KOTOPOM OnucaHbl 06Lwue Lenn 6e3onacHocTu n

cnoco6 o6ecneyeHmns LeneBoro yposHs 6e30nacHoCTU. KOHTPO/bHbIA OKYMEHT BK/IlOUaeT B cebs:

60

a) rpaHuLbl 30HbI.
b) ypoBeHb 6€30NacHOCTU 30HblI;
C) opraHn3aLlWoHHYI0 CTPYKTYpY 1 06593aHHOCTM NO 06ecneyeHmnto BbINOTHEHNSA NOANTUKN 6e30nNacHoCTY;

d) puckn, oTHOCSALLMECS K 30HE.
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e) cTpaTernto 6e30NacHOCTW, HanNpPaB/IEHHY0 HA AOCTMXEHNE HEOOXOANMbBIX Lenei;

0 mepbl 6e30nacHOCTU, NoAnexaline UCNONHEHUIO;

[) BUAbl AeATeNbHOCTU, pa3peLleHHOoN B npejenax 30Hbl;

h) Buabl focTyna k 30He, MOy4aemMoro NnocpeAcTBOM KOMMYHUKaLUW;

i) JOKyMeHTauuto, packpbiBalLwyo atpubyTbl 30HbI.

MepeyncneHHas Bbiwe MHpoOpmaLUsa AOKYMEHTUPYeTCA M 06befuHsAeTCA B NOMUTUKY 6e30nacHoCTU
30HbI, UCMOIb3YEMYI0 B KA4eCTBE PyKOBOACTBA U KPUTEPMEB OLLEHKN A1 KOHCTPYMPOBAHUSA U 06CNYXNBaHNA
06bEKTOB, KOTOPblE COAEPXAaTCH B 30HE.

6.5.4.3 MNMepeyeHb MMYLLECTBEHHbIX 06BHEKTOB

Ona nogaepxaHus 6e30nacHOCTM B npejenax 30Hbl OpraHn3aunsa Ao/KHa BECTU CIUCOK BCeX ee UMy-
LLeCTBEHHbIX 006bEKTOB (PU3NYECKUX U NOrnvecknx). Takoil CNUCOK CAYXUT AN OLUEHKU pucka v ysa3BuMo-
cTell. a Takxe onpefesieHUss U KOHTPONa co6M0feHUs COOTBETCTBYOLWMX Mep 6e3omacHoOCTM, Heobxoau-
MbIX 4151 [OCTUXEHMNA Lenieil NONMTUKN 6e30nacHOCTh. TOYHOCTb MHBEHTAPHON BEAOMOCTN — 3TO K/IOUEBOW
hakTop B AOCTMXEHUU ueneil 6e3onacHOCTN, 0603HAYEHHbIX B NOUTUKe 6e3onacHocTu. Cnucok cnepyet
popabartbiBaTb NPU U3MEHEHUAX UMYLLECTBEHHbIX OO6BEKTOB BHYTPU 30HbI UAN U3MEHEHUAX 3NEeKTPOHHbIX
CBsA3eil MexAay HMMMK, a Takke B clydyae BK/IOYEHUS B COCTaB 30Hbl HOBbIX 06BHEKTOB, YTOObLI JOCTUraNNCh
Luenn 6e3o0nacHoCTy.

dunsnyeckme 06bEKTbl U KOMMOHEHTbI — 3TO hM3MYeckue ycTpoicTBa, HaxoasLmecs BHyTPK 30HbI. He-
KOTOpble NMpMMepbl Taknx yCTPONCTB NpUBEAEHbl HUXE;

a) KOMMblOTepHOe annapaTtHoe obecnedveHne (Hanpumep, pabouve cTaHUUKU, cepBepbl, NHCTPYMEHTHI,
3/1EMEHTbI YNpaB/ieHNs, UCTOYHUKN 3NEKTPONUTAHUSA, ANCKOBbIE HAKONUTENN UIN pPe3epBHble apXMBaTopbl Ha
MarHuTHOI neHTe);

b)ceTeBoe o6opyAoBaHue (HanpuMmep, MapLpyTM3aTopbl, KOMMYTaTOPbl, KOHLEHTPATOPbI, MeXceTeBble
3KpaHbl UNn mexaHuyeckue kabenw);

C) KOMMYHUWKaLMOHHbIE 3BEHbs (Hanpumep, LWWHbI, IMHUA, MOAEMbl U ApYyrie ceTeBble MHTepdeicChl,
aHTEeHHbI),

d) obopypoBaHue gns ayTeHTuduMKauum n asTopmsauum goctyna (HanpuMmep, KOHTPO/1epbl JOMEHOB,
RADIUS-cepBepbl, cunTbiBaTENN U CKAHEPDI);

e) annapaTHoe o6ecneyeHne onbITHbIX CUCTEM;

0 annapaTHoe obecneyeHne MOAENUPYOLWNX N OOYyYaIOLLNX CUCTEM;

[) annapaTHoe obecneyeHne BHELIHNUX CUCTEM;

h) 3anachbl 3anyacrei;

i) ycTpoiicTBa KOHTPONA U ynpaBneHus (Hanpumep, aTtynkn, nepeknyaTen u KOHTPONIepsl);

j) cnpaBoyHas nHopmMaLumna n pykosogcraa.

Nornyeckne o6bekTbl BkAOYalT B cebs noboe nporpamMmHoe obecnevyeHne U gaHHble, UCNOJb3yeMble
B 30He. BOT HekoTOpble NpuMepsbl;

k) nporpammHoe obecneyeHne KOMMNbIOTEPHbIX CUCTEM (Hanpumep, NporpaMMHble MPUIOXEHUs, one-
pauuoHHble CUCTEMbI, KOMMYHUKALMOHHbIE MHTepdelickl, Tabnuubl KOHUIypaumnin, NHCTPYMEHTbl A4Na pas-
paboTku 1 aHanusa n yTuanTbl).

1) natun n 06HOBNEHUA ANA ONepPaLMOHHbIX CUCTEM U NPUKNaAHbIX MHCTPYMeHTapunes;

T) 6a3bl AaHHbIX;

n) apxuBbl faHHbIX;

0) dpalinbl KOHUrypayuii 060pyaoBaHuUs;

p) Konuu nporpamMMHOro obecnevyeHus u faHHbIX, NpefHa3HavYeHHble ANS Ueneil pesepBupoBaHusa un
BOCCT@HOB/EHUS;

q) [OKyMeHTaumusa no o60CHOBaHWIO NpoekTa (Hanpumep, MPYHKUMOHaNbHbIe TpeboBaHua K MHopma-
uMn, obbekTam u gp., knaccuukauna 6e30nacHOCTU M YPOBHMU 3alnTbl, OU3NYECKUI 1 NPOrpamMMHblii Npo-
€KT. OLeHKa ysi3BUMOCTEl, nepuMeTp 6€30NacHOCTU, AOKYMEHTauusa no OLEeHOYHbIM WUCMbITaHMAM, cbopke u
MOHTaxy);

r) [ONONHUTENBHO NOCTaBNAeMble pecypchl (HanpuMmep, 06HOBNEHUA NPOAYKTOB, NaTymn, nakeTbl 06HOB-
NEeHNs. yTUNUTbI U pe3ynbTaTbl MPOBEPOYHbIX UCAbITAHWIA).

6.5.4.4 TpeboBaHus K JOCTYNYy U Mepbl ynpas/ieHnsa OCTYyNnom

MoHATME 30HBbI NO CYTU NoApasymeBaeT, YTO AOCTYN K Hel orpaHMyeH B NOMb3y HE3HAYNTesIbHON COBO-
KYMHOCTW BCEX BO3MOXHbIX Cy6bEKTOB, KOTOPblE HafeNeHbl NpasoM fgoctyna. NMonutuka 6e30NacHOCTN 30HbI
[OJ/HKHA NPONUCbIBaTb YC/I0BUSA JOCTyNa K 30He, YTO6bl BbINO/IHANUCE ee 6U3Hec-Lenn ncnocob perynmposa-
HUA 3TOrW gocTtyna.
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6.5.4.5 OueHKa yrpos u yassumocTei

B npefgenax 3afaHHOW 30Hbl CYL,ECTBYIOT yrpo3bl M COOTBETCTBYOLWME UM ya3BumMocTu. OpraHmsayum
[O/DKHbI BbIABAATL U OLEHMBATb 3TU Yrpo3bl K YA3BUMOCTU, YTOObLI OnNpeAensaTb BEPOATHOCTbL NpPoBOLMpOBa-
HUA UMW CUTYauun, B KOTOPOIi 06bEKTbI BHYTPY 30HbI 60/bLUE He CayxaT cBouM 6usHec-uenam. Mpouecc fo-
KYMEHTUPOBAHMNA Yrpo3 1 YS3BUMOCTEN BbINMOMHAETCA B XO4 € OLLEeHKN Yrpo3 1 YS3BUMOCTEN, KoTopas aBnseTcs
4acTbl0 MOMNTUKN 6€30NaCHOCTU 30HbI.

CyuiecTByeT MHOXECTBO BO3MOXHbIX KOHTPMEP A4/15 YMEHbLUEeHUsA pucka Toro, 4To onpejesieHHas yrpo-
3a BOCMNO/Mb3yeTCA KOHKPETHOW YA3BMMOCTbIO BHYTPW 30HbI. MonuTuka 6€e30nacHOCTM AO0/HKHa N0 BO3MOX-
HOCTW NponucbiBaTb, Kakue BUAbl KOHTPMEP NPUMEHUMBI 418 AOCTUXEHUA LeneBoro ypoBHa 6e3onacHocTun
30Hbl B paMKax ONTMMasibHOTO COOTHOLUEHNSI U3AEPXEK N pUCKa.

6.5.4.6 ABTOpU3oBaHHasa TexHonorus

CucTeMbl MPOMbILLINIEHHO aBTOMATUKM 1 KOHTPO/IA 3BOTIOLMOHUPYIOT B COOTBETCTBMU C MEHAIOLUMUCS
613Hec-Tpe6oBaHNAMMN, NOITOMY HEOBXOAMMO KOHTPO/IMPOBATL TEXHOIOTMIO peanunsauynm n3MeHeHuii cucte-
Mbl. Jllobas TexHonorus, ucnonb3yemas B TakMx cuctemax, BfieyeT 3a cob60ll cepuio ya3BUMOCTER U COOT-
BETCTBYHOLLME VM PUCKU. B Lensax MUHMMMU3aL MM PUCKOB AN KOHKPETHOW 30Hbl NOANTUKa 6e30nacHoCTH 3Toi
30Hbl JO/KHA npegycmaTpvBaTh AeACTBYIOWMNIA CIMCOK TEXHONOTUIA, NpMemMeMblX B 30He, a Takke Henpu-
eMNeMblX B Hel.

6.5.47 MopAAoK ynpaBneHns N3MeHeHnsamun

Heobxogmma popmanu3oBaHHasa M yeTkas mMeToAuka, KoTopas ob6ecneymBaeT TOYHOCTb MHBEHTaPHOM
BEOMOCTW OTAENbHO B3ATOW 30Hbl Y NOPALOK BHECEHUA U3MEHEHUI B NONNTUKY 6€30NacHOCTU 30HbI. Popma-
Nn3oBaHHaa MeToAuKa rapaHTupyeT, YTO U3MEHEHUNA U AONOJTHEHUSA 30HblI HE OTPa3ATCA OTpULLATENBHO Ha Le-
nsax 6esonacHocTu. Kpome Toro, Heo6xoAMma MeToAamKa NPUCNOCO6NEHUSA K MEHAOLWMUMCSA Yyrpo3aM U Lenam
6e30nNacHOCTU. Yrpo3bl U YA3BUMOCTU, @ TakXe CBA3aHHble C HUMWU PUCKWN CO BPEMEHEM MEHSATCS.

6.5.5 OnpepeneHne TpakToBs

TpakTbl — 3TO 30HbI 6€30MacHOCTU, KOTOPbIE NPUBA3aHbl K KOHKPETHBIM KOMMYHUKaLWOHHBIM MpoLec-
caM. Kak 1 30HbI 6e30nacHOCTU, TpakTbl NpefcTaBnsAlT cobol nornyeckoe o6beANHEHNE UMYLLECTBEHHbIX
06bekToB (B AaHHOM criyvyae — KOMMYHMUKaLMOHHbIX 06bekToB). TpakT 6e3onacHocTn obecneumBaeTt 6es-
0NacHOCTb KaHan0B, KOTOPble OH COAEPXUT, TOYHO Tak Xe, Kak pusnyecknii TpakT 3awmuiaet kabenm ot me-
XaHU4yecKoro noBpexaeHuns. TpakTbl MOXHO NpeAcTaBUTb Kak TpyObl, coeguHAoW e Mexay co60i 30Hbl nan
ncnonb3yemble 419 KOMMYHUKaUUy B npegenax ofHoli 30Hbl. BHyTpeHHMe (B npegenax 30Hbl) U BHELWHMeE (3a
npegenammn 30Hbl) TPakTbl BMeLL AT B ce65 UM 3aluialoT KOMMYHUKaLMOHHbIe KaHasnbl (N0 cyTu kabenwu),
KoTOopble obecneynBalT CBA3M Mexay obbektamu. Yalle Bcero, B KOHTekcTe IACS, TpakT — 370 TO Xe camoe,
4To ceTb. T. €. TpakT npeAcTasnseT cob6oii NPOBOAKY, MapLUpyTM3aTopbl, KOMMYTaTOPbl M yCTpoOiicTBa ynpas-
NleHnA ceTbio, KOTopble 06pa3yT paccmaTtpuBaeMble KOMMYHUKALVMOHHbIE IMHUW. TpakTbl MOTyT npeacTaB-
NATb co60i 06beANHEHUA Pa3HOTUMHbLIX CETEBbLIX TEXHOMNOMMNA, a Takke PasHOTUMHbLIX KOMMYHUKaLVMOHHbIX
KaHanoB, KOTOpble MOTyT MPUCYTCTBOBATbL B OLHOM KOMMbloTepe. TpakTbl UCNOAL3YIOTCA AN aHanusa yrpos
KOMMYHMKaLUKN 1N ee YA3BUMOCTE, KOTOPble MOryT NPUCYTCTBOBATb B KOMMYHUKALMOHHbLIX TMHUAX BHYTPY 30H
N Mexay Humu.

TpakTbl MOXHO paccmaTtpuBaTb Kak Tpy6bl, KOTOpble cogepxart AaHHble u/unu obecneymsarT dusnye-
CKMe coefuHeHns, Heo6XxoAnMble ANA KOMMYHUKaLUM Mexay 30HaMu. TpakT MOXeT cofepxaTb NoATpakThl,
KoTOpble obecneymBaldT KOMMYHUKaLUIO MEXAY 30HaMMU MO TUNY «OAWH-K-OLHOMY» WU «OAUH-KO-MHOTUM>.
HapgexHoCTb KOMMYHUKauUn Ana Tpakta MoXeT AOCTUraTbCA 3a cyeT CO6NAeHUA NONUTUKN 6e3onacHoCTn
COOTBETCTBYIOLLMX 30H.

6.5.6 XapaKkTepucTukn TpakToB

6.5.6.1 O6WMO NONOXEHUSA

B chunsnyeckom cmbicne TpakT MOXeT ABNATLCS Kabenem, KOTOpbIii coeANHAET Mexay co60i 30HbI, 06e-
crneynBas KOMMYHUKALUIO MeXAy HUMK.

TpakT — 370 pa3HOBUAHOCTb 30HbI, KOTOpPas He MOXeT UMeTb NOA30H, T. €. TpakT He obpa3osBaH nopa-
TpakTamu. TpakTbl onpeAensoTCca COBOKYMHOCTbIO BCEX 30H, KOTOPble COBMECTHO MCMO/b3YT KOHKPEeTHble
KOMMYHMUKaLMOHHble KaHanbl. OKOHEeYHble TOYKM TpakTa o6pa3oBaHbl kak dU3nYeckumMu yctpoicTeamu, Tak
N NPUIOXEHNAMU, KOTOPble UCMONL3YIOT KaHanbl, cojepxalimecs B TpakTe. Ha pucyHke 21 nokasaH TpakT
macwTaba npegnpmaTHA.
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FOCT P 56205—2014

KopropaTveHasi BoHa

HacTtom,T i1 Pabo4as
KOMMNbOTEP cTaHuua

«aiiBTpMHT- CepBep CepBep Oaabl.
cepBep MNPHBAWUITBA* ABMUbIK
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Kak v B cnyyae ¢ 30Hamu, aHasiornyHoe n3obpaxeHne MoXeT 6biTb MOCTPOEHO U NPUMEHUTENBHO K NPU-
KnafHblM cuctemam SCADA. MNMpumep NponnnocTpupoBaH Ha puUcyHke 22.
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a D I I KopnopaTuBHas MHB

n T
HBeTcr bHbIi Pesyuas
«OMMb OTHP ®BAM C.p Bp C> wyup
LUeHTp ynpaBnexus PeTe3aHbil NeHTp ynpaBneHns
3oHa cuctem SCADA
MocnepoBatenbHaa unn
P-cate SCADA
Papguo/unxposcnunossa/ obujero nonb3osaHusa/ C,,b
coToBas ceTb yacTHas TanaoHHBA CeTb___
RTUw j PLC KTUWAPLC RTUvrjPLC
KO MO KO
KLLYMPALDK-acObYTU.  1u.3 yno~fe-tic OCwr-an B 3cMnurpWKMK3 SMv~cu Kk TOLHMLLLMIACOUTBI /

PucyHok 22 — Tpumep Tpakta SCADA

Kak 1 B cnyyae c 30HOI, N1t060My TpakTy COOTBETCTBYET HAbOp xapakTepucTuk n TpebosaHuii 6esonac-
HOCTU. KOTOpble ABNAATCA ero atpnuéytamm:

a) nonuTuka 6e30nacHoOCTu;

b) nepeyeHb 06BHEKTOB;

C) Tpe6oBaHUA K 4OCTYNY U Mepbl ynpaB/ieHns fOCTYNnoMm;

d) yrposbl 1 ya3sumocTu;

e) nocnefcTBMUS HapylweHMs 6e30NacHOCTu:

f) aBTOpu3oBaHHbIE TEXHOOTUN.

) NopsAfoK ynpaB/ieHNs U3MEHEHUAMN;

h) 30HbI, CBAA3bIBaeMble MexXAay Co60l TpakToM.

6.5.6.2 Monutnka 6e3onacHoOCTn

3a KaxAblM TPaKTOM 3aKpensieH KOHTPO/IbHbIN AOKYMEHT, B KOTOPOM onucaHbl ob6uwue uenu 6es3onacHo-
cTn ncnocob obecneyeHns LeneBoro ypoBHA 6e30nacHoCcTN. KOHTPObHbIV fOKYMEHT COAEPXUT CeaytoLLyto
nHdopmaumio:

a) rpaHuLibl TpakTa;

b) ypoBeHb 6€30MacHOCTM TpakTa:

C) opraHn3aLoHHY0 CTPYKTYPY M 0693aHHOCTM NO COBNI0AEHNI0 NONNTUKA 6€30NacHOCTU TPakTa;

d) pucku, oTHOCSALMECS K TPaKTY;

e) cTpateruto 6e30MacHOCTU, HanNpaBeHHY Ha AOCTMKEeHNEe HeEO6X0AUMBIX Lenew;
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0 Mepbl 6e30MacHOCTK, nogsexatne cobnaeHuno;

[) TUNbl KAaHaNoB, paspelleHHble B Npefenax Tpakra;

h) gokymeHTauunio, packpbiBalLLyo aTpubyTbl TpakTa.

MepeuncneHHaa BblWwe MHOpMaLUS AOKYMEHTUPYETCA M 06befuMHAETCS B NONMUTUKY 6e30nacHoCTu
TpakTta, UCnonb3yemyto B kayecTBe PYKOBOACTBA W KPUTEPMEB OLLEHKN ANS KOHCTPyMpoBaHMA 1 ob6cnyxusa-
HUA 06bEKTOB, KOTOPbIE CofepXaTca B TPakTe.

6.5.6.3 NepeyeHb 06bEKTOB

Kak n B cnyvyae ¢ 30HOW, HE06X04NM TOUHbIA CNMCOK KOMMYHUKALMOHHbIX 06 BEKTOB.

6.5.6.4 TpeboBaHUsA K 4,OCTYNy U Mepbl ynpaBaeHnsa 4OCTYNOM

MoHATME TpakTa nogpasymeBaeT, YTO AOCTYN K HEMY OrpaHW4YeH B NOJIb3y HEKOTOPO/ COBOKYMHOCTMW
BCEX BO3MOXHbIX CYOBEKTOB, HafeNeHHbIX NpaBoM gocTtyna. NMonutnka 6e3onacHoOCTV TpakTa A0/XHa nponu-
CblBaTb YCNOBUA AOCTyNa K TPaKTy, NPU KOTOPbLIX OH CAYXWUT CBOMM 6GU3HecC-Lensam, n cnocob perynnposaHus
3TOro goctyna.

6.5.6.5 OueHka yrpo3 n yasBumMocTei

[nsa oTAenbHO B3ATOrO TpakTa CyWecTBYOT Yyrpo3bl 1 COOTBETCTBYOLWME UM YSA3BMMOCTU. OpraHu3auu-
AM cnefyeT BbIBNATb U OLE€HUBATb 3TN Yrpo3bl U YI3BUMOCTU, YTOGLI ONpeaensiTb BEPOATHOCTbL NMPOBOLUPO-
BaHWSA UMUK cUTyaLumn, Koraa o6bekTbl BHYTPU TpakTa 60/blue He cnyxaT cBouM 6usHec-uensam. Mpouecc go-
KYyMEHTUPOBAaHUSA Yrpo3 1 yI3BUMOCTE BbINOIHSAETCA B XOA€ OLEHKN YIpo3 1 yA3BUMOCTEl, KoTopas ABnseTcs
4acTbl NONMTMKM 6e30MacHOCTU TpakTa.

CyliecTByeT MHOXECTBO BO3MOXHbIX KOHTPMEP A8 YMEHbLIEHNA pucka Toro, 4To onpeAeneHHas yrpo-
3a BOCMO/b3yeTCA KOHKPETHOW YSI3BUMOCTbIO BHYTpY TpakTa. Monmtuka 6e30nacHOCTH A0/HKHA N0 BO3MOXHO-
CTW NpoNuUCbIBaTh, Kakne BUAbI KOHTPMEpP MPUMEHVMbI B paMKax ONTUMasibHOro COOTHOLIEHUA 3aTpaT U pucka.

6.5.6.6 ABTOpM30BaHHas TexHOMNOrnsa

CucTeMbl NPOMbILIIEHHON aBTOMATUKN 1 KOHTPOSA 3BOIOLMOHNPYIOT B COOTBETCTBUMN C MEHSAIOLWMMUCS
6u3Hec-TpeboBaHUAMMK, NO3ITOMY HEOBXOAMMO KOHTPOIMPOBATbL TEXHOIOTNIO peanun3auum N3MeHeHUn cucte-
Mbl. JTlo6an TexXHoONorusa, ucnonblyemas B Takux cuctemax, Bneyer 3a co60li cepuio ya3BMMOCTEN 1 COOTBET-
CTBYIOLIME UM PUCKU. B Lenax MUHMMM3aLuy pUCKoOB A8 OTAENIbHO B3ATOrO TpakTa nonmtuka 6e3onacHocTu
TpakTa [0/XHa npegycMatpuBaTth AEACTBYHOLLNI CNMCOK TEXHOOTWIA, NPUEMIEMbIX B TPaKTe.

6.5.6.7 Mopsapok ynpaBneHna n3MeHeHUsAMn

Heobxoguma chopmanusosaHHaa v yeTkasa MeToAuka, KoTopas obecneymBaeT TOYHOCTb MOSIUTUKU OT-
[EeNbHO B3ATOr0 TpakTa U NOpsiA0K BHECEHUA W3MEHEeHMWIi B 3Ty Nonutuky. dopmanui3oBaHHas metoguka ra-
paHTMpyeT, 4TO N3MEHEeHMA 1 AONOSTHEHUA TpakTa He 0Tpa3ATcsa oTpuuaTenbHO Ha Lenax 6esonacHocTun. Kpo-
Me TOoro, Heob6xogMmMa MeTofMKa NPUCNOCOBEHNSA K MEHAIOLWMMCS Yrpo3aM 1 Lenam 6e3o0nacHocTu. Yrposbl 1
YA3BMMOCTU, & Takke CBA3aHHbIe C HUMU PUCKN CO BPEMEHEM MEHSATCSA.

6.5.6.8 MNMpucoeAnHEHHbIe 30HbI

TpakT MOXeT 6bITb ONMUCaH Y OTHOCUTE/IbHO 30H, C KOTOPbLIMU OH COE/JMHEH.

6.6 BsanmocBasu mopenei

Mogenu, onucaHHble Ha pasgene 6, cBA3aHbl Mexay cob60l, a Takxe ¢ nonuTukamu 6e3onacHocTu, pe-
rnaMeHTaMu u gupeKkTMBamm, COCTaBAAOWMMM NporpaMmmy 6e3onacHocTv. Baaumocsasn mogeneii nokasaHsl
Ha pucyHke 23.
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PucyHok 23 — B3aumocBsa3n moaeneii

Bonee noapo6Has MHGOpMaLus, Kacalwwascs nopsaka paspaboTku Takoi nporpammesl, npueegeHa B
M3K 62443-2-1.
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MpunoxeHne A
(cnpaBouHoe)
AndaBuTHbI ykazaTenb TEPMUHOB

ABTOMaTM3npoBaHHasa cuctema 6esonacHocTmn (safety-instrumented system)
ABTOMAaTM3NpPOBAHHbLIA NOABUXHBLIN 06bekT (automated vehicle)
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3.2.95
3.2.15

ABTOpM3aumnsa (CAaHKLWOHWPOBAHME, CAHKLWA, HAJe/leHne nNpaBamMmun, aBTOPU3aLMOHHbIE JaHHbIe)

(authorization)

AHanwns Tpaduka (traffic analysis)

ApxuTekTypa 6e3onacHocTu (security architecture)
Accounauuns (association)

ATtaka (attack)

AyanT (audit)

AyanT 6e3onacHocTu (security audit)
AyTeHnTudukaumns (authentication)

AyTcaiigep (outsider)

Ba3osasa mopensb (reference model)

BesonacHocTb (safety)

Be3onacHocTb KOMMYHMKauum (communication security)
BoTtHeT (botnet)

BapuaHT ucnonb3oBaHus (use case)

B3nom cuctembl 6e3onacHocTmM (security intrusion)
Bupyc (virus)

BpepoHocHbI ko (malicious code)

BbinonHAaTb ayTeHTudnkaumnto (authenticate)
Feorpaguuecknin 06 beKT (geographic site)
Fno6anbHaa BbluncAnTenbHasa ceTb (wide area network)
FpaHuya (border)

[JaTuunkm n ncnonHnTenbHble MexaHn3mMbl (sensors and actuators)

OemunutapnsoBaHHasa 30Ha (demilitarized zone)

JeTeKkTnpoBaHNe HECAHKLLMOHMPOBAHHbIX NPOHUKHOBEHWIA (intrusion detection)

fomeH (domain)

fOoctyn (access)

focTynHocTb (paboTocnoco6HocTh) (availability)
3awwnTa (security)

3awunTta oT HENPU3HAHUA yYacTua (rapaHTus coxpaHeHusa aBTopcTea) (nonrepudiation)

30Ha (zone)

30Ha 6e3onacHoCTU (security zone)

N3pepxkn (cost)

MMyuecTBeHHbIi 06bekT (06bekT) (asset)

WHcalipep (insider)

WHTepdeiic (interface)

MHunpgeHT 6e3onacHocTu (security incident)

NCO (I1SO)

NcxopHbl i puck (initial risk)

KaHan (channel)

Knb6epbesonacHocTb (knbepsawurta) (cybersecurity)
KnwneHT (client)

KoMMyHMKaLMnoOHHaa cuctema (communication system)
KoOMMYyHMKaLMOHHBIA NYyTb (communication path)
KomnoHeHTbl 6e3onacHocTu (security components)
KoHTpmepa (countermeasure)

KoHdugeHnunanbHocTb (confidentiality)
KoHpnageHunanbHocTb gaHHbIX (data confidentiality)
Kpuntorpamma, (3a)wundgpoBaHHblli TekcT (ciphertext)
Kpuntorpadguyecknit anroputm (cryptographic algorithm)
Kpuntorpaduyecknit knou (cryptographic key)
Nnunn, 6noku, aueiikn (lines, units, cells)

NokanbHas BbluncnuTenbHasa cetb (local area network)

3.2.14
3.2.128
3.2.100
3.2.7
3.2.9
3.2.11
3.2.101
3.2.13
3.2.74
3.2.81
3.2.94
3.2.24
3.2.18
3.2.132
3.2.107
3.2.134
3.2.70
3.2.12
3.2.54
3.2.136
3.2.17
3.2.118
3.2.41
3.2.64
3.2.45
3.21
3.2.16
3.2.99
3.2.72
3.2.139
3.2.117
3.2.32
3.2.6
3.2.59
3.2.62
3.2.106
3.2.66
3.2.58
3.2.20
3.2.36
3.2.22
3.2.25
3.2.23
3.2.102
3.2.33
3.2.28
3.2.37
3.2.21
3.2.34
3.2.35
3.2.68
3.2.69
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MapuwpyTtusatop (router)

MexceTeBoli akpaH (firewall)

Mepbl cmardyeHus pucka (risk mitigation controls)
HapexHblii kaHan (trusted channel)

HapyweHune 6es3onacHocTu (security violation)
HeHnapexHblli kaHan (untrusted channel)

Henpu3sHnaHue yyactua (repudiation)
HecaHKkuMOHNMpOBaHHOE n3BnevyeHne nHpopmaummn (eavesdropping)
HecaHKkuMnoHNpoBaHHOE NMPOHUKHOBeEHMe (intrusion)
HecaHKuMOHUpOBaHHbI aHanus Tpaduka (cHud duHr) (sniffing)
OrpaHuyeHune goctyna (boundary)

OPC (OPC)

OcTaTouHbli puck (residual risk)

OTka3 B o6¢cnyxuneanun (denial of service)

OTKpbITbIA TekcT (plaintext)

OTcnexwunBaemocTb (accountability)

OueHka pucka (risk assessment)

MepexsaT (interception)

MepexBaT uHopmayun (wiretapping)

MepumeTp 6e3onacHocTu (security perimeter)

MonuTtnka 6e3onacHocTmn (security policy)

Monb3oBaTtenb (user)

Mpusunerus (privilege)

Mpunoxenune (application)

Mpegnpuatue (enterprise)

MpeoponeHne 3awuntel (penetration)

Mporpamma 6e3onacHocTun (security program)
MpownssoacTeBeHHble onepaunn (manufacturing operations)
MpomblwneHHasa ceTb BBoAa/BbiBoga (field /0 network)
MpoTokon (protocol)

Mpouepypbl 6e3onacHocTu (security procedures)

Mpouecc (process)

PacnpepeneHHasa cuctema ynpasneHus (distributed control system)
Pacwundposka (decryption)

Puck (risk)

PoneBasa mogenb ynpaBneHua goctynom (role-based access control)
CekpeTHOCTb (secret)

CepBep (server)

CepBuchl 6e3onacHocTu (security services)

CeTb 6e3onacHocTu (safety network)

Cuctema (system)

CucTtema fucneTyepckoro KOHTponsa u cbopa faHHbiX (supervisory control and data acquisition system),
cuctema SCADA (SCADA system)

Cuctema macwTtaba npeanpuatua (enterprise system)
CuctemHoe nporpamMmHoe obecnevyeHune (system software)
CucTembl NPOMbIWNEHHOW aBTOMaTUKn U KoHTponsa (industrial automation and control systems), IACS
Cob6biTue 6e3onacHoCcTH (security event)

Ctpax (guard)

Cxema aTaku (attack tree)

TpakT (conduit)

TposHCcKMA KoHb (Trojan horse)

YBepeHHOCTb (assurance)

Yrpoxatuwee geiicteue (threat action)

Yrpo3sa (threat)

YpaneHHbln goctyn (remote access)

YaaneHHbln knueHT (remote client)

YpoBeHb 6e3onacHocTu (security level)

YpoBeHb AonycTumocTu pucka (risk tolerance level)
YnpaBneHue 6e3onacHocTbio (security control)
YnpasneHune goctynom (access control)

Ynpasnenue kntoyamu (key management)
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YnpaBneHue puckom (risk management)

YnpaBnsemoe o6opynoBaHue (equipmentunder control)
Ynpasndawuwasa cetb (control network)

YnpaBnstouwee obopysoBaHue (control equipment)
YpoBeHb LenocTHocTn 6esonacHocTu (safety integrity level)
YTeuka nHpopmayun (compromise)

YyacTok (area)

YassumocTb (vulnerability)

dakTop yrpo3nl (threat agent)

dukTUBHaA aBTopusauna (spoof)

duwunHr (phishing)

PyHKLMOHANbHAA HAAEXHOCTb (HagexHocTb) (reliability)
dyHKuMa 6esonacHocTmn (security function)

XocT (host)

LlenocTHocTb (integrity)

Llenb 6e3onacHocTmn (security objective)

LlenocTHoCTb AaHHbIX (data integrity)

LleHTp ynpaBneHus (control center)

LUundpoBas nognuck (digital signature)

Yepsb (worm)

WundpoaHne (encryption)

Wnwo3 (gateway)

SddekTuBHOoCTL 6e30nacHocTu (security performance)
QuwenoHuposaHHana 3awuta (defence in depth)

IP-apgpec (IP address)
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3.2.96
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3.2.5
3.2.135
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MpunoxeHue Ab
(cnpaBo4HoOe)

CBefleHNss 0 COOTBETCTBUN CChI/TOYHbIX MEXAYHAPOAHbIX CTaH4apTOB
HauuWoOHaNnbHbIM CTaHgapTam

Ta6nuya [Ab.1

O603HayYeHne CCbIIOHHOrO CreneHb O603HaueHre 1 HauMeHoBaHNe COOTBETCTBYHOLLEro
MeXyHapoAHOro cTaHfapTa COOTBETCTBUA HaLOHaNbHOrO CTaHAapTa
IEC 62264-1 10T FOCT P M3K 62264-1—2014 «/HTerpayusa cuctem ynpassieHus

npeanpuatnem. Yacts 1. Mogenu n TEpPMUHOMOTUA»

ISO/IEC 15408-1 0T FOCT P NCO/M3K 15408-1—2012 «NHpopmaLMoHHas TeXHO-
norus. Metoabl u cpeactBa obecneyeHus 6esonacHocTu. Kpu-
Tepun oueHxn 6e30MnacHOCTU WHMOPMALMNOHHbLIX TEXHONOTWA.
YacTtb 1. BBegeHue n obuias Mogenb»

NMpumeuyaHune — B HacTosAwei Ta6nuue UCNOMb30BAHO CNeAylolLee YCIOBHOE 0603HAYEHME CTEMNEHN COOT-
BETCTBUA CTAHAAPTOB:

IOT — nAeHTuuYHbIe cTaH4apThl.
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IEC 60050 International Electrotechnical Vocabulary <http://ww.v.electropedia.org>
IEC 61508-4 Functional safety of electrical/electronic/programmable electronic safetyrelated systems — Part 4:
Definitions and abbreviations
IEC 61511-1 Functional safety — Safety instrumented systems for the process industry sector — Part 1:

Framework, definitions, system, hardware and software requirements

IEC 61511-3 Functional safety — Safety instrumented systems for the process industry sector — Part 3:
Guidance for the determination of the required safety integrity levels

IEC 61512-1 Batch control — Part 1: Models and terminology

IEC 61513 Nuclear power plants — Instrumentation and control for systems important to safety — General
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IEC 62264-3 Enterprise-control system integration — Part 3: Activity models of manufacturing operations
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IEC 62443-2-1 Industrial communication networks — Network and system security — Part 2-1: Establishing an
industrial automation and control system security program

IEC Glossary, available at <http://std.iec.ch/glossary>

ISO 7498-2 Information processing systems — Open Systems Interconnection — Basic Reference Model —
Part 2: Security Architecture

RFC 2828. Internet Security Glossary. <http://www.fags.org/rfcs/rfc2828.htmI>

FIPS PUB 140-2. Secunty requirements for cryptographic modules, <http://csrc.nist.gov/publications/fips/fips140-2/
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CNSS Instruction No. 4009. National Information Assurance Glossary (Al). <http://www.cnss.gov/Assets/pdf/

cnssi_4009.pdf>
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Reference Model Definitions, <http://ssdoo.gsfc.nasa.gov/nost/isoas/us04/defn.html>

SANS. Glossary of Terms used in Security and Intrusion Detection, <http://www.sans.org/resources/gl05sary.php>

71


https://files.stroyinf.ru#    
https://files.stroyinf.ru#
https://files.stroyinf.ru#           
https://files.stroyinf.ru#                                   
https://files.stroyinf.ru#                                   
https://files.stroyinf.ru#                   
https://files.stroyinf.ru#                   
https://files.stroyinf.ru#                          
https://files.stroyinf.ru#                

FOCT P 56205—2014

YK 004.056.5 OKC 25.040.40
33.040.40
35.040

KntoueBble cnoBa: NPOMbILWIEHHbIE KOMMYHUKaLMOHHbIE CETU, CETU N CUCTEMbI, 3aLLULLEHHOCTb, KN6ep6eso-
NacHOCTb, 3LIe/IOHMPOBAHHAsA 3alnTa, YyA3BUMOCTU, PUCKU, YTPO3bl, KOHTPMEPLI, NporpamMma 6e3onacHocTH,
noNnTUKa 6e30NacHOCTH, 30Hbl 6€30NacHOCTH, TPaKTbl, yPOBHWN 6€30NaCHOCTH, XXU3HEHHbIW LKA YPOBHA 6€3-
WNbICHUCTH, MUAENu

72



Pepaktop nepeuspanus K0.A. PacTopryesa
TexHunyeckue pepaktopsl B.H. Mpycakosa. N.E. Yepenkosa
Koppektop E.P. AposH
KomnbloTepHas BepcTka HO.B. Monosoii

CpaHo o Habop 13.02 2020. MognucaHo B neyatb 06 04 2020. dopmart 60 « 84Vg. FapHuTypa Apuan.
Yen.neu.n 8 84. Yu.-nag.n.7.30

MoaroToB/ieHO Ha OCHOBE 3/1EKTPOHHOI Bepcuun, NpeAocTaBNeHHON pa3paboTunkom cTaHgapTa

NA «tfOpucnpygeHumna». 115419. Mocksa yn. OpgxoHukuase. 11.
www.jurisizdat.ru  ybook@ niail.ru

Co3/aH0 B €JUHNYHOM ncnonHeHnn Bo ®rymn « CTAHANPTUH®OPM»
AN KOMNAekToBaHuA ®efepanbHOro UHPOPMaLMOHHO hoHAA CTaHAapTOB.

117418 MockBa. HaxmmoBckuii np-T. 4. 31. K. 2.
www.goslinfo.ru  info@gosbnfo.nj


https://www.mosexp.ru#  
https://www.mosexp.ru
https://www.mosexp.ru#
https://www.mosexp.ru#

MonpaBka kK TOCT P 56205—2014/IEC/TS 62443-1-1:2009 CeT KOMMYHUKaALWOHHbIE NMPOMbILINIEHHbIE.
3awmnweHHocTb (knbepb6e3onacHoCcTb) ceTn n cuctembl. HacTtb 1-1. TepMMUHONOTMUA, KOHLENTYyasbHble

nonoxXxexHna n moaenn

B Kakom mecte HaneyvaraHo [l0/KHO BbITb
BBepeHue. MepBblii MexayHapoaHsblii cTaHaapT MexayHapoaHsblii cTaHgapT
ab3al, M3K 61443-1-1:2009 M3K 62443-1-1:2009

(MYCNed 2016 1.)


https://files.stroyinf.ru/Index/582/58241.htm

