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MpaBuna NpUMEHEHNs1 HacTOSILLLEro CTaHAapTa ycTaHoBMeHbl B cTaThbe 26 defepanbHOro 3akoHa
oT 29 uioHA 2015 r. Ne 162-9®3 «O cTaHgapTu3aunm B Poccuiickoin ®egepauun». MiHdopmauns o6 un3-
MEHEHUAX K HacTosILeMy CTaHAapTy Ny6nKye TCs B eXXerogHom (Mo cocTOosiHMI0 HAa 1sHBaps TeKyLWwero
roga) MHopMauMoHiioM ykasaTesne «HaunoHanbHble CTaHAapThi», a ouLManbHblii TEKCT U3MEHEeHWi
M NonpaBoK — B €XeMecsYHOM MH(OPMaLMOHHOM ykasaTene «HauuoHasnbHble CTaHaapThi». B cnyyae
nepecMoTpa (3aMeHbl) UM OTMEHbl HACTOSILLEN0 CTaHjapTa CooTBeTCTBYyWLee yBefoM/eHe byaeT
ony6/IMKOBaHO B GMXaWLLEM BbIMNYCKE €XeMeCA4YHOro MHGOPMAaLMOHHOIrO ykasaTens «HauuoHanbHble
cTaHgapTbi». CooTBeTCTBYWLWAs MHopMaLusi, yBeOM/IEHNE U TEKCTbl pasMellalnTCca Takke B UH-
hopMaLMOHHON cucTemMe 06LLero Nosb30BaHNsa — Ha ohuumanbiioM caliTe defepasbHOro areHTCcTBa no
TEexXHNYEeCKoMY perysiMpoBaHuio 1 MeTposioruy B ceTn MHTepHeT (www.gost.ru)
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HacToswuii cTaHgapT He MOXeT GbITb MOTHOCTHIO UM YACTUYHO BOCMPOM3BELEH, TUPAXMPOBAH U pac-
NPOCTPaHEH B KAUECTBe OIULMAILHOTO N3aaHus 6e3 paspelleHnst defepanbHOro areHTCTBa No TeXHUYecko-
My perynMpoBaHvio U MeTposiorumn
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HALUMWOHANBbHBLIMN CTAHOAPT POCCUMUCKOW SGELEPALWUMU

3awumTa nHopmayum

ABTOMATU3NPOBAHHbBLIE CUCTEMbI B SALLVWEHHOM NCTONHEHUI.
OPIrAHN3AUNA N COOEP>XXAHUE PABOT MO 3AWNTE OT NPEAHAMEPEHHbIX
CWNOBbIX 9NEKTPOMATHUTHbBIX BO3AEACTBUM

O6Lwme NooXeHUs

Information protection. Protected operational systems. Organization and content of operations on the protection against
purposeful powerful electromagnetic impacts. General requirements

[fara BBegeHns — 2015—07—01

1 O6nactb NnpuMeHeHns

HacTosilwumii ctTaHgapT ycTaHaBNMBaAET 06LLMe MOOXEHNSI MO OpPraHu3auun 1 cogepxaHuio padoT no 3a-
LMTEe aBTOMaTU3UPOBAHHbLIX CUCTEM OT NpefHAMEPEHHbIX CUTOBbIX 3/IEKTPOMArHUTHbLIX BO3AECTBUIA.

Tpe6oBaHWsi HACTOALLEr0 CTaHAAapTa nogsiexart NpYMEHeHWI0 Ha TeppuTtopumn Poccuiickoin ®egepauum
opraHamu rocyapCTBEHHOl BNacTu, MECTHOro caMoynpaB/ieHns, NPeaNpPUATUSMUN U YUPEXAEHUAMUN HE3aBM-
CVMO OT UX OpraHu3aLMOHHO-NPaBOBOI (HOPMbI U POPMbI CO6CTBEHHOCTH, AO/MKHOCTHLIMU IULAMU U FpaKaa-
Hamun Poccuiickoin ®epepavmu, B3SBLLUMMUN Ha cebs 06593aTenbeTBa, M60 06593aHHBIMK MO CTaTyCy UCNOJHATH
TpeboBaHNs HOPMaTMBHO-MPaBOBbIX 4OKYMEHTOB Poccuiickoii defepaumm no 3almte nHopMauum.

2 HopMaTuWBHbIE CCbIKN

B HacToALleM cTaHAapTe UCMONb30BaHbl HOPMATUBHbBIE CCbISIKM Ha criegylolme ctaHaapTbl:

FOCT 2.120 EguHas cuctema KOHCTPYKTOPCKOWM AOKYMeHTauumn. TeXHUYeCcKUin npoekT

FOCT 34.602 NHchopmaLumoHHas TexHonormsa. Komnaokc ctaHAapToB Ha aBTOMATU3NPOBaHHbIE cUCTe-
Mbl. TeXHMYeckoe 3aflaHne Ha co3faHvne aBToMaTU3MPOBaHHbIX CUCTEM

FOCT 34.603 MHhopmaLmoHHas TexHonorus. Bugpl ncnobitaHnii aBTOMaTU3MpOBaHHbIX CUCTEM

FOCT P 50922 3awwuta nHcopmanmm. OCHOBHbIE TEPMUHBI 1 ONpeaeneHmns

FOCT P 51275—2006 3awuta MHopmaumm. O6beKT uHgopmatusanmmn. ®aktopbl, BO3AeNCTByOLME
Ha nHdopmauuto. Obuime NonoXxeHNs

FOCT P 51583 3awuta nHchopmauun. Mopsagok co3gaHnss aBTOMaTU3MPOBAHHbLIX CUCTEM B 3allyMLLEH-
HOM ucnosiHeHnn. O6LLMe NONOXEHNS

FOCT P 52863—2007 3awuTa vHgopmaumu. ABTOMaTU3MPOBaHHblE CUCTEMbI B 3alUWLLEHHOM WC-
NOSIHEHUN. MCMbITaHNSA Ha YyCTOMYMBOCTb K NpefHaMepPeHHbIM CUMOBbIM 3/1IEKTPOMArHUTHbIM BO34ENCTBUAM.
O6Lwme TpeboBaHUA

MpumeyaHune — MNpu NOIb30BAHUM HACTOSLLMM CTAHAAPTOM Lie/Iecoo6pa3Ho NPOBEPUTL AENCTBUE CCbINIOUHbIX
CTaHAapTOB B MH(OPMALMOHHOI cucTeme 06LLEero Nosb3oBaHUs — Ha ohuLabHOM calite ®efilepasibHOro areHTcTBa no
TEXHUYECKOMY PeryvpoBaHuio ¥ METPOSIOTUM B CETW VIHTEPHET /N M0 eXEeroAHOMY MH(OPMALOHHOMY ykasaTento «Ha-
LIMOHa/IbHbIe CTaHAAPTbI», KOTOPbIN OMy6/IMKOBAH N0 COCTOSIHUIO Ha 1 iHBapsi TEKYLL,Ero roaa, U no BbinyckaM exeMecsiu-
HOTO MH(POPMALIMOHHOIO yKasaTens «HaumoHabHble CTaHAAPTbI» 3a TeKYL Ui rof. ECv 3aMeHeH CCbIOYHbIA CTaHaapT,
Ha KOTOpbIA AaHa HeaTMPOBaHHAs CCbIIKA, TO PEKOMEHAYETCS UCNONb30BaTh AECTBYHOLLYI0 BEPCUIO 3TOM0 CTaHaapTa
C YY4eTOM BCEX BHECEHHbIX B [JaHHYI0 BEPCUI0 U3MEHEHUIA. EC/M 3aMEHEH CChIOYHBIV CTAaHAAPT, Ha KOTOpLI AaHa aatu-
pOBaHHasi CCbI/IKa, TO PEKOMEH/YeTCs 1CMo/b30BaTh BEPCUIO 3TOTO CTaHAAPTa C YKa3aHHbIM BbIlLe r0f0M YTBEPXAEHUS
(NpuHsTUSA). ECnv nocne yTBEPXAEHUS1 HACTOSILLEr0 CTaHAapTa B CCbUIOYHbIV CTaHAAPT, HA KOTOpLI AaHa faTupoBaHHas
CCblfIKa, BHECEHO N3MEHEHMWe, 3aTparmBatoLLee NooXeHne, Ha KOTOPOE aHa CCblka, TO 3TO NOJOXEHNE PEKOMEHAYETCS
NPUMEHSATL 6€3 yyeTa JaHHOTO0 U3MEHEHMSI. ECNM CCbINOYHBIN CTaHAApT OTMEHEH 6e3 3aMeHbl, TO NOJIOKEHUE, B KOTOPOM
[iaHa CCblfka Ha Hero, PEKOMEHAYETCS NPUMEHSITb B YACTUW, HE 3aTparuBatoLLell aTy cChinky.

WN3paHue ouymansHoe
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3 TepMuHbI, onpefeneHnsa n cokpaweHus

3.1 B HacTosweM cTaHgapTe npuMeHeHbl TepMuHbl no FOCT P 50922. TOCT P 51583. TOCT P 52862,
a TaKke cregyloLwuii TEpMUH C COOTBETCTBYIOLLMM OnpegenieHnem:
311

06bekT nHpopmaTusayum: CoBOKYNHOCTb MH(POPMALMOHHBLIX PecypcoB, CPeACTB U CUCTEM 06pa-
60TKM MHpOopMaLMK, UCNOb3yEeMbIX B COOTBETCTBMU C 3a[aHHON MHOPMALMOHHON TexXHonorvel, a Tak-
Xe CcpeAcTB ux obecneyeHusi, NoMeLLeHnii unn o6bLEKTOB {3[aHWiA, COOPYXEHWUIA, TEXHUYECKUX CPEeLCTB),
B KOTOpPbIX 3TV CPeACTBa W CUCTEMbl YCTAHOB/IEHbI, WA NMOMELLEHNIA 1 06bEKTOB, NpeAHa3HAYEeHHbIX ANs
BeAEHNs1 KOHPMAEHLMaNIbHbIX NEepPeroBopoB.

[FOCT P 51275—2006. ctatbs 3.1]

3.2 B HacToswem cTaHfapTe NpUMeEHeHbl crefytoLne cokpalleHus:
AC — aBTOMaTM3MpoBaHHas cuctema;

AC3W/ — aBTOMaTtM3nMpoBaHHasa cucTeMa B 3aLUULLEHHOM UCMOSTHEHUN;
K3 — KOHTponmpyemas 3oHa:

MH — mMogenb HapywmTens:

MY — mogaens yrpos;

OW — 06beKT nHdopmaTmaumu;

03 — oueHka adyheKTUBHOCTY;

MO — nporpamMmmHoe obecneyeHue:

M3MWNH — no6oyHble 371eKTPOMAarHUTHbIE N3/TYYEHUS Y HABOAKY;

C3U — cuctema 3awmTbl MHOpMaLmm;

T3 — TexHuyeckoe 3agaHue;

TC — TexHn4yeckoe CpefcTBo;

YT3 — yacTHOe TexHuyeckoe 3afaHue;

OMB — 3/1eKTpOMarHTHoe BO3AENCTBUE;

MNC 3MB — npegHamepeHHOe CUI0BOE 3/1IEKTPOMArHMTHOE BO3felicTBue.

4 O6WMme NoMoXeHNsa No opraHusauum u cogepxaHuio pa6boT
Mo 3aluTe aBTOMAaTM3MPOBAHHbIX CUCTEM OT NpefHAMepPeHHbIX CUMOBbIX
3M1eKTPOMArHUTHbLIX BO3aelicTBUIA

4.1 Pa6oTbl no 3awute AC oT NC 3MB. BXoAsALMUX B KNaccudmkaLmio n nepeyeHb haktopos, Bo3aeli-
CTBYHOLMX Ha MHopmMaLmio cornacHo TOCT P 51275. SBNAKTCA COCTaBHOM 4YacTbio KOMMiekca paboT, Bbl-
nosiHAemMblx cornacHo MOCT P 51583.

Ocob6eHHOCTAMM opraHusaunn paboT no s3awmte AC ot NC SMB saBnstoTcs:

- MpoBefeHve nx B CornacoBaHMn ¢ pabotamm nNo NOCTPOEHUI0 CUCTEMbI OXpaHbl ((PU3nYecKkoi 3awuTbl)
0o6bekTa, Ha KOTopom akcnnyatupyetca AC:

- opueHTauua Ha pelleHve 3adad 3awutbl AC o1 NMC OMB Ha 3Tane aKcniyaTtauum B COCTaBe KOMI/IeKc-
HOWi cucTeMbl obecneyeHns 6e30nNacHOCTU 06bekTa.

OcobeHHOCTK cogepxaHua pabot no 3awmTte AC ot NC SMB 06ycnoBeHbl.

- ocobeHHocTAMM napameTpos MNC SMB. hn3nyecknx aBAeHWA, NPOUCXOAALLMX NPU UX BO3AEACTBUN Ha
AC. BUL0B AEeCTPYKTUBHbIX HApPYyLIEHWUI i NX hYHKLMOHMPOBAHNA U YPOBHSIMU ycTolunoctn AC;

- 0COBEHHOCTAMM TakTUKM npuMmeHeHuss TC NMC 3MB 1 cnoco6oB 3awmTbl AC OT HUX;

- KOHCTPYKTUBHbBIMW OCOOEHHOCTAMMW NOCTPOEHWA U cnocobamy NpUMeHeHWa cpefcTs 3awuTbl AC oT
MC OMB:

- 0COBEHHOCTAMM METOAUYECKOro annapaTta, NPYMeHAeMoro Ans Kateropuposanusa AC ¢ Lenblo 3aja-
HMA TpeboBaHWiA K YpoBHIO 3aluneHHocTU oT NMC OMB 1 oueHkn 3h(PEeKTUBHOCTM 3aLLUTbI;

- cneundwukoi meponpuaTuid no 3awmute AC ot NC 3MB 1 nx pauymoHanbHbIMU COYETaHWUAMMU;

- 0COBEHHOCTAMM BUAOB AEATENbHOCTU, OCYLLECTBAAEMbIX NO4 ynpasnieHnem AC. 1 nocneacTBusaMu, K
KOTOPbIM NPUBOAUT HapyLleHne UX OYHKLNOHNPOBaHUA B pesynbtaTte MNC 3MB:

- ocobeHHOCTAMM MpoBedeHus ncnbiTaHnii AC Ha yctoiumsocTb k NC 3MB.
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4.2 HeobxogumocTb 3awutel AC ot MNMC SMB obycnosneHa:

- cyliecTBoBaHMeM pasHoobpasHbix BuaoB M 3MB. ocyuwecTBnsembix Ha AC no uensmM afnekTponuta-
HWA. IMHAAM CBA3W, METa/IIOKOHCTPYKLMSAM, NOCPEACTBOM 3/1IEKTPOMArHUTHOIO 6bICTPOMEHSAIOLLLErOCS MoNs,
[eCTPYKTVBHOE BO3[elCTBME KOTOPbIX MOXET NPMBECTU K UCKKEHUIO, YHUUTOXEHWNIO AN 6NI0KMPOBAHNIO UH-
hopmauuu. ObLasa knaccudukauyma NC 3MB npusefeHa B Tabnuue A.1 (npunoxeHune A);

- Ha/IMYmem 1 [OCTYMHOCTbIO NPUOBPETEHUA/M3TOTOBNEHNSA TEXHUYECKMX CPeACTB — UCTOYHMKOB MC
3BM. umetoLL X BbICOKY0 3 (hEKTVBHOCTb MPUMEHEHNA 3@ CHET KOMNAKTHOCTW UCMOMHEHNSA Y MOBUIBHOCTMK,
OVNCTaHUMOHHOCTY MCMONb30BaHNSA, MaCcKMpPOBKN NoA AeCTBME 3/1eKTPOMArHUTHbIX MOMEX W T.4,.

- 3HAYMTENbHOCTLI0 PYHKLMOHANbHBIX HapyLleHui wrtaTHol geaTenbHoctn TC AC npu okasaHuu Ha
Hux NC 3MB.

4.3 Meponpusatusmu no 3awute nHdopmaumm B AC ot NC 3MB aBnstoTcs:

- noBblleHne yctoiumeocT AC k MC 3MB, obecneunBaemMoe ee COOTBETCTBMEM TpebOBaHWAM
FOCT P 52863;

- CHMKeHune yposHeii MNC 3MB, Ha noptax AC. ob6ecneynBaemMoe NpUMEHEHNEM 3aLUUTHbIX CPeACTB U
TEXHONOTUA;

- CBOEBpeMeHHoe nosiyyeHne nHpopmanmm o NC 3MB Ha AC. o6ecneunBaemoe NnpMMeHeHeM CpeacTB
o6HapyxeHusa MNMC SMB;

- CBOEeBpeMeHHOoe pearuposaHue Ha MC OMB. obecneurBaemoe onepatusBHbiM nepesogom AC B 6e3-
onacHble pexuMbl YHKLMOHNPOBAHUA cpeacTBamMy 3allnTbl;

- OpraHn3aLVOoHHO-TEXHUYECKNE Mepbl, Hanpas/eHHble Ha npegynpexaexHve NMNC SMB u cBoeBpeMeH-
HOe BblIiB/IEHNE VX UCTOYHWKOB, UCK/oHatoLWwue (3aTpyaHAoLWwme) ux JocTaBky B MecTa npuMeHeHus.

4.4 YposeHb 3auwmuieHHoctn AC ot MNC 3MB, a Takxe cocta 1 3dheKkTMBHOCTb 06ecneumBaloLLmx ero
Mep 3aLmnTbl AOMKHBI ONpeaensaTbes M depeHLMpoBaHHO C y4ETOM COOTHOLLIEHUS 3aTpaT Ha 3aLluTy 1 pas-
MepoB ylepb6a, KOTopbIli MOXET 6bITb HaHeceH nyTem MNC 3MB Ha AC.

4.5 3awmnta AC ot NC OMB pocTturaetcs:

- peanu3saumeii He06xo0AMMbIX MeponpuATUIA Mo 3aluTe nHopmauumn ot NC 3MB npu cosgaHum AC3U
N nx pasmelleHun Ha O,

- BbINOSIHEHNEM hyHKUWMI 3awmTel oT NC 3MB npu akcnnyaTtauum AC3W.

4.6 Mpwn co3ganun AC3W c uenbio nocTpoeHns 3awuTtbl oT NC 3MB npoBoaAaTcsa cnegyowme paboTbi:

- paspaboTka NPOEKTHbIX peLleHunii 3awuTbl AC:

- peanu3aums NPOEKTHbIX pelueHunii 3awuTtbl AC;

- BBOf, B geiictBme AC B 3awmiieHHoM oT NMC DMB ncnosiHeHnu.

4.7 Mpwn akcnnyatauun AC3U gnsa sawmtel oT NMC 3MB npoBogAaTtcsa cregyolwme paboTol;

- UCMOMb30BaHWE MO Ha3HAYeHUI0 TEXHUYECKUX cpefAcTB obHapyxeHnusa MNC OMB n TC 3awuTbl OT
MC 3MB;

- BbINOJIHEHNE OpraHn3aLnoHHO-TEXHUYECKUX MeponpusaTuii no sawmute AC ot NC 3MB Ha OU;

- TEXHUYecKas akcnayaTauns cpeacts o6HapyxeHma NC 3MB n TC 3awuTtsl ot NC 3MB;

- KOHTpO/b 3awmweHHoctn AC ot MNC SMB.

4.8 PaboTbl M0 NOCTpoeHMI0 cuctembl 3awntbl AC ot NMC 3MB fo/mkHbI NPOBOAUTLCA BO B3auMogeit-
CTBUW CneayoLwmnx opraHusanmnii 1 OpraHos:

- opraHusauuun/yupexaenus-nonb3osarens AC3W. apnstLLeiica 3aka3yumkom paborT;

- cneumann3npoBaHHOl opraHnsaumu, SBAAOLLIEACS UCNoNHUTENeM paboT B YacTy pa3paboTky NPOeKT-
HbIX PeLUeHW 3awuThl;

- NPOEKTHOI opraHusauuun, opraHmsauuii-noctaslwnkos AC3W, cpefcTB OGHapyXeHus U 3awutbl OT
npeAHamMmepeHHbIX CUI0BbIX 3/1€KTPOMAarHUTHbIX BO3AEWCTBUIA, CTPOUTENbHLIX U MOHTAXHbIX OpraHu3aLuii,
ABNAOLMXCA UCNONHUTENAMMN PaboT B YaCTU peasim3alnn NpPoekTHbIX peweHnii 3awmTbl AC Ha O,

- 9KCMEepTHON opraHu3auum, BbINOHALLEN 3KCNepTHO-aTTecTaluMoHHble (YHKLUN;

- KOHTPO/IbHO-Ha/A30PHOrO OpraHa BeAOMCTBa, B COCTaB KOTOPOro BXOAMT OpraHu3auna-nosib3osaresb
AC3U;

4.9 dyHKUMAMM 3aka3uuka paboT no 3awmTte AC ot NC SMB sasnsoTcs:

- NpefocTaB/ieHne NCXOL4HbIX faHHbIX UCNOMIHUTENAM:

- yyactue B paspaboTke MY, B CMCTEMHOI NPopaboTke MPOEKTHbIX PeLleHwuii, pa3paboTke, cornacosa-
HUN 1 yTBEpXAeHUn T3 Ha co3gaHue cuctembl 3awuTel ot NMC SMB. B opraHusauum nposegeHnsa npuemo-
CAATOYHbIX UCMbITAHWIA;



FOCT P 56103—2014

- paspaboTka opraHv3auoHHO-pacnopsiaMTenbHol gokyMmeHTauuy no 3awute AC ot MNMC 3MB;

- cornacoBaHue npaswu/i MNOMb30BAaHUS U WHCTPYKUWUIA MO 3KCnayatauMum NporpaMMHO-TEXHUYECKNX
cpeAcTB 3awutsl oT NMC 3MB u Apyrnx akcnayartayMoHHbIX JOKYMEHTOB.

4.10 CneunannsvpoBaHHOl opraHu3aunel aBnseTcs opraHmsauns, ynosiHOMOYeHHass KOHTPO/IbHO-Haa-
30pHbLIM OpraHoOM BeOMCTBa Ha nposefeHune paboT B 06n1actu 3awmTbl oT NMC SMB.

4.11 OyHKUMSAMK cneLmann3vpoBaHHOn opraHusanmn SBNSITCS:

- BbIMOJIHEHNE KOMMEKca NpeanpoekTHbIX paboT, BkAYas paspabotky MY. npoBefeHue obcregoBa-
Hus AC B cocTaBe OW. cMCTEMHYH NPOpPaboTKy NPOEKTHbLIX PeLleHWii B BUAE KOHLEeNLMK 3auTbl, paspaboTky
T3 Ha cuctemy 3awmTtel oT NC SMB;

- Hay4YHO-TEXHUYECKOe CONPOBOXAEHNE NPOEKTHbLIX N MOHTaXHbIX PaboT;

- npoBegfeHve ucnbitaHnii AC no FOCT P 52863;

- yyacTue B NPOBEAEHUU NPUEMO-CAATOUHbIX UCTbITaHUA cucTemsl 3awutbl AC ot MNMC 3MB. nposeje-
HMe oueHK/ ee 3hheKTUBHOCTMY;

- NOAroTOBKa nakeTa AOKYMEHTOB A/1a aTrecTtaunyn AC B 3alULLeHHOM UCMNONHEHUH;

- NnaHoBas NpoBepka 3alUTHbIX CBOWCTB (TecTMpoBaHue) akcnayaTtupyembix AC3M B coctaBe OW. a
Takxe LiesieBasi NpoBepka npy N3MeHeHNsAX ero MHPacTPYKTYpbl, COCTaBa ¥ pasmelleHns OCHOBHOIO 1 BCMO-
MoraTesibHoro o6opyfoBaHus, 1 npu nsmeHennn My NcC 3MB.

4.12 MpoeKTHOW opraHu3auueli No BbINOHEHMIO paboT, CBA3aHHbLIX C 3awuToii AC B coctaBe OW ot
MC 3MB. aBnseTca ynonHOMOYeHHass KOHTPO/IbHO-HA30PHLIM OpraHoM opraHusauus, cneyuannusnpyto-
wascsa B o6nactu npoektuposaHns AC3U n OW n umetowas nuueHsnm Ha nposegeHne paboT no 3awure
NHopmaLmu.

4.13 ®yHKUMAMW MPOEKTHON opraHu3auuy SIBASeTCA BbINOMIHEHME KoMnjekca paboT no paspaboTke
NPOEeKTHbIX pelleHunii 3awmTel AC oT NC SMB B Buge pabouyeii JoKyMeHTaLuu ¢ NpmMBa3koin k OU.

4.14 OpraHusaunsamm — noctaslymkamm AC3W. cpefcTs 06HapyxeHus v 3awmTbl ot NMC SMB sasnsatoTcs
opraHusauum, ynosnHoMoOYeHHble/NpU3HaHHbIe KOHTPO/IbHO-HAaA30PHLIM OPraHoM U UMetoLwmne fIMLEH3UN Ha
pa3paboTkKy, N3roTOB/IEHNE N PEMOHT AaHHbIX TC.

4.15 dyHKUMAMU opraHusaunii — nocTasLmkoB AC3W. cpeacTB o6HapyxeHus v 3awutbl oT NC SMB
ABNAIOTCA:

- paspaboTka, 3roToB/IeHVe 1 NocTaBKa NPorpamMmmHbIX 1 TC COOTBETCTBYIOLLLETO Ha3HauYeHNsi COrnacHo
T3 n ygosnetsopsowmnx Tpe6oBaHusam FOCT P 52863. a Takke NpoBeAeHNe Mx CEPBUCHOTO 06CNYXMNBaHNS 1
peMoHTa;

- paspaboTka aKcnyaTaunoHHOW OKYMeHTaummn Ha noctasnsemsle TC.

4.16 MoHTaxHOl opraHv3auuein no BbINOSHEHUIO PabOoT, CBA3aHHbIX € 3awwuToit AC ot MNC SMB saB-
naeTcs opraHusauus, cneuuanusvpylowascsa B MOHTaxe, nycke n Hanagke AC3W. cpefAcTs obHapyxXeHus
1 3awmTbl oT NC SMB. 6o gpyras BHELHSAA opraHn3auna ykasaHHoOro npodyuns, nmetoLlas AMLeH3nmn Ha
npoBefeHns AaHHbIX paboT 1 NOTHOMOYNA/0[06PEHNA KOHTPO/IbHO-HAA30PHOIO OpraHa.

4.17 KOHTPO/bHO-HAA30pHbI opraH chopmupyeTcs Ha BeJOMCTBEHHOM ypoBHe Ha 6ase nopgpaszene-
HWS. paspabaTbiBaloWEero U KOHTPOMPYIOLLEro BbINO/IHEHNE Tpe6oBaHMii No 6e30nacHOCT MHopMaLun un
06bEKTOB, NMM60 Ha hefepanbHOM YpoBHe Ha 6a3e rofioBHbIX MO Bompocam 6e30NacHOCTU VMHopMauun 1
06beKkToB BEAOMCTB PO.

4.18 ®YHKUMAMU KOHTPOSIbHO-HAA30PHOrO OpraHa sABnseTcs paspaboTka n yTBepxaeHne TpeboBaHui K
cpeAcTBaM M Mepam 3aluTbl U KOHTPOb UX BbINONHEHNSA, NpeocTaB/ieHne NoTHOMOUNA/oA06peHnii oprain-
3auuam. yyacTByLUM B NpOBeAeHNM paboT.

4.19 SkcnepTHOI opraHusauuein ABNsSeTCA YNONHOMOYEHHAs KOHTPOSIbHO-HAA30pPHbIM OpraHoM Mpo-
hunbHaa no sonpocam 3aluTbl MHhopmauum 1 06 LEKTOB OpraHnsalmsa BeoMCTBa, /IM60 YNoSHOMOYEHHOoe
noApasfefieHne LTaTHOro opraHa B COCTaBe ro/10BHOr0O No Bonpocam 6e30nacHoOCTV MHdopmauun n o6bek-
TOB BeJomcTBa Po.

4.20 OYHKLMAMU 3KCNEPTHO opraHn3auny SBAsTCS;

- Hay4HO-TexHu4yeckas akcnepTu3a pesynbTaTtoB NPeAnpoeKkTHbIX. NPOEKTHbIX paboT, yyacTve B UcnbiTa-
Husax AC B 3aluneHHom oT NMNC SMB ncnosnHeHnu:

- corfacosaHve n yteepxgeHue MY, akcnnyaTauMOHHbIX U OpraHu3alMoHHO-pacnopagnTesnbHbIX [0-
KyMeHTOB Mo 3awute ot NC 3MB;

- KOHTpO/b peanusauuy TpeboBaHuii N0 o6ecneyeHnio HeobxoanMoro ypoBHs 3awmuTbl AC ot NC SMB;

- paspaboTka HOpMaTVBHbIX U METOAMYECKUX AOKYMEHTOB MO BonpocaMm obecneyenus sawmTtel AC oT
MC 3MB.
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5 OpraHusauus u cogepxaHue paboT No NOCTPOEHUD CUCTEMbI 3aLUThI
OT NpeAgHaMepPeHHbIX CUMOBbLIX 3/1IEKTPOMArHUTHbLIX BO34EWCTBUI NpU co3aaHum
aBTOMATU3UPOBAHHbLIX CUCTEM B 3aLWLLEHHOM UCMOSTHEHUN

5.1 Pa3paboTka KOHUenuun 3awmnTtbl aBTOMaTU3NPOBAHHbBIX CUCTEM OT NpefHamMmepeHHbIX
CUMOBbIX 3N1€KTPOMArHUTHbLIX BO3AENCTBUIA

5.1.1 Llonbio paspaboTkn koHuenuun 3awmTel AC oT NC OMB aBnsetcs onpegeneHne OCHOBHbIX Ha-
npasneHunii paboT no 3awute n NyTei nx peannsaummn, o6ecneymBalLLX BbINOHEHWe Tpe6oBaHWiA No 3aLyu-
Te AC o1 NC SMB B peasibHbIX YC/I0BUAX €e NPUMEHEHUS.

KoHuenTyanbHble NpoekTHble pelleHns no 3awute AC B BuAe cucTeMbl 3awwmntel oT NC DMB 0/MKHbI
pa3pabaTbiBaThCs C Lie/bio BbIpabOTKM COr/TacoOBaHHOM TOUKM 3pEHUS MEeXAY 3aKa3uMKoM WM opraHn3auusamy —
ucnonHUTENAMK pabor.

KoHuenumsa 3awutbl AC oT NC OMB MoxeT paspabatbiBatbCsl B BUAe OTAE/bHOIO pasfena KoHuenuum
AC (koHuenuuun 3awutbl nHdopmauun B AC), Ha OCHOBaHUM KOTOpOro paspabatbiBaetca T3 Ha co3faHue
AC3W (4T3 Ha co3gaHne C3U n AC).

5.1.2 O6cnepoBaHvie aBTOMaTU3MPOBAHHbBIX CUCTEM B cOCTaBe 06BbEKTOB MHopmaTusayum

5.1.2.1 O6cneposaHne AC B cocTaBe OV AO/MKHO OCYLLECTBAATLCA C Lienbio NonyyeHus/céopa Ucxosn-
HbIX Aa@HHbIX 4717 BbINO/IHEHUS paboT Mo MOCTPOEHUID cucTembl 3awnTel AC oT MNC 3MB. PaboTbl JO/KHBI
NpoOBOAMTBLCA NO YTBEPXKAEHHBIM MEeToAMKaM 1 MporpamMmam.

5.1.2.2 B nporpamMmme o6cnefoBaHns fO/MKHbI OblTb NPeayCMOTPEHbI:

a) nsyyeHve gokymeHTauuu Ha AC n OW (MPOeKTHOM, aKcnyaTaLoHHO, opraHn3aLMoHHO-pacnopaan-
TeNbHOW. yY4eTHOW v T.Nn.);

6) BM3yasibHblil OCMOTP C Liefblo:

- YTOUHEHWSA AaHHbIX, NOTYYEHHbIX U3 JOKYMEHTaLMN 1 cb6opa HEOBXOANMbIX [ONONHUTENBHbIX AAHHBIX;

- NPOBEPKMN BbIMNOSIHEHUS BEAOMCTBEHHbIX TPE6OBaHUIA N pekoMeHJaunii 1 BbiBNEHUS (DAKTOPOB YA3-
sumocTtn AC k NC SMB;

B) TeCTMpOBaHMe C NOMOLLbI0 cneunasnbHbiXx TC € uenbto:

- onpefeneHva/yToOYHEHNS 3/1IEKTPOPU3NYECKUX XapaKTePUCTUK KOHCTPYKTUBHBIX 3fieMeHToB OW (npu-
MeHATCA nmutatopbl AMB 1 cpefcTBa UX U3MepeHuss n o6paboTku);

- YTOUHEHWA pacrnosioKeHNs Tpacc 3NeKTPONUTaHWA W IMHWIA CBA3W (MPUMEHSIIOTCA WHAWMKATOPHbIe
YCTPOWCTBAY);

- YTOYHEHMA NPOCTPAHCTBEHHBIX XapakTepucTuk O 1 ero anemMeHTos;

- pa3paboTku kapTbl pacnpefeneHns 3NeKkTpoMarHMTHbIX None nomeLleHns (nomelleHnii) OW,

r) ONpoc 1 aHKeTUpOBaHUE CNeLuanMcToB C Lesblo NoCTpoeHns MH (MpUMeHSI0TCA MeTOAbl 3KCMEePTHbIX
OL|EHOK).

5.1.2.3 Pe3ynbTatbl 06cnefgoBaHnsa OW fomkHbl 0hOPMAATLCA OTAETbHBIM NPOTOKOIOM.

CocrtaB nHhopmaumm, onpegensemoin npu o6enegosaHun AC B coctaBe OW. npvBegeH B NpuioxeHun b.

5.1.2.4 Mo pesynbTatam ob6cnefoBaHNsA COCTaBsAETCA onucaTeslbHas XapakTepucTuka, BKvaroLas
cnefyLnii 0606LLEeHHbIN NepeveHb AaHHbIX:

- 0 NpeanpuATUn/yYpexgeHun. B coctaBe KOToporo akcnayatupyetca AC3W. Bkawovarwme obuwimne gaH-
Hble (HauMeHoBaHWe, pacrnosioXeHne, TOMoMornsA U MHPPACTPYKTYpa, PexXumbl (OYHKLMOHUPOBAHNSA, Nepco-
Han). gaHHble 0 cucTeMax 6e30MacHOCTV OT NPUPOAHBLIX TEXHOTEHHbIX W aHTPOMOreHHbIX Yrpo3, AaHHble O
cucTeMax obecneveHus (3nekTponuTaHne, 3a3emneHne, CTPYKTypMpoBaHHas KabenbHas ceTb):

- no OW. sknoyalowme obwmne AaHHble (MECTO PacrnofioXeHUs U rpaHuLbl, HauMeHoBaHue 1 npegHa-
3HayYeHne, pexnmbl PYHKLUVOHUPOBAHUSA, NepcoHast), AaHHble O MPUMEHsIeMbIX Ha HEM Mepax W cpefcTBax
6e30nacHOCTM, laHHbIE O CUCTEMAXxX 1 cCpeacTBax obecneyeHus;

- 0 TC 1 cermeHTax UHOPMALIMOHHBIX cUCTEM, OYHKLMOHMPYOLWKX B cocTaBe O (cocTas u obLias
XapakTepucTuka, aHHble 0 ceTeBOM 060pyAoBaHuu, TN obLero n cneyunanbHoro MO, xapakTepucTrka pe-
LwaeMbIX 3a4a4);

- nHhbopmMauma Ans noctpoeHuss MH (Tunbl 1 cocTaB HapyluuTenel, nx ocHalleHne, NnpoeccnoHasb-
HbIl YPOBEHb, LieNn, CNocobbl AeicTBuiA).

5.1.3 MocTpoeHue mogenun yrpo3 6e30MacHOCTM aBTOMATU3MPOBAHHOW CUCTEMbI C YYOTOM BO3-
MOXHbIX NpeAHaMepeHHbIX CUI0BbIX 3/1€KTPOMArHUTHbIX BO34ENCTBUIA
5.1.31 KoHeuHol uenbio pa3pabotkn MY siBNsieTcs NonyyeHue gaHHbIX, HE0OX0AUMBIX A51S BbIpaboTku

NPOEKTHbIX PeLleHnn N0 NOCTPOEHMI0 afeKBaTHOW cncTeMbl 3awutbl nHdopmavmm B AC ot NMC 3MB.
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5.1.3.2 Pa3paboTka MY gonxHa BKkIoYaTh:

- onpegeneHue yrpo3 6esonacHocTv nHdopmaumu B AC 1 OLeHKy NOCNeACcTBUIA UX peanusaumy;

- paspaboTtky MH;

- onpegeneHue yassumocTeil AC B coctaBe OW. cooTBeTCTBYHOLWMX yrpo3am MNC SMB.

5.1.3.3 MNMepeyeHb yrpo3 6e3onacHocTu nHgopmauumn B AC fo/mkKeH hopMnpoBaTLCS C yH4ETOM BO3MOX-
HbIX BapuaHToB nposefeHns SMB 1 ux nocneacTBuil, pas3IMUaloLLMXCa XxapakTepom 1 pasmepamu ywepoa.
BennuvHa oxupaemoro yuiepba fBnsieTcs nokasaTeneM A8 NpPOBeAeHVs paHxXupoBaHus yrpos. basosas
NPOEeKTHas yrposa COOTBETCTBYET Haubosiee onacHoOMy BapuaHTy NPOSB/EHUS Yrpo3bl, COOTBETCTBYIOLLLEMY
Hanbonbluei BeMYnMHE HaHOCMMOTrO yLiep6ba.

5.1.3.4 MNop, MH cnepyeT noHMMaTb 0606LLEHHYI0 XapakTepUCTUKY UCNONHUTENS yrpo3sbl NC SMB npu-
MEHUTESNBHO K KOHKpeTHol AC. KOHeUHO uenbto coctaBnenmss MH siBnseTca onpegeneHne Hambosiee Bepo-
ATHBIX TUNOB TC OMB 1 0XungaemMblX MeCT UX NPUMEHEHUS (MOAKIIOYEHNS), MPUBOAALLMX K peanusauunm yrpos
B OTHOLUEHWN KOHKpeTHoW AC. B MH aHanu3unpyeTtcsa peasibHOCTb peanv3auun KOHKPETHbIX Yrpo3 C y4eToM
BO3MOXHOCTE HapywuTensa n cneyudunkn OWU.

5.1.3.5 B cocTaB KayeCTBEHHbIX W KO/IMYECTBEHHbLIX XapakTepucTuk MH BxogAT: TMN HapywuTens
(BHELUHWUIA, BHYTPEHHWUIA, KOMOGMHMPOBAHHBI), YNC/IEHHBIN cOCcTaB, MOTUBaUWs, Lenb OMB. BoopyxeHne 1 oc-
HalleHue, kBanmdukaums 1 HaBblki, BO3SMOXHOCTU NpuobpeTeHus/nsrotosnerna TC SMB n nx napameTpsl,
cTeneHb MHdopmupoBaHHocT 0 AC. OV 1 ero anekTpoHHOI UHGPACTPYKType, TakTuka coBeplueHns SMB.
nosHoMounsA focTyna v aencTenii Ha OW.

5.1.3.6 PaspaboTka MH fo/mkHa Npon3BoANTLCA Cneuman3npoBaHHol opraHnsaumeii ¢ npysneyeHnem
B KauecTBe 3KCNepTOoB NpeAcTaBuTeneil opraHnsalumm-3akasymka.

5.1.3.7 ¥assumoctn AC k NMC 3MB xapakTepusytTcs COBOKYNHOCTbIO YC/I0BUIA, CNOCOBCTBYHOLWMX pe-
anusaynmn faHHon yrposbl Ha OW.

K chakTopam ysi3BMMOCTU OTHOCATCS:

- HM3KWIA (HeJOCTaTOuHbIN) ypoBeHb ycToiumeocTn AC k NMC OMB;

- OTCYTCTBME/HeA0CTaTOYHOCTb OPraHn3aLUoOHHO-TEXHNYECKNX Mep no 3awmute AC ot MNC SMB. npeg-
ycmaTpmBaeMbiX Tpeb60BaHUAMN HOPMATUBHbIX JOKYMEHTOB;

- OTCYTCTBME/HEeA0CTaTOYHOCTb U HA3KWI YPOBEHb OMepaTUBHOCTU NoyveHns nHdopmaummn ob yrpose;

- HEAOCTaTOYHOCTb 3alyUTHbIX CBONCTB KOHCTPYKTUBHbIX 3neMeHToB OW no CHwkeHuto yposHeil MC
3MB;

- HenosHoTta 1 HeaPEKTUBHOCTb OpraHn3aLUMoHHbIX Mep 3awmuTbl oT MC 3MB;

- HU3KWUIA YPOBEHb FOTOBHOCTY 1 KBasMpukaumm nepcorana OW k otpaxeHuto yrpos NC SMB;

- HECOBEPLUEHCTBO OXPaHHO-PEXUMHbIX MeponpuaThii Ha OW. No3BONAIOWMX OCYyLecTBAATL 6ecnpe-
NATCTBEHHYI0 A0CTaBKY UCTOYHUKOB MNC SMB B MecTa ux 3hPeKTUBHOrO NPUMEHEHUS.

5.1.3.8 BbisiB/IEHNE YA3BUMOCTEN [O/THKHO NPOM3BOAUTLCSA NPUMEHMTENBHO KO BceM Tunam TC. cnoco6-
HbIM peann3oBaTb Yrpo3y kaxgoro suga NC OMB ¢ kax4oro BO3MOXHOro HanpasneHusa 3MB. MNpusHakom
ya3BumocTn AC K KOHKpeTHomMy Buay MC 3MB. peann3yeMoMy KOHKpeTHbIM TC M3 3afaHHOW TOukM Mnpu-
MeHeHWs. ABMSETCA NpeBbileHNe YPOBHS CUI0BOr0 BO3AENCTBUSA, NPUXOAALLEr0 HA COOTBETCTBYIOLMIA NOpT
atakyemoli AC Haf cylecTByowum B AC ypoBHEM ee yCTONuMBoCTM K OMB B TeueHne npomexyTka BpemeHu
CyLLeCTBEHHO BaXXKHOTO ANS AaHHON AC.

dopma cBogHO Tabnuupl yrpo3 NC SMB nprBefeHa B NpunoxeHumn B.

514 dopmuposaHue TpeboBaHWn NO 3awMTe aBTOMATU3MPOBAHHbIX CUCTEM OT NpefHaMepeH-
HbIX CUMOBbIX 3/1€KTPOMArHUTHbIX BO34ENCTBUIA

5.1.4.1 Tpe6oBaHusa no 3awute AC ot NC 3MB 3agatoTca B cocTase 06LKX TpeboBaHWin, NpesbaBas-
eMbIxX K AC3W. n BKIoYvatoT:

- TpeboBaHue K ypoBHIO 3aimuieHHocTn AC ot NC 3MB;

- TpeboBaHMA K COCTaBY M XxapakTepucTukam MeponpusTuii no 3awmte AC.

5.1.4.2 Tpe6oBaHUS K COCTaBY U XapakTepucTkam MeponpusaTuii no sawmute AC LO/KHbI ONpeaensiTbes
B COOTBETCTBUW C TUMOBbLIMU TpeboBaHNAMK 1 pekoMeHgauuamu no 3awmTte AC ot MNC 3MB n BkIovaTh:

- Tpe6oBaHus no yctonunsoct AC3U k NMC 3MB cornacHo FOCT P 52863;

- TpeboBaHNs K 3alUTHbLIM CBOCTBaM cucTem obecneveHus AC3M u nomeleHus OU;

- TpeboBaHMA Kk cocTaBy PyHKLWI 1 ob6ecneyrBaroLWM NX XxapakTepucTukam no pelueHnto 3agad obHa-
pyxeHusa u 3awmtbl oT NC OMB. peanusyembix TC;

- TpeboBaHMA K cocTaBy (DYHKUMI M 0GecneynBaloLMmM X XxapakTepuctukam, npegbssnsemble k TC,
pelwawwmnm 3agaun obHapyxeHms NC SMB 1 3alnTbl OT HUX.
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5.1.4.3 CocTaB 1 xapakTtepucTuki Meponpusituii no sawute AC fomkHbl obecneumBaTb Tpebyemblii
ypoBeHb 3aluueHHocTn AC oT MNC SMB. peanmsyeMbliX KaXblM U3 BO3MOXHbIX CMOCOB0B C KaxJ0ro u3 Bos-
MOXHbIX YrpOXXaeMblX Hanpas/ieHuii cornacHo MY.

5.1.4.4 Tpe6osaHus no 3awmte AC ot NC OMB fo/mkHbl 6bITb BKAOYEHbI B T3 (UT3) Ha co3gaHune cu-
CTeMbl 3aLnTbl MHhopMaL KN OTAEe/IbHBIM pasfesioM.

Mpwu ueneBoli paspabotke AC3W TpeboBaHme no ycToiumeoctu k NC 3MB cornacHo FOCT P 52863 3a-
paetca B T3 Ha co3gaHune AC. paspabaTbiBaembix B cooTBeTcTBMM ¢ TOCT 34.602.

5.15 dopMupoBaHMe NPOEKTHbIX PeLleHnii No 3aluTe aBTOMaTU3MPOBAaHHbIX CUCTEM OT NpeaHa-
MEpPEHHbIX CU0BbIX 3/IEKTPOMArHUTHbIX BO34ENCTBUIA

5.1.5.1 MNpoekTHble peLleHns CUCTEMbI 3aLnTbl (hOPMUPYIOTCH B XOAE BbINOSIHEHUS TEXHUYECKOrO NpoekTa
Ha AC3W cornacHo TOCT P 51583 B BuAe anbTepHaTMBHbLIX BapMaHTOB NOCTPOEHUSA cUCTEMbI 3awmTbl AC oT
MC 3MB B cocTaBe OVl. OCHOBaHHbIX Ha eAHbIX MPUHLUMNAax 3auThl C y4eToM pa3paboTtaHHoli MY 1 pasnuyato-
LLMXCA NepeyHs MU MeponpuATUlA NO 3aLLUTe U YPOBHSAMU X AeTan3aumn. B NpOeKTHbIX pelleHnax 06 beanHAT-
€S YacTHble (PYHKLMOHa/IbHbIE CBOMCTBA 3aLLMTbl, peann3yemMble OTAE/IbHbIMU MEPONPUATUSAMI NO 3aLumTe.

5.1.5.2 dopmunpoBaHue NPOEKTHBLIX peLleHnin cucTembl 3awnTbl nHcpopmauun B AC ot NC SMB gomkHO
Npon3BOAUTLCA COMNAacHo cnefyoLM ocHoBoNoNaraLWwmm npuHLmMnam:

- 30HaNbHOCTKM, NpedycMmaTpuBatoLleii obpa3oBaHNe HEeCKONbKUX BIOXEHHbIX KOHTYPOB, CO3[aloLLuX
«3LIe/IOHNPOBaHHy0» 3awuty AC:

- paBHOMPOYHOCTU, NMpedycMaTpuBaioLLeii obecneyeHne TpeGyeMoro ypoBHs 3alyuuieHHocTn AC ans
BCEX BapMaHTOB peanm3auuy 0XugaembiX yrpo3 co BCeX BO3MOXHbIX HanpaseHWid;

- HaJEeXHOCTN W XUBYYECTW, Npegnonaratowunx BbiNosHeHne 3a4ad 3aluTtel AC B WITATHBLIX U YPE3BbI-
YaliHbIX CUTYaLMax NyTeM NPUMEHEHUSI COOTBETCTBYHOLLUX TEXHUYECKNX PELIEHW U OpraHn3aLMoHHbIX Mep:

- afanTMBHOCTW, MpejnonararoLeli BO3MOXHOCTb MepecTpoeHuns (HapawmBaHWs) CUCTeMbl 3aluUThbl
npu n3meHeHnax MY. koHdurypauum n nHpacTpyktypel OW. TepputopnanbHoro pasmetyedns AC3U:

- a1ekBaTHOCTY, NpesycMaTpuBatoLLeil OpUeHTUPOBAHHOCTb NMPOEKTHbLIX PELUEHWI CUCTEMBI 3aLLUTbl Ha
npuHATYI0 MY;

- KOHTPO/SA 3alULWEeHHOCTH, npeAycMaTpmBaloLwero BO3MOXHOCTb KOHTPONIA paboTocnoco6HOCTH 3a-
LMTHbIX KOMMOHEHT U BCeil cuctemsl 3awutbl AC B LLE/IOM, a Takke neprmoanyeckoe U LeneBoe nNpoBefeHne
O3 cucrtemsbl 3awutel AC3U ana noaTBEPXKAEHUS ee A0CTaTOYHOCTH.

5.1.5.3 MpoekTHble peleHns cuctembl 3awutsel AC3U ot MNC OMB B coctaBe OW fomkHbl pa3pabarbl-
BaTbCA B Hanpas/eHUAX:

- obecneveHusi Tpebyemoro ypoBHs yctoiiumsoctu AC k NC 3OMB;

- hyHKUMOHANBHOIO pacluMpeHns WwTaTHbIX cuctem 6e30nacHOCT opraHu3auuy, HanpaB/IeHHOro Ha
npegoTepalieHne goctaskm TC MNC SMB B MecTa NpYMeHeHUs 1 yTeukn nHopmaumm o6 yassumoctax OU n
3KcnyaTupyemblix B ero coctase AC;

- 06opypoBaHuss OW anemeHTamMu, NoBbIWAKWMMY 3aluweHHocTb O k NMC SMB.

- UefleHanpas/fieHHOro ucnonb3osaHnsa TC 06HapyxeHus v 3awmTbl oT MC 3MB;

- NpeaynpexaeHuns, BbiABeHUS, npeceveHns yrpos NMNC 3MB. nx nokanusauum v nvksugauuu nocnes-
CTBWIA NOCPeACTBOM OPraHun3auMoHHbIX Mep.

5.1.5.4 TIpoeKTHble peLleHns CUCTEMbI 3alUNUTbl He AO/KHbI OrpaHuyMsaTh npumeHeHne AC3U no Ha-
3HaYeHI0.

5.1.5.5 Mo KaxX4oMy NMPOEKTHOMY PELUEHUIO 3alnTbl JOJIKHA MPoBoANUTLCA O3 C Lenblo NOATBEPXKAEHNA
Tpe6oBaHMii 3aLMLLEHHOCTH OT Yrpo3.

5.1.5.6 BbI6Op NPOEKTHOrO peLleHns, NPUHNMAaEMOro 3a OCHOBY CO3/aHusa cuctemsl 3awmTbl AC ot NC
OMB. 13 cocTaBa asibTepHATUBHbIX BApUaHTOB, [O/IXEH OCYLLECTB/IATLCA C YHETOM UX CTOMMOCTHbIX OLEHOK.

5.1.5.7 Bbi6op TMnoB TC o6HapyxeHusa un 3awntbl oT NC OMB 1 NOpALoK MX pasmelleHus A0/KEeH
YA0BNETBOPATL NPeABbABNSAEMbIM K HUM (PYyHKLMOHANLHLIM TpeboBaHUAM 1 o6ecneynsaTb BO3MOXHOCTb Npu-
MEHEHUS1 B 06BEKTOBbIX YC/T0BMAX B COOTBETCTBUN C TEXHUYECKMMUN YCTOBUSIMU HA U3AENNs.

5.1.5.8 TC obHapyxeHus un 3awuTbl oT NC 3MB. ncnonb3yemMble B MPOEKTHbIX PeLLEHUAX CUCTEMBI 3a-
Wbl AC. fO/MKHBI COOTBETCTBOBATL TPeboBaHUAM CTaHAapToOB M MMeTb COOTBETCTBYHOLIME cepTudukaTsl
cooTBeTCTBMA TpebosaHMAM No obecneyeHunto 6e30nacHOCT nHdopMaLmu.

5.1.5.9 OpraHu3auunoHHble Mepbl 3awutbl AC oT MC 3MB f0/KHbI B Hanbosblueli cTeneHn cornaco-
BbIBATbCA C OOLUMUN PEXMMHO-OXPaHHbIMKU Mepamu 3awmTel OV 1 Mepamu 3almTbl MHdopmauun B AC oT
yTeuek no N3MUH. OpraHu3alnoHHble Mepbl pa3pabaTtbiBalOTCA B fONOMHEHNE K (PYHKLMAM, OCyLecTBse-
MbIM TC o6HapyxeHus NC SMB 1 TC 3awmTtbl oT MC SMB. OHY A0/DKHbBI NpefycMaTpuBaTb BO3MOXHOCTb UX
KoMneHcuposaHusa npu soixoge TC n3 cTpos.
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5.1.6 OueHka ahPeKTUBHOCTM 3alUTbl aBTOMATU3MPOBAHHbBIX CUCTEM OT NpefHamMepeHHbIX CU-
NOBbIX 3N1€KTPOMArHUTHbIX BO34ENCTBNIA

5.1.6.1 O3 cuctemsbl 3awutbl AC3U ot MNC 3MB no3sonseT onpegennTb CNOCOGHOCTL MPUMEHSEMbIX Ha
OW TC v opraHnsaLMOHHbIX Mep MPOTUBOCTOSATb KOHKPETHON yrpo3e, peanm3yemMoli cornacHo paspaboTaHHol
Ans Hero mogenu yrpo3s. Llensio O3 sBnsieTca nposepka (yHKLMOHaNbHOM A0CTATOYHOCTY M afeKBaTHOCTW
CUCTeMbl 3aLMTbl OT 0XMAAEMONA Yrpo3bl, AOCTUTAEMOW KOHKPETHLIM BapyaHTOM ee NMOCTPOeHUS.

5.1.6.2 O3 cuctemsl 3awutsl AC3U o1 NC 3MB fosxHa NpoBOAUTLCA MPU:

- CpaBHMTENIbHOM aHann3e asibTePHATUBHbIX BAPMAHTOB MPOEKTHbIX PELLEeHUl CUCTEM 3aluUTbl;

- BBoZe AC3W B fieiicTBUE;

- U3MeHeHun ycnosuii akcnayataumn AC3W, coBeplueHCTBOBaHUM CPeACcTB M CNOCO6GOB anekTpomar-
HWTHOTO HanageHus n apyrux gakropax, Tpebyowmnx NpoBepkn AOCTATOYHOCTU U afeKBaTHOCTU 3aLUTHBIX
cBoiicte AC3U1;

- YTOYHEHUAX U U3MEeHeHUsax MY n MH.

5.1.6.3 OpraHunsauus nposegeHns O3 sawmTbl AC oT NC 3MB Bo3naraeTcs Ha npeanpusaTnelyypex-
AeHune-nonb3osatenib AC3U. Pa6oTtbl no O3 fo/mKHbI NMPOBOAMTHLCA ChNeunanM3upoBaHHOW opraHu3auuven c
NPYMEHEHNEM YTBEPXAEHHBIX METOAMUK U NpOrpamm.

5.1.6.4 Pe3synbTatbl O3 0hopMISOTCSA B BUAE OTYETA, COr1acyeMoro ¢ 3KCNepTHON opraHu3aumeil.

5.2 Peanusauus NPOEKTHbIX peLUEHVIVI CUCTEeMbI 3allNTbl aBTOMaTU3NpPOBaHHbIX CUCTEM
OT NnpegHaMepeHHbIX CUNOBbIX 3MEKTPOMAarHNUTHbIX BO3,CI,el7ICTBVI[7I

5.2.1 TexHnyeckoe 3ajaHne Ha nNpoekTupoBaHue

5.2.1.1 CootBeTcTBytowme pasgensl T3 (UT3) Ha npoekTnpoBaHUe CUCTEMbI 3alMTbl UHGOPMAaL N B
AC ot NC OMB paspabaTbiBatoTCs C Liesblo onpegenenns Tpebosaruii K AC3U B uyactu 3awutel ot NC 3MB.
a TaKke onpefeneHus coctasa u cofepxaHusa paboT n nopsagka nux nposefeHus.

5.2.1.2 Tpeb6oBaHus no 3awmte AC ot NMC 3MB gomkHbl BKIoYaTbea B T3 Ha co3gaHne AC3U otaens-
HbIM pasgenom unu B T3 (UT3) Ha co3paHne cuctembl 3awnTbl MHpopmaumm B AC ot NC 3BM.

Mpy npoBeAeHUN faHHbIX paboT Ha CTafusaX CTPOUTENbCTBA, PEKOHCTPYKUUU M TEXHUYECKOrO nepeoc-
HaweHna OW 3agaHns Ha 3T paboTbl B YACTUW 3alMTbl MOMELLEHNI, KOMMYHUKaumii, TC obecneyeHuns u T.n.
BK/1IOHAIOTCA B COCTaB CMEXHbIX pa3fenios ocHoBHOro T3 Ha OW.

5.2.1.3 T3 Ha co3gaHue AC3W (T3 (4T3) Ha co3pgaHne C3W B AC) c yueTom TpeboBaHmii No 3alnTte oT
MC 3MB f0/MKHO cornacoBbIBaTbCA U yTBEPXAATLCA B COOTBETCTBUM C TpeboBaHusamu FOCT 34.602.

5.2.1.4 T3 Ha co3gaHue AC3U (T3 (UT3) Ha co3paHne C3U B AC) B yactu 3awutbl oT NMC 3MB f0/1KHO
coaepxarb:

- CCbI/IKy Ha HOPMaTUBHO-MeToAMYeCcKNe AOKYMEHTbI, C YH4ETOM KOTOPbIX ByayT paspabaTbiBaTbCa 1 pe-
ann30BbIBATLCA Mepbl 3aluThl.

- ucxofHble gaHHble no AC3U 1 OW (HasHauveHue n KoHdurypauns AC3W. ycToliunBocTb anemeHToB AC
1 KOMMYHUKauuii kK NC 3MB. pacnonoxeHne 0THOCUTENbHO rpaHny, K3. nHpacTpykTypa, pexuMbl QyHKLNO-
HVMpoBaHua 1 nepcoHan OW);

- TpeboBaHus K ycTolunBoCTM 3niemeHToB AC3U k MNC ISMB;

- TpeboBaHMA Mo 3awmuTe TeXHUYECKMX cuctem, obecneymsarownx yHkymoHnposaHme AC3W. ot NC
OMB:

- nepeyeHb NpebABASEMON 3aKka3unKy HayYHO-TEXHUYECKOW NPOAYKLMM 1 AOKYMEHTaLWY;

- CPOKM BbINOMIHEHWSA U UCNOMHWUTENe paboT, NopPAAOoK NPUeMKM paboT No CO34aHU CUCTEMbI 3aluUThbI
AC ot INC SMB.

5.2.2 BbINO/IHOHNO NPOEKTHbLIX pa6oT

5.2.2.1 Pa3paboTka NPOEKTHOW AOKYMEHTaUUN Ha co3gaHue cuctembl 3awutbl AC ot NC SMB. akcnny-
atupyemoli B coctaBe OW. go/mKHa NPOU3BOANTLCA B COCTaBe pas3paboTku TEXHMYECKOro npoekTa Ha AC3U
Nn60 OTAENbHO U OCYLLEeCTBNATLCA C YYeTOM TpeboBaHWii, YCTaHOBIEHHbLIX B COOTBETCTBYIOLEM HOpMaTHB-
HOM AOKyMeHTe, NpUHATOM MuHcTpoem Poccun [1]. B NpoeKTHOW AOKyMeHTauuu peann3yoTcs NPOoeKTHbIe
pelleHuns, paspaboTaHHble Ha CTaguy NPeanpPoOEKTHbIX paboT.

5.2.2.2 MNpoekTHasa fgokymeHTaumsa Ha cuctemy 3awutbl AC ot NC SMB ocdopmnseTcs B COOTBETCTBUM
¢ MOCT 2.120 B BUAE OTAE/LHOTO TOMa U COCTOUT U3 NOSICHUTE/IbHOW 3anUCKN 1 NPUIOXEHW, BKIHOYAOLLMX
HeobxoAVMble YepTexun NNaHWPOBOK, CXEMbl KOMMYHMKaLUWiA, cneundmkalmio 060pya0BaHNs, CMETHYO [,0-
KyMeHTauuo 1 gpyrme matepuasibl.
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5.2.2.3 Npwu npoekTupoBaHun cuctembl 3awutel AC ot NC OMB f0/1XHO 1Cnosb30BaTbCcs 0bopyaoBa-
HMe. COOTBETCTBYHLLEe 3afaHHbIM TpeboBaHMAM Mo ycToinumsocTn no FOCT P 52863 u nmMetoLee cOOTBET-
cTBylOLME CepTUUKaThl.

5.2.2.4 Pa3gen no 3awmTe nHopmaumm TexHnyeckoro npoekta AC B yactu 3awutbl ot MC SMB noa-
NeXUT 3KCnepTu3e, Ha KOTOPYH NpeAcTaB/AoTCs:

- NOACHWUTENIbHAasA 3anucka C NPUIoKEHNAMU;

- MY;

- O3 3awuTbl UHpopmauum B AC3U ot MNC SMB.

Mpn akcnepTuse nNpoekTa paccMaTpuBaloTCA:

- 060CHOBaHHOCTb BbiGpaHHOro Mecta pacnonoxeHns OW n pasmeleHns AC3W. a Takke 060CHOBaH-
HOCTb NPOEKTHbIX PeLUeHni 3aWwuTbl;

- AOCTaTOYHOCTb MPUHATBLIX B MPOeKTe Mep no o6ecneyeHunto 3awuTtel OW ot MNC 3MB n nx ageksaT-
HOCTb MY;

- COOTBETCTBME YPOBHSA MPUHATBLIX OpraHn3aLMOHHO-TEXHUYECKMX MeP 3aLLUTbl YPOBHIO COBPEMEHHbIX
OOCTUXEHWI HayKn N TEXHUKK;

- NpPYMeHeHne B NpoekTe cepTunumpoBaHHbiX TC 06HAPYXeHNS 1 3alnTbl.

Mo pesynbTatam aKcnepTU3bl fAHHOIO JOKyMEeHTa Mo 3aluTe MHgopMaLuy CoCTaBIAETCA 3ak/loueHue,
KOTOpoe yTBepxAaeTca npeAceAaTesnieM 3KCNepTHONW KOMUCCUW 1 HanpaBseTCa 3akasuuky.

5.2.3 BbinonHeHne paboT No MOHTaxy, Nycky W Hanagke aBTOMaTU3MPOBAHHbIX CUCTEM B 3alliun-
LWEeHHOM OT NpeAHaMepeHHbIX CU/TOBbIX 3/1€KTPOMArHUTHbIX BO3AEeWCTBUI UCNOMHEHNN

5.2.3.1 Mo pe3ynbTatam NPOeKTHbIX PaboT OCYLLEeCTBATCS;

- nocTtaBka cepTudmumpoBaHHbix TC AC. COOTBETCTBYHOLMX TpeboBaHMAM no ycToinumsoctn kK NC 3MB
1 npoweawmx ncnoitaHmus no FOCT P 52863.

- nocTaBka cepTudmumnposaHHbix TC 06HapyxeHus u 3awwmntbl oT NC SMB. cOOTBETCTBYIOLWMNX 3a4aH-
HbIM TpebOBaHUSAM 1N HOPMATUBHbLIM AOKYMEHTaM;

- CTPOUTESIbHO-MOHTaXHbIE paboThl.

5.2.3.2 CTponTenbHO-MOHTaXHble paboTbl BKIKOYAIOT:

- BbIMO/IHEHME PaboT MO CTPOUTENLCTBY/PEKOHCTPYKLUUN CReunanm3upoBaHHbIX 34aHWi, NOMeLLeHui,
COOPYXEHUI, NpegHa3HaueHHbIX Ana co3gaHus O n pasmelyeHns B Hem AC3U;

- obopygoBaHue OW 3alWMTHLIMU KOHCTPYKTUBHBIMW 3/1eMeHTamu;

- coopyxeHue/npoknagky B 3aljMLLEHHOM WCMOSIHEHWUN JIMHWI CBA3W, 3/1EKTPONUTaHWSA, 3a3eM/IeHns,
KaHasnoB 1 KOMMYHMKaLWii CMCTEM BEHTUNALMW, KOHAWLUOHNPOBAHUS, MOXaPHOW 1 OXPaHHOM curHanusauum
MT.O..

- MOHTaX, MOAK/TIOYEHNE 1 HACTPOWKY TEXHUYECKNX U NporpaMmMHbIxX cpefcts AC n C3U;

- NpoBefieHne nycKoHanafouHbIX pabor.

5.2.3.3 ABTOpPCKMIA HaA30p 3a CTPOUTENIbHO-MOHTaXKHbLIMU paboTaMu OCYLLEeCTBAAETCA Ha VX 3aBepLua-
olemM atane B COOTBETCTBUM C TpebOBaHMAMMW, YCTAHOB/IEHHBIMU B COOTBETCTBYIOLLMX HOPMATUBHBIX [OKY-
MeHTax.

ABTOPCKWIA HAA30p A0/MKEH NPOBOANTLCA pa3paboTynKkoM npoekTa cnctemsl 3awmTsl AC ot MC SMB.

5.2.3.4 NyckoHanago4Hble paboTbl BKAOYAOT:

- aBTOHOMHYI0 Hanaaky AC3U. TC o6HapyxeHus v 3awnTtbl u nx MNo;

- KoMmMsiekcHyto Hanagky AC3W. TC o6HapyxeHus v 3awutsbl B coctase OU;

- NpoBefeHne npeAsapuTenbHbiX ucnbiTaHnii AC3W. TC obHapyxeHus u 3awuTbl B coctaBe OU Ha
paboTocnocobHOCTL 1M cOOTBETCTBME T3 B COOTBETCTBUM C NPOrpamMmoi U MeTOAMKOV npefBapuTeNbHbIX UC-
NbITAHUIA. YCTPAHEHVe HencrnpaBHOCTEN 1 BHECEHNE N3MEHEHWIA B MPOEKTHYIO N 3KCNyaTaLuMOHHY0 AOKYMEH-
TauuMio B COOTBETCTBMM C MPOTOKO/IOM UCTIbITAHWUNA.

5.2.3.5 MNpepgsapuTesibHble UCNbITAHWUA A0/KHbLI NPOBOAUTLCA B cooTBeTcTBUM ¢ FTOCT 34.603.

5.2.3.6 OAHOBPEMEHHO Ha aTarne CTPOUTE/IbHO-MOHTaXKHbIX U MYCKOHANaA04HbIX paboT AO/KHbI NPOU3-
BOAUTLCA:

- pa3paboTka KoMniekTa 4oKyMeHTauum no akcnayatauun AC3U B coctaBe OU u geiicTBuiA No BhbisiB/IE-
HUIO 1 pearnpoBaHunio Ha yrpo3sbl NC 3MB. nokanusauyun n MMKBMAALMN UX NOCAeACTBUN;

- pa3paboTka pasgena dopmynspa (TEXHMYECKOro nacnopta) aBTOMaTu3MpoBaHHON CUCTEMbI B 3ally-
LLIEHHOM UCMOIHEHUN B COCTaBe 0O6bEKTOB MHpopMaTu3auuu no 3awmrte ot NC SMB (cm. npunoxexue I);

- noarotoska nepcoHana OW n cnyx6bl 6e30nacHOCTV NPeAnpuaTUA K NpoBedeHnto paboT no 3awmTe
AC ot C 3MB Ha aTane akcnsyarayum.

Mo pesynbTatam nyckoHanagouHbix pa6ot AC3M nepefaeTcs B ONbITHYIO 3KCNyaTauuio.
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5.3 BBOJ B fleiicTBMe aBTOMATU3NPOBAHHbIX CUCTEM B 3alLULLEHHOM OT NpefHaMepPeHHbIX
CUI0BbIX 3/IEKTPOMATrHUTHbLIX BO3A4ENCTBUIA UCNONMHEHUN

5.3.1 BBog B gelictBre AC B 3awmiieHHom oT NC 3MB ncnosiHeHUN OCyLLecTBISETCA B COOTBETCTBUM
¢ FOCT P 51583 u BktoYaeT NpoBeAeHNEe ONbITHON 3KCnayaTaLumn, MPUeMOUHbIX UCNbITaHWU 1 aTTecTaumio.

5.3.2 MNpoBeAeHne ONbITHOW 3KcnayaTaunm aBTOMATU3MPOBAHHbLIX CUCTEM B 3allULEHHOM OT
npegHaMepeHHbIX CUMNOBbIX 3N1EKTPOMAarHUTHbIX BO3AENCTBUIA WCMOMIHEHUM B cCOCTaBe OOBLEKTOB
MHhopmaTmsaumnm

5.3.2.1 Bsoa AC3I B OMbITHYIO 3KCnayatauunio npousBoAMTCA Ha OCHOBE akTa, COCTaB/IAEMOro no pe-
3ynbTatam npeAsapuTesibHbIX UCMbITAHWIA.

5.3.2.2 OnbITHaA akcnnyataumsa AC3U B coctaBe OV nposoautcsa B cooteeTcTBun ¢ TOCT 34.603 un
BK/OYaeT:

- OMbITHYO akcnnyataumo AC3U. TC o6HapyxeHns n 3awutbl oT NC SMB B koMniekce ¢ Apyrumu
TEXHUYECKUMU 1 NPOrpamMMHbIMK CpeAcTBamMn B LieNsiX NPOBEPKN UX paboTocnocobHocTn B coctaBe OU n oT-
paboTkn npoueayp 3awmTbl MHOOPMaLUN OT YHUUTOXEHUSA, UCKaXXEHUS, B/10KMPOBaHUS;

- AononHuTensbHyo Hanaaky TC obHapyxeHus u 3awuTtsbl oT NC 3MB 1 gopaboTky ux lMO;

- odhopm/IeHNe aKTa 0 3aBepLUeHUN OMNbITHOW aKcnayarTaumn.

5.3.3 poBefeHne NpPUeMOYUHbIX ncnblTaHN’ aBToOMaTu3npoBaHHbIX CNCTEM B 3allULIEHHOM

npegHaMepeHHbIX CUMOBbLIX 3N1E€KTPOMarHUTHbIX BO3AENCTBUIA WCNOMIHEHUM B cOCTaBe O0O6BLEKTOB
HhopmaTusauun

5.3.3.1 MNpuemouHsble ncnbitaHna AC B 3aLiuiieHHomM oT NC SMB ucnosHeHUn AOMKHbLI NPOBOAUTLCS MO
pe3ynbTaTam ONbITHOW aKchnyaTauuu.

5.3.3.2 MNpuemouHble ncnbiTaHua nposogAaTcsa B cootBeTcTBMM € TOCT 34.603 1 BKNOYALOT;

- UCMbITAHUA Ha cooTBeTCTBME T3 COrnacHo nporpaMme U MeToAuKe MUCTbITaHWUiA:

- aHanu3 pe3ynbTaToB UcnbiTaHnii TC 06HapyxeHus 1 3awmTbl oT NMC OMB 1 ycTpaHeHMe BbISBIEHHbIX
He[0CTaTKoB;

- ochopmneHne akta npuemkm AC3M B NOCTOAHHYHO aKchyaTaumio.

5.3.3.3 Mo pe3ynbTatam npegsapuTenbHbix UcnbiTaHnii AC3W npeacTaBnseTcs Ana aTrectauum no Tpe-
60BaHNAM 6e3onacHocTn MHpopmaumm oT yrpo3 NMNC SMB.

5.3.4 ATTecTaums aBTOMaTU3NPOBAHHbLIX CUCTEM B 3aliULLEHHOM OT NpegHamMepeHHbIX CUT0BbIX
3N1eKTPOMArHUTHbIX BO3,EeNCTBMUIA UCMOMIHEHUM B cOCTaBe 06bEKTOB MHGhopMaTu3aumm

5.3.4.1 Attectauusa AC3U B cocTtaBe OV npoBoguTCSA B COOTBETCTBUM C TPEOGOBAHUAMU COOTBETCTBYIO-
LLero pykoBoAsALLEro JOKyMeHTa, yTBepXAeHHoro Moctexkomuccueli Poccum [2].

5.3.4.2 lMNpu nposefeHun aTtTtectaunm AC3W Ha npeameT COOTBETCTBUA TPebOBaHUAM MO 3awute WH-
hopmauuy OT Yyrpo3 YHUUTOXEHUS, UCKaXEHUS, 6/IOKMPOBAHUSA OLEHUBAETCS:

- ycTtoiumnocTe AC3UM no FOCT P 52863 k NC SMB. peanuiyembiM cornacHo MY;

- adhheKTMBHOCTb 3aWwuUTHbIX hyHKUnin O K yrpose MNC SMB;

- Hannune aKcnayaTauMoHHOM, opraH3aLnoHHO-pacnopAANTENbHOW N yY4eTHON fOoKYMeHTauum no 3a-
wute AC3W ot MNC SMB;

- CNOCOBHOCTL M FTOTOBHOCTbL MepcoHana K gencteusm no sawmte AC3UM ot MNC SMB.

5.3.4.3 Mo pe3ynbTaTtaM aTTecTalyOoHHbIX UCNbITaHUA COCTaBNATCS NPOTOKO/bl, HA OCHOBaHWUKN KOTO-
pbIX hopmmpyeTcsa 3ak/oyeHre ¢ KpaTkoli OLeHKol CooTBeTCTBMS 06bekTa TpeboBaHusAM No 6e30macHoCTm
NHgopMaLuy 1 BbIBOAOM O BO3MOXHOCTY Bbifaun «ATTecTarta cooTBeTCTBMA». BBog AC3W B akcniyaTauuio
OCYLLECTB/IAETCA TO/IbKO NPU Ha/mMuumn «ATTectara CoOTBETCTBUA».

6 OpraHuzauus u cogepxaHue paboT no 3aumuTe aBTOMaTU3IMPOBAHHbIX CUCTEM
OT NpefHaMepPeHHbIX CUMOBbIX 3/IEKTPOMArHUTHbLIX BO3AEWCTBUIA Npu nx
akcnnyataumm

6.1 O6LMe NoMoXEeHUs N0 OpraHu3aLuu 1 cogepxaHnto pa6oT No 3awuTe aBTOMaTU3NPO-
BaHHbIX CUCTEM OT NpefHaMepEeHHbIX CUTOBbIX 3/1IEKTPOMArHUTHBIX BO3AeCTBUIA Npu UX
aKkcnayarauuu

OkcnnyaTtauma AC B 3awuuweHHoMm oT MNMC 3MB MCNONHEHUW OCYLECTB/IAETCA B COOTBETCTBUM C
FOCT 51583 n BrNtOHAET:
- UCMOMb30BaHNE MO Ha3HAYEHUI0 TEXHUYECKUX CPefCTB 0bHapyeHusa 1 3awuTtel ot MNC SMB;
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- opraHu3aLMoHHO-TeXHU4Yeckne meponpuatua Ha OW no 3awmte AC ot MNC SMB:
- TEXHUYECKYH0 3KCnayaTauuio cpencts o6HapyxeHns 1 3awmtel ot NMC OMB;
- KOHTpO/b 3awmueHHocTn AC ot NC 3MB.

6.2 Vcnonb3oBaHMe NO Ha3HAYEHUID TEXHUYECKUX cpencTe 06Hapy)KeHVIFI n 3alnTbl OT npegHa-
MepPEeHHbIX CUM0BbIX 3/TEKTPOMArHUTHbIX BOSAGVICTBVIVI

6.2.1 ShhekTBHOCTb Ucnonb3oBaHnsa TC obHapyxeHns 1 3awnTbl oT MC 3MB no Ha3HaYeHWo J0K-
Ha gocturaTbes:

- noafepxaHWeMm KX B NOCTOSIHHOW rOTOBHOCTY U 6ecnepeboiiHbiM (DYHKLVOHMPOBaHNEM B 3afaHHbIX
pexumMax 1 BpeMeHHbIX UHTepBanax;

- BbICOKMM YPOBHEM NpOdecCcroHasIbHOM NOArOTOBKN NepPcoHasna, HeYKOCHUTENbHbIM BbIMOSIHEHNEM UM
npasun akcnnyataumn TC 06HapyXeHUs 1 3awuTbl, TPe60BaHNii pykoBOAALLMX AOKYMEHTOB no 3awute AC oT
MNC 3MB. perynsipHbiM NpOBeAeHNEM OPraHn3aLnoHHO-TEXHUYECKUX MEPONPUATUIA MO 3alluTe.

- cucTeMaTU4yeckMM KOHTposiem 3awuieHHoctn AC3U ot NC 3MB go/mkHocTHbIMKU nuuamu OU n Be-
aomcTsa.

6.2.2 MNpn aBapuiiHOM OTK/IOYEHUU (NPeKpaLLeHnn yHKLMOHUPoBaHMs) TC obHapyXeHUs U 3aluThbl
JO/MKHBI NPUHUMATBLCA He3ameAInTesIbHble Mepbl N0 HEAOMYLLEHWNIO CHKEHUS ah(EKTUBHOCTMN 3awnTbl AC
ot NC 3SMB.

6.2.3 MNpumeHeHne no HasHayeHuWto TC obHapyxeHus MNC SMB ocyLLeCcTBASETCA C LeNbl KOHTPOSIA
nHchopmaumoHHol 6e3onacHocTn AC3U B pexunme HenpepbiBHOrO HabMl04eHNs 3N1eKTPUYECKO U 3/1eKTpo-
MarHuTHoli 06¢TaHoBKM Ha OW cornacHo nopsifka Ux pasMeLLeHns U UHCTPYKLWIA No aKcnayatauuu v nony-
YeHUa NepBUYHOI M/WAK NONHOW MHOopPMaL MK 06 yrpo3e B 3aBUCUMOCTY OT NpuMeHsieMbix TC 06HapyxeHus.

6.2.4 Vicnonb3oBaHne No HasHauveHuto TC 3awuTtbl oT NMC OMB ocyLecTBAeTCsa B CcoracoBaHum ¢ pe-
Xrmamu pyHkumoHnpoBaHus AC3W 1 Ao/MKHO 6bITb HaMpaBieHo Ha,;

- CHMXeHue ypoBHei MNC 3MB. 6nokuposaHue MNMC 3BM,;

- nepesof AC3W B 6e30nacHbIil pexum (OyHKLVOHMPOBaHNA N0 MHGOpPMaLuy OT CpeAcTB 0OHapYXeHUs
MC SMB.

6.2.5 Bce cobbITusA, cBsi3aHHble co cpabaTtbiBaHneM TC obHapyxeHus u 3awmtbl oT MC SMB f0/KHbI
dmKcpoBaTbCA B YHETHOWN [OKYMEHTaLMN.

6.3 OpFaHVIBaLI,VIOHHO-TeXHVILIeCKVIe MeponpuAaTna Ha obbekTe I/IH(*)OpMaTVI3aLI,VIVI no 3auwute
aBTOMaTU3NPOBAHHbLIX CUCTEM OT NpegHaMepPeHHbIX CUTOBbIX 3/TEKTPOMArHUTHbIX BOB,U'eVICTBMI‘/lI

6.3.1 OpraHu3aunoHHO-TeXHUYeckne meponpuaTusa no 3awmute AC ot NC SMB f0/mkHbI 6bITb Hanpas-
NIeHbl Ha npejynpexaeHune, BbigBeHne npusHakos cosepeHua NC OMB. onepatvBHoe pearvpoBaHue, 10-
Kanusauuo 1 NrkBuAaLmMio NocneAcTBuiA peannsannm yrpos.

6.3.2 OpraHu3aunoHHO-TeXHNYeckne MmeponpuaTna no s3awmre AC ot NC 3MB npoBoasaTcsa BO B3anUMoO-
fdeicteun nepcoHana OW un cnyx6bl 6e30nMacHOCTV NPeanpuaTUs.

6.3.3 MpeaynpexaeHue yrpo3 NC 3MB npeaycmaTpuBaeT CO34aHUE YCNOBWiA, 3aTPyAHSOWMX/UCKTIO-
YaloLmnx nx NoAroToBKY U COBEpLUEHUE.

OpraHun3alnoHHO-TEXHUYECKMe Mepbl npegynpexaeHns AMB fo/mKHbI BKNOYaTb:

- obecneyeHne KOHTpons goctyna Ha OU;

- 3aWwuTy nHdopmaumm 06 yassmumoctax OV n AC3U;

- orpaHuyeHne AocTyna K KpUTUYeCKn BakHbIM aniemeHTam OW (LuUTbl 3M1EKTPONUTaHUSA, Y3/bl KPOCCO-
BbIX COEAUHEHWNIA ¥ T.N.);

- BbINO/IHEHNE PEMOHTHbIX paboT Ha OV nog, KOHTposiem ciyx6bl 6e3onacHocTu.

6.3.4 BbisiBnenue yrpo3 MNC 3MB npegycmatpuaeT 06HapyXeHve Npu3HakoB NOAroTOBKM COBEPLUEHNS
MC 3MB.

OpraHusaunoHHO-TeXHUYeCKne Mepbl BbiaBneHnsa NC SMB f0/1KHbI BKIOYATb:

- MpOBeAeHNe aHann3a CXxeM 3/1eKTPOCHaBXeHUS, BHYTPEHHUX 1 BHELUHUX NUHWIA cBA3n OW, obopyao-
BaHWA pafnoCBA3N, JIMHNIA OXPaHHO-NOXaPHOW CUrHaM3aLum, MeTa/lNIOKOHCTPYKUWA, a Takke WHXEeHEepPHbIX
cuctem OU ans BbIABNEHUA BO3MOXHbIX NyTeli peanusauum NMC SMB;

- opraHm3aumio Ha OVl neprmoanyecKoro MHCTPYMEHTaslbHOro o6cnefoBaHus NVHWUI 3n1eKTpocHabxe-
HWA. BHYTPEHHUX W BHELWHUX NUHWIA cBasn OVl. obopyfoBaHnsa paAnoCcBsa3n, IMHNIA OXPaHHO-MOXapHONR cur-
Hanusauum. MeTaNIOKOHCTPYKLUWIA, a TakkKe UHXEHepHbIX cucteM OW Ans BbisBNeHUs nogkitouvenns TC ans
MC 3MB;
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- opraHusaumio Ha OV KpyrnocyToYHOro MOHUTOPUHIa 3awmTbl MHOPMAaLMN OT Yrpo3 YHUUTOXEHUS,
nckaxeHus, 6nokuposaHmsa nocpegctsom MNC SMB Mo ceTu 31eKTPONUTaHUA, NVMHUAM CBA3W, METasI/IOKOH-
CTPYKLMiA, 3chmpy.

6.3.5 PearvpoBaHue Ha SMB npepgycmarpuBaeT NPUHATUE Mep, HanpaBieHHbIX Ha:

- 610KpoBaHne/HelTpann3aLUmo UCTOYHNKOB CUNOBbIX BO3AENCTBUIA;

- onepartvBHbI nepeBod AC3V B 6e30nacHblii pexuM (OYHKLMOHNPOBAHUS.

6.3.6 Nlokanusauua n nukBMgauma nocnegctsuii NMC SMB npegycmaTpuBaeT NpUHATUE Mep, Hanpas-
NEHHbIX Ha:

- BBOJ B AeliCcTBME pe3epBHbIX aniemeHToB AC3U;

- BOCCTaHOB/fIeHVEe UHhopmaLmm B anemeHTax AC3W. nogseprHyTbix NC 3MB 1 nx paboTocnocobHOCTH
nocne rNcC SMB.

6.4 JKkcnnyaTaunsa cpeAcTB 06HAPYXEHNS W 3alWUTbl OT NpejHaMePEHHbIX CUMOBbIX
3/1eKTPOMArHUTHbIX BO3AECTBUIA

6.4.1 3kcnnyaTtauns cpefcTB obHapyxeHus 1 3awutbl oT MNC OMB gomxHa 6bITb HanpaB/ieHa Ha obe-
cneyeHne mx paboTocnoco6HOCTN U Ha NogAepXXaHue NOCTOAHHON FOTOBHOCTU K NPUMEHEHMWI0 N0 HasHave-
HUI0.

6.4.2 Dkcnnyataunsa TC obHapyXeHUs 1 3aLinTbl BKIOYaET:

- NMOCTOSAHHbIN W NEePUOSUYECKUII KOHTPONb UCXOAHOTO COCTOAHMA U (PyHKLMOHMpoBaHusa TC nepcoHa-
nom OW;

- rapaHTuUiiHoe 1 nocnerapaHTuiiHoe (cepsucHoe) o6cnyxmeaHve TC opraHusauneir-nocTaBLLNKOM;

- TexHunyeckoe obcnyxusanme TC npodunbHbIM nogpasfeneHnem cnyxbbl 6esonacHocTy npeanpu-
ATUS;

- TEKyLLMWA, cpeaHuii N KanuTanbHblil peMoHT TC.

6.4.3 YyeT MeponpuaTuii No aKcnayaTaunv cpeacTs o6HapyxeHus v 3awuTtbl oT NC OMB gomkeH oT-
paxatbcs B chopmynsapax Ha TC.

6.5 KOHTpO/b 3alMLLeHHOCTY aBTOMaTU3NPOBAHHbLIX CUCTEM OT NpefHaMepeHHbIX CUT0BbIX
ANEeKTPOMarHnTHbIX BO3,EI,EVICTBVIVI

6.5.1 KoHTponb 3awmuieHHoctn AC3U ot NC 3MB ocylecTBNAeTCs C Lesblo OLEHKM COOTBETCTBUSA
MeponpuaTuiA No 3awute TpeboBaHUsAM no 3awute AC OT faHHOl yrposbl.

6.5.2 KoHTponb 3awmweHHocTn AC3W ocyliecTsnseTcs NyTeM NpoBeAeHNs CneayoLwmx MeponpusaTuii:

- nNpoBepKamMu pyHKLMOHaNbHbIX CBONCTB TC 06HApPYXXEHUS U 3alUTbl JO/MKHOCTHBIMUN L AMUN CNYXObI
6e3onacHocTn OU,

- N1aHOBbIX M HEMIaHOBbIX NPOBEPOK MeponpusaTuid no 3awute AC ot NC SMB B Le10M KOMUCCUAMHA
AN AnuLammn, HazHavyaeMbiMy KOHTPOIbHO-HAA30PHbIM OpraHoM BeAOMCTBa;

- ayAUTOPCKOI NPOBEPKM MHPOPMAaLVMOHHON 6e30MacHOCTM B OpraHm3anuu.

6.5.3 NS npoBefeHUs KOHTPONS 3alLMLLEHHOCTM AO/HKHbI MCMOMb30BaThCA CneymanbHo pa3paboTaH-
Hble Ha NoABeAOMCTBEHHOM YpOBHe meToAbl 1 TC.
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Mpunoxexve b
(pekomeHpgyemoe)

CocTaB MHopmauuu, onpegensemMoi npu o6cnefoBaHnm aBTOMaTU3MPOBaHHbLIX CUCTEM
B cocTaBe 06bEKTOB MHGopMaTu3aLmm

B.1 MepeyeHb NCXOAHBIX AaHHbIX N0 NPEANPUATMIONYYPOXAEHUIO. HA KOTOPOM pacnonoxeH OW ¢ AC3W.

B.1.1 Kpatkas xapakrepuctuka npegnpuatns/yupexieHus, Ha KoTopom pacnosioxeH O

- BEJOMCTBEHHas PUHAL/IEXHOCTb;

- pacrnosioxeHue u npegHasHaveHue;

- TOMOJIOMMA N PaHNLIbI;

- VHdpacTpyKTypa;

- NPOU3BO/CTBEHHbIV peXuM;

- COCTaB U XapakTepucTyiKa nepcoHana.

B.1.2 KpaTkas xapaKkTepucTyika KOMMIEKCHOI CUCTeMbl 6e30MacHOCTW NPeSNpUATUA/yUpexaeHns. Ha KOTOPOM pac-
nosnoxeH OW ¢ AC3W (CTpykTypa 1 cocTaB).

B.1.2.1 NmXeHepHO-TEXHNYECKME CPeACTBa OXPaHbl:

- cUCTeMa OXpaHHOW CUrHasIsaumu;

- cMCTEeMa KOHTPO/IA U ynpasieHns AOCTYNoM:

- cUcTema TesIEBU3NOHHOTO HabMoAeHs:

- cuctema cbopa 1 06paboTku nHopmMaumu;

- cMcTema CBsi3v 1 ONoBeLLeHus;

- cUCTemMa OXPaHHOro OCBELLEHUA:

- UHXeHepHble cpefcTBa 3allinTbl NepumeTpa 1 NyHKTOB MNponycka,;

- VH)XeHepHble CpeCcTBa 3almThbl 3[aHNA, COOPYXEHWI N NOMELLEHWIA.

B.1.2.2 XapakTepucTuku oxpaHsbi:

- Ha/IMumMe oxpaHbl NepumMeTpa;

- Ha/Inume oxpaHbl 34aHUA N COOPYXEHWIA:

- cnocobbl OXpaHsbl;

- pasmeLLeHne Cui oxXpaHbl;

- BOOPYXXEHWE 1 OCHAaLLeHNe CW/ OXpaHbl;

- HOPMAaTVBbI PearnpoBaHNs Ha TPEeBOXHbIe CUTHASIbI;

- MOCTbl OXpaHbl.

b.1.2.3 OpraHu3aunoHHble Mepbl OXpaHbl:

- NOBCEJHEBHbIE MePb;

- Mepbl MOBbILLIEHHO FOTOBHOCTH:

- Mepbl Ype3BblYaHbIX CUTYaLWIA.

B.1.2.4 CncTtema NpoTMBOMNOXapHOW 6e30nacHoCTY:

- cUCTeMa MOXapHON CUrHaM3auum;

- cucTema noXapoTyLUeHUs;

- cucTema [bIMOYAaIEeHNs.

B.1.2.5 CncTtembl 3aWwuTbl MHOPMaLN:

- aKTMBHbIE CPe/CTBa 3almnThl MHGOPMaLUK (LLYMOBbIe reHepaTopsbl);

- NaccuBHble cpefcTBa 3aluTbl UHDopMaLK (ChnbTPbI, 3KpaHbl U T.4.);

- OpraHu3aunoHHbIe Mepbl 3aunThbl.

B. 1.3 XapaktepucTtuka cucteMbl 3N1eKTPONUTaHKA

- UCTOYHVK 1 TWN CETU 3M1eKTPONUTaHUA (KOMYeCTBo ha3 1 NPOBOAOB, YacToTa U HanpshxeHue);

- Ha/IMume TpaHchopmaTopHoii noAcTaHLmn Ha OU 1 eB xapakTepucTyKu:

- Haninumne Ha OVl rpo303alLuThbl 1 3aLUTbl OT MHAYCTPUa/IbHBIX MOMEX U NEPeHanpPsHKeHNi, ee xapakTepucTuky;

- Ha/IMUMe au3esb-reHeparopa A5 obecrneyeHns pesepBHOro 3/1EKTPONUTaHNSA:

- CXema 3/1eKTponuTaHus ofHoNMHeliHass OW ¢ Tabnuammn Harpy3ox U kabesnbHbIM XXypHaIoM:

- TUN 1 XapaKTepUCTUKN pacrnpeae/UTeNbHbIX YyCTPONCTB;

- pabouvie napamMeTpbl CETU 3/IEKTPONUTAHNA.

B. 1.4 XapakTepuctuka cuctembl 3a3eM/IeHus.

- CTPYKTYpa CUCTEMbI U KOSINYECTBO KOHTYPOB:

- BapuaHT KOHCTPYKTUBHOIO UCMO/IHEHNS 3a3eM/ieHnsi (O4HOTOYEeYHOE/MHOrOTOYEe HOE):

- TWMbI OHOTOYEYUHBIX 3a3EM/IEHNI («eX», «elouka» 1 T.M.):

- pabouvie napameTpbl 3a3eM1eHus.

B. 1.5 XapakTepncTuka MHHOpMaLIOHHO-TETEKOMMYHUKALVIOHHOM CUCTEMbI NPeANPUATUA:

- Tonosorus («3Be3fa», «KoMbLio», «LUMHA») U KONMYECTBO aGOHEHTOB;

- Mapka kabens cBsi3u (ONTOBO/IOKHO, BUTAs napa u Tf4.) ¥ CKOPOCTb B CETY;

- CNocobbl NPOKNaAKv INHWIA CBA3M;

- TUMbI N XapaKTepUCTVIKN Y3/10B CBA3W/Pa3BA3KM.
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B.2 MepeyeHb UCXOAHbIX AaHHbIX Mo O

B.2.1 Xapaktepuctunka OW:

- pacnosioXeHne v rpaHnLbl;

- HaMMeHoBaHWe 1 NpefHa3HaveHve;

- pPeXUMbI yHKLIMOHNPOBaHWS;

- nepcoHa’.

B.2.2 XapakrepucTuka cMcTem a1eKTponUTaHns, MeTaNIOKOHCTPYKLUIA, 3a3eMNeHNs, BEHTUNALMN U CTPYKTYPUPO-
BaHHOI kabenbHoii ceT ON (no aHanorum ¢ n.1.3-1.5).

B.2.3 XapakrepucTuka KOHCTPYKTUBHbIX 3/1IEMEHTOB:

- NCMOJIHEHNE CTEH W NEPEKPbITUIA (MaTepuan);

- TO/ILLUMHA CTEH W NepeKpbITUiA:

- K03hMLUMEHTbI 0cnabneHnss AMB CTeH 1 NepeKPbITUIA.

B.3. MNepeyeHb ncxoaHbIX gaHHbIX o AC3U.

B.3.1 CoctaB 1 OCHOBHbIE XapakTepucTUKu:

- TN U KOHUrypauma NoKasIbHOW BbIYUC/IUTENBHON ceTu;

- TMNaX 1 XapakTepucTUK1 aBTOMaTU3UPOBaHHbIX Pabounx MecT:

- TUN&X 1 XapakTepucTuku nepudepuiiHbiX yCTPONCTB;

- YpOBHM ycToiumBocTn no FOCT P 52863.

B.3.2 XapakTtepncTuka ceTeBoro 060pyaoBaHus:

- Mapka aKT1BHOr0 CeTeBOro 060pyA0BaHNS;

- KOJIN4ECTBO CEPBEPOB;

- cepBepHas nnartgopma.

B.3.3 XapakrtepucTtuka 3agay, pewaembix AC3U.

B.3.4 XapakTepuctuka obuiero u cneymansHoro MO.

B.4. XapakTepucTuka HapywmTens:

- TUN (BHELUHWIA, BHYTPEHHUIA, CroBOP);

- KOJIMYECTBEHHbIE XapaKTepUCTUKN:

- OCHalLeHVe 1 BOOPYXeHMe:

- MOTVBaLWA AeliCTBUIA;

- BO3MOXHOCTb 13rotoBneHus/npnobpeteHus TC MNC SMB;

- [OCTyn Ha npegnpusatne. OU 1 kK cpefcTeam MHopmatusaumm;

-AOCTYN K CUCTEMAM 31EKTPONUTAHNS U UHXEHEPHO-TEXHUYECKM CUCTEMaM 06ecneyeHms;

- TaKTVIKa AeiCTBuiA.

MpunoxeHns:

- CUTyaUWVOHHBbIV MNaH NpeanpusTus:

- CTPYKTYPHbIE CXEMbI CUCTEM 3/1EKTPONUTAHWS, METaUT/IOKOHCTPYKLIA, 3a3eMIEHNS U MHCPOPMALWIOHHON TeNeKoM-
MYHUWKaLMOHHOW CUCTEMbI NPEANPUATUS:

- NnaHnpoBkn OW ¢ ykasaHWeM CUCTeM 3/1EKTPONUTaHUS, METaUT/IOKOHCTPYKLMIA, 3a3eMeHUs, CTPYKTYPUMPOBAHHOM
KabesnbHOl CeTW, KOMMIEKCHOI cucTeMbl 6€30MacHOCTU, CPEACTB XU3HeObUTaHNS:

- CTPYKTYpHas cxema cucteMbl HdopmaTmsaumm;

- AaHHble aHKeTHOro onpoca cneLyanucToB NPeanpuaTus;

- MPOTOKO/bI CneLuuanbHoOro obenefosanHus (Tectuposanns) OU.
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Mpunoxexve I
(o6a3aTensHoe)

TvnoBas chopma pasgena dpopmynsipa (TeXHUYECKOro nacnopta)aBTOMaTU3NPOBaHHON CUCTEMbI
B 3al4/LLEHHOM UCMNO/IHEHUN B COCTaBe 06HLEKTOB MHhopMaTusaumum
no 3awuTe OoT NpefHaMepPeHHbIX CUOBbIX 3/IEKTPOMAarHUTHbIX BO3AelicTBUi

I".1. Kateropusi AC3/1 n TpeboBaHue K 3atumieHHoctv ot NC 3MB

Kateropus Tpe6oBaHune k 3awuuyeHHoctn ot NC 3MB

2. CBOAHaA xapakTepucTunka 3alnTHbIX KOMNOHeHT AC3U

Ne HavimeHoBaHVe 1 pasmveLLeHve [MNokazarenm 1 3Ha4eHna
OGBEKT 3aLLUTHI
nn KOMMOHEHT 3aLLyThl 30hhEKTVBHOCTN KOMIMOHEHT 3aLLMTHI
1 MNomelleHve Cpegctsa 06HapyxeHus BeposiTHOCTV 06HapyxeHus *
CTeHbl BHeLHWe KoadhcpmumeHTbl ocnabneHus
CTeHbl BHYyTpEHHNE
MepekpbiTna
2 CeTb aneKkTponuTaHuns CpefcTBa 06HapyXeHus BeposiTHOCTU 06HapyxeHus *
CpefcTea 3awmThbl KoathdmumeHnTbl ocnabnenns
3 JIHnn cBA3N CpepacTBa 06HapyxeHus BepoaTHOCTV 06HapyxeHus *
CpepcTBa 3amTbl KoadhcpmumeHTbl ocnabnexus
4 AC3M YcToitumsocTb no FOCT P 52863
5 3asemneHuve Cpepactea 06HapyXeHus BeposiTHOCTV 06HapyXeHus *
CpefcTtBa 3awWmTbl KoadbdpmumeHTbl ocnabneHuns
6 MeTas1/TOKOHCTPYKLMK Cpepctea 06HapyXeHus BeposiTHOCTU 06HapyxeHus *
(MHXeHepHble CpefcTtea 3awwmTbl KoadbdpmumeHTbl ocnabneHuns

KOMMYHWMKaLMm)

* BeposTHOCTH 06HapyxeHus MNMC IMB onpefenstoTcs No METOAMKE OLEHKN 3hhEKTUBHOCTY, COrNacoBaHHOW C
noABeAOMCTBEHHON opraHu3auyveii no sawmTe nHcopmanum Ha O

3. YueT npoBepok KOHTPO/A 3awuieHHocTn AC3U
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Buénunorpadcusa
[LJ CrtpouTenbHble HOpPMbI U Npasuna MHCTpyKumsa o nopsigke pa3paboTku, COrnacoBaHWs, YTBEPXAeHUsa W
CHwuM 11-01-95 cocTaBe NPOEKTHOW AOKYMeHTauun Ha CTPOMTEeNbCTBO NpeanpusaTuii.

30aHWIA 1 COOPYXEHWIA

[2] MonoxeHve no aTTecTtaymMm 06BLEKTOB MHOpMaTM3auUKM No TpeboBaHuaM 6Ge3onacHocTu MHdopmaunn (Y-

BEPXAEHO npefceparenem [ocyfapCTBEHHOW TexHUYecKoil komuccun npu MNpesugente Poccuiickoii ®epepa-
um 25 Hosibpa 1994 r.)

YAK 004.78:004.056(083.74):006.354 OKC 35.020

KntoyeBble coBa: npefHamMepeHHble CUIOBblE 3/1EKTPOMAarHUTHbIE BO3AECTBUSA, aBTOMAaTU3MPOBAHHAS CU-
cTeMa. aBTOMaTM3MpOBaHHasA cucTeMa B 3aLLULLEHHOM UCMONIHEHUN, MOAENb YTPO3, KOHLENLUMS 3aLnTbl, Npo-
€KTHble pelleHns 3aLnTbl, OLeHKa 3((EKTUBHOCTYN 3aLLUTbI, aTTecTauusi B 3alLMLLEHHOM UCMOIHEHWM, TEX-
HUuYeckne cpefcTBa 3aluTbl, OpraHW3aLUoHHble Mepbl 3aluTbl, KOHTPO/b 3aLUULLEHHOCTU

PepakTtop E.B. fkoBnesa
TexHuuecknin pegaktop B.H. Mpycakosa
KoppekTop M.C. Kaballosa
KomnbtoTepHas BepcTka A.A. BOpPOHWHOIA

CpaHo B Ha6opos.11.2018. MoanucaHo a nevatb 09.11.2018. ®dopmat 60*841s FapHutypa Apuan.
Yen.nsu.n. 2.32 Yu.-uag. n. 2.10.

MoAroTOBNEHO HA OCHOBE 3/1IEKTPOHHO Bepcun, NpeAocTaB/ieHHON pa3paboTUMKOM cTaHaapTa

Co3faHa B eAMHNYHOM ucnonHeHun ®IyYM «CTAHANPTUH®OPM* ana komnnekToBaHna ®epepanbHoro
MH(opMaLuuoHHoro hoHaa ctaHgapTos, 117418 MockBa. HaxuMmoBCKkuid np-T. 4. 31. k. 2.
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