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MNpegncnosne

Llenn, oCHOBHble MPUHUMMNbI Y OCHOBHOI MOPSiAOK NpoBeAeHUss paboT MO MeXrocyAapCTBEHHON CTaH-
fapTtusaunm yctaHosneHsl B FOCT 1.0—2015 «MexrocygapctBeHHasa cuctema craHgaptmsaumn. OCHOBHble
nonoxexua» n FOCT 1.2—2015 «MexrocyfapcTseHHas cucteMa ctaHgaptusaunn. CtaHgaptel Mexrocygap-
CTBEHHbIE. MpaBuia U pekoMeHAauny No MeXrocyaapcTBeHHOW cTaHgapTusanmn. Mpasuna pa3paboTku, npu-
HATUS. 0GHOBIEHUSA N OTMEHbI»

CBefieHusi o cTaHgapTe

1 NOArOTOBJ/IEH O6LecTBOM C OrpaHUYEeHHOl OTBETCTBEHHOCTbIO «KopnopaTuBHble 3NEKTPOHHbIE
cuctembl». PBY «KoHCynbTauMOHHO-BHeApeHYeckas cupMa B 06/1acTM MexXayHapofHol cTaHgapTusa-
uun n ceptnudpmkauun — «dupma «MHTEPCTAHOAPT» 1 ®efepasibHbIM rocyAapCTBEHHBIM yypexaeHnem
«LleHTpasibHbIi Hay4HO-MCcCcNeaoBaTebCKUA MHCTUTYT OpraHusauun u nHdopmMaTusauny 3gpaBooxpaHeHuns
Poc3gpaBa» (LLHNMOW3 Poc3gpaBa) Ha 0CHOBE COGCTBEHHOIO MepeBoda Ha PYCCKUA A3bIK aHr10A3bIYHOM
BepcUM [OKYMEHTA, YKa3aHHOro B NyHkTe 5

2 BHECEH TexHuuyeckumMm komMuTeTOM No cTaHfjapTusauum TK 468 «MHdopmaTusaumns 340poBbs» npu
LHNNOWM3 MuH3gpasa — NOCTOSIHHbIM nNpeacTasuTeniem MICO TK 215

3 MPUHAT MexrocygapcTBeHHbIM COBETOM MO CTaHAapTU3auuM, MeTponorni u ceptudukauum (npo-
ToKon oT 5 Hos6ps 2013 1 Ne 61-M)

3a npuHATHe nporosiocosaniu:

KpaTkoe HauMeHoOBaHWe cTpaHbl Kop cTpaHbl CokpaljeHHOe HauMeHoBaHue
no MK (MCO 3166) 004 —97 no MK (MCO 3166) 004-97 HauWoOHaNbHOW OpraHa No craHjapTu3ayuu
ApmeHns AM MwuH3akoHOMUKN Pecny6navku ApMeHns
Benapycb BY FocctaHaapT Pecny6nukn Benapycb
Kuprusns KG KblpreisctaHgapt
Monpgosa MD Monpoea-CrangapTt
Poccusa RU PoccraHgapt
Y36ekuncraH uz Y3ctaHgapT

4 lMpvkasom defepasibHOro areHTCTBa MO TEXHUYECKOMY PEerysimpoBaHui0 Y MeTposiorMm oT 3 WIOHA
2014 1. Ne 493-cT MexXrocyfapcTBeHHblii ctTaHgapT FTOCT 15043 22600-3— 2013 BBefeH B AelicTBME B kave-
CTBe HauuoHanbHoro ctaHgapTa Poccuiickoii ®epepauun ¢ 1 nions 2015 .

5 HacTtoawuii cTaHfapT WAEHTUYEH MeXAyHapogHOMy fAokymeHTy ISO/TS 22600-3:2009 «WHdop-
MaTu3aumsa 340pOBbS. YNpasrieHne npuBUNErnsiMM u KOHTPOSb AocTyna. Yactb 3. Peanusauusa» («Health
informatics — Privilege management and access control — Part 3: Implementations», IDT).

MexayHapoaHblli AOKYMEHT pa3paboTaH TeXHUYECKUM KOMUTETOM MeXrocyapCTBEHHOWN 3neKTpoTex-
Huyeckoit komuccum ISO/TS 215 «Health informatics» (MHcopMaTusauus 340poBbS).

Mpy NpUMeHeHMn HacToALWEero cTaHAaapTa PeKkOMeHAyeTCs MCMNo/b30BaTb BMECTO CCbITOYHBIX MEXAY-
HapoAHbIX CTaHAAPTOB COOTBETCTBYIOLLME UM MEXrOCYyAapCTBEHHbIE CTaHAapTbl, CBEAEHUS O KOTOPbIX Npu-
BefeHbl B [OMOMHNTENIbHOM Npunoxexnun A

6 BBEJEH BIEPBbIE

7 NEPEN3AAHVE. AnBapb 2019 1.
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WHdopmaumsa 06 M3MeHeHUsx K HacTosAWeMy cTaHfapTy Ny6nnkyeTCca B eXerofHom nHdopmauu-
OHHOM YyKasaTene «HaumoHanbHble cTaHAapThi», & TEeKCT U3MEeHeHWA W NONpaBOK — B €XeMeCAYHOM
NHCOpPMaLMOHHOM yKa3aTene «HauuoHanbHble cTaHfapThi». B cnyvae nepecmoTpa (3ameHbl) uam oT-
MeHbI HacTosLero cTaHjapTa cooTBeTCTBYWLee yseoMneHne 6yeT ony6/IMKOBaHO B eXXeMeCA4YHOM
MHOPMaLIMOHHOM YKa3aTene «HaumoHanbHble cCTaHAapThl». CooTBeTCTBYWasa nHhopmauus, yseiom-
NleHne N TeKCTbl pa3mellalnTCca Takke B MHPOPMaLMOHHONM cucTeme o6Lero nofb3oBaHna — Ha odm-
unanbsiiom caliTe ®egepanbHOro areHTCTBaA N0 TEeXHUYECKOMY pPeryimpoBaHnio U MeTpoorMn B ceTwu
WHTepHeT (www.gost.ru)

© ISO. 2009 — Bce npaBa coxpaHaTCca
© CraHgapTuHdopm. opopmneHne. 2015, 2019

B Poccuiickoit ®eaepalun HacTOAWMI CTaHAAPT HE MOXET ObiTb MOMHOCTLIO UK
YyacTMYHO BOCMPOM3BEfEH, TUPAXMPOBAH M PacnpocTpaHeH B KayecTBe ouLManbHOro
n3gaHus 6e3 paspelleHust defepasibHOrO areHTCTBa MO TEXHUYECKOMY PErysiupoBaHuio
1 MEeTponorum
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BBepeHve

B neye6HO-NponnakTMUecKknx yupexaeHnax Hepeako BHeAPSATCA MHGOPMaLMOHHbIE CUCTEMbI pas-
HbIX MOCTaBLYMKOB, Kax/as M3 KOTopbIX TpebyeT OT nosb3oBaTens OTAefIbHOW ayTeHTudukauum n asTopu-
3auuy [OCTyna, NOCKOSIbKY OHW peannsyloT 3T yHKUMW No-pasHoMy. VHTerpaumsa aTux dyHkuuii Tpebyet
3HauMTe bHbIX 3aTpaT Ha B3aVMHble 0TOOPaXeHUs CBeAeHWn O Mosib3oBaTensx u opraHvsauusax. B Takoii
cuTyauun pecypcbl, HeobxoaumMble 418 pa3paboTkn u akcnayaTauun yHkuuii obecneveHns 6e30nacHoCTH,
pacTyT B reOMeTPUYECKOi Nporpeccum ¢ yBesmyeHmem ynucna MHpopMaLnoHHbIX CUCTEM.

C Apyroi CTOPOHbI, €cM NOCMOTPETb Ha aBTOPM3ALMIO C NO3ULMN yYpeXAeHUs 34paBOOXpPaHeHNs, TO
6yAeT oueBnaHa NOTPE6HOCTL B TMOKOM MOfeNn eo peann3auunn, NOCKOMbKY B YUpPeXAeHUsIX NOCTOSIHHO Npo-
NCXoAAT n3MeHeHns. OAHU NoApasfeneHns 3akpbiBatoTCs, Apyrue co3faloTcs, TpeTb 06beanHATCS.

CuTyauus cTaHOBMTCS elle 60/1ee CNOXHONM, Koraa AN B3avMoAeincTeus TpebyeTca nepeceyeHve ne-
pVYMETPOB 30H C pasHbIMW NOAUTUKaMKU 6e30onacHOCTU. 415 NpeofonerHns pasnuunii Mexay aTumMu noanTu-
KaMn Heo6X0AMMbl B3aWMHble COTMaLlleHns 0 MOMUTMKax Mexay cTopoHamu, obecneuymsatoLiMm Gesonac-
HOCTb.

[pyras CNoXHOCTb 3aK/oyaeTcsl B Ha3HauYeHW nonb3oBaTensaM PYHKUUOHANbHbBIX U CTPYKTYPHbIX pO-
neii. B To Bpems Kak Nosib3oBaTe/lb MOXET UMETb ABe WUau 60nee CTPYKTYpPHblE POSIM OfHOBPEMEHHO, B KOH-
KPeTHOM 3anpoce MHopMauum OH MOXET BbICTyNaTb B €4WHCTBEHHON (PYHKLMOHaNbHOW ponu. MonuTuka
onpegensieT OTHOWEHUSA MeXAy HECKONbKAMU (DYHKLMOHA/IbHBIMU POIAMU, Ha3HaAUYeHHbIMU M0/b30BaTeNio,
BK/lOYASA OTHOLUEHUSI TPYMNVPOBKK, Mepapxuun, KOMMIEKCHbIX CTPYKTYPHbIX POfiei, ynopsao4YeHHOCTN (hyHK-
LMOHasNbHbIX pofieii 1 HeAoNyCTUMOCTW OnpefesieHHbIX coveTaHuii poneil. Hanpumep, ecnv Bpay obuiel
NPaKTUKN ABNSETCA Takke U NCuxmaTpoMm, TO B NOSIMTMKE MOXET ObiTb yKka3aHO, YTO pO/ib Ncuxmarpa MoxeT
coyeTaTbCsa C APYTUMU CTPYKTYPHBIMU PONSIMU CO CXOXMMU NPUBUAETMSMU, YTO PO/b NcuxuaTpa HacnegyeT
npuBUAErin, HasHavyeHHble poav Bpaya O6LLei NpakTUKM, Y4TO co3gaeTcs HoBas KOMMNEKCHas CTPYKTypHas
PO/ib MW YTO 3TU fiBE CTPYKTYPHbLIX POSIN HE MOTYT coyeTaTbeCs. [prMepom orpaHuyeHns nocnefoBaTe/lbHOro
BbINOJIHEHUS (PYHKLMOHA/bHbIX POSIE MOXET CNYXUTb KOH(MKT 06513aHHOCTEN, KOTOPbIi MOXET OblTb 3a-
npeLeH 4eicTBYOLWYM 3akoHOAaTeNbCTBOM (Hanpumep, N1Muo, nosyvawolee BO3MeLLeHe onaarbl okas3aH-
HON eMy MefMUMHCKOl MOMOLLM, HEe MMEeeT NpaBo MOAMUCHIBATL M1ATEX 3TOr0 Xe Bo3MeLleHns). Kpome Toro,
B OpraHv3auuy 34paBooXpaHeHns MOryT 6biTb OnpefeneHbl pasinyiHble OMKHOCTHbIE 06A3aHHOCTK, YUNTbI-
BaloLLve ponu 1 AeATeNbHOCTb Nosib3oBaTesneli. B pasHbix cTpaHax Uan B pasHbiX YC/IOBUSAX OKa3aHus Meau-
LIMHCKOWM MOMOLLY aHa/I0TMYHBIM KaTeropusm nosb3oBaTtesieil MoryT Ha3HayaTbCA pasHble TUMbl U YPOBHW
aBTOpM3aLMM BbINMOSIHEHNSA KOHKPETHbIX (YHKLMIA nam foctyna kK uHcpopmanmu.

[pyroi He MeHee BaXHbI N akTyanbHblil BOMPOC — Kak NOBbICUTbL KA4eCTBO 06CAYXMBaHWSA, UCNOMb3YA
MHopMaLMOoHHble TexHonorun (UT), He Hapyluas npu 3TOM npasa /IMYHOCTM NnauueHTa. Ytobbl Bpayun Mornm
nonyyatb Hambonee afekBaTHyH MHOpMaLMIO O NauueHTe, He06X0AMMO MMETb YTO-TO BPOAE «BUPTYyasb-
HOVi 3NEKTPOHHOW MeAMLMHCKOM KapTbl», KOTOpas No3BO/MAET PerncTpupoBaTh BCHO MEAULMHCKYH MOMOLLb,
OKa3aHHyl nauueHTy, He3aBWCUMO OT TOro, r4e W KeM OHa [JOKyMeHTupoBanach. [pu Takom noaxofe He-
o6xoayma o6LWwas Mofens aBTopu3auuMM AOCTyna WAW cneuuanbHoe cornalleHne o6 aBTopusauuy Mexay
cTopoHamu, obecneuynsatoLMn 6e30NacHOCTb.

Kpome Heob6xoAMMOCTu yyeTa MHOroobpasns posei u ob6s3aHHOCTElN, TUMMYHOTO ANS N060A KpyrnHOW
opraHusauun, pellatoliee 3Ha4yeHue MOryT UMeTb W ApYrue KpUTUYHbIEe acnekTbl MeAWLMHCKON NoOMOLLM, Ha-
npumep. aTu4eckne unm tpugnyeckne, obycnoBieHHble 0COOEHHOCTAMMW UCMNOMNb3yeMoli MHopMaL K.

Heob6xoAMMOCTb B CTPOro OrpaHWYeHHOW aBToOpM3aLMK akTyasibHa U celivac, HO 6yAeT CyLeCTBEHHO
BO3pacTaTb B Gavxaiilume napy /eT B CBA3M C POCTOM Yuc/a akToB 06MeHa nHhopmaunein mexay npuknag-
HbIMV MporpaMMamu, Heob6xoAMMbIX 419 YA0BIeTBOPEHNA NoTpebHocTel Bpayein B NonyvyeHun Bce 60/1bLIero
1 6onbluero ob6bema MHhopmaummn o nauneHTe B Liensx obecneyeHns BbICOKOTO KayecTBa v aeKkTUBHOCTMN
neyeHus.

3a nocnefHee fecAtunetTue NPOM3OLL/IN 3aMeTHblE M3MEHEHWNA B YacTy CEpPBMCOB MHGIOPMAaLVOHHOW
6e30nacHOCTM NpuKNafHbIX Nporpamm u nepegayn AaHHbiX. flaneo ykasaHbl HEKOTOPble dpakTopbl, CNoco6-
CTBYIOLLME 3TUM UIMEHEHUAM:

- nepexof OT LeHTpann3oBaHHbIX cMcTeM Ha 6ase 60/bLIMX KOMMbIOTEPOB K pacnpefesieHHbIM cucTe-
MaM Ha 6a3e MEeCTHbIX BbIYNC/IUTE IbHbIX PECYPCOB;

- BCe 60/blle AaHHbIX XPaHUTCA B MHADOPMALMOHHBIX CUCTEMaXx, U TEM LleHHee OHW NS Nosb3oBaTe-
nei:

- NauueHTbl CTaHOBATCA Bce 6osiee MOOGWUABHLIMK, N UX MeAULMHCKAE AaHHble TPebylTcs B pasHbIX
MecTax npebbiBaHuS.
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BcnepcteBre HEOOGXOAMMOCTY 3alUThl NEPCOHASIbHBIX faHHbIX, TPEOYEMON ANA UCKNIOYEHUS Hexena-
TeNbHbIX /IMYHbIX U COLMasIbHbIX NOCNEACTBUNM, 3TN N3MEHEHNA BNEKYT 3a CO6OI noBbiWeHNe TpeboBaHWil K
cpeacTBaM 3aluTbl nepeAayn 1 o6paboTkn MeAnLMHCKMX AaHHbIX. 3Ta 3awuTa fo/HKHa pacnpocTpaHATbLCS
Kak Ha 06MeH uH(opMaumeid, Tak U Ha ee 06paboTKy. UTO KacaeTcsl TakMx MexaHU3MOoB 3aluTbl nepesayn
[JaHHbIX KaK ayTeHTUdrKauus, LenocTHOCTb, KOHPUAEHUNANbHOCTb, AOCTYNHOCTb, OTYETHOCTb (BK/OYas Be-
[eHve ayauTa v HeoCnopuMOoCTb), a Takke C/yx6bl YA0CTOBEPEHWSA, TO NepBbIi YNOMSAHYTbIA MexaHusMm, a
VMEHHO, ayTeHTUuKaunsa, KpUTuYeH ansa 6onblueld YacTh OCTalbHbIX MEXaHW3MOB. JTO CnpaBeA/IMBO 1 NO
OTHOLUEHUIO K 6€30MacHOCTM 06paboTKM faHHbIX, rAe He06X0ANMbI ynpasieHne 4OCTYNOM, LeNOCTHOCTb, KOH-
dvaeHLManbHOCTb. JOCTYMHOCTb, MOHUTOPWHT eACTBUIA, ayauT 1 CyX6bl yA0CTOBEPEHUS.

MpumeHeHne gaHHoOro craHgapTta 6yAeT Bbi3blBaTb 0COOYH0 CMOXHOCTb B CBA3W C TEM. YTO y4YacTBYIO-
LLiMe CTOPOHbI Y)Xe pacnonaralT AelACTBYIOWMUMY CMCTEMaMU 1 He NPOSIBAT 0CO60ro XxenaHus HemeaeHHO
06HOBUTb UX WUAWN NONHOCTHIO 3aMeHUTb. M03TOMY OYeHb BaXKHO, YTOObI CTOPOHbLI NOANUCaNM CornalleHne o
NosNTVKE, B KOTOPOM OHW NOATBEPXAAOT HAMEPEHUE K ABVKEHUIO B CTOPOHY MPUMEHEHUS HACTOSLWEro cTaH-
JapTa no mope BO3HUKHOBEHWS MOTPEBHOCTN B MOAMCOMKALMK ITUX CUCTEM.

CornalieHve o MOAUTUKe LO/DKHO Takke cofepxaTb ONncaHue BbISIB/IEHHbIX Pasnnynii B cuctemax
obecneyeHnss MHOPMaLMOHHOM 6€30MacHOCTM M COr/TacoBaHHbIX Mep No UX NpeogosieHno. Hanpumep, npu
ayTeHTMhmkaumum npaea v 06A3aHHOCTW OAHOW CTOPOHBI, 3anpaluvBaloLleil 4oCTyn K UHdopmalun apyroi
CTOPOHBI, A0/MKHBI 06ecneunBaTbCa B COOTBETCTBMN C COr/TACOBAHHON NOMUTUKON, 3aNCaHHOM B cornatleHnm
MeXAy CTopoHamu. [ns pelleHus 3Tol 3ajaun Heo6xoaAMmMo obecneynTb COOTBETCTBYHOLLYIO PYNMNUPOBKY U
Knaccumkaumio kak nonb3oBartenieil U NOCTaBLUKOB MHOPMaLUM 1 MHDOPMAaLMOHHBIX YCAYr Tak 1 camoii
nHdopmauuy 1 npegocTasnaembix yeayr. Takas knaccuukaumsa MOXeT C/YXUTb OCHOBOW AN MPUMEHEHUSA
MexaHW3MOB 06paboTKM TpebGoBaHUiA fOCTyna, KaTeropMpoBaHust MHopMaL M 1 MHPOPMALMOHHBIX YCAYT, a
Takke MexaHW3MOB OMNMcaHWsA NOAMTWK KOHTPONSA AOCTyna u ynpasneHusa umn. Ecnn Bce B3avMopelicTByto-
LLiMe CTOPOHbI He BUAAT Kaknx-nnbo yrpos, B3aumMogeiicTeme CyLLecTBYIOLWMX cucTem 1 obmeH nHdopmaumei
MOXHO HauuMHaTb cpasy Xe nocne noAnncaHns cornaweHns o NoAWTUKE KOHTpoNnsa goctyna. Ecnu yrposbi
HaCTO/IbKO CYLLLECTBEHHbI, YTO UX HAA0 UCKIIOUYUTL A0 Havana obmeHa MHopMaLlmeid, To 3T yrposbl Hafo
onucatb B COrnalleHnn o NoNNTUKe KOHTPONS focTyna u f06aBnTb K HEMY NepeyeHb MeponpuaTWiA No ycTpa-
HeHwuto yrpo3. CornatueHne J0/HKHO cofepxaTb rpadmk BbINOHEHUA 3TUX MEPONPUATUIA 1 onpeaennTb Crno-
co6 ux prHaHcupoBaHus.

Mpovuecc AOKYMEHTUPOBAHWSA O4YEeHb BaXKEH U CIYXXWUT OCHOBOW [17 BbIPabOTKV COrnalleHns o noamTmke
KOHTpONS focTtyna. HacTosawmii ctTaHgapT COCTOMT U3 Tpex YacTell.

- Yactb 1. O630p 1 ynpaBfieHne obLieil NONNTUKON, cofdepxallas onucaHue cueHapueB U KpUTUYHbIX
XapakTepucTuK TPaHCrpaHN4YHOro obmeHa nHpopmaumeli. B Heli Takke NpuBOAATCA NPpUMepPbl HEOGXOAUMBbIX
MeTO0B AOKYMEHTUPOBAHMWSA, KOTOPbIE AO/MKHbI NOCAYXUTb OCHOBOW COrNaLleHns 0 NOIMTUKE KOHTPONS [,0-
cTyna.

- YacTtb 2: dopmanbHble Mogenu, cofepxalian 6onee feTanbHble ONUCAHUS apXUTEKTYpbl U Mogenei
npusunernii U ynpasneHns NpuBUIErNAMK, peannsyembix 415 obecneyeHns 3alnTbl COBMECTHOrO AoCTyna
K MHchopmauun. 3T onucaHus AONOMIHEHbI NpUMepaMun WabnoHOB cornalleHnii 0 NoANTUKE KOHTPONS [0-
cTyna.

- YacTb 3: MNpumeHeHne, cogepxalyas 6onee getasnbHble ONMCaHUS peann3yeMblx cneumgmrkaumnii me-
XaHn3MoB 6e30MacHOCTM 06paboTKM AaHHbIX W MHPPACTPYKTYPHbIX CAYX6, UCMOMb3yloLWMe pasHble A3blKK
cneundukauum.

HacTosAwwii ctaHfapT npeacTaBnaseT NPUHLMMbLI U ONUCLIBAET CEPBUCHI, HEOOX0AMMbIE 4151 yNpaBieHns
npuBUAErMaMIN N KOHTPONs gocTtyna. Kpuntorpaduyeckne npoTokosibl He BXOAAT B 061aCTb €ro NpUMEHeHUs.

[aHHas yacTb cTaHgapTa ISO/TS 22600 TecHO cBfidaHa C APYTMMY MeXAyHapoAHbIMKU cTaHAapTamu B
3TOI NpeaMeTHoli o6nactu, Hanpumep. ISO/TS 17090. ISO/TS 21091 n ISO/TC 21298.

[aHHyto yacTb cTaHgapTa ISO/TS 22600 cnefgyet paccMmaTpuBaTtb B cOYeTaHWM C NOJIHbIM KOMM/IEKTOM
CBSI3aHHbIX CTaH4apToB.

PacnpefeneHHas apxuTekTypa COBMECTHO WCMO/b3YyeMbIX MEAULMHCKUX MHPOPMALUNOHHLIX CUCTEM,
KOTOpas NoCTeneHHO CTaHOBWUTCA CepBMC-OPUEHTUPOBAHHON 1 obecneyvBaloLleli BefeHVe MepCcoHasbHbIX
MeANLMHCKMX 3anunceil, Bce B 60/bLUE CTeneHn OCHOBaHa Ha NPUMEHEHUN BblYUCNTENbHbIX ceTel. bnaro-
[aps oWyTMMbIM Bbirofam A5 nonb3oBaTeneli NpuMeHeHne cTaHAapTM30BaHHbIX MHTepdeiicoB nosb3oBare-
NA. MHCTPYMEeHTasIbHbIX CPeACTB 1 NPOTOKO/I0B, 06ecneynBatoLLee NNaTopMeHHY0 He3aBUCMMOCTb Nnpegna-
raemblx peLleHuii, CTaHOBUTCA BCe 6osiee NONy/APHbIM, YTO 3a napy nocnefHux eT NpMBesio K oWwyTUMoMy
pOCTy uncna AeicTBUTENbHO OTKPbITbIX UH(DOPMALMOHHBLIX CUCTEM, NpeAHa3HAYEHHbIX 418 (DYHKLMOHMPOBA-
HUSA B KOPNOPATUBHbIX BbIYNCANTENBHbIX CETSAX U B YACTHbIX BUPTYasIbHbIX CETSX.

\Y|
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HacTosiwumii ctaHaapT npegHasHayeH ans obecrneyeHns nNoTpebHOCTU COBMECTHOW o6paboTkM meau-
LIMHCKOW MHhbopMaumm caMocTosATENIbHbIMW MeAULMHCKUMY paboTHMKaMK, opraHvM3auusamMu 3apaBooxpaHe-
HUA. MeANLMHCKMMUW CTPaxoBbIMW OpraHn3auvsaMm, Ux nauveHtTaMu, nepcoHasioMm 1M KOHTpareHTamm.

B HacTosilemM AOKyMeHTe yyTeHa BO3MOXHOCTb 3anpOCOB KakK CO CTOPOHbI (DU3NYECKNX L. TakK U co
CTOPOHbI MHOPMALIMOHHbIX CUCTEM.

CraHgapT ISO/TS 22600 onvcbiBaeT MeTOAbl YNpaBieHNs aBTopusalmeil n KOHTPOIeM AOCTyna K AaH-
HbIM MAN K OYHKUMAM. B HEM npeAycMOTpeHa uHTerpaumns noaMTukK. B ero OCHOBY NOMoXeHa KoHuenTyanbHas
Mofenb, B COOTBETCTBUM C KOTOPOI MEeCTHble CepBepbl yNpaB/eHnss aBTopm3almeli 1 TpaHCrpaHUYHbIA cep-
Bep kartasiora y4acTBYIOT B KOHTPOJie AOCTyna K pas/iMyHbIM NPUAOXKEeHUAM (MPOrpaMMHbIM KOMMOHEHTaMm).
CepBep kaTanora npegocrasnseT MHpopmauuio o npasuiax 4ocTyna K pasnnyHbiM NpuknagHbiM QyHKLMAM
B 3aBMCMMOCTU OT poneli 1 Apyrmx aTpmbyToB, Ha3HaYeHHbIX OTAeNbHOMY Nofb3oBatento. PaspelueHune fo-
CTyna 3aBUCUT OT CNefyoLWmnx acnekTos:

- ayTeHTUdUUMpoBaHHan naeHTUdUKaLmsa nonb3osarens;

- npaBwnia AOCTyna, CBSA3aHHble CO cneLnpuyHbIM MHOPMALMOHHBIM 06EKTOM;

- npaswna, NCNonb3yoLine aTpubyTbl aBTOPM3aL UK, Ha3HauYeHHble N0/Ib30BaTeN0 U NpeAocTaBseMble
cepBepoM ynpasfeHus aBTopusauuvei;

- (hbyHKUMM cneynyHOro NPUNoXeHus.

HacToswwmi cTaHgapT MOXeT NCNO/b30BaTbCA B LUMPOKMX MacluTabax OT MeCTHOro A0 PervoHabHOro
WA HaLMOHANbHOTO NpuMeHeHns. O4HUM U3 KNHOYEBbIX MOMEHTOB Takoro NPUMeEHEHNA fO/MKHbI ObiTb opra-
HM3aUMOHHbIE KpUTEPUM B COYETaHUW C NPOuasSMU aBTOpM3aLMKU, COrNacoBaHHbIMK MeXay 3anpaluuBato-
e 1 NnpefocTaBNAoLEel CTOPOHOW B MMCbMEHHOM COrf1alleHn O NOIMTUKE.

B HacTosiLem cTaHgapTe npefycMOTpeHa BO3MOXHOCTb B3aMMOAENCTBUA HECKOMbKNX aBTOPU3YHOLLUX
CTOPOH, KOTOpble MOryT hyHKUMOHMpOBaTL 6onee YeM B O4HON opraHu3auun unm B cpepe AeicTBuA Noam-
TUKWN.

Takoe B3avMoAelicTBME pernaMeHTUpyeTcsi cornalleHnemM o noauTrnke, NoAnUCaHHbIM BCEMU y4YacTBY-
IOLWMMMN CTOPOHaMK 1 co3gatolmm 6a3oByto nnatopmMy AN UX AeATeNbHOCTY.

B kauecTse nnartopMmbl CornaleHns o NoanTuke npepnaraetca onpegenieHHblin hopmaT ee AoKyMeH-
TUPOBAHUS, NO3BONAIOLWMI MONYUNTL CONOCTABMMYHO AOKYMEHTAaLMIO OT BCEX CTOPOH, YYaCTBYHOLMX B 06MeHe
MH(opMaLuei.

[ns onpegenernns Heob6xoAMMbIX MOAeNel orpaHNYeHNn CKOHCTPYMpOBaHa TpexXxMepHasn apxuTekTypHas
MoZe/b, OCHOBaHHAs Ha yXxe YNoMsHYTOM npouecce yHudukaumm. PasmepHocTamm aToit O6LLeil KOMNOHEHT-
HOI mModenu cnyxar ocb NpeAMeTHOl 061acTi, 0Cb KOMMO3MLMW/AEKOMNO3ULIMN U OCb, ONUCbIBalOLLAA ob6Lee
npefcTaBfeHne 0 cUCTEME U ee KOMNOHeHTax. YTobbl Takas Moaenb Obl1a pa3BnBaemol, yCToNYMBONA, rmb-
KOI. NepeHoCUMOoi N MacluTabupyemoii, npescTaB/ieHbl TONIbKO NPOLECC OrpaHuyeHnii 1 NonyYeHHble B €ro
pesynbTaTe MeTamogenu, oTHocALMecs K MHAOpPMaLMoHHOW 6e3onacHocTn. KoHkpeTusauma u peanvsaums
MOZEenu, Hanpumep, onMcaHne MexaHW3MoB KOHTPO/IA AOCTyna 1 onpegeneHns Heo6xoAMbIX CPaBOYHUKOB
1 KnaccudunkaTopos, NPeACcTaBAAT CO60M ANNTENbHBIA NPOLECC, KOTOPbIA AO/MKEH HATU CBOE OTPaxXeHue
B APYrux cTaHAapTax 1 npoekTax, MHULMNpyeMbIX NPOU3BOAUTENAMU N NOCTaBLUMKAMMU.

Mocne kpaTkoro 0630pa OCHOB, U3/IOXEHHbIX B cTaHAaapTe 15046 22600-2. 6yayT 06CyXAeHbl pa3nny-
Hble Cnocobbl NPeACcTaBNeHUs pasHblX YPOBHEN 3pesiocTV C pasHbIMU YPOBHAMU MHTEpONepabenbHOCTH, He
JocTuralowyMmn ngeana ceMaHTUYeCcKoi nHTeponepabenbHOCTY.

[ns Taknx pasHbiX YC/IOBWIA 1 YPOBHEW HacTOAWMIA CTaHAAPT ONWCbiBaeT NpUMepbl KOHKpeTu3auuu v
NpUMeHeHUsi hopMasibHbIX BbICOKOYPOBHEBbIX MOA€ENel apXMTEKTYPHbIX KOMNOHEHTOB, OCHOBAHHbIX Ha CTaH-
papte ISO/IEC 10746 u onpefeneHHblx B cTaHgapTe ISO/TS 22600-2. 3TK npuMepbl U ONMCaHUs COOTBET-
CTBYIOLLMX CEPBUCOB CrPyNNUPOBaHbl B OTAE/bHbIX NPUIOXEHUAX.

Onpegenexuns gatoTca Ha a3blkax SAML (Security Assertion Markup Language — 53blk pasmeTkm 06b-
sABNeHnin 6esonacHoctn) n XACML (extensible Access Control Markup Language — paclumpsiemblii 3blK
pa3MeTKn KOHTPONA J0CTYNa), CKOHCTPYMPOBaHHbIX opraHunsauvein OASIS Ha 6a3e paclunmpsaemMoro a3bika pas-
meTkn XML (extensible Markup Language). lononHnTensHble onpegeneHns npeacrasieHbl C UCNOb30BaHW-
eM TPaAMLMOHHOIO CUHTakcuca AGCTPaKTHOW cMHTakcuyeckol Hotauum ASN.1.

HacToswwii cTaHAapT B CyLLEeCTBEHHOI Mepe rapMOHM3MpoBaH co ctaHgaptom ASTM E2595-07.

Vil
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M E X IO CY L APCTUBEHH®B 1 C TAHOAPT

WNHopmaTrM3aumnsa 340poBbS
YNPABJNEHVE NPUBUNETNAMU N KOHTPO/Ib AOCTYNA
YacTtb 3

Peanusauusa

Health informatics. Privilege management and access control.
Part 3. Implementations

[Oata BBefeHus — 2015—07—01

1 O6nacTtb NpUMeHeHUsA

HacToswwmii cTaHAapT KOHKpeTu3npyeT Tpe6GoBaHWA K XpaHuauwiam MoAWMTUK KOHTPONA Joctyna u
TpeboBaHMA K UHQPaCTPYKType ynpaBneHus npueunernsaMn B cdepe MHAOPMaLMOHHbIX CUCTEM 3A4paBo-
oxpaHeHus. B HeM npeaniokeHbl NpUMepbl NPUMEHEHNs dhopMasbHbIX MOAENEeNR, OnucaHHbIX B cTaHgapTe
ISO/TS 22600-2.

HacToswmin 4OKYMEeHT TECHO CBA3aH C APYrMMW AOKyMeHTamu, paspabdaTbiBaeMbiMU TEXHNYECKUM KO-
muteTom 215 1SO. Hanpumep. ISO 17090. ISO 22857 n ISO/TS 21091. OH Takke CBfi3aH CO CTaHAapToM
ISCAS 21298.

HactosAwwmii ctaHAapT He coAepXWuT nnaTOpPMeHHO-3aBUCMMbIX AeTasneil u Apyrux getaneii npu-
MeHeHusi. B Hem He cneunduuMpoBaHbl TEXHUYECKME CepBuCbl 6e30macHOCTM nepefjayn AaHHbIX, MeToAbl
ayTeHTMduKaLmMm n NpPoTOKO/bl, ONUCaHHbIe B APYTMX CTaHAapTax, Hanpumep. I1ISO 7498-2. ISO/IEC 10745
(ITU-T X.803). ISO/IEC TR 13594 (ITU-T X.802). ISO/IEC 10181-1 (ITU-T X.810), ISO/IEC 9594-8 «OCHOBbI
ayTeHTMdmnkaymm» (3kBMBaneHTeH ctaHgapTy ITU-T X.509). ISO/IEC 9796. ISO/IEC 9797 n ISO/IEC 9798.

CraHpapT ISO/TS 22600 onpefensieT cnyx6bl ynpasieHus NpuBUNErns MU 1 KOHTPONA AocTyna, Tpe-
byemble A5 nepegayv M UCNOMb30BaHUS pacnpefeneHHol MeauUMHCKOW HdopMauun mMexay opraHvsa-
UMMM 34paBoOXpaHeHns u nepuMmeTtpamun 6esonacHocTu. B ctaHgapTte ISO/TS 22600 onucaHbl NpUHLUMNGI
NoCTPOEHUA U cneundukaLumn cnyxo, Heo6XoaUMbIX AN ynpasiieHns NpuBUAErMaMU 1N KOHTPONA JOCTyNa.
OH onucbiBaeT Heo6XxoAVMble MOHATUSA, CBA3@HHbIE C UCMO/Ib30BAHMEM KOMMOHEHTOB, U NpeAHa3HaveH Ans
obecneyeHns NX TeEXHUYECKON peanusauuun. CTaHAapT He COAEPXUT yKasaHuii N0 MPUMEHEHMWIO 3TUX MOHSN-
TUIA B KOHKPETHbIX SlIe4e6HO-AMarHocTMYecKX npoLeccax u He kacaeTcsi BONpocoB 6€30MacHOCTH NauMeHTOB,
CBfA3aHHbIX C UX NPUMEHEHVEM.

B 1o Bpems kak ctaHgapT ISO/TS 22600-1 cogepxuT oblee onvcaHue Npobaembl COriacoBaHus mno-
NNTUK B KOHTEKCTe Oo6MeHa faHHbIMU MeXLLy opraHu3aunsaMm u COBMECTHOIO UCMOJIb30BAHUSA 3TUX AaHHbIX,
cTtaHgapT ISO/TS 22600-2 onpefensieT 06Wwuii npouecc aHanmsa, KOHCTPYUPOBaHNS, pean3almmn n ceMaHTu-
4YecKoi rapMoHu3aunM MHPOPMAaLMOHHbIX CUCTEM 34paBooxpaHeHuns. CepBucbl MHhopmaLMoHHON 6e3onac-
HOCTU. Heo6XoAMUMbIE AN BbINOIHEHUSA OPUANYECKUX, COLMANbHBIX, OPraHU3auMoHHbIX, NOb30BaTE IbCKUX,
PYHKUMOHAbHBIX 1 TEXHUYECKNX TpeboBaHUi, [0/KHbI ObITb BCTPOEHbI B Pa3BUTYHO U YCTOWUMBYIO apXmTek-
TYpy cUCTeM, OTBeYaloLyo napagurme nHOPMaLMOHHOM 6e30MacHOCTH.

M3paHue oduymansHoe
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2 HopMaTuBHbIE CCbINKA

[ns npyMeHeHna HacTosLWero cTaHaapTa Heob6xo4MMbl creaytoLne cebifloYHble cTaHgapTel. Ana gatu-
POBaHHbIX CCbI/IOK MPUMEHSIOT TO/IbKO YKka3aHHOEe U3faHune CCbIIOYHOro cTaHAapTa, ANS HefaTUPOBaHHbIX —
nocnegHee usgaHve (BkYas BCe N3MEHEHNSA K HEMY):

ISO 8601:2004. Data elements and interchange formats — Information interchange — Representation
of dates and times (31eMeHTbI faHHbIX 1 hopmaTbl obMeHa. VIHhopmaLuoHHbI 06MeH. MpeacTaBneHne gat
1 BpeEMeHH)

ISO/IEC 9594-8:2001, Information technology — Open Systems Interconnection — The Directory:
Public-key and attribute certificate frameworks (MHpopmauroHHas TexHonorns. BaumoaeicTerne oTKpbIThIX
cuctem. Katanor: nnatdopmMbl OTKPbITLIX KIKOYein n aTpnbyToB cepTudnkara)

ISO/IEC 10181-3:1996. Information technology — Open Systems Interconnection — Security frameworks
for open systems: Access control framework (MHdopmaLmMoHHas TexHonorua. Bsanmogeincrere oTKpbITbIX CU-
cTem. MNnaTtdopmbl 6e30nacHOCTU ANS OTKPbITbIX cucTeM. MNnatdopma ynpasneHvs AOCTyNom)

ISO/TS 21298:2008. Health informatics — Functional and structural roles (MHdopmaTu3auns 340poBbS.
PYHKLMOHANbHbIE U CTPYKTYPHbIE POSN)

ASTM E2595-07. Standard Guide for Privilege Management Infrastructure (CtaHgapTHOE pyKOBOACTBO
NO VH(ppacTpyKType ynpasneHns npusuiernsamm)

ASTM E1762-07. Standard Guide for Electronic Authentication of Health Care Information (CtangapT-
HOe PyKOBOZCTBO NO 3/IEKTPOHHON ayTeHTudmKauum nHopmaymmn B 34paBooxXpaHeHnm)

ASTM E1986-98. Standard Guide for Information Access Privileges to Health Information (CtaHgapTHoe
PYKOBOZCTBO NO NPUBUIETMAM UHGOPMALMOHHOIO A0CTyna K MeAULMHCKOM MHopMaLmm)

ASTM E2212-02a. Standard Practice for Healthcare Certificate Policy (O6wenpvHsaTas npaktuka gns
NOSIMTUKN cePTUMKATOB B 34paBOOXPaHEHNM)

OASIS, extensible Access Control Markup Language (XACML) v2.0, February 2005 (Paclumpsiemsiii
A3bIK Pa3MeTKU NO ynpasieHno AOCTYNOM)

OASIS. XACML Profile for Role Based Access Control (RBAC): Committee Draft 01 (normative;
13 February 2004) (Mpodunb ynpaBneHns ponesbiM AOCTYNOM B A3bike XACML)

OASIS. Security Assertion Markup Language (SAML). Version 2.0. March 2005 OASIS 200306. Service
Provisioning Markup Language (SPML). V1.0. October 2003 (A3blk pasmeTku 415 06bABEHNI 6e30nacHOCTH)

3 TepMUHbI 1 onpeaeseHns

B HacTosiLieM cTaHAapTe NPUMEHeHb! cneaytoLime TePMUHbI C COOTBETCTBYHOLWUMY OnpeaeneHnsaMu:

3.1 koHTpoONb gocTyna (access control): CpeAcTBa, C NOMOLLbIO KOTOPbIX PECYPCbl CUCTEMbI 06paboTKN
JaHHbIX NpefoCcTaBATCA TO/IbKO aBTOPU30BAHHOMY CyO6BEKTY B COOTBETCTBUM C YCTAHOB/IEHHBIMU Npasamm
Ha gocTyn.

[ISO/IEC 2382-8:1998]

3.2 byHKUMA NpuHATUA peweHna o gocTyne (access control decision function. ADF): Cneunanu-
3UpoBaHHan (PyHKUMA, NpUMeEHsoWas npasuna NoMTUKA KOHTPONA fOCTyna K TpebyeMomy AeicTBuo ans
NPUHATUS peLleHuns o focTyne.

3.3 byHKLMA NpuMeHeHns poleHns o goctyne (access control enforcement function. AEF): Cneuu-
anu3npoBaHHas (yHKUWA, obecneynBalolas 3anpaluvBalolleii CTopoHe A0CTyn K Tpebyemomy pecypcy B
COOTBETCTBUW C peLleHnem, NPUHATLIM YHKLUMER NPUHATUSA peLleHuns o focTyne.

3.4 nHdpopmaymsa, ucnonblyemas AnA ynpasneHus goctynom (access control information): /lio6as
UHhopMaLus, ncnonblyemas A1 Lenei KOHTPoNa AOCTyna, B TOM Y/AC/1e KOHTEKCT.

3.5 yueTHocTb (accountability): CBoiicTBo, obecneunBarwLlee 04HO3HAYHOE OTCMEeXNBaHNe COBCTBEH-
HbIX AelicTBMIA 1t060ro NOrMYeckoro obbekTa.

[ISO 7498-2:1989]

3.6 acuMMeTpuYHbIA anropuTm wudposaHua (asymmetric cryptographic algorithm): AnropuTtm, uc-
nosb3yemblii 415 WNPOBaHUS 1 paclundpoBaHus nHhopmaumm, B KOTOPOM KTKOUM WNPOBaHNA 1 paclumd-
poBaHUs pasfiMyalTcs.

[ISO/IEC 10181-1:1996]

3.7 opraH no npucsoeHunto atpubytos, OA (attribute authority, AA): YNo/sHOMOYeHHOe NnLo, Ha3Hava-
oLe NnpuBMaern NyTem BbiAaun cepTudmkaToB aTpmbyTa.

[ISO/IEC 9594-8:2001]
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3.8 cNNCOK OTO3BaHHbIX CepTUhMKaToB OpraHoB MO NpuUcBOeHUD aTpubyTos (attribute authority
revocation list. AARL): Cnucok 0T03BaHHbIX CepTUMKATOB, COAEPXalunii CCbIIKU Ha cepTudrKaThbl, Bbiny-
LeHHbIX s OA. KoTopble NpU3HaHbl HeelCTBUTE TbHbIMU LLIEHTPOM cepTudukaumu.

3.9 cepTuchukat atpubyTa (attribute certificate): MHhopMaLMOHHbI 06BEKT, COAEP)KAHNE KOTOPOrO 3a-
BepeHo umndpoBoli nognucbio OA. NpUBA3bIBAIOLMIA HEKOTOPbLIE 3HAYEHWS aTpubyTa K uaeHTudmKauum ero
Bnagensua.

[ISO/IEC 9594-8:2001]

3.10 cnnucok 0To3BaHHbIX cepTudukatos aTpubyTa (attribute authority revocation list. AARL): Cnucok
0TO3BaHHbIX CepTUMNKATOB, COAepXaliuii CCbiNIkM Ha cepTudukaTbl atpubyTa, KOTOpble MPU3HaHbl Hegeil-
CTBUTE/IbHLIMY OPraHoM cepTudmKaLmm.

3.11 ayTteHTucukayms (authentication). Mpouecc HagexHoON naeHTUMKaLMKM cybbekTa MHopmaun-
OHHOV 6e30MacHOCT MyTeM 3alUWLLEHHON accounauun, yCTaHOBIEHHON MexXay NAeHTU(NKATOPOM 1 Cy6b-
€eKTOM.

MpumeyaHne — CM. Takke ayTeHTUUKALMIO NCTOYHMKA AaHHbIX (3.50).

[ISO 7498-2:1989]

3.12 TokeH ayTeHTuukauum (authentication token): ViHdopmauusa, nepegaBaemas npouegype ycu-
NIEHHON ayTeHTUMKaUMn 1 npegHasHavyeHHan Ana ayTeHTudukaum ee oTnpaBuTens.

3.13 ynoniHOMOUY€eHHbI opraH (authority): CyGbekT, OTBETCTBEHHbI 3a BbINyCK CEPTUCMKATOB.

NMpumeuaHne — BHacTosWeM cTaHAapTe AaHbl ONPEAENEHNs ABYM KaTeropusiM OpraHoB cepTudmkalum: op-
raHy. BbinyckatoLlemy cepTuuKaTbl OTKPbITbIX K/loUeld, 1 opraHy, BbiNycKallweMy cepTudmkaTbl aTpubyTa.

3.14 cepTudmkaT ynonHoMmouyeHHoro opraHa (authority certificate): CeptudimkaT, BbiNyLWEeHHbIA AN
opraHa cepTudukaLm nam opraHa no nNpUCBOEHNIO aTpMbyTOB.

MpumevaHne — Apgantauusa onpegeneHus, npusegeHHoro B ISO/IEC 9594-8:2001.

3.15 cnmMcok 0To3BaHHbIX CepTMdMKATOB YNO/JTHOMOYEHHbIX opraHoB (authority revocation list,
ARL): Cn1cok 0TO3BaHHbIX CEPTUIMNKATOB OTKPLITOrO K/oYa, BbINYLLEHHbIX 415 YNO/HOMOYEHHbIX OpPraHoB,
KOTOpbl€ NPU3HaHbl HeAeNCTBUTENbHBIMI OPraHOM CepTUIMKaLUN.

3.16 asTopusauusa (authorization): MNpouecc npegocTaBneHns Cyo6bekTy NpuBWAErniA, B TOM 4yucrne
npefocTaBfieHe A0CTyna Ha OCHOBE NPMBUENWIA AOCTYNna WU NyTem nepejayn npuBUIErnii oT cyGbekTa,
obnagatowero 6onee BbICOKUMU NPUBUAETUSAMU, CYyBBEKTY C MEHbLUMMU MPUBUIETUAMU.

MpumeyaHune — Apgantauua onpegeneHus, npusegeHHoro B 1ISO 7498-2:1989.

3.17 ypoctoBepeHne aBtopmusaumu (authorization credential): MognucaHHoe 06bsBAEHNE aTpUbyTOB
paspeLueHunii, BblaHHbIX NONb30BaTeNto.

3.18 pocTynHocTb (availability): CBONCTBO fOCTYNHOCTH U BO3MOXHOCTU 6ECMPENATCTBEHHOIO UCMOJIb-
30BaHNs aBTOPM30BAaHHbLIM CYOBHEKTOM.

[ISO 7498-2:1989]

3.19 6a30BbIii CNMCOK 0TO3BaHHbIX cepTudukatoB (base CRL): CnnMcok 0To3BaHHbIX CEPTUCMKATOB,
KOTOPBIA CNYXUT OCHOBOW ANS BbiMyCcKa Pa3HOCTHbIX CMMCKOB OTO3BaHHbIX CEPTUAIMKATOB.

3.20 cornatweHune AenoBbiXx NapTHepoB (business partner agreement): JokyMeHT, UCNOMb3YyeMblil AN
pasrpaHuyeHns IopuaNYecKoi, aTUHECKO N NPaKTUYECKON OTBETCTBEHHOCTU MeXAy NoAnNncUYMKaMmn 3aLiuLia-
emMoi MeguumHckoli nHdopmaummn (3MU) n mexay B3aumogelicTeyowmnmy peanusaumsamm 3MA.

3.21 cepTtudmkat ueHtpa ceptudukauun (CA certificate): Ceptudukar LeHTpa cepTudmrkalymm, Bbl-
NYLWEHHbIA APYTMM LEeHTPOM cepTudmkaLlum.

3.22 ceptudpukar (certificate): CepTudmkat OTKPbITOrO Ktoya.

3.23 pacnpocTpaHeHue ceptucukatos (certificate distribution): AkT ny6nvkaunm ceptudpmkatos u nx
nepegauv npyvHumMnanam 6e3onacHocTy.

3.24 Bnapeney cepTtucukarta (certificate holder): OpraHusaymsa wam nuuo, ykasaHHoe Cy6bLeKToOM B
[ecTBNTENBHOM cepTudmkare.

3.25 ynpasneHue cepTtuukatammu (certificate management): MNMpouenypsbl, NMeLMe OTHOWEHNE K
cepTudmkaTam: reHepauymsa cepTudurkaTos, pacnpocTpaHeHue ceptTumkaTos, apxmBrpoBaHne 1 OT3bIB cep-
TUMKaTOB.

3.26 nonuTtuka ceptudmkartos (certificate policy): IMeHOBaHHbI/ CBOZA NpaBus, ONUCbIBAKLLMX NpUMe-
HUMOCTb cepTuhmkKaTa B KOHKPETHOM Kpyry Cy6bEKTOB MYWM K1acc NPUIoXKeEHW ¢ 06wmMmn TpeboBaHUsAMM K
MHOPMaLMOHHO 6e30nacHoCTY.

3
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MpumMmep — B KOHKPETHON NONUTMKE CEPTUPUKATOB MOXKET 6blThb yKa3aHa NPUMEHUMOCT b HEKOTOPO-
ro Tuna cepTudMUKaTOB AN ayTeHTUdUKaLUM TpaH3aKkunit 31eKTPOHHOTo o6MeHa JaHHbIMN B Lensix Top-
roB/M TOBapamMy ONpejesieHHOro LeHOBOTO AMana3oHa.

3.27 oT3bIB cepTudukaTta (certificate revocation): AKT aHHY/IMPOBaHWsA [OCTOBEPHON CBA3M MeXay cep-
TUOUKATOM U ero BragesbLiem, MOCKobKy cepTudukaTty 60nblue HeNb3a AOBEPSATh, XOTS €ro CPOK U HE UCTEK.

3.28 cnucok oTo3BaHHbIX cepTugurkatos; COC (certificate revocation list. CRL): 3aBepeHHbIii cnUcok
cepTndrKaToB, KOTOpble n3gaTesb cepTUVKaTOB cunTaeT HefeCTBUTE IbHbIMU.

MpuMmeuaHne — Hapsagy c COC o6uiero HasHaueHusi MoryT 6biTb onpeaesneHbl cneyuduyHsie Tunsl COC ans
KOHKPETHbIX cpep npumeHeHnsi. CyLecTByeT ony6/IMKOBaHHbIN CMUCOK MPUOCTAHOB/IEHHBIX 1 0TO3BaHHbIX CEPTURPUKATOB
(3aBepeHHbIii 3NEKTPOHHOI NOAMUCHIO LieHTpa cepTudmnkam).

3.29 nopaakoBbIi HoMep cepTudgukarta (certificate serial number): LlenouscneHHoe 3HayeHune, yHU-
KanbHoe ANA faHHOro LeHTpa cepTudimkauum, KOTopblii MOXeT 6biTb OAHO3HAYHO CBSA3aAH C BbINYLEHHbIM UM
cepTudmKaToMm.

3.30 cnnucok npuocTaHoBNeHHbIX cepTudukatos; CMNC (certificate suspension list. CSL): Ony6nuko-
BaHHbI CNNCOK NPUOCTAHOB/EHHbIX CEPTUUNKATOB (3aBEPEHHBI 3N1EKTPOHHONM NOANUCHIO LieHTpa cepTudn-
Kauun).

3.31 nonb3oBaTenb ceptudumkarta (certificate user): OpraHnsauus wam AMLO, KOTOPOMY HEOBXOAVMbI
TOYHble faHHble Ny6MYHOro KNYa Apyrovi opraHmM3auuy unm nuua.

3.32 cuctema npumeHeHus ceptudmkaTos (certificate using system): Peanusauus tex dyHKuwWiA,
onpefeneHHbIX B cneumgmrkauuy katanora, KoTopble NPUMEHSIOTCA Nosb3oBaTesnieM cepTudmkara.

3.33 noaTBEpPXAEHUE AeiicTBUTENbHOCTU cepTudumkaTta (certificate validation): Mpouecc ycTtaHoBNe-
HUSA TOrO, YTO Ha 3afaHHbll MOMEHT CepTudMKaT ABNSETCA AeiCTBUTENbHbIM, BK/IOYas BO3MOXHOCTb CO3a-
HUS 1 NPOBEPKM NYTK cCepTUINKALMUN U NOATBEPXKAEHME TOr0, YTO HA 3TOT MOMEHT BPEMEHM BCe cepTudmkaTbl
[aHHOro NyTn AeNCTBUTENbHBI (T. €. He MPOCPOYEHbI U HE OTO3BaHbI).

3.34 nposepka ceptudukarta (certificate verification): MNpoBepka ayTeHTUYHOCTM cepTudmkata.

3.35

3.35.1 opraH ceptudpukayum (certification authority, CA): YNoNHOMOYEHHbI OpraH, KOTOPOMY OAHa
W/IN HECKO/bKO YHaCTBYHOLLMX CTOPOH A0BEPUIN BbIMYCK M NPUCBOEHNE cepTudnkaTos. OpraH cepTudukasmm
MOXeT hakyNbTaTUBHO reHePUPOBaTL K/OUN ANA AOBEPSAIOLLMX EMY YYACTHUKOB.

MpumevyaHne — ApanTauusa onpegeneHus, npueegeHHoro B (BOJIEC 9594-8:2001.

3.35.2 opraH ceptucukayun (certification authority): OpraH, Bbinyckatwwwuii cepTugpmkaTbl, NOANUCHI-
Bas UX CBOMM CEKPETHbIM K/TI04OM.

MpuMmeuyaHne — CNOBO «OpraH» B TePMUHE «OpraH cepTuuKaLmm» 03HauaeT BCETO NNLLb JOBEPEHHYI CTOPO-
Hy. @ He Kakoe-/IM60o rocyAapCcTBEHHOE TMLEeH3PoBaHue. Bonee yaaduHbiM TEPMUHOM MOXET GbiTh «M3aaTeslb cepTuduka-
Ta». HO TEPMUH «OpraH CepTUMKaLM» OUYeHb LWMPOKO ynoTpebnseTcs.

3.36 cnncok oTo3BaHHbLIX LeHTpoB cepTudumkaymm; COLLC (certification authority revocation list.
CARL): Cnncok cepTnUKaTOB OTKPbITOTO K/IKYa, BbIMYLLEHHbIX A5 LEHTPOB cepTudmkalmm, KoTopblie 13-
Aartenb cepTUKaToB cuMTaeT HeAelNCTBUTE IbHbIMU.

3.37 nyTb cepTtuchukauymn (certification path): YnopsgoueHHas nocnegoBaTefibHOCTb CepTUMKATOB
06bEKTOB B iepeBe MHhopMaLun kaTanora, KoTopass MoOXeT 6biTb 06paboTaHa ¢ UCNOIb30BaHNEM OTKPbLITOTO
K/Tlo4a NepBoro o6bekTa NyTu AN NOJyYeHUs nocnefHero oobekTa nyTu.

3.38 wudpoTekcT (ciphertext): JaHHble, Noslyyaembie B pe3ysibTaTe UCMO1b30BaHMA LWNGPOBAHNS.

MpuMeuyaHne — CeMaHTUYECKOE COAEPXMNMOE NOYyUYEHHbIX B pesysbTate WNMPOBaHNS AaHHbIX HELOCTYNHO

(ISO 7498-2:1989).

3.39 3asBuTensb (claimant): OpraHusauvsa wav NUUo, 3anpatuvBatollee y KOHTposiepa BbINO/IHEHWe N
npefocTaBfieHne YyBCTBUTE/ILHOTO CepBMCA B COOTBETCTBUM C NPUBUNETNAMMU, YKa3aHHbIMW B €ro cepTudn-
kaTe aTpmbyTa Wnu B pacluMpeHun aTpmbyToB KaTanora cy6bekTa ero cepTudmkaTa OTKPbITOrO Kova.

3.40 koH(puaeHumanbHocTh (confidentiality): CBoiicTBO, MO3BONSOLIEE He AaBaTb MpasBa Ha AOCTyN
K MH(bOpMaLMU UM He PackKpbiBaTb €e HeYNOJTHOMOYEHHbIM InLam, I0rMYeckuM o6 bekTam Man npoeccam.

(ISO 7498-2:1989]

3.41 nHdopmupoBaHHoe cornacue (consent): CneynanbHasa NonuTUKa, onpegensiowas cornaweHne
Mexay opraHusauuneii Wan MLoMm, BbICTynatwowWwmm B ponn cybbekTa AeiicTBUS, U opraHusaumein nnn amuom,
BbINO/THAOLLMM 3TO AeiicTBue.
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3.42 ypoctoBepeHue (credential): MHdhopmauus, onuceiBarowas atpubytel 6e3onacHoCTN (MAEHTUY-
HOCTb UMW NpUBUAErMI0, M60 U TO. U Apyroe), SBNSLanca He06X0ANMbIM YC0BUEM/NPEANOCHIIKON ANs
Ha3HayeHUs1 Ha posib UM COOTBETCTBUSA TPeOOBaHMSAM K Ha3HAYeHUI0 Ha Porib.

NMpumeuaHne — YLOCTOBEPEHUS NPEABABMSIOTCA NpY ayTeHTU(UKALMN N60 AeNerMpoBaHUN U UCTIOMb3YIOTCA
CUCTEeMOIi KOHTpONSA focTyna.

3.43 Touka pacnpocTpaHeHus; COC (CRL distribution point): 3nemeHT katanora iMb60 UHOW UCTOYHUK
pacnpocTtpaHeHus COC.

NMpumeuyaHne — COC, pacnpocTpaHsIOLMIACS TaKol TOUKOI, MOXET cofepxaTb TO/IbKO NOAMHOXECTBO CEepTU-
(pUKaTOB. OTO3BAHHBLIX OAHUM LEHTPOM CEPTUUKALNM, A TAKKe OTO3BAHHbIE CEPTUMUKATLI, BbIMYLLEHHbIE HECKOSIbKUMU
LieHTpamu cepTudpukaLmu.

3.44 kpuntorpadusa (cryptography): AucumnnunHa, oxsaTblBalllas MPUHLMNLI, CPeACcTBa U MEeToAbl
npeo6pasoBaHnsa AaHHbIX AN COKPbITUSA UX MHPOPMAaLMOHHOIO COAEPXMMOro iM60 NpefoTBPaLLEHUS UX HE
0o6GHapyxvnBaemMoi mognuukaLmm nam HecaHKLMOHMPOBAHHOIO UCMNOMb30BaHUS.

[ISO 7498-2:1989)

3.45 kpunTtorpadguyeckuini anroputm, wngp (cryptographic algorithm, cipher): Metoa npeo6pasoBa-
HVSA faHHbIX 418 COKPbITUA UX MHDOPMALMOHHOIO COAEPXMMOro NMM60 NpeaoTBpaLLeHns ux He o6HapyxmBea-
eMoil MoAMrKaL M NN HECAHKLMOHUPOBAHHOIO MCMNOJIb30BaHUS.

[ISO 7498-2:1989)

3.46 kpunTorpacduyeckas cuctema, kpuntocuctema (cryptographic system, cryptosystem): CoBokyn-
HOCTb NMpeo6pa3oBaHnii 3 06bIYHOTO TeKCTa B LWMGPOTEKCT U 06PaTHO, KOHKPETHbIE NMpeobpasoBaHus, npu-
MEeHsieMble B 3aBMCUMMOCTY OT KIIHOUEl.

MpumevaHne — I'IpeoﬁpasoBava 06bIYHO 3aJalTcs MaTeMaTUYecknm aZIfoOPUTMOM.

3.47 cnyxb6a KoHhuaeHumanbHoCcTU gaHHbIX (data confidentiality): Cnyx6a, KoTopas MOXeT UCNoSb-
30BaThCA A5 3aLMUTbI AaHHbIX OT HECAHKLMOHMPOBAHHOIO PaCcKpbITUS.

NMpumeuyaHne — Cnyx6a KOHPULEHUNANBHOCTY ONMPAETCs HA CUCTEMY ayTEHTUdMKALMU. OHa MOXET UCNOSb-
30BaTbCs A4/15 3aLLUTHI AAHHbLIX OT nepexsara.

3.48 uenocTtHoCTb AaHHbIX (data integrity): CNOCOGHOCTb AaHHbIX He noAsepraTbCa U3MEHEeHU Un
aHHY/IMPOBAaHWIO B pe3ysibTaTe HeCcaHKLVOHWPOBaHHOIo AoCcTyna.

[ISO 7498-2:1989)

3.49 ayTeHTU(MKaumsa MCToUHMKaA AaHHbIX (data origin authentication): MoaTBepXaeHWe, YTO UCTOY-
HWK MOMyYEHHbIX faHHbIX UIMEHHO TOT. KOTOPbI 06bSAB/EH.

[ISO 7498-2:1989)

3.50 gewndposaHue, gewmndpaunsa (decipherment, decryption): MNpouecc NonyyYeHUs UCXOLHbIX AaH-
HbIX U3 WKnpoTekcTa.

MpumeyaHusa

1 WndbpoTekcT Mor 6bITb NOBTOPHO 3alncpoBaH, N OfHOKPaTHas paclndpoBKa MOXET He MPUBECTM K NONYyYEHUI0
MCXOAHBIX He3aWwnpPOBaHHbIX JaHHbIX.

2 Apantauusa onpegeneduns n3 ISO.'IEC 2382-8:1998.

3.51 penernpoBaHue (delegation): NMepegava NnpuBuaerun oT ee obnagaTens 4pyromy cyobekTy.

3.52 nyTb genernposaHusa (delegation path): YnopsigoueHHas nocnegoBaTeNlbHOCTb CEPTUMKATOB,
KoTopas MoXeT 6blTb 06paboTaHa Hapsagy ¢ ayTeHTudmKaumeld MAEHTUYHOCTY 3asaBUTENS NpuBUNernii Ans
NpPOBEPKN ayTEHTUYHOCTMN €ro NPUBUIETNIA.

3.53 pasHocTHbI COC (pCOC) (delta CRL, dCRL): YacTuyHbIA CNMCOK OTO3BaHHbIX CepTndUKaToB,
B KOTOPOM NepeyncrieHbl TOMbKO Te cepTudmnkatbl, Ybe COCTOSHNE OT3blBa M3MEHUNOCL C MOMEHTA Bbinycka
6a3osoro COC.

3.54 anokTpoHHasa nognuckb (digital signature). dnekTpoHHasA NOAMUCbL — [OMOSIHUTE/IbHbIE AaHHbIE
unu Kpuntorpadguyeckoe npeobpasoBaHue (CM. Kpuntorpadumsa) Kakoro-nnmbo 6,10ka AaHHbIX, NO3BOASIOLME
nonyvyartento 6710ka faHHbIX y6eanTbca B NOAIMHHOCTM OTNPaBUTENA U LeNIoCTHOCTM 6/10Ka AaHHbIX 1 3aLum-
TUTb €ro OT UCKaXEeHUs1 C MOMOLLbIO, HanpyMep, nosyyarenem.

[ISO 7498-2:1989]
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3.55 wudposaHne, wndgpayma (encipherment, encryption): Kpuntorpadguyeckoe npeobpasoBaHune
OaHHbIX (CM. KpunTorpadus) 4na nosayvyeHus wudpoTtekcTa.

(ISO 7498-2:1989]

3.56 KOHeuHbIn cy6bekT (end entity): Cy6bekT cepTudmkara, UCNO/b3YOLWMNA CBON CEKPeTHbIW KoY
ONA UHBIX Lene, Hexenu noagnuck ceptudunkara, Um AOBEPSIOLWNIA CyObEKT.

3.57 cnucok oT3biBa cepTudmkaTtoB atpnbyta KoHeuHbix cyb6bekToB; CAKC (end-entity attribute
certificate revocation list. EARL): Cnucok 0To3BaHHbIX cepTuchmkatos atpnbyTa, Npu3HaHHbIX HefencTBuTe b-
HbIMW n3garenemMm cepTUdUKaToB 1 BbINyLLEHHbIX 415 BNafenbLes cepTUUKaToB, He ABAIOLLNXCSA opraHamu
no NPUCBOEHUIO aTprByTOB.

3.58 cnucok oT3biBa CepTUdMKATOB OTKPbLITOrO Kn4ya KOHeuHbix cy6bekToB; COKC (end-entity
public key certificate revocation list. EPRL): Cnncok oTo3BaHHbIX CepTUdIUKATOB OTKPbITOrO K/toya, BbIMyLeH-
HbIX A4NA BNagenbLeB cepTUUKaToB, He ABMAILWMXCSA LLeHTpaMun cepTudmKauum, n NpUsHaHHbIX HeaencTen-
TeNbHbIMY n3garenem cepTudmnkaTos.

3.59 nepemoHHbIO cpeabl (environmental variables): MonoxeHua NoAUTUKKM, Tpebyemble AN NPUHSA-
TUA pelleHnii 06 aBTopusaunm, KOTopble He BXOASAT B cTaTuyeckne CTPYKTYpbl, HO MOTyT 6bITb NpeJocTaBne-
Hbl KOHTPOJIEPY NPVBW/IErNi C NOMOLLbI0O MECTHbIX CPeACTB (Hanpumep, Bpems CyTOK WK Tekywwuii 6anaHc
cyeTa).

3.60 nonHbii COC (full CRL): MonHbIA CNMCOK OTO3BaHHbLIX CEPTUCNKATOB, B KOTOPOM NepeynceHbl
BCE CepTudmkaTbl, 0TO3BaHHbIE B ONpefe/nieHHo cdepe feincTeuns.

3.61 dyHKumoHanbHasa ponb (functional role): Ponb, cBA3aHHas c geicTBmeM, koTopas MOXeT ObiTb
Ha3sHayeHa Ansa BbINOMIHEHMS B MpoLEecce 3Toro AeicTBus.

MpumevaHus

1 ®yHKUMOHaNbHbIE POIN COOTBETCTBYIOT NMOHATUIO Y4YacTusl, onpefeieHHoro B CNpaBoYHON NHOPMaLMOHHOW Mo-
aenn RIM (Reference Information Model).

2 ApanTtauuns onpegenenus us ctaHgapta ISO/TS 21298:2008.

3 CM. Takxe CTPYKTYpHYt0 ponb (3.105).

3.62 pyHKuMA xawmnposaHusa (hash function): ®yHkumna (MaTemaTnyeckas), koTopass oto6paxaet 3Ha-
YyeHuns u3 60/1bWOro foMeHa (BO3MOXHO, O4YeHb GOMbLLIOIO) HA MEHbLUNIA Anana3oH 3HaYEeHWA.

MpuMeuaHne — PYHKLUA XIWNPOBAHNS CUUTAETCSH «XOPOLLE», eC/IN Pe3y/bTaT ee NPUMEHEHNS K 3HAYeHUAM
13 (60/1bLIOr0) NOAMHOXECTBa AoMeHa PABHOMEPHO (M NpakTuyYecku cnyyaiiHbiM 06pa3om) pacnpegensieTcs no MeHblue-
My AuanasoHy 3HAYEHWIA.

3.63 Bnageney, (holder): OpraHusaumsa vaM MU0, KOTOPOMY feflerMpoBaHbl HEKOTOpble MpuBMAErnn
nn60 HenocpeCcTBEHHO NCTOYHVMKOM aBTopu3aumu, TM60 KOCBEHHbIM 06pa3oM ApyriM OpraHom o npuceoe-
HUIO aTpubyTOB.

3.64 naeHTuukaymsa (identification): BbinonHeHVe TeCcTOB, MO3BOAAKLWMUX cUCcTeMe 06paboOTKM AaH-
HbIX OMO3HAaTb CyOBHEKT.

[ISO/IEC 2382-8.1998]

3.65 ngeHtudukatop (identifier): MIHpopMaLMOHHBIA 06BEKT, UCNOSb3YEMbIN ANA 06bABNEHUA UAEH-
TUYHOCTW Nepef TeM Kak NonyunTb NOATBEPXAEHNE COOTBETCTBUA OT onpefe/ieHHOro ayTeHTudukaTopa.

(ENV 13608-1:2007]

3.66 kocBeHHbIi COC; KCOC (indirect CRL. iCRL): CnnMcok 0T03BaHHbIX CEepTUMKATOB, COAEPXaLLiA
nHdopmaLmio 06 0T3blBE CEPTUMNKATOB, BbIMYLEHHbIX OpraHamu, OTINYaloLWUMUCSA OT TOr0, KOTOPbI Bbl-
nyCTWA 3TOT CNUCOK.

3.67 uenocTHoCTb (integrity): CBOICTBO MHhOpMaLMK, COFNacHO KOTOPOMY OHa CAy4aiHo unun npegHa-
MEPEHHO He N3MEHeHa.

(ISO 7498-2:1989]

3.68 kntou (key): MocnepoBaTenbHOCTL CMMBOJIOB, yNpaBasiowWwas onepauvamy WNpoBaHua u ge-
LWndpoBaHUS.

(ISO 7498-2:1989]

3.69 cornawexve o kntve (key agreement): MeTtog cornaweHnss 0 3HavyeHun kioya 6e3 nepegayv
3HauYeHna KIya, gaxke B 3awndposaHHol hopme, HanpumMep, anoroputm Auddun-Xennmaxa.

MpumeyaHne — [ONONHUTENBHYIO NH(pOPMALMIO O MexaHu3Max cornalieHvs o knwue cm. B ISO/IEC 11770-1.
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3.70ynpaBnoHuno knwvamu (key management): l'eHepaums, coxpaHeHune, pacnpegeneHue, yaaneHuve,
apxvBMpOBaHWe 1 NPUMEHEHWE K/oYei B COOTBETCTBMM C NOIMTUKON 6€30NacHOCTM.

(ISO 7498-2:1989]

3.71 npoTtokon LDAP (Lightweight Directory Access Protocol. LDAP — o6neryeHHblii NPOTOKON J0CTY-
na K katanoram): CTaHAapTHbI NPOTOKON AOCTyna K KaTanoram, obecneymBatoLmii Ny6ANYHbIA NN KOHTPO-
NMpyemblii OCTYN K cepTudmkaTam v K Apyroli nHcpopmaumm, Heo6XoanMMon 4na MHAPPaCTPYKTYPbl OTKPbITbIX
KNKouen.

3.72 HeocnopumocTe (non-repudiation): Ycnyra, o6ecneumBarolian Kaxaon U3 yyacTBYHLUX CTOPOH
[0Ka3aTenbCTBO LeNIOCTHOCTY M MPOUCXOXAEHUS AaHHbIX (Hepa3pbiBHO APYr OT Apyra).

3.73 06 bekTHbI ngeHtudukatop; OU/ (object identifier. OID): YHuKanbHbIn anaBnTHO-LUGPOBOIA/
LUMNhpoBOIi naeHTUUKaTop, 3aperucTpUpoBaHHbIil B COOTBETCTBMM CO CTaHAApPTOM perucTpaumm naeHTudm-
KaTopoB ISO 1 NPUCBOEHHbI KOHKPETHOMY 06BEKTY U/ KNaccy 06bEKTOB.

NMpumeuyaHne — OBGBLEKTHbIA MAEHTUGUKATOP CAYXUT UMEHEM MOMUTUKU CEPTUIMKALMU, KOTOPOE 3anncaHo B
nosie Kaxaoro cepTuukara, BbiyLeHHOro B COOTBETCTBUM C TON MOMUTUKOM.

3.74 meTop o6bekTa (object method): [elicTBMe, KOTOPOE MOXET GbITb OCYLLECTB/IEHO C PECYPCOM.

I'Ipvlmep — daiinoBas cucTema MOXeT YaTaTb U 3anncbiBaThb AaHHbIE 06bekTa, a TakxXe BbINOMHATb
ero meTogabl.

3.75 04HOCTOPOHHAA (hyHKUMA (one-way function): J/lerko Bbluncnsemas (Matematnyeckas) yHKLUS,
[ANA KOTOPOW N0 3HAYEHMIO Y B AVana3oHe BO3MOXHbIX 3HAYEHUI BbIYUC/IUTENIBHO CIOXHO HaWTN Takoe BXoA-
HOoe 3HayeHune X. Ans kotoporo f{x) =y.

NMpumeuyaHne — MOXET CyLLeCTBOBATL HEGO/bLLOE YNC/O 3HAYEHUI Y. 4151 KOTOPbIX MOUCK X HE ByAeT Bbluuc-
JIUTESIBHO CIIOXHbIM.

3.76 paspeleHue (permission): PaspelleHne BbIMOJIHEHUA onepauun Hag O4HUM WU HECKOSIbKUMU
06bekTaMu, 3alnLLeHHbIMW B COOTBETCTBUW C POJSIEBbLIM YNpPaB/ieHeM JOCTYMNOM.

3.77 nonutuka (policy): Komnnekc ropuanyeckux, MeTognmyeckmx, opraHn3alnoHHbIX, MYHKLMOHATbHbIX
N TexHn4yecknx 06a3aTenbCTB UK 3anpeToB N0 06MeHy MHopMaLveid 1 COBMECTHO AeATEeNbHOCTH.

3.78 cornaweHne o nonutukax (policy agreement): MucbMeHHOe cornallexHne, B KOTOPOM BCe yuya-
CTBYIOLLME CTOPOHbI 065A3YI0TCA NpUAEPXMBATLCA ONpeAeIeHHOro KoMmnaekca nonauTuk.

3.79 Touka nNpuHATUA peweHus o nonutuke; TP (policy decision point, PDP): CUCTEMHbI 06bLEKT,
BbIOMPAIOLLMIA NPUMEHSEMYI0 NONNTUKY U NPeA0CTaBNAIOWNIA pelweHne 06 aBTopusaLmn.

MpumeuaHuns
1 3TOT TEPMUH UMEET NHOe onpeeneHne B AokymeHTe RFC 3198 [45].

2 9TOT TepMUH COOTBETCTBYET TepMuHy «Access Decision Function» (ADF. thyHKLUMA MPUHATAA pelleHns o AOCTYy-
ne). onpegeneHHomy B ISO 10181-3:1996.

3.80 Touka npumeHeHus nonutuku; TMM (policy enforcement point. PEP): CucTeMHbIi 0GLEKT, Bbl-
NOMHAOLWMI KOHTPONb AOCTYNa NyTeM 3anpocoB Ha NMPUHATUE PELLUEeHUs O AOCTYNe U NPUMEHEHUS peLlleHni
06 aBTOpM3aALMU.

MpumMmeuyaHus

1 370 onpefeneHve TepMuHa faHo COBMeCTHO paboueli rpynnoli Policy Framework Working Group opraHusavuu
IETF v pa6oueii rpynnoii DMTF/CIM (Distributed Management Task Force/Common Information Model) B sgokymeHTe RFC
3198.

2 JTOT TEPMUH COOTBETCTBYET TepMUHY «Access Enforcement Function» (AEF. byHKLUUA NPUMEHEHUs pelleHus o
poctyne), onpegeneHHomy B ISO 10181-3:1996.

3.81 oto6paxeHne nonutuk (policy mapping): Mpu ycnosuu, 4to ueHTp ceptudukanmm (LUC), oelictey-
owuii B o4HOM fomeHe, cepTuchmumpyet LIC. feiicTByOWMIA B 4pYrOM fOMEHE, KOHKpPeTHas NoimTuka, onpe-
[JeneHHas BO BTOPOM AOMeHe, MOXeT cuMTaTbCsl YNOSTHOMOYEHHbIM OpraHoM NepBOro AOMeHa 3KBMBAaEHT-
HOIi (HO He 06s3aTeNIbHO NAEHTUYHOM BO BCEX OTHOLLEHWAX) HEKOTOPOI NONWTUKE, ONpeAesieHHOl B MepBOM
ZoMeHe.

3.82 npuHumnan (principal): JelicTBylolee N1y, cNnocobHoe peann3oBaTb ONpefesieHHbIe CLeHapum
(nonb3oBaTtenb, opraHnsauus, cuctema, yCTponcTBO, NpuknagHasa nporpaMmma, KOMNOHEHT, 06BEKT).
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3.83 cekpeTHbIli knwoy (private key): Kntou, ncnonb3yemblii B aCMMMETPUYHOM KpunTorpaduyeckom
anroputme, obnagaHne KOTopbIM OrpaHMyeHo (06bIYHO TOMBKO OAHUM CYy6BEKTOM).

[ISO/IEC 10181-1:1996]

3.84 npusunerusa (privilege): MNpaso, npefocTaBieHHOe CyObeKTY YNOSTHOMOYEHHBIM OPraHoOM B COOT-
BETCTBUM C aTpubyTOM 3TOro cybbekTa.

3.85 3aaBuTens npuBunerun (privilege asserter): Onagatens NpMBUIETNA, NCNOJb3YHOLL WA CBOI cep-
Tudmkat atpmbyTa uam cepTndmnkaT OTKPbITOro Kya ANA 3a8BNEHUS O HAIMYUW NPUBUIETUN.

3.86 umHpacTpyktypa ynpasseHus npusuneruamu; WYMN (privlege management infrastructure.
PMI): NHdbpacTpykTypa, cnocobHas noafdepxumsarb MYHKUWIO YNpaBieHus npusuiernamu ana obecneyeHns
pasBUTOI CNyX6bl aBTOPU3aLUN BO B3aMMOAENCTBUMN C UH(PPACTPYKTYPOI OTKPLITLIX K/THOYEN.

3.87 nonutuka npusunerunii (privilege policy): MonuTrka, onuckiBatoLas ycnoBusl, Npu KOTOPbIX KOH-
Tponiep NpVBWMETMIA MOXET NPefoCTaBUTb/BbINOIHUTL 3aLLULLEHHbIA CEPBUC B MHTEpecax 3asBuTens npu-
BUNETUN.

MpumeuaHune — lMonuTnka nNpuBUIernii onpegenseTca B TepMUHaX aTpubyToB, acCOLMUPOBAHHbIX C CEPBU-
COM, 1 aTpubyTOB, ACCOLMUPOBAHHbIX C 3asBUTENIEM NPUBUIIETUN.

3.88 koHTponep npusuneruii (privilege verifier): CyobekT, nogTBepxaatoLuii cootBeTcTBUE ceptudm-
KaToB NOMTVKE NPUBUAETUIA.

3.89 oTkpbIThI kNtou (public key): Kntou, ncnonb3yemsliii B acCUMMETPUYHOM KpUnTOrpadnyeckomM an-
ropuTMe 1 fonyckatoLwuii ero o6LweA0CTYNHYI0 peanmnsaumio.

(ISO/IEC 10181-1:1996]

3.90 ceptudukat oTkpbiTOro kato4va (public key certificate. PKC): CepTudumkaT OTKPbITOro Kioya
(COK), cooTtBeTcTBylOWMiA cTaHgapTy X.509 [X.509]. ob6ecneumBawowmii CBA3b WAEHTUYHOCTU C OTKPbITbIM
K/IIOYOM.

MpumeyaHne — VAEHTUYHOCTb [NIOXET GbiTb UCMOMb30BaHA A1 06eCneyeHns NPUHATUA pelleHnii cuctemoi
KOHTPO/IA [OCTYNa, OCHOBAHHOW Ha MCNO/Mb30BaHUU WAEHTUMMKALNN, KOTOPOI KNWEHT NpPeaocTaBnsieT foKkasaTenbCTBo
o6nafjaHns CeKpeTHbIM K/IOHOM, COOTBETCTBYIOLMM OTKPbITOMY K/touy, cofepxaliemycs B cepTudukaTe OTKPbITOrO
Knoya.

3.91 nHppacTpykTypa oTKpbITbIX Kntouein: NOK (public key infrastructure. PKI): WHdpacTpykTypa,
ncnosnb3yemas B OTHOLLIEHUSAX Mex/y BnagesibLuemM kioya n AoBepatoLLell CTOPOHOI 1 no3sonawolias foseps-
toLLeli CTOPOHe MCNoNb30BaTh CepTUUKAT, CBA3aHHbIN C BladenbLeM Kaya no MeHbLLUEM Mepe A8 O4HOro
NPUNIOXKEHUS, UCMOJb3YIOLLEro cepBuc 6e30MacHOCTM, 3aBUCALLMIA OT OTKPLITOrO K/ova.

MpumevaHne — B VNOK BXogAT LEHTp cepTudukaLmm, CTpyKTypa AaHHbIX cepTudukara, cpeacTsa, no3BoAsio-
Wne AoBepstoLLeil CTOPOHE MONYyYnTb TeKYLLYH0 MHCOPMAaLMIo O COCTOSIHUM OT3blBa cepTudukara, nonnTuka ceptTuduka-
Luun 1 MeToAbl NPOBEPKN NPAKTUKM cepTudmnkaLmu.

3.92 nosepstuan ctopoHa (relying party). MonyyaTtens cepTudukaTa, 4OBEPSAOLWMIA 3TOMY cepTudum-
KaTy Wan 3NeKTPOHHOW NoANMCKU, NPOBEPEHHOM C NOMOLLbIO 3TOr0 cepTudmkara.
3.93 posib (role): Komnaekc cnoco6HOCTEN H/MNM AelCTBUIA, CBA3AHHBIN C BbINOSIHEHWEM PaGOThI.

MpumeyaHne — [ns ynpaBneHusi posibio MOTYT ObiTb ONpejesnieHbl CBA3N MeXAy CybbekTamu, CTPYKTYPHbIMU
1 hyHKUMOHaNbHbIMK ponsamu [ISO/TS 21298:2008].

3.94 cepTudmkat HasHavyeHns ponu (role assignment certificate): CepTudpmkaTt, cogepxatymin aTpuoyT
ponn, HasHavawLWwuii ogHy unm 6onee ponei Bnagensly cepTudukaTa.

3.95 ceptudpmkat ponu (role certificate): CepTudukar, HasHavarwLWMii NPUBMAETMN PON, a HEe Hanps-
MY KakoMmy-/inbo nuy.

MpumevyaHue — Jluua, KOTOPLIM HA3HAYEHA faHHAs PO/b C MOMOLLbLI0 cepTudukaTa aTpuéyTa uim ceptTudguka-

Ta OTKPbITOrO K/to4a, B KOTOPOM 3TO Ha3HauyeHume ykasaHo B gonosHeHun Subject Directory Attributes, kocBeHHO o6nagatoT
nNpuBUNErNaAMK, Ha3HaYEHHbIE CEPTUCNKATOM PON.

3.96 cepTtudukat cneundukaymm ponu (role specification certificate): CepTudomkat, cogepxaiiuii Ha-
3HaueHve npuBuneruii ponu.

3.97 4yBCTBUTENLHOCTL (Sensitivity). XapakTepucTuka pecypca C no3vuum ero LEeHHOCTU WAW Bax-
HOCTW.

3.98 6e3onacHocTb (security): CocTOsiHMe 3alMLWEHHOCTU, NPU KOTOPOM oGecnevnBaroTca AOCTYn-
HOCTb. KOH(PUAEHLUMaNIbHOCTb, LeNIOCTHOCTb U YYETHOCTb.

8
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3.99

3.99.1 nonuTrka 6e3onacHocTu (security policy): YTBepXAeHHbIA nnaH uny cnocob felicTeuii no obe-
cneyeHunto MHhOpMaLMOHHOK 6e3onacHoOCTHU.

[ISO/IEC 2382-8:1998]

3.99.2 nonuTtmka 6e3onacHocTu (security policy): CBoa npaBu, COCTaB/IEHHbIA YNONHOMOYEHHbIM Op-
raHom rno 6e30nacHoCTn, peryavpyoLinini NCNonb3oBaHre 1 NpefocTaB/ieHne CepBNCOB 1 cpefcTs 6e3onac-
HOCTMW.

3.100 cepBuc 6e3onacHocTm (security service): Cepsuc, npefocTaBiseMblil KakvuM-1160 ypoBHEM B3a-
UMOAENCTBUS OTKPbITbIX CUCTEM, KOTOPbI 06ecneumBaeT afekBaTHYIO 3awuTy cUcTeM WK nNpoueayp nepe-
[aun faHHbIX.

[ISO 7498-2:1989]

3.101 npocTas ayTeHTudukauusa (simple authentication): AyTeHTudukaLmsa, oCHOBaHHas Ha npuMme-
HeHun naponeii.

3.102 ncTtouHmk nosHomounii (source of authority. SoA): OpraH no NpUCBOEHMIO aTpMBYTOB, KOTOPOMY
KOHTpOsiep npusunaernii 4ocTyna K onpefenieHHoOMy pecypcy f0BepsieT Kak eAVHCTBEHHOMY fuLy, YNOsHO-
MOYEHHOMY Ha3HauyaTb Habop MPWBWIErWIA, NMGO cneumanbHblil BUA Takoro opraHa, KOTOPOMY KOHTposep
HeorpaHu4yeHHo JoBepsieT.

MpumeuyaHne — KoHTponep foBepsieT NCTOUHUKY NPUBMIEMUIA fEeNerpoBaTh CBOK NPUBUIIETUIO BagenbLam
CepTUgUKaTOB, YacTb U3 KOTOPbIX, B CBOIO OYepeb, MOTYT Ae/lernpoBath ee ApyruM BagesbLam cepTugmkaTos.

3.103 ycuneHHan ayTeHTudukaums (strong authentication): AyTeHTuuKaLmns ¢ NOMOLLbIO yaoCcToBe-
PEHWiA. CO3[aHHbIX C MOMOLLbIO KpUNTOrpauyecknx MeToAo0B.

3.104 cTpykTypHas ponb (structural role): CTpyKTypHblE PO OMUCLIBAIOT OTHOLLEHUA MeXAy Cy6bek-
TaMu B 4acTu KoMneTeHuuu (ponu, onpeaenertbie 8 Mogenu RIM). OHu Hepenko oTpaxatoT opraHu3aLymuoH-
Hble WK CTPYKTYPHbIE OTHOLLUEHUS (nepapxum).

[ISO/TS 21298:2008]

MpumeyaHne — CM. onpegeneHne pyHKLMOHaNbLHON ponu (3.61).
3.105 yenb (target): Pecypc, K KOTOPOMY Cy6beKT 3anpaluvMBaeT 4OCTYn.

MpumevyaHune — YyBCTBUTENBLHOCTb LN MOAENMPYETCA B laHHOM [OKYMeHTe Kak Habop aTpnbyToB, onucaH-
Hbll 60 HoTaumeh ASN.1. nn6o B hopme anemMeHTOB Ha A3bike XML.

3.106 foBepue (trust): KauecTBo, NpU HaNIMUYMKU KOTOPOFO O CYGHEKTE TOBOPSIT, UTO OH «OKa3blBaeT A0-
Bepue» Apyromy cyobekTy, T. . OH (MepBblii CyOLEKT) NpeanonaraeT, YTo BTOPOIi Cy6bEKT ByaeT AelicTBoBaTh
B NOJIHOM COOTBETCTBUU C OXWUAAHWUSIMU NEPBOro cybbekTa.

NMpumMmeyaHue — TOHATME JOBEPUS MOXET OTHOCUTBLCS TOILKO K HEKOTOPOW cneunduuHoii dyHkumumn. Knwove-
Bas posib ,OBEPUA B JAHHOM KOHTEKCTE COCTOWUT B ONUCAHWUUN OTHOLWEHWI Mexay ayTeHTU(ULMpYoLWMMcs Cy6beKTOM 1
YNO/THOMOYEHHbIM OpPraHoM: CYyGbEKT JO/IKEH ObITb YBEPEH, UTO OH [IOXKET JOBEPSTL TOMY, YTO YNOSIHOMOYEHHbI opraH
c034aeT TO/bKO BanuAHble N HafeXHble cepTudukaTbl.

3.107 TpeTbs cTopoHa (third party): CTopoHa, BbIMOMHAIOWANACA onpefeneHHyo yHKLMI0 6e3onacHo-
CTW KakK YacTb NMPOTOKO/1a O6MEHa Ai@HHbIMU, HO He ABNSAKLLAACA HU co3dartenieM, HY nosyyarenem faHHbIX.

3.108 poBepeHHaa TpeTbsa cTopoHa: ATC (trusted third party. TTP): TpeTbs cTOpoHa, koTopas npu
peanusauuu NpoTokosia 6e30MacHOCTU CUMTaeTCcs OBEPEHHONA.

MpumevyaHne — OTOT TEPMUH UCNOMb3YeTCA BO MHOTUX ctaHaapTtax ISO/IEC v 8 gpyrux AokyMeHTax, KoTopble,
B OCHOBHOM, OMMCbIBalOT cepsuchl LIC. OAHaKo 3TO NOHATUE LIMpe U BK/OYaeT B Cebs Takme CepBUCHI Kak LuTaMmbl Bpe-
MEHU W, BO3MOXHO, AeNOHMPOBaHNE Ktoueid. TpeTbu AOBEPEHHbIE CTOPOHLI 06ecneynBatoT 6a3oBble CepBUChl, NHpa-
CTPYKTYPHbIE€ CEPBUCHI U [JOMOSTHUTE/IbHbLIE CEPBUCHI.

3.109 koHTponep (verifier): CybbekT, OTBETCTBEHHbI/ 3a BbIMO/IHEHNE UM NpefoCcTaBlieHne YyBCTBU-
TeNIbHOro cepBuca KBaIMULMPOBAHHLIM 3asaBUTENSIM UK 3a NOJTyYeHne cepBrca OT Takux 3asBuTeneil.

NMpumeyaHne — KOHTposnep NpUMeEHsIeT NoAUTUKY NpuBKAernii. Mpy npoBepke NyTW cepTUUKaLUM KOHTposep
AB/IIETCS [OBEPEHHOI CTOPOHOM ONpeAesieHHoro Tuna.
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4 Cnucok cokpallleHui
B HacTosiLleM cTaHAapTe NPUMEHEHb! CeaytoLine COoKpalLeHns:
AA — opraH no npuceBoeHuto atpubyToBs (Attribute Authority);
AARL — cnuncok 0T3biBa OpraHoB Nno npucBoeHuto atpubyTos (Attribute Authority Revocation List);
ACI| — nHgopmauus koHTpons goctyna (Access Control Information);
ACRL — cnucok oT3biBa ceptudunkatos atpubyta (Attribute Certificate Revocation List);
ADF — dhyHKLMA npuHAaTuA pewenus o goctyne (Access Decision Function);
ADI — uHhopmaLmsa 0 peleHnn KoHTpons goctyna (Access Control Decision Information);
AEF — chyHKUMs npumeHeHus peleHus o goctyne (Access Enforcement Function);
ANS| — AMepuKaHCKulA HauMoHanbHbIA MHCTUTYT cTaHgapToB (American National Standards Institute);
ARL — cnucok oT3blBa ynosIHOMOYeHHbIX opraHoB (Authority Revocation List);
CA — ueHTp cepTudamkauunm (Certification Authority);
CARL — cnucok oT3biBa LeHTpoB cepTudukaunu (Certification Authority Revocation List);
CIM — o6was nHdopmaumoHHasa mogenb (Common Information Model);

CORBA — o6wwasn apxuTekTypa 6pokepa 06bekTHbIX 3anpocos (Common Object Request Broker Architec-
ture);

CRL — cnucok oT3biBa ceptudmkatos (Certificate Revocation List);
dCRL — pa3HOCTHbIN cnucok oT3biBa cepTudmkaros (Delta Certificate Revocation List);
DAP — npotokon gocTtyna k katanoram (Directory Access Protocol);
DEA— ynpasneHue no 6opbbe ¢ HapkoTukamu (Drug Enforcement Administration);
DIB — nHdhopMaumoHHas 6a3a katasnora (Directory Information Base);
DIT — nHdopmaLmnoHHoe aepeso kaTanora (Directory Information Tree);
DMTF — Pa6ouasn rpynna no pacnpegeneHHomy ynpasneHuto (Distributed Management Task Force);
DSA — areHT cuctembl katanora (Directory System Agent);
DTD — onpegeneHve Tunos AaHHbIx (Data Type Definition);
DUA — areHT nonb3oBaTens katanora (Directory User Agent).

EARL — cnucok oT3biBa cepTudmnkatoB atpnbyta KoHeuHbix cy6bekToB (End-entity Attribute Certificate
Revocation List);

EHR — anekTtpoHHasa meguunHckas kapta (Electronic Health Record);

EPRL — cnucok oT3biBa cepTurkaToB OTKPLITOrO Ktova KOHeuHbIX cybbekTtoB (End-entity Public Key
Certificate Revocation List);

HL7 — opraHusauma Health Level Seven;
iCRL — kocBeHHbIli cnucok oT3biBa cepTudukaToB (Indirect Certificate Revocation List);
IETF — opraHu3aums Internet Engineering Task Force;
IT — nHpopmaunoHHasa TexHonorusa (Information Technology).
LDAP — obneryeHHblii NpoTOKON focTyna Kk katanoram (Lightweight Directory Access Protocol);

OASIS — opraHusauusa Organization for the Advancement of Structured Information Standards;
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OCSP — OHnaliHoBbI NpoToKoN cTatyca ceptucpukata (Online Certificate Status Protocol).
OMG — opraHusauus Object Management Group;
PA — opraH no npucsoenuto npusunernii (Privilege Allocator);
PDP — Touka npuHATUA peweHunsa o nonutuke (Policy Decision Point);
PEP — Touka npumeneHus nonutukn (Policy Enforcement Point):
PKC — ceptudoukat oTkpbiToro kntoua (Public Key Certificate),
PKCS — kpunTocucTema oTKpbITbIX kitoveli (Public Key Cryptosystem);
PKI — nHthpacTpykTypa oTKpbITbIX kKntoueid (Public Key Infrastructure);
PMI — nHpacTpykTypa ynpasneHusa npusunernamu (Privilege Management Infrastructure);
PPS — komnnekc nonvTuk paspeleHus goctyna (Permission Policy Set);
RA — ueHTp peructpauun (Registration Authority);
RBAC — poneBoii koHTposb gocTtyna (Role-Based Access Control);
RPS — komnnekc nonutuk ponu (Role Policy Set);

S/MIME — 3auwumuieHHble MHOrouesieBble paclumpeHus noutbl VHTepHeT (Secure Multipurpose Internet
Mail Extensions);

SAML — A3blK pa3meTkn noaTBepxaeHua 6e3onacHocTu (Security Assertion Markup Language);
SOA— cepBuc-opueHTMpoBaHHas apxutektypa (Service-Oriented Architecture);

S0A— MCTOYHUK NonHOMoumiA (Source of Authority);

SPML — s3bIk pa3MeTku npefocTasrieHns cepBucoB (Service Provisioning Markup Language);
TTP — poBepeHHas TpeTbsa cTopoHa (Trusted Third Party):

UDDI — YHuBepcanbHOe onucaHue, nouck n Blammopgeiicteue (Universal Description, Discovery and
Integration);

UHID — yHuBepcasbHbllii uaeHTugmkatop naumnenta (Universal Healthcare Identifier):
UML — YHudumumpoBaHHsbIii A3bik MmogenvpoBaHus (Unified Modeling Language);
URI — yHuBepcanbHblil ngeHtudukatop pecypca (Uniform Resource Identifier);

XACML — pacwmpsiemblii f3blk pa3MeTku KOHTpons goctyna (extensible Access Control Markup Lan-
guage);
XML — pacwmpsemblii A3blk pa3meTkn (extensible Markup Language).

5 CTPYKTypbl 1 CEPBUCHI YyrNpaBeHns NMPUBUIErMSMA
N KOHTPOISAA AoCTyna

YnpaBneHve NpuMBUAErMSIMU U KOHTPO/b AOCTYNa perynvpyTcs nonmtnkamu. Ans o6ecneyeHns nHre-
ponepabenbHOCTU 3TW NOMUTUKM LOKHbI BbITh (hopManu3oBaHbl. B cooTBeTcTBME ¢ O6LLE KOMMNOHEHTHOM
MoZe bl 6a30BbIil K/1acc CTPYKTYpbl NONUTUK Obin onpegeneH B ctaHgapTte ISO/TS 22600-2 (pucyHok 1). Kak
yNnOMWUHANOCh B 3TOM CTaHAApTe, MOMUTUKU MOTYT UMETb pasHble NpeacTaBneHns. Hanpumep, onpegeneHve
NnofMTMK BeG-CEPBUCOB, MCMOJb30BaHHOe opraHusaumeli OASIS, npegycMaTprBaeT 06LLYy0 MOAENb U CUH-
Takcuc A4as onucaHusa U nepegaun nonuTukn Beb-cepsuca. OHO 3a4aeT onvcaHne NoaMTUKU B dopMe 06LLMX
co06LeHNiA, B KOTOPbLIX NepeaalnTcsa 3asB/IeHUs 0 MOUTIKE, a TakkKe MexaHW3Mbl BMIOXEHWI, NO3BONsA0LLIME
1cnonb3oBaTth NpecTaB/ieHne NOMIMTUKA B CYLLECTBYHOLLMX TEXHOMOMMAX cepBucos XML. B HacTosem ao-
KYMEHTEe KOHKpPeTHOe npefcTaB/eHne NOIMTUK He NCMOMb3yeTcs.

n
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PucyHok 1 — [uarpamma 6a30BbIX K1accoB NOUTUK

YnpasneHue npuBWUAErMsIMA U KOHTPO/Ib AOCTyNa OCHOBaHbl Ha HEKOTOPOM KOMMJIEKce WHPaCTPyK-
TYPHbIX CEPBUCOB, KOTOPbIE NPAMO UM KOCBEHHO CBSI3aHbl C CepBucaMmn NMHpopMaLoHHOR 6e30nacHoOCTU U
KOHMAeHUnanbHoCTH. B aTom acnekTe Heo6xoauMo yNnoMsaHyTb psg ceperncoB NOK 1 foBEpPEHHbIX TPETbUX
CTOPOH, Hanpumep, ynpasneHne naeHTudvkalmeii, ynpasneHue ponsamm u NnpuBuaeruamu, ynpasneHme no-
nMTukamu. ynpasneHve obbektamu 1 T.4. Kpome Toro, TpebyeTtcs 06cyanTb Takme cepBuchl kak ayauTt. LDAP,
o6HapyxXeHve BTOPXeHWn U T.4. VIX peanusauun, B TOM Y/AC/Ie MEXaHW3Mbl CEPBMCOB M COCTaB HOpMaTWB-
HO-CNpaBoYHOl MHopMaLMK, BbICTPO MEHSITCA U 06CYXAeHNe 3TUX BOMPOCOB BbIHECEHO B CMpaBOYHbIe
npunoxenus. CofepxaHve HacToOALWEro AOKyMEHTa B MakCHMaslbHO BO3MOXHOI CTEMeHW COrnacoBaHOo Co
ctaHgaptom ASTM E2585-07.

B onucaHHoli fanee moaenu MHGOPMaLMOHHOW 6e30nacHOCTU B CBA3U CO cneuuduyHbiMu TpeboBaHm-
AMU 1 YC/TOBUSAMU 34paBOOXPaHeHnss Heo6Xo0AMMO PacCMOTPeTb BECb CMEKTP CEPBUCOB M MexaHW3MoB 6e3-
0NacHOCTU. KOTOPbIE MOTYT BbIMNOMHATLCA B MUKPO-06/1aCTAX.

a) BsaumopgelicTBue mMexay 30Hamy 6e30nacHOCTU

Mo cornaleHnto y4acTBYHOLMX CTOPOH OTAe/IbHble 30Hbl 6€30NacHOCTM B JOMEHHOR Mogenn MoryT ne-
pepasatb UHOPMaL Mo 0 NpUBKUIErMsax. Takoe B3aMMoAencTBue Mexay 30HaMu A0/HKHO KOOPAMHUPOBATLCA
KakK Ha TEXHMYECKOM, TaK U Ha [JOKyMeHTa/lbHOM YpoBHe. [pu co3faHun n nepegave nHopmMaLum o KOMMNIek-
cax npuBuUAernii Ao/MKHa NPUHUMATLCA BO BHUMaHWe OpraHn3aunoHHas CTpykTypa.

12
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b) TexHnuyeckasn ocHoBa

Heo6xoaym KOHTPOIb 06MEHOB MHhopMaLMeli 0 NPUBUIETUAX, FaPaHTUPYIOLLUIA, YTO CMbICN NPUBUAETAi
corflacoBaH Mexay 3oHamu 6e3onacHocTu. [1ns obecneyeHns BO3MOXHOCTN TaKoro KOHTPO/IA MOXHO co3faTtb
CTaHAapTHbI KOMNekc npusunernini. OH MOXeT BKIOUYaTb B Ce6s1 0TOOpaXeHue 3KBMBANEHTHbIX MpUBUIIE-
rMil. COBMECTHO onpefefieHHoe 30HaMn 6e30NacHOCTW. SKBMBaNEHTHOCTbL NepeaaBaembiX NPUBUIETNIA MOXET
6bITb NPOBEPEHA Ha TEXHNYECKON OCHOBE, YTOObI rapaHTMpoBaTh HEO6X0ANMbIE CNEACTBUS NX MPUMEHEHUS.

¢) AAMUHUCTpaTMBHasA OCHOBa

1) NHdopmauua o npusunernsax, nepefaBaemMas Mexgy 30Hamu 6e30nacHOCTU, MOXET OTHOCUTLCSA
K pa3HbIM a{MUHUCTPATUBHBLIM Cy6bekTaM (Hanpumep, pasHbiM Aen0BbiM NapTHepam uau opraHusauusam). B
3TOM Ccnyyae cornailleHne 06 o6MeHe NPUBUAETUAMU U UX NPUMEHEHWUUN [ODKHO OKYMEHTMPOBATLCS, 06bIY-
HO B (DOpPMe «COIMalleHNsa Ae/0BbIX NapTHEPOB». Hanmumne Takoro cornalleHns Heo6xoauMo Ans pasgene-
HVSA IOPULNYECKOI, 3TUYECKON 1 NPAKTUYeCKO OTBETCTBEHHOCTN MeXAy AenoBbiMK napTHepamu. OHO MOXeT
ObITb pacnpoOCTPaHeHo Ha APYrMX yH4aCTHUKOB peasin30BaHHON MHADPACTPYKTYpPbl yNpaBaeHUs NnpuBuIervsamu.
3kBMBaNEHTHasA npouegypa BbINOMNHAETCA B UHPACTPYKTYpPE OTKPbITbIX K/OYeh C NOMOLLbI0 3afBNEHUs O
npakTuke cepTudmkaunm n NOAUTUK ceptTudmkaumnm. B nonntukax se6-cepBncoB NCNOb3yeTcs albTepHaTUB-
Has npoueaypa «3asB/eHUA 0 NONTUKEY.

2) B 04HOM yupexaeHun unu opraHusaumm MoxeT CyLecTBOBaTb HECKO/IbKO 30H 6e3onacHocTu. [o-
KYMEHT. pernameHTupyoLnii pasfeneHne oTBETCTBEHHOCTU MexXAy TakvuMu 30HaMu, JOSDKeH ObiTb odhopM-
NleH B BUAE COrnalleHns [enoBbliX NapTHEPOB WM MpoTokosna 0 HamepeHusax (MOU — memorandum of
understanding). 9TOT AOKYMEHT AO/KEH MepuoAnyeckun nepecMaTpuBartbeCs, 4TOObl 06OMeEH NpuBUAErvsAMn
Mexfy 30HaMn 6e30MacHOCTM OCYLLEeCTBAANCA, NOKa y OpraHu3aLun ecTb B 3TOM HEO6X0ANMMOCTb.

d) OpraHu3saLmnoHHbIe TpeboBaHMS.

WNHdopmaumsa o npusunernsax, nepefasaeMas mMexgy 30HamMu 6e30MacHOCTW, JO/DKHA ObiTb CTPYKTY-
pvpoBaHa. Ee CTpykTypa [O/KHa COOTBETCTBOBATb OpraHu3auunoHHbIM TpeboBaHuAM. O6pa3oBaHune 30HbI
6e30MacHOCTU, OXBaTbIBAKLLEW onpeseieHHY0 OpraHn3aunoHHy Lenb (Hanpumep, 6yxrantepckuii unm ka-
[APOBbIli y4yeT), ABNAETCA CYLLEeCTBEHHbIM 3/1IEMEHTOM COr/lacoBaHHoOro nogxoga. C yyeTom Apyrux BHELUHWX
thakTopoB (HanpvMep, yrpo3) pe3ynbTUPYOLWWA CTaHAapTHbI HAbop NpuBMAErli, NPUroAHbIA AN obmeHa
MexXy 30Hamu 6e30MacHOCTH, AOMKEH ObiTb, Kak CieACTBME, BECbMa OrpaHuyeHHbIM. Mpu 3ToM Habop npu-
BUNernii. npefHasHauYeHHbIli 419 OAHOWM YacTu opraHu3auun (Hanpyumep, Ana 6yxrantepun), He AO/MKEH BKIO-
yaTb B cebs nNpuBMMErMn, Heob6xoAvMble APYrOi, He CBA3aHHON YacTu opraHu3auuu (Hanpvmep, KagpoBOii
cnyx6e). Kpome TOro, pesynbTupyowuii Habop 06X NPUBUENNIA LO/IKEH COAEpPXaTb POBHO Te MpuBUe-
TMN. KOTOPblEe HEOGXOAUMBI ANA AOCTUXEHUA onpeaeneHHoW uenu.

B HacTosieM fOKYMeHTe paccMaTpuBaloTCA TOMIbKO Te acnekTbl, KOTopble NpeAcTaB/eHbl 3aTEHEHHbI-
MV NPSIMOYTO/IbHYKAMUN Ha PUCYHKE 2.

PucyHok 2 — AcnekTbl 6€30nacHOCTU, paccMaTpmMBaeMble B HACTOALLEM JOKYMEHTE
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Bce cepBuchl ynpasneHus BkIoYaloT B cebs co3gaHne, MMeHOBaHue, onpeaeneHune, rpynnupoBKy Uamn
knaccudmkaumio, npuceaviBaHve, akcnayartaymio, UCnpas/eHne, CUHXPOHU3aLUMIO U AeakTuBauuto, U T. 4.

Byayun ocHOBaHbl Ha flaHHOl MOAE NN NONNTYK, ynpasneHne NpUBUAEIMAMA U KOHTPOSb A0CTYyNa fO0/K-
Hbl YyNpaBAAaTbCA MNONUTMKaAMU B COOTBETCTBMM CO cTaHgaptamu ISO/TS 22600-1 n ISO/TS 22600-2, kak no-
KaszaHo Ha pucyHke 3 (cm. [2. 3J).

PucyHok 3 — Cxema posieBOro KOHTposs AocTyna, ynpaBasaemMoro noaMtukamu

6 WHTepnpeTauus popMasibHbIX Mogenei, onpeneneHHbix B ISO/TS 22600-2,
Ana cdepbl 34paBoOOXpaHeHns

dopmasnbHble Mofenu, onpeaeneHHsle B ISO/TS 22600-2. ocHoBaHbl Ha O6LLEeil KOMNOHEHTHO Moaenn
(cm. (3, 4]). B aToli Mogenu NMpUMEHEeH apXUTEKTYPHbIA NoAxo4, COCTOAWMA B (hopMasibHOM NpeacTaBneHun
NOHATWIA 1 CBSI3elt MeXAy HUMUW. DTV MOHATUS U CBA3WN NPEACTaBAT 3HAHNUA U SBMAOTCA NPOU3BOAHLIMU OT
MCTOYHMKOB, NOSTYYEHHbIMW C NOMOLLbIO MOAENNPOBAHNSA OrpaHnyeHmnii. YTobbl 06neryntb NOHUMaHne moge-
nei, NnpefcTaB/eHHbIX B HACTOSALEM AOKYMEHTe, Aanee NpuBefeHO KpaTkoe OnucaHue OCHOBHbIX MPUHLM-
NoB. COMPOBOXAAEeMOe HEKOTOPbIMW YTOUHEHUAMMW UnW Npounsmu mogeneli, onpefeneHHbIX B cTaHaapTe
ISO/TS 22600-2.

Y106kl NOHATL, NepefaTtb ¥ U3MEHWUTb PeaslbHOCTb B COOTBETCTBMM C HALLUMMW COLMaIbHbIMU, 3KO/0-
TMYECKUMU. OpraHn3aUnoHHbIMU MU TEXHUYECKUMY AeN0BbIMU LEeNsaMu, ee Hago Habnwoaarb, onuckiBatb 1
npasuibHO UHTEPNPETMPOBATL B 3aMKHYTOM LiMK/Ie C NOMOLLbl0 Mogenei (cm. [5. 6, 7. 8]). Mogenb sBnseTca
MbIC/TEHHbIM NpeACcTaB/IeHNEM Yero-To MoJIe3HOr0 B PpeaslbHOM MUpe, B KOTOPOI He 0653aTesflbHO yuuTbiBaTb
Kaxaylo fetanb peasbHOCTW. C NOMOLLbIO MOAenei co3galoTcs 3HaHus. PaspaboTka maTemaTU4ecknx Mo-
deneii nomoraeT unx paspaboTymkam 1 ImuamM, NPUHMMalOLWMM pPeLleHns, MOHUMATb CBA3N MeXAY BaXHbIMM
XapakTepuctTukamu Aenosbix npoueccos. C Apyroii CTOPOHbI, ONUCaHNe 1 0COGEHHO MHTepnpeTauus peasb-
HbIX CUCTEM OCHOBaHbl Ha 3HaHWU. 3HaHWe CyTb coYeTaHWe UHCTUHKTOB, WAel, MpaBua 1 npoueayp, KoTopble
ynpaBnsoT feAcTBUAMU U pelueHnaMn. OHO ucnonb3yeTca Ans npeobpasoBaHns faHHbIX B UHopmaLmio,
NOMIe3HyI0 B KOHKPETHOW cuTyauun. 3HaHue nomoraeT Nnosb3oBaTesiiM MHTepnpeTupoBaTh MHOPMaLMIO U
feiicTBOBaTb Ha ee ocHoBe. MoCTpoeHNe TepMUHOB NoapasymeBaeT 3HaHue. CnefosaTefibHO, knaccudmka-
Lua HabopoB TEPMUHOB NMpeaCcTaBnseT co6oii ynopsigoyeHne 3HaHus. Mogens knaccudukaumm TepMUHOB CO-
CTOUT W3 3/IEMEHTOB 1 NX NPeACTaB/eHN (CEMaHTUYECKNX NOHATUIA, TEPMUHOB), CBA3EW MexXay aeMeHTamu
TEPMWHOMOMMKN Knaccudukaumm, SBHOro npeactaBneHns aTux cassein (cm. [9]).
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7 TMpenacTaBneHune NOHATWI B MHDOPMALIMOHHbBIX CUCTEMAX
34paBOOXpaHeHs

7.1 BBepgeHune

MoHATME MOXHO paccmaTpuBaTtb Kak popMasibHy0 Mogesnb. OHO AO/MKHO BbiTb YHUKANBHO naeHTUudu-
LMpyeMbIM. HE3aBUCUMbIM U MPU3HAHHBIM 3KCMepTaMn ¥ Nosb3oBaTensamu. MoHATME KaK KOMMOHEHT 3HaHUA
MOXET, Kak M 060 KOMMOHEHT, UMETb crneymanusauun n 06o6weHms. OHo obecneynBaeT corlacoBaHHoOe
onucaHve 06BLEKTOB NpeAMeTHOl 06nacTu, KoTopble MAEHTUMULMPYIOTCS U Nob3oBaTensamu npeaMeTHoON
061acTn MCNO/b3YTCA He3aBMUCKMMO A/18 3anucu nHdopmauum (cm. [8]). COBOKYMHOCTb NOHATWIA Ha3biBaeTCA
«OHTONOrnel». OHTONOMMA obecrneunBaeT hopManm3auunlo 3HaHNI NpegMeTHON o6nacTu. [ns npeactasre-
HWA 3HaHWI Hambonee 4acTo MCMOMb3YTCA ABa U3 psfa BO3MOXHbLIX MOAXOA0B: NPOAYKLMOHHbLIA NOAXOA
(NpoayKuMOHHbIE NpaBw/a, NpaBuia «ecnn-To») 1 peiMmoBblii Noaxod. MNpPoAyKUMOHHBIA NOAX0A OCHOBaH Ha
pasnunyHbIX CTpaTernsix paccyxaeHunii. B ocHoBe dypeiiMoB NeXnT 06 bEKTHO-OPUEHTUPOBAHHbIV NOAX0L, Onu-
CbIBalOLWMI HEO6XOANMbIE XapaKTEPUCTVKN 06beKTa. PpeiiMbl COCTOAT U3 CI0TOB, OMUCLIBAOLLMX aTpUbyThI
06bekTa KOHKPeTHOro Tnna. [laHHble BO ypeiime MOryT NCNoNb30BaTbCA /15 ONUCaHNA COOTBETCTBYIOLLEN Cu-
Tyauuu. Ana opraHnsaummn faHHbIX v ANa naeHTugmkaumum uckioveHnii. lo6oii cnot dpelima AoMIKeH UMeTb
3HauyeHue, 3a4aHHOE N0 YMONYaHUIo, UW CCbISIKY Ha ApYroii ppelim. Takum 06pa3om, NoHATWE nNpeacTaBnseT
co601i1 cornacoBaHHoOe onvcaHne NpeAMeTHbIX CyLHoCTel (KOMNOHEHTOB), KOTOPbIE ONpPeAenAlTCs 0TAe/IbHO
1 UCNONb3YTCS AN 3anncy MHOpMaLun. 3HaHne COCTOUT M3 MOHATUIA, KOTOPble MOTyT 06befUHATLCS UK
[leKoMno3npoBaTbCs C MOMOLLbI0 0606LLEeHNSA KU cneLuanusannm, KoTopble onpeaenstoT OTHOLWEHUS MexXay
3TUMW NOHATUAMU. [NA AOCTMXEHUA Leneil opraHnsaunm oT BHeAPeHUs NHPOPMAaLMOHHBIX CUCTEM He06X0-
VMO OpraHn30BaTh BbINOIHEHUE: aHaNn3a, KOHLeNnTyanmM3aLlum, NPoeKTUPOBaHNSA, peanusaLumn n akcnayara-
LN MHEPOPMALMOHHbIX CUCTEM, YUMTbIBAsA MeToAbl PaboTbl, MMEILLYOCA MHhopMaLMio, YpOBEHb NepcoHana
N NpYMeHsieMble NHPOPMaLVOHHbIE TEXHOMOTUN.

Mofo6HO NpeACcTaBNeHNI0 3HaHWIi 0 MUPe 0GBLEKTOB WU KOMMOHEHTOB, MOHATUS TakKe CTPYKTYpupoBa-
Hbl (OpraHn3oBaHbl) B BUAE CNOTOB (CM. onpegeneHve dpeiiMa Bbile). Takoe CTPYKTyprpoBaHue MOXeT ObiTb
BbIMO/IHEHO C MOMOLLbIO BCEX M3BECTHbIX MpefCcTaBNeHnli NoOHATUI B cdepe 34paBoOXpPaHeHns, Hanpumep,
apxeTunos (archetypes), mogynei npeactaBneHUss MeAWLUHCKUX 3HAHWI, 3anmncaHHbIX C MOMOLLbH CUHTaK-
cuca ApgeHa (Arden Syntax MLM), A3bikoB orpaHuyeHunii o6bektoB (OCL — Object Constraint Language),
a TaKkKe € NnomMoLblo hopMasibHbIX NpeAcTaBieHnii NoNUTUK 6e30NacHOCTH, HanpyuMep, C MOMOLLbIO JIOTUKK
nepBoro Nopsigka Uan Noruky NnpeankaTos, MM60 C NOMOLLLIO TakMx hopMasibHbIX A3bIKOB kak SAML. XACML
nT. A

7.2 $13blKM onucaHus NpefjMeTHbIX o6nacTeii

Lns obecneuyeHnss NpeacTaBneHUss U Nepefayn 3HaHWn HeOOGXOAMMO afeKBaTHO MPeACTaBNATb COOT-
BETCTBYIOLLME NOHATUSA, YTO peann3yeTcs C NOMOLLbIO O6LMX A3bIKOB, A3bIKOB A1 KOHKPETHbIX NpeAMEeTHbIX
obnactei, hopmanbHbIX A3bIKOB U dOpMasibHbIX Mogesneil. TepMUHbI U NPUMEHSEMbIE 3HAHWS MOTYT 06beau-
HATLCS B TEPMUHO/ONAN U OHTONOrMK. MeTaTtesaypychl onpefenstoT npeacTaB/ieHne 3HaHuii 0 npegmeTHol
o6nactu (cm. Tabnuuy 1). MoHATUA, cneunduyHblie ANS NpeAMeTHOl 061acTu, opMupyoTcsa 13 TpeboBaHuii
K 6u3Hec-npoueccam. MoaTomy 060N npouecc pa3paboTkn COBPEMEHHON MHPOPMALMOHHON CUCTEMbI A0S1-
XEH HaumMHaTbCA C BbibOpa NPoLLEeccoB ¥ METOA0B pa3paboTkn TpeboBaHWii 1 aHanM3a apxuUTekTypbl, T. €. C
co3faHva mogenun 6usHec-npoLeccos. Ha aToM atane akcnepTbl B AaHHOW NpeAMeTHOV 061acTy onpeaensioTt
CTPYKTYpYy 6M3HEC-NPoL,eccoB Wan BbIGMPAIOT KX LWab/oHbI, oTpaxallwme peasnbHble 6u3Hec-npoueccol, 6e3
yyeTa ux fanbHeliwell peanusaunm B MHOOPMaLMOHHO-KOMMYHUKALMOHHOW cpefe. Ha cnegylowem atane
[o/mkHa 6bITb BbiGpaHa MeTof0M10rMsa pa3paboTku, YCTAHOBKM, TECTUPOBAHUS, 3KCNyaTaumn u MHTerpauum
npuioxeHuin. ObecneunBas NOJHbIA LMKA pa3paboTku MHPOPMALMOHHON cucTeMbl. Obwas KOMNOHEHTHas
MoZesb onucbiBaeT Nobyo Modenb 63Hec-npoLeccoB NpeanpuATUs. TpexMepHas apxuTekTypa Mogenu no-
3BOSIAIET NPEACTaBNATb 3HAHUS C MOMOLLbIO MOHATWIA U CBA3e Mexay HUMW, Bkovas ob6o6buieHne n cneyu-
anusaumnto. C gpyroin CTOpPOHbI, 471 MOAE/MPOBAHNSA NOHATWIA, UCMOMb3YEMbIX B 3[paBOOXPaHeHUn, MOryT
MCMob30BaTbLCA apXxeTunsbl.
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Ta6nuuya 1— MNpeacTaBieHne 3HaHWIE C NOMOLLbIO MeTaTe3aypycoB

MoHATus
TepMUHbI C OANHAKOBbIM 3Ha4YeHNeM 06beAUHAIOTCS B NOHATHE.
MOHATUAM Ha3Ha4yalTCA CBOWCTBA, HanpuMep:
- YHUKanbHbI naeHTudmkKaTop,
- onpegenexuve.
CsAasn
MoHATUA cBA3aHbI C APYTVMU MOHATUAMMU.
CBA35M Ha3Ha4alTCA CBOMCTBA, HaNpumep:
- TUN cBA3N.

- UCTOYHWUK CBA3N.

MpepcTaBneHns MOHATUI ¥ NPaBuA Ha PasHbIX YPOBHAX MpeAcTaBfeHns 3HaHWin obecnevvBaloT pas-
Hble cTeneHn uHTeponepabenbHOCTW. Ha caMOM BepxHeM YpOBHe CTabubHON apXMTEKTypbl, NOCTPOEH-
HOW B cooTBeTCTBUM C O6LLeli KOMNOHEHTHON MOAEsblo U (hopMasibHbIMKU MOAENSIMU, NPeA/IOKEHHbIMY B
ISO/TS 22600-2 gns ynpaBneHns NpyBUIErMAMI U KOHTPOJIA A0OCTyna, obecneynBaeTcs aBTOHOMHas CeMaH-
TMyeckas MHTeponepabenbHOCTb. B 3aBMCMMOCTW OT CPefCTB BbIPaXKEHWA MOHATUN, C MOMOLLBIO KOTOPbIX
CTPYKTYpHas 1 yHKLMOHabHAA UHOPMaLUSa MOXET MHTEPNPeTUpPoBaTLCA YEI0BEKOM UM KOMMNBLIOTEPOM,
NHTeponepabenbHOCTb MEPEHOCUTCS Ha HUXenexatine ypoBHU. B To Bpems kak CTpyKTypHas uHdopmauus
no3Bo/IsSieT [0roBapuBaTbCA O MONUTUKAX, PYHKLMOHANIbHAA OCHOBaHa Ha npuceBavmBaHWM aTpubyToBs, OCy-
LLeCTBSEMOM agMUHMUCTPaTOpPaMn UAn APYTMMU CUCTEMHBIMW NOMb30OBaTENAMY (HanpuMep, nauueHTammu).
B aTOM KOHTekcTe TpebyeTcs ynpasnATb B3aMMOCBA3SIMU NPeACTaB/eHUA NOHATUI pasHbIX NpeAMeTHbIX 06-
nacTeli. UCNoNb3ys pasHble A3bIKKM NpeAMeTHbIX 06nacTeli. lane kpaTko 06CcyxjaloTcs pasnnyHble crnocoobbl
npeacTaseHns NoUTYK, a Takke CpeAcTBa Ha3HavYeHUs 1 peanusauuu.

7.3 MopgenupoBaHue orpaHu4yeHunii Ha a3bike OCL

S13bIk orpaHuyeHnii 06bekToB OCL SBNSETCA CTaHAAaPTHLIM paclumpeHnem s3bika UML, no3Bosisowym
dhopmynvpoBaTthb 3anpocbl K 3fieMeHTaM MOAENU, OrpaHuynBaTh 3/1EMEHTbl (BO BPEMS MOZLENNPOBaHuA) K
onpeaensiTe onepauun 3anpocos (5.11]. OH o6ecneynBaeT BO3IMOXHOCTb MHTErpaLuy B apXuTekTypHOM Npo-
uecce. B napagurme O6Lueii KOMNOHEHTHOI Mogenu onpegeneHne GusHec-npaBu Bbi3biBaeT 60/bluMe 3a-
TpyaHeHus. A3bik OCL obecneunBaeT orpaHnyeHns mMogeneii co cneuuanbHbiM NoBefeHneM. BbipaxeHus
A3blka OCL COCTOSIT M3 TPEX vacTeld: KOHTEeKCT nakeTa (Heobs3aTe bHbIN), KOHTEKCT BblpaxeHus (o6a3atesb-
HbIlA) N OAHO UM HECKOMbKO BblpadkeHnii. OrpaHnyeHns Ha si3bike OCL opraHu3oBaHbl B hopme BblipaxeHuii
(Tabnuua 2).

Tab6nunuya 2 — MogenupoBaHue orpaHn4eHnii Ha a3bike OCL

package < nytbKMakeTy> KOHTEKCT nakerta
context <umadksemnnapakKoHTekcTa>:<3nemeHTMogenn> KOHTEKCT BblpaXeHus
<TUNBbIpaXeHUs><uMaBbipaxeHna>: BblpaxeHune

<TefioBbipaxeHna>
<TUNBblpaXeHNs><UMABbIpaXeHna>: BblpaxeHune
<TefioBbipaxeHna>

endpackage
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7.4 [pyrue npefcTaB/ieHUs orpaHUyeHunit

7.4.1 O6buwme cBeaeHus

B cootBeTcTBMM ¢ O6LEN KOMNOHEHTHON MOAENbIO, 34pPaBOOXPAHEHME U UCMOJMb3yeMblE B HEM WH-
dhopmaLMoHHbIE CUCTEMbI UMEIOT A0 HE TONbKO C MeANLMHON 1 61oNorneid, HO U ¢ ApYrMMy NpeaMeTHbIMU
obnactamu. Cpean HUX HEOO6XOAMMO YNOMAHYTb (hMHAHCUPOBaHUE, TEXHO/IOMMI0, NPaBOBble acnekTbl U 6e3-
onacHocTb. PaccmatpuBas 6€30MacHOCTb, HEO6XOAMMO MOAENMPOBaTh HOPUANYECKNE MOHATUSA U NOHATUS, B
KOTOPbIX (DOPMY/IMPYIOTCA NONUTUKM 6e3onacHOCTU. MoNnTMKa oXBaTbiBaeT BCe acnekTbl CUCTEMbI 34PaBOOX-
paHeHus 1 MHPOPMALMOHHBIX CUCTEM 3[1paBOOXPAHEHUA, HaNpuMep, lpuanyeckne, counasbHble, NCUxoso-
rmyeckme. PyHKLMOHaNbHbIE N TEXHUYECKMe.

YnpaBneHve nonuTukoi 6e3onacHocTM MOXeT BKIuYaTb B Ce6s BCe WM YacTb CReAytolmx 3Tanos:
cocTaB/ieHne, NepecMoTp, TecTMpoBaHue, yTBepxaeHue, nybavkauus, KombnHMpoBaHue, aHanns, moaudu-
Kauus. npekpalieHue geicTBusi, MONCK U NPUMEHeHne NoAuTukK. MNonHas noauTrka, MpUMeHMMas K 3anpocy,
TpebyloLemMy peLleHunsi, MOXeT COCTOATbL U3 pafda OTAeNbHbIX NpaBua uav nonuTuk. Hanpumep, ansa npuso-
XeHus. obecneunBaloLero KOHMULEeHUNaNbHOCTb NEPCOHa/NbHbBIX JaHHbIX, CyObeKT NepcoHanbHOW MHAOP-
Mauum MOXeT onpefennTb OAHW acnekTbl NONTUKM PacKpbiTUSA 3Tol MHopMaLun, B TO BPEMS Kak opraHu-
3auus, sBnALWancs BnagenbLemM aTo nHdopmaLum, MOXET onpesennuTb Apyrie acnekTbl. YTobbl NPUHATH
peleHne 06 aBTopM3aLmn 3anpoca, HeobxoaMMo 06beANHUTL 3TU ABEe OTAe/IbHble NOAUTUKU U cchopmmupo-
BaTb U3 HUX OAHY, MPUMEHMMYIO K 3anpocy Ha AOCTyn K uHdopmaumu.

A3bIk pa3MeTkn 06bsABMeHU 6e3onacHocT SAML (Security Assertion Markup Language), npeanoxeH-
HbIi opraHu3auueli OASIS, onucbiBaeT cpeacTBaMu sa3bika XML cepBrcbl 6€30MacHOCTU, CONOCTaBEeHHbIe
3/1eMeHTaM CTPYKTYpbl 3aro/i0BOK-TeNo-cebiika. s hopmasibHOr0O MOAE/IMPOBAHUSA MOMUTMK U OMUCaHUA
npasua KOHTPONS AOCTYyna 3Ta opraHusaums npegnoxuna A3bik XACML, KoTopblil Takke ABNSeTCS MeTasAsbl-
KOM MO OTHOLLEHUIO K A3bIKYy XML.

7.4.2 A3k XACML

A3blk XACML onpegfensieT Tpu afieMeHTa NofMTUKN BEPXHEro ypoBHs: <Rule> (npasuno). <Policy> (no-
nutuka) n <PolicySet> (komnnekc nonutuk) [12]. dnemeHT <Rule> copepxuT 6yneBo BbipaXxeHue, KOTopoe
MOXET ObITb BbIYMC/IEHO OTAeNbHO. OfHako pelleHve 06 aBTopusaumu (Hanpumep, NPMHMMaeMoe TO4KOM
NPUHATUA PeLUeHNs O MOIUTUKE), He AO/HKHO MPUHUMATLCA 6e3 CCbI/IKM Ha COOTBETCTBYIOLLYIO MONUTUKY. B
A3blke XACML npeanoxeHbl airopuTMbl KOMOGMHMPOBaHWUA NpaBwi, NMO3BONSAOWME, K NPUMEpPY, He paspeLaTb
nepeonpegeneHue (ynopsigo4eHHoe N HeynopsAoYyeHHoe), paspeluaTb nepeonpegeneHne (ynopsigouyeHHoe 1
HeynopsfoveHHoe), BbI6Op NepBoro UM ToSIbKO O4HOr0 NPYUMEHUMOro nNpasuna.

OneMeHT no/mTukn <Policy> cofepXXnT COBOKYMHOCTb 3/1IEMEHTOB Mnpasun <Rule> n 3afaHHyl0 npo-
Luefypy coueTaHus pesynbTaToB MPUMEHEHWNS 3TUX nNpasBu. Pe3ynbTaT BbIMOSIHEHUS 3TON Npoueaypbl CAYXUT
OCHOBOI AN pelleHna 06 aBTopu3aummn, NPUHUMAEMOM TOUKON MPUHATUS PELLEHNSA O NOMNTUKE.

2nemMeHT Komnnekca nonmtuk <PolicySet> coaepXunT COBOKYNMHOCTb 3/1EMEHTOB NONUTUK <Policy> nu
Apyrve komnnekcbl nonntuk <PolicySet>, a Takke 3afaHHyl0 npouefypy coyeTaHus pesynbTaTtoB NpuMeHe-
HMA 3TUX NONNTUK U KOMMIEKCOB MOANTMK. 3TO CTaHAAPTHbI cnocob o6pa3oBaHns 0AHOM KOMOVHUPOBAHHOL
NOSIMTUKN NyTEM COYETaHUSA OTAENbHbIX NONTUK.

OCHOBHbIMUW KOMMOHEHTaMWN NpaBua SBASAIOTCA: Lefb, 3deKT n ycnosue. Llenb onpegensieT KOMMekc
pecypcos, Cy6beKTOB 1 cpeqy.

CneposartefibHO, NOANTMKA BKIOYaeT B ce6S Lie/lb OCHOBHbIX KOMMOHEHTOB, WAEHTUMNKATOP anropuT-
Ma coyeTaHus npaswsl, KOMNEeKC npasun v 0bs3aTenbCcTBa.

MpepacTaBneHHas CTpPyKTypa M (PyHKUMS 4aCTUYHO OTpaXalT KOMMOHEHTHYIO apXUTEKTypy MNOSUTUK,
onucaHHyl B cTaHgapTe ISO/TS 22600-2. MNpu 3TOM, OAHAKO, YMPOLWEHbI onpefenieHHble CyGKOMMNOHEHTHI
nonnTukun. fletanbHole cBeAeHUs CM. B onpegeneHun asbika XACML [12].

7.4.3 A3blKk WSDL

A3blk onncaHusa Beb-cepsucoB WSDL (Web Services Description Language) npegcTtaBnsieT co6oii rpam-
MaTnKy Ha a3blke XML, npegHasHayeHHyto Ans onucaHus Beb-cepBucos. Ha Hem onucbiBaeTcs nHopmauus
06 nHTepdelicax 06Lea0CTYNHbIX OYHKUUIA, TUNax aHHbIX AN BCeX COOBLLEeHUIA, MpuBA3Kax K MCNosb3ye-
MOMY TPaHCMOPTHOMY NMPOTOKOJTy, a Takke K agpecam 3afaHHbIX CepBMCOB. Takoe onucaHve npegcrasnsier
€060 KOHTPAKT MeXAay 3anpallnBalolmM NPUNoOXEHNEM 1 NPUIOXKEHNEM, Peasm3y WM cepBurc. STOT KOH-
TpakT He 3aBUCUT OT NAaTgopMbl peanusalmmn n A3bika.

7.4.4 A3blk BPEL

AA3bIK BbINONIHEHNA BU3Hec-npoueccoB BPEL (Web Services Descnption Language) noCTPOeH Ha OCHO-
Be sA3blka XML 1 npegHasHayeH Ansa onucaHusa 6usHec-npouecca B pacnpefeneHHol B3avmogeicTaytoLeli
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cpege. OH dhopmanusyeT ynpasasieMble KOMMNOHEHTbI U UckN4YeHus. Mogenb npoueccos BPELAWS asns-
eTCcs HaJCTPOWMKOI Hafd MoAEeNbI0 CepBUCOB, onpeaeneHHol B 3bike WSPL (Web Services Policy Language).

7.4.5 Cneyndukayma WS-policy

Cneuundmkauus nonutuk Be6-cepncos WS-policy ABnseTtcs rubkoil 1 paclumpsiemoli rpaMMaTkoin Ha
Aa3blke XML 1 npegHasHayeHa N5 ONMcaHWsA BO3MOXHOCTENM, TpeboBaHUii N 06LMX XapakTepncTuk obbek-
TOB CMCTEM, OCHOBaHHbIX Ha NPUMeHeHun Be6-cepBuUCOB, B hopme MHOpMaLum o0 NouTuke Beb-cepsuca,
cneunuyHoi ANna KOHKpPeTHOW npeaMeTHOW o6n1acTi. OHa onpegensieT KOMMNEKC aflbTEPHATUBHBIX MOMNTUK,
Kaxaas 13 KOTOPbIX SIBISETCA KOMNIEKCOM 0ObABAEHUI NONUTUKK, HANpUMep, CXeMa ayTeHTudmKaumm, Bbl-
60p TPaHCMOPTHOrO NPOTOKO/A, NOAMTUKA KOH(MAEHLMANbHOCTN, XapakTepucTukn Kayectsa cepsuca QoS
(Quality of Service) n 1.4. N5 COBMECTUMOCTU NOMMTUK HEOBXOAMMbI AOFOBOPEHHOCTM O C/I0Bape AaHHbIX U
cemaHTuke. Cneundukaunsa WS-PolicyAttachment (Web Services Policy Attachment) onvcbiBaeT, Kak cBA3aTb
NONUTUKN C CyObEeKTamu, K KOTOPbIMU OHW NMPUMEHSIIOTCA, UCNOMb3ysA onucaHns WSDL.

7.4.6 A3blk WSPL

A3blk nonuTuk Beb-cepsucos WSPL (Web Services Policy Language) aBnseTca orpaHUYeHHbIM noja-
MHOXecTBOM cTaHaapTa XACML opranmsaumm OASIS, obecneunBaiwowum oTobpaxeHve noautuk. O6beau-
HEHHble MOMMUTUKN MOTYT 6bITb BblpaXeHbl C NOMOLLbIO AeTallbHbIX aTpubyToB, Hanpumep, BpeMs AHA. LeHa
Unu ceTeBble XxapakTepucTukn. B a3bike WSPL MOXHO ucnosnb3oBaTh 6ynesckue onepartopsl «/cknwountens-
Hoe W/N» (eXcJlusive-OR) n «M» (AND). Komnnekc <PolicySet> onvcbiBaeT NONNTUKM KOHKPETHOTO cepBuca,
npy 3TOM Kaxjas NomTuka cCoCTOMT U3 NOocnefoBaTeIbHOCTM NpaBwus, NpeacTaBAALWMX OTAE/bHbIA acnekT
cepsuca. Mpasuna 3agaoT AOMNYyCTUMOE MHOXEeCTBO aTpubyToB, ONMCaHHOE C NOMOLLLIO NpeankaTos. B A3bl-
Ke npefycMoTpeHa BO3MOXHOCTb MPUHATUS peLueHWin B 3aBUMCUMOCTW OT AOMYCTUMOCTU HECKOSIbKMX MHO-
XecTB aTpubyToB.

7.4.7 A3bik DIPAL

He 3aBucAwWwmin oT npegmMeTHOW 0651acTu A3blK 06bABNEHUA nonuTukn Beb-cepucoB DIPAL (Domain-
Independent Web Services Policy Assertion Language) onepupyeT BbI6GOpOM pa3sepTbiBaHus (MOAnMTUKaMu),
a He GU3HeC-N0rMKON 1 MHTepdelicamMmn cepsBrca, UCNOMb3YOLWYMN MHOPMaLMIo, 3aBUCSLLYI0 OT npeamMeT-
HO o6nacTu.

7.4.8 A3blk SAML

A3blK pasmMeTkn 06bABNEHM 6e3onacHocT SAML onucbiBaeT rpamMmaTiiky KOHBEPTOB, COAepXaLnx
NAEHTNULMPYIOLWYI0 MHGOPMaLnio 1 MHopMauymio 6e30MacHOCTV U NpefHas3HauYeHHbIX 418 nepejayn u3
0/IHOVi 30HbI 6€30MacHOCTY B Apyryto. Ha 3Tom si3blke opraHv3aLluy MOryT COCTaBATb 06bABNEHNA (YTBEPX-
OeHus) 06 naeHTUYHoCTU, aTpmbyTax M NOSTHOMOYMAX Cy6bekTa (Hepedko nonb3oBartenss — (U3NYECKOro
nvua) n nepegasatb UX A4PYTYIM OpraHn3auusam.

MpoTokonbl SAML onpegensioT CTPYKTYpy nap 3anpoc-oTBeT, OOMEeH KOTOpbIMW MO3BOASET NOAYYUTb
06bSABMEHNA 1 yNpaBAsATb HEOO6X0AVMOW NAEHTUYHOCTBIO, 3a4aBas NPOTOKO/bI 3anpoca-oTBeTa 06 bABIEHWNA,
NPOTOKO/IbI 3anpoca ayTeHTuukaunm, NpoToKo/bl yNpasieHns umeHamu-naeHTudmkaTtopamm, npoToKosbl
ejVHOro BXoAa v eANHOro BbIXoAa.

MpuBsA3kn SAML onpefenstoT cnocobbl UCMNO/b30BaHNA NPOTOKON10B SAML B cTaHAAPTHbIX NPOTOKONaX
coobLeHnii 1 06MeHOB faHHbIMU. MpYMepoM MOTyT CnyXuTb NpuBasku SAML SOAP, npussasku SAML PAOS
(o6paTHbIi SOAP), npuBsi3km nepeHanpasneHnss HTTP nnn npussaskm HTTP POST.

Mpodmnn SAML obecneumBaloT KOMGUHUPOBaHUE BblGPaHHbLIX 06bSABMEHUIA, NPOTOKOIOB 1 NPUBA30K 1
onpegensioT nosefeHne B onpefenieHHbIX cuTyaumsax. 34ecb CTOUT YNOMSAHYTb Npodnn eamHoro Bxoga SSO
(Single Sign-On), paclmpeHHble npoduan knneHtoB n areHtoB ECP (Enhanced Client and Proxy), npocuan
eMHOro BbIXoAa, MPodn/In 3anpocoB 06BABMEHNI 1 OTBETOB Ha HUX, a Takke Npodnan aTtpnbyTos.

KoHTekcT ayTeHTudmkauun SAML onucbiBaeT TUMbl U CUY CYLLECTBYIOWMUX METOA0B ayTeHTudukaummn
(Hanpumep, npoTokona Internet Protocol Password, npoTtokona Kerberos, npoTtokosa pacnpocTpaHeHus oT-
KpbITbIX KAtouei X.509, ynpaBneHne MHTeNNeKTyanbHbIMU KapTamMn Ha OCHOBE WHPACTPYKTYPbl OTKPbITbIX
KoYen, ayTeHTUMKaLMIO KNVMEHTOB Ha OCHOBE NMPOTOKO/0B SSL-TLS).

MeTagaHHble SAML No3BoNsiOT AeCTBYOWMM nnuam, ncnonb3yowmym SAML. onuckiBaTb CBOU npej-
NMoYTEeHUS 1 KoHurypaumu.
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8 Cornacue

8.1 O6uwune cBefeHns

MonnTuka npeacTaensieT co6oii 06bsABNEHUE O PUAUUECKUX, OPraHU3aLMOHHbIX, COLUabHBIX, (YHK-
LMOHANbHbIX U NPOYUX TpE6OBaHMSAX, KOTOpbIe AOMKHbI ObITh BbINOIHEHbI, U TEM caMbiM (hOpMynMpyeT npa-
BUS1A OTPAHMYEHUs1 COOTBETCTBYIOLMX MOHATUI ApYyroii 30HbI 6e3onacHocTv. Cornacue npeacTaBsieT co-
60ii cneuvanbHy NOMUTUKY OTHOLLEHNI Mexay cyGbekTamu, BKIoUalollLyio B cebsi BbipaxeHue o406peHus
WA NPUEeMIEMOCTU YKa3aHHbIX B Heli 3asiBNneHuii. 3akoHo4aTeNnbCTBO MHOTMX CTpaH TpeGyeT, YTo6bl B3au-
MogelicTByIOLMe Cy6beKTbl 6blIn AeTanbHO UH(DOPMUPOBaHbLI O CBOMX 0653aTENbCTBAX U BO3MOXHBIX MO-
cneacTBusix. Tem camMbiM 06ecnednBaeTcs pPUAUYECcKN 1 3TUUECKU NpuemsieMasl 0OCHOBA Takoro oao6peHus
(MHbopmupoBaHHoe cornacue). Cornacue AO/MKHO (DOPMYMPOBATLCS B COOTBETCTBUU C 3aaHHOI MOAe Nbio
MOJITUK 1 BbIPAXaTbCs Ha (DOPMasbHOM s13blke NPeACTaBNEHUST NOUTUK.

8.2 IlHhopMmuMpoBaHHOE cornacue naymeHTa

UTo6bl 06ecneunTb yxe ynomsiHyTble Tpe6oBaHWs, MH(OPMUPOBAHHOE corflacue nauueHTa AO0/MKHO
¢hopMynMpoBaTLCS BICOKOTEXHOIOTMYHBIM 06Pa30M 1 0TpaXKaTb TOHKME U fieTasibHble MOHATUS U CBA3W Npu-
MEHUTE/IbHO K AaHHbIM, (DYHKLMOHANILHOCTM U cepBucam. Takum 06pa3om, MHGOPMUPOBAHHOE cornacue
nayueHTa MOXET MOKPbIBATb OTHOLLUEHWSI CO BCEMU acrekTaMy OKasaHusi MeAWLMHCKOW NMomoLly, BKIovas
JaHHble U HGopPMaLUIo, JOKYMEHTbI, (DYHKLMW, CUCTEMBI, NNLLA, OPraHu3aLmnm, NPUNOXEHNS U T. [., TO eCcTb
BK/tOYASA NPUHLMNANOB 1 UX AeCTBUS/pe3ynbTaTbl AeNCTBUIA.

8.3 YnpaBneHue MHQOPMUPOBAHHLIM cCOrfacuem nauueHToB

YnpaBneHue MHOPMUPOBaHHbLIM COrlaceM NaLMeHTOB AO/HKHO YAOBIETBOPSITL BCEM MpUHLMNAM Mo-
NUTVKW. BKIIOYas onpejeneHve, [OCTUXEHWEe LOrOBOPEHHOCTU, rapMOHM3aLMI0, NpUcBanBaHmne, 0T3bIB U T.4.

9 BKCTpEeHHbIN AocTtyn

DKCTPEeHHbI AOCTYN AO/MKEH NPEAOCTABAATLCS B COOTBETCTBUM C BO3HMKLLIE NOTPE6HOCTbLIO 1 0TBeYaThb
BCeM 6a30BbIM MpUHLMNAM, B TOM YKUC/IE IOPUANYECKUM OFPaHUUYEHUAM, MPUHLMUNY HEOGXOAMMOCTU nosnyye-
HUS MHbopMaunUn U TA., U3/TOXEHHbIM B NOMIMTUKE 3KCTPEHHOrO AOCTyna. BaxHbIM TpeboBaHMEM, KOTOpoe
[O/MKHO BKIKOYATLCA B MOMIMTUKY IKCTPEHHOTO A0CTYNa, SIB/ISETCS Mo/Has perncTpauns BCeX BbIMOSHEHHbIX
OeNCTBUiA.

10 [eTanm3aums MOAENN KOHTPO/IA A0CTyna

10.1 Cdpepa npuMeHeHUs Moaenun

B cuny 06LHOCTN MOAEM KOHTPO/S A0CTYNa UMEHa ee KOMMOHEHTOB [0BO/IbHO aBCTPaKTHbI, OfHAKO
npv COOTBETCTBYIOLLEN MHTEpNpeTaLumu aTa Moe/lb MOXeT 6bITb MPUMEHNMA KO BCEM CUTYaLMSM, ONCaHHbI-
MW 1 06CYXAAWMUMCS B HACTOSALLEM AOKYMEHTE.

10.2 Ncnonb3oBaHue NPAMOro uam o6paTHOro Bbi30Ba

Mogenb KOHTpOnsA AocTyna npeanonaraet Haauune KOHTponepa, obpabaTbiBalowero ynpas/sioLLlyto
NHOpMaLmnio 4518 NPUHATUA PeLleHns o paspellerun goctyna. 3asBuTeslb MOXeT NpeAcTasuTb 3Ty NHAOp-
Mauuio (Hanpumep, TOKEH) Npu Bbi3oBe Bepudmkatopa (NPsSiMoi BbI3OB) IM60 KOHTPOSIEP MOXET MOMy4YnTb
Tpebyemyto MHhOpMaLMi0 OT OBEPEHHOTO NCTOYHMKA (06paTHbIN BbI30B). MpuMHMMasn peLueHve o Bbibope Me-
XaHu3Ma NpsmMoro uavM o6paTHOro BbI30Ba, CrieflyeT yyecTb psf (hakTopos, ONMcaHHbIX B NoAnyHkTax 10.2.1
n 10.2.2.

10.2.1 MpsaAmMoii BbI30B

TOKeHbl [JO/MKHbI UMETb KOPOTKOE BPEMS XN3HU.

TOKeHbl [JO/MKHbI MPOBEPSATLCA CEPBUCOM ayTeHTUMKaLUN.

Mpy nepegaye TOKEHbI AOMKHbI 6bITb 3aLLIM(POBaHbI.

B 3alimdpoBaHHbIl TOKEH AO/MKEH ObiTb BKIOYEH PA30BbIA UM YHUKANIbHbIN KO,

10.2.2 O6paTHbIii BbI3OB

CepBucCbl ayTeHTUUKALMN JOMDKHBI ObITh 4OCTYMHbI.
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XpaHunuuie anemeHToB KoHTpons goctyna (AClI — access control item) fo/KHO 6bITb 4OCTYNHO cep-
BUCAM ayTeHTUUKaLmu.

LocTyn K 3TOMY XpaHWIULLY AO0/IKEH OCYLLECTBASATLCSA C NOMOLLbIO OBEPEHHONO KaHana nepejayn AaH-
HbIX.

TokeHbl, coaepxaline nHopMauno 06 ayTeHTUdmMKauum, foMKHbI GbiTb JOCTAaTOYHO Ge3onacHbIMU
ANA 3alMuLaeMoii cpefibl BO U3bexaHne atak NoBTOPEHUSI TOKEHOB.

11 [eTanusaums mMoaenv AenernpoBaHust

OrpaHuyeHus genernpoBaHnss MOryT 3aaBaTbCs UCTOYHUKOM ayTeHTUdmKaLmm, 3asasutenemMm unm ue-
Nblo AoCTyna n BKAoYaTb B Ce65 cnegyoLlyo nHopmaLmio:

a) YpoBeHb [eflerMpoBaHus — Hanpumep, 3asBUTE/0 C POSbl0 Aenerata MOXeT ObiTb 3anpeLyeHo
JanbHelwee genervposaHne nNpuBuaernii.

b) KOHTEKCT penervpoBaHuss — Hanpumep, AeNerMpoBaHue WMEWLencs npuBUIErun «1y4yeBoil
AMarHocT» TO/bKO MO OTHOLIEHWIO K MauveHTy C AaHHbIM UAEHTU(UKATOPOM, TOMbKO AA AaHHOW cepun
PEHTTEHOBCKMX CHUMKOB M TOJIbKO Ha YKa3aHHbI Nepuog BpeMeHM.

c) Mpynna generatos — Hanpumep, ypoBEHb AefierMpoBaHMs MOXET He orpaHuMyMBaThbCs, HO BCe fene-
raTbl JO/HKHbI NpYHaANeXaTb onpefeneHHol rpynne 3asBuTenei.

d) OrpaHnyeHne Mcnosib30BaHUS CCbISIOK — MPUBU/IETMM UCNOb30BaHNA 06beKTa Npu onpeaesieHHbIX
YyC/I0BUAX NepefatTcs nosyyvaTesnto B BUAE CCbIIKU HAa 06bEKT. Hanpumep, npu generMpoBaHun npusunernm
MHChOpMaLUs KOHTPO/IS AOCTyna, MpuHagnexauwias genervpyroliemy npuHumunany (To ectb ero aTpubyTbl 6e3-
0NacHOCTK) MOXET 6bITb Ae/erMpoBaHa APYroMy 06beKTY Lienoyku, YToObl paspewnTb emy AeincTBoBaTb OT
UMEHU AenervpyoLwero npuHuunana npy onpegeneHHbIX yCrioBusX.

e) Henopxopsuee genermpoBaHne — orpaHUYeHns, NPensaTcTByOLWME Nnepejadye UMELLNXCS NPUBK-
nernii HenoaxogAwWemy generaty, HanpuMmep, nepegaye npasa Bpaya Ha BbIMUCKY peuenToB npeacTaBuTenNto
aMUHUCTPATMBHOIO NepcoHana.
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MpunoxeHune A
(cnpaBoyHoeE)

WHhpacTpykTypa ynpasneHus npuBuaerusiMmmu

A.1 TapmoHMU3aLUMa HacTOALWEro NPUIOXeHUsA co ctaHgapTom ASTM E2595-07

B cyuiecTBylowmx ctaHgapTax, Bkaoyas ANSI X9.45 [46]. ISO/IEC 9594-8. IETF RFC 3280 X.509 [47]. OASIS
SPML, SAML, WS-'" n XACML onpegeneH pag MexaHU3MoB, KOTOPble MOXHO MCMOMb30BaTh 419 KOHCTPYUPOBAHUA WH-
dhpacTpykTypbl ynpaBneHus npusuaernamm, cneynduuHoii Ana 3gpasooxpaHeHns. K HUM OTHOCATCA onucaHHble ganee
BO3MOXHOCTH.

Mpusunernn, Heobxoanmble AN AOCTyNa K LieneBoMy 06bekTy, 0603Ha4YeHbl B y0CTOBEPEHNN aBTopu3auun 3a-
ABUTENSA. TakuM yL0CTOBEPEHNEM MOXET 6bITh CEpPTUMKAT aBTOpM3aL M, COOTBETCTBYOWMIA cTaHaapTy ISO/IEC 9594-8
(vacTHas dpopma cepTudmkata atpubyTa), UIm onucaHne Habopa NOAUTKK, COBMeCTUMOe co ctaHgapTom XACML nu6o ¢
APYTMMUW CNPaBOYHbIMK CTaHAAPTaMu1 aBTopu3aL .

KaTteropusi uyBCTBMTENbHOCTY UMW MHble CBOICTBA LeNeBoro obbekTa. k KoTopomy TpebyeTcsi 4OCTyn, MOryT xpa-
HUTbCA B MECTHOI 6a3e faHHbIX UM B NOANUCAHHON CTPYKType AaHHbIX. HacToslee npunoxeHme He onpeaenseT cTaH-
AapTHbI cnocob npeacTaBneHnsa 3Toi MHdopMaL MK, NOCKO/IbKY OH OCTaB/ieH Ha MecTHoe ycmoTpeHue. OH cofepxut
yKasaHus, Kak Takas uHpopmauus rnoxet 6bITb NpeacTaBneHa n obpaboTtaHa ¢ NnoMoLbio 06LWKxX cnocob6oB onucaHus,
Hanpumep, cnHTakcnca ASN.1 n a3bika XML. Ecnn HagAaHHbIM LesieBbIM 06beKTOM MOXET ObiTb BbIMO/THEHO HECKOTbKO
pasHbix onepauuii, To Kaxaas Takas onepayus [/oXeT UMeTb CBOIN HA6Op aTpMGYTOB YyBCTBUTENLHOCTH.

MonuTtuka npusBunernii MoXeT XPaHUTLCA LieHTPanM3oBaHo WK I0KanbHO NM60 nepeaaBaThCs B BUAE NOANMCaH-
HOV CTPYKTYpbl flaHHbIX. Pa3fnyHble onepaynn Hag LeneBbiM 06beKTOM MOryT 6biTb NPeAMEeTOM pasHbIX MOAUTMK NpuU-
BUMErniAi. B HacTosiLemM NpUIOXeHNN ONUCAHO HEeCKO/IbKO CTaHAapTHbLIX NOIMTUK, U KOHKPETHbIe CAyX6bl MOTyT UCMOSb-
30BaThb AONO/HATENbHbIE MOMNTUKA.

B napagurme aBTopusauumn JoKyMeHTa Tpe6oBaHUsi paBHO3HAUYHbIX NOANMCEl MOTYT 6biTh aCCOLMMPOBAaHbI C MOSIb-
3o0BaTesieM Uan JOKYMEHTOM, HanpuMep, nNoAnUCaHHbI AOKYMEHT MOXET CUMTaTbLCA aBTOPU30BaHHbIM (IOpUANYECKN 3Ha-
UYMMbIM) TOSILKO B TOM C/lyyaB, KOrja Kk HeMy npuioxeHbl BCe HEO6X04Mble NOAMUCH.

Monb3oBarenn MoryT feneruposartb NPUBUAETUN APYTUM NOSb30BaTENAM.

Monb3oBartenam MoryT 6biTb Ha3Ha4YeHbl PoaW, NO3BOMALNE NepeAaBaTb NPUBUIETNN.

HekoTopble aBTopu3auunn MoryT 6biTb HACTO/IbKO AUHAMUYHBIMU, YTO X BKHOYEHWE B KOPNOPATUBHYIO CTPYKTYPY
aBTopusauyuu bygeTt HeuenecoobpasHbiM (BCNeACTBME TOTO YTO CTOMMOCTb WX 3KCMyaTauun 6yaeT CAULIKOM Benuka, a
CPOK MX XWU3HW ByaeT KpaTkum nnbo oHM ByayT YacTo MeHATbCs). Takue aBTopM3auny MOTyT XpaHUTbCA B 6a3e AaHHbIX
aBToOpM3aLuM MECTHOTO cepBepa W HasHa4vaTbCs B (hopme nepemMeHHbIX cpejpl.

B ocTaBLUelics YacTu HACTOSAILLEro NPUIOXEHNS 06CYXAAl0TC MeXaHU3Mbl nepefayn NpuBuneruii, a Takke nHgop-
MaLumn 0 YyBCTBUTENbHOCTW W MONWUTUKE B pacnpejeneHHol nHppacTpykType ynpasieHns npusunerusaMm.

A.2 ba3oBas UH(paACTPyKTypa ynpasneHus npuBuaerusamm

A.2.1 CepBuUCbl MH(PACTPYKTYpPbl YyNpaBaeHUss NpuBuaIeruamu

BasoBas MH(hpacTpykTypa ynpas/ieHus MpuUBUIErSIMU ONUCbIBAET OTHOWEHUS MeXAy KOMMOHeHTamu abcTpakT-
HOI cucTeMbl poneitl N KOMNOHeHTaMK Hukenexatielit MHpPacTPyKTypbl 6e30nacHoCTU.

Mogenb KOHTpona AocTyna, onucaHHasa B cTaHgapTte ISO/TS 22600-1, pacwupsercs A0 pacnpefesieHHol apxu-
TEKTypbl 6€30MacHOCTU UM CepBUC-OPUEHTUPOBAHHON apXUTeKTypbl B COOTBETCTBMM C pucyHkoM A.l. KoHTponep no-
KasaH co CBOMMM KOMNoHeHTamy PDP/PEP (TOYKOV NMPUHATUS pPeLleHns O NONUTUKaX U TOUYKOW NpYMeHeHns nonunTuk). B
3allyLLleHHOl cCepBUC-OPMEHTNPOBAHHON apxuTekType 6e3onacHas ayTeHTUdMKaLMa v aBTopusaLuna npefocTaBnsoTcs
NPUNOXEHNAM Kak cepBuCbl. Ha pucyHke A.1 nmokaszaHo abCcTpakTHOe npeAcTaBneHne Mofenei KOHTpPona goctyna, npea-
NoXeHHbIX B cTaHaapTte ISO/IEC 10181-3 (PDP.'PEP B TepMmuHonoruu opranunsauum OASIS).

Ecnu yganuTb BHeLWHero (Mo OTHOLWEHWIO K Lle/1IeBOMY 06bEeKTY) KOHTPO/Iepa, TO NOy4YnTCA TpaguLnoHHas mogesb
KOHTpONS gocTyna. PasnuyHble BapuaHTbl peanunsaumn MoryT 6biTb NOyHYeHbl C NOMOLLLIO (PYHKLMOHAbHBIX pasmelle-
HWIi cepBMca Mexy YPOBHEM MPUIOXKEHNSA N YPOBHEM CEPBUC-OPUEHTUPOBAHHON apxuTeKTypbl. VIHopmaLuus KOHTpons
JocTyna ucnosb3yeTcs 4719 UHOPMUPOBAHUSA TOUYKN NPUHATUSA PeLIEHUs 0 NoNMTUkax PDP 0 JONONHUTENbHBIX YC/T0BUAX,
B/VAIOWNX HA NPUHATAE peLleHus.
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cepBu1c GMOMNBCHOCTU

PucyHok A.1 — PacwupeHHas Mofesib KOHTPONA AgocTtyna

A.2.2 VHbopmayma KOHTpoONsA fgoctyna

NHdopmauus koHTpons goctyna (ACI). onpegeneHHas B cTaHgapTe 1SO, BkioyaeT B cebsa cnegylolme AaHHble.

a) VHchopmayms KOHTpoNa AocTyna nHuyuaTopa uan nonb3oBatens:

- UHAMBMAyanbHas naeHTUdVKaLnsa KOHTponsa gocTyna:

- MAEHTUMKATOP Mepapxmyeckoii rpynnbl, B KOTOPO 3asiBfIEHO yyacTue, Hanpumep, AO/HKHOCTb B OpraHu3auuu:

- naeHTuduKaTop (YHKLUMOHANbHON TPynnbl, B KOTOPOI 3afB/IEHO yMacTVB, Hanpumep, naeHTUdmnkaTop npoekta
unn pa6oueii rpynnsl;

- posb, KOTOpas MOXeT 6bITb NPUHATA:

- KaTeropuy 4yBCTBUTENIBHOCTY, K KOTOPbIM pa3peLueH AoCTYN;

- KaTeropuv LefioCTHOCTU, K KOTOPbIM paspelleH 4oCTyn;

- naeHTUdUKaLnsa KOHTPONS ynpaBieHus LeneBbiM 06bEeKTOM 1 AONYCTUMble AeACTBUA Haf 06bekToM, T. e. uene-
Bas BO3MOXHOCTb;

- atpubyTbl 6€30nNacHOCTM feneraTos;

- MecTOoHaxoxfeHue, Hanpumep, paboyas CTaHUWA, B onepaLnoHHyo CUCTEMY KOTOPOIi BOLe nosb3oBaTesb.

b) NHdopmaLma KOHTPONA LeneBoro obbekra:

- naeHTudmKaLmna KOHTPONS A4OCTyna Lenesoro o6bekTa.

- MAEeHTUdUKaLUSA KOHTPOAS A0CTyna WMHAUBMAYaNIbHOTO MHULMATOpPa U paspelleHHble Wan 3anpelieHHble eMy
f[elicTBUS Haf LeneBbiM 06beKTOM;

- naeHTUdUKaLUS YieHCTBa B Mepapxmyecknx rpynnax KOHTposis 4ocTyna u paspelleHHble Uiy 3anpeLyeHHble UM
fAelicTBUA Haf LeneBbiM 06bEKTOM:

- naeHTudurKaumna YneHcTsa B hyHKLMOHANbHbIX rpynnax KOHTPONA AOCTyna v pa3pelleHHble Uan 3anpeLieHHble
UM AelicTBUS Haj LeneBbiM 06bEKTOM:

- naeHTuduKaLumna poaun KOHTPONSA AOCTyna 1 paspelleHHble WK 3anpelleHHble el AelicTBUA Haj LeneBbiM 06b-
eKTOM:

- YNONHOMOYEHHbIE OpraHbl ¥ aBTOPU30BaHHbIE UM AeNCTBUA:

- KaTeropuv 4yBCTBUTE/ILHOCTHU;

- KaTeropuv LenocTHOCTH.

¢) VHbopmauma KOHTPOIA AocTyna K AelCTBUIO:

1) NHcbopmaumsa KOHTPONs AOCTyna, accouuMpoBaHHas ¢ AelicTBMEM MO 30HMPOBaHMIO (MHhopMaunsa KOHTPoNA
JocTyna K aHHbIM), Hanpumep:

- KaTeropuv 4yBCTBUTE/IbHOCTH,

- KaTeropvm LLesIoCTHOCTH.

- nAaeHTudmKauua asTopa.

- naeHTudukauusa cybbekta MeguuMHCKon nomoumnl).

2) NHdopmaums KOHTPONA AOCTyna, accouumpoBaHHas ¢ feiicTBrem B LiesIoM, Hanpumep:

- naeHTUrKaLuus nHuLmraTopa.

3) Pa3pelueHHble Napbl MHULMATOPOB U LiefieBbiX 06bEeKTOB:

- paspelleHHble LeneBble 06beKThbl.

- paspelleHHble nHuumaTopsbl (3asButenm),

- AOMYCTMMBbIIA KNacc onepauyuii (HanpvmMep, YTeHue, 3anuchb).

- TpebyeMblil ypoBeHb LLeNIOCTHOCTY.

B ctraHgapte ASTM E2595-07 ncnonb3yetca TEPMUH «nAeHTumrKauma snagenoLa».
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d) WHdopmaumsa KOHTEKCTa KOHTPONS focTyna:

- nepvoAbl BpEMEHH,

- MapupyT (4OCTyn MOXeT 6biTb pa3pelleH TO/bKO B TOM C/yyas, eCc/iv MaplpyT o6nagaeT cneunuyHbIMN Xa-
pakTepucTukamu).

- MecToHaxoxgeHue (40CTYyn MOXeT OblTb pa3pelleH TO/bKO B TOM Ciy4yae, ecnu 3afaHbl Ba MHULMaTopa: Kak
cneynunyHbie cuctemMbl — paboyvie CTaHLuU U TepMUHanbl — AN cneuntyHbie MeCTOHaX0oXAeHNs).

- cTatyc cucteMbl (MpU faHHO MHhopMauny KOHTPOS AocTyna TpeGyeMmblili 4OCTYN MOXET OblTb pa3peLlleH Toslb-
KO B TOM C/nyyae, ec/ii cuctema HaxoguTcs B onpegenieHHOM COCTOSIHUW, Hanpumep, BocCTaHaBMBaeTCa nocne aBapum).

- cuna ayTeHTudpmkauum (JocTyn MoxXeT GbiTb paspeLleH ToNbKo B TOM Clyvae, eci UCMNOo/Ib30BaH MexaHusMm ay-
TeHTudMKaLmn. cuna KOTOporo He MeHee 3afaHHoW).

- Hanuuve Apyroro TekyLiero 4ocTyna y JaHHOro uHuymaropa uam Apyrux MHULMaTopos.

CyulecTByloT ABa Tuna BbICOKOYPOBHEBbLIX poOneli B 34paBOOXpaHEHUW, NoffepxuBaemMble UHGPaCTPYKTYpOii:
CTPYKTYpPHble pPonu 1 yHKUMOHaNbHble ponn. CTPYKTYpPHbIE POSIM OMUCLIBAIOT NpefABapuTesibHble YCnoBus, Tpebyemyto
KOMMETEHLUNI0 WU CNOCOBHOCTU K AeiCTBUAM. PYHKLMOHA/IbHbIEe POAN OTpaxalT (PyHKUMOHa/bHble acnekTbl cBA3el
Mexay o6bekTamn. PYHKLMOHANbHbIE PO/IM CBSI3aHbl C peanu3auyuneli (BbiNosHeHNeM) AeCTBUIA.

BO3MOXHbIMU NpUMepamMun CTPYKTYPHbIX poneil MeguLnHCKUX paboTHUKOB Cryxar:

AVPEKTOP MeAULMHCKON opraHusaumu.

AVPEKTOP KAVHWKN.

3aBefyoLWnil oTaeNeHneM.

cTapLunii Bpay,

opauHaTtop.

Bpau.

AaCCUCTEHT.

VNHTEpH.

rnaBHas megcectpa.

mefcecTpa,

- CTYAEHT.

B0O3MOXHbIMU NpuMepamMun OyHKLUOHANbHbIX Ponei MeAnLMHCKX paboTHUKOB Cyxar*.
nevauyunii Bpay (oTBevatowwuii 3a neveHve nauueHTa),
COTPYAHWK ANArHoCTUYECKOro OTAeNeHus.

COTPY/AHUK TEpaneBTUYECKOro OTAENEeHUS.
KOHCY/IbTaHT.

- Bpay NpuemMHoro oTAeneHus.

- ceMeliHblii Bpauy.

- (PyHKUMOHanbHasf(Hanpumep, onepaunoHHas) meacecTpa.

[letanbHoe onucaHne CTPYKTYPHbIX U PyHKLMOHAbHBIX poneli NnpeAcTaBieHo B CeayowWwmux nogpasgenax.

A.2.3 YnpaBneHue 6e30NacHOCTbIO, PUCK M COOTBETCTBUE

3dpekTnBHAA cxema ynpasneHusi 6e30MacHOCTbIO Bk/lOYaeT B cebs Takoe pacnpefesieHne OTBETCTBEHHOCTH,
nosHOMOYNIA, opraHv3auunio B3auMoAeincTBns, kotopoe obecneynBaeT nepcoHany Tpebyemyio cTeneHb ynpaBneHusi cu-
CTeMoii. YnpasneHue cnyxb6amu 6e3onacHocT kpaiiHe HEO6X04MMO, paBHO Kak ynpasneHne noantukamu 6e3onacHocTu
N UX NPUMEHEHUEM XM3HEHHO HEOGXOAUMO A1 CUCTEMHON cpefpl.

B cueHapun cosfaHusa cepsuca ynpasiieHue BKIOHYaeT B ceb6s MOHUTOPWHI COOTBETCTBUA CNyx6 6e3onacHocTn
nonuTukam 6e30nacHOCTW, MOHUTOPUHT COOTBETCTBUS Pa3BePHYTbIX CTPYKTYP YNpaBieHus, a Takke MOHUTOPUHT o6Lel
3P heKTMBHOCTM 6€30NaCHOCTN CUCTEMHOI cpefpl.

Mpu ynpaBneHun cooTBeTCTBMEM Tpe6GoBaHUSIM 6€30MacHOCTV U3MepsieTCsi CTeneHb COOTBETCTBUSI peasim3oBaH-
HbIX CEpBMCOB 6e30NacHOCTM MepaMm, onpejenieHHbIM B NouTUKe 6e3onacHocT. Peanusauuna Takmx n3MepeHuii MoxeT
6bITb OCHOBAHAa Ha OTYeTax O NOBEAEHUN CUCTEMbI, MOCTPOEHHbIX HA OCHOBE CBEAEHWI, NONYYEHHbIX U3 PerncTpaLmoH-
HbIX )XypHanoB. 9T OTYeTbl JO/DKHbI MO3BONSATL CPaBHeHWe HabnlogaeMoro noBefeHns ¢ TeM. KOTOpoe OXujaeTcs Ha
OCHOBEe CKOH(MIypupoBaHHbIX NOANTUK. Korga pesynbTaTbl CPaBHEHUS MPOCMATPMBAIOTCS B KOHTEKCTE f,e/10BbIX MOJIUTUK,
MOXHO MONy4YnTb BCeobbeMIOLLEee NpeacTaBieHne 0 TOM. B Kakoil Mmepe npeanpusTe peannsosaso v NPUMEHWI0 Tpe-
6yemble NONANTUKN.

A.2.4 YnpaBneHue foBepuem

C [enoBOM OTHOLWIEHWUW ynpaB/ieHne [oBepuem BkovaeT B cebs pacnpegenieHne oTBETCTBEHHOCTW W lopugmue-
CKue acnekTbl NpuMeHeHus cepBncos 6e3onacHocT. OHO Takxe Bk/ovaeT B cebs coobLieHns o 3alwuTe, KOTopble cep-
BUC-NpOBaiiiep MOXeT peann3oBath f/1 YYBCTBUTE/bHbIX fAaHHbIX.

Ha TexHonormyeckom ypoBHe ynpas/iieHne JOBEPUEM MOXET BKAOUaTb B cebs:

- MPOTOKO/Ibl, C MOMOLLbIO KOTOPbIX NOTPe6UTENb CepBUCA B3aMMOAeNCcTBYeT ¢ ero nocTaBLukoM. Hanpumep, Mo-
XeT TpeboBaTbCca nepefaya coobueHnii SOAP (simple object access protocol) no npotokony HTTPS;

- YHUKa/IbHYIO UAEHTUMKALMNIO BCeX UHTEPECYIOLMX NAL; K HUM OTHOCATCA NnLa, nMeloline ponv notpeéutenei,
KOHTpareHToB UMW CAyXaLux;

- obecneyeHne COBMECTHOrO focTyna K MHopMaLun, HeO6X0AUMOro BHYTPEHHUM CTPYKTypaMm NpeanpusTus u
BHELWHUM NapTHepam.
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K npumepy, MoxeT 6bITb onpefeneHa NoanTuka peructpauum, aBToMaTnyecky cosgjaioLias yyeTHble 3anucu nosib-
3oBateneil (katanor LDAP wnnu 6as3a faHHbIX C MAEHTU(MKATOPOM Yy4yeTHol 3anucu joe ans Joe Smith) B XxpaHunuwe
npeanpuaTMa (MAeHTUKNKaToOp y4eTHo 3anucn joesmith gna Joe Smith) n B cucteme cepsuca ngeHTugmkaLm o6-ekToB
(yyeTHast 3anucb NPUKNaAHOro YpoBHA € naeHTudmkaTopom joel234 Bce Ansa Toro xe nonb3osatens Joe Smith).

3Ta nonmTMKa MOXeT GblTb pacluvpeHa 3a rpaHuLbl NPeAnpuaTUs, HanpuMep, ydeTHas 3anucb Nosb3oBaTens cos-
[aeTcs elle 1 B perncTpe BHeLWHNX noTpebuTeneii cepeuca (c ngeHtndunkatopom homejoe gns Joe Smith). 3ta nonuTrka
perucTpayumn MoxeT BkoUaTb B Ce651 HECKO/IbKO paboynx NpoLeccoB, Hanpumep, NosyyYeHne paspeLleHuii Ha ynpasrne-
Hue nosib3oBaTensaMm.

CocTaBHOIi YacTblo Takux NONUTUK pErncTpaLumn ABASTCA NONUTUKU NAeHTUdUKaLMU 1 naponeit. MonuTukn naeH-
TUUKaLMM OMUCLIBAIOT, KakMM 06pa3oM CO34atTCsA pasinyHble aTpubyThbl Pa3/IMUHbIX yUYeTHbIX 3anncei Ha OCHoBe UAeH-
Tuduympylolein nHgopmaLum nonb3osaTens U KOPNopaTUBHLIX NpaBu 6e30nacHoOCTy.

B gaHHOM npumepe nonnTuka MAeHTUdMKaLuy MoXeT COCTOATb B CO34aHNN UMEHWN YYETHOI 3anucu, KoTopoe co-
CTOMT U3 nNepBoii ByKBbl UMeHW 1 BykB hamuiumn nonb3oBatens (Hanpumep, jsmith gna Joey Smith). Monutuka ngeHTUdK-
Kauumn roXeT pacnpocTpPaHATLCA U Ha gpyrue aTpubyTbl, HAaNpUMep, Ha agpeca 3/1eKTPOHHON! NouThbl.

MonnTukn naponeii MOryT NPUMEHSTLCA AN KOHTPO/IMPOBaHNA CNOCO60B CO3A4aHUA W yrpaBieHns naponamu. Ha-
npumep, B NOANTUKE MOXET ObiTb YkazaHa MUHUMaNbHO AONycTUMas A/IMHa napons, 06s3aTenbHO UCNob3oBaHne GykB
1 cneymanbHbIX CUMBOJIOB, & Takke CPOK AeiCTBUSA, BbIHYXAalowWwuii nonb3oBaTeneii MEHATbL CBOW Naposn Kaxable Tpu
mecsua. BeinonHeHne atux TpeboBaHuii ycunneaeT 6e30nacHOCTb CUCTEMbI, MOCKOLKY CnabocTb naponeii co3gaeTt us-
BECTHbIE PUCKN.

defepaTuBHbIE NONUTUKN 06pa3ylOT Apyroli 6a30Bblil ypoBeHb cleHapus. OHM NO3BOAAIOT OCYLECTBAATL NPOBEP-
Ky. oTo6paxeHne n nepefavy pasnyHbiX UCMNOMb3yeMblX TOKEHOB 6€30MacHOCTU MeXAy 30Hamu 6e30nacHOCTU Un cu-
cTemamu.

MpeanpusTna [o/MKHLI 06ecneynBaTb BO3MOXHOCTb NpeAoCcTaBeHUst 4ocTyna K 3aluliaemMoin MeanLMHCKol UH-
cdhopmaLun Ha ocHOBe HavMeHbLlel He06X0A4MMON NPUBUNETUN U HEOOXOAUMOCTY 3HaHWS, onpeaensaemMoi poasiMmn nosb-
30BaTe A B OpraHn3auuy 1 NopyyeHHbIMU emMy 3aaHnsimu.

MoaTomy npeAnpuATUAM Heob6X0AMM MHTErpUpOBaHHbI Noaxos k 6e3onacHoOCTH, nNpejnonaranLuii co3gaHne nH-
hpacTpykTypsbl. yA0BNeTBOPSIOLLEN Cnesyowmnm Tpe6oBaHnaM:

- corslacoBaHHbIM 06pa3oM ayTeHTUMUMpoBaTb NoMb3oBaTesieil Npu nepeceyeHnn nepumeTpa 6Ge3onacHOCTU
npeAnpuaTUSA 1 NnepuMeTpa hegepauun v BHELWHeNR cetn;

- corsflacoBaHHbIM 06pa3omM aBTOpKU30BaTh No/b30BaTeNeil N NpefocTaBnATb UM paspelleHns AocTyna K 3alyu-
LWaemMbIM UHOPMALMOHHBIM aKTUBaM:

- perucTpupoBsarb AOCTYMN K YyBCTBUTENbHON MHhOpPMaLMM U K YyBCTBUTENIbHBIM (OYHKLMAM, & TakKe UX NCMofb30-
BaHue;

- YAOBNETBOPATb peneBaHTHbIM MeTOANYECKUM YKa3aHusaM 1 TpeboBaHWAM WHPOPMaLMOHHOK 6e30NacHOCTH.

[na ayTeHTUdrKaLum Ha CBOeM nopTtasie nonb3oBaTensiM MOryT Tpe6oBaTbCA BBOA MMEHW CBOEW yyeTHON 3anucu
(Hanpumep, homejoe. jsmith unujoe) nnu cpeacTBa ycuneHHoW ayTeHTudukauum.

Ecnv nonb3oBaTenb 3anpaluvBaeT CEPBUC Kak BHELWHUI NoTpebuTenb, TO AN1S ero ayTeHTUUKaLUM MoXeT no-
TpeboBaTbcA 06bABMEHME Ha A3blke SAML, B TO BpeMs kak 418 A0CTyna K NPUIOXeHU0 BO BHYTPEHHel CeTu OT Hero
6yfeT 4OCTATOYHO TOKEHaA C MMEHeM yyeTHoli 3anucu. MNpeacTaBnsieMblii UM TOKEH C MMEHeM y4YeTHOl 3anucu mMoxeT
oT/INMYaTbCA OT TOr0, KOTOPbIA HEO6X0AUM ANA ayTeHTUdMKaunM Ha MecTHOM nopTtane (Hanpumep, joesmith). HakoHel,
NpUIoXeHe MOXeT NPOBEPUTL AeCTBUTENBHOCTb Y/A0CTOBEPEHUS MO/b30BATENA U 0TOGPA3UTb €10 Ha MECTHYH0 yyeT-
HYI0 3anuchb.

B cueHapuu ¢ npsiMbiM BO3feiicTBMEM NOTPE6GUTENN BHYTPEHHEro cepBUCa AO0J/KHbI UCMO/b30BaTh [OBEPEHHbI
cepsuc, 4To6bl NepegaTb MAEHTUGNLMPYIOLLYI0 MHCOPMaLMIO, CBUAETeIbCTBYIOLLYI0, YTO MOb30BaTe b MEEeT AeiicTBU-
TeNbHOe y0CTOBEPEHUE. Hanpumep, MeCTHblE MMEHA YUYETHbIX 3anuceii jsmith nnu joe nepegatTcsi ¢ ya40CTOBEPEHMEM,
CreHepupoBaHHbIM /19 Y4eTHOI 3anuncu joel234. 3aTeM Bbi3BaHHOE MPUIOXEHWE NpoBepseT 3To yaocToBepeHne. Cayx-
6y [0BEPEHHbIX TOKEHOB 6e3onacHocTn STS (security token service) Hafo CKOHMrypuposaTb Takum 06pasom, 4TOObI
TOKeHbl 6€30NacHOCTM NPaBWU/IbHO 0TO6PaXanncb Ha Te. 4TO BOCNPUHUMAIOTCA NOMYYaLWNMN UX Cy6beKTaMn B JaHHOM
cueHapuu.

A.3 OnncaHve cepBNCOB MHPACTPYKTYPbl ynpaBieHUs npusunernamMm Ha ssbike ASN.1

A.3.1 Cneyundurkaymn cepTudmnkaTos, 0CHOBaHHbIX Ha cTaHgapTe X.509

A.3.1.1 Obuwue cBegeHus

Ponesas mofenb WHPACTPYKTypbl ynpaBaeHns NpuBWIErMsMu, OCHOBaHHasa Ha cTaHgapTe X.509. ncnonbsyet
cepTudukatsl atpubyta, onucaHHble B cTaHgapte ISO/IEC 9594-8. MNpuMepoM UCNONb30BaHWS Takoi WHAPAaCTPYKTy-
pbl MOXeT CnyxuTb npoekT Permis (13J. CepTudmkaTtbl aTpnbyTa BbiNyCKalOTCA opraHamy No NpUCBOEHUI0 aTpubyToB.
CepTudhukat atpubyTta npusssaH K naeHtudukauum cybbekta ¢ nomolwblo nons snagensua (holder) B ceptudukarte
naeHTudmkaymmn X.509. Takoe o6beguHeHne obecneyrBaeT BO3MOXHOCTb pasfesibHOro yrnpasieHns NHpacTpyKkTypoii
ynpasiieHns NpusuaerusaMnm n MHPacTpPykTypoit OTKPbITbIX Kntodelt [13]. 3To nossonseT ob6ecneunTtsb KOHPUAeHLMaNb-
HOCTb YyBCTBMTE/IbHOW MHhOPMaL MK KOHTPOS A0CTyna, ecnu cepTudukaTtbl MAEHTUYHOCTY MOTYT YNpaBnaTbCA TpeTbei
CTOpoHOI. Cneyundukaun poneit B UHPaCTPYKType ynpaBneHns npusuiernsaMm, 0OCHoBaHHO Ha cTaHgapTte X.509. uc-
nosib3ytoT. NO KpaiiHei mepe, Tpu Tuna cepTudmkaTos aTpubyTa: cepTudvkatel atpubyTa cneundvkayumn ponu, ceptudu-
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KaTbl aTpubyTa HasHa4YeHUs ponu u cepTudmkaTbl atpubyTa NOANTHK. BCe OHM 3aBepeHbl 3N1EKTPOHHONI NOAMUCHI0 OpraHa
no NPUCBOEHMIO aTpubyTOB N TeM CaMbiM 3allMLeHbl OT NOAAEKN.

CepTudpukatbl aTpubyta cneyudmkauuy ponu cogepxar paspelleHns, HasHayeHHble 3Toi ponu. CepTudpukarbl
aTpubyTa HasHauyeHus po/an cofepxar CMUCOK pofieii, HasHavyeHHbIX CybbekTy cepTudukara. Ceptudukarbl aTpubyta
NONUTUK YKa3blBaOT KOPHEBOI y3en fAoBepusi 418 MHADPACTPYKTYPbl yNpaBeHns NpuBUIErnsiMn U B kKayecTBe 3HavYeHus
aTpubyTta cogepxar ccbliky Ha aiin nonutukn. Ceptudukarbl aTpnbyTa 06bIYHO XpaHATCA B katasore, ynpasiseMom
cepsucomM LDAP. KoHTponiep HaxoauT B kaTasiore Bce cepTudukaTbl atpubyta HasHaueHUs posu, BbiNyLEeHHble A9 AaH-
HOro nosib3oBaresisl, NpoBepseT 3NEKTPOHHYI0 NOANUCH KaXA0ro cepTudmkaTa 1 npoeepsieT, 4To cepTuuKaTbl He 0TO3Ba-
Hbl. 3aTem KOHTponep HaxoAnT cepTudukaTbl aTpubyTa cneyndukauum ponu Ans Kaxgol ponum, HasHayeHHo nonb3oBa-
Tento. CyllecTByeT HECKO/IbKO CNOCO60B ONTUMMU3aLMM 3TOFO NpoLecca, COXpaHALWMX 06Kt Noaxoa,.

Ponesasi mofenb UHPACTPYKTYPbl YyNpasieHns NpuBuaernsiMm, OCHoBaHHas Ha ctaHgapTe X.509. moxeT ncnonb-
30BaTh Takne A3bIKM onucaHusi NonnuTuk kak Ponder. Keynote nuam XACML. Vicnonb3oBaHne KOHTPOSIEPOM NONTMKN aBTo-
pv3auuu, pacnpocTpaHsioleiics Ha Bclo 30Hy 6e3onacHocTu, o6ecneunBaeT 6e3onacHblii, LeHTpann3oBaHHo ynpasnse-
Mbl/i noaxos.

MecCTHbIi MICTOYHUK NoNHOMOuNii B 30He 6e30nacHOCTK co3gaeT NOMUTUKY aBTOpM3auun, pacrnpocTpaHsioLLyocs
Ha Bcto 30HYy. CepBuchl pa3melyeHns npusuneruii (PA— Privilege allocator) ncnonb3yoT NOAMTHKA, NOAMUCAHHbIE NCTOY-
HWKOM MOMIHOMOUUIA, BO3MOXHO, faxe W3 Apyroli 30Hbl 6e30MacHOCTU, YTOBbI creHepupoBaTb cepTudukaTbl aTpuéyToB
NONUTUK N ayTEHTUULNPOBATL UX C MOMOLLbIO 3/1EKTPOHHON noAnucK. ICTOUHWK NOTHOMOUWNIA UM opraH no npuceoe-
HWIO aTpMbyTOB MCNOMb3yeT pe3ynbTaT paboTbl 3TUX CEPBMCOB ANA NognucKu n nybnvkaunu ceptudurkatos atpubyTta Ha-
3HaueHna ponu B katanore LDAP. OTu cepTudukatbl NCNOAb3YIOTCA KOHTPONEPOM ANA MPUHATUSA PeLUeHNs 0 KOHTpone
gocTtyna.

MpuBeaeHHble fanee peannsyemble cneundrkaymmn B3ATbl U3 CYLLECTBYIOWMUX oULManbHblX CTaHAAPTOB UN U3
cTaHAapToB Ae-thakTo v BKIOYEHbl B HACTOSIWMI [OKYMEHT ANS yA06CTBA YTEHUS, YTO siBNseTca o6LWuM noAxXoAoM B
aHanornyHbix cneyndukaymnsax. MoaTomy oHM npefcTas/ieHbl C UICNOb30BaHWEM abCTPaKTHOW CUHTaKCUYecKoli HoTauum
ASN.1.

B HacToAweM AoKyMeHTe npeAcTas/ieHbl cneyudukaummn, paspaboTaHHbie He3aBUCUMMO OT hopMasibHbIX MoAeneil,
onucaHHbIX B cTaHdapTe ISO/TS 22600-2.

A.3.1.2 CepTudhmKaTbl ayTEHTUYHOCTU

CepTudmkart ayTEHTUYHOCTM COOTBETCTBYET cneundukaymm X.509V3:
Certificate ::= SIGNED SEQUENCE
version [0] Version DEFAULT vi.
serialNumber CertificateSerialNumber.
signature Algorithmldentifier.
issuer Name,
validity Validity,
subject Name.
subjectPublicKeylnfo SubjectPublicKeylInfo.
issuerUntqueldentifier (1) IMPLICIT Uniqueldentifier OPTIONAL.
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL
extensions (3] Extensions MANDATORY

Mone version yka3biBaeT BepPCUto 3aKo4MpoBaHHOro cepTudukara. Bepcus ceptudukata JOKHA 6b1Tb V3.

CyuiecTByeT HECKO/IbKO CMOCO60B NPUBA3KN CepTUUKaTOB nAeHTUMUKaLNIN, NCNOMNb3YIOWNX KIOUK, C cepTuduka-
Tamu aTpubyTa, He cofepxalyMMu Kitoueli: MOHOMIMTHBIA, aBTOHOMHBINA 1 Lenoyka CBsi3aHHbIX NOAMUCEN.

Mpun MoHONUTHOM cnocobe cepTudmkat atpubyTa ABAsAETCS YacTb cepTudmkaTa ngeHTudukayuu.

Mpu aBTOHOMHOM crnocobe Ans NpuBA3KK cepTudukaTa atpnbyTta Kk cepTudukaty ngeHTudukauun B ceptudnkar
aTpubyTa BKIIOHAETCA HeKoTopas peneBaHTHas MHgopmauus u3 ceptTudukara ngeHTuukaymn.

Mpy NpMMEHEeHUN LEeNoYKN CBSI3aHHbIX NoAnuceli Ana nNpuBaA3ku ceptTudmkata atpubyTa k cepTudpmkaTy naeHTudmn-
Kauum ncnonb3yeTca NoAnNMCh LeHTpa cepTudmkauuv, nsgasLlero ceptudumkar ngeHtudukaummn. B ctangaprte ISO 17090
3ahKCUpPOBaH NepBblii cnoco6.

A.3.1.3 CepTudumkatbl aTpmbyTa

A.3.1.3.1 Obuune ceefeHuns

MpuBunerun 3ansutens nepegatwTcs kak atpubyTbl NM60 B cepTudhmkaTe OTKPLITOrO Kntova (B pacliMpeHun nons
subjectOirectoryAttributes). nn6o (4to valwe) B cepTudmkarte atpubyra.

CuHTakcuc cepTudmkaTta atpubyTta onucaH B ctaHgapTe X.509.

AttributeCertificate ::= SIGNED {AttnbuteCertificateInfo} AttributeCertificatelnfo SEQUENCE

Version AttCertVersion DEFAULT v1.
holder Holder,
issuer AttCertlssuer.
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signature Algorithmldentifier.
serialNumber CertificateSeriaiNumber.
attrCertValidityPeriod AttCertValidityPeriod.
attributes SEQUENCE OF Attribute.
issuerUniquelD Uniqueldentifier OPTIONAL
extensions Extensions OPTIONAL
}AttCertVersion::: INTEGER {v1(0).v2(1)}
Holder ::= SEQUENCE
baseCertificatelD [0] IssuerSerial OPTIONAL.
—W3gatens 1 cepuiiHblii Homep cepTudinkara OTKPbITOrO ktova Bnagenbua
entityNanre (1] GeneralNames OPTIONAL.
—Wma o6bekTa unu ponu
objectDigestinfo [2] ObjectDigestinfo OPTIONAL

—Ecnn Bepcusa ykasaHa, TO OHa A0/KHA UMETb 3HavyeHune v2
—Kak MnHumym, oaHo 13 noneii baseCertiTicatelD. entityName unu objectDigestinfo. fomxHO 6bITb ykasaHo-
ObjectDigestinfo ::= SEQUENCE

gigestedObjectType ENUMERATED {
publicKey (0).
publicKeyCert ).
otherObjectTypes ).
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL.
digestAlgorithm Algorithmldentifier.
objectDigest BIT STRING }
AttCertlssuer ::= CHOICE
vlForm GeneralNames, - B Bepcun vl unum v2
v2Form [Oj V2Form - Tonbko B Bepcun v2

}
V2Form ::= SEQUENCE

issuerName GeneralNames OPTIONAL.
baseCertificatelD [0] IssuerSerial OPTIONAL.
objectDigestinfo (W] ObjectDigestinfo OPTIONAL

- Kak MUHWMYM OAMH 13 KOMMNOHEHTOB AO/HKEH NPUCYTCTBOBATbL
(WITH COMPONENTS{ .... issuerName PRESENT } |

WITH COMPONENTS {.... baseCertificatelD PRESENT} |
WITH COMPONENTS {.... objectDigestinfo PRESENT})
IssuerSerial ::= SEQUENCE {

Issuer GeneralNames.
serial CertificateSeriaiNumber.
issuerUiD Uniqueldentifier OPTIONAL}

CertificateSeriaiNumber ::= INTEGER
Uniqueldentifier ::= BIT STRING
Attribute ::= CLASS

{
&id OBJECT IDENTIFIER UNIQUE.
SsingleValued BOOLEAN DEFAULT FALSE.
&Syntax }

Attribute ::= SEQUENCE

attrTypeATTRIBUTE.&Ki ({SupportedAttrs}).

attrValues ATTRIBUTE.&Syntax ({SupportedAttrs} {@ attrType}}}
AttCertValidityPeriod ::= SEQUENCE

notBefore GeneralizedTime,
notAfter GeneralizedTime}
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KomnoHeHTbl cepTudurkata atpubyta MCNob3yTca cneayowmm o6pa3om.

Homep Bepcun No3BonseT pasnnunTb pasHble Bepcun cepTudmkarta atpubyta. Ecnv none objectDigestinfo npucyT-
CTByeT unun usgatens ugeHtTugunumnposaH ¢ nomowbio nona baseCertificatelD. To Bepcusi fomKHaA 6bITb V2.

B none Bnagensua (holder) nepepaetcs naeHTudukauus Bnagensua ceptudmkata atpubyTta. Hactoswmii ctaH-
AapT TpebyeT, 4To6bl UCNO/Ib30BAHME UMEHUN U3[aTens u cepuitHblii Homep cneynguyHoro cepTudmkaTa OTKpPbITOro Kito-
ya 6bINn 0b6a3aTeNbHbIMK, UCMOMb30BaHWE 06WMX UMEH — Heobs3aTesbHbIM, a WCNONb30BaHWe AaiigxecTa obbekTa
3anpelyeHo. Micnonb3osaHune nons GeneralNames camoro no cebe ana naeHTudukaummn snagensla ceptudukara Hecet
roT pUCK, YTO NPUBA3KA UMEHN K OTKPbITOMY K/I04Yy MOXEeT 6biTb HeocTaTouHO AN o6ecneyeHns BbINMOMHEHNSA npouec-
ca ayTeHTUdUKaLMn nAeHTUYHOCTU Bnajenblia cepTudmkaTa, CB3aHHOIO C UCMO/b30BaHNeM cepTudukaTa aTpubyTa.
Kpome Toro, HekoTopble M3 HeobsizaTesnbHbIX Mofeit anemeHTa GeneralNames (Hanpumep, ceTeBoit agpec IPAddress)
HEenpuroAHbl A8 UCNONb30BaHUSI B HAVMMEHOBaHUN Bnagensua ceptudukara aTpubyTa, KOTOpbIM Yallie SBASETCA Posb, a
He KOHKpeTHbI/i 06bekT. BapnaHTbl hopm 06LEero MMeHn AO/MKHbI 6biTb OrpaHNyeHbl OTANYUTEIbHBIM UMEHEM, aApecoMm
3/1EKTPOHHOI NOYTbI, COOTBETCTBYHOLWMUM A0KYMeHTY RFC 822 (email, cm. (48)) 1 06bEKTHLIMU UAaeHUdrKaTopamu (4ns
VMeH pornei).

B none usgatens (issuer) nepefaercs naeHTUMKaLMsa opraHa no NPpMCBOEHN0 aTpubyToB, BbINYCTUBLUETO AAHHbIN
cepTudmkart. icnonb3oBaHne nMeHu nsgaTtens u cepuitHoro Homepa cneynpuyHoro cepTudmkaTa OTKpbITOro Kova 065-
3aTe/IbHO. @ UCMONb30BaHNe 06LLero NMeHn (MMeH) HeobsA3aTeNbHO.

B none signature ykasbiBaeTcs kpuntorpagmuecknii anroputm, UCNOb30BaHHbIN A 3/1eKTPOHHO noagnucK cepTu-
thukata aTpubyTa.

B none serialNumber nepepaeTcsi cepuiiHblii HOMep, YHUKabHO naeHTUMLMpyloWwmnii cepTudmkar atpmbyTa cpe-
[N Tex. 3a KOTOPbIX HECET OTBETCTBEHHOCTb €ro n3garesb.

B none attrCertValidityPeriod. umetowem chopmat GeneralizedTime. nepefaeTcsi nepuog BpeMeHU, B TEYEHME KOTO-
poro aTpubyT cepTudmKaTa cumtTaeTcs AeNCTBUTENbHbIM.

Mone aTpubyToB attributes cogepxut atpnbyTbl, accouunpoBaHHbie C BAagenbLuem cepTudmkata n nognexatme
cepTudmkaymm (Hanpumep, NnpuBUErnN).

Mone issuerUniquelD moxeT 6bITb UCNONL30BAHO A5 MAEHTUMKALUN n3aaTensa aTpmbyTa cepTudukaTa B cnyya-
AX. KOrAa UMeHW usgatens HefocTaTouHoO.

Mone pacwupeHwnii extensions field no3BonsieT BkNoYaTb B cepTudmkat aTpmbyTa HoBble nons. CTaHAapTHbIe pac-
LIMpeHns. onucaHHble B cTaHgapTe ISO/IEC 9594-8. paccMOTpeHbl B NpuioxeHun b

A.3.1.3.2 KoHthugeHumanbHOCTb cepTudnkaTos atpnbyrta

B HeKOTOpbIX NMPUMEHEHNAX MOXET OkasaTbCs XenaTeNbHbIM 3aluaTb cogepxanme ceptudukaros atpubyTta ot
Cy6bEKTOB, OTMYAOLWMUXCA OT BRagenoua ceptudukara u gosepsiolieli CTOPOHbl (koTopas UCnosb3yeT cepTUdukar).
3T0 MOXeT 6bITb CAeNaHO C NOMOLLbIO OHOTO UM HECKONIbKUX CEPTUIMKATOB OTKPLITOrO Kitoya Bnagenbua ceptudu-
KaTa atpubyTa 1 ycTaHOBMEHNA ayTeHTU(NLMPOBAHHOrO 3alnMgpoBaHHOro NyTu K AoBepstoLLeil CTopoHe (Hanpumep, €
nomoLbio NpoTokona SSL). ATOT NyTb MOXET 3aTeM UCNO/b30BaTbCA ANS KOH(hMAEeHUManbLHO nepegayn cepTudnkaTos
aTpubyTa.

A.3.1.3.3 NyTn ceptucukarta atpnbyta

Kak n B cnyyaB cepTudmkaToB OTKPbLITOrO K/toua, MOXeT NpeAbsABAATbLCA TpeboBaHne nepegayn nytTn ceptudmkara
aTpubyTa (Hanpumep, 418 06bABAEHNA NpuBUAernii B NpuknagHoM npotokosne). Cneaylowme TUMbl AaHHbIX, ONUCaHHbIE
Ha a3blke ASN.1. MoryT ncnonb3oBaTbCsi A5 NpefCcTaBneHnsa NyTn ceptudmkarta atpubyra:

AttributeCertificationPalh ::= SEQUENCE

attributeCertifrcate AttributeCertrfrcate.
acPath SEQUENCE OF ACPathData OPTIONAL}
ACPathData ::= SEQUENCE

certificate (0) Certificate OPTIONAL.
attributeCertifrcate €3] AttributeCertificate OPTIONAL}

A.3.1.4 CepTuchukatbl ponu

CepTudmkat atpubyTa nosb3oBatesnsi MOXeT COAEpPXaTb CCbl/IKy He ApYroi cepTudmkaTt atpubyTa, cogepxalyuii
[ONoNHNUTENbHbIe NpuBKUAernn. Tem cambiM o6ecneunBaeTcs ahPEKTUBHBIVE MEXaHWU3M peanu3aLlun NpuBUIErMpoBaHHbIX
poneii.

Bo3MOXHbI cnegytouive cneyudukaymm:

- no6oe yncno poneii MoXeT 6biTb ONpeAeneHo Nt06biM OPraHoM Mo NPUCBOEHWI0 aTpUGYTOB.

- COBCTBEHHO POJIb W YMeHbl PO MOTYT 6bITb ONpefeneHbl U yNpaBnATbCA 0TAe/IbHO, Ppa3HbIMW opraHamu no npu-
CBOEHUI0 aTpnubyTOB:

- NpuUBWUNIErNW, Ha3HaYeHHble [aHHO! pPonu, MOryT 6biTb MOMELLEHbl B OAWH WM HECKOMbKO cepTudnKaToB aTtpu-
6yTa;

- MpU XenaHun YneHy posn MoxeT 6biTb HA3HAYEHO TOJSIbKO MOAMHOXECTBO NMPUBWUMIETNIA, acCoLMUPOBAHHbIX C
posbio:
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- YIEHCTBO B POJIN MOXET ObITb Ae/ernpoBaHo:

- PONSAM W YNEHCTBY MOXET 6blTb Ha3HaueHo NMboe Tpebyemoe BpeEMS XU3HU.

Cy6bekTy npucBavBaeTcs aTpubyT cepTudpukaTa, cogepxalynii atpubyt, npegctaBnswowmii coboit o6baABNEHNE,
4YTo Cyb6beKTy HazHaueHa onpefeneHHan ponb. ATOT cepTUdMKaT MOXET UMETb pacllpeHune, ykasbiBatoliee Ha Apyroi
cepTudpukat atpubyta, KOTOpbIi onpeAensieT 3Ty ponb (T. . 3TOT cepTudmkaT ponn ykasbiBaeT e kayecTBe Bnafenbua
PO/b U COAEPXUT CMUCOK NPUBUETNIA, MPUCBOEHHBIX 3TOW ponu). N3gatens ceptudnkata cybbekta MoXeT 6biTb He3aBu-
CUMbIM OT n3gartens ceptTudmkaTa ponu, 1 Kaxablil N3 aTux cepTumkaToB MOXeT yNpaBiAaTbCS COBEPLUEHHO HE3aBUCUMO
(Hanpumep, MOryT UCTeKaTb UX CPOKU AecTBUA, cepTUtrKaTbl MOTYT OT3bIBATLCA U T.A4.).

He Bce chopmbl 06Lero umeHn GeneralName npurofHbl 4715 UCNONb30BaHUA B kKayecTBe UMeH poneii. Han6onee
nonesHbIMKN cnocob6amMmn NpeacTaBieHNs UMeHN POIN ABNAITCA 06beKTHble NAEHTUMVKATOPbI U OTAINYNTENbHbIE UMEeHa.

A.3.1.5 YpocTtoBepeHus

Y[AocToBepeHne ABNsSeTCA npeABapuTe/ibHbIM YC/I0BMEM Ha3HauYeHUs Ponu Uan npeactaB/ieHns Ha pofb. YA40CTo-
BepeHUs CBA3aHbl C X CPeSoii (ToKann30BaHsbl).

YpoctoBepeHusi 06bIYHO ULLYT Mo Tuny (Hanpumep, Bpay) uau No Tuny u usgartento {Hanpumep, «Bpad, UMeoLnii
NULEH3NI0 BUPIXUHUNY),

Credential ::= SEQUENCE

{ credType OBJECT IDENTIFIER,
issuer GeneralName OPTIONAL,
identifier UTF8String}
credentials ATTRIBUTE ::=

{

&id id-credentials.
&SEQUENCE OF Credential}

Ecnu ums uspatens y4oCcTOBEpPEHUS OTCYTCTBYET, TO UCMOMb3yeTCa UMS n3gatens u3 atpubyta, B KOTOPbIA BIOXEHO
yA0CTOBEPEHME, UK U3 cepTUdUkata OTKpbITOro kntova. Ecnu otTcyTcTByeT nmsa usgatens ceptudmkara, To umMa usgarens
YAOCTOBEPEHNS JO/MKHO BbITb ykazaHo. (YYTuTe, YTO B LieNIAX MUHUMW3ALMKN B CUCTEME YMC/ia OPTraHOB MO MPUCBOEHWIO
aTpubyToB B cepTudukarte MOXeT 6biTb ABHbIM 06pa3oM ykasaHo 60/iee 04HOro yA0CTOBEpPEHUS OT 6onee YeM OAHOro
n3garens).

A.3.2 flonyck

ATpUGYT gonycka conocTas/isieTcs ¢ MeTKoW 6e3onacHocTy LeneBoro o6bekta. C ero noMolybio o6ecneynsaroTcs
TOHKMEe MexaHW3Mbl aBTOpu3aLnm 1 KOHTPOs AocTyna.

Clearance ::= SEQUENCE

policyld OBJECT IDENTIFIER.

classList ClassList DEFAULT {unclassified}.

securityCategories SET OF SecurityCategory OPTIONAL }
ClassList ::= BIT STRING

{ unmarked (0).
unclassified (2).
restricted (2).
confidential 3).
secret (4).
topSecret (5)}

SECURITY-CATEGORY ::= TYPE-IDENTIFIER
SecurityCategory ::= SEQUENCE

type (0) SECURITY-CATEGORY.&idUCategories}).
value [1] SECURITY-CATEGORY.&Syntax({Categories{@type})}

MaeHTudukaTop NoNUTUKM 6€30NacHOCTU NAEHTUULMPYET CEMAHTUKY METKA ([ONYyCTUMbIE TPUdIbl CEKPETHOCTU 1
KaTeropuu 6e3onacHocTy). igeHTudukaTop NoANTUKN JO/MKEH 6biTb OAHUM U TEM Xe Kak y Aonycka, Tak 'y meTku 6es-
0NacHOCTK Le/1IeBOro 06bekTa, YTobbl MX MOXHO 6bIN10 cpaBHMBaTh. Mone dassList ugeHTudnumMpyeT cNnMcok nepapxmye-
CKMX rpundhoB ceKpeTHOCTW. pudhbl CEKPeTHOCTY B 0NYCKe CPaBHUBAIOTCS C rPUOM CEKPETHOCTY Lies1IeBOro 06bEeKTa; Kak
MWHVUMYM, OAWH TpUch Aonycka AO/MKEH ObiTb HE HKe rpudda CEKPETHOCTU LeneBoro o6bekra. Kateropum 6esonacHocTu
cofepxar pyryto, He nepapxuyeckyto nHopmaumio. 3HaueHne kaTeropun B JONyCKe AO/MKHO «4OMUHNPOBATb» Haj Cco-
OTBeTCTBYlOL el kKaTeropueit MeTk 6e30NacHOCTM LiesIeBOr0 06bEKTA; 3HAYEHUE NOHATUSA «OMUHMPOBATb» 3afaeTcs npu
onpegeneHun kateropun. K npumepy, B BOEHHbIX NPUMEHEHNAX MeTka 6e30MacHOCT! MOXeT codepxaTb Habop KOA0BbIX
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CNOB UK pasgenos. YTobbl JOMUHMPOBATL HaJ METKOW, AONYCK O/MKEH COfepXaTb BCE KOAO0BbIE CNOBA (pasfesibl) MeTku
(1 BO3MOXHO, fONONHUTENbHbIE K HAM). [lpyrne cBeAeHNs 0 MeTkax 6e30MacHOCTM MOXHO HaliTu B pasfgenax A.3.4.3 n
A.9.17.

A.3.3 MexaHu3mbl 3aaBuTENA

Tekylme nNoAxoAbl K ynpaBieHo NpUBMUAETMSIMU NONb30BaTENS BKOYAKOT B ce6s CrefyioLine BapuaHThbl:

a) LeHTpannM3oBaHHOe XpaHunuuie npusunerunii (Hanpumep, katanor WAP), U3 KOTOPOro oHW MOryT GbiTb SIEerko
N3BMIEYEHbI:

b) XxpaHeHune npusBunernii B pacwmpeHun subjectDirectoryAttributes cepTudpmkara oTKpbITOro k/toya nosnb3oBaTens;

C) XpaHeHue npuBunernii B ceptudpukatax atpuoyra.

MocnepgHve ABa nogxofa npeacTasBAsioT cO6Oi MexaHW3M XpaHeHWs NpuBWAernu nonb3osBatens B yA0CTOBe-
peHusX, 3aBepPeHHbIX 3IEKTPOHHON NOANNCHIO.

BapwuaHT a) nerko peanvsosaTb, HO MpU 3TOM CeEpPBEP NPUBUAETUI AOKEH ObiTb MOCTOAHHO JOCTYyNeH. [pyrue Asa
BapuaHTa Mo3BOMAIT nNepefasaTb MHopMaLmio 06 aBTopu3auynm B cepTudukaTax, YTo UCKAOYAeT HeO6X0AMMOCTb B
onepaTuBHOM AocTyne k cepsepy. CyliecTByeT HECKOIbKO MPUYMH, No4YeMy OTAeNbHOMY OpraHy NpUCBOEHUS aTpubyTos
60/1ee NpeAnoyTUTENLHO MoMellaTb NpUMBUAErUK B cepTudpukaTbl atpubyTta, a He B cepTudukaTbl OTKpbITOro kntova. K
HWM OTHOCSITCS:

d) pasnuune B cpokax XU3HU NPUBUIETNIi N OTKPbITLIX KNOYeii:

e) pasgeneHue obaszaHHoCTel (LeHTp cepTudmkaLun He ABNSETCA Cy6bekToM, OTBevalLl MM 3a ynpasrieHue npu-
BUNETNAMN);

f) NpUHLUMN MUHMManbHO HEO6XOAMMbIX 3HaHWI (He Bcerga xenatenbHo, YTO6bl KaxXAbli Cy6beKT 3Han Bce npu-
BUNErUY 3asiBUTENS);

[) NPVHUMN HauMeHbLUNX NpUBMAErniA (415 BbINOHEHNA ONpejenieHHol onepauun nonb3osaTeslb AOKEH Noy-
yaTb WM NPefoCTaBAATb MUHUMAIbHO HEOBXOANMbIE NPUBUIETNN).

A.3.4 MexaHN3Mbl YyBCTBUTE/NIbHOCTY LLeNeBOro o6bekTa

A.3.4.1 Obuwue ceefeHun

YnpaBneHnue atpubyTamu Lenesoro obbekta (Hanpumep, cnmckaMm KOHTPONa focTyna u metkamu 6e3onacHocTtu)
TPaAULMOHHO OCYLLECTB/ISIETCA B PaMKax KOHKPETHOI CUCTeMbI, U NpeAcTaB/ieHne 3Toi MHdopmaum mano cTaHAapT3o-
BaHO. XOTS HacToAWMIA 4OKYMEHT He AWNKTYeT npasunia ee npefcTaB/eHns, B HEM NpuBeAeHbl peKoMeHaaL M, 0OCHOBaH-
Hble Ha Heckonbkux popmax npeactasneHns (ASN.1 nam XML).

A.3.4.2 NHKkancynaumsa noAnucaHHbIX faHHbIX

ATpUGYTbI 1 Apyras YyBCTBUTE/bHAA MHOpMaLMA MOTyT GblTb NPUBA3aHbI K AalifXecTy LeneBoro o6bekra ¢ no-
MOLLbI0 KOHCTPYKUMK SignedData. B 4acTHOCTW, YMECTHO UCNO/b30BaTh OTAeNEHHble NognucK (nepefaBaemMble OTAENbHO
oT 06bekTa). HyBCTBUTEIbHAA MH(hOPMALMS MOXET NEPEHOCUTLCS B BUAe NOANMUCAHHbIX aTpUBYTOB, Y KOTOPLIX aBTOPOM
6yneT nognucasLnii CyObEKT.

K ueneBomMy 06beKTY MOTyT 6bITb 06aB/EHbI CNeaytoLMe TUMbl aBTopusyloLei nHdopmayuu:

- MHbopMauma KOHTPOAA AocTyna, onucaHHas B ctaHgapTe ISO/IEC 10181-3;

- TpeboBaHWA paBHO3HaYHOI nognucu (cm. pasgen A.9.19);

- onucaTesnbHble CBeeHUs 0 JoKyMeHTe (Hanpumep, Tun 4OoKyMeHTa), NpuBejeHHble B pasgene A.11.3.

A.3.4.3 MeTkn 6e3onacHocTn

MpuBeaeHHbI fanee cuHTakcuc meTkn 6e3onacHOCT No3anMcTBoBaH 13 cneundmkauun RFC 2634 (49].

ESSSecurityLabel ::= SET
t security-policy-identifier SecurityPolicyldentifier.
security-dassification ~ SecurityClassification OPTIONAL,
privacy-mark ESSPrivacyMark OPTIONAL,
security-categories SecurityCategories OPTIONAL}
id-aa-securityLabel OBJECT IDENTIFIER ::= { iso(1) member-body(2} us(840) rsadsi(113549) pkcs(1) pkcs-
9(9) srrume(16) id-aa(2)}
SecurityPolicyldentifier ::= OBJECT IDENTIFIER
SecurityClassification ::= INTEGER {

unmarked (0),
unclassified 1),
restricted 2),
confidential 3),
secret (4),
top-secret (5)} (O..ub-integer-options)

ub-inleger-options INTEGER ::= 256
ESSPrivacyMark ::= CHOICE

pString PrintableString SIZE (1..ub-pnvacy-mark-length),
utf8String UTF8String SIZE (1 ..MAX)}
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ub-privacy-mark-length INTEGER ::= 128

SecurityCategories ::= SET SIZE (1..ub-security-categories) OF SecurityCategory ub-security-categories
INTEGER ::= 64

- onpepgeneHune knacca SecurityCategory cMm. B pasgene A.3.2

MonnTtuka 6e3onacHocTn npeAcTasnsieT co60i KOMNAEKC KpUTepues, NpefbaBAseMbliX K NpefocTaBNeHuo cep-
BrcoB 6e3onacHocTu. Mone security-policy-identifier ncnonsbsyetcs ana naeHTUrKaLMm nNpUMeHsemMolii NoMTUKN 6es-
OMacHOCTW. C KOTOPOWi cBA3aHa AaHHas MeTka 6e3onacHocTu. VaeHTUdrkatop NoANTUKM yKasbiBaeT CEMaHTUKY APYTnxX
KOMMOHEHTOB MeTkn 6e3onacHoCTy.

HacTtosiwasa cneundvkaymsa onucbiBaeT UCNOMb30BaHWe MOAA knaccudukaumm ypoBHel KoHUAeHunanbHoOCTU
(rpuchoB cekpeTHocTU) security-classification B TouHoM cooTBeTcTBUU co cneuundukaunein RFC 2634 [49] u cTtaHzapTom
ITU-T X.411 [50].

Ecnu 310 none npucyTcTByeT, TO Knaccudmkaumna ypoBHeli KOH(OUAEHLMANTbHOCTU MOXET cofepxXaTb OAVNH U3 ne-
papxuyecknx CNUCKOB 3Ha4yeHuii. B HacTosiem AoKyMeHTe onucaHa 6asoBas Mepapxus ypoBHei, HO NX NCnonb3oBaHve
3aBUCUT OT MPUMEHAEMOI NoNUTUKM 6e3onacHoOCTW. [loNOSIHUTENbHbIE YPOBHU KOH(MAEHLMANBHOCTM N UX NO3ULUKN B
nepapxuu MoryT 6bITb OnpeAenieHbl B NoMTUKe 6e30MacHOCTN Ha OCHOBE MECTHbIX NpaBu WAW ABYCTOPOHHEro cornatle-
HuA. BasoBas knaccugmrkalus ypoBHeli KOHDUAEHUNANbHOCT COAEPXUT B NOPSIAKE BO3pacTaHUA cneaytolme 3HauyeHns:
unmarked (6e3 rpudya), unclassified (oTkpbiTas), restricted (gna cnyxebHoro nonb3oBaHus), confidential (koHnaeHUK-
anbHas). secret (cekpeTHas), top-secret (COBEPLUEHHO cekpeTHas).

OT0 03HayaeT, YTO B NPUMeEHAEMOW NONTUKe 6e30nacHoOCTH (MaeHTUdNLMPOBaHHOI B None security-policy-identifier)
onpeaensanTCca Lesble 3HaYeHUss Nepeuncmmoro tuna gaHHbeix SecurityClassification n nx natepnpetauusa. OpraHusauns
MOXeT pa3paboTaTb COGCTBEHHYIO NONUTMKY 6e30MacHOCTM, onpeAenstoLwyto Lenble 3HadyeHns Tuna SecurityClassification
M nx nHTepnpeTauuto. OfHako obLiee NpaBunIo COCTOUT B TOM. YTO 3Ha4eHusi ¢ 0 No 5 pesepBupyoTca 415 3HaYeHnit «6a-
30BOIi nepapxun», a MMeHHo unmarked, unclassified, restricted, confidential secret u top-secret.

MpaBuna nNpuMeHeHWs 3Toi «6a30BO Mepapxum» ypoBHElW KOH(UAEHLMANbHOCTW He WMEelT YHUBEpCasbHOro
onpegenexuns. Kaxgas opranusauna (v rpynna opraHvsaimnii) onpegenset noAnTuky 6e3onacHocTu, kotopas 4OKYMeH-
TUpyeT Tpe6oBaHUsi K UCNO/Ib30BaHMWIO 3TON «6a30BOl nepapxum» (EC/IM OHU AOJIKHbI NCMOMb30BATLCA) U K MPOBEAEHUID
KOHTpOAA fOCTyna B CBOel 30He 6e3onacHocT (ecnn Takosoli nposoguTca). CnegoBaTesibHO, 3HAYEHWUIO YPOBHSA KOH(IU-
AeHuymansHoctn JOJ/HKHO cooTBeTcTBOBATL 3HaYeHWe naeHTudukaropa noanmTuku security-policy-identifier, onpegens-
loweli npaBnna MCnosib3oBaHNs 3TOr0 YPOBHA. Hanpumep, TpakToBKa YPOBHS «CeKpeTHas» B opraHusauuy MoXeT oTau-
4yaTbCs OT NpUHATOI npaBuTenscTBom CLUA. Kak npasuno, nonutuka 6esonacHoct HE JOJ/IKHA ncnonb3oBaTb YpPOBHU
0—5 co 3HauyeHneM ypoBHS KOH(MAEHLMANbHOCTW, OTANYAOWKNMCA OT yka3aHHOro B cTaHgapTte X.411. n BMecTo 3Toro
NOMKHA ncnonb3osaTb UHblE 3HAYEHWS, BbICTPOEHHbIE B COOCTBEHHYIO Mepapxuio.

O6patute BHMMaHWe, 4TO COBOKYMHOCTb [eiCTBUTENbHbIX 3HA4YeHWil ypoBHeli KoHduaeHunanbHoctn JO/HKHA
6bITb epapxmn4eckoil, Ho NPV 3TOM OHU He 065A3aHbl 6bITh YNOPAA0UEHbI MO Bo3pacTaHuio. Bonee Toro, aTa COBOKYNHOCTb
He o6a3aHa 6biTb HEMpepbIBHOW. Hanpumep, B noNnTnke 6e30nMacHOCT cUCTEMbI Nepefayuun coobLieHnii uncno 11 moxet
COOTBETCTBOBATb YPOBHIO KOH(PUAEHLMANBHOCTUN «4yBCTBUTENbHAA MH(popmauns 6e3 rpuda» (sensitive-but-undassified).
a uncno 5 — ypoBHIO «COBEPLUEHHO cekpeTHas» (top-secret). Ho npu aTom B nepapxuu ypoBHeli 3HaueHue top-secret
O3HauvaeT 60/iee YyBCTBUTE/IbHYIO MHCDOPMAaLNIO, HeXesnn 3HaveHne sensitive-but-undassified, xoTs uenoe uncno, coot-
BETCTBYIOLLEe 3HAYEHWIo top-secret, MeHblle Yyncna, COOTBETCTBYIOLLErO 3HaUYeHuno sensitive-but-unclassified. (KoHeuHo,
ec/in 3HauYeHns ypoBHeli kKoHduaeHUmanbHoCcTH security-classification He Tonbko 06pasyloT nepapxuto, Ho Npu aTom 060-
3HaueHbl Yyncnamu, ynopsagoyeHHbIMy No Bo3pactaHuio, 06bIYHOMY YnTaTesno NOANTUKKN ByAeT nerye ee NOHATL.)

MOXHO NpMBECTW cneayoLmnii NnprMep COBOKYMHOCTW YPOBHEN KOH(UAEHLMaNbHOCTN B NONNTUKE 6e30nacHocTy,
He 1Cnonb3yloLleil HUKaknx 3HadeHnit ns ctaHgapra X.411:

10 — obuwenocTynHasa nHopmaums:

15 — o6was nHdopmaums o kopnopauum Morgan Corporation n ee KOHTpareHTax:

20 — vHdopmaLnma o cnyxalmux kopnopauumn Morgan Corporation:

25 — nHopmauua o uneHax CoseTta AMPeEKTOPOB Koprnopauun Morgan Corporation.

COBOKYMHOCTb YPOBHE KOH(MAEHUMaNLHOCTU B NOAMTUKE 6e30MacHOCTU, WCNoMb3yloueli YacTb 3Ha4YeHuin u3
cTaHgapTa X.411, MoXeT BbIrageTb cieayowmnum o6pasom:

0 — unmarked (6e3 rpuda);

1— unclassified (06weaocTynHasn), MOXeT YATATbLCSH BCEMU:

2 — restricted (npegHasHaveHa 4ns cotpygHukos dompmel Timberwolf Productions);

6 — npepgHasHayeHa Ans pykosogutenei compmbl Timberwolf Productions.

MprMepom nepapxun ypoBHei KOHUAEHUManbHOCTU MOryT 6biTh: agMuHucTpaTuBHas (unclassified), knuHuue-
cKas. yyBcTBUTENbHAA (MHopMauma o BUY unm o ncuxnyeckom 340poBbe). TN YPOBHU MOFYT 6biTb @aHOHUMU3NPOBAHbI.

Mone mMeTkn KOH(UAEHLMANbLHOCTM privacy-mark MoXxeT npucyTcTBOBaTb, HO OHO HE UCMOJb3yeTCA 41 KOHTPONSs
poctyna. Ero cogepxaHune MoxeT 6biTb onpeAenieHo B MpUMeHsieMoli nonnTuke goctyna (MaeHTugmunpoBaHHoi B none
security-policy-identifier), koTopas MoxeT cofepxaTb CMUCOK ,ONYCTUMbIX 3HaYEeHW. B kayecTBe anbTepHaTVBbI 3TO 3Ha-
YyeHune MoxeT 6blTb 3aaH0 aBTOPOM MeTki 6€30NacHOCTHU.

B none kateropuii 6e3onacHocTn security-categories, ecny OHO NPUCYTCTBYET, MOXET nepefasBaTbcs MHopma-
uus. npegycmatpusaiolian 6osee TOHKOe onucaHne YyBCTBUTENbHOCTU CO06LeHNa. B npumeHsemoii nonmTuke goctyna

30



FOCT ISO/TS 22600-3—2013

(npeHTUbMUMpoBaHHOI B none security-policy-identifier) MoxeT 6bITb Yka3aH pa3peLlleHHblli CUHTaKCUC NpescTaBneHns
KaTeropuii 6esonacHocT. B kauecTBe anbTepHaTWBbl 3TO 3HAYEHWE MOXET OblTb OnpefeneHo B ABYCTOPOHHEM corna-
LeHNN.

Y cyHOro 1 Toro e o6bekTa MOXeT 6blTb HECKO/IbKO MeTOK 6€30MacHOCTU C pa3HbIMW CXeMaMun NPOBEPKMN, Hanpu-
Mep. TPeGYyLWMMU HaNNYns BCEX UMW TOMIbKO HEKOTOPBIX paspelleHunii (Mnu faxe OfHOro paspeLueHust), coBnagatoLmx
C paspelueHusamMmn goctyna.

A.3.5 ba3oBasa cxema KOHTpOnA gocrtyna

B HacTofWweM nogpasgene onepegeneH aTpubyT nHopmauun KOHTPONSA A0CTyna, KOTOPbIA MOXHO MCMOMb30BaTh
ANS yKazaHua nonyyatento (WA JOBEPEHHOW TpeTbeli CTOpOHE), kakme cy6bekTbl MOryT YuTaTh COAepXaHue LeneBoro
obbekTa.

ACCESS-CONTROL-SCHEME ::= TYPE-IDENTIFIER

AccessControlScheme ::= INSTANCE OF ACCESS-CONTROL-SCHEME

astmScheme ACCESS-CONTROL-SCHEME ::= {ASTMScheme IDENTIFIED BY id-astmScheme)
ASTMScheme ::= SEQUENCE OF ASTMEntry

ASTMEntry ::= SEQUENCE

{ who Requester,
constraints Constraints OPTIONAL}

Requester ::= CHOICE

t rote [0) OBJECT IDENTIFIER.
individual W GeneralName. —from X9.55
group 2] GeneralName,
organizationalUnit 31 GeneralName)

Constraints ::= SEQUENCE OF Constraint

CONSTRAINT ::=TYPE-IDENTIFIER

Constraint ::= INSTANCE OF CONSTRAINT

caselD CONSTRAINT :={ OCTET STRING IDENTIFIED BY id-caselD)
encounterlD CONSTRAINT ::={ OCTET STRING IDENTIFIED BY id-encountertD }
claimEventID CONSTRAINT ::= { OCTET STRING IDENTIFIED BY id-claimEventID }
planRegistration CONSTRAINT ::={ OCTET STRING IDENTIFIED BY id-planRegistration }
encounterRegistration CONSTRAINT ::=

{OCTET STRING IDENTIFIED BY id-encounterRegistration}

admission CONSTRAINT ::= {OCTET STRING IDENTIFIED BY id-admission)
diagnosis CONSTRAINT ::= { Code IDENTIFIED BY id-code }

disease CONSTRAINT ::= { Code IDENTIFIED BY id-disease }

disorder CONSTRAINT ::= { Code IDENTIFIED BY id-disorder}

department CONSTRAINT ::= { GeneralName IDENTIFIED BY id-department}
testiD CONSTRAINT ::= { OCTET STRING IDENTIFIED BY id-testID }

resultiD CONSTRAINT ::= { OCTET STRING IDENTIFIED BY id-resultID }
procedurelD CONSTRAINT ::= { OCTET STRING IDENTIFIED BY id-procedurelD }
specimenType CONSTRAINT ::={ Code IDENTIFIED BY id-specimenType }

shift CONSTRAINT ::={ INTEGER IDENTIFIED BY id-shift}

workgroup CONSTRAINT ::= { GeneralName IDENTIFIED BY id-workgroup }
training CONSTRAINT ::= { BOOLEAN IDENTIFIED BY id-disorder}
therapeuticAgent CONSTRAINT ::= { Code IDENTIFIED BY id-therapeuticAgent}
diagnosticAgent CONSTRAINT ::={ Code IDENTIFIED BY id-diagnosticAgent}
disidentified CONSTRAINT ::= { BOOLEAN IDENTIFIED BY id-disidentified }

Code ::= SEQUENCE

codeSet PrintableStnng.
codeValue IA5String)

[oCTyn K LeNeBOMy 06BEKTY pa3peLleH, ecnu 45 3anpallrBaoLLeil CTOPOHbI HaligeHa 3anuch B CMUCKE CyGbEKTOB
Who (no umeHu, ponu, rpynne nam CTpyKTypHOI eAnHULE OpraHm3aunn) n ecnv aTpubyT cepTudpmkara 3anpalumatoLyei
CTOPOHbI YA0BETBOPSIET BCEM OFPaHUUYEHNUSAM, YKa3aHHbIM B aTpubyTe MHopMaLum KOHTPOS AOCTyNa LEeNeBoro 06bLek-
Ta. ATV OrpaHNYeHns [OMXKHbI ColepXaThbCsi B aTpubyTe orpaHuyeHnii ceptudmkaTa sanpallvBaioLleil CTOpoHbl. Y 3Toro
aTpubyTa ecTb CUHTAKCUUYECKME OFPaHNYEHUS.

31



FOCT ISO/TS 22600-3—2013

A.4 OnncaHne cepBUCOB MH(PACTPYKTYpPbl yNpaBneHNsa NpuBuaernaMmm Ha asoike XML

A.4.1 OnucaHue HasHauyeHUss ponei Ha a3bike XACML

KoHcopuuym no paspaboTke ctaHaapToB OASIS pa3paboTan a3bik XACML 415 onvcaHus CyLHOCTeNR, CBA3aHHbIX C
NPUHSATUMEM PeLUEHUI 0 KOHTpoe AocTyna. TexHuyeckas cneundukayma Ha si3bike XACML coaepxut npounb poaeBoro
KOHTPOAA focTyna, cooTBeTCcTBYOWMIA cTaHgapTy ANSI RBAC.

[ns yno6ctBa uTeHmsa B Tabnuue A.1 conocTaBfieHbl TEPMUHBI, UCMONb3yeMble B 6a30B0i cneundrkauum RBAC
HaumoHanbHoro nHctutyta ctaHgaptos CLUA NIST [14]. ¢ TepmuHamu, ucnosnb3lyembiMmu B npocune XACML. n c Tepmu-
HaMun. NCNOJb3yeMbIMU B HACTOSILLLEM [JOKYMEHTE.

Ta6nuuya Al — OTobpaxeHne TEPMUHOB, UCMOMb3yeMbIX B 6a30BoOi cneundukaymm RBAC

Basosas cneuyndukayna Mpoduns XACML WHpacTpykTypa ynpasneHus
RBAC npusunernamu ASTM PMI

Monb3oBatenun (Users) Cyb6bekTbl (XACML Subjects) 3aasutenu (Claimants)
Ponu (Roles) ATpnbyThl cyb6bekToB (XACML Subject Attributes) Ponu (Roles)
O6bekTbl (Objects) Pecypcbl (XACML Resources) O61bekTbl (Objects)
Onepauumn (Operations) [OetictBus (XACML Actions) Onepauun (Operations)
PaspeweHnus Ponu <PolicySet> n paspelwenusa <PolicySet> PaspeweHunsa (Permissions)
(Permissions) (XACML Role <PolicySet> and Permission <PolicySet>

Mpodnnb XACML RBAC nopaepxuBaeT Takke nepapxnyecknii poneBoit KOHTPOb 4OCTyNa, NO3BOAS ONUCLIBATb
HacnepoBaHWe CBOWCTB poneii. Ans noanepX K CUCTEMHbIX YHKUMI 1 DYHKUKI NnepecMoTpa, ONUcaHHbIX B cTaHgapTe
ANSI RBAC. B aToM npodchuie onmcaHbl 4ONOMHUTENbHbIE NOAUTUKN, U UMEHHO, ponb RPS (Role PolicySet) accounnpyet
Bnafenbua faHHOro aTpmbyTa ponun ¢ Habopom paspelweHunii PPS (Permission PolicySet). koTopblii onvucbiBaeT paspe-
LWEeHNSA. Ha3HaYeHHble gaHHol ponn. O6bekTbl RPS n PPS akBMBaneHTHbl cepTudnkatam atpubyTa HasHauyeHus ponu u
cepTuchmnkaTam atpnbyTa cneumcukaLmm posam B poneBoii Mogenu, 0CHoBaHHOM Ha cTaHgapTe X.509.

MHTerpupoBaHHOe onucaHne CBOMCTB POSIEBO MHPPACTPYKTYpbl yNpaBaeHusa npusuaernammn Ha asbike XACML
npegocTaBnsieT 6oratble U paclumMpsieMble CpeAcTBa ONMCAHUS NOMNTUK. MTOHSATUSA CTPYKTYPHbIX U DYHKUMOHANbHbIX PO-
neli obecneunBaloTCA C MOMOLLbIO ABYXC/OWHON CUCTEMbI, OXBaTbiBaKOLWen aTpnbyTbl poneid, 1 UMEHHO, Nonb3oBaTenu
MOTYT UMEeTb PO/, HA3HAYEHHbIE M B KOHTEKCTE 3anpoca. KOMMNOHEHT, OTAENEHHbI OT TOUKN NPUHATUS PELLEHN, MOXeT
ncnonb3oBaTh NOANTUKY HadHavyeHus poneii XACML nnn PolicySet. uTo6bl akTMBMpOBaTh aTpubyThl B cEaHce Nosib3oBa-
Tens.

A.4.2 ipyrne cepBuCbl MHPACTPYKTYpbl yNpaBaeHns npuBuaernamu

B A.5 npuBefeHbl NpuMepbl ApYrnx cepBMCOB UHPaACTPYKTYPbI YipaBneHus npuBuUNernsiMmn, onnMcaHHbIX Ha si3blke
XML.

A.5 MpumMepbl ynpaBneHns NpuBuIerusiMun, cLieHapueB KOHTPOJIS 4OCTyNna U CEpPBUCOB

A.5.1 Ha3HauyeHne NpUBUAErNin Ha OCHOBE CTPYKTYypbl OpraHu3aumum

Korga npusuniernn HasHavatoTCA Ha OCHOBE CTPYKTYpbl OpraHm3aunmn, To CTPYKTYpHble pou, onpejefieHHble B COo-
OTBETCTBMM CO cTaHAapToM ISO/TS 21298. oTpaxaloT OTHOLIEHNA MeXay PU3MYEeCKUM NTMLLOM W CTPYKTYPHOW efnHuLen,
BK/MlOYaloLlWwme B ceba HasHayeHre npuBuaeruii. B aTom cnyvyae npuBMaerust ocCHoBaHa Ha NMPUHAANEXHOCTU K opraHusa-
uuun. 3TOT NOAXOA PacrnpoCTPaHAeTCA He TOMbKO Ha finLla, HO W Ha Takme TuUMbl CYyObeKTOB Kak CUCTeMbl, KOMMOHEHTbI,
ycTpoiicTBa. HazHauyeHHble NPUBUAErMX MOTYT UCMO/Ib30BATLCA Kak BHYTPU AAaHHON opraHusaunm, Tak 1 BO BHELUHWUX op-
raHusaunax (Hanpumep, NPMHaANeXHOCTb K YNOTHOMOYEHHbIM OpraHam).

A.5.2 Ha3HauyeHue NpuBMIErnini Ha ocHoBe paboynx NPoLEeccoB

YTo6bl 06ecneunTb peannsaunio npotecca, NPMBUIErMN MOTYT Ha3Ha4YaTbCs Ha ero BbiNoNHeHve. MNpusuiernn mo-
ryT 6bITb Ha3HAYEHbl HA BbINO/IHEHKWE BCEro npouecca, onpefesneHHbiX AeliCTBUIA unn gaxe onpegeneHHbIX TpaH3akLuii.
3TOT NOAX0A4 COCTOUT B HA3HAYEHUN NPUBWUIETN B COOTBETCTBUMN C (DYHKLMOHA/IbHOW pofbio cyb6bekTa, cnenys ctaHaap-
Ty ISO/TS 21298. OH oTpaxaeT CBA3b Mexefy OTAENbHbIM CyObEeKTOM U fieiCTBMEM.

A.5.3 YnpaBneHune npuBunernaMm Ha OCHOBE NONUTUK

MpusBnnernn moryT HasHayaTbCs B COOTBETCTBMM C OrpaHMUYEHUSAMU Ha BPEMS, YCI0BUS cpefbl, (YHKLMKN, onepa-
UMK, yCTaHOB/IEHHbIE 3aKOHOaTeNIbCTBOM, HOPMATUBHbLIMW akTamu, cneundunkaymam n 1.4,

A.5.4 HazHaueHue ponu u paspeweHunii

OrpaHuyeHus, 3ajaiolie NnpuBuaernn n 0683aHHOCTM, 06bIYHO YKa3aHbl B MOAUTUKaX. B cayyae npocTbiX MOAMTUK
1 B3aMMOCBA3ei npuBuiernm n 0653aHHOCTN MOryT 6bITb MpeobpasoBaHbl B POSU, Kak 3To AiesiaeTcs B NPOCTbIX peanunsa-
LMAX pONeBOro KOHTPONAS AocTyna, Hanpumep, B ctaHaapTe HL7 RBAC [15]. HegocTaTok Takoro ynpoLeHHoro nogxoaa
COCTOMT B TOM, Y4TO YMNC/IO CO3faBaeMbIxX Poneii pacTeT Npu NOSBMEHWU HOBbIX NOAUTUK. Kpome Toro, Takue CyLiecTBeH-
Hble acnekTbl Kak KOHTEKCT foCcTyna v gpyrme nepemeHHble (cM. cTaHaapT ISO/TS 22600-2) He MOTyT 6bITb NOAXOAALLNM
06pa3om paccMOTpeHbl. JoNnoNHUTENbHbIE CBEAEHNS CM. B cTaHgapTe ISO/TS 21298.
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A.5.5 Cneuundukayns asTopusaumm

OpraH no npucBoeHuto atpnbyToB (OA) u LueHTp cepTudurkaummn (LLC) nornyeckn (M BO MHOTMX cnyyasx usmye-
CKMN) COBEpPLUEHHO He3aBucUMbl. Co3aaHune n aKcnayaTaums «MageHTUYHOCTU» MOTYT (M 4acTo AO/KHbI) GbiTb OTAE/bHbI-
MW OT MHPPACTPYKTYpbl yNnpaBieHus npusunernamu. Takum o6pasom, BCA MHAPaACTPYKTypa OTKPbITbIX KlOYel, BKI0-
yasi UC. mMoryT cyuiecTBoBaTth 1 AelicTBOBaTb A0 CO34aHMA UHPACTPYKTYpbl ynpassieHus npueunernammu. Xora LUC u
ABNAETCA YNONHOMOYEHHbIM OPraHoM naeHTUduKaLun B cBoeii 30He 6e30MacHOCTH, OH aBTOMaTUYeCKN He CTaHOBUTCA
YMOMHOMOYEHHbIM OpPraHoB No NpPUCBOEHUI0 NpuBunernii. CnegosatenbHo. LIC He 06513aTeNlbHO BbINOMHSAET (hYHKLNM
OA. OTclofa MOXHO cAenatb BbiBOf, 4TO LIC He 0653aH HeCT OTBETCTBEHHOCTb 3a pelleHune, YTo Apyrne cyb6bekTbl
MOryT (pyHKLMOHMpPOBaTb B kayecTBe OA (Hanpumep, He 0653aH BK/IlOYATb Takoe HasHauyeHne B ux cepTudunkaTbl AeH-
Tudhukaumum).

VCTOYHUKOM MONHOMOUMIA iBNsieTCst CYy6BbEKT, KOTOPOMY KOHTPO/iep NpUBUErWiA AOBEPSIET Kak opraHy, BceLeno
oTBevalwleMy 3a Ha3HauyeHve Komnaekca nNpuBuaernii. Pecypc MoxeT orpaHninTb cepy OTBETCTBEHHOCTU UCTOM-
HWKa MOMHOMOYWA, AOBEPSA onpeAe/ieHHbIM UCTOYHMKAM pasHble yHKLUU (Hanpumep, OAMH WCTOYHWUK OTBevyaeT 3a
HasHayeHve NPUBUNETUA YTeHWsa, a ApYroli — npuBunernini 3anucu). /1to6oli UCTOYHMK NOMHOMOYMNIA B TO Xe Bpems
aBnsetca OA, NOCKO/IbKY OH BbiNycKaeT ANA APYrux cy6bekToB cepTudmkatbl, ngeHTuduympyowme npusmuierum, Ha-
3HayYeHHble 3TUM cybbekTam. VICTOYHMK NOSIHOMOUMNI aHanornyeH «kopHeBomy» LIC nnn «foBepeHHOl NpuBsske» B
MHPACTPYKType OTKPbITbIX K/loyeli B TOM OTHOLUEHUW, YTO KOHTPOMEep NpuBuUAeruii gosepsieT ceptudukarTam, Bbl-
NyLWeHHbIM UCTOYHMKOM MOSTHOMOYUIA. B HekoTopbix peanusauuax Heobxogumbl LIC. TwaTenbHO KOHTpoaupytowme
cy6bekTOB, [eNCTBYIOWMNX KaK UCTOYHUKM MOMHOMOUMIA. B HacTosieM NpuioXeHWn npefycMoTpeH MexaHu3m obe-
cneyeHns Takoro TpeboBaHus. B gpyrux peanunsauusix Takoii KOHTPO/b He ABMAETCA HeO6XOAUMbIM, U MeXaHU3Mbl
YAOCTOBEPEHNSA TOTO, YTO CY6BEKT MOXET BbICTynaTbh B KAYECTBE NCTOYHMKA NOSTHOMOYMIA, MOTYT OKa3aTbCsA BHE paMok
[aHHOI YacTu HacToALlero ctaHgapTa.

Mpegnoxexusi, chopMynMPOBaHHbIE B HACTOSILLLEM MPUNOXKEHNUN, ABNAIOTCS TMOKUMU U MOTYT YAOBNETBOPUTL Tpe-
60BaHusA, NpebaBasieMble BO MHOTUX peanunsauusx.

Ecnun cepTudpukatbl aTpnbyTa cogepxar CCbiMku Ha cepTudmKaTbl OTKPbITOTO K/to4a, BbiMyLEeHHblE AN UX u3gate-
neii v Bnagenbues, To 4N5 ayTeHTUdrKauum BnagensLues (3aaBuTeneil NpuBmuaernii) n NnpoBepkn 3NeKTPOHHbIX nognuceni
nspatesneil MoXeT MCMOo/b30BaTbCS MHPPACTPYKTYpa OTKPLITOTO KoYa.

A.5.6 OnucaHue cTpaTteruii ynpasaeHusa npuBuaAErnaMu ¢ NoMoLblo cepTudunkaTos

A.5.6.1 YkasaHue npuBuUneruii B ceptudpukaTax atpubyra

Cy6bekTbl MOTYyT NOMYYUTbL NPUBUIETN ABYMS cnocobamu:

- OpraH rno NPUCBOEHWI0 aTpUBYTOB MOXET Ha3HauuTb CyGBLEKTY NpUBUIErM C MOMOLLbIO BbiNycka cepTudukara
(MOXeT 6bITb NOIHOCTLIO MO CBOEW MHWLMATVBE MU C MOMOLLbIO 3anpoca K HEKOTOPOW TpeTbel cTopoHe). CepTudmkat
MOXET XPaHUTbCS B O6LLEAOCTYNMHOM XpPaHWUIMLLe 1 MOXeT 3aTeM obpabaTbiBaTbCst OAHUM WU HECKOSIbKUMUW KOHTpOe-
pamu NpuBWUErnin 4Na NPUHATUA pelleHns 06 aBTopusauun. Mpu 3TOM Ccy6bekT, NoyyaloLWnii NOTHOMOUNSA, MOXET ocTa-
BaTbCS B HEBEAEHUN O Ha3HayeHun nosnHomounii Nn6o nonyyatb yBefoMieHne 06 aTom dakre:

- cybbekT rnoxeT HanpaeuTb B OA 3anpoc Ha nosydeHue npusuaernii. bygyun cosgaHHbiM, cepTudukar MoxeT
6bITb BO3BpALLEH (TO/IbKO) 3aNpOCUBLLE CTOPOHE, KOTOpas sIBHbIM 06pa3oM BK/IKOYAET ero B 3anpoc focTyna K HeKoTo-
poMy 3alluLLLeHHOMY pecypcy.

O6paTnTe BHUMaHMeE, 4TO B 060MX BapuaHTax A1 BbINO/HEHNS cBOei 0653aHHOCTU OA A0/MKEH YA0CTOBEPUTLCS,
4YTO Cy6BEKTY leicTBUTeNIbHO A0/MKHA ObITb Ha3HaueHa AaHHasa npueunerus. 3T0T Npouecc MOXeT BkoyaTb B cebsa He-
KOTOpPblE CTOPOHHME MEXaHU3Mbl, aHaNorMYHble cepTudmkauuy napsl naeHTUdukauma/knoy. cosgasaemoii LIC.

YnpaBneHne NpuBUAErnsiMm ¢ NOMOLLbI0 cepTuukaToB aTpmbyTa NPUMEHNMO B TeX ClyYasx, Koraa BbliNOHAeTCA
O/IHO U3 CneayoLKX YCNOBWIA:

- 3a BbIMyCK cepTudmkata OTKpbITOro k/toyua 419 onpeAeneHHoro Bnajenbua npuBuiernn otsevaeT ofuH Cy6bekT,
a 3a HasHauyeHVe KOHKPETHOIN NpuBUIEerun — APYroi;

- Bnafenbly Ha3HayaeTCa HeCKONbKO aTpubyToB MpuBMAErnii 6on1ee Yem O4HUM OpraHoM;

- CPOK>XU3HW NPUBWIETNN OTAIMYAETCA OT CPOKa AelicTBMSA cepTudmkaTa OTKPbITOrO Ktoya BragenbLla npusuiernm
(06bIYHO CPOK XM3HW NPUBUNETNN FOPa3f0 Kopoye);

- NpuBWUNerns aeicTBUTENbHA TOMIbKO B TEUEHUE ONpefeeHHbIX NEPUOJOB BPEMEHU, AaCUHXPOHHbIX MO OTHOLLIEHWIO
K CPOKY AeliCTBUA OTKPbITOrO KloYa Nofib3oBaTensi UK K CPOKY XU3HWU APYTUX ero NpUBUIEeruii.

A.5.6.2 YKasaHue npuBUIEruii B cepTnudpukaTax oTKpbITOro kiua

B HekoTOpbIX peann3ayusax HasHaveHne cyb6bekTy npusuneruii ocyuiectsnset LIC. Takve npusunernn mMoryT 6biTb
yKasaHbl HEMOCPEACTBEHHO B cepTuchmMKaTax OTKPLITOro kiatuva (nofo6Hblli noaxon obecneynBaeT NOBTOPHOE WCMO/b-
30BaHNe yxe pa3BepHyTOl MHPaACTPYKTypbl) BMECTO BbiMycka cepTudmkaToB atpubyta. B aTux cnyvasx npusunermu
[OJDKHBI ObITh YKa3aHbl B NOMe paclumpeHns ceptudumkara oTKpbITOro kaya subjectDirectoryAttributes.

3TOT cNOCco6 NPUMEHUM B TeX C/ly4Yasnx, Koraa BbINONHAETCS OAHO W3 CIeAY0LWUX YCIO0BUIA:

- OfMH 1 TOT Xe hnanyeckunii cybbekT geiicTeyeT u kak LIC. n kak OA;

- CPOK>XU3HW NPUBWUIETNN N CPOK AECTBUS OTKPLITOrO KtoYa, codepxalleroca B ceptudukare, ognHaKOBbI;

- flenermposaHue npusBuaernii He paspeLleHo:

- fenervposaHvie NpuBUAernii paspeLleHo, HO Npu KaxAoM JenermposaHnn Bce NPUBUIErMN, yka3aHHble B CepTu-
dukaTe (B none pacwupenus subjectDirectoryAttributes). umeloT oAnHakoBble napameTpbl eNernpoBaHnsa 1 Boe pacLiu-
peHus. peneBaHTHblE AeNlernpoBaHnio, NPUMEHSAITCS K 3TUM MPUBUIETNAM OANHAKOBbLIM 06pa3om.
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A.5.7 HbpacTpykTypa ynpaBieHnua npuBuaernamu

O6bekT MOXeT ObITh 3alluLLLaeMbiM PECYPCOM, HaNnpuUMep, 4719 NPUM0XEHUS, KOHTPOIMPYIOLWEero 4ocTyn. 3aluia-
eMblii pecypc MOXHO paccMaTpuBaTh kak 0GbekT. Y 06beKTOB 3TOro TUna ecTb MeTofbl, KOTOPble MOTyT GbiTb BbI3BaHbI
(Hanpumep, 06bEKT NpeAcTaBnseT Co60l MeXceTeBol aKpaH, UMelLWwnii MeToA «pas3peLllnTb BXxoa», nnu daiin B gaiino-
BOI cucTeMe, UMelLWnii MeToAbl «UnTaTb», «3annucaTb» WA «BbIMOMHUTLY»). pyruM NPUMEPOM MoLenNMpyemoro o6bekta
MOXET CNYXWUTb 06BbEKT, NOANNCAaHHbIV NPUMOXEHNEM, OTBEYAIOL UM 33 HEOCNOPUMOCTb.

3asBuUTENEM NPUBUIETUN ABNSETCA CYObEKT, KOTOPbI/i 061afaeT KOHKPEeTHOW npuBunernein n 3assnseT cBou nNpu-
BWMErNN B KOHKPETHOM KOHTEKCTE UCMO/Ib30BaHUA.

KoHTponepom npusuneruu ABnseTcsi cy6bekT, onpeensiownii, [oCTaTouHbl 11 3asBNEHHbIE NPUBUAETUN ANS faH-
HOrO KOHTEeKCTa MUCMO/Ib30BaHNA.

BcnepacTeue 06513aHHOCTU onpegenieHns 4OCTaTOYHOCTY NPUBUIETNIA KOHTPONEP 3aBUCUT OT CNeAyoL X YeTbipex
06BbeKToB:

- npuBUNerus 3asaBuTens:

- NpYMeHsiemas NonuTUKa NPUBUIETNiA:

- Tekyljne 3HauYeHUsi NepeMeHHbIX Cpefibl, OTHOCALLMXCS K 3anpocy:

- YyBCTBUTE/IbHOCTb PefieBaHTHbIX MeTOA0B 06bekTa.

MpuBKnerus, umeloWwascs y ee BnajenbLa, OTpaxaeT cTeneHb J0BEpUsi, OKa3aHHOro aTOMy BnajesnbLy usgarenem
cepTudvkata B TOM, 4To Bnageney 6yaet cnefosatb TeM TpebOBaHNAM NOAUTUKN, KOTOPbIE HE MOTYT 6bITb NPOBEPEHbI
TEXHUYECKUMU cpefcTBaMn. dTa NPUBUIErNS MHKaNcynupyeTca B cepTudmkat(bl) aTpubyTa, BbiMyLeHHblEe ANA BNajenb-
ua. nm6o B none paclmpenus subjectDirectoryAttributes ero ceptudmkarta oTKpbITOrO K/toya, KoTopble MOTyT 6bITh Npeao-
CTaBfieHbl KOHTPONepy NpuBuUAernii Npu Bbi3oBe MeToAa 06bekTa, WKW MOryT pacrnpocTpaHsTbCA APYTUMU cpeAcTBamu,
Hanpumep, ¢ NOMOLLbIo KaTanora. KognposaHue NpuBuierin ocyLecTBAseTCa C NOMOLLbI0 KOHCTPpYKUmMK Attribute, coaep-
Xalyeiics B o6bekTe AttributeType nnu Bo MHoxecTBe SET OF AttributeValue. HekoTopble Tunbl aTpubyToB, UCMOMb3ye-
MbIX 419 yKa3aHWa npuBuaerun, MoryT UMeTb O4eHb NPOCTON CUHTAKCKUC, HanpuMep, MOryT 6bITb NpeAcTaB/eHbl OTAe b-
HbIM LenibiM Yncnom Tuna INTEGER unu ctpokoit 6aiitoB Tuna OCTET STRING. CUHTaKCcUC APYrux TUMOB NPUBUAETNIA
MOXeT 6bITb 60/1€€ CNOXHbIM. [puMep nNpusefeH B NpunoxeHun I.

MonuTtuka npmBuNernii onucbiBaeT ypoBEHb NPUBUIETUN, KOTOPBIA cunTaeTcst 4ocTaTOUYHbIM A/ Bbl30oBa mMeToAa
06bekTa, MMeloLLero faHHyl 4yBCTBUTENbHOCTb, MW ANA [aHHOT0 KOHTEeKCTa NCNoNb30BaHNsA. LIeNoCcTHOCTb 1 ayTeHTHY-
HOCTb MOJIMTVKW NPUBWAETNIA JOMKHBI 6bITh 3aluiieHbl. CyLecTBYOT pa3Hble BO3MOXHOCTW nepejayv noautuku. OgHa
KpaiHOCTb COCTOWUT B TOM. 4TO Ha caMOM fJefne NonnTUKa He nepefdaeTcsl, a XPaHUTCA B cpefie KOHTposaepa npuBUErnii.
Lpyras KpaihHOCTb COCTOMT B TOM. YTO HEKOTOPbIE MOSIMTUKN «YHWBEPCAsbHbI» U AO/DKHbI NepeaaBaTbCs UM GbiTb W3-
BECTHbIMW BCEM Cy6beKkTaM cuctembl. Mexay aTUMMN KpaitHOCTAMM CyLiecTByeT MHOrO BapnaHToB. Cxema KOMMNOHEHTOB,
npeAHasHauYeHHbIX 415 XpaHeHNs nHopMaLun NoMTUKA NPUBUIETKIA, ONMcaHa B HACTOSLLEM MPUITOXEHUN.

MonnTuka npusuaernii onncbiBaeT NOPOr NPUeMIEMOCTN AaHHOTO KOMMeKkca NpuBuUIernii. B Heil TOUHO yka3aHo, B
KakKux cnyyasix KOHTponep npuBunernii fOMKeH NPUHUMAaTh peLleHne, YTo KOMMNIeKe NPUBUIErnii, NnpeacTaBeHHbIn emy B
3anpoce, «AocTaTo4eH» ANs NnpeAcTaBneHuns 3aaBuTento npasa goctyna (k TpebyemMomy 06bekTy, pecypcy, NpuIoXeHunto
nT. 4a.).

CrHTaKcuc onucaHns NoaMTUK NPUBUETNIA B HACTOALLEM NPUNOXEHUU He cneunduymposaH. MNpunoxexune I co-
AepXuT napy NpMMepoB CUHTaKCUCa, KOTOPbI MOXEeT UCNO/Ib30BaTbCA AN 3TOM Lenu. OgHako 3T0 TObKO npumepbl. [41a
onncaHus NOIMTUK FOXET NCMO/b30BaThLCSA N06OI CMHTAKCUC, B TOM YKMC/ie 06bIUHbIN TeKCT. He3aBMCUMO OT CUHTaKcuca,
MCMNoNb3yeMoro A5t ONUCaHUS NOMNTUKN NPUBUNETNIA, KaXKAIA 3K3eMNAAP NOMNTUKN [O/DKEH UMETb YHUKANbHbIA NAEHTU-
dhrkaTop. 1N 3TOro UCNOMb3YIOTCA 06bEKTHbIE NAEHTUUKATOPDI:

PrivilegePolicy ::= OBJECT IDENTIFIER

B peneBaHTHbIX NEPEMEHHbIX CpeAbl XPaHATCA Te napamMeTpbl NOANTUKKA, KOTOPbIE C MOMOLL b0 HEKOTOPbIX MECTHbIX
CpefCcTB AOCTYMNHbI KOHTPOJIEPY NPUBUAETUIA U KOTOPbIE HEOBXOANMBI A5t NPUHATAA UM PELUeHNs O paspelleHun Bbi3oBa
(HanpumMep, Bpema AHA WK Tekywmnii 6anaHc cyeta). Cnocob npeAcTaBneHUs NepeMeHHbIX Cpefbl OCTaBsSeTCA Ha MecT-
HOe yCMOTpeHue.

YyBCTBUTENLHOCTb MeToAa 06bekTa, ec/in TakoBas UCMNOMb3yeTcs, MOXeT oTpaxaTb aTpubyThbl AOKyMeHTa Wau 3a-
npoca Ha 06paboTKy, Hanpumep, Cymma naaTexHoro nopyyeHuns, Kotopoe TpebyeTcs aBTOpU30BaTb, UK YPOBEHb KOH(U-
[AeHUNanbHOCTN coAepXaHua JokyMmeHTa. HyBCTBMTENbHOCTL MeToAa 06bekTa MOXeT 6biTb SBHO 3aKogupoBaHa B MeTke
6€e30nNacHOCTM 3TOro 06bEeKTa UM MHKANCy/MpoBaHa B CTPYKType 1 cofepXaHun 3Toro o6bekta faHHbix. KogmposaHue
YyBCTBUTE/IBHOCTU MOXET ObiTb BbIMOSIHEHO pasHbIMU cnocobamu. Hanpumep, Kog 4YyBCTBUTENbHOCTW MOXeT nepepa-
BaTbCsl BHE MH OPMaLUy ynpaBaeHns NpuBUIETUAMU, CKaXEM, B METKE, NPUBSA3aHHON K JOKYMEHTY U COOTBETCTBYIOLLEi
cTaHgapTy X.411, B nonsx coobueHuns no ctaHaapty EDIFACT unu gaxe cogepxarbca B NporpaMMHOM Koe KOHTposiepa
npusunerunii. Kog 4yBCTBUTENBHOCTN MOXET NepeAaBaThbCsi U B COCTaBe UHGOPMaLMK ynpaBieHusi NpuBuaernamu, B cep-
Tucbukate atpubyTa, CBA3aHHOM C AaHHbIM F.Tero4om o6bekTa. B Apyrnx BapuaHTax Ucnosib3yemMoro KOHTeKCTa YyBCTBU-
TeNIbHOCTb MeToAa 06beKTa MI0XeT BOO6LEe He UCMONb30BaTbCS.

B cyuiecTBoBaHNM CBA3N MeXAy KOHTPOMEpOM NpuUBUAETUA N KOHKPeTHbIM OA HeT Hukakoli HeobxogumocTu. lo-
[OGHO TOMY Kak Bnagesnew, npusunernii MoxeT nMeTb cepTUdmKaTtbl atpubyTa, BbiNyLEHHbIe MHOTMMU pasHbiMu OA.
KOHTpO/iepbl NPUBWUAETNIA MOTYT ANA NPUHATUA pPeLleHns 0 NpejocTaBieHun A4oCTyna K KOHKPeTHOMY pecypcy npuHuMaTh
cepTuduKaThl, BbiNyLEHHble pa3inyHbiMu OA. Mexay KOTOPbIMU He 0653aTesibHO ByAyT nepapxuyeckme cBasu.
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YnpaBneHve NpuBUIErMAMU C MOMOLLbIO CEPTUHNKATOB MOXET UCMOMb30BATLCA /19 YNPaBAEHNUA Pas/IMUHbIMU TN-
namv NpuBuAernii n ANa pasnunyHbiX Leneil. TepMuHbI, NCNOMb3yeMble B HAcTOSLLEM JOKYMeHTe, Hanpumep, 3asBuTeNb
npuBUNErnii, KOHTPONep NPUBUNEMNIA N T4, HE 3aBUCSAT OT KOHKPETHOTO MPUMOXEHNS MW NPUMEHEHNS.

A.5.8 OrpaHuyeHuna paspeLueHunii

OrpaHuyeHns paspelleHuii hopMynupyoTcs B NpoLecc KOHCTPYUpoBaHus poneit. NMprMepom orpaHnyeHns paspe-
LIEHWUIA CAYXWUT Npasuo, No KOTOPOMY TO/IbKO OAHOI PO pa3peluaeTcs BbINONHATL ONpeAesieHHoe feiicTBUE B KaxAablii
MOMEHT BpeMeHW. [pyrM NpMMEpPOM MOXEeT CMYXWUTb OrpaHuyeHune KpaTHocTu. B aTom cnyyae oHO chopmynupyeTcs B
cdhopme ykasaHus KpaTHOCTH.

MpuMepamy orpaHuyeHnii paspeLleHmnii cnyxar:

- po/b rNaBHOW MefMLMHCKON cecTpbl 60bHNLbI (KPATHOCTb 1 418 60NbHULbI);

- ponb 3aBegytoLLero otaeneHmemM (KpatHocTb 1 Ans oTaeneHus):

- ponb ucnonHWTens nabopaTopHbIX aHann30B 1 AeXypHOro Bpava-nabopaHta (3anpeTt Ha coBMelleHne 06a3aH-
HoCTel);

- AUCTaHUWOHHbIV AOCTYN Bpaya K MHOPMaLMOHHOWK cucTteme 60MbHULIbI, KOTOpas He ABAAETCS ero Mectom oc-
HOBHOI pa6oThbl (OrpaHNYeHne MECTOHAXOXAEHUS):

- [OCTYN B 3aBUCMMOCTU OT CMeHbl (OrpaHuyeHne Ha Bpems [ocTyna).

MprBeaeHHOE 06CYXAEHNe onupaeTcs Ha NPeAnosiokeHne, YTo UMSA DYHKLMOHANBHON Ponn SBNSETCA CnyyvaiiHbIiM
N CNYXWT TONbKO MAEHTUINKATOPOM COBOKYMHOCTW paspelueHuii, cooTBeTcTBytoWmMXx ctaHgapTy ANSI INCITS. fanee,
onvcaHus poneii 06s3aTenbHO cneungmnyHbl 418 opraHu3aunm, B KOTOPOI OHW CO3AaHsbl, . cnefoBaTesibHo, camu no cebe
He npegnonaratloT Kakoi-Nnnb6o UHOW nHTeponepabenbHOCTH C A4eN0BbIMU NapTHEPAMU, HEXEeNn Ta. YTo onucaHa B Aesno-
BbIX COTNaLEeHNAX ¢ HUMW. [lNa 4OCTUXEHUS NONHOW MHTeponepa6eibHOCTM opraHu3auusM TpebylTcs cTaHAapTusaums
paspelleHunii gocTyna B 34paBoOXpPaHEHUN N CPeACTBa Ha3HauYeHUs N 06bABMIEHNA cTaHAapPTHbIX NPUBUAETNA.

A.5.9 OTaenexHne yHKUUIA 6e30MacHOCTU OT 0TNKN GU3Hec-NpoLeccoB

Mpu KOHCTpynpoBaHuKM 6a30B0I MHAPACTPYKTYPbI YNpaBAeHUsa NpuBuIerniMm Heo6xoAnMo NpoBOAUTL pas3nuna
MexXzy NpUMeHeHnem NosMTUKM 6e30NacHOCTU 1 Norukn GrU3Hec-npoueccoB. HacaxaeHne 310 NOTUKN MHADPaCTPYKType
ynpasneHns NpuBMUAErNAMU MOXET NPMBECTU K ociabneHnto 6e30MacHOCTV CUCTEMbI U K YXYALWEHNIO apXMTEKTYpbl U He
o6ecrneymBaeT Bblfe/IEHNSI TOYHO OMUCAHHBIX posieil 6esonacHoCcTU. Mo3TOMy MO BO3MOXHOCTV HEOBXOANMO OTAENATL U
13011poBaTh NPOrpamMMmHbIii KOg NPUIoXeHNI 6e30MacHOCTY U NPUIOXEHWNIA NOTUKN 6U3Hec-npoLeccos. Takoe oTAeneHne
CyLLeCcTBEHHO NnoMoraeT pa3paboTumkam cucTeMbl 6€30MacHOCTV onpeaensiTe NepumeTpbl 6€30NacHOCTU, rapaHTMpoBaThb,
4TO U3MEHEHWA B NOTVKe 6U3HEC-NPOLEeCCOB He BO3AEWCTBYIOT Ha NPOrpaMMmHbIi Ko NpUIoXeHnii 6esonacHocTu, u cep-
TudpmymposaTtb 6€30MNacHOCTb CUCTEMBI.

OTpaenenne yHKUMiA 6e30NacHOCTN OT NIOFUKM GU3HEC-NMPOLLECCOB MOXET OKa3aTbCa 3aTpyAHUTENbHbIM. B 06uem
cnyyae AoCTyn K pecypcy B pamkax Ioruku 6usHec-npoLecca opraHm3oBaH B BUAe B3aMMOeiCcTBMS C COBOKYMHOCTbIO pe-
CYpCOB. K KOTOPbIM NO/Ib30BaTEN0 pa3pelleH AocTyn. Jlornka yHKUWi 6e30nacHOCTN MOXeT 6bITb MAEHTUULMPOBaHa C
NOMOLLbI0 OMWCAHHbIX flafiee KpUTepues.

Llenecoo6pa3Ho paccMoTpeTb cnegytowme akTopbl:

- M3MEHeHVe KaTeropmmn KoHugeHLManbHOCTN (Hanpumep, npeo6pa3oBaHne KOHGUAEHUManbLHOW nHhopmaLuum B
HeKOH(UAEHLNANbHYIO),

- Heo6XxoANMble YPOBHU KOHUAEHLMANBHOCTY, LLe/I0OCTHOCTU U AOCTYMHOCTU AaHHbIX:

- MPUMeHeHWe MNPUHLUMMNOB MUHUMa/bHO HEOBXO0AMMbIX NPUBUAErNiA, HEOBXOANMOCTU 3HaHWA WHopMauun Ans
BbINO/IHEHUSA CNYXeG6HbIX 0653aHHOCTEl, 3aNpPeToB COBMeLLeHNs 0653aHHOCTel;

- HOpMaTVBHbIE aKTbl 1 OPraHn3aLMOHHO-pacnopsanTesibHble JOKYMEHTbI, perynpytoLine Bonpockl 6e3onacHocTu.

A.5.10 PykoBOACTBO MO UCMNOJ/Ib30BAHUIO TOYKU MPUMEHEHUA NOSTNTUK

ApxuTekTypa NHMPaACTPYKTYpbl yNpaBAeHUs NpUBUIErNAMU MOXeT NOBAUATL Ha MECTO pasMelleHWUs TOUKU npu-
MeHeHUsi NoMTUK. B pacnpegeneHHoli MHgpacTpyKType ynpaBieHns NpUBUAErNAMIN ToUKa NMPUMEHEHUS MOMNTUK MOXET
6bITb pasmellleHa Ha YpoBHe NPUIOKEHWNIA AWM Ha KOPNOPATUBHOM ypoBHe. Mpu NPUHATUN PELLEeHNs O pasmeLLeHnn Bax-
HO y4ecTb creaytoLine akTopsbl:

[OCTYNHOCTb TOYKV NPUMEHEHUS NOMNTUK;

cokpalleHue yucna ToYek NPUMEHEHUS NONUTUK;

BO3MOXHOCTb LLleHTpasIn30BaHHOro ynpas/ieHus;

CONpoBOX/eHNEe TOUKM NPUMEHEHNA NOSIMTUK B TEYEHNE €€ XU3HEHHOTO LuKNa;
husnueckan 6€30MacHOCTb TOUKN NPUMEHEHUS MONNTHK:

HEe06X04MMOCTb CETEBOIO AOCTYN K TOYKE NPUMEHEHNS NOSUTUK;

MaKCUMMasibHO BO3MOXHas 6/11M30CTb TOUKA NPUMEHEHNSA NOANTUK K NPUIOXKEHWIO.

CoBMelleHVe MecTa pasmeLLeHNs TOUKV MPUMEHEHUS NOMUTUK C MPUIOXKEHUAMU CHUXAET BPeEMS peakumun. B aTom
C/y4aB A0/IKHO 6bITb UCNOL30BAHO MECTHOE XpaHWULLe NOINTUK, NO3BOAIAOLLEE UCNOb30BaTb MOUTUKKA B OTCYTCTBUE
[0CTyna K BHELWHUM CETSM.

A.6 CpaBHeHue cepBMcoB Ha 6a3e katanora LDAP n cepBncoB 06paboTkn NoANTHUK

A.6.1 O6uine ceefeHus
BblGOp MexaHN3MOB 06paboTku 3aABAEHNA MOXET BAUATL HA NPON3BOAUTE/IbHOCTbL U C/IOXKHOCTbL 6a30B0Oi MHpa-
CTPYKTYpbl ynpaBneHus npusunernamu. MexaHusmbl Ha 6a3e katasnora LDAP 06bluHO obecneumBaloT xopollee Bpems
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peakuun, HO Npu 3TOM ONEepupyT NPOCTbIMU AaHHLIMUW, MO3BONASA, K NPUMeEpy, OnpeAennuTb, ABAAETCA NN 3adaBUTENb
Y/IeHOM onpefeneHHoi ponu. B oTIMUMB OT HUX CepBUChI 06PaboTKMN NOANTUK NO3BOMAIOT BKAOUYNTL B NPOLLECC NPUHATUA
peweHns 06 aBTopM3aLUN HECKONIbKO HE3aBUCUMbIX 3N1eMeHToB. O6CYXAeHne aTUX BapuaHTe» npueefeHo B A.6.2 —
A.6.4.

A.6.2 CepBuchl Ha 6a3e katanora LDAP

Mcnonb3oBaHne cepsuca Ha 6ase katanora LDAP uenecoobpasHo B TOM cry4aB, ecin TpebyeTca 6bicTpas peak-
uMa 1 pelleHne 06 aBTopu3aLMm MoxeT 6biTb OCHOBAHO Ha hakTe 06/1afaHus onpefeneHHoil ponu, B NepByto ovepesb
CTPYKTYPHOIA.

Mpu NpUHATUN pelleHns 06 CNO/Ib30BaHUN TaKoro cepsmca Heo6xo04MMO YUnTbIBaTb Cregytollee:

- U3BIEKaeMble U3 Katasora flaHHble COCTOAT U3 NPOCTbIX CTPOK;

- Tpebyemas fononHuTenbHas o6paboTka o6najaeT onpefeneHHol YyBCTBUTENBHOCTbIO;

- Heob6xo4MMO [OKyMEHTMPOBaTb MHTepdeiic;

- o6paboTka NonnTUK He TpebyeTcs.

A.6.3 CepBucbl 06paboTKM NONAUTUK

MpumeHeHne cepsBncoB 06paboTKn NONUTUK obecneynBaeT rmbkMe BO3MOXHOCTM, HO NPU UX peann3auum ¢ NoMo-
Lblo annapaTHO-NPorpaMMHbIX CPeACTB 06LLEro HasHauYeHNs CKOPOCTb 06pPaboTKM 3aNpPOCOB OKa3biBAETCS HUXE, Hexenu
B C/lyYae NpUMeHeHus cepBucoB Ha 6ase katanora LDAP. Mpu peannsaumm ¢ NOMOLLbIO CneunanbHblX annapaTrHo-npo-
rpaMMHbIX CPeACTB cepBuCbl 06paboTkM NoMTUK 6onee adhpekTUBHbLI MO cpaBHeHM0 ¢ LDAP npn o6paboTke CMOXHbIX
npasua 1 orpaHNYeHunit, a Takke Npum KOMGMHUPOBAHUN NpaBW/, NPeOCTaBSEMbIX HECKO/IbKUMY TOUKaMu MHopmaLmm
0 NosMTMKax. YUYTuTe, 4TO K3LWMPOBaHWe pelleHnii (Ha BpeMs cpoka WX AelicTBUSA), NPUHUMAaeMbIX CEPBUCOM 06paboTku
NnosIMTMK, C UCMONb30BAHNEM ANSA NOMCKA B K3lle CBEPTKM aTpMBYyTOB 3anpoca MOXeT 3HauMTeNlbHO NOBbICUTbL NPOU3BO-
OUTENbHOCTL B CUTYaL UK, KOrAa B TEYEHUE [JaHHOTO nepuoja AeniaeTca MHOro akToB JOCTyna U 3HavyuTelbHas Ux 4acTb
MCcnonb3yeT OfMHaKoBble aTpubyThbl 3anpoca Ha AOCTyn.

Mpy NPUHATUM pelleHns 06 NCNOb30BaHUK TaKoro cepeuca HeobXxo4MMO YyUnTbIBaTb Ceytollee:

- M3BJIeKaeMble flaHHble COCTOAT U3 KOMM/IEKCHbIX MU KPATHbIX 3/1eMEHTOB;

- TpebyeTcsi 06paboTka KpaTHbIX 3/1IEMEHTOB;

- Heobxoguma noffepxka CMOXHbIX A3bIKOB ONUCAHUA MONNTUK (Hanpumep, a3bika XACML);

- MOHWXEHHas CKOpPOCTb peakuun cepsuca gonyctuma.

Ecnn Heobxoamma 6bicTpas peakuus v pelueHne o6 aBTopusauun MOXeT ObiTb NPUHATO Ha OCHOBe o6najaHus
onpefenieHHol ponbio, B NEPBYIO 04epeb CTPYKTYPHOW, TO cnefyeT pacCMOTpeTb BO3MOXHOCTb UCNOMb30BaHUA cepBuca
Ha 6a3se kaTasnora LDAP.

CepBucbl 06paboTKN NOAUTUK MPUTOAHBI AN CUTyaLMiA, Korga NPUHATNE pelleHns OCHOBaHO Ha y4yacTun B paboyem
npouecce, 0CO6eHHO Ha 06n1afaHUN PYHKUMOHaNbHbIMK ponamu (cM. A.11.1). B 6a30Boii MHpacTpyKType ynpasieHus
nNpuBUIErMAMU MOXET NCNO/b30BaTbLCA coYeTaHve cepsuca Ha 6ase katanora LDAP 1 cepsucos 06paboTku noanTuk [16].

A.6.4 TOYKU NPUHATUA peLleHunii 0 NoNnTuKe

TOYKM MPUHATUA PeLleHnii 0 NONUTUKe MOTYT 6blTb peann3oBaHbl MHOTVMU cnoco6amun B 3aBUCKMOCTW OT UCMOb-
30BaHHO Moaenu nHpacTpykTypbl (cM. npochune SAML 2.0 4na yTBepxAeHuin Ha s3bike XACML). OHM oTBevaloT 3a
NPUHATWE peLleHusi, MOXeT /N 3anpoc KOHTPONA AocTyna 6biTb YA0BAETBOPEH UAN [O/KEH ObiTb OTBEPrHYT. PelleHne
[lO/DKHO GblTb OCHOBAHO Ha NOSIMTMKAX, KOTOPbIe TOYKA MPUHATUA PeLUeHWl 0 NOIUTUKE MOXET MOMYyYuTb OT OJHOTO WU
HECKOMIbKUX XpaHWUAULL, NOANTUK. TpN NPUHATUA peLleHns MOXeT UCMOb30BaTbCA Takxke AONONHUTeNbHAs UHpopmalms
KOHTpOnAa goctyna. MNMpuHATOe pelleHne BO3BpaLLaeTca 3asaBUTE/N0 HENOCPEACTBEHHO Yepe3 TOUKY NPUMEHEHUS NONTUK
WM Yepes NPoOMexyToyHoe NporpaMmHoe o6ecneyeHune, Hanpumep, 06paboTuMK KOHTEKCTa.

Mpy peanusaunm TOUKM NPUHATUSA PELLEHU 0 NONNTUKE HEOBXOAMMO YUnNTbIBaTb CriefytoLee;

- Touka A0JKHA pasMmellatbcs TakuM 06pa3oM, YTOObI €0 MOXHO 6bIN10 LLeHTPasIN30BaHHO YNpaBsTh;

- 4NS onucaHusi nepefaBaeMbiX 3aNpoCOB KOHTPOS AOCTYNA U peLleHnii o gocTyne ucnonb3ayiite A3bik XACML;

- obecneybTe 6€30NaCHOCTb TOUKM NPUHATUSA PeLLeHNi 0 NOIMTUKE U KOMMYHMKaLWi Mexay npoleccamu;

- paccMoTpuTe BapuaHTbl pasmMeLLeHns TOUKM B NPUNOXEHUN (MECTHOe NPUHATHE peLleHunii), B ceTu (LeHTpannso-
BaHHOE NPUHATWE peLleHnii) UM CMeLlaHHbI BapuaHT;

- paccMoTpuTe cnocobbl rapaHTUPOBaHNS BbINOMIHEHUSI PELIEeHNA, NepeaHHbIX TOUKe NPUMEHEHNA NONNTUK;

- ANA yNydleHnsa Npou3BOAUTENIbHOCTY TOUKV MPUHATUS peLleHnii 0 NONNTUKE UCMOb3yiiTe annapaTHble YyCKopu-
Tenu.

CyuiecTByeT 60/bLIOE YNCNO apXUTEKTYPHbIX peLleHnii, noBblwatLmnx 6e30nacHoCTb U TMBKOCTb UHPaCTPYKTY-
pbl. OCHOBAHHOI Ha NPVMEHEHUN TOUYEK NPUHATUA peLleHnii o nonuTukax [17].

A.7 CucTtembl ynpaBneHua ngeHtudukaynein

[na HekoTopbIX (PYHKUMOHANbHbLIX 0bnacTeil MHPPACTPYKTypbl ynpaBieHns NpuBUIErnsMu Heobxoanma 3auiu-
LleHHas noAacuctema ynpasneHus naeHtudukaymeii IdM (identity management subsystem), oTBevatouias 3a 6esonacHoe
npegocTtaeneHve naeHtTuduumpyolwein niopmaunm n yHKUUA ynpasnenus nageHtudukauvein. K atum dyHkuuam oT-
HocATCS;

- afMUHMUCTPaTUBHbIE (hYHKLMK (perucTpauus nonb3osareneli, ynpasjaeHue naponsmu);

- (QYHKLMUN KOHTPONSA NAEHTUDULMPYIOLNX AaHHbIX (MeTafaHHble, CoAepXaHne AaHHbIX);

- (hyHKUMK gocTyna (3anpockl ayTeHTUMKaLNN, KOHPUAEHLNANBHOCTD);
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- ynpaBfieHWe XNU3HEHHbIM LUKNOM (HAacTpoiika, NpUMeHeHNe 06HOBNEHMI, aBapuiiHOe BOCCTaHOBNEHWE);

- (hYHKLMW pe3epBHOro KOMMPOBaHUA, ayAnTa, BEAEHUS XYpPHaoB, BblAaun OTHETOB.

B nogcucteme ynpaBfieHUs naeHTUMKaLMel SOMKHbI GbiTb 06ecneyeHbl 3alnLLeHHblE MeXaHU3Mbl 3aNpocoB U
nepegaun naeHTuduumpylowein nHdopmaumm, o6bI4HO C UCMONb30BAHMEM B3aVIMHOWN ayTeHTUduKauum. JocTyn K 3Tol
nojicMCTEME Haf0 paccMaTpuBaTh Kak CepBMC, AOCTYMHbIW BO BCEW opraHu3aumun. Takas nofcucteMa MOXeT 6blTb pas-
BEpHyTa B OpraHusayuy pasnnyHbiMu cnocobamu:

- Kak aBTOPUTAPHbIA NCTOYHUK, MHTETPUPOBAHHbI B 6a30BYH0 MH(PACTPYKTYPY YNPaBAEHUS NPUBUIETUSAMY;

- Kak aAMWHUCTpaTUBHAA (DYHKUMSA, AOCTYNHAsA 3TOl MHDPACTPYKTYype No Mepe HeoGXoAUMOCTH:

- Kak 0TAEeNbHOE cneunanv3npoBaHHOE peLleHme.

Peanusauua nogcuctembl ynpaBieHus naeHTudukaumein B Bue cepsuca UMeeT onpefesieHHble NpeuMyLlectsa
no CpaBHEHUIO C peanusauueii B BUAe MECTHOIO CreLnann3npoBaHHoOro NpunoxeHus. Mo cBoei npupoge cepBuchl npes-
naratT ceTeBble MHTepdelickl, NCNONb3yoLLne cTaHAaPTHbIE NPOTOKONbI, 4TO 06ecneynBaeT 6obLIe TMGKOCTM NpU U3me-
HEHUSIX apXUTEKTYPbI opraHnsaumu. CepBuc ynpaBneHns naeHTUdmKaumein MoxeT ynpaBnsiTbCs LEHTPANN30BAHHO, YTO
nossossieT o6ecneynTb CornacoBaHHoOe NPUMeHeHne NoANTUK 6e30NacHOCTY U NOMNTYK JeN10BbIX NPOLECCOB.

A.8 Ayant

OCHOBHbIM Ha3HayeHneM NoAcUCTEMbI ayauTa sBnsetcs obecneyeHne yyeta AeiiCTBUI, coBepllaeMblX areHTamu
BbIYNC/INTENbHON ceTu. AyauT He ABNSEeTCS MHCTPYMEHTOM MCNOJIb30BaHUS NpUBUAErWiA 415 paspelleHns goctyna wuam
oTkasa B flocTyne K 3awuwaemMmomy pecypcy. OAgHako nogcucteMa ayaura fo/kHa B3auMofeincTBoBaTh C MHppacTPyKTy-
povi ynpaBneHus npuBuAErnamMu, ¢ TeM YTo6bl MOXHO Obl/I0 MPOBEPUTH NMPaBU/IbLHOCTL €e PyHKLMOHMpPoBaHua. O6eyxae-
HWe 1Cnonb30BaHUs ayanta B MHOPMALMOHHbBIX CUCTeMax 3apaBooxpaHeHns cM. B JokymeHTe RFC 3881 [51].

AyaunT obecneunBaeT NoAAepXKy CEPBUC-OPUEHTUPOBAHHON apXMTEKTYpbl U CEPBMCOB ayTeHTudmKaLmm n aBTopu-
3auun.

MoHATue yyeTHocTM (accountability) o3HayaeT, uTo oTAeNbHbIe NMLa UK Cy6BbEKTbI MOTyT 6bITb OTBETCTBEHHBIMM 3a
BbIMOJ/IHEHVE OnpefeneHHbIX feiiCTBUIA, Hanpumep 3a nosiydeHne MHOPMUPOBAHHOIO COracua UM 3a HapylleHne KOH-
duaeHynanbHocTu [18]. YyeTHOCTb 06ecneunBaeTcs ¢ NOMOLLbIO peanu3auun BCeobbeMIoLero TeXHMYeCcKoro cepemca
ayauTa. Ayaut obecneumBaeT perncTpaumio Takux 3anuceil o NoTeHunanbHbIX HapyLeHnsx 6e30nacHocT, KOTopble no-
3BO/IAOT HEOMPOBEPXMMO OTCNEAMTb MHULMATOPA felicTBUS. AyanT 6e30macHOCTY He TONIbKO o6ecneynBaeT y4eTHOCTb,
HO TakXe ¥ No3BossAeT OLeHUTb Yl ep6, HAHECEHHbI CUCTEME YMbILLIEHHbIM feiCTBUEeM WU UHUUAEHTOM. AyauT 6e30-
NacHOCTU. reHepupyemMblil AeCTBUAMM APYTUX CYXO 6e30macHOCTH, NO3BOISAET NPOBEPUTHL NPaBUIbHOCTbL UX PaboTkl. B
pacnpefeneHHoli cucteme LieHTpanu3oBaHHbIli c60p MHhopmaLun ayanta u ee LeHTpann3oBaHHas o6paboTka aBnsoTca
Cnoco60M 06HapyXeHUss HenpaBUIbHOTO MCNO/b30BaHNA CUCTEMBI U Bbifauyn TPEBOXHbIX CUTHAIOB NOYTK B pexvme pe-
anbHOro BpeMeHW. YTo6bl 6bITb 3P (PEKTUBHBIM, ayauT AO/MKEH ObiTb BCErga BK/OYEH.

B XypHasne ayguta peructpmpyroTcsi cobbiTusi, MeloLmme oTHOWeHNe K 6e3onacHocTn 1 cobrpaemble B Liensx no-
TeHUMaNbHOro 06HapyXeHns BTOPXEHUA, U ansa ayauta 6e3onacHocTy, Uau Ans Toro u gna gpyroro. Ayaut siensetcs
Bceo6bemowen pyHkumed MHOOPMaLMOHHON CMCTEMbI 34paBooxpaHeHuns, obecneunBaroLleil cyecTBeHHbIE BO3MOX-
HOCTW yyeTHoCTU. Kpome Toro, ayauTt o6ecneunsBaeT NpoBepKy NPaBUIbHOCTU CUCTEMHbIX YHKLMI 6e3onacHoOCTH ¢ no-
MOLLbI0 MOHWTOPWHIa AOCTyna nosib3oBaTenieil  CUCTeMbl K faHHbIM U pecypcam. XXypHan ayauTta reHepupyeTcs kKak
No6OYHbIA NPOAYKT AeATeNbHOCTN CepBUMCOB 6€30MacHOCTW, Hanpumep, B HEM PErucTpupyloTcs AelcTBuA ayTeHTUdu-
Kauuu. goctyna v aBTopusauuu (NnpefocTaBneHns NpuBuaeruin), a Takke UHQOPMaUUa 0 APYrMx COObITUAX, UMEIOLLMX
OTHOLWWeHNe K 6e3onacHoCTK (Hanpumep, nsmeHeHve daiina). AyauTt Ucnosb3yeTca Kak CpefCcTBO NpefoxpaHeHus oT (He-
aBTOPU30BaHHbIX) AECTBMIA No/b30BaTenell, KOTopble AO/MKHbI 3HaTb, YTO UX AECTBMA perncTpupytoTca (06bIYHO Takas
MHhopMaLMa BbIBOAUTCA Ha aKpaHHY0 (hopMy BxoAa B cuctemy). C NOMOLLbI0 aHann3a XypHana ayamTta MOXHO OLLEeHUTb
cTeneHb yuwepba, HaHECEHHOTo AeCTBNS 3N10yMblLLSTIEHHMKA.

B cucteme c pacnpegenieHHoli apxMTekTypoii, copepxalieil pasnnyHbie KOMMepyeckne roToBble KOMMOHEH-
Tbl (commercial off-the-shelf products — COTS), kaxAblli U3 3TUX KOMNOHEHTOB BeAeT OTAe/NbHbIN XypHan ayguTa B
co6cTBEHHOM ¢hopmaTe. [laxe TUNbl PerncTpupyeMbix COBbITUIA MOTyT OTINYATLCA OT OHOr0 KOMMOHEHTa K ApYromy
(Hanpumep, cobbiTMe «npeAocTaBuTb NpaBa fJocTyna» (grant) rOXeT UMeTb CMbICN B CUCTEMe ynpasreHusa 6a3amu
[laHHbIX, HO He B onepauuoHHol cnucteme). CUCTEMHbBIE XYypHanbl ayguTa MOryT cofepxatb CTPOUYHbIE UN [BOUYHbIE
3anvcu. na npocmoTpa n 06paboTky XKypHaIoB ayanTa, KoTopble BeAyTCA KOMMePYEeCK/MW rOTOBbIMU KOMMOHEHTaMU,
HepeaKo TpebytlTcs cneyunanbHble NporpamMmmHble YTUANTLL. XKypHanbl ayguta MoryT XpaHuTbca B aiinoBoii cucteme,
B Tabnvuax 6asbl JaHHbIX U T. 4. B cuctemax aHanmsa XypHanoB ayauta 3TU pasinyus fO/DKHbl YYNTbIBATbCSA U HUBE-
nmpoBatbCes.

B pacnpegeneHHbix cuctemax aygut BefeTcs B pa3HbiX MecTax U pasHbIMW KOMMOHEHTamMu, 4To 3aTpyAHsAeT npo-
CMOTP ¥ aHanu3 XypHanoB ayauTta. B Takux cuctemax, KOHEYHO, KpaliHe xenaTeslbHO KOHCONUANPOBATL AaHHble, peru-
CTpUpyeMble B XypHanax ayauta, u nepenpasnaTbh UX B LeHTPasbHbI cepBep ayauTta, rae oM MoryT 6biTb NpMBeAEeHbI K
obLwemy opmaty u aBTomatnyeckn ob6paboTaHbl C MOMOLLbIO COOTBETCTBYIOWEN YTUANTBI. [LOCTYMHbI HECKO/IbKO Takux
KOMMepYeCcKMx roToBbIX MPOrpamMm, paccyuMTaHHbIX Ha cb6op, nepedadvy, 06paboTKy 1 Bblgadyy OTYETOB O COObITUAX ayanTa,
KOTOpblE PErMCTPUPYIOTCA B pacnpeAesieHHol CucTeMe N UCXOAAT U3 Pa3HbIX UCTOUHWKOB. [OCKONbKY pa3Mepbl XypHanos
ayguta MoryT ObiTb 3HAUYNTENbHBIMU, €A4UHbIA LeHTpasbHbIi cepBep ayauta SBASETCA MPaKkTUYHbIM peLleHneM ynpas-
NeHna c60poM AaHHbIX ayauTa, He yXyAllalolMm BpeMs peakuun onepaunoHHbiX cuctem. O6paboTka faHHbIX ayanTa
MOXET OCYLLeCTBNAATLCA Kak B NAKETHOM peXxume, Tak 1 B peXxnme peasibHOro BpEMeHM.
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ABTOMAaTWU3NPOBAHHbIE MHCTPYMEHTbI ayauTa MpefocTaBfioT BO3MOXHOCTU WAEHTUMUKALUU COBBLITUIA pasHbix
ypoBHeil 6e30MacHOCTU, BbINOHEHNS aBTOMaTUYeCKoro NpodnIMpoBaHns, BblAadun OTYETOB W TPEBOXHbIX CUTHAMOB, a
TaKkKe XpaHeHusi, COPTUPOBKM W NMOMCKa NOTEHLMasbHbIX HapylweHui 6e3onacHocTW. C NOMOLLbI0 aBTOMATU3UPOBAHHbIX
CpPefCcTB MOXHO ynpaBisiTb CO0POM XYpHa/i0OB ayauTa B LieHTPanim3oBaHHbIX U pacnpeAeneHHblx cuctemax. [LloMKHO Bbl-
6upaTtbca Takoe pa3melleHne NHCTPYMEHTOB ayfuTa, areHToB W KOMMOHEHTOB (Bk/lovasi cpeAcTBa MOHUTOPUHra CeTh B
pexume peasibHOro BpeMeHU 1 06HapyXeHNs BTOPXEHWIA), KOTopoe o6ecneynT MakcumasbHy 3 PEeKTUBHOCTb CUCTEMbI
ayguTa.

OKoHYaTesbHble npaBuia NpUMeHeHns cCTaHAapToB 6€30NacHOCTU N 3NEKTPOHHOR nognucy, yTBepxaeHHble MuHu-
CTepCTBOM 3[paBoOXpaHeHns n counanbHoro obecneyvenmnsa CLUA (Department of Health and Human Services — DHHS).
cofepxart TpeboBaHWA K ayAnTy, BKIOYas BblAady TPEBOXHbIX CUTHAMOB U 0TYUETOB 0 cobbITMAX (pasgen 45 CFR. yactu
160. 162 n 164).

MporpammHble cpeAcTBa, pa3paboTaHHble AN NpeAHa3HaYeHHble 419 UCMO/b30BaHNa YnpasieHmeM no Bonpocam
3paBooxpaHeHnn BeTepaHoB (Veterans' Health Administration), fo/mxHbl NM60 BKAOYaTh B cebsa cpefcTea ayamTa, 1M60
VHTErpvpoBaTthbCs C CYLLeCTBYOLMMMN CUCTEMaMN ayanTa.

MpeaBapuTenbHO HACTPOEHHbIE OTHYETbI TOTOBATCA HA OCHOBE BbIGPAHHbIX KPUTEPUEB AOKYMEHTUPOBAHNSA KPUTUY-
HbIX COBbITUIA 6e30MacHOCTH 1 NpeAoCcTaBeHNs CBOAHON NHhopmauum, rpadMkoB 1 CTATUCTUKA aKTUBHOCTW CUCTEMHOIA
6e30MacHOCTU. 3anuncuy XypHasnoB ayAnTa MOryT XpaHuTbcsi B (haiine nnv B 6ase gaHHbIX. YTo6bl pernctpupoBath 3anucu
0 CO6LITUAX, MHULMUUPYEMBIX BCEMU NOMb30BATENAMMW, B HACTPOWKax CUCTeMbl ayAauTa [O/DKHA UMETbCA BO3MOXHOCTb
yKasaTb NPU3HaK «BCE NO/b30BATENN».

Ana nonyyeHus ayAnTOPCKOW MHGOpMaLMUn aHan3npyTcs 3anucu XypHanos ayauta. KoHconnpaums xypHanos
ayauTa, Korfa Ha LeHTpasbHOM «cepBepe ayauta» cobuparoTcs 3anucy U3 pasHbiX XypHanoB, o6neryaeTt aHanus, ocy-
LeCTBASIeMbI/i C MOMOLLbI0 aBTOMAaTU3MPOBaHHbIX CPeACTB 06paboTku (kak NnpaBuio) 60/blUMX 06BEMOB MHhOPMaL K O
perucTpupyembix co6bITUAX. HenpepbiBHbIE MOHUTOPUHT 3anuceil XypHanoB Ao/XeH 6biTb HEOTHEM/IEMOW YaCTbio 3KC-
nnyatauoHHON hasbl XU3HEHHOTO LMKna pa3paboTku cuctembl [191.

ApxuTekTypa 6e3onacHocTn fo/kHa obecneunBaTb NOAAEPXKY pa3BepTbiBAHWSA CPEACTB ayanTa Ha ypoBHE nNpuo-
XEHUA. yupexAeHNa NAN Ha ypoBHe cTpaHbl. 115 BbiNOSIHEHNS TpeboBaHNA ANNTENbHOIO XpaHeHNs ayanTopckoli nHdop-
MauMn Heo6Xxo4MMO UCMO/b30BaTh A0/ITOBPEMEHHbIE CUCTEMbI XPAHEHUSI U apXUBUPOBAHWS AaHHbIX. DTo TpeboBaHue
ycTaHaBNMBaeT MUHUMa/bHbI CPOK XpaHeHus (NATb neT). OpraHnsayun goskHbl onpeaensaTb NOAUTUKA 1 npoueaypbl
ANs ynpaBfieHns BefeHNeM XypHanoB, COBMECTUMbIM C MPUHATbLIMW cTaHAapTamu [20].

Cornacvie nauneHTa MoOXeT cuMTaTbCsl OJHUM U3 COBbITWIA, Tpebyowux ayamTa. MockonbKy He06X04UMO perncTpu-
poBaTb packpbiTue MHOpMaLMM O NaLMeHTe, TO B HACTPOlikax cMCTeMbl ayAnTa 3To cobbITUE AOKHO BbITh YKa3aHo Kak
«0bs3aTenbHoe». ApxutekTypa 6e3onacHocTn obecneynBaeT LeHTpasim3oBaHHbIi c6op 1 06paboTKy cBeAeHuit 0 pac-
KpbITUW 3TOW MHGOpPMaLuK 1 Bbifavy Heo6X0AMMbIX OTHETOB. B COOTBETCTBMU C 3aKOHOAATENbLCTBOM O NEPCOHAsIbHbIX
[aHHbIX 415 XpaHeHWs cBefeHnit 0 NoA06GHOM packpbITUM MHGOPMaLUN MOXET 6biTb ycTaHOB/EH 6o/ee AUTeNbHbIN
CPOK, HEXENW ANS XpaHEeHUs1 CBefEeHNA 0 NPOCTbIX COOLITUAX 6e30NacHOCTH.

CucteMbl 06HapYXeHNs BTOPXEHWI J40/MKHbI BbiTb HEOTbEMIEMON YacTbio pacnpefeneHHoN apxuTekTypbl. Kom-
Mepyeckn AO0CTYMHble CUCTeMbl OGHaPYXEeHUA BTOPXEHWUI NpefocTaBisioT BO3MOXHOCTM GbICTPO Nofayun TPEBOXHbIX
CUrHanoB, yBefomMAsoWmx 06 onpegeneHHbIX BTOPXeHNAX. BTOpXeHNA MOXHO nogpasfenutb Ha ABa OCHOBHbIX knacca:
HeCaHKLMOHNPOBaHHbIE U aHOMasibHble. K HeCaHKLMOHUPOBAHHbLIM BTOPXEHWAM OTHOCSATCS OpraHM3oBaHHblE aTtakn Ha
n3BecTHble cnabble mecTa cuctembl. OHU MOTYT 6bITb O6HAPYXeHbI NyTem HabnogeHus 3a onpefesieHHbIMU AeNCTBUAMY,
BbINO/IHAEMbIMW Hag, onpefeneHHbIMW 06bekTaMu. AHOMaslbHble BTOPXEHUS BbI3bIBAKOT OTK/IOHEHUS OT HOPMasibHOro
pexuma paboTbl cucTeMbI. VIX MOXHO 06HApPYXUTb C MOMOLLbIO NOCTPOEHUst Npouna paboTbl MOHUTOPUPYEMOIA CUCTEMBI
W penTcTpauuy 3HaunTeIbHbIX OTK/IOHEHWI OT 3TOro Npothuns.

MprvMeHeHne NPOMbILIEHHbIX CTaH4apTOB N03BONSET co3fjaBaTb KayeCTBEHHble NofcucTeMbl ayauta. MNpombilu-
NeHHble rpynnbl o paspaboTke npodunein ctaHAapToB, Hanpumep Integrating the Healthcare Enterprise (IHE). ny6nukytoT
npounamn, KoTopble ONUCLIBAIOT NPUMEHEHNE yXxe pa3paboTaHHbIX CTaHAAPTOB A5 Y/yHLWEHUs COBMECTHOIo NCNo/b30-
BaHNA MeULMHCKOW MHhopmMaLmuy Nnpy nevyeHnn naymeHToB. Opranusaumsi IHE ony6ivmkoBana HECKONbKO MHTEerpaLumnoH-
HbIX Npodoneit, npefHa3HavYeHHbIX AN obecneyeHns 6e3onacHOCTU 1 KOHUAEHLManbLHoCTH, B ToM Yyncne ATNA (Audit
Trail and Node Authentication — )XypHan ayanta n ayTeHtudmkayma ysna). BPPC (Basic Patient Privacy Consents — 6a-
30B0e MHChOpMMpOBaHHOE cornacue nauyueHTa), BbIM (Document Digital Signature — 3n1eKkTpoOHHAs NOANUCH AOKYMEHTA),
EUA (Enterprise User Authentication — kopnopatuBHas ayTeHTUdukauua nonb3osarenein) u XUA (Cross-enterprise User
Assertion — nepegaya 06bsBNeHW MAEHTUYHOCTY NONb30BaTes1Iell Mex gy 30HaMu 6e30NacHoOCTW). TN NHTerpayoHHble
npocuny onucbiBaloT Mepbl 6€30NacHOCTW, KOTOpble B COYETaHUM C NOMTUKAMU U npouedypaMu 6e30nacHoCTU No3Bo-
NAT ob6ecneynTb KOHUAEHUNANBHOCTb MHChOPMaL MK O NauymeHTax, LLe/IoCTHOCTb AaHHbIX U y4eTHOCTb [21]. B npocune
IHE ATNA onucaHo BefeHue xypHana ayauta 6e30nacHOCTU, COBMECTMMOro ¢ AgonosiHeHnem 95 k ctaHgapty DICOM
«Coo6LeHns xypHana ayauta» (DICOM Supplement 95: Audit Trail Messages. [22]).

A.9 JonoNHUTENbHbIE CEPBUCHI MHAPACTPYKTYPbl yNpaBAeHUS NPUBUNETUAMU

A.9.1 Pa3melyeHne cepBncoB ayauta

CepBuchl ayguta pasmeLlalTca Ha KOHeUYHbIX cuctemax: paboumx cTaHuusxX, MHpOPMaLMOHHbIX cepBepax, LWiio-
30BbIX U TPAHCNPYIOLLMX CUCTEMAX, BK/IlOYas cepBepbl 6e30nacHOCTU (KOHTPOepbl AOMEHOB, MPOKCU-CEPBEPLI U T. A.).
CepBuc ayauTta, pasMelleHHblli Ha cepBepe, obecneymBaeT perncrpauunio akTMBHOCTM No 06paboTke faHHbIX. CeTeBoii
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cepBUC ayauTa, pasMeLleHHbli, K npuMepy, B LUI03e, perncTpupyeT nHopMaLmio 0 Noslydaemblx CeTeBbIX naketax. Bme-
CTe C CepBMCOM ayAuTa MOryT pasmellaTtbCs cpeAcTBa ynpasneHus 6e3onacHocTblo, obecneunBalrolme HacTpoiiky u
06paboTKy XypHanoB ayauTa W Bblgady HEOOGXOAUMbIX OTYUETOB. DTU CpefcTBa MOryT Takke NpefocTaBnAaTb 6a3oBble
[JaHHble, npeAHa3HayYeHHble 415 06paboTkM cucTeMoli 06HapyXXeHNA BTOPXEHWIA.

A.9.2 O6HapyXeHne BTOPXEHWIA

BTOpXeHnsi MOXHO noApasfennTb Ha [Ba OCHOBHbIX Knacca: HeCaHKLMOHMPOBaHHbIE Y aHOMasibHble. K HecaHKLu-
OHWPOBAHHLIM BTOPXEHWSM OTHOCSITCSi OPraHU30BaHHblE aTaku Ha W3BECTHble cnabble MecTa CUCTeMbl, KOTOpble MOryT
6bITb O6HaApPYXeHbI NyTeM HabnAeHUs 3a onpeAeneHHbIMN AeliCTBUSIMU, BbINONHAEMbIMU Haj onpejenieHHbIMU 06bek-
TamMn. AHOMaslbHble BTOPXEHUSI BbI3bIBAOT OTKIOHEHUS1 OT HOPMasbHOTrO pexuma paboTbl CUCTEMbI. VX MOXHO 06GHapy-
XWTb C MOMOLLbIO NOCTPOEHNA NPodnNsA paboTbl MOHUTOPUPYEMOI CUCTEMbI N PerncTpauuy 3HaunTeNbHbIX OTKIOHEHN
OT 3TOro npoduns.

Cuctema obHapyxeHus BTopxeHwuii (Intrusion Detection System — IDS) MOXeT Takke BbIMOMHATbL COGCTBEHHbIN
MOHUTOPWHT 1 COXPaHATb arperMpoBaHHyI0 CTaTUCTUKY, XapakTepuaytoLlyto Npouab NCNOb30BaHNA CUCTEMBI. [laHHble
3TOV CTATUCTUKM MOTYT 6bITb CO6PaHbl N3 PasHbIX XapakTepucTuk paboTbl CUCTEMbI, HaNpUMep, NCNo/b30BaHNe npoLec-
copa. UHTEHCMBHOCTb O6MEHOB C JUCKOM, UCMO/b30BaHWe NamsaTW, akTMBHOCTb Nosb3oBaTeneli, YACA0 NOoMNbITOK BXoda
B CUCTEMY M T.A. DTa CTATUCTMKA JO/KHA NOCTOSAHHO OGHOBAATLCA U OTPaXaTb Tekyliee cocTosaHne paboTbl cuctemsl. C
NOMOLLbIO CONOCTAB/IEHNS YKa3aHHOW CTAaTUCTUKN C BHYTPeHHeli MoAesnbio cuctema o6HapyXXeHUs BTOpPXeHui cnocobHa
onpefenatb, MOXHO 1N paccMaTpuBaTh psAf AeiiCTBUI KakK MOMbITKy BTOPXEHUA B cucteMy. Mogenb [/IOXeT ONUCbIBaTb PAj,
cueHapvieB BTOPXEHUSI 1 MOXET Takke KogupoBaTb Npouib HEBO3MYLLEHHOW CUCTEMBI.

CepBsepHas cuctema o6HapyXeHUs BTOPXeHWii npeactaBnseT coboli nporpaMMHoe obecneyeHne, KOTOPOe Bbl-
NOMHAET MOHUTOPUHI CUCTEMHBIX UM MPUKNAAHbLIX XYyPHaNoB. Mpu 06HapyXXeHUU NonbITOK NoMb30BaTENA NOAYUYNUTL He-
aBTOPU30BaHHbIA JOCTYN K AaHHbIM, thalinam nan cepsucamM OHO NojaeT TPEBOXHbIA CUTHAM UM NPUHUMAET KOHTPMepbI.

CeTeBasi cuctemMa 0GHapyXeHNsi BTOPXXEHWI BbINOMHAET MOHUTOPUHI CETEBOro Tpadmka u nofaeT TPEBOXHBbINA CuUr-
Han npyu o6HapyXeHun nocsiefoBaTeslbHOCTU NakeToB, KOTOpasi MOXeT CBUAeTeNbCTBOBaTb O MOMbITKE CKaHWPOBaHWSA,
aTake oTkasa B 06CNYXWBaHUW UWN UHOW aTakw.

CeTeBble CUCTEMbl O0GHAPYXEHNA BTOPXEHWI A0/KHbI pasMeLlaTbCa B CETEBbLIX Y3M1ax, BbIMOMHALWMUX DYHKLNN
6e3onacHocTW, Hanpumep B Wo3ax. CepBepHble CUCTEMblI 0GHAPYXEHNSA BTOPXEHWI yCTaHaBNMBAOTCA Ha 3alyuiae-
MbIX cepBepax. B apxuTekTypHOM OTHOLIEHUW pasnnyaloT TPaH3UTHbIe U KOHEYHbIe CUCTEMBI.

A.9.3 CpepcTBa 3anaButens

Bo3MOXHble NoAxoAbl K ynpaBieHuo NpMBMAErUsiMU Nosb3oBaTesieil B CepBUC-OPUEHTUPOBAHHON apXTeKkType UH-
hpacTpyKTypbl ynpaBieHUs NpuBUIErnsMn BKIOHaOT B cebs:

- XpaHeHve NpuBUAErnii B y40CTOBEPEHNAX, 3aBEPEHHbIX 3/1eKTPOHHOI NOANUCHIO:

- LleHTpasniM3oBaHHOE XpaHeHune npusuneruii (Hanpumep, ¢ NOMOLL b0 CepBKCA, UCMONb3YtoLero katanor LDAP):

- 06bABNEHNA B chopme cepTudmkatos atpubyra.

XpaHeHue NpuBuUIernii B y0CTOBEPEHNAX, 3aBEPEHHbIX 3NIEKTPOHHON NOANUCHIO, MOXET OCYLLECTBNATLCS B hop-
Me cepTudmkaTa OTKpPbLITOro K1toya, cepTudmkaTa atpubyTa Unm yaocToBepeHuns, 3anmcaHHoro Ha asbike XACML. Mpe-
MMYyLLIeCTBA KaX0ro 13 aTux NoAxoA0B onucaHbl B cTaHfgapTe ISO/IEC 9594-8. B cepTudumkarax oTKpbITOro kiwva npu-
BWNEMUM MOTYT XPaHUTLCS Kak HEKPUTUYHbIE pacluMpeHns B COOTBETCTBUM CO cTaHjapTom ASTM E2212. MNpu noao6HOM
MCMnosb30oBaHUK cepTUMKaToB MAEHTU(MKALMN BO3HMKAET TECHAA CBSA3b MeXAay ayTeHTudwukauueli n aBTopusauuei,
4To. Kak yTBEpXAaeTcs, NoBblllaeT yCTONYNBOCTbL K CeTeBbIM OTkaszam. OAHaKo y 3TOro noaxoja ecTb HECKONbKO Hepgo-
CTaTKOB.

OTMeHa unu usMeHeHue n6OI NpuBunernn Bnagensua cepTudumkata notpebyeT oT3biBa U NepeBbinycka cep-
Tucpukata. MNpu oT3biBE CepTudukaTa ero Homep 06bIYHO MOMeLLaeTcs B CNNCOK OTO3BaHHbIX cepTudukatos (COC). B
pesynbTate Bnagesnel W4eHTUYHOCTN He CMOXeT UCMOo/Ib30BaTb CBOK CMapT-KkapTy (v ApYroil TOKeH), Noka Ha Hee He
6yfeT 3anucaH 06HOBNEHHbI cepTudpukat. Mockonbky cepTudukatbl MAEHTUGMKALUN 06bIYHO HAXOASTCS Y UX BNnagesb-
ua. npouecc 06HOBNEHUS OKa3blBaeTCA 3aTPyAHUTE NbHBIM. YUTUTe, YTO XpaHeHne npusuiernii B ceptudukaTax naeHTuny-
HOCTW He obecneynBaeT yCTONYMBOCTU K CETEBLIM C605IM, MOCKOMLKY NPK NPoBEpKe cepTudmkaTa Hago MMeTb JOCTyn K
COC. B cBA3M C 3TUM cepTudmkaTbl MAEHTUYHOCT 60Nee NPUroAHbI A4N18 MeANEHHO MEHSIOLWNXCA «CTPYKTYPHbIX» Ponei,
HeXenu AUHAMUYHbIX «(YHKLUUOHANBbHBIX» PONEi.

OpHa “3 anbTepHaTUB COCTOWUT B UCMO/Ib30BaAHUK OTAE/IbHOrO NOAMMCAaHHOro cepTudumkarta, a UMeHHo, cepTudu-
KkaTta atpubyTa, paccuMTaHHOrO Ha XpaHeHwe npuBMAErnii nonb3oBaTens. NS BbiNycka TakMx TUMOB cepTUdMKaToB U
ynpasneHns umn Heobxoanma fonosiHMTeNbHan UHpacTpyKTypa.

OfHaKo y 3Toro nojxofa ectb HECKO/MbKO npeumyliecTB. CepTudukar atpubyTa BbiNyckaeTcs U NoAnNUCbIBaeTCs
OA. oTgenbHbiM 0T LIC. ynpasnsiowero cepTudmkatamm naeHTuyHoctTn. OgHako npu 3aTOM COXpaHsieTcsi TecHas CBsi3b
Mexzy aBTopusauueli n ayTeHTUdUKalmeid 3a cHeT NOMeLLEHUs CepUItHOTO HoMepa cepTudmkaTa naeHTudrKauu nonb-
3oBaTensa B none Bnagenbua ceptudnkata atpubyta. OT3biB aTpubyTa MOXET OCYL|eCTBAATLCA C MOMOLLbIO CANCKA OT-
3biBa cepTudukaros atpmbyta. OfHaKo Nosb30BaTe b BOBCE He 0653aH husnyeckn obnagatb cepTudukaTtom atpmubyTa.
CepTudukatbl atpubyToB MOryT XpaHUTbCSA C NMOMOLLbIO CepBuca, Ucnonb3ytolero katanor LDAP. B aTom cnyuyae npu
0T3blBE U NepeBbinycke cepTudmkaTa aTpubyTa NpexHuii cepTudnkat 3aMeHseTcs B kaTasiore Ha Tekywuii. 1o ycTpa-
HAET C/IOXHOCTU YaCTol 3aMeHbl NPUBUETNIA, KOTOPbIE NPUCYLLM XPaHEHWNIO NPUBUNETNIA B cepTudukaTax ngeHTUYHOCTI.

B ncnonb3oBaHUW [ONOSHUTENBHON MHGPACTPYKTYpbl, 06ecneunBatoleil npuMeHeHe cepTudnkaToB atpuoyTa,
ecTb onpegeneHHoe npeumyuiectso [23J. LIC. Bbinyckatowme ceptudukarbl MAEHTUYHOCTH, 06bIYHO yNpasasloTCA Ao-
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BepeiiHOW CTOPOHOW, He ABAsoLWelca CTPYKTYpHO eauHULei npeanpuaTusi. [lononHutensHas MHpPacTpykTypa, co3-
JaHHaa BHYTPW NpeanpuaTusa ANa BbiNycka cepTudukatos aTtpubyTa, NoO3BOMSET CKPbITh YyBCTBUTE/bHYIO MHGIOPMaLMI0
0 NPUBUNETNAX OT YyXux rnas. CepTudmkaTsl aTpubyTa 06bIYHO HYXHbI TO/IbKO KOHTPOIEPY NMPUBWIErWA, NO3TOMY Bna-
Aenbly NpuBMNerniti HeT He06X0ANMOCTM NPeAbABAATL NX 3a NpejenamMn NpegnpuaTns.

A.9.4 Bbibopka ponu u3 katanora LDAP

Bbi6opka posim MoxeT o6ecneunBaTbCsa C NOMOLLbIO XpaHeHns uHdopmalum o ponun B cTpyktype LDAP. Mpu Takom
XpaHeHun obecneunsaeTcsa 6bicTpas PYHKLMOHABHOCTL MOUCKA U YTeHWs, Heobxoaumasa Ana cbopa uMHpopMauun o
npuBUAernax, HasHauyeHHblX Nonb3osatento. MNMprmeHeHne katanora LDAP ans Bbi6opku ponun ob6bluHO obecneynBaeTcs
C NoMoLL b0 cepBepoB BeG-npunoxeHuii. K katanory LDAP MOXHO Takxe o6paliaTbCs U3 NPUIoXKEHUIA, KOTOpble BbINO/-
HAIOTCS HEe3aBMCKUMO OT CepBepOB Be6-NPUIOXKEHNIA. MpeAnoYTUTeNbHbI NOAX0A COCTOUT B UCMO/Ib30BaHME TOUKU MpU-
HSITUS peLleHmnii 0 NOSIMTUKE, KOTOpas BbINOJHSET BbIGOPKY POSIM B OTBET Ha 3anNpoc KOHTPONS focTyna. B kaxaom cnyvae
ncnonb3oBaHne BbIGOPKM ponu n3 katanora LDAP numeeT To npenMyLLecTsBo, YTO MHGopMaLua o poan oTaeneHa oT koga
NPUIOXEHUs, 3anpaLimBaioLLero MHopmawuuto.

WNHdhopMaLums o ponm MoxeT 6biTb NpegocTaBneHa B hopMe yaocToBepeHus (Hanpumep, B popmate SAML). uto
CHMKaeT NoTpebHOCTb B BbIGOPKE ponu 13 katanora LDAP.

A.9.5 CepTudmkatbl

A.9.5.1 O6wue ceefeHns

Kak yxxe 06cyxaanocb, CBA3b Mexay WAEHTUYHOCTbIO 1 cepTUMKaTOM rapaHTMpyeTCcs C MOMOLLbI0 NCNO/b30BaHNS
KkpunTorpaduyeckoro kntoya. CeptTudnkatbl MOryT UCMO/b30BATLCA CepBUCAMU A1 YCTAHOB/IEHNS AOBEPUTE/bHbIX OTHO-
WeHNA B MHppacTpykType ynpasneHus npusunernamu. C nomoLLbio 3aBepeHHbIX cepTUdmKaToB MOXHO rapaHTMpoBaTb
NOA/TMHHOCTb 06BSIB/IEHUI UAEHTUYHOCTM U NPUBUNETNiA, NepeaaBaeMbiX [JOBEPEHHbIMY CEpBUCAMU [OBEPSIOLL e CTo-
poHe. MHhopmaLua o ponun MOXeT nepegaBaTbCsl B cepTudmkaTax ngeHtudukaymmn. OgHako Takas nHchopmaumns gomkHa
6bITb MO CBOEW NpUpoLe AOCTATOYHO CTaTUUYHON (HanpuMmep, UH(OPMaLUst O CTPYKTYPHO Posin), NOCKO/IbKY NPy N3MEHE-
HWUW ponn, XpaHsueiica B cepTudmkate naeHTudukauum, ero Haao nepesbinycTUTb. AN nepegaun 6onee gUHaAMUYHON
MHopMaLmMmn 0 NPUBUIETUAX N ponsax (Hanpumep, yHKUNOHANEHbIX poNsx) 6onee NpUrogHbl cepTudmkKaTbl aTpubyToB.
MprumeHeHne cepTudkaTtos obecneynBaeT KOHPUAEHLNANBHOCTb U HEOCMOPUMOCTb.

A.9.5.2 CepTtudumkatsbl aTpubyTta

CepTudpukat atpmbyta nonb3oBaTesnisi MOXeT UMETb CCblSIKy Ha ApYyroii cepTudpmkaT atpubyTa, cogepxalynii go-
NoSHUTE NbHbIE NpUBUIErMn. Tem cambiM o6ecneymBaeTcst APEKTUBHBIME MexaHU3M peanu3auuy NPUBUIETMPOBAHHBIX
ponei.

[Ns BbINONHEHUS HEKOTOPbLIX OMepauuii BO MHOrMX cucTemax, rae Heo6xoguma aBTopusauusi, Tpebyetca uc-
nonb3oBaThb posieBbie nNpusuaernn (06bIYHO B COYETaHWU C NPUBUIETUSIMU, OCHOBAHHLIMU Ha UAEHTUYHOCTKN). B aToM
cnyyae 3asaBUTE/b MOXET NPeAcTaBUTb KOHTPOEPY HEYTO, CBUAETENLCTBYIOLEE TOIbKO O HANNYUK Y 3asiBUTENSA onpe-
AeneHHol ponu (Hanpumep, «INLEeH3NPOBaHHbIA MeANLMNHCKNIA PaboTHUK» MU «KOHTOPCKUIA cnyxaluii»). KoHTponep
MOXeT anpuopun 3HaTb, Kakue nNpuBuaernn uMeeT o6bsBNEHHASA PO/b UM KakMM-TO 06pa3omM Noay4nTb MHopmaLmio
06 3TVUX NPUBUIETUAX, N HA OCHOBaHWMW 3TOW MHhopMaLKUM NPUHATL pelleHne 06 aBTopusaLum goctyna unam o6 otkase
B floCTyne.

Heo6x04MMO0 NpUHATL BO BHUMaHWe cnegytoline dakTopsbl:

- OTCYTCTBME HAAEXHOW KOMMYHUKALMOHHON CUCTEMDI:

- HamepeHve He NMOATBEPXAATb MH(hOPMaLMIO Y n3gatens cepTunKaTos:

- CTabUNbHOCTb NPUBWUETNIA MM OTHOCUTENbHAA CTAaTUYHOCTb poneil;

- NPYMEHUMOCTb NOAX0oAa K (DYHKLMOHANIbHLIM POSIAM.

B03MOXHbI crieytolie BapuaHTbl peannsayuu:

- KaX[blii opraH no npucBoeHuto aTpnbyToB MOXeET NpPUCBOUTL Nt060e YMCAo poneil;

- KakK posib, TaK ¥ Y4aCTHUKU PO MOTYT ONpefensiTbCa U ynpaBnsiTbCA OTAE/bHO PasHbIMKU OpraHaMu no npucBo-
eHunio aTpubyTOoB;

- NMPUBUAETUN, HA3HAYEHHbIE PON, MOTYT GbITb NOMELLEHbI B OAWNH WU HECKONbKO cepTUdMKATOB aTpubyTa,;

- Npu HeobX0ANMOCTMN YHACTHUKY PONN MOXET 6biTb NPUCBOEHO TOIbKO MOAMHOXECTBO NPUBUAETNA, HA3HAYEeHHbIX
ponu;

- yyacTue B posin MoxeT 6bITb Ae/ernpoBaHo;

- PONSM W y4yacTuto B PONSX MOTYT GblTb 3afaHbl /lto6ble Tpebyemble CPOKU XU3HU.

[na cybbekTa BbiNyckaeTca cepTudumkar arpmbyta, B KOTOPOM 06BABNEHO, YTO 3TOT Cy6bEKT BbINOMHAET onpeje-
JIeHHYI0 Ponb. DTOT cepTumkaT MOXeT UMeTb paclumpeHne, coaepxatliee CCbifIKy Ha APYroi cepTudmkaTt, onucbiBaoLWwmi
ponb (T. . B3TOM cepTuchmkaTte posm B kauecTse Bagesbla ykazaHbl UMSi POV U CAUCOK NPUBUAETNIA, Ha3HAYEHHbIX 3TON
ponu). N3patenb ceptudpmkata atpnbyta MoxXeT 6bITb HE3ABUCKHMbIM OT U3AaTens ceptudumkara ponam, u 3T Tunbl cepTu-
hvkaToB MOryT ynpaBnsATbCA COBEPLUEHHO pasfefibHo (Hanpumep, UMeTb pa3Hble CPOKW [eiicTBUSA, 0T3biBATLCS U T. 4.).

He Bce chopmbl 06Lero umeHn GeneralName npurofHbl 471 UCNONb30BaHUA B KayecTBe UMeH poneii. Han6onee
NnonesHbIMU BapnaHTamu ABASIOTCA 06bEKTHbIE NAEHTUMUKATOPbI U OTANYNTE bHbIE UMEHA.

A.9.6 MegunumnHCKNe ya0CTOBEPEHUSA

OAHUM 13 06 KX TUNOB HOCUTeNel npuBuaernii SsBnseTcs yAoCTOBEPEHNe nosb3oBaTtens. Takne y[0CTOBEPEHUS
BbIMYCKAIOTCA JOBEPEHHBIMI OpraHamu v cofepxart naeHTUULMPYIOLLY0 CTPOKY. MNprMepammn MOryT CyXUTb JIMLEH3UN
Ha NpaBO MeJWLMHCKON fesATeNbHOCTH, BbljaBaeMble yNoJIHOMOYEHHbIMY OpraHamMu, 1 Homepa, npucsavBaemble Ynpas-
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neHvem no 6opbb6e ¢ HapkoTukamu (Drug Enforcement Agency — DEA). YgocToBepeHne CogepXuT TUn. nmsa usgatens n
naeHTudukaTop. B cTpykTypy MMeHn usgatens MoryT BKOUYATbCA reorpaduyeckme ykasaHus, Hanpumep, wrat u gpyroe
MeCcTOHaxoxXAeHune. Y40CTOBepPeHns 06bIYHO pasnnyatTcs no Tuny (HanpuMep, «Bpay») Uav no Tuny u nsgartento (Hanpu-
Mep. «Bpau, NNLEH3NPOBaHHbIA B BUPpAXUHNN®).

Ecnu ums usgatens ygocToBepeHuss oTCyTCTBYeT, TO BMECTO Hero 6epeTcs ums usgatens ceptudukara atpubyra
1nm cepTudpukaTa OTKPLITOrO KoYa, B KOTOPOM NepefaHo yaocToBepeHve. Ecnu nms nsgarens ceptudmnkara oTCyTCcTBY-
eT. TO UMs u3gatens yg0cToBePeHUs 4O/KHO NPUCYTCTBOBATL. (YUTUTE, 4TO ANA MAHMMU3AL MM YACa OPraHoB Mo NpuUceo-
€HWI0 aTpMbyTOB, NCNO/b3yeMblX B CUCTEME, OAWNH cepTudukaT MOXeT cofepxXaTb HECKO/IbKO YA0CTOBEPEHWiA, BblAaHHbIX
6onee yem ofHUM n3gatenem.)

Heo6x041MMO NPUHATL BO BHUMaHWe:

- BO3MOXHOCTb MCNO/Ib30BAHUS HEKPUTUYHBIX NONel cepTudmkata ngeHTudmkaLmm, cooTBeTCTBYOLLEro cTaHAap-
Ty X.509. ANs onucaHna MefULUHCKUX YA0CTOBEPEHUIA B COOTBETCTBMUN €O cTaHaapTomM ASTM E2212;

- BO3MOXHOCTb MUCMO/Ib30BaHUSI MEAULMHCKUX YOCTOBEPEHUI (TEKYLLMX, He TeKyL X, o6acTb AeicTBUS) B kaye-
CTBE [J0MOJIHUTE bHbIX OFPaHNYeHniA Npyu aBTopusaLnmn goctyna MeanLMHCKUX paboTHUKOB K MeANLMHCKON MHopmalmy;

- anbTepHaTUBHYI BO3MOXHOCTb UCMO/b30BaHUS MeAULMHCKUX YAOCTOBEPEeHN Bpayei npu 3aliuLieHHOM npeab-
ABNEHUN aTpnbyTOB MOMb30BaTE NS B MHPPACTPYKTYpe ynpasBieHns npusuaervsamm.

A.9.7 O6bsABNeHNs Ha a3blke SAML

O6bABNEHNA Ha A3blke SAML MoryT ncnonb3oBatbCcs AN nepefayn 3assuTeneM nHgopmauun 6e3onacHocTu fo-
Bepsiolleil cTopoHe. O6bABNEHME MOXET ObITb CAeNAaHO OT UMEHN cyGbekTa Npu ero ayTeHTudukaumm nuéo B oTBET Ha
3anpoc Apyroro cy6bekTa, Takke cocTaBfeHHbIl Ha si3blke SAML. O6baBNeHna MOryT 6bITb cOCTaBNEHbl U3 MHdopMaLun
0 NPUBWUAETMN WU PONU, XPaHSALLECA Ha LieHTpasbHOM cepBepe, 60 U3 MHopMaLuumn, cofepxatieiica B noAnncaHHoOM
cepTudmkarte.

Heo6x04MMO NPUHATL BO BHUMAHME:
r'MBKOCTb NpUMEHeHNs chefepaTuBHON cpefbl:

He06X04MMOCTb NONYyYeHUst AONONHUTENBbHOW UHGhOpMaLun OT 3asiBUTeNs:

YPOBEHb HafeXHOCTU N 4OCTYMHOCTY BblYNCANTENBHOI CeTw;

Hanuune cnyx6bl 06paboTku 3anpocoB Ha A3blke SAML;

Hanuune noAfepxkn obpaleHnsa yaocTOBEPEHWA BHYTPU NpeanpuaTus:

COBMECTUMOCTb C 6€30MNacHOCTbI0 Be6-0epBICOB 1 3anpocoB No npotokony SOAP;

Heo06X04MMOCTb OHOBPEMEHHOIO NPUMEHEHNS Pas/IMYHbIX MexaHW3MOoB ayTeHTudukauum (Hanpumep, yaocTo-
BepeHusi B UHhpacTpyKType OTKPbITbIX Ktoueid, npoTokon Kerberos, TokeHbl, 6uoMeTpuyeckas ayTeHTudukauma u 1a.).

A.9.8 MexaHN3Mbl YyBCTBUTE/MIbHOCTY LLeN1eBOro 06 bekTa

YnpaBneHue atpubytamun LeneBoro o6bekta (Hanpumep, cNuckaMmm KOHTPONSA fOCTyna M MeTKaMu YyBCTBUTESb-
HOCTU) TPAAULIMOHHO BbINOMHAETCSA B paMKax KOHKPEeTHOW cucTeMbl, N03TOMY NpejcTasieHne aToil nHopmaummn cnabo
cTaHAapTU3oBaHo. HacTosilee NpuioXeHne He npeabaBasieT Tpe6oBaHWii kK ee NpeAcTaB/IEHNIO, HO COAEPXUT HEKOTO-
pble NpeAoXeHNsl, OCHOBAHHbIE HA MPUMEHEHUWN HEKOTOPbIX CUHTAKCMCOB onncaHnsa faHHbix (ASN.1 naun XML).

A.9.9 VMHkancynaumna noAnncaHHbIX AaHHbIX

ATpnGYTbl 1 Apyras YyBCTBUTE/IbHAA MHOPMaL s MOryT 6biTb NPUBSA3aHbI K AalgXecTy Lenesoro obbekTa ¢ no-
MOLLbIO KOHCTPYKUMKM SignedData. B yacTHOCTW, yMECTHO UCMOb30BaTb OTAENIEHHbIE NOANWCK (NepeaBaemble OTAe/IbHO
oT 06bekTa). HyBCTBUTENIbHAA MH(hOPMALMA [IOKET NEPEHOCUTLCS B BUAe NoANNCaHHbIX aTpUbyToB, Y KOTOPbIX aBTOPOM
6yAeT nognucaBLLNi CyBbekT.

K uenesomy 06bekTy MoryT 6b1Tb 06aBNEHbI CAefylolme TUMbl aBTopu3sytoL et nHhopmauuu:

- MHbopMauna KOHTPOAA AocTyna, onucaHHas B ctaHgapTe ISO/IEC 10181-3;

- Tpe6oBaHuUsi paBHO3HAaYHOW nognucy (cM. A.9.19);

- onucaTtenbHble CBEAEeHUS 0 OKYMEHTe (Hanpumep, TN A4OKyMeHTa), npuBeaeHHsle B A. 11.3.

A.9.10 Ncnonb3oBaHue A3bika XML

MpumeHeHne pacwmpsemoro sisbika pasmetkn XML nossonsieT nepegasaTb MHOPMaLMIO HE3aBUCUMO OT MpPO-
rpaMMmHOIA 1 annapaTHOi nnatgopmbl. MO3TOMY MOXHO OXWAATb, YTO COAEpXaHWe MHOrMX nepejasBaeMbiX 4OKYMEHTOB
6yfeT npeacTasneHo Ha A3blke XML. CTpyKTypa cofepxaHus Takoro foky (fieHta 6yaeT yka3aHa B onpejeneHum tuna go-
kymeHTa DTD (document-type definition) nnn B XML-cxeme.

Mpusnnernn MoryT 6bITb NepefaHbl B anieMeHTax XML, y KOTOpbIX B Ka4eCTBe MMEeHW UCNoNb3yeTcsa naeHtudmrka-
TOp npuBunernn. B kauecTBe anbTepHaTMBbI MOXHO NepejasaTtb WAeHTUdMKATOPLI NPUBUIErnii B BUAe UMeH aTpubyTos
3fleMeHTa.

A3bik XML nossonset pynnuposatb npusunernn B oopMe nonesHbIX KOMMNAeKcoB. Hanpumep, komnaekcy npu-
BU/IErNiA. onucaHHOMY Ha sidblke XML, MOXeT 6bITb NPUCBOEH CReaylownii yHuBepcanbHblii naeHTucmnkatop pecypca URI
(uniform resource identifier):

*um:apptication_name:attribute:pnvilege_set_name"

B KkayecTBe afnbTepHATUBHOIO NpeAcTaBNEHUS MOXHO accoLuumpoBaTb KOMMNAEKC NPUBWUAETNIA C YHUKaNbHbIM MpPo-
CTPaHCTBOM MMEH, yKka3aHHbIM B XML-cxeme, Hanpumep:

xmins: privilege_set_name="http;//vvww.astm.org/:privilege_sets/ privilege_set_namef

Komnnekcbl npuBunernii, npefcraBneHHble Ha f3bike XML. MOryT 6biTb UCNOMb30BaHbl KOHTPONEPOM, YTOGbI ac-
couumpoBaTh 3asaBUTENA C ero chepoil NONHOMOYNIA. 3asaBuTeNn MOryT GbiTh 3apaHee (40 KOHTPOIS) acCoLMUPOBaHbI
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CO CTaHAapTHOI rpynnoi unu ponbio. B Apyrom BapuaHTe KOHTPOJiep MOXeT acCoLMMpoBaTh 3asBUTENst C OAHUM UK
HECKONbKMMMW KOMM/IeKcamy NpUBUAErnii C NMOMOLLbI0 3anpoca k 6a3e faHHbIX WKW K CEPBUCY, UCMOMb3YlOLWEMy KaTanor
LDAP. KoHTponiep MOXeT Takke M3Bneyb MH(OPMAaLMIo O rpynne uanm ponun 3assuTens u3 BHelwHero XML-gokymeHTa ¢
noMoLLbio yKazaHua nyTu Ha A3bike XPath.

Mpu ncnonb3oBaHUM NONUTUKA NPUBWUIETUIA KOHTPOSIEP MOXET UMETb [1e/10 HENOCPeACTBEHHO ¢ XML-3nemMmeHTaMm
(Hanpumep, cpaBHMBas 3Ha4YeHWs aTpubyToB, XpaHsLMecs B cepTudmkaTe aBTopu3auuu, C afieMeHTaMun AOKyMeHTa).
B kauvecTBe hopmarta onucaHus NOAMTUKM Ha sA3bike XML. KOTOpoe MOXeT UCMo/b30BaTbCA MPU KOHTPOMe npususie-
TMiA. MOXHO NPeAIoKMTb paclIMpseMbIil A3blk pasMeTkn kKoHTpons goctyna XACML (extensible Access Control Markup
Language). MNpasuna cpaBHeHUs geTtanbHo obcyxaatotca B A.9.11 — A.9.19. B obuem cnyyae ogHOKpaTHble aTpubyThl
6yAyT CpaBHMBATLCA C €4UHCTBEHHbIM (MOJIHLIM) 3/IEMEHTOM, @ MHOTOKpaTHble aTpubyTbl — C KONNeKLuell 31eMeHToB
MOAEeNnpyeMoii rpynnsbi.

A.9.11 ba30Bblii KOHTPOAbL AOCTyna

[Lanee onpegensertcsa atpubyT vHopMaLmnm KOHTPONSA AOCTyNa, KOTOPbIA MOXET MCNOo/b30BaThCA AN yKkasaHus
nonyuyartento (M AOBEPEHHON TpeTbeli CTOPOHE), Kakne CybbekTbl MOTyT YATaTb COAepXaHne LieseBoro obbekra.

[locTyn K Lenesomy 06beKTY paspeluaeTcs, ecv naeHTudukaTop 3anpativBatroLleii CTOpoHbl coBnagaeT ¢ OAHUM
13 3/1eMeHTOB Ccnucka, ykasaHHoro B nosie who (no umeHu, ponu, rpynne wan opraHn3alnoHHOR eAvHNLE) 1 ecnn 3Have-
HUS, nepefaHHble B cepTudpmkaTe atpubyTa 3anpalumBaioLleli CTOPOHbI, COBNaAaloT CO BCEMU OFPaHUYEHUSIMU, YKa3aH-
HbIMU B aTpubyTe nHhopmaLm KOHTPONS AOCTyNa LeneBoro o6bekta. OTU 3HaYeHNA A0/MKHbI COAepXaTbCa B aTpubyTe
constraints cepTudpukara sanpalumsaioLLeli CTOPOHbI.

A.9.12 Cnoco6bl ykazaHua nonmTuk

XoTA HacTosiLiee NPUIOXeEHUe N He npeabsBnseT TpeboBaHWl K NpeAcTaBNEHMI0 NOIMTUK B KOHEYHOI cucteme,
TemM He MeHee MOXHO peKkoMeHAoBaTb NpuMeHeHne a3blika XACML B kayecTBe CTaHAAPTHOroO CpeAcTBa onucaHusa noau-
TUK. OYeBUHbI CrieAytoline HEeCKOsbKO CLieHapueB.

[lBa cy6bekTa MOryT HyXAaTbCa B onpejAeneHun, SiIBAATCA NN UX NOAUTUKM aBTOpu3aLuy COBMECTUMbIMU, YTO
Hepefko TpebyeTca B cpefe, ncnonb3ytoueli Be6-oepBucbl. ECM X NOAUTUKM COBMECTUMBI, TO MOXET noTpe6oBaTtbes
3aiaHne cneuynuuUUHbIX NepeMeHHbIX, OMUCLIBAIOWNX 3TN NOANTUKA U NpuemaemMbix Ana o6oux cy6bekToB. [a aT0ro
MOXHO co3faTtb 06baBneHne XACMLAuthzAssertion. CTpykTypa KOTOpOro onucaHa B flokymeHTe «XACML Profile for Web
Services (WS-XACML)». Takoe 06bsiBfieH/e MOXeT OblTb BK/IOUEHO B 3K3eMNAAp BE6-MOANTUKM UAW NpefocTaBneHo B
¢hopme HesaBUCUMbIX MeTafaHHbIX.

O6bsBneHne XACMLAuUthzAssertion MOXeT Takke UCMONb30BaTbCSA MOCTaBLYMKOM Be6-cepsBucoe ans nybaunkauymm
NoNNTUKN aBTOpM3aLuUn NOTeHUManbHbIM KnneHTam. My6avkauus nonMTUK aBTopusauuu npuemaeMa He Ans BCex pea-
nn3auuii. Ho Ny6mKauna HeKOTOPbIX acneKkToB NOMIMTUKN aBTOpU3aLnmn [0XeT 6biTb NOMIE3HON faxe B TOM Cryvae, ecnu
ny6ivkaumsa Bcel NONUTUKN NpU3HaHa Hellenecoo6pasHoii No npuymHam 6e3onacHoCTy.

YnpaBneHne NonuTuUKoi 6e3onacHoCT MOXET BkIuaTb B cebsi cnefylowime warv Uin HeKOTopyl MX YacTb: CO-
CTaB/ieHVe, NnepecmMoTp, TeCTUpoBaHue, yTBepxaeHne, nybaukaums, KoMbuHuposaHue, aHanus, (koguduvkauus, npekpa-
L eHve AeiicTBMSA, NOUCK U MPUMEHEHWNE NOSIUTUKN.

MonHas nonuTuka, NPUMeHNMas K KOHKPeTHOMY 3anpocy peLlleHusi, MOXeT COCTOSITb U3 psfa OTAEe/bHbIX NpaBu
VAN NOAMTWK. Hanpumep, B NMpuioxeHun, obecnevvBaroeM KOHPUAEHUNANbHOCTb, CYyOBbEKT NepcoHanbHbIX AaHHbIX,
nonyvawowmii MeANLMHCKYI0 MOMOLLb, MOXET 3afaTb OAHW acnekTbl NOJIMTUKN PACKPbITUS €ro AaHHbIX, B TO BPEMS Kak
opraHu3auus, obnagaiolias aTUMKN JaHHbIMU, MOXET 3aAaTb HEKOTOPble Apyrne acnekTbl. YTo6bl NPUHATL pelueHne 06
aBTOpMU3aLuu, foMKHA 6biTb BO3MOXHOCTb 06pa3oBaHns OAHON NOANTUKN U3 ITUX ABYX, MPUMEHMUMbIX K 3anpocy.

B a3bike XACML onpegeneHbl TP BEPXHEYPOBHEBLIX 3/1eMeHTa nonuTuku: <Rule> (npaBuno). <Policy> (nonuntuka)
n <PolicySet> (komnnekc nonutuk). AneMmeHT <Rute> cogepxunt ByneBckoe BbipaxeHne, KOTOPoOe MOXET OblTb BbIYNCNEHO
N30/IMPOBAHHO, HO ero pesynbTaT He NpejHa3HayeH A8 U30/IMPOBAHHOIO UCMNO/b30BAHUS TOUKON NPUHATUSA peLleHns o
nonuTuke. ATO BblpaXeHuUe CyLecTByeT OTAEbHO TObKO AN TOUKM JOCTyna K NOANTUKE, KOTopas [IOXET paccmaTpuBaTh
ero kak 6a3oBylo euHULY ynpaBieHUs 1 NOBTOPHO MCMNO/Ib30BaTb B HECKO/IbKUX MOANTUKAX.

SnemeHT nonuTuku <Policy> cofepXnT COBOKYMHOCTb 3/1IeMEHTOB npasun <Rule> 1 3agaHHy0 npoueaypy coveTa-
HWUA pe3ynbTaToB NPUMEHEHNUs 3Tux npasua. OH NpefcTaBaseT coboit 6a30By0 e4UHULY NOAUTUKA, UCTO/b3YEMYIO TOUKOM
NPUHATUS peLleHns o NoANTKKe, U. criefioBaTeslbHO, NpeAHa3HauYeH C/YXXUTb OCHOBOW A5t pelleHns 06 aBTopu3auuu.

3nemeHT Komnaekca nonntuk <PolicySet> cogepXuT COBOKYMHOCTb 371eMeHTOB nonuTuk <Policy> nan gpyrue
Komnaekcbl nonutuk <PolicySet>. a Takxe 3afaHHyl npoueaypy coyeTaHus pesy/bTaToB NPUMEHEHUSt 3TUX NOAUTUK W
KOMMNEKCOB NONNUTMK. 3TO cTaHAapTHbIV cnoco6 ob6pa3oBaHns 04HON KOMOUHNMPOBAHHON MOIMTUKN NyTEM coveTaHus oT-
[enbHbIX NOMNTUK.

B a3bike XACML onpegeneHo HeckonbKo asiropuTMOB COYeTaHUs NOANTUK, KOTOPble MOTYT ObiTb YKasaHbl B atpu-
6yTtax RuleCombiningAlgid nnn PolicyCombiningAlgld anemeHToB <Policy> nnu <PolicySet> coO0TBETCTBEHHO. AITOPUTM
coyeTaHusi NONNTUK onpeAensieT npoueaypy BblYUCIEHUS pelleHns 06 aBTopu3anuy No oTAeNbHbIM pe3yibTaTam BblUKC-
NeHns koMGuHaLuMm npasun.

OnpefeneHsl cnegylolne cTaHgapTHbie anropuTMbl coUYeTaHus:
nepekpbiTUe oTxa3oM (ynopsgouyeHHoe 1 HeynopsigoueHHoe) (deriy-overrides);
nepekpbiTvie pa3pelleHnemM (ynopsgouyeHHoe u HeynopsgoydeHHoe) (permit-overrides);

BbI6Op NnepBoro npumeHumoro npasuna (first-applicable):
BbI6OP TO/MbKO OAHOrO NpuMeHumoro npaswuna (only-one-applicable).
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MpaBuno rule MoxeT BbIYNCNATLCA Ha OCHOBE ero cogepxaHus. OCHOBHbIMM KOMMOHeHTamu npasuna rule
ABNAOTCA:

- uenb (target):

- adppexT (effect):

- ycnoswue (condition).

Llens target Bk/to4aeT B ce6s COBOKYNHOCTb CAEAYIOLWUX 3/IEMEHTOB:

- pecypcsbl (resource).

- cybbekTbl (subjects).

- pelicteus (action),

- cpega (environment).

OnemeHT ycnosua <Condition> MOXeT HaknabiBaTb AOMNO/HUTEIbHOE YC/I0BME HA NMPUMEHUMOCTb MOINTUKK, 3a-
[AaHHyto Lenblo target. Ecin npasuno rule 4oMxHO 6bITb NPUMEHUMO KO BCEM 06beKkTam onpefesieHHoro Tuna gaHHblX, T0
CoOoTBeTCTBYIOWMIF 06bEKT yaanseTcs u3 uenu target. Touka NPUHSATAA PeLEHUst O NOMTUKE NPOBEPSET, YTO I/IEMEHTHI,
onucaHHble B Lienn target, cooTBeTCTBYIOT cy6bekTam subjects, pecypcy resource, geiicTBuio action n atpubytam cpegbl
environment, cogepxaliuMcs B KOHTEKCTe 3anpoca context. OnpegeneHus uenu target ABNAKTCA ANCKPETHbIMU, YTOObI
npumeHsieMble npasuna rule moray 6biTb 3hPEKTUBHO UAEHTUMDULMPOBaHbI TOYKOW NPUHATUA pEeLIeHUs O NOAUTUKE.
OneMeHT uenn <Target> MOXeT 6bITb He Yka3aH B npasuie <Rule>. B aToM cnyvae uens npasuna <Rule> cuntaeTtcs Toi
Xe. YTO ykasaHa B POANTE/IbCKOM 3/1ieMeHTe nonutukm <Policy>.

Bo3HukaloT cnepytouime BOMPOCHI: KaK TOYKA MPUHATUA peLleHns O NOUTUKE AO/KHA UHTeprnpeTupoBatb UMS.
naeHTUMLMpytoLLee KOMNeKc Cy6beKToB UM PecypcoB, KOrga OHO NOABASETCA B MONUTUKE WK B KOHTEKCTe 3anpoca?
MpepHa3HauyeHo N 3TO UMSA 4N1A MAeHTUdKKaLUM TONbKO y3na fepeBa 06bEKTOB WM OHO NpeAHasHavYeHo Ana UAeHTu-
dhukaummn Bcero nogaepesa atoro ysna?

AhhekT effect npaBuna rule onucbiBaeT, Kakne NocneAcTBMA npegnonaraet cocTaBuTe b Npasuaa B cayvae, Kor-
fa pesynbTaT ero BblYMCAEHNA UMeeT 3HauyeHne «McTuHa» (True). DpdekT MoXeT UMeTb ABa 3HauYeHus: «PaspelmnTb»
(Permit) n «OTkasatb» (Deny).

Ycnosue condition npegcTtasnset coboli 6yneBckoe BblpaXeHne, KOTOpOe JOMNOMHUTENIbHO OrpaHuynBaeT npumMe-
HMMOCTb NpaBuia cBepx TO NPOBepKu, KoTopasi NPOBOANUTCS NO cCofepxaHuio Luenu target. Mo3aToOMy OHO MOXeT OTCyT-
cTBOBaTH.

A.9.13 Mepepavya NnoNUTUK, NpeAcTaB/eHHbIX Ha A3blke XACML

B nHchpacTpykType ynpaBrieHus NpuBuaernamu MoxeT notpebosaTbCcsa nepefgadva NoUTUKU OT OJHOr0 cybbekTa K
Apyromy. lanee npuBefeHO HECKO/IbKO NPUMepPOB NOAO0GHbIX CUTYyaLnii:

- TouKa NPUHATUA pelleHns 0 NoNNTUKe obpabaTtbiBaeT NOANTUKY, COLEPXaLLyto CCbIIKY Ha VMS APYroi NoANTUKK.
OTa nonnTuKa Npm He06XoANMOCTU MOXET 6bITb MOJTyYeHa C NOMOLLbIO 3anpoca K TOUKe ynpasB/ieHUss NonTuKamum,;

- TOUYKe MPUHATUS PeLleHna O NOSINTUKE MOXET NOHaA06UTLCA NOSTyYeHNe «KOPHEBOU» NOMTUKN OT TOYKM ynpas-
NleHNs NoNuTUKamMu NpeanpuaTUs, YTobbl y4ecTb HEKOTOPbIE HACTPOKN CUCTEMDI;

- MOXeT noTpeboBaTbCa nepejaya pecypca U3 ofHOI 30HbI 6€30NacHOCTN B APYryl0, N UCTOUYHUK pecypca MoXeT
BMeCTe C H/M nepefaTb NOJIMTUKY €ro 3aluTbl, KOTOpPas AO/HKHA NPUMEHATLCA B 30He 6€30NacHOCTU nosyyaTens;

- B Liensx noBbllleHNA NPOU3BOAUTENBHOCTW pacnpefeneHHol CMcTeMbl, B KOTOPO TOUKM NPUHATUSA pelleHuns o
nonnTrKe pasMelleHbl I0KafbHO, MOXET NoTpeboBaTbCsl NpMMeHeHne 06Lero KoMnaekca noaMTUK. B aTom cnyyas LeH-
TpanbHOI Touke ynpasneHust noaMTukammn Heob6xoAnmMo nepepaBaTb U3 KaXA0N TOUKM MPUHATUS PELUEHUA O NOSIUTUKE.

A3bik XACML, B OCHOBHOM MpegHa3HayeH A1 onucaHus NnosiuTuK, HO ero KOHCTPYKLMU paccymTaHbl Ha NpuMeHe-
HVWe B KOMMOHEHTax BCeli cucTemMbl aBTopu3auumn. na aToro Heo6xoAVMbI Apyrne KOMNOHEHTbI, NpefocTaBasAoLWne cpes-
CTBa NMPOBEPKU, YAOCTOBEPSIOLME YTO IK3EMNIAPbI NOMNTUK NPeocTaBeHbl AOBEPEHHOI TOYKOIR ynpaBneHus nonnmTu-
Kamu. 3aljmujaioline LenocTHOCTb U KOH(UAEeHLNaNbHOCTb 3K3eMMAAPOB MOANTYK U peanunsyiolie NpoTOKO bl 3anpocoB
3K3eMMN/IAPOB NOMTUK U NOSTy4YEHUsI OTBETOB Ha 3anpockbl. [11s o6ecneyeHusi BbIMONHEHNS 3TUX PYHKL M KOHCTPYKLMN Ha
A3blke XACML MOXHO MHTerpuposaTtb B COO6LLEHNA A3blka pa3MeTkn 06bsiBNeHnii 6esonacHocT SAML Bepcun 2.0. pas-
paboTaHHble opraHusauveid OASIS. 9To NO3BONSET 3almMLaTh He TOIbKO aTpubyThl MHChOPMALIMM KOHTPONS AOCTYNa, HO
W NOMIMTUKN. VIHTerpayms coobLyeHmnii Ha sisbike SAML 1 KOHCTPYKUMI Ha si3bike XACML nnntoctpupyeTcs pucyHkom A.2.
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PucyHok A.2 — Vicnonb3oBaHue cneundumkaumm SAML 2.0 gns TpaHcnopTa gaHHbix B (hopmate XACML (12]

Kak nokasaHo Ha 3TOM pUCYHKe, Korfa Touke NpuMeHeHUs NoNTUK TpebyeTcsa nonyunTb pelweHne 06 asTopusaunm,
OHa nocbinaeT 3anpoc (1) Touke NPUHATUA pelleHnsa 0 NOAMTMKe, KoTopas Mo 3ToMy 3anpocy obpabaTbiBaeT AOCTYMHbIE
el nonuTMKM 1 aTpnbyThl, NPUHUMaET pelleHne 06 aBTopusaumu (2) 1 Bo3BpaLlaeT ero Touke NPUMEHEHUs NOANTHK. dTa
TOYKa NPUMEHEHUS MOMNTUK MOXET NMB0 NoNyunTb HeobXxoAnMble aTpubyThl HENOCPEACTBEHHO OT OHNaiHoBoro OA (3),
Nnn60o n3BneYb UX U3 xpaHunuuia atpuoéyTos (4). B koTopoe OA 3apaHee nepecnanu atpnbyTsl (5). Touka NPUHATUA peLue-
HUA O NOSIMTUKE TaKxKe [MI0KeT NoyuYnTb He06XoanMble aTpnMbyThl OT oHNaliHoBoro OA (6) IM60 U3BEeYb UX U3 XpaHuuLLa
aTpubyTtos (7).

PeweHvne 06 aBTopusayuu, NPUHATOE TOUKON NPUHATUS PELEHNS O NOIMTUKE, OCHOBAHO Ha WHopMaLVn 0 Non-
TUKax, NOMYYEeHHOW OT TOUKM ynpaBieHnsa nonutukamu (8) nM6o n3BneyeHHo U3 OHNaRHOBOro XpaHunuiia noanTuk (9).
3TO0 XpaHUAULLE CMYXUT K3LeM NOANTUK, paHee COXPaHEeHHbIX TOUKol ynpasneHns nonutukamu (10).

3anpoc XACMLPolicyQuery cpopmupoBaH Ha A3bike SAML. onpejenieH B 3TOM npoduie 1 MOXeT UCMO/b30BaTbCA
ANA 3anpoca NOIMTUK Y TOUKM ynpaBfieHns NOANTUKamMu, OCYLLECTBSEMOrO N0 UMEHN NOANTUKA MW MO NPUMEHNMOCTMN
noNnTUKN K onpefeneHHoMy 3anpocy aBTopusauun. Tpebyemas nHdopmauusa B opmate XACMLPolicyStatement Bo3-
BpaljaeTca B oTBeTe Ha s3blke SAML. OTa nHdopmauus MoxeT 6biTb 3aBepeHa 3/IeKTPOHHOW NOANUCHI0 U MOXET 6bITb
npuss3saHa K nsgarento nHcopmalum, Cpoky ee AeiicTBUA 1 APYrUM aTpudyTam.

MOXHO onpefennTb HECKO/IbKO NOANTUK. OHU MOTYT NPUMEHATLCA OTAE/NbHO APYT OT Apyra UM COBMECTHO.

A.9.14 OTo6paxeHne TMNOB faHHbIX ANS.1 Ha sanemMeHTbl XML

MoXHO pekoMeHAoBaTb cnefyloliee oTobpaxeHne TMNoB AaHHbix ANS.1 Ha anemeHTbl XML (N0 BO3MOXHOCTU B
3TOM 0TO6paXeHUn ncnosb3yeTtcsa Tekylan paboTta Hag XML-cxemamu):

a) 6ynesckuii Tun gaHHbix ASN.1 (BOOLEAN) oTo6paxaeTcs Ha cogepxaHue anemMeHTa unu atpubyT anemeHTa
CO cnefyloWwmnMmn BO3MOXHbIMU 3HAYEHUAMUN (He YyBCTBUTE/IbHBIMU K pernctpy): 3HadyeHne TRUE npeobpasyetcs B true,
yes unn 1. 3Hauenne FALSE npeo6pasyetcs B false, no unu 0. CpaBHeHue paspeliaeTcs TO/IbKO Ha TOYHOE COBNajeHune;
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b) uenouncneHHblii Tun gaHHbix ASN.1 (INTEGER) oTo6paxaeTcs Ha cofepXaHue aneMeHTa unv atpubyT aniemeH-
Ta B BUAE CTPOKM, COCTOALL e U3 LntpoBbIX CUMBOJIOB, B HaYasie KOTOPO MOXeT CTOATb 3HakK (+ uim -);

C) BelecTBeHHbI TuN gaHHbix ASN.1 (REAL) oTo6paxaeTcs Ha cofepxaHvue afiemeHTa uan aTpubyT anemMeHTa,
MCNOoMb3ys Ty Xe HoTaLMWio BeecTBEHHOro Yncna, 4to n B ASN.1;

d) Tvnbl gaHHbix ASN.1 BIT STRING n OCTET STRING oTo6paxatoTca Ha Npou3BOJIbHOE CofepXaHne afeMeHTa
(#PCDATA). Mo mepe pa3sutus annapata XML-cxem 3Ha4eHMs 3TUX TUNOB AaHHbIX ByAyT oTo6paXaTbCA Ha ABOWNYHbIN
06bekT. MNpn nepegaye faHHbIX €ro 3HavYeHne byfeT 3anncaHo B KOAMPOBKe base&4. koTopass MOXeT ObITb yKasaHa B cxe-
Me UK Kak 3HauyeHue atpubyTa anemeHTa:

e) nepeuncnumblii TN gaHHbix ASN.1 (ENUMERATED) oTo6paxaeTca Ha aTpubyT Tuna NMTOKENS (cnucok
CTPOK), rAe Kaxjas CTpoka siBnseTca naeHTUdKkaTopomM 0AHOM0 U3 NepeyuncisiemMblx 3HauYeHni.

n punMmedyaHne — XML-cxembl NO3BONAAT nepefasatb Takne faHHble Kak B a/ieMeHTax, Tak U B anVIﬁyTaX.

f) cTpokoBble Tunbl gaHHbIX ASN.1 oTo6paxaloTca Ha coaepxaHue anemeHTa (#PCDATA);
g) 06beKTHblE nAeHTUMKaTopbl, Ucnosblyemble B ASN.1, He uMetoT Nnpsamoro aHanora B XML.

MpumevyaHune — B sA3blke XML-418 NOXOXMX Liefieil UCNOMb3YIOTCSH YHUBEPCalbHble MAEHTU(UKATOPbI 0GbEek-
ToB URI. [ina nepefayn 06bEKTHbIX NAEHTU(UKATOPOB B XML MOXHO MCNONb30BaTh MMsi MPOCTpaHcTBa UMeH B URI unu
MMS NPOTOKONA «Oid».

h) Tunbl gaHHbIX, onuckiBawowme B ASN.1 Bpema (UTCTime n GeneralizedTime). oTo6paxaloTca Ha 3aN1eMeHTbl, uc-
nosnb3ys CUHTaKCKC, NpeaoXeHHbI B cTaHaapTe 1SO 8601;

i) Tn nocneposatenbHOCTM 3HaveHuii ASN.1 (SEQUENCE) npeo6pa3yeTcsi ¢ UCNO/Ib30BaHWEM MOZAeNn rpynnu-
POBKM COAEpPXaHNsA C 3anAToi B kKauecTBe pasfenutens, Hanpumep. <!I[ELEMENT x (foo,bar)>:

j) TMn BbiGopa 3HaueHnin ASN.1 (CHOICE) npeo6pa3syeTcs ¢ UCNONb30BaHUEM MOAENN TPYNNUPOBKM COLEPXKAHUS C
BEpPTUKaNbHOWN YepToi B KauecTBe pasgenuTens, Hanpumep. <!IELEMENT x (foo|bar)>;

k) MHOXecTBo 3HauyeHnit ASN.1 (SET) He nmeeT npamoro akBmBaneHTa B XML. xoTs B SGML ero MoxHo oTo6pasuntb
Ha rpynnupoBKy COflepXaHuns Co 3HaKoM & B kayecTBe pasfenutens;

) koHCTpyKums ASN.1 «SEQUENCE OF» oTob6paxaeTcsi Ha NOBTOPAIOLWMNIACA KOMMNOHEHT, NCNOMb3Ysi CUHTaKCUC
perynsipHbix BoipaxeHuii XML {* 4na Hyns, 04HOro WA HECKONIbKNX NOBTOPEHWIA. + 47151 O4HOTO UM HECKOJIbKUX NOBTOpe-
HWiA). Hanpumep. <ELEMENT Yy (foo’)>:

m) KOoHCTpykumnsa ASN.1 «SET OF» He umeeT akBuBasnieHTa B XML;

n) Heo6a3aTenbHble nonsa BASN.1 (OPTIONAL) oTo6paxaloTca Ha Heobsi3aTebHble KOMNOHEeHTbl XML, Hanpumep,
<IELEMENT z (foo?)>.

OA [0/1KHbI TapaHTUpoBaTh, YTO ONUCAHUA NOMIUTUK BHYTPEHHE HENpPOTUBOPEUMUBLI, HaNpuMep, OANH 1 TOT Xe Tun
aTpnbyTa He AO/HKEH MOABAATHCA B ABYX /IOTMYECKN NPOTUBOPEUMNBBIX KOHCTPYKLUMAX MOAUTUKN. TOANTUKM AODKHbI ObITh
nognucaHel OA: OHM MOTyT nepejasartbCcs B cepTudukaTe asTopusaLny 3asasutens Uan Kak oTaesbHble 06beKTbl.

A.9.15 Cornacue nauymeHta

Cornacuvs nauveHTa npeacrasnseT coboii cneunanbHyo NOAMTUKY, KOTopas Ao/MKHA 6bITb ONMcaHa Ha onpejenex-
HOM fA3blke (Hanpumep. XACML) B COOTBETCTBUU C MPUHATON MOAENBIO MOMNTUK.

A.9.16 CoBnafieHne ygoctoBepeHus

ATpnbyTbl yA0CTOBEPEHWIA onucaHbl B cTaHaapTe ISO/TS 22600-2:2006 (B 11. a Takxe B 5.6 1 5.8). YaocToBepeHus
BbIMyCKalTCA JOBEPEHHBIMI OpraHamMun 1 cogepxart UAeHTUULMPYIOLLY0 CTPOKY. MNpuMepamn MoryT CIyXuTb ULEH3NN
Ha nNpaBo MeAULMHCKOI AeATeNbHOCTH, BbljaBaeMblie YNOoJTHOMOYEHHbIMU OpraHaMu, 1 Homepa, npuceavBaemble Ynpas-
nexnem no 6opbbe ¢ HapkoTukamu (Drug Enforcement Agency — DEA). Y0cToBEpeH/e COAepXUT TUM. UMSA usgatens un
naeHTudukartop.

[lns coBnageHus ¢ NONUTUKON yaoCTOBEpPEHWiA cepTudmkaTbl 3aaBUTENS, BMECTe B3ATble, A0/KHbI COAepXaTb COo-
Bnajawllee y40CTOBEPEHME ANA KaXO0ro aeMeHTa cnucka credentias. [lns coBnajeHus ¢ 31€MeHTOM yA0CTOBepeHne
[lO/XKHO UMeTb TOT e TWM. a eC/N B 3/IeMeHTe ykasaHo UMSA u3gatens, To y40CToBepeHune (Mnu cogepxaliuii ero ceptu-
dvKaT) [O/MKHO UMETb TO Xe UM nsgaTens.

A.9.17 CoBnafieHne MeTkn 6e3onacHocTu

UYTo6bl YCTAHOBUTL COBNajeHne MeTkn 6e30nacHOCT, HEO6X0AMMO CPpaBHUTL AOMNYCK MHULMATOpa 3anpoca ¢ MeT-
Kol 6e3onacHOCTH LeneBoro o6bekra. Ytobbl 4OCTYN 6biN pa3peLleH, A0MKHbI BbINONHATLCS BCe CneayloLlne yCnoBus:

- MAeHTUdrKaTopbl NOANTUKM 6€30NacHOCTN JO/MKHbI ObiTh MAEHTUYHBDI;

- rpu gonycka uHuumatopa [osKeH 6biTb He HUXe, YeM TpUd CeKpeTHOCTU Lenesoro obbvekra (T. €. B Cnucke
rpudoB fonycka xoTa 6bl OAHO 3HAaYeHWe JO/HKHO ObiTb He HWXKe rpudha CeKpeTHOCTH LeneBoro oobekTa);

- ANA KaxAoi kateropun 6e30MacHOCTM, ykasaHHOW B MeTKe Lies1eBoro 06bekTa, A0/MKHA CyLLecTBOBaTb JOMUHNPY-
owas kareropus 6€30MacHOCTM TOro Xe Tuna B [oNycke uHuumartopa.

A.9.18 CoBnageHune obuiero o6bvABNEHNSA

MonuTtuka npusuneruii BkoyaeT B ceb6s 0fMH U3 Cneayowmnx napameTpos:

- npepgukat ppPredrcate: o6baBnexHve cneundunyHoro atpnbyTa;

- cBA3b «M» (and): CNMCOK NOANTUK; YTOGbI fJaHHas NOAUTHKa bbla UCTUHHA, BCE MOIMTUKM U3 3TOTO ClMCKa [0/X-
Hbl 6bITb UCTUHHBI,
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- cBA3b «MJIN» (or): cnucok 6os1ee NPOCTbIX NONTUK; YTOObI fJaHHaA NOAUTUKA Bblna UCTUHHA, XOTS Obl O4Ha No-
NNTUKA U3 3TOTO CNNCKa JOMKHA BbITb UCTUHHA:

- hyHKuma «HE» (not): oTaenbHas nonnTuka: 4tobbl AaHHas NonnTMKa bblna NCTUHHA, 3Ta NONNTUKA JO/MKHA 6bITb
NOXHOIA;

- ynopsifoueHHsblii cnucok orderedPPE: cnncok 6o/1ee npocTbiX NONNUTHK, NMPOBEPSEMbIX B 3aJaHHOM NOpsAAKe.

B kayecTBe npeAnKaToB MOryT UCMO/Ib30BATLCA:

- 06bsIB/IEHVE NPOCTOr0 3HAYEHNA: 3HAUYeHNe OAHOro aTpmMbyTa LiesIeBoro okyMeHTa (UM NepemMeHHOo KOHTeKcTa)
cpaBHMBaeTCs C 06bABMEHHbIM 3HaYeHneM aTpubyTa;

- 06bsIBIEHVNE MHOXEeCTBa 3HAaUYeHWi: Bce MHOXECTBO 3Ha4YeHuit aTpnbyTa LeneBoro fokyMmeHTa (M nepeMeHHol
KOHTeKcTa) cpaBHMBAETCA C 06bABMEHHBIM MHOXECTBOM 3HAYEHWUI;

- 06bsIBNEHNE HanMMuusi: aTpubyT [O/MKEH NPUCYTCTBOBATbL B JOKYMEHTE;

- BO3MOXHoe coBnageHvie (approximateMatch): 06bABNEHHbIE 3HAYEHNA aTpUbyTa CpaBHUBAIOTCA CO 3HAYEHUAMU
aTpubyTa B JOKYMEHTE C NOMOLLbI0 HEKOTOPOro MECTHOIo anroputma coBnageHust (Hanpumep, poHeTUYeckoe coBnage-
Hue unn npubnnxeHHoe apndmMeTnyeckoe cpaBHeHune);

- pacwmpsiemoe coBnafeHue (extensibleMatch): 06bABNEHHbIE 3HAYEHUSA aTpMbyTa CPABHNBAIOTCA CO 3HAYEHUSAMMN
aTpubyTa foKyMeHTa, ncnonb3ys makpockl Mogyns MATCHING-RULE, onucaHHble B cTaHgapTe X.500.

OG6bABNEHUS MPOCTOrO 3HAYEHUS NO3BO/IAOT BbINO/HATL AaBTOPU3aLNI0 HA OCHOBE CPaBHEHUSA C OAHUM 3HAYEHUEM.
Hanpumep, 3HaueHne atpubyTa lessOrEqual MoxeT 3afaBaTb npefesbHyl0 CyMMY MaTexHoro nopyuyexusi. CemMaHTuka
KaxJoro BapmvaHTa TakoBa:

- paBeHcTBO (equality): 3HayeHne aTpubyTa fOKYyMEHTa AO/HKHO ObiTh PABHO 3HAYeHWo aTpubyTa B 0ObABNEHUN.
PaBeHCTBO MOXET NPUMEHATLCS K aTpMbyTam Nto60ro Tvna; AN CPaBHEHNS aTPUBYTOB C KOMMEKCHBIMU TUNAMU faHHbIX
MX 3Ha4YeHNs JOKHbI BbITb 3anucaHsl B koanposke DER;

- noAcTpoku (substrings); 3HayeHne atpubyta fOKyMeHTa [O/IKHO coAepxaTb 06bsABNEHHbIE NOACTPOKA B 3a4aH-
HOM MopsajKe; HayanbHas NOACTPOKA 3HAYeHWs JO/IKHA coBnajaTb C HavyalbHbIM KOMMNOHEHTOM 06bsBNEeHUs (ecnu Ta-
KOBOI ecCTb), Nto6ble KOMMOHEHTbI (ECAIM OHW €CTb) AO/IKHbI NOSABAATLCS B 3HAYEHWW B 3aflaHHOM NOpsiAKe; NocnefHss
noAcTpoka 3HaYeHus Ao/HKHA coBnajaTb C MOCAEAHNM KOMMOHEHTOM 06bABMAEHUA (ecnv TakoBOW ecTb). MofgCTPOKN He
[lO/DKHBI NepecekaTbCst B aTpubyTe fOKYMeHTa. B TakoM 06bABMEHNN MOTYT UCNO/b30BaTLCA CTPOKM /to6oro Tuna, onpe-
fAenerHoro B cuHTakcuce ASN.1 (hanpumep. IA5. UTF8 n . 4.):

- 6onblwe nnm pasHo (greaterOrEqual): 3HaueHne atpubyTa JOKYMEHTa AO/KHO ObITh 60/blle 06BABNEHHOTO 3HA-
yeHusa atpubyTta uauM paBHO emy. Takoe 06bsiBAieHNe MOXeT COAepXaTb 4YuCna, Nepeyncnmmble AaHHble U ABOUYHbIE
CTPOKY;

- MeHblwe unu pasHo (lessOrEqual): 3HaueHne aTpmbyTa AOKYMEHTa L0/MKHO OblTb MEHbLUE 06BSABNEHHOTO 3HaYe-
HUA aTpubyTa UM paBHO eMy. Takoe 06bABNEHNE MOXET CcofepxaTb uucna, nepedyncanumMble AaHHble U ABOUYHbIE CTPOKY;

- nofumHeHo (subordinate): 06bABNEHHOE 3HaYeHMe cOBMajaeT C BeAyL MY KOMMNOHEHTaMWN 3HaYeHusa aTpmbyTa
[okyMeHTa. Takoe 06bABNEHNE MOXET COAepXaTb TOIbKO 06 bEKTHbIE UAEHTU(MKATOPbI U MMeHa (nocnefoBaTebHOCTb
OTHOCUTE/TbHbIX OT/IMYUTESBbHBIX UMEH).

COBOKYNHOCTb NMPOBEPEHHbIX 06bABEHNI BKNOYaAET B ce6a BCe 3HAYEHUst aTpubyTa, KoTopble HaligeHbl B LiefIeBOM
ob6bekTe. Hanpumep, B cTaHAAPTHO BOEHHOI NpoLeype orpaHnyeHns 4ocTyna K oKyMeHTamM MOXeT 6biTb npegnucaHo,
YTO COBOKYMHOCTb KOAOBbIX C/10€, MPUMNUCAHHbIX AOKYMEHTY, fO/MKHA ObliTb NOAMHOXECTBOM (subsetOf) kogoBbix cnos,
ykasaHHbIX B cepTudukaTe 3aaBnTens. AHanornyHbIM 06pa3oM MexaHu3m npefocTaBfieHns 4ocTyna, ecan ecTb Heobxo-
AVMOCTb 3HaHUSA, MOXET UCMONb30BaTbh 06bSABNEHNE C HenycTbiM nepeceveHnem (nonNul)intersection). ATpubyTbl Takmx
06bABMEHNI AOMKHBI MMEeTb TUN AaHHbix SEQUENCE OF nnun SET OF. Micnonb3yeTcs cnefylolas ceMaHTuka:

- NoAMHoOXecTBO (subsetOf): Bce 3HaueHus atpubyTta AOKYMEHTa AO/DKHbI NPUCYTCTBOBATbL B 0ObABNEHHOM aTpu-
6yTe;

- HagMHoOXecTBO (supersetOf): Bce 3HauyeHUs 06bABMEHHOrO arpubyTta AO/HKHbI NPUCYTCTBOBaTb B aTpmbyTe Ao-
KyMeHTa,;

- HenycToe nepeceveHune (nonNullintersection): xoTa 6bl 04HO 3HaYeHne aTpubyTa JOKYMEHTa AO/HKHO NPUCYTCTBO-
BaTb B 06BbSABMIEHHOM aTpubyTe.

B npeawukate MOryT 6bITb ykasaHbl cneundgunyHble 3Ha4eHns, cpaBHMBaeMble CO 3HaYeHUsIMN aTpubyTa [JoKyMeHTa.
Mpeaukat MOXeT Takxke cofepxaTtb CCblIKy Ha aTtpubyT, nepeaaBaemblii B cepTudmkate atpubyta 3aasuTens u cogep-
Xaluii 3HauyeHus, KoTopble A0/KHbI CPaBHMBATLCA CO 3HAYEHUSIMU aTpubyTa JOKYMeHTa. B aTom cryvyae o6bsiBleHue
[OJ/HKHO MMeTb 3/IeMeHT ¢ TUNOM AaHHbiX PrivilegelDPair. cogepxalymii ABa Tuna aTpMbyToB, NepBblli OTHOCMTCSA K Lene-
BOMY 06GbEKTY, BTOPOIi — K 3asBUTENIO.

MoafepxuBaloTCca CMellaHHble CUHTaKCUChl onncaHusa atpubyToB. B HacTosilLee BpeMs OHV BKOYAOT B CE65 CUH-
Takcuc ASN.1 u a3bik XML. Mockonbky NpuBmiernn 3asasuTens nepefarwnTcs B aTpubyTax, ONUCaHHbIX C MOMOLLbIO CUH-
Takcuca ASN.1, B ngeHtTudukatope npusuaernn omxeH 6biTb ykasaH Tmn atpubyTta; cBAsb ¢ XML-AaHHbIMU (yKkasbliBa-
l0Was Ha COOTBETCTBYIOLMIA dNEMeHT coAepxanns Lenesoro XML-gokyMeHTa) Heobsa3aTesibHa. CBA3b CTPYKTypupyeTcs
B COOTBETCTBUW C Mpasuiamu KoHcTpymposaHusa XLink, XPointer n XPath npu gononHUTeNbHOM OrpaHUyYeHun, YTo oHa
yka3blBaeT Ha OAMnH 3nieMeHT XML vnnin cBA3HYI0 rpynny anemeHToB (aTpnubyToB).

A.9.19 TpeboBaHNA K 3/1€KTPOHHOI noAgnucun

[na nuy. nognucbiBaloWmUX AaHHble, BbiNyckaloTcst cepTudukatbl aTpubyTa, B KOTOPbIX yKa3aHbl paspellaemble UM
uenv nognucu. Mpu noanucaHnn AoKyMeHTa Lenb NoOANUCH BKIKOYaeTCs B HEro Kak noAnucaHHblii atpubyT (cM. PS 100).
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MonuTtuka npefcTaBnseTcs, UCNonb3ys, Kk NpUMepy, CUHTakcuc SignatureRequirements B COOTBETCTBUM C PEKOMeEHAaL -
amn ASTM E1762.

KoHTposnep MoXeT BbINOMHUTL cnegytolme feicTBus:

a) NnpoBepuTb cepTudunkar aTpubyTa KaXAaoro nnya, nognucasllero jaHHble, YTo6bl y6eanTbes, YTO UM paspelueHa
Lenb nognucuy;

6) NpoBepUTb, 4TO B COOTBETCTBMMN C MOMUTUKOW NPUBUIETNIA [OKYMEHT COAEPXUT BCE HEOOXOAUMbIE NMOANUCH.

Heckonbko nognucei MoXHO nepeaatb B (hopme NoBTOpsOLWMXCS CTPYKTYp Signerinfo. BKNOYEHHbIX B 3k3eMnisp
knacca SignedData. Mognvcu, 3aBepsiowme gpyrue nognucu, MoryT 6biTb NPUCOEAUHEHbI, NCMOMb3YyA (HenognucaHHbIi)
aTpubyT 3aBepsioweii nognucu. TpeboBaHuA K noAnucaHuio nepegatTcst B hopMe NOAUTUKU NPUBUAETUIA, accoLMnpo-
BaHHOW C KOHKPETHbIM LieN1eBbiIM 06EKTOM 1 KOHKPETHOI onepauueil.

Kaxpas noAnuchb JOKYMEHTa COAEPXUT Wau ugeHTudpmkauuio nognucaswero nuua (MMs poan wnav nuua nméo
naeHTudkaTop ceptudukara), UM cnmcok Tpebyembix Lenei nognucy, unm n To. napyroe. Ecnv ykasaHa ponb, Toy f0-
KyMeHTa Jo/KHa GbiTb MOANUCH C 3TOW ponblo (ykasaHHOW B aTpubyTe noanucu), 1 noAnucbiBatoLLee L0 [OSIKHO UMETb
npaso yyacTBoBaTb B 3TON Ponu (37O AOMKHO ObITb yKa3aHo B aTpubyTe ponn cepTudmkaTa aBTopusalnu, BbliJaHHOrO
aTomy nuuy). Ecnv ykasaHo umsa nuua, To Y JOoKYMeHTa Ao/KHa 6biTb MOANUCH, KOTOPYIO MOXHO NPOBEPUTL C NOMOLLbIO
0/HOTO M3 cepTuUKaToB Nonb3osatens. Ecnn naeHTdnLMpoBaH KOHKPETHbI cepTudmkat (Mo MMeHn n naeHTudunka-
TOpy kntoya 6o no MMeHn uspaTensi U cepuitHoMy HOMepy), TO Y fJOKYMeHTa fo/hKHA 6biTb NOANUCH, KOTOPYHD MOXHO
NpoBepWTbL C NOMOLLbIO YKa3aHHOro cepTudmkara. Ecnm ykasaH Cnucok Lenein nognucu, To y JOKyMeHTa Ao/hkHa ObiTh
noAnuch, B KOTOPOIi ykazaHa kakas-nn6o us atux uenei (B atpubyte signaturePurpose nognucu). Ecnm ykasaHsl U neH-
TMdmkKaTop Nnua, v Lenu nognucu, To B NOANMCKU 3TOFO iMLa J0/KHA ObiTh YKasaHa ofHa U3 aTux uenei.

Kaxfoii nognmucu fokyMeHTa MOXeT 6blTb MPUCBOEH Heob6si3aTeNbHbI BEC Ha TOT Cay4aid, ecaym YNCno NoANUCHI-
BaloLMX UL, MOXET 6biTb NepeMeHHbIM. KBOpPYyM 3aAaeT CyMMapHbIii BeC. BblYMCASEMbI NO CIUCKY NOAMMCABLUNX JINLL.
npn KOTOPOM AOKYMEHT cuMTaeTcs yTBepxXAeHHbIM. B o6Liem cnyyae, Korga Bce Beca paBHbl eivHULE, KBOPYM yka3biBaeT
4yncno NnL,. KOTopble JO/MKHbI NoAgnucatb 4OKYyMeHT. MNpucBanBas Beca, MOXHO, K MpuMepy, 3ajaTb CXeMy, COr1acHO Ko-
TOpOIi ANSA yTBEPXAEHUSA JOKYMEHTa Hy)XHa NoAnucb Npe3naeHTa, No6biX ABYX BULE-NPE3NAEHTOB UK N0BbIX YeTbipex
AVpekTopoB. HyneBoe 3HauyeHWe KBOpyma O3Ha4yaeT, YTO BCe /LA, MepeyvncsieHHble B CWUCKe, AO/KHbI NoAnucatb f0-
KyMeHT. MoxeT noTpe6oBaTbCsi yKa3biBaTb NOANUCH B ONpefeseHHOM nopsifke (COBMeCTHas MoAnuchb AOKyMeHTa Wau
3aBepeHune Apyrux nognuceii [24]).

A.10 UNHTerpaunsa ¢ MHPACcTPYKTYpOii OTKPbIThIX Ktouei

Ans naeHtTudukaummn ceptudukaTos MHpPacTpyKTypa ynpasieHns npuBuaernsamMv Ao/mkHa nonaratbCsa Ha uHdpa-
CTPYKTYPY OTKPbITbIX K/HOUEW UK. NO KpaiiHeli Mepe, Ao/HKHA 6bITb CKOHCTPYMpPOBaHa B pacuyeTe Ha Hee. C NOMOLLbIO 3TOW
MHPPacTPYKTypbl KOHTPONEp ayTeHTUdnUupyeT Bnagensla cepTudumkara atpubyTa (MCNonb3ys 3/1eKTPOHHbIE NOAMUCH).
Kaxaplii ceptudonkar atpubyta nnb6o cofepxut uMsa Bnagenbua, 1M6o (4To yale) cCblKy Ha cepTudmkat ngeHtTudgm-
Kauuu Bnagensua. Takoe cpalymBaHne ABYX UH(PaACTPYKTyp obecrneunBaeT HECKObKO yXXe ONUCaHHbIX MPENMyLLecTB.

Ceptudukatbel atpubyTa BbinyckaroTcs OA. 3T opraHbl MOTyT MMeTb Mepapxuyeckyto opraHmsauuio, nogobHy
nepapxmu LLeHTpoB cepTudukaumu. Korga nognucuvk sanpawimsaeT cepTudmkar MAEHTUYHOCTMN, TO 3TO He 06513aTeNbHO
BneyeT 3a coboii BbINyCK cepTudmkaToB atpubyta. Tak 6biBaeT B TOM c/yyae, Korga noAnuCHMKM He pacnopskarTtcs
CBOUMW NPUBUNETUAMW.

OT3bIB CepTUdMKATOB aTpmbyTa OCyLLEeCTBAAETCA aHaorMyHo OT3bIBY cepTuduUKaToB naeHTudukauum (T. e. ¢ uc-
nonb3oBaHWEM CMWUCKOB OT3blBa). B Apyrom BapuaHTe UCnofb3yeTcs OHNaiiHOBbIVi NPOTOKON cTatyca cepTudukara OCSP
(online certificate status protocol). OgHako 06bIY4HO NoMb30BaTENb HE 0653aH u3nyeckn obnagatb CBOUM cepTumkaTom
aTpubyTa. Takme cepTucmkaTbl MOTyT XpaHUTbCSA CEPBUCOM KaTasiora 1 NpocTo 06HOBAATLCA, €CN CoAepxaHune ceptu-
thvkaTa atpubyta yctapeno. B aToil Mogenn oT3biB cepTudmkaTa He HyXeH, MOCKO/IbKY C MOMOLLbIO A0CTYNa K XpaHuauLLy
cepTuukaToB aTpnbyTa MOXHO NONYUYNThL BCe Tekylune ceptudukatbl atpubyTa.

B vHbpacTpykType ynpasneHus npuBuaernsamm MoryT 6biTb UCNO/Ib30BaHbI AABa TUNa fefnernpoBaHus:

- OA rnoxeT genernposatb CBOV NONHOMOYMA NOAUYNHEHHBIM OA MU KOHEeYHbIM Monb3oBaTtensM. B atom cnyuyas
MOSIHOMOYMSI BO3pPAcTaloT Mo Mepe NPOABMXEHUA K KOPHIO Mepapxun. KOHTPOb AenernpoBaHust ocyLecTBaseTcs ¢ no-
MOLLblO cepTUdMKATOB, BbiNyLeHHbIX A8 OA;

- nonb3oBaTeny o6palialTCcsa ¢ 3anpocoMm JefiernpoBaHus ceoeii aBTopusauuu, u OA BbinyckaeT COOTBETCTBYIO-
Wi cepTudbukat nocne NpoBepku, YTo cepTudpukaT genervpyioLLero nonb3osartens paspellaeT genernposanue. Vepap-
X1S Nofo6GHOro AenernpoBaHnst MoXeT 6bITb BbICTPOEHA C NOMOLLbIO KCNO/b30BaHNA B cepTudpukaTax atpubyTta pacwm-
penns delegatorAttributeldentifier.

[JanbHelilwee o6CcyxAeHne nHTerpaums NHPacTPYKTypbl ynpaBaeHns nosIHOMOYMSMU C MHPACTPYKTYPOLi OTKpbI-
TbIX Kntoyeit cm. B ISQ/IEC 9594-8.

A.11 Mpumepbl NPUNOXKEHUA ynpaBneHus NpUBUIEINAMU U KOHTPOAS focTyna

A.11.1 O6uwme cBegeHus

34ecb npeAcTaBeHbl HECKO/IbKO NPUMEPOB MPUIOXKEHWUIA, NCNOMb3YIOWMUX MexaHn3Mbl, onpegeneHHble B A.2 —
A.10. OHM onuncaHbl He C BbICOKOI CTeneHblo AeTanusauun. KOHKpeTHble NPUI0XEHUS MOTYT 6biTb OonncaHbl B 6yayLinx
cTaHgapTax unu B cneymdukaumax paspaboTunkos. MpruBefeHHbIe NPpUMepPbI CAyXaT uancTpauneil NpuUMeHeHns mexa-
HW3MOB ynpaBieHNa NpUBUNErMAMN AN NOAAEPXKN TUMOB NPUIOXEHWN, ONUCaHHbIX B pekoMeHAauuax ASTM E1762 u
ASTM E1986. OHuM Takxe cnyxaT nintctpauneli Tekyued paboTbl B 061aCTM NOANTUK cepTUdMKALMN N PACLUMPEHNIA.
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A.11.2 NpUMeHEHUE YAOCTOBEPEHUIA

B aTOoM npumepe Bpau BbiNWCbIBaeT KOHTpPoOAUpyemyto cybcTaHumio. PeuenT 3aBepseTca 31eKTPOHHOW NOANUCHI0
M OTNpaB/sieTCA B anTeKy C NOMOLLbIO 3alMLEeHHbIX MHOTOLeN1eBbIX PacUMPEHNii aNeKTPOHHOWK nouTbl SIMIME (secure/
multipurpose internet mail extensions). MockonbKy B peLienTe ykasaHa KOHTponvpyemas cybctaHuus, apmauesT f0/1-
XXEeH NpoBepuTb, NPUCBOEH N1 Bpady AelicTBYOW N ngeHTudmrkaTop Ynpasnenus no 6opbbe ¢ HapkoTukamu (DEA). 3Ty
NpoBepKy MOXHO BbINONHWUTL NO yAOCTOBEPEHUIO Bpaya B hopme cepTudpukata ngeHtudukaumn (ID) unm ceptudmkara
aTpubyTta. Y40CTOBEpPEHNE A0/MKHO MMeThb TUn «HoMep DEA». a ero usgarenem Ao/HKHO 6biTb YnpaBneHue no 6opbbe ¢
HapKoTuKamu.

AHanornyHble cpeAcTBa MOryT MCMO/b30BaTLCA, YTOGbLI ONpeaennTb, ABASETCS M NMLO BpayoMm (TUn yaoctose-
PEHUA «INLEH3NA Ha NPaBO MeAULIMHCKOW AesTeNbHOCTU»). UTo6bl y3HaTh LWTAT, B KOTOPOM AeicTBUTENbHA NNLEH3NA
Bpaya, MOXHO NPOBEpPUTb U3paTens y[OoCTOBEPEHUsi. YUTUTe, YTO NPW WCNOMb30BAaHUN OT/IMUUTENIbHBIX UMEH npaBuna
UMeHOoBaHWA uspateneii MoryT 6biTb perfameHTUPOBaHbl Ha YpOBHe wWTaTta, Ha efeparbHOM ypoBHe (Ha ypOBHE areHT-
CTBA) UM C UCMONb30BaHUEM CTaHAapToB 06pa6oTkn defepansHoli nHopmayun FIPS PUB 66 (Federal Information
Processing Standards Publications).

A.11.3 KoHTponb gocTyna

MprnoxeHne KOHTPOS [OCTyNa NO3BO/ISIET KOHTPOIEPY yNpaBAATb 4OCTYNOM K LieS1IeBOMY 06beKTy (B AAHHOM CAy-
Yyae — K HEKOTOpPOIi YacTu MeANLMHCKON KapTbl NauMeHTa) Ha OCHOBe 3HauyeHuii aTpubyToB LeneBoro o6bekTa. MNpu aTom
YUMTbIBAIOTCS OrpaHUYeHuns], NCNoNb3yloLine cneaytoLllyto nHpopmaumio:

- Ha/Muue permcTpauumn nnaHupyemoli MeauLMHCKOM NoMOoLLM:

- oTAeneHue.

CepTudmkat atpmbyTa 3asBUTENA COAEPXUT OAHY UM HECKONIbKO POsieil, a Takke CMMCOK 3aperncTpupoBaHHbIX
nnaHoB MeAULMHCKO MOMOLLW 1 OTAENeHWA, B KOTOpbIX paboTaeT 3asBuTens. OTaenbHble cepTudukatbl poam (c aTpmby-
TaMu. cneuuntnyHbIMN AN5 KaXA0W ponu) B JaHHOM MpUMepe He UCMOo/b3YHTCS.

WNHopmauma KoHTpons focTyna Lenesoro o6bekrta CofepxuTca B COOTBETCTBYlOLWEM aTtpubyte (cMm. A.2.2). [lo-
CTyn 3asBUTeNs K LeneBoMy 06bekTy 6yfeT paspelleH Npu BbINOMIHEHUN CeAYIOLWNX YCNOBWIA:

- XOTs 6bl OAHA N3 poneli 3aABUTENA AO/HKHA COBMACTb C Kakoi-nmb0o posibio U3 CNucKa, ykasaHHOro B MHchopMaLum
KOHTPO/A fOCTyna LefneBoro oobekra:

- XOTSl 6bl OANH W3 NNAHOB MEAULIMHCKOW NMOMOLLM 4O/MKEH NPUCYTCTBOBATbL B CMNCKE OrpaHNYeHuii Lenesoro o6b-
ekTa.

A.11.4 Tpe6oBaHua nognucu

B aTOM npumMepe MCMonb3yeTcs MexaHusMm Lenu nognucu, onpeaesnieHHbli B ctaHgapte ASTM E1762. UTo6bl go-
KyMEHT MOXHO 6bI1/10 BK/IIOUUTL B COCTaB MEAMNLMHCKONM KapTbl, OH AO/MKEH 6GbiTb CKPENIeH OAHON NAN HeCKONbKAMU NoA-
nucsAMn B COOTBETCTBUM C MOMUTUKOW npuBunernii. Hanpumep, B NONMTKE MOXET GbiTb yYKa3aHo, YTO AOKYMEHT JO/IKEH
6bITb NOAMNMCAH @aBTOPOM NIM60 ONepaTopom 1 KOHTPOIEPOM AOKYMEHTa.

Kaxpaas nognuceiBatolias CTOpoHa MMeeT cepTudukar atpubyTta, B KOTOPOM yKa3daHbl Lieqin NoAnucH, paspeLueH-
Hble 37OV cTopoHe. Mpy noAnucu foKyMeHTa Lenb nognucu AobasnseTcsa K ero MetafaHHbIM Kak NoAnMcaHHbIi aTpnbyT.
MonuTuka npeacTaBnseTcs, UCNOMb3ys, K NpUMepy, CMHTakcuc SignatureRequirements B COOTBETCTBMM C pekOMeHAAL M-
AaMnASTM E1762.

KoHTposnep BbINONHAET cnegyouine AeicTeus:

- nposepsieT cepTudukat aTpubyTa kaxgoii nognucasluell CTOPOHbI, pa3pelleHa v B HeM Lieslb Nognucy;

- ycTaHaB/nMBaeT, NPUCYTCTBYIOT M BCe Nognucu, TpeGyemble NOAUTUKOW NpuBunernii.

A.11.5 ABTOopu3auuna gokymeHTa

B aTOM nprumepe ncnonb3ylTcAa MexaHn3Mbl 1 atpubyTbl, onpegeneHHble B ctaHaapTe ANSI X9.45 [46).

Mpusunerun 3assuteneil nepegalTcs B cepTudurkarax asTopusauun. 3asasutenb MOXeT UMeTb HECKOSIbKO po-
neii. ykasaHHbIX B cepTudpmkatax posam (Ho B KaxX/blii MOMEHT BPEMEHU MOXET BbIMOMHATbL TOMbKO OAHY U3 HUX). Cep-
TMdhukaT aBTopM3aLmMm 3asaBuUTens coaepxunt atpnbyT allowableRoles, ykasbiBatloLnii, kakne ponum MOXeT BbINOJHATb
3asBUTENb.

LieneBble atpnbyTbl MOryT 6biTb U3BMEYEHbI U3 fOKYMEHTa (Hanpumep, anemeHTbl XML). coxpaHeHbl B MECTHOIA
6ase faHHbIX UK BNOXEHbI B CTPYKTYpy SignedData (oTAeneHHas nognuce). [nsi CBSA3M 3TON CTPYKTYpPbl C LeNEBLIM 06b-
eKTOM ncnonb3yeTca fainaxecT obbekTa.

MonuTtuka npuBunernii BknoyaeT B cebs TpeboBaHUs NMoANUCK M 06LLYI0 NOMUTUKY OGbSBMEHWNA, Kak onucaHo B
pasgene KOHTponsa goctyna.

KoHTponep ucnonb3yet cepTudmkat aBTopusaLum 3asBuTens BMeCTe C accoLMMpoBaHHbIMY cepTudmkaTaMmm ponu,
a Takke aTpubyTbl LeneBoro 06beKkTa B kKa4ecTBe BXOAHbIX AaHHbIX 06LLel NONNTUKA 06BABAEHNI, ONMCAHHON B pasgene
KOHTpona goctyna. Ecnu Tpe6oBaHWA 3TOW MOMUTUKU BbINOSHEHbI, TO NPOBepstoTcs Tpe6GoBaHust K nognucu. Tekyuias
CTPYKTypa AaHHbIX nognuceli (cogepxalias ofHY WU HECKObKO NoAnnceii AOKyMeHTa, a Takke, BO3MOXHO, MOANNCH, KO-
TOpble UX 3aBePsA0T) NPOBEPSETCS HAa COOTBETCTBUE NONUTMKe TpeboBaHWii k nognucu. Ecnm 1 ata npoBepka BbINO/IHEHA
ycneLHo, To JOKYMeHT cunTaeTcs aBTOPU30BaHHbIM.

K cneundunuHbim atpubyTam, BKIOYaEMbIM B CEPTUMKAT aBTOPMU3aL MU, OTHOCATCS:

a) orpaHnyeHns [OKYMEHTOB, yka3blBalLline, YTO OH MOXeT 6bITb NofnncaH;

b) paspeLleHHble ponu;

C) paspelleHHble Lenun nognucu;
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d) atpnbyTbl, acCOLMMPOBaHHbIE C JOKYMEHTOM, BK/OYas.
- TN goKymeHTa:
- MeCTOHaxoXfeHue;
- naeHTudmkaTop nauueHTa:
- ngeHTndmkaTop cobbiTus;
- MHopMaLumio 0 3aMeHe (ykasaTeslb Ha 3aMeHsieMblii JOKYMEHT):
- opraHusauuio, co3faBLuyio JOKYMEHT:
- jaTy 1 Bpems cobbiTus;
- faTbl M BpEMS cO3aHna U Moaudukaluum 4oKyMeHTa, AoCTyna K [JOKYMeHTY:
- [leHeXxHyt cymmy;
- CMWCOK KaTeropuii;
- MHdopMaumio o co3gaTene n aBTope (KOTOPbIX MOXHO YCTAHOBUTL Takke Mo NOANUCSAM AOKYMeHTa);

e) nognucaHHble aTpubyTbl, KOTOPbIE MOTYT 6bITb NPUIOXEHbI K JOKYMEHTY, BK/IIOYAS:

- jaTy 1 Bpems nognucu,

- uenb nognucu:

- BbINOJIHAEMbIE pPoNK;

- MAeHTMMKaTOpPbI NoANUCbIBaOLWEro cepTudukara n NoMTUKK;

- NPUYMHY noAnucu (TeKCToBOE onucaHue);

- aHHoTauuio;

- naeHTumkaTop ycTpoiicTBa MCNO/Ib30BAHHOIO KpUNTOrpacuyeckoro Moayns.

Moanwuck, 3aBepstollas 4pyryto NOANUCH, NepefaeTcs Kak HenmoAnMCcaHHbIi aTpubyT, KOTOpbI/ NoAgnMCbIBAET 3Have-
Hue noanucu, cogepxatyeiica B cTpyktype Signerinfo.

A.11.6 Mogenb ponesoro goctyna ANSI RBAC

B ctraHgapte ANSI RBAC pa3pelueHus onpefeneHbl Kak eicTBUA Haj 3aliuLieHHbIM 06bEKTOM: OfHAaKO 3TOT CTaH-
[apT He onucbiBaeT HU cneuuduyeckne aeicTeus, H1 cneymduyeckne o6bekTbl. O6BEKTbI MOTYT CyLLeCTBOBAaTb Ha pas-
HbIX IOTMYECKNX YPOBHAX. Hanpumep, KOHKpPeTHble 06BbEKTbI MOTYT 6blTb ONpefesieHbl Kak 0TAe IbHble 3/1IeMEHTbI JaHHbIX,
Tabnuubl NM60 arperaTtbl 3/1EMEHTOB AaHHbIX U Tabnuy. K 6onee abCcTpakTHbIM 06bekTam OTHOCATCSH npoduan pabor,
3ajauun, cueHapum uam waru.

B ctaHpapTe ISO/TS 22600-2:2006 Ha pucyHKe 9 npeacTaB/fieHa cxema posieBOro KOHTponsa Aoctyna, agantupy-
rowan ctaHgapt ANSI RBAC. Ha aTom pucyHke nokasaHo, YTO CBA3b (PYHKLMOHAbHbLIX Pofiell C ceaHCOM npeacTasnseT
c060li ceaHCOBYIO po/ib, aKTUBMPOBAaHHYIO B 3TOM CeaHCe MoJ/ib30BaTesis, a CBA3b N0Nb30BaTe/Isi C CeaHCOM onucbiBaeT
ceaHc nosnb3oBaTens. PaspelueHusi, KOTopble JOCTYMNHbI MOMb30BAaTEN0, CYyThb pa3peLlleHunsi, NPUCBOEHHbIE POSAM, KOTO-
pble B HAacToAWMI A MOMEHT aKTUBHbI BO BCEX CeaHcax nosib3oBaTens.

Kaxapblii KOMNOHEHT MoAenn COCTONT U3 Cy6KOMNOHEHTOB:

- COBOKYNHOCTb 6a30BbIX MHOXECTB 3/1IEMEHTOB:

- COBOKYMHOCTb OTHOLLEHWIA POIEBOro KOHTPO/S A0OCTYNa, acCoLMMPOBAHHBIX C 3TUMU MHOXECTBaMW 3/1€MEHTOB
(copepxalive NnofgMHOXeCTBa fiekapToBa Npon3BefeHns, o603HavaioLLe 4onycTrMble NpucBanBaHus):

- COBOKYMHOCTb OTOGpaxatoLnx QPyHKUUii, KOTOpble CBA3bIBAIOT YN€Hbl OAHOT0 MHOXECTBA 3/IEMEHTOB C AaHHbIM
Y/IeHOM APYroro MHOXecTBa.

A.12 3KBMBA/IEHTHOCTb NOJINTUK

O6meH uMHopMauvei 0 NpuBUIErnM Mexay 30HaMu 6e30NacHOCTU BO3MOXEH MO COrfalleHuto CTOPOH. Takoe
B3auMopeiicTene Mexay 30Hamu NOANEXMUT KOOPANHALMUN KaK Ha TEXHUYECKOM, TaK W Ha JOKYMEHTaNlbHOM YPOBHE.

Mpu nepegave nHdopmayun o0 NpUBUIETNM HEOH6XOAMMO 06ecneunTb O4MHAKOBYIO UHTEPNPEeTaLnio NpUBUIerun B
Kax /ol 30He 6e30nacHOCTU. DTOro MOXHO AOCTUYL, CO3AaB CTaHAAPTHbIV KOMMNAeKe Nnpusuaernii. Takoii KOMnaekc mo-
XeT BK/o4YaTb B Ce651 B3aMMHO OfJHO3HAuYHOe OToOpaxeHWe aKBMBASIEHTHbIX Npouesyp Mexay 30Hamu. YTobbl JOCTUYL
TpebyeMmoii cTeneHn 6e30NacHOCTU, HEOOXOAMMO BbINONHATL TEXHUYECKYI0 NPOBEPKY 3KBUMBANEHTHOCTU NepejaBaeMblxX
NPUBUIETNA.

NHdopmauua o npusmnernn, nepegasaemas mMexjy 3oHamum 6e30M0acHOCTU, MOXET cofepXxaTb CBEAEeHNs 0 pas-
NNYHBIX aAMUHUCTPATUBHBIX CybbekTax, Hanpumep AenoBbiX NapTHepax unu opraHmsauunsax. CornalweHve o nepegade
npuBMNETNiA 1 UX NHTEpnpeTauun A0/KHO AOKYMEHTUPOBATLCS, 06bIYHO — B «COrNaleHUN [e0BbiX NapTHepPOB». ITO
HeobxoA4nMo AN pasrpaHnyeHns IPUAMYECKOl, 3TUYECKOI 1 NPaKTUYeCKoli OTBETCTBEHHOCTU CTOPOH B MH(ppacTpykType
ynpasneHus npusunernsimu. Kpome Toro, Takoe cornalleHne roxeT 6biTb pacliMpeHo Ha Apyrue CTOPOHbI, B3auMojeii-
CTBYIOLLME C UHPPACTPYKTYPOii ynpaBaeHns npusunernammu. SkBnsaneHTHas npouegypa BbiNOMHAETCA B MH(PPaCTPYKTY-
pe OTKPbITbIX K/tOUYell C NOMOLLbI0 06bABNEHNS O NPaKTUKe cepTUUKALMM U NONNTUK cepTUUKaunn. ANbTepHaTUBHbLIM
BapnaHTOM SB/ISIETCA UCMO/b30BaHNe «06BbABNEHUI NONTUKN» B cneundukalymm nonntuk seb-cepsncos WS-policy.
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MpunoxeHne B
(cnpaBoyHoe)

PaclumpeHus CTpyKTypbl cepTudmkata atpubyta

[Ons cTpyKTypbl cepTudmkaTa aTpubyTa onpefeneH paf pacliupeHuii. MNMonHyl WHGOPMaLuMio MOXHO HaiTu B
ISO/1EC 9594-8.

B.1 Ba3oBble pacliMpeHns 4ns ynpaBieHus NpuBunerusimm

C nomouwbto pacwnpenns timeSpecificalion (cneundukaumsa BpeMeHn) 3aat0TCa KOHKPETHbIe Mepuoabl BPEMEHMU,
B TEYEHMe KOTOpbIX cepTudpmnkat atpnbyta MoxeT 6biTb UCNONb30BaH.

B pacwwupenunn targeting Information (Leneeas nHdopmauuns) NepeuncnaioTcs KOHKPeTHbIE CEPBEPbI NN CEPBUCHI,
KOTOpble MOTYT UCNOMb30BaTb cepTudmkaT atpmubyTa.

Pacwupenune userNotice (yBefomaeHne nonb30BaTes) CoAepXnT TEKCT, KOTOPbI MOXeT 6bITb NPOUNTaH BNajenb-
Luem ceptudmkata UM AOBePSIOLLE CTOPOHOIA.

PacwwnpeHne acceptablePrivilegePoticies (npuemaemMble NOANTUKMA NMPUBUETNIA) HaKaAbiBaeT OrpaHnyeHmne Ha no-
NUTUKN NpUBUNETNiA, C KOTOPbLIMU MOXET UCNONb30BaTbCs cepTudukar aTpubyTa.

B.2 PacwupeHuna gnsa or3biBa npusuaernmn

B pacwupenun cRLDistributionPoints (Touka pacnpefeneHns cnuckoB 0TO3BaHHbIX CEPTUMUKATOB) MOXHO yKa3aTb,
KakKue TOYKM pacnpefeneHuns CIncKoB 0TO3BaHHbIX cepTudnkaTos 6yayT cogepxaTb MHGOPMaLMio 06 0T3biBEe CepTUdn-
KaTa atpubyTa.

B pacwuperun noRevAvail (oTcyTcTBre nHdopmaumn 06 0T3biBE) MOXET ObITb Yka3aHo, 4To MHopMaLmsa o cTa-
Tyce cepTudukaTta aTtpmbyTa He npegoctasnsetca. O6bIYHO Takoe paclivpeHne UCcnonb3yeTcs B cepTudukaTax ¢ o4eHb
KOPOTKW».» CPOKOM AelicTBUSA.

B.3 PaclwupeHus ans UCTOYHUKOB MOTHOMOYUMIA

PacwupeHne sOAldentifier (mgeHTUMKATOP NCTOYHMKA NOMHOMOYWIA) yKa3biBaeT, IBNSieTCS /1M Bnajenew cepTu-
dhmkaTa NCTOYHNKOM NOSTHOMOUMIA. Ta MHOpMaLMsa MOXeT Takke NpeAocTaBNATbLCA APYTUMU CpefcTBaMu.

C nomolublo pacwmpenus attributeDescriptor (onucatenb aTpubyTa) UCTOUYHMK NOTHOMOUUI MOXET Ny6anKoBaTb
onpegenexHus aTpubyToB NpMBUAErniA 1 Npasuna oMuHMpoBaHmMn domination rules.

B.4 Pacwupenus gnsa ponei

PacwwupeHne roleSpecCertldentifier (ceptudukaT cneundukalymm poam) COAEPXNUT CCbISIKY Ha cepTudmkaT, KoTo-
pblii onucbiBaeT NpUBMMEINNN, Ha3HAYeHHble ponu. Cama posfib MOXeT GblTb MAEHTUMMLMPOBAHA C NOMOLLbIO aTpudyTa
ponu role, ykazaHHOro B cepTudmkate atpubyta nosb3oBartens.

B.5 PacwupeHus ans genernpopaHus

C nomouiblo pacwmpenuns basicAttConstraints (6a3oBble orpaHuYeHns aTpubyTa) MOXHO ykasaTb, MOTYT K GbiTb
fenernposaHbl NPUBUAETUN, YKa3aHHble B cepTudmkaTe atpubyra.

Ecnu genernpoBaHue paspelleHo, TO MOXeT 6biTb Takxe ykaszaHo pacwupeHue pathLenConstraint (orpaHuyexmne
ONMHbI NYTH).

C nomouybto pacwnpermns delegatedNameConstraints (orpaHuyeHne VMeH AeneraTtoB) MOXHO yka3aTb NpoCTpaH-
CTBO VIMEH, KOTOPOMY [O/DKHbI COOTBETCTBOBATL BCE UMEHA BajesnbLeB cepTUunkaToB aTpubyTa B nyTu AenernpoBaHus.

B pacwupenun acceptableCertPolicies (npuemnembie MOAUTUKM CEPTURULMPOBAHUSA) MOXHO yKkasaTb npuemse-
Mble NOINTUKN CEPTUUKATOB OTKPbITLIX K/THOYEN, acCoLMMpoBaHHble C cepTudmkaTaMmm atpubyTa e nyTu genernpoBaHus.

PacwwupeHne authorityAttributeldentifier cogepXuT ccbifiKy Ha opraH No NpucBavBaHWio aTpPMOYTOB, BbIMYCTUBLLNIA
[AaHHbIli cepTudnkar atpubyta. Ero MOXHO MCNoO/b30BaTh A1 MPOBEPKM, YTO MOSIHOMOYMSA OpraHa Mo npucBavBaHuio
aTpubyTOB AOCTATOUHbI A5 BbiNyCka cepTudukata atpnbyra c Takum pacluMpeHnem.

B.6 PaclwunpeHus, npeioxXeHHble opraHusayuei IETF

PacwwupeHne auditldentity (naeHTUdMKaTOp ayanTa) COAEPXUT MAEHTUDUKATOP, KOTOPbLI/ MOXET MCNoMb30BaTbCs
npv aygmTe TpaH3akuuu, BbIMO/THEHHOW C NpeabaBieHneM faHHoro cepTudukara. OHO MOXeT MCNo/b30BaThbCA, KOrga B
COOTBETCTBUU C TPe6OBaHUAMU 3aKoHOAATeIbCTBA O NEPCOHabHbIX AaHHbIX hakTuyeckas ngeHTudmkauna snagensua
cepTudKaTa He f0/KHa pasrnawaTbes.

C nomolubto pacwmpenus authoritylnfoAccess (foctyn K MHopmaLumn ynosHOMOYEHHOTO N1ML,a) MOXET 6bITb yKasa-
HO. rie MOXHO HaliT1 nHpopmaunto 06 oT3biBe cepTudukata atpnbyTta. B HacTosiLiee BpemMs e UMHCTBEHHbIM MeXaHW3MOM
0T3blBa CEPTUMKATOB, NCNO/b3YIOLW MM 3TO pacluMpeHne, ABAsSeTCA OHNaiHOBbLI/ NPoToKoN cTaTyca cepTudukata OCSP.

C nomolbio paclumpermns aaControls (KOHTPO/b OpraHa no NprcBanBaHUio aTpMBYTOB) MOXHO yka3aTtb, kakue aTpu-
6yThbl paspeLleHbl, a kakme 3anpelleHbl B aTpubyTe cepTudmkara, BbiNyckaeMOM OpraHoM Mo npucBavMBaHWio aTpubyToB.
370 paclwmpeHne MoXeT 6bITb BK/TIOUYEHO B CepTUdMKAT OTKPbLITOrO K/t0Ya opraHa no nprcesanBaHuio atpubyTos. 970 pac-
LMPEeHNe MOXeT TakKxke cofiepxaTb orpaHuyeHne ganuHbl nyTu.
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CpaBHeHME TepMUHONOMNN

Tab6nuya C.1 — CpaBHeHWe TEPMUHOIOMN

TepmuHosorvsa ctaHaapTos ISO

Mpumep: ISO/1EC 10181-3

Access Control Enforcement Function (AEF)
Access Control Decision Function (ADF)

Access Control Decision Information (ADI)
Initiators

Target

ADI Element (chopmaT He 3a4aH)

Initiator ADI (cbopmaT He 3ajaH)

Attribute Certificate

Rule Element (cbopmart He 3aaaH)

Claimant (He B cTaHgapTe ISO/IEC 10181-3)
Context ACI

Access Control Policy (chbopmat He 3agaH)
Target

(He B ctangapte ISO/IEC 10181-3)

(He B ctaHgapTe ISO/IEC 10181-3)

Role Specification (He B cTaHgapTe
ISO/IEC 10181-3)

Role Assignment (He B cTaHgapTe
ISO/IEC 10181-3)

TepMVUHOMOTNS APYIvX CTaHAAPTOB
Mpumep: OASIS XACML

Policy Enforcement Point (PEP)
Policy Decision Point (PDP)

Request Context

Access Requester
Resource

Attribute (B bopmate XML)
Subject (B hopmaTte XML)
(He ucnonb3yeTcs)
Condition

Access Requester
Environment

Policy (XML Format)
Target
Role Policy Set

Permission Policy Set

FOCT ISO/TS 22600-3—2013

Mepesoz

Touka NPUMEHEHUA NONNTUK

Teuka NPUHATUS peLleHns
0 nonmTUKe

KoHTekcT 3anpoca
WHuymatop

Pecypc

ATpubyT

Cy6bekT

CepTudumkar atpnbyta
3nemeHT npasuna
3ansutesnb

KOHTEKCT MHopMaLmn KOHTPONS
goctyna

MonuTtuka KOHTPONs AocTyna
LleneBoit 06beKT
Komnnekc nonuTuk ponu

Komnnaekc nonntuk paspeLueHni

Cneuudvkanms ponm

HasnaueHune ponu
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Mpumepbl ynpaBneHuss NONUTWKOW U NpescTaBieHns NoMUTUKU

D.1 Mpumep 06bsABNEHNSA Ha A3blke SAML

HacTosiee npunoxeHve He npeabaBaseT TpeboBaHW K NpeCcTaBAeHNI0 MONNTUK NPUBUNETNIA B KOHEYHOW cucte-
Me. [lanee gaH npyvMep ynpasfiieHust NOIMTUKON U NpeAcTaBNeHNUs NOIMTUKN C NOMOLLbI 06bABNEHNI Ha fi3bike SAML:

<S12:Envelope>
<S12:Header>
<wese:Secufity>
oam l.Assertion

AsserttonID=*_adf5£>-01d 7-40cc-929f-dbd8372ebdfc*
Issuelnstant="2003-04-17T00:46.022'
Issuer=“www.opensaml.org"
MaJorVersion="1*
MinorVersion="1*

</saml:Aeserbon>
<wsse:SecurityTokenReference wsu:ld=*STR1“>
<wsse:Keyldentifier\vsu:lda*..."
ValueType= http://docs.oasis-openAvss/aasis-wss-saml-token-profile-1.0#SAMLAssertionID>
-a75adfS5-01d7-40cc-929f-dbd8372ebdfc
<Avsse:SecurityTokenReference>
</wsse:Security>
</S12:Header>
<S12:Body>

</St2:Body>
<TS12:Envelope>

D.2 MpeAcTaBfieHne NOMNTUKN He Ha a3blke XML

[flanee npusefeH npumep npeAcTaBneHUs NOAUTUKN aBTOPMU3aL MK Ha A3blke NOTUKN NpeAnKaToB:
canActivate(di, Clinician(org. area))

ra.is-certified-NHS-dinician-cert(di. org. area, start, end).

is-registration-authority(ra, org).

no-main-role-active(di).

Current-timeO 2 [start end]

[lanee npvBeAeH npumep npeacTaBneHNs NOANTUKN Ha A3bIKe I0TUKM NepBOro nopsigka:
Vu:user. rtr(iroles. # j

nérole_tvetber5blpe(r]) n utroJe_memberships(rj)

— 1, t mutually_exc»usive_authorizatk)n(rf)

D.3 Mpumep npeacTaBneHns NONUTUKN Ha A3bike XACML

B cnepytowem npumepe, nokasbiBalliem npegcraB/ieHne noauTkn Ha s3bike XACML, anemeHT <Apply> Bbinon-
HAeT MaTemaTuyeckyl yHkuMio «um:oasis:names:tc:xacml:1.0:function:date-add-yearMonthDuration». BblYMCNAOLLYIO
fAaty wecTtugecatuneTns nauyneHta. OH Takxe WANICTPUPYeT UCNOb30BaHne npeankaTos B hopme PyHKLNUU C NAEHTK-
thukatopom functioned, paBHbiM «um:oasis:names:tc:xacml:1.0:function;and*. B aTom npumepe ogHa hyHKLMA BNOXeHa
B aniemMeHT <Conditions a Ha Apyrytlo ecTb ccbifika B anemeHTe <VariableDefinition>.

<?xmiversion=>'1.0*encodIng"UTF-8*?>

«Policy xmIns="urn:o0a3is:names:tc.xacml:2.0:policy:schema:os* xmins:xacml-
context=*urn.oasis:names:tc:xacml:2.0:context:schema:o3"
xmins:xsi=*http:/Avww.w3.0rg/200l//XMLSchema-instance"
xsi:schemalLocationa"urn:oa3is:names:tc:xacml:2.0:policy:schema:oshUp://docs.oasis-
open.org/xacmiyaccess_control-xacml-2.0-policy-schema-0s.x8d*
xmins:xf="http://wvnv.w3.0rgfTR/2002AVD-xquery-operators-20020816/»*
xmins:md=*http.rt4vw.med.example.com/schemasyfecord.xsd*
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Policyld=*um.oasis:names:tc:xacmi:2 0:example:policyid:2*
RuieCombinmgAlgld=*um:oasis:name8:tc.xacml:1.0:rule-combining-algorithfn:deny-overrides*»
<Pol»cyDefaults>
«XPathVerslon»http.//www.w3.0rg/TR/1999/Rec-xpath-19991116«/XPathVersion»
«/PolicyDefaults»
<Target/>
«VanableDefimtion Variableld="17590035"'»
<Appty Functionld=*urn;oasis:names:tc:xacml:2.0:funcUon:date-less-or-equal“»
<Apply Functionld=*um:oasls:names:tc:xacml:1.0:function:date-one-and-onty*»

«EnvironmentAttributeDesignator

Attributelda'um”asisinamesitc*acmlil.Oienvironment.current-date*
DataType=,http.//www.w3.0rg/2001/XMLSchema#date7>
</Apply>
<Apply Functlonld=*um:oasis:names:tc:xacml:1.0:tuncbon:date-add-yearMonthDuration">
<Apply Functionld=*um:oasis:names:tc:xacml:1.0:function:date-one-and-onty*»
<Attributes elector
RequestContextPath3*//md.record/md:patient/md:patlentDoB/text()*
DataType="http://www.w3.0rg/2001/XMLSchema#date7»
</Apply>
«AttnbuteValue DataType=*http://www.w3.0rg/TR/2002/WD-xquery-operators-2 0 02
0816#yearMonthDuratlon">
«xf.dt-yearMonthDuration» P16Y «/xf.dt-yearMonthDurat>on»
</AttributeValue>
</Apply>
</Apply>
«/VanableDefimtion»
<Rule Ruleld=*um.oasis:names:tc:xacml:2.0:example:rule>d:2* Effect="Permit“>
<Descnption>
Nnyo mMoxeT unTaTth M6y MEeANLMHCKYI0 KapTy B NpocTpaHcTBe UMEH http://www.med.example.com/records.xsd. KoTo-
Pyl OHO €034a/0 UK KOTOpYto BEeAET, NpW YCNOBUMW, YTO NauneHTy MeHbwe 16 n©T</Description>
«Target»
«Resources»
«Resource»

«ResourceMatch Matchld=Mrn:oas»s:names.tc:xacml:1.0.functlomstnng-equar»

«AttnbuteValue
DataType=*http://www.w3.0rg/200l/XMLSchemat#string"»http://www.med.example.com/schemas/record. xsd«/Attrlbute
Value»

«ResourceAttnbuteDesignator
Attnbuteld=*um:oasis:names:tc:xacml;2.0:resource:target-namespace”
DataType=*http.//www.w3.0rg/2001/XMLSchenia#string7»

«/ResourceMatch»

«ResourceMatch Matchld="urn:oasis:names:tc:xacml.1.0.functlon:xpath-node-match'»

«AttnbuteValue DataType=*http://www.w3.0rg/2001/XMLSchema#stnng*» /md:record
«/AttnbuteValue»

«ResourceAttnbuteDesignator
Attnbuteld=*urn:oasls:names:tc:xacml:1.0:resource.xpath*
DataType="http://www.w3.0rg/2001/XMLSchema#strmg7»

«/ResourceMatch»

«/Resource»
«/Resources»
«Actions»

«Action»

«ActionMatch Matchld="urn:oasls:names:tc xacml:1.0.functlon:strmg-equar»
«AttnbuteValue DataType="http://www.w3.0rg/2
001/XMLSchemat#strmg"»read«/AttributeValue»

«ActionAttnbuteOesignator

Attnbuteld=*um:oasis:names:tc:xacml:1.Q:actlon:action-id"
DataType=,,http //Www.w3.0rg/2001/XMLSchema#slrmg7»
«/ActionMatch»
«/Action»
«/Actions»
<HAargel»
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«Condition»
«Appty Functionld3‘um:oasis:names:tc.xacml:1.0:function:and"»
«Apply Funcbonld="urn:oasis.names.tc:xacml.1.0.function:string-equar»
«Apply Functionld="4jrn:0asis:names:tc:xacml:1.0:function.stnng-one-and-only"»
«SubjectAttnbuteDesignator
Attribute ld=*urn:oasis:names.tc;xacml. 2.0:example:attribute:parent-guardian-id"
DataType=*http://vvvwvw.w3.0rg/2001/XMLSchema#stnng*/»
«/Apply»
«Apply Functlonld=*um:oasis:names:tc:xacml:1-0:function:8tring-one-and-only"»
«AttributeSelector RequestContextPath»"//xacml-context.Resource/xacml-
context:ResourceContent/md.recofd/md:p8fentGuardian/md:parentGuardtanid/iext()"
DataType=*http://w4vw.vv3.0rg/2001/XMLSchema#stnng*/»
«/Apply»
«/Apply»
«VariableReference Variableld="17590035*/»
«/Apply»
«/Condition»
«/Rule»
«/Policy»
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CBefieHNss 0 COOTBETCTBUM CChITOUYHbIX MEXAYHAapPOAHbIX CTAHAAPTOB N LOKYMEHTOB
MeXrocyaapCTBeHHbIM CTaHA4apTam

Ta6nunya OAL

O603HayYeHUe N HaMMeHoBaHue

O603HauYeHNe CCbINNIOYHOTO MEXAYHAPOAHOTO CTeneHb
COOTBETCTBYIOL{ €70 MEXIOCY/apCTBEHHOTO

cTaHjapTa, AOKYyMeHTa cooTBeTCTBUSA
cTaHaapTa

9

1ISO 8601:2004 —
ISO/1EC 9594-8:2001 — °
ISO/IEC 10181-3:1996 —
ISO.-TS 21298:2008 —
ASTM E2595-07 —
ASTM E1762-07 —
ASTM E1986-98 —
ASTM E2212-02a —

OASIS, extensible Access Control Markup Language .
(XACML) v2.0. February 2005

OASIS. XACML Profile for Role Based Access Control .
(RBAC): Committee Draft01 (normative: 13 February 2004)

OASIS. Secunty Assertion Markup Language (SAML). Ver-
sion 2.0. March 2005 OASIS 200306. Service Provisioning
Markup Language (SPML), V1.0, October 2003

* COOTBETCTBYIOL NI MEXTOCYAAPCTBEHHbIN CTaHAapT OTCyTCTBYeT.
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