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Mpegucnosune
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27 nekabps 2002 r. No 184-®3 «O TeXHUYECKOM perysiMpoBaHumn», a npasuna NpUMeEHeHUs HaunoHaNbHbIX
ctaHgapToB Poccuiickon degepaunn — FOCT P 1.0—2004 «CTaHgapTtusaums B Poccuiickoli degepaumu.
OCHOBHbIE MOTOXEHNA»
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6bl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTposito» (Pry «FTHUNN MNT3N ¢ CT3IK Poccun»)

2 BHECEH YnpaBneHnem TeXHUYECKOro perynvposaHns uctaHgaptusaunm degepasbHoro areHTcTesa
Mo TEXHUYECKOMY PerysimpoBaHuio 1 MeTposiornu
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MHdopmauns 06 n3aMeHeHNaX K HacTosWeMY cTaHgapTy nybnvkyeTcsa B €XerofHo usgasaemom
MHopMaLnoHHOMYKa3aTene «HaunoHanbHble CTaHAapThi», @ TEKCT U3MEHEHU MMONPaBOK — B eXeMe-
CAYHO N3AaBaeMbIX MHPOPMALMOHHbIX yKasaTensx «HaunoHanbHble cTaHAapThi». B cnyyae nepecmoTpa
(3aMeHbl) LM 0T MEeHbl HACT 0fLLEero cTaHAapTa cCooTBeTCTBYLee yBejomeHne 6yfeT onybiMKoBaHo
B €XKeMeCAYHO n3faBaeMoM MHpopMaLMOHHOM yKa3aTene «HaunoHanbHble cTaHgapThi». CoOOTBETCTBY-
Iowas nHopmMauums, yseoMieHe u TeKCT bl pa3MeLaln T ca Takke B MHopMaLMoHHOK cucTeme obLero
nonb30BaHMA — Ha ouumanbHOM caliTe PefepanbHOro areHTCTBa N0 TEeXHUYECKOMY perynimpoBaHuio
n MeTponorun B ceTun IHTepHeT
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BeBepneHune

YcTaHOBNEHHbIE HACTOALWMM CTaHAaPTOM TEPMUHbI PACMOJIOXEHbI B CUCTEMATU3NPOBAHHOM NOPAAKE,
oTpaXxarlLLemMm CUCTeEMY NOHATUI B faHHON 06/1aCTV 3HaHWS.

Lna kaxgoro NOHATAA YCTaHOB/EH O4UH CTaHAAPTU30BaHHbI TEPMUH.

Hanunune kBagpaTHbIX CKOOOK B TEPMWUHO/IOTMYECKOW CTaTbe 03HavaeT, YTO B Hee BXOAAT fBa TepMuHa,
nverLwmnx obLme TepMUHO3IEMEHTbI. B andaBnTHOM ykasatene AaHHble TEPMUHbI NMPUBEAEHbI OTAENBHO.
Linchpa, 3aknioueHHas B KBagpaTHble CKOGKM, O3HAYaeT CCbIIKY Ha AOKYMEHT, NPUBEAEHHbIV B CTPYKTYPHOM
anemeHTe «bubnnorpadus».

3aktoueHHas B Kpyr/ble CKOOKM YacTb TEPMUHA MOXET ObITb OMyLLeHa NPy NCMONb30BaHMN TEPMUHA B
JOKyMeHTax no ctaHAapTu3aumm, Npu aToMm He BXOAALAs B KPYr/ible CKOGKM YacTb TepMUHA 06pasyeT ero kpar-
Kyto chopmy. 3a cTaHLapTM30BaHHbLIMU TEPMUHAMN NPUBEAEHbI OTAENEHHbIE TOUKOM C 3anAaToi UX kpaTkue
chopMbl, NpefcTaBneHHble ab6peBnaTypoii.

MprBefeHHbIe onpeaeseHns MOXHO NPW HE06XOANMOCTH N3MEHSTb, BBOASA B HAX NPON3BOAHbIE NPU3HA-
KW. packpbiBasi 3Ha4eHNs NCNOJb3yeMblX B HUX TEPMUHOB, YKa3biBas 06beKTbl, BXOAALME BOObeM onpegense-
MOrO MOHATUSA.

M3mMeHeHns He A0/MKHbI HapyLlwaTb 06BeM U CoAaepXaHue NOHATUIA, onpefeneHHbIX B HACTOALLEM CTaH-
fapre.

CTaHgapTn3oBaHHble TEPMUHbI HAbPaHbl NOAYXUPHBIM WPNTOM, UX KpaTkme opMbl, nNpeacTaBieH-
Hble a66peBnaTypoii, — CBET/IbIM, & CUHOHNMbI — KypPCUBOM.

TepMuHbI 1 onpefenerHuns 06LeTeXHUYOCKNX MOHATWIA, KOTopble HEOBX0ANMbI AN MOHUMAaHWS TekcTa
OCHOBHOW 4aCTn HacTosLLEero ctaHaapTa, NpuBefeHbl B NPUIoXKeHUn A.



FOCT P 50922— 2006

HALUVWOHA/NbHBLIN CTAHOAPT POCCUMNCKOMN OPELEPALMUMN

3awmTa nHdopmauum
OCHOBHbIE TEPMWHbI 1 ONPEAENEHNSA

Protection of Information. Basic terms and definitions

[ata BBegeHns — 2008—02—01

1 O6nacTb NpUMEHEHUA

HacToAwuii ctaHgapT ycTaHaBNMBaeTOCHOBHbIE TEPMVHbI C COOTBETCTBYIOLMMU ONPeaeNeHs MU, Npu-
MeHsieMble NMpy NpoBeAeHn paboT No cTaHfapTM3aumMm B 061acTn 3alnTbl MHopMaLmu.

TepMuWHbI, YCTAHOB/IEHHbIE HACTOSILLMM CTaHAAaPTOM, PEKOMEHAYETCS UCNONb30BaTb B NPaBOBOi, HOpP-
MaTVBHOI. TEXHUYECKOI N OpraHn3auoHHO-pacnopsanTeNbHON AOKyMeHTaumm, Hay4yHol, yuebHol n cnpa-
BOYHOIi nuTeparype.

2 TepmMuHbI U onpeaeneHnsa

2.1 O6wue noHATUA

2.1.1 3awwuTta nHdopmaunu; 3V: leAaTenbHOCTb, HanpaBeHHas Ha NpeAoTBpaLleHne yTeukn 3aluiaemon
NHOPMaL K, HECAHKLMOHVPOBAaHHbIX M HENpefHaMepeHHbIX BO3AENCTBUIA Ha 3alyuLaemMyto Hchopmaumio.

2.2 TepMUHbI, OTHOCSILUMECS K BUAAM 3aluTbl MHOpMaLmUn

2.2.1 npasoBad 3awmTa nHopmMaunm: 3awmnta nHopmaLmm npaBoBbIMN MeTOAaMU, BK/IOYalLLas B cebs
pa3paboTKy 3akoHOfaTe bHbIX 1 HOPMATUBHBIX NPaBOBbIX AOKYMEHTOB (aKTOB), PeryvMpyroLwmx OTHOLIEHNA
Cy6BEKTOB N0 3aluTe nHpopmauum, NPUMEHEHNe 3TUX OKYMEHTOB (aKTOB), @ TakKe Haf30p Y KOHTPOSIb 3a UX
MCMNOJIHEHNEM.

2.2.2 TexHu4eckas 3awmTa nHdopmauum; T3N: 3awmuta ndpopmanmum, 3aknyarowasnca B obecneyeHnm
HekpunTorpadnyeckumMy metofamun 6e30nNacHOCTM MHpopmaLmun (faHHbIX), nognexaiiei (nognexaunx)
3aluTe B COOTBETCTBUM CAENCTBYIOL MM 3aKOHOAATENbCTBOM, C MPUMEHEHNEM TEXHUYECKUX, MPOrPaMMHbIX U
NpOrpaMMHO-TEXHUYECKNX CPeACTB.

2.2.3 kpunTtorpadunyeckas sawmTta nHdopmalmn: 3alumta nHopmauuy ¢ NOMOLLbIo ee KpunTorpadguyec-
KOro npeobpas3oBaHus.

2.2.4 dumsunyeckasa sawmuTta nHdopmaumn: 3awmTta nHpopmauum nytem NpUMEHEHUs OpraHu3aunoHHbIX
MepOoNpPUSATUIA U COBOKYNHOCTY CPEACTB, CO34at0LLMX NPenAaTCTBUA ANS MPOHUKHOBEHWS MW AOCTYNa Heynon-
HOMOUYEHHbIX (PU3NYECKNX nL, K 06 bEKTY 3aLynThl.

MpumeyvaHunsn

1 OpraHun3aunoHHble MeponpuATUs No obecneyeHmnto hr3nMYeckoii 3aluTbl MHhopMaLum npegycMaTprBaloT ycTaHoBe-
HVe PeXVMHbIX, BpEMEHHbIX.TEPPUTOPUASbHBIX, MPOCTPAHCTBEHHbIX OFPaHUYEHNIA Ha YCIOBUSt UCMOb30BaHUS 1 pacno-
pAAoK paboTbl 06bekTa 3awuThl.

2 KobbekTam 3awutbl UHhopMaunm MoryT 6biTb OTHECEHbI: OXpaHaemasn TeppuTopus, 3gaHne (CoopyxeHune), BblgeneH-
Hoe momelleHune, nHpopmauus u (Mnm) MHOOPMaLNOHHbIE pecypcbl 06bekTa MHopmaTnsauum.

2.3 TepMuHbI, OTHOCSALMECS K cnoco6am 3almTbl UHOPMaLUn

2.3.1 cnoco6 3awuTbl MHgOpMauun: MopagoK v NpaBuna NPUMEHEHUs OnpeaeneHHbIX MNPUHLUNOB U
CpeACTB 3aLUTbl UHhOpMAaLMK.

M3paHne oduynanbHoe
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2.3.2 3awwmTa nHhopmauum ot yTeuku: 3almTta nHdopmalmm, HanpasneHHas Ha NnpeAoTBpalleHne HEKOH-
TPO/IMPYeMOoro pacnpocTpaHeHus 3almiaemoi nHopmaLum BpesynbTaTe ee pasrnalleHns  HeCaHKLMOHU-
pOBaHHOro AOCTyNa K HeWl, a Takke Ha UCKIlYeHne (3aTpyAHeHne) NonyyeHnsa 3awuwaeMon nHgopmaum
(MHOCTpaHHbIMK) pasBegkamun 1 4pYrMMn 3aMHTEpPecoBaHHbIMU Cy6bekTamu.

MpumeyaHune — 3anHTEPECOBAHHBIMU CY6bEKTAMU MOTYT GbIThb: FOCYAAPCTBO, OPUAMUECKOE NLL0, Fpynna ¢usu-
Yeckux Nuu. oTaesnbHoe U3NYecKoe nLo.

2.3.3 3awmTta MHopmauum oT HecaHKLMOHMPOBAHHOTO Bo3aencTBus; 3 ot HCB: 3awuta uHdopma-
LK, HanpaBfeHHasn Ha NpeAoTBpaLleHne HecaHKLMOHMPOBaHHOMO f0CTyNa U BO34eliCTBUS Ha 3aluaemMyto
NHOPMaLMIO C HapYLLIEHWEM YCTaHOB/IEHHbIX Npas 1 (MK) NpaBua Ha U3MeHeHne MHhopMaumm, NPUBOAALLNX
K pa3pyLleHunto, YHUUTOXEHUIO, UCKaXeHMto, 6010 B paboTe, He3aKOHHOMY nepexsaTy Y KoNnupoBaHuio, 610KN-
poBaHuio ocTyna K MHopmauuu, a Takke K ytpate, yHUUTOXEHNIO Un 6010 PyHKLMOHNPOBAHNA HOCUMTENs
nHdopmaLmu.

2.3.4 3awwmTa nHopmauum oT HenpegHaMepeHHOro Bo3AencTBMA: 3awuta nihopMmaumm, HanpasieH-
Has Ha npejoTBpalleHne BO3AeCTBMA Ha 3awmLaemMyo MHhopMaLuio owmnbok ee nonb3osarens, c6os Tex-
HUYECKMX UK MpOrpaMMHbIX CPeACcTB  WH(OPMALMOHHLIX CUCTEM, MNPUPOAHbIX SBMAEHUA WM UHBIX
HeuefneHanpaBneHHbIX HA W3MEeHeHne MHopMaLMK COObITUIA, MPUBOAALLUNX K NCKAXEHWIO, YHUUTOXEHNIO,
KONMpoBaHuio, 610KMPOBaHMIO AOCTYNa K MHpopMaLMK, a TakkKe K yTpaTte, YHUUTOXEHWIO WK c60to (OyHKLNO-
HUPOBaAHUA HOCUTENS UHDOopMALUN.

2.3.5 3awuTa nHpopmaymm ot pasriaweHuns: 3awmTa uHchopmaummn, HanpasneHHasa Ha npefoTBpaLleHne
HeCaHKLMOHVPOBAHHOTO A0BeAEHMA 3allMLLaeMoli nHhopMaLmn 40 3aMHTEepPecoBaHHbIX Cy6beKTOB (NoTpe-
6uTeneil). He NMeOLMX Npasa AoCTyna K 3TO MHchopmaLum.

2.3.6 3awmTa MHopmMauum OoT HecaHKLMOHMpOBaHHOro goctyna; 3 ot HCJ: 3awwuta nHdopmauuu,
Hanpas/ieHHas Ha NpeAoTBpaLLeHre NoyyYeHus 3almiiaemoii MHhopMaLuy 3anHTepecoBaHHbIMU Cy6bekTa-
MV C HapyLUEeHWeM YCTaHOB/IEHHbIX HOPMAaTUBHbIMUW 1 MPaBOBbIMW AOKYMEHTaMu (akTamu) unm obnagarenamu
nHdopmauuy nNpas UM Npasua pasrpaHMyeHns AocTyna K 3awuaemMoin nHdopmMaumm.

MpumeuyaHue — 3auHTepecoBaHHbIMU CyGbeKTaMu, OCYLLECTBASIOWMMU HECAHKLMOHUPOBAHHBIN JOCTYN K 3alin-
LaemMoit nHchopmaLmMm, MoryT 6biTb, TOCY4aPCTBO, OPUANYECKOE SINLO, TPYNNa PM3UYECKUX JIUL,. B TOM YMC/IE 06LLECTBEH-
Hasi opraHu3auus, oTAenbHoe gmu3nyeckoe MLO.

2.3.7 3awmta nHgopmMaumn oT npegHamepeHHoro Bo3gelicTeBus; 3 ot MAB: 3awmTta nHgopmayuu,
HanpasfeHHas Ha npefoTBpalleHvne npegHaMepeHHOro BO3AeiCTBMA, B TOM YKUC/e 3/IeKTPOMArHUTHOMO v
(nnw) BO3AECTBMA ApYroii hrn3nyeckoii Nprpoabl, OCYLWECTBASEMOro B TEPPOPUCTUHECKNX MW KPUMUHATTb-
HbIX LieNnsix.

2.3.8 3awwuTa nHpopmauum ot [MHOCTpaHHOW] pa3sekn: 3awmTta nHopmaummn, HanpasneHHas Ha npeg-
oTBpallieHne nonyyeHuns sawmiiaemoii MHpopmMaumm (MHOCTpaHHol] pa3Beakol.

2.4 TepMUWHbI, OTHOCALMECS K 3aMbIC/y 3aWnUTbl MHhopmauun

2.4.1 3ambicen 3awmnTbl UHOpMaLmmn: OCHOBHas WAesi, packpbiBalolas cocTaB, COAepXaHve, B3aumo-
CBA3b 1 NOC/N1e40BAaTE/IbHOCTb OCYLLLECTB/IEHUSI TEXHUUYECKUX N OPraHn3aLMOHHbIX MeponpusiTuii, Heo6xoam-
MbIX 47151 AOCTVXKEHUS Lienn 3amnTbl MHopMaumn.

2.4.2 uenb 3aWuThl MHopMaumm: 3apaHee HaMeueHHbI pesybTaT 3aluTbl MHhopMaLuu.

MpumeyaHune — Pe3ynbTatom 3aluTbl MHhopmaLum MoxeT 6bITb NpeAoTBpaLleHne yulepba obnagarento nHgop-
Mauum 13-3a BO3MOXHOI yTeukn nHopmauuv n (Mamn) HeCaHKLMOHVPOBAHHOTO U HeMpegHaMepPeHHOro BO3AeiCTBUS Ha
MHbopmaumio.

2.4.3 cucTtema 3alnTbl MHopMaLmmn: COBOKYNHOCTL OPraHoB ¥ (MN) NCNOSTHUTENER, NCNOb3YEeMOR uMn
TEXHUKM 3aL1Tbl MH(hOPMALLMK, & TakKe 06 bEKTOB 3aLLMTbI MHhopMaLUK, OpraHN30BaHHas 1 hyHKLMOHUPYHO-
Las no npasuiam v HopMam, yCTaHOB/IEHHbIM COOTBETCTBYIOLLMMY OKYMEHTaMU B 06/1aCTyh 3aWuThbl MHGOP-
maumu.

2.4.4 nonutnka 6e3onacHocTM (MHhopMaLumn B opraHmsaunn): CoBOKYNHOCTb OKYMEHTUPOBaHHbIX Npa-
BU/1. MpoLeayp, NPakTUYecKMX NpUeMoB AN pyKOBOAALLMX NPUHLMNOB B 06/1aCTU 6€30nacHOCTU Hhopma-
LMK, KOTOPLIMU PYKOBOACTBYETCSA OpraHu3auus B CBOei AeATeNbHOCTH.

2.4.5 6e3onacHOCTb MHdopmaunn [gaHHbIX]: COCTOSIHME 3alUMLWEeHHOCTM MHOopMauun [AaHHbIX], npu
KOTOPOM o6ecreyeHbl ee [MX] KOHPUAEHLMANBHOCTb, JOCTYNHOCTb U LLENOCTHOCTb.

2.5 TepMuHbI, OTHOCSALMECS K 0O6BEKTY 3alnTbl MHhOpMaLmn

2.5.1 061BbeKT 3awunTbl MHPopmMmauun: NHdopmaumsa nam Hocutesb MHpopmaunum, nan MHopMaLOHHBINA
npowecc, KoTopble He06X0AMMO 3allMiLaTh B COOTBETCTBUU C Lie/Ibio 3aLuTbl MHhopMaLmu.

2
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2.5.2 3awuwaemas uHgopmaums: MHpopmaums, aBnstoLasacs npegMeToM CO6CTBEHHOCTU U Nog/exallas
3aluTe B COOTBETCTBUU C TPeGOBaHWUSIMI NPABOBbLIX AOKYMEHTOB WM TPe60BaHUAMY, YCTaHAB/IMBAEMbIMU
COGCTBEHHUKOM MHOpMaLIUN.

MpumMmeyaHune — CobCTBEHHUKAMUN MHOPMaLMy MOTyT BbITb, FOCY4apCcTBO, lopugMyeckoe nuuo, rpynna pusunyec-
KX nnL,. oTaenbHoe dusnyeckoe nnLo.

2.5.3 HocuTenb 3alnwaeMon nHpopmaLmm: dusnyeckoe UL UM MaTepuasnbHblii 06LEKT, B TOM Yncne
dhmsnyeckoe nose, B KOTOPOM MHCHOPMALLMA HAXOAWT CBOE OTPaXeHNe B BUAe CUMBOJ/IOB, 06pa3oB, CUrHasoB,
TEXHWUYECKUX PeLleHnit U NPOLLECCOB, KOJTMYECTBEHHbIX XapakTepUCTUK (OU3NYECKUX BEINYMH.

2.5.4 3awmuiaemblii 06bEKT MHpopMaTmnsaymm: O6bekT uHdopMmaTmsaumm, npeaHasHauveHHbI gna obpa-
60TKM 3auLLaeMoil nHcpopmaLum ¢ TpebyeMbiM YPOBHEM €€ 3alULLLEHHOCTU.

2.5.5 3awmwaemas UHoOpMaUMOHHaa cuctemMa: VIHopMauuoHHas cuctema, npegHasHaveHHas ans
06paboTku 3awmuiaemoii nHdopmalmm ¢ TpebyemMbiM YPOBHEM €€ 3alUuLLEeHHOCTH.

2.6 TepMuHbI, OTHOCALMECS K Yrpo3aM 6e30nacHOCTV UHopMauum

2.6.1 yrpo3sa (6e3onacHocTn nHdopmaummn): CoBOKYNHOCTb YCNOBUIA 1 (DaKTOPOB, CO3Aal0LLNX NOTEHL M-
anbHY UM peanbHO CYLLECTBYIOLLYI0 ONAacHOCTb HapyLleHns 6e30nacHoCT HopMaLun.

2.6.2 cpakTOp, BO3AENCTBYIOWMNIA Ha 3awumiaeMyto MHopmauuio: sBneHve, aeiicTene unm npouecc,
pe3ynbTaToM KOTOPOro MOryT 6bITb yTeuka, UCKaXKeHne, YHUUTOXEeHWe 3aLluiiaeMoi nidopmaummn, 6:10kmpo-
BaHue focTyna K Heil.

2.6.3 NCTOYHUK yrpo3sbl 6e3onacHOCTN nHopmaumn: CyobekT (dusnyeckoe N1Lo, MaTepuanbHblil 06b-
eKT nnu hmsnyeckoe aBeHne), ABNALWNIACA HeNoCPeCTBEHHON MPUYNHON BO3SHUKHOBEHUS Yrpo3bl 6e3onac-
HOCTW MHopMaLuun.

2.6.4 ysaA3BMMOCTb (MHPOPMALMOHHOW cucTembl); 6powb: CBONCTBO WHMOPMALMOHHOW CUCTEMSI,
o6ycioBnMBalLLee BO3MOXHOCTb peanunsanmm yrpo3 6esonacHocTn obpabaTbiBaemoli B Heli MHhopMauuu.

NMpumeuvaHunsn

1 Ycnosuem peanusauuu yrposbl 6e3onacHocTy obpabaTbiBaeMoli B cuctemMe MHpopmMmaLnmmn MoxeT 6bITb He40CTaTOK UNn
cnaboe MecTo B MH(hOPMALMOHHOW cucteme

2 Ecnv ya3BUMOCTb COOTBETCTBYET Yrpo3se, TO CyLleCTByeT pUCK.

2.6.5 BpegoHocHasA nporpamma: Mporpamma, npegHasHauyeHHas 418 OCyLeCTBNEeHNA HECAHKLMOHNPOBaH-
HOro gocTtyna K nHdopmauun n (Mnv) Bo3geincTBusl Ha MHopMaLmio nan pecypebl HPOPMaLMOHHO cucTe-
Mbl.

2.6.6 HecaHKLMOHMPOBaHHOE BO3felCcTBNE Ha MHopMmaunio: BosgelicTeue Ha 3alimiaemyto nHchopma-
LIMI0 C HapyLLeHWeM yCTaHOB/IEHHbIX Npas 1 (Un) Npasua focTyna, NPUBOASALLEE K YTEUKE, UCKaXKEHMNIO, NOJ-
fenke, yHNUTOXeHWI0, 610KMpoBaHmMIo AocTyna K MHopmaumu, a Takke K ytpare, YHUUTOXEHUI0 naun c6oto
hYHKLMOHUPOBAHUS HOCUTENS MHAOpMaLUN.

2.6.7 npegHamepeHHOe CU/I0BOE 3/IeKTPOMarHMTHOe BO34encTBne Ha MHpopmauuto: HecaHKLMOHUPO-
BaHHOE BO3/eiCcTBIE Ha MH(OpMaLMio, OCYLLLeCTB/ISEMOE NyTEM NPYMEHEHUS NCTOYHMKA 3NEKTPOMAarHUTHOrO
nons ANs HaBeAeHus (reHepupoBaHus) B aBTOMATM3NPOBaHHbLIX MH(OPMALMOHHBIX CMcCTeMax anekTpomar-
HWTHOW 3HEeprny ¢ ypoBHEM, Bbi3blBAIOLUM HapYyLUEHNe HOPMasbHOro MYHKLMOHMPOBaHNA (c6oli B paboTe)
TEXHUYECKMX 1 MPOrpaMMHbIX CPeACTB 3TUX CUCTEM.

2.6.8 mogenb yrpo3s (6e3onacHoOCTU nHdopmaumn): drusnyeckoe, MatemaTmyeckoe, onucaresbHoe npes-
CTaB/1eHVe CBOICTB WK XapakTepuCTUK yrpo3 6e30onacHoOCT MHdopmaLumm.

MpumeuyaHune — Bugom onucatenbHOro NpeAcTaBNEHNsi CBOCTB MU XapakTepPUCTHK yrpo3 6e30nacHoOCTU UHAOP-
Mauum MOXeT 6bITb CNeyuasibHbIii HOPMATUBHbIV LOKYMEHT.

2.7 TepMUHbI, OTHOCSLLMECS K TEXHUKE 3alnTbl MHopMaLmnn

2.7.1 TexHuKa 3awmuTbl MHopMmauumn: CpeacTea 3aluTbl MHDOPMALLMK, B TOM Yncie cpeacTBa hnsnyecko
3aLmMTbl MHopMaLun, Kpuntorpaduyeckme cpeacTea 3awmTbl MHopMaLun, cpeacTBa KOHTpons achdekTus-
HOCTW 3alMTbl MHhopMaLMK, CpeAcTBa U CUCTEMbI YNpaBieHus, NnpefHasHaveHHble Ana obecneyeHns 3alym-
Tbl UHGYOPMAL K.

2.7.2 cpeAcTBO 3alUTbl MHopMaumn: TexHUnyeckoe, NporpammHoe, NPorpaMMHoO-TEXHUYECKOe CpeACcTBoO,
BeLecTBO U (Un) Matepuan, npegHasHauyeHHble M Ncnosb3yemble AN8 3awmnTbl MHOPMaLun.

2.7.3 cpeAcCTBO KOHTpONs adhdheKTMBHOCTU 3aWuTbl MHopmaumn: CpeAcTBO 3awuTbl MHhopmauumm,
npegHasHauyeHHoe UIn UCMob3yemoe AN KOHTPONA athheKTUBHOCTY 3aluTbl MHOPMaLUN.

2.7.4 cpepcTBO hM3nYyecKoii 3awmTbl MHopmauun: CpeacTBo 3aluThl MHbopMaLuy, npegHasHauyeHHoe
Unn ncnonblyemoe AN obecrneveHns hrU3nYeckoil 3awmTbl 06bekTa 3aLnTbl MHhopMaLmm.
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2.7.5 kpunTorpagmyeckoe cpeAcTBO 3aWmnTbl MHDopMaLmm: CpeAcTBO 3alUThl MHChOpMaLMK, peanusy-
loLee anropuTMbl KpUNTorpadMueckoro npeobpasoBaHusi MHpopMaLum.

2.8 TepMuHbI, OTHOCSILLMECS KCNOCO6am OLEHKN COOTBETCTBUSA TPe6OBaHUSIM MO 3almTe UHop-
Mauum

2.8.1 oueHka cCOOTBETCTBUA TPeb6OoBaHMAM Mo 3almTe HopMaymu: Npsmoe nnm KOCBEHHOe onpeaene-
HMe cTeneHn cobnaeHns TpeboBaHWii No 3almTe NHhopMauun, NpeabsaBAsAeMbIX KOO BEKTY 3aLUTbl NHOP-
Mauuu.

2.8.2 nuueH3mpoBaHue B 061acTy 3aWmTbl HpopMaumn: [lesTenbHOCTb, 3aK/valoLascs B NpoBepke
(3KcnepTu3e) BO3MOXHOCTEN HPUANYECKOTO Ninua BbINOMHATL paboThl B 06/1aCTU 3awmTbl UHOPMaL M B
COOTBETCTBMM C YCTAHOB/IEHHbIMU TPE6OBAHMAMU 1 Bblgaye paspeLlleHuns Ha BbiNoMIHEHME 3Tux paboT.
2.8.3 cepTudgmkauna Ha cooTBeTCTBME TpeboBaHMAM NO 6e3onacHOCTU nHopmaumn: dopma ocylle-
CTB/ISEMOr0 OpPraHoM no cepTudmkaum NoATBEPXAEHNA COOTBETCTBNS 0OBLEKTOB OLLEHKN TpeboBaHMAM no
6e3onacHoCcTn I/IHCbOpMaLU/II/I, YCTaHOBJ/IEHHbIM TEXHNYECKMUMU pernameHTamun, ctaHgaptamMmu nam ycnosmamm
[0roBOPOB.

MpumeuyaHune— KobbekTaM OLEHKM MOTYT OTHOCWUTLCH: CPeACTBO 3aliunTbl MHopmauun, CpefcTBO KOHTPOASA
3PP eKkTUBHOCTY 3aLUTbI MHOPMAaLUN.

2.8.4 cneumanbHoe nccnegoBaHve (06bekTa 3awuTbl HoOpMauumn): MccnegosaHve, NpoBogMMoe B
Llensax BbIBNIEHNA TEXHUYECKNX KaHA/I0B yTeuky 3almLaemMoin nHchopMaLm 1 oLeHK1 COOTBETCTBUSA 3aLLmnThl
nHdopmauum (Ha 06beKTe 3aLuTbl) TPe60BaHMAM HOPMATUBHbIX Y MPaBOBbLIX AOKYMEHTOB B 06/1acTn 6esonac-
HOCTW MHbopMaLK.

2.8.5 cneymanbHasa nposepka: NpoBepka 06bekTa MHOpMaTM3auun B LLesIAX BbIABIEHNSA U N3bATUA BO3-
MOXHO BHEAPEHHbIX 3aKNafoyHbIX YCTPOWCTB.

2.8.6 ayauTopckas npoBepka MHopmaLMOHHOM 6e30nacHOCTY B OpraHmMsaumn; ayanT MHhopmMaLoH-
HO 6e30MacHOCT M B OpraHm3auuu: NMeproanyecknii HesaBUCUMBbIN U OKYMEHTUPOBaHHbI NpoLiecc nonyye-
HUS CBUAETENbCTB ayAnTa 06 BHEKTUBHOW OLEHKHM C Lie/blo ONpesennTb CTeNEHb BbINO/THEHUS B OpraHn3aLmm
yCTaHOB/IEHHbIX TPe60oBaHU No o6ecneyeHnto MHhopMaLMoHHOl 6e30MacHOCTY.

MpumeyaHune — AyauT MHGOPMALMOHHOK 6e30NacHOCTV B OpraHusaumnn MOXeT OCYLeCTBAATLCA He3aBUCUMON
opraHusaumeii (TpeTbeil CTOPOHOI) No 4O0rOBOPY C NPOBEPSIEMOl OpraHn3almeil, a Takke nogpasgeneHmem Uam foKHOCT-
HbIM NIMLOM OopraHu3aunv (BHYTPEHHWIA ayanT).

2.8.7 MOHMTOPUHT 6e30MacHOCTU UHopMaLmn: MocTossHHOe HablAeHUe 3a NpoLeccoM obecneyeHust
6e30MacHOCTV MHhopMaL MK B MHPOPMALMOHHO CUCTEME C LieNbl0 YCTAaHOBUTb €r0 COOTBETCTBME TpeboBa-
HUsIM 6e30nacHOCTV UHopMaLuK.

2.8.8 akcnepTM3a AOKYMeHTa No 3awuTte nHopmaunmn: PaccmMoTpeHne AOKyMeEHTa Mo 3aluTe nHgopma-
UM OU3NYECKUM UNN HOPUANYECKUM NINLLOM, UMEIOLWMM NPaBo Ha NpoBefeHMe paboT B AaHHOW o6nacTu, c
Liesiblo NOArOTOBUTL COOTBETCTBYHOLLEE IKCMEPTHOE 3aKHUYEHME.

MpumeyaHune — SKcnepTusa JOKYMEHTA N0 3alMUTE NH(OPMALMKM MOXET BKIHOYATb B CEGS HAYUYHO-TEXHUYECKYHO,
npaBoBYy0, METPONIOTMYECKYI0, NATEHTHYIO W TEPMUHOJIOTUYECKYIO 3KCNepTU3y.

2.8.9 aHanu3 nHMOopPMaLMOHHOro pycka: CUcTeEMaTUYECKOE UCMOIb30BaHNE MH(DOPMALIMK NS BbISIBIEHUS
yrpo3 6e3onacHocTu nHcopMaLmmn, ya3BUMMOCTER MHAIOPMAaLVMOHHON CUCTEMbI M KOJIMYECTBEHHOWN OLEHKN
BEPOATHOCTEl peanusaunmn yrpos ¢ UCNosib30BaHNeM YA3BUMOCTEl 1 NoCNeAcTBUIA peanusaunmn yrpos gns
MHhopmaL M U MHDOPMALMOHHO CUCTEMBI, MPefHa3HaYeHHOW AN 06paboTkM 3TO MHGopMaL K.

2.8.10 oueHKa MHOPMaLNOHHOIo pucka: O6Lmii npouecc aHanm3a MHOPMaLOHHOTO pucka 1 ero oie-
HUBaHUSA.

2.9 TepMUHbI, OTHOCALWMECS K 3P DEKTUBHOCTY 3alWnThl MHpopMaLmm

2.9.1 adhheKTUBHOCTb 3aWmTbl MHhopmauunmn: CTeneHb COOTBETCTBUA Pe3y/ibTaToB 3awuTbl MHhopmauum
Luenv sawuTbl nHdopMmauum.

2.9.2 TpeboBaHMe No 3awuTe MHhopmaLmm: YCTaHOBIEHHOE NpaBu/o UM HOpMa, KoTopas A0/KHA ObITb
BbIMOJIHEHA NPY OpPraHn3aLymn N ocyLLeCcTBEHNN 3alnTbl MHOpMaLMK, UV ONYCTUMOE 3HauYeHne nokasarte-
N5 3(pPEeKTUBHOCTM 3aLMTbl MHDOPMAaLUN.

2.9.3 nokasaTesib aPPEKTUBHOCTU 3alnTbl MHOpMaumn: Mepa wanm XxapakTepuctuka A8 OLEHKU
3(p(peKkTMBHOCTH 3aLUTLI MHGOPMAaL UK.

2.9.4 HopMma ahheKTMBHOCTU 3aWnTbl MHPOPMaLMK: 3HadyeHne nokasaTtens 3(eKTUBHOCTN 3alynTbl
nHdopmaL M, ycTaHOBNIEHHOE HOPMATUBHBIMU 1 MPaBOBbIMU JOKYMEHTAMU.
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AndaBuTHbIN ykazaTenb TEPMUHOB’

aHanun3 nHMoOpMaLMoOHHOIO pucka

ayauT UHhopMaLoHHO 6e30NacHOCT M B OpraHm3aLnmm
6€30MacHOCTb JaHHbIX

6e3onacHOCTb MHoOpMaLum

6peLb

BO3jelicTBME Ha MHDOPMALIMIO HECAHKLMOHNPOBAHHOE

BO3/e/iCTBME HA UHCPOPMALMIO 3NEKTPOMArHUTHOE CMI0BOE NpejHaMepeHHoe

3amMbicen 3awmnTbl MHhopmayum

3almTa nHdopmauyum

3aluTa nHpopmaLmm oT UHOCTPAHHOW pasBefku

3awuTa nHopmanmm kpuntorpaguyeckas

3awurta nHopmaLlmm oT HeCaHKLMOHNPOBAHHOTO BO3AENCTBUSA
3awurta nHopmalmm oT HenpegHaMepeHHOro Bo3aelicTBuA
3awuTa MHhopMaLmm oT HeCaHKLLMOHMPOBAHHOIO AocTyna
3awurta nHopmalmmn npasosas

3awurta nHopmalmmn oT npegHaMepeHHoro Bo3AelicTeuns
3awurta nHopmaLmm oT passeaku

3almTa nHopmaLun oT pasrnaleHuns

3almuTa nHdopmaLum TexHuyeckas

3almTa HdopmaLum oT yTeuku

3awmTa nHpopmaumnm dusnyeckas

3n

31 ot HCB

31 ot HCA

3 ot NaB

nHopmMauua sawmaemas

nccnefoBaHne o6bekTa 3aWmnTbl MHPOpMaLuy cneymanbHoe
nceneaoBaHve cneuyasiibHoe

MCTOYHUK Yyrpo3bl 6e3onacHocTn nHhopmayum
nuueHsnposaHne B 0671acTu 3aWnTbl MHOPMaL UK

Mogenb yrpo3

mMofenb yrpo3 6e30nacHoOCTM UHgopmauuu

MOHUTOPUHT 6€30MacHOCTM MHhopMaLmum

HopMa 3 PEeKTUBHOCTY 3alnUTbl MHopMaLuu

HOCMUTeNb 3aluwaemMoli nHopmauynn

06BbeKT 3alWmnThl MHhopMaLmm

06beKT nHpopmaTnsauun 3awuiiaeMblii

oLeHKa MHPOPMaLMOHHOIo pucka

oLeHKa COOTBETCTBUA TpeboBaHUAM Mo 3awuTte nHopmaumm
nokasatenb 3 PeKTUBHOCTH 3aLnTbl MHhopmaLun
nonutuka 6e3onacHocTu

nonuTuka 6e3o0nacHOCTN MHOpMaLumn B opraHusannm
nposepka MHOpPMaLMOHHON 6e30MacHOCTK B opraHm3auun aygutopckas
nposepka crneunanbHas

nporpamma BpefoHOCHas

*3[ecb U fganee kpatkme )OpMbl TEPMUHOB BblAENEHbI CBET/IbIM LUPUGPTOM.
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2.8.9
2.8.6
245
2.4.5
2.6.4
2.6.6
2.6.7
24.1
211
2.3.8
2.2.3
2.3.3
2.3.4
2.3.6
221
2.3.7
2.3.8
2.3.5
222
2.3.2
224
211
2.3.3
2.3.6
2.3.7
25.2
2.8.4
2.8.4
2.6.3
2.8.2
2.6.8
2.6.8
2.8.7
29.4
253
251
254
2.8.10
28.1
2.9.3
24.4
24.4
2.8.6
2.8.5
2.6.5
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cepTuhunkaumnsa Ha cootTseTcTBre TpeboBaHMAM Mo 6e30nacHOCT MHopMaLUn 2.8.3
cucTtema 3awuTbl MHopmauum 243
cuctema uHopmaLmMoHHas 3awuwiaemas 255
cnoco6 3awnuTbl MHOpMaLumn 23.1
cpefcTBO 3aWuThl MHopMaLun 2.7.2
CpefcTBO 3aWuThl MHpopMaLun kpuntorpaguyeckoe 2.75
CpeficTBO KOHTPONA 3 (PEKTUBHOCTY 3alUTbl MHPOpMaLUK 2.7.3
cpefcTBO (hn3nyeckoli 3almnTel HPopMaLmm 2.7.4
TexXHuKa 3awnTtbl MHGPOPMaLnmn 27.1
T3 2.2.2
TpeboBaHVe No 3awute nHopmalum 29.2
yrposa 26.1
yrposa 6e3onacHocTn nHcopmaymm 2.6.1
YyA3BUMOCTb 2.6.4
YA3BUMOCTb MH(DOPMALMOHHOW CUCTEMDbI 2.6.4
hakTop, BO3AEWCTBYOL NI Ha 3alimuLaemMyo MHhopMaymio 2.6.2
uenb 3aWwunTbl MHOpMaLnmn 24.2
aKcnepTM3a AOKYMeHTa no 3awmuTte nHopmayum 2.8.8

3P eKTUBHOCTb 3aLlnUTbl MHopMayum 29.1
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Mpunoxexne A
(cnpaBoyHOe)

TepMUHbI U onpeaesieHns 06U eTEXHUYECKMX NOHSATUIA

A.1 wnHdopmaumusa: CBegeHns (Coob6LEeHNA, AaHHble) He3aBUCKMO OT DOpMbl UX npeacTasneHns (1).

A.2 AOKyMeHTUpOBaHHas WHopmauusa. 3adukcrupoBaHHasi Ha MaTepuasibHOM HocuTesne nyTem AOKYMEeHTUPOBaHUs
MHopMaLua ¢ peksusnTamu, NO3BONSALWMMN ONpeAennuTb Takylo WHopMauuio, WK B YCTAHOBMEHHbIX 3akoHoga-
TenbcTBOM Poccuiickoii ®eaepanmm criyvasx ee matepuanbHblii Hocutens (1.

A.3 nHopmaLlms, cocTaBnaoLWas KOMMepYeckyto TailHy: HayuHo-TexHn4Yeckas, TexHonornyeckas, npon3BoAcTBEHHaAS,
(hMHAHCOBO-3KOHOMUYECKass WK MHaa nHdopMaumsa (B TOM YMciie COCTaBNALWasa CekpeTbl Npon3BoAcTBa (Hoy-xay)),
KoTopasi umeeT AeWCTBUTENbHYIO WA NOTEeHUWaNbHYl0 KOMMEpPYecKylo LeHHOCTb B CU/ly HEeU3BECTHOCTU ee TpeTbUM
nvuam, KKOTopoi HeT CBO6OAHOr0 4OCTYNa Ha 3aKOHHOM OCHOBAaHWM 1 B OTHOLLEHMMN KOTOPO o6nagatesnieM Takoi nHdop-
Mauuv BBEAEH PeXVM KOMMepuyeckoit TaliHbl (2].

A.4 paHHble: ®aKTbl, MOHATUA WM KOMaHAbl, NpefcTaBneHHble B (hopmMann3oBaHHOM BUAE ¥ NO3BONAKOLWME OCYyLle-
CTBNATbL UX Nepefadvy unn o6paboTKy Kak Bpy4HYyto, Tak v C MOMOLLbI0 CPeACTB aBToMaTn3auuu.

A.5 HocuTenb MHopmauun: MaTeprasnbHblii 06BEKT, B TOM Yncie usmyeckoe nose, B KOTOPOM MHDOPMALMA HaxoauT
cBOe oTo6paxeHue B BUe CUMBO/IOB, 06pa30B, CUTHANO0B, TEXHUYECKNX PeLUeHN 1 NPOLLeccoB, KOTIMYEeCTBEHHbIX Xapak-
TEPUCTUK (PU3NYECKUX BESTUYUMNH.

A.6 nHopmaumoHHaa cuctema: COBOKYNHOCTb cofepxalleiica B 6asax gaHHblX Hhopmauum 1 obecneynBaroLmx ee
06paboTKy MHCDOPMALMOHHbLIX TEXHOOTWI 1N TEXHUYEeCcKnx cpeacTs (1).

A.7 obnagartenb uHcopmauyuu: SlMLo, camocToATelbHO co3jaBliee MHoOpMaLuunio Nn6o NonyyuBllee Ha OCHOBaHWM
3aKOHa UIv Aorosopa npaso paspelartb Wiv orpaHnymMBaTh AOCTYN K MHopMaLumn, onpegensiemMoii no Kakum-nm6o npu-
3Hakam [1].

A.8 nonb3oBatenb MHpopmaummn: Cy6beKT, NOMb3YLWNIACS MHhopmaLmeit, NoNy4YeHHoW OT ee CO6CTBEHHMKA, BNafeNb-
ua nnv nocpegHmnka, B COOTBETCTBMM C yCTAHOB/IEHHBIMU NpaBaMu U NpaBuiamMu gocTyna K uHopmaumum nméo ¢ ux Hapy-
LUEHNEM.

A.9 pocTyn K MHdopmauun: Bo3MOXHOCTb NONyYeHUss nHdopmaLmm n ee ncnonb3oBaHus (1).

A.10 npaBo gocTyna K 3awuwaemMmoint nHdopmauun; npaso goctyna: COBOKYMHOCTb MpaBwa AOCTyna K 3aljuiuiaeMoin
MHhopMaL MK, yCTaHOBMEHHbIX NPABOBLIMU AOKYMEHTaMW UM COGCTBEHHUKOM, BNagesnbLueM vHopmMaunu.

A.11 npasuno gocTyna K 3awuuiaemori nHdopmaunu; npasuno goctyna: CoBOKYNHOCTb MpaBu/, yCTaHaBAVBaKOLNX
nopsAoK 1 ycnoeua focTtyna cybbekra k 3awuwaemMoin MHcopMaLuy 1 ee HOCUTENAM.

A.12 koHmgeHunanbHOCTb MHDOpMaLun: ObasatenbHoe AN BbINOSIHEHNSA NULOM, NONYYMBLUMM JOCTYN KONpeaesneH-
Holl nHhopmaumm, TpeboBaHne He nepefaBaTh Takylo MHGopmaLuio TpeTbM nuuam 6es cornacus ee obnagatens (1).
A.13 npepocTaBneHve uHdopmaunn: leicTBns, HanpaBieHHble Ha MnosydYeHne MHopMaumn onpegesieHHbIM Kpyrom
nvy unu nepegavy nHdopmauum onpegeneHHomy kpyry nuu (1).

A.14 pacnpocTpaHeHue nHcopmaunu: lelicTBus, Hanpas/eHHble Ha NoslyYeHne nHdopmMauun HeonpeaeneHHbIM Kpyrom
nvy unun nepegavy nHdopmauum HeonpegeneHHomy kpyry auy (1].

A.15 onepaTtop MHOPMALMOHHOW cucTeMbl: paXAaHuH Unu puanyeckoe N1LL0, oCyLecTBAAWMe AesSATeNbHOCTb N0
aKcnayataunm MHPOPMaLMOHHO cUCTeMbI, B TOM yucie no o6paboTke nHcopmauuu, cogepxalleiica B ee 6asax gaH-
HbIX (1].

A.16 pOCTynHOCTb MHChOPMaL MK [pecypcoB MHDOPMAaLMOHHO cucTeMbl]: CocTosiHue nHpopMauuy (pecypcoB nHgopmMa-
LMOHHOW cucTeMbl), NPy KOTOPOM Cy6BbEKTbI, NMeloLLne npasa focTyna, MOryT peann3oBaTb Ux 6ecnpenaTcTBeHHO [3].

MpumeuaHune — Knpasam AOCTyna OTHOCATCS, NPABO Ha YTEHUE, M3MEHEHWE, KOMMPOBAHNE, YHUUTOXEHUE UHKOP-
Mauuu. a Takke npaBo Ha W3MEHeHUue, UCMOMb30BaHUe, YHUUTOXeHe pecypcos [3].

A.17 uenoctHocTb: CocToAAHME NHOPMALLMK, NPK KOTOPOM OTCYTCTBYeT lo6oe ee n3MeHeHne NM60 n3MeHeHune ocyle-
CTBNIAAETCA TOMbKO NpejHaMepeHHo cybbekTaMun, UMELMMIN Ha Hero npaeo.
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