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Mpegncnosune

LUenm v npuHuunbl cTaHgaptusaumu B Poccuiickoii  depepaumn  yCTaHOB/EHbI
®efepaibHbIM 3aKOHOM OT 27 gekabpsa 2002 r. Ne 184-903 «O TeXHUYECKOM peryniMpoBaHum»,
a npaBuna MPUMEHEHNS HaUMOHasIbHBLIX CTaHgapToB Poccuiickoli ®epepauunm — FOCT P
1.0—2004 «CtaHgaptm3auus B Poccwiickoii ®egepaupn. OCHOBHbIE NOSIOXKEHNS»

CBefieHVs1 0 cTaHaapTe

1 MoArOTOBMEH 3A0 «[pocnekT» COBMECTHO C Accouuauueli aBTOMaTuyeckKoi
naeHTnpukaumm «FOHNCKAH/TC1 PYC» Ha OCHOBE COOGCTBEHHOrO ayTEeHTUYHOro nepesoja
Ha PYCCKWI A3bIK MEXAYHAPOAHOro CTaHAapTa, YKa3aHHOro B NyHkTe 4

2 BHECEH TexHunyeckum KOMUTETOM NO cTtaHgaptusaumm TK 55 «TepmuHonorus,
3M1EMEHTbI AaHHbIX U JOKYMeHTauus B 6U3Hec-npoLeccax 1 aN1eKTPOHHON Toprosne»

3 YTBEPX/IEH W BBEJEH B AEWCTBWE Mpukasom ®defepasibHOrO areHTcTBa Mo
TEXHNUYECKOMY PEerynnpoBaHuio n metponorum ot 20 Hoss6psa 2012 Ne 976-cT

4 HacTtosilmii cTaHgapT MAEHTUYEH MexayHapoaHomy ctaHaapty VCO 9735-6:2002
«ONEKTPOHHbIA 0OMeH AaHHbIMW B YynpaBfieHuW, ToproBre u Ha TpaHcrnopTe (EDIFACT).
CvHTakcuyeckue npasuna Aaa npuknagHoro yposHa (Bepcua 4, pepakumsa 1). YacTtb 6.
CoobuieHne A 3aluleHHOM  ayTeHTUdUKauMm U 3aluleHHOro  KBUTUPOBaHWA  (Tvn
coobueHnsa - AUTACK)» (ISO 9735-6:2002 «Electronic data interchange for administration,
commerce and transport (EDIFACT) — Application level syntax rules (Syntax version number:
4, Syntax release number: 1) — Part 6: Secure authentication and acknowledgement message
(message type - AUTACK)»).

Mpy NpUMEHeHWM HaCTOsLLEero cTaHgapTa pPEeKoMeHAYeTcs WCMo/b30BaTb BMECTO
CCbINTOYHbIX MEXAYHapOAHbIX CTAaHAAPTOB COOTBETCTBYIOLIME MM HAaLMOHa/IbHblE CTaHAAPThbI
Poccuiickoii depepauum, CBeAEHNS O KOTOPbIX MPVBEAeHbl B AONO/HATE/TbHOM MPUIOXEHNN

JA
5 BBE/JJEH BIMEPBbIE

WHdopmaumsi 06 M3MEHEHUSIX K HAaCTOSILLLEMY CTaHAaapTy Ny6nKye TCs B eXerogHo
n3gaBaeMoM MWHopMaLUMOHHOM YKasaTene «HauuMoHaslbHble CTaHA4apTbi», a TeKcT
N3MEHEHWNI A M MOMPaBOK — B EXEMECSYHO W3[4aBaeMbIX WHAIOPMALMOHHBLIX YKasaTensx
«HaumoHanbHble cTaHgapThi». B cnyyae nepecMoTpa (3aMeHbl) UM 0TMEHbI HACTOSILLETO
CTaHdapTa COOTBETCTBYWLIEEe YyBeAOM/MEHME OyaeT Ony6/MKOBAHO B E€XEMEeCSYHO
130aBaeMOM WHIOPMALMOHHOM yKasaTesne «HauuoHasbHble cTaHgapTbi». COOTBETCT-
BylOLLIAsA MHJDOpMaLMsi, YBELOM/IEHNS M TEKCTbl pa3MeLLalnTCcs Takke B MHIOPMaLMOHHO
cucTemMe 06LLIero noib3oBaHns — Ha odmumanbHOM canTe defepasibHOro areHTCcTBa Mo
TEXHUYECKOMY PETYIMPOBAHMI0 U METPOSIOrun B ceTw VIHTepHeT

© CraHpapTtuHcopm, 2014

HacTosipii ctaHgapT He MOXeT 6biTb MOSHOCTBIO W/IM YacTUUHO BOCMPOU3BELEH,
TUPaXMPOBaH W pPacrnpocTpaHeH B KauyecTBe OdUUMaNbHOrO W3[aHus 6Ge3  paspeLleHus
®defilepasibHOro areHTCTBa No TEXHUUYECKOMY PETY/IMPOBaHNI0 U METPOOMK
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BeBepneHuve

HacTtoawuin ctaHgapT BkAw4vaeT B cebs npaBuia NpuKIagHOro YpPOBHSA A/
CTPYKTYpPUPOBaHNSA fAaHHbIX B pamkax o06MeHa 3/1eKTPOHHbIMKW COOOWEHNAMUN B
OTKPbITOA cpeAe, C y4eTOM TpebOoBaHWl MAKETHONW WM MHTEPaKTUBHOI 06pabOoTKM.
OTn npasBuna yTBepXAeHbl EBponeinckoin akoHomuuyeckol komuccuel OpraHusauuu
O6beanHeHHbIX Hauunii (UN/ECE) B KayecTBe CUHTaAKCMYECKUX NpaBu 31E€KTPOHHOTO
obMeHa gaHHbIMWU B ynpaBneHuun, Toproene n Ha TpaHcnopte (EDIFACT) u asnstoTcs
yacTbto  «CnpaBoyHMka MO 06MEHy  TOProBbiIMM  AaHHbIMKM  OpraHusauumn
O6beanHeHHbIXx Haunin» (UNTDIDI)), KOTOpbI cOAEpXUT Takke pekoMeHgauun no
pa3paboTke COOBOLEHN NAKETHOTO M MHTEPAKTUBHOIO 06MeHa.

Cneuundukaumm 1 nNpoTOKOSbI CBSA3W HEe paccMaTpuBalTCA B HacToAleM
cTaHgapTe.

HacTtoAawuin ctaHgapT npegocTaBnseT 4ON0OMHUTEIbHbIE BO3MOXHOCTY 3aluThl
nakeTHbiXx CTpykTyp EDIFACT, T.e. coobuwieHuli, naketos, rpynn waym OOGMEHOB, C
noOMoOLLb0 CcoOOLWeHNs ANns  3alWuULeHHOW ayTeHTudukaumm 1 3alulLeHHOro

KBUTUPOBaHUA.

Komnnekc ctaHgaptoB VCO 9735 cocTouT M3 cnepylouwmx vyactein nog ooLimm
Ha3BaHWEM «JJIEKTPOHHbIA OOMEH [AaHHbIMW B ynpaBneHWW, TOProeBse U Ha
TpaHcnopTe (EDIFACT). CuHTakcuueckne npasuna ANs NpUKNagHoro yposHa (Bepcus

4, pepakunsa 1)»:

— YacTtb 1. CuHTaKcmM4yeckne npasuna, obuime ania BCcex yacTtei;
— YacTb 2. CuHTaKkcuyeckme npasuna, cneunduyHsle ana naketHoro 30/,
— YacTb 3. CMHTaKcuyeckue npasuna, cneunduyHbie gna nHtepaktnsHoro 30/4;

— YacTb 4. Co0O0O6lEHNE CUHTAKCUYECKOro U CNyXeBHOro yBeAoOM/IEHUS [ANs

naketHoro 30/ (Tun coobweHna — CONTRL);

— YacTb 5. MNMpaBuna 3awutel ana naketHoro 30/ (ayTEHTUYHOCTb, LLEe/I0CTHOCTb

N HEOTKaszyeMoCTb I/ICTO‘-IHVIKa);

> CokpalleHue oT United Nations Trade Data Interchange Directory.
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— YacTb 6. CoobweHne [ 3aWuleHHONn ayTeHTudukaumm u 3awuLLeHHoro

KBUTMpoBaHUA (Tun coobuweHns — AUTACK);
— YacTb 7. NMpaBuna 3awuntbl 414 naketHoro 30/ (KoHpUAeHLNanbHOCTb);
— YacTtb 8. AccoumnpoBaHHble gaHHble B 30[;

— YacTb 9. CoobuleHne Ans ynpae/ieHusa KwyamMum u cepTudukataMmu 3aljuTsbl

(Tvn coobweHns — KEYMAN);

— YacTb 10. CnpaBOYHUKM CIYXKEBHbIX CUHTAKCUUYECKNX CTPYKTYP.
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HALUVWMOHA/NIbHbLIN CTAHAOAPT POCCUNCKOW ®GEALEPALUMN

SNEKTPOHHbLIN OBMEH JAHHbLIMW B YNPABJ/IEHUW, TOPFOBJE U HA
TPAHCIMOPTE (EDIFACT)
CuHTaKcmyeckne npaswia gas npukiagHoro ypoBHs
(Bepcua 4, pegakuma 1)
YacTtb 6
Coo6LeHre Ans 3almeHHOoN ayTeHTUdnKaunm 1 3almieHHOro KBUTMpoBaHns
(Tvn coobuweHnda - AUTACK)
Electronic data interchange for administration, commerce and transport (EDIFACT).
Application level syntax rules
(Syntax version number: 4, Syntax release number: 1).
Part 6. Secure authentication and acknowledgement message
(message type - AUTACK)

Hata BBegeHna - 2014-01-01

1 O6nacTb NPUMEHEHNSA

B HacToswem cTaHgapTe pns obecneyeHuss 6e30MaCHOCTU 3/IEKTPOHHOTO
obmMeHa AaHHbIMK B ynpaBneHuu, Toproere n Ha TpaHcnopTe (EDIFACT) BBeaeHo
onpegeneHve coobWeHns AN 3alWULLEHHON ayTeHTuduMKaumMym u 3alul,eHHoro

KkButuposaHusa - AUTACK.

2 CooTBeTCcTBME CTaHO4ApTY

[na cootBeTcTBMA 0O6MeHa HacCTOAWEMY CTaHAAPTY AO/IKEH MCNO/b30BaTbLCA
HoMep Bepcunm "4” B o06g3aTefNlbHOM 3sieMeHTe pfgaHHbiXx 0002 (Homep Bepcun
CUHTaKCMYeCKUX npasua) n Homep pegakuum "01" B yC/IOBHOM 3/1EMEHTE AaHHbIX
0076 (HomMep pepakuuy CUHTaKcudeckux npasua). Kaxgbll M3 3TUX 3/IEMEHTOB
OaHHbIX BXoauT B cermeHT UNB (3aronoBok obmeHa). B o6meHax, B KOTOpPbIX
npoAo/HKaeT MCNO/b30BaTbCA CUHTAKCUC 60nee paHHUX Bepcuid, AN pasnMyeHus
COOTBETCTBYHLWMX CUHTAKCMUYECKMX MpaBu/il HEOBXOA4MMO YyKasbiBaTb criegyouine
HOMepa BepcCuii:

- WNCO 9735:1988 - Homep Bepcumn CMHTaKcu4yeckux npasun: 1;

V3pgaHne odmumanbHoe 1
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- WNCO 9735:1988 (nepenevyartaHHblii ¢ m3meHeHusasmu B 1990 r.) - Homep
BEPCUU CUHTAKCUYECKUX MpaBun: 2;

- WCO 9735:1988 c N3meHeHnem 1:1992 - Homep BepcuUU CUHTaKCUYECKUX
npasun: 3;

- WNCO 9735:1998 - Homep Bepcumn CcUHTaKCU4YeCcKUx npasun: 4.

CooTBeTCTBME CTaHAapTy O3HayaeT, 4yTo CO6/AeHbl BCe ero TpeboBaHus,
BKIKOYas onuuun. Ecnm xe nogaepxuBaroTcs He BCe onuuu, To B /Il060M 3asBAEHUN
O COOTBETCTBUU [OJIKHO COfepXaTbCA NOJIOXeHWe, ngeHTndunympylolwee onuuun, no
KOTOPbIM feknapupyeTcs COOTBETCTBUE.

[aHHble, wcnonb3yemble B O0OMeHe, MNpPU3HAKTCA COOTBETCTBYHOLLMMU
HacTofllleMy CcTaHAapTy, eciM uxX CTPYyKTypa W npejcTaB/ieHMe oTBevaloT
CUHTaKCuyeckum npasunam, onpenesieHHbIM B HacToALWEM cTaHgapTe.

YcTpoiicTBa, nogaepxuBarliMe  HacTosAWwMiA  cTaHgapT,  Npu3HalTcs
COOTBETCTBYWOLWNMN  eMY, €C/IM OHUW  CNOCOOGHbI dopmuposatb  U/nnm
WHTepnpeTupoBaTb  AaHHble, CTPYKTYypuMpOBaHHble U  NpeAcTaB/ieHHble B
COOTBETCTBMYU C TpeboBaHNAMU HACTOALWEro ctaHjapTa.

[na cootBeTCcTBUA TpeboBaHMAM HaCTOALWEro ctaHjapTa Heo6XoAMMO Takxe
cooTBeTCTBME TpeboBaHusAM vacTein 1,2, 5 n 10 komnaekca ctaHgapTos NCO 9735.

MonoxeHna Apyrux CcTaHgapToB, YKasaHHbIX B HacToslWeM cTaHjapTe,
ABNAKTCA COCTABHbIMW 3/IEMEHTaMWU KpPUTEpUeB COOTBETCTBUA HacToAWeMmy

cTaHgapTy.

3 HopMaTuBHbIEe CCbINIKK

B HacTosillem cTaHgapTe  WCMO/b30BaHbl  CChbIIKMW  Ha  creAdyloline
HOPMAaTUBHbIE [OKYMEHTbl, MOMOXEHUA KOTOPbIX HEO06X0AMMO YYuTbiBaTb Npu
MCMNOMb30BaHNM HACTOALWLEro cTaHAapTa. B cnyyae CCbINOK Ha [OKYMEHThl, Y
KOTOpbIX YyKazaHa faTa YTBEPXAEHUS, He0o6X0AMMO MO0/b30BaTbCA  TOJ/LKO
ykasaHHOW pepakuueii. B cnyyae, korga gata yTBEpXAeHUs He NpuBefeHa, cneayet
Nnosb30BaThCs MNocfeAHell pefakumeid CCbiIOUYHbIX AOKYMEHTOB, BK/IYas /iobbie

nonpaBkn N UISMEHEHUA K HUM.

NCO 9735-1:2002 DNEKTPOHHbII 06MEH AaHHbIMX B ynpaBieHUU, TOProBe u

Ha TpaHcnopte (EDIFACT). CuHTakcuyeckue npaBuna AN NPUKNafHOro YypoBHSA

2
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(Bepcusa 4, pepakuymsa 1). Yactb 1. CuHTakcuyeckse npasunia, obuwime ans BcCex
yacTel (ISO 9735-1:2002, Electronic data interchange for administration, commerce
and transport (EDIFACT) — Application level syntax rules (Syntax version number:
4, Syntax release number: 1) — Part 1: Syntax rules common to all parts)

NCO 9735-2:2002 31eKTPOHHbIA 06MEH AaHHbIMW B YNpaB/ieHUU, TOProBe u
Ha TpaHcnopte (EDIFACT). CuHTakcMyeckue npaBuna Ans NpUKNagHoro ypoBHS
(Bepcus 4, pepakuma 1). Yactb 2. CuHTaKkcuyeckMe npasuna, cneuuduyHblie ons
naketHoro 90/ (ISO 9735-2:2002, Electronic data interchange for administration,
commerce and transport (EDIFACT) — Application level syntax rules (Syntax version
number: 4, Syntax release number: 1) — Part 2: Syntax rules specific to batch EDI)

NCO 9735-5:2002 31€eKTPOHHbIA 06MEH AaHHbIMU B ynpaBfeHUU, TOProBne u
Ha TpaHcnopTe (EDIFACT). CuHTakcmyeckue npasuna Ana nNpuknagHoro yposHSA
(Bepcua 4, pepakuma 1). Yacte 5. MpasBuna 3awutbl AnA naketHoro 30/
(ayTeHTUYHOCTb, LUENOCTHOCTb WM HeoTKasyeMoCTb WucTo4yHuka) (ISO 9735-5:2002,
Electronic data interchange for administration, commerce and transport (EDIFACT)
— Application level syntax rules (Syntax version number: 4, Syntax release number:
1) — Part 5: Security rules for batch EDI (authenticity, integrity and non-repudiation
of origin))

NCO 9735-10:2002 DNEKTPOHHbIA 06BMEH AaHHbIMW B yrnpaB/iEHUM, TOProsse
n Ha TpaHcnopTe (EDIFACT). CuHTakcuyeckue npasuna A7 MPUKNALHOTO YPOBHSA
(Bepcua 4, pepakuyma 1). Yactb 10. CrnpaBOYHUKM CAYXEOHbIX CUHTaKCU4eCKUX
cTpyktyp (ISO 9735-10:2002, Electronic data interchange for administration,
commerce and transport (EDIFACT) — Application level syntax rules (Syntax version

number: 4, Syntax release number: 1) — Part 10: Syntax service directories)

4 TepMUHbI U onpeaeneHns

B HacTosiwem cTaHgapTe WUCNoNb3ywTcs TEPMWUHbl U onpejesieHus,

npusegeHHble B NCO 9735-1.
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5 MpaBuna MCnosb30BaHus coobuweHus AnNa  3alMWEeHHO

ayTeHTI/I(pI/IKaLIII/II/I M 3aljnueHHOro KBntTnpoBaHus

51 ®yHKuMoHasibHOe onpeaesieHne

AUTACK - 3To coobuieHne, ayTeHTMdULMpyOLLee nepefaHHble CTPYKTYpbI
nnbo obecneynBatlollee 3aWnLLEeHHOEe KBUTUPOBaHWE MPUHATLIX CTPYKTYP, OOMEHOB,

rpynn, coo6uieHnii Uam nakeTos.

CoobueHne Ana  3alWMULEHHON  ayTeHTM(UKaLUM 1 3allULLEHHOTO

KBUTUPOBaHNA MOXET MCNOJIb30BaTbCA:

a) gna ob6ecneyeHus 3alWULLEHHON ayTeHTUdUkayum, ULEeNOCTHOCTU Wn

HEOoTKa3yeMOoCTU UCTOYHMKA COOBLLEHWIA, NakeToB, rPynn Uan o6MeHOB;

b) AN 3aWMULEHHOT0 KBUTUPOBAHMA WAM ob6ecneyeHnss HeoTKa3yemocTu

npuemMa 3aluueHHbIX coobLWeHWiA, nakeToB, rpynn uim o6mMeHoB.

5.2 Cdpepbl NpUMeHeEHUS

CoobueHne ana  3alWMWEeHHON  ayTeHTUudukaumm 1 3allULLEeHHOro
kButupoBaHms (AUTACK) MOXeT UCMOoNb30BaTbCA Kak BO BHYTPEHHEN, Tak U BO
BHelwHel Toprosne. OHO pa3paboTaHO Ha OCHOBE pacnpOCTPaHEHHOW MpPakTUKU B
ynpas/ieHUW, KOMMeEpPLUN U Ha TpaHCNopTe U He 3aBUCUT OT cdepbl 6usHeca wiu

NPOMBbILLINEHHOCTHN.

5.3 lMpuHumMnol
5.3.1 O6uime nosioXxeHus

MpumeHsieMble npoueaypbl  3aWuTbl  NOAAEXaT COr/lacoBaHUO  Mexay

TOProBbIMW NapTHepamu 1 onNpeaeneHnto B cornaweHnn 06 obmeHe.

CoobueHne anA  3alWMWEeHHONW  ayTeHTUudukaumm 1 3aliULLEeHHOro
kButupoBaHna (AUTACK) no3BonsieT Mcnonb3oBaTb CNYX6bl 3aWuTbl A9 ApYrnx
cTpyktyp EDIFACT (coobuieHunii, naketos, rpynn wiv obmeHOB) n obecneumBaeT
3alwmuLeHHoe KBUTMpoOBaHMe 3alulleHHbIX CcTpykTyp EDIFACT. OHO MOXeT
npuMeHATbCA ANns  kombuHauwii  cTpyktyp EDIFACT, «koTopble Heob6xoaumo

3aWUTUTL NPU 06MEHe [aHHbIMU MeXy ABYyMsS CTOPOHaMMU.
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Cnyx6bl 3awntbl obecneumBalTCA 3@ CYET MNPUMEHEHUA MeXaHU3MOB
WngpoBaHna K COAEPXUMOMY UCXOAHbIX CcTpykTyp EDIFACT. B pesynbtate
topmupyeTca Teno coobuweHns AUTACK, AONOMIHEHHOE TakMMWU CyL,eCTBEHHbIMU
OaHHBIMW, KaK yka3aTesin Ha UCMNoJib30BaHHble MeTOoAbl WU POBaHUA, KOHTPOJIbHbIE

Homepa cTpyktyp EDIFACT v faHHble O fare N BpeMeHU NUCXOAHbIX CTPYKTYP.

B coobuweHnn AUTACK p[o0nXKHbI WUCNOAb30BaTbCA CTaHAapTHbIe rpynnbl

3arosioBka M OKOH4YaHA 3allUThbl.

CoobueHne AUTACK npMMEHUMO K OAHOMY W/IM HECKOJIbKUM COOOLLEHUAM,
naketam wau rpynnaMm M3 OOHOTO WM HECKOJIbKMX 0O6MeHOB, NMG0 K OAHOMY WU
Hecko/IbkuM ob6mMeHaM. Hanpumep, Ha pucyHke 1 nokaszaH OOMeEH, MpuM KOTOPOM
coobueHne AUTACK nepepaeTcd COBMECTHO C OAHWMM  WANW  HECKOIbKUMMU

COO0OLWEHNAMMN.

PucyHok 1 - Cxema o6MeHa, WCMO/b3YIOLWEro 3alUTy C MOMOLLbI COO06LEeHUs

AUTACK Ha ypoBHe coobLieHnii

5.3.2 Vicnonb3oBaHue AUTACK ana ayTeHTudukaunumn

5.3.2.1 O6uwme nonoxeHus

Coob6uieHne AUTACK, wucnosnblyemoe B KayecTBe coobuweHusa Aans
ayTeHTMdukaLmm, [O/MKHO MOCblIatbCa OTNpaBuUTeNIeM OLHON WAW  HECKOJIbKUX
pa3nuyHbix cTpyktyp EDIFACT nAub0o CTOPOHONR, YNOJIHOMOYEHHOW  3TUM
oTnpasuteneM. Llenb ucnonb3oBaHWs [aHHOTO COOOWEHUA - MoAAEPXKKA CIyX0
3aWunTbl, onpegeneHHblx B WCO 9735-5, T.e. ob6ecnevyeHue ayTEeHTUYHOCTH,

LLeNOCTHOCTN M HEOTKa3yemMoCTN UCTOYHMKA COOTBETCTBYLWNX CTPYKTYp EDIFACT.
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CoobuweHnune gna ayteHtudpukaunm AUTACK MoxeT 6biTb peann3oBaHo ABYMS
cnoco6amu. B nepBoM cnyyae nepefalwTCsl XELWMWPOBaAHHbIE 3HAYEHUSA TeX CTPYKTYp
EDIFACT, koTopble yka3zaHbl B AUTACK u 3awuuieHbl caMmmMm 3TUM COOOLEHMEM, a
BO BTOPOM - TO/NbKO UucpoBble noanucu cTpyktyp EDIFACT, ykasaHHbIX B
AUTACK.

5.3.2.2 AyTeHTudukaums € NOMOLLbIO XELMPOBAHHbIX 3HAYEHWI CTPYKTYp

EDIFACT

3awnwaemas cTpyktypa EDIFACT pomkHa 6bITb ykasaHa B OAHOM U3
cermeHToB USX ("ykasaTtenu sawutbl"). Ona kaxaoro cermeHta USX go/mkeH ObiTb
KaKk MMHUMYM OAWH COOTBETCTBYHLIMA cermeHT USY ("3awmuTta no ykaszatenam") c
pe3ynbTaTOM BbIMOSIHEHUA  (OYHKUUM  3alUTbl, HanpuMep, C XeWWUpOBaHHbIM

3Ha4YeHneM ykasaHHOI cTpykTypbl EDIFACT.

Moapo6Hble cBeAeHUA O BbIMOAHAEMOW (DYHKUMWU 3aLlnTbl AOMKHbI BXOAUTb B
rpynny 3aronoska 3awutbl AUTACK. CermeHTbl USY u USH pgna ykasaHHO! B
coobuweHun cTpykTypbl EDIFACT fo/mkHbl 6bITb CBA3aHbl MOCPEACTBOM UMEKLLNXCA

B HUX 3/1IEMEHTOB AaHHbIX KOHTPOJ/IbHbIX HOMEPOB 3allNThbl.

Bcsa wuHdopmauns, nepepaBaemass B coobuieHun AUTACK, ponxkHa ObiTb

3alimuieHa no KpaliHeii Mmepe OA4HOW Napoii rpynn 3aro/sloBKa U OKOHYaHUS 3aluThbl.

MpunmeyvyaHne - CermeHT USX ucnonb3yetca B AUTACK ana ykasaHus Ha O4HO wau
HECKO/IbKO coo6ueHnli, nakeToB WX TPynn B O4HOM W/IM HECKOJSIbKMX 06MeHax nnMbo Ana ykasaHus
Ha Becb 06MeH. [na kaxpaoro cermeHTa USX B cooTBeTCTBYHOUWMA cermeHT USY BxoauT pesynbtaT
npMMeHeHnsa K ykasaHHoW cTpykType EDIFACT MeTo4OB XewWwuWpoOBaHWA, ayTeHTudukauum unm

obecneyeHns HeoTKasyemMoCTH.

5.3.2.3 AyTeHTudumkayumsa C MNOMOLWbIO UUAPOBLIX NOANUCEN CTPYKTYp
EDIFACT

3awunwaemas cTpyktypa EDIFACT posmkHa OblTb ykaszaHa B OfHOM U3
cermeHToB USX ("ykasaTtenu sawutbl"). Ana kaxaoro cermeHta USX go/mkeH 6bITb
KaKk MMHUMYM OAWH COOTBETCTBYHLWMIA cermeHT USY ("3awmTta no ykaszatensam") c
UMpoBOA NOANUCBLID YyKa3laHHOI CTpykTypbl EDIFACT. lMoapo6Hble CBeAeHust O

BbINMOMHAEMOWN (PYHKUMM 3alUUTbl AOMKHbI BXOAUTb B TPYNMy 3arosioBka 3aluThbl

6
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AUTACK. Tak kak ogHa cTpyktypa EDIFACT moxeT 6biTb 3aljuueHa HEeCKOJ/1bKO
pas, COOTBETCTBYHOLWME cermeHTbl USV 1 rpynnbl 3aronoBka 3awuTbl 4O/KHbI 6bITb
CcBfA3aHbl NOCPEeACTBOM MMEKLWNUXCA B HUX 3NEMEHTOB [aHHbIX KOHTPOJ/IbHbIX

HOMEPOB 3allWNThI.

Ecnn B coobuweHun AUTACK copgepxutcsa uudpoBass nognucb ykKasaHHOWN
cTpykTypbl EDIFACT (a He npOCTO XelWpoBaHHOE 3HaA4YeHWe), To ANA camMoro

coobweHna AUTACK 3awmTta He TpebyeTcs.

5.3.3 Mcnonb3oBaHne AUTACK ana KBntnpoBaHus

Coobuwenne AUTACK, wucnonb3dyemoe B KayecTBe COO6WeHus Aans
KBUTMPOBAHMWSA, AO/DKHO NOCLIIATLCA MnosyvyaTtesnieM OAHOW WM HEeCKONIbKUX paHee
NPUHATBIX 3alnLLeHHbIX cTpykTyp EDIFACT nu60 CTOPOHONM, YNOMHOMOYEHHO 3TUM
nonyyatenem. Lenbio asnaertca nogfepxka NOATBEPXAEHUA MpuemMa, MNpPOBEPKU
LEe/IOCTHOCTM COLEPXUMOro, obecrneyeHnss NosIHOTbl MPUHATON WHOpMauun wu/mnm

HeoTKasyemMoCTu npuema cooTBeTCcTBYyOWUX CTPYKTYyp EDIFACT.

®YHKUMA KBUTUPOBAHUA [0/DKHA WMCMOMNb30BATLCA TOJILKO AN1A 3alULLLEeHHbIX
cTpyktyp EDIFACT. 3awuuweHHasa cTpyktypa EDIFACT ponxkHa O6bITb ykasaHa B
ogHom wu3 cermeHToB USX ("ykaszatenu 3awmtbl"). Ona kaxporo cermeHta USX
JOMKeH OblTb Kak MWUHUMYM OAWH COOTBETCTBYWOLUWMI cermeHT USY ("sawmTta no
ykaszaTtensam") ¢ XewupoBaHHbIM 3Ha4YeHueM wnan UMpPOBOA NOAMUCHIO YKa3aHHOW
cTpykTypbl EDIFACT. CermeHT USY pgoskeH 6biTb CBfi3aH C rpynnoi 3arosioBka
3auWnTbl ykasaHHoi cTpykTypbl EDIFACT wnu ¢ rpynnoin 3arosioBka 3alliuThbl
coobweHns AUTACK, «KoTopoe ob6ecneunBaeT 3aluTy 3TOW  CTPYKTYPHI,
nocpeAcTBOM 3/ieMeHTa [aHHbIX KOHTPO/IbHOTO HOMepa 3awuTbl. B 3aronoske
3aWmThl yKaszaHHoOW cTpykTypbl EDIFACT copgepxaTtca nofpobHble cBefeHus o
YHKUMN  3aLLUTbl, BbINOSIHEHHON OTNpaBUTENEM WCXOA4HOro coobuweHns ans

yKa3aHHOW cTpykTypbl EDIFACT.

B «koHue cosgaHua coobuweHna AUTACK ana  KBUTMPOBaAHUS  BCA
nepegasaemass B HeM WHdopmauuMs Aos/DkHa ObiTb 3alluueHa No KpainHeh mepe

0[HOW NapoW rpynn 3arofoBKa M OKOHYaHUS 3aLUThbI.
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Coob6uweHne AUTACK MOXeT Takke WCNoAb3oBaTbCs ANs OTKasa oT
KBUTUPOBaHNA B C/iy4yae BblIABJ/IEHUA I'Ip06f|eM npun npoBepke pes3ysibTatoB 3alunThl.

MpumeuvaHune - 3awuleHHOE KBUTUPOBAHWE VMEET CMbIC/T TOJMIbKO AN 3aljULieHHbIX
cTpyktyp EDIFACT. 3awmuta ctpyktyp EDIFACT ocyuecTBnseTca € uUcnonb3oBaHuem nn6o

WHTErpupoBaHHbIX CEerMeHToB 3awuTbl (cM. WNCO 9735-5), nub60 MexaHM3MOB ayTeHTudukauunun

AUTACK.

B coobuweHnn AUTACK, ucnosnb3yemMoM A1 KBUTUPOBaHMSA, BO m3bexaHue
3auuKIMBaHus, He AO/MKHO ObITb TpebGOBaHUA BO3BpaTa €ro nojaydvaresiem Apyroro

coobuweHna AUTACK ona KBuTupoBaHus.

5.4 OnpegeneHue coobueHuns
5.4.1 lMosicHeHne dhopmMaTa cerMmeHTa AaHHbIX
0010 UNH, 3aroni0BokK coobueHns

Cnyxe6Hblii CerMeHT B Hauane coobLeHuns, O[IHO3HAYHO

MAEHTUOULUPYIOLWNIA 3TO coobLleHne.

Kog Tvna coobuweHns gnsa 3alueHHOW ayTeHTUgukaummm 3awunuieHHoro
KkBuTuposaHuna - AUTACK.

Onsa ykaszaHua HasHadeHuss coobuweHns AUTACK, T.e. ayTeHTudukauuu,
KBUTUPOBAHUA WKW OTKasa OT KBUTMPOBAHWUSA, UCMNOJb3YETCA 3NEMEHT AaHHbIX

C naeHTudukaTtopom QyHKLMOHANBHOIO NoATMNA AAHHOMO CoobLLeHNS.

Coo6leHna  ANns  3alWMUIEHHONW  ayTEeHTU(UKALMM U 3aLMLLEHHOTO
KBUTVPOBAHUS, COOTBETCTBYIOLINE AAHHOMY CTaHAApPTy, AO/KHbI COAepXaTb

crnefywuime gaHHble B COCTaBHOM 3fieMeHTe gaHHbiXx S009 cermeHTta UNH:

ONIeMeHT AaHHbIX 0065 AUTACK
0052 4
0054 1
0051 UN

0020 Ipynna cermeHTOoB 1: USH-USA-SG2 (rpynna 3arosioBka 3awuTbl)
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JTa rpynna CcerMeHTOB oOnpegensier MCnofib3yemble CAyXG6Yy U MexaHW3Mbl
3aWuThl ¥ COAEPXUT AaHHble, HE0GX0AMMbIE /1T MPOBEPOYHbLIX pacyeToB (Nno

NCO 9735-5).

B paHHOl rpynne cermMeHTOB onpegensercsa cnyxba 3awutbl U anroputm
(anroputmbl), NnpumeHsemble ana coobueHns AUTACK nnn gna ykaszaHHOW B

Hem cTpyKTypbl EDIFACT.

Kaxkpgas rpynna 3arojioBgka 3alunTbl AOOJIXXKHa ObITb npmedasaHa K rpynne
OKOH4YaHNA 3auunTbl, a B HEKOTOPbIX C/iydadax MOXeT ObITb npuedasaHa

[OMOJTHUTENBLHO N K cermeHTam USY.

USH, 3aro/sioBoK 3awWuThbl

JaHHbIi  cermeHT onpegensetr cnyx6y 3auuTbl, UCNOMb3yeMyl Ans
cooblleHna/nakeTa, B KOTOpble OH BXOAWUT, NGO ANS yKa3aHHOW CTPYKTYpbl

EDIFACT (cornacHo CO 9735-5).

DNeMeHT [AaHHbIX CNYyX6bl 3alUTbl AO/HKEH onpeaensaTb (PYHKUMIO 3alliuThb

ansa coo6weHna AUTACK mnnm ans ykasaHHol cTpykTypbl EDIFACT:

- CNyx6bl 3aluTbl, obecneynBawlime ayTeHTUUKALUID UCTOYHUKA W
HEOTKa3yeMOoCTb MCTOYHMKA COOOLLEHMSA, MOTYT WCMNO/b30BaTbCA TOJIbKO

ana camoro coobuieHns AUTACK;

- CNyx6bl 3awmuTbl, obecneumBarliMe LENOCTHOCTb CTpyKTypbl EDIFACT,
ykaszaHHOW B coobuweHun AUTACK, ayTeHTMUKaumi WNCTOUYHUKA W
HEOTKasyeMoCTb WCTOYHMKA ITON CTPYKTYPbl, OO/DKHbI MCNOMb30BaTbCA
TONbKO oOTnpasuteniem Ana 3awuntel cTpyktyp EDIFACT, ykasaHHbIX B

coobuweHun AUTACK;

- cnyx6bl 3awWuThl, o6ecneuyvBawoline ayTeHTUdUKaLMIO nosydaTens wu
HeoTKa3yeMoCTb MpueMa, [A0/DKHbl MCMO0/b30BaThbCSA TOMLKO MosyyaTenem

3awmueHHbIX cTpyktyp EDIFACT gnsa 3awuu,eHHOro KBUTMpoBaHus.
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0040

0050

0060

0070

0080

JomkHa  6bITb  3agaHa 06/1acTb  MPUMEHEHUA  CAYXObI 3allnUThI
cornacHo MCO 9735-5. B coobuweHun AUTACK BO3MOXHbI 4eTbipe obnacTu

npUMeHeHnUsa cnyx6bl 3aluThl:
- nepsble gBe onpegeneHsl B pasgene 5 NCO 9735-5:2002;

- TpeTbA BKAWYaeT BC CTpykTtypy EDIFACT mexay nepBbiM CUMBOJIOM
coobuieHns, naketa, rpynnbl unm ob6bmeHa (6yksoit "U") M nocnegHum

CYMBOJIOM COOTBETCTBYIOLLEW CTPYKTYPbI, BKNHOUNTESBHO;

- YyetBepTad obnacTb onpepgendeTcAa nonb3oBaTesieM B COOTBETCTBUU C

cornaweHnem mMmexay otnpasuTesieM U nonydyatenem.

USA, ANroputm sawmntbl

lEl,aHHI::II\/‘I CermMmeHT onpepgendetr aJirOpUTM 3allnuTbl U TEXHUYECKME aCMEKThI
MCNOMMb30BaHUA 3TOrN0 asjsaroputMma un CcooepXxuT H606X0,EI.I/IMbIe TeXHNn4Yeckne

napameTpsbl (cornacHo NCO 9735-5).

pynna cermeHToB 2: USC-USA-USR (rpynna ceptudukara)

JaHHas rpynna CermMeHTOB COAEPXUT BCe [aHHble, Heob6xoAumble ANs
NPOBEPKN Pe3y/bTaToB NMPUMEHEHNS METOM0B 3aluTbl K CO06LEHMIO/NaKeTy,

€CNIN UCNOMb3YHTCSA aCUMMETPUUHbIE anroputmel (cornacHo MCO 9735-5).
USC, cepTudmnkar

B 9TOT CcerMeHT BXOAST PerucTpauuoHHble AaHHble (YA0CTOBEpeHue)
Bnafesnbla cepTugukaTa u gaHHble 06 opraHe cepTUdMKaLum, KOTOPbIM Gbin

BblgaH cepTtudukat (cornacHo MCO 9735-5).

USA, aniropntm 3awmnTbl

,ﬂ,aHHbIVI CermMeHT onpepensdeTt ajiroputM 3alnTbl N TeXHUWYECKMEe acCnekTbl
Mcnonb3oBaHUA 3TOro anroputMa m CoOepXuT HGOﬁXO,EI.I/IMbIe TeXHn4yeckmne

napameTpbl (cornacHo NCO 9735-5).

USR, pe3ynbTart 3almnThbl
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0100

0110

FOCT P NCO 9735-6 - 2012

B 3TOM CcermMeHTe COAEPXMUTCA pe3ynbTaT BbINOMHEHUS (YHKUWI 3awuThl,

NPUMEHEHHbIX OpraHomMm cepTudukaumm kK ceptucpukarty (cornacHo MCO 9735-

5).
USB, ngeHtnumnkayma samieHHblX JaHHbIX

OTOT CerMeHT COAepXUT UAEHTU(PUKALNOHHbIE [AaHHble OTnNpaBUTENd U
nonyyartens obmeHa, OTMeTKy BpeMeHu ana 3sawmtbl AUTACK wu
obsA3aTenbLHOE ykaszaHue Ha 10, TpebyeTcs Nu 3alueHHoe KBUTMpoBaHue ot
nony4dyatensa coobueHms AUTACK. Ecnm oHo TpebyeTcs, TO oTnpaBuTeNb
6ypetr oxupgatb OTBeTHoe coobuweHune kButupoBauma AUTACK ot

nosny4yartens.

[aHHble 06 oTnpaBuTene u nonydarene obmeHa, ykasbiBaemble B USB,
OOJ/DKHBI OTHOCUTLCA K OTNPaBUTENI0 U NoJsiyyaTtento B TOM ceaHce obmeHa, B

koTopom ucnonb3yetca AUTACK, c uenbio 3awutbl gaHHO nHopmalmu.

Mpynna cermeHToB 3: USX-USY

[aHHas rpynna CerMeHTOB WCMNOMb3yeTcs ANsA WAEHTU(UKALUN CTOPOHBI
o6MeHa B Mnpoueaype 3aWuTbl WM ANs NpefocTaBneHns uHdopmauuu o

3aluTe ykasaHHol cTpykTypbl EDIFACT.

USX, ykasartenu 3awuTbl

B naHHOM CcerMeHTe cofepxaTcs ykasaTefny Ha CTOPOHY, BOBJIEYEHHYI B

npoueaypy 3aluThI.

CocTaBHOl 31€eMeHT OaHHbIX AOaTbl U BPEMEHWM 3allUTbl MOXET cogepxXaTb

[aHHble 0 AaTte M BpeMeHU hopMUpoBaHnNS yKkaszaHHOM cTpykTypbl EDIFACT.

Ecnn npucytcteyet anemeHT 0020, HO He nNPUCYTCTBYET HW OAUH U3
anemeHToB 0048, 0062 1 0800, TO ykasaTesib OTHOCUTCS KO BCEN CTPyKType

obmeHa.

Ecnu npucytcTteytoT asieMeHTbl 0020 n 0048, HO He NPUCYTCTBYIOT 3/IEMEHTHI

0062 n 0800, To ykasaTtesnib OTHOCUTCA K rpynne.
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0120

0130

USY, 3awmnTra no ykasarenam

[aHHbIA CerMeHT COAEpPXUT 3/1IEMEHT CBA3M C IPynnoli 3aronoBka 3aliuTbl U
pe3ynbTaT NpPUMEHEHUS CAYX6 3alWuTbl ANA yKa3aHHON cTpykTypbl EDIFACT,

Kak NpeaycCMOTPEHO B 3TOl CBA3a@HHOW rpynne 3aro/ioBKa 3aluThl.

Ecnn Heckonbko cTpyktyp EDIFACT 3awuuieHbl OAHOW M TOW e cryx6oi
3aWunTbl C OA4MHAKOBbIMKW NapaMeTpaMu 3aliuTbl, TO COOTBETCTBYHLUIME UM
cermeHTbl USY MOXHO cBfi3aTb C OAHOW rpynmnoi 3arofioBka 3awuTtbl. B aToM
cNlyyae 3HavyeHue 371eMeHTa CBA3M Mexay [Fpynnoi 3aronoBka 3aluTbl U

pasHbiMu cermeHTamu USY 6yaeT ofHUM M TEM Xe.

Ecnm AUTACK wucnosnb3yetca [nda KBUTUpPOBaHWA, TO COOTBeETCTByloUlad
rpynna 3arosoBka 3awuTbl 4OMKHA 6biTb Fpynnoli 3aronoBka NMb6o0 ykasaHHOA
cTpyktypbl EDIFACT, nn6o coobuweHuns AUTACK, KoTOpoe chayxuT pans

3alunTobl I'IOCI'IG,EI.HGVI, NCNnonb3yA ayTeHTI/I(pI/IKaLI,VIIO.

3HayeHue aniemeHTa paHHbix 0534 B cermeHte USY [O/MKHO coBnagartb CO
3HayeHneM TOro e 93/ieMeHTa B COOTBETCTBYHOLWEM cermeHte USH,

npuHagnexaliero:

- Tekywemy coobuieHnto AUTACK, ecnim OHO CNyXWUT AN ayTeHTudmkauum
(c nomowbilo cnyx6 3awuTbl, ob6ecneuymBalWUX ayTeHTUdUKauuo
MUCTOYHMKA YyKaszaHHOW cTpykTypbl EDIFACT, UenocTHOCTb [fAaHHOoiA
CTPYKTYpbl  WAW  HEOTKA3yeMOCTb WCTOYHMKA YyKa3aHHOl  CTPYKTypbl

EDIFACT), nu6éo

- camoi ykasaHHOW cTpyktype EDIFACT wmm coobweHutwo AUTACK c
dbyHKUMEeNn ayTeHTUUKauum aToil CTPYKTYpbl, €CAM UCNOMb3yeTcs (OYHKLUUSA
KBUTMpOBaHMA  (C  nomMoublo  cayx6  3awuTbl, obecneymBarLimMx

HEOTKa3yeMOCTb npunema uin ayTeHTI/ICbI/IKaLI.I/HO nonyanenﬂ).

Mpynna cermeHTOB 4: UST-USR (rpynna okoH4YaHua 3aluThbl)

[JaHHasa rpynna CermMeHTOB COAEPXWUT CBA3b C FPynnoii CerMeHTOB 3arosioBka
3alnTbl 1N pesynbTaT BbINOMHEHMUS (PYHKUMIA 3alWnTbl ANa coobueHus/naketa

(cornacHo NCO 9735-5).
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CermeHT USR MoOXeT ObiTb WCK/IOYEH, €CMX Trpynna OKOHYaHUs 3awuTbl
CBsA3aHa C rpynnoii 3arofioBka 3awnTbl, OTHOCALLErOCSA K YKa3aHHOW CTPYKType
EDIFACT. B 3TOM cnyyae CcOOTBETCTBYyHWLWMNEe pe3ynbTaTbl BbIMNO/HEHUA
PYHKUMA 3aluunTbl A0/MKHbI 6bITb B cermeHTax USV, KoTopbie CBA3aHbl C

Heob6X0AUMOW rpynnoit 3aronoBKa 3aluThl.

UST, oKOHYaHue 3aLlunTbl

,ﬂ,aHHblﬁ CcermMeHT YycCTaHaB/MBaeT CBA3b MexXxay rpynnamn CerMeHToB
3arosioBka 3awWWUTbl M OKOHYaHUA 3awnutbl. B HemM npuBOogUTCA KOJIMYECTBO

CEerMeHTOB 3allnTbl, cofepxalmxca B aTux rpynnax (cornacHo NCO 9735-5).

USR, pesynbTar 3almnThbl

B aTomM cermeHTe npuBoaMTCS pe3ynbTaT BbINOMHEHUA YHKUWIA 3aWmnThl,
yKasaHHbIX B CBSI3aHHOW rpynne 3arosioBka 3awuTbl, AA8 coobuweHuns/naketa
(cornacHo MUICO 9735-5). PesynbTarT 3awuTbl B 3TOM CerMeHTe [0JDKeH

NPUMeHATbLCA K caMoMy coobweHuto AUTACK.

UNT, oKOH4YaHUe coobuleHnsa

370 cnyxebHblii CerMeHT, 3aBepluallL it coobLleHre 1 coaepXallnii nosHoe

YNCNO CermeHToB " KOHTpOfIbeII7I CI'IpB.BOHHbIVI HOMEP COO6LLI,EHI/IFI.
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5.4.2 CTpykTypa coobuieHuns

Tabnuua 1- Tabnuua cermeHToB

POS TAG Name S R Notes
0010 UNH 3aronoBoK CO06lEeHUA Mmoo 1
0020 ipyuria CermeHToB 1 929
0030 USH 3arosioBoK 3auwmuThbl Moo 1
0040 USA ANropuTmM 3aWuThl c 3
0050 Ipynna cerMeHToB z ) 1
0060 use CepTudukart M1 1
0070 USA ANropuyTM 3aWuThl c 3 1
0080 USR Pe3ynbTat 3auwnThl C 1 - -+ +
0090 USB MoeHTuprkauma 3awmeHHsIX gaHHbix M 1
0100 Ipyvna cermeHTOoB 23 8888
OHO USX Ykazarenu 3awuTsl M1 1
0120 usy 3awmMTa no ykasaTtesnav M9 -——
0130 1 pynun CerMeHToB 88 !
0140 UST OKOH4YaHne 3awWmuThbl Mool 1
0150 USR PesynbTat 3awnthl C 1 - -+
0160 UNT OKOHYaHue cooobLeHns M1
O603Ha4veHVe
POS - NOPSAKOBbIA HOMEP NO3ULMW CETMeHTa WAN TPYNMNbl CETMEHTOB B COOGLLEHNUN

(c warom 10 ANnA BO3MOXHOCTU KOPPEKTUPOBOK CTPYKTYpPbl cOO6LWEeHNs B byayLliem);
tag - Ter CerMmeHTa;
Name - HaMMeHOBaHUe:
S - cTaTyc cerMeHTa (Unu rpynnbl cCerMeHToB). M - 0653aTenbHbIn. C - YCNOBHbIN;
R - MakcumManbHO€ 4uncno BXO)K,CI,EHVIVI CerMeHTa unun rpynnbl CErMeHTOB;
N otes- npumeydaHus

MpumevaHune -

14

B Teno coobweHnas AUTACK Bxoaut cermeHT USB u rpynna cermeHToB 3.
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MpunoxeHue A

(cnpaBo4HOE)

Mpumepbl coobuweHnn AUTACK

Al BsepgeHune

B HacTtoAdAweM nNpunoXeHnn npueegeHbl Tpu npumepa, WITKOCTpuUupyrwumne

pasfnmyHblie cnocobbl NpuMeHeHusa coobuweHna AUTACK.

B nepsom npumepe nokasaHo, Kak coobuweHne AUTACK wucnonbsyetca gns
3alinTel paHee MOCMAHHOTO COO6OLWEHNA C Lefblo obecneyeHns HeoTKasyemocTu

nuctoyHuka. Mpun atom TpebyeTca coobweHne AUTACK ana KBUTUPOBaHMUS.

Bo BTOpOM npumepe onuncaHo, kak coobueHne AUTACK mMoxeT 3awutnTb gsa
coO6LWEeHNA pasHbIMU  CAYX6aMU 3aluTbl: HEOoTKasyeMOCTb WCTOYHUKA NepBoro

COO0OLEeHNs N ayTeEHTUGNKALMIO UCTOYHNKA BTOPOro COOBLLEHMS.

B TpeTbeM npumepe UANKCTPUPYeETCA Mcnonb3oBaHue coobuweHns AUTACK
AN 3allULEHHOr0 KBUTMpPOBaHUsA: npuBeaeHo coobuieHne AUTACK ans

KBUTUPOBaHWSA, 3anpoLleHHoro coobueHmem AUTACK B nepBom npumepe.

A.2 TMMpumep 1. Cnyx6a HeOTKa3yeMOCTU UCTOYHMKA, NpeaocTaBisiemas

coobueHmnem AUTACK

A.2.1 OnncaHmne cutyayunmn

BaHky A Heo6xoguma cnyx6a 3alinTbl «HEOTKA3yeMOCTb WCTOYHUKa» ANS
nnatexHblx nopydyeHuii  KomnaHum A, opraHusyemass r-Hom CMUTOM npu

NpeBbILWEeHUN onpefesieHHoW CyMMbl nnaTexa.

B cornaweHnn o6 obmMeHe Mexay CTOpoHamu YCTaHOBJ/IEHO, YTO Tpebyemas
BaHkom A cnyx6a HeoTKasyeMOCTW MWCTOYHMKA [OOJ/IKHA BbINOMHATLCA ANA 3TUX
nnaTtexHbiX NOpyYeHuii r-Hom CmuTtom M3 KomnaHum A € UCNOSib30BaHMEM OfHOW

UM poBOA NOANMCH.
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Mo cornacu 06enx CTOpPOH ANs opMMpoBaHUA 3Toi UMEpPOBOIN MoanNucK
ucnonb3dyetca anropu™ RSA ¢ 512-6MTOBbIM  KAHOYOM  (ACMMMETPUYHbIiA
anropuTM), KOTOPbIA MNPUMEHSAETCA K 3HAYEeHUI0 XeLw-(PYHKUUKU, MNONYYEHHOMY C

nomotllblo anroputma MDS.

CepTucpmkat, yA0CTOBEPSIOLINIA OTKPbLITHIV K04 I-Ha CMUTa, BbligaH OopraHom,

KOTOPOMY A0BEepPsIt0oT 06€ CTOPOHbLI, - IMUTEHTOM cepTudmnKara.

Tak Kak undppoBas noanucb nnatexHoro nopyyvyeHus PAYORD BkiwvaeTcs B
coobueHne AUTACK, T0 camo coobuweHne AUTACK HeT HeobxoanmMocTu

noanncobiBaTb.

Coob6uweHne PAYORD, 3aumuieHHoe coobuweHnem AUTACK, 6b1s10 TpeTbUM
coobuieHMem B nepBom ob6bmeHe, nepefaHHoM r-Hom CmutoM BaHky A. OHO 6bI10

co3gaHo B 10:00:00, paTta ero cosgaHusa - 1996.01.15.

Camo coobueHne AUTACK 6bi10 NATbIM cOOOLLEHMEM B OOMEHe U 6bl10

co3gaHo B 10:05:32, pata ero cosgaHusa - 1996.01.15.
PaccmaTtpusatTca criefyouime cerMeHTbl 3almThl:

USH pans ykaszaHua cnyxobl 3awuTbl, NPpUMEHsieMOi A8 coobuieHns

PAYORD;
- USC-USA-USA-USA-USR - cepTucukat r-Ha CmuTa,;
- USB;
USX-USY ¢ ykasatensamu 3awutbl U pesynbTatamu 3awutbl (1
coobuweHus PAYORD);

- UST 6e3 USR, co ccbisikon Ha USH.

A.2.2 35ieMeHTbl 3alunTbl
3AIr0J/IOBOK 3AWNTDBI
CNY>XXBA 3AWLVTbI, KOOMPOBAHHAA HeoTka3yemMoCTb MCTOYHMKA

KOHTPO/IbHbIN HOMEP 3ALLTHI KOHTPO/IbHbIE HOMEpP AaHHOrO 3aro/ioBka
3auwmTbl:l

TWMN OTBETA TpebyeTca kKBUTUpPOBaHue:1

SYHKUMA dNNBbTPALNN Bce ABOUYHbIE 3HAaYeHUs (Mognucun)
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KOAMNPOBAHUME MCXOAHOIO
HABOPA 3HAKOB

CEPTUD®UNKAT
YUETHbI/I HOMEP CEPTU®UKATA

MOEHTNOUKALIMOHHBIE
QNIEMEHTbI 3AWLNTHI

KBanmgomkaTop CTOPOHbLI 06ecneyeHus

3aLLMThI

MAEHTNOUKALUVNOHHBIE
QNIEMEHTbI 3AWLUTHI

KBasimgmkaTop CTOPOHbI 3aLLMThI

ma knrova

BEPCUA CNHTAKCUCA
CEPTU®UKATA

OYHKUNA dUNNBTPALINA

KOAMNPOBAHUME NCXOAHOIO
HABOPA 3HAKOB

CNYXXEBHbI 3HAK 415 NOAMUCK
Keanudpmkatop cnyxe6HOro 3Haka ay/s

noanmcu

Cnyxe6HbIli 3HaK 4s1s noAanucu

FOCT P NCO 9735-6 - 2012

hnNbTPYOTCS C NCNONb30BAHNEM
LecTHaaUaTepuyHoro mnbTpa

Coo6LLeHNe 6bIN0 3aKOAUPOBAHO C MOMOLLIO
Habopa 8-6uToBbIX 3HakoB ASCII npu reHepaumm
ero noanvcu

CepTtudomkar r-Ha Cmuta

Homep cepTudukaTta, HazHauYeHHbI opraHoMm
AUTHORITY: 00000001.

Bnageney ceptudivkata (r-H CMut u3 KomnaHum A)

SOMUTEHT cepTudmkaTa (HaMmeHoBaHne opraHa,
KOTOpbIli reHepupoBasn cepTudmnkaTt r-Ha Cmuta:
AUTHORITY)

OTKpbITbIV K04 AUTHORITY, koTOpbI
NCnosb30BasICs /18 reHepaumn ceptTugmkara
r-Ha Cmuta: PK1

Bepcus ceptudpmkara no cnpaBovHUKY
cnyxe6Hbix cermeHToB UN/EDIFACT

Bce ABOUYHbIE 3HAYEHUA (KU U LMdpPOoBbIe
noanucu) dnnbTPYHTCA C MOMOLLIbHO
LWecTHaauaTrepuyHoro unsTpa
YpoctoBepeHue ceptudmkara 6b110
3aKoMpoBaHO C MOMOLLBI Habopa 8-6MUTOBbIX
3HakoB ASCII npu reHepaumm cepTugukaTa
CnyxebHblli 3HaK, NCMONb30BaBLUNIACS MPK
co3gaHuun nognucu

CnyxebHblli 3HaK - TepMMHATOP CEermeHTa

3HayeHue “ *" (anoctpod)
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CNY>XEBHbI 3HAK AN NOANNCH

KBanugpukaTop cnyxe6HOro 3Haka 4jis

noanucy
Cnye6Hblil 3HaK A1 NOANMUCH

CNYXXEBHbIV 3HAK /151 MOAMNUCY

KBanudpmkaTop cnyxe6HOro 3Haka A/

noanmecu
Cnyxe6Hblii 3HaK AN nognucu

CNY>XEBHbI/ 3HAK AN NoAnMcu

KBanudomkatop cnyxebHoro 3Haka ans

nognucu
Cnyxe6HbIli 3HaK Ans nognmcu

CNY>XEBHbI 3HAK AN NOANUCU

Keanudpmkatop cnyxe6HOro 3Haka ayis

noanucy
Cnye6Hblil 3HaK A1 NOANMUCH
OATA V1 BPEMA 3AWNTBI

[JaTa n Bpemsa

OATA N BPEMA 3AWNTBI

Jata v Bpems

OATA N BPEMA SAWNTbI

Jata n Bpems

CnyxebHblli 3HaK, UCMONb30BaBLUMICA NpK
co3ZaHun nognucu

CnyxebHblli 3HaK - pasfenutesib 3/1EMEHTOB
[OaHHbIX

3HaueHue " + " (3Hak "nmoc'")

CnyxebHbIli 3HaK, UCMOb30BaBLUMIACA NpK
co3faHnn nognmcu

Cnyxe6Hblli 3HaK - pasfennTesib KOMIOHEHTHbIX

3J/IEMEHTOB AaHHbIX

3HadeHue ": " (aBoeToumne)
Cnyxe6Hblli 3HaK, NCMO/b30BaBLUMIACA NP
co3gaHuun nognucu

Cnyxe6Hblli 3HaK - pasgenuTenb NOBTOPOB

3HaueHne (3BE3404KA)

CnyxebHblli 3HaK, NCMOMb30BaBLUNIACS MPU
CO34aHuM NoAmmcK

CnyxebHblli 3HaK - 3HaK 0CBOOOXAEHNSA

3HaueHve " ? " (BOMPOCUTE/IbHbIN 3HAK)
Bpemsi reHepauumn ceptuchmkara
CepTuchmkaT r-Ha CmuTa 6bl/1 CreHepupoBaH
9312151>8 14:12:00

Hauano cpoka geiictems ceptudimkaTa
Cpok geicTeua ceptudmkara r-Ha Cmuta
HaunHaeTca ¢: 1996 01 01 0000002
OkoH4YaHWe cpoka AeicTBus cepTudimkata

Cpok geicteus ceptudmkara r-Ha Cmurta
3akaHumBaeTca: 1996 12 31 23595931

'>[peAcTaBneHne faTbl COOTBETCTBYET OPUTMHATY.
SlMpefcTaBneHne Aatbl U BPeMEHV COOTBETCTBYET OpPUTMHAJTY.
* MpeAcTaBneHne faThbl U BpEMEeHU COOTBETCTBYeT opuriHany.
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ANTOPUTM 3ALLNTHI

ANTOPUTM 3AWLNTDI

O6nacTb NPUMEHeHUsT anropuTMa
KpunTorpadouyeckuii pexum
Anroputm

MAPAMETP ATOPUTMA

KeanndukaTop napameTpa ajroputva

3HaueHne napameTpa asiropuTMa
MAPAMETP AITOPNTMA

KBanmdoukaTop napameTpa aaroputma

3HaueHWe napameTpa anroputma
NMAPAMETP AITOPUTMA

KBanmdhmkaTop napameTpa anroputva

3HaueHne napameTpa asiropuTMa

ANTOPUTM 3ALLNTHI
AJTTOPUTM 3AWLNTBI

O6nacTb NPUMEHEHWS anropuTMa

KpunTorpadouueckuii pexm

Anroputm

MOCT P NCO 9735-6 - 2012

ACI/IMMETpI/I‘-IHbIVI aJ/TTOpUTM, ncnosib3oBaBLUMIACS I-

HOM CMUTOM A/1s1 MOANUCH

Vicnonb3yeTtca anropntM nognucu Bnagensua
Hu oguH peXxum B JaHHOM c/iydyae He NPUMEHUM

RSA, acMMETPUYHbIV anroputm

OnpegensieT 3T0T NapaMeTp B KAUeCTBE OTKPbITOl
3KCMOHEHTbI 71 NMOATBEPXAEHUA NMOASIMHHOCTY

noanmcu

OTKpbITbIV KU T-Ha CvuTa

OnpegfensieT 3T0T napaMeTp B Ka4eCTBE MOAy s
[N NOATBEPXAEHWS! NOA/IMHHOCTUA MOAMNMCH

Mogaynb r-Ha CmuTa

OnpegensieT aToT NapaMeTp B KAYECTBE A4/IUHbI

mMoayns r-Ha Cmuta (B butax)
OnvHa moaynsa r-Ha Cmuta 512 6ut

Xew-goyHKums, ucnonsdyemas AUTHORITY ans

reHepauum ceptudgmkara r-Ha Cmura

Wcnonb3yeTtca anroputm XelwmpoBaHusa nsgarens
Xew-goyHKums, npumeHsemasa B MICO 10118-2.
[ns nonyyenns xew-koga ABOWHOW AnvHbI (128
6YT) NpUMeHAnach xew-gyHKLUUA ¢
MCMOoJ/Ib30BaHNEM asIropuTMa WnpoBaHms M-

OGUTOBbIX 6/TIOKOB; 3HAYEHMS MHULMANN3aLIMN:
A » 01234567 B = 89ABCDEF
C = FEDCBA98 D = 76543210
Bbi6paH anroputm MD5 ans cokpalleHuns

Co06LLEHW
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ANTOPUTM 3ALLNTHI

ANTOPUTM 3AWLNTDI

O6nacTb NPUMEHeHUsT anropuTMa
KpunTorpadouyeckuii pexum
Anroputm

NMAPAMETP ANTTOPUTMA

KeanndukaTop napameTpa ajroputva

3HaueHne napameTpa asiropuTMa
MAPAMETP AITOPNTMA

KBanmdoukaTop napameTpa aaroputma

3HaueHWe napameTpa anroputma
NMAPAMETP AITOPUTMA

KBanmdhmkaTop napameTpa anroputva

3HaueHne napameTpa asiropuTMa

PE3Y/NbTAT 3AWNTHI
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ACYMMETPUYHBI/ a/TTOPUTM, MCNO/Ib30BaBLUNACS
AUTHORITY pns nognvcu

Vcnonb3syeTtca anropnutM noanucu usgarens
Hu oguH peXxum B JaHHOM c/iydyae He NPUMEHUM

RSA, acMMETPUYHbIV anroputm

OnpegensieT 3T0T NapaMeTp B KAUeCTBE OTKPbITOl
3KCMOHEHTbI 71 NMOATBEPXAEHUA NMOASIMHHOCTY

noanmcu

OTkpbITbIV KItO4 AUTHORITY

OnpegfensieT 3T0T napaMeTp B Ka4eCTBE MOAy s
[N NOATBEPXAEHWS! NOA/IMHHOCTUA MOAMNMCH

Moaynb AUTHORITY

OnpepensieT aTOT napameTp B Ka4eCcTBe A/HbI
moayns AUTHORITY (B 6utax)

OnvHa moagyna AUTHORITY 512 6ut

Lindbposas nognuce ceptudpurkara



PE3Y/NbTAT MNMPOBEPKMN
KBanmpukaTop KOHTPOJILHOTO 3HAYEHNS

KoHTponbHOe 3HaYeHne

NAEHTUOUKALNA 3ALNLLEHHBIX
JNAHHbBIX

TN OTBETA, KOAVNPOBAHHbIN
OATA V1 BPEMA 3AWLNTBI

Jata n Bpems

[arta cobbITus

Bpems cobbITus

OTIMPABUTE/Ib OBMEHA
MaeHTudmkaTop oTnpaBuTens obmeHa
MONYYATE/Ib OBMEHA
NaeHTudbukaTop nonyyarens obmeHa

YKASATEIN 3AWLNTHI

KOHTPO/IbHbI HOMEP OBMEHA

OTIMPABUTE/Ib OBMEHA

NaeHTudpmkaTop oTnpaBuTens o6meHa

MONYYATEJIb OBMEHA

MaeHTudmkaTop nonydarens obmMeHa

KOHTPO/IbHbI HOMEP
COOBUWEHMA

OATA N BPEMA SAWNTbI
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YHuKanbHoe KOHTPOJIbHOE 3Ha4YeHne 1

512-6utoBas LugposBas noanuck ¢

LWecTHaAUaTepPUYHON dmnbTpaumei

TpebyeTca 3allmLLeHHoe KBUTUpoBaHue oT baHka A

OtmeTka BpeMeHn AUTACK. cBsizaHHasi C 3aLLMTol
OTtmeTKa BpemMeHu, gata: 1996 01 151}

OtmeTKa BpemeHu, Bpemsa: 10:05:32.
NpeHTndmkatop oTnpasutens obmeHa
VpaeHtudpmkaTop r-Ha Cmuta 13 KomnaHum A
WpeHTndmkaTop nonyyarens obmeHa
NaeHTudmkatop baHka A

YKasblBatoT Ha 06bEeKT 3amThl (NnaTexHoe
nopyyeHne PAYORD, cBsi3aHHOE CO C/yx60ii

HeoTKa3yemMoCTN UCTOYHMKA) U Ha
COOTBETCTBYIOLIME AaTy U BpeMs

OnpegensieT KOHTPO/bHbIA HOMEp, NPUCBOEHHbIN
oTnpaBuTENIeM 0OMEHyY, BKIOYaOLLEMY
coobuleHne PAYORD: 1

OnpepgensieT oTnpaBuUTenisl 0OMeHa, BKIOYaKOLLEro

coobuweHne PAYORD: r-H Cmut 13 KomnaHum A

OnpegensieT nonyyaTens obmeHa, BK/IKOYAOLErO
coobuweHne PAYORD: baHk A
OnpegensieT KOHTPOSIbHbIA HOMEP, NPUCBOEHHbIN

oTnpasutenem coobuieHnio PAYORD: 3

'>MpecTasfieHne AaTbl COOTBETCTBYET OPUTUHANY.
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Jata n Bpems

[Jarta cobbITus
Bpems cobbiTns

SAWLNTA IO YKASATENAM

KOHTPO/IbHbI HOMEP 3ALLUTBI

PE3Y/NBbTAT MNMPOBEPKU
KBanMhukaTop KOHTPOSILHOTO 3HAYEeHUs

KoHTponbLHOe 3HaveHne

OKOHYAHWE 3ALLNTBI
KOHTPO/IbHbI HOMEP 3ALLUTbI
4MCNO CETMEHTOB 3ALWLNTbI

CBs3aHHas C 3alMTON OTMETKa BPEMEHMU,
oTHocsAwasaca k PAYORD

OTtmeTka BpemeHu, gata: 1996 01 15'>
OTtmeTka BpemeHu, Bpems: 10:00:00
OnpefensieT COOTBETCTBYIOLLMIA 3aro/I0BOK
(cBSi3aHHbIli C BbINOHEHNEM (DYHKUWI 3aLUMThI
ansa coobuweHns PAYORD) v pesynbTtaT
BbINOSIHEHUA (PYHKLUMIA 3alUUTLI 4151 CO06LLEHNS
PAYORD

Homep, cBSA3bIBaKOLWMIA pe3ynbTaT NPOBEPKU C
COOTBETCTBYOLWMM cermeHToM USH. B gaHHom

cny4yae ero sHavyeHmnem

YHuKa/IbHOe KOHTPO/IbHOE 3HayeHue: 1

512-6uTtoBas uudposas noanuck (CoobLleHus

PAYORD) c wecTHaauaTepuyHoii hunbtpaumeit

Homep gaHHOro okoH4yaHus 3awmTsl: 1

Yuncnio cermMeHToB 3aWuTbl: 7

'>MpeacTasfieHne AaTbl COOTBETCTBYET OPUTUHANY.
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A.3 Tpumep 2. 3awmTta HECKO/IbKUX CO0bLWeHni ¢ nomowbio AUTACK
A3.1 OnucaHve cutyaumm

BaHKky A Heo6xoguma cnyx6a 3auuTbl «HEOTKA3yeMOCTb WCTOYHMKA» AN
NAaTeXxHblXx TMopydyeHuii  KomnaHuu A, opraHusyemas r-Hom CMUTOM npu
MpeBbILEHNN ONPeAENEHHON CyMMbl naatexa. Ecnm aTa cymMMa He NpeBblWeHa, T

3anpalwunsaeTtca cnyxba ayTeHTUuUKaLMm NCTOYHNKA COOBLLEHNUS.

B cornaweHnn o6 obmMeHe Mexay CTOpoHamu YCTaHOB/IEHO, YTO Tpebyemas
BaHkom A cnyx6a HeoTKasyeMOCTW MWCTOYHMKA [OO0J/IKHA BbINOJHATLCA ONA 3TUX
nnaTexHblX MopyvyeHwuid r-hom Cmutom n3 KomnaHum A C UCNOMb30OBAHWEM OLHOW
umcpposon nognucu. o cornacuw 06emx CTOPOH ANs POPMUPOBaAHMS 3TON
umdpoBoint nmognucy ucnonblyetcsa anroput™m RSA ¢ 512-6UTOBLIM  K/IHOHOM
(aCMMMEeTpUYUHbIA anropuTm), KOTOPbIi MPUMEHAETCA K 3HAYeHWU0 Xell-yHKLWK,

nosly4eHHOMY C nomowbio anroputma MDS.

Kpome TOro, ayTeHTU(MKALUS MWCTOYHMKA COOBLLEHUS pocTuraeTcss nyTem
reHepaumm «koga ayTeHTudumkaumm coobuieHusi» (MAC) Ha cTopoHe oTnpaBuTens ¢

ncnosib3oBaHnem cummeTpuyHoro asnroputma DES B cootBeTctBUM ¢ MCO 8731-1.

CepTuchmkat, yA0CTOBEPSIOLINIA OTKPbLITHIV K04 I-HA CMUTa, BbligaH opraHom,

KOTOpPOMY [0BEPSIOT 06€ CTOPOHbI, - 3MUTEHTOM CepTudmKaTa.

MepBoe coobuieHne nnaTexHoro nopyvyeHns PAYORD 3awuuweHo umdpoBoi
nognucbto B coobuweHnn AUTACK. 310 ndatoe coobuieHne nepsBoro obmeHa,
nepefaHHoro r-Hom Cmutom B BaHk A. OHO 6blno nocnaHo B 08:00:00, pata

oTCbINIKN - 1996.01.15.

Btopoe coobuweHne PAYORD 3awumweHo kogom MAC B AUTACK. 310
cefbmoe coobuieHne nepsoro obmeHa. OHO O6blI0 MOCAAaHO B TOT Xe [AeHb B

09:00:00.

Camo coobuieHne AUTACK, pgecsatoe B nepBoM obmeHe, 6b1/10 NOCAaHo B TOT

Xe geHb B 10:05:32.

Tak kKak nepsoe coobuieHne PAYORD 3auwumuieHo uudpoBoii noanucbio, TO

noanucb camoro coobuieHuss AUTACK He TpebyeTcs.
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Takum 06pa3om, UMETCs CrieayoLlne CermeHTbl 3alnTbl:

USH gnsa ykasaHus cnyx6bl HEOTKa3yeMOoCTU UCTOUYHUKA NMPUMEHUTESbHO K

nepsomy coobuweHnio PAYORD;
USC-USA-USA-USA-USR - cepTudimkat r-HaCmuta;

USH pgna ykasaHus ciyxbbl ayTeHTUMKauMmM WCTOYHMKA COO06LeHns

NPMMEHNTESTBHO KO BTOPOMY coobueHnto PAYORD;
- USB;

USX-USY c ykazatensamu 3awutbl U pesyabtatoMm 3awutbl (unMdpoBoii

noAnucelo) Ansa nepsoro coobuweHns PAYORD;

USX-USY c ykasatenamu 3awutbl 1M pesynbtatom 3awutel (MAC) ansa

BTOpOro coobueHna PAYORD;
UST 6e3 USR, co ccbisIKOI Ha nepBblil cermeHT USH;

UST 6e3 USR, co cCbIsIKOIl Ha BTOpoi cermeHT USH.
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A.3.2 nemMeHTbl 3aWnThbl

3AIrO0J1I0OBOK 3AWLNTbI

CNYXXBA 3ALLNTBI,
KOONPOBAHHAA

KOHTPO/IbHbI HOMEP 3AWNTbI

PYHKUNA oUNNBTPALINU

KOOMPOBAHWVE NCXOOHOIO
HABOPA 3HAKOB

MOEHTNOUNKALMNOHHBLIE
ONIEMEHTbBI 3AWNTbI
KBanudmkaTop CTOpoHbI 06ecneyeHns
3alTbl

MOEHTN®UNKALVOHHbBIE
O/IEMEHTBI 3AWNTBI
KBanmcmkaTop CTopoHbl 06ecneyeHust
3alyTbl

CEPTNDUKAT
HOMEP CEPTU®UKATA

MOAEHTNOUNKALNOHHBLIE
QNEMEHTbI 3AWNTbI
KBanudumkaTop CTOpoHbI 06ecneyeHns
3apTbl

MOEHTNOUNKALMNOHHBLIE
QNEMEHTbLI 3AWLUTDI
KBanudmkaTop cTopoHbl 06ecneyeHns

3alLKThI
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3aro/10BoK C laHHbIMK 0 (PYHKLMW AT,
BbIMNO/IHEHHOW AN5 YKa3aHHOro 06bekTa (nepBoro
coobueHnsa PAYORD)

HeoTka3syeMoCTb MCTOYHMKA NEPBOrO COOBLLEHUS
PAYORD

KOHTpOJ’IbeIVI HOMEpP OaHHOro 3arosioBka

3aumTell

Bce ABoMYHbIE 3HAUYEeHMs DUNLTPYIOTCS C

ncnosib3oBaHnem LwectHaguarepn4Horo Cbl/lfl bTpa

Coob6LeHne 6bIN0 3aKOAMPOBAHO C MOMOLLBIO
Habopa 8-6uToBbIX 3HakoB ASCII npu reHepaunu

€ero nognucu

Otnpasutesb cooblueHus (r-H CMuUT U3 KomnaHum A)

MonyyaTtens coobuieHus (baHk A)

CepTtudomkar r-Ha Cmuta

Homep ceptudmkata, HazHauyeHHblli AUTHORITY:
00000001

Bnapnenel, ceptudpukata (r-H CmuT 13 KomnaHum A)

SOMUTEHT cepTudgmkata (HauMeHoBaHUe opraHa,

KOTOpbIli reHepupoBas cepTudmkaTr r-Ha Cmura:
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Nma knrova

BEPCUNA CUHTAKCUCA
CEPTUN®UKATA

PYHKUNA dUNBTPALNN

CNY>XXEBHbI/ 3HAK NS MoAnncu

KBanndpmkaTop cnyxxe6Horo 3Haka 4y1s

noanucu
CnyxebHblli 3HaK 41a noagnucu

CNY)KEBHbIV 3HAK 151 MOAMNACH

KBanmdmkaTop Criy)xe6Horo 3Haka ans

noanmncun
CnyxebHblli 3HaK 41a nognmcu

CNY>XEBHbI/ 3HAK ANA noanmcu

KBanudomkatop cny>ebHoro 3Haka ans

noanmcu
Cnyxe6Hblii 3HaK 4s1a nognmcu

CNY>XXEBHbI/ 3HAK NS MoAnncu
KBanudomkatop cnyxebHoro 3Haka s
noanncun

CnyxeGHbIli 3HaK A1a noanucy

CNY)XEBHbIV 3HAK 151 MOAMNACH

KBanmdmkaTop Criy)xe6Horo 3Haka ans
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AUTHORITY)

OTKpbITbIA Koy AUTHORITY, koTOpbIit
1CMO/b30BaVICA /1A reHepauum ceptudmkara r-Ha
Cmuta: PK1

Bepcus cepTudmkata no cnpaBoYyHUKY CAyXeOHbIX
cermeHToB UN/EDIFACT

Bce ABOWYHbIE 3HAYeHMA (KMOUM 1 LMdpoBble
noanucu) oUNbTPYIOTCA C NOMOLLbIO
LUecTHagLaTepuyHoro unsTtpa

Cnyxe06Hblil 3HaK, CNONb30BaBLUMICA Npy
co3gaHuun nognucu

Cnyxe0bHblil 3HaK - TepMUHATOP CerMeHTa

3HaueHue (anoctpodp)

Cnyxe6Hblil 3HaK, NCMO/Ib30BaBLUMIACA Npy
co3faHun nognmcu

Cnyxe6Hblil 3HaK - pasfenuTesib 3/1EMEHTOB
[JaHHbIX.

3HauyeHve “ + " (3HaK "nnoc")

Cnyxe6Hblli 3HaK, UCNOMb30BaBLUMIACA NpK
CO34aHnn NoAnncu.

CnyxebHblli 3HaK - pa3fenimtenlb KOMNOHEHTHbIX
3/1EMEHTOB AaHHbIX

3HaveHue “ ;" (gBoeTouune)

Cnyxe6Hblii 3HaK, UCMOIb30BABLUMIACA NpU

Co3JaHUM NoAnucK

Cnyxe6Hblli 3HaK - pasfenuTesnb NOBTOPOB

3HaueHue “ *’ (3Be304Ka)

Cnyxe6Hblil 3HaK, MCMO/Ib30BaBLUMICA Npy

cozgaHunn noannucun

Cnyxe6Hblii 3HaK - 3HaK 0CBOOOXAEHWSA



noanmcu
CnyxebHbIli 3HaK 4719 NOANMCY
OATA VI BPEMA 3ALLNTDI

Jata n Bpemsa

OATA I BPEMA 3AWLNTBI

Jarta un Bpems

OATA I BPEMA SALLNTBI

Jata n Bpems

ANTOPUTM 3ALLNTbI

ANTOPNTM 3AWLUNTDI

O6nacTb NPUMEHEHUS anropuTMa
KpunTorpaduyecknii pexum
Anroputm

MAPAMETP AJTTOPUTMA

KBanudukatop napamerpa asroputMa

3HaueHue napameTpa asropuTma
NMAPAMETP AITOPUTMA

Keanudukatop napameTpa anroputma

3HaueHue napameTpa anroputma
NMAPAMETP AJTTOPUTMA

KBanudmkaTop napameTpa anroputma

3HaueHve napaMeTpa anroputMa
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3HaueHne “ ? " (BONPOCUTESBHBIN 3HAK)
Bpewms reHepaumn ceptudrkaTa
CepTuchukaT r-Ha CmuTa 6bl1 CreHEepPUPOBaH:
931215’) B 14:12:00

Hauano cpoka aeicteusi ceptudnkata

Cpok pgelictBus cepTudimkara r-Ha Cmmra
HauymMHaeTcd c¢: 1996 01 01 0000002
OkOH4YaHMe cpoka AelicTBrs cepTudimkaTa
Cpok geicteusa ceptudnkaTa r-Ha Cmuta
3akaHumBaeTca: 1996 12 31 2359593

ACI/IMMeTpI/I‘-IHbIVI aJiropuTm, Ncnonb30BaBLUMIACS T-

HOM CMWUTOM AN NoAmnncu

Vicnonb3syeTca anropntMm nognucu Bnagensua
Hu oguH peXxum B laHHOM c/iyvyae He NpUMEHUM

RSA. acMMETPUYHBbI aropuTm

OnpegensieT 3TOT napaMeTp B KAUeCcTBE OTKPbLITON
3KCMOHEHTbI /18 NMOATBEPXAEHUS NMOASIMHHOCTY

noanmcu

OTKpbITbINA K04 T-Ha CvmuTa

OnpegensieT 3ToT NapaMeTp B KauecTBe Moay/s

ana noarsepXxaeHnd noaIMHHOCTU nognmucu

Mogaynb r-Ha Cmuta

OnpegensieT 3TOT napameTp B KauecTBe [A/INHbI

mMoAayns r-Ha Cmuta (B butax)

OnvHa moayns r-Ha Cmuta 512 6ut

MpeacTaBneHne gaTbl COOTBETCTBYET OpUriHaty.
SlMpefcTaBneHue aatbl U BPeMEHW COOTBETCTBYET OpUTMHATY,
A MpeAcTaBneHve faThbl U BpEMEHU COOTBETCTBYET opuriHany.
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ANTOPUTM 3ALLNTbI

ANTOPNTM 3AWLNTDbI
O6n1acTb NPUMEHEHNS anropuTma

KpunTorpachuyeckuii pexxum

Anroputm

AJTTOPUTM 3AWNTDI

ANTOPUTM 3AWLUNTDI

O6nacTb NPMMEHEHUS anropuTma
KpunTorpadmueckuii pexum
Anroputm

MAPAMETP AJITOPUTMA

KBanmdmkaTop napameTpa anroputma

3HaueHue napameTpa ajroputma
NMAPAMETP AJTTOPUTMA

KBanudmkaTop napameTpa anroputma

3HaueHue napameTpa asropuTMa
NMAPAMETP AITOPUTMA

Keanudukatop napameTpa aaroputma

3HaueHue napameTpa aaroputma
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Xew-goyHKuus, ncnonsdyemans AUTHORITY ans

reHepauuu ceptucpmkara r-Ha Cmura

Vcnonb3yeTtcsa anroputM XeLmpoBaHna SMUTEHTa
Xeuw-gyHkumns CD, npumeHsiemas B ICO 10118-2
[ns nonyyeHns xeww-koga ABONHON AnuHbl (128
6UT) NpYMeHANach Xeww-OyHKUMSA C
MCMOJIb30BAHNEM aNropuTMa LWngpoBaHns -

OUTOBbIX B/I0KOB; 3HAYEHMS UHMLMANN3ALNN:
A « 01234567 B = 89ABCDEF

C - FEDCBA98 D = 76543210
Bbi6paH anroputm MD5 ans cokpalleHuns
CO06LLEHW

ACYMMETPUYHBIN anropuTM, UCMOo1b30BaBLUMNCA
AUTHORITY gna nognuvcu

icnonb3yeTcst anroputM NOAMUCY 3MUTEHTA
HW ogvH pexvm B fAHHOM Crlyyae He MPUMEHVM

RSA, acuMMeTpuYHbIlii anroputm

OnpeaensieT sToT NapaMeTp B KAYECTBE OTKPbITOM
3KCMOHEHTbI 4151 NOATBEPXAEHUS NOA/IMHHOCTY
noanucu

OTkpbIThIA KItod AUTHORITY

OnpeaensieT aTOT napaMeTp B kKauecTse Moay/s

[ANs NOATBEPXAEHUS NOAJIMHHOCTU NOAMNCY

Mogyns AUTHORITY

Onpegfenset 3T0T NapamMeTp B KAYeCTBE A/IMHbI
moayna AUTHORITY (B 6utax)
OnuHa mogyns AUTHORITY 512 6ut



PE3YNbTAT 3AWLNTbI
PE3YJ/IbTAT MNMPOBEPKU
KBanudukaTop KOHTPOSIHOTO
3HaueHus

KoHTponbHOe 3HaveHne

3ATIOJIOBOK 3ALWLNTBI

CNY>XBA 3AWNTDI,
KOOMPOBAHHAA

KOHTPO/IbHbII HOMEP 3AWNTbI
PYHKUNA oUNBTPALINN

MOEHTNOUKALVNOHHBIE
SNIEMEHTbI SAWUTHI

KBanudmkaTop CTOpoHbI 06ecneyeHns

3almnThbl

MOEHTNOUKALMOHHbBIE
SNIEMEHTbI 3AWNTHI

KBanudmkaTop cTopoHbl 06ecneyeHns

3alLMThI
AJTTOPUTM 3ALLUNTBI
ANTOPUTM 3AWLNTDI

O6nacTb NPUMEHEHNS anropuTma

KpunTorpadmueckuii pexum

Anroputm
MAPAMETP ATTOPUTMA

Kesanudukatop napameTpa airoputma
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Lindpposas nognnce ceptudrkata

YHUKanbHoe KOHTPO/IbHOE 3HayeHue: 1

512-6utoBas unudposBas noanuch ¢

LecTHaaLaTepuUHOW cmnbTpaumei

3aronoBoK € AaHHbIMW 0 OYHKLMW 3aLLUTLI,
BbINOJIHEHHOWN A/151 YKa3aHHOro 06bekTa (BTOpPOro
coobueHns PAYORD)

AyTEHTUMKALMSA UCTOUYHMKA BTOPOTO COOBLLIEHNS
PAYORD

KOHTpO/bHbIA HOMEP AAaHHOro 3arosioBka: 2

Bce ABOMYHbIE 3HAYEHMSI (hUSIBTPYHOTCS C

CMOJIb30BaHMEM LLIECTHaALATEPUYHOTO hrnbTpa

OTnpasuTenb coobLLeHus (r-H CMuT 13 KomnaHuu A)

Monyyatens coobueHns (baHk A)

[ns ayTeHTMuKaumm NCTOUHKKA COOBLLEHNS

NCNO/b3YEeTCS CUMMETPUYHBI aniropuTm

Kog MAC, BbIMMC/IEHHBIN B COOTBETCTBUN € MICO
8731-1

Vcnone3oBasica anroputm DES

YKasbIBaloTCcA Takne napameTpbl 4aHHOro

asiropytTMma, Kak MMAa CUMMETPUYHOIO K/io4a.

29



FOCT P NCO 9735-6 - 2012

3HaueHue napameTpa anropuTMa

NIEHTNOUKALMA SALMLLEHHBIX
JAHHBIX

TUIM OTBETA, KO,EI,I/IPOBAHHbIIZ
OATA I BPEMA 3AWLNTBI

Jarta un Bpems

[Jata cobbiTus

Bpems cobbITus

OTMNPABUTE/Ib OBMEHA
NpaeHTudmnkaTop oTnpaBnTens obMeHa
NMONYYATE/Ib OBMEHA
NaeHTudmkaTop nonyyarens obmeHa

YKASATE/IN 3AWLATBI

KOHTPO/IbHbI HOMEP OBMEHA

OTIMPABUTE/Ib OBMEHA

NaeHTudhukaTop oTNpaBuTens obMeHa

MOJIYYATE/Ib OBMEHA

VaeHTudpmkaTop nonyyarenss obmeHa

KOHTPO/IbHbI HOMEP
COOBLUWEHVA

OATA VI BPEMA 3ALLNTDI
[ata cobbITns

Bpems cobbITus

06MEH KOTOpbIM NPOU30LIEN paHee

1234567890ABCDEF

OT BbaHKka A KBUTMpPOBaHWe He TpebyeTcA

OtmeTka BpemeHn AUTACK, cBA3zaHHas C 3almToi
OTmeTKa BpemeHw, aata: 1996 01 15

OTtmeTka BpemeHu, Bpems: 10:05:32
NpeHTudpmkatop otnpasuTens obmeHa
NpeHTudpmkarop r-na Cmuta 13 KomnaHum A
VaeHTucmkarop nonyyarens obmeHa
MpeHTudpukarop baHka A

YkasbiBaloT Ha 06BEKT 3awWwuThl (BTOpoe
coobuieHne PAYORD)

OnpegensieT KOHTPOJIbHbIA HOMEp, MPUCBOEHHbIN
oTnpaBuUTENIeM 06MEHY, BK/oUatoLLEMy BTOpOe
coobueHne PAYORD: 1

OnpepgensieT oTnpaBuTesnia 06MeHa, BKIOYAKOLLErO

coobueHne PAYORD: r-H Cmut 13 KomnaHmm A

OnpepensieT nonyvatens obMeHa, BKIHYAOLLErO
coobueHne PAYORD: baHk A

OnpepgensieT KOHTPOJIbHbIA HOMEp, NMPUCBOEHHbIN

oTnpasuTenem BTopomy coobuieHno PAYORD: 7

OTmeTKa BpemeHn 3awmTel, gata: 1996 01 15>

OTmMeTKa BpemMeHn 3aLumTsl, Bpems: 09:00:00

'>[peAcTaBneHne f4aTbl COOTBETCTBYET OPUTMHATY.
BlpeacTaBneHve gaTbl COOTBETCTBYET OPUTMHAITY.
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SALLNTA MO YKASATENAM

KOHTPO/IbHbII HOMEP 3AWNTbI

PE3YNBLTAT NMPOBEPKN

KBanudukaTop KOHTPOSILHOTO

3Ha4YeHuns
KOHTpOfIbHOE 3Ha4YyeHune

YKASATENN 3AWLNTHBI

KOHTPO/IbHbI HOMEP OBMEHA

OTIMPABUTE/Ib OBMEHA

aeHTudgmkaTop oTnpaBuTens obmeHa

MONYYATE/Ib OBMEHA

NaeHTudnkaTop nonydaresnsi obmeHa

KOHTPO/IbHbI HOMEP
COOBLWEHVA

OATA VI BPEMA 3ALLNTDI
[Jata cobbiTus
Bpewms cobbITus

SAWNTA MO YKASATENAM

FOCT P NCO 9735-6 - 2012

OnpegensieT COOTBETCTBYHOLUIA 3arofI0BOK
(cBSA3aHHbIA C BbINOSHEHNEM (DYHKUMIA 3aLmMThbl g1
BTOpOro coobueHnss PAYORD) u pesynbTar

BbINO/IHEHUS (DYHKUMIA 3aLUUTbI

Homep, cBsizbiBatoWwuii pe3ynbTar NPoBEPKU C
cooTeeTcTBYyOWNM cermeHToM USH. B gaHHOM

criy4yae ero 3HaudeHue: 2

MAC (Kopg, ayTeHTUhmkaumm coobLieHus)

12345678 - 3HayeHue 13 4 6aiit

YkasbiBatoT Ha 06BEKT 3aWwnThl (Nepsoe
coobueHne PAYORD) 1 COOTBETCTBYIOLLYIO ATy U
Bpems

OnpeaensieT KOHTPOJIbHbIA HOMEP, NPUCBOEHHbIN
oTnpasuTenieM o6MeHy, BKKOYaloWemMy
coobuweHne PAYORD: 1

OnpeaensieT oTnpasuTeNs 06MeHa, BK/OUAOLLETO

coobueHne PAYORD: r-H Cmut 13 KomnaHmm A

OnpepenseT nonyvaTens obMeHa, BK/IHYAOLLErO
coobuieHne PAYORD: baHk A

OnpegensieT KOHTPOJIbHbIA HOMEP, MPUCBOEHHbIN

oTnpasuTenem nepsomy coobuleHnto PAYORD: 5

OTmMeTKa BpeMeHn 3almTel, garta: 1996 01 15>
OTmMeTKa BpeMeHn 3auumTsl, Bpems: 08:00:00
OnpepfenseT COOTBETCTBYIOLLMIA 3aro/10BOK

(cBsI3aHHbIN C BbINOSIHEHWMEM (PYHKLMIA 3alUmTbl ANns

nepeoro coobuieHns PAYORD) n pesynbtar

'>MpefcTasfieHne AaTbl COOTBETCTBYET OPUTUHANY.
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KOHTPO/IbHbIA HOMEP 3ALLUTI

PE3YJIbTAT MNMPOBEPKU
KBanudukaTop KOHTPOSILHOTO
3HaueHus

KoHTponbHoOe 3HavyeHne

OKOHYAHVE 3ALLNTDI
KOHTPO/IbHbII HOMEP 3AWNThI
4YMCNO CEMEHTOB 3ALLNTbI
OKOHYAHVE 3ALLNTDI
KOHTPO/bHbI HOMEP 3ALLATHI
4YMCNO CErMEHTOB 3ALLNTbI

BbINOSIHEHUST OYHKLMIA 3aLyThI

Howmep, cBsibiBatoWwuii pe3ynbTar NPoBEPKU C
COOTBETCTBYHOLWUM cermeHToMm USH. B gaHHOoM

cnyyae ero sHadveHve:1l

YHUKanbHOe KOHTPO/bHOE 3HayeHne 1

512-6utoBas undposas nognuck (nepsoro
coobueHns PAYORD) ¢ wecTHagLaTepuyHoii

dnbTpauuer

Homep AaHHOTo OKOHYAHUS 3alLnThl: 2

Yuncno cerMeHToB 3awWnTbl 2

HoMep JaHHOro OKOHYaHWA 3aluThl: 1

Yuncno cermMeHToB 3awnTbl 7
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A4 TMpumep 3. 3aWUULeHHOE KBUTUPOBaHME MONYYEHHOTO COO6LWEeHNA

c nomouwbto AUTACK

A.4.1 OnncaHue cutyauynm

B npumepe 1 coobuweHne AUTACK wucnonb3oBanocb oTnpasutesiem (r-HoMm
Cmutom u3 KomnaHuu A) npegbigyuiero coobuweHna PAYORD. B AUTACK 6bin

3anpoc Ha KkBuTUpoBaHWe oT baHka A.

B gaHHOM npumepe nokasaHo, kak coobuweHne AUTACK wucnonbsyetca gns

3alnuieHHOro KBuTnpoBaHuA.

CTopoHaMun 6bINI0 NPUHATO, 4To coobuweHnsa AUTACK agna 3auwuuieHHoro
KBUTMpPOBaHMA OyayT 3awuuiatecs uudpoBoil noanucbld Ana  obecnevyeHus

HEOTKa3lyeMOCTN UCTOYHUKA.

CoobuweHne AUTACK, cosgaHHoe 1996.01.16 B 11:00:00, 6bi1710 gBaguaThim

coobueHneMB obMeHe.
NmetoTca cnepyowmne cermeHThbl 3aLuThbl:

USH pans ykasaHusi cnyx6bl 3aliuTbl, UCMNOMNb3yeMoi A58 Cco06leHUs

AUTACK;

USH ana ykasaHus cnyxb6bl 3aliuTbl, MCNONb3YyEMON ANA KBUTMPYEMOTO

06bekTa;
- USC-USA(3)-USR - cepTudukat baHka A,
- USB - gna gaHHbix coobuwenns AUTACK;

USX-USY - p[ana ykasaTtesnein Ha KBUTUPYEMBbIA 06BbEKT un uucpoByto

noAnuchb;
UST - ANns okoH4YaHus 3almnThl, 6e3 cermeHTa USR;

- UST-USR - anga 3awmTtbl camoro coobuweHmns AUTACK.
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A.4.2 DnemMeHTbl 3alnThbl

3AIOJIOBOK 3AWLINTBI

CNY>XBA 3AWLNTBI, KOONPOBAHHAA

KOHTPO/IbHbII HOMEP 3AWNTbI
OYHKUNA dUNTIBTPALINA

KOONPOBAHVME MNCXOAHOIO
HABOPA 3HAKOB

MOEHTN®UKALVOHHbBIE
ONIEMEHTbI 3AWLNTHI

KBanudmkaTop CTOpoHbI 06ecneyeHns

3alLMUThI

NAEHTNOUKALUVOHHBIE
SNIEMEHTbI 3AWNTHI

KBa/iMgomkaTop CTOPOHbI 06eCNeYeHNst

3alLMUThI

MOPSAAKOBbLIA HOMEP AT

OATA NN BPEMA SAWLUTDbI
[Jata cobbiTus

Bpems cobbITus
CEPTUDUKAT

HOMEP CEPTUN®UKATA

HeoTkaszyemMOoCTb UCTOYHMKA
Homep gaHHoOro 3arosioBka 3awmrbl:l

Bce ABOMYHbIE 3HAUYEeHWs DUNLTPYIOTCS C

ncnosib3oBaHnem LwectHaguarepn4Horo Cbl/lfl bTpa

CoobLieHne 6b1/10 3aKOAMPOBAHO C MOMOLLBHO
Habopa 8-6uToBbIX 3HakoB ASCIl BO Bpems
reHepauun koga MAC

OTnpaBuTesib COO6LLEHNSA (CTOPOHA,

reHepupyloLias LmMdposyo noanuce): baxk A

Monyuyatenb coobLIeHNst (CTOpPoHa, NpoBepsitoLLas

UMDPOBYIO NOAMNNKCB): T-H CMUT 13 KoMnaHum A

MopsaaKoBbIi HOMEpP 3alWyUThl AaHHOTO COOOLEHNS:
20

OTtmeTka BpemeHu 3awnTol, gaTta: 1996.01.16
OTMeTKa BpeMeHn 3almTsl, Bpems: 11:00:00
Ceptudmkat baHka A

Homep cepTtudpmkaTa, HasHauyeHHblin AUTHORITY:
00000010



MOEHTNO®NKALUWOHHBIE
SQNEMEHTbBI 3AWNTHI
KBanugukatop CTOpoHbl o6ecnevyeHus
3aWuThl

MOEHTNO®NKALUWOHHBIE
OQNEMEHTbBI 3AWUNTHI

KBanngukatop CTOPoHblI o6ecneyeHus

3alWunThbl

Nma knwva

BEPCUNA CUHTAKCUCA
CEPTNOUNKATA

PYHKUNA dUNNBTPALNN

KOOWPOBAHUWE MCXOAHOTO
HABOPA 3HAKOB

CNYXEBHbIW 3HAK ANA NOAMNUCHK

KBanudrkaTop cnyxe6Horo 3Haka Ans
nognucu

Cnyxe6HbIl 3HaK 4N noanucu

CNYXEBHbIN 3HAK ANA NOANUCHK

KBanudukatop cnyxe6Horo sHaka ans

nognucu
Cnyxeb6Hblli 3HaK A8 noAnucu

CNIYXXEBHbIV 3HAK A4 MOANMUCK

KBanudukatop cnyxe6HoOro sHaka ans

nognunucum
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Bnapgeney ceptudgukata (bBaHk A)

3MUTEHT cepTudukata (HauMeHoOBaHWe opraHa,
KOTOpbI/i reHepupoBan cepTudukat baHka A:
AUTHORITY)

OTKpbITbIA kntoy AUTHORITY, koTopblii
ncnonb3oBasncs ANs reHepaunn ceptudurkarta baHka
A: PK1

Bepcua cepTudmkata no cnpaBoOYHUKY CAYXEOHbIX

cermeHToB UN/EDIFACT

Bce gBOMYHbIE 3HaYeHUA (KA4Yn U uudpoBblie
noanucn) punbTpyTCA C NOMOLLbIO

WwecTHaaLaTeEPUUYHOro punbTpa

YpoctoBepeHue cepTudmnkaTta 661710 3aKOANPOBAHO C
nomMmouw,bio Habopa 8-6utoBbIX 3HakoB ASCII npu

reHepauumn ceptnudukarta

CnyxXeb6HbI 3HaK, NCNOMb30BABLWMNIACA NPKN CO3[4aHNN
nognucu

CnyXe6HbI 3HaK - TEPMUHATOP CErMeHTa

3HauyeHue “'’ (anocTpod)

Cnyxe6Hblli 3HaK, MCNONb30BaBLIKACA NPU CO34aHUN

noanucu

Cnyxe6Hblii 3HaK - pasfenuTeNib 3/IEMEHTOB AaHHbIX

3HayeHue “ + " (3Hak "nntc")

Cnyxe6Hblli 3HaK, MCNONb30BaBLIMACA NPU CO3haHNN
nognucu

Cnyxeb6Hblli 3HaK - pasgenntenb KOMNOHEHTHBIX

3NNIEMEHTOB AaHHbIX
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Cnyxeb6HbIl 3HaK ANa nognucu 3HayeHue “ " (aBoeTouue)

CNYXEBHbIN 3HAK ANd NOAMNNCHU Cnyxe6HbI 3HaK, NCNOMb30BABLWMNICA NpKU co3faHnm
nognucu

KBanudunkatop cnyxe6HOro sHaka ans Cnyxe6Hblil 3HaK - pa3gennutens NOBTOPOB

noanuncu

CnyxebHblli 3HaK A8 nognucu 3HauveHue “ *" (3Be3fouka)

CNYXXEBHbIN 3HAK ANs1 NOANUCHU CnyxXe6HbI 3HaK, NCNOMb30BABLWMUIACA NpKN CO3[4aHUN
noanucu

KBanundwnkatop cnyxebHoro 3Haka ans CnyxXe6HbI 3HaK - 3HaK 0CBO6GOXAEHNSA

nognucu

Cnyxe6HbIN 3HaK aNa nognucu 3HauyeHue “ ? " (BONPOCUTENbHbIN 3HAK)

OATA NN BPEMA 3AWNTDI Bpems reHepauuun ceptucukata

farta n Bpems CepTudukat baHka A 6bla1 creHepupoBaH

1995 12 31n B 14:00:00

OATA N BPEMA 3AWNTLI Hayano cpoka geicteus ceptudukarta

faTta n Bpems Cpok feincteua ceptucurnkata baHka A HauumHaeTca c:
1996 01 01 0000002>

OATA N BPEMA 3AWNTLI OKOHYaHMe cpoka felcTBuA cepTugukarta

fata u Bpems Cpok geiictBus cepTudumkata baHka A

3akaHumBaeTca:! 996 12 31 2359593

AJTTOPUTM 3ALLUNTBI ACUMMETPUYUHbIA aNropuT™M, UCNONb3yeMblii BaHKoM

A gna nognucu

ANTOPUTM 3AWLNTLI

O6nacTb NPUMEHEHUA anroputma Mcnonbsyetca anroputMm nognucu Bnagensua
Kpuntorpadunueckuii pexum Hu oguH pexunm B faHHOM c/iyyae He NMPUMEHUM
Anroputm RSA, acCUMMeTpPUUHbIA anroputm

MAPAMETP AITOPNTMA

KBanudukatop napameTpa anroputma OnpepensieT 3ToT NapameTp B KAYeCTBE OTKPbITOM
3KCMOHEHTbI A8 NOATBEPXAEHUS NOLNUHHOCTH
noanucu

3HayeHne napameTpa anroputma OTKpbITbIA kNtoy BaHka A

’> MNpefcTaBneHne faTbl COOTBETCTBYET OpUrnHay.
2' MpeacTaBneHne gaTbl ¥ BPEMEHN COOTBETCTBYET OPUTMHANY.
* [pefcTasneHue AaTbl U BpeMeHU COOTBETCTBYET OpUrMHaUty.
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MAPAMETP ATTOPUTMA

Keanudukatop napameTpa airoputma

3HaueHue napameTpa asroputma
NMAPAMETP AJTTOPUTMA

KBanmdmkaTop napameTpa anroputma

3HaueHve napaMeTpa anroputva

AJTTOPUTM 3AWLINTDI

ANTOPUTM 3AWLUUNTDI
O611acTb NPUMEHEHNS anropuTmMa

KpunTorpachuyeckuii pexxum

Anroputm

AJTTOPUTM 3AWNTDI

AITOPUTM 3ALLUUNTDI

O6nacTb NPUMEHEHNS anropuTma
Kpuntorpadpuueckuii pexmm
Anroputm

MAPAMETP AJTTOPUTMA

Kesanudukatop napameTpa airoputma

3HaueHue napameTpa aaroputma
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OnpepfenseT 3T0T NapaMeTp B KAYECTBE MOZY/Is
[N NOATBEPXAEHUS NOA/IMHHOCTU NOANUCK

Mogaynb BaHka A

OnpefenseT aToT napameTp B KayecTse [/IMHbI
mMoaynsa baHka A (B 6uTax)
OnvHa moayns baHka A 512 6ut

Xew-goyHKuus, ncnonsdyemans AUTHORITY ans
reHepauun ceptudpukaTta baHka A

cnonb3yeTcsa anroputm XelmpoBaHus aMmMTeHTa
Xelw-thyHKumA, npumensemasn B MCO 10118-2. Ans
NoNy4YeHUs XeLl-koAa ABONHON AnvHbl (128 6uT)
npyMeHsinack XeL-yHKUMS C UCNOMNb30BaHNEM
asiropMTmMa LUMAgIPoBaHUs N-61TOBbLIX 6/10KOB;
3HAYEHNS UHULMATN3aLMN:
A =01234567 B = 89ABCDEF
C = FEDCBA98 D =76543210
Bbi6paH anroputm MD5 ans cokpalleHns
coo6LeHnii

ACYMMETPUWYHbI anropuTM, UCMOMNb3yeMblii

AUTHORITY gna nognuvcu

icnonb3yeTcst anropuTM NoAnUcyU aMuTeHTa
HW onH pexuM B AaHHOM cilyyae He NMPUMEHUM

RSA, acMMMETpUYHbI anropntm

OnpeaensieT 3TOT NapaMeTp B KAUecTBe OTKPbITOl
3KCMOHEHTLI A1 NMOATBEPXAEHUS NMOASIMHHOCTY

noanncun

OTkpbIThINA Kitod AUTHORITY
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MAPAMETP ATTOPUTMA

Keanudukatop napameTpa airoputma

3HaueHue napameTpa asroputma
NMAPAMETP AJTTOPUTMA

KBanmdmkaTop napameTpa anroputma

3HaueHve napaMeTpa asiroputva
PE3YNBbTAT 3AWLNTbI

PE3YJ/IbTAT MNMPOBEPKU
KBanudukaTop KOHTPOSILHOMO 3HAYEHUA

KoHTponbHOe 3HavyeHne

3ATIOJIOBOK 3ALLNTBI

CNY>XBA 3AWNTBI, KOONPOBAHHAA

KOHTPO/IbHbI HOMEP 3AWNTbI
PYHKUNA dUNBTPALNN

KOANPOBAHWME NCXOOHOIO
HABOPA 3HAKOB

38

OnpeaensieT aToT NapaMeTp B kauecTBe Mofy/si

NS NOATBEPXAEHUS NOA/IMHHOCTU NOAMNNCU

Mogyib AUTHORITY

OnpefenseT aToT napameTp B KayecTse [/IMHbI
mMoayns AUTHORITY (B 6utax)

OnvHa mogyns AUTHORITY 512 6ut

Lindpposas nognuce ceptudurkara

YHVKa/IbHOE KOHTPOJ/IbHOE 3HayeHue: 1
512-6utoBas undposas noanuch ¢

LIecTHaauaTepryHon onnbTpauue

3aronoBoK C AaHHbIMU 0 (OYHKLMN 3aLUuThl,
BbINO/IHEHHON A/151 YKa3aHHOro 06bekTa
ksuTupoBaHusa (PAYORD)

HeoTka3lyeMoCTb UCTOYHUKA

Homep gaHHOro 3arosioBka 3aluThbl:2

Bce agBouyHble 3HaYeHUs (noanucu) punbTpyroTca
C UCMOMb30BaHNEM LLECTHaALATEPMYHOTO (hunbTpa
Coo6LLeHne 6bI10 3aK0AMPOBAHO C NOMOLLLHO
Habopa 8-6uToBbiX 3HakoB ASCII npu reHepaumu

ero noganucu



NOEHTUOUKALNA SALLMLLEHHBIX
JAHHbBIX

OATA I BPEMA SALLNTBI

OTMNPABUTE/Ib OBMEHA
NaeHTudukaTop oTNpaBuTens obMeHa
MONYYATENb OBMEHA
NaeHTudpukaTop nonyyatens obmeHa

YKASATE/IN 3AWNTbI

KOHTPO/IbHbIA HOMEP OEMEHA

OTMPABUTE/Ib OBMEHA

aeHTudpmkaTop oTnpaBnTenst o6MeHa

MOJIYYATE/Ib OBMEHA

VaeHTudpmkaTop nonyyarens obmeHa

KOHTPO/IbHbI HOMEP
COOBLUEHVA

OATA I BPEMA SALLNTBI

SAWNTA MO YKASATENAM
KOHTPO/IbHbI HOMEP SAWLNTBI
PE3YJIbTAT NMPOBEPKWM
KBanMrkaTop KOHTPO/ILHOTO 3HAYEHWS

KoHTpoOnbHOe 3HavyeHne

OKOHYAHUWE 3AWLNTDBI

FOCT P NCO 9735-6 - 2012

OTmeTKa BpeMeHU 3alunTbl A4/ 3TOr0 COO6LLEeHNA
AUTACK: pgata: 1996.01.16. Bpems: 11:00:00

NpeHTudmkauma otnpasutens obmeHa
NpeHTudpmkatop BaHka A

VaeHTudpmkaums nonyyatens obmeHa
NaoeHTtndpmkarop r-Ha Cmuta u3 KomnaHum A
YKa3bIBaloT Ha 06BEKT 3awuThbl (KBUTUPYEMOE
COO0O6LLEHNE) N COOTBETCTBYIOLLYIO AaTy U BpeEMS
OnpegensieT KOHTPOJIbHLIA HOMEpP 06MeHa A/

KBUTUpPYeMoro coobuieHns PAYORD: 1

OnpeaensieT oTnpaBUTeNs 06MeHa, B KOTOPBbII
BXOAWNO KBUTUPYEMOe coobLieHune: r-H CMUT 13

KomnaHum A

OnpepgensieT nonyyatens o6MeHa, B KOTOpPbIi

BXOZIM/I0 KBUTVPYEMOE CcooblieHMe: BaHk A

OnpegfensieT KOHTPOJIbHbIA HOMEP, MPUCBOEHHbII
oTnpasuTenieM KBUTUPYEMOMY COOBLLEHMIO: 3
(cm. npumep 1)

OTMeTKa BPEMEHN 3alWuThbl /151 CO0bLLEeHNS
PAYORD: pata:1996.01.15, spema 10:00:00

OnpeaensieT COOTBETCTBYIOLLMIA 3aro/I0BOK: 2

YHUKanbHOe KOHTPO/IbHOE 3HayeHue: 1

512-6uToBasi uudpoBas NoANUChL C
LecTHaguaTepuyHon cunbTpaumen ans
KBUTUPYEMOro coobuieHns PAYORD
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KOHTPO/IbHbI HOMEP 3ALLNTbI Homep gaHHOro OKoH4YaHuA 3almTbl: 2
UMCNoO CErMEHTOB 3ALLNTbI Uncno cermMeHToB 3awmTsbl: 3
OKOHYAHVE 3AWNTDI

KOHTPO/IbHbI HOMEP 3ALLTbI Homep AaHHOro okoH4yaHusa 3awmnTbl: 1
YNCJ/TO CEFTMEHTOB 3AWLNTbI Yuncnio cerMeHToB 3aWuTbl: 7
PE3Y/NIbTAT 3AWLNTbI

PE3Y/NIbTAT NPOBEPKN

KBanundmkaTop KOHTPO/IbHOIO 3HAYEHUS  YHUKasIbHOE KOHTPO/IbHOE 3HadeHune: 1

KoHTponbHOE 3HaveHue 512-6utoBas umcpoBas nognuck ¢
LWecTHaaLaTepmMyHon onnbTpauuein ons
coobueHns AUTACK



FOCT P NCO 9735-6 - 2012

MpunoxeHve B

(cnpaBo4HOE)

Cnyx6bl 1 anropuTMbl 3aLUThI

B.1 Lenb nobnactb NnpumMeHeHUs

B HacToAwem NpuNoOXeHnn npmeeneHbl NMpuMepbl BO3MOXHbIX KOM6I/IHaLI,VII7I
3/1IEMEHTOB AAaHHbLIX U 3HauYeHN KOA4OB B rpynnax cCerMmeHToB 3allnThbl. 1" npuMepLI
Bbl6paHbI aona nnnrucTpaynn WMpPpoKo NCNoJib3yeMbIX METOAO0B 3allnTbl, OCHOBaHHbIX

Ha MeXaAyHapoAHbIX CTaHgapTax.

B HacToAwem nNpWIOXEHUM npeacTaBfieH /NWb Hebonbwon Habop
KOMObUHauuiAi. MpuBeAeHHble anropuTMbl U PEXUMbl LWINGPOBAHUS HE [AOSDKHBI
cuntatbca npeanucaHnem. [lonb3oBaTent npegnaraeTcs BblGUMpaTb MeTOAbl,

afekBaTHble yrpo3am 6e3onacHocTu, oT KOTOPbIX OH XOYeT 3alnNTUTbCA.

Lenb fAaHHOro NpUAOXeHUa -  NpeAocTaBuTb  NOMb30BATE/O,  YXe
BbiGpaBLIeMy MeToAbl 3alliWTbl, YHUBEPCA/IbHYIO OTNPAaBHY TOUYKy AN Pa3paboTKu

pelleHns, NoaxoasWwero 4151 KOHKPETHOI 3aaaun.

[ns nyywero BOCNpUATUS COAEpPXaHue pasbuTo Ha Tpu pasgena, Kaxablid u3

KOTOPbIX OMMNCbIBAET OCHOBHbLIE NMPUHLUWNBI NCNOJ/Ib30BaHNA 3allNThbI.

Tpn Habopa KOMBbMHaLWi, NpeACcTaBNEHHbIE B HACTOSLLEM MPUIOXKEHUN:

1) koMGUHaUMM C UCNONb30OBAHNEM CUMMETPUYHBLIX afifOPUTMOB U COOOLLEHUSA

AUTACK ang ykasaHHbIX 3almuaemMblX CTPYKTYP;

2) KOMObUHaLUMN C NCNO/Ib30BAHNEM aCMMMETPUYHbIX aZirOPUMTMOB U COOOLLEHUSA

AUTACK ang ykasaHHbIX 3aluuwaemMblX CTPYKTYP;

3) KombuHauum ¢ ncnosb3oBaHnem coobweHns AUTACK gna kKBuTupoBaHus.

Cnncok KoaoB, WUCNOJSIb3yeMbIX B MaTpuuax (NOAMHOXECTBO MNOJIHOrMo

cnuncka KogoB)
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0501

0523

0531

13
14

42

Cnyx6a 3almTbl, KOAUPOBaHHAas

HeoTka3yemMoCTb NCTOUYHUKA
AyTeHTUINKALNSA UCTOYHNKA

coobueHnst

LlenoCTHOCTb YKa3aHHO CTPYKTYpbl
EDIFACT

06n1acTb NPUMEHEHUS aNrOpPUTMAa,

KoAMpOBaHHas

XellpoBaHue BnagensLem

CUMMETPUYHOE LInchpoBaHme

BNafenbLem

Moanuncb opraHoMm cepTudmKaLmm
(CA)

XelUnpoBaHve opraHom
ceptucbukauum (CA)

Moanuck Bnagensuem

KBanudukatop napameTpa
anroputma

Mopaynb

OKCnoHeHTa

OnvHa moayns

0505

0527

10

37

40

42

0563

DYHKUMA DnnbTpaLmu,
KoAnpoBaHHasi

®unbTp EDC UN/EDIFACT

ANropuT™M,KOANPOBAHHbI

DES (Data Encryption Standard) -
CTaHAapT WMdPOBaHMSA AaHHbIX
RSA (Rivest, Shamir, Adleman)-
asnroputm PusecTta-LLamupa-
ApnemaHa

MAC (Message Authentication Code)
- Ko ayTeHTMdmKaLmm coobLyeHus
MDC2 (Modification Detection Code)
Kop, 06HapY>XEHVS U3MEHEHWI

HDS2 (Hash functions)- xeLwu-
doyHKLMK

KBanngukaTop KOHTPO/IbHOIO
3HaueHus

YHUKa/IbHOE KOHTPOJIbHOE 3HayYeHne
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0577 KBanimdmkatop CTOPOHbI 3alnThbl
1 OTnpaBuTeNb COO6LLEHUSA

2 Monyyatenb coo6LeHNs

3 Bnapgeney, ceptugukata

4 AyTeHTUGMLMpYOWas CcTopoHa

Micnonb3yemMble cokpalleHus
a, b,c,d - npeacTaB/ieHUA KOHTPOJIBHOTO HOMepa 3aLuThl;
CA - opraH ceptudukaunu;

Enc-Key - 3alinMdpoBaHHbIN KNHOY;

Hash - 3Ha4yeHue xew-gyHKUMN;

Key-N - UMA Kya,

MAC - KoA ayTeHTUdmKaumm coobLieHmns;

Mod - MoAy/b;

Mod-L - ANvHa moayns,

PK/ICA - OTKPbITbIA KIKOY OpraHa cepTudukauunu;
Pub-K - OTKPbITBIA K/HOY;

Sig - noAanuch.

B.2 Komb6uHaumm € WUCMoO/Ib30BaHMEM CUMMETPUUYHbLIX aJITOPUTMOB U

coobuweHns AUTACK ansa ykasaHHbIX 0O6bEKTOB 3alinTbl

MaTtpuua, npuBeaeHHass B Tabnuue B.1, ycTaHaBnvMBaeT OTHOLIEHUA ANs

cnefywmx KOHKPETHbIX CUTyaLuii:

- 3aluTa ykasaHHOro noruyeckoro obbekta obecneyvMBaeTcs COOOLEHMEM

AUTACK (MCO 9735-6);
- WCMO/Ib3yeTCs TONIbKO CUMMETPUYHbLIA anropuTmM;

- npepocTtaBfifeMbIMW  cnyx6amu  3aluTbl  ABAAIOTCA ayTeHTudukaums
NCTOYHUKA YKa3aHHOW cTpykTypbl EDIFACT (Ha npumepe yka3aHHOro coobLieHns) u
ayTeHTUdMKauna uctouHnka coobuweHns AUTACK. AyTeHTUdPUKaLUA WUCTOYHMKA
yKa3aHHOW CTPYKTYpbl o6ecrneynBaeTca KOHTPOJSIEM LEIOCTHOCTU 3TOW CTPYKTYpbl B

coyeTaHun ¢ ayTeHTudukaumen nctouyHmka cooouieHns AUTACK;

43



FOCT P NCO 9735-6 - 2012

- LesIoCTHOCTb yKasaHHOIA CTPYKTYpbI EDIFACT obecneunBaeTcs
MCNoNb30BaHMEM Xel-(IYHKLUKN, OCHOBaAHHON Ha anroputme DES B pexume MDC
cornacHo WCO/M3K 10118-2. Y oTnpasButena u noayyatensa Het obuiero
CEeKpeTHOro kntwva. XelwnpoBaHHOe 3HayeHue nepepgaetcs B coobuieHun AUTACK,

M 3awmTa 3TOro 3HayeHma obecneunBaeTcsa 3awmuToli coobweHna AUTACK;

- ayTeHTucbukauma uUcToyHMka coobuweHns AUTACK peanmsyetcs ¢
nomouwblo BbluncneHns MAC (koga ayTeHTUdukauum coobuieHuns) ans cooblieHus
AUTACK. B 3tom npumepe wucnonb3yetca anroputm DES B pexume CBC c
CEeKpPeTHbIM K/II0UOM, KOTOpPbIA WM3BECTEH Moay4vyaTesilo CoOo6LeHus, n npu 3TOM
nepegaeTcs TOMbKO WUMSA Kaoya. [aHHbIi npumMep CcOOTBETCTBYeT TpeboBaHUAM

nCO 8731-1;

- XOTS y OTnpaBuTena W nosyyatens o6uwue KAyM, HO MEeXaHU3Mbl
WngpoBaHna He O6blIIM MOJIHOCTLIO cOrslacoBaHbl 3apaHee. [103ToMy AnA Bcex

aaropuTMoB U peXnmos mqupOBava MCMNOJIb3YKOTCA ABHbIE UMEHA;

-  NpMBOAATCA TOJIbKO MOSsA 3alinTbl, CBA3aHHbIE C aKTyaJibHbIMW MeTOodaMK

3alMTbI, aNrTopuTMaMun 1 pexmnMmammn WupoBaHmus.
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Tabnuua B.1 - MaTpuMua OTHOLWEHWIA NPU  WUCNO/b30BaHUN  TOJIbKO
CYMMETPUYUHbIX aNropuTMOB

LlenocTHoOCTb
o . AyTeHTudnkaumsa
o yKasaHHOW
T g NUCTOYHMKA
= S CTPYKTYpbI =
Ter HanmeHoBaHue [ coobueHns s
s 2 & EDIFACT no =
> o E AUTACK no >
© X o MCO/M3K 2
5 = & NCO 8731-1 s
AR ) 3
o x = 10118-2 2
SG1 M 99 OpfvH ANna Kaxaon cnyxobl
3aWunThl
USH 3ATONTOBOK 3AWNTbI M 1
0501 CANYXBA 3AWWNTbLI, KOOUPOBAHHAA M 1 9 2
0534 KOHTPOJIbHbI HOMEP 3ALWTHI M 1 a b 1
0505 O®YHKUUA oUNBTPALNN, c 1 6 6
KOONPOBAHHASA
S500 WAEHTUOUKALWMOHHBLIE SNEMEHTbI ¢ 2
SAWLNTDI
0577 KBanudunkatop CTOPOHbI 3alinUThbl M 1 1 2
0538 Wwmsa knwoyva c Key-N 3
S500 WAEHTUOUNKALUWMOHHBIE 9NIEMEHTbLI ¢ 2
SAWLNTDI
0577 KBanudunkatop CTOPOHbI 3aLUTbl M 2 2 4
USA ANTOPUTM 3AWNTHI c 3
S502 A/ITOPUTM 3AWNTHI M 1
0523 O6nacTb NPUMEHEHNA anropuTMa, M 1 2
KoAupoBaHHas
0525 Kpuntorpaguueckuii pexum. (o] — —
KOAUPOBaHHbI
0527 ANropuTM.KOAUPOBAHHbIN c 40 37
usSB MAEHTUNONKALUMA SAWLVILEHHbBIX M 1 Ccblnka Ha 3aliuuiaemble
OAHHBIX CTPYKTYPbI AaHHbIX
SG 3 M 9999
USX YKASATENWN 3AWNTHI M 1
usy 3AWNTA NO YKABATENAM M 9
0534 KOHTPO/IbHbIN HOMEP 3ALLUTHI M 1 a — 5
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Ter

S508

0563

0560

SG4

UST

0534

0588

USR

S508

0563

0560

1- OpAuWH 3aroN0BOK 3alKTbl CCbllaeTCa Ha OKOHYaHue 3awmntbl AUTACK, a gpyroi - Ha CermeHT

HanmeHoBaHue

PE3Y/NIbTAT NMPOBEPKN
KBanungukaTop KOHTPOJILHOTO 3HAYEHUS

KoHTpoNbHOE 3HayeHue

OKOHYAHWE 3AWNTHBI
KOHTPO/IbHbIN HOMEP SAWNTDBI
YNCJTO CETMEHTOB 3AWNTLI
PE3Y/IbTAT 3AWNTbI

PE3Y/IbTAT MNMPOBEPKW/
KBanungukaTop KOHTPOJILHOTO 3HAYEHUs

KoHTpoNnbHOE 3HayeHue

3aWnTbl NO yKasaTensm.

2 - OTnpaBuTesib COO6BLEHUSA.

O =T o S(cratyc)

=

c

R (MakcumanbHoe
4Yncso NOBTOPOB)

99

LlenocTHoOCTb
. AyTeHTudnkaumsa
yKasaHHOW
NUCTOYHMKA
CTPYKTYpbI
coobuweHuns
EDIFACT no
AUTACK no
NCO/M3K
NCo 8731-1
10118-2
1
Hash
a b
1
MAC

3 - NmA obuwero cekpeTHOro kntoya nonyyatens v otnpasmutena AUTACK.

4 - MonyvyaTenb coobleHns.

5- CcblnaeTca Ha OA4WH M3 3aro/10BKOB 3alLUThI.

MpumeyaHunsa

6 - 3HauyeHue xew-PyHKUMN ANA yKkaszaHHON cTpykTypbl EDIFACT, koTopoe 3awuweHo kogom MAC,

BblYMCNEHHbIM ANnA coobweHna AUTACK.

7 - CcblnaeTtca Ha OAWH U3 3aro/I0OBKOB 3alUThI.

8 - Koa MAC. BbluMC/EHHbIN Ana coobuieHns AUTACK.
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B.3 KomOuHaumm c Mcnosib30BaHMEM aCUMMETPUYHbIX aJITOPUTMOB U

coobueHua AUTACK anga ykasaHHbIX 06 bEKTOB 3aliuTbl

MaTpuua, npuBegeHHasa B Tabnuue B.2, ycTaHaB/ivBaeT OTHOWEHMS AN

cneayrwnx KOHKPeTHbIX CVITy&LI,I/IVIZ

- 3aluTa ykKasaHHOro noruyeckoro obbekta obecneyvMBaeTcs COOOLEHMEM

AUTACK (UCO 9735-6);

- npepocTaBnsieMbiMM  CNyxbamu  3aWmnTbl  ABMAOTCA  obecneyeHue
HEOTKa3yeMoCTU WCTOYHMKA YyKasaHHol cTpyktypbl EDIFACT wn o6ecneyeHue
HeoTKa3yemoCT WCTo4YHMKa coobuweHns AUTACK. HeoTkazyeMoCTb WCTOYHMKA
yKaszaHHOW CcTpykTypbl EDIFACT o6ecneuynBaeTcsi KOHTpPOMEM LEeNoCTHOCTU 3TOol

CTPYKTYpbl B COYETAHUN C HEOTKAa3yeMOCTbl NCTOYHMKa coobweHna AUTACK;
- MCNO/Sb3yeTCcs aCUMMETPUYHbIA anroputm RSA;

- [ona xew-pyHKUuKM mncnosnb3yetca anroputm DES B pexume MDC. Ta xe
Xew-yHKUNS CAYXWUT ANA pacyeTa XewWupoBaHHOIO 3Ha4vYeHus 3aluuiaemMoi

cTpykTypbl EDIFACT 1 coobuweHna AUTACK;,
- npepjnonaraeTcsd, YTO OOMeH cepTuhukaTtamum paHee He BbINOJHANCS,

- B cermeHte USC $IBHO MAeHTU(ULUMPOBAHbI XeW-QPYHKUUS 1 PYHKUNUS Ans
BbIUMC/IEHUS MNOAMWCK, UCNOSib3yeMble OpraHoM cepTudpmkauum Ans  noanucu
ceptudpmkata. OTKpbITbI KUY 3TOTO0 oOpraHa, Heo6XoAuWMbIi ANs  NPOBEPKU
cepTudpmkata, yxe M3BeCTeH nofnyyatesno. Ha Hero ecTb cChbiflka MO WUMEHW B

cermeHTte USC;

- npwnaraeTcs TO/IbKO OfWMH cepTudmkaT: BTOPOlM CepTUINKAT HYXEH,

TOJIbKO €eC/Zin ncnonb3yeTcA OTKprTbIVI KMKWY nosy4vyartens.

Ta6bnuuya B.2 - MaTpuua OTHOLWEHMA NPU UCNOAb30BAHUN aCUMMETPUYHbIX

anropuTmMoB
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LlenocTHOCTb
HooTkasyemocTb
© . YKasaHHOi
o m MCTOYHMKA
T g CTPYKTYpBbI
Ter HanmeHoBaHune S O coobuieHns
© & EDIFACT no
T 2 o AUTACK
2 g E NCOYM3K
8 g 2 (RSA)
=
o =2 d 10118-2
v x 3
SG 1 M 99 OAMH ANA KaxXAoi cnyx6bl
3aWuThl
USH 3ArO/TOBOK 3AWNTbI M 1
0501 CNYXBA 3AWLNTbI, KOONPOBAHHAA M 1 9 1
0534 KOHTPO/IbHbIN HOMEP 3ALLANTHI M 1 c d
0505 OYHKUNA dUNBTPALINWN. c 1 6 6
KOAVMPOBAHHASA
S500 WAEHTUOUKALMOHHBIE SNEMEHTbBI ¢ 2
3AWLNTHI
0577 KBanugunkatop CTOPOHbI 3alUThl M 1 1
S500 WAEHTUOUKALMOHHBIE SNEMEHTbHI ¢ 2
3AWNTHI
0577 KBanudukatop CTOPOHbI 3aLLUThI M 2 2
USA ANTOPUTM 3ALWNTHI c 3
S502 A/ITOPUTM 3ALWLNTHI M 1
0523 O6nacTb NpUMEHEHNA anropnTMma, M 1 1
KogupoBaHHas
0525 Kpuntorpaduueckunin pexvm. c — —
KOANPOBaHHbI
0527 ANropuTM,KOANPOBaHHbI (o] 40 40
SG2 c 2 ToNbKO OAUH:
cepTudukar
oTnpasuTens
use CEPTUGUKAT M 1
0536 HOMEP CEPTU®UKATA c 1 Homep aToro
cepTuumkaTta
S500 WAEHTUOUKAUWMOHHBIE 3/TIEMEHTbBI cC 2 (Bnapenew
3AWLNTLI cepTudukara)
0577 KBanugukatop CTOPOHbI 3aLWUThI M 3
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Ter

S500

0577

0538

USA

S502

0523

0527

S503

0531

0554

S503

0531

0554

S503

0531

0554

USA

S502

0523

HanmeHoBaHune

NOEHTUOUKALIMOHHBIE SNEMEHTHI
3ALWNTI

KBanugukatop CTOPOHbI 3aLUThI
Nma knova

ANNMTOPNTM 3AWLNTHI

ANTOPNTM 3AWNTDI

O6nactb NPUMMEHEHUSA anropuTma,

KoAupoBaHHas
ANITOPUTM.KOAUPOBAHHbI i
MAPAMETP ANITOPUTMA
KBanudukatop napameTpa anaropurma
3HayeHue napameTpa anroputMma
MAPAMETP ANITOPUTMA
KBanudukatop napameTpa aaropurma
3HayeHue napameTpa anroputma

MAPAMETP AJITOPUTMA

KBanudukatop napameTpa anroputma
3HaueHue napameTpa anroputma

ANITOPUNTM 3AWLNTHI

ANNMTOPUNTM 3AWLNTHI

O6nacTb NPUMEHEHUSA anropuTMa,

KognpoBaHHas

o% cg v

R (makcnmanbHoe

Yyncno NoBTOPOB)
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LlenocTHOCTb
HeoTkaszyemocTb
yKasaHHol
NCTOYHUKA
CTPYKTYPHbI
coobueHns .
EDIFACT no !
AUTACK d
nco/Mak
(RSA)
10118-2
(cTopoHa,

BblNoJIHAO W an

ayTeHTuduka-
o)
4 6

(umsa PK/CA)

(chyHKLMS
nognucuy

oTnpaBuTens)

10
(pnvHa mopyns)
14
Mod-L
(mogynb)

12
Mod

(oTKpbITan

9KCMNOHEHTA)
13
Pub-K
(xew-gpyHKLUA
CA gns nognucu

cepTudukara)

49



FOCT P NCO 9735-6 - 2012

Ter

0525

0527

USA

S502

0523

0527

USR

S508

0563

0560

USB

SG 3

USX

usy

0534

S508

0563

0560

SG 4

UST

0534

50

HanmeHoBaHune

KpunTtorpaduueckuii pexumm.

KOAMPOBAaHHbIN
ANTOPUTM,KOANPOBAHHbI

ANTOPNTM 3AWNTDI

ANTOPUNTM 3AWNTDI

O6nacTb NPUMEHEHNA anropuTMa,

KoAupoBaHHas
ANTOPUTM.KOAMPOBAHHbI

PE3Y/NIbTAT 3AWNTLI

PE3Y/IbTAT NMPOBEPKW/
KBanugukatop KOHTPONIbHOTO 3HAYEHNS
KoHTponbHOe 3HauveHue

NAEHTUOUKALMUA 3ALNLLEHHBIX
OAHHbBIX

YKA3ATENN 3AWLNTHI

SAWNTA MO YKASATENAM
KOHTPO/IbHbIN HOMEP 3AWNTHI
PE3Y/NIbTAT NMPOBEPKW/
KBanungumkaTop KOHTPOJILHOTO 3HAYEHUs

KoHTponbHOE 3HauveHue

OKOHYAHWE 3AWLNTLI

KOHTPO/IbHbI HOMEP 3ALW AT

O S (cTartyc)

(@]

LlenocTHOCTb
HeoTkaszyemocTb
© -~ YykasaHHoi
o m NCTOYHMKA
T 8  CcTpyKTyphl
S O coobuieHns
s 5 EDIFACT no
2 o AUTACK
e E nco/mak
s 2 (RSA)
2 g 10118-2
x 3
42
3 (pyHKUMA
reHepauumn
noanucu CA ans
nognucu
cepTudukaTa)
1
3
10
1
2
1
Sig
1 Cchblfika Ha 3alWuLeHHble
CTPYKTYPbl AaHHbIX
9999
1
9
1 c —
2
1 J—
Hash —
99
1
1 c d

MpumeyaHnsa

1
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LlenocTHOCTb
HeoTka3syemocTb
© . YKasaHHOi
o m NCTOYHMKA
T g CTPYKTYpbI
Ter HanmeHoBaHune S O coobuieHns ®
S 5 EDIFACT no 3
T 2 o AUTACK P
> g €t nco/mMak z
© z © (RSA) s
S = o 101182 S
e 2 ¢ a
0w x = c
0588 YNCNO CEFTMEHTOB 3AWNTHI M
USR PE3Y/NbTAT 3AWNTHI C
S508 PE3Y/NIbTAT NMPOBEPKU M il
0563 KBanuunkatop KOHTPONLHOIO 3HadeHna M 1
0560 KoHTpo/ibHOE 3HaueHue c — Sig

1- lMopgpa3symeBaeTcs, 4YTO ayTeHTUUKaUUA WUCTOYHUKA COOOLEeHUA U LenocTHOCTb coobweHus AUTACK
BK/OUYEHbl B CNyX0y MeoTKasyeMoCT! WCTOYHMKA. HeoTkasyeMoCTb MCTOYHMKA YKa3aHHOW CTPYKTypbl
EDIFACT obecneumBaeTcs LENOCTHOCTbIO 3TOW CTPYKTYpbl B COYETAHMM C HEOTKA3yeMOCTbH WCTOYHMKA
coobueHna AUTACK.

2 - OTnpaBuTeNb COOOLLEHUS.

3

4 - Xelw-(hpyHKLMS, 3HAYEHNE KOTOPOI BbIYMCIEHO OTNPaBUTENEM A 3alLLULLEHHON CTPYKTYpPbI.

MonyyaTenb COOGLLEeHUs.

6 - Bnageney ceptTudmkara: naeHTUVKaLNOHHbIE AaHHbIe AO/MKHbI OblITb TEMU Xe. 4TO 1 B cermeHTe USH.
(anemeHTe faHHbIix S500) Ana oTnpaBuTens coobLeHus.

7 - CTOpoHa, BbINO/HAOLWAaa ayTeHTudmkaumio: opraH ceptudunkauun (CA).

8 - ®yHKUMS reHepauuu NoAMUCKU OTNpaBuUTeNs.

9 - Xew-cyHKuna CA.

10 - ®yHKUMA reHepauuu nognucu CA.

11 - Ans HEeKOTOPbIX anropuTmMoB reHepauun nognucu (Hanpumep. DSA) TpebyeTca ABa napameTpa pesybTarta.
B.4 Kom6buHaumm C wncnosib3oBaHnem coobuweHus AUTACK ans
KBUTUPOBaHUA

Bo3MOXHble KOMBUHaLUM ANA KBUTUPOBaHUA ¢ nomMouwbio coobuweHnii AUTACK

COOTBETCTBYIOT ONUCAHHbLIM Bbille cnyyaam. B yacTHoCTU:

- pna USH 0501, kog 6 (ayTeHTudmkaumsa npuema), NPUMEHVMbl KOMOUHAaL MK

u3 matpuubl 1;

- Ana USH 0501, kog 5 (HeoTkazyeMoCTb npuema), npMMeHUMbl KOMOUHaLUK 13

Marpuubl 2.
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BO3MOXHbI M HEO6X0AMMbI KOMGUHALMW ANS APYTUX KOJOB.
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MpunoxeHne AOA

(cnpaBo4yHoOE)

CBefeHna 0 COOTBETCTBUU CCbINTOYHbIX MeXAyHapoaHbIX CTaHOapPTOB

CCbIIOYHbLIM HauMoHasbHbLIM cTaHAapTam Pocculickoli ®egepauunmn

Ta6nuya AA. 1

O603Ha4eHne CreneHb O603HavyeHne 1 HaumeHoBaHne
CCbISIOYHOr0 COOTBETCTBUSA COOTBETCTBYHLLENO HaLMOHa/IbHOrOo
MeXAyHapoaHOro CTaHZapTa
cTaHgapTa
NCO 9735-1:2002 tor FOCT P NCO 9735-1-2012 «OnEeKTPOHHbIiA

0OMEH AaHHbIMU B ynpaBfieHWu, TOProB/e U Ha
TpaHcnopte (EDIFACT). CuHTakcuyeckme
npaeuna s NPUKNagHoOro ypoBHs (Bepcus 4,
pepakuusa 1). YUactb 1 CuHTaKcuveckume
npaswsa, obLine Ans BCex YacTeii»

NCO 9735-2:2002 HoT FOCT P NCO 9735-2-2012 «DnEKTPOHHBII
06MEH [aHHbIMU B ynpaB/ieHWU, TOProB/ie U Ha
TpaHcnopte (EDIFACT). CuHTakcuyeckme
npasuna 415 NpUKNagHoOro ypoBHs (Bepcus 4,
pepakuus 1). Yactb 2. CUHTaKcu4yeckme
npasuna, cneuucmyHble AN naketHoro 300»

MCO 9735-5:2002 HoT FOCT P NCO 9735-5-2012 «3neKTPOHHbIM
06MEH flaHHLIMU B YNpaB/IEHNN, TOProB/IE U Ha
TpaHcnopTe (EDIFACT). CuHTakcnyeckme
npaswna Ansa NpukIagHoro ypoBHs (Bepcus 4,
pepakuusa 1). Yactb 5. MNpasuna 3awmtbl ons
naketHoro 30/, (ayTEeHTUYHOCTb, LLe/IOCTHOCTb
N HEOTKa3yeMOCTb UCTOYHMKA)»

NCO 9735-10:2002 *

* COOTBETCTBYHOLLMIA HALMOHa/TbHbIA CTaHA4apT OTCyTCTBYET. [0 ero yTBepXaeHus

pekoMeHyeTcsl UCMo/b30BaTb NepeBof Ha PYCCKuid S3blK AAHHOTO MeXAyHapoAHOro
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cTaHgapTa. [lepeBof AaHHOTO  MEXAYHApOAHOro  CTaHAapTa  Haxoautcss B

depepasbHOM UHDOPMALMOHHOM (DOHAE TEXHUYECKUX PETNIAMEHTOB U CTaHLAPTOB.

MpumeuvaHue: B HacToswel Ta6nuue WUCMNONbL30BAHO Ccliedylollee  yCc/0BHOe

0603HavyeHne cTeneHn cCooTBETCTBUSA CTaHOapToOB!

KOT - UAeHTUYHble cTaHaapThl.



(1]

(2]
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Bubnnorpacdus

MCO 8731-1:19871), Onepaunn 6aHKOBCKME. YTBEPXKAEHHbIE anropuTMbl
ayTeHTUdmkauum coobuwenunin. Yacte 1. DEA (ISO 8731-1:1987, Banking

— Approved algorithms for message authentication — Part 1. DEA)

MCO/M3IK 10118-2:20002), WMHGopmMaLUOHHbIE TexHonorun. MeToabl
3awunTel. Xew-goyHKumnM. Yacte 2. Xew-pyHKUUU C MCNOMb30OBAHMEM
anroputma wudposaHna n-6utHeiMn 6nokamu (ISO/IEC 10118-2:2000,
Information technology — Security technigues — Hash-functions — Part 2:

Hash-functions using a n-bit block cipher)

1LOTMeHeH. fleiicTByeT MCO 16609:2004.
210TmeHeH. felicteByeT MCO/M3K 10118-2:2010.
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