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MpegucnoBue

Lienn v npuHumnel cTaHgapTm3auum B Poccuiickoin @efepauym ycTaHoBneHbl ®efepanbHbiM 3aKkOHOM OT
27 pekabps 2002 r. No 184-d3 «O TexXHWYECKOM perynvpoBaHuu», a npasuaa NpUMEHEHNs HauuoHabHbIX
cTaHpapToB Poccuiickoin ®epepauun — FOCT P 1.0—2004 «CtaHgapTtusauus B Poccuiickoii ®epepavuu.
OCHOBHbIE NOIOXEHUSA»

CBefileHus o cTaHgapTe

1 NOArOTOBJ/IEH ®epepanbHbiM roCyAapCTBEHHbIM YHUTApHbIM NpeanpusaTrnem «Bcepoccuiickuii
Hay4YHO-uccnefoBaTenbCkuii  UHCTUTYT — cTaHgapTv3aumm u  cepTudmkauum B MaLMHOCTPOEHWUU»
(BHUMHMALL) n TexHnyeckum kKoMuTeTOM Mo cTaHdapTusaummn TK 22 «/IHhopMaunoHHbIe TEXHOMOMMN» Ha
OCHOBe COB6CTBEHHOrO ayTEHTUYHOIO NepeBoa Ha PYCCKUi A3blK MeXAYHapoAHOro cTaHaapTa, yka3aHHoro B
nyHKTeE 4

2 BHECEH TexHuyeckuM KomuTeToM no ctaHgaptusaumm TK 22 «MHdopmMaLmoHHblie TEXHOM0rMmn»

3 YTBEPX/EH 1 BBEJIEH BJIEVICTBME MNpukasom ®efepan-HOro areHTcTa No TEXHUYECKOMY pery-
nupoBaHuio n metposniorny ot 13 gekabps 2011 r. Ne 1008-cT

4 HacTosiwuniA cTaHAapT WAEHTUYEH MexayHapogHoMmy cTaHaapty WCO/M3K 7816-9:2004 «KapTbl
naeHTudurKaunoHHble. KapTbl Ha MHTerpasibHbiXx cxemax. Yactb 9. KomaHapl ANns ynpasBieHus kapTamu»
(ISO/IEC 7816-9:2004 «ldentification cards — Integrated circuit cards — Part 9: Commands for card
management»).

Mpv NpYMEeHeHNN HacToALWEero cTaHAapTa pekoMeHAyeTCsa UCMOb30BaTh BMECTO CChIIOYHbIX MeXyHa-
POAHbIX CTaHAapPTOB COOTBETCTBYIOLLME UM HaLMOHa/bHbIE CTaHAapTbl Poccuiickoii degepaunm, cBefeHns o
KOTOPbIX MPUBEAEHbI B AOMOTHUTESIbHOM MPpUNoxeHun A

5 BBEJEH BIEPBbIE

6 HekoTopble NOSIOXEHNUS MEXAYHAPOAHOTO CTaHAAPTA, YKa3aHHOT0 B MyHKTE 4. MOTyT IBMSATLCSA 06bek-
TaMu NaTeHTHbIX NMpaB. MexAyHapoAHas opraHusaumsi no ctaHgaptusauum (MCO) n MexayHapogHasi anek-
TpoTexHuueckas kommccusi (M3IK) He HecyT OTBETCTBEHHOCTU 3a MAEHTUMKALMI0 NOAOGHbLIX NAaTEHTHbLIX Npas

MHopmMauus 06 U3MEHEHMSAX K HACTOSILLEMY CTaHAapTy Ny6avkyeTCsl B eXerofHo n3faBaemMom
MH(OPMaLMOHHOM YKa3aTe e «HauuoHanbHble CTaHAapThi», a TEKCT U3MEeHeHU MNonpaBoK — B eXxemMe-
CSAYHO M3AaBaeMbIX MHDOPMALIMOHHbIX YKasaTensax «HaunoHabHble cTaHaapThi». B ciyyas nepecMoTpa
(3aMeHbI) MM 0TMEHbI HACTOsILLEro CTaHAapTa cooTBe TCTBYLLee yBefjoM/eHne 6yaeT ony6MKoBaHo
B ©XXEMECSAYHO N34aBaeMoM MHGIOPMaLMOHHOM yKaszaTene «HaunoHanbHble cTaHgapThi». COOTBETCTBY-
loLLas HdhopMaLysi, yBeJOM/IEHNE U TeKCT bl pasMelLalo T cs Takxke B MH(opMaLoHHO| cucTeme o6LLero
Nnofb30BaHNsi — Ha OhULMaLHOM caliTe dPefepasibHOro areH TCTBa N0 TexXHNUYEeCKOMY PeryvpoBaHuio 1
MeTpoforuu B ceTv IHTepHeT

©CrtaHpgapTuHpopm. 2013

HacToswuii cTaHAapT He MOXEeT GbITb NO/IHOCTLIO UM YACTUYHO BOCMPOU3BEAEH, TUPAXKMPOBAH 1 pac-
MPOCTPaHEH B kKayecTBe ohuLmanbHOro nsganus 6es paspelleHns ®efepasibHOro areHTCTBa No TEXHUYECKO-
MY perysiupoBaHuio 1 MeTposiorumn
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BBepneHve

Cepusa ctaHgapToB MCO/M3K 7816 ycTaHaBnvBaeT TpeboBaHMS K napameTpam KapT Ha UHTerpasibHbIX
cxemax 1 ux npUMeHeHuo B pamkax o6meHa nHdopmavmeii. laHHble naeHTUdMKaLMOHHbIE KapTbl NpejHas3Ha-
YyeHbl AN obMeHa MHbopMaLMeil, OCHOBAHHOTO Ha COrNacoBaHUAX MeXAy BHELUHUM WCTOYHUKOM WU UHTEr-
panbHOW cxemoli kapTbl. B pesynbTarte nHopmaLnMoHHOro obMeHa kapTa BblgaeT uHdopmauumio (pesynbtar
BbIUYMCIEHWNIA, XpPaHVMble flaHHble) N/MNN N3MEHSET CBOE COAEPXKMMOe (MaMsATb AaHHbIX, NaMATb COObITUIA).

B cepuio ctaHgaptoB MICO/M3K 7816 BXOAAT NSATb CTAHA4APTOB, OTHOCALLMXCS K KapTaM C rajibBaHu4yec-
KUMW KOHTaKTaMu, 1 Tpu, onpeaensioline anekTpuieckuii nitepdeiic:

NCO/M3K 7816-1 — onpepensieT usnmyeckme xapakTepucTuKn KapT C KOHTaKTamu,

MCO/M3K 7816-2 — onpepenseT pasMepbl ¥ PacnonoxeHne KOHTaKToB;

NCO/M3K 7816-3 — onpefenseT afiekTpuyecknin nHTepdelic u NpoToKobl Nepefaymn Ans aCUHXPOH-
HbIX KapT;

NCO/M3K 7816-10 — onpegenseT afieKTpuyecknin nHTepdelic n 0TBET Ha BOCCTAHOB/IEHUE A5 CUH-
XPOHHbIX KapT;

NCO/M3K 7816-12 — onpepgensieT afiekTpuyeckunini nHtepdeiic n padboune npoueaypbl ans USB kapT.

MprBefeHHbIE HUXE CTaHAAPTbLI HE 3aBUCAT OTTEXHOIOTUK hn3nyeckoro nHtepderica. OHU NPUMEHSIIOT-
CA KKapTaM, JOCTYN K KOTOPbIM OCYLLLECTB/IAETCS NPU NOMOLLM KOHTAKTOB U/MNN pafnoyacToTbl:

NCO/M3K 7816-4 — onpepenseT opraHn3auuio, 3aWmuty U kKoMaHabl 415 o6MeHa nHdopmaumen;

NCO/M3K 7816-5 — onpepenseT peructpayuio NnpoBaiifepoB NpukNagHbIx Nporpamm;

NCO/M3K 7816-6 — onpepensieT a/ieMeHThbl flaHHbIX A/19 MeX0TpacneBoro ooMeHa;

NCO/M3K 7816-7 — onpepensieT KOMaHAbl 4715 CTPYKTYPUPOBAHHOIO Si3blKa 3anpocoB AN KapThbl;

MCO/M3K 7816-8 — onpegensieT komaHAbl, 06ecneynsatoLLine onepaLmy 3alnThbl;

NCO/M3K 7816-9 — onpegfenseT KOMaHAbl A5 yNpaBeHns kapTamu;

MCO/M3K 7816-11 — onpefgensieT ygqocToBepeHue MMYHOCTU 6MOMEeTPUYECKMMIN MeTO4aMMU;

NCO/M3K 7816-15 — onpegensieT NpuioXeHne ¢ Kpuntorpaduyeckoii uHopmaLmeil.

NCO/M3K 10536 onpegenseT o06MeH JaHHbIMWA NPW  MOMOLLM MOBEPXHOCTHOrO AelCTBUSA.
MCO/M3K 14443 n NICO/M3K 15693 onpefiensaoT 4OCTYN NPU NOMOLLM paanoyacToTbl. Takme kapTbl U3BECTHbI
KaK 6eCKOHTaKTHbIe KapThbl.

MNCO/M3K 7816-9:2004 nopgrotosneH nogkomutetoM Ne 17 «KapTbl v naeHTUUKALUSA IUYHOCTU»
coBMecTHOro TexHuuyeckoro kommteta No 1 UCO/M3K «HopMaLnoHHbIe TEXHOIOMMIN.
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HALULMWOHANBHBIN CTAHAAPT POCCUWNCKOWN GENLEPALUMN

KapTbl naeHTUuKaLMoHHbIEe

KAPTbl HA MHTEIPA/IbHbIX CXEMAX
YacTtb 9

KomaHAbl oNna ynpasneHna kaptamun

Identification cards. Integrated circuit cards. Part 9. Commands forcard management

fNaTta BBegeHna — 2013—01—01

1 O6nacTb NpUMeHeHUsd

HacToswuii ctaHgapT onpefensieT MexoTpac/ieBble KOMaH/bl 4711 yNpaBieHns kapToii v haiinamu. 3tu
KOMaH/ibl OXBATbIBAKT MOJIHbINA XKU3HEHHbIA LMK KapTbl, ¥ NO3TOMY HEKOTOPbIE KOMaH/bl MOTYT UCMO/Ib30BaThb-
Csi 0 TOTO, Kak kapTa 6yAeT BblAaHa ilepXaTeslio KapTbl Uy Nocse Toro, Kak UCTeUeT CPOK AeiicTBUSA KapTbl.

HacTosiwuii cTaHgapT He pacnpocTpaHseTcs Ha peann3alnio o6MeHa JaHHbIMU BHYTPU KapTbl Wnm
BHELLHEro OKpYXeHus.

2 HopMaTuBHBbI€e CCbIKU

B HacTosLWem cTaHAapTe MCMONb30BaHa HOPMaTNBHAS CCblNKa Ha cnefyoLnii cTaHAapT:

MCO/M3K 7816-4:2005 KapTbl MAeHTU(UKALNOHHBbIE. KapTbl Ha WMHTEerpasbHbiX cxemax. YacTb 4.
OpraHusauus, 3awmrta u KomaHabl Ans obmeHa wHdopmaumeli (ISO/JJEC 7816-4:2005, Identification
cards — Integrated circuit cards — Pari 4: Organization, security and commands for interchange)

3 TepMUHbI M onpeaeneHus

B HacTosLleM cTaHAapTe NPUMEHEH cefyoLinii TEpMUH C COOTBETCTBYIOLLMM ONpeefieHneM:

31 6e3onacHblli 06MeH coobuieHnsAsmMu (secure messaging): CoBOKYMHOCTb CpeAcTB Kpuntorpadu-
YeckoW 3aWunTbl (YacTeii] napbl kKOMaHga-0TBeT.
[MCO/M3K 7816-4, cTaTtbsa 3.39]

4 O603HaYeHus 1 coKpalleHus

B HacTosWwem cTaHgapTe NPUMEHEHbI CeayoLLe COKpaLleHuUs:

APDU — 610K AaHHbIX NpuknagHoro npotokona (application protocol data unit);
FCP — koHTponbHble napameTpsl chaiina (file control parameters);

LCS — cocTosHue xm3HeHHoro umkna (life cycle status).

5 XXU3HEHHbI’ UnKn

CoCTOsIHWNE XXU3HEHHOTO UuKna Mmoxet ObITb CBA3AHO C /II0ObIM 06BHEKTOM B KapTte nc camoli KapTOVI. Kap-
Ta Ao/IXHa UCNoJib30BaTb COCTOAHUE XXU3HEHHOIO LiMKa B KOM6I/IHaL|,I/II/I CAONOJ/THUTENNbHbIMU anMGyTaMVI cek-
PETHOCTN. YTOObI onpeanennTb, HaxogutTca nn onepayna Hajg 06bEeKTOM B COOTBETCTBUM C MOUTUKOWN

N3paHne opuymnansHoe
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6e3onacHocT. COCTOSIHME XM3HEHHOrO LMKna oTpaxaeT MCMo/ib30BaHMe 06BLEKTOB B COOTBETCTBUU CO
cnepyoLyMn npaBuIamu:

- ec/iv 06bEKT HaXoAMTCA B COCTOSIHUN CO3aHNs, TO K JaHHOMY 0GbEKTY HE NPUMEHSAIOTCS aTpuGyThbl
CeKpeTHOCTH;

- €C/IM 06bEKT HAXOAUTCS B COCTOSHUW MHULMANN3aLum, To MOTyT NPUMEHATLCA Nto6ble aTPUBYThl Cek-
PeTHOCTW. onpeesieHHble A5 JaHHOTO COCTOSHUSA:

- ecnv 06bEeKT HaxXoAMTCS B paboyem COCTOSAHNM, TO AOMKHbI NIPUMEHATLCSA BCe COOTBETCTBYHOLLME aTpu-
6yTbl 6€30MacHOCTH;

- eC/IM 06bEKT HAaX0ANTCS B COCTOSIHUM 3aBEPLUEHUS XXM3HEHHOTO LKA, TO 3HaYeHne o6bekTa He f0-
XHO MN3MEHATbCS, HO 06BEKT MOXET GblTb UCMNOMb30BaH, Kak YCTAHOBEHO B €r0 aTpubyTax CeKpeTHOCTH,
Hanpumep, OH MOXeT 6bITb yaaseH.

Mepexoabl MeXAy OCHOBHbIMU COCTOSTHUSIMUW XXM3HEHHOTO LMK/1a HeobpaTuMbl U NPOUCXOAST TObKO OT
COCTOSIHWSA CO3/aHNs K COCTOSIHMIO 3aBeplueHns. Kpome Toro, NpuioXeHne MoXeT onpefensaTb BTOPUYHbIE
3Tanbl XM3HEHHOIO LUKNA; KaXa0e OTAe/IbHOe COCTOSSHME MOXET UMEeTb 06paTMble BTOPUYHbIE COCTOSHUSI.
M3MeHeHMsIMN ynpaBnseT kapTa, 1 OHW MOTYT BbINO/HATLCA B Npefonpese/ieHHOM Nopsifke, OTpaxatoLem
obpaTtuMble U1 HeobpaTUMble M3MEHEHUS COCTOAHWIA. CneayloLne KOMaHAbl A5 yNpasieHns KapToii u chaii-
namu MoryT GbITb MUCMO/Ib30BaHbI 4151 UHULMAIM3aLnmn NePexofoB Mexy COCTOSHUAMY XU3HEHHOTO LKA,

CREATE FILE ACTIVATE FILE TERMINATE EF
DELETE FILE DEACTIVATE FILE TERMINATE DF
TERMINATE CARD USAGE

KomaHapbl MoryT ycTaHaBNMBaTb 3HAYEHNE COCTOAHUS XXM3HEHHOTO LMK, KOrAa OHY BbINOMHATCA. OfHa-
KO KapTa fo/IXHA NOALEPXMBATb LLe/IOCTHOCTb 3TOTO 3HAYEHUSI B COOTBETCTBUM C HACTOSLLMM CTaHAApTOM.
5.1 >Xu3HeHHbIl Lukn daina

HapucyHke 1 noka3saHbl KOHLLENTyaslbHOE NpefCcTaBNeHne 3TanoB XN3HEHHOTO LyKna aiina nkomaHabl,
KOTOpble BbI3bIBAIOT NEepexo Nocse yCneLHoro BbinoIHeHUs. O4HaKo Ha JaHHOM PUCYHKE He NoKasaHbl COCTO-
AHWUSA BbINO/IHEHUA 3TUX KOMaHA (cM. ICO/M3K 7816-4).

PucyHok 1 — [unarpamma XW3HEHHOro uukna ainna
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6 KomaHgbl gns ynpaB/ieHUS KapToii

MoaaepXnBaHne BCEX KOMaHA WK BCEX OMUMIA KOMaHf HO ABNSeTCs 0653aTesbHbIM ANA BCEX KapT,
yA0BNETBOPALMX TPe60BaHNAM HACTOALWEro cTaHaapTa.

KomaHgbl MOryT 6bITb BbINOIHEHbI TO/ILKO B TOM Crlyyae, eC/in COCTOSHUE 3alUuThl y40BNeTBOPAEeT aTpu-
6yTam CeKpeTHOCTU KOMaHfbl.

[ns aTnx komaHg 6UTbl 4 1 3 He UMEIOT CMbIC/IOBOTO COAEepPXaHns 1 [O/KHbI UTHOPYPOBATLCS.

Ona kaxaoi KoMaHAbl NPefyCMOTPEH HencyepnbiBatoLLMii CNIUCOK COCTOSIHWUI 06paboTKn KOMaHAb! (CM.
Takke NCO/M3K 7816-4).

6.1 Komanga CO3[ATb ®AM/ (CREATE FILE)

KomaHga CREATE FILE 3anyckaeT co3gaHue chaiina (DF nnm EF). noMelLeHHOro HenocpeAcTBEHHO Noy,
TeKyL it Ha3HauveHHbI hainn DF. KomaHga MoXeT BblAeNATb NaMaTb A48 co3haBaemMoro eto chaina. CosgaH-
HbIA chaiin fomKeH ObiTb YCTAHOB/EH Kak TeKyLnii dhaiin, noka He 6yaeT onpeAeneHo nHade.

B cnyyae ecnu B ToM xe haitne DF cyuiecTByeT 6051ee 04HOro anemMmeHTapHoro aina EF ¢ gaHHbIM
KOpOTKMM naeHTudmkaTopom EF, To HacTosAwwmiA cTaHfapT NOBOAEHWE KapThbl He onpeaenserT.

KomaHza MoxeT 6bITb BbIMO/IHEHA TO/IbKO BTOM C/lyyae, eC/im COCTOsIHWE 3aLuThl yA0BNeTBOpAeT aTpu-
6yTam CeKpeTHOCTU TeKyL,ero HasHaueHHoro thaiina DF.

BaiT geckpuntopa haiina asnsetca o6s3arenbHbIM. OH NoKasbiBaeT, Kakoii 13 haitnos (Ha3HaYeHHbI
DF unu anemeHTapHbiii EF) gomkeH 6biTb co3gaH. MNpu aTom:

- ec/nn co3faeTcsa HaszHayeHHbI halin DF. To AO/XHbI GbiTh YKasaHbl UMs DF u/unu ngeHtudmkatop
thaiina;

- ecnu cosgaeTcs anemeHTapHblii hainn EF. To fomkHbl 6bITb yka3aHbl ngeHTudmkaTop cdanna n/mmm
KOpPOTKMiA naeHTudukatop EF.

Ta6nuya 1— CREATE FILE, napa komaHfa-oTBeT

CLA Kak onpepeneHo a UCO/M3K 7816-4
INS EO’
P1-P2 0000 WpeHTudukaTop caina n napameTpbl aiina 3akognpoBaHbl a NoNe AaHHbIX KOMaHAbI

P1 He paBHO 00': BaliT geckpuntopa haina
P2 KopoTkuit ngentucdukatop EF B 6utax ¢ 8 no 4; 6utbl ¢ 3 N0 1 NCNO/b3YIOTCA NO COGCTBEHHOMY

YCMOTPEHUIO
Mone L, OTcyTcTBYeT Agns koguposanus Nr = 0. npucyTcTByeT gns koguposaHua Nf > 0
Mone gaHHbIX Wa6noH FCP (Ter '62') 1 BO3MOXHble f06aBOYHbIE WAGNOHbI UIN OTCYTCTBYET
Mone Lc OTcyTcTBYeT Ans kogmposaHus Ne » 0
Mone gaHHbIX OTcyTcTBYeET
SW1-Sw2 Cm. MCO/M3K 7816-4. Tabnuubl 51 6, cooTBeTCTBYOLME 3HAYeHUA, Hanpumep 6982. 6A84, 6A89.
6A8A
MpumeyaHune — Ecnn Nt paBHO Hynto, TO CO3faHHbIli halin nMeeT KOHTPO/IbHbIE NapamMeTpbl paina no ymon-

YaHuUo.

6.2 Komanga YOANUTb ®AIN (DELETE FILE)

KomaHaa DELETE FILE 3anyckaeT yasieHUe CCbI/IOYHOr0 3/ieMeHTapHorogainnaEE HenocpeACTBEHHO
nof, TeKyLW M HasHayeHHbIM haiiniom DF nnan HasHaueHHoro ¢paiina DF co Bcem ero noagepesom. lMocne
YCMEeLHOro 3aBepLUeHns AaHHO KOMaHAbl yAaneHHblin daiinn He MOXET yxe 6biTb BbIGpaH. TekyLymM dainiom
nocne yganeHus gaiina EF apnsetcs Tekywuii chaiin DF. Tekywum dpalinom nocne yaanexus gaiina DF aBns-
eTca poguTenbckuii hainn DF, ecnn He onpegeneHo nHave. Pecypcbl, paHee BblfgesieHHble haiiny, AOMKHbI
OblTb BO3BpalleHbl, W NamsaTb, Wcnonb3yemas 3TM paiiniom, fo/KHa 6biTb ycTaHOB/IEHA B COCTOSIHME
JIOTMYECKOTr0 yaasieHus.

YpaneHHo chaiina MoxeT AONONHUTENBHO 3aBUCETb OT COCTOSIHUS XXM3HEHHOTO0 Lukna daiina. MnasHblii
thaiin MF He fo/mKeH 6bITb yaaneH.

Ecnu P1-P2 ='0000' v none gaHHbIX KOMaHAbl OTCYTCTBYET, TO KOMaHAa NnpuMeHseTcs Kdaiiny, KoTopblii
6blN1 BbIGPAH KOMaHAoW, BbINOSIHEHHOWN HeNnocpeACcTBEHHO nepes komaHaoli DELETE FILE. Kpome Toro, ecnu
JaHHbI thaiin BbIGNpaeTca APYruM IOTMYECKUM KaHasioM, TO BbIMOSIHEHNE KOMaHAb! MpepbiBaeTcs 1 B kayec-
TBe OTBeTa BO3BpallaeTCs COOTBETCTBYOLas OWmnbKa.
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Tab6nunuya 2— DELETE FILE, napa komaHga-oTBeT

CLA Kak onpeaenexHo B MICO/M3K 7816-4
INS *E4
P1-P2 0000’ YpgansaeT Tekywuin cpainn
[pyrue 3HavyeHus: kak onpegeneHo ans komaHgabl SELECT (cm. NCO/M3IK 7816-4)
Mone Lf OTcyTtcTByeT Ans koguposaHus Nf = 0. npucytcTByeT gna koguposaHua N.. > 0
Mone paHHbIX Kak onpegenero gna komaHgbl SELECT (cm. MICO/M3OK 7816-4)
Mone Le OTcyTtcTByeT Ans koguposanus N, =0
Mone gaHHbIX OTcyTtcTByeT
SW1-SW2 CM. NCO/M3K 7816-4, Tabnuubl 5 1 6. COOTBETCTBYOLULME 3HAYEHUSA, Hanpumep 6982, 6985

6.3 Komanpa AE3AKTUBUPOBATbL ®AI (DEACTIVATE FILE)

KomaHga DEACTIVATE FILE 3anyckaeT o6paTtumyto AeakTuBaLmio gpaiina. Mocne ycnewHoro 3aBseplue-
HUA KOMaHAbl, B AonosiHeHMe K komaHge SELECT, Ttonbko komaHabl ACTIVATE FILE, DELETE FILE,
TERMINATE FILE EF n Bcnyuae chaitna DF TERMINATE FILE DF 6yayT pa3peLueHsbl.

MpuMeHNTENLHO K fle3aKkTUBMpOBaHHOMY chaiiny komaHaa SELECT 6yaeT Bbi6upaTh (haiin 1 Bo3spa-
watb SW1-SW2 ='6283' B kauecTBe 3Ha4YeHNs COCTOSHUSA NpeaynpexaeHus: BblopaHHbIi daiin cTaHoBUTCS
HefelcTBUTENbHBIM, T. €. le3aKTUBUPYEeTCS.

Ecnu BbibpaH chaiin EF, To komaHga 6yaeT npuMeHATbLCSA TONbKO K haliny EF n He npumeHsATLEA K poaun-
Tenbckomy chainy DF.

EcnuP1-P2 ='0000' v none AaHHbIX KOMAHAbIOTCYTCTBYET, TO KOMaHAa npuMeHsieTcs kpaliny. koTopbli
6b1/1 BbIGpaH KOMaHAOM, BbIMO/THEHHOWM HeMocpeacTBEHHO nepef komaHgoh DEACTIVATE FILE. Apyrue 3Ha-
YyeHusa P1-P2, Bknoyasi npasuna, onpefensiowne yHUKanbHOCTb uaeHTudmkaTopa dhaina, onpegeneHs! B
KomaHae SELECT.

CnepyeT ucnonb3osaTb 6e3onacHbii 06MeH coobeHnamu. Ecnmn oteeTHbIn APDU He 3auuieH, To crno-
€06 NpoBepuThb, YTO PYHKLMA NPaBUIbHO BbINOHAETCA, B CTaHaapTax cepun MCO/M3K 7816 He onpepeneH.

N3 coobpaxeHuii 6e30macHOCTU Te Xe (YHKUMOHa/bHble BO3MOXHOCTU MOFYT 6biTb JOCTUTHYTHI
CO6CTBEHHbLIMU CpeAcTBaMU.

Tab6nunue 3 — DEACTIVATE FILE, napa komaHpa-oTBeT

CLA Kak onpeaeneno B UCO/M3OK 7816-4
INS 04’
P1-P2 0000’ lesakTuBMpyeT TekywWwnii dain
[pyrue 3HauyeHus: kak onpeaeneHo ana komaHabl SELECT (cm. NCO/M3IK 7816-4)
Mone Lr OTcyTcTBYeT Ans kogupoBaHus Nr * 0. npucyTcTByeT ansa koguposaHua Nf >0
Mone paHHbIX Kak onpegeneHo gna komangbl SELECT (cm. MICO/M3OK 7816-4)
Mone La OTcyTcTByeT Ans koguposaunsa NO =0
Mone gaHHbIX OTcyTcTBYET
SW1-SW2 CMm. NCO/M3K 7816-4. Tabnuubl 51 6. cooTBeTCTBYOULME 3HAYeHNsA, Hanpumep 6982, 6985

6.4 Komanpa AKTUBVPOBATb ®AWS (ACTIVATE FILE)

KomaHga ACTIVATE FILE 3anyckaeT nepexog haiiia n3 0o4Horo COCTOAHUS — WAN CO34aHUst, WU UHU-
uuranusaunm. nam paboyero COCTOAHNA (4e3aKTMBMPOBAHHOIO) B ApYroe — AeicTByloLee (aKTUBMPOBAHHOE).

AKTVBaLMsA KOPPEKTHO CO3iaHHOrO haiina Bcerga paspelleHa. AKTMBaUWA Ae3akTUBMPOBaHHOIo dhaina
MOXeT BbINOMIHATLCA TOSIbKO B TOM C/ly4Yae, eC/im COCTOSHME 3allMThl yA0BeTBOPSAET aTpubyTamM CEKpeTHOCTH,
onpeaenieHHbIM 4N AaHHOro haiina ansa pyHKL MmN akTueauuu.

Ecnun otBeTHbIi APDU He 3awumuieH 6e3onacHbiM 06MeHOM CO0O6LLeHNIA, TO cCNoco6 NpoBepuTb, YTO
PYHKUUSA NpaBUIbLHO BbINOIHSAETCS, B cTaHAapTax cepun MCO/MBK 7816 He onpefeneH.

EcnnP1-P2 ='0000'vnonefaHHbIXKOMaHAbIOTCYTCTBYET. TO KOMaHAa MpuMeHsieTcs K dpaiiny, KoTopblii
6bln BbIOpaH KOMaHO0M, BbINOIHEHHOW HenocpeAcTBEHHO nepes komaHaol ACTIVATE FILE. [pyrue 3Haue-
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mna P1-P2, Bkntovas npaswna, onpefensioline YHUKabHOCTb uaeHTuduvkaropa aiina, onpejeneHsl B
KomaHae SELECT.

Ta6nuya 4 — ACTIVATE FILE, napa KomaHja-oTseT

CLA Kak onpegeneHo B UCO/M3K 7816-4
INS 44"
P1-P2 0000’ AKTuBUpYeT Tekywuin daiin
[pyrue 3HauyeHus: Kak onpegeneHo gna komaHabl SELECT (cm. NCO/M3OK 7816-4)
Mone LO OTcyTtcTByeT gna koguposaHua Nr = 0. npucyTcTByeT Ana koguposaHusa Nr > 0
Mone faHHbIX Kak onpegeneHo gna komaHabl SELECT {cm. MICO/M3K 7816-4)
Mone L, OTcyTcTBYeT An1s kogmposaHua NO= 0
Mone gaHHbIX OTcyTcTBYET
SW1-SwW2 CM. MCO/M3K 7816-4, Tabnuubl 5 n 6, cooTBeTCTBYOLWMNE 3HaYeHNs, Hanpumep 6982. 6985

6.5 Komanaa 3ABEPLWWTb JEVCTBUE DF (TERMINATE DF)

KomaHga TERMINATE DF 3anyckaeT Heo6paTuMblii nepexog gaiina DF B cocTosiHWe 3aBepLueHus. Moc-
Ne ycnewHoro 3aBepLlieHns koMmaHabl dainn DF HaxoguTca B 3aBepLIEHHOM COCTOSHUM U (DYHKLMOHaNbHbIE
BO3MOXHOCTU, JOCTYNHbIEe 13 haitna DF n ero nogaepesa, cokpatatotcs. dainn DF gonxeH 6biTb BbiGMpae-
MbIM. U €CN1 BbIOpaHO 3Ha4YeHUe COCTOSIHUSE npepynpexaenns, To SW1-SW2 = ‘6285’ (BblGpaHHbIli (haiin B
COCTOSIHAM 3aBepLUeHunst) AO/HKHO ObiTb BO3BpalleHo. [lanbHeliwrie BO3MOXHble AeliCTBUA B CTaHgapTax
cepun NCO/M3IK 7816 He onpeaeneHsl.

NMpumeyaHune — HasHayeHue dpaiina DF e COCTOAHNM 3aBEPLIEHNS — CAENAaTb NPUNOKEHUE HEMPUTOLHBIM
ONSA LepXaTens KapThbl.

N3 coobpaxeHuii 6e30nacHOCTU Te xe (PYHKUMOHa/IbHble BO3MOXHOCTU MOTYT ObiTb AOCTUIHYTbI
CO6CTBEHHBIMU CpeacTBaMU.

Ecnn P1-P2 ='0000' v nosne gaHHbIX KOMaHAbl OTCYTCTBYET, TO KOMaHAa NpuMeHsieTcs Kdpaiiny, KoTopblii
6b171 BbIGpaH KOMaHAOM, BbINO/THEHHON HenocpeacTBEHHO nepef komaHgon TERMINATE DF. [ipyrue 3Have-
HuA P1-P2, Bkntoyas npaswna, onpefensioline yHUKanbHOCTb uaeHTudumkaropa chaiina, onpeaeneHsl B
KkomaHge SELECT.

CnepyeT ucnosb3oBaTb 6e30nacHblli 06MeH coobLeHusiMU. Ecnv oTBeTHbIN APDU He 3alyumileH 6e30-
nacHbIM 06MeHOM CO06LLEeHNAMM, TO CNOCO6 NPOBEPUTL, YTO PYHKLMSA NPaBUIbLHO BbINOHAETCS, B CTaHAap-
Tax cepun MNCO/MBK 7816 He onpegerneH.

Tab6bnunuya 5— TERMINATE OF. napa komaHpa-oTBeT

CLA Kak onpegeneHo B UCO/M3OK 7816-4
INS E6’
P1-P2 0000' 3aBepwaeT geiicTBue Tekyuiero caiina DF
[pyrue 3HauyeHus: kak onpegeneHo gna komaHgbl SELECT (cm. NCO/M3OK 7816-4)
Mone Lc OTcyTtcTByeT gna koguposaHua Nc » 0. npucyTcTByeT Ana koamposaHusa Nc > 0
Mone faHHbIX Kak onpegeneHo gna komaHabl SELECT (cm. MICO/M3K 7816-4)
Mone L, OTcyTtcTBYeT Ans kogmposaHua NO =0
Mone gaHHbIX OTcyTcTBYET
SW1-SwW2 CM. UCO/M3K 7816-4, Tabnuubl 5 1 6, COOTBETCTBYOLME 3HAYEeHUSA, Hanpumep 6982. 6985

MpumeuyaHune — BkomaHpax, rae P1-P2 3akogupoBaHbl cornacHo KOMaHfleSELECT (cm. NCO/M3K 7815-4).
6uTbl 31 4 6aiiTa P2 He UMEKT CMbIC/IOBOTO COAEPXaHUS U A0/KHbl UITHOPUPOBATLCS.
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6.6 Komanaa 3ABEPWWTb AEVNCTBUE EF (TERMINATE EF)

KomaHga TERMINATE EF 3anyckaeT HeobpaTumblii nepexog 3agaHHoro dpanna EF B coctosiHue 3aBep-
LeHus.

[nsa 3aBeplieHns dainn EF gomkeH 6biTb B aKTMBUPOBAHHOM UIW fe3aKTUBMPOBAHHOM COCTOSHUN.

M3 coobpaxeHuii 6e30nacHoOCTU Te Xe (PYHKLMOHAsIbHbIE BO3MOXHOCTM MOFYT 6blTb AOCTUTHYTbI
CO6CTBEHHbLIMU CpeAcTBaMU.

EcnnP1-P2 = 'O000'vnonefaHHbIXkKOMaH4blOTCYTCTByEeTAOKOMaHAanpumeHseTcsakdainy. KoTopblii
6bln BbIOpaH KOMaHAOM, BbINOIHEHHOW HENoCpeACTBEHHO nepes komaHaoin TERMINATE EF. [pyrue 3Haue-
Hua P1-P2. Bknouyas npaswna, onpefenswolme yHUKanbHOCTb maeHTudumkaropa calina, onpefgeneHsl B
komaHge SELECT.

Ta6nuuya 6 — TERMINATE EF. napa komaHga-oTBeT

CLA Kak onpegeneHo B UCO/M3K 7616-4
INS E8'
P1-P2 0000' 3aBeplwaeT geiictene Tekyuiero paiina EF

[pyrve 3HayeHus: Kak onpegeneHo gna komaHgabl SELECT (cm. NCO/M3OK 7816-4)
Mone Lr OTcyTcTBYyeT Ansa koguposaHusa Nf m 0. npucytcTByeT Ans kogmposauunsa Nf >0
Mone paHHbIX Kak onpegeneHo gnsa komaHabl SELECT (cm. MCO/M3K 7816-4)

Mone Le OTcyTtcTBYyeT Ans koguposaHua NO =0

Mone gaHHbIX OTcyTcTBYyeT

SW1-SW2 CMm. NICO/M3K 7816-4. Tabnuubl 5 1 6. COOTBETCTBYKOLWME 3HaYeHNA, Hanpumep 6982, 6985

6.7 Komanpga 3ABEPLWNTb NCMO/MIb3OBAHUE KAPTbI (TERMINATE CARD USAGE)

KomaHga TERMINATE CARD USAGE 3anyckaeT Heo6paTuMblii nepexof KapTbl B COCTOSIHME 3aBepLue-
H¥S. Micnonb3oBaHne faHHoW kKoMaH4bl faeT HesABHbI Bbibop daiina MF.

[na kapT, nogaepxusaoLLnX 3Ty KOMaHay, COCTOAHNE 3aBepLueHns A0/IXKHO NnokasbiBaTbCcA B OTBeTe-
Ha-BoccTaHoBneHue.

[Mocne ycnewHoro 3asepLueHna KOMaHbl kapTa He fo/kHa nogaepxunsats kKomaHay SELECT.

N3 coobpaxeHnit 6e30nacHOCTV Te Xe (YHKLMOHAa/IbHbIE BO3MOXHOCTU MOTYT 6biTb AOCTUFHYTHI
CO6CTBEHHbIMUN CpefcTBaMU.

MpurumeuyaHune — HasHayeHNe KOMaH/bl 3aBepLIEHNS NCNONb30BAHWNA KapTbl — CAenaTb KapTy HENPUrogHON
ANS fepxaTens KapTbl.

CnepyeT ncnonb3oBaTtb 6e3onacHblii 06MeH coobleHnamu. Ecnn otBeTHbI APDU He 3awmuieH 6e30-
nacHbIM 06MEHOM COO06LLEHNAMU, TO CMOCO6 NPOBEPUTL, UTO (PYHKLMS NPaBU/bLHO BbINOMHAETCS, B CTaHAAp-
Tax cepun NCO/M3IK 7816 He onpefeneH.

Ta6nunua 7 — TERMINATE CARD USAGE, napa komaHaa-oTBeT

CLA Kak onpegenexHo B UICO/M3K 7816-4
INS FE

P1-P2 0000’

Mone Lr OTcyTcTBYET ANa koaupoBaHua Nf m 0

Mone gaHHbIX OTcyTtcTBYET

Mone L, OTcyTcTBYeT ana koguposaHua NO « 0

Mone gaHHbIX OTcyTcTByeT

SW1-SW2 Cm. NCO/M3K 7816-4. Tabnuubl 51 6, cooTBeTCcTBYOLWME 3HAYeHNs, Hanpumep 6982, 6985
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MpunoxeHue A
(cnpaBouHoe)

Mpumepbl aTpMGYTOB CEKPETHOCTMW, NCMOJIb3YEMbIX A5 3arpy3Ku

A.1 BBepgeHue

B paHHOM npumepe nokasaHo, KaK MOXHO KOHTPONUPOBATh 3arpy3ky faHHbix (6e3onacHoe ckauynBaHue) a kapTy
cpeAcTBaMu KOHTPO/IA Npas A40oCTyna K 3arpyxaemMomy 06bekTy 1 3awWuTy nepegaBaemMbiX JaHHbIX C NOMOLL b0 6e30nNacHO-
roo6meHa coobuweHnsaMu. 3arpyxXeHHble JaHHble MOTYT CoAepXaTb, HanpuMep, Ko4. KNoumn, anneTsbl.

Bnpumepe 6bnun caenanbl cnefyrouine 4onyueHns:

- baiinoBas cuctema cornacHo HacTosilemy cTaHaapTy;

- CTPYKTypa KOMaH/, XU3HEHHbIV LKA 1 ynpaBieHne JOCTYNOM COM1acHO HacTosiWeMy cTaHAapTy;

- Tekywwuii chaiin DF HaxoauTcs yxe B pabouem coctoaHum (LCS = 4);

- [AaHHble AN 3arpysku BO BCNOMOraTesbHOM npo3padyHom paiine 1 (DF/EF B COCTOSHUM WHULMANU3aLUK
(LCS @3)):

- SEID * 2 ana LCS s 3 (cocTosiHMe WHMUManmsaunun) n oHnaiH KOMMyHUKauum, NpucyTcTBYeT B Tekywem daiine
DF;

- SEID = 3anaLCS = 3(cocToaHuenHnumanusaynmn)mod pnaiiHkoMMyHKauum.npucyTcTeyeTeTekywemdaline
DF;

- SEID a 4ana LCS » 4 (pa6oyee cocTosiHWE), NPUCYTCTBYET B Tekylwem daiine DF;

- faHHble 3alnueHbl Na ayTeHTUhMKaLmn (M NPOn3BOILHO 3aWNdPOoBaHbl) NPU NOMOLWMN UHDOPMALMOHHbLIX 06b-
€KTOB, MCNONb3yeMbix AN 6e30nacHoro o6meHa coobLWeHnsIMH;

- BOHNaliH KOMMYyHuKauumn (SEID = 2)acuMMeTpUUHbI/ npoyeccayTeHTUdKaLum 6bl1 yCnewHo BbINOTHEH paHee,
Hanpumep, Npu NOMouUiM 06MeHa CeaHCOBbIM K/IIOHOM, UCMO/Ib3YEeMOro 415 3alWuThl 3arpy304HbIX JaHHbIX NOCPEACTBOM
6e3onacHoro o6meHa coobueHnamMu. laHHble 415 3arpy3ku 3alniyeHbl NPy NOMOLWMN NHOPMAaLMOHHOTO 06 bekTa «Kpun-
Torpaduueckas KOHTPOSIbHAA CyMMa» W 4ONOMIHUTENIbHO NPU NOMOLWKN NHKOPMALMOHHOTO 06beKTa «KpunTorpamMmma.

- BodhnaitH kommyHukauuu (SEID = 3)gaHHble 4N5 3arpy3ku 3aluiieHbl NPy NOMOLW KN MHPOPMAaLMOHHOTO 06bek-
Ta «yuposas NoANNCL* N JONOSHUTENBHO NPU NOMOLWMN MH(POPMALMOHHOTO 06bEKTa «KpunTorpamma;

- MHGopmauus aBTopusaunm (aBTopusauna gepxarens cepTudukara) MoxXeT 6bITb NpejcTaBfieHa BHYTpU Bepu-
drumnpyemoro kapToil ceptudnkarta, CBA3bliBaloLW,ero 06beKT 3arpy3kn ckAyYom ayteHTudukayum (SEID = 2. oHNaiH Kom-
MYHUKaLKNA) UK ¢ KNyYom uudposoii nognucu (SEID = 3. o pnaitH KOMMYyHUKaLKUA) U C ero npaBaMu gocTtyna.

A.2 be3onacHas 3arpyska
Be3onacHas 3arpyska npefcTtaBfieHa B ONUCAHUAX OHNaH 1 o nailH KOMMYHUKaLWA.
OHnailH KOMMYHUKaLNA

1 Bbi6paTth Tekywmit haitn DF (SELECT (ums DF = AID)).

2 YCTaHOBUTLCOCTOSHME MHULMANN3ALUN AN OHNANH KOMMYHUKauun (MSE: RESTORE SEID = 2).

3 lpoBecTn BHELWHIOI ayTeHTUduKaymio (nposepka cepTudukara, BHelWHe ayTeHTUuLmMposaTh).

4 BblbpaTb paiin 1 (SELECT (naeHtudukatop caiina)).

5 3arpy3uTb gaHHble a cdaiin (Hanpumep. WRITE BINARY) ¢ ncnonb3oBaHmem SM. 3aliulLeHHOT0 Npu nomoLmn
MH(OopMaLMOHHOro 06 bekTa «kpuntorpadmyeckass KOHTPOSbHAA CyMMa».

6 MposecTu akTnBauuto aitna (ACTIVATE FILE).

7 YcTaHOoBUTbL paboyee cocToaHne (MSE. RESTORE SEID = 4).

8 lMpoBepuTb ayTeHTudmnkaymio nonssosatensa (VERIFY (naponb)).

9 Bbi6paTh haiin 1(SELECT (naentudukatop daiina)).

10 Cuutatb uHdopmauyuio (READ BINARY).

OdhnaitH KOMMyHMKaLNSA

1 Bbi6paTb Tekywunii haiin DF (SELECT (DF nms = AlID)).

2 YCTaHOBUTLCOCTOSHME MHULManm3auumn gns o nainH kommyHukaumm (MSE. RESTORE SEID = 3).

3 lMpoBecTu Bepucukauunto ceptudukata (VERIFY CERTIFICATE).

4 BbibpaTb dhaiin 1 (SELECT (naeHtudpukatop caiina)).

5 3arpy3uTb gaHHble B paiin ¢ ucnonbloBaHnem SM (Hanpumep, WRITE BINARY), 3aluu,eHHOro npym nomoLymn
MH(hOpPMaLMOHHOTO 06 beKTa «UupoBas NnognNuChb*.

6 MposecTu akTnBayuto aiina (ACTIVATE FILE).

7 YcTtaHoBUTbL paboyee cocToaHne (MSE. RESTORE SEID =4).

8 MpoBepuTb ayTeHTudnkauuto nonb3zosatens (VERIFY (napons)).
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9 Bbi6paTth thaitn 1 (SELECT (ugeHTudukatop aina)).

10 Cuutatb mHpopmauuio (READ BINARY).

A.3 KomnakTHbIl chopmaT KOgMPOBAHUA ANA aTPUGYTOB CEKPETHOCTM

KoMnakTHbIi chopmaTt KOAUPOBAHMA NN CTPUPYET, YTO AOCTYN @ pa6oyeM COCTOAHUMN MOXET OT/IMYaTLCA OT JOCTY-
na B COCTOAHWUW UHULMANN3aLnn.

OHNalH KOMMYHUKaunsa

Ecnun komaHabl WRITE BINARY u (nocne ycnewHoro 3aBepwennsa) ACTIVATE FILE pa3spelleHbl B COCTOSHUN UHU-
umanusauun. a komaHga READ BINARY a pa6oyem COCTOSIHUM AN ONpefe/IeHHOro COCTOSAHMA 3alyUThl, TO KOAUPOBaHNEe
AM 6alita n SC 6ailitoB 6yseT, kKak ykaszaHo fanee.

CocTOSAHME UHMLUManusaunm

- AM 6aiit (ACTIVATE FILE (6uT 5 = 1). WRITE BINARY (61T 3 = 1)):

- SC 6aiiT 1 (BCce cocToAHMA (6UT 8=1). 6e30nacHblii 06MeH coobueHnamm ana ACTIVATE FILE (6uT 7 = 1));

- SC 6aliT 2 (BCce cocToAHMA (6UT 8=1).BHeWHAA ayTeHTUdNKaLmna n 6e3onacHblii 06MeH coobueHnamm ana WRITE
BINARY (6utc7no6 =11).

Pab6ouee cocTOAHMNE

- AM 6aiiT (READ BINARY (6uT 1 = 1));

- SC 6aiT (ayTeHTudumkaynsa nonb3oatens (6ut 5 = 1))

- nnn 6utbl c4 no 1koaupyoT naeHtTudunkaTop SE (2 kak 0010.4 kak 0100) B 6aiiTax SC:
- UAMCcoOTBETCTBYWLW NI SE naeHTudULMpyeTCs Kak Tekywmnii SE (0000): B faHHOM ciyyae aTpubyThbl CEKpeT-
HOCTW KOAMPYIOTCA B pacwmpeHHom copmare.

OdchbnaiiH KOMMYHUKaLNS

Ecnu komaHabl WRITE BINARY u (nocne ycnewHoro 3aBeplweHns) ACTIVATE FILE paspeleHbl a COCTOAHUMN UHN-
unanumsauymn. a komanga READ BINARY paspelweHa B paboyem COCTOAHUM ANA ONpeAeNeHHOro COCTOAHNSA 3alWmnThl, TO
kogupoBaHne AM Galita n SC 6alitoB 6yaeT, kak ykasaHo ganee.

CocToOoAHNEe NHULMannsaumnm

- AM 6aiit (ACTIVATE FILE (6uT 5 = 1). WRITE BINARY (61T 3 = 1));

- SC 6aliit 1 (Bce cocToAHMA (6MTB = 1). 6e30nacHbIi o6MeH coobweHnamu ana ACTIVATE FILE (6ut 7 = 1));

- SC 6alit 2 (Bce cocTosAHMA (6MTB = 1). 6e30nNacHbIit 06MeH coobweHnsamu ans WRITE BINARY (6uT 7 = 1).

Pab6ouyee cocTOAHMNE

- AM 6aiiT (READ BINARY (6uT 1 = 1));
- SC 6aiit (ayTeHTupukayns nonb3osatens (6ut 5 = 1))
- unn 6uThl c 4 no 1koaupyrT nageHTudukatop SE (3 kak 0011.4 kak 0100) B 6aiiTax SC:
- WnmcooTBeTCTBYLOW NI SE ngeHtudnympyertcs kak Tekywuii SE (0000): B gaHHOM cnyvae atpubyTbl cekpeT-
HOCTU KOAMPYIOTCS B pacliMpeHHom copmare.

A.4 PacwupeHHblii hopmaT kognpoBaHna 4na atpubyToB CEKPETHOCTH

OHnaitH KOMMYHUKaLumna

Ecnu komaHgbl WRITE BINARY u (nocne ycnewHoro 3aBeplweHna) ACTIVATE FILE paspeleHbl B COCTOAHUN UHU-
yunanusauuun. a komaHga READ BINARY B pa6oyem COCTOSSHUM 418 ONpefe/leHHOro COCTOAHNA 3aluThl, TO KOAUpoBaHue
MHMOPMaLNOHHBIX 06beKkTOB AM 1 MH(hbOopMaLMOHHbIX 06bekTOB SC MOXeT 6bIThb, Kak ykasaHo ganee.

CocToAHME NHULMannsaunm

- WHopmMaunoHHbIli 06bekT AM 1 nepegaet AM 6aiit (WRITE BINARY (6ut 3 = 1));

- MHopMaLMOHHbIK 06bekT SC 1nepefaeT AT. BKtoYast NHPOPMaLMOHHbIN 06BEKT «CCblNKa Ha KNOY» U UHKDOP-
MaLWOHHbI 06beKT «kBanudukatop ncnonb3osanns CRT» ansa BHewHel ayTeHTudmkauum (6ut 8 =1):

- MHOpPMaLUNOHHbIN 06bekT SC 2nepefaeT CCT. BkAtoUYaA MHPOPMALMOHHbIV 06bEKT «CCblIKa Ha KN0Y» N NHpop-
MaUUNOHHbIN 06beKT «ucnonb3oBaHne CRT» gns 6e3onacHoro o6meHa coobuieHnsimm (6utc5no 6 = 11);

- MHOpPMaUNOHHbI 06bekT AM 2 nepepaet AM 6aiiT (ACTIVATE FILE (6ut 5 = 1)):

- MHOpMaLNOHHbIV 06bekT SC 3nepenaeTCCT, BkIOYas MHPOPMALMOHHbLIN 06BEKT «CCblNIKA HA KOUY» M MHG Op-
MaLWOHHbIF 06beKT «ncnonb3oBaHne CRT»AnsA 6esonacHoro o6meHa coobuwieHmamm (6utc5no 6 = 11).

Pab6ouyee cocTOAHMNE

- MHopMaLnoHHbI 06bekT AM nepegaet AM 6aiit (READ BINARY (6ut 1 = 1));

- MHOpPMaLUNOHHbI 06bekT SC nepepaeT AT. BkoUYaA MHPOPMALMOHHBIA 06bEKT «CChlIKA Ha KTH0UY» N Hopma-

LMOHHBIN 06BEKT «KBANMUKATOP Mcnonb3osaHus CRT», KOTOPbI/ NokasbiBaeT ayTeHTUdMKaymio nonb3osarens (6ut
4 =1).
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CooTBeTCTBYOWNIA SE ngeHTUGMUMpyeTCs Kak Tekywuii SE (6utbl ¢ 4 no 1 = 0000). 6 3TOM caiyyae aTpubyThl CEK-
peTHOCTM KOAUPYIOTCA B paclupeHHoM popmare.

OdpbnaliH KOMMYHUKaLNSA

Ecnun komaHgbl WRITE BINARY u (nocne ycnewHoro 3asepweHuna) ACTIVATE FILE pa3spelleHbl B COCTOAHUN NHU-
unanusaunmn, a komaHga READ BINARY B paboyem cOCTOSSHUM NS ONpeAeseHHOro COCTOAHMS 3alnTbl, TO KOgUpoBaHue
MH(OPMaLNOHHbIX 06beKTOB AM 1 MH(OPMaLMOHHBIX 06bEKTOB SC MOXET 6bIThb, Kak yka3aHo ganee.

CoCTOsiHMe nHuuManmsaynum

- MHdOpMaLNOHHbIN 06bekT AM 1 nepegaet AM 6ainT (WRITE BINARY (6ut 3 = 1). ACTIVATE FILE (6uT 5 = 1));

- MHOPMaLNOHHbLIN 06bekTSC 1 nepeaaet DST. BkAOYAA MHOPMALMOHHbI 06bEKT «CCbI/IKA HA KNHOY» U UHGOp-
MaLUOHHbI 06bEKT «kBanuukaTop ncnonb3osaHna CRT» gns 6esonacHoro o6meHa coobueHnsmm (6utel c5n06 = 11).

Pa6ouyee cocTOAHMNE

- MHOpPMaLNOHHbIN 06bekT AM nepepaet AM 6aiit (READ BINARY (6uTt 1 = 1)).

- MHOpPMaLMOHHbIN 06bekT SC nepegaeT AT. BkItoYas MHMOPMaLMOHHbI 06BbEKT «CCblSIKa Ha KNY» nnHpopma-
LWOHHbIA 06BbEKT «kBanudumkatop ncnonb3osaHns CRT», KOTOpbIi NokasbiBaeT ayTeHTUdMKaLU0 nonb3osatensa (6ut
4 =1).

CooTBeTcTBYlOWMNIi SE naeHTudnymnpyeTcsa Kak Tekywmnit SE. B atom cnyyae aTpubyTbl CEKPETHOCTU KOAMPYIOTCA B
pacwupeHHom hopmare.

A.5 KoavpoBaHue cooTBeTCTBYlOLW el cpeabl 6€30NacHOCTH

SEID * 2 BHYTpu wabnoHa (‘7B")

('80' — L— 02-} — {8A"— L — 03*} — {'A4'— L — {'83' — L — Ccblfika Ha kntw4) — {'95'— 01'— '80'} —
{'5F4B’ — L — ABTOpusauua pgepxatena ceptudukata}l} — {B4' — L — {'83' — L — Cchbinka Ha knwu}—
{95 — 01'— '30'}}

SEID m 3 BHYTpu wabnoHa (‘7B")

{80' — L— 03} — {8A'— L — 031— {B6'— L — {'83'— L — Ccblfika Ha kntouy} — {'95'— 01*— 30}

SEID * 4 BHyTpwn wabnona (*7B*)

('80'— L — 04-}—{8C —L— 04}— {{A4'— L — {'83' — L — Ccbinika Ha knto4) — {95'— '01'— 08}
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Mpunoxexnune JA
(cnpaBoyHOe)

CBeJfeHNsi 0 COOTBETCTBUM CChIZTOYHBIX MEXAYHAPOHbIX CTaHAAPTOB
CCbIZIOYHBIM HaLMOHaNbHbIM cTaHgapTam Poccuiickoilt ®egepayun

Tab6bnunua [JAN

O603HauYeHNe CCbIIOYHOTO O6o3HaYeHNe 1 HaMEHOBaHNe COOTBETCTBYHOLLETO
CreneHb COOTBETCTBUA
MexayHapoaHoro ctaHaapTa HalMoHabHOro cTaHaapTa
NCO/M3K 7816-4:2005 0T FOCT P NCO/M3K 7816-4—2004 «NHhopmaunoHHas

TexHonorus. Kaptel uageHTUKaLNOHHbIEe. KapTbl Ha WH-
TerpanbHbIX CXEMax C KOHTakTamu. YacTb 4. MexoTpacne-
Bble KOMaHAbl /11 06MeHa»

MpumeuyaHue — 8 HacToswel Tabnnue NCNONbL30BAHO CreAyloliee yCc/0BHOe 0603HaYeHNe CTeneHn cooT-
BETCTBUA CTaHAAPTOB:
- IOT — nAeHTUYHble CTaHAapThl.

10



|1) NCO/M3K 7816 (BCe yacTtu)
(ISO/IEC 7816 (all parts)]
(2) NCO/M3K 10536 (BCe yacTu)

(ISO/IEC 10536 (all pans)]
(3) NCO/M3K 14443 (BCe yacTu)

(ISO/IEC 14443 (all parts)]
(4) NCO/M3K 15693 (Bce yacTu)

(ISO/IEC 15693 (all parts)]

FOCT P NCO/M3K 7816-9—2011

Bubnunorpadus

KapTbl MaeHTU(MKaLNOHHbIE. KapTbl Ha MHTerpanbHbIX cXxemax
(Identification cards — Integrated circuitcards)

KapTbl naeHTUd MKaLMoHHbIe. KapTbl HA MHTEerpanbHbiX cCXemMax 6eCcKOHTakTHble. Kap-
Tbl MOBEPXHOCTHOrO AeiicTBuA

(Identification cards — Contactless Integrated circuit(s) cards — Close-coupled cards)

KapTbl naeHTUKaLMoHHble. KapTbl Ha MHTerpanbHbiXx cxeMax 6eckoHTakTHble. Kap-
Tbl 671M3KOTO feicTBuA

(Identification cards — Contactless Integrated circuit cards — Proximity cards)

KapTbl ngeHTUMMKALNOHHbIE. KapTbl HA MHTErpasibHbiX CXeMax 6eCKOHTakTHble. Kap-
Tbl yAa/IeHHOTO AeiiCTBUS

(Identification cards — Contactless Integrated clrcuit(s) cards — Vicinity cards)
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Y[AK 336.77:002:006.354 OKC 35.240.15 246 OKI40 8470
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