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BBepeHve

B HacToslem cTaHAapTe NpeAcTaB/IeHO OnvcaHne MeTo[oB ob6ecnevyeHus AOBEPUS U NOAXO[O0B, KO-
TOpble MOXHO MPMMEHUTb K 6€30MacHOCTVM WMHM(OPMALMOHHBbIX M KOMMYHUKAUMOHHbIX TexHosnorui (UKT),
npeanoXeHHbIX WX UCNOAb3YeMbIX Pa3/IMYHbIMU TUNaMW OpraHusaunii, He3aBUCUMO OT TOro, YTBepPXAeHbl
NN OHK, 0J06peHbI HeoMUNaIbHO UK CTaHAAPTU3NPOBaHbI, a TakKxXe UX NpyBA3Ka K Mogenn oBepus no
FOCT P 54581—2011/ISO/IEC/TR 15443-1:2005. AKUEHT feflaeTcsA Ha UAEeHTUPUKALUN KaYeCTBEHHbIX Xa-
pakTeEPUCTUK MeTOA0B, CNOCOOCTBYIOLWMX 06ecneveHnto 4OBEPUS, U Ha UX paHXMpoBaHue. HacToawmii ctaH-
[apT npefHasHaveH ANA pas3bACHeHMs creuymanucTam B o6nactn 6es3onacHocTn VKT cnoco6oB MnosyyeHus
[0Bepus Ha /1tloboM 3Tane XU3HEeHHOro LuMKAa NpoayKTa Ui ycayru.

B HacTosLeM cTaHAapTe Takke NPUBOAATCS Leflb M onMcaHne MeToaoB obecnedeHns AoBepus, a Takke
yKasblBaeTCs UX MeCcTo B CTPYKType, onpegesieHHol B FOCT P 54581—2011/ISO/IEC/TR 15443-1:2005.

CuunTtaeTcs, 4TO MeToAbl 06ecneveHns AOBEPUS, YKa3aHHbIe B HACTOSALLEM CTaHAapTe, codepxar obue-
M3BECTHbIE 3/1eMeHTbI. MOryT NOABMATLCA HOBble METOAbI 06ecneveHnsa AoBepus, a Takke MoanduLmMpoBaTb-
CSl 1 COBEPLUEHCTBOBATLCS YXe CyLlecTByloLWme.

N3 HacTosilero ctaHaapTa pa3paboTumKn, OLEHLLMKN, MeHeIXepbl MO KayecTBy W Mokynatesim mMoryT
BbIOGMpaTb MeToAbl 06ecneyeHns AoBepus K NnporpaMmmMHOMY obecrnedveHuto U cuctemam b6esonacHoctu UKT,
onpegenss TpeboBaHNA fOBepUs, OLueHUBas NPOAyKTbl, N3MepsAsa acnekTbl 6e3onacHocT N T. 4. Kpome Toro,
OHM MOTFYT MCMO/Ib30BaTh MeTOAbl 06ecneyeHs 4OBepusi, He BK/IHOYEHHble B HAaCTOAWMIA CTaHAapT, KOTopble
NnpMMeHUMbI K MeTofaM obecneyeHns AOBepUs B OTHOLIEHUN acnekToB 6e30MacHOCTU, XOTA MHOrMe 13 atmux
MeTO[0B MOryT Takke NPUMeHATbLCA B MHTepecax obecneyvyeHns OOBEPUS K APYrMM KPUTUYECKMM acrektam
nporpaMMHoOro o6ecnevyeHnss n CUCTEM.

HacTosawmin ctaHgapT npegHasHadeH Ans8 COBMECTHOro ucnonb3oBaHua ¢ FTOCT P 54581—2011/ISO/
IEC/TR 15443-1:2005.

B HacToslem cTaHAapTe Takxe MpoBefeH aHa M3 MeTofoB obecnevyeHns [OBepusi, He YHUKa/IbHbIX
nna 6esonacHocTn VIKT; ogHako pykoBOACTBO, NpMBEAEHHOE B HACTOsLWEM cTaHAapTe, orpaHnu4eHo TpeboBa-
HUAMK 6e3onacHocTN VIKT. B Hero BKNKOYEHbI TakKXe TEPMUHbI U MOHATUA, NOMyYnBLLME OnpeaeneHne B Apy-
rMX MHMLMaTBax MexayHapogHoi ctaHgapTusauymm (Hanpumep. CASCO) n mexayHapoAHbIX CpaBOYHMKax
(MCO/M3K PykoBOACTBO 2); 04HAKO PYKOBOACTBO, NpUBeAEHHOe B HacTosWweM cTaHpapTe, 6yaeT cBsA3aHO
NCKNIOUNTENBHO € 061acTbio 6e3onacHocTn VKT 1 He npefHa3HavyeHo A1 O6Lero MeHegXXMeHTa N OLEHKN
KayecTBa, a Takxe cornacosaHHoctTn WKT.
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HAULMWOHANBbHBIN CTAHOAPT POCCUMCKOW SGEJLEPALUNMN

NHdopMauMoHHasa TexHoornsa
METOAbl N CPEACTBA OBECMNEYEHWA BE3OMACHOCTU
OcHOBbI A0oBepusi K 6€30MacHOCTN MHPOPMALNOHHbIX TEXHOOTN
YacTtb 2
MeToabl foBepus

Information technology. Security techniques. A framework for IT security assurance.
Part 2. Assurance methods

[ata BBegeHus — 2012—12—01

1 O6nacTb NpUMEHEHNS
1.1 Ha3HauyeHue

B HacTosiem cTaHgapTe npegcTaB/ieHa COBOKYMNHOCTb METOA0B o6ecnevyeHus AOBepus, BK/oYas
MeToAbl, He ABASAKWMECH YHUKa/IbHbIMU ANA 6€30MacHOCTU MHAOPMALMOHHBLIX U KOMMYHUKALMOHHbBIX
TexHosnoruin (MKT), NocKosibKy OHM Cnoco6CTBYOT o6ecneyeHuto obuiei 6esonacHocTn MKT. B HacTtos-
uieM cTaHgapTe nNpuBefeHbl KpaTknini 0630p MX Ha3Ha4YeHus, onMcaHne, CCbI/IKU Ha AOKYMEHTbl U acnekTbl
cTaHgapTu3aumnm.

B npuHUMne pe3ynbTupytollee goBepure k 6e3onacHocTn UKT aBnsieTcs goBepueM K NpoAyKTy, cucteme
WAn npegocTasBrieHHON ycnyre. CnegoBaTesibHO, pe3ybTupylollee AOBepue sBSeTCAa CyMMO npupaLleHuit
[0Bepus, NOMYYeHHbIX KaXAbIM U3 METOA0B 06ecneyeHns OBEPUS, MPUMEHEHHbIM K MPOAYKTY, CUCTEME NN
ycnyre Ha CTagusax UX XXU3HEHHbIX LMKI0B. Bonblloe KOAMYeCTBO METOAO0B AeslaeT Heo6XoANMbIM Co3faHne
PYKOBOACTBa B OTHOLUEHWU TOTO, Kakoli MeTof NPUMEHATb K AaHHol obnactn UKT gna obecneveHus obuye-
NpU3HaHHOro AoBepUS.

Kaxabli 9n1eMeHT COBOKYMHOCTU MeTOA0B 06ecrneveHns JoBepus, NpeAcTaB/IeHHONM B HACTOSLLEM CTaH-
AapTe. knaccuduumpyeTcs B BUAE KPaTKoro 063opa C NOMOLLbI OCHOBHbIX TEPMUHOB M MOHATUIA O A0BEPUMN,
paspaboTaHHbIX B ISO/IEC TR 15443-1.

MocpeAcTBOM TakKoro pacnpefesieHWss Mo KaTeropvsiM HacTosWwMui cTaHAapT okasbiBaeT copeli-
cTBue cneynanucty no MKT npu Bbi6GOpe M BO3MOXHOM KOMOGUHMPOBaHUM MeTO40B obecrneyeHus gose-
pus. COOTBETCTBYIOLWMX AaHHOMY NPoAyKTy 6e3onacHocTu VKT. cucteme unav ycnyre u nx cneymdmnyHbIm
cpegam.

1.2 O6nacTb NPUMeEHEHMNS

HacTosiwmii ctaHgapT npeacTtasnsieT co6oli PyKOBOACTBO B COKpalleHHOM 0630pHOM BapuaHTe. Ero
[OCTaTOYHO ANS (hOPMUPOBaHMSA M3 NPeACcTaB/IeHHOW COBOKYNHOCTYM METOL0B o6ecneyeHns AJOBEPUsi COKpa-
LeHHoro Habopa MeToA0B, MPUMEHUMbIX K NPOAYKTY, CUCTEME UMW YCIyre.

KpaTkoe M3M10XeHne NPUMEHUMbIX METOA0B O6ecrnedeHns AOBepPUs SIBASETCA UH(IOPMATUBHLIM, Npes-
CTaB/ISIOLVIM OCHOBbI /151 06/1erYeHnst ero NoHVMaHus 6e3 06palleHnst K NepBONCTOUHMKAM.

MpeanonaraeMbIMU NOJSIb30BATENSIMU HACTOSLLErO CTaHAapTa SIBMSOTCA:

1) nokynaresib (KOHKPEeTHOe NNL0 UK opraHM3auns, npuobpeTarowme UM NoKynawLMe cuctTemy, npo-
rPaMMHbI NPOAYKT UM YCAYTY Y NOCTaBLMKA):

N3paHue oduymansHoe
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2) OUEHLLMK [KOHKPETHOE NIMLO WM OpraHusauns, NpoBOASLLNE OLEHKY; OLEHLIMKOM MOryT 6biTb UC-
nbiTatesnibHas naboparopus, oTAeN TEXHUYECKOro KOHTPONSA opraHmsaumm, paspabarbiBatolein nporpaMmHoe
obecneyeHune (MO), rocyaapcTBeHHan opraHmnsaumsa Uiy nonb3osartesnb];

3) pa3paboTunk (KOHKPEeTHOe NNLLO MU/IM OpraHM3auns, OCyLLecTBASWMeE AeATe/IbHOCTb Mo pa3paboTke,
BK/IOYasA aHann3 TpeboBaHWi, NPOeKTMpOBaHNe U TeCTMPOBaHe NOCPeACTBOM MPYEMKM BO BpeMs npoLecca
XWU3HEHHOoro uumkna no);

4) obcnyxusatoliee NMUO (KOHKPeTHOe /L0 WM OpraHusaums, ocylecTB/IAoWme AeATe/IbHOCTb Mo
06CNY)KMBaHUIO);

5) nocTaBLMK (KOHKPETHOE /INLO0 UAWN OpraHn3auuns, 3akinyaroLne 4oroBop ¢ nokynaresiem o nocraBke
CUCTEMbI, MPOrpPaMMHOro NpoAyKTa uan ycayru no nporpaMmmMmpoBaHnIoO Ha YC/IOBUSAX 40OroBopa);

6) nonb3oBartenb (KOHKPETHOE /ML WA OpraHu3aumns, NpMMeHsoLWwme NporpaMMHbI NPOAYKT ANA Bbl-
NosIHeHUs1 cneuuMdUUHON YHKLUKN) NPU OLleHKe KavecTBa Kakoro-m6o nporpaMMHOro Mpofykta BO Bpemsi
NpMeMOo-CAATOUHbIX UCTbITAHWIA;

7) paboTHUK NN oTaen cnyxbbl 6e30MacHOCTU (KOHKPETHOE N0 WAWM OpraHu3aums, NpoBoasLine cu-
CTEMHYIO NPOBEPKY NPOrpaMMHOro NpoAyKTa wuav ycayr no nporpaMmMmmpoBaHnio) npu oueHke kadectsa MO Bo
BpeMs KBa/IM(PUKaLMOHHbIX UCMbITaHWUIA.

1.3 OrpaHuyeHuns

HacToswmii cTaHaapT npeacTaBnsieT coboii pykoBOACTBO B BUAE KpaTkoro o63opa. ISO/IEC/TR 15443-3
onpepgensieT Hanpas/leHNS COBEPLUEHCTBOBaHNSA 3TOro BbI6Opa MeToA0B 0b6ecneyeHnss 6e30NacHOCTU B Liensx
nydwer peannsaunmn TpeboBaHUn AoBepuUs, Aenias BO3MOXHbIM aHa/IN3 UX CPaBHUTENbHbLIX U CUHepreTuye-
CKNX XapaKTepPUCTUK.

TpeboBaHUA K MH(PPaCTPYKType NogaepXxku Bepugukaunumn nogxona kK obecrnedyeHnto gosepus n tpe6o-
BaHWA K NepcoHasny nposefeHVs BepudmkaLmm B HACTOSALWEM cTaHAapTe He paccmaTpmBatoTCs.

2 HopmaTtumBHbIe CCbIIKA

[na npuMeHeHUsA HacTOsILero ctaHgapTa Heo6XxoAnMbI Clefylolne CCbl/IoYHble cTaHAapTbl. 18 He-
[AaTMPOBaHHbIX CCbIIOK MPUMEHSIIOT Nnoc/iefHee n3faHne ykasaHHOro ctaHgapTa (Bktoyas Bce M3MEHEHUS).

ISO 9000. Quality management systems — Fundamentals and vocabulary (Cuctembl MeHemXMeHTa
KkayecTBa. OCHOBHbIE MOJIOXEHNSI U C/I0Bapb)

ISO 9001. Quality management systems — Requirements (CucTteMbl MeHeg)XMeHTa KayecTBa. Tpebo-
BaHusA)

ISO/IEC 9126-11), Software engineering — Product quality — Part 1: Quality model (MporpammMoTexHu-
ka. Kauectso npogykrta. Hacte 1. Mogesib KayecTsa)

ISO/IEC 12207. Information technology — Software life cycle processes (MHhopmaLnoHHaa TeXHONO-
rms. MpoLecchbl XXM3HEHHOTO LMKIa NPOrpaMmmMHOro o6ecneyeHums)

ISO/IEC 13335-12% Information technology — Security techniques — Management of information
and communications technology security — Part 1: Concepts and models for information and commu-
nications technology security management (MHdopmaynoHHaa TexHonorus. Metoabl 1 cpegctBa obec-
neyeHuss 6e3o0nacHoOCTU. MeHemXMeHT 6e30MacHOCTU WHMOPMALMOHHBLIX W TeeKOMMYHUKaLMOHHbIX
TexHonoruii. Yacte 1. KoHuenuusa n mogenun ynpasrieHUss 6€30NacHOCTb0 MHPOPMAaLMOHHbBIX U KOMMYHU-
KaLWOHHbIX TEXHOOT )

ISO/IEC TR 13335-22', Information technology — Guidelines for the management of IT Security —
Part 2: Managing and planning IT Security (MHbopMaLnoHHasa TexHonornsa. PyKoBOACTBO NO MEHEeAXMEHTY
6e30MacHOCTN MHMOPMALMOHHBLIX TexHosioruii. Yacte 2. MnaHupoBaHue U MeHe[)XMeHT 6e30MacHOCTU WH-
POpPMaLMOHHBIX TEXHO/I0TWIA)

ISO/IEC TR 13335-33L, Information technology — Guidelines for the management of IT Security —
Part 3: Techniques for the management of IT Security (MIHdbOopMaynoHHas TexHonormsa. PykoBoAacTBO No Me-
HeKMeHTy 6e30macHOCTU MHAOPMALIMOHHbIX TeXHOoAormin. Yacte 3. MeToabl MeHemKkMeHTa 6e30nacHoCTu
MHGOPMALMOHHBIX TEXHOMOrIA)

3ameHeH Ha ISO/IEC 25010:2011.
2) OTMeHeH.
3> 3amMeHeH Ha ISO/IEC 27005:2018.
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ISO/IEC TR 13335-44 Information technology — Guidelines for the management of IT Security —
Part 4: Selection of safeguards (MIHpopmayoHHaa TexHonorns. PykoBoACTBO NO MeHeAKMeHTy 6e3onacHo-
CTN MHPOPMALMOHHBIX TEXHOMOMMIA. YacTb 4. BbIGOp 3aWUTHbLIX Mep)

ISO/IEC TR 13335-52', Information technology — Guidelines for the management of IT Securi-
ty — Part 5: Management guidance on network security (MHdbopmMaynoHHas TexHonorusi. PykoBoacTBo
Nno MeHeAXMeHTY 6e30MacHOCTM MHDOPMALMOHHbIX TEXHONOIMA. YacTb 5. PyKkoBOACTBO MO MEHEeIXMEHTY
6e30nacHOCTM ceTun)

ISO/IEC 14598-1, Information technology — Software product evaluation — Part 1: General overview
(MHopmaymoHHasa TexHonorusa. OueHKa NporpaMmMHOro npoaykra. Yactb 1. O6wumii 0630p)

ISO/IEC 15939, Software engineering — Software measurement process (TeXHO/I0TUA NPOrpPamMMHOro
ob6ecneyeHus. Mpouyecc namepeHus)

ISO/IEC 15288, Systems engineering — System life cycle processes (CuctemHoe NpoekTMpoBaHue.
Mpouecchbl XXM3HEHHOTO LKA CUCTEM)

ISO/IEC 15408-1, Information technology — Security techniques — Evaluation criteria for IT security —
Pan 1: Introduction and general model (MHopmaunoHHaa TexHonorms. MeToabl U cpeacTBa obecneveHus
6e3onacHoCcTU. Kputepun OLleHKM 6e30nacHOCTU MHOPMaLMOHHBIX TeXHoNornin. Yacte 1. BBegeHue n 06-
was mogesb)

ISO/IEC 15408-2, Information technology — Security techniques — Evaluation criteria for IT security —
Pa 2: Security functional requirements (MHdopmMayMoHHasa TexHonorms. Metoabl U cpefcTBa obecneyeHus
6e3onacHoOCTU. KpuTepum oueHKn 6e30nacHOCTY MHPOPMAaLMOHHbIX TeXHOoNorni. YacTb 2. PyHKUNOHANIbHbIE
TpeboBaHMsA 6e30nacHOCTN)

ISO/IEC 15408-3, Information technology — Security techniques — Evaluation criteria for IT security —
Pa/l 3: Security assurance requirements (MIHpopMaLnOHHasa TexHosorus. Metoabl 1 cpencTBa obecneveHus
6e3onacHocTn. Kputepumn oueHkn 6e30nacHOCTU MHpOPMaUNOHHbBIX TexHononw. Yacte 3. TpebosaHusa fo-
Bepusa K 6e3onacHocTu)

ISO/IEC 15504-1, Information technology — Process assessment — PaJl 1: Concepts and vocabulary
(MHbopmaunoHHas TexHoorusa. OueHka npoueccoB. YacTb 1. KoHuenuun n cnoBapb)

ISO/IEC 15504-2, Information technology — Process assessment— Part 2: Performing and assessment
(MHdbopmaunoHHas TexHonorusa. OueHka npoueccoB. YacTb 2. MpoBeaeHne oLeHKN)

ISO/IEC 15504-3, Information technology — Process assessment — PaJl 3: Guidance on performing
an assessment (MiHhopmaunoHHas TexHosorma. OueHka npoueccos. YacTb 3. PykoBoACTBO MO NpoBeAeHuto
OL,EeHKN)

ISO/IEC 15504-4, Information technology — Process assessment — PaJl 4: Guidance on use for process
improvement and process capability determination (MHdopmaunoHHasn TexHonorms. OueHka npoueccos. YacTb 4.
PyKoBOACTBO MO NCNOJIb30BaHWUIO A1 YCOBEPLUEHCTBOBaHWS 1 onpeaesieHns BO3MOXHOCTel npoLecca)

ISO/IEC TR 15504-5, Information technology — Software Process Assessment — PaJl 5: An assess-
ment model and indicator guidance (MHpopmaunoHHas TexHosorus. OueHka NpoLeccoB NPOrpaMMHoOro obe-
cneyveHus. YacTtb 5. Mpumep Moaenu oLeHKN 1 pykKoBOACTBO MO yKa3aTesisim)

ISO/IEC 1779935 Information technology — Security techniques — Code of practice for information se-
curity management (MHdopMaLmoHHas TexHonorusa. Metogbl u cpeactea obecneveHns 6esonacHocTu. Mpak-
TU4yeckmne npasusa ynpasnieHus MHPOpMaLNoHHOK 6e30MacHOCTLIO)

ISO/IEC 21827, Information technology — Systems Security Engineering — Capability Maturity Model
(SSE-CMM®) [UHdopmaumoHHas TexHonorus. NpoekTnpoBaHue 6e30MacHOCTU paboTbl cuctem. Mopgenb
TexHosiormyeckoii 3penoctn (SSE-CMM®)]

ISO/IEC 90003, Software engineering — Guidelines for the application of 1ISO 9001:2000 to computer
software (TexHuka nporpaMmmMHOro obecrneveHuns. PekomeHgaunn no npumeHeHnto NCO 9001:2000 k KOMMNbO-
TEepHOMY NporpaMMHOMY O6ecrneyeHnto)

3 TepMuHbI, onpeaesieHnsa N cokpalleHus

B HacTosilwem cTaHAapTe NpUMEHEeHbl TEPMUHbI, onpeaeneHns u cokpauweHus no ISO/IEC TR 15443-1.

1> 3ameHeH Ha ISO/IEC 27005:2018.
2| 3ameHeH Ha ISO/IEC 27003-1:2015.
3>3ameHeH Ha ISO/IEC 27002:2013.
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4 KpaTkuin 0630p 1 NpeacTaBfieHe MeTofoB o6ecrneyeHust 10Bepusi

B ISO/IEC TR 15443-1 npeacTaBfieHa Cxema pacnpefesieHus Nno KaTeropusiM CyuLlecTBYHOLWNX MeTo-
[0B o6ecrneyeHnsa AoBepusi, NepeduncnieHbl U NpeacTas/ieHbl CYLECTBYOLWNE MeTOAbl 06ecneyeHns 4oBepus,
npeacTaBnsaloWME MHTEPEC M HEMOCPeACTBEHHO CBA3aHHble C 06/1acTbio 6e3onacHocTn WKT. B HacToswem
pasgenie 3T MeToAbl KnaccnduumpyoTcsa no cnegyoulein cxeme:

- B COOTBETCTBUW C Pas/INyHbIMU (ha3amun [OBEPUS — ONUCaHNe acrekToB XU3HEHHOro Lukia: npo-
eKTUpoBaHue. peanusauus, uHTerpauns, sepndukaunsa, Beos B AelcTBME, NepemMeLleHne unm akcnnaya-
Tauus;

- B COOTBETCTBUN C Pa3/IMYHbIM MOAXOA0M K 06ecneyeHunto JOBEPUSA: NPOAYKT, MPOLLecc unm cpega.

B ISO/IEC TR 15443-1 yka3aHO, 4TO MeToZ obecneyeHns [oBepus MOXET BKIoYaTb B cebs KOMOUHa-
LMo nogxoaa K AoBepuio 1 dpasbl OBEPUS.

B kauecTBe fONO/HUTE/IBHOIO PYKOBOACTBA [i/19 Mo/ib30BaTesia B Tabnvue 2 nogpasgena 5.4 HacToslLe-
ro ctaHgapTa npeAcTaB/ieHO pacnpegesnieHme no KaTeropusam:

- CO 3HAYMMOCTbLIO OTAeNbHbIX MeToAoB ANA 6eszonacHocTn UKT:

- C aKTyaJ/IbHOCTbIO OTZe/IbHbIX METO/0B.

5 ®asza X1U3HEHHOro LuKIa AOBEPUS N YCOBHbIe 0603HaYeHNs

B Ttabnuue 2 nogpasgena 5.4 HacToswero ctraHAapTa nepeyncneHbl NpeacTaB/ieHHbIe HUKe MeToabl,
KnaccuduupoBaHHble B COOTBETCTBUM C (DA30M XM3HEHHOIO LMKna. B Ha3BaHUM Kax[oro otaenbHOro nepe-
YMC/IEeHNs1 NOBTOPSIETCA ero knaccudmrkaums.

MpeacTtaBnsowme HamboNbLWNA UHTepec diasbl XUIHEHHOTO UuWKia npeAcTaBfeHbl rpadduyeckmn 4e-
TblpbMs cToN6uamu Tabamubl. B cootBeTcTBUN € TpeboBaHusamu MCO/MIK 15288 n MCO 9000 TexHonorm-
yeckue MpoLEeCChl XM3HEHHOTo LMKAa CrpynnupoBaHbl B YeTbIipe CTaAuu, NO OAHOW Ha KaxAblli cTonbeu, u
coKpalleHHO 0603HaYeHbl:

- D (Design) — npoekTMpoBaHWe, BKIOYasa NPoLEeCcChl onpeaeneHusa TpeboBaHWii 3anHTepecoBaHHbIX
CTOPOH, aHann3a TpeboBaHWiA, apXMTEKTYPHOrO NMPOEKTMPOBAHUSA 1 peannsauum;

- 1(Integration) — uHTerpauus, BkItOYasa NPoLecChbl MHTerpaunum n sepuurkaumu;

- T (Transition) — nepexoa, BkAO4YasaA npouecchl Ay6nnmpoBaHus, nepemMelleHns, BBoAa B AelCTBME U
NPUeMOYHbIE NCMbITaHVS;

- O (Operation) — akcnayartauus, BKIKOYass NPOLLeCChl SKCnyaTauumn, o6CyXnBaHus 1 MMKBnAaLmn.

MpumevaHuns

1 KOHKpeTHbIi meTog obecneyeHns [0BepPUs MOXET OXBaTbiBaTb KaKylo-TO a3y XXM3HEHHOTO LKKIa TObKO npu-
6113nTeNnsLHO. B aTOM criydae aTa hasa OTCyTCTBYeT B rpadhuyeckoM npefctaBieHnn.

2 lMpouecchbl XNU3HEHHOTO Uukna D-I-T-O npumeHnMbl K 110607 KOHKpeTHOI cucteme VKT 1 ee KOMNoHeHTaMm, T. €. K
annapatHbiM cpeacTeam 1 MO. Pa3paboTtka 1 ynyUlleHne npoLeccoB XU3HEHHOTO LKA ABNAKTCA BTOPbIM U3MEpeHneMm,
KOTOpOe MOXHO npeAcTaBuTb rpachnyeckn, HO B HacToALlLee Bpems 3TO U3MepeHue He npejcTasneHo. B obnactu 6es-
onacHocT VKT aTo usmepeHne nmeet ocoboe 3HayeHne 13-3a MeTO/0B ynpas/ieHns 6e30MnacHOCTbi0, NPUMEHEHHbIX K
cuctemam VKT Ha chase pyHkymoHmpoBaHua B cooTBeTcTBUM ¢ MICO/M3K 17799 n BS 7799-2. Mo cyuwiecTBy paspaboTka
W ynyyleHne npoLeccoB XU3HEHHOrO Lukna BK/YaeT B ce6s OLEHKY 1 [OKyMeHTUpoBaHue, paspaboTky, nusmepexue,
ynydweHune n ceptudurkaumio npoLeccos. 3T0 BTOPOE U3MEPEHUE ABMSEeTCA NPAMOYrofibHbIM (OPTOroHasIbHbIM) N0 OT-
HOLWWEHUIO K u3mepeHunto D4-T-0.

5.1 Moaxop K o6ecrnevyeHnto 4OBEPUS U YCIOBHbIE 0603HAYeHUs

B Tabnuue 2 nogpasgena 5.4 HacTosLero ctaHfapTa nepeyncrieHbl NpeacTaBieHHble HWKEe MeToAbl,
pacnpenesieHHble No Kateropmsam B COOTBETCTBUN C UX NOAXOA40M K obecnevyeHuo aoBepus. B HazBaHUM Kax-
[0ro oTAeNbHOro MeToa OTpaXaeTCsl ero COOTBETCTBME MO KaTeropumn.

Kateropun meTofoB o6ecnevyeHnst 4OBepUst HarnsAHO npeacTaBneHbl B Tabnuue 1

- foBepue K MpOAyKTy: 0603HayeHO 3arfiaBHOW OykBOW Has3BaHWS hasbl XM3HEHHOro UMKIa Mexay
cTpesikamu, Hanpumep -»D-»;

- loBepue K npoueccy: 0603HaYeHO 3arnaBHOM GyKBOW Ha3BaHUs (adbl XXM3HEHHOMo UMKIa Ha TEMHOM
coHe, Hanpumep D;

- joBepue K cpefe: 0603Ha4YeHO 3arsiaBHoOM GYyKBOV HasBaHMA hasbl XM3HEHHOTO LMKa C Nosiockamm
cnesa v cnpasa, Hanpumep | D].

4
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Tabnuya 1 — CTpyKkTypa MeTofoB obecneyeHns OBEPUS — yC/I0BHble 0603HaYeHus
[Josepne —cpaza * Mpoext/ WHTterpauys/ BBog, B feiicTaue.’
Pazpen — nogaxop, *. peanmsaums aepudmxaLms nepexof, SKcnyarauys
Mpoaykt -+D—» _xp SFT % -0 -»
[/CucTtemalYcnyralll

Mpouecc [£] o \ p
Cpega |
[/Opranunsauus/
Mepcoxan] [

MpumeyaHuns

1 Mockonbky MeTofbl 06ecneyeHns [AOBepUs MOryT xapakTepu3oBaTb KOMOGMHALMIO NOAXOAOB, CUMBOJ/IbI MOXHO
06benHNTb, Hanpumep mMeToA, obecneumsaroLnil Kak JOBEpUeE K npoLeccy, Tak v foBepue Kk cpede, MOXeT 6biTb npej-
cTaB/ieH 6YKBOW Ha TEMHOM (DOHE C MoJIoCKamu cieBa 1 crnpasa.

2 KOHKpeTHblIi MeToj, MOXeT oxBaTbiBaTb 60/1ee NN MeHee NOSHO OAUH noAxoA. MpeseHTauus B BUAe Busyasb-
Horo o63opa He roguTcA AN NpeAcTaB/eHUs CTENEHW oxBaTa pas/iMyHbIX NOAXOA0B K 06ecneyeHunio AoBepus faHHbIM
MeToA0M.

3 KOHKpeTHbI MeToA o6ecneyeHns JOBEPUS MOXET OXBaTbIBaTb KaKoO-TO NOAXOA TOMbKO NPUGAN3NTENbHO. B aTOM
cnyvae B rpadnyeckom npeacTaBNeHUN AaHHbI NoAXo[ OTCyTCTBYeT.

5.2 AKTya/IbHOCTb U YC/IOBHble 0603HayYeHns

Bcneacteue 60/1bLIOrO YMcia METOLOB Mo/b30BaTeslo HACTOSWEero cTaHAapTa AaeTca ykasaHue B OT-
HOLUEHMWN MX COCTOAHMSA. B Tabnmue 2 3TM COCTOSIHUS OTPAXEHbI CNeayowmnm 06pa3om:

- B HacTosilee BpeMs AeiCTBYIOWME 1 WNPOKO NPUMEHSIEMble METOAbI NpeacTaBfieHbl B Tabnuue 2
NONYXMPHbIM LWPUTOM;

- ycTapeBalowue, BbiTecHsieMble, 06bEANHAIOWMECS WM MHbIM 06pPa30M yTpauuBaloLMe CBOK aKTy-
a/IbHOCTb METOAbI NPeACTaB/eHbl B TabMLe 2 CBET/IbIM WPUGITOM.

n punMmedaHne — OTa nereHga He NoBTOPAETCA B Ha3BaHUU OTAE/IbHOIO NnepevyHAa AaHHOTo nogpasaena.

5.3 3Ha4YMmMocCTb 6e30MacHOCTU M YC/IOBHbIe 0603HaYeHUs

M3-3a oveHb 60/1bLIOTO YMC/a METO/O0B MOJb30BaTeNIl0 HACTOsAWEero cTaHjapTa faHo yKa3aHue B OTHO-
WweHun 6e3onacHocTu nx UKT. B Tabnvue 2 3TO COCTOSIHME OTPAXEHO CriefyoLmnm ob6pa3om:

- OPMEHTUPOBaHHbIE HEMOCPeCTBEHHO Ha obecneveHne 6esonacHocTn VKT MeToabl 0603HaYeHbl CUM-
Bos1oM (O) («3aMOK»),

5.4 O630p meTOon0B obecnevyeHns gosepus

B Tabnuue 2 npeactaBsieH 0630p paccMaTpuBaemMbiX MeTOAOB ob6ecrnedeHVs AOBepus Hapsagy C MX
Knaccudmkaumnein B COOTBETCTBUM CO CTPYKTYpOIi, padpaboTaHHoi B ISO/IEC TR 15443-1.

Tab6nunua 2 — CTpykTypa MeTof0B o6ecneuyeHus goepus. KpaTkuii 063op
[osepve — chaza > MpoexT/ WHTerpauys/ Beog B pelicteue/
Pazgen — noaxon, * peanvzaLys BepUchvkaLs nepexoa PYHKLMOHMPOBaHME
NCO/M3K 15408 — kputepumn
61 oueHku 6esonacHocTn UT [ ->D-> -»H >T->
TCSEC — KpuTepum oLeHKu
6.2 [OBEPEHHOI KOMMNbIOTEPHOA —»D—= -1O -k

cuctemsl [j

ITSEC/ITSEM — kputepuun
6.3 oueHkn 6esonacHoctn UT -»D-» “»H
1 meTogonorvs [

CTCPEC — kaHapackune
6.4 KPUTEPUMN OLLEHKN [OBEPEHHOIO -+D—
npoaykra”

-N-»
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MpoponxexHne Tabnuupl 2

*

Pasgen fNosepune —dasa Mpoext/ WHTerpauunal BBoj B geiicTBue/ ©yHKLMOHUPOBaHME
— noaxopn 1 peanusauus Bepud nkayus nepexopj
K1SEC/KISEM — kputepumn
6.5 OLleHKMN MHDOPMaLMOHHO HDe» o 50>
6e30nacHOCTU 1 MeToA00rUA
Kopen Q
6.6 RAMP — chasa nogaepxku >Do» Ny 1O -»
knaccudukaumm £
ERM — nopaaepxka
6.7 KnaccuurkaLmm oLeHKn -*D-> “»H ->0->
(B 0bwem) A
TTAP — nporpamMmma oueHKu
68 [l0BEPEHHOI TexHonorun £ ~»b-> -n
TPEP — nporpamma oLeHKu
6.9 porp " ->D-» .
[oBepeHHoro npogykra 0
6.10 PaunoHanbHbIi KOMNNEKCHbIR 1
’ npouecc® (RUP®) il Herx
6.11 MNCO/M3K 15288 — npouecchl #4D-> ey PR >0->
XWU3HEHHOTO LMKNa CUCTEMbI
6.12 MCO/M3K 12207 — npoueccbl +D-> ey +0-»
XU3HeHHoro uukna rNno
6.13 V — mogenb -»D-> _xy KT~ % -»0-»
6.14 MCO/M3K 14598 — oueHka >D-> 50->
nporpaMMHOro npogykra
Ycnyrv no obecneyeHunio
6.15 6a30B0i1 6ezonacHoOCTn ->D->
X/Openfi
SCT — TecTupoBaHue
6.16 o
CTPOroro cCooTBETCTBYUSA n
NCO/M3K 21827 —
npoekTupoBaHue
6.17 6e3onacHoCcTn paboTbl D », (0]
cucTeM — Mofesb 3pesnocTu
(SSE-CMM®) B
TCMM — pgoBepeHHas Mofesb
6.18 L D |
TEeXHOMorMyeckoli 3penoctu £
CMMI — unHTerpauus mogenu
6.19 TEXHO0TNYecKolt 3penocTn® b ! W 0
6.20 NCO/M3K 15504 — oueHka D 1 - o
nporpamMMHOro npouecca
CCM — mogenb
6.21 TEXHOMOrn4Yeckoit 3penocTn® D 1

(ana NoO)

SE-CMM® — mopgenb
6.22 TEXHO/I0rMYEeCKoli 3penocTn D 1
CMCTEMHOr0 NPOeKTUPOoBaHNA®

TSDM — metogonorus
D
pa3paboTku BbiBEpeHHOro No



OKOHYaHWe Tabnmubl 2

Paspen

6.24

6.28

6.29

6.30

6.31

6.33

6.34

6.35

Nosepne —casza »
— nogxop 1

SdoC — 3anBnexue
nocTasLiMKa O COOTBETCTBUMN

SA-CMM® — mopgesnb
3pesioCcTU BO3MOXHOCTEW
npuo6peTeHns NporpaMMHoOro
obecneyeHns©

MNCO cepusa 9000 —
MeHeKMEHT kayecTBa

NCO 13407—
CKOHLLeHTPUPOBaHHbI
Ha YesI0BEKe NPOeKT

FeHeanorusa paspaboTuunka
(B 06LwEem)

MCO/M3K 17025 — posepue
K akkpegmTauum

NCO/M3K 13335 —
PYKOBOACTBA NO yNpaBeHNo
6e3onacHocTbio UT (GMITS)0

BS 7799-2 — cuctemsl
ynpasiieHns NHHOPMaLIOHHOW
6e3onacHocTbio. Cneuudimkaums
C pykoBoZACcTBOM B

NCO/M3IK 17799 —
npakTuyeckue npasuna
ynpasneHns MHPOPMaLMOHHO
6e30nacHOCTbI0

FR — ncnpasnexune gedekTos
(B 06LLEM)

BasoBoe pykoBOACTBO
no sawute UT

TecTpoBaHWe NpPoHNKHOBeHNS fl

ATTecTauuma nepcoHana
(He cBsizaHHasA c 6e30MacHoCTbIO) |

ATTecTauus nepcoHana
(cBA3aHHas ¢ 6e30MacHOCTbI0) A

5.5 MeTogonorua npencraBfeHns
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Mpoekt/ WHTerpaunsa.l BBoa BpeiictBue.'

®yHKUMOHMpPOBaHUE
peanusayus Bepud ukayns nepexop

o

0

0]

| Lot

B pasgene 6 npepncraBfieH aHanvM3 MOEHTUULMPOBaHHbLIX MeTOA0B o6ecneyveHns nosepus. Mockosb-
Ky MHOrve MeToAbl ob6ecneyeHns AOBEPUS CBA3aHbl C Pas3/IMUHbIMU NOAXofamMn K obecrneyeHuto aosepus,
KaXAblA MeToZ, f0/MKEH ObITb NpeAcTaB/ieH CO CBOMM OnMcaHMeM. Ha AaHHOM 3Tane cpaBHEHWEe MeTOAO0B He
MpegycmoTpeHo.

B nogpasgenax pasgena 6 npeacTaBneH CTPYKTYPUPOBaHHbIA KpaTKuiA 0630p Kaxaoro metoga obecne-
YeHuss foBepus, MAEHTUMULMPOBAHHOIO B aHHOW TEXHOIOTMYECKO CXeMme.

HanmeHoBaHue MeToda OTpaXaeT ero CyTb N ABMAETCA MNOJIHbIM U OCbI/ILl,VIaJ'IbeIM HasBaHnem metToaa
obecneyeHns AOBEPUS NPU CCbISIKE HA HEro, a Takke Npu Heo6XoAMMOCTU NCMO/b30BaHUSA B KaYeCcTBe CCbifl-
KN — CUMBOJINYECKUM.

Kaxabllii KpaTkuii 0630p NoapasfenatoT Ha crenylolmne CocTaBHbIe YacTu:

- UeNnb: KpaTkoe OT/IM4MTeNlbHOe Ha3HavyeHne meToaa:
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- onucaHue: KpaTkoe onucaHne MeToaa;
- UCTOYHVKYW, OMNUCbIBatOLWME: afapec/CCbifIKy Ha KOMUTETbI WK OpraHu3auumM 1 4OKYMEHTbI Mo MeToay

nunu ctaHgapTusauuu.

6 MeTogbl ob6ecneveHns gosepus

6.1 WNCO/M3K 15408 — kpuTepun oueHkn 6e30nacHOCTU MHAPOPMALNOHHbIX TEXHOMOTNIA g
-+D—> ->0->

6.1.1 Uenb

Ob6ecneyeHne cornacoBaHHOW CXeMbl U NOAPOOHbIX KPUTEPMEB OLeHKM 6e3onacHocTu UT. NnpurogHbIxX
ANA NCMNOJIb30BaHNA Kak B rocyapCTBEHHbIX CTPYKTypax, Tak 1 [/151 O6LLero nosib3oBaHus.

6.1.2 OnncaHne

O6uwme KpnTepmn paspaboTaHbl MO NOPYHEHNIO NPaBUTE/IbCTBEHHbIX YUPeXAeHWU, CBA3aHHbIX C MHAOP-
MaLNOHHOW 6e30MacHOCTbIO, Kak CMoco6 He3aBMCUMOW OLEHKN XapakTepucTuK 6e30macHOCTU MPOAYKTOB U
cuctem UKT. Kputepumn 6biin paspaboTaHbl BO B3anMOAECTBUN C COBMECTHbLIM TEXHUYECKUM KOMUTETOM 1,
nogkomuTeT 27, «MeTtoabl U cpencTBa obecneveHns 6GeszonacHocTu» (CTK 1 MK 27) n ony6smMkoBaHbl Kak
MeXayHapoaHbIii ctaHaapT MCO/M3K 15408.

O6Lwme KpUTepUN pasaenstoT NOHATUA «(PYHKLMOHa/IbHblE BO3MOXHOCTN 6€30MacHOCTU» U «40Bepue K
6e30MacHOCTU» 1 AeTaslbHO CneunuumnpyoT MeToabl, CpeacTBa U YHKLMK, KOTOpble MOryT cCnocobCcTBOBaTb
CO3/jaHNI0 YBEPEHHOCTU B COOTBETCTBMM MPOAYKTa 6e30MacHOCTU Lensam 6e30rnacHoCTU. KOHKpeTHble MeTo-
Abl. cpefcTBa U yHKUMN gosepusa onpegesnieHbl B MICO/M3K 15408-3 n B nepsyto oyepeb (HO He UCKIIO-
UNTENbHO B 3TUX LleNsax) NpeaHasHadyeHbl ANA NONYyYeHUS AOBepUs NOCpeacTBOM He3aBUCUMMOM OLEHKU unn
Bepudukaunn. NMnaHmpyeTcsa BO3MOXHOCTb BepudurKauum COrfiaCoBaHHOro NPUMeHeHNs KpUTEPUEB OLEHKU
nocpeAcTBOM CXeM HauMoHaNbHOW cepTudurkaumm.

B pamkax MCO/M3K 15408-3 meToabl 1 cpeacTBa obecrneveHns goBepus pasgeneHbl Ha YeTbipe obna-
CTW NPUMEHEHUS, Ha3blBaeMble «K/iaccamu». B npegenax Kaxaoro knacca onpegesieHbl pas/iMyHble MeToAbl,
HasblBaeMble «cemelcTBamm». B kaxaom cemelicTBe MMETCA OAMH unn 6oee ypoBHEW CTPOrocTn. YpOBHU
CTPOrocTu, MO KOTOPbIM MOTYT MPUMEHATBLCA MeTOAbl, Ha3blBAOTCA «KOMMOHEHTaMn». KaXAblAi KOMMNOHEHT
0603HavYaeT He06X0AMMble TOYHbIE AEeCTBUA 1 3/1eMeHTbl foKasaTe/ibCTBa.

B pamkax NCO/M3K 15408-3 onpegeneHbl HECKO/IbKO NakeToB KOMMOHEHTOB A0OBepusi, paboTaroLmx
BMeCTe Ha B3auMOoAornosiHALLeli ocHoBe. MakeTbl KOMMOHEHTOB AOBepUs, paboTalowmx BMecTe Ha B3aMMo-
[,0NO/HAOLWE OCHOBE, Ha3bIiBalOT «OLEHOYHbLIMU YPOBHAMMN JOBEPUSI».

BcnomorartenbHass MeTo40M0rMsa No NPUMEHeEHUI0 3TUX KpuTepures, obLas MeTOA0/10rMsA OLEeHK/N pas-
pabaTbiBalOTCs paboueit rpynnoi no obuiern MeToa400rMM OLEHKU, ABASAIOWENCA NoArpynNnoli NpoekTa ooLwmnx
KpUTEpPUEB.

6.1.3 NcTOYHUKN

MNCO/M3K 15408-1; MCO/M3K 15408-2; NCO/M3K 15408-3.

MpumeyaHne — WNCO/M3K 15408 ssnsietca pesynbtatom geAtenibHocTn MCO'M3K ¢ COBMECTHBIM TeXHUYe-
CKMM koMmuTeToMm 1. nogkomuTeT 27. paboyvas rpynna 3 (CTK 1/MK 27/PT 3) «/HdopmalmoHHasa TexHonorus. Metoapl v
cpeacTBa obecneyeHunss 6ezonacHocT. Kputepun oueHkn 6e30nacHOCTM».

6.2 TCSEC — KpuTepumn oueHKn 6e30MacHOCTU JOBEPEHHbIX KOMMNbIOTEPHbIX CUCTEMY
—»D-+ -»|-> o >

6.2.1 Uenb

Knaccudpmkauusa nam onpegenexHne knacca 6e30nacHoOCTV NpoAyKTa KOMMbIOTEPHON CUCTEMBI.

6.2.2 OnncaHne

KpnTepuun oueHkn 6e30n1acHOCTU [OBEPEHHbIX KOMMbIOTEPHbIX cuctemM (TCSEC) ABASOTCA COBOKYMNMHO-
CTblO KpUTEPMEB, PaHee UCMONb30BaBLUMXCA ANS Klaccudukaumm nam onpegesnieHns knacca 6esonacHocTu,
obecneuynBaemMoi NPOAYKTOM KOMMNbIOTEPHOW cUCTeMbI. HOBble OLeHKkM ¢ ncnonb3oBaHnem TCSEC B HacTos-
Liee BpemMs He NPOBOAATCSH, XOTS pa3paboTkm ux BegyTcs. MHoraa TCSEC HasbiBatoT «OpaHXeBOW KHUrob»
13-3a OPaHXeBOro LBeTa ee 06/10KKN.

8
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MpoaykT «cooTeeTcTBYeT» TCSEC npun ycnosumn ero oueHkn no «fporpaMmme oueHnBaHNA OBEPEHHOIO
npoaykta» (TPEP) nnn «Mporpamme OuUeHKN foBepeHHOW TexHonorum» (TTAP) Ha cooTBeTCTBME TpeboBaHU-
AM yCTaHOBJ/IeHHOro knacca TCSEC wnnn ecniv He3aBUCMas OLLeHKa BbIsiBUWIA Y MPOAYKTa HasiMume xapakre-
PUCTUK 1 JOBEPUA ITOTO Kacca.

Knacc siBnsietca cneymdunyecko COBOKYNMHOCTbIO TpeboBaHuini TCSEC, KOTOpbIM COOTBETCTBYET OLie-
HuBaemas cuctema. B TCSEC nmeeTcs ceMb K1accoB B Nopsiake ybbiBaHUS XapakTepucTuK un gosepus: Al,
B3. B2. B1, C2. C1 un D. CnegoBartesibHO, CUCTeMa, OLleHeHHas no knaccy B3. nmeeT 60/blue XapakTepucTuk
6e3onacHOCTV n/nnn 6onblue YyBEPEHHOCTU B A0/MKHOM (DYHKLMOHNMPOBaHUM XapakTepucTuk 6e3onacHocCTy,
yeM cucTema, oLeHeHHasa no knaccy Bl. Tpe6osaHusA fs1s 60siee BbICOKOrO K/jiacca Bcerfa sABNSATCA pac-
LUMpPEHHON Bepcueli 605ee HM3LWEro knacca. Takum o6pasom, cucteMa knacca B2 cOOTBETCTBYET KaxaoMy
PYHKUNOHaNbHOMY TpeboBaHUio knacca C2 n umeeT 6osiee BbICOKUI YPOBEHb AOBEPUS.

YpoBHeM [OBepus SBMSIETCA COBOKYMHOCTb KnaccoB (cMm. Bonpoc 11) n3 TCSEC [cm. FAQ (vacTo 3a-
AaBaeMble BONPOCHI) KOHLeNuuii kputepunes, Bonpoc 1]. B «OpaHxeBoli KHUre» onpefesieHbl YeTbipe YPOBHS
[oBepusa B nopsjke yobiBaHNA JOBEPUA N YMeEHbLUEHNSA XapakTepucTuk: A, B. C n D. CnegoBaTenbHO, cucTe-
Ma, OLleHEeHHasl Mo KOHKPETHOMY K/lacCy ypoBHA foBepus B. umeeT 6osiblie xapakrepucTuk 6e3onacHocTun
nmnun 6onblie yBEPEHHOCTU B AO/DKHOM (DYHKLMOHMPOBAHUN XapakTepucTuK 6e30nacHoOCTW, YeM CUCTeMa,
OLeHEHHaA MO KOHKPeTHOMY Knaccy ypoBHs goBepus C. XOTA MHTeprnpeTauus nogcucteM KOMMNbIOTEPHOM
6e3onacHocTn (CSSI) TCSEC cneynduunpyeT KpUTepun ANs pas/InyHbIX K1accoB D, OHM He OTpaXeHbl B
camux TCSEC, KoTopble He NpeAbsaBAlOT TpeboBaHWli K cuctemam ypoBHs gosepust D. Mo ymonyaHuio He-
KnaccudnLMpoBaHHOM CUCTEMOI ABNsSeTCH ypoBeHb aosepus D.

TpeboBaHNAMU K pa3NNYHbIM Klaccam SABMAKTCA:

Knacc D: MyHMMaibHas 3aliuTa — pe3epBUPYIOT OLleHEHHble CUCTEMbI, KOTOpble He OTBevaloT Tpebo-
BaHUAM 60/1ee BbICOKOrO K/iacca.

Knacc C1: Heob6s3aTe/ibHasA 3awmnTa — AOBepeHHas BbluncantTenbHasa 6a3a (TCB) cuctembl knacca Cl
HOMUHa/ILHO YAOB/IETBOPSET TpeboBaHMA HeobsA3aTe/IbHON 3alnTbl MOCPEeACTBOM pasfesieHns nosib3oBare-
neli n gaHHbiX. TCB 06beAnHAET HECKONbKO BUAOB HafAeXHbIX Mep ynpaBfieHWs, CNOCOBHbIX OCYLLEeCTBNATb
orpaHu4eHust AocTyna Ha MHAMBUAYa/IbHOM OCHOBE, T. €. MO3BOMSAIWMX NOb30BaTeNsAM 3awmiarb NHAopP-
MaLMio O NPOEeKTe WM NepCcoHasIbHble AaHHble UAN NpefoTBpalaTh cayvyaliHoe cunTbiBaHWe AWM paspylue-
HUe CBOMX AlaHHbIX APYrMMUK nonb3oBartenamu. Npegnonaraetcs, 4to knacc C1l o6beamHaeT nonb3oBaTtenei,
obpabaTblBalOLWNX faHHble Ha OANHAKOBOM YPOBHE KOH(UAEHLNAIBHOCTU.

Knacc C2: ynpaBnsiemas 3aljmra AOCTyna — CUCTeMbl 3TOrO k/lacca ocyLecTBASAT 6onee TwarenbHoe
Heobs3aTeNnbHOe ynpasrieHWe JOCTYNOM, Yem cucTteMbl knacca Cl. genas nonb3oBaTesneli UHOMBUAYaIbHO
OTBETCTBEHHbLIMY 32 CBOM AeCTBUS NOCPEeACTBOM PerMcTpaumoHHbIX NpoLueayp, NPOBEPKM CO6bITUI, CBSA3aH-
HbIX C 6€30MacHOCTbIO, U N30/ALUN PECYPCOB.

Knacc B1l: maHgaTHasa 3awuTta — ANA cucteM Knacca Bl TpebyroTcsa Bce XapakTepucTuKkn, Heobxoaum-
Mble 015 knacca C2. Kpome Toro, fo/XHbl 6bITb B HA/IMYMU: HeoduLasibHas Mofesb NOAUTUKN 6e30nacHo-
CTW, MapKupoBka AaHHbIX (HanpumMep, CEKPETHOM UAn YacTHOM MHOopMaLMn) n 06s13aTeslbHbI KOHTPObL A0-
CcTyna KykasaHHbIM Cy6bekTam uam o6bektam. HeobxoanumMo cylecTBOBaHMe NOTeHUMasIbHbIX BO3MOXHOCTeEN
TOYHO MapKUPOBKM BblgaBaeMoi MHchopMauuu.

Knacc B2: cTpykTyprvpoBaHHas 3alimTta — B cuctemax knacca B2 TCB ocHoBaHa Ha 4eTKo ornpefeseH-
HO 1 AOKYMEHTUPOBaHHOW ohmunasibHOM Mogeny NoIMTUKN 6e30MacHOCTU, A/11 KOTOPOW TpebyeTcs pacnpo-
CTpaHeHne AUCKPELMOHHOIO 1 MaHAATHOro KOHTPOIA foCTyna knacca Bl Ha Bce CyObekTbl 1 0ObeKTbl B aB-
TOMaTU3NPOBaHHOM cncTeme o6paboTKM AaHHbIX. KpoMe TOro, yumTbiBalOTCS CKPbIThble kaHaibl. TCB gosmxHa
6bITb TWaTeNbHbLIM 06Pa30M CTPYKTYpPMpPOBaHa Ha KPUTUYECKN N HEKPUTUYECKN BaXHble B OTHOLUEHMN 3aWunThbl
3nemMeHTbl. IHTepdeiic TCB goskeH 6bITb onpeaesieH 4OCTaTOYHO XOPOoLWo, a NPoekT TCB u ero peanusayus
[O/MKHbI NO3BONATL NOABEpraTb ee 60s1ee TuaTtesibHOMy TECTUPOBaHUIO 1 6osiee aeTasbHOW NpoBepke. Mexa-
HU3MbI ayTeHTUnKaunm 4omkHbl 6bITb yCUNEHbI, AOBEPEHHAan opraH13auma NnponsBoacTBa — npeacTaBneHa
B BuAe NoAAepXK/ PyHKUMI CUCTEMHOIO agMMHMCTpaTopa 1 ofeparopa CUCTEMbI, a Takxe npeaycMOTpeHbl
CTpOrne Mepbl KOHTPOJIA 3a KOH(UIypaunmoHHbIM ynpasrieHneMm. Cructema fo/kHa 6biTb OTHOCUTEIbHO 3a-
LWMLbIHA OT MPOHUKHOBEHUS.

Knacc B3: gomeHbl 6e3onacHocTn — TCB knacca B3 gokHa cooTBeTCTBOBaTb TPE6OBaHUAM TOr0, YTO-
6bl OHa CyXnna CBA3YIOLWMM 3BEHOM MeXJy BCeMu AoCTynamm cy6bekToB 1 o6bekTamu, 6blna 3aLimiieHa ot
HeyMmesioro obpatleHnsa 1 6bin1a 4OCTaTOYHO NPOCTa, YTO6bI NOABEPrHyTh ee aHanu3y u TecTuposaHuto. TCB
CTPYKTYpUpOBaHa TakK, YTo6bl MCKIOUMTB KOA. Heobs3aTesNlbHbIA A1 OCYLWEeCTB/IEHUS NOAUTUKN Ge3onacHo-
CTW, C NPUMEHEHNEM CYLLECTBEHHOro CUCTEMHOrO MPOEKTUPOBaHNS BO BpeMs pa3paboTkn npoekTa u peanu-
3aumn TCB, HanpaBNeHHbIX HA MUHUMM3ALNIO ee CAOXHOCTU. [lo/HkKHa NPpoBOANTBLCA NOoAAEP)KKA CUCTEMHOIO

9



FOCT P 54582—2011

agMVH/UCTpaTopa, MexaHM3Mbl MPOBEPKU AO/HKHbI PACMPOCTPaHATLCSA Ha CUrHasIbHbIe, CBA3aHHble ¢ 6e3onac-
HOCTbIO COGbITUS, U A0/HKHA BO3HMKaTb NOTPEOHOCTbL B Mpoueaypax BOCCTaHOBEHWA cucteM. Cuctema B
3HaYMTE/IbHOWM CTeneHn Ao/KHa ObITb 3alullieHa OT NMPOHUKHOBEHUS.

Knacc Al: BepndunLMpOBaHHbI MPOEKT — cucTeMbl knacca Al yHKLMOHa/IbHO 3KBMBasIEHTHbI CUCTe-
MaM knacca B3 B oTCyTCTBME [OMONHUTENBHbBIX apXUTEKTYPHbIX 0COBEHHOCTel nnmn TpeboBaHWn K NONUTU-
Ke 6e30nacHoCcTU. OTNNUNTENIbHOW XapaKTepUCTUKOM CUCTEM 3TOrO Kracca SIBASKTCA aHa/nz, crefyownia
13 hopmasibHOlM cneundmrkaummn NpoektTa u MeToAoB BepudmKaunm, 1 NoslyvYeHHas BbICOKas CTeneHb AoBe-
pus K npaBuibHOCTU peanu3auun TCB. Mo cBoeMy xapakTepy 3TO foBepue ABMAETCA 3KCNepUMeHTalbHbIM
(OMbITHBIM), HauyMHas ¢ ouLMabHOW MOAENV MOANTUKN 6e30NacHOCTU U 0ULNaSIBHOM BbICOKOYPOBHEBOM
cneuundukaumm (FTLS) npoekTta. FTLS ABNsieTCs BbICOKOYPOBHEBOW crneymdmrkaumen cuctemMbl, 3anmcaHHom
Ha hopmMasibHOM MaTemMaTUYeCKOM A3blke A/ POPMUPOBAHUA TMNOTE3 U3 TeopeM (AEMOHCTPUPYHOLWMX CO-
oTBeTCTBME cneymdukaumm cuctembl eB hopMasibHbIM TpeboBaHUAM) U NX POPMasIbHOIO AoKa3aTe/ibCTBa.
[ns coOTBETCTBMA pacliMpeHHOMY NPOEKTY 1 aHanu3y npoekta TCB. Heo6xoaMMbIX A8 cucTeM knacca Al,
TpebyeTca 60nee CTpPoOroe KOHpUrypaunmoHHoe ynpasseHne n hopmmpoBaHue npoueayp 6esonacHoro pac-
npefesieHna CUCTeMbl MO MecTam 3Kcnsyarauuu. AgMUHMUCTpaTopy 6e30MnacHOCTU CUCTeMbl fO/IXHa ObITb
okaszaHa nopgjepxka.

6.2.3 NcTOYHUKN

Cwm. [45].

MpumeyaHne — Bce TCSEC. ux nHTepnpetayun 1M pyKoBOACTBa UMEIOT PasHOLBETHbIE OG/I0XKKM U UHO-
raa HasbiBaloTca «PagyxHoi cepueii». TCSEC sBNATCA BHYTPEHHUM CTaHAapTOM U NpoAykTOM MuHucTepcTBa
o6opoHbl CLUA.

6.3 ITSEC/ITSEM — mMeTo40/10rns N KpUtepun oueHnBaHna 6e3onacHocT MHPOPMaLNOHHbIX
TEXHOMOTUI B

-»D-» -N-» | -0 -+

6.3.1 Uenb

MpepocTaBneHve CTPYKTYPbl KpUTEPUEB U METOA0MOMMN OLeHMBaHNSA 6e3onacHocTu UT ans esponeii-
CKOrO pbIHKa.

6.3.2 OnucaHne

«KpuTepumn oueHnBaHMSa 6e30MacHOCTU UHOPMAUNOHHLIX TexHonoruii (ITSEC)» n «PykoBoacTBO No
oueHvBaHM 6e30MacHOCTU NHbopMaLNOHHbIX TexHonornin (ITSEM)» HaxogaTca cpean OOKYMEHTOB, npej-
LIECTBYIOLWMNX OOLNM KPUTEPUSAM 1 06LLeli MeToA0M0rMn oueHkn. OHM 6blIn paspaboTaHbl YeTbIPbMS €BPO-
neckmumn ctpaHamn: ®paHumeii. FepmaHuen. HugepnaHgamn n BenvkobputaHuei.

fosepune B ITSEC ocHoBaHO Ha noaxopge, npeactaBsieHHoOM B TCSEC. OaHako pasfeneHue mexay
PYHKUNOHa/IbHBIMU TpeboBaHUsAMKU 1 TpeboBaHusaMN foBepus B ITSEC gonyckaeT 60MbLuUyto TMOKOCTb. Tpe-
60BaHVs AOBepUs, B CBOIO o4epefb, Ae/IATCA Ha ABa acrnekta — 3(peKTMBHOCTb 1 NpaBuibHOCTb. OueHka
3hbheKTMBHOCTU BKIOUAET B cebsl pacCMOTpeHne cneaytowmnx acnekTtoB o6bekTa oueHkm (00):

- NpyemMsieMocTb (YHKUMA o6ecneveHnst 6e3onacHocTy OO AN NpOTMBOAECTBUS yrpo3am 6e3onac-
HocTn OO. NAEHTUPNLMPOBAHHBLIM B HEM;

- CMOCOBHOCTb (PYHKUNI 1 MexaHU3MOoB obecnedeHunst 6esonacHocT OO 06beANHATLCA Ha OCHOBE B3a-
MMHOW nogaepXku n doopmmnpoBaTb MHTErpMpoBaHHOe 1 3hheKTUBHOE Liefoe;

- CNOCOGHOCTb MexaHM3MOB obecrneyeHuns 6e3onacHocT OO NPOTUBOCTOATL NPSAMbIM atakam;

- BO3MOXHOCTb Ha MpakTuke KoMnpomMeTaummn 6e30NacHOCTU N3BECTHLIMWN YA3BMMOCTAMN 6e30MacHOCTN
B KOHCTpyKumn OO;

- HEBO3MOXHOCTb KOH(UIYpUpOBaHUsa nan ncnonb3osaHns OO He6e30nacHbIM CNOCO60M, HO cuuTato-
Lwmmca 6e30nacHbIM agMUHNCTPATOPOM WM KOHeYHbIM nosnb3osBartenem OO:

- BO3MOXHOCTb KOMNpoOMeTaLUumn Ha npaktuke 6e30MacHOCTY U3BECTHbIMU YA3BMMOCTSAMN 6e30nacHOCTH
npv dyHKUnoHnpoBaHun OO.

TpeboBaHUA K ah(PeKTMBHOCTM [0BEepus COCPeAOTOYEHbI B OCHOBHOM Ha CrlyvasX, Korga OLEeHLUnKY
NPUXOANTCA NPUMEHATH COOCTBEHHbIE 3HAHWSA W OMbIT /151 OLEHKN 060CHOBAHHOCTM NOAXoAa K 6e30nacHoOCTH
B OLlEHEHHOM MnpoAyKTe nnn cucteme UT.

Tpeb6oBaHus goBepusi K npaBusibHOCTN B ITSEC cocpefoToYeHbl B OCHOBHOM Ha acnekTtax, KoTopble
[O/DKHBI MOATBEPXAaTb MPaBU/IbHOCTbL MHDOpMaunn paspaboTymka OTHOocuTenbHO 6e3onacHocTu UT oue-
HEHHOro npoAykKTa UM cUcTembl.
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ITSEC pasnuuatoT TpeboBaHWS K NPaBUNbLHOCTU KOHCTPYKUMM W pyHKLMOHMpoBaHua 00. Kputepum
KOHCTPYKUMN BKOYalOT B cebs npouecc pas3paboTky € pasnnyHbIMU YPOBHAMW chneumndukaummn, HadnHas c
BbICOKOYPOBHEBOIO M3/10)KEHNSI TPe6OBaHW, KOTOPble MOXHO MPOUIIIOCTPMPOBATL Ha NpUMepe apXUTEKTYp-
HOro MpoekKTa, 3aTeM Ha Npumepe paboyero NpPoekTa W. HakoHel, Ha npumepe peanmnsaumm OO. KOHCTPyk-
TUBHbIMM acnekTamu cpefbl pa3paboTkn, oxBaTbiBaeMbiMn ITSEC, ABNAKOTCA ynpaBrieHne KOHdUrypauuven,
A3bIKW NPOrpamMMMpPOBaHUS U KOMNUAATOPBI, a Takke 6e30MacHOCTb paspaboTKu.

[anee Tpe6oBaHuA K PYHKLNOHNPOBAHUIO NOAPA3AeNAoTCA Ha acnekTbl SKCMnayaTalMOHHOM fOKYMEeH-
Tauuun ¢ AOoKyMeHTaumel nonb3osatens 1 agMmuHicTpaTtopa u cpeibl YHKLNOHMPOBaHUA C AOCTaBKOW M KOH-
durypavmeii. 3anyckoM 1 oyHKLMOHUPOBaHNEM.

TpeboBaHusA AoBepusa Kk NpaBuibHOCTU B ITSEC npeAcTaB/ieHbl B BUAE LECTU Mepapxmnyeckn ynopsgo-
YeHHbIX YpoBHeil aosepusa oT E1 go E6. OT ypOBHSA K YPOBHIO AONO/HUTE NbHbIE TPeboBaHMs obecneunBaroT
6os1ee cTporoe oueHnBaHne NpoaykTa u cuctembl AT. B ypoBHU foBepus TpeboBaHUs foBepus K ahpdekTns-
HOCTW He BK/IOYeHbl. OfHaKo MHdopMaLms, NoslyvyeHHass Npu oueHKe NpaBuIbHOCTU, KOTopas A0/HKHa npu-
MeHATbCA AN NpoBeAeHNa aHann3a ya3BMMOCTEN, onpeaeneHa.

JononHutenbHo ITSEC B 06WKUX YepTax HaMeyaeT B3aMMOCBSA3b YPOBHEl OLEeHMBaHUs C knaccamun
ITSEC.

ITSEM ocHoBaHa Ha ITSEC. onucbiBas, Kak cnegyet oueHnBaTb 0 0 B COOTBETCTBUU C 3TUMU KpUTEPUSA-
Mun. Cneyndpunyeckoin uenoto ITSEM saBnsieTcst ob6ecrneyeHne Haimums rapMoHU3NPoBaHHOro Ha6opa MeToA0B
oueHmnBaHusA, gononHawowmx ITSEC.

ITSEM He ocHOBaHa Ha npefLlecTBYOWNX AOoKyMeHTax. OHa BrepBble NpeacrtaBu/ia MHOrMO A0MOJIHU-
TeNbHOW MHOpMauun No MpPMMeHEeHUD MeTOA0B oGecrnevyeHnss A0Bepusi, B 06WUX YepTax U3MNOXEHHbIX B
ITSEC, 1 KOCBEHHO MeTOAOB obecrneveHNs foBepus, Ncnosb3oBaHHbIXx B TCSEC n CTCPEC.

6.3.3 UNCTOYHUKN

Cwm. [40]. [41].

MpumevyaHnne — ITSEC/ITSEM sBnswTca pe3ynbTaTom pa3pa6oTok EBponeiickoli komuccuun. fiupektoparta
rNaBHOr0 MHOPMaLMOHHOTO 06LliecTBa, OTAeNeHNs UHhopmaum n KoMmyHukauum. BU 24 0/41. Rue de la Loi. B-1049
Bptoccenb.

C [unpekTopaToM [/1aBHOrO MHMOPMaLMOHHOIO O6LEecTBa MOXHO CBS3aTbCA Yepe3 YHUBEpPCasibHbIN
ykasatenb pecypca http:/europa.eu.int/pol/infso/index en.htm.

6.4 CTCPEC — kaHajCKue KpuTepuu oueHnBaHNA AOBEPEHHOIO npoaykrta [

-»D-> -N-»

6.4.1 Uenb

MpefocTaBneHne CUCTEMbl N3MEPEHUI, NPUMeHSeMOl AN OLeHUBaHNA (PYHKLMOHA/IbHbLIX BO3MOXHO-
cTeli 1 foBepusi cepBucos 6e30MacHOCTU, NpefocTaBAsseMbIX NPOrPaMMHbIM WX annapaTHbIM NPOAYKTOM
VN CUCTEMOWA.

6.4.2 OnucaHne

KaHagckue kputepun oueHnBaHusa goBepeHHoro npogykra (CTCPEC) 6binn pa3paboTaHbl CO creayto-
WMMU TPeMSA LieNsMu:

1) npegocTaB/ieHNe cpaBHUTENbHOM Tabnuubl AN OLEHMBaHNSA KOMMePYeCKNX NpOAYKTOB:

2) npepocTaB/ieHMe OCHOBbI 4711 pa3paboTku cneundukaumii ANa [OBEPEeHHbIX KOMMbIOTEPHbIX Mpo-
[OYKTOB:

3) npegocTaBneHne Metofa crneunduumpoBaHnsa AOBEPEHHbIX MPOAYKTOB NMpu 3aKyrike.

Mpw foBepeHHO 06paboTke faeTcsa onpeaeneHne AByM Tunam TpeboBaHwnii:

~cneynduryeckme TpeboBaHUA K cepBmucaM 6e30MacHOCTU:

2) Tpeb6oBaHUA foBEpPUS.

CTCPEC cneundmumnpytot TpeboBaHna dyHKLMOHaIbHbIX BO3MOXHOCTEN U TpeboBaHUA AOBepuUs Mo
OBYM OTAE/IbHbLIM rpynnamM A5 BblAeNIeHNS YHUKaUIbHbIX YC/yr Mo o6ecneyeHntio 6e30nacHoOCTN AN NPoaykK-
ToB. [pynna TpeboBaHUn hyHKUMOHa/IbHbIX BO3MOXHOCTEM COCTOUT U3 KpUTepueB KOHMMAEeHUManbHOCTH,
LLe/IOCTHOCTK, AOCTYMHOCTM 1 NOAOTHETHOCTU, TOrAa Kak rpynna TpeboBaHuii OBEpUss COCTOUT U3 KpUTepunes
nosepus.

HekoTopble Tpe6oBaHuA [OOBEPUs MO3BOJAIOT ONpefeIuTb BO BPEMS OLEHMBAHUA Hanumune Tpeby-
eMbIX XapaKTepucTuK (CBOMCTB) U UX (PYHKLMOHMPOBAHME HaMeYeHHbIM 06pa3oM. OTU KpUTepun OO/DKHbI
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NPUMEHATLCA K COBOKYMHOCTU KOMMOHEHTOB, COCTaB/IAKOLWMNX AOBEPEHHbIN NPOAYKT, N HE06s3aTeNIbHO K KaX-
L0MY KOMNOHEHTY NPOAYKTa B OTAeNbHOCTU. CnefoBaTesibHO, HEKOTOPbIE KOMMOHEHTbI NPoAyKTa MOTyT 6bITb
COBEpPLUEHHO HeHaZeXHbl, Torga kak gpyrme MoryT oueHMBaTbCs MHAMBUAYasibHO MO 60/51ee BbICOKOMY WU
60nee HU3KOMY K/laccy OLEHUBaHWUSA, YeM paccMaTpuBaeMblii B LLe/IOM AOBEPEHHbI NPOoayKT. B AoBEpPEHHbIX
npoaykKTax Ha caMoOM Bepxy paHXMpoBaHWUSA YCTONYMBOCTb MEXaHU3MOB U30158UMK N NocpegHNYecTBa TakoBa,
UYTO MHOTMEe N3 KOMMOHEHTOB NPOAYKTa MOryT 6bITb COBEPLUEHHO HEHaAEXHbI.

TpeboBaHWNA [OBEPUS MOTYT MPUMEHATLCS KO BCEMY CMEKTPY NPOAYKTOB 06paboTK/ 3/1eKTPOHHbIX AaH-
HbIX N cpeg, 06paboTKM NpUKNaAHbIX Nporpamm 6e3 cneuynasnibHOW UHTepnpeTaumn.

6.4.3 NCTOYHUKMN

Cwm. [31].

NMpumeyaHne — CTCPEC aBnsetcs cTaH4apTOM A5 BHYTPEHHEro nosib30BaHusa v pe3ynbTaToM paspaboTkm
WHCTUTYyTa KOMMYHUKaLMOHHOI 6e3onacHocTn (CSE). P.O.Box 9703, Terminal. Ottawa. Ontario K1G 3Z4. Canada.

6.5 KISEC/KISEM — KopelcKkue KpUTepmum n MetToaon0orns oueHnBaHnsa nHopmaLnoHHOMN
6e3onacHocTn g

->D-> ->0->

6.5.1 Uenb

MpepoctaBneHne CTPyKTypbl KPUTEPUEB M METOAONOMN OLEeHMBaHNA 6e30NacHOCTU A1 MeXCeTeBbIX
3KpaHOB 1 CUCTeM OBHapy>XeHUs BTOpXeHusi B Kopee.

6.5.2 OnncaHne

«Kopelickne kpuTepumn oLeHnBaHus 6e3onacHocTu nHdopmaunmn» (KISEC) n «Kopelickaa metogonorus
oueHnBaHnA 6e3onacHoCcTu nHpopmauymm» (KISEM) 6b1M pa3paboTaHbl B 1998 . cTpems uensmu:

- obecneyveHVe nepapxnMyecKol OLEeHOUYHON WKasbl 419 OLeHMBaHUSA (DYHKUWI 6e30nacHOCTM MexceTe-
BbIX 9KPAHOB M CUCTEM OBHAapPYXXEeHUA BTOPXEHUS.

- obecneyeHne mMeToga creyMduULMPOBaHNA BbICOKOHAAEXHbIX MEXCETEBbIX 3KPAHOB U CUCTEM OOHa-
pPY>XeHUSI BTOPXEHUSA Npuv 3aKyrnkKe;

- HaKomnieHne 3HaHWi, CBA3aHHbIX C OLEeHNBaHMeM 6e30NacHOCTW, NyTeM 3KCrslyaTaunun CO6CTBEHHbIX
KpUTEpUeB 1 MeTOA,0/10TNN OLIEHVBaHUSA.

KISEC onpegenset dyHKUNOHa/IbHbIe TpeboBaHUA 1 TpeboBaHNSA AOBEPUSA K KaXAOMY U3 CEMU YPOB-
Heli oueHmBaHusa (0T K1 go K7). Ha kaxgom ypoBHe MMeeTcsi Habop (PyHKUMOHabHbIX TpeboBaHui 1 Tpebo-
BaHui gosepus KISEC. KOTOpbIM AO/HKHbI COOTBETCTBOBAaTb OLEHMBAEMbIE MEXCEeTEBbIE IKPaHbl U CUCTEMbI
o6HapyxeHunsa BTopxeHus. KISEC mMmeeT HECKOSIbKO ApYrnx (OYHKUNOHasIbHbIX TpeboBaHuiA, 3aBUCALUNX OT
TUNa NpoayKTa, Takoro Kak MexceTeBble 3KpaHbl Y CUCTEMbI 06HapYyXeHUs BTopXxeHnsa. OgHako TpeboBaHusA
[oBepust 06bIYHO UCMNOBb3YHTCA Kak /1 MeXCeTeBbIX 3KPaHOB, Tak 1 /19 CUCTEM OOHapYXXeHUsi BTOPXEHUS.
DyHKLUMOHaNbHble TpeboBaHUA BKIOYHAOT B ce6A MAeHTUMMKaUNIO U ayTeHTUMMKALMIO, LLe/IOCTHOCTb, Npo-
BepKy 6e30nacHOCTU, MeHe)XMeHT 6e30nacHOCTM UT. 4. TpeboBaHMA f0Bepus BKIKOYatOT B cebs pa3paboTky,
ynpasfieHve KoHpurypaumein, TecTupoBaHmne, 3KCr/lyaTauMoHHYO cpesy, PyKoBOASLME AOKYMEHTbI U aHa/In3
YySA3BUMOCTEN.

KOHKpeTHbIn ypoBeHb onpefenseTcs B COOTBETCTBUM C peasin3oBaHHbIMU PyHKLMAMU 6e30nacHOCTU 1
YBEPEHHOCTU B COOTBETCTBUN MEXCETEBbIX 3KPAHOB U CUCTEM O6GHapPYXeHUs BTOPXeHUA TpeboBaHuAM AoBe-
pus. B 3aBUCMMOCTM OT (PYHKLMOHa/IbHbIX TPe60BaHUi 1 TpeboBaHuii 4OBEPUS OLLEHOUHbIN yPOBEHb AeNNTCA
Ha ceMb YpoBHel. Huswuii ypoBeHb NpeacTasrieH K1, Bbicwmnii — K7.

Hwxe npuBefeHbl XapakTepPUCTUKN KaXK0ro OLLeHOYHOr0 YPOBHS:

- ypoBeHb K1 f0/XeH COOTBETCTBOBaTb MWHUMAaSIbHOMY YPOBHIO (DYHKLMI 6€30NacHOCTU, Takux Kak
naeHTUrKaLma n ayTeHTunKauns, o1sa CMCTEMHOro afMMHMUCTpaTopa 1 pykoBoACTBa 6€30MacHOCTbIO U T. A.
Takxe OO0/MKHbI O6bITb B HAIMYMN 3afiaHne No 6e30MacHOCTU U (PyHKLMOHa/IbHbIE cneludukaumn:

- ypoBeHb K2 nomkeH cooTBeTCTBOBaTb TpeboBaHUAM ypoBHS K1 1 6bITb CNOCOGHbLIM cO3A4aBaTb U CO-
XpaHATb 3anucu ayauTa AeATeNlbHOCTW, CBA3aHHONM ¢ 6e30MacHOCTbIO. Takke MOXeT noTpeboBaTbCsA AOKY-
MeHTaLNs apXnTeKTypHOro npoekTa. Heo6xoAMMO NPOBECTN aHa/IN3 YSA3BMMOCTEN U HenpaBu/IbHOFO Npume-
HEHNSA MeXCEeTeBbIX 3KPAHOB U CUCTEM OBGHapY>XeHUS BTOPXEHUS;

- ypoBeHb K3 floxeH cooTBeTCTBOBaTb TpeboBaHNAM ypoBHA K2 1 6bITb cnocobeH NpoBeEPATb Hannune
NI06bIX MOAMUKALNT XPaHUMbIX AAaHHBIX BHYTPY MEXCETEBOrO 3KpaHa WM CUCTEMbl OGHAPYXXEHUS BTOpXe-
HUA N NepefaHHbIX AaHHbIX. TpebyeTca Takxe NoApPOo6Has [OKYMeHTaLMsA Mo opraHu3auumn NnpoeKkTMpoBaHus 1
KOHOUTypaunoHHOMY ynpaBeHuto;
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- ypoBeHb K4 fomkeH cooTBeTCTBOBaTb BCeM TpeboBaHMAM ypPoBHS K3 1 obecneunBaTb YHKUNIO NAEH-
Tndurkaumm n ayTeHTUdmMKaunmn, 3alniatoLlyo MexceTeBon akpaH WM cucTemMy OBHapYXeHUs BTOPXeHUS
OT aTak MeToZ0oM 3anvcu 1 NOBTOPHOI nepegayn 6710k0B WMPOBAHHOrO TecTa. MpeanararoTcs Takke UCXOA-
HbIA KOA U/UNN [OKYMeHTaUus no NPOeKTUPOBaHUI0 060PYA0BaHNS;

- ypoBeHb K5 fo/mkeH coOTBeTCTBOBAaTb BCeM TpeboBaHUAM YpoBHS K4 n obecneumBaTb (PyHKLUUIO B3a-
VMHOW ayTeHTudMKauun. Heobxoguma Takke hopmanbHas MoAesib MOMTUKM 6e30MacHOCTM MEeXCeTeBOro
3aKpaHa UM cucteMbl O6HapYyXXeHUs1 BTOPXeHUA. PYHKLMOHa/IbHbIe XapaKTepUCTUKKN, AOKYMEHTaLNSA MO apXu-
TEKTYPHOMY NPOEKTUPOBAHNIO N paboyeMy MPOeKTY A0/MKHbI OPOPMAATLCA B NONY(OpMasibHOM BUAE;

- ypoBeHb K6 fo/1xeH cooTBeTCTBOBaThL TpeboBaHMAM ypoBHA K5. Ha aTom ypoBHe fosmxHa Bepuduum-
poBaTbCs COr/lacoOBaHHOCTb MeXAy AOKyMeHTaumein paboyero npoekTa, UCXOAHbIM KOAOM UYWM fOKYMEHTa-
LuMeli No NpoeKTUpoBaHUo 060pyaoBaHUS;

- ypoBeHb K7 fo/mkeH coOTBEeTCTBOBaTbL BCEM TPeboBaHUAM ypoBHA K6. Ha 3TOM ypoBHe (PyHKUMOHa/b-
Hble cneundrkaymm n fOKyMeHTaumnsa no apxXmTekTypHOMY MPOEKTUPOBaHUIO JO/DKHbI ObITh 3anucaHbl B hOp-
MaTe A/19 er0 CMHXPOoHM3aumn ¢ OOpMasibHON MOAe b0 NOMNTUKN 6e30NacHOCTU CUCTEMBI.

KISEM co3pgaHa Ha ocHoBe KISEC c uenblo onncaHus, Kak MexceTeBble 3KpaHbl U CUCTEMbI 0O6Hapyxe-
HUA BTOPXEHWUS [O/IKHbI OLEeHUBAaTLCSA Mo 3TUM Kputepusam. Cneymduryveckum HasHadeHnem KISEM saBnsetca
obecrneyeHne HaIMuMs rapMoOHM3MPOBAHHOIO Habopa MeToA0B OLeHMBaHuA, gononHawwmx KISEC.

6.5.3 VcTOUHUKMN

Cwm. [50]. [51].

NMpumeuyanne — KISEC/KISEM saBnsetca pesynbTtatoMm paspaboTku AreHTcTBa No WHOpMauWoHHONW 6e3-
onacHocTu Kopewu, 78. Karak dong. SonOna-Gu. Seoul 138-160. Korea.

6.6 RAMP — pasa nogaepxaHusa knaccudukaymm g
-»D-» | -N-» | -»0-»

6.6.1 Uenb

Ob6ecneyeHne MexaHn3Ma pacnpocTpaHeHus npeablaylieii knaccudpmkaumn (gosepus) TCSEC Ha Ho-
Bble Bepcuu.

6.6.2 OnuncaHne

Mporpamma asbl nogaepxaHna knaccudukaumm (RAMP) 6bina paspaboTaHa A1 o6ecneyeHns mexa-
HM3Ma pacnpocTpaHeHusa npegbiaywein knaccudukaumm TCSEC Ha HOBYHO BEPCUIO paHee OLEHEHHOro npo-
AyKTa KOMMblOTEPHON cuctembl. RAMP npegHasHayeHa 47151 COKpaLeHWsi OLEHOYHOrO BPEMEHU U YCUNIA,
TpebyembIx AN NoAAepPXaHUs kiaccudurkaummn, NnyTem 1MCNosb30BaHMsA NepcoHana, y4acTByoLlero B o6¢cny-
XUBaHUN NPOAYKTa, C Leblo ynpaBieHUs NPoLecCOM BHECEHUS U3MEHEHW W BbINOAHEeHUS aHann3a 6e3-
ornacHocTn. Takum obpasom, 0683aHHOCTb foKa3aTesibCTBa paboTbl RAMP nexuT Ha nnuax, OTBETCTBEHHbIX
3a 06¢cyxrBaHne cuctembl (T. €. NOCTaBLYMKe), BMECTO rpynmbl OLEeHUBaHUS.

B O6Wwmnx KpuTepmsax no oueHnBaHmio 6e30nacHOCTN MHAPOPMaLMOHHBLIX TexHonoruin (CCITSE) nmetotcs
Tpe6oBaHMA MO COXpPaHeHUIO CyLLeCTBYOLWNX ypoBHeli EAL. B HacTosiLiee BpeMs paspabaTbiBaeTcs nporpam-
Ma. nogobHas RAMP, ¢ yyeTom aTuxX Tpeb6OBaHWA.

6.6.3 NcTOUHUKN

Cwm. [32].

Mpumevyanne — RAMP aBnsetca pesynbtatom paspabotku National Computer Security Center (NCSC). 9800
Savage Road, Fort George G. Meade, Maryland 20755-6000. USA

6.7 ERM — nopgpepxaHue knaccudukaumm npu oueHnsaHum (B obuiem g)

-»D-* | —M— | —0—»

6.7.1 Uenb

PacnpocTpaHeHVe NoslyYeHHOro f0Bepus 3a PamMKu XU3HEHHOTO UuKia U/unm nepuoga BPeEMeEHU, OCo-
6eHHO nocne moandmkaumn.

6.7.2 OnncaHne

Mocne nonyyeHus 4OBEpPUs K cUCTeMe M Mpu MoaudnKaumm 3Toii CUCTEMbI ellle noTpebyeTcs JOMNOSHU-
TesibHOEe AoBepure K Heli. CyLuecTBYHOT CXeMbl COXpaHeHUs A0BepUs K CUCTEMe MOCPeACTBOM He3HauuTesIbHOMN
MoaudmKaumm U. Takmm 06pas3om, NoAAEPXKKM NpoLecca OLUEHKN (T. e. «cepTudmKaLumsa» Unn «knaccudurkaums).
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MoppepxaHue knaccudukaumm npu oueHMBaHUM SBnsieTcs @a3oil OueHKW, cneaytollein 3a ason
oueHmBaHuA. Mog 3TMM TEPMUHOM MOHUMAEeTCHA COBOKYMNHOCTb AelCTBUI MO nogaepxaHuio knaccudu-
Kauumn. C MOMOLLbIO KOTOPbIX OLEHWBAIOT COOTBETCTBME MPUMEHSEeMbIX Tpe6oBaHNA OOGHOB/IEHHbIX Bep-
CUii NpoaykTa, M NO3BOJIAETCA COCTaBUTb MepedveHb 3Tux Bepcuii. Mpu ERM nocTaBLMK OcyliecTBisieT
6onblWY0 YacTb paboTbl NO onpefesieHNt0 NoAfepXaHUsa paHee AOCTUTHYTOro perTUHra U3MeHeHHOoro
npoaykra.

B cxeme ERM wumeloTCs pasnnyHble CYLUHOCTM C COOTBETCTBYIOLMMWN 06A3aHHOCTAMMU (MOCTaBLUUK,
nosib3oBateNb, opraH no ceptudmkaumnm). No OTHOLWEHUIO K CXeMe AOBEPUA 3TO O3HaYaeT CU/bHYIO 3aBUCU-
MOCTb MeToga ob6ecneyvyeHnss AOBepUsi, Ha3bIBaeMOro «noAAepXaHue knaccudukaumm npyu oueHnBaHum», ot
ob6enx has goBepmss — NPOEKTUPOBaHMA/pa3paboTKM U 3KCnyaTaunu.

CxeMbl nognepxaHnsa knaccudmkaumm npy oLeHNBaHUN CYLLECTBYIOT B pasiMyHbIX dopmax 1 06bI4HO
COCTOAT U3 C/ieAyHoLWmX KOMMOHEHTOB.

- NpMMeHseMble TpeboBaHMA: TpeboBaHMA, MO KOTOPbIM NPOAYKT AO/DKEH OLEHNBATLCA:

- aygnTt ERM: aHanuni3 pokasatenbctBa RAMP, OoCHOBaHHbI Ha nogxoAsuem TUNUYHOM obpasue
N npegHasHauvyeHHbIli ANna o6ecrneyeHUs peanusalun TObKO YTBEPXAEHHbIX U3MEeHeHWA W yaoBNeTBO-
puTenbHOroO MNpoBefeHVs aHa/nim3a 6e3onacHoCcTU. B gononHeHue K Heo6xogumbiM ayanTam RAMP,
nposoguMbiM VSA. rpynnoii aHann3a 6e30NacHOCTM MOFYT BbIMOMHATLCA anepuoguyeckue ayauTbl
RAMP:

- nnadH ERM: gOKyMeHT nocTtasLlinKa, B KOTOPOM [aeTCa onucaHme MexaHu3MoB, npouesyp v UHCTPY-
MeHTapus. UCNOoJb3yeMbIX ANA BbINONHEHNA TpeboBaHni RAMP. Mpoueaypbl 3TOr0 NaaHa BbINOMHAKTCA Ha
hase noggepxaHua knaccudukauuu. MNnaH nogaepxaHus knaccuduvkaumm npegnaraetcs nocTasBLMKOM
1 yTBEpXAaeTCs KakK YacTb npouecca oueHmBaHWA. ITOT M/1aH MOXeT U3MEHATLCA BO BPeMs MPUMEHeHUs
RAMP gnsa npogykTta, 0CO6eHHO Npu ngeHTUdnKaLmMm Ha3Ha4yeHHOro nepcoHana;

- aHanu3 6e30nacHOCTW, NPOBEPKa TOro, COXpaHsAeT /I NpeasoXKeHHOe U3MEHEHNE U COBOKYMHOCTb
N3MeHeHUIi XxapakTepncTnkn 6e30MacHOCTU 1 JOBepue K UICXOAHOMY NPOAYKTY M ero nocaeayroLm Bepcusm,
KOTOpble paHee nogaepxveanvcb No RAMP B COOTBETCTBUM C NpueMaeMbiMy TpeboBaHUAMU.

OnepaTtopamy RAMP 06bI4YHO SABAAIOTCA:

- rpynna aHanusa 6e30nacHOCTU: oTAeNbHbIe nua (Hanpumop, VSA. 4ONONHUTENbHbIE OLEHLMKNK), OT-
BETCTBEHHbIE 3a NPOBeAEeHNe aHannsa, a Takxke 3a npeacrTassieHVe 1 3alnTy gokasaTenibctBa RAMP nepep
KOMUTETOM MO TEXHUYECKOMY Haa3opy;

- KOMUTET MO TEXHMYECKOMY HaZ30py: MPOBOAUT [/1aBHbIA TEXHUYECKMI aHanM3 pe3y/sibTaToB paboTbl,
BbIBOAOB 1 PeKOMeHAAaLUNMi OTAe bHbIX FPYNn oueHMBaHUsA. KOMUTET No TEXHUYECKOMY HaZ30py CAYXUT opra-
HOM MPOBEPKM KayecTBa, eAMHO06pa3ns 1 nocnefoBaTe/IbHOCTU OLEHBaHUS.

B CLWA ERM 6b110 popmanm3oBaHo kak RAMP un npumeHsinocb ans knaccudukaumm B TPEP un
MCO/M3K 21827 (SSE-CMM).

B Benuko6putaHun ERM 661710 hopMann3oBaHo Kak cxema nogaepxaHuns cepTudrkKaTtoB 1 OCHOBaHO
Ha paHxupoBaHun ITSEC.

Kputepun oueHunBaHna NCO/M3IK 15408 npusHatoT ERM. HO npegocTaBnasaloT noggep)aHue Ha A0sK-
HOM YpOBHe OLeHNBaHUA HauMOHa/IbHbIM OpraHam, Hag3upalrowmnmM 3a cXemamMn oLeHnBaHus.

6.7.3 WNCTOYHUKN

Mporpammy nopaepXaHns Ha AO/HKHOM YPOBHe oueHuBaHusa CLUA cm. B 6.6.

Mporpammy noggepxaHua Ha JO/HKHOM YPOBHE OoueHuBaHuAa BenukobputaHum cm. B [44].

MpuMevyaHne — Cuctema nogaepxaHus cepTuhnNkaToB sABSETCA pe3ynbTaToM pa3paboTkn Senior Executive,
UK IT Security Evaluation and Certification Scheme. Certification Body. PO Box 152. Cheltenham Glos GL 52 5UF.

6.8 TTAP — nporpamMma OLEeHKN fOBEePEeHHbIX TeXHoorni [

—»D-» -4-»

6.8.1 Uenb

Co3pfaHue, yTBepXAeHne KOMMepYeCcKux CpefiCTB OLeHUBaHUSA N KOHTPO/Ib 3a HUMMW.

6.8.2 OnncaxHne

Mporpamma ougHKM AoBepeHHbIX TexHonoruii (TTAP) sBnsieTca COBMECTHOW pa3paboTKoi AreHTcTBa
HaunoHanbHol 6e3onacHocTn (AHB) n HaunmoHanbHOro MHCTUTYTa CTaH4apToB U TexHonoruii (HUCT) no cos-
[aHMI0 KOMMepYecKUX npeanpuaTuii 4N oueHMBaHUA OBepeHHbIX npoayktoB. TTAP copmupyeT, yTBepx-
[aeT KOMMepyeckme nNpegnpuaTUa No OLEeHUBAHUIO U HaAa3upaeT 3a HUMK. B HavyanbHOW cTaguu nporpaMmma
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Hanpas/ieHa Ha NPoAyKTbl CO CBOWCTBaMU 1 CTEMEHAMU A0Bepusi, XapakTepmnsyembiMy 06LLNMUN KpUTEPUSAMUN
OLLeHKM 6e30NacHOCTU MHPOPMaLMOHHBIX TexHonoruii (CCITSE).

[ns nposBegeHua oueHnBaHnAa no TTAP opraHmsaumsa fo/hkHa ObITb aTTecToBaHa Kak opraH no oe-
HMBaHUto no TTAP (TEF). CHauvana 6yaywmii TEP obpauwaetcsa kK CoBeTy no Haasopy TTAP 3a BpeMEHHbIM
paspeweHnem. B nonoxutensHom cnyyae 6yayuiemy TEF galoTcs No/HOMOYMS Ha npoBefeHue npo6Horo
OLEHMBaAHNA U AaHHble O HEM MOMELLATCs B CMMCOK NepcrekTuBHbIX TEF. 3atem nepcnektuBHbii TEF 3a-
K/Il04aeT [0roBop C MOCTaBLMKOM U MPOBOAUT NPOBHOE OLeHMBaHWE JOBEPEHHOrO npoaykTa. Nocsie npo6Ho-
ro oueHMBaHNA CTaTyC «BPEMEHHbI» aHHynupyeTca U TEF MOXeT NpoBOAUTL OLEHUBaHUS B COOTBETCTBUM
c TTAP.

HapzopHbii coBeT TTAP npoBoanT MOHUTOPUHT TEF onsi o6ecneyeHns KayecTBa M COr1acoBaHHOCTU
BO BpeMSs OLeHuBaHuA. MNocTaBLMKN NPOoAYKUUN MHOPMALIMOHHBIX TEXHOMNOMMIA 3aKntoyatoT gorosop ¢ TEF
1 onnayMBaloT OLeHUBaHWe CBOeW Npoaykumu. Mocne 3aBeplueHns OLeHMBaHUA NPOAYKT 3aHOCUTCA B nepe-
YeHb OLeHeHHbIX nNpoaykTtoB AHB.

6.8.3 VCTOUYHUKMN

Cwm. [28].

MpumevyaHne — TTAP aBnAeTca BHyTpeHHMM cTaHAapTom npasutenbctea CLUA u aBnseTcs pa3paboTkoi

CoBeTa no Hagzopy TTAP ana nepegayun AreHTCTBY HalMoHanbHol 6e3onacHocTy. 9800 Savage Road. Suite 6740. Ft.
Meade. Md. 20755-7640.

6.9 TPEP — nporpamma oueHMBaHNA 4OBEPEHHOTO NpoayKTa g

—»D->

6.9.1 Uenb

CTUMynMpoBaHue LUNMPOKOV AOCTYMHOCTU A0BEPEHHbIX MPOAYKTOB 06GecneyvyeHnss KOMMbIOTEPHON 6e3-
onacHocCTH.

6.9.2 OnucaHune

Mo nporpamme oueHnBaHUA foBepeHHoro npogykTta (TPEP) nocTaBlmnky o6pawatoTcsl B ATeHTCTBO Ha-
LMOHa/IbHOW 6e30MacHOCTM CO CBOMM KOMMEPYECKMM NPOAYKTOM 06ecneveHns KOMNbTEPHO 6e30NacHOCTH
C 3anpocoM Ha ero oLeHuBaHWe, HaluefneHHoe Ha onpefesieHHbl ypoBeHb paHxuMpoBaHusa aosepus. OueH-
wmkun, paboTtarowme no TPEP, ncnonb3ytoT TCSEC n ero uHtepnpetaumm Ans OLEHKN KayecTBa COOTBETCTBUSA
npoaykTa TpeboBaHUAM LiesIeBOro paHXnpoBaHusa. Pe3ynbTatbl oueHnBaHmsa no TPEP ny6avkyroTcsa exeksap-
Ta/lbHO B NepeyHe oueHeHHbIX nNpoaykToB (EPL) B pasgene 4 Karanora ycnyr v NnpoAayKToB rno o6ecneyeHmnto
6e30nacHOCTN MHPOPMaLMOHHbBIX CUCTEM.

KoHeuHoOI uenbto TPEP saBnsieTCcs CTUMYy/IMPOBaHWE LUMPOKOW [OCTYMHOCTU AOBEPEHHbIX NPOAYK-
TOB ob6ecnevyeHUss KOMMNbIOTEPHOW 6e30MacHOCTU ANA BrafenbueB AaHHbIX U NOMb3oBaTesneil, xenawo-
LWMX 3aWUTUTL CBOK CEKPETHYI W/ KOHPUAEHUMaNbHYO nHhopMauunto. JoNo/HUTENbHBIMU LEeNsaMn
ABMIAIOTCA:

- obecneyeHne AOCTYNHOCTU MOJE3HbIX A0BEPEHHbIX NPOAYKTOB, OTBEYAOLWMX 3KCNyaTaunoHHbIM No-
TPeOGHOCTAM KOHEYHOro Nosib3oBaTens:

- o6ecneyeHne NCNOMb30BaHUSA AOBEPEHHbIX NPOAYKTOB MPU KOHCTPYMPOBaHUN BHeAPSeMOi [O0BepeH-
HOW cuUcTemsbl;

- obecneyeHune cneumanbHOro PyKOBOACTBa NO NPaKTUYHOCTU A0BEPEHHbIX NPOAYKTOB;

- o6ecneyeHne cneynaibHOIO PykoBOACTBA NO (PYHKLMOHaIbHOW COBMECTUMOCTUN XapaKTepuUcTmK 6e3-
OMNacHOCTU C YPOBHEM [0BEPUS, CBA3AHHbIM C ONpefesieHHbIMU XapaKTepucTukaMn OTAe/IbHbIX OLeHEeHHbIX
NPoAyKTOB:

- CTUMYNMPOBaHNEe OTKPbITbIX U CKOOPAVNHUPOBAHHbLIX AeN0BbIX OTHOLWWEHW/ C HaunoHalbHbIMK 1 060-
POHHBLIMW NHAOPMALMOHHLIMU MHPPACTPYKTypamMu.

6.9.3 NcToUHUKN

Cwm. [46].

MpumevyaHne — TPEP 6bl1a 3aMeHeHa NporpamMmmoii OLeHKN JoBepPeHHbIX TEXHONOrMA. B Hacroswee spems
HOBble OLEeHkM ¢ nomolbio TCSEC He nposogATcsA. Cm. TCSEC.

TPEP saBnsfetca BHyTpeHHMM cTaHAapTom npasuTensctBa CLUA n paspaboTkoii AreHTcTBa HauuoHasnbHOl 6e3-
onacHocTn. 9800 Savage Road. Suite 6740. Ft. Meade. Md. 20755-7640.
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6.10 PaunoHanbHbI YHUBepcanbHbIl npouecc® (RUP®)

| A |

6.10.1 Uenb

O6ecneyeHne NOSTHOCTLIO 3aMO/IHEHHOW CXeMbl XM3HEHHOTO UuKIa NpoekTuposaHnsa MO. BkIoYan cpe-
Ay. npoLiecchbl, AeCTBUSA, METOAbI U CPeACTBa, a TakKe MHCTPYMEeHTapuii.

6.10.2 OnucaHune

PaunoHanbHbI yHMBepcasbHbIl npouecc®, nan RUP®. aBnseTca cXemol npouecca pa3paboTku KoM-
Mepueckoro cepuiiHoro MO. pa3paboTaHHOro n nogaepxmnsaemoro NO Rational®. Cxema NOCTOAHHO OGHOB-
NAeTca 1 ynydlaeTcs A5 OTPaKeHUs camoro nocsiefiHero onbita u pasBuUTUSA JTyULINX NPakTUK.

B otnnuune, Hanpumep, oT MCO 12207 «nycTaa» cxema RUP 3anonHeHa pykoBOACTBOM, MnpoLeccamu,
MeToAaMu, cpefcTeamu, WwabnoHaMmn, MHCTPYMEHTapUEM U NPUMeEpPaMn, U3 KOTOPbIX MOXHO CO3aTb KOHKpeT-
HYIO CXeMmy rnpouecca, ynpasisaTb €0 U yydllaTtb ee.

Mofo6HO NPon3BOAMMbIM UM NPOrPamMMHbIM NpodykTam, caM RUP crnpoekTMpoBaH M fOKYMEHTUPOBaH
C MOMOLLBIO YHMBEPCA/TLHOIO fA3blka MogenunpoBaHus (UML). O6bekTHOlM mogenbio RUP sABnsieTcs yHuBep-
canbHasi Mofesib nporpammHoro npouecca (USPM).

C TOouku 3peHns ynpasreHus npoektoM RUP ob6ecneumBaeT CTPYKTYpUpPOBaHHbIV Noaxod K pacnpeje-
NEeHVI0 3a4a4 1 06513aHHOCTEeN B paMkax opraHusauuu-paspabotuvka. OH npugaeT ocoboe 3HayeHue pac-
CMOTpeHUto obnacTeli BbICOKOTO pUCKa Ha O4YeHb paHHeli cTaguu 1 No3BosiseT 0GHOBNAATL TpeboBaHUS MO
Mepe pasBUTUA NPOEKTa, YTO NO3BOJISET CO3faBaTb BblICOKOKayecTBeHHoe [MO. oTBevarollee TpeboBaHUAM
nosib3oBaTtesis B paMmkKax nporHo3vpyemoro rpaduvka n 6rogxera.

[OetictBns RUP adh(hekTMBHO MCMONb3YIOT YHUBEPCa/IbHbIN A3blKk MogenuposaHusa (UML) ansa cosgaHms
1 nogAepxaHus Mofenen, a Takxe npuaaHusa ocoboro 3HayeHus paspaboTke v nogaepxke mogeneii — ce-
MaHTUYECKUN LIeHHbIX NpeAcTaBfeHNi Haxo4sALWeroca Ha ctagmm paspaboTky MNO. koTopble NoAAepPXUBarOTCA
KOMMbIOTEPHBLIMU MHCTPYMEHTa/IbHbIMU CpefcTBamMn. OTU UHCTPYMeHTaslbHble cpeAcTBa aBTOMaTU3MPYIOT
3HaunTeNbHbIE YacTu npouecca, Takoro, Hanpumep, Kak Bu3yasibHOe MOAeNMpoBaHue, NporpaMmupoBaHue,
TecTupoBaHue 1 KOHPUrypaLmMoHHoe yrnpaseHune.

RUP npeacTtaBnset co60ii KOHUTYpUpyeMyro cxXemy npoLecca, npucnocobnisemyto Ans HebonbLumnx
rpynn paspaboTymnkos 1 ANs 60NbLINX OpraHn3auunii-pa3paboTunkos. Ero apxutektypa obecneumBaeT yHUN-
LMpOBaHHOCTb cemelicTBa NPOLLECCOB 1 NOAAEPXKMBAETCS Pa3paboTOUHbIM KOMMIEKTOM, KOTOPbI/ COXpaHsAeT
KoHurypaumo RUP onsa ee cooTBETCTBMS NOTPEOHOCTAM AaHHOW opraHu3aunm.

B RUP 06beaviHeHbl, B HaCTHOCTU, LWWECTb OCHOBHbIX yYLUNX MPaKTUK;

- MHTepaKTuBHas paspaboTka MMO;

- ynpaBsneHne TpeboBaHMsaMN;

- CNOJIb30BaHMe OCHOBAHHbIX Ha KOMMOHEHTaX apXUTekTyp;

- BU3yasibHOe mogenuposaHue NO;

- Bepudukauums kadectsa MO;

- KOHTPO/Ib 3@ BHECEHNEM n3mMeHeHuin B MO.

C TOYKM 3peHus ynpassieHUs npoueccom u ero ynydweHmsa RUP cornacosbiBaetca ¢ CMM n TpeboBa-
HusMn NCO/M3IK 15504 Ha NpoekTHOM ypoBHe. [pu npaBu/ibHON peanusaunn RUP cooTBeTCTBYeT opraHusa-
LIMOHHbIM YPOBHAM 2 13 CMM. OH npurogeH ansi 60s1ee BbICOKOW 3pesioCcTU npouecca BCneacTBMe XOpoLlero
onpegeneHna nNporpammMHoOro npouecca n 3HaHUSA PyKOBOACTBOM OpraHu3aunn TeXHUYECKOro rnporpecca Bo
BCEX MpoeKTax.

6.10.3 NIcTOUHUKN

Cwm. [52].

NMpumevyaHne — RUP® sBnsetca paspaboTkoii rpynnbl no MO dupmbl Rational, foyepHeil komnaHum kopno-
pauun IBM. Route 100. Somers. NY 10589. USA.

6.11 NCO/M3K 15288 — npouecchbl XU3HEHHOTIO LMK/Ia CUCTEMbI

-*D-> —> >T-y 0 -»

6.11.1 Uenb

MpepgocTaBneHve Moaeseid, NPOLEeccoB v AeliCTBUI NOSTHOTO XM3HEHHOTO LKA NI060ro TMna CAoXKHbIX
TEXHUYECKUX CUCTEM.
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6.11.2 OnucaHue

MCO/M3K 15288 sBnsietcs nepBbiM cTaHgapTomM VICO. cBsi3aHHbIM C NpoLeccamMm XXU3HEHHOTO LMKa B
OCHOBHOM CJI0XHbIX CUCTEM, COCTOSALMX 3 annapaTHbIX CPeACcTB, Ye/I0BEKO-MaMHHOIO MHTepdelica n MNO.

[JaHHbI cTaHAaPT PacnpoCTPaHAEeTCA Ha XU3HEHHbIN LMK UCKYCCTBEHHBIX CUCTEM, OXBaTblBask nepuog, ot
KOHLIENUMW, naen cUcTembl A0 U3BATMA ee U3 akcnayaraumn. B Hem npedycMOTpeHbl NPOLECChl NPUobpeTeHns n
NocTaBKN NPOAYKTOB CUCTEMbI W YC/IYT, KOTOPble KOH(OUIYPUPYHOTCA 13 OAHOTO Win 60siee crefytowmx TUNoB cu-
CTEMHbIX KOMMOHEHTOB: annapatHble CPeACTBa, Ye/I0BEKO-MaLLMHHbIA nHTepdpelic 1 MO. [JaHHaa CTpyKTypa Takxe
npegycmaTpmBaeT NepeyHn AeliCTBUI, a Takxe OLEHKY 1 yNy4lleHMe XXM3HEHHOTO LMK/a CUCTEMbI U ee MPOLLeCCOoB.

Mpoueccobl, NpuBefeHHbIe B AaHHOM CTaHAapTe, 06pa3ytoT BCIO COBOKYMHOCTb MPOLIECCOB, Ha OCHOBE
KOTOPO opraHvM3aumn MOryT CTPOUTb MOZENN XU3HEHHOro Uukna, noaxoasime Ana npoaykra, BUAOB yCnyr
M PbIHKOB, Ha KOTOPbIX OHW NPOSABASAIOT aKTMBHOCTL. OpraHn3aums B 3aBUCUMOCTU OT €e Ha3HayeHUs MOXeT
BbIOGMpaTb N NPUMEHATH COOTBETCTBYIOLLYIO NOArPYNy NPoLeccoB A/ BbINO/IHEHNSA CBOEro0 Ha3HayeHus no-
cpeAcTBOM afanTtauny K CBOUM LiesIsiM 3TUX MPOLLeCCOB.

Han6onee peneBaHTHbIMU C TOYKM 3PEHNS KayecTBa npoLeccaMu SBAKTCA:

- MpoLecCc MeHeXMeHTa KavyecTBa,

- Npoueccbl MHTerpaumn, BepndukaLum n sBanugaumm:

- npouecchl N1aHMPOBaHUA MPOEKTa, OLEHKN U yrpaBreHns.

[aHHbIli cTaHAAPT MOXET TakXe UCNosb30BaTbCs:

- NpY co34aHun ycnoBuin Ansa TpebyembiX MPOLECCOB, KOTOPble MOXHO NoaAdepXmBaTb MHGPaCTPyK-
TYpoii 13 06YYEHHOro MepcoHasa, NPUMEHSIOLLEro cneymnanbHble MeToAbl, Npoueaypbl, CPeACcTBa U NHCTPY-
MeHTapuii. 3T yCnoBKA MCMOb3YHOTCA OpraHu3auneii Ana ynpasfeHUs CBOMMW NpoeKTaMn 1 cofencTeuns
nporpeccy Ha BCex CTagnaxX UX XXNU3HEHHOTO LUVKNa;

- ona Bblbopa, CTPYKTYPUPOBaHUS, NMPUMEHEHNSI U BbINO/IHEHUSI 3/1IEMEHTOB CO3[aHHbIX YCNOBWiA Ans
npon3BoACcTBa NPOAYKTOB U NPefoCTaB/IeHUs YCyr;

- NOCpPeACTBOM [0roBopa WM cornalleHns B pamkax B3auMoeiicTBUSA NocTaBLLMK/NOKynaTesib Mo BbIGOpY
NpoLEeccoB Y AeACTBUA, NPUHATUS COrMalleHNs Mo HUM U UX BbINOSIHEHNS. KpoMe Toro, AaHHbI cTaHaapT MOXeT
TaKke NPUMEHSTLCA AJ/151 OLEHKN COOTBETCTBMSA AeliICTBUIA NOKynaTe s 1 NocTaBLyMKa MyHKTaM COr/lalleHus.

[aHHbIl cTaHaapT noagepxmBaeTca pykoBogactBom (MCO/M3IK 19760). TEXHUYECKUM OTYETOM, NpegHa-
3HaYeHHbIM ANS:

- NPUMEHEHNA B Ka4ecTBe COMpPoBOAUTENBLHOIO foKyMeHTa K MCO/M3K 15288;

- NpeAcTaB/IeHMA pekoMeHAaunin no peanusaummn aHHOro ctaHgapTa.

PykoBoACTBO npefHa3HayeHo A1 NPUMEHEHUs K 60/blWMM U MaslbiIM cUCTeMaM, cuctemam, A1 KOTo-
pbIX TpebytoTca Kak 60/blUMe, Tak U Masible NPOEKTHbIE FPYNMbl, @ Takke HOBbIM M yHac/neAoBaHHbIM CUCTe-
MaM. PyKkoBOZACTBO BK/1HO4aeT B cebs:

1) cBA3n ¢ gpyrummn gokymeHtamm MCO. HeOobXo4MMbIMU KakK A1 MOALEPXKM peanu3aunn AaHHOro
cTaHAapTa, Tak 1 4715 OLeHKN adpPeKTUBHOCTIN ero peasmsauunm, u

2) dhakTopbl, TPEbByOLWMe pacCMOTPEHNS NPU peann3aunm AaHHOro ctaHaapra.

PyKoBOACTBO NOJIE3HO A/ TEX. KTO:

- peannsyeT MCO/M3IK 15288 B opraHusauuu;

- ncnonbdyet MCO/M3K 15288 gns cneunasnbHOW CUCTEMBI;

- COCTaB/IsIeT CTaHAapThbl opraHnsaumm Ha ocHose VICO/M3K 15288 ansa opraHusaumm B LEIOM Un ee YacTu.

HekoTopble cnoco6bl NPUMEHEHUS MOXHO afanTupoBaTb K pasmepam, KagpoBOMy o6ecrneyeHnto npo-
eKTa unau Tuny cuctembl. PyKoBoACTBO MO agantauun npefcraB/ieHo B MPUIOXKeHNN A AaHHOro ctaHdapTta u
B pasjesie 4 HacToslero ctaHgapra. B pykoBoAcTse He npefyCcMOTPEHO siormyeckoe o6ocHoBaHne Tpebosa-
HWIi faHHOro cTaHgapTa.

6.11.3 ICTOUYHUKMU

Cwm. pasgen 2 NICO/M3K 15288.

Cwm. [15].

MpumeyaHne — WCO/MIK 15288 aBnsietcss paspaboTkoit Pl 7/MK 7/CTK 1 MCO/M3IK «MHhopMaLnoHHas
TexHonorus. MpoekTuposanune MO v cucTeM. YnpasBneHne XN3HEHHBIM LIUKIOM».

6.12 NCO/M3K 12207 — npouecchbl XU3HEHHOTOo LuK/a nporpaMmmMHOro obecneyeHuns

-*0-> -»T-» ->0-»

6.12.1 LUenb
MpepocTtaBrieHe mogeneii, NPoLECcCoB N AeliCTBUIA BCEro XU3HEHHOro uukna cuctem Mo.
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6.12.2 OnucaHne

3HaummocTb MO Kak HeOTbeM/IEMOW COCTaBHOW YacT MHOTMX NPOAYKTOB U CUCTEM onpeaenseT o6LLyo
MeXAyHapoAHY0 CTPYKTypy onpeaesieHns ycTaHOBMBLUMXCA MPaKTUK A5 NpoLeccos, geiicTBuii n 3agay MNO.

B NCO/M3K 12207 geiicTBUS, KOTOPble MOTYT BbINO/HATLCSA BO BPeMsl XU3HeHHOro uukna rno. rpynnu-
pyloT crnegytowmm o6pasom.

- OCHOBHbIe npoLecchl (NPouecchl 3aKyrnokK, NocTaBkK, pa3paboTkn, akcnyataunum, o6cnyxxmsaHuns);

- BCNomoraTesibHble Mnpouecchl (Mpoueccbl AOKYMEHTMPOBaHUSA, KOHM(UIypauuoHHOIO ynpas/ieHus,
co3faHnsa foBepus K KadecTBy, Bepudmkauuun, Banngaummn, COBMECTHONM MPOBEPKU, ayauTa, paspelleHns
npo6nem);

- OpraHu3aLMoHHble NpoLecchl (MpoLecchl ynpaBaeHus, HPPACTPYKTYPbI, Yay4lleHns, 00yyeHns).

KaxabIi 13 nNpoueccoB AeTann3nupyeT BK/IOYEHHbIE B HEro AeNCTBUA U 3ajadyn, onpegensiowme KoH-
KpeTHble 0653aHHOCTM MO MX BbINOJIHEHMIO, @ TaKkXe onpeaensieT pe3ynbTaTbl BbINOJHEHUS AeCTBUIA/3adau.

Heo6xo04MMO OTMETUTbL, YTO B JAHHOM CTaHgapTe He NpefyCcMOTpeHa KOHKPEeTHast MOAEesb XXU3HEHHOTO
umKna.

Mpoueccbl MCO/M3IK 12207 npeAcTaBnstoT co60l NOMHYH COBOKYMHOCTb MPOLLECCOB XU3HEHHOTO LIVIK-
na MO. B 3aBUCMMOCTM OT CBOEF0 Ha3Ha4YeHUs opraHmsaumsi MOXeT BblGMpaTb NOAXOAALLYH el noarpynny
3TOW COBOKYNHOCTU. Kpome Toro, MOXHO Aenatb BbIGOP M3 BCEX AeliCTBMIA 1N afanTMpoBaTh MX C y4eToM cde-
pbl MPYMEHEHNS, pa3mMepa, C/IOKHOCTU 1 KPUTUYHOCTU MPOrpaMMHOro NpoAyKTa 1 caMoli opraHnsauuu.

Hanb6onee 3Ha4MMbIMM NpoLEccamMm C TOUKN 3PEHMS KayecTBa SAB/SAIOTCA MPOLECChl Co3JaHus AoBepus
K KayecTBy, Bepudmkaumm, Banngalmm, COBMeCTHOM NpoBepKn, ayauTta u peweHua npobnem. bonee Toro, B
AaHHOM CTaHgapTe 0Co60 BbIAENAIOT BHYTPEHHME OLeHBaHNSA NnpoLecca, NPoBOAALLMECH B XOA4e NOBCeHEB-
HOW fesATeNbHOCTU.

MCO/M3K 12207 npenycMoTpeH A/s:

- opraHv3auuii, 3aKynaoLmx CUCTEMbI, KOTOpble cogepxat MO Wn aBTOHOMHBIV MPOrpPaMMHbI MPOAYKT;

- NOCTaBLUMKOB MPOrpaMMHbIX MPOAYKTOB;

- opraHusaunii, yyacTByOLWMX B aKcnyartaumm n obcnyxumsaHum Mo.

PykoBoacTBoM Anst MCO/M3IK 12207 aBNsieTCs TEXHUYECKUI OTYeT, npeAHasHayeHHbli A1 KOHKpeTu-
3aunm akTopoB, KOTOPbIe AO/DKHbI yUMUTbIBaTbCA NPy npuMmeHeHnn NCO/M3K 12207 B KOHTEKCTe pas/INYHbIX
cnocoboB NPUMeEHEHNs HaCTOSLWEero ctaHaapTa.

B MCO/M3K 12207 npuBOAsATCS 06CYXAEHME TPEX OCHOBHbIX MOAENEN XU3HEHHOTO LKA U NPUMEpbI
aganTtaumn.

PyKOBOACTBO HE COAEPXUT SIOrM4eckoro o6ocHoBaHusA TpeboBaHuii MICO/M3IK 12207.

6.12.3 NICTOUYHUKN

Cm. pasgen 2 NCO/M3K 12207.

Cwm. [10].

MpumeyaHne — WNCO/M3K TO 12207 asnsaetcs paspaboTkoit Pl 7/MK 7/CTK 1 NCO/M3K «MHopmaLoH-
Has TexHonorus. MpoekTuposaHue MO K cucTeM. YnpaBneHne XU3HEHHbIM LiUKIOM».

6.13 V-moponb

->D-> | —>T-* ->0->

6.13.1 Uenb

M3noxeHne B OAHOPOAHON N CBA3aHHOM hopMe TOro, 4YTO A0/HKHO 6bITh CAeNnaHo, Kakum o06pa3om [0K-
Hbl ObITb BbIMOJIHEHbI 33/1aHUA U KaKue MHCTPYMEHTasIbHble CPeACTBa AO/DKHbI NMPUMEHATLCA Npu pa3paboTke
cuctem MO.

6.13.2 OnucaHune

V-Moaenb npeacTtaBrieHa cepuein obwmx anpektus (250, 251 1 252). B KOTOPbIX N3/10XeHa MOAE/Nb NpPo-
LLeCCOB XWU3HEHHUTN LMKIa, COCTosAWaa 13 npegnonaraembix K MpumeHeHWto npoueayp v MeToAo0B, a Takke
PYHKUNOHANbHbIX TpeboBaHW K MHCTPYMeHTapuio, npegnonaraeMomMy Ans8 NpUMeHeHns B pa3paboTke cu-
ctem MO. NepBoHayvanbHO V-Mofesb 6bina pa3paboTaHa 4719 repMaHCKuX hefepasibHbIX BOOPYXEHHbIX CUJI.
V-mogenb 6blna npusHaHa cTaH4apToM Mo pas3paboTke Ha MexAyHapoAHOM YPOBHe.

V-MogZenb onpegenseT, kakve wwarn 4oMKHbl NPeanpuHUMaTbCa 1 Kakne MeToAbl MPUMEHATLCA AN1A Bbl-
nosiHeHUA 3agay no paspaboTke MO. a Takke Kakme PYHKUNOHA/IbHbIE XapakKTEPUCTUKN [OJKEH UMETL Nnpes-
Ha3HaYeHHbIW ANA NPUMEHEHNA WHCTPYMeHTapuii. B V-mogenb BKIKOYEHbI MOAesb NMPOLLEeCCOB XU3HEHHOro
LuMKna, pacnpegeneHne MetofoB N (PyHKUMOHaIbHbIe TPe6OBaHNA K UHCTPYMEHTa/IbHbIM CPeAcTBaM.
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V-MOA€eNb XNU3HEHHOrO Lnkia CTPYKTypMpoBaHa no TpeM 4YacTaMm:

- YacTb 1: NonoXeHus.

B AaHHOW YyacTu cofepxartcs 06s3aTesibHble MOSIOXEHNSI OTHOCUMTE/IbHO NpeanosiaraemMbix Waros (4ei-
CTBUIA) N 1X pe3ysibTaToB (MPOAYKTOB):

- 4acTb 2: AOMNOJIHEHMS OTHOCUTE/IbHO Pas/INYHbIX BACTHbIX CTPYKTYP.

[aHHan yacTb CyLlecTBYeT Kak A1 BOOPYXEHHbIX cun FepmMaHuu, Tak 1 Ans degepasibHON agMUHN-
cTpauuun. B Heil cogepxaTcsa MHCTPYKUUN MO NPUMEHEHMIO MOAENN NPOLECCOB XU3HEHHOTO Uukia B TOW nnm
MHO obnacTtu:

- 4yacTb 3: COOPHUK PyKOBOACTB.

B faHHOI YacTu cogepXmntcs Habop pPyKOBOACTB, OTHOCSLMXCS K KOHKPETHbIM TemaM, TakuMm Kak 6e3-
onacHocTb VKT nnn ncnosnb3oBaHe OPUEHTUPOBAaHHbIX Ha 06EKT A3bIKOB.

V-mogenb npegnosiaraeTcsi UCMOMb30BaTb Kak OCHOBY [/11 4OrOBOPOB, OGYYEHWsI N CBA3WM Mexay y4a-
CTBYIOLWMMWN CTOPOHaMU. cnonb3ysa AOKYMEHTaLUIO U rioccapuii. V-mMmogesnb CMyXUT OCHOBOWM B3avMOMOHU-
MaHUsi N CMArYaeT KOHQIMKTbI MeXAy HUMMN.

MonoxeHus V-moaenm o6beKTMBHbI B OPraHM3auMoHHOM OTHOLWEeHUW, OHW orpaHuyeHbl UCKIIOYUTE TbHO
Nno TEeXHO/IOrMYeCcKOMy npoleccy paspaboTku. CregoBaTtenibHO. V-MOAO/b NpUrogHa He TOMbKO B rocydap-
CTBEHHOW agMVHMCTPaLMM B KauecTBe cTaHAapTa no pa3paboTke, HO U A/1S1 NPOMbILLIEHHOCTH.

MpumeHeHne V-mogenv cBo60A4HO OT SIMLEH3MOHHOMO naarexa. OHa He ABNsSIeTCA YaCTHOWM COGCTBEHHO-
CTbIO 1 He 3aluileHa OT KONMPOBaHKS.

V-MoZenb COAepXUT NpaBusa, Heobxoanmble ans codgaHusa MO. [delicTBUTeIbHbIE B HACTosllLee Bpe-
Msi KpuTepumn 6e3onacHocTn (ITSEC) BbINOMHAKOTCA C yY4eTOM WX MOJIOXKEHWN, yNpaBAsioWmMX NpoLeccom
pa3paboTku nocpeacTBOM V-Mofenn. 3TO 3HAUMTE/IbHO ynpoujaeT cepTudmrkaLmio pa3paboTaHHOro Takmum
o6pasom MMO.

V-mogenb B COBOKYMHOCTM CO CTaHAapTamu Ha MeToAbl U CpeAcTBa MOSTHOCTbIO OXBaTblBaeT (DYHK-
LMoHasibHble 06s1acTu (paspaboTka MO. co3gaHue foBepust K KavyecTBy, KOH(UTypaLuMoHHOe ynpasieHve u
ynpaB/fieHne MPOEKTOM), AIBMIAETCA CNOXHOM, HO B TO XXe Bpems rMbKon n cbanaHCMpoBaHHOW CUCTEMOW, 06-
najatoulleli WMPOKUM CMNEKTPOM BO3MOXHOCTel, obecrneunBatolleil KOHKPETHYIO NMOAAEPXKKY AeATe/lbHOCTN
rpynn no HabnAeHU0 3a BHECEHNEM U3MEHEHWI, Yepe3 KOTOPY NPOBOASATCSA HeoOGXoAuMble yayylleHus n
KOPPEKTUPYIOLNIA N3MEHEHNS.

BnvsHue nonb3oBatesneil, HeobGxoAnmoe A/ noggepXaHus n mogucukauumn npoueccoB V-mogenu,
obecneunBaeTcsa rpynmnoi no HabnwAeHNO 3a BHECEHUEM W3MEHEHWUH, KoTopasi cobupaeTcs pas B rof co-
BMECTHO C NpeACcTaBUTENSIMA NPOMBbILLZIEHHOCTN 1 BriacTeli. 3Ta rpynna o6s3aHa TuwaTe/lbHO paccMaTpyBaTth
BCe MOJIyYeHHbIe 3anpocbl N0 BHECEHUIO U3MeHeHWl B V-Mogenb.

6.13.3 VICTOYHUKMK

Cwm. (42).

MpumeyaHune — V-mogens saBnsetcsa paspaboTtkoit BWB IT 15. Postfach 7360. D-56057 Koblenz. Germany.

6.14 WNCO/M3K 14598 — oueHMBaHMe NPOrpaMMHOro Nnpoaykra

6.14.1 Uenb

MpeacTtasneHve meTofa U3MEpPEHUs!, OLEHKM U OLeHMBaHUA KavyecTBa NporpaMmMHOro npoaykra.

6.14.2 OnucaHue

NCO/M3K 14598 ocHoBaH Ha o6uweii mogenu kadectBa no WCO/M3IK 9126. Takum o6Gpas3om.
MNCO/M3K 14598 npepcTaBnisieT CTPYKTYpPY OLEHMBAHUA KayecTBa BCeX TUMOB MPOrpaMMHOro npogykra u
ycTaHaB/nMBaeT TpeboBaHMA ANA MeTOA0B ero U3MepeHns 1 OLeHNBaHUA.

NCO/M3K 14598 npegHasHayeH A/1si pa3paboTyunkoB, NokynaTeneil n He3aBUCUMbIX OLEHLLMKOB, OCO-
6eHHO OTBevalLWMX 3a OLeHUBaHWe MPorpaMMHOro npoaykra. PesynbTaTbl OLEHUBaHUSA, MOJlyYeHHble Npu
npumeHeHnn NCO/M3IK 14598, MOryT MCNosib30BaTbCA PYKOBOAUTENAMU U paspaboTunkammn/ob6enyxmnBaro-
Wwmm MNepcoHanomM AN onpeguvHnsa COOTBETCTBUA KayecTBa OLeHMBaeMoro npogykra MNpefbaBnsembiM K
Hemy Tpe6oBaHVWSAM W. NpPY HEO6XOAUMOCTU, BHECEHUSI Heo6XOAUMbIX YCOBEpLUEHCTBOBaHWN. Pe3dynbTartbl
OLEeHMBaHNA MOTYT Takke NPUMEHATBLCHA aHaNUTUKaMn AN YyCTaHOBMEHUS B3aVMOCBSA3el Mexay BHYTPEeHHU-
MU 1 BHELULHUMW CUCTEMamMu n3mepeHust. NepcoHasn, 3aHnMatoLWwmiics yny4ylleHnem npouecca, MOXeT UCMOSb-
30BaTb pe3y/ibTaTbl OLEHUBAHUA ONA onpefesieHNss BO3MOXHOCTU ero yay4lleHusi NocpefcTBOM U3YHeHUS 1
npoBepkn nHopmaunm o kKayecTse NPoayKTa ANa NpoekTa.
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B ctangapTtax cepun MCO/M3K 14598 npepnaratoTca MeToAbl U3MEPEHUS, OLLEHKN U OLeHNBaHUA Ka-
yecTBa nporpaMmHoro npogykta. B ctaHgaptax cepumn MCO/M3IK 14598 oTcyTCcTBYeT onucaHue Kak MeToaoB
OLleHMBaHUA NPoLeccoB M3rotoBneHnsa MO. Tak U MeTOA0B MPOrHo3uposaHua 3aTtpaT. KoHeuyHo, n3mepeHus
KayecTBa MPOrpaMMHOro NpoAyKTa MOXHO MCMNOb30BaTb B 06enx Lensx.

Bnok-cxema npouecca oueHnBaHmsa ns MCO/M3IK 14598 npuBeneHa Ha pucyHke 1.

H XTraHoBUTb UMbOL@HAMbIA |

T/ICTBHAMT>
TDAGOMHM! NABKTUCHMAOCMITBTMIK
LINVKI LoBAKNK>)
> " 91281 KmOoT— LW
1 [O3*pdomuMOCU«> Maars BOACTB*} Npinsisnm
8125-2 CTOpOHHAA crcTema

H Bbl6paTb OMOTEHY HAMEpPEHNIA f
8125-3fcyrp**w CHXrM

Crayanxr**-

‘MTLWH 3emTH YpOBHU pMOHG O BIIK) nwnuawnm
pamre Ara CMeTHbIF Mam p e Tii 81254 MUIIMUSAHNH twecran
ouRnsw s 1468W MegMo4TUMM L

M TAHANT. heTBp« ALAHMY |

meTb "MOACTHBUTLIIMF OLCTMaemy, |
alaHHMHM*

—[  XLWMKTEPHCTXN — PHHA, J

BUIOHITH

OLHMHVI» CpTTbouLyTEpPSHY |

l_| oumns PAUTbT/bI J

PucyHok 1— Brok-cxema npouecca oueHuBaHus

6.14.3 VICTOUYHUKN

Cm. pasgen 2 NCO/M3K 9126-1; MNCO/M3K 14598-1.

Cwm. [1J. [21. [3]. [51. [6J. [71. [8], [91.

MpumeyaHne — WNCO/M3K 14598 asnsietca paspaboTkoii paboyeii rpynnel PI6/MK 7/CTK 1 NCO/M3K «UH-
dopmaumoHHasa TexHonorus. Mpoektuposaxue MO un cuctem. OueHWBaHNe K cucTema nokasarenen».

6.15 OcCHOBHble ycnyrn no 6ezonacHocTu 6a30BOI CTPYKTYpbl X/Open £
-»D-+

6.15.1 Uenb

Ob6ecneyeHne AoBeEPUSA Yepe3 COOTBETCTBMUE CTaHapTaM KoHcopuuyma X/Open. cepTUNLUNPOBaHHbIM
TPETbMMU CTOPOHaMMU.

6.15.2 OnucaHune

CHabxeHne npoAyKuuu TOProBoi mapkoi X/Open sBnseTcsa ewe OAHUM TUMOM AOBEPUS, MOCKONbKY
obecneunBaeT AoBepre NOCPeACTBOM TECTUPOBAaHMS HA COBMECTUMOCTb FrapaHTUiiHOro o6s3aTenbCcTBa Npo-
[aBLa 1 TOproBoli Mapku (nogpasymeBaroTCA CpPeAcTBa KOHTPOA TpeTbeli CTOPOHbI). HacToAwmin nogaxon
obecneumBaeT fOBepue K TOMy, YTO cucTema ByaeT yAOBNETBOPATbL MPeTeH3un nocTasluka nytem npepo-
CTaB/IEHNS OKYMEHTUPOBAHHOIO CBMAETENLCTBA Y NPUMEHEHUSA CTaHA4APTOB TPETbEN CTOPOHOMN.

X/Open npepctaBnseT cob60il KOHCOPLMYM KOMMNaHWii, paspabaTbiBalolLmMX OTKPbITble CTaHAapTbl AN
thopMmnpoBaHnsa cpeibl OTKPbITbIX CUCTEM, Ha3blBaeMoii «cpefoi 06Lwmnx npuioxenunii (npumeHeHuin) (CAE)».
JTa cpepa obecrneynBaeT COBMECTUMOCTb U MOBGUIBHOCTb MPUNOXEHUI U cucteM. MpoayKTbl, CUCTEMbI U
NPUAOXEHNS, COOTBETCTBYOWME cTaHAapTam X/Open. MMetoT TOpProBbili 3Hak «X/Open» Ansa 0603HavyeHns
COOTBETCTBUA.
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MpuceoeHne TOProBoro 3Haka «X/Openx» ABASETCA NpoLedypoii, NOCPeACTBOM KOTOPOM npogasel, Noj-
TBEPXAAeT COOTBETCTBME €ro NpoaykKTa O4HOMY WM HECKO/IbKMM cTaHgapTam X/Open. CepTudimkaT cogep-
XWUT Aeknapaumnio CoOoTBeTCTBUA AeTasneli JaHHOW cucTeMbl 1 CBUAeTeNIbCTB TECTUPOBAHMSA B NOSAEPXKKY Npe-
TeH3uit npogasLa.

OTtBeToM X/Open Ha npob6nembl 6e30NacHOCTU ABMSETCA crneundurkaumsa OCHOBHbIX yCcnyr no 6es-
onacHocTn X/Open (XBSS). pa3zpaboTaHHas AN18 npegocTaBneHns nokynartessiMm CUCTEM C TOProBbIM 3Ha-
KOM «X/Open», rapaHTUPYIOLLMM, YTO Takme cucTemMbl obecneyaTt onpefeieHHbI MUHUMa/bHbIN YPOBEHb
PYHKLMOHaNBbHbIX BO3MOXHOCTeli obecneyveHna 6e3onacHocTu. dakTnueckn XBSS asnsetca npodunem
3alWuThl, cogepxXawmnum B OCHOBHOM (DYHKUMOHa/bHble TpeboBaHUs 6e30NacHOCTU U NNWb HeKoTopble
TpeboBaHusa foBepusa. 3TOT Npodunab onpegenser MUHMMa/IbHbI YPOBEHb (PYHKLMOHA/IbHbLIX BO3MOX-
HOcTeli obecnedyeHns 6e30NacHOCTU, KOTOpble AO0/MKHbl obGecneumBaTbCa npoAaykTamu. XBSS Takxe
onpepensieT cneunduyeckne ctaHAapTHble HACTPOWKM B cryyasx, korga Tpe6GoBaHWeMm siBsieTcs npe-
AocTasrieHne creyndunyecknx mnsbmnpartesibHbIX BapuaHToB obecneveHus 6esonacHocTu. Cuctema Ans
perncTpaymn COBMeCTUMOW C 3TUM npodimaem 3awmTbl 4o/HKHa ob6ecneuynBaTb 3TOT UM 60nee BbICOKUI
ypOBeHb 6e30MacHOCTN.

Nobas cuctema, cooTBeTCTBYlOLWAsA OnNpefeneHHOMY YPOBHIO 6€30MacHOCTU, MOXeT MapKMpoBaTbCs
Kak coBMmecTumas. [letanu gencTBytoLlleli cnctembl/onepaLoHHON CUCTEMbI AO/MKHbI ObITh 3addUKCUPOBaHbI
B [ieKnapauum o COoTBETCTBUN. DTO TpebyeT NoAAePXKM NPoAyKTamun 065a3aTeNbHbIX PYHKUNOHAIbHBIX BO3-
MOXHOCTeli obecneyeHnss 6e30MacHOCTM 1 CTaHAAPTHbLIX HACTPOEeK NapaMeTpoB, Kak onpeaesieHo B creundum-
Kauum XBSS X/Open.

MeTogonorus X/Open oTMyaeTcsa OT Tpex APYrux MeTogosiornii AA. NOCKOsIbKY OHa He cocpefoToveHa
Ha AoBepun, CBSA3aHHOM C pa3paboTKO.

Creundmkaumsa XBSS cogepXuT B OCHOBHOM (hyHKUMOHas/IbHblE TPeboBaHWs, a cTeneHb AoBepus obec-
neynBaeTCsl NPOBEPKON HA COBMECTUMOCTb, FapaHTUiHbIM 06513aTeNIbCTBOM MNPOAaBLA U TOProBbIM 3HAKOM
«X/Open».

6.15.3 VICTOUYHUKU

Cw. [30], [39].

MpumeuyaHune — BpeHauHr X/Open siBnaeTcs pa3pab6oTkoii The Open Group. 44 Montgomery Street.
Suite 960. San Francisco. CA 94104-4704, USA.

6.16 SCT — cTporoe TecTupoBaHne CooTBeTCTBUA

6.16.1 Lenb

TecTupoBaHue yHKLUNOHa/IbHbIX BO3MOXHOCTel ob6ecrneyeHns 6e30nacHOCTU.

6.16.2 OnncaHue

CTporoe TecTupoBaHue COOTBETCTBUA (TpeboBaHNAM 6e30NacHOCTM) onpeaenseT MeTos TeCTUpoBaHnsA
6e30MacHbIX CUCTEM MO 06LeA0CTYNHON crneundmrkaunm — obbIYHO NO CTaHAapTy.

KomneKkcHble TeCTbl CUCTEMATU3NPOBaHbI C Lie/IbIo NOAYEPKHYTbL peasin3aunio TeCcToB. ICXOAHOW Tou-
KO NpoBeAeHNsn TeCcToB ABMseTcA abcTpakTHOe 3afaHue no 6esonacHocTn (A3B), BK/IOUeHHOe B 6a30Bblit
CTaHAapT no 6e3onacHoCcTU. OTUM obecneunmBaeTcss MeTof[ CTPYKTYPUPOBAHUA KOMMIEKCHbIX TECTOB U UX
npocnexunBaeMocTb OT TpeboBaHuii 6e3onacHOCTN Yope3 PYHKLMM obecrneyeHnss 6€30MacHOCTM U BCMOMO-
raTefNibHble MEXaHMU3Mbl 10 UCMNbITaHWU 3TUX MeXaHU3MOB. TeCTbl 3anncaHbl Ha abCTPakTHOM YpOBHE, COOT-
BETCTBYIOLLEM YPOBHIO abCcTpakumnm 6a30BOro ctaHgapra. 3aTeM MOXHO 3a4aTb napaMeTpbl KOMMIEKCHOMY
TecTy A1 ONpefesieHHOro Tuna BHeAPEHUS, YTo obecnevnBaeT NPeNMyLLECTBO NPOBeAeHNs onpeaenieHHo-
ro o6bema npeaBapuUTesIbHOIO OLEHUBaHUS abCTPaKTHOro 3agaHuns no 6e30MacHOCTM U COOTBETCTBYHOLLErO
KOMMJIEKCHOrO TecTa. TakuMm o6pa3oM obecneumsaeTcs 6a30Bblli YpOBEHb OXBaTa M YMeHbLUAeTCa 06bem
paboTbl, Tpebyemoli 451 NOArOTOBKN CBUAETE/IbCTBA, €C/IN CYOBHEKTOM (MpeamMeToM) AB/SeTCA peanmnsauuns
cTaHgapTa.

SCT sABNsAeTca ckopee TeCTUpoBaHMeM (PYHKLMOHaIbHbIX BO3MOXHOCTEN, YeM UCMbITAHMEM Ha Mpouy-
HOCTb.

6.16.3 ICTOUYHUKMN

Cwm. [20].

MpumeuyaHne — SCTasnsetcs paspaboTkoii National Physical Laboratory. Middlesex, TW 11 OLW. UK.
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6.17 WCO/M3K 21827 — lpoekTupoBaHue 6e30nacHOCTN cucteM — Mogesnb 3penocTtu
npouecca (SSE-CMM®)

T -0 -»

6.17.1 Uenb

YnyudlieHne NpoLeccoB NPOeKTUPOBaHNA 6€30MacHOCTU CUCTEM OpraHusaLlmm 1 nosiyyeHne o6bLeKToB C
noseprem K OYHKUNOHaTIbHbIM BO3MOXHOCTSAM.

6.17.2 OnucaHne

MCO/M3K 21827 B nepByl ovepeflb COCPeAOTOYEH Ha 4vacTaAxX npouecca (UM). HeoGXxooUMbIX ANSA
NpoeKTUpPOBaHNA 6e30MacHOCTU CUCTEM, KOTOpble Ha3bIBalOT «YacTAMU MNPOEKTUPOBAaHUA npoLecca.
MCO/M3K 21827 Takxe BKkItoYaeT B cebs Ul. Heobxoaumble A1 NOAAEPXKN MPOEKTOB, OCYLLEeCTBASEMbIX
B paMKax 4YacTell MpOoeKTMpOoBaHWs 6e30MacHOCTU CUCTEM, HasblBaeMble «MPOeKTHbIMU YM». n Ul. Heo6Xxo-
OVMble B pamkax opraHusauun B Lenom ANAA NnoafepXku vacteli NpoekTUpoBaHWA 6e30MacHOCTU CUCTEM,
Ha3biBaemMbIxX «4IT opraHnsaunm».

OcHoBHOe BHMMaHue B UICO/M3K 21827 yaensieTcs 4acTsiM NpoOekTUpoBaHUs 6e30MacHOCTU CUCTEM U
nx pgencremam. UM SSE-CMM MOXHO agantTupoBaTtb A1 NOTPeOHOCTEN opraHM3auumn, a B 06/1acTb npume-
HeHna NCO/M3IK 21827 MOryT BXOAWUTb KOHKPETHbIV NPOEKT, OTAeN OpraHu3auumn unm opraHn3aumns B LESIOM.

NCO/M3IK 21827 npumeHUM ans N060OM opraHmMsaumm, yyacTBylolleli B o6ecneyeHnm 6e30nacHOCTH
VKT nnun 3amHTepecoBaHHON B HeEl. 1 MOXeT UCMNONb30BaTbCA 3TOW opraHu3auuveri. B uncno Takmx opraHu-
3aunii MOryT BXOAMTb OpraHu3auuuv, paspabaTbiBatolme Kak 3aluiieHHble, Tak 1 HesalMeHHble NPpoayKTbl
/NN NHTerpupytowme nx. U opraHnsaumn, NpUMeHsitolWmne 3almneHHble NpoayKTbl MW npegocTasstolmne
ycnyru no obecneveHnto 6esonacHocTn. Takum obpazom. NCO/MIK 21827 MOXeET NPUMEHATLCA opraHu3aun-
AMU ONA YNYyULWEeHUa CBOMX NPOLECCOB NPOEKTUPOBaHUSA 6e30MacHOCTU CUCTeM Mpu pa3paboTke NpoayKToB
6e3onacHocTu VKT munn npegoctaBieHMn ycnyr no obecneyenunto 6esonacHoctn NKT (Takmx Kak OLeHKa yrpos
WX PUCKOB) € 6osiee BbICOKMM KauyeCTBOM M B COOTBETCTBUW C rpadiukoM.

SSE-CMM aBnsieTca YHUKa/IbHOM MOAENbIO, MOCKO/IbKY OHa AeTann3npyeT Tpe6oBaHWsi N0 NPOEKTUPO-
BaHWIO 6e30MacHOCTM A1 cucTem obecneyeHnss 6e30MacHOCTY NMPOeKTUPOBaHMA B AOMO/IHeHMe K TpeboBa-
HUAM 6e30MacHOCTN, KOTOPbIM A0/1XHA COOTBETCTBOBATL cpefa pa3paboTki. Bonee Toro, Mogesnb coaepXxuT
Ur gns wmpokoro psiga Takux obnacTeld pa3paboTku, Kak onpegeneHve TpeboBaHuii 6e3onacHOCTH, TeCTUPO-
BaHWe CUCTEMbI, aHa/In3 yrpos n yassumocTeil. SSE-CMM oT/iMyaeTcs oT 4OBEPEHHON MOAE/IN TeXHOMNormye-
ckoii 3penoctu (TCMM). cneyncuumnpytowlein ToNibko TpeboBaHNS, KOTOPbIM 40J/1)XHA COOTBETCTBOBAaTbL cpeaa
pa3paboTKn opraHusaumu.

NCO/M3IK 21827 cogepxmT UM. 6a3oBble npakTukn (BM). obwue npaktukm (Ol) 1 ypoBHU BO3MOX-
HOCTell ANnsA onucaHWsa NPoLEeCcCOB OpraHu3auun u onpeaeneHns kavyecTBa OCYLLECTB/IEHUS OopraHusauuei
yacTeli npouecca (4M). YN cocToAT u3 rpynnbl POACTBEHHbIX BI1. KOTOpble COCPeOTOYEHbI HA KOHKPETHbLIX
AelicTBMAX nMpouecca B paMkax opraHusauumu, torga kak Ol cBs3aHbl CO 3pefiocTbi0 BCEro npouecca opra-
Hu3aumn. Ur. BN n OM mMoryT cuntatbCcsl TpeboBaHUSAMMU, a YPOBHU BO3MOXHOCTEN yKa3biBalOT Ha COOTBET-
cTBue TpeboBaHnaM NCO/M3IK 21827, ogHako 3T TpeboBaHUS OTHOCATCA K KOHeYHOMY pe3ysibTaTy npo-
Lecca. a He K TOMy, KakK 3TOT pe3y/ibTar JOCTUTaeTCs, He OKasbiBas BNINAHUA Ha MoAeNlb (DYHKLNOHNPOBaHNSA
opraHmsaumn. Ana kaxgon UM pacnpenenstoT ypoBeHb BO3MOXHOCTeN C yKa3aHMEM YpPOBHS COOTBETCTBUSA
MNCO/M3K 21827, KOTOPbIA paHXmpyeTcs OT ypoBHS 0 «He BbINOHANCSA» 4,0 YPOBHS 5 «[TOCTOSAHHO Y/1y4yLIaeTCcs».
Mpodunb paHXnposBaHUs npeacTasfieH B Bufe rpadmnyveckoro npegcrassieHns Ull, BbINONHAEMbIX CO CBA3aH-
HbIMW C HVMU YPOBHSAMW BO3MOXHOCTEW, WM B BUAE YPOBHA 3pesiocTu, AOCTUrHYTOro opraHusaumeli B Lie/IoM.
YpoBeHb BO3MOXHOCTEM 1 NPOtNIN PaHXMPOBaHUS ONpeaesisAtoTCa rpynnoli No oLeHKe, MPOBOASLLEN OLEHKY Co-
OTBETCTBUSA OpraHnsaumii TpebosaHmam NCO/M3K 21827 no meTogonorum oueHkn SSE-CMM (SSAM).

YpoBeHb BO3MOXHOCTEN AEMOHCTPUPYET AOCTUXKEHWE opraHmsalmeli MMHUManbHONO YPOBHSA BO3MOX-
HoOCTeli Mo BCceM MpvMeHUMbIM YT (rpynna poAcTBeHHbIX NpakTuk). O ABASlOTCA cneynanbHbIMK TpeboBa-
HUSAMU. MPUMEHSIEMbIMW TOMbLKO K YT, cBA3aHHbLIM CO 3pesIOCTbI0 BCEro npolecca U MHCTUTYLMoHann3aumen
oTaenbHbIX Ul BO BCcell opraHmsaumn. Kaxablii nocneaytowmii ypoBeHb ykasblBaeT Ha MOBbILWeHMe 3penoctum
obLero npouecca opraHm3aumm 1 BO3MOXHOCTU BbINosiHeHNA YT B paMKax opraHusauuu.

B npodhune paHxmMpoBaHWs OTPaxeH ypOoBeHb BO3MOXHOCTel opraHusauuu gis otaenbHon Url. yka-
3blBalOWMI Ha ee cubHble U cnabble CTOPOHbI. MNpodunb paHXMpoBaHUA UCNONb3yeTca ANA yka3aHusa 06-
NacTu. B KOTOPOW OpraHn3auns f4o/HkKHa NPUIOKUTb YCUIMA A0S YAydleHns CBOUX MPOLECCoB U AOCTWKEHNSA
cnepytoulero 60siee BbICOKOrO YPOBHS BO3MOXHOCTEN. XOTSA M3Ha4ya/lbHO 3TO He npeanosarasocb, Npodnib
paHX1UpoBaHNA MOXeT CTaTb MHCTPYMEHTOM 3aKymnKu, 4YTO MOTPebyeT OT OopraHmn3aumm AOCTUXKEHNSA Pa3INYHbIX
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YpPOBHel BO3MOXHOCTEN ANA KOHKPETHbIX Ul. a He oAHOro ypoBHS An1s Bcex Ul. Hanpumep, npocumnb 3aky-
MoK MOXeT 0603HayaTb YpOBeHb BO3MOXHOCTeN 2 ans UM 1—5 n ypoBeHb 3 ans UM 6— 10.

SSE-CMM MCO/M3K 21827 aBNsieTCA HEMNPEpPbLIBHOW MoOAesbo, KoTopas siBnsieTcst 6osiee rmbkoii m
NPUroAHoOM ANA NPOMbILLIEHHbIX OpPraHu3auuii NoToMy, YTO B COOTBETCTBUWN C Heli MOryT BblGUPAaTbLCS TO/TbKO
nogxogsuwme Url. ogHako B calyyae MCMNo/sb30BaHUs MHOrOCTyneH4yaTon mogenn, nogobHon TCMM, cpaBHuM-
BaTb PaHXUPOBaHWA pa3HbIX OpraHunsauunii ropasgo TpygHee.

OpraHunsaumna gosmkHa Aoctndb ana UM MUHUMasIbHOTrO YPOBHSA 2. HEO6X0AMMOro asis obecneyeHus
yAOBNETBOPUTENBHOM 6€30MacHOCTU, Tak Kak YpoBHA 1 HefoCTaTOYHO B CBA3WM C TEM. YTO Mpouecchbl nogo-
6paHbl cneynasbHO U MOryT 6bITb He3aBeplleHHbIMU. Vicxoaa n3 mogenn SSE-CMM. 3TO O3Ha4vaeT, 4YTo op-
raHn3aumsa nnaHupyeT, NpocnexnBaeT BbIMO/IHEHNE ee OCHOBHbIX NPaKTUK U KOPPEKTUPYET UX B C/iyvae nosie-
neHus gedekToB B paboueli NPoAyKUUN, TeM camMbIM AEMOHCTPUPYS NOBTOPSAEMOCTb M NOC/ef0BaTe/IbHOCTb
npoLLeccoB, 4YTO MO3BOJISAET MPOU3BOAMTE MPOrHO3MPYeMbIA NPOAYKT W. B CBOIO ouvepedb, SIBMATLCA BaXHbIM
hakTOpOM A0BEPUS.

6.17.3 WICTOUYHUKMU

Cm. pasgen 2 NCO/M3K 21827.

Cwm. [24] v [25].

MpnmevaHnda

1 NCO/M3K 21827 sBnsieTcsa paspaboTkoit MICO/MIK CTK 1/MK 27/PT 3 «/IHhopmaLnoHHas TexHonorus. Metogbl
1 cpefcTBa obecneveHns 6esonacHocTu. Kputepun oueHkn 6e30nacHoCcTu».

2 OCcHOBHOW fokyMeHT MCO/M3K 21827 6bln nNpeacTaBneH n nogfepxveaeTcss MexayHapogHoii accoumaunei
npoekTupoBaHns 6e3zonacHocTn paboTbl cuctem (ISSEA).

13873 Park Center Road. Suite 200. Herndon. VA20171. USA.

1327 Upper Dwyer Hill Road. Carp. Ontario, KOA 1LO. Canada.

6.18 TCMM — pgoBepeHHasi Moge b 3pesiocTu npouecca B

6.18.1 Uenb

MNosblweHne fgoBepus K 6e3onacHocTn MO opraHu3sauun 1 ynyulleHne rnpoLeccos ero paspadboTku.

6.18.2 OnuncaHune

JloBepeHHan Moaenb TeXHoornyeckon spenoctn (TCMM) aBnseTca akcnepuMeHTa/lbHbIM CTaHAaPTOM
posepusa K 6es3onacHocTn MO. OCHOBaHHbLIM Ha (PyHAAMeHTasIbHbIX MpuUHUMNax u cTpykrype CMM (mopge-
NN TEXHO/IOTMYECKOW 3penocTu), pa3paboTaHHOW VHCTUTYTOM nporpamMHon uHxeHepumn (SEI). Xota TCMM
ABNSAETCA creuvann3npoBaHHO MOZeNbo 3penocTu, OHa 6blia co3gaHa nyTem CANAHUSA MeTOoA0/10rMn pas-
pa6oTkm gosepeHHoro MO (TSDM) n moagenu TexHosoruyeckoi 3penoctn SEI. 4yTo npuBeno B pesynbrate
K CO3[aHUI0 MHOTMX YJ/ly4lleHHbIX KoYeBbix vacTeit npouecca (KUM) mn HoBbix KUM. HasBaHHbIX «paspa-
60TKOl foBepeHHoro MO», coaepxalleli HOBble NPaKTUKW, He COOTBETCTBYIOLLME HU OAHOM N3 NMEIOLLNXCA
K4Ymn. TCMM cocpefoToyeHa TO/IbKO Ha cpefe pa3paboTku v npegHasHavyeHa 418 UCMNOSIb30BaHWA B yrnpas-
NIeHYeCcKOol 1 opraHM3auMoOHHOW AeATesIbHOCTU OpraHu3auum, YTO B 3HAYMTEe/IbHOl CTeneHn OoT/iMyaeTcs oT
SSE-CMM NCO/M3K 21827. TCMM npuMeHUMa TOSIbKO K NpoueccamMm n cuctemam. Bce npouecchbl, cBs3aH-
Hble ¢ pa3paboTkoit OO, Haxo4ATCA BHE 06/1aCTU €e NMPUMEHEHUS.

TCMM cogepxut K4M. OMN 1 ypoBHM BO3MOXHOCTEN ANA OnNMcaHWsa NpOLEeccOoB opraHu3auumn ans
onpepesieHns, HaCKoJIbKO NpaBu/IbHO opraHmn3aumnsa BbinonHAeT KU B cooTBeTCcTBMKM € Modenbio SSE-CMM
MCO/M3K 21827. YpoBeHb BO3MOXHOCTEl NMprvCBanmBaeTCsA OpraHuM3auun C Lesbio yKa3aHUs YPOBHSA COOT-
BETCTBUSA. KOTOPbIA HaXoAUTCA B gnana3oHe OT ypoBHSA 1 (MCXOAHbIN) A0 YPOBHA 5 (ONTUMU3UPYHOLWWIG). Ypo-
BeHb 1 coaepxut mauio KUI. 1 cuntaeTtcs, 4To B opraHn3aumn CyLecTBYIOT Creunann3vpoBaHHble npouecchl.

Byayun MHOrocTyneH4artoli MoAesibi, YPOBHU BO3MOXHOCTM TCMM o06pa3ytoT nocrefoBate/lbHOCTb
cTaguii ona Kaxaoro ypoBHs (KpoMe YpOBHS 1). cofepikallero yHvkanbHbli Habop poAacTBeHHbIX KUIM. B oT-
Nnure OT HenpepbIBHOW MOAENV OopraHmnsaumn OO/MKHbI BbINOAHATL BCe KUIM ANna AOCTUXEHUA COOTBETCTBY-
HoLWero onpeaeneHHoMy YPOBHIO BO3MOXHoOCTelri TCMM. ofHako 3Ty cTagumn NoMoraroT opraHusaumnsam cocpe-
[OTOUNTLCA Ha Y/TyULleHUN CBOMX MPOLLeCCOoB 1 06ecneyunTb YeTKUI NyThb YAYULIEeHUs 40 Cneaytowwero ypoBHs
BO3MOXHOCTM TCMM. 2T cTaguun obsieryatoT NpoLecChl 3aKyrnkn U cpaBHeHU, nockosbky KUIM ona kaxaon
CcTaguu He MeHstoTCA. Byayun MHoroctyneH4yatoli mogesnbio. TCMM aHanornyHa OK (o6wum Kputepusam), oa-
Hako. B oTnumne ot OK. cchokycmpoBaHHOl Ha 6e3onacHocTn OO. TCMM orpaHunyeHa 6e30nNacHOCTbIO cpeapbl
paspaboTku.
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6.18.3 UNCTOYHUKKN
Cwm. [26]. [27]. [48].

MpumeyvaHme — TCMM 6bina pazpaboTaHa COBMECTHO AreHTCTBOM HauuoHanbHol 6e3onacHocTn (NSA) un
WNHCTUTYTOM nporpaMmMHoii nHxeHepun (SEI). TCMM Hukorga He 6blna ony6avkoBaHa, Tak kak AHB BnocneacTBum peLu-
10 NnoaAepXuBaTb TO/IbKO OfHY M3 ABYX MHULMATUB, KOTOPbIE OHO (hMHAHCKMpPOBasIO.

6.19 CMMI — unHTerpauymnsa mogenn 3pesioctu npouecca®

6.19.1 Uenb

MpepocTtaBneHe PyKoBOACTBA MO Y/Ty4LLEHUIO NPOLLECCOB OpraHm3auny u ee crnocobHOCTM ynpaBnsATb
pa3paboTkoli, NpuobpeTeHnem 1 ob6CayXKnBaHMem NPOAYKTOB U NOAAEePXaHNeM YCyr.

6.19.2 OnuncaHue

Ha3HaueHnem mnHTerpauum mogenu 3penoctu npouecca® (CMMI SM) aBnsieTcs npegocTaBieHne pyKo-
BOACTBA MO y/Ty4LUeHNI0 MPOLEeCcCoB OpraHmnsauumn n ee CNOCO6HOCTY ynpaBnATb pa3paboTkoi, NpnobpeTeHH-
OM 1 06CNyX1BaHMeM NPOAYKTOB 1 noaaepxaHnem ycnyr. CMMI SM pa3meltaeT anpo6bypoBaHHble NPakTUKn
B CTPYKTYpe, nomMoraroLei opraHMsaumnmn oLueHnBaTb CBOIO 3PesiIoCTb U BO3MOXHOCTU Ul. ycTaHaBnnBaTb npu-
opuTeTbl A1 YAYULIEeHMA MPOLECCOB OpraHn3aumn 1 pykoBOoAUTb BHEAPEHNEM 3TUX YAYULLEHWIA.

KomnnekcHbIi npogykt CMMI 6epeT Hauasio U3 CTPYKTYpPbl, reHepupytoLwein MHOXeCTBEHHbIe UHTerpu-
poBaHHble MOAE/NN, KypCbl 06YUYeHUA U MeTo/ OLeHKN. o Mepe fo6aBneHns K CTPYKType HOBOro maTtepuana
NoABNAOTCA AOMOHUTESIbHbIE UHTErPUPOBaHHbLIE MOZE/IN U BCrOMOrarte/ibHble MaTepuasibl, BKIO4Yalowme B
ceb6s JOMNONHUTENIbHbIE AUCLITM/INHBI.

B HacToAuWee Bpemsa UMeTCa cneaytolme Moaenu:

- CMMI-SE/SW — uHTerpupoBaHHas Mofesflb NPoeKTUpoBaHnsa cuctem u rNo;

- CMMI-SE/SW/1PPD — mogaenb pa3paboTky npouecca, UHTerpMpoBaHHOro NpoAyKra, NPoeKkTMpoBaHus
cuctem n NO;

- CMMI-SE/SW/IPPD/SS — mogesnib novcka noctaBLMKOB, pa3paboTkn npoLlecca, MHTerpupoBaHHOro
npoAaykTa, NpoekTnposaHnsa cuctem u rMo.

CMMI npegHasHayeHa A1 NOAAEPXKM Y/ydlleHus npouecca W NpojyKTa, CHUXKEHUSI M36bITOYHOCTU
N yCcTpaHeHUsi HeCOBMECTMMOCTM MNPV UCMO/b30BaHUM OTAE/bHbIX aBTOHOMHbIX Mogeneli. Ee Ha3HauyeHue
COCTOUT B MOBbILLEHUN 3(DDEKTUBHOCTU, PeHTabeslbHOCTU UHBECTULMI 1 MPOU3BOAUTENIBHOCTU NyTeM npu-
MeHeHUsi MoJesieil, 06 beAUHAIOLWMX Takne AUCUUNINHBI, KakK NpoeKTupoBaHue cuctem u MO, Hepasgennvble
B npouecce pa3paboTKu CUCTEM.

KoHuenuna npoekta CMMI 3akniovyaeTcs B COBEPLUEHCTBOBaHUW MNpUMeHeHusi TexHonorum CMM® B
6oree WMPOKOM psifly AUCLMI/IMH 3a paMKaMu fnpoektuposaHus MO. rge BrnepBble ero rnpuMeHeHne 6b1s10
yCneLwHbIM.

KoHuenuua TpebyeT NpuMeHeHNss o6Leil TepMUHOMOMMK, OBLLUMX KOMMNOHEHTOB M NpaBu/l NOCTPOEHUS
Mofesieil 3pefloCT! BO3MOXHOCTEN, KOTOpble CTAHOBATCA AOCTYMHbI C YMeHblUeHneM o6bema obyyeHus u
ycununii no paspaboTke npouecca, Heob6XxoAUMbIX 4715 NOo/b30BaTesniel MHOTUX ANCUMMAVH. Mo Mepe paspa-
B6OTKM KOHLLENLUN PEKOMEHYETCA OrpaHnynTb HavyaslbHY0 06/1acTb NprYiMeHeHns npoekta CMMI HekoTopbIMU
Hanbosiee BOCTPeOOBaHHbLIMU AUCLUINIMHAMU 0 YTBEPXAEeHUs KoHuenuuun. Bbibop CMM npoektupoBaHus
MO. cnctem 1 pas3paboTKy MHTErPUPOBAHHOIO NPOAYKTa A1 HAYa/IbHOM CTaAun NOATBEPXAEHMSA KOHLEenuun
[0/KEH OCYLLEeCTBAATLCA NpeAcTaBUTENAMU MPOMbILLIEHHOCTU 1 rocyaapcTBa. Komnnekt npogykros CMMI
6bI/1 CNPOEKTMPOBaH C y4eTOM BO3MOXHOCTU €ro pacnpocTpaHeHus Kak Ha AUCUUM/IVHBI, TaK 1N Ha XXU3HEHHbIN
umkn MO. MNocnie Havana paboT NO pPacnpocTpaHeHUo KoMsiekTa npogyktos CMMI Ha npouecc 3akynok u
CTan BO3MOXeH OXBaT TakuxX AOMNOMHUTENbHbIX AUCUUMNNH, KaK NPOeKTUpoBaHue cuctem 6e3onacHocTu. Pe-
LEeHMA No pacrnpocTpaHeHnto Komnsiekta npoaykros CMMI nprvHMMaloTca Ha OCHOBE YCMNeLWHOro NpuMeHeHns
nepBoii Bepcun, NOTpebHOCTEN 1 NoaAepXK/ coobLlecTBa Nosb3oBartesieil N HaNMUMS y4acTHUKOB pa3paboT-
K1 ee pacnpocTpaHeHus.

Mogenn CMMI oxBaTblBalOT Te Xe XU3HEHHbIE LMK/bl, YUTO U UCXOAHbIe MOAe NN [MoaeNb 3penocTu npo-
uecca (CMM) MNMO. CMM pa3paboTku MHTerpMpoBaHHOro npoaykra. EIA/IS 731 n mogens 3penoctu npouecca
CUCTEMHOrO MPOEKTUPOBaHUS].

Cxema CMMI cripoekTupoBaHa € y4eToM NPUCcrnoco6sieHns [ONOSTHUTESTbHbIX AUCLUUM/IVH, U CYLLecTByeT
HamepeHVe [06aB/Tb HEKOTOpble ANCUMMIMHBLI MO Tpe6oBaHMo coobliecTBa nonb3oBaTeneli. MNpouecc fo-
6aB/ieHMA HOBbIX ANCLUMMNAVH NpeAcTaBneH B AokyMeHTe «KoHuenunsa onepaunii (CONOPS) gna CMMb.
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A-cneundmkayms CMMI TpebyeT corslacoBaHHOCTM U COBMECTMMOCTU KOMMiekTa npogykta CMMI c
MCO/M3K 15504 n 6ecnpobaemMHOro pasmelleHns A4oNONHUTENbHbBIX AUCLUUMNNH, HO HE UAEHTUUKaUnm Ka-
KUX-NM6BO KOHKPETHbIX. Ha cerogHsAWHMIA aeHb 6blia fo6aBneHa ANCLUMNIMHA Noncka NocTaBLyuKa.

6.19.3 VICTOUYHUKMK

Cwm. [35]. [36]. [37].

MpumevyaHne — CMMI senseTca pa3paboTkoil VMIHCTUTyTa nporpamMHoi uHxeHepuu, Carnegie — Mellon
University. Pittsburgh. PA 15213-3890.

6.20 NCO/M3K 15504 — oueHKa NporpamMmMHOro npouecca

O | T o]

6.20.1 Uenb

Ob6ecneyeHne CTPYKTYpbl KOHLENUMiA 1 NpoLLeccoB AJ1S OLEHKN MPOLLeCCOB XW3HEHHOoro umkna Mo B
cooTBeTCcTBMMN € MCO/M3K 12207. 3Ta CTpyKTypa COBMeCTMMa C U3MepPEeHMeM npoLecca B COOTBETCTBUU C
MCO/M3K 15939.

6.20.2 OnucaHue

NCO/M3K 15504 coBMeCTUM C MOAE/IbIO 3pesloCTV BO3MOXHOCTEW opraHusaumm M UCNosib3yeT ns-
MepeHue npouecca M BO3MOXHOCTeN opraHusauun. BasoBble NpakTVKM nogpasfenisatoT Ha: opraHusauumio,
ynpaBfieHne, NPoeKTUpoBaHne, NPakTkn NoTpeduTens-nocraslmka n nogaepxku. NCO/M3K 15504 cneum-
duumpyeT cnegytoLyo knaccudurkaumio BO3MOXHOCTel opraHusauuu, OCyLecTBASALWen npouecc pas-
paboTku:

L0 — He3aBepLUEHHbIW NpoLecc:

L1 — BbINO/IHEHHbI NpoLecc:

L2 — ynpaBnsieMblii npouecc:

L3 — ycTaHOBUMBLUMIACA NPOLECC;

L4 — nporHosupyemsblii NpoLecc;

L5 — onTummnsvpyemblii npouecc.

Knaccudumkauma ocHoBaHa Ha OLeHKe KOHKPETHOro npumepa npouecca. Bce Tunbl OoueHKM nopaepxu-
Batotcs. ICO/M3K 15504 npuMeHNM K CaMOCTOSITeNIbHOWM 1 He3aBMCUMOL OLleHKaM, a Takke K HenpepbIBHOM
M OUCKPETHOW OLleHKaM.

YpoBeHb L3 MCO/M3K 15504 oTpaxaeT ycnelHyto ceptudgukaumnto no MCO/M3K 9000.

6.20.3 NcToYHUKN

CM. nyHKT 2 NCO/M3K 15504-1, NCO/M3K 15504-2, NCO/M3K 15504-3. MCO/M3K 15504-4,
MCO/M3K 15504-5.

MpumeyaHne — WCO/M3IK 15504 siBnsieTcst pazpaboTkoit komuteta MCO/MIK CTK UMK 7/PT «Information
technology. Software and system engineering. Process assessment».

6.21 CMM — mogenb CMM® (ans nporpammMHOro obecnevyeHus)

6.21.1 Uenb

OueHKa 1 NoBbILIEHVE 3Pe/IOCTU BO3MOXHOCTe NporpaMMHbIX NPOLLECCOB B OpraHn3aumm.

6.21.2 OnucaHune

B mMogenu 3penoctu BO3MOXHOCTEM opraHv3auun B OTHOLLEHMM MPOrpPamMMHbIX MPOLECCOB OMucaHbl
NPVHLUMMbI 1 MPaKTUKW, SieXxalline B OCHOBE X 3pesioCTy U NpefHa3HavyeHHble 4715 COAelicTBUS 3aHUMAatoLW M-
cs MO opraHusaunsaM B NOBbILIEHWN 3PESIOCTM ee NPorpamMMHbIX NPoLEeccoB.

Mogenbs CMM onpesensieT NATb YPOBHeN 3penoctu:

YpoBeHb 1 — HayasibHblIii. MporpaMMHbIi MPOLIECC XapakTepu3yeTcs Kak MPov3BOJIbHbIN, MHOTAA Jaxe
KaK xaoTuyeckunin. OnpegeneHo o4eHb Masio MPOLECCOB, U YCMEWHOCTb UX BbIMNOSIHEHUS 3aBUCUT OT UHANBU-
OyasibHbIX YCUNINIA N pelunTesibHbIX AeACTBUIA.

YpoBeHb 2 — MOBTOpPsieMblli. YCTaHOB/IEHbl OCHOBHbIE MPOLLECChI YNPaB/ieHNsl NMPOEKTOM A/18 npocrie-
XMBaHMA pacxofdoB, rpadiuka U PYHKLMOHa/TbHBIX BO3MOXHOCTEN. CyliecTByeT Heob6xoAvMmas AUCLMMAINHA
npouecca /15 NOBTOPeHUs1 NpeablayLINX YCNexXoB No NpoekTaM B aHa/I0rNyYHbIX NPUMEHEHUSX.
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YpoBeHb 3 — onpegesneHHbli. MporpammHbIli Npouecc ANa AeATe/IbHOCTU MO YNpaB/leHUIO U NPOeK-
TUPOBAHWIO JOKYMEHTMPOBAH, CTaHAapTU3NPOBaH U UHTErpupoBaH B CTaHAAPTHbLIN MporpaMMHbIf npoLecc
opraHusauun. Bo Bcex npoekTax 415 pa3paboTku n conpoBoxaeHuns MO ncnosnb3yetcs yTBepxaeHHbI agan-
TMPOBaHHbIN CTaHAAPTHbIM NPOrpamMMHbI/ MPOLECC OpraHn3aLuu.

YpoBeHb 4 — ynpasnsiemblii. CobupaloT geTanbHble U3MepPeHnss NPorpaMMHOro npouecca n Kavectsa
npoaykta. Kak nporpammHbIii npouecc, Tak U NpoAyKTbl AO/MKHbI 6bITb OCMbIC/IEHHLIMU B KO/IMYECTBEHHOM
OTHOLUEHNN 1 ynpasisieMbIMU.

YpoBeHb 5 — onTuMmnsnpyemblii. HenpepbiBHOE yryylleHne npolecca OCyLecTB/ISeTCs NocpecTBOM
KO/INYeCTBEHHOI 06paTHOl CBA3W OT MpoLecca, HanpaB/IeHNs MHHOBALMVOHHbIX UAei 1 TEXHOMOTWIA.

CuunTtaeTcs, 4TO NPOrHO3NPYOMOCTb, 3(PPEKTUBHOCTL NPOrpamMmMHbIX MPOLLECCOB OpraHnu3aunun 1 ynpas-
NeHne UMK ynyyliaroTcs no Mepe rnpoaBuXeHUst opraHnsanunm rno aTuM NATU YpoBHAM. Ha cerofHsALWHWi AeHb
3TO MHEHME NoAAepX1BaeTCA IMMUPUYECKUMU JoKa3aTe1bCTBaMu.

3a MCK/IIOYEeHNEM YpOBHSA 1, KaxAblli ypoBeHb 3pesiocTM noapasfenseTcs Ha HeCcKONbKO pas/nyHbIX
K4, asnsowmxca yyactkamm, Ha KOTOpbIX OpraHnsaummn criegyeT cocpefoTounTbCs A1 Y1yUlleHUs CBOero
nporpaMMHOro npotecca.

KUl Ha ypoBHe 2 cBsizaHbl C Npo6aemamu npoekTa no paspaboTke MO. Cc ycTaHOBMEHNEM OCHOBHbIX
CpeACcTB KOHTPOSA 3a ynpassieHneM npoektom. KUM Ha ypoBHe 2 SABNAKOTCA: ynpasB/ieHne TpeboBaHUAMM,
niaHnpoBaHne npoekTa No paspaboTke MO. npocnexvsBaHue npoekta no paspabotke MO M KOHTPOsb 3a
HUM, yrnpaB/ieHne cybKkoHTpakTamu no paspaboTke MO, obecneveHne fgosepus K kadectsy MO n ynpasneHve
KkoHdpurypaumen Mo.

B K4l Ha ypoBHe 3 paccmarpuBatoTca Npob/ieMbl Kak NpoekTa, Tak U opraHusauumn, NockosbKy opra-
Hu3auua onpegensetr NHPPaCTPYKTYPY U MHCTUTYLMOHAIM3MPYET NpoLecchl ynpasneHns 1 NpoekTupoBaHus
MO. KUMM Ha ypoBHe 3 ABNAIOTCA: KOHLEHTPaLWs Ha nNpoLecce opraHnsalmm, onpegeneHmne TeXHos10rm4eckoro
npouecca opraHusauumn, nporpamMmma o6yyeHVsi, KOMMJIEKCHOe yrnpaB/ieHne paspaboTtkoii MO. npoekTnposa-
HVe NPOorpamMmMHOro NPoAyKTa, MexXrpynnoBas KoopAuHauna 1 3KCNepTHbIE OLLEHKN.

KUM Ha ypoBHe 4 cocpefoTOYeHbl Ha YCTaHOB/IEHUN KOIMYECTBEHHOrO COr/lacoBaHUs NpPorpamMmmMHoOro
npouecca v co3gaBaemoi nporpaMMHoi npogykumn. KU Ha ypoBHe 4 SBNSOTCSA KOMMYECTBEHHbIV MeHeq-
XMEHT npouecca N MmeHegXMeHT kadecTsa MO.

KUM Ha ypoBHe 5 oxBaTblBalOT Mpob/ieMbl, KOTOpble OpraHu3aunm AO/MKHbI paccMarpusaTtb Mpu ocy-
LLIEeCTB/IEHNN HEMNPepbIBHOMO y/y4ylleHns MU3MepsieMoro nporpammHoro npouecca. KUl Ha ypoBHe 5 ABns-
loTCA: npegynpexaeHve AedekTos, yrnpassieHne N3MEHEHUAMN B TEXHOJIOTUAX U yNpasB/ieHne U3MeHeHNsMn
Mpouecca.

Kaxpgas KUl n3noxeHa C TOYKM 3pEHUS K/THOUEBbIX MPAKTUYECKMUX CUTyaLuii, CNoCO6GCTBYOWMX BbINOsI-
HeHuo ee Uenu. KioyeBble NpakTuyeckue cuTyaumm onucbiBaloT MHAPACTPYKTYPY W AeNCTBUSA, CNOCO6CTBY-
omne apPeKTUBHOMY BbINO/THEHUIO MHCTUTYLIMOHAIM3ALUN KTHOYEBOI YacTu npouecca.

6.21.3 WCTOYHUKKN

Cwm. [34].

MpumeuaHne — CMM faBnsetcs pa3paboTkoil VHCTUTYTa nporpammHoi uHxeHepuun. Carnegie University.
Pittsburgh. PA 15213-3890.

6.22 SE-CMM® — mofesnib 3pesiocTn npouecca CUCTEMHOIO NPOeKTUpoBaHUA®

6.22.1 Lenb

YnyduweHne npouecca CUCTEMHOrO NPOeKTUPOBaHUA.

6.22.2 OnucaHue

B mogenv 3penocTtu npouecca CUCTEMHOrO NpoekTMpoBaHua® (SE-CMM®) n3noxeHbl OCHOBHblE 3/1e-
MeHTbI MpoLecca CUCTEMHOrO NPOEKTUPOBaHNA OpraHusalmm, KoTopble A0/DKHbI ObITb B Hasmuum ans obe-
CnevyeHns KayeCTBEHHOro CUCTEMHOIO NPOEKTUPOBaHUA.

Kpome Toro, SE-CMM CnyXuUT 3TaJIOHOM MpWY CPaBHEHMN (DAKTUUYECKMUX AeCTBUIA MO CUCTEMHOMY MpPO-
eKTMPOBaHUIO C 3TUMU OCHOBHbIMK 3nemeHTamu. PaboTa no paspabotke SE-CMM 6blna uHMUMnpoBaHa B
aBrycte 1993 r. B OTBET Ha 3anpocChbl MPOMbILL/IEHHOCTN B OKa3aHUM NOMOLLM A1 COr/lacoBaHus 1M ony6amko-
BaHWA MoZenu, aHanornyHoi CMM, ansa cooblecTsa, 3aHMMaloLWEerocs CUCTEMHbIM NPOeKTUpoBaHueM. KoH-
CTPYKTOPCKME paboTbl ABUAUCH pe3y/ibTaTOM COTPYAHUYECTBa HECKOMbKMX OpraHunsauui, Bkaovas VIHCTUTYT
NPOrpaMMHON UHXeHepun.
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Pa6oTbl B 3TO 061acTN B HacToslee BPeMs SIBASKOTCS 4acTbi MHTerpauum mMogesniv 3pesiocTu npo-
uecca (CMMI).

6.22.3 VICTOUYHUKMU

Cwm. (21) u [22].

MpumeyaHne — SE-CMM® aBnsaetcsa pa3paboTkoit MHCTUTYTa nporpammHoli nHxeHepun Carnegie University.
Pittsburgh. PA 15213-3890.

6.23 TSDM — meTogonorusa pa3paboTkm A4OBEPEHHOrO NporpaMMHOro obecneveHus

6.23.1 Uenb

Ob6ecneyeHne AoBepus MOCPeACTBOM MPUCBOEHUSI YPOBHEW AOBepus MOAUTUKE ynpasrfieHus, cpef-
CTBaM KOHTPONA OKpY>XatoLlei cpefbl 1 ee ynpaB/ieHUs, a Takke CUCTEMHOMY MPOeKTUPOBaHMIO.

6.23.2 OnucaHue

MeToponorusa paspabotku gosepeHHoro MO (TSDM) 6bina padpaboTaHa OTAE/IOM CTpaTernyecko 060-
POHHO nHUymatuebl (SDIO) B cepeanHe 1980-x IT. AN NoBblWeHNsA goBepust K MO nyTem nHTeHcudunkaummn
npouecca pa3paboTKku.

Bcnepactere oueHeHHOro pasmepa (MWIIMOHbI CTPOK MporpamMmbl) MpeaioXeHHbIX npoektos SDIO
06blyHas yactoTa NporpaMmMHbIX OWNGOK caenana 6bl CUCTEMbI HepaboTocnocobHbIMU. MNpu aHanuse fose-
peHHoro MO 6bI10 caenaHo NPeAnosioXeHe, YTO Y/y4dlleHUsa npouecca pa3paboTku MOryT CHU3UTb 4acToTy
nosiB/IEHUSA NPOrpamMMHbIX OLLMOOK.

Kaxpas xapaktepucTuka npouecca pa3pabotku MO 6bina NnpoBepeHa C Lefbio BbIABNEHNSA MOTEHLUM-
a/lbHbIX cNnabblx MecT. Pe3ynbTaToM 3TOro aHasimsa ctasio (hopmysiMposaHme 25 NpuUHLMNOB AOBEPUS.

TSDM onpegenseT NpuHUMNbI AOBepUs B oTyeTe OT 2 uiona 1993 r. B Hem cogepxarca o6ocHoBaHue
KaX4oro npuHuuna goBepusi, Habop TpeboBaHMIA K COOTBETCTBMIO, a TakKke UaeHTUMKaunsa npuemaemMbix
Kf1accoB AoBepusi. KpoMe TOro, AaHHbI JOKYMEeHT onpegensieT nepeyeHb CBA3aHHbIX C HUM TpeboBaHMiA, onu-
CbIBaKOLWNX AENCTBUSA. aHa/I0rMYHble AeliCTBMAM, paccMaTpuBaeMbIM B NPUHLUMNE OBEPUS, 1 NpeaocTaBnaeT
rnepeyeHb Moses3HbIX CCbITOK A/18 NPUHUMNa A0Bepus.

25 NpUHUMNOB JOBEpPUss MOXHO CrpynnupoBaTb B Criefytolime YeTblpe 06/1acTu, CBSA3aHHble C 06LWMM
npoueccom paspaboTkm MO:

- NONUTUKa B 0611aCTK ynpas/ieHns (NpUHUMnbI gosepust 1—6);

- cpefcTBa KOHTPONS OKpyxatoLleli cpegbl (MpuHUMNbI gosepusa 7— 10);

- ynpaB/ieHne OKpyXatollen cpegon (npuHumMnbl gosepusa 11— 14);

- npoekTuposaHue MO (NpuHuMnbl gosepua 15—25).

Kaxxablli M3 NpMHLMNOB A0BepUst n3mepsieTcs NATbIO ypoBHAMNU TSDM:

T1 (MUHMManbHOE foBepue);

T2 (ymepeHHOe fjoBepue);

T3 (Npeano4yTUTENIBHOE AOBEPUE);

T4 (BpeAoOHOCHas ataka);

T5 (MpeanbHOe foBepue).

TSDM npegnaraet namepeHune goepus kK NO/MHpopmauun. Ansa cneymasnbHOro nsaHa paspabotkm MO
(SDP) TpebytoTca npuemnemMbie Npaktnku TSDM. npegHa3HayeHHble A1 BbINOSIHEHUA. [pyMeHeHne npu-
eMieMbIX NPaKTUK 06YCNoBEHO TeM, 4To B SDP ncnonb3yoTcs MeToabl onpegeneHns cootsetcTens TSDM
HapsAy € pe3ynbTaTamMu aHasim3a pUCKoB AN rpynnbl NnpoekTuposaHus MoO.

Mpwn oueHke PYHKLUMOHa/IbHbIX BO3MOXHOCTEW MO BaXkHO MOHATb, Kak onpefesiieTcs v npocrexvBa-
eTca cooTBeTcTBME TSDM € NOMOLIBLIO TakMx CTaHAAPTOB aHa/in3a npoekTuposaHusa MO. Kak Mogenb Tex-
Honorunyeckown 3penoctn (CMM) NHCTUTYTa NporpaMMHON UHXeHepun. NS OUEHKU U3LepKeK, CBA3aHHbIX C
obyueHneM 4s1IeHOB rpynnbl NpoekTuposaHusa MO no nporpamme TSDM. TpebytoTcs onpefesieHHble 3HaHUA.
HakoHel, Heo6X0ANMO 3HaHWe NOBTOPHOrO MCMNONb30BaHUA MO 1 COBOKYNHOCTM UCXOAHbIX NapameTpos MMO.

MpumevyaHune — [Onsunterpaymn CMM n TSDM 6bina cchopMrpoBaHa rpynna us npegcrasutesneil AreHTcTea
HalMoHanbHOW 6e3onacHocT N VHCTUTYTa NporpaMMHoli nHxXeHepun. MonyyeHHas B pesynbTaTe ee AeATeNbHOCTU [0-
BepeHHas Mofesnb TexHosnoTyeckol 3penoctn (TCMM) ABnAeTca OCHOBOI ANA NPOBeAEHUs OLeHMBaHUSA (DYHKUNOHAb-
HbIX BO3MOXHOCTel goBepeHHoro MO.

6.23.3 NcTOYHUKM
Cwm. [29] wn [47].
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6.24 SdoC — peknapaumsa nocrtasliMKa O COOTBETCTBUN

6.24.1 Uenb

3aaBneHne O COOTBETCTBUM MPOAYKTa, npouecca Wiv ycnyru HOpMaTUBHbLIM AOKYMEHTam nog oTBeT-
CTBEHHOCTb MOCTaBLMKa 1 060CHOBaHMe 3TOro COOTBETCTBUS.

6.24.2 OnucaHue

[aHHbIli noaxog hopmanmsyeT 0653aTeNIbCTBO pa3paboTymka Mo OTHOLLIEHWUIO K ero NpoayKTy nocpeg-
CTBOM Aeknapauun nocrtaslinka o cooTseTcTBun (SDoC). Aina cuctem 6e3onacHoctn UKT aTa geknapauums
[O/MKHa BK/IOYaTb YTBEPXKAEHUA O COOTBETCTBUM 6e30MacHOCTU cucTem. B pykoBoacTBe /1 MocTasLyMKa
1 KOHEYHbIX Nonb3oBaTteneli 40o/MKHbI 6bITh onpegeneHbl Tpebyemas CTPYKTypa 1 cogepxaHne yHKUNOHab-
HbIX BO3MOXHOCTeli ob6ecrneyeHns 6e30nacHOCTH.

CyuiectBytoT cxembl SDoC gna MHormx anemeHToB npoaykumn UKT. a B EBpone SDoC yxe aBnstoTCcA
ob6nA3aTtesibHbIMN MpU OnpegenieHnn COOTBETCTBUSA NPOAYKTOB 3/1eKTPOMarHUTHOl coBmectumocTtn (EMC) un
HU3KOBO/IbTHOM AnddepeHunanbHom cxembl LVD. OgHaKo B OTIMYKME OT Apyrux cny4vaes, nogo6Ho NCO 9000
1 ApYrMM JOKyMeHTam no kadectBy MO. aproHomMuke, 3alinTe OKpyxatolein cpedbl u T. 4.. SDoC aBnseTcs
[,06POBOJILHOMN.

[0 cux nop geknapaumns o COOTBETCTBUM acnekTam 6e30MacHOCTM He paccMaTtpuBanacbk. OgHako 60/b-
LUMHCTBO MOCTABLUMKOB BbINOJIHAIOT OrPOMHbI/ 06beM paboTbl NO cneunduLMpoBaHnio, NPOEKTUPOBaHUIO,
TeCcTUpOBaHMIo/rapaHTUPOBaHNIO U JOKYMEHTUPOBAHMIO PYHKLMOHa/IbHBIX BO3MOXHOCTEN obecneveHns 6es-
OMNacHOCTW. KOTopasi He BuAHa KOHEYHOMY Mo/fb30BaTesto, Torga Kak Apyrve noctaBLMKM NPOBOAAT /NLb
MWHUMa/IbHOE TeCcTUpoBaHue. AleKBaTHblE YTBEPXKAEHNS MOCTaBLUMKOB B OTHOLUEHUN 6€30MacHOCTU MOBbI-
CAIT CTeMeHb NPO3pPavyHOCTM U CONOCTABMMOCTY A1 KOHEYHOTO MO/Ib30BaTe s, BbIGUPAIOLLEro HafexHy npo-
AYKUMIO.

Bonee Toro, yrBepXaeHnsa o cooTBeTCTBUN TpeboBaHusaM 6e3onacHocTu MKT B SDoC 6yayT cnoco6-
cTBOBaTb 60/blUEli COCpPefOTOHEHHOCTU MOCTABLUUMKOB M KOHEYHbIX Nosib3oBaTtesnieit Ha 6e3onacHocTu WKT.
KoMmmepueckne opraHmsaumm 60/blle 4eM Korga-nmbo 3aBUCAT OT NPO6eM pbiHKA, W 3TO CNYXUT fasibHeN-
WMM LaroM K CTUMY/NIMPOBaHWi0 obecrneyeHnsi acnekToB 6e30MacHOCTM Ha 3KOHOMUYHOW M A06GPOBO/BHOM
OCHOBE.

B poacTtBeHHOM cTaHgapTe MCO/M3K cneumdumumpytotca oblimne Kputepum OAs8 CTPYKTYpbl BCMOMO-
ratefnlbHOlM AOKyMeHTauuu, ynpoumnBatoLeli, ynpowaLwen n CTUMyInpytoLleii yBepeHHOCTb B Aeknapauum
nocTasLyMKa O COOTBETCTBUK, Kak onpegeneHo MCO/M3IK 17050.

6.24.3 NcTOYHUKN

Cwm. [11], [12]. [13].

MpumevyaHne — SdoC aBnsetca paspaboTkoli 1SO."Casco WG 24 Committee on conformity assessment —
Supplier's declatartion of conformity and its supporting documentation.

6.25 SA-CMM®— mMopaenb 3pesioCT! BO3MOXHOCTeM NnpuobpeTeHns NporpammMmHOro
obecneyeHna®

6.25.1 Uenb

JTasloHHOEe TecTMpOoBaHWe 1 ynydlleHne npouecca npnobpeTteHns MoO.

6.25.2 OnucaHne

Mogenb 3penoctu Bo3MoOXHocCTeli npunobpeTteHns NMO® (SA-CMM®) aABNsAeTCA MOAE b0 3Ta/IOHHO-
ro TeCTUpPOBaHWUA W yny4lleHns npouecca npuobpeteHun MO. ApxuTekTypa MoAenn aHanornyHa mogesnu
3penocTn Bo3MoxHocTen gna MO (SW-CMM). HO ¢ akLeHTOM Ha Npo6sieMbl NPUOGPETEHUA N NOTPEBGHOCTU
OTAe/IbHbIX NUL, W TPYNM, NAaHUPYOLWNX AeACcTBMA NOo npuobpeTeHuto MO 1 ynpaBnsowmnx MMmun. Kaxablii
YpOBeHb 3pesiocTn 0603HavYaeT BO3MOXHOCTU npouecca n nmeeT Heckonbko KUM. Kaxaaa yactb KU nme-
eT uenu, obuime NPU3HaKn M opraHm3alMoOHHble MeTOAbl, NpefHas3HayeHHble ANS WHCTUTYUMOHanu3aumm
yCTaHOBMBLUENCHA NpakTukM. COBMECTHbIMWU YCU/IMSMU TOCYAAPCTBEHHbIX OpraHmsaunii u NMHctutyTa npo-
rPaMMHOMN VHXEHepUu M MPOMbILWNIEHHOCTN rpynna cneumanncTos No nNpuobpeTeHUto BHavasne paspabo-
Tana. a 3atem npoBesia KOHTPOJ/IbHbIE UCMbITAHUA N ciJlaHnpoBana BHeapeHune SA-CMM. KUl SA-CMM®
npueegeHa B Tabnuue 3.
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MockosnibKy 3HauMTenbHbIA 06beM paboT MO MOAEeNMpPOBaHWIo npouecca npuobpeteHns MO 6bin Bbl-
nosiHeH apmuein. BM®, BBC n gpyrumn cegepasibHbiM1 (hopMnpoBaHUSMU, B HACTOSILLLEM CTaHAapTe 6bin
0b6befiHEHbI N YTOYHEHbI Slyylune pesy/ibTaTbl 3TUX paboT, n co3gaHHas SW-CMM 6blna ucnosb3oBaHa B
KayecTBe apXUTEKTYPHOW mMogenu.

Tab6nunuya 3— Knwouesas yacTb npouecca SA-CMM©

YposeHb CocpepgoToueHue Knwouesas yacTb npoyecca

5 ONTYMN3NPOBAHHbIiA HenpepbiBHOe ynyulleHne npouecca VIHHOBaLMOHHOE ynpaBieHne NpoLeccoMm.
HenpepbiBHOE yNydweHne npoyecca

4 KonuyecTBeHHbI KonnyecTBeHHOe ynpasneHue KonuyecTBeHHOe ynpasneHue npuobpeTe-
HUEM.
KonmyecTBEHHOE ynpaB/ieHe NPoLeccom

3 OnpeaeneHHblit CraHgapTtu3aumnsa npouecca MporpammMa obyuyeHus.
MeHeKMeHT pUCKoB NpuobpeTeHus.
YnpaBfieHne NCNOSIHEHNEM KOHTpaKTa.
YnpaBneHve BbINOJIHEHNEM NPOEKTA.
Tpeb6oBaHus nonb3osarens.
OnpefeneHve n obecneyeHne npouecca

2 MNoBTOpAEMbIii OCHOBHOE yrnpas/ieHne NPoeKToM Mepexof Ha NOAAEPXKKY.
OueHuBaHue.
MpocnexusaHne n Haf30p 3a WUCNOSIHEHWEM
KOHTpakTa.
Ynpas/ieHue BbINOJIHEHNEM NpOeKTa.
Pa3paboTka Tpe6oBaHuii 1 3anNpoc Ha npeaso-
XeHue K pyKkoBoAcCTBY. [n1aHupoBaHue npmob-

peteHus MO
1 HavanbHbI KomneTeHTHbI nepcoHan
6.25.3 VICTOUYHUKMU
Cwm. [38].
MpumeyaHne — SA-CMMO aBnsetcs pa3paboTkoii VIHCTUTyTa nporpaMMHOI uHxeHepun. Carnegie Mellon

University. PA 15213-3890.

6.26 Cepusa MCO 9000 — mMeHeOXMeHT KayecTBa

[ ° m I I

6.26.1 Uenb

Ob6ecneyeHne opraHu3almii CTPYKTYpPOil MeHeIXXMeHTa kayecTBa 1 npefocTaB/ieHne BO3MOXHOCTU cep-
TUUkKaumm ee ycnewHoro BHeApeHns.

6.26.2 OnucaHue

MCO 9000 aBnsAeTca cTaHO4apTOM MeHe)KMeHTa KayecTBa, cogepxalinm 20 nyHKTOB, CBA3aHHbLIX C Bbl-
COKMMW YPOBHAMN KayecTBa, KOTOPbIM OpraHu3alms Ao/1XHa COOTBETCTBOBaTb nepe, nosiydeHneM perncrpa-
umn no MCO 9000. MNepBOHa4Ya/lbHO pa3paboTaHHbI 418 NPOMbILWIEHHbIX OpraHu3aunii AaHHbI cTaHaapT
MOXeT MPUMEHATBLCA A1 OpraHusauunii, paspabarbiBatowmx MO. HO ANsA aToro noTpebyeTcsa ero 6onee nog-
po6Hoe TonkoBaHue. Mo 3Toi NpuynHe Ansa Toro, 4Tobbl MCO 9001 MOXHO 6bI10 UCNOMNL30BaTh A9 paspa-
60TKN, NOCTaBkn 1 conpoBoxaeHua MO. ¢ uenbio n3bexaHnsa TpyAHOCTEN U HeSACHOCTel 6bI10 pa3paboTaHo
pykoBoacTeo NCO 9000-3. NCO 9000-3 cogepXuT 22 NyHKTa, pasdpaboTaHHbIX CreunasibHO A4/ 061acTu pas-
pa6oTku MO. MocKoNbKy 3TV NYHKTbl 60nee cneundunyHbl Ana MO. nX ypoBeHb AOCTAaTOYHO BbICOK ANS TOrO,
uTObbI TPpEbOBaTL fasibHelwWwen nHTepnpetaunm NCO 9000 A8 NpUMEHEeHUs K Kakoi-nmbo opraHmsauuu, n B
HUX He yunTbiBaeTCcs 6e30MacHOCTb MHDOPMALIMOHHbIX TexHonormii. Cnegyet o6paTuTbe BHUMaHWe Ha TO. YTO
MCO 9000-3 orpaHnumsaetca MNO. Torga kak MCO 9001 n MCO/M3IK 15408. kpoMe NporpaMMHbIX NPOAYKTOB
M cuCTeM, NPUMEHMMBbI TaKXe K annapatHbIM cpefcTBam.

CooteetctBne MCO 9000 onpepensetrca He3aBUCUMbIMU ayauTopamu, MPOBEpPSOWNMA  PYyKOBOA-
CTBO MO Ka4yecTBY M TEXHOJ/IOTMYECKME MPOLLECChbl OpraHm3aumm, a Takke NpoBOAALLMMMU ONPOC NepcoHana.
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CepTudpmkat MCO 9000 npeanaraeTcs TONbKO CNeundnyYeckon opraHn3aumm, HanpmmMmep KomnaHum. STMm OH
oT/imyaetcsa oT mogenn SSE-CMM no MCO/M3K 21827, koTopasi MOXET OLeHMBaTbCS A151 OTAE/bHOM rpynnbl
WY NPOoeKTa B paMKax KOMNaHun Uav opraHnsaummn.

MNCO 9001 oxBaTblBaeT 60/IblUYt0 06/1aCTb NPUMEHeHUs, yem TpebosaHus MCO/M3IK 15408. ot npu-
HATUA KOHLUenuuu npoaykTa AO ero BbiBOAA M3 3kcnayaTaumu. 3TO O3HayaeT, 4TO opraHusauuu, xena-
owei 6biTb 3apermcTpupoBaHHoii no NCO 9001 c ueNbi 3KOHOMUW BPEMEHM Ha OLEHKY, NPUAETCA BHe-
OpUTb CUCTEMY YyNpaB/ieHUs KavyecTBOM, OXBaTbiBalollyto 6o/blue o6s1acTell, 4HeM TpebyeTcsa A1 OLEHKM
no NCO/M3K 15408. 3Ta gonosiHuTeNbLHas paboTa No obecneveHno cooTBeTcTBUA TpeboBaHnaM NCO 9000
MOXeT ObITb HeonpasAaHHa.

BaxHO oTmMeTuTb, 4to NCO 9000-3 ABNASETCA NLb PYKOBOACTBOM, U A1 NOSyYEHUS perncrpauum op-
raHmM3aumnsa gosikHa cooTBeTCcTBOBaTb TpeboBaHmaM NCO 9001.

6.26.3 VICTOUHUKN

Cwm. pasgen 2 CO 9000, MCO 9001. NCO/M3IK 90003 (nepecmotp NCO 9000-3).

MpumeuvaHunsn

1 CO 9000 n NCO 9001 sBnsitoTca paspaboTkoii komuteta MCO TK 176 «MeHeXMEeHT kayecTBa W rapaHtus
KayecTBau co crefylowmnummn nogkommreTamm:

NCO TK 176/MK 1 «MeHe)KMEHT kauyecTBa 1 rapaHTus kavyecTtsa. KoHUenuuu n TepMUHONOTUS»;

NCO TK 176/MK 2 «MeHemKMeHT kayecTBa M rapaHtus kayectsa. CucTeMbl ynpaBneHus kayecTBoM. Bcnomora-
TeflbHble TEXHONIOTNMN»;

NCO TK 176/MK 3 «MeHeAXMeHT KkauecTBa W rapaHTus kayecTsa. BcnomoraTenbHble TEXHONOTNU».

2 ICO/M3K 90003 siBnsieTcst pasdpaboTkoii komuteta MCO/MIK CTK 1/MK 7/PT 18 «VH(opMaLMoHHas TEXHOO-
rvs. MpoekTupoBaHme CUCTEM M NPOrPamMMHOro obecneyeHns. MeHeKMeHT kayecTBa».

6.27 WNCO 13407 — opuMeHTUpPOBaHHOE Ha YesioBeka npoekTtuposaHue (HCD)

6.27.1 Uenb

Mony4yeHre nocpeacTBOM OPUEHTUPOBAHHOIO Ha YesloBeKa NPOeKTMpoOBaHMA 6onee paboToCcnoCco6HOro,
OOCTYMHOro 4719 06y4YeHUs MUCMNOMb30BaHMIO N NPUEMIEMOIO BO BCEX OTHOLUEHUAX NPOAYKTA AJ1 CHUXEHUA
puckoB 6e30MacHOCTU, CBA3aHHbIX C PYHKLMOHMPOBaHNEM CUCTEMbI.

6.27.2 OnncaHune

Mpoueccbl OPUEHTMPOBAHHOIO Ha YesioBeKa NMPOEKTUPOBaHUSA UHTepakTUBHbIX cuctem MICO 13407 06b-
eAVHeHbI CTaHaapToM, paspaboTaHHbIM PTG MK4 TK 159/CO. B KOTOPOM aHO pasbACHEHVe NpenMyLLecTs,
nosiyyaembIX NOCpPeaCcTBOM 6O/bLUENO OPUEHTUPOBAHUS XN3HEHHOTO LMKNA MHTEPAKTUBHbBIX CUCTEM Ha Yeno-
BeKa. 1 NpuBefeHbI NPoLecchl, HEOO6XoANMbIE 4151 OPUEHTUPOBAaHUA XU3HEHHOTO UUKIa Ha YesioBeka. Mogenb
NpoLLeccoB OPMEHTMPOBAHHOIO Ha YesloBeKa XMU3HEHHOro UuuKna, npeacrassieHHas B HacTosLWEM cTaHaapTe,
ABNSAETCA CTPYKTYPUPOBaHHbIM 1 (DOPMasIN30BaHHbIM ONpefesieHMeM OpPUEHTUPOBAaHHbIX Ha YesioBeka Mpo-
LLeCCOB. M3/10XeHHbIX B NCO 13407. NCO 13407 noneseH Ansa cneymasinctoB B 061acTN OLEHKM U yyYLlleHUs
nporpamMmMHbIX MPOLECCOB U TeX, KTO 3HAaKOM C MpoL,eccoM MOAeIMPOBAHUA U/TN y4acTBYeT B HEM.

Mogenb, npeAcTaBfeHHass B JaHHOM cTaHZapTe, npuMeHseT dopMart, NPUCYLLMA MOAENSAM OLEHKN Npo-
uecca. OTM MOAeNN OMNMChIBAOT MPOLECChI, NpefHa3HayYeHHble A/15 BbIMNO/IHEHNS OpraHusauueii ¢ Lenbio Ao-
CTWXEHUS MOCTaBMeHHbIX Lenei. Mpoueccbl B HacTosWel mogenu onvcaHbl B chopmate, onpeneneHHoMm B
MCO 15504 B KOHTEKCTE OLLEHKU NporpaMMHOro npouecca. XOoTs MoAeNb OLEHKM npouecca B OCHOBHOM MNpu-
MeHsieTCa A1 n3MepeHns 3peKTVBHOCTM BbIMOSIHEHVS OpraHu3auvei NpoLeccoB, BKIIOYEHHbIX B MOAefb,
nofo6HbIe MoAesIM MOTyT MCMNO/b30BaTbCA B KayecTBe OMuMcaHus TOro, YTO MOXET NnoTpe6oBaTbCcs A1 Mpo-
eKTMpoBaHuA 1 pa3paboTkn ahheKTUBHBLIX NPOLIECCOB YNpPaB/ieHNA NPOEKTOM U OpraHM3aunoHHbIX NPOLECCOoB.

Mogaenb 3penoctn Bo3MoxHocTer (UMM). ocHoBaHHas Ha MICO 13407. onucbiBaeT CeMb MPOLECCOB,
KaxwbI N3 KOTOpbIX onpeaesieH HabopoM 6a30BbIX NPakTUK. TN 6a3oBble NPaKTUKWM onpeaenieHbl. Kaxaomy
npoueccy onpegeneH Habop padbounx npoayktoB. B NCO/M3IK 15504 npuBeaeHO KpaTKoe onmMcaHue LKasbl
OLIEHKM 3PEesiocTU NpoLEecCoB, U3/10KEeHbI OCHOBHbIE MPUHLMNBI NPUMEHEHUA MoZenu, faHa opma 3anucu
1 ONMcaHo ee NpMMEHeHue, a Takxe npeacTaB/ieHbl OTOGpaxXeHUs 6a30BbIX NPakTUK Ha npoueccbl B SPICE
(Nnporpamma MOAeNMpPoBaHUsS C OpueHTaumeil Ha uHTerpasibHble cxembl), CMM n SE-CMM. Mogenb npouec-
COB COOTBeTCTBYeT TpeboBaHuam NCO/M3IK 15504,

YTto kacaeTcs paspaboTumkoB cuctem u MO. NpyMeHeHMe OPUEHTMPOBAHHOIO Ha 4YesioBeka nogxoaa
naeT B pe3ynbTare 605ee paboTOCNOCO6HbIN, AOCTYNHbIN 418 06YyYEHUS UCMONbL30BaHMIO U NpUEMIEMbIN
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NpoAyKT U NPUHOCUT 6o/bllee yAOBNETBOPEHME NOsb30BaTento. OpUeHTUPOBaHHOE Ha YesloBeKa NPOEKTUPO-
BaHWEe MOXeT CHWXaTb PUCKM 6e30MacHOCTU, CBA3aHHble C aKcnyartaumeli cucteMbl. OpueHTUpPOBaHHbIe Ha
YyesloBeKa npouecchl TPEGYIOT GOMbLUNX BIOXKEHUI HA PaHHUX CTaAMUSAX XU3HEHHOTO LMK, HO. KaK OKa3asiocCb,
COoKpallalT pacxofbl He TOMIbKO Ha 06C/yXMBaHUE, HO U Ha pa3paboTKy. B 4aCTHOCTU, OPMEHTMPOBAHHbIE Ha
yesioBeKa MPOLLECChbl CHMKAIOT PUCK HEOXWAAHHbIX U3MEHeHUlM TpeboBaHW U CBA3aHHbIX C Mepeaenkom n
VHCTaNNALMENn pUCKn.

Llenbo OpueHTMPOBAHHOIO Ha YesioBeka noaxona SABNSAETCA HanoMUHaHWe pa3paboTyunky U Bragesib-
Ly 06 MHTepaKTUBHOW cucTeme, O TOM. YTO cuCTeMa NpefHasHavyeHa B OCHOBHOM /19 UCMNOMb30BaHWA, a
He ANA AO0CTaBKU WK 3aKyrnku. OpMeHTUpPOBaHHblE Ha YesioBeKa MpoLecchl NO3BONAIOT pa3paboTymkam un
BnajenbLuam aHannm3npoBaTb NOBeAEeHMEe CUCTEMbI B MPOLLECCE ee IKCMyaTaumm 1 OLeHnBaThb ee KavyecTBO
1N goBepue K Hell B npouecce paboTbl. OpMeHTUPOBaHHbIE Ha 4YesnloBeka MpoLecChl YYMTbIBAKOT YyCNOBUSA
MCMO/b30BaHUs 1 cpedy, B KOTOpoOi ByaeT MCNo/b30BaTbCA UHTepakTMBHas cucteMa. OpveHTMpOBaHHbIe
Ha 4YesloBeKa NpoLecchbl CBA3aHbl C UHTETPUPOBAHHOW CUCTEMOI, KOMMNOHEHTaMM KOTOpOU sBnstoTca MO n
annapaTtHble cpeacTtBa. OpMeHTUPOBaHHbIE Ha YenoBeKa CUCTEMbl OKa3blBalOT NOALEPXKKY NOJSIb30BaTeENsAM
1 No6yxAaT X K 06ydyeHnto. MNpenmyliectBa obyveHUss MOTyT BK/IOYaTb B cebs: MOBbIWEHWE MPOU3BO-
OUTENBbHOCTU. yyUlleHne KavyecTBa paboTbl, COKpalleHne NoaAePXKN U BPEMEHN 06YYEHNS N NOBbIWEHNE
[oBepua K PYHKLNOHUPOBAHUIO.

6.27.3 VICTOUYHUKMU

Cwm. pasgen 2 NCO/M3K 15504-1.

Cwm. [4].

MpumevyaHne — WCO 13407 asnsetca pa3paboTkoit komuteta PT&MK 4/MCO TK 159 «3proHomuka. 3proHo-
MVKa B3aumofeicTema yenosek — malimHa. OpueHTMpOBaHHbIE Ha YesioBeka MpoLecchl NPOeKTUPOBaHNUSA MHTePaKTUB-
HbIX CUCTEMY.

6.28 XapakTepucTuka paspaboTumka (B obLLem)

r° | I I
6.28.1 Uenb

Vicnonb3oBaHve NMpexHero ycrnewHoro onbita 1 4011 YCNeLwHbIX NOoMNbITOK KakK nokasaTtesisa kavyecTsa npo-
rpaMMHbIX CPeACTB 3alunTbl AaHHbIX.

6.28.2 OnncaHune

XapakTepucTuka paspaboTyvka npegnonaraetT mMetof onpefesieHUs NpuemaemMocTu ceugeTesb-
CTBa. OCHOBaHHbIN Ha NOATBEPXAEHUUN UAEHTUYHOCTM aBTOpa CBUAETe/IbCTBA, UCNONb3yA NpeablayLiyto
[OI0 yCMelHbIX MNOMbITOK (T. €. AOCTMXEHWIA), KoTopble 6blY NOyYeHbl OTAeNbHbIM NULOM/OpraHn3a-
umen npu paspaboTke, akcnayataumMm U NpoBepke NPOAYyKTOB M cucTem 6e3onacHOCTU. XapakTepucTuka
MOXeT OCHOBbIBaTbCSA Ha MOATBEPXAEHUN NAEHTUYHOCTWU Kakoro-inbo OoTAesibHOro fivua WamM opraHusa-
LUMn. NpeacTaBUBLUNX 3TO CBUAETENLCTBO. bosiee TOro, xapakrepncTnka MOXeT KlacCcuduumpoBaTbCsa Ha
OCHOBaHWUW pornel OTAeNbHOro nMua/opraHn3anmnm Kak xapakrepuctuka pas3paboTUMKOB, OLLEHLLMKOB U
yTBEpXAaloWwmx nuy.

MpegbicTOpysi MOXeT 6bITb hopMasiM3oBaHa B paMKax KOJUIEKTUBA, 3aHUMarolerocs obecrneyeHviem
6e3onacHocTn UKT. Byayun hopmasim3oBaHHOW UM HeT. 3Ta XapakTepucTuka SABAsSeTCS UCTOYHUKOM UHop-
Mauuu, UCMNosib3yemMoi B fJaHHbIi MOMEHT, XOTs Ha 60siee He(hopmasibHOW OCHOBe, TakOl Kak «foBepue»;
MHOr1e NpPoAyKTbI/CUCTEMBI BbIGMPAIOTCA HAa OCHOBE penyTauun paspaboTyumka uin nHTerparopa.

BaprnaHToM XxapakTepuUCTUKK, Cepbe3HO paccMaTpuBaeMbiM B HEKOTOPbLIX MHCTaHLUMAX, ABMAETCA Xapak-
TepucTrKa f0oBepus K paspaboTumky. [loBepue K pa3paboTumKy nogpasymeBaeT NpoBefeHNe pa3paboTUnkom
TECTUPOBaHUSA N OLLEeHKN BHYTPU (OUPMbI U (DOPMY/IMPOBaHVeE YTBEPXAEHUSA O JOBEPUM, OCHOBAHHOIO Ha BHY-
TPeHHUX npouegypax gupm. OTmeTKa paspaboTunka O fOBEPUN He MOXeT obecneynTb TakoW e YpOBeHb
[0Bepus, Kak TeCTUpPOBaHMEe He3aBUCUMON TpeTbeil CTOPOHOM, HO HEKOTOPbIe CTOPOHbI CUMTAIOT, YTO paspa-
60TKa CXeMbl pacrno3HaBaHVsA [OBEPEHHbIX Pa3paboTUYNKOB MOXeT COOTBETCTBOBaTbL MHOTMM KOMMEPYECKUM
Tpe6oBaHUAM.

6.28.3 NcTouHUKN

Cwm. [43).

NMpumeyaHne — >dopmanusaynio NOHATUA «NPeAbICTOPUA pa3paboTumka» MOXHO HalTh B Takux MeTogax
rapaHTumu npoteccos, kak CMM (cm. 6.21) 1 UCO/M3IK 15504 (cm. 6.20), B «ATTecTayuun nepcoHana» (cm. 6.36 n 6.37) n
B [leknapauun nocTasliMKa 0 COOTBETCTBUM (CM. 6.24).
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6.29 NCO/M3K 17025 — poBepue K aTTecraymun

I L ~ 1

6.29.1 Uenb

Llenbto obecneveHns fosepus K aTTecTauun siBfsieTCA rapaHTMpoBaHWe CONOCTaBMMOCTU BCeX Mpo-
Lueayp n pesynbTtaToB OLUEHKM AN obecneyvyeHMss COOTBETCTBUSA BCEM pesieBaHTHbIM CTaHZapTaMm, a Takxke
rapaHTMpoBaHne 06 LEKTUBHOCTUN 1N HEATPAsIBHOCTW.

6.29.2 OnucaHne

ConocTtaBMMOCTb BCeEX Mpoueayp M pe3y/ibTaToB OLeHKU A1 obecneyvyeHnss COOTBETCTBUSA BCeEM pene-
BaHTHbIM CTaHAapTaMm, a Takke 06bEKTUBHOCTb M HENTPaSIbHOCTb 06pa3yoT OCHOBY AOBEPUS K arTecTauunu.
[ns npoueaypbl obecneyeHns foBepus KaTTecTaumm TpebytoTcs cpeacTBa OLEHKM C Lie/iblo NpefocTaB/ieHuns
[oKa3aTesibCTBa COOTBETCTBUSA YCIOBUAM U KBSIMAIUKALNOHHBIM TPeboBaHUAM.

CornacHo NCO/M3K 17025 TpeboBaHMsAMM MO aTTecTaunm ABASIOTCA:

a) 1 CobnofeHne cooTBeTCTBYOWMX YacTteli MCO/M3K 17025 (Bkntoyas foka3aTesibCTBO KOMMNETEHT-
HOCTUK ANsA Bcen obnactn 6esonacHocTn VKT).

b) 2 [loka3aHHaa TexHMYeckass KOMNETEHTHOCTb B KOHKPETHOM 06/1acTv ougHKM (ecnm Heobxoaumo, B
HECKO/IbKMX 06/1aCTAX OLEHKN).

CnepoBartesibHO, npoueaypa artectaumun, npuBefeHHas B Tabnuvue 4. 06begmHaeT 6a30Byl0 aTTecTa-
umio [cobnioaeHre Tpe6oBaHW B ONOMHEHME K NYHKTY 1 nepeuncnenus a)] v No mMeHbluei mepe oaHy npo-
Leaypy MULEeH3NpoBaHusa [cobntogeHne Tpe6oBaHNi B AONOMHEHNE K NYHKTY 2 nepeuncieHns B)].

Ta6bnunya 4 — lMpoueaypa arrectauum

Mone nuueHsnpoBaHusa 1 | Mone nuueH3npoBaHus 2 | Mone nuueH3snpoBaHus n

M— mwalwilll n....... B cooTtBeTcTBMM ¢ MICO/M3K 17025

CpepcTBa OLEeHKN, UCMOMb3yeMble (hU3ndecKnmm nnm lpuanyeckumm iuamm no YacTHOMY npasy, MOryT ObITb
aTTecToBaHbl MO COr/IalleHIO Mo aTTecTaumm, JOCTUTHYTOMY Mexay cepTUdMKaLMOHHOM opraHu3auuer n onepaTo-
pom. MpeaBapuTenibHOE yC/I0BME AN1S aTTecTauum 3aKioyaeTcs B TOM, YTO 3TU OLeHOYHbIe opraHu3aunm He MoryT
y4acTBOBaTb B pa3paboTke, N3roTOB/IEHMN UM NPOAAXE Ha PbIHKE NPOAyKUMM, nogsiexatleli oueHke. CnepoBatenb-
HO. B MPUHLMME 3TO He MPeNnsTCTBYeT BO3MOXHOCTM aTTecTaLumm Tak HasbiBaeMbIX «/1labopaTopuii nocTaBLLmKay.

B kauecTBe OCHOBbI NpoLlecca aTTecTauun faHHbIil CTaH4apT cneunduumpyet obuwmne Kputepumn Tex-
HMYECKOl KOMMETEHTHOCTM MCNbITaTeNbHbIX NabopaTtopuii, BKIOYas NoBepoyHble naboparopumn, HesaBUCU-
MO OT paccmatpuBaemoii otpacnm. NCO/M3IK 17025 npegHasHayeH A1 UCMO/Ib30BaHUSA MUChbITaTe/IbHbIMU
naéopaTtopusasMn 1 NX cepTUUKALNOHHBIMU OpraHu3auuaMm, a Takxe APYrMMu opraHamu, CBSA3aHHbIMU C
NpU3HaHMeM KOMNETEHTHOCTU UCMbITaTeNbHbIX NabopaTtopuiti. 3TOT Habop KpUTepueB NOMOJHAETCA B c/ydae
NPUMEHEHNS K KOHKPETHOMY CeKTopy 6e3onacHocTn UKT.

MpumevyaHne — OueHKa He3aBUCKUMOI TpeTbeli CTOPOHOI No «O6LWmMM KpuTepusiM» no MCO/M3K 15408 npo-

BOANTCS CEPTUULMPOBAHHLIMW U NNLEH3NPOBAHHBIMU OLEHOYHBIMW OpraHn3aunsMn B COOTBETCTBUM C TpeboBaHNAMMN
NCO/M3K 17025.

6.29.3 WNCTOYHUKKN

Cwm. [11] n [12].

MpumeyaHne — WNCO 17025 asnsaetca paspaboTkoint PF24 NCO/KACKO KomuTeT Mo oueHke COOTBETCTBUA.
OueHka u atTectaums.

6.30 NCO/M3K 13335 — MeHep)XMeHT 6e30MacHOCTM MH(POPMALNOHHBLIX N TeNIEKOMMYHUKaLMOHHbIX
TEXHOJ/IOTUIA

6.30.1 Uenb

MpepoctaBneHne o6LLero PyKOBOACTBA MO OLEHKE N MEHEIXXMEHTY PUCKOB 6€30MacHOCTU.

6.30.2 OnucaHune

MCO/M3K 13335 coctouT M3 cepun CTaHOapPTOB W TEXHUYECKUX OTHETOB ANA O06ecrnevyeHus pykKo-
BO/ACTBA. HO He ANA NPUHATUA peLleHni i No acnektam yrnpassieHUs 6e30MacHOCTbI0 MHOPMAaLMOHHbBIX 1
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TeNeKOMMYHMKaUNOHHBbIX TexHonorun (UTT). Jluya, oTBevawowme 3a 6es3onacHocTb VKT B pamkax opraHu-
3auunun. AO/MKHbI YMeTb aganTupoBaTb MaTepuan MCO/M3IK 13335 gna yaoBreTBOpeHus ee cneymdmnyeckmx
notpe6HocTeli. OCHOBHbIM Ha3sHavyeHneM MCO/M3K 13335 sBnsietcs:

1) onpefeneHve v onvcaHne NOHATUIA, CBA3aHHbIX C yrnpas/ieHneMm 6esonacHocTbio UTT:

2) ngeHTUdMKauns B3aMmocBsseli Mexay ynpasnieHnem 6e3onacHocTbio KT n meHemxkmeHToM VKT B
Lesiom;

3) npeacTaB/ieHNe HEeCKONbKUX Mofesneli, KOTopble MOryT UCMNO/b30BaTbCA 415 Pa3bACHEHUS NOHATUA
«be3onacHocTb NTT»;

4) npepocTaB/ieHne o6 ero pykoBoAcTBa no MeHeMxmeHTy 6e3onacHocty UTT (PMBUTT).

MBUTT onucbiBaeT OCHOBHbIE MOHATUSA, /leXallie B OCHOBE OLEHKM puUcCKa U MeHe[KMeHTa pucka,
BK/1HOYasA TEPMUHOOTNIO U O6LWMIA NPOLECC OLIEHKN U MeHeIKMeHTa PUCKOB.

MBUWUTT paspaboTaHo A1 ynpasreHuss npobnemamy MHOPMaLMOHHONM 6e30nacHOCTVM B LEe/ioM C
y4YeTOM Takux BOMPOCOB, Kak TexHuyeckue, msnyeckmne, npoueaypHble N afiMUHUCTPATBHbIE Mepbl ynpas-
nevnss. MBUTT He TONbKO SIBMSIETCS OCHOBOW OKasaHWsi MOMOLLM opraHu3auun B pa3paboTke W yay4ylleHnun
COGCTBEHHOW apXUTEKTYpbl MHPOPMaLMOHHOW 6e30nacHOCTH, HO 1 NpeHa3HayYeHo A5 YCTaHOBNEHNSA 06LL-
HOCTWN MeXAy opraHusauueii.

MBUTT ob6ecneumBaeT CTPYKTYPY MeHemxkmeHTa 6e3onacHocTn UTT. MBUTT coaepxut obeyxaeHne
BbICOKOYPOBHEBbIX NOHATUI 06 ynpasieHUn 6e3onacHocTbio UTT 1 BBOAUT 06Lmne TpeboBaHUs K aHanusy u
MeHeKMEHTY pYCKa U MeTOAbl OCYLLEeCTB/IEHNA 3TOr0 aHasin3a u MeHeKMeHTa.

Mpouecc MeHeAXMeEHTa pPUCKa, ONpefesieHHbln B pa3pabaTbiBaeMoit yactn 2 MBUTT. TpeGyeT BHe-
OpeHns COOTBETCTBYHIOLMNX Mep ynpaB/ieHUs U npegsiaraet KOHKpeTHble Mepbl ynpaBfeHus, BblbpaHHble U3
MCO/M3K 17799 vnn ns PykoBoacTBa no 3awute 6asbl UT.

MBUTT n3 NCO/M3K 13335 HaxoauTCAa Ha cTaaum nepecMmoTpa M 4acTUYHOIO U3MEHEHUA NpeablayLmx
n pgelictytowmnx PMBUT. Mo 3aBepleHnmn atoro npouecca PMBUT MoxeT BKIWOUMTL Criegytolme 4yacTu nog,
obWwmm HanmeHoBaHnem «MHdopMaUnoHHas TexHonorusa. Metogbl U cpeacTea obecnevyeHnss 6€30MacHOCTU.
MeHeXMeHT 6e30NacHOCTM MHAOPMALMOHHBIX U TEIEKOMMYHUKaLMOHHbBIX TEXHOOMNA»:

- yacTb 1. KoHuenumn n mogenn meHegxmeHTa 6e30nacHOCTU MHPOPMALNOHHBLIX Y TeNEeKOMMYHUKaLM-
OHHbIX TEXHOSOIWIA;

- yacTb 2. MeToabl 1 cpeacTBa MeHeAXMeHTa pUCKOB 6€30NacHOCTUM MHPOPMALNOHHBLIX Y TENEKOMMY-
HUKaLNOHHbIX TEXHOMOMMIA.

MCO/M3K 13335-1:2004 oTmeHsieT 1 3aMeHsieT MCO/M3K 13335-1:1996 n ISO/IEC TR 13335-2:1997.
OH Takxe BKNtoyaeT B cebs ISO/IEC TR 13335-5:2001.

MNCO/M3K 13335-2 oTmeHseT u 3ameHseT ISO/IEC TR 13335-3:1998 n ISO/IEC TR 13335-4:2000.

ISO/IEC TR 13335 Bk/toyaeT B cebs crnegyrolme 4yactn nog obwmm HanmeHoBaHneM «/IHpopmMaLumnoH-
Hasa TexHonornsa. PykoBOACTBO MO MeHeAXXMeHTYy 6e3onacHocTu UT»:

- yacTb 3. MeToabl MeHeg)XMeHTa 6e3onacHocTu UT;

- YacTb 4. Bbi60p 3aWmnTHbIX Mep;

- yacTb 5. PyKoBOACTBO MO MEHeaXXMeHTY 6e30NacHOCTU CeTu.

6.30.3 VICTOUYHUKMU

Cwm. pasgen 2 MCO/M3K 13335-1. ISO/IEC TR 13335-2. ISO/IEC TR 13335-3, ISO/IEC TR 13335-4,
ISO/IEC TR 13335-5. UICO/M3K 17799.

Cwm. [33].

MpumeuaHuns

1NCO/M3K 13335 aBnsetcs pesynbtatom paspabdoTtkn PI 1/MK27/TO 1NCO/M3K «/HhopmaLMoHHasa TEXHONOMMS.
MeTogabl 1 cpefcTBa obecneyenHuns 6esonacHocTu. TpebosaHus, ycnyrn no obecneyeHnto 6€30NacHOCTM U PyKOBOACTBAY.

2 NCO/M3K 13335 k MoMeHTy nsganma NCO/M3K 15443-2 Haxoanncsa Ha cTaaumn nepecmoTpa, BKIK4Yas pecTpyk-
Typv3aunio U n3mMeHeHne HavMeHoBaHusA. MnaHupoBanoch, YTo HoBble yacT MCO/M3IK 13335. paHee MMeBLLME Hau-
MeHOBaHue «PyKOBO,qCTBa Nno MeHeoXMEHTY 6e30nacHocCTH NT», 6y,qu KOCUTb Ha3BaHue <<MeHe,qM(MEHT 6e3onacHocTn
MHCGOPMALMOHHbIX U TETEKOMMYHUKALMOHHbBIX TEXHOMOMMiA», MBUKT.

6.31 BS 7799-2 — cucTeMbl MeHeAXMeHTa uHhopmaumnoHHol 6e3onacHocTn. Cneyndunkayms
C pyKoBOACTBOM o npumeHeruio 0

6.31.1 LUenb
dopmupoBaHue TpeboBaHMli MO CO34aHUI0 N MEHEMKMEHTY 3(PEKTUBHON CUCTEMbI MEHeA)KMeHTa UH-
dopmaumnoHHol 6esonacHocTn (CMUB).
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6.31.2 OnucaHne

B BS 7799-2 nogpo6HO m3naratoTcsa TpeboBaHMSA MO CO34aHWI0, BHEAPEHMIo, 3KCcnyaTtaunum, MOHUTO-
pUHry. NpoBepke, NOALEPXKAHMIO U YNYULLIEHNIO AOKYMEHTUPOBaHHOM CMUB B KOHTEKCTe 06LWuX AeNoBbIX py-
CKOB opraHusauumn. B Hem Takke onpegesieHbl TpeboBaHUSA NO BHeAPEHMIO Mep ynpaB/ieHNss 6e30MacHOCTbIO,
afanTupoBaHHble ANS NOTPebHOCTel oTAeNbHbIX OpraHu3auuii U nx nogpasaeneHnii.

CMUB. pa3paboTaHHas c nomowbio BS 7799-2, yunTtbiBaeT obuwme AenoBble PUCKU OpraHu3sauum
npu onpegeneHnn afekBaTHbIX U MPOMOPLNOHAaNbHbBIX Mep ynpasB/ieHUs 6e30MacHOCTbIO A48 3awWuThl UH-
opMaLNOHHbIX aKTUBOB 1 0becrneyeHns foBepus noTpebuTenern n apyrnx 3anHTepecoBaHHbIX CTOPOH.
YyeT 06WMX Aef0BbIX PUCKOB OpraHusauum n obecrneyeHne AoBepus NoTpebuTenein n Apyrnx samHTe-
pecoBaHHbIX CTOPOH AO/MKHbI NoAAepXuBaTb U YyCUNIMBaATb KOHKYPEHTHOE MpeuMyLecTBo, yBennymBaTb
OEHEeXHbI NOTOK, NPUOLINBHOCTb, YNydlaTb MPaBoOBOe COOTBETCTBME M KOMMEPYECKUA MMUAX OpraHu-
3aumn.

Ona adhPeKTUBHOro PyHKLMOHNPOBaHNA OpraHnsaunsa fo/mHKHa naeHTUduLmMposarTbs MHOTMe BUAbl CBO-
el feAaTenbHOCTU M ynNpaBnaTb UMWU. Jllo6as COBOKYMHOCTb BUAOB AEATE/IbHOCTU, UCMNONb3YioWan pecypcbl,
MOXeT paccMaTpvBaTbCsl Kak npouecc, Npeobpasyolnii BXOAHbIE JaHHble B BbIXOAHble. HacTo BbIXOAHble
[aHHble OHOro npolecca HernocpeacTBEHHO hOPMUPYIOT BXOAHbIE flaHHble nocsegytolwero npouecca. MNpu-
MeHeHWe CUCTeMbl MPOLIECCOB B pamMKax opraHumsauumn, Hapsgy ¢ uaeHTudukauueli n B3anmogelricTBuaMu
3TUX NPOLLECCOB N PYKOBOACTBOM MMW. MOXHO Ha3BaTb «MPOLECCHbIM MOAXO0A40M».

BS 7799-2 ncnonb3yeT NPOLECCHbI NOAX0A, YTOObI NOAYEPKHYTh A1 CBOUX MOJIb30BaTe/1el BXXHOCTb:

a) 3HaHMA TpeboBaHUii 6e3o0nNacHOCTU Ae/10BOW MHhopMauum n Heo6xoaMMOCT DOPMUPOBAHMS MONKU-
TVKN 1 Lenel nHpopMaLunoHHoi 6e3onacHoCTu;

b) BHeApeHNs 1 aKcryatauuy mep ynpasfieHUs1 B KOHTEKCTEe MeHeMKMeHTa 06LNX Ae/1I0BbIX PUCKOB
opraHusaummn:

C) MOHUTOpPUWHra 1 aHann3a OyHKUNOHMpoBaHnsa n adpbcpekTnBHoctn CMUB;

d) NOCTOAHHOrO yNy4leHNs Ha OCHOBE OOBHLEKTMBHOIO U3MEpPEHUS.

OCHOBHOli MoAenbto npouecca, npumMmeHsieMoli BS 7799-2. aBnsieTca mMogesnib «naaHUpoBaHWe — Ocy-
LecTBneHne — npoBepka — gelictBue» (POCA), KOTOPYHO MOXHO HaliTu BO MHOTMX CTaHAapTax TeXHOs0ru-
YeCcKMX NPoLEeCccoB.

6.31.3 NIcTOUYHUKMN

Cwm. (53]

MpumeyaHus

1BS 7799-2 asnseTvcs paspaboTkoii BS| (BpuTtaHckuii HCTUTYT cTaHgapToB). 389 Chiswick High Road. London W4
4AL. United Kingdom.

2 BS 7799-2 6bin onybnvkoBaH B Ka4ecTBe HalMOHanbHOro ctaHgapta AS/NZS-2—2003 B AscTpanun n Hosoik
3enanguu.

6.32 VCO/M3K 17799 — npakTu4yeckue npaBuia MeHeg)XMeHTa MHPOPMaLMOHHON
6e3onacHocTn g

6.32.1 Uenb

Co3gaHne CTPYKTypbl, NO3BONAOWeN hupmam paspabaTbiBaTb, BHeAPATb U N3MepPATb 3(PEKTUBHYIO
NpakTUKy ynpassieHns 6e30MnacHOCTbIO, Kak NpaBwu/io, Ha ypoBHE OpraHn3aumn.

6.32.2 OnuncaHune

NCO/M3K 17799 aBnseTcs MexAyHapoAHbIM CTaHAApTOM, BKIOYaloWMm B cebs nepefoBor OnbIT
B o6sactm nHdopmaunoHHOM 6e3onacHOCTU. BnepBble OH 6bu1 ony6siMkoBaH kak BS 7799 Ao npuHATUSA
MNCO/M3K 17799 nocpeiCTBOM YCKOPEHHOI NpoLeaypbl C UCMNO/Ib30BaHMeM 06LeA0CTYNHOM cneymdmrKanmm.
MNMepBoHavYanbLHO OH 6bIN pa3paboTaH B OTBET Ha TpeboBaHMe CO CTOPOHbI MPOMbBILLIEHHOCTN MO CO34aHNI0
o6Lel CTPYKTypbl, NO3BOASOWeENA hupmam paspabaTbiBaTb, BHEAPATb U U3MEPATb 3(PEKTUBHYIO NPaKTUKY
yrnpaBneHnsi 6e30MacHOCTbIO 1 obecrneyvBaTb AOBepue K Toproeae mexay pupmammn. MCO/M3K 17799 oc-
HOBaH Ha MepefoBOM ONbITe B 061acTU MHPOPMaLNOHHOW 6e30NacHOCTU BeAyLMX GPUTAHCKUX U MexXayHa-
POAHbIX KOMMepPYeCKNX NPeAnpusaTuii N NONYyUYNN LWMPOKOE MeXAyHapoAHOoe NnpusHaHue.

NCO/M3K 17799 saBnsieTca cBOAOM NpaBwi A/1 KA4eCTBEHHOrO ynpaB/ieHUs MH(OpPMaLVOHHOK 6e3-
onacHocTblo. PoacTBeHHbIN BS 7799-2:1999 saBnseTcs cneuunduvkaumeil cuctem MeHegxmeHTa nHopma-
LMOHHON 6e3onacHocTn. CTaHAapT NPUMEHANCA Kak creuudmkaumna TpeboBaHUn K cMcTeMe MeHeXMeHTa.
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B CpaBHEHUN C KOTOPbIMW MOXHO OLEeHMBaTb OpraHn3auuio Ha COOTBETCTBUE W MocnefyloLyto ceptudmka-
umto. BS 7799-2 ny6siMkoBasicst Kak HauMOHa/IbHbIA CTaHA4apT B APYrUX CTpaHax.

NCO/M3IK 17799 MOXeT NPUMEHSTLCA KO BCEN MHDOpMauMyM HE3ABMCUMO OT BUAA HOCUTENEN, Ha KO-
TOPbIX OHa XPaHUTCSA U nepefaeTcs, UM MecTa ee pasmeleHns. Kaxaoe kKommepyeckoe npeanpustne Hyx-
[aeTca B CMCTEME NOCTOAHHOIO MeHea)XMeHTa pPUCKOB ee MHdopMauun, 1 AaHHbI cTaHgapT npeacrtaBnser
CcOo60ii pyKOBOACTBO MO NIyYLIMM AOCTYMHbIM MepaM ynpasfieHusl. BaxHo, 4To6bl COOTBETCTBYIOLWMNE MePbI 1
LenM ynpasfieHns BbIGMPa/IMCb C NCNOJSIb30BaHMEM MpoLecca OUEHKN puUcKa U NMPUMEHEHUS NPaBU/IbHOCTH
YPOBHSA ynpas/fieHus.

B NCO/M3K 17799 ycTtaHOBNEHbI crieaytowme Mepbl yrpaB/ieHUs, onpeaensioume XopoLwyr npakTuky
obecrneyeHns 6e30MacCHOCTV B MPOMBbILL/IEHHOM CeKTope:

- NONNTUKa MHAPOPMaLMOHHOW 6e30NacHOCTH;

- opraHu3auua 6e3onacHocTu:

- Knaccudmkaumsa akTMBOB U yrpasB/ieHne Mmu;

- IM4Han 6e30NacHOCTb;

- pusmyeckasn n akonornyeckan 6e30nNacHOCTb:

- KOMMNbIOTEPHOE N CeTeBOe yrnpassieHune;

- ynpasnuHue UcTyrnom K cucteme:

- pa3paboTka 1 06CnyxunBaHmne cucTem:

- N1aHNPOBaHVe HenpepbIBHOCTU BU3Heca;

- COOTBETCTBME.

6.32.3 VICTOUYHUKMU

Cwm. pasgen 2 NCO/M3BK 17799.

Cwm. [53).

MpumeyaHne — WCO/M3K 17799 aBnsaetca paspaboTtkoii paboueii rpynnbl PT 1/MK 27/CTK 1 UCO/M3K «UH-
dopmaumoHHas TexHonorus. Metoabl U cpeacTsa obecneyeHus 6esonacHocTu. TpeboBaHusa, ycnyrn no obecneyeHuto
6e30MacHOCTV 1 pekoMeHAauumn».

6.33 FR — ucnpaBneHue gedekrtos (B ob6uieM)

6.33.1 Uenb

MonyueHne LenecoobpasHoin nHpopmauum o gedekrtax u cboax U Nx UcrnpasBneHne, Koraa NpoaykT Ha-
XOANTCSA Ha CTagun BHeAPEHUA WA SKchyaTauum.

6.33.2 OnuncaHue

Mpwn BHeAPeEHUM UM IKCNlyaTaunm NpoaykKTa HEMCNPaBHOCTU M AedieKTbl noaBepraroT NHPOPMaLNOH-
HYIO CUCTEMY OMACHOCTW HEMPaBU/IbHOIO cpabaTbiBaHUA W/Uan aTakn. Ha aToli ctagun cnenyeT BbINOMHATL
cneayowme npasuna:

- onepaTtop AOJ/DKEH NoaaepXunBaTb CUCTEMY B 6€30MacHOM COCTOSIHUM, Hanpumep NMpUMEHSI CUCTEMbI
06HapyXeHUs, O6HOB/ISASI CBOK CUCTEMY C MOMOLLI HOBEMLWNX NaTyeil UM NocpeLcTBOM BPEMEHHOTO Orpa-
HMYeHNA ee PYHKUMOHAaIbHbIX BO3MOXHOCTE;

- onepartop A0/DKeH HanpaBnATb MHopMauuio 06 aTakax 1 c60sX B COOTBETCTBYIOLINE NHCTAHLUUN, Ha-
npumep paspaboTyunKy, B LEHTP 60pbLObLI C YUpe3BblHaHBIMK CUTYyaUUAMU, aAMUHUCTPATOPY, NOJIb30BaTeNSIM;

- pa3paboTumK AO/DKEH OTBEYATb 3a CBOU NPOAYKLMIO N CUCTEMBI, BblAaBas COOTBETCTBYIOLLME PEKOMEH-
Launm BCEM MOTEHUMa/lbHO 3aMHTEpPEeCOBaHHbIM NOMb30BaTeNsM, pasdpabdaTbiBas U pacnpenenss «3anaatkm»
0N ncnpasneHns cboes/gedekToB. yrpoxaruwmx 6ezonacHocTn. CnefyeT NpUMeHATb CUCTEMY pacnpegene-
HMA NPOrpaMMHbIX CPEACTB 3alUnTbl AaHHbIX.

Bce 0653aHHOCTM A0/KHbI 6bITb (OPManM3oBaHbl, HaNnpumep OTBETCTBEHHOCTb pa3paboTyMka 3a
CBOUW NPOAYKTbl N YCNYTX, CBOEBPEMEHHYIO KOPPEKLMIO OWNBO0K, a Takxke paspelleHne Bcex NnpobsieMm nosnb-
30BaTens 1 0653aHHOCTb 3a pacnpefjenieHne «3annaTtok» BCeM MNoJsib30BaTesiIiM Mnocne paspelleHns npo-
61emMbl OQHOTO N3 HUX.

WcnpaBneHve fedekToB 00bIYHO CHUTAETCA HE3aBUCKMMbIM OT NOAAEPXKKA PENTUHTA OLLEHKM.

«3annaTkamu» ABNAIOTCA NPOrpamMMbl, ycTpaHsoLmne owmnbkn nnu cnabble mecta B MO, a Takxe ogHUM
13 Hanbosiee pacnpocTpaHeHHbIX MeTOAO0B MCnpaB/eHns AedeKToB B cMcTeme 3awnTbl. OAHAKO NHCTaNNNA-
LMs HOBeMLWMNX NocTaBNseMbIX NMPOAaBLOM «3ansiaTok» He SABNSETCHA uaeaslbHbIM pelleHneM npobnem 6es-
OMNacHOCTU. TakK Kak:
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- HEMNpepbIBHbIA MOTOK «3anaTok» MOXEeT 6bICTPO «3aTONUTb» agMUHUCTPATOPOB, KOTOpPbIe U TakK 06-
peMuHeHb! [pyrummn agMUHUCTPATUBHBLIMU 3aJa4aMu.

- Aaxke mocsie yCTaHOBKM OpraHusauuneli Bcex HOBEMLMX «3aniaTtok» HOBble aTtaku, Hanpumep yepes
WNHTepHeT, MOryT NpoAo/MKUTLCS;

- Npy 06HapyXeHUn HOBbIX aTak 1 ony6/MkoBaHun UX B IHTepHeTe 60/1bLIOe YNCNO ceTell HemeaIeHHO
CTaHOBUTCA YA3BMMbIM [/11 3TUX artak, noka 6yayT co3AaBaTbCs U yCTaHaB/IMBATLCA HOBble «3annatku». [o
Tex Nop noka He ByAeT co3aaHa ahPEKTUBHAA «3aniaTtka» Ana NpoTUBOLENCTBUA HOBO atake, MOryT Npoii-
1 Hegenn wnn mecsaupl, 1 MopaxeHHbIe CepBepbl OCTAHYTCSA OTKPbITLIMU /151 aTak;

- opraHusauum MoryT noggepxusaTb CBOKO OCBEOMJ/IEHHOCTb O HOBbIX «3ansaTkax» nocpeacTsoM MO-
HUTOPVHra pekoMeHgauuin B 061act 6e30NacHOCT B OTHOLLEHUW Yrpo3 UM pacnpocTpaHeHHbIX aTak. Takxe
pekoMeHaLun BbIAAIOTCA Pas/IMYHbIMU OpraHmnsaumsamMm 1 06bI4HO CCbINAOTCA Ha KaKylo-nmbo «3arnsiaTky»
unu paboTy, B pe3ynbTare KOTOPO/ yNOMsHyTas ys3BUMOCTb 6yAeT IMKBUAMPOBaHa;

-AeiCTBMS NO MCMApaBfEHUIO OWNOOK O6bIMHO O6beAUHeHbl B MeTOAbl, KOTOpble MpeAcTaB/ieHbl
B NICO/M3K 15408 niam CMM.

6.33.3 VICTOUHUKMN

MpuMeuyaHne — VCTOUHMKOM pekomeHpauuii B o06n1acTn 6e30macHoCcTU sIBASeTCA rpynna KOMMbTEPHOI
«CKOpOI nomowu» yHusepcuteta KapHern — MennoHa.

6.34 PykoBoAacTBO No 6a30BOW 3awWnTe MHHOPMALMOHHbIX TEXHOOMMNA

6.34.1 Uenb

O6ecneyeHne Habopa npakTuyecknx mep 6esonacHocTu Ana cuctem UKT, KoTopble B ciy4vae ¢ 06blY-
HOW opraHu3auuvel agekBaTHbl U AOCTATOYHbI ANA BbINOMHEHMS TpeboBaHWn NO 3aluTe U KOTOpble Takxe
MOryT 6bITb MOAMULNPOBaHbI ANst 60/1ee XeCcTKUX TpeboBaHMi No 3awunTe.

6.34.2 OnucaHne

BasoBas 3awmta T C NOMOLbLIO COOTBETCTBYIOLErO NPUMEHEHNA Mep 6e30NacHOCTU, CBA3aHHbIX C
opraHusauuei, nepcoHasnom, NHPPACTPYKTYPON U TeEXHUYECKMMU TpeboBaHUAMK, NpeaHasHavyeHa ans obe-
creyeHMs Takoro ypoBHsi 6e3omacHocT cuctem VIKT. KOTOpbIi afekBaTeH U AOCTaToueH AN BbINOSIHEHUS
TpeboBaHuWii NO 3aluTe 06bIYHON OpraHM3aun U MOXeT C/TYXUTb OCHOBOW ANns nNpuMeHeHuin UKT. Tpebyto-
LLMX BbICOKOV CTeneHn 3alnTbl. B 3TOM OTHOLLIEHMM PYKOBOACTBO No 6a3oBoii 3awmnTte T pekomeHayeT Takme
3/1IEMEHTbI, KOTOpble 06beANHSAIOTCA B KOMM/IEKCbI Mep 6e30MacHOCTU ANA TUMUYHBLIX KOHdurypauuin WKT.
YrpoxaroLwmx yCcnoBuin 1 opraHm3aunoHHbIX TpeboBaHWA.

[ANsa NoaroToBKM HACTOSLLEro PyKOBOACTBA HeMeLKoe AreHTCTBO MO MHAOPMAaLUMOHHOM 6e30nacHOCTU
npeanonarasio NCNosib3oBaHVe CLeHapueB PUCKOB Ha OCHOBE 06LLen3BeCcTHbIX Yrpo3 1 ys3BMMOCTei. [is
NPOTMBOAENCTBNA 3TUM yrpo3am 6bin pazpaboTaH NOCTOAHHO OGHOBSEMbIN CTPYKTYPUPOBaHHbIV KOMMNIEKC
Mep 6e3onacHocTu. CnefoBaTenbHO, NOMb30BaTENAM HaA0 TO/IbKO 06ecneynTb NOCTOAHHOE U NOJSIHOe BHe-
ApeHne pekoMeHAyeMbIX Mep. OpraHu3auusa npouecca BHeApeHUs B BUAE KOHTPOJIbHOrO Crivcka rno3sosiseT
3KOHOMHO peanM3oBbIiBaTb TpeboBaHMA MO 3awmnTe 06bIYHbIX VIKT.

Monntukn 6e30NacHOCTU OpraHmM3aumnm MOryT CCblnaTbCs Ha o6l me Mepbl PyKoBOACTBa No 6a30Boi 3a-
wute UT. Taknm obpasom, 6a3zoBasd 3awuTta VT CTAaHOBUTCA OCHOBOW COrfalleHnst Mo MepaM, OTBeYaroLmm
06bIYHbIM TPE6OBAHUAM 3aLUUTbI.

OpHako 0606LeHHble NoAXoAbl, UCMoMb3yeMble A1 6a30BON 3alUTbl, HeMb3a cpasy NPUMEHATb K CU-
ctemam VKT. Tpebylowmm 60nee BbICOKMX YPOBHel 3awntbl. Heo6xoaumMo obecneunTb, UYTOObl B Cyyasx
npumeHeHusn VKT. TpebytoLwmx 6onee BbICOKMX YPOBHEN 3aluunTbl, OTAe/bHble CMOCO6bI aHanm3a 6e30MnacHo-
CTU NpumeHeHuii KT npoBoannuchb 6bl B A4OMNOJ/IHEHME K YCOBEpLUEHCTBOBaHMIO 6a30Boi 3awunTtbl MKT. 3T10
npueeeT K NosiydeHunto 6oee cneungunyeckmnx pesynbtaTos nNo BblI6opy U/mnmn paspaboTke AO0MO/HUTENbHBIX,
KayecTBEHHO 601ee 3ahPEKTUBHBLIX MEP B AOMNOSIHEHME K CYLLECTBYOWMM Mepam 6a3oBoit 3awunTbl UKT. Mpn
3TOM, B CBOIO OUepe/ b, NOBbILAETCA CTOMMOCTL/3hEeKTUBHOCTL 6a30BOM 3awntbl KT.

[na obecnevyeHns yaoBAeTBOPUTE/IbHON 6a30BO 3awmTbl AT HeJOCTaTOYHO AaXe Ha OCHOBE PYKOBOA-
cTBa no 6a30Boli 3awmnTte T ToNbKO oAMH pa3 pa3paboTaTb NOANTUKY 6€30MaCHOCTU CUCTEMbI. TOYHEee, Npo-
eKTupoBaHue. BHepeHne N MOHUTOPUHT Mep 6e3onacHocT KT ABMAIOTCA LMKIMYECKUMU TpeboBaHMAMN U
Takke MOryT UHULMMPOBATLCA HapYyLIEeHNsIMN 6e3onacHoCcTu. 3ajadva obecneyeHns ya0BNeTBOPUTE/IbHOW 6a-
30BOl 3almTbl VT nmeeT 60MbLUIOE 3HAYEHME U AO/DKHA pellaTbCs PYKOBOACTBOM areHTcTBa/pupmebl. B nog-
LEPXKY pelleHnsa 3ToM 3afayum pyKOBOACTBO Mo 6a30Bol 3awmte UT AO/MKHO NPeasioxXnUTb NiaH AeNCTBUN.
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6.34.3 WNCTOYHUKN
Cwm. [33).

6.35 lcnbiTaHMe NPOHNKHOBEHUNEM [

-*0->

6.35.1 Uenb

WcnbiTaHne adpheKTUBHOCTU BHeAPEHHbIX yHKLMIT o6ecrneveHns 6e30MnacHOCTM MOMbITKONM npeogone-
HUSA Mep 6e30MacHOCTU.

6.35.2 OnucaHue

McnbiTaHne NPOHMKHOBEHMEM NPOBOAMTCA A/ aHann3a aheKTMBHOCTU (PyHKUMIA ob6ecneyeHns 6es-
onacHocTu. lMcnbiTaHne MPOHUKHOBEHMEM MPOBOAUTCA MOC/IE YCMELWHOro 3aBepLlleHnst TeCTOB Ha KOPPEeKT-
HOCTb. /icnbiTaHne NPOHNKHOBEHNEM pacrnpoCTPaHAEeTCS Ha NPOAYKTbl, KOTOPbIe ABAAIOTCA NPaBWUIbHbLIMU, HO
He 3aliuLleHbl.

Llenbto ucnbITaHUsA MPOHUKHOBEHWEM SIB/ISIETCS OOHapyXeHue YA3BUMOCTel npojayKTa. YA3BUMOCTU
noapasfensioT Ha yA3BMMOCTUM B KOHCTPYKUUW W 3KCMlyaTauMOHHbIe YS3BUMOCTU. BO3MOXHbIMU YyA3BMMO-
CTAMU SAABNAIOTCA BPEAOHOCHbIe YacTu MPOAYyKTa WUAW CKPbITble KaHaslbl. YA3BUMOCTM MOTYT MOABASATLCA He-
nocpeACcTBEHHO MpU 3anycke CUCTEMbl WKW NO3AHee, NpU BBeAEHUN B ee fAelicTBue cnelnasibHbIX BXOAHbIX
AaHHbIX. MNocnegHWii cueHapuii NO3BO/MSET OCYLLECTBASATh 3an/laHMPOBaHHbIE aTakum Ha cuctemy B sob6oe
Bpems ee (PyHKLMOHNPOBAHUSA. YA3BMMOCTM MOTYT NOSABATLCA HenocpeACcTBEHHO Npu 3anycke cUCTEMbI Un
nosgHee, Npu BBEAEHUN B CUCTEMY ChneuuanbHbIX BXOAHbIX JaHHbIX. CnegoBaTesibHO, BCE 4AaCTU MPOAYyKTa
[O/DKHbI MOMeYaTbCA Kak NMOTeHUMaslbHO OnacHble. YS3BMMOCTM akTUBU3MPYIOTCS B OCHOBHOM PegkuMu U He-
OXUAAaHHBbIMU, Yallle BCEro HesiBHbIMU (CKPbITbIMW) BXOAHbIMU AaHHbIMMN.

MnaH » MeToAMKM UCMbITaHUA NPOHUKHOBEHNEM Cneun@uUUUpyoTCAa Ha OCHOBe pe3ysbTaToB aHasinsa
6e30MacHOCTM NMpoAykTa. AHanIn3 6e30MacHOCTU ABSIETCA NOATBEPXAEHNEM Ha/IMUNS YyS3BUMOCTU 6e3 npo-
BeleHUs1 UCMbITaHNS MPOHUKHOBEHMEM. B nnaHe vcnbiTaHW cneunduUupyoTcs ataku, KOTopble AO0/DKHbI
6bITb BK/IIOYEHbI B METOAMKN UCTbITaHWIA. VcnbiTaHe NPOHUKHOBEHNEM AB/ISAETCA MOMNbITKOM 060ATU YyHKLN
3awuTbl NpoAaykTa. MPOHMKHOBEHME ABASETCSA Pe3y/IbTaTOM YCMELHOro NCMNo/1b30BaHUs yS3BUMOCTH.

CTpaTermsMmn «4epHoro filuka» B UCMbITaHUM MPOHUKHOBEHMEM SIB/SIOTCA O6HAapYXeHne «TPOSIHCKOro
KOHS1», reHepupoBaHue KPUTUYECKUX BXOAHbIX AAHHbIX U MOHUTOPWUHI YyTBepXAeHuii. CTparternm reHepupo-
BaHWA KPUTUYECKNX BXOAHbBIX AaHHbIX BK/IOHAIOT B Ce651 yceveHne BXOAHOrO MOTOKa AaHHbIX, NepenosiHeHne
BXOAHOro 6ydepa 1 gobaBrieHne HeHYXHbIX AaHHbIX K BXOAHbIM, BBOJ, BPeOHOCHbIX KOMaH/ 1 TeCTupoBaHue
B npefefibHbIX pexumax. CTpaTernn «npo3payHoro slmnkKa» BKIOHAKOT B Cebs1 NPUMEHeHMe nioxo cneyudu-
LMPOBaHHOrO, UCMOJ/Ib30BaHHOMO U JOKYMEHTUPOBAHHOIO KOAa, BHECEHWE HENCMNPaBHOCTEN 1 OCHOBaHHbIN Ha
KOAe MOHUTOPUHI YTBEPXAEHUNA.

6.35.3 N'cTouHUKN

Cm. (49).

6.36 ATTecTauus nepcoHana (B ob6uiem)

[ I I mE 0 1
6.36.1 Uenb

ObecneyeHne KBaMdukaumMym nepcoHasna, AOCTATOYHOW AN1S BbIMO/IHEHUSA CTaAuM 3KcnayaTauun cu-
ctem UKT.

6.36.2 OnucaHune

ATTecTauusa nepcoHana siBMSETCS opraHun3auvoHHbIM MpoLieccoM, obecrneynsBatowmum gosepue K nep-
coHany u nogjepxaHue aToro AoBepus (Hanpumep, NOCpPeacTBOM obecnevyeHns U rapaHTUpoOBaHUA Henpe-
PbIBHOTO 06y4YeHus).

ATTecTauusa nepcoHasna, agantTMpoBaHHas K akcnsyataumn VKT. BkiovaeT B cebsi rapaHTMpoBaHue
npuvemnemoro ana UKT obyyeHns, kBanudmkaunum n onbita. ATTecTaums MOXeT Takke BKIOYaTb B cebs ra-
paHTMpoBaHue hr3nHeCKUX BO3MOXHOCTEN, NCUXOIOrNYeCcKol CTabu/IbHOCTU U MOPa/TIbHbIX KayecTB OTAe b-
HOrO /iMua NPUMMeHUTEeNIbHO K akcnayataumn VKT. 0cob0 yumTbiBas acnekt 6esonacHocTn. OnbIT B 061actu
obecneyeHna 6esonacHocTn MKT MOXeT NOCAYXUTb AOMNOSTHEHMEM K 06Leil kBanudumkaumm B obnactm UKT
1 6bITb €€ YacTblO.
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CyujecTByeT 60MbLLOE YNCO BUAOB atTecTauum B ob6nactn VKT, koTopble MOryT o6ecneunTb onpege-
NEeHHYI0 cTeneHb rapaHTumn 6e3onacHocTU OyHKLMOHPoBaHUa cuctem UKT.

ATTecToBaHHble B 061acTn VKT nuua Ao/mkHbI cO06LWaTh 0 MNOBbILWEHNM CBOel KOMNETEHTHOCTM U NpPOo-
13BOAMTENIBHOCTM paboTodarensam, Konaneram n knneHtam. C Apyroi CTOPOHbI, aTTecTaunsi MOXeT Cnoco6-
CTBOBaTb kapbepe crneunanucra, obecneunsas AoNosHUTeNIbHOe goBepue K VIKT.

ATTecTtauma B o6sactu VIKT MOXeT NpoBOANTLCA CNedyowmMmy nmuaMmmn 1 opraHmsanmsmn.

- paboTtopgateniem, COCpeOTOMMBAsAChH Ha 3KCMyaTaunoHHbIX TpeboBaHmsax VKT,

- Npou3BoAnTeNieM, COCpeoToUMBasACb B OCHOBHOM Ha npoaykuum u ycnyrax UKT;

- TpeTbeW CTOPOHOW, COCPeAOTOUMBAsACH Ha NOTPEGHOCTSAX PbiHKA UM Tpe6oBaHUAX NOTPebuTens.

MpumeyaHne — MexayHapofHble cTaHfapTbl MO arTecTauun nepcoHasna UMEKTCA B APYrMX TEXHUYECKUX
061acTAX, HO OKOHYaTeNlbHO He BBeAeHbl B o6iacTb VKT.

KpynHble paboTtogartenn n rocygapcTtBo MOryT MMeTb NOoAPOOGHbIe NpaBuiia BHYTPeHHel aTTecTaymmn
B o6s1acTn UKT. KOTOpble MOTyT OCHOBbIBATbCSA Ha COOTBETCTBYIOLWUX pasfeniax pykosoacTsa Ansa paboT-
HUKOB.

Moowpseman KpynHbIMU NpomsBoauTenamu ceptudmkauna npoaykuumn MKT ctana metogom paspaboT-
KA HOPM B OTHOLLEHWUW KOMMETEHTHOCTM B 0611aCTU MHAYCTPUM KOMMbIOTEPU3aUnn 1 naeHTndukaumn nu,
CTaBLUMX cneunanmctaMmm B HYacTu 3TUX HOpM. MpumMepaMmn BAMSAHUSA CUCTEMbI CePTUdIMKALMN Ha KOMMNETEHT-
HOCTb CNeLnanmMcToB KOMNaHUN 1 KOMMNaHWIO B LIe/IOM SB/ISKOTCS:

- OUNJIOMUPOBaHHbIA UHXEHepP Mo cucTemMaM Kopropauumn «MaikpocodT»;

- agMUHUCTpaTop 6as gaHHbIX kopnopauuun Oracle;

- cepTMnLMpoBaHHbIli CETEBOM agMUHUCTPATOP;

- cepTudmLMpoBaHHbI/ nHXxeHep no NetWare;

- cepTudmkatbl KomnaHnm «Cisco Systems».

B ObICTPO M3MEHSAOLWNXCSA 061acTAX TEXHO10MMIA atTecTaumns B ob6nactm MKT cTOpoHHelh opraHusaumen
BO3HMK/Ia Kak 06pa3oBaTesibHbIli MPOLECC, KOHKYPUPYOLWKWIi C BbiCWMM o06pa3oBaHneM. Mocne 3aBepLueHns
Takoro o6pasoBaTte/lbHOro npoLecca BblAaloTCA cepTudmKaTbl, a He AUNNOMbI, 6e3 yBeJOMIeHNS npaBuTe lb-
CTBa W KOHTPOJIA C ero CTOpoHbl. MiccnegoBaHua nokasanu, 4to 80 % npepnoxeHuii pabotbl B chepe VKT
cofepxaT TpeboBaHUs K 06pa3oBaHUIo 6e3 TpeboBaHNii YHNBEPCUTETCKMUX AUM/IOMOB.

ATTecTaums Bob6nactu KT cTOpOHHe opraHusaumnein uMeeT Lesbto rapaHTMpOBaHUe U COBEPLLEHCTBO-
BaHMe HOoBelWwnX crneymanbHbIX 3HaHWA. MHOrMe opraHbl MO OUEeHKe WAWM aTTecTauum ¢ ux ceptudmkaTamm
ABNAOTCA TPaHCHaUVOHA/IbHbIMU OpraHu3aunsamMm.

TpeTbUMK CTOpPOHaMK, NpegsaralowmMmn artectaymo B obnactn VKT. aBnaioTcs, Hanpumep:

- A+® atTecTtaymsa (Computer Tech Industry Associate);

* IHCTUTYT atTectaymmn crneumasinctoB Mo KoMmnbloTepam;

- HaumoHanbHasn accoumaumns MHXeHepoB Mo CUCTeMaM CBSA3W.

ATTecTaumsa Tuna A*® npuBefeHa HKe B Ka4ecTBe npumepa atrectaumm B o6nactm UKT.

[Ana Toro 4to6bl NOMYYNTL aTTecTaumio Tuna A+, HeEOO6Xo4MMO BblAepXaTb fABa 3K3aMeHa. SK3ameHbl
MMeIoT Lenblo onpefesnieHne HeobXoAUMOIN KOMMEeTEeHTHOCTU ANs chneyvanucta no UT HavyanbHOro ypoBHS
WU TEXHUYECKOTOo creunanmcta cepBmUcHom cnyxbbl T ¢ 06beMOM 3HaHWIA, 3KBUBA/IEHTHbIM NO MeHbLuUel
Mepe 500 yacam MpakTUYecKoro orbiTa paboTbl B 1aboparopumn uin B NOEBbIX YCIOBUAX.

B kayecTBe OCHOBbI /151 YCMELLIHOW cAayn 3K3aMeHOB npegnaratoTcs ANs U3yvyeHus crnegytowme yveb-
Hble MaTepuanbl;

- ak3aMeH A* «Core Hardware» kacaeTcsi B OCHOBHOM annapaTtHbIX CPeACTB C 3/7IeMeHTHO 6a3oi dup-
Mbl Intel nin coBmectmoli annapatypoi MNK:

1.0 OCHOBHbIE MO0XEHUSA NO ONepPaLMoOHHbIM CUCTEMAM,

2.0 NHcTannsauus, KoHdurypauus n mogudumkaumns.

3.0 flnarHocTuka n obHapyxxeHne HemcnpasBHOCTEN,

4.0 Cetu;

- 9K3aMeH A+ «TexHonorum OC» cBsA3zaH co cpepgoii Microsoft DOS/Windows:

1.0 HcTannsaums, KoHdurypaums n mogudunkaums,

2.0 JnarHocTuka n obHapy>XeHne HemcnpaBHOCTEN.

3.0 MpodmnakTnyeckoe o6CyxXmnBaHue.

4.0 MaTtepuHckan nnarta/nmpoueccopbl/namsTb,

5.0 MpuHTEpBbI.

6.0 OpraHusaunsa 6a3oBoii ceTu.
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6.36.3 WNCTOYHUKKN
WNHdopmaums 1 ycnyrm no atrectaymm o6bIYHO AOCTYMNHbI Yepe3 uHuumaTopa u pykoBoauTeneli atte-
cTauum.

6.37 ATTecTauusa nepcoHana (B yactm 6esonacHocTtm) fl

6.37.1 Uenb

Ob6ecneyeHne 6e3o0nacHOCTU PYHKUMOHUPOBaHUA VKT € noMoLbo cCepTUPULMPOBAHHBIX aAMUHUCTPAa-
TOPOB, ONepPaTopoB 1 ayAnMTOpPOB, CBA3aHHbIX C 6€30MacHOCTbIO.

6.37.2 OnucaHue

ATTecTauus nepcoHana B o6s1acT 6e3onacHoctu VKT aBnseTcsa cneumndunyeckoin hopmoii attectaymm
nepcoHana (cM. 6.36). T. e. o6ecrneyeHnss OCBEAOM/IEHHOCTW MepcoHana B 061actu 6es3onacHocTn. ATTecTa-
LuMa nepcoHana B obnactu 6e3onacHOCTV obecrneynBaeT NPOXOXAeHNEe NepCcoHaIOM Takoro obyyeHus 1 nog-
rOTOBKW. KOTOPble MOryT noTpeboBatbCa ANs:

- obecrneyeHns HEO6XOAMMbIX 3HAHWIA N MHDOPMaUUN AN KaUeCTBEHHOro BbIMOSIHEHUS (DYHKLUMI 6e3-
ornacHocTw;

- CNOCOGCTBOBAHMA MOHMMAaHWIO MOMNTUK U Tpe6GoBaHWi Nporpammbl 06ecrneyeHns NHHPOPMaLMOHHOM
6e30NacHOCTM N NX BaXHOCTWU A1 ob6ecneyeHns 6e30MacHOCTU opraHusaunun nnn HaumoHasbHOW 6e3onac-
HOCTW;

- BHYLLUEHNS HEO6XOAMMOCTM MOCTOSAHHOM OCBEAOMJ/IEHHOCTM O Tpe6oBaHUsAX 6e30MacHOCTM 1 ee Nog-
AepxaHuun. a Takke 06 yrposax Co CTOPOHbI pa3BeKu;

- CTUMY/IMPOBAaHNA BbICOKOW CTeNeHn MOoTMBauuun A1 NOAAEPXKN Lenel nporpammbl.

CyLLIeCTBYIOT HECKO/IBKO Takux BUAOB cepTUdUKaToB, obecrneymsarowmx passimyHble CTeneHn Josepus
K 6e30NacHOCTN (PpyHKUMOHMPOBaHUA cuctembl UKT. Kak:

- cepTUdMUNPOBaHHbIN crneunancT B 06s1actn cncteM nHpopmaunoHHon 6esonacHocTu (CISSP)®:

- cneymanncT-npakTuk B obnactn 6esonacHoctn cuctem (SSCP)™:

- AMMNIOMUPOBaHHBbIM ayanTop MHPOPMaLNOHHBIX cuctem (CISA),M;

- cepTudMUnpoOBaHHbIN cneuynannct no 3awmte (CPP);

- porpaMmma cepTumnkaunmn Ha4asibH1Ka No MHPOPMaLMOHHBLIM TEXHONOTMAM MUHUCTepPCTBa 060POHBI;

- MHhopmaumoHHasa 6e3onacHocTb KickStart Mnob6anbHON cepTudmKkaLum 4oBepus K MHdopmaLlmu;

- OCHOBHble 3/1eMeHTbl 6e30MacHOCTX NepBOro YpoBHsS No6anbHoN cepTudmkaumm AoBepus K MHAOpP-
mMauuu;

- MOAynn npegMeTHOM 061acTy BTOPOro ypoBHsA MNnobasbHoM cepTudmkaummn goBepus K MHopmaumn:

- UHXeHep no 6e3onacHoOCTK MNobanbHOW cepTudurKaunm 4oBepus K MHopmauum.

B panbHeiwem CISSP ncnonb3yeTcs B Ka4ecTBe NMpumepa atTectaunm B 06s1acTv 6e30MacHOCTU.

ATTectayma CISSP 6blia npegHa3HadeHa AN Npu3HaHWs COBEPLLEHHOrO BAaAeHnsa MexayHapoaHbIM
CTaH4apTOM Mo MHAPOPMAaLMOHHOW 6e30MacHOCTM U 3HaHMSA 06LLEe COBOKYMHOCTU 3HAHWUIA.

Ok3ameH Ha aTttectauuto CISSP coctonT 13 250 BOMPOCOB C pa3HbIMY BapuaHTaMy OTBETOB. Y KaHAW-
[aToB ecTb ANA cAadn 3K3ameHa He 6osiee LWecTn YacoB. B 3k3amMeH, OTHOCAWMICA K 06Leil COBOKYMHOCTH
3HaHW, BK/IOYEHBI Ceaytolne AecAaTb BApnaHToB TecTa 6e30NacHOCTU MHAOPMaLMOHHbBIX CUCTEM:

- CUCTEMbI U METOAOOISA yrpas/ieHUs [OCTYNoM:

- pazpaboTka CUCTEM W NPUSTOXEHWNIA:

- N1aHMpOBaHWe HenpepbIBHOCTU 6U3Heca;

- KpunTorpadwus:

- NpaBo, paccriefoBaHNsA N 3TUKA,;

- 6e3onacHoOCTb paboTbl:

- husnyeckasn 3awuTa,

- apxXuTekTypa n mogenun 6e30nacHocTu;

- MPaKTUKN MeHeKMeHTa 6e30nacHOCTU:

- 6esonacHocTb VIHTepHeTa, ceTeil 1 KOMMYHUKaLWIA.

6.37.3 NcToYHUKN

WNHdopmauma n ycnyru no atrectaymm o6bI4YHO AOCTYMHbI Yepes nHuunaTopa u pykosoamuTenein gaHHoM
aTTecTayumu.
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Mpunoxenvne A
(cnpaBouHOE)

CBefleHNs 0 COOTBETCTBUUN CCbIJTIOYHbIX MEXAYHapPOAHbIX CTaHAAPTOB N LOKYMEHTOB
CCbl/IOYHbIM HauMOHa/IbHbIM CTaHAapTam

Ta6nunuya AA.1

O603HaUEHME CCbINOYHOTO
MEXyHapoAHOIO CTaHaapTa.
[IOKyMeHTa

ISO 9000

ISO 9001

ISO/IEC 9126-1
ISO/IEC 12207

ISO/IEC TR 13335-1

ISO/IEC TR 13335-2

ISO/IEC TR 13335-3

ISO/IEC TR 13335-4

ISO/IEC TR 13335-5

ISO/IEC 14598-1

ISO/IEC 15939

ISO/IEC 15288

ISO/IEC 15408-1

ISO/IEC 15408-2

CreneHb
COOTBETCTBYA

IDT

IDT

IDT

IDT

IDT

IDT

IDT

IDT

IDT

O603Ha4eHVe 1 HaMeHoBaHe COOTBETCTBYHOLLEro HaluMoHa/IbHOro CtaHgapTa

FOCT P NCO 9000—2001"> «Cuctembl meHegxmeHTa kayectsa. OCHOB-
Hble MOJIOXEHNSA U CNoBapb»

FOCT P MICO 9001—20012) «CucTtembl MeHemKMeHTa kadecTBa. Tpebo-
BaHUA»

FOCT P NCO/M3K 12207—993 «WHopMaLmoHHasa TexHosnorus. Mpo-
Llecchbl XMU3HEHHOrO LKA NPorpaMMHbIX CPeacTB»

FOCT P NCO/M3K 13335-1—20064> «/H(hopmaLMOHHass TEXHOOTUA.
MeTogabl 1 cpeacTea obecneyenus 6esonacHocTu. Yacte 1. KoHuenuus
1N Mofenu MeHefxMeHTa 6e30NacHOCT UHPOPMALMOHHBIX U TEeNIEKOMMY-
HUKaLWOHHbIX TEXHONOTNii»

FOCT P NCO/M3K 13335-3—20074) «NHopmMaLMOHHass TeXHONOorus.
MeTogabl 1 cpeacTBa obecneyeHuss 6esonacHoctn. Yactb 3. MeToabl Me-
HegKMeHTa 6e30NacHOCTU MHPOPMAaLMOHHbIX TEXHONOTNI»

FOCT P NCO/M3K 13335-4—200741 «HhopmaumnoHHasa TexHonorusi. MeTo-
Abl 1 cpeacTBa obecneueHns 6e3onacHocTy. YacTb 4. Bbi6op 3alyTHbIX Mep»

FOCT P MCO/M3K 13335-5—2006 «MHopmaunoHHas TexHonorns. Me-
ToAbl M cpeAcTBa obecneyeHnss 6esonacHocTu. Yactb 5. PykoBogcTBO Mo
MeHeXXMeHTY 6e30MacHOCTU CeTu»

FOCT P NCO/M3K 15288— 200551 «MH(hopmaLnoHHas TexHonorus. Cu-
CTeMHas NHxeHepus. MNpoLecchl XNU3HEHHOTO L1KNa cuctem»

FOCT P MNCO/M3K 15408-1—2008€) «HhopmaLmoHHas TexHonorms. Me-
ToAbl U cpeacTBa obecneueHns 6esonacHoCcTW. KpuTepun oueHkn 6esonac-
HOCTV MH(POPMALMOHHBIX TEXHOMOMMIA. YacTb 1. BBefeHne 1 o6Las Moaesb»

FOCT P NCO/M3K 15408-2—20087) «MH(OpMaLMOHHasA TEXHOMNOIUS.
MeTogabl 1 cpeacTBa obecneveHna 6e3onacHocTu. Kputepum oueHkn 6e3-
0MacHOCTU WHMPOPMAaLMOHHBIX TeXHoMOruin. YacTb 2. ®yHKUWOHA/bHbIE
Tpeb6oBaHMa 6e3onacHoOCTU»

[elicteyet TOCT P MCO 9000—2015.
2) Jeiicteyet FOCT P MICO 9001—2015.
[elictByeT TOCT P MCO/M3K 12207—2010.
4> fleiictByeT FOCT P NCO/M3K 27005—2010.

5> fleiicteyeT TOCT P 57193—2016.

a> fleiicteyeT FOCT P MCO/M3K 15408-1—2012.
7> felictByeT FTOCT P MICO/M3K 15408-2—2013.
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OKOHYaHne Tab6nuybl 4A. 1

O603Ha4EHME CCbINIOYHOTO
MeX/IyHapoAHOro cTaHaapTa,
[OKyMeHTa

ISO/IEC 15408-3

ISO/IEC 15504-1

ISO/IEC 15504-2

ISO/1EC 15504-3

ISO/IEC 15504-4

ISO/IEC 15504-5

ISO/IEC 17799

150/M1EC 21827

ISO/IEC 90003

CreneHb
COOTBETCTBYS

0T

FOCT P 54582—2011

O603Ha4eHne N HaMMeHoBaHVe COOTBETCTBYHOLLEro HauMoHau1bHOK CTaHO4apTa

FOCT P NCO/M3K 15408-3—2008*/ «WHhopmMaLMOHHAss TEXHONOrus.
MeToabl n cpeacTBa obecneyeHuns 6esonacHocTu. Kputepun oueHkn 6es-
onacHoCTV MHIOPMAaLMOHHBIX TeXHOMOrMA. YacTb 3. Tpe6GoBaHusi oBe-
pvsa kK 6esonacHoCTn»

FOCT P NCO/M3K 15504-1—2009 «WHpopMaunoHHbIE TEXHOMOrMK.
OueHka npoueccos. Hactb 1. KoHuenuus n cnosapb»

FOCT P NCO/M3K 15504-2—2009 «WHdOpMaLnOHHass TexHOMorus.
OueHka npouecca. Hactb 2. MNpoBefeHne OLEHKN»

FOCT P NCO/M3K 15504-3—2009 «MH(OpMaLNOHHAss TEXHONorus.
OueHka npouecca. HYactb 3. PyKoBoACTBO MO NPOBEAEHNI0 OLEeHKN»

FOCT P NCO/M3K 15504-4—2012 «W/HoOpMaLMOHHasA TEeXHOMOrus.
OueHka npouecca. YacTtb 4. PyKoBOACTBO MO NPUMEHEHUIO ANS yay4lle-
HWA 1 OLleHKN BO3MOXHOCTe npouecca»

FOCT P NCO/M3K 15504-5—2016 «WHMOpMaLNOHHbIE TEXHONOrUU.
OueHka npoueccoB. YacTb 5. Obpasel, MOAeN OLEHKN NPOLLECCOB XMN3-
HEHHOrO LMK1a NporpaMMHOro obecneyeHus»

FOCT P NCO/M3K 17799—20062' «MHhopmaunoHHas TexHonorus. Me-
ToAbl U cpefcTea obecneueHns 6esonacHocTu. MpakTuueckne npasuna
MeHeXMeHTa NHOopMaLOHHOW 6e30nacHOCTU»

FOCT P UCO/M3K 21827—2010 «MHhopmaLmoHHas TexHonorus. Meto-
Abl 1 cpeacTBa o6ecneyeHns 6esonacHocTu. MpoekTuposaHue 6esonac-
HOCTU cucTeM. Mogenb 3penocTu npouecca»

FOCT P NCO/M3K 90003—2014 «Pa3paboTka NnporpaMmHbIX NPOAYKTOB.
PykoBoasiwue ykazaHus no npumeHenuto MCO 9001:2008 npu paspaboT-
Ke NporpamMmMHbIX NMPOAYKTOB»

* COOTBETCTBYIOLUIA HALMOHA/bHbIN CTAHAAPT OTCYTCTBYET. [0 €10 NPUHATUS PEKOMEHAYeTCsl UCNo/ib30BaTh ne-
peBoA Ha PYCCKMii A3blK JaHHOTO MEXAYHAPOAHOIo cTaHaapTa (4OKyMeHTa).

MpumevaHne —
BETCTBUSA CTaHAapTOB:

- FOT — npgeHTnyHble cTaHgapThl.

B HacToseii Tabnvue ncnonb3oBaHo criegylolee ycioBHOe 0603HaYeHne cTeneHmn cooT-

'>[leiicteyeT FOCT P NICO/M3K 15408-5-2013.
2> fleiictByeT TOCT P UCO/M3K 27002—2012.
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ISO/IEC TR 9126-2
ISO/IEC TR 9126-3
ISO/IEC TR 9126-4
ISO 13407
ISO/IEC 14598-2
ISO/IEC 14598-3
ISO/IEC 14598-4
ISO/IEC 14598-5
ISO/IEC 14598-6
ISO/IEC TR 15271
ISO/IEC 17024
ISO/IEC 17025

ISO/IEC 17050-1

ISO/IEC 17050-2

ISO/IEC TR 19760
ISO/IEC 25000

ISO/IEC 25020

ISO/IEC 25021

ISO/IEC 25030

Bubnnorpadgus

Software engineering — Product quality — Part 2: External metrics

Software engineering — Product quality — Part 3: Internal metrics

Software engineering — Product quality — Part 4: Quality in use metrics

Human-centred design processes for interactive systems

Software engineering — Product evaluation — Part 2: Planning and management

Software engineering — Product evaluation — Part 3: Process for developers

Software engineering — Product evaluation — Part4: Process for acquirers

Information technology — Software product evaluation — Part 5: Process for evaluators
Software engineering — Product evaluation — Part 6: Documentation of evaluation modules
Information technology — Guide for ISO/IEC 12207

Conformity assessment — General requirements for bodies operating certification of persons
General requirements for the competence of testing and calibration laboratories

Note: EN ISO 17025 is identical to CEN/CENELEC EN ISO 17025

Note: ISO/IEC 17025 replaces I1ISO Guide 25 and CEN/CENELEC EN 45001

Conformity assessment— Supplier sdeclarationofconformity— Part 1: General requirements
Conformity assessment — Suppliers declaration of conformity — Part 2: Supporting
documentation

Systems engineering — Guide for ISO/IEC 15288 (System Life Cycle Processes)

Software Engineering — Software Product Quality Requirements and Evaluation (SQuaRE) —
Guide to SquaRE (presently FCD)

Software and System Engineering — Software quality requirements and evaluation
(SQuaRE) — Quality measurement — Measurement reference model and guide (presently
CD)

Software and System Engineering — Software Product Quality Requirements and Evaluation
(SQuaRE) — Measurement Primitives (presently CD)

Software engineering — Software quality requirements and evaluation (SQuaRE) — Quality
requirements (presently CD)

SCT. Strict Conformance Testing
NPL Report. March 1997. (National Physical Laboratory. Teddington. Middlesex TW11 OLW. UK)

A Systems Engineering Capability Maturity Model (SE-CMM Model). Version 1.1

(CMU/SEI-95-MM-003), November 1995. Software Engineering Institute. Carnegie Mellon University. Pittsburgh.
PA 15213-3890. USA.

Note: The model may be available as http://www.sei.cmu.edu/pub/documents<r95.reports/pdf/mm003.95.rjdf

A Description of the Systems Engineering Capability Maturity Model Appraisal Method (SE-CMM Method). Version 1.1A
(CMU/SEI-96-HB-004). March 1996. Software Engineering Institute. Carnegie Mellon University. Pittsburgh.
PA 15213-3890. USA

Note: The model may be available as http://www.sei.cmu.edu/pub/documents/96.reporls/pdf/hb004.96.pdf
Capability Maturity Model® for Software (SW-CMM®©) v1.1

National Technical Information Service (NTIS). US Department of Commerce. Springfield. VA 22161. USA

System Security Engineering Capability Maturity Model. Model Description (SSE-CMM Model), Version 2.0

April 1. 1999 ISSEA. 13873 Park Center Road. Suite 200. Herndon. VA 20171. USA.

Note: The latest version is available at http://www.sse-cmm.om/model/model.asp

System Security Engineering Capability Maturity Model. Appraisal Methodology (SSE-CMM Method). Version 2.0
April 16. 1999. ISSEA. 13873 Park Center Road. Suite 200. Herndon. VA20171. USA.

Note: The latest version is available at http://www.sse-cmm.org/org/wg.asp

Trusted Capability Maturity Model. Version 2.0

NSA. June 20. 1996 (unreleased US Government document)

A Tailoring of the CMM for the Trusted Software Domain

Kitson, David H in Proceedings of the Seventh Annual Software Technology Conference. Salt Lake City. Utah.
April 9-14. 1995

Trust Technology Assessment Program (TTAP)

Note: Information may be available at http://www.radkjm.ncsc.mil/tpep/ttap/index.html

Trusted Software Methodology (volumes 1 and 2)

SDI-S-SD-91-000007, June 17, 1992. US Dept, of Defense. Strategic Defense Initiative Organization. Washington.
D.C.
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Practical Guide to the Open Brand

Ref. X981. The Open Group. 44 Montgomery. Street. Suite 960. San Francisco. CA 94104-4704. USA

Note: The guide may be available as http://www.opengroup.org/publications/cataloci/x981.htm

Canadian Trusted Computer Product Evaluation Criteria. Version 3.0

(NITSM 8/93 and CID 09/19). 1993. Communications Security Establishment. P.O. Box 9703. Terminal. Ottawa.
Ontario K1G 3Z4. Canada

Rating Maintenance Phase Program (RAMP). Doc Vers. 2. 1995

NCSC-TG-013-95. Library No. S-242.047. National Computer Security Center (NCSC). 9800 Savage

Road. Fort George G. Meade. Maryland 20755-6000. USA

Note: The document may be available as http://www.radium.ncsc.mil/tpep/library/rainbow/NCSC- TG-013.2. html
IT Baseline Protection Manual

ISBN 3-88784-915-9. Bundesanzeiger-Veriag. Postfach 10 05 34. 50455 Koln, Germany

Note: Up-to-date versions of this manual may also be available on-line at http://www.bsi.bund. de/english/index. htm
Capability Maturity Model for Software CMU/SEI-91-TR-24

August 1991. Software Engineering Institute. Carnegie Mellon University. Pittsburgh, PA 15213— 3890

Note: The document may be available as http://www.sei.cmu.edu/puh"documents/93.reDorts/pdf/tr24.93.pdf
Capability Maturity Model ® Integration for the systems engineering and software engineering integrated model.
CMMI-SE/SW Version 1.1

Software Engineering Institute. Carnegie Mellon University. Pittsburgh. PA 15213— 3890

Note: The document may be available as http:/Avww.sei.cmu.edu/pub/documents/02.reports/pdfi'02tr001 .pdf
CMMISM for Systems Engineering/Software Engineering/Integrated Product and Process Development.
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