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Mpeancnosue

Llenn n npuHumnel ctaHgapTm3aumn B Poccuiickoih ®egepaunn ycTaHoBNeHbl PefepasibHbIM 3aKOHOM
0T 27 pekabps 2002 r. Ne 184-®3 «O TEXHUYECKOM perynpoBaHumny», a npasuna npyMeHeHns HaunoHanbHbIX
cTaHgapToB Poccuiickoli ®epepaunm — FOCT P 1.0—2004 «CrtaHgapTusauusa B Poccuiickoli ®eaepaumu.
OCHOBHbIE MONOXEHNA»

CBefioHVA 0 cTaHfapTe

1 NOArOTOBNEH ®egepanbHbiM rOCYAAPCTBEHHbIM YUYpexaeHneM «locyfaapCTBEHHbI Hay4YHO-UC-
cnefoBaTeNibCKMin UCNbITaTe NbHbIA UHCTUTYT NPO6GMEM TEXHWUYECKOW 3awuTbl MHopMaumn dPepepasibHOM
CNYX6bl M0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTpoto» (OIrY «THUNW NT3N ¢CT3IK Poccuus), O6LecTBOM C
OrpaHuyYeHHol OTBETCTBEHHOCTbIO «LleHTp 6e3onacHocTu» (OO0 «LB») Ha ocHOBe COGCTBEHHOTO ayTeH-
TUYHOTO NepeBoja Ha PYCCKWIA A3blK CTaHAapTa, yKa3aHHOro B NyHkTe 4

2 BHECEH TexHuuyeckum koMuTeToM Mo cTaHgaptusauun TK-362 «3awmrta nHdopmauum»

3 YTBEPX/AEH W BBEAEH B [AEWCTBVE Mpukasom ®efepasbHOTO areHTCTBa N0 TEXHUYECKOMY
perynnposaHuto n metponorum ot 1 gekabpsa 2011 r. Ne691-ct

4 HacToAwuii cTaHAapT NAEHTUYEH MeXayHapoaHoMY fokymeHTy ISO/IEC TR 15443-3:2007 «WHdop-
MaLMoHHasa TexHonorusa. MeTtogpl 1 cpefctea obecneveHns 6e3onacHocT. OCHOBbI foBEPUA K 6e30NacHOCTH
WT. Yactb 3. AHanu3 metogos gosepus» (ISO/IEC TR 15443-3:2007 («Information technology — Security
techniques — A framework for IT security assurance — Part 3: Analysis of assurance methods»)

5 BBEJEH BMNEPBbIE

WNHbopmaLuus 06 N3MEHEHUSX K HACT 0sLeMy CTaHaap Ty NybnukyoTcs B €XerofHo n3gaBaemMoM NH-
chopmMaLnoHHOM yKasaTene «HauuoHanbHble CTaH4apThiM, a TEKCT W3MEHEHWA 1 MONpPaBoK — B exeme-
CSIYHO M3JaBaeMbIX MH(OPMALMOHHbIX YKazaTeNnax «HaumoHaibHble cTaHgapThi». B ciyyas nepecMoTpa
(3aMeHbl) MM 0T MeHbl HACTOSILLLEr0 CTaHAapTa cooTBeTCTBYOLee yBefjoMieHune byaeT onybankosaHo
B €XXeMeCSAYHO 13gaBaeMoM MHPOPMALMOHHOM YKasaTene «HaunoHanbHble cTaHaapThi». CooTBeTCTBY-
owas nHpopmaums, yseoMAeHne U TeKCT bl pasMeLlarn T Ccsa Takke B UHPOPMaLMOHHON cucTeme obLero
nonb3oBaHMsi — Ha ohuLManbHOM caiTe dPefepanbHOro areH TCTBa N0 TEeXHUYECKOMY PeryimpoBaHnto n
MeTposiorun B ceTu MIHTepHeT

© CraHpgapTuHcopm. 2013

HacToswuii cTaHAapT He MOXET GbITb MOMHOCTLIO UN YACTUYHO BOCNPOU3BEEH, TUPaXMPOBaH U pac-
MPOCTPaHEH B kayecTBe OhMLManbHOMO U3ganns 6e3 paspelleHuss defepasibHOro areHTcTBa No TeXHUYEeCKo-
MY perysiMpoBaHuio U1 METPOosIorim
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BeeneHve

HasnaueHnem MICO/M3OK TO 15443 aBnsieTca npeAcTaBneHne pas3nnyHbiXx MeTogoB obecnevyeHus fo-
Bepusi n cogelicTeme cneymanmcTam B o6nactu AT B BbIGOpe COOTBETCTBYHOLEr0 MeToaa obecneyeHmns foBe-
pusa (UMM KOMOGMHaUUM MeTOLO0B) C LEefbl0 MOJyYeHWs YBEPEeHHOCTW B TOM. YTO OLeHVWBaeMblli 06bekT
yAOBNEeTBOPSAET yCTAHOB/IEHHbIM AN151 HEro TpeboBaHnsaM foBepus k 6esonacHocT UT. B UICO/M3K TO 15443
n3yyatoTcs noaxofbl U MeTofbl o6ecneyeHns AOBePUS, NPeASIOKEHHbIE opraHM3auusaMm pasfinyHoro Tvna,
Hes3aBNCVMMO OT TOro, ABAAKTCA NN 3T MeTOoAbl U NOAXOAbl YaCTbl0 YTBEPXAEHHbLIX UM HeopuLaibHbIX
cTaHJapToB.

MCO/M3K TO 15443 paccmaTtpuBaerT:

- CTPYKTYPHYI0 MOJe/lb B3aMMOCBA3N CYLLLECTBYIOLWUX MeTo0B obecneyeHns fosepus;

- COBOKYMHOCTb METOA0B 0becrneyeHns 4OBEepUs, UX ONNCaHNEe N CCbIIIKN Ha HUX:

- NpeAcTaBfieHne 06LWMUX N YHUKAIbHbIX CBOWCTB, NPUCYLLMX MeToAaM 06ecneyeHuns foBepus;

- Ka4eCcTBEeHHOE 1 N0 BO3MOXHOCTU KO/IMYECTBEHHOE CPaBHEHME CYLLeCTBYOLLMX METOA0B 06ecneyeHus
Josepus;

- UAEHTUMKALNIO CUCTEM OLEHKN AOBEPUSA, CBA3AHHBIX C MeToAaMn obecnevyeHns oBepus;

- onucaHune B3avMOCBA3E Mexay pasIMyHbIMU MeTofamn obecneyeHuns AoBepus;

- PYKOBOACTBO MO CO3[4aHNI0, NPUMEHEHWI0 N naeHTUdrKauu MeTof0B obecneyeHmns JoBepus.

NCO/M3IK TO 15443 cocTouT 13 Tpex YacTeii:

-yacTb 1. O630p 1 OCHOBbI: NpeAcTaBseT coboii 0630p PyHAAMEHTabHbIX KOHLENUWi 1 obLiee onu-
caHne MeToAoB obecneyeHns [foBepus. [laHHbll maTepuan cnocobCcTByeT MNOHUMaHU vacteid 2 u 3
MCO/M3KTO 15443. YacTb 1 npeaHasHauyeHa ans pykosoauteneii B o61act 6€30nacHOCTH, OTBETCTBEHHbIX
3a pa3paboTKy nporpamMmmbl obecneyeHust 4oBepus kK 6e3onacHocT, onpegenexHne cteneHy aosepus kK 6eso-
NMacHOCT CBOUX OOGBEKTOB, OCYLLECTB/IEHME MPOBEPKU OLEHKW cTeneHu gosepus (Hampumep. MCO 9000,
SSE-CMM (MCO/M3K 21827). NCO/M3K 15408-3] nnu gpyrux BuA0B AeATe/IbHOCTM N0 ob6ecneyeHunio fose-
puisi;

- YyacTb 2. MeToAbl fOBEPUS; NPUBOANTCA ONMCaHME pa3/IiyHbIX MeTOA0B 0becneyeHns JOBepysa 1 Nog-
XO[,0B VX CBA3M CO CTPYKTYPHOW Moaenbio obecneveHns foBepus k 6e3onacHocTy nsyactu 1. AKLUEHT genaet-
CA Ha MAEHTUMMKALMIO Ka4YeCTBEHHbIX XapakTepucTuk MeTofoB obecneyeHns aosepusi. JaHHbli JOKYMEHT
Cnoco6CTByeT NOHMMAaHWIO CrieumanucTom B o6nactn 6esonacHoctn AT npoueaypbl NOMyYeHUs [OBepUs Ha
pasfINyHbIX 3Tanax XU3HEHHOro Lmkna obbekTa;

- 4acTb 3. AHa/IM3 MeToA0B [0BepuUs; NPUBOAUTCA aHan3 obecneyveHns [0BEPUSA OTHOCUTENbLHO WX
pas3nnyHbIX XapakTepucTuK. AHaIM3 CnocobCTBYeT NPUHATUIO OpraHoM obecneyeHns AOBepuUs peLueHns no
OTHOCUTENBLHOW 3HAYMMOCTM KaXXA0ro noaxoaa k obecneyeHnto goBepust 1 Bbl6opy nogxona(os), kotopsbili(e)
obecneunt(art) pesynbTaTbl, Hanbonee COOTBETCTBYOLWME TpebOBaHNAM 3TOr0 opraHa. AHasIM3 Takxe cno-
co6CTBYyeT opraHy obecneyeHns [OBepus B UCNOMNb30BaHUN pe3yNbTaToB AOBEPUS ANA MOyYeHus Tpebye-
MOl yBEPEHHOCTMN B 06bekTe. [laHHbI/i AOKYMEHT NpefHa3HayeH Ana cneymannmcToB B 061actm 6e3onacHocTu
WT. KoTopble AO/MKHbI OCYLLECTBUTL BbIGOP MeTOA0B obecneyeHns AOBEPUS U NMOAXOA0B K HAM.

B NCO/M3K TO 15443 aHanusupyloTcs MeToAbl o6ecneyeHns AOBepUs, KOTOpble MOryT npefHasHa-
yaTbCA He To/bKo AN 6esonacHocTn UT;oqHaKko pykoBOACTBO, npuBegeHHoe B UICO/M3BK TO 15443, orpaHu-
ynBaeTcsa TpeboBaHusAMY k 6e3onacHocTy UT. B UCO/M3IK TO 15443 Bk/ItOUEHbI AOMO/THUTENIbHbIE TEPMUHbI
N MOHATUSA, peraMeHTUpoBaHHbIe B 4PYTUX MHULMATUBaX MexayHapoaHoi ctaHgapTu3aumn (CASCO) n mex-
OyHapoaHbIX pykoBoAcTBax (Hanpumep, B PykoBoactese 2 WCO/M3K). ogHako npeactaBfieHHoe B
MCO/M3K TO 15443 pykoBOACTBO NpeAHa3HayeHo TobKO A1 obnactn obecneyeHus 6e3onacHoct T v He
npeAHasHa4veHo 4717 06LWero MeHe)KMeHTa 1 OLLeHKN kayecTBa unv obecnevenmns cootsetcteus UT Tpebosa-
HVAM 6e30nacHoCTHU.
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HAUMOHANBbHbBIMN CTAHOAPT POCCUMCKOW OSEJLEPALUNMN

MNHopmMaLMoHHas TexXHonorus
METO/Abl W CPEACTBA OBECMNEYEHWA BE3OMNACHOCTU

OCHOBbI f0BepUsa K 6e30NacHOCT MHMOPMALUNOHHbBIX TEXHOOTNIA
YacTtb 3
AHanu3 meTof0B foBepus

Information technology. Security techniques.
A framework for IT security assurance. Part 3. Analysis of assurance methods

fata BBegeHns — 2012—12—01

1 O6nacTb NPUMEHEHUS

1.1 HasHauyeHune

HasHayeHnem HacToslero cTaHgapTa ABAseTcA npefocTaB/ieHne opraHy no obecnevyeHnto fosepus
o6LLero pykoBoAcTsea no BbI6opy noaxogsaLlero metoga obecneyeHuns 4osepus K MUHPOpPMaLMOHHbIM 1 KOMMY-
HVKALMOHHBIM TEXHOMOMMAM 1 (hOPMUPOBAHWIO CTPYKTYPbl aHanm3a KOHKPETHbIX MeTOoAo0B obecneyeHuns
[l0BEpUSA B KOHKPETHbIX YC/TOBUSIX.

1.2 TMpumeHeHne

HactosAwwmin ctaHgapT nNo3BO/IsSieT NO/b30BaTE/N0 COracoBbiBaTb KOHKPETHble TpeboBaHUs foBepus
MYWm TUMUYHbIE CUTYyauun C AOBEPUEM C O6LUMMY XapakTepucTukamn UMerLnxcs MeTofoB obecneyeHus
fosepus.

1.3 O6nacTtb NpUMeHeHNs

PykoBofCTBO, NpefcTaBNeHHOe B HACTOALWEM cTaHfapTe, NPUMEHUMO AN pa3paboTku, BHeAPEHNUS U
aKcnayaTaumm NpoaykToB 1 CUCTEM UHGIOPMALMOHHBIX Y KOMMYHUKALMOHHbLIX TEXHOMOMMIA C Tpe6oBaHUsAMU
6e3onacHoCTK.

1.4 HepocTaTkn

Tpe6oBaHusi 6€30MacHOCTN MOTYT ObITb C/IMLLKOM C/TIOXHbIMU, METOAbI 06ecneyeHuns JOBepus — O4YeHb
pasHOpPOAHbIMY, & Pecypcbl U KOPMOPATUBHbIE KY/IbTYpPbl OpPraHn3auuii MoryT B 3HaUMTEIbHOI CTeNneHn oTau-
yatbCs Apyr oT Agpyra.

Mo aTum npuumMHaMm pykoBOACTBO, NPUBEAEHHOE B HACTOSALLLEM CTaHAapTe, ABNSETCA KpaTKUM Y OTHOCUT-
CA K KaYeCTBEHHbIM XapaKTepucTrkam, 1 NonbL3oBaTesNo cleJyeT camomy NpUHMMaTh PeLleHne 0 TOM. Kakue
meTogbl B cooTBeTcTBUN ¢ NCO/MBK TO 15443-2 nyulue BCero COOTBETCTBYIOT €ro KOHKPETHbIM 06bekTam 1
COOTBETCTBYIOT Tpeb6oBaHMAM 6e30nacHOCTM opraHusaumu.

2 TepMUHbI U onpeaesieHns

B HacTosiLem cTaHgapTe npumeHeHbl TepMuHbl No MCO/M3OK TO 15443-1 n MICO/M3K TO 15443-2, a
TaKke crnefylouine TepMUHbI C COOTBETCTBYIOLLMMU ONpeaeneHnaIMn.

2.1 akTuBbl (assets): Bce. umetoLee LLEHHOCTb 4719 OpraHu3auum.

2.2 oueHka (assessment): CuctemaTnyeckas npoBepka CTeNeHu, B KOTOPOI Cy6bekT Cnoco6eH Bbl-
NOSTHUTbL ONpefieNieHHble Tpeb0oBaHNA: ABNAETCA CUHOHUMOM TEPMUHA «OLeHUBaHNE» NPV NPUMEHEHUN K 06b-
eKTy.

[ISO/IEC 14598-11.

N3paHue ouunanbHoe
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2.3 meTop oueHku (assessment method): [elicTBue No NPUMEHEHUIO KOHKPETHbIX AOKYMEHTUPOBAH-
HbIX KPUTEPMEB OLLEHKM K 06BbEKTY C Liefibio onpeaesieHns NpMemMaemMocTi Win paspeLleHns Ha BbIMyCK 3TOr0
o6bekTa.

2.4 opraH obecneueHus goBepuns (assurance authority): /Lo uam opraHm3anms, ynosIHOMOYEHHbIE
npvHUMaTh pelleHus (Hanpumep, no Bbibopy, cneuudmrkaLmmn, NPUHATUIO, KOHTPOJIKO 3@ UCMOSIHEHUEM), CBS-
3aHHble ¢ 06ecneyeHnem JOBepUa K 06BEKTY, UTO OAHO3HAYHO MPMBOAUT K (DOPMUPOBAHNIO YBEPEHHOCTN B
6e30nacHOCTM 06BbEKTA.

MpuMeydyaHUe — B KOHKPETHbIX CUCTEMAX M OpraHW3aLusix TEPMUH «OpraH o6ecnevyeHUs JOBEPUS» MOXeT
UMETb BUL «OPraH OLEHKU».

2.5 agmuHucTpaTtop gosepusa (assurance administrator): J/luyo, oTBeTCTBEHHOE (MOAOTYETHOE) 3a
BbI6GOP, BHeAPEHVEe Un NpMemMky o6bekTa.

2.6 uenb obecneyveHna gosepusa (assurance goal): O6wwme oxmgaembie pesynbtatbl B 061acTu
6e30MacHOCTU, Noflyyaemble NOCPefCTBOM NPUMEHEeHUs AeicTBMiA No hopMasnbHOl M HethopManbHOW
OLLeHKe.

2.7 npegmeT obecneuveHna gosepusa (assurance concern): O6WWi TUN Lenn AOBEPUS, BbINOJHSE-
MO rnaBHOW rpynnoii opraHoB A0OBepPYUS.

MpumeyaHune — BHacToAwem cTaHjapTe npeameT JOBEpPUs UCNOb3yeTCs B Lensx 060CHOBaHNA aHan3oBs
n BbIBOAOB ANA pykoBoAcTBa no obecneyeHuio AoBepusa, AaHHOTO rpynne nonb3oBaTtenem.

2.8 061bekT (deliverable): MpoaykT 6e3onacHOCTN MHAOPMALMOHHON TEXHONOTMKW, CUCTEMA, YCAy-
ra, npowecc nam B ocobeHHOCTN hakTop cpeAbl (TO ecTb NepcoHasn, opraHn3aLuns) kak 06 bEKT OLEeHKM A0-
Bepvs.

MpumevyaHus

1 Kak onpegeneHo MCO/M3K 1S408-1. o6bekToM MOXeT 6bITb npodunb 3awutel (M3) unm 3agaHue no 6esonac-
HocTu (3B).

2 B UCO 9000 yTBepxAaeTcs, 4TO NPU UCNonNb3oBaHUM ctaHgaptoB MCO 9000 ycnyroii sBnseTcs Tun npogykra
UNN «NpoayKTa U/Mnn ycnyru».

3 B HacTofWeEM cTaHAapTe U aHaNorMyHo npumeHeHuto B MICO 9000 TeEPMUH «NPOAYKT» 6yAeT NPUMEHATbLCA BMeC-
TO TepMuHa «06beKT» BO Bcex YacTax MCO/M3K TO 15443.

2.9 cpepa (environment): Ycnosusi, B KOTOPbIX BbIMOMHAIOTCA NPOLLECCHI XU3HEHHOTO LuKIa (To ecTb
noan, obopygoBaHue U Apyrne pecypcbl), U CBA3aHHbIe C 3TUMUW YCIOBUAMMW XapakTepucTuku aosepus (Ha-
npumMep. penytauyus, ceptudukauyms).

MpumeuyaHune — BHacTosiweM cTaHfapTe «40Bepue K cpefe» 03HavyaeT TO Xe. YTO «J0Bepue K NpoayKTy» u
«foBepue K npoueccy*.

2.10 cuctema MeHepXxXmMeHTa MHpopmaLnoHHoW 6e3onacHocTu (information security management
system: ISMS); CMWB: YacTb o6Leit cucteMbl MeHe)XMeHTa, OCHOBaHHas Ha WMCMNO/b30BaHMM MeTO40B
OLleHKN GU3HEeC-pUCKOB ANS pa3paboTku, BHeapeHWs, (DYHKLMOHWPOBAHUS, MOHUTOPUHIA, aHannsa, nogaep-
XKW 1 ynydlweHns nHopMauoHHol 6e3onacHocTu.

[MCO/M3K 27001:2005]

2.11 wmetopg (method): Cnoco6 BbINOMHEHUSI ONpeAeeHHbIX LeACTBUI B COOTBETCTBMU C NaHOM Mony-
YeHWs BOCNPON3BOAUMBIX Pe3ybTaTOB CUCTEMATUYECKUM W OTCIeXMBAEMbIM 06pa3oM.

2.12 nokasatesnb (metric): KonmuecTBeHHas Wwkana n MeTo[, KOTOPble MOTYT NPUMEHATLCA 419 U3Me-
PEeHWiA.

2.13 BO3MOXHOCTb npouecca (process capability): CnocobHoOCTb npouecca K AOCTUXEHUO Tpebye-
MO Lenu.

2.14 npopaykT (product): MpogykT, cuctema, ycnyra 6e3onacHocTv MHPOPMAaLMOHHBIX TEXHOMOTMIA.

MpumevyaHuns

1 BUCO/M3K TO 15443 n aHanorn4yHo npumeHeHunto B8 MCO 9000 Bo Bcex yacTax NCO/MIK TO 15443 6yaeT npu-
MEHATLCS TEPMUH «NPOAYKT» BMECTO TEPMUHA «06BLEKT».

2 TepMuH «NPOAYKT» ABNAETCHA CUHOHUMOM TepMUHA «O6BEKT».

2.15 ocTaTouHblii puck (residual risk): Puck, octatowumiics nocne ob6paboTku pucka.
2.16 oueHka pucka (risk assessment): O6wuii Npouecc aHann3a v OLLEHMBAHUSA PUCKa.
[onpepenexune 3.3.1. PykoBoacTteo 73: 2002 MCO/M3K]
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MpumeyvaHunsa

1 OueHuBaHMe pucka SIBNAETCA NPOLECCOM CPaBHEHWS OLEHEHHOro pucka ¢ BefaHHbIMWU KPUTEPUAMU pUcKa Ans
onpejeneHns 3Ha4NMOCTU puUcKa.

2 B HacTosilleM CTaHapTe «OLeHKa pUcka», «aHasin3 prcka» U «aHasuns pucka yrposbi» 0606l EeHHO Ha3biBaloTCA
«OLLEHKOW pucka».

2.17 obpaboTka pucka (risk treatment): lMpouecc Bbl6Opa U OCYLLECTBAEHUS Mep N0 MoAandurKaLmm
puvcka.

2.18 6e3onacHOCTb (security): Bce acnekTbl, CBA3aHHblE C ONpefe/ieHneM, JOCTUXKEHNEM 1 nogaepxa-
H/eM KOH(UAEHUUANBHOCTY, LIeNOCTHOCTU, JOCTYMHOCTU, NOAOTYETHOCTH, ayTEHTUYHOCTU 1 JOCTOBEPHOCTHU.

2.19 uenb 6e3onacHoOCTM (Security objective): M3n0oxeHHOe HamepeHne NPOTUBOCTOATL YCTAHOB/EH-
HbIM yrposam W/unm cooTBeTCTBOBaTb YCTAHOB/IEHHOW NOMMTVKEe 6e30MacHOCTV opraHnsaLnm n npeanosoxe-
HUSM.

[MCO/M3K 15408-1:2005, onpegeneHue 2.42)

2.20 nonutuka 6e3onacHocTm (security policy): Csog npaBwi, ABMASIOWMNIACA BHYTPEHHUM CBOLOM A/1A
noapasgeneHnii opraHnsaunm n pernaMmeHTUpyoLwWwuii ynpaBsneHue aTummn nogpasaeeHusiMun 3almToin cBomx
aKTUBOB, C TEM YTO6bI COOTBETCTBOBATL 3a4aHHbIM LiE/IAIM OpraHn3aLmuy B paMmkax ee npaBoBoro v KynbTypHO-
rO KOHTEKCTOB.

2.21 aTan (stage): Mepuog B paMkax XU3HEHHOrO LMKNa 06beKTa, BKIOYalLWero B ceb6s npowuecchl u
BUAbI AeATEeNbHOCTH.

MpumeyaHune — 3aumcTBoBaHo n3 MCO/MIK 15288.

3 CokpaieHus

B  HacTosiwem cTaHgapTe NpUMEHATCA  cokpaweHnus no WMCO/MBK TO  15443-1,
MCO/M3K TO 15443-2. a Takke cnefyloLine CoKpalleHus:

COBIT — uenu ynpaBneHusi tHhopmaumeii n CBA3aHHON ¢ Heil TexHonornein, metog ISACA;

ISACA — Accounauns ayguta u KOHTPOAs NHPOPMAaLMOHHbIX CUCTEM;

ISSEA — MexayHapogHasa accounaums npoekTupoBaHna 6e30nacHoOCTV CUCTEM;

AW (1A) — posepue K nHTerpaumu;

[P (DA) — posepue k pa3paboTke;

03 (OA) — poBepue K akcnayatauuu;

36 (ST) — 3agaHue 6e3onacHoCTu.

4 ToHATMe «aoBepue»

Llenbto obecneyeHnsn foBepus ABASETCA CO34aHNE YBEPEHHOCTU B HAAEXHOM (DYHKLMOHUPOBaHUN NPo-
[JyKTa B 3aflaHHbIX YCroBuaAx. B HacTosleM pasgene paccMmaTpmBaloTCA HEKOTOpble 06Lme BONpocCkl, Torga
KaK geTasnbHblii aHann3 u pykoBoACTBO NpeAcTas/ieHbl fasee.

WNcxoas n3 koHuenuuii, paspaboTtaHHbix B MICO/M3K TO 15443-1. ICO/M3K TO 15443-2. HagexHoe
dyHKUMOHMPOBaHMe NPoAyKTa oTBeYaeT 3a4aHHOoN uenn gosepus. Llenb goBepus cnegyeT ycTaHaBimBaTb
60nee nnn meHee hopmasibHbIM 06pa3oM, 1 Nosb3oBaTe b JO/MKEH 6biTb OCBEAOM/IEH 06 OCTATOYHOM pUCKE.

YBEpeHHOCTb AocTUraeTca NocpescTBOM UCMOb30BAHUA U MHTepnpeTauuy pesynbTatos 4OBEpPUs, KO-
TOpble yXe MOryT 6bITb B HAIMUYUW N KOTOPbIE MOXHO MOJTYYNTL NPUMEHEHNEM METOA0B 06ecrneyeHus gose-
pus. 3T MeToAbl cnefyeT BblonpaTb U NPUMEHSATb JO/MKHBIM 06pa3om.

CyuiecTtByeT 60/1bLLOE YNC/I0 METOA0B, U MHOTME U3 HUX NpeacTasneHbl B UICO/M3K TO 15443-2. Heko-
TOpble OCHOBHbIE aCneKTbl UX MPUMEHEHNA PasbACHATCA B 4.2.

Monb3oBaTesnb pesynbraTa AOBepua MOxeT noTpebosBaTb MCMNOMb30BaHWE METOA0B PasHbIX YPOBHeN
CNOXHOCTKW. 3Ta C/IOXHOCTL MOXET 06ycnaBnNnBaTh CBA3aHHbIN C Heli ypOBEHb CTPOTrOCTU MEeTOL0B obecneye-
HUs posepus (cm. 4.2.1). gnanas3oH npuMeHeHus (CM. 4.2.2) 1 cTagumn XU3HEHHOTO uukna (cMm. 4.2.3).

Ocoboe BHMMaHve cnefyeT yaensaTb OueHke pe3ynbTaTos AoBepus. [Ana JoCTuxeHns 6osiee BbICOKMX
cTeneHei yBepeHHOCTV MOXET NoTpe6oBaThCA hopmMasnibHas oueHka uim ceptucpmkauus (cm. 4.3).

4.1 OnpepeneHue uenu fosepus

Lienv noBepus 3aBUCAT OT CNefyoLmX 3afjaHHbIX TpeboBaHWin foBEpPUS:

- NocTaBLMK NPOAYKTOB MOXET MMeTb 0606LieHHble TpeboBaHMA [0Bepus, npefHasHavyeHHble 4/
y[0B/IeTBOPEHNSA KOHKPETHbIX TpeboBaHuii 6o/1ee yem 04HOro nosib3oBaTens, To eCTb TpeboBaHNAM KO1eK-
TUBa NoNb3oBaTesieil ero NPoAyKTa, CUCTEMbl WK YCIYTW;
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- y nonb3oBaTens NpPoAyKTa CyLecTBYOT oueHb creuuduyeckue Tpe6oBaHus, 06bIUHO 3aBUCALLME OT
KOHKPETHOIi MONMTUKM 6e30MacHOCTY OpraH13aLumn nosib3oBaTens.

Huxe paeTcs pasbsiCHEHWE 3ajaHHbIX TPe60BaHMIi 4OBEPUS U MOKa3aHa X CBA3b C COOTBETCTBYHOLLMMU
npesanoXeHUsMU LOBEPUS U UX UCMO/Ib30BAHUEM.

MpumevyaHuns

1 B A1 npunoxeHna A NnpuBOAATCA pasnuna Mexay nocTasLiMKOM annapaTHbIX CpeCcTB, NOCTaBLLMKOM nNporpam-
MHOro ob6ecneveHns, NpoBaiiepom ceTu, onepaTopom cepeepa, NOCTaBLVKOM OH-NaiHOBOW MHhopMaunu n npeanpua-
TMEM B KayecTBe Nofib3oBartesns. B aTom npumepe nocTaBLUUKK, O4EBUAHO, NPUHAANEXaT K NepBoi rpynne nposaiifjepos
[0Bepusa, a opraHnsayns nonbL3oBaTens — K rpynne nosb3osateneii gosepusa. OgHaKo ocTanbHble ABNSATCS Kak nocTas-
wukammn (nposaiigepamu), Tak U NoNb30BaTENAMMN JOBEPUA.

2 OpraHusauun MmoxeTt notpe6oBaTbCa 06bejuHeHNe pe3ynbLTaToB OBEpUsA BCAeACTBME HANNYUA ABYX unun 6onee
MCTOYHMKOB [JOBEPUS & COBMECTUMbIV 06w NIt pe3ynbTaT. DTO ABNAETCA BaXHbIM acnekToM, KOTopblii 6yaeT paccmaTpu-
BaTbcA a5.2 1 6.2.3.1. MNogobHasa cuTyauma BO3HMKAET NPU HAIMYUN MHOTOYNCNEHHbIX Pe3yNbTaToB AOBEPUSA A5 NONb30-
BaTens WA Npu NiaHWpoBaHuy Nnposalijepom A0BEpUsA UCNOb30BAHNA ABYX UK 60nee MeTOA0B o6ecneyYeHns foBepus.

4.1.1 n4.1.2 OTHOCATCHA KAOBEPUI0 K NPOAYKTY BO BpeMA ero paspaboTkn n uHterpayuu. Pasnuuve mexay npeame-
Tamu gosepua obecyxpgaetca B pasgene 6.

3 CnepayeT yunTbiBaTh, YTO OpraHu3aLna nonb3osaTesns 06bIYHO NOTHOCTLIO OTBEYAET 3a aKCNyaTaumnio NnpoaykTa,
Aaxe ecnn ycnyrm no 6esonacHocTu o6ycnoBneHbl Cy640roBOpoM € npoBaiigepom ycnyr. Takum o6pa3om, Tpe6oBaHusa
NyHKTOB 4.1.1 1 4.1.2 HENPUMEHNMbI HaNPAMYI K JOBEPUIO K 3KCNyaTayunum npoaykra.

4.1.1 lMpepnoxeHne gosepus

C TOUKM 3peHnsl opraHusaumun, npeanararoLeii NpoayKTbl, CUCTEMbI WU YCAYTU B MPOMbILLIEHHbIX Mac-
wrabax (WM BHYTPEHHMM MOTPebuTensam), NpMMeHeHue cOooTBeTCTBYylLWEero(nx) metoga(os) obecneyeHns
foBsepua ByneTt onpeAenaTbCs NepcnekTUBHbIM Mob30BaTesIeM WK KONIEKTUBOM NOMb30BaTeNei, nx onbl-
TOM 1 pasMepoMm WX opraHusauun. Bcnegcteme aTux pasnuunii foBepue npugeTca MoamduumuposaTtb B COOT-
BETCTBMM C TpeboBaHMAMM NoTpebutens. B yacTHOCTW, AoBepue AO0/MKHO ObiTb OCTATOYHO 06O06LLEHHbIM,
€c/in nosyyatesieM ABASETCA KOIEKTVB Nosb3oBaTtesneil.

O6bI4HO, NCXOAS M3 [ONOSTHUTENBHOrO Nepmoaa oT Havana pa3paboTkn U3genus A0 BbIXOAa ero Ha pbl-
HOK W/vnn CTOMMOCTW u3fenus, obecneveHve A0BepUs CTAHOBUTCA 3Ha4YMMbIM (hakTopoM. OpraHusauum,
ob6ecneunBaloLLeil foBepre, creayeT CPaBHUTb BbIrofbl OT 06ecneyeHunst OBeprs Co CBOMMU U3 epXKaMu Ha
3T0 06ecneyeHue.

Mpu ycnoeun BbileyKa3aHHOroO MepBbIMKW [BYMS aTanamu npouecca NPUHATUA pPelueHus ABASeTCs
naeHTndunkaums:

- MPUYMHBI BO3MOXHOI FOTOBHOCTU NO/Mb30BATENA 3annaTuTb 3a fOBEPUE;

- eI CNONb30BaHUs AOBEPUS NOMb30BaTENEM.

PaspabatbiBas fganee 3t atanbl, Mbl MOXeM onpefenuTb TpeboBaHns foBepusa notpebutens un B uTo-
re — npuemsemble MeTofbl o6ecneyeHns 4oBepus.

ItMfICMMM p p g w
MOBXKA

3 LJZI

Tpa&MHW1A gpaapHA
KU eoKTy

MeTtozabl gemapLu

PucyHok 1 — lMpepanoxeHue gosepus

Mpepnaraemble BUALI LOBEPUA MOXHO NPeLCTaBUTb, Kak 3TO NokasaHo B Tabnuvue 1.

Tpeb6oBaHus foBepUA NOTpebUTENA MAEHTUMNLMPYIOTCA B BUAE YTBEPXAEHNS 0 ,0BEpUU, 06yCNOBNEH-
HOro MeTof0M obecneyeHns AoBepus.

Heobxoaumo Takxe yunTblBaTb BCOMOratesibHble aprymMeHTbl OBEPUS U B OCOOEHHOCTUN «CTPOrocTb
fosepus» (cM. Tabnmuy 3). Bo/bLIMHCTBO METOA0B 06ecneyeHns f0Bepus NpeabasialoT 60/1ee 0f4HOro BrUaa

4
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Tpe6oBaHWit 4OBEPUS, a CTPOrOCTb A0BEPUA U3MEHSETCS B 3aBUCUMOCTY OT MeToja 06ecneyeHuns foBepusi.
CnepoBatesfibHO, BblbpaHHble MeToAbl o6GecneyeHus [OBEpUsi AO/DKHbI TWaTeslbHO KOMOWUHMPOBATLCS C
Lenblo 6e3yCNOBHOrO YA0BETBOPEHUS TPEGOBAHWI NOb30BaTENEN N AOCTUXEHNS UX Liesei AoBepus.

Tab6nuya 1— MNpegnaraemble BUAbl 0BEPUSA

Bua Tpebycbina
npeanaraemoro Llenesoii notpebutens Tpe6oBaHua fosepus notpebuTens CTPOrocTb
nosepus oLeHnT
CkBO3HOE KoHeuHblli nonb3oBaTtenb MapkupoBKka COepXNMOro: NOHATHas u pasnuiumas Manas
fosepue [INA KOHEYHOro nosib3oBaTtens
Nlosepue O6Wuil KoNnNekTUB Nonb3oBa- Mapkep, MeTka, nevyarb: Hu3skas
MapKeTuHra Teneit - MapKnpoBKa CO CCbINKOV Ha 06 e Tpe6oBaHUS A0-
Bepus;

- npeacTaB/ieHbl B O4eHb KpaTkoil hopMe unm 3auwm-
LieHbl OT BHELWHNX BO34eWCTBUNA.

- MOHATHAA W pasinuumas Aas KOHEYHOro Nosib3oBa-
TeNns. To eCTb NPU3HAaHHbI «3HaK KayecTBa»

BHyTpeHHee BHYTpeHHWt noTpe6utens Monb3oBaTenbckas popma yTBepXAeHUs o fosepun, Jlobas
fosepue npefjocTaBisAeTCs BHYTPW OpraHusaynu u ocHoBaHa
Ha goBepuu

BHewHee KOHKpeTHbI KONNEKTUB Nofb- MapkupoBka, BKouawwas B cebs ncuepnoiBatouime Bbicokas
nosepue 3oBatenei BCMOMOraTesibHble apryMeHTbl U MaTepuasbl; MOXeT
MMETb OTpaHnyeHHoe o6paujeHme

[osepue k He6onblwune opraHnsaumm Mapkep nnun nevatb; npefHasHavyeHbl Ans co3faHusa CpepgHsas
He60/bWo AOBepUs NOCPeACTBOM YBeXAEHHOCTU; NOHATHbIE U
opraHusauunmn pasnuunmmblie ANA KOHEYHOro Nosb3oBaTtens, To ecTb

NPU3HaHHbI «3HaK KAYecTBa».

MpumeyvyaHne — O6bIYHO y HeGONbWMKX opra-
Hu3aumniti n3-3a ux pasmepa Ana sepudukaumm npepa-
CTaB/IeHHbIX MpeTeH3nii K [JOBEepuio HeAoCTaTo4YHO

KkBanudunkayum
Losepue K KpynHble opraHnsauynm [leTanbHoe yTBepXAeHNe 0 A0BEpPUN. Bbicokas
KpynHbIM NMpumeuyaHue — Keanudukaumn ans sepudu-
opranmnsaunam Kauun NnpeTeH3unii kK LOBEPUID A0CTaTOUHO
CaHKLMoHMpO- KoHKkpeTHas coBpeMeHHas CepTuukaTt uam yTBepxaeHue o NpUrogHocTu. Bbicokas
BaHHOE AOBEpuWe opraHusauns dopma [0BEpUsA M faxe UCNOMb3yeMblii MeTod pas-

pelwaeTcs opraHvwsauuei, Hanpumep, NOCPELCTBOM
[OTOBOPHbLIX UM PErUCTPALMOHHbIX Tpe60oBaHNM

4.1.2 WNcnonb3oBaHue AoBepusa

Monb3oBaTenb NpeAoXeHnsa Buaa AOBEPUS UMeeT anbTepHaTuBy. byayun nocnegHei nHcTaHume
[,0Bepus 3TOro nosib3oBartesis, Lefbio Nosb30BaTesNs ABAETCA NoNyyeHe YBEPEHHOCTM B TOM. YTO KOH-
KPETHbI NPOAYKT COOTBETCTBYET €10 LieIn OBEPUS, UTO 1 0XUAaeTca OT NPoAyKTa B naaHe 6e3onacHoCTH
B KOHTEKCTe opraHu3auumn, B paMmkax KOTOpOi NPOAYKT AO/KEH BHeAPATLCS, BBOAUTLCA B leICTBMNE U IKC-
nnyatnposaTbCs.

B npeane uenb foBepus onpenensieTcst OLEHKOW pucka Wav nonvuTUKoW opraHusauuy (CM. npunoxe-
Hue E).

YBEpeHHOCTb B JOBEPUN MOXET 6biTb JOCTUTHYTa NOCPEACTBOM Bbl6Opa 1 NpYMeHeHVs hopMasibHbIX 1
Hed)opMasibHbIX AENCTBWIA MO OLEeHKe, KOTOpble MOTYT npeanaraTbCsa nocTasLMkamMmn, CUCTEMHbIMW UHTErpa-
TOpaMu Wan OCyLLEeCTBNATLCS NO/b30BATENSAMMU.

[loBepre MOXeT UCMO/b30BATLCA Tak, Kak nokasaHo B Tabnuue 2. B Tabnuue 2 Takke npeacrasieHsbl
BUAbl AEATENLHOCTY M0 OLEHKE AO0BEPUSA, NPV MOMOLLM KOTOPbLIX MOXHO CO3[aTb YBEPEHHOCTbL M0JIb30BaTe s
B MPOAYKTE.
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Tab6bnuue 2— NpuMmeHsieMble NpeAnoXeHUs fLoBepus
Mpochnnb Vckomblii BUA,
Buabl ileATeNbHOCTY MO OLeHKe OBEPUA MOMb30BaTeNs CTporocTb OLEHKM
nosnb3oBarens fosepus
KOHKpeTHbI Mapkuposka MpoBepka MOHATHOCTM, pacno3HaBaeMoCTU Mapkupos- Huskas
nonb3oBaTesb cogepxaHus KW. COAEPXaHNA N ee NPUMEHUMOCTHN 419 BOCNIPUHUMae-
Mol uenu gosepus
Oo6wnii Mapkep, meTka, MpoBepka NOHATHOCTW, pacno3HaBaeMOCTU MapkMpoB- HWIKBA
nonb3oBartesnb neyatb KW. coAepXaHUs nee NPUMEHUMOCTU A1 BOCTIPUHUMAae-
MoVl Luenu gosepus
BHyTpeHHui Monb3oBaTenbckaa Banupgauua BHyTpeHHero Josepusi, Hanpumep, yepe3 Jlo6as
notpe6utens cdopma 3asBfeHNA COOTBeTCTBYOLUIA onpoc
0 foBepun
UneH KOHKpeTHOro  MapkupoBska Banunpauuna gosBepna k MeTke, Hanpumep, yepes onpoc Bbicokas
KonnekTuBa APYrUX YNEeHOB KOMMeKTUBA UAu opraHnsaymii
nonb3osaTenei
He6onbwasn Mapkep vnnn MpoBepka NOHATHOCTW, pacno3HaBaeMOCTU MapkupoBkn CpepfHsn
opraHusayms nevatb COAlePXaHNA 1 ee NPUMEHUMOCTU /151 BOCNIPUHUMAEMOi
uenu gosepusa.
MpeAnoYTMTENbHOI ABNAETCSH MeTKa «3HaK KayecTBa»
KpynHas JeTtanbHoe Bepudunkaumsa u nposepka AOCTOBEPHOCTU 3aaB/IeHNii 0 Bbicokas
opraHusayms 3asBfieHne [loBepuu cneynanuctamMmu opraHusanuu
0 foBepun
KoHkpeTHas CepTudumkat nnm [JoBepue mMoxeT o6ecneynBaTbCa OLEHNBAHNEM TpeTb- Bbicokas
coBpemMeHHas yTBEPXAEHNE O el cTopoHoli n/vnu cepTudpnkaumnein, no MeHblen mepe,
opraHusauyms nNpUrogHocTM nocpeAcTBOM penyTauun nposalijepa, obecneumsalo-

wero gosepue

4.1.3 OcTaTouHbI puck

Ha 6a3oBoM ypoBHe goBepue obecneyvBaeT Nonb30BaTe/l0 yBEPEHHOCTb B (DYHKLMOHMPOBaHWM Npo-
AyKTa Tak, Kak yTBepXaaeTcs nocTaBLMKoM, 6e3 kaknx-nnmbo HenpeAyCMOTPEHHbIX OTKIOHEHWI. OfHakKo B OT-
nvuve OT [Apyrux rapaHTuii 6e3omacHocTM foBepue camMo no cebe He obecneuvBaeT Kakux-nnbo
[ONONTHUTENBHBIX (DYHKLMOHANbHbIX BO3MOXHOCTEN (MexaHW3MOB 3alluThl) U. criefoBaTesibHo, He NPOTUBO-
[AelicTBYeT Kakoi-nmbo [oNo/THUTENBHOW Yrpo3e unn ys3BMMoCTy.

Bce anemeHTbl 6€30MacHOCTW, B YACTHOCTU MEHeKMEHT pUCKa, He3aBNCUMO OT NPUMEHAEMOro MeTo-
[a. BKNoYaloT B cebsi HeonpeaeneHHoCTb. HeonpeaeneHHoCTb UCXOANT OT MHOTUX UCTOYHWKOB, TakMX Kak He-
[JocTaTtoyHoe 3HaHue Bcex (hakTopoB, JOMYCKOB NpU M3MEpPEHUsix, aKkcTpanonauum daktopoB v T. 4. 3Ta
HeornpefeneHHOCTb MOXeT MHorAa 6biTb HACTONBKO BeNMKa, YTO CTAHOBUTCA OCHOBHbIM (DAKTOPOM OCTaTO4-
HOro pucka. [ipyrumu chaktopamu siBASIOTCA YA3BMMOCTY LieNIeBOI 3KCNyaTauMoHHO! cpeapbl U HecoBepLue-
HCTBO MexaHu3MoB 6e3onacHocTu. [Mpu yBeNUYEHUW CTPOrOCTU AOBEPUS W YCUIEHWU XapaKTepucTuK u
MexaH13MOoB 6e30MacHOCTY CBA3aHHasA C aTUMK hakTopamun HeonpeeneHHOCTb CHMKaeTCs, TakuM obpa3om
CHWXas 06LLMIA puUCK.

B onpepeneHHbIX cUTyauusix 4oBepre MOXeT 6biTb eJMHCTBEHHbIM COCOG0M CHUXEHUS HeonpeaeneH-
HOCTK. [loBEpME MOXET CHU3NTb PUCK A0 NPUEMIEMOTrO YPOBHS 6e3 f,06aBNeHns HOBbIX MexaHW3MoB 6e3onac-
HOCTW. B aTOM cnyyae CTOMMOCTb obecneyeHuss JOBEpPUs OnNpaBAblBAETCA MOJlyYEeHWEM NPeuMyLecTs OT
6e30MmacHoOCTU. M3 BCero BbIWEN3NOKEHHOIO MOXHO cAenaTb BbiBOA O TOM. 4TO obecrneyeHue AoBepus
HanpaB/IEHO Ha CHUXEHUe pucka.

4.2 TlpumeHeHne MeTo40B obecneyeHus fosepus

MeToabl obecneveHns foBepus 0651a4al0T PasINUUMbIMKU XapakTepucTukamu, nNpeAcTaB/ieHHbIMU B
BUAE KOMMNOHEHTOB WM acnekToB. 15 BbiGopa 13 0AHOT0 MW HECKO/IbKMX METOA0B HEO6GXOAMMO OnpesennTh
Te KOMMOHEHTbI ¥ acnekTbl, KOTOPble MOXHO HaTK B pa3/IiNyHbIX MeToAax o6ecneveHns 4OBEPUS B aHanorny-

Hoin oopme. TOT nm UHOW MeTog obecneyveHns OBEPUS MOXET BKIOYaTb B ce65 06LUMe XxapakTepucTukv f0-
BEPUWS1 UM OCHOBbLIBATHCA Ha KOHKPETHbIX XapakTepucTukax.

6
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B cootBeTcTBUN ¢ NICO/MI3K TO 15443-1 1 NCO/M3BK TO 15443-2 meToAbl 06ecrneyeHns MoryT popmu-
poBsaTtb floBepue K NpoAyKTy MyTeM OLEHKN:

- NpoAyKTa BO BPEMS WU NOC/E ero U3roToB/EHNS;

- NPOLLECCOB, UCNOJIb3yeMbIX NPV U3rOTOBMIEHUN MPOAYKTA,;

- cpefbl, B KOTOPOI peannsyeTcs NpoAykT, TO eCTb NepcoHana n opraHusaumu.

4.2.1 CrTporocTb foBepus

CTtporocTb MeTofa obecneveHus foBepust oObIYHO onpefenseT ero npyuMeHeHue (cm. Tabnauuy 3).

Tab6bnuuya 33— CTporoctb 4OBEPUS N €70 UCNONb30BaHNE

YpoBeHb CTporocTn Vcnonb3oBaHue foBepust
1 MpocTas «neyaTb yTBEPXKAEHUS LOBEPUS»
2 3asnB/eHnsi 0 [OBEPUN NO3UTUBHOTO YPOBHS
3 KOHKpeTHble ¢hakTbl, NOAAEPXKMBAIOLIME 3asiBIEHHOE f0Bepue
4 KoHKpeTHble hakTbl, NOAAEPXMBAIOLNE 3asiBIEHHOE J0Bepue, KOTOPOe MOXHO Bepuduum-
poBatb
5 MpepcTaBneHne fosepus obLei ayauTopumn, HanpuMmep, CoBeTy AUPEKTOPOB, U NPU3HAHME

3TOI aypuTopueit

6 MpepactaBneHne [oBepusa ayauTopun U3 cneynannuctos no 6e30MacHOCTM U NpuUsHaHue
3TOl ayauTopuei

MpumevyaHuns

1 Kpome TOro, HEO06X0AMMO NPUHUMATbL BO BHUMaHWe cocTaB NpefcTaBuTeNnbCTBa U NOAAEPXUBAKOWNX €ro apry-
MEHTOB. B 0C06bIX CUTYyaLNAaX AoNycKaeTCA NPUMEHATb OrpaHuyeHuns.

2 Tpn 06befNHEHUN OLEeHEHHbIX KOMMNOHEHTOB A0BEPUSA B pPa3BepTbiBAEMYI0 CUCTEMY MOXET MPOWU30ATU Hanoxe-
HVWe cucTem nokasaTtenei u/mnu MoryT 3agaBaTbCs BONPOCLI N0 noBoAdy 6pelweit B cucteme 6e30NacHOCTH.

3 B UCO/M3K TO 15443-2 He npuBOoanNTCA Knaccuukauns cTporocTu OLEeHKU.

4.2.2 0O6nacTb NpUMeHeHus
MonyyeHHoe foBepue Takke MOXET U3MEeHATLCA B 3aBUCMMOCTU OT 061acT NPUMEHeHNUA noaxoda K
obecneyeHuto gosepus (cMm. Tabnuuy 4).

Ta6nuya 4 — O6nacTb NPUMeHeHNs NOAX0AA K 06ecneyeHnio 4oBepus

Mopxopn k obecneyeHmnio

Cocpe/fjoToueH HOCTb MeToAa o6ecneyeHns JoBepust O6nacTb NPUMEHEHUS
fosepusi
MpoaykT XapaKkTepucTuku (3aBeplieHHOro KOHKpeTHOro) HekoTopbie acnekTbl MPOAYKTA WK CUCTEMbI
npoAaykTa, CUCTeMbl UMW YCNYTU ANS onpejene-
HUS [OBEPUs, KOTOPbIE MOXHO BbIBECTW Ansi DCE ACMEeKTbl MPOAYKTA MM CUCTEMbI
3TOro NPoAyKTa WU CUCTEMBI
Mpouecc Mpouecc pa3paboTkn, UCNONb3yeMblii opraHn- HekoTopble acnekTbl pa3paboTkn
3auueil AN KOHKPEeTHOro npogykra Wan cucte- B 6
Mbl C LLeNblo OnpegeneHns foBepusi, kotopoe oC& 8CMEKTbI paspadoTku
MOXHO MOMYYUTb A1t 3TOTO NPOAYKTA WU CUC-
TeMbl
Mpouecc pa3paboTkn, UCNONb3yeMblii opraHu- HekoTopble acnekTbl pa3paboTkn
3auueit ana Bcex NPoAyKTOB U CUCTEM
Bce acnekTbl pa3paboTku
Cpepa Ninyo(nuua). 3aHsToe(ble) B BbiNOAHeHUN 3a- Keanudwukauus nuua(nuy)
nau
PenyTayus
OpraHunsauns Mepbl, HarNAAHO NPUHUMaeMble opraHusayuei

B OTHOWEHNMN NOGLIX 06GHAPYXEHHbIX MO3jHee
npo6semM, U BpeMs peanunsauuu 3Tux mep

PenyTauus
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4.2.3 TIpUMEHEHMNEe U XUIHEHHbIA LUKN

B MCO/M3KTO 15443-1 6blna npuHaTa noatanHas Mogenb Ha ocHoBe NCO/M3K TO 15288. Ka>eppiit
aTan XW3HEeHHOro LKna CMCTeMbl COOTBETCTBYET npoueccamM, NPYMeHseMbIM K NPOAYKTY B onpegenieHHol
cpefe. Kaxapblil U3 npoueccoB BkoYaeT B ce65 COBOKYNMHOCTb BUAOB AEATENBHOCTU 1 UCNONb3YeT pecypcbl
cBoOeli cpefbl.

MpoaykT, cuctema unn npegoctaensemasn ycnyra obpabdaTbiBaloTCA B TEHEHUE UX XKM3HEHHOIO LyKNa ¢
NPVYMeHEeHNEeM NPOLEeCCOB KaXA0ro atana u nx BUAOB AeATe/IbHOCTH.

B NCO/M3K TO 15443-1 npepfcrtaBnieHa CTPyKTypa, MO3BONSAOLWAN XapakTepu3oBaTb TUM NPoAaykTa,
noaxof k obecneyeHunio 4oBepusa 1 atan obecneyeHns AoBepusl, NpefHas3HauYeHHbIl AN OLEHKU.

Mo-npexHeMy cyLecTByeT MHOrO BOMPOCOB, KacatlLlmxcs obecnevyeHns foBepus, nognexaiux pac-
CMOTPeHuI0. B flaHHOM pasfesnie HacTosLero cTaHaapTa NpMBOANTCA pacluMpeHne KOHLEeNTyasibHOW CTPYKTY-
pbl, NpeacTaBneHHoit B UICO/M3K TO 15443-1. B Lensx NpoBeAeHUs AanbHeLLEero aHanmsa.

B HacToswem cTaHfgapTe noatanHas Mofesib XXU3HEHHOro LKIa ycoBepLUeHCTByeTcs npubasneHnem
atana «KoHuenuus/cneymanusauus» (cM. Tabnuuy 5).

Hanuune npoueccos, COOTBETCTBYOLWMX 3Tany KoHUenyum/cneynannsaymm. o6ycnosnnBaeTcs MHO-
rMMu ctaHgaptamun. OfHaKo KOHKPETHbIW 3Tan XM3HEHHOTo LMKIa 3TUX NpoLeccoB 06bIYHO He onpesens-
eTcA. HekoTopble MmeToAbl ob6ecnevyeHus [OBepua npeanarawT onpefesieHHble npoueccbl U BUAb
JeATeNIbHOCTH.

MoBoAOM A5 3TOTO paclUMPEHNs B HACTOALLEM CTaHfapTe ABAfeTcs T0. YTo 6e3onacHocTb VKT Tpeby-
€T 0C060ro BHMMaHUS 1 AONOTHUTE bHbIX YCUNWIA AN NONYYEHWS COrNacoBaHHOW M HEMPOTMBOPEYMBOIA cne-
undpmkaLmmn xapakrepmuctuk 6esonacHocT npogykra. CyuiectsyeT MHOro MeTof0oB obecneveHns fosepus,
npegnaralolux onpeaesieHHbie NpoLuecchl 1 BUAbl 4eATENIbHOCTU A/15 3TOro 3Tana XU3HEeHHOro LuKia cucre-
Mbl. TpUMeHUMbIe ANA obnactn 6e3onacHocTn UKT.

B paclumpeHHoOi Modenn AOBepUsi pasninyHble 3Tanbl XXU3HEHHOTO LMKNa npeacTaBfieHbl B Tabnuue
nsaTblo cTon6uamu. B cootBeTcTBMM € KOHUenumamm MCO/M3K 15288 n MCO 9000 TexHonorm4yeckue npouec-
Cbl )XW3HEHHOTO LMKa rpynnmpyroTcs B NATb 3Tanos (M0 0OAHOMY Ha KaxAplli cTonbel,), 0603Ha4YeHHbIX O4HOWA
(1) 6ykBoii:

C (Conception) — koHUenumsa oopMupoBaHMsa TpeboBaHMiA K NPOEKTUPOBaHWIO 6e30MacHOCTH, KoTopas
MOXeT BK/Io4YaTb B Ce651 06LLYI0 apXUTEKTYpY;

D (Design) — npoekTuposaHue, BK/OYas NpoLecchbl onpejeneHns TpeboBaHUii 3anHTepecoBaHHbIX
CTOPOH, aHann3a TpeboBaHWi, apXMTEKTYPHOTO NPOEKTUPOBAaHWSA 1 peanu3aLuu;

I (Integration) — uHTerpauus, Bkntovas NpoLeccsl MHTerpaunm u sepudukalmu;

T (Transition) — nepexop, BkNo4as npouecchbl 4y6nmMpoBaHns, nepemMeLleHmns, BBoga BAeCcTBUE 1 Npu-
€MOYHbIe UCMbITaHUS;

O (Operation) — akcnayartaums, BKIOYas NPoOLECChl IKCnayaTaunm, 06CyxmBaHna U IMKBUAALUNA.

Ta6nuuya 5— Moaenb 4OBepuUs XNU3HEHHOTO LuKna

[osepue-atan » KoHuenums” MpoekTuposaHue/ WHTerpaums.’ Beog o SkennvaTauus
nosepue-noaxog, / cneumndmkaums peanusauns Bepudukauma fencteue/nepexop, varay
Mpoaykt ->C—> -»D-> +1-> >T-> -*0->
Mpouecc c (0] | T (e}
Cpega c D . T (0]

B MCO/M3K TO 15443-1 pa3paboTaHa cnepyrouias KOHLEeNuus:

- [OBEepue MOXeT ObiTb COCPeA0TOYEHO Ha pes3ynbTarte npouecca, SBAAKLWErocs NpoaykToM, B Utore
nosiBNsieTcs AoBepue K NPoAyKTy;

- NPpUMeHseMble NpoLecChbl 06bIYHO ABMAAKTCA NPeAMETOM BHUMaHWUS OpraHu3aunm 1 ee 3aka3ymkos, No-
CKOJ/IbKY OHUN 60/1iee Ny MeHee hopMasibHO cneuuduumupyoTcs U OTHOCUMTENBHO ynyJwatTes. JoBepue mo-
XeT PoKycMpoBaTbCsi Ha Mpoueccax, NPUMEHEHHbIX K NPOAYKTY, & He Ha caMOM MpOoAyKTe, MpuBOAs K
hopMmMpOoBaHMIO A0BEPUS K Npoueccy;

8
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- NS ocyLLecTBEHUs NPOLLecCcoB TpebyeTcs cpeaa, a UMEHHO: NioAun, 060pyAoBaHue 1 apyrie pecypcsbl.
[JoBepue MoOXeT (hoKyCcMpoBaThLCs Ha cpefe, B KOTOPOi 06pabaTbiBaeTCst NPOAYKT, a HE Ha NPOAYKTe UAW Npo-
Lieccax. NpvBoas K hopMUMpOBaHUI0 AOBEpPUS K cpele.

NMprMeyaHne— BHacTosAWeEM CTaHAAPTE HE feTaM3npyeTcs MeTOA NPUMEHEHUS XU3HEHHbIX LLUKIOB, a Tak-
Xe ero npouecchl ¥ BUAbl AeATeIbHOCTA; OAHAKO MOTyT NoTpe6oBaTbCs NOAPOGHOCTU NPV YTOYHEHUN CPABHEHUS METOA0B
o6ecneyeHus foBepus.

4.2.4 YnpaBneHue npoueccamu XU3HEHHOro Lukia

OTanbl Xn3HeHHoro uukna C-D-I-T-O BkioyvaloT B cebs NpoLecchl, KOTOpble MOXHO NMPUMEHATb K KOH-
KpeTHOMY 06bekTy VKT 1 ero komnoHeHTam, TO eCTb K annapaTHbiM cpeAcTBam, nporpaMMHomMy obecrneue-
HYI0. yciyram.

B MHTepecax NoBbILWEHNS KaYeCcTBa U YCOBEPLUEHCTBOBAHMSA 3TU MPOLECChl U UX BUAbI AEATENBHOCTU
MOXHO cfiefiaTb 06BLEKTOM YnpaBieHus.

YnpaBeneHue npoweccom camo no cebe ssnsetca npoueccom. CnefosaresisHO, OHO OCYLLECTBAETCA
He Ha YpOBHe MpoeKTa, a Ha ypoBHE OpraHusauum.

OfHako ynpassieHue npoLeccoM MMeeT CMbIC/ TOIbKO NPU NMOBTOPHOM BbIMOMHEHUK Npouecca (Hanpu-
Mep. agMUHUCTpaTopamu akcnayartaumn UT nnm paspaboTunkamv NpoayKTos npoektos MKT).

Mogenb npouecca XunsHeHHoro uukna no NCO/M3K TO 15443-1 coBepLUeHCTBYeTCSA B HacTOSLLEM
cTaHgapTe 3a cyeT flo6aBieHnsa ynpasieHns NpoLeccoM B Ka4ecTBe ellle 0HOro U3MepeHus.

B o6nacTtu 6e3onacHocTu VKT 310 n3amepeHune nmeeT ocoboe 3HayeHne A58 MeTof0B ynpasfieHus 6e30-
NacHOCTbIO, MpUMeHsieMbIX K cuctemam VKT Ha npon3BoACTBEHHOM aTarne, kak B cnydae ¢ MICO/M3K 27002 n
cBsA3aHHbIM ¢ HUM NCO/M3K 27001.

YnpaBneHue npoLeccomM kacaeTcs paspaboTku, UCMOb30BaHNA U Yy4LleHNs NPOLLECCOB XU3HEHHOIO
uukna. Mo cyuwiecTsy, ynpasfeHune BKOYaeT B cebsa cregylowme atarnbl:

- onpejeneHune npouecca, BKIoYas pa3paboTky 1 JOKYMEHTaLMIo;

- MOBTOPHOE MCNOJIb30BaHve npolecca;

- OLeHKY ¥ n3MepeHune npouecca:

- ynyulieHue npouecca.

Mpouecckl MOTYT CepTUdMLMPOBaTLCA TPETBMMMN CTOPOHaMKU. Yncna, cBA3aHHbIe C 3TUMKU 3Tanamu, co-
OTBETCTBYIOT 3aBUCUMOCTU:

- HeT MOBTOPHOr0 MUCMNOJb30BaHUA 6e3 pa3paboTaHHbIX U AO0KYMEHTUPOBaHHbLIX NPOLECCOB:

- HeT OLeHKN 1 3MepeHns npoLecca 6e3 NoBTOPHOrO UCMOb30BaHNA NpoLecca;

- HeT ynyJleHus npouecca 6e3 oueHkn n/unu nsMepeHns npouecca;

- HeT cepTudukaumm 6e3 oLEeHKU U/Mnn namepeHnsa npotecca.

MockoNbKy ynydlleHne MOAEeN XXU3HEHHOTO LKA NPUBOAUT K MOSIBAIEHNIO U3MEHEHWI B npoLeccax u
UX [lOKYMeHTaLuuu1, ynpasfeHne npoLeccoM MOXeT cuuTaTbCs KpYroBoli MOAENbio HENPEPbIBHOTO Yy4LLeHUS,
KaK nokasaHo Ha pUcyHke 2.

Ybyuiaaks
npouecca

OueHka
npovecca

PucyHok 2 — YnpaBfieHue npoueccamyt XU3HEHHOTo Lukna

NMpumeuaHune — Ans o6ecnedeHnss M3MepUMOCTH NPOLECCOB NOCAEeAHNE LO/KHbI 4OKYMEHTUPOBATLCS

YnpasJ/ieHne npoLieccom ABAAETCSA BTOPbIM U3MepPeHeM, KOTOPOe SAABMIAETCA He3aBUCUMbIM NPOLLECCOM
oT usmepenus atana C-D-I-T-O. Ecnn meTog ob6ecneverns fosepus obecneyvBaeT goBepue K Npoueccy, aTo
0o3HavyaeT Ha/nuyve ynpasneHus npoueccamu (MPUMEHUMbIMU K MPOAYKTY).

Ecnu atan gosepus K MeToAy nokasaH cepbiM LBETOM (CM. Tabnuuy 6. ypoBHU 2.4.6 1 7), MeTo o6ecne-
ynBaeT yrnpas/ieHne npoLeccamu.

NMpumeuvaHue — TepMuHbl «paspaboTka NpoAyKTa» U «paspaboTka npoLecca» KaxyTcs NOXOXUMU U. CNemo-
BaTefibHO. CO34al0T NyTaHuuyy. TepMUHbI AO/KHbI 6bITb Pa3IMYNMbIMN Y MPUMEHSATLCS pa3fesbHo.



FOCT P 54583—2011

4.2.5 O6beanHeHNe XapakTePUCTUK XU3HEHHOTO LukKia

MeTogpl MOryT 6bITb 60/1€€ ¥ MEHEE NOJHBIMU B OTHOLLIEHWUN XapakTePUCTUK NX KU3HEHHOTO Lukna. 3Tun
XapaKkTepucTKn MOXHO 06 e MHNTB, YTO XapakTepu3yeT He TOSIbKO COBEPLLEHCTBO, HO U C/IOXHOCTb MeToAa.

B NCO/M3KTO 15443-1 cneumduuupytoTca COOTBETCTBYIOLME NOAXOAbI K 06ecneyeHunto 4oBepus, KO-
TOpble MOryT XapakTtepusoBaTb MeTog obecneyeHns fosepusa. CUMBOMYECKN NOAXOAbI NPpeAcTaB/eHbl che-
Aylowmnm 06pasom (CM. pUCYHOK 2):

- floBepue K NPoAyKTy: NokasaHo GYyKBOI aTana X13HEHHOTO LKNa Mexay CTpenkamun Ha cBeTn1oM choHe,
Hanpumep.

- OBepMe K MpoLeccy: nokasaHo 6es10li 6ykBOl 3Tana XU3HEHHOro UuKia Ha 3aTeHEHHOM d)OHe, Hanpu-
mep. D;

- JoBepue K cpefe: NokasaHo AYelikoin aTana XNM3HEeHHOro LyKa ¢ nosiockamu cnesa u cnpasa, Hanpu-
mep, | O
OueBUAHO, YTO UCXOAA M3 YMCa KOMNOHEHTOB YPOBEHb 7 ABNSETCA Hanbonee NoHbLIM 1 UMEeT, MO MeHbLUEl
Mepe, npenmyLiecTsa nosIHOTbl U NOC/1e40BaTENIbHOCTU C TOUKW 3PEHUSA JIEKCUKKN, NPOLLECCOB U pe3ynbTaToB.
Bce 310 OKka3blBaeT NOMOXNUTENIbHOE BO3AENCTBUE HA 0OyyeHne MeToay 1 ero CTOMMOCTb.

MpumeyaHune — OfHaKo NONHOTA He nojpa3ymeBaeT TOro, YTO caMblil NONHBIN MeTon ABAeTCA Hannyywmnm
ana KOHerTHOVI Ccutyauum c gosepmnem. Cne,quT yuuTbiBaTh ApYyrne acnektbl MeTtofa, Takne Kak «CTporocTtb», «ypoOBeHb
Aetannsaynn» n ceBA3aHHble C HUMKU 3aTpaThbl.

Tab6nunua 6 — Noaxon kobecneyeHnio foBepus

Ipadhrueckoc npeacrasneHne

YposeHb [foBepue K NPOAYKTY [Josepue K npoueccy [losepve Kk cpege rana X KUSHOHHO LKA
1 / -eX-T
2 X
3 X
4 / X
5 o
6 X
7 / "eX-t

4.3 OueHka pe3ynbTaTtoB fosepus

OTHocALWMecs k 6e30MacHOCTY XxapakTepuUCTUKM NpoayKTa, npoLecca Wiv cpefpbl, obecneynsatoLlme f0-
Bepve. ABNSAITCA YTBEPXAEHUSAMN B Hanbosiee NpMMUTUBHONM hOpMe, CAeNaHHbIMU NHULMKPYIOLLEl CTOpOo-
HOI. 06bIYHO U3rOTOBUTEIEM 06BEKTA, YCIYT UK cpegbl. Ans Bepudukauum LOBEPUS K 3TUM YTBEPXKAEHNAM
MOXeT NoTpeboBaThbCs OLeHKa 1 cepTudukauusa pesynbtaTa 4OBEpPUs.

MoxHo co3gaTb MOAenb OueHKku foBepus. B Hell 6yeT onpegeneHa cepus 0606LeHHbIX 3Tanos, Npu-
MEHUMbIX K NI060MY U3 METOA0B ob6ecneveHns AOBEpUS 13 HACTOsLLEero ctTaHgapTa.

[ns mogenu goBepus K kayecTBy TpebyroTcs:

- AL, OLEHLLMK UKW opraHusaumns ans sepudukauum npuMeHeHns KpUTepmes;

- npaBuna, Kputepun n/mnnm MeToLo10rMsa OLEHKN B KAYECTBE €e OCHOBbI;

- cepTuduKaLus Hanuuus 4oCTaTOYHON KBanudmkaLmm y ayautopa 1 BeINOSIHEHWSA NPoLeaypbl OLEHKN B
COOTBETCTBUW C NpaBuiamu;

- 3aKNoYeHne o0 pesynbTarax OLEHKM.

MonHas MoAens 3TOro TMNa 06bIYHO Ha3bIBAETCA «CTPYKTYPOI fOBEpUsi».

4.3.1 OueHwumkK

OueHKa xapakTepucTuk oBepust kK 6e30nacHOCTU NPOAYKTa MOXeT NPOBOAMTLCS NOMb30oBaTesieM Npo-
OyKTa Npy HaIMYUK y Hero crneymasnbHbIX 3HaHWIA. 115 SKOHOMWUM BPEMEHM U pacxodoB LenecoobpasHo obpa-
TUTBCA K KB/IM(PMLMPOBAHHOM TpeTbEW CTOPOHE.

OueHKa TpeTbell CTOPOHOM MOXeT obecneunTb gasibHellee NoBbILWEHNE 4OBEPUS BCIEACTBME TOMbKO
NUWb hakTa ee He3aBUCUMOCTU.

NMpumeyaHne — [loBepue nepcoHana nogTeepxAaeT NPUEMIEMOCTb KBATMMUKALNN OLEHLL KA.

10



FOCT P 54583—2011

4.3.2 MeTO[0/M0TUA U KPUTEPUN OLLEHKU
[ns rapaHTun BOCNPOM3BOAUMOCTY NpaBu/ia OLEeHKN crefyeT JOKYMEHTUPOBATb U CONPOBOXAaTb COOT-
BETCTBYIOLIEN MEeToA00rMeEA.

MpumeueH ne— MNpnoLeHKe NnepcoHana oueHnBaemblM 06BLEKTOM ABNAETCA OTAENbHOE NNLO.

4.3.3 CBnaetenbpcTBo foBepusa

O6wumM ANns BCeX METOA0B OLEHKN ABASETCA TO, YTO pe3y/ibTaTbl OLEHKN OCHOBaHbl Ha CBUAETE/bCTBE.
CBuUaeTenbCTBO NpeAcTaBnsaeTcs YTBEPXKAEHNAMN, KOTOpble 0ObIYHO UMEIDT hopMy AOKyMeHTaL K.

CBueTenbCcTBO NoATBEPXAaET ahhekTNBHOE NpeanonaraemMmoe BbiNoSHEHNe AeliCTBWIN B paMKax CoOT-
BETCTBYIOLLMX NPOLECCOB, NIAHOB M NPoLeayp COrMacHo NOMNTMKaM M KOHLenumam 6e3onacHocTv. 3T nonu-
TUKM Y KOHUENLMN [OMKHBI PETYNSAPHO NepecMaTpmBaTbCcs U Npy HE06X0AUMOCTUN 06HOBAATLCS.

Haunb6onee 3HauvMbiMu TpebOBaHNAMY K JOKYMEHTALUN ABNSAIOTCA:

- CTabunbHOCTb (AOKYyMEHTaUMsA A0/HKHA OTpaxaTb (DakTUYecKylo CUTyaumio);

- noniHoTa (Bce 3HauvMble NPo6aembl AOMKHbI ObITh JOKYMEHTMPOBAaHbI);

- jocTartoyHas cTeneHb getanmsauumu,

- KOHTPO/b KOHPUrypaumm n LenocTHOCTW (OTCYTCTBME HECAHKLMOHNPOBAHHbIX U3MEHEHNI B JOKYMEH-
Tauum).

CneposaTesibHO, Npy AeTaNbHOM aHanim3e MeTof0B ob6ecneyveHns AoBeprs MOXHO AONONHUTENBHO UC-
cneposaTb Tpe60BaHMA U CONOCTABUMOCTb 3TON AOKYMeHTaLum.

4.3.4 3aknw4yeHue 06 oueHke

Pe3ynbTaTbl KOIMYECTBEHHON NN KAYECTBEHHOW OLEHKM A0/KHbI BbITb cneuuduumpoBaHsl. B npocTeii-
e hoopmMe 3TO MOXET BbITb NPUCMKa/6pakoBka. Torga kak 6onee TOUHbI pe3ynbTart NpYH1UMaeT (hopMy paH-
XUPOBaHWA. HanpuMmep, HECKO/IbKNX YPOBHEN (CTeneHeit), Hanpumep, YpoBHS, COOTBETCTBYIOLLLEr0 GpakoBke.

Llensim 6e3onacHoCcTy, B NPOTMBONOIOXHOCTb TEXHUYECKUM 06/1aCTAM, XapakTepHa NocToAHHAasA 3BO/I0-
ums. M3-3a CNOXHOCTV 06BEKTOB MOTYT MOSIBNATLCA HOBble AedekTbl 6€30MacHOCTU, 1 BCIeACTBUE HaIMuus
cpefibl Yrpo3 MOXeT BO3HWKHYTb HE06XOAMMOCTb NMPOTUBOAENCTBUS HOBbIM Yrpo3am.

4.3.5 TMopaepxka oueHKn

Mocne 3aBepLUeHNS OLLEHKM OHA J0/1KHA MOBTOPATLCA NEPUOANYECKN UIN B CNYHasiX BO3HUKHOBEHUS Ka-
KNX-TM60 COBBITUNA.

MoanepXKoli OLeHKN sIBNseTcs NnoadepxXaHue LOCTOBEPHOCTM 3a/jaHHOTO pesy/bTara oBepus K 6e30-
NacHOCTN UN PaHXNPOBAHUA B TeYEHWEe A/INTENIbHOTO BPEMEHU.

NMpumeuaHune — BOTHOWEHUN JOBEPUA K NepPCOHasy 3TO MOXET 03HayaTb NOCTOSAHHOE 06yyeHne n nepuoau-
UecKylo nepeoLeHKy UnuM nepeaTTecTauuio KOHKPETHOro nuua.

4.4  Tpumep

OpraH obecneyeHns JOBEpPUS — NOCTaBLLVK CO34a€eT AOBEPEHHYIO CUCTEMY AN YA0BNETBOPEHNS 06-
Lwnx TpeboBaHmnin 6esonacHocTu B cootBeTcTBUM ¢ MCO/M3IK 15408 (kpuTepuu oueHkn). OueHLwmkn (akcnep-
Tbl OpraHa OLEHKM) OLEeHUBAKT CUCTEMY Ha MpeaMeT BbINOJIHEHUA 3TOW CUCTEMO TpeboBaHwii
NCO/M3K 15408.

B uenax obecnevyeHns foBepust opraH oueHkn npumeHsetT MCO/M3IK 18045 (MeToAo0rni0 OLEeHKN) 1
BbllaeT COOTBETCTBYHOLMIA CTaTyCc NOATBEPXAEHNA (03HAKOM/IEHVE, COrNacoBaHune, yTBEpXAeHNe).

OUEHLLMKN 1 OpraH OLeHKN YNOoSIHOMOUMBAKTCA HaLMOHaIbHbIM OpraHoM No cepTudnkaumm B COOTBET-
CTBMU C COrNalleHnemM 0 B3aMMHOM NPU3HaHUN OBLLMX KpUTEpPVEB.

HaumoHanbHbIli opraH cepTudmkauuy BblgaeT cepTudmkaTt ¢ pesynbTaTtaMu OLEeHWBAHUA U NOSTyYeEH-
HbIM CTaTyCOM JIOATBEPXEAEHNS.

[Onsa atoro ceptuchnkata MoxeT NnoTpeboBaTbCsa Nepuognyeckoe oueHuBaHve AN rapaHTuy TOoro, YTo
MoAnpMKaLmsa NPOAYKTOB HE MEHSIeT pe3y/ibTaTbl OLEeHUBaHUS.

5 CpaBHeHUe, BbIGOP U (POPMUPOBAHME LOBEPUS

HazHaueHvneM HacTOSILLEro cTaHAapTa iBNsieTcsl 06ecneyeHre opraHa o6ecneyeHns JOBEPUsi PYKOBOA-
CTBOM 110 BbIGOPY COOTBETCTBYIOLLUX METOA0B 06€CNeyeHsi AOBEPUS K UHCDOPMALMOHHBIM 1 TeNIeKOMMYHUKa-
LMOHHLIM TEXHOJIOTUAM ANl BbINOSIHEHWSI MOCTAB/EHHON UeNU [OBEpPUsi, TO €CTb BbINOSHEHUSI MOUTUKA
6e30MacHOCTV opraHusaLuu. 3To PyKoBOACTBO cOAelCTBYeT opraHy o6ecneyeHnst 0Bepusi B onpeseneHunm:

- nofxo4a k o6ecneyeHnio JoBepwsi, KOTOPbI o6ecneunt Tpebyemble pesynbTaThl 4OBepusi, Haubosnee
COOTBETCTBYIOLME TPeGOBAHNSIM OpraHa OLeHKY;
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- OTHOCUTENbHOW LIEHHOCTM KaX0ro noaxofa Kk o6ecneyeHunto foBepusi, Hanbonee COOTBETCTBYHOLLETO
KOHKPETHbIM YCNOBUSAM OpraHa obecneyeHust foBepus;

- cnocoba obpalleHns ¢ JOBEPUEM CIOXHOTO 06bekTa (TO eCTb C HECKO/IbKMMM KOMMOHEHTaMm1 annapar-
HbIX CPeACTB, NPOrpaMmMHOro obecneyeHns, ycayr no 6e3o0nacHoOCT, acnekTamm cpebl Uu X KOMGUHaLMAMK).

5.1 Bbi6op nogxona Kk obecneyeHnto 4osepus

PasHbIx cTeneHeli 4OBEPUSi MOXHO AOCTUTHYTb Pa3NMyHbIMU MeToAamu. B HacTosiLemM nogpasaene pac-
CMaTpMBaeTCsl CpaBHEHME KaXOro U3 NOCNefyrLnX NoAXoL0B K 06ecneyeHno LoBepus (He MeToaoB) no
MPUHLMMY «OAWH K OQHOMY>;

- AOBEPUB K NPOAYKTY B CPaBHEHUN C JOBEPUEM K MpOLLECCy;

- JOBepUE K NPOLLecCy B CpaBHEHUN C JOBEPUEM K Cpeae;

- fOBEPUE K NPOAYKTY B CPABHEHUN C JOBEPUEM K Cpeje.

3TN NoAXo4bl COOTBETCTBYHOT NEPBLIM TPEM YPOBHAM B Tabnumue 6. Lienbio AaHHOro cpaBHEHUS ABNSET-
CS NOHMMaHWe TOro, Kakoi B1A noaxofa k obecneyeHnto foBepus cnegyeT BbIGpaTh.

MpumeyvyaHune — COBOKYNHOCTb NOAXOA0B COOTBETCTBYIOLWNX YPOBHEW BTabnuuye 6.0t4 40 7. 06cyxaaeT-
ca B 5.2,

5.1.1 ConocTaB/fieHne foBepPUA K NPOAYKTY C lOBEPMEM K nNpoLeccy

Mo onpeaeneHuto foBepue K NPOAYKTY COCPeAOTOYEHO Ha NPOAYKTe, Toraa Kak JoBepue K npoueccy co-
CpefoTOYEHO Ha npoLeccax, NPMMeHsIeMbIX K MPOAyKTam Ha onpefeneHHbIX aTanax X13HeHHOro uykna.

B cnyyas ¢ goBepuem K NpoayKTy YTBEPXAAETCS, UTO XapakTepUCTUKN NPOAYyKTa 1 ero hyHKLMOHNpoBa-
HUEe WHTEHCUBHO OL,EHUBAINCL, TECTUPOBA/IUCH N NOATBEPXKAAINCL B OTHOLIEHUW UX KOPPEKTHOCTU, NOKa He
6bl1a nonyyeHa Tpebyemas cteneHb 4oBepus K NpoaykTy. CTeneHb 0BepUs K MPOAYKTY ABASeTCA qyHKUMei
MCNosib3yemblX KpuTepres (4YTO OLeHMBaAeTCs) U MeTOA0/10rMM obecneyeHns gosepus (Kak BepuduumnpyeTcs
COOTBETCTBME KPUTEPUAM).

B cnyyae c foBepuem K npoueccy nNpeanocbiKoi AOBEPUS ABISETCS Halu4ne y opraHmsaumii npowuec-
COB. NCMNOMb30BaHHbIX /19 MPOEKTUPOBaHNSA, pa3paboTki, NPOM3BOACTBA M IKCMyaTauMm NpoayKTa NporHo-
31MpyeMbIX U BOCMPOU3BOAUMbIX pPe3y/ibTaToB. ATU NpPOLEeccbl NPOU3BOAAT NPOAYKT C 3aAaHHOW CTeneHblo
[0Bepus K Hemy.

OfHako faxe camas BbicOKasa CTeneHb oBepUs nosib3oBartesis K npoueccam, UCnosib3yeMbiM NMpon3Boan-
TefieM. He MOXEeT rapaHTMpoBaTh NPaBUIbLHOMO M 3PEKTUBHOIO NPUMEHEHUS 3TUX NPOLLECCOB K JaHHOMY Npo-
OyKTY. ipyrumMuy cnosamu, Npy BbICOKMX CTENEHAX A0BEPUS K NPOAYKTY HEO6X0AMMO OLLeHUBaHMe NpoayKTa.

B cnyyae c goBepuem K NpoAyKTy Kaxablil MpOAYKT LO/THKEH OLEeHNBAaTbLCS B OTAE/TbHOCTU TaK. YTobbl 06-
Las CTOMMOCTb OLleHMBaHWNS BO3pacTana C yBe/IMyeHnem ymcna paspaboTaHHbIX NpoaykTos. OAHaKo C TOUKM
3pEHNS NPOU3BOANTESA 3TOT0 NOBTOPHOMO OLEHMBAHUSA aHAMOTMUYHON UM NAEHTUYHOW NPOAYKLUN MOXHO U3~
6exarb. ecnv nNosib3oBaTtesb YA0BNETBOPEH AOBEPMEM K NMPOLECCY NPOU3BOANTENS, TO €CTb NCNOJb3yeMble
npoueccbl COOTBETCTBYIOT CTaHAapTaM kayecTsa npouecca. NpeumyLliecTso meToga obecneyveHms 4OBEpUs K
npoLeccy 3akoyaeTcs B TOM, YTO OpraHn3auus MOXeT NMpoM3BOAUTL Pas/InyHyo NPoayKUno 6e3 AONOMHU-
TesIbHbIX OLEHOK (3a UCKIYEeHneM Nepuoanyeckux OLeHOoK ANA NoAaepXKu ee cepTudmkara).

OueBNAHO, YTO 3TO CPaBHEHVE CpaBe//IMBO TOMBbKO /15 CONOCTaBUMOW ahPeKTMBHOCTH, AeTanusalmm
1 KOPPEKTHOCTN MEeTOL0B 06ecneyeHnsa AOBEPUSA U N0 BO3MOXHOCTU AOMOJIHAETCA AoBepueM, obecneymsae-
MbIM TPETbMMY CTOPOHaMU, K KOTOPbIM obpalianuck Ana 60nblueil 06bEKTUBHOCTM 06ecneyYeHmns JOBEPUs.

Mpn npumeHeHUn KOMBUHaLMM U3 ABYX NOAXOAOB CrefyeT Takke MCNosb3oBaTbk MHOpMaLuio us o06-
nacTu CMH3HepreTukn. Hanpumep, NnponsBoAnNTe b C 4OBEPUEM K CBOMM NpoLeccam 3aTpaTuT MeHbLUe pecyp-
COB Ha OLleHMBaHWE MNpOAyKTa, KOTOPbIA OH NPOM3BOAMT MOCPEACTBOM MNPOLLEeccoB, ob6ecneymBarLLnx
nosepue.

5.1.2 ConocTtaB/ieHne A0BepuUs K Npoueccy c JOBepuemM K cpege

[loBepue K npoueccy cocpefoToueHO Ha npoueccax, MPUMEHSIEMbIX K MPOAYKTY Ha KOHKPETHbIX aTanax
XW3HEHHOTO LMKa, TorAa Kak JoBepre K cpefie COCPeloTOYEHO Ha pecypcax 1 cpeje, B KOTOPOI NCcnosib30Ba-
NINCb 3TN pecypcbl.

YBepeHHOCTb B NpoaykTe, obecrneynBaemas fOBepueMm K cpege, obycnaBnvBaeTcs yBEpPEHHOCTbIO B
opraHusalun u ee nepcoHasne, a Takxke B APYrnx pecypcax, NpUMeHsieMbIX K MPpoayKTy. 3Ta YyBEPEeHHOCTb MO-
XeT 6bITb 0becneyeHa aTTecTaunein nepcoHana n/unv opraHu3auun ¢ NPUMEHEHNEM COOTBETCTBYIOLLUX CTaH-
[apToB WU Xopolei npoecCMoHasIbHON MpakTUKKU, rTAe cambiM HU3KMM YPOBHEM SIBASiETCA penyTaums
nepcoHana uau opraHnsauum, OTBETCTBEHHOI 3a NPOAYKT.
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OueBUAHO, YTO NPW YC/IOBUM MPYMEHEHUSI CONOCTaBMMOI CTeneHn aeTanu3aunv goBepue K cpefe
06bIYHO MeHee a(hPeKTMBHO, YeM AoBepue K npoueccy. PakTmyecku nobas opraHnsauuns U KOHKpeTHoe
N0 MOryT 06nagatbh 06LWMMY 3HAHUSAMK O BO3MOXHOCTSIX NPOLLECCOB, NpeAHa3HauYeHHbIX 415 NPUMEHEHUSA
K npoaykTy. OiHaKo foka3aTe/IbCTBO TOro, YTO NPOLECChl ObI/IN AOKYMEHTUPOBAaHbI, OLeHeHbl Un cepTudn-
LMpoBaHbl. OTCYTCTBYET.

[loBepue Kcpefe siBNsieTca camoli HU3Koii chopMoii foBepusi, KOTopyto obecneunTs sierye Bcero. Cylec-
TBYIOT cuTyaLuu, Korga foBepve K cpefe fBnseTcs eAnHCTBEHHON OCYLLeCTBMMOW 1 A0CTYNHOW No LeHe dop-
Mol foBepus. [loBepne MOXeT UMEeTb MeCTo:

- B HE60NbLUNX OpraHn3auusax, KOTopble He MOryT NO3BOUTL cebe pacxofbl Ha obecnevyeHne foBepus K
npoueccy uin npoaykry;

- B OTHOLUEHMN KOMMEPYeCKNX CepuiiHbiX NPOAYKTOB, KorAa MocTaBlMK He obecneunsBaeT AOBEpUs K
NpoAYKTY unu npoveccy.

5.1.3 ConocTtaBfeHune foBepus K NpoAYyKTY C LOBEpUeM K cpege

Mcxoas 13 BbILLEN3NOXKEHHOTO CTAHOBUTCS OYeBUAHBIM Hannune 061actv obecneyeHns fosepus onpe-
JeneHHoro nporpecca. Ecnv gosepue K NpoAyKTY HeAOCTYMHO, JOBEPUE K MPOLLECCY ABAETCA «MOYTU HE YCTY-
nawLwymM no kKayectBy». Ecnu HefoCTynHO AOBepue K MpoLueccy, ocTaBLUelics BO3MOXHOCTbI SIBNsieTCA
JoBepue K cpeje.

5.1.4 3aknwyeHune

B 3akntoyeHne, npu ycrosmMm oTkasa OT CONOCTaBUMOCTU AaHHbIX MOAXOA0B K 06ecrneyeHuno fosepus
MOXHO YTBEPXaTb Creaylollee:

- MpU camblX BbICOKUX TpeboBaHMAX [OBEPUS CrefyeT BblonupaTtb foBepue K NpoaykTy;

- AoBepue K npoueccy obecneyvBaeT npuemsaemoe 1, no 6onbluei YacTu, JonycTumoe foBepue no-
cpefcTBOM obecneyeHns AOBEpPUS K Ka4eCcTBY COOTBETCTBYIOLLMX NPOLIECCOB;

- [OBEpue K cpefe LO0/MKHO BblbMpaTbCA B HEGOMbLUIMX OpraHM3auusax Win B Cryyasx, ecim npoaykT
nYwm ero npousBoAnTe b He [OCTYMHbI 415 OLeHUBaHWA npoLecca u/unv npoaykra.

B o6LieM MOXHO yTBEpXAaTb, UTO:

- [OBEpPUE MOBbILLEHHON CTPOrocTh K NPOAYKTY OrpaHuYmMBaeTcs AoBepreM K paspaboTke OTHOCUTENBHO
MeHee C/I0XHbIX MPOoAYKTOB, Torja Kak

- joBEPUE K Cpejie MPUMEHVMO B OCHOBHOM K IOBEPUIO K 3KCM/TyaTalumn, ec/im CUCTEMbI AB/IAIOTCA OTHO-
CUTENbHO C/I0XHbIMW 1 OBEPUE MEHEE CTPOTUM.

B0O3MOXHOCTb MCNO/b30BaHWA METO0B 06ecneyeHns foBepus nokasaHa Ha pucyHke 3.

[0BapuB AOMp» #;:E)L?JF,)EIISVI—

KPBApPBOC/DKB K UHTErpaLymn CipwuHik

POIHMK»
KTpoayKTy e o
Jloaap» Krpouaccy - - «
Aomptlokogoa - - -
CNT*#*CTb

PucyHok 3 — B0O3MOXHOCTb WCNO/Ib30BaHNS METOA0B o6ecneyeHna fosepusa

5.2 ®dopmupoBaHue MeToL0B ob6ecnevyeHns gosepus

HecoMHeHHO, MHOTVe nonb3oBarteny 6yayT NPUMEHsITb HECKO/IbKO MEeTOZ0B 06ecneyeHuns oBepus Kak
no MCO/M3K 15408 n NCO 9000, Tak n no NCO/M3IK 15408 n NCO/M3K 21827.

B HacTosiLLeM cTaHfapTe NpefcTaB/ieHa CTPYKTypa, KOTOPY MOXHO MCMO/b30BaThb A5 3anucy cBuae-
TeNbCTBAYONbITa NNL,. NPUMeHsBLIMX 6onee 0AHOTO MeToAa o6ecrneyeHuns JoBepusi. B HeM Takke npeacTtas-
NEHbl NOHATUS N YHUBEPCAbHbIM A3bIK, KOTOPbIM MOXHO W3/10XUTb B3aMMOAENCTBMEe Mexuly MeToaamu u
noAxofamMu 1 Takum 06pa3oM cnoco6CTBOBATL U3YUEeHUI0 BO3MOXHbIX KOM6UHALMI METOA0B 1 NOAXOA0B.

Cnoco6GHoCTb 06bEAVHATL XapakTepuUCTUKM [OBEPUSI Pas3/IMUHLIX NOAXOA0B K 06ecneyeHunto JoBepust
o6nieryaeT fOCTVKEHVE AOBEPUS K MPOAYKTaM U CUCTEMAM NyTEM NPUHATAS KOMMNOHEHTOB JOBEPUS U3 APYTUX
noAXof0B K 06ecneyeHnto oBEpPUs B OMNOSIHEHWE K UCMO/b3YEMOMY B aHHbIA MOMEHT NoAxXoay.
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Hanpumep, ecnu opraHusauus 6bi1a cepTudmumpoBaHa no yposHio 3 MCO/M3K 21827. el MOXeT 6bITb
obecneyeHo AoBepue B pamMmKax CTpykTypbl oueHnaHms MCO/M3IK 15408 6e3 Heo6xoAMMOCTM A1 OpraHm3a-
Li1v NOBTOPHO NpeAoCcTaBNATb CBUAETENLCTBO, KOTOPOE OHA YXe npeacTasunia AN Apyroro nogxoga k o6ec-
neuyeHunio aosepus. Bonee Toro, ato obnerunt paboTy cepTUMUMpPYIOLLE opraHn3aLmn, NOCKoNbKY y Hee
nMeeTcsa [ONOSHUTENIbHOE CBUAETENIbCTBO, KOTOpoe Tenepb GyAeT npuemsaemo npv onpegeneHun obuiero
[0Bepusa K cucteme.

CpaBHeH/e MeToAoB obecneyeHns AOBepUss MOXeT CNoCcO6CTBOBATb MOHMMAHMWIO MOTEHLMasTbHbIX
orpaHuyeHmnin nogxoaa hopMmmpoBaHnsa fosepus. CpaBHeHne MeTof0B ob6ecneyeHuns JOBEpPUs CBA3AHO C BO3-
MOXHOCTbIO YCTPaHEHUA XapakTepucTnK 4OBEPUsI, ECNN CYLLLECTBYET BEPOSAITHOCTb MX 6a3npoBaHUs Ha Apyrux
aTpubyTtax.

Mpu NnpuMeHeHnn MeToA0B 06ecneyeHns foBepust 6e30NacHOCTb paccMaTpUBaeTCs C pasHbiX CTOPOH U
B pas/iMyHOM 06beMe, 1 3T METOAbI NpeAHa3HavarTCa 4151 pasHbix Nosb3oBaTe el u nogpasaeneHunii opra-
HM3auun AN BbINOSIHEHUS pasHbIX Leneid. Hn ognH meTog, paccMaTpuBaeMblii B HACTOALLEM CTaHAapTe, He
MOXeT rapaHTupoBaTb «BCeobLiei» 6e30nacHOCTU, KoTopas AO0/MKHbIM 06pa3omM obecneunT 3awuTy UMet-
ueiics cuctembl T OT BCex 3HauMMbIX yrpo3. CriegoBaTesibHO, B GOJbLLUMHCTBE C/lyyaeB HEO6X0AMMO M-
nosib3oBaTb KOMOMHaLWIO METO0B 06ecrneyeHns 4OBEPUSA CUHEPTETUYECKUM CMOCOBOM.

ONTUMasibHOr0 YpOBHA 6€30MacHOCTU MOXHO AOCTWYb NPU YCIOBUW COTPYAHNYECTBA NOCTABLLMKOB U
nonb3osarenei UT.

MpuMepbl, feMOHCTPUPYIOLLINE acnekTbl POpMUPOBaHNSA METOA0B obecneveHns 4oBepUs, NpuBeaeHb! B
npunoxeHun C.

5.3 CpaBHeHue meToA0B o6ecneyeHns AoBepus

[na cpaBHEHWS OTHOCUTENIBHOTO 3HA4YeHWs MeToAoB obecrnevyeHWs [OBepUs, YKasaHHbIX B
NCO/M3K TO 15443-2. MOryT UCNoNb30BaTbCA fBa OCHOBHbIX noAxoaa:

- MaTpuua XapakTepucTuk;

- obpasoBaHue nap (CpaBHeHne MaTpuL, No NPUHLMUMY «O4UH K OGHOMY>).

Ecnu TpebyeTcs cpaBHEHME MHOTMX, TO €CTb 60/1ee TPex 3/IeMEHTOB APYT C APYTOM, Kak noka3aHo Ha pu-
CYHKe 4. CTaHOBUTCA OYEBUAHON HEOOXOAMMOCTb CPAaBHEHMS 3/IEMEHTOB MO MX 06WUM XapakTtepucTtmkam. C
yBe/IMYEeHVEM YMCa 3/IEMEHTOB CTAHOBUTCA OYEBUAHBIM HEOCMOPUMOCTL 3TOT0 NoAxofa. besycnosHo, npeg-
NOCbISIKOM HEOCNOPUMOCTY ABNSETCA 3HAUYMTEIbHOE YNC/I0 aHANOTUiA B paMkax 3TUX MeTOA0B.

PucyHok 4 — TMpuHuuUn cpaBHeHUss maTpuy,

[nsi cpaBHeHWsi MaTpuL, Hafo paspaboTaTb nepeyeHb XapakTepucTuk fosepusi. OCHOBHOM TPYAHOCTbIO
3TOro noaxofa ABNsieTcs POPMMPOBAHUS ONTUMASIBHOTO NEPEYHs XapakTePUCTUK, NPUEMIEMbIX 4151 U3/T0XKeE-
HUS B O6LLMX YepTax OCHOBHbIX Pas/inumnii Mexay 3TUM1 MeToAamu.

CpaBHeHWe MaTpuL, XapakTepUCTUK ,OBEPUst MeTOLO0B 06ecneyeHnst 4O0Bepusi COCTOUT U3 UX ONUCaHUs U
paHX1MpoBaHUs 0TAEMbHLIX METOAOB MO NepeyHto. MNpeacTaBneHe pe3ynbTaToB ynpolaeTcs npuMeHeHneM
KOJIMYECTBEHHbIX MEP M3MEPEHUST UMW cTeneHell. MoaxoAsLMM CNoco6oM NPesCcTaBeHNsi PyKOBOACTBY pe-
3yNbTaTOB OLEHNBAHUSA ABNSIETCS NPeACTaB/eHne rpadinuecknx KOHTPOSIbHbIX CMIUCKOB.

[N5i NPUHATUA MHKDOPMUPOBAHHOTO peLleHUst Mo BbIGopY MeTOA0B obecneyeHus JoBepust AN fanbHeli-
LIero NpUMEHEHNs U 3HaYeHUto (LEHHOCTH) pesybTaTa NPUMEHeHUs1 KOHKPETHOTO MeToZa Npu aHanmse cpas-
HEHUs MaTpUL, UCCIeAyI0T COBOKYMHOCTb crneuuduyeckux MeTofoB o6ecrnedyeHnst 4oBepus.

Moao6HbIE CpaBHEHUS MATPUL, MOXHO afanTMpPOBaTh A1 KOHKPETHbLIX NPo61eMHbIX o6nacTeii B cOOT-
BETCTBUM C TPeBOBaHUSIMY 3aMHTEPECOBAHHbLIX CTOPOH, HaNpUmep, A/1s1 NPOVN3BOAMTENSA NPOAYKTa, KPYMHO
opraHuzaumm.

B pasgene 6 HacTosLero ctaHgapTa onpegenieHbl Tpy Npo6emMbl, CBA3aHHbIE C AOBEPUEM, KOTOpble
BbIGpaHbl B KAUeCTBe PyKOBOACTBA.

KpaTkoe M3noxeHne MeToAa CPaBHEHWSI MATPUL, cneunduyecknx o6LUX XapakTepucTuk BblGpaHHbIX
MeTO/Zl0B NPUBEAEHO B NPUOXEHNN A.
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5.3.1 CpaBHeHMe no NpuHUUNY «OA4UH K OAHOMY>

[ns 6onee noapo6HOro CpaBHEHNSA 3/IEMEHTOB MaTpUL, MOXeT NCMNO0/Ib30BaTbCA N0/Ib30BaTENbCKNIA (3a-
Ka3HOI1) nepeyeHb: 3NeMeHTbl A06aBNATCS UK yAansTcs, ¢ TeM YTO6Gbl COOTBETCTBOBATbL Nape BbiGpaH-
HbIX 371eMeHToB. OAHaKo No Mepe yBe/MYeHUs Yncna cpaBHUBAEMbIX METOA0B YMC/O0 CPABHEHWIA «OAMH K
0iHOMY>» OyAeT yBenmumBaTbCs C ABONYHBIM KO3 MULMEHTOM «1» U 2. TAE /1 — YWNC/I0 MEeTOA0B (Hanpumep,
ana 6 anemeHTOB noTpebytoTcs 15 oTAesbHbIX CpaBHEHWIA). o 3TOW NpuUYMHE AaHHbIi TUN CPaBHEHUSI B
HacTosilemM cTaHAapTe He NpuMeHseTcs.

CpaBHeHWe No NPUHLMNY «OAUH K OfHOMY» MPpUeMIemMo A1 nosib3osaress, Cnoco6HOro NpoBoAnThL Ta-
KOoe cpaBHeHVe Ha 0OCHOBe onucaHwuii, cogepxatinxca B UICO/MIKTO 15443-2. 1 UCNonb3yemMoro CCbl/IOYHOTo
mMaTepuana B HacTosiLlem cTaHfapTe. Monb3oBaresib MOXET Takke NOoAroToBUTL pestoMe, C TeM YTOObI cae-
naTb BbIBOAbI N3 KOHKPETHOrO YMC/a CPABHEHW «O4UH K OAHOMY>.

5.3.2 Matpuua xapakTepucTuk gosepus

XapakTepuCcTuK/ fl0BEPUS ABMAIOTCA PakTUYECKUM UCTOYHMKOM [0BEPUS 1 MOTYT UMETb COOTBETCTBY!0-
Y0 cucTemMy nokasartesieii. XapakTepucTukn foBepus BKKOYAKOT B Ce6S1 LEHHOCTb (3HAYMMOCTb) U pasiny-
Hble KayeCTBEHHble acnekTbl, TakMe, Hafnpumep, Kak CTpPOrocTb, HafEXHOCTb, BOCMPOU3BOANMOCTb,
3(PhEKTUBHOCTb U T. .

Kakoii meTog obecneveHnss JoBepus NOAXOAWT AN paccMaTpuBaemoi npobsembl JOBEPUS U Kak ero
npuMeHsTb? [115 oTBETa Ha 3TV BONPOCHI HAA0 NOHATb NperMyLlecTBa MeTOA40B obecneyveHns 4OBEPUs NCX0-
5 U3 AOCTUTHYTOrO C UX MOMOLLbIO OBEPUS U C y4ETOM CBA3AHHBIX C HUM U3[epxeK. Apyrumu cnosamu, ans
ob6neryeHnsa cpaBHeHMss MeTOA0B obecrneyeHns [,OBepuUs CBoKCTBa (MPU3HaKN) [OBEPUS, onpeaensioLlime 3Ha-
YMMOCTb MeToga, AO/DKHbI MOMYYUTb XapakTePUCTUKN.

5.4 CocpefoTOYEHHOCTb Ha XapakTepucTukax fgosepus

[lns cpaBHeHWA NPUHATBIX MeToA0B obecneyeHus foBepus 6bi10 pa3paboTaHO HECKOSIbKO TUMUYHbIX
XapakTepucTuk fosepus. HazHayeHnem HacTosLero ctTaHfapTa ABsieTcs okasaHve NomMoLmn nonb3osBaTeso
npy NPUHATAN PeLleHns O NPUMEHEHUN OLHOrO MeToda Wan KoMbuHauum 13 AByx unn 6onee mMeTofoBs ANns
KOHKPETHOro cny4yas.

XapaktepucTuku oBepus (cM. Tabnuuy 7) MetoT 06LLnii xapakTep, a onpegeneHHble MeToabl obecne-
YeHWNs AOBepUs aHaM3npyTca Ha obLLeil OCHoBe B NPUIoXeHun B.

O6Lwan opueHTauma MeTof0B, NpeAcTaB/eHHas B pestoMe, npusefeHa B npuioxeHun A. 3 tabnu-
Lbl 7 MOXHO cAenartb BbIBOAbI O NPUMEHUMOCTU UM HEMPUMEHUMOCTU KOHKPETHOrO MeTofa B KOHKPETHOM
KOHTEKCTe.

MpumeuaHue — VcxogHylo 1 nocregywuwylo uHpopmayuio 0 MeTogax O06ecneyeHuss JOBEpUs CM. B
NCO/M3K TO 15443-2.

Tabnuuya 7— KnwoyeBble acnekTbl CpaBHEHUSA

Acnekt Onucaxve

MpegycmatpusaeT in MeToA onpejeneHne uenn obecneyeHns gosepua?
1 Llens nosepusa Kakum meTopom 6Gbina onpegeneHa aTa uenb?
Kak ata uenb gocturaercsa?

Kakyto npo6nemy o6ecneueHuns gosepus pewaeT Meton?
2 Llenesas aygutopusa o o
[ins Kakux KOMMNaHWii U Kaknx poseit B pamkax npeanpuaTAS npejHasHavyeH meTon?
KakoBO Ha3HauyeHuWe paccmaTpusaemoro metoga?
Kakne MeTof0n0rnyeckne 3/1IeMeHTbl OH COLEePXUT?
Hackonbko MeToA NMPUMEHUM ANA 06WEeNPUHATLIX CTPYKTYP NPeAnpuUsaTuii?
Hackonbko MeTod NMPUMEHWUM AN KOHKPETHOro cnyvasn?

3 XapaktepucTuku

KakoBa B3aMMoCBf3b Mexay 06bemMoM paboT No NPUMEHEHUI0 MeToAa U ero CTou-
MOCTbiO?

4 Pa3HOCTOPOHHOCTb Kakoii BENMYMHOI 1 CNOXHOCTbI0 UccneAyeMoro o6bekTa MOXHO onepupoBaTth?
MOXHO NN 3TO KOHTPONMPOBaTb NYyTEM NPUMEHEHUSA pa3Hbix cTeneHel getanusa-
umun?

OTpaxaeT N1 HacToslas Bepcus MeToa HoBelllune TEXHONOrnn?

5 CBOEBPEMEHHOCTb Py
Kak o6ecneunBaeTcs B cnyyae Heo6xo4MMOCTU perynspHoe o6HoBNeHne meToaa?
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OKOHYaHue Tabnuubl 7

Acnekr Onucaxve

O6pasyoT I KPUTEPUIN 3aKPbITLI NCUEepPNbIBAKOLW Wi KATaNor 31eMeHTOB UM OXBa-
TbIBAKT TONbKO BbiGPaHHbIE acneKTbl?

6 3aBepweHHOCTb N
[na kakoro ypoBHs 6e30MacHOCTM aganTMpoBaH PeneBaHTHbI kaTanor cooTse-
TCTBYKOWMNX KpUTEPNEB?
M3pepxku npu Yero Hafo xAaTb B OTHOWeEHUN o6bema paboT 1 M3gepxek Npyu NPUMEHEHUN AaH-
7 BHegpeHnn/o6bem HOll cucTembl kpuTepues 6e3onacHocTi UT K TUNUYHBIM CUEHapuam?

paboT no BHeApeHUto

Nopaepxka CywecTBYOT 1 Kakne-nn60o NHCTPYMEHTbl NOAAEPXKU NOMb30BATENS NPU NpUMe-
8 MHCTPYMEHTaIbHbIMU HeHun paccmatpuBaemMoro Mmetoga?
cpeacTBaMu

o CoAepxXuT N paccmaTpuBaemas cuctema kputepueB 6GesonacHoctn WT ka-
Cdrepa gelicteus

9 Kne-nn6o NoMoXEeHUs WAW PYKOBOACTBO MO KpUNTOrpadumyeckum npoue am unn
KpunTorpadum py a P pad poueayp
anroputmam?
CywecTByeT N1 ANsi MeTofa kKBanuukaymoHHas n/unm ceptudukaLuoHHas cuc-
OueHka un
10 Tema?
cepTudukaymsa

MpUMEHUM 1 METOA AN NPOLYKTOB WU UTOTOBbIX PELIEHNA?

fBnaeTcsA nu BO3AeiACTBME YCNELWHOro OLeHMBaHUA 1 cepTudukaymm notTeHymanb-
HO yA0BNETBOPAOLWNM 3aKa3umka Uan aAMUHUCTPaLMI0 UAK. N0 MeHbllel mepe,
Y6enuntenbHoOCTb U YA . pstoLy A pay p
11 npuUsHaHme OCHOBOW ANA AONOMTHUTE/IbHbLIX TECTOB?
KakoBa 3penocTb (pa3BuUTOCTb) CTPYKTYPbI?
KakoBO pblHOYHOE NMpuU3HaHue u ero ABUXYyLLne CUbl?

5.4.1 Lenb obecneyeHus gosepus

3apaveil opraHa no obecneyeHno JOBEPUS ABNSETCA yTBEPXKAEHUE afeKBaTHOCTU AOBEpUs, a Takke
yucna n kayectsa CBMAETENbCTB JOBEPUS, KOTOPblE HAA0 NOAYYNTb AN AOCTUXKEHUS MPUEMNIEMOTO YPOBHSA
prcka. OTO 03Ha4yaeT, YTO OCTATOYHbIA PUCK ANS Npeanosiaraemoii cpefibl He NPEeBbLICUT YPOBEHb, NpUeMse-
Mblii A1 3aMHTEPECOBAHHbIX CTOPOH U NPUHATBLIA UMW.

[lns yBepeHHOCTM B pe3ynbTarte obecneyeHns fOBEpUss opraH no obecneyeHunio gosepusa obssaH 06-
OCHOBaTb 3TOT pe3ynbTaT paunoHasibHbIM CNoCO60M, NPOAEMOHCTPUPOBaB TpebyeMoe (PyHKLUOHUPOBaHNe
npoaykTa c obecrneyeHnem Tpebyembix PYHKLNOHANbHbIX BO3MOXHOCTEN 1 OJHOBPEMEHHbIM BbINO/IHEHNEM
nonnMTukn 6esonacHocTn. CTeneHb YBEPEHHOCTM ABASETCA NPsAMbIM pe3yibTaToM npolecca obecneyeHns 40-
Bepus 1 cTeneHn yao6ecTea A1 KOHKPETHOro 3aMHTepecoBaHHOro nuua.

CnepoBatenbHO, NPOLLECChl U CTaHAAPTbI, UCMOMb3yeMble A1 DOPMUPOBaHNS [OBEPUS, LO/TKHbI ObITh
NMOHATHLI 1 BK/OYaTb B Ce65 onpeesieHne, coop 1 NpoBepky CBUAETENLCTB foBepus. CBuaeTenbcTBa gonyc-
KaeTcs cobupaTb MeTogamu, NpUMeHseMbIMU AN pa3padoTku, cocTaBNeHUs U NogfepxaHns pesynbtata
nosepus.

Llenb o6ecneyeHuns 4oBepns MOXeT OCHOBbIBATbCS Ha OL,eHKe pucka, NoMTuke 6e3o0nacHoCTM iy nNpo-
doune 3awnThl (CM. Takke npunoxexHue E).

[lna xapaktepucTukn foBepus «Lesb obecneyeHns OBEPUSA» CpaBHEHNE faeT OTBETLI Ha cneaytoLme
BOMNPOCHI:

- npegycmaTpvBaeT N MeTof onpeaeneHune Lenn obecneyeHns 4oBepus;

- KaKMM MeTooM Oblnia onpejeneHa ata uesb;

- KaK aTa uesb gocturaetca?

Ecnun meTtog He onpefenseT uenb obecnevyeHns AOBEPUS WU €CnN 3Ta Lieslb He COOTBETCTBYeT Tpebo-
BaHWAM opraHa no obecneyvyeHnto 4OBEPUS, TO A/19 oNpeesieHns Lenn pekoMeHayeTCcs oLueHKa pucka unm se-
pudmnkaums 060cHoBaHHOCTH. Npy HEO6XOAMMOCTM peKOMeHA0BaHHasA Lenb 0becnevyeHuss 4OBEpPUS MOXET
6bITb paclpeHa 415 0TPaXeHUs NpakTUYecKoin AeAaTeNbHOCTU B MPOMbILUAIEHHOCTM U ypaBieHun.

MpumeyvaHunsa

1 Cama nocebe OLUeHKa pucka moxeTt 6bITb rapaHTmpoBaHa, Hanpumep, 0Ll,eHKOI7I nepcoHana, npoeoasuiero oueHky

puCKa Ha OCHOBE CBOETO0 ONbITa, €70 YPOBHSA NOATOTOBKM /WK APYTUX (DaKTOPOB, HANpUMeEp, MecTa, r4e NepcoHasn npoxo-
AWN NOATOTOBKY.
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Lienb o6ecneyeHunss 4OBEPUS MOXET onpeAenaTb XapakTepucTuku, KOTOpbIMU A0MKEH 06najgaTb npeanonaraemMblii
meToA o6ecneyeHus 4OBepusi, /UM cnocob npescTaB/ieHns OBEPUs, TakuM 06pa3oM yMeHbllas YNC/I0 MEeTOA0B, KOTO-
PbIMW MOXHO MONYYUTH AOBEpPUE.

2 COOTBETCTBYHLMNE KOHLENLMN N NPOLECCH BbIPBXEHbI B CYLLECTBYOLMX CTAHA4APTAX U TEXHUYECKNX OTYeTax no
6e3onacHocTn UT. Taknx, Hanpumep, kak NCO/M3K 13335. NCO/M3IK 27002. MCO/M3IK 21827 n NCO/M3IK 15408.

5.4.2 LleneBas ayautopusa

HacToswwmii ctaHgapT aganTpoBaH ANs NpPefocTaB/eHNs PyKOBOACTBA NO TPEM TUMUYHBIM CUTYaLUaM
B COOTBETCTBUM C pasfesioMm 6. 3Ta xapakTrepucTuka AOBEepUsa NMeeT CrneayroLlme KaTeropum:

- foBepue K paspaboTke: paspaboTka npoayktos VKT, Hanpumep, B o61acT 6e30nacHoCTy;

- [OBEpUE K MHTerpauun: 3akynka npoAyKToB U UX KOMMoHoBKa B cuctemy WKT. Hanpumep, B cooTBe-
TCTBUW C ONpejesieHHoN NoNnTUKo 6e3onacHocTw;

- foBepue K PyHKLUOHNPOBAHMIO CUCTEMbI MHDOPMALMOHHbLIX Y KOMMYHUKALMOHHbIX TEXHOMOMMIA, Ha-
npumep, B COOTBETCTBMU C NOUTMKON 6e30NacHOCTU AAHHOI OpraHusaLmn.

Kpome TOro, cpaBHeHve MOXEeT faTb OTBET Ha CliefytoLmne Bonpochl:

- AN Kakux KOMNaHuii npegHasHavyeH MeTos;:

- ANS KakuX poneii B pamkax opraHv3aummn npegHasHavyeHo cogepXxunmMoe:

- HacKO/IbKO MeToA NPUMEHVUM K OOLLENPUHATLIM CTPYKTYpaMm npeanpuaTnin?

5.4.3 XapaKkTepucTtuku

Moaxon K obecneyeHno Josepus, onpegeneHne kotopomy npusegeHo B MCO/M3IK TO 15443-1 wn
MCO/M3K TO 15443-2. paccmaTpuBaeTcs U pasbscHseTcs B 6.1 HacTosLWwero ctaHgapTa.

Kpome TOro, cpaBHeHue MOXeT AaTb OTBETbl Ha CneAytoLe BOnpochl:

- HacKoNbKO MeToA NPUMEHNM K 06LLenpUHATLIM CTPYKTYpaM NpeanpusaTuii;

- KAKOBO Ha3HayeHne paccmaTpuBaeMoro MeToaa,;

- KaKme MeTo/,0/10rMyeckne a/IeMeHTbl OH COAEPXNT?

MpumeuyaHne — Ob6uee PyKOBOACTBO MO BbIGOPY MpMemMaemMoro nogxoga x obecneyeHnto gosepus 4na goc-
TUXEHUSA KOHKPeTHOW uenn no o6ecnevenunto gosepusa cm. B 5.1.

5.4.4 Pa3HOCTOPOHHOCTb

B0O3MOXHOCTb MOBTOPHOrO MCMOMb30BaHNA YacTeli npouenypbl OLEHKUM NO3BONSET aMOpTU3MPOBaTb
CTOVMOCTb PaboT, BbINO/IHEHHBIX B OTHOLUEHUN KaKoro-nmbo npoAdykra, Hanpumep, byayuiero oueHnsanuns. B
0Cc0o6bIX Cryyasix CTOMMOCTb paboT ciefyeT aMopTM3NpoBaTh C NOMOLLLIO, HAaNpuMep, cneunansHol Bepcum
npoAykTa B OT/INYMEe OT CEMENCTBA CyLeCTBYOLWNX UNN ByayLLnX 06BEKTOB.

Kpome TOro, cpaBHeHve MOXeT faTb OTBET Ha clieflytoLmne Bonpochl:

- KaKkoBa B3aMMOCBA3b Mexay 06bemMoM paboT U CTOMMOCTbIO NPUMEHEHUS;

- KakoWi BEIMYMHON U CIOXHOCTLIO NCCefyeMOro 06bekTa MOXHO ONepupoBaTh;

- MOXHO /11 3TO KOHTPO/IMPOBATb NyTEM NMPUMEHEHNSA pasHbiX CTeneHeln getanmsauumn?

5.4.5 CBOeBpPeMEHHOCTb

Kpome TOro, cpasHeHve MOXeT aTb OTBET Ha c/efytoLme BOnpochl:

- OTpaxaeT /M HacToALasA Bepcus MeToga HOBenLwne TeXHOMoruu;

- KaK obecneymBaeTcs B C/lydae He0O6X0AMMOCTU perynsipHoe 06HOBEHNE MeToAa;

- 4YTO TaKoe PbIHOYHOE MPU3HAHWE U KaKOBbI ero ABUXYLLMEe CUbI?

5.4.6 3aBepleHHOCTb

Kpome TOro, cpaBHeHve MOXeT AaTb OTBET Ha c/iefytoLme BONpoChI:

- 06pasyoT NN KPUTEPMU NO OCHOBHOMY BOMPOCY 3aKPbIThbIA MCUEPNbIBAOLWNIA KaTanor 31eMEHTOB Un
0XBaTbIBAKOT TO/IbKO BblOpaHHbIE acnekTbi:

- AN15 KAKOTr0 YPOBHSA 6e30MacHOCTY afanTypoBaH peneBaHTHbI KaTasnor COOTBETCTBYIOLLUX KPUTEPUEB;

- paccmartpuaeT M MeTof Lesim 6e30MacHOCTM TOJIbKO C MOMOLLLbIO MOIHOTO UCYepPnbIBaKOLLEro KaTaso-
ra 3/1eMeHTOB U/N OXBayeHbl TOSIbKO BblGPaHHbIE acnekThl;

- AN KaKoro ypoBHsi 6e3onacHoCTW aganTupoBaH MeToA?

5.4.7 N3pepxkn npu BHegpeHun/o6bem paboT No BHEAPEHUIO

Kpome TOro, cpaBHeHve MOXeT faTb OTBET Ha c/efytoLme BOnpochl:

- Yero Haflo XAaTb B OTHOLWEHUN o6bema paboT 1 n3fepxek nNpu NPUMEHEHUN AaHHON CUCTEMbI KpUTe-
pues 6e3onacHocTM UT K TUMWYHBIM CLeHapuam?

XapakTepucTukn foBepus ABAAITCA DaKTUYECKUM UCTOYHMKOM [0BEpUs 1 MOTYT UMETb COOTBETCTBY!0-
LLIYI0 cMCTeMY nokasaTtesieil. XapakTepucTuKki [JOBEepUs BKNOYAIOT B Ce651 CTOMMOCTb 1 pas3/inyHble Ka4eCTBEH-
Hble acnekTbl, TakMe, Hanpumep, Kak CTPOrocTb, HAAEXHOCTb, BOCNPOU3BOANMOCTb, 3PEKTUBHOCTL U T. [.;
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- Kakoii meTop o6ecneyeHns foBepust ABAAETCS NPaBUbHLIM AN UMetolleiicss npo6nembl AoBepusa 1
Kak ero npumeHsTb? [1s oTBETa Ha 3TOT BOMPOC HaA0 NOHATH NPeuMyLLecTBa MeToA0B obGecneyeHns goBe-
puvsi, UICXoAs M3 A0BEpUs, NMPUOGPETEHHOro 3TUMK MeToAamu Hapsify CO CBA3aHHLIMW C HUMU U3AEepXKKaMU.
Lpyrumu cnosamu, cBolicTBa AOBeEPUSsi, COAECTBYIOLME ONPESENEHNIO er0 3HAUMMOCTH, AO/IKHbI U3MEPSTLCS
1 cpaBHMBATbLCA NOcne naeHTUumnKaLm aibTepHaTUB.

OueHka siBNseTcsa AoNo/IHeHNEM f0Bepusi, ANs NoJlyYeHUss KOTOPOoro TpebyoTca AoNoNHUTENbHOE Bpe-
Msi. NEePCOHas 1 3HAYUTE bHbIE PacXofpbl.

Takvm 06pa3om, opraHy no obecnevyeHunto 4OBepUs caedyeT 0rMyecky 060CHOBaTb Lie1ecoobpasHoCTb
MCMosIb30BaHNA TaKoi OLEHKN.

LloBepue cnyXxuT NPUYMHON N3EPXKEK, U MOITOMY MX BEIMUYMHA MOXET OblTb OCNOPEHA.

Mpn onpegeneHnn CToMMOCTU KOHKPETHOro noaxofa K obecnevyeHunto JOBEPUs BaXKHO YUMTbIBATb KOH-
KpeTHoe OKpYXeHue, B KOTOPOM AeicTByeT opraH o6ecrneyeHuns gosepus. CTOMMOCTb onpeaenseTcs KOHKpeT-
HbIMW TpeGoBaHUSIMU opraHa obecneyeHns [o0Bepusl, AJ1S KOTOPOro OHa onpejensieTcsi, U [o/mkHa
COOTBETCTBOBATb I'IOTpQGHOCTﬂM aosepuda, yaenasa ocoboe BHUMaHue KOHEe4YHOMY no/sib30BaTesto A0BeEpUA.

Mpu HaNMuUK anbTEPHATUB J0BEPUS HAZ0 ONpPeaennTbL OTHOCUMTE/IbHYI0 CTOMMOCTb METOA0B o6ecneve-
HUs1 foBepuUs.

MonnTrka 6€30MacHOCTV UM KybTypa opraHu3aum MoxXeT onpeaensite popmy foBepus. ®opma fo-
Bepusi MOXeT 6bITb NPOAUKTOBAHA CYMMOiA, KOTOPYH OpraHn3auus rotosa 3annatuTb, UK KaKMMU-TO 4PpYTMM
3HAUYMMbIMU KPUTEPUSMU, HANpUMep, NOSIMTUYECKMM YKa3oM UK 3aKOHOAATEIbCTBOM. KpuTepun npeaHasHa-
YeHbl ANA NoNy4eHnsa gaHHbIX O TOM, NoYeMy nosib3oBaTte/ib rOTOB 3an/1aTUTh 3a AoBepue N NPUMEHNTENbHO K
yemy opraHusauusi HAaMepeHa okasaTb AoBepue, KOTopoe OHa onslaynBaer.

NMpumeuyaHune — MNpu paccMOTPEHUN METOAO0B 06ecneyeHns AOBEPUA MEepPBbIM LAroM MOXeT cTaTb onpefge-
NneHne NpUYnNHbl TOTOBHOCTU NONb30BaTeNsd 3annaTtnTb 3a AOBepue U To. ANA Kakom uenn oH HamepeBaeTcAa NPUMEHUTb 3TO
Aosepue. Onpe,qeneHme NPUYMHBI TOTOBHOCTW NOJSIb30BaTeNnA 3anjatnuTb 3a AOBEpME MOXET NMNOCNYXUTb I'IpVIHI/IHOI7I OTKa3a

0T ApPYrnXx MeToAo0B o6ecneyeHuns [OBEpPUA, a Takxe B 3HAYMTENbHOW CTeneHn BO3jelicTBOBaTb Ha [JOCTUXEHUe Lenei
obecneyeHna gosepus.

5.4.8 Moapepxka MHCTPYMEHTaNbHbIMU CpeacTBamMmu

CpaBHeHVe MOXeT faTb OTBET Ha BOMNPOC:

CYLLeCTBYIOT /N Kakve-mbo MHCTPYMEHTbI NOALEPXKM NMONb30BaTeNA NP NPUMEHEHUN paccmaTpusae-
Moro metoga?

5.4.9 Cdpepa geiictBusa kpuntorpaduu

CpaBHeHVe MOXeT faTb OTBET Ha BOMPOC:

COAEepPXUT N1 paccmaTpuBaemas cuctema kputepres 6e3onacHocTn UT kakne-nnbo nonoXeHns unm py-
KOBOZCTBO MO KpUnTorpaduyeckum npowegypam niuv anroputmam?

5.4.10 OueHka v cepTudunkauns

Ewe 60nbluee yBennyeHne oBepusa gocTuraeTcs npu onpegeneHun n/mnn ceptudnkalmm oueHkn pe-
3ynbTata LoBEepuUs No Kakoli-nmbo Nnpu3HaHHOW cxeme cepTudukaumm.

CpaBHeHve 3Toli XapaKTepuCTVKN [0BEPMA MOXET AaTb OTBET Ha crefyloLue Bonpoch:

- cywecTByeT M Ana metofa KBannukaLmoHHasa n/mnm ceptudukaLnoHHas cucrema;

- NOAXOANT N MeToZ, ANS NPOAYKTOB UK UTOFOBbIX PeLleHnit;

- nonaralTca M Ha He3aBNCKMbIX OLLEHLLMKOB Mpu Bblgadye cepTudmkaTos, un cepTudmkauus obecne-
ynBaeTCcsa crneLnanm3vpoBaHHbIM OPraHoM MW opraHu3aumei:

- NOANEXUT NN cam opraH no cepTudnkauum oLeHke n atrectauun? Kakosbl npasuna atrectayuu;

- UMEIOTCA NN cornaleHns o B3avMHOM NPU3HaHUM cepTudrKaToB:

- KaKOBO BO3/eliCTBME YCMEeLHOro OLueHMBaHUA cepTudmkayumn, To ecTb KakoBa noTeHuuanbHas BO3-
MOXHOCTb Y0B/IETBOPEHUSA TPe6OBaHUAM 3aKasuvka Ui agMuHUCTpaumm,

- KakoBa 3pesioCTb CXeMbI?

MpumedvyaHune — MeToabl 06ecneyeHns JOBEPUS CO CBA3AHHBIMU C HUMU CXeMaMu cepTuukaLum npeacTas-
NleHbl B NPUOXeHUn A.

5.4.11 HafexHoCTb U NpusHaHune

HapgexHocTb meTofa ob6ecneyeHuns JOBEPUS U, BOSMOXHO, CBA3aHHasA C HUM cxema cepTudinkaumm oka-
3bIBAIOT CUSIbHOE BNIUAHWE Ha MPUHATUE pe3ynbTarta ero NnpuMeHeHus nosb3oBaresiem.

HapgexHocTb MeToAa obecneyeHns oBepust onpeaenseTcs ero M3BECTHOCTbIO Ha PbIHKE, NOALEPXKO
3acnyxvBatoLeii foBepusa opraHusaumeil, NPUHATUEM NPaBUTEIbCTBOM WAWN NOALEPXKKON C ero CTOPOHbI.

[Lna rnobanbHbIX Nonb3oBaTenein NpusHaHne AO/MKHO ObiTb NOYYEHO HA MeXAYHapoAHOM YPOBHeE.
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6 PykoBoacTtBO

[nsa no6oro achhekTMBHOro pykoBoAcTBa TpebyTcs 0606LLeHne, ynpoLLeHe n cocpefoTOUYEHHOCTb.
[Ns yMeHbLUeHVs yncia MeTooB, CpaBHUBAEMbIX CO 3HAYUMBLIMWU W NPUEM/IEMBIMU MeToAaMu, aHanusunpy-
I0TCA TPU TUNNYHBIE CUTyauun. AT CUTyaLmmn Ha3blBaloTCA «nNpobaemMbl obecneveHns 4OBepus» 1 onpeaens-
loTCA crefyowmm obpasom:

- AoBepue K paspabotke — paspaboTka npoaykToB VKT 06bIYHO C yueToM ueneii 6e30nacHOCTY;

- [OBEpPUE K MHTerpaumm — 3akyrnka u KOMNOHOBKa NPOAYKTOB B CUCTEMY MHOPMALMOHHBIX 1 KOMMYHU-
KaLMOHHbIX TEXHO/IOTNI 0BbLIYHO AN1A AOCTMXEHUS Lienein unm noanTukn 6e3onacHocTy;

- foBepue K pyHkymoHnpoBaHuo cuctembl VKT B COOTBETCTBUM C MOAWUTUKOM 6€30MacHOCTU JaHHOW
opraHusauuu.

Kaxpaa npobnema mMmeeT CBOU OCOGEHHOCTU 1 OT/INUUS.

KoHuenumuio npo6nembl o6ecneyeHns AOBEPUS MOXHO fIerKo MpeAcTaBuTb HarisafHO, UCMONb3Ys KOH-
Lenuumn XXM3HEHHOTo LMKna n nogxoga kK obecneyeHnto gosepus, paspabotaHHble B MCO/M3OK TO 15443-1.
HanosiHeHHble cogepxaHnem B MCO/MOK TO 15443-2 n oNo/IHEHHbIE 3TAanoM KoHuenuus/cneuudnkaumns s
COOTBETCTBUM C 4.2.3 HacTosLlero ctaHjapra.

3HaHVe pasiMyHbIX MeToA0B 0b6ecneyeHuns 4oBepys 1 NOAXOA0B K HAM MO3BONSET OpraHy obecneveHus
foBepus onpefenaTb MeToAbl, COOTBETCTBYOLWMNE 6U3HeC-TpeboBaHMAM 1 npobieme obecneyeHns JoBepus.
BaxHbIM acnekToM, KOTOpbIil cnefyeT MeTb B BUAY, ABNIAETCA KOHEeYHas Lefb obecneyeHns foBepust; nony-
YeHne YBEPEHHOCTN 3auHTEPEeCOBaHHbIX CTOPOH HE3aBMCMMO OT NpuMeHsieMoro(bix) MeToga(os).

BBuay cnoxHocTy Tpe6oBaHWii 6e30nacHOCTM, pasHoo6pasns MeToA0B obecneyeHns LOBeprs U pasiu-
4yna Mexay pecypcamu n KynbTypaMmu opraHusauunii pekomeHgaums, npusefeHHas B HacToAWEeM cTaHaapTe,
6y[eT HOCUTb KauyeCTBEHHbI 1 0606LLEHHbIV XapakTep.

B HacTosilem cTaHAapTe pyKOBOACTBO COCPEAOTOUYEHO HA HECKONbKUX METOAAX, UCMbITaHHbIX U NoBCe-
MECTHO MPUHATLIX A5 3TUX TPEX CUTyaumnin ¢ obecneyeHmem f0BepUs.

O6beKT
(npoepeT, onotana
nn* ycnyr®)

Lauk*

(nopaxan
UN* opraHnsaums)

PucyHok 5 — O6ecneyeHune gosepus
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6.1 [oBepue kK paspaboTke (AP)

[P MOXeT npuMeHATbLCA BO BpeMs pa3paboTku Npoaykra, CUCTeEMbl Uau ycnyru. TeopeTudecku paspa-
6oTKa:

- HaUMHaeTCcsa C KoHLenuuu;

- pasBuBaeT KOHLEeNUMIo B cneyudmkalmio, kKotopas 3atem mMatepuanunsyeTtcs B npouecc paspaboTku;

- 3aBepLuaeTcs Nony4YeHneM NpoaykTa ¢ 3aflaHHbIMU Tpe6oBaHUSIM, YCNELIHON AeMOoHCTpauneli 3ajaH-
HbIX XapakTepucTvK MPoAyKTa Win BanvMjaunein ero CBOMCTB B Lie/IeBOW cpeje.

TpeboBaHusa fOBEPUST MOTYT cneunguunpoBaTbhCs, a MeToAbl 06ecneyeHns f0Bepnst — BbIOGUPATbLCA U
NPUMEHATLCA B COOTBETCTBUM € TpeboBaHusamu [P.

6.1.1 Llenb obecneveHns nosepus

Llens obecneyeHus foBepusa Hafo onpegensTb Tak. kak NokasaHo Ha npumepe B npunoxeHun E. B ka-
YyecTBe a/ibTepHaTVBbI MeTOAbl ob6ecrneyeHns AOBEPUA MOXHO BblbpaTb — KOMGUHMpOBaTb ANA obecneve-
HMSA 3Tana KoOHLEenuMn ¢ y4eTom onpegeneHus ueneii 6e30nacHOCT C HEOOXOAUMbIM YTOUHEHNEM.

Ona AP uensamu 6e30nacHOCTY MOTyT ObITh;

a) [n1a OTAE/bHOro NPoAykKTa — NosMTuka 6es3onacHocTy;

b) ANA cepuiiHOro NpoaykTa — o6Lme Lenm 6e30nacHocTu, NPUHATLIE B LLe/IEBOM KOJIIEKTMBE MOMb30-
BaTenei.

6.1.2 CywecTByolwune MeToabl

HekoTopble cylwiecTsyloLne MeToabl o6ecneyeruns gosepus ans [IP B o6wux yeptax npusefeHbl B Npu-
noxeHun A.2. [pyrne MeToAbl o0bGecrneyeHWss [OBEpUss MOXHO Bbl6paTb B COOTBETCTBUM C
MCO/M3K TO 15443-2.

MeTogabl, npvBeAeHHble B MpuUIoXeHun A.2 HacTosLero ctaHgapTa, npvBeAeHbl B COOTBETCTBUU C
MCO/M3K 15408, MCO/M3K 19790. MCO/M3K 21827. NCO/M3IK 27001 n MCO 9000. OCHOBHblE acnekTbl
3TUX METOA0B NpuBEAEHbI B NPUNOXeHU B HacTosLwero ctaHgapTa.

6.1.3 OCHOBHbIE acnekTbl

Mpu BbICOKUX TpeboBaHMSAX f0Bepus K 6€30MacHOCTM HeO6X0AVMO OLEHMBATb CTOWKOCTb U KOPpek-
THOCTb (PYHKLMIA 6e3onacHoCcT. B 3TOM c/lyyae BblGpaHHbIi MeTof o6ecneyeHns AOBEPUS AO/IKEH CoAep-
XaTb (ccblnaTbCs Ha HUWX WAW AOMNOMHATLCS MMM) Mpouedypbl OUeHKM, obecneuymBalrline CTOWKOCTb U
KOPPEKTHOCTb (PYHKLMIA 6e3onacHocTu.

6.1.3.1 Bepudukauus CTOKocTH

Bepudrkaumsa cToiikocTn siBnsieTcs obecnevyeHrneM NpPOTUBOCTOSHUS TakUX KPUTUYECKMX MEXAHU3MOB,
Kak LmndpoBaHve, X3lWwypoBaHne, anroputMbl Naposein NPoTUBOAENCTBUSA atakaM, B OCOGEHHOCTU rpy6bim
arakam.

6.1.3.2 BepudukaLmsa KOPPEKTHOCTH

Llenbto Bepudmkaum KOPPEKTHOCTH ABNASEeTCS o6ecnevyeHne npaBu/IbHOCTU BbINOIHEHNS 3TanoB Npo-
uecca paspaboTku oT (hyHKUMOHA/bHbIX TPEOGOBaAHUI 40 3KcnayaTauumn cuctembl. CregoBaTtensHo, Bepucu-
KauuMsi KOPPEKTHOCTU OTHOCUTCH K OLLEHKE COr/1lacoBaHUS HUXHEro YPOBHSA NPOeKTMpoBaHus (BK4as
BHeJpeHMe)c 6051ee BbICOKMMY YPOBHSAMU. 3TV AECTBUSA HE CBA3aHbl C yrpo3amu uiv uensmm 6e3onacHocTy,
a TONbKO C JO/KHbIM MpoBefAeHueMm pa3paboTkn. OHWM TeCHO CBsi3aHbl C Bepudukauueli kavectsa uam
hyHKUMEel o6ecneyeHns LOBEPUS K KauecTBy.

Bepudhmkauns KOppekTHOCTH AB/ISAETCA NPOoLLEeCcCOM NOATBEPXLLEHUA COOTBETCTBUSA CUCTEMBI cneumdun-
KaLum 1 NpoeKkTa HMXXHEro YPOBHS, N COOTBETCTBUSA cneumdukaum 6onee BbICOKMM YPOBHAM NpoekTa. 3Ta Be-
pudhmkaums nogpasymeBaeT MpPOBEPKY COOTBETCTBMA TpebGoBaHMiA K cucTeMe cneuudukaumnm, nocKobKy
TpeboBaHMsA chopMyNMpoBaHbl CNOCO60M, NMO3BO/IALMM NPOBOAUTL NPAMYH MPOBEPKY COOTBETCTBMUSA cre-
undmkauun. Bepudpmkaumsa KOPpekTHOCTY TaKkke BKIYaeT B cebs MeTOAMKY MCMbITaHW Hapagy ¢ Hedoop-
MaslbHbIM WM (DOPMasibHbIM  KOHCTPYKTOPCKUM aHann3oM u cpefctsamu  Bepudmkaumm. CTporoctb
BepumKaLMn KOPPEKTHOCTM 3aBUCUT OT TOYHOTO U 0AHO3HAYHOTO NPeACTaB/IEHUS Pa3IMYHbIX YPOBHEN Npo-
ekTupoBaHus. [1na doopmasibHbIX METOA0B aHanunsa u Bepudmkalm npu npeacraBneHun npoekta TpebyoTcs
60/1ee BbICOKME YPOBHM TOYHOCTU, YTO OrpaHuyMBaeT YUNC/I0 METOAO0B, KOTOPblIE MOTYT UCMNO/b30BaTbLCA A1
onvcaHusi npoekta. MpoekT He AO0/MKEH ObiTb HeonpeAeneHHbIM, B OCOGEHHOCTU MPU BbICOKMX CTEMNeHNAX
(YpOBHAX) YBEPEHHOCTUN B NPaBU/IbHOCTU CUCTEMBI.

6.2 [Josepue k nHTerpauunu (N)
AW MoXeT NpUMEHSATLCS NPW MHTerpaLm HECKO/TbKMX NPOAYKTOB, 06bIYHO MHOTUX NPOAYKTOB PasnyHo-
ro NPOUCXOXAEHUS U C pasHbIMK pe3ynbTaTamu JOBEPUS, B CUCTEMY.
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MHorvie npoAyKTbl NPeACTaBNSAT COO0M rOTOBYH Y MPOBEPEHHYH KOMMEPYECKYO MPOAYKLUIO C pe3y b-
TataMmn noBepud, HO 4aCTo 3T pe3ysibTaTbl HE AOCTYMHbI NO 3anpocCy nojib3oBaTesida. Cne,qOBaTeano, B
6ONbLUVHCTBE C/lyYaeB NOJb30BATE 0 Kak Noc/fefHein UHCcTaHumMm obecneyeHns AoBepust K passopaynBae-
MOl cucteme npnxoanTca MMeTb Aeno co CNOXHOI cmyau,mel?l B OTHOLLUEHUn obecneyeHnem aosepus.

WHTerpaTtop koMMep4ecKoi cMcTembl, paspabaTbiBaloLLuii Kakyro-IMb60 cucTemy, 06bIYHO MOCTaBASAET U,
cnefoBartesibHO, y4MTbIBAET TOJIbKO YacTb pa3BepHYTOM CUCTEMbI, U CNefoBaTeslbHO, Nepes HUM CTOMT MeHee
C/I0XHaA 3afada, €C/1M TO/IbKO OH He OTBe4dYaeT 3a CUCTeEMY B LiEe/IOM.

O6bIYHO Ana CNoXXHbIX CVITyaLI,VII?i, CBA3aHHbIX C VIHTeran,VIeVI, Tpe6leTCFI AONONTHUTEIbHbIE NPOAYKTbI
nnun Mepbl 6e30MacHOCTH, YTO MOXET co3gaTh AeduuynT gosepus. Jednumnt goBepuns He06X04UMO 3an0HNUTb
ana Toro, 4yTOObI OOCTUTHYTb YCTaHOB/1IEHHbIX u,eneﬁ 6e3onacHocTu.

,ﬂ,l‘lﬂ nonyyeHus HEO6X0,D,I/IMOVI YBEPEHHOCTU MOXeT ﬂOTpeGOBaTbCH Banngauuna a6CTpaKTHOFO nnn
CNOXHOro (KOMMNIEKCHOrO) pe3ynbTata 4OBEpPUs B AENCTBUN.

MpumeyaHune— BUCO/MIK TO 15443 He oxBayeHbl acnekTbl CNOCOBHOCTU CUCTEMbI K KOMMNOHOBKE U AOBE-
pna K Hel — Aaxe ecnu Kaxpgasa nogcumcrteMa B OTAE/IbHOCTU COOTBETCTBYeT CBOUM quHKLl'VIOHa]'IbeIM Tpe6OBaHVIHM n
TpeboBaHMsAM 6e30MacHOCTM, 06LWwas cocTaBHasd cMcTemMa MoXeT He DYHKLUMOHUPOBATb A0/HKHBIM 06pa3omM U He 6bITb 6e3-
onacHoili. Acnekrt Aosepuna K CNnoco6HOCTN CUCTEMbI K KOMMOHOBKE MOXET nogseprartbCa 4ONONTHUTE/NIBHOMY CUCTEMHOMY
TecTy v Banngayuu.

6.2.1 Llenb obecneuyeHus gosopus

Liens AW gonxHa onpefensatbcsa B COOTBETCTBUM € npunoxedvem E. Lenavun N aBnaoTca:

- ANA 0TAEeNbHOM CMCTEMbI — NOANTMKA 6€30MacHOCTM CUCTEMbI UK NMPOUb 3alnTbl:

- ANSA cepuiiHbIX cuctem — obLyme Lenv 6e3onacHocTu, NPUHATLIE B LIESIEBOM KOJ/1/1EKTMBE Nosib3oBaTe-
nei;

- N1 OYEHb C/IOXHOW NO/Ib30BATENbCKON CUCTEMbI — paHee CylecTBOBaBLLas NonMTka 6e30MacHoCTm
opraHusaumu.

B KauyecTBe anbTepHaTVBbl UMeKOLWMECS METOAbl MOTYT Bbl6MPaTLCA/KOMOUHMPOBATLCA B UHTEpecax
onpegenexus uenei 6esonacHoctT! A1 ¢ HEOH6XOAUMbBIM YTOYHEHWNEM.

6.2.2 CywecTtByoline MeToabl

HekoTopble cyuwiecTsyowme metoabl obecrneveHns IV B o6WUX yepTax U3N0XEHbI B NPUIOXeHUN A.
[pyrve meToabl gonyckaeTcs BblopaTtb B cooTBeTcTBUM ¢ MICO/M3IK TO 15443-2.

MeTogabl, NnpeAcTaBfeHHble B npunoxeHny A. B3satel 3 MCO/M3K 21827 n MCO 9000.

MpunmeuyaHne — KnepeyHio cywecTByoLnx metoaos obecneyeHns AU moxHo fo6aBute MCO/M3IK 19791. B
KOTOPOM COOTBETCTBYlOLLEe PyKOBOACTBO HE NPeACTaB/EHO.

6.2.3 OCHOBHble BONpPOCHI

6.2.3.1 lNpumMeHeHVe KoMbUHaUuy TEPMUHOB

[na nonyyeHns pesynbTarta, COOTBETCTBYIOLLETO Liein obecneyeHns 4oBepus, UCXO4A U3 COOBpakeHuit
NOMHOTHI (3aBEPLUEHHOCTM) NPOAYKTa MHTErpaTopy KOMMEPUYECKUX KOMMIEKCHbIX NPOAYKTOB MOryT notpebo-
BaTbCA HECKO/IbKO MEeTOf0B obecneyeHns fosepus.

O6bIYHO MHTerpaTop cBO60EeH B BbIGOpPE KOHKPETHLIX METOA0B 0b6ecneyeHns gosepus. Tekylme n 6y-
Jylive pacxofbl Ha co3fiaHne nNpoAykTa BAUAIOT Ha 3TOT BbIGOP Hapsaay C OXKMAAHUSAMMN 3aKka3unka v PbIHOYHbI-
MU chaKkTopamm.

BbI60p METOA0B MOXET OCHOBbIBATLCA Ha aHasIM3e CBOMCTB MeTo0B obecneyeHns AoBepys B TOM BUAE,
B KakoM OHW npepgctaBneHbl B MICO/M3K TO 15443-2. Llenblo HacToALLEro ctaHaapTa ABMSAETCS cpaBHeHue
OCHOBHbIX MPU3HaKOB MeToAa (apryMeHTbl «3a» U «NpoTVB») AN BbINO/IHEHNS TpeboBaHU MHTerpaTopa.

Ctparterns bopMmrpoBaHns KOMGMHNPOBAHHOIO MeTofa obecneyeHns JoBepus NpeacTaBieHa Ha npu-
Mepe U3yYeHUss KOHKPeTHOro cy4as, NpuBefeHHoro B npunoxeHuu D.1.

6.2.3.2 lcnonb3oBaHune pasHblX pe3ynbLTaTtoB A0BEPUS

[V Bcerga nogpasymeBaeT MHTErpauuio HeCKOSIbKMX (06bIMHO MHOTMX) NPOAYKTOB B KayecTBe KOMMOo-
HEHTOB B 3aBepLUEHHYI0 paboTOCNOCO6HYIO W/1Nn pa3BopaymBaemyto CUCTEMY BMECTEe C nakeTom TpeboBaHwui
[oBepus ANs aToW cUcTeMmbl.

[lns co3pgaHna Takoro nakeTa uHTerpaTopy cnegyer:

- CKOMNUANpoBaTb paHee cyllecTBoBaBLUEe OBEPUE UAEHTUYHBIX UM aHAIOTUYHbIX

MeToA0B 06ecneyeHns 13 pasnyHbIX NCTOYHWUKOB;

- Npoo6pa3oBaTb N rapMOHN3NPOBaTh AOBEPKE, NOTYYEHHOE Pa3/IMYHBIMU MeTohamu;

- UHTEpNPeTUPOBaThL HeonpeAeieHHble pe3ynbTaTbl A0BEpUS;

21



FOCT P 54583—2011

- ,06aBUTb HecyllecTByOLLEee AOBepVE;

- 06beAMHNTL BCE BbllLeyKa3aHHoe.

PesynbTaThl fOBEPUS HEOGXOAMMO NepecMaTpuBaTb B KOHTEKCTE cuUTyauuu, ANsS KOTOpoi 6binm ycTa-
HOB/EHbI Lenu 6e3onacHocTy 1 6bl10 NPoBeeHo nocneylollee oueHnBaHne AoBepus.

MoxeT noTpe6oBaTtbCa (hOpMMPOBaHNE OrpaHNyeHnin AN n3bexaHnsa HenpegHamepeHHoro Ncnob3o-
BaHWS [OBEPUS 4718 HENpeayCMOTPEHHbIX Lenei.

KoHeuHbIM pe3ynbTatom [0Bepus [0/KHA ObiTb YBEPEHHOCTb B TOM, YTO «cucTema 6esonacHa» Afs
NPUMEHEHUS B paccmaTpyBaemoli cutyaummn.

6.2.3.3 CpaBHeHue n uHTerpaymsa gosepus

Bbicokas cTeneHb yBEePEHHOCTM Kak pe3ysibTaT UHTErPMPOBaAHHOIO AOBEPUS K CUCTEME TECHO CBA3aHa C
XOpOLUMM 3HaHMEM OCHOBHOrO MnpoLlecca obecnevyeHns AOBePUs, Kaxaoro oTAe/lbHOro KOMMNOHEeHTa foBepus
ncxoas us:

- BXOJHbIX AaHHbIX, NPUBOAALLNX K 06ecneyeHunio AoBepus;

- NOrnyeckoro 060CHOBaHNSA U KOHLENUMM COOTBETCTBYIOLLEro MeToa obecneveHns fosepus;

- 06beMHEHHOTO pe3ynbTarta AoBepus.

MeHbluas cTeneHb yBepeHHOCTM NolyyaeTcs Npy CpaBHEHUY pe3ynbTaToB AOBEPUS MyTEM OLeHUBaHUS
TO/IbKO BXOAHbIX faHHbIX Y NOCNeAYHLWMNX BbIXOAHbIX AaHHbIX, CUMTASA KaXKAbI METOA, «HEPHBLIM ALLUKOM>.

HavmMeHbllas cTeneHb YyBePEeHHOCTU MOXeT OblTb MOMyYyeHa C y4eTOM TOJSIbKO pesynbTaToB A0Bepus.
OpHako Takasi cTeneHb YBEPEHHOCTU MOXeT 6biTb €AMHCTBEHHbIM BbIGOPOM, AOCTYMHLIM ANA HE6OMbLINX
opraHu3auuii M NPYUMeHAEMbIM B CUCTEMAX C HEe3HAYMTe IbHbIMU aKTVBaMM C HU3KOM CTEMEHbIo pucka.

6.2.3.4 CpaBHeHue pe3ynbTaToB f0Bepus

MockoNbKy 60/1bLUNHCTBO Pe3y/ibTaToB A0BEPUSA HEe MOTYT ObiTb CPaBHUMbI HENOCPEACTBEHHO, OHU A40/1-
XHbI 6bITb YNOPSAA0YEHbI.

MeTogbl obecneyeHns foBepusi, a Takxe CBA3aHHble C HUMU pe3yrbTaTbl AoBepus MOryT 6biTb 6osee
U MeHee CTpornmu,

- cTporue (ToYHble) MeTobl 06ecneyeHmnst 4OBEPUS OCHOBaHbI HA KOHKPETHON MeTo40/10rMK, YTO NPUBO-
ONT K U3MepsieMbliM 1 BOCNPOU3BOAMMbBIM pe3ysibTaTaMm, flaxe ec/im OHU ABNAITCA SMNUPUYHBIMUA U YHUKAb-
HbIMW 151 camoro meTofa obecneyeHns JoBepus;

- ANs MeHee CTPOrnx MeTooB ob6ecneyeHus osepus 06bIYHO KOHKPETHas MeTo4010rMsa OTCYTCTBYET, 1
UX BPSAL NI MOXHO BOCMPOU3BECTU C UAEHTUYHBLIMU pe3ynbTataMu. Takue pesysnbTaTsl, Kak. Hanpumep, oue-
HeHHaa penyTauusa opraHvsauum, MOryT cuMTaTbCs «HeonpegeneHHbIMU» Y CyObeKTUBHbIMU.

B cnyyae ¢ pesynbTataMu NpYMEHEHNs TO/IbKO CTPOrMX METOA0B 06ecneyeHns fO0Bepus CpaBHeHNe pe-
3y/IbTATOB CBOAMNTCSA K COrNacoBaHuio LWkan. bonbWNHCTBO NOA06HbLIX METOA0B UMEIOT ONpeaeneHHyo hopmy
«LLUKasbl JOBEPUSA», flake ec/y 3Ta WKasia CoAepXnUT TOSIbKO OAHO NOPAAKOBOE YMC/IO0, TO eCTb pe3ynbTar oT-
6pakoBku. [lo/mxHa 6bITb BO3MOXHOCTb MAEHTUMUKaLMN NyTEM aHaIn3a TOUKM NepecevyeHns UM OTHOCUTe b-
HOCTU MexXAy LWKajamu CTPornx MeTofoB obecrneyeHus [0BEpUS U CPaBHEHUS pes3ynbTaTtoB nocne
COOTBETCTBYIOLLEr0 COrNacoBaHns LKaul.

B cnyuyae ¢ pesynbtatamu NpUMEHEHNSI MeHee CTPOrnx MeTofoB obecneyeHns 4oBepus B coUeTaHnu ¢
pesynbTaTamy NpYMEHEHUs CTPOrMx MeToAO0B obecrneyeHus AoBepus 06beAnHEeHWe pesynbTaToB MOXeT
6bITb 60s1€€ CNOXHbIM, 6e3ycnoBHO, 60/1€€ WHTYUTUBHBLIM, CYGBEKTUBHBIM W, Kak CnefcTBMe, MOXeT cTaTb
npefMeToM ocnapuBaHua Unv o6CyXaeHus.

6.2.3.5 dopmupoBaHue pesynbTaToB A0BEPUSA

Mpu Hannyumn 3aTpyaHeHui ¢ 06begnHEeHNEM pe3ynbTaToB 40BEPUS, B OCOOEHHOCTW pesybTaTtoB npu-
MEHEHUSi MeHee CTPOrux MeToAoB ob6ecneyeHus [0Bepus, 3TW METOfbl MOXHO pauUOHasIbHbIM CMOCO60M
CKOMOVHUpOBaTh.

MpYHLMN KOMBMHMPOBaHNA 3akKNo4YaeTCa B rapaHTMPOBaHWM TOrO, YTO:

- cobpaHbl nogaepxusatolyme pesynbTaTbl JOBEPUS;

- BCe cobpaHHble pesynbTaTbl 4OBEPUS B COBOKYNHOCTM CNOCOOGCTBYIOT NOYYEHUIO U MOBbILIEHUIO Ha-
AexHocTu TpebyemMoro CocTaBHOro pesynbrara:

- floBEpVe Cepbe3Ho He ymManseT BKkNag, BHECEHHbIN ApyrMu pesyibTatamu foBepus (MHadve Lefb KOM-
6UHNPOBAHNSA CTAHOBUTCS HeLEeNCTBUTE TbHOW).

Mpouecc oueHnBaHns 1 TECTUPOBAHNA CUCTEM MOKa3aH Ha pPUCyHke 6.

B cnyyasx ¢ npoTnBopeyrBbIMU pesynbTataMu JoBepus criefyeT NPpUHUMaTh pauuoHasibHble pelleHuns
06 1CNOMIb30BaHMN UCTOYHMKA JoBepus. MpUHATUE TAaKoro peLueHnss MOXeT ObiTb TPYAHO OCYLeCTBUMbIM,
ec/v Hapsify € pe3ysibTaToOM B HEr0 He BK/1II0YEHO 060CHOBaHME UCMO0JIb30BaHNA UCTOYHKKA [JOBEpUS.
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Kom6uHMpoBaHue cnefyeT orpaHuyMBaTh TOYHLIM UCMO/b30BAHNEM PE3YbTAaTOB A0BEPUS MO Ha3Have-
HUt0. Takoe orpaHnyeHme Ao/mMKHO 6bITb CHOPMYNIMPOBAHO A5 N36exaHns HenpegHaMepPeHHOro Ncnonb3oBa-
HMA nakeTa TpeboBaHWii JOBEPUS MO HELEeNeBOMY HasHauYeHUIo.

6.2.3.6 TpoBepka AOCTOBEPHOCTU A0OBEpPUSA

[N moxeT Bk/touaTth B ce6s foBepue K nepemeLleHnto NpoaykTa MHPOoPMaLNOHHBIX 1 KOMMYHUKaLNOH-
HbIX TEXHOMOTMIA OT NOCTaBLLMKa K MO/Ib30BaTeN0, TO €CTb OT CTaauN paspaboTku/MHTerpaummn K akcnayaTa-
Lun.

Llenbto AesaTenbHOCTM N0 Banugauumn oBepust ABAseTCs BbiBAEHUE KpUTUYeCKnx npobnem ¢ 6esonac-
HOCTbIO. KOTOpble MOTyT OCTaBaTbCs NOC/e AEMOHCTpaLuN COOTBETCTBUS CUCTEMbI ee cneumduKaumm.

TpeboBaHNs 6€30NacHOCTM MOXHO XapakTepu3oBaTb Kak BbICOKOYPOBHEBbIE Liesin, He Bcerga npeobpa-
3yeMmble HEMOCPeACTBEHHO B TOUYHbIE TEXHMYECKME TpeboBaHus, crnefoBaTeslbHO, COOTBETCTBUE Hefb3s MPo-
[EeMOHCTpupoBaTh AeCTBUSIMU BU3yasibHOW BepucUKaLni npaBuibHOCTY.

Banupauns nosepusi MOXeT 6bITb €4UHCTBEHHbLIM CPEACTBOM JoKasaTenbCTBa 3EKTUBHOCTN hyHK-
uuii obecneyeHns 6e30MacHOCTM U oxBaTa NOGOYHbLIX 3PHEKTOB CUCTEMBI, HEOXBAUYEHHbIX WU HECOOTBE-
TCTBYIOLLMX acrnekToB.

Banupgauuns foBepusa BkIOYaeT B cebs OLEHKYy yS3BMMOCTEN, UCMbiTaHne NPOHUKHOBEHUEM, aHanu3
CKPbITbIX KAHAM0B, HAAEXHOCTb aHanusa yHKunii obecneyeHnss 6€30NacHOCTW, aHanus 310ynoTpebneHui,
BaNMAaumio fonyweHnii edekToB U UCNblTaHWe Ha NPOYHOCTb.

6.3 [oBepue k akcnnayaTtauuu (43)

03 nmeeT mecTo npu akcnayatauymm cuctemsl VKT nnmn cosokynHocTtu cuctem UKT 1 akTUBHOrO ynpas-
neHust 6e30MacHOCTLI0 B ONpeaesieHHo 06LLeli 6e3onacHoil cpese, BkYallLLleli B cebs noaein n obopyao-
BaHue.

OG6bIYHO opraH no obecneyeHUo AOBEpPUS UMeET AEeN0 C AecTByoLWen cuctemoin, pabotawwein ans
noffepXxaHus 4enoBoii AesTeNbHOCTU opraHm3aummn. BosblMHCTBO NPOAYKTOB 06ecneyYeHnst 4OBEPUS SABNSI-
H0TCSl TOTOBbLIMW, U OpraHy no o6ecnevyeHno foBepus NPUXoAMTCSA B GOMbLUMHCTBE CllydaeB MMEeTb Aes10 CO
C/IOXHOW cuTyaumeii c gosepuem. CnegosartesnibHO, B 1060M pyKOBOACTBE HEOOGXOAUMO YUMUTbIBATb MHOXEC-
TBO paHee CYLLECTBYHOLLMX WU, BOSMOXHO, HECYLLECTBYHOLLNX WM HEONPEAEIEHHbIX XapakTepuUcTuK AoBe-
pvsi, MPUCYLUMX KaXKAOMY OTAENbHOMY KOMMOHEHTY npoaykra. B 3Toii cuTyaumm 06bI4HO TpebyroTcs
[ONONHWTENbHbIE MPOAYKTbI UM Mepbl 6€30MacHOCTN AN KOMNEHCaLMn HeAoCTaloLlWero ypoBHS fOBepus,
COOTBETCTBYHOLLEI0 HE06X0AMMOW Lienn obecneyeHns foBepus.
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6.3.1 Llenb o6ecneyeHns gosepus

Llens obecneveHus 13 onpenensioT, Hanpumep, B COOTBETCTBUM € npunoxeHnem E. B kayecTBe anb-
TepHaTMBbI JONyCKaeTcs BbIbpaTh 1 06beAMHUTL UMetoLecs MeToAbl o6ecneyeHns 4oBepus, 4Tobbl Nony-
YMUTb 3Tan KOHUENUUW, NO3BOSAIOWMI ONpeaenTb e 6e30nNacHOCTH ¢ TPebyeMbIM YTOUHEHNEM.

Mpu o6ecneyeHun A3 yensmu 6e3onacHoOCTM MOTYT ObITb:

- B 60/1bLLINX OpraHn3auusix — nonuTuka 6esonacHocTu;

- B HE6ONbLUMX OpraHm3aumax — Lenm 6e30nacHoOCTU, NPUHATBIE B LiEeNIEBbIX KOM/IEKTUBAX Nosb3oBaTte-
neii B Ka4eCcTBE OCHOBHbIX;

- B /TOObIX APYrMX KOHKPETHbIX Clyyasax — uenv 6es3onacHocTu, onpegeneHHble NocpecTBOM OLeHVBa-
HUA puckKa.

B uensx cooTBeTcTBUA TPEOOBAHMAM peaslbHOr0 OKPYXXEHUSA (TO eCTb HECKOJIbKMX KOMMOHEHTOB anna-
paTHbIX CPeACTB 1 NPOrpaMMHOro obecneyeHuns, ycnyr no obecnevyeHnto 6€30nacHOCTU, acnekToB cpeabl Uin
KOMOMHaUMM 3TUX 31EMEHTOB) PYKOBOACTBO NO obecneyeHnto AoBepus 45 dTana akcnayatauum AO/MKHO
ObITb MPUEMIEMBIM AJ151 C/TIOXHbBIX CUCTEM, COCTaB/IEHHbIX U3 MHOTMX 3/1IEMEHTOB.

6.3.2 Vimewwmecsa meTtogbl

HekoTopble meToabl 06ecneveruns [13 B 06X yepTax npuBeAeHbl B NpuioxeHumn A. pyrne MOXHO Bbl-
6patb no MICO/M3K TO 15443-2.

MeTogbl, NpuBeAeHHbIe B NPUIOXEHMN A HaCTOALLEro ctaHgapTta, npeacrtasneHsl B MCO/M3K 27001,
COBIT. PykoBogctee no ocHoBam UT n NCO 9000. NaBHbIe acnekTbl 3TUX METOL0B NPUBEAEHbI B MPUIOXKe-
HUM B HacToswero ctaHgapra.

6.3.3 OCHOBHble BOMpPOCHI

6.3.3.1 O6nactu 6e3onacHocTn

CyuiecTByeT MHOro o6nacteii 6e30MacHOCTY, HEKOTOPbIE M3 HUX CHMTAOTCS YCTapeBLUMMU, HO BCe eLle
[OBOJIbHO YacTo Ucnonb3yTes (cM. Tabnuuy 8). 3T 061acTv MOryT UMeTb Lenn 6e30MacHOCTY U KaTtasorm
mMep n3mepeHusi. Heobxoanmo y6eautbcs B oxBaTe 3TUX 06/1acTeil B COOTBETCTBUM C COBPEMEHHOW OLEHKOM
pvcka.

Tab6bnumua 8— O6nactn 6esonacHocTn

O6nacTb 6e30nacHOCTH

ALMWHUCTPATUBHAsA M OpraHu3alnoHHas 6e3onacHocTb
BesonacHocCTb nepcoHana
dusnyeckas 6e30nacHoOCTb 1 6e30nacHOCTb cpefbl
besonacHocCTb annapaTtHbIX CpeAcTB
Be3onacHoOCTb MporpaMmMHOro o6ecneyeHuns
BesonacHoCTb hyHKLMOHMPOBaHUSA
KoMMyHUKaumoHHas 6e30nacHoOCTb
BesonacHoCTb nepegayu
KpunTtorpacunyeckas 6e3onacHocTb
BesonacHocTb paboTbl pagno3NeKTPOHHbIX YCTPOUCTB
CeTeBas 6e30MacHOCTb

6.3.3.2 O6nacTtu ynpassieHus 6e30nNacHOCTbI0

B Tabnuue 9 npeacTtaBneH Npumep pa3BepHyTOro NnepeyvHs AoMeHoB (obnacTeli ynpasneHus 6esonac-

HOCTbIO). Mmetowmecs meToabl obecneveHus AoBepnda MOXHO CONOCTaBUTb C 3TUM NepeyvyHeM AN NMPOBEPKAU
TOro, AOCTATOYHO /M NOAPOGHO OCBELLEHbI COOTBETCTBYHOLLME 06NacTu.
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Tab6bnuuya 9— O6nactu ynpaBneHns 6e30nacHoOCTbIO

JomeH Jomen COBIT Mpouecc
PO1 OnpepenseTt cTpaTternyeckuin nnaH UT
P02 O6ecneynBaeT COOTBETCTBME BHELWHUM Tpe6oBaHUAM
PO3 YnpasnaeT NwACKMMY pecypcamu
Mnaunposaune u P04 MepepaeT uenu ynpasneHua u HanpasseHne
POS Ynpasnsaet uisectuyuamu s AT
PO6 OnpepgenseTt TeEXHUYECKOE Hanpas/ieHne
P07 [laeT onpegeneHne opraHnsaumu n s3anmocssssam UT
P08 [laeT onpepenexHve NHOPMaALMOHHON CTPYKType
PO3 OueHnBaeT pUcku
POIO YnpaBnsaet npoekramu
PO11 YnpaBnsiet kKa4ecTBOM
Mpuro6peTetne u AH YnpaBnsiet UamMeHeHusmMu
BHeApeHune Al2 YcTaHaBNUBaEeT U akKpeauTyeT CUCTEMbI
Al3 Mpuob6peTtaeT n nogaepxnBaeT NHPPACTPYKTYPY TEXHONOTUIA
Al4 PaspabartbiBaeT v noggepxusaeT npoueaypbl
Al5 MpuobpeTaeT n nogaepxnsaeT NnpuknagHoe nporpaMmmHoe obecnevyeHne
Al6 NaeHTMdUUMpyeT aBTOMaTU3NPOBAHHbIE pPeLleHuns
DS1 YnpasnsieT pa6oToii
DS2 YnpaBnsietT o6opygoBaHuem
DS3 YnpaBnset gaHHbIMuU
DSs4 YnpaBnsieT npo6nemMaMu 1 UHUMAEHTaMm
DS5 YnpaBnsaeT koHurypauuei
DS6 OkasblBaeT NOMOLLb U BblAaeT peKoMeHaLnmn 3akasumkam
HocTaska u DS7 O6yuvaeT n noagrotaBnnBaeT nonb3osatenei
nogaepxka
DS8 OnpepgenseT v pacnpefenset pacxogbl
DS9 O6ecneuynBaeT 6e3onacHOCTb paboTbl cucTem
DS10 O6ecneynBaeT HenpepbIBHOE 06CNyXMBaHue
DS11 YnpasnsaeT PyHKLNOHMPOBAHWEM U NPOU3BOACTBEHHbIMU MOLHOCTAMMN
DS12 YnpaBnsieT ycnyramu Tpetbeii CTOPOHbI
DS13 [aeT onpeaeneHne ypoBHAM 06CNYXMBAHNA U ynpaBnseT uMn
M1 MpegycmatpuBaeT He3aBUCUMbIA ayanT
M2 MonyvyaeT He3aBUCMMOe AoBepue
MoHUTOpPUHT
M3 OueHuBaeT afjeKBaTHOCTb BHYTPEHHEro KOHTPONA
M4 MpoBOANT MOHUTOPUHT NPOLLECCOB

6.3.3.3 3penocTb (pa3BUTOCTb) fOBEPUSA K IKCNyaTaLmm

Peanusaumnio nonuTrkm 6€30MacHOCTU B OpraHn3auum MOXHO MCCnefoBaTb Ha npegmeT 3penoctu. B
Tabnuue 10 npuBegeHo onucaHue 3penoctn A9. CepTudpukaums (NoaTBepxAeHue) 3penoctn 3 MoxeT
cTaTb LeHHbIM AONOIHEHNEM K AOBEPUIO.
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Ta6nunua 10— OnucaHne ypoBHEN 3peniocTn AOBEPUS K aKCcnayaTauum

YpoBeHb
OnwucaHve
3penoctu 3
1 Bce umerwwmnecs cneymdunyeckme nam obwme noanTuku
2 YnpaBnsieMblil U NPUHATbIA KOHKPETHbIN UK 06LWNIA pUCKN
3 OnpefeneHHble.BHEAPEHHbIE U YNpaBisieMble Mepbl
4 OueHeHHble.nCcNpaBneHHble U NoAAepXaHHble Mepbl
5 CepTudunynposaHHbie Mepbl U UX NoagaepxaHue
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MpunoxexHune A
(cnpaBoy4HOE)

CpaBHEHNSA faHHbIX Tabnumubl

CofepxaHue HacCTOALLETO NPUMOXeEHNA 6blS10 cchopMMpoBaHO U3 06U eA0CTYNMHOTO MaTepuana.

A.1 MeToabl v LeneBble rpynnbl nofb3oBaTenei

Ana npentudrkaumn anbtepHaTus chopmuposaHa ceogHana Tabnuua. OHa xapakTepusyeT pasfinyiHble MeTofbl
obecneyeHus A0BepUA B OTHOLWEHUW TOrO:

- OPVEHTUPOBAHbI I OHN Ha OpPraHn3aunoHHbIe NN TEXHNYECKMEe acneKThbl;

- OPUEHTMPOBAHO NIN UX UCMNOMIb30BAHNE Ha NPOAYKTbI UK 06l ME CUCTEMBI;

- npefHa3HauveHbl 1 OHW ANA NOCTaBlULMKa WAK Nonb3oBaTena?

Ta6nuya Al — MeTtogbl nuenesble rpynnbl nonb3osateneii

& n 3R o
Kniou: 0 v @ 9 gdgyl
P: ocHoBHas Lenesas rpynna; o " o
S: BTOpWYHas Lenesas rpynna; K 1 5 b 8 o 8
X: no6as opraHusauns ? ? r ? [N K 0
0 3
8 8 8 8 88 8 8
X X X X X X a s o X
MocTaBLuk S p p S S X
annapaTtHbIiX cpeAcTB
MocTaBLwmk P p p S S S X
nporpamMMHoro o6ecneyeHuns
Tun OnepaTop cepsepa S p S S S X
npea-
npustus ~ CeTeBoit nposaiifep S p S p p S
MocTaBLW WK OHNARHOBO p S p p X
nHdopmayuu
Mpeanpuatne B KayecTse S S p p p p X
nonb3oBaTens
Ynpasnexue p p S p p
YnpasneHue NpoekTom P p p p p p p
Ponb OTBETCTBEHHbI 3a P p p p p p S S
B pamkax gesonacHocTb UT
npeg-
npustus  Ynpasneuue UT S S p p p p p S
AAMUHUCTPaTOP S S p S S
AyaunTtop S S S p S

OCHOBHbIE CXeMbl cepTudukaLunm
HekoTopble MeToAbl 06ecneyeHns JOBEPUS UMEIOT acCOLUNPOBaHHbIE CXEMbI CepTUUKaLUN AN OLEHKN pe3yb-
Tata gosepusa (cm. Tabnauuy A.2).

Ta6nuya A.2 — OCHOBHble CxeMbl cepTudukaynm

Mopaxop K Kputepuia MeTogonorusa ATTecTauus nepcoHana Cxema oLeHKN
obecneyeHnto fosepus OLIEHKM OLIeHKM n/vnu o6opyfoBaHus
Mpoaykt NCO/M3K NCO/M3K ATTectauua? HauvnoHanbHble OopraHbl No cep-
15408 18045 Tuukaumm ¢ MexayHapoaHbiM

B3aMMHbIM NPU3HaAHNEM
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OkKoHuYaHue Tabnuubl A.2

Moaxopn * Kputepuii MeTtogonorusa ATTecTauus nepcoHana
Cxema OueHKu
obecneyeHnio fosepus OLIEHKM OLIEHKM nvnu o6opyaoBaHus
Mpouecc nco/Mak SSAM SSO HauynoHanbHble/MexayHapoa-
21827 Hble opraHbl Mo cepTudukaymu,
Hanpumep. ISSEA
Cpepa NCO/M3IK MCO/M3K 27006
(akcnnyataumna UT) 27001
Cpepa MCO 9000 HauunoHanbHble/Mexay- HauunoHanbHble/MexayHapos-
(opranunsauus) HapofHble opraHbl no Hble OpraHbl No cepTudmnkayum
ceptudunkauumn

A.2 CywecTByllwumne metoabl obecnevyeHnsa gosepus
MeTogabl, npeacTaBieHHble B NPUMOXEHUU B. 1 BbIBOAbI B OTHOWEHUM NPo6aeM nonb3oBaTens, NpuBe[eHHbie B
5.1.4. npeacTaBneHbl B Tabnuue A.3.

Ta6nuya A.3— CyuwecTByluwmne MmetToasl ob6ecneyeHusa gosepus

[Josepue k paspaboTke [loBepue K nHTErpaLumm [loBepue k akcnyaTauum
flosepue K NpoaykTy Mo NCO/M3K 15408.
Mo MCO/M3K 19790
[losepue Kk npoueccy Mo NCO/M3K 21827 Mo NCO/M3K 21827 Mo NCO/M3K 27001.
COBIT.
OcHoBa UT
Nosepune Kkcpege Mo NCO/M3K 27001. Mo NCO/M3K 27001. Mo NCO/M3K 27001.
NCO 9000 MCO 9000 MNCO 9000
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Mpunoxexnune B
(cnpaBoy4HOE)

XapaKkTepucTukn foBepuns BbiGpaHHbIX METOA0B

CopepxaHne HacTOosILLEero NPMIoXeHus 6biI0 CPOPMUPOBAHO U3 06 EA0CTYNHOIO Marepumana.
B.1 MCO/M3K 15408

B ocHoBy MCO/M3K 15408 nonoxeHbl 06LimMe Kputepumn oL,eHkn 6es3onacHocTn UT. OCHOBHbIE MOMOXEHUA METOA0-
norum no NCO/M3IK 15408 nogpo6HO n3noxeHol B MICO/MIK TO 15443-1.

B NCO/M3K 15408 rpaHuubl oueHMBaeMoro onpegesneHbl B pasgene «O6beKT OLEHKN».

OO6BEKT OLEeHKM UMeeT YeTKoe onpejesnieHne n npeactaBnseT 3afaHHble PYHKLMOHAIbHbIE BO3MOXHOCTU NMPOAYK-
Ta. CBA3aHHble ¢ 6e30MacHOCTbI0.

OO6BEKT OLeHKN He 0653aTeNbHO NpeAcTaBeH rOTOBbIM NPOAYKTOM. TeM He MeHee B Lenax ynpoweHa B HacTos-
wem pasfene 06beKT OLeHKN Ha3biBaeTCa «NPOAYyKTOM».

B.1.1 Llenb o6ecneyeHns gosepus

MNCO/M3K 15408 gonyckaeT CpaBHMMOCTb pPe3y/fbTaToOB HE3ABUCHUMbIX OL,eHOK 6e3onacHocTu. [JaHHblii cTaHfapT
fenaeT cCPaBHUMOCTb BO3MOXHOI NyTeM npefocTaBneHns o6wenpuHAToro Habopa Tpe6oBaHunii K PyHKLMOHANbHBIM BO3-
MOXHOCTSIM NMPOAYKTOB, CBA3aHHbIM C o6ecneyeHnem 6e30MacHOCTU, U K MepaM W3MepeHUs J0Bepus, NPUMEHEHHbIM K
npogykram npu oyeHusaHum 6esonacHocTu. Mpoueaypa oueHnBaHUA onpegenseT cTeneHb yBepPeHHOCTU B TOM. UTO PYHK-
LMOHa/IbHble BO3MOXHOCTMN NPOAYKTOB, CBAAI3aHHble C 06ecneyeHnem 6€30MacHOCTU, U Mepbl U3MEPEHNSA, NPUMEHEHHbIE K
[OBEPUI0 K 3TUM npogyktam WT. cooTBETCTBYIOT 06w enpuHaTomy Habopy Tpe6oBaHuiti. PesynbTaTtbl OLE€HUBAHNUA MOTyT
nomMoYb Mosb30BaTENAM a OnpejesieHny TOro, COOTBETCTBYIOT 1M 3T npoAykTbl AT Tpe6oBaHnsmM 6e30nacHoCTU.

MCO/M3K 15408 noneseH Takxke B kKayecTBe PyKOBOACTBa No pa3paboTke, OLeHMBaHUIO U/Mnn 3akynke NnpoaykToB C
dyHKUMAMM ob6ecnevyeHusa 6e3o0nacHoCTU.

MNCO/M3K 15408 npeaycmaTtpuBaeT 3aluTy oT Tpex TunoB c60eB B cucteme 6€30NacCHOCTU: HECAHKLMOHNPOBAH-
HOe packpbiTue, MoAUdUKaLUA UIN HEBO3MOXHOCTb UCNONb30BaHUA. KaTeropum 3awuTbl, CBA3aHHbIe C3TUMMN Tpemsa TU-
namu c6oeB B cMcteMe 6€30MNacHOCTU, 06bIYHO Ha3biBATCA «KOHPUAEHUNANbHOCTbY», «L€NOCTHOCTb» U «J0CTYMHOCTb»
COOTBETCTBEHHO. CTaHAAPT MOXHO TakXe NPUMEHATL K PUCKY, ABNSAIOWEMYCA pe3ynbTaTOM YenoBeYeCKol 4eATeNbHOCTH
(Bpe,OHOCHOI NN NGO APYroii), NAn K pucky, ABNAOLWEMYCS pe3y/1bTaToOM AeATeIbHOCTU, He CBA3AHHON C 4HeN0BEKOM.
NCO/M3K 15408 mMoxeT Takxe NPUMEHATLCA K Apyrum o6nactam WT, HO He npeTeHAyeT Ha KOMNETEHTHOCTb B 3TUX 06-
nactax UT.

MNCO/M3K 15408 MOXeT NCNOMNb30BaTbCA TakXe NPUMEHNTEeNbHO «PYyHKLNAM 6€30MNacHOCTU, BHEAPEHHbIM B anna-
paTHble. NporpaMMHo-annapaTtHble cpefcTBa WanM nporpaMmMHoe o6ecneyeHune.

B.1.2 Lenesas aygutopusa

CylecTBYOT TpW Fpynnbl, 3aNHTEPECOBaHHbIe B OLEHNBAHWUM XapakTepucTuk 6e30nacHoCTU o6bekTa OLeHKWU: Mno-
nb3oBaTenu. paspaboTunkm v oueHWnKN. Bce oHM cunTaloTca rnasHbIMU NONb30BaTENAMMU

B.1.2.1 Monb3oBaTtenun

Monb3oBaTenn MoryT MCNONb30BaTb pe3ynbTaTbl OLEHNBAHWUA ANA NPUHATUSA PelleHnsa 0 COOTBETCTBUU NPOAYKTa
npegbABnsAeMblM Tpe6oBaHMAM 6e30nacHocT. O6bIYHO 3T TpeboBaHUSA NAEHTUMNLUPYIOTCA B pe3ynbTaTe Kak B OTHO-
LWEeHNN OLEeHKW pucka, Tak u HanpaBneHus nonutukn. MCO/M3K 15408 npepctaBnseT nonb3oBaTensiMm, B 0CO6EHHOCTH
rpynnam u KonnekTusam nonfb3oBaTeneil, HesaBUuCUMYI0 OT peanusauuu CTPYKTYpPY Noj HasBaHuem «npoduib 3awmTbl»
(«/13»). B KOTOPOW M3M0XEHbI NX KOHKPETHble Tpe6oBaHNA 6e3onacHocTH.

B.1.2.2 Pa3paboTunku

NCO/M3K 15408 npepgHasHayeH gns cogeictsna paspaboTynkam B NOATOTOBKE OLeHUBAHUSA UX NPOAYKTOB M onpe-
feneHun TpeboBaHMn 6€30NaCHOCTU, KOTOPLIM 3TW NPOAYKTbI JO/KHbLI COOTBETCTBOBATbL. Tpe6oBaHnsa 6e3onacHOCTM co-
fAepxaTca B 3aBUCUMOI OT peann3aunum KOHCTPYKL MU, Ha3biBaeMoil «3agaHne 6es3onacHocTu» («36»). 36 MoxeT umeTb B
OCHOBE O VUH WM HECKONbKO Npodunei 3awutbl (c Tpe6oBaHnAMMN 6e30NacHOCTU, Kak 6blI10 onNpeaeneHo paHee).

3atem VMCO/M3K 15408 mMoxeT NpUMeHATbCA A8 onpefefieHns 06a3aHHOCTE M Mep No nojfepxke cBupae-
TenbcTBa. HEO6XOAMMOrO AN NOAAEPXKN OLEHUBAHUA NPOAYKTA B OTHOLWEHNN 3TuX TpebosaHuii. OH Takxe faeT onpeje-
NeHne cofepXxaHuio 1 NnpeacTaB/IEHNI0 3TOTO CBMAETeNbCTBA.

B.1.2.3 OueHLlmnkn

NCO/M3K 15408 coaepXuT Kputepuu, npegHasHavyeHHble 4158 NPUMEHEHUA OLeHWMKamMmmn npu gopMmnupoBaHum 3a-
KNOYEHW O COOTBETCTBUM NPOAYKTOB Tpe6oBaHMAM ux 6e3onacHocTn. B MCO/MIK 15408 onncbiBaeTCs COBOKYMNHOCTb
OCHOBHbIX €ACTBUIA, KOTOPbIE OLEHLLWNK AO/KEH BbIMONHATL, U (DYHKLMOHANbHbLIX Tpe6oBaHuii 6e3onacHocTu (PTE). B co-
OTBETCTBMMN C KOTOPbIMU AO/KHbI BbIMOHATLCSA 3TW felicTBuA. Cneayet oTMeTUTb, 4To MICO/M3IK 15408 He cneynduym-
pyeT npoueAypbl BbINOMHEHUA 3TUX AeACTBUNA.

B.1.2.4 [ipyrne 3anHTepecoBaHHble CTOPOHbI

MNCO/M3K 15408 mMoXeT Takke MCNONb30BaTbCA B KAYECTBE CCbI/IOYHOTO MaTepuana 415 BCEX CTOPOH, 3auHTepe-
COBaHHbIX B 6€30MacHoCTu UT unm Hecywmux OTBETCTBEHHOCTb 3a Hee. HeKoTopble ONOJIHNTE NIbHbIE€ 3auHTepecoBaHHble
rpynnbl, KOTOPble MOTYT W3BNEeYb U3 HEro NONb3y, BKAKYAKT B Ce61:

- INL,. OTBETCTBEHHbIX 3@ CUCTEMY 1 ee 6e30MacHOCTb;
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- BHYTPEHHUX U BHELWHNX ayNTOPOB;

- apXUTEKTOPOB U NPOEKTUPOBLLNKOB 6€30MacHOCTW, OTBETCTBEHHbIX 3a cneuudukaynio xapakrepnctuk 6esonac-
HOCTW NPOJYKTOB.

- aTTecTylWmnX L. OTBETCTBEHHbIX 3a NPUHATAE pelleHusa No ncnonb3oBaHuio UT B onpeaeneHHoii cpeje;

- CMOHCOPOB OL,EHNBAaHUA, OTBETCTBEHHbIX 3a 3aNpoC 1 NOAAEPXKY OLEHNBAHUSA,

- opraHbl OLEHKW, OTBETCTBEHHbIe 3a ynpaB/ieHne nporpaMmmamMiu oLeHuBaHna 6esonacHocTn UT u KOHTPONb 3a Mx
BbINO/IHEHNEM.

B.1.3 XapakTtepucTukn gosepus

YBepeHHOCTb B 6e3onacHocTn T MOXHO o6ecneunTb mepamu, NpuHUMaeMbiMy B X04€e NPoLeccoB pa3paboTku,
oueHuBaHWA W akcnayatauuun. MpoaykT cneynduumnpyeTca 3ajaHmem no 6e3onacHocT. NMPOeKTHO-KOHCTPYKTOPCKan UH-
dopmauma npegoctaBndeTcs HedopmanbHo, NoNyopMasnbHO Uan hopmasnbHo.

Moapo6Hble NHCTPYKLUM NO NCNbITaHWo goBepusa npeactasneHbl B MCO/M3K 18045 — aHanore «O6uwelt metono-
NOrUn oueHKn» U nNpefHasHavyeHbl AnA obecnevyeHns nocnenoBaTelbHOr0 NPOBEAEHNS OLLEHUBAHUS U NpefoCcTaBIeHNs
BOCNPON3BOANMbIX pe3ynbTaTtos

dopmanbHble CTPYKTYpbl co3faHbl 3a npegenamu o6nactu geicteua MCO/MIK 15408 gns ynpaBneHns geicteus-
MU MO OLEHWBAHUNIO, OCYLLECTBAAEMbIMN HE3ABUCUMbIMU TECTUPYIOLWUMU OPraHn3aumamm, n HabnaeHna 3a HUMN.

B.1.4 Pa3HOCTOPOHHOCTbL

MCO/M3K 15408 npepnaraet Habopbl kak QyHKLMOHANbHbIX Tpe6oBaHWiA, Tak n TpeboBaHWit foBepus, BoibGnpae-
MbIX MOSIb30BaTe/IeM B COOTBETCTBUMN CO cBOUMMU noTpebHocTaAMu. MCO/M3IK 15408 Takke coaepxuT ceMb npegonpege-
NeHHbIX NakeToB TpebosaHuii fosepus EALL-7 ana o6nerdyeHusa Boibopa nosfb3oBatenemM u NPU3HaHUA Ha PblHKE.

B.1.5 CBoeBpeMeHHOCTb

Ipynnbl METOL0B 06ecnevyeHuns 4oBepusa ABNAIOTCA OTHOCUTE/IbHO CTabUNbHbIMU K peko MoauduumpyoTea. MNpe-
Ablayuine cuctembl kputepues 6e3onacHocTn (TCSEC. ITSEC nT.4.)6b1nn 3ameHeHbl B UICO/M3K 15408. nepBas pefak-
LuMs KoToporo 6blna ony6aukoBaHa B 1999 r. c nocnepgytouwein pegakyuneid B 2005 .

B.1.6 3aBepweHHOCTb

[laHHasa xapakTepucTuka cneunduuyvpoBaHa B 36.

B.1.7 CtoumocTb peanusaunun/o6bem paboT no peanmsayunmn

O6bem paboT N0 OL,EHNMBAHWIO O[JHOTO U3 HA60POB KPUTEPUEB U PACXOAbl HA HUX BO3pacTaloT Npu cneynduuymposa-
HUN GoNbluell cTeNeHn foBepus.

MpoMeXyToK BpeMeHU, TpebyeMmblii 419 OLLEHNBAHUA, MOXET 3aBNCETb OT HECKO/IbKMX hakKTOpOB, BKIOUas;

-CNOCO6GHOCTbL MOBTOPHOTO MCNONbL30BaHNS Npeablaywein paboTsl.

- 3pefioCTb TEXHOI0MMYECKOro npouecca opraHnsaumun-paspaborunka.

- 3penocTb NpojykTa, onbiT nabopaTopum;

- NPUHATYI0 CTpaTeruio oueHnBaHua (Hanpumep, BbINOSIHEHVWE OLLEHUBAHWUS NapannenbHo paspaboTke);

- pecypchl, OCTYNHbIE ANA OpraHa no Banujauun (cxema).

CTOMMOCTb (hOopManbHOro oueHMBaHNA BkIoYaeT B cebs cnefylolne 3eMeHThl;

- onnarta cxem (M3MEHAETCH OT CXeMbl K CXeme);

-onnata nabopartopun (M3meHseTcs oT nabopaTopuun K naboparopuu);

- BHYTpeHHAs paboTa No KOHTpakTaM n He3HauuTeNbHble Moaudukauumn, Tpebyemblie 4N OLEHLNKA;

- pa3paboTka 3agaHusa no 6e3onacHoOCTK.

Kpowme TOT0;

- HEKOTOpPble JOKYMEHTbI, Takne kak MoAesib NOIMTUKN 6€30NacHOCTN 1 aHanu3 ya3BuMocCTell, peko npefocTaBns-
10TCA paspaboTynkom;

- npouejypa oueHUBaHUA H4acTo BbIIBNAET YA3BUMOCTU NpojykTa, Tpebywune ycTpaHeHs. OTU ya3BUMOCT MOTyT
paHX1poBaTbCA OT HE3HAYNTENbHbLIX 10 CEPbE3HbIX.

B.1.8 Moppepxka MHCTPyMeHTaNlbHbIMMN cpeAcTBamMmn

Ha KoMMepyecKOM pbIHKE UMETCA NI b HECKOTbKO MHCTPYMEHTalbHbIX CPEACTB. VIMeTca BcnoMoraTesibHble
AOKYMeHTbl, Hanpumep. NCO/M3K TO 15446 «PykoBoAcTBO No pa3paboTke npoduneit 3awmtbl n 3agaHuii no 6es-
onacHoCTU».

8.1.9 Cdrepa npuMeHeHns kpuntorpadumn

dopmanibHOE OueHMBaHWe He BKIYaeT B cebs OLEHKY KayecTBa BblOpaHHbIX KpunTorpauyeckux anroputMmos.
OfHaKo NPaBUNbHOCTb BHEAPEHUS BblIGPAHHOrO anropuTMma MOXHO OLEeHUTb.

8.1.10 OueHka u cepTudumnkaymns

OueHnMBaHNe ¢ MCNONb30BAHNEM METOLO0NO0rNIA, COOTBETCTBYWOWMNX Tpe6oBaHuam MCO/M3IK 15408, MmoxeT NpoBoO-
AUTbCS UcNbiTaTeNbHbIMKU nabopatopuamu. Ha npumepe cucTembl OUEHKM, onpefeneHHoil CoBeToM no paspaboTke
O6wux kpuTepues, nabopatopun foMKHbI cepTuduumposatbcs B cooTBeTcTBUM ¢ MCO/MIK 17025. a pe3ynbTaTbl UCNbl-
TaHW MOTYT JOKYMEHTUPOBATbLCSA NyTeM ony6/IMKoBaHMA oT4yeTa 0 cepTudukalmm n Bbigaun ceptudukara. Ceptudnkarsl
BblAAOTCA aKKPEAMTOBAHHBIMW OpraHaMu no cepTudmnkaumm (HaunoHanbHble CXeMbl) U NYBAUKYIOTCA HA MeXAYHapoAHOM
ypoBHe.

8.1.11 Y6efnTeNnbHOCTb W NpU3HaHue

NCO/M3K 15408 aBnsetcs MexAyHapoAHbIM CTaHAapTOM, KOTOPbI/i COOTBETCTBYET cTaHfapTam O6uwux kputepu-
eB. ony6nnkoBaHHbIM CoBeTOM no paspaboTke O6WUX KpUTEpPUEB.

NCO/M3K 15408 n O6Wwme KpUTEPUN UMEIOT LINPOKOE NMPU3HAHUE U B 4OCTATOYHOI CTeneHn ybeauTenbHsbl.

30



FOCT P 54583—2011

B.2 NCO/M3K 19790

B.2.1 Llenb obecneyeHus gosepus

[lokymeHT «Tpe6oBaHMa 6e30nacHOCTU ANA KpunTorpaduyeckn* Mogynein* 6oin n3HavyanbHo ony61MKOBaH Kak dre-
AepanbHblii cTaHpapT no o6pa6oTke nHpopmauum (FIPS) 140-2 HauuoHanbHbI WHCTUTYT CTaHAAPTOB U TEXHOMOTWIA
(HUCT) CWA v npumeHancs gna cneuundukayun kpuntorpaduyecknx mogyneii. HUCT n MHCTUTYT 6€30NacHOCTA KOMMY-
Hukaunih (CSE) KaHapgbl paspa6oTtanu B uonie 1995 r. COBMeCTHY nporpamMmy BepudukaLmm kpuntorpadmyecknux moay-
neit (CMVP). koTopas ncnonb3yeT UcnbiTaTenbHyo cxemy n gononHaeT FIPS 140-2 pokymeHTauunel, Bknovatouiein B cebs
«PykoBofCcTBO No peanusauyun FIPS 140-2» n «Mpon3BogHble Tpe6oBaHus k ucnoitaHnam FIPS 140-2», npegHasHavyeH-
Hble NS NOAAEePXKM U pa3bAcHeHna FIPS, a Takxe npouecca ucnbliTaHuii n Banugauuu.

MNMpoBepka cooTBeTcTBUA FIPS npoBOoANTCA nabopaTtopusimMu, akkpe4uToBaHHbIMU HaLMOHabHOW NporpamMmoi f06-
poBOIbHON akkpeauTauum nadbopatopuin (NVLAP). n no ctaHgaptam KaHagbl. CMVP aHanusnpyeT pe3ynbTaTbl MPOBEPOK
Ha COOTBETCTBME U NPU YCNELWHOM 3aBepleHn aHanm3a npoBepsaeT 4OCTOBEPHOCTb U BblAaeT aTTecTalMoHHbIe CEPTU-
(unkaTbl NPOBEPEHHbIM KpunTorpaduyeckum mMoaynsam. Ha cerofHsawHMi geHb 66110 BblgaHo 60onee 650 cepTudukatos
6onee yem gns 1000 npoBepeHHbIX Mogynei.

Moarpynna Tpe6oBaHuii FIPS 140-2 6bina ony6nvkoBaHa B 2006 r. kak MICO/M3K 19790.

B.2.2 LleneBasa aygutopus

NCO/M3K 19790 npumeHseTcss AN KpunTorpauyecknx Moaynen n sasnsaetca 6e3 UCKNOYEHUs 0653aTesibHbIM
ansa npasutensctea CLA, kak n FIPS 140-2. ipyrne opraHm3auun n npaBuUTeNbCTBEHHbIE yUpeXAeHUs NoATBepaAuIn nx
ncnonb3oBaHue.

B.2.3 XapakTtepucTukum fosepus

MeTog o6ecneyeHuns JoBepusi NCNOb3yeT NOAXO0A NPOBEPKN HA COOTBETCTBME W NPUMEHSAETCS raBHbIM 06pa3om B
cnepywwmnx obnacTax:

- cneuundukayna kpuntorpanyeckux moaynei,

- NOPTbl U UHTepdechl;

- ponu, ycnyru (cepBuchbl) n ayTeHTUdmKaLus;

- MalWunHHaa Mojeflb KOHEYHOTO COCTOAHUSA;

- hm3nyeckas sawmTa;

- 3KCcnayataynoHHasa cpeja;

- pacnpegeneHue kpuntorpatuyeckoro knua;

- camonpoBepKu;

- AOBEpUe K NPOEKTY;

- ocnabneHue artak.

B.2.4 Pa3HOCTOPOHHOCTb

Pa3nnyHble 061acTu ucnbiTaHWii CTPYKTYPUPOBaHbI MO YeTbipeM YPOBHAM 1—4. pacnosioXeHHbIM OAUH Ha APYToM.
McnbiTaHne no MCO/M3K 19790 npoBOAMNOCH CO CChINIKOM Ha cneunduyeckyo Bepcuio kpuntorpaguueckoro mogynsa. B
cnyvae no6bix MoAgnduKaynii ncneiTaHne AO/KHO MPOBOANTLCA NOBTOPHO. CMVP npefocTasnsieT co6oii nporpamMmHoe
PYKOBOACTBO MO pasfIMyHbIM MeTogam nogfepxaHusa sanmaunmn (B 3aBUCUMOCTU OT XxapakTepa U3MeHeHunna) Ana obecne-
YEeHUA CBOEBPEMEHHOr0 N 3KOHOMMYECKN 3(h(heKTUBHOTO NoAAEPXKAHNA Banuauuu.

Jsonouna TpeboBaHUin K UCNbITAHMAM NpejcTaBieHa Ha pucyHke B.1.

PucyHok B.1 — 3JBontouns Tpe6oBaHnit K UCNbITAHUAM

B.2.5 CBOeBpeMEHHOCTb

B.2.6 MonHoTta

B kauecTBe COOTBETCTBYIOLW eV NPOBEPKN — [A0BEPMUE K COOTBETCTBUIO KpUNTOrpacdmyeckoro Moayna TpeboBaHnam
cneuundukauun (MCO/MIK 19790) ABNAETCSA BbICOKUM.

MpounssofHble TpeboBaHWA K UCMbITAHUAM M PYKOBOACTBO MO peanu3auuu npejHasHauvyeHbl Ans obecneveHus
MOJIHOTbI 1 BOCMPON3BOANMOCTU NCMbITAHWIA.
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B.2.7 CtoumocTb peanusaunn/ob6bem paboT no peanusayunmn

Pacxofbl Ha NpoBepKy JOCTOBEPHOCTU MOTyT BKk/loYaTb B ce6s cneayloune aleMeHTbl:

- pacxogbl Ha opraHusauuio, NPOBOAALLYI0 NPOBEPKY (Hanpumep, ctoumocte CMVP HUCT),

- pacxofbl Ha ucnbiTaTeNbHyl na6opaTopuio;

- CTOMMOCTb BHYTPEHHUX paboT No NpoBeAeHNt0 Banujaunmn, npoBejeHunto HeaHadyuTenbHbiX Mogudnkaunii, Tpeby-
eMbIX ANA UCnbiTaTeNs, U HaNUCaHWUI0 CNelunanbHOl JOKyMeHTaLuu.

Mposepka no NCO/M3K 19790 no BpemeHn Bcerga kopoye oueHnsaHna no MCO/M3K 15408. nockonbKy o6nactb
ee peicTeus yxe. MpoaoMKUTENbHOCTL NpoBepkn no MCO/M3K 19790 meHsieTcs B 3aBUCUMOCTU OT.

- 3peniocTu opraHm3sayumn-paspaborunka;

- KBanudukaynm naboparopuu;

- orpaHuMy4yeHnii No opraHy No Banupauunu;

- 3penocTu NpoaykTa;

- COOTBETCTBUS B CPABHEHUUN C OLEHUBAHUEM.

8.2.8 MNMoppepxka MHCTPYMEHTa/IbHbIMW cpefcTBaMm

KomMmepueckn AOCTYMHbI MUWb HECKOMbKO MHCTPYMEHTOB. BcnomoratenbHas AOKyMeHTauUsi U WHCTpyMeHTapwuii
npegoctasnsaTca HUCT Ha caiite http”/carc/nist.gov/criptval.

B.2.9 Cdepa ageiictBua kpuntorpaduu

MeToa o6ecneyeHns foBepus onpefenseT, YTo AN KkpunTorpaduueckux mogyneii yTeepxgeHHble yHKLun obec-
nevyeHns 6e30MNacHOCTU [O/KHbI NPOXOAUTb BanuUABLWIO U CepTUdULMPOBATLCSA AN NPaBUIbHO peanusayun nNo npo-
rpamme Banupauuu kpuntorpadguyeckoro anroputma (CAVP). paspabotaHHoii HWCT, koTopblii o6ecneuuBaer
anropuTMUYecKne NHCTPYMEeHThbl NMPOBEPKN A5 UCMbITaTeNbHbIX nabopaTopuii, akkpeanToBaHHbiX NVLAP.

B.2.10 OueHka u ceptudukauymnsa

CeBepoamepukaHckasa cxema akkpeautaunm CMVP cywecTtByeT n nogaepxusaerca coemecTtHo ¢ HUCT n CSE.

B.2.11 Y6eAnTeNbHOCTb U NpU3HaHue

MCO/M3K 19790 siBnsietca npon3BogHbiM OT FIPS 140-2, npusHaHHol cneundukayum CLUA, ony6nukoBaHHOMR
HWCT. CooTBeTcTBME cneundukauumn tpebyetcs agmumHuctpauveit CLLIA ana npoayktoB 6e3onacHoCTU, cogepxa-
Wux kpuntorpadmyeckoe yCcTpoWCTBO ANA 3alUTbl YA3BUMbIX HECEKPETHbIX AaHHbIX. CepTudukatol BblgaoTca ANs
Kpuntorpaduyeckux mogysneii, npowewmnx NpoBepky Ha COOTBETCTBME U COOTBETCTBYIOLWMNX APYTUM NPOrpaMMHbIM
Tpe6oBaHUAM.

B.3 NCO/M3K 21827

B.3.1 Uenb obecneyeHna 6eszonacHocTun

HasHaueHnem NCO/M3IK 21827 aBnaeTca obecneyeHne foBepuUs, OTHOCALETOCS K MpoLeccam MpoeKkTUpoBaHWA
6e30MNacHOCTN CUCTEMbI OpraHn3auum nosnb3oBaTens.

B.3.2 UeneBas aygutopus

[aHHblli MeTof, o6ecneyeHns oBepus BKYaeT B cebs, B NepBylo ouyepeab, foBepue k paspaboTke n gosepue K
UHTerpayum v, Takum o6pas3om, npegHasHavyeH kak 4na pa3paboTunmKkoB, Tak U ANA UHTErpaTopoB CUCTEMBI.

B.3.3 Xapaktepuctuku

MeToa o6ecnevyeHns 4oBepus McCnonb3yeT NOAXOA [OBEPUS K npoueccy.

B.3.4 Pa3HOCTOPOHHOCTb

B MCO/M3K 21827 paccmatpuBaloTca Tpe6oBaHWs Ha NATU YPOBHAX BO3MOXHOCTEN, CBA3aHHbIX CO 3peNoCTbio
npouecca, onpejeneHHblX opraHu3almneil Ha OCHOBE ee JOMUHUPYIOLWUX Lenei.

8.3.5 CBOEeBpPEMEHHOCTb

B ocHoBy MCO/M3K 21827 6blna nonoxeHa 6onee paHHAa pa6oTta, npoBegeHHas ISSEA B nepuog c 1994 no
2001 r. flaHHbI/ cTaHgapT 6bi1 ony6nmkoBaH MCO/M3K B 2001 r. 1 OCHOBaH Ha npeacTaBieHUn 06LWef0CTyNHOW cneumn-
dukauum ot ISSEA. MepecmoTp MCO/MIK 21827 6bin Hayat B 2005 r. u 3aBeplueH a 2007 r.

B.3.6 3aBeplweHHOCTb

B MCO/M3K 21827 nogpo6HO paccmaTpuBalTCs NATb YpOBHelN Tpe6oBaHMii K GYHKLNOHAIbHBIM BO3MOXHOCTAM,
BK/lOYaKWNM B cebs BCe acnekTbl AUCLUNANHBI NPOEKTMpPOoBaHMA 6e3onacHocTu. OpraHnsauma 6a3oBbiX NPakTuK, yyac-
TBYIOLWMX B npouecce, o6ecneynsaeT opraHmsauumn notpedbutensa rmb6kocTb AN KOMGUHUPOBAHUSA NpoLLEeccoB cnoco6om,
COOTBETCTBYIOLNM €€ OPraHnM3aLnoHHOW CTPYKType.

8.3.7 CtoumocTb peanunsaunmn/o6bem paboT no peanmsauumun

OCHOBHas 4acTb CTOMMOCTU oueHnBaHns no MCO/M3IK 21827 npuxoAanTcsa Ha nepBblii NnpoekT. CTOMMOCTbL f0N0N-
HUTENbHbIX NPOEKTOB, UCNOMb3YOLWNX aHaOTMYHY0O MeTOA0M0TUI0, NpefcTaBisieT co60i TONbKO Many YacTb 3TOW Ha-
YanbHON CTOMMOCTN. HavyanbHas CTOMMOCTb YyMeHblIaeTCA NOCPeCTBOM NPUBAEUYEHUA BHYTPEHHNX OLEeHLWNKOB. O6bIYHO
HUKakKan cneunanbHas [OKYMeHTauus He npunaraercs.

Mpn Hannunn Heo6Xo4MMOro nepcoHana NPoLecc OLeHNBaHNA MOXET 6blTb HEAONTUM WU ANNTLCA OT ABYX A0 Tpex
Hefensb.

B.3.8 Mopgepxka MHCTPyMeHTaNbHbIMMN cpeAcTBamMmn

CyuecTBylOT HECKO/IbKO 06,e0CTYMNHbIX OCHOBAHHbLIX Ha 3/IEKTPOHHbLIX Tabsmuax MHCTPYMEHTaslbHbIX CPeACTB,
noAAepXuBa X NpocnexnBaHne pe3ynbTaToB OLEHKN, CYMMUPYIOLWNX U NPeACTaBAALWNX 3TN pe3ynbTaThl.
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B.3.9 Cdepa geiictBua kpuntorpadumu

Cneuyunduyeckme Tpe6oBaHNA OTCYTCTBYIOT.

B.3.10 OueHka u cepTudmnkaymnsa

B OTHOWEHUN JaHHOTo MeTofa CyLecTBYOT cMcTema NOArOTOBKM M KBanuuUKaymoHHas cuctema.

B.3.11 Y6eauTenbHOCTb U NpU3HaHue

Cxema, npeactaBneHHas B UICO/M3K 21827. o6ecneumBaeT OLeHUBaHNE TPYnnoii OLeHKN.

OpraHusauuna nogaepxkm SSE-CMM (SSO) npepocTaBnsieT OMNbITHbIX METOAWCTOB W TPynnbl MO OLEHKe no
MCO/M3K 21827 ana okaszaHWs NOMOLLW OpraHn3aumsam Npu oueHke X BO3MOXHOCTel NpoeKkTupoBaHua 6e3onacHocTu.
Huxe npuBefeHbl cnegyiolime npejocTaBisieMble yCayru.

a) copeiicTtBue BoLeHke no MCO/M3K 21827;

b) oueHka no NCO/M3IK 21827;

c) nocnepgytowmnii ayaut no NCO/M3K 21827;

d) cocTaBneHue nnaHa ynyylweHUs npouecca NpoekTMpoBaHua 6e30NacHoOCTy.

B otnnune ot UCO/MIK 15408 nnn NCO/MIK 19790 noboe ocuumnanbHoe unu hegepanbHoe areHTCTBO, Npea-
cTaBnsawlee Kakyw-HMbyab cuctemy ceptudukaumm no MICO/M3IK 21827. oTcyTcTBYeT.

B.4 NCO/M3K 13335

B 41 Llenb o6ecneyeHnsa 6es3onacHocCTun

KomnnekT, B HacTosuee Bpems cogepxawmnii WCO/M3K 13335-1, 6bin1 ony6/nKoBaH Kak TEXHUYECKMI oTuyeT
(yactb 1— B 1996 r., yactb 2 — B 1997 r., yacTb 3 — B 1998 r., yactb 4 — B 2000 r. nyacTb 5 — B 2001 r.). Buyactn 1
«KoHuenuun n mogenn 6esonacHoctn UT» gaHbl onpefeneHns OCHOBHbIX TEPMUHOB, OTHOCALWMXCA kK 6e3onacHocTn UT.
3/1leMeHTapHbIM acnekrtam (yrposbl, pUck, ys3BUMOCTW W T. [.) U npoLeccam (HanpuMmep, NaaHNpoBaHne HenpeBuAeHHbIX
06CTOATENLCTB, OLeHKa pUcKa, NOBbILWEHNE OCBEAOM/IEHHOCTK). [laHHaA YacTb NpejHasHayeHa 11 OTBETCTBEHHbIX PYKO-
BoAuTenei n paboTHUKOB CNyX6bl 6€30NacHOCTU B OpraHu3auunsax. 8 yactn 2 «YnpasneHune 6e3onacHocTbio UT 1 ee nna-
HUpOBaHWe» npeAcTaBneHa wHdopmauns No MNpPoekTUpoBaHW npouecca obecneyeHusa 6GesonacHoctm WUT wu ero
MUHTerpauuyn B CywlecTByloLMe TeXHO/OrnYeckne npouecchl NpeanpuaTMa U npegnaraetcs opraHusauus 6e3onacHocTu
WT. BuacTtn 3 «Cnocobbl ynpasneHusa 6e3onacHocTblo NT» yTOUHATCA aTanbl npouecca o6ecneyeHusa 6esonacHoctn AT
1 npegoctasBnseTca nHdopmauma o meToAax u cnoco6ax, KOTopble MOTYT UCNOMb30BaTLCS ANA AOCTUXEHNA 3TON Lenu.
HakoHel, B 4actTn 4 «Bbi6op mep 6e30nacHOCTM» npeacTaB/ieHa MHopMaLyms o TOM. Kakme Mepbl 6€30NacHOCTH COOTBE-
TCTBYIOT Kakum yrposam 1 Kak MOXHO onpejenuTb NpueMaeMblii ypoBeHb 6a30B0i 3alWuUThl 415 opraHusauun. B yactu 5
«PyKOBOACTBO NO ynpaB/fieHWto ceTeBoii 6€30NacHOCTbIO» NpefcTaB/ieHbl peKkoMeHAauuMm no ynpaeneHuo 6esonacHoc-
Tblo UT 6e3 pernameHTUpOBaHNA Kaknx-n11n6o onpefeneHHbIX peLeHnii.

BTtopas pegakyns MCO/M3IK 13335 6bina ony61mMkoBaHa kak MexXAyHapoAHblil cTaH4apT, COCTOALWMI N3 ABYX Yac-
Teir. NCO/M3K 13335-1 6bin1 u3gaH B 2004 r.; oH oTMeHseT u 3ameHseT WCO/M3K TO 13335-1-1996 r. u
MCO/M3K TO 13335-2-1997 r. NCO/M3K 13335-2 3ameHsieT MCO/M3K TO 13335-3 m MCO/M3K TO 13335-4.
MCO/M3K TO 13335-5 (ynpaBneHue cetssmun) o6beauHer ¢ MCO/M3IK 18028-1.

CyuiecTByeT HaMepeHune n3mMeHuTb o6o3HavyeHue ctaHgapta MCO/M3K 13335-2 Ha WCO/M3K 27005.

B.4.2 LleneBas aygutopusa

[laHHblii MeTof 06ecneyeHns 4OBEPUA KacaeTCs JOBEPUS K aKcnayaTauum.

OCHOBHO L,eneBoii rpynnoii ABNATCA PyKOBOAUTENN NPEeANPUATUIA NN OpraHn3aunii, HenocpeACcTBEHHO yyacTBy-
owre a nnaHnpoBaHnyM N peanusauun npouecca obecnevyeHus 6esonacHocTn UT.

YacTb 1npegHa3HavyeHa AN PyKoBOAWTeNeil Ha ypoBHe npaBfeHns, 0CO6EHHO Tex. KTO HeceT OTBETCTBEHHOCTb 3a
nporpammy o6ecneuyeHusa 6esonacHoctn UT B macwTabe npegnpuaTus.

YacTb 2 npegHa3HaveHa 4N pyKoBoAuTeNeid, 0TBETCTBEHHbIX 3a cuctembl VT npeanpusaTus, nnm 4na Tex. 4ba cde-
pa OTBETCTBEHHOCTU B 3HAYUTE/IbHON CTeMeHN 3aBUCUT OT ucnonb3oBanusa UT.

YacTn 3 n 4 npefHa3HauveHbl 41a TexX. KOMY NpUXOAUTCA UMeTb Aeno ¢ 6e3onacHocTblo UT Ha pasnnyHbiX aTanax
XW3HEHHOTO LWKNa NPOEeKTOoB.

OTyeTbl MOTYT UCNOb30BATHCA YUPEXAEHUAMMN HE3ABUCHMO OT UX HAYaNbHO CTPYKTYpbl. O4HAKO OHU NpejHa3Ha-
YeHbl ANA n3ydeHnsa v (Npum Heo6xo[MMOCTN) MoANDUKALNN CTPYKTYPbl HEO6X0AMMBIX NpoLeccoB ob6ecnevyeHnns 6esonac-
HocTu WT. MpepoctaBnsieMas AN 3TOr0 MHpoOpMauUs He 3aBUCUT OT C/IOKHOCTU MMEKLWUXCA CTPYKTYp W LeneBoro
ypOBHA 6e30nacHoCTH.

B.4.3 Xapaktepuctuku

MeTop o6ecnevyeHnsa fosepus BkaoYaeT B ceba nogxof Kk foseputo kcpege. B otaenbHbix yactax MCO/M3IK 13335
He u3narawTcs Kakne-nnmbo KOHKpPeTHbIe NpoLeaypbl 1 PelweHns, a cogepxatcsa pekoMeHjauny no paspaboTke aTUx nNpo-
ueayp v peweHnii n ux agantaynm 4Ns KOHKPETHOTo NpeAnpuAaTUA, a Takxke cyujecTBylowne AnNa 3TUX Lenei metoabl 1 Mo-
fenu. JlokymeHTauna He npejHasHauyeHa ANA U3MepeHUs ypoBHsA 6GesonacHocTn WT wan nwo6oit gemoHcTpauuu
COOTBETCTBUA CTaHAapTy.

B.4.4 Pa3HOCTOPOHHOCTb

B 0OCHOBHOM CTaHAapThl cneayeT aganTUpoBaTb K KOHKPETHbIM O0COGEHHOCTAM yUpexAeHuii n nHpacTpykType mx
T nnn npoektam. Pa3nunyHblie 4yacTu cTaHjapTa cogepxart pekoMeHjauun 415 pasHbiX ypOBHEN — OT YPOBHSA NpasneHuns
[0 YPOBHA npoekTa. B peanbHOCTN npouecchbl v npoueaypbl MOryT peasin3oBaTbCA MNOSTHOCTbIO TONIbKO B YyYPEXAEHUsAX
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cpegHero macwrtaba UAu KPynHbIX yupexgeHnax. OfHaKo NOBCEMECTHO CTaHAapTbl UCMNOMNb3YTCA B KaYeCTBe PYKOBO-
AcTBa.

B.4.S CBoeBpeMeHHOCTb

MCO/M3IK 13335 6bi1 ony6AMkoBaH HefaBHO W HaxoA4wunca B npouecce nyb6nukaumm Ha MOMEHT pa3paboTku
NCO/M3K 15443. OgHako o6wmnii xapaktep nonoxeHunit MCO/M3IK 13335 He npeanonaraet HeE06X04MMOCTU B MOBTOPHOM
ux nepecmoTpe B 0603pnMoM ByayuieM.

B.4.6 3aBeplweHHOCTb

[laHHble cTaHAapTbl ABAAKTCA 3aBepLIEHHbIMU OTHOCUTENIbHO ONMUCAHWA OpraHu3auun 1 KOMNOHEHTOB npouecca
o6ecneyeHuns 6esonacHocTn UT. OHK fatoT TONILKO Hanpas/ieHne onpejeneHns 3TUX NPoLeccoB U CTPYKTYp BHYTpU opra-
HU3auuun; ypoBeHb 6e3onacHocT He o603HavaeTcs, Tak Kak onpejeneHne 3TOro ypoBHSA NPOUCXOAUT TOMbKO B pamkax
CHOPMUPOBAHHbLIX C UX UCMNONIb30BAHUEM OpraHu3ayuy n NpoLeccos.

B.4.7 CtonmocTb peanusaunn/o6bem pa6oT no peanmsayunmn

Pacxoabl Ha BHegpeHue 1 nojjepxaHue npouecca obecnedeHns 6esonacHoctu UT Ha npeanpusaTum 3aBUCAT OT
nMelLenca opraHn3alMoOHHON CTPYKTYPbl W He MOTyT yTBEpXAaTbCA AN1A BCEX acnekToB. AHaNOrM4Hble CooBpaxeHus
npumeHnmbl K MCO/MIK 27002.

B.4.8 NMopaepxka MHCTPYMEHTaNbHbIMW cpeacTBaMmn

MoaAepxka NHCTPYMEHTalbHbIMU CPeACTBAMU He KaxeTcs Lenecoo6pasHoii. PeweHnsa no ynpasieHuto, KOTopble
[OJ/KHBI MPUHUMATBLCA C yYeToM (hopMbl ynpasneHus 6e3onacHocTbio UT Ha npeanpuaTAN, He 3aBUCAT OT CUCTEMbI NoKa-
3aTenei.

B.4.9 Cdepa geiictBusa kpuntorpadun

Kpuntorpadua paccmatpuBaeTca Ha ypoBHe Mep (eauHuL, n3ameperuns). TpebosaHna He 0603HaYEHbI, a BMECTO HUX
paetcs ccbinka Ha MCO/M3IK 11770-1. 0cO6€HHO B OTHOWEHWUW yNpaBieHUs Kaoyamu.

B.4.10 OueHka n cepTudmkaumsa

CepTudmkauuns He npegycmaTpuBaeTcs U He cHMTaeTcs HEO6XOANMOIA.

B.4.11 Y6eauTenbHOCTb N NpU3HaHue

Mpu3HaH B KaYecTBe MEeXAyHapo4HOro MeTacTaHjapra.

B.5 NCO/M3K 27001 n NCO/M3K 27002

B.5.1 Uenb obecneyeHnsa 6esonacHocTun

HasHauyeHnem MCO/M3IK 27001 n UCO/M3IK 27002 sansieTca npeacTaBieHue TpeboBaHuii Kk nogxoay «nepenoBoii
OnbIT» B YNpaB/ieHWn UHopMaLnoHHoi 6esonacHocTbio. B MICO/M3IK 27002 pgatoTcs pekomeHgauum no metogam obec-
neyeHns uHopmaynoHHoii 6e3onacHocTyn, Toraa kak B MICO/M3K 27001 onpeaeneHbl Tpe6oBaHNA K CMCTeMaM MeHepa-
XMeHTa MHopMaLOHHOW 6e30NacHOCTU.

OCHOBHble paccmaTpuBaeMble TEMbl BKHOYAOT B ce6a NaHnpoBaHue, BHegpeHne (peannsauunio), akcnayarayuo n
ynyylweHne cucTembl MeHegXXMeHTa MHopMaLoHHOI 6e3onacHOCTU. CBSAI3aHHbIE C OCHOBHbLIMU TEMbl KACaloTCA UAEHTU-
ukaymm N oLeHKN pucka, a Takke BbiGopa COOTBETCTBYWOLWMX Leneidl cpefcTB ynpaBieHus.

B.5.2 UeneBas aygutopus

MCO/M3K 27001 n NCO/M3IK 27002 npegHa3HauyeHbl ANA NpeanpusaTU U yYpeXAeHUin Bcex pa3mepoB, HO He ANs
4yacTHbIX MoNb3oBaTeneit. Kpome Toro, ctaHaapTbl MOTYT NPUMEHSATLCA CEPBUCHBIMU (PupmamMu B 061acTax ayauTa u cep-
Tudnkaumn.

LieneBoii ayautopueii ctaHfapToB ABNSAIOTCA:

- pykoBOAUTENN, OTBETCTBEHHbIE 3a o6ecnevyeHne afekBaTHON 3aWmnTbl MHOPMaLUKn, COOTBETCTBYOLWENR X 064-
3aHHOCTAM;

-nuua, oTBETCTBEHHbIE 3a BbIGOP U BHeapeHue mep 6e3onacHocTn UT. Takue, Hanpumep, Kak paboTHUKN CAYXObl
6e3onacHocTn UT. nuua, oTBETCTBEHHbIEe 3a UT;

- nepcoHan ¢ 0643aHHOCTAMMN N0 MOHUTOPUHTY, HANpPUMep, BHYTPEHHWE N BHELWHNe ayanuTopbl;

- BHELWHNE 3aNHTepecoBaHHble CTOPOHLI, Takue, HaNnpuMep, Kak 3akas4ynki U NoCTaBL KK, Nonarawwmnecs Ha mepbl
6esonacHocTu WUT;

- opraHbl No cepTudmUKaLmm CUCTEM MEHeAXMEHTA UH(hOPMaLMOHHOK 6e30NacHOCTU.

MpUMEeHMMOCTb CTaHAapPTOB B LLE/IOM He 3aBUCUT OT OPraHn3aLunoHHON CTPYKTYpbl. OpUEeHTUPOBaAHHbIN Ha PYKOBO-
ACTBO NOAXOJ He OorpaHMyMBaeT MPUMEHUMOCTb CTAHAAPTOB K ONPeAesleHHbIM TEXHO/IOTMYeCckUM cuctemam u Tunam
cuctem.

B.5.3 Xapaktepuctuku

[laHHbIA MeToa o6ecneyeHns 4OBepUa UCNONb3yeT NOAXOA K AOBEPUIO KMPOL,ECCYy U OXBaTbiBaeT cneaywuwmne
aTansbl:

- (hopMupoBaHme cUCTEMbl MeHeKMeHTa MH(OPMaLMOHHOK 6e3onacHoCcTy;

- BHEApeHne 1 aKkcnayatayns cUCTeMbl MEHeXXMeHTa MH(OpMaLMOHHON 6e30nacHoCTy.

- MOHUTOPWHIN NPOBEPKA CUCTEMbI MEeHe[)XMeHTa MH(OoPMaLOHHOW 6e30macHoCTU.

- nogfepxaHue u ynydlweHne CUCTEMbl MEHeXMeHTa NHopMaLOHHOW 6e30nacHoCTU.
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Byayun cBszaH ¢ aTumu atanamu. MCO/M3IK 27001 coaepXunT TpeboBaHUA K fOKYMeHTaLum, 06543aHHOCTAM pyKo-
BOACTBA. BHYTPEHHUM ayAnTam cUCTEMbl MeHeAXMeHTa NHhopMaLoHHO 6e30nacHOCTH, ee NpoBepKam CO CTOPOHbI py-
KOBOACTBA W YNYULIEHUIO CUCTEMbl MEHeAXMeHTa NHOopMaLNOHHON 6e30nacHOCTK.

MWCO/M3IK 27001 copepxuTt Tpe6oBaHMA K BbIGOpY Mep ynpaBieHus o6paboTkoii pucka MHpopMaLnoHHol 6e30-
nacHoOCTW. OCHOBaHHbIM Ha WCO/M3K 27002.

[laHHble cTaH4apTbl MOXHO MPUMEHATb pPa3INYHbIMU NyTAMU. Bo-nepBbix. MCO/M3K 27002 MOXHO MCNONb30BaThb
KaK CCbIJIKY A1 KOHKPETHOrO PYKOBOACTBA B OTHOLWEHUU cneuyndukaumm v NpUMeHeHna OTAeNbHbIX Mep ynpaBieHus.
Bo-BTOpbix. MCO/M3K 27001 MOXeET MCNONb30BaTbLCA 419 BHEAPEHUS COBPEMEHHON CUCTEMbI MeHeAXMeHTa UHdopma-
LMOHHOW 6e3onacHoCTU. B-TpeTbux, 4NA BHEAPEHUS CUCTEMbl MEHEAXMEHTa nHopmMaLnoHHO! 6e3onacHoCTu, koTopas
MOXeT cepTuduUMpoBaTbCA HE3aBUCUMbIM OPraHoM No cepTudukauun, MoOXeT NPUMEHATLCA KOM6UHaUUA TpeboBaHui
NCO/M3K 27001 n NCO/M3IK 27002.

B.5.4 Pa3HOCTOPOHHOCTb

NCO/M3K 27001 n MCO/M3IK 27002 npefHasHayeHbl AN opraHusaumnii No6oro pasmepa, a Takke ANs oTAENbHO
naeHTUULMpyemMblx nogpasgenerunii opraHnsaunii. Npu HanMyuum y opraHn3annm HeCKobKNUX CUCTEM MEHEAXMEHTA WH-
topmMaLnoHHO 6e30nNacHOCTU, BKIOYaAOLWNX B Ce65 pasinyHblie cdiepbl NPUMEHeHNs (Hanpumep, pasinyHblix nogpasge-
NeHnii opraHusauuun), OTCYTCTBYeT Kakol-nn6o aBTOMaTW3UPOBAHHbLI cnoco6, nomorawwuii cpenatb BbIBOL O
6e3onacHoCTu nHopmayuy Boobuie. OfHAKO Ha OCHOBE JOKYyMEeHTaLumn, nmetLweics no Kaxaoi cucteme MeHegXXMeHTa
MHOPMaLMOHHON 6€30NacHOCTM, MOXHO NPOBECTW 3KCMEPTHYI0 OLEHKY U onpefeninTb CornacoBaHHOCTb MOAXOAOB K UH-
opmaLnoHHON 6€30MacHOCTH C O6LMMU LEeNSMU.

B.5.5 CBoeBpeMeHHOCTb

MNCO/M3IK 27001 n NCO/M3IK 27002 anpobupoBaHbl 1 NOSTHOCTbIO COBMECTUMbI. 3ansiaHnpoBaHbl perynspHbie 06-
HOBJIEHWNS B COOTBETCTBUM C 06W MM NOAXOAOM Kk MOoAndukaumn ctaHaapToB MCO/M3K ncoxpaHeHne npu Taknx o6HoBne-
HUAX COBMECTUMOCTU CTaHAaPTOB.

B.5.6 3aBepweHHOCTb

NCO/M3K 27001 n UCO/M3K 27002 B 3HAYNTE/NIbHON CTENEHN OPUEHTUPOBAHbLI HA HUCXOAALWMNIA NOAXOA U CO-
AepxaT obuwue Tpe6oBaHUA U PyKoBOACTBO No 6e3onacHocTn. 3T TpeboBaHMA oxBaTbiBalOT BCe 061acTu, UMelo-
wme 3HayeHue B HacTosduwee Bpemsa. CTaHAapTbl He cojepxaT Kakux-nm6o OpPMEHTUPOBAHHbIX Ha MNPOAYKT
Tpe6oBaHWl, a OPMEHTUPOBAHHbIE HA TEXHONOINN TpeboBaHNA 0606LWeEHbI U COAepXaT NNWb HE3HAYNTENbHOE YuC-
no nogpo6HocTeit.

MCO/M3K 27001 n MCO/MIK 27002 He orpaHMUYMBalOTCA OAHUM KOHKPETHbIM YPOBHEM 6€30MacHOCTU, a PEKOMEH-
Ayemble UMW Mepbl yNpaB/ieHs OPYeHTMPOBaHbl HA OCHOBHOW NoAxoA k o6ecneveHunto 6€30MacHOCTU W NPUTOA4HBI TOIbKO
AN ypoBHe# 6e30NacHOCTM OT BbICOKOrO 40 MakcumanbHOro nocne moaudukaunmn. OgHaKko opMeHTUPOBaHHbI Ha PyKo-
BO/AICTBO NoAxof o6ecneynBaeT NoALepPXKY BCEM YPOBHAM 6e30MacHOCTH.

MCO/M3K 27001 no3BonAeT UCKIOYNTL Mepbl ynpaBneHus, ndnoxeHHole a MCO/M3K 27002. Ha OCHOBaHWUW, Ha-
npumep. UX HECOOTBETCTBUS AEATE/IbHOCTM B paMkax cdepbl AeACTBUA UM OTCYTCTBNS HEO6X0ANMOCTN 06paboTKM CBSI-
3aHHbIX C 3TOW [AeATeNnbHOCTbIO puckoB 6GesonacHocTu. [Ana agantaumm kK HeboNbWMM NPeaAnpUATUAM BO3MOXHA
Moaudukauma mep ynpasneHus.

B.5.7 CtonmocTb peanusauun/o6bem paboT no peanusayum

MpuaaHne 0cob60ro 3HayeHUa feaTeNbHOCTU PYKOBOACTBA AenaeT yCUnnsa, Heob6xoanumele 4Na BHEAPEHUA CUCTEM
MeHeAXMeHTa MH(OpPMaLOHHO 6e30MacHOCTU, B 6ONbLLIONA CTENeHN 3aBUCUMbIMK OT 06LLEro KayecTBa OpraHW30BaH-
HOCTW yupexpaeHnsa. Ana HeA0CTATOYHO XOPOLO OPraHM30BaHHbIX yuypexaeHuii TpebyTCsa 3HaUYMTEeNbHO 60NblINe YyCU-
NVA. YeM ANSA yYpexAeHWii ¢ BNonHe onpefenieHHbIMN OpraHn3ayoHHbIMU CTPYKTYpamMu.

MeTog ncnonb3oBaHua npaBun 4na obecnevyeHnsa pekomeHgaumnii No BHEAPEHUIO Mep ynpaBieHns B OCHOBHOM fAe-
naeT BO3MOXHbIM MPUMEHEHNE UMEeLWUXCA Mep ynpaBaeHUs 415 BbINOJIHEHWS OTHOCALWMXCSA K HUM Tpe6oBaHuii 6e3 fo-
NONHUTENbHBIX 3aTparT.

O6beM paboT N0 BHEAPEHUID CUCTEMbl MeHeXMeHTa WH(OopPMaLUoHHO Ge3onacHOCTW Ha OCHOBe TpeGoBaHwWii
MWCO/M3K 27001 B 3HauMTenbHOI Mmepe onpegenseTcs o6nacTblo AelicTBUSA cucTembl. Boi6op MeToAa oueHKU pucka oka-
3blBaeT 60/1blIOE BANAHNE HA HEOGXOANMbIA 06beM paboThl.

CTtoumocTb cepTudukaumm no MCO/M3IK 27001 aHanornyHa ctoumocTu ceptudukaymm no MCO/M3IK 9000.

CnepyeT OTMETUTb, 4TO CTOMMOCTb CEPTUdQMKALUN HAZ0 paccMaTpuBaTb OTAENbHO OT CTOMMOCTU BHEAPEHUSA COOT-
BETCTBYHOLWEW CUCTEMbl MeHeAXMeHTa WHOpPMaUuoHHOW 6e3onacHocTu. Mopo6Hble 3aTpaThl 3aBUCAT OT MaclwTaba
opraHusauum, xapakrepa npuHATLIX Mep U UMetLWwnxca yrpos. O6o6LeHHOe onpejenieHne Takux 3aTpar HEBO3MOXHO.

AnAa oueHnBaHUs 06blYHO TpebyeTcs onpefeneHHbli Nepuos BpeMeHU C nepepbiBaMi Ha BHeAPeHNe pasinyHbIX
acnektoB CMWB nnu pewexne Bo3HMKaLWmx npo6aem. O6bI4HO hakTuyeckas NPoLOIKNTENBHOCTb OLLEHUBAHUA COCTaB-
nseT oT Tpex Ao 12 mecsues.

B.5.8 Mopgpepxka MHCTPYMEHTalbHbIMUK cpefCcTBaAMM

MNCO/M3K 27001 n NCO/M3K 27002 MOXHO NnoagAepxXuMBaTb pas/IMYHbIMU MHCTPYMEHTanbHbIMKU cpeacTBamMu. Ans
OLLEHKM pucka, NnoaaepxXkn paspaboTkn U coXxpaHeHUs HEOGXOAWMbIX JOKYMEHTOB U 3annuceil U cpaBHEHUA BHEAPEHHbIX
Mep ynpaBfieHNs C NOCTaB/IEHHbIMU LENAMMN CYLWECTBYIOT cneynduruyeckmne MHCTpyMeHTallbHble cpefcTBa B COOTBETCTBUN
c NCO/M3IK 27001.
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8.5.9 Cdepa geiictBus kpuntorpagmm

Kpuntorpacua paccmatpusaetcs B MICO/M3K 27002. B KOTOPOM NpeAcTaBieH NpakTuyeckuii onbIT, Kacawwuiics
NONUTUKN NPUMEHEHNA KPUNTOrpathyecknux Mep KOHTPOIA U ynpaBieHna KnvyaMmu. Yuntsisas o6uuii xapakrep JaHHoro
cTaHfapTa, kakne-nn6o cneundryeckme Ana NpoaykTa pekomeHgaLunm oTCyTCTBYIOT.

B.5.10 OueHka un cepTudukauns

MNCO/M3K 27001 6bin pa3paboTaH gns TOro, YTo6bl caenatb BO3MOXHOW cepTudpukauunto peanmsaynii HesaBucu-
MbIMU opraHamu no cepTudukaynam. Hesasucumas ceptudukauma CMUB geiicTBUTENbHA HECKONBLKO N1eT (06bIYHO TpU
roga). HagsopHble ayauThl NPOBOAATCA Yepes Kaxable 6— 12 mecsAueB B TeueHne 3Toro nepuoga. Ceptudunkaumnsa aHHynun-
pyeTcs Npu HaMYnMmn CePbe3HbIX HECOOTBETCTBUIA N/MAKN €CNM OHW CBOEBPEMEHHO He ycTpaHeHbl. Haxogawuiica B HacToA-
wee BpeMa Ha cTagum paspabotkm MCO/MIK 27006 cneuyuduumpyeT TpeboBaHWs NO akkpeauTauum OpraHos no
cepTudmnkaymn.

8.5.11 Y6eAuTenbHOCTb U NpU3HaHue

Pa3nnyHble hefepanbHble U pernoHanbHble CAyx6bl MO akkpeautTauun obecneynBaloT HesaBUCUMOE AOBepue K
TOMY, 4TO opraHbl no ceptudunkaunmn no MCO/M3IK 27001 BbINONHAKT cTabunbHbie Npoueaypbl, 3a4eACTBYIOT KOMMNETEH-
THbIA NepcoHan uBbIJAT HEMPOTUBOPEYUBbLIE pe3ybTaThl. IpuMepamMu aTUX opraHos No akkpeautayun senawTca UKAS
B Benuko6putanun n JANSANZ B ABcTpanuu n HoBoii 3enaHgun.

defepanbHble U pernoHanbHble CAYX6bl MO akkpeauTauuyu COTpyAHUYAOT B MeXAyHapoAHOM macwTabe nocpe-
ACTBOM hopyMa MexAyHapoAHOro akkpeautosauua (1AF) n EBponeiickoil opraHusauuu coTpygHuyecTsa no akkpeauTa-
uun. 3T pernoHanbHbie N MexXayHapoAHble accoynannm o6ecneynBatdoT COr1acoBaHHOCTb AeACTBUIA NO MeXAyHapPOAHOA
akkpeguTauuu.

B.6 PykoBoacTBo no 6a3oBoii 3awute UT

B.6.1 Llenb o6ecneyeHuns gosepus

B pykoBoacTBe no 6a3oBoii 3awmuTte UT npeacTasfieHbl CTaHAapTHble Mepbl 6€30NacHOCTU, HanpaB/ieHHble Ha hop-
MupOBaHVe npegonpejeneHHoro ypoBHs 6esonacHocT gns cuctem UT. 3TOT ypoBEHb MOXET TaKxXe C/YXUTb OTNPaBHO
ToukoWi Ana o6nacTeii c 6onee cTporumu Tpe6osaHUAMM GesonacHocTu. PykoBoAcTBO No 6a30B0ii 3awute UT cogepxuT
nepeyHn cTaHfapTHbIX Mep 6€30NacHOCTH B KaxAoi n3 obnactein. MHdpacTpykTypa. MepcoHan. AnnapaTtHble cpeacTea u
nporpammHoe obecneveHne. KoMMyHuKauma u nnaHupoBaHue HenpeaBuAeHHbIX 06CTOATENLCTB. Moaxoa BkAK4YaeT B
cebsa cnepylowme geiictensa, aHanus cTpyktyp UT. oueHka TpeboBaHuWii K 3awuTte, MofenMpoBaHne, OCHOBHbIe NMPOBEPKN
6e30MacHOCTM, JOMNOMHNTENbHbIN aHanM3 6e30NacHOCTW U BHegpeHne Mep 6e3onacHocTn UT.

B.6.2 Lenesasa aygutopus

[laHHblli MeTo o6GecneyeHns 0BepnAa BkloYaeT B ce6s foBepue K akcnayaTtauum, a Takxe gosepue k paspaboTke n
MHTEerpayumn B ycnoBuax akcnnyatauyum UT.

PykoBoacTBo no 6a30Boii 3awute T npeAgHasHaYeHo 418 yUpexaeHunii n npeanpusaTnii Bcex macwtabos, a He Ans
4YacTHbIX nonb3oBateneii. Ans obneryeHna agpecauun cTaHAapTHbIX Mep 6e30NacHOCTM OTBETCTBEHHbIM paboTHUKaM
TekcToBas MH(OPMaLMA NO Kax Aol Mepe HauynHaeTcs ¢ MHhopMaLuUn 0 TOM. KTO HeCeT OTBETCTBEHHOCTb 3a MHMWLUMPOBa-
HUe 1 BHeJJpeHne paccMaTpuBaemMoii Mepbl. B Kax/joM c/iyyae 418 3TOro B paMKax yupexaeHnsa nav npeanpuatna o6o3Ha-
YeHbl Of4Ha wnu 6onee poneii. Mpumepamu Takux poneil ABNSAKTCSA HavyanbHUK oTaeneHus WUT. paboTHUK CnyxO6bl
6e3onacHocT UT. nepcoHas, NHCNEKTOP NOXapHOW oxpaHbl, agMUHUCTPATOP U Nosib3oBatesns UT.

OCHOBbIBAsACb HA TUMUYHbIX KOMNOHEHTaX, KOTOpPble NPenMyLeCTBEHHO paccMaTpMBaloTCA B PyKOBOACTBE No 6a30-
BOIf 3awunTe UT. gaHHOe PYyKOBO/CTBO OYeHb MNOJSIE3HO A/1S NpoBalifepoB yCayr, co3janlnx Ui npejocTaBAsaoWnX co-
AepxXaHue B IHTepHeTe, HO MeHee NOJIe3HO ANA onepaTtopoB ceTu. Mo npuyuHe pacwmpeHHoro Habopa Tpe6osBaHuii no
6e3onacHocT UT. cogepxalinxcs B pykoBogcTBe no 6a3osoii 3awute UT. AOKYMEHT Takke NPUMEHUM 415 NOCTaBLNKOB
annapaTHbIX U34enniti UM NporpamMmMHbIX NpoAykToB. OgHako 0 pa3paboTke nporpaMMHOro o6ecnevyeHns ynomumHaetcs
VWb MUMOXOL0M. AAMUHUCTPATOpPbI HaAYT B pykoBoAcTBe No 6a30Boii 3awmute AT BceobbeMaoLWwyo 1 NoAPOGHYO Tex-
HUYecKyl nHopmaumio.

MockonbKy pykoBoACTBO N0 6a30Boii 3awmnTte AT cneayeT o6LeMy NPUHLANY PACCMOTPEHNA TUMNYHbBIX KOMMOHEH-
ToB (MT), OHO B OCHOBHOM HE 3aBUCUT OT CTPYKTYpbl NpeanpuaTusA. PyKoBoACTBO NPUMEHUMO 418 BCEX 06nacTeil, B KOTO-
pblX WMCMOMb3YIOTCA CTaHAapTHble cUcTeMbl U npunoxenus WUT u B koTopbix (B 06uiem) Tpe6oBaHus 6e3onacHocTn
ABNATCA 06bIYHbIMU. Mepbl 6e3onacHocT UT ¢ 60n1ee BbICOKMMU TpeboBaHUAMNU 6€30NacHOCTU COXPaHATCA NNlb B
orpaHn4yeHHoMm obbeme.

B.6.3 Xapaktepuctuku

MeTop o6ecneyeHns foBepusa UCNONb3yeT NOAXOA K AOBEPUIO K NPOLLecCy, HO BK/lOYaeT B ce6s Takxe aeMeHT f0-
BEPUA K NPOAYKTY B C/lyyae ero mogudukauuy Bo BpemMs akcnayartauun. B 3aBucMmMoCTv OT KOMNOHEHTOB paccMaTpusae-
Moli cpeabl AT nonb3oBaTtens BbliGupaeT nogxoasalwme pasgens (MNM «mogynv») B pykoBoAcTBe no 6asoBoii 3awmte UT u
ucnonb3yeT UX AN «MOAenuposaHusa» cpefdbl UT. MoaxoA AenuTcs Ha NATb ypoBHel: acnekTbl BbICWEro nopsjka, WH-
dpacTpyktypa. cuctembl AT. ceTu n NpuNoxXeHuns.

YpoBeHb 1. AcnekTbl BbICLLEro NOpsAAKa oxBaTbiBalOT acnekTbl 6e3onacHocTn NT. koTopble HeNb3sA 3aKkCcMpoBaThb
Ana otaenbHoit UT mam KOMNOHeHTamu MHMPACTPYKTYPbl, HO KOTOPble OKa3blBalT BAWAHME Ha 6onbline obnactu uam
Aaxe Bcl cpepny UT.

8.6.4 Pa3HOCTOPOHHOCTb

MockonbKy pykoBOACTBO No 6a30B0Oii 3awute UT npegHasHavyeHo ANS KOMMNOHEHTOB paccmaTpusaemMoii cpegbl UT,
06bem paboT 1 pacxofbl, 3aTpayeHHble Ha NPUMEHEHNEe 3TOT0 MeTo/a, B 3HAYNTEIbHON CTENEHN 3aBUCAT OT O4HOPOAHOC-
T paccmaTpusBaemolii cpefbl. B pykoBoacTBe no 6a30B0oii 3awute UT coaepXxnTca MexaHn3Mm rpynnupoBaHns AEHTUYHbIX
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KOMMNOHEHTOB, 4TO6bLI M3bexaTb HE06X0ANMMOCTN 06pabaTbiBaTb KaXKAblli KOMNOHEHT B OTAeNbHOCTU. O JHAaKO, ecnu cpega
NT HeogHOpoAHa a uenom, o6beM paboT v pacxofbl BO3pacTalwT NPONOPLUOHANbHO YNCAY KOMNOHEHTOB (cuctem WUT.
npunoxexuunin AT. n 1. 4.).

B.6.5 CBoeBpeMeHHOCTb

PykoBofcTBO no 6a30Boii 3awute UT nepecmatpuBaloT U pacWwunpsaoT gBaxabl B rof. 370 0C06eHHO Heo6xoAMMO
ANA ajanTauumn TEXHUYECKOro coaepxaHus K Hosewmm paspaboTkam. lonONHNTENbHbIA MaTepuan OCHOBaH Ha Tpe6oBa-
HUAX. ONpejeeHHbIX 3aperncTpMpoBaHHbIMU Nob30oBaTENSAMU pPyKOBOACTBa No 6a3osoil 3awuTe UT.

B.6.6 3aBepleHHOCTb

PykoBogcTBO no 6a3oBoii 3awute VT cofepxut kak obune, Tak u cneunduyeckne gna npogykta 1 TeXHOMOMN
cTaHgapTHble Mepbl 6e3onacHocTu. O6LWMe Mepbl OXBaTbIBAIOT BCe BaXHble acnekTbl 6e3onacHocTn UT. Hanpumep, nna-
HUpOBaHWe OpraHnN3aLoHHON CTPYKTYPbl AN HeNpeaBUAEHHbIX 06CTOATeNbCTB. C y4eTOM OFPOMHOT0 pa3Hoo6pasnsa npo-
AYKTOB U peweHunii Bo6nactu UT HensbexeH oxBaT cneundmrnyeckumm 4na npoaykTa u TexHonoruii mepamu 6e3onacHocTu
TONbKO Hanbonee WNPOKO NPUMEHAEMbIX KOMMNOHEHTOB.

PykoBofcTBO no 6a30Boii 3awute UT opueHTUPOBaHO, B NepBYI0 o4epeb, Ha 3aluTy NHopMauun, NPUNOXEHNA
WNT v cnctembl UT. K KOTOPbIM NPeABbABAAIOTCA Tak Ha3blBaeMble «HOpManbHble» TpeboBaHusa 6e3zonacHocTu. Mpu 6onee
BbICOKUX TPe6OBaHNAX K CTAHAAPTHLIM Mepam 6e30nacHOCTW, NpUBEAEHHbIM a pykoBoACTBe nNo 6a3oBoit 3awute UT. He-
06X0AUMO NpuUBeKaTb AONONHUTENbHbIE MEPbI.

B.6.7 CToMmocTb peanusaymn/ob6bvem paboT no peanusaumu

MockonbKy cTaHAapTHble Mepbl 6€30MacHOCT OPUEHTUPOBAHbBI HA HOPMasbHble TpeboBaHUsA 6e30NacHOCTU, 06bly-
HO A0POroCTOALMUE YCAYTN NN KOMMOHEHTbI 6@30NacHOCTN UK MHA PacTPYKTYpbl He TpebyloTcsa. CnefoBaTelbHO, OCHOB-
HbIMU U3[epxKkamn BHeApeHns Mep 6e30NacHOCTU SABAAIOTCA OpraHM3alLuOHHble YCUAWA U 3aTpaTbl Ha onnaty Tpyga.
CnepyeT Takke yunTbiBaTb paboTy no nNpoBejeHUto aHannsa. 3TO B 3HAUYNTENbHOW CTeNeHN 3aBUCUT OT OJHOPOAHOCTH
paccmaTtpuBaemolii cpegbl. ina aHann3a 6a30Boi 3awuTel AT npeagnpuaTnsa cpegHero macwtata Heo6XoA4MMO NAaHUpo-
BaTb MO KpaliHeli mepe Tpu mMecsua.

B.6.8 lMopgaepxka MHCTPYMeEHTaNlbHbIMUK cpeCcTBaAMM

PykoBogcTBO no 6a3oBoii 3awute UT nogaepxvnBaeTc UHCTPYMEHTaIbHbIMU CPeCTBAMMN B OTHOWEHUN Kak MoAX0-
na (nporpamma 6a3oBoii 3awutel UT BSI). Tak n cogepxaHua (agamuHuctpaumsa UNIX nporpammbl USEIT-BSI).

fanbHeliwasa paspaboTka MHCTPYMEHTaNbHbIX CPEACTB OPUEHTUPOBaHa Ha NpoAseHne feiicTBMA pykoBoAcTBa no
6a3oBoit 3awmnte UT. ipyrne MHCTpyMeHTanbHble cpeactBa o6ecneyeHuns 6e30nNacHOCTU, OPUEHTUPOBAHHbLIE HA NOAX0[,
Unn coaepxaHue pykoBoAcTsa no 6a3oBoii 3awute UT uam kK ero cogepxaHuio, Takke NUMeTCA B Npojaxe.

B.6.9 Cdepa felictBua kpuntorpadgum

Mofo6HO ApYrM pekoMeHaauMamM pekoMeHaunm no NpUMeHeHno KpuntTorpadnyecknx npouesyp Takke OpueHTun-
poBaHbl Ha cTaHAapTHble Tpe6oBaHna 6e3onacHoCcT. PYKOBOACTBO BK/AOYaeT BBEJJleHNe B OCHOBHOE NOHATWE O KPUNTOr-
pacgun. obwme pekoMeHgaLnM No NPUMEHEHUIO KpunTorpaduyecknx MexaHusMoB K cneyndryeckne pekomeHgauuym no
npogykram.

B.6.10 OueHka u cepTudmkaymnsa

HepaBHo paspaboTaHa knaccuukaumoHHasa cxema, npefgnarawoujas agMuHUCTpauun v npesnpuaTuaMm BO3MOX-
HOCTb [OKYMEHTUPOBaTb (hakT YyCMewHoro BHegpeHns umu 6a30Boii 3awuTtel UT a nHTepecax BHewWwHero mupa. bbinn
npeAycMOTpeHbl TP YPOBHA: CaAMONPOBO3r/alWeHHbli «HauyalibHblii YPOBEHb», CAMONPOBO3INaLlEHHbIN «MOBbIWEHHbI
YpPOBEHb» U AEeNCTBUTENbHbIN cepTUdnKaT 6a30Boii 3awntel UT. Takoit cepTudmKaT BblgaloT TONbKO HE3aBUCUMblE CEPTHU-
(hMKaLNOHHbIE OpraHn3aunu.

B pamkax oTAenbHbIX rnas pykoBoAcTBa no 6a3oBoit 3awute UT gaeTca pasbACHEHWE 0 TOM. Kakne Mepbl TpebytoT-
Cs ANA KaxXA0ro KkBanngukaymoHHOTo ypoBHA. 3aBeplueHne pa3paboTku knaccuKaLuMoHHOW CXeMbl NJaHNPOBANOCh K
KOHUY 2001 r.

B.6.11 Y6eauTenbHOCTb U NpU3HaHue

PykoBo/ACTBO No 6a30B0ii 3awute UT ABNAETCA HALMOHANbHLIM CTaHAAPTOM, [OCTYMHLIM Ha HEMELLKOM W aHrni-
CKOM fA3blKax.

B.7 COBIT

B.7.1 Llenb obecneyeHus gosepus

WNHTeHcuBHOE ncnonb3oBaHne AT ans nogaepxkn n o6paboTkn 3HauUMMbIx 4na 6u3Heca onepauunii genaeT kpaiiHe
BaXKHbIM CO3/aHne cooTBeTCcTBYOW el cpefbl KOHTPoNsA. COBIT (4enun KOHTPOAA NHPOPMALMOHHBIX U CBA3AHHBIMU C HUMN
TeXHONorunii) 6o paspaboTaHbl ISACA kak MeTof TECTUPOBAHNA MOMHOTLI U 3D (D EKTUBHOCTY Takoli cpefbl KOHTPONA Npu
orpaHuyYyeHumn pucka.

B.7.2 LleneBasa aygutopus

3T0T MeTod o6ecnevyeHna foBepus BkaovaeT B ce6a foBepue K akcnayatauuu.

COBIT npumeHsieTcs crnefyouwmnMu LenesbiMU rpynnamu:

- PYKOBOACTBOM — [/1f1 OKa3aHUs NoAAepXK/N Npu B3BELIMBAHUN pucka B CONOCTaBNIEHNN C KanuTasnoBI0XEHUAMMN,
CONPSXXEHHbIMU C NPUMEHEHNEM Mep KOHTPONSA:

- NONb30BATENAMU — ANSA YNAYULWEHUS OLLeHKN HaJEeXHOCTN U MOHUTOPUHra ycnyr AT. npegocTaBnseMbix B paMkax
opraHusauum uam TpeTbUMu CTOPoHaMK:

- ncnbiTatensiMn — AN 06bEeKTUBHOTO 060CHOBAHUA PaKTOB UCMNbITAHUIA 1 BbiJaun KOHCYNbTaLmnii B CBSA3M C co3aa-
HUEM U aKcnyaTaunein BHYyTPUGUPMEHHbIX CPeACTB KOHTPONA;

- BNajenbuamu npouecca Wan nuuamu, oTBeTCTBEHHbIMK 3a UT — ANns noafepxku csoeli paboTsl.
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COBIT MOXeT NPUMEHATLCA B KAYECTBE OPUEHTUPOBAHHOTO HA NPOLLECC MEeTOAa HEe3aBUCUMO OT BHYTPEHHEN CTPYykK-
Typbl UK NpaBoBOi HOPMblI NPeANPUATUSA.

B.7.3 XapakTepuctuku

3T0T MeTo[ obecneyeHnsa [oBepusa NPUMEHAET NOAXO/ K JOBEPUIO K cpeje.

Mpu ncnons3osaHun COBIT nonb3oBaTenb BHavane onpegenset npouecchl AT. 3HaYnMble AN KOHKPETHOW cutya-
uun. 3atem AN KaxAol Lennm KOHTPONa Bbi6paHHbIX npoueccoB UT eMy Heo6X0/4MO B3BECUTb U pPelInTb, B Kakoii cTene-
HU Cyl|ecTByOL e Mepbl KOHTPOA COOTBETCTBYIOT €ro Tpe6oBaHnsaM.

COBIT pa3nuyaeT ceMb pasHbiXx 6U3Hec-TpeboBaHNI 1 rpynnUpyeT NX No Tpem Kateropusam — kavecrtsa, 6esonac-
HOCTW W perynspHocTu:

- kayecTBO UT. onpegensemoe a(pHeKkTUBHOCTbIO N 3KOHOMUYHOCTbLIO BbINOTHAEMbIX NPOLLECCOB, BbIpaXaeTcsa Kpu-
Tepuammn 3 heKTUBHOCTU U pe3ybTaTUBHOCTH;

- Tpe6oBaHnA 6e30NacHOCTN NO KOH(PUAEHUNANbHOCTHN, LLEeNOCTHOCTA U AOCTYNHOCTN — OoTpaxeHbl B COBIT.

- KpUTEpUii HagexHocTn — npumeHseTca B COBIT gns obecnevyeHus HafjexHoOCTU PUHAHCOBON OTYETHOCTU (Tpe-
60BaHNA N0 PUHAHCOBOI OTYETHOCTU) HAPAAY C KPpUTEPUEM COBNIOAEHUA NPABOBbIX TPE6OBAHUN BHYTPEHHUX U BHELWHUX
cTaHjapToB.

B cootBeTcTBUM ¢ COBIT nogaepxumBaemble UT 6usHec-npoLeccbl OCHOBbLIBAIOTCS Ha CMeAYLWNX pecypcax;

- laHHbIe; 3/1EMEHTbI laHHbIX OT BHYTPEHHUX U BHELWHUX UCTOYHUKOB B CAMOM LIUPOKOM CMbIC/IE;

-COBOKYMHOCTb PYYHbIX W 3aNpOrpamMMMpOBaHHbIX NpoLeyp, Ha3blBaeMas «MNpPUIOKEHUIMU»;

- TEXHON0rnK, BKNYawwmne B cebs annapaTHbie CpeAcTBa, onepaunoHHble CUCTEMbI, CUCTEMbI aAMUHUCTPUPOBA-
HUA 6asamMun gaHHbIX, CeTU, KOMMYHWKaLNOHHbIE NMPUTOXEHNA U T. A.;

- aKTUBbI; BCE PECYPChI, UCMONb3yeMble AN 06ecneveHns N NoAAePXKN NHPOPMALMOHHbBIX CUCTEM;

-nepcoHan: 3HaHUsA, OCBEAOMJIEHHOCTb U MPOAYKTUBHOCTb, CBA3aHHbIE C NJ1aHUPOBAHWEM, opraHusauyneii, 3akyn-
KOWi, o6ecneyeHnemM COOTBETCTBUA, NOAAEPXKKOW N MOHUTOPUHIOM UH(DOPMALMOHHBIX CUCTEM U YCAYT.

Pecypcbl UT cnegyeT nnaHupoBaTb, pa3pabaTbiBaTb, BHEAPSATL, 3KCNAyaTMpoBaTb U NoABepraTb MOHUTOPUHTY KOH-
Tponupyembim cnoco6om B COBIT gaHo onpepenexHune 34 kpUTMYECKUM NpoLeccam, Urpallum BaxHyl ponb Bonpege-
NIeHUN ycnewHocTn ynpasnenna WT. 3Tu npouecchl, ucnonblywuine pecypcbl VT, MOXHO CrpynnuposBaTtb B ueTbipe
OCHOBHble 061aCTH, KOTOpPble 06pa3syoT CneayoLWmnii 3aMKHY TbI XXU3HEHHbIW LUK,

- NlaHUpoBaHne u opraHnsauus;

- 3aKynka u BHejpeHue;

- aKcnayartauusa u noanepxka.

- HabnwaeHve.

Ans 34 kputnyecknx npoueccoB UT ykasaHo obuiee uncno ns 300 oCHOBHbIX 3a4ad (3agaHunii). Ansa kaxaporo 3aga-
HUA pacnpejeneHbl HE06X04NMble pecypcChl U onpejAesieHbl Lenn KOHTPOsA, OCHOBaHHble Ha Tpe6oBaHMAX kaTeropuii ka-
yecTBa. 6€30MaCHOCTN 1 PerynsapHoCTy.

B.7.4 Pa3HOCTOPOHHOCTb

Bnarogaps matpuuHoii cTpyktype COBIT nonb3oBatenb MOXeT paccMmaTtpuBaTbh TONbLKO OTAeNbHble o6nacTn nnm
npouecchl n/unu BolGUpaTe NOATPYNNy U3 ceMu 6U3Hec-Tpe6oBaHuit (HanpumMep, TONIbKO TPe6GOBaHNA 6€30NaCHOCTM K KOH-
dungeHuManbHOCTU. LLeTIOCTHOCTU N JOCTYMHOCTK).

B.7.5 CBoeBpeMEeHHOCTb

COBIT 6binu paspa6oTaHbl B 1996 r. Accoyunauueit ayguta n KOHTPONA MHPOPMaLMOHHbIX cucTem. B 1998 r. oHU Gblnn
pacwupeHbl U NONHOCTLIO NepepaboTaHbl. Bo BTOPOU peakuymmn 6biin npenioxeHbl MaTepuanbl U nporpaMmHoe obecnedyeHmne
Ans pa6otel ¢ COBIT. TpeTbsa pegakuusi (ony6nukoBaHHas B 2000 r.) 6bi1a n3gaHa Kak «OTKPbITbIA cTaHAapT».

B.7.6 3aBepleHHOCTb

COBIT npegnaraet MeTof )MKCMPOBAHNA OPUEHTUPOBAaHHbIX Ha VT 1M conyTCTBYIOWMX UM npoueccoB. CBA3aHHble
C HUMU LeNn KOHTPONSA onpeaenstoTcs He3aBUCMMO OT TEXHONOTUIA 1 MOTYT MCMNOMb30BATHLCA A8 PA3/IUYHbBIX CUCTEMHbIX
OoKpYyXXeHuil. OfHakKo ANA co3fjaHnsA KoHLenuuii 6esonacHocT Heo6xoaMMOo A06aBUTb AONOTHUTENNbHbIE MEPbl KOHTPONS,
cneunduyeckue gna To AN UHOW CUCTEMBI.

COBIT opueHTUpOBaHbl Ha UHTEPEeChl TUMMYHOTO NPEeANnpUATUA, CBA3aHHbIEe C 6e30nacHOCTb0. PaccmaTpusatTcs
COXpaHeHne OCHOBHbIX MHTEPECOB KOMMNAHWUM (LLENOCTHOCTb U KOH(UAEHLNANBbHOCTb BHYTPEHHEW UHhopMauumn n npouec-
COB) 1 cob6ntoaeHne o6s3aTeNIbHbIX MOMOXEHUI (3alLnTa CEKPEeTHOCTM AaHHbIX, PMHAHCOBAA OTYETHOCTb).

®UKCMPOBaAHHbI ypoBEHb 6€30NacHOCTN OTCYTCTBYeT, a OpMeHTauusa genaeTca Ha Lenun npegnpuatus.

8.7.7 CTtommocTb peanunsayun/paborta no peanmsauumm

MonHbIA aHanNnW3 Bcex Leneil KOHTPONA B paMKax npeanpusaTus cpegHero macwtaba c COBIT agnntca He 6onee of-
Horo pabouero mecsua.

8.7.8 Mopapepxka MHCTPYMeHTaNbHbIMW CpeacTBamMu

MpumeHenne COBIT nogpepxunBaetca pas3fIMiHbIMU UHCTPYMEHTa/IbHBIMUW CpefCcTBaMu, cpean KOTOPbIX:

- «KoHcynbTaHT no COBIT» — Methodware Limited, r. BennuHrtoH, Hosasa 3enaHgus;

- «CamooueHka no COB1T» — WHCTUTYT no o6yyeHuto B o6nactm ceptudukayum, CLUA

Btopas pegakuus COBIT coaepXunT Takxe NoMe3Hyl AONOMHUTENbHYI0 MH(MOPMaLNio, 3adBOYHbIE MaTepuasbl 1
mMaTtepuansl No npefcTaBAeHuIo.
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B camom COBIT ynomuHalTCcsi NpuMepbl NpoBefeHWst NpoBepok (cneunduyeckne mepbl 6esonacHocTun). C no-
MOLLbI0 3TUX MPUMEPOB MOXHO OLLEHNTb CTeNEeHb Y0BNEeTBOPEHUS Leneil KOHTpons. OgHako, kak NnpaBusio, Nosb3oBaTenn
COBIT (Hanpumep, ayAMTOpCKMe opraHn3annmn) NPpUMEHAI0T COGCTBEHHbIE CXEMbl OLLEHKW.

B.7.9 Cdepa pgeiictBusa kpuntorpaduu

Kpuntorpadguueckne npoueaypbl paccMaTpuBalTCA Kak Mepbl, NPUMEHUMbIe A4NA 3alUTbl MHhopmauun n sepudmn-
Kauuu ayTeHTUYHOCTU B 3Toll CBA3M yunTbIBAOTCA Kak CO61t0/4eHne o06a3aTelbHbIX Tpe6oBaHWii, Tak M Npo6aeMbl neranb-
HOTO COXpaHeHUs 3alnPpPoBaHHbIX JaHHbIX.

B.7.10 OueHka u cepTudunkaumns

CepTtudukat COBIT B NOSIHOM CMbIC/IE 3TOTO C/10Ba He cyuwecTByeT. OgHaKo MeToA UCNOoNb3yeTcsa ayauToOpPCcCKUMM
opraHu3aunsamMmn B yC/10BUAX €XEroAHOro ay/nTa CYeToB 418 TeCTUPOBaHNA cpefbl KOHTpons UT. Pe3ynbTaTtel TecTupoBa-
HUA AT nomewaoTcsi B PEBU3NOHHbIV OTHET O rol0BO OTYETHOCTU.

B.7.11 Y6eAMTeNnbHOCTb U NpU3HaHue

COBIT siBnseTcA cTaHAapTOM, NOAAEPXKNBAEMbIM KPYNHEWLWNMU MeXAYHAPOAHbIMK Byxrantepckumu prpmamm.

B.8 MCO 9000

B.8.1 Llenb o6ecneyeHuns gosepus

HasHauyeHvnem cepun NCO 9000 aBnseTcsa onpeneneHne Metofa UcnblTaHUl, B KOTOPOM 0603HavYeHa Heo6xoau-
MOCTb JOKYMEHTUPOBAHUA TpeboBaHN K CUCTEME MEeHe)XMeHTa KayecTBa Kak foKa3aTeNbCTBO ee CNOCOGHOCTHN CoOTBe-
TcTBOBATb TpeboBaHWAM 3aka3unka W BO3MOXHOCTM OLeHuBaTb 3Ty CNOCOGHOCTb BHYTPEHHUMW WU BHEWHUMU
KOHTposiepamu. MpoBOAATCA TakXe NPOBEPKN B OTHOLWEHWUW BbINOHEHNS cpefoii UT opraHusauuy Tpe6oBaHnii 3akasymka
N ee COOTBETCTBUA BU3HEC-LeNsam 3akKasuuka.

[laHHblIA cTaHAApT He noAgpa3ymMeBaeT OHOPOAHOCTL CUCTEM MEHeXMeHTa KkayecTBa. Ha npoekTMpoBaHue n BHe -
peHne cUCTeMbl MeHeXXMeHTa KayecTBa B OpraHn3aLmnm okasblBalOT BAUSAHWE Llenn opraHnsauumn, TpebosaHns 3akasuuka,
nNpoAyKUMA UNn npejnaraeMble yCayru u npoueccsl.

B.8.2 LleneBasa aygutopus

KpaHHoMy meToay o6ecnevyeHus foBepus OTHOCUTCS JOBepue Kk cpefie B pamkax N060i opraHnsaLmm Ha OTHO-
cUTenbHO BbiCOKOM ypoBHe. Cogepxaumecs B MCO 9000 Tpe6oBaHNA ABNATCA BbICOKOYPOBHEBLIMU Y HE3ABUCHUMbI -
MW OT KaKoro-am60 NpoOMbILIZIEHHOTO UM 3KOHOMUYECKOro cekTopa. OHM OTHOCATCS K OpraHu3aumam nw6oro Tuna u
macwraba.

B gaHHOM cnyvyae foKymeHTauusa no npoueccam nomoraeTt opraHusauynu focTuyb efnHoo6bpasuns, onpefennTtb 06-
nactu B3auMoOAeinCcTBMA U PB3bACHUTb YCTAHOBUBLLYIOCSA MPAKTUKY KaxXAOMYy paGOTHUKY.

Bnarogaps nHTerpauum B npoueccbl MeHeAXMeHTa CTPYKTypa cTaHAapTa CTONPOLEHTHO NpUMeEHUMa K npeanpus-
Tno. CTtaHgapTbl NPUMEHWMbl KO BCEM 06/1acTAM, B KOTOPbIX CTPYKTypa UT npumeHsieTcs ANA NOALEPXKKN BHYTPEHHUX
npoueccos n/wnu Tpe6osaHunii 3aKkasunka. bonee Toro, No NPUYNHE UX LJOMUHNPOBAHWNSA faHHble CTaHAapPTbl MOXHO Nnpume-
HSATb KO BCEM KaTeropusim npofykTOB WK YCAYTW B IIOGOM NPOMbILIIEHHOM WM SKOHOMMUYECKOM cekTope. OHN Takxe He-
3aBUCMMbl OT TUNa 1 mMacwTaba opraHusauuu.

B.8.3 Xapaktepuctuku

370T MeTof obecneyeHnsa foBepuns NCNoONbL3yeT fOBepue Kk cpee.

Cogepxauimecs B JaHHOM cTaHgapTe Tpe6oBaHWs He 3acTaBNAT NPeANPUATUA U3MEHATb CTPYKTYPbl CBOUX CUC-
TEM MeHe[AXMeHTa kayecTBa UAM NOATOHATL CBOK AOKYMEHTauuio nojg CTPYyKTypy cTaHjapra.

Bonee Toro, AOKyMeHTaLMsa No NpoLeccaM B CUCTEME MEHe[AXMEeHTa kayecTBa opraHm3anmnm fo/kHa 6bITb co3gaHa
B BuAe, Hanbonee COOTBETCTBYIOLWEM AeATENBHOCTU 3TOI OpraHusaumm.

[lokymeHTauusa no conposoxaerunto UT Ha NnpeanpuaTun UHTErpuposaHa B cpeay npouecca CUCTEMbl MEHEKMeEHTa
KayecTBa W B KaYeCTBE TaKOBOro MOXET BOCMNPUHUMATbLCA TOMIbKO B KOHTEKCTE APYTMX NPOLECCOB yNpaB/eHus.

B gaHHOM cnyyae UT cnyxuT 4na nogfgepXkn BHYTPEHHUX npoueccos U Tpeb6oBaHWil 3aKka3unka n AoxHa Bcerga
paccmaTpuBaTbCs Kak CPeACTBO CONPsAXeHUs. ®YHKUMOHANbHbIA acnekT CylWecTByeT TOMbKO Kak (hYHKLUS APYTUX 4OKY-
MEHTUPOBAHHbLIX MPOLLECCOB yNpaB/eHUa opraHusaumnm.

B.8.4 Pa3HOCTOPOHHOCTb

Mockonbky UT B cepumn ctaHgaptos NCO 9000 3aBMCUT OT ApYyrux NpoLeccoB ynpaBneHus, o6bem paboT, 3aTpayeH-
HbIX Ha TECTUPOBAaHWe, 3aBUCUT OT COrTaCOBaHHOCTU AOKYMEHTaLNN 1 (hYHKLMOHANbHOCTYU ApYrux npoueccos. Ecnu gons
VT B NnpoM3BOACTBEHHOM npolecce, npouecce npefocTaBAeHNa yCNyr Unu n3-3a TpeboBaHunii 3akasunka o4YeHb BeNuka,
MeTOoA ucnbiTaHnii 6yaet 6onee getanbHbiM. OfHAKO, NOCKONbKY UT-NpoLecc HUKOTAA HeNb3A paccMmaTpuBaTh OTAe/bHO
OT APYrUX NpoLeccoB ynpaBneHnsa, o6bem TeCTUPOBaHMA OCTaeTCsA NPONOPLUOHA/IbHO NOCTOSAHHbIM.

B.8.5 CBoeBpeMEeHHOCTb

Copepxawuneca B UCO 9001 Tpe6oBaHNSA OTHOCUTENBLHO CTABUIbHBI 1 MOANGULNPYIOTCA peako.

O/HaKO OHM YacTo NepecMaTpuNBalOTCA Ha NPeAMeT UX COBPEMEHHOCTU 1 NoNe3HOCTU. Hanpumep, TEXHUYECKUIA KO-
muteT UCO ony6nukoBan nepepaboTaHHOe M3faHue gaHHoro ctaHgapTa nog o6o3HavyeHnem MCO 9000:2000. B Ha3Ba-
HUW. a Takxe B NepecMOTPeHHON 061acTu NPpUMEHEeHUA AaHHOTOo M3faHWsa cTaHfapTa WUCKAKYEH TEpPMUH ofoBepue K
KayecTBy». JTO O3HayaeT, YTO OCHOBHOE 3HA4YeHUe MMeeT CMOCOGHOCTb BbIMOMHATL Tpe6oBaHUA 3akas3umka u ocylie-
CTBNATL NOCTOAHHOE yNyylleHne kayecTsa npoAykta bonee Toro, pesynbTar Nyywe cooTBETCTBYET TpeboBaHuaM cepun
ctaHpgapTtoB MCO 14000 u cucteme ynpaBieHus cpepoit.
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B.8.6 3aBepleHHOCTb

Tpe6oBaHUs B OTHOLWEHUN CUCTEMbI MEHE[XXMEHTA KayecTBa, B NePBYI0 o4epeb, CAYXaT e 4OCTUXEHUS YA0B-
NeTBOPEHNA 3aKa3ynka Yepes BbiNOMHEHNE ero Tpe6oBaHuii, Kak MUHUMYM, NyTeM NPUNOXeHNS 3TUX TpeboBaHuii U NocTo-
AHHOTO NX COBEPLIEHCTBOBAHNA 1 NpeAoTBpalyeHns ownbok. Takum o6pa3om, B JaHHOM cnyyae o6ecneynBaeTcsa TOMbKO
hyHKLMOHaNbHOCTb cpeabl AT B paMkax AOKYMEHTUPOBaHHbIX npoueccos. CnepoBaTenbHo, Tpe6oBaHne o0 nepecMoTpe
caMoii TEXHOMOrNM OTCYTCTBYET, a CylWwecTBYeT TO/IbKO NepecMoTp (PyHKLMOHA/IBHOCTM a pamkax opraHusauumu, Hanpu-
Mep. KOHUEenuma HenpeaBUAEHHbIX 06CTOATENbLCTB, Ha3HauYeHNe Ny a, OTBETCTBEHHOTO 3a 3alUTy CEKPETHOCTMN AaHHbIX.

8.8.7 CtoumocTb peanunsauunn/ob6bem paboT no peanunsayunmn

O6bem paboT u U3aepx K, CBA3aHHbIE C HTerpayueii cpeabl UT anpouecc, OTHOCUTENbLHO HeBeNuku. Mpu ycnosumn
cocpefloTOYEHNA Ha BHYTPEHHUX npolueccax n TpeboBaHMAX 3aka3unka o6bIYHO OTCYTCTBYeT Kakas-nnbo noTpebHOCTL B
[0POrocTOALWMUX YCayrax uam KoMnoHeHTax o6ecneveHns 6esonacHocTu. BoNbWWHCTBO U3AEPXKEK € AaHHOM c/iyyae oTpa-
XalT TPYAOBbIE 1 OPraHN3aLMoOHHbIe YCUNNA, 3aTPaYeHHble Ha MHTerpupoBaHne NPoLLeccoB B NPOLECCHYI0 cpeay v Bblja-
4y onpeAeneHnii cpefcTB CONPSXEHUA.

Tak kak 3TOT npouecc T Henb3si OTAENUTh OT 06Lero paccmoTpeHus gokymeHTauum cepun NCO 9000, oueHka ycu-
nus, Tpebyemoro Ansa aToii nogo6nacTtu, BpAA M BO3MOXHA.

8.8.8 Mopgpepxka MHCTPYMEHTaNbHbIMU cpeagcTBamMm

8 flaHHOM C/ly4ae BOMPOC O TOM. Kakme NHCTPYMeHTaNlbHble cpefcTBa C/efyeT UCNOb30BaTh, B 3HAUYNTENbHOW cTe-
neHn 3aBUCUT OT NPeAnpUATUSA.

[lonyckaeTcsa paccmaTpuBaTb ace UMerLlWMecs B NpoAaxe WHCTPYMEHTalbHble cpeAcTBa.

8.8.9 Cdrepa geiictBua kpuntorpadumn

Kak n BO Bcex gpyrux npoueccax cpegbl UT. cepusa ctaHgaptos MCO 9000 opueHTMpoOBaHa Ha AenoBblie onepaynmn
opraHmsauum n Tpe6oBaHnsa 3akasuuka, NpUMeHUMble AN 3TOW opraHusauun. CnepoBaTenbHO, BO3MOXHbI CEPbe3Hble
NPOTUBOPEYUYNSA MEXAY HUMU.

B.8.10 OueHka u ceptudukauymnsa

TecTupoBaHue n cepTudukaymna no cepum ctaHgaptos MCO 9000:2000 npoBOAATCSH HE3aBUCUMbIMU aKKpeauTo-
BaHHbIMW OpraHamu, u pesynbTaTbl TECTOB JOKYMEHTUPYIOTCS NOCPEACTBOM Bblfaun cepTudmkarta. dtm ceptTudmkaTbl Bbl-
AaTca n Ny6ANKYITCA BO MHOTMX CTPaHax MHOTMMU opraHusaynsamu.

8.8.11 Y6eauTenbHOCTb U NpU3HaHue

CyuwecTtByeT BO3MOXHOCTb Hanbosee WNPOKOro NPU3HAHUA B Ka4yeCTBe MexXAYHapoAHOro ctaHgapra.
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Mpunoxexnune C
(cnpaBoy4HOE)

CDopMMpOBaHme MeTon0B obecneyeHuns aAosepus

CopepxaHne HacTOALLEro NPUIoXKeHUa 66110 ChOPMUPOBAHO M3 06WEA0CTYNHOIO MaTepuana.

MpoussoAnTeENN annapaTHbIX CPeACcTB W NPOrpaMMHOro o6ecneyeHus AO/MKHbI o6ecneynBaTb CBOK MPOAYKLMWIO
dyHKUMAMM obecneyeHus 6e30NacCHOCTN, COOTBETCTBYIOLWMMMN 3afaHHOR Lenn n npegnonaraemMoil akcnayaTalnoHHOW
cpege. C y4yeTom cuctemMaTnyeckoro nogxoda A8 3Toro caeayet NPUMeEHATb YCTAHOB/IEHHbI MeToA o6ecneyeHus foBe-
pus. Takoii kak B MCO,'M3K 15408 n NCO/M3K 19790.

Co CTOpPOHbI Monib3oBaTeneidl A0/KHbI NpeAnNpUHMMATLCSA Wark nNo ob6ecneyeHWto BHEAPEHUS COMNYTCTBYHOLIUX
Mep. Heo6XoANMbIX ANA 6e30nacHOro MyHKLMOHMPOBAHNSA BCEro peweHuns, 4To nogpasymesaeT apekTMBHOE ynpas-
neHune 6esonacHocTbio UT. a Takxe opraHn3alMoHHbIe U TeXHUYeCcKne Mepbl o6ecnedyeHuns 6e3onacHocTy U Mepbl o6ec-
neyeHns 6esonacHoCTM nepcoHana. B aTux uensx [OKHbI MPUMEHSATHCA TakMe MeToAbl, Kak npeAcTaB/eHHble B
MCO/M3IK 13335. UCO/M3K 27002 n PykoBoacTBe no 6a3oBoi 3awute UT.

Mpocunu 3awmnTtel 13 NCO/MIK 15408 MOryT CAYXUTb MOCTOM MeX/Ay NPpOu3BOAUTENAMU U NoNb3oBaTenaMmu. Mpo-
unn 3awnuTel MOTyT NOMOYL NONb30BaTENSAM CHOPMYNMPOBATbL TOUYHbIE TPe6OBAHUA K XapakTepuctukam u QyHKLam
6e3onacHoCTu npoaykumn. Co cBoeii CTOPOHbI NPOU3BOAUTENN MOTYT KOHKPETM3MpOoBaTh, kakne Npoduamn 3awnuTbl COOT-
BETCTBYIOT KOHKPETHOMY NPOAYKTY, U CONPOBOXAATb Takue 3asaBNeHNA cepTudukaTom

YacTo Mcnonb3yoT KOMGUHAaLMI0, NPeACTaBEHHYI0 @ HACTOSIWEM NPUNOXEHUN.

C.1 NCO/M3K 15408 ¢ PykoBogncTBO no 6a3oBoii 3awmute UT

CtaHpapT cepun NCO/M3IK 15408 n PykoBogcTBo no 6a3oBoii 3awmte UT MOryT ncnonb3oBaTbCsH B KOMOUHALMWN.
MpumeHeHne cTaHAapTHbIX Mep 6€30MacHOCTH, yKa3aHHbIX B pyKoBOACTBe Nno 6a30B0oii 3awute UT. npuBoaunT K 3awute
BCell cMcTeMbl, OXBaTbiBas kak ynpaBneHue 6e3onacHocTblo UT. Tak n TexHnyeckne mepbl 6€30MaCHOCTN Ha YPOBHE KOM-
noHeHToB. O4HAaKO 06bIYHO BO BPeMs OLEeHKM TpeboBaHMi 3alWunTbl AN CPABHUTENIbHOTO aHannsa 6e30nacHoOCTN CTaHo-
BUTCS OYEBWAHO, YTO € nojpasfefleHNax yuypexpheHus, KOTopble HEeBO3MOXHO 3alWuTUTb C MOMOLWbI OAHOTO NUWb
pykosoacTBa no 6a3oBoii 3awute UT. nmetoTcs cneyndmnyeckne notpe6HocTn unu Tpebosannsa. B atom cnyvae gna dop-
MynupoBaHusa Tpe6oBaHuii 6e3onacHocTu 1 BbiGopa NoAxoAsL el N0 BO3MOXHOCTU J0/HKHbIM 06pa3oM cepTuduumpoBaH-
HOW NpoOAYyKUMU MOryT NPUMEeHATbCA npoduau 3awuTbl, obecneunBarlwme Heobxoaumble GYHKUUKM obecneyeHus
6e3onacHocTu. Takum 06pa3omM, COOTBETCTBYHOLLEr0 YPOBHA 6e30MacHOCTU UT MOXHO A0CTUYL NOCPeACTBOM KOMGUHMPO-
BaHHOro MCNONb30BaHMA pykoBoAcTBa no 6asosoit 3awute UT n MICO/M3I3K 15408.

C.2 NCO/M3K 27002 ¢ PykoBopacTBO no 6a3oBoii 3awute UT

MCO/M3K 27002 cBfi3aH C ynpaBfieHMeM MHopMaLOHHON 6e30nNacHOCTbI0 U NpeanaraeT NPUMEHEHNe OPUEeHTH-
poBaHHOro Ha npouecc goctyna. OCHOBHbIM COAEepXaHneM JaHHOro cTaHgapTa fBNsAeTCA Kartanor o6wunx mep. NoayyeH-
HbIX HA OCHOBE NepefoBoro onbiTa. lna 3awnuTbl 06WeEero peweHnsa oT NPOrHO3UPYEMOi Yyrpo3bl 3T 06 Me Mepbl JO/KHbI
peann3oBbIBaTbCSA NPU MOMOLM CeLnanbHbiX N TEXHWYECKMX WHCTPYKLMIA No AelicTBMAM NO MX peanus3auuu n mep no
obecneueHunto 6es3onacHocT. B gaHHOM cnyyae pykoBoACTBO No 6a30B0ii 3awute UT MOXeT oka3aTb CylL,eCTBEHHOE CO-
felictBne. PyKoBOACTBO COAEPXUT KaTanorn ¢ nogpo6HbIMM pekoMeH4aunsiMu, NoOCTPOEHHbIMU Ha MHopMauumn no o6-
nactam «OpraHnsaunsa*. «MepcoHan». «NHppacTpykTypa* n «TexHonorna». CneposatenbHo, KOM6UHaALUA PyKOBOACTBA
no 6asosoii 3awute UT n MCO/MIK 27002 moxeT o6ecneynTb NOAXOA, KOTOPbI HETKO OTAENAET KOHTPO/b 6e30nacHoCTH
WT oT npakTuyeckoro sHegpeHus. Mo aTomy cueHapuio B cnyyae ¢ nogobnactamu co cneynduyeckummn TpeboBaHnamMu
6e3onacHoCcT MOXHO obpatutbca K MCO/M3IK 15408 wn/vunu npodunam 3awnThbl.

C.3 MCO/M3K 27001 n NCO/M3K 27002

MCO/M3IK 27001 cneuunduympyeT TpeboBaHNs K cMCTEMaM MeHeaXMeHTa nHopmMmaynoHHoi 6esonacHocTu. Cy-
LlecTBYIOT cTaHAapThl Ha cepTudurkauuio, ocHoBaHHble Ha Pykosogctee 62 MCO n MCO/M3IK 17021. flaHHbIi noaxonq
MOXHO MPUMEHNTb K COBEPLIEHHO Pa3HbiM NPeAnpUATUAM W OpPraHn3aynsiM, 4To No3BO/ISIET MHTErpupoBaTh AeATeNbHOCTb
Nno MeHeAXMEHTY MH(POPMaLNOHHOW 6€30NacHOCTH B CUCTEMbI MEHEAXMEHTA, OCHOBaHHbIe Ha Apyrux ctaHgapTax NCO.

Ha Bcex aTanax XXM3HEHHOro uukna onpefjesieHbl noagnexatime oueHke Tpe6oBaHNsA N0 MeHeAKMEHTY nHdopmaLum-
OHHOI 6e30nacHOCTN [JOKYMEHTUPOBAHHbIE NPOLECChl MOTyT 6bITb OL,eHEHbl B KOHTEKCTE Lenei opraHusauuun. ns onpe-
feNeHns NpaBUbHOCTU Ce0BaHUA NpoueccamM 1 4OCTUXEHNSA HYXHbIX pe3y/ibTaTOB MOXHO OLleHUBaTb accoumaTuBHbIe
3anucu. B cnyyae BO3HUKHOBEHUS 06CTOATENLCTB, KOTAa CUCTEMA MEHEe)XKMEHTa HE MOXET A0CTNUYb TpebyeMbiX pesynb-
TaTtoB. TPe6OBAHMA K CUCTEMAM MeHeJ)XMeHTa BKIo4YalT B ce6 Tpe6oBaHNA K KOPPEKTUPYIOLWMUM N NPEBEHTUBHbIM Me-
pam. Co6ntogeHne MCO/M3IK 27001 TpebyeT OT pPyKOBOACTBA NPOSABAEHNS OTBETCTBEHHOIO OTHOWEHNA K MEHEAXMEHTY
MHopMaLoHHOW Ge3onacHoCTH, Urpas B HEM FaBHYl posib U o6ecneynBas afilekBaTHble Pecypcbl U NOATOTOBKY Nepco-
Hana.

MNCO/M3K 27001 TpebyeT ucnonb3oBaHuns mep ynpabneHus no MCO/MIK 27002 kak OCHOBbI AN 06paboTku He-
npuemMaemMoro pucka.
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C.4 NCO/M3K 27002 ¢ ICO 9000

B NCO 9000 onpefeneHbl Tpe6oBaHMA kK cMCTeMaM MeHeAXMeHTa KayecTBa U JaHO onpejesnieHne CoOOTBEeTCTBYHO-
LWero MeToAa NcnbiTaHuii. MeTos MOXeT NPUMEHSATLCSA Ha COBEPLUEHHO Pa3HbiX NPEANPUATUAX U @ pasHbiX OpraHu3auunsx;
0lHAaKO KOHKpeTHble coobpaxeHns 06 MHhopMaLNOHHOW 6€30NacHOCTM OTCYTCTBYIOT. CneunduymnpoBaH TonbKO TeCT Ha
cooTBeTCTBUE cpefbl UT opraHnsanmm Tpe6oBaHUsAM 3akasunka u 6usHec-uensam. nsa yBenmuyeHusa o6nactn MHopmauu-
OHHOIi 6e3onacHocTn MCO/M3K 27002 MOXeT NCNONb30BaTLCA Kak NPpUNoXeHne, KOHKPETHO CBA3aHHOe C ynpaB/ieHueM
MHpopMaynoHHOI 6e30NacHOCTbIO.

B yacTHocTn. MCO/M3K 27002 Takke coaepXWUT Mepbl, OXBaTbiBallWwmne npoueccbl pa3paboTky Tak. 4To6bl ABa
cTaHfapTa fononHAnn Apyrapyra. Tpe6oBaHns Heo6x0A4MMO 060CHOBATL U BbIMOIHUTB, TakK Kak BbINOSIHEHNE Tpe6oBaHui
n NCO 9000, n UCO/MIK 27002 npeanucaHbl Ha ypoBHE PyKOBOACTBA.

C.5 COBIT ¢ 6a3oBas 3awunta UT

B To Bpems kak 6a3oBas 3awuta UT opueHTupoBaHa Ha TexHu4yeckune cuctemol. COBIT cocpefoToUYeH Ha raBHbIX
Lensix KOHTpons. MockoNbKy BHYTPEHHAS opraHM3auunsa npegnpuaTus CTPyKTypupoBaHa, B OCHOBHOM, C OpueHTauunei Ha
BbIMNO/THEHWNE 3aaHUiA, a He Ha TexHonoruK, c nomolwblo COBIT yacTo nerye onpeAenaTb AelicTBUA U pacnpefensaTb 065-
3aHHOCTW OTAENbHbLIM OpraHn3aunoHHbIM eguHnuam. C gpyroii ctopoHbl. COBIT npegbsasnseT Tpe6oBaHNs TONMbKO K He-
06X0AUMBIM MexaHu3mam 6esonacHocTn WT 6e3 KOHKpeTusauum Kakux-nn6o crneuynduyecknx TEeXHUYeCKux mep.
Kom6nHMpoBaHMe ABYX METOLOB MOXET NPUBECTN K NONy4YeHUto 3 heKTUBHOIo Noaxosa K (hopMUpPOBaHNI0 KOHKPETHbIX
ANS NpeanpuaTUA KOHLenuuin obecnevyeHns 6esonacHoctn UT. insa aToi uenu c nomow,bio COBIT BbiGMpatoT 6M3Hec-npo-
ueccbl nonpeaensitoT ux Tpe6osaHus 6e3onacHocT. PopmMupyeTca TEXHONOrMYecknin npodunes (TexHonoruu) (pacnpege-
nexve cuctem UT no 6usHec-npoueccam), cneays kKoTopomy meto 6a30Boii 3awuTsl UT CTAHOBUTCA NPpUEMAEMbIM NyTeM
nonyvyeHns cneynuyecknx Mep no BbINOMIHEHWUID PENEeBaHTHbIX Tpe6OoBaHMl 6e30nacHOCTU.

MN3n0XeHHble Bbille CLeHapumn cneayeT paccMaTtpuBaTbh NPOCTO Kak NpUMepbl cnoco60B ycnewHoro KoM6uHnpoBsa-
HUA HabopoB kpUTepues 6e3onacHoOCTU. B 0cobbix cayyasax gonyckaeTcs NnpUMeHeHne 4pyrnx nogxofos. Hanpumep, npu-
MeHeHue COBIT pekomeHayeTcsi, ecnu npoBeAeHUe ayauTa SIBNSETCA OCHOBHOW LUenblo, a MnpuMeHeHue
NCO/M3K 19790 — ecnu npegMeToM MHTEpeca ABAAITCA Kpuntorpaduyeckme npouenypsl.
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MpunoxeHne O
(cnpaBoy4HOE)

N3yyeHne KOHKPETHbIX CNy4YaeB

0.1 CTpaTerusi opmupoBaHus KOMGUHMPOBAHHOTO MeToAa o6ecneyeHns JOBEPUS NPOM3BOAUTENS
MUKPOMPOLECCOPHbIX KAPTOUYEK

MpoussoanTeNb MUKPOMPOLLECCOPHbLIX KapToyek Bbli6pan kom6GuHauuiw WCO/MIK 15408 + MICO/MIK 19790 +
¢ NCO/M3K 21827. CtpaTernsa obecneyeHns OBEepPUs OCHOBbIBanachb Ha NMPOLISIOM OMbITE U CHMXEHUN cebecToMmMoCTH B
Gyaywem.

KoMnaHna nposenia yCnewHy paclMpeHHY OLEeHKY No OLEeHOYHOMY ypoBHIO foBepusa (OY[) 4 n pacllMpeHHYIo
oueHky no OY [l 1. 3To o3Ha4yaeT, 4TO HECKO/IbKO TPynn MMeKT onbliT pa6oTel ¢ MCO/M3IK 15408.

[lononHWTENbHO KOMNAaHWA NpoBena TPU ycnelwHble oueHkn ypoBHs 3 no MCO/M3K 19790.

KomnaHuuio npuBnekna wngea ceptudukauum nNpoLeccoB, HO. K COXaseHW, OoHa He umesna onbiTa paboTbl C
NCO/M3K 21827.

MpuunHoit co3fanmnsa 3Toll KOMGUHALUUKN ABNAETCSH NOTPe6HOCTb NPON3BOAMTENA B ONTUMAaNbHOM COYeTaHUN BUA0B
fosepus.

O60ocHOBaHNeM KOMGVWHaLUN CTaN CpaBHUTENbHbIA aHann3 Npon3BoOANTENbHOCTU. BbiGop 6bin caenaH Ha ocHOBe
cnepyowmx NoNoXeHui.

- NCO/M3K 19790 paccmaTtpusaer:

cooTBeTCTBME (PYyHKLMI 6Ge30nacHOCTM npoAaykTa TpeboBaHnaM,

CTOWKOCTb NpoAyKTa:

- NICO/M3K 15408 paccmaTtpuBaer:

cooTBeTCTBME (hyHKUWIT 6Ge3omacHOCTW NpoAykTa Tpe6oBaHnAM,

CTOWKOCTb NpoaykTa,

MeTOoA010rnI0 1 cpeay paspaboTku,

-MCO/M3IK 21827:

paccmatpusaeT npouecc pa3paboTkn 6e3onacHbIX yCayr n NpoAyKToB,

o4yeHb xopowo cornacyetca ¢ NCO/M3K 15408.

O6wWwunit noaxon 3aknyaeTcs B UCNONb30BaAHUM COOTBETCTBYOWMX npoueccoB MCO/M3K 21827 ans obecneveHus
paspaboTku npoayktos, a MCO/M3IK 19790 unn NCO/M3IK 15408 — gna ux oueHku. NMpenmyuectsomM ABASETCA TO. HTO:

-[OKYMEHTbI, Tpebyemble Ana OYA4 no NCO/M3IK 15408 unn MCO/M3K 19790. moryT 6bITb B BuAe 06bIUHbIX Bbl-
XOAHbIX AaHHbIX NPOLLECCOB, COOTBETCTBYIOLWMNX BCEM TEXHUYECKUM TpeboBaHUsAM:

-4NSA MeHee KPUTUYHbLIX NPOAYKTOB AOBepue nonyvyaeTca B cooTBeTcTBun ¢ MCO/M3IK 21827 6e3 HeobXoanMOCTH
onnaTtbl OLEeHKN rOTOBOro NPOAYKTa M 3aepPXKku Ha 3Ty oueHKy. Kak cepTuuunpoBaHHblii npouecc, Tak U ccbisika Ha oue-
HEeHHble NPOAYKTbl AaloT YBEPEHHOCTb, 4OCTATOYHYIO ANA 3aKa34YnKoB;

-ANA KPUTUYHBIX NPOAYKTOB U B 3aBUCUMOCTU OT (PUHAHCOBbLIX Tpe6GoBaHMi 1 Tpe6oBaHUil 3aka3umka NpPoBOAAT
oueHKy u ceptudunkaynio no OYA 4 NCO/M3I3K 15408 n MCO/M3I3K 19790 cOOTBETCTBEHHO.

D.2 MpoBaiigep ycnyr obecneunsaetT mogepHusaumno 6usHec-npoLeccos

MpepocTasnaowel ycnyrm komnaHun notpe6osanocb MogepHU3NpPoBaTbh CBOU 6U3HeC-NpoLecchl ANs:

- NOCTaBKyM TOBAPOB U YCNYr B PeXUMe «OH-NaiH» B JONO/THEHUE K UCNOMb30BaHWNI0 TPAAULMOHHbLIX KAaHANO0B;

- CHWXEHUA pacxofo0B, CBA3aHHbLIX C TOProBbIMU ONepaunuamMu no Lenoyke nocTaBok;

- NpeAoCTaB/IEHNsA NMepcoHany BO3MOXHOCTU paboTaTb ANCTAHLNOHHO.

WNHpopmaunoHHaa 6e30nacHOCTb ¥ KOH(PUAEHUNANBHOCTL 6blAN NPU3HAHBI KPUTUYHBIMWU ANSA YCNEWHOrO N3MEHe-
HuA 6usHec-npoueccoB ncuctem UT. CneynanbHble Tpe6oBaHMA GblIN CPOPMYNIMPOBAHBI HA OCHOBE OTYETOB BHYTPEHHE-
ro N BHELWHEero ayAMToB n o6paTHO CBA3M OT 3aKa34ynKoB, NAPpTHEPOB N0 6GU3HECY U NOCTaBLLNKOB

KomnaHnus Beibpana MCO/M3K 27001 n MCO/M3K 27002 n3-3a MeXxAyHapoAHOro Npu3HaH1sa nepefoBoro onbita ux
NPUMEHEHNA W NPUTOLHOCTN NS BCEX BUAOB ynpaB/ieHUs MHpOPMaLMOHHOW 6€30NacHOCTbIO.

Bbl/10 NPU3HaHO, YTO NporpamMma ynpassieHusa MHhopMaLoHHO 6e30MacHOCTbIO [0/XHA 0XBaTbliBaTb BCIO MHMOP-
MaLuuio He3aBUCUMO OT €e HOCUTE e N TEXHOMOTNI, UCNONb3yeMyto ANA ee 06paboTkn. MeToabl U CpeAcTBa MEHEXKMEH-
Ta PUCKOB W AOKYMeHTauusa OCHOBbiBanucb Ha Tpeb6oBaHuax WCO/M3K 27001. B MCO/M3K 27002 6binu BHECEHbI
M3MEHEHWUS NO WHULMATUBE NoNb3oBaTenei ¢ AONONHUTENbHbIMW NOAPOGHOCTAMMN, OTHOCALWMMUCS K TPEOGOBAHUAM KOH-
Tponsa 6e3onacHoCTH, oTBevYawWmnm cneunduyeckum NoTpebHOCTAM KoMNaHuu.

BHegpeHue 6bI10 NPeANPUHATO B BUAE NPOEKTa C MCNOMb30BaHUEM 06blUHbIX BHYTPEHHUX Mpoueayp ynpaBneHus
npoeKkToM, Koraa BHeApeHne obycnosnusanock npoduaem pucka Kaxpaoin 3ageicTBoBaHHOW ob6nactn. [na BHeapeHus
BbIGPAHHOTO NoAxoAa NoTpe6oBasocb MHOTO YCUNIA, OTKPLITOrO Y YECTHOTO UHPOPMUPOBAHUSA 3aUHTEPECOBAHHbIX CTO-
POH ¥ NonyyeHnsa Heo6xoAnMON noaAepxXkn. NMogaepxka, NoayyeHHana Npu 3TUX HayvanbHbIX YCUNUAX, B pe3y/bTaTe 3Ha-
YnTenbHO o6nerynna npouecc BHeAPEHUS.
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MpoBefs nocne BHeApPEHUS aHanM3, KOMNaHWA NpULWa K BbIBOAY, YTO KPUTUYHbIMUK hakTopammn ycnexa 6biau:

- nofAepxka pykoBoAcTBa Ha paHHeMm aTane:

- UCNONb30BaHNE METOA0B MEeHEe)KMeHTa PUCKOB 415 060CHOBAHMSA BblGOpa NoAxoAa M Ha3HAYeHUst NPMOPUTETOB
BMAAM [eATEeNbHOCTU.

- BOB/leYEHNe BO3MOXHO 6ONbLWEro yncna nogei B Npoueccs NNaHupoBaHUs U BHeLpPEeHUS.

- UH(hopMupoBaHue paboTHMKOB O NPOUCXOAALEM U €ro MPUYNHAX B NpoLecce BHEAPEHUS;

- Npu3HaHne Heo6X0AMMOCTU HENPEPbLIBHOCTM ynpaBneHns nHpopmMmaynoHHON 6e30nacHOCTbIO.

Mony4yeHHbIMN ypoKamu ctanu.

- cocpefoToYeHue ycunuit Ha Hanb6onee paHHeM 06CNYXUBAHUN CUCTEMbl MeHeXMeHTa NHopmaLnoHHol 6e30-
nacHocTu:

- CTpem/ieHne K MakCMMasibHOMY ynpoueHuto npoueccoB (661710 06HapYXeHO, YTO HEKOTOpble NpoLecchl BHayane
6bINN CANWKOM YCNOXHEHbI);

-o6ecneyeHune KOHLEHTpaLUM AOKYMEHTMPOBAHMNS CUCTEM YNpaB/ieHWs Ha BOMpOcCax ynpaB/ieHWs, a He Ha TeXHU-
Yeckmnx Bonpocax.

B pesynbTaTe BHEAPEHWUS CBOE CUCTEMbl MEHEeAXMeHTa WH(OPMaLMOHHOW 6e30MacHOCT KOMNaHUs yA0BIeTBO-
peHa Hannynem o60CHOBAHHON CUCTEMbl MHDOPMALMOHHOWK 6e30nacHOCTM, COOTBETCTBYlOWeEN ee noTpebHocTAM. Komna-
HMA Takke MeeT BO3MOXHOCTb U3/TOXNTb CBOK NporpammMmy o6ecnevyeHns MHpoOpMaLnoHHON 6e30nNacHOCTH 3aKkas3ynkam u
APYTMM BHEWHUM 3aUHTEPeCcoBaHHbIM CTOPOHAM, MPUMEHALWMUM KPUTEPUU, NPU3HAHHbBIE HA MEXAYHAapPO4HOM YpPOBHE.
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MpunoxeHne E
(cnpaBoy4HOE)

Onpegenexune uenu obecneyeHus fosepus

E.1 OueHka pucka

B ngeane uenb o6ecnevyeHns LOBEPUSA ABNAETCA pe3yibTaTOM OLEHKN 1 06paboTku pucka. OcTaToUHbI PUCK ABNA-
eTCA PUCKOM, OCTaKLWMMCA Nocne ero 06pa6oTkn. OCTaTOUHbI PUCK J0/MKEH GbiTb MPUEMIEMbIM U GblTb NPUHATHIM 3aUH-
TepecoBaHHbLIMM CcTOpoHamu. Ecnu OH Henmpuemniem, To crefyeT ero o6pa6oTka, Hanpumep, 3anpawiusaioT
[ONONHNTENbHbIE Mepbl 6e30NacHoCTy.

MpumeuyaHue — OCTATOUHbIN PUCK MOXET WCMNONbL30BATLCA Kak NoKasaTeflb 3HAYMMOCTU, o6ecnedynBaemon
LOBEpUEM.

E.2 MeHeaXMeHT pUCKoB

Mpu BHeApeHUN Nw6oli Mepbl 6€30NacHOCTU U ee WKasibl PYKOBOACTBYHTCS MEHELXMEHTOM pucka. MeHeXMeHT
pucka sBNseTcA NPoLeccoM naeHTudukaymm, ynpaBneHns u ycTpaHeHus nam MMHUMu3aunmum nocnegcTenii He6naronpuaT-
HbIX CO6bITUI, CNOCO6HbLIX BO3eliCTBOBATbL HA aKTUBbI, UMeLIMe npuemaeMyio ce6ecTonMocTb.

MpumeyaHune — MNpumeHdaemas B HacTosAlWEeM [JOKYMeHTe TEPMUHOIOTMA OCHOBaHa Ha PykosopgcTee 73
NCO/M3K. Bo3amoxHo npumeHenne MCO/M3IK 27005.

B0O3MOXHbIMN BUgaMu 06paboTkn pUCKOB ABNAOTCA:

- nsbexaHune pucka.

- CHUXEHWe pucka.

- CMAr4YeHue pucka.

- NepeHoc pucka.

OcTatowuiics nocne 06paboTKM PUCK ABNAETCA OCTATOUYHLIM. XOpoOLLeil NPakTUKOA ABNAETCA IKCnayaTauus npoayk-
Ta TONbKO NPU NPMEMIEMOM U MPUHATOM OCTaTOYHOM pucke. NpeaHasHavyeHHas ANA BHeApPeHUS NONNTMKa 6€30NacHOCTH
CUCTEMbI COOTBETCTBYET 3TaNy «CMsAryeHne» o6paboTKu pUcka u ABNAETCA pe3ybTaTOM OLEHKM pucka.

Cam MeHeAXMEHT pucka U NojsyyeHHas B pesynbTaTe NOAUTUKA 6e30MacHOCTU CUCTEMbl MOTYT NPoOiTW mpouecc
obecneyeHns gosepus.

E.3 Mopgenb 6e3onacHocTu

B OTHOWeEHUN NPUBEAEHHOTO HMXe pucyHka [l.1 MOXHO ChOpMyMpoBaTh CleAyloline NoN0OXEHUSN:

YrogensHe 6uts ADCImgrvT

KX5TO/AsMNBBICH7

PucyHok [1.1 — Mogenb 6e3o0nacHocCTun

- Moaesnb 6e30MacHOCTU ABMAETCA CXeMaTUYeCKUM OnuMcaHueM rpynnbl 06bEKTOB 1 B3aWMOCBA3Eli, NOCPeACTBOM
KOTOPbIX 3af@aHHbIi Ha6op ycnyr no o6ecneyermnio 6e30NaCHOCTM NPEJOCTABMAETCA CUCTEMON WK B pamKax CUCTEMBbI;

- apxuTekTypa 6e30MacHOCTU npeacTaBfieHa NjaaHOM W COBOKYMHOCTbI MPUHLMUMNOB, KOTOPbIE CYUUTAIOTCS 4acTbio
NPOeKTUPOBaHUs 6e30MacHOCTU CUCTEMbI:

ycnyru no o6ecneveHnio 6e30MacHoOCTU, TpebyemMble OT CUCTEMbI 415 BbINOJIHEHUS Tpe6oBaHuii nonb3osaTtenei.

3/1eMEHTbI CUCTEMbI, TPe6YEeMbIe ANt BbIMOSHEHNUS YCNYT.

YPOBHU NPOU3BOAUTENBHOCTH, HEOBXOANMbIE B 3/IEMEHTAX CUCTEMbI AN PaboTbl B YCMIOBUSIX Yrpo3:

- Mepa o6ecnedyeHuss 6e30MNacHOCTMU ABMSETCA NPOLECCOM (MW YCTPONCTBOM, OCYLLECTBAAKWUM NOAO6HbIN Npo-
Liecc). KOTOPbI MOXET NPUMEHSATLCSA 415 BbINOJHEHUS YCNyr no o6ecneyeHnto 6e30NacHOCTM, NPefoCTaBASIEMON cucre-
MOVi UM B paMKax CUCTEMbI, HANPUMEP MEXAHU3MOM NpeaynpexAeHus Co6bITHiA, Mepoii No 06HapyXeHWo atak, Mepoi no
BOCCTAHOB/IEHUNIO NOC/ie COBbITUSA.
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Ha ocHOBe pe3ynbTaToB OLeHKMN pucka Mepbl N0 06paboTke pucka MOryT 6bITb ONpeaeneHbl B paMkax npouecca pas-
paboTKM KoHUenyuu 6e3onacHoCTy.

B pamkax KoHuenuyun 6e30nacHoOCTU fJaeTcs onpegeneHne mep 6€30nNacHOCTM, KOTOPbIE ONpefenssincb B KOHTEKCTe
OLLeHKMN pucka kak Heo6xofumsble.

O6beKkToM A0BEpUA, CBA3AHHBIM C MOAENbl 6e30NacHOCTU, MOXeT 6bliTb aHann3 unnM nposepka AOCTYMHOCTU U
CBA3HOCTU MoAenn 6e30MacHOCTH.

MeToabl o6ecneveHns JOBepus, OCHOBAHHbIe Ha OLEHKe pucka, npejnaralT noaTanHbliii NogxoA ¢ Bo3pacratouei
Aetanusayneil oT NOMTUKN A0 ONpefesieHns BbINOIHEHHbIX MepP 6e30MacHoCTy.

E.4 MonnTtnka 6e3o0nacHOCTU opraHu3saymmn

Cuctembl AT cnepytloT onpeaeneHHoi nonutuke 6esonacHocT cuctembl VT. koTopas MoXxeT cnefoBaTb NOANTUKE
6e3onacHoCTK opraHnsaummn. Monntuka 6e30NacHOCTU OpraHu3aunn B OCHOBHOM 6a3npyeTcs Ha OLueHKe pucka C yyeTom
ueneit opraHusauynu (Hanpumep, 6usHec-ueneii). OHa NpMMeHMMa Ko BceM npo6nemam 6e30MacHOCTM opraHu3auuu u
o6azaTenbHa ANA PYKOBOACTBA BCEMMU YCUAUAMU N0 obecneyeHnio 6e3onacHocTu.

B aTux cnyyasx nonutnka 6e3onacHocTu opraHu3auumn moguduumpyeTcs n aganTupyeTca B nepapxuyeckom Bupe
ANA BCeX noapasfeneHnii opraHnsaynm m cucTem.

Nio6as nonuTnka 6e30NacHOCTK A0/HKHA NEPUOANYECKM MHCNEKTUPOBATLCA A1 yyeTa BCeX U3MEHEeHUIi yrpos, puc-
KOB U aKTUBOB.

Monutuka 6€30NacHOCTU MOXeT BKIYaTb 8 cebs cnefyrouwmne Tembl 418 06CyXAEHUA:

- 06nacTb NPUMEHEHNA NONUTUKN 6GEe30NacHOCTH.

- NOJ0TYETHOCTbL PYKOBO/ACTBA.

- nofjuyepknBaHne BaXHOCTU 6e30MacHOCTHU.

- onpejenieHne o6WNX N KOHKPETHLIX poneid n 06s3aHHOCTel; pacnpejeneHune JOoKHOCTel;

- onpepenenune ueneii obecnevyeHns 6esonacHocTy,

- knaccuukauma nHpopmayun.

- BOMPOCbI KOMMYHUKaLuUn, 0CBEAO0M/IEHHOCTU, 06YYEHUSA 1 NOATOTOBKU.

B KpynHbIX opraHn3anmnax 418 KOHKPETHOro oTAaena, nogpasfeneHna unu unvana, a Takxke npu Hannduu pasHoo6-
pasHbIX OTAENbHBIX CUCTEM MOXeET noTpeboBaTbcsi pa3paboTka 6onee cneyndnyecknx noanTuk 6esonacHocT. Ha ypos-
He KOHKpPeTHOl cucTemsbl, YCNyrn unu npoaykta paspaboTka npuHumaeT popmMy LeneBoit nonuTuku 6esonacHoctn UT.
KOTOpas COOTBETCTBYET Uepapxumn nosinTuk.

Bo3moxHas nepapxua nonuMTuK npefcrasneHa Ha pucyHke E.2.

Monm
00HM

Monnwn
fbawTwocw

onyrww UT2 MNomvmam
OMNKTWNACT

Huwamu NTn

PucyHok E.2 — WNepapxua nonutuk n gosepus
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[na o6ecneyeHuns 3aBUCUMOCTEN Mepapxum NONUTUK JOSDKHbI NPEANPUHUMATHCA COOTBETCTBYOWME Mepbl No o6ec-
neyeHuo gosepusi JoONOMHUTENbHBIM 06bEKTOM 06ecneyeHnss 4OBEPUS MOXET GbiTb aHaIN3 UK NpoBepka JOCTYMHOCTH
1 cOrnacoBaHHOCTM MONUTUK Ge3onacHocTyH.

E.5 MpumeHnmasa uenb obecnevyeHus gosepusa

Lienbio o6ecneyeHnsa no60ro foBepus k 6esonacHocTn saenseTca obecnevyeHne yBepeHHOCTN B COOTBETCTBUMN CUC-
Tembl T 06bekTa pykoBOAsiLLE NONUTUKE HA cneaylowem 60nee BbICOKOM YPOBHE A/Sl rapaHTUM COOTBETCTBUS 06bekTa
nosMTUKE opraHnsauuu.

Takum 06pa3om, B JAHHOM C/lyyae foBepue MOXeT 6blTb MPOU3BOAHON OL,EHKN pUcka n/unun nonuTukn 6esonacHoc-
TV opraHusayum.

Ana mHorux onepaumii ¢ UT. B ocobeHHocTn UT cpefHnUX UM He6GONbLWNX OpraHn3alunii, onpeaesneHHas noanTmka
6e30MacHOCTN He NpefnucbiBaeTcs B 3TOM cayyae MOXHO UCMO/b30BaTh UMEIOLWYIOCA B HANMUYUy obLyo nonutuky 6es-
onacHoCTH.

[laHHOe MonoXeHne Takxe OTHOCUTCS K Cayyato, Korja nonb3oBaTeflb BHeApPsAeT cTaHfapTHYl0 cucTemy 6e3onac-
HOCTU. HanpuMep, ©3 CNPaBOYHUKOB No 6a30Bol 6e3onacHocTU. 34ech JoBepue obecneunBaeTcs Ans o6WMUX noTpe6HOC-
Teil cpefbl, KOTOPble AO/KHbI GbITb Pa3bACHEHbI B MpuUaaraeMbix CNpaBoyHMKax no 6a3oBoii 6€30NacHOCTU.

Apyrum noAxoA0M ABSeTCA NPUMEHEHNEe UMeloLeroca 3agaHnsa no 6e30nacHoOCTU WAV NPOM NN 3alWmnTbl, KOTOPbIA
6bl71 NOAFOTOBNEH ANA AaHHON LeneBoit cpeabl B cooTBeTcTBUMM ¢ MCO/M3K 15408.

MpumeyaHue — lMNpoBejeHNe OLEHKN pUCKa ABNAETCA NPOLECCOM, KOTOPbI cam no cebe MoOXeT GbITb Npes-
MeToM oGecrneyeHns foBepus k npoueccy. Mpu gaHHOM NoAXofe K 06GecrneyeHunt0 [OBEPUS OLEHUBAETCS NMPUMEHEHWe
npoLeccoB M NX pe3ynbTaToB, BkAOUaa nx o6paTHyl0 CBA3b, KoTopas o6ecneynBaeT BbIMO/IHEHME NpoLecca, NoslyyeHune
pesynbTaTtoB M UX 06paboTKy 3afiaHHbIM CMOCOGOM CBSiI3aHHbIM C 6€30MaCHOCTbI0 MEePCOHANOM.

E.6 Mepbl 6e3onacHocTu

Mepsbl 6e30nacHoCTH, onpefeneHns KOTOPbIM faHbl B NpoLecce MeHeAXMeHTa PUCKOB, A06aBNAT K PYHKLM-
OHaNbHbIM Tpe6oBaHMAM 06bekTa C Lenblo NPON3BOACTBA TEXHUYECKON cneyndnkaumm nnu cneyndmkayum no no-
cTaBke.

B cnyyasx npuMmeHeHns 06061 eHHO NONNTUKM NONUTUKA 6e30MacHOCTU, MoAeNb M apXUTekTypa npejonpeaeneHsbl
1 He n3meHswTCcA. OAgHako B 60NbWMHCTBE ClyyaeB npeAnaraeTca caenatb BbIGOp UAu npegnaraetcs katanor, U3 KoTo-
poro BblI6GMpalT mepbl 6e3onacHoCcTU, Hanbonee NoaxoAsL e ANA KOHKPETHON CMTyauumn ¢ yrposamu.

B faHHOM c/iyyae O4YeHb BaXHO MPOBEPUTbL OMMCaHWe Mer L uxca ueneit 6e3o0nacHoCTi, ecim BeCb NPUMEHUMbI
puck cmMsryaetcsa. Tpe6oBaHne He OTHOCUTCA K Cay4Yalo, Korga akTusbl 061agaloT 0co60l LLEHHOCTLIO M/UNK NnoABepralTca
0C06bIM yrposam. B aTom caiyyae v Npu HaAU4YUn Kakux-nmbo COMHeHWt cnefyeT NPoBeCTU CNelnanbHy0 OLEeHKY puUcka,
KoTopas npuBefeT K NPYMEHEHNI0 cneynanbHbiX Mep. ATa rmépuaHas TeXHO0rns nokasaHa Ha pucyHke E.3.

PucyHok E.3 — mbpugHaa mogens 6es3onacHocTu

O6beKkToM A0BepUS, CBA3AHHbIM C onpefeneHnem mep 6e30nacHOCTU, MOXeT 6bITb aHannu3 Uayu nposepka AOCTyn-
HOCTU UMM CBSAABHOCTU MoAenn 6e30nacHOCTU.

NMpumeyaHne — B 3aBUCMMOCTU OT MeTOA0B ob6ecneyeHns 6€30MNaCHOCT NMPUMEHSATCS Mepbl, NPUHUMAL0-
uime Bua. Hanpumep, mep 3awmutbl (cM. NCO/M3IK 13335). mep koHTponsA (cm. MCO/M3K 27002) nnu 3agaHns no 6esonac-
HocTu (cm. MCO/M3IK 15408).
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E.7 Mpumep: NCO/M3K 15408

B MCO/M3K 15408 ncnonblyetca cneaywu,ad TepMUHONOINS

-06bekT oueHkn (OO )— npoaykT unu cuctema UT n cBA3aHHAsA C HUMU pyKOBOAALLAs AOKYMeHTaLusa, nognexa-
e oueHke:

-nonuTnka 6e3onacHocTn obbekTa oueHkn (MBO) — COBOKYNHOCTb MpaBW/, Peryavpylolnx ynpasaeHme aktusa-
MU. UX 3aWuTy U pacnpegenexnne B npegenax OO;

- 3afiaHne no 6esonacHocTu (36) — coBOKYNMHOCTb Tpe6oBaHuii 6e3onacHOCTU U cneunduKkaunii, npegHasHavyeH-
Haa ANa MCnosib30BaHWA a KauecTBe OCHOBbI A/1A OLEHKU NpoAyKTa.

- hyHKLMA 6e3onacHocT (PB) — hyHKUMOHANbHBIE BO3MOXHOCTM YacTu Uau yacteil npoAykTa, obecneunsawme
BbINOJ/IHEHME NOAMHOXeCTBa B3auMocBsA3aHHbIX npasun MBO.

- nonutuka pyHkumn 6esonacHocTn (MPB) — nonutuka 6esonacHocTu, ocywecTensiemas ®b.
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