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Mpeancnosue

Llenn n npuHumnel ctaHgapTm3aumn B Poccuiickoih ®egepaunn ycTaHoBNeHbl PefepasibHbIM 3aKOHOM
0T 27 gekabps 2002 r. N» 184-93 «O TEXHUYECKOM perynnpoBaHumn», a npasnna npuMeHeHNs HaunoHanbHbIX
cTaHgapToB Poccuiickoli ®epepaunm — FOCT P 1.0—2004 «CrtaHgapTusauusa B Poccuiickoli ®eaepaumu.
OCHOBHbIE MONOXEHNA»

CBefioHVA 0 cTaHfapTe

1 NMOANOTOBJ/IEH Ha ocHOBe COGCTBEHHOrO ayTEHTUYHOrO NepeBoja Ha PYCCKUA A3bIK MeXayHapoa-
HOro cTaHAapTa, yka3aHHOro B NyHKTe 4. KOTOPbINA BbINONHEH PefepanibHbIM roCyAapCTBEHHbLIM yUpexaeHnem
«LleHTpanbHbIii Hay4YHO-UCccNefo0BaTeNbCKU UHCTUTYT OpraHu3auuy u nHdopmartusauum 3apaBooxpaHeHns
Pocsgpasa» (LHMNOW3 Poc3gpaBa) 1 06LEeCTBOM C OrpaHNYeHHON OTBETCTBEHHOCTbIO «KoprnopatuBHble
3N1EKTPOHHbIE CUCTEMbI»

2 BHECEH TexHuyeckum KoMUTETOM NO cTaHgaptu3auny TK 468 «MHdopmaT3auus 340poBbsa» npu
LIHNNOW3 Poc3apaBa — NOCTOsAHHbLIM npeactasutenem 1ISO TC 215

3 YTBEPXOEH W BBEAEH B LI,EI7ICTBI/IE Mpukasom depepanbHOro areHTCTBa Mo TeEXHNYECKOMY
peryMpoBaHuio 1 MeTposorMm ot 26 oktabpsa 2010 r. Ms 328-cT

4 HacToAwwii cTaHgapT naeHTUYeH MexayHapoaHomy ctaHgapty MCO 17090-2:2008 «HdopmaTusa-
umsa 300poBbA. VMIHpacTpykTypa ¢ OTKpbITbIM Ko4YoM. YacTb 2. Mpodunb cepTudmkata» {ISO 17090-2:2008
«Health informatics — Public key infrastructure — Part 2: Certificate profile»)

HavmeHoBaHWe HacToALWero ctaHgapTa U3MEeHEHO OTHOCUTESIbHO HaMEeHOBaHWS yKa3aHHOro Mexay-
HapoHoro ctaHfapTa ana npusegeHuns B cootseTcTBne ¢ FOCT P 1.5—2004 (nyHKT 3.5).

Mpv NnpyMeHeHUn HacTosALLEero ctTaHAapTa peKoMeHAyeTCs UCMO0/Ib30BaTbh BMECTO CCbIJIOYHbIX MeXAyHa-
POAHbIX CTAHAAPTOB COOTBETCTBYIOLLME MM HALMOHabHblE CTaHAapTbl Poccuiickoli ®epepaLnuu, cBegeHns o
KOTOPbIX NPUBEAEHbI B CNPABOYHOM MpunoxeHnn A

5 BBEJEH BINEPBbIE

MHdopmaLmsi 06 M3MEHEHUSIX K HACT 0sILLeMY CTaHAap Ty Ny6/nkyeTCs B XerofHo 134aBaeMoM UH-
¢hopMaLMOHHOM ykasaTese «HauuoHabHble CTaHAapThi», & TEKCT U3MEHEHUI 1 NoNpaBoK — B eXeme-
CSIYHO M3AaBaeMbiX MHPOPMALMOHHbIX YKasaTensx «HaumoHanbHble cTaHAapThi». B cnyyae nepecmoTpa
(3aMeHbl) MM 0TMEHbI HACTOALLEro CTaH4apTa CooTBETCTBYLLee yBefjoM/eHne 6yaeT ony6IMKoBaHo
B ©XXEMECSYHO 13aBaeMoM UHIOPMaLMOHHOM yKasaTerne «HalunoHabHble cTaHgapThi». COOTBETCTBY-
loLLjas MHhopMaLWsi, yBeJOM/IeHMe U TEKCT bl pasMelLan T csl Takxke B MH(OopMaLMoHHO cucTeme o6Lwero
NoNb30BaHNUs — Ha ohuuMabHOM caiiTe PefepasibHOro areHTCTBa N0 TeXHNYECKOMY PeryiMpoBaHuio 1
MeTponoruv B ceTu HTepHeT

© CrtaHgapTuHopm. 2011

HacToswuil cTaHAapT He MOXET GbITb MOMHOCTbLIO UM YACTUYHO BOCNPOU3BEAEH, TPaXMPOBaH U pac-
MPOCTPaHEH B kayecTBe OhMLManbHOMO U3fanns 6e3 paspelleHus defepasbHOro areHTCTBa No TeXHNYEecKo-
My perysiMpoBaHuio U1 MeTPosIoriun
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BeeneHve

Mepepn oTpacnblo 34paBoOOXPaHEHUS CTOMT NpobaeMa CoKpalleHns pacxofoB C NOMOLLbIO nepexofa oT
6YMaXKHOTr0 AOKYMEHTMPOBAHUS NPOLECCOB K 3/IEKTPOHHOMY. B HOBbIX MOAENAX OKasaHUst MeAWLMHCKONR no-
MoLLum ocobo nogyepknBaeTcss HE0HX0AUMOCTb COBMECTHOTO UCMO/Ib30BaHNA CBEAEHUI O nauueHTe pacluu-
PAOLWMMCA KPYTOM MeAMLMHCKUX CMeumanvicToB, BbIXOAALWErO 3a pamMmku TPaAULMOHHbBIX OpraHn3aunoHHbIX
6apbepoB.

MepcoHanbHas MeguuMHcKkas MHopmaums 06bIYHO MepefaeTcs C NOMOLLbI0 3/1IEKTPOHHOW NOYTHI,
yAaneHHoro foctyna k 6ase gaHHbIX, 31€KTPOHHOTro 06MeHa AaHHbIMU 1 ApYrux npunoxexuin. Cpega NHTep-
HeT npegocTaBiseT BbICOKOI(DdEKTNBHbIE N JOCTYMHbIE CpefcTBa 06MeHa nHhopmaLueli, 0gHako oHa He-
6e3onacHa v nNpu ee NCNONb30BaHNN HEOBXOAUMO MPUHMMATbL AOMNOMHUTENbHbIE MepPbl 06ecnevyeHns Henpu-
KOCHOBEHHOCTU IMYHOCTMN 1 KOH(PMAEHLMANBHOCTW. YCUINBAIOTCS Takme yrpo3bl 6e30nacHoOCTu, Kak cnyyaii-
HbIi AN NpefHamMepeHHbI HeCaHKUMOHWPOBaHHbLIA AOCTYN K MeAMLUMHCKOM WHopMauum, u cucteme
3[,paBOOXpaHeHNs HeOOXOANMO UMETb HafeXHble cpeAcTBa 3alWuTbl, MUHUMU3NPYIOLLME PUCK HECAHKLNO-
HMpPOBaHHOrO AocTyna.

Kakmm xe 06pa3om crctema 34paBooXpaHeHns MoxXeT obecneynTb COOTBETCTBYHIOLLYH0 3hEKTVUBHYIO 1
B TO )K€ BPEMSI 3KOHOMUYHYHO 3aLLUTY Nepefayn faHHbIX Yepes ceTb VIHTepHeT? PelueHune 3Toi npo6iemsbl Mo-
XeT 6bITb 06ecneyeHo ¢ NOMOLLbI TEXHOMOMMMN L poBbIX CEPTUCNKATOB U MHAPACTPYKTYPbI C OTKPbITHIM
kiouom (MOK).

[lns npaBnAbHOro NpMMeHeHns L poBbIX cepTUrKaToB TPebyTCA coueTaHne TEXHOIOTNYECKNX, Me-
TOAMYECKUX U afMWUHUCTPATUBHBIX MPOLLECCOB, o6ecneumBaloWwmnx 3almnTy nepejayqn KoHUAeHLNaNbHbIX
[aHHbIX B He3aLLVWLLIEHHOW cpefie C MOMOLLbI0 «LWNK(POBAHNA C OTKPbITBIM KOYOM», U MOATBEPXAEHNE NAEH-
TUYHOCTY LA v 06bEeKTa c NOMOLLbI0 cepTudukaToB. B cchepe 3apaBooxpaHeHns B 3TO coueTaHne BXOAAT
cpefcTBa ayTeHTUdmKaLum, WngpoBaHna 1 3NeKTPOHHOW nognucy, npegHasHauyeHHble 415 BbINOHEHUS aa-
MWHUCTPATMBHBIX W KNNHNYECKUX TpeboBaHnii KOHPMAEHUMANBHOCTM 0CTyNa 1 nepejayn MeguunHCKUX 40-
KYMEHTOB WHAMBMAYaNbHOrO yyeta. MHorme n3 aTnx TpeboBaHuii MOryT 6bITb YA0B/IETBOPEHbI C MOMOLLbIO
CcNyx6, NpyMeHsiLWmMX undposble cepTudumkaThl (BKIOYasa LWKMGpPoBaHme, LesIoCTHOCTbL MHopMauun 1 anek-
TPOHHbIe nognucu). Ocob6eHHO 3P EKTNBHO NPUMEHEHME LU POBLIX CEPTUHINKATOB B pamkax ouumnanbHOro
cTaHjapTa 3awutbl uHdopmMauun. MHorue opraHvsauumM BO BCEM MWpEe Hayaiu Mcnonb3oBaTb Lucposble
cepTudukaTbl NOLOGHLIM 06pa30oM.

Ecnn obmeH vHopmaumeli Ao/MKeH OCYLEeCTBAATLCA MeXAy MeAWLUMHCKAM NpuKknagHbiM nNporpam-
MHbIM 0b6ecrneyeHVem pasHbIX OpraHu3auuii, B TOM Yncrie OTHOCALLMXCA K pasHbiM BefomcTBaM (Hanpumep,
Mexay MHOPMaLMOHHBIMU cucTeMamMmn 60/1bHULbI U MOSTMKIVHUKM, OKa3biBaKOLWMX MEANLIMHCKYIO NOMOLLb 0f-
HOMY 1 TOMY e nauyueHTy), To MHTeponepabenbHOCTb TEXHOOMMI LhpOBbIX CEPTUCMKATOB 1 CONYTCTBY!O-
LMX MONUTUK, PErNaMeHTOB 1 NPaKkTUYeCcKUX NpuemMoB npuobpeTtaeT NpUHLUMNUanbHoe 3HadeHume.

[ns o6ecneyeHnsa nHteponepabenbHOCTU pas3NyYHbIX CUCTEM, UCNOb3YOWMNX L posble cepTudnka-
Tbl, HEO6X04MMO CO3A4aTb CUCTEMY AOBEPUTE/bHbIX OTHOLLEHUIA, C MOMOLLbIO KOTOPOI CTOPOHbI, OTBETCTBEH-
Hble 3a obecneyeHne Npas IMYHOCTU Ha 3aLMTY NepCoHabHO MHhopMaLMmn, MOryT nofaraTbCa Ha NOIMTUKK
W NpakTUuyeckue Npuembl W, B AONOSIHEHUE, HA AEACTBUTENBHOCTbL 3/MIEKTPOHHbLIX CEPTUEIMKATOB, BblAAHHbLIX
APYTMMW YMONHOMOYEHHBIMW OpraHn3aLsamu.

Bo MHOrunx ctpaHax cuctema LucpoBbIX CepTUMKATOB NCNOb3yeTcs AN obecneveHnsa 6e30nacHoro
ob6MeHa nHopmavmein B npegenax HaumoHanbHbIX rpaHuy,. Ecniv paspaboTtka cTaH4apTOB Takke orpaHnyeHa
3TUMM Npejenamu, To 3T0 NPUBOAUT K HECOBMECTUMOCTM NOSIMTUK U PernameHToB LEHTPOB cepTudmkaLum
(L/C) v ueHTpoB peructpaumm (LLIP) pasHbix cTpaH.

TexHonorns undpoBbIX cepTUNKaTOB aKTUBHO pa3BrBaeTCs B pamMKax onpefesieHHbIX HanpaBieHui,
He cneundnyHbIX 418 34paBo0XpaHeHunsi. HenpepbiBHO NPOBOAMTCA BaXHelwan paboTa no ctaHjapTusaumm
1 B HEKOTOPbIX C/y4Yasx no npaBoBOMYy o6ecneyeHunto Takoli TeXHONOrMK. B To e BpemMs NocTaBLuKu Meaun-
LIMHCKUX YCNYT BO MHOTMX CTPaHax yXXe UCNosb3yT UAn NAaHupyoT UCNo/b30BaTh LMdpoBble cepTudunkaThl.
HacTosAwwii ctaHaapT npu3BaH yA0BNETBOPUTL NOTPEBHOCTb B yNPaBAeHUN JaHHbIM MHTEHCUBHLIM MeXAyHa-
POAHBIM NPOLLECCOM.

HacToAwwnii ctaHAapT coAepxuT o6Lmne TeXHNYeckne, aKcnayaTaunoHHble n MeTogmueckme Tpebosa-
HUSA, KOTOPbIE AO/DKHBI ObITb YA0BETBOPEHbI 419 06ecneyeHns NCnoNb30BaHNSa LMQPOBbIX CepTUUKATOB B
Lenax obMeHa MegULMHCKON nHdopmalueil B npegenax o4HOro JOMeHa, Mexay oMeHamMy 1 3a npegenamm
rpaHunL, OAHON opucamkumn. Ero Lenbio ABNseTca co3faHne 0CHOB r106asbHO nHTeponepabensHocTu. Hac-
TOSILLMIA CTaHAAPT U3HAYANIbHO NpeAHAa3HauYeH 415 NOALEPXKU TpaHCrpaHMYHOro o6MeHa JaHHbIMW Ha OCHOBE

[\
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LMppoBbIX CEPTUDUKATOB, OHAKO OH TaKXe MOXEeT C/AYXWUTb PYKOBOACTBOM MO LUMPOKOMY WCMOJIb30BaHUIO
LUMNpoBbIX CePTUIMKATOB B 34PABOOXPAHEHUN HA HALMOHA/IbHOM WV PErMoHasIbHOM YPOBHAX. VIHTepHeT
BCE LUMpe UCNOoNb3yeTcs Kak CPeAcTBO nepejayn MeguUMHCKUX AaHHbIX MeXay opraHvusaunsaMu 3gpasooxpa-
HeHVs 1 SIBNAETCH efMHCTBEHHbIM peasibHbIM BapyvaHTOM ANS TpaHCrpaHW4yHOro obMeHa faHHbIMU B 3TOW
cgpepe.

HacTosawmit ctaHaapT AO/HKEH paccMaTpuMBaTbCA Kak efuHoe Lenoe, MOCKO/bKY Kaxaas U3 Tpex ero
yacTell BHOCWUT CBOIi BK/ag B onpejesieHne Toro, Kak Lndposbie cepTudmkaTsl MOryT UCNOb30BaTbCA AN
obecneyeHuss cepsmcos 6e30MacHOCTY B CUCTEME 34PaBOOXPaHEHUS, BKIOYAA ayTeHTudmkKaumno, KoHN-
[eHUNanbHOCTb, LeNOCTHOCTb AaHHbIX Y TEXHUYECKME BO3MOXHOCTW MOAAEPXKMA KauyecTBa 3/1EKTPOHHOM
noanucu.

N C017090-1 onpefensieT OCHOBHbIE MPUHLMMNbLI MPUMEHEeHNS LMPOBbIX cepTudnkaTos B cdhepe 3gpa-
BOOXPaHeHNs v onpeaensieT CTPYKTypy TpeboBaHuWil K HTeponepabenbHOCT, HEOOXOAUMbIX 415 CO3aaHUS
CUCTEMbI 3aLLMLLEHHOTO 06MeHa MeULMHCKOW MHchopMaLmeil Ha OCHOBE NPpUMeHeHUs L poBbIX cepTudm-
KaToB.

NCO 17090-2 onpepgensieT cneuyudunyHble ana cepbl 34paBooXpaHeHns Npoguan 3NeKTPOHHBIX cep-
TU(PMKATOB. OCHOBAHHbLIX Ha MeXxAyHapoAHOM cTaHaapTe X.509 u ero npodune, onpegeneHHom B crneymdu-
kauuun IETF/RFC 2459 [1] ans pasHbix TUNOB cepTUmKaToB.

M CO0 17090-3 meeT OTHOLLEHME K Npo6eMam ynpasfieHus, CBA3aHHbIM C BHeApeHueM LuudpoBbIx cep-
TuchukaToB B chepy 34paBOOXpaHEHUS 1 UX IKCnyaTaunein. B Hem onpegeneHbl CTPYKTypa NOANTUK CepTu-
hrKaToB U MUHVMabHbIE TPE60BAHNA K HUM. & Takke CTPYKTypa COnyTCTBYIOLLMX OTHETOB MO NMPaKTUYECKOMY
NPYIMEHEHWIO cepTUdmKaLmm.

MCO 17090-3 ocHOBaH Ha MHopMaLMOHHbIX pekoMeHdaunsax IETF/RFC 2527 [2] n onpefensieT npuH-
LMnbl NONUTUK 6e30NacHOCTU MeAULMHCKON MHopMaumn npy ee TpaHCrpaHMYHol nepegade. B Hem Takke
onpegeneH MUHUMa/IbHO HEOBX0AUMBIA YpOBEHb 6€30MacHOCTV NPUMEHUTE/IBHO K acnekTam, cneLupuyHbIM
Ans cihepbl 30paBoOOXpaHEHUS.
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HAUMOHANBbHbBIMN CTAHOAPT POCCUMCKOW OSEJLEPALUNMN

MHdopmaTmzauusa 340poBbA
NHOPACTPYKTYPA C OTKPbITbIM KTHOYOM
YacTtb 2

Mpodwnne ceptuchukata

Health Informatics. Public key Infrastructure. Part 2. Certificate profile

fata BBegeHns — 2011—08—01

1 O6nacTb NpUMeEHEHNS

HactosAwwmin ctaHgapT onpeAensieT 0OCHOBHbIe Npodunn ceptudmkaTos, Tpebyemble 415 06MeHa meu-
LIMHCKOW MHpopmaumei BHYTpM OAHOI opraHusanmm, mexay opraHusanmamm v npy TpaHcrpaHuyHoOM obMeHe.
OH onpegensieT getanu npyuMeHeHns L poBbIx cepTndrnkaToB B 061acTu 34paBooxXpaHeHns n okycupyeT-
CA. B YACTHOCTK, Ha 0COBeHHOCTAX npodhunelt cepTudrKaTos, cneynuyHbix 4N 34paBOOXPaHeHUs.

2 HopmaTuBHbIE CCbIKN

B HacTosiwem cTaHAapTe UCMONb30BaHbl HOPMATUBHbBIE CCbIIKN Ha Cneayolme MexayHapoaHble cTaH-
fapTbl:

MNCO 17090-1:2008 WHdopmaTuka B 06/1aCcT 34paBooxpaHeHust. VIHpacTpykTypa OTKpbITOrO K/koya.
Yacte 1. O630p ycnyr uudposoro ceptudpmkata (ISO 17090-1, Health informatics — Public key
infrastructure — Part 1. Overview of digital certificate services)

MNCO 17090-3:2008 WHdopmaTuka B 06/1acTu 34paBooxpaHeHusi. MIHpacTpyKTypa OTKPbITOrO K/koya.
YacTb 3. MeHeMKMEHT nonnMTukmn opraHa no ceptudmkauyumn (ISO 17090-3. Health informatics — Public key
infrastructure — Part 3: Policy management of certification authority)

IETF/RFC 3280 WHTepHeT. MNpodwunb ceptudmkata X.509 MHpPaCcTpyKTypbl C OTKPbITBIM K/IKOYOM 1
cnucka oTo3BaHHbIX cepTudmkatos (CRL) (IETF/RFC 3280. Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile)

IETF.'RFC 3281 WHTepHeT. MNpodunb ceptudpmkata arpubyta ana astopusauuu (IETF/RFC 3281, An
Internet Attribute Certificate Profile for Authorization)

IETF/RFC 3739 WHTepHeT. MNpodnnb aTTectalMOHHbIX CEPTURINKATOB UHPPACTPYKTYPbl C OTKPbIThIM
knoyom (IETF/RFC 3739. Internet X.509 Public Key Infrastructure Qualified Certificates Profile)

3 TepMUHbI 1 onpeaeneHns

B HacTosilwem cTaHAapTe NMpUMeEHEHbl TEPMUHbI C COOTBETCTBYHOLLMMY ONpeaesieHns M1, YCTaHOB/EH-
Hble B MCO 17090-1.

4 YcnoBHble 0603HayYeHVs 1 CoKpaLleHUs
LIA ueHTp npucBoeHus atpubytos (AA — attribute authority)

CA cepTudpmkat atpmnbyta (AC — attribute certificate)
LIC ueHTp ceptudumkaumm (CA — certificate authority)

M3paHue ouuynanbHoe



FOCT P NCO 17090-2—2010

MC nonutuka ceptudukata (CP — certificate policy)

OlC oTueT 0 npakTuke ceptudmkaumm (CPS — certification practice statement)
COC cnucok oTo3BaHHbIX cepTudmkatos (CRL — certificate revocation list)
COK cepTtudukat otkpbiToro knoya (PKC — public key certificate)

MNOK nHpacTpykTypa ¢ oTKpbITbIM KNtovoMm (PKI — public key infrastructure)
LIP ueHTp peructpauuu (RA — registration authority)

LOTC poBepeHHas TpeTbs ctopoHa (TTP — trusted third party)

5 TMonnTUKN CepTUINKATOB B 34PaBOOXPaHEHNN

5.1 Twunbl cepTudnKaTOB, HEO6XOANMBIX NS 34PaBOOXPAHEHNS

CepTudukartbl MAEHTUYHOCTU JO/KHbI BblAaBaThCA:

- nuuam (KBanmduumMpoBaHHbIM MEAVNLMHCKUM paboTHUKaM, BCoMoraTesibHbIM MeAULIMHCKUM paboTHM-
kam. cybcmanpyembiM nocTasLivkaM MeAMLMHCKUX ycnyr, paboTHMKaM nogdepXuBalowmnx opraHusauui, a
TaKke nayneHTam/noTpedbuTensamMm MeguLMHCKOW NoMOLLN):

- opraHu3auuam (opraHusaumam 3paBooXpaHeHns 1 NoA4epXMBaloLLMM opraHmsaumsam);

- ycTpolicTBam;

- NPUIOXEHUAM.

Ponuv nuu, n opraHmsauuii 4OMKHbI 6bITh 3anucaHbl IM60 B caMOoM cepTudukare nAeHTMYHOCTH (B paclum-
peHuun ceptTudnkata), NM6o B accouymmpoBaHHom CA. PasnnuHble Tunbl cepTudmnkara v nx B3avMOOTHOLIEHNSA
nokasaHbl Ha pucyHke 1.

5.2 CepTudukatbl UeHTpa cepTudmkaLmm

5.2.1 Ceptucukatbl kopHesbix LC

CepTtudukatbl KopHeBbix LIC ncnonbaytotes, ecnu LIC cam siBnsieTca cybbekToM ceptudhmnkaTa. OHu ca-
MonoAnucaHsl U NPUMEHSAIOTCA A5 BbiNycka cepTUdMKaTOB A0BEPAIOLLVM UM CTOPOHAM, BKIoYasA NOAYMHEH-
Hble LIC. Mone 0CHOBHbIX OrpaHUYeHWNiA COAEePXUT NpU3HaK, YTo cy6bekToM cepTudmkata asnsetcs LIC.

5.2.2 Ceptudukatbl nogYmHeHHbIX LIC

CepTtudukatsl nogumHeHHbIx LIC Boinyckaotea agns LIC, KoTopebivi cepTudpnumpyeTcs ApyrmM BblLLeCTos-
wmm LIC, HafeneHHbIM NpaBoM BblNyckaTb CepTUdUKaTbl, Uan 48 Apyrux nogunHeHHbix LIC. nav gna obbek-
TOB.

Adpknpannataasnmnmn ra i
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5.3 Kpocc-cepTtugukatbl (cepTudukaTbl NOCPefHNYECKUX LLEHTPOB cepTudukaumm)

B cpefe VIHTepHeT He NpuxoanTcs paccunTbiBaTb Ha Hanunuve LIC BepxHero ypoBHs, KOTopomy 6yayT Ao-
BEPATb OpraHn3auuny 34paBoOXPaHEHUs, eCIN OHW NOAYMHEHbI pasHbIM BEAOMCTBAM WU LO/DKHbI YHacTBO-
BaTb B TpaHCrpaHM4yHOM O6MeHe WHdopmauueil. BmecTo 3Toro B cUCTEME 34paBOOXPAHEHMS [LOSDKHbI
co3faBaTbCsl OTAe/NbHblE «OCTPOBKN [0BEPUSA», KaXAblA CO CBOMM kOpHeBbiM LIC. o6cnyxusatoLwmm rpynny
yupexaeHuii 3apaBooxpaHeHns, 06pa3oBaHHy0 No Npu3Haky cneyuanmsanum, BeJOMCTBEHHONM NOAUYNHEHHOC-
TV UK reorpadmyeckoro nonoxeHns. Kaxabiii kopHeBoi LIC kaxoro «oCTpoBka A0BEPUsi» [O/MKEH BblgaTb
Kpocc-cepTudmkat gpyromy kopHesomy LIC.

B Takoi cutyaumu rpynna LIC MoxeT cornacoBaTtb MYHUManbHbIA HA60p CTaHAapTOB, BK/IOYAEMbI B UX
NONNTUKN 1 COOTBETCTBYIOLLME OTYETbl O MpakTuke cepTudmkauun. Kak Tonbko 3TO cAenaHo, AoBepsaoLas
CTOpOHAa MOXeT NpuHATL cepTudmkat ot LC. Haxogswerocsa 3a npegenamu ee goMeHa. 3TOT NOAXOS MOXeT
6bITb 0CO6EHHO MOMIe3eH pernoHasnibHbIM OpraHam ynpas/ieHus 34paBOOXpaHeHneM A5 OpraHu3aumn mex-
Tepp1TopranbHOro 06MeHa NHopMaumeil.

Ona B3auMHOW cepTudMKaumn pasnuyHbix AomeHoB LIC ucnonb3yeTcs 0cobblii TN cepTudimka-
TOB — Kpocc-cepTudmkathl (cepTudmkatbl nocpegHnyecknx LIC). C nx nomoLblo o6ecnevnBaeTcs macltab-
Hoe pa3BepTbiBaHWE MPUIOXKEHW OTKPbITLIX KOYER, HanpuMmep, 3aluleHHas 3/1IeKTPOHHAas noyta v gpyrue
NpUNoXeHus, Tpebyemblie ANA CUCTEMbI 34PaBOOXPaHEeHMS.

5.4 CepTudukatbl KOHEUYHbIX 06 BEKTOB

5.4.1 O6ume ceBegeHus

CepTudimkatbl KOHEYHbIX 06BEKTOB BbIJAIOTCA TakM O0O6beKTaM, Kak Mua, opraHnsauuu, npuaoxeHus
UNn ycTpoicTaa.

OHM Ha3blBaloTCA cepTuukaTamy KOHeUHbIX 06EKTOB, NOCKOJIbKY HE UCMO/b3YTCA 419 BblAayn cep-
TUVKATOB APYrUM O6beKTaM.

5.4.2 CepTudukatbl UAEHTUYHOCTU NNL,

Ceptudimkatbl MAEHTUYHOCTW NUL, OTHOCATCA K MOATUMY CEPTUIMKATOB KOHEUYHbIX 06BEKTOB U NpeaHas-
HayeHbl 4715 BblJaun OTAeNbHbIM NULam B Lensx ayTeHTudukauum.

Cnepyouwme nsaTb TUNOB AENCTBYIOWMX /ML, B 34paBOOXPaHEHNN paccMaTpuBaloTCA Kak OTAesbHble
nuga:

a) KBanMuUUMpOBaHHbIe MegUUUHCKNE PabOTHUKNM:

- KaxAblli BNagenel Takoro ceptudmkara ABAsSeTCs MeANLUMHCKAM PaboTHUKOM, KOTOPOMY A1 BbIMNOSI-
HeHUsi NpodheccnoHasbHbIX 0683aHHOCTEN HEOBXOANMbI CEPTUMIMKAT MW NINLLEH3USI OT OpraHa rocyjapCTBeH-
Horo ynpasneHus (cm. MICO 17090-1. nogpasgen 5.1). 31 cepTudpmkaTbl MOryT UMETb TUN aTTecTalMOHHOro
cepTudmnkata (cM. MICO 17090-1, nogpasgens! 8.2 1 7.3 HacTosLero ctaHaapTa);

b) BCnomorartesibHble MeAnUMHCKME paboTHUKN:

- KaxAblli BNagenel Takoro ceptudmkara ABAsSeTCS MeANLMHCKAM PaboTHUKOM, KOTOPOMY A1 BbIMNOSI-
HEeHUsi NPOheCCUOHANbHbIX 06513aHHOCTEl He TpebyeTcst cepTUdmKaT Uan NNLEH3US OT OpraHa rocyjapCTBeH-
Horo ynpasneHus (cm. MCO 17090-1. nogpasgen 5.1). 31 cepTudpmkaTbl MOTyT UMETb TUN aTTecTalMOHHOro
cepTudmkara,;

c) cybcuampyemblii NOCTaBLLNK MEANLMHCKUX YCYT:

- Kaxkablli BNagenew, Takoro ceptudmkaTa SBAseTcsa MLOM, BbINMOMHALMM onpeAeseHHble 0683aHHOC-
TV B CUCTEME 3[paBOOXpaHeHus no cybcuanmm odmumnanbHO opraHu3auum 34paBoOXPaHeHns Wan YacTHO-
npakTuKytloLero Bpaya. 3T cepTndmkaTtbl MOTyT UMETb TUM aTTeCTaLWOHHOro cepTudukara;

d) paboTHMK NoAAepXMBaKOLLEn opraHm3aLun:

- Kaxablli Bnagenew, Takoro ceptudvkaTa aBnsieTca paboTHUKOM OpraHu3auuu 34paBoOXpaHeHus unm
nogAepxvBaroLeli opraHmsaunm. 3t cepTudmkaTbl MOTyT UMETb TUN aTTecTauMoHHOro cepTudurkaTa;

€) nauueHT/noTpebuTens MegULUHCKON NOMOLLN:

- KaxAblii Bnafenew, Takoro cepTudmkara ABnseTcs NULoM, KOTopoe Ha onpejeneHHoM aTane 6o no-
nyyano. mbo noayvaeT ycnyrn KsanuduumpoBaHHOro WAy BCOMOraTesibHoro MeguuUMHCKoro paboTHuka. 3tm
cepTudmnkaTbl MOTYT UMETb TUM aTTeCTaUMoOHHOro ceptudmnkara.

5.4.3 CepTudukaTt NgeHTUYHOCTN opraHmsauumu

OpraHu3sauus, cBa3aHHas C CUCTEMOW 34paBOOXPAHEHNS, MOXET BNlafeTb CepTUNKATOM B LIeNsX NAEH-
TUchvKaumm nnmn ansa wudposaHns AaHHbIX. B HacTosWwem cTaHAapTe NpeAyCMOTPEHO yKa3aHne ee Ha3BaHus
B none ceptudmkarta B cootBeTcTBuM ¢ IETF/RFC 3647 [3].

5.4.4 CepTudukat ngeHTUYHOCTM yCTpolicTBa

NHamBmayanbHas naeHtudmnkauma v ayteHTudukaums MoryT noTpeboBaTbCs Takum YCTPONCTBaM, Kak
cepsep uAv MeguUMHCKUIA Npubop, Hanpumep, yCTPOMCTBO /lyYeBON ANArHOCTUKN, MOHUTOP XU3HEHHO BaX-
HbIX Nokasartenei unn npoTesmpyoLLee YCTPOCTBO.
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5.4.5 CepTudukat npuaoxeHus

WNHavBmayanbHas naeHtudukauma n ayTeHTudmkanmsa MoryT noTpebosaTbCa TaKOMy NPUIOXKEHWIO, Kak
aBToOMaTU3MpoBaHHas MHOPMaLMOHHaA CMCTeMa, HampuMep, cucTema yyeta KoeyHoro poHaa 1 ABVXKEHUS
nauneHToB.

XOoTA HacCTOALMIA CTaHAapT NOCBALLEH B OCHOBHOM MPUMEHEHUIO CepTuukaToB NOCTaBLMKOB Meau-
LIMHCKOW MOMOLLM, HEOBX0AMMO OTMETUTb, YTO NauueHTam/noTpebuTensaMm MeguUUHCKUX YCAYT AN KOHTpons
CBOET0 3710p0OBbA BCE Yalle Heo6XoANMbI faHHbIe, A1 3aLMTbl KOTOPbIX MOTYT NPUMEHATLCA LUdpoBble cep-
TndpukaTbl.

5.4.6 CA

CA npegcTaBnsieT cob0oil cepTumUmnpoBaHHy0 M 3aBepeHHyo LM poBoii NOANUCLI0 COBOKYNHOCTb
aTpnbyToB. CTpykTypa CA noxoxa Ha cTpyktypy COK. OcHOBHOE OT/iMume cocTouT B ToM. 4yTo CA He cojep-
XWUT OTKPBITBIA Ktod. CA MOXeT cofepxaTtb aTpubyTsl, cneynduumupytolme YieHCcTBO B rpynne, KaTeropuio
Jonycka K uHdopmaLlmun n apyrue ceefeHvs o Bnagernsle ceptudukara, Kotopble MOryT 6bITb UCNO/Ib30BaHbI
Onsa koHTponsa goctyna. Ctpyktypa CA pgonxHa cootsetcTBoBath IETF/RFC 3281.

B cucteme 3gpaBooxpaHeHnss CA MOXeT BbIMOMHATL CYLWECTBEHHYIO POJSib HOCUTENs cBefeHuin 06
asTopu3aumu.

CsefieHnsa 06 asTopu3auuy oTimyalnTca oT nHopMaLumn o posm paboTHUKa B cUCTEMe 3[paBooxpaHe-
HUSA UK OT NINLLEH3UNIA, KOTOPbIE MOTYT 6bITb NepefaHbl B COK. Hannune nHdopmaumm o poam uam nnueHsum
B/IMSIET HA aBTOpU3aLmio, HO camo no cebe He 065A3aTeNbHO MAEHTUYHO aBTopu3aLMn. BaxHo oTMETUTb, YTO
feTtanbHas cneundukaumnsa CA elle He yctoanack 1 6ygeT yTOUHATLCA No Mepe 6o1ee LWPOKOro NpUMeHeHns
pa3paboTynkaMmm MHMOPMALMOHHbIX CUCTEM.

CwuHtakcuc CA onucaH B IETF/RFC 3281.

KomMnoHeHTbl CA MCnonb3ylTcsa cnegyowmnm o6pasom.

Pa3Hble Bepcun CA oTmuyatoTcst No Homepy Bepcun «version». Ecnv B CA npucyTcTByeT nose CBepTKM
«objectDigostinfo» nnn ecnu none «baseCertificatelD» ngeHTudmnumnpyeT nsgatensa ceptucukara, To Ho-
Mep BEPCUN «VEersion» A0/IKEH ObITb «V2».

Mone «owner» 3afaeT MAEHTUYHOCTb Bnagenbua CA. O653aTeflbHO AO/MKHbI ObITb YKa3aHbl HaVMeHOo-
BaHWe nsgartens v cepuiiHblil Homep KoHkpeTHoro COK. MoryT 6bITb yKa3aHbl OfHO WA HECKO/IbKO 06LLMX Hau-
MEHOBaHMWIA. a yka3aHne CBEPTKM 06bekTa 3anpeLLeHo.

Mcnonb3oBaHne 06Wwmux HanmeHoBaHuii «GeneralName» B kayecTBe naeHTudMKauuyu Bnagensua 3a-
KntovaeT B cebe TOT PUCK, YTO OHWM HE MOTYT 06ecneynTb AOCTAaTOYHO TOYHON MPUBA3KN HAMMEHOBAHWUSA K OT-
KPbITOMY K04y, YTO 3aTPYAHUT npuMeHeHne CA ana ayTeHTudukauum naeHtTuyHocTn sBnagensua. Kpove
TOro, HekoTopble hopMbl 06X HauMeHoBaHUiA «GeneralName» (Hanpumep. «IPAddress») He rogaTca ans
HaumeHoBaHusA Bnagenbla CA. KOTOPOro CKopee MOXHO OTHECTU K PONU, HEeXeNN K KOHKPEeTHOMY 06bekTy. He-
06X0ANMO OrpaHNUYNTbLCSA NPUMEHEHVEM Taknx hopm 06LLEr0 HAMMEHOBAHUS, KaK OTNNYMTENbHbIE UMEHA, af-
peca. cooTBeTcTBYylOWMe cneuyndukaumm ETF/RFC 822 [4] (9neKkTpoHHass noyta), U O0ObekTHble
naeHtTudmkaTopsl (415 UMeH ponen).

Mone «issuer» coaepxut ngeHtndukauymio LIC. Bbinyctusluero ceptudmkar. HaumeHosaHue nsgarens
1 cepuiiHblit Homep COK fo/KHbI 6bITb Yka3aHbl 0653aTenbHO. O6LMe HaMMeHOBaHMA yKa3biBaTb Heobs3a-
TefbHO.

Mone «signature» maeHTUUUMPYET KpUnTorpadpmyecknii anroputM, UCNonb3yemMblii ANsS LM poBoii
nognucu CA.

Mone «serialNumber» cogepXuT cepuitHbli HOMEp, YHUKaNbHO naeHTudnympyowmin CA cpean Bcex
cepTMdMKaTOB, BbINYLLUEHHbIX €10 n3garenem.

Mone «attrCertValidityPeriod» 3agaeT cpok felictBua CA. npefcTaB/eHHbIli B hopMaTe reHepanunsu-
poBaHHOro BpemeHu «GeneralizedTime».

Mone «attributes» cogepxut atpubyTbl Bragenbla cepTudnkata, KOTopble 3aBepsaOTCA 3TUM CepTu-
dhvkatom (Hanpumep, npuBUAETMM JOCTYNA).

Mone «issuerUniquelD» MOXeT 6bITb UCMO/Ib30BAHO A4/18 naeHTUurkauumn n3gatens CA B MHCTaHUMSAX,
KOTOPbIM OJHOTO UMEHW M3aarTesia HeJOCTaTOuHO.

Mone «extensions» no3BosisieT 406aBAATb HOBble Nons K CA.

Jetann ncnons3osaHnsa CA B 3gpaBooxpaHeHnn npusegeHsl B ICO 17090-1:2008. nogpasgen 8.4.

5.4.7 Ceptudukatbl ponu

CA nosnb3oBarteisi MOXeT COAepXaTb CCbINKy Haapyroi CA. cogepxalunii cBeeHuns 0 A0NOHUTE bHbIX
npusunernax. 31o ABAAeTcA 3PGPEKTUBHBIM MEXAHU3MOM peanu3aumn NpuBUIErMpoBaHHbIX PO

4
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B psige opraHusaumii 4nsa BbINONIHEHWSA onpeAesnieHHbIX paboT TpebyeTcs aBTopu3aLua Ha 0OCHOBe Npu-
BUErNiA. Ha3HaYeHHbIX PONsIM (0BbIYHO B COYETAHWUU C UHAMBUAYASIBHO HA3HAYEHHbIMU NPUBUIETUAMM).

MpeTeHAEHT Ha NpUBUIETNM MOXET NPeacTaBUTb KOHTPOIEpY HEYTO, AEMOHCTpUpYyLee Hannuve y
Hero onpegeneHHoli ponu (Hanpumep, ponu «nNpPoAaBLa» UK POSIN «MoKynaTens»). KOHTposiep MOXeT 3HaTb
anpuopu uam y3Hatb C NOMOLLbIO KakMX-iMbo CpeacTB, Kakue NpuBUIErMn CBA3aHbl C 3TOW POSIbIO, U MPUHATH
NOMOXNTENTbHOE UK OTpULAaTeNIbHOE peLleHre 06 aBTopu3aLmu.

BO3MOXHbI cnegyrowme cutyauum:

- no6oii LA moxeT onpenensitb 1l060€ YNC/Io poneit;

- cama posib 1 ee 061a4aTeniv MoryT onpesensaTbes U ynpaBnsaTbCsa pasfesibHO C NOMOLLb0 OTAENbHbIX LIA;

- NPUBWNErA, HA3HAYEHHbIE JAaHHOW POK, MOTYT GbiTh 3anvcaHbl B OAHOM WM HECKoNbkux CA:

- Npn HeobxoaMMocTU obnagaTento ponu MOXeT NpucBamBaTbCA TOSIbKO MOAMHOXECTBO NPUBWUIETUNA,
Ha3HaueHHbIX Ponu;

- MPaBOo B/IAAEHMUSI POJIbI0 MOXET feNernpoBaTbCs;

- ponAM ¥ NnpaBam BNafeHust UMMU MOFyT Ha3HayaTbCa onpegesieHHble CPOKN AelCTBUS.

O61BbeKTy MOXeT 6bITb NpcBoeH CA, cogepXalinii atpubyT, yBeOMASAOLWNIA, HTO 3TOMY 060BbEKTY Ha3Ha-
YyeHa onpegenieHHas ponb. ITOT cepTUdMKaT UMeeT paclumpeHne, cojepxallee ykasaTenb Ha apyroi CA,
onpeaensoLmin 3Ty posb (Takoli cepTudnkaTt poan ykasbliBaeT posib B kKauecTBe Bnagesnbla v CogepXuT cnu-
COK MpUBUMEIWIA, Ha3HA4YeHHbIX 3TO ponu). M3gatenun ceptudmkaTa obbekTa U cepTudukaTa poam moryT
OblTb HE3aBUCKUMbIMMK, U 3TV cepTudukaTbl MOryT ynpaBnsaTecs (Npekpawatb gelicTBUe, 0T3bIBATLCS U T. A4.)
OTAeNbHO ApYr OT Apyra.

He Bce chopmbl 06Liero HaumeHoBaHUa «GeneralName» npurogHbl 418 MCNOMb30BaHUS B KayecTse
MMeHun ponu. MonesHee BCEro UCNONb30BaTh 00 BEKTHbIE NAEHTUHNKATOPbI U OT/IMYUTENbHBIE NMEHA.

6 O6wue TpeboBaHMsA K cepTudmkaram

6.1 CooTBeTCcTBUE cepTUdMkaTa

Ko Bcem cepTtuchukatam, onpefesieHHbIM B HAcTOAWEM cTaHfapTe, NpeAbsABAAOTCA cnegyouine
TpeboBaHus:

- OHM O/DKHbI SBNATLCS cepTudhmkatammn copmata X.509 Bepcun 3 (5);

- OHU O0/MKHbI cooTBeTcTBOBaTh IETF/RFC 3280. OTKNOHEHUS OT Hee A0MyCcKalTCs TOIbKO B TOM C/y-
Yyae. ec/iM OHN COOTBETCTBYIOT MPe/I0XEHHbIM PELUEHUSIM BbISB/IEHHbIX NPo6a1eM aToli cneyudukaumm;

- cepTudpmkatbl, noATBEpPXAAOWMe WHAMBUAYANbHYO WAEHTUYHOCTb, [O/DKHbI COOTBETCTBOBATb
IETF/RFC 3739. OTKNOHEHNSA OT Hee AoNYCKalTCA TO/IbKO B TOM C/lyyae, ec/in OHU COOTBETCTBYIOT Npeasno-
XEHHbIM peLlleHUsM BbISiB/IEHHbIX Npo6siem 3Tol cneundmKauuu;

- none «signature» AO/MKHO MAEHTUMULMPOBATL NCNO/b3YEMbI anropuTM LMKPOBOIA noanucy;

- MUHMMaNbHaa AnvHa cepTUULMPOBAHHOIO OTKPBLITOrO K4a f0/KHA 3aBUCETb OT MCNOJb3yeMOoro
anropuTma. AnvHbl Kodeli 4omkHbl cooTBeTcTBOBaTh MICO 17090-3, noanyHKT 7.6.1.5;

- Ha3HayeHue Kaya 419 WnppoBaHNa He JO/MKHO coYeTaTbCs HU C HEOCMOPVMOCTbIO, HU C LUMPOBOIA
nognuceto (cm. 7.2.3).

Hwxe onucaHbl 06LMne anemMmeHTbl BCex LUGPOBbLIX cepTudmnkaTos, npefHasHavYeHHbIX 415 3gpasooxpa-
HEeHVS 1 NoKasaHHbIX Ha pUCyHKe 1. 3TV 3/1IeMeHTbl OANHAKOBbI Y Pa3/IMYHbIX TUNOB CepTUUKaTOB.

Certificate ::= SIGNED { SEQUENCE {

version [0] Version DEFAULT v1,

scrialNumbcr CertificateSerialNumber,

signature Algorithmldentifior,

issuer Name,

validity Validity,

subject Name,
subjectPublicKeyInfo SubjectPublicKeylnfo,
issuerliniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
subjectUniqueldontifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
extensions [3] Extensions MANDATORY.

version Bepcusa kognpoBaHHOIo CepTVICbVIKaTa. [onxHa nmeTb 3HavyeHue v3.
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6.2 O6WMO nons Bcex TUNOB CepTUdPUKATOB

1) Mone «serialNumber» nmeeT Lenoe 3HavyeHue, npucsavBaemoe LIC kaxgomy ceptudpumkaty. OHO
npefHasHa4yeHo A9 YHUKaNbHON naeHTudgrkaumm ceptugmkatos. 3HaveHme «serialNumber» go/mkHO 6bITb
YHVKa/bHbIM A1 KaXA0ro ceptudukaTa, BbiNyLWeHHOro gaHHbiM LIC (To ecTb HaMeHoBaHuWe nsgaTens cep-
TUhukata B co4eTaHnn ¢ CepuiiHbiM HOMEPOM ABMAETCH FM06anbHO YHUKANbHBIM NAEHTUUKATOPOM).

2) Mone «signature» coAepXuT AeHTUdMKaTOp asropuTma, ucnosb3osaHHoro LIC agns nognucu cep-
Tudpukata.

3) Mone «issuer» naeHTUULMPYeT HaMMeHOBaHWe opraHu3aLum, noanucasLueli 1 BbINyCcTUBLLEN cep-
TudpmkaT. 3HayeHne 3Toro NoNs npeacrasnseT coboit cooTBeTcTBYOWYHO ISO (6] CTPYKTYPY MEHU, COCTaB KO-
TOpOI COOTBETCTBYET OMNpeAesieHnio knacca O6GBLEKTOB ponv B oOpraHusauumn «organizationalRole»,
HaxoAsLLerocs nog knaccoM O6bLEKTOB opraHu3auum «organization» wnu nogpasgeneHus «organization-
Unit».

4) Mone «validity» cogepXxuT nHTepBan BpeMeHu, B TeyeHune kotoporo LIC rapaHTupyeT AeicTBUTE Nb-
HOCTb MHhopMaLuK, cogepxalleiics B cepTudmkaTe. Mpu Bblgaye cepTudmkaTa KBanuuupoBaHHOMY Me-
AVLMHCKOMY paboTHKKY LIC fo/mkeH MpuHATL Mepbl, YTOObl CPOK AelicTBMA LMGPOBOro cepTudumkata He
npeBbICU1 CPOK AeliCTBMA cepTudmkarta cneymanmcta nav npotheccroHanbHom MueH3nmn. YTo6bl BbINOHUTL
370 ycnoswue, LIC ao/mkeH 60 yCTaHOBUTb CPOK AENCTBMS LMIPOBOro cepTudmkaTta, He NpeBbILaoWnii cpo-
Ka aeincteua ceptudmkarta cneynanucta (npoeccroHanbHol NuueH3nmn), Nnbo HageXxHbIM 06pa3om nosy-
YnTb NOATBEPXAEHUNE, YTO CepTudukaTt cneymanmcTa (MMLeH3nsa) NpoA/eH 40 NCTEYEHNSA ero CpoKa AeliCTBUS,
a ec/nn CPoK UCTEeK, a NOATBEPXAEHVE He NONyYeHO. — 0TO3BaTb LM(POBOI cepTudmkaT UM NpMocTaHoBUTb
oro aeiicTeue.

NMpumeyvyaHune — OTAnuNTENbHbIE NpaBuna koguposaHusa (Distinguished Encoding Rules — DER) paspewa-
10T  MCMONb30BaTb HECKOMbKO cnoco60B opmMaTUpoOBaHUA 3HauyeHWih paTtbl ¥ BpeMeHn Tuna «UTCTtme» wu
«GenerallzedTime*. UTo6bl MUHUMUN3NpPOBaTL NPOo6aEMBI C Bepudnkaumnein uudposBoii nognucu, B peanmsaumnax ctaHgap-
Ta BaXHO NCMNOMb30BaTh OAUH 1 TOT e popmat. Ecnu rog 6onbwe unm paseH 2050, To BpeMs J0/KHO KOAMPOBATLCS, UC-
none3ya cdopmart «GenerallzedTime». UYTo6bl KoaupoBaHue 3HauveHwuih Tuna «UTCTImeo 6bINO COBMECTUMbIM,
Heob6xo4MMO KOAMPOBATb UX. NCNOMb3YyA hopMaT «2». N He ONyCKaTb MOMIe CeKyHA, AaXe ec/in OHO uMeeT 3HadyeHue 00 (T.
e. popmart gomxeH 6b6ITb YYMMDDHHMMSSZ). Mpu Takom KoguposaHuu none roga YY AOMXKHO MHTEPNPETUPOBATLCA Kak
19YY,ecnm YY 60nbwe nan pasHo 50. 1 kak 20YY, ecnu YY menbwe 50. Korga ncnonedyetcsa tun «GenerallzedTime», T0
3HaYeHWe 3TOro TUna AOJIKHO KOAMPOBATLCS, UCNONb3YA hopMaT «2». U NONe CekyHA AO0/HKHO 6biTb BKAOYEHO (TO ecTb
cdopmat gosxeH 661Tb YYYYMMDDHHMMSS?2).

5) Mone «subject» naeHTUdMLMPYET HAMEHOBaHNe Cy6bekTa, acCoLMMPOBAHHOIO C OTKPbITbIM KO-
4yoMm. cogepxawmumes B none «subjectPublicKeylnfo».

6) B none «subjectPublicKeylnfo» xpaHsATCA OTKPbITHINA KNOY 1 MAEHTUMKATOP anropuTmMa npumMeHe-
HMA 3TOTO K/toYa.

7) Heob6sasaTenbHoe none «issuerUniqueldentifier» npegcrtaBnseTt coboii 6GUTOBYH CTPOKY, UCMO/b3Y-
emylo AN YHUKanbHOW naeHtTudukaummn nsgartens (B cootsetcteum ¢ IETF/RFC 3280 HacTosimil cTaHAapT
He pekoMeHAyeT UCNoNb30BaTh 370 Mosie).

8) HeobssaTenbHoe none «subjectUniquoldentifier» npeactaBnseT coboii 6UTOBYIO CTPOKY, NCMOSb-
3yemyto AN YHUKaNbHON naeHTudmkauum cybbekta (B cootseTcTBum ¢ IETF/RFC 3280 HacToAWwmiA cTaHaapT
He pekoMeHAyeT UCNoNb30BaThb 370 Mose).

9) Mone «extensions» AO/KHO COAepXaTb NOCNef0BaTEIbHOCTb U3 OAHOTO UM HECKO/IbKMX paclumpe-
HWiA cepTudpukara.

Mopnuce ceptudpnkata odasnaeTcs K TUNY gaHHbIX cepTudukaTa ¢ NOMOLLbI0 CTaHAAPTHOTO TUNa faH-
HbIX «SignedOata».

6.3 Cneuundmkayuy ob6wmnx nonew

6.3.1 O6uwue cBeageHus

Hwxe npusefeHbl cneymdunyeckne TpebosaHns K nHdopmauun, cogepxatleics B 6a3oBbiX Nonasx cep-
TUdmkKaTa. KoTopble elle He 6bin BktoveHbl B IETF/RFC 3280 unu IETF/RFC 3279 [7].

6.3.2 Mone «signature»

PekomeHayeTca npucsamBaTb MOS0 «signature» 04HO U3 CAeyoLWwnx 3HaYeHW:

1. md5WithRSAEncryption (1.2.840.113549.1.1.4)

2. shalWithRSAEncryption (1.2.840.113549.1.1.5)

3. dsa-with-shal (1.2.840.10040.4.3)

4. md2WithRSAEncryption (1.2.840.113549.1.1.2)
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. ecdsa-with-SHA1 (1.2.840.10045.4.1)

. ecdsa-with-SHA224 (1.2.840.10045.4.3.1)
. ecdsa-with-SHA256 (1.2.840.10045.4.3.2)
. ecdsa-with-SHA384 (1.2.840.10045.4.3.3)
. ecdsa-with-SHA512 (1.2.840.10045.4.3.4)

10. id-RSASSA-PSS (1.2.840.113549.1.1.10)

11. sha256WthRSAEnNcryption 1.2.840.113549.1.1.11

12. sha384WithRSAEncryption 1.2.840.113549.1.1.12

13. sha512WithRSAEncryption 1.2.840.113549.1.1.13

6.3.3 lMone «validity»

3HayeHna paT cpoka fAeiicTBua, nepepasBaeMble B none  «validity», [O/MKHbI COOTBETCTBOBATH
IETF/RFC 3280. B HacToslLem cTaHAapTe MPUHATbI OFpaHNYeHNs CPOKOB AelCTBUSA CepTUdInKaToB, BblaaBae-
MbIX B CUCTEME 3[paBoOXpaHeHuns, npeacrtasneHHble B MCO 17090-3, noanyHKT 7.6.3.2.

MomeHT BpemeHn «notBefore». ykasaHHbIl B cepTudukare, 0TpaxaeT TOUHbIE MOMEHT, HaunHas ¢ Ko-
Toporo LC 6yaeT ynpaBnaTb akTyanbHOW nHhopmaumeli o ctatyce cepTudmkata n nybnmkosaTb ee.

6.3.4 lMone «subjectPublicKeyInfo»

B sToMm none gomkeH 6bITb 3a4aH naeHTudukaTop anroputMa, HanpuMep:

1. Anroputm RSA

pkcs-1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)

rsadsi(113549) pkes(1) 1}

rsaEncryption OBJECT IDENTIFIER :={ pkcs-1 1}

2. Anroputm Diffio-Hollman

O61bekTHbI naeHTudukatop anroputma Diffio-Hellman, nogpepxvBaembiii B HacTosiwem npodwune,
onpegeneH B ANSI X9.42:2003 [8].

dhpublicnumber OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) ansi-x942(10046) number-type(2) 1}

3. Anroputm DSA

O6bekTHbI naeHTUdMkaTop anroputma DSA, noggepxuBaemblii B HacToswem npodwune, umeet
3HaueHne

id-dsa ID ::= {iso(1) member-body(2) us(840) x9-57(10040)

x9cm(4) 1}

4. SnnunTUYeckne Kpveble

Ecdsa {(1,2,840, 10045,2, 1))

TpeboBaHus K pasmepam kitoya cm. B MICO 17090-3:2008. nognyHKT 7.6.1.5.

6.3.5 lMone HanmeHOBaHWA nU3gaTens «issuer»

HavmeHoBaHve usgartens, xpaHaleeca B Nose «issuer», fJ0/MKHO UMeTb hopmat, COBMECTUMbIN € CO-
oTBeTCTBYOWEN ISO [6] CTPYKTYpOli UMEHM, COCTaB KOTOPOI COOTBETCTBYET ONpPeE/EHNI0 Knacca 06bEKTOB
ponn B opraHusauum «organizationalRole», Haxogsweroca nogj Knaccom O6BLEKTOB OpraHvsauum
«organization» wnuM nogpasgeneHns «organizationlinit», ¢ nNpuBeAEHHbIMW HWXE [AOMOSHEHUAMU 1
orpaHuyYeHuaMN.

CogepxaHue noss HauMeHoBaHWA U3gartens «issuer» AN Kaxgoro tuna ceptudurkara onncaHo s 6.4.

1. Mone HaumeHoBaHUsA CTPaHbl «countryName» f0/HKHO coAepxaTb ABYXOYKBEHHbIN Kog ISO cTpaHbl.

© 0o ~NO O

Mpumep — countryName * "US™.

370 none obssaTesibHOe, NOCKO/IbKY B chepe 34paBOOXpaHEHUSI BXHO 3HATb CTPaHy MPOUCXOXAEHUS
cepTudgukaTa, NpeabsaBIEHHOro A4/1a 3anpoca AocTyna K NepcoHasibHOW MeAnUMHCKOW nHpopmaumn. B pas-
HbIX CTpaHax CYL,EeCTBYIOT CBOM 3aKOHbI NO 3alMTe NepcoHasbHbIX AaHHbIX U CBOS NMpakKTMKa UX NPYMEHEHMS,
No3TOMy 3HaHWe CTpaHbl NPOUCXOXAEHWUS 3anpoca Ha AOCTYNn NMOMOXET NPUHATL pelleHne, YA0BNeTBOPUTL
ero unu Her.

2. lMone HaMmeHOBaHUS MecToHaxoxaeHusa «localityName» MOXeT UCNoNb30BaThCA AN XpaHeHUs Mo
MeHbLLUEe Mepe 0JHOr0 HAMMEHOBaHUSI MECTOHaxoxaeHus. Cneundukayms ero popmara TpedyeT Ucnosb3o-
BaTb ABa YPOBHS HaVMEHOBaHUS MECTOHaXOXAeHUs. BepxHuli ypoBeHb ykasblBaeT CTpaHy, Nnocsie KOTOpoii
yKasaHo reorpacguyeckoe HauMeHoBaHNe MeCTOHaX0XAEHUs. B none HaMMeHoBaHWsA usgatens cepTugukata
none «localityName» cTpaHbl MOXHO ORYCTUTb W OFpaHUuMTbCA TOMbKO nonem «localityName»
reorpacpmyeckoro MECTOHaX0XAEHUSI.
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Mpumep — locelltyName = “California”.

3. MNone HavMeHoBaHWA opraHusauun «organizationName» ncnosb3yeTcs ANA XpaHeHUs HaMMeHoBa-
HUSA cybcuamnpyloLein opraHnsaummn 34paBooXpaHeHns B cepTudmnkaTe KOHeYHoro o6bekTa U HauMeHoBaH!A
LIC B cepTudpmkate LIC. 370 none fO/MKHO coAepxaTb MOSIHOE 3aperncTpupoBaHHoe HauMeHoBaHne opraHu-
3auun.

Mpumep — organizationName * “California Hospital Authority”.

4. TlNone HaMMeHOBaHWA NogpasgenerHus «organizationalUnitName». Ecnv 3To none npucyTcTByeT, TO
OHO MCMONb3yeTca AN XpaHeHUs HaMMeHOBaHUS nogpasfenieHnsa AaHHoN opraHmsauun. MoxHo opmupo-
BaTb HECKO/NIbKO YPOBHeW MOAYMHEHHOCTU noAapasgeneHuii, 3agasas 60/iee OAHOMO 3HaYeHWUs 3TOrO NoNsA.
Ecnu ato none ykasaHo, TO ero 3HayeHue [0/HKHO BblGUpaTbcs TakuM o06pa3om, YTo6bl UCKNHOUNTL HEOAHO-
3Ha4yHOCTb B loMeHe gaHHoro LIC.

Mpumep — organizationalUnitName * “Midtown Hospital Radiology”.

5. Mone o6uiero HaumeHoBaHns «commonName». Ha3HayeHve 3Toro nons — onucaTb obLeynoTpe-
6uTenbHoe HavMeHOBaHWe wu3gatens. 3T0 None B covyeTaHnM € OOLWMM HauMeHOBaHMEM CyObekTa
«commonName» HepeAKo UCMONb3yeTca CTaHAapTHbIMU KOMMOHEHTaMn NporpaMMHoOro obecneyeHuns npu
Bblgaue cepTudmkaTta nonb3osartesto. [103TOMy HavMeHoBaHWe [O0/KHO ObITb MHPOPMATUBHBIM, YTOObI faTb
nosiHoe npefcTaBneHne 0 HasHavyeHun ceptudpukarta v ero nsgatene. Kpome Toro, pekomeHAyeTcs BKIOYaTb
B 3HauyeHue nons «commonName» HanMmeHoBaHue ynpasnstoLei MNC. OHo CAYXUT JONONHEHVEM K NAEHTY-
hukaumm NOANTUKM C MOMOLLbIO 06 BEKTHOTO MAEHTUMKaTopa.

Mpumep — commonName 3 "Patient Health Information Policy

6.3.6 [lone HanmeHoBaHUA cyb6bekTa «subject»

HavmeHoBaHve cybbekTa, XxpaHslleecs B none «subject», 4o/MKHO MMeTb hopmat, COBMECTUMBINA € CO-
oTBeTcTBYtoLLeli ISO [6] CTPYKTYpOit MMEeHN, COCTaB KOTOPOI COOTBETCTBYET onpefesieHnto knacca 06beKToB
ponn B opraHusauum «organizationalRole», Haxogsweroca nojg Klaccom O6BLEKTOB oOpraHusauuu
«organization» wu nogpasfeneHns «organizationUnit», ¢ npuBefeHHbIMU HUXE AOMNOTHEHUSAMU U OrpaHu-
YEHUAMMN.

Keanudukaumns n o/mMKHOCTU y4acTHUKOB CUCTEMBI 3[paBooXpaHeHns oTpaxatTca B none «hcRole»
paclmpeHnus ceptudukara.

CogepxaHue nons HarMeHoBaHuA cybbekTa «subject» 4na kaxaoro Tvna cepTudvkara onmcaHo B 6.4.
JlononHuTeNbHblE COBETbI U yKa3aHUsi MOXHO HaliTh B ISO/TS 21091 [9].

1. Mone HaMMeHoBaHWsA CTpaHbl «countryName» [A0/KHO cofepxaTtb ABYyXOYKBEHHbI Kog, ISO cTpaHbl.

Mpumep — countryName 3 “US".

MpakTvika 3anonHeHNa 3TOr0 NOA 3aBUCUT OT KOHKPETHOW CTPaHbI.

J70 none, o6sasarensHoe ansa LC. kBanumumpoBaHHbIX U BCOMOraTesibHbIX MeANLMHCKUX paboTHU-
KOB. Cy6CUAMpPYEMbIX MOCTaBLLMKOB MEANLMHCKMX YCYT, OpraHn3auuii n paboTHUKOB NOAAEPXKMBAIOLLMX Opra-
HU3auuil. MocKoNbKy B cdepe 34paBOOXPaHeHWs BaXHO 3HATb CTpaHy MNPOUCXOXAEHUS CyObekTa,
npeabsaBAsoLLEro cepTudukaT AN 3anpoca gocTyna K nepcoHanbHOl MeguLHCKol nHdopmauun. B pasHbix
CTpaHax CyLecTBYHT CBOM 3aKOHbI NO 3aLMTe NepCoHabHbIX AAaHHbIX U CBOSI NPaKTUKa MX NPUMEHEHUS, NO3-
TOMY 3HaHWe CTPaHbl MPOVCXOXAEHNA 3anpoca Ha A0CTYN NOMOXET MPUHATb pelleHne, YA0BNeTBOPUTb ero
UAn HeT.

2. MNone HanmeHOBaHNA MecToHaxoXAeHus «localityName» MOXeT NCnonb3oBaTbCA /15 XPaHEHUs No
MeHbLUEe Mepe 04HOro HaMMeHOBaHUS MecToHaxoxXaeHns. Crneundvkaums ero coopmarta TpebyeT Ncnonb3o-
BaTb [Ba YPOBHS HaMMEHOBaHUSA MECTOHaXOXAeHUs. BepxHuili ypoBeHb ykasbiBaeT CTpPaHy, nocse KOTopoi
ykasaHo reorpacunyeckoe HaumeHoBaHne MecToHaxoxaeHus. B none HauMmeHoBaHusa cybbekTa ceptudukaTa
none «localityName» cTpaHbl MOXHO ONYCTUTb W OFPaHUUYNTBLCA TONbKO nonem «localityName» reorpadu-
YeCcKOro MecToOHaxoXAeHus.

Mpumep — localityName 3 “California".

3. Mone HavMeHoBaHWs opraHu3aumn «organizationName» UCNob3yeTcs 4151 XpaHeHUsl HauMeHoBa-
HUA cy6cuavpytolleli opraHM3anumn 34paBoOXpaHeHNsI B CEPTUIMKATE KOHEYHOro 06bekTa U HaMMeHoBaHWs
LeHTpa cepTudukaumm B ceptudpukate LIC. 370 none [O/KHO cofepxaTb NMOJSIHOE 3aperucTpupoBaHHoe
HavMeHoBaHVe opraHu3ayum.

8
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Mpumep - organizationName * “Midtown General Hospital".

4. TMNone HaumeHoBaHUA nogpasgeneHus «organizationalUnitName». Ecnv aTo none npucyTcTeyeT, TO
OHO UCMONb3yeTcs AN XpaHEeHUss HAaMMEHOBaHUS NoapasfeneHus AaHHok opraHu3aumm. MoxHo dopmMupo-
BaTb HECKO/IbKO YPOBHElW MOAYMHEHHOCTW mogpasgeneHuwii, 3agaBas 6osee 0AHOr0 3Ha4YeHWs 3TOro Moss.
Ecnn 3t0 none ykasaHo, TO €ro 3HayeHwe [AO/HKHO BblGMpaTbCA TakMM 06pasoM, 4YTOObI WCKIHUUTL
HEeoAHO3HAaYHOCTb B JOMeHe faHHoro LIC.

B HeKOTOpbIX MECTHbIX CUCTEMAaX 34paBoOXpaHeHus, Hanpumep B ANOHWUK, Nofe HauMeHoBaHWsA noja-
pasgeneHusa Ucnosnb3yeTcs 4719 XpPaHEeHUS ponu yyacTHVKa 34paBooXpaHeHns. T0 Nosie MOXeT 6bITb nones-
HbIM MpW peasim3aLmmn YacTHbIX BUPTYasibHbIX ceTelt (VPN). NOCKOMbKY MapLipyTM3aTtopbl UM MeXCeTeBble
3KpaHbl HEKOTOpbIX NpoBaigepos VPN MoryT pacnosHaBaTb 3/leMeHT HauMeHoBaHus nogpasgenenns OU un
MCNob30BaTh ero NPy NPUMeHeHU Npasu paspeLleHns ocTyna unmn otkasa B 4octyne. C ero noMoLlbo A0-
BepSALLAaA CTOPOHA JIErKO MOXeT cuuTaTbh MHGOPMaLMIO O POM HenocpeacTBEHHO U3 cepTudukaTa. Takum
obpasom, ecnu none «organizationalUnitName» ykasaHo, TO OHO MOXeT WCMO/b30BaTbCA A/ XpaHeHMWs
pPONN yyacTHUKa CUCTEMbI 34PaBOOXPaHEHUS.

Mpumepsl

1. organizationalUnitName * "Midtown Hospital Radiology".

2. organizationalUnitName « "Licensed Physician".

5. MNMone o6u.|,ero HanmeHoBaHnA «commonName». HasHauyeHue 3Toro nona — onucatb 06u4eyn0Tpe-

6UTENBHOE HaMMeHoBaHue cybbekta. OHO AO0/HKHO MPUCYTCTBOBATb W COAepXaTb TOYHOE HauMeHOBaHWe
CyGbeKTa, U3BECTHOE CUCTEME 3L PABOOXPAHEHNS.

Mpumep — commonName = "Bruce Wayne".

370 nose Ao/MKHO ObITb 06A3aTeNbHbIM A5 WL, U OpraHn3aLuii, ABNSAOLWMXCA cybbekTamu cepTudmka-
ToB. ECcnv Hago NpuHATL peLleHne o focTyne K NepcoHasibHON MeANnLMHCKO MHdopMaummn nnn o6 otkase B
[ocTyne, TO BO3MOXHOCTb WMAEHTUMULMPOBATbL Ha3BaHWe Nuua, U3BECTHOe CUCTEMEe 3[paBOOXpPaHeHus,
MOXeT VMeTb CyLLeCTBEHHOEe 3HauYeHue.

6. Mone hamunum «surname». JTO Nose UCNOMb3YeTCA A9 ykasaHusa dhamuimm cybbekTa cepTuduka-
Ta. Ecnv oHo NpucyTCTBYET, TO JO/MKHO COAEPXaTh TOUHYIO (haMUInio Cy6bekTa, M3BECTHYIO CUCTEME 34, paBo-
oXpaHeHus.

Mpumep — surName = “Wayne".

7. MNMone nveHun «givenName». 370 Nosie NCNOAb3YETCS A4J/151 yKa3aHUss UMEHUN 1 0TYecTBa CyobekTa cep-
TUukata. Ecnm oHo nNpucyTCTBYEeT, TO AO/IXHO cofepXaTb TOYHbIE UMSA U OTYECTBO CyObekTa, U3BECTHbIE
cucTeme 34paBoOXpaHeHns.

Mpumep — givenName = "Bruce”.

8. MNone agpeca 3/71EKTPOHHOW NOYTbl «e-mail». OCHOBHOE pPEeKOMeHAOBaHHOE Ha3HayeHue 3TOoro
nons — XpaHeHve agpeca 3/1eKTPOHHON NouTbl cybbekTa.

Mpumep — e-mall m “Jsmith@ network.com.au".

PaspeluaeTtca napannensHoe BkIYeHne aTpubyta «EmailAddress» B HaumeHoBaHue cybbekTa ans
noaAepXkn HecTaH4apTM30BaHHbIX peanusaunii, Ho B IETF/RFC 3280 06b5B/1E€HO yCTapeBLUUM.

HacTosiwumii cTaHgapT pekoMeHayeT NCNoNb30BaTh 3/1eMeHT e-mail B none anbTepHaTUBHOTO HAUMMEHO-
BaHuA cyb6bekTa «subjectAltName». a He B none HaMMeHOBaHUA CyobekTa.

9. Mone cepwuiiHoro Homepa «serialNumber» mMoxeT ncnonbL30BaTbCA B LEenax o6ecneyeHns yHukab-
HOCTM HaumeHoBaHus cybobekTa «subjectON». Hanpumep, ero MoXHO MCNoNb30BaTh A4/ XpaHeHNs Homepa
cepTudmkata MeMLUHCKOro cneyuanucta. 370 nose ABnseTcsA Heobs3aTesbHbIM.

6.4 TpeboBaHuA A9 KaX0ro Tuna ceptTuukaTtos B 34paBooOXpaHeHNN

6.4.1 DnemeHTbl NONA ulgarens «issuer»

Tpe6oBaHUsA K aNeMeHTam Nons n3gatens «issuer» A5 KaKAoro Tuna cepTuukaToB B 3paBooXpaHe-
HWUKM NpuBefeHbl B Tabnuue 1.

6.4.2 DnemeHTbl NonfA cybbekTa «subject»

TpeboBaHMsA K 3/ieMeHTaM Nons cybbekTa «subject» Ans kaxaoro Tmna cepTudukaToB B 34paBooxpa-
HeHun npusefeHsbl B Tabnuue 2.
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7 Wcnonb3oBaHve pacluMpeHuii cepTudpmkarta

7.1 O6wwme cBefeHns

Hwxe nprvBegeHbl Tpe60BaHMA K MCNOIb30BaHNIO 3/1EMEHTOB MOJei paclmpenns («extensions») cep-
TudpnkaTtos dpopmata X.509 Bepcum 3 [5]. npebaBaseMble Npu pelleHnn 3agad 3apaBooxpaHeHus. bonee fe-
TasbHas nHopmaymsa 06 aTnx nonsx npusegeHa B IETF/RFC 3280 n IETF/RFC 3739.

7.2 Obwue pacwmpeHns

7.2.1 Mone naeHtudukatopa knwua LUC «authorityKcyldentifior»

3T0 paclumpeHne f0/MKHO NAeHTU(NLMPOBATb OTKPbITbIV K04, UCNOMb3YEMbIN 15 NPOBEPKM NoAnucH
cepTudukaTa. C ero noMoLiblo MOXHO OT/IMYaTb pasHble KoUW, ncnosb3yemsle ogHum LIC (Hanpumep, npu
06HOBNEHMN KTHOYa).

[lonxeH ncnonb3oBaTbCs TOMNbKO 3aneMeHT «keyldentifier» nona pacwwupeHuns «authorityKeyldenti-
tier».

370 paclumpeHvie ABNSETCA HeKpUTUYeckum. Ecnm oHO MCnonb3yeTtcs, pekoMeHAyeTcs 06bABAATL ero
o06s3aTesbHbIM.

7.2.2 Mone naeHtudunkaTopa knwya cybbvekta «subjectKeyldentifier»

OT0 paclumpeHne ncnosb3yeTcs Ana ngeHTunKkaLum oTKpbITOro Ktoya, cofepxallerocs e nose ceptu-
dmkata «subjectPublicKeylnfo».

B IETF/RFC 3280 npuBefeHbl ykazaHusi, kKakuM 06pa3oM afieMeHT naeHTndmkaTopa MoxXeT ObiTb U3Bre-
YeH M3 OTKPbITOrO ktova. PaspelueH no6oi anropmT™ N3BIeYeHns Npu ycnoBum, 4To naeHTtudmkaTop éyget
06nagatb CBOWCTBOM YHVKA/IbHOTO NpeAcTaB/ieHns Kaya.

370 paclumpeHvie ABnseTca 06a3aTeslbHbIM U HEKPUTUYECKUM A5 BCEX CEPTUUKATOB KOHEUHbIX 06b-
eKTOB 1 Bcex cepTudomkaTos LIC B Lienoyke AoBepusl, NOCTPOEHHON A8 CUCTEMb! 34,paBOOXPaHEHUS.

7.2.3 Tone 0CHOBHOrO Ha3HaveHus knto4va «keyUsage»

OT0 paclumpeHune JOo/HXKHO UAeHTUULMPOoBaTh OCHOBHOE Ha3HavyeHne, acCouunpoBaHHOE C OTKPbITbIM
Kto4om ceptudpmkata. Micnonb3oBaHne efMHCTBEHHON Napbl kNYein n ansa wndposanus, n 4ns undposoi
nognucy sBocnpelaeTcs. Vicnonb3oBaHne Kwya AN WndposaHnsa He AO/HKHO coveTaTbCs HU C Heocnopu-
MOCTbI0. HY C LUMdpoBOI Nnoanucbio (cMm. 6.1).

370 pacwmpeHne fomKHO bbiTb 06513aTeNlbHbIM. PekomeHayeTca cneunduumposaTtb ero Kak kputuyec-
Koe (Kak 370 ykazaHo e IETF/RFC 3280).

7.2.4 Tlone cpoka Mcnosb3oBaHUsA cekpeTHOro ka4a «privateKeyUsagePeriod»

Vcrnonb3oBaHne 3TOro paclmpeHus He pekoMeHayeTcs.

Mo ymonuaHuio B OTCYTCTBME 3TOr0 PaclIMpeHns nepuog AeiCTBUS CEeKPeTHOro k/va coBnajaeT co
CPOKOM fAelicTBKA cepTudmkaTa.

7.2.5 Mone nonutuk ceptudunkarta «cortificatePolicies»

PacwunpeHne «certificatePolicies» gomkHO coaepxaTb 06bEKTHbI nAeHTUUKATOpP CTaH4apTU30BaH-
Hoin nonnTukm ceptucmkartos LIC B cootBeTcTBUM ¢ MCO 17090-3.

OT0 pacwmpeHune sBnseTca 0683aTeNlbHbIM Y MOXET ObITb KPUTUYECKUM UM HEKPUTUYECKUM B 3aBUCK-
mocTu ot MC.

7.2.6 Mone anbTepHaTUBHOIO HaUMeHOBaHUA cybbekTa «subjectAltName»

PekomeHgyeTcs, 4TOObI 3TO pacluypeHne NpPUCYTCTBOBAJIO B cepTudhukaTe n cogepxano agpec afek-
TPOHHOW MOYTbI NonyyYaTensa ceptTudmkaTa, COOTBETCTBYOLWMIA cneyundukaunm ETF/RFC 822 (4]. Ecnu B Hero
BK/IIOYEH 3/IEMEHT HauMeHoBaHua kaTasora «directoryName», To B Liensax obecnevyeHns NnoAaepKkm Mexay-
HapofHOro Habopa CYMBO/IOB A1 OT/INYNTE/IbHOTO HaVMEHOBaHWA Cy6bekTa OH AO/HKEH UMETb TUM AaHHbIX
UTF8String.

OTO0 paclumpeHune sBnsieTca Heoba3aTeNbHbIM U HEKPUTUYECKUM.

7.2.7 Mone 6a30BbIX orpaHnyeHunii «basicConstraints»

PaclwmnpeHnune «basicConstraints» cofepxuT 6yneBcKoe 3HauyeHue, NpMMeHsemMoe NS ykasaHus, Mo-
XeT nn cybbekT aeiicTBoBaTh kak LIC. ncnonb3ys cepTMULMpPOBaHHbI/ KoY A8 NOANUCK CepTUUKATOB.
Ecnu 310 3HaueHne paBHo TRUE, To MOXeT ObITb Takke ykazaHO orpaHuyeHne AnvHbl NyTu cepTudmnkaumm.

Ceptudpmkatsl LIC gomkHbl BKIovaTh B cebs paclumpeHue «basicConstraints» co 3HavyeHnem TRUE.

Y106kl YAOCTOBEPUTLCA, ABMSETCA /1N faHHOE pacluVpeHne KpUTUYECKUM TIM60 HEKPUTUYECKUM 1 065-
3aTesiIbHbIM /IM60 HeobA3aTeNbHbIM, CM. Tabnuuy 3.
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CepTudunkatbl KOHEYHbIX 06LEKTOB (BblAaBaeMbiX KBaNMLMPOBaHHOMY MeANLMHCKOMY paboTHUKY,
BCNomoraresibHOMy MeANLMHCKOMY paboTHUKY, CybcranpyemMomy nocTasLLuKy MeANLUHCKUX YCIyr, paboTHW-
Ky noffepxuBaioLieli opraHM3aLun 34paBooxXpaHeHns, NnoTpebuTento, opraHusaunm, NPUIOXKEHNI0 UK yCT-
pOIiCTBY) HE AO/HKHbI UMETbL paclunpeHune co 3HavyeHnem TRUE.

7.2.8 TMone Toyek pacnpoctpaHeHus CMUCKOB OTO3BaHHbIX cepTudukaTos
«CRLDistributionPoints»

IETF/RFC 3280 pekomeHAyeT noaAepxky aToro pacwumpenuns ans LC vn npunoxeHuid. na peanusauyuii
CTaHfapTa B 34paBoOXpaHeHnun, UCMO/b3YOLWNX TOUKN PacnpoCTPaHeHs CNUCKOB OTO3BaHHbIX cepTuduKa-
TOB. 3TO pacluMpeHne 40/MKHO ngeHTUmumMpoBaTe MecToOHaxoxaeHne cootseTcTeytowero COC (nam cnucka
0TO3BaHHbIX LeHTPOB cepTudmrkaumm ana ceptudukatos LIC) B katanore LudpoBbIx cepTudmkaTos. B sTom
c/lydae OHO J0/MKHO ObiTb 06A3aTe/IbHbIM Y HEKPUTUYECKUM.

7.2.9 Tlone pacwnpeHHOro HasHavyeHunsa knwoya «extkKeyUsago»

3T0 none ykasbiBaeT OAHO WM HECKO/IbKO HAa3HAYeHWli cepTUMLMPOBAHHOIO OTKPLITOrO Kiua, Ans
KOTOPbIX OH MOXET UCMO0J/1b30BaTbCA B ,ONOJIHEHNE K OCHOBHOMY Ha3Ha4eHW0, ONMMCaHHOMY B NMoJie OCHOBHOIO
Ha3HaueHus knova «keyUsage». cofepxallemcs B paclUMpeHnun, UM BMecTO 3TOr0 HasHaueHus.

OT0 paclmpeHne aenseTcs Heoba3aTeNbHbIM Y HEKPUTUYECKUM.

7.2.10 NMone wvHGOpMauuM o0 JocTyne K cepTudukatam LEHTPOB  cepTudukauum
«authoritylnfoAccess»

PacwupeHue «authoritylnfoAccess)» ykasbiBaeT, Kak NoayunTb AocTyn K ceptucmkatam LIC u cepse-
pam ycnyr onpegeneHus cratyca ceptudukara B peasibHom BpemeHu (OCSP Responders).

370 pacwmpeHne He 3agaeT MecTtoHaxoxaeHne COC. Ero 3HayeHne cocTouT 13 nocnefoBaresibHOCTH
onuncaHuin MeTofoB AOCTyNa 1 afpecoB 06bEKTOB AOCTyna.

Kaxablii anemeHT aToli nocnefoBaTelbHOCTU ONuCbiBaeT chopMaTt U MeCTOHaxX0XAEeHUe AOMNONHNUTENb-
Hoi nHdpopmauum o LIC. Tun n chopmat nHpopmMaumm ykasbiBatoTcsl B MeTofe AOCTyNna, a MeCTOHaxXOXaeHne
MHhopmauum — B agpece focTyna.

370 paclmpeHne aBnseTcs Heoba3aTeNbHbIM Y HEKPUTUYECKUM.

7.2.11 NMono gocTyna Kk nHpopmauum o cybbekte «subjcctinfoAccess»

OT0 none ykasbiBaeT, Kak MoAyuYnTb A4OCTYN K cepTudukatam LIC cybbekTa 1 Taknum cnyxbam, Kak MeTku
BpeMeHM.

370 pacwvpeHune aBaseTca Heoba3aTeslbHbIM Y HEKPUTUYECKUM.

7.3 CneynanbHble aTpubyThl kaTanora cy6bekToB

7.3.1 ATpubyT npodpeccuoHanbHoi ponu «hcRole»

ATpubyT «hcRole» no3Bonser koANMpoBaTh CBEAEHNS 0 PON KBA/TMAULMPOBAHHOIO WX BCOMOraTesib-
HOro MeAMLUMHCKOro paboTHMKa. ITOT aTpMbyT pekoMeHAyeTCa MCNob30BaTh NPW peanu3auusax ctaHaapTa,
NMOCKO/bKY ero npumeHeHune 6ygeT cnocobCcTBOBaTb MeXAyHapoHOl MHTeponepabenbHOCTU cepTudukaLmm
ponei B 3apaBooxpaHeHun. C 3TUM aTpubyTOM MOXHO BbIMYCTUTb HECKO/IbKO CepTUdMKaToB A8 O4HOMo 1
Toro xe nuua. C nonem «hcRole» MOXHO accouumpoBatb Lenblii psg Tabauuy knaccudmkauun. Mpegnarae-
MOe nosie MeeT MeXaHU3M paclUMpeHuns, NO3BONAILWNI NCNONb30BaTh HaLMOHA/bHbIE NN PErMOHasIbHbIe
CUCTEMbl KOANPOBaHNS poseli B 34paBOOXPaHEHNN.

JT0 none TpebyeTca ANA cepTUdUKATOB UAEHTUYHOCTU, NOCKO/LKY POMb Brajenbua ceptudukaTa B
34paBo0OXpPaHeHN COCTaBASET HEOTbEMIEMYIO HYaCTb ero/ee NAEeHTUYHOCTK.

Korpga aToT aTpubyT npoBepeH, A0NOAHUTENBHYIO MHhopmauuio yao6Hee nomewatb B CA. Kak 370 06-
cyxpgaetcsa B NCO 17090-1, nogpaspen 7.4.

HacTosAwwmi ctTaHfapT No3BoNseT NPeAbABNATL B CepTudmKaTe Takve permoHasibHble CBeAeHVs, Kak pe-
rMcTpaLnoHHble HOMepa, HoMepa CYeTOB U naeHTUdUKaTopbl NauveHToB. Hke npeacTtaBneHa cneunduka-
uma knacca o6bektoB REGIONAL-DATA.

hcRole ATTRIBUTE  :={

WITH SYNTAX HCActorData

EQUALITY MATCHING RULE hcActorMatch

SUBSTRINGS MATCHING RULE hcActorSubstringsMatch

ID id-hcpki-at-healthcareactor}

Ha3HayeHne 06beKTHbIX UAEHTUDNKATOPOB

B HacTosleM cTaHAapTe Ha3HauyeHbl creayoLmne 06beKTHble NAEHTUdMKATOPI.

(iso (1) standard (0) hcpki (17090)}

id-hcpki OBJECT IDENTIFIER = 1.0.17090
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id-hcpki-at OBJECT IDENTIFIER ::= {id-hcpki 0}

id-hcpki-at OBJECT IDENTIFIER 1.0.17090.0
id-hcpki-at-healthcareactor OBJECT IDENTIFIER  {id-hcpki-at 1}

id-hcpki-at-healthcareactor OBJECT IDENTIFIER ::= 1.0.17090.0.1
id-hcpki-cd OBJECT IDENTIFIER := {id-hcpki 1}

id-hcpki-cd OBJECT IDENTIFIER = 1.0.17090.1
id-hcpki-is OBJECT IDENTIFIER {id-hcpki 2}

id-hcpki-is OBJECT IDENTIFIER::» 1.0.17090.2
OnpepgeneHnsa TUMNOB JaHHbIX:

HCActorData ::= SET OF HCActor
HCActor SEQUENCE {
codedData [0] CodedData OPTIONAL.

RegionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL }
CodedData ::= SET {
codingSchemeReference  [0] OBJECT IDENTIFIER.
------ COoJLEepXUT CCbIJIKY Ha cuctemy kogmposaHus ISO uniu cebliiky
------ Ha MECTHYH CUCTEMY KOAMPOBaHUS, 3aperncTpupoBaHHyto B ISO
------ nn60o y HauMoHaNbHOro perncrpaTopa 06bEKTHbIX NAEHTUNKATOPOB.
------ O6beKTHbI ngeHTudgmrkaTop cuctemsl kognposanusa 1ISO
------ onpegeneH Boiwe (id-hcpki-is).
—————— Mo MeHbLLEel Mepe OAUH 13 CefylowWwmnx 3/IEMEHTOB
------ [O/MKEH NpUCYTCTBOBATH:

codeDataValue [1] UTF8String OPTIONAL.
codeDataFreeText [2] Directorystring OPTIONAL}
RegionalData ;= SEQUENCE {

type REGIONALDATA.&id({SupportedRegionalData}),
value REGIONALDATA.&Type({SupportedRegionalData}{@type})}
OnpepeneHve knacca 06bekToB «REGIONALDATA»:
REGIONALDATA ::= CLASS{
&Type.
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX &Type
ID &id}
OnpepeneHne MHOXecTBa knaccoB 06bekToB «SupportedRegionalDatax»:
SupportedRegionalData REGIONALDATA ::=
{coded,
. - - 3[ecb MOryT 6bITb OnpeAesnieHbl 4ONONHUTENbHbIE
- - pervoHanbuble/HauMoHanbHble 06BbEKTbI}
OnpegeneHne nHopmaLnoOHHOTO 06bekTa KOAMPOBaHHbIX AaHHbIX «coded»:
coded ;= REGIONAL-DATA {
WITH SYNTAX CodedRegionalData
ID id-hcpki-cd}
CodedRegionalData := SEQUENCE {
country [0] PrintableString (SIZE (2)),
- - Kog cTpaHbl n3gatens ceptudpmkaTta B cootseTcTBum ¢ 1ISO 3166-1 [10].
issuingAuthority [1] Directorystring.
- - NpeHnTudmkaTtop magatens ceptudpmkaTa kak permoHasibHoro o6bekTa.
- - MoxeT 6bITb yKa3aH Kak HaCTOALMIA naeHTUdUKaTop unm
- - KakK CTpoka nmoucka B kaTasore (TpebyeT AOMNONHUTE/TLHOTO
-- onpegeneHus).
hcMajorClassCode [2] CodedData.
hcMinorClassCode [3] CodedData OPTIONAL
[lns aToro nons Ao/KHbI UCNONb30BaTLCA KOABI, HANpUMep, B3ATbie U3 CUCTEMbI KOAMPOBAHUA UMEH pPO-
neii nonb3oBarteneii faHHbIx ASTM E1986-98 [11].
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3HayeHnsa aneMeHTOoB knacca 06bekToB «HCAcCtor» pekoMeHzyeTcs 6paTb U3 COOTBETCTBYHOLLEN HaLu-
OHa/IbHOW CUCTEMbI KOANPOBaHMUS.

B cepTudmkatax ksanmuLMpoBaHHbIX 1 BCOMOraTesibHbIX MeANLUHCKUX paboTHUKOB 3TO paclumnpe-
HVe siBNaeTcsa 065a3aTeNbHbIM Y HEKPUTUYECKUM. B oCTanbHbIX Cyyasax OHO Heo6sA3aTelbHoe U HekpuTuyec-
Koe.

7.3.2 Mone aTpnbyTOB KaTanora cybbekToB «subjectDirectoryAttributes»

PekomeHayeTcs, 4TO6bI 3TO pacluMpeHne NpUCYTCTBOBAO B MHAMBUAYabHbIX CepTumkaTax naeHTuy-
HocTU. B 3Tux cepTudmkaTax oHO MOXeT copepxaTtb aTpubyT «hcRole» (cm. 7.3.1). Kpome Toro, none
«subjectDirectoryAttributes» mMoxeT cogepxaTb gpyrne atpubyTbl, He cneunULMpPoBaHHbIE B HACTOALLEM
cTaHfapTe.

370 pacwyvpeHune AO/MKHO BbITb MOMEYEHO Kak Hekputuyeckoe. MocKosbKy cepTudmKaT MOXeT UCMOosb-
30BaTbCA Kak B LieN1fAX ayTeHTudmKaumm, Tak 1 B Lensx NprcBoeHNs poau, To B cepTudmkaTax ksanudumumnpo-
BaHHbIX U BCMOMOraTesibHbIX MeANLMHCKNX PabOTHUKOB OH [O/XEH 6bITb 065A3aTeNlbHbIM. B cepTudumkatax
APYruX TUNOB OH J0/KEH OblTb Heo6A3aTe bHbIM.

7.4 PacwunpeHune 06baBAEHU KBanuuMpoBaHHoro ceptudurkarta «gcStatements»

PekomeHgyeTca BkIouaTb none «gcStatements» B cepTudunkatbl KBannuLMpoBaHHbIX 1 BCromora-
TesNbHbIX MeAUUMHCKUX paboTHMKoB. CepTudukaTbl nauneHToB/noTpebuTteneli, cybenanpyembix nocrasLym-
KOB MeAMLMHCKUX YCAYT U paboTHUKOB MOAAEPXMBAIOLLMX OpraHn3aLmii Takke MOryT cogepXaTb 3TO none.
CepTudmkaTbl YCTPOWCTB ¥ NPUMIOXEHNIA HE AO/MKHbI ero cogepxartb. [leTanbHble cBeAeHns 06 aToM none
npveegeHsl B IETF/RFC 3739.

PekomeHpayeTcs, 4TOGbl NPUIOXEHMSl, COOTBETCTBYIOLME HACTOAWEMY cTaHAapTy, Oblan CMOCOGHbI
noaAepXxuBaTb UCNOb30BaHNe paclumpeHns «gcStatements».

OT0 paclumpeHne sBseTca Heoba3aTelbHbIM U HEKPUTUYECKUM.

7.5 TpeboBaHusa gNsa Kax[oro tuna ceptudukaTtos B 34paBOOXPaHEHUN

TpeboBaHus K 31eMeHTaM Mons paclMpeHns «extensions» A8 Kaxgoro Tuna ceptudmkatos B 3gpa-
BOOXpaHeHnn npuBeeHbl B Tabnuue 3.
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MpunoxeHne A
(cnpaBoyHoe)

Mpumepbl Nnpoduneli cepTugurkaTos

A.1 BBepgeHune

Huxe B Lena* nnnocTpaymm NpUBefeHO HeCKObKO NPOCTbIX MPUMEPOB KaXA0ro Tuna cepTudukatos. Tn npume
pbl He ABNATCSA HOPMATUBHbIMU. KoA Ha A3bike ASN.1 N HOPMATMBHbIE NOMIOXEHUS COfepXaTcs B OCHOBHOM TeKCTe Ha
cTosillero cTaHgapTa.

A.2 MNpodunb cepTnudmkaTa noTpedbuTens

MpumevyaHune — DTOT NPUMEP CAYXMUT TONbKO ANS Lenei UNncTpayum u He ABNAeTCA NpoToTunom Gyayuie
ro coopmata cepTudmkaToB HaynoHanbHoii cnyx6bl 3gpaBooxpaHeHns Benuko6putaHum (NHS).

MayneHT BiU Smith, ero Homep NHS 368964278. [laTta Bbinycka cepTudmnkata — 1asrycta 2001 roga. lata 3aBep
weHnsa geictena ceptugukata — 1 aerycta 2006 roga.

version (2 — pecAaTuyHblil koa cepTudukaToB Bepcun 3)
serialNumber (yHMKanbHbI HOMep, reHepupyemblii LIC)

signature (sha-1WithRSAEncryption {1.2.840.113549.1.1.5})
Issuer

countryName (UK)

localityName (London)

organizationName (Dept, of Health)

organizationalUmt (National Health Service)

commonName (CepTtudpukat naymneHta sepcumn 1)

serialNumber ({cepuitHblii Homep nsgatens})
validity (cpok paelictBus B (hopmate UTCTime:

notBefore 01080I000000z
notAfter 060801000000z)

subject

countryName (UK)

localityName (London)

organizationName (NHS)

organizatlonalUnit (Peructpatypa)

commonName (Smith Bill)

surName (Sm»lh)

glvenName (William)

e-mail (bSmith@uknet.com)
subjectPublicKeylnfo

algorithm (oTKpbITbIN kN0 RSA. 1024 6uT {1.2.840.113549.1.1.1})

subJectPublicKey
extensions

(OTKpLITBIA KN4 cybbekTa)

authorityKeyldentlfier
subJectKeyldentlfler
keyUsage
certlflcatePolicles
pollcyldentlfier OBJECT IDENTIFIER Policy-OID-for-Patient-Cemficate-v1l
cRLDistrlbutlonPoints (http:/lcrl.location.nhs.uk)
authorltylnformatlon Access (http:ocspserver.nhs.uk!lOCSP_SERVER:5S55)
subjectDirectoryAttributes
hcRole OBJECT IDENTIFIER
hcActorData SET OF {
codedData CodedData {
codingSchemeReference OBJECT IDENTIFIER id-hcpkl.
codeDataValue UTF8String ::= the-code-for-patient.
codeDataFreeText Directorystring optional-data }

(YHMKanbHbI MAEHTUMKATOP OTKPbLITOro Kntoya LC)
(YHMKanbHbIN nAeHTUKATOP OTKPBLITOTO KNtova cybbekTta)
(umcppoBas nognuceb)

id-hcpki-at-healthcareactor
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reglonalHCData Sequence of RegionalData {
type OBJECT IDENTIFIER OID-for-this-regional-encoding.
country PrintableStrmg (SIZE (2) ISO-country-code-for-UK.
IssulngAuthorlty DirectoryString ::= (c=UK. National Health Service.
ou=patients).
hcMaldorClassCode CodedData {
codingSchemeReference OBJECT IDENTIFIER ::a
Coding-Scheme-for-Type-OID,
codeDataValue UTF8String Type-OID-for-patient,
codeDataFreeText UTF8String ‘patientID 368964278'}}}

A.3 Mpoduneb ceptTudunkata BCnomoraTenbHOro MeNLNHCKOTO paboTHUKa

MpumevyaHune — ITOT NPUMEP CAYXNUT TOMLKO 415 LieNieil UAMCTpaunn U He siBAsieTCs NpoToTunom 6yayule-
ro hopmaTa cepTUUKATOB CNYXObl 34paBooxpaHeHus wrata KanudgopHus.

Betty Smith — coTpyaHuua ‘ceptuduumnpoBaHHoro meguunHckoro pernctpartopa (CMP)-.Ceptudmkatsl CMP Bbi-
nyckatTcs AMepuKaHCKoii accoumanmeil MeULUHCKUX PerncTpaTopos.
version (2 — pecaTuyHbIi KOf cepTudnkaToB Bepcum 3)
serlalINumber (yHUKanbHbIA HOMep, reHepupyemsblii LC)
signature (sha-1 WIthRSAEncryption {1.2.840.113549.1.1.5})
issuer
countryName us)
localityName (California)
organizationName (HanmeHoBaHue LIC cnyx6bl 3apaBooxpaHeHnsa KannhopHun)
commonName (HanmeHoBaHue LIC cnyx6bl 3apaBooxpaHeHna KanndopHun)
validity (cpok pgevicteus B popmate UTCTIme)
subject
countryName (us)
localityName (California)
organizationName (opraHusauus Bnagensua ceptudukaTa)
commonName (Smith Betty)

surname (Smith)
givenName (Betty)
subjectPublicKeylInfo
algorithm (oTKpbITbIV KNto4 RSA. 1024 6uT {1.2.840.113549.1.1.1})

subjeclPublicKey
extensions
authority Keyldentifier
subJectKeyldentifier
keyUsage

(OTKpBITHIA KN4 cy6bekTa)

(YHVUKanbHbIA nAEHTUMKATOP OTKPLITOrO Katoya LIC)
(YHVUKanbHbIA MAEHTUG MKATOP OTKPLITOTO Kntoya cybbekra)
(uncbpoBas NnoANUCH, NI HEOCNOPUMOCTb, UK WK pPoOBaHUE)

certtflcatePollcles
cRLDIstributlonPolnts
subJectDirectoryAttributes
(hcRole OBJECT IDENTIFIER
hcActorData SET OF {
codedData CodedData {
codingSchemeReference OBJECT IDENTIFIER Id-hcpki,
codeDataValue UTF8Strmg the-code-for-transcnptlomst-role.
codeDataFreeText DirectoryString optional-data)
reglonalHCData Sequence of RegionalData {
type OBJECT IDENTIFIER OID-for-thls-regional-encoding.
country PnntableString (SIZE (2) ISO-country-code-for-USA.
issuingAuthority DirectoryString (C=Us,
OU= American Association of Medical Transcriptionists).
nameAslssued DirectoryString (CN= Elizabeth Smith).
hcMaJorClassCode CodedData :.= {
codingSchemeReference OBJECT IDENTIFIER
for-Type,
codeDataValue UTF8String
codeDataFreeText UTF8String

(06beKTHbI nAEeHTUMKATOP COOTBETCTBYIOLLEA NMONNTUKN)
(mecTo Bxoga B COC X.500)

id-hcpki-at-healthcareactor

ASTM-Coding-Scheme-

ASTM-Type-OID-for-transcriptionist)
“nuuensns Nb 1234S67*}})
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A.4 Mpodcdunnb cepTudunkata kKBannUUNPOBaAHHOTO MEANLUHCKOTO paboTHMKaA

MpumevyaHune — ITOT NPUMEP CAYXMUT TONLKO ANS Leei UNMICTPaLnUm 1 He SBISieTCs NPoTOTUNOM 6yayuie-
ro popmata cepTumKaToB cnyx6bl 3paBooxpaHeHuns wrata KanudopHus.

MepauunHckuii cneuymnanuct John Stuart Woolley, oH xe Tmk Woolley. EMy BbigaHa nuueH3ns MeauLMHCKONR NULEH-
3UOHHOI KoMuccuenn wrtata Kanudgophuua. Homep nuuyeHsnn 20A4073. Koa ctatyca nuueHsun 17 <01 — ‘pelicTBuTENb-
Haa n akTuBHaAa'. [lata Bbigaun — 22 mapTa 2000 roga. [lata 3aBeplweHunsa geiicTeus nuuyeHsun — 21 mapta 2002 roaa.

version

serlaINumber

signature

issuer
countryName
localltyName
organizationName
commonName

validity

subject

countryName
localltyName
organizationName
commonName
surname
givenName
subjectPublicKeylnfo
algorithm
subJectPublicKey
extensions
authorltyKeyldentifier
subjectKeyldentifier
keyUsage
certlflcatePolicles

(2— pecAaTuyHblil koa cepTudmkaTos Bepcun 3)
(yHVMKanbHbI HOMep, reHepupyemblii LIC)
(sha-1WithRSAEncryptlon {1.2.840.113549.1.1.5})

(us)

(California)

(HaumeHoBaHue LIC cnyx6bl 3gpaBooxpaHeHns KanundopHun)
(HaumeHoBaHue LIC cnyx6bl 3gpaBooxpaHeHns KanudopHun)
(cpok paelictBus B dhopmate UTCTime)

(US = CoepaunHeHHble WTaTtel AMeEpUKN)
(California)

(opraHmnsaunsa Bnagenbla ceptudukara)
(Woolley Tink)

(Woolley)

(John Stuart)

(oTKpbITHIV Kntoy RSA. 1024 6uT {1,2.840.113549.1.1.1})
(OTKPbITHI/ KNOY Cy6BbEKTA)

(YyHUKanbHbIi nAeHTUdUKATOP OTKPbITOro kntwoya LC)
(YHMKanbHbIA nAeHTUdNKATOP OTKPLITOTO KNtoya cybbekra)
(undposas NOANUCH, NI HEOCNOPUMOCTbL, UK WK pPOBaHUE)
(06BEKTHbI NAEHTU(MKATOP COOTBETCTBYOLW e NONNTUKN)

cRLDIstrfbutlonPolnts
subjectDIrectoryAttributes
(hcRole OBJECT IDENTIFIER :m=Id-hcpkl-at-healthcareactor
hcActorData SET OF {
codedData CodedData {
coding Sche me Reference OBJECT IDENTIFIER id-hcpki.
codeDataValue UTF8Stnng ::= the-code-for-physiclan-role,
codeDataFreeText Directorystring ::= optional-data)
regionalHCData Sequence of RegionalData {
type OBJECT IDENTIFIER OID-for-this-regronat-encoding.
country PrintableString (SIZE (2) iSO-country-code-for-USA.
IssuingAuthorlty Directorystring (CaUs, L=CA. OUacCalifomla Medical License Board).
nameAslssued DirectoryString  (CN= John Stuart Woolley)
hcMajorClassCode CodedData {
codingSchemeReference OBJECT IDENTIFIER
ASTM-Coding-Scheme-for-Type-OID.
codeDataValue UTF8String ASTM-Type-OID-for-physician}
codeDataFreeText UTF8String "nuueHsna Ne 20A4073%}
heMinorC lass Code CodedData  {
codingSchemeReference OBJECT IDENTIFIER
ASTM-Codmg-Scheme-for-Llcense-Status-OID.
codeDataValue UTF8Stnng "unrestricted".
codeDataFreeTextUTF8String "HeorpaHuyeHHan*}})

(mecTo BXxoga B COC X.500)

O6paTnTe BHUMAaHWE, YTO B JaHHOM NpUMepe HOMep W cTaTyC INLEeH3NN 3aKOAUPOBaHbl Kak permoHanbHble fAaH-
Hble. Takne pernoHasbHble fJaHHble ABNSIOTCA Heo6s3aTeNbHbIMU, U PelleHne, BKIOYaTb X B cepTudukaT nam HeT. octa-
eTcs Ha ycmoTpeHune LIC. Bbinyckawlwero ceptudukar.
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A.5 Mpocunb cyb6cnanpyemoro nocrtaBuimka MeguLUHCKUX yCnyr

NMpumeuyaHune — ITOT NpUMeEpP CAYXUT TONbKO ANA Leneil UNNKCTpaLUN U He IBNAETCS NpoToTUNoM 6yayuie-
ro popmarta ceptudukaToB cnyx6bl 3gpaBooxpaHeHnsa nposuHuum OHTapuo (KaHaga).

Julie LeClerk, akywepka 13 npoBuHLuun OHTapuo.

version

serlaINumber

signature

Issuer
countryName
localityName
organizationName
commonName

validity

subject

countryName
localityName
organizationName
commonName
surname
givenName
subjectPublicKeylnfo
algorithm
subJectPublicKey
extensions
authority Keyldentiller
subjectKeyldentlfler
keyUsage
certificatePollcles
cRLDIstrtbutionPoints
subjectDlrectoryAttrlbutes

(2 — pecAaTuyHblil Kof cepTudnkaTos Bepcun 3)
{yHUKanbHbIN HOMep, reHepupyemblii LIC)
(sha-1 WIthRSAEncryption {1,2,840.113549.1.1.5))

{CA=KaHapga)

(Ontario)

(HanmeHoBaHne LIC cnyx6bl 3gpaBooxpaHeHns OHTapuo)
(HanmeHoBaHue LC cnyx6bl 3apaBooxpaHeHus OHTapumo)
(cpok geiictBna B hopmate UTCTIme)

(CA=KaHapga)

(Ontario)

(opraHusauus sBnagensua cepTudukaTa)
(LeClerk Julie)

(LeClerk)

(Julie)

(oTKpbITbIA ko4 RSA, 1024 6uta (1,2.840.113549.1.1.1))
(OTKPBITHI/ KNOY cybbekTa)

(YHMKanbHbIA nAaeHTUMKATOP OTKPbLITOro Kntya LC)
(YHUKanbHbIA UAEHTU(UKATOP OTKPLITOrO KNtoya cy6bekTta)
(undposas NoANUCH, UM HEOCMOPUMOCTL, UK WK poBaHue)
(06BEKTHbIN nAeHTUUKaTOP COOTBETCTBYOLWEN NONNTUKN)
(mecTo Bxoga B COC X.500)

(hcRole OBJECT IDENTIFIER Id-hcpki-at-healthcareactor

hcActorData SET OF {

codedData CodedData {
codingSchemeReference OBJECT IDENTIFIER id-hcpki.
codeDataValue UTF8SIring the-code-for-midwife-role,
codeDataFreeText DirectorySinng optional-data)
reglonalHCOata Sequence of RegionalData {
type OBJECT IDENTIFIER ..= OID-for-this-reglonal-encoding.
country PrintableStnng (SIZE (2) ISO-country-code-for-Canada.
IssulngAuthorlty DirectoryStnng ::= (C=US. L=CA. OU= Name-of-CA-for-Ontario-

Health-Care).

hcMaJorClassCode CodedData {
codingSchemeReference OBJECT IDENTIFIER
iSO-Role-CodIng-Scheme.
codeDataValue UTF8String the-code-for-midwife-role }
codeDataFreeText UTF8Strmg ::= 'Heo6sA3aTeNibHble NeyaTaemble faHHble'}})

A.6 Mpodunb cepTudukaTa paboTHUKA NoALEpPXMNBAOLWER OpraHn3aLumum

NMpumeyaHne — ITOT NpUMep CAYXUT TONbKO ANA Leneil unacTpayum u He SsBAAeTCA NPoToTUNOM GyayLye-
ro hopmarta cepTucukaTos cnyx6bbl 3gpaBooxpaHeHus wrata KanndopHus.

Sally R. Jones, onepaTop 6yxrantepumn B opraHm3sauum American Health Systems,

version

serlaINumber

signature

issuer
countryName
localityName
organizationName

(2 — pecaTuuHblii Kog cepTudnkaToB Bepcumn 3)
(yHVUKanbHbli HOMep, reHepupyemblii LIC)
(sha-1WithRSAEncrypbon (1.2.840.113549.1.1.5))

(us)
(California)
(HanmenoBaHue LIC cnyx6bl 3apaBooxpaHeHus KanudopHun)
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commonName
validity
subject
countryName
localltyName
organizatlonName
commonName
surname
glvenName
subjectPublicKeylnfo
algorithm
subJectPublicKey
extensions
authorityKeyldentifler
subJeclKeyldentifier
keyUsage
certlflcatePolicles
cRLOIstributionPoints
subjectOlrectoryAttributes

(HaumeHoBaHune LIC cnyx6bl 3gpaBooxpaHeHna KanudopHun)
(cpok aelicTBus B chopmaTte UTCTime)

(US = CoepuHeHHble WTaTel AMepukun)
(California)

(American Health Systems)

(Jones Sally R.))

(Jones)

(Sally R.)

(oTKpbITHI/ kKNto4 RSA. 1024 6uta {1.2.840.113549.1.1.1})
(OTKPBITBIV K04 cy6beEKTa)

(yHUKanbHbli naeHTUKaTOp OTKPbLITOrO katoya LC)
(YHMKanbHbIN NAEHTUNKATOP OTKPBLITOTO KNtova cybbekTta)
(umdcpoBas NOANNCH, UM HEOCMOPUMOCTb, UK WK poBaHNe)
(06BEKTHBI MAEHTU(UKATOP COOTBETCTBYHOLL e NONNTUKN)
(mecTo Bxoga B COC X.500)

(hcRole OBJECT IDENTIFIER
hcActorData SET OF {
codedData CodedData {

id-hcpki-at-healthcareactor

peHune LC. BbinycKkawwero ceptudgumkar.
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codingSchemeReference OBJECT IDENTIFIER
codeDataValue UTF8Stnng
codeDataFreeText Directorystring

id-hcpki.
the-code-for-file-clerk-role.
CN=Satly R. Jones }

regionalHCData Sequence of ReglonalData {

type OBJECT IDENTIFIER

OID-for-thl84eglonal-encodmg.

country PrinlableString (SIZE (2) ::= ISO-country-code-for-USA.
IssulngAuthority DirectoryString :** (C*US. L=CA. OU= American Health Systems).
hcMajorClassCode CodedData {
codingSchemeReference OBJECT IDENTIFIER
ASTM-Coding-Scheme-for-Type.
codeDataValue UTF8String ::= ASTM-Type-OID-for-file-clerk }
O6paTuTe BHMUMaHWe, YTO a OT/IM4YMe OT Npumepa, npefcTaBneHHoro B A.4 (cepTudukar kBannguumupoBaHHOro me-
AVLMHCKOTo paboTHMKA), 34€Cb HET H HOMepa NIMLEH3UN, HN KOAa cTaTyca nLeH3nn. Takoe [ONycKaeTCs, MOCKObKY 3Th
permoHanbHble Noss ABAATCSA Heo6s3aTeNbHbIMU U pPelleHne, BKAoYaTh UX B CEPTUUKAT UM HET. OCTAeTCA Ha YyCMOT-

A.7 Mpodcdunnb cepTudunkata opraHnsaynmn

MpumeyvyaHune — OTOT NPUMEP CAYXMUT TONbKO ANSA Lenei UANCTpaLum u He ABNAETCA NpoToTMnom Gyayuie-
ro popmata ceptudunkaToB cnyx6bl 3gpaBooxpaHeHns wrarta KanudgopHus.

version

serlaINumber

signature

Issuer
countryName
localltyName
organizatlonName
commonName

validity

subject

countryName
localltyName
organizatlonName
subjectPublicKeylnfo
algorithm
subjectPublicKey
extensions
authorityKeyldentifler

(2 — pecAaTuyHblil koa cepTudukatoB Bepcum 3)
(yHMKanbHbI HOMep, reHepupyemblii LIC)
(sha-1 WithRSAEncryption {1.2.840.113549.1.1,5})

(US = CoepaunHeHHble WTaTel AMEpPUKN)
(California)

(California Hospital Authority)

(Health Digital Certificate policy vOl)
(cpok paelictBus B chopmate UTCTime)

(US = CoeaunHeHHble LWTaTel AMEpPUKMN)
(pervoH = California)

(Midtown Hospital)

(oTKpbITHIV KNto4 RSA. 1024 6uT {1.2.840.113549.1.1.1})
(OTKPbITHIV KN4 Cy6BbEKTA)

(YyHUKanbHbIi naeHTUdUKATOP OTKPbITOro katya LC)



subjectKeyldentifier

keyUsage

certificatePollcles
cRLDIstributlon Points
A.8 Mpocuns CA
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(YHUKanbHbIA NAEHTUUKATOP OTKPLITOrO KNtoya cybbekra)
(undposas NoANUCH, UM HEOCMOPUMOCTb, UK WK pPoOBaHNe)
(06BEKTHbIN naeHTUUKaTop COOTBETCTBYOWEN NONNTUKN)
(mecTo BXOfa B COC X.500)

MpumeyaHue — OTOT NPUMeEP CAYXNUT TONLKO ANA Lenell nancTpaynm n He sBnseTcs npotoTunom 6yayuie-
ro popmata cepTudukatoB cnyx6bl 3apaBooxpaHeHus wrata KanndopHus.

version

serlaINumber

signature

baseCertiflcatelD
entltyName

Optional

AttCertValldity

Attributes
issuer

validity
subject

countryName
locality Name
organlzationName
commonName

countryName
localityName
organlzationName
commonName

subJectPublicKeyInfo

algorithm
subJectPublicKey

extensions
authority Keyldentifier
subjectKeyldentifier

keyUsage

certificatePollcles
cR (.Distribution Points

A.9 Mpocunb ceptudukarta LIC

(2 — pecAaTuyHbll koA cepTudnkaTos Bepcun 3)
(YHUKanbHbI HOMep, reHepupyemblii LLC)

(sha-1 WIthRSAEncryption (1.2.840.113549.1.1.5})
(339393322281)

(a-p Benjamin Casey)

(cpok)
(AoCTyn K AHEBHWKaM onepawuuii)

(US m CoepguHeHHble WTaTbl AMepukn)
(California)

(California Hospital Authonty)

(CA -/ poltcy V.01)

(cpok geiicteua B popmate UTCTime)

(US = CoegunHeHHble LUTaTel AMepukmn)
(pernon = California)

(Midtown Hospital)

(Midtown Secure Server 01)

(oTKpbITHIM kKntoy RSA. 1024 6uT (1.2.840.113549.1.1,1))
(OTKPBLITBLIV KNOY cy6bekTa)

(YHUKanbHbI UAEHTUMKATOP OTKPLITOrO kKntoya LC)
(yHUKanbHbI naeHTUUKATOP OTKPLITOTO Koua cybbekTa)
(umdpoBas NnognNUCh, UM HEOCNOPUMOCTb, UK WU poBaHUe)
(06bekTHbIi naeHTU(UKaTop COOTBETCTBYOLWEN NOAUTUKN)
(mecTo Bxoga B COC X.500)

MpumeuvyaHue — ITOT NPUMEP CAYXNUT TONILKO ANs Lesieil UNNICTpaLnm n He SBAsieTCs NpoToTUNOM 6yayue-
ro dpopmata cepTumMKaToB CAYX6bl 3qpaBooxpaHeHmns wrtata KanudopHus.

version

serlaINumber

signature
issuer

validity
subject

countryName
localityName
organlzationName
commonName

countryName
localityName
organlzationName
commonName

subJectPublicKeyInfo

algorithm
subJectPublicKey

extensions
authority Keyldentifier

(2 — pecATnYHbIN Ko cepTudmkaToB Bepcuu 3)
(YHMKanbHbIi HOMep)
(sha-1WithRSAEncrypbon (1,2.840.113549.1.1.5))

(US = CoegunHeHHble WTaTbl AMepukmn)
(pernoH California)

(California Hospital Authonty)

(CA - Health PKI US-CT/ policy V.01)

(cpok geiictBus B popmaTte UTCTime)

(US = CoepguHeHHble WTaTbl AMepukn)
(pervoH California)

(El Cerrito Health Authority)

(CallfHA PKI US CT/ policy V.03)

(oTKpbITbI Kntoy RSA. 1024 61T (1.2.840.113549.1.1,1))
(OTKPBITHI/ KNOY cybbekTa)

(yHUKanbHbIi ngeHTudkaTop oTKkpbiTOro kntya LC)
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subjectKey ldentifier (YHUKanbHbIA nAeHTUUKATOP OTKPBLITOrO KNtoya cybbekra)
keyUsage (umpposas nognuce COC n cepTudnkaTos)

certificate Policies (06BEKTHbI NAEHTU(UKATOP COOTBETCTBYIOL e NONNTUKN)
baalcConstralnts (UC =true)

cR (.Distribution Points (mecTo BXofga B COC X.500)

A.10 NMpodunb kpocc-cepTudmnkara

MpumevyaHune — ITOT NPUMEP CAYXMUT TONLKO AN Lenei UNMICTPaLMm 1 He SIBASIeTCA NpoToTMnom 6yayuie-
ro popmata cepTumKaToB CNYyXObl 3paBooXpaHeHns wrata KanuopHus.

version (2 — pecATNYHbIN KoL cepTudukaToB Bepcun 3)
serialNumber (YHMKanbHbI HOMEP)
signature (sha-1WIthRSAEncryption (1.2.840.113549.1.1.5})
Issuer
countryName (US = CoeaunHeHHble WTaTbl AMEPUKN)
localltyName (pernon Cahfomla)
organization Name (California Hospital Authority)
commonName (CA — Health PKI US-CT/ policy V.01)
validity (cpok paeiicteusi B popmate UTCTime)
subject
countryName (US = CoepaunHeHHble WTaTel AMEpPUKN)
localltyName (pernoH Washington)
organization Name (Washington Health Authority)
commonName (CalifHA PKI US CT/ policy V.03)
subjectPublicKeylnfo
algorithm (oTKpbITHI/ KNto4 RSA. 1024 6uta {1.2.840.113549.1.1.1})
subjectPublicKey (OTKpbITBIN KNOY cy6bekTa)
extensions
authorltyKey ldentifier (YHWKanbHbIN naeHTUdMKaTOpP OTKPbITOro knya LC)
subjectKey Identifier (yHUKanbHbIi MAEHTUDKATOP OTKPLITOrO Ko4Ya cy6bekTa)
keyUsage (undpposas nognuce COC n cepTudukKaToB)
certiflcatePollcies (06BEKTHbI MAEHTUD MKATOP COOTBETCTBYHOLLEV NONUTUKN)
basicConstralnts (UC =true)
cR(.Distribution Points (mecTo BXxoga B COC X.500)
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Mpunoxexnne OA
(cnpaBoy4HOE)

CBefeHNs 0 COOTBETCTBUM CCbIZTOYHBIX MEXAYHAPOAHbIX CTAHAAPTOB
CCbIZIOYHbIM HaLMOHaNbHLIM CTaHgapTam Poccuiickoii ®epepauun

Ta6nuya [JA1

0O603HaueHne CCbINOYHOTO CreneHb O603HaYeHne 1 HaMMeHOBaHe COOTBETCTBYHOLLETO
MeX/yHapoAHOro cTaHgapta  COOTBeTCTBUA HalMoHanbHOW CTaHjapTa
MNCO 17090-1:2008 IDT FOCT P UCO 17090-1—2009 «WHdopmaTusauua 3goposbsa. UNHdppa-

CTPYKTypa C OTKPbITbIM K/t04OM. YacTb 1. CTpyKTypa v oblne cBegeHns*

NCO 17090-3.2008 IDT FOCT P NCO 17090-3— 2010 «WHcopmaTmsaums 3gopoBbs. MHdpa-

CTPYKTypa C OTKPbITbIM K/1I04OM. HacTb 3. YnpaBrieHne noNMTUKaMmn LeH-
Tpa cepTuukaunmn»

IETF/RFC 3280 - .
IETF/RFC 3281 - .
IETF/RFC 3739 - .

* CoOoTBeTCTBYIOLWMIF HALMOHANbHbI CTaHfapT oTcyTcTBYeT. [lo ero yTBepX/AeHns pekoMeHyeTcs NCnonb3oBatb

nepeBo/ HA PYCCKNIA A3bIK LAHHOTO MEXAYHAPOAHOro cTaHaapTa. Nepesos AaHHOro MexayHapoAHOro cTaHfapTa Haxo-
autcs B defepanbHOM MHDOPMALMOHHOM (DOHAE TEXHUYECKUX PEFNAMEHTOB 1 CTaHAAPTOB.

NMpumeyvyaHune — B HacToauwell Tabnuuye MCNoNbL30BaHO crneayloliee ycNoBHOe 0603HAYeHMe CTeNneHn cooT-

BETCTBUA:

@
(2
®)
“4)
®)
(6)
()]
(8)
(C)]

(10)
(11)

- IDT — naeHTUYHblIEe cTaHgapThbl.

Bubnunorpadus

IETF/RFC 2459 InternetX.509. Public Key Infrastructure Certificate and CRL Profile

IETF/RFC 2527 Internet X.509. Public Key Infrastructure Certificate Policy and Certification Practices Framework
IETF/RFC 3647 InternetX.509. Public Key Infrastructure Certificate Policy and Certification Practices Framework
ETF/RFC 822 Standard for the Format of ARPA Internet Text Messages

ISO/IEC 9594-8:2005 Information technology — Open Systems Interconnection — The Directory: Public-key and
attnbute certificate frameworks

ISO/IEC 8825-1:2002 Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules
(BER). Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)
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