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MNpenncnosue

Lienun n npuHumunel ctaHgapTusaunm B Poccuiickoit ®egepaummn yctaHoBneHbl PegepasibHbIM  3aKOHOM
oT 27 pekabps 2002 r. Ne 184-d3 «O TeXHMYECKOM perynpoBaHnmn», a npasuaa NpUMeHeHNs HaLluoHas bHbIX
cTaHgapToB Poccuiickoli ®egepaunn — FOCT P 1.0 — 2004 «CTaHfgapTulauusa B Poccuiickoin depgepauunmn. Oc-
HOBHbIE NONOXEHNSA»

CBepgeHUst o ctaHgapTe

1MNOArOTOBNEH depepanbHbiM rocyfapcTBEHHbIM yUupexjeHnem «ocyaapCTBeHHbI Hay4Ho-uccne-
[0BaTeNbCKNI UCNbITATe IbHbIA MHCTUTYT NPO61eM TEXHUYECKON 3aluTbl MHopmaLuum ®efepanbHoii CiyXx6bl No
TEXHUYECKOMY M 3KCMOPTHOMY KOHTPOO» (PIY «THUUW MT3N dCTIK Poccrm») 1 06L,eCTBOM C OTpaHUYEHHOIA
OTBETCTBEHHOCTbIO «HayuyHo-nponssogcTBeHHasa upma «Kpuctann» (OO0 «HIM® «Kpuctann») Ha oCHoBe CO6-
CTBEHHOIO ayTeHTUYHOro nepesoja ctaHgapTa, ykasaHHOro B nyHkTe 5

2 BHECEH YnpaBneHuem TeXHUYECKOro peryiupoBaHuna u ctadjaptusaumm ®egepasibHOro areHTcTaa no
TEXHUYECKOMY perympoBaHuto u MeTposiornm

3YTBEPX/EH /I BBEJAEH B AEWCTBUE MNpukasom ®eaepannHOro areHTCTBa N0 TEXHNYECKOMY pery -
poBaHuio U MeTponorum ot 27 gekabps 2007 r. Ne 514-cT

4 BBEJEH BINEPBbIE

5 HacToAwwmii cTaHaapT MAEHTUYEH MeXAyHapoaHOMY cTaHgapTy MCO/M3AK TO 13569.2005 «®unHaHco-
Bble ycnyru. PekomeHgauum no uHOpMaunoHHo 6e3onacHocTu» (1SO/1IEC TR 13569:2005 «Financial
services — Information security guidelines»).

Mpu NpMMEHeHNN HaCcTOoALLero cTaHgapta PeKOMeHAYeTCA UCMO0JIb30BaTb BMECTO CChIJIOYHBIX MeXAyHa-
pPOAHbIX CTaHAapTOB COOTBETCTBYOLME UM HaLMOHaNbHble cTaHAapTbl Poccuiickoit degepaunn, ceefeHns o
KOTOPbIX NPUBEAEHbI B AONONHUTENBHOM NPUNOXeHun E

NHdopmaLma 06 n3MeHeHnaX K Hac T osLeMy CTaHAap Ty Ny6vKye T CA B eXXerofHo n3gasaeMom MHAop-
MaLMOHHOM yKasaTene «HauuoHanbHble CTaH4apTbi», & TEKCT U3MEHEHU 1 NoNpaBoK — B €XXeMeCsYHO
n3gasaemMbiX MHPOPMAaLMOHHbIX yKasaTenax «HaunoHasnbHble cTaHfapThi». B cnyvae nepecMoTpa (3aMeHbl)
WM 0T MEHbI HAC/IOALLBIO CTaHAapTa CooTBeTCTBYLee yBegoMm/eHne byaeT ony6/IMKoBaHO B eXXeMecsy-
HO n3faBaeMoM MHDOPMaLIMOHHOM yKa3aTesne «HauuoHanbHble cTaHAapThl». CooTBeTCTBYOLWas MHAop-
MaLuvs. yBeJOMIEHUS U TEKCT bl pa3meLLaln T ca Takxke B MHPOPMaLOHHON cucTeme 06Lero nosib3oBaHns —
Ha ohvuvanbHOM caitTe PefepanbHOro areH TCTBano TEeXHUYECKOMY PeryIMpoBaHnio U MeTPosIorMn B ceTu
MHTepHeT

© CraHpgapTuMHgopm. 2009

HacToswuii ctaHAapT He MOXET 6blTb MOMIHOCTHIO UM HACTUYHO BOCMPOM3BEAEH, TUPaXNPOBAH 1 pacnpo-
CTpaHeH B kayecTBe ouLnanbHoro n3ganus 6es paspeleHns egepasbHOro areHTCTBa No TeXHUYEeCKoMy pery-
NIVPOBaHMI0 N METPOSIOTNK
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BeBepeHune

®UHaHCOBbIE YCNYTN Kak 3KOHOMUYECKas KaTeropus oTpaxarT NpoLecc NCNoib30BaHUSA AEHEXHbIX CPeACTB
Ha OCHOBe TOBapHO-AeHexHoro obpateHnsa. OkasaHue (QMHAHCOBLIX YCNYT 3@ Npollejlee gecatuneTne name-
HUNOCb KakK C TOYKN 3pEHMA MacluTabHOCTU UX OCYLLEeCTB/IEHNSA, TakK U B CBA3W C BHEAPEHNEM KOMMbIOTEPHbIX U
ceTeBbIX TEXHONOINIA B 3Ty cdhepy feAaTeNbHOCTU. Mpn 3TOM NoAo6HbIe onepaLmn 0CyLW eCcTBAAITCA Kak BHYTPY
rocyfapcTsa, Tak U npy B3aumMofeiicTBMM OpraHn3aumnii pasHbix cTpaH.

HacTosAwwmii cTaHgapT gaet npegcrasrieHne o cucteme obecneyeHnsa MHhopmaLoHHon 6e3onacHoCTy B
npouecce okasaHuss (HMHAHCOBBIX YCAYr C yYeTOM CMOXUBLUEKHCSA MPakTUKN Ha MeXyHapo4HOM YpOBHe, 4TO
0CO6EHHO BaXHO 415 opraHu3aumnii, CTpeMaAwWwmnxcs pasBmBarb CBOK AeATeNbHOCTb 3a npejenamm Poccuinckoii
depepaymu.

VI
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HALULWOHA/NbHBIMN CTAHOAPT POCCUWCKOWNW SGEALEPALUMN

®dUHaHCOBbIE YCNYTN
PEKOMEHOALMW MO NHB®OPMALIMOHHOW BE3OMACHOCTU

Financial services. Information security guidelines

[Jata BBegeHns — 2008—07—01

1 O6nactb NpUMMeEHeHUs

HacTtoswwii cTaHAapT ycTaHaBAnBaeT peKoMeHaaL M no paspaboTke nporpamMmmbl obecneyeHns nHopma-
LMOHHOI 6e3onacHoCTM 4151 opraHnsaLmii B cchepe uHaHCOBbIX yCnyr. PaspaboTka pekoMeHAaLunii O.CHOBbIBa-
nacb Ha paccMoTpeHun GusHec-cpeabl, NPakTUYECKUX MPUEMOB U NpoLeAyp AeATeIbHOCTU (PUHAHCOBbLIX YUYpex-
[eHunii. HacToAwuii cTaHfapT npegHasHavyeH AN UCMob30BaHNA (DUHAHCOBLIMU YUYPEXAEHNAMMN Pa3INYHOIo
Thna v pasmepa, KOTopble fO0/MKHbI pa3pabaTbiBaTb paLMoHabHY U 3KOHOMUYECKN 060CHOBAHHYIO NporpamMmmy
obecneyeHnsa NHhopmMaLNoOHHON 6e3onacHoCTH.

2 HopmaTnBHbIE CCbIJIKU

B HacTofWweM cTaHAapTe UCMOb30BaHbl CCbINIKW Ha cnefyoline MmexayHapoaHble cTaHaapThl.

MCO 9564 (Bce yacTu) baHkoBckoe feno — MeHeaAXMeHT n obecneyeHne 6€30MacHOCTM NepPCOHasbHbIX
NAEHTUNKALNOHHBIX HOMEPOB

MCO 10202 (Bce yacTtun) BaHKkoBCKMEe KapTOUukn AN OUHAHCOBbLIX onepaunin — ApxutekTypa 6e3onacHocTu
cucTeM hMHAHCOBbLIX ONepaLmii, ICNOb3YyHLWMX CMapT-KapTbl

N C 011568 (Bce yacTn) baHkoBCcKkoe eno — MeHemXMEHT ktoyeli (PO3HNYHAs TOProes)

MCO/M3K11770 (Bce yacTu) MIHhopmayoHHasa TexHonorna — MeToabl U cpeacTBa obecneyeHus 6e30-
nacHocTy — MeHemXMEHT Ktoueit

MCO0 15782 (Bce yacTn) MeHeKMEHT cepTudmkaToB B cchepe PMHaHCOBBIX yCNyr

MCO 16609:2004 BaHkoBckoe aeno — TpeboBaHus K ayTeHTUdukauum coobu,eHunid, CNoNb3yss CUMMeT-
pUYHbIE METOfbI

MCO/M3K 17799:2005 NHhopmaLMoHHas TexHonorus — lMpaktuyeckue npasuna ynpasneHusa nudopmasm-
OHHOli 6€30NacHOCTbI0

MCO/M3K 18028 (Bce yacTn) MHhopmaLnoHHas TexHonorna — MeToabl 1 cpeacTBa obecneyeHns 6e3o-
nacHoCcTM — be3onacHOCTb MHDOPMALMOHHO ceTu

MCO/M3K 18033 (Bce yacTn) HhopmaumnoHHas TexHonormusa. — MeToAbl ncpefcTsa obecneveHusn 6e3o-
nacHoCcTy — ANTOPUTMbI W poBaHns

MNCO 21188:2006 NHpacTpykTypa OTKPbITbIX K/1t04ei A4ns cepbl hrHaHCOBbLIX yenyr — lpakTuyeckue
npuembl ¥ CTPYKTYpa NOAUTUKN

3 TepMuHbI 1 onpegeneHus

B HacToAWEM cTaHAapTe NPUMEHEHbI ClIeAyloL e TEPMIUHbLI C COOTBETCTBYIOL UMY ONpeAeneHusaMu:

3.1 YnpaBsieHve 4ocTynom (access control): ®yHKuuK, orpaHnuumnBatoLye AocTyn K MHopMaumnm unm
cpefcTBamM 06paboTku MHGOPMALMU TO/TLKO aBTOPMU30BAHHbLIM JTMLLAM WU MPUTOXEHUSM, BKIOYas (Jn3nyeckoe
M3paHne oduumansHoe
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ynpaB/sieHune A0CTYNOM, OCHOBaHHOE Ha pasmelleHnmn hrusnyecknx 6apbepos Mexy HeaBTOpM30BaHHbIMY 1L a-
MU ¥ 3aLmLaeMbiMU MHDOPMaLMOHHBIMU pecypcamu, U normyeckne cpeicTsa ynpassieHns 4ocTynom, UCnosb-
3ylume gpyrue cnocobbl ynpaBnieHus.

3.2 nogoTyeTHOCTb (accountability): CBolicTBo, o6ecneuynBaLLee 04HO3HAYHOE NpOC/exuBaHne gei-
CTBWIA N106GOr0 1OrMYeCcKoro o6bekTa.

[MCO 7498-2:1989) [1]. [MCO/M3K 13335-1:2004] [2]

3.3 curHan Tpesoru (alarm): YkasaHue Ha HapyleHne 6e30nacHOCT, HeO6blYHOE NN OnacHoe cocTos-
HMe. KOTopoe MoXeT NoTpeboBaTb HEMEANIEHHOTO BHUMAHUSA.

3.4 akTuBbI (asset): Bce. 4yTo MMeeT LLeHHOCTb A/19 opraHusauuu [2).

3.5 ayauT (audit): Cnyx6a, 3agayeil KOTOPO ABNSETCA NPOBepKa HaNMUNSA afekBaTHbIX MepP KOHTPONS 1
coobLeHne pyKoOBOACTBY COOTBETCTBYHOLLLENO YPOBHS O HECOOTBETCTBUAX.

3.6 xXypHan ayguTta (audit journal): 3anucb B XpOHOMIOTMYECKOM MOpsifike AeliCTBUI CUCTEMBI, COAepXa-
el 4OCTaTOYHO CBElEeHMNI A5 TOro, YUTO6bl PEKOHCTPYMpPOBAaTh, MpoaHann3nposaTb U NPOBEPUTL NocneA0Ba-
TeNbHOCTb Cpea v AeCTBUI, OKpYXaloLWmnX Kaxa0e cobbiTue nnu BefyLmnx K Kaxgomy cobbiTUio No Xo4y onepa-
LUK OT ee Havyana 0 Bbla4n OKOHYATESIbHbIX Pe3y/ibTaToB.

[MC015782-1:2003][3]

3.7 ayTeHTUdUKayus (authentication): MpepocrtaBneHne rapaHTUN 3asaBNEHHOM NAEHTUYHOCTM 06 bEKTA.

[MCO/M3K 10181-1:1196] [4]. [MCO/M3K TO 13335-4.2000] [5]

3.8 ayTeHTU4YHOCTb (authenticity): CBOIiCTBO, rapaHTMpyloLee, 4To CyObEKT NN pecypc NAEHTUYHbI 3aAB-
NEHHbIM.

MprvmMmeuyaHune — AYTeHTUYHOCTb NPUMEHSETCA K TakuM CyGbLekTam, Kak Nnosb3oBaTeny, K npoueccam,
cucTemMam U MHGopMaLmm.

3.9 goctynHocTb (availability): XapaktepucTtuka, onpegensiowas AOCTYNHOCTb U UCNOb3yeMOCTb NO 3an-
pOCy CO CTOPOHbI aBTOPU30BAHHOTO 10rM4yeckoro o6bekTa [1]. [2].

3.10 pe3epBHOe konupoBaHue (back-up): CoxpaHeHune 6usHec-nHpopmayum gns obecneyeHns Henpe-
PbIBHOCTM BU3Hec-npoLecca B criyyae yTpaTtbl MHOPMaLMOHHbIX PeCypCcoB.

3.11 6uomeTpuyeckue gaHHblie (biometric): iameprnmasn 6uonornyeckas uan noBefeHyYeckas xapakrepu-
CTMKa. C 4OCTOBEPHOCTbIO OT/INYaloLLan 04HOro YenoBeka OT A4pyroro, ncnonb3yemas Ansa ycraHoBneHus nnéo
noATBEPXAEHNA TNYHOCTUN YesTloBeKa.

[ANSI X9.84:2003] [6]

3.12 6uomeTpus (biometrics): ABTomatnyeckme MeTobl, UCNOJb3yeMble A1 pacno3HaBaHWUsa IMYHOCTH
WM NOATBEPXAEHNS 3asAB/IEHHON IMYHOCTY YeloBEKA Ha 0atoBe PU3N0NOTUYECKUX NN NOBELEHYECKNX Xapak-
TEPUCTUK.

3.13 meTopm ayTeHTUdMKaummn kaptouek (MAK) (card authentication method (CAM)): MeToga, genatownii
BO3MOXHOW YHUKaNbHYO MallnHouyMTaeMyo naeHTudukaumnio 6aHKoBCKOW KapToUkn AN DMHAHCOBbIX Onepawuii
nnpegoTBpallaloL it KoNnupoBaHme KapT.

3.14 knaccudpmkaumns (classification): Cxema, B COOTBETCTBUM C KOTOPOI MHGpopMaLMs nogpasgensiercs
Ha KaTeropum ¢ Lenbio NPUMEHEHNss COOTBETCTBYIOLMX 3aLUTHBIX Mep NMPOTUB 3TUX KaTeropuii.

MpumeyaHune — CoOTBETCTBYIOLLME 3ALMTHBIE MEPLI MPUMEHAIOT A/1A CEeAYIOLINX KaTeFOpMﬁZ BO3MOXXHOCTb
MOLLEeHHMnYyecTBa, KOHCbI/I,D,eHLI,VIaJ'IbHOCTb NN KPUTUYHOCTb VIHCbOpMaLI'I/WI.

3.15 kKoHMaeHUManbHOCTb (confidentialit): CBoiicTBO MHhopMauun 6biTb HEAOCTYMNHOW M 3aKPbITON AN
HeaBTOPM30BAaHHOIO MHAMBMAYYMA, NOrM4eckoro o6bekTa nnv npouecca [1]. [2]. [3].

3.16 nnaH gelcTBuUi B Ype3BblyaliHbiX 06cTOATENbBCTBAX (contingency plan): Mopsaok aencreus,
KOTOPbIA NO3BONSIET OpraHn3aLuy BOCCTaHOBUTb PaboTy nocsie NpMpPoAHOro U MHoro 6eACTBUS.

3.17 mepa ynpassieHusa (control): Mo 3.64. TepMUH «3alWnTHAA Mepax.

3.18 nonuTmnka MHhopMaLOHHOW 6e30nacHOCTN opraHm3auunm [nonnTtuka)l (corporate information security
policy) [policy]: O6Lliee NoNoXeHNe 0 HAMEPEHUSX U Lensx pa3paboTku nporpamMmmbl obecneyeHnsa MHopMaLoH-
HOli 6e30NacHOCTU OpraHn3aLmn.

3.19 kpeauTHbIN puck (credit risk): Puck Toro, 4To KOHTpareHT B cucteme 6yaeT He CNOCO6EH NOMHOCTbIO
BbIMOMHUTbL CBOU hMHAHCOBbIE 06A3aTeNbLCTBA B CUCTEME B CPOK UK B 1tlo60e BpeMsa B byayLiem.

[CPSS KntoueBble NpUHLMNbI 419 CUCTEMHO 3HAYMMbIX NAATEXHbIX cuctem] [7]

3.20 kpuTHM4YHOCTb (criticality): Tpe6oBaHMA kK TOMY, 4TOObI KOHKpeTHas MHopMaLusa uan cpefcTea obpa-
60TKM MHOpPMaL MK 6bINN AOCTYNHbI AN5 BeAeHna bu3Heca.

2
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3.21 kpunTtorpadusa (cryptography): Matematuyeckuii annapar, UCnosb3yemblii 4Na WNPoOBaHNA UK
ayTeHTudmkaunym nidopmaymm.

3.22 kpunTorpaguyeckasn ayteHTudukaumna (cryptographicauthentication): AyteHTucbukanms, OCHOBaH-
Has Ha uucpoBoit NnoAnucK, koge ayTeHTUdMKaL M coo6LeHNs, TeHepupyeMbIX B COOTBETCTBUM C Kpuntorpadu-
YEeCKMM K/TIOYOM.

3.23 kpunTtorpaduueckuin knwou (cryptographic key): 3HaveHune, ncnonb3yemoe ANA ynpaBneHnsa Kpun-
TorpadMyeckum NpPoLEeccoMm, TakuM Kak LNgpoBaHne nam ayTeHTugurkalms.

MpuMeyaHUe — 3HaHWE COOTBETCTBYIOLLEIO KPUNTOrPacMUeckoro koda AaeT BO3MOXHOCTb NPaBu/ibHO
[elndpoBaTth COOBLLEHNE UM NOATBEPAUTL €70 LIE/TIOCTHOCTb.

3.24 yHnuToxeHue nupopmaumm (destruction ofinformation): /ilo6oe ycnosue, genatwiiee nHpopmaumo
HENPUroAHOW A4NA NCNONb30BAHNA HE3AaBUCUMO OT NPUYUHBI.

3.25 undcposasa nognuchk (digital signature): Kpuntorpadmyeckoe npeobpasoBaHune, koTopoe, 6yayymn cBs-
3aHO C 3/1eMeHTOM AaHHbIX, 06ecneynBaeT ycayrn no ayTeHTuuKaLum NCTOYHUKA, LLleNIOCTHOCTY faHHbIX U He-
0TKa3yemocCTun nognucaslueli CTOPOHbI.

[ANSI X9.79) [8]

3.26 packpbiTue nHopmaumu (disclosure of information): HecaHKLULVMOHMPOBAaHHbI NPOCMOTP MW NOTEH-
LunanbHas BO3MOXHOCTb HECAHKLMOHMPOBAHHOIO MPOCMOTPa UHopmaLuu.

3.27 pBOWiHOI KoHTposb (dual control): Mpouecc ncnonb3oBaHUsA 4BYX UK 60/1ee OTAENbHbIX TOTUYECKUX
06beKTOB (0ObIYHO Nt0Ael), 4eCTBYIOL X COBMECTHO /18 06ecneveHns 3alnTbl BaXHbIX MYHKUNUA nAn nHgop-
Mauum [3].

MpumevaHunsn

1 Ob6a nornyecknx o6bekTa HeCyT paBHYK OTBETCTBEHHOCTb 3a obecneyeHne oM3nMYeckon 3aluTbl MaTepuasnos,
3a/1el/iCTBOBaHHbIX B YA3BMMbIX Onepaumax. Hu oauH YenoBek B OTAENbHOCTU HE [IOKET NOy4YnTb AOCTYN K Matepuanam
(HanpumMep, KpunTorpadmMyeckomy Kwuy) UM UCNonb3oBaTb UX.

2 Mpu pyyHoM chopmmpoBaHuK, nepedade, 3arpy3ke, XpaHeHUn 1 U3BMEYEHUN KYeid 1 cepTUdMKaToB ABOMHOMN
KOHTPO/b TpebyeT, YTo6bl KaXAbli N3 COTPYAHUKOB 3HaN TOMbKO YacTb K/oya.

3 Mpy 1UCNonbL30BaHUM ABOHOTO KOHTPONSA CriedyeT No3aboTuTbCs 0 TOM. YTO6bl 06ecneunTb He3aBMCMMOCTb SIUL,
Apyr ot Apyra.

3.28 wudpoBaHue (encryption): Mpouecc npeobpa3oBaHns UHpopmaLmm K Bugy, Korga oHa He nmeet
CMbIC/a HU N8 KOro, KpoMe o6nagarteneii kpuntorpaduyeckoro Kioya.

MpumeuyaHune — Mcnonb3oBaHue WMGPOBAHUS 3alMILAET UHGOPMALMIO B NEprog Mexay npoLeccom
WMPOBAHUSA 1 MPOLECCOM AelunpoBaHnst (KOTOPbIA ABNSAETCA NPOTUBOMOSOXHBIM LUMGIPOBAHMIO) OT HECAHKLMOHM-
POBAHHOTO PACKPbLITHS.

3.29 mexceTeBol akpaH (firewall): COBOKYNHOCTb KOMMOHEHTOB, NOMELLEHHbIX MEXAY ABYMS CeTAMU,
KOTOpble BMecTe 061ajaloT cregyoLMy cBoiCcTBaMM:

- BECb BXOASALLMNI N NCXOAsALW NI ceTeBOl Tpauk LO/KEH NPOXOAUTL HEPE3 MEXCETEBOM 3KpaH;

- nponyckaeTcsi TO/IbKO ceTeBOW Tpaduk, aBTOPU30BaHHbI B COOTBETCTBUM C /I0OKa/IbHOM NoNnMTUKol 6e30-
nacHocTy;

- MeXceTeBOW aKpaH cam no cebe yCTONUNB K MPOHNKHOBEHMIO.

3.30 ngeHtTudunkayms (identification): Mpouecc yctaHOBNEHNA € AMHCTBEHHBIM 06pa3oM 04HO3HAYHOW NAEH-
TUYHOCTM 06bekTa [5].

3.31 obpas (image): Lindoposoe npefcraBneHne AOKyMeHTa 415 06paboTkM MK XpaHeHns B cucteme obpa-
60TKM MHChOpMaLUK.

3.32 nHunaeHT (incident): /llo6oe HenpeaBUAEHHOE NN HeXenaTeNnbHOe CoObbITME, KOTOPOE MOXET Hapy-
WwaTth AeATe/IbHOCTb WU MHOPMAaLNOHHY 6€30NacHOCTb (2).

MpumeuaHune — KUHUMAEHTAM MHGIOPMALMOHHO 6E30MacHOCTM OTHOCATCS:
- yTpaTa ycnyr, 060pyA0BaHUsA UK YCTPOIACTB;

CUCTEMHbIE COOU WU Neperpysku;

OLWMGBKN Nosib3oBaTenei:

Hecob/toaeHne MoUTUK UM peKkomeHaauuii.

HapyLUeHME (hU3NYECKMX 3aLLMTHBIX Mep:

HEKOHTPO/IMPYEMblE U3MEHEHUSI CUCTEM;

c60oM NPOrpamMMHOro 06ecneyeHnst 1 0Tkasbl TEXHUYECKUX CPEACTB;

HapyLUeHVe npaBu/ AocTyna.
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3.33 cpepcTtBo(a) o6paboTkm nHpopmaumm (information processing facility): llo6as cuctema o6pa6boTku
UHdopMaLuumn, cepBmnc NN NMHPacTpykTypa, unm nx drusnyeckne MecTta pasmeweHuns [2].

3.34 nHchopmaums (information): /llo6ble faHHble, NpeAcTaBNEHHbIE B 3/1EKTPOHHOW hOopMe, HanncaHHble
Ha 6ymare, BbiCKa3aHHble Ha COBELLaHUN NN HaxoasaLwmnecs Ha No6bom 4pyrom HocuTene, ucnonblyemble u-
HaHCOBbIM yYypexfeHnem ANA NPUHATUS peLleHnit, nepeMeLLeHNst AeHEeXHbIX CPefCcTB, YCTAHOBIEHNA CTaBOK,
npegocTasfieHuns ccy, 06paboTkv onepaumnii u T. N., BKIOYas KOMNOHEHTbl MPOrpamMMHOro obecneyeHns cucre-
Mbl 06pa6oTKH.

3.35 nHhopmaunoHHble akTuBsbl (information asset): VIHpopMaumoHHbIe pecypcbl UAn cpegcTea obpa-
60TKM MHhOPMAaLMKN OpraHn3aLum.

3.36 uHhbopmauymoHHan 6esonacHocTb (information security): Bce acnekTbl, CBA3aHHbIe C OnpefesieHn-
eM. JOCTUXEHNEM Y NoaaepXaHneM KOHUAeHLNanbHOCTH, LLeIOCTHOCTH, AOCTYNHOCTU, HEOTKa3yeMoCTuH, NoAoT-
YeTHOCTU. ayTEHTUYHOCTU U JOCTOBEPHOCTW UHDOPMaL MK UNn cpefcTB ee 06paboTku [2].

3.37 nuuo, OTBETCTBEHHOE 3a MH(DOpMaLUOHHY 6e3onacHocThk (information security officer): /inuo,
oTBeuvatlollee 3a BHegpeHne 1 noaaepxky nporpaMmmbl o6ecneyeHns MHpopMaLnoHHoW 6e3onacHoCTy.

3.38 uHpopmaLymoHHble pecypchbl (information resource): O6opynoBaHue, ncnonb3yemoe A4ns o6pabdboT-
K. Nepefayn Uam xpaHeHus nHchopmaLumn, He3aBUCUMO OT TOTO, HAXO4UTCS OHO BHYTPU OpraHu3auum unm 3a ee
npegenamu.

MpumeyaHue — K nogo6HoMy 060pyL0BaHII0 OTHOCATCS: TeNedoHbl, (haKCUMUIIbHBIE annapaTtbl U KOMMbHo-
Tepbl.

3.39 yenocTtHocTh (integrity): CBONCTBO COXpaHEHUSI NPaBUNLHOCTU U MOTHOTbLI aKTUBOB [2].

3.40 kntou (key): Mo 3.23. TepMuH «KpunTtorpadunyecknii Knwoy».

3.41 ncnonb3oBaHune chanbwmsoro yeka (kiting). Micnonb3oBaHne hanbLlWIMBOro Yeka A58 NoNyyYeHus
KpeauTa Unu geHer.

3.42 npaBoBoii puck (legal risk): Puck noTepb u3-3a HenpegBUAeHHOr0 NPUMEHEHUS 3aKoHa UAN HopMa-
TMBHOTO aKTa UM 13-3a HEBO3MOXHOCTM BbINO/IHEHNSA KOHTpakTa [7].

3.43 rapaHTuniiHoe nucobmo (letter of assurance): lokyMeHT, onucbiBarOLWmii Mepbl o6ecneyeHns MHop-
MaLVOHHOI 6e30nNacHOCTU, MPYMEHsAeMbIe 415 3aLUTbl MHOPMaL UK, XPaHUMO N0 NOPYYeHNI0 NoslyyYaTens nucb-
ma.

3.44 puck nukBngHoctu (liquidity risk): Puck Toro, 4to y KOHTpareHTa B cucteme 6yaeT HefoCTaTOUuHO
CpefCcTB A1 BbINO/IHEHNA CBOUX (PUHAHCOBbLIX 06A3aTeNIbCTB B CUCTEME B MOJIHOM 06beMe B CPOK, XOTS cylye-
CTBYeT BO3MOXHOCTb, YTO OH CMOXET CAefnlaTb 3TO B KaKOii-TO MOMEHT B byayLiem [7].

3.45 ko ayTeHTudukayunm coobweHmnii (KAC) (message authentication code MAC): Koa. KOTopbIii npu-
coefIHAETCA KCOOOBLLEHNIO ero aBTOPOM, ABNAIOLWMNIACSA pe3y/ibTaToM 06paboTkM CO06LEeHNSA NOCPeACTBOM KpUn-
Torpaguyeckoro npouecca.

MpumedaHune — Ecam nonydatesis MOXET CO34aTb TAKOM e KOf. BO3HUKAET YBEPEHHOCTb B TOM. YTO
coo06LLeHne He GbiI0 MOAUMULMPOBAHO M YTO OHO WCXOAUT OT BfajeNbLa COOTBETCTBYIOLLETO KPUNTOrpaduyeckoro
Kova.

3.46 mogndukaunsa nupopmaumn (modification of information): O6HapyxeHHoe UM HeobHapyXxeHHoe
HecaHKLMOHMPOBaHHOE UK CryYaliHoe n3MeHeHue nHpopmalmm.

3.47 npuHunn Heobxoammoro 3HaHuA (need to know): KoHuenuus 6e3onacHoOCTU, orpaHuyMBatoLLas
[OCTYN K MHhopMaumm n pecypcam o6paboTkun nHdopmaunm B o6beme, He06X04MMOM 415 BbINOSTHEHNS 06A3aH-
HOCTeli faHHOro nuua.

3.48 ceTb (network): CoBOKYNHOCTb CUCTEM CBSA3U U CUCTEM 06paboTKn MHhopmaLmu, KoTopass MOXeT UC-
No0/Ib30BaTbCA HECKO/IbKUMU NMOJIb30BaTENAMMU.

3.49 HeoTKkasyemocTb (non-repudiation): CNnoco6HOCTb YA0CTOBEPATL UMEBLLEE MECTO AeicTBUE NAn co-
6bITUE TaK. YTOObI 3TN COOLITUA UK AeliCTBUSA HE MOTN 6bITb NO3XKe 0TBEPrHyThI (1). [2].

(MCO/M3K13888-1:2004] [9]

3.50 onepaymnoHHbIA puck (operational risk): Puck toro, 4to onepaynoHHblie PakTopbl, TaKNE Kak TEXHU-
yeckne HapyleHna yHKLUOHUPOBAHNA UK ONepaLuoHHbIe OLNGKU, BbI3OBYT UN YCYTyBAT KpeAUTHbI PUCK AN
puck nnkBugHocTn [7].

3.51 o6nagatenb nicpopmaumn (owner of information): Pa6oTHuK nnu cnyxb6a, oTBevatwuime 3a c6op n
coxpaHeHue faHHOoli COBOKYNHOCTU NHopMaLUK.

3.52 naponb (password): CTpoka CUMBONOB, CNyXallas B kauecTBe ayTeHTUrkaTopa nonb3osaTens.
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3.53 uenecoobpasHasa 6usHec-npakTmka (prudent business practice): CoBOKyNnHOCTb NpakTU4YeCKNX npu-
€MOB. KOTOpble 6blIN B LLe/IOM NPU3HaHbl kak HeobxoAnMble.

3.54 poctoBepHOCTH (reliability): CBolicTBO cOOTBETCTBUSA NPefyCMOTPEHHOMY MOBEAEHUIO U pe3y/b-
Tatam [2]:

3.55 ocTatouHblli puck (residual risk): Puck, octalouwuiica nocne ero o6pabotku (2.

3.56 puck (risk): MoTeHLManbHas onacHoCTb HaHeCeHUs yuep6a opraHm3auny B pesynbTare peanunsayum
HEKOTOPOi1 yrpo3bl C UCMOSIb30BaHWEM YA3BMMOCTEN akTuBa Uan rpynnbl akTUBOB [2].

MpumeyaHune — OnpeaensieTcs kak coyeTaHne BEPOSITHOCTU COBbITUS U ero NocneACcTBUNA.

3.57 npnHATHe pucka (risk acceptance): PelleHne opraHnsaummn B3sTb PUCK Ha Cce6sl, CBA3aHHOE C UCK/TH0-
YeHVneM B NOSIUTUKE.

3.58 aHanus pucka (risk analysis): Cuctemartmnyeckuit npouecc onpeaeneHuns BeIMYnHbl pUCKoB [2].

3.59 oueHka pucka (risk assessment): Mpouecc, 06befMHAWNI NAEHTUDMKALUIO pUCKa, aHaNn3 pucka
1 oueHnBaHue pucka [2].

3.60 oueHuBaHMe pucka (risk evaluation): NMpouecc cpaBHEHUS NpoaHaIN3NPOBaHHbIX YPOBHENM pucka c
3apaHee yCTaHOBJIEHHbIMU KpUTEpPUSMU 1 nageHTudmnkayumn obnacTeit, rae Tpebyetcs o6paboTka pucka.

3.61 ngeHtudunkauymsa pucka (risk identification): NMpouecc ngeHTudnkaunn puckos, paccmaTpusarnoLynii
6U3Hec-Lenu, yrpo3sbl U yI3BUMOCTH Kak OCHOBY A9 AanibHeliwero aHanmsa.

3.62 MmeHeKMeHT pucka (risk management): MoAHbIA Npouecc naeHTU(KaLUN, KOHTPONS, yCTPaHEeHNS
UM YyMeHbLUEHWe NoCneACTBUI BEPOATHbLIX COObITUI, KOTOPbIEe MOTYT OKa3aTb B/IMSHME Ha pecypcbl MHopmauu-
OHHO-TE/IEKOMMYHUKALNOHHbIX TEXHONOrniA [2].

3.63 o6paboTka pucka (risk treatment): Mpouecc Bbibopa 1 peanusaunn Mep No N3MEHEHNI0 PUCKOB.

3.64 3awmnTHan mepa (safeguard): CnoxmBlasca npakTuka, npouegypa uamM MexaHU3M 06paboTKu
pucka [2].

MpumeyaHue — Crnegyer 3aMeTUTb, UTO MOHATUE «3ALUMTHASI MEPA» MOXET CYUUTATLCS CUHOHUMOM MOHSATUS
«Mepa ynpasneHus».

3.65 6e3onacHOCTb (security): KauecTBO UM COCTOSIHME 3aLULLEHHOCTN OT HECAHKLMOHWPOBAHHOIO 4,0C-
Tyna unm HEKOHTPOIMPYEMbIX NOTEPb UM BO3AEWCTBUIA.

MpumeyvaHusa

1 A6contoTHast 6e30MacHOCTb ABSETCS NPaKTUYECKN HeJOCTKMMOMNM, a KayecTBO OMnpeAeNieHHoN cuctembl 6e30-
NacHOCTU — OTHOCUTE/IbHbIM.

2 B pamkax cucTembl 6€30nMacHOCTU «COCTOSIHME — Mofesib» 6e30NacHOCTb SABMSAETCA TakMM «COCTOSHUEMY,
KOTOpOE A0/HKHO COXPaHATLCA NPU Pas/ivyHbIX onepauusx.

3.66 cepBep (server): KomnbloTep, 4eNCTBYOW NI Kak NOCTaBLLMK HEKOTOPbIX YCNYT, TakMx Kak o6paboTka
KOMMYHWKaumii, o6ecneyeHve nutepdeiica c cuctemoli xpaHeHus gaiifioB v neyaTHoe yCTPOICTBO.

3.67 perucTpauus (sign-on): 3aBeplUeHne naeHTUrKaLum nu ayTeHTMdrKaLm nonb3osartens.

3.68 pasgeneHHoe 3HaHue (split knowledge): PasgeneHune KpUTUYHOR MHChOPMaL MM HA MHOXECTBO Yac-
Teil Tak. YTo6bl Tpe6oBaNOCh HaNMUMe MUHUMAabLHOTO Ycna YacTell, nepes BbINOSIHEHNEM KakKoro-nm6o feii-
CTBUS.

MpumMeyaHune — PasgeneHHoe 3HaHUe YacTo UCMO/b3YEeTCA A/ OCYLLEeCTB/IEHUSA ABOMHOMO KOHTPOSS.

3.69 KapTouka xpaHeHuUs LeHHocTel (stored value card): YcTpolicTBO, NO3BOSAIOWEE XPAHUTL U OCYyLLe-
CTBASATb ONepaLum C 3N1eKTPOHHbIMW AeHbramu.

3.70 cnucTtemHbIli puck (systemic risk): Puck Toro, 4To HeCNOCOB6HOCTbL OAHOTO N3 YYaCTHUKOB BbINO/THUTb
cBOV 06A3aTenbCTBA IMG0 HapPYLWeHUst B PYHKLMOHNPOBAHUMN CaAMOM CUCTEMbI MOTYT NPUBECTM K HECMOCOGHOCTM
OPYTUX yyaCcTHUKOB CUCTEMbl MW APYTUX PUHAHCOBbLIX YYpPEXAEeHWNA B APYruX YacTax YMHAHCOBOW cCUCTEMbI
BbINO/IHATL CBOW 0653aTeNbCTBa B CPOK [7].

MpumedyaHue — MogobHbI C60i MOXET BbI3BaTL pacnpocTpaHeHue NpPo6aem € NIMKBUAHOCTLIO WK
Kpeautamn n B pesysibTare nocTaBUTb Nof Yrpo3y CTabu/IbHOCTb CUCTEMbI UM (OUHAHCOBBIX PbIHKOB.

3.71 yrposa (threat): MoTeHyManbHas NPUYMHA MHUULEHTA, KOTOPbI MOXET HaHeCTn yLLep6 cucteme um
opraHusauum [2].

3.72 cpeacTBO ngeHTUUKaymm (token): KoHtponupyemoe nosib3oBaTtesieM yCTpOcTBO (HanpumMmep AuCK,
cMapT-KapTa, KOMNbIOTEepHbIN haiin), cogepxalyee nHdopmMalmnio, KoTopas MoXeT UCN0/Ib30BaTbCS B 3/1IEKTPOH-
HOW TOproBne Ana ayTeHTMdMKaLMm nnv ynpasneHus 4ocTynom.

3—2590 5
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3.73 ngeHTndunkatop nonb3oartensa (user ID): CTpoka CMMBOMOB, MCNOSb3yeMas 415 O4HO3HAUYHOM
NAeHTUMUKaLMM KaXA0ro NoN1b30BaTesis CUCTEMBI.

3.74 yaszsumocTb (vulnerability): Cna6ocTb 04HOr0 NN HECKONbKUX aKTUBOB, KOTOPas MOXeT 6bITb UCMOMb-
30BaHa 04HOM NN HECKONbKUMUK yrpo3amu (2).

4 O603HavYeHNs N cokpalleHus

KMAPC — KOMUTET Mo njiatexHbIM ¥ pacyeTHbIM CUCTEMAM;

FTR — npoTokon nepegauu caiinos;

http — npoTokon nepegayn runeprekcra;

HTTPS — npoTokon 3aluLeHHOol nepeayn runepTekcTa;

IP— npoTtokon NHTepHeT:

IPSEC — npoTtokon IPSec:

NT — nHopmaLmoHHasa TexXHoorus;

MK — nepcoHanbHbIi KOMNbIOTEP;

PEAP — 3auWMLieHHbIli paclunpsieMblii NPOTOKO ayTEHTUdUKAL NN,
PIN — nepcoHanbHbI nAeHTUDNKALNOHHbI HOMep:

SMTP — npocTo¥ NPOTOKON 3NEKTPOHHON NOYTHI;

SSH — BuWA TEpMUHANBHOTO A0CTYyNa K cCepBepy € 60/blUER CTeNeHbIo 3aLlULLEHHOCTY ceaHca CBA3W;
SSL — npoTokon 6e30nacHbIX COeAUHEHWIA;

WS — Beb6-cepBepsl;

XML — pacwupsieMblii 13blKk pa3MeTKu:

EC — EBponelickunii Cotos.

5 Monntmnka MHOpPMaLVOHHO 6e30MacHOCTM opraHusaunm

5.1 HasHaueHwue

Bce yupexaeHus puHaHCOBbIX YCNYT B 3HAYNTE/IbHOI CTeNeHn 3aBUCAT OT ucnonb3oaHusa UT uHdopmaym-
OHHO-KOMMYHUKALNOHHbIX TEXHONOTNIA U, CNefoBaTeNbHO, HYXAalTcA Bob6ecneyeHnmn 3almnTbl MHopMauum n
MeHe)KMeHTe 6€30MacHOCTU CBOUX MH(DOPMAaLMOHHbIX akTUBOB. CnefoBaTenbHO obecneyeHne UHPoOPMaLMOoH-
HO1 6€30MacHOCTU U MEHEeI)KMEHT MHPOPMaLMOHHO 6€30MaCHOCTH JO/MKHbI CTaTb BaXKHbIM KOMMNOHEHTOM niaHa
pyKOBOACTBa OpraHu3aumm.

PaspaboTka nporpammbl o6ecnevyeHns nHpopmMmaLMoHHo 6e3onacHOCTY ABNSETCA LenecoobpasHon 6us-
Hec-NpakTUKO. NoMorarLLein yupexgeHusam, npeocTaBnsaowmM UHaHCOBbIE YCYIW, naeHTuduyposaTtb u
OCYLLEeCTBNATbL MEHEAXMEHT pucka. HacToswmii ctTaHfapT ycTaHaBAnBaeT 06LWMNIA, OCHOBAHHbIN Ha NONUTUKE
6e30nNacHOCTN NOAX0A K MEHEeAXKMEHTY MHOPMaLMOHHON 6€30NacHOCTM 1 pekoMeHAaunn, KoTopblie MOryT 6bITh
afanTupoBaHbl 4N 6usHec-Ueneli faHHON opraHnsaunmn. busHec-uensam fomkHbl CNOCO6CTBOBATL NOMNTUKN U
npoueaypsbl o6ecneveHns s3awuTbl akTueoB UT. OCHOBaHHbIW Ha NONTMKE 6€30MacHOCTU NOAXOA MPUMEHUM K
yuypexaeHusam ¢ passiniHblix macwTabos, TUNOB yNpaB/eHNa 1 OpraHn3aLnoHHbIX CTPYKTYP.

B HacToslWeM cTaHfapTe NpuBOAATCA 06l Me pekoMeHaaLm pyKoBOACTBY YUpexaeHus, npefocTaBnsato-
Lwero hMHaHCOBbIE YC/YTW MO Pa3/IMyHbIM acnekTam MeHexMeHTa NHhopMaLMoHHON 6e30nacHOCTH B pa3paboT-
Ke 1 nogAepxke nporpammbl obecneyeHnss MHOOPMaLNOHHON 6e3onacHOCTH. [ipyrne UCTOYHWUKM, B YHACTHOCTU
MCO/M3IK17799. npefocTaBnaoT BaXHY NOAPOGHYI MHGOPMaLMI0 0L ero HasHayeHus, KOTopas okaxeT Heo-
LLleHUMYI0 NOMOLLb B BONPOCcax BHeAPEHUSA N NOAAEPXKN NporpaMmMbl obecneyeHns nHopmaLmoHHon 6esonac-
HOCTW. HacTosiWwuii cTaHAApT ycTaHaBIMBaeT KOHKPEeTHbIE MPaBOBbIE M HOPMaTVBHbIE TPe60BaHUsA, KOTOPbIE A0/1-
XHbl YUUTbIBATLCA (PUHAHCOBbLIMY YUPEXAEHNAMUN NPU CO3[4aHUN, OCHOBAHHOW Ha NoNMTUKe 6e30nacHoOCTU Me-
HegKMeHTa MHhopmaLoHHOl 6e30nacHOCTM.

5.2 NpaBoBOe U HOpMaTMBHOE COOTBETCTBUE

5.2.1 O6wwne nosoxXeHns

PacnopsaauTenbHble opraHbl BOCHOBHOM 3aHMMaloTCa Bonpocamu 6e30nacHoCTH, yCTOMYMBOCTM 1 CO6t0-
[EeHNs 3aKOHOB M NOJIOXEeHWNA. OAHUM 13 31eMeHTOB 6e30NacHOCTH 1 YyCTONYMBOCTH ABAAETCA cUcTeMa 3aLmT-
HbIX Mep opraHu3auum, kotopas obecneynsBaeT 3aw Ty MHOPMaAL MM OT HEAOCTYMHOCTU, HECAHKLIMOHNPOBAHHOTO
N3MEHEHWS, PaCKPbITUS N YHUUTOXEHUA. NocnegHne HaunoHanbHble 1 MeXxayHapoaHble 3aKoHbl, Takme kak ba-
3enb 11 [10]. 3akoH Cap6aiiHc-Okenm (SOX) [11]. 3akoH Npama-lnva-bannu (GLB) [12] n EBponelickan gnpektusa
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95/46/EC [13], onpeaenunnu cpeay NnpaBoBOro U perynssiTUBHOIO pucka Ansi MMPOBbLIX NOCTaBLMKOB (DMHAHCOBbIX
ycnyr. Nonutuka 6e30nacHOCTU opraHn3anmnm o/XKHa Y4uTbiBaTb 3TOT PUCK.

COTpyAHUKM, OTBETCTBEHHbIE 3a 06ecneyeHne COOTBETCTBUA TPe6oBaHNAM NONTUKN 6€30MacHOCTM, AO/XK-
Hbl paboTaTb BMeCTe C pyKoBOAUTENEM CNYX6bl 06ecnevyeHns MHHOPMaLNOHHON 6e30nacHOCTY opraHusaLmm,
pykoBoguTenem puHaHCOBOW CAYXObl OpraHu3aumnu, ynpasnsawowmumy genamu, uuamm, 3aHumMarnwMncs me-
HEeKMEHTOM pUcKa, nayautopammu Hag TeM. 4To6bl Tpe6oBaHMA MHhOPMAaLMOHHOK 6€30MacHOCTU HauNOHa N bHbIX
N MeXyHapoAHbIX 3aKOHOB M NOI0OXEHU 6biNn f0BeAEHbl 40 pab0THUKOB OpraHu3aumnm n pasbsacHeHbl UM. OT-
BETCTBEHHbIE COTPYAHUKMN 3 OL,eHKY COOTBETCTBUSA UHChOPMaLIMOHHOW 6€30NacHOCTU AO/KHbI CeAnTb 3a nosiBne-
HMEM HOBbIX MH(DOPMALMOHHbIX TEXHOMOMNI UM MeTOA00TMIA OLeHKM MHADOPMaLMOHHO 6€30NacHOCTH, KOTOPbIE
MOryT cTaTb 06BEKTOM perynnpoBaHuns, Hanpumep, 3a COOTBETCTBMEM HOBbIX MPOAYKTOB MHPOPMALMOHHbIX TEXHO-
noruii 3apaHee onpegeneHHbIM knaccam hyHKLMOHabHbIX BO3MOXHOCTE N0 MH(OPMAaLMOHHOK 6e30macHoCTH.

5.2.2 Tpe6oBaH1A K PMHAHCOBLIM YYpeXAEHUAM

5.22.1 O630p

Lna yupexaeHnii hMHAHCOBOTO ceKTopa CyLW,ecTBYOT onpeAe/ieHHble NpaBoBble TPE6OBaHUSA N HOPMbI,
oKasblBallne BnnsaHne Ha 6es3onacHocTb UT. KoTopble A0/1KHbI coboaaTtbca. OCHOBHasa npobiema 3akivaeT-
€A B TOM. YTO 3TU Tpe6OBaHUA B pa3HbIX CTpaHax pasnuyHbl. Xota EC Nnponoxun nyTb K yCTpaHeHUo pa3nuuunii B
npaBoBbIX HOPMax, BCE eLle 0CTalTCA HaloHabHble NpaBoOBble HOPMbI, TPebytoL e 0CoO60ro OTHOLEHUS.

[lanee onvcbiBalOTCS Hanboee BaXKHble 3aKOHbI C TOUKV 3peHNa nocTaBLmka UHAHCOBbIX YCAYT, felicTBY-
louero B rnobanbHbiX ycnosusax. OnvcaHne HopmaTuBHbIX TpeboBaHuWli NnpecTaBneHo B Befe pa3genos: «Opra-
HU3aLMOoHHOe ynpaBneHne». «3awmuTta faHHblX (HENPUKOCHOBEHHOCTb YACTHOMN XU3HWN)» U «3aKoHOAaTebCTBO
(hMHAHCOBOrO ceKTopa», XxapakTepHoe A/ NoCTaBLWMKOB (DMHAHCOBLIX YCYT (HAaNpUMep 3akoHbl, Kacatwuecs
neranusaymnin KpUMUHaNbHbLIX 0X0A0B). OnnucaHne 3akoHoAaTeNbHOW cpefbl OCHOBAHO Ha Tpe60oBaHUAX hUHaAH-
COBOIi OTYETHOCTM U peKOMeHAAaUmNAX, yCTaHOBMEHHbIX B [10].

5.2.2.2 MNpaBoBble TpeboBaHuA

5.2.2.2.1 PyKoBOACTBO OpraHusauunu

B nocnepgHune rofbl MHOTME HaLMOHabHbIE N perMoHanbHble 3aKoHO4aTe lbHble OpraHbl BblABUHYIN 3aKO-
Hbl. KacawLlmecs pykoBoACTBa opraHu3auunun. Cpeamn HUX M3BECTHbI criefyrolne: 3akoH Cap63iiHc-Okenu (SOX)
B CLWA. 3akoH Kontrolle- und Transparenz Gesetz (KonTraG) B FepmaHuun n npoekTt gupektnsbl EC «O pykoBog-
CTBe opraHusayum». 3TN TPU 3aKOHA U3MEHUIN CUCTEMY NPaBOBbIX PUCKOB, C KOTOPbIMU CTA/IKNBAKOTCA NOCTaB-
LLWKN PUHAHCOBbIX YCIYT.

3akoH SOX TpebyeT, 4TObObI BCE KOMNaHWK, BeAylyne cCBO6O4HYIO TOProBalo Ha hoHAoBbIX 6Gupxax CLUA.
npefocTaBNaNmM CBUAETENbCTBO HAMMYNA Y HUX afleKBaTHbIX CPEACTB KOHTPONSA AN (DUHAHCOBOM OTYETHOCTK.
[oBopsi 60nee Nnoapo6HO, 3akoH SOX 06A3bIBAET PYyKOBOAUTENSA KOMNAHUN U PYKOBOANUTENS ee (PMHAHCOBOI CyX-
6bl NPOBOANTL OLLEHKY 3h(PEeKTMBHOCTN BHYTPEHHEN CUCTeMbl KOHTPO/ISt OpraHn3aLmm, a Takke NpUHUMaTh Ha cebs
BCIO OTBETCTBEHHOCTb 3@ eXeroAHble (hrHaHCOBble 0TYETbl OpraHnsaLmmn. B aTux uensax B otHoweHun UT Heo6xo-
AVMO NPOBOAUTL OLLEHKY Y KOHTPO/Ib (PYHKLIMOHUPOBAHUA KPUTUYECKUX BU3HEC-NPUNOXEHWNI N CBA3AHHbBIX C HUMU
PUCKOB. Becb XN3HEHHbIN LK 6M3HEC-NPUIOXEHNIA — OT NepBOHaYasibHON pa3paboTkm A0 o6ecneyeHus Henpe-
PbIBHOCTU 6U3HECa — A,0/KEH NOABEPraTbCs OLLEHKE U KOHTPOJII0 C Lie/1bio rapaHTUPOBaHNA Hanuns afeKkBaTHbIX
3alMTHbIX Mep. X0TA 3TOT 3aKOH ABNAETCA HAUMOHAbHbIM, €70 NPUMEHAIOT K /110601 KOMNaHNK, YbK akLumn cBo-
60aHO0 npogatotcs B CLUA.

Hemeukuii 3akoH KonTraG TpebyeT 0T opraHv3alm BHeApeHNs BHyTPEHHEro npoLecca MOHUTOPUHra, onpe-
AensaLwero BHyTpeHHMe pa3paboTku 1 peleHns, KoTopble MOryT NpeAcTaBisaTh BbICOKUI YPOBEHb pucka aAns
37O opraHusauun. 1o TpeboBaHNe nogpasymMmeBaeT, YTO PYKOBOACTBO A0/KHO BHEAPATL BHYTPEHHIO cCUCTEMY
MeHeqKMeHTa pucka B macwTabe opraHusaumu. [laHHblli 3aKOH Takke 06513biBaeT pykOBOACTBO co06wWaTh 06
NAEeHTUNLNPOBAHHOM CEPLE3HOM PUCKE B CBOEN cucTeMe OTHYETHOCTH (NpeAcTaBNAeMOoi ABaXAbl B TOA, 1 exe-
rofHo). BoTHoweHun VT B HEM paccmaTprBaeTCs TOT e acnekT, YTo B 3akoHe SOX. OgHako, NOCKObKY HeMel,-
Kne KomnaHuu, BeAyline cBO604HYI0 TOProB/io, MMEOT ABYXYPOBHEBLI COBET AMPEKTOPOB, TpebyeTcsa 6onee
cTporas cuctemMa OTYETHOCTM coBeTaAMPeKTOpPoB HabnogaTenbHOMY coBeTy. HecooTBeTCTBUE fLlaHHOMY 3aKOHY
MOXeT NPUBOAUTL K CHUXEHWNIO 6AHKOBCKOTO peliTuHra opraHusanum u. cnefosatefibHO, OKa3biBaTb BIMAHUE HA
NPOLEeHTHbIE CTaBKM 3a KpeanTbl.

EC paspabaTbiBaeT NPOEKT ANPEKTUBbI, KOTOPbI OKaXKeT BAMSHME Ha HaLMOHaIbHOe 3aKoHoAaTeNnbcTBo EC.
1 3aKnt04aeTca B TOM. YTO OT BCeX KOMNaHWUi, YbW akuuu 3aperncTpupoBaHbl Ha POHAO0BON Bupxe, TpebyeTca
ny6nukauvsa otyeta 06 ynpaBneHun opraHusanun. [laHHblii oTHET AO/DKEH codepXaTb NoAPOo6HYI0 MHopMaLmio 0
coBeTe ANPEKTOPOB, ero peLleHnax, GMHaHCOBOM MOIOXEHNN KOMMNaHUK n cobnoaeHnn 3akoHogarenscrea EC.
Kpome 3Toro, oTyeT fO/HKEH Takxe BKIYaTh BCebs pe3ynbTaTbl He3aBUCUMbIX ayAnTOB. JupekTuea nmeeT noxo-
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Xune cnegcteua ana UT. uto n 3akoHbl SOX 1 KonTraG. CylecTBYOT U Apyrne HaunoHabHble 3aKOHbl, HO HU
OfMH U3 HUX He SIB/ISAETCA HACTO/IbKO CTPOrMM, YTOObI OKa3blBaTb B/IMAHUE Ha AupekTusy EC.

5.2.2.2 2 3awuTa faHHbiX (HENPUKOCHOBEHHOCTb YACTHOW XN3HN)

Bonpoc 3awuTbl faHHbIX NpuBAeKkaeT Bce 60blie U 60Mblle BHUMAHWUS, 4TO 06YCNIOBNEHO pa3NnUyHbIMU
3aKoHamMu pernoHasnbHoro, hefepanbHOro U rocyfapcTBEHHOro ypoBHeli. MosiBeHne 3Tux 3aKOHOB onpeAeneHo
TeM. YTO Ucnonb3oBaHne VIHTepHeTa co3gaeT AONOJHUTE/IbHbIE PUCKK, KacalLlinecs 310ynotpebneHns B aToi
cdepe, ¥ NI0OAN, UCNOMb3YIOLLME 3TOT HOCUTENb MHPOPMALUK, HYXAal0TCA B COOTBETCTBYIOLLEN 3aLiuTe.

AnA 3awmnTbl MHhopMaLumn noTpebuTenei, XxpaHMMON B (PUHAHCOBBIX YUPEXAEHNAX, TPpefHa3HaYeH 3aKkoH
GLB [12]. OH TpebyeT, 4T06bl 3TN yupexaeHns npefocTaBasIn CBOUM KMEHTaM yBeOM/IEHNe O rapaHTumn He-
NMPUKOCHOBEHHOCTMN YAaCTHOM XU3HWN, 06 BACHSAOLWEee NpakTuyeckme npuemsbl (NPakTukKy) yupexaeHnii B OTHOLWEHUN
KOMINeKTUBHOTO MCNOMb30BaHUA MHopmaLumu. B cBo oyepeab NOTpe6bUTENN NMEIT NPaBo Ha KONNEeKTUBHOE
ncnonb3oBaHue cBoei nHopmaLmn. 3akoH Takxe TpebyeT, UTo6bl hrHaHCOBbIE YupexaeHUs 3aLmiLany nHdop-
Maumnio, cobpaHHyto 06 OTAeNbHbIX MLax; HO He OTHOCUTCSA K MHhopmaummn, cobpaHHoii B Xof4e KOMMepYecKoi
nnn 6usHec-geATensHocTn. PegepanbHas Toprosas komuccus (PTK) onybavkoBana komMnaekec cTaHAapToB, KOTO-
pbIVi LOMKEH NPUMEHATLCA ANA 06ecnevyeHns COOTBETCTBMSA 3akoHy GLB.

COBMeCTHOE YCUNB NO JOCTUXEHNIO HEMPUKOCHOBEHHOCTH YaCTHOM XN3HN AN BCEX CTPAH-Y4YacTHUL, Ha
BbICOKOM YPOBHe npeacTtasaset co6oii [13]. laHHaa gupekTvBa 3almiiaet MHopMaLnio o hrusmyecknx nuuax
BO BPEMS BCEr0>XXM3HEHHOrO0 uukna, npoLye roBops TpebyeT, yTobbl Nt060e yupexaeHve 3anpalimeano paspelle-
HMe B cnyyae Ucnosib3oBaHusa nHpopmalmm 06pa3om, OT/IMYHLIM OT OPULMANBHOTO (M YyTBEPXAEHHOT0). InpeKkTu-
Ba TakxXe orpaHnynsaeT nepefady nepcoHasibHbIX JaHHbIX TEM CTpaHaMm, rae obecneynBaeTca Ux HeageksarHas
3awumTa. dusnyecxume nuua AONXKHbI faBaTb HEABYCMbIC/IEHHOE pa3pelleHmne Ha nocneayoLyo o6paboTky cBO-
el nepcoHanbHoOli MHhopmauun. TpeboBaHnsa, ycTaHOBEHHbIE B ANPEKTUBE, OT/IMYatOTCA oT npouegyp B CLUA.
roe u3nYecknx Nuy He 3anpallmBaloT O paspelleHnn o 3anpeLeHnmn gansHeliweli 06paboTkm nepcoHanbHoOl
nHopmauun. EBponeiickas aupekTnsa BHegpAeTCA B HaLMOHaIbHOE 3aKOHO4aTeIbCTBO BCEX CTPaH — Y1EeHOB
EC.

LLiBeliLapckunii 3akoH 0 3alinTe faHHbIX [14] naoeHTUYeH 3aKkoHaM Apyrux eBponeiicknx ctpaH. [laHHblii 3a-
KOH yNnoMuHaeTcs 34ecb no AByM npuumnHam; Lselinapuma He aensetca yacTbto EC. C gpyroii CTOPOHbI, WwWeeiuap-
CKWiA 3aKOH 3anpeLiaeT nepegayy nepcoHasnbHbIX AaHHbIX B fpyrue cTpaHbl NPy OTCYTCTBMM afekBaTHOM 3awuThl
1 TpebyeT OT NepejatoLleil opraHusaLmm nHhopMmpoBaTh O ee Nnepejaye opraH, 0TBevalLnii 3a 3aLuTy nepco-
HaNbHbIX faHHbIX. JpYyrMM BaXKHbIM 3aKOHOM, CBA3aHHbIM C (QUHAHCOBBLIMMN YUpexAeHUaMu, ABNAeTCA 3aKOoH O
TaliHe BK1afoB KNMEHTOB Waelinapckoro 6aHka (Schweizer Bankkundengeheimnts) [15], o6ecneyunBatowuii 6e-
3YCNOBHYI0 3aLLUTYy MHpOPMAaL MK O KNNEeHTaX, XpaHUMOol 6aHkaMu.

5.2.2.2.3 lerannsaumnsa KpMMmUHasAbHbIX 4OX040B

MoyTn BO BCex cTpaHax MMeTCs 3akoHbl N0 60pbbe ¢ nerannsalmein KPUMUHANBbHBIX 4OX0A0B, KOTOPbIE
06bIYHO NpegnucbiBalOT, YTOObLI BCe NepeBoAbl AeHer, Npesblllallime onpegenieHHyo cymmy, noaseprasauch
paccnefoBaHuio C LeNbi0 NPOBEPKM UX UCTOYHWUKOB N agpecaTa. Ewe B 90-X rogax Takme 3aKOoHbl He MMenu
AAIBHOTO OTHOLUEHMNSA K 6€30NacHOCTY, Tak Kak OHM MPUMEHSANNCH Ha NpakTuke 6e3 yyeTa pelueHus npobaem 6e3o-
nacHoCTW.

ATaku TeppopucToB, coBepllieHHble B CLUA 11 ceHTA6ps 2001 r., ACHO Noka3ann BaXHOCTb 3aKOHOB, Ha-
npas/IEHHbIX MPOTUB flerann3aunumn KpUMmUHasIbHbIX OXOA0B U CBA3AHHbLIX C HUMUW Mep 3awnTbl. TN aTakm CTUMY-
NMpoBanun 0Co3HaHne BaXHOCTU COTpyaHuYecTBa B cpepe 60pbbbl € nerannsaumnein KpUMmMHanbHbIX 4OX040B NO
BCEMY MUPY. DTO OCO3HAHMNE OXMBUI0 MEXAYHAPOAHOE COTPYAHNYECTBO M NPUBENO K 3HAYUTENbHBIM U3MEHEHU-
AIM 3aKOHOB, HanpaB/IeHHbIX NPOTMB fleranm3aunun KpUMNHaabHbIX JOXOA40B N BHOCSILLMX CBOM BKIag B CNOCO6-
HOCTb MMPOBOTO COO6LLECTBA OTC/IEXNBATb leHeXHble CPeACcTBa TeX. KTO (hMHaAHCUpyeT MeXAyHapoAHbIli Teppo-
pU3M.

C 2001 roga CLUA npofomxalT NPOBOAUTL aKTUBHYH MEXBEAOMCTBEHHYIO MEXAYHApPOAHY 06yyaloLLyto
nporpamMmmy no 6opb6e c nerannsaymeii KOUMUHANbHbLIX LOXOL0B C LLeN1bio NOBbILEHUSA MeXAYHAaPOAHbIX yCUnui
no 6opb6e c neranvsauneii KPUMMHaNbHbIX JOXOA0B M (PMHAHCOBLIMYM NpecTynieHnamu. MNpasutensctea CLUA K
APYrux cTpaH, a Takke MexayHapoAHble opraHusanmm Toxe yCuanam cBou nporpaMmbl, HanpasJ/ieHHble NPOTUB
neranusaunm KpUMMHaNbHbIX 40X0A0B. EBponeiickuii Coto3 paclimpuna CBO AUpekTuBy no 6opbbe c neranusa-
Lueit KpUMUHaNbHBIX 0X0A40B 1 BO3/10XW1 0653aHHOCTU NPOTUBOAEWCTBUS Nerannsanun KpUMUHaAbHbIX J0X0-
[10B Ha «CTOpOXeii», NnpodeccnoHanoB, Takmx, Kak lopucTbl 1 Byxrantepbl, KOTOPbIE JO/KHbI NPEensaTCTBOBaTbL
BOBJ/1IEYEHMNIO KPUMUHANbHBIX OX0A0B B (DMHAHCOBbLIE CUCTEMbI rocyaapcTs. MNMpogonmkatoT achekTuBHO paboTatb
pernoHanbHble opraHv3auun no 6opbbe ¢ neranusauneil KpUMUHaIbHbIX 0X0A40B B EBpone. A3un n cTpaHax
Kapunbckoro 6acceiiHa U HauMHalT AelicTBOBaThL 3apoxjallynecs pernoHanbHble opraHusaumnm no 6opb6e ¢
neranusauymein KpUMUHaNbHbIX 4OXOA0B B cTpaHax KOxHoin AMepuku n Adpuku.
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OcHOBHOE BHMMaHue B chepe 60pb0Obl ¢ Neranunsaumnein KpUMmMHanbHbIX goxonos B 2005 . cocpefoToumn-
nocb Ha pa6oTe ®uHaHcoBOl onepatuBHoOi rpynnbl (FATF), BCEMVPHO NPU3HaHHOW MeXAyHapoaHoi opraHmsa-
unn no 6opbbe c neranunsaymeli KPUMMHaNbHbLIX 4OXOA0B, KOTOPas NPOAO/XMIA CBOK paboTy CO cTpaHaMu u
TEPPUTOPUSIMU, KOTOPbIE HE BXOAAT B COCTAB MeXAyHapoaHol opraHm3aunn. Mocne 11 ceHTabps 2001 r. FATF
6bICTPO OTpearmpoBasa 1 co3Bana uYpesBblyaiiHoe nieHapHoe 3aceaHne no Bonpocy 60pb6bl ¢ PUHAHCMPOBAHU-
em Teppopu3ma, NpuHsBLLee pelleHne paclimpuTb CBOK 3ajady 3a pamkm 60pb0Obl ¢ neranmsauneii KpUMUHaNb-
HbIX OXOA0B U COCPEAOTOUNTHL CBOK IHEPTUIO U ONbIT HA MUPOBBIX YCUANAX N0 6opbbe ¢ PuHaHCcMpoBaHuem
Teppopu3ma. C atoro BpemeHn FATF npuHsana BoceMb cneLmanbHbiX peKkoMeHaLuii no Bonpocy npoTuBogeit-
CTBMSA (hMHAHCMPOBAHUS Teppopusma.

ATaku TeppopucToB NOCAYXWUAW CUMbHBIM WMMYIbCOM ANA MHOTMX CTPaH K BHECEHUIO U3MEHEHWUI ©
YCUNEHUI0 3aKOHOB M0 6opb6e C nerannsaumnein KpuMmHanbHbIx foxoAoB. B CLUA 3akoH 06 06befUHEHNN U YK-
penneHun CLUA obecneyeHnem cCOOTBETCTBYIOLLUX CPEACTB, HEO6X0ANMbIX 4151 NPOTUBOAENCTBUSA TEPPOPU3MY
oT 2001 rofa BHeC 3HauuTefNbHble U3MEHEHNA B cucTemy 60pbbbl C neranusaumeil KPUMUHaNbHbIX OXOA0B.
HoBble WMpPOKMEe NOSIHOMOYNSA, MPeAoCTaB/IeHHbIE 3TUM 3aKOHOM, OKaXyT CYLLLeCTBEHHOE B/IMSHME Ha B3aMOOT-
HoweHnA Mexay hrHaHcoBbiMUM yupexaeHuamu CLUA 1 nx MHAMBUAYaNnbHbIMU KTMEHTaMWN U KIMEHTaMU Ha YPOB-
He yupexaeHui.

Mporpamma MeHeXMeHTa MHhopMaLMOHHON 6€30MacHOCTM MOXET MOMOYb PUHAHCOBLIM YUpPEeXAEeHNAM
paspyLwnTb CXeMbl neranm3aunii KoUMMHaNbHbLIX 0X040B. A, 4To 60n1ee BaXHO, 3T NPOrpaMmbl MOTFYT UCNONb30-
BaTbCA A1 leMOHCTPaL N perympyoLwmm opraHam v opraHu3anmnsam Toro, 4To KOHKpeTHoe (hMHAaHCOBOE yUpex-
feHne cobnogaeT 3aKkoHOAaTeNbCTBO U NpeAoCcTaBNseT JOKYMEHTaL IO O MPUHATUN CUCTEMATNYECKNX 1 aKTUB-
HbIX Mep AN cobnoAeHns 3akoHogaTeNbCTBa.

5.2.2.2.4 3aKoHbl, OTHOCALWMECH K PUHAHCOBLIM PbIHKaM

BONbLWMHCTBO 3aKOHOB, PerynpynLwmnx rHaHcoBbIli CEKTOP, BOCHOBHOM onpegenseTt o683aHHoCTU hu-
HaHCOBOIO y4pexaeHuns, 4To BKNoyaeT B ce6s 06593aTeNbCTBO N0 NPeAoCTaB/eHNI0 KBANNNLMPOBAHHbIX YCAYT.
HekoTopble opraHbl BNacTv rocygapctsa MHTEPNPETUPYIOT 3TO 06513aTENLCTBO TaK, YTO OHO PacnpoCTPaHAETCA Ha
BCIO NOJSIHOTY Mcnosb3yembix ycayr AT. Ha KoHkpeTHble Bonpockl 6e3onacHocTn UT ykasbliBaloT cnegyoume
3aKOHbl pa3/INYHbIX rocyaapcTs.

Mo apreHTMHCKOMY 6aHKOBCKOMY 3aKOHOAaTeNbCTBY, PUHAHCOBLIE YUpexeHUs [O/KHbI UMEeTb B CBOEM
cocTaBe pyKOBOAWUTENS CNYX6bl o6ecneveHnsa nHopmaunoHHoli 6eszonacHocTn (MCO). KoTopsblli NnpegocTaBnseT
eXerofHblli oTYeT LeHTpanbHOMY 6aHKy ApreHTuHbl. B oTyeTe cogepxarca TpeboBaHMA K OCYyLLeCTBAEHUIO U
NoAAEPXUBAHUIO BHYTPEHHUX Mep 3alynTbl PUHAHCOBOIO yupexaeHusa A1 o6ecneyeHns Hagnexawimx ycnyr.

[Oupektusa EC 82/121/E3C [16] perynupyeTt 0THETHOCTb (DMHAHCOBbIX yupexjeHuii 1 6bi1a HeaBHO 06HOB-
NleHa Ans ocywecTBrieHns 6osiee perynsipHoin oTYeTHOCTH Ha Bcell Tepputopun EC. Aupektusa EC 2000/31/EC
(06 anekTpoHHO Toprossie) (17] onpegenseT NpaBoOBYO CTPYKTYPY 3/1eKTPOHHOW Toproenu. flaHHasa AnpekTnea
[O/KHA BK/oYaTh B Ce65 BONPOChl HENPUKOCHOBEHHOCTW YaCTHOM XU3HU K/IMEHTOB, peryamposaHue npobnem
cnama, Hanoroo610XeHne, 3NEeKTPOHHbIE KOHTPaKTbl U UX 06paboTKy, KOHMUAEeHUNaNbLHOCTL 06MeHa nHopmaLm-
eii. lupekTrBa Takxe onpegenseTt KOgeKc NoBeAeHUsI BOB/IEYEHHbIX OpraHu3aunii kak cpecTBo obmeHa nHdop-
MaLueli 0 npaBax.

3akoH Kreditwesengesetz (KWG) (18] perynvpyeT npakTU4Yeckn Bce BONPOCHI, XapaKTepHble A1 hUHAHCO-
BbIX YUpexeHuii B FepmaHun. [laHHblii 3aK0H onpeAenseT, Kak 0/MKHbl (YHKLMOHUPOBaTb 6aHk/, KOMY paspe-
WwaeTcsa BO3rNasnATh (GMHAHCOBOE yUpexjeHune, 4To A0/KHO CoepXKaTbCca B OTUETHOCTU U Tw,. Tpu naparpada
3TOro 3aKoHa NpeAcTaBAAT 0co6bIli MHTepec. B nepBom paccmaTprBaeTcsi npo6ieMa aBToMaTu4yeckoro goctyna
hMHaAHCOBBLIX OPraHoOB K AAaHHbLIM KINEHTOB (8§ 24c). A4NA KOTOPbIX TPe6YTCA 0NONHUTE NbHbIE Mepbl 6e3onacHo-
cTn. Bo BTOopom (8 25a) onpeaensatoTca ocobble 06A3aTtenbCcTBa 419 PUHAHCOBBIX yUpexaeHunii, oxBaTbiBatoLLme
Takne BOMPOCHI, KAK MEHEAXXMEHT BHYTPEHHEro puUcka, Mepbl 6€30NacHOCTM U BHYTPEHHUI ayauT, a Takke nx
COTPYAHUYECTBO C HAA30PHLIMM OpraHamu. HakoHel, CyLecTBYIOT NpeAnMcaHus Ha c/lyyai HeBbIMOTHEHNS KOH-
KPEeTHbIM (DUHAHCOBBIM yYpexaeHneM Un ero pykoBoACTBOM CBOMX 06513aHHOCTEN, YTO MOXET NPUBECTU KyTpaTte
PYKOBOACTBOM Npasa BefieHns 6usHeca B OMHAHCOBOM CEKTOpe.

5.2.2.3 HopmaTtuBHble TpeboBaHus

[lBa HanpaBneHnsa HOPMaTUBHbIX TPe60BaHUI K (DUHAHCOBBLIM YUpexAeHUaM ABNATCA akTyanbHbIMU. Mep-
BOE HanpaBs/ieHne kacaeTcsa 0683aTeIbCTB yUpexgeHns no hrHaHCOBOW 0TYeTHOCTH (06bIYHO HaA30p OCYLLECTB-
naeTcs HauMoHaNbHbIMU (PMHAHCOBLIMW OpraHamu). BTopbiM HanpaBneHnem siBnseTcs 06a3areibCTBO (PUHAHCO-
BOW YCTONYMBOCTN, KOTOPOe onucbiBaeTcs B (10]. 3T TpeboBaHns BKIOUAOT B ce651 HEO6XO0AMMOCTb paccmoTpe-
HUA (DUHAHCOBLIM yUYpexaeHnem onepaLnoHHbIX PUCKOB.

Basenbckuii KoMMTeT No 6aHKOBCKOMY HaA30py nNpeanaraeT psf pekoMeHjauni, KacarLWwmnxcs HaunoHanbHbIX
cTaHfapToB, NPUHLMNOB U NYYLIUX NPaKTUYeCKMX Npuemos Haasopa. KomuteT HafeeTcs, YTO HauMoHanbHble
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huHaHcoBbIe opraHbl NpegnpUMYT Warn no BHeAPEHUIO 3TUX peKkoMeHaLuii NocpeCcTBOM MePONPUATUIA, npe-
[YCMOTPEHHbIX COrNnalleHnem, KoTopble flyyle BCero COOTBETCTBYIOT UX HALMOHa/IbHbIM cuctemam. Hopmartus-
Hble Tpe6oBaHUA BbI3bIBAOT HEOGXOAMMOCTbL NPOBEAEHNS ayanTa (PUHAHCOBLIX yuypexaeHuin. Bo nsbexaHve
yuwep6a, KOTOpbIA MOTYT HarHecTn ayAnTbl 06bIYHbIM BU3HEC-ONepaLnaM, KOHKPeTHble (OUHAHCOBbIE YUpexAeHuns
[O/KHbI BBECTU CUCTEMBI (BHYTPEHHETOo ayaunTa, MeHeAKMeHTa MHpopMaLoHHO 6e3onacHocTy 1 T.4.), npejoc-
TaBnsL e HOpMaTVBHLIM OpraHaM Bce He06X0AUMOe /151 MPOBEPKN COOTBETCTBMA (PMHAHCOBOTO yupexaeHuns
BCEM TpeboBaHMAM.

Kaxaoe thuHaHCOBOE yupexeHne f0/KHO MHTepnpeTMpoBaTh «0NepaLMoHHbI/i pUck» B NokasaTessax coo-
CTBEHHOI 6U3Hec-AeATeNbHOCTN N onpeAensaTb PUCKM, KOTOPbIM OHO NoABepraeTcs. AHan3 onepawuoHHbIX puc-
KOB [LO/IXEH BKNtOYaThb B Ce6A MOLEHHNYECTBO N ApYrMe npecTynHble AeicTBus, cbom cucTeMbl, YesioBeYecknii
thakTop, NnpupoaHble 6e4CTBUA U TEPPOPUCTUYECKME aKTbl. LlyHamu, Bbi3BasLlee 60/bLUNE Ye/N0BEYECKNE XEePTBbI
1 paspyweHusa B A3un B gekabpe 2004 r., u TeppopucTUYecKne atakn B ceHTabpe 2001 r., HaLeneHHble Ha UHAY-
CTPMI0 (OMHAHCOBLIX yCNyr B ropoae Hblo-Mopke, ABnA0TCA npumepamu cobbiTuii ¢ KpaiiHe HU3Kol cTeneHbio
BEPOATHOCTU. HO Takne cobbITUA UMET MEeCTO U A0/KHbI NPUHUMATLCA BO BHUMAHMe.

B (10) nogyepknBaeTca HeO6XO0ANMMOCTb NPOBEAEHNS yUpeXJeHnemM cucTemMaTnyeckoro aHaamnsa pucka.
[na ynpaBneHua HenpeaBUAEHHbIMWM 06CTOATENbCTBAMU HEOBXOAMMO NCNONb30BATh Kak KaYeCTBEHHbIe, TaK 1
KO/IMYeCTBEHHbIE METO/AbI, @ BbIGOP CPeACTB KOHTPONS 419 MHANBUAYAbHO OpraHn3aunoHHON e AVHULIbI A0/KEH
OCHOBbIBATbCS HA aHann3e CTOMMOCTU U 3 PEeKTUBHOCTU, KOTOPLI paccmaTprBaeT BEPOSITHOCTb KOHKPETHOTO
HenpeaBUAEHHOro 06CTOATENLCTBA, €70 BEPOATHOCTM YACcTOTY, NPOrHO3MpyeMble NOTePU U BAUSHME Ha 6usHec-
onepauuio B ciyyaB HacTynieHns cobbITus.

CnepyeT OTMETUTb pa3ninume mexgy 6aHKoBCKMM Hag30poM A5 obecneyeHns PMHaAHCOBOro 61arococTosi-
HMSA 6aHKOB 1 6AHKOBCKMM KOHTPO/1EM, KOTOPbI/i paccMaTpuBaeT CUMCTeMbl (DUHAHCOBbIX YUPEXAEeHU C TOUKK
3peHus onepawlmoHHOro pucka. 3TOT KOHTPO/Ib OCHOBAH He Ha TpeboBaHuAX, ycTaHOBNEHHbIX B [10]. a Ha Kntoue-
BbIX MPUHLUMNax baHka MexayHapoAHblx pacyeToB (19). HanpaBAeHHbIX HA CUCTEMHO 3HAYMMble NAaTeXHble Ch-
cTeMbl. MNnaTexHble cUCTeMbl KNaccuULNPYOTCA Kak «CUCTEMHO 3HaUYMMble» A9 61aronoayymsa n HopMmasbHbIX
onepaumnit GUHaHCOBbLIX PbIHKOB M A0/XHbl COOTBETCTBOBATH BCEM AECATU K/IOUEBbLIM NPUHLUMNAM. «3HaYMMble
CMUCTEMbI» AO/MKHbI COOTBETCTBOBATbL TO/IbKO, N0 KpaliHei Mepe, CeMu K1l4YeBbIM NPpUHUKUNam. Ans gpyrux nna-
TEeXHbIX CUCTeM TpeboBaHNs COOTBETCTBUSA K/II0UEBLIM NPUHLMNAM pa3nuyalTcs, HO (OUHAHCOBbIE yUpexaeHuns
MOFYT UCNOMb30BaTb CBOE COOTBETCTBME B BUAE PEKNAMHOTI0 aKTa, Tak Kak 3T0 COOTBETCTBME paccMaTpuBaeTcs
Kak Mepa kayecTtBa.

5.3 Pa3paboTka

Mocne onpegenenus ueneii nHopMaLMOHHON 6e30NacHOCTH OpraHn3aLmMmn 1 OLEeHK BO34eNCTBMA Nonoxe-
HW1 1 3aKOHOAATebCTBA HE06X0ANMO pa3paboTarb NNaH feNCTBUiA, COrnacoBaHHbIVi C yCTAHOB/IEHHbIMU GU3HeC-
uenamu. NnaH 4eicTBUii 4oMKeH NCNO/b30BaTLCA Kak PyKOBOACTBO A4/15 pa3paboTku NONUTUKN MHPOPMALMOHHOA
6e3onacHoCTY opraHusaumm (aanee — nonutuka)l.

BaxHo, 4To6bI OpraHn3sanma paspabdoTana noaMTUKY, KOTOpas NpMHUMaET B pacyeT Lein opraHnsauum n ee
KOHKpeTHble acnekTbl. [1onnTMKa f0/MKHA CornacoBbiBaTbCs ¢ 6U3HECOM OpraHusaunm, KynbTypoi, HOpPMaTUBHOM 1
npaBoBOli 06CTAHOBKOW, B KOTOPbIX AeNCTBYeT npeanpuatue. PaspaboTka nonuTnkn Heobxoguma ansa obecneye-
HWA Lenecoobpa3HocTu 1 3 heKTUBHOCTH NpoLiecca MeHe)KMeHTa pucka nporpammel o6ecrneveHuns 6e3onacHo-
cTu. Ana pa3paboTku n adhPeKTUBHOro BHEAPEHNSA MONUTHKN HY)XXHA NMOAAEPXKKA PyKOBOACTBA BCei opraHm3aLmm.
ApanTtupoBaB NOAUTUKY K BU3HeC-Lensam opraHm3auny, nonutuka yaet cnocob6cTeoBaTth Hanbonee ahhekTUBHO-
MYy MCNO/Ib30BAHUIO PECYPCOB 1 peanun3yeT nocnefoBaTenbHblli NoAxo4 Kk ob6ecneyeHunto 6e30nacHOCTN BO BCEM
cnekTpe pasHbIX MHPOPMALMOHHBIX CUCTEM.

5.4 VNlepapxus foKymMeHTauuu

5.4.1 O6wnii 0630p

5.4.1.1 O6wwue NonoxeHns

B HacToslem cTaHfapTe NPMBOAATCS TPU YPOBHS AOKYMEHTaLun NnporpamMmmel o6ecneyeHns MHGMOpPMaLMoH-
Holi 6e30NacHOCTW. DTN TPU YPOBHA COCTOAT M3 OKYMEHTaLUN NOAUTUKN, LOKYMEHTaLUN NpakTu4ecknx npuemMos
obecneyeHnsa 6e30nacHOCTU U [OKYMeHTaLnm onepayoHHbIX npoueayp obecneyeHunsa 6esonacHoctn?’. epap-
XS JOKYMeHTaunn 1 3Ha4eHne KaxJoro ypoBHs nokasaHbl Ha pucyHke 1.

B HacTosLem cTaHgapTe TEPMUH «MNOSINTUKa» SABMSIETCH CUHOHUMOM TepMMHA «0o6Lasa nonTrka MHdopmMaum-
OHHOI 6e30MacHOCTU.

2' HomeHknatypa u nepapxust AOKyMeHTauun He SBAATCA (UKCUPOBaHHbIMU. KOHKpPETHbIE OpraHusauum moryT
1cnonb3oBaTb 60/bLIEE YMC/IO YPOBHEN MEpapXnn U PasyHytd HOMEHKIATYypy AOKYMEHTaLMN.
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feuwwa BbicLLETO ppCaoACcTM roo6BCcNeULLMO
Oaorn«>roCn,<n«CebneBngoo0Wbro NpUHTblI HLLEeT
6BaonacHoCLL

Moapap*» nganeieine* 4aMKAKbILLIO! OBLLMX
MpMLLMOB,0N00MM1IOMI( neaa/THEN 1/0bI,
HMAiyy— 1 ONB EnnOnHCLUH TpBGiBaMii
loTTam 6BarcaocT

YOOLWLAMYCTOWTK NPEeTHE O NpremMar

HATEPLMYOCLLX  ypoBHe», pCeCngHi— O upo
pyTaBeforso na MmagamMMOoHMcaamMbIX

ipouwop

PucyHok 1 — [lokymeHTauua nporpammbl

B gokymeHTax, OTHOCALMXCA K MHPOPMaLMOHHOV 6€30NacHOCTH, A0/MKHbI 6biTb 0XBAaY€Hbl Kak BbICOKO-
YPOBHEBbIE LieNIn OpraHn3aunm, Tak u KOHKpeTHble, OTHOCALMecs K 6e30NacHOCTU, HACTPOiiKe yCTPOICTB, peanu-
3YI0OLUX NONNTUKY. [inana3oH oxsaTa Lieseil nyylie Bcero npeAcTaBuTb MHOXECTBEHHbIMU YPOBHAMMU fOKYMeHTa-
Lun. Yucno ypoBHel OMKHO 6bITb CBEAEHO K MUHUMYMY, N HACTOALLNIA CTaHAapT pekoMeHAyeT UCnosib3oBaHne
Tpex YpoBHeli: OKyMeHTaLmMa 0 NoANTUKe, fOKYMEeHTaL NS NpakTuyeckux npnuemMoB obecneyeHns 6e3onacHoCTv 1
[OKyMeHTauusa onepawumoHHbIX aKCnayaTayMoHHbIX npoueayp 6e3onacHocTy.

Mo mepe BHeAPEHUSA B KOHKPETHOL opraHn3aLy HOBOW NPOrpecCcUBHOM TEXHONOTUN NOTPEBYTCS 4ONOMHU-
TeNlbHble 4OKYMEHTbI. B TO BpeMs Kak AOoKyMeHTauma noanTukm o6bl4HO NpefcTaBnseTcsa Ha OA4HON cTpaHuue,
[OKYyMeHTauma npouefyp MOXeT COCTOATb U3 HECKONIbKMX MHOFOCTPaHUYHbIX AOKYMEHTOB, NpefCcTaBAAoLWnx
oTAeNbHble cneunduyeckme ycnoBus, opraHn3aLlMoHHbIe e 4VHULLbI U BOMPOCHI MOIMTUKM B OpraHu3aunm. B Heko-
TOpbIX CNyYasx oTAeNbHas, BNOJHE caMOCTOATEIbHAA CUCTEMA MOXET Takke MMeTb COGCTBEHHYIO OKYMeHTa-
LiMI0 MpakTuyecknx npuemos. Bce npaktuyeckne npuemMsl n npoueypbl 4O/KHbI NepexoAunTb ¢ 601ee BbICOKOTro
YPOBHS Ha fieTa/bHblli ypOBEHb, NOAAEPXUBASA COMNAacoOBaHHOCTb C OLleHKaMmn pucka opraHnsauum ¢ o6ueli nonu-
TUKOW.

5.4.1.2 TonuTnka MHhopMaLMoOHHON 6e30NacHOCTU opraHu3aLmm

[lOKyMEHT NONUTUKN SIBNSETCS HauMeHbLUMM Mo 06beMy U3 BCeX AOKYMEHTOB B Mepapxun JOKYMEHTOB
nporpaMmmbl ob6ecneyeHns MHoOpMaLUnoHHoN 6e3onacHoCcTN. OBbIYHO NONUTUKA COCTOMT U3 HECKObKMX Naparpa-
¢hoB. 06BACHALLNX, YTO PYKOBOACTBO paccmarpmBaeT uHcopmawuio B 1060l hopme Kak LieHHbI pecypc opra-
HM3auuUn. KOTOPBIN HyXXAaeTcs B 3awuTe. MoaMTuka fomkHa 6biTh LWMPOKONM N0 MacwTaby n chopMynnpoBaHHOA
Kak MOXHO 6onee NpoCcTO M CXKaTo U NPeAoCcTaBsATb KOHKPETHY0 MHhopMaLumnio 06 akTuBax, HyxaawLwmxca B
3aluTe, HaNpUMep AaHHble 0 KIMeHTax, COTPYAHNKaX, NapTHepcKe cornalleHuns v npoueccbl. OYeHb NPOCTOW
[OKYMEHT nonnTmka 6e30MacHOCTM MOXET cofepxaTtb crefyloliee efUHCTBEHHOE yTBepXaeHne: «KoHdugeHum-
aNbHOCTb. OCTYNHOCTb U LLeIOCTHOCTb BCEX UH(DOPMALMOHHbIX aKTUBOB OpraHm3aLumn Ao/mMKHbl 6bITb 06ecneyeHbl
nocpefcTBOM COOTBETCTBYOLNX 3aLUTHBIX MEP».

Monutuka 6€30NacHOCTN — 3TO AOKYMEHT, BCEOGLEM/IIOLL NI NO CBOEMY MacliTaby n ABNswLWwuiics Han6o-
nee BaXHOW yacTblo NnporpamMmmbl MHOPMaLMOHHOK 6e30nacHOCTM opraHu3anumn, kotopas BAuseT Ha ee paboTy.
[lonxeH cyLecTBOBaTb TO/IbKO € 4AMHCTBEHHbIV BapnaHT AOKYMeHTaL M NONINTUKN B KOHKPETHbIVE MOMEHT, KOTOPbI
[O/KeH 6bITh JOBeAEeH A0 CBeAEHUS BCEX COTPYAHVNKOB OpraHn3aunun. [JaHHbli BapuaHT 4o/mKeH 6bITb nognucax
yYneHamu NpasneHnsa opraHn3aunii, UMer L MM OTHOL eHNE K MH(hOPMAaLMOHHON 6e30MacHOCTU, HanpuMep, pyKo-
BOAMTE/IeM OpraHu3aluun n pykoBoguTenem ciyx6bl MHDOPMaLMOHHON 6e30MacHOCTK.

[LOKyMEHT NONMTUKM 6€30MacHOCTN A0/KEH BbiTh OTKPbITbIM, LVPOKO PaCcnpoOCTPaHEHHbIM U fOCTYMHbIM
BCEM 3aMHTEepecoBaHHbIM CTOPOHAM OpraHm3auuun. B fokymeHTe Heo6X04MMO NoAYEepPKHYTh, YTO 3aLmTa n obec-
neyeHne NHHOPMaLMOHHbIX aKTUBOB ABNAIOTCA 0653aHHOCTLIO PYKOBOACTBA U BCEX CYXaLLUX N UTO 06yyeHne
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n obecneyeHve ocsBefoOMSIEHHOCTM B 06nacTM 6e30MacHOCTU NOPYYEHO PYKOBOACTBY HAa CaMOM BblCOKOM
YyPOBHe.

BceM 3amMHTepecoBaHHbIM CTOPOHAM [0/1KHO 6biTb ICHO, YTO AOKYMEHT NOSIMTUKM BCTynaeT B CUIY npu
cornacoBaHun 1 yTBEPXAEHUN ero COOTBETCTBYIOLWMMMN JO/MKHOCTHBIMUW NNLLaMn opraHm3anmnn. IokyMeHT AO/KeH
cogepxatb 3asaB/ieHNe 0 HaMepeHUy opraHn3aLmmn AeicTBOBaTb COr1acoOBaHHO C COOTBETCTBYHOLWMMUN MECTHbIMU
N MeXAYHapo4HbIMN MPaBOBbIMW U HOPMATUBHbLIMU CTPYKTYpPamu 1 OCHOBbIBaTbL CBO MpOrpaMmmMy UHopMaLMoH-
Holi 6e30nacHOCTM Ha TBePAbIX NPUHLMNAX 1 NpakTUYeCKUX npuemax, NPU3HaHHbIX B HALMOHaNbHbIX Y MeXayHa-
POAHLIX CTaHAapTax no 6e30MacHOCTU.

[OKyMEHT NONNTUKM 6E€30NacHOCTU [OKEH ObITh NPAKTUYECKN HEU3MEHHbIM. Ero n3mMeHeHune J0/1KHO 6bITbh
06YCNOBNEHO U3MEHEHUAMU CTPATErNYeCKMX Lienei, BOCNPUHNMaeMoro 6M3Hec-pucka nnm cobbiTUAMU, BANALIO-
WMMM Ha HOPMAaTUBHYIO 1 NPaBOBYIO 06CTAHOBKY, B KOTOPOI DYHKLMOHUPYET opraHusauns. [LoMKHOCTHbIe nua
opraHusauuun n nepcoHan Ha ypoBHe NpaBfieHns A0/KHbI NpeanucbiBaTh NpoLeaypbl U napaMeTpbl KOHTPONSA 3a
BHECEHNEM U3MEHEHWNA.

5.4.1.3MNpeacrtaBnTenbCTBO

B pa3paboTke NONUTUKM LO/MKHbI NPUHUMATL yYacTue npefcTaBuTen pasiInyHblX BULO0B AeATENbHOCTH.
pynna pa3paboTku fo/KHa BKOYaTb B Ce65 Y1eHOB coBeTa AUPEKTOPOB, afMUHUCTPATUBHBIX UL, NpeAcTaBu-
Teneii lopuagnyeckoli Cnyx6bl, YIEHOB KOMUTETA MO MEHEAKMEHTY pucka 1 ayMTOpCKoro komuteta. ®opmynupys
NoANUTUKY, rpynna pa3paboTku 4o/HKHA NOYYNTb faHHble OT CneunanmcToB BCEro NpeanpuaTus, Hanpumep cne-
LmanncTos no uHaHcam, hnsnyeckoii 6€30NacHOCTU U MHAOPMALNOHHBIM TEXHOOTUAM.

5.4.1.4 Knaccudpmkayms nHpopmauum

OfHVM 13 acnekToB peann3auum NnoanTUKN ABASETCA kKnaccudumkauma nHpopmaum orpaHMyeHHoro AocTy-
na. Bo MHOroM cXoXue ¢ «COBEpPLUEHHO CEKPETHBIMMU», KCEKPETHBIMU» U KHECEKPETHLIMU» BOEHHLIMU CUCTEMaMU
hrHaHCOBbIe yupexeHus o6nagaroT MHopMaLein pasnuyHoli ctenerdn. PedynbTatbl knaccudukaumm niopma-
LLMOHHbIX aKTUBOB MOKa3bIBAKT, KOrga cnefyeT BHEAPATb «XOPOLME», «Aydyline» Uan «Haunydmne» mepbl yn-
pasneHuns. CywecTByeT MHOrO TUNOB CUCTEMbI Knaccudukaummn. BaxHblM MOMEHTOM AN1A PUHAHCOBOrO yupexje-
HWA ABNSAeTCA onpegenexHne knaccuukaLMoHHbIX ypOBHEN 1 ncnonb3oBaHue knaccudukauum nHpopmamm npu
BbIHECEHMWM peLleHnii 0 NPUHATUK pucka. Hanpumep, puck, ABAAIOLWNIACSA NpUeMaeMbIM A1 06LLEeCTBEHHON UH-
chopmaummn. BeposATHO, 6yaeT HenpmemneMbiM A1 «COBEPLLUEHHO CEeKPeTHOW» nHhopmauun. NMpermMyLLecTBo knac-
cudmkaumnmn nHdopmanny 3aknoyaeTcs B obecneyeHnn NogAePXKN PYKOBOLCTBA B OTHOLIEHUN TOTO, KakK Criyxa-
Lme AONXKHbI 06palaTbea ¢ MHopmaumein. Ecnu okymeHT, aitn nnun 6asa gaHHblix cogepxart nHopmayuio,
OTHOCSALLYHCS K pa3/iniHbIM nepapxmyecknm ypoBHAM, C HAMU cnefyeT obpalatbca BCOOTBETCTBUM C NpoLesy-
pamu. yCTaHOB/IEHHbIMM AN HAWBbICLIEro KNacCcuuKaLMoOHHOTO YPOBHSA cofepXalyeiica B HUX nHgopmaumn.

BaxHO OTMEeTUTb, YTO KNnaccuurKaLMOHHbI yPOBEHb MHPOPMALUM MOXET MEHATLCSA B TeYEHUE CPOKa ee
feicTBmA. BHeceHne n3MeHeHUs 40/HKHO KOHTPOIMPOBAaTLCA COrTacHO NONUTUKE OpraHu3aLmm.

5.4.2 [OKyMeHTbl nMpakTuku obecneyeHusa 6e3onacHoOCTH

[lokyMeHTbl NpakTukn obecneveHnsa 6e3onacHoCTy (Lanee— AOKYMEHTbI NPaKTUKM) OCHOBaHbI Ha coAepxa-
HUW [OKYMEHTaL M NOANTUKN. [laHHbIe AOKYMEHTbI onpefenstoT oblwmne ctTaHaapTsl 6€30nacHOCTU, KOTOPbLIM A0/1-
XHa crnefoBaTb opraHusauns. JokyMeHTbl NPakTUKN OTpaxalT HAMEPEHUA U Liesin, YCTaHOBJIEHHbIE PYKOBOA-
CTBOM CaMOro BbICOKOr0 ypOBHSA Npu cO34aHUN Nporpammbl MHOpMaLOHHO 6€30MacHOCTU, U LLOKYMEHTUPYIOT
HamepeHue peannsoBaTb NOINTUKY HE3ABUCUMbIM OT TEXHOOTMM cNOco60M. O6nacTb AeliCTBUA AOKYMEHTa npak-
TUKM 3HAUUTESBHO YXe [,eiCTBUS JOKyMeHTa NoMTUKN. B 4OKYMEHT NpakTuky BKoYaloT TpeboBaHusa obecneve-
HKMA 6e30nacHOCTVN OpraHM3aLmnmn U TEXHOOTMIN BbINOIHEHUA paboT no ee o6ecneyveHunto. O6bLEM fOKYMeHTa npak-
TUKN ABNSIETCA NEPEMEHHbLIM U 3aBUCUT OT €ro CoAepXaHus.

Yuncno fOKYMEHTOB NPAKTUKK LO/IKHO ObITb CBEEHO K MUHUMYMY. HCN10 HEO6XOANMBIX JOKYMEHTOB 3aBU-
CUTOT BENIMYMHbBI OpraHn3aLum n ee 6usHec-noTpebHOCTENR, a Takke 06beMa 1 C/IOKHOCTUN AeATEIbHOCTM OpraHu-
3auun. MpaBoBas M HOpMaTUBHAA cpefbl, OKasblBaloLlne BO34elicTBME Ha OpraHn3anunio, MoryT TaKkke BAMATb Ha
YNC/I0 HEOOXOAMMbIX JOKYMEHTOB NPAKTUKN.

[loKyMeHT NpakTUKn He ABNseTca obwenocTynHbIM'\ 10 CBOEMY XapakTepy 3TOT OKYMEHT 06LLero Ha3Ha-
YeHUs ABNAETCA TEXHONOTNYECKN HeliTpasibHbIM. OH ABNAETCA MeHee abCTPaKTHbIM, YeM AOKYMEHT NOAUTUKN U
MOXeT OKa3blBaTb MEHbLLEE B/ISAHNE Ha BCIO OpraHn3aLnio, NoCKOIbKY MPUMEHUM TOJIbKO K HEKOTOPLIM acnektam
[esATeNbHOCTM opraHm3aumnmn. Hanpumep, o4eHb NPOCTONM AO0KYMEHT NPaKTUKN MOXET CoOAepxaTb ceaytoLiee npo-
CTOe yTBepXAaeHune: «AyTeHTudmkaumnsa 4octyna K MHPOPMaLMOHHbIM akTuBam opraHu3auunmn 4osxHa oCyL,ecTs-

11 BO3MOXHbI 06CTOSITENILCTBA, NPY KOTOPOM AOKYMEHT MPakTUKWM JO/MKEH GbiTb NPeACTaBeH PeryinpyroLmm
opraHam.
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NATLCA a COOTBETCTBUN C YPOBHEM KOH(IUAEHLMANBHOCTN aKTUBOB». AyTEeHTUdUKaLums no Asym akropam npeg-
cTaBNsieT co60i MMHUMa/IbHO NPUEMIEMbIV YPOBEHb ayTeHTU(MKALMIN: OCTYN K aKkTUBaM, KnaccuumumpoBaHHbIM
obnapatenem nHopmMmaLmm kak «kKoHhuaeHLanbHble» AO/KEH OCYLEeCTBNATLCA TONIbKO NOCPeCTBOM ayTEHTU-
hukauum no Tpem napameTpaml Cuctemsl ynpasneHusa AOCTYNOM M0 4BYM pakTopam (buoMeTpun n naponsx)
[OJDKHbI C/Iej0BaTh C/IEAYIOLUM NONOXEHUAM...»

MoNHOMOUNSA JOKYMEHTOB NPaKTUKN OCHOBaHbI Ha NONTKKE, NO3TOMY A,0/KHbI CTPOTO CNeA0BaTh eil. OHU
60/1ee NogBepXeHbl U3AMEHEHNAM. [laHHbI hakTop 06ycnoBAeH 60n1ee YaCTHbIMY N3MEHEHUSIMUN, BOZHUKAIOLLVMU
npu nAEHTUUKALUN HOBbIX PUCKOB U MeP ynpasfieHnsa 6e30MacHOCTb0. Kaxblil LOKYMEHT NpakTukn umeeT orpa-
HUYEHHbIV KpYr noNb3oBaTtesnel, Tak kak OH 06bIYHO 3aTparnBaeT onpeAeneHHy0 YacTb OpraHm3aLnmmn Uam opranHu-
3aUMOHHON e4UHNMLbI U He OKa3biBaeT BNSHNA Ha 06LLYI0 NporpaMMy MeHeJ)kMeHTa 6€30NacHOCTM opraHm3aumm.

Llenecoobpa3sHo BkOYATb B AOKYMEHT NPaKTUKM 0630PHbIN pasaen, B KOTOPOM yKka3biBaeTCs Kpyr Nonb30-
BaTenei v Bnagenew Kaxaoro JOKyMeHTa npakTuki. Bnagenouem okyMeHTa NpakTUkM MoXeT 6bITb ynpaBnsio-
Wwuin fenamu, pykosoautesns AT nnv pykoBoAMTENb FPYNNbl TEXHUYECKOrO CONPOBOXAEHUSA. CneayeT Takxe BK/K-
yaTb BAOKYMEHTALMNIO CBEAEHUSA O TOM. KaK knaccuguumpyetcsa nHopmaumus, cBasaHHan caaHHbIMU NpakTuky,
Tak Kak ypoBeHb knaccudmkaumm ykasblBaeT Ha YPOBEHb 3aluTbl, HEOO6X0AMMBIN 4N MHOPMaLNN.

5.4.3 [OKyMeHTbl onepaunoHHbIX npoueayp obecneyeHns 6e3onacHoCcTun

[lokyMeHTbl onepaumoHHbIX npoueayp o6ecnevyeHns 6e30NacHOCTU ABAAOTCA NPOU3BOAHBIM O4HOTO UK
6051eB JOKYMEHTOB NpakTukun obecnevyeHna 6e3onacHocTn. O6beM aTUX JOKYMEHTOB 3aBUCUT OT TEMbI U C/TOXHO-
CTV npoueayp. 3T AOKYMEHTbI ABNAKTCA CaMbIMW KPATKUMW NO CBOEMY 06 BbEMY U3 BCEX JOKYMEHTOB B uepap-
XWUW fOoKyMeHTauun. laHHble 0KyMEeHTbl ONUCbIBAIOT TEXHOIOTMIO peann3aunm noanTukn. JoKyMeHTbl onepaumnoH-
HbIX Npoueayp o6ecneyeHnsa 6e30NacHOCTU OTHOCATCSA K peasibHbIM 6U3HOC-CUCTeMaM. a onpegensemble nocTas-
LLIMKOM NOAPOGHOCTM O NPOAYKL UM NPUBOAATCA B LOKYMEHTALNN.

[loKyMeHTOB onepaumnoHHbIX NpoLeayp A0/KHO O6biTb HEO6X0AUMOE YMCNO0 U NpU UX pa3paboTke cnegyeT
CNneAnTb, YTOObI OHM BbIN MOMHBIMY, TOYHLIMY U LieS1IeCO06pa3HbIMK U He NPOTUBOPEeYnN N60o APYroi npakTuke
Unn nonutuke. NMpumMepHbie pekoMeHaaLmmn, KOTopble MOXHO HallTN B 1I060M JOKYMEHTe onepaLnoHHbIX npoue-
AYyp. MOTYT cogepxaTtb cneaylmne UHCTPYKLMu: «cnonb3yiite komaHay «pwadmin» ana obecnevyeHms cooT-
BETCTBWSA Naposieli nonb3oBaTesneli KoMTEPUSIM, yCTaHOB/IEHHBIM B lOKYMEHTaUUy «KopnopaTnBHas NpakTuka ayTeH-
TUMKaLUKN U yNpaBieHus AoCcTynoM». «[laiiTe cnegyowme KOMaHabl...».

[lokyMeHTbI npoLeayp A0/HKHbI COOTBETCTBOBATL 06LL el NONTUKE OpraHn3aL M n NpakTuYecknum npuemam,
Ha KOTOPbIX OCHOBaHbI 3TN Npoueaypbl. JOKYMEHTbI Npoueyp He AO/IKHbI MPOTUBOPEYNTL OCHOBAHHO Ha Noun-
TUKe npakTuke. Heo6xoAnMMO NpUHMMATL B pacyeT HOpMaTUBHbIE OrpaHMyYeHus, co3jaBaemble 3a npegenamm
opraHusauuii, cTaHAapThbl U Apyrue oKyMEeHTbl npoueayp.

[loKkyMeHTbl npoLesyp A0/HKHbI BKIOYATh B ce65 pe3ynbTatbl NpeablAyL,ero aHanmsa pucka 6e3onacHocTm
1 NPOBOAUMbBIX PYKOBOACTBOM MNPOBEPOK, BKAOYAA UAEHTUDMKALUIO NO6bIX OCTATOUYHbIX PUCKOB, pe3ynbTaThbl
nocneaywowmx geliicTeuin {Hanpumep NpoBePKN BHEAPEHHbIX MEP YNpaB/eHNs Ha COOTBETCTBMNE 6e30macHoCTH),
nepeyeHb AeCTBUIA, KOTOPbLIE HYXXHO NPEeANPUHATL 415 MOHUTOPUHIA U aHanm3a MHopMaLlMoHHol 6e3onacHoCTn
npu NnoBcegHeBHOM UCNO/Ib30BAHWUM, M OTUYETbI O CBA3AHHbIX C 6€30MaCHOCTbLI0 MHUMAEHTaX.

6 MeHemKMeHT MHopMayoHHOl 6e3onacHocTu. Mporpamma
obecneyvyeHnss 6e3onacHoOCTU

6.1 O6LwWwmne NnonoxeHns

[ns peanusauun noAnTukM TpebytoTca nporpaMmmMbl o6ecneveHns MHopMaLnoHHoi 6esonacHocTu. Pacno-
PSXEHNA PyKOBOJACTBA OpraHun3auuy Ao/KHbI PacnpocTpaHAaTbCA U NOAKPENNATLCA AeliCTBUAMU PYKOBOACTBA
60/1e€e HU3KOro YPOBHS 1 MepcoHana Ha BbiclieM ypoBHe. Obecneuerune nmdxgmavmonnoin 6esonacHocTy aBnseT-
CA Kak KO//TIeKTVBHOWM, Tak M UHANBUAYanbHO 0693aHHOCTbLIO. PaspaboTka, coxpaHeHue, ynydleHne 1 MOHUTO-
PUHT NporpaMmbl o6ecnevyeHns MHPOPMaLNOHHON 6e30nacHOCTY TPEBYIOT yyacTus 601bLIMHCTBA CNYX6 N oTae-
0B opraHun3sauun. Heobxognma TecHas KOOPAVHALUSA MeXAy YNpasasoLWrMm efamm u nepcoHanom obecneve-
HUA NHPOPMaLMOHHOW 6e3onacHOCTH. 115 noAAepXK/ nporpamMmmsl obecneyeHns MHPopMaLMoHHOW 6e3onacHoc-
TU [OMKHBI UCMO/Ib30BATLCA TAKUE ANCLUNIUHBI OpPraHn3aunm, kak ayuT, CTpaxoBaHne, HOpMaTUBHOE COOTBET-
cTBue. husnyeckas 6e3onacHoCTb, 06yueHne, kagposas 1 NnpasoBas AUCLUM/IVHbI U Ap.

'>ToNKOBaHNe TEPMUHA «ayTEHTUIMKALMS» N0 TPEM NapaMeTpam YacTo BblpaxaeTcs )pasoil «To, YTO Bbl MMe-
€eTe. T0. YTO Bbl 3HAETE, U TO, YEM Bbl SB/ISIETECH». «T0. YTO Bbl UIMEETE» MOXET BbITb KAPTOUKON UM MapKepoM. «To. YTO
Bbl 3HAaeTE» MOXET 6bITb NIMH-KOLOM WA NaposieM. A Ansi NPefCTaBNeHUs «TOro, KEM Bbl SIBSIETECH» WCMOMb3YHOTCS
GuomeTpuyeckne AaHHble.

5-2590 13



FOCT P NCO TO 13569— 2007

6.2 Co3gaHue nporpamMmmbl

Haunbonee BaxHas pekomeHAaLMsa HacToALero ctTaHgapTa CoCTOUT B TOM. YTO6bI opraHu3auuny cogasanu
CBOI0 NporpaMmmy obecnevyeHunss MHMOpPMaLMoHHO 6e3onacHoOCTW. 3Ta NporpamMma o/kKHa UCXOAUTb U3 NONNTH-
KW, yCTaHOBJIEHHO /19 OpraHn3aLnmn Ha BbiCLLEM YPOBHE pykoBoAcTBa. [lporpamMma o6ecneyeHnsa nHopmaym-
OHHOI1 6e3omacHOCTM f0/MKHA NpegycMaTpuBaTth pa3paboTky u nogaepxKy AeTalbHbiX NpoLeccoB obecneyeHns
6e3onacHoCTV B Macltabe opraHmsaLum, COBMeCTUMbIX C MOSIMTUKON.

[na paspaboTku JeTasbHbIX NpoLeayp U NpoLeccoB obecneyeHns MHthopMaLnoHHO 6e30nacHoCT MOXeT
notpeboBaTbCsA KOOPAUHALMA Pa3NNYHbIX 6U3HEC-DYHKLUWI OpraHm3aunn (Bkayas ayanTt, MeHeDKMeHT pucka),
cooTBeTCTBME TpeboBaHNAM CTpaxoBaHus, a TakxKe KoopAnHauus eincTeunii paboTHUKOB opraHn3aLum, oTsevato-
L MX 32 HOPMAaTNBHOE 1 NPaBOBOE COOTBETCTBME, MAPTHEPOB U KNINEHTOB.

6.3 OcBeAOM/IEHHOCTb

Mporpamma yny4yeHns ocBeJOMIEHHOCTY 0 6€30MacHOCTU [JO/IXXHA BKI0YaTb B Ce65 (DYHKLNI0 06yUYeHuns
M yny4yleHns ocBeOM/IEHHOCTN 0 6e30MacHOCTH, rapaHTUPYIOLLYIO0 JOCTaTOYHYI0 OCBEAOM/IEHHOCTb N 6ANTENb-
HOCTb BCEX PAGOTHUKOB B OTHOLLUEHUN CBOUX AENCTBUI 1 AeACTBUIA OKpYXatoLWmnx nx nogeii c yuetom nocnepn-
CTBUIA 419 6e3onacHocTu. MporpamMmma ynyyleHns oCBe0M/IEHHOCTY 0 6€30MacHOCTU AO/XHA 6bITb CTPYKTYpU-
poBaHa 419 noAAepxaHns 0CBeA0MIEHHOCTN PabOTHNKOB O CBOUX 06A3aHHOCTAX, CBSA3AHHbIX C 6€30NaCHOCTbLIO,
npefocTaBNATbL PeCYpChbl U MOOLWPATL /UL, UHTEPECYIOLUXCA BonpocaMun obecneyeHns 6e30MacHOCTU C Lefbio
paclIVpeHns nx 3HaHWiA.

6.4 AHanuns

O[IHO V/IM HECKOJTIbKO [0/KHOCTHBIX JINL, OPraHn3anm fo/HKHbI 6bITb Ha3HaYeHbl OTBETCTBEHHbLIMU 3a NPO-
rpammy obecnevyeHns nHOPMaLMOHHOW 6e30NacHOCTU. YCTaHOB/IEHHbIE B MpOrpamMme npaktnyeckne npuembl
ob6ecrneyeHns MHpopMaLMOHHON 6e30NacHOCTN A0/KHbI 6bITb OCHOBAHNEM [/19 aHaIM3a u 06HOBNEHUS Nporpam-
Mbl. @ NP1 MOSIB/IEHUN HOBbIX YTPO3 U yA3BUMOCTell — obecneynBaTtb NpejocTaBieHne He06X0AUMbIX MHBECTH-
Luii 4nsa 3awWmTHLIX Mep. MNporpamma gosmkHa BkIYaTh B ce65 NoApo6HbIe NpoLecch! 1 NpoLeypbl, ycTaHaBAn-
BaloLMe OTHETHOCTb M OTBETCTBEHHOCTb 3a ONpefesieHne HaeXHoCTU NporpaMmMbl o6ecrnevyeHns NHpopMaLnoH-
HOli 6e30MacHOCTU 1 ee COOTBETCTBME BCeM TpeboBaHUAM, 1 goknag 06 3ToM.

Bce oTyeTbl 06 aHanM3e 1 MOHUTOPUHTE AO/DKHbI 6bITb A4OCTYNHbI PYKOBOACTBY BCEX YPOBHel, BKIOYas
UCMONHUTESIbHOE PYKOBOACTBO. He06X04MMO NaeHTUdULMPOoBaTh U A0KYMEHTUPOBAaTL NPoLefypbl PACCMOTPEHNA
NI06bIX NCKTYEHNIA N3 MONUTUKM MU OTKIOHEHWNI OT Hee. Takxe A0/KHbI CyLLecTBOBaTb NpoLeypbl CO34aHNsa
Heo6xo4MMbIX 3anuceil pe3ynbTaTos ayauTa U 3anuceil o CoOoTBeTCTBUM TpeboBaHNAM 6e30NacHOCTH, a Takke
MOHUTOPVHIa 6e30nacHOCTM UHpopMaLun XypHanos ayguTta. Ocoboe BHUMaHWe cneayet yaennTb ugeHTuduka-
LM PUCKOB ANA NHOPMaLUM XypHanoB ayanTa n Tpe60BaHnAM, YCTAHOB/IEHHbIM /19 CHUXEHUA 3TUX PUCKOB,
rapaHTuu afjeKBaTHOCTU 3alnTbl UHPOPMALMOHHBIX aKTUBOB.

6.5 MeHeg>KMEHT MHUNAEHTOB

060 BCceX CObbITUAX UHhOPMALMOHHO 6e30nacHOCTM cneayeT 6bICTPO co0bLWaTh, AOKYMEHTMPOBATb UX U
paspellaTb UX B COOTBETCTBUM C MPaKTUUECKUMY NpeMamMu opraHusauun. Ecnv HexenaTesibHble NN HEOXNAAH-
Hble CO6bITUA H(OPMALIMOHHOI 6€30NacHOCTM UMEIOT BbICOKUI Noka3aTelb BEPOATHOCTU KOMpomeTauum 6ms-
Hec-onepauuii 1 co3gaHnsa yrposbl A8 MHHOPMaLMOHHO 6e30MacHOCTH, OHM CTAHOBATCA MHLMAEHTaMN UHGOopP-
MaLMOHHOI 6e3onacHoCTH, noAnexawnumm nsyyendnto. Kak MHLUMAEHTbI, Tak 1 cobbITS NHhopMaLMOHHO 6e30-
MacHOCTW A0/MKHbI UCNO/b30BaATLCSA cneynanncTaMmm Bcdepe 6e30nacHOCTV NPU NOBTOPHO OLLeHKe UMK pucka n
BbI6GOpE M BHEAPEHUN Mep ynpaBieHns 6e30nacHoCcTbio. CO6bITUA U MHUMAEHTLI JO/KHBI UCMO/Ib30BaTLCA NpU
nocnegyouem ynyyweHny nporpaMmbl obecneyeHns MHopMaLMoHHO 6e30MacHoCTH.

6.6 MOHUTOPUHT

Heob6xoanmo co3gartb hopmasibHble NPoLEecChbl ONOBELLEHUS O BTOPXEHUAX, HENpaBubHOM cpabaTbiBaHN
CUCTEM U [PYTMX UHLUMAEeHTax 6€30NacHOCTH, a Takxe 0 pe3y/nbTaTtax pacc/ief0BaHNs NHLMAEHTOB 6€30MacHOCTH.
PesynbTatbl JOKYMEHTUPOBAHUA MEHeKMeHTa UHLUWNAEHTOB [O/XHbI UCMOMNb30BaTLCA B NpoLecce aHanmsa ¢
Lie/fIbl0 OKa3aHUA BNAHUA Ha pa3paboTKy 3aUTHLIX Mep, a Takke MHULUMPOBAHNA NEPEOLEHKA U U3MEHEHNSA C
TeyeHneMm BpeMeHu Mep ynpas/ieHUs, UCNob3yeMblX 4158 obecneyeHmns 3aluTbl aKTUBOB.

6.7 CooTBeTCTBUE TpebOBaHUAM

HesaBucnMbIli aHanM3 AO/HKeH obecneynBaTb COOTBETCTBME NPAKTUYECKNX MPUEMOB OpraHn3aLuny ycTaHoB-
NIEHHOW NONUTHKE N af,eKBATHOCTb U 3(PHEKTUBHOCTL Mep yrpasieHuns. Bce paspelleHHble OTCTYNeHNs OT NoAn-
TUKWN 4019 MTPOBELEHUA NX NEPUOANYECKNX NMEPEOL,EHOK A0/IKHbI JOKYMEHTUPOBATLCA U 0O aHMYNBaTLCA BO Bpe-
MEHM.

6.8 Mopnepxka

Bce ycTaHOB/IEHHbIE 3allMTHbIE CPEACTBA, Takne, Kak MexceTeBble 3KpaHbl 1 NPorpaMMHble cpefcTea 06-
HapyXeHuns BUPYCcOB, A0/KHbI PerynspHO 06HOBAATLCSA C Liefblo NoAAEePXaHUSA UX 3P DEKTUBHOCTU B OTHOLLEHUU
HOBbIX BO3HMKAOLLNX YIpo3.
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6.9 BoccTaHOB/iEHME NOCNe NO6bIX NPepbiBaHWA feATeNbHOCTN OpraHmsaumm

MporpammMa o6ecneyeHns MHMOPMaLMOHHOI 6e30MacHOCTY J0/MKHA onpeAenaTb UHDOPMAaLVOHHbIe aKTu-
Bbl. ABMISIOLWMECH KPUTUUYHBIMU AN NPOAO/IKEHUA BefeHNa feaTenbHoCcTH (6M3Heca) opraHusanum B cnydae ee
(ero) npepbiBaHusi. MNporpaMmMa fo/xHa co3faBaTb N0APO6GHbIE MMCbMEHHbIE NaHbl BO306HOBNEHUS feATeIbHO-
cTn (6usHeca) nocne ee (ero) npepbiBaHns. 15 BbINO/IHEHWA NPOrpaMmbl o6ecnevyeHmns HPopMaLMoHHo 6e30-
nacHOCTU HEO6X04MMO NCMO/b30BaTb KBANM(ULNPOBAHHLI NEpCcOHas, NpaBoBble cornalleHns (4oroBopsl), cuc-
TeMbl pe3epBUpPOBaHUS MHhopMaLmK, pecypcbl 06paboTKu 1 cnelnanbHble NOMELLEeHNs!, B KOTOPbIX NoAAEepXMUBa-
eTcsl KpUTUYeckasn AesiTeNlbHOCTb OpraHusaLmu. MNnaHbl BOCCTaHOBNEHUA AesiTeNnbHOCTH (6U3Heca) opraHmsaumm
nocsie NpepbIBaHUS JO/MKHbI PEFYISPHO TECTUPOBATLCS U OLeHNBATBLCS.

7 CTpyKTypa MHdopmMaynoHHOW 6e30nacHOCTU

7.1 TIpUBEPXEHHOCTbL LesiAM opraHnsauunmn

BbinonHeHwue Leneii nporpammbl o6ecnevyeHnss MHMOpMaLMoHHo 6e3onacHoCTM B MacluTabe opraHusaunm
[,0/IKHO OCHOBbIBATLCA HA MOHVMaHMU Kak rnobasnbHblX, Tak U BHYTPEHHUX NoTpebHocTel nHhopMaunoHHon 6e30-
nacHocTu opraHmsauunn. OpraHmsayns go/KHa 4eMOHCTPUpPOoBaTh NPUBEPXEHHOCTb NporpamMmme obecneyeHuns
MHopMaLMoHHOI 6e30MacHOCTM NOCPEACTBOM CBOEN FTOTOBHOCTM BbiAeNATb PECYPChI A1 MEPONPUSATUIA, CBS-
3a@HHbIX C UH(POPMALMOHHOW 6€30NacHOCTbI0, K N3y4daTb NOTPebHOCTN NHDOPMaLMOHHON 6e3onacHocTu. Haca-
MOM BbICOKOM YPOBHE HEO6X0AMMO OCO3HaHME 3HaYeHnss HhopmaLMoHHO 6e30NacHOCTUN ANA opraHm3sanum, a
Takxe ee macwTaba n o6bema fesATesibHOCTH.

Bce paboTHMKM opraHu3aLnmmn fO/KHbI 3HaTb Lenn MHhopMaLMoHHOW 6e3onacHoCTu. Kaxablii cnyxalynii
NN NOAPAAUNK [OMKEH OCO3HABATbL CBOM PO/b U 06513aHHOCTH, a TakxXe CBOW Bknag B obecneyeHne nHopmauu-
OHHOI1 6e3onacHocTK 1 061aaTb NOTHOMOYMAMU ANA [OCTUKEHNSA 3TUX Lienei.

7.2 CTpyKTypa opraHusayum

7.2.1 Ponun n o6s3aHHOCTH

Ha3HaueHune nporpammbl o6ecnevyeHns HpopMaLMOHHOW 6e30NacHOCTH 3akntyaeTcs B 06ecnevyeHnn KoH-
hraeHLManbHOCTH. LLeNNOCTHOCTU NAOCTYNHOCTU MHDOPMAaLMOHHBIX aKkTVBOB NyTEM KOMM/IEKCHOTO peLleHuns cop-
MUPOBaHHbIX Lienel n 3agay 6esonacHocTn B nporpaMMe. COOTBETCTBYOLL€e Ha3HauYeHne 1 pasrpaHnyeHne 06s-
3aHHOCTeli f,O/IXHO BbITb CBSA3@HO C onpeAeneHHbIMU ponamu (hyHKLMAMK fgeatenbHocTn). Mpoueaypbl obecne-
YeHUss UHHOPMaLMOHHON 6e30NacHOCTM J0/MKHbI 06ecneynBaTbh 3PP EKTUBHOE BbINMO/THEHWE U OCYLLECTBNIEHNE
BCEX BaXHbIX 3aj4au.

7.2.2 CoBeT ANPEKTOPOB

CoBeT AVPEKTOPOB (PUHAHCOBBIX YUpeXAeHU [oKeH MMeTb 06A3aTenbCcTBa Nepes opraHusaunen n ee
Yy/ieHamu No OCyLLeCTB/IEHUIO HaA30pa 3a NpakTUYeckMMm npueMamm MeHeKMeHTa 6u3Hec-AeaTelbHOCTM opra-
HU3aummn. dhekTUBHbIE NPaKTUYeckme npuemMbl obecneyeHns MHPOpPMaLMoHHO 6e30NacHOCTU AOMKHbI BXOAUTb
B LilennecoobpasHyto 613Hec-npakTuKy u AeMOHCTPUPOBATb 3aMHTEPECOBAHHOCTL B (hopMuUpoBaHun obwecTBeHHo-
ro fosepua. CoBeT MPeKTOPOB A0/IKEH NponaraHAMpoBaTh BaXHOCTb MH(OPMALMOHHOW 6€30MacHOCTY U oA~
AepxuBaTtb nporpammy obecneyeHnss UHPopMaLMoHHOK 6e3onacHocTyH.

7.2.3 KomuteT no ayguty

KomuTeT no ayauTy B (hMHAHCOBOM Yy4Ypex3feHun AO/HKEH OKa3biBaTb COfelicTBUE COBETY AUPEKTOPOB B
OCyLLeCTB/IEHUN HAaA30pa W CTYXUTb HE3aBUCHMMbIM OPraHoOM NPOBefeHNs 06bEKTUBHOIO aHam3a, OCHOBaHHOTO
Ha BHYTPEHHUX Mepax 3alnTbl U hUHAHCOBOW OTYETHOCTU. MOHUTOPUHT U TECTUPOBAHUE BHYTPEHHUX 3aLLNTHbIX
Mep. ABMAKLWMNXCA YacTblo NporpaMmbl o6ecnevyeHns HOoOpMaLMoHHOW 6e30NacHOCTH, BXOAAT B 06593aHHOCTM
KomuTeTa no ayamuTty, 06bI4YHO OCYLLLEeCTB/IIEMble NOCPECTBOM BHYTPEHHEro ayAnTa opraHnsaumnm n BHELWHUX
ayAnToposB.

7.2.4 KOMUTET N0 MEHEXKMEHTY pucka

KomMuTeT no MeHeAXMEHTY pucka, MoAYMHALNIACA COBETY ANPEKTOPOB, J0/HKEH aHaIM3NpoBaThb Nporpam-
My o6ecneveHuns 6€30MNacHOCTU N NOA4epXMBaTh (DMHAHCMPOBaHME NPOEKTOB 06ecnevyeHns NHPOPMaLMOHHOA
6e30MacHOCTM B TOM c/lyyae, Korfa aTv NpoeKTbl CHUXAKT OnepaLoHHbI puck (M. cnepoBaTenbHO, PUHAHCOBbI
puck) opraHusaunu. KomuteT No MEHEMKMEHTY pyUcKa [0/HKEH AEMOHCTPUPOBATL NPUBEPXKEHHOCTb OPraHn3aunn
obecneyeHnto 6€30MacHOCTM MyTemM (hMHAHCUPOBaHUSA U NOAAEPXKKM NPOEKTOB, CMOCO6GCTBYIOLW X OCYLLeCTBe-
HWIO NOANTUKN HCpOPMALMOHHON 6e30nacHOCTU opraHu3auun. Komutet No MeHeA)KMEHTY pucka AO/XeH onpeje-
NATb CTeneHb BO34eNCTBNA Ha nporpaMmy obecneyeHns MHOOPMaLMOHHON 6€30NacHOCTN NOSIOXEHWI N 3aKOHO-
narenbCcTB. OTOT acnekT cMm. 5.2.
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7.2.5 MpaBoBas PyHKLMSA

OpraHusayum MoryT nonaratbCsi Ha OfbIT CBOEr0 OPUANYECKOTO OTAes1a B OTHOLWEHUN HEKOTOPLIX aCMeKToB
MeHe[XMeHTa MHopMaLunoHHoM 6e3onacHocTn. KOpuanyeckomy oTaeny MoxeT 6bITb BMEHEHO B 0683aHHOCTb
ocyllecTB/eHNne MOHUTOPUHIa NONPaBOK B 3aKOHOAATe IbCTBE, NOCTAHOBMEHNAX U CyAebHbIX Aenax, KoTopble
MOTYT B/IUSATb Ha Nporpammy obecrneyeHnss UHMOPMaLMOHHOK 6e30NacHOCTN OpraHn3aLmn.

OT lopuamnyeckoro otTaena MoxeTt noTpe6oBaTbCA NPOBEPKA KOHTPAKTOB, KacaloLWwXcs CAyXaLiux, KAneH-
TOB, NpoBaiiAepoB ycnyr, NOAPSALYMKOB U NOCTABLLMKOB C TEM. UTOObI rapaHTUpoBaTh afjlekBaTHOe pacCMoTpeHmne
CBfI3aHHbIX C MHhOPMAaLMOHHON 6e30NacHOCTbIO pUANYecknx Npobnem. Takne NPoBEPKN MOTYT BK/IlOYaTb B Ce65
BOMPOCHI HEMPUKOCHOBEHHOCTU YACTHOM XWU3HW WU TEXHUKM 6e30nacHOCTM Ha paboyeM MecTe, a Takke npoueny-
pbl yBO/IbHEHUSA 1 PACCMOTPEHMSA Xanob cayxalymx.

Mpn paccMOTPeHUN NPaBOBbIX ACMEKTOB MHLUAEHTOB 6€30NacHOCTH 1 UX BAMSHUA Ha OpraHn3aLunio MoryT
notpe6oBaTbCs KOHCYNbTaLUN OPUANYECKOro oTaena. OpraHnsauunn MoryT 3atpeboBaTh IKCNePTHbIE 3aK/tove-
HUS NPY OLeHKe NoceACTBNIA NpoLeAyp YPeryimpoBaHuns NHUMAEHTOB 6e30MacHOCTN 1 06ecneyeHmns Ux CooTBeT-
CTBMA NPaBOBbIM Tpeb60oBaHNAM cpefbl PYHKLMOHMPOBAHUSA, Tak Kak B COOTBETCTBUU C IOPUAUYECKUM CTaTycoM
opraHu3auun NpaBoBble HOPMbl MOTYT UMeTb pasfinyunsa. HeobxoAnMO BOBeKaTb OPUANYECKUI OTAEeN B paspa-
60TKy. NogAepxaHne v ynyyweHne npoueayp ob6paboTkvn nocneAcTBUii MHUMAEHTOB 6€30MacHOCTH, Taknx Kak
coxpaHeHue CBMAETENbCTB.

7.2.6 JOMKHOCTHbIE nuua

PykoBoaunTenb opraHusaumm uav ynpasasiiolnii Kak camoe rnasHoe JOo/HKHOCTHOE INLL0 B OpraHu3auum
HeceT BCIO MOJIHOTY OTBETCTBEHHOCTY 3a ee (PYHKLMOHMPOBaHNe. PYKOBOAMUTE b OpraHn3anum JO/HKEH CaHKLKUo-
HMpOBaTb CO3AaHne NporpaMmMbl o6ecneyeHmns MHPoOpMaLMOHHON 6e30NacHOCTM B COOTBETCTBUM C AeCTBYIOLWN-
MW HOPMAaTUBHO-NPaBOBbLIMMU [OKYMEHTAMMN U CTaHAapTamMu, okasbiBaTb NOAAEPXKKY B €e 0CYyLeCcTBeHun, cne-
[UTb 3a BbIMOJIHEHNEM BaXHbIX pelleHnit, CBA3aHHbIX C OLLeHKOW pucka, 1 yyacTsoBaTb B nponaraHje 3Hauyvmo-
cTM 06ecneyeHnss MHhopMaLMoHHO 6e30nacHoCTH.

B TO Bpems Kak BO MHOTUX opraHusanmax UMetTcs JO/HKHOCTU PYKOBOAMTENS opraHusanmmn, GUHaHCoBO
cnyx6bl opraHu3aLmmn, TEXHUYECKoro oTaena u afM1uHUCTPaTUBHOW Cyx6bl, MHOrMe opraHusaunm ctanu BBOANUTb
TakKxXe [OonoSIHNTESIbHbIE JO/IKHOCTN PYKOBOAUTENA N0 MHAOPMALMOHHLIM TEXHOSIOTUSAM U PYKOBOAUTENS CYXObI
obecneyeHunss MHOPMaLMOHHOI 6€30NacHOCTN Ha BEPXHEM YPOBHE CTPYKTYPbl OpraHm3aymmn. XoTa pykoBoguTenb
TeXHUYeCKOro otTaena, pykoBoguTe b N0 MHCHOPMaLMOHHbIM TEXHONOMMAM U CYX6bl 06ecnevyeHuns nHopmam-
OHHOW 6€30NaCHOCTN BbIMOTHAT MHOTO B3auMO3aMeHsAeMbIX (PDYHKLMWIA, Kaxjoe (hMHaHCOBOE yupexjeHne 40X-
HO TakXe UMeTb PYKOBOAMTENA CNYX6bl 06ecnevyeHns NHPOPMaLMOHHO 6e30MacHOCTU, KOTOPbIA, B KOHEYHOM
cyeTe, A0/MKEH BbITb NOJOTYETEH PYKOBOANTEIO TEXHUYECKOTO OTAENA UV PYKOBOANTESO NO UHCDOPMALIMOHHBIM
TEXHONOIUAM.

7.2.7 Ynpasnsawune genammn

YnpaBnsiouine genamMmmn B HaCTHOCTU 1 ynpaBsioLme BCeil opraHm3auny B LLe/IoM J0/DKHbI OCYLWeCcTBASATbL
Haf30p U MOHUTOPWHT AeATENbHOCTN OpraHu3auum n ee paboTHUKOB, YTO AenaeT UX KYeBbIMM YYacTHUKaAMK
nporpamm obecneyeHns MHpopmaLnoHHO 6e3onacHoCTU. Kaxblii ynpaBnsiowuii 4O/MHKeH NOHMMAaTL U noagep-
XnBaTb NOMUTUKY, MPaKTUYEeCKMe NpuemMbl 1 Npoueaypbl opraHusauuun, cnefosatb UM. a Takke obecneynsarb
COOTBETCTBYIOLLEE NOBEEeHNe CAyXallnx, NOCTaBLLMKOB U NOAPSAAUYNKOB. YNpaBnswwme genamMmu gomkHbl CO3-
[aBaTb B OpraHusanum atmocgepy, NOOLPSALLYI0 CayXallnx, NOCTaBLWWKOB U NOAPAAUYNKOB cO0bLWaTh 0 NPo6-
fieMax. CBSi3aHHbIX C MH(POPMaLMOHHO 6€30MacHOCTbIO.

7.2.8 COTpyaHUKN

Tpeb6oBaHua nporpaMmbl ob6ecneyeHmns 6e30MacHOCTY fO/KHbI 6bITh BK/KOUEHbI B KOHTPaKTbl O HaliMe cny-
Xalux. Becb nepcoHan gosxeH 6biTb OCBEAOM/IEH O NOC/EACTBUSAX CBOUX eNCTBUIA N AeICTBU OKpYXatoLLNX
B OTHOLIeHUU 6e3onacHocTU. Cnyxaline f0/KHbI He3aMeAInTe IbHO coobuartb 060 BCEX NOA03PUTE/bHbIX CO-
6bITUSX. CBA3AHHbIX C MHDOPMAaLMOHHOI 6e30MacHOCTbI0.

7.2.9 CoTpygHuKM (NnepcoHarn), He OTHOCALLMECS K opraHusaynm

Tpeb6oBaHus NnporpaMmMbl o6ecrneyeHns 6e30nacHOCTU JOJIKHbI 6blTb BK/IIOYEHbLI B COrMlallleHns ¢ Nogpsafym-
Kamy 1 noctaslukammn ycnyr. Moapagaumku n noctaBLMKN YCAYT O/KHbI ObiTb 0CBEA0MIIEHBI O NPaKTUYECKNX
npuemax u npouegypax obecnevyeHns MHPOPMaLMOHHON 6e30nacHOCTN OpraHu3aunm u ee nogpasgeneHunin n
okasblBaTb UM noadepxky. OHn 0653aHbl cO604aTb NOAUTUKY MHPOPMAaLMOHHON 6€e30NacHOCTH opraHusauuu.
TakK Kak N0 3KOHOMUYECKUM WX UHBIM NPUYMHAM OpraHu3alm MoryT npefnoyvyecTb NpPUB/eYEHNE BHELHUX pe-
CYpCOB A1 BbIMO/THEHNA OnpeAeneHHbIXx 6aHKOBCKMX PYHKLUIA, MEHeMKMEHT pucka He MOXeT 6bITb nepefaH
CTOPOHHMM OpraHm3aunam nao/MKeH ocTaBaTbCsA No4 OTBETCTBEHHOCTLIO OpraHn3aLmu.
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7.2.10 [onxKHOCTW, CBA3aHHble C 6e30NacHOCTbI0

7.2.10.1 BBefeHue

B HacTosLLeM NyHKTe onpefensatTcsa Tpy CBA3aHHble ¢ 6€30NacHOCTbI0 O/KHOCTM B paMkax NporpamMmmbl
obecneyeHns MHchopMaLMOHHOW 6e30NacHOCTH, KOTOpbIe HAAEeNSATCA pa3HbiMU YPOBHAMY 06553aHHOCTEN U hyH-
KUMSIMU. HEOBXOAUMBIMU A5 BbINOIHEHWA NporpamMMbl o6ecneyeHnsi MHopMaLMOHHOK 6e30nacHOCTu. [laHHble
LO/MKHOCTU PYHKLMOHANLHO onpeaenexbl, XoTA cnocobbl aAMUHUCTPATUBHOIO ypaBaeHns NepcoHanom opraHu-
3auMm MOryT pasnimyatbCs.

B HekoTOpbIX OpraHn3auusax oTeevarLleli 3a MHPOPMaLMOHHYI0 6€30NacHOCTb MepcoHan MoXeT NpeAcTaB-
NATb CO60M OTAENbHYIO CTPYKTYPHYIO eAMHULLY, @ B 4PYIUX OpraHn3anmax nepcoHany yHKLMOHaNbHbIX CTPYKTYP
(oTAenoB, cnyx6) MoryT 6bITb NOPYYEHBLI 06513aHHOCTH, CBA3aHHbIE C 06ecneyeHneM MHhopMaLMoHHO 6e3onac-
HOCTM B JONO/THEHNE K COBCTBEHHbIM. BO3MOXHO Takxe COBMeLLeHNe ABYX 063aHHOCTEN.

Kakyto 6bl CTPYKTYpY HEe nMmena nporpamma obecnevyeHns MHoOpMaLMOHHONM 6e30MacHOCTU, fLOMKHOCTHbIE
nvua v ynpasasiloline fo/KHbI OKa3blBaTh JaHHOW NporpaMmMe noaaepXxky 4151 NoBblWeHus ee 3 DeKTUBHOCTM.
B 60MbLINX OpraHm3aunsax MoxeT 6bITb MO/IE3HO CO34aTb AONONHUTE NbHbIE O/MKHOCTU 418 3P (DEKTUBHOIO Bbl-
NOMIHEHUA cNeunanM3npoBaHHbIX GyHKUWIA, HanpumMep, pa3paboTunk apxuTekTypbl 6e3onacHocTu. B 6onee men-
KMX OpraHusaymax nepcoHany, BEPOATHO, MPUAETCA BbIMOMHATb HECKOIbKO 0683aHHOCTE OAHOBPEMEHHO.

7.2.10.2 PykoBogunTenb cNyx6bl 06ecnevyeHns nHpopmMmaLnoHHoR 6esonacHocTy

PykoBoguTenbs cnyx6bl o6ecneyeHns nHhopmaLMoHHO 6e30nacHOCTM OTBEeYaeT 3a NPOeKTUpoBaHue, BHe-
peHune nporpaMmMbl o6ecneyeHmsa MHOOPMaLMOHHON 6e30nacHOCTM 1 ynpaBneHuio eto. Mo ynpaBneHnem pykoBo-
auTens cnyx6bl obecnevyeHns nHchopMaLMOHHOW 6€30NacHOCTY NepcoHan Ha ApYrnxX ypoBHAX BbINONHAET 065~
3@aHHOCTM N0 OCYLLEeCTBNEHUIO MOUTUKN U NPAKTUYECKUX NPUEMOB NporpaMmbl obecneveHns MHOOPMaLMOHHO
6e3onacHocTu. PykoBoanTenb cnyx6bl obecneveHns nHopMaLoHHO 6e30MacHOCTU MOXET UMeTb cneyuanb-
HbIl WITAT M OCYLecTBAATb a4MUHNCTPATUBHOE YNpaB/iieHne NnepcoHasoM, oTBeyaLnm 3a MHhopMaLMOHHYO
6e30nacHOCTb. Takxe pykoBoAuTeNb CNyx6bl o6ecneyeHns MHOoOpMaLnoHHO 6e30NacHOCT MOXeT OCYLLecTB-
NATb OrPaHNYEeHHbIVi ONepaTUBHbIA KOHTPO/Ib 32 NEPCOHA/IOM, BbINOJTHAIOLW UM 0653aHHOCTH, CBA3aHHbIe C MHop-
MaLMOHHO 6€30NacHOCTbI0, B 40NO/IHEHE KCBOUM OCHOBHbIM 06A3aHHOCTAM. He3aB1MCMMO OT BEIMYUHbI Opra-
HU3aLMn Nan CTUAA PYKOBOLACTBA, PYKOBOAMTENL CNYX6bl 06ecneveHns nHpopmMaLoHHol 6e3onacHoCTy ABAseT-
CS IMLLOM, HEeCYLLMM BCIO OTBETCTBEHHOCTb Nepes COBETOM JMPEKTOPOB 1 yNpaBsioLW MMy 3a BbINOSIHEHME NPO-
rpamMmmbl obecneyeHns MHHOPMaLMOHHON 6e30nacHOCTy.

PykoBoauTens cnyx6bl o6ecnevyeHns MHPoOpMaLMoHHON 6€30NacHOCTUN A0/KEH YNPaBNATb BbINOSIHEHNEM
nporpaMmbl o6ecneyeHmns MHpopMaLoHHO 6€30MaCHOCTY B COOTBETCTBUM C yC/IOBUSIMU, ONPeAeIeHHbIMUN opra-
Hu3aumel kak Heo6xognMMble ANSA ycnexa B 6usHece. PykoBoauTenb cnyxbbl o6ecnevyeHns nHOoOpMaLnoHHOM
6e30nacHOCTM OTBEYaeT 3a:

- NOAroTOBKY (hMHAHCOBOI CMeTbl 1 060CHOBaHMeE NporpaMmmbl obecneyeHns nHpopmaunoHHok 6e3onacHo-
CTV nepepj ynpasnsoLwuMu;

- pa3paboTKy apxuTekTypbl 6€30NacHOCTM, KOTOpas cornacyeTca co cTpatervein 6usHeca;

- PYKOBOJ,CTBO NEPCOHANIOM pa3HbIX YPOBHEN, KOTOPbI BHeAPSeT apXuTekTypy 6e30nacHOCTMN 1 BbINOJTHAET
cBA3aHHble c 06ecnevyeHnem MHOPMaLNOHHONM 6e30nacHOCTN 06A3aHHOCTY;

- NpoBefieHNe OLEeHOK puUcKa, KOTopble NOATBEPXAAT NPaBUbHOCTL apXUTEKTYpbl 6e30nacHoCTH, 1 pac-
KpbITUE HeOCTaTKOB, TPebyLW X 0C060ro BHUMaHMS;

- npuaaHne ornacke NOANTUKKN, NPaKkTUYeCKMX NPMEeMOB 1 npoueayp obecneyeHns 6e30NacHoOCTH U ynpas-
NleHune nporpaMmMbl NOBbILLEHWA 0CBEOMIEHHOCTU 0 6e30NacHoOCTy;

- OCBE[IOM/IEHHOCTb O TEKYLLUX Yrpo3ax 1 ys3BNMMOCTU, a TakxKe HOBbIX MeTofax 1 cpefcTBax obecneyeHmns
NHopMaLMoHHO 6e30nacHoOCTM 418 NPOTUBOLENCTBUA 3TUM Yrpo3am 1 yS3BUMOCTAM;

- obecneyeHne COOTBETCTBYIOLLENO BOB/IEYEHNA OpPraHM3anmnmn B AesTeIbHOCTb MO 3awuTe KPUTUYECKoi
WUHpacTPYKTYpbl B CTpaHax, rae opraHmsaumsa BefeT CBoi 6usHec.

7.2.10.3 OTBETCTBEHHbIN 3a MH(hOpMaLMOHHYI0 6€30NacHOCTb

OTBeTCTBEHHbII 32 MHDOPMALMOHHYI0 6€30NacHOCTb — 3TO /11060€ NIML0 B OpraHnsanmm, oTeevatLiee 3a
pa3paboTKy, BHeApeHMe 1 NoAAepXKY NporpamMmmbl o6ecneyeHns MHPOpPMaLNOHHOW 6€30NacHOCTM NoJ, PyKOBOA-
CTBOM pyKOBOAUTENSA CNYXObl 06ecnevyeHna MHopmaLoHHOR 6e3onacHocTu. J/lnua, 0TBETCTBEHHbIE 3a MHOp-
MaLMOHHY0 6€30NaCHOCTb, MOTYT BXOAWUTb B LUTAT PYKOBOAUTENA CAYXObl 06ecnevyeHnss tHopmMmaLMoHHOR 6e30-
NacHOCTU UK 6bITb BHELITATHbIMWU COTPYAHMKAMU, HAXOAACh BaAMUHUCTPATUBHOM MOAYNHEHUN B PYTOM CTPYK-
TYpPHOM nogpasgeneHvn opraHnsaumnmn. OTBETCTBEHHbIN 3a UHpopMaLMOHHYI0 6€e30MacHOCTb, UMes 06LWnpHbIe
3HaHNA 1 ONbIT, MOXET 6bITb Ha3HaYeH Ha 0CO6YI0 [JO/MKHOCTb, HANMPUMeEpP Ha AO0/HKHOCTb pa3paboTynka apxuTek-
Typbl 6e30nacHoCcTU. COTPYAHWNKMN, OTBETCTBEHHbIE 38 MHPOPMaLMOHHY 6e30nacHoCTb, MOryT o6nagarts cneyna-
NIM3UPOBAHHBIMM 3HAYEHUSAMU B 061aCTW TaKMX METOA0B 1 CpeAcTB 06ecneveHns nHdopmaunoHHol 6esonacHoc-
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TW. Kak OLLeHKa pucka, 0CBeJOMMIEHHOCTb 06 yrpo3ax u T. 4.. U ABNATLCA BaXKHbIM NOTEHUMANOM NS OpraHu3auuu.
[lpyrne oTBeTCTBEHHbIE 3a MHDOPMALMOHHY0 6€30MacHOCTb N1MLa J0/IXKHbI KOHCYIbTUPOBAaTb U laBaTb PEKOMEH-
Aaunn opraHnsaLoHHbIM eAHuLam No npo6aemam MHpopmMaLMoHHO 6e3onacHoCTU. leATeNbHOCTb OTBETCTBEH-
HbIX 32 UHhOPMAaLLMOHHYI0 6e30MacHOCTb byaeT Hanbonee achPEKTUBHON, €C/IN OHW 3HAIOT BU3HEC-LeNN, a Takke
BHYTPEHHME NpoLecchl opraHusauuu.

OTBeTCTBEHHbIe 38 MHDOPMALMOHHYI0 6€30NaCHOCTb AO/KHbI:

- 3HaTb apXUTEKTYpy, NpakTuyeckne npuemsl 1 npoueaypbl 6e30nacHoCcTu;

- pa3pabatbiBaTh SlOKa/IbHbIE NMpaKTUYecKne npuemsl, 0BOANTL 4,0 COTPYAHUKOB OpraHn3aLlmm n 06HOBNATb
UX Npu He06XoANMOCTH;

- NPOBOAUTL OLLEHKN pUCKa;

- OCYLLeCTB/IATb MOHUTOPWHT M ayAuUT NpakTuyecknx npneMos obecneveHnsa 6e3onacHocTy;

- cofencTBoBaTb BOCCTAHOBIEHUIO cUCTEMbI VT nocne aTak;

- flaBaTb peKoOMeHAaLumnmn no yayylleHnto npakTuyeckux Nnpuemos 1 npoueayp;

- 6bITb B Kypce pa3BuTuUs yrpo3 MHMOPMaLMoHHO 6e30NacHOCTU, TEXHOOTNIA, a Takke MeTOL0B 1 CPeACcTB
obecneyeHns MHOpPMaLMOHHOK 6e30nacHoOCTY;

- cnocobcTBOBATH OCBEA0M/IEHHOCTN PYKOBOACTBA U COTPYAHUKOB CYXObl 6€30NacHOCTN B MH(OPMALMOH-
HOI1 6e3onacHocTL.

7.2.10.4 Onepatopsbl 06ecneveHuss 6e3onacHoOCTu

Onepatopbl o6ecnevyeHns 6e30MacHOCTUN BbIMOMHAKT NOAPOGHbIE AeACTBUA AN AOCTUXEHNSA Lieneil npo-
rpaMMbl o6ecneveHns MHopmMaLMoHHOI 6e3onacHocT. OnepaTopbl o6ecneyeHns 6e30MacHOCTU MOTYT COCTO-
ATb B LUTATE PyKOBOAMTENA CNYXObl 06ecnevyeHns nHpopmauoHHON 6e30N1acHOCTU UK aAMUHUCTPATUBHO OTHO-
CUTbCA KAPYIUM nogpasfeneHnsam opralmsanuy n 4omMkHbl 6biTb XOPOLO 0CBeAO0M/IEHbI 06 annapaTHbIX 1 Npo-
rpaMMHbIX CpeACcTBax u npoueaypax 6€30nacHOCTU, HEOOXOANMBbIX A1 CBOMUX NOAPA3Le/TeHNA.

M3-3a pa3Hoo6pasns TeXHONOIMiA, KOTOpble MOTYT MCNO/b30BaTbCA B apXUTekType 6e3onacHocTH, OT onepa-
TopoB 0b6ecneyeHnsa 6e3onacHOCTN TpebyeTca BbINONHEHNE MHOTUX NpoLuenyp. HekoTopble cneyundguyeckne o6s-
3aHHOCTU. BO3/1araeMble Ha ornepaTopos 6e30MacHOCTU, BKOYAIOT B Ce64;

- YCTaHOBKY 1 COXpaHeHue CBsA3aHHbIX C 6e30NacHOCTbI0 HACTPOEK Ha ceTeBOM 060py0BaHUK;

- YCTaHOBKY OGHOBNIEHHbIX BEPCUIA 3aLUTbI B ONepaLOHHbIE CUCTEMBI:

- COXpaHeHne n MoAepHM3aLNIo TOUYHbIX (haiifioB ynpasBieHUs 4OCTYNOM;

- c6op uHhopmaumm, oTHocALeca K UHpopMaLMoHHO 6e3onacHoCTH, U nHdopmauun 06 ayauTe, a Takke
MOHUTOPUHT CUCTEMHOW 1 CETeBO AeATENbHOCTM C LeN1bio 06HapYXXeHNA CBA3aHHbIX C 6€30MacHOCTbI0 Npobiem.

LLnpokoe pasHoo6pa3ne BbINOMHAEMbIX 3a4a4 onpegenseT 3Ha4MMOCTb OrepaTopos obecneyeHns 6eso-
MacHOCTM B yCMeLHOM (PYHKLVOHMPOBaHWA NporpamMmmsl o6ecneyeHns MHMOPMaLMOHHON 6e30NacHOCTH.

Onepatopbl o6ecneyeHns 6e30nNacHOCTV OTBEYAlOT 3a:

- 3HaHWe CBOEl Poan B BbIMOSIHEHUW NPOrPaMMbl 1 apXMTEKTYpbl 06ecneyeHns 6e30nacHOCTH;

- BHepeHune 1 nogaepxaHme npakTuyeckux npuemMos n npoueayp 6e3onacHocTy;

- MOHUTOPUHT Npoueayp 6e30nMacHOCTM U coobLweHne 06 NX COCTOSAHUM UCXOAA U3 06CTaHOBKM;

- paboTy Hajg ucnpasneHremM c60eB B obecrneyeHnn 6e30MacHOCTU Y NPOTMBOAENCTBMEM aTakam;

- BOCCTAHOB/IEHNE COOTBETCTBYOLW KX NpoLeayp 6e30nMacHOCTM BO B3aMMOAENCTBIM C BOCCTaHOBNEHNEM
6u3Hec-npouecca nocse c60s UK aTaku,

- NpefocTaB/ieHne pekoMeHalmnii no yayylleHno NpakTMyecknx MpuemMoB 1 npoLeayp.

8 AHanu3 un oLeHKa pucka

8.1 Tlpouecchbl

OpraHun3aumm, xenawuime nony4ymTb AOCTYN K MHhopMaL MM O COCTOSSHUM CBOMX Aen No 6e3onacHocTu,
[O/MKHBI BHEAPUTb OWH MU HECKO/IbKO MPOLLECCOB aHann3a pucka kak yacTb nporpammbl ob6ecnevyeHns nHop-
MaunoHHol 6e3onacHoCTH. DTW NPOLEeCcChbl 4O/MKHbI MCNOJIb30BATLCS A/151 OL,eHKM COCTOSAHUSI 6e30MacHOCTH BCeit
opraHusauuu, a Takxe 6€30NacHOCTU KOHKPETHbIX NPOEKTOB, CUCTEM U NPOAYKTOB. MOCKONbKY CTUNN PYKOBOA-
cTBa. MacwTab n CTPyKTypa opraHusaLmii pasnimyatTcs, MoryT noTpeboBaTbCa HECKObKO CTpaTernin ana aganta-
Lun aHann3a pucka Kk cpefe, B KOTOPOIA puck ncnonbsyetca” .

Pe3ynbTatom npouecca oLeHku pucka f0/MKHbI 6bITb peKoMeHaaLy No CHUXEHNI pUCKOB 6e30nacHoOCTH
opraHusauuu f,0 NpMeMaIemMoro ypoBHs. [laHHble pekomeHgaumnmn f0MKHbI CNoco6CcTBOBAaTbL BbIGOPY COOTBETCTBY-

" [JononHUTENbHYO MHopMaLMI0O MOXHO HaliTy B [2]. [5]. [20]. [21].
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IOLWMX 3alUTHBIX Mep. 3aliuTHble Mepbl ABAAKTCA pe3ybTaToM OLEeHKMU U onpefenieHns Be/IMYNHbI BO3MOXHbIX
notepb, KOTOpPble MOTYT NPOM30ITU B C/lyYyae UCNOMb30BaHUSA UAEHTUPUNLMPOBAHHbIX YSI3BUMOCTE CUCTEMBI Of-
HO unun 6onee yrpo3amu. K akTuBam opraHu3auum, KoTopble 06bIYHO NOABEPralTCa OLeHKe pucka, 0THOCAT:
annapatypy u obopyfoBaHue, npuknagHble nporpaMmmbl, 6a3bl flaHHbIX OpraHu3aLlm, CUCTEMbI CBA3N U KOMMbIO-
TepHble onepaunoHHbIe CUCTEMBI.

MpuMepbl MmeTofa NpoBeAeHNs OLLeHOK pUCKa M TUMUYHOTO NpoLecca OLEeHKM pucka NnpuBeAeHbl B Npuioxe-
Hun C. lonoiHUTeNbHbIE MOAENM OL,EeHKN pucKka npegcTtaBneHsbl B {2]. [5]. [20]. [21]. AononHUTeNnbHbIE MOAENN B
KayecTBe npumepa TakKxe npueefeHbl B npuaoxeHun C n He npegnonaraloT UX MCNONb30BaHUA opraHm3auunei
HenocpefCcTBEHHO B KAYECTBE TEXHO/IOTUYECKUX KapT BHeAPeHUS.

8.2 MNpouecc oueHKn pucka

dunHaHCOBbIE N ApYyrMe opraHn3aunn UCNbITbIBAIOT BANSHUE PUCKOB, CBSA3aHHble C X 6u3HecoM. Pucku,
OTHOCSALWMECHA K UH(POPMALMOHHBIM akTUBaM opraHusanuu, NPUHUMAIT pasinyHble PopMbl U JOKHBI NOABEpP-
ratbCsa TWatesibHOMY aHanu3sy. OLEHKMN PUCKa HYXXHbI MPU N3yYeHUW YyA3BUMOCTE, Yrpo3 1 pUCKOB 4718 NHdopMa-
umn. Kaxaoe 6aHKOBCKOE MPUIOXEHNE A0/MKHO 06ecneymBaTb KOHTEKCT Y 3HaHWe paboynx NpoLeccoB, a Takxe
noTeHumnasbHble yrpo3bl Y 30HbI YA3BUMOCTU. [laHHOE 3HaHWe NMeeT 3HaYeHne 415 NPOBefeHNA OLLEHKN puUCKa.
OueHka pucka npefctaBnseT coboit TpexcTyneHyaTblii npouecc:

MepBas cTyneHb — OLeHKa PUCKOB NOTEHLMaNbHbIX YIPO3 415 KaXA0l 30HbI YA3BUMOCTY NyTEM 3anosiHe-
HUA TabNuLbl OLLEHKM pUcka (CM. npunoxeHue C):

BTopas cTyneHb — NpucBOeHne KOMGMHMPOBAHHOIO YPOBHS pUcKa KaxXA0W 30He YA3BMMOCTU NyTeM 3anos-
HeHuna Tabanubl OLeHKN pucka (cm. npunoxeHue C).

TpeTbs CTyneHb — onpegeneHne nogxoAaLux NONMTUK 6€30MacCHOCTM U 3alUTHBIX Mep. UCNOMb3ys pe-
3yNnbTaTbl BTOPOV CTYNEHU N MMEIOLLLMECS Mepbl ypaBieHus.

Bonee NoApo6GHbLI/i CMMCOK KaTErOpPUA pUcka 1 UX NPYMeHeHne B NpoLecce OLEeHKN pucka npeacTaB/ieHbl B
npunoxexun C.

8.3 PekomeHgaunmn no obecneyeHnto 6e30MacHOCT U NPUHATUE pUCKa

OueHKka pnucka MoXeT NPOBOANTLCS:

- ANS OUEeHUBaHNA pUCKa Ha YpPOBHE opraHusauuu;

- B paMKax B3aMOCBSi3aHHOI COBOKYMHOCTU CUCTEM;

- ANA OTAENbHON CUCTEMBI NN NPUIOXEHWA;

- AN KOHKPETHbIX KpUTUYECKNX DYHKL U BHYTPU CUCTEMBI.

He cnepyeT oxugaTb, YTO OLEHKa pMUCKa Ha YpPOBHe opraHu3auuny ABAsSieTCA TObKO KOMOGUHaLmen Bcex
KpUTUYECKnNX PYHKLNI opraHm3aLnuu.

YA3BMMOCTU U YrpO3bl NOCTOAHHO MEHAIOTCA N0 Mepe NOABMEHNS HOBbIX TEXHONOTMI 0B6HAPYXEeHNA YA3BU-
MOCTel Bcuctemax, BBe,eHNA HOBbIX UM MOAEPHN3MPOBaHHbIX MPOAYKTOB, ONpeAensieMbiX POCTOM U pa3BuTu-
eM opraHum3sauuu. NoaToMy cTeneHb geTanmsaunmn u BbiBOAbl OLEHKN pUcka ANA pas3HbiX CUCTEM MOTYT CUbHO
pasnnyaTtbCca B paMKax opraHusaumnm n Ans CXoAHbIX CUCTEM B pa3HbiX OpraHn3aunsx.

Tem He MeHee nl06as oLeHKka pucka fo/HkKHa 3aBepluatbes hopmMmupoBaHuem Habopa pekomeHgauuii no
obecneyeHno NHOPMaLMOHHON 6€30NacCHOCTN OLLEeHEHHOW cnucTeMbl. B Habope pekomeHaaLnin puckn, cBa3aH-
Hble C CUCTEMOIA, paccMaTpuBaloTCs kak peann3oBaHHblie. B 0653aHHOCTb ynpaBAsoLWwmx genamMmm BXOAUT NPUHSA-
TMe 3TUX pPUCKOB. Bo MHOrUX cnyvyasax gonyckaeTcs NpMMeHATb AOMNO/IHUTEIbHbIE Mepbl ypaBaeHns (UAun oHn
MOryT 6bITb NPUMEHEHbI HAa 3Tane NPoeKTUPOBaHUA UNKN Pa3paboTKn) A4NA CHUXKEHNA PUCKOB A0 6onee npuemaemMo-
ro ypoBHS. MPUHATME PUCKOB AO/HKHO PEeryimpoBaTbCs NpakTuyeckumm npuemMamuy obecneyeHns 6e3onacHoCcTu
opraHmsaunu. Npn paccMOTPEHUN NCKIYEHWI N3 NTONNTUKN YyNpaBNAoLWmMi aenamu omxkeH paboTtarb Hag rapaH-
TMpPOBaHMEM COOTBETCTBMA NONUTHKE B ByAyLLEM NN NPUHATUMEM A0ITOBPEMEHHON UCKTIOUYUTENBbHON CcUTyaunm
Kak OCTaTO4YHOro pucka BMecTe € rpynnoii no o6ecnevyeHunio MHMOPMaLMOHHOI 6e30NacHoOCTH.

9 BbI6Op U BHeApeHUe 3alUTHbIX Mep

9.1 CHmxeHne pucka

Nio6asa cuctema o6nagaeT ya3BUMOCTSMU, NOCPELCTBOM KOTOPbIX HAPYLUMTENN MOTYT YIpoXaTb OpraHusa-
LN pMHaHCOBLIMM yObITKAMM, NageHNeM NPOAYKTUBHOCTY UKW yTpaToii npecTnxa. MnHumnsauns n ocnabneHve
3TUX PUCKOB ABNSETCA 06LLEeil 0693aHHOCTbLIO YNpaBNALWMUX AenaMn 1 rpynnbl No o6ecneyeHnto MHPOpPMaLnoH-
HOWi 6e3onacHocTK, paboTallwmnx BMecTe ¢ 4pyrMMu rpynnaMmum B (hMHAHCOBOM yupexeHun. CyliecTByeT MHOTO
acnekToB MeHe)XMEeHTa pucka, u Hanbosee 3Ha4YMMBble yxe 06CyXAannch, HanpuMep, NPUBEPXKEHHOCTL BbiCLLE-
ro PyKoBOACTBa K 06ecneyeHmnto MHPOpMaLMoHHO 6e30NacHOCTH: OTBETCTBEHHOCTb PYKOBOANTENS CyX6bl 06ec-
neyeHvs NHgopMaLMoHHO 6e30MacHOCTU, OTBEYaloLLEro 3a BHeAPEHME 1 yNpaBieHne nporpamMmmoii o6ecneyve-
HUA 6e30NacHOCTK, 1 B LLe/IOM 3a nporpammy obecneyeHmsa 6e3onacHocTu.

6 19



FOCT P NCO TO 13569— 2007

3HauyMMble NpoLecchl U TEXHOOTUKN, 06bIYHO UCNO/b3YEMbIE UK yYUTbIBAEMbIE A1 0cNnabneHna pucka,
npusefeHbl B9.2—9.7. laHHble NPOLLECChI ¥ TEXHOIOTMM MOTYT UCNOJ/b30BaTLCA BO BpeMs npolecca pa3paboT-
KW, NOCNe OLEHKMN C/IMILKOM BbICOKOTO pUcKa Wanm ngeHTudukalm HoBow ya3BMOCTU. YNpasnsaowme genamm
[O/DKHBI MOMHUTbL O NPeuMyLecTBax 4OKyMeHTUpPOBaHUA BCTpanBaeMoi cucteMbl 6e30NacHOCT BMECTO NOonbl-
TOK NPOV3BOJIbHOTO MCMPAaBJ/IEHUS UMEIOLNXCA HapyLIeHN 6€30MacHOCTN CUCTEMBI.

Mcnonb3oBaHne AaHHbIX TEXHOMOIMNIA MOXeT obecneynTb HENOCPeACTBEHHOE ynpaBieHne puckamu, Koto-
poe opraHu3auus 6epeT Ha cebs. OpraHmsaumns o/KHA OLEHUTb, KaK 3anaHMpoBaHHble ¥ CyLecTByloL e Mepbl
ynpasJ/IEHNA CHUXAKT PUCKW, NAEHTUDULNPOBAHHbIE NPU aHaIn3e pucka, onpefennTb ONONHUTE IbHbIE Mepbl
3aLMTbl, KOTOPbIE UMEITCH UNN MOTYT 6bITb pa3paboTaHbl, CNIPOEKTUPOBATbL aPXUTEKTYPY MHEpOopMaLMOHHON 6e30-
NacHOCTW N oNpeAennTb OrpaHNyYeHna pasinyHbIX TUNOB. 3aTeM Heo6XxoANMO Bbl6paTh agekBaTHble 1 060CHOBaH-
Hble Mepbl YPaB/Ie€HUA A/151 CHUXKEHUSA OLleHEHHbIX PUCKOB [,0 NPUEM/IEMOTO YPOBHSA 0CTATOYHOIO pucka. flonon-
HUTesNbHble NOAPO6HOCTH, KacatLmecs Boibopa mep ynpaeneHus, cM. B [2]. [5}. [20], [21].

9.2 NpeHTudunkauma n aHanns orpaHnyeHunn

Ha BbIGOp Mep ynpas/iieHns MOryT okasaTb B/IMSSHNE MHOTMe OrpaHnyeHns. 3Tu orpaHnyeHmns cnegyet npu-
HMMaTb B pacyeT Npu coCTaB/EHNN pekoMeHAaLnii 1 BO BpeMs BHegpeHus. OrpaHnyeHns n coobpaxeHns npuse-
neHbl B Tabnvue 1.

Tabnunuya 1— XapakTepucTukyi orpaHUYeHnin n coobpaxkeHuii

OrpaHnyeHmns MpymveyaHre

BpeMeHHble Mepbl ynpasneHnst LOMKHbI 6bITb BHEAPEHbI 33 Nepuos, BPEMEHH, Npuememblii
[J151 PyKOBOACTBA, B TEYEHMWE CPOKa C/yX6bl CUCTEMBI U [J0/KHBI 0OCTaBaTbCs athdrek-
TMBHBLIMY, HACKO/IbKO PYKOBOZCTBO CUMTAET HEOGXOAUMbIM

®uHaHCcoBbIE BHefpeHue mMep ynpasiieHust He LO/MKHO ObITb JOPOXE, YEM LIEHHOCTb aKTVBOB,
KOTOpble OHM NpeaHasHayeHbl 3alyLLaTh

TexHuueckne Mepb! ynpaBneHus AOMKHbI BbITb TEXHUUYECKN OCYLLECTBUMbIMA U COBMECTUMbI-
MW C cucTeMoli

Couvonoruyeckne Mepbl ynpaBneHns MoryT 6bITb CneuuguYeckuMm Ans cTpaHbl, 0TPac/Au, opraHu-
3auMM UM faxe oTAena opraHusauuun Ans obecnedeHnst AOCTYNHOCTY Asi Nepco-
Hana

CBsi3aHHble C OKpyXXatoLleit Bbi6paHHble Mepbl ynpaB/ieHUs fO/MKHbI GbITb MPUCNOCOG/EHb! K TEppUTOpUM,

cpepoit KIMMaTUYECKUM W MPUPOAHLIM YC/IOBUSIM 1 PACMO/IOKEHNIO HACE/IEHHOTO MyHKTa
HopmaTuBHble Mepb! ynpaBneHns A0MKHbI COOTBETCTBOBATL HOPMATUBHLIM NPaBOBLIM TPe6o-

BaHWAM. HanpyMep, 3alluTe NepcoHasibHbIX AaHHbIX UM He cneuuduyHbIM ans UT
HOpMam 13 Yro/IoBHOTO KOZEeKCca, NpaBuiam M3 WHCTPYKLMI No noxapHoii 6esonac-
HOCTU. TPYZAOBOrO KogeKkca UT.4,.

9.3 Jlornyeckuii KOHTPONb focTyna

9.3.1 Obuwme nonoxeHnsa

JNlornyeckunint KOHTPOb 4OCTYNA OTHOCUTCS K TEXHUYECKMM MeToAaM U Mepam ynpaBieHus, UCNosib3yemMbiM
B CMCTEeMax ¥ NPUI0XeHUAX AN OrpaHnyeHns 4ocTyna K nHopmauumn B COOTBETCTBUM C NPakTUYECKMMMU npuema-
MW opraHu3auun. B ocHOBHOM Mo/ib30BaTENAM A0/HKEH NPEAOCTAaBNAATLCA MUHUMASIbHBIA OCTYN, HEO6XO0ANMbIiA
ON5 BbINOSTHEHNSA UX pabounx PYHKUNIA, HO YACTO OrpaHNYEeHHOCTb CUCTEMbI, KOHCTPYKTUBHbIE UK ApYyrue orpa-
HUYEHMSA MOTYT NPUBOAUTL K TOMY, YTO MONIb30BaTENIN UMEIOT JO0MNOTHUTE NbHbIN A0CTYN. TeM He MeHee No/b3oBa-
Teslo Heob6xoaMMma perucrpauus gocTtyna K cucteme, To ecTb huKcauus Toro, KOMy npefoctaBaseTcs npaso
JocTyna, Kakme COTPYAHUKM MMeIoT 4OCTYN, Korga oH ocyllecTBasnca. Hanbonee BaxHo hyHkymen ssnsetca
Heo6xo04MMOCTb COB/104eHNs onpeAeneHHbIX orpaHnyeHmnii goctyna. Mepbl ynpaBneHus gns ocyLecTBeHus
3P EKTUBHOTO KOHTPOA [OCTYNa NPUBEAEHBI HUXE.

9.3.2 NpeHTudunkaumna nonb3osartens

Y MHOrux nonb3oBateneit 4o/MKHaA 6bITb NPUUMHA 415 NONYyYeHNUa AoCTyna K MHopmaLumm nu MHpopMaLnoH-
HbIM cucTeMaM (PUHAHCOBOTO yupexaeHuns. TakMMun nosib3oBaTesiaMun ABASAITCA CayxXaujue, KIMeHTbl, CUCTEM-
Hble aAMUHUCTPATOPbI M ynpaBnsawLmne. B 601bWNHCTBE CyYaeB HEO6X0AMMO C HEKOTOPOIi CTeNeHbIo onpeje-
NEHHOCTM 3HaTb, Kakasi KaTeropus nosb3oBartesieil NbiTaeTcsA NOAYYNTb JOCTYN K ONpeAeeHHOMY NPUI0XEHNIO.
OyeHb YacTo HE06X04MMO 3HATbL He TOJILKO KaTeroputo, HO TakXe INYHOCTb TOT0, KTO NblTaeTcs NoAy4nThL AOCTY.
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TpaAnuMOHHO Kaxaas uHhopmMaLmoHHasa cuctema nmeeT cCO6CTBEHHbIV NpoLecc naeHTudmnkaum nosbL3osa-
Tens. N3-3a 6bICTPOro paclinpeHns cuctem nosiBuaacb Heo6xo4MMOCTb B NpoLecce nageHTudvkalmm, obwem gns
BCEX M YA,0BNETBOPSAIOLMM MHOTME cMCcTeMbl. MoXeT Takxe noTpeboBaTbcsa AN YCNYr N0 naeHTudmkaLum npum-
B/leYeHWe BHELLIHNX pecypcoB. MpuBeAeHHbIe HUXe pekoMeHaLly AOMKHbI NPUMEHATLCSA He3aBUCKUMO OT TOrO,
KTO NpefocTaBAseT ycayru no ngeHtudukaymn.

[ns ob6ecneyeHuns 6onblueli yBepeHHOCTM B TOXAECTBE IMYHOCTU NONb30BaTeNs OpraHusauns fonxHa
co3faBaTtb U OCYLWECTBNATL NONUTKKY, TPEOYIOLW Y0 NOATBEPXKAEHNS MUYHOCTU NONb30BaTENA Nnepey Bblgayei
naeHTndukaTopa nonb3osarens. LienecoobpasHasn 6u3Hec-npakTuka TpebyeT MHTErpMpoBaHusl TpeboBaHwuii «3Hail
CBOEr0 K/IMeHTa» U «3Halli CBOUX CAyXallux» B MEPONPUSATUS N0 Bblfade ugeHtTudukatopa nonb3osatens. bonee
TOro, opraHu3aums AoKHa BbINOMHATL NPoLefypbl Bblgauv naeHTudunkaTopa n KOHTPOMpoBaTh UX 415 rapaHTum
TOr0, 4YTO KaXAbll/i AEHTUNKATOP HOBOrO NO/b30BaTe 1S ABNAICA YHUKA/IbHLIM U MOXET 6bITb OTCAIEXEH [0 NAeH-
TN ULMPOBAHHOIO COTPYAHMKA N COTPYAHUKA, BblAaBLIEro naeHTndmnkarop.

9.3.3 CaHKUuMOHNpOBaHue

CaHKUMOHNpOBaHUe fiBAsieTCA AeliCTBYEM MO NPefOoCTaB/IEHMNIO N0/Ib30BATE/N0 BO3MOXHOCTMN BbINOMIHEHNSA
KOHKPEeTHbIX AeCTBUI B CUCTEME Ha OCHOBE ayTeHTUdMKaLUmM ero nM4HocTn. OpraHmsaumsa 4onxHa onpeaenutb
npasa AocTyna KaxAoro nonb3osatens. bes cneynanbHON CaHKLUKN HA OAHOMY NOIb30BATE/I0 HE paspeluaeTcs
[OCTYN K KAKOR-1m60 MHopMaLMn NN NPUNOXKEHNIO.

CyliecTByeT HECKO/IbKO NPUHLMNOB COXPaHeHNA 3anuceli cpefcTB KOHTPOIA A0CTYNa, OCHOBaHHbIX Ha po-
NAxX (O/MKHOCTAX). OAHUM U3 TPAAULMOHHBIX NPUHLUMOB ABMAETCA NOAAEPXKKA LLeHTPaIn30BaHHOro cnncka npu-
BUNErnii 4Ns Kaxaoro nonb3oBarens. AGMUHUCTPaATOPbl 6€30MacHOCTU MHPOPMALMOHHbLIX CUCTEM, 06bIYHO pabo-
Tallwme noj ABOVHbIM KOHTPOIEM, OTC/IEXMBAIOT M COXPaHAIT Takne 3anucu. NporpammMmHble cpeacTBa 3alnThbl
[aHHbIX AO/MKHBI CONOCTaBNATbL MAEHTU(UKATOP NONb30BATENA C 3aNUCAMU U pa3pellaTb Nosib3oBaTeNnam 4oCTyn
K MHChopMaL M nav NPUoXeHNAM B COOTBETCTBUM C 3aNUCAMU.

[pyroi npuHUmMn npefHasHayeH ANsa pacnpegesnieHHoro CoXpaHeHns 3annucein ¢ NMCTUHIOM ynpaBieHns
[OCTYNOM MO KaXAol cucTemMe UAn OTAe bHbIM OCTYNOM A8 pas/IMYyHbIX BUAOB MPUIOXEHNI (HAMPUMEpP «TOH-
KUIA» KNNEHT, «TONCTbIN» KINEHT, CeTb, MHOrO3BEHHOE NPUIoXeHNe, Be6-cepBechl U T. 4.).

9.3.4 AyTeHTudmnkauma nonb3oBartenein

9.3.4.1 MexaHun3mbl ayTeHTUdUKaLmm

AyTeHTUdMKaLMsa nonb3oBaTtesnell 0THOCUTCA K npoueccy (HanpuMep, npouesypHoMy, dU3nyeckomy uam
BbINO/IHAEMOMY C MOMOLL b0 annapaTHbIXYNporpaMMHbIX CpeAcTB), NOCPeACTBOM KOTOPOro NAEHTUMNKATOP NOMb30-
BaTefis npoBepsieTcsa cMcTeMoit. MNonb3oBaTeny MOryT NPUHaAIeXarb K OpraHm3an Ui BHEWHVM opraHn3aum-
AIM, W HECNOCOBHOCTb ayTEHTUMNLMPOBATL IMYHOCTb NONb30BATENSA CHUXAET BO3MOXHOCTb JaHHOW opraHunsaLmm
o6ecneynTb NOAOTYETHOCTb feliCTBUI OTAENBHOTO MLa U MOXeT A0NYCTUTb HECAHKLMOHVPOBAHHBIN J0CTYN K
[aHHbIM 1 KOMMbIOTEPHLIM pecypcam.

CyLiecTByeT HECKOIbKO TUMOB MeXaHW3MOoB ayTeHTudukaumm. Ix aeiicTeue 0CHOBbIBAETCA HA O4HOWN nan
HECKOJ/IbKUX CefytoWwnx xapakTepuctmkax:

- YTO-TO. YTO NONb30BaTe b 3HaEeT (Hanpumep naponu);

- HeYTO, U3BECTHOE NONb30BaTeNto (HanpuMep cmapT-kapTa);

- Kakne-nnm6o hnsnyeckme xapakTepucTnkn nonb3osartens (Hanpumep oTneyaTkm naabLues unun gpyrue 6uo-
mMeTpuyeckne AaHHble). KombuHauus pasHoobpasHbiXx MexXaHM3MOB ayTeHTUdMNKaL MM MOXeT obecneunTb 6onee
BbICOKMI1 YPOBEHb ayTeHTUMKaLUN.

9.3.4.2 Undposble cepTudmkatsbl

Lindposble cepTudmkaTbl MOTyT NCNOb30BATLCA 415 NOAMUCAHNA UK WG POBAHUS MHopMaLunm 1 obec-
neyeHnsa ayTeHTMduKaLMm nonb3oBartens, koga nporpaMmmMbl nu yctpolictea. Lindposbie nognmcu, OCHOBaHHbIe
Ha cepTudukaTax, MOryT UCMo/1b30BaTbCA A9 ayTeHTUUKaL MU UCTOYHUKA NHADOPMaLIUX, LLe/TOCTHOCTU faHHbIX U
ycnyr no obecneyeHunto ceoiicTea HeoTkazyemocT. OCHOBaHHbIe Ha cepTudunkatax ycayrum no sawute JaHHbIxX
MOryT 6bITb NMpefocTaBferHbl C NOMOLWbIO WK poBaHUA. Mepbl ynpaBneHna n CUHTakcuc, Heob6xoauMbIA Ans
ynpasneHus ceptucpnkatammn X.509 B cpepe onHaHCOBbIX ycnyr, onpegenersl B (3). NMogpobHas nHgopmayms o6
ynpasneHun nHopmaymeii 0 noNnTMke 6€30NacHOCTM CePTUMUKATOB B OPraHn3annm n He06XoANMbIX dNeMeHTax
hopMyNMpPOBOK NPaKTUKK, CBA3AHHON C cepTudukatamn, npegoctasneHa 8 MCO 21188 [22].

9.3.4.3 Naponu

B HacToslee BpeMa Hanboiee pacnpocTpaHeHHbIM MeTOA0M ayTeHTUduKaLm SBnatoTca naponu. Naponb
npeacTasnseT coboil CTPOKY CUMBOJIOB, COCTaBAIEHHYIO U3 N110601 KOMBUHaLMM 6ykB, LGP 1 cneynanbHbIX CUM-
BOJIOB KnaBmaTypbl. 3HaHVe naposis, acCoLMMPYIOLLErocs ¢ nosib3oBaTesnieM, iIBNAETCSA NOATBEPXKLEHNEM CaHK-
LLMOHMPOBAHUS UCNONb30BaHNSA BO3MOXHOCTEN, CBA3AHHbIX C 3TUM NOMIb30BaTeeM (Hanpumep AocTyn Kkonpege-
NeHHbIM NporpaMmam, BO3MOXHOCTAM U haiinam cuctemsl).
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Maponu moryT 6bITb ANHAMUYECKUMY (HaNpUMEpP, TeHepupyeMble 1 U3MeHAeMble aBTOMAaTUYECKM U, HacTo,
nporpaMMHbIMM cpeAcTBammn) 60 cTtaTuyeckmumMmmn (HanpuMmep, pefko M3MeHsieMble Mo yCMOTPEHUIO Mo/ib30BaTe-
ns). PekomeHgauumn no hopMUpOBaHUIO 1 KOHTPOJIIO 3a UCMOMIb30BaHMEM Naposieil MOXHO HalTK BO MHOTUX Ny6-
nukaumax v B cetn. Hanpumep «PekomeHgauuy no ynpasaeHuno naponamm MmHuctepctsa 060poHsl CLLUA» o1 12
anpens 1985r. (CSC-STD-002-85) [23] npefocTaBAsAiOT TEXHUYECKYIO TPaKTOBKY reHepauun, KOHTPOsIS U UCMOSb-
30BaHUA naponein B opraHmsauun. O6cyxaeHne Ha calite http://computing.fnal.gov/security/UserGuide/
password.htm [24] npegocTaBnseT 60nee 06LLY0 TPAKTOBKY TEMbl 06 MCNOMb30BAHWUM Naposeil n BKYaAET B
cebs ANCKYCCUIO O cOoCTaBe U A/InHe, U3MEHEHUW, XpPaHeHUN Naponei n nx COBMeCTHOM UCMO/1b30BaHUN.

9.3.4.4 buomeTpusa

BrvomeTpus sBnaeTcs MeToAoM naeHTudmkaymmn noge no HEKOTOPbIM PN3NYECKUM XapakTepucTukam, Ko-
TOpble MOTYT 6bITb U3MEPEHbI U C BbICOKO CTENEHbI0 BEPOATHOCTU ABMASAKTCA YHUKANbHbIMUK A5 YenoBeka. OTne-
4yaTku nanbLues ABNAIOTCA Hanbonee N3BECTHbIMN BUOMETPUYECKNMU faHHbIMU. CyLLECTBYIOT 3/1€KTPOHHbIE YCT-
poiicTBa. cnoco6Hble CUUTbIBaTh OTNEYaTOK Nanbla v CpaBHNBAaTb €ro C 0TNeYaTkoM, yXXe XpaHsALW1mMes B cucTe-
me. [ipyrue dpusnyeckme xapakTepucTukm, KOTopblie MOryT 6bITb MCNONb30BaHbI B 6GUOMETPUYECKON cCUCTEME NAEH-
TUUKaLMn. BKIOYAKOT B ce65 y30p ceTyaTku rnasa, reoMeTpuio 1afoHu, YepTbl NLa 1 rosoc.

Cnoco6bl ocylecTBAEHNA MeHeKMeHTa buomeTpruyeckoin nHdopmaLlmmn B cchepe PUHAHCOBbLIX YCNYT B
KayecTBe YyacTu nporpaMMbl MeHe)KMeHTa MHOpMaLMOHHON 6e30nNacHOCTM opraHu3anmmn npegcrasneHsl B MICO
19092 [25]. HacTosAwwmii cTaHAapT ycTaHaBNUBaeT LieIn KOHTPOIS, Mepbl yNpaBieHus u noApo6Hblie TpeboBaHus K
XypHany perncrpaymm cobbiTil ynpaBneHns 6momeTpmuyeckolt nHdopmaumeii n pesynbtatoB KOHTPONS.

9.4 XXypHan ayauta

XXypHan ayauta npepcTtasnseT co60ii XypHan, co3faBaeMblii CUCTEMON 3annucu ocyLLecTBNEHHON Aes-
TeNbHOCTU. UCNOMb3YEeMbIil OpraHn3aumnen kak cpeacTBO BOCCTAHOBIEHNS COObITUA U BEAEHNS NOAOTYETHOCTH.
MHdopmauma, cogepxalyancs BXXypHane aygura, Heobxoanma 4na paspelleHns npobiem nam cnopoe, a rakxe
ANA npefocTaBNeHns CBMAETENbCTB O COOTBETCTBMM TpeboBaHUSAM MHDOPMaLMOHHON 6e3onacHocTu. XKypHan
ayfuTa cnocobCcTByeT OrpaHNYEeHNI0 HeCaHKLUVOHMPOBAHHON feATeNbHOCTH, 1 06ecneynBaeT paHHee ob6Hapyxe-
HVe Nof06HOI feAaTenbHOCTH. BCe crucTemMbl 3anucy fo/MKHbI 06ecneynBaTh ONpefeneHHyo CTeneHb fjetannsa-
Lun XypHana ayauta B COOTBETCTBMU C NONUTUKOW opraHm3auumun. Bonee Toro, ypoBeHb geTanusaunm gonxeH
6bITb KAK MOXXHO 60/1€€ BbICOKMM U COT/1aCoBbIBATHLCA C NPaKTUYECKMMY NOTPEGHOCTSAIMY U NOSIMTUKOM opraHu3a-
uuu. Mo BO3MOXHOCTHW, perncTpaLms B XypHane ayauta Ao/xHa obecneynsarb npegynpexaeHne oTBeTCTBEHHO-
ro imua B pexumMme peanbHOro BPEMEHU 0 BaXHbIX COBbITUAX, CBA3AHHbBIX C 6€30NacHOCTbH0.

CuncTema ayguTa fo/xHa coobLwaTth 0 /110601 N0A03pUTENbHON feATeIbHOCTY COAENCTBUS OTPAHNYEHUIO U
06HapyXeHN0 HeCaHKLMOHMPOBAHHON AeATeNbHOCTM U CNOCO6CTBOBATbL UX ObICTPOMY paccnefoBaHuio. AHanum3
UHopmaLumnmn xXypHana ayanta fo/xeH NpoBOANTLCA perynsapHo (06bIYHO eXeHEeBHO) PYKOBOACTBOM, U BCE UC-
KNoUYNTE bHbIE N HEOBbIYHbIE CUTYaLUK, CBA3aHHbIe C 6€30NacHOCTbIO, A0/MKHbI pacc/iefoBaTbcs M 0POPMIATb-
cA B BuAe otyeTa.

WNHdopmaumsa xypHana aygmta fo/KHa XpaHUTbCA B TEYEHWE Nepuoia BpeMeHu, COOTBETCTBYIOLLEro Tpe-
60BaHusAM 6u3Heca. VIHhopmauns Ao/mkHa ObIThb 3alyumileHa oT CyvyaiHoro nan npegHamMmepeHHoro yaaneHus,
Moamndukauum nunm chanscudmkaumm.

9.5 KOHTpPO/Ib 3a BHECEHUEM W3MEHEHMWIA

[ns 3aWunThbl LEeN0CTHOCTY CpeAcTB 06paboTku MHhopMaL M opraHn3anmm Heo6xXo4UMo BHeAPATb Npoueay-
Pbl KOHTPONSA 38 BHECEHUEM U3MEHEHUI. OTCYTCTBME TAKOro KOHTPO/IA MOXET NPUBECTU K (DMHAHCOBbLIM YObITKaM
UM NafeHunio NPoAYKTUBHOCTM U3-3a HEMpPaBW/IbHbIX TEXHOIOTMYECKMNX MPOLLECCOB UM HEBbIMO/THEHHOTO 06CYy-
XuBaHusa. 1na n3aMeHeHnn annapaTHbIX CPeACTB, U3MEHEeHU CpeACcTB NPOrpaMM1MpoBaHus, BKIOYaa Nnpuioxe-
HWSA 1 ynpaBfieHne natyamMu 419 onepaLoHHbIX CUCTEM, a TAKKe U3MEHEHW HeaBTOMAaTN3MPOBaHHbIX NpoLeayp,
[O/IKHbI CyLLecTBOBaTb MPOLIeAypPbl KOHTPOS Taknx N3MeHeHui. MNMpouegypbl KOHTPONSA NOC/e BHECEHUS N3MeHe-
HWUIA BOMKHBI Takxe BKAoYaTb Bcebs ynpaBneHne TakuMm U3MEHEHUSMN B Ype3BblyaiHbIX CUTyaLmax.

Ynpasnswouine genaMmun fo/xHbl 06ecneynsatb Hagexalyne npoLecchl KOHTPO/ISA 3a BHECEHUEM U3MEHE-
HWIA B CUCTEMbI, HaxoasLWwmMecs NoA ux ynpasnennem. Fpynna obecneyeHns nHOOpPMaLNOHHON 6e3onacHoCTH
[0/MKHA ObITb FOTOBA K OKa3aHWio NOMOLLLM B yNpaB/ieHUN CBA3aHHbIX C 6€30NacHOCTbI0 U3MEHEHUAMUN U U3MEHe-
HVUAMM cucTem 6e30NacHoOCTY, 3a ynpaB/ieHne KOTOPbIMM HENOCPEACTBEHHO OTBeYaeT rpynna nHgopMaLnoHHO
6e3o0nacHocTu.

9.6 OcBeLOMIEHHOCTb 06 MHhOpPMaLNOHHOI 6e30nacHOCTH

YacTblo nporpamMmmbl o6ecnevyeHmnsa nHhopmaunoHHol 6e3onacHoCTH AoKHa 6bITb NporpaMmMa no noBblwe-
HWI0 OCBELOM/IEHHOCTN O 6€30NacHOCTM C LeNbio 06yYeHns Cnyxallinux opraHusaunm mepam 3awmTbl LEeHHOM
nHopmaymu. NMporpamma npegHasHayeHa okasblBaTb NO3UTUBHOE BJ/IVSIHWE HA OTHOLLEHWE COTPYAHNKOB K UH-
chopmaLnoHHOW 6e3onacHOCTH. MOBbILEHNE OCBEAOMIEHHOCTH COTPYAHNKOB 0 6€30MacHOCTM JO/IKHO OCyLLe-
CTB/IATLCSA NOCTOAHHO.

22


http://files.stroyinf.ru#                    

FOCT PNCO TO 13569— 2007

Mporpamma noBbILIEHNSA 0CBEAOMJIEHHOCTU 0 6€30NaCHOCTU O/IKHA NpeAycMaTpuBaTh 03HaKOMUTE bHbIN
KypC A5 HOBbIX COTPYAHMNKOB 1 COTPYAHWKOB A pYroil opraHmsaunv. B cnyyae BBeAeHNSA HOBbIX NPUIOXKEHUA nnn
BHECEHWA 3HaUMTEeNbHbIX U3MEHEHWI B CyLLeCTBYOL e NMPUIOXEHNS B AaHHYI0 NporpaMMy LiesiecoobpasHo npo-
BOAUTbL 06yyeHne COTPYyAHUKOB. [laHHOI NporpammMoi Takxe A0/1KHO 6blTb NPpeJyCMOTPEHO NOCTOAHHOE U3Yyye-
Hue Nnpo6nem 6e3o0MacHOCTH, NOABAIOLMNXCS B Npecce.

[ns pasnuuHbIX ypoBHE ynpasB/ieHUs n KafpoBoii CTPYKTYpbl XapakTepHbl pasHble npobiemMsl 6e3onacHoc-
. Mpun obpatleHnn KKax40My YPOBHIO HEOBXO4MMO YUNTbIBATL X KOHKPETHbIE Npo6ieMbl. Mpo6nembl [O/MKHbI
6bITb B TaKoW hopme npeAcTaB/ieHbl, YTO6bl PA6OTHUKN BCEX YPOBHEN W C pa3/IMYHbIMU HaBblkaMn CMOTN UX
NOHATL. YNpasnsioLme genamu AoKHbl 6biTb 0CBEA0M/IEHbI O BHELLIHUX BO34eACTBUAX, pUcCKax u noTeHuyumane
noTepb, a Takxe HOpMaTVBHbIX Tpe6oBaHNAX K MHChOPMaLMOHHO 6e3onacHOCTY 1 TpeboBaHNAX ayanTa. Ycnosue
Mo 0CBeAOM/IEHHOCTY A0/IKHO COBI0AATLCSA Kak BYC/0BUAX 6M3HEC-AeATeNbHOCTH, Tak U B chepe OTBETCTBEHHO-
CTM ynpaBnsoLWwero genamu.

9.7 Yonoseyockuit gpakTop

CoTpyAHVKM NpeAcTaBnsAlT cob0il 0ANH N3 Hanboee BaXxHbIX akTUBOB (DMHAHCOBOTIO yupexaeHnus. 3anHTe-
pecoBaHHOCTb U B3aMMO/eNCcTBIE COTPYAHNKOB O4EeHb BaXHbl [/151 YCNELHON peanunsaLlmm nporpaMmsl obecne-
YyeHnsa HopMaLoHHO 6e3onacHocTu. bnarogaps Bo3poclueli 0CBeJOMIEHHOCTU 0 6€30N1aCHOCTN COTPYAHUKN
CTaHyT 60/1ee BHUMAaTe bHbI U CMOTYT 3amMmeyaTb OTK/IOHEHUS OT BbINOIHEHNSA HOPM MHDOPMaLMOHHO 6e3onacHo-
CTN B TEXHOJIOTMYECKUX NpoLieccax Uav onepaurnoHHbIX NpoLeaypax opraHnsanumn, KoTopble MOryT ykasbiBaTb Ha
BO3HWKHOBEHME NPO6IeMbl 6€30MacHOCTH.

C Apyroii CTOPOHbI, COTPYAHUKM MOTyT cOBepLUaTh OWNGKNA, HENPaBUIbHO UCNO/b30BaTb TEXHONOIMIO, CO-
BepluaTb NpPecTynHble AeiiCTBUSA, YTO co3aeT He06X0ANMOCTb B Neperosopax pykoBoauTens cnyxbbl o6ecneve-
HUS HpOpMaLMOHHOI 6e30MacHOCT CO BCeMYW OTAenamu opraHusaunv npy paspaboTke nporpamMmmMbl obecneyve-
HMA MHPOPMALMOHHO 6€30NaCHOCTY M NOBbILLEHNS 0CBE40M/IEHHOCTU COTPYAHMKOB. [ipyrne oTAaenbl MOryT BHO-
CWUTb CBOWA BKNaj B BUAE Npe/cTaB/IeHNs MHEHUS O COTPY/AHMUKaX OpraHu3aLnmm ¢ Lesibio MUHUMU3aLumn BEPOsiTHO-
CTM OWMNGOK 1 NpeA0oTBPaLLEHNSA KPUMUHANBHON AeATENbHOCTH.

HekoTopble OMKHOCTM B OpraHn3auuy MoryT 6biTb perfnaMeHTUpOBaHbl Kak «40BEPEHHbIe», Tak Kak aTu
[OJIXHOCTM AaloT NpaBo paspeLlartb UK 3anpatwmsaTth 4OCTyN K KOHMUAEHLNAbHON KaApoBoi Un (PUHAHCOBO
nHopmauun. ipyryto OBEpPEHHYI0 AO/MKHOCTb MOXET 3aHMMaTb COTPYAHVK, MEeIoLW KA LINPOKMe NOSTHOMOYMNS
NN BO3MOXHOCTU, CBSA3aHHbIE C KOMNbloTepamun unm aktusamm UT opranmsaunu. COTpyAHVK, Bbibrpaemblii Ha
«[J0BEPEHHbIE» O/HKHOCTH, O/HKEH OT/INYATHLCSA BbICOKOM YECTHOCTLIO U NPOXOAUTL NPOBepkKy 6uorpadun. Cot-
PYAHUKN. 3aHMMaloLL /e f0BEePEHHbIE AOMKHOCTHU, JO/HKHbI 6bITh OCBEA0M/IEHbI 0 HEO6XOANMOCTY OFrpaHnYeHns
06CyXAeHUA ¢ ceMbell 1 3HaKOMbIMWU KOH(bUAEHUManbHbiX Nogpo6HOCTEeNn 0 6usHece. KOHKypeHTbl No 6usHecy
MOTYT NbITaTbCA NPUGETHYTH K COLMOTEXHUKE WU NOACTPEKATENLCTBY YeNl0BeKa K PackpbITUIO MHOpMaLMmn He-
CaHKLMOHNPOBAHHbLIM Nl aM, a TakXe UCN0JIb30BaTh JIOXHbIA MHTepec YesioBeka k paboTe, TexHu4eckue guckyc-
CUMN N NecTb, 4TOObLI NOBYAUTL CYXaLlero HeyasHHO PacKpbiTb KOHMUAEHLMANbHYIO UHhopMaLuio.

10 Mepbl 3aWnNTbl CUCTEM MHEOPMALNOHHBIX TEXHOJIOMMIA

10.1 3awmTa cuctem MHPOPMaLMOHHbIX TEXHONOTNIA

CyuiecTByeT MHOro cnocob6oB o6ecnevyeHuns 3awntel cuctem UT. Mepbl 3awmTtbl cuctem UT MoryT BkIwO-
4yaTb B ce651 NOIMTUKY opraHusaummn. OfHako, yunTbiBas BOMPOChHl paccMaTpuBaeMoro pasgena, Mepbl ynpase-
HMA 1 3aWwmnTbl cuctem UT 6yayT npeacTaBneHbl HACTPOKaMU CUCTEMbI U BHELLHUMU MepaMy NpoTUBOAENCTBUA
(Hanpumep W poBaHue), KOTOPbIe MOTYT UCMO/Ib30BaTLCA 419 06ecnevyeHnsa ayTeHTUudmnKayum, CaHKLMoHnMpoBa-
HUSA. KOHPUAEHUNANbHOCTU, LLeNIOCTHOCTH, AOCTYNHOCTY U APYruX ycnyr 6e3onacHocTu. MprMeHseMble B HACTOs-
Lee BpeMs Mepbl NPOTUBOAENCTBUA U ynpaBneHna byayT Takxe o6CyxaeHbl U B ByayLiem.

B fononHeHne k nepBoHavyanbHOMY pasMeLLeHnio Mep ynpaBieHus U NpoTUBOAEWCTBUS BHELLUHUM BO3eii-
CTBMAM OpraHusauunsa gosmHkHa NpeanpuHATL Warn 4ns o6ecneyeHns nx 4oNrocpoyHoro YyHKLUMOHNPOBAHUS U
noadepxkun. iHave ¢ TedeHnem BpemeHu, korga 6yayT N3BeCTHbl HOBblE YI3BUMOCTM, @ YyCTaHOB/IEHHbIE NaTun —
NMPOMTHOPMPOBaHbI, 6€30MacHOCTb CUCTEMBI YXYALWNTCA. A PeKTUBHO AelicTByOLasA NporpaMmma o6ecneyeHns
6e30nNacHOCTM f0/KHA BKIOYaTh B ce6a npouecchl 1 npoueaypbl NoAAepXKu, obecneymBarLLne Hanmyme Heob-
XOAMMbIX MOP yNpaBAeHWA 1 3aluTbl U UX NOCTOAHHOE 0O6HOB/IEHME.

10.2 3aWnTHbIe MOPbI annapaTHbiX CUCTEM

3almTa annapartHbix cuctem B cpefe UT asnseTcs pelatoleli npenocbiikoi 418 nogaepxaHus Lenoct-
HOCTU MHMOPMALMOHHbLIX aKkTUBOB. HekoTopblie 13 Hanbonee BaxHbIX Mep ynpasneHns 3alnTon KpUTUYecknx
pecypcoB npuBeAeHbl B NpUAoXeHUn D. HacToAWwmi cTaHA4apT He COAEPXMUT NONbITKN BKIHOUYUTL B HETO CMUCOK
BCeX pecypcoB WUT, KOTopble MOXEeT MCNONb30BaTb OpraHM3aluns, a ckopee COAEepXMUT KpaTkoe o6CyxaeHne
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KaX[0ro n3 HeCKO/IbKMUX rNaBHbIX TUNOB PECYPCOB, a TakXe HEKOTOpble Mepbl yNpaB/ieHns, KOTopble MOryT UC-
nofib30BaTbCA 419 NPefoTBpaLLeHns yrpos aTum pecypcam (cm. npunoxenue D. pasgen D.1). Kaxpgoe obecyxae-
HVe J0/HKHO NPOMNCXOAUTL N0 O4HOW CXeMe 1 paccMaTpuBaTth Kl0UYeBble BOMPOCHI, BKOYawL e B ceba nsyue-
HWe cnefyroLiMX acnekTos:

- MoYemy Ta Wan nHas cuctTema BAsSieTCA BaXHOIA;

- Kakne 30Hbl 6e30MacHOCTN MOryT 6bITb Hanbonee BaXHbIMY;

- Kakue mepbl ynpasfieHns f0/1KHbl 6bITb PACCMOTPEHDI.

OfHoW 13 Nnpo6aem, KOTOpPOil He yaensieTca AO/MKHOrO BHUMaHMWA 1 KOTOPYI0 opraHu3auun nHoraa soobue
WFHOPUPYIOT, ABNSieTCA Npobiema nponssoauTesnei (NocTaBLMKOB) annapaTHbix cucTeM. O6bI4YHO NpUHUMaeTCs
Ha Bepy, 4To nponssoanTenu (NocTaBLLNKN) 060PYyA0BaHNA AeCTBYIOT N0 MOPYYEHUIO (PUHAHCOBOTO YUpexaeHns
1 40CTATOYHO OCBEIOMJIEHBI O LeNax U NonnMTuke 6esonacHocTn. OfHaKo eCTb BEPOATHOCTb, YTO annapartHble
cpeAcTBa, nocTaB/sieMble NPOU3BOANTENIEM UM TOPrOBbIM NOCPEAHMKOM, MOTYT 6biTb CKOHPUTYPUPOBaHbI Ha
npefocTaBfeHne HecaHKLMOHNPOBAHHOIO A0CTYNa K MHdhopMaLmm namn ceTteBbiM coegMHEHUAM. Mpon3BoNbHOE
npuobpeTeHune n cnyyaliHoe pacnpegeneHvie annapaTtHbIX CPeACTB B CeTV MOTYT COAeiicTBOBaTL 3aluTe oT 3TOro
BMAa NpefHaMepeHHOoN an HenpegHaMmepeHHol yrpo3bl 6e3onacHoCT. 119 npuMeHeHns annapaTHbIX CPeicTs,
TpebyloL X BbICOKOW CTeneHn 6e30nacHOCTN, BO3MOXHO CiegyeT pacCMOTpeTb Mepbl ynpaBneHus, yKpennsio-
Wne foBEPUNE MeXAY OpraHm3auuneii n NoCTaBLLNKOM.

MpoBefeHne oueHKN annapaTHbIX CPeAcTB B COOTBeTCTBUM C FIPS 140-2" (26) cunTaeTcs HEO6XOANMbBIM,
B 0COOEHHOCTUN B OTHOLIEHNMN KpunTorpauyecknx yCTporucTs. 4nsa Apyrux yCcTpoicTs npu Bbi6ope 1 ncnonb3osa-
HUK Npubopa cnegyeT nonaraTbCA Ha OL,EHKM N0 COOTBETCTBYIOLLMM OO ENPUHATLIM KPUTEPUSAM UK Cneunannin-
poBaHHbIM NPOMUASAM 3aLLUTBI.

10.3 Be3onacHOCTb CMCTEM NpOrpaMMHOro obecnevyeHms

MocKo/IbKy COBpEMEHHbIE (DMHAHCOBbIE YUpeXAeHNs nonaralnTca Ha aBToMaTu3salmio npu o6paboTke npak-
TMYeckn BCex CBOMX BusHec-onepayuii, B OCHOBY nNporpammbl o6ecnevyeHns nHpopmMmaLnoHHoh 6eszonacHocTyn
[O/KHO 6bITb NOMTOXEHO o6ecneyeHne 6e30MacHOCTU COBOKYNHOCTW NPOrpamMM Ha HOCUTENAX faHHbIX U Npo-
rPamMMHbIX [JOKYMEHTOB. NpefHa3Ha4YeHHbIX 419 0TNa4KN, (PYHKLMOHUPOBAHMS U NPOBEPKN PAa6oTOCNOCOBHOCTH
aBTOMaTU3MpPOBaHHbIX CUCTEM [ganee — nporpammHoe obecneyeHune (MO)). O6ecneveHne 6e30NacCHOCTM cUCTEM
MO 3aTpyAHEHO BCNEACTBUE €r0 C/IOKHOCTU, MHOXECTBa ero B3anmMoAeincTBuin n pasHoobpasHbix cnoco60B A0C-
Tynak pas/iviHbiM nporpamMmmam. MHorme nporpammsl, Nof406HbIE MEXCeTeBbIM 3KpaHaM, Beb-cepeepam 1 cepse-
pam NpuaoXeHWiA, npefHasHaveHbl 419 paboTbl HA MHOTUX annapaTtHbix nnatgopmax. besonacHocTb cuctem MO
Ha BbICOKOM YpPOBHE paccmaTpuBaeTcs B npuaoxeHun A. pasgen A.2. Kpome Toro, cyuiecteyeT 60/bLlI0O€e YNUC0
paboT, B KOTOPbLIX NOAPO6HO 06CYXAaeTcss BONpoc o6ecrneyeHns 6e30NacHOCTM NPOrpaMm pas/iuyHbIX TUNOB.

10.4 Mopbl 3aluUThbl CeTeil n ceTeBblX CUCTEM

XO0Ts YacTo cumTaeTcs Hanbosnee KPUTUYHBIM BbIYUCINTENbHbIA KOMNAEKC OpraHu3auuy, BkoYawwWwmii B
cebsi KOHeYHble CUCTEMBI U pas/inyHble BUAbl CEPBEPOB, 60/blUAas YacTb Tpauka Mexay cucteMamm npoxoanT
yepesceTb, KOTOpas He WU pyeTca 1 He 3almilaeTcs. 3HaunTeNbHas YacTb VIHTepHeTa 1 cneynann3npoBaHHble
JIMHUN MHOTUX KOMNAHWA NCNONb3YIOT OANHAKOBbIE OTKPbITbIE NPOTOKO/Ibl, CUCTEMbI MapLUpyTU3aLUn U B HEKOTO-
pbIX CAyYasx UCMO/b3YIOT OAHM U Te Xe ceTeBble YCTPOWCTBA M KOMMYTaTOPbI C TpahKOM APYrMX KOMANaHWIA.

CeTeBoii Tpathuk yA3BUM K BHELLHWM aTtakaM, CBA3aHHbIM C U3MEeHEeHMeM MapLupyTu3aumm, KonupoBaHmem n
CeTeBbIM «aHaNM3aTopoM nakeToB»2, KOTOPbIE N1ETKO MOTYT NPONTU NOMIHOCTbLIO HEOBHAPYXXEHHbBIMU CETLIO U CUC-
TeMaMu. UCNOMb3YILWUMUN CETb U CUCTEMBI. XOTS WM POBaHME YacTO paccMaTpnBaeTCs B Ka4eCTBe OCHOBHOIO
pelleHuns npo6aembl o6ecneyeHns 6e3o0nacHoOCTH, WG POBaHNE CETEBOT0 YPOBHS MOXET 6bITb C/INLLKOM J0POro-
CTOALLMM C TOYKM 3pEHMA IKCnayaTauumn, NponyckHolW CNOCO6HOCTM U CcO3faHns 3afepxku nHdopmauun ans
MHOTUX OpraHusauunii. laxe B cnyyae Ucnonb3oBaHuns NpoTokosioB SSL, IPSEC u gpyrux npoTokosoB 6e3onac-
HOCTU CBA3M, OHWN He 06513aTeIbHO ABNSAIOTCA NEPBbIM 3TanoM ob6ecneyeHuns 3aluTbl ceTeBoli 6e3onacHocTun. 1ns
ynpasfieHns 6e30nacHoCTbIO ceTu cnegyet 06patuTb BHUMaHWe Ha Tpeb6oBaHuWA, NU30XKEHHbIe B CTaH4apTax ce-
pun MCOYM3K18028.

MepBbIM 3TANoOM 3aLuTbl YACTO ABNAETCA 3aK/0HEHME COrNnalleHns Mmexay opraHmsauuei n nposaiigepom
TeNeKOMMYHUKaLMOHHbIX YCNYT C y4eTOM A0BEPUSA K 3TUM nposaingepam. MoaToMy MCNofb30BaHne N3BECTHbIX
npoBaiifepoB Te/IeKOMMYHUKALMOHHbIX YCYT C YeTKMMU cornalleHnsammu o6 ypoBHe cepsuca 1 cobogeHme nono-

" FIPS 140-2 pa3BuBaeTCsl Kak MexayHapoAHblii ctaHgapT MCO/M3K 19790 [35].

2| «AHanusatop nakeToB» SIBSETCSH NPOrpaMmoi, aHanu3npyloLwein WHGOPMaLMOHHbIE NakeTbl BO BPEMS WX
nepeMeLLieHns Mo CETW W OCYLLECTBAAIOLWE NOUCK MHhopMaLMK, KOTopas MOXET WMCMOMb30BaThCs A/151 COBEPLUEHNS
aTaku, Hanpumep, Ha coaepXaHue COOOGLLEHMI 3M1EeKTPOHHOM NOYTbl, UMEHa W Naponun nosib3oBaTeneil uan ceTesble
afpeca.
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XEeHWIi KOHTpaKTa YacTo ABAsieTCA NePBON U Hanboee BaxHOW Mmepoli 3awmnTbl. Cneaytouieii Hanbosee BaxXHOWN
Mepoii 3awWmnTbl CeTH ABIAETCSA cucTeMa Mep 3aluTbl rpaHuL, opraHusayum (cm. 10.5). ucnonbsyemasn ana obec-
neyeHms 6e30nacHOCTN, MOHUTOPWHIA U YNpaB/ieHNS COeAUHEHUAMUN MeXAY BHYTPEHHUMYU U BHELLHUMU CETAMMU
opraHusauuu.

10.5 Mepbl 3aWUTbl TPaHUL, OpraHn3aunm n ee CBA3aHHOCTU C BHYTPEHHUMMN U BHELWHNMWN CETAMMU

10.5.1 O6wume nonoxeHns

AHanun3 ncTouYHnkoB [1]—[26] nokasbiBaeT yBennueHne oTKpbITOCTV KOpNopaTuBHbIX CeTeir. To. 4To Korga-To
6bI10 NPOYHOIA, XECTKOW KOHTPOIMPYEMOii rpaHnLeil opraHmsaunm, cTano oTKpbITO 415 Be6-CepBUCOB, A€/10BOM0
COTPYAHUYECTBA, NOAAEPXKN CTOPOHHUMY OpraHn3aunsamu, a Takxe Ana B3aMMoelicTBMA KNMEHTOB C cucTema-
MU perncTpaunn, BpeMeHHbIX paboTHUKOB C paboTHMKaMu No AOroBopy, M ANA A0CTyna COTPYAHUKOB — Kak
YAANEHHOro 13 foMa, Tak ¥ X BHELWHWUX COeAMHEeHUI ¢ ApyrumMun compmamu. Bee yBenmuvBarLwanca npoxHmuae-
MOCTb rpaHuLLbl OpraHu3aLuy o3HavaeT, YTO OHa ¥ CUCTEMbI B3anMOAENCTBMA NPOAO/IKAKT ABNATLCSA KPUTUYECKM-
MV 3N1eMeHTamMmmn MHopMaLMOHHO 6e30nNacHOCTY opraHn3aunn. NMpoHMLaeMoCcTb rpaHunLbl OpraHmn3aLnm Takxe
03HayaeT, YTo BCe 60/blie YyCTPOWCTB ABNAIOTCA MeCTaMn BO3MOXHOTO NPOHWKHOBEHMWS A5 3/10YMbILUEHHWNKOB.
Heo6xo0AnMO paccMOTpeTb BO3MOXHOCTb NPUMEHEHNS ANA AAHHbIX YCTPONCTB MEXCETEBbIX 3KPAHOB, CUCTEM
06HapyXeHUsa BTOPXEHNA U. BO3MOXHO, APYTrMX Mep 3alnTbl (CM. KOHEYHbIE CUCTEMbI B TpuaoxeHun D. pasgen
D.1).

Bce rpaHuubl Mexay opraHusaumnein n 6onee KpynHoi cpeoii ¢ ceTeBoli CTPYKTYPOIA ABNSIOTCA KPUTUYUHBI-
Mu. nobas rpaHuLa npeacTaBnseT BO3MOXHOCTb Yrpo3aM COBEPLUNTb ataky, UCNonb3ys yA3BMMOCTU CUCTEM
opraHmsauuun. OpraHmsanmnmn 4o/KHbl OnpeaennTb CO6CTBEHHYO NOMNTUKY, KacaloLyroca nyTeli NpUMeHeHnsa Mep
3aLuTbl TpaHnLbl. HanpuMep, opraHusauns MoxeT noTpeboBaThb M30/IMPOBAHMA KOPNOPATUBHOW CETH AN co3aa-
HUA 6e30nacHoi cpefbl C BbICOKOW CTENEHbIO 3alnTbl, HANpMMep, Takol, NpuM KOTOPOW BCe Nonb3oBaTtenu u
KOHeuHble cucTembl 6yayT ddM3nyeckn cBA3aHbl BHYTPU 34aHUA opraHn3saummn. C 4pyroil CTOPOHbI, opraHnsauns
MoXeT obecneunTb 3aLMTy BCEX CBOMX aKTUBOB B 6e30MacHO 6a3e AaHHbIX 3a 3alNTHLIM CepBepoM Be6-npuo-
XEHWIA. NPV NOMOLLM MHOTOYPOBHEBbIX MEXCETEBbIX 3KPAHOB 1 MPOrpaMMHbIX CPeACTB 0GHaPYXXEHNS BTOPXEHNSA
WM CTPOTOW ayTeHTUdUKaLMm nonb3osaTteneii. YTo U3 aTux cpefcTs 3allunTbl ABASETCA NPUeMIEMbIM, 3aBUCUT OT
aKTUBOB OpraHun3aLuu, OLLeHKN pUCKa N MPUHATLIX NONTUK.

10.5.2 MexceTeBble 3KpaHbI

MexceTeBble 3KpaHbl NPeACcTaBNAT COO0M pasBUTYO TEXHONOTNI0 06ecneyeHns 3alnTbl rpaHnLibl Ha ce-
TeBOM YpOBHe. B TO BpeMmsl kak CyLLeCTBYIT BapuaHTbl peasibHbIX BO3MOXHOCTEN 1 cnoco60B hyHKLLMOHUPOBA-
HUSA. BCE MEXCEeTEBbIE 3KpaHbl pacnonaratTca Mexay rpaHnyHbIM MapLIpyTU3aTopoM UM KOMMYTaTOpOM, CO-
eAVHALWUMN NpeanpuaTue ¢ Apyrumm obbektamm unm HTepHeToM, U BHYTPEHHUMU CETEBLIMU MapLLpyTU3aTo-
pamu opraHv3saunm. XopoLlo CIPOeKTUPOBaHHbI MeXCeTeBOI 3KpaH ABIAETCS HE06XOANMbIM 3/IeMeHToM obec-
neyvyeHns 3almTbl CETU OpraHmM3aymuu.

MexceTeBOW akpaH ocyLecTBNAeT MOHUTOPUHT CeTEBOro Tpadiuka Ha OCHOBe ajpecaunn, nopTos, NPOTO-
KO/IOB U, B HEKOTOPbLIX C/y4Yasx, COAepXaHna nakeToB. 1S MHOrMX opraHusauuii MexceTeBoli 3KpaH OTKPbIT
TO/bKO A1 04eHb He60bLWOro Habopa 13 BCex JO0CTYMHbIX afpecoB, MOPTOB U MPOTOKOM0B. B kauecTse npuMepa
MexXceTeBOl akpaH, 3aluwatLwmii Komnnekc Beb-cepsepa, MOXeT paspellaTb ToNbKo npoTtokon HTTP gnsa nop-
Ta 80 nnu npotokon HTTPS gns nopta 443 (Takxe U3BECTHbIN kak SSL). ipyrme o6blyHble NnopThl Ans FTP cepsu-
coB. SMTP (3/1€KTPOHHO MOYTbI) MOTYT GbITb TAKXE OTKPbIThbl UM 3aKPbITbl B COOTBETCTBUM C NOTPEBHOCTAMM U
noNUTUKamMmn opraHmaumm.

MHOrve opraHnsaunmn NPpUMEHSIOT ABa YPOBHS MeEXCeTeBbIX 3KPaHOB A8 CO34aHns Tak Ha3blBaeMoli «je-
MUAUTapuU3aLoHHOl» 30HbI. Be6-cepBepbl 1 Apyrue HanpaB/ieHHbIe BOBHE CEPBEpPbLI U CEPBUCHI pasmeltalT
MexXAay YPOBHSAMMN MeXCeTeBblX 3KpaHOB 1 nepechopmaTmpyoT U nepeHanpaBnaoT 3anpockl Tpaduka Ha ycnyru
WNW faHHble BHYTPU 60/1ee KpynHoro npeanpusaTusa. BHewWwHWI MexceTeBOon akpaH MOXeT NoA4epXnsaTth TONbKO
http Tpaduk, Torga kak BHyTPEHHUI A MeXCeTeBOW 3KpaH MoxeT paspewatb SSH unu gpyrue cepsuchl 45 Nog-
LepXKn AocTyna K ynpaBfieHuto Beb6-cepBepamMu unu paspeluatb 4OCTyn Be6-cepBepoB K BHYTPEHHUM 6a3am
AaHHbIX. OBbIYHON NPaKTUKON ABNAETCA MCNOMb30BaHNE MEXCeTEBbIX 3KPAHOB ABYX Pa3/IMYHbIX TUNOB (MPOU3BO-
auTeneii) Ha BHYTPEHHNUX N BHELLIHUX NO3ULUAX.

MN3HayanbHO MexceTeBble 3KpaHbl cUUTanM NPOrpaMMHbIMU CpeacTBaMu CneunanbHOro HasHavyeHus nam
cneunanbHbIMM YCTpPONCTBaMU, pasMellallWwMMUCca Ha CeTeBOM TpakTe M 3aluLaioWnmMm KpynHble y4acTkn
opraHmsauun. MexceTtesble 3KpaHbl Obl/IM BaXHbIM 3/1IEMEHTOM NPOYHOCTU YKPENIEHHbIX NepumMeTpoB. B nocnes-
HWe ABa-Tpu rofa MexceTeBble 3KpaHbl 6GbIIN BKAKOYEHblI B COCTAB KOHEYHbIX CUCTEM, YaCTO B KayecTBe Tak
Ha3blBaeMbIX NePCOHa/IbHbIX MeXCeTeBbIX 3KkpaHoB. O6e TeHAEHLMN — UCMO/b30BaHNE MeXCeTeBbIX 3KpaHOB
cneymanbHOro Ha3HavYeHUs 415 BaXKHbIX CETEBbIX COEANHEHU U NEPCOHAsIbHbIX MeXCeTeBbIX 3KpaHOB Ha nep-
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COHa/IbMbIX KOMMNbIOTEPAX U APYTUX KOHEYHbIX CUCTEMAX — HaxoAATCA B CTaguun pa3suTusa. Hoseiiwen TeHAeHLM-
eli ABnseTcs KOMOMHaLMA OYHKLUNOHAbHBIX BO3MOXHOCTE MeXCeTeBbIX 3KPaHOB C BO3MOXHOCTbIO 06Hapyxe-
HWS BTOPXEHWIA.

10.5.3 Cuctema O6HapPyXeHUss BTOPXeHW

MexceTeBble 3KpaHbl HacTo MPUHUMAIOT UK OTBEPralT COeAMHEHNS HA OCHOBE ajpeca, nopTta u NPoTOKO-
na. Bnpegenax aTux napameTpoB MOXET CyLeCTBOBaTb MHOXECTBO BO3MOXHbIX MOTOKOB AiaHHbIX, (hakTnyecku
ABNAOLWIMXCA aTakamMmun uaM BpeoHOCHbIMW NporpamMmmamMu (Bupycamu), a Takxe MHOXEeCTBO fierasibHbiX NOTOKOB
[aHHbIX, MpegHa3HavYeHHbIX AN NOAAEPXKKU NeranbHoro 6usHeca. CnucteMbl 06HapyXeHust BTOPXXeHU paccMar-
puBaloT AaHHble B MakeTax M CPaBHUBAIOT UX C XapakTepucTukamm N3BeCTHbIX atak. 3aTem crucTeMbl ob6Hapyxe-
HWA BTOPXEHWI NocblNalT npeaynpexaeHna COOTBETCTBYIOLWEMY NepcoHany opraHnu3asnmm npy NOMOLLN 3NeKT-
POHHOTO MOYTOBOrO CO06LLEHMS, TeNedOHHOTO 3BOHKA UK CO06LeHNs Ha neigxep. CyLwecTBYIOT fBa OCHOBHbIX
BMAa CUCTEM O6GHapPYXXEHNS BTOPXEHNA: NepBblii— ceTeBble AeTeKTOPbl, NOAKI0YEHHbIE K CeTEBbIM MapLIpyTH-
3aTopaM. KOMMyTatopam 1M cepeBepam 1 nNposepswLlmne Tpaduk B ceT; BTOPOi — feTeKkTopbl Ha 6ase xocTa,
npegctaBnstoLme coboii nporpamMMmHoe obecneyeHue, 3arpy)XEHHOE Ha CepBepbl Y KOHEYHbIE CUCTEMbI, MPOBe-
pstoLme Tpaduk, CBSA3aHHbIN c onpeAeneHHbIM ycTpoiicTBoM. Ob6a Tna AeTeKTOPOoB BCe LWMPe UCNO/b3YITCA B
opraHusaumnaxt

OfHVM U3 rNaBHbIX HEJOCTATKOB CUCTEM O6HaPYXEeHUA BTOPXEHUSA ABNSETCA 3aBUCUMOCTL OT aTak c u3se-
CTHbIMMW XapakTepucTukamu, Toraa kak HoBble aTaki C HEM3BECTHbIMMN XapakTepnucTukamMmu MoryT NpoiiTn He3ame-
YeHHbIMW. CUCTeMbl 06HAPYXEHNS BTOPXEHUA HaYaiuch C NOUCKa OTKIOHEHWIA B NOBEAEHUM CUCTEM, Hanpumep,
c nosiBnexus ftp Tpaduka Tam. rae 06bIYHO NPUCYTCTBYET TONbKO http Tpaduk, nnu nosasneHns Tpaduka B HE06bIY-
HOe BpeMsi Uan B HeO0ObIYHbIX 06beMax. 3TN BO3MOXHOCTU 06HaPYXXeHNA OTK/IOHEHUI cTaHOBATCA BCe 6osee
N30 PEHHBIMU W CNOXHBIMU, HO UX LLEHHOCTb NO-MPEeXHEMY B OCHOBHOM He foka3aHa. TeM He MeHee, MHorue
opraHusauuy n 601bWNHCTBO NOCTaBLLVKOB CUCTEM 0OHAPYXXEHUSA BTOPXEHUA HAaYa N BHEAPATb aHaNUTU4Yeckune
BO3MOXHOCTU CUCTEM OOHAPYXEHUSI BTOPXEHUS UM NPOBOANTbL aHAIN3 MOUCKA OTKIOHEHWIA He TONIbKO Ha BHeLU -
HMX rpaHunLax, Ho Takxe B CaMoiil ceTu opraHusaLuu.

HekoTopble aHanuTUYeckne cpeacTea 3aBUCAT OT APYTUX YCTPOUCTB AN15 cbopa AaHHbIX, UCNO/b3YEMbIX
0151 novcka OTKNOHeHn. CyliecTBYeT TeHAEHUNA K06 beANHEHNIO CUCTEM 0GHAPYXXEHUS BTOPXXEHU 1 mexceTe-
BbIX 3KPAHOB; YacTO NoCTaBL VK NpejnaraetT KOMGUHUPOBaHHbIE CPOACTBA, BbIMONHALNE PYHKL NN MEXCEeTeBO-
ro aKpaHa u cucteMbl 06HapYXXeHNA BTOPXEHW. laHHble KOMOGMHMPOBaHHbIE CpeacTBa Takke UCNOMb3YTCS B
HacTosLee BpeMa — 0COOGEHHO ec/in cuctemMa o6HapyXXeHns BTOPXXeHUiA BkIloyaeT B ce651 CBONCTBa 0GHapyxe-
HWSA OTKNOHEHUI AN NpefoTBPaLLEeHNSA BTOPXEHWUIA. B 3TUX HOBbIX CUCTEMax NpeAoTBpaLleHns BTOpXeHuli ceTe-
BO€ CoeiMHeHNe, NCNoNb30BaHHOE 418 06HAPYXXEeHHOWN aTaku, 3akpbiBaeTcs, YTo6bl OCTAHOBUTL UK NpefoTBpa-
TWUTb aTaky 0 ee 3aBeplueHns. X0TA 3TO AB/SIeTCA COBEPLUEHHO NpueMieMoli MpakTUKOM, CyLecTByeT BO3MOX-
HOCTb MPOXOXAEHNA APYroro 3akOHHOro Tpaduka Yepes To Xe coefuHeHmne. Kaxaan opraHmsauua 4o/mkHa onpe-
LenuTb. NepeBeLLunBaeT /1N LieHa pa3peLleHmns 3aKoHHOro Tpadmka yobITKM OT BO3MOXHOTO yuiepba, HaHeCEHHOro
aTakoii.

[aHHas cy6beKkTUBHas OLeHKa B OTHOLLIEHUW J0NYyLeHNSA BO3MOXHbIX aTak B CONOCTaBE€HNN C BEPOSITHbIM
yuiepbom OT aTaku BbISIBASE€T O4UH U3 HE0CTATKOB CUCTEM OOHapY>XeHUs BTopxeHuii. MpakTnyeckn ntobas cuc-
TeMa 06Hapy>XeHNs BTOPXEHW BblaeT HEKOTOPOEe YMC/0 OLIMGOYHbIX PE3ybTAaTOB, TO €CTh B HEKOTOPbIX CyYa-
AX cucTemMa obHapyXeHna BTOPXEeHWIi BbigaeT npegynpexgerHne o Tpadvke, BbIMAAALNM Kak ataka, Ho B fjeii-
CTBUTENIbHOCTU ABAAKOLWMUMCS NeranbHbiM. AHaN0orM4yHbIM 06pa3oM cylLecTByeT (OUeHb He3HauYnTebHasA) BEPOAT-
HOCTb TOr0, YTO aTaka ocTaHeTCst Heo6HapyXXeHHO. CucTeMbl 06HapYXXeHWs BTOPXeHuii o6ecneunBatoT opraHusa-
LMSIM 3HAYNTENbHYI0 TMGKOCTb B HACTPOIiKE CUCTEM C LieIbi0 MUHUMU3aLUM OLMGOYHbIX Pe3y/ibTaToB M OWNG60oY-
HbIX pearnpoBaHunii Ha aTaku.

10.5.4 ipyrve 3aWnTHble MOpPbl NPOTUBOAENCTBUS CETEBbIM atakam

CylyecTByeT MHOTO APYrMX 3aWMTHbIX MEP MO NPOTUBOAENCTBUIO CEeTEBLIM aTakaM. /18 pasHbix cnoco6oB
aTak TpebyloTcsa pasHble Mepbl NPOTUBOAENCTBMA. Hanpumep, 6U3Hec-napTHEP MOXET UMEeTb NpsAMoe coeuHeHne
C BHYTPEHHeli ceTblo, MapLpyT MOXeT 6bITb NPO/IOXEH Yepe3 OAMUH (a He yepes 1Ba) MexceTeBOW akpaH. MapLu-
pyTU3aTOpbl U KOMMYTaTOPbl, COCTaBAALINE BHYTPEHHME CETU OPraHn3aLmmn, 40/MKHbI 6biTb HAAEXHO 3aLL WL eHbI
1 XOpoLLOo ynpasfseMbl. MHOTMe PYHKLUN MeXCeTeBOro akpaHa AeNCTBYIOT Kak 3alUUTHbIV YpoBeHb nocsne PyHK-
LA MapLipyTusanmm, yxe BbiNOTHEHHbIX CETEBON MHAPACTPYKTYPOI. BHE ceTu mexceTeBblX 3KPaHOB U CUCTEM
06HapYXeHNA BTOPXEHNA CyLecTBYIOT ABE APpYrvie OCHOBHbIE Mepbl MPOTUBOAENCTBUSA; WU POBaHNe N ayTeHTH-

'*CnepyeTt oTMeTUTb, YTO B rpynne mMeToAoB U cpefcTB obecneyeHua 6esonacHocTu UT JTC 1/SC 27 HauvaTta
pab6oTa no onpegeneHuio ctaHgapta MCO.'’M3IK 18043 [27].
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thukauna. O4eBnAHO, YTO WM pOBaHME MOXET UCNOb30BATLCA ANA 3aLNTbI YACTHON HGOpMaLun. Ero MoxHO
BbIMO/IHATL HA& MHOTUX YPOBHAX W BO MHOTVX MecTax, HO 3a KOHKPETHYIO LieHy. [laHHbie Mepbl MPOTMBOAENCTBUS
AO0JKHbI OLeHMBaTbCA Cy4eTOM NOSIUTUKN N LEHHOCTU VIHCbOpMaLWIVI opraHunsauunn.

AyTeHTUdMKaLNSA MOXeT CNOb30BaTbCA A8 UAeHTUdMKaLMN yCTPOICTB, a Takxke nosib3oBarteneii ycT-
poiicTs (Bk/tOYas Nonb3oBaTesieil (porpaMMHOro o6ecneyeHus). YCTpoiicTea MOXHO MAEHTMULMPOBaTb, UCMOSIb-
3ys IPSEC. nnu (B HeKOTOpOl cTeneHun) Yyepes NpoTokos 6es3onacHocT SSL. KOHeYHbI Nnofb3oBaTelb MOXeT
6bITb ayTeHTUULMPOBaH Yepe3 SSL. xoTa SSL He MOXeT pea/ibHO ayTeHTUNLMpoBaTh hakTU4ecKkoro nob3osa-
Tena — dusnyeckoe NnLo (HekoTopblie 6pay3epsbl, HaNprYMep, 3anOMUHAIOT MEHa No/ib30BaTe el u Naposvn Tak.
4YTO COTPYAHUK, NCMONb3YIOLWNIA oNnpeaeneHHblli KOMNbIoTep 1 6pay3ep ANa Beb-cepBepa, byaeT kasaTbca oguHa-
KOBbIM). Micnonb3oBaHne pasinyHbiX (pakTopoB, a He TobKO AeHTUdkaTopa nosb3osartess u Napons, MoxeT
YNYHWNUTb KAYECTBO ayTEHTUMKAL MW, HO 3TOTO MOXHO A06MTbCA Takxe o61ajaHnemM MapkepoM unm cMapT-Kap-
TOIA. CEKPETHbIM K/I0YOM, CBSAA3aHHbIM C LMPpoBbIM CepTUMKATOM, UM OTNeYaTkaMu nanabLes nonb3osatens (Um
APYrumMu ero 6MomMeTpryYecknMmn xapakTepucTukamm).

11 BHepgpeHuve cneumanbHbIX CPeACTB 3aliuTbl

11.1 BaHKOBCKME KapTo4ykn Ans (PMHaHCOBbIX onepauuni

11.1.1 O6wme nonoxeHus

BaHKoBCKMe KapTouku 418 PUHAHCOBbLIX onepaLmnii MoryT 6biTb KAPTOUKAMMW C MArHUTHOW NOJIOCON, KOTOPbIE
MOTFYT XpaHUTb MHhOPMaL M0 Ha MarHUTHOM HOCUTene, UNn «cmapT-kapTamu»1 cnocobHbIMy 06pabaTtbiBaTh UH-
hopmauuto, BbINOMHATL KpunTorpaduyeckme MyHKUUM U XpaHUTb ropasfo 6osblie MHhopmalmm, 4em Ha MarHuT-
HOM HocuTene. MocKoNbKy cMapT-kapThl 061afalT 601bleR TMOKOCTLIO, HEM KapTOUKM C MarHUTHO NOM0COiA, B
6yayliem MoxeT 6bITb pa3paboTaH 1 4pyroit MeTos Ucnonb30BaHnsA 3TnX kapT. O 6e30NacHOCTU CMapT-KapT CM.
cTaHgapTbl cepun NCO 10202.

Accoumnanmm nonb3oBarteneli huHaHCOBbIX KAPTOUEK NOALEPXKMNBAIOT COGCTBEHHbIE CTaHAAPTLI MUHUMATb-
HOI 6e30nacHOCTY ANA (PUHAHCOBbIX YUpeXAeHUn N NoAPAAYNKOB, NPefoCTaBNALWMNX YCNYTN (PUHAHCOBLIM yu-
pexpgeHusM. B fonosiHeHune K 3TuM nporpamMmam obecneveHnsa 6e30nacHOCTN opraHu3sanmm, ncnosb3yrouine 6aH-
KOBCKME KapTOoUku N8 (hMHAHCOBbIX ONepaunii, 40/MKHbI MPUMEHATL NEePEeYNCNEHHbIE HKE Mepbl 3alUTbl.

11.1.2 dusunyeckan 6e3onacHoOCTb

[NAa 3aWnTbl OT YHUUTOXEHUSA, PACKPbITUSA NN MOogMdUKaL MM nHopMaLMm Ha kKapToykax 41 (puHaHCOBbIX
onepavymii Ha cTagusax o6paboTku annapaTypa nepcoHanu3aumnmn kKapToyek Ao/HKHa pacnonaraTbCs Ha TeppuTopuu,
perynapHo natpynupyemoi cnyxb6amu obecneyeHns npasonopsagka n o6cnyxmsaemMoi cnyx6amy npoTnsono-
XapHoii 3awuTbl. AnnapaTtypa f0/hkHa 6bITb 3aluieHa CUCTeMOol OXpPaHHOW curHanm3aumny ¢ aBTOHOMHbIM UC-
TOYHMKOM NUTaHNSA.

11.1.3 3noynoTpebnaeHne co CTOPOHbI NHcaligepoB

[ns npegynpexAeHns MOLIEHHUYeCKX onepauuii, ocyLLecTBAsSEMbIX B pe3ysibTaTe gocTyna K uHopmMa-
UMM Ha 6aHKOBCKMX KapToykax, BCe HOCUMTENU, cofepxalyne 3Ha4uMmyto nHpopmaLmto o cyeTax, HoMepa cyeToB,
NNYHbIE NAEHTUDNKALNOHHbIE HOMepPA, KpeAUTHbIE IMMUTbI U COCTOSIHWE CHETOB, [O/HKHbI XPaHUTLCA B NoMelle-
HWUW. [OCTYN K KOTOPOMY OrpaHnynBaeTCsi MepCcoHanoM CayX6bl MHOpPMaLMOHHOK 6e30NacHOCTU. PYHKLMMN N3ro-
TOB/IEHUS U BbIMyCKa KApTOUYeK AO/KHbI ObITb (PU3NYECKN OTAENEHbI OT (PYHKLMIA N3roTOB/IEHUSA 1 BbiMyCcKa Nepco-
HaNbHbIX NAEHTU(UKALNOHHBIX HOMEPOB.

11.1.4 NMepemeleHne NINYHbIX UAEHTU(PNKALNOHHbIX HOMEPOB

[na npeaynpexaeHns noTepb M3-3a nepexsata IMYHbIX NAEHTUPUKALNOHHBIX HOMEPOB HECAHKLMOHNPO-
BaHHbIMW NLLAMYU C TNYHBIMW NAEHTUUKALMOHHBIMWU HOMEpamMu cnegyeT obpaliatbca B cooTBeTcTBUM € MICO
9564-1-4 unn NCO 10202-1-6. CtaHgapTbl cepun NCO 9564 onpefensaioT OCHOBHbIE NPUHLMMbLI U MeToAbl obecne-
YeHNs Mep MUHUMasbHON 6e30NacHOCTU, Heo6xoAuMbIe ANA 3P PEKTUBHOTO MEXAYHAPOAHOTO MEHEeAXKMEHTa
NINYHBIX NAEHTUDUKALNOHHBIX HOMEpPOB. OHU TaKxe onpefensanT MeToAbl 3aLnTbl IMYHbIX NAEHTUMUKALUOHHbBIX
HOMEepOB, NPYMeHsAeMble AN onepaLuii c NCNoNb3oBaHNEM 6aHKOBCKMX KapTouek 418 (hMHAHCOBbIX onepayuii B
YyC/IOBUAX pexuma peasnbHOro BpeMeHu, ncpegctea o6MeHa aHHbIMU TNYHbIX NAEHTUDNKALUOHHBIX HOMEPOB.
CtaHpapTbl cepum MCO 9564 Takxe pacnpoCTPaHATCSA Ha MEeHeAXXMEHT 1 6e30MacHOCTb INYHbIX nAeMTudunkaum-

«CmapT-kapTa» onpefenseT Knacc yCTpOWCTB pasmMepa naaTexHoin KapTouku, UMeLWwnx pasinyHsle yHKLKNO-
HaNbHble BO3MOXHOCTU W MOLLHOCTW. DTW YCTPONCTBA BbIFMAAAT NPaKTUYECKM TakK Xe. Kak KApTOYKU C MarHWTHoW nono-
COW. ucnonb3yemble ANA CTaHAAPTHbIX KPeAWTOBbIX, fe6eToBbIX, 6AHKOMATHbIX U KAcCOBbIX onepauuii, 1 BKIYalwT B
cebs kapTbl Ha MHTerpanbHbix cxemax (ICC), KAPTOYKM C XpaHUMOW CyMMOW M BGECKOHTaKTHble KapTOUYKu.
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OHHbIX HOMEPOB B YC/TOBUSIX PeXVMa peasibHoro BpeMEHU 1 YC0BUAX 3/1EKTPOHHOI TOProBAw. [laHHble MeToAbl 1
cpefcTBa A0/KHbI MCNO/Ib30BATLCS OpraHn3aunamMmn, oTeevanLnMy 3a BHepeHne MeTo40B MeHe)KMeHTa 1
3alWnTbl MHhOPMaL MK INYHBIX UAEHTUGMKALMOHHbIX HOMEPOB B 6aHKOMaTax U (huHaHCUPYyeMbIX MOKynaTensamu
KacCcoBbIX TEpMUHaIax.

MpnmeyvaHune — NCO 13491-1 [5] onpegenseTt cpeAcTBa ynpaB/ieHUa pacnpefeneHus knwyein, Heo6xoam-
Mble 4NS YyCTPOWCTB, NPefoCcTaBNAlWNX (hMHAHCOBbIE YCNYrN (KacCoBble TepMUHanbl, 6aHKOMaThbl).

Tpe6oBaHMA HacTOALLEro cTaHAapTa He pacnpoCTPaHATCA Ha HEMPUKOCHOBEHHOCTb AaHHbIX 06 onepawuu-
AX. HE UMELMNX MNYHBIX NAEHTUDUKALNOHHBIX HOMEPOB, 3aWNTY MNYHbIX MAEHTUDUKALNOHHBIX HOMEPOB OT
noTepb UK NpeHaMePEeHHOro HenpaBu/bHOIO UCMOJIb30BaHUA CO CTOPOHbBI KNIMEHTA UM CAHKLLMOHUPOBAHHbIX
CNyXaliux SMUTEHTA, 3aLUTy COO6LLEHN 06 onepaLnsax OT USMEHEHWIA NN 3aMeHbl, HANPUMEpP peakLuio CaHk-
LLMOHNPOBaHUS Ha BepuUdMKaLMio IMYHOTO MAEHTUMMKALMOHHOTO HOMepa, 3aLnTy OT BOCNPOU3BEAEHUS TUYHOTO
NAeHTUUKALMOHHOTO HOMepa Uu onepawumn, U onpegenexHHbie MeToAbl pacnpegeneHuns kaoveir. 3T meTogbl
[OJIKHBI UCNOJIb30BATLCA OpraHn3alMamm, oTBeYaLW My 3a BHeApeHne MeTo40B MeHe)KMeHTa 1 3aluTbl nep-
COHa bHbIX UAEHTUDNKALNOHHBIX HOMEPOB B 6aHKOMaTax v hUHaHCMPYEMbIX NOKyNnaTensiMm KacCoBbIX TEpMUHA-
nax. CtaHgapTtel cepun MCO 10202 onpefensanT NPUHLANBI 3alUTbl UHTETPasibHbIX MUKPOCXEM B TEYEHUNE UX
XW3HEHHOTO LMKIaoT NPOM3BOACTBA W BbIMyCKa, UCMO/Ib30BaHUA KIMEHTaMU U CAyXaluMu 40 UCTEYEHUSA CpoKa
cnyx6bl. B ctaHaapTax cepun MCO 10202 Takke onpeaensetcs MUHUMabHbI ypoBeHb 6e30onacHocTur, Tpebye-
Mblii 415 06MeHa, HapsAAy € OnuMAMM 6e30NacHoCTH, NO3BOAOLWMMY AMUTEHTY 6AHKOBCKOI KapToukn Ans u-
HaHCOBbIX OMepaLuii N1 NoCTaBLLUKY BbiGUpaTb ypOBEHb 6€30NacCHOCTU, COOTBETCTBYIOLL M NOANTUKE NPUIOXKEe-
HWiA. B3anmocBA3b ¢ KpunTorpaduyecknmmn Kniovamu, Hagnexaltliee ncnonb3oBaHne Kpuntorpaguyecknx anro-
PUTMOB ¥ MeTOoAbl pacnpefeneHns kn4yein, Heo6xoanmMble 415 o6ecneveHns 6e30NacHOCTN 06paboTkM hnHaHCO-
BbIX OMepaunii, Takxke onpegensoTca B cTaHgapTax cepumn U C 010202, B HUX Takxe onucbiBaloTcs TpeboBaHuns
6e3onacHoOCTN 4Na Moaynein NpUNoXeHnid, KOTopble MOryT 6bITb 06aB/1EHbI K YCTPONCTBY CUUTLIBAHUSA KApTOYeEK.

11.1.5 NMepcoHan

[na ncknoyeHns o06paboTkM KpeAUTHBIX KAPTOYeK NepCcoHanoM, He NMeLWNM npasa 06paboTku, AOMKHbI
NPOBOAMNTHLCA KpeAUTHbIE NPOBEPKN N MPOBEPKU YTOIOBHOTO MPOL/IOr0 BCEX CAYXaLuX, UMeLWmnx 4eno ¢ npo-
WTaMNOBAHHLIMWU N HEWHLOCCUPOBAHHBLIMU KapToykaMu TaM. rae aTo AonyckaeTcs HOpMaTUBHO-NPaBOBbLIMU
[oKyMeHTamMu B 061acTn obecneyeHns 6e30nMacHOCTU, BKIOYAA COTPYAHNKOB, 3aHATbIX HENO/HbIV pabounii AeHb,
N BPEMEHHbIX PabOTHUKOB.

11.1.6 Aygnt

[ns obecneyeHuns LeNOCTHOCTM YNPaBASIOLW e n perncTpaunoHHoi nHchopmaLuy TpebyeTtcs mepamu 3aluym-
Thl U C MICNONB30BAHMEM XYpPHana ayanta coxpaHsaTb MHhopmaLmnio 0 HoMmepax cYeToB BnafebLeB KapTouek n
1cnosib3yemMom 060pyi0BaHNN Ha NIACTUKOBbIX KAPTOUYKaxX C oTneyaTaHHbIMU JaHHbIMU, B NeYyaTHbIX hopmax,
LWITAaMNOBOYHOM 1 Wudpytowem ob6opyfoBaHn, Ha 3aliMTHON onbre, ronorpaMMax, MarHMTHO NeHTe, Nony-
thabpukaTax kKapTouek 1 roTOBbIX KapToukax, kKapToykax o6pasLoB.

11.1.7 NMpepynpexaeHvue nognesikn KapToyek

[na npeaynpexaeHns co3faHna danblmnBbiX KAPTOUYEK C MArHUTHO NON0OCO NCNOMb30BaHUA MHhopMa-
LW, OTpaXkaemoi Ha ToBapHbIX Yekax, 0/DKHbI 6bITb 3alnpoBaHbl LU pbl KpUNTOrpachuyeckon NpoBepkn, N atun
LMdpbl 4OMKHBI 6bITh MOATBEPXAEHBI KaK MOXHO 60/1bLIEMY YUCTY OnepaLuii.

[ns npegynpexaeHns co3gaHna danblimnBbiX KAPTOYEK C UCNO/Ib30BaHEeM nepexBadyeHHon nHdopmaymum
Heo6Xx04MMO MCNoNb30BaTb (PU3NYECKUA MeTOL naeHTUMKaL MU KapTOUKN C LeNbio NOATBEPXAEHNA ee NOANNH-
HOoCTW.

11.1.8 baHKoMaThbl

BaHkomaTbl NpeAcTaBNAT cCO60i ycTpolicTBa, N0O3BONAOLME KINEHTY NPOBEPATHL OCTATOK Ha cyeTe, U3bl-
MaTb Y BHOCUTb Ha/IMYHbIE, ON1a4YnBaTh cyeTa MmN OCYLWeCTBATL fpyrue MYHKLUKN, KOTOopble 06bIYHO accounnpy-
loTCsi ¢ 6aHKOBCKUMM Kaccupamu. [laHHble yCTPOCcTBa MOMyT HAXOAUTLCA BHYTPU 3A4aHNIA opraHm3aunm, pasMme-
uwartbcs 3a npegenamu Takoro 3gaHusa Uav pacnonaraTbCs BAaneke oT NOMeLeHnii opraHusalmm.

PekomeHAyOTCA [ONO/THUTEIbHbIE MEPBI NPELOCTOPOXHOCTU /15 CHUXEHNA BO3MOXHOCTN orpabrieHuns knu-
€HTOB U BaHAan3Ma BOTHOLLIEHWNM YCTPOICTB, HO OHM He paccMaTpuBaloTCs B HacTosilem ctaHgapTe. Mponsso-
OUTENN AaHHbIX YCTPONCTB M NOCTaBLLMKM CETU 6aHKOMATOB 06bIYHO N34al0T PYKOBOACTBA N0 6€30NacHOCTU N0/1b30-
BaHMA 6aHKoMaTtaMu. PekoMeHyeTcs U3yunTb 3TN AOKYyMeHTbI. [pu paboTe ¢ 6aHKoMaTamMn Heo6xoaMmo cob1to-
fatb TpeboBaHUsA 6€30MacHOCTH, KOTOPbIE ONpeeneHbl B npoLefypax onsiaTbl N0 KapToykam.

11.1.9 aeHTndUKauma n ayTeHTUdUKaumsa BnagesbleB KapToyek

Hanbonee pacnpocTpaHeHHbIM CpeCTBOM ayTeHTUudukauumn snagensua kaptoukn asnsercs PIN. OH uc-
nonb3yeTca Ans ynpasneHns 4oCTynom k 6aHkomaTaM 1 KacCoBbiM TepMuUHanaMm. Monb3oBarenn 4oMKHbl 3HaTb,

28



FOCT PNCO TO 13569— 2007

4YT0 ob6ecneyeHne CEKPETHOCTN NEPCOHANbHOIO NAEHTUMMKALMOHHOIO HOMepa ABNAeTCca X 0693aHHOCTbLO. B
[OMOJSIHEHWNE K NePCOHANIbHOMY MAEHTUUKALMOHHOMY HOMepPY A1 naeHTUUKaLMmn BnajesnbLes KapToyek Haum-
HaloT NPUMEHATLCA NpOBepKa 6UOMETPUYECKNX fLaHHbIX U ApYT1ue TEXHONOTNN.

[na npefoTBpalleHnsa HecaHKLMOHMPOBAHHbIX ONepaunii, Bbi3BaHHbIX yrafblBaHNEM IMYHOTO aeHTUdrka-
LMOHHOro HoMepa KapToUKM, UCMOJIb3yeMbIX HECAHKLIMOHNPOBAHHbLIM JIULOM, YNC/10 NOMbITOK BBOAA JINYHOTO UAEH-
TUMKaLMOHHOTO HOMepa A0/MKHO 6bITh He 6oee Tpex. [Mocne Tpex HeyAauHblX MOMNbITOK peKOMeHAyeTcs 3ajep-
XaHune KapTouku 1 ycTaHOB/IEHME KOHTaKTa C ee BnafenbLuem.

11.1.10 AYyTEHTUYHOCTb NHOPMaLMn

[na npegoTBpalleHnsa HecaHKLMOHUPOBAHHOIO M3MeHeHns nHdpopmaLlmu, nepefaBaemoli B 6aHkomart n n3
Hero, Npu KaXao nepefave cnepyeT Tpe6oBaTh UCNOb30BaHUA KoAa ayTeHTUdUKaL MM COOBLEeHNiA, CO34aHHOro
B COOTBETCTBMM € TpeboBaHusamn N C 016609 n pacnpocTpaHsemMoro B COOTBETCTBUM C TpeboBaHMAMM CTaHAapPTOB
cepun NCO 11568. ina npefgynpexaeHna HecaHKUMOHNPOBAHHOIO N3MEHEHUSA, YHUUTOXEHUA NN PaCKPbITUSA
MHopMaLmm, xpaHaueiics B 6aHkoMate, husnyecknii KOHTPOb 4OCTYNa K BHYTPEHHen yacTn 6aHkomara foN-
XXEH COOTBETCTBOBAThL (PM3nYecknM cpeAcTBamM KOHTPOA 3aLlUThl HA AeHEXHbIX KOHTeHepax.

11.1.11 PackpbiTve nHgopmaummn

[na npepgoTtepalyeHns HeCaHKLMOHMPOBAHHOIO NCNOMb30BaHUA 6AHKOMAaTOB U/ KACCOBbLIX TEPMUHANO0B
nocpeAcTBOM HeCaHKLMOHNMPOBAHHOIO PacKpbITUA UHOPMaLUK O JINYHOM NAEHTUDUKALNOHHOM HOMEpPe, BBOAM-
MOro nofib3oBartesiem, f0/MKHbl UCNOMb30BaTbCA TOMIbKO YCTPONCTBA C WK PYOLWMUMN KnaBmaTtypamm, COOTBeT-
cTBylow e TpeboBaHuam ctaHgapToB cepun MCO 9564 [28]. CneayeT pacCMOTpPeTb BO3MOXHOCTb WnpoBaHns
BCell HhopMaLun, nepegasaemoli U3 6aHkomata. YnpasaeHne MMUHbIMU MAEHTUNKALMOHHBIMU HOMEpaMm J0/1-
XHO OCYLLEeCTBNATLCA B COOTBETCTBUY C Tpe6OBaAHUAMU MeXAYHAPOAHbIX CTaHAaPTOB.

11.1.12 MpeaynpexgeHne MOLWEHHNYECKOro UMcnosib3oBaHnsa 6aHKoOMaToB

[ns obHapyxeHnsa n npefoTBpaLleHns MOLEeHHNYECKOro NCMoNbL30BaHNs 6aHKOMaToB, Hanpumep nogaen-
KM YeKoB, AeN03UTbl NYCTbIX KOHBEPTOB WU/W Ae3aByMPOBaHHbIE Onepauumn, pekomeHayeTcsa Lenblil pag npakTu-
Yyeckux NpmemoB. [laHHble NpUeMbl ONpaBblBAOTCA B C/lyvae BKIIOYEHNA OrpaHnyeHns yncna onepauyuii n cym-
Mbl JeHEeXHbIX CPpeACTB, CHUMaeMbIX B leHb C OHOIO cyeTa, exejHeBHOro nogsefeHna 6ananca 6aHkomara
noj, ABONHLIM KOHTPO/IEM, YCTAHOBKU BUAEOKaMep, r4e BEPOATHOCTb COBEPLUEHUS MOLWEHHUYECTBa BENKa, a
Takke obecrneyeHne NogaepxKkn paboTbl 6aHKOMaTa B peXyMe «OH-NaiH», rhe 3To BO3MOXHO, TO OCTb TpeboBa-
HMe. 4yTo6bl GaHKOMAT MMe1 BO3MOXHOCTb NPOBEPKMN COCTOSIHUSA cyeTa [0 coBepLueHns onepauumn. Ecnv pabota B
[AaHHOM pexuMe HeBO3MOXHA, criefyeT yCTaHOBUTb 60see cTporne TpeboBaHus K BbINYCKY KapTouyek, Yem B
cnyyae paboTbl B peXnMe «OH-naliH».

11.1.13 TexHMYeckoe ob6CNyXMBaHne N TeKYyLWNA PeMOHT

[na npepgoTepalyeHns HeCaHKLMOHMPOBAHHOMO A0CTYNa K MHopmaLmm BO BpEMSA TEXHNYECKOTO 06CYXU-
BaHUA N TEXHUYECKOro peMoHTa 6aHKkoMaToB cnefyeT y6eAuTbCs, YTO A1 K/IMEHTOB 6aHKOMaTbl HaXoAsaTCs B
COCTOAHUUN «Ooh-NaviH» nepes nposegeHnem N60ro TEXHMYECKOro 06CNyxXunBaHua. [ns Tekyliero peMoHTa
6aHKoMaTOB, BK/lvalLlWero B cebs OTKpbITbie XpaHWIMLLA, HE06X0AMMO YCTaHOBUTb NpoLeAypbl 4BONHOIO
KOHTpONS.

11.2 CucTeMbl 3/1€KTPOHHOrO nepeBoja naatexemn

11.2.1 HecaHKLMOHUPOBAaHHbIA UCTOUYHUK

Yrposbl 1 cpeAcTBa KOHTPO/ISA, CBSA3aHHbIe C MPUMEHEHUSIMU 3/1IEKTPOHHOIO NepeBoja naaTexeii, MoryT oue-
HVWBATbLCA HE3aBUCUMO OT TEXHOJIOTUW, KOTOPYIO OHW UCMNOL3YIOT. [INA npefoTBpalleHns noTepb U3-3a NPpUHATUA
3anpoca o naarexax 0T HeCaHKLMOHUPOBAHHOIO NCTOYHMKA HEOBXO0A4MMO ayTeHTUULMPOBATL UCTOYHUK COObLLe-
HWIA, 3anpaluvBaLLmnX NnepeBos naartexein. AyTeHTuukaLma NCTOYHUKA A0/KHA 6bITb OCHOBaHa Ha npoleaype
obecneyeHns 6e3onacHoCcTU, onpeAeneHHoN B 4Or0BOPE C KIMEHTOM UN KOppecnoHAeHTOM. MNpumeHeHne 3Toro
cpefcTBa KOHTPO/IS pEKOMEHAYETCS NpK YCN0BUM Liesiecoobpa3HoCTM 3aTpaT Ha MpoBeAeHUst KpunTorpadgmyeckoi
ayTeHTuunkalmn.

Kpuntorpadunyeckasn ayteHTudukaLma obecneynsaeTcs KOAOM ayTEHTUYHOCTHN COOBLLEHWN, FeHepUpyeMbIM
B COOTBETCTBMYU C Tpeb6oBaHnssMuM cTaHgapToB cepun U C 016609, c noMoLbio KpunTorpadgmyeckoro knwya, pac-
npeaeneHHoro B cooTBeTcTBMM ¢ TpeboBaHnsamn 1 C 011568. B kauecTBe anbTepHaTUBbI 419 YCTAHOBNEHUS NOA-
JINHHOCTW UCTOYHMKA COOBLLLEHNSA MOXET BbITb UCMOb30BAHO YyCNeELHOoe fewmndpoBaHne coobLieHns, sawmndgpo-
BaHHOrO B COOTBETCTBUM CO cTaHgapTamu cepum MCO/M3I3K18033 (B coeanHeHnn ¢ NCO T 0 19038 [29] unmn ANSI
X.9.52[30] unmn FIPS 197 [31]) kntouom, pacnpocTpaHseMbiM B COOTBETCTBUM CO cTaHgapTamu cepun MCO 11568.
Takxe MOXeT ncnonb3osaTbeca Ludposas NOANUCH.

11.2.2 HecaHKUMOHNPOBaHHbIE U3MEHEHNA

[ns npegoTepalleHns HenpaBuAbHOro NaaTexa ns-3a npejHaMepeHHoro uin ciy4yainHoro UsMeHeHus co-
AepxaHunsa coobLeHna Heo6xo4MMO YA0CTOBEPUTL AaTy nnartexa, AaTy 3a4nc/ieHuns geHer, CyMMy, HaunoHanbHYyo
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Ba/lOTY, UMS 6eHeduLmapua 1, BOSMOXHO, HOMep cyeTa 6eHeduymapma nnm IBAN-KOMMOHEHTbI COO6LLEeHNS,
ncnonb3ys npoueaypy obecneyeHns 6e30nacHoOCTU, onpefeneHHy0 B 40roBope C KIMEHTOM WU KOPPECTOHEH-
ToM. Tam, rae 370 OCcyLecTBUMO, ciedyeT UCMONb30BaTh NOJIHYI0 ayTeHTUdukaLmo Tekcta. PekomeHgyeTcs npu-
MeHeHune KpunTorpaduyeckoi ayTeHTUMKaLnn.

11.2.3 Bocnpou3BefeHne coobLieHni

[ns npegoTepalleHns HecaHKLMOHMPOBAHHOIO MOBTOPHOTO MaaTexa, BbI3BaHHOIo NOBTOPHbLIM BBEAEHNEM
coobuweHuns, cnefgyeT HaCTOATb HA UCNOMIb30BAHUW U BEPUNKALUN YHUKANBHOW naeHTUduKauum coobieHuns.
PekomeHayeTcs BKAOYaTh 3Ty nAeHTUdMKaunio B 106y NPOBOAUMYIO ayTEHTUMUKALNIO.

11.2.4 CoxpaHeHue 3anuceli

B Lenax coxpaHeHns cBUAETeNbCTB, KOTOPbIE MOTYT NOTpe60oBaThbCA ANA A0Ka3aTeNbCTBa CaHKLMOHMPOBa-
HWS NpU COBEPLUEHUM NnaTexa, PerncTpupyiTe coo6LeHNa C 3aNpocoM 0 NepeBoje naarexei He3aBMcUmo ot
HocuTenei, Mcnonb3yemblX NS nepefaymn coobueHnii. CnefyeT cOXpaHaTb MaTepuan, Heo6xoAuMbIV ANA noa-
TBEPXAEeHUs ayTeHTUMKaALMKW, BKIOYAsi BCOMOraTesibHbll KpynTorpaduyecknin matepumarn.

11.2.5 NMpaBoBas ocHOBa nnaTexei

[na rapaHTUm ocyLecTBNEHNS NnaTexein B COOTBETCTBUMN C NOANNCAHHbLIM [LOTOBOPOM, cleayeT co3faTtb
cucTemy obecneyeHns HaMYMA N KOPPEKTHOCTY AOTOBOPOB, N1eXalynx B OCHOBE 3anpocoB 06 3/1eKTPOHHOM ne-
peBofe nnaTexe.

11.3 BaHKOBCKME Yeku

11.3.1 O6wme NONOXeHNS

BaHKoBCKMe Yekm, Takxe N3BeCTHbIe Kak «naaTexHble Npukasbi» U «cpeacTea cbeperatenibHOro cyeTa Km-
eHTa B 6aHKe», NnpeAcTaBfaloT cob60 NMCbMEHHbIE pacnopsaXxeHus, npegnucbisatoLme hruHaHcoBoMy yupexae-
HWIO BbINNATUTL fieHbIN. HoBble MeTo/bl 06paboTKN HEKOB [0/IKHbI YCUIUTL 032604EHHOCTL (PUHAHCOBbIX YUpeX-
feHnii npobnemamu 6e3onacHocTU. MoBbIWeHNe NpecTxa 6aHKOBCKOro Yeka U Apyrnx cpeAcTB coKpalleHus
npouenypbl paboTbl c 6aHKOBCKUMM [OKYMEHTaMMN ABNAETCA NPUMEpPOM MeTO40B, co3gatoLmx npobnemsl ¢ 6e30-
NacHOCTbI0. HaluMOoHaIbHbIMU OPraHn3aunsiMy MHOTUX CTpaH 6b1n paspaboTaHbl U ONy6NMKOBaHbI HALMOHAsIbHbIe
cTaHfapTbl N0 pa3IMYHbLIM acnekTam onepaunii obpaboTkm yekos'l

11.3.2 HoBble K/TMEHTHI

Tpe6oBaHne «3Hall CBOEro k/imeHTa» co3faeTt 0cobble NPo6aeMbl, eC/IN YCAYTU NPefoCcTaBnAanTCa Yepes
OTKPbITY0 ceTb. Kak 6bl HY 6bl/IN 3aMaHuMBbl YCAYrM C NpYMeHeHnem 6a30B01 Be6-CTpaHuLbl UK 4PYroro anek-
TPOHHOTO HOCUTENSA, TNYHOE NocelleHne ouca PUHAHCOBOTO YUpexaeHna octaeTca He06X04MMbIM YC1I0BUEM
AN OTKPLITUS HOBOTO cyeTa (3a UCK/T0YEeHeM AeCTBMA B COOTBETCTBUM C OPUANYECKN YCTAHOBIEHHbIM MeTO-
[0M). noka He 6yaeT AOCTYNeH NOBCEMECTHO NPU3HAHHbIV N UMeIoLW i NCKOBYIO CUY 31EKTPOHHbIN MeToA No3u-
TUBHON NMYHOI naeHTudmnkaunn. Cnegyet cobnogaTte 06blUHbIE NPOLEAYPbl OLEeHKM KBanudukauum KNMeHTos.

11.3.3 Bonpochbl LenocTHOCTH

Kaxpgas hmHaHcoBas onepawmsa 4o/KHa 6bITh 3aLiULLEeHa C LieNbio rapaHTUpoBaHNs naeHtTudunkauymm, ayTeH-
TUYHOCTY NOMIb30BaTENA, ayTEHTUYHOCTM COOBLLEHNSA, KOHUAEHLMANBHOCTU MHAOPMALMN OTPAHNYEHHOTO J0CTY-
na n HeoTKa3yeMOoCTu onepaLuii.

3anpocbl Ha hUHaHCOBYIO onepawuio OMKHbI 6bITb CHabXeHbl L1MpoBOi NOANUCHIO C UCNONb30BaHUEM
K/oya, CaHKLMOHMPOBAHHOTO OPraHoM cepTudmkauuy opraHusaumn. Mpu Hagnexalyei peanmsanum 4aHHOR Mepsbl
BO3MOXHA rapaHTvis, 4TO No/b30BaTe b AEHTUULNPOBAH, coAepXaHne Co06LeHNSA He U3MEHEHO 1 N0/b30Ba-
TeNb CBA3aH LpManYeckMMn 06a3aTelbCTBaMU B CBOUX AeACTBUSAX.

Homepa cueToB, NYHbIe NAEeHTUDKALNOHHbIE HOMEpa UK Apyrue ceefeHuns, KoTopble B cayyae ux pac-
KpbITUSi CAeNnalT BO3MOXHbBIM HeCaHKLMOHMPOBAaHHOE NCNO/b30BaHNe cueTa, O/MKHbI 6biThb 3aLLMLLLEHbI C MOMO-
W b0 WNpoBaHns.

12 JononHutesnbHas MHopmauns

12.1 CrTtpaxoBaHue
MnaHnpysa nporpammMy o6ecrneyeHnss MHPOPMaLMOHHON 6e30MacHOCTU, PabOTHUK CNYXG6bl MHDOPMAaLMOH-
Holi 6e30nacHOCTM 1 yNpaBAsoLWmnii fenamm OKHbI KOHCY/IbTUPOBATLCSA CO CTPax0BbIM OTAE/I0M U. N0 BO3MOX-

MoakomutetoM B X9 (CWA) 6binn onybnuMkoBaHbl cTaHAapTbl MO onepauuMsm o6pabOoTKM YEeKOB, Hanpumep
ANSI X9 TG-2. NMoHumaHue n paspaboTka 4ekoB n ANSI X9 TG-8 MpuHuunbl 6e30nacHOCTW 4YekoB. [Ns cornacoBaHHO-
ro geicTena (UHAHCOBbLIX YYpexAeHuid n ynyyweHunsa kavyectsa o6paboTKM 3TUM (PUHAHCOBBLIM yUYpexeHUs HacTos-
TeNbHO peKkoMeHAyeTca criefoBaTb yKkazaHuam TexHuveckoro pykosogctea 2 (TG-2) X9 n TexHuyeckoro pykosogctea 8
(TG-8) X9.
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HOCTW. CO CTPaxoBOW KOMNaHUEN, 4TO A0/KHO NPUBECTU KCOo34aHuno 6onee achheKkTMBHON NporpamMmmbl ob6ecneve-
HMA MHhopMmaLMoHHON 6e30nacHOCTU 1 60ee athHEeKTUBHOMY MCNOJIb30BAHUI0 CTPAX0BbIX MPeMUI.

CTpaxoBble KOMNaHU1 MOryT noTpeboBatb, 4UTO6bI 10 TOrO, Kak CTpaxoBoe TpeboBaHue 6b1/10 y40BNETBOpE-
HO, 6bI/IN OCYLLLeCTB/IEHbI ONpee/ieHHble Mepbl yNpaB/eHus, Ha3blBaeMble «yC/I0BUAMU [0 HACTYN/IEHUS OTBET-
CTBEHHOCTV UNW NPeALLeCTBYOLWNMY YCIOBUAMU». «YCNOBUS A0 HACTYMN/IEHUSI OTBETCTBEHHOCTW» YACTO CBA3aHbI
C MepamMu ynpaBneHusa nHpopmaunoHHoi 6e3onacHocTu. MocKoNbKy 3TU Mepbl ynpaBneHnsa NCnonb3yTcs Ana
CTPaxoBbIX Lenei, OHU AOMKHbI GbITh BK/IOYEHBI B NpOrpaMMy o6ecnevyeHuns nHhopmMaLoHHOK 6e3onacHoCTu
opraHusauymm. MoxeT Takxe noTpeboBaTbCs rapaHTMpOBaHMe HEKOTOPbIX Mep ynpaBieHns, T. . AeMOoHCTpaumus
TOr0, YTO OHM MOCTOAHHO NPUCYTCTBOBAIN C MOMEHTA MPUHATUSA NOAUTUKN.

CTpaxoBasi KOMMNeHcauua npepbiBaHunii 6u3Hec-npoLlecca u. B YaCTHOCTU, OLUMGOK 1 HEBLIMOTHEHWI, [OMX-
Ha 6bITb BK/IOYEHA B N/1aHMPOBaHne obecnevyeHunss MHhopMaLMoHHON 6e30nacHoCTU.

12.2 Ayant

MpuBefeHHas HKe uuTaTa n3 «3anaBneHns VIHCTUTyTa BHYTPEHHUX ayaMTopoB» [32] onpefensieT ponb ayau-
TOopa cnepywWwmM o6pa3om: «BHYTpeHHUI ayauT ABnseTcs He3aBUCUMOM U 06bEKTUBHOW AesiTeNIbHOCTbI0 MO
KOHCY/IbTUPOBAHUIO M 06ecneYeHunio 4oBepusi, npeAHasHaueHHo 419 NpuaaHusa 3Ha4MMOCTy onepaLusiM opraHu-
3al MmN M UX COBEPLUEHCTBOBAHMIO, YTO COAENCTBYeT OpraHn3aLnmmn B AOCTUXEHNMN ee Leneii nyTeM BBe4eHUs cuc-
TeMaTuyeckoro v ynopsifilo4eHHoro noAxoa K oLLeHMBaHWo 1 NOBbIWEHUI0 3 HEKTUBHOCTN NPOLLECCOB MEHEeAX-
MeHTa puUcKa, KOHTPONA 1 ynpasneHus. NMpuv BHYTPeHHeEM ayanTe NpoBepsaeTca HafeXHOCTb U LLefIOCTHOCTb WH-
dhopmauun. COoTBETCTBME MONUTHKAM U MONOXKEHNAM, 3aliMTa akTUBOB, 3KOHOMHOE U a(hPeKTNBHOE NCNO/b30Ba-
HWe pecypcoB 1 AeiicTBYyOLW e onepaTuUBHbIE 3a4aun U Lenms».

loBOpS KOHKpeTHee, B cchepe MHpopmaLMoHHOI 6e30nacHOCTY ay4MTOPbI 4O/KHbI OL,eHUBaTb 1 TEeCTUPO-
BaTb 3alNTHbIE Mepbl UH(POPMALMOHHbIX aKTUBOB PMHAHCOBOTO YUYpeXAeHNsa 1 NOCTOSHHO B3anumogeincTesoBaTh €
paboTHMKaMu CNyX6bl UHDOPMALMOHHON 6€30MacHOCTM 1 APYTMMU NMLaMU 4715 BbIPA60TKN COOTBETCTBYOLL X
nepcnekTuB nAeHTUUKaL MM yrpo3 1 pUCckoB, a Takke afekBaTHOCTY 3alUTHbIX Mep A5 CyLecTBYIOLeR N Ho-
BOIi NpoAyKunn.

AyauUTOpPbI AO/MKHBI NPefoCcTaBNATb PYKOBOACTBY 06 bEKTUBHbIE OTYETHI O COCTOSAHUW Cpefbl yNpas/ieHus,
pekomeHA0BaTb YCOBEPLUEHCTBOBAHMUSA, KOTOPbIE MOTYT 6bITh ONpaBaHbl HEO6XOAMMOCTbIO M aHa/IM30M CTOMMO-
CTV N adphekTUBHOCTU, N NpeanNuCbIBaTb MOPAAOK XpaHEHNS Y aHannsa nHpopmauny xypHana permctpauuu. B tex
cnyyasx, korga yHKLusA ayguTOpCKO NPOBEePKM 06 beAUHSAETCS C APYTUMU DYHKUUSAMMN, 41 MUHUMU3AL MM BO3-
MOXHOCTU KOH(hIMKTa MHTepecoB TpebyeTca ocoboe BHMMaHne pykoBOACTBA.

12.3 MnaHupoBaHMe BOCCTAHOB/IEHUS AeATENIbHOCTU OpraHu3auumM nocne ee npopbiBaHnsa

BaxHoii yacTblo nporpamMmmsl o6ecneyeHns MHGOOPMaLMOHHO 6€30NacHOCTMN ABASAETCA NaH No NPoAoXe-
HUI0 KpUTUYECKOro 6u3Heca B criyvae ero npepbiBaHnsa. BocctaHoBneHne feaTenbHOCTU OpraHu3anmnm nocne ee
npepbIBaHUs IBASIETCSA YaCTbO N1aHNPOBaHNS BO30GHOBNEHMSA GU3HECa, KOTOpOe rapaHTUpyeT bbicTpeliliee BOC-
cTaHoBNeHMe nHopMauuy 1 cpecTB 06paboTkn nHhopmaLmu. B nnaHe BOCCTaHOBNEHNS AEATE/IbHOCTb OpraHu-
3auuun nocrie ee nNpepbiBaHNS onpefesnieHa COBOKYNHOCTbIO (hakToOpOB BO3AECTBUSA, NPOTUB KOTOPbIX HE06X0ANMO
ob6ecneynTb 3aLUTy, N PYHKLMAMU 1 06A3aHHOCTAMM NepcoHasna B yC/0BUAX NpepbiBaHnA.

MnaH BOocCTaHOBMEHNS GU3Heca Nocse ero npepbiBaHWA AO/HKEH BKAOYaTbh B Ce65 TOUYHbIN CNUCOK feli-
CTBUIA. KOTOPbIE CUMTAOTCA Hanbosiee BaXHbIMU, NPeANOYTUTE/IbHO C KATErOPUAMU NpuopuTeTa, a Takke nepuoabl
BPEMEeHW BOCCTaHOBEHUS, ABASAOLWMecs afekBaTHbIMU A5 BbINO/THEHNS 6U3Hec-0683aTeNbCTB OpraHnsanum. B
nnaHe BOCCTaHOB/EHNA 6U3HECa AO/MKHbI ObITb ONpefesneHbl 3anacHble NoOMeLLeHNs ANa 3aMeHbl, obecneynBato-
Line KpUTUYECKN BaXHYIO AeATe/IbHOCTb OpraHn3ayum.

B cnyyae Hecnoco6HOCTM NepcoHana opraHm3alum cofelicTBoBaTb BOCCTAHOB/IEHWIO eATe/IbHOCTM opra-
HU3auumn nocne npepbiBaHNsa HeO6X04MMO onpefenuTb 3aMellaoLWnii nepcoHan, cnocobHbIli BOCCTAHOBUTbL U
3KCMyaTupoBaTh pecypcbl 06paboTkn nHpopmauun. Mo BO3MOXHOCTH, OpraHM3auns 4o/KHa cTapaTbCs 3ak/to-
YNTb cOrnalleHns ¢ nocTaBLMKamMmun ycnyr o6 Ux npMopMTETHOM BOCCTAHOBNEHUU. 1aH BOCCTAHOBNEHUS Aes-
Te/IbHOCTW OpraHM3auunmn nocse ee npepbiBaHNA AO/MKeH o6ecneynsaTb JOCTYNHOCTb afeKBaTHbIX AyONUPYIOLLNX
MHMPOPMALMOHHbIX CUCTEM, CNOCOBHBIX CBOEBPEMEHHO 06HapPYXUBaTb U N3B/IeKaTb KPUTUYECKYIO MHGopMaLmIo.

BaxxHO, 4TO6bI B NNaHe BOCCTAHOBNEHWA AeATeNbHOCTU OpraHu3aLuy nocne ero npepbiBaHna 6blna onpege-
neHa nHdopmauums, nognexallias pe3eperpoBaHnto, 1 661710 o6ecneveHo 6e3onacHoe xpaHeHue 3Toii nHdopma-
LK No ycTaHOB/IEHHOV nporpamMmme. Heo6xoAnMo Takxe onpefenmTb MECTONOIOXEHNE XPaHEeHN MHhopMaL M ¢
yuyeToM TpeboBaHuii NOKanbHOro 1 yAaneHHOro pacnonoXeHns opraHnsaunm.

MnaH BoccTaHoBNEHMA nocne 6eCTBUSA 0/KEH NPOBEPATLCSA N0 Mepe Heo6Xo04MMOCTU 4151 O6HapYXeHUs
npo6aem 1 NpoaoNXeHUs 0byyeHNss nepcoHana B npoLecce ero AeaTenbHOCTU. [JoXHa NPOBOAUTLCA Nepnoam-
yeckas nepeoLeHka naiaHa BOCCTAHOB/IEHUA NOC/e NpepbliBaHNA 6U3Heca C Liefiblo NPOBEPKN €ro akTyanbHOCTH.
OpraHusaynms fo/HKHa onpefennTe MMHUMabHY0 MepuognyHOCTb MPOBEAEHNS Kak MPOBEPOK, Tak N MepeoLieHKM
BOCCTaHOB/IEHWNS Noc/e npepbiBaHna 6usHeca.
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12.4 BHewHWe nocTaBLWnKm ycnyr

®urHaHCOBbIE yUpexaeHunsa TpebyloT, YToObl K NpefocTaBIaeMblM U3BHE KPUTUYECKUM YyCaiyraMm, Hanpumep,
K 06paboTKe AaHHbIX, (PUHAHCOBbLIM OnepaLusam, ceTeBbIM yCayram U co3gaHunio NporpaMmMHoro obecnevyeHus,
NPUMEHANNCH 3alMTHbIE MEPbI U 3alUnTa MHOPMAaLLMKN TaKoro Xe YPOBHSA, YTO U B caMoli opraHusaunu. KoHTpak-
Tbl C BHEWHUMYW NOCTaBLMKaMy YCNyr AOJ/DKHbI BKAOYaTb B ce6s1 3/IeMeHTbl, HeobXxoaumble ANA yoexaeHus
hMHAHCOBOrO0 yupexAeHns B TOM. 4TO:

- NOCTaBLYNKM NOAUNHAKOTCA NPAKTUYECKUM NpUeMam v NoamMTuke 6e30nacHoCTy opraHusaLlmm,;

-0TYeThl, MOAFOTOB/IEHHbIE KOHCANTUHIOBON ByXxranTepckoii (oMpMoil NOCTaBLLUKOB, JOCTYMHbI OPraHu-
3auuu:

- BHyTPEHHMe ayAnTOpbI OpraHM3anm uMeT Npaso NPOBOANTL ayANTbl NOCTaBLLMKOB, CBA3aHHbIE C NpoLie-
AypaMmu v 3alMTHbIMW MepamMun opraHnsauum:

- NOCTaBLMKN MOAUYMHAKOTCA YC/MOBHbIM COrNalleHnsM O NOCTaB/IeHHbIX CUCTeMax, MPoAyKuUM Wamn
ycnyrax.

B floNONIHEHNE K BbILLIEN3N0XEHHOMY, CNeLUannCcTbl KOHKPETHOTO (OMHAHCOBOTO YUpeXAeHNs fO/KHbI NPo-
BECTU He3aBNCUMYIO (DMHAHCOBYIO NPOBEPKY NOCTaBLLMKA YCAYT 40 3aKNI0UEHUS C HUM KOHTpakTa.

[lo nonyyeHns rapaHTUIiHOrO NuUcbMa, NOATBEPXAALWEro Hannyne 3awmnTHbIX Mep UHGOPMaLNOHHO
6€30NacHOCTU. [,e/I0BbIX OTHOLLIEHW C NOCTaBLLMKOM YCyr 6bITb He AO/MKHO. PykoBoguTenb Cnyx6bl o6ecneyve-
HUA MHPOPMALMOHHON 6e30NacHOCTY A0/IXKEH NPOBEPUTL NporpammMy obecneyeHns 6e30NacHOCTM NOCTaBLLMKa
ycnyr AN onpefeneHns, cornacyetcs /iv oHa c NporpaMmoi opraHusauuu. Jliobble pasHornacus Ao/MKHbI paspe-
WwaTbCa NyTeM 06CYXAEHNA YC/OBMIA C NOCTABLMKOM yCnyr 1M60 NocpeAcTBOM npouecca NPUHATAS pucka B
opraHusauum.

B fononHeHne k Tpe6oBaHNAM MHOPMAaLMOHHO 6€30NacHOCTU A0r0BOPbI C MOCTaBLMKaAMMW YCNYT AO/MKHbI
BK/1l0YaTbL B cebs1 TpeboBaHNA 0 HepasrnalleHun nHpopmauny n YeTkoe onpeaesieHne OTBETCTBEHHOCTY 3aYObIT-
Kn. ABNAOLLMECa cneacTBMEM HeA0CTaTKOB B 06ecneyeHny MHOPMaLMOHHOW 6e30nacHOCTM.

12.5 Tpynnbl TECTUPOBAHWUA HA NPOHUKHOBEHWE B KOMMNbIOTEPHbIE CUCTEMBI

Mcnonb3oBaHue cneunanucTa no TecCTMpoBaHuIo Ha MPOHUKHOBEHMWeE (Kak Npasuio, nogpagunka) 415 oueH-
K appeKkTMBHOCTM 6€30NacHOCTU CUCTEMbI MOCPEeACTBOM NOMbITKM MPOHUKHOBEHUS B CUCTEMY C BeJoMa 1 npun
corfiacum cooTBETCTBYIOLWEro J0/MKHOCTHOIO NnLa opraHmsanum aBnseTca O4HON U3 NpeAnocbi/IoK co3faHns
[oBepus K nporpamme obecneveHnsa 6e3onacHocTu.

Mo Mepe yCnoXHeHUss KOMMNbIOTEPHBLIX CUCTEM NoAAepxaHne 6e30MacHOCTU CTAHOBUTCA BCe bonee 3aTpya-
HUTeNbHbIM. Icnonb3oBaHne rpynn TeCTUPOBAHUA Ha MPOHUKHOBEHME MOXET COAeNCTBOBaTL 06HaPYXEeHM0 cna-
6bIX MECT B cucTeme opraHusaumm. OfHaKo He06X0ANMO YUUTbIBATL HEKOTOPbLIE [ONOJ/THUTE bHbIE BOMNPOCHI. MoA-
PAAYMK [O/KEH OblTb CBA3aH COOTBETCTBYIOLW UMY 0653aTeNbCTBAMU UK 061aAaTh 4OCTATOYHBIMU BO3MOXHOC-
TAMW ANS BbINOMIHEHUA NI06bLIX 06593aTeNbCTB, BO3HUKaLWMM B pe3ynbTaTe erofelicTBuii.

[na KoHTpoNs 3a cBoeil Nnporpammoli o6ecnevyeHnss 6€30NacHOCTN OpraHn3auns He JOo/KHA nonaraTbcs
TO/IbKO Ha OTYeTbl TECTUPOBAHNA Ha NPOHUKHOBEHME.

Mpobnema HepasrnalleHns pe3ynbTaToB TECTUPOBaHUSA [0/MKHA 6bIThb peLleHa B KOHTpaKkTe Co cneyuanmcra-
MW N0 TECTUPOBaHMIO HA NPOHNKHOBEHWe. Jllo60oe pasrnaweHne npobaemMbl 6€30MacHOCTU [O/KHO OCyLecT-
BNSAATbCA N0 YCMOTPEHMIO OpraHm3auunu.

12.6 Kpuntorpaduyeckne onepayunmn

Passutue VT 3HAYMTENbHO YCAOXHWU/IO TPAANLMOHHbIE METOAbl KOHTPONA MHopMaLuu. MNMonynspusayms
Kpuntorpadmyecknx ycTpoiicTe npefocTtaBuia (hMHAHCOBbLIM yUpexeHNAM BO3MOXHOCTb BHOBb JOCTUYb paHee
YCTaHOB/IEHHOTO YPOBHS 6€30MacHOCTU, CBSA3AHHOI0 C 6aHKOBCKMUM [le/1I0OM, C y4eTOM YCOBEPLUEHCTBOBAHUSA TeX-
Hos10rMK 06paboTKN NHOPMaLUN.

Kak B cnydae ¢ o601l HOBOW TEXHONOMMEN, CyL,ecTByeT ONacHOCTb HENPaBU/IbHOrO UCMNOMb30BaHNSA KpUN-
Torpadhmyecknx MeTofioB peleHns npobiem obecneyeHms 6e3onacHoOCTU. BaxHo, 4To6bl opraHm3anmn npuHuMa-
Nv agekBaTHble pelleHns no BbiI6opy, MCNOb30BaHUIO 1 MOCTOAHHOMY OLleHUBaHUIO CBOUX 3aLUTHBIX Mep. OCHO-
BaHHbIX HA NPUMEHEHNN KpunTorpacuu.

Mpeanonaraetcs, 4To NOTPEBHOCTL B KpunTorpaduyecknx 3aWwUTHbIX Mepax obwenpusHaHa. B 3aWmnTHbIX
mepax, npegnaraembix B pasgenax 9—15, ncnonb3yoTcs WudpoBaHne, Kofbl ayTEHTUdMUKALUN COOBLEeHNIA n
undposas nognuck. 4nsa Kaxaolh 3 aTux Mep Takxe TpebyeTcsa pasfeneHve Knden n okasaHue ycnyr no mx
cepTudmkaymm.

KpunTorpadguyeckme 3alnTHbie MePbl MOTYT NPOTMBOAENCTBOBATL Yrpo3aM HapyLleHnsa KOHPUaeHUnanb-
HOCTW M L,eNnocTHoCTN nHdopmauun. Kpuntorpadumyeckue salimTHble Mepbl, Takme Kak WudpoBaHue nayTeH-
TUduKaumnsa. TpebyloT CoXpaHeHUsA CEKPeTHOCTW OnpefesieHHOro Martepuana, HanpuMmep Kkpuntorpadmyecknx
Knoyei.
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[na noagepxkn kpuntorpaguyueckmx 3aWwuTHbIX Mep MOryT NoTpe6oBaTbCs OA4HO WU HECKObKO CPEACTB,
reHepupyLWnx, pacnpeaenatoLwnx v HecyLMx OTBETCTBEHHOCTb 3a kpuntorpadunyecknii matepman. Mo BO3MOX-
HOCTUW. JO/KHbI UCMO/Ib30BaThCA MeXAYHapOoAHble CTaHAAPTLI N0 pacnpefeneHunto kayveil B 6aHKOBCKOM Aere.

CpepacTBa, o6ecneunBaloLme ynpaBneHve kpuntorpadmyeckum maTepmnanom, OMKHbl 6bITb hrsnyeckn
3alMieHbl Ha BbICWIEM YPOBHE, M HAa TakOM Xe YPOBHE [0/HKHO ObITb yripaBsieHne JoCTYynoM K HUM. B uenax
6€30nacHOCTM MHPOPMAaLMOHHOM cCUCTEMBI pacnpegenieHne Knveli JOMKHO OCYLeCTBAATLCS MO NPUHLMAY pas-
[EeNeHHOro 3HaHus.

Mpn Mcnonb30BaHUM HAAEXHbIX KpUNTOrpaduyecknx NpakTuYecknx NpruemMos 1 Npun apeKTMBHOM NIaHnpo-
BaHMM BOCCTAHOBJIEHNSA BU3HECA MOCe ero NpepbiBaHNA MOTYT BO3HUKHYTb LieaIn, NpoTuBopeyvalye apyr Apyry.
Heob6xoAMMbl TECHbIE KOHCYbTauuW NUL,. 0TBEYaKLW X 3a BOCCTAHOB/IEHNE nocne 6eACTBUS, U UL, OTBETCTBEH-
HbIX 3@ KpunTorpaduyeckyo nogaepxky, ¢ TeM. 4To6bl 0AHa Lieflb He NpoTUBOpeYuna 4pyroi.

KpunTorpaduyeckunii matepuan LOMXeH GbiTb NpeAoCTaB/EH K/IMEHTaM Tak. YTO6bl MMHUMK3MPOBaTb BO3-
MOXHOCTb KOMNpoMeTauun. KnneHT omxeH 6biTb 0CBEL0MMEH O BAXHOCTW Mep 3alnTbl KpunTorpaunyeckoro
MaTepuana. BzanmogeiictBue ¢ kpuntorpaduyeckoin cucteMoi nposaigepa ycnyr, KoppecnoHaeHTa unn knmeHTa
[O/KHO AOMYyCKaTbCSA TO/IbKO B COOTBETCTBMM C JOKYMEHTUPOBAHHbLIM rapaHTUAHbIM MUCbMOM.

KauecTBO 6e30MacHOCTH, CO34aBaeMoii kpuntorpadhnyeckoin npoaykuneli, 3aBUCUT OT NOCTOAHHOW LenocT-
HOCTW 3TOW Npoaykumn. Kak annapaTtHas, Tak 1 nporpamMmHas kpuntorpaduyeckas npoaykuma TpebyeT 3awmTbl
LLe/IOCTHOCTK, CONoCcTaBMOl ¢ ypoBHEM 6e30MacHOCTH, KOTOPbIV OHa NpegHa3HaveHa o6ecneunBartb. icnonb3o-
BaHVe cepTUULMPOBAHHbIX MHTErPasIbHbIX CXEM, HaAEXHbIX KOPNYCOB M 06HYNEHUA KoYell ynpolaeT 3aluty
annapartHbIX CUCTEM B OT/INYMM OT NPOrpamMMHbIX cpeacTB. Mpu 3awmuTe Hanbonee BaxHoO! nHopmaLmm Leneco-
06pa3Ho 1cnonb3osaTb KpunTorpaduyeckoe nporpaMMHoe obecneveHne NpPoaykUUn. 119 NoBbILWEHNSA LENOCTHO-
CTN CUCTEeMbI CegyeT MakCumMmasibHO MCNOb30BaTh Takme CBOMCTBA, Kak camoTecTMpoBaHue.

Mcnonb3oBaHve, MMNOPT U 3KCNOPT KPUNTOrpaddMyeckon NpoayKUNN pernaMmeHTUpyTCa HaunoHanbHbIMU
HOpMaTMBHbIMW NPaBOBbLIMY akTaMu rocygapcTs. HaunoHanbHble HOPMaTUBHbIE NPABOBbIE aKTbl B OTHOLIEHUN
MCMNosib30BaHWsA, MPON3BOACTBA, NPOAAXU, 3KCNopTa M MMMNopTa KpunTorpadnyeckmx ycTpoiicTB O4eHb pasimya-
10TCcs. PekoMeHayeTCst KOHCYNbTauuUs C OPUCTOM MM MECTHO BNacTbio.

12.7 PacnpefenoHuo kpuntorpadunyecknx knwouen

Kak v B 106011 TEeXHOMOTMK, CYLLeCTBYIOT OTHOCUTE/IbHO MPOCThIE, @ TaKkKe ApYrne 3/1eMeHTbl, BbIMO/THEHNE
KOTOPbIX TPeBYyeT CyLeCTBEHHbIX YCUNNI peann3anum n nogaepxkn. O 4HOM U3 TaKnX TEXHONOTWIA, MPUMEHeHNe
KOTOPOW TpebyeT TwaTeNbHOro NNaHnpoBaHns, 06y4eHns 1 TOYHOI peanunsalumn, ABNSETCA pacnpefenexHme Kpun-
Torpadpmyeckux knyeid. PacnpegeneHune kpuntorpamueckux kiodeii cM. B cTaHgapTax cepun U C 0 11568.

PacnpepeneHue kpunTorpaduyeckmx knwyei npegctasnseT coboii yacTb kpuntorpadum, kotopas obecne-
ynsaeT MeTobl 6e30nacHoli reHepauun, obmeHa, UCNONb30BaHUA, XPaHEHUSA U NpepbiBaHUA AeACTBUA KPUNTO-
rpadnyeckmx Knyeit, ncnonb3yemMbix Kpuntorpadmyeckum MexaHn3Mom. BHeapeHne kpuntorpadmyecknux meto-
[0B, TAKMX Kak lWWMhpoBaHve n ayTeHTUMKaLUSA, B KOMNbIOTEPHbIE CUCTEMbI Y CETb MOXET CNOCO6GCTBOBATL A0C-
TUXEHUIO MHOTMX Lieneli 6e3onacHocT. OAHaKo 3Tu MeToAbl 6ecnonesHbl 6e3 HafexXHOoro pacnpegeneHns Kpun-
TorpadMyeckux Ko4ei.

OCHOBHble (hyHKLUN pacnpeseneHns Kpuntorpaguyeckmux K4vein cocToAT B NpeocTaB/ieHMM KpunTorpa-
huyecknx knoyeli, He06X0AMMbIX ANA KpunTorpadmyecknx MeTofoB, U 3aluTe AaHHbIX kKnYeid oT nboro suaa
KomnpomeTtauuu. KoHKpeTHble npoueaypbl U TpeboBaHMA 6e30nacHOCTU ANA pacnpefeneHns AaHHbIX Knouei
3aBUCAT OT BUAA CUCTEMbI KpUNTOrpadumn, Ha KOTOpOi OCHOBaHbLI KpunTorpaduyeckne MeTobl, UX Xxapakrepa,
XapaKTepucTuk 1 TpeboBaHnii 6e30NacHOCTM 3almuLaeMoli KOMNbITEPHOV CUCTEMbI UK CETU.

Hanbonee BaxHbIM 418 U3y4yeHUs ABNAeTca BONPOCc ©f0cTaTouHOM rM6KOCTU pacnpefeneHns kpuntorpa-
dhunuecknx knoyeli AN adhpekTMBHOIO CNO/Ib30BAHUSA B KOMMbIOTEPHOI CUCTEME UK CeTu, 1 ero CooTBETCTBMUE
TpeboBaHNAM 6e30MacHOCTM CUCTEMBI. YCAYry NO pacnpefesieHnto Kpuntorpadunyeckux knyei JoMKHbl 6bITb
[OCTYNHblI B Nt060e BpeMsa M Tam. rae OHW NOTpebyloTcsa, BKAOYAs pes3epBHble NnomelieHusa. Pacnpegenexve
[aHHbIX Kl0Yell 4OMKHO ObITh YacTblo NaHa opraHn3alm No BOCCTAHOBIEHNIO KOMMbIOTEPHOM CUCTEMbI UK
cetu.

12.8 HENPUKOCHOBEHHOCTb YAaCTHOM XMNU3HU

duHaHCOBbIE yUpeXaeHns 061afaloT HEKOTOPOI 0C060 BaXHON MHhopmaL et 06 oTAeNnbHbIX TMLAX 1 opra-
HU3aumnsax. HaumoHanbHble HOpMaTBHbIE NPABOBbIE aKThl TPEBYIOT, YTOOLI 3Ta MHhopMaLma obpabaTbiBanach 1
XpaHunach B COOTBETCTBMM C ONpeAesieHHbIMY NpaBmunamMmn obecneyeHns 6€30NacHOCTN Y HEMPUKOCHOBEHHOCTM
YaCTHOW XN3HU. HekoTopble TexHuueckne n 6usHec-paspaboTku, HaNpumep ceTun, rpaduyeckoe npegcrasseHne
[OKYMEHTOB, Lie/f1eBOli MapKeTUHT 1 COBMECTHOE CMONb30BaHNe NHgopmMaunm mexay oTaenamm, Bbi3saaun nosbl-
LEeHHbIA NHTepec K npobnemam obecnevyeHns HeNPUKOCHOBEHHOCTMN BHYTPEHHEN XU3HeAeaTeNbHOCTY 6aHKOB.
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OpraHn3aynoHHO-pacnopsiAnTeNbHbIE LOKYMEHTbl (DMHAHCOBbLIX YUPEXAEeHU AOMKHbBI YYNTbIBATH HOPMbI
o6ecneyeHns HENPUKOCHOBEHHOCTU YAaCTHOW XU3HW, HANPUMEP NOM0XeHUs (PYKOBOACTBA), CBSI3aHHble C MH(Op-
mMaumei o kpeautax. CnegyeT Takxe 6biTb B Kypce HOBbIX MPUHMMAEMbIX HALMOHA/IbHbIX HOPMATUBHbIX NPaBOBbIX
aKTOB O HEMPUKOCHOBEHHOCTU YaCTHOW XU3HW NYyTEM UCNO/Ib30BaHUSA NCTOYHUKOB GAHKOBCKOW MHAYCTPUMN UK
APYTUX HE3aBUCUMbIX MCTOYHUKOB MHGPOPMAaLMK, a TaKXe KOHCYNbTaunu cneyuannctoB PUANYECKUX OTAENO0B
6aHKoB. Kpome Toro, 6aHKOBCKUE CyXallue, oCyLecTBASOWME MEXAYHAPOAHbIe onepayuum, 4O/KHbI 061aaaTh
3HAHWUAMM O PErMOHANbHBIX, MeXAYHAPOAHbIX U APYTNX 3aKOHAX 1 CBA3AHHbLIX C HUMU NOJIOXeHUsIX obecneyeHus
HEMPUKOCHOBEHHOCTUN YaCTHOW XU3HU.

®UHaAHCOBbIE YUpeXAEHUS 4OKHbI aHAaIM3MPOBaThL CBOU Onepaumm C Lesbio onpejeneHns agekBaTtHoCTyh
3alnUTbl MHhOpMaL MK O CBOMX KIMEHTaX U cnyxalmux. Heob6xoanmo pa3paboTarb KOHKPETHYH NOMTUKY 1 NpoLe-
Aypbl. Kacatouwmecs c6opa, UCNOMNb30BaHUSA 1 3alnTbl MHDOpMaLMK. laHHaa NoAMTMKa U npoueaypbl 40KHbI
6bITb OBEAEHDI 0 CBELEHUSA COOTBETCTBYOLWMX CAYXawWmx. Monutuka n npoueaypbl 06ecnevyeHmns HENPUKOCHO-
BEHHOCTMW YaCTHOW XMW3HU A0/IKHbI NpeaycMaTpuBath:

- c60p AOCTOBEPHbIX U TOYHbIX CBEAEHWNIA, KOTOpble 06ecneynBatoT NonyyeHne 0603Ha4eHHOW (huHaHCOBOM
notpebHocTY;

- 06paboTKy MH(hopMaL MK C Lesibio 06ecnevyeHuns COOTBETCTBYOLWMX OrpaHnYeHnii 4ocTyna, BkaYas onpe-
LeneHune Kpyra nuu,. KoTopble A0/KHbI UMeTb A0CTYN K MHopMaLMm, KOHTPO/b KayecTBa BO n3bexaHne owmnbok
npv BBOAE UM 06pabOoTKE AaHHbIX U 3alUTy OT HenpegHaMepPeHHOro HeCaHKLIMOHNPOBAHHOIO A0CTYNa,;

- COBMECTHOE MCMNOoJIb30BaHMe MHhopMaunm NnocpeacTBOM 3apaHee onpeaeneHHbiX npoueayp ¢ TeM. YToObI
UHopMaLns ucnonb3oBanach AN5 Lenei, MerLnx OTHOWEHMe K MpUYnHamM ee nepBoHavyanbHOro cbopa, un
KONNIEKTUBHOE UCMONb30BaHVe NHhopMaL M He NPUBOANIIO K NOSB/IEHNIO HOBbIX BO3MOXHOCTE HeCcaHKLMOHNPO-
BAHHOrO BTOPXEHUSA B YACTHYIO XU3Hb:

- XpaHeHue nHopmMaLuun c rapaHTueid ee 3alWnTbl OT HECAHKLMOHUPOBAHHOIO AOCTYNA;

- yBegomsieHne 06 ncnonb3oBaHUM MHhopMaunm n Hanuyme npoueayp, N03BONAKLWMX LY, Ybs MHDOpMa-
LM HAXOANTCS HAa XPaHEHUWN, UCNPaBNATL B Hell OLWNGKN 1 3anpellaTb UCNO/Ib30BaHWE 3TOW MHhopMaLun:

- YHUUTOXEHMeE CTaBLUel HEHY)XHOI nHhopmauuu.

Kpome Toro, 3/IeKTPOHHbIE 1 apyrne hopMbl KOHTPONS 3a AeliCTBUSIMU COTPYAHUKOB A,0/TKHbI COOTBETCTBO-
BaTb Tpe60BAHMAM OpraHM3aunoHHO-pacnopsAANTENbHbIX 4OKYMEHTOB, KOTOPbIE pas3nyatTcs no o61acTn oTeeT-
CTBEHHOCTW U pacnpocTpaHeHusi. B gononHeHune k npaBam pa6otogarteneil 4O/KHbI Y4UTbIBATLCS 3aL4MTa Nepco-
HaNbHOI MHOPMaL MK CNYXal X U X npasa.

®UHaAHCOBbIE YUpeXAeHUs O/MKHbI PACCMOTPETb BO3MOXHOCTY NPOBEAEeHNs ayanTa HENPUKOCHOBEHHOCTU
YaCTHOW XMN3HU. B xoae 3Toro ayamTa NnpoBOAUTCS OLEHKA, HACKO/IbKO XOPOLWO OpraHn3aumns BbINOMHAET 3aluTy
nepcoHanbHoO MHopMaLmm, n paccMaTpUBaKTCS CNOCO6bLI, KOTOpPbIMU VT MOXeT pewwaTtb npo6iembl o6ecneye-
HWS HENPUKOCHOBEHHOCTMW YaCTHOM’ XN3HN.

13 [JonosiHnTesbHble 3aWnTHbIE Mepbl

13.1 Mopapepxka PYHKLMOHUPOBAHUA 3alWUTHbLIX Mep

Mopaepxka PyHKLUOHNMPOBAHMUSA 3alMTHLIX Mep. BKoYatoLas aMUHUCTPUPOBAHNE 3TUX 3aLLUTHbIX Mep.
ABNSAETCA BAXHOI YacTblo NporpaMmbl o6ecnevyeHns 6e3onacHoCcTy (hMHAHCOBOTO yupexaeHus. O64a3aHHOCTbIO
PYKOBO/CTBA Ha BCEX YPOBHAX ABNSAETCA obecneveHune:

- YeTKOro onpefeneHus 06a3aHHOCTel N0 NoAAePXKe 3alUTHbIX Mep:

- Bblle/IEHNS pecypcoB opraHunsauumn 418 noanepxkn 3aluTHbIX Mep;

- NepnoANYecKoii MPOBEPKN U NEPEOLIEHKN 3aLlUTHBIX Mep C Liesiblo o6ecneyeHns NpoAoIKeHNa nx Hop-
MasibHOro (PYHKLMOHNPOBaHUA:

- OTCYTCTBUSA BO3[eNCTBNA NU3MEHEHUI annapaTHbIX/NporpamMmMHbIX CpeAcTB 1 06HOBNEHUI A cuctembl UT Ha
npegnonaraemMyto apeKTUBHOCTb CYLLECTBYIOLNX 3aLUTHBIX Mep.

- OTCYTCTBMSA NOABAIEHNS HOBbIX YTPO3 UK YA3BUMOCTEl BCAeACTBMNE AOCTUXEHWI B 061aCTV TEXHONOTWIA:

- 06HOBNEHNSA 3aLlUUTHBIX Mep 1 (M1n) fo6aBNEHNA HOBbIX 3alUTHbIX MEP NPW NOABAEHUN HOBbIX TpeboBa-
HWIA;

- nepecMoTpa v KOPPEeKTUPOBKM NONUTUKM 6e30MacHOCTM Wan fob6aBneHne HOBOW NOANTUKN BCAeAcTBME
M3MeHeHW 3alUTHBIX Mep.

Mpu ycnoBun BbINOSIHEHNS ONUCAHHbIX BblLLe MEPONPUATUIA NOAAEPKKN MOXHO n3bexaTb HebnaronpuaT-
HbIX 1 AOPOTOCTOALNX MOCNEACTBUIA.
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13.2 CooTBeTcTBUE TpeboBaHNAM 6e30nacHOCTH

MpoBepka cooTBeTCTBUSA TpeboBaHuAM 6esonacHocTu (ayamT 6e30nacHOCTU UM aHann3 6e30nacHoCcTm)
ABNAETCA OYEHb BaXKHbIM MEPONPUATUEM U UCMOMb3YeTCH ANa obecnevyeHns cCOOTBETCTBMSA NaaHy obecneveHuns
6€30MacHOCTN NHEPOPMALMOHHBIX CUCTEM M NoAAepXaHus 3 heKTMBHOCTM COOTBETCTBYHOLLEr0 YPOBHS MHhopma-
LIMOHHOI 6©30NacHOCTY Ha NPOTSHKEHNN CpoKa CNYXO6bl CUCTEMBI KN npoekTa UT. OLeHKy cooTBeTCTBUA TpeboBa-
HUsIM 6€30MaCHOCTH L,eN1ecoo6pasHo NPOBOAUTL HA CTAAMSAX NPOEKTUPOBAHNS, pa3padboTkv 1 peannsaunm nHgop-
MaLMOHHbIX CUCTEM, a TaKkXe Mpu UX COBEPLIEHCTBOBAHUN 1 ModepHu3aummn. CnegyeT Takxe cobnogaTb 0CTo-
POXHOCTb NpW 3aMeHe AN yaaneHnm KOMNOHEHTOB CUCTEMBI.

MpoBepkn cOOTBETCTBUSA TPe6GOBaHNAM 6€30MacHOCTU MOTYT NPOBOAUTLCS C MOMOLLbIO BHYTPEHHETO U BHeLU -
Hero nepcoHana (Hanpumep ayantopoB). Mpu npoBegeHny NPOBEPOK COOTBETCTBUS Tpe6oBaHNAM 6e30nacHoCTu
4acToT UCNOJb3YITCA NEePEeYHN KOHTPO/IbHbIX BOMPOCOB, CBA3AHHbIX C MONTUKOV 6€30MacHOCTM CUCTEMbI UN
npoekta UT. [aHHble NpOBepKW [AOSKHbI MJAHMPOBATLCS M MHTErpupoBaThCa B pa3paboTkM CUCTEMbl UK
npoekrta AT.

[lononHUTENbHLIM METOA0M, 0COBEHHO LesiecoobpasHbiM NpU onpegeneHny cobnioageHns TpeboBaHuii nep-
COHa/IOM. 3aHUMAalKLWMMCS onepaLnoHHol NoaAepXKo, U NONb30BATENAMUN ONpefesieHHbIX 3aWUTHbIX Mep U
npoueayp, ABASTCA BbIGOPOUHbIE NPOBEPKN. BbiGOpOUHbIE NPOBEPKU AOMKHbBI MPOBOAUTLCS AN rapaHTMpoBa-
HWUA NpaBUbHOI peann3ayum 1 MCNoMb30BaHNA HagNexalnx 3alnTHbIX Mep 6e30nacHoCTy, W. rae 3To YMeCTHO,
3alUUTHbIE Mepbl JO/XHbI MTPOBEPATLCA TECTUPOBAHMEM. B ciiyyasx, ecnv BblIICHAETCA, YTO 3aLLUTHbIE Mepbl He
COOTBETCTBYIOT N/1aHy o6ecneyeHmns 6e30mMacHOCTV CUCTEMbI, HEO6XOANMO YBEAOMUTL 06 3TOM PyKOBOZCTBO NPO-
6/1eMHOro cekTopa opraHusauum, co3gatb, peannsoBatb U NPOTECTUPOBATL NaH KOPPEKTUPYIOLWMX Mep. a pe-
3ynbTaTbl peanusauum 3Tux Mep — npoaHanm3npoBarthb.

13.3 MOHUTOPUHT

MOHUTOPUHT MHOPMALMOHHBIX CUCTEM NpeAcTaBAseT CO60 BaXHbli KOMMOHEHT NiaHa o6ecneyeHns NH-
chopMaLmoHHOI 6e30NacHOCTN. MOHUTOPUHT MOXET CNYXWUTb A8 PYKOBOACTBA NokasaTesiem peann3aumm 3amT-
HbIX Mep. TO eCTb ABMATCA N 3TU 3aLUTHbIE MePbl YA0BNETBOPUTE/IbHBIMU, 1 BblN1a N peanm3oBaHa nporpaMMa
noAfepxXkun 3awmnTHbIX Mep. MNepBoHavasbHbI N1aH o6ecnevyeHns 6€30NacHOCTU MOXHO CpaBHUBAaTb C pe3sy/bTa-
Tamy MOHUTOPWHTA C Lenblo onpegeneHns apeKTMBHOCTA 3alLUTHbIX Mep.

MHOrouncrieHHble 3awWnTHbIe Mepbl Bbi3biBAOT HEOHXOANMOCTb CO3AaHNS XXYPHANO0B PerncTpauny BoIXo4-
HbIX laHHbIX. CBA3AHHbIX C COObITUAMU 6€30NaCHOCTU. DTW XYPHAsIbl LO/IKHbI MEPUOAUYECKU NPOCMATPUBATLCS
1. N0 BO3MOXHOCTU, aHaNn3MpoBaTbCA CTAaTUCTUYECKMMU METO4aMMU C Lie/Ibio PAHHEr0 0GHapPYXeHNA N3MeHeHnl
TEHAEHUNIA 1 NOBTOPSAOLWMXCA HEGNArONPUATHLIX COOLITUIA. BCe M3MEHEHUS, CBA3aHHbIe C akTUBaMu, yrposamu,
YSI3BUMOCTSIMU 1 3aLUTHBIMU Mepamu, NoTeHLManbHO MOTyT OKa3blBaTb CYL,EeCTBEHHOE B/IWSIHUE Ha puUCKK, a
paHHee oGHapyXeHne n3MeHeHuii N03BONSET NPUHATL NpeAynpeuTenbHble Mepbl. /IcnoNb3oBaHne XypHanos
perncrtpauum ToNbKO B LLefISX aHanm3a nocse cobbITUii 03HaYaeT UTHOPMPOBAHME 3TOr0 BAXKHOT0 MexaHu3ma 3a-
WNTHBIX Mep.

MOHUTOPUHT fOMKEH Takke BKIYaTb B ce65 NnpoueAypbl peryisipHoro npegocTaB/ieHns 0T4eTOB COOTBET-
cTBylOLWEMY paboTHUKY CNyx6bl 06ecneyeHnsa MHHopMaLMoHHO! 6e30MacHOCTN U PYKOBOACTBY.

14 Pa3pewleHve VHUUOEHTOB

141 MeHepXMeHT cobbITui

Co6bITeM B 061acTi 6e30nacHOCTU ABAAETCA NAEHTUMULMPOBAHHOE NOAB/IEHE COCTOAHUA B MHhopMaLn-
OHHOI UM KOMMYHWKaLMOHHOW cUCTEeMe, KOTOPOe yka3biBaeT Ha BO3MOXHOE HapyLleHne NoMTKMN 6e30nacHocTh
WM Ha HECNOCOBHOCTb 3aLUTHOI Mepbl 06ecneynTb agekBaTHyO 3awWw Ty akTuea. J/llo6as paHee Hem3BecTHas
VNN HeoXunAaHHaa cUTyauns MoXeT UMeTb OTHOLLIEeHUe K 6e30NacHOCTM U A0/KHA TpakToBaTbCs kak cobbiTve B
obnacTn 6e3onacHocTU. MHUMAEHTOM 6e30nacHOCTM ABSIETCA Cepus U3 OAHOTo unu 6onee HexenaTenbHbIX UK
HEeOXMAaHHbIX COBbITUIA B 061acTu 6e30nacHOCTH, KOTopble 061aaatloT 3HAYMTENbHBIM NOTEHLMANOM CO34aHUsA
yrpo3sbl 419 nHhopmaloHHol 6e30nacHOCTU UM NPUYNHEHUA Bpea 6usHec-onepauuam. MoseneHne cobbITui B
obnacTn 6e3onacHoCcTu Hen3bexHo. Kaxaoe Takoe cobbiTue AOMKHO pacciiefoBaTbCs C Lie/blo onpefesnenus,
ABNIAETCA /M OHO MHUMAEeHTOM 6e3onacHocTu. CyTb 3TOro pacc/iiefoBaHna Ao/KHA 6blTb cOpasMepHa yuepoby,
NPUYNHEHHOMY COGBLITUEM, UM NOTEHLMANTBHOMY Ylep6y, KOTOPbI OHO MO0 Gbl HAHECTU.

O6paboTka MHLMAEHTOB NpeocTaBAseT BO3IMOXHOCTb C/y)6e nHhopMaLnoHHOR 6e3onacHoCTV pearmpo-
BaTb Ha CnyvaiiHoe unu npegHaMepeHHoe HapyLleHne 06bI4HOro (PYHKLMOHUPOBaHusa cuctemsl T. Heobxoanmo
paspaboTaTb CxeMy pacciefoBaHNa UHLMAEHTOB 1 NpefCcTaBNeHNs OTYETOB O HUX. MPUTOAHYI0 A1 BCEX CUCTEM
WT nycnyr opraHnsaunun. laHHaa cxema fo/kHa BKIOYaTh B ceb5 npegcTaBneHne otyeTos rpynnam UT n 6us-
Hec-rpynnam gns noayvyeHns 6onee WNPOKOro NpeAcTaBAeHUst 0 BO3HUKHOBEHUN HUUAEHTOB MHAYOPMaLMOHHO
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6e30NacHOCTN M COOTBETCTBYHOLWMX YIPO3 W CBSA3AHHOIO C HUMU BO3AelcTBUSA Ha akTuBbl UT 1 6u3Hec-
onepaunv. [JLONONHUTENbHYIO UHOPMAaLUI0 06 YperynmpoBaHuM UHUUAEHTOB U MeHe)KMeHTe COObITUA CMm.
B MCO/M3K 18044 [33].

OCHOBHbIMY 3aja4aMun BO BpeMs paccriefoBaHua nHUnAeHTa MHopMaLnoHHOW 6e3o0nacHOCTM ABnseTcs
pearmpoBaHue Ha UHLMAEHT Hanbosiee NoAXOAALWNM N 3hDEeKTUBHBIM 06pPa30M 1 U3B/IEYEHVE YPOKOB U3 NHLK-
[eHTa MHOopMaLMOHHOK 6e30MacHOCTM C TEM. YTOObI B ByyLiemM MOXHO 6b1/10 n36exaTb aHanornyHbIX Hebnaro-
NPUATHLIX COBLITUIA. B HEKOTOPBIX CUTYaLUAX MOXET BO3HUKHYTb (0OCOBEHHO 414 3aluTbl penyTauumn opraHusaunm
OT KPUTMKN HEeOCBe[OM/IEHHOW He06poXenaTelbHO HACTPOEHHO 06LL,eCTBEHHOCTHN) HeobxoaMMOCTb 06ecneye-
HMA 3aWUTbl KOHPUAEHLMANBHOCTU MHOPMAaL MK, UMetoLLel OTHOLEHNE K MHLUAEHTY MHpopMaLoHHol 6e30-
nacHoOCTW.

MoparoToBneHHbIN NAaH AelicTBUIA C 3apaHee onpeAeieHHbIMY peLleHnAMN NO3BOJIMT OpraHnsaLmm ocyle-
CTBMTb pearnpoBaHue B TeYeHne NpMemMaeMoro cpoka c Liefblo orpaHnyeHmnsa ganbHeliwero yuwepba n 1am, rae
3T0 BO3MOXHO, NPOAO/IKUTL GU3HEC-AeATe/IbHOCTb NOC/1e NPUMEHEHNA AOMNOMHUTENbHbLIX Mep. MnaH 06paboTku
VHLUMAEHTOB AOJ/KEH BKIOYaTh B cebsi Tpe6oBaHNe XpOHON0MMYeCKOro AOKYMEHTUPOBaHNS BCeX COObITUI 1 aei-
CTBWIA. laHHbIN (hakTop AO/HKEH NPUBECTU K ONpefeneHunto UCTOUHNKa nHungeHTa. OH sBnseTcsa NpeanochinKoi
ONA [OCTUXEHUS LN, a UMEHHO CHUXEHUA 6YAYLIMX PUCKOB NOCPELCTBOM Y/yYlWeHNsA 3alUTHbIX Mep.

BaxHO Takxe npoBefeHne N [OKYMEHTUPOBaHWe aHann3a NHUUAEHTOB C pacCMOTPEHMEM CriefyoLLmnX Bon-
pocoB:

- 6blna Nn Hagexatmm 06pa3om JOKyMeHTUpOBaHa XPOHOJI0rMsA COObITUI 1 AeiCTBUIA;

- cobnogancs nu nnakx;

- 6bl1a N Heob6xoAnMasa nHopmaLuma 4OCTyNHa COOTBETCTBYIOLWEMY NepcoHany;

- 6blna N HeobxoAUMas MHpopmaumnsa 4OCTyNHa CBOEBPEMEHHO;

- yeM ByayT oTNIMYATbLCA AelicTBUA NepcoHana B cneayoLwuii pas;

- 6b1n N1 3hPEeKTMBHBLIM NpoLEecc aHanmM3a nHumaeHTa (obHapyxeHne/pearnposaHne/npoacraBneHme otye-
Ta) NN ero MOXHO yCOBEepLLUEHCTBOBATb;

- CYLeCcTBYIOT 1M Mepbl yipaBaeHns N8 npegynpexaeHns noBTOPHOTO BO3SHUKHOBEHUSA CBSA3aHHOIO C 6e-
30NacHOCTbI0 COObITUA?

OTBEeTbl HA 3TN BOMPOCHI U MPUHATME peLleHnii MO NOAYYEeHHbIM AaHHbIM AO/KHbI CHU3UTb BEPOSITHOCTb
nosABAEHNSA UHLMAEHTOB B 6yayLieMm.

14.2 PaccnepoBaHusa v npaBoBasa 3KcnepTmsa

[Nsi HeKOTOPbIX MHUNAEHTOB TpebyeTcs fONOMHMTENbHOE pacc/efoBaHNe. YyalanLwmecs cyyan MoweH-
HMYecTBa. He0BONLCTBO CAYXaluX, a TakKe HeKOTOopble NPaBoBble BOMPOCHI CO34alT NOTPe6HOCTb B pacce-
[O0BaHUN AeATeNbHOCTU COTPYAHUKOB B cucTemax UT. lna nogaepxku paccnefoBaHusa MoxeT noTpebosaTtbcs
c60p 1 aHa/IM3 CUCTEMHBIX XXYPHAI0B perncTpauun, XypHanos pernctpayum cucteM o6Hapy>XeHns BTOPXEHWNI 1,
MHOrAa, Bcex HakonuTenen Haguckax. MoryT notpeboBaTbcs CyAebHblli aHann3 aHHbIX HAKONUTENSA Ha AucKax,
BK/IOUas NOUCK yAaneHHbIX haitnos, napyrue Bufbl feTanbHOro aHanmsa nHuugeHTa. bonbWwnHCTBO opraHnsa-
unii o6nafaeT TO/IbKO OrpaHNYeHHbIMU BHYTPEHHVMMN BO3MOXHOCTSAMY /151 NPOBEeHNs Taknx paccnefoBaHunii n
aHanusa. OgHako Bce NnporpamMmmbl o6ecneyeHns 6e30NacHOCTM f0/KHbI BKAOYaTb B CE6A MUHMMabHOe 06yye-
HVne 06paboTKe CBUAETENLCTB, NJaHy NPOBEAEHUSA pacciefoBaHnsA U 4eiCTBUAM N, NPOBOASLLMUX pacciefoBa-
HVe, a TakXke BbINMOJIHEHWNIO Pa3HbIX BUAOB NPaBOBOI aKCnepTu3sbl. PeanbHble NOTPe6HOCTM paccaiefoBaHNsa 3Ha-
YNTENbHO pa3nnMyalTca 4N pas/IMyHbIX opraHu3saLlmnii n pa3nnyYHbIX UHLMAEHTOB.

14.3 O6paboTKa NHUNAEHTOB

MnaH 06paboTkN NHLMAEHTOB J0/DKEH GbiThb XOPOLLO U3BECTEH BCEM, KTO ByAeT MPUHNMAThL yuyacTue B HeMm.
B aHHOM nnaHe A0MKHblI paccMaTpuBaTbCA MHOTUE NOTEHLMabHble NPO6eMbl:

- MHUMAEHTHI, Nponucxofsume Bo BHepaboyee Bpems;

- noTpebHOCTK CBA3N (Kak BHyTpM opraHusaumu, Tak U CBA3b CO CpeAcTBaMy MaccoBOli MHopmaLumn u
KNneHTamu);

- NN1aHbl pe3epBMpPOBaHUS M AeCTBMIA B Upe3BblYaHbIX CUTYaLNAX;

- CBA3b C NOCTaBLMKaMm, BKIoYas 6usHec-napTHEPOB.

14.4 NMpo6aemMbl, CBSA3aHHbIE C aBapUNHOCTbIO

[ns nopaepxaHns LenoCTHOCTU MHDOPMALMOHHBIX CUCTEM NPY aBapuiiHbIX CUTyaLUsX He ciefyeT NnpeHe6-
peraTb npoueccamu obecneveHuns 6esonacHocTn. Heobxognmel cneuundryeckne npoLeccsl, N03BoAA0LWME 0Cy-
LLecTBUTb UCNpaB/ieHne aBapuiiHbiX CUTyaLmnii B NepByto oyepeb 419 paspeLlleHna Npon3Bo4CTBEHHbIX NPO6-
nieM, 1 co3faHna npoueayp ckopelilero Bo3spara k HopmanbHoli paboTe. Mpu N06bIX U3MEHEHNAX B MHGOpMa-
LLMOHHbIX CUCTEMAX BHOCSALLME UX NULA, BKIOYAA NepcoHan Nogaepxkn B YpesBblyaiHbIX CUTYaUNSAX, LO/KHbI
[OKYMEHTUPOBAaTb 3TN U3MEHEHWUS U NPOBOANTL HEOOXOANMbIVA aHanun3.
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Mpunoxexnune A
(cnpaBouHOE)

O6pasybl 4OKYMEHTOB

A.1 Pe3onouuna coBeTa UPEKTOPOB N0 BONPOCY NMHpOPMaALNOHHON 6e30nacHoOCTH

MoctaHoBuIU:

NHcopmauma aBnseTcs akTUBOM opraHusauuu.

B kauecTBe akTuBa MH(POPMaLUOHHbIE pecypcCbl K pecypcbl 06pa6boTkn MHOpMaLUU opraHnsaunun 4OMKHbI 6biTb
3aliMlyeHbl OT HECAHKLMOHUPOBAHHOTO UAWN HeHaj/exalero MCnosb3oBaHus.

PykoBoauTento opraHusaunn npegnucbiBaeTcs yuypefuTb nporpammy obecneyeHns MHdopmaunoHHOn 6esonac-
HOCTU. COrNacyLyca ¢ npueMaemMoil 6u3Hec-npakTUKoii, ¢ Lenblo o6ecnevyeHna Haanexaueii 6esonacHocTn MHop-
MaLUVOHHbIX aKTUBOB OpraHm3aunm.

A.2 MonuTuka nHcopmMmaynoHHO 6e3onacHoCcTmn

Monutuka HpopmaLMOHHON 6e30NacHOCTN ANA (DUHAHCOBOTO yYpexaeHns

dunHaHCOBOE yuypexpaeHue cuntaeT uHopmaumio B No6oii hopme akTUBOM opraHn3aLun u HyXAaeTcs B COOTBET-
CTBYIOLMX 3aWUTHbIX Mepax AN o6ecnevyeHns 3awuTbl aHHOTO akTMBa OT HECAHKLMOHMPOBAHHOTO WU HeHajnexalye-
ro ncnonb3oBaHus. MHdopmayns Heobxoanma ans addekTUBHOW N pe3ynbTaTUBHOIW NoBCeAHEBHOW paboTbl opraHusa-
uun. MHdpopmaumsa AoMKHA UCNONb30BATLCSA TOMbKO ANA BbINONHEHWUA 3a[aHHOR uenu — BejeHUs 6GusHec-onepauynii
¢huHaHcoBOro yuypexpaeHus. MonuTtnxa Hawelt opraHn3aynym cocToUT B NpefocTaBieHnn JocTyna Kk MHopmMaLuumn Tonbko
Ha OCHOBE NPOBEPEHHOro «MNpuHUMNa Heo6xoAMMOro 3HaHua 6usHeca» u oTkase B JOCTyne BO BCEX APYrUX cayvanx.

Kaxablii cTapwmnii meHegxep nogpasgeneHnss hMHaHCOBOTO y4YpexAeHns HeceT OTBETCTBEHHOCTb 3a nojjaepxa-
HUe KOHMUAEHLMANbHOCTU, LLeNOCTHOCTU W JOCTYMHOCTU CBOMUX UH(OPMAaLMOHHbLIX aKTUBOB M JO/KEH cobnojaTh BCe
NoNUTWKKN, CTaHAapTbl W npoueAypbl, ONy61NKOBaHHbIe OTAe/I0M MHGOPMaLMOHHONW 6e30NacHOCTM M Kacallwuecs 3a-
WNTbl MHOPMaLNOHHbLIX aKTUBOB OpraHu3aLuu.

Bce cnyxauwune o6a3aHbl 0CO3HaBaTb, MOCTOSHHO NOAAEpPXMUBaTL U co6MOAATbL MONUTKKY, CTaHAAPThl U npoueay-
pbl opraHusauuu, ynpasnswuime 3awmnToil NHPOPMaLNOHHbIX aKTUBOB.

A.3 oroBop c pa6oTHUKaAMMN B 4aCTU UX OCBEAOMIEHHOCTH

OpraHusaumna cuntaeT UHoOpMaLnio akTUBOM, KOTOPbIA JO/KEH OblTb 3alyuLLeH.

Mos 0683aHHOCTb COCTOWT B TOM. YTOGbl CO3HaBaTb, MoAAepxXuUBaTh U cobnAaaTb BCe NOAUTUKU, CTaHAAPTHI U
npoueAypbl opraHusauumn, ynpaensioune 3awutoi MHHOPMaLNOHHbIX aKTUBOB.

MHe 6bln BblJaH 3K3eMNAApP PykoBOACTBa NO o6ecnevyeHno MHPOPMaLMOHHOK 6e30macHOCTU opraHusauumn, u s
cornaceH cnejosatb NpuWBeJeHHbIM B HEM NpaBuiam.

#1 cornaceH ucnosnb3oBaTb UHGoOpMaLuno opraHusauum n obopyfosaHue gna o6paboTkn UHopmMauumn, K KOTo-
pbIM A MUMet AO0CTyn, TONbKO ANA BbINOMAHEHUA MoUX paboumx o6a3aHHOCTEN.

A nMoHMMalo, 4TO opraHusauuMa MoOXeT npocmaTpuBaTtb N6y MHDOPMaLU UK Coo6LLEeHUsA, KOTopble S Mory
co3gaBaTb, UCNONb3yAa pecypcbl 06paboTkn MHopmaunum opraHusaunun. flaHHble pecypcbl Bkaw4vatlT B ceb6a (HO He
orpaHnyYMBalOTCA MMU) TEKCTOBbIE MPOLLECCOPbI, 3/IEKTPOHHbIE MOYTOBbIE CUCTEMbI W MEpCOHaNibHble KOMMbIOTEPSI.

0653yl0Cb HeMeANeHHO cooblaTb 0 N060M NOJ03PUTENILHOM NOBEAEHUU UMU CUTYyalnn, KOTOpble MOryT co3ja-
BaTb yrpo3y 6e30nacHOCTU MH(OPMAaLMOHHbLIM aKkTuBaM opraHu3aLun, Moemy pyKoBOAUTENIO.

1 noHumato, 4To 3n10ynoTpebneHne MHMOPMALNOHHBIMU akTUBaAMU OpraHu3aLuy roxeT NPUBECTU K AUCLUNIN-
HapHoMy pasbupaTenbCTBY, HanpaB/eHHOMY MPOTUB MEHS.

NaTta

pamunus cnyxauwero noannce

csBuaeTtenb (WU pyKoBOAMUTENb)

A.4 SKpaHHble NpeAynpexXgeHns npu BXoae B CUCTEMY

[laHHaa yacTHasi KOMNblOTepHas cuctema ABNSETCA CUCTEMON, AOCTYN K KOTOPO orpaHu4yeH HecaHKLWOHMPO-
BaHHbIM NuuamMm. JoCTyn CaHKLMOHUPOBAHHbIX NUL, OrpaHMymBaeTcs (MYHKUUSMU, OonpefeneHHbIMU ANA BbiNOJIHEHUSA
MMKN cBOUX 06sA3aHHOCTel. /1060l HecaHKLMOHMPOBAaHHbLIN AOCTyn 6yaeT paccnegoBaTbCs M npecnefoBaTbcs B cyae6-
HOM nopsake, eCiv Bbl. He SIBAAACH NO/THOMOYHbIM NO/Mb30BaTe/IeM, HEMEANEHHO HEe OTK/IUYUTEChb OT CUCTEMBbI.

B KkayecTBe anbTepHaTUBbI:

LOCTYN K 3TO KOMNbIOTEPHOW cucTemMe paspelleH TONbKO NOSHOMOYHbLIM NOMb30BaTeNnsaM. HecaHKLMOHMPOBaH-
Hblli gocTyn/monbITkM AgocTyna 6yAyT npecnefjoBaTbCs B cyfge6HOM nopsgke. Ecnu Bbl He fABNsSeTeCb MOSTHOMOYHbIM
nonb3oBaTeNieM, OTK/IOYNTECh OT CUCTEMbI.
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A.5 dakcumunbHble NpegynpexpeHns
MnaTtexHoe npeaynpexgexHune
NMPEAYNPEXAEHWNE
He nonaraiitecb Ha 3Ty nepegauyy nNpu Bbinaate AeHer UM UHULUMPOBAHUN ApYrux onepauunii 6e3 He3aBUCUMO
NpoBEpPKN ee NOSIHOMOUWNWA

3asBneHne o npaBe CO6GCTBEHHOCTH

[loKyMeHTbl, BKNOYEHHbIE B NUCT (hakCUMUNBHOW nepegaun, cogepxart MHdopmauunio kopnopayuu, asnawLyocs
KOHpMAEeHUManbHoW n/mnn npegHasHa4YeHHOW ANA OrPaHUYEHHOro Kpyra nvy. npejHasHa4YeHHy ANS UCNONb30BaHUS
ajpecaTtoMm, Ybe MMS yKaszaHO Ha MCcTKe nepefayn. Ecnv Bbl He ABNAeTecb agpecaTtom, obpaTtute, noxanyicra, BHUMa-
HMWe Ha To. 4To Nnb6oe packpbiTue, hOTOKONMPOBaAHUE, pacnpocTpaHeHUe UM UCNONb30BaHWE COAEPXaHUA JAaHHOTo
takcumMmnbHOro coobweHna sanpeuweHo. Ecan Bbl nonyynnm gakcumunbHoe coobujeHne no owwnbke, noxanyiicra,
cpasy xe yBegomute no tenedoHy oTnpaBuTens, A8 TOro 4To6bl Mbl MO/ OPraHM30BaTh 6ecniaTHbll/i BO3BpAT faHHbIX
AOKYMEHTOB.

A.6 NHOopMaLUOHHbI/ 6lonneTeHb No 6e3onacHoOCTH

MpeaynpexageHne o KOMNbIOTEPHOM BUpyce

CornacHo ouymanbHbiM COOGLLEHNSIM KOMMNbIOTEPHbIA BUPYC, U3BECTHbIN Kak «BUPYC MwukenaHpxeno», 6bICTpO
pacnpocTpaHseTca N0 BCEMY MUPY M MOXeT oka3aTbCA Hambonee pas3pywuUTesbHbIM BUPYCOM 3a nocnefHue rofbl.
MN3BECTHO, 4TO OH MHULMpPYeT cnucTtembl Ha 6a3e DOS c Bepcuell 2.xx UK Bbllle.

BospelicTBune

[laHHbIi BUPYC HAXOAUTCA HA MHAULMPOBAHHBIX KOMNblOTEPAX W fiBNsieTCA 6€34eCTBEHHbIM A0 faTbl €70 MHULU-
npoBaHua, To ecTb A0 6 mMapTa {AeHb poxaeHus MukenaHgxeno). B aToT AeHb OH Nepe3anucbiBaeT KpuTuyeckune
AaHHble CUCTEeMbl, Aenas AWCK HENPUTOAHbIM. VH(UUMpPOBaHHbIE AaHHble BKAKYAT e cebsa 3arpy3ouyHblie AaHHble u
Ta6bnuuy pasmeleHus gaiinoB Ha 3arpy3o4Hom (TMGKOM MK XKEeCTKOM) AUCKe.

BoccTaHOBNEHUE AaHHbIX MOMb30BATENA C MOBPEXAEHHOIO AMUCKA ABNAETCA KpailiHe 3aTpyAHUTE NbHbIM.

CumnTOMblI

Coob6uiaeMble CUMNTOMbI BKIOYAKT B cebs:

- cokpalweHune obbema cBo60AHON/MONHON NamaTh Ha 2048 6aWT.

- HEMPUTOAHOCTb TMBKUX AUCKOB UMW BbiBEAEHUE CTPaHHbIX cMMBOnoOB npu DIR komaHgax.

BaxXHO OTMeTUTb, YTO BUPYC MuKenaHAXenNno HWKOrAa He BbIBOAMT HUKaKUX cOOobLWeHnid Ha akpaHe [K.

Puck nHduynposanunsa

Bupyc pacnpocTpaHseTcs B pesynbTate:

- 3arpy3kuM ¢ MHULMPOBAHHON AUCKeTbl (f4axe B cnyvyae 6e3ycnelHon 3arpysku);

- 3arpysku C )XeCcTKOro Aucka, B TO BpeMs Kak MH(UUMpoBaHHaa AuckeTa HaXoAUTCA B guckosogde A 1 NOpT AUCKO-
BOAA 3aKpbIT.

Hocutenn gaHHbiX, UCNoMb3yeMblx 8 pabounx U AoMallHUX KOMNbloTepax, MOryT NpeAcTaBfisiTb PUCK C YPOBHEM
Bbile 06bIYHOTO.

A.7 dopManpuHATMA pucka

MpuHATHE pucka MHhopMaLnoHHON 6e30NacHOCTM

NanHas dopma [0XHA 3aN0/IHATLCSA, TONbKO eC/nn 6U3HeCc-NpPoLecc Uan CMCTeMa He COOTBETCTBYIOT CTaHAap-
Tam M nonauTUKam MHopMaLyMOoHHOK 6e30NacHOCTH M OTCYTCTBYeT nnaH o6ecneyeHns COOTBETCTBUA [JaHHON NonuTuke
B 6nnxaiiwem 6ygyuiem

NopgpasgenexHue Homep 3anpawuvsanouwero nogpasgefieHus
PykoBoAUTENb NOApPa3feneHuns HasBaHue 3anpawwvBalLero nogpasgeneHus
CTpaHuua n HOMep NyHKTa B NonuTHKe/cTaHaapTax faTta

MpuHATME pucka 3anpawuBaeTca AAA (MPUBECTU onucaHue)

OnucaHne 6usHec-npouecca (NMPUNOXUTb JOMNONHUTENbHYIO JOKYMEHTaLN NpyU Hannummn)

O6uwee yncno onepayuini 3a nepuop
MoNnHbIA AeHexHbIi 06bem onepauuii 3a nepuog,

fABnseTcAa Nu BpeMeHHOW MHTepBan onepauunii 3aBUCUMbIM? (NPUBECTU onucaHue).

3aTpoHyTbl N cueTa B o6LLeli 6yxranTepckoi kKHure?

YpoBeHb PYKOBOACTBA, MOJyHaAlOWEro BbIXO4HbIE AaHHbIE
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3HAUYMMOCTb PeLeHUii, OCHOBAHHbIX HAa BbIXOAHbIX A aHH bl X
HopmaTuBHbIB/TOPNAUYBCKME AEICTBUTENbHbIE BCTPEUYHbIE YAOBNETBOPEHUS

PacnpocTpaHAloTCA N1 BbIXOAHbIE AAaHHbIe Cpeau KAMeHTOB? (NpuBeCcTn onucaHue)

HauBbicwas cTeneHb CEKPeTHOCTU o6pabaTbiBaeMoit MHopMayum

MpuBecTn onncaHue cCUCTEMbI, UCNOb3YEMON AN MOAAEPXKKU GuU3Hec-npouecca (MPUMOXUTL AOMOMHUTENbHYIO

OnucaHne Tuna o60pyaoBaHnsa (YMCAO KOMNLIOTEPOB, TUMLI U T. 4 .)

OnucaHue Tna CBSA3HOCTU Y3/10B CeTU (0KanbHasa ceTb, BMpTyaﬂbeIVI TeﬂeKOMMyHMKaL{MOHHbIVI MeTo4 AocTtyna,

LleHTpbl 06paboTku

Yucno nonbsosatenei

leorpaduueckoe pacnpegeneHve nosnb3osarteneii

OonucaTtb UHTepdeicbl K APYrMM cuctemam

Tpe6oBaHuA JOCTYNHOCTKN

Pa6oTaloT N Ha 3TOM 060pyA0BaHUMN ApYyrne NPUNOXEHUA (NPUBECTN onucaHue)

MoaAepXMBaTCA NI CUCTEMbI TPYNNOI LEHTPanbHbIX cucTemM? Ecnn HeT. NpuBeguTe ONUCAHUE WMEILWMUXCcs

MexaHN3mMoB nogaepxkKu

TUBBLI.

OnucaHune 6usHec/cMcTeMHbIX TpeﬁOBaHMﬁ COOTBETCTBNA NONUTUKE

anﬁ]‘lVlleTeﬂbHaﬂ CTOMMOCTb 06ecnevYeHnss COOTBETCTBUSA

OnucaHne UCNoNb3yeMblX UK NpesiaraeMbliX 3aWUTHbIX MepP 415 YMEHbLUEHUA pucka

Mpu6nnsntenbHas CTOMMOCTb UCNONb3YEMbIX UK NpefnaraemMbiX 3alUTHbIX Mep

Apyrue akTopbl, KOTOpPble HaA0 YUNTbIBATL NPU NPUHATAN [aHHOTO peleHuns (4pyrne pacCMOTPeHHble afibTepHa-
[ononHUTeNnbHble 6U3Hec-hakTopbl, AeACTBUA APYTNX KOMMAHWA u T. 4.)

PekomeHpoBaHoO fata
pykoBoauTeNnb nogpasgeneHuns
MpoBepeHo __ Nata
OTBETCTBEHHbIV 3a NH(DOPMALMOHHY 6e30MacHoOCTb
KommeHTapuu: _
YTBEpXAEHO fata__

pyKOBOAUTENb C A€/IETMPOBAHHBIMU NOMTHOMOYUAMU

Homep goKymMeHTa NpUHATUS pucka (MPUCBOEHHbIN PaBGOTHUKOM CnyX6bl 6e3onacHoCTH)

[lata cnepyloweil nposepku

Knaccudunkaums nHopmaunoHHol 6e3onacHocTu:
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A.8 lOroBOp C HAJOMHbLIM PAaGOTHUKOM W pacnpeaeneHne pa6oThbl
[,0r0BOP O ANCTAHLUMOHHOM NPUCYTCTBUYN Mex Ay paboTogaTenem u paboTHUKOM

HacTtoswuii foroBop MmMeeT cuny mexay (B panbHeiwem
MUMeHyeMblM «PaBGOoTHUKOM») W (B panbHeiwem WMeHyemoW

«KomnaHueii»), CTOpoHbI, HaMepeBawlecs NPUHATbL Ha cebs lopugnyeckue o6a3aTtenbCcTBa, JorosapuBalTcs Mo
noBojy clieaylouero:

O6bem 06A3aTeNbLCTB N0 4OTOBOPY

Pa6oTHWK cornaceH okasbiBaTb ycnyrn KomnaHuy B kayecTBe HafoMHOro Pa6oTHuka. PaboTHMK cornaceH c Tem.
4YTO ANUCTaHUMOHHOE NpUcyTCTBUE ABNsSeTCH A06POBONLHLIM U MOXeT 6bITh NpekpaljeHo KomnaHueii B Nlo6oe Bpems no
Kakoin-nn6o npuynHe unm 6e3 Hee.

O6s3aHHOCTM, 06A3aTenbCcTBa U ycnoBus pa6otel Pa6oTHuka KomnaHuu, OTAMYHble OT 06A3aHHOCTel u o6s3sa-
TeNbCTB. Hanaraemblx Ha Pa6oTHMKa, B NPsiMOil (hopMe B COOTBETCTBUU C [iaHHbIM [OrOBOPOM, OCTATCSH HEU3MEHHbIMU.

TepMuHbl «yfaneHHoe paboyee MeCTO» UNWN «yja/leHHOoe MecTo paboTbl» 03HayalT MecTo xuTenbctsa PaboT-
HuKa unn no6oe yganeHHoe paboyee nomelieHne, og06peHHOe pPykoBOACTBOM PaboTHuka.

Ycnosus gorosopa

[laHHbll fOoroBOp BCTymaeT B CUAY CO AHS NPOCTaB/IeHHON AaTbl M ocTaeTcs B cuie, noka PabGOTHUK BbIMOMHAET
AWCTAHLMOHHYI pa6oTy, ecnn He GyAeT aHHYNMPOBaH paHbLue.

AHHyNMpoBaHue gorosopa

Yuactue Pa6oTHuka B pa6oTe KomMnaHum B KauyecTBe HAafOMHUKA SIBASIETCA NOSIHOCTbIO A06GPOBO/bHLIM U Npepo-
cTaBnsieTca TOMbKO TeM PaboTHMKaM, KOoTopble 6yAyT COYTEHbl MOAXOAAWMMU ANA 3TOrO MO yCMOTPeHWto KomnaHuw.
MpaBa AUCTAHLMOHHOIO NPUCYTCTBUSA He cyliecTByeT. OfHakKo, npeAnaras CBOM yCcnyru n 6yayun BblGpaHHbIM A5 BbINO-
HEHUSA ANCTAHLMOHHOWK paboTbl. PaboTHUK NpuUHUMaeT Ha ce6s 06A3aTenbCTBO BbIMO/IHATL AUCTAHUMOHHYO paboTy B
TeYeHue HecKoNbkux MecsueB. KoMnaHns He HeceT OTBETCTBEHHOCTW 3a pacxofbl, yuiep6 unm y6biTkM, BbiTekawowme us
npekpaueHna yyactua PaboTHMKa B AUCTAHLWOHHON pa6oTe. [laHHbI JOKYMEHT He ABNAEeTCS AOTOBOPOM O Haiime u He
MOXEeT TOJIKOBATbCS Kak TakoBOA.

BosHarpaxpgeHune

Pa6ouune yacbl, CBepxypoyHas pab6oTa, Haj6aBku 3a paboTy B HOUHOe BpeMs, 0TNyck; Pa60THUK COrNaceH ¢ TeM.
410 paboume yachl, KOMNEHcaLuNa 3a CBEPXYPOYHyl paboTy, HagbaBku 3a paboTy B HOUHOE BpeMs U rpaduk oTnyckos
6yAyT COOTBETCTBOBATbL YC/IOBUAM, COrN1acOBaHHbIM Mexgy Pa6oTHUKOM n KomnaHuei.

O6opypoBaHue AN ANCTAHLUOHHOTO MPUCYTCTBUA U BCNOMOraTesibHoe o6opyaoBaHune

Pa60THMK cornaceH ¢ TeM. YTO MCNO/b30BaHe 060pyA0BaHNsA, NPOrpaMMHbIX CPeAcTB, AaHHbIX N Mebenu, npe-
focTaBnsemMbix KomnaHueid gns Mcnonb3oBaHUS Ha AUCTAHLUMOHHOM paGoyeM MecTe, OrpaHUM4YnBaeTCs MOSIHOMOYHbI-
MU nLaMun B LENAX, CBA3aHHbIX C 6U3HeCOM, BK/Ilo4Yasa camoobpasoBaHue, 06yuyeHUe W BbiMOSIHEHUE 3ajaHunii. Pa6oT-
HUK MCNONb3yeT TeNEeKOMMYHMKaLNOHHOE 060pyJ0BaHME CTPOro B [e/I0BbIX Lensx. KomnaHusa He HeceT HUKakoil oTBeT-
CTBEHHOCTMW 3@ pacxofbl HA ANCTAHLWOHHYIO CBA3b, MOHECEHHbIE CAYXalWunx» Npu paboTe B NNYHBIX Lensx.

KomnaHns no cO6CTBEHHOMY YCMOTPEHUIO MOXeT pellnTb BONPOC NpuobpeTeHns o60pyA0BaHNSA 1 COOTBETCTBYIO-
WK1x matepnanos ANA UCMNONb30BaHUSA PaGoOTHUKOM MpW BbINOSIHEHUN AUCTAHUMOHHON pa6oTbl UM pas3pewnTb UCNOSb-
30BaHne 060pyaoBaHUsA, HaxoAsLerocs B co6CTBeHHOCTU PabGoTHuka. PelleHne, kacawoljeecs Tuna, xapakrepa, yHkK-
LUuiA n'mnu kayecTsa 3/1€KTPOHHbLIX annapaTHbIX CpeAcTB (BkaoYas KOMNbOTEPb!, Pakchl, BUAEOTEPMUHANbI, NPUHTEPBI,
MOJEMbI, MPOLECCOPbl AaHHbIX U ApYyroe TepMuUHanbHOe 060py/0BaHNe, HO He OorpaHnynBascb WMU), NPOrPaMMHOro
o6ecneyeHus, AaHHbIX N TeNeKOMMYHUKALMOHHOTO 060pyA0BaHUS (T.e. TeNeOHHbIX MUHKIA), OCTAETCA WNCKAUYUTENbHO
B KOMMNeTeHUUn KomnaHuw.

PeleHre 0 nepeMelieHUN UAN NpeKpaLleHUN UCNONb30BAHUS TaKoro o6opyA0BaHUA, AaHHbIX U/UAWM Nporpamm-
HbIX CPeACTB OCTaeTCs UCKIUYNTENbHO B KomneTeHuun Komnanuu. O6opyjoBaHue, NpnobpeTeHHOe ANA MCNONb30Ba-
HUA PaboTHMKOM, oCTaeTcs COGCTBEHHOCTbIO KomnaHuu. KomnaHus He HeceT OTBETCTBEHHOCTW 3a noTepu, yuep6 unu
M3HOC 060pyA0BaHNA, Haxo4AlWerocs B CO6CTBEHHOCTU PaboTHuKa.

Pa6oTHMK onpefenseT pa6oyee MeCcTO B NOMELLEHUN /1A AUCTAHLMOHHOIO NPUCYTCTBUA C Liefiblo pasMeLieHuns u
ycTaHoBKM 060pyAoBaHus, kKoTopoe 6yaeT ucnosb3oBaTbCs BO Bpems pab6oTbl. PaGOTHWUK JO/IXEH NOoAAepXuBaTb 3TO
paboyee MecTO B COXPaAHHOCTM U Takxe o6ecneynTb 3aliMTy OT pUcKoB c60A M Apyrux onacHocTelt ans Pa6oTHuka u
o6opyfgoBaHna. KomnaHua fosxHa of06puTb nomeleHne, Bbl6paHHoe B kayecTBe AWCTaHUWOHHOro pabouyero mecrta
Pa6oTHuKa. MpyN BHECEHWN KaKUX-TMG0 M3MEHEHWA B nepBOHauvasbHOE pacnonoXxeHwe annapatypbl Ha pa6oyem mec-
Te U HacTpoiike TeneKoOMMYHUKaLWOHHOrO 060pyf0BaHus KomnaHun pacxoabl HeceT PaGoTHUMK.

Pa60THMK cornaceH ¢ TeM, 4To KomMnaHua MoXeT nocew,atb AUCTaHLUMOHHOEe paboyee MecTo C LeNblo onpejene-
HMA ero 6e30MNacHOCTU W 3alWLLEHHOCTN OT PUCKOB €605, a Takke ANS TEXHUYECKOTO 06CNYXMBAHNA, PEMOHTA, UHCNEK-
TUPOBAHUS WU U3BATUSA ABNAIOLWEroCA COGCTBEHHOCTbIO KomnaHuum 060pyf0BaHUS, NMPOrpamMMHbIX CPeAcTB, [aHHbIX
n/ivnun pecypcos. B cnyyae Heo6xoammocTu cyfe6HOro npouecca Ana Bo3BpalieHns o6opyaoBaHus, NporpaMMHbIX CPeAcTB,
[aHHbIX WM pecypcoB B CO6CTBEHHOCTL KoMnaHnm PaboTHUK cornaceH onnatuTb BCe pacxoAbl Mo BeAEHUI0 npolecca,
noHeceHHble KomnaHueii, Bkaouas onnaty opucTta, ecnm KomnaHus BbiurpaeTt npouecc.

B cnyyae cb6oeB B paboTe unm HeucnpaBHOCTM o6opyfoBaHuss PaboTHUK cornaceH HemeAsieHHO yBefomMuTb Kom-
NaHuio C Liefibio OCyLecTB/EeHNS HEMe/IEHHOro PeMOHTa WM 3aMeHbl Takoro o6opyaoBaHusi. B cnyyae 3ajepxku c
PEMOHTOM WM 3aMeHOI WM BO3HUKHOBEHUSA NOGbIX APYTUX 06CTOATENBLCTB, NPU KOTOPbIX PaBOTHUK HE CMOXET BbINO-
HATb AUCTAHLWOHHYI0 pa6oTy. Pa6OTHUK fO/IXeH 6biTb FOTOB K TOMY, UTO €My [/I0XeT 6biTb NOPYYEHO BbIMOMHATL APYryio
pa6oTy W|'mnn oH rnoxeT 6biTb NepeBefeH Ha Apyroe pa6oyee MecTo No yCMOTPeHUw KomnaHuu.
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OcselleHne, ob6cTaHoBKa, obopyAoBaHne ANSA OXpaHbl OKpyxatwuieli cpeabl n o6ecnevyeHns 6e3onacHoCTU 6bITO-
BblX NPMGOPOB, ABNALWMECA CONYTCTBYOLWNMN 4N UCMNOMb3yeMOro o60pyaoBaHMsa, NporpaMMHbIX CpeACcTB M pecypcoB
KoMnaHumn, fO/KHbI NPUMEHATLCA MO Ha3Ha4YeHW W nojaepxusatbcs B 6€30MaCHOM COCTOAHWUWU, W 6bITb 3alyULiEH-
HbIM OT AedeKTOB U PUCKOB c6oS.

Pa6oTHUK cornaceH ¢ TeM. YTO BCe JaHHble, MporpamMMHble cpeAcTBa, 060pyfoBaHNe, MOWHOCTA U pecypchl,
npuHagnexaume KomnaHuu, AO/KHbl 6biTb AO/MKHBIM 06pa3oM 3aluuieHbl. flaHHble, nporpaMmMHble cpeacTsa, o6opy-
[loBaHMe n pecypcbl, npuHagnexawne Komnanum, He AO/KHbI UCMOMb30BATHCA A1A CO3JaHNA MPOrpaMMHbIX CPeAcTB
WA NUYHBIX faHHbIX PaboTHWka. PaboTHUK AonXeH cobnwaaTbe BCe NOAUTUKM M pacnopsxeHnsa KomnaHuu, kacarowm-
ecA KOHMNKTa MHTepecoB U obecneyeHns KoHuUAeHUManbHOCTU. Jllo6Gble MporpamMMHblie CpeAcTBa, W3AeNnna Wan AaH-
Hble. CO3JaHHble B pe3ynbTaTe CBA3AHHON C OCHOBHOW paboToii feATeNbHOCTU, NpuHagnexaTt KomnaHum n JOSKHbI
Npon3BOAUNTHLCSA B YyTBEPXAEHHOM hopmaTte U Ha YTBEPXAEHHbIX HOCUTEeNsiX. PaBboTHUK cOornaceH ¢ TeM. YTO MO OKOHYa-
HUKM cpoka pa6oTbl MO HaliMy OH BO3BpaTUT KoMnaHuM Bce. YTO NPUHAANEXUT eil.

OTBEeTCTBEHHOCTb 3aywWwep6

PaboTHWK OCBEAOM/IEH O TOM. YTO HeceT OTBETCTBEHHOCTb 3a BpeA, NPUYMHEHHbI TPeTbUM Nuuam u/mnu yneHam
cembn PaboTHuKa B nomelweHnn PaboTHuka. PaboTHWMK cornaceH orpaxgaTtb 1 3awuuwate KomnaHuio, ee dunnansl,
COTPYAHUKOB, MOAPAAYMKOB M areHToB OT N06bIX UCKOB, NPaBONPUTA3aHUIA N OTBETCTBEHHOCTU {BKIOYas CBA3aHHbIE C
3TUM NOTEpU, pacxodbl, U3JEPXKN W OonnaTy lOPUCTOB), BO3HUKWINX B CBA3N C N06GbIM BpefoM (BNNOTb A0 NeTasbHOro
ncxoga), NPUYUHEHHBIM NIOAAM UIN COGCTBEHHOCTM (MPAMO WAM KOCBEHHO) ycayramu, npejoctaBisieMbIMWU B CUY AaH-
HOoro pgorosopa PaboTHUKOM, B pesynbTarte HebpexHocTW PaboTHWKA, ero xanaTHbiX AeACTBUIA MAU HepgocmoTpa npu
BbINO/IHEHNN 06A3aHHOCTEN 1 0653aTeNnbLCTB PaboTHUKA B COOTBETCTBUM C flaHHbIM JOrOBOPOM, 3@ UCK/IOYEHUEM C/yva-
eB. Korfa 3T UCKW, NPaBONPUTSA3aHUA U OTBETCTBEHHOCTb BO3HUKAIOT UCKMIOYNTENbHO W3-3a KpaiiHeli He6peXHOCTu unm
CO3HATEeNbHOro MPOSABMEHUS XanaTHOCTM CO CTOPOHbI KomnaHuu.

Mpoune ycnosunsa

Pa6oTHWK cornaceH yyacTBoBaTb BO BCeX UCCNef0BaHUAX, ONpocax, oTyeTax u aHanmsax, CBA3aHHbIX C AUCTAHLN-
OHHbIM MPUCYTCTBMEM, NMpeAHa3HaYeHHbIX A5 KOMNaHWKW, BKOYas ONpockl, KOTOpble PaBGoTHUK MOXET CHMTaTb JINYHbI-
MU 1NN KoHduaeHumanbHbiMu. KOoMnaHusa cornacHa ¢ TeM. YTO WHAUBUAYaNbHbIE OTBETbl PaboTHMKA AOMXKHbLI OCTaBaTb-
CS @aHOHUMHbIMK MO nNpocbbe PaboTHWUKA, HO Takne JaHHble MOryT 6biTb CO6pPaHbl U CTaTb JOCTYMHbIMU 06 ECTBEHHOCTN
6e3 ngeHTngmrkaumm nmyHoctn PaboTHuKa.

Pa6oTHWK ocBefgoMNeH, 4To 06A3aH co6noagaTh BCe npasBuaa, NOMUTWUKW, NpakTUYecKMe NpuemMbl U ykasaHus
KoMmnauuu v ycnosusa faHHOro forosopa W HapyleHuWe 3TOro roXeT NPpUBECTU K 3anpeTy Ha AMCTaHUWOHHOE MPUCYT-
cTBME M/MNW AUCUUNNVHAPHOMY B3bICKAHWIO, BNIOTb 40 YBOJIbHEHUSA.

A noATBepxAato, YTO 03HAKOMUICA C AaHHbIM [OrOBOPOM U ero cogepxaHuem. S noATBepxAatn, 4To MHe 6bina
npejoctaBneHa BO3MOXHOCTb O3HAKOMUTb C JaHHbIM [OrOBOPOM MOEro ajBokaTa nepef ero 3ak/ilo4yeHnem.

Mopgnuce Pa6oTHuka
NaTta

[vcTaHuMoHHOe npucyTcTBUe unu pa6oTa B KakoM-1M60 Apyrom Mecte, Hanpumep, Ha JOMY, SiBAsSieTCA TPYAOBOW
[eATeNbHOCTbIO, MPaBO Ha KOTOPYK NpejocTaBnseTcs HeKOTOpbiM Pab6oTHMKAM MPW HanM4yunW B3aWMHOW BbITOAbl ANS
Komnauuum n aTnx PabOTHUKOB.

AucTaHUMOHHOE NPUCYTCTBME — 3TO HE NojslydyeHue goxoda paboTHUKOM, a anbTepHaTUBHbI MeTo yAoBneTBope-
HUA notpe6HoCTel faHHOW KomnaHuu. Y PaGoTHMKa HeT npaBa Ha AUCTAHLUWOHHOe npucyTcTBMe. KoMnaHus MoxeT
aHHynMpoBaTb faHHOe cornaweHue B no6oe Bpems.

Huxe npuBefeHbl yCNoBUA AWCTAHLWOHHOIO MPUCYTCTBUS, COTNacoBaHHble MeXAYy HafOMHbIM PaboTHUKOM U ero
HayanbHUKOM.

PaboTHMK cornaceH BbINOMHATb CAeAyloliMe HOPMbl U Tpe6oBaHUSA:

1) PaboTHMK ByaeT ocyl,ecTBNATL NpUCyTcTBUE LHel B Hepento.

2) Paboune yachl cnyxauiero 6yayt cneyowmumMm:

3) Huxe npuBopAaTcs 3ajaHusa, Hajg KoTopbiMu 6yayT paboTaTb Cnyxawme Ha AUCTAHULMOHHOM paboyem mMecTe C
npejgnonaraeMbiMu gatamum NocTaBKu:

4) Ha guctaHumMoHHOM pabouyem mecTe Pa6oTHuKa 6yAeT NCNOb30BaThCA cregylouee o60pygoBaHue:

5) Huxe npuBoanTCA COrnacoBaHHbIi MexaHW3M onepupoBaHMa TenedOoHHbLIMW 3BOHKAMU HAfOMHbIM paboTHMU-
KOM C AWCTaHUMOHHOro pa6oyero mecta no genam KomnaHuu:

6) Pabouunii cornaceH nonyyatb OT pecypcbl, Ana pa6oTbl B aNbTepHATUBHOM MecTe;
Ha/MyHble BbINMAaTbl 3 pecypcbl, NOCTOAHHO NpeAcTaB/fieHHble B ohuce KomnaHuu, o6bIYHO He BO3MeLaloTCs.

7) OT Pab6oTHunka TpebyeTca perynspHoe noceuweHune ueHTpa ANA NPoXoxXAeHns
06yyeHNss 1 yyacTus B CoOBelaHnax ¢ paboyeil rpynnoit 1 HavyasbHUKOM.

1 03HAKOMWU/NICS C NpeACcTaB/EHHbIM Bbille MaTepuanom c [l0 ero yyacTua B

nporpamMmMe KomMnaHuu no AWCTAHUMOHHOMY NPUCYTCTBUIO

NaTa Moanuce MHcnekTopa

MpuBeAeHHbIN Bbile mMaTepuan 6bi1 06CyXAeH CO MHOM
OaTta Mopanuce PaboTHuUKa
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Mpunoxexnne B
(cnpaBouHOeE)

Mpumep aHannsa 6es3onacHocT Beb6-cepBuCOB
B.1 MeToguyeckne nogxoAbl kK aHann3y 6e3onacHocTu

B.1.1 O630p

MoA06HO NONMNTUKAM, KOTOPble MOTYT GblTh BbICOKOYPOBHEBbIMU WK KpaliHe feTann3MpoBaHHbIMU, aHanu3 puc-
Ka MOXeT 6blTb OCYLIeCTB/IEH C pPa3/IMYHbIMK CTeNeHAMU geTanu3auun. B HacToAwem noAnyHKTe npefocTtaBieHO 06-
CyX/JeHne BbICOKNX YypOBHell Be6G-CepBMCOB, HOBOI TeXHONOrMU, KoTopas WMeeT 3HauyeHue ANA MHOTMX KOMNaHui,
npeAocTaBNAWUX (DMHAHCOBbIE YCYTU, U APYTNX KOMMaHWii, ucnonb3youwmnx VHTepHeT ana 6usHeca. [laHHblii npurnep
aHannsa ABNSETCA WUAMIOCTPATUBHBLIM W He [OJKeH paccmMaTpuBaTbCA B kayecTBe KOHKPeTHOW pekomeHpauuun ans
o6ecneyeHnsa 6e3onacHocT. Kak oTMevaeTcs Ha NPOTSAXEHUW BCEro [aHHOro npumepa, kaxpgas opraHusauus AoskHa
COCTaBUTb CBOE COGCTBEHHOE Onpe/iesieHne pucka v 6e30MacHOCTM Ha OCHOBE CBOWX KOHKPETHbIX MONUTUK U NOoTpebHo-
cTell 6usHeca.

Be6-cepBuChbl SBNSIOTCA O6WMM TEPMUHOM ANA MeXAyHapoAHbIX CTaHAapTOB, CPOPMUPOBAHHbLIX Ha 6a3e A3bika
XML, KoTopble MO3BONAKT KOMNblOTEPAM O6GMEHWBATLCA AAHHBIMU U BbIMONHATL GM3HEC-hyHKUMKM W onepauun vepes
MHTepHeT. OCHOBHble G yHKLUUN Be6G-CepBMCOB MNO3BOMAIT cO3faBaTb WHOPMALMOHHbIE YCAYIX JOCTyna K Apyrum
KOMMNblOTEpPaM, YeM BU3yasibHO, Yepe3 6paysepbl. BeG-cepBUCHl ABMAIOTCS AOCTATOYHO MOLHLIMW W CNOCOGHLI 0Gecne-
uynBaTb B3aumojeilicTBME BHYTPU CUCTEM, nojpasfefieHunii n komnaHuii.

OCHOBHbIMU KOMMNOHEHTaMi BEG-CEPBUCOB SABMANTCA:

- cepBep NPUNOXEHWiA, rae pasmeltaeTca cepsuc (T. e. rae dyHkUMoHUpyeT MO cepsepa);

- UHTepdelic cepBuca (4acTo onuckiBaeMsblii Ha A3blke Be6-cepeucos. WSDL);

- XpaHWnuue JaHHbIX UK CNPaBOYHNK C onucaHnem nHTepdeiica Ha WSDL. 4To6bl knMeHTbl Be6-CepBNCOB MOIN
HailTM (M ucnonb3oBaTb) UHTepdeiic;

- KNMeHT Be6-cepBuca, Xenawwuii ucnonb3osaTb Be6-CEPBUC;

- MPOTOKON cBA3K (NPOCTOI NpoTOKON AOcCTyna K o6bekTam, To ecTb SOAP), no3BonsAwWMA kKNMeHTy Beb-cepsuca
o6uWaTbCAa C CEPBUCOM.

CyuwecTtByeT 60/blWOE YNCIO «ONpeAeneHnit» Toro, 4To coctaBnseTt Beb6-cepBnUC, HO O6LIYHO OB ENPUHATBLIM On-
pepgeneHuem sBnseTcs MHopmalLMOHHas ycnyra, packpbiBawouwas nHhopmauuo yepe3d SOAP ctaHgapta W3C [20].
KnueHT nHtepdeiica SOAP gonxeH 3HaTb, Kak NOMYYUTb AOCTYN K 3TUM MHGOPMaLMOHHLIM ycnyram. [aHHblii gocTtyn
rnoXeT onucbiBaTbCca B hopmaTe agpyroro ctaHgapta W3C. sa3bika onncaHusa Beb-cepsucos (WSDL). Co3pgaTtenn cepBu-
coB Ha 6a3ze SOAP ny6nukywT dalinsl WSDL.

B.1.2 be3onacHocTb Be6-cepBUCOB

Mpu o6ecneyeHnn 6e3onacHocT Beb-cepBMCOB HEOOGXOAMMO paccMaTpuBaTb CepBep NPUIOXKEHUA, NOAAEPXKN-
BaloLWMWiA cepBuc, onucaHne cepsuca, XxpaHunuuie cepsuca, kfvMeHTa, UCNOMb3ylOLWero cepeBuc, 1 NPoTokon cBA3n. Pas-
NIMYHBIMK nocTaBwukamun 6blna paspaboTaHa CTpykTypa 6e3onacHocTu Beb-cepBucoB M pag cneuyndukauunii. Kpome
TOro, MOXHO MCNONb30BaTh YHUBEpCcasbHOe pelweHne npo6nembl Be6-6e3onacHocTu. SSL Ana ob6ecneyeHus YacTuy-
HoOli 6e3onacHoCTK Beb-cepBMCOB. B HacTosAwem nofnyHkTe o6CyxXAaloTCcsa [ONONHUTENbHbIE NOAPO6GHOCTN o6ecneye-
Hna 6e3onacHocT Be6-CepBUCOB.

B.1.3 CtaHpapThl 6e3onacHocTu

daiinel SOAP n WSDL npegcTaBnsitoT coboii onucaHue npouegyp o6mMeHa coobweHnssMu v npepocTaBieHns
YCNyr COOTBETCTBEHHO, KOTOPbIE A0/KHbI GbiTh 3alULLEeHbl ANA KaXA0A U3 GU3HEC-yCNyr, B KOTOPO/ OHU UCMOMb3YOTCA.
OfHako B HacToslee BPEMSA OHU He ABNSAIOTCSH COBEPLIEHHbIM CPeCTBOM 06ecneyeHuns LenoCTHOCTU faHHbIX, ayTeHTU-
hrkaumm CTOUHUKa UK ycnyr o6ecnevyeHns KoHuaeHLNnanbLHOCTN ANS NpUNoxeHnii Be6-ceprncos. OxngaeTcs Noas-
neHve HOBbIX Tpe6oBaHwnii, a dhaitn SOAP nMmeeT CTPYKTYpy pacwunperuns, npejycmatpusatoLLyo go6aBneHne aneMeHToB
6€e30MacHOCTM U NPOTOKONOB B CTaHAAPTM30BaHHOM BuAe. Huxe npusejeH 0630p HEKOTOPbIX CTaHAapTOB 6Ge3onacHo-
CTW. CBA3aHHbIX C Be6G-cepBucamu.

A3blK pa3MeTKu CUCTEM rapaHTMpoBaHHOW 6e3onacHocTM (SAML) onpefensieT oCHOBaHHYl Ha A3blke XML cTpyk-
Typy o6MeHa uHdopmaumeii no o6ecnevyeHnto 6e30MacHOCTH, BbiPaXEHHOW B BUAE YyTBEPXAEHN B OTHOWEHWUN Noruyec-
KOV eAVHMLbI, UMetoLLeil TOXAEeCTBO B HEKOTOPOM JoMeHe Ge3onacHoOCTU. ITW YTBEPXAEHNA nepejaloTcs B COO6LLEHN-
AIX 3anpoca W OTBETHbIX COOOLWeHNsiXx Ha SAML. O6MeH MHdopmaunei no obecneyeHnto 6e30MaCHOCTM MPOUCXOANT B
topme yTBepxaeHnit Ha SAML. B KOTOpPbIX MOTyT nepejaBaTbCA NOAPOGHOCTM O NpeAblAYyLWUX COBbITUAX ayTeHTudnKa-
Lnu, atpubytax 4enoBeYECKUX WM KOMMbIOTEPHbIX CY6bEKTOB U PeLleHUsiX O CaHKLMOHWPOBAHUN, paspeLianmnx um
3anpewjallnx cy6bekTy AOCTYN K KOMNbIOTEPHbLIM pecypcaMm. Pa3sutue SAML Tuw,aTenbHO KOHTPO/MPYETCS MPOMbILL-
JIEHHOCTbI0. TaK Kak B NepcrnekTuBe OH MOXET cTaTb CTaHAapTHbIM CPeACTBOM nepejauyn perncTpaymoHHOl WHopma-
uun ansa Beb6-cepBnCOB, OCHOBaHHbIX Ha SOAP. B HacTosllee Bpems y SAML cyuectByeT onucanue SOAP.

BesonacHocTb Be6-cepBNCOB NpeAcTaBisieT co60il NnpegnaraemMylo COBOKYMHOCTb paclumpeHunit SOAP, 6narogaps
KoTopoit AnA onepauuit Be6-cepBNCOB 06ecneuynBaeTca LLEIOCTHOCTb U KOH(PMAEHUMaNnbHOCTL. Lienblo 6e3onacHocTyn
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Be6-cepBuCoOB ABNAeTCA obecnevyeHne LENOCTHOCTN U KOH(PUAEHUMANbLHOCTN NOCPeACTBOM pacnpocTpaHeHusa Mapke-
poB focTyna, LesoCTHOCTU U KOH(huAeHUunanbHoCcTn coobueHnii. NMpegnaraemas komnaHusmu Microsoft n IBM 6e3so-
nacHoCTb Be6-CEpBMCOB N OTBETCTBEHHOCTb nNepewna kK OASIS (opraHusaunn nNo NPOABMXEHNIO CTAHAAPTOB AN CTPYK-
TypupOBaHHOW MHopmayuu).

WwndgpoBaHue Ha a3blke XML asnsieTcs cneundukaunein W3C B popmarte nepegaym nHgopmaumm Ha A3bike XML
MeToA0M cTaHAapTHoro wugposanus. WngposaHne Ha XML gaeT BO3MOXHOCTb WwudposaTh n gewndposartb Ludpo-
BOE COoflepXaHue, Bko4yasa B cebs cam [OKYMEHT Ha A3blke XML Ha 3/1eMeHTHOM, a He aTpubyTMBHOM ypoBHe. Cneyndu-
Kauus Takke No3BONAET OCYyL,eCTBNAATL 6e3onacHyl nepejadvy nHdopmauumn o kawye Ana gelwndpoBaHns cogepxanHus
pokymeHTa Ha XML nonyuyatenem.

Mopnuck Ha sisblke XML sBnsieTcA NpoekToM pekomeHpauun o6befuHeHHolW rpynnbl IETF (npo6nemHoi rpynnbi
npoektuposaHusa VHTepHeT) n W3C no npeAcTaBieHUo nHdopmauun o uudposoit nNoanucu B AOKYMEHTaX Ha fA3blke
XML. Mognucu Ha s3blke XML o6ecneymBaloT LENOCTHOCTb, ayTEHTU(MKaL MO COOGLEHNA MUK yCnyrn no ayTeHTuduka-
uMu noanucasllero nuua ANa AaHHbIX N1060r0 Tuna, pacnosioxeHHbix B XML. Bkaovawuwem B cebs noanuck, nam B
apyrom mecte. Moanuch Ha A3bike XML ABNSieTCA OCHOBHbIM CTaH4apPTOM, Ha KOTOPbI fJaeTcs cebiNka B APYrux cTaHgap-
Tax 6e3onacHocTu, BkAoYas wWudpoBaHue Ha a3bike XML, SAML n WS-Security.

Liberty Alliance Project sBnsieTCcs NPOMbILWIEHHBIM KOHCOPLUYMOM, BO3r/1aBNSe€MbIM KPYMHbIMU hupmamu, npeg-
Ha3HaYeHHbIM AN COBMECTHOIO OTKPLITOrO UCNOMbL30BaHUA TEXHONOTUIA WHTErpUPOBaHHONW MAEHTUYHOCTU. UHTerpupo-
BaHHas WAEHTNYHOCTb NO3BOMAET NOTPEOUTENI0 MCNONb30BaTb OTAE/MbHYIO MPU3HAHHYI0 WAEHTUYHOCTb BO MHOTMX opra-
HU3aunax. OToT NoTpebuTesnb MOXET UCMNONb30BAaTL Ty X€ J0BEPEHHYI WHopmaLuio 06 MAEHTUYHOCTN B rpynne pas-
NIMYHBIX OpraHu3aunii, 1 3ToMy nNoTpebuTeNt0 He Hajo NpeAcTaBNATb HOBYH WAEHTUYHOCTb, MaHAaTbl UAEHTUdMKaLnm
CO6CTBEHHOCTH.

Pacnpepgenenuve kntoueli Ha XML — 3To cneuudukayma npotokona W3C gns onucaHma u peructpaumm oTKpbITbIX
Knoyei, KoTopas MOXeT WCNONb30BaThCA CO cneyudukaumamn nognucu u wugposanmna Ha XML. Pacnpepenexue
knouein Ha Xf.1L asnaeTca Bepcueit cneyndukaunm 2. MHCTpymMeHTanbHble CpeAcTBa AN pacnpejeneHus knwyein nme-
H0TCA Y Pa3/INyHbIX NOCTABLNKOB.

B.2 CtaHfapTbl Be6-CepBuUCOB

B.2.1 O630p

CtaHpapTbl Ana Be6-CepBNCOB MOCTOAHHO COBEPLIEHCTBYIOTCA. TpeMs rnaBHbIMU npoueaypaMu, AOMNOMHAWMUMN
OCHOBHble CTaHfapTbl onepauuii SOAP, aBnaTcsa: o6HapyXxeHne cepBucos, ob6ecneyeHne 6e30nacHoOCTN U 6U3HeC-
npouecc. OCHOBHbIM CTaHfapTOM noucka cepsucoB cnyxut UDDI (yHuBepcanbHas cuctema nNpeamMeTHOro onucaHua u
MHTEerpaumumn), onucbiBawulias, Kak LeHTpanbHoe xpaHunuuwe gainnos WSDL B OTKPbITOM UM YACTHOM WCMOJIHEHUN
no3BonfeT nosb3oBaTeNsM HaxoAUTb W aKTUBM3MPOBaTb cepBuchbl. CyujecTByeT 60MblIOE YUCIO UCMNOMb3YyEMbIX CTaH-
fapToB 6e3onacHoCTU ANA o6ecnevyeHns ycnyr no onpegeneHnto NoAJIMHHOCTY, WNQPOBaHUIO, NOANUCAHUIO U YTBEPX-
[eHNI0 Ha ypoBHe nosib3oBaTena u coobueHns. CtaHaapTel 6U3Hec-npouecca CBA3aHbl C OTBETOM Ha Bonpoc: «Kak s
06beMHA CEPBUCHI AN1IA CO34aHUA LLe/IOCTHOro NOe3HOro npouecca BMECTO 3/IEMEHTAPHbIX PYHKLNIA?»

B.2.2 BHegpeHue

Ana BHeapeHnn Be6-cepBUCOB TPebyeTCcAa N3yYeHUe pucka Wam yrpos, ¢ KOTOPbIMU CTafIkKuBalTCsA Be6-CEPBUCHI, 1
Mep 6e30nacHOCTV MO YMeHbLIEeHWI0 3TUX yrpos. [lna Takoro aHannsa Heo6xoAMMO paccMoTpeTb 06lYy0 MoAeNnb Be6-
CEepBMUCOB, Npe/CcTaB/eHHY Ha pUcyHke B.1 1 0oTHOCUTENbHO NpocToii Beb-cepBuc (WS1), KOTOPbI UCNONb3YyeTCA KAu-
eHTamu BO BCeli ceTu opraHusauun. Ha pucyHke B.1 mokasaHo, 4TO 4YeTbipe K/MEHTa MOryT 3anpaluBaTb yCnyru Be6-
cepsuca WS1. Heo6xo4MMO OTMETUTL, YTO 3TU K/IMEHTbl MOTyT 6bITb Takxe Beb-cepBucamu, Takum o6pasom, Beb-
cepBuUC. NPeAoCTaBNAWMNA KNNEHTY (YHKLMOHANbHbIE BO3MOXHOCTU, MOXeT cam AelicTBOBaTb Kak K/JMEHT, 3anpaliu-
BalLWNN ycnyru y Apyroro cepsnuca ¢ Lesbio 0CyLWecTB/eHns CO6CTBEHHbIX (DYHKLMOHA IbHbIX BO3MOXHOCTER. Hanpumep,
Be6-CepBUC UNOTEYHOTO Ka/ibkynaTopa MoXeT 3aBuceTb OT BebG-cepBuca onpejeseHns cTaBok 8 Bonpoce npejocraBne-
HUA YCNYIN NO pacyeTy MECAYHbIX NnaTexen.

B0O3MOXHO, YUTO K/IMEHT S2 pacnonoxeH Ha 6nuxaiiweii ceTeBoil WKHE, B TOM X€& WH(POPMALNOHHOM LEeHTpe, 4YTo
n WS1. KnneHT S3 Takxe HaxoAuTCA BO BHYTPEHHEW CeTW KOMMNaHUM, HO MOXeT OblTb ropasfo ganblie, Hanpumep B
thunnane B Apyrom ropoge wnu B Apyroin ctpaHe. KnmeHT S4 HaxoauTCcsA B Ae€MUINTApPU30BaHHOW 30HEe, COeNHEHHOW C
WNHTEepHEeTOM, N nMeeT onpejesieHHbll YpOBEHb CBA3KN C MIHTEPHETOM N BHYTPEHHEN CeTbio KoMnaHun. HakoHel, KIneH-
Tam WHTepHeTa, TakuM Kak S5. BO3MOXEeH AO0CTyn K BHyTpeHHeMy cepBucy tuna WS1.

B.2.3 O6ecneyeHne 6e3onacHocTyu

B oTHOWeHUN o6wmnx yrpo3 Tpe6oBaHua 6esonacHoctn ans Be6-cepsuca WS1 06bIY4HO MOryT GbITb CBEAEHbI K
HECKO/IbKUM KaTeropusm. Bo-nepsbix, Cyu,ecTByeT KOH(MUAEHUNANbHOCTb BXOAHbIX JaHHbIX B 3anpoce yCayru n KoHMu-
[EeHLNanbHOCTb BbIXOAHbIX AaHHbIX, BO3BpaLLalLWUXCA K KNNEHTY. LlenoCTHOCTb KOHMPUAEHLMNANbHbIX AaHHbIX Takxe
ABNAETCA npejnonaraemMbiM WA nogpasymesaeMbiM Tpeb6oBaHMeM. Bo-BTOpPbLIX, Cyu,ecTByeT ayTeHTUdnKauns n aBTo-
pusauusa 3anpoca kaveHTa, yA0CTOBepAL e NMYHOCTb KMeHTa “ npejoTepaljallime Mcnosb3oBaHue cepBuca He-
CaHKLMOHMPOBAHHbLIMU KMEHTamMu. HakoHel, 4acTo CyWecTBYIOT HEKOTOPbIE perncTpaunoHHbie Tpe6oBaHnsA, NO3BONA-
olWKre peKoHCTpynpoBaTb onepauun n geiicTeBua no Tpaccuposke. [ HeKOTOpbiX Be6-CepBNCOB MOryT CyliecTBOBaTb
Tpeb6oBaHMS LLeNIOCTHOCTM AaHHbIX 6e3 TpeboBaHUii KOHMUAEHLNANBHOCTK.

XoTta Tpe6oBaHus 6es3onacHocTn AnA WS1 ABNSATCA NPOCTbIMW, NPOLECC NPUHATUA peleHns MoxeT 6biTb 40-
BOJIbHO C/IOXHbIM. Hanpumep, npouecc 6e30nacHoi ayTeHTuduKayum mMexay KnmeHTom Beb-cepBuca u cepsepom Beb-
cepBuca MOXeT OCYL,eCTB/IATLCA C NOMOLbIO Naposeil, cepTunKaToB 1. BO3MOXHO, APYrMMU MeToAamMu. XoTsa cepTu-
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cdukaTbl noaTBEpXAalT TpeboBaHMa Ge3onacHoCcTW, Apyrue pyHKLMOHANbHbIE CBOCTBA cepBepa — 3 eKTUBHOCTD,
BblpaBHUBaHME Harpysku, o6paboTka oTkasa — MOryT AefaTb UX BHeApeHue npobaemaTuyHbiM. B Apyrux cueHapusax
MOXeT 6bITb A0CTATOYHO Naponeil, KoTopble ABNANTCA MeHee Ge30nacHbIMU NPV onpeaeneHHblX 06CTOSATeNbCTBAX.
Hanpumep naponu, npoxoAsuine 4yepes naMsaTb MallWHbI, MOTYT o6ecrneynBaTh JOCTATOUYHYHO 6€30MacHOCTb ANA K/UEH-
Ta. o6palwatowerocs kK Be6-cepsucy, paboTallwemMy Ha Toli ke annapatype. Ecnu knvneHTbl Be6-cepBuca pacnonara-
I0TCA Aanblie OT cepBuca, To MOryT notpe6oBaTbcs WNMpPOBaHHbIE Naponn. Maponu mMoryT wudpoBaTbCAa Ha NpuKnajg-
HOM YpOBHE C NOMOLbI CTaHAapTOB 6e30nacHOCTV Be6G-CepBNCOB, HA TPAHCMOPTHOM YpOBHE C MoMouibio SSL unun Ha
ceTeBOM ypoBHe c ucnonb3oBaHuem IPSEC (npoTtokona 6e3onacHoctu IP). Tpe6oBaHua o6ecnevyeHns KOH(UAEHLN-
aNbHOCTN BXOAHbIX W BbIXOAHbIX AaHHbIX MOTYT aHaNOrMYyHbIM 06pa3oM BbIMOMHATLCSA HA NPUKNAAHOM, TPAHCMOPTHOM
WU CETEeBOM YPOBHSIX.

PucyHok B.1 — O6wan mogens Beb6-cepBmcoB

Heo6xo4nMO OTMeTUTb, YTO TpeboBaHUS ayTeHTUdMKaLUM afpecyloTCA KOHKPETHO K/MEHTY (KOTOpbI/ Takxe 5B-
nAaeTcs NporpaMMHbiM o6ecneyeHueM), a He KOHEYHOMY Mosib3oBaTesnto. Be6-cepBnc MoxeT npegnonaratb, YTO KANEHT
ayTeHTUdUUMPYyeT KOHEYHOro nosib3oBaTens, Wan Beb6-cepBUC MOXeT ayTeHTU(hULMpoBaTb KOHEYHOTO No/b30BaTens
nocpeAcTBoM MHgopmauun B 3anpoce Beb-cepBuca.

B.2.4 AHanns3 yrpos

Yrpo3bl WS1 BkntouyalT B ceb6s HenpaBunbHOe MCNONb30BaHMe cepBuca, 0TKa3 OT 06CNYXMBaAHUSA W HEeCAHKLMO-
HUpPOBaHHOE MCMONb30BaHWe cepBuca. B 60/bWINHCTBE C/llyyaeB HenpaBWU/IbHOE WCMNO/Ib30BaHUE CepBuUCa [0/KHO npe-
foTBpaljatbcsi caMum cepBucoM: WS1 fo/1KeH NpoBepsiTb NPUTOJHOCTb BCEX BXOJHbIX U BbIXOJHbIX JdaHHbIX U BblfaBaTb
coobujeHne 06 ownbke, ecnu faHHble BBOAA-BbIBOAA BbIXOAAT 3a OXuAaeMble npejenbHble 3HavyeHus. OTkas oT o6cny-
XWBAHMWA MOXHO YCTpPaHUTb, cO3jaBas MHOXECTBEHHble BapuaHTbl CEPBUCA HA Pas3/IMYHbIX MallWHax, UCNOMb3ys 3an-
pocbl BbipaBHWBAHUS Harpysku B BapuaHTax cepBuca W Jpyrne Xopowo W3BEeCTHble MeToAbl 06ecneyeHuns AOCTYMHOCTH
ycnyr UT. HecaHKUMOHUPOBAHHOE WCNO/b30BaHWe NpefoTBpallaeTcsa NyTeM HafexHoi ayTeHTudukauun knueHTa, 3an-
pawwuBatowero ycnyry. KoHkpeTHOMy Be6-CepBUCYy MOXeT He Tpe6oBaTbCs ayTeHTUMKaLusa 3anpocos KAMEHTOB UAN OH
MoxeT Tpe6oBaTb OYEeHb CTPOroi ayTeHTUdMKaLMM 3anpoOCOB KIMEHTOB, B 3aBUCUMMOCTM OT xapakTepa Beb-cepsuca.
Be6-cepBuc, NnepemeliaoWnii AeHbIN MeXay cyeTamu, onpefeNieHHbIMN B 3anpoce, J0/KeH 6biTh 3aljuuieH; B NPOTUB-
HOM cny4yae OH NpoBOLMPYeT NINLO, OPraHU30BbIBalOLEe KIMEHTOB-MOLIEHHUKOB. K 3anpocy yCnyru nepesoja AeHer.
Be6-cepBuUC, paccunTbiBallW il KpeANTHbIE NaTEXN Ha OCHOBE BXO/HbIX JaHHbIX O KpeAuTe W MPOLEHTHbIX CTaBOK No
3aknajHoii, He HyxpaaeTca B o6ecneyeHMn 6e30MacHOCTU, NOCKONbKY B A€ACTBUTENbHOCTH OH ABASAETCSH NO CyLecTBy
KanbKynaTopom.

B.2.5PeweHuns

Pewexnsa no Tpe6osaHnaM obecneyeHus 6esonacHocTn Beb-cepsuca WS1 moryT pasnnyaTbCa B 3aBUCMMOCTU OT
KMMEHTOB, 3anpalwunsawlmnx o6cnyxmnsaHne. Paccmotpum cnyyait, korga WS1 nogaepxusaeT TOMbKO KNWEHTOB, N0A06-
HblX S2. KOTOpblE pacnonoXeHbl husnyeckn 6au3ko K WS1. B aToM cayyaB KIMEHT 1 CEPBUC PacnofioXeHbl 6/1M3K0 Apyr
K ApYry, 1 BO3MOXHOCTb HECAHKLUOHNPOBAHHbIX 3aNpOCOB Ha 06CNYXNBaHWe MOXeT 6biTb CBeAeHa K MUHUMYMY MO-
CpefCcTBOM Tabnuy, MapwpyTusaunm, BUPTyanbHbIX IOKaNbHbIX CETEl, BHYTPEHHNX MEXCEeTEBbIX 3KPaHOB MeXAYy CEerMeH-
TamMu oetn unu gpyrux metogos. Mpegnonaras, 4To WS1 n S2 gocTaTo4yHO 3aliMulieHbl OT BHELWHWUX CBA3el, NOTUYHO
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npefnonoXnTb, 4TO KOHMPUAEHLNANBHOCTbL faHHbIX W ayTeHTUdukaunsa naponeil 0CHOBbLIBAIOTCSA MPOCTO Ha UX U30NA-
UMM OT OCTa/lbHOrO Mupa.

Mo mepe yaaneHus knmeHTa oT Beb-cepBuca WS1 cnoxHocTu Bo3pacTalT. Mexay knuneHToMm S3 n Beb6-cepBucom
WS1 3anpocbkl Ha o6cnyxumBaHue NMPOXoAAaT no 6onee WWPOKOA cCeTu, oTKpbiBass 60Nblie BO3MOXHOCTEN MPOBEPKK
3anpocoB K 6onblie Toyek, rae rnoxeT 6biTb CO34aH M BBEAEH HECaHKLWOHWPOBAHHbIM 3anpoc. Takum obpasom, mexay
knneHToM S3 n Beb6-cepeucom WS1 TpebyeTcsa fononHMTENbHas 3awuta. Kak onucelBanocb paHee, 3TO MOXET 6biTb
nn6o ayTeHTUdMKaLMsa Ha ocHoBe cepTudumkaToB, Nnmb6o IPSEC mexay annapaTHbiMK cpeAcTBamMu knueHta S3 u anna-
paTHbIMK cpeacTBamMu Be6-cepBuca WSI.

Ana knueHTa S4 HaxoxfeHue B AeMWINTapU30BaHHON 30He opraHuM3auuu o3HavaeT JONONHUTENbHbIe nNpob6ne-
Mbl 6e30macHocTu. lemunntapnu3oBaHHble 30Hbl UCNONb3YOTCA ANA o6ecnevyeHUa npepbiBaHuin, otTaenswowmux UHTep-
HeT OT BHYTPEeHHUX ceTeil. B cnuny o6CTOATENLCTB CUCTEMbBI B JEMWUINTAPU3OBAHHON 30He nojseprawTca 60nblweMy
pUCKYy M NO3TOMY MOXeT noTpe6oBaTbCsi o6ecneyeHne JONONHUTENbHONU 6e3onacHocTu. AnsA knueHTa S4 komGuHauus
6e30MacHOCTV NPUKNAAHOTO0 YPOBHA W TPAHCMOPTHOrO WAW CETEBOr0 YPOBHA MOXET cTaTb NOAXOAAWMM CNOCO6OM Bbl-
NONHEHUA MONUTUK 6e30MacHOCTU OpraHu3ayuu.

HakoHel, 4To KacaeTcsa 3anpocoB Be6-CepBNCOB W3-3a NpPefenoB opraHusaunmm knueHta S5. BxoAasuwmne 3anpocsl,
BEPOATHO, NOTPEBYIT CMOXHOIO peweHns. NaeHTudurkaynoHHas nHopmayum MoxeT 6biTb 3alijulieHa Ha Npuknag-
HOM ypoBHe W 6e3onacHbiM 06pa3ok» nepejaHa 4Yepes AeMUNUTAPU30BaHHY 30HY, MHTepHeT B BeG-cepBuc WS1. Tak
4yT06bI Be6-cepBuc WS1 mor onpefennTb, YNO/THOMOYEH Nu KNMEeHT S5 gns 3anpoca Ha o6cnyxuBaHue. AHANOTUUYHBIM
obpa3om, BXOAHble AaHHble 3anpoca MOryT 6biTb 3aWnpoBaHbl Ha NPUKNaAHOM YpOBHE, OHAKO WndpoBaHne faHHbIX
Ha NpuKnagHOM ypoBHE MOXeT 6biTb 3aBeplieHo (Mu gewndgpoBaHo) B AeMUINTAPN30BAHHON 30HE, OoCyliecTBNeHa
npoeepka ¢ Tem. 4Tob6bl yAOCTOBEPUTBLCA, YTO AaHHble HaxoAATCA B npefjesax COOTBETCTBYWOLW WX NapaMeTpoB, 3aTteM
BHOBb BbIMO/IHEHO WK pOBaHMe A4Na nepefadn AaHHbIX B Be6-cepBuc WS1, rge nHgopmauns onate 6yget gewndposa-
Ha. Takum o6pa3om, BeCb 3anpoc Beb-cepBepa MOXeT 6biTb 4ONOMHUTENBHO 3aWnUpoBaH Ha TPAHCNOPTHOM WK
CeTeBOM YPOBHE ANA MPOMEXYTOYHOro cepeuca (BO3MOXHO KnvMeHTa S4) B LeMUINTapM30BaHHONR 30He, KOTOPbIi BHOBb
co3sgacTt 3anpoc Beb-cepBuca WS1 BeposiTHO HECKO/IbKO B MHOM chopmMaTe ¢ TeM. 4To6bl nHTepdeiic Beb6-cepBmca WS1
HUKOTAa He moaBepranca BO3AelicTBMIO 3a npejenamu opraHusauuu.

B kpaTkoM u3noxeHun obecnevyeHns 6e30nacHOCTN BeH-CEPBUCOB [enaeTcsa BbiBOA, YTO CyL,eCTBYeT MHOMO BO3-
MOXHbIX KOMGUHAUUA MexaHu3mMa ayTeHTudukauuu, WwudpoBaHMa naponein n WnuhpoBaHUa faHHbIX, KOTOpPble OTBeYa-
10T pas3/iMyHbIM NOTPeBHOCTAM ayTeHTudnKauum u KoHpuaeHymanbHocTn. CyuecTsyeT Takke MHOXeCTBO MecT B TUMO-
BOW ceTu opraHusauuum, rge MoryT MCnonb3oBaTbCA Be6-CEepBUCHI. YTpo3bl U HEO6XOAWMbIE KOHTPMEPbI 3aBUCAT OT Mec-
TOMO/IOXEHNA KNueHTa Beb-cepsuca, cepsepa Beb-cepsuca, a Takxke 0T CETEBOr0 Tpakta Mexay ABYMSA cucTeMaMu.

CylwecTBYOT Takxe gpyrne koHuenuum obecneyeHns 6e3onacHocTn Be6-cepBUCOB. PYHKLMOHUPOBAHME MeEXAY
KNINEHTOM 1 CepBEPOM 4acTo 6blBAET KPUTUYECKN BaXHbIM. YCTpaHeHue oTkas3a, pe3epBupoBaHune, BOCCTAHOBEHNE U
BOMPOCHI, BO3HMKaOLWMEe NpU HenpeaBUAEHHbIX 06CTOATENbCTBAX, MOTYT cAaenaTb HEKOTOPble KOHTpMepbl 6onee npu-
BNekaTeNbHbIMU. IHCTPyMeHTanbHble cpeacTBa paspaboTku Be6-cepBUCOB, UMelOLWMECH B Pa3IMYHbIX KOMNaHuUaX, obec-
neuynBalT pasfiMyHble BUAbI NOAAEPXKM CTaHAapToB SSL u cTaHgapToB 6e30nacHOCTU Be6-CEPBUCOB: KOHKPETHOE WH-
CTpyMeHTanbHOe CpefCTBO MOXEeT He nojAepxaTb NOBTOPHOE MCNONb30BaHMe SSL ceaHca Ha OCHOBe cepTUdMUKATOB.
MockoNbKy cepBep NpuNoXxeHuii MoxeT o6nagaTb pPas/IMYHbIMU BO3MOXHOCTSIMU MO OTHOLWEHUI K CTAHAAPTHLIM WHCT-
pyMeHTanbHbIM cpefcTBaM, pesynbTaTbl MOTYT pasfnyaTbCcs.
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Mpunoxenne C
(cnpaBouHOeE)

MnnocTtpaunsa oueHKn pucka
Ta6nuuya C.1— dopma OUeHKM pucka

Puck chuHaHCcoBbIX Puc*: ymeHbLlweHnsa

YA3BHNOCTb
y6bITKOB NpoAYKTUBHOCTU

MepcoHan
NpaeHTudUUMpoBaTb YPOBEHb puUcka, BblTeKalowWwero n3 cnegyoueit yrpossl

HecaHKLMOHNPOBAHHOE pacKkpbiTUE, UIMEHEHWE B C H B C H
Unn paspyweHue nHopmaymu

HenpepHamepeHHOoe M3MeHeHMe WM paspylle- B c H B c H
HVWe nHdopmayuu

OTCyTCTBUE MOAAUYMN UM HENPABWU/ILHO 2 pPECOBaH- B C H B C H
Has nogava vHopmauuu

OTKa3 OT 06CNYXMBAHUS UK yXyAweHne o6Chny- B C H B c H
XUBaHUS

MomeuweHna n obopyposaHue
NpaeHTndnympoBaTbh ypoBEHb pPUCKa, BbiTekalolwero n3 cnegytouieit yrpossl

HecaHKLMOHNPOBAHHOE pacKpbiTUE, U3MEHEHUEe B C H B c H
UM paspywerue nHpopmaymu

HenpepgHamepeHHOoe M3MeHeHWe WNK paspylle- B C H B c H
HWe nHdopmayuu

OTCyTCTBME NOAAYUMN UM HENPABU/IBLHO a,PECOBaH- B C H B C H
Has nogavya uHdopMauuu

OTKa3 OT 06CNYXMBAHUS UK yXyAweHne o6Chny- B C H B c H
XUBaHNs

MpunoxexHuns
NpaeHTndnyMpoBaTb ypoBEHb pPUCKa, BbiTekalolwero n3 cnegytouieit yrpossl

HecaHKLMOHNPOBAHHOE paCKpPbITUE, U3MEHEHME B C H B c H
unu paspylwerune MHopmaumum

HenpegHamepeHHOoe n3MeHeHWe uNu paspyuwe- B C H B c H
HVWe nHdopmaynu

OTCcyTCTBME NOAAYUMN NN HENPABWU/IbHO afpecoBaH- B C H B C H
Has nogaya WHdopmauuu

OTKa3 OT 06CNYXMBAHUS UK yXyAlWweHne o6chny- B C H B C H
XuBaHns

Cuctembl cBA3N

NaeHTUgunpoBaTh ypoBEHb PUCKA, BbITEKAKOLWETO U3 CleayoLei yrposs

HecaHKLMOHNPOBAHHOE paCKpPbITUE, U3MEHEHUEe B C H B c H
Wnu paspylwerune mHopmaumum

HenpegHamepeHHoe M3MeHeHWe WNu paspyle- B C H B c H
Hue nHdopmayuu

OTcyTCTBME NOAAYUMN NN HENPABWU/IbHO afpecoBaH- B C H B C H
Has nogaya uHdopmayuu

OTKa3 0T 06CYXMBAHUS UK yXyAweHne o6Chy- B C H B c H
XUBaHNA
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OkoHuyaHne Tabnuybl C. 1

Puck dmHaHcoBbIX PUCK ymMeHblUeHus Puck ana
y6bITKOB nNpoAyKTUBHOCTN penytauumn

YA3BUMOCTb

MporpamMHble cpefcTBa cpefbl W onepayuoHHbIE CUCTEMBI

NpeHTudnLpoBaTh YypOBEHb pUCKa, BbiTEKalOLWero U3 cneaylouei yrposs

HecaHKUVOHMpPOBaHHOE pacKpbiTUe, U3MEeHeHune B C H B C H B C H
Unu paspyweHue nHcopmaumm

HenpepHamepeHHoe M3MEHeHMe UANW paspyue- B C H B C H B C H
HVe uHdopmaumnm

OTcyTCTBME NOAAYYN UM HENPABU/ILHO aapeCcoBaH- B c H B C H B C H
Has nogaya uHopmaymmn

OTKa3 oT obCcnyxusaHua unu yxypglweuune obeny- B C H B C H B C H
XUBaHWA

C.2 OnvicaHvie TabIMYHON hOPMbI OLLEHKM pUcKa

C.2.1 30HbI yA3BMMOCTU

TabnuyHas hopma oueHKM pucxa npeacrabBnseT co60il ogHCCTPaHUYHYO (hOpMY, NpeAHa3HaYeHHY AS UCNOMb-
30BaHNA B oueHKe pucka 6usHec-hyHKUMiA. TabnmuHas popma BkOYaeT B ce6a NATb 30H YA3BUMOCTH:

1) nepcoHan;

2) nomelieHnsa n obopyaoBaHue;

3) npunoxeHus;

4) cucTemMbl CBA3M:

5) nporpaMMHble cpejcTBa M onepauuoHHble CUCTEeMBbI.

C.2.2MoTeHumasnbHble yrposbl

|_|0,Cl| Ha3BaHunem Ka)K,qOVI 30Hbl YA3BUMOCTU B Ta6r|v|u,e C.1 nepevyuncsieHbl 4eTbipe noanexauue oueHke noTeHyu-
anbHble yrposbl:

1) HecaHKUWOHUPOBAHHOE pacKpbiTUe, U3MEHEHNEe WU paspylleHne MHhopmayuu:

2) HenpejHaMepeHHOEe W3MeHeHWe UNW paspylieHne MHGoOpMaunm;

3) OTCYyTCTBME Noga4vn Unaun Henpasu/bHO agpecoBaHHasa nogava VIHd)OpMaLWIVI;

4) oTKa3 OoT 06CNyXMNBaAHNA NN yXyALWeHNne 06CNyXUBaHUSA.

C.2.3YpOBHU 1 KaTeropuu pucka

CnpaBa OT KaxAoli yrpo3bl NpuBeAeHbl CTEMEHW pUcka B Tpex Kateropusax — (UHaAHCOBble YObITKA, YMEHbLUEeHNEe
npoAyKTMBHOCTK, ywep6 ans penytauuun. MNMonuTtuka, nporpamma v npouegypbl MHOpMaLMOHHOW 6e3onacHoCTW npea-
cTaBNAT co60i cpefcTBa MeHeXMeHTa pucka, KOTOpble WCNOMb3YTCA opraHu3aynein ANA OLEHKN W YMEeHbLueHus
6I/I3HeC>pI/ICKa. Puck (pVIHaHCOBbIX yﬁbITKOB B Aoxogax uanm Kkanntane opraHmsaunmn rnoxer BO3HUKaATb U3-3a npoﬁneM Cc
ycnyramu, MHOpPMaLWOHHbIMWN CUCTEMAMWU UM NOCTaBKOW npoaykuun. CTeneHb 3TOr0 pucka onpefendeTcs yecTHocC-
TblO cayxXaunx, COCToaHNeM BHYTPEHHUX cpeacTB 3aluThbl, I/IHd)OpMaLU/IOHHbIX cuctem un pa60lw|x npoueccos.

Puck, oTHocAwwmiica kK goxoaam, kanutany u 6usHec-penytauumn, BblTEKalOWNA U3 HEraTUBHOrO 06LLECTBEHHOTO
MHEHUS, MOXeT BO3[elicTBOBATb Ha CMOCOGHOCTbL (DMHAHCOBbLIX yupex/jeHuii ycTaHaBiMBaTb HOBble B3aMMOCBSA3U UMW
yCNnyru unu nogfepxusatb CylwecTBytowme. PUCK rOXeT NpMBECTW opraHusauunio kK cyaebHomy npoueccy, puHaHCOBbIM
y6biTkKaM unu ganbHeiwemy yuepby ana penytaynun. Mpofo/mKUTEeNbHbIA PUCK ANA AOXOA0B WU KanuTana, BbiTekal-
WKWiA M3 HapyWweHUs 3aKoHOB, NpaBuW/, NOMOXEHWUNA, NpefnUCcaHHbIX NPaKTUYEeCKUX NMPUEMOB, 3TUYECKUX HOPM WUAWN K3-3a
HECOOTBETCTBUA UM [NOXET NOABEPrHYTb PUHAHCOBOE yuypexaeHue wTpadam, rpaxaaHcko-NpaBoBbIM JEHEeXHbIM CaHk-
LMAM. HEOGXOAMMOCTN BO3MeleHUs yuwepba U notepe KOHTPaAKTOB.

B faHHOM cTaHjapTe UCNONb3YOTCA Creaylolne cTeNeHn pucka:

- Bblcokasi (B) — 3HauuTenbHble hUHAHCOBbIE Y6bITKM, YMEHbLWEHNE NPOAYKTUBHOCTM MW ywep6 gna penyrauuu,
BbiTeKalle 13 yrposbl, NosBAsAlLLeicA BCIe4CTBME COOTBETCTBEHHON yS3BUMOCTH;

- cpeaHan (C) — He3HaunTenbHble hUHAHCOBbIE YObITKW, YMEHbLWEHNE NPOAYKTUBHOCTU Unun ywep6 ana penyrta-
uuu;

- Hu3KaA <H) — MUHMManbHas BO3MOXHOCTb (PUHAHCOBbLIX YObITKOB, YMEHbLEHNEe MPOAYKTUBHOCTN Unu ywepo6
ANS penyTauuu Wau NoNHOe OTCYyTCTBME 3TUX NOTepb.

C.2.4 VIHCTPYKLMM MO OLEHKe pucka

TabnuyHas dopma 3anosHAeTca nyTem onpegeneHus cteneHn pucka — Bbicokoro (B), cpeaHero (C) unm
HN3Koro (H) — no BO3AENCTBMIO KaXA0 KAaTEropumn yrpo3 Ha Kaxayl U3 nNATW KaTeropuii ya3BUMOCTEW, UMetLWwnx OTHO-
weHne K 6usHec-PyHKUUN. [JNA OLEHKN PUCKOB opraHnsaunm Heo6xogumo:

- NpoaHanM3nMpoBaTb 3HAYEHWE KaXAO0 M3 MOTeHuManbHbIX Yrpo3 B Tabnn4yHoi chopme ANa oueHnBaemoi aeno-
BOW pyHKLMN:
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- onpegenuTb, Kak U KTo 6yfeT noABepraTbCs PUCKY U KakoBa CTEMEHb PUCKA, BbITEKAIOLWEro N3 KaxAoh noTeHumn-
anbHOW yrpo3sbl, ABNsilOWecs cnefcTBUEM KOHKPETHOIW KaTeropuu ysi3BUMOCTHU.

Mpu onpefeneHun cTeNeHW pucka He cyuwecTByeT aBCONOTHbIX npaBua. OnpegeneHne koneGaHuii BanloTHbIX
CPeAcCTB, U3MEHEeHUe TPYA0EeMKOCTM paboT M HauXyAWUX BEPOSITHbIX COBLITUIA MOXET NPUHECTW 3HAUYUTENbHYK MNOMb3Y.
Mpn BO3HWKHOBEHUN COMHEHMWII BO BpeMs aHanu3a NoTeHUMaNnbHbIX Yyrpo3 cnefyeT yuynTbiBaTb BO3HUKHOBEHWE Hauxyf-
wero cobbITMA U BbIGUPATL A4NSA HEro 60/1ee BbICOKWI YPOBEHb pucka.

Mpu 3anofHeHUN TabANYHON hOPMbl OLLEHKN pUCKa OCHOBHOE NMPEeANno/IOKEHNE AO/KHO 3akKaiyaTbCs B TOM. YTO
HUKAKNX 3alUTHBIX Mep He CyulecTByerT.

B kauyecTBe npumepa nepsyt yrposy B Tabnuue C.2 MOXHO nNpoaHanu3MpoBaTb C/ejylouwmnm o6pasom:

- MOXEeT /1 NPUBECTN K A€HEXHbIM MOTEPSIM, YMEHbLIEHUI0 NPOAYKTUBHOCTM WK yuwiepby ANns penyTauuu yuypex-
AEHUA. ecnn Nuuo, umetoliee o6bIYHbIA 4OCTYN, packpblo MHGOpMaLuuio o Bawei annapaTtype u o6opyfoBaHumn (To ecTb
cnyxauwmii oTaena packpbin KOoM6uMHaLuo celiha oTaena, coaepxaliero LeHHOCTU UM KOH(DUAEHLMaNbHY0 MHDopMa-
uuio):

- 6yneT N ypoBeHb Y6bITKOB U/Mnu yuwep6a ANs penyTauumn BbICOKUM, CPEAHUM WIN HU3KUM.

NoeHTudunpoBaHHble yrposbl (T. €. cAyxawuini otaena packpbin kom6uHauuto ceiipa otaena, cogepxatiero
LEeHHOCTM UNN KOH(UAEHLNaNbHYI0 MH(OPMALUIO) AO/MKHbI 6biTh JOKYMEHTUPOBAHbI BMECTE C UCMO/Mb30BAHHbLIM J10TU-
yeckum o6ocHoBaHMeM. HekoTopbiM 6U3HEC-PYHKLUUAM MOXET COOTBETCTBOBATb OTBET «HEMPUMEHUMO» B OTHOLWEHUN
Kakoii-nm60o yrpo3sbl, BO3HUKLIEA BCNEACTBME HEKOW yS3BMMOCTU WAU LEeNoi kateropum ysassumocTeil. B aTom cnyuas
Heo6Xx04MMO [OKYMeHTMpoBaTb flornyeckoe o60cHOBaHWe, nexaliee B OCHOBE pelleHns, a AOoKyMeHTauuw — coxpa-
HUTb B paiine c 3anosIHeHHON TabnuyHoli hopmoii.

Mocne naeHTUdUKaLUN YIpo3 BO3HWKAET HEOGXOANMOCTb MPUHATAS PUCKOB NPU HANUYUU COOTBETCTBYHOLWMUX NON-
HOMOUYMA NGO CMATYEHUS PUCKOB. PUCKM MOTyT 6bITb CMATYeHbl nepegaveii pucka (CTpaxoBaHWe), NPUHATUEM Mep
NpPOTMBOAENCTBUA B OTHOWEHWUN PUCKOB (CHUXEHMWE) NyTeM NPUMEHEHWUs CpeAcTB ynpaBneHus 6e30nacHOCTbO UAN
n3bexaHus pucka NocpeacTBOM YCTPaHeHMs UCTOYHMKA Yrpo3 yepe3 U3aMeHeHue 6u3Hec-uenu.

C.3 Tabnuua oueHkn pucka

LNnAa Kkaxnaoi kaTeropmm pucka Heo6XOAMMO BBECTW CTEMEHb PUCKA, CBA3AHHYI C KaXAOlW Ysi3BUMOCTbIO: BbiCOKas
(B), cpegHsAa (C) wnu Hmuskaa (H). NMpu oueHke KaxAoi kaTeropum pucka onpefensieTcs o6WMIA PUCK ANA KOHKPETHOW
ysisBUMOcCTH. Mocne 3anonHeHua Tabnuubl C.2 BbIGUPAT NoAxoAslne cpeicTBa ynpaBieHus.

Tab6nuya C.2— OueHka pucka no Kateropuam ysa3sumocTu

YA3BuMOCTH KaTeropus pucka
®uHaHCOBbIE YMeHblieHne Yuwep6 o6wunii puck
y6bITKM NpoAYyKTUBHOCTM ANS penyTayuu
MepcoHan

Annapatypa n o6opyfoBaHue
MpunoxexHunsa
Cuctembl cBA3N

MporpamMMHbie cpeacTBa cpefbl 1
onepaLuoHHbIE CUCTEMBbI

C.4 OnncaHvne Tabnuubl OLEHKN pUCKa

C.4.1 KpaTtkuii 0630p

Ta6nuuya C.3 — Tabnuua oueHKM pucka ncnonb3yeTca AN nokasa obuwei cTeneHn pucka AN KaxoW yasBuMoO-
cTn. B BepxHeil 4acTu Tabnuubl NepeyucneHbl TPU KaTeropuu pucka, a NATb 30H YA3BUMOCTW — B /1€BOI KOJIOHKe
Tabnuubl.

Tabnuuy OUEeHKW pucka 3anosiHAKT nyTemM YCTaHOB/EHWS O06LWeid cTeneHW pucka ANA KaxAOW U3 NATU 30H
ya3BumocTeirn. Obuian cTeneHb pucka fo/xHa 6biTh BbiBEAEHA U3 YeTbIpeXx yrpos, paHee UAEHTUULMPOBaAHHbLIX B Tabnu-
ue C.1.

C.4.2 NHCTPYKLUMA No Tabnuuye puckos

B uensx o6begnHeHUs pucka NS KOHKPETHON kaTteropuv cnefyeT W3y4uTb CTeNeHW pucka ANA Kaxgoh ya3Bumo-
cTn B Tabnuue C.3. B kaxpjoii kateropum pucxa B OTAENbHOCTU cnepyeT onpefennTb BuA obuield cTeneHn pucka Ans
yeTbipex yrpo3. B Ta6nuuy oueHKN pucka 3anncbiBalOT CTENEHb puUcka.

[na ycTaHoBNeHWs o6Liero pucka nocne NpoBeAeHUs OLEeHKM KaxAol KaTeropuum pucka crnefyet npoaHanmsumpo-
BaTb sornyeckoe o60CHOBaHWe, cTosAlEe 3a CTENEHbIO pUCKa, YCTAHOBMEHHON ANA KaxAOW yS3BUMOCTU, W OLEHUTH
o6wunii puck — Bbicokoit (B), cpepHeli (C) nnn HM3Koil cteneHn (H) — ana Kaxpoin ya3BMMOCTU.

CnepyeT yyecTb, 4TO Npu onpeAeneHnun o6 X cTeneHeil pucka ANs KaxAoih ysa3BUMOCTU He cylecTByeT 06 unx
npaBun. OgHako cneayeT yunTbiBaTh cneayouine gaktopsbl:
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- BO3MOXHOCTb WV BEPOSITHOCTb BO3HMKHOBEHMUS Yrpo3bl. Yrpo3bl ¢ 60/bliell BEPOSATHOCTbIO BO3HWKHOBEHUS
[l0/KHbI OKa3blBaThb 60/lee CylWeCcTBEHHOe B/WAHWE Ha OonpejesieHne CTeNeHU pucka, yrpo3bl C HavMeHbllell BepOoATHO-
CTbi0 BO3HUKHOBEHWA — MeHee CylleCTBEHHOe B/USHUE:

- yrposam, MMelLWNM NpsaMoe OTHOWEHNE K OoueHnBaemMoll 6usHec-thyHKLMMN, NpU onpefeneHnn CTeneHn pucka
Heo6xoAMMO npuaaBaTbh 60Nbluiee 3Ha4YeHue.

CnepyeT NpoABAATbL OCTOPOXHOCTL NPU OL,EHKe CTENeHN pucka W B C/ly4aB COMHEHUA BbiGupaTb 60/1ee BbICOKYHO
cTeneHb puUcka.

B kauyecTBe npumepa OLeHkM 06l ero pucka yrpose oTCyTCTBUS UK HENPaBU/IbLHO apecoBaHHOl nogayn nHpop-
Mauun MoXeT CNYXWUTb 60/blias 3HAYMMOCTb NPU BbIGOpEe CTEMEHN 06LLero pucka, Tak-kak OTCYTCTBME MOCTaBKM MOXeT
cuutatbca 6onee 3HAUYNMOIl yrpo3oit Ana aHanusupyemoi GusHec-DYHKLUKU, YEeM HECaHKLUOHWPOBAHHOE packpbiTue
MHpopMauun o nocraske.

6.4.3 Bbibop cpeacTB ynpasieHus

Bbi6op 3awuTHbIX Mep 6e3onacHocTU ob6ecneynBaeT yuypexAeHWo HenocpejCcTBEHHOe ynpaB/ieHue npuHumae-
MbIM PUCKOM. Yupex/eHue [O/IKHO OLEeHNTb, HAaCKO/bKO 3anjaHMpoBaHHble W CyllecTBylOl e 3aluTHbIe Mepbl CHUXa-
10T pUCK, MAEHTUMDULUPOBAHHbI Npu aHanuse pucka, onpeaennTb AOMNOHUTE IbHbIE UMeLWNecs 3alWuTHbIe Mepbl Uan
Mepbl, KOTOpble MOTyT 6biTb CKOMNPOMETUPOBAaHbI, paspaboTaTb apxuTekTypy 6esonacHocTn T u onpefennTb orpaHu-
UeHUs pasnuyHbix TUnoe (cm. 8.3— 8.7). 3aTeM He06X0AMMO BbIGPATb COOTBETCTBYHLUWME 06OCHOBAHHbIE 3aLUUTHbIE
Mepbl ANA CHUKEHUS OLEeHEHHbIX PUCKOB [0 NMPUEM/IEMOTO YPOBHS. JlONO/HUTENbHbIE NOAPOGHOCTN O BbIGOpPe 3aluT-
HbIX Mep cM. (2). £5]. [20). [21].

C.4.4 PaHxvipoBaHWe BO3eliCTBNS 1 BEPOATHOCTY

[Ana onpepgeneHns cTeneHW BEepOSITHOCTWM BO3AEWCTBMA WCNONb3YWT WKany pawxupoaHus oT 1 go 9. OueHka
MacwTaba BEepOSATHOCTU U ONpeAeneHHOro BO3feiiCTBUA NO KaxAoW U3 LWeCcTW OCHOBHbIX KaTeropuii CTPyKTypbl pUCKOB
opraHusaunn yctaHaBnMBaeTCsl UCXOAS U3 NpakTUYecKoi feATeNnbHOCTN opraHusaunii. laHHas rpajauus gaet ouwyuje-
HUe «ANCKPEeTHOCTU», O4HAaKO 3HA4YeHWA AO0JKHbI paccMaTpuBaThbCA Kak PeKoMeHAauuu no onpejeneHnto Be/IMYNHbI
pucka, a He B KauyecTBe PYKOBOACTBA K MPUMEHEHUIO.

Ans onpejeneHus BepOSITHOCTM MPUHATA chneAaylollas WkKana paHXMpoBaHUS:

- npeHe6pexnmo manas — ofauH pa3 B 1000 net unm pexe;

- KpailHe manoBeposTHas — oAuWH pa3 B 200 nert:

- OYeHb ManioBeposiTHas — oAuH pas B 50 ner;

- MasnoseposiTHas — oAuH pas B 20 nerT;

BO3MOXHaa — OfuH pas3 B 5 fer;

- BEPOATHAA — eXerofHo:

OYeHb BepoATHas — exXekBapTasbHO:
- oXmpaemas — eXeMeCsAUYHO.

- oXupgaemasi C YBEPEHHOCTbI — E€XeHefenbHo.

MpeanonaraeTcsi, YTO BEPOSITHOCTb HACTYN/IEHUS PUCKOBOTO COGLITUS BbIGPAHHOIO paHra B YeThbipe pasa Mnpesbi-
WwaeT npeablAyLLy0 BEPOATHOCTb.

B Tta6nvue C.3 npusBefeHbl o6uiue napameTpbl OLEHKW pUCKA W XapakTepuCTUKU Kax[oro W3 WecTW OCHOBHbIX
Kateropuii pucka. 1ns HEKOTOPbIX OLEHOK puUcka MOryT nMoTpe60BaThbCs APYrMe XapakTepucTUKU, HO WCMNO/b3yeMble
CTENeHn BEPOSITHOCTU HACTYNIEHUSI PUCKOBOTO COGbLITUS AOJ/IKHbLI COOTBETCTBOBATL WKaMe PaHXWpOBaHWS.

CrnepyeT OTMeTUTb, YTO OLLEHKA NPMBOAMTCS A/1S YMCTOrO, a He 4/ o6l ero pucka. lpyruMmun cnosamu, Heo6xoau-
MO YAEeNsiTb BHUMaHWE PUCKOB MPU HANMUYMU UMELWMXCS Mep ynpaBneHns. O6bIYHO Hanuune npeaynpexgawlux mep
ynpaBfieHns CHUXAeT BEepPOSiTHOCTb BO3HUKHOBEHUSI COGLITUS, HO He BMMSIeT Ha CTeneHb ero BO34EeWCTBUA: Mepbl ynpas-

NleHnA. cneunanbHO Hanpas/ieHHble Ha YMeHblleHne BO3JeiCTBUA, 06bIYHO He BAUAIT Ha CTeNeHb BEPOATHOCTU BO3-
HWKHOBEHUA COObITUSA.

Ta6nuya C.3— OueHka pucka

Paw OnucaHve PenyTauus OnepaunoHHbIi BesonacHoCTb MpaBoBoii DUHaAHCOBbIN CTpa;I'erVI‘-IeC-
pvck puck puck Knii puck
1 MpeHe6- Nlokanb- <$ 100
pexumo ma- Hblli  naponb
noe K He cekpeT-

HbIM AaHHbIM
packpbIT, HO
He UcnonbL3o-
BaH

HWU3KNWN
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Mpopomkernne Tabnuubl C.3

PaHr OrvcaHvie

Pernyraups

2 OueHb Hanapgku
He3Hauu- Ha 6aHKOB-
TenbHoe CKyl0 cuctemy

no MecTHOMY
pagmo wu B
MeCTHOA
npecce

HU3KNN

«CTaH-
fapTHble» f3-
BUTE/NbHbIE
BblCKa3blBa-

3 HesHa-
YyuTenbHoe

HUS B HauWo-
HanbHOW
npecce  unu
pasmeleH-
Hble B NHTep-
HeTe O G6aH-
KOBCKO cuc-
Teme, Hanpu-
Mep nNUcbMo
yutaTtens

BHumaHue
HauuoHanb-
HOW  mpeccbl
nnu paguo
Hanpumep
NNOX0N 0T3bIB

4 3amerT-
Hoe

5 Cyuwe-
CTBEHHOE

Cepbes-
Has KpUTN-
yeckas
cTatbs B
npecce
[OKYMEH-
TanbHas
nepegava no
pagvo unu no
Tenesuge-
HUK.  CKJIOH-
Haa paccmart-
puBaTbCca Kak
ncxoasuas
13 3acnyxu-
Baiowero go-
BEPUSI UCTOY-
HuKa

CPEAHUN

nnu

50

OnepaLyIoHHbL
prick

HesHauun-
TenbHoe KO-
NIMYECTBO 3K-
cnnyaTtauuoH-
HbIX npo-
6nemM. He oka-
3blBAKOLNX
BO3jeicTBue
Ha KIWEeHTOB

BpemeH-
Hoe HeBbI-
nonHeHue
obcnyxusa-
HUsA (~1u)
0AHOTO YneHa
CUCTEMBI;
npo6nemsbl,
oKasblBalo-
wue orpaHu-
YeHHOe BNU-
SIHWEe Ha Knu-
€eHTOB

Jkcnnya-
TayuoHHbIE
npo6nemsl,
oKasblBalo-
wue BO3feit-
CTBME Ha BCiO
cuUcTEMy Kau-
puHra

BpemeH-
Hoe HeBbl-
nonHeHue
obcnyxuBa-
HUA  MHOTUX
YNeHoB cuUC-
TeMmbl nnu
AnNuTenbHoe
HeBbINONHE-
HMe o06Ccnyxu-
BaHua (4o of-
HOro pa6oue-
ro gHAa) ana
OfHOTO 4YneHa
cncTembl; cy-
L ecTBeHHOe
Bo3jeiicTBne
Ha KNWeHTOB

BesonacHocTb

Nokanb-
Hblli naponb
K CEeKpPeTHbIM
[aHHbIM pac-
KpPbIT, HO He
Mcnonb3oBaH

YTeuka
WA Komnpo-
MeTauus He-
3HaYUTENb-
HOro Konuye-
cTBa Teky-
et nHdop-
Maymm

3noynort-
pebneHue 3a-
KOHHbIM U
npuBunerus-
MW gocTtyna

Nornyec-
Koe unum du-
3nyeckoe
NpoHUKHOBE-
Hue B onepa-
LUOHHbIE CU-
CTEMbl OfHO-
ro unu 6onee

4YneHoB cun-
cTtembl  (Ha-
npumep Bpe-
LOHOCHbI
BUPYC, npu-
YUHUBLLNIA
HeKOTOpbI
yuwepo)

Mpaoosoii

prckK

MpaBo-
Bble OTBETHI
OT y4yacTHMKa
KNMpUHra He
BbINONTHSOT-
cA BO Bpe-
MeHHOIl  ne-
puog. onpe-
AeneHHbl
3aKOHOM

nNpentu-
huumnposaHa
nonpasmMmas
BO3MOX-
HOCTb Heco-
OTBETCTBUSA

Hecno-
CO6GHOCTb
npepocTa-
BUTb AaH-
Hble. Tpebye-
Mble 3aKo-
HOM. Hanpu-
Mep, cornac-
Ho (11)

MpaBo-
BOe BMelwa-
TenbCTBO,

WCK He ypaoB-
netsopeH

durHaHCoBbLIA  Crparerynyec-

pucK KA prck

-$ 1000

-$ 5000 Monutu-
KW UNW CTaH-
AapThbl He
nogaepxu-
BalTCA

~$ 20000

-$ 100000 Monutn-

KW UNN CTaH-
[apTbl He cy-
wecTBytoT



OkoHuyaHne Tabnuybl C.3

Paur OnucaHune PenyTtayus
6 OueHb
CylW,ecTBeH-

HOe

Ny6nuy-
Has  KpuTuka
CO  CTOPOHbI
HauuoHanb-
HOTO perynu-
pylowero op-
raHa unu or-
pacnesoro

CPEAHWNN

7 Bonb-
woe

Bepgywasn
HOBOCTb BO
MHOTMX rase-
Tax u'nam oc-
HOBHbIX Tene-
BU3NOHHbIX
HOBOCTAX

8 OuyeHb
6onblwoe

Focypap-
CTBEHHOe

BbICOKNWN

BMelwaTesnb-
CTBO unun co-
noctaBuMble
nonunTuyec-
Kne nocnepg-
cTBUA

9 KartacTt-
podumuec-
Koe

Wupokoe
ocselleHne
npeccoi n
TeneBUaeEHU-
em, nonHas
noteps pose-
pus co cTo-
poHbl Ny6aun-
KA U 4neHOoB
cucTemsl

MoABepPXEHHOCTb PUCKY UMM 3HAUYMMOCTb pUCKa
ncnonbsyemasn

dopmupyeTcs Mogensb,

OnepaLnoHHbIA
puck

YneH cuc-
TeMbl He mno-
xeT paboTaTb
C KNWPUHTOM

HeBbinon-
HeHue o6cny-
XUBaHUs Ansa
MHOTUX 4ne-
HOB CUCTEMbI
B KpuTuyec-
Koe Bpems
aHSA (15:00.
nATHULA)

HeBbinon-
HeHne  Knu-
puHra B Teye-
HWe BCero pa-
6overo aHa

MonHoe
HeBbINOHE-
HMe o06Ccnyxu-
BaHUsA B Teye-
HUE HecKosb-
KUX pHel/He-
aenb

BesonacHoCTb

YcnewHoe
MOLWeHHNYe-
CTBO  MeKo-
ro — cpepgHe-
ro macwraba

YcnewHoe
MOLWEeHHNYe-
CTBO KpYyMnHOro
pasmepa
onepayunoH-
Hble AaHHble
UM CUCTEMD
KOHTpONS
ckoMnpome-
TUPOBaHbI

KnupuHro-
Bas cuctema
B3/ioMa "
cepbesHo
ckomnpome-
TupoBaHa

KnupuHro-
Bas  nanarta
unu ee Kpwvn-
Torpaduyec-
Kne cuctembl
MOJIHOCTbLIO
ckoMmnpome-
TUPOBaHbI;
MOLWeHHUYe-
CTBO KPYMHOTO
MacwTaba
6e3  un3BecT-
HOIl oueHkn

KaKk CcpeacTBO onpejeneHus
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®UHAHCOBLIN
puck

MpaBoBoii
puck

Hauano -$ HOOO00O
nonuuemncko-

ro unu pery-

NATUBHOTO

paccnegosa-

HUA; peryns-

TUBHOE BMe-

lwaTenbCTBO;

UCK yaoBneT-

BOpEH

Cype6- $ 10000000
Hoe npecne-

[oBaHue,

BO36YyXAeH-

Hoe npoTuB

KNUPUHTOBOW

nanatbl  (He-

ycnewHoe)

Cyne6- -$ 100000000
Hoe npecne-

AoBaHue,

BO36YyX/AEH-

Hoe npoTuB

KNMPUHTOBOWA

nanatbl  (yc-

newHoe)

Cucrtema- -$ 1000000000
Tunyeckoe n

YMbllWNEHHOE

Hecobnoae-

Hue 3aKoHa

pykoBof-
CTBOM

Wero ypoBHs

BbIC-

noaABEPXEHHOCTN

CTpaTternyec-
Knit puck

Ynpas-
neHvyeckni
KOHTPO/b
ckomnpome-
TUpoBaH

Bynyuiee
cyujecTBoBa-
HUEe KNUPUH-
roeoii
nanatbl nog,
COMHEHUNEM;
nnatexHas
NHAYCTpUA
ckomnpome-
TupoBaHa

pucKky Ha OCHOBe

paHXMpoBaHWs No BO3AEHCTBMIO U BEPOATHOCTU. [laHHAaA MOAenb Bko4YaeT B cebs NaTb ypoBHel. Ha npakTuke kaTtero-
puu pucka, oleHuBaemble ypoBHEM 1, HE 3acCnyxuBawT fanbHeiiwero aHanusa. OueHWBaeMble YpoBHEM 5 nognexart
HeMe/[/IeHHOMY pearMpoBaHuio, a He MPOAO/IKEHUI0 OUeHKM pucka! Tak 4To B Le/OM Mbl NO/y4yaemM TPexXypoBHEBYIO

wkany.
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O6Go3HauYeHne 3anuBKu:
He3alW U eHHOCTb OT BO3AEiCTBUS>'3HAUNTENIBHOCTL!

KpuTuyeckas 5
3HauvnTenbHasa
CyuiecTBeHHas a
He3HauunTesnbHasa 2
npeHebpexumo mManas 1
9 3 3 4 4 4 5 5 5 5
B B 3 3 4 4 4 A 5 5 5
n 7 2 3 3 3 4 A 4 5 5
" B 2 2 3 t 3 A A 4 5
a 5 2 2 2 a 3 3 4 4 4
H 4 1 2 2 2 3 3 3 4 4
" 3 1 1 2 2 2 a 3 3 4
€ 2 1 1 1 2 2 2 3 a 3
1 1 1 1 1 2 2 2 a a
1 2 3 4 5 6 7 8 9
BeposiTHOCTb

HecoMHeHHO, UTO YeM 60/blie 3HAYMMOCTb pUCKa, TeM GOnblie YCUAUA HYXHO 3aTpaTWTb Ha aHanus u ynpasse-
Hue puckom. Ha aToli cTaAun He CTOUT CNeno crnefoBaTb CUCTEME OLEHKN: caMblM HEOGXOAUMBIM SiBNAETCA onpeaene-
HUe OCHOBHbIX Mpo6aeM pucka, KoTopble 6yAyT paccMaTpuBaTbCst PYKOBOACTBOM B /11060M YMECTHOM A Hero nopsjke
Ha OCHOBe BCeil nMetloweiica nHopmaynm, BkIYaA NOABEPXKEHHOCTb PUCKY, HO He orpaHununsasch eit. K haktopawm,
KoTOopble crneAyeT NPUHUMATb B pacyeT Ha 3TOW CTaguu, OTHOCATCA OGblYHbIE (DaKTOPbI, peryaupywlime ynpasneHue
6M3HECOM: Hasnuyne pecypcos, 6l0/XeT, cTpaTerna v Leau KOMNaHuM B JaHHOe BpeMs, NonuMTUYeckoe BAUAHWE U T. A.

Mocnepywwune geicteus

Ans 06paboTku MAEHTUPULMPOBAHHBIX PUCKOB BbiGUpPaeTCAa OAHO M3 CNefylolWnX YeTbipex HanpasBneHuit peii-
CTBWIA:

- n3bexaHne — o3HayaeT yCTpaHEeHWe WCTOYHWUKA Yrpo3bl UM U3MEeHeHMe GU3Hec-uenun AN yCTPaHeHUs pucka.
XoTA 3T0T cnoco6 o6paboTKM pucka KaxeTcs upeasbHbIM, OH. OYEBUAHO, NPUMEHUM NUWb B pefknx cnyyasax. «bes
pucka HeT 6usHecal» Hanpumep, Bbl MOXeTe n3bexarb pucka 6bITb COUTBIM MaLMHON, HUKOTAA He BbIXOAS U3 foMa, HO
B 3TOM C/lyuyaB 3HauuTeslbHas 4acTb XW3HW NpoiigeT mumo Bac. Mpueeaem npumep, 6onee 61n3kniA k 6U3HEC-onepaym-
AM: Mbl MOXEM NpPeAOTBPaTUTL BO3JElCTBME HECOCTOSTENbHOCTU TPeTbell CTOPOHbI, He WCNO/b3ys 3Ty CTOPOHY, B 3TOM
cnyvyae HaMm, BEPOSITHO, NPOCTO He C kem 6yaeT pa6oTaTb! OAHaKo B Tex ciyyasx, Korja pucka MoXHO peanbHO nsbexarsb,
370 4acTo ABMAETCHA JelWweBbiM W JO/ITOCPOYHBIM peLleHnemM;

- NPUHATME Mep — O3HayaeT, YTO HEeOo6XOAMMO OCYyL,eCTBUTbL AeCTBMNA, KOTOpble 3aknlovalTcs B paspaboTke
nnaHa. BbinosnHeHue 3Tux AeicTBWii yMeHblaeT BEPOSITHOCTb Marepuanusauum pucka unu orpaHuynsaeT adekT co-
6bITUA N TaknM 06pasoM yMeHblaeT ero Bo3geicTBue. MpumMepbl MHOTOUYUCNEHHbI W OYEBUAHbI — MNPUHATME Mep B
OTHOLWEHUN pucKka NOTEPU AaHHbIX C MOMOLbI pexuma pe3epBHOr0 KONMpoBaHUA, orpaHnyeHne addekra Komnpome-
Tauum kpuntorpauyecknx knoyei nyTem orpaHnyeHns cpoka nx cnyx6bl n TA.;

- pacnpejeneHne — o3HavyaeT NepesloXeHNe OCHOBHOW yYacTu BO3JeiicTBUA MocneAcTBUIl pucka Ha TpeTbl CTO-
poHy. Knaccuyecknum cnocobom siBNsieTcs cTpaxoBaHue. HeCOMHEHHO, pacnpejefieHue pucka pefko gocturaetca 6es
onpepjeneHHbIX TeKyWux pacxogos! Hanpumep, Mbl MOXeM pacnpejennTb Hally OTBETCTBEHHOCTb 3a Bbljayy Hekaue-
CTBEHHOW KOHCy/nbTauuu nytemM npoeccroHasbHON KOMMNEHCALMOHHOW NOAUTUKWN. PUCKM MHOrga MOXHO pacnpeje-
NINTb Ha TPeTbW CTOPOHbI Yepes cornaweHnne (kak 0TBETCTBEHHOCTb), XOTSA CNOCOGHOCTb 3TUX CTOPOH YNpaBAATb Nocnej-
CTBUAAMW PUCKOB cama no ce6e MOXeT NpefCcTaB/fATb PUCK;

- NPUHATME — YeTBEpPTbIM BapMaHTOM SBASETCA NPOCTOe NPUHATUE pucka. Heo6XxoAMMO 0CO3HATb BO3MOXHOCTb
NOSIBNIEHNA pUCKa, HO OLEHWB pPacxofbl U CTeNeHb XenaTesbHOCTU TPex MepBblX BAPWAHTOB, NPUHATbL peleHne o ToM.
4TO Be/IMYMHA puUcka nepeBelIMBaeTCs MOTEHUMANbHbIMU BbirogamMu paboTbl ¢ HAM. Hanpumep, Mbl MOXeM pelunTb
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NMPUHATbL PUCK CbM3VIHeCKOI’0 AocTyna B NOMelweHna NpecTynHWKOB C OTHeCTpesibHbIM OpyXUem NoToMy, YTO CTOMMOCTb
dur3nyeckux mep 6€30MNaCHOCTM OYEHb BbICOKA M UX yCTaHOBKA He6naronpusaTHO NoBauseT Ha atmocdepy 6naroxena-
TENbHOCTU B Haleil KoMnaHuu.

KOHe4YyHO, MOXHO MCrnonb30BaTb CMeLWaHHble noaxoAbl K onpefesieHNo puUckoB, Hanpumep, B cayyae NPOHUKHO-
BEHNA BOOPYXEHHbIX NPEeCcTynHNKOB B nNomMelieHne NpuHUMaeTcA BbiCOKas CTeneHb pucka, a B OTHOWEHUN MeHbLKUxX
yrpo3 (Hanpumep nAwAMW, CAyyailHo 3aweplwine ¢ yauubl), npuHuMaeTcs 60/iee Hu3Kas CTENEHb pUcKa, NPUMeEHSeTCs
Mepa — MCNONb3yeTCs HEBOOPYXEHHAs oxpaHa nomelieHuin. B kauecTtBe Mepbl NuMKBUAaLWW NocneacTBuii oT 3ToW
yrposbl ncnonblyetcsa obecneueHune AONONHNTENNIbHOTO AOCTyna COTPYAHMKOB C KaBULWHbLIM BBOAOM JINYHOTO UOEHTU-
MKALMOHHOTO HOMepa K K/I0YEeBbIM 30HaM WU CyXeHUeM (yHKLMM NyTem nepegayn 4actTu pucka yepes odpopmieHune
CTpaxoBaHWsA XW3HW COTPYAHWUKOB.

OcTartoyHble puckn

Heo6xoAaumMo onpefennTb 4eACTBNA NO MOHUTOPUHTY ANSA OCYLECTBNEHUS MeHeAXMeHTa O0CTaTOUYHbIX PUCKOB, a
TakKXe OTBETCTBEHHOCTb 3a 3T ,quICTBVIFI.
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Mpunoxexnune D
(cnpaBouHOeE)

TexHosiornyeckne cpegcrea ynpassieHUs
D.1 AnnapaTHble cpefcTBa

D.1.1 CpepcTBa ynpaB/eHUs KOHEYHOW cuctemoit

BONbWWHCTBO OpraHu3aunii cerogHa Ucnosb3yeT onpefeneHHble KOMOUHaLNN HACTONbHbLIX U NepeHocHbix MK B
KayecTBe OCHOBHbIX OPMEHTUPOBAHHbIX Ha MONb30BaTeNedl cucTemM. B 3TUX KOHEYHbIX CUCTEMAaX WCMONb3YHTCA pasiny-
Hble OnepaynoHHbIe CUCTEMbI, XOTA UX Npeobnajatuiee 60NbWNHCTBO NpejocTaBAseTcAa O4HUM nocTasBl koM. Kpome
TOro, faHHble MK AONONHATCA UK B HEKOTOPbIX Cy4Yasix 3aMeHATCA He6GONbWUMN NePCOHANbHbBIMU NHGOPMALNOH-
HbIMK ycTpoiicTBamu (MAY). CoToBble TenemoHbl Takke CTaHOBATCA 60/1€e MOULHbIMW 1M MOTYyT MHOT4a UCNOMb30BaThCA
Kak KOHe4yHble cucTemMbl. Cneuymanuctel B cihepe aHanusa n o6paboTkn uHcopmauun, pabotawuime ¢ AOKyMeHTaMu,
npeseHTaunaAMun, 3N1EKTPOHHbLIMU Tabnuuamm 1 aHanoru4yHon MHgopmaumein, 4acTo UCNONbL3YIOT PeWeHns, NPUHATbIE
Ha 6a3e K. [lpyrne nonb3oBaTeny opraHn3aLuu 4acToT UCMNONb3YIT VIHTEPHET TEXHONMOrMI ANA NPUNOXEHWUNA, Takum
o6pasom npepgocTtaBnaa Aoctyn k MUY n K coToBbIM TenegoHam.

B cnyvae ¢ nw60ii KOHEYHOI cucTemoii npexae Bcero Heo6xoauMmo pasobpatbecs ¢ npo6nemamn 6e30nacHOCTU B
onepaynoHHON cucteme. Hencnosb3yemble U HEeHYXHble NOACUCTEMbl, Hanpumep PyHKUMKM 6a3bl AaHHbIX 1 onepauu-
OHHOW CUCTEMbI, JO/MKHbI OblTb OTKAOUYEHbl U yAaneHbl. [pyrne (yHKLUN LO/KHbI 6biTb OrpaHWYeHbl 4O MUHUMYMA,
Heo6xoANMOro AN HOpMasbHOW paboTbl Nonb3osBaTensa. Kpome TOro, opraHusaunsa JosKHa UMeTb onpefesieHHbli
MexaHU3M WCMoNb30BaHUA natyeil Ana CUCTEM W pacnpocTpaHeHUsi 06HOBMAEHWUI A NO Mepe UX NOCTynaeHWs OT nocTas-
WWKOB. KaK AN ONnepaunoHHON CUCTEMbI, Tak U ANA N06bIX NPUIOXKEHUA, paboTaloWnX Ha KOHEUYHbIX cucTemax.

MoMUMO onepaLMoHHOR CUCTEMbl OpraHM3auus AO/KHA PACCMOTPEeTb PO/ib KOHEYHbIX CUCTEM U MPUHATbL pelle-
HME 0 Heo6X0AMMOCTN AONOSIHUTENbHbBIX CPEACTB, TakuX, Kak aHTUBUPYCHblIe NporpamMmmbl, O6HapyxXeHue n npegynpex-
[leHne BTOPXEHUS, MeXceTeBble 3KpaHbl M BMPTyanbHas yacTHas ceTb ANA Mofb3oBaTeneil opraHusauyuun. Bo mMHormx
cnyyasx BHelWHWe cucTeMbl 6e3onacHoCTU JaHHOW opraHusauun (onpegeneHubie B 11.5) o6ecneunBaloT cBOiicTBa,
noAo6Hble aHTUBMPYCHbIM NporpamMmamM, MexceTeBbiM 3KpaHam, 06HapyXeHuio u npeaynpexaeHunto BTopxeHus. Oa-
HaKo MpW HanMuuu MoG6U/bHBIX CUCTEM W C POCTOM 6GU3HEC-NapTHepcTBa M ayTCOPCUHIa NS TPafULMOHHOW MHOTOypoB-
HEBON 3alNTbl UMEET CMbIC/ Ay61MpPOBaTh 3TV CBONCTBA B MOGUIbHBIX CUCTEMAX W. NOTEHLUNANbHO, B MNY 1N HACTONbHbIX
MK. Hanpumep, mMo6unbHblit MK nonb3osatens, nNoAcoefUHEHHbI K WNPOKONONOCHO!W CBA3N W3 AOMa U UCNOMb3YOLWNii
BUPTYasbHy0 4acCTHYI0 CeTb OpraHusaunmn, CTaHOBUTCA KaHa/OM aTtaku U BpeMeHHbIM yCTPOCTBOM nepumeTpa, Tpebyto-
WM TakKoi Xe 3aluTbl, Kak 1 Apyrne ycTpoiicTBa nepumetpa.

D.1.2CpepcTBa ynpaB/ieHUs cuctemamu cepsepa

MoA06HO KOHEYHbIM CUCTEMAM CUCTEMbI CEpBEpa HYXAalTCA B NMPUMEHEHUN KaK BHYTPEHHUX, Tak U BHELWHUX
CpeACTB ynpaB/ieHNa Ha ypOBHE onepaunoHHoi cuctembl. CepBepbl HacTo HYXAalTCA B (PDYHKLNOHANbHbBIX BO3MOXHO-
CTAX U NoAcucTemax, KoTopble He TpebylTcs ANA KOHEeYHbIX cucTeM. MOCKoNbKy Ha cepBepe MOXeT MCMNO/b30BaThbCA
6a3a faHHbIX, Be6-cepBep. FTP-cepBuc, aTn cepeepbl UMeT 60/1ee 3HAUYNTENbHbIA NOTEHUMAn yasBumocTun. Ana atux
cepBepoB TpebyeTcs npegocTtaBneHne AocTyna K APYrMM ycTpoiicTBaM, KOTOpble He BCerga 3acnyXuBawT [OBepus.
Kpome TOro, no mepe BbiNycka HOBbIX NaTyeil U BEPCUIA ANA HUX. KAK U ANA KOHEYHbIX CUCTEM, He06X0AMMO nNpeaycmoT-
peTb yC/NOBUA TECTUPOBaHUS, OGHOBNEHUA U MeHeAXMeHTa cuctem. MprMepom sABNAETCS TecTUpOBaHWe HOBOTO nartya
B HENPOU3BO/ACTBEHHOI cpeae nepej ero ycTaHOBKOW Ha NPOM3BOACTBEHHbIX CUCTEMAX.

YTo KacaeTcsi BHyTPEHHeEro cpefcTBa ynpaB/ieHUs, cepBep Bcerja f[O0J/KeH UCnonb3oBaTb CpeAcTBa ynpas/ieHus
onepaLnoHHO cucTeMbl, orpaHnunBanlme PyHKLAN N 4OCTYN K KPUTUYECKN BaXKHbIM CBOUM 4YacTaAM. DTO O3HayaerT,
Hanpumep, YTO cepBep, UCNOMb3yeMblii NS NofAepXkn Beb-cTpaHul, He 06a3aTeNbHO A0/KEH 3ajelicTBOBaTb CEpPBUC
FTP unn oTKpbiTble NOPThblI N8 06WMUX 3anpocoB 6a3bl faHHbIX. AHaNorMyHo cepsep FTP He f0/XeH 6GblTb OTKPbLIT ANA
nopToB ¥ NpoTokonos HTTP.

MoMUMO OnepaunoHHOW CUCTEMbl ONpefesleHHoe BHUMaHWe Heo6X0AUMO yAenunTb aHTUBUPYCHLIM Nporpam-
MaM, 06HapyXeHN0 BTOPXEHNA U MeXCeTeBblM 3KpaHaM cepBepa W BOKPYr Hero. 9Ta 3awuTta MoxeT 6biTb OCyLlecTBae-
Ha B BMAe pasmelleHUs cepsepa B 6e30MacCHOli 30HE 3a MeXCeTeBblM 3KPAHOM W UCMNO/Mb30BAHNA CUCTEMbI O6Hapyxe-
HUS BTOpXeHnsa Ha 6a3e ceTeBOro ycTpoiicTBa Uau BCe Tpu cepBuca 6e30NacHOCTU MOTYT 6biTb UCNO/b30BaHbl HA CAMOM
X0CTe cepBepa. 3aMHTEPECOBAHHOCTL B BOMpocax 6e30MacHOCTY opraHusaunm u ceTei CnyXuT nobyanTeNnbHbIM MOTK-
BOM K OL,eHKe U onpejesieHN0 YMeCTHOCTWN TeX WAN WHbIX CPeACTB KOHTPO/A A1 KOHKPETHbIX CEPBEPHbIX CUCTEM.

D.1.3CpefcTBaynpaBieHns yHMBepCcalbHbIMMN BbIYNCUTENbHBIMU MaLINHAMM

YHuBepcanbHble BblUNCAUTENbHbIE MalWWHbl AN 06paboTkn 60nblWINX 06bEMOB AaHHbIX CO34al0TCA NNWb He-
MHOTMMU Npou3BOAUTENAMU. B pesynbTaTe yHUBEpPCasibHble BbIYMC/AUTENIbHbIE MallWHbl paccMaTpuBalTCcA Kak 6onee
HagexHble © 60nee MOLWHbIE, YEM Apyrue cuctembl 06paboTkn UT. Tem He MeHee MeHe[XMEHT yHUBepCasbHbIX BblUKC-
NIUTENbHLIX MallWH [0/DKEH OCYU,eCTBAATLCA NOCPeCTBOM TakuxX Xe NpuHuunos obecneyeHns 6e30nacHOCTU, HTO U
Ans apyrux cuctem. OCHOBHasA onepaynoHHas cucTema [o/kHa 6biTb 3aluuieHa, u 4na 3Toro Heo6xoaMmMo paccmoT-
peTb AONOMHUTENIbHbIE MEpPbl 3a npejenamu onepaLuoHHOl cucTteMbl. OBbLIYHO YHUBEpPCA/ibHAA BblYNCAUTENbHASA
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MallvHa XpaHWT Hanbonee WeHHyl WHOPMaUUo W 4eNoBOi pernaMeHT, NO3TOMYy AaHHas MHpopMauusa pasMeliaeTcs
B LLEHTpe MHOTOYPOBHEBOI CeTeBOl apxXxuTekTypbl 6€30MacHOCTU. Kax oMy Nonb30oBaTe o NpucBanBaeTcsi COOTBETCTBY-
OWNA MAEeHTUMUKATOP C OrpaHNYEHHbIMU (PYHKUMOHANbHBIMW BO3MOXHOCTAMU. AAMUHUCTPATUBHOE YynpaBieHue yHUu-
BepCaNnbHOW BbIYNCNNTENIbHOW MalWHOW OCyLLecTBAAETCA HECKONIbKUMW COTPyAHMKaAMU. Kak u B ciyyae ¢ Apyrumu
cucTtemMamMu, Heo6X0AMMO BHMMATENIbHO pacCcMOTpeTb BapuaHT pasfeneHns 0653aHHOCTEN Kak yacTb CpefcTB ynpas-
neHna 6e30NacHOCTbI0 YHUBEPCANbHOW BbIYNCAUTENbHOW MalUVHBbI.

D.1.4 CpepcTBa ynpaBieHUs ApyruMuy annapaTHbiMU cuctemMamm

AHanornyHble Npo6aeMbl CBOMCTBEHHbI M APYTUM annapaTHbiM ycTpoiicTBam v cuctemam, aTn npo6aembl Heo6Xxo-
OVMO pewnTb A0 pa3BepTbiBaHWS NPOM3BOACTBA B OopraHm3aunn. [laHHble ycTpoiicTBa MOryT GbiTb cneynanbHbIMKU WNd-
poBasibHLIMU CUCTEMAMU, HOBbIMW TUNAMU annapaTHbiX CPeACTB, KOTOPbIM OKa3biBalOT NpeAnovTeHne MHOrMe nocTaBs-
LWWUKN MEXCETEeBbIX 3KPAHOB U CUCTEM OGHApPYXEHUs BTOPXEHWS, UIU CeTeBbIMW annapaTHbIMU CpefcTBamu, Hanpumep
MaplpyTusatopamu n KomMMyTatopamu. Bo Bcex cnyvyasx npoAykLuio Heo6XoAUMMO OLEHWUTb, YTOGbl MMETb NOHATUE O
nexatyeil B ero oCHoOBe onepauyuoHHON cucteme — onepauuMoHHas cucTema Ao/xHa 6blTh 3aluueHa oT cnabbix atak
Kpome Toro, 60/blioe 3HAYeHUE MMEET PacCMOSIOKEHWNE AaHHbIX YCTPONCTB MO OTHOWEHU K BHYTPEHHUM CETEBbIM
COeAMHEHNSIM, MEXCETEBbIM 3KpaHaMm, CUCTEMAM MOouUCKa BUPYCOB M OGHAPYXEHUA BTOPXKEHUS.

D.2 MporpaMMHble cpeacTBa

D.2.1 Be6-cepBepbl

Be6-cepBepbl SIBAATCA OYEHb PACMPOCTPAHEHHbIM W YAacTO UCMOJIb3yEeMbIM NPUIOXEHNEM, TNaBHbIM 06pa3oM
npefHasHa4YeHHbIM ANA pacnpejeneHns sBe6-cTpaHul ANA nonb3osaTeneil. NpunoxeHus MoryT BapbupoBaTbCa OT
OYeHb NPOCTbIX, NPeACTaBAAWMNX TOMbKO (PUKCUPOBAHHbIE CTPAHULLbI MH(POPMALKN, O OYeHb CNOXHbIX, NpefoCcTaBsA-
IOLWUX MHOTOCTPaHWYHbIE [OKYMEHTbl C NOALEPXKON ClueHapues, akTUBHbIX MPOrPaMMHbIX MaWWHHbIX KOMaHA U T. 4.
OpraHusaLuy AOMKHbI ONpeAennTb Heo6X0A4UMYI0 ANS HUX CTeNeHb C/0XKHOCTW U COOTBETCTBYlOWME CBA3N Mexay WH-
TepHeToM. Be6-cepBepom (BebG-cepBepamu) v BHYTPEHHUMU AaHHbIMU. O6bIYHO hMHAHCOBbIE yYpex/AeHnsa HacTansBawT
Ha TPeX3BEHHOI apxuTekType C MexceTeBbIMU 3KkpaHamu, o6ecneunBalW UMK rpaHuLy mMexay VHTepHeTom n Be6-
cepBepoM n mMexay Be6-cepBepOM W BHYTPEHHUMW AaHHbIMU. MHOro3BEHHble apXUTEKTYpbl, pasaenswoune AoN0OAHN-
Te/lbHble YPOBHU MPUMOXEHNA AN GU3HEC-NOrMKKU, YacTo MCNOoNb3ylTCcA Ana obecnevyeHus 6onee XecTkoro ynpasne-
HUSI MOTOKAMM AAHHbIX.

MHoOrve noctaBLW KU pacnpocTpaHsAT NporpaMMHble cpeAcTBa Be6-CepBepoB, W KaXAas Bepcus 3TUX nporpamm-
HbIX CPEACTB MMeeT COGCTBEHHYI0 COBOKYNHOCTb BOMPOCOB, YCTAHOBOK M MOAEPHU3ALUiA, HYXAAOLWUXCA B yNpaBieHnn.
YacTo nocTaBLW WK UK TpeTbss CTOPOHA npeanaralT B VIHTepHeTe CBsi3aHHble C 6€30NacHOCTbI0 YCTaHOBKN. 3TN yCTAHOB-
KM Heo6X04WMO paccmaTpuBaTh M OLeHWBaTb B COOTBETCTBMM C KOHKPETHbIMW MOAUTUKAMM, NPaKTUYEeCKUMN npremamu
1 notpe6HOCTAMM onpeAeneHHOW opraHu3auuu.

D.2.2 CepBepbl NPUNOXEHUA N BEB-CEpBUCHI

CneuunannsnpoBaHHble Be6G-cepBepbl CTann MCMNO/b30BaTbCA Kak CepBepbl MPUMOXEHUA — cepBepbl, KOTOpPble
MOTYT MPOTrOHATb (PYHKLMOHANIbHbIE YaCTW MPUNOXEHNA KaK MHOTOKPaTHO MCNONb3yeMble KOMMNOHEHTbl W 3aAeicTBO-
BaTbCA MHOTUMMW MPUIOXKEHUAMKU. Hanpumep, PyHKLNSA nepeMelteHns AeHEeXHbIX CPeACTB MexXxay cuyeTamu MoxeT
pa6oTaTb kak KOMMNOHEHT Ha cepBepe MPUIOXKEHUA N UCNONL30BATLCSA Kak NPUTOXEHUAMU, NPefOCTaBAAWNMN KIN-
eHTaMm 6aHKOBCKWE YCNyrn B pexumMe peanbHOro BpeMeHu, Tak 1 onepatopamu LeHTpa o6paboTku BbI30BOB, AelCTBYIO-
WMUMN OT UMEHU KNMeHTa, obpaljatlierocs 3a 6aHKOBCKMMY ycnyramu. ITUM KOMMNOHEHTaM NPUAoXeHWUi 6blan npupaa-
Hbl MHTepdelicbl, NO3BONAOWMNE OCYLW ECTBNATL BbI30B KOMNOHEHTOB Yepe3 Beb6-cepBUChbl. TN Be6-CEpPBUCHI AENCTBYIOT
BO MHOTOM aHanornyHo 6osiee cTapbiM yAaseHHbIM Bbi30BaM NpoLefypbl, HO C ceTeBOli 0COGEHHOCTbIO, YNyUYWEeHHO
MCnonb3oBaHWeM paclinpsaemMoro ssbika pa3mMeTkm XML, KOTOpbIi MOXeT Mcnonb3oBaTbCA Ha N0GbLIX yCTpoicTBax,
faxe Ha Tex. KOTOpble He MojAepXuBalT TpafuLuWOHHble Be6-6pay3epbl. MHOTME MOCTaBLWWKM NpefoCcTaBAsAT cepBe-
pbl MPUNOXeHWA, noagaepxuBatwlme Be6-cepBuchl. bonee nogpo6Has nHopmauus o Beb6-cepBucax u 6esonacHocTyn
Be6-CepBMCOB NpeAcTaB/ieHa B NpuUIoxeHun B.

Kak n B cnyyae c Be6-cepBepamMu, MHOTMe NOCTaBLMKM PAcNpoOCTPaHAIT NporpamMMHble cpe/cTBa Be6-CepBUCOB
1 cepBepa NPUIOXeHWUi, N KaxAas Bepcus MMeeT COGCTBEHHbI Ha6op BOMPOCOB, YCTAHOBOK M MOAEepHM3aLmnii, KoTo-
pble HyxXjalTcsa B ynpaBneHun. HacTo NocTaBlMK N TPeTbs CTOPOHA PacnpoCcTpaHAloT A8 UCMNOMb30BaHWA CBA3AH-
Hble ¢ 6€30NaCHOCTbI0 YCTAHOBKM B VIHTEpHETe. 3TN YCTAHOBKM AO/KHbI GbiTb PACCMOTPEHbI W OLE€HEHbl OTHOCUTENBHO
KOHKPETHbIX MOMNTUK, NPaKTWYeCcKux NPUemMoB U NOTpe6GHOCTell onpefeneHHOl opraHmsaynm.

D.2.3 MNpouecc pa3paboTky NpuKknagHblXx nporpamm

MHorne opraHusaumn afanTupyoT NporpaMMHble cpeAcTsa Kk CBOWM NOTPEGHOCTAM UAKM CO3A4aloT cneuynanbHbie
NPUNOXEHUS, UCNONb3YA UHCTPYMEHTbl ANA pa3paboTku, npepocTaBnsieMble KPYMHbIMW U MeNKMMU NocTaBLiuKaMu.
3TN MHCTPYMeHTa/bHble cpefcTBa pa3paboTky nNporpaMMHOro o6ecneyeHns peako NPUBOAAT K BHeAPeHUIO MHpopma-
LMOHHOIW 6e3onacHocTn. Mo3ToMy Heo6Xx0AMMO, YTOGLI OpraHu3auuyu nNAaHUpoBann BKAKYEHUE UHOPMaALNOHHOW Ge-
30MacHOCTK B CBOI mpouecc pa3paboTky NporpaMMHbIX cpeacTs. CneunanucTsl B 061acTn 6e30nacHOCTY 3asBASAOT, Y4TO
nHopmMaLnoHHas 6e3o0nacHOCTb Haumbonee ahdhekTUBHaA B TOM cny4vae, ecnum TpeboBaHuMs 6e30nMacHOCTU BHeApsAlTCs
B NporpaMmHoe obecneyeHve BO Bpems pa3paboTku, a He Torga, Koraa nporpaMMHble MOAYyM 6e30MacHOCTU 3alnTbl
[06aBNATCA K 3aKOHUYEHHOI cucTeme.

[o Hayana pa3paboTku NPoOrpaMMHbIX CPEACTB Pa3paboTUMKM [OSIKHbI 6biTb MPOUH(OPMUPOBAHBLI O MOAUTHKE
MH(OPMaLVOHHOI 6e30NacHOCTU opraHu3aLuu, 0 TOM. Kak OHa cBfi3aHa C pa3paboTKOi, U A0/KHbI 0CO3HABAaTb Yrpos3bl,
Hanpas/ieHHble NPOTUB opraHusaunn. Pa3paboTumkM JOMKHbI GblTb OCBEJOMJIEHbI TakxXe O nporpamMme obecnevyeHus
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MH(OpMaLMOHHOKW 6e30NacHOCTU W O TOM. F4e OHW MOTYT NOSyuYnTb pekoMeHjauun no paspaboTke. MpoyHas ocHOBa B
BMUAe MOMWUTUKN OpraHusauumn, ee npakTU4eckne nNpuemMbl N NOCTOAHHOE COTPYAHWYECTBO C paboTHMKamu cnyx6bl obec-
neyeHns UHGOPMaLMOHHOW 6e3onacHocTn 6yayT rapaHTMpoBaTbh 3h W EeKTUBHOCTb W Pe3yNbTaTUBHOCTb WH(POPMaLMUOH-
HOli 6€e30NacHOCTN MOCPEeACTBOM NMPOTrPaMMHbIX CPeAcTB.

B paspa6oTke npuknafjHbix nporpamm, BKAYawWnx B ceba TpeboBaHnsa 6e30NacHOCTA, HEOGXOAMMO YyUUTbIBATL
ABa acnekta. [epBblii 3aknoyaeTca B TOM. 4TO caM npouecc pa3paboTkn NPOrpamMMHbIX CpefCcTB COCTOUT U3 XOPOLWO
CTPYKTYPUPOBAHHbIX M JOKYMEHTUPOBAHHbIX WAroB. Llenbto 3Toil pa3paboTkn ABNAETCS co3jaHne NPorpamMMHbIX CPefCcTB,
OoTBEYaLWUX UCKIIOUYNTENbHO COBCTBEHHLIM Tpe60oBaHNAM U He NO3BONALWMNX CAyYaiHO AN npefjHaMepeHHO BbINON-
HATb HeXenaTesnbHble onepauun. [nsa AOCTUXEHWUA 3TOW Lenu opraHusauuns gomxHa tpe6oBaHusm MCO/M3IK 21827
[13]. lonoNHUTENbHYIO MHGOPMALMIO O MOAENN PasBUTUA (PYHKLMOHANBbHbIX BO3MOXHOCTEN MOXHO NONYy4YnUTb Ha caiite
http:fVwww.sei.cmu.edu/cmmi/. MpuknagHble NporpamMmbl C KPUTUYECKN BaXKHbIMW TPebGOBaHUAMU WHKOPMALMOHHOA
6€30MacHOCTM A0/KHbI pa3pabaTbiBaTbCA C UCNOIb30BAHMEM NPOLECCOB, OonpejensemMblXx ypoBHem 3 unu 6onee BbiCO-
KUMW YPOBHAMMW MOAenu passutua MYHKLMOHANbHbIX BO3MOXHOCTE, Ans yero TpebyeTcsa, 4Tobbl npouecc co3faHns
nporpamMHoOro o6ecneyeHnsa 418 MeponpuATUi MeHe[)KMeHTa U NPOeKTUPOBaHUA OblNl JOKYMEHTUPOBAH, CTaHAapTu-
30BaH U BKOYEH B CTaHAApPTHbIA Npouecc co3jaHnsa nporpaMMHoro obecneyeHns ana opraHmsauuun. Bo Bcex npoekrax
AO/KHA UCNOMb30BaTbCA YyTBEpPX/AeHHas, cneynanbHo ajanTupoBaHHas Bepcua CTaHAapTHOro npouecca co3gaHus
nporpammMHoOro o6ecnevyeHna opraHusaunu Ans paspaboTkn U NOAAEPXKN NPOrpamMMHbIX CPeAcTB.

BTOpbIM acnekTom fBNsieTCs BKAOYEHWe B pa3paboTKy NMpUKIafHbIX MporpammMm COOTBETCTBYIOLWMUX Tpe6GoBaHuii
6e30MacHOCTU NpuaoXeHns. T TpeboBaHUA POPMUPYIOTCA NONUTUKOW MHpOopMaLMOHHO 6e3onacHOCTW opraHusa-
LUN. apXxnTeKkTypoii 6e30nacHOCTM U OLEeHKOoW pucka. Bce Tpe6oBaHWA JO/MKHbI GbiTb JOKYMEHTUPOBAHbI, BKIOYEHbI U
npoTecTupoBaHbl BO BpeMs npouecca pa3paboTku. Tpeb6oBaHMA 6€30NaCHOCTW AO/KHbI TakKke onpefensaTb, Kakon
o6bem fokaszaTenbCcTB nNoTpebyeTcs ANS AeMOHCTpPaLWUyW NOSTHOTO COOTBETCTBMS NONUTWKe 6e3onacHOCTU u n6omy
perynupylouemy 3akoHojaTenbCTBy.

Mockonbky 3HaHWe (PYHKLWOHMPOBAHUSA NMPOTrPaMMHbIX CPEACTB 3alUTbl AaHHbIX MOXET MOABEPrHyTb PUCKy nNpu-
NOXeHne. JOKyMeHTaLuus, Hanpumep pesynbTaTbl TECTUPOBAHUA U WHCTPYKLUWUW AN onepaTtopa, A0J/HKHA HaxoAuTbecsa
noj KOHTPO/ieM, 4TO6bl OHA HEYMbILW/IEHHO He cTana [OCTYNHOW AN HeCaHKLMOHWPOBAHHOIO MCNoNb3oBaHuA. MonHoe
onucaHne OCHOBHbLIX BOMPOCOB pa3paboTKM MOXHO HaliTu B o6wepoctynHoit ny6nukaymm NIST SP800—64 «Coob6pa-
XeHns 6e30MacHOCTUM B XW3HEHHOM LMKNe pa3BuTua cucTembl» [34]. Ha caiiTe http://csrc.nist.gov/publications/nistpubs/
index.html.

D.2.4 MNpuobpeTeHne NporpamMMmMHbIX CPeCTB 3aLWUThbl faHHbIX

OpraHu3auuns rnoxeT 3akn4YUTb JOTOBOP C APYroil opraHu3aumneil Ha paspaboTKy NPOrpaMMHbIX CPeACTB 3alnTbl
AaHHbIX MWW NPUNOXeHWA ¢ yueTom TpeboBaHuii 6esonacHocTun. Mpob6nembl, onpegeneHHble B D.2.3, npurogHsl ans
npouecca npuobpeteHus, HO B npouecce pa3paboTku Cyw,ecTBYT ABa pasnunuus. MepBoe pas3nuuue 3akawuvaeTca B
TOM. 4TO npouecc pas3paboTKu orpaHN4MBaEeTCA NMUCbMEHHbLIM A0r0BOPOM. BHeceHue nameHeHnit B Tpeb6oBaHMA u3Me-
HAT [OTOBOP U. BEPOSITHO, NPUBEAYT K YBE/IMYEHNIO CTOMMOCTU U CPOKOB pa3paboTku. BTopoe pa3nnume cocToUT B TOM.
4YTO NOAPAAYNK OOLIYHO HE OCBEAOMJIEH O CTPYKTYpe W KynbType Tpyja opraHusauuun. PasnnuHble NpeanonoxeHus u
HenpaBuibHOe npeactaBneHne o6 opraHusauum 6yayT cnoco6cTBOBaTbL M3MEHEHUAM AoroBopa. Takum o6pas3om, npu-
obpeTatowan opraHnsauns AosxHa OblTb KpaliHe OCTOPOXHOW Npu onpegeneHun TpeboBaHuii, Bbibope paspaboTumka
N NpoBeAEeHUN NPUEeMOYHbIX UCMbITAHWA.

OpraHusauun MoryT Takxe npuobpetaTb roToBble K UCMNO/Ib30BAHUIO NpOrpamMMHblie CpeAcTBa 3awuTbl JaHHbIX
ANA yAOBNEeTBOPEHUA HEKOTOPbIX TpeboBaHWii apxuTekTypbl 6e3onacHocTu. [JO/KHO CylecTBoBaTb YeTKOe NOHUMaHue
BO3MOXHOCTEll 1 OrpaHMyYeHunin aTuX NporpaMMHbIX CPeACcTB. Iro NOHUMaHWEe Heo6XOoAMMO ANA uAeHTUdMKauun ocrta-
TOYHbIX TpeboBaHuWii, KoTopble 6YAYyT yA0BAETBOPEHbl APYTUMN 3IEMEHTAMU apXUTEKTYpbl.

HoBble nmporpaMmMHble cpeAcTBa AO/KHbI GblTb COBMECTUMbBIMU C CYL,ECTBYHOLWMUMU NMPOrpaMMHbIMK cpefcTBamMu
Tak, YTo6bl OHM He npeBpalann B He[elCTBUTENbHbIE UM HE KOMNPOMETNPOBANN CyliecTBYylOWME npoLesypsl 6e3onac-
HOCTWN. O6bIYHO UCMOMb3YyEMbIM 3Ta/lOHOM MPOrpaMMHbIX CPEACTB 3alWTbl AaHHbIX ABAAIOTCA 06WMe KpUTepun, npea-
cTaBAsALWMe co60il COBOKYNMHOCTb TpeboBaHMil U cneundukaymii 6esonacHocTu, onpegeneHHbix B8 MCO/M3IK 15408 [7].
B 06WmnX KpUTEPUAX ONMCbIBAOTCA (PyHKUMOHANbHble Tpe6oBaHWA U TpeboBaHua foBepus kK 6e30nacHOCTH, KOTopble
MOryT 6bITb NONME3HbIMU ANA WCcCefoBaHNA TpeboBaHWUii U cpaBHEHNA NPOAYKTOB VT OT passiMuHbix NpousBouTeneii.

O6uwwue kputepun cBo60AHO AOCTYNHbLI Ha caiTe http://niap.ntst.gov/cc-schemel/index.html.

D.3Cetn

D.3.1 Fno6anbHble ceTu

D.3.1.1 O630p

Fno6anbHble ceTW OXBaTbiBAKOT LWKWPOKNE TEPPUTOPUMN, WCNOb3YA MPOTOKO/bI CBA3W, NPefHa3HaYeHHble AN Bbl-
xofa fafieko 3a npeAenibl MeCTHOro KOMMaekca 34aHuii UM TeppuTopuu BHYTPW 3A4aHUA. VIHTEPHET COCTOUT U3 MHOXe-
CTBa MeHbLWWX rnobasnbHbIX ceTell, Kaxaas U3 KOTOPbIX UMeeT CO6CTBEHHbI Ha6op MaplwpyTM3aTopoB, KOMMYTaTOpPOB U
W030B C APYTUMU rno6anbHbIMK ceTaMU. Tak HasbiBaemMas «ob6blyHas» TenedoHHas ceTb — 3TO eulie oAHa rno6anb-
Has ceTb. Bo Bcex cnyvasx rno6anbHble CeTU NOBCIOAY AenalT BO3MOXHbIM NepeMelleHne noToka fgaHHblix. Kpome Toro,
OHM NpefoCTaBNAT MHOXECTBO Touek focTyna. |ge nHopmayms CTaHOBUTCS YySI3BUMOIA.

B 60/1€B KPYMHbIX OpraHM3aunax, YacTu KOTOPbIX PacrnosioXeHbl TeppUTOpuanbHO Aaneko ApYyr oT Apyra, ceTb
BK/l0YaeT B ce6s coeMHEHUA C rnob6anbHOl ceTblo, HanpuMep, ¢ VHTEPHETOM, MOCPEACTBOM HECKO/IbKMX NIOKaNbHbIX
ceTeil B KaXAOM KOMMEKCe 34aHWUI UM BHYTPU 3[4aHUS M HECKONIbKMX CMelunanbHbiX CoeAUHEeHU ¢ rnobanbHoii ceTbo.
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BblIeIEHHbIX ANA opraHn3aunn. O6bIYHO 3TU BblJje/IeHHbIEe COeJUHEHUA C rN06anbHON CETbI0 CYMTAITCA BHYTPEHHUMY
ONA OpraHu3auuy U Ha HUX OTCYTCTBYIOT rpaHuyHble cpeAcTBa ynpas/ieHUs, UCNOb3yeMble 418 COeANHEHUS C APYruMun
upMamy NAU BHEWHUMMN N06anbHbLIMN CETAMU, Hanpumep, ¢ MHTepHeToM. Kak 4acTb peryfiipHbiX OLEeHOK pucka
opraHusaunm A0MKHbl 6biTb PACCMOTPEHbl BO3MOXHOCTb KOHTPO/NIMPOBAHUA Cneunann3npoBaHHbIX COEAUHEHUA ¢ rno-
6anbHOl ceTbio M WUdpoBaHna 0co60 LeHHOW Hdbopmaunn. Kpome Toro, Jo/XeH TwaTeNbHO KOHTPOAMPOBaTbCSA
[OCTyn, npeAocTaBnseMblii NONb30BATENSAM BHe CeTU OpraHusauunu.

D.3.1.2 NpoBoaHble rnob6anbHblie ceTn

BONbWMNHCTBO rno6anbHbiX CeTeil ABNATCA NPOBOAHLIMMW, UCNOMb3YIOWNMIU ONTOBOSIOKOHHbIE AN MeAHble Ka-
6enun. coefuHAOLWME KOMMYTATOPbl M MaplpyTusaTopsbl. Kak oTMeyanoch Bbile, WwWUppoBaHne peako UCNoNb3yeTcs B
NPOBO/AHbIX FN06anbHbIX CETAX, 38 UCKNIOUYEHNEM KPUTUYECKN BaXHbIX CeTeBblx cBA3eil. Yauie kabenu npoBOAHON rN0-
6anbHOl ceTu 3awuweHbl usnyecku, 6yayyn pasmeleHbl BHYTPU CTeH, WKaoB 1 NOABANOB, Kyaa UMeT AOCTYN He-
MHOrne noan. 3Tn opMbl (NU3NYECKON 3alnuTbl U Nepuognyeckas NpoBepka CoefWHEHNI ABNAKTCA eUHCTBEHHbIMN
Mepamu 6e30NacHOCTW, CBA3aHHbIMU C 6ONbWMUHCTBOM NPOBOAHLIX rno6anbHbiX ceTeil. B cnyyae, ecnu KoMnaHus npu-
obpeTaeT cneunann3npoBaHHble NUHUU, MOXET NPOBOAUTLCA WX ONpejeneHHOe TecTUpoBaHWe, HO anbTepHaTUB OCHO-
BaHHOMY Ha J0roBOpe A0BEPUIO K NpOBaiifepy TeNeKOMMYHUKALNOHHbIX YCYT CylWecTByeT HeMHOro. ViHoraa npoBogHoe
coefjuHeHune ¢ rnobanbHON ceTblo, hakTnyeckn Bknvawuee B ce6a nnHum CBY-cBA3KU, nasepHble NUHUN WK pajnoyva-
CTOTHblE NIMHUN (BK/OYAA CMYTHWK), KOTOPble BBOASAT JOMO/HUTENbHbIE BO3MOXHOCTU 419 MOHUTOPUHra WHopmauuu,
npoxopsuein yepes rnob6anbHyl CeTb, Aaxe NPeAnoUYTUTENbHO.

D.3.1.3 BecnpoBogHble rnob6anbHble ceTu

Mo mepe paspacTaHua ceTeil COTOBON CBA3N NOABAAIOTCA HOBble CUCTEMbI Nepefadn faHHbiX. X0TA 60/bLWNHCTBO
13 HUX BCe elle ABNAITCA CPaBHUTENbHO MeAneHHoAelcTByowWwmMMn (okono 20 k6uT/c), cywecTByeT nepcnekTusa mera-
6UTHBIX Nepejay NoCPejCTBOM CETEeBbIX NPOTOKO/I0B Ha 6a3e coToBON TenedoHNn. MOCKOIbKY 3TN CUCTEMbI UCMOMb3YIOT
MOGUNbHLIA XapakTep COTOBO CeTU W MOAAEPXKUBAIT CBA3b NPU BbICOKON MPOMNYCKHOW CNOCOGHOCTU, WX 4YacTO Hasbl-
BalT cuctemamu 6ecnpoBoAHOI rnob6anbHO ceTu. 3TN cUCTeMbl Takxe 06/1ajal0T OrpaHNYEHHbBIMU BO3MOXHOCTAMM
no o6ecneyeHnio WUMpPOBAHNA N aHANOTMYHBIMU BO3MOXHOCTAMKU o6ecneyeHns 6esonacHocTu. OfHAKO yBenumyusato-
wanca KOHMUAEHLNANbHOCTL MHOTUX KMEHTOB-OpPraHn3aunii no OTHOWEeHUo k Bonpocam 6e30MacHOCTU rNo6anbHOW
ceTn, oCo6eHHO ANA COTOBbIX TenedoHoB, npuBena Kk 60Nnblell «BCTPOEHHOW» 6e30nacHocTu, BkAtYasa WwudpoBaHne
[aHHbIX, N0 KpaliHelh Mepe, B OTHOWeEHUN TenedoHoB — cM. 9.3.2.2.

D.3.2 lokanbHble cetu

D.3.2.1 O630p

NlokanbHble ceTu pacnpocTpaHeHbl Ha TeppUTOPUM KOMMAEeKca 3[aHuii, aTaxe 34aHua Wan gaxe B rMaBHOM
odhuce. JlokanbHbie CETU YACTOT UCMO/b3YIOT Te Xe NPOTOKONbl U CUCTEMbl MaplpyTu3aunu, 4To u ux 6onee KpynHble
«POACTBEHHUKN» — rfnob6anbHble CeTn, Ho 06blYHO obecneynBalT 3alWnUTy, UCNOb3YA ONpPefeieHHbId BUA LWN308B
MeXxJy NloKkanbHOW 1 rno6anbHoi cetTamu. LNW0W3 MoXeT 6biTb NPOCTbLIM arperaTtomM NPOMYyCKHOR CMOCO6HOCTM U MapLpy-
Tu3auuy Tpaduka Wau roxeT BKIOYaTL B ce68 MexceTeBble 3KpaHbl, CUCTEMbI NOUCKA BMPYCOB, 0GHapyXeHUs BTOpXe-
HUSA 1 Apyrue rpaHuyHbie Mepbl ynpassieHus 6e3onacHocTbio (cm. 11.5). Bo Bcex cnydyasx NOHWMaHWe BaXHOCTU CeTeBbIX
COe[IUHEHNI N KOHTPONA 3a LW/3aMu ABNAETCA pelakwluM acnekTom obecneyeHns 6e€30MacHOCTU NOKaNbHOW ceTu.
Apyrne oco6eHHOCTN NOKaNbHON ceTn 06CyXAalnTCsa HUxXe.

D.3.2.2 CucTemMbl NPOBOAHbIX /TOKaNbHbIX ceTel

MpoBoAHblEe NOKaNbHble CeTU 06bIYHO 3aljulieHbl PU3NYecKn nyTeM OCyL eCTB/EHUS MeHeXMeHTa MaplpyTu-
3aTOPOB. KOMMYTATOPOB U KabenbHbIX COeAUHeHNA. B HeKOTOpbIX cayvyanax pacnpejenexnve IP-agpecoB u gpyrue yHkK-
LN MeHeaXMeHTa MOryT orpaHn4ymMBaTb BO3MOXHOCTb MOAK/IIOUYEHUSA HOBbIX YCTPOCTB K NIOKANbHOW CeTH, XOTA N0Jb30-
BaTenu /10KafibHO CeTU MOryT nocuyutaTb CTOMb CTPOTUi MEHEeAXMEHT CETU OUYEHb C/I0XHbLIM U 6ECrnoesHbIM.

D.3.2 3 CuctemMbl 6ecnpoBOAHbIX NIOKaNbHbIX CeTel

D.3.2.3.1 O6uwasa uHdopmayns

BecnpoBogHble nokanbHble ceTn, ocobeHHo Wi-Fi cuctembl unm cuctembl 802.11x. 06bI4HO 06GecneynBalT pa-
AN0YACTOTHbIA curHan Aana 6nuxHelt cessm (-100 M), KOTOpbIA MOXET WCNONb30BaTbCA A/ CeTeBbIX COEAUHEHUN U
pacnpepgeneHus faHHbix. C 6ecnpoBOAHbLIMU IOKANbHLIMW CETAMMU CBA3aHbl MHOTOYMC/AEHHble Npob6nembl 6e3onacHo-
cTn, Hanbonee OYEBUAHBIM U3 KOTOPbIX SIBAAETCH YMblW/EHHOE TpaHC/MMpPOBaHWe MOTeHUuWasnbHO KOHMUAEeHUManbHOM’
MHpopmauun komnaHuu. Takxe BO3MOXHbI 6osee n3owWpeHHble aTaku, 6epyuine noj KOHTPOAbL CoefuHeHue, nepeaj-
pecyoume Tpaduk 1 cBA3N B ceTu. Mocne HeCKONbKNX NeT 0THOCUTEeNbHO 6e30nacHbIX pelweHnii (NpoTokona wudposa-
HUA B 6€CNpOBOAHONA CBA3M) CTanu JOCTYNHbI OTKPbITbIE W COBMECTUMble cTaHAapThl Ana 802.11x cucteM. CaenaHHbIit
no o6pasLy 4yacTHOro ctaHgaprta 6esonacHocTu Cisco noj HasBaHMeM «YNpolleHHas paclwupsemas areHTHas nnart-
cdopma. OTKPbITbIN CTaHAapT». 3al Ul eHHbI pacwpeHHbIi NpoTokon ayTeHTudukaumm (PEAP) ctan goctyneH B pas-
NWYHBbIX 6eCcnpoBOAHbIX cucTemax. Mpu co3gaHum nwb6oli 6ecnpoBOAHON NOKaNbHON ceTu B opraHM3aynnm Heo6xoaumo
TuaTeslbHO paccMoTpeTb ucnonb3osaHne PEAP nan cxofHbiX MexaHU3mMoB o6ecnevyeHns 6e30nMacHoOCTY.

Mpu co3gaHun 6ecnpoBOAHOI Cpefbl CyLeCcTBYIOT ABe OCHOBHbIE a/lbTEPHaTUBbLI apXUTeKTypbl. [lepBas cOCTOUT B
ucnonb3osaHuy PEAP n o6ecneyeHun 6ecnpoBoAHOIO J0CTyna K CeTUN TO/IbKO CAHKLLMOHWPOBAHHLIM CUCTEMAM W NO/b30-
BaTeNIfiM CeTu 1 co3gaHun NokKasbHOW CeT BHYTPW CeTW opraHm3auuun, paccmarpusas Bcex nonb3oBartenein 6ecnposoj-
HbIX CeTell Kak [JOBEepPEHHbIX Y1€HOB KOMNaHuu. [ipyrasa anbTepHatusa — nojcoejnHeHne 6ecnpoBOAHON NOKanbHOM
ceTu, ABNALWeERca BHeWHelW ANS CeTW KOMNaHuu, 1 UCNOoNb30BaHUE BUPTyanbHOW YacTHOW ceTu, Beb6-caiiToB SSL
WU aHaNornyHbIX CloeB 6e30NacHOCTW AN1A 3aWuTbl [OcTyna K pecypcaMm komnawuu. Bonee nogpo6Hoe ob6bsAcCHeHUEe
cm. D.3.2.3.2—D.3.2.3.4.
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D.3.2.3.2 becnpoBogHasa nokanbHaa ceTb B npefenax opraHuvsauummu

KomnaHuu, ucnonesywune PEAP. moryT o6ecneunBaTb UCMNO/b30BAHNE PECYpPCOB KOMMNAaHUU U JOCTYN TO/IbKO
CaHKLMOHUPOBaHHbLIX Nofb3oBaTenieli kK 6ecnpoBOAHO N0KaNbHONW ceTu. [JlaHHOB pelleHne nNpobaembl BCe elle yA3Bu-
MO AN atak oTkasa B 06C/MyXUBaHUM, HO. €C/IM MeHeAXMEHT 1 nogaepxka 6ecnpoBoAHOl CeTM B OCHOBHOM OCYLLEeCTB-
NAeTcA BHYTPU 3[aHUA UAWN KOMNEKca 34aHWni, HaxoAAWNXCsA NojJ KOHTPOIEM KOMMNaHUW, TO Takoe pelleHne aBnseTtcs
BMOJMIHE Lesecoo6pasHbiM. 3TO nNpegycMaTtpuBaeT nepemelieHne nosb3oBaTesneil B rpaHuLax opraHusauum — cutya-
UMA. TUNMYHasa AN nuy, noceujalwnx passnyHbie coBellaHns B pasHbiX KOH(epeHL-3anax, Wan AO/DKHOCTHbLIX NNL.
4acTo nepees3xalwlWmnx Mexay pasnyHbiMu hunnanamm komnaHuu. Kpome Toro, Takoe pelleHune orpaHnyusBaeT A0CTyn
K ceTu. NHTepHeT-CoOeANHEHNAM W APYIUM pecypcam KOMMaHWW TOSIbKO 3TUM CaHKLMOHMPOBAHHLIM MO/Mb30BATE/NAM.
Moapo6HocTn 6e3onacHoili peanusauynn PEAP B 3TOli BHYTpeHHel mMofenn apxXuTeKTypbl CAULWIKOM MHOTOYMNCEHHbI,
4yTo6bI 06CYXAaTb UX NOAPO6HO. MHOrMe pecypchbl NPeAoCTaBNAKTCA NocTaBwMkamMu U VIHTepHeToM.

D.3.2.3.3 becnpoBogHasa nokanbHas ceTb 3a npejenaMmu opraHusayunun

ANbTepHaTMBON OrpaHNYeHUs UCNOMbL30BaHNA 6eCNpPOBOAHOV CETW CaHKLMOHUPOBAHHLIMU MOJIb30BATENAMU
ABNAeTCHA npejocTaBneHne 6ecnpoBOAHOI0 COeAUHEHNA C IHTepHeT-CBA3bI0, ABNAIOLWEroca BHEWHNM ANA ceTeil opra-
Hu3auun. B aTom cnyyae nonb3oBaTeniemM 6€CrNpoBOAHOIO COEAUHEHUA MOXET ObiTb /060K YenoBek Uan nNuuo, aboHu-
pytlouiee ycnyrn. OHu He ByayT uMeTb HEMeANIeHHOro AocTyna K pecypcam komnaHuu. BmecTo 3Toro nonb3oBaTenu,
KOTOPbIX» HY)X€H [O0CTyn K pecypcam KOMNaHuu, Ucnonb3ylT (cm. 11.2.1) Ana 6e30nacHOr0 COeJMHEeHUsA C CeTbio Komna-
HUWN BUPTYyasibHY0 YacCTHYI0 CeTb. [lTaHHOMY peLleHNI0 NPUCYLL N HeJoCTaTKu CeTeBOr0 MeHeAXMeHTa, 04HaKo 418 N0Mb30-
BaTtesieil 3eCb MOryT 6bITb NpenmMyuecTBa. PUHAHCOBbLIE YUPEX/AEHNA 06bIYHO HE XenatT, 4TO6bl NOCTOPOHHNE N0/b30-
BaTenM MCNoNb30BanU pecypcbl 6€CNpoBOAHOI NOKaNbHOW CeTU. Hanpux»ep, YHUBEpPCUTeT [NOXeT noxenaTb cAenatb
6ecnpoBOAHYI0 NOKaNbHYIO CeTb AOCTYNHOW ANA noceTuteneil yHUBEPCUTETCKOro ropoaka. B kavecTse anbTepHaTUBbI
YHWBEPCUTETY KOMNaHUA ynpaBneHus HeABWXWMbIM UMYLLECTBOM MOXEeT 3axoTeTb cAenaTb 6eCnpoBOAHYI0 NOKabHYIO
ceTb JOCTYNHOW ANA BCEX apeHAaTopoB B CTPOUTENIbHOM KOMMJIEKCE.

D.3.2.3.4 flononHuTenbHas nHopmMauusa OTHOCUTENbHO 6ecnpoBOAHON NOKaNbHOW ceTn

Bo MHOroMm nofo6HO TOMy, Kak WKUPOKOMNOIOCHOE CoefjuHeHne [oMa [efiaeT KOHEYHYI0 CUCTEMY FpaHUUYHbIM YCT-
poiicTBOX» Mexpay WHTepHeToM, ceTbio M pecypcamu komnaHuu, 6ecnpoBogHas nokanbHasa ceTb Takxe npeobpasyer
KOHEeYHble cucTeMbl (NoA0GHbIE NOPTATUBHLIM KOMMNbIOTEPAM) B FPAHWYHbIE YCTPOWCTBA. MT03TOMY KOHEYHble CUCTEMbI,
ucnonb3youwmne 6ecnpoBoaHbie COEANHEHNSA, AO/KHbI NPEeACTaBNATLCA B KayecTBe KaHAWAATOB A5 MPUMEHEHUS aHTu-
BUPYCHbIX NPOrpaMm, MEXCeTeBblX 3KPAHOB M NPOrpaMMHbIX CPefCTB 06HapyXeHUs BTOPXEHWs, NoKanbHO paboTato-
WKUX Ha KOHEYHOI cucteme.

Monb3oBaTeNn NOPTaTUBHLIX KOMNbLIOTEPOB, COEeMHEHHble C 6EeCNPOBOAHOV /I0KANbHOR CEeTblo, BblABUTAOT f0-
nonHuTenbHble TpeboBaHns. HesaBMCUMO OT TOro, ABAAETCA N 6ecnpoBOAHAas NoKasbHaa CeTb KOXTaHWU BHYTPEHHei
WU BHELWHEA NO OTHOWEHWI0 K CeTU OpraHnsaunmn, aTUM MOGUMIbHbLIX» NOMb3oBaTeNnaM TpebyeTca AOCTYyN K pecypcam
KOMNaHUM Yyepes BUPTyaNnbHYy YacTHy ceTb (IPSEC nu6o SSL) BcnefcTBre Bo3pacTaroleil nonynsapHocT 6ecnpoBos-
HbIX «TOPAYUX TOUEK». DTN «TOPAYNB TOUKM» pacnosaralTcs B asponopTax, napkax, yHusepcutertax, kKaetepusx, pecro-
paHax. rocTuHMUax n gpyrnx Mectax, 4acTo noceujaemMblX MLamMu, CoOBepLIaloWMM eoBble noesgkun. Yacto nyTewe-
CTBYWOLWMUM PYKOBOAUTENAM, UMEOLWMUM AOCTYN K 6€CNPOBOJHLIM CETAM, NOBCEMECTHO TpebyeTcs CBA3b C VIHTEpHETOM.
BupTyanbHas 4yacTHas ceTb npeAocTaBnseT MOGWIbHOX»Y NONMb30BaTEN0 [OCTYN K pecypcam KoMnaHuu, rge 6bl OH Hu
Haxoauncs.

OCHOBHOI Npo6nemoit 06CNYXNBAHUA 3TUX MOGUNbHBIX NONb30BATENE B «rOPAYMX TOUKax» ABMSieTCA AoBepue
06bIYHbIM MHTEPHETOBCKUM IP-agpecam. MHOrne KomnaHuu Mcnonb3yT gnanasoHbl 10. n 168. IP-agpecoB agnsa gaino-
BbIX YC/YT W YCNYT nevyatn ANa KONNeKTUBHOro ynoTpebneHns BHYTPW KOMNaHuu. 3T HemaplpyruanpoBaHHble ajgpeca
4acTo UCNO/b3YTCA NOBTOPHO, TaK YTO JOMAaLIHAA CeTb, CeTb B KaheTepnn 1 CeTn BO MHOTUX KOX»NaHWAX BMeCTe MOryT
ncnonb3oBaTbh OAWH U TOT Xe agpec (Hanpux»ep 10.1.1.100). rae kaxaas ceTb MMeeT pas/iMyHble ycTpoiicTBa U pecypchl
B 9TOM ajgpece. [MocKoibKy Npouan BUPTyanbHON YacTHOW CETU 4acTo ONpeAensaloT NPUHATNE pelleHnii o wudposaHnn
N mMaplpyTu3auum Ha ocHoBe ajgpeca, agpeca 10. u 168. moryT Bbi3biBaTb HeonpaBjaHHOe [0BEPUB MOPTATUBHOrO
KOMNblOTEpa, co3jaBas HOBble NOTeHuWanbHble PUCKU. MOJ06HO BUPTyanbHOW YaCTHON CETU MeXCeTeBble 3KpaHbl U
cucTemMbl 06HapYXeHNA BTOPXEHUSA Takke 3ajeiicTBOBAHbl B NMPUHATUM pelieHUs O NOACOEAVNHEHUN N AOBepun Ha
ocHoBe ajjpecoB. M03TOX»y. XOTA AN NONb30BATENA NOPTATUBHOIO KOMMbIOTEPA YMECTHO [0BEpue K NpuHTepy Ha pabo-
Te N gaxe Jox»a. 4OBEPUB K (haiinioBoMy cepBepy B kKa)eTepun AO/HKHO ObiTb COBEPLUEHHO MHbIX». MTONNTUKM, NpOrpamx»-
HbIB CpeACcTBa U fjpyrue x»epbl NPOTUBOLENCTBUA B OTHOLWEHNN 3TUX NPO6GIEM [0/KHbI OLEHWBATLCA U NPUMEHATLCA Ha
OCHOBe 06 e NMONUTUKM KOMNAHUW.

D.3.3jononHuTenbHaa nHopmMmaunsa, CBA3aHHasA C TeIeKOMMYHUKaLNAMHN

Mpo6nembl, CBA3aHHble C TeNIEKOMMYHMWKaLUsMU, Cyl,ecTBOBann Bcerga. lpogonxarwueecs CausHUe peun n
AaHHbIX B OJHUX U Tex Xe CeTAX OTKpPbiBaeT HOBbIA pAf npobnem ANs TeNeKOMMYHUKauuii U Mep NpoTUBOAENCTBUSA.
HepaBHO pa3paboTku peueBblX MEXCEeTEBbIX 3KPAHOB, MArncTpasnbHblX BUPTYyanbHbIX YACTHbIX CETEW N MyNbTUMEANAHbIX
cncTemM O6HapyXeHUs BTOPXEHMUA, KOTOpPble paccMaTpuBaloT Npo6aeMbl CAUAHNA [aHHbIX/peun, Havyanum peann3oBsbl-
BaTbCA B BMAe NMPOAYKLUM U Cepbe3HO pacCMaTpuMBaThbCA KPYMHbIMKU NOCTaBliMKamu. AT pa3paboTkn Takke peanusy-
I0TCA KOMNAHWAMM U 4aCTO OKYNalTCA 3KOHOMWYECKW B pesynbTaTe 60/ee KayeCTBEHHOro yrnpaB/ieHUs pevyeBbiMun
TeNleKOMMYHUKaUnsiMu B npegenax KoMnaHuu.
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Mpunoxexnne E
(cnpaBouHOeE)

CBefleHVsi 0 COOTBETCTBUM HaLMOHaNbHbIX CTaHAapToB Poccuiickoii degepaumn
CCbIJIOYHBIM MeXAYHapoAHbIM cTaHAapTam

Ta6nuya E1

O603HayYeHne CCblIOUHOro
MeXAyHapoAHOro ctaHfjapra

NCO 9564

NCoO 10202

NCO 11568
NCO/M3K 11770
NCO 15782

NCO 16609
NCO/M3K 17999:2000

NCO/M3K 18028-4
NCO/M3K 18033
NCO 21188:2006

O603HayeHne 1 HavMeHoBaHue cooTBeTCcTBYyHOLWEro
HauuoHasIbHOro ctaHpapTta

FOCT P UCO/M3K 17799—2006 «WNH(popmMaunoHHasS TEXHONOrus.
MeToabl o6ecnevyeHnss 6e3onacHocTu. PykOoBOACTBO MO ynpaB/ieHWio

6e30nacHOCTbl0 MHopmMaynn»

* COOTBETCTBYIOLW U HALMOHA/bHbLIA CTaHAapT OTCYTCTBYET. [l0 ero yTBEepXAeHUs PEeKOMEeHAYeTCs WCNo/b30-
BaTb MEePeBO/A Ha PYCCKUIi A3bIK JAHHOTO MEXAYHapOAHOTo cTaHgapTa.
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Buénuorpadus
NCO 7498-2:1989 MHdopmaunoHHaa TexHonorus. B3aumocBa3b OTKPbITbIX cucTem, basoBas 3Ta-
NIOHHaA mModenb. HacTb 2. ApxuTekTypa 3aluTbl MHdopmaymm
MCO/M3K 13335-1:2004 MHopmayvoHHas TexHonorua. MeToAabl u cpegcTea obecneveHns 6esonacHoc-

™. YacTb 1. KoHuenuus u Mojenu MmeHejxMeHTa 6e30MacHOCTM MHMOPMALNOH-
HbIX U TeNIeKOMMYHWNKALNOHHbIX TEXHOMIOTMNiA

NCO 15782-1:2003 YnpaBneHue Bblgayeit cepTudmkatoB A1 DUHAHCOBBIX YCNyr

MCO/M3K 10181-1:1996 MHdopMaumoHHas TeXHONorua. BsammocBsA3b OTKPbITbIX cucTeM. CTPYKTypbl o6ec-
neyeHnsa 6e30MNacHOCTU OTKPbITbIX cuctem. YacTe 1. O630p

MCO/M3IK TO 13335-4:2000 WHpopmaunmoHHaa TexHonorus. Metogbl n cpeactea obecneveHnss 6e30nacHOCTU.
YacTb 4. Bbi6op 3aWUTHLIX Mep

ANSI X9.84:2003 YnpaBneHne 6GuomeTpuuyeckoid uHopmauveili n 6GesonacHocTbio B o6nactn u-
HaHCOBbIX yCNyr

CPSS KnioueBble NPUHLMNBLI 4N1A CUCTEMHO 3HAYMMBbIX NIATEXHbIX CUCTEM

ANSI X9.79:2001 CTpyKTypa npakTu4yecknx NnpuemMoB v NONUTUKA WHGPaACTPYKTYpPbl OTKPbITbIX KO-
yeli B o6nact hMHAHCOBLIX yCnyr

NCO/M3IK 13888-1:2004 NHdopmaynoHHasa TexHonorns. Cnocobbl U meToabl o6ecnevyeHMs 6e30MacHOCTU.
HBoTkasyemocTb

CornaweHne basenb |l BaHka MexayHapoAHbix pacyeToB (BIS — cm. http:/wv<v/.bis.org,lbcbs>'index.htm)
3akoH Cap6aitHc-Okenm (SOX)

«Gramm-Leach-Bliley (GLB) Act of 1999. http~/v<vnv.senate.gov/-banking/conf/»

EBponeiickaa gupektnsa 95/4&/EC

LBeliapckuii 3akoH O 3awuTe JaHHbIX

3akoH 0 TaliHe BKnafoB KIMEHTOB lWBeiiuapckoro 6aHka (Schweizer Bankkundengeheimnis)
OvpexktuBa EC 82/121/E3C

Oupektnsa EC 2000/31.'EC (06 31€KTPOHHOI TOproene)

3akoH Kreditwesengesetz (KWG)

KnioueBble npuHumnel Banka mexayHapoaHbix pacuetos (http://wwv/.bis.org/publi‘bcbs49b.pdf)

NCO/M3K 13335-2:1997 MHdopmaymoHHas TexHonorua. MeTtoabl v cpeacTBa obecneyeHuss 6e30MacHOCTU.
YacTb 2. YnpaBneHue U nnaHupoBaHue 6e30MacHOCTU WHMOPMAaLNOHHbIX TEXHO-
norui

MCO/M3K 13335-3:2004 MHopmayoHHas TexHonorus. Metoabl u cpeactea obecnevyeHuss 6€30NacHOCTY.
YacTb 3. MeToAbl MeHeaXMeHTa 6e30MacHOCTN MHGOPMaLMOHHBIX TEXHOMOTMNiA

NCO 21188:2006 NHdpacTpykTypa OTKPbITOro Kno4a Ana UHaHCOBbLIX ycnyr. lpakTnyeckue npu-

eMbl ¥ OCHOBbI MOINTUKK
«PekomeHgaumn no ynpaeneHuwo naponamum MwuHuctepctBa 060poHbl CLA» oT 12 anpens 1985r (CSC-

STD-002—85)

CaliiT http://computing.fnal.govi'security/UserGuide/password.htm

MNCO 19092:2008 duHaHcoBble ycnyru. buometpuka. Cxema 3awmTsl.

FIPS 140-2:2001 Tpe6oBaHus 6Ge3onacHocTM ANS KpunTorpaduyeckux mopgyneit. HaunoHanbHbINA
WHCTUTYT CTAHAAPTOB U TexHonorun CWA. http://csrc.nist.gov/cryptval/140-2.htm

NCO/M3K 18043:2006 VHopmayoHHas TexHonorus. PasBepTbiBaHWe M 3KCNayaTauuma cuctem obHapy-
XEHUA BTOPXEHU

NCO 9564 YnpaBneHue n obecneyeHne 6e30NacCHOCTU NINYHOTO UAEHTUUKALUOHHOTO Kofa

MCO TO 19038:2005 BaHKOBCKOE [ileN10 U CBSI3aHHble C HUM (UHAHCOBbIE YyCAyru. TpoiliHoW anroputm
wupoBaHnsa AaHHbiXx. Pabouunii pexum. PekoMeHAauuum No BHeAPEHUIo

ANSI X9.52:1998 Pexum akcnnyaTtauuum TPORHOro anroputMa WUGPOBaHNS AaHHbIX

FIPS 197:2001 YcoBeplweHCTBOBaHHbIM cTaHfapT wnudposauns (AES). HaunmoHanbHbIi UHCTUTYT

cTaHgapTtoB n TexHonorun CLA

3asBneHne NHCTUTYTa BHYTPEHHUX ay4UTOPOB.

NCO/M3K 18044:2004 MHdopmauoHHas TexHonornsa. MeTtoabl n cpefctBa obecneyeHus 6e3onacHocCTy.
MeHegXMeHT WHUUAEHTOB MH(OPMaLMOHHOW 6e3onacHOCTH

Ny6nukayum NIST SP800—64 «Coo6paxeHUss 6€30NacHOCTU B XXW3HEHHOM LMKNE PasBUTUA CUCTEMbI», Ha caiiTe

http://csrc.nist.gOv/publications./nistpubs/index.html

MNCO/M3K 19790:2006 MHdopmauoHHas TexHonorua. Cnocobbl 1 MeToabl o6ecneyeHns 6e3onacHoCTy.
Tpe6boBaHusa 6e3onacHoCT kpuntorpaduueckux mopynei
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