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MNpeancnosue

Lienn n npuHumnel ctaHgapTusauumn B Poccuiickoin ®epepauuv yctaHoBneHbl PefepanbHbiM 3aKOHOM OT
27 pekabpa 2002 r. No 184-®3 «O TEXHUYECKOM peryimpoBaHun», a npaBuia NnpUMeHeHns HaunoHanbHbIX
cTaHgapToB Poccuiickoin depepauumm — FrOCT P 1.0—2004 «CtaHgapTu3aumsa B Poccuiickoli degepauyun. Oc-
HOBHbIE NONIOXEHNS»

CeefleHus o cTaHgaprte

1MO4FOTOB/IEH O6WecTBOM COrpaHUYEHHO OTBETCTBEHHOCTbIO «J/IMHC-M» (OO0 «J/IuHC-M») Ha oc-
HOBE COGCTBEHHOrO ayTEHTUYHOrO NepeBofa cTaHjapTa, yKkasaHHoro B NyHkTe 4. a Takxe ®egepanbHbiM rocy-
[apCTBEHHbIM yupexaeHnem «ocyfapCTBEHMbIV Hay4YHO-Uccnef0BaTeNbCKUA UCNbITATENbHbIA MHCTUTYT NPO6-
leM TeXHNYecKow 3alnTbl nHpopmaym ®egepanbHON CAYyX6bl N0 TEXHUYECKOMY U 3KCMIOPTHOMY KOHTPOJIH0»
(eNY FTHUW NT3WN ®CT3K Poccun)

2 BHECEH TexHuuyeckum komuTeTom no ctaHaaptmsaumm T K10 «[lepcnekTnBHbIE NPOU3BOLACTBEHHbIE TEX-
HOJTOTUWN, MEHEKMEHT U OL,eHKa PUCKOB»

3YTBEPX/EH VI BBEJIEH BEWCTBWE lMNpukasom ®efepasibHOro areHTcTBa No TEXHNYECKOMY peryn-
poBaHuio nmeTponorun ot 19 nekabpsa 2006 r. Ne 317-cT

4 HacTosiwmnii cTaH4apT MAEHTUYEH MexayHapoaHoMy cTaHgapTy MCO/M3K 13335-1:2004. «Hdopmaun-
OHHaf TexHonorua. Metoabl o6ecneveHma 6esonacHocTn. MeHeAXMeHT 6e30MacHOCTU MHAOPMALMOHHbIX U Te-
NEeKOMMYHUKaLNOHHbIX TeEXHONOrni. YacTb 1. KoHuenuma n mogenn meHegxMmeHTa 6e30nacHocT MHhopMaumnoH-
HbIX U Te/TEKOMMYHUKaLWOHHbIX TexHonorni» (ISO/IEC 13335-1 : 2004 «Information technology — Security
techniques — Management of information and communications technology security — Part 1: Concepts and
models forinformation and communications technology security management»).

HanmeHoBaHuWe HacToALWero cTaHjapTa U3MeHeHo OTHOCUTE/IbHO HAaMMEHOBaHUA yKa3aHHOro MexayHapos-
HOro cTaHgapTa gna npusegeHus B cootsetctame ¢ FOCT P 1.5—2004 (nyHkKT 3.5)

5 BBEJJEH BINEPBbIE

WNHbopmauus 06 n3MeHeHnaX K HacTosLLeMy cTaHfap Ty Ny6vKyeTCa B eXerogHo usgasaeMom WH-
dhopmaLnoHHOM yKasaTene «HaunoHasbHble CTaHAapThl», @ TEKCT U3MEHEHW N NoNPaBokK - B eXXeMeCAYHO
n3gasaemMblX MHPOPMALMOHHbIX yKaszaTensax «HaumoHanbHble cTaHgapThbi». B cnyyae nepecMoTpa (3ameHbl)
UMM 0T MEHbI HACT OAILLLEr0 CTaHjapTa cCooOTBeTCTBYHLLEe YyBeloM/IeHNe byeT ony6/IMKOBaHO B eXeme-
CAYHO N3AaBaeMoM NHPOPMALMOHHOM YKaszaTene «HauynoHanblwe cTaHAaapThi». CooTBeTCTBYOWasA NH-
cdhopmaums. yBeJOMIEHNA 1 TIOKCT bl pa3meLaio T cA Takke B MHhopMaLMoHHO cucTeme 06LLero nosb3oBa-
HWA - Ha ohuLmanbHOM caliTe defepabHOro areHTCTBa N0 TeXHNYeCKOMY pPerynpoBaHunio u MeTpoiorum
B ceTun NHTepHeT

©CTaHgapTuHdgopm. 2007

HacToswwuii cTaHAapT HE MOXET 6biTb MOJHOCTLIO MM YACTUYHO BOCNPOW3BELEH, TUPAXMPOBAH M pacnpo-
CTPaHeH B KayecTBe ouLManbHOro nsgaHust 6e3 paspeweHns degepasbHOrO areHTCTBa Mo TEXHUYECKOMY
perynmpoBaHuto 1 METPOIOrMU
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HAUWOHANBbHB W CTAHAOAPT POCCUMNCKOMN PELEPAL NN

MNHopMaLmoHHas TeXHON0rus
METOAbl NCPEACTBA OBECMNEUEHNA BE3OMNACHOCTHN

YacTtb 1
KoHuenums n Mmoaenn mMeHeaxXmeHTa 6€30NacHOCTU MHPOPMAaLMOHHbIX U TENEKOMMYHMUKALMOHHbIX
TexHonoruni

Information technology. Security techniques. Part 1. Concepts and models for information and communications
technology security management

[ata BBefeHusa — 2007—08—01

1 O6nacTb NpUMEHeHus

HacTosiwuii ctaHgapT npeAcTaBnseT co60i pyKoBOACTBO N0 ynpas/ieHnio 6e30MacHOCTbI0 MHPOPMaLOH-
HbIX Y TEJIEKOMMYHUKaLMOHHbIX TexHoNorunii (MWTT), ycTaHaBAMBaET KOHLENLMIO U MOAENN, TeXallne B OCHOBe
6a30BOro noHMmMaHusi 6esonacHoctn NTT. u packpbiBaeT 06LiMe BONPOCHI yNpaB/ieHUs, KOTOPble BaXHbl 415
yCnewHoro Ni1aHnpoBaHus, peanmsaunm v nogaepxkn 6esonacHoctn UTT.

Llenbio HacTosLero cTaHgapTa aBAsieTca hopMmnpoBaHmne o6 X NOHATUI U MoAeneli ynpaBneHus 6e3o-
nacHocTblo UTT. MpuBeaeHHble B HEM NOJIOXEHWUSI HOCAT 06LLUIA XapakTep U NPUMEHNMbI K Pa3/IMYHbIM MeToam
ynpaBneHusa nopraHnsauymam. HactosAwmin ctaHgapT paspaboTaH Tak, YTo N03BOASET npucnocabansaTb ero no-
NI0XEHNA KNOTPEeBHOCTAM OpraHmM3aLmm n CBOMCTBEHHOMY e/ CTU/I0 ynpaBneHus. Hactoawmii ctaHzapT He pas-
pabaTbiBaeT KOHKPETHbIX NOAXOA0B K ynpaB/ieHNt0 6e30NacHOCTLH0.

2 TepMUHbI U onpeaeneHns

B HacTosiwem cTaHgapTe npuMeHeHbl TepMuHbl no NCO/M3IK 17799. NCO/M3IK 13335-4, a Takxe cneay-
oLMe TEPMUHBbI C COOTBETCTBYIOLMMY ONpesesieHnAMU:

2.1 nopgoTyeTHOCTb (accountability): CBolicTBo, o6ecneymnBatrlLee 04HO3HAYHOE NPOCEXnBaHue fei-
CTBUIA N1060ro NorMyeckoro ob6bLekTa.

[MCO/M3K 7498-2)

2.2 akTUBbI (asset): Bce. 4TO MMEET LLEHHOCTb /151 OpraHusaLum.

2.3 ayTeHTUYHOCTb (authenticity): CBOCTBO, rapaHTUpyloLee, YTO CyObEKT UM pecypc UAEHTUYHbI 3asB-
NIEHHbIM.

MpumeyaHune — AyTEHTUYHOCTb NPUMEHSETCA K TakuM CyGbekTam, kKak Nonb3oBaTesnu, K npoLeccam, cucte-
Mam 1 uHcpopmaLmn.

2.4 poctynHocTb (availability): CBo/CcTBO 06beKTA HAXOANTHCHA B COCTOSIHAM TOTOBHOCTMW U UCMO/1b3YyEMOC-
TV M0 3aMpoCy aBTOPM30BAHHOIO IOTMYECKOro 06bekTa.

[MCO/M3K 7498-2]
2.5 6a30Bble 3aWnTHbIe Mmepbl (baseline controls): MUHMManbHbIN HABOP 3aLlMUTHLIX Mep. yCTaHOB/EH-

HbIVi 419 CUCTEMbI UM OpraHm3aLum.

2.6 kKoHUgeHUnanbHOCTb (confidentiality): CBoiicTBO MHhopMaL M ObITb HEAOCTYNHOM U 3aKPbITON A4N5
HeaBTOPM30BaHHOrO MHAVBUAYYMA, 10rMYeckoro o6bekTa uam npotecca.

[MCO/M3K 7498-2]

W3paHue oduumansHoe
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2.7 KoHTponb (control): —

MpnmeuyaHune — BkoHTekcTe 6€30MaCHOCTU MHDOPMALMOHHO-TENEKOMMYHUKALMOHHbIX TEXHOMOMNIA TEPMUH
«KOHTPOJIb» MOXET CUMTATbCA CMHOHUMOM «3alLTHON Mepbi» (CM. 2.24).

2.8 pekomeHgauuu (guidelines): OnncaHue, nosicHAOLLEe AeiCTBMA 1 CNOCOO6LI UX BbINOSIHEHUS, HEO6XO-
AVMble ANA AOCTUXKEHMNA YCTaHOBEHHbIX Lienei.

2.9 Bo3geiicTBue (impact): Pesynbtat HexenatesibHOro MHUMAeHTa MHhopMaLoHHOK 6e3onacHoCcTy.

2.10 MHUMAEHT MHOpMaLnoHHOK 6e3onacHocTy (information security incident): Jllo6oe HenpeaBUAEH-
HOe NN HexenaTenbHoe cobbiTUe, KOTOPOe MOXET HapYLWUTb AeATENbHOCTb NN NHhopMaLMOHHY0 6e3onac-
HOCTb.

MpuMedaHune — MHUMAEHTAMU MHGDOPMALMOHHOV 6€30MacHOCTM ABNSIOTCS:
- yTpara ycnyr, 060pyA0BaHu1s Un yCTPOCTB:

- CUCTEMHbIE C60M WU NEPErpy3Ku;

- OWWGKM Nosib3oBaTeneil;

- Heco6/ofjeHNe MOMMTUK UM PEKOMEHaALINIA;

- HapyLUeHve PU3NYECKNX MEep 3alMThbl;

- HEKOHTPO/IMPYEMbIE W3MEHEHUSI CUCTEM;

- c601 NpPOrpamMMHOro 06ecrneyeHnst U 0Tkasbl TEXHUYECKUX CPEeACTB;

- HapyLUeHve npasu AocTyna.

2.11 6e30NacCHOCTb MH(POPMAaLNOHHO-TENTEKOMMYHUKALWOHHbIX TEXHONOTWiI (6e3onacHocTb UTT)
(ICT security): Bce acnekTbl, CBSA3aHHble C onpefeneHnem, 4OCTUXEHNEM N NOAAEPXKAHNEM KOHPUAEHLMANbHO-
CTW, LENOCTHOCTU, AOCTYMHOCTU, HEOTKA3yeMOCTU. NOAOTYHETHOCTU, aYyTEHTUYHOCTUN N A0CTOBEPHOCTU MHhopMaL -
OHHO-TENEKOMMYHUKaLMOHHbIX TEXHONOTUIA.

2.12 nonutnka 6e30MNacHOCTN MH(OPMALMOHHO-TENNEKOMMYHUKALMOHHbLIX TEXHONOTNIA (NonnTuka
6e3onacHocTn UTT) (ICT security policy): NMpasuna, 4MpeKTUBLI, CI0XMBLUASACS NPaKTUKa, KOTopble onpegens-
l0T. KaK B npejenax opraHvsaunv n ee MHpopMaLuoHHO-TeNEKOMMYHWKALMOHHbIX TEXHONOMMIA yNpaBaaTh, 3alu-
WwaTtb 1 pacnpefensitb akTUBbI, B TOM YMC/1e KPUTUYHYIO MHChOpMaLMIO.

2.13 cpepcTtBo(a) o6paboTkn nHopmayuu (information processing fadlity(ies)): ltob6asa cuctema obpa-
60TKN MHOPMaL MK, CEPBUC NN UHAPPACTPYKTYPA, UK nx onsnyecxme mecta pasMeLeHns.

2.14 nudpopmaumoHHas 6e3onacHocTb (information security): Bce acnekTbl, CBA3aHHbIe C ONpejeneHu-
eM. JoCTUXeHneM 1 nojaepxaHnem KOHUAEeHUNanbHOCTH, LLeNOCTHOCTH, AOCTYMHOCTU, HEOTKA3yeMOCTH. NoA-
OTYETHOCTU. ayTEHTUYHOCTU U AOCTOBEPHOCTUN MHPOPMALIUN NN CPELCTB ee 06paboTKu.

2.15 yenocTHocTb (integrity); CBONCTBO COXpaHeHUsi NPaBUIbHOCTA U NOIHOTbI aKTUBOB.

2.16 HeoTka3yemocTb (non-repudiation): Cnoco6HOCTb YAOCTOBEPATL MMEBLUEE MECTO AeNCTBNE NN CO-
6bITHE TaK. YTOObI 3TV COGLITUA UM AEACTBNA HE MOTIN GbiTb NO3)Xe OTBCPTYThI.

(MCO/M3K 13888-1. UICO/M3IK 7498-2]

2.17 pocTtoBepHOCTb (reliability): CBONCTBO COOTBETCTBUSA NPEeAYCMOTPEHHOMY NOBEAEHUIO U pe3ybTa-
Tam.

2.18 octaTouHbl puck (residual risk): Puck, octawowuiics nocne ero o6paboTku.

2.19 puck (risk): MoTeHunanbLHan onacHOCTb HaHeceHnsa yuepba opraHn3anunm B pesynbtate peanmsanmm
HEKOTOPOi1 yrpo3bl C NCMO/Ib30BaHWEM YA3BMMOCTEN akTuBa U rpynnbl akTVBOB.

MpumeyaHune — OnpeaensieTcs kKak coyeTaHNe BEPOSTHOCTY COBLITUA W ero NocneaCcTBUA.

2.20 aHanus pucka (risk analysis): CuctemaTtuyeckuii npowuecc onpefeneHus BeMUnHbl pucka.

2.21 oueHka pucka (risk assessment): Mpouecc, 06befUHAWNI nAeHTUDMKALNI0 pUcKa, aHann3 pucka u
oLeHuBaHme pucka.

2.22 meHepxMmeHT pucka (risk management): MonHbIi npouecc ngeHTUUKaLm, KOHTPOAS, ycTpaHeHus
UM YMeHbLUEHNA NOCNeACTBUI ONacHbIX COBbITUIA, KOTOPbIE MOTYT OKasaTb BIVSIHWE Ha pecypCbl UHPOPMaLMOH-
HO-TeNEeKOMMYHUKALMOHHbBIX TEXHOOTWIA.

2.23 06paboTka pucka (risk treatment): Mpouecc BbiGopa 1 OCyLLECTB/IEHUA Mep N0 MOANGUKaLUY pUCKa.

2.24 3awntHas mepa (safeguard): CnoxumBliasica npakTuka, npoueaypa nam mexaHnsm o6paboTku pucka.

MpumeyaHune — CnepyeT 3aMETUTb, YTO MOHATUE «3aLLUTHAS Mepa» MOXET CYATATLCA CUHOHUMOM MOHATUIO
«KOHTPO/b» (CM. 2.7).

2.25 yrposa (threat): MoTeHunanbHaa npUYNHa MHUMAEHTA, KOTOPbI MOXET HaHeCTu yuiep6 cucteme nam
opraHusauuu.

2
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2.26 ya3BumMocCTb (vulnerability): Cna6ocTb 04HOr0 WA HECKObKNX aKTUBOB, KOTOpass MOXeT 6bITb MC-
no/sib30BaHa OAHOW NN HECKONBKUMUW YTpo3amu.

3 KoHuenuun 6e3onacHOCTM N B3aUMOCBS3N

3.1 MpuHuunbl 6e3onacHoOCTH

[nA co3paHns achbdekTnBHON Nnporpammbl 6e3onacHocT UTT hyHAaMeHTaNbHbIMY ABMISKOTCS CrIeAyto-
e BbICOKOYPOBHEBbIE MPUHL UMbl 6€30MaCHOCTH:

- MEHeXXMEHT pucka — aKTUBbI O/MKHbI 6bIThb 3alMLLEHbI NYTEM NPUHATUA COOTBETCTBYIOLWMX Mep. 3awunT-
Hble Mepbl J0/KHbI BbIGMpPaTbCA U NMPUMEHATLCS Ha OCHOBaHUM COOTBETCTBYIOLLE METOA010MUN YyNpaBeHns
puckamu, kKoTopas, UCXOAS U3 aKTMBOB OpraHu3auunn, yrpos, ysa3sBMMocTel N pas/inyHbliX BO3AeCTBMIA Yrpos,
ycTaHaBNMBaeT AONYCTUMbIE PUCKN Y y4YUTbIBAET CYLLECTBYIOLLME OTPaHUYEHNSA:

-06A3aTenibCcTBa — BaXHbl 0653aTeNbCTBA OpraHn3aumy B o6nactm 6esonacHocT UTT u B ynpasneHun
puckamu. na doopMrpoBaHna 06a3aTeNbCTB CriefyeT pa3bsACHUTL NpenmyLecTBa oOT peannsaunm 6e3o0nacHocT
UTT:

- cnyxebHble 06893aHHOCTU Y OTBETCTBEHHOCTb — PYKOBO/CTBO OpraHm3alun HeceT OTBETCTBEHHOCTb 3a
o6ecneyeHne 6e30nacHOCTM akTMBOB. CnyxebHble 0653aHHOCTI U OTBETCTBEHHOCTb, CBSiI3aHHbIe ¢ 6e3onacHoc-
Tbto UTT, fOoMXHbI 6bITb ONpeaeneHbl U 40BEAEHbl [0 CBeeHNA nepcoHana;

- uenu, ctpaternn v NoAnTUKa — ynpasaeHne puckamu, cBA3aHHbIMU ¢ 6e30nacHocTbio UTT. 4OMKHO OCy-
LWeCTBAATLCA C y4EeTOM Lienield, ctpaTernii U NoANTUKN OpraHn3amm.

- ynpaBfneHune XXM3HEeHHbIM LMKNOM — ynpaBneHne 6e3onacHocTbto NTT AO/MKHO 6bITb HENPEPLIBHLIM B
TeyeHune BCEro MX>XM3HEHHOro uukna.

Hwuxe ¢ no3nunii pyHgameHTanbHbIX NPUHLMNOB 6€30NacHOCTU MPUBEAEHO ONMCAHNE OCHOBHbIX KOMMOHEH-
TOB 6€30MNacHOCTU, BOB/IEYEHHbIX B NPOLeCC ynpaBneHns 6e30nacHOCTbIO, 1 UX CBA3W. MNpuBeaeHbl xapakTepuc-
TUKMN KaXA0ro KOMMOHEHTa N yKa3aHbl OCHOBHbIE COMPSXEHHbIE C HUM hakTopbl.

3.2 AKTUBbI

MpaBunbHOe ynpaBaeHne akTuBaMu IBASIeTCA BaXHeWWnM hakTopoM yCneLHON AesATeIbHOCTN opraHm3a-
LMN N OCHOBHOW 0693aHHOCTbLI0 BCEX YPOBHEW pyKOBOACTBA. AKTUBbI OpraHn3anmm MoryT paccmaTpuBaTbCs Kak
LLeHHOCTUN OpraHn3aLmnm, KoTopble J0/HKHbI UMEeTb rapaHTUPOBAaHHYI0 3aluUTy. AKTUBBI BK/TIOYAOT B ce65 (HO He
orpaHuunBatoTCs):

- MaTepuanbHble akTUBbI (HanpuMMep BblYMCNUTENbHbIE CPeACcTBa, CPefCTBa CBA3N, 3[4aHNA);

- nHthopmaumio (gaHHble) (Hanpumep 4OKYMEHTbI, 6a3bl AaHHbIX);

-nporpaMmHoe obecneveHue:

- CNOCOBHOCTL NPOM3BOAUTL NPOAYKT UM NPefoCcTaBNATb YyCAyry;

- ngen;

- HemaTepuasbHble pecypchl (HanpuMep NpecTuX UPMBbI, penyTaLluio).

HeB03MOXHO pa3paboTaTb U NOAAEPXMBATL YCNELIHYIO NporpaMmmMy no 6e30nacHoOCTU, ecnn He nAeHTUdKn-
LMpOoBaHbl aKkTUBbI OpraHunsalmm. Bo MHOrMx cnyyasx npouecc ngeHTndrkaymm akTMBOB 1 yCTaHOBIEHUSA UX LiEH-
HOCTU MOXeT 6biTb NPOBEAEH Ha BEPXHEM YpOBHe W He TpebyeT goporocTosiwei, AeTanibHOW n ANNTeNbHOM
npoueaypbl. CTeneHb geTannsauunmn gaHHol npoueypbl 4O/KHA ONpeensaTbCA OTHOLWEHNEM BEIMYNHbI BpEMEH-
HbIX U (PMHAHCOBBLIX 3aTparT K LLeHHOCTWN akTUBOB. B0 BCex caiyyanx cTeneHb getannsauum fomkHa 6biTb yCTaHOB-
NleHa. ncxoaa nsuenei 6e3onacHocTy.

XapaKkTepucTukn akTMBOB, KOTOPble HE0OX0AMMO paccMOTpeThb, BK/OYAT B ce6A cneaytolme BeMUnHbI:
LLeHHOCTb, YYBCTBUTENBHOCTb aKTUBOB, N UMeLMecs 3alMTHble Mepbl. Hannune KOHKPETHbIX Yrpo3 YSI3BUMOCTH
BANsieT Ha TpeboBaHNA K 3al4MTe akTUBOB. BHellHMe ycnoBuUs, counanbHas n npasoBas cpefa, B KOTOpbIX opra-
HM3aLmMa oCyLWecTBASAET CBOI AeATeNIbHOCTb, MOTYT BAINATb HA akTWBbI, UX CBOWCTBA U XapakTepucTukn. OcobeH-
HOCTW B YNOMSIHYTbIX YC/IOBUSAX MOTYT UMETb CyLLeCTBEHHOE 3HAYeHne AN MeXAYHapoAHbIX opraHu3auunii n
TPaAHCKOHTUHEHTas/IbHOTo ncnosb3osaHna UTT.

OcHOBbIBasACh Ha onpegeneHny yrpos n yasBuMOoCTeR N MX KOMOBUHAaL MWW, MOXHO OLLEHUTb PUCK U BbIGpaTh
3alWuTHbIE MepPbl U. TEM CamMbIM, NOBbICUTL 6€30NacHOCTb akTUBOB. [laiee He06X0AMMO OLeHUBaTbL OCTATOUHbI
puUCK fNA Toro, YTo6bl oNpefennTb, afieKBaTHO N 3al UL eHbl aKTUBbI.

3.3Yrpo3ssbl

AKTVBbI NOABEPXEeHbl MHOTUM BUAaM Yrpo3. Yrpo3a o61agaeT cnoco6HOCTbI0O HAHOCUTD yLep6 akTuBam W.
cnepfoBaTtesibHO, OpraHn3aylmm B LiesioM. ITOT ywepb MoXeT BO3HUKATL U3-3a aTaku Ha uHdopmaumio, obpabatbl-
Baemyto TT. Ha caMy CUCTEMY MU UHblE pecypcCbl, MPUBOASA, HAaNpUMep, K UX HeaBTOPN30BaHHOMY paspylue-
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HWI0, PaCcKpPbITUO, MOAMMUKAL MK, NOpYe, HEAOCTYNHOCTY UK noTepe. Yuiep6 akTuBaM MOXeT OblTb HAHECEH
TO/ILKO MPU HA/IMYNU Y HUX YA3BUMOCTU. YTPO3bl MOTYT 6bITb ECTECTBEHHOTO NPOUCXOXAEHNS NN CBSI3aHbI C
YyesloBeYeCckuM hakTopoM. B nocnegHem cnyyae yrposbl MOryT 6bITb C/TyYaHbIMU WU LiesieHanpaBieHHbIMN.
Mpumepbl yrpo3 npuBeeHbl B Tabnuvue 1. Yrpossl, Kak ciydaiiHblie, Tak U npefHaMepeHHble, A0/KHbI 6bITb U EH-
TUULUPOBAHBI, a UX YPOBEHb U BEPOATHOCTL BO3HUKHOBEHUS AO/IXKHbI ObITh OLLeHEeHbI. [0 MHOTMM BuAaM yrpos
cpefbl cobpaHbl cTaTUCTUYECKME AAHHbIE. DTN AaHHbIE MOTYT GbITb MCNO/Ib30BaHbI OpraHu3aLmein Npy oueHke

yrpos.
Ta6nuuya 1— MNpumepsl yrpo3s

Yrpo3bl, 06YC/OB/EHHbIE HYO/I0AEUECKAM (HaKTOPOM

Yrposbl cpefpl
LiefieHanpas/ieHHble cnyvaliHble
MopcnywusaHvne/nepexsar. OLWNBKM 1 ynyLLeHuns. 3emneTpsaceHue.
Mopgudmkauma nHcopmaumu. Ypnanenue chaiina. MonHus.
ATaka xakepa Ha cucTemy. Owwnbka MapLLpyTU3aLmn. HaBogHeHue.
3/10HaMepeHHbI Kog. MaTepuasibHble HecyacTHble Moxap
XuieHne cnyyamn

Yrpo3bl MOTYT 6bITb TakXe Hanpas/ieHbl Ha OTAe/bHbIE Cneyudnyeckne yacTu opraHusannu, Hanpuvep, Ha
paspyLlueHne BblYNCINTENbHbIX CPeACTB. HEKOTOpPbIe Yyrpo3bl MOryT 6bITb 06 MMK ANS BCel opraHn3aLmm, Hanpu-
Mep ylwep6 3qaHnam OT yparaHa uam MONHUW. Yrpo3a MOXeT UCXOAUTb KakK U3HYTPU opraHmsaunu, Hanpumep
3a6acToBKa COTPYAHUKOB, Tak ¥ CHapyXu, HaNnpumep ataku XakepoB WM MPOMbILLJIEHHBINA WNMOHaX. Pa3mep
yuwepba oT yrpo3bl MOXeT BapbUpOBaTbCS NPU KaXJ0M ee BO3HUKHOBEHUW. YIwep6, HAHOCUMbI HexenaTenbHbIM
WHUNAEHTOM, MOXeT 6blTb BDEMEHHbIM UV NOCTOAHHBLIM, KaK B C/ly4yae paspyLleHns aktmsea.

Yrpo3bl 06/1a4a0T C/IeAyoWmMmn XxapakTepucTukamm, yctaHasnmsawmMmm nx B3amMMocBa3b C ApYrummn
KOMNOHEeHTaMy 6e30NacHoOCTK:

- UICTOYHUK, BHYTPEHHWI NN BHELLHWA,

- MOTUBaLMA, HanpuMmep huHaHcoBas BbIroAa, KOHKYpeHTHOe NPenMyLecTBo:

-4acToTa BO3HUKHOBEHWNS;

- npasgonogobue;

- BpeJOHOCHOe BO3jelicTBye.

HekoTopble yrpo3bl MOryT nopaxaTb He O4NH BUA akTuBa. B aToM cnydyae yrpo3bl MOryT HAHOCUTb Bpep B
3aBMCUMOCTM OT TOrO, Kakme MMEHHO akTUBbI MOBpPeXAeHbl. Hanpumep, nporpaMMHbIli BUPYC HA aBTOHOMHOM
nepcoHasibHOW BbIYNCAUTE/bHON MallMHE MOXeT HAHeCTW OTPaHMYEeHHbI UK NoKanbHbIA Bped. OAHAKo TOT xe
NporpamMMHbI BUPYC MOXET OKa3aTb Ha CeTeBOli cepBep 06w MpHOe Bo3aelicTBue.

OkKpyxatoLme ycnosus n coymanbHasa cpefa, B KOTOPbIX PYHKLMOHUPYET opraHm3anmns, MoryT uMeTb 60/b-
LIOe 3HaYeHne U CyLL,eCTBEHHO B/IVATL HA OTHOLWEHWe KYrpo3am v akTusamM. HekoTopble yrpo3bl B opraHu3sanmax
MOryT Boo6lLie He paccmaTpuBaTbes. Korga pedb ngeT 06 yrposax, He06Xo4MMO yunTbiBaTh BANSHUE BHELLHENH
cpeapbl.

Mpu oueHKe YPOBEHb Yrpo3bl B 3aBUCUMOCTH OT pe3y/ibTaTa ee BO3eiiCTBMA MOXeT ObiTb OnpejesieH kak
BbICOKWIA, CpeAHNI NN HU3KWIA.

3.4 YA3sumocTtu

CnabocTb akTVBa WM HeCKObKUX BUAOB aKTUBOB, KOTOPbIe MOTYT 6bITb UCMO/Ib30BaHbl O4HON UK 6onee
yrpo3amu, TpakTyeTcs Kak ya3BMMOCTb. CBSi3aHHbIe C aKkTUBaMu yA3BUMOCTM BKIOYaT B ceba cnabocTu usn-
4YeCcKoro HocuTens, opraHusauumn, npoueayp, nepcoHana, ynpasaeHus, agMUHUCTPUPOBAHUSA, annapaTtHoro/npo-
rpaMMHOro obecnevyeHns nnu nHopmMauun. Yrposbl MOTyT UCMOJIb30BaTb YA3BUMOCTHU /151 HAHECeHUA yuepba
UTT nnun uenam 6usHeca. YS3BMMOCTb MOXET CyLLL,eCTBOBATbL U B OTCYTCTBUE Yrpo3bl. YA3BUMOCTb cama no cebe
He NpUUYNHSAET yuLep6, HO 3TO ABISETCA TObKO YCNI0BUEM UM HABOPOM YCNOBWIA, NO3BOMAIOLLMM Yrpo3e BO3jei-
CTBOBaTb Ha aKkTUBbLI. CrieflyeT paccMaTpuBaTb yA3BUMOCTUN, BO3HUKAKOLWNE N3 PA3NTNYHbBIX UCTOYHWUKOB, HANpU-
Mep BHYTPEHHUX Y BHELIHUX NO OTHOLIEHUIO K KOHKPETHOMY aKTUBY. YSI3BMMOCTb MOXET COXPaHAThLCH, NOKa cam
aKTUB HEe N3MEHUTCS Tak, UTO6bl yA3BUMOCTb Y)XXe He CMOrna NPosiBUTLCA. YS3BMMOCTb HEO6XOAUMO OLeHUBaTh
WHANBULYANIbHO U B COBOKYMHOCTU, YTO6bI PACCMOTPETb C/TOXMUBLUYIOCA CUTYaLMNIO B LLE/IOM.

Mpumepom ya3BUMOCTY ABASETCA OTCYTCTBME KOHTPOA f0CTyNa, KOTOpOe MOXeT 06YCNO0BUTb BOZHUKHOBE-
HWe yrpo3bl HECaHKLMOHNPOBAHHOTO AOCTYNa M NPUBECTU KyTpaTe akTUBOB.
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B KOHKpeTHbIX CUCTEME UK OpraHn3aLmmn He BCe YsI3BUMOCTI COOTBETCTBYIOT yrpo3am. B nepsyto ouepeb
crieflyeT cocpefloTOUNTLCA Ha YSA3BUMOCTSX, KOTOPbIM COOTBETCTBYIOT Yrpo3bl. HO B CUy TOrO, YTO OKpyXatoLias
cpefa MOXeT Henpe/AckadyeMo MeHATbLCS, HE06X04MMO BECTU MOHUTOPUHT BCEX YA3BUMOCTE ANSA TOro, 4TOObI
BOBPEMS BbISIBNATb T€ N3 HUX. KOTOPbIE MOTYT UCMO/1b30BaTh BHOBb MOABASAOLINECS YTPO3bI.

OueHka ysa3BMMOCTell — 3TO NpoBepKa cnabocTeit, KOTOpble MOTyT 6bITb UCMO/Ib30BaHbI CYLLLECTBYOLWUMUN
yrposamu. 9Ta OLeHKa J0J/DKHA YYuTbiBaTb OKPYXaloLLylo cpeay u CcywecTBylolme 3aluTHble Mepbl. Mepoii
YSA3BUMOCTU KOHKPETHOW CUCTEMbI UM aKTUBa N0 OTHOLLEHUIO K Yrpo3e iBNAeTCs CTeneHb TOro, ¢ Kakoi nerkoc-
Tbi0 CUCTEME W/IN aKTUBY MOXET 6bITb HAHEeCeH yLep6.

Mpu oLeHKe ypoBeHb YSI3BUMOCTMN MOXET ObITb ONpeAeneH Kak BbICOKWI, CPefHUI UV HUKWIA.

3.5 Bo3gelicTBue

BospgeiicTBne— aTo pesynbTaT MHUMAEHTA MHOPMALMOHHOI 6€30MacHOCTH, BbI3BAHHOTO Yrpo30ii U HaHec-
wero yu,ep6 ee akTuBy. Pe3ynbTatom BO3AeCTBNA MOTYyT CTaTb pa3pyLlleHe KOHKPETHOro akTuBa, NoBpexaeHve
WTT, HapyweHne nx KOHPUAEHLNANbHOCTH, LLe/IOCTHOCTM, JOCTYNHOCTH, HEOTKa3yeMoCTH, NOJOTHETHOCTH, ayTeH-
TUYHOCTK U AOCTOBEPHOCTU. Henpsimoe BO3AeiicTBME MOXEeT BK/1loYaTb B ce6s1 hriHaHCOBbIE MOTEpU, NOTEPIO
[0AK pblHKa nAu penyTauun. KOHTPOsb 3a BO3AeiicTBMEM NO3BONSET AOCTUYL PABHOBECUSA MeXAy npeanonarae-
MbIMUW MOCNEeACTBUAMU UHLMAEHTA N CTOMMOCTbIO 3alMTHbIX Mep. CnegyeT yunTbiBaTb BEPOSATHOCTb BO3HUKHOBE-
HUA UHUMEeHTa. DTO OCOBEHHO BaXHO B TeX Cayvasx, Korga yuwep6 npu Kaxgom BO3HUKHOBEHUU MHLUMAEHTa
HeBesIMK, HO CyMMapHbIii 9 heKT HAKOMUBLLNXCS CO BpEMEHEM UHLMAEHTOB MOXET 6bIThb CyLleCTBEHHbIM. OLeH-
Ka BO3eNCTBUA ABNSETCA BaXHbIM 3/1eMEHTOM OL,eHKM prcKa 1 Bblbopa 3aLlnTHbIX Mep.

KonnyecTBeHHOE 1 Ka4eCTBEHHOE N3MEpPEeHNe BO34eiiCTBNA MOTYT 6bITb MPOBEAEHbI:

-onpegeneHnem (PUHaHCOBLIX NOTEPb;

- UCMNOMIb30BaHNEM IMMNUPUYECKON LLKabl CEPbe3HOCTU BO3AeiCTBMSA, Hanpumep oT 1o 10;

- UCNOJIb30BaHNEM 3apaHee Or0BOPEHHbIX YPOBHel (BbICOKWI, CPEfHUIA N HU3KWIA).

3.6 Puck

PUcK— 3T0 CNOCOGHOCTbL KOHKPETHO Yrpo3bl UCNOb30BaTb YSA3BUMOCTU OHOT0 U HECKOJIbKMUX BU0B
aKTWUBOB /19 HaHeceHunsa yulep6ba opraHusauumn. OfHa yrposa uau rpynna yrpos MoryT UCMnosib30BaTth OfHY YA3BU-
MOCTb WK FPyNny yA3BUMOCTEA.

CueHapuit pucka onucbiBaeT, Kak onpejesieHHas yrposa uau rpynna yrpo3 MoryT UCnosib3oBaTb YA3BU-
MOCTb WM TPYyNny ysi3BUMOCTell NOABEPXKEHHOTO yrpo3e aktuBa. PUCK xapakTepudyeTcsi KOMOUHaunein AByx
¢hakTopoB: BEPOATHOCTLIO BO3SHUKHOBEHMUSA MHLMAEHTA U ero paspyLlnTenbHbiM Bo3aeiicTBuem. /lio6oe nsmeHe-
HWe aKTUBOB, Yrpo3, yA3BMMOCTEN NN 3alUTHbIX Mep MOXEeT OKa3aTb 3HaunuTelbHOe B/IMAHNE Ha puck. PaHHee
o6GHapyXeHne nnn 3HaHne 060 BCex 3TUX U3MEHEHNSIX yBeNn4nBaeT BO3MOXHOCTU N0 NPUHATUIO HEOBXOANMBIX
mep ANns 06paboTku pucka. ObpaboTka pucka BkIoYaeT B cebs1 ycTpaHeHue, CHUXeHNe, NepeHoc 1 NnpuHaTne
pucka.

CnepyeTyunTbiBaTb, YTO PUCK HUKOTAa HE YCTPaHAETCA NOMHOCTLIO. [PUHATME OCTATOYHOTO pUCKa iBNAeT-
€A 4acCTbi0 3aK/1H0UYEHNSA 0 COOTBETCTBUM YPOBHSA 6€30MacHOCTU NOTpe6bHOCTAM opraHusauun. PykoBoAcTBO opra-
HU3aLuUn J0JIKHO BbITb MOCTAB/IEHO B U3BECTHOCTbL 060 BCEX OCTATOYHbIX PUCKAX, UX OMACHbIX NOCNEACTBUAX U
BEPOATHOCTU BO3HWKHOBEHMWS MHUNAEHTOB. PelleHne o NPUHATAN pyUcKa AO/HKHO NPUHUMATLCA cneynanucTamm,
MMeLW MMM Npaso NPUHUMAaThL peLleHne 0 40NyCTUMOCTMN OMacHbIX NOCNeACTBU NPU BOSHUKHOBEHUMN MHUMULEHTA
N MPUMEHEHUN JONONTHUTESIbHLIX MEP 3aLUThl B C/lyvae, ec/ivi ypoBEHb OCTATOYHOIO PUCKa Henpuemsiem.

3.7 3aWwmnTHble Mepbl

3aluTHble Mepbl — 3TO AecTBUSA, Npouefypbl U MeXaHU3Mbl, CNOCO6HbIe 06ecneunTb 6e30NacHOCTb OT
BO3HWKHOBEHMSA YIPO3bl, YMEHbLINTb YA3BUMOCTb, OFPA@HNYNTb BO3AECTBME UHLUAEHTA B cucTemMe 6e3onacHoc-
TU. 06HaPYXNTb MHUUAEHTbLI M 06/1erYnTb BOCCTaHOB/IEHNE akTUBOB. ddhhekTuBHasA 6e30NacHOCTb 06bIYHO Tpeby-
eT KOMOUHaLUN Pa3IMYHbIX 3alUTHLIX Mep A9 obecnevyeHuns 3aflaHHblX YpOBHel 6e30nacHoCTM npu 3awuTe
aKTUBOB. Hanpumep, MexaHn3Mbl KOHTPOA A0CTYNa, NPUMEHSAEMbIE K BbIYUCINTEIbHLIM CPeACTBaM, JO0/IKHbI
noAKpennATbCA ayAuTOM, onpefesieHHbIM NoPAAKOM AeCTBUIA NnepcoHana, ero obyyeHnem, a takxe gusnyec-
KOV 3aWnToi. YacTb 3alUTHLIX MeP MOXeT OblTb 06ecrneyeHa BHELWHUMM YC0BUAMM, CBOCTBAMM aKTUBa UK
MOXET y>e CyLLecTBOBaTb B CUCTEME U/ OpraHu3aLuu.

Mopsagok Bbi6opa 3alMTHbIX Mep O4YeHb BaXeH A1 NPaBu/IbHOTO N1aHUPOBaHMSA U peanusalum nporpam-
Mbl MH(POpPMaLMOHHON 6e30nacHoCTU. 3alnTHas Mepa MOXeT BbIMO/THATL MHOTO (PYHKL M 6€30MacHOCTH W. Ha-
060pOT. 0AHa PYHKLMA 6€30MaCHOCTN MOXET NoTpeboBaTh HECKO/IbKMX 3alUTHLIX Mep. 3alUTHbIE MEPbI MOTYyT
BbINO/THATL OHY W/IX HECKO/IbKO U3 CNeayoLWwnx yHKLWA:

- npejoTBpaLleHue:

- CAepXuBaHue;

- 06HapyxeHue;
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- othaHuueHue;

- ucnpaBneHue;

- BOCCTaHOBJ/IEHME;

- MOHUTOPWHT.

- ocBefOMMeHMe.

Mpumep — O6AacTU, BKOTOPbIX MOFYT MCNO/Ib30BaT bCA 3alLNTHbIE MEPbLI, BK/IOYAO T B cebs:

- hmsnyeckyto cpeny;

* TexXHU4eckyl cpeay (annapaTHo-NporpaMMHoe obecrnevyeHune n cpeacT Ba CBA3N);

- nepcoHan;

-aAMUHUCT pUpoOBaHue.

HekoTopble 3aWUTHbIE MEPbI MOTYT XapakTepmn3oBaTb NO3NLMI0 OpraHn3auun Bo6aactm MHPopMaLMoHHO
6e30nacHOCTU. B CBA3K C 3TUM BaXHO BbIGUpaTh cneynduryeckne 3awuTHble Mepbl, He NPUYNHAKLLWKe yulepba
KyNbTYPHO 1 coumnanbHoi cpefe, B KOTOPOW PyHKLMOHMPYET opraHnsauums.

Mpumep — Takumu cneynuruyeckumMm 3al M THBIMU MepaMu SBNAK T CA:

*NOMIMTUKN U NpoLesypbl;

*MeXaHu3Mbl KOHTpPONA focTyna;

*aHTUBUPYCHOE NpOrpamMMHoe ob6ecrneyeHmne;

* WU poBaHue;

e uucppoBas NOANUCH;

- UHCTPYMEHTbl MOHUTOpPUHTA N aHanusa,;

- pe3epBHbI UCTOYHUK NUT aHUS;

- pe3epBHble KONUKU MHopMaLuu.

3.8 OrpaHnyeHus

O6bI4HO OrpaHnyeHmns ycTaHaBAnsaeT WAV NpusHaeT PpyKOBOACTBO OpraHusaLnum, a takke onpegenser cpe-
0a. BKOTOPOI AeincTByeT opraHnsayms.

Mpumep — Takve orpaHnyeHnUss MOTyT BK/AlOYaThb B cebs:

e OpraHn3aynoHHble;

- KOMMepueckue,;

- hHaHCOBbIE;

- N0 OKpYyXatwlLei cpeae;

*Mo nepcoHany,

- BpEMEHHbIE;

*npaBoOBbLle;

e TexHun4yeckue;

- KyNbTYypHbIB/COLNANbHbIE.

OrpaHunyeHns, NpucyLLmMe opraHnsaumnm, 4oMKHbI yYUTbIBATLCSA NPY BbiGOpe 1 peanusaunm 3awmnTHbIX Mep.
Heob6xoanmo neproguyeckn nepecmatprBath CyLEeCTBYOWME N y4NTbIBATb HOBbIE OrpaHnyeHns. CnegyeT oTMme-
TUTb, YTO OrpaHN4YeHnsa MoryT Co BpeMeHeM U3MEHATLCA B 3aBMCUMOCTU OT NOJTOXEHNA OpraHnsayun u "SMeHeHus
BHelHeli cpeabl. BHelwHAA cpefa, B KOTOPOW AelicTBYeT opraHm3aLnns, UMeeT OTHOLEHUE K HECKONTbKMM KOMMNO-
HeHTaM 6e30MacHOCTM, BYACTHOCTY K yrpo3amM, puckam v 3aluTHbIM Mepam.

3.9 B3aMMocCBA3b KOMNOHEHTOB 6€30MaCcHOCTM

BesonacHocTb UTT— 3TO MHOronslaHoBas opraHM3aLns NpoLeccoB 3aLinTbl, KOTOPYK MOXHO paccmaTtpu-
BaTb C Pa3/INYyHbIX TOYEK 3peHnsi. B3anmocBsi3b KOMMNOHEHTOB 6€30MacHOCTH, Noka3biBarLas, kak akTuBbl MOTyT
noABepraTbCs BO3AENCTBUIO HECKOIbKUX YTPO3, 0fHAa U3 KOTOPbIX ABNAETCA OCHOBOW ANS MOAenu, npeacTase-
Ha Ha pucyHke 1. Habop yrpo3 NnocTOSAHHO MeHSIeTCsA W. Kak NpaBuIo, N3BECTEH TO/IbKO YacTUYHO. Takxe co
BpPEMEHEM MeHAeTCH U OKpyXarwas cpega, u 3TM U3MEeHeHMs CNOCO6HbI MOBAUATL HA MPUPOAY Yrpo3 1 BEPOAT-
HOCTb UX BO3HNKHOBEHUSA.

Mogenb 6e3onacHOCTN oTOGpaxaeT:

- OKpyXaloLLyio cpefy, CoOAepXallyto orpaHNyYeHunss 1 yrpo3sbl, KOTOPble NOCTOSAHHO MEHSIIOTCA U N3BECTHbI
Nnwb YaCTUYHO,

- aKTUBbI OpraHnsauunu;

- YA3BMMOCTH, NPUCyLLMe AaHHbIM akTuBam;

- Mepbl ANA 3alnTbl aKTUBOB;

- npuemaeMble AN OpraHn3anmy ocTaTouYHbIe PUCKN.

Ha ocHOBe aHann3a B3auMOCBS31 KOMMOHEHTOB 6€30MacHOCTM, NpeACTaB/eHHOl Ha pucyHke 1. mogenb
6e30NacHOCTM MOXeT 6bITb NpeAcTaBneHa NATb0 BO3MOXHbIMU CLeHapuaMu. ST cLeHapumn BKNoYaT B cebs.
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- cueHapuit 1 — 3aWuTHas Mepa S MOXeT 6bliTb AP eKTUBHA AN CHUXKEHUSA PUCKOB R. CBA3AHHbIX C
yrpo3soii T, cnoco6HO ncnonb3oBaTh yA3BUMOCTb akTuBa V. Yrposa MoXeT f,oCTUYb Liefin, TONIbKO eC aKTUBbI
YA3BUMbI 415 JAHHON Yrpos3bi;

- cueHapuil 2 — 3awmnTHas mepa MoXeT 6biTb 3P EKTUBHOW ANA CHUXEHNA PUCKA, CBA3AHHOTO C Yrpo3oit,
ucnosnb3yloLieii rpynny ya3BuMocTeli akTuea;

- cueHapuii 3 — rpynna 3awuTHbIX MepP MOXeT 6bITb 3p(heKTUBHA B CHUXEHUN PUCKOB, CBSA3AHHbIX C rpyn-
Mo yrpos, NCMo/b3YILNX YA3BUMOCTb akTuBa. iHorga TpebyeTcsi HECKO/bKO 3alUTHbIX Mep AN CHUKEeHUS
pucka f0 NpMeMIemMoro ypoBHA A1 NoJly4yeHns AonyCTUMOro octaTto4yHoro pucka RR:

- CLeHapuilt 4 — pycK cuMTaloT NPUEMIEMbIM U HAKaK1ne Mepbl He peann3yloTCa Jaxe B NPUCYTCTBMM YTpo3
1 NpU HaNNYUN ya3BUMOCTEN aKTUBa;

- clueHapuii 5 — cylecTByeT yA3BMMOCTb akTMBa, HO He N3BECTHbI YIPO3bl, KOTOPbIE MOTN Gbl €€ UCMOb-
30BaTh.

B kauecTBe 3aLMTHON Mepbl MOXET 6bITb MCNO/Ib30BaH MOHUTOPUHT Yrpo3 A5 TOro, 4To6bl y6eanTbCs, 4TO

yrpo3bl, CNOCOGHbIE NCMNO/b30BAaTh YSI3BUMOCTb akT1Ba, He NosiBUANChL. OrpaHuyeHns BAMAIOT Ha BbIGOp 3aluT-
HbIX Mep.
OrpaHunyeHus

A — puck; RR — ocTaTouHblii puck; S — 3awutHaa mepa; T — yrposa; V — yA3BUMOCTb akTuea

PucyHok 1 — B3ayMOoCBA3b KOMMOHEHTOB 6e3onacHoCTu

NMwo6as UTT BknoyaeT B ceba akTuBbI (B NepBYI0 o4epeab MHOpMaLMIo, a Takke TeXHUYeckne cpeacTsa,
nporpammHoe o6ecneyeHune, CBA3b UT. [.). BaXHbIE 41 YCNELWHO AeATe/IbHOCTN opraHn3aymmn. 3T akTuBbl
npeacTaBnAlT AN8 OpraHn3ayum LEHHOCTb, KOTOpas 06bIYHO ONpeaenaeTcs No ux BAUSHUI0 Ha GU3Hec-onepaLum
HeaBTOPM30BAHHOIO PACKPbITUA UHGIOPMAaLMK, ee MOAUJMKALMI UK OTKa3a OT aBTOPCTBA, a TakKe HEe0CTYMNHO-
CTbI0 MM paspyLeHnem UHopMaLumn uam ycayr. ins Toro, 4To6bl TOUHEE OLEeHNUTb peanbHoe 3HaueHue Bo3aeii-
CTBUS. BHA4asie ero onpenensitoT BHE 3aBUCUMOCTM OT Yrpo3, KOTOpble MOTYT ero Bbi3BaTb. 3aTeM OTBEYalT Ha
BOMPOC O TOM. Kakue yrpo3bl MOTYT BO3HUKHYTb U Bbi3BaTb N0406HOE BO3AeNCTBME, KAKOBA BEPOATHOCTb UX
NOSIB/IEHUSA U MOTYT /I aKTUBbLI NOABEPraTbCs HECKOILKMM yrpo3am. lasiee n3yyarT BONPOC O TOM. Kakue ysa3Bu-
MOCTW aKTUBOB MOTYT 6biTb MCMOL30BaAHbI YrpO3aMu 41 TOrO, YTOGbLI Bbi3BaTh BO3AEeNCTBUE, T. €. MOTYT K
Yrpo3bl UCMO/b30BaTh YA3BMMOCTM, YTO6bI BO3/€/iCTBOBATL Ha aKTUBbI. KaX/abllii N3 3TUX KOMMOHEHTOB (LLEHHOCTK
aKTUBOB, YIrpo3bl M YS3BUMOCTW) MOXET co34aTb puck. OT OLEHKM pucka gasnee 3aBucAT o6uine Tpe6oBaHus
6€30MacHOCTU, KOTOPbIE BLINOJTHATCSA UM 4OCTUTATCS peanunsaymeit 3aWwmuTHblX Mep. B ganbHeiiwem npume-
HEeHMe 3aLNTHbIX Mep CHU3WUT PUCK, 3aLUTUT OT BO3AENCTBUSA YIPO3 U YMEHbLINT YSI3BUMOCTb aKTUBOB.

B3anMOCBsI3b 3aWNTHLIX MEP 1 pUCcKa, NokasbiBatowwas 3P(PeKTUBHOCTb HEKOTOPbIX 3L UTHbLIX MEep B CHU-
XEHUU pucka, npefcTaB/ieHa Ha pucyHke 2. Yacto TpebyeTca NPUMEHEHME HECKOIbKUX 3alUTHbIX Mep ANA
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CHVXEHWS puUCKa 4,0 NPUEMIEMOr0 YPOBHA. ECnu puck cumtaeTcs npuemaemMsiM, TO peanm3aynms 3aWwnTHbiX Mep
He TpebyeTcs.

MntedcaaHT: Pvmanmums:
OUMAPLX* Idi/HBUBIMO ML MM bIC
m(pabera naw w/p

BoaorscHoctn UTT

PrcyHok 2 — B3avMOCBA3b 3allMTHLIX Mep U pucka

4 LUenwn, cTtpaternn v noamTmnka

B kauyecTBe OCHOBbI fieicTBEHHOI 6e3onacHocTn UTT opraHusauum omkHbl 6biTb CHOPMYINPOBaHbI Lienu,
cTpateruun n nonmTuka 6esonacHocTu opraHnsanmmn. OHU COAENCTBYIOT fieaTeNbHOCTH OpraHm3auuy n obecneyu-
BalOT COrNMacoBaHHOCTb BCeX 3aliMTHbIX Mep. [nsa Toro, 4yTobbl o6ecneynTb NOJ06GHY COrnacoBaHHOCTb, OCO-
6EeHHO BaXHO, YTOObI Lienu, ctpaterns u noanTuka 6e3o0nacHoOCT 6bl/IM UHTETPUPOBaHbI B MPOrpamMmMbl 06y4YeHUs 1
NoBbIWEHNA KBaTMdUKaLny B 061acTn 6e30MacHOCTU.

Lienu (4ero He06x0A4UMO [,0CTUYB), CTPaTernu (CNocobbl 4OCTXKEHUS Lienn), NoAnTuka (npasmna, KoTopblie
cnepyeT cobnoaath Npy peannsauuun ctpaternin) n npoueaypbl (MeToAbl OCYLLECTBAEHUA NOAUTUKN) MOTYT ObITh
onpejeneHbl U packpbiTbl B COOTBETCTBYOLWMUX NOApa3feIeHNAX U Ha COOTBETCTBYIOLNX YPOBHAX OpraHm3saLnmm.
PykoBogsLine AOKYMEHTbI fO/XHbI OTPaXaTb OpraHn3aloHHble TpeboBaHNs 1 yYnTbiBaTb OPraHn3aLlMoHHbIe Or-
paHuyeHus. NMockonbKy MHOTMeE Yrpo3bl (Hanprmep ataku xakepos, yaaneHune daiinos, noxap) ABns0TCA pac-
NPOCTPaHEHHbIMU. BaXKHa COrNacoBaHHOCTb MeXy COOTBETCTBYOLWNMMN fLOKYMEHTAMN.

Bonee Toro, o6wune uenun, ctpaternn N NOANTUKA AO/KHbI 6bITb OTPAXEHbI U YTOYHEHBI B AleTalbHbIX U
crneyndmnyeckux Lenax, noanTUke n npouegypax Bo Bcex cpepax MHTepeca opraHusaLmm, Takux Kkak ynpasneHve
hnHaHcamu, nepcoHanom n 6e3onacHocTbio. [lanee 6e30MacHOCTb NOAPaA3fenaloT Ha cocTaBnsoLme (CBA3aH-
HYl0 C nepcoHanom, dnsnueckyto, nHpopmaymoHHyto, UTT 6e3onacHocTb U T. 4.). Nepapxus gokymeHTauun
[O/KHA NOAAEPXNBATLCA U akTyannsnpoBaTbCca No pesysibTaTam nepnognmyeckoro aHanusa 6esonacHocTu (Ha-
npumep no pesysibTataM OLEHKN PUCKOB, BHELLHEro ¥ BHyTPEHHero ayauta 6e30nacHoCT) U B CBA3M C U3MEHEHU-
AMU Lenei feAaTelbHOCTM OpraHn3aumm.

Llenu, ctpaterun, nonutuka n metoabl 6esonacHoctn UTT f0MKHbI 0TOGpaxaTb TO. 4TO oxugaeTtca ot UTT
B chepe 6e3onacHocTu. Kak npasnio, Ux nsnararwTt Ha 06LWENPUHATOM A3blKe, O4HAKO B HEKOTOPbIX Cnyyvasax
MOXEeT BO3HUKHYTb M MOTPEOHOCTb N3M10XUTb NX 60/1ee hopMasibHO C MCNO/Ib30BaHMEM cneundnyeckol TepMmu-
Honoruu. Llenwu, ctpaterns, noaMTuka onpefensitoT ypoBeHb 6€30MacHOCTU 418 opraHusalmMm v nopor npuemMsne-
MOTO pucka.
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41 LenununctpaTterun 6e30nacHOCTN MH(POPMALNOHHO-TENEKOMMYHUKALMOHHbBIX TEXHOMNOTU

Mocne yctaHoBieHns Leneii 6esonacHocT UTT opraHnsauum gosxHbl 6biTb paspaboTaHbl cTpaTernn 6e3o-
nacHoctn ATT, asnawwmecs yHAaMmeHTOM pasBuTus nonmtukm 6esonacHoctn UTT opraHnsaumun. Passutue be-
3onacHocTu UTT Heo6Xxo4MMO A5 TOT0, YTO6bI rapaHTUpPoBaTh AOCTOBEPHOCTb M 3 (PEKTUBHOCTL pe3ynbTaToB
npouecca ynpas/fieHus puckamu. s pa3sBuTusa nycnewiHoi peanusannm noantukm 6esonacHoctn UTT B opranu-
3auumm TpebyeTca o6ecneynTb ee BCECTOPOHHEe ynpaBneHne. BaxHo, 4To6bl nonuTtuka 6esonacHoctv UTT yuunThbl-
Basia Lenun n ocobeHHOCTN flaHHo opranu3aumu. Nonutuka 6esonacHoctn UTT goxHa 06bEANHATHLEA C NONTU-
KO 6e3onacHoCTW 1 6U3HeCc-NOMTHKON opraHnsaunu. Takoe o6beJuHeHe NOMOXeT fO0CTUYb Hanbosnee addek-
TUBHOIO UCMNOJIb30BaHUA PeCcypcoB 1 06ecneUYnTb CornacoBaHHbI N0AX0A4 K 6€30NacHOCTU B Pas3/IMYHbIX YyCN0BU-
AX OKpyXatoweli cpeapl.

MoxeT oka3aTbCA He06X04MMbIM pa3BUBaTh OTAE/bHbIE Ceunrnyeckne acnekTol NOMTUKM 6e30NacHOCTH
ON5 Kax4oi nnn Heckonbkmx UTT. 3TN HanpasneHns f0/KHbI 6a3MpoBaTbCs Ha OLeHKe pucka 1 cornacosbiBaTb-
€A ¢ nonnTukoi 6esonacHocTu UTT. Tem cambIM yunTbiBas pekomeHgalmm no 6e3onacHocTu 419 TeX CUCTeM, C
KOTOPbIMUN OHW CBA3aHbI.

B kauecTBe nepBsoro wara k npoteccy ynpasneHus 6esonacHoctbto UTT MOXHO paccmMoTpeTb BONPOC O
TOM, HACKOJ/IbKO LUMPOKK rPaHunLibl YpOBHA pUCKa, NpUeMaIemMoro Ans opraHusaumnn. TuatenbHoe onpejeneHme
npuemaeMblX PUCKOB U. C/lefoBaTeIbHO, COOTBETCTBYOLEro YPOBHA 6€@30NacHOCTN — 3TO K04 K yCNeLHOoMY
ynpaB/ieHnto 6€30MNacHOCTbIO.

Heob6x04MMOCTb 3afaHNA WNPOKUX FPaHUL, 4ONYCTUMOro pucka 6e30nacHoCTy ANKTYeTCA 3ajavyaMmu 6e30-
nacHocTn UTT. KoTopble JO/XHA BbINOMHUTL OpraHnsaumsa. nsa peweHuns 3agad obecnevyeHns 6e3onacHocTu
HYXXHO MAEHTUMULMPOBATL aKTUBbI OpraHu3aLu u NPOBECTH OLLEHKY UX LleHHOCTU. Mpu naeHTudmnkauum n oueHke
LeHHOCTUN aKTUBOB HE06X0AMMO Y4nTbIBATb POJIb, KOTOPYIO OHW UTPalOT B NOAaepXaHun fessTeIbHOCTN opraHm3a-
unn. UTT aBnaeTca N1 b YacTblo aKTUBOB OpraHusauunu.

YT06bI OLIEeHNTb, B Kakoii Mepe 6u3Hec opraHusauun 3asucut ot TT. Heo6x0AMMO paccMOTpeTb BOMPOCHI O
TOM:

- Kakme BaxHble cocTasnsowmne 6usHeca He MOryT ocyLLecTBNATLCA 6e3 UTT,;

- Kakue 3afaun MoryT 6bITb peLleHbl TOIbKO Npy nomowm UNTT;

- KaKue BaXKHble pelleHNs 3aBUCAT OT KOH(MUAEHLNANBHOCTU, LLeIOCTHOCTM, AOCTYNHOCTU, HEOTKa3yeMoCTH,
NoJOTYETHOCTU N @ayTEHTUYHOCTN UH OPMaL MK, XpPaHUMOiA unn obpabaTeiBaemoii UTT. nam oT TOro, HACKObKO
3Ta MHopMaLns akTyasbHa;

- Kakasi xpaHmmast unun obpabaTbiBaemMas MHMOPMaLMNA [O/KHA 3alULLLaTbCS;

- KaKOBbI 1151 OpraHn3aunmn nocneacTemnsa nHumaeHTa 6esonacHocTn?

OTBeTbl HA 3TN BONPOCHI NO3BO/IATyCTAHOBUTL 3a4auun 6e3onacHocTu UTT opraHunsauuu. Ecnu, Hanpumep,
HEKOTOPblE BaXHble NN OYEHb BaXHble COCTaBAAOLNE AeATEe/IbHOCTN OpraHu3aLmnm 3aBuUCAT OT TOYHOCTU UN
aKTyanbHOCTN NHbopmaLunu, To 04HOI 13 3aga4 6e30MacHOCTM OpraHn3almm MoxeT cTaTb ob6ecneyeHmne LenocT-
HOCTW M O6HOBNAEMOCTMN MHpOpMaLUK B NpoLecce ee xpaHeHusa n obpaboTkm NTT. Onpegenss 3agayun 6esonac-
HoCcTU UTT. HEO6X0AMMO Takxe pacCMOTpeTh 3afaun 6rusHeca 1 UX CBA3b C 6e30MacHOCTbLIO.

B 3aBucmmocTu oT Leneii 6esonacHocTn UTT Heo6x04MMO cornacoBaTth CTpaTernio JOCTUXEHNSA 3TUX Lie-
neii. BolbpaHHas cTpaTerns fo/xHa CooTBeTCTBOBATb LIeHHOCTYM 3alluliaeMblX akTuBoB. Ecnv, HanpumMep, oTBeT
Ha 0A1H 1nn 6o/1ee BONPOCOB, PACCMOTPEHHbIX BbILIE, BbIABIAET CU/IbHYI0 3aBUCMMOCTL OT UTT, To opraHusa-
LuMsA. ckopee BCero, Ao/MKHa NpebaBNATbL BbiCOKMe TpeboBaHUA k 6e3onacHocTn UTT. n Lenecoo6pasHo BbIGU-
paTb CTpaTernio, 40CTaToUHYI0 4/15 BbINO/IHEHNSA 3TUX TPEBOBAHMIA.

OcCHOBHbIe NOJIOXeHUA cTpaTernn 6esonacHocTn UTT cBOAATCA K TOMY, Kak opraHusauns oyget gocturatb
cBoux Lenei BobnacTtn 6esonacHoctn UTT. Bonpocsl, kK KOTOPbIM JO/KHA o6paliatbcs cTparerus, 6yayT 3aBu-
ceTb OT YuMcna, BUAa 1 BaXHOCTU 3TUX Leneii. ns opraHnsauny o6b614HO BaXKHO MPUMEHSTL TUMOBbIE peLleHns
3TUX BOMPOCOB. XapaKTep BONPOCOB MOXEeT 6bITb Kak 04€Hb KOHKPETHbIM, TakK 1 O6LKM.

Mpumepsbl

1KOHKpeTHbIVi BONPOC: opraHunsaumns (8 cuny cneyuduku ceoeil JeaTeNbHOCTU) MOXeT UMeThb
nepBooyYepenHoii Lensto 6esonacHocTmn UTT ob6ecneyeHne NoCcTOSSHHOW AOCTYNHOCT W BCEX CBOUX
cucTem. B aToM cryyas ofHa U3 COCTaBAAWNUX cTpaTerny MoxkeT 6blTh HanpaBfeHa Ha YMeHb-
LeHNe BEPOATHOCT 1 3apaXeHuns BupycaMu nyTeM yCTaHOBKM aH TUBUPYCHOT0 NporpaMmMHOro obec-
nevyeHus.

206wuinBONpocC: opralmsauus, ocywecTBASOLWAaA NPOAaXy CBOUX MH(OPMaLNOHHO-T e/IleKoM-
MYHWUKaLWOHHBIX YCNYT, MOXeT NocTaBuTb Lenbto 6eszonacHocTn NTT fokaszaTb NOTeHUNANbHbIM
KNMeHTaM, YTO ee CO6CTBEHHbIE CUCT EMbl OpraHusaunm 3awmersl. B 3ToM cnyyae yacThblo cTpa-
Terun bygeT aTTecTauma cucTembl No TpeboBaHnaMm 6e30nacHOCT U MHOpMaLnK, NpoBeeHHas
YNO/THOMOYEHHOW CTOPOHHell opraHmsaymei.
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Lpyrumun Bo3mMOXHbIMU acnekTamu cTpaterun 6esonacHoctn UTT. B cuny cneundnyeckux sagad nunm unx
KOMOUHaLWA, MOTYT 6bITh:

- cTpaTerns OLeHKN pucka u MeTofbl, aganTupyemMble B pamKax opraHusauuu;

- KOMNneKcHas nonutuka 6esonacHocTn UTT gna Kax ol cuctemsl;

- OpraHn3aumnoHHble MeToAbl 6e30NacHOCTY ANA KaX A0l CUCTEMBI;

- cxema knaccudukaunn UTT cuctem;

- 0CO3HaHMe Heo6Xxo0AMMOCTN 6e30NacHOCTM 1 NOBbILLEeHNe KBanudukauny B 061acTn 6e30NacHOCTH:

-ycnoBua 6e30MacHOCTN COeAUHEHNI, KOTOPble A0/MKHbI BbINOTHATLCA U NPOBEPATLCA Nepes ocyL ecTs-
NIeHNeM CoeiHeHUs ¢ A4pYrMMu ycTpoiicTBamu;

- CTaHAapTHbIe CXeMbl yNpaBieHns nHungeHTaMm nHpopMaLnoHHOK 6e30nacHOCTH B pamKax BCeli opraHu-
3auuu.

Mocne onpefeneHuna ctpaterna 6€30NacHOCTN U ee COCTaB/ALWME AOMKHbI 6bITb BKIHOYEHbI B MONTUKY
6e3onacHocTn UTT opraHusaunu.

4.2 Nepapxuna nonmnTuk

Monutnka 6e30nacHOCTM OpraHM3aLmnm MoXeT COCTOATb U3 MPUHLMNOB 6€30NacHOCTU NANPEKTUB ANS opra-
HM3auum B Lenom. Monntnka 6e30nacHOCTH OpraHn3aLmmn o/mMkHa oTpaxaTb 60/1ee WNPOKKI KPyr acnekToB Noau-
TWUKW OpraHm3auunu, BKIYas acnekTbl, KOTOpble KacatTCsA NpaB /IMYHOCTK, 3aKOHOAaTeIbHbIX TPe60BaHWI U CTaH-
[apToB.

Monutuka nHopmauroHHol 6e30NacHOCTU MOXET COAEePXKaTb MPUHLMMbLI U AUPEKTUBLI, CleunduyHblie Ans
3alMTbl HYyBCTBUTENbHOM U LLeHHOV UK NHON BaXHOW ANA opraHnsaumm nidopmaumn. Cogepxalimecs B Hell
NPUHLKNBI CTPOATCHA HA OCHOBE NMPUHLMUMNOB NOIMTUKN 6€30NacHOCTY U. TaKMM 06pa3oMm, CornacoBaHbl C HUMM.

Monutnka 6e3onacHocT UTT opraHn3auuy 4o/HKHA OTpaXaTb CyLLeCTBEHHble NpuHLUMnbl 6e3onacHocTn UTT
1 ANPEKTUBbI, NPUMEHUMbIE K NONUTNKe 6e30MacCHOCTU M NONUTHKE MHDOPMALMOHHON 6e30MacHOCTU, N NOPSAAOK
ncnonb3osaHusa NTT B opraHnsauunn.

Monutnka 6esonacHoctn UTT fgomkHa oTpaxaTb NPUHLKUMNEI 6€30NacHOCTU U ANPEKTUBLI, COAepXallmecs B
nonutuke 6esonacHocTn NTT opraHunsauun. OHa fo/KHa Takxke cogepxaTb feTanm ocobbix TpeboBaHuit 6e3onac-
HOCTU 1 3alUTHBIX MOP. NOANexallux peanusaylum, u npoueaypbl NpasubHOro UCNO/Ib30BaHNSA 3aLUTHLIX Mep
ansa obecnevyeHns afekBaTHON 6e30nNacHOCTU. Bo Bcex cryyasx BaXHO, YTOObI MPUHATLIA Noaxo4 6bi1 adhhekTn-
BEH B OTHOLUEHUN NoTpe6HoCcTell GuHeca opraHu3salmu.

B HekoTOpbIX cnyyasax nonutuka 6esonacHoct UTT MoXeT 6bITb BKIIOUYEHA B COCTaB TEXHUYECKOW U yn-
paB/ieHYeCcKoW NOIMTUKM OpraHn3aLum, KOTopbie BMECTE COCTaBNAT OCHOBY NoAnTukn UTT. 3Ta nonntuka gon-
XHa cofepxaTb HECKOMbKO ybeanTeNbHbIX NONOXEHN BaXHOCTN 6€30MacHOCTH, eCc/in OHa HeobxoAuma ANns
cob6naeHnsa faHHo W NOANTUKN. Mpumep nepapxnyeckux OTHOLEHWIA, KOTOPblE MOTYT BO3HUKaTb MeXAy NONnTu-
KaMu. nokasaH Ha pucyHke 3. BHe 3aBUCMMOCTMN OT OpraHn3aLMoHHOM CTPYKTYPbl WM AOKYMEHTaunu, NpUHATON B
opraHm3auunn, BaxHo, 4T06bl yYNTbIBA/INCh Pa3/IM4Hble CTOPOHbI NOINTUKN U NOAAEPXNBaNach Ux cornacoBaH-
HOCTb.

[pyrve 6onee getanbHble NONUTUKN 6e30MacHOCTM TpebyoTca ANA cneynduyecknx CUCTeM 1 ycayr unm
rpynn UTT n ycayr. 3TW NOANTUKM 06bIYHO U3BECTHbI Kak NoNnTukn 6esonacHoctn UTT. C no3muuii ynpasieHus
0YEeHb BXHO, YTOObI X NpeAMeT U rpaHuLbl 6b1/1M ACHbI 1 6a3MpoBanUCh OA4HOBPEMEHHO Ha Bu3Hec-TpeboBaHNAX
N TEXHUYECKNX TPEOOBaAHNSAX.

4.3 9n1eMeHTbl MOIMTUKN 6€30MaCHOCTN MHPOPMALNOHHO-TENTEKOMMYHUKALMOHHbBIX TEXHOTOTUM’
opraHusaummu

Monutnka 6e3onacHoctn UTT gomkHa hopmupoBaTbCa, MCXOAA U3 COrNacoBaHHbIX Lenein u ctpaternii
6e3onacHocT UTT opraHusaumm. Heobxoanmo BbipaboTaTtb 1 COXpaHATb NONTUKY 6e3onacHocTn UTT. cooTBeT-
CTBYIOLLYI0 3aKOHOAATENbCTBY, TPE6OBAHUAM PEryMpyIoLLIMX OpraHoB, NonTMKe B ob6nactu 6usHeca, 6esonac-
HOCTW 1 nonuTuke NTT.

Yem 60nee opraHusauus nonaraetca Ha UTT, Tem BaxHee ee 6e30MacHOCTb, KoTopas obecrneymsaeT Bbl-
nosiHeHne 6usHec-3agad. MNpu hopmupoBaHuy NONNTUKN 6e3onacHocTn UTT cnegyeT NOMHUTL 06 0COGEHHOCTAX
KYNbTYpbl, OKpYyXatoLei cpebl opraHn3aunmn, NOCKOSIbKY OHW BANSAIOT HA NOAX0A4 K 6€30NacHOCTU, HanpumMep Ha
3alMTHbIE Mepbl, KOTOPblIe MOTYT 6bITb 1IETKO MPUHATHI B 0AHON cpefe v 6biTb a6CO/IIOTHO HeNpueMaembl B ApPY-
roii. leaTenbHOCTb B 06/1aCTW 6€30MacHOCTH, U3N0XEHHASA B NONNTHKE 6e30nacHoCcT MTT. MOXEeT OCHOBbIBATLCS
Ha opraHn3aunoHHbIX LLensax n ctparternax, pesynbrarax npeablayLwmx nccnefoBaHunii No oLeHke 1 ynpasneHunio
pUCKOM, pe3ynbTaTax MeponpusTHii N0 CONPOBOXAEHUIO CO34aBaeMblX 3alMTHbIX MEP. MOHUTOPUHTE, ayauTe 1
aHanunse 6esonacHocTv UTT B npouecce TekyLlel feaTeNbHOCTM noTyeTax 06 nHumaeHTax 6esonacHocTu. fliln6as
cepbesHas yrposa unm ya3BumMocCTb, 3aMeYeHHas B Xofe AaHHbIX MeponpuaTuid, AO0/KHaA ObiTb COOTHECEHA C
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* Fny6uHa nepapxmm (41CNo CnoB) 3aBUCUT OT HECKOJIbKUX (DAKTOPOB (Hanpumep pasmMepa opraHu3auuu).

PucyHok 3 — Vepapxua nonunTmk

NOSIMTUKOW OpraHn3aumm, onucbiBatLWwen 06w mii NOAX04 K peLeHunto 3Tux npobaem 6esonacHocTu. [leTanbHble
[eNcTBMA nsnararTca B pa3INYHbiX nonnTukax 6esonacHoctn UTT unum apyrux BCnomoraTebHbiX 4OKYMeEHTax,
Hanpumep B OpraHn3aumnoHHbIX MeTogax 6e30nacHoOCTy.

B pa3paboTke nonuTtukm 6esonacHoctv NTT opraHusauunm AO/MKHbI NPUHUMATL yyacTue npeActasuTesnin Ha-
npasB/feHNA. CBA3aHHbIX C:

-ayanTom;

-npaBoM.

-hnHaHcamu;

- MHpOpMaLMOHHbIMK CUCTEMaMM (CNeLnanncTbl U NonbL30BaTeNn);

- KOMMYHanbHbIMU CNyX6aMu/MHpacTpykTypoit (nnua, oTBevyarwLme 3a 34aHusa, pasMmelleHne, 3N1eKTpo-
CHabXeHune 1 KOHAWULMOHNPOBaHUe);

- nepcoHanowm;

- 6e30MacHoOCTbIO;

- PYKOBOACTBOM.

B cooTBeTCTBMM C LLlenAMu 6e30NacHOCTM U cTpaTerneil, NPUHATON opraHm3auneil 4ns8 4OCTUXKEHNA 3TUX
ueneii, onpegensercs Hagnexawuii yposeHb getanusaunm nonntukn 6esonacHoctn WTT opravusaymu. Nonutu-
Ka 6e3onacHocTn UTT gomkHa pacnpocTpaHATbCA Ha;

-npeameT u 3agayv 6e3onacHoCcTu:

- Uenm 6e30MacHOCTM C yYeTOM MPaBOBbIX U PeryampyoLlimx 06a3atenbCTB, a Takxke ¢ y4eTom 6usHec-
ueneii:

- Tpe6oBaHuA 6e3onacHocTn UTT KobecnevyeHnto KOHPULEHLNANBHOCTH, LLeNIOCTHOCTU, AOCTYNHOCTK, be-
30TKa3HOCTUW. MOLOTYETHOCTU U aYyTEHTUYHOCTU MHbopMaLmMn 1 cpeacTs ee 06paboTku;

- CCbI/IKM Ha CTaHAapThbl, Nexalline B OCHOBE JaHHOI NONTUKK;
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- aAMWHUCTpUpPOBaHNE MHhopMaLMOHHO 6e30NacHOCTM, OXBaTbIBaloLLLee OpraHn3aLnoHHbIe N UHANBUAY-
anbHble 0TBETCTBEHHOCTU U NONTHOMOUUS;

- NOAXO0A K ynpaB/eHVIo PUCKOM, NPUHATbLIV B OpraHnsaunm;

- MeToA onpefeneHns NpUOpPMTETOB peanm3almmn 3auTHbIX Mep;

- ypoBeHb 6€30MacHOCTM 1 OCTaTOUHbIM PUCK, ONpefensemMblil pykoBoACTBOM opraHusaLmm;

- o6UiMe npaBuaa KOHTPO/ISA AOCTyna (/10rM4yecknii KOHTPOIb AOCTYNa, a Takke KOHTPOsb (hU3NYeCKoro
[0CTyna B 34aHns, NOMEeLLeHUs, KcuctemMam u nHgopmawsmm);

- NOAX0Abl KOCBEAOM/IEHHOCTN 0 6€30NacHOCTH M NOBbILWEHWE KBanugukaunm B o6nactn 6esonacHocTv B
pamkax opraHmsauuu;

-npoueaypbl NPOBEPKM 1 NogAepxXaHna 6e3onacHocTy;

- 06l e BONPOCHI 3alnTbl NepcoHana;

- Cnocobbl, KOTOPbIMUK NONUTUKA 6e30nacHOCTH byaeT foBefeHa [0 CBefleHNsA BCeX 3auHTepecoBaHHbIX
g

- yC/I0BMA aHanusa unm aygmta nonmTukn 6esonacHocTy;

- MeTOoj KOHTPO/1St U3MEeHEeHWi B NOINTHKe 6€30MacHOCTH.

OpraHu3auum fomMKHbI OLEHUTL CBOM Tpe60oBaHMA, OKPYXalLLyto cpeay M ypoBeHb pa3BuMTUS U onpeaenntb
Hanbosiee oTBevalLLyo UM cneundguryeckyo npobaemy 6esonacHocTu. dta npobaema BkIoYaeT B cebs:

- Tpe6oBaHusA 6esonacHocTn UTT, Hanpumep TpeboBaHna KOHMUAEHUNATBHOCTH, LLeNTIOCTHOCTK, AOCTYMHOC-
TW. HEOTKA3yeMOCTMW. ayTEHTUYHOCTW N JOCTOBEPHOCTW, OCOHEHHO C Y4eTOM MHEHUI BnajenbLeB akTUBOB;

- OpraHu3aunoHHy NHPACTPYKTYpY 1 pacnpeneneHne o6a3aHHOCTeR;

- UHTerpauyuio 6e30MacHOCTM NPU COBEPLLUEHCTBOBAHUN CUCTEMbI U 3aKyNKax;

-onpegeneHne MeToA0B U YPOBHel knaccudukaLum nHopmauuu;

- cTpaTervio ynpasneHus puckamu,

- N1aHMPOBaHNE HenpepbIBHOCTU BU3Heca;

- BONPOCHI, CBA3aHHbIE C NepcoHanom (ocoboe BHMMaHWe [0/KHO 6bITb yAENeHO NepcoHany, 3aHumatolle-
MY OTBETCTBEHHbIE JO/HKHOCTUN, TAKOMY Kak TEXHUYECKUIA NepcoHan n CUCTEMHbIE aMUHUCTPATOPbI);

- 0CBE/IOMJIEHHOCTb M 06y4YeHne nepcoHana,

-NpaBOBble U perynvpyloLe 06a3aTenbCTBa;

- MEHEXXMEHT, OCyLeCcTBNSAEMblii HE3aBUCUMbIM 3KCMEPTOM;

- ynpaBfieHne nHuMageHTamu nHopMaLnoHHoi 6e30nacHoCTy.

Kak oTMeueHo Bbilwe, pe3ynbTaTbl UCCNeA0BaHUM NO OLEeHKe prucka, NPOBEPOK COOTBETCTBMS 6€30NacHOCTH
N MHUMAEHTOB 6€30NacHOCTM MOTYT OKasblBaTb BAUAHWE Ha NONUTUKY 6e3onacHocTu UTT opraHusauyun. 3T1o. B
CBOI0 04epeb, MOXeT noTpeboBaTb NepecmMoTpa Uan CoBepLIEHCTBOBAHMSA paHee onpeAeieHHON cTpaTernm unm
NoNNTUKN 6e30MacHOCTH.

[na obecneveHnn afekBaTHOW NOAAEPXKN BCEX CBA3AHHbIX C 6€30MacHOCTbI0 MOp NONIMTMKA 6e3onacHoc-
™ UTT gomkHa 6biTb 0406peHa pykoBoACTBOM OpraHusaLum.

Ha ocHoBe nonuTukn 6e3onacHoctTn UTT A0/XHbI 6bITb NOAFOTOBMEHbI AUPEKTUBHbIE YKa3aHus, 06a3aTenb-
Hble AN8 BCEX PyKOBOAMTENel U COTPYAHUKOB opraHn3anmu. 9To MoXeT noTpeboBaTh NOANUCAHUSA KaXAbIM CO-
TPYLAHUKOM [OKyMEHTa, NoATBEPXAatoLLero ero 0643aHHOCTU B paMkax 6e3omacHoCTV AaHHOW opraHusauunu. fa-
nee cnegyeT pas3BuBaTb U OCYLECTBAATL MPOrpaMmmMy 0CBeJOMIEHHOCTN 0 6€30MaCHOCTMN, Pa3bACHAIOLL Y0 3TU
0653aHHOCTW.

[omxeH 6bITb Ha3HaYeH OTBETCTBEHHbII 3a NONNTKKY 6e3onacHocTn UTT. KOTOpbI 4o/keH o6ecneynBaTb
COOTBETCTBME NONUTUKN TPeBOBaHNAM N akTyasibHOMY cTaTycy flaHHo opraHmnsaymm. O6bIYHO UM IBNSETCA CO-
TPYAHUK CNYX6bl 6€30NacHOCTU, KOTOPbI/ HECET OTBETCTBEHHOCTb 3a CNeytoLlne AeicTBUS: NPOBEPKY COOTBET-
CTBMA 6e30nacHOCTK, peBu3nto, ayanT, 06paboTKy UHLMAEHTOB, BbiiB/IeHNe cnabbix MecT B 6€30nacHOCTU U
BHECeHVe U3MEeHEeHNn B NoNMTUKy 6esonacHoctn UTT opraHunsawnmm, KOTopble MOryT noTpe6oBaThbCs No pesybTa-
Tam nNogo6HbIX AEeNCTBUIA.

5 OpraHusaunoHHble acnekTbl 6e30nacHOCTU MHOPMaLNOHHO-
TEeNeKOMMYHUKALNOHHbIX TEXHONOTNI

5.1 CnyxebHble 0693aHHOCTU M OTBETCTBEHHOCTb

5.1.1 CnyxebHble 06593aHHOCTMN, NOAOTYETHOCTb M OTBETCTBEHHOCTb B OpraHusayunm

AhbhekTnBHAA 6e3onacHOCTbL TPebyeT NOLOTHETHOCTH, NCUEpNbIBAIOLLErO ONpeAeneHns n Nnpu3HaHmsa 06s-
3aHHOCTell B chepe 6e3onacHocT. PyKOBOACTBO JO/IXXHO OTBEYaTb 3a BCe acnekTbl ynpaBaeHna 6e3onacHoc-
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Tbi0, BK/IIOYAA MPUHATUE peLleHnii No ynpaBaeHuto puckamu. OTaenbHble ee hakTopbl, Takne kak Tun. gopma
perucTpaunn, pasmep u CTpykTypa opraHusauuu, NoBAUAIOT Ha TO. HA KAKOM ypoBHe ByAyT onpefeneHsbl aTu
o6s13aHHOCTN. Be3zonacHocTb W TT— 3To MexaucuunamHapHas Tema, oTHocswasacsa K kaxgomy npoekty UTT u ko
BCEM M0/1b30BaTeIAM BHYTPU opraHusaummn. Hagnexauiee onpegesieHne v pasrpaHnyeHne nogoT4eTHOCTH, cne-
umndryecknx cnyxebHbiXx 0653aHHOCTEl N OTBETCTBEHHOCTU [O/KHO 06ecneynBaTb aphekTMBHOE 1 KBaNNuULu-
pOBaHHOE BbINO/IHEHNE BCEX BaXHbIX 3a4ay. B Manbix opraHnu3aumnsax ux pykoBogCcTBo MOXeT UCMOTHATbL 06513aH-
HOCTW. CBA3aHHble C 6e30NacHOCTLI0, 60 ApYyrne COTPYAHUKN MOTYT BbINOJIHATL iBE 1 601ee hyHKL i1 6e30-
nacHocTu. B nofo6HbIX Cnyyasx A8 UCKNIOYEHUA KOHQINKTa UHTEPEeCOoB 1 obecneyeHns Heo6Xxo4MMoro pasje-
neHnsa cnyxe6HbIX 0653aHHOCTEN HY)XHbl HE3aBUCUMblE PEBU3NN.

XoTs aTa uenb MoXeT 6bITb JOCTUTHYTA NPU MOMOLLLM Pa3/INUYHbIX OPraHN3aLnoHHbIX CXeM, 3aBUCALLUX OT
pasmepa n CTPYKTYpbl OpraHusauuu, B Kax ol opraHnsannm 4o/KHbI MPUCYTCTBOBATHL Crefylolne cnyxebHble
06a3aHHOCTK:

- coBeT o 6e3onacHocTn ATT. KOTOPbI 06bIYHO peLllaeT MeXAUCLUNINHapHbIE BONPOCHI, AaeT KOHCYIbTa-
LUK N pekoOMeHyeT cTpaterum, ogo6pseT NoNNTUKM U NpoLeaypbl;

- afiMuHUcTpaTop 6e3onacHocTn NTT. KOTOPbLIA CBA3bIBAET BOEMHO BCE acnekTbl 6€30NacHOCTU BHYTPU
opraHusauuu.

CoBeT no 6e30MacHOCTM M agMUHUCTPaTop 6€30NacHOCTU A0/KHbI UMETb CTPOro ONpeAeeHHble 1 YeTKO
ChopMyNMpoBaHHble 0653aHHOCTU U 0CTATOUHbIE MOTHOMOUMNA 415 06ecneyeHns BbINO/THEHNA NONUTUKM 6e30-
nacHoctn UTT. OpraHusaumsa o6sasaHa npefoctasuTb aMUHUCTPATOPY 6€30NacHOCTU YeTKNEe MeXaHU3Mbl B3au-
MO/JeNCcTBNA. 0653aHHOCTM 1 NOJTHOMOUUSA, @ ero 0693aHHOCTM JO/KHbI 6bITb 0406PEHbI COBETOM M0 6€30MaCHO-
cTn ATT. BbiNONIHEHME 3TUX DYHKLUMI MOXET 6bITb AONOMIHEHO NPUB/IEYEHNEM BHELUHWNX KOHCY/1bTaHTOB.

MpuMep oTHOLWEHWI Mexay agMuHucTpaTopom 6esonacHoctn UTT. coBeTom no 6esonacHocTn UTT n npea-
CTaBUTENAMU APYTUX CTPYKTYP B pamKax opraHusauuu, Takux kak nosibsosartesniv u nepcoHan NTT. nokasaH Ha
prcyHKe 4. 3TV OTHOLIEHMS MOTYT HOCUTb yrpaB/ieHYeCcKnii m yHKLMOHabHbIA xapakTep. B npegctasneHHom
Ha pucyHke 4 npumepe opraHmsauny 6esonacHoctTn UTT nokasaHbl TP OpraHn3aLMoHHbIX ypoBHA. OHM B LLe/1IoM
BbITEKAIOT 13 KTACCUYECKOW OpraHn3aLMoHHOW CTPYKTYpbI, Takol kakkopopauusa/genaptaMeHT uam LeHTp/ous-
Hec-nogpasfesieHne. Ho MOryT 6bITb SIETKO aanTUpoBaHbl NPUMEHNTENLHO K/110601 opraHnsaunm ysenmuyeHnem
VNN yMEHbLIEHNEM YNCa YPOBHeN B COOTBETCTBUM C NOTPe6HOCTAMM opranmsauun. Mansie unv cpefHue opra-
HU3aLMn MOryT BO3/10XWUTb Ha afMuUHUcTpaTopa 6esonacHocTn UTT BCe 06513aHHOCTH, CBSi3aHHbIe C 6e3onacHoc-
Tblo. Korga 06a3aHHOCTN 06 bEANHAIOTCA, BaXHO 06ecnevnTb COXpaHeHne CoOoTBETCTBYIOL Eero KOHTpons n 6a-
naHca. YTobbl n3bexarb KOHLEHTPaLWUN B OAHUX PyKaxX CAINWKOM 60/bLLO OTBETCTBEHHOCTU 6€3 BO3MOXHOCTH
OKa3blBaTb BANAHWE UM OCYLLECTBAATL KOHTPO/Ib 06513aHHOCTE.

5.1.2 CoBeTno 6e30nacHOCTN NH(DOPMALMOHHO-TETEKOMMYHUKALMOHHbBIX TEXHOOT WA

B coseT no 6e3onacHocT ATT A0O/MKHBI BXOAUTL Nt0AKN, 06najatolme 4oCTaTouHO KBanudukauneii, 4to-
6bl laBaTb KOHCY/IbTAL MM U PEKOMEHaLmnn B OTHOLLEHUN cTpaTeruii, onpefenaTs TpebosaHus, hopmynnpoBaTh
nosINTUKY, paspabarbiBatb NporpamMmmy 6€30nacHoCcTi, NPOBEPATH UX BbINOSIHEHNE U PYKOBOAUTL aMUHUCTPAaTO-
pom 6e3onacHocTn UTT. CoBeT MOXET yXe CyLLeCcTBOBaTb B paMKax opraHn3auuny uan. 4To npegnodtuTtensHee,
MOXeT 6bITb CO3aH OTAEeNbHbIA coBeT no 6e3onacHocTn UTT. B 06493aHHOCTM Takoro coBeTa uiamn KommteTa BXo-
anT;

- KOHCYNbTUPOBaHMe ynpasnsatwouero komuteta NTT no Bonpocam cTpaTernyeckoro niaHnposaHus B cde-
pe 6e3onacHoCTH;

- cthopmynupoBaHue nonnTukn 6esonacHoctn NTT B noaaepxky ctpaterum WTT n cornacosaHune ¢ ynpasns-
owmm kommutetom no NTT (ecnm cywiecTByerT);

- TpPaHC/IMpoBaHWe NosIMTUKM 6e30nacHoCTy B nporpaMmmy 6esonacHoctn UTT;

- MOHUTOPWHI peanusauny nporpammbl 6ezonacHocTn UTT;

- aHann3 3 eKTUBHOCTM NONNTUKM 6e3onacHocTn UTT;

- NOBbILWEHNEe 0CBEJOM/IEHHOCTM 0 Bonpocax 6e3onacHocTn UTT;

- KOHCY/IbTUPOBAHVE OTHOCUTE/IbHO PECYPCOB (JIIOACKMX, IEHEXHbIX, HaYUYHbIX N T. [.) 414 NOA4epXaHuA
npouecca naaHMpoBaHua 1 peanvsaumnmn nporpammbl 6eonacHoct UTT;

- pelleHne MexoTpacaeBbiX NPo6aem.

[na 6onblueli 3hPeKTUBHOCTN COBET A0JIKEH BK/IOYATb B CBOI COCTaB Y1EHOB, UMEKLWNX NOATOTOBKY B
ob6nacTtn 6e3onacHOCTU N TexHUUYecknx acnektos UTT. a Takke npeAcTaBnTeneil nposaiiepos 1 Nonb3osartenei
WTT. 3HaHna nonbIT B 3TUX chepax He06XoaMMbI AN pa3paboTkm NONUTNKM 6e3onacHocTn UTT.
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5.1.3 AgmMmuHuctpaTop 6€30nacHOCTU MH(OPMALNOHHO-TENEKOMMYHNKALMOHHbBIX TEXHONOTUA

OTBeTCTBEHHOCTb 3a 6e3onacHocTb NTT gosmkHa 6bITb BO3/10XXEHA HA KOHKPETHOro agMuHmucTparopa. Aa-
MuHuUcTpaTop 6e3onacHocT UTT fonKeH urpaTb posb LeHTpa ANsl Bcex HanpasieHuii 6esonacHoctn UTT B
pamMkax opraHusaluun; TeM He MeHee, agMUHUCTpaTop 6esonacHocTv UTT MOXeT f,eNernpoBTb ApYroMy COTpYA-
HUKY HEKOTOpPbIE CBOW MNOSTHOMOYUSA. Takoi COTPYAHUK MOXET B35ATb Ha ce65 AONONHUTEIbHO 06A3aHHOCTHN afMu-
HucTpartopa 6e3onacHocTn NTT. XOTA B CpefHUX U KPYMHbIX OpraHn3aunsix peKkomeHayeTcs opraHn3oBbiBaTh cre-

__________ cny ffii moli TH KNTX
__________ OPMB/AMOHHbI 1 YPOBEHb

PucyHok 4 — TMpumep opraHusaummn 6e3onacHocTn VIHf*)OpMaLU/IOHHO-Te/'IeKOMMyHMKaLMOHHOVI CUCTEMBDI
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Lman bHy0 O/MKHOCTb. B KpynHbIX opraHn3aumnsax MoxeT cylecTBOBaTb CETb aAMWHUCTPATOPOB 415 nogpasae-
NeHnii. genapTameHToB U T. 4. B kauecTBe agMmuHucTparopos 6esonacHocTn UTT n agMuHUCTpaTopos 6e30nacHo-
cTm UTT ansa genaptameHToB/nogpasgesieHnii npeAnoyTuTenbHo oTémpaTh Nlogeli c o6pasoBaHueM B 061acTu
6e3onacHocTu n ATT. B 0683aHHOCTM agMuHUcTpaTopa 6esonacHocTn UTT BXxoaguT:

- HabnaeHve 3a peanusayueli nporpammbl 6e3onacHoe™ UTT;

- noaaepXxaHue KOHTakTa c coBeTom no 6esonacHoctn UTT nagmuHuctpatopom 6esonacHoctn UTT u npe-
[0CTaB/IeHNne UM OTYETOB;

-ony6/MKoBaHue v noafaepxka nonnmTukn 6esonacHoctTn UTT v AUPEKTUB;

- KOOpANHaUNS paccnefoBaHNsa UHLUNLEHTOB;

- ynpaBfieHve nporpaMmMoli 0CBe40M/IEHHOCTI 0 6€30NacHOCTH B paMKax opraHu3auum;

- ycTaHOB/MEHUE Leneli u kputepunes 6e3onacHocTn UTT. UCXO4A U3 NONNTUK;

- aHanus, ayauT u MOHUTOPUHT 3D (PEKTUBHOCTU KOHTPOSA 6€30NacHOCTH;

- aHanus, ayauT U MOHUTOPUHT CTPOroro cobnaeHns npouenyp 6esonacHoctn ATT B opraHnsauuu.

CnyxebHble 065493aHHOCTY MOTYT ObITb pa3fieNieHbl C y4eTOM pa3mepa opraHmsaunm, COXHOCTU CUCTEMBI
6e30MacHOCTM U APYrnX ee 3Ha4nuMbIX ocobeHHocTell (cm. 5.1.1).

Mpumepbl—Aenervpyemble YHKLUN MOTYT 6blTb CNEAYOWNMN:

a) agMuHucTpaTop 6e3onacHocTy npoekTa UTT.

OTpAenbHble NPOEKT bl MW CUCTEMbI AO/MDKHbI UMEeT b INL,. OTBETCTBEHHbIX 32 6€30NacHOCTb,
KOTOpPbIX UHOTAa Ha3blBal T agMUHUCT paTopamm 6ezonacHocTu npoekTaATT. Bpage cnyyaes Takue
0683aHHOCTM MOTYT 6blTh AONOMHUTE/IbHOI Harpy3koii. PyKoBOACTBO TakuMy ajMUHUCT PaToO-
pamMu Ao/HKEeH OCyLWecTBNATb agMuHucTpaTop 6e3onacHocTn UTT. AgMnHucTpaTop 6e3onacHoc-
TUWNTTABnseTCA LEHTPOM BCEX CBA3AHHbIX C 6€30MacHOCT b0 acNnekToB NpoekTa, CUCTEMbl UK
rpynnbl CUCTEM.

O6sA3aHHOCT M agMUHUCTpaTopa 6e3onacHocTu NnpoekTaATT BkNtoya T B cebs:

- NogjepxaHue KOHTakTa ¢ agMmMHucTpaTopom 6esonacHocTwu UTT n npegocTaBnieHne emy
0TYeTOB,

- BbIpaboTKy M peanusauunto nnaHa 6e30nacHOCT U AN KOHKPe THOro NpoekTa.

- TeKyWnin MOHNTOPUHT peannsauum n MICNoAb30BaHUA 3alMTHbIX Mep B cdhepe UTT.

efepBoHavyanbHOe pacciefoBaHve n cofeicTBrE B paccaiefoBaHum UHLUAEH T OB:

B) aAMuUHUCT paTop 6e3zonacHocTun UTT.

B cpefiHUX 1 KpYNHbIX OpraHu3annsax, Kak npasuno, CywecTBYT QYHKUUM AN JeNernpoBaHHo-
ro ynpasneHus, BKawvawuive B cebs:

- UCMONHEHME U NPpUMEHEHNe npoueayp 6e3onacHocTu UTT,

-aAMUHUCT pUpoBaHne 6e30MNacHOCT U CUCTEM UCETHN,

*06HOBNEHME Ceynnyeckmx nporpaMm 6e3onacHoCT M (HanpMMep aH TUBUPYCHbIX NpOrpamm,
Bepcuii nporpammHoro obecneyeHus), nporpaMmMHOro obecneyeHus,

*afMUHNUCT pUpoBaHue cneymuyecknx MeToa0B KOHT PO/ 6e3onacHOCT W, Hanpumep pe3eps-
HbIX KONWIA, cNMcka KOHTPONsA focTyna uT. 4.

AfMUHUCTpaTOopbl 6€30MacHOCT M JO/MKHbI MMEeTb COOTBETCTBYHLYIO NOArOT 0BKY A1 MPO-
BeleHNsi cneunanbHbIX MEPONPUAT U U NPUMEHEHUSA CNELMaNnbHbIX CPeACT B 3aWnThl.

5.1.4 Tonb3oBaTenu MHPOPMaLNOHHO-TENEKOMMYHUKALWOHHbLIX TEXHONOTNA

Monb3osatenun ATT oTBeyatoT 3a:

- ucnonb3oBaHue NTT-pecypcoB B COOTBETCTBUM C MOSIMTUKOW, ANPEKTUBAMM U MpoLefypamu:

- 3alnTy 6M3HEC-aKTMBOB B COOTBETCTBUY C MOSIMTUKON, AMpeKTMBaMu 1 npouedypamu 6esonacHoctn UTT.

5.2 OpraHu3aunoHHbIe NPUHLMUNbI

5.2.1 O6s3aTtenbcrsa

[na obecneyeHns 6e30MacHOCTN aKTUBOB OpraHn3aLmnmn fo/KHbI CyLecTBoBaTb 06513aTe/1IbCTBa PYKOBO/ -
CTBa opraHu3auuny BoTHoweHUn obecneyveHns 6esonacHocTn UTT. /110601 hakTMyeckn CyLecTByOLWniA M 0cos-
HaBaeMbll Hef0CTaTOK Taknx 0653aTeNbLCTB 6yAeT nogpbiBaTh OBEPUE KaAMUHUCTpaTopy 6e3onacHocTn UTT n
3HAYUTENIbHO 0CNabNATL 3aWMTy NPOTUB Yrpo3. Pe3ynbTatom NoAAepXKu cBepxy fO/KHA cTaTb ohuymanbHo
cornacoBaHHas 1 JOKyMeHTMpoBaHHas noavtuka 6esonacHoctn NTT. BbiTekalolwas n3 NONUTUKN 6e30nacHoCTH
opraHusauun. CyuiecTBytollas KOHKpeTHas NoNUTUKa U ee KIYeBble 31eMeHTbl fO0/MKHbI PerynspHo 4OBOAUTb-
CcA 40 cBefeHna paboTaloLmnx B opraHm3anmm Ha NOCTOAHHON OCHOBE U MO KOHTPAKTY U (r4e yMecTHO) nogyepku-
BaTb 3aMHTEPECOBAHHOCTb U NOALEPXKY PYKOBOACTBOM MOMMTUKM 6e3onacHocTn ATT.
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O6sa3aTenbCTBa PyKOBOACTBA OpraHv3aLy B OTHOLW eHMY 3aa4 6e30nacHOCTU BKIOYAKOT B ceb1:

- MOHMMaHMe 06w KX NoTpebHOoCTeN opraHm3aymn:

- NOHUMaHue noTpebHocTH B 6e3onacHocTn UTT B pamkax opraHusalmm:

- AEMOHCTpaLmo 06a3aTeNbCTB B OTHOLWEHNM 6e3onacHocTM UTT:

- Heo6xoAMMoCTb obpalleHnsa k noTpebHocTam 6e3onacHocT UTT:

- He06X04MMOCTb BblieNIeHna pecypcoB gna 6esonacHoctn UTT.

- 0CBE0MJIEHHOCTb HA CAaMOM BbICOKOM YPOBHE O TOM. 4YTO ABAsieTCA cpeAcTBaMu 6e3onacHoctn UTTu B
YyeM OHa 3aknyaeTcs (BO3MOXHOCTU, OTpaHNYEHNS).

Cnepyet nponaraHAnpoBaTh Lenn 6e30nacHOCTU BO BCell opranmsauunn. Kaxabllii COTpyaHUK, paboTatoLwmii
Ha NOCTOSIHHOW OCHOBE UM MO KOHTPaKTY, AO/KEH 3HaTb O CBOMNX 06513aHHOCTAX, OTBETCTBEHHOCTU, O BKNaje B
6e3onacHocTb UTT 1 emy fO/MKHbI 6bITh MPegocTaB/eHbl NO/THOMOUYUSA AN UX JOCTUXEHUS.

5.2.2MocnepoBaTenibHbIN NoaXxon4

Heo6xoanm nocnegoBaTesnbHbI NOAXOL KO BCell AeATeIbHOCTY MO N1IaHMPOBaHWI0, peann3auumn n ynpas-
nexunto 6esonacHocTbio NTT. Be3onacHoOCTb f0/KHA 6bITh 06ecneveHa Ha NPOTAXEHNW BCETO XU3HEHHOTO Lukna
nHopmauum n UTT — OoT nnaHMpoBaHuA [0 NPUobpeTeHns, TECTUPOBAHNSA U IKCMIyaTaLmm.

OpraHu3aunoHHas CTpykTypa, NnokasaHHas Ha pucyHke 4. MOXeT cofelicTBOBaTb rapMOHU3MPOBaHHOMY
noaxopny K 6esonacHoctn UTT BO BCceil oprannsaumn. CTpykTypa A0/KHa 6biTb OCHOBaHa Ha TpeboBaHUAX 1
NOMIOXEHNAX MEeXAYHAPOAHbIX, HALNOHANbHbIX, PErMOHAaNbHbIX, 0OTPaCNeBbIX CTaHAAPTOB U NpaBun, n cTaHaap-
TOB OpraHusauunu, NPUMeEHAEMbIX B COOTBETCTBUY C noTpebHocTaMu UTT opraHnsauun. TexHUYeckme Hopmbl 40/1-
XHbl JOMOJTHATLCA NpaBUIaMn U peKoMeHAaLMaMu Mo UX peannsalmn 1 MCnosib30BaHuIo.

Mcnonb3oBaHue cTaHfapToB obecneynBaeT:

- UHTEerpupoBaHHyt 6e30nNacHoOCTb,

- YHKLMOHA/IbHY0 COBMECTUMOCTb!

- COrNacoBaHHOCTb:

- MOBUNBHOCTb;

- 3KOHOMWUIO CPeACTB:

- MexceTeBOe B3anMogeiicTene.

5.2.3 NHTerpupoBaHne 6€30NacCHOCTN NHDOPMALMOHHO-TENEKOMMYHUKALMOHHbIX TEXHONOTNIA

[leaTenbHOCTb No 6e30nacHOCTV 60n1ee achhekTUBHA, €CIM B pamKax opraHu3aLuy oHa ocyLLecTBisieTcs
eAMHO006Pa3HO M C Havyana Xn3HeHHoro uuknacuctemsl UTT. Mpouecc 6e3onacHocTv UTT cam no cebe aBnsertcs
nocnenoBaTeibHOCTbI0O MHOXECTBA NepPUoaNYeCcKnX AeNCTBUIA U OMKEH MHTErpupoBaThCs BO BCe (dasbl XN3-
HeHHoro uunkna cuctembol UTT. HecmoTpsa Ha To. 4To 6e3onacHoCTb Hanbonee adhhekTUBHA B Clyvae nHTerpaumm
B HOBYIO CCTEMY C CAaMOro Havana, uHTerpayma 6e30nacHOCTU OKaXeT MOJI0XKNTeTbHOE BO3JeliCTBME Ha yXe
paboTatolme cuctembl 1 GU3HeC-A4eATeNbHOCTb Ha Nto6oM 3Tane.

XKun3HeHHbI unkn cuctembl UTT MOXeT 6bITb pa3feneH Ha YeTbipe OCHOBHble thasbl. Kaxi3a ns atux as
cBsizaHa c 6e3onacHocTblo UTT cnegyowmm o6pasom:

- NnaHvpoBaHne — notpebHocTn 6e3onacHoCT UTT A0/MKHbI 6bITh YUTEHbI NPU NIAHNPOBAHUN U B NpoLec-
ce NPUHATUA peLLeHnit:

-npunobpeteHne — TpebosaHnsA 6ezonacHocTn UTT f0/KHBI ObITh BKHOYEHbI B NPOLLECChI KOHCTPYMpPOBaA-
HWA, pa3paboTku, 3aKynku, mogepHusalum cuctem UTT. MHTerpauns TpeboBaHmnii 6e30NacHOCTN B yKasaHHY1o
[eATeNbHOCTb rapaHTUpyeT, YTo peHTabenbHble cpefcTBa U Mepbl, OTHOCALWMecs K cdpepe 6e3onacHocTu, byayT
CBOEBPEMEHHO peann3oBaHbl B AaHHOI cucteme:

- TecTupoBaHue — TecTupoBaHue cuctembl UTT fO/KHO BKAOYATh B Ce68 TeCTUpoOBaHMe KOMMNOHEHTOB,
CBOWCTB 1 06CcNyxusaHusa 6esonacHoctv UTT. HoBble NN U3MEHEHHbIE KOMMOHEHTbI 6€30NacHOCTU AO0/XKHbI
TecTMpoBaTbCA OTAE/IbHO C TEM, YTOObI NOATBEPAUTL, YTO OHU PYHKLMOHUPYIOT 4O/MKHBIM 06pa3om, a fanee, B
onepauMoHHOM OKPYXeHUN, — ANSA NOATBEPXAEHNA TOTr0, YTO UX MHTerpauus B cuctemy UTT He HapyLwnT xapak-
TepuCTUK KayecTBa Uan CBONCTB 6e30nacHOCTU. B TeyeHne Bcex CTaAmnM XN3HEHHOTO LMKna CUCTEMbI [OIKHO
6bITb 3an1aHMPOBAHO ee Nepnoanyeckoe TeCTUPOBaHUE;

- akcnnyatauna — 6esonacHocTb UTT gosxHa 6bITb MHTErpUPOBaHa B OnepaLoHHyto cpefy. MocKobKy
cuctemy UTT Mcnonb3yloT 419 BbIMO/THEHNA ONpefeneHHblX MYHKLMIA, OHa [o/HKHa NogaepXuBaTbca B paboyem
COCTOSIHUW W. Kak Npasuo, noasepraTbCa cepun MogepHu3aLmii, BKAYawLWmxX B ce6a 3aKkynky HOBbIX KOMNO-
HEHTOB TEXHNYECKNX CPEACTB, a Takxe moandmnkaLmm unm 4onosIHEHUIO NPOrpaMMHoro obecneyeruns. K tomy xe
OHa nojBepXeHa 4acTbiM U3MEHEHUSAM OnepaLMoHHON cpedbl. DTN U3MEHEHUSI MOTyT CO3[aTb HOBbIe YS3BUMOCTH
CUCTEMbI, KOTOPbIE A0/KHbI ObITb NPOAHANN3UPOBAaHbI Y OLLeHEHbI U INGO CHUXEHbI, TG0 NPUHATLI. CTONb Xe
BaXHbl 6e30nacHas 3ameHa v nepenogynHeHne cucTem.
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Ob6ecneyeHHOo 6e30nacHOCTU UTT — NOCTOSAHHbIV NPOL,ecce MHOXECTBOM 06paTHbIX CBA3EW BHYTPU N MeX-
Ay hasaMu Xn3HeHHOro umkna cuctembol UTT. B 601bWIMHCTBE CyYyaeB cCyllecTByeT o6paTHas CBA3b Mexay u
BHYTPU BCEX OCHOBHbIX COCTaBANLWMNX NpoLecca obecrneyeHns 6esonacHoctn NTT. CeA3b foKHaA obecneyn-
BaTb HENpepbIBHbI NOTOK MHOpMaL K 06 YA3BUMOCTAX, Yrpo3ax 1 3alUTHbIX Mepax B cucTemMe 6e30nacHocTun
WTT Ha npoTshkeHun Bcex pa3 KM3HEHHOro yukna cuctemsl ATT.

Kaxpoe HanpasfieHne 61M3Heca opraHmsanmn MoXeT Takxe onpefenatb yHuKaabHble TpebosaHusa 6e3onac-
HocTnM UTT. Takne HanpaB/eHUA A0/KHbI B3aUMHO NOAAEPXMUBAaTb APYr Apyra, 06w mnii npouecc 6e30nacHocTn
UTT pomkeH obecneunsaTb 06MeH nHpopmaumneli 06 acnektax 6e30nacHOCTY B LesxX ee NCnoab3oBaHusa ans
npouecca npUHATUA peLleHnsa pyKoBOACTBOM.

6 ®YHKUMM ynpaBreHWst 6€30MacHOCTbI0 UHAOPMALMOHHO-
TeNEeKOMMYHUKALUOHHBIMU TEXHOMOTUSIMM

6.1 O6wume Bonpochkl
[nsa ycnewHoro ynpaBneHns 6e3onacHocTbio UTT TpebyeTca NnpuMeHeHVe BUAOB AEATEIbHOCTU, HEKOTO-
pble U3 KOTOPbIX OCYLLLECTB/AT B COOTBETCTBUMN CO CEAYIOLUM LUKIOM:
a) nnaHupoBaHue:
1) onpeaeneHve opraHusauneii TpebosaHuii no 6esonacHocTn UTT,
2) onpegeneHune opraHusayueii uenei, ctpaternini n nonnTuk 6esonacHoctn UTT,
3) ycTaHoB/ieHNe 06513aHHOCTEl 1 OTBETCTBEHHOCTM B pamKax opraHm3aumm.
4) pa3paboTka nnaHa no 6esonacHoctn UTT.
5) oueHka puCcKoB.
6) peweHne 06 06paboTKe pucka 1 BbIbope 3aLiMTHbIX Mep,
7) nnaHMpoBaHue HenpepbIBHOCTY 6U3Heca;
6) peanusauus:
1) co3pgaHune 3alnTHbIX Mep.
2) opobpeHue ATT.
3) pa3paboTka v BbINO/IHEHNE NPOrpamMMbl OCBEAOM/IEHHOCTH NepcoHana o 6e30nacHocTu.
4) ayanT-(PYHKLMOHMPOBAHWNE 3aLLUTHBIX Mep:
B) aKcnayaTauma n noggepxka:
1) KOHTPONb KOHPUTypaLUUn 1 ynpasaeHne N3MeHeHUaMu,
2) ynpaB/ieHne HenpepbIBHOCTbLIO 613Heca.
3) aHanuns, ayanT 1 MOHUTOPWUHT, & TakXe NpoBepKa COOTBETCTBMNSA 6€30NacHOCTY 3aAB/IEHHbIM Tpe-
60BaHNAM.
4) ynpasJsieHne nHungeHTamm 6e3onacHocTi nHdopmMaLmu.
6.2 BHelwHne ycnosus
Mpwn ynpaBneHun yHKLNOHANbHON AeATeIbHOCTbI0 Bo61acT 6e30nacHOCT HEO6X0AMMO YUUTbIBATb BHe-
LUHIOK cpeay, B KOTOPOI AeiCcTByeT opraHusaLms, NoCKo/IbKy OHa MOXeT Oka3biBaTb 3HAUYNTEIbHOE BAIUAHNE Ha
06Kt noaxoa K opraHmsauumn nHchopmaLMoHHOoM 6e3onacHOCTU. B HEKOTOPbIX ciyvyasx obecneyveHne nHopma-
LLMOHHOW 6e30nacHOCTY ABAAETCA NpeporaTneBoii rocygapcTea, KoTopoe onpeaensetT 0693aHHOCTN U OTBETCTBEH-
HOCTb MyTeM NPUHATAA U BBOAA B AeCTBME 3aKOHOB. B Apyrnx cnyyasx oTBETCTBEHHOCTb BO3/1araetcsi Ha co6-
CTBEHHMKA NN MeHeaxepa. B CBA3U CITUM MOXET CyL,eCcTBEHHO MEHATLCS Noaxoa Kk 6e3onacHocTn UTT-opra-
HM3auum.
6.3 YnpaBsieHne puckamu
Mpouecc ynpaBneHus puckamm go/mKeH 6biTb HENPepPbIBHLIM. B HOBbIX CMCTEMAX 1 B CUCTEMAX, Haxo4s-
LWKUXCHA Ha CTagun NAaHupoBaHua, ynpaneHue puckamm A0/MKHO 6biTb YaCTbio NpoLecca KOHCTPYyUpoBaHua u
pa3paboTku. B yxe cyLiecTBYOLWMNX CUCTEMAX yNpaBaeHne puckamu f0/HKHO OCYLLEeCTBAATHLCA B /1060 nogxo-
AAWmniA MOMeHT. Tpy npouecce NNaHUPOBaHUSA 3HAUYNTENbHBIX U3MEHEHUI B cucTeMax ynpas/aeHue puckamm
[,0/DKHO 6bITh YACTbO 3TOTO NpoLecca 1 A0MKHO yYNTbiBaTb BCE CUCTEMbI BHYTPU OpraHunsauuu, a He NpUMeHsATb-
CA TONIbKO K KOHKPETHOW N30/IMPOBaHHO cucTeme.
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YK 004.056:006.354 OKC 13.110 TOO
35.020

Kntouessble cnosa: I/IH(*)OpMaLlI/IOHHaFI N TeNeKoOMMyHUKaLMOHHaA TeXHO/T0TnNn, I/IH(*JOpMaLlI/IOHHaH nTenekoMmMmyHu-
KauMoHHasa 6e30nacHoOCTb, pUCK, Yrpo3a, ya3BMMOCTb
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