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MNpegncnosne

1 NOArOTOBJ/IEH deaepanbHbIM rOCYAapCTBEHHbIM yupexaeHnem «IocyfapCTBEHHbIA Hay4HO-UC-
crnepfoBaTesibCKUil UCMbITATENbHbIA UHCTUTYT NpobneM TeXHUYECKon 3almTbl MHpopmauun depepasibHON
CNYX6bl MO TEXHUYECKOMY U 3KCMOPTHOMY KOHTposto» (Pry «FTHUNW NT3N ¢CTI3K Poccum») Ha ocHoBe
CO6CTBEHHOrO NepeBoja Ha PYCCKUii A3blK @aHTN0A3bIYHON BEPCUM AOKYMEHTA, YKa3aHHOro B NyHkTe 4

2 BHECEH TexHuuyeckum koMuTeToM Mo ctaHgapTtusauum TK 10 «[epcneKkTuBHbIe NPOn3BOACTBEHHbIE
TEXHOMIOTUWN, MEHEPKMEHT U OLleHKa PUCKOB»

3 YTBEPXAEH W BBEAEH B AEVCTBME MMpukasom ®eaepansHoro areHTcTBa N0 TeXHUYECKOMY
perynupoBaHuto 1 MeTposiorumn ot 19 gekabps 2006 r. N9 317-cT

4 HacTosilwunii cTaHfapT UAEHTUYEH MeXAyHapoaHOMY AokyMeHTY ISO/IEC TR 13335-5:2001 «WHpop-
MaLuMOHHas TexHoMorus. PekoMmeHgauunm nNo MeHemKMeHTy 6e30MacHOCTU WHPOPMALVOHHBIX TEXHOMOTUIA.
Yactb 5. PykoBoACTBO Mo MeHexMeHTy 6e3onacHocTu ceTu» (ISO/IEC TR 13335-5:2001 «Information tech-
nology — Guidelines for the management of IT Security — Part 5: Management guidance on network secu-
rity». IDT)

HavmMeHoBaHve HacTosLwero craHgapta U3MeHeHO OTHOCUTE/IbHO HAaUMEHOBAaHUS YKa3aHHOro Mexay-
HapofHOoro ctaHgapTa Ana npusefeHus B cootsetcTene ¢ FOCT P 1.5—2012 (nyHkT 3.5).

Mpy NpUMEeHeHMN HacTosLLero cTaHAapTa pekoMeHAyeTCs MCMNob30BaTb BMECTO CCbIIOYHBIX MEXAY-
Hapo/HbIX CTaH4apTOB COOTBETCTBYOLLME UM HaUVOHa/IbHbIE CTAHAAPTbI, CBEEHUS O KOTOPbIX NPUBEAEHbI B
[OMOTHUTE/IbHOM NpuioxXeHun A

5 BBEJEH BIEPBbIE

6 NMEPEUW3OAHWNE. AHBapb 2019 .

MpaBuna NpYMeHeHs HacTOoALEro cTaHjapTa YyCTaHOB/EHbl B CTaTbe 26 defjepasibHOro 3akoHa
oT 29 moHa 2015 r. n> 162-®3 «O cTaHgapTwusauun B Poccuiickoli ®egepaunmn-. WNHhopmaums ob
N3MEHeHNAX K Hac T ofALWeMy cTaHfap Ty ny6nkyeTCa B eXXerogHom (Mo CoCTOAHMI0 Ha 1aHBapsa TekKyLwero
rofa) nHhopmMauMoHHOM yKa3aTesne «HauvoHanbHble CTaHAapThi», a ouLManbHbll TEKCT U3MEeHeHWi
M NoMpaBoOK — B eXeMeCA4YHOM WHOPMAaLMOHHOM ykasaTene »HauuoHanbHble cTaHfapTbi». B cnyvae
nepecMoTpa (3ameHbl) UM OTMEHbl HACTOSALLEro cTaHgapTa CooTBeTCTBYLee yBeJoMm/eHe byaeT
ony6/nMKoBaHO B 6/mKaiilleM BbIMYCKe eXeMeCAYHOro WMHOPMaLMOHHOro ykasaTens «HauvoHabHble
cTaHgapTbi». CoOoTBETCTBYyWWAasa MHDOPMaLMs, yBeLOMNEeHNe U TeKCTbl pasMellalnTCcsa Takke B
MHOPMaLMOHHOI cucTeme 06LLero Nonb3oBaHna — Ha oduumanbHOM caiTe defepasibHOro areHTcTBa
No TeXHNYECKOMY perynvpoBaHunio u MeTposorum B ceTn NHTepHeT (www.gost.ru)
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HAUVWOHANBbHbBIN CTAHOAPT POCCUWNCKOW OSGEALEPALUMN

MHopMaLoHHaa TexHonorus

METOAbl N CPEACTBA OBECNEYEHNA BE3OMACHOCTN
YacTb 5

PyKoBOACTBO MO MEHEAXMEHTY 6e3onacHoCTuM cetn

Information technology. Security techniques. Part 5. Management guidance on network secunty

fata eBefgeHns — 2007—06—01

1 O6nactb NPUMEHEHUS

Hactoswwmin ctaHgapT npeacTtasnseT coboil pykoBOACTBO MO yNpasieHnto 6e30NacHOCTbI0 CeTAMMU 41A
nepcoHasna, OTBETCTBEHHOrO 3a 3Ty [eATENIbHOCTb, U COAEPXUT OCHOBHbIE MOJIOXKEHUSA MO BbISAB/IEHNIO U aHa-
nn3y hakTopos, UMEIOLLNX OTHOLLEHNE K KOMIMOHeHTaM 6e30MacHOCTU CBA3WN. ITU hakTopbl cneayeTt yuuThbl-
BaTb NPV yCTaHOB/IEHNN TpeboBaHuii No 6e30nNacHOCTM CeTu.

HacTosiwumii ctaHgapT ocHOBaH Ha nonoxeHnsax NCO/M3IK 13335-4 nytem onucaHus Metofa UAeHTu-
hukaumu n aHanunsa BbiI6opa KOHTPONNPYEMbBIX 30H, UMEIOLLUX OTHOLLEHWE K CeTEBbIM COEMHEHNSAM, C TOUKN
3peHuns obecneyeHns 6e30nNacHOCTW.

AcCnekTbl feTanbHOro NPOEKTMPOBAHNA N TEXHUYECKOI peann3aunn KOHTPOIMPYEeMbIX 30H He BXOAST B
06nacTb NPUMEHeHNs HacTosLero ctTaHjapTa. Takne pekoMeHgauuun nnaHmpyeTca BKIOUYUTL B paspabartsl-
BaeMble MexAyHapoHble JOKYMEHTbI.

2 HopmaTuBHbIE CCbINKA

B HacTosilLeM cTaHfapTe UCNO/b30BaHbl HOPMATVBHbIE CCbISIKM Ha CeayioLne CTaHAapThl:

ISO/IEC TR 7498-1:1994, Information technology — Open Systems Interconnection — Basic reference
model — Part 1: Tho basic model {lHdhopmauuoHHas TexHonorns. B3anMocBs3b OTKpbIThIX cucTem. basoBas
3TasloHHan mofenb. basosas mofesnb)

ISO/IEC TR 7498-2:1989. Information processing systems; Open Systems Interconnection; basis
reference model — Part 2: Security architecture (Cuctembl 06paboTkm nHdopmaL . B3anmocBsa3b OTKPbITbIX
cuctem. basoBas aTasnioHHan Mogdenb. YacTb 2. ApXMTeKTypa 3aluTbl)

ISO/IEC TR 7498-3:1997, Information technology — Open Systems Interconnection — Basic reference
model — Part 3. Naming and addressing (WHopmauroHHas TexHonorns. BaavMogeincteme OTKPbITbIX CU-
cTtem. basoBas atanoHHas mogenb. YacTb 3. MNpucBoeHne umeH 1 agpecawms)

ISO/IEC TR 7498-4:1989. Information processing systems— Open Systems Interconnection — Basic
reference model — Part 4: Management framework (Cuctembl 06pa6oTkn nMHdopmauun. BaanmocBssb
OTKpbITbIX cucTeM. basoBas atanoHHas mogenb. YacTtb 4. CTpykTypa ynpaBieHus)

ISO/IEC 13335-1:2004u4 Information technology — Security techniques — Management of information
and communications technology security — Part 1. Concepts and models for information and communica-
tions technology security management (MiHbopMaLoHHasa TexHonorusa. MetTogbl o6ecnevyeHns MeHemKMeHTa
6e30MNacHOCTM MHPOPMALMOHHBIX U TeNeKOMMYHUKALMOHHbLIX TexHonornidi. Yactb 1. KoHuenuun v mopenu
MeHeMKMeHTa 6€30MNacHOCTN UHAOPMALNOHHBIX U TENIEKOMMYHUKALIMOHHbIX TEXHOOTWIA)

1 OTmeHeH.

M3paHue oduymansHoe
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ISO/IEC TR 13335-3:1998,If Information technology — Guidelines for the management of IT securi-
ty — Part 3: Techniques for the managing of IT security (MHopmaunoHHas TexHonorua. PekomeHgauum no
MeHeAXMeHTy 6e30nacHOCTU MHDOPMALIMOHHbIX TexHoNorunii. Yacte 3. MeToAbl ynpasneHns 6e30nacHoCTbio
VHOPMAaLMOHHBIX TEXHOOTUIA)

ISO/IEC TR 13335-4:20004 Information technology — Guidelines for the management of IT security —
Part 4: Selection of safeguards (MHdopmaLmoHHasa TexHonormsa. PekomeHgaunm no MeHegXMeHTy 6esonac-
HOCTW MH(OPMALMOHHbIX TEXHONMOMMIA. YacTb 4. BblGOp Mep 3aLiuTbl)

ISO/IEC 13888 (all pats). Information technology — Security techniques (MIHhopmaunoHHasa TexHono-
M. MeTofbl 3aLnThbl)

ISO/IEC TR 14516:2002, Information technology. Security techniques. Guidelines for the use and man-
agement of Trusted Third Party services (MHopmaunoHHas TexHonorus. Pykosoasiimne ykasaHus no ucnosb-
30BaHMI0 1 yNpasieHnio YCyraMu OBepuUTesIbHOW TpeTbeli CTOPOHbI)

ISO/IEC TR 15947:2002. Information technology. Security techniques. IT intrusion detection framework
(MHopmauroHHas TexHonorusa. MeTogpl 3awuTbl. OCHOBHbIE NOIOXEHWSA MO 0GHAPYXXEHMNI0 NPOHUKHOBEHUS
B MH(hOpPMaLVOHHbIe TEXHOI0TNN)

CcbI/IKM Ha Apyrue AOKYMEHTbI, UMEIOLLME OTHOLLIEHME K paccMaTpMBaemMoil Teme, npMBeAeHsbl B 616au-

orpacdoum (1}—[3].

3 TepmMmuHbI 1 onpeaeneHns

B HacTosWweM cTtaHgapTe npuMeHeHbl TepMuHbl No MCO/M3K 13335-1.

4 O603Ha4YeHNs1 N CoKpaLleHuns

B HacTosiwem cTaHfapTe NpUMeEHeHb! ceaytoLne 0603HauYeHUs 1 CoKpalLeHns:
EDI — 3/1eKTPOHHbIi 06MEH faHHbIMU:

IP — npotokon VIHTepHerT;

NT — nHdopmaunoHHas TEXHONOIS;

MK — nepcoHanbHbI KOMMbIOTEP;

PIN — nunyHbI ngeHTnuKaLMoHHbIA HOMep;

SecOPs — 3all/THble onepaynoHHble NpoLueaypsbl.

5 CtpykTypa

HacTosiwuii cTaHgapT OCHOBaH Ha cneaylowem noaxoae: BHavyane npoBoAMTCS MPouecc uaeHTudgmka-
UMM 1 aHanm3a pakTopoB, BAUSIIOWMX HA CPeAcTBa CBSA3W, B LENAX yCTaHOBAEHMs TpeboBaHuii Nno ceTeBol
6e30MacHOCTU, 1 3aTeM onpeaensoTcs NoTeHuranbHble KOHTPOMPYeMble 30HbI. [py 3TOM yKasbiBaeTcs, rae
MOXHO MCMNO/Mb30BaTh COOTBETCTBYHOLLME NONOXKEHUS Apyrux yactein NCO/M3K 13335.

B HacTosilieM cTaHgapTe NpvBeAeHO onucaHue Tpex OCHOBHbIX KpUTepUeB MaeHTudmKauum noTeHum-
aNbHbIX KOHTPOMMPYEMbIX 30H B NMOMOLLb IMLaM, OTBETCTBEHHbIM 3a oGecneyeHne 6esonacHoct UT. 3tn
KpUTEPUN pacnosHatoT:

1) pasHble TUMbl CETEBbLIX COeAVNHEHWIA;

2) XapaKTepuCTWKM pasHOil opraHM3aumnm ceTu, COOTBETCTBYIOLME AOBEPUTE/bHbLIE OTHOLLIEHUS U

3) noTeHuMasibHble BUALI PUCKOB 06GecrneyeHunst 6e30nacHOCTU, CBA3aHHOIO C CETEBbLIMU COEANHEHNSAMM
(c ncnonb3oBaHWeM ycnyr, NPefoCcTaBNAEMbIX Yepes 3TN CoeaUHEHMS).

Pe3ynbTatbl KOMBGMHMPOBAHNUSA 3TUX KPUTEPUEB 3aTEM UCMOSb3YHOT A8 UHAMKALUM NOTEHUUANbHBIX KOH-
TPONIMPYEMBIX 30H. MPMBOAMTCS TakKe KpaTKoe onMcaHue NoTeHUMaibHbIX KOHTPOIMPYEMbIX 30H C YKa3aHu-
€M UCTOYHMKOB, e OHU XapakTepusyloTcs 6osee Noapo6Ho.

6 Llenb

Lienb HacTosllero cTaHgapTa — AaTb PyKOBOACTBO A8 UAEHTUMKALMM U aHann3a hakTopoB, OTHO-
CSLLUXCS K 6E30MACHOCTU CPEACTB CBA3N. DTU (DaKTOpbI CieayeT yunThbiBaTh A5 TOT0, YTOObl YCTaHABNMBATb
Tpe6oBaHWs No 6e30NacHOCTU CeTU 1 yKa3biBaTb HA NOTEHLMA/IbHBIE KOHTPOIMPYEMbIE 30HbI.

4 3ameHeH Ha ISO/IEC 27005:2008.
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7 O6liee NpeacrTasfieHne

7.1 Mpepanocsblnika

rocyfapCcTBEHHbIE M KOMMepUeckne opraHmsauun B 60/bLLOI CTENEHW MoiaralnTcs Ha UCNo/b30BaHue
MHOpMaLUM Npu BefeHW cBoero 6usHeca. HapylueHne TakMx XapakTepucTuK MHGopMauMn U yCiyr, Kak
KOH(PUAEHLMANBHOCTb, LENOCTHOCTb, AOCTYMHOCTb, HEOTKA3yeMOCTb, NMOAOTYETHOCTb, ayTEHTUYHOCTL U A0-
CTOBEPHOCTb. MOXET UMETb He6aronpusaTHOe BO3AECTBIE Ha AesoBble onepauuy n 6U3HeC opraHusaumm.
MoaToMy cyLecTByeT Heo6X0AMMOCTL B o6ecneueHn 6e30nacHOCT MHpopMaLm 1 ynpasneHun 6esonac-
HOCTblo crucTeM UT B Npefenax opraHusaumm.

Heo6xoanmocTb B o6ecneyeHnn 6e30macHOCT MHOpMaLy 0COGEHHO BaXHA B COBPEMEHHOM WH-
(hopMaLMOHHOM NPOCTPAHCTBE, Tak Kak MHorme cuctembl UT opraHmsauuii 06beguHaoTes B cet. CeTeBble
COEMHEHNS] MOTYT HAXOAUTLCA B PaHuLax camoli opraHusaumu, Mexay pasHbIMU OpraHvM3auusaMu U UHO-
roa Mexay opraHusauyeli n ceTamu o6Liero nonb3oBaHus. FocyaapcTBeHHbIE Y KOMMEPYECKUe opraHusannm
BEJYT CBOI [EeATE/IbHOCTb YHMBEPCA/IbHO. [03TOMY OpraHv3auum 3aBUCAT OT BCEX BUAOB CBSI3M — OT UC-
M0/Ib3YIOLMX aBTOMATU3NPOBAHHbIE CUCTEMbI MHDOPMALMOHHOTO OGCYXMBAHUSA [0 UCMO/b3YIOLMX «K/lac-
cuyeckue» cpefcTBa. MX NOTPeGHOCTU B CeTsX AO/MKHbI 6biTh YAOBMETBOPEHLI, NpU 3TOM o6ecneyeHuto
6e3onacHocTy ceTeil NpugaeTcs Bce GosbLiee 3HaYeHNe.

PekomeHAaumy No naeHTMrKaLMm 1 aHanmsy (hakTopoB, OTHOCSLLMXCS K 06ecrneyeHuno 6e30nacHocTy
CPeACTB CBA3M, NpuBeAeHbl B 7.2. ATU DakTopbl cneayeT NPMHUMAThL BO BHUMaHWe ANs TOro, uto6bl ycTa-
HaBnMBaTb Tpe6oBaHWs K 6€30MacCHOCTM CeTell U ykasblBaTb Ha NOTeHUUaIbHble KOHTPOIMpYEeMble 30HbI. ITU
npouecchl 6oee NoApPo6HO PacCMOTPEHbI B NOCNeyOLLIMX pa3aenax.

7.2 Mpouecc ngeHTudukaymn

Mpy paccMOTpeHUN ceTeBbIX COeUHEHN BCEM OTBETCTBEHHbLIM CMeLManucTam opraHusauuun cnegyet
4yeTKo NpefcTaBnsaTb cebe TpeboBaHMA GU3HECA M NMPeuMyLLecTBa KOHKPETHbIX CpeacTB cBA3n. Kpome Toro,
crneunanncTbl U Apyrve nosib3oBaTenn CoefVHEeHWi AO0/MKHbl OGbiTb OCBEAOM/IEHbI O puUckax obecrnevyeHus
6€30MacHOCTU 1 COOTBETCTBYHOLMX KOHTPO/IMPYEMbIX 30HAX CeTEBbIX COeAuHeHWi. TpeboBaHua 6usHeca u
npeumyliecTBa B obecrneyeHny 6e30MacHOCTM 0KasbiBalOT B/IMSIHUE HA MHOTME peLlUeHus 1 AelcTBUsA, ocy-
LecTB/sieMble B MPOLECCe PacCMOTPEHUS CETEBbIX COEAVHEHWI, BbISIB/IEHNS KOHTPO/IMPYEMBIX 30H U noce-
Jytowero Bbibopa, MPOEKTUPOBaHUSA, BHEAPEHNS U NMOAAEPXaHMSA 6€30NacHOCTY C NMOMOLLbIO 3aLUTHBIX Mep.
CnepoBaTenibHO, B TEYEHME BCEro npouecca cnegyeT NOMHUTL 06 3TUX TpeboBaHMAX BU3Heca u oXxngaembix
npeumyliecTsax. [a Toro YTo6bl UAEHTUMLMPOBATL 3alaHHble TpeboBaHMsA 6e30MacHOCTH, UMeLLMe 0T-
HOLUEHME K CEeTU, 1 KOHTPOIMPYEeMble 30Hbl, HEO6XOAMMO PeLNTb crieayolime 3ajaqun:

- aHanun3 obwux TpeboBaHmil K 06ecrnevyeHno 6e30MacHOCTM CeTEBbIX COEANHEHWNI, N3/TOXEHHbIX B MO-
nutuke 6esonacHocTn UT opraHusauun (cm. pasgen 8):

- aHa/In3 CeTeBOW CTPYKTYPbl U ee NPUMEHEHMS, KOTOPbIA UMEET OTHOLLEHNE K CETEBLIM COEAUHEHNSIM,
4YTO6bl UMETb HEOOXOAMMYIO OCHOBY A/151 BbINOJIHEHNS Mocreaylowmx 3agay (cm. pasgen 9);

- ngeHTndukaumsa Tuna unyM TMNOB paccMaTpuBaemoro coeguHeHns cetu (cm. pasgen 10):

- aHanu3 xapakTepucTuk NpeanoXeHHoro o6befuHeHUss B ceTb (MCMOMb3ysA NPy HEOOXOAMMOCTN UMe-
oLyca MHopMaLmio 0 NPUMEHEHUN CTPYKTYPbl CETU) U CBA3A@HHbIE C 3TUM [0BEPUTE/IbHbIE OTHOLUEHUS
(cm. pasgen 11);

- onpefefieHne BUAOB PUCKOB 6€30MacHOCTW, €C/M 3TO BO3MOXHO, C MOMOLLbI aHasm3a PUCKOB W
ynpaBfieHns pesynbTaTaMu NPOBEAEHHOr0 aHanu3a, BK/IoYas OLEHKU Aef0BbIX onepauvin u nHdopmaymio,
KOTOpyto mpegnonaraeTcsi nepefaBaTb Yepe3 COeAUHEHUS, U NIO6Y ApYryl MHopMaLmio, NoTeHuManbHo
[OCTYMHYIO A1 HECAHKLMOHMPOBAHHOIO MOMyYeHNs Yepes 3Tu coeguHeHns (cm. pasgen 12);

- MAEHTUMKALMSA NOTEHLMANTBHO KOHTPOIMPYEMbIX 30H. KOTOPblE MOTYT ObITh UCNO/b30BaHbl HA OCHO-
Be aHa/M3a Tuna(oB) COeMHEHMUS U XapaKTepPUCTUK OpraHM3aLn CeTU 1 CBSA3aHHbIX C 3TUM [JOBEPUTEbHbIX
OTHOLLUEHUIA, a TakKe BUAOB YCTaHOB/IEHHbLIX PUCKOB 6e3onacHocTu (cM. pasgen 13);

- paspaboTka [OKyMeEHTauuum W aHanus BapuaHTOB CTPYKTYypbl ob6ecrneuyeHns 6He3onacHOCTM
(cm. pasgen 14):

- pacnpegfeneHue 3ajay no AeTasrbHOMY BbIGOPY 3alUTHbLIX Mep, NPOEKTUPOBaHMIO, peanunsauum u mnx
06CTYXMBaAHUI0, UCMONb3YS NAEHTUULNPOBAHHbIE MOTEHLMANBHO KOHTPOIMPYEMbIE 30HbI 1 COT/TaCOBAHHYHO
CTPYKTYpy obecneueHuns 6esonacHocTu (cM. pasgen 15).
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O6Lwwre pekoMeHAauMn no naeHTUdMKaUUmM 3awmTHbIX Mmep cofepxatcsa B ISO/IEC TR 13335-4. Ha-
cTosiWwuii ctaHaapT gononHseT ISO/IEC TR 13335-4 1 npefcTaBnsieT npouecc Bbibopa NoAX0AALMX KOHTPO-
NIMpyeMbIX 30H C TOYKM 3peHust obecnevyeHns 6e30nacHOCTU, CBA3AHHONW C NOAK/TIOYEHUSMUN K CETAM CBSA3W.

O6wuii npouecc naeHTUUKaLMM 1 aHann3a (HakTopoB, OTHOCALLMXCS K CpeAcTBaM CBA3M, npescTaB-
NeH Ha pucyHke 1. PakTopbl, OTHOCALMECS K CPefcTBaM CBA3W, criefyeT NPpUHUMaTL BO BHUMaHWe Ans Toro,
4To6bI ycTaHaBMBaTb TpeboBaHUA k 06ecneyeHnto 6e30NacHOCTY CeTu 1 yKkasblBaTb Ha NOTEHLMabHble KOH-
Tponupyemble 30Hbl. Kaxaplil aTan atoro npouecca Nogpo6HO U3N0XEH B NOCNeAylOLMX pasgenax HacTos-
Lero cTaHgapTra.

PucyHex 1 — lMpouecc ugeHTudgmkaummn n aHanmnsa akropos, OTHOCALMXCSA K CpeacTBaM ceTeit
M BeAyLMX K yCTaHOBJIEHNIO TpeboBaHuii 6e30nacHOCTU ceTn

Ha pucyHke 1 cniowHbIMU NMHUSIMK NPEACTABEH [NaBHbIN MyTb npouecca. MyHKTUPOM OTMEeYeHbl Cry-
yaun. Korga BuAabl pucka obecrneyeHnss 6€30MacHOCTM MOTyT ObiTb YCTaHOB/IEHbI HA OCHOBE PEe3y/bTaToB UX
aHanu3a v ynpasfeHus pesynbTaTaMu 3TOro aHaanza.

B ONOMHEHME K TNaBHOMY MyTU NpoLecca Ha HeKOTOPbIX 3Tanax MOXET BO3HWKHYTb HEO6XOAMMOCTb
BEPHYTbCS K pe3y/ibTaTam MpejblayLux 3TanoB 4719 COXpaHeHUsl NocneaoBaTe/lbHOCTW, B YAaCTHOCTY K 3Ta-
nam «AHaIu3 NOUTUKM OpraHusauum no 6esonacHocT UT» U «AHaIU3 CTPYKTYP CETU U UX MPUMEHEHWI».
Hanpvmep, B cnefyloLmnx cUTyaLmsx:
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- Nnocsie yCTaHOB/IEHNA pucka obecneyeHnss 6e30MacHOCTM MOXeT MoTpeboBaTbCA aHasiM3 NOSUTUKU
6e3onacHocT T opraHu3auuu . eCiM YTO-TO HE YUTEHO Ha YPOBHE MOMUTUKN;

- ecnu Npu nAeHTUMKaLMN NOTeHLMaNIbHbIX KOHTPOMPYEMbIX 30H HE06X0AMMO NPUHMMAaTb BO BHUMA-
HVWe nonuTuKy 6esonacHocTn UT opraHusauum, NoToOMy YTO B Hell MOXET ObITb 3a/aHo, 4YTO onpefeneHHas
6e30MacHOCTb JO/HKHA OblTh peasin3oBaHa Mo BCeil opraHnsaumm, He3aBUCKMO OT PUCKOB;

- ecnu Heo6xoAMMO 06ecneynTb COBMECTUMOCTb NPU BbIGOpPE BapuaHTa CTPYKTYpbl 6e30nacHocTu U
npoBefeHNs aHasm3a CTPYKTYpP CETU U UX NPUMEHEHUS.

8 AHanus Tpe6oBaHuii NonuTKK 6e3onacHocTn UT opraHusaumm

MonnTnka opraHu3auuy no 6esonacHocTy UT BkoYaeT B cebs pelleHns o HeobxoAnMocTu obecneve-
HMA XapakTepuCTNK KOH(UAEHLNATBHOCTH, LeNOCTHOCTU, HeOTKa3yeMoCTU. MOAOTYETHOCTH, ayTEHTUYHOCTM
1 0OCTOBEPHOCTM Nepefayn/nprema coo6LLeHW, a Takke B3rnagbl Ha TUMbl Yrpo3 u TpeboBaHus 6e3onac-
HOCTW. MMetoLLe HenocpeacTBEHHOE OTHOLEHWE K CETEBLIM COeAVHEHNAM.

Hanpumep, B COOTBETCTBMM C MONNTMKONM OpraHm3auum no 6esonacHocTv UT cnegyeT NpuMHATL pelleHne
0 TOM, YTO;

- [OCTYMHOCTb HEKOTOPbIX TUNOB MHPOPMaLUW UK YCyT ABNSIETCA NPeaMeToM pacCMOTPeHUs;

- HUKaKue coefMHeHUs He paspeluarTcs Yepes KOMMYyTUpyeMble IMHUN CBA3Y;

- BCe CoefiMHeHns ¢ VIHTepHeT fo/MKHbI BbITh Yepes nepexos MeXceTeBoro aKkpaHa;

- fO/IKEH NMPUMEHATLCA KOHKPETHbIV TUM Nepexofa MexceTeBoro akpaHa,

- H/KaKne nnaTtexHble MHCTPYKUUM He SBNSTCA feAcTBUTebHbIMM 6e3 LndpoBoi noanucy.

Takue pelueHuns, MHeHUs1 U TpeboBaHWs, NpuemnemMble B MacliTabe opraHm3auun, fOMKHbI GbITb Npu-
HATbI BO BHVMMaHve npu onpegeneHnn BMAOB pucka obecneveHns 6esonacHocTn (cMm. pasgen 12) u naeHtu-
dhukaLmn NoTeHUManbHbIX KOHTPOIMPYEMbIX 30H A5 CeTeBbIX coefuHeHuin (cm. pasgen 13). Mpu Hanmumm
Kakmx-nn6o TpeboBaHWii k obecrneyeHnio 6e30MacHOCT OHW MOryT ObiTb NOATBEPXAEHbI AOKYMEHTaMW B
BUAE NpefBapuTesIbHOro NepeyHst NoTeHUMabHbIX KOHTPOIMPYEMbIX 30H. U NPY HEO6XOAUMOCTH, OTPAXEHBI
B BapuaHTax CTPYKTypbl obecneyeHms 6e3onacHocTu. MecTo fokyMeHTa no nonutuke 6esonacHoctn UT B
pamkax nogxofa opraHusaumm k 6esonacHoctn UT. ero cogepxaHune 1 OTHOLWEHNE C APYTVIMU @aHaNO0TMYHbIMM
[okymeHTamu npusegeHbl B ISO/IEC TR 13335-3.

9 AHa/IN3 CTPYKTYP CETU U UX MPUMEHEHUA

9.1 BsegeHune

BbINOMHAOT cnegyolive nocnefoBartesbHble aTanbl npouecca NoATBEPXAEHUS NOTEHLMAbHbIX KOH-
TPONMPYEMbIX 30H. T.€. UAEHTUULMPYIOT;

- TUNbl COeANHEeHNA CeTu, KOTopble NaaHnpyeTca UCNo/1b30BaThb,

- XapakTepuUCTMKN CeTU U COOTBETCTBYIOLLMX BOB/IEYEHHbIX [JOBEPUTESbHbLIX OTHOLLEHWIA;

- BUAbI p1cka obecneyeHns 6e3onacHoCTy.

Cnncok NoTeHLManbHbIX KOHTPOIMPYEMbIX 30H (@ NO34HEee — COOTBETCTBYHOLLMX NPOEKTOB 6e30nacHo-
CTV onpefesnieHHOro CoeMHEHNS) BCeraa cneayet CoCTaB/IATh B KOHTEKCTE CTPYKTYPbI CETU, YXKE CYLLEeCTBYo-
et N NNaHMpyemoii K CNo/Ib30BaHuio, 1 ee NpUMEHeHUs.

Takum o6pa3om, cnefyeT 06CTOATENbHO U3YUYNTh COOTBETCTBYIOLLYIO CTPYKTYPY CETU 1 ee NPUMEHEHNe
LNS TOro, 4To6bl 06ecneynTb HE06X0AMMOE NOHUMAHNE 1 KOHTEKCT Noc/eAyoLnx 3Tanos npolecca.

Mpun BbIACHEHUM 3TUX ACNeKTOB, N0 BO3MOXHOCTMW, HA paHHei cTagun npouecc naeHTudmKaLmm cooT-
BETCTBYHOLMX KPUTEPUEB ONpeaesneHns TpeboBaHuli Kk obecneyeHnto 6€30MacHOCTU, BbISIBAIEHUS NOTEHLW-
anbHbIX KOHTPONMPYEMbIX 30H U YTOYHEHUS] 6e30NacHol CTPYKTYpbl CTAHOBUTCA Gonee apekTuBHbIM. Pe-
3ynbTaToM 3TOr0 npoLecca 6yaeT BbIGOp Hanboee BbINOMHUMOrO peLleHns No obecnevyeHunto 6e3onacHocTu
(cm. 9.2 1 9.5).

B TO e BpeMs pacCMOTPeHME CTPYKTYPHbIX aCNEKTOB CETU U UX MPUMEHEHWNE Ha paHHel cTaaum npeso-
CTaB/AT BO3MOXHOCTb /15 aHann3a 1 BO3MOXHOIo NepecMoTpa 3TUX CTPYKTYpP, eCiv NpremsemMoe peLleHmne
ob6ecneyeHns 6e30MacHOCTU He MOXET ObiTb peasibHO BbINO/IHEHO B Npefeniax UMelLweica CTPYKTYpbl CETH.

B npougecce NpuHATUA pelueHns o6 CTPYKTypax CeTU U UX NPUMEHEHUM HEOGXOAMMO paccMaTpuBaTh
pasHble UX acrnekTbl, B TOM Yuche:

- TUNbI CeTy;

- NPOTOKO/bI CETY;

- NPUMEHEHMNE CeTy.
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HekoTopble BOMPOCH! A/19 aHa/im3a 3TUX acnekToB pacCcMOTpeHbl B 9.2 1 9.4. apyrue — B 9.5.
O6bLuee pyKkoBOACTBO MO CTPYKTypam ceT 1 Ux NpuMeHeHntio — B cTaHgapTtax cepumn ISO/IEC TR 7498.

9.2 Tunbl cetn

B 3aBMCUMOCTY OT NJOWAaAN pa3BepThbiBAHUA CETU NOAPA3AENSAIOT Ha crieyoLme TUMbl:

- NloKasnbHble (BbIYUCNUTENbHBIE), UCMNOJb3YyEMbIE A1 MECTHOTO COEJMHEHUSA CUCTEM;

- pervioHasibHble (BbIYMCANTENbHBIE), UCNOMb3yeMble AN1A COeMHEHUS CUCTEM B Npegenax pernoHa:

- rno6asibHble, UCNOMNb3yeMble A1 COeAMHEHUS CUCTEM B GOJIEE LUMPOKMX MacluTabax, YeM permoHasib-
Hbl€. BM/IOTb 10 11106a/IbHbIX.

9.3 lMpoToKonbl cetTn

PasHble NpOTOKO/IbI MMEOT CBOW XapaKkTepUCTKn obecneyeHns 6e3onacHoCcTy 1 TpebyloT cnelmanbHo-
ro paccMOTPEeHUs, Hanpumep:

- MPOTOKO/Ibl KO/IIEKTUBHOTO MO/Ib30BaHWNA CPefoVi UCNO/b3YTCA rNaBHbIM 06pa3oM B /I0KasIbHbIX Ce-
TaX (MHorga B Maclitabe pernoHa) un obecneuymBaroT MEXaHW3Mbl PEryiMpoBaHns KOAMEKTUBHOINO UCMO/b30-
BaHWA cpefbl Mexay cuctemamu. Mpu KOANEKTUBHOM MCNOb30BaHUK cpefbl BCS UHopMauna dursnyeckm
[OCTyNHa C NOMOLLIbI0 BCEX NOLCOEANHEHHBIX CUCTEM;

- MapLpyTHbIe NPOTOKO/bI UCMONL3YIOTCA ANA ONpefeneHns nyTn yepes y3nbl, N0 KOTOpbIM UHopMa-
Lua pacnpocTpaHsaeTcs B Npefenax NokanbHbIX U pervoHanbHbix ceTel. ViHdopmauus husnyeckm goctynHa
NS BCex CUCTeM BAO0/Ib MapLUpyTa, KOTOPbIi MOXEeT 6bITb C/IyYaliHO WK NpegHaMepeHHO U3MEHEH.

MpOoTOKO/bI MOTYT 6bITb MPUMEHEHbI Ha Pa3HbIX CETEBbIX TONOMOIMNAX, HANPUMep B BUAE LWWHbI, KONbLa
Unun 3Be3fpbl, C peanusauuein Yepe3 6ecnpoBofHbIe UK ApYyrue cpeacTBa CBA3M, KOTOPblE MOTYT OKasbiBaTb
[ONoNHNTENbHOE BAISIHVE Ha ob6ecneyveHne 6e30nacHOCTU.

9.4 CoToBble NPUNOXEHUSA

TN NPUNOXEHWiA, NCNONb3YEMbIX B CETU, HEO6XOAMMO paccMaTpuBaTh B KOHTEKCTE o6ecneuyeHusi 6es-
OMacHOCTW U MOTYT BK/OYaTb B Ce6s:

- NPU/IOXEHNE HA OCHOBE 3MY/ISILMKU TePMUHANA,;

- NPU/IOXEHNE HA OCHOBE 3anoMUHAIOLLEro ycTpoiicTBa (MPAMOro NPUMEHEHUS WAU NpPOrpammbl
MIaHVPOBLLMKA):

- cepBEepPHbIE NPUIOKEHUS KTUEHTA.

9.5 [lonosiHUTEeNbHOE coobpaxeHue

Mpy aHanM3e CTPYKTYPbI CETU 1 €€ NPUMEHEHUS ClieflyeT pacCMOTPETh CYLLECTBYIOLNE CETEBbIE BXOASA-
LWMe UK UCXOAsLLME COEVHEHNS B Npeaeniax opraHu3anum, a Takke ceTb, C KOTOPOl npeasiaraeTcs coeau-
HeHne. CyLLecTByIoLIME COeAVHEHNs OpraHn3aLyu MOryT OrpaHMuMBaTh WM He [0MYyCKaTk HOBble COoefnHe-
HUSA. HAaNpPUMep MO YC/IOBUSM COTNALLEHUN WX KOHTPAKTOB. MpUCYTCTBME APYIUX BXOAALMX UM UCXOASALLMX
COEMIMHEHNIA CeTu, K KOTOpPOIi TpebyeTca coeauHeHne, MOXET BHECTU AOMNOMHUTE/bHYIO YA3BUMOCTb W. Cle-
[l0BaTeNbHO. CO3/aTh PUCKM GOsiee BbICOKOTO YPOBHS, NOTpe60oBaB 60/1ee BbICOKOA 6e30MacHOCTH U'MAn f0-
NOJHATE NbHbBIX 3aLNTHBLIX Mep.

10 NpeHTUdmKaumsi TUMOB CEeTEBOr0 CoeANHEHUS

CyluecTByeT MHOMO OfHOPOAHbIX TUMOB CETEBOTO COEAUHEHMNS, KOTOPblE MOXET UCMO0/1b30BaTb OpraHu-
3aums. HekoTopble TUMbl COeANHEHWI MOTYT BbITb OCYLLECTB/IEHbI Yepe3 YacTHble CeTu (foCTyn orpaHuyeH
[0 13BECTHOro coobLecTsa), Apyrne — yepes ceTb 06LLEro Nosib30BaHMA (40CTYN NOTEHUMaNbHO paspeLleH
ana no6oil opraHnsaumMnm UM KOHKPETHOro nnua). Janee 3Tu TUMbl CETEBOTO COEAMHEHUSI MOTYT ObITb MC-
nonb30BaHbl A5 NpeAocTaBfeHns pasHoo6pasHbIX YCnyr, HanpuMep 3NeKTPOHHOI nouTbl unn EDI, n ans
NPUMeHeHUs cpefcTB ceTeli VIHTepHeT. IHTpaHeT nnn SKCTpaHeT, kaxaas 13 KOTopbiX MOXeT noTpebosatb
OTAEeNbHOro paccMoTpeHms 6esonacHocTu. Kaxablii U3 TUNOB COeAUHEHUI MOXET UMETb pasHble YA3BUMOCTM
W. cnefoBaTeslbHO, COOTBETCTBYHOLLME PUCKU 6E30MNacHOCTU, KOTOpble B KOHEYHOM cyeTe NoTpebyoT pasHoro
Habopa 3almnTHbIX Mep.

MyTb pacnpegeneHns no KaTteropusM OLHOPOAHbIX TUMOB CETEBOr0 COEAMHEHWS, KOTOpPOoe MOXeT
notpeboBatbca AnA 6usHeca, C ONuWcaHWeM nNpumepa, NoKasaHHOro ANS KaxXAoro Tuna, npefcTaBfeH B
Tabnuue 1.
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Mpu LOMKHOM YMETe CeTeBbIX CTPYKTYP U UX MpUMeHeHUs (CM. pasgen 9) cnegyeT BbliGpaTb OAUH WU
6onee TUNOB, NpPeACTaBeHHbIX B Tabnuue 1 v NoaXoAsLmMX AN paccMaTpUBaeMbIX CETEBbIX COeAUHEHUIA.

CnefyeT 3aMeTUTb, YTO OJHOPOAHbIE TUMbl CETEBOTO COEAUHEHUS, U3/IOKEHHbIE B HACTOSILLEM CTaHAap-
Te. MOryT GbITb OpPraHN30BaHbl U pacnpegesieHbl Mo KaTeropusiM NPeMMyLLECTBEHHO C TOUKM 3peHUst nepcnek-
TUB GM3HEca, a He TeXHUYECKUX CPeAcTB. DTO 03HAYAET, UTO 4Ba PasHbIX TUNA CETEBOr0 COeANHEHUS MOTYT
6bITb MHOTAA PEasIM30BaHbl aHANIOTMYHLIMU TEXHUYECKUMIN CPEACTBAMMU, U B OAHUX C/yYasx 3alUTHbIE MEepbI
MOTYT 6bITb Kak OA4MHAKOBbLIMU, Tak U (B APYrUX Clyvasix) pasHbIMU.

Ta6nuya 1— Tunbl CETEBOro COefMHEHMNS
Howmep
Tun ceTeBOro coeAnMHeHusn Mpumep
nyHKTa
10.1 CoeanHeHne B npegenax of- B3avMHasi cBA3b MEXAY Pa3HbIMU YacTsAMMW OAHOW U TOW Xe opraHu-

HOW KOHTPONMPYEMOIi TeppuUTopUmn
opraHusauum

3auun B npegenax ofHON v TOW Xe KOHTPO/IMpyeMoit TeppuTopum, T. €.
0fJMHOYHOE KOHTPO/IMPYEMOE 34aHNE W/ NOMELLEHNE

10.2 CoeguHeHne Mexny pasHbiMu B3aumHas cBfi3b MexAy permoHanbHbiMu oucamu (M'wnu peruo-
TepputopvanbHO  YAaneHHbIMW  HaslbHbIX 0OMCOB C MECTOM PacnosioXeHWs rofIoBHOro odhuca komna-
4yacTsiMU OAHOW W TOli e opraHu-  Huu). B 3Tom Tune coefnHeHns 60bLINHCTBO Nosib3oBaTenieil (ecnm He
3ayuu BCE) MMEeIT BO3MOXHOCTb MOAK/MOYEHNA K cuctemam WUT. AOCTYMNHbIM

yepes ceTb. OHAKO He BCe MO/SIb30BaTE NN B Npejenax opraHnsayum Ha-
feneHbl NOHOMOYMAMU ANA [OCTYNa KO BCEM MPUIOXKEHUAM UMW WH-
dopmauum (T. e. Kaxaoe NoAkNI0YEHWe Nonb3oBaTens ocyllecTBaseTcs
B COOTBETCTBUM C NPEOCTAB/IEHHLIMU NMPUBUIETUAMN).

OAVH AOCTYN U3 APYroii YacTu opraHn3aumn MoOXeT CYXNTb ANS Anc-
TaHLMOHHOTO TEXHUYECKOTr0 06CyXBaHNS

10.3 CoevHeHnsa  Mexgy Y3nom Mcnonb3oBaHne paboTHUKAMU MOGW/IbHbIX TepMuWHanoB obmeHa
CBA3W OpraHu3auMm u nepcoHa- faHHbIMK (Hanpumep, NPoAaBLOM, NMPOBEPSAIOWMM HanMume 3anaca oT
nom. paboTalowmum B MecTax, yaa- nokynaTtens) uau yctaHoBieHue paboTHUKaMW AUCTaHLMOHHbLIX TMHWIA
JNIEHHbIX OT opraHu3auuu CBA3M C BbIYUC/IUTENIbHOW CUCTEMOI opraHusaunm U3 goma uam gpyro-

ro yaaneHHoro mecTa, He CBA3aHHOIO yepe3 ceTb 3TOW opraHusauuu.
B 3TOM Tune ceTeBOro COeAMHEHWS MoJsb30BaTe/lb UMEET MOJIHOMOYNS
MCNO/Ib30BaTb CBOKO /TIOKabHYIO CUCTEMY

10.4 CoefiHEHNA Mexfay pasHbiMu CBs3b MexXay ABYMS WAu 60/bLIUM YAC/IOM OpraHu3auunii B cnyyvae,
opraHusauusiMm B rpaHuulax 3a- ecnu cyuiecTByeT NOTpe6HOCTb 6M3Heca Cnoco6CTBOBATL 3N1EKTPOHHbIM
KpbITOro coo6LecTBa, Hanpumep TpaH3akuyusMm (HanpumMep, 3M1eKTPOHHbI nepeBoA nnartexei B 6aHKOB-
Nno nNpuuMHe KOHTPaKTHbIX WA  CKOI chepe AeaTenbHoCcTn). TOT TUN COeAVHEHUA aHanornyeH Tuny no
APYTVX 3aKOHHbIX o06sa3biBatolwmx  10-2. 3a UCKOYEHNEM TOro, YTO coeAuHAEMble y3/bl CBSA3WN NpuHagne-
cuTyauunii MAn uMHTepecoB 6M3-  XaT ABYM opraHusauyusam unu 6onee, v COeUHEHUS He npeAHasHayeHbl
Heca (6aHKOBCKMX omepauuii unm  obecneymBaTb AOCTYN KO BCEMY NakeTy MPUIOXEHW!, UCMOMb3yeMblX
CTpaxoBaHus) Kaxol yyacTBytoLLeil opraHusaumei

10.5 CoefvHeHUA C Apyrumu opra- CnepyeT vMeTb yfAaneHHble 6a3bl JaHHbIX, NoAAepXWBaemMble Apy-

Husaynamm

MMy opraHusaunsamm (HanpuMep, yepes npefocTaB/sieMble YCayru).
B 3TOM Tune ceTeBoOro coefiMHeHNs BHELIHAS opraHu3auus, K nicpopma-
Ln KOTOPOWi paspeluaeTcsa 4OCTyn, 3apaHee HadenseT UHANBMAYasbHbl-
MV NOTHOMOYMSIMU BCEX NOJMb30BaTE e, B TOM YMC/Ie U3 COEANHAIOLLNX
opraHusauuii. OgHako, XoTsi BCe Nonb3oBaTeNy 3apaHee HajensTcs
TakuMy NOIHOMOUYMUAMM, BO3MOXHOCTb NPOBEPKN NOTEHLMAbHbIX MOSb-
30BaTesieil ocyllecTBAAeTCSA Yepes WX CMOCO6HOCTb NNaTUThb 3a npej-
naraemble ycnyru.

CnepyeT MeTb Takke A0OCTYN K NPUIOXKEHUAM B CUCTEMAx OpraHu-
3aumun. xpaHsueii unm obpabdaTtbiBalOLEeil TEXHONOTMYECKYO MHhopMma-
LMo, KoTopas MOXeT 6bITb NpefocTaBneHa Nob30BaTENAM U3 BHELIHUX
opraHusaumii. B Takux ycnoBusix BHELWHWe Nosnb3oBaTenu 6biau 6bl 13-
BECTHbI 1 YNOTHOMOYEHbI
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OkoHuaHue Tabnunubl 1

Homep
Tnn ceTeBO coeanHeHUs MNpumep
nyHKTa
10.6 CoefAMNHEHNE C O4HOPOAHbIMYU Monb3oBaTenim B opraHn3auuy MoryT MHULMMPOBATb AOCTYN K 06 UM

o6nacTaMu 06Lero nosb3oBaHns 6a3am gaHHbIX, Beb-caliTaM u/unu aNeKTpoHHON noute (4epe3 UHTep-
HeT) B TOM cfiy4ae, ecnun 370 fenaeTcs C Lenbio NoayyeHus uav nepe-
Aaun nHdhopmMaLum mexay aboHeHTamu UK y3namu CBsA3u, KOTOpble op-
raHusaums cneunanbHo 3apaHee He Hagenuna nosiHoMoumsMu B atom
TUNe coefivHEeHUs Nonb3oBaTeNn opraHM3auuy Morim 6bl UCNOb30BaThb
YNOMSIHYTbl€ Bbllle CPeAcTBa AJ/1si OpraHn3aLMoHHbIX (BO3MOXHO Aaxe
YacCTHbIX) Lieneil, ogHako opraHvu3auus B TakOM C/lyyaB KOHTponupyeT
He3HaunTeNbHbI 06beM nepefasaemoli MHpopMaLun.
focTyn rnoxeT 6biTb WHULMMPOBAH BHELHWMU MNOoNb30BaTeNSAMU
cpefcTB opraHu3auuu (Yepes VHTepHeT). B aToM Tune ceTeBoro coeau-
HeHWs opraHusauuns He MOXeT NepcoHaslbHO CaHKLWOHMPOBaTb A4OCTYN
[ANA KOHKPEeTHbIX BHELUHUX nofib3oBaTesneii 3apaHee

11 AHa/In3 xapakTepUCTUK CETU N CBA3AHHbIX C HUMW AOBEPUTE/IbHbIX
OTHOLLIEHWIA

11.1 XapaKkTepucTukn cetn

XapakTepucTUKN CyLLEeCTBYIOLLUX WX NNAHUPYEMbIX ceTei cnefyeT perynsipHo aHanmavpoBatb. Oco-
6EHHO BAXHO BbISICHUTb:

- ABNSIETCA NN CETb CeTbI0 06LLero NoNb30BaHMA U 4OCTYNHA 1K AN 1060ro aboHeHTa:

- yacTHas /1M 3T0 CEeTb, COCTOALLANA U3 COBCTBEHHbIX WU apeHA0BaHHbIX IMHWIA CBA3M N MO3TOMY cumTa-
towasca 6onee 3alWMWEHHO N0 CPaBHEHNIO C CETbHO O6LLETO NO/b30BaHUS.

BaxkHO Takxke 3HaTb TUM JaHHbIX, TPAHCMOPTUPYEMbIX CETbIO, HanpuMep:

- ceTb Nepefayn AaHHbIX, NpeaHasHavyeHHas rnaBHbIM 06pa3om As1st o6MeHa AaHHbIMU C UCMONb30BaHU-
€M COOTBETCTBYIOLLMX NPOTOKO/I0B:

- CceTb AN1 PeYEBLIX COOOLLEHNI, NpeaHa3HaYeHHas ANsl TeNe@OHHOM CBA3M, HO TaKXe UCMNonb3yemas
ANa nepefayn AaHHbIX;

- ceTb, obecneumnBatoLLas TeniedOHHYO CBA3b U Nepeaady faHHbIX.

Lienecoo6pasHa Takke MHopMauMs 0 TOM. SBASIETCA U CeTb KOMMYyTMpyeMmol wnn obecneumsaet
CBSI3b C KOMMYyTaLMel NakeToB COOGLLEHWIA.

CnepyeT Takxe onpefenuThb, ABAAETCSA NI COeAUHEHNE NOCTOSHHLIM UK YCTaHaBMBAETCSA Mo NOTpe6-
HOCTW.

11.2 loBepuTesibHble OTHOLIEHUSA

MockobKY XapakTePUCTMKN CYLLECTBYIOLLUX WAN NMPEASIOKEHHBIX CeTeN yxe naeHTUNLMpoBaHbl 1. Kak
MUHVMMYM, YCTAHOBJIEHO, AB/ISIETCA /1N CeTb 06LLei unn yacTHoi (11.1), To Heo6XoAUMO NAEHTUMLMPOBATD
CBfi3aHHble C HUMW [O0BEepUTENbHbIE OTHOLLIEHWS.

Bo-nepBbix, HE06X0ANMO naeHTUMLUMpoBaTb foBepuTenbHyo(bie) cpeay(bl), cBsi3aHHyo(ble) C ceTe-
BbIM COEZIMHEHWEM C NOMOLLbIO NPOCTON MaTpuLbl, NPeACTaBNEHHON B Tabnuue 2.

Tabnunuya 2— XapakTepucTuka AOBEPUTENbHON cpeabl

[oBepuTtensHas cpeaa XapakTepucruka
Hu3skas CeTb C HEM3BECTHbIM COOﬁLLI,eCTBOM nonb3oBartenei
Cpe,qHﬂFl CeTb C N3BECTHbIM COOGLLteCTBOM nosb3oBarteniei u B npegenax 3aMKHYTOro 4enoBoro Kpy-

ra (bonee ofHoI opraHunsaunm)
Bbicokas CeTb C HEM3BECTHbIM CO06LLECTBOM NO/b30BaTe el TONbKO B Npegenax opraHnsauum
Bo BTOpbIX, TeKyLlaa goBepuTensHas cpefa (Hu3kas, cpefHss, BbiCOKas) AO/MKHA OTHOCUTLCS K NpumMe-
HVMOI xapakTepucTuke cetu (obLiei nnmn yacTHoi) n TUNy Mcnosb3yemoro coeguHeHus cetenn (10.1—10.6)

8
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[N yCTaHOB/EHUSA [OBEPUTESbHbLIX OTHOLEHNA. ITO MOXET ObITb CAEMAaHO C MOMOLLbI0 MaTpuLbl, NpeacTaBs-
NeHHoi B Tabnuue 3.

Ta6nuya 3— VaeHTUdUKaLms LOBEPUTENbHBIX OTHOLEHUN

Tun coegnuHeHunsa cetun Aoseputenvuan cpeaa

(cm. paspen 10)

Huskas CpepgHas BblCcOKas
CeTb 06L1ero nosb3oBaHuns 10.6 10.4 10.2
10.5 10.3
YacTHasa ceTb 10.4 10.4 10.1
10.5 105 10.2
10.3

OnpegeneHne KaTeropun ajs Kaxaoro A0BEPUTESIbHOTO OTHOLIEHUst Mo Ta6nuue 3. Bce BO3MOXHble
KaTeropuv npeacraefeHbl B Tabnuue 4.

Ta6nuya 4 — Kateropuu 0BepUTENbHbIX OTHOLIEHWI

KaTeropvm AOBEPUTE/IBHOIO OTHOLW EHUA XapaKTepl/lCTl/lKa
Huskasn/o6wasn Hun3koe goBepue v ncnonb3oBaHne obLyein ceTn
CpeaHas/obuas CpepHee foBepue U NCnonb3oBaHune obLueii ceTun
Bbicokas|'obLas Bbicokoe f0BepMB 1 MCMO/Ib30BaHNE HACTHON ceTn
Huskasa'YacTtHas Hu3koe foBepue 1 NCNO/b30BaHUE YACTHOI ceTn
CpBgHsifa/yacTHas CpepHee goBepune 1 1CNONb30BaHNe YacTHOI ceTn
BbicokaspYacTtHasa BbicOKoe foBepue U NCNONb30BaHWe YacTHOW ceTu

3T o6palleHnst ByAyT NCMOMb30BaHbl B pasfesne 12 Ans noaTBEPXAEHVS BUAOB prcka 6e3onacHocTu
1 onpegeneHns NoTeHLMasIbHbIX KOHTPOIMPYEMbIX 30H.

3TU 3a1a4M MOXHO pelmnTb (MpY HEo6XOAMMOCTU) C NOMOLLLID MHOPMAaLUKM, UMeloLLelics B ceTeBbIX
CTPYKTypax, npu ux npuMeHeHun (cM. pasgen 9).

12 OnpepeneHve BUAOB pMCKa 6€30MacHOCTU

Pa6oTa 60/1bILUMHCTBA OpraHn3auuii B HacTosiLLee BPEMS 3aBUCMT OT UCMOMb30BaHUA cuctem UT u ce-
Teil. noaaepXvBaloLLX UX 4enoBblie onepayun. Bosee TOro, BO MHOTMX C/lyyasx CyLLecTByeT KOHKpPeTHoe Tpe-
60BaHMe 6M3Heca No MUCMo/b30BaHNI0 CETEBbLIX COEAMHEHMII Mexay cuctemamu VT B MecTe pacnosioxXeHns
Kak[,oli opraHusaLmum 1 Apyrux Mectax BHyTpU v 3a npegenamu opraHmsauun. Mpu NogcoeaviHeHUn K Apyroi
ceTn 60/blIOE BHUMAHWE CledyeT yAensTh 3alnTe CoeAUHSIoLWEe opraH3aLumy oT BO3HUKHOBEHUS [0Mo/I-
HUTENbHbIX PUCKOB. BO3HMKHOBEHWE PUCKOB BO3MOXHO B pesy/ibTaTte, Hanpumep, COGCTBEHHOMO CoeaUHEHNs
opraHusauuv Uim coeguHeHnli Ha 4pPyrom KoHLEe CeTu.

B TO Bpemsi Kak CETeBble COEUHEeHUs SIBASIOTCS BaXHbIMW MO AE/10BbIM CO06paXeHUsM, Heob6xoam-
MO MpUW3HaTb, YTO UX WUCMOMIb30BAHNE MOXET BHOCWUTb [OMOSIHUTE/bHbIE PUCKUM 6€30MacHOCTU, HEKOTOpble
13 KOTOPbIX, BO3MOXHO, CBS3aHbl C HEOB6XOAMMOCTbLIO CTPOroro CO6/104EHNS COOTBETCTBYIOLMX 3aKOHOB W
NOCTaHOBMEHNA. Buapl pUCKOB, yKa3aHHble B HACTOSILLEM Pasfeso, OTPaXatoT 03a60UEHHOCTU, CBSA3AHHbIE C
o6ecneveHnemM 6e30nacHOCTM. K HUM OTHOCAT HECAHKLMOHUPOBAHHbIA AOCTYN K MHDOpMaLumu, nepejaun 6e3
paspelueHns, BHEAPEHVE 3/TOHAMEPEHHOrO KOAa, 0TKa3 MOATBEPXAEHNS UCTOUYHMKA U MOAK/IIOUYEHUS K YCy-
ram. Takum o6pa3oM, Bubl pucka 6e30MacHOCTH, C KOTOPLIMU MOXET BCTPETUTLCS OpraHu3aLusi, kacatTcs:

- KOH(PMAEHLMANBHOCTU UHDOPMALINK;

- Ue/I0CTHOCTM UHDopMaLnK;

- LOCTYMHOCTW MHPOPMALUU 1 YCNYT;

- 0TKasa OT NoATBEePXAeHNA 0683aTeNbCTB;

- NOAOTYETHOCTY TpaH3aKUUii:
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- JOCTOBEPHOCTUN UHdOPMaLuK;

- HafleXXHOCTN nHdopMaLmn.

He Bce BuAbl pucka 6e30NacHOCTM NPUMEHVMbI K SII060MY MOMELLEHWUIO unn K /060 opraHmsauum.
OfHako COOTBETCTBYIOLME BUAbI pUcka 6€30NacHOCTU HEO6XOAMMO BbISBNATb A5 ONpeAenieHus noTeHum-
a/lbHbIX KOHTPONIMPYEMbIX 30H (M. B KOHEYHOM UTOre, BbI6GOpa, NPOEKTUPOBaHUSA, peanm3auum 1 noaaepxaHus
3alUNTHBIX Mep).

CnepyeT cobupatb U aHann3MpoBaTb MHOPMAaLMIO N0 UMAAnKaunsam (BOBNEYEHNO) B Aesi0Bble one-
pauuu, UMeloLMe OTHOLLIEHNE K yKa3aHHbIM Bblllie BUAaM pucka 6e30nacHoCTy (kenartesibHO No pesysibtartam
aHanunsa pucKoB U ynpasfieHus pesynbTatamMmu NPoBeAeHHOro aHanunsa). MNpu aToMm paccMOTpeHuio nognexar
KOH(pMAEeHUMANbHOCTb MW BAXHOCTb MHpopMauuy (BO3MOXHOE BpefHOe BNAUSHUE Ha GU3Hec) u cooTBeT-
CTBYIOLLME MOTEHUMaNbHbIE YIpo3bl 1 YA3BUMOCTU. B cnyyae 60see 3HauMMOro BpeHoro BAVAHUA Ha feno-
Bble onepauuu opraHvusauuy cnegyeT obpatuTbCcs K MaTpuLe BUAOB pycKa, NpeacTaBieHHol B Tabnuue 5.

HeobxoanMmMO 06paTUTb BHMMaHWe Ha TO, YTO MPW 3aBepLUeHUM 3TOW 3ajaun cnegyeT MCMNOMb30BaTb
pesynbTaTbl aHann3a pucka 6e30nacHoOCTU 1 ynpasieHne pesynbTaTaMmu 3Toro aHanusa, NnpoBeeHHOoro B OT-
HOLLEHUN coenHeHuns(1in) ceTn. DTu pe3ynbTaTbl NO3BOMAT ONpefeNnTb YPpOBEHb AeTam3alunm aHaamsa npo-
BEJlEHHOT0 yrnpaBs/ieHNs 1 COCPefoTOUNTb BHUMAHWE Ha NOTEHLMaIbHO BPEAHOM B/IUSHUW, OKa3biBAEMOM Ha
613HeC B CBA3W C NepeynciieHHbIMY Bbllle BUAAMU pUCKa, a Takke ¢ Tunamu yrpos, ya3sumocTamMu u, crefo-
BaTe/IbHO. puUcKamu A5 eATe/IbHOCTN opraHusauymn.

CcbIniK1 Ha foBepuTesibHble OTHOLWEHMA MO pasgeny 11 cnegyeT nokasaTb B MoA3arosioBkax K Tabnu-
ue 5. a npuynHAEeMble BO34eNCTBMA — B /IEBOI YacTn Tabauubl.

B Toukax nepeceyeHns ykasblBalOT CCbIIKN Ha NOTEHLMa/IbHbIE KOHTPO/IMPYEMbIe 30HbI, KOTOpbIE Aanee
paccMmartpusaloTca B pasfene 13.

CnepyeT 3amMeTUTb, YTO B Tabnuue 5 nokasaHo, Kak C yBesniMyeHneM foBepus nosb3oBartens yBesmumsa-
eTc Heo6Xo0AMMOCTb B 3aLMTHbIX Mepax. [l1A 3TOro CyLecTByOT ABE NPUYMHBI.

MepBas — nmeeTca pag 3alUMTHBIX Mep, onucaHue KoTopbix npueegeHo B ISO/IEC TR 13335-4 (u no-
3TOMY 37ecb He noBTOpseTcs). AT Mepbl cregyeT Bblbupatb Ana obecneveHns 6e30NacHOCTU BeayLmx
cpefcTs UT. B TOM uncne ngeHtTudmkaumm n ayTeHTudmkaLmm n 1orMyeckoro KOHTponsa goctyna. KoHdurypa-
Lusa paspeLueHnii (NpuBUAErnii) B cUTyaLnax HUKHErO YPOBHSA A0BEPUS A0/IKHA 06ecneymnBaTtb 4OCTYN TONbKO
K pecypcam, KOTOpble COrnacytoTca C AOBEPUTENbHOM MOAeNbio M NOTPEBHOCTAMU NNaHnpyemoro gocTyna.
B cuTyaumsax HU3Koro AoBepus cTeneHb naeHTugmrKaunm n ayteHTudnkaumm, Normyeckuii KOHTPONb JocTyna
1 3awmTHble Mepbl (M. ISO/IEC TR 13335-4) o/mKHbI 6bITb Bbille, YEM B CUTYaLMAX BbICOKOTO gosepus. Mpu
HEBO3MOXHOCTU NOAOOHbIX AeACTBUIA AO/MKHbI GbiTb BHEAPEHbI AONOHUTENIbHbIE 3aLUTHbIE MEPbI.

BTopas — nonb3ylolmecs goBepuemM nosb3oBartesnm 06bl4HO Nony4yatoT JOCTYN K 6onee BaXKHOW/KpU-
TUYeCcKol MHopMauMn n/mnmn OYHKLMOHATbHOCTW. TO MOXET O3HayaTb NOTPEGHOCTb B AOMOJIHUTENBHON
3almTe B KAYeCTBE NPU3HAHUA LLIEHHOCTU PecypcoB A0CTyNa, HO He a KayecTBe [0BepPUS K NoJb30BaTesaMm.

Ta6nuuya 5— MaTpvua BUAOB PUCKa GE30MACHOCTY U CChIIOK Ha HOMepa MyHKTOB, OMUChIBAIOLLMX MOTEHLMAbHBIE
3aLLUNTHbIE 30HbI

Ccblnka Ha [oBepUTE/IbHOE OTHOLLIEHVE

Tun pucka Huzkas/ CpepHsisy  Bbicokast!' Huzkas/ CpepHss/  Bblicokas;
o6LLas o6LLaA 06LLan yactHas yacTHas yacTHasA
PackpbITvie KOHMAEHLMAaNbHOCTH 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2

13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.25 13.24 13.24 13.2.5

134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
135 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.7 13.3.3 13.3.3 13.34 13.3.3 13.3.5
13.8 13.34 13.34 134 13.34 134
13.9 13.4 13.35 135 134 13.7
13.12 135 134 13.7 13.7 13.9

13.7 135 13.8 13.8

13.8 13.7 13.9 13.9

13.9 13.8 13.12 13.12

13.12 13.9

13.12

10
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Mpogomkexnne Tabnuybl 5

CcbUika via ioBepUTe/TbHOE OTHOLLEHVE

Tun prcka Huskas/  Cpeppss/  Boicokas!  Huskesty — Cpegpsis»  Bbicokasy/
o6LLan 06Lwas 06LLpA yactHast yacTtHast yactHas
HapyweHue 1enoctHocTn 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.25 13.2.4 13.2.4 13.25
134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
135 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.34 13.3.3 13.35
13.7 13.34 13.34 13.4 13.34 13.4
13.8 13.4 13.35 13.5 13.4 13.6
13.10 13.5 13.4 13.6 13.6 13.7
13.12 13.6 13.5 13.7 13.7 13.10
13.7 13.6 13.8 13.8
13.8 13.7 13.10 13.10
13.10 13.8 13.12 13.12
13.12 13.10
13.12
lMoTeps roTOBHOCTM (AOCTYNHOCTH) 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.2.4 13.25 13.2.4 13.2.4 13.25
134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
135 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.34 13.3.4 13.3.5
13.7 13.3.4 13.3.4 13.4 13.4 13.4
13.8 13.4 13.3.5 135 13.6 13.6
13.13 135 134 13.6 13.7 13.7
13.6 135 13.7 13.8 13.12
13.7 13.6 13.8 13.12 13.13
13.8 13.7 13.12 13.13
13.13 13.8 13.13
13.13
[MoTepsa cnoco6HOCTM NnoAaTBEpPXAATb Nnepe- 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
padvy/npvem B ceTtu 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.24 13.2.5 13.2.4 13.2.4 13.25
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.7 13.3.3 13.3.3 13.34 13.34 13.3.3
13.11 13.34 13.34 13.4 13.4 13.34
13.13 13.4 13.35 135 13.7 13.35
13.5 13.4 13.7 13.11 13.4
13.7 135 13.11 13.13 13.7
13.11 13.7 13.13 13.13
13.13 13.13
MoTeps NnogoTHETHOCTHN 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.2.4 13.2.4 13.3.3 13.2.4 13.2.4 13.2.4
13.6 13.3.4 13.3.4 13.2.5 13.2.5 13.2.5
13.7 13.4 13.4 13.2.6 13.2.6 13.2.6
13.8 13.6 13.6 13.3.3 13.3.3. 13.3.3
13.12 13.7 13.7 13.3.4 134 13.3.4
13.8 13.8 13.4 13.6 13.4
13.12 13.12 13.6 13.7 13.7
13.7 13.12
13.8
13.12

1n
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Ccblnka Ha foBepuTe/IbHOE OTHOLLIEHVE

Tun pucka Huskas*  Cpeppsi  Boicokast  Hukas/  CpemHssil  Bbicokasy
o6Lwast obLan obLuan yactHas yacTtHas yacTHas
MoTepsa ayTeHTUYHOCTH 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2

13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.2.4 13.2.4 13.3.2 13.24 13.24 13.2.5
13.3.3 13.3.3 13.33 13.2.5 13.25 13.2.6

135 13.34 13.34 13.2.6 13.2.6 13.3.2
13.6 13.4 134 13.4 13.3.2 13.34
13.8 135 135 135 13.4 134
13.10 13.6 13.6 13.6 135 135
13.12 13.8 13.7 13.8 13.6 13.6
13.10 13.8 13.10 13.10 13.7
13.12 13.10 13.12 13.12 13.10
13.12
YXyALleHne HafeXHoCTU 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.2.4 13.2.4 13.3.2 13.24 13.24 13.2.5
13.3.3 13.3.3 13.3.3 13.25 13.2.5 13.2.6
135 134 13.34 13.25 13.2.6 13.3.2
13.6 135 13.4 134 13.3.2 13.34
13.8 13.6 135 135 13.5 135
13.12 13.7 13.6 13.6 13.6 13.6
13.13 13.8 13.7 13.8 13.7 13.7
13.12 13.8 13.12 13.12 13.12
13.13 13.12 13.13 13.13 13.13
13.13

13 OnpepgeneHve peasibHbIX NOTEHLUMANIbHLIX KOHTPO/IMPYEMbIX 30H

13.1 BBepgeHue

Tenepb cnefyeT Ha OCHOBE MCMNOJ/b30BaHWA CCbIIOK NO Tabnuue 5 ngeHTnduynposatb NoTeHLMANbHO
KOHTpO/IMpyeMble 30Hbl U3 pasgena 13. NoTeHunanbHO KOHTPO/IMpyeMble 30HbI, NpeacTaB/ieHHble B 13.2—
13.13. cnegyer Bblbupath, Ucnonb3ya pasgen 12. CnefyeT 3aMeTUTb, YTO YACTHOE pelleHue 3alinTbl MOXeT
Ha camoM fiefie BKNoYaTh pPsAf NOTEHLMaNbHO KOHTPOMMPYEMbIX 30H. NpefcTaBeHHbIx B 13.2—13.13.

CnepgyeT Takke 3aMeTUTb, YTO psf 3alMTHbIX Mep OTHOCUTCS K COOTBETCTBYIOLWMM cucTemam UT. Hesa-
BMUCUMO OT TOro, umetoT in UT Kakne-nmbo ceTeBble COeANHEHNS. DTW 3alinMTHbIe Mepbl cregyeT BbiGupartb,
mcnonbaysn ISO/IEC TR 13335-4. Heo6Xx04MMO TakKe OTMETUTb, YTO B HACTOSLLEM CTaHAapTe cAenaHo npeg-
NoJI0XKEHNE O TOM. YTO UMeLOTCHA 6a30Bble 3aLlUTHbIe Mepbl, U3NnoXeHHble B ISO/IEC TR 13335-4 ansa cuctem
TOW opraHu3auun, OT KOTOPOW UCXOAAT CeTeBble COeUHEeHNS.

MepeyeHb NOTeHUManbHO KOHTPOIMPYEMbIX 30H HEOH6XOAMMO TLLATe/IbHO NPpoaHan3npoBaTh B KOHTEK-
CTe COOTBETCTBYHOLUMUX CTPYKTYP CETVW M UX NPUMEHEHWI. 3aTem nepeyeHb MOXHO NPUMEHSTb Kak OCHOBY
ANs nocnepytollero Bbibopa Mop 3alMTbl 6€30MacHOCTU, X NMPOEKTUPOBAaHUSA, peannsaummn n TeXHNYECKoro
obecnyxmsaHus (cm. pasgen 15).

13.2 YnpaBneHne 6e30MacHOCTbIO yCAyr

13.2.1 BsopgoHuo

KntoueBoe Tpeb6oBaHue obecneyeHusi 6€30MacHOCTU A1 KOHKPETHOW CeTW 3ak/I4yaeTcsl B TOM. YTO
OCYLLLECTBNSATCA AECTBUA NO ynpaBneHnio 6e30MacHOCTbI0 YCyr, yCTaHaBUBaKLWME U KOHTPOIMpYOLLme
onepauwuu no 6e3onacHoOCT 1 peanm3aunio 6esonacHocTn. Takvme feincTBuA crnegyeT NpoBoAWTb AN obecne-
yeHus 6esonacHocTy Bcex UT opraHusauun. esiTeNlbHOCTb YNpaB/ieHUs CETEBbIMY COEMHEHUAMM BK/OYAET
B cebs:

- pacnpegeneHne oTBETCTBEHHOCTM M NMOJIHOMOYWI, CBA3aHHbLIX C 0obecrnevyeHnem 6esonacHoCTn ceTe-
BblX COEAVHEHWI, N HAa3HAYeHWe NpeacTaBUTENs PYKOBOACTBA, HECYLLEro O6LLY OTBETCTBEHHOCTb 3a UX
6€e30MacHOCTb:

12



FOCT P NCO/M3K TO 13335-5—2006

-AOKYyMeHTaslbHoe OPOpM/IEHUE 3asB/EHNA O NONUTMKE B 06nacTy 6e30MacHOCTUM CUCTEM, a TaKke
BCell Heob6XxoAMMOI [OKYMeHTaL MK No CTPyKTypel>TexHnueckoro obecneyeHms 6e30nacHoOCTY:

- pa3paboTKy AOKYMEHTUPOBAaHHbLIX Mpoueayp no obecneyeHnto 6e30MacHoCTH;

- NPOBEPKY COOTBETCTBUA 6€30MacHOCTU C Lenblo y6eanTbes B TOM. YTO 6e30nacHOCTb NnoaaepxunsaeT-
cA Ha TpebyemMOM YpOBHE;

-AOKYMEHTUPOBAHHOE MOlyYeHne NOATBEPXEeHHbIX YCnoBuii obecneveHnss 6e30macHOCTM AN1S nna-
HUPYEMOro COeAMHEHUA, Mpexae YeM OyAeT NoslyyeHO paspelleHne Ha NOAKIIYEeHWe K opraHusauumn uam
coobuecTBy;

- AOKYMEHTUPOBaAHHOE MOJlyYeHVe NOATBEPXAEHHbIX YCN0BUI ob6ecneyeHns 6e30nacHOCTV Mosb30Ba-
Tenei ycnyr, npeocTaBnsieMbIX CeTbio;

- pa3paboTKy cxeM AeicTBuMil B 0c060I cutyauuu;

- AOKYMEHTUPOBAaHHOE NoslyyYeHne NOATBEPXAEHHbIX U NPOBEPEHHBIX N1aHOB HeNpepbIBHOCTW 6usHeca/
BOCCT@HOBJIEHNSA NOCne CTUXUIAHOTO 6eacTBuS.

CnepyeT 3aMeTUTb, YTO HACTOSLLMIA pa3fesn CTPOMTCA Ha acnekTax, U3noxeHHblx B ISO/LEC TR 13335-4.
TONbKO BaXKHble TEMbI, KacalLWwmnecs ceTeBbIX COEAUHEHNI, XapaKkTepu3yloTCa fasiee B HACTOALLEM CTaHaap-
Te. TeMbl, He 3aTPOHYThLIE Aanee B HacTosAWweM cTaHaapTe. — B cooTBeTcTBMM € ISO/IEC TR 13335-4.

13.2.2 OpraHun3aumnoHHble Npoueaypbl ob6ecneyeHns 6e3onacHoCcTu

[ns noggepxkn nonutukn obecneveHns 6e3onacHoCcTM cucTeM crnegyeT paspabotarb u cobniogatb
[OKYMeHTauuo no opraHvsaunoHHbIM npoueaypam obecneyeHns 6esonacHocTu. B HuX cnegyeT noApo6HO
U3/TI0XNTb NOBCEAHEBHbIE [EeCTBUSA, CBSA3aHHble C obecneyeHnem 6e30MacHOCTU, U Ha3HauYMTb NuL, OTBET-
CTBEHHbIX 3a VX NpoBejeHue.

13.2.3 MpoBepka cooTBETCTBUA TpebOBaHNAM 6e30MacHOCTH

MpoBepky COOTBETCTBMA TpebGOoBaHWAM 6e30MacHOCTM B OTHOLIEHWW CeTeBblX COefUHeHWl cnepyeT
NpoBOAUTL B COOTBETCTBUWN C KOHTPOJIbHLIM MEepPeyHEM, COCTaB/IEHHbIM HA OCHOBE 3alUTHbLIX Mep. onpefe-
NEHHBIX;

- B NoNnTUKe 6€30NacHOCTH CUCTEM;

- npoueaypax, MMelLLMx OTHOLWeHne K 6e30nacHoOCTw;

- CTPYKTYype TeXHM4ecKoro obecneyeHms 6e30nacHocTy;

- NoNMTKKe gocTtyna (6e30nacHOCTH) K ycnyram Yepes MeXceTeBOi akpaH;

- nnaHe(ax) obecneyeHnss HenpepbIBHOCTY GU3Heca.

- ycnoBumsax obecneyeHns 6e3o0nacHoOCTW A1s1 CoeAMHEHWA NO TpeboBaHuIo.

MpoBepky cOOTBETCTBUA CneAyeT NPOBOAUTL 0 ONEPaLNOHHOro BK/IOYEHUS /11060ro CeTeBoro coeau-
HeHVs nepef OCHOBHbIM HOBbIM BbIMYCKOM (MMEIOLMM OTHOLWIEHMNE K 3HAYMMOMY OGU3HECY WU U3MEHEHWIO B
ceTn) NM60 exerogHo.

13.2.4 Ycnosusa obecneyeHnsa 6e30nNacHOCTU A1 COeANHEHUSA

Ecnu ycnosus obecneyeHuss 6e30nacHOCTU A1 COeAMHEHNS He Cor/lacoBaHbl Ha MecTe WM MO KOH-
TpakTy. TO opraHu3auns NpUHMMaeT Ha cebs pPUCKM, CBSA3AHHbIE C BHELUHWM KOHLLOM CETEBOr0 COeANHEHMS.

Hanpumep, opraHusaumsa A MoXeT noTpeboBaTh OT opraHmsalmmn B. uTobbl 4,0 NOAKNIOYEHUS K CUCTEMAM
opraHm3auuun A yepes ceTeBoe COefMHEeHWe opraHusauna B nogaepxvBana n AeMOHCTpUpoBana 3afaHHbli
ypoBeHb 6e30nacHOCTU A8 CUCTEM, BOB/IEYEHHBIX B 3TO coefiHeHne. B aTom cnyyae opraHusaums A Moxet
6bITb YBEpPEHa, YTO opraHu3aumsa B cnpaenseTcsa co CBOMMU puckamu AO/MKHbIM 06pa3om. B Takux cuTyaumsax
opraHusaumsa A fo/mkHa onpefenuTb YCnoBus obecrneyeHuss 6e30MacHOCTN B KOHLE CETEBOr0 COeAMHEeHWSA
CO CTOPOHbI OpraHusauuy B. KoTopble [0/MKHbI ObITb YCTAHOB/IEHbI B OKYMEHTALUN NO COEANHEHUIO C NOA-
pPO6HbLIM yKasaHnem HeobxoAMMbIX 3aluUTHbLIX Mep. OpraHusaumsa B gomxHa peanv3osatb U noagepxusarb
B paboyem COCTOSAHWN YCTAaHOBJ/IEHHbIE 3alMTHbIE MEPbl U HanpaBAsaTb opraHnsaummn A otyet 06 adhdhekTus-
HOCTW 3aLLUTHbIX Mep U NoAAepXaHUN HEOBXOAMMOro ypoBHSA 6e3onacHoCTU. Takum o6pa3om, coxpaHsieTcs
npaso nopy4aTb Wav NPOBOAUTL NPOBEPKY COOTBETCTBUA TpeboBaHUAM 6€30MacHOCTU COeMHEHUS B KOHLE
CeTeBOro coeiHeHNs1 Co CTOPOHbLI opraHn3auumn B.

BO3MOXHbI Takke ciyyau, Korfa opraHusauun cornacyroT AOKYMEHT No ycrnoBusM obecneyeHuns 6es-
0NacHOCTN AN COefMHEHUS, B KOTOPOM 3anucbiBalOT 0683aTelbCTBa U OTBETCTBEHHOCTb A1 BCEX CTOPOH,
BK/OYas B3aVIMHYIO NPOBEPKY COOTBETCTBUA TpeboBaHWAM Mo 6e30MacHOCTU.

1> CnepyeT npeAcTaBUTb M [OKYMEHTUPOBATb MPOEKT CTPYKTYpPbl TEXHUUYECKOTO O6ecneveHus 6e30macHocTn
(cneundmkaymio 3awWmThl) Kak 4acTb NpoLecca TEXHUYECKOTO NMPOEKTUPOBAHUS CTPYKTYpPbl. DTOT MPOEKT N TEXHUYECKUit
NPOEKT apXUTEKTYPbI JO/MKHbI GbITh COr/IacoBaHbl APYT C APYrOM.
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13.2.5 YcnoBua 6e3onacHoCTu, NOATBEPXAEHHbIE AOKYMEHTaNbHO, A1 NOofb30BaTesnen ycnyr,
npeaocTaBNAeMblX CeTbIo

Lins nonb3oBareneit ycnyr, xxenawwmx pabotaTb AUCTaHLMOHHO, pa3pabaTtbiBatoT LOKYMEHT C YC/10BUSA-
MU o6ecneyeHnss 6e30NacHOCTU NPEAOCTABASIEMbIX CETbI YCNYr. B JOKYMEHTE onpeAensitoT OTBETCTBEHHOCTb
nosib3oBatesna 3a 6e3onacHyto akcnayatayuio annapaTHbIX ¥ NPOrpaMMHbIX CPeACTB, a Takke 3a obecneve-
HVe 3alnTbl fAaHHbIX.

13.2.6 O6paboTKa MHUMNOEHTOB

HexenaTesibHble UHUMAEHTbI C GO/bLIO BEPOSTHOCTLIO MOTFYT NMPOUCXOANUTL U OKasbiBaTb CEpbe3Hoe
BpefHoe BO3AeiNCTBME Ha GU3HEC NPW HANNUYUK CeTeBbIX COeAMHEHWI (B NPOTUBONOIOXHOCTb CUTyaLuu, KOr-
[a OHW OTCYTCTBYIOT). Bonee Toro, Npu ceTeBbIX COEAUHEHUAX C APYTMMY OpraHn3auusMu MoryT 6bITb, B YacT-
HOCTW. HapyLUeHbl topuanyeckme TpeboBaHNs, CBA3aHHbIe C BHELTATHbIMU CUTYaLUaMU.

CnepfoBaTtefibHO, opraHu3auns ¢ CETEBbIMU COEANHEHNUAMU AO/KHA NPeayCMOTPeTb AOKYMEHTUPOBAH-
Hble 1 OCYLLECTBUMbIE CXEMbI AeCTBUIA NpU 06paboTke MHUUAEHTOB, 06/1ajaTh COOTBETCTBYHOLEN NH(Pa-
CTPYKTYPOIA, CNOCOGHOW BbICTPO pearnpoBatb No Mepe UAEHTUMKALUN VHUUAEHTOB, YMEHbLIAaTb UX BO3-
[elicTBME. a TakKe U3B/eKaTb YPOKM 13 HENPEeABUAEHHbIX CUTYauUnii B LeNax npefoTBpaLLeHnst Ux nosropa.

13.3 VpgeHTndmkauma n ayteHTudmnkayns

13.3.1 BsepgeHue

OpraHun3sauns fosmkHa obecneymsaTb 6€30NacHOCTb YCAyr, NpeAoCcTaBNseMblX CETbI0, U 3aLUNUTy CBA3aAH-
HOW C HAMU MHOPMAaLMKN NMyTEM OrpaHnyYeHns JoCTyna Yepes COeAMHEHUSI C aBTOPM30BaHHbIM NMEepPCOHasIoM
(BHYTPM UK 3a npegenamu opraHusauun). 3Tn TpeboBaHUs PacnpoCTPaHATCA He TONbKO Ha MCMO/b30Ba-
HVe ceTeBbIX coefMHeHuli. OpraHusauna Ao/mkHa nNoApo6HO onpeAesinTb UCNOb30BaHNe CeTeBbIX COefuHe-
HWIA B COOTBETCTBUM C 3aLUUTHLIMIU Mepamu, ycTaHoBeHHbIMU B ISO/IEC TR 13335-4.

YeTblpe KOHTPONVPYyEMbIe 30HbI, LiefecoobpasHble 415 NCMO/b30BaHNA CeTeBbIX COeAVHEHNI, a TakxKe Cu-
ctembl UIT. metoLme HenocpeCcTBEHHOE OTHOLLIEHWE K TakuM CoeiviHEHUAM, npefcTtasneHsl B 13.3.2—13.3.5.

13.3.2 ucTtaHuMOHHAA perncTpauusa npu BXxoae B CUCTEMY

[uncTtaHunoHHas peructpauma aBTOPU30BaHHOIO nepcoHana, paboTalolero sBhann OT opraHusauuu,
cneynanncToB ANCTaHLMOHHOIO TEXHNYECKOTO 06CTY)XMBaHUS UMW NepcoHana Apyrux opraHusaunii ocyLlecT-
B/ISETCA Yepe3 KOAOBble BbI30Bbl OpraHu3aunn, coeguHeHnsa VIHTepHeT, BblAefIeHHble MarnctTpasibHble fIMHUK
ApYruxX opraHusauuii uan KONNeKTUBHbIA AocTyn no WHTepHeT. CyLliecTBYIOT COeAMHEHNS, YCTaHOBMEHHbIe
BHYTPEHHUMYW cuCTemMaMmn no TpeboBaHNo MM C NOMOLLbIO MapTHEPOB NO KOHTPAKTY, C NCNO/b30BaHNEM CETU
o6Lero nonb3oBaHus. Kaxablili TN gUCTaHUMOHHOW perucTpauun npyu BXoAe B cucTemy TpebyeT AOMO/HU-
TesbHbIX 3alUTHbLIX Mep. COOTBETCTBYIOLMX OCOOEHHOCTAM TUNa coeguHeHns. NMpumepamm Takux 3alnTHbIX
Mep ABMAIOTCA.

- 0TKa3 paspeLleHns Ha NPsAMOoi AoCTYN B CUCTEMY M NporpamMmmHoe obecrneyeHvie ceTu Ha OCHOBe yYeT-
HbIX 3anuceid, UCnosb3yembiX ANA AUCTAHLMOHHOMO AOCTYNa, 3a UCK/IOYEHWEM Tex Ciy4vaeB, Korga npepo-
cTaBfeHa fononHuTenbHasa ayteHTudukaymsa (cM. 13.3.3);

- NpejoxpaHeHie 0T HeCaHKLIMOHMPOBAHHOTO AOCTYNa K MHopMaLuun, CBA3aHHON € NporpaMMHbIM 06e-
cneyeHMeMm 3NEeKTPOHHOM MOYTbl U CNPaBOYHOW 6a30li AaHHbIX B NaMATn MK M nepeHOCHbIX KOMMbIOTEPOB,
MCMosib3yeMbIX NEPCOHA/IOM opraHusauumn 3a npegenamm ee oncos.

13.3.3 CoBeplueHcTBOBaHNe ayTeHTMdunKaymm

Mcnonb3oBaHve nap nma/naposb ABASETCA MPOCTbIM MyTeM YCTaHOBMEHUSA NOA/IMHHOCTY Nosb3oBare-
nei, Ho Napbl UMsA/Naposib MOryT ObiTb AUCKPEANTUPOBAaHbI NN BCKPbITLI. CyLLecTBylOT gpyrne 6onee 6e30-
nacHble NyTn ayTeHTUMKaLumn nonb3osaresieil, 0cobeHHO yaaneHHbIX. Takoe coBepLUeHCTBOBaHME ayTeHTH-
hukaumm Heob6xoAMMO B TOM Criyyae, ecniv CyLlwecTByeT BbiCOKas BEPOATHOCTb NOMyYEHNUA YCAyru NuLomM 6e3
COOTBETCTBYIOLLMX NMOHOMOYMIA K 3alyMLL@eMbiM 1 BaXHbIM cucTeMaM. 3TO BO3MOXHO, Hanpvumep, B ciyyae,
ec/nv AoCTyn MOXeT OblTb MHULMMPOBAH NO CETAM O6LLEro nosib30BaHUs N cucTema A0ocTyna He HaxoauTcs
noJ, HenocpeAcTBEHHbIM KOHTPOSIEM OopraHusauumn (Hanpumep, ¢ NepeHoCHOro KOMMboTepa).

Ecnn Heob6xoMMa yCOBepPLUEHCTBOBAHHAA ayTeHTUdMKaLMA N0 CeTEBbIM COeAUHEHUAM (Hanpumep, no
KOHTpaKTy) Un OHa onpasfaHa puckamu, To opraHmsauuv crefyeTt paccMoTpeTb NpoLlecc onpegeneHns nog-
JINHHOCTW NOJIb30BaTENA C MOMOLLLIO COOTBETCTBYIOLLMX 3aLLUTHbIX Mep. TakuxX Kak:

- UCMO/Ib30BaHNe ApPYrux CpefcTB uaeHTudukaumn 4aa noffepxaHns ayteHTudukauuy nosnb3osare-
nei, Takmx Kak AUCTaHLMOHHO NpoBepsieMble Mapkepbl AOCTyna, KapTouyky C MUKPONPOLLECCOpPOM Wan Mmar-
HWTHOW NoMoCcoli (MCMoNb3yeMble Yepes CcuMTbiBalLlee YCTPOCcTBO-npuctasky K MMK), pyyHble ycTpoiicTBa
reHepauuy Kn4ya 0AHOPa30BOr0 NPoxoga, MoAeMbl C Habopom 06paTHOro Homepa wWnn GuomeTpuyeckune
cpeAcTBa KOHTPONSA;
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- ob6ecneyeHne (hyHKLVOHMPOBaHNA Mapkepa A0CTyna Wav KapTouky TOJIbKO C OMO3HaBaTe lbHbIM cue-
TOM nosib3oBatens (NpeAnoyTUTENbHO C yUYeTHON 3anucbio MK 1 mecTa/Toukm AocTyna), a Takxe nt6oro nny-
Horo ungeHtTndmrkaumoHHoro Homepa (PIN) nnv 6nomeTtpmnyeckoro npocwns;

- UCMONb30BaHNe NPOBEPKU SIMHWUN Bbi3bIBAIOLLErO ONeparTopa;

- UCNOMb30BaHNE SIMHWI CBA3M Yepe3 MOAEMbI, pa3befJMHEHHbIe B PeXUMe 0XUAaHUSA U CoeAnHAEMble
TO/IbKO NOC/e NPOBEPKN MAEHTUYHOCTM Bbi3bIBAIOLLErO oneparopa.

13.3.4 [luctaHuMoHHaa ngeHTudukaynsa cuctemMbl

B cootBetcTBMM € 13.3.3 ayTeHTUdUKaLMIO CrefyeT COBEPLUEHCTBOBATb NyTEM MPOBEPKN CUCTEMbI
(1 ee MecTONONOXEHNA/TOUKN [OCTYNa), N3 KOTOPOW OCYLLEeCTBNAETCA BHELWHUA AOCTyn.

Pa3Hble ceTeBble CTPYKTYpbl MOTYT Npej/iaratb pasHble BUAbl naeHTudukauum. CnegosaTensbHo, opra-
HM3auMsA MOXET COBEPLLUEHCTBOBAaTb MAEHTUdMKALMIO NyTeM Bbibopa NoaxoAsLLel CTPYKTYpbl ceTu. Mpu aTom
cnefyeT NPUHMMAThL BO BHUMaHVe BCe 3aliUTHble BO3MOXHOCTY BblOPaHHOW CTPYKTYpbl CETU.

13.3.5 EAMHUYHBIA Nnaponb 6e3onacHocTy

B cnyyae BOB/eYEHNA CeTEBbLIX COEAMHEHWI NONb30BaTENM MOTYT CTOIKHYTLCA C MHOTOKPaTHbIMU Npo-
Bepkamu ngeHTudvkaumn n ayteHtudukaummn. B atom cnyyae y nonb3osartenieil MOXeT BO3HUKHYTb XenaHne
OCYLLEeCTBNATb PUCKOBAHHbIE AE/CTBUSA, TakMe Kak 3anucb naponelt uam noBTOpHOE NPUMEHEHNEe OAHNX U TeX
Xe AaHHbIX ayTeHTudukaumn. EgMHNYHOe npegbaBneHne napons MoXeT YMeHbLIUTb PUCKM Takoro nosege-
HMA MyTem yMeHbLUEHWS Yncna naposeil, KoTopble No/b30BaTeNn A0/HKHbI NMOMHUTL. BMecTe ¢ yMeHbLlueHnem
PVICKOB BO3MOXHO MOBbILLIEHWE MPOU3BOANTENLHOCTY TPYAA NOMNb30BATENSA U CHUXEHUE HArpy3ku Ha nynbT, ¢
KOTOPOro OCYyLLeCTBNSeTCA NOBTOPHbIA BBOA Naponei.

CnepyeT 3aMeTUTb, YTO NOCNEACTBUSA HAPYLUEHW B CUCTEME eAVHUYHOTO NPeAbsABIEeHNS Napons MoryT
OblTb CEPbE3HLIMU, TaK Kak He 0fjHa, @ MHOTMe CUCTEMbI U NPUIOXKEHUSI NOCTaB/IEHbI HA FPaHb PUCKa U OTKPbI-
Tbl ANS gUcCKpeamTauuy (MHOrAa Takol pUCK Ha3biBAOT «K/I0YaMy B KOPOIEBCTBO»).

MoaTtomy Heob6xo0AVMMO 3afeiicTBOBaTb 60siee COBEpPLUEHHbIE MeXaHW3Mbl MAEHTUtMKaLMM 1 ayTeH-
TMbukauum. B uensix obecneyeHnss 6€30NacHOCT OpraHn3aLmsi MOXET UCK/IUUTb U3 pexmma eguHUYHOro
npeabsABNEHNS NMapons BblCOKONPUBUIETMPOBaHHbIE OYHKUUM nAaeHTUdUKaLMm n ayTeHTudmkaummn (Ha cu-
CTEMHOM YpPOBHe).

13.4 PesynbTaTthl ayauta

BaxHo obecneunTb adhhekTBHOCTL 6€30NacHOCTN ceTu Yepe3 obHapyxeHue, paccrnefosaHue u co-
CTaB/ieHNe 0TYETOB VHUMAEHTOB 6e3onacHocTW. CnefyeT 3anucbiBaTb NOAPOGHY0 HhopMaLMIo MO pesy/b-
TataMm ayauTa oWwnB0YHbIX U afeKBaTHbIX COObITWIA, YTOBbl MMETb BO3MOXHOCTb COCTaBMATb TLLATEsIbHbINA
aHanun3 noTeHuManbHbIX U PakTUYecknx NHUnAeHToB 6e3onacHocTn. OfHako crefyeT NpusHaTth, YTo 3anucb
OrPOMHbIX 06BEMOB CBA3AHHO C ayAMTOM MHOPMaLMN MOXET 3aTPyAHUTL NpoBefeHne aHannsa n Hebnaro-
NPUATHO MOBNWATL Ha NpoBefeHve ayanTa. MoaToMy Heo6Xo4MMO onpefennTb Nepuos BPeMeHW, B TeueHne
KOTOPOro criefyeT OTCNeXunBaTh AeliCTBUS Nob30BaTenell B KOHTPO/IbHOM XypHarne.

BONbLIMHCTBO KOHTPO/bHbIX MEp 3aluUTbl, KacalLlUXCs CEeTEBbIX COEAUHEHWA N CBA3AHHbLIX C HUMK
cuctem UT. moryT 6bITb ycTaHOBNAEHbI B cooTBeTcTBMM C ISO/IEC TR 13335-4. YT0 KacaeTcs ceTeBbIX coeau-
HEHWIA. TO BaXKHO o6ecneunTb BO3MOXHOCTb ayauTa C/eAyoLmX TUNoB cobbITuii:

- NONbITKN ANCTAHLMOHHON HeYyjauHOoM percTpaymum npy BXO4e B CUCTEMY C YKa3aHUeM JaTbl U BDEMEHH,

- COObITUA HeyAa4YHOW NOBTOPHON ayTeHTudmKauuyu (MM NPpUMEHeHNs cpefcTBa uaeHTudmkaunm);

- HapyLieHus Tpadumka Yepes W3 obecneyeHnss 6€30MacHOCTH;

- CMrHasIbl OMacHOCTU B CUCTEME yMpaB/ieHNs C BOB/MEYEHVWEM 3aluTbl (Hanpumep, Ay6nuposaHue
IP-agpeca, HapyLleHnsa B CXeMe OHOHanpaB/IEHHOro kaHana nepefayn faHHbIX).

PesynbTatbl ayauta MOryT cojepxatb KOH(UAEHUMANbHYI0 MHhopMaunio UAn CBeAEHUS, KOTOPbIMU
MOTyT BOCMOJIb30BaTbCA A9 BTOPXEHUS B CUCTEMY Yepe3 ceTeBble coefnHeHus. bonee Toro, ceefeHus o
pesynbTatax ayauTa MOryT CAyXuTb AoKa3aTeNbCTBOM nepefayun gaHHbIX N0 CETU B C/lyyae MOsIB/IEHWA pas-
Hornacwuii. MoaTomy pesynbTaTtbl ayAuTa 0COGEHHO HeobX0AMMbl B KOHTEKCTe o6ecrneyeHns LefloCTHOCTU K
noATBepPXAeHUs oTnpasku/npuema nHgopmaumn. CnegosaTenibHO, BCe pe3ynbTaTtbl ayauta crneayeT 3aliu-
waTb Hagnexawum o6pasom.

13.5 O6HapyXxeHue BTOpPXeHUs

C yBE/NIMYEHMEM uUUC/A COEAVHEHUI B CeTM 06neryaeTcsi NPOHWKHOBEHME B Hee MO CeAylLum
npuynHam:
- YBEIMYMBAETCS YUC/IO MyTeil NPOHUKHOBEHUSA B cucTeMbl VT opraHusaumm u cetu:
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- NOABMSETCA BO3MOXHOCTb BCKPbITUA MepBOHavasibHOro Mecta foctyna:

- CTaHOBUTCS BO3MOXEH A0CTYN Yepes3 ceTu U LienieBble BHyTPEHHWEe cuctemsl UT.

Hapywutenu ctaHoBATCA 60/1ee UCKYLUEHHbIMU U MPUMEHSIOT 60nee adhekTuBHbIE METOAbl aTak, a
cpefcTBa NPOHWKHOBEHWSA Bce 6onee foCTynHbl B VIHTEpHeTe naun o6LeaocTynHo nutepatype. MHorme u3
3TUX CPeACTB aBTOMaTU3NPOBaHbI, MOTYT GbiTb OYEHb APEKTUBHBIMU Y MPOCTLIMK 418 NPUMEHEHUS, B TOM
yucne gnsa vy, ¢ He6oMbWKUM OMNbITOM PaboThl.

[na 60nbUMHCTBA OpraHM3aLuii 3kKOHOMUYECKN HEBO3MOXHO NPeAoTBPaTUTL BCe NOTEHLMasIbHbIe BTOP-
XeHus. CnegoBaTesibHO, HEKOTOPble BTOPXEHWS BO3MOXHbI. PUCKW, CBSA3aHHbIE C 60/bLUMHCTBOM BTOPXEHUIA,
MOTYT 6bITb CHWXEHbI NyTEM peanusaunn HafgexHon nageHtudmkaum n ayTeHTudmkauum, 10rM4yeckoro KoH-
TpoNns A0CTyna, CUCTEMbI yyeTa 1 ayamTa 3aluTHbIX Mep B AOMNO/IHEHNE K BO3MOXHOCTU 06HapYXXeHUs BTOp-
XeHus. Takylo BO3MOXHOCTb 06ecneynBaloT Te CpefcTBa, KOTopble NO3BOIAIOT MPOrHO3MPOBaTb BTOPXEHWS,
BbIAB/IATb MX B peasibHOM MacluTabe BpeMeHn v fiaBaTb COOTBETCTBYHOLLME CUrHanbI TpeBorn. MosenseTca
TakKXe BO3MOXHOCTb /IOKa/IbHOrO cbopa MHgopMauuy 0 BTOPXKEHUAX C Nocneaylowmum ee o6beAnHEHNEM 1
aHann3oMm, a TaKke nsyyeHve cxem HopMasnibHOro noseAeHus/vucnonb3osanus UT opraHusaumm.

Bo MHOrMx cnyyasx MoxeT 6biTb OYEBUAHON BO3MOXHOCTb HEKOTOPOrO HECaHKLMOHMPOBAHHOMO Wnn
HexenatesbHOro cobbiTMA. Ha 3Ty BO3MOXHOCTb MOXET yKa3biBaTb HEOO/bLUOE yXyAlleHWe B ycriyrax no
COBEpPLUEHHO HeonpeaenNeHHbIM NpUYMHam Unm 60/MbLIOe YACIO JOCTYNOB B HECBONCTBEHHOE BPEMS, UK OT-
ka3 npefocTaBfieHNs Kaknx-nmbo crneumanbHbIX yeiyr. B 60MbLUMHCTBE ClyyaeB BaXKHO Kak MOXHO GbicTpee
y3HaTb NPUYMHY, MacwTabHOCTb U NOCNEACTBUS BTOPXEHUS.

CnepyeT 3aMeTuTb, YTO YMOMSAHYTas Bbllle BO3MOXHOCTb BTOPXeHWS ABNseTcA 60nee CROoXHOW,
YeM WHCTpYMEHTapuii aHanusa pe3ynbTaToB ayauta u MeTogpl no 13.4 n cooTBeTCTBYOLEMy pasgeny
ISO/IEC TR 13335-4. bonee ahpekT!BHbIE BO3SMOXHOCTU 06HAPYXEHNSI BTOPXEHUS CBA3aHbl C MPUMEHEHU-
eM creLuuanbHOro noc/eonepauoHHoOro KOHTPOSA, NpU KOTOPOM MPUMEHSAIOTCA NpaBuia aBTOMaTUYecKoro
aHanmnsa npoLUnbiX AeliCTBUIA, 3aperncTpPMpOBaHHbIX B pe3ynbTaTax ayauTa U B ApYrnx KOHTPOJIbHBIX XYypHa-
nax gns 1oro, 4To6bl NPOrHO3MPOBaTb BTOPXKEHNSA, @ TaKKe aHa/IM3NPYTCS pesybTaTbl PEBU3UIA U3BECTHbIX
NpUMepoB 3/10HAMEPEHHOI feATeNbHOCTU WU AeATENIbHOCTU, HE XapakTepHOW ANA CAOXUBLLENCS NpaKTyKK.

Bonee nogpo6HO 3TK Bonpockl nsnoxeHsl B ISO/IEC TR 15947.

13.6 lMpepoxpaHeHue OT 3/I0HAMEPEHHOrO Kofa

Monb3oBaTtensiM Heo6x0AMMO 3HaTb, YTO 3/I0HAMEPEHHBIA KOA MOXET 6biTb BBEAEH B X CETEBOE OKPY-
XeHve yepes ceTeBble COeANHEHNSA. 310HaMepPeHHbIl KOA He MOXeT OblTb 06HapYXXeH A0 HaHeceHus yuiepba,
€C/IN He MPUMEHSATb afekKBaTHble 3alMTHbIe Mepbl. 3/T0HaMEPEHHbIN KO MOXeT NoAopBaTth 3aluTHbIe Mepbl
obecneyeHns 6e3onacHOCTV (Hanpumep, NyTemM nepexsaTa W packpbITUA naponeit), NpMBECTU K HenpegHame-
PEHHOMY PacKpbITUIO UM U3MEHEHUIO MHDOPMALMA, YHUHTOXEHNIO AaHHbIX U/WAWN HeCaHKLMOHNPOBAHHOMY
UCMOMb30BaHNI0 CUCTEMHbIX PECYPCOB.

HekoTopble (hopMbl 3/10HAMEPEHHOrO Kofa MOryT 6biTb O6HapYXeHbl U yAaneHbl C NOMOLbIO creuu-
anbHOro CKkaHupyloLwero nporpaMmHoro obecneuveHusi. B annapaTHo-nporpamMmHble CpefcTBa MeXceTeBoi
3alnTbl, cepeepbl hainioB, cepeepbl NOYThl U paboune CTaHUUW ANS 3alKUTbl OT HEKOTOPbIX TUMOB 3/10Ha-
MEPEHHOro KoAa MOryT 6bITb BK/IHOYEHbI CKaHepbl. 118 0bHapyXeHUs HOBOro 3/10HAMEPEHHOr0 KoAa BaKHO
noaAepXuBaTh CKaHupylolee nporpamMmMHoe obecneyeHvne Ha JO/HDKHOM YpOBHeE MyTeMm, N0 MeHbLUeid mepe,
exeHefeNlbHOro 06HOBNEHUA. OfHaKo No/b30BaTENAM U aAMUHUCTPATOpam credyeT NoHUMaTh, YTO Hesb3s
nonaraTbCs TO/IbKO Ha CKaHepbl 4715 06HapYXXeHUss BCeX 3/1I0HaMEePEHHbIX KOAOB (MM KOHKPETHOro Tuna), Tak
Kak NOCTOSAHHO NOABASIOTCA HOBbIE TVMbl 3/T0HAMEPEHHbIX KOAO0B. Kak npaBunio, TpebyloTcsa Apyrue 3alnTHble
Mepbl ANS yaydweHns 6e30nacHoCTU, OCYyLLeCTBASEMbIE C MOMOLLbIO CKaHEPOB (MPY X HaNn4un).

Monb3oBatenam n agMUHUCTPaTOpaM CUCTEM, UCMOMb3YHOLWNX CeTEBble COEAVHEHUA, cnefyeT NoHu-
MaTb. YTO PUCKW, CBA3AHHbIE CO 3/IOHAMEPEHHbIM MPOrpaMMHbIM 06ecneyeHmem, yBeimunBaoTcs, ecnm nve-
elb ieN10 C BHELIHMN CTOPOHaMMN Yepes BHELHe NMHWUK CBA3W. [na nonb3osaTeneli 1 agMUHUCTPATOPOB
cnefyet paspaboTaTb pyKOBOACTBA, B KOTOPbIX B OOLLUMX YepTax HameyeHbl NpoLeaypbl N NpakTuieckne geii-
CTBUSA. HanpaB/fieHHble HA YMEHbLUEHEe BO3MOXHOCTM BBOAA 3/1I0HAMEPEHHOrO Koaa.

Monb3oBatenam n agmuHucTpatopam cnegyet obpaiwjatb 0cob6oe BHMMaHWE Ha KOHMrypauuto KoH-
KPETHbIX CUCTEMbI W NPUIOXKEHNSA, CBA3AHHbLIX C CETEBLIMU COEAVNHEHUAMW ANS OTKNOYEHUA DYHKLMWIA, KO-
TOpble He HYXHbl B KOHKPETHbIX 06CTOsATENBCTBAX (Hanpumep, npunoxeHus MK cnegyeTt KoHdwWrypuposaTb
Tak, 4yTo6bl MakKpoChl 6/10KMPOBAIUCHL NO YMOTYaHWIO UK TpeboBanocb NOATBEPXAEHNE NOMb30BATENA A0 WX
BbIMOJTHEHUS).

Moppo6Has nHdopmauns o 3noHamMmepeHHoM koge npusedeHa B ISO/IEC TR 13335-4.
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13.7 YnpaBneHne 6e30NacHOCTbIO ceTu

YnpaBneHue nto6oii ceTblo cnefyeT OCYLLECTBATL C y4eTOM obecneveHns u nogaepxaHns ee 6esonac-
HOCTMW, YTO MOXET 6bITb BbINOSIHEHO NPU AO/MHKHOM PACCMOTPEHUM UMEIOLLUXCS B HANIMYMM U OTHOCALLUXCS K
cnyx6am obecrneyeHns 6e30nacHOCTV CeTeBbIX MPOTOKO/IOB.

B opraHusauuu cnegyeT npeaycMoTpeTb pAf 3alUTHbIX Mep. paccMoTpeHHbIX B ISO/IEC TR 13335-4.
Kpome TOro, Bce nopTbl ANCTAHLUVOHHOW AMarHOCTUKW, BUPTYanbHble Unu dusnyeckue, cnegyeT 3aWuTuTb OT
HecaHKLOHYPOBaHHOIo A0CTyna.

13.8 MexceTeBble nepexoibl 6€30NacHOCTU

MpaBunbHOE pacnonoXeHne MexceTeBblX NepexofoB 6e30NacHOCTU MO3BOAMT 3aluLaTb BHYTPEHHNE
CUCTEMbI OpraHu3auuu, 6e3onacHo ynpaenATb U KOHTPO/IMPOBATb TEKYL WA Tpaguk B COOTBETCTBUM C NOA-
TBEPXAEHHOW AOKYMEHTaMy MOMNTMKON 6€30NacHOro MeXceTeBOro JocTyna K ycyram.

MexceTeBble nepexopl 6e30nacHoCTV NpefHasHauYeHbl:

- 4N19 pa3feneHunst 1ornyeckux ceTel;

- obecneyeHns orpaHUYeHns 1 aHanm3a QyHKUUA No MHpopMaLum, NPoXoasLLei Mexay TormyeckumMm
ceTamu;

- 06CNyxXnBaHNA opraHM3aunm B Ka4ecTBe CPOACTBA YNpaB/ieHUs1 4OCTYNOM B CeTb 3TOl opraHu3aumu
1 BbIXOAOM V13 Hee;

- NPOBEAEHUS B XMW3Hb MONNTUKM OpraHu3auumn B obnactn obecneuveHns 6e3onacHoOcTy, kacatoluelics
CeTEeBbIX COEANHEHMWIA;

- NpefocTaBeHNs OAHOTO MecTa A7 perncTpauun ¢ Lesnbio BXoda B CUCTEMY.

[lnsa kaxaoro mexceteBoro nepexoga 6e3onacHoOCT cnegyeT paspaboTaTtb OTAENbHbIA JOKYMEHT, onpe-
Aenswmnii nonuTuky (6e3onacHoCcTn) 4ocTyna K ycnyram, U peasm3oBaTtb ero A1 KaX40ro CoeAMHeHWS ans
TOro, 4ToObl rapaHTPOBAaTb NPOXOXAEHME Yepe3 3TO CoeAVHEHVEe TOMbKO paspelueHHoro Tpadmka. JomkHa
6bITb CO34aHa BO3MOXHOCTb OMpeAesieHns AONYCTUMbIX COefMHEHWI OTAE/IbHO B COOTBETCTBMM C NPOTOKO-
IOM CBA3M U Apyrumun fetansamu. ns obecneyeHns 4ocTyna Yyepes CoeUHEHNE TObKO 3aKOHHbIX N0J1b30Ba-
Tenei v geicTeuTenbHOro Tpachmka B NONNTMKE JOCTyna K ycryram cnegyeT chopMynnpoBaTtbh v NOAPO6HO
onucaTtb OrpaHUyYeHns 1 npasuaa NPUMEHUTENBHO K Tpadinky, NpoxoAsLieMy B 06e CTOPOHbI Yepes KaxAblii
MeXceTeBOoI nepexo obecneyeHms 6e30NacHOCTY, a Takke onpeaennTb napameTpbl ynpasieHus Tpagrkom
N ero KoHgUrypaumio.

Bcem mexceTeBbIM nepexodam 6e30nacHOCTM criegyeT npefocTaBuTb BO3MOXHOCTb 415 MOJSIHOTO MC-
Nosb30BaHNA MAEHTUDUKALNM N ayTEHTUUKALLMM, TOTMYECKOTO KOHTPO/A AocTyna u cpeacTs ayauta. Kpome
TOro, NX cnegyeT Nepuoanyecku NpoBepsATb Ha HECAHKLMOHMPOBAHHOE BTOPXXEHNE B MporpaMMHoe obecneve-
HUe n/vnn gaHHble, a Npu 06HapYXXeHUM TaKOBbIX — COCTaBAATbL OTYETbI B COOTBETCTBMM CO CXEMOI AeCTBMUI
opraHusauum npyu 06paboTke NHUMAEHTOB.

CnepyeT o6palwate BHUMaHe Ha To, YTO NMpUCOeANHEHVE K CETU AO/DKHO OCYLLECTBNATLCSA TO/IbKO NO-
C/le NpPoBeEpPK/ COOTBETCTBUSA BbIOPAHHOrO MEXCeTeBOro nepexoga TpeboBaHuaM opraHusauun. Bce puckn B
pe3ynbTaTe TaKoro COeAVHEHUs A0/XHbI ObiTb NOJ HafeXHbIM KOHTposiem. CneayeT rapaHTUpoBaTb HEBO3-
MOXHOCTb MPUCOEAVHEHNS, MUHYSI MEXCETEBOI nepexos 6e30nacHoCTU.

13.9 KoH(huaeHuManbHoCTb 06MeHa AaHHbIMU MO CEeTAM

Ecnu BaXHO COXpPaHWTb KOHDUAEHUMUANbHOCTL, CeayeT paccMoTpeTb Kpuntorpacdmyeckne cnocobbl
3alMThl NS WNPOBaHNSA HOPMaLMK, MPOXOAALLEl Yepes ceTeBble COeAMHEHUs. PeLleHne 0 NpUMeHeHnn
KpunTorpaduyecknx Mep 3awmTbl ciegyeT NPUHNUMAaTh C y4eToM:

- 3aKoHoaTeNIbcTBa (0OCOGEHHO €C/N CETEBOE COELMHEHMWE 3aTparnBaeT HecKo/Ibko o6nacTteid unu op-
raHoB BNacTn):

- TpeboBaHWn ynpaBneHns knwoyamm v TPYAHOCTAMMW, KOTOpble MPUXOAUTCSA npeogofieBatb AN obe-
CMeyeHns 3aMeTHOr0 yyulleHust 6e30NacHOCTU 6e3 CO34aHnsl HOBbIX 3HAYUMbIX NPEANOCHINOK YSI3BUMOCTHY;

- a1ekBaTHOCTU MCMOJIb3yEMbIX MEXAHW3MOB LUNGPOBaHNA A5 3ae/iCTBOBAHHOIMO Tuna ceTeBoro Co-
e[VHEeHNs 1 cTeNeHn HeobXoAMMOoNn 6e3onacHoCTL.

13.10 LienocTHOCTb AiaHHbIX, nepefaBaeMblX N0 CETAM

Ecnu BaXHO COXPaHWTb LE/IOCTHOCTb AaHHbIX, OpraHn3aumua fo/hkHa pPaccMoTpeTb BO3MOXHOCTb WC-
Nosib30BaHUsi LMGIPOBOI NMoANUCK 1 APYTUX MepP 3aLLWTbl LLeSIOCTHOCTM COOBLLEHMUSI A1s 3aLLUTbl MHOopMa-
LMK, NPOXoAsLLeil Yepes ceTeBbIE COeAVNHEHUS.
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Ecnn OCHOBHbIM Tpe6GoBaHWEM ABMSETCA 3aliuMTa OT C/yyaiiHOro Wau npegHamepeHHOro U3MEeHeHUs,
[06aBNEHNS UK yaaneHus nHopmaLmum, opraHn3auns fo/kHa NpeanpuHATe Heo6XoauMble Mepbl No 3a-
WUTE LeSIOCTHOCTM COO06LLEHNA (Hanpumep, NCMOb30BaHNe KOLOB ee ayTeHTudukauum).

MprMeHeHne LMPOBOI NOANMCU B KAYeCTBE Mepbl 3aLUUTbl MOXET 3aMEHUTb aHa/IOTUUHYI0 3awuTy,
KoTOpasi OCyLLeCTBNAETCA MyTEM ayTeHTU(MKaLMK COOGLLEHNI, HO JONOHUTENBHO 06GnajaeT cBolicTBaMy,
no3BONALWMMN Pa3610kMpoBaTh NpoLesypbl NOATBEPXAEHNS OTNpaBku/nprema coobueHns (cm. 13.11). Pe-
LeHWe 0 NPUMEHEHUN LMDPOBOI NMOANNCU UM Mepax 3aLuTbl LLe/IOCTHOCTY CO06LEeHNs cnedyeT NpUHUMaTh
C yyeToMm:

- 3aKOHOAATe bHbIX U 065A3aTesNbHbIX TPe6oBaHUii (0COGEHHO B C/lyyae, ecim ceTeBoe CoefjMHeHVe 3a-
TparmBaeT CO06LLEeHNe MEXAY HECKO/IbKUMU PEFMOHAMY UK OpraHamMu BfacTtu);

- COOTBETCTBYHLLUX OCHOBHbIX O6LLECTBEHHbIX MHPACTPYKTYP:

- OCHOBHbIX TPeGOBaHWA MeHeXMeHTa 1 TPyAHOCTEl, KOTopble MPUXOAUTCS NpeofdosieBaTb ANA o6e-
cneyeHns feiiCTBUTENbHOMO yyudlleHns 6e3onacHocTy 6e3 co3[aHns HOBbIX CYLLECTBEHHbIX MPeanocbiiok
yA3BUMOCTU;

- NPUrogHOCTM 6a30BbIX MEXaHN3MOB BOB/IEYEHHOrO TUNA CETEBOr0 COEAMHEHUA U CTENEHN Heobxoam-
Moii 6e3onacHoCTy;

-HaJeXHoW 1 foBepuTesbHOW perncTpaumy nonb3oBaTeneil UM 06bEKTOB, CBA3AHHLIX C KIHYaMu
(cepTudmympoBaHHbIMY B C/ly4ae He06XxoAMMOCTH), NMPYMEHSAEMbIX B MPOTOKOaxX LMdpoBOiA NOANUCH.

13.11 lMNopTBepxAeHue oTnpasku/nprema nHhopmauum

Ecnu TpebyeTca npefcTaBuThb CyLeCTBEHHOe AoKa3aTenbCTBO nepejayn uHdopmauuy no cetu, pac-
cMaTpuBaloT crefytolive 3aluTHble Mepbl:

- MPOTOKO/bI CBA3U, NOATBEPXaOLLMe nepefayy AOKYMEHTa;

- MPOTOKO/bI MPWIOXEHUA, Tpebytolne npeacTaBNeHns UCXOAHOTO agpeca Wan uaeHTudmkaTopa u
NPOBEPKN Ha Ha/Mune JaHHol MHopmaLum:

- MeXceTeBble NepexoAbl, B KOTOPLIX NPOBepsaTCcs hopMaTthbl afpecoB OTNpaBMTesNA 1 NosyvaTens Ha
[OCTOBEPHOCTb CMHTaKCMCa U HEMPOTUBOPEUMBOCTb C MH(DOPMaLMeli B COOTBETCTBYHOLLMX ANPEKTOPUSAX;

- NPOTOKO/bI, NOATBEPXAAIOLLME AOCTABKY U3 ceTeli:

- NPOTOKO/IbI, BK/IOHaKOLMe B ce65 MexaHU3Mbl, paspelualollne ycTaHaBnnBaTb NocnefoBaTeslbHOCTb
NHopmaumm.

Ecnu BaxHO uMeTb gokasaTenbCTBO Nepefjaun nav npvema nHdopmauuv, a akt nepegayuv wav npu-
eMa fBnseTcs npegMeToM cnopa, AasbHelilune rapaHTun cnegyeTt NpefocTaBnsiTh CTaHAAPTHbBIM METOL0M
undposoii nognucu. OTNpaBuTeENaM MHopMauun (ecnu TpebyeTca Aoka3aTenbCTBO WCTOYHMKA) cnepyeT
CKpennaTb 3Ty MHopMaunio uudpoBoi Nnognucklo obwenpuHaToro obpasuya. Ecnn Tpebyetcs gokasarenb-
CTBO A0CTaBKW, TO OTNPaBMTENsIM CrefyeT 3anpallinBaTtb OTBET, CKPenseHHblli LudpoBoil nognuceio. Ons
[OCTVXKEHVA AaHHON CTeNeHN rapaHTum cnegyeT NPYHATL BO BHUMAHWE:

- UCNO/Ib30BaHME MeXaHU3MOB NOATBeEPXAeHUsA (LudposBas NOANUCH, OTMETKN BPEMEeHW W T. A4.). Noj-
[epXaHHbIX A0BEpPUTENIbHON TPETbE CTOPOHOI, HaNpUMep opraHom No cepTuduKaLmmn, 1 cOOTBETCTBYOLLEN
NHPaCTPYKTYpPOIi Ktoueli o06Lwero nonb30BaHus.

- COOOLLeHNa 0 perncTpauun ¢ MCNosb30BaHNMEM MeXaHM3MOB NpPeAoTBPAaLLEHNS WU3MEHEHWI B KOH-
TPOJIbHBIX XypHanax;

- MEXaHV3Mbl COXpaHeHNs KOHDUAEHUMaNbHOCTN N/MAN NNYHBIX KNoYeR (NognMcu) NPoTUB HeCaHKLMo-
HVMPOBAHHOIO MCMOJIb30BaHUS:

- apxuBMpoBaHWe cepTumKaLmii n KNvein, He06XoAMMbIX AN1S pa3peLleHns CnopoB C TeM. YTOGbI 0be-
cneynTb UX JOCTYMHOCTb U LIeNIOCTHOCTb B TEYEHUEe HEOOX0AMMOro nepuoga BpeMeHu (KOTOpbI MOXeT 6bITb
ANVHHee nepuoja UCNosib30BaHNsA COOTBETCTBYIOLLMX KTHOYENR).

WHbopmaumio no 6e3onacHocT MHgopMauun OT UCKaxeHuss ee cmbicna cMm. B ISO/IEC TR 14516 wn
NCO/M3K 13888.

13.12 BupTyasibHble YacTHble CeTu

BupTyanbHas uyactHas ceTb (VPN) sBNsSieTcA YacTHOli ceTblo, KoTopas peanusyeTtcs nyTemM WUCMOJb30-
BaHWsi MHPACTPYKTYPbI YXXe CyLecTByoWmx ceTeil. C TOUKM 3peHNst Nonb3oBaTesneil BUpTyasibHas YacTHas
ceTb (DYHKLMOHUPYET 1 NpeanaraeT YacTHble (IYHKLMOHA/IbHbIE BO3MOXHOCTY U YCAYTL.

B BMpTyanbHOI YacTHOI ceTU NPUMEHSIOTCS KpuUnTorpacdmyeckue MeToAbl o6ecneyeHnst 3aluTbl hyHK-
LMOHASIbHBIX BO3MOXHOCTEIi 1 YC/yr, 0COGEHHO B TOM C/lyyae, ec/in CeTb, Ha KOTopoii noctpoeHa VPN. sBns-
eTcsl ceTbio 06LLero nosb3oBaHusa (Hanpumep. VIHTepHeT). B 60MbLIMHCTBE peanu3aumnii NMHUK CBSA3N Mexay
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napTHepamu WndpyT 418 obecnevyeHns KOHMUAEHUNANbHOCTN, a NPOTOKO bl ayTEHTUdMKALUU UCNOMb3Y-
0T 415 NPOBEPKM NAEHTUYHOCTM CUCTEM, MOACOEANHEHHBIX K BUPTYanbHON YacTHOW ceTn. O6bIYHO Lndpo-
BaHHas MHopmauus npoxoauT Yepes 6e30nacHbIli TOHHE b, NOACOEAVHSAIOWMNIA OpraHn3aLmn K MexceTeBo-
My nepexofy C noffepxaHweM KOH(VAEHLMANTbHOCTM U LeNoCTHOCTU MHpopMaummn. MexceTeBol nepexos,
3aTemM naeHTUdUUVpyeT ANCTaHLMOHHOIO Nob30BaTeNs 1 No3BoAET eMy NosyyaTb 4OCTYN TOMLKO K MHGop-
Maumu, CaHKLMOHUPOBAHHON ANs npueMa.

Ko BCeM uacTHbIM CeTAM BaXHO MPUMEHATb Mepbl, agekBaTHble Mepam obecneyeHuss 6e30MmacHoCTU
BCEX CUCTeM, noAcoeAnHeHHbIX K VPN, ¢ TeM. 4To6bl rapaHTUpOBaTh BO3MOXHOCTb TO/IbKO CaHKLMOHNPOBaH-
HbIX SIMHUIA CBAI3W C APYTUMU CETAMMN.

BupTyanbHasa yacTHas ceTb MOXeT 6bITb NCMOMb30BaHa, HanpyMep Aas TOro, YToobl:

- peann3oBaTb ANCTAHUMOHHbIV AOCTYN K OpraHn3aumm ot Mo6uibHOro aboHeHTa UM paboTHUKOB, Ha-
XOAALMXCA 3a npejenamy CUCTEMbI;

- COeAVNHUTb pasHble MecTa paboTbl OpraHn3aLum, BKIYas N3bbITOYHbIE IMHUN CBA3W A5 peanusauuu
pe3epBHOW NHPACTPYKTYPbI;

- YCTAaHOBWTb COEMHEHUS C CETbIO OpraHusaLmun Ans Apyrux napTHepoB opraHusauun/éusHeca.

13.13 HenpepbiBHOCTb 6M3HECA/BOCCTAHOBMEHNS NOC/E CTUXUIAHOTO 6GeACTBUS

BaxHo, 4T06bI 3alUNTHbIE Mepbl A8 NPOAO/HKEHNS PyHKUMM Bu3Heca B criyyae CTUXMUIAHOTO 6efcTBuA
nyteMm ob6ecneyeHns cnocobHOCTV K BOCCTAHOBIEHUIO KaXKAol Aen0BOi onepauun 6ban NPUHATLI B 3a4aH-
Hbli MHTEPBaJT BPEMEHU NOC/E NpepbiBaHNsA AeATeNbHOCTU. PykoBOACTBO A1 COBMECTHOIO M/1aHNPOBaHUS
npoAo/mKeHnss 6ru3Heca U BOCCTAHOB/IEHNS NOC/e CTUXUAHOTO 6eACTBMSA, BK/IOYas COOTBETCTBYHOLLYHO CTpa-
TErno 1 poACTBEHHbIE MaHbl C NocNeayLWmm TecTuposaHem. — B cooTBeTcTBun ¢ 16OYIEC TR 13335-4.

Heo6xoaMM0o 06paTuTb BHUMaHWe Ha TpeboBaHNs COXpPaHEHUS OCHOBHbIX Y MPUMEHEHUS AONONHUTE b
HbIX CeTeBbIX COeANHEeHWIi OCTaTOYHOW NPONYCKHOI CNOCOBHOCTU, @ TakkKe Ha BOCCTAHOB/IEHNE COEAUHEHNIA
nocsie HeXenarTeibHOro co6bITUs. B OCHOBE faHHbIX Tpe6OBaHWI NEXUT BaXKHOCTb COeMHEHWNIT B 06Gecneye-
HUM 6U3Heca B TeUeHWe NPOAO/DKMTE/TIbHOTO BPEMEHU, a TakKe NPOrHo3npyeMoe BpeaHOoe BANsiHNE Ha 6r3Hec
B C/lyyae vx HapyLueHwuii. Mpy 3TOM BO3MOXHOCTU COeAUHEHUNIA MOTYT NpefocTaBUTb OpraHu3almm MHOro npe-
MMYLLECTB B TMOKOCTM M CNOCOBHOCTM MCMOMb30BaTb NpakTUYeCKMe Noaxodbl, HO OHWM MOFYT CTaTb TOYKaMU
YSA3BUMOCTU U «€AUHUYHBIMY TOUYKAMU HEUCTPABHOCTE», KOTOPblE CMOCOGHbI 0Ka3aTb pas3pyLLnTe bHble BO3-
[OelicTBUS Ha opraHm3aumio.

14 [JOKyMEHTMPOBaHWE 1 aHa/IM3 BapnUaHTOB CTPYKTYpP 6e30MacHOCTU

LloKymMmeHTVpoBaHWe pas/IMyHbIX BapMaHTOB CTPYKTYp 6€30MacHOCTV NpeaocTaBisieT BOSMOXHOCTb A1
pacCcMOTPEHUS pas/IMYHbIX BapUMaHTOB pelleHunidi 1 co3gaeT 6a3y ANna aHannsa C Lenblo Bblbopa Komnpo-
MWCCHOTO peLleHns. 3To Takke cnocobCTBYeT paspelleHunio Npobnem, CBA3aHHbIX C 4acTo BO3HMKAOLWUMK
TEXHWYECKUMU OTPaHUYEHNAMU U MPOTUBOPEUNAMU Mexay noTpebHocTAMM BusHeca n obecneyeHnem 6es-
onacHocTH.

Mpy cocTaBMeHWn AOKYMEHTALMUN NO pasHbIM BapuaHTaM CTPYKTyp 6e30MacHOCT Heo6X0AMMO MPUHK-
MaTb BO BHMMaHue TpeboBaHWs, YCTaHOB/EHHbIE B NOMTMKe Ge3onacHocTu cucteMm UT opranmsauum (pas-
fAen 8), 1 nepeyeHb NOTEHUMANbHbLIX KOHTPOMVPYEMbIX 30H (pasgenbl 12 n 13). CnegyeT Takke yunTbiBaTb
CyLLeCTBYIOLLME B OpraHu3aLmmy CTpyKTypbl 6e3onacHocTu. MNocne AOKYMEHTUPOBaHMA U aHann3a BapuaHToB
CTPYKTYp 6e30nacHOCTV BbiOpaHHasA cxema obecneyeHns 6e30nacHOCTM JO/MKHA OblTb cornacoeaHa. Opra-
HM3aLMsa MOXeT BHOCUTb U3MEHEHUS B CTPYKTYPY CeTV 1 ee npumeHeHune (g1a obecneyeHnss COBMECTUMOCTH
C nNpeanoyTMTEeNIbHON CXeMoi obecneyeHns 6e3onacHoOCTN), a Takke B NepeyeHb NOTeHUNanbHbIX 3alUTHbIX
mMep (Hanpumep, Npu COrNacoBaHWM MOXET ObiTb BbISBIEHO, YTO CTPYKTypa 6e30nacHOCTU MOXET ObITb Tex-
HMYeCKn peasin3oBaHa TOMbKO a/lbTePHATUBHBIM CMOCO60M, YTO NOTPebyeT NPUMEHEHUS [ONONHUTENbHbIX
3alUTHbIX Mep).

15 MopgroToBKa K pacrnpegesneHnto 3a4a4d no BbI6opy 3almTHbIX Mep,
NPOEKTUPOBaHMIO, peasin3auum U TEXHNYECKOMY OBCTYXXUBaHUIO

Mcnonb3ys nepeyeHb NOTEHLMAbHBIX KOHTPOMPYEMbIX 30H (pa3aen 13) U COornacoBaHHy CTPYKTYpY
6e3onacHocTy (pa3gen 14) opraHusauus MOXeT HauMHaTb MOAFOTOBKY K MIaHMPOBaHUI W pacnpefenieHuio
3ajay AN AetanbHoro Boibopa 3alnTHLIX Mep obecneuyeHnsi 6e30MacHoOCTH, a TakkKe K X NPOEeKTUPOBaHUIO,
peanusaumy n TeXHUYECKOMY 06CTYXXUBAHUIO.

19



FOCT P NICO/M3KTO 13335-5—2006

16 KpaTkoe u3sfioxeHue

HacToswwmii ctaHaapT ycTaHaB/IMBaeT PyKOBOASLLME yKa3aHWsA No NOACOeANHEHUIO CUCTEMbI MHhopMa-
LIMOHHBIX TEXHOMOMMI opraHu3auumn k cetam. CTaHAapT OCHOBaH Ha cnefyloleM noaxofe: BHayane npoBo-
ANTCA npouecc ngeHTudmkaumnm n aHanmsa akTopos, BAUSIOWMX Ha CPeACcTBa CBA3N B LieN1ISX YyCTaHOBEHNSA
TpeboBaHuii No ceTeBolt 6e30MacHOCTU. 3aTem OnpeAenaTca NoTeHUabHble KOHTPOIMpYEeMble 30HbI (Op-
raHusauusi MOXeT CCbl1aTbCsl HA COOTBETCTBYHOLLME NOMOXeHUs apyrux yacteli ISO/IEC TR 13335). B no-
MOLLb MepcoHasny opraHusauuv, oTeevawoliemMy 3a 6esonacHocTb T v BbiBNEHME NOTEHUMabHbIX KOHTPO-
NINpyeMbIX 30H. B HACTOSALLEM CTaHAapTe NpuBefeHa XxapakTepucTuka creyoLmx Tpex OCHOBHbIX KpuTeprues
naeHTurKauum noTeHUNanbHbIX KOHTPOMPYEMbIX 30H:

1) pasnuyHble TUNbl CETEBbIX COEANHEHNI;

2) pasnuuHble ceTeBble XapakTePUCTUKN U CBA3AHHbIE C HAMU JOBEPUTENIbHbIE OTHOLLIEHUS:

3) noTeHumasnbHble BUALI pUCKa B 06/1acT 6€30MacHOCTU, CBA3aHHbIE C CeTEBbIM COEfMHEHNEM U UC-
MoJib30BaHNEM YC/yr, NpeAocTaBsieMbIX Yepes 3TV CoeANHEHUS.

3aTeM Kputepum naeHTUdMKaLnM UCnonb3yTca B MaTpuuax, npefHasHavyeHHbIX A8 UWHAUKauuM no-
TeHUMaNbHbIX KOHTPOIMPYEMbIX 30H. MNPpUBOAMTCA Takke KpaTkoe obliee onucaHue noTeHunasbHbIX KOHTPO-
NNPYEMbIX 30H.

20



FOCT P NCO/M3K TO 13335-5—2006

MpunoxeHune JA
(cnpaBoyHoE)

CBefleHNa 0 COOTBETCTBUU CCbIJTOYHbLIX MEXAYHapOAHbIX CTaHA4apTOB
HauMOHa/lbHbIM CTaHA4apTam

Ta6nunua [OA.1

OGO3HAYEHNE CCbIIOYHOTO
MeX/yHapoAHOro cTaHgapTa

ISO/IEC TR 7498-1:1994

ISO/IEC TR 7498-2:1989

ISO/IEC TR 7498-3:1997

ISO/IEC TR 7498-4:1989

ISO/1EC 13335-1:2004

ISO/IEC TR 13335-3:1998
ISO/IEC TR 13335-4:2000

ISO/IEC 13888-1:2004
ISO/IEC 13888-2:1998
ISO/IEC 13888-3:1997
ISO/IEC TR 14516:2002
ISO/IEC TR 15947:2002

CreneHb
COOTBETCTBYSA

0T

0T

oT

0T

0T

oT

O603HaYEHNE U HAVIMEHOBAHWE COOTBETCTBYHOLLIEHD HALMOHANBHOTO CTaHaapTa

FOCT P WNCO/M3K 7498-1— 1999 «WHopmaunoHHaa TexHOMOo-
rms. B3anmocBA3b OTKPbITbIX cUCTEM. Ba3oBas 3aTanoHHass Mofesb.
YacTtb 1. Ba3oBas mogenb»

FOCT P NCO 7498-2— 1999 «WHopMaLuoHHas TexHonorus. B3au-
MOCBA3b OTKPbITbIX CUCTEM. Ba3oBas aTanoHHas mogesnb. YacTtb 2. Ap-
XUTeKTypa 3awuTbl UHhopmaymmn»

FOCT P NCO 7498-3— 1997 «WH(popmaunoHHaa TexHonorus. B3au-

MOCBSI3b OTKPbITbIX cUCTeM. BasoBasi aTasioHHas Mofesnb. Yactb 3.
MpucBoeHne UMeH U agpecauus»

FOCT P UCO 7498-4—1999 «WHpopmaunoHHas TexHonorus. Bsau-
MOCBA3b OTKPbITbIX cMCTEM. Ba3osas aTanoHHas mofenb. YacTtb 4. Oc-
HOBbI aIMUHICTPATUBHOTO yNpaBieHns»

FOCT P MCO/M3K 13335-1—2006 «WHdopmaunoHHas TEXHOMOrus.
MeTogbl o6ecneyeHns 6e3onacHocTu. YacTtb 1. KoHuenuma u mogenu
ynpaBfneHns 6e30NacHOCTbi0 MHPOPMALMOHHBIX N TeNIeKOMMYHUKaLW-
OHHbIX TEXHONOTNI»

FOCT P NCO/M3K 27005—2010 «WHpopMaunoHHAs TEXHOMOTWs.
MeTogbl 1 cpeacTBa obecneyeHna 6e3onacHoOCTU. MeHemKMEHT pucka
MHOPMaLMOHHOW 6e30nNacHOCTU»

* COOTBETCTBYIOLMII HALMOHASLHBIN CTAHAAPT OTCYTCTBYET. [JO ero NpuHATUS PEKOMEHAYETCsi MCMOoJb30BaTh
nepeBof, Ha PYCCKWIi A3bIK AaHHOTO MeXAYHapOLHOro CTaH4apTa.

MpumeuaHue — B HacTosiwel Tabimue UCNo/b30BaHO CieAyloLiee YCI0BHOe 0603HAUYEHNE CTENEHN COOT-

BeTCTBNA CTaHOapPTOB:

- lOT — nAeHTnYHbIe cTaHgapTol.
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Buénunorpadcusa

[11 IETF Site Security Handbook, of September 1997 (RFC 2196)
[2] IETF Site Security Handbook Addendum for ISPs, of 15 th August 1999
[33 NIST Special Publication 800-10: Keeping Your Site Comfortably Secure: An Introduction to Firewalls
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KntoueBble cnosa: MHGOPMaLMOHHAA TEXHONOMMSA, MHhOoPMaLMOHHan 6e30nacHOCTb, NpoLecc naeHTudnka-
Luu, ceTun, ayauT, KOHTPONVPYEMbIE 30HbI
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